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7.31 Classification challenges.
7.32 Mandatory declassification review.
AUTHORITY: 5 U.S.C. 301; Pub. L. 107-296;
E.O. 13526; 3 CFR, 1995 Comp., p. 333; E.O.
13142, 64 FR 66089, 3 CFR, 1999 Comp., p. 236;
32 CFR part 2001.
SOURCE: 79 FR 44095, July 30, 2014, unless
otherwise noted.

§7.1 Purpose.

The purpose of this part is to ensure
that information within the Depart-
ment of Homeland Security (DHS) re-
lating to the national security is clas-
sified, safeguarded, and declassified
pursuant to the provisions of Executive
Order 13526, and implementing direc-
tives from the Information Security
Oversight Office (ISOO) of the National
Archives and Records Administration
(NARA).

§7.2 Scope.

(a) This part applies to all employ-
ees, detailees, and non-contractor per-
sonnel inside and outside the Executive
Branch who are granted access to clas-
sified information by the DHS, in ac-
cordance with the standards in Execu-
tive Order 13526, and its implementing
directives, and Executive Order 13549,
“‘Classified National Security Informa-
tion Program for State, Local, Tribal,
and Private Sector Entities,” and its
implementing directives.

(b) This part does not apply to con-
tractors, grantees and other categories
of personnel falling under the purview
of Executive Order 12829, National In-
dustrial Security Program, as amend-
ed, and its implementing directives.

(c) This part is independent of and
does not affect any classification pro-
cedures or requirements of the Atomic
Energy Act of 1954, as amended (42
U.S.C. 2011 et seq.).

(d) This part does not, and is not in-
tended to, create any right to judicial
review, or any other right or benefit or
trust responsibility, substantive or
procedural, enforceable by a party
against the United States, its agencies
or instrumentalities, its officers or em-
ployees, or any other person. This part
creates limited rights to administra-
tive review of decisions. This part does
not, and is not intended to, create any
right to judicial review of administra-
tive action.
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§7.3 Definitions.

The terms defined or used in Execu-
tive Order 13526, and the implementing
directives in 32 CFR part 2001 and 2004
are applicable to this part.

Subpart A—Administration

§7.10 Authority of the DHS Chief Se-
curity Officer.

(a) The DHS Chief Security Officer
(hereafter ‘‘Chief Security Officer”’) is
designated as the Senior Agency Offi-
cial as required by section 5.4(d) of Ex-
ecutive Order 13526, and, except as spe-
cifically provided elsewhere in this
part, is authorized to administer the
DHS Classified National Security In-
formation program pursuant to Execu-
tive Order 13526.

(b) To the extent that 32 CFR part
2001 refers to the agency head or ‘‘des-
ignee,”” the Chief Security Officer is
such designee unless determined other-
wise by the Secretary. The Chief Secu-
rity Officer may further delegate the
associated authorities.

(¢c) The Chief Security Officer shall,
among other actions:

(1) Oversee and administer the DHS’s
program established under Executive
Order 13526;

(2) Promulgate implementing regula-
tions;

(3) Establish and maintain DHS-wide
security education and training pro-
grams, to include implementation and
management of mandatory training for
DHS officials who have been delegated
original classification authority and
those who perform derivative classi-
fication actions and suspension of such
authority for failure to attend such
training;

(4) Establish and maintain an ongo-
ing self-inspection program that shall
include regularly reviewing representa-
tive samples of DHS’s original and de-
rivative classification actions, cor-
recting instances of misclassification,
and reporting annually to the Director
of ISOO on the DHS self-inspection pro-
gram;

(5) Establish procedures to prevent
unnecessary access to classified infor-
mation, including procedures that:

(1) Require that a need for access to
classified information is established
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