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classification authority and other com-
ponents and agencies with equities,
make a recommendation to the Sec-
retary on whether the public interest
in disclosure outweighs the damage to
national security that might reason-
ably be expected from disclosure. The
Secretary shall decide whether to de-
classify the information. The decision
of the Secretary shall be final. This
provision does not amplify or modify
the substantive criteria or procedures
for classification or create any sub-
stantive or procedural rights subject to
judicial review.

(d) Each component shall develop
schedules for declassification of
records in the National Archives.

§7.28 Automatic declassification.

(a) Subject to paragraph (b) of this
section and paragraphs 3.3(b)-(d) and
(g)-(j) of Executive Order 13526, all
classified information contained in
records that are more than 25 years old
that have been determined to have per-
manent historical value shall be de-
classified automatically on December
31lst of the year that is 256 years from
the date of origin.

(b) At least one year before informa-
tion is declassified automatically
under this section, the Chief Security
Officer shall notify the ISOO of any
specific information that DHS proposes
to exempt from automatic declassifica-
tion. The notification shall include:

(1) A description of the information;

(2) An explanation of why the infor-
mation is exempt from automatic de-
classification and must remain classi-
fied for a longer period of time; and

(3) A specific date or event for declas-
sification of the information whenever
the information exempted does not
identify a confidential human source or
human intelligence source, or, key de-
sign concepts of weapons of mass de-
struction.

(c) Proposed exemptions under this
section shall be forwarded to the Chief
Security Officer. When the Chief Secu-
rity Officer determines the exemption
request is consistent with this section,
he or she will submit the exemption re-
quest to the Executive Secretary of the
Interagency Security Classification
Appeals Panel (ISCAP) for approval.

(d) Declassification guides that nar-
rowly and precisely define exempted
information may be used to exempt in-
formation from automatic declassifica-
tion. Declassification guides must in-
clude the exemption notification infor-
mation detailed in paragraph (b) of this
section, and be approved pursuant to
paragraph (c) of this section. The cre-
ation of declassification guides to cite
proposed or ISCAP-approved DHS ex-
emptions shall be coordinated through
and processed by the Office of the Chief
Security Officer, Administrative Secu-
rity Division.

§7.29 National Declassification Center.

(a) The Chief Security Officer and ap-
plicable components will support the
NARA, National Declassification Cen-
ter (NDC), which was established to
streamline declassification processes,
facilitate quality-assurance measures,
and implement standardized training
regarding the declassification of
records determined to have permanent
historical value. The Chief Security Of-
ficer will assign DHS personnel on an
as-needed basis to address declassifica-
tion matters and priorities containing
DHS equities.

(b) The Office of the Chief Security
Officer shall provide the NDC with all
DHS classification and declassification
guides that include ISCAP-approved
exemptions from automatic declas-
sification.

(c) The Chief Security Officer, or his
designee, shall oversee DHS-wide sup-
port to the NDC, including rep-
resenting DHS in consultations with
the NDC Director.

§7.30 Documents of permanent histor-
ical value.

The original classification authority,
to the greatest extent possible, shall
declassify classified information con-
tained in records determined to have
permanent historical value under 44
U.S.C. 2107 before they are accessioned
into the National Archives.

§7.31 Classification challenges.

(a) Authorized holders of information
classified by DHS or any other agency
who, in good faith, believe that specific
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