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SAFETY AND SECURITY IN THE VA

THURSDAY, MAY 22, 1997

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
COMMITTEE ON VETERANS’ AFFAIRS,
Washington, DC.
The subcommittee met, pursuant to call, at 9:30 a.m. in room
334, Cannon House Office Euilding, Hon. Terry Everett (chairman
of the subcommittee) presiding.
Present: Representatives Everett, Clyburn, Snyder, Evans.

OPENING STATEMENT OF CHAIRMAN EVERETT

Mr. EVERETT. The hearing will come to order. Please cease all
conversations. Good morning. Today’s hearing by the Subcommittee
on Oversight and Investigations will examine the safety and secu-
rity of our veterans and our valued 240,000-plus VA employees.
I've become increasingly concerned about personal safety issues at
the VA after hearing agout the tragic murder of Dr. Ralph Carter
at the G.V. “Sonny” Montgomery Veterans’ Affairs Medical Center
in Jackson, FL, this past February. I understand that this is the
second violent assault at this facility in less than 2 years. Other
incidents at VA facilities have also raised complex questions about
the safety of veteran and VA staff alike.

The VA’s response, has been to develop a pilot Frogram to arm
its hospital law-enforcement officers. The arming of VA police must
be done at a very deliberate pace with stringent safeguards. Before
going full-scale we must be confident that this is the right way to
improve hospital security. We want to be reasonably assured that
fire fights won’t erupt in hospital lobbies, wards and parking lots.
Standards for the VA should be no less than that for any other
armed federal law-enforcement agency.

We will also examine the security of controlled drugs in VA hos-
pitals, VA pharmacy operations which cost more than $1 billion
this year. Due to the high value of the VA drug inventories with
respect to theft, we’ll examine how the VA has addressed account-
ability and security problems which have previously been identified
by VA’s 1.G. Additionally, the VA still maintains 30 hospital fire
stations with an annual operating budget of over $16.3 million and
staffed with 357 fire fighters. Today we will review fire safety is-
sues critical to our VA patients, employees and our fire fighters. I
think we have a full plate for discussion today. I look forward to
hearing testimony, and I would ask that all people testifying please
condense your statements to 5 minutes. And now at this time I'd
like to recognize our ranking member, Mr. Clyburn.

(1)
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OPENING STATEMENT OF HON. JAMES E. CLYBURN

Mr. CLYBURN. Thank you, Mr. Chairman. As ranking Democratic
member of this Committee, I'm pleased to join with you in holding
this in;fortant hearing. I know that safety and security of our VA
hospitals are of utmost importance to the VA and to members of
this Committee. In my view, we would not be accomplishing our
mission of providing the highest possible health-care service to our
veterans if we are unable to protect the safety and integriig' of our
VA hospitals. I am greatly interested in hearing testimony from the
VA on its pilot project to arm VA police officers at certain VA
hospitals.

I'm aware that the tragic shooting of a doctor in Jackson, MS
earlier this year has caused renewed concern over the adequacy of
the safety and security of our VA hospitals. I must say, however,
that I believe the VA ought to be taking a measured approach
when it comes to making any final decision to arm its police offi-
cers. Very few private hospitals even in some of the dangerous
crime-ridden areas of our country allow the officers who guard
their facilities to carry 8. I believe there is a reason for this. As
the written testimony of the Nurse’s Association suggests, hospitals
are for making sick peoiJle healthy; guns are for killing people. The
VA should be extremely cautious in its approach to this issue.
There should be an extensive, well-thought out hospital-by-hospital
analysis of the feasibility and propriety of arming VA officers be-
fore jumping into such a course of action.

To my mind at least, it is just as easy to imagine a situation
where a VA officer accidentally kills or seriously injures somebody
during the course of his duties as it is to imagine a situation where
the officer’s gun keeps a killing or serious injury from occurring. I
welcome the opportunity to hear testimony on this extremely sen-
sitive issue, as well as the chance to get an update on the status
of VA fire departments and the VA’s accountability of controlled
substances. Thank you again, Terry, for working with us to put to-
gether such a timely and important hearing.

[']I‘he prepared statement of Congressman Clyburn appears on p.

Mr. EVERETT. Thank you, Jim, and this Committee is honored to
have the ranking member of the full Committee as a member of
this Committee, and at this point I'd like to ask my ranking full
Committee Chairman—full Committee member—ranking member
if he has any comment. g

OPENING STATEMENT OF HON. LANE EVANS, RANKING DEMO-
CRATIC MEMBER, FULL COMMITTEE ON VETERANS
AFFAIRS

Mr. EvANS. Thank you, Mr. Chairman. I think this is a very im-
portant hearing with the VA right in the middle of its pilot pro-
gram to arm VA police officers at selected cities. There’s no more
appropriate time than now to conduct diligent oversight of this pro-
gram, and I of course share the concern about the recent efforts out
at the Jackson, MS facility, and I'm also deeply troubled by the
deaths of four VA police officers in the last 5 years. Safety and se-
curity of patients, law-enforcement personnel and the doctors and
staff at our facilities has got to be an utmost priority and we
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should closely consider the means by which we can best accomplish
this mission. I am pleased that John Baffa is testifying before us
again. I think he has brought a new level of training and sophis-
tication and effort on the part of the VA and I look forward to the
testimony. Unfortunately, I will have to be attending the quadren-
nial review of the armed forces today with the Joint Chiefs of Staff,
so I won’t be able to stay for the hearing, Mr. Chairman, but I just
wanted to thank you for your diligence and hard work.

[The prepared statement of Congressman Evans appears on p.

Mr. EVERETT. Thank you, Lane. I'd like to welcome all the wit-
nesses testifying today. At least one of our witnesses has traveled
some distance to testify and I want to thank all of you in advance
for being here. I would ask again that you limit your oral testimony
to 5 minutes. Your complete written testimony will be made part
of the official hearing record. We will ask members to hold ques-
tions until the entire panel has testified. I now recognize Mr. John
Baffa, Deputy Assistant Secretary for Security and Law Enforce-
ment and ask him to introduce the members of his panel before we
%o any further. Also, at the end of Mr. Baffa’s 5-minute testimony

would ask—be given an additional 5 minutes for a brief dem-
onstration for a safety feature on this gun holster. Mr. Baffa as-
sured me and assured the staff that the weapon is appropriately
disabled and is not loaded. Mr. Baffa.

STATEMENT OF JOHN H. BAFFA, DEPUTY ASSISTANT SEC-
RETARY FOR SECURITY AND LAW ENFORCEMENT, DEPART-
MENT OF VETERANS AFFAIRS; STATEMENT OF RICHARD P.
MILLER, DIRECTOR, G.V. “SONNY” MONTGOMERY VETERANS
AFFAIRS MEDICAL CENTER, VETERANS HEALTH ADMINIS-
TRATION, DEPARTMENT OF VETERANS AFFAIRS; ACCOM-
PANIED BY JOHN E. OGDEN, DIRECTOR, PHARMACY SERV-
ICE, VETERANS HEALTH ADMINISTRATION, DEPARTMENT
OF VETERANS AFFAIRS; ACCOMPANIED BY KENNETH
FAULSTICH, ENGINEERING MANAGEMENT .AND FIELD SUP-
PORT OFFICE, VETERANS HEALTH ADMINISTRATION, DE-
PARTMENT OF VETERANS AFFAIRS

STATEMENT OF JOHN BAFFA

Mr. BAFFA. Thank you. Thank you, Mr. Chairman, members of
the subcommittee. I am pleased to be here today to discuss issues
related to safety and security of VA facilities. With me today I have
Mr. Richard Miller, Director of the VA Medical Center, in Jackson,
MS; Mr. John Ogden, Director of Pharmacy Service in VHA; Mr.
Kenneth Faulstich, fire protection engineer in VHA; and Mr. Walt
Hall, Assistant General Counsel. VA’s official statement provides
details about security in law enforcement, the strides we have
made in the area of securing in our pharmacies against theft, VA’s
fire protection program and the recent desecration of the National
Memorial Cemetery of the Pacific.

Thank you for the opportunity to speak to you today. I think it
is fitting that this hearing is being held just a few days after the
National Police Week activities in which the President, Congress
and the nation paid tribute to the police officers killed in the line
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of duty during 1996. This year as in years past my department has
lost one of its own. Officer Hoerst Woods of Albuquerque was wan-
tonly and without provocation gunned down in the VA parking lot
in Albuquerque, NM. Officer Woods was unarmed. Seven years ago
when I took this position I received beneficial insight, comments
and advice from some members of this Committee and/or its staff.
I feel I've answered every question, addressed every issue, calmed
many fears and made many improvements. Recently, VA’s maga-
zine, “The Vanguard,” did its feature article on the VA police. It
was entitled, “VA Police: the Force is With Us.” I think that one
title emphasizes what we are all about and how we feel about our
veterans and want our veterans to feel about us. In addition, the
first sentence stated, and I quote, “For the VA, the nineties have
been a decade of reinvention. For the VA police, make that a trans-
formation.” We have increased the VA basic police training course
to 160 hours. We have developed specialized training for chiefs and
detectives. We have iﬁf]emented a regimented monthly in-service
training program for all officers at their stations. We have a police
chiefs intern. We have use of a K-9 program for missing patient
searches, security and the illegal drug interdiction. We have moved
the physical location of the police officer at most hospitals to make
them more visible to our customers. We have increased foot patrols
and at some facilities instituted bicycle patrols to be more visible,
closer and accessible to our customers.

Recently we have implemented a pilot program to arm our VA
police at selected locations. In short, we have made significant
strides, but we must go forward if we are to continue to provide
a safe environment for our veterans and our employees. I spent 26
years, my entire adult working life, in federal law enforcement in
Krotection of citizens of this country. The last 7 here in the VA

ave been challenging, sometimes frustrating but overall very re-
warding. With the guidance and help of the Secretary we have ac-
complished much, but as I stated and you have articulated, we
have much to do. I can assure you that my office is driven by the
goal of providing a safe and secure environment for our veterans,
Rhéix" guests and the employees of the Department of Veterans

airs.

With regard to pharmacy issues, since 1992 the House of Veter-
ans’ Affairs Committee hearing on controls of addictive drugs and
drug diversion, the VA has made significant progress. Working
with the Office of the Inspector General, the G%neral Accounting
Office, and the Office of Security and Law Enforcement, the Veter-
ans Health Administration has instituted regulations over the ac-
countability of controlled substances that are more strict than any
State or any other health-care system’s requirements. My col-
le::.;ue, Mr. Ogden, is prepared to address these issues.

A’s fire safety program is another program that ensures the
safety of our VA employees and the veterans. At the vast majority
of the Department’s medical centers the fighting services are pro-
vided by local community fire departments. In the event that local
fire fighting services do not meet VA’s minimum level of require-
ments, VA operates in-house fire departments. There are currently
30 in-house fire departments, each which is staffed by approxi-
mately 15 employees who are fire fighters. Mr. Ken Faulstich is
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here to provide details about the fire protection program. Addition-
ally, there are two separate recent issues or events that have
caused concern for VA emeloyees, &altients and visitors, to the VA.
One was the shooting at Jackson, Mississippi VMAC that resulted
in the death of a patient and an employee and the desecration by
vandals of the National Memorial Cemetery of the Pacific.

Mr. Chairman, my colleagues and I will be happy to answer any
questions, but first it is my understanding you’d like to see a dem-
onstration of the firearm and the safety factors, and I would like
to have Mr. Bill Harper come ﬁ)rand show that to you.

[The prepared statement of Mr. Baffa appears on p. 46.]

Mr. EVERETT. We'd be happy to honor your request to show that
to us.

Mr. BAFFA. Bill? Sir, I'm going to show you that this ﬂm is un-
loaded. You can see that it is unloaded. It’s also been checked by
the U.S. Callslitol Police. There is no bullet in the chamber, and
there’s no bullet in the magazine. The question deals with the safe-
ty of this weapon. This weapon is double-action only. Actually, it
works like a magazine-fed revolver. The—hammer never stays
cocked, always traveling forward with the slide coming to rest in
the double-action position. Each pull of the trigger draws the ham-
mer back and releases to fire the pistol. This feature reduces the
chance that the pistol will be accidentally fired. Number two, the
magazine will not fire—excuse me, the weapon will not fire if the
magazine is released. The pistol will not fire unless the magazine
is fully seated even if there is a round in the chamber. This feature
allows the officer to make the pistol nonoperational at any time by
releasing the magazine with the touch of a button. The officer then
may place the magazine in the holster pocket, making the weapon
fulldy safe. It will only fire with a VA-issued magazine. The pistol
and magazine have been specialld\; designed by Beretta at no extra
cost so they will only fire with the magazine issued to the officer.
The pistol will not fire using the standard Beretta magazine. The
weaﬁon will not accidentally fire. The pistol has a firing pin block
on the top of the slide which actually blocks the firing pin until the
trigger is pulled. Even if the pistol is dropped, it will not fire. It
also has a loaded chamber indicator. When there is a round in the
chamber, the extractor claw protrudes, exposing a red slide. An of-
ficer can thereby easily determine visually without aiming the
weapon—a weapon or a round in the chamber.

Last but not least, we have a security holster, and it is consid-
ered a level three security holster. This holster is equipped with in-
ternal safety locking devices that drastically reduce, if not elimi-
nate, the possibility of anyone other than the officer from drawing
the weapon from the holster. Your staff member couldn’t do it a
couple days ago. We’d like to have this man who’s never seen it try
to pull that weapon out of the holster if you could. And I also would
like to try it, and you can see how quickly the officer was able to
get the weapon out. That right there plus the intense training both
on the range and lectures make me believe this a totally safe weap-
on to be used in the hospital facility above and beyond what most
police departments use nationwide. But anything else you'd like see
with the weapon, sir? Are there any other aspects of the weapon
you’d like to——
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~ Mr. EVERETT. I assume you were holding on down the holster
Just to keep it from coming up—you were holding the belt. I see.

Mr. BAFFA. Sir, he’s the thinnest man I've got.

Mr. EVERETT. Well, we do congratulate you on this safety fea-
ture. I assumed it was something that VA came up with, or it may
have existed already, : b

Mr. BAFFA. The holster existed already, sir. We have spent
countless days and weeks studying and coming up with the best
weapon as far as safety aspects go and the accompanying holster,
to make sure that—nothing is totally fail safe, I wish I could give
you that assurance, but we believe we have done the best possible
to assure that nothing that concerns you would happen with this
particular weapon.

Mr. EVERETT. Thank you very much.

b Mr. BAFFA. Yes, sir. Sir, we will answer any questions you might
ave.

Mr. EVERETT. Do any other members of your staff wish to make
any statements?

Mr. BAFFA. I don’t believe so, sir. We’re ready to answer any
questions that you the Chair or your colleagues have.

Mr. EVERETT. Well, first of all, I want to thank you for coming
up and appearin%ll:ere today. As I said, I congratulate you on those
safety features. They are impressive. However, I will say that in
the beginning that I have grave concerns about the idea of arming
the security forces in VA hospitals. And we have some I think very
straightforward and candid questions. We would appreciate an-
swers likewise.

Mr. BAFFA. Yes, sir.

Mr. EVERETT. While myself and Jim, the ranking member of this
Committee, are the only two here, I can assure you that that does
not indicate the interest in this subi'aect. This is a small Committee,
but it is a Committee made up of Floyd Spence who is the Chair-
man of the National Security Committee, Bob Stump, the full VA
Chairman, and as you heard just a moment ago, rankin% member
of the full Veterans’ Committee who has gone for the QRD hearing
which is going on along with this hearing, and of course that’s
where Chairman Stump and Chairman Spence are also. Let me
begin by saying, if you would, explain to me why VA believes it’s
nelc_essary at this time to have a pilot program to arm VA hospital
police.

Mr. BAFFA. Mr. Chairman, we do not look at the weapon as a
cure-all. We look at it as an additional tool. If you remember from
my opening statement, we’ve done a lot of other things. We have
instituted a K-9 program.

Mr. EVERETT. Excuse me just a moment.

Mr. BAFFA. Yes, sir.

Mr. EVERETT. I'm going to dispense with the 5-minute rule. Only
myself and our ranking member are here and I'm going to allow
each of us as much time as we would like to explore this subject.

Mr. BAFFA. Yes, sir. As I was saying, I realize that the issuing
of firearms is a very sensitive issue. It is with me and with the Sec-
retary and Dr. Kaiser. I look at the firearm as an additional tool
to help the police officer accomplish the goal of providing safety
and security at a VA hospital. As I indicated, we have K-9 pro-
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grams. We instituted a program a couple of years ago which was
vigorous patrol and getting out into the community, and if you'll
note by reading the papers, the city of Washington and the city of
New York have gone to the same theory, that if you get out there
and meet with the people and you prevent crime, you don’t respond
to it. And our philosophy is you stop crime before it begins by not
lettin, ople who don’t belong into the hospital into the hospital.

I'd like to give you an illustration of how I think the weapon
helps, and there’s three things with the weapon, and it’s not shoot-
ing somebody. That’s the final, ultimate thing that nobody wants
it to. The VA police officers don’t want to do it, I don’t want it. No-
body in this room wants this to happen. But again, I like to use
examples, and again, these are three examples, if they don’t satisfy
you, I will go on. In Richmond, VA, at our hospital, VA police
around midni%lt approached a vehicle that was in the parking lot.
These people had no reason being there. They were not veterans.
They just consummated a drug deal and they were sitting there
counting their money. They both had long criminal histories. The
VA police approached them, asked them what they were doing and
they immediately surrendered. After they were arrested, the one
felon who was more than a three-time loser said, “You know, if I
had known these people were not armed I would have killed them
because I have nothing to lose.” So, the fact that an individual is
armed is a deterrent, just that he’s carrying the weapon.

Number two, and I'd like to give you a second illustration, I men-
tioned to you about Officer Hoerst Woods who was killed in Albu-
querque, NM. After he was killed the assailant took the keys off
of his belt and tried to steal the car and could not get the car. Peo-
ple heard gun shots go off and he started flailing his hands and no
one could get to the injured officer because he was threatening to
shoot them. The Air Police, and this is a joint facility, who are
armed responded, drew their weapons, told them to surrender, and
he finally did surrender. Again, a case where the weapon was used
but it was not fired. The third case that I would like to use is Lake
City, FL, where our police officers approached an individual who I
believe the nursing staff had complained about was harassing them
outside. He went up to the car. As he approached the car the man
pulled a weapon out. The officer had nothing to do but turn and
run and was shot in the back. After the officer was shot, who was
the line of defense to gaining entry into the hospital, the individual
then got into the hospital and shot the hospital up. So, I think
those are three different areas where the use of a firearm probably
would have been used, in the third case would have prevented
those incidents from happening.

Mr. EVERETT. The question was, why is it necessary at this time
to have a pilot program? I gather from that answer that you're say-

m —

_%/Ir. BAFFA. Times are changing, sir. We’re having more violent
crime. :

Mr. EVERETT. More violent crime?

Mr. BAFFA. More violent crime at our facilities. I've given you
three examples of what’s occurring on our facilities.

Mr. EVERETT. Let me ask you about that. Perhaps the figures
I've seen are incorrect, but the figures I've seen of total crime in-
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cluding everything, violent crime, has dropped really about 20,000
instances from 1990 to 1994. Have I been given some wrong infor-
mation? I think there were about 60,000 instances reported in
1990. Has the staff got that stuff somewhere? In 1994, about
40,000 instances.

Mr. BAFFA. I think those were disturbances. I don’t think the
title was violent incidents. I may stand corrected.

Mr. EVERETT. My information is it’s all-inclusive.

Mr. BAFFA. All-inclusive. That’s correct, sir. And again, that goes
to the whole package that we’re talking about. The more vigorous
patrol, the use of the K-9 program. We're getting too many people
injured and killed and I think that the thing is, we want to serve
our veterans and give them good health care, but we want to make
sure our veterans and our staff feel safe and are willing to come
to work to take care of that issue.

Mr. EVERETT. I'm sorry, the figures are 1990 to 1993, and this
includes disturbances including bomb threats and threats to em-
ployees, manslaughter, rape, assaults, weapons possession, illegal
drug cases, robberies, liquor possession. And in addition to that,
furt%xer information that I had not seen until now shows that it’s
gone down from 1990 to 1996 from roughly 59,995 to 25,983. So,
it’s more than half the amount of violent crime that we’ve seen in
the past.

Mr. BAFFA. Sir, I don’t know if you have the same one that I
have, and I'm checking it right now. If you look at 1994, it says,
“Disturbances including bomb threats and threats to employees,”
that has gone down. That is correct. That has gone down.

Mr. EVERETT. My staff tells me this information that I'm looking
at and reading from was provided by the VA.

Mr. BAFFA. Right. Well, I'm not denying that. What I'm saying
to you though, the one that you looked at, the major decreases in
disturbances, and that’s an all-fitting category. If you look at as-
saults, I'd like you to look at assaults, you will see that the as-
saults have remained pretty much consistent. In 1994 I have 1,660;
in 1995 I have 1,551; and in 1996 I have 1,624. If you look at the
liquor possessions, you look at the illegal drug cases. The crimes
of violence——

Mr. EVERETT. Let me stop you there because our figures just
aren’t jibing. I show in 1990 that you had 5,217 assaults.

Mr. BAFFA. Okay, sir, 5,217, that’s correct. But what I'm saying
to you, last year when we implemented these new programs, that’s
wlgat? has caused the decrease. And do you have 1994, 1995 and
19967

"Mr. EVERETT. Yes, I do. Let me read my figures and the you tell
me where I'm wrong. )

Mr. BAFFA. Okay, sir.

Mr. EVERETT. In 1990 assaults/all, 5,217; 1991, 4,624; 1992,
4,181; 1993, 3,738; 1994, 3,399; 1995, 3,315; 1996, 3,205.

Mr. BAFFA. Yes, sir. I understand that, but I think I had told
your Committee before, and if I hadn’t I apologize, but some of the
information contained on this and the preceding pages are of ques-
tionable accuracy. In 1989 the VA Oﬁgce of Inspector General is-
sued a report highly critical of the accuracy of the information con-
tained in the VA’s crime reporting system. During inspections con-
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ducted by the Office of Security and Law Enforcement since 1990,
it was found that many facilities were overstating and some were
understating crime statistics which were recorded manually.

Mr. EVERETT. So, what you're telling me is that the VA’s system
of reporting these crimes is not accurate?

Mr. BAFFA. At that time it was not. It is accurate today.

Mr. EVERETT. That report was in 1989. Did the VA wait all these
years to correct it?

Mr. BAFFA. No, sir, it did not. As soon as I came on and found
that there was a deficiency, we went and got——

Mr. EVERETT. You’ve been there 7 years?

Mr. BAFFA. Pardon me? Seven years.

Mr. EVERETT. I’'m sorry. You said you’ve been there——

Mr. BAFFA. Yes, sir, and I obtained funding and we do have a
computer package now that is accurate.

A M;x)' EVERETT. Let’s move a little past that because I want to give
Mr. Clyburn some time too. Let me ask you a couple things on this.
Will VA hospital police be subject to drug screenings such as
urinalysis?

Mr. BAFFA. Sir, all VA police that are hired now are subject to
random drug testing.

Mr. EVERETT. Urinalysis?

Mr. BAFFA. That’s correct, sir.

Mr. EVERETT. How about previously-hired security officers?

Mr. BAFFA. It is my understanding that at some time durinﬂg1 the
summer the VA drug testing program which includes police officers
will be implemented and they will be subject to drug testing. If
during the course of business we have reason to believe a police of-
ficer is acting suspiciously, we can mandate that he be drug tested.

Mr. EVERETT. Let me get into this, and what we may do, Jim,
with your permission, we may have two rounds here because I
want to ask another question and I want to turn it over to you.
Why does VA seem to be about the only federal department or
agency that does its own police training? Everybody else that we
can discover does it at the FBI or the Federal Law-Enforcement
Training Center. Why can’t the VA train there also?

Mr. BAFFA. Yes, sir, that is a very good question and I'd like to
expand upon that. I'm not sure that Justice does any training of
federal police officers, but I could stand corrected on that. The VA
police have duties beyond traditional law enforcement. They’re also
part of the patient care health team. I'm going to go on record as
saying that I think what FLETC does, which is Glynco, does an
outstanding job in training their police officers. They have an eight-
point pro%ram in training and the sum of their training equals the
parts of their training, and that training is broken down into many
different facets one of which is firearms training.

Up until this date we have not had firearms training as a stand-
ard procedure. It is my feeling that when you expose our VA police,
and you have to understand that at Glynco in these training class-
es which I believe are made up of 40 students per class in basic
training or thereabouts, that only a small percentage of them
would be VA police, four, five, six, maybe as little as one or two.
They would go in there with the expectations of seeing other police
officers trained in the use of weapons, and again, that’s one part
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of the big equation and the expectation is when they return back
tolj:heir station would not be there because we do not arm our
police.

In addition, Title 38, Chapter 9, states that training, referring to
police officers, will have emphasis on situations dealing with pa-
tients, patient health care. We're a unique team. Again, I'd like to

ive you an example of what I'm referring to instead of just words.

ecently I took the Chief of Staff up to the Bronx to witness the
pilot program and what we were doing. A gentleman came through
the magnetometer carryin% a knife, highly intoxicated, large man.
Caused a lot of programs. If we can have the police officers trained
in patient care, under most circumstances he probably would have
been arrested. But the fact is, he is there at that hospital seeking
treatment for what he was manifesting. As soon as he was sub-
dued, and I don’t mean physically, I mean just talked about giving
his weapon away, he was put in a wheelchair and taken to the
emergency room where he got treatment. They would not teach
that at FLETC. You know, some would argue that—and it’s not an
argument. Again, I take that word back. Some would say, well,
why don’t you do like other law-enforcement agencies do, after the
initial 8-week course then send them to the VA and train them for
3 weeks? I would do that and will entertain doing that if in fact
some barriers are taken down, one being which the VA decides to
arm all of its police officers because then the training would be con-
gruent and conducive to having a second phase of training.

Mr. EVERETT. Let me just close this round by saying that I don’t
know if you're familiar with the term “Q Courses,” which the mili-
tary uses that very same option. They do primary training in a
number of fields, helicopter training, fixed-wing training, etc., etc.,
and then they send people on to specialized training, and they've
found that quite cost-eﬁ}e)ctive. At this point let me turn it over to
my friend the ranking member, Mr. Clyburn.

Mr. CLYBURN. Thank you very much, Mr. Chairman. Let me
begin, Mr. Chairman, by stating that in preparation for this hear-
ing this morning the subcommittee staf? contacted the American
Hospital Association to try to understand the degree to which pri-
vate-sector hospitals arm its law-enforcement and security person-
nel and the steps taken by private hospitals to decide whether it’s
necessary to arm its officers. In this regard, the AHA suggested we
contact Mr. Fredrick Roll, a member of the American Society of
Health-Care Engineering who has extensive expertise in the field.
Scheduling conflicts precluded Mr. Roll from testifying in person
before the subcommittee this morning. We are especially grateful
to Mr. Roll, however, for agreeing to provide a letter and supple-
mental materials relating to work place violence and health-care
security issues to be included in the record for today’s hearing. Mr.
Chairman, I move that Mr. Roll’s correspondence and supplemental
materials be included in the record of today’s hearing.

Mr. EVERETT. Without objection, so ordered.

(See p. 92.)

Mr. CLYBURN. Thank you, Mr. Chairman. Mr. Baffa, the main
thrust of Mr. Roll's concerns with arming law-enforcement person-
nel at VA facilities appears to be a belief that any decision to arm
VA hospital officers should be based on a thorough case-by-case
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needs-based analysis of the individual VA facilities. In Mr. Roll’s
view, and I might add, in my view as well, a blanket plan to arm
officers at each VA hospital would be ill-advised. Do you share Mr.
Roll’s concerns in this regard?

Mr. BAFFA. Sir, I'm not going to comment on Mr. Roll’s view
point because I haven’t seen anything he has to say, but I will com-
ment on what your view point is, and I agree with you 100 percent.
We are not out to mass arm everybody nationwide in the VA police.
One of the reasons we developed a pilot program was to take five
hospitals, five geographical areas, t had high crime rates and
test the system out. It's an ongoin% testing system. No decision has
been made to blanketly arm all VA police nationwide. We’re not
ready for that, and I will be the first one to tell you we’re not ready
for that. That has never been my intention, that has never been
the Secretary’s intention. Again, it’s called a pilot program because
we’re exploring possibilities. We've done the same thing with the
K-9 program. Not all VA hospitals have dogs, and it’s a voluntary
program.

Each hospital that’s participatin%) in the pilot program volun-
teered to participate in the program because they just felt that they
had needs and issues that only an armed police officer could han-
dle. I have one of those directors right here who maybe would like
to expand upon it if you'd like, sir. But to answer your question,
I agree with you.

Mr. CLYBURN. Absolutely. Let me say this is the director of the
Jackson facility.

Mr. BAFFA. That’s correct. Yes, sir.

Mr. CLYBURN. You came to this conclusion by using a regional
approach wherein there were—I'm assuming that you're saying
that the areas around the medical centers are areas of high crime
rates is what you’re saying? Or did you mean high crime rates in
the region?

Mr. BAFFA. Well, on all accounts that’s correct, sir. When we
started thinking about arming our police officers, I wanted to
choose five hospitals geographically located across the country by
region. I wanted to have five hospitals that I knew that the police
force was where I thought it should be before we would commence
or begin a pilot program. We also looked at the crime rate at those
facilities. We don’t determine the crime rate. The Federal Bureau
of Investigation does that. What they do is, they have a statistical,
and I don’t have the formula with me, sir, that shows how many
;:irimes are committed per 100,000 population and it comes with a

gure.

I personally chose New York City as kind of like the base line,
the border line, and their crime figure came as 7. All five facilities
that we chose had a crime rate higher than the 7 as I articulated
to you just a few seconds ago.

Mr. CLYBURN. Did all these places have incidents? I know about
the incident at Jackson. I think you mentioned one that I'm famil-
}arﬂyvith in 1992 I saw in something here at the Columbia, SC
acility.

Mr. BAFFA. That’s correct. Yes, that was looked at also. They had
incidents, and we have to rely on the local staff, i.e., the directors
and what-have-you. I can come into any facility and make a rec-
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ommendation, but you have to know the pulse of the facility and
that’s why we work with the local community as well as the police
forces involved.

Mr. CLYBURN. I guess that’s what I'm getting to here. You men-
tioned you selected facilities where the police forces were ready.
What do you mean ready?

Mr. BAFFA. Well, you issued your concern. That was just one of
the criteria. The criteria was that the local hospital director and
staff wanted to participate, number one. We do a cyclical inspec-
tion. Every 3 to 4 years we check the hospitals and how they’re op-
erating their police force. Obviously, we have 169 hospitals, some
are better than others. Of the people that volunteered, I picked
what in my view point was the best facilities and best police officer
management program in the nation because I want like you to suc-
ceed and I did not want to jump in and just randomly pick some
people and arm them. I figure if we can make it work with the best
of peo(i)le, then we can look and give it to the Secretary to look
beyond.

Mr. CLYBURN. I guess what I'm trying to get to here, if you're
using as part of the criteria crime rates, incidents, a well-managed
hospital, I guess my question is, what methods of evaluations did
you use to determine the readiness levels at each of these facilities?

Mr. BAFFA. We do a series of program reviews. I send my people
who are not affiliated with the hospital out to that hospital to re-
view how the police are operating both administratively and tech-
nically. And that deals with everything, the proper training, they
are doing their proper training they’re required to do, they are ro-
tating their shifts, everyone is getting the opportunity to perform
the same duties on a 24-hour-a-day, per week basis, 24 hours a
day, i.e., we change shifts every 3 or 4 months, we look at manage-
ment’s philosophy about the police, we talk to the local police com-
munity. After we have done that and it meets the first check point,
makes the first cut, we then do physicals on all the police officers,
we do psychological testing of all the police offices. We come back
in and we give them a boiler plate standard operating procedure.
We talk to the unions, we talk to the staff, and we talk to every-
body, the veterans, the service organizations, everybody that’s
going to be involved. At that point and that point alone do I then
give the blessing that that would be one of the pilot sites, and that
alf}i happens before we begin starting the training of our police
officers.

Mr. CLYBURN. So, that was in preparation for this, but this is not
standard operating procedure?

Mr. BAFFA. The cyclical visits to see if the hospitals are working
is done every 3 to 4 years. In addition to that we do the other
things. You’re talking about the arming of the police officers.
Correct?

Mr. CLYBURN. What I'm trying to determine is in your initial de-
termination here you indicated that one of the criteria right at the
top of your list was the readiness of the police officers.

Mr. BAFFA. Of the police officers.

Mr. CLYBURN. And I'm trying to determine how you got to that
conclusion that this group is ready and that group is unready.
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Mr. BAFFA. By all of the above, sir. By all of the above. I do that
at each facility.

Mr. CLYBURN. Yes, and I ask is this standard operating proce-
dure or is this something you did in preparation for being here this
morning in arming your police officers? Is this something that you
do? Now, you say you do it every 3 or 4 years, and all I'm saying
to you, sir, is it seems to me, and I'm sorry, I'm one of the few guys
who came to this Congress outside of the legislative process. I came
here from management.

Mr. BAFFA. Yes, sir. Right.

Mr. CLYBURN. And so when it comes to administration and man-
agement you’re going to find me a little bit different from a lot of
people who are in elected office. And so what I'm trying to do is
determine whether or not you got to this point this morning
throui}lx standard operating procedure or whether or not you decide
that this is where I want to get, let me go out and find some places
that will get me there.

Mr. BAFFA. It is standard operating procedure for us to do cycli-
cal inspections of the hospitals to see if they are operating in a sat-
isfactory manner. Now, there’s different levels of satisfactory. It is
standard operating procedure for a police officer to go through a
physical on an annual basis. It's standard operating procedure to
do psychological testing on whether an individual could be a police
officer on an annual basis. What I did to implement the pilot pro-
gram is go above that and do all the things that I previous{,y articu-
lated to you to assure in my own mind that these police officers at
this facility were ready to be armed which is a question that a lot
of pe?le——how do you know these police officers are qualified to be
armed. Based on all the things I just articulated which is above
and beyond what we do is how I made that determination. Yes, sir.

Mr. CLYBURN. How was the determination made to use in the fu-
ture, whether it’s near future or I don’t know, but I understand
that one of the facilities selected for the future is Hampton, VA.

Mr. BAFFA. That’s correct. I did the same thing. I knew from pre-
vious experience and previous inspections as I referred to you that
that police department was operating in a top-rate fashion that ful-
gﬂled my requirements of what I think a police department should

e.

Mr. CLYBURN. They've never had any incidents?

Mr. BAFFA. No, sir. But you have to understand that what I
wanted to do because it is a pilot, it was not something cast in
stone, we have 169 hospitals in 169 different locations. We have
some hospitals that are very large. We have some hospitals that
are very small.

Mr. CLYBURN. Is this a very small hospital?

Mr. BAFFA. Yes, sir, it is.

Mr. CLYBURN. And I understand that the crime rate in and
around this hospital is very low.

Mr. BAFFA. It depends on what your definition of low, sir, is. It’s
below the 7.

Mr. CLYBURN. All things are relative. It's relative to what you'd
find in New York.

Mr. BAFFA. That’s right. It is below the 7 of Manhattan.

Mr. CLYBURN. Right.
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Mr. BAFFA. Yes, it is below the 7.

Mr. CLYBURN. Is it 5, 6, 8?

Mr. BAFFA. Sir, I'll have to get that information back to you. It’s
011: the tip of my tongue. I don’t have what the crime rate was
there.

Mr. CLYBURN. Thank you. I guess once again what I'm asking,
we’re now walking through all this criteria that you've laid out
here and I'm trying to see how Hampton, VA fits.

Mr. BAFFA. Okay. I chose Hampton, VA, and sir, I hope I don’t
confuse or muddy the waters any more. If you were to ask me
places that I thought that we would have armed confrontation at
our facilities, I would have never chosen Lake City, FL, and we had
a police officer shot there. I would never have chosen Albuquerque,
NM. We had a police officer killed there. I would never have chosen
Brecksville, OH, which is a two-facility hospital, we have one in
Wade Park which in down in the inner city where all the police of-
ficers around—you know it’s a hospital complex, the vast majority
of the police officers at facilities other than VA are armed. I would
have thought that that would have been the place that the police
officers would have been shot. They were not shot in Wade Park.
They were shot out in the suburbs at Brecksville.

Mr. CLYBURN. Go right ahead. I just don’t want to encroach upon
my Chairman’s time.

Mr. BAFFA. If I had a crystal ball, that’s where I would put the
armed police officers. Matter of fact, if I had a crystal ball I'd be
at the Preakness Stakes Horse Race—you can’t determine that.
The statistics will lie to you is what I'm saying.

Mr. CLYBURN. We understand that, and I think what our concern
is is that we don’t initiate some emotional reactions to things. None
of us want to see any police officer shot, injured in any way. What
we also do not wish is for us to in search of a remedy that would
create greater harm. And I'm not too sure that we've not had these
kinds of situations in Sunday school on Sunday mornings. I read
of somebody being shot while sitting in Sunday school or some-
thing. Things like this happen. That’s part of the problem we have
in our society today, but we don’t want to arm all the ushers in
church to make sure no one gets shot on Sunday morning. And so
we've got to be very careful. That’'s what I'm saying, that we have
to be very measured in this, and I have two big problems, one ex-
pressed by the Chairman, and that is, those of us on the sub-
committee, we want the best VA system that we can have and we
are very concerned that if we are looked upon as having some en-
tity out there separate and apart from everybody else doing its own
thing, that can cause us some real problems here in this Congress
and also with the public as well, to have your own training.

And as the Chairman has said, there are some things about
being a police officer that are standard, and I don’t see anything
wrong with having that training standard and everybody having
the same training in the same way by the same groups and having
supplemental training for the hospitals. But to have everything
over here and have some incident come up and have us coming in
here and having people from Quantico or other places and come in
here and say, well, that’s not the way you do that, you’re supposed
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to do it this way, this way and this way. And have somebody from
the other academy telling us——

Mr. BAFFA. Yes, sir.

Mr. CLYBURN. Do you see what I'm saying?

Mr. BAFFA. Sir, I agree with you 100 percent, and I want to tell
you that all the concerns that you have articulated here in front
of me and as the Chairman has done, I have the same concerns you
do. I'm not talking about the training. I'll discuss the training. But
everything you've discussed before the training, I agree with you
100 percent, and I know the Secretary agrees with you 100 percent.
What we’re trying to do, and remember, this is a pilot program.
This is not cast in stone. It is a measured, I hate to use the term
experiment, but if iyou want to use the term experiment, that we’re
trying to see if in fact this will provide a safer hospital community
or VA community. It’s not cast in stone. I have the same concerns.

If anybody thinks that I think the answer to the question of
crime on VA property is to arm everybody, that’s not the issue.
That’s not where I'm coming from. That’s not where the Secretary
is coming from. It’s a measured study that we’re looking at. I am
not saIying I disagree with you so much on the core aspects, but
what I do have a PII‘;Oblem with is Congress and legislation telling
me in Chapter 38, Title IX that training referring to VA police offi-
cers will have emphasis in situations dealing with patients. I agree
with you that after the basic training course that you’re talking
about the core courses we could send our police officers to VA fin-
ishing school, for lack of better words. But my feeling is, and
maybe my colleagues here from FLETC will disagree with me, and
I will review it again. I looked at this issue in 1989 when I first
came here. I thought it was a no-brainer. I came from an agency
that trained at FLETC and I said, yeah, why not, and I wanted to
look at it. Later it came to me that the functions that they perform
are different than what the standard police officer performs on the
street. ‘ :

In addition to that, when you send somebody to a training acad-
emy, and you can talk of peer pressure and you say anything you
want and you're teaching them one way of training which includes
firearms which is a volatile issue. It’s a volatile issue to this Com-
mittee; it's a very, very contentious issue with the police officers
themselves. And you give them their basic training which includes
firearm training or you omit the firearm training so you have 4 or
more people who do not participate in police training, you graduate
them, then what I would have to do I believe is send them to re-
tread school. I would have to disengage some of the things they've
learned and teach them the VA way.

I don’t like the separatist status, what-have-you. If in fact we did
arm the police officers, to me in total, the Secret: would make
that decision, then to me that obstacle to include the training at
FLETC would make FLETC very, very attractive to me and I
would very, very highly consider it, and as I said, send my people
after that to the finishing school. Poor choice of words, but what
do they call the secondary? Follow-up finishing. Same thing.

Mr. CLYBURN. Follow-up?

Mr. BAFFA. Follow-up training at that perspective agency. I think
FLETC does a great job. I totally agree with you.
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Mr. CLYBURN. Let me yield to the Chair.

Mr. EVERETT. Thank you, Jim. At this point I'd like to introduce
another member of our Subcommittee who also like myself and Jim
does not come from a political background, and that’s Dr. Snyder.
Do you want to jump in here?

OPENING STATEMENT OF HON. VIC SNYDER

Mr. SNYDER. Yes, thank you, Mr. Chairman. Being on the Na-
tional Security Committee I have to choose between paying atten-
tion to the active side of the military when we have meetings at
the same time or the veterans’ side of it and what I end up learn-
ing about is the traffic patterns on Pennsylvania Avenue as I run
back and forth between meetings. So, I apologize for not being
here, although I looked over some of the statements that we were
given earlier this morning and have some familiarity I think with
what’s going on. Just a cou}l))le of questions or comments. As having
both at medical school in Portland, Oregon and then in my resi-
dency in Little Rock, I trained at VA’s and my experience there is
that in both those campuses as far as I was concerned and the ci-
vilian world was concerned, you couldn’t tell when you slopped over
from VA property onto State hospital grounds onto the medical
campus that was run by the State.

In Little Rock I do ride along with a police officer sometimes and
we had a little fender bender and the police officer had to spend
time on the phone for about 15 minutes trying to determine was
it State grounds, federal grounds or city-run streets. Those of us
who roamed through those campuses, we have two or three law-en-
forcement folks that we run into. You run into your city folks, you
have your State medical center police, and then you have the VA
folks, and frankly, I didn’t realize until the last 48 hours that the
VA police were not armed, and I think there has to be a certain
consistency there. I guess what I'm saying in a big way, I don’t see
much problem with you going ahead with your VA police carrying
firearms because frankly I think that wouldy have been the expecta-
tion. at those campuses since you already have officers from the
other facilities carrying weaponry. That’s just a comment. Any com-
ments you want to make would be appreciated.

The second point I wanted to make is, and now I am somewhat
biased I think, Mr. Chairman, being a family practitioner who
trained on those facilities, I think regardless of where the geog-
raphy is where they’re trained at, the facility is in North Little
Rock I think, I think the treatment model needs to be part of the
training from the get-go on these officers. For example, and you all
I think have discussed one example, that of the inebriated fellow
who comes through the door. But obviously if you see a naked guy
on the street in downtown Washington, DC, your attitude toward
him is going to.be different than if you see a naked guy staggering
out the front door of a VA hospital. I mean, hopefully we will ap-
proach those fellows differently, and I think that from the get-go
you've got to have a different imprint in the minds of your hospital-
oriented police officers, and I'll have to leave to your training ex-
perts whether that means unlearning some things that traditional
police officers would learn. But I know that at the facility now,
wherever it is, that they currently are actively using people from
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the VA hospital that come over and talk and they stage simulations
of incidents that are going to occur in the hospital from the very
beginning, and I'm sure that that’s going to be a different type of
training than if you’re training people for 72 other agencies. But
that’s a lot of rambling. Any comments you might have on any of
that I'd appreciate.

Mr. BAFFA. Sir, I'm very glad that you made those statements be-
cause that is exactly the philosophy I have. I think that people talk
and statistics being given about unarmed percentages I think Mr.
Clyburn gave me, in a lot of cases security guards aren’t armed.
But I will use Miami or Cleveland, they have a security guard force
and they’re suﬂplemented by the Miami Police. In one case it’s a
substation of the Miami Police on the hospital grounds. We have
to understand that the VA police are there as much for patient care
as they are for law enforcement, and it’s a different type of law
enforcement.

You used an example, and I'd like to use another one, of my days
in the Secret Service. If we're outside the White House and you
saw somebody inebriated or naked, as you say, you had three
choices. You could tell them to move on and hope that his family
would take of him; you could arrest him for disorderly conduct; or
you would send him to St. Elizabeth’s. But most of those kinds of
manifestations that happen on VA grounds are by veterans who
are there for that very treatment and we combine law enforcement
with the health-care community, and it has been my opinion but
I will readdress it again, that if we send people down to a training
academy first learning street police work for lack of better words,
street police work, and we build up their expectations and we don’t
allow them to carry firearms or participate in firearms training,
then I'm going to have a heck of a time when you bring them back
to try to cfebrief them and get them into the health-care mode.

Mr. SNYDER. But by the same token, if we have any evidence
that the training that you all are doing is not adequate to deal with
a true street situation—I mean for example, I know that there are
sometimes nurses coming off work at hospital facilities are kind of
preyed upon——

Mr. BAFFA. Right.

Mr. SNYDER (continuing). By some bad actors out there.

Mr. BAFFA. Right.

Mr. SNYDER. Have we had any indication that the training you
all are doing on your VA police has not been adequate to handle
those kinds of situations, and if so that certainly is a dike that
needs to be plugged.

Mr. BAFFA. Sir, when I first came to the VA we were inadequate
because we were only giving them 64 hours training per year. We
were absolutely, positively inadequate. We have developed a train-
ing course now which is 160 hours, and other than not being able
to respond to a patient or an individual because we can’t get close
to them because we're being shot at, I know of no cases where we
have not effectively responded to a situation.

I guess I'm going to tell you if I might have the liberty of one
of the grievous cases that very, very concerns me totally when you
talk about arming the officer or not arming the officer, what-have-
you, and it happened a couple months ago in Dallas, Texas. And
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we had an ambulance driver, ambulance team, bring a patient in
on a routine case for surgery on a Monday morning. This was Sun-
day might; it was Monday morning. After they dropped him off, an
individual came on the grounds with a shotgun and burst into the
emergency room. This ambulance driver was there, had nowhere to
go. He was a male, his accomplice was a female—not accomplice,
his partner was a female, and this man was brandishing a shotgun.
The VA police responded. They evacuated. As they tried to get near
the guy or talk him out of it, I'm not going to use the language he
used, put the gun to the female’s head, “If you get any closer I'm
going to . . ."—I'm not going to go any farther, but you can imagine
what he said to her. They backed off and they called the police to
respond. During that time he told the female ambulance attendant,
“Go out and get the ambulance and bring it here.” The male ambu-
lance attendant said, “Let me do it.” He said, “I'll kill her.” The
male went out. At that time the guy let one round off in the hos-
pital with the shotgun. Our police could not get any closer because
every time they got closer he pointed the weapon at them.

To make a long story short, he kidnapped her before armed po-
lice could respond. He tortured her and raped her. Now, to me that
is wrong and we should not allow that to happen. And I think that
if we do this right, and Mr. Chairman and Mr. Clyburn, I want to
do what you want to do and I want to do it right. I think we can
prevent things like that from happening without endangering our
veterans or our customers, and I fully believe that.

Mr. CLYBURN. If I may, Mr. Chairman.

Mr. EVERETT. Certainly. Go ahead, Jim.

Mr. CLYBURN. I've always had a real, real problem with making
laws and rules and regulations based upon anecdotal stuff. That’s
a horrible situation, but you know, at the VA Hospital Center in
Columbia the incidents like that were domestic. We've had a few
of those. Now, I don’t know if that was the 1992 instance you’re
talking about here, but were the husband and wife causing the
problem? .

Mr. BAFFA. No, that’s another incident. The one in Columbia that
I'm familiar with is when the niece called and said the patient had
gotten the bus and was coming to kill the doctor because he didn’t
give him the right prescription that he was looking for. The bus
stopped right in front of the hospital as you're familiar with.

Mr. CLYBURN. Right.

Mr. BAFFA. The VA police called the Columbia—have them help
respond. Unfortunately, he was on the bus. He was literally on the
bus. The VA police confronted him and a police officer was shot.

Mr. CLYBURN. Well, that’s what I'm talking about. When the wife
called why was not the Columbia Police Department called?

Mr. BAFFA. They were. They were busy and could not respond.
They did respond. The Columbia Police Department did respond
too late. That’s not the fault of the Columbia Police Department.
They had their police officers doing other things.

(See attached letter.)
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DEPARTMENT OF VETERANS AFFAIRS,
DEPUTY ASSISTANT SECRETARY FOR SECURITY AND LAW ENFORCEMENT,
Washington, DC, June 24, 1997.
Hon. TERRY EVERETT,
Chaf:#a.n, Subcommittee on Oversight and Investigation, Committee on Veterans’
airs,
House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: After reviewing the transcript of my testimony of May 22,
1997 during the hearing on Safety and Security. I realized that there was an error
in my testimony relative to the events of the police officer that was shot in Colum-
bia, South Carolina. I confused this incident with another shooting incident that oc-
curred at one of our facilities in the South.

In my testimony, I stated to Congressman Clyburn that the City of Columbia Po-
lice Department was notified but they responded too late to avert the shooting. This
was incorrect. The VA Police did not have time to call the Columbia Police Depart-
ment as they had to rush to the main hospital entrance where the alleged subject
wasrto arrive on the scheduled bus, as telephoned in by the suspect’s niece a minute
earlier.

The Columbia Police Department responded within a few minutes after they were
notiﬁeg of shtioting. I am sorry for any inconvenience this error might have caused.

incerely,
JOHN H. BAFFA

Mr. CLYBURN. I understand. I remember the incident and I did
not believe, once again to deal with it anecdotally, that that inci-
dent although it’s mentioned here, I think there was a much better
response than the VA officer having a gun. Now, my mind is not
made up about whether or not they ought to be armed. That’s not
my problem here.

r. BAFFA. I understand that, sir.

Mr. CLYBURN. My problem here has to do with training——

Mr. BAFFA. Yes, sir.

Mr. CLYBURN (continuing). Has to do with recruitment.

Mr. BAFFA. Yes.

Mr. CLYBURN. It has to do with whether or not the officers that
you have hired when you recruit them where they come from. Drug
testing. Training. All of those things that ought to go into trying
to determine whether or not this is the kind of person that ought
to be a police officer. ,

Mr. BAFFA. I agree with you, sir.

Mr. CLYBURN. And then once the decision is made on this person,
what kind of training this person will have before having this sup-

lemental training I like to call it that would be required for the

A. Because let me tell you something. It may not be in your
records, and you may not recall these incidents, but I know of more
than one incident on a facility at the VA that had absolutely noth-
ing to do with anybody that wanted to rape anybody, it had to do
with a husband and wife that wanted to get rid of one another, and
one of them happened to work at the VA hospital and the incident
occurred. ‘

Mr. BAFFA. Absolutely. Domestic disputes are horrible.

Mr. CLYBURN. That'’s right. Now, the problem here is that we all
know that that’s the worst kind of situation to be in with a gun.

Mr. BAFFA. Absolutely. Absolutely.

Mr. CLYBURN. I certainly know that. And there’s a lot of that
going on at the VA’s. So, I want to be very, very careful and meas-
ured about this, and that’s my real concern here. So, I certainly
don’t want us without any empirical data to get into this just be-
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cause we've had some incidents, just because somebody’s emotions
are running high, just because we have a lot of handcuffs to throw
around. I just am very careful.

Mr. BAFFA. Sir, I agree with you and I would like to make one
comment, and the Director of Jackson would like to say something.
The decision to arm VA police officers was-made well over a year
ago and before any of these incidents, i.e., what happened in Albu-
querque, NM, what happened in Jackson, MS occurred. That deci-
sion was made I believe a year and a half ago to begin the imple-
mentation of g)ilot test sites. So, it wasn’t a knee-jerk reaction type
situation. And I will say that, and I personally tell you that I agree
as does the Secretary with all your concerns. I'd like to turn over
one thing to Mr. Miller.

STATEMENT OF RICHARD MILLER

Mr. MILLER. Thank you, Mr. Baffa. 'm Dick Miller. I'm the Di-
rector of the G.V. “Sonny” Montgomery VA Medical Center in Jack-
son, MS, and I too, Mr. Clyburn, have the same concerns about
arming VA police. And I can say that yes, there was some emotion
involved in that, but we went through an awful lot of agony and
looking at our organization, a lot of fact-finding before I asked Mr.
Baffa to present our consideration to the Secretary for arming our
police. We have 17 police officers presently at the Jackson, G.V.
“Sonny” Montgomery VA Medical Center. Sixteen of those have
prior police experience. Eleven of those have been with the VA for
under 6 years. Sixteen of those have been at the VA for under 10
years. Combined they have 247 years and 2 months of police expe-
rience. Of that 247 years and 2 months, they have 67 years and
7 months in the VA, Our average experience of our police force is
14.5 years. They have all or will in addition to having that experi-
ence in recognized police organizations in the country, they will go
or have gone through the now 5 weeks training at our police acad-

emy.

One of the significant considerations was the quality of the police
force at Jackson that helped me in changing my opinion about arm-
ing our police force in the hosgital. A hospital is a glace of healing.
There’s no doubt about that. But in some areas when the sanctity
and the sanctuary of that has been violated as it has been, our
staff and our community cry out for something.

Mr. CLYBURN. May I ask you a few T‘llestions about your police
force? Tell me a little bit about how you hire those people.

Mr. MILLER. Ironically, sir, it started about 5 years ago, just a
couple years after Mr. Baffa started to initiate a lot of changes. We
had a police force that did not have very good, effective leadership.
It was not very schooled, did not have a lot of experience, and it
happened before I got there. I've been there just about 3 years. It
will be 3 years this August. But the then chief operating officer, my
associate director, had already started to initiate the change in the
improvement. We started by being very fortunate in hiring a man
tlﬁ?tf had extensive military experience, 22 years, as our police
chief.

As I mentioned to you, we have 11 police officers that have less
than 5 years’ experience in the VA. We have 16 police officers that
have less than 10 years’ experience in the VA. So, with our search-
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ing for those experienced personnel and having those people that
qualify but also came to us with tremendous experience, we were
fortunate to select very talented, well-trained, formerly exposed to
the academy police officers.

This is ironic, but since the terrible event February 19th of this
year with the murder of Dr. Carter and the suicide of Mr. Bowles,
a veteran, the number of applicants in the OPM area in Georgia
has gone up. The type of quality that we are receiving has gone up.
We've hired three police officers with ex%erience from the City of
Jackson. Quite frankly, they came to us I believe because of the un-
fortunate press we had about the questions we had of why weren’t
our police officers armed and the fact that I said that I was goin,
to increase my police force by at least 50 percent. And I just talke
to one of them the other day who had 14 years of police experience
in the Jackson Police Department, and I chatted with him, asked
him about his family. And he said, “You know, Mr. Miller, I can’t
believe how wonderful a place this is and how caring the people
are. And I'm so happy to be here because it's the first time in 12
years I feel good about coming to work.” So, our mission is a heal-
ing mission, and that is what we’re there for.

Mr. CLYBURN. But didn’t he carry a gun when he was with the
Jackson Police Department?

Mr. MILLER. Yes, he did. And every one of these people I'm talk-
ing about carried guns in some police force.

T ELYBURN. That’s maybe why he feels so good about coming
to work.

Mr. MILLER. No, he’s referring to what he was going through
when he was on the streets.

Mr. CLYBURN. I'm just being a little bit facetious.

Mr. MILLER. Incidentally, 'm remiss in that I'm late in comin
here and just presented the Committee with a statement and I’
like to have that included in the record if I could.

Mr. CLYBURN. Without objcction.

[The prepared statement of Mr. Miller appears on p. 239.]

Mr. CLYBURN. Do you have drug tests and that kind of stuff for
the police officers?

Mr. MILLER. The present system of drug testing that we have in
the Veterans’ Administration for our employees are for new hirees
by random pulling of their social security number, and I'm remiss
in remembering the date, but sometime this summer we will go to
the random testing for all employees. So, it won’t be just new hires.
But our police officers i{; through an extensive physical once a
year, and they also go through a psychological assessment and if
that psychological assessment indicates concern for further psycho-
logical testing, that’s done.

Mr. CLYBURN. Is that done annually?

Mr. MILLER. Yes, sir.

Mr. CLYBURN. The psychological testing?

Mr. MILLER. Yes, sir.

Mr. EVERETT. In the previous question did I understand that it
is for new hires but you would also include people on the force?

Mr. MILLER. Sir, right now all new hires are randomly tested.

lei'l %WMM. How about out of the folks that have been there
a while?
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Mr. MILLER. Beginning this summer all—and I don’t know all
the different categories, but the police officers are included in that
category, will be subject to random drug testing. In addition with

olice, if the chief of police notices something unusual about that
ehavior pattern of that officer, he can mandate that that police of-
ficer be drug tested.

Mr. EVERETT. I'm going to ask you to notify this Committee when
that happens, and notify this Committee in any event in 90 days.

Mr. MILLER. Yes, sir.

Mr. EVERETT. Mr. Miller, I recognize that you don’t have a crys-
tal ball and perhaps you've not talked to all hospital directors
across the nation or done a survey, but if I asked you today to
make an educated guess or an opinion, would you say that other
directors are in favor of arming their police officers, the majority
of them, or the majority of them would be in disfavor?

Mr. MILLER. I can speculate that those directors perhaps are at
the same position I was prior to February 19th of this year and
maybe would not do that. But I also feel very strongly that, again,
it wasn’t an emotional reaction. It was a very thorough, studied re-
action. We talked to our complete medical staff, our nursing staff,
other staff, members in the community, opinion leaders in the serv-
ice organizations and in the community, and I lost a lot of sleepless
nights debating. But I can tell you that one thing that continuously
rings in my head is that staff physician looked at me and said, “Mr.
Miller, something may happen to us outside the walls and doors of
this institution, but we have 120 physicians, the system has 26,000
physicians. The two most violent acts against physicians in our sys-
tem in the last 5 years, and indeed in the last 3 years, happened
at the Jackson VA Medical Center.” We can’t look anyone else in
the face, I can’t look at another wife and a 12-year-old and a 6-
year-old child in the face and say I didn’t do everything I possibly
could to make the environment a sound and safe one. And I'm not
foolish to think that guns are going to stop things like that. If
somebody wants to do that, they’re going to do it. But I think for
the psychology of the organization that’s been wounded gravely and
will have a tough time going through this, that those steps are nec-
essary at the Jackson VA Medical Center.

Mr. EvERETT. While I appreciate the position that you’re in, the
ranking member and I are both very sensitive though about this
camel getting his nose under the tent, frankly.

Mr. MILLER. Right.

Mr. EVERETT. And these things have a way, and this is my third
term. As Jim said earlier, we both come from nonpolitical back-
grounds. I spent 30 years in the newspaper business and the busi-
ness world before coming here, and I'm not sure that we can in the
society we live in today have everybody walking around with guns
to protect society. And I understand the heartbreak, I know some
of it personally, that comes along with having to look a wife in the
face and tell her or her loved one, the patient, and tell them what’s
happened. I understand we’ve got five test pilot programs under-
way right now with three others planned.

Mr. BAFFA. Sir, effective today we have six. We just started
Hampton today. And I'm looking at with Jackson, they’ll on line in
a couple of weeks. That would be seven. And the Secretary has au-
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thorized me to look to do up to 10. The only decision I have made
has been on those seven. I have not made a definite decision on the
additional three at this time. I haven’t had time, to be honest with
you.

Mr. EVERETT. I would also request to you that if as you begin or
make the decision to put any other facilities on line that this Com-
mittee be notified.

Mr. BAFFA. Absolutely. Yes.

Mr. EVERETT. In addition to that, I would like to know prior if
a decision is made to expand this program, the pilot program, be-
yond its current confines. e

Mr. BAFFA. Yes, sir. Yes, sir. !

Mr. EVERETT. Let me get a couple quick questions and then if
Jim doesn’t have any more to answer we’ll move on to a couple
other things. The VA policy on the pilot programs says shooting in-
cidents will be reported immediately.

Mr. BAFFA. Absolutely.

Mr. EVERETT. Who are they reported to and what does imme-
diate mean?

Mr. BAFFA. Immediate means as soon as the situation is neutral-
ized and everybody is safe, they are to pick up the phone and notify
the local FBI, my office which has a 24-hour answering capability
with an answering service. We have Mr. Harper who works for me
and a duty agent assigned, rotating duty agent, and the Secretary
of Veterans Affairs will be notified.

Mr. EVERETT. I would ask that in the immediate notification that
this Subcommittee which has oversight in investigation be notified
and given full details of any such occurrence and that we be put
on the immediate notification list.

Mr. BAFFA. Yes, sir.

Mr. EVERETT. I want to ask. I recognize it’s hypothetical and I
don’t like answering hypothetical questions myself, but neverthe-
less it is one I think like that we must bring forth. That is, what
circumstances would it be proper for an armed VA police officer to
kill a veteran in a VA hospital? And don’t tell me that that’s not
a possibility because we all know that it is a possibility.

Mr. BAFFA. No, sir, I know it’s a possibility. As I said, I have
been in law enforcement for 27 years and unfortunately was in-
volved in a shooting and it’s not a pleasant site.

Mr. EVERETT. I understand. I have relatives that are in law en-
forcement too and I know exactly where you’re coming from.

Mr. BAFFA. Mr. Chairman, I am going to answer that question.
I'm not going to try to sluff it. I'm going to give you an answer.
But the first thing I'd like to say is that our VA police officers,
we've come a long way and I think we've got a good force and I
know it’s not always important what I think, but it’s what you
think, and I invite you to come out to our facilities at any time and
look at them. Qur Vegipolice don’t want to kill anybody, and I don’t
thinét ghete’s a law-enforcement agency anywhere that wants to kill
anybody.

Mr. EVERETT. I would suigest to you that no law-enforcement of-
ficer would want to kill anybody.

Mr. BAFFA. That’s correct.

Mr. EVERETT. Let me finish, please.
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Mr. BAFFA. Sorry. Excuse me.

Mr. EVERETT. My question is very direct. Do you have criteria of
when a VA armed officer would be allowed to kill a veteran in a
VA hospital? And be as direct as you can.

Mr. BAFFA. All right, sir, I'll be very direct with you. Officer
Hoerst Woods was a police officer and a veteran. I think it would
have been proper for him to shoot at his assailant who was a
veteran.

Mr. EVERETT. And anytime we shoot we assume that we’re going
to kill someone——

Mr. BAFFA. That’s correct. We shoot to neutralize.

Mr. EVERETT (continuing). And we should not shoot otherwise.

Mr. BAFFA. That’s correct.

Mr. EVERETT. Jim, before we leave his do you have anything else
you’d like to——

Mr. CLYBURN. Yes, sir, I have two——

Mr. EVERETT. Certainly. Go right ahead.

Mr. CLYBURN (continuing). Issues I'd like to cover. First of all,
Mr. Chairman, due to last minute notice, the International Associa-
tion of Fire Fighters has asked to submit testimony by Friday.
They will discuss the status of fire departments at VA facilities. I
ask you now to accept that their testimony be part of the hearing.

Mr. EVERETT. Without objection. So ordered.

[The testimony of the International Association of Fire Fighters
was not received by the subcommittee.]

Mr. CLYBURN. Also Mr. Chairman, we had this information sub-
mitted to us. There are some things in here that I think may be
of assistance to us with this hearing here today. I ask that this doc-
ument be made a part of the record.

Mr. EVERETT. And that is a document from the Department of
Veterans Affairs?

Mr. CLYBURN. Yes, sir. It’s in the record.

Mr. EVERETT. It’s in the record now? Yes.

(See p. 92.)

Mr. CLYBURN. Thank you. Let me ask if I may about the inci-
dents. When you have a pilot project you're trying to gather infor-
mation and that information is to be used for the purpose of estab-
lishing first of all whether or not you're going to go forward with
a broad application of this and if so how you’re going to do it. I'm
a little bit concerned as to how will you determine whether or not
this pilot has been a successful pilot and the conditions that you
will find which will determine whether or not you go with a meas-
ured program, that is, a center-by-center program, or a program for
all of the centers. Have you all developed an instrument that we
could have or that we would know would assist us in being a little
more intelligent about what it is ’you’re doing?

Mr. BAFFA. Absolutely, sir. We're in the process of developing the
criteria used to be made in the evaluation. It will include at this
present time but not limited to the amount of activity, i.e., more
g})lice stops, more proactive law enforcement being accomplished.

e will talk to the service organizations at the facilities. We will
talk to the veterans at the facilities. We will talk to the local com-
munities, the local police. We will talk to the staff. And we will
then document all incidents as you articulated. We will compile
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that. We will meet with Dr. Kaiser and the Secretary, give him the
information now that you've asked, we will give you the informa-
tion, and that’s how we will make the determination.

Mr. CLYBURN. When you're saying incidents, let’s just suppose
that during this time frame, I don’t know what the time frame is.

Mr. BAFFA. Sir, initially it was going to be a year which would
have ended October 1, but inasmuch as we’ve added five facilities,
I'm going to ask the Secretary if we could extend it to February.

Mr. CLYBURN. February 1998?

Mr. BAFFA. Yes, sir.

Mr. CLYBURN. And then at the end of that period you're going to
do some kind of evaluation of all those. Let’s just suppose no inci-
dents occur during that period. I would say that by most methods
we use to measure things, we say, hey, outstanding program, ex-
actly what we intended to achieve, no incidents, the thing is work-
ing, let’s do it everywhere. Now, the problem with that is 5 years
ago there may have been a period of 12, 18 months where no inci-
dents occurred. So, tell me which one was successful, that period
of time with no guns, or a period of time with guns?

Mr. BAFFA. Sir, that’s an excellent question, and I think that I
agree with you. If we went in with this preconceived notion of what
we wanted to do as far as arm all the police officers you articu-
lated, you would be absolutely correct ancf it would be valid for you
to come back and say, well, what about 5 years ago when you
didn’t. That’s not how we'’re looking at this. My goal is to protect
the veteran the best way possible, and I assume you that before we
make the evaluation we will give you all the information and give
you the criteria and you being on the Oversight Committee, I'm
sure youll want to look into the criteria and have questions about
it. This is an open, honest attempt. There’s nothing under the blan-
ket here. I'm not going to tell you that, yes, I think I would like
to arm the police officers. But I do not believe, have never believed,
that I want to go out en masse and arm police officers. I'm looking
at this like I've looked at everything else as an action that needs
to be taken and looked at.

I'll tell you, sir, when we developed the K-9 program and started
putting dogs on campus, people accused me of being a brown-
shirted Nazi because we were introducing dogs on campus. They
had visions of Alabama and Birmingham. Our dogs aren’t like that.
They’re passive-aggressive dogs. The problem we have now is the
veterans want to feed the dogs and take care of them and keep
them from doing their business. So, we have no preconceived no-
tions of thi8, sir. I don’t know if I'm under oath or not, but I am
telling you we have no preconceived notions and we will allow this
Committee to look at what our criteria is and how we made the
decision.

Mr. CLYBURN. Do you have K-9’s at every facility?

Mr. BAFFA. No, sir. It’s an optional program.

Mr. CLYBURN. So, that was something left up to each director—

Mr. BAFFA. That’s correct.

Mr. CLYBURN (continuing). As to whether or not he or she want-
ed K-9's?

Mr. BAFFA. That'’s correct.
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Mr. CLYBURN. And the purpose of the K-9’s, of making that op-
tion, what were the purposes?

Mr. BAFFA. You mean why did we leave it an option?

Mr. CLYBURN. Yes. Why did you even introduce it?

Mr. BAFFA. Well, for two reasons. I'm a firm believer, and as I
go back to before, it doesn’t do me any good to shoot somebody after
they've already shot somebody else: I mean, I've shot the person
who shot somebody. What we want to do is have preventive law
enforcement.

Mr. CLYBURN. That’s what I'm asking. So, the K-9's are part of
some kind of prevention program.

Mr. BAFFA. Preventive.

Mr. CLYBURN. They’re not sniffing in lockers to see whether
there——

Mr. BAFFA. Excuse me, sir. Their primary functions are, number
one, missing patient searches. We have a lot of campuses that are
very large.

Mr. CLYBURN. True.

Mr. BAFFA. A dog is very effective in that.

Mr. CLYBURN. Right.

Mr. BAFFA. The second function is drug interdiction. Illegal drug
interdiction.

Mr. CLYBURN. Right.

Mr. BAFFA. Those are the two primary functions of dogs on VA
campuses.

Mr. CLYBURN. Well, that’s what I was trying to get to.

Mr. BAFFA. Yes, sir. I'm sorry. I didn’t understand the question.

Mr. CLYBURN. Thank you, Mr. Chairman.

Mr. EVERETT. Thank you, Jim. Let me ask this one final ques-
tion. As you know, the Veterans’ Benefits Administration is co-lo-
cating some regional offices in VA medical center campuses. Am I
correct in understanding that the co-located regional offices are
contracting for their own security when the VA hospital police are
already providing security on the same campus?

Mr. BAFFA. You're partially correct, sir. What has happened is
that we had some facilities that were contractmg out their services.
They found out it wasn’t working properly and they’re now being
monitored by VA police. There are two other facilities that I be-
came aware that that was an upcoming issue that they were plan-
ning to do that. It was last November I became aware of that. I
sent a document to General Counsel for some clarification on the
legalities of that. I have not gotten a final response. I have Mr.
Hall from General Counsel. And it is my belief that that whole
issue has been resolved and is being resolved and that it’s a co-lo-
cated facility. We are one VA and that facility will be secured by
VA police to the best of my knowledge at this date.

Mr. EVERETT. And you're telling this Committee that the VA se-
cx;r‘i,tgvpeople will at some point assume all the responsibility for all
o ?

Mr. BAFFA. That is correct, sir, and if anything changes on that
I will notify the Committee.

Mr. EVERETT. I appreciate it because I'll be honest with you, I
don’t know if this is a turf battle or what, but this member has had
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about all the turf battles he can put up with during the last 4
years.

Mr. BAFFA. 1 a%'ee with you, sir.

Mr. EVERETT. Let me move on quickly to—we will submit some
other questions, by the way. We’re very interested in the cemetery
situation, the security there, and because of the length of this hear-
ing and we still have panels to go to, we will submit some more
questions for record concerning that. Mr. Ogden, if I may, in 1992
the VA’s Inspector General made several recommendations for im-

roving security at VA hospital pharmacies. Please briefly describe
is recommendations and what you’ve done to implement them.

Mr. OGDEN. Good morning, Mr. Chairman, and I'd be ha;l)lpy to
do that. In our testimony we elaborated on the issues that the In-
spector General and the General Accounting Office and this Sub-
committee identified in that time period, and the testimony I think
articulates what we’ve done. What I would like to do is just sum-
marize and say that the VA program today regarding, specifically,
controlled substances and, less so but just as significant, noncon-
trolled substances, is certainly changed—it’s a different world in
1997 than it was in 1991, and I think you’ll see that what we said
we were going to do we have done to the greatest extent possible.
Some of the issues haven’t been totally resolved because some of
them are software driven, but I think we have procedures, policies,
etc., concerning controlled substances accountability that are ve
stringent. Some of them are onerous to the staff, but I think you’
see by looking at the Inspector General cases that have occurred
in the last few years that no significant volumes of controlled sub-
stances have been diverted, and we’re confident that as we change
the VA health-care system and move from a hospital-based empha-
sis to community-based clinics, etc., etc., that we will reassess our
system and continue to address these very important issues.

Mr. EVERETT. Let me ask you, where do stolen VA drugs typi-
cally wind up, say from any particular institution? Does it stay in
that community?

Mr. OGDEN. Well, I can just give you my opinion, maybe Mr.
Baffa might give you his opinion. My opinion would be that prob-
ably both. It depends, if the stolen property is for personal use or
for family members, or if it was large scale it would probably be
for resale on the street.

Mr. EVERETT. Do you concur?

Mr. BAFFA. Yes, sir, and I will note that since the last hearin
on drugs which I believe was 1992, we have not had a successfu%
break-in burglary of any VA pharmacy. Any drugs that have gone
array have been through diversion.

Mr. EVERETT. Is the problem generally inside though and not
break-in’s? Inside the VA itself?

Mr. OGDEN. You mean the problems of missing drugs probably
has been, yes, sir.

Mr. EVERETT. How about security of prescription pads?

Mr. OGDEN. Well, I think the prescription pad issue is always
going to be with us just like it’s with society in the health-care sys-
tem at large. We have modified the VA prescription form twice
since 1991-1992. And in addition to that, we also have encouraged
other alternative method of writing prescriptions to include elec-
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tronic prescriptions as well as prescriptions specifically as written
on computer forms that come out of our DHCP health-care system.

Mr. EVERETT. I appreciate the indulgence of this panel. We will
have additional questions on a number of issues that we've dis-
cussed here today, and at this point I want to thank you again for
showing up and we will now move to the next panel.

Mr. BAFFA. Thank you, Mr. Chairman.

Mr. EVERETT. Mr. Baffa, I realize that the VA’s pilot program
has essentially an evolving process. You've heard our concerns
about arming hospital police, the department’s undertaking an ex-
periment and allowing the use of lethal force at its hospitals as a
deterrent. Constant vigilance, close supervision by the VA during
this pilot Sroject is an absolute necessity. This Committee wants to
be notified of any shooting incident as we mentioned immediately.
Also please provide for our review your 6-month and 12-month
evaluation of your pilot facts.

And with ti‘;at we do welcome the next Committee, Mr. Joseph
Wolfinger, the Assistant Director of Training Division, Federal Bu-
reau of Investigation, and if you would please introduce your fellow
panel members.

STATEMENT OF JOSEPH WOLFINGER, ASSISTANT DIRECTOR
OF THE TRAINING DIVISION, FEDERAL BUREAU OF INVES-
TIGATION; STATEMENT OF CHARLES F. RINKEVICH, DIREC-
TOR, FEDERAL LAW ENFORCEMENT TRAINING CENTER, DE-
PARTMENT OF TREASURY

STATEMENT OF JOSEPH WOLFINGER

Mr. WOLFINGER. Well, my name is Joe Wolfinger. I'm the Assist-
ant Director in Charge of Training for the FBI, and Charlie
Rinkevich who is the Director of the Federal Law Enforcement
Training Center at Glynco, GA, is with me.

Mr. EVERETT. If you will, Mr. Wolfinger, proceed with your testi-
mony and if you would limit it to 5 minutes, we’ll put your com-
plete testimony into the record. ,

Mr. WOLFINGER. Certainly. Good morning Mr. Chairman and
members of the Committee. I understand that I am here today to
provide this Committee with information about FBI training, and
specifically our firearms training program. The FBI’'s new agents
training program is a 16-week course of instruction focusing in four
core areas: academics, physical training, practical application, and
firearms training. This equates to approximately 654 hours of in-
struction of which firearms training accounts for approximately 116
hours divided into 28 sessions. I tﬁink it is important to note that
in general the mission of Special Agents of the FBI is different
than that of a federal police officer and therefore our training is
different. Agents are generally not first responders, nor do they
routinely patrol. Likewise, our basic qualifications and selection
process are different from other law-enforcement organizations.

A Special Agent’s training does not stop at the conclusion of new
agent’s training. After reporting to their first office of assignment,
a Special Agent begins a 2-year probationary period during which
the new Special Agent receives on-the-job training from Senior Spe-
cial Agents. During this period the new Special Agent is expected



29

to perform specific functions of his or her job to include testifying,
writing affidavits and so on, and is evaluated on performance. If for
any reason the probationary Agent is dismissed, there is no appeal.
Additionally, all Special Agents are required to qualify four times
a year with their issued weapons and the weapons they have sub-
sequently been authorized to carry.

I would also like to clarify that the FBI does not certify or ap-
prove of the organization’s instructions to include firearms train-
ing. We have in the past offered and provided FBI instructor train-
ing to personnel from other organizations. Having said that, I'd like
to provide you with an overview of the new agent firearms training
curriculum.

The primary mission of the firearms training unit is to train new
Agents to become safe and competent shooters with Bureau-issued
handguns, shotguns and carbines through a 16-week, three-tiered
training program consisting of fundamental marksmanship train-
ing with all three weapons systems, combat survival shooting in-
corporating all three weapons systems on progressively complex
and challenging courses, and judgmental shooting.

The firearms training unit at Quantico also administers fire-
arms-related training programs for Agents assigned to FBI head-
quarters, the Bureau’s 56 field offices, and the law-enforcement
community.

During firearms training students will fire a total of 4,395
rounds. Nearly 3,000 rounds will be fired during the course of 19
sessions as students master basic marksmanship skills and qualify
for the first of two required times with a shotgun, handgun and
carbine. During the remaining nine sessions students will fire ap-
proximately 1,400 rounds as their skills are challenged during com-
bat survival training in their preparations for final qualification.

The combat survival portion of the firearms curriculum includes
judgmental training along with combat courses which include no
shoot targets and other courses where students must work as
teams to resolve complex shooting problems. Students are exposed
to at least 12 computer-driven scenarios with which they must
interact and if appropriate employ deadly force. Unsafe, unpro-
fessional or inappropriate behavior during these scenarios or at any
other time during firearms training may result in a recommenda-
tion for a new agent review board or outright dismissal.

Student performance is assessed constantly during firearms
training. When appropriate, students are given individualized in-
struction. If a student should fail to qualify, they are given 2 weeks
of intensive remedial training after which they are afforded an-
other opportunity to qualify. Failure at this juncture would result
in dismissal from training. I'm very proud to note that the Training
Division of the FBI has not lost a student because of a firearms-
related failure since 1990.

In addition to successful completion of the initial firearms train-
ing, all Agents are required to attend firearms training and qualify
four times a year throughout their careers. A minimum of 1,000
rounds is budgeted for each Agent for this purpose during each
yﬁ?ﬁ' to ensure that our Agents maintain this critical but perishable
skill.
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Agents who fail to satisfy minimum requirements lose their au-
thority to carry firearms until the deficiency is resolved and the
risk of availability pay should that deficiency persist. Because the
loss of pay is such a strong incentive, this has not been an issue.

As I said earlier, the new Agent firearms training curriculum
consists of 116 hours of classroom and range instruction broken
down into 28 sessions. These sessions are very much interrelated
and complement training conducted by physical training, practical
applications and our legal instructions unit. Our firearms training
is multi-dimensional. It is concerned not only with an Agent’s accu-
racy and proficiency with weapons, but also focuses on the relation-
ship inherent to having the power and authority of applying deadly
force. It is an intense, integrated training program focusing on
awareness, judgment and skill. :

[The prepared statement of Mr. Wolfinger appears on E 44.]

Mr EpVERE'I"I‘ Thank you, Mr. Wolfinger. Mr. Rinkevich.

STATEMENT OF CHARLES RINKEVICH

Mr. RINKEVICH. Thank you, Mr. Chairman and members of the
subcommittee. It’s a pleasure for me to be here to discuss with you
the operations of the Federal Law Enforcement Training Center.
As you know, the FBI is a Bureau of the Department of Justice,
but the Federal Law Enforcement Training Center is a Bureau of
the United States Department of the Treasury.

Conceived as part of the great urban and police reforms of the
1960’s, the FLETC opened its doors in 1970. Its headquarters have
been housed since 1975 on a 1,500-acre former Navy training base
located just outside the city of Brunswick, GA, on Georgia’s south-
east coast, at Glynco, GA. The FLETC also operates two satellite
training facilities, an owned facility at Artesia, NM, and recently
opened a licensed temporary facility at Charleston, SC.

Born from the need to provide federal law enforcement with con-
sistent, high-quality training and nurtured through its infancy by
a combination of interagency cooperation and support, the FLETC
has matured into the largest, most cost-efficient center for law-en-
forcement training in the nation. Center facilities at Glynco include
a modern cafeteria, regular and special-purpose classrooms, dor-
mitories capable of housing more than 1,200 students, office and
warehouse space, and state-of-the-art specialized training facilities
for physical, driver/marine and firearms training. Our Artesia site
has much the same facilities but on a much smaller scale.

The FLETC’s mission is to conduct basic and advanced training
for the majority of federal government’s law-enforcement personnel.
We also provide training for State, local and international law-en-
forcement personnel particularly in specialized areas and support
the training provided by our participating agencies that are specific
to their needs. The Department of Treasury has been the lead
agency for this facility and provides the day-to-day administrative
oversight and direction to FLETC since its creation.

Using a multidisciplined faculty that includes criminal investiga-
tors, lawyers, auditors, researches, education specialists, police and
physical security personnel, the center provides entry-level pro-
grams in basic law enforcement for police officers and criminal in-
vestigators along with advanced training programs in areas such as
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marine law enforcement, antiterrorism, financial and computer
fraud, and white-collar crime. Currently, 70 federal agencies par-
ticipate in more than 200 different grograms at the center.

Both the center and its work load have grown tremendously over
the years as more agencies have come to realize the many benefits
of consolidated training. In 1975 when FLETC relocated from
Washington, DC, a staff of 39 employees moved with the center.
Today the FLETC has an authorized staff of 512 permanent em-
ployees. Additionally, there are more than 150 personnel detailed
to the center from its participating organizations. Several of the
center’s participating organizations also maintain offices at Glynco
with a total staff complement of over 600 employees, and employ-
$eso of the center’s facility’s support contractors total more than

00.

Training is conducted at either the main training center in
Glynco, GA, our satellite training center in Artesia, NM, or the
temporary facility I mentioned at Charleston. The temporary train-
ing center at Charleston was established in 1996 to accommodate
an unprecedented increase in the demand for basic training, par-
ticularly by the Immigration and Naturalization Service and the
Boarder Patrol. In addition to the training conducted on-site at one
of FLETC’s residential facilities, some advanced training, particu-
larly that for State, local and international law enforcement, is ex-
ported to regional sites to make it more convenient and/or cost-effi-
cient for our customers.

Over the years the center has become known as an organization
that provides high-(}uality and cost-efficient training with a can-do
attitude and state-of-the-art programs and facilities. During my as-
sociation with the center I've seen first hand the many advantages
of consolidated training for federal law-enforcement personnel, not
the least of which is an enormous cost savings to the government.
Consolidated training avoids the duplication of overhead costs that
would be incurred by the operation of multiple-agency training
sites. Furthermore, we estimate that consolidated training will
save the government over $180 million in per diem costs alone dur-
ing 1998. That estimate is based on our projected 1998 work load
and the per diem rates in Washington and other major cities of
$152 a day versus the cost of housing, feeding and agency mis-
cellaneous per diem at Glynco of slightly more than 525 a day.
Consolidation also ensures consistent high-quality training and fos-
ters interagency cooperation and camaraderie. Students from the
different agencies co-mingle, thus learning about each other and
each other’s professional responsibilities. These networks establish
at the center last throughout their careers.

We view FLETC and consolidated training as a National Per-
formance Review concept ahead of its time. Quality, standardized,
cost-effective training at state-of-the-art facilities, interagency co-
O]})leration and networking are indisputable results of consolidation.
The Administration and Congress can be proud of the quality of
training being produced at the center and the cost savings realized.

FLETC is essentially a voluntary association with each agency’s
garticipation governed by a memorandum of understanding and

olstered by the commitment of the participating agencies, the De-
partment of Treasury and the Congress. Particularly in these times
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of several budget constraints, a single agency cannot afford the so-
phisticated facilities and staff which are required for state-of-the-
art training necessary to adequately prepare our nation’s law-en-
forcement personnel. Only by consolidation at a centralized location
are programs and facilities like those at FLETC economically fea-
sible. We estimate that it would cost in excess of $175 million just
to duplicate the facilities available at Glynco.

Mr. Chairman, in closing I'd like to emphasize that the Depart-
ment of Treas and the FLETC management are strongly com-
mitted to providing high-quality training at the lowest possible
cost. Substantial savings are being realized by the government
through the operation of our facility. And now I'm available to an-
swer any questions you may have. Thank you.

[The prepared statement of Mr. Rinkevich appears on p. 54.]

Mr. EVERETT. Thank you very much, gentlemen. Mr. Wolfinger,
in your oral testimony it indicates that the FBI does not certify or
approve other organizations’ instructions including firearms train-
ing. Has the FBI ever actually observed VA’s firearms training or
instruction?

Mr. WOLFINGER. Last year there was some dialogue between our
firearms training unit and the VA over their training and we con-
sulted with them and looked over their outlines and materials. I do
not believe that there was any actual on-the-scene observation of
their training.

Mr. EVERETT. If asked, would you make an observation?

Mr. WOLFINGER. We certainly have tried to work with the other
federal agencies and local agencies over law-enforcement issues.
Certainly. We’d be happy to work with them. We really should not
be put in a position though of certifying it or approving it. The fire-
arms training really should be d?endent on the nature of the job
that the officer is asked to do, and our job is considerably different
than the uniformed police officer in the VA.

Mr. EVERETT. Do you know if any other federal law-enforcement
entity that conducts firearms training?

Mr. WOLFINGER. We do, I know that FLETC does. Congressman,
we have uniformed police at the academy and we send them to
FLETC, to the Federal Law Enforcement Training Center, in
Glynco for their initial training because the nature of being a uni-
formed police type person in the FBI is different than being an FBI
agent.

Mr. EVERETT. I assume your answer is then that you do not
know of any other government agency.

Mr. WOLFINGER. No. I'm sorry.

Mr. EVERETT. Mr. Rinkevich, I would like to highlight actually
some of your testimony that you’ve given and then I'll follow it with
a question. You point out that yours is the largest, most cost-effi-
cient center for law-enforcement training in the nation; that cur-
rently 70 federal agencies participate in more than 200 different
programs at the center; that consolidated training avoids duplica-
tion and overhead costs that would be incurred by operating mul-
tiple agencies at different training sites; and that it is estimated
that the government would save almost $110 million in per diem
costs in fiscal year 1998. And you point out that a single agency
cannot afford the sophisticated facilities and staff which are re-
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quired for the state-of-the-art training necessary to adequately pre-
pare our nation’s law-enforcement personnel. You also point out it
would cost approximately $175 million to duplicate what you've got
there. My question is, could the FLETC offer VA specialized train-
ing that they have testified here today that they need.

Mr. RINKEVICH. Mr. Chairman, are you referring to the kind of
training that is peculiar to the Veterans’ Administration police?

Mr. EVERETT. Yes.

Mr. RINKEVICH. It is a common method of operation at our center
at FLETC to accommodate that kind of agency-specific training. If
I could take just a minute and explain to you, the program that the
FBI police participate in is our 8-week basic police training pro-
gram. In addition to the FBI police we have the uniformed division
of the Secret Service, we have the United States Capitol Police.
Your own police force here participates in that program. The De-
fense Protective Force, those folks that protect the uniformed folks
that protect the Pentagon. The folks that protect the CIA and the
National Security Agency. They all participate in that program.

The way the center works is that we provide the basic training
skills that any of those police officers need to have in order to per-
form the duties of a uniformed police officer. It is then up to each
individual agency to take those students after we've given them the
basic skills, if you will, the undergraduate work, and give them the
agency-specific skills and knowledge that they need to have, and
most agencies do that. It takes a special training session for the
Capitol Police for example to understand the particular laws and
féhe waly in which they perform their functions at the United States

apitol.

The uniformed division of the Secret Service does a special fol-
low-on agency-specific training to deal with the specific mission,
the specific authority, the specific policies of the uniform division.
So, the answer to your question is yes. The system is designed that
way, and it is used that way by most of the agencies; basic training
by the center at Glynco and that agency-specific training by the
agency instructors perhaps with assistance from our own instruc-
tions, but nonetheless agency-specific training.

Mr. EVERETT. Well, thank you very much, and I want to thank
you gentlemen for your testimony here today, and at this point
we’ll call the next panel. I'm sorry. I did not recognize that Dr.
Snyder had returned to the room. I was kind of listening to the tes-
timony, and I do apologize, Dr. Snyder.

.Mr. SNYDER. Well, I've been sneaking in and out, Mr. Chairman,
running back and forth. I appreciate your——

Mr. EVERETT. And I did not mean to dismiss—you’ll get an op-
portunity.

Mr. SNYDER. Just really one question, Mr. Rinkevich. I'm a big
fan of well-trained law enforcement and I think that that’s been
lacking in our nation. I think most of us have figured out that that
has been a gap, and frankly I think one of the reasons that crime
rates have come down is States and local communities have really
put a lot of money into good training for police officers. So, if you
gver f151e§d any help from anything I can do for you, I would be a

an of that.
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But I do want to quibble at little bit about your fairly broad
statement about consolidation, and if I can, just the only question
I want to ask, on page 2 of your statement you say, “Using a multi-
disciplined faculty that includes criminal investigators, lawyers,
auditors, researchers, education specialists, police and physical se-
curity professionals,” you provide entry-level and basic law enforce-
ment. But there’s nobody in there remotely related to medical, and
probably some of the most painful episodes for communities is
when law enforcement ends up killing a schizophrenic. Very dif-
ficult situations. Or somebody who’s on drugs and when they’re
dried out they’re just fine. I mean, you know those terrible things
that you all try to prepare people for. But isn'’t it a fair statement
to say if I'm the VA people trying to make a decision about where
to get my training and I read materials like this that doesn’t even
mention the word medical, is it not reasonable for them to think
since we want our folks to be focused on our patients and the folks
roaming through the campus there and the patients that come and
go and the drugs addicts that will show back up in the middle of
the night saying I need back in that, I mean, wouldn’t this be a
little bit of a flare for them when you all don’t put any emphasis
on medical? Now, I know that you provide medical training. I
mean, I bet you do. I'd be shocked if you didn’t. But this certainly
tells me that your focus is not on it at all.

Mr. RINKEVICH. Well, it’s quite true, Mr. Snyder, that we don’t
have a focus in the sort of specific area that the Veterans’ Adminis-
tration police would need it on dealing with the law-enforcement
responsibility in a medical environment, and the reason for that is
we don’t train any police that guard medical facilities or are re-
sponsible for medicaf)facilities.

Our system is designed so that our campus houses the agency
personnel from the agencies that we train so that they can then
take the student after they've been given the basic skills and give
them what they need to know to be a Secret Service Agent or an
FBI police officer. The Veterans’ Administration could house at our
campus its personnel that would be needed in order to provide that
agency-specific training, and if they needed medical ‘})ersonnel or
other folks that were imbued with the culture of the Veterans’ Ad-
ministration and a hospital system, that would be the way in which
to accomplish it.

We of course do provide medical training. We have extensive
training in trauma management. We have extensive training in
dealing with behavioral issues, disoriented people and mental cases
and that sort of thing because other police o%cers confront those
things on a regular basis on the street as well.

Mr. SNYDER. Right. And I knew you did, but I'm just saying gou
chose not to focus on that in your statement here. With regard to
your comment about they could house those personnel, but the sit-
uation now is they get on the phone and say Dr. Jones, are you free
tomorrow afternoon? We've changed our schedule. Dr. Jones is a
psychiatrist who’s working—I just made up Dr. Jones—can you
stroll over here this afternoon? We need to change the date of that
simulation. We need our schizophrenia lecture moved up. I mean,
they’re using medical people from a VA facility. It's right on the
same grounds, it’s on the back half of the campus, and I mean,
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thutﬂ' think they've got a pretty nice situation right now. They can
pull their nurses and do simulations and not having to fly in fac-
ulty and house them somewhere. They see that as part of their re-
sponsibiliig' as a VA employee. But anyway, I appreciate your com-
ments and I know everybody here is trying to do a good-faith job
of good training in law enforcement in the most cost-effective way.
Thank you, Mr. Chairman.

Mr VICH. If I could, Mr. Chairman, just one quick com-
ment, Mr. Snyder, and that is that our other agencies confront that
same inconvenience. In other words, when the Secret Service needs
to have someone come in that is posted here in headquarters in
Washington, DC because of a special skill area, they make arrange-
ments for that. So, it does work. You’re right, it’s much more con-
venient if it’s right across the street on the same campus, but it
is possible for those arrangements to be made.

Mr. EvERETT. Thank you, Dr. Sn{der, and my apologies once
again. I might point out to this panel and the other panel that all
members of this Committee with the exception of our ranking
member are members of the National Security Committee also.
And you can appreciate the fact that the Chairman himself would
probably be going back and forth if he were not Chairman. So,
thank you for rejoining us, and we all recognize the fact that QDR
is one of the most important things that we’re doing this year as
far as national security is concerned and that’s the reason that the
members are there.

Again, I thank this Committee and I now call the next Commit-
tee. Mr. John Vitikacs of the American Legion, and Mrs. Barbara
Zicafoose of the Nurses Organization of Veterans’ Affairs, Mr. Er-
nest Little, a fire fighter at Perry Point, Maryland, Veterans’ Af-
fairs Medical Center, who will be representing AFGE. And I'll point
out the National Association of Government Employees will also
submit a statement for the record.

[The statement of National Association of Government Employ-
ees appears on p. 90.] -

Mr. EVERETT. We have tons of paper up here and I'm trying to
get them all together. And at this point I'd recognize John Vitikacs
to go ahead and if you will make your statement. Again, I ask all
panel members to keep statements at 5 minutes, and your complete
statements will be made a part of the record. Thank you.

STATEMENTS OF JOHN VITIKACS, ASSISTANT DIRECTOR, NA-
TIONAL VETERANS AFFAIRS AND REHABILITATION COMMIS-
SION, AMERICAN LEGION; BARBARA FRANGO ZICAFOOSE,
MSN, RNCS, ANP, LEGISLATIVE CO-CHAIR, NURSES ORGANI-
ZATION OF VETERANS AFFAIRS; ERNEST W. LITTLE, FIRE-
FIGHTER, PERRY POINT VETERANS AFFAIRS MEDICAL CEN-
TER; ACCOMPANIED BY SANDRA CHOATE, ASSISTANT GEN-
ERAL COUNSEL, AMERICAN FEDERATION OF GOVERNMENT
EMPLOYEES

STATEMENT OF JOHN VITIKACS

Mr. VITIKACS. Thank you, Mr. Chairman, Dr. Snyder, members
of the subcommittee. Thank you for inviting the American Legion
to testify on safety concerns within the Department of Veterans Af-
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faﬁi__fs. I will limit my remarks to the issue of arming VA security
officers.

First of all, I would like to commend Mr. John Baffa and Mr. Bill
Harper for the professionalism, competence and expertise they
have provided the VA Security Service over the past several years.

Mr. Chairman, over the past 13 years the American Legion testi-
fied on two previous occasions concerning arming VA security offi-
cers. On both occasions for a combination of reasons the American
Legion did not support armed VA security officers. Today the
American Legion is more flexible on this matter. As stated in our
%repared testimony, the American Legion supports completing the

A Security Service pilot program on arming security officers and
fully evaluating the program prior to deciding the future of this im-
portant subject.

Mr. Chairman, the world today is a much more dangerous place
than it was 13 years ago. Crime in the inner cities has increased,
and that is where a majority of VA medical centers are located.
There is strong testimony on the pros and cons of arming VA secu-
rity officers. However, adequate documentation on the objectiveness
of each position is absent. The pilot program currently underway
can help answer many questions.

The American Legion believes that training, supervision and
quality of individuals recruited by VA Security Service has im-
proved in recent years. This is due to competent leadership and im-
proved fpay and performance standards. Mr. Chairman, there are
many factors to consider in the ultimate recommendation VA
makes on arming security officers.

In the final analysis, VA medical centers and regional offices
must be safe and secure for patients, staff and visitors. Recent
tragic events throughout the country and within VA have left all
of us shocked and uncertain about our own safety and security. It
is with this conviction that the American Legion looks forward to
reviewing the results of the pilot program now underway prior to
developing an official position on this issue. Mr. Chairman, that
completes my statement. :

[The prepared statement of Mr. Vitikacs appears on p. 57.]

Mr. EVERETT. Thank you very much. I will now recognize Ms.
Zicafoose for your statement.

STATEMENT OF BARBARA ZICAFOOSE

Ms. ZICAFOOSE. Mr. Chairman and members of the subcommit-
tee, I am Barbara Zicafoose, a nurse practitioner in the Center for
Outpatient Services at the Veterans’ Affairs Medical Center in
Salem, VA. As Legislative Co-Chair for the Nurses’ Organization of
Veterans’ Affairs, I am pleased to present testimony on safety and
security in the Department of Veterans Affairs on behalf of NOVA.
I speak for our own membership and for the more than 40,000 pro-
fessional nurses employed by the DVA,

NOVA is a professional organization whose mission is shaping
and influencing the professional nursing practice within the DVA
health-care system. We are very much interested in assuring that
the VA is a safe, secure place for patients, employees and visitors.
Work place violence has emerged as a critical safety and health
hazard nationally.
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The m%ﬁnitude of the problem is well documented in the lit-
erature. The statistics account not only for the actual deaths that
occur, but for an additional innocent bystanders and nonemployees
killed yearly. The Bureau of Justice Statistics in a report in 1994
reported that 1 million individuals are victims of some form of vio-
lence in the work place each year. Health-care providers are at an
increased risk for violence because they are caring for individuals
and families during a time of illness which can precipitate stress
and the sense of loss of control leading to inappropriate or violent
behavior. One study found that nursing staff at a psychiatric hos-
pital sustained 16 assaults per 100 employee per year. Therefore,
it is timely that this Subcommittee and the DVA investigate work
place safety. ‘

NOVA recognizes that the most frequent recommendation for
controlling violence at our medical centers is to arm our VA police
with guns. We support Secretary Jesse Brown and the DVA’s reluc-
tance to place firearms in our hospitals. The very presence of a
weapon in a work environment for whatever reason can contribute
to a triggering event for violence. Many of our veterans suffer long-
term complications, disabilities and/or emotional trauma related to
these weapons. Guns are for killing and have no place in institu-
tions developed to promote health and wellness and the treatment
of disease.

NOVA supgorts an alternative strategy. We recommend staff
education and training along with knowledge of evaluation and
intervention techniques to reduce work place violence. One problem
with the successful use of staff education and training as a success-
ful intervention method is a lack of awareness, and in many cases
a belief system that denies the very possibility that violence does
exist in our DVA environment. However, experts agree that the
best approach to reducing work place violence is prevention and
protection.

The Occupational Safety and Health Administration in 1996 pub-
lished a voluntary generic safety and health program management
guidelines for all employers to use as a foundation for their safety
and health programs which includes work place violence prevention
program. The literature supports this belief that education and pre-
vention for work place violence would be the first intervention. Re-
curring prevention themes include staff education and training,
tighter security methods, adopting a zero-tolerance policy toward
unacceptable behavior, developing a crisis management team which
could evaluate any warnings and decide what to do about them,
and the creation of a trauma team.

One intervention in particular, tighter security measures, is criti-
cal for the DVA because of the location of some of our medical cen-
ters in high-crime areas, and the growing implementation of sat-
ellite and mobile clinics. Some physical security measures rec-
ommended in the literature which we feel would be very beneficial
to our facilities include increased security of personnel on the
premises, improved lighting, beepers for human resources and se-
curity personnel, bulletproof glass especially in our E.R.’s and our
high-profile areas, hidden panic buttons, closed-circuit television
cameras to monitor common areas where outbreaks of violence
occur, metal detectors in high-crime areas, and badges for all visi-
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tors. The use of firearms was not included in the literature that
recommended improvement in tighter security measures.

Another invention is the adoption of a zero-tolerance policy to-
ward unacceptable behavior. N8VA applauds Secretary Brown on
his recent comments in putting veterans first where he addresses
in the work place and reports that violence, threats, harassment,
intimidation and other disruptive behavior in our work place will
not be tolerated. Work place violence is not limited to homicide, but
to those behaviors identified by Secretary Brown.

A third intervention is the creation of a crisis management team.
This team would be made up of the Director, a psychologist with
special training in this area, the head of security, and legal counsel
for special training. The team would have a written plan to be fol-
lowed when a crisis occurs or there are signs of a crisis; would
evaluate the warnings and decide what actions would be taken.

And then a potential life saver in work place violence that the
literature strongly supports and one most often overlooked is devel-
opment of a trauma team. This team would be assigned specific
jobs such as first aid, media control, management of onlookers and
notification of families.

Work place violence is a problem of epidemic proportions. It can
include violent, threatening, harassing, intimidating and disruptive
behaviors. The literature supports that there are tactics for evalu-
ating and diffusing work place violence issues without the use of
weapons. Staff education and training along with knowledge of
evaluation and intervention techniques can substantially reduce
the possibility of work place violence.Initiating prevention and
intervention techniques as identified can make the work place safer
by stopping a crisis before it begins.

I would like to thank NOVA’s president, Dr. Maura Miller and
legislative co-chair, Dr. Sarah Myers for their assistance in the
preparation of this testimony.

Mr. Chairman and Subcommittee members, thank you for the op-
portunity of presenting this testimony on behalf of NOVA.

[The prepared statement of Ms. Zicafoose appears.on p. 61.]

Mr gVERETT Thank you. Mr. Little.

STATEMENT OF ERNEST LITTLE

Mr. LITTLE. Good morning, Mr. Chairman. Mr. Chairman and
members of the subcommittee, my name is Ernest Little. I'm a fire
fighter employed by Department of Veterans Affairs Medical Cen-
ter at Perry Point, Maryland. I'm here today on behalf of the Amer-
ican Federation of Government Employees, and particularly for
AFGE’s federal fire fighter members.

AFGE represents 21 out of 31 Veterans’ Affairs fire departments.
With me is Sandra Choate. She is Assistant General Counsel and
staff person for AFGE responsible for fire fighter issues. I might
also add that AFGE works closely with the five major organizations
representing federal fire fighters all of whom concur with our testi-
mony.

I’'m particularly pleased to have this opportunity to appear before
you and share our concerns over the fire protection afforded to our
n:.ltign’s veterans and the employees of the Veterans’ Affairs Medi-
c enters.
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Today I'll focus on two main points. First, millions of dollars in
savings would be achieved if the Department of Veterans Affai:s
would emulate fire services around the country and take advantage
of the full range of emergency services of which fire fighters are
uniquely qualified to provide. Secondly, at the present time, veter-
ans who are patients at medical centers as well as employees are
at great risk at most facilities because of the VA’s inattention to
its fire services.

With regard to the first point, missed opportunities, we believe
the Department of Veterans Affairs would emulate fire services
around the country and take advantage of a full range of emer-
gency services which fire fighters are uniquely qualified to provide,
it could save millions of dollars and provide a needed and nec-
essary service to the veterans of this country and to the Veterans’
Affairs employees.

There is already a shining example of this within the system.
AFGE Local 1119, the Montrose VA in New York, submitted a pro-

osal last December to take over the emergency medical services
gmctions. The director agreed and the existing ambulance service
contract estimated to cost between $260,000 and $270,000 annual
was canceled. An ambulance was purchased for $75,000 and the
fire fighters took over the ambulance EMT service. There’s no in-
crease in staff and they are certified as emergency medical techni-
cians. That justified a grade increase which cost to the VA was
about $95,000. Response time from the fire department under 4
minutes as contrasted with the half hour to 2 hours for the contrac-
tor. In summary—EMS functions at Montrose will save approxi-
mately $200,000 after the first year, will provide a much higher
quality of service.

At the same time, it was a job easily assumed by employees al-
ready trained to respond. This same proposal including providing
EMS service to adjacent federal buildings on a reimbursable basis
was submitted by IAFF Local in Minneapolis. The director con-
cluded he was not interested. In fact, he has indicated that he is
not interested in keeping fire departments. He simply wants to out-
source regardless of the impact on veterans or the cost.

AFGE’s written testimony provides a background for a second
point with references to the science of fire suppression. It is impor-
tant to understand the several factors when analyzing the need for
fire service. Sprinkler in the buildings reduce the fire loss but not
the fire risk at most VA facilities that are not fully sprinkled any-
way. Further, when there is a fire today even in a sprinkler build-
ing, the high use of plastics and other materials, particularly at
medical center facilities, result in extremely hot, fast-burning fires
which produce an increased amount of toxins and smoke. Let me
add, . Chairman, sprinkler systems normally don’t put out a
fire. They're designed to keep a fire in check. Why would the VA

ant a waiver to staffing levels if the facility is sprinklered? The

ighest injury and death rate occurs from smoke inhalation, and
the most vulnerable are Q;:ople who are unable to evacuate build-
ings such as the type of VA patient population. The elderly, sick,
or those who are easily confused such as the mentally ill, the men-
tally retarded and those suffering from Alzheimer’s or who have
damage from substance abuse.
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Both fire suppression and emergency services should always be
discussed in terms of response times. It is well known how long it
takes before a fire results in total loss. The National Fire Protec-
tion Association has produced a film which shows 40 seconds by
the dropping of a lighted cigarette between two sofa cushions. The
cushions will begin to smolder and give off toxic fumes and flam-
mable vapors. Within 5 minutes there is total flash-over resulting
in heat so hot it becomes impossible to enter the room which is
roughly around 1,100 degrees.

Within 10 minutes the room is totally filled with vapors creating
the back-draft condition that results in a total loss. Thus, it is criti-
cal that a response can be made well within the 10-minute limit.
Mr. Chairman, when critical response times cannot be met, the VA
must take needed action to ensure that the veterans and employees
are protected adequately by meeting minimum staffing standards
without the wide-spread use of temporaries which has been preva-
lent through the VA over the last 4 years. Further, that dual-
hatting should not be practiced where it provides inherent conflict
such as the dual-hatting police and fire fighter proposal being con-
sidered by Battle Creek, the protective services concept.

In addition, the Montrose VA example should be given serious
consideration as an appropriate adjunct to services offered by the
fire department. AFGE would welcome the opportunity to work
with the Committee and explore ways in which the Department of
Veterans Affairs fire and emergency services and provide all the
Department of Veterans Affairs facilities in the most efficient and
effective manner guaranteeing quality service for its customers and
our nation’s veterans at the most realistic cost. Again, we thank
you for the opportunity to appear today and we'd be happy to re-
spond to any questions you might have.

[The p}'epared statement of Mr. Little, with attachments, appears
on p. 65.

Mr. EVERETT. Thank you very much, and I assure you we’ll make
sure all your complete testimony is entered into the record. We
have a situation here. I do not have a lot of questions for this
panel. I don’t know that the other members will have some I'm
sure. But we have a vote going on and we can either try to get
through in a hurry and not have to come back. My ranking mem-
ber agrees that we should do it in a hurry. Let me just very briefly,
and if you would keep your responses brief I would appreciate it
because I know you don’t want to be around here another hour. Ms.
Zicafoose, your testimony clearly indicates that NOVA’s position in
opposition to arming VA police. Briefly can you tell me if there’s
any situation where a local high-crime rate would justify arming
VA police?

Ms. ZICAFOOSE. I think what we would have to do is really look
at what'’s in place already and if there are other measures that
have been taken previously that could potentially have steps that
wouldn’t require the use of firearms. I'm not saying that they
wouldn’t be necessary, but I think we need to look at what’s in
place to see if they have gone through every other recommended
method of reducing violence before that we put the guns in play.

Mr. EVERETT. Thank you. Mr. Little, we are going to ask VA to
respond to specific concerns you raised in your written testimony
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about VA’s fire protection at particular facilities, and I can assure
you that we’ll do that. I'll ask Mr. Clyburn now if he has any
questions.

Mr. CLYBURN. Thank you, Mr. Chairman. I apologize for having
to be out of the room.

Mr. EVERETT. I perfectly understand.

Mr. CLYBURN. I do have one question I would like to ask. I'm
thinking about your remarks this morning, Mr. Chairman, and the
figures laid out about the tremendous drop in incidents that we've
had. And we all know by reading all the reports that crime is de-
creasing in our society. However, you can't tell it by watching TV
and reading the newspapers. We all know what sells newspapers,
gruesome headlines and the lead story on the news every evening
is going to be about some crime because that’s what seems to
arouse people and get numbers up. But the actual incident num-
bers are dropping. In view of that, I would like to know, and I
think historically the American Legion has been sort of against
arming the Veterans’ Police. You seem now to have changed that
position. Why?

Mr. VITIKACS. On previous occasions when this organization tes-
tified on this subject was 1984 and 1989, over the past 13 years.
At that time both of the hearings were oversight. There wasn’t any
discussion at that time about a pilot program. As I believe, the
issue was will we or will we not do this, and I think that we were
opposed to unilaterally arming VA security officers without having
adequate systems in place to assure that the training, the super-
vision, the quality of the individuals recruited on the police forces.
We weren’t certain at that time that all of the criteria that we
would have liked to have seen in place was in fact in place. I think
that this issue has certainly improved in the past half-dozen years
and the number of violent incidents have increased. And we
haven’t done a 180-degree change in our views, we’ve done a 90-
degree change, and that is we support the pilot program and that’s
as far as we've gone in changing our position on that subject.

Mr. EVERETT. Dr. Snyder? ’

Mr. SNYDER. Is it Zicafoose?

Ms. ZICAFOOSE. That’s right.

Mr. SNYDER. I liked your statement. I think I agree with about
everything that was in it. But, you know, I live five blocks from a
VA hospital in Little Rock and we’re just coming from different per-
spectives I think. Even though I trained in one I'm too old now to
have recollections of that. You’re coming from the Egspective of
what’s going on inside the hospital and I see the parking lot as an
extension of my neighborhood and the security and safety factors
out there, and it’s my neighborhood so I know that we have had
some occasional problems with houses on the edges of the parking
lot and so on. So, it may be that the VA can draw the line at the
door or something. I think we all agree if you have a lengthy walk,
bus trip, from the parking lot that that’s a different situation than
what you’re concerned about inside the work place environment.
But I thought it was interesting when you were talking, I thought,
wait a minute, she’s talking about inside and I was thinking in my
mind the parking lot outside. That’s not really a question, but
you’re welcome but you're welcome to comment any way you like.
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Ms. ZICAFOOSE. That is a very good point, and I think the thing
that we really have to be careful of is how we determine where
these guns are going to go, in what facilities, and when they’re
being used because if you look at the statistics, in 1994 Labor re-
ports that there were 1,071 work place deaths, but when you look
at the number of actual deaths within the DVA, we probably don’t
make up 1 percent of that. So, does that really justifgv putting guns,
and how do we limit where those guns are put when?

Mr. EVERETT. Thank you, and I want to thank all the panel
members and the members for their participation today. I want to
conclude the hearing with a couple of observations. First, we all
recognize that this is a much different world than most of us grew
up in. Now, all of us gentlemen are much older than you ladies
here, but the world has changed. It is a more dangerous place.
Having said that, however, let me say that we've heard serious
questions about arming of VA police. I do not think at this point
we are persuaded arming is prudent or necessary. The subcommit-
tee will continue to review the progress of this pilot program. We’'ll
hold another hearing at its conclusion. Second, how the VA trains
its police warrants further examination in my opinion. I do not un-
derstand why the VA has its own training program when the
FLETC and the FBI do the same training on a much larger scale
and with probably a greater savings to the taxpayers. Finally, I
would be most interested to see the VA’s response for the record
on the adequacy of fire protection at particular VA facilities. Safety
must come first. All members will have 5 legislative days to submit
questions for the record. The hearing is adjourned.

[Whereupon, at 11:55 a.m., the subcommittee was adjourned.]
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PREPARED STATEMENT OF CONGRESSMAN CLYBURN

As the ranking democratic member of this subcommittee, I am pleased to join
Chairman Everett in holding this very important hearing.

I know that the safety and security of our VA hospitals is of the utmost impor-
tance to the VA and to the members of this committee. In my view, we would not
be ‘accomplishing our mission of providing the highest possible health care service
to mlu' veterans if we were unable to protect the safety and integrity of our VA hos-
pitals.

I am greatly interested in hearing testimony from the VA on its pilot project to
arm VA police officers at certain VA horpitals. ] am aware that the tragic shooting
of a doctor in Jackson, MS earlier this year has caused renewed concern over the
adequacy of the safety and security of our VA hospitals.

I must say, however, that i believe the VA ought to be taking a measured ap-
proach when it comes to making any final decision to arm its police officers. Very
few private hospitals, even in some of the most dangerous, crime-ridden areas of our
country, allow the officers who guard their facilities to carry guns. I believe there
is a reason for this.

As the written testimony of the nurses association suggests, hospitals are for
making sick people healthy; guns are for killing people. The VA should be extremely
cautious in its approach to this issue. There should be an extensive, well thought-
out, hospital-by-hospital analysis of the feasibility and propriety of arming VA offi-
cers before jumping into such a course of action.

To my mind at least, it is just as easy to imagine a situation where a VA officer
accidently kills or seriously injures somebody during the course of his duties as it
is to imagine a situation where the officer’s gun keeps a killing or serious injury
from occuring.

I welcome the opportunity to hear testimony on this extremely sensitive issue, as
well as the chance to get an update on the status of VA fire departments and the
VA'’s accountability of controlled substances. )

Thank you again, Terry, for working with us to put together such a timely and
important hearing.

PREPARED STATEMENT OF CONGRESSMAN EVANS

Mr. Chairman, I want to thank you and Mr. Clyburn for calling this extremely
important hearing today. As you know, the VA is right in the middle of its pilot
program to arm VA police officers at selected hospitals across the country. There
could be no more appropriate time to conduct diligent oversight of this program.

I share this subcommittee’s concern over the recent violent episode at the Jack-
son, Mississippi VA hospital in which a VA doctor was killed by an angry patient.
I am also deeply troubled by the deaths of four VA police officers in the last five

ears.

There should be no more important priority than to ensure the safety and security
of hospital patients and law enforcement personnel at VA facilities. We should close-
ly consider the means by which we can best accomplish this mission. I look forward
to hearing testimony this morning concerning the pilot program to arm VA police,
as well as other safety and security issues relating to VA fire departments and the
security of prescription drugs at VA pharmacies.

Thank you again Terry and Jim for taking a closer look at these vital issues.

(43)
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STATEMENT OF JOSEPH R. WOLFINGER, ASSISTANT DIRECTOR,
FEDERAL BUREAU OF INVESTIGATION

Good morning Mr. Chairman and members of the committee, I am Joseph R.
Wolfinger, Assistant Director of Training for the FBI. I understand that I am here
today to %fovide this committee with information about FBI Trainina and specifi-
cally our Firearms Training Program. The FBI's New Agents Training program is
a 16 week course of instruction focusing on four core areas: academics, physical
training, practical application, and firearms training. This equates to approximately
654 hours of instruction of which firearms training accounts for approximately 116
hours divided by 28 sessions. I think it is important to note, that in general, the
mission of Special Agents of the FBI is different than that of a federal police officer,
and therefore, our training is different. Agents are generally not “first responders”
and do not routinely “patrol”. Likewise, our basic qualifications and the selection
process are different from other law enforcement organizations.

A Special Agent’s training does not stop at the conclusion of the New Agents
training. After reporting to their first office of assignment, the Special Agent begins
a two year probationary period, during which the new Special Agent receives on-
the-job_training from senior Special Agents. During this period, the new Special
Agent is e ted to J)erform specific functions of his/her job, to include testifying,
writing affidavits, and so on, and is evaluated on performance. If for any reason the
probatxonaéx' Agent is dismissed, there is no appeal. Additionally, all Special Agents
are required to qualify four times a year with their issued weapons and the weapons
they have subsequently been authorized to carry.

I would also like to clarify that the FBI does not “certify” or “approve” other orga-
nizations’ instruction, to include firearms training. We have, in the past, offered and
provided FBI instructor training to personnel from other organizations. Having said
that, I would like to provide you with an overview of our New Agent Firearms
Training curriculum. .

The primary mission of the Firearms Trainine Unit (FTU) is to train new Agents
to become safe and competent shooters with Bureau-issue handguns, shotguns, and
carbines through a 16 week, three tiered training program consistine of:

(1) fundamental marksmanshil, trainina with all three weapon systems;

(2) combat/survival shooting incorporating all three weapon systems on progres-
sively complex and challenging courses, and;

(3) judgmental shooting.

The FTU also administers firearms related training programs for Agents assigned
to FBIHQ, the Bureau’s 56 field offices, and the law enforcement community. These
programs are supported by ongoing research, and the testing and procurement of
weapons, ammunition, and related equipment a Fropriate to the needs of modern
law enforcement. The unit also maintains the FBI’s arsenal of issued and approved
weaponry.

During firearms training, students will fire a total of 4,395 rounds. Nearly 3,000
rounds will be fired during the course of 19 sessions as students master basic
marksmanship skills and “qualify” for the first of two required times with the hand-
gun, shotgun, and carbine. During the remainine nine sessions, students will fire
approximately 1,400 rounds as their skills are challenged during combat/survival
training, and their pref)arations for final qualification.

The combat/survival portion of the firearms curriculum includes ‘judgmental”
training. Along with combat courses which include “no shoot” targets, and other
courses where students must work as teams to resolve complex shooting guroblems,
students are also exposed to at least 12 com’,uter driven scenarios with which they
must interact and, if appropriate, employ deadly force. Unsafe, unprofessional, or
inappropriate behavior during these scenarios or at any other time in firearms
31:am§ng lmay result in a recommendation for a New Agent Review Board or outright

ismissal.

Student performance is assessed constantly during firearms training. When ap-
propriate, students are given individualized instruction. If a student shoudld fail to
qual ;g, they are given two weeks of intensive remedial training after which they
are afforded another a&‘portunity to qualify. Failure at this juncture results in dis-
missal from training. The Training Division has not lost a student because of a fire-
arms related failure since 1990.

In addition to successful completion of their initial firearms training, all FBI
Agents are also required to attend firearms training and “qualify” four times per
year throughout their careers. A minimum of 1,000 rounds/Agent/year is budgeted
for this purpose to ensure that Agents maintain this critical, but perishable skill.
Agents who fail to satisfy these minimum requirements lose their authority to carry
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firearms until the deficiency is resolved, and risk loss of availability pay should the
deficiency persist. Because the loss of pay is such a strong incentive, this has not
been an 1ssue.

As I said earlier, the New Agent firearms training curriculum consists of 116
hours of classroom and ranue instruction broken down into 28 sessions. These ses-
sions are very much interfrelated and com&ement training conducted by our Phys-
ical Training, Practical Applications, and Legal Instruction Units. So yes, our fire-
arms training is multi-dimensional, and is concerned not only with an Agent’s accu-
racy and proficiency with weapons, but also focuses on the relationship inherent to
having the power and authority of applying deadly force. It is an intense integrated
training program focusing on awareness, judgement, and skill.
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STATEMENT OF
JOHN H. BAFFA
DEPUTY ASSISTANT SECRETARY =
OFFICE OF SECURITY AND LAW ENFORCEMENT
DEPARTMENT OF VETERAN AFFAIRS
BEFORE THE
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS
OF THE
U.S. HOUSE OF REPRESENTATIVES
May 22, 1997
Mr. Chairman and Members of the Subcommittee:

| am pleased to be here today to discuss issues related to safety and security at
VA facilities.

Police matters

The Office of Security and Law Enforcement was established in December 1989
to consolidate all of the Department’s security and law enforcement functions under one
department-wide program. Responsibilities of the office include training VA police
officers, as well as establishing policy and providing oversight for police operations at
department medical centers.

Immediately following my appointment in 1989, | prepared a four-year strategic
plan outlining needed improvements and a time-line for their accomplishment. This
plan, which was approved by the Secretary in 1990, included goals of significantly
expanding and inproving training for police officers at all levels. Also addressed in the
plan was expanding and improving program oversight and other goals designed to
ensure improved local services. One of the areas that required careful attention was
how VA police officers would defend patients, employees, property and themselves.

Prior to 1971, VA maintained a “security guard” force. When we converted to
police operations in 1971, a decision was made to equip our police officers only with a
chemical irritant projector, utilizing CN (Mace) as the active ingredient. Subsequently,

approximately 15 facilities were authorized to also equip their police officers with the
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straight stick baton because of the limited effectiveness of Mace and because of
increasingly violent encounters between police officers and intruders at those locations.
With these limited weapons at their disposal, VA police, at great personal risk,
performed admirably and dealt successfully with most violent encounters.

Several incidents drew much attention to the fact that VA police officers were at
a distinct disadvantage when faced with an armed individual --two separate incidents in
the late 1980s at Brecksville, Ohio and Bronx, NY, in which three unarmed VA police
officers were shot and killed in the line of duty, and in 1992 there was a serious
wounding by gunfire of another police officer at VAMC Columbia, SC.

Since becoming the Secretary of Veterans Affairs, Jesse Brown has played a
direct role in issues relating to security at VA facilities. In August 1995, after gi\;ing
serious consideration to the various and differing opinions on the matter, Sécretary

Brown elected to initiate a one-year pilot project to arm police officers at no more than

six VA medical centers. The purpose of the pilot is to determine the feasibility of arming
officers at additional facilities. Section 904 of title 38, United States Code, authorizes
the Secretary to fumish Department police officers with such weapons as the Secretary
determines to be necessary and appropriate to ensure the maintenance of law and
order and protection of persons and property on Department property. Following the
preparation and staffing of a VA directive, and consultation with the Attorney General
and representatives of the FBI Academy, VA initiated the pilot program in September
1996. The Office of Security and Law Enforcement conducted on-site reviews and
firearms training at five pilot sites: Bronx, NY; Richmond, VA; North Chicago, IL;
Chicago (West Side) IL; and West Los Angeles, CA. These sites were selected
because of the support of local nianagers and because of a desire to have as broad a
geographical repreéemation as possible.

The five pilot sites initiated the program as they completed all the prerequisites,
with the first being North Chicago on September 30, 1996, and the last being Chicago
West Side on January 1, 1997. We originally intended to conduct an initial evaluation
of the program at the sixth month, but because of the shooting death of a physician at
VAMC Jackson, MS, the Secretary directed that a preliminary evaluation be provided to

him by April 1, 1997. The report of the evaluation, conducted by the Office of Security
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and Law Enforcement, judged the program to be successful to date. All actions taken
byvofficers were appropriate and there-was evidence that officers were exercising more
vigilance in the key areas of investigative stops and car stops. Comments from staff
and patients were overwhelmingly positive. Based upon this positive report, and in
order to develop a broader base of experience, the Secretary decided to expand the
number of facilities in the pilot program

The on-site firearm training program for the officers participating in the pilot was
developed with the assistance of the Chief of the FBI Academy Firearms Training Unit,
who reviewed the final training plan and concluded that our training exceeded or was
equivalent to that offered by most federal agencies. Also, at our request, the Chief of
the Academic Affairs Section at the FBI Academy reviewed our basic police officer
training course. Although this Section does not certify or accredit - baéic law
enforcement training, it was their conclusion in April 1996, that VA’s 160-hour basic
course appeared to be consistent with the standards established at the Federal Law
Enforcement Training Center and at several state academies.

Title 38 authorizes the Secretary to prescribe the scope and duration of training
required for Department police officers. Immediately after my appointment, | focused
attention on improving both the quality and quantity of training given to VA police. At
that time there was a smali, but dedicated, staff providing a basic police officer training
course of only 68 hours at the Little Rock VAMC. The Department of Justice had
recommended to VA that the training course be 160 hours. In August 1992, we
expanded the basic police officer course to 160 hours, added highly qualified instructors
in the important areas of law and human behavior, and greatly improved the classroom
facilities. In the basic course, we emphasize the specialized and specific needs of
policing in a health care environment and the participation of VA police officers as a

part of the medical care team.

VA's law enforcement training program is now funded through the Franchise
Fund and provides basic police officer training to police officers from the National
Gallery of Art, the Indian Health Services of the Oglala Sioux Indian Tribe, Pine Ridge,

SD, and Walter Reed Amy Medical Center. These organizations have chosen our



49

training center, in part, because of our focus on training our officers to deal with difficult
persons, utilizing the minimum amount of force necessary.

Finally, | wish to emphasize that we see the firearm as another tool for the
officer. We do not see that its addition, in any way, changes the philosophy that
Department officers use only the minimum amount of force necessary to de-escalate
violent encounters.

Controlied substances

Since the 1992 House Veterans’ Affairs Committee hearing on controls over
addictive drugs and drug diversion, VA has made significant progress. Working with
the Office of the Inspector General, the General Accounting Office, and the Office of
Security and Law Enforcement, the Veterans Health Administration has instituted
regulations over the accountability of controlled substances that are more striét than
any state or any other health care system’s requirements. Mr. Chairman, | would like to
briefly review some of the major actions taken by the Department to address the
diversion issue.

In 1991, the Secretary reported controls over lower scheduled drugs as a
material weakness under the Federal Managers' Financial Integrity Act report.

Subsequently, a series of actions were planned to correct the material weakness.

Resources were identified and approved for both the software development and the
necessary hardware to support the movement to requiring perpetual inventory of all
controlled substances. To improve accountability and automate manual processes,
three versions of controlied substances software have been released to VA medical
centers. Today all VA medical centers and clinics are required to maintain perpetual
inventory of all controlled substances dispensed. These requirements will result in
controls that exceed the community standards. In 1997, VA will recommend that the
material weakness be closed.

To deter and detect diversion, VA required that access to controlléd substances
be limited within the pharmacy and that documentation be maintained regarding
employees who have that access. Storing and dispensing of controlled substances
must occur within locked areas and electronic access control devices must be installed

on all locations within pharmacy where controlled substances are stored or dispensed.



50

This includes all cabinets, vaults, drawers, and carts where controlled substances are
stored or from which they are dispensed.

To verify the accuracy of inventories and identify any discrepancies in a timely
manner, verification of all controlled substances is required every 72 hours. Prior to this
requirement, inventory was verified monthly during the monthly narcotic inspection.
While this verification process is time consuming, automation has offset some of the
human resource requirements. There are examples where the 72-hour verification has
identified discrepancies, losses and thefts. These verifications continued to support

detection and deterrence of diversion.

To reduce the likelihood of diversion after an outpatient prescription is filled, a
tamper proof seal must be affixed to all controlled substance prescription vials after
filling the prescription, all completed prescriptions must be stored in locked cabinets,
and positive patient identification and patient signature is required before the
medication is handed to the patient or his/her agent.

These are just some of the actions taken as part of a comprehensive plan to
improve the abiiity to deter and detect diversion of controlied substances within VA
facilities.

VA has also taken actions to improve the ability to deter and detect the diversion
of non-controlled substances from VA facilities. VA has implemented a “just-in-time”
inventory and delivery system utilizing private sector prime vendor distributors. This
distribution system has dramatically reduced inventories within VA pharmacies for both
controlled and non-controlled substances and has removed all inventories of
pharmaceuticals that were stored in VA medical center warehouses. VA has developed
and implemented Drug Accountability software that will assist VA medical centers in
verification of inventory. Requirements regarding verification of high cost
pharmaceuticals was established in 1991 and are still in effect. Additional software
development is ongoing. VA has established an interface with private sector prime
vendors that will allow for the automated downloading of goods received into VA
inventory. The software is undergoing testing and planned release is in the summer of
1997. After the software is released and implemented, VA will reassess current

inventory accountability requirements.
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VA currently operates six Consolidated Mail Outpatient Pharmacies (CMOPS).
These CMOPS dispense millions of prescriptions a year and maintain the largest
inventories of pharmaceuticals in the VA system. At all the CMOPS there is a
requirement that the private sector software allow VA managers to track and account
for their inventory, thereby automating the process and increasing their ability to deter
and detect diversion.

VA continues to review all reports of diversion received by VHA, Security and
Law Enforcement, and OIG investigations. While the temptation to divert both
controlled and non-controlled substances will always exist and individuals will continue
to attempt diversion, VA has substantially improved its ability to deter and detect
diversion. We will continue our efforts and work with all parties to identify opportunities
for improvements. l
VA fire departments

At the vast majority of the Department’s medical centers, fire fighting services
are provided by local community fire departments. When local fire fighting services do
not meet VA’s minimum level of requirements, VA operates in-house fire departments.
The minimum level fire fighting services acceptable for VA medical centers is an initial
response from four paid firefighters and one fire fighting apparatus meeting the criteria
of National Fire Protection Association Standard 1901 with a minimum pumping
capacity of 750 gallons per minute. This response must be available 24 hours a day,
seven days a week and must be capable of responding to the medical center in eight

minutes or less, which is equal to a distance of approximately 3-1/2 miles.

Currently only 30 VA medical centers are operating in-house fire departments,
with approximately 387 FTEE. The total operating costs for all 30 fire departments for
FY 1996 was $16,289,215. The majority of these remaining 30 VA fire departments are
located at VA medical centers in rural areas servgd by small, ali volunteer fire
departments. While many local communities depend upon volunteer fire departments,
such departments, by their nature, cannot guarantee VA's minimum level of response in
a given time.

Thirty years ago, more than 65 VA medical centers operated in-house fire

departments. As conditions have changed over the past several decades, local
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communities have expanded and their fire departments have grown in size and quality.
As the local fire fighting services expanded, fire fighting responsibility was transferred
from VA medical centers to the local community whenever possible. In the past ten
years, 6 VA medical centers have closed their fire departments.

One of the objectives of the Under Secretary for Health’s Prescription for Change
is to focus management attention on VHA's key business of providing health care. With
this in mind, we are exploring opportunities for contracting out fire fighting services
wherever possible. However, the potential for contracting out of fire fighting services at
VA medical centers in the future is limited. Because VA fire departments typically
perform a number of non-fire fighting duties. such as inspecting and maintaining fire
protection equipment, conducting fire drills, or serving as part of the hazardous
response team, in addition to providing fire fighting services at their medical centers, the
actual cost for their fire fighting services is significantly less than the cost to establish an
outside source for this service. This cost differential has been documented by the
numerous A-76 cost comparison studies.

VA policy is meant to ensure an adequate level of fire fighting .response for
buildings housing patients overnight and reflects nationally-accepted practices. There
are no Federal laws or regulations or other fire codes or standards requiring VA to
establish, operate or maintain in-house fire departments.

A typical VA in-house fire department is staffed with 15 FTEE, including a fire
chief to provide a minimum of 4 fire fighters on duty for each tour of duty. VA maintains
a up-to-date fleet of fire pumpers with sufficient pumping capacity and equipment.
Each in-house VHA fire department has, as a minimum, a fire pumper that is less than
17 years old with the average age being 8 years old. VHA has a Fire Department
Program Manager who coordinates the activities of the VA fire department program.

While VA continues to pursue options which would enable us to focus on the
primary role of proving health care to our patients, the Department remains dedicated to

ensuring a safe environment for our patients, employees and visitors.

Vandalism at National Memorial Cemetery of the Pacific (NMCP)
In the late evening of April 19 and early moming of April 20, 1997, the National

Memorial Cemetery of the Pacific, or “The Punchbowl,” was one of seven cemeteries in
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the State of Hawaii to be desecrated by vandals. Vandals spray painted profane and
racist words on all 22 walls in the Columbarium Courts and desecrated the Chapel,
grave markers, railings and walls throughout the cemetery. Neither the Federal
Govemment nor VA appeared to be specific targets of the vandals as the unauthorized
entry by an unknown number of persons affected VA, State and private cemeteries.

The attack on NMCP, the Kaneohe State Veterans Cemetery and several private
cemeteries on Oahu was organized, as vandals used stencils and red spray paint to
publicize their racist and hateful messages. The cost of repairs at NMCP was
estimated at $20,000, donated by the Paralyzed Veterans of America. | am pleased to
report that the damaged areas in NMCP have been restored and all graffiti has been
removed. Federal, state and local law enforcement officials continue to work together
and are still seeking the suspects.

Mr. Chairman, this concludes my prepared statement. My colleagues and | will

be happy to answer any questions.
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Statement of Charles F. Rinkevich
Director of the Federal Law Enforcement Training Center
For Presentation to the Committee on Veterans Affairs
Subcommittee on Oversight and Investigations

Mr. Chairman and Members of the Subcommittee, I am pieased to be here today to
provide you with an overview on the operations of the Federal Law Enforcement Training
Center (FLETC).

Conceived as part of the great urban and police reforms of the 1960s, the FLETC opened
its doors in 1970. Its headquarters have been housed since 1975 on a 1,500 acre former Navy
training base located just outside the city of Brunswick on Georgia’s southeast coast. The
FLETC also operates two satellite training facilities, an owned ficility in Artesia, New Mexico,
and a licensed temporary facility in Charleston, South Carolina.

Bomn from the need to provide Federal law enforcement with consistent, high quality
training and nurtured through its infancy by a combination of interagency cooperation and
support, the FLETC has matured into the largest, most cost-efficient Center for law enforcement
training in the nation. Center facilities at Glynco include a modem cafeteria, regular and special
purpose classrooms, dormitories capabie of housing more than 1,200 students (single
occupancy), office and warehouse space and state-of-the-art specialized facilities for physical,
driver/marine and firearms tmining; The Artesia satellite Center has facilities similar to those at
Glynco but on a much smaller scale.

The FLETC’s mission is to conduct basic and advanced training for the majority of the
Federal Government's law enforcement personnel. We also provide training for state, local and
international law enforcement personnel in specialized areas and support the ‘training provided
by our participating agencies that is specific to their needs. The Department of the Treasury has
been the lead agency for the United States Government in providing the administrative oversight
and day-to-day direction for the FLETC since its creation.

Using a muiti-discipline faculty that includes criminal investigators, la'w,vers, auditors,
researchers, education specialists, police and physical security professionals, the FLETC
provides entry level programs in basic law enforcement for police officers and criminal
investigators along with advanced training programs in areas such as marine law enforcement,
anti-terrorism, financial and computer fraud, and white-collar crime. Currently 70 Federal
agencies participate in more than 200 diﬁ'ereng programs at the Center.

During FY 1996 the FLETC trained 19,352 students, representing 88,792 student weeks
of training and had an average resident student population of 1,708. April 1996 projections by
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our participating agencies indicate that during FY 1997 the Center will train 29,351 students,

repr ing 135,691 student weeks of training, with an average resident student population of
2,609.

Both the Center and its workload have grown tremendously over the years as more
agencies have come to realize the many benefits of consolidated training. In 1975, when FLETC
relocated from Washington, D.C., a staff of 39 employees moved with the Center. Today the
FLETC has an authorized staff of 512 permanent employees. Additionally, there are more than
150 personnel detailed to the FLETC from its participating agencies. Several of the FLETC's

participating agencies also maintain offices at the Center with a total staff complement of over

600 employees and employees of the Center’s facility support contractors total more than 700.

In 1970 the FLETC graduated 848 students. By FY 1976, the first full year of training at
Giynco, that total had grown to 5,152, and in FY 1996, as I mentioned earlier, the Center
graduated more than 19,000 students. The Center graduated more students in the last three years
than it did in its first 10 years of operations, a graphic example of the tremendous growth
experienced by the Center in the last few years. In all, the FLETC has graduated in excess of
325,000 students since its creation.

Training is conducted at either the main training center in Glynco, Georgia, our satellite
training center in Artesia, New Mexico, or the temporary training facility in Charleston, South
Carolina. The temporary training site in Charleston was established in FY 1996, to
accommodate an unprecedented increase in the demand for basic training by the participating
agencies, particularly that of the Immigration and Naturalization Service (INS) and United States
Border Patrol (USBP). It is the direct resuit of recent Administration and Congressional
initiatives to control illegal immigration along the United States borders and to protect Federal
workers in the workplace. We expect the Charleston temporary facility to be needed through
FY 1999. However, after FY 1999, sufficient capacity should exist at the Glynco and Artesia
Centers to accommodate the training requirements of all our participating agencies and the
Charleston facility will be closed.

In addition to the training conducted on-site at one of the FLETC'’s residential facilities,
some advanced training, particularly that for state, local and international law enforcement, is

exported to regional sites to make it more convenient and/or cost efficient for our customers.

Over the years, the FLETC has become known as an organization that provides high
quality and cost efficient training with a “can do” attitude and state-of-the-art programs and
facilities. During my association with the Center, I have seen first-hand the many advantages of
consolidated training for Federal law enforcement personnel, not the least of which is an

enormous cost savings to the Government. Consolidated training avoids the duplication of
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overhead costs that would be incurred by the operation of multiple agency training sites.
Furthermore, we estimate that consolidated training will save the Government $108,100,000 in
per diem costs alone during FY 1998. This estimate is based on'the Center’s projected FY 1998
workload and per diem rates in Washington and other major cities of $152/day versus the cost of
housing, feeding, and agency miscellaneous per diem of $25.26/day for a student at Glynco.
Consolidation also ensures consistent, high quality training and fosters interagency cooperation
and camaraderie. Students from the different agencies commingle, thus learning about each
other and each other's professional responsibilities. The networks established at the Center last
throughout their careers.

We view FLETC and consolidated training as a National Performance Review concept
ahead of its time. Quality, standardized, cost-effective training in state-of-the-art facilities,
interagency cooperation, and networking are indisputable results of consolidation., The
Administration and Congress can be proud of the quality of the training being provided at the
FLETC and the savings realized through consolidation

The FLETC is essentially a voluntary association with each agency’s participation
governed by a Memorandum of Understanding, and bolstered by the commitment of the
participating agencies, the Department of the Treasury and the Congress. Particularly in these
times of severe budget constraints, a single agency cannot afford the sophisticated facilities and
staff which are required for the state-of-the-art training necessary to adequately prepare our
nation's law enforcement personnel. Only by consolidation at a centralized location are
programs and facilities like those at the FLETC economically feasible. We estimate that it
would cost in excess of $175,000,000 just to duplicate the facilities available at the FLETC.

Closing

Mr. Chairman, in closing, I would like to emphasize that the Depaxltment of the Treasury
and FLETC management are strongly committed to providing high quality training at the lowest
posslble cost. Substantial savings are being realized by the Government through the operation of
the Center as a consolidated training facility.

1 am available to answer any questions you may have concerning this appropriation
request.
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STATEMENT OF JOHN R. VITIKACS, ASSISTANT DIRECTOR
NATIONAL VETERANS AFFAIRS AND REHABILITATION COMMISSION
THE AMERICAN LEGION
BEFORE THE
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS
COMMITTEE ON VETERANS’ AFFAIRS
UNITED STATES HOUSE OF REPRESENTATIVES
ON
SAFETY AND SECURITY IN THE DEPARTMENT OF VETERANS AFFAIRS

Y 22,1997

Mr. Chairman and Members of the Subcommittee:

The American Legion appreciates this opportunity to present its views on the Security
Program of the Department of Veterans Affairs (VA) -- Veterans Health Administration (VHA).

On May 19, 1988, The American Legion testified before this Subcommittee that
inadequate salaries and the lack of special salary rates contributed to high turnover and high
vacancy rates within VA Security Service. At that time, The American Legion opposed arming
VA security officers. Then, as now, the issues of training, supervision, pay and job performance
are important qualifying factors to arming VA security officers.

Over the past several years, a gradual improvement occurred in the recruitment and
retention of VA security officers. The security service vacancy and turnover rates dropped
considerably as a result of increasing most pay grades, along with the expansion of special pay
rates. Sadly, vacancy and personnel turnover rates have recently increased. However, this is due
more to the recent uncertainties about government reductions-in-force and other occupational
concerns.

The American Legion believes VA security officers should be paid commensurably with
the federal law enforcement pay scale. Adequate salaries and other benefits improve VA security
officer recruitment and retention. However, the question of whether to arm all VA police officers
is more important than simply receiving a larger paycheck. The recruitment and retention of a
competent security staff and providing proper police training and supervision creates the key
conditions for alleviating concerns about the arming of VA security personnel. A weapon does
not make a competent security officer; rather the officer must be able to diligently and
competently carry-out their responsibilities.

Mr. Chairman, VHA is in the process of conducting a test program of arming security
officers at six medical centers. The program will be completed about the end of 1997, with a full
evaluation in early 1998. At this time, the pilot program is too current for any substantial
assessment. The VA is learning valuable information in relation to the pilot program and The
American Legion supports the program.



It is the conviction of The American Legion that VA medical centers and clinics are totally
responsible for the safety and security of patients and staff; protection of Government property;
the property of patients and staff, and the orderly conduct of affairs at VA installations. It is
equally important that VA employees be able to carry out their important duties and
responsibilities without the apprehension of worrying about their own safety and the safety of the
patients to whom they are providing care and services.

Recent tragic events at certain VA medical facilities support these concerns. Over the past
ten years, four VA security officers have died in the line-of-duty and others have been seriously
injured. Additionally, a medical doctor was recently killed at VAMC Jackson, MS; and a nurse
was raped at VAMC Manhattan, NY. Other serious incidents could have produced equally tragic
outcomes.

The American Legion recognizes that VA security officers face the same dangers as any
other city or county law enforcement officer, and often times more than other federal
departments. On an average day, VA security officers respond to assaults, disturbances, fleeing
suspects, motor vehicle stops, etc. Officers not only patrol buildings but also grounds and streets.
If VA ultimately makes a recommendation to permanently arm security officers, the
implementation of that decision should be gradual and measured, with close supervisory controls.

The VA Little Rock Training Academy must be capable of providing security officers
responsible training in the conduct and use of firearms. If a recommendation is made to arm VA
security officers it must be certain the best training is available, along with a continuous
instruction and assessment program.

Mr. Chairman, in all instances, a security officer’s quick thinking and proper training
cannot neutralize someone intent on committing a violent crime. Thirteen years ago, The
American Legion testified before the House Veterans Affairs Committee that the potential
ramifications of VA security officers carrying firearms far outweighs its justification. The tragic
and nearly tragic events within VA facilities over the past ten years are very serious. The
American Legion believes the current pilot program on arming VA security officers should be
completed and fully evaluated prior to deciding the future policy of this important subject.

Mr. Chairman, that completes my statement.
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* WASHINGTON OFFICE % 1608 "K" STREET, N.W. % WASHINGTON, D.C. 20006-2847 »
(202) 861-2700 * FAX (202) 861-2728

For God ‘and Country

May 19, 1997

Honorable Terry Everett, Chairman
Subcommittee on Oversight and Investigations
Committee on Veterans’ Affairs

337 Cannon House Office Building
Washington, DC 20515

Dear Chairman Everett:

The American Legion has not received any federal grants or contracts, during this year or in
the last two years, from any agency or program relevant to the subject of the May 22
hearing on Safety and Security in the Department of Veterans Affairs.

Sincerely,

o e TP
John Vitikacs, Assistant Director
for Resource Development

National Veterans Affairs and
Rehabilitation Commission
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JOHN R. VITIKACS
ASSISTANT DIRECTOR FOR RESOURCE DEVELOPMENT
NATIONAL VETERANS AFFAIRS AND
REHABILITATION COMMISSION

Mr. Vitikacs' service with The American Legion
commenced on November 1, 1982. He was assigned as a Field
Service Representative with the National Veterans Affairs
and Rehabilitation: Commission (VA&R). Assuming.. “new
responsibilities in January 1990, John applied his Field
Service experience in the capacity of Resource Development
Specialist, preparing Congressional testimony on a wide
variety of veterans' related legislation. In April 1993, he
was promoted to the position of Assistant Director for
Resource Development.

Mr. Vitikacs' duties with The American Legion include
oversight of Veterans Health Administration medical care
programs, medical construction, the National Cemetery
System, State veterans' programs, and Department of Veterans
Affairs budgetary analysis.

John was born in Frederick, Maryland on September 10,
1952. He graduated from Brownsville Area High School,
Brownsville, Pennsylvania in May 1970. He served on active
duty in the U.S. Army from June 1970 until June 1973. He
received training as a combat intelligence analyst at Fort
Holabird, Maryland, and served a tour of duty with the 525th
Military 1Intelligence Group, MACV Headquarters, Saigon,
Vietnam. Upon completion of his Vietnam service until
discharge, he was assigned to Supreme Allied Headguarters
Europe, Brussels, Belgium as a personnel security analyst.
Mr. Vitikacs' military decorations include the Bronze Star
Medal (meritorious), Army Commendation medal, and Good
Conduct Medal.

Mr. Vitikacs obtained a Bachelor's Degree in Public
Administration from George Mason University in Fairfax,
Virginia and a Graduate Certificate in Legislative Affairs
from George Washington University, Washington, DC. He
belongs to American Legion Post #364, Woodbridge, Virginia.
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Mr. Chairman and Members of the Subcommittee, I am Barbara Zicafoose, Nurse
Practitioner in the Center for Outpatient Services at the Veterans Affairs Medical Center in
Salem, Virginia. As Legislative Co-Chair for the Nurses Organization of Veterans Affairs
(NOVA), I am pleased to present testimony on safety and security in the Department of
Veterans Affairs (DVA) on behalf of NOVA. I speak for our membership and for the more
than 40,000 professional nurses employed by the Department of Veterans Affairs (DVA).

Introduction:

NOVA is a professional organization whose mission is: Shaping and influencing
professional nursing practice within the DVA healthcare system. NOVA is very interested in
assuring that the DVA is a safe, secure place for patients, employees, and visitors. Workplace
violence has emerged as a critical safety and health hazard nationally.

Workplace violence is a problem of national scope which can effect everyone. The
magnitude of the problem is well documented in the literature. The 1994 U.S. Department of
Labor report notes that 1,071 workplace deaths occur every day of the year. These statisticses
to an average of three individuals dying at the workplace each and every day of the year.
These statistcs do not account for the additional several hundred innocent bystanders and non-
employees killed yearly. The Bureau of Justice Statistics, in a report released in July 1994,
reported that one million individuals are victims of some form of violent crime in the
workplace each year. This represents approximately 15 percent of all violent crimes
committed annually in America. Health care providers are at an increased risk for violence
because they are caring for individuals and families during a time of illness which can
precipitate stress and the sense of loss of control, leading to inappropriate or violent behavior
(Boucher, 1993).

According to one study (Goodman, 1994), between 1980 and 1990, 106 occupational
violence-related deaths occurred among health care workers, 18 of these being registered
nurses. Another study found that nursing staff at a psychiatric hospital sustained 16 assaults
per 100 employees per year. At a time when homicide is the second leading cause of death to
American workers and violence in the workplace is increasing, it is timely that the this
Subcommittee and the DVA investigate workplace safety.

Considerations:

NOVA recognizes the most frequent recommendation for controlling violence at
medical centers is to arm our VA police with guns. We support Secretary Jesse Brown and
the DVA’s reluctancea to place firearms in our hospitals. The very presence of a weapon in a
work environment, for whatever reason, can contribute to a triggering event for violence.
Many veterans suffer long-term complications, disabilities, and/or emotional trauma related to
these weapons. Guns are for killing and have no place in institutions developed to promote
health and wellness and the treatment of diseases. The passage of the Brady Bill in 1994
further indicated that with concerted efforts at public education, more stringent measures
could be passed.
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NOVA supports an alternative strategy. Staff education and training, along with
knowledge of evaluation and intervention techniques can reduce workplace violence. The
problem with the successful use of staff education and training as a successful intervention
method is a lack of awareness, and in many cases, a belief system that denies the possibility
violence existing in our environment (Kelleher, 1996).

Another consideration related to workplace violence is its cost to the system.
Following a violent incident in the workplace, there is generally loss of productivity, a drop in
morale, people are physically injured, and frequently dozens of individuals are severely
traumatized by the event. Additionally, it is estimated that violent crimes in the workplace (in
1994) caused some 500,000 employees to miss 1,751,000 days of work annually, or an
average of 3.5 day per incident. This missed work equated to approximately $55,000,000.
Experts agree the best approach to reducing workplace violence is prevention and protection
(Brow, 1993; Ducan, 1995; Kelleher, 1996; Labig, 1995; McClure, 1996; McVey, 1996; and
Smith, 1994).

Pre ion and Pr

The Occupational Safety and Health Administration (OSHA) in 1996 published
voluntary, generic safety and health program management guidelines for all employers to use
as a foundation for their safety and health programs, which can include a workplace violence
prevention program. A review of the literature supports this belief that education and
prevention for workplace violence should be the first intervention. Recurring prevention
themes include (but are not limited to): staff education and training; tighter security measures;
adopting a "Zero Tolerance" policy toward unacceptable behavior; developing a Crisis
Management Team which would evaluate any warning and decide what to do about them; and
creating a Trauma Team.

One intervention mentioned, tighter security measures, is critical for the DVA because
of the location of some Medical Centers in high crime areas and the growing implementation
of satellite and mobile clinics. Some physical security measures recommended in the
literature include: increase security personnel on the premises during off duty hours;
improved lighting; beepers for human resources and security personnel; badges for all visitors;
metal detectors in high crime areas; bullet proof glass (especially in ER’s and high profile
areas); hidden panic buttons; and closed-circuit television cameras. These cameras would
monitor common areas like stairwells, lobbies, reception areas, smoking and break areas, and
warehouses, where many outbreaks of violence occur. If new mobile clinics are visiting high
crime areas, then NOVA recommends that a security escort be sent with that clinic.

Another intervention is the adoption of a "Zero Tolerance" policy toward unacceptable
behavior. NOVA applauds Secretary Jesse Brown on his recent comments in putting veterans
first (March 20, 1997) where he addressed safety in the workplace and reports that, "Violence,
threats, harassment, intimidation, and other disruptive behavior in our workplace will not be
tolerated." Workplace violence is not limited just to homicide but to those behaviors
identified by Secretary Brown. The "Zero Tolerance” policy identifies and provides a solid
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definition of workplace violence It includes: any act which is physically assaultive; behavior
indicating potential for violence (such as shaking fists and throwing objects); any substantial
threat to harm another individual or endanger safety of employees; a significant threat to
destroy property; and aberrant behavior that okay signal emotional distress. Staff need to be
trained to be aware of the warning signs of a potentially violent individual and the method of
reporting such an individual.

A third intervention identified is the creation of a Crisis Management Team. This
team would include the Director, a psychologist with special training in this area, the head of
security, and legal counsel with special training. This team would have a written plan to be
followed in a crisis or when there are signs a crisis may occur, evaluate any warnings of

potential violence and decide what actions need to be taken.

A potential lifesaver in workplace violence and one most often overlooked is the
development of a Trauma Team. This team would be composed of trained personnel with
specific "jobs" in the event of a tragedy. It would include such assignments as first aid,

media control, management of onlookers and notification of families.

Summary:

Over one million employees will be victims of workplace violence this year according
to the Department of Justice. Over one thousand will be murdered at work, and this number
may be conservative. Workplace violence is a problem of epidemic proportions. The
probability of being the victim of workplace violence in some form is about fifteen percent
and growing each year. Violence inflicted upon employees may came from many sources,
including patients, third parties such as robbers, and even coworkers. It can include violent,
threatening, harassing, intimidating, or disruptive behavior. Current literature supports that
there are tactics for evaluating and defusing workplace violence issues without the use of
weapons. Staff education and training, along with knowledge of evaluation and intervention
techniques, can substantially reduce the possibility of workplace violence. Initiating
prevention and intervention techniques as identified can make the workplace safer by stopping
a crisis before it begins.

1 would like to thank NOVA’s President, Dr. Maura Farrell Miller, PhD, ARNP, CS,
and Legislative Chair, Sarah V. Myers PhD, MSN, RNC, for their assistance in the
preparation of this testimony. Thank you for the opportunity of presenting this written
testimony on behalf of NOVA.
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| am Ernest W. Little, a fire fighter employed by the Department of Veterans Affairs
(DVA), at Perry Point, Maryland, and a member of AFGE Local 331. | am here today on
behalf of the American Federation of Government Employees (AFGE), which represents
700,000 employees, many of whom work for DVA. We are particularly pleased to have
this opportunity to appear before you.

Currently, DVA maintains 31 fire departments and AFGE represents the employees
at 21 of those departments. There are five major organizations representing federal fire
fighters--AFGE, the International Association of Fire Chiefs, the International Association
of Fire Fighters, the National Association of Government Employees and the National
Federation of Federal Employees. These five organizations work closely together on ali
federal fire fighter issues. We have discussed this testimony and all agree that if each
were to testify, they would present the same views.

In preparation for today’s hearing, we surveyed the 21 fire departments which
AFGE represents. We had only a few days to do this but were pleased with about a 35%
response rate and will refer to the information obtained throughout this testimony.

We will focus our remarks on DVA fire service and present the views of our DVA
fire fighter members. Their particular concerns are the fire protection afforded our .
nation’s veterans at DVA medical centers throughout the country and the opportunitjes
which exist to utilize the fire service to provide needed services at great cost savings to
DVA.

| want to stress that AFGE has been working closely with the Administration in its
reinvention efforts. We endorse the goal of an efficient, cost effective service which
places its customers first. To this end, we have met with Secretary Jesse Brown and
discussed the advantages to DVA of having the authority to enter into sharing
arrangements. Our position has been that prior to entering into such arrangements, the
full scope of the work must be determined, its cost calculated and an accurate
comparison between in-house performance and performance by outsourcing must be
made. In addition, AFGE has long been an advocate for seeking new ways to do
business which will both improve the service provided to customers and be cost effective.
Unfortunately, the DVA fire service has not benefited from any in-depth analysis and in
fact, appears to be viewed solely as a source of revenue drain rather than a critical
component of caring for our nations veterans.

Today, we would like to focus on two main points. First, millions of dollars in
savings could be achieved if DVA would emulate fire services around the country and
take advantage of the full range of emergency services which fire fighters are uniquely
qualified to provide. Second, at the present time, veterans who are patients at Medical
Centers as well as employees are at great risk at most facilities because of DVA's
inattention to its fire service.

To fully understand the importance of these points, some background may be
necessary.

Today's Fire Service.

Beginning in the early 1980's, fire incidents were drastically reduced. This was
directly attributable to the fire services’ public education efforts, widespread prevention
and protection measures, and the establishment and enforcement of better fire safety
codes.

At the same time, communities nationwide began calling upon their fire
departments to respond to all types of emergencies--hazardous materials incidents,
crash/rescue efforts, and emergency medical services—and most now have even changed
their names to reflect that they are now no longer just fire departments but rather,

2
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emergency services departments.

This also coincides with the changes taking place in the medical profession. The
provision of both Basic and Advanced Life Support by Emergency Technicians is saving
communities millions of dollars by utilizing fire fighters for this function. There is now
widespread recognition of the need for on-the-scene immediate care prior to transport; an
emergency service which fire fighters can easily fulfill and which enables hospitals to
significantly reduce emergency room services and personnel. In addition, it is now well
established that immediate emergency medical attention not only saves lives but reduces
the time and attendant costs needed for recovery.

Unfortunately, the federal government has not completely recognized these
changes, although the Department of Defense (DoD), which employs 98% of all federal
fire fighters, has taken the first step. Its Fite and Emergency Services Quality Working
Group adopted a five-year strategic pian which included the goal of having DoD fire
departments assume full responsibility for all emergency medical services at DoD
facilities.

Fire Fighting Is A Science.

Over the years, research has yielded certain scientific facts pertaining to fire
suppression. -Most important among those facts is that sprinklered buildings reduce fire
loss but not fire risk. When there is a fire, the high use of plastics and other synthetic
materials, particularly at medical facilities, results in an extremely hot, fast-burning fire
which produces an increased amount of toxin-carrying smoke.

For example, articles which contain polyvinylchoride (PVC’s) can melt when
exposed to heat, creating a highly toxic vapor. As fire fighters say: one whiff and you
wonder what it is; but you'll never know because after the second whiff, you're dead.

Today, there are more deaths from smoke inhalation than there are from fire burn.
The highest injury and death rate from burns and smoke inhalation occur to people who
are unable to evacuate buildings such as the elderly, the sick or those who are easily
confused such as the mentally ill, mentally retarded, those suffering from Alzheimer's or
who have damage from substance abuse--the very type of patients at VA Medical
Centers.

Response Times Are Critical.

Both fire suppression and emergency medical services should always be
discussed in terms of response times. It is well known how long it takes before a fire
resuits in a total loss. A graphic example of this can be seen in a film developed by the
National Fire Prevention Association (NFPA) which promulgates national consensus
standards pertaining to the fire service. This film shows that within 40 seconds of
dropping a lighted cigarette between two sofa cushions, the cushions will begin to
smolder, giving off toxic fumes. Within, 5 minutes there is a total flash-over--resulting in
heat so high that it becomes impossible to enter the room. Within 10 minutes, the room
is filled with vaporous fuel, creating a backdraft condition that results in total loss. Thus,
failure to respond within 10 minutes is extremely dangerous.

Staffing Of Fire Departments Can Be Determined With Accuracy.

Perhaps more so than for any other occupation, the absolute minimum staffing
levels for fire departments can be determined with precision and accuracy. It is based on
the basic equipment needed and the number of men needed to operate the equipment
safely.

The starting point for determining staffing Ie\}els is the risk assessment. Risk
assessments force you to go beyond the narrow confines of fire suppression. They
incorporate the functions provided by the Federal fire service today by considering factors
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such as EMS, HazMat and fire prevention and maintenance--all of which are vital if the
risk to people and property is to be contained.

Once the risk assessment has been undertaken, then the equipment needs can be
determined. After decisions are made on the number of companies needed to meet
response times and the number of units of mobile equipment which are required to meet
relevant standards, then proper staffing levels can be determined.

The national consensus standards adopted by both OSHA and DVA recognize the
need for four fire fighters to respond to a fire. Two go in and attack the fire; one serves
as a back-up in case the first two go down; and one operates radio command, the
pumper, etc. To have fewer fire fighters means the fire fighters and the patients they are
trying to protect are placed at an even greater risk.

As an example, we call your attention to the recent incident which occurred in
neighboring Prince Georges County, Maryland. A fire alarm went off in early April.
Because the county fire department was underfunded, the closest fire station was closed.
The next closest station could not meet and did not meet the minimum 10 minute
response time. When the fire fighters arrived, the fire was so advanced that nothing
could be saved. However, the more tragic part of this story is that because only two fire
fighters responded, the small child trapped inside the burning building could not be
saved. This could have been the story at a lock-down psychiatric unit at a VA medical
center.

Not only is it recommended that a minimum of four men respond to a fire incident,
but NFPA 1200, which is currently being considered by the committee, proposes that a
fire department be able to have 10-12 men at the scene of a fire within 10 minutes of a
fire alarm and that the initial response be made within 4 minutes.

After the number of individuals needed to operate the equipment in accordance
with the regulatory staffing requirements has been determined, this nhumber should be
multiplied by the appropriate Manpower Staffing Factor. This factor is the number of men
needed to insure 24 hours per day staffing after taking into account annual and sick
leave, jury duty, reserve guard duty, training, etc.

For example, if the risk assessment determines a need for one pumper and the
relevant staffing standard for that pumper is 4 men, and each of those men worked shifts
of 24 hours on and 24 hours off, then you would need a total of 8 men to cover 24 hours
per day, seven days per week. After taking into account, holidays, jury duty etc., you
probably need 2.8 to 3.4 men.

Now let's see how the operation of the DVA fire departments stack up against
these facts.

Millions of Dollars In Savings Could Be Achieved.

Iif DVA would emulate fire services around the country and take advantage of the
full range of emergency services which fire fighters are uniquely qualified to provide, it
could save millions of dollars and provide a needed and necessary service to the
veterans of this country and to DVA employees.

There is already a shining example of this within the system. AFGE Local 1119 at
the Montrose VA, New York, submitted a proposal to management last December to
cancel the contract with an ambulance service and to permit the fire department to take
over this service. The Director agreed and here is what happened:

The contract for ambulance service--costing $207,000 per year (and estimated to
increase by $50,000 to $60,000 annually because of the facility's closure of its ICU
unit which means that more patients would have to be transported off-site)—was
cancelied.
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An ambulance (demo model) was acquired for a cost of $75,000.

The fire service took over the ambulance function—-with no increase in staff-on

April 4.

Those fire fighters operating the ambulance are certified emergency medical
technicians and because basic life support is now one of their primary duties, they
are entitled to a grade increase which increased the salary costs to the VA by
approximately $95,000 annually but which still meant that the VA will save
$160,000 or more annually after the first year.

The in-house response time is under 4 minutes as contrasted with the contractor
service which was between 1/2 and two hours.

At the present time, the fire department is manned by a staff of six. This enables
four men to be ready to respond to a fire while two can operate the ambulance.
Obviously, this does not allow for employees on leave. In that case as well as in
the case when the ambulance needs to leave the facility to transport to another
hospital, a nurse is used in the ambulance. Recognizing this shortfall, the fire
fighters are suggesting increased staffing in the fire department and a
corresponding reduction in the nursing unit. This too will save money because
nursing personnel are paid more than the fire fighter/EMTs and receive overtime
after 40 hours whereas fire fighters do not receive overtime until after 53 hours per
week.

Finally, assumption of the emergency medical service and providing basic life
support to those at the Center not only will save over $160,000 per year and
provide a much higher quality service to those at the facility but it was a job easily
assumed by current employees who are already trained to respond. (Copies of the
Montrose fire fighters’ proposal to take over this function is attached.)

The same type of proposal including providing EMS service to adjacent federal
buildings on a reimbursable basis was submitted by an IAFF Local in Minneapolis. The
Director concluded he was not interested. In fact, he has indicated that he is not
interested in keeping the fire department. He simply wants to outsource regardless of the
impact on veterans or of the cost. How can the VA justify a failure to take advantage of
cost savings which include providing quality service to our Veterans and how can it justify
the risk understaffing of fire departments places everyone at a VAMC in?

DVA Patients, Employees and Fire Fighters are at Great Risk.

The second point we want to discuss today is the risk veterans and employees
face at most facilities now and the likelihood that this risk will increase if
recommendations for sharing arrangements or other outsourcing measures currently
proposed are actually implemented.

The situation at most DVA fire departments is so egregious that it can only be
characterized as a "disaster waiting to happen". As always, staffing and response times
should be considered first and foremost.

Last September, the award for the best DVA Fire Department was given to
American Lake, in Tacoma, WA. Now, a sharing arrangement with Ft. Lewis is all but
finalized.

This facility consists of 60 structures on 380 acres including a lake. Beside the
medical facilities, there are ten residential houses. The medical unit houses psychiatric
patents many of whom must be kept in a locked unit, and geriatric, Alzheimer, post
traumatic stress, substance abuse and blind rehabilitation units housing some 350
patients at any given time. It has one fire department staffed with five fire fighters and
one chief plus four temporary fire fighters for a total of 10 personnel or 5 on duty at any
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given time if no one is on leave, attending training, on jury duty or reserve military duty.

It has two vehicles. As currently configured, it cannot meet the required staffing of 14 fire
fighters and a Chief. The fire department cannot meet the requirement of a four-man
response but it does the best it can.

The department costs approximately $464,000 per year to operate. In addition to
providing fire suppression services, this undermanned department also provides police
back-up equal to 2 FTE's, sprinkler and fire alarm maintenance equivalent to 2 FTE's,
patient transport via ambulance/escort equivalent equal to one FTE, and estimates that
by handling snow removal it saves the facility $20,000 in overtime. These savings are
not reflected in the operating budget nor were they considered when the cost of the Ft.
Lewis sharing arrangement was determined.

Consonant with DVA’s policy of pursuing sharing arrangements, American Lake
approached the county. County officials were not interested but did say: (1) fire
suppression only would cost in excess of $300,000 per year, (2) their best boat response
time would be one-half hour although fire suppression might be around 10 minutes, (3)
they would respond to a call within the county before responding to the VA facility, and
(4) would leave the scene of a VA fire incident to respond to one within the county.

Next, the facility contacted Ft. Lewis, which has offered to take on fire suppression
services only at a cost in the neighborhood of $165,000. its normal response time would
be in the 12 to 14 minute range.

Using Ft. Lewis would cost less that what is required to operate the American Lake
fire department. But is the risk worthwhile? Let's look at what will be lost:

The five positions now backfilled by the fire fighters will have to be filled.
The estimated $20,000 in overtime for snow removal will have to be paid.

If there is a fire, it is doubtful that Ft. Lewis can respond within the critical 10
minute period so it could result in loss of property and perhaps even lives.

A contractor will have to be hired to maintain the sprinkler and fire alarm systems.

The fact that Ft. Lewis will not provide boat rescue for patients who wander into
the Lake was brought to the facility’s attention and they indicated this could be
handled by the County. Any water rescue delayed for the one-half hour county
response time is likely to result in death. ’

Elevator rescues will no longer be done by the fire department but will instead be
handled by the contractor who services the elevators. The contractor will do his
best to respond within one hour. Just last week, the fire department responded to
three elevator emergencies in one day. One of the incidents involved a patient
being moved from surgery to ICU. Should patients wait for an hour or more in a
stuck elevator before rescue?

Quite honestly, the facts indicate that a sharing arrangement will yield little if any
cost savings but the impact will adversely and seriously disadvantage patients and
others. The American Lake fire fighters are puzzled, to put in mildly, by this decision.
We ask: is this the reward for being the best DVA Fire Department?

Other VA fire departments report much the same thing. The Chillicothe, Ohio,
DVA fire department reports that it has 60 buildings on its 307 acres including 14 housing
units. It is currently staffed with 13 fire fighters and 1 Deputy Chief. This means, at a
maximum, 7 men are on duty at any given time--which is certainly not enough to operate
the equipment. Chillicothe, to the best of the fire fighters’ knowledge, including the
Deputy Chief, has never undertaken a formal risk assessment. But, even under any
assessment or under any standards, its current level of staffing is far short of the number
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of men required to perform the job at all. In short, it would be almost humanly impossible
to control and extinguish a major fire. During 1996 the department responded to 516 fire
alarms, 84 code oranges (disturbances), 24 code blues, 20 helipad response stand-bys,
99 ambulance runs, and 227 patient transports. That's 670 responses. The closest fire
department is totally volunteer and its response time is 15 to 20 minutes. Certainly,
reliance on it for fire suppression would be pure folly. Chillicothe has a lake and it does
boat rescues. It has multi-storied buildings and does elevator rescue. . It has wards
housing psychiatric, Alzheimer’s, geriatric, hospice, cancer, and substance abuse
patients. It must continue to have its own fire department which must be staffed at a
level to meet the most minimal standards.

At Ft. Meade VAMC, South Dakota, the facility encompasses almost 8,000 acres
with 878,600 gross square feet of occupied space including hospital, workshop, offices
and housing including shelter for up to 400 National Guardsmen. At any given time,
there may be as many as 1,600 people on the facility. The fire department currently has
a staff of 12: one fire Chief, 3 captains, 3 driver/operators and 5 line fire fighters—-which is
insufficient to meet any applicable standards. The last risk assessment was done in
1993, which is totally out of date unless there have been absolutely no changes at the
facility in the last four years. The closest fire department which could enter into a sharing
arrangement is the Sturgis Volunteer Fire Department, which is all volunteer and does not
operate an ambulance. The response time for this Department is 15 minutes after the
volunteers have responded. Veterans and other, including the fire fighters, at Ft. Meade
should not be placed at great risk simply because the VA fails to meet staffing standards
nor should they be placed at even greater risk by relying on the Sturgis Volunteer Fire
Department which cannot meet any reasonable response times and which uses only
volunteers who may or may not be available at any given point in time.

Battle Creek VAMC in Michigan is contemplating dual-hatting its fire fighters and
police. Under the proposal, these men would become Public Safety Officers. We
recognize that there are certain law enforcement functions easily and currently performed
by the fire fighters, but these are generally confined to inspection and enforcement of
codes and regulations. The apprehension and detention of those violating criminal
statutes is not something a fire fighter would routinely do but more importantly, if an
emergency alarm were sounded during the search for a suspect, to which of these
serious incidents would a fire fighter's obligation lie? Battle Creek has approximately 600
patients with a current fire fighter staff of 10, plus 3 temporary employees. Their staffing
meets no applicable standards. The nearest fire department (Battle Creek) can respond
to the facility in 12 minutes or more. As pointed out above, this is too long particularly
when you have non ambulatory patients and those in locked psychiatric wards.

Sheridan, WY VAMC is staffed so that it can operate its three pieces of equipment-
-on Tuesdays--when staffing off days overlap. Let's hope Sheridan's emergency calls are
limited to Tuesday occurrences but that's unlikely given its average of over 370
emergency responses per year. Sheridan is fortunate in that the Sheridan City Fire
Department can respond in eight or more minutes. Thus, a fire incident might not result
in a total loss. The City can respond under the mutual aid agreement. Notwithstanding
this, we ask why the DVA is placing everyone at Sheridan. VAMC at such great risk
simply by understaffing the fire department?

In addition to these facts, we point out to the Committee that at each VA Fire
Department, the fire fighters perform an incredible array of necessary duties all of which
must be performed and will continue to have to be performed either by a contractor or by
hiring additional personnel. The following are just some of the examples: fire and safety
inspection; fire alarm and fire suppression system (sprinkler and fire extinguisher
maintenance and inspections); confined space assessment for hazardous atmosphere
and confined space rescue; emergency medical response which, at some facilities,
includes both basic and advanced life support; patient transport to other facilities or
airports; hazardous materials response, assessment and cleanup; vehicle extrication for
accident victims; sole answering point for 911 calls; after hours inspection of facilities and
construction sites; employee fire and safety training, fire drills and new employee
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orientation; engineering service call taking and assessment after duty hours, weekends
and holidays; alternative answering point for hospital aftér hours, weekends and holidays;
security runs off station; police backup; snow removal; maintenance of fire vehicles and
equipment; and assisting engineering in clearing roadways blocked by natural disasters.

Mr. Chairman and members of the Committee, we bring these facts to your
attention in the hope that you will pursue this issue. Our recommendation is quite simple.
Where critical response times can be met by a fire service located near a DVA facility,
sharing or outsourcing arrangements should be explored. Exploration should include not
only comparing the full scope of work currently performed by the fire department but the
additional functions such as EMS, which the fire department could perform without an
increase in staff above those needed to meet staffing standards and which would save
money and provide a quality service. Montrose VA is a prime example of the assumption
of additional duties at a great savings to the DVA.

Where critical response times cannot be met, then the VA must take needed action
to insure that veterans and employees are protected adequately. This includes meeting
minimum staffing standards without the widespread use of temporaries which has been
so prevalent throughout the VA over the last four or more years. Further, dual-hatting
should not be practiced where it provides an inherent conflict such as the dual-hatting
(policeffire fighter) proposal being considered by Battle Creek. In addition, the Montrose
VA example should be given serious consideration as an appropriate adjunct to the
services now offered by the fire department.

AFGE would welcome the opportunity to work with the Committee to explore ways
in which the Department of Veterans Affairs’ FIRE AND EMERGENCY SERVICES can be
provided at all DVA facilities in the most efficient and effective manner--providing a quality
service for its customers--our nations veterans--at the most realistic cost.

Again, we thank you for this opportunity to appear today.
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AFGE has no grants or contracts to declare.
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BIOGRAPHY
of
ERNEST W. LITTLE
Ernest W. Little is a fire In addition to his work at
fighter employed by the Perry Point, Mr. Little
Department of Veterans Affairs utilizes his experience and

at Perry Point, Maryland. 1In

addition, he is a part-time
support instructor for the
Maryland Fire and Rescue
Institute, special programs
section.

He has 12 years experience as a
fire fighter including six
years with the Department of
Veterans Affairs. He has
served as a lieutenant and a
captain in the fire service.

Ernie highly proficient and
skilled at fire suppression,
fire inspection, confined space
rescue, high angle rope rescue
and vehicle rescue.

He holds many certifications
including Fire Fighter II, Fire
Officer 11, Fire Service
Instructor III, and Hazardous
Material Technician.

Mr. Little is an active member
of AFGE Local 331 Perry Point,
Maryland and participates in
many union activities. He is a
member of the AFGE Fire
Fighters Steering Committee
which consists of all federal
fire fighters who are also
members of AFGE. The coalition
recommends policy to AFGE’s
National Executive Council on
issues directly impacting
federal fire fighters.

skills as a volunteer for his
local community volunteer fire
department.

Mr. Little and his wife,
Sharon, reside in Elkton
Maryland.
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TRAINING RECORD
ERNEST W LITTLE 215-80-6522

COURSE

BASIC FIREFIGHTING
FIREGROUND OPERATIONS 1
FIREGROUND OPERATIONS 2
TRUCK COMPANY OPERATIONS
PUMPS

AERIAL OPERATOR

RESCUE TECHNICIAN

NFA LEADERSHIP 3

MARYLAND CHIEF OFFICERS SEMINAR 1993
MARYLAND CHIEF OFFICERS SEMINAR 1994
CONFINED SPACE RESCUE

GOVERNORS FIRE AND BURN CONFERENCE 1993
GOVERNORS FIRE AND BURN CONFERENCE 1994
FIRE PREVENTION AND SUPPRESSION

INCIDENT SAFETY OFFICER

HEALTH AND SAFETY OFFICER

PORT AND MARINA FIREFIGHTING

SPRINKLERS AND STANDPIPES

RADIOLOGICAL EMERGENCY MANAGEMENT
NFA BUILDING CONSTRUCTION 1

NFPA 25 SPRINKLERS

MANAGING COMPANY TACTICAL OPERATIONS
NFA FIRE ARSON DETECTION

NFPA 101 LIFE SAFETY CODE UPDATE 1995
LEADERSHIP AND SUPERVISION

CODES AND STANDARDS RESEARCH SEMINAR
EXECUTIVE DEVELOPMENT SEMINAR NFPA 1021
2-2.1,2-2.2,2-2.3,3-2.2,4-2.2,4-2.3,4-5.1,4-5.4,4-5.5
NATURAL GAS EMERGENCIES

EASTERN UNITED STATES TECHNICAL RESCUE SCHOOL

FIRE OFFICER 1}

HIGH ANGLE RESCUE

SCOTT AIR PACK FIELD LEVEL MAINTENANCE
OPEN WATER SCUBA DIVER

METHODS OF INSTRUCTION LEVEL 2
INSTRUCTOR SKILLS SPECIAL PROGRAMS MFRI

DVA

DvA

PADI
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[1ALL PUMP SEMINAR NITA 1002 2-2, 3-1.2b
GOVERNORS FIRE ANI BURN CONFERENCE 1996
EXECUTTVE DEVELOPMENT SEMINAR NFPA 1021
2-13.1 3-13.1 4-13.1

FIRE OFFICER 2

POSITIVE PRESSURE VENTU.ATION
RADIOLOGICAL EMERGENCY RESPONSE MSi-1
MARYLAND CHIET OITICERS SEMINAR 1997
HAZARDOUS MATERIAL TECHNICIAN

ICE RESCUE

INFECTION CONTROL FOR EMERGENCY RESPONSE
PERSONNEL,

FARM ACCIDENT RESCUE

INCIDENT COMMAND SYSTEM EMS

MIRI ROPE. RESCUL LEVEL T

AMITRACK FIRE & RESCUE SEMINAR
NFA-INITTAL FIRE INVESTIGATION
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MFRI
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PECO

USEPA
MFRI
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290°4d

VEZ:TT 4Z6-TZ-A®W



80

acc HARRISBURG ARFA COMMUNILY COLLEGE
MIRI MARYLAND FIRE AND RESCUE INSITIUTE
MIEMSS  MARYLAND INSTITUTE FOR EMERGENCY MEDICAJ. SERVICES

M GERAGIHTY AN MULER COMPANY
GES GUARDIAN ENVIRONMENTAL SERVICES
NI°A NATIONAL FIRE ACADEMY

DVA DEPARTMENT OF VETERANS AFFAIRS

FEMA - FEDERAL EMERGENCY MANAGEMENT AGENCY

FIRES FIREFIGLITING AND RESCUL EDUCATIONAL SERVICES

sS4 SCOTT AVIATION ‘

PADI PROFESSIONAL ASSOCIATION OF DIVING INSTRUCTORS
PECO PITIL ADELPHIA EUECTRIC COMPANY

USEPA  UNTIED STATES ENVIRONMENTAL PROTECTION AGENCY

MARYLAND CERTIFIED FIREFIGHIER II JUNE 30,1995
MARYL AND CERTIFIED FIRF, OFFICER II FEBRUARY 25,1997
MARYLAND CERTIFIED FIRE SERVICE INSTRUCTOR 1l JUNE 16,1996

NATIONAL CERTIFIED FIREFIGIITER I JUNE 26,1995
NATIONAL CERTIFIED FIRE OFFICER I JANUARY 22.1997 .
NATIONAL CERTIFIED FIRE SERVICL INSTRUCTOR M JULY 15,1996
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EIRE DEPARTMENT PROPOSAL

December 10, 1996

PROPOSAL YO TAKE OVER TRANSPORTATION OF PAYIENTS OFF STATION BY VA. FIRE
DEPARTHENY AMBULANCE. THE FOLLOWING WOULD BE NEEDED TO ACCOMPLISH THIS:

1) THREE (3) ADDITIONAL FIREFIGHTERS, ONE FOR EACH SHIFT WOULD BE NEEDED YO BE HIRED
AS RREFIGHTER EMT-D. THESE FIREFIGHTERS ARE NEEDED TO PROVIDE THIS SERVICE AND STILL
MAINTAIN THE PRESENT SANDARD OF LIFE SAFTY FOR THE PATIENTS AND EMPLOYEES. THIS ALSO WOULD
ALLOW.US TO.CONTINUE TO MEET VA(MP3). N.F.P.A. AND 0.S.H.A, STANDARDS ON MINIMUM FIRE
DEPARTMENT MANNING LEVELS, FOUR FULLY TRAINED MEN ON STATION TO RESPOND TO FIRE
EMERGENGIES AND STILL ALLOW FOR SCHEDULED A/L.

2) THE AIRE DEPARTMENT PRESENTLY HAS TEN EMT S INCLUDING THE FIRE CHIEF. ALL PRESENT
FIRE DEPARTMENT PERSONAL WOULD BE GRANDFATHERED IN AND ALL NEW HIRES WOULD MEET THE
NEW CERTIFICATION REQUIREMENTS FOR THE DEPARTMENT. THIS WOULD KEEP A MINIMUM OF TWO MEN
ON DUTY AT ALL TIMES. PRESENTLY EMT CLASSES RUN FOUR TO SIX MONTHS, ALL FIREMEN ATTENDING
THIS TRAINING WOULD BE GIVEN THE TIME OFF IF THEY ARE WORKING ON THE DAY OF GLASS AND BE
-GIVEN COMP. TIME FOR THE HOURS ON THEIR DAYS OFF.

3) THE ADDITIONAL TRAINING EXPERTISE AND WORK LOAD WOULD BE EXTENSIVE, BECAUSE OF
THIS WE RECOMMEND THAT THE VA. AUTOMATICALLY GIVE EACH FIREAIGHTER A PERFOMANGE AWARD
OF $3,000.00 PER YEAR. THIS WOULD BE IN LIEU OF STEPS. THIS AMOUNT WOULD BE GIVEN ONCE A
YEAR IN THE FIRST PAY PERIOD IN DECEMBER. THIS WOULD AFFORD THE V.A. MORE CONTROL OVER THE
CERTIFICATION AND RE-CERT PROCESS, NO CERTIEICAYION NO AWARD! . mnﬁ!mv,mzu.mn
umumummnmnmmmmmmmm AND

. 4) WHEN THE FIRE DEPARTMENY TRANSPORTS A PATIENT GFF STATION YHE FIREFIGHTER EMT
(JEDRIVER) WitL BE AGCOMPANIED IN THE AMBULANCE BY AN RN, THE DOCTOR TREATING THE
PATIENT WILL. DETERMINE JF THIS TRANSPORT IS A.LS. OR B.LS. IF DETERMINED A.LS. AN RN-MUST

BE ON BOARD THE AMBULANCE.

5) THE HOSPTFAL WOULD NEED A SECOND AMBULANCE TO MEET THE NEEDS OF TRANSPORTING
PATIENTS OFF STATION. THE PRESENT AMBULANCE WOULD STILL BE ASSIGNED YO IN STATIN CALLS,
CODES , mmmmmmm:mmmmuwumvxmwu
USDASAMIPNGIOMMMNMNCEBBNGMMOROFSBWIC&

7 THIS WOULD MEET THE TRANSPORTATION NEEDS OFF SYATION 24 HOURS PER DAY. IT WOULD
CONTINUE TO MAINVAN THE PRESENT LIFE SAFETY REQUIRMENTS FOR PATIENT AND STAFF AND BE ABLE
TO MANTAIN THE COVERAGE OF CALLS ON STATION. THE HOSPITAL COST WOULD NOT EXCEED AND BE
FAR LESS THAN THE PRESENT CONTRACT COST OF $207,000.00 WHICH WILL MOST LKLY INCREASE
ABOUT $50 - 60,000.00 DUE TO THE ESTIMATED INCREASE OF 50 - 70 PATIENTS BEING SHIPPED OUT A
YEAR DUE TO JCU CLOSING. (NUMBERS AQUIRED FROM MEDICAL SERVICE)

PRGE. Q2



A) $95,000.00 - THREE FTEE AREFIGHTER EMT POSITIONS
B) $45,000.00 - ANNUAL PERFORMANCE AWARDS (BASED ON 15 EMTS)
$140.000.00 - TOTAL COST PER YEAR

IF YOU HAVE ANY QUEASTIONS PLEASE FEEL FREE TO CONTACT US AT EXTENSION 2332 OR 2792.

RESPECTFULLY SUBMITED,
V.A. FIRE DEPARTMENT
MONTROSE. N.Y.
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December 06, 1996

MONTROSE V.A. ADMINISTRATION
BLD &1

MONTROSE N.Y.
REAMBULANCE SPEC AND PRICING.
TO WHOM 1T MAY CONCERN,

AS PER YOUR REQUEST WE HAVE WORKED THE LAST FEW DAYS PUTING TOGETHER INFORMAVION AND
PRICING ON NEW AMBULUNCES FOR THE NEW TRANSPORT PROGRAM YOU ARE WORKING ON. WE RAVE
COME UP WITH THE FOLLOWING OUYLINE ON POSSIBLE OPTIONS THAT WOULD MEEY OUR NEEDS.

OPTION 1) GSA SPEC TYPE 1 WHEELED COUCH 4x4 ON A CHEVY K3500 CHASSIS 6.51 DIESEL
ENGINE ,AUTO, 12,0006VW, STRIPED DOWN GOV. UNIT.
$56,300.00 APROX. COST
4-5 MONTH (APRIL 96) DELIVERY

OPTION 2) BID SPEC TYPE 1 WHEELED COUCH 4x4 ON A FORD F-350 CHASSIS 7.31 DIESEL
ENGINE, AUTO, 11,0006VW, HIGRER QUALITY UNIT.
$71,600.00 APROX. COST
3 MONTH (FEBUARY 96) DELIVERY

OPTION 3) DEMO TYPE 1 WHEELED COUCH 4x2 ON A FORD F-330 CHASSIS 7.3L DIESEL ENGINE,
AUTO, 11,0006VW, HIGHER QUALITY UNIT WITH EXTRA OPTIONS ALL READY ON UMIT.
$75,300.00 APROX. COST
IMMEDIATE DELIVERY

omoM)nmmammmeoumnzmnmsssovmummvmmu
ENGINE, AUTO, 10,500GVW, HIGHER QUALITY UNIT.
$64,000.00 APROX. COST

OPTIONS 2 THRU 4 ARE CIVILAIN SPEC. GRADE AMBULANCES WHICH ARE BUILT WITH HIGHER QUALITY
MATERIALS AND STANDARDS. THESE UNITS WOULD NEED TO GO THRU THE BIDDING PROCESS IN OUR

PURCHASING DEPPARTMENT. OPTION 1 1S A FEDERAL 6SA SPEC AMBULANCE IS A LOWER QUALITY UNIT
WITH THE BEAR MINUMUM EQUIPMENT AND ALSO HAS THE LONGEST DELIVERY TIME DUE TO A GHASSIS
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SHORTAGE. THE 6SA UNIT CAN BE PURCHASED BY JUST SUBMITING A MARK AMBULANCE
FORM (GSA FORM 1781). OPTIONS 2 THRU 4 DO NOT INCLUDE A STRECHER ( $1,950.00 COST )

LEASING IS ALSO AVALIBLE WITH THESE UNITS. GSA LEASE HAS THE HIGHER LEASE RATE BASED ON
INFORMATION SUPPLIED BY WHEELED COUCH THE FEDERAL GOVERMENT CONTRACTOR FOR

AMBULANCES. MUNICIPLE TAX FREE LEASES ARE AVALIBLE YO US AT A LOWER RATE AND WE WOLLD END
UP OWNING THE UNIT AT THE END OF THE LEASE. ( SEE ATTACHED LEASING QUOTES)

BASED ON THE ABOVE NUMBERS AND THE PROJECTED COST OF THIS NEW TRANSPORT PROGRAM, THE
AMBULANCE {F PURCHASED OUTRIGHT WOULD PAY FOR ITSELF IN LESS THAN ONE YEAR. PLEASE REFER
TO THE EXAMPLE BELOW.

$207,000.00 CURRANT EMPRESS CONTRACT COST

$ 75mmmmmouumm<manwn
$105,500.00 TOTAL COST OF PROPOSED PLAN FOR THE REST YEAR

1 HOPE WE HAVE PROVIDED ENOUGH INFORMATION FOR TO MAKE YOUR DECISSION, WE LOOK FOWARD
TO WORKING WITH ON THIS PROJECT AND HOPE THAT IT WiLL. COME ABOUT. IF YOU HAVE ANY OTHER
QUESTIONS ABOUT THIS INFORMATION PLEASE CONTACT WARREN GLARK OR MYSELF AT EXTENTION
2332,

i % 4 v W
s JLAE

CHRISTOPHER EVANS
WARREN CLARK

of the

V.A. FIRE DEPARTMENT

60°d §55 'ON Xud . YRV bS:T 300 16-02-AVH
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FIREFIGHTER G§ 3
IW

This position involves shift work; fifty-six (56) honn perweekona
rotating basis.

The incumbent serves as a driver-operator of motorized firefighting vehicles to combat fires in
residences, hospital and office buildings, warehouse, firel storage areas, shops, brush and wooded
areas. He/she drives vehicle scene of fire, following predetermined route or selecting alternative
He/she positions vehicle with respect to wind direction, water source, potential hazards. The
incumbent operates pumps, foam generators; and equipment, determining and monitoring pressure
needed for distance 1o be pumped and number of lines used. He/she monitors water levels in
self-contained tanks and wams hosemen and rescuemen when water is low. He/she performs daily
preventive maintenance inspections of vehicles and equipment, performing operator maintenance.
He/she assists in training other firefighters in driving and operating equipment. He/she acts a
.rescueman when not operating vehicles and uses first 2id skills to assist injured victims. In the
absence of crew chiefs, may act as crew chief during appropriate shift, keeping log of activities and
making incident mportsonabnmmdoewm )

The incumbent performs advance fire protection inspection throughout the hospital for violations of
fire regulations and for potential firc hazards. He/she inspects clectrical systems and equipment,
flammable materials, storage, oxygen and compressed ges storage. Checks fixed protected gas and
equipment for proper placement. He/she participates in investigating causes of fires by inspecting
damage. He/she conducts training for firefighters and other station employees in firefighting and
fire protective methods.

The incumbent in addition to fire and fire safety related duties, may be assigned as a member of the
water rescue crew (boat) or the Emergency medical response van (ambulance). In either case, he/she
will function as a team member to accomplish the mission as necessary. .

The Firefighter/Emergency Medical Technician will be a clinical member of the Emergency Response
Team. His duties will consist of, but at a doctors direction not limited to, the following:

The EMT's employ all sources of information in order to determine the nature of the persons il]ness
or the extent of his injury.

The EMT's survey the sick and injured person and establish priorities for emergency care.

The EMT's render emergency care. They establish 2nd maintain an open sirway; they ventilate

0l §85 ‘ON Xvd . YWY SS:11 3N L6-02-AWH
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nonbreathing patients and administer Cardio Pulmonary Resuscitation when there is a fll cardiac
mmmmmmmmmmmmmmmmm
immobilize fractures; they care for medical and environmental emergencies; they W&h
they care for mentally disturbed patients. Whaxpropdquliﬁdﬂmydeﬁbrﬂh:d,’ ‘other
advanced life support operations under the direction of a physician. (nottomedlnsqmﬁﬁmon
level) .

Themrsmmethcpaumgnmmsmdbysmdmbywmhngmawnﬁdm;ndeﬁam
manner.

Whmmmmmbem{ﬁmmmupmmmmmww@am
tools to remove victims quickly and safely. They perform basic rescue operations if other firefighters
are not on the scene; if such firefighters.are present they care for and protect the victims during the
extrication operation. After extrication is accomplished, they continue emergency care measures.

The EMTs transfer the patient to a stretcher, secure and cover him and load the stretcher into the
ambulance. When necessary, they employ special skills in transferring patients to the ambulance.

The EMT operates the ambulance in 2 manner such that the patients physical and emotional condition
isnotwomned. as by a'rough, swerving ride and the sound of the siren.

TheEMTsccnmmlyobmthepanentw}ﬂeentmwthemedwd&qmy administering
additional care as indicated ontthed:reenonoftbcphymn.

The EMTs record changes in the patients vital signs during transportation to the medical facility; if
under the direct care of the EMT this information will be presented to the emergency department
physician upon arrival
Upon arrival, the EMTs lift the stretcher-bound patient from the ambulance and transfer him to the
emergency department.

The EMTs report verbally and in writing their observations and initial care of the patient at the
emergency scene, to the physician, changes in the patient's vital signs during transportation and
continuing care provided while enroute when under the direct care of the EMT.

The EMT transfers the patieat’s personal effects to an emergency department staff member.

Foﬂomngcomplsuonoftheanthemrswm
~Replace used linens and blankets

-See that the vehicle is serviced
-TakepetsonalMehonComlmumureq\med
~Complete required records and reposts

14d SS5 ‘ON Xvd YWY 8S:TI 3L 16-02-AVH
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-Critique the emergency run with peers
II. COMPETENCIES:

Demonstrate the knowledge and ability to meet NFPA. 1002, Driver Operator Professional
Qualification Standards and to drive and operate a motorized fire apparatus.

Knowledge offand ability to perform firematic duties that require the use of ropes, ladders,
hose, water steam, foam, salvage and overall rescue, water supplies, sprinkiers, extinguisher
ventilation, haz-mat, forcible entry.

Knowledge of life savings apparatus and emergency equipment that assures maintenance and
opmuomdonotmpmmsetbeufayofpmmﬂ;mmmvumpmpmyor
the environment.

Knovdedgeoftamngreqmndmhﬂmﬁonﬂmuﬂ existing employees
ensuring that the safety educational needs are successfully met.

Knowledge and ability to conduct training episodes.

Knowledge of Medical Center safety program.

Knowledge of/and ability to present and demonstrate fire prevention and education programs.
Knowledge oaneAlummdwmnmaﬁons:y:mmdtheabﬂnym identify problems
with same.

Knowledge of F.C.C. and V.A. communications procedures, regulations, and proper radio
protocol..

Knowledge ofNI-'PAFxreCoda, OSHAShndndsmd VA regulations for implementation
of program and inspections that easure
Knowledyandtbihtytotenandmspectmkeduecwrs,:pmldzr extinguisher.

Ability to read and interpret pre-fire plans and blueprints.

Knowledge and ability to prepare appropriate reports and documentation to ensure compliance
with all codes, standards and inspections.
Dmonmteabmchowledgeof&eemnmanmdmthcmbuhncemdtbzabﬂnyto
operate & maintain the ambulance according to NYS Department Transportation EM.S.
standards.

Knowiedge of Infection Control standards.

Demonstrate the ability to ensure that all firefighters use proper protective equipment and
follow safe work practices at all times.
Knowledgetoprepmapm-phnﬁng:mmgethmd, using forms symbols, and maps/
blueprints prescribed by the authority having jurisdiction.

Ability to prepare an operational plan that identifies the required resources and safety con-
siderations for the safe and successful control of an incident.

Knowledge of safety policies and infection control policies.

Demonstrate the ability to display tact and mtesymaneommhpmm employes
and the general public.

Demonstrate the ability to communicate orally and writing.

Knowledge of and the ability to communicate a waorking relationship with, local, county, state
-and other Federal Agencies asmtybemqmredtoﬁdhuteme-agencyeoopmomand
coordination dunng both normal and emergency situations.

eld S5 "ON Xvd ¥ W 9S:T1 3Nl 26-02-AWH
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I SUPERVISORY CONTROLS:

The incumbent is under immediate supervision of the shift crew chief/captain and general supervision
of the Fire Chief. Routine duties receive only spot checks. Supervisor gives guidance on difficult
problems regarding carrection of fire safety hazards, methods of operation, etc. The incumbent while
puformzxghlsanagmqmedieddnmwmbeunduﬂwmpmmofths doctorwhomuthe
transfer order.

IV. OTHER SIGNIFICANT FACTS:
4. The Firefighter works on a rotating shi. He/she is expected
elways be neat in appearance and must be courteous-at all times.

b. The incumbent works under severe conditions during actual fire
situations, so he/she must meet DVA and OPM firefighter physical stan.

¢. The incumbent is responsible for all matters pertaining to the

Depmm(AoﬁnngewChewamﬁnCqund'mdFmChxefmmt
concurrently on duty.

€14 655 'ON Xvd VU WY LS:11 3Nl 16-02-AWH
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NATIONAL ASSOCIATION OF GOVERNMENT m

AFFILIATED WITH THE SERVICE EMPLOYRES INTERNATIONAL UNION, APLICIO

317 Senth
70381
Aloxandria, VA 32914 Pax 700/819-0311
E-mall nage @ erels.com

STATEMENT OF KENNETH T. LYONS
NATIONAL PRESIDENT
NATIONAL ASSOCIATION OF GOVERMMENT EMPLOYEES
OVERS!

MAY 22, 1997

MR. CHAIRMAN, MEMBERS OF THE SUBCOMMITTEE I WANT TO THANK YOU
FOR THIS OPPORTUNITY TO PLACE THIS STATEMENT IN THE RECORD.

THE NATIONAL ASSOCIATION OF GOVERNMENT EMPLOYERS (NAGE) IS AN
‘AFFILIATE OF THE SERVICE EMPLOYEES INTERMATIONAL UNION, THE THIRD
LARGEST UNION IN THE AFL-CIO. NAGE REPRESENTS OVER 120,000
EMPLOYEES NATIONWIDE INCLUDING OVER 10,000 IN THE VETERAN AFFAIRS
DEPARTMENT.

IT IS MY UNDERSTANDING THE AMERICAN FEDERATION OF GOVERNMENT
EMPLOYEES (AFGE) WILL BE TESTIFYING REGARDING FIRE SAFETY ISSUES ON
BEHALF OF THE PIVE LABOR ORGANIZATIONS WHO REPRESENT DEPARTMENT OF
VETERANS AFFAIRS FIREFIGHTERS. BECAUSE OF TIME RESTRAINTS, I WILL
FOCUS MY STATEMENT ©N DEPARTMENT OF VETERANS AFFAIRS POLICE
OFFICERS.

RECENTLY, CONGRESSMAN BOB FILNER INTRODUCED H.R. 1215, A BILL
TO PROVIDE LAW ENFORCEMENT STATUS TO INS AND CUSTOMS INSPECTORS.
WHILE NAGE SUPPORTS THIS BILL WE BELIEVE THAT DEPARTMENT OF
VETERANS AFFAIRS POLICE OFFICERS, SERIES GS-083, SHOULD BE INCLUDED
IN THIS BILL.

AS WE ALL KNOW, SAFETY AT VA FACILITIES IS AN EVER INCREASING
PROBLEM. MANY ARE IN HIGH CRIME AREAS WHERE POLICE PROTECTION IS
CRUCIAL. THE DEPARTMENT OF VETERANS AFFAIRS (DVA) POLICE OFFICERS,
DO A REMARKABLE JOB SAFE GUARDING THE PATIENTS, VISITORS AND STAFF
-AT VA HOSPITALS AND MEDICAL CENTERS ACROSS THE COUNTRY. THESE
POLICE OFFICERS ARE AUTHORIZED TO MAKE ARRESTS, POSSES DETENTION
POWERS AND MOST ARE LICENSED TO CARRY A WEAPOR. IN OTHER WORDS,
THESE POLICE OFFICERS HAVE THE SAME RESPONSIBILITIES AS POLICE
OFFICERS IN ANY CITY OR TOWN IN THE UNITED STATES.

CURRENTLY, DVA POLICE OFFICERS POSSESS THE SAME ELIGIBILITY
REQUIREMENTS IN THE RETIREMENT SYSTEM AS MOST FEDERAL EMPLOYEES.
THESE DEDICATED OFFICERS DESERVE TO BE DEFINED AS FEDERAL LAW
ENFORCEMENT OFFICERS AND ARE ENTITLED TO ALL BENEFITS UNDER THIS
DESCRIPTION. RECENTLY, I RECEIVED A LETTER FROM REPRESENTATIVE BOB
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FILNER SUPPORTING THIS ISSUE. I WOULD LIKE TO SUBMIT TEAT LETTER
FOR THE RECORD. I AM ALSO PLEASED THAT AFGE AND THE NATIONAL
FEDERATION OF FEDERAL EMPLOYEES AGREE THAT DVA POLICE OFFICERS
DESERVE TO BE DEFINED AS FEDERAL LAW ENFORCEMENT OFFICERS.

MR. CHATIRMAN, WHILE GIVING QUALITY HEALTH CARE TO VETERANS IS
THE PRIORITY AT THE VA I BELIEVE THAT THE SAFETY OF THE FACILITY IS
EQUALLY VITAL. WE MUST RECOGNIZE THE NEED TO ELEVATE THE STATUS OF
THE DVA POLICE OFFICER SO WE CAN RETAIN AND RECRUIT THE BEST
POSSIBLE OFFICER AVAILABLE.
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Hospital
h ar e d Persanalzed, Responsive Sarvice
Services SO0 Commmane

May 19, 1997

Mr. Adam Sachs

U.S. House of Representatives
333 Cannon

Washington, D.C. 20515

Dear Mr. Sachs:

It was a pleasure to talk with you today regarding the
proposed arming of VA Police/Security personnel. Based upon the
incident you related in Jackson, Mississippi, it is appropriate
that this issue be reviewed.

As we discussed, I believe it is necessary to look at each
facility on an as needed basis, verses a "blanket" of arming all
facilities. This creates numerous problems including the
selection, retention, training, retraining, competency, and
effectiveness of the security personnel involved. Also, since the
VA is part of the Federal Government, consideration would need to
be given to consistent training with other comparable agencies.

In my opinion, the need to arm security personnel should be
based on a site specific needs assessment. These assessments can
be conducted by using a multi-disciplinary task force or by outside
consultants. If outside consultants are used, healthcare specific
expertise in various sizes and types of facilities should be
mandatory. I personally utilize a wide variety of criteria in
order to establish what constitutes a reasonable and appropriate
security program for a specific health care facility. The
following list denotes the standard areas of review. I then use my
experience and expertise to develop recommendations.

Security Program Organization Overview
Security Vulnerabilities/Risks

Security Functions and Activities

Security Staffing and Deployment

Security Crime Prevention Activities
Communications/Physical and Electronic Security
Security Personnel Training

Security Staff Development

Security Policies and Procedures

Security Records and Reports

JCAHO Environment of Care Security Relatod Issues
OSHA #3148 Compliance

Ancillary Areas as Necessary

1395 South Platte River Drive * Denver, Colorado 80223  (303) 722-5568 * FAX (303) 733-0263
Printed on recycied peper. @
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Mr. Adam Sachs May 19, 1997
U.S. House of Representatives Page 2

I am also sending you, via Federal Express, a hard copy of
this correspondence, a copy of the ASHE Technical Document #055134,
and a copy of Healthcare Security Management: Handbook for your
edification. I hope this material allows your committee to ask
appropriate questions during your hearing.

If I can be of further assistance, please contact me at (303)
722-5566.

Sincerely,

il 1, Rt

Fredrick Roll, CPP, CHPA
Executive Vice President - Security
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Hospital
ar e Parsonalzed, Responsive Service
Services oA Commamark
CREDENTIALS
FREDRICK G. ROLL
370-52-8070

EDUCATION A.A. Degree Mott Community College Criminal Justice
B.S. Degree Eastern Michigan University Education
- Sociology
Post Graduate Work University of Detroit Security Administration
M.A. Degree Webster University (Denver) Security Administration
E ive Vice Presid Responsible for security services in over 100 hospitals
Security Services nationwide.

Healthcare Security Services
1395 S Platte River Dr
Denver, Colorado 80223
(303) 722-5566

E:\ecx:xm mer General management of HealthCare Security USA,
HealthCare Security USA providing high-quality security services exclusively to
Atlanta, Georgia Y health care facilities, nationwide.

Police Officer Eastern Michigan University

Deputy Sheriff - ' County (Michigan)

Security Supervisor University of Michigan, Ann Arbor

Director, Campus Safety University of Michigan, Flint, Michigan

Director, Public Safety Hurley Medical Center, Flint, Michigan

Director, Safety and Security Baptist Medical Center, Jacksonville, Florida

Director, Security Hospital Shared Services of Colorado - Responsible
for 400 security officers in 50 facilities

'

throughout Colorado and Wyoming.
V.P. Consulting Services - Healthcare Security Services, Denver, Colorado
Z %raq’_%«wu@( Saponsive Serie

1395 South Platte River Drive * Denver, Colorado 80223 « (303) 722-5566 * FAX (303) 733-0253
Printed on recycled peper. &
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Fredrick G. Roll Credentials Page 2
INSTRUCTOR Basic and Supervisory Security - Mott Adult High School

Occupational Health and Safety - Detroit College of Business

Various areas of Security - International Association for Healthcare

Security and Management and Safety, International
Association for Campus Law Enforcement, various
colleges, American Society for Healthcare Engineers,
and various healthcare organizations and departments.

CONSULTING Former owner of Roll Enterprises Security Consulting and Training Company plus
SERVICES various independent projects. Nationally known security consultant.
PUBLIC SPEAKER Dale Carnegie Graduate Assistant. Guest speaker for numerous clubs and service

organizations. Nationally known public speaker and lecturer.

AWARDS/HONORS LB. Hale Chapter of the Year recipient from the American Society for Industrial
Security (Charter Chapter Chairperson)
Who'’s Who in Security
Certified Protection Professional - American Society for Industrial Security
Certified Healthcare Protection Administrator - International Association for
Healthcare Security and Safety
Certified Healthcare Risk Manager - American Institute of Medical Law, Inc.

PUBLICATIONS  Author: Healthcare Security Management Handbook
Chapter Contributor "Security Management” The AUPHA Manual of Health
rvi Management. Publish date January 1994,
Numerous articles in various professional security publications.
Author: "OSHA 3148: Analysis of Workplace Violence Guidelines" Healthcare

Facilities Management Series, American Society for Healthcare Engineering
PROFESSIONAL
ASSOCIATIONS
AND Member International Association for Healthcare Security and Safety
ACTIVITIES American Society for Industrial Security

American Society for Hospital Engineering (AHA)
Aspen Publishing Editorial Advisory Board of Healthcare Facility
Safety and Security Administration: Forms, Checklists & Guidelines.

Safety and Security Management Committee-American Society for
Healthcare Engineers

Board of Directors - Security Management Institute

Advisory Board Member - Health Care Safety Institute

International Association for Healthcare Security and Safety

President Florida Society for Healthcare Professionals

Treasurer International Healthcare Security and Safety Foundation State

Chapter

Chairperson International Association for Healthcare Security and Safety
(Florida and Michigan)

Chairperson American Society for Industrial Security, Flint Chapter

Board Member International Association for Healthcare Security and Safety

President Michigan Campus Law Enforcement Administrators
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OSHA 3148: Analysis of Workplace Subject File:

Violence Guidelines Safety'and Secwrity
Healthears Facilities
Mumber: 055134

Date:
October 199

Prapared by:

Fredrick G. Roll
| summary Vic Pesident Gnerst Mianger
HealthCare Security USA
OSHA has developed guidelines that are the agency’s Littleton, CO
recommendations for reducing workplace violence,
specifically in the health care and social-services work
environments. These guidelines are intended to be advisory
in nature as well as informational in content to assist
employers in establishing a safe workplace by creating
effective violence p: ion prog These guideliy
should be used and adapted to meet the specific needs and
resources of each place of employment.




Healthcare Facilities Management Series

The healthcare facilities g series is a coll of

publications that are printed hly. ‘A product of the Ameris
Society for Healthcare Engineering, the documents cover single topics
imp in Clinical/Biomedical Engineering, Facilities Engineerl

Design and Construction, and Safety and Security Management.
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Charles Budde, FASHE Stephanie Crombie
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Joe Martori s




- 98

INTRODUCTION 1
HIGHLIGHTS OF THE OSHA GUIDELINES 2
SECTION I: THE NEED POR MANAGEMENT'S COMMITMENT AND EMPLOYEE INVOLVEMENT .....2

Written Prevention Program for Job Safety and S 3

SECTION II: THE NEED POR A WORKSITE ANALYSIS 3
SECTION IlI: THE APPLICABILITY OF MEASURES THROUGH ENGINEERING OR ADMINISTRATIVE
AND WORK PRACTICES TO PREVENT OR CONTROL HAZARDS 4
SECTION IV: THE IMPORTANCE OF TRAINING AND EDUCATION FOR ALL EMPLOYEES ............ oS
SECTION V: THE NEED POR RECORD KEEPING AND EVALUATION OF THE PROGRAM. .........cceeenes6
THE OSHA SELF-ASSESSMENT ANALYSIS TOOL 6
OSHA 3148 8

SELF-ASSESSMENT ANALYSIS TOOL 19

ety for Fiaathcare Engs
One North Franklin, Chicago, lllinois 60606



99

]

INTRODUCTION

The purpose of this document is to familiarize readers
with the US. Dep: of Labor O« Safety
and Health Administration (OSHA) D 3148

which became effective March, 1996. OSHA had been
working on this document for some time and requested
&e-sdsumandinputofvaﬂmugmpoworyni
zations induding the A
MembasoftheAmeﬁanSodetyfor}halllnu
Engineering’s Safety and Security Committee were in-
volved in the review and comment process. As a result
of these efforts, the guidelines allow facilities, as stated
in their commitment section, to use them as an advisory
and educational resource to be “used by employers in
providi as-feand‘ thful workplace through effec-
dve" d d to the
mdsandmomsofmhphmolemphymu\t'

Due to the impact of the name “OSHA" on a docu-
ment, many people believe that compliance is manda-
tory. The document does, however, stress that these
guidelines are NOT a new standard or regul The

Health care facilities with effective security manage-
ment programs under the Joint Commission’s Environ-
ment of Care security-related standards, will find that
they have already addressed a number of the areas
cited in the OSHA guidelines. Facilities in California,
for example, will also find that the OSHA guidelines
paraliel Cal-OSHA and Assembly Bill 508.

The guidelines are performance-based, and the recom-
mendations will differ based upon a hazard analysis of
each facility. The guidelines state, “Violence inflicted
upon employees may come form many sources includ-
ing patients, third parties such as robbers or muggers,
and may include co-workers. These guidelines only ad-
dmssviolmcamﬂimdbypcﬂmbordim.gmh\n
the staff.” The p create a bluep
andouﬂinebdevelopamnbkmdwkvb-
lence prevention program to best serve each facility.
The recommendations will be different based upon a
hazard analysis of each facility. The policies, proce-
dmmdgmdeﬁtamﬂlslwdshwldsm'm

24

rational for this document is to make employers aware
of the potential of violence in the health care and so-
dnl services areas and help with the devel of

! for violence.” OSHA realizes that not all inci-
dmtsanbepmvmaed However, many can either be
P dor d with ap

L P

Al.so fora
number of years emphasis has been placed on the pro-
tection of patients with little or no effort being specifi-
cally directed ﬁowud the en\pluyee& OSHA has al-
ways empk d the p ployees, and
through these g spedﬁed ded ac-
uonlnthehealthcamandsodalservicamaa

OSHA will not cite employers for failure to comply
with or utilize the guidelines. They will, however, rely
on the General Duty Clause of the 1970 OSHA Act if
there is a recognized hazard of workplace violence in an
establishment and if the employer has failed to take ac-
tion to either prevent or abate the hazard. Since employ-
ers have a general duty to provide an envi that

by impl g and phy
controls, training of staff and monitoring of incidents
to conti prove the progr

According to the Bureau of Labor Statistics data for

1993, health care and social service workers have the

highest incidence of assault injuries. Almost two-thirds
ofmn-fahlmulbocmmedlnnurslnghme,howl—
tals and i | care and
o&umﬂmsnﬂmmmdbydnlnm
tional Association for Healthcare Security and Safety,
the Emergency Nurses A and the Emergency
Ph A have all indi d vi as
a significant issue. There is also concem about the under-
repmﬂngom\seh\ddenbwlﬂchplmphdmﬁmh

A bly Bill 508 to mandate the

id

is free of recognized hazards likely to cause death or
serious harm, employers are placed on notice that an as-
should be dasa p method of
providing a safe Thisa will al-
low properly trained and educated individuals to iden-
tify potential risks and vulnerabilities and make reason-
able and appropriate recommendations. This can be
done on a local level, or if necessary, with the assis-
tance of a certified health care security professional.

oimnhvebduvbrmdﬂ\euﬁlngolwm
Health care and social service workers face an in-
creased risk of work-related assaults stemming from
several factors:

* Prevalence of hand guns and, other weapons in

society
* Use of hospitals by police for criminal holds

for Healthcsre Eng f the A Hospital Association

OMNoﬂthth,(lhgn,mlnﬁM



o Care of acutely disturbed and violent individual d d their obliga

* Care of mentally ill patients

* Availability of drugs, money and supplies in the * An 1l of authority and re
hospital setting mwdhupcmdblepuﬂa.

* Presence of gang members

¢ Drug and alcohol abusers * A system of bility for involved AgH

¢ Trauma patients supervisors and

e Distraught family members

* Domestic violence cases * A comprehensive program of medical and psycho

¢ Frustration due to long waits in the emergency logical g fing for employ
department experiencing or witnessing assaults and other

* Isolated work sites violent incidents.

¢ Lack of training to the staff

= Environmental security issues, L.e., poor lighting, * A to support and imp appro-
potential hiding places, etc. priate recommendations from safety and health

‘This technical document contains a copy of the guide-

committees.

i and feedback which

lines, sample polices and forms and a self-
analysis tool. By reading and understanding the infor-
mation contained herein and using the tool, employees

mmbmwmﬂﬂrm
commitment to safety and health, and provide

will be able to assess their facilities and work environ-  useful o design, imp and

nu\h,ldenﬁlypomﬂllhmrdlrhhlndvuh\u- evaluate the program.

abilities, and devel and appropriate rec-

ommendations for corrective actions. These recom- ployee invol should include the following:
should be by the employer for

applicability based upon the needs and aa derstanding and compliance with the work-

each facility and work site. phavﬂanmmmxdoﬂ-my

HIGHLIGHTS OF THE OSHA GUIDELINES
The guidelines will be discussed covering the follow-
ing five sections: Management commitment and em-
ployee 1 ‘work site analysis, hazard pre-
vention and control, training and education, and
record keeping and of the

g g

SECTION & THE NEED POR MANAGEMENT'S
COMMITMENT AND EMPLOYEE INVOLVEMENT

Manag id inchude the en-
d and visible invol of top manag,
ment, provide for the and to deat
ffectively with workplace violence, and should in-
clude the following:

¢ A demonstrated organizational concern for
employees’ emotional and physical safety and health.

. Anudgudlupomﬂ:ﬂnyford\enrbmupmd
the
m!bnllnmmupermamdulployu

and security measures.

ipation in an emp plaint or
suggestion procedure covering safety and
security concerns.

The prompt and accurate reporting of violent
incidents.

Participation on safety and health committees or

teams that receive reports of violent incidents or

lemﬂtypmb\am,lluhhdlltywm
pond with

corrective strategies.

Taking partina nonﬂnulng education program
that covers g agl-
tation, assaultive behvior or criminal I.munt, and

discuss appropriate responses.

T ST
iﬁmwuww—m

One North Frankiin, Chicago, lliinois 60606



Written Prevention Program for

Job Safety and Security

A written program for job safety and security needs to
be incorporated into the overall safety

erd: @

and a d of the
appwﬂabm&wnduubh.hsm‘lhw
m&mﬁmﬂdh\dﬂemﬂmm .

and health program with clear goals and obje: to
prevent workplace violence. It needs to be suitable for
the si d compl of the ph and
be adaptable to specific

ineach

‘nnpvvmummmlndmpdahmmh

i p ulelyu\dhallh,l@lmd
the human resources staff.

Injury and illness records and workers’ compensation
claims should be reviewed to identify patterns of
mﬂtsﬂmmldheprevamdbywﬂq’hmad-

ployees. Ata mi work-
phaviolctmpmmﬂonpmgunuhmlddouufol-
lowing:

. Cmearﬂdmnhunadarpoliqnfm
for verbal and
mnverbdtl\re-u,nﬂldnednm

« Ensure that no reprisals are taken against an
employee who reports or experiences workplace

age employees to promptly rep
and to suggest ways to reduce or eliminate risks.

P P oy 8

‘The team shoukd analyze and track records, monitor
trends, analyze incidents, screen surveys and analyze
workplace security procedures.

Screening surveys which provide employees with a
questionnaire or survey to get their ideas on the po-
tential for violent incidents should be developed to
identify or confirm the need for improved security

measures.

Perlodic surveys should be conducted at least annu-
ally or whenever operations change or incidents of
workplace violence occur to help identify new or

¢ Outline a comp i p ly d risk factors and deficiencies or
mn-ilyhthewvrkphm.whid\hdndushb failures in work p p d or l
lishing a aison with law enforcement representa-
tives.  Safety and health p k

* Assign responsibility and authority for the pro-
gram to individuals or teams with appropriate

training skills.

* Affirm management’s commitment to a worker-
supportive environment that places as much

importance on employee safety and health as on
serving the patient or client.

SECTION II: THE NEED FOR A WORKSITE
ANALYSIS

The following are suggestions as to how to perform, at
a minimum, a worksite analysis:

® A review of specific procedures or operations that
contribute to hazards and spedific locations where
hazards may develop.

security sp
lr\do&mquﬁﬁedpewnsmnfledvlew
mﬂu\mﬂumwmm
im a viol

persp P! P
program.

A . ity e
to evaluate employee tasks to identify hazards, con-

ditions, operations and situations that could lead to
violence.

id be d: d

An analysis of incidents should include the charac-
teristics of assailants and victims, an f what
happened before and during the incident and the
relevant details of the situation and its outcome.

Jobs or locations with the greatest risk of violence
should be identified.

Ammwh!@-mkhawswd-ulypofdm

* An from individuals of the p 1 for orp d by drugs, alcohol or stress),
©199%6A "Health g of the American Hospital Associstion
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sl

factors of the building, isolated locations/job activi-

* Providing counseling or patient care rooms with

ties, ighting problems, lack of phones and other two exits.
devices, areas of easy, unsecured

access, and areas with urity p The g are i for and
should be noted. work practice

o The effectiveness of existing security oA and work pract 1s should
should be evaluated including engi \g control state clearly to p clients and employees that
messures. isnot p d or tol d

SECTION III: THE APPLICABILITY OF MEASURES * Employees should be required to report all i

THROUGH ENGINEERING OR ADMINISTRA-
TIVE AND WORK PRACTICES TO PREVENT OR
CONTROL HAZARDS

or threats to a supervisor or manager.
= Management support should be provided during

. 'lmmldbenmﬁedmmmmwmd

(Note: These should be evaluated for specific apy B
ity based upon the work site analysis and for the reason-
bleness and approp at each individual site).
to emergencies.
c ions for eng " s and workpl
adaptation include: .

¢ Removing the hazard from the workplace or creating
a barrier between the worker and the hazard.

* Installing and regularly maintaining alarm systems
and other security devices, panic buttons, hand-held
radios where risk is apparent.

* Providing metal detectors (installed or hand-held)
where approp g to the d
tions of certified health care security consultants.

o Using a closed-circuit video recording for high-risk
areas on a 24-hour basis.

* Enclosing nursing stations and installing deep service
counters or bullet-resistant or shatter-proof glass in
reception areas, triage, admitting or client service
rooms.

= Providing employees with “safe rooms” for use
during emergencies.

Rasahlich P

* Providing client or patient waiting rooms designed
to maxdl fort and mini stress.

t” or areas.

€ 1956 American Society I HeeRhcare En

Properly trained security officers should be used
when necessary to deal with aggressive behavior.

Sensitive and timely information shouid be pro-
vided to persons waiting in line or in waiting rooms.

Visiting hours and procedures should be enforced
* Access control for the general facility and sensitive
areas should be carefully evaluated.

¢ Employees should be prohibited from working alone
in emergency areas or walk-in dinics, particularly at
night or when assistance is unavailable.

* The behavioral history of new and transferred
patients should be evaluated to learn about any past
violent or assaultive behaviors.

Contingency plans should be developed to treat cli-
ents who are “acting out” or making verbal or physi-
cal attacks or threats.

® Staff bers should be provided with ity
escorts to parking areas in evening or late hours.
Parking areas should be highly visible, well-lit, and

be safely accessible to the building.
A post-incident response plan should be developed to
provide for a compret for victimized

vd-lh Amn-ihpnlm
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and yees who may be traumatized
by wimudng a workplme violence incident,

o Home health care providers, social service workers

Themmh\gshouldmvubpiasxduthehdlms
preace 1 4 i P°“‘-7

Risk factors that cause or contribute to assaults
hould be 3

and others should be d to avoid tt
ing situations.

Policies and procedures covering home health care
providers such as on how visits will be
conducted, the presence of others in the home during
the visits and the refusal to provide servicesina
clearly hazardous situation.

A daily work plan for field staff should be estab-
lished to keep a designated contact person informed
about workers’ whereabouts throughout the workday.

SECTION IV: THE IMPORTANCE OF TRAINING
AND EDUCATION FOR ALL EMPLOYEES
The following are rece for staff

Aati

Early recognition of escalating behavior and recog-
nition of warning signs or situations that may lead
to assaults should be identified.

Empl should und d how to p: or
dxffu.se volatile situations or aggressive behavior
manage anger and how to appropriately use medi-
cations as chemical restraints.

Information on multi-cultural diversity to develop
sensitivity to racial and ethnic issues and differences
should be reviewed.

and education programs:

All employees should understand the concept of
“universal precautions for violence,” which means

A standard action plan for violent situa-
tions, including availability of assistance,
mahrmsyshemsandcommunimﬁonpmcedures
should be explained.

| 4

BEranl 1

1d know how to deal with hostile

that violence should be expected but can be avoided
or mitigated through preparation. Staff should be
instructed to lmut physlcal interventions in work-
place al sible, unless there

are adequate numbesofshﬁoremergmcyresponse
teams and security personnel available.

¢ Employees who may face safety and security hazards
should receive formal instruction on the specific
hazards associated with the unit or job and facility.

¢ The training program should involve all employees,
including supervisors and managers. New and reas-

persons other than patients and clients, such as rela-
tives and visitors.

Progressive behavior conu'ol methods and ufe
thods of " jonvor:

14 4

1d be

4

taught.

The location and operation of safety devices such as
alarm systems, along with the required maintenance
schedules and proced need to be ) and
understood.

Bl (Y

signed employees should receive an initial ori

prior to being assigned their job duties in potentially
hazardous areas.

¢ Qualified trainers should instruct at the comprehen-
sion level appropriate for the staff. Effective training
programs should involve role playing, simulations
and drills. The competency and performance of the
employees should be demonstrated and documented.

® Refresher training should be provided to employees
annually.

1d also know ways to protect them-
selves and coworkers, including use of the “buddy
system” and the policies and procedures for report-
ing and record keeping,.

Supervisors and managers should be taught that
employees are not to be placed in assignments that
compromise safety and should encourage employees
to report incidents.

Supervisors and managers should learn how to
reduce security h ds and that

1
b dad 4

T S — N
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receive appropriate training.

Supervisors and managersshouldbeablemrecog-
nizeap dally h ituation and be em-
powemdwnukeanyneoemrychmgshﬂnephyd-
cal plant, patient care and staff-
mgpohcyandprooedumbreduceordlmﬁmhﬂ\e
hazards.

* Security personnel need specific training from the
hospital or clinic, incdluding the psychological com-
ponents of handling aggressive and abusive clients

analyses, and corrective actions recommended and
taken should also be documented.

® Records of all traini dees and
qualifications of trainers should be maintained for
documentation purposes.

Employers should evaluate their safety and security
measures. Top management should review the pro-
gram regularly, and with each inddent, to evaluate
program success. Responsible parties should collec-
tively reevaluate policies and procedures on a

types of disorders and ways to handle agg gular basis.
and defuse hostile situations.
* A uniform violence reporting sy hould be
* The training program should also include an evalu- established.
ation. The ¢ thods and frequency of training

should be reviewed and evaluated annually by the
team or coordinator responsible for implementation.
Program evaluation may involve supervisor and/or
employee interviews, testing and observing, and/or
reviewing reports of behavior of individuals in
threatening situations.

SECTION V: THE NEED FOR RECORD KEEPING
AND EVALUATION OF THE PROGRAM

The following are recommendations for record keep-
ing and program evaluation:

Improvement based on lowering the frequency and
severity of workplace viol hould be

Employees should be surveyed before and after
making job or worksite changes, or installing security
measures or new systems to determine their effec-
tiveness.

¢ Complying with OSHA and state requirements for

recording and reporting deaths, injuries and illnesses
is essential.

o Consid : +

1d be given to using a qualified

» Records of injuries, illnesses, accid 1
hazards, corrective actions, patients’ histories and
training, among others, can help identify probl

23, 1

t to review the worksite for rec-

and solutions for an effective program. -

¢ The OSHA Log of Injury and Iliness (OSHA 200)
can be used to track programming.

¢ Medical reports of work injury and supervisors’
reports for each recorded assault should be kept.

dations on improving employee safety.

THE OSHA SELF-ASSESSMENT ANALYSIS TOOL
Included as part of this technical document is a “self-
assessment analysis tool” developed by HealthCare Se-
curity USA. This includes a synopsis of the various
idelines di d in each section. The tool is de-
slgudtodocumznuulf-am-tofﬂ\ehalﬂ\cm
facility and the steps taken to develop or strengthen a

Incidents of abuse, verbal attacks or aggressive
behavior should be recorded, perhaps as part of an
assault’s incident report.

* Information on patients with a history of past vio-
lence, drug abuse or criminal activity should be
recorded on the patient’s chart.

» Minutes of safety meetings, records of hazard

rkplace violence p tion program. The following

E 4

steps are suggested for optimal use of this tool:

¢ Individuals involved in the assessment process
should familiarize themselves with OSHA 3148.

* Persons conducting the assessment should check
whether the institution is in compliance by checking
yes or no.

5 i e P S e e e S e e e ]
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¢ The next box all for and d
tion including acti P ponsible and time
tables. The final area should be used to document
the itoring and evaluation of each guideline in-
cluding methods and dates.

* Upon completion of this self-assessment analysis
tool, facilities will have also established an outline
which can be used to develop a sound workplace
violence prevention program based upon the OSHA

Fredrick Roll is a certified protection professional, a certified
health care protection administrator and a certified health
care risk manager, and holds a master's degree in security
management. He is also a past president of the International
Association for Healthcare Security and Safety.
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GUIDELINES FOR PREVENTING WORKPLACE VIOLENCE FOR HEALTH CARE AND SOCIAL

SERVICE WORKERS: OSHA 3148-1996

CONTENTS
Introduction
OSHA’s Commitment
Extent of Problem

1
=]
3

Management Commitment and Employee
Involvement
Written Program
Worksite Analysis
Records Analysis and Tracking
Monitoring Trends and Analyzing Inadmb
Screening Surveys
Workplace Security Analysis
Hazard Prevention and Control
Engineering Controls and Workplace Adaptation
Administrative and Work Practice Controls
Post-Incident Response
Training and Education
All Employees
Supervisors, Managers, and Security Personnel
Recordkeeping and Evaluation of the Program
Recordkeeping
Evaluation
Sources of Assistance
Conclusion
References
Appendicies
Appendix A: SHARP Staff Assault Study (Staff
Survey)
Appendix B: Workplace Violence Checklist
Appendix C: Assaulted and/or Battered Employee
Policy

ry
A di

dix D: Viol Incident Report Forms
E: Other S of OSHA Assistance

(Publicadons, Office Directory, Programs

& Services)

Appendix F: Suggested Readings
Mlppendidaanbeobhmed tl\mughOSHAat
its Web site — www.osha.gov/osk kplace. Or con-
tact OSHA directly at 0) 219-6091 or GHA uUs.
Department of Labor, 200 Constitution Drive, NW,
Washington, DC 20210.

INTRODUCTION

For many years, health care and social service workers
have faced a significant risk of job-related violence.
Assaults represent a serious safety and health hazard
for these industries, and violence against their employ-
ees continues to increase.

OSHA's new viol idelines provide
the agency’s reoommendnﬁons for reducing workplace
violence developed following a careful review of work-
place viol dies, public and pt violence pre-
vention programs, and consultations with and input
from stakeholders.

OSHA ages employers to establish viol pre-
vention programs and to track their progress in reduc-
ing work-related assaults. Although not every incident
can be prevented, manymn,anddlelevelityofh\,u-

ries sustained by emp duced. Adopting practi-
c-lmsurssuchnsﬂwseouﬂh\edhaemnngnlﬂ-

cantly reduce this serious threat to worker safety.

OSHA’S COMMITMENT
The publication and distrib of these guidelines is
OSHAsﬁmuwpinassisﬂnghedd\mandsodal
service employers and pi inp g work-
place v:oleme OSHA phns to conduct a coondlmned
effort consisting of g, Co-
operative programs, and appropriate enforcement to
accomplish this goal.

The guidelines are not a new standard or regulation.
They are advisory in nature, informational in content,
and intended for use by employers in providing a safe
and hedd\ful workplace thronsh effective violence

tion programs, adapted to the needs and re-
soun:s of each place of employment.

EXTENT OF PROBLEM

Today, more assaults occur in the health care and so-
cial services industries than in any other. For example,
Bureau of Labor Statistics (BLS) data for 1993 showed
health care and social service workers having the high-
est incidence of assault injuries (BLS, 1993). Almost
two-thirds of the nonfatal assaults occurred in nursing
homes, hospitals, and establishments providing resi-

mnwthnm
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dential care and other social services (Toscano and
Weber, 1995).

Assaults against workers in the health professions are
not new. According to one study (Goodman et al., 1994),
betwee'n 1980 and 1990, 106 occupational violence-

d deaths occurred
care workers: 27 pharmaci
tered nurses, 17 nurses’ aides, and 18 health care work-
ers in other occupational categories. Using the National
Traumatic Occupational Fatality database, the study re-
ported that between 1983 and 1989, there were 69 reg-
istered nurses killed at work. Homicide was the lead-
ing cause of ic occ ional death em-

3 13

ployees in nursing homes and personal care facilities.

A 1989 report (Carmel and Hunter) found that the
nursing staff at a psychiatric hospital sustained 16 as-
saults per 100 employea per year. This rate, which in-
cludes any lated injuries, comp with 8.3
injuries of all types per 100 full-time workers in all in-
dustries and 14.2 per 100 full-time workers in the con-
struction industry (BLS, 1991). Of 121 psychiatric hos-
pital workers sustaining 134 injuries, 43 percent in-
volved lost time from work with 13 percent of those
injured missing more than 21 days from work.

Of greater concern is the likely underreporting of vio-
lence and a persistent perception within the health
care industry that assaults are part of the job. Under-
reporting may reflect a lack of institutional reporting
policies, employee beliefs that reporting will not ben-
efit them, or employee fears that employers may deem
assaults the result of employee negligence or poor job
performance.

RISK FACTORS

Health care and social service workers face an in-
creased risk of work-related assaults stemming from -
several factors, including:

* The prevalence of handguns and other weapons as
high as 25 percent5 among patients, their families,
or friends. The increasing use of hospitals by police
and the criminal justice systems for criminal holds
and the care of acutely disturbed, violent individuals.

* The increasing number of acute and chronically
mentally ill patients now being released from hospi-

tals without followup care, who now have the right
to refuse medicine and who can no longer be hospi-
talized involuntarily unless they pose an immediate
threat to themselves or others.

The availability of drugs or money at hospitals,
clinics, and pharmacies, making them likely robbery
targets.

¢ Situational and circumstantial factors such as unre-
stricted movement of the public in dinics and hos-
pitals; the increasing presence of gang members, drug
or alcohol abusers, trauma patients, or distraught
family members; long waits in emergency or clinic
are as, leading to client frustration over an inability
to obtain needed services promptly.

¢ Low staffing levels during times of specific increased
activity such as meal times, visiting times, and
when staff are transporting patients.

¢ Isolated work with clients during examinations or
treatment.

* Solo work, often in remote locations, particularly in
high-crime settings, with no back-up or means of
obtaining assistance such as communication devices
or alarm systems.

¢ Lack of training of staff in recognizing and managing
escalating hostile and assaultive behavior.

 Poorly lighted parking areas.

OVERVIEW OF GUIDELINES

In January 1989, OSHA published voluntary, generic
safety and health program management guidelines for
all employers to use as a foundation for their safety
and health programs, which can include a workplace
violence prevention program.6 OSHA's violence pre-
vention guidelines build on the 1989 generic guidelines
by identifying common risk factors and describing some
feasible solutions. Although not exhaustive, the new
workplace violence guidelines include policy recom-
mendations and practical corrective methods to help
prevent and mitigate the effects of workplace violence.

The goal is to eliminate or reduce worker exposure to
conditions that lead to death or injury from violence

e e i)
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by impk g effecti 4*,-'—*‘-““ the workpl lence p program to en-
trative work practi g controt sure that all agers, super and employ

2 d their oblig Approp ocath
Theg cover a broad of work of authority and to all resp parties.
whoprvvidet‘lmmuﬂaodllmmpvydd-
atric facilities, hospital * Asystem of bility for )
mymuummmmmm supervisors, and employees.
pharmacies, community care facilities, and long-term
care facilities. They include . Amnmmdwmm
nurses, pharmacists, nurse practitioners, physiclans’ ing and debriefing for
assistants, nurses’ aides, th h public P g Or wi dr “"“"Moﬂhvﬂu&
wnuuqhmnhm&ﬂuwwm,lodll/wd- incidents.

fare workers, and
Further, hguﬂdﬁumybeueﬁﬂhudmmb

for ancillary p i such as mai: dietary,
clerical, and security staff employed in the health care
and social services industries.

'VIOLENCE PREVENTION PROGRAM ELEMENTS
‘There are four main components to any effective safety
and health thatalso apply to p g

* Commitment to support and implement appropriate
recommendations from safety and health committees.

B ) . -

ik @ lysis, (3) haz-
wprzvu\ﬂonmdmuvl,md(l)uletywhedﬂ\
training.

MANAGEMENT COMMITMENT
AND EMPLOYEE INVOLVEMENT

L 4

involvement should include the following:

oy

Und, 3

g and complying with the ph
vhbummﬂnnmmudothauhtymd

security measures.

. inan

ering safety and security concerns.

and employ k
are k ry and tial ek of an effec-
dvendaymdheﬂﬂ\mm'rnammm

vmrkbpﬂm mw-mwm

approach. If employers opt for this strategy, they must
be careful to comply with the applicable provisions of
the National Labor Relations Act.

% including the end
and visible invol of op d

ﬂ\emﬂn&mmdmbdddﬁﬂivdym
workplace violence, and should include the following:

* Dy d concen for employ
qmﬂomlmdyhyiedulelyndhﬂlﬂ\

* Equal commitment to worker safety and health and
patient/dient safety.

* Assigned responsibility for the various aspects of

g of violent i

* Promptand P

¢ Participation on safety and health committees or
teams that receive reports of violent incidents or
security problems, make facility inspections, and
respond with recomnendations for corrective
strategies.

. Tmmh-mﬂh«hgdmnmmht
covers tech to

assaultive beha or crimi ‘hm&,u:l dis
appropriate responses.

WRITTEN PROGRAM

A written program for job safety and security, incor-

porated into the organization’s overall safety and health

program, offers an efft pproach for larger orga-
s, the program need

izations. In smaller
not be written or heavily documented to be satisfac-

Tor TisaEhcare
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tory. What is needed are clear goals and objectives to
puwu\twwky!mvlphuaﬂublelorthdumd

WORKSITE ANALYSIS
‘Worksite analysis involves a step-by-step, common-

pl P and adap sense look at the workplace to find exdsting or poten-

b!pedﬁc ineach tial hazards for workplace violence. This entails re-
viewing specific procedures or operations that contrib-

‘The prevention program and startup date must be ute to hazards and specific locales where hazards may

icated to all Ata mini develop
i P programs should do

the following: A "Threat Assessment Team,” “Patient Assault Team,”

similar task force, or coordinator may assess the vul-
. Crutemddhumﬁmtudurpoﬂcyoim nerability to place viok and d the ap-

for viok verbal and non- pmpmtepmvenﬁveuﬂmsmbenka\.hnplmult-

vuﬂmu,udrd-hdempaw- ing the workpl

visors, co-workers, clients, patients, and visitors
must be advised of this policy.

Ensure that no reprisals are taken against an
employee who reports or experiences workplace

¢ E 4 top ly report incidents
meggumy:bmdmmdlmum
Require records of incidents to assess risk and to
measure progress.

mybeanip\edﬁothhgmlp Theunmshmlldln-
dmwhdmﬁmnmhrmmmopaa-

n‘etyn\dhenlth,hpl and human resources staff.

‘The team or coordinator can review injury and iliness
records and workers’ tion claims to identify
plmruohululuﬂntmuldbepmvumdbymk

place
training. Asﬁwummmﬂimmida\ﬁﬁuw
priate controls, these should be instituted.

e Outlinea plan for \gsecu- The ded program for worksite analysis in-
rity in the workplace, which includ, blishing a clmles,buthmtl!mlmdb,lnllyﬂnglndm
Haison with law enft and records, g trends and analyzing
oﬂu-whoanhdpldu\dlymyzmptwmund ing sur ,,md lyzi rkpl rity
‘mitigate workplace violence.

RECORDS ANALYSIS AND TRACKING

o Assign ibility and auth for the prog;

to individuals or teams with appropriate training
and skills. The written plan should ensure that there
mldeqmﬁemoumav-ﬂnbleforﬂ\luﬁonw
thauheumor

violence mer-m\

mand-odalservlm.

P

* Affirm management commitment to a worker-
supportive environment that places as much impor-

tance on employee safety and health as on serving
the patient or client.

Set up a company briefing as part of the initial effort
to address such issues as safety, support-
ing affected employees, and facilitating recovery.

’l‘h:uchvitysiwuldhdudemvlemngmhl,n&ty
and records inctud-

Mghmmbg,iflequlledbpinpoimhm
of workplace violence. Scan unit logs and empioyee
and police reports of incidents or near-incidents of
m-ﬂﬂvebehavlorwlda\ﬁ!yandamlyumln

ts relative to p units, job
titles, llnltmﬁvlﬁe,workshdons,lnd/mﬁlmof
day. Tabuhteﬂlaedahhhtgatlheﬁaqnemyh\d
severity of incid h a baseline for messur-
ing improvement.

~id,

g Trends and A I
Conhcﬁngﬂnﬁhrbalh:ﬂnme,mmm
andcommunitymddvlcgmuplhonewaymhm
about their with workpl
hdpidmﬂfyuendsUaemeulyuno(dnh,lfpu-
sl‘ble,ln trace trends of injuries and incidents of actual
tial workplace violence.

One Nosth.
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Screening Surveys

One important screening tool is to give employees a
or survey to get their ideas on the poten-

tial for violent incidents and to identify or confirm the

need for improved security measures.

. Bvalulh lhedfectlvmof existing security mea-
! ring control
De\u-mlfﬂskhcmhvebeanedmedm
d, and take approp action.

HAZARD PREVENTION AND CONTROL

After hazards of violence are identified through the

systematic worksite analysis, the next step is to design
Tinctah engtnasddii of adinl e

Detailed baseline surveys can help pinpoint
mbﬂntputmployesatrlsk Periodic surveys con-
ducted at k lly or P

change or incidents of workplace violence occur help

idmdfymworpuvlouslyunmﬂcedﬂakfacmw

woﬂnprlcﬁu]:pm‘;emot;nml these hazards. I
violence does occur, post-incidence response can be an

deficiencies or failures in work practi

or controls. Also, themrveyshelpmthedfecbof
hanges in the work p The perlodic review
process should also include feedback and followup.

Independent reviewers, such as safety and health pro-
law or security specialists, in-

surance safety auditors, and other qualified persons

nuyuﬁeudvkemsuusgﬂmpmgnm These ex-

important tool in p g future incid

ENGINEERING CONTROLD AND
WORKPLACB ADAFTATION
Is, for 1

remove the hazard

'fmmﬂueworkphcoruuheabanizrbelween&e

worker and the hazard. There are several measures
that can effectively prevent or control workplace haz-
ards, md\utlmemnspresenhdlnd\efollowing

perts also can provide fresh persp to improve a
violence pmven!lon program.

WORKPLACE SECURITY ANALYSIS

The team or dis should periodically inspect
the place and eval ployee tasks to identify
hazards, conditions, op and that
could lead to violence.

To find areas requiring further evaluation, the team or
coordinator should do the following:

o Analyze incid 4

g the ch

¥ The of any of course,
shmnldbebueduponﬂulnmnhidmﬂﬂedhthe
workplace security analysis of each facility.

© Assess any plans for new construction or physical
changes to the facility or workplace to eliminate or
reduce security hazards.

Install and alarm sy and
other security devices, panic buttons, hand held
alarms or noise devices, cellular phones, and private
channe! radios where risk is apparent or may be

aanlhnu and victims, an account of what l\lppmed
before and during the incident, and the relevant
details of the situation and its outcome. When pos-
sible, obtain police reports and recommendations.

. ldenhly jobs or locations with the greatest risk of
aswellasp and p d that

put employees at risk of assault, includ!ng how often
and when. Note high-risk factors such as types of
clients or p (e.g., psyct di or
patients disoriented by drugs, alcohol, or stress);
physical risk factors of the building; isolated loca-
tions/job activities; lighting problems; lack of phones
and other communication devices, areas of easy,
unsecured access; and areas with previous security
problems.

cip and arrange for a reliable response
system when an alarm is triggered.

* Provide metal detectors installed or hand-held,
where appmprhn to identify guns, knlva, or other
g to the ions of
securlty consultants,

Use a closed-circuit video recording for high-risk
areas on a 24-hour basis. Public safety is a greater
concern than privacy in these situations.

* Place curved mirrors at hallway intersections or
concealed areas.

* Enclose nurses’ stations, and in;hll deep service
counters or bullet-resistant, shatter-proof glass in

©19%
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mmmmwcﬂa\tm = Establish lisison with local police and state prosecu-

* Provide employee “safe rooms” for use during
emergencies.

Establish “time-out” or seclusion areas with high
edﬂnpndﬂmngﬂdsfm'pldmbmoullml
Liah for

« Provide dient or patient waiting rooms designed to
fort and stress.

tors. Report all incidents of violence.

Provide police with physical layouts of facilities to
expedite investigations.

Require empioyees to report all lts or threats
to a supervisor or manager (e.g., can be confidential
interview). Keep log books and reports of such ind-
dents to help in determining any necessary actions
to prevent further occurrences.

Advhelndudstmnployuu,umded,ofmy

* Ensure that counseling or patient care rooms have for req \g police assi or filing
two exits. chuguwhmamulwd

* Limit access to staff and * Provide 2 pport during emergencies.
mmﬁoﬂdbyulgbdwddm Respond promptly to all complai

e A o prevent entrap ofstaff.In  * Set up a trained response team to respond to
tnterview rooms or crisis aress, fi 8
should be l, ligh ht, without sharp cor-

muadga,u\d/ofdﬂudtoﬂ\eﬂoor Limit the
number of pictures, vases, ashtrays, or other items
that can be used as weapons.

» Provide lockable and secure bathrooms for staff
‘members separate from patient-client, and visitor
facilities.

* Lock all unused doors to limit access, in accordance
with local fire codes.

o Install bright, effective lighting indoors and outdoors.
o Replace bumed-out lights, broken windows and locks.

* Keep automobiles, if used in the field, well-
maintained. Always lock automobiles.

ADMINISTRATIVE AND

WOIK PRACTICE CONTROLS
and work p

way jobs or tasks are perft

ls affect the

1 The followi:

Use properly trained security officers, when neces-
sary, to deal with aggressive behavior.

Follow written security procedures.

Ensure adequate and properly trained staff for
restraining patients or clients.

Provide sensitive and timely information to persons
waiting in line or in waiting rooms. Adopt measures
to decrease waiting time.

Ensure adequate and qualified staff coverage at all
times. Times of greatest risk occur during patient
meal times, and at
night.loale-wlﬂ\ﬂ\eyummkhdududnﬂo—
sion units and crisis or acute care units. Other risks
indude admission of patients with a history of vio-
lent behavior or gang activity.

huﬂmmadp—lnplmedmwldlpmbrvldm

nmmummmmmmwm
trative procedures can help prevent violent incidents.

* State dearly to patients, cllalu,lndanpbyeaﬂut
ol isnotp

nursery or pediatric depart-
ment. anome visitor lwmlndpmeedum.

Establish a list of “restricted visitors” for patients
with a history of violence. Copies should be avail-
able at security checkpoints, nurses’ stations, and

o 7§ i American Tioepal

One North Franklin, Chicago, Iinols 60606
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check when y. Limit inf
given © outsiders on hosp d victims of

© Supervise the movement of psychiatric clients and
patients throughout the facility.

o Control access to facilities other than waiting
rooms, particularly drug storage or pharmacy areas.

* Prohibit employees from working alone in emer-
erulormlk—lndhlﬂ,puﬂcuhﬂynm@t
orwh N el
»lhwummusadmmum

. policies and procedures f d areas,
and 8 and for itoring
high-risk patients at night (e.g., open versus locked
seclusion).

® Ascertain the behavioral history of new and trans-
ferred patients to leam about any past violent or

- assaultive behaviors. Establish a system such as
chart tags, log books, or verbal census reportsto -
identify patients and clients with assaultive behavior
problems, keeping in mind patient confidentiality
and worker safety issues. Update as needed.

« Trest and/or interview aggressive or agitated clients
in relatively open aress that still maintain privacy
and confidentiality (e.g., rooms with removable
partitions).

o Use case
ndu:pervlmwdhm-wuy'bdhdvdym
potentially violent patients.

* Prepare contingency plans to treat clients who are
ncungml'wnnthgvubdorphydulnhdur

alone when performing intimate physical exami-
nations of patients.

DIGESgR ey

h*vfwdfywhdv
C 7 kers should carry only
required identification and money.

Periodically survey the facility to remove tools or
possessions left by visitors or maintenance staff

‘which could be used inappropriately by patients.

- Provide staff with identification badges, preferably

without last names, i readily verify employment.
employees from carrying keys, pens, or

Discourage
- other items that could be used as weapons.

Provide staff members with security escorts to
parking aress in evening or late hours. Parking areas
should be highly visible, well-lighted, and safely
accessible to the building.

- Use the “buddy system,” especially when personal

safety may be threatened. home health

- care providers, social service workers, and others to

avoid Staff should oy

~mmmdmmmmmm

diately leave p
request p

ilthnh-

Develop policies and procedures covering home
health care providers, such as contracts on how vis
its will be conducted, the presence of others in the
home during the visits, and the refusal to provide
services in a clearly hazardous situation.

Establish a dafly work plan for field staff to keep a
duguummpemmmmrw

threats. C

the . If an em-

tified
M(mh)wﬁmm:avhw
* occupational health service staff to help diffuse pa-
Hent or client anger.

* Transfer assaultive clients to “acute care units,”
“criminal units,” or other more restrictive settings.

» Make sure that nurses and/or physicians are not

P

ﬁoyudwmtleponh,hmmpmonm
followup.

Condu post-incid

"- " 'llﬂ AL
fwmwbyeumhnbmnbwmm

m— W
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POS‘I'-INCIDENT RESPONSE

Post-inci P md are 1 to
1 program. All work-

plme violence pmgmm should provide comprehen-

sive treatment for victimized employees l.nd m\plcr

ees who may be tized

violence incident. Injured staff should reulve pmmpt

treatment and psychological evaluation whenever an as-

TRAINING AND EDUCATION
Training and education ensure that all staff are aware
olpomaalsecuﬂlthd:u\d hnwhpmts:uhun-
selves and their g blished poli-
cies and procedures.

All Employees
Every employee should understand the concept of

sault takes place, regardless of severity. T: i
oftheln]u:edhomedlalc-nshmﬂdbepmvidedif
care is not available on-site.

Victims of workplace violence suffer a variety of con-
sequences in addition to their actual phy:iml injuﬂu.
These include sh d long-term p

1P for Violence,” ie., leoleu

sl\ouldbe pected but can be ded or

Wmmsuﬁwumumm
phy inter when-
ever possibl unless there are ad bers of staff

ormmga\cyrupomeummdlmwltypasou\d

trauma, fear of returning to work,dunguinmhﬂon-
ships with co-workers and family, feelings of incompe-
tence, guilt, p and fear of crif by su-
pervisors or tly, a strong foll
pmgnmlntﬂmemphyeuwﬂluﬂonlyhdpdmb
deal with these problems but also to help prepare them
to confront or prevent future incidents of violence
(Flannery, 1991, 1993; 1995).

'l‘l\eummeultypaofudshnmtlutunbehmr-

training also can improve the likeli-
hood of avolding assault (Carmel and Hunter, 1990).

Employees who may face safety and security hazards
should receive formal instruction on the specific haz-
ards associated with the unit or job and facility. This
includes information on the types of injuries or prob-
lems identified in the facility and the methods to con-
trol the specific hazards.

The training program should involve all employees,

porated into the post-incid For

mmm-crl'sis counseling, critical lnddgnt stress de-

b programs may be pro-

vided to lum vicﬁms. C:rﬁﬁed employee assistance
clinical

nunelpechllmorsoddwrlenmuldprowdethls
counseling, or the employer can refer staff victims to
an outside specialist. In addition, an empioyee coun-
seling service, peer counseling, or support groups may
be established.

In any case, counselors must be well trained and have
a good understanding of the issues and

including supervisors and managers. New and reas-
signed employees should receive an initial orientation
prior to being assigned their job duties.

Visiting staff, such as physicians, should receive the
same training as permanent staff. Qualified trainers
should instruct at the comp level pri
for the staff. Blfeenvehnﬁlgpmwud\ouldhp
volve role playing, simulations, and drills.

Topics may include Management of Assaultive Behav-
mmmucmmpouen-

of unlllu and other lgyullve, violent beluvhr Ap-

d post-
debrlgﬂngsandmmellngreduceuu(e psychological
trauma and general stress levels among victims and
witnesses. In addition, such | d staff

sault avoid orp
luchuawm,avoldnme mdhowhpuventu-
saults. A combination of training may be used depend-
ing on the severity of the risk,

about work and positively infl

Required training should be provided to employees

P

workplace and omniuﬂmul c\dnml norms to re-
duce trauma associated with future incidents.

lnhrgelmhtuﬁom,rd:ulmmnmn\ly
be needed more q ty) to
dlecﬂve\ymachuﬂmformallanpbyen

mu:lt\lngslmldmvermplamchud\efollowlng:

1%
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. 'mewrkplmvinlmpnvm&mwllq

mmmmmmwmube
able to recog: and
© Risk factors that cause or o 1] to make ,dmgslnﬂ!yhyldpl-\tp-

¢ Early recog) of or recogni-
Hm\ofvnmh\gsipuordmuomd\nmylndb
assaults.

* Ways of preventing or diffusing volatile situations
or aggressive behavior, muugingnngr and appro-
priately using medications as chemi

uacaaéaumtmnndmfﬁupolqmd
procedures to reduce or eliminate the hazards,

Semrlrypmmmlnudapedﬂcmldngﬁmﬂ\em
pital or clinic, includ

of handling aggressive and abuﬁve dlmb. typelof
disorders, and ways to handle aggression and defuse
hostile

Ink o Tedenl 1 devek

. on y o P
sensitivity to racial and ethnic issues and differences.

© A standard response action plan for violent situa-
tions, including availability of assi
and

P

mn'llnhlgpmyumuhmlddtohdudemevﬂm-
tion. The content, meth and frequency of train
should be d and eval i by the
team or di for
ngnmmhnﬁonnuylnvolvenpevhorw/or

to alarm P

* How to deal with hostile persons other than pa-
tients and clients, such as relatives and visitors.

Py i ve hohavi
F

Br

hods and safe
or escape.

control

of

PP

¢ The location and operation of safety devices such as
alarm systems, along with the required maintenance
schedules and procedures.

ployee interviews, testing and observing, and/or

g reports of behavior of individuals in threat-
ening situations.
RECORDKEEPING AND EVALUATION
OP THE PROGRAM
dkeep ,and 1l of the viok preven-

tionp y to d overall effec-
uvmndidenﬁlymydeﬂdmdsormngudut
should be made.

* Ways to protect oneself and k tuding
use of the “buddy system.”

Policies and procedures for reporting and
recordkeeping.

Policies and procedures for obtaining medical care,
or legal assis-
tance after a vlolmtcplaodeurin’ury

and rity P 1

gis 1 to the success of a workplace
vbhumvmﬁonmmcoodmhdpn

ployers determine the severity of the problem, evaluate
methods of hazard control, and identify training needs.
Records can be especially useful to large organizations

and for members of a business group or trade associa-

tion who “pool” data. Records of injuries, illnesses, acci-
dents, assaults, hazards, corrective actions, patient histo-
ries, and training, among others, can help identify prob-
lems and sok for an effectt

P8

up g
Supervisors and managers should ensure that employ
ees are not placed in assignments that compromise

safety and should encourage employees to report inci-
de\n!nqﬂoymandmpeviwndwldbunimw
rkers when an

beh
behave P

incident occurs.

mwmmwmmﬂymw
ensure that employees receive

PPTOP

The foll g records are imp

¢ OSHA Log of Injury and Iliness (OSHA 200). OSHA
regulations require entry on the Injury and lliness
Log of any injury that requires more than first aid,
is a lost-time injury, requires modified duty, or
causes loss of consciousness.9 (This applies only to
establishments required to keep OSHA logs.) Inju-
ries caused by assaults, which are otherwise record-

S —
©199%
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able, also must be entered on the log. A fatality or
catastrophe that results in the hospitalization of
three or more employees must be reported to OSHA
within eight hours. This includes those resulting
from workplace violence and applies to all estab-
lishments.

Medical reports of work injury and

i.e., unprovoked sudden attack or patient-to-patient
altercation; who was assaulted; and all other circum-
stances of the incident.

mmmm-wpﬂman

procedures on a regular basis. Deficiencies should be

identified and corrective action taken.

An evaluation program should involve the following:

3 g system
and regular review of reports.
g reports and from staff g
on safety and security issues.

Analyzing trends and rates in {liness/injury or
fatalities caused by violence relative to initial or
“baseline” rates.

l or actual cost, * M based on | ng the
loaum,mdﬂnmmdﬁ\]nﬂ- freqn nnduvcﬂyofworkphavlolun
+ Incidents of abuse, verbal attacks or aggressive * Keeping up-to-date records of administrative and
behavior which may be threatening to the worker work practice changes to prevent workplace vio-
but do not result in injury, such as pushing or shout- lence to evaluate their effectiveness.

ing and acts of aggression towards other clients
should be ded, perhaps as part of an I
incident report. These reports should be d

Smeyh-gunyloyabdmtlmhﬂunuld:‘pbw
installing

routinely by the affected depastment.

Information on patients with a history of past vio-
lence, drug abuse, or criminal activity should be
recorded on the patient’s chart. All staff who care
for a potentially aggressive, abusive, or violent client
should be aware of their background and history.
Admission of violent dlients should be logged to
help determine potential risks.

Mmmduluymmo(hald
d and

ulrsnlwuldbedoummd.

Records of all dees, and
qunliﬁcldomofnlmuhmnldbe intained

security measures or
mwsymwdmnmweﬂudvm

hrea Aot

f new to deal
Mﬂlvhlumhd:hullhammdndnm
fields as these develop.

Surveying employees who experience hostile situa-
tions about the medical treatment they received ini-
tially and, again, several weeks afterward, and then
several months later.

Complying with OSHA and state requirements
for recording and reporting deaths, injuries, and

R : riodic law

Evaluation

As part of their overall program, employers should
evaluate their safety and security measures.

T

‘'op management should review the program regu-

larly, and with each incident, to evaluate program suc-
cess. Responsible parties (managers, supervisors, and
employees) should collectively reevaluate polices and

q 8P or outside
dtant review of the worksite for d
tions on improving employee safety.

mployesAnydmguln the program should be
discussed at regular meetings of the safety committee,
union or other groups.

P Py

© 1996 A
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SOURCES OF ASSISTANCE
Wmmmmum
an approp
mmmwﬁ\emwh&nm&l&m
vided in their state. Primarily targeted at smaller com-
panies, the ltation service is provided at no
chlrgeh)ﬂuunphy&l:\dhthuﬂel\thl
enforcement activity. OSHA'ueHvrbloudstunploy
ers combat workplace vk are

Goetz, R; Bloomn, J.; Chene, S; et al. (1961). “Weapons Posssssed by
Ann Emerg Mod

200):$10.

Lisa, G. (1993). Exemsinetion of Workery' Compensation Claines Among

Ui, Ontario Misistry of Labour.

Novallo, A. (1992). “A Madical Response to Violence.” JAMA 267: 3007.

On "

ﬂwofNIOSH(rIMNI(SH)MFMc-My
officials, trade associations, unions, insurers, human

m r' 7 st ¥ Is as
well as other interested groups. Employers and em-
ployees may contact these groups for additional ad-
vice and information.

CONCLUSION : .
OSHA recognizes the imp of safety
and health program management in providing safe
udmwmwwkphmhmm;m
and

uleulllulthfulmrkphm and the agency’s Vol-
unhry?mﬁecﬁonhoylmwmspedﬁallyuhb-

with

aml—ld\mlmﬂfccﬂwufaymhum\m
grams are known to improve both morale and produc-
tivity and reduce workers’ compensation costs.

OSHA'’s viol are an essen-
&lcmnpmu\thworkplmeuﬁymdhuhhpm—
grams. OSHA b that the p

h of the guidel ployers with
ﬂe:dblﬂtyinthdreffoﬂsbnnlnhlnafemdhulm
working conditions.
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Self-Assessment Analysis Tool
HealthCare Security USA

Gi for P
MH-I&CllellldSodlISﬂ'vlneWwbn

The following is a self- lysis tool which is designed o address all or most of the information con-
mnnus.r  Labor - O ] Safety and Health Administration, OSHA #3148, 1996, publi-
um-mwummw«wvmhmmmmmwm htis
recommended that persons using this should familiarize themselves with the entire OSHA #3148 publication.

These guidelines are not new ds or Theydo b d a method of enhancing the
mdwnnm--ﬂmmmm-mﬂmbhmdm

msaulyi-wolbddgndhnﬂow1, P d Is to have a d d resp to the various o}
ements contained in the guidelines. This d address | establish and track compliance ele-
mmdmmhnmmhmmwmwv This analysis should be conducted as soon

ible for de wiate action &y adoence of an adverse incident. This will establish and docu-
mhmummmmpwummwdumhm
tion can be used 1o create your written policy, procedures and guidelines based on these national guidelines.

If you have any questions regarding the inf in this self- h luol,nvluwthegukldhu.
Questions regarding the use or purpose of the seif- wolmlybe dis d to the author.

oA ey for i g ol Thoepiel Asockeion
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FOREWARD

This handbook is designed for the person ultimately responsible for the
security program in a healthcare facility. The format will allow for overhead
projection of the various charts and graphs allowing for educational programs and
presentations if desired. '

The intent of this handbook is to define the role of security in the healthcare
environment by giving a brief historical prospective depicting the responsibilities and
authorities currently utilized. Various functions will be addressed along with
staffing and equipment methodologies necessary to attain a viable security program.
Also covered will be how to develop a risk assessment process as well as a sotind
quality management program.

Finally, this handbook will address the current trends and anticipate how
future developments will evolve including the interrelationships with other
healthcare departments and organizations.

© Copyright October 1992, Fredrick G. Roll
7940 S Gaylord Way

Littleton, CO USA

(303) 794-6194

All Rights Reserved
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HEA.LTHCARE SECURITY MANAGEMENT
HANDBOOK

by
Fredrick G. Roll, CPP, CHPA

PURPOSE OF HEALTHCARE SECURITY MANAGEMENT: To provide a secure and safe
environment that allows everyone using the healthcare facility to deliver or receive quality
services with minimal threats against their personal well-being and security of their
property. Security management, especially in the healthcare environment, must be very
concemned with providing appropriate service for people who often require special
attention.

L OVERVIEW

The term "security” has numerous meanings. Traditional security definitions
vary, however, Richard S. Post and Arthur A. Kingsbury defined security in their
dm ati n, as "Related translations (definitions
of secunty) encompassed the terms protect, shield from, guard against, render safe,
and take effective precautions against."’ In most definitions "safety” is closely tied
to security. Healthcare safety specifically deals with such areas as slips and falls,
hazardous and infectious wastes, as well as numerous environmental issues.

Although in some organizations security and safety are managed together, the
current trend is toward separation, as healthcare safety becomes more specialized
with the advent of various laws and specific regulatory requirements. This
handbook specifically addresses the healthcare security rather than safety issues.

Healthcare security is also becoming a more specialized field as medicine and
patient care become more complex. The need for professional, flexible, and business-
_ oriented security managers is becoming more evident.

Healthcare security continues to become better defined. This handbook will
address the current trends and predictions on how future developments will evolve
including the interrelationships with other healthcare departments and
organizations.
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A.  Functions of the Security Program

Most security operations concentrate on the prevention of crime by
taking a proactive approach verses the reactive approach usually associated
with law enforcement. Law enforcement, by its very nature, provides a
totally different function - the overall protection of the public. Healthcare
security, however, specializes in protecting the assets and persons utilizing
the healthcare facilities. In most instances, 90 to 95 percent of the time of
a security officer and security manager deal with non-law enforcement activi-
ties. Managers must understand what authorities they do have in relation
to the enforcement of rules, regulations, and applicable laws.

In order to explain the appropriate relationship of security manage-
ment in a healthcare environment, there are several basic functions that need
to be understood.

1. Security Assessment - Vulnerabilities must be identified by
conducting a security audit or security risk identification
review. This will allow for development of action plans to
reduce the threats and develop monitoring mechanisms.

2. Crime Prevention - Crime prevention activities must be
developed and instituted to reduce security-related incidents
from occurring.

3.  Personal Protection - Protection systems must be developed to
safeguard patients, physicians, staff, visitors, and others.

4. Property Protection - Protection systems must be developed to
protect property.

5. Service-related Activities - Service-related activities must be
identified and implemented to meet the goals, mission, and
philosophy of the institution served (i.e. parking services,
information, escorts, etc.)
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6.  Enforcement - Enforcement criteria must be developed and
authorized by administration to meet the philosophy of the
institution (i.e. arrests, discipline, investigations, etc.)

Managers of security operations must realize that in almost all
instances their department is an ancillary, non-revenue-producing
department. Although very important to the well-being of the medical
facility, it is often viewed as a necessary expense by many other departments
that would prefer to use funds for direct patient care. This is particularly
important as healthcare dollars become even more difficult to attain. Astute
security managers must clearly identify how their department interfaces with
the organization, what services must be provided, and what is the most cost-
effective method to provide an environment that protects people and assets.
Security managers must understand the level of administrative commitment
for the program. They must clearly know their responsibilities and authority
and be prepared to meet the overall mission of the healthcare facility.

B.  Management Principles

Security managers must understand there is a security-related thread
that runs through each and every department and operation within a
healthcare facility. Therefore, it is necessary to work with the administration
of the hospital to establish a firm commitment of support. Once established,
the security manager can work with the various departments and individuals
to identify specific risks and take preventative steps to avoid losses. The
competent security manager can be a valuable resource to the institution in
overall loss prevention. This includes accountability for equipment,
protection of high-risk patients, proper screening and selection of employees,
adequate orientation, and training of all employees. All employees need to
understand their involvement and responsibility for the security of the
facility, the specifics of security rules and regulations.
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The.specific security management principles involved include:

1. Management must provide leadership in encouraging and
supporting security awareness and constructive preventive
measures, among all those who work in and utilize the facility.

2. Management must solicit administrative support and commit-
ment and demonstrate the need for a strong security program.

3. Management must provide a secure working environment
which allows workers to perform their services with minimal
concern about threats to their person or property.

4. Management must assess the organization, especially property
and financial resources that are vulnerable to misappropriation,
and provide reasonable preventive measures.

5. Management has a special obligation to protect patients and
others who may be especially vulnerable to breaches of
security because of their medical condition, infirmity, age, sex,
or other factors.

To integrate a security program into a healthcare facility successfully, basic
management principles must be utilized.  Risk Management and Security
Management have similar goals and workable principles. They share in name and
philosophy the word "management." In traditional planning, organizing, staffing,
directing and controlling associated with management, It is implied that this will be
done in a cost-effective manner. Although there are numerous definitions for "risk
management”, one of the foremost experts in the field, George L. Head, Vice
President for Insurance Institute of America, stated the following definition of risk
management in his book Essentials of the Risk Management Process, "Risk
management may be defined as the process of planning, organizing, leading and
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controlling the activities of an organization in order to minimize the adverse effects
of accidental losses on that organization at reasonable costs."

These two managerial philosophies are discussed in an article which was
published in the Fall, 1988 issue of the Journal of Healthcare Protection
Management entitled, "Safety and Security = Risk Management.” See Figure #1
page 6. The management process is described as a six step procedure.

Step 1--Identify potential for loss and problems.

Step 2-Analyzé potential loss or significance of problem.
Step 3--Examine all potential alternatives for viability.
Step 4--Select the best apparent technique(s).

Step 5--Implement the chosen technique.

Step 6--Monitor and improve the program.®

The article encouraged persons responsible for the security management
program to think like their risk management counterparts, as well as the new breed
of healthcare administrators.
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FIGURE #1
Identify
potential for loss
or problems
Analyze
Monitor and improve : .. potential loss
the program or significance
‘ of problem
Examine all
Implement the . potential alternatives
chosen technique(s) for viability
Select the best
apparent technique(s)
Source: Journal of Healthcare Protection Management, Vol. 5, No. 1, Fall 1988. Safety & Security

+ Risk Management = Loss Prevention by Fredrick G. Roll. (Publication of the
International Association for Hospital Security and Safety).
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IL ORGANIZATIONAL ROLE AND FUNCTION

Although there are numerous issues facing healthcare today, security of the
patients and persons using the facilities, as well as the property of both are of
utmost importance. The American Hospital Association created an Ad Hoc
Committee on Hospital Security Issues. This committee generated a report in 1991
which briefly addresses the following areas of concemn: Employee Impacts, Security
Force, Violence, Drug Theft and Tampering, Theft, Infant Kidnapping and Outside
Threats, see Figure #2 on page 8. These areas certainly affect the role and function
of a healthcare security operation and must be addressed by the person responsible
for the program.

The history of hospital security is well outlined in Hospital Securjty, 3rd
Edition by Russell L. Colling.* Mr. Colling traces the organization of hospitals back
to England in A.D. 1123. The first designated security reference was known as
"Office of the Porter.” This was the security manager and the "Beadles" provided the
function of stationary guards. The modern era in the United States is summarized
as follows:

1900-1950 - Protective aspects (i.e. watch rounds and fire watch) were
performed by maintenance personnel. There was little mention
of specified security personnel.

1950-1960 - Shift from fire watch to law enforcement, with police officers
working in or out of hospitals in larger communities.

1960-1975 - The beginning of the security management era. The protective
aspects began to expand beyond dealing with only illegal

activities.

1975-1980 - Security and safety aspects began to join together. Managers
became more recognized.

1980s Security began to take a more expanded role in the hospital

environment. More emphasis on the protection of assets.
Greater demand for flexibility and the interface with other

team players.
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FIGURE #2

HOSPITAL SECURITY ISSUES

Employee Security Swalf Peychiatric and Sateltice Parking Lot Crisis Respomse | Homelessness
Screening Tralning Geriatric Pharmacies Security Planning
Viclence
i ! l
Arsing of Drugs Outside Employes Security
Security Seall of the Awareness
Phermacy Program

Source: The American Hospital ion, Ad Hoc C ittee on Security Issues. 1991
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As we travel the 1990s, the trend toward the application of professional
management concepts and team interventions increases. Persons responsible for
healthcare security management must become business minded and approach their
responsibilities in a cost-effective, yet quality manner.

The overall role of healthcare security is to provide a proactive approach to
providing a secure and safe environment. Public law enforcement is deemed
responsible for the enforcement of laws enacted to protect the general population.
Because this is a very broad responsibility, this usually relates to the response to
criminal activities that have already occurred. Security, on the other hand, is
usually involved in providing a specific service to a more defined organization or
group and its primary function is to prevent incidents from occurring on that
particular property. These go beyond laws since security also deals with the
prevention of breaches in rules, regulations, and policies associated with the
operation of a business. Laws may also be enforced; however, this is usually within
the same authority vested with a private citizen. Law enforcement will most likely
be called upon to deal with a violation of public law. It is essential that these two
entities work closely together to provide adequate protection to the citizenry of a

community.

Figure #3 on page 10 defines some of the differences often used to
differentiate between security and law enforcement.

Another interesting comparison between security and law enforcement is the
total number of personnel and dollars expended annually. The chart on page 11
(Figure #4) from the Hallcrest Report II, by Cunningham, Strauchs, and Van Meter
identifies the number of employees and the financial expenditures in each field in
1980, 1990 and makes projections into the year 2000.
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FIGURE #3
SECURITY/LAW ENFORCEMENT COMPARISON
Security’s Role Law Enforcement’s Role
LossPrevention ........cccvveeeene v W ¥ § s Loss Recovery
Protect Specific Clients ......... — «+e0 000000 Protect General Public
Enforcement of Rules/Regulation .................. Enforcement of Laws
Prevention of Crimes .......... 5 a0 e e Apprehension of Criminals
Proactive ............ %6 0 B3R ol a6 W6 W R0 R ; ¥ 5 16 e o W Reactive

SOURCE: Fredrick G. Roll
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Figure #4 also indicates a trend toward the need for the private sector to
support the efforts of security programs and recognizes that the public resources will
continue to remain somewhat constant through the 1990s. As discussed earlier :n
the evolution of healthcare security, law enforcement personnel are relying on
institutions such as hospitals to provide adequate levels of protection. As law
enforcement resources remain static and their responsibilities expand with
population growth, organizations such as hospitals must assume even more
responsibility for their own protection.

* Hospital security must first focus on the protection of persons and secondly
on property. This includes patients, physicians, staff, visitors, and others, as well
as their personal property and the assets of the hospital. In some larger and more
sophisticated hospital security operations, members of the security department may
also be involved in in-depth investigations involving computer fraud or loss of
financial assets. For the most part, however, hospital security operations involve
loss prevention including identification of potential problems that would have an
adverse financial impact upon the hospital.

PREVENTIVE PATROLS AND CRIME, PREVENTION

Security loss prevention is usually accomplished through a concept called
"preventive patrol." High security visibility will act as a deterrent for most rational
persons contemplating a criminal act. Not only does this patrol provide a uniformed
security officer that is highly visible, it also verifies that conditions are as they
should be. For example, a patrolling officer may observe a door stuck open
allowing unauthorized access or find a cracked water pipe that can be reported for
repair before damage occurs.

Persons responsible for healthcare security must also realize that our society
includes a number of persons who are not rational and/or predictable. These
afflictions may be psychological, physiological, or neurological. People may be
affected by drugs and alcohol or be part of a group actively involved in protests
such as animal rights or anti-abortion. Since some hospitals do animal research

12
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and/or abortions, healthcare security professionals must design an effective method
of dealing with all of these groups.

The International Association for Healthcare Security and Safety has been
conducting crime surveys for the past several years on hospital-related crimes.
Hospitals are not the sanctuaries they once were. People and property both are
vulnerable. Hospitals have large supplies of items used by the general public
including food, clothing, computers, and drugs. There has also been a rising trend
in infant kidnapping up until 1992. The number of female employees working
various hours has also created an increased opportunity for sexual assault.

The surveys clearly indicate that all phases of crime do, in fact, occur in
hospitals. These crimes include homicide, rape, arson, infant kidnapping, armed
robbery, assault, and theft. In one highly publicized homicide, a female physician
working in her research laboratory at Bellevue Hospital in New York was brutally
raped and murdered by a homeless vagrant in 1989. The offender was found to
have lived in a machinery area of the hospital for over a month prior to the murder.

Although the numbers and percentages of these crimes vary, hospitals in all
geographical settings from inner city to rural environments reported crime
occurrences. Persons found to be the perpetrators of these crimes included
employees, patients, and persons off the street. As a result, surveys should indicate
to security management and administrative personnel the necessity to analyze the
security risk at their facilities and take appropriate corrective action.

Itis difficult to identify specific dollar amounts attributed to theft in hospitals
since much is unreported. Hospital owned property loss is estimated to be between
$2,000 and $3,000 per bed per year on an average. Using an average of $2,500 per
year, a 300 bed hospital could lose $750,000 annually. The theft of patient
property, in addition to the dollar loss, has a tremendous impact on
customer/patient relations. Theft of employee property also negatively affects
employee moral and productivity. All of these emphasize the need to develop
extensive loss-prevention, security-related programs.

13
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. Assaults, thefts, kidnappings, and other criminal incidents have led to an
epidemic of legal actions against hospitals charging inadequate security. Charges
include lack of security, too few security personnel, untrained security personnel,
improper hiring and retention, poor security management practices, not meeting
perceived national or community standards, and failing to foresee and negate
criminal activity. Hospitals by their very nature must meet the public’s expectation
to provide a caring and protective environment. This is complicated by the fact that
healthcare dollars are becoming increasingly tighter; and security, a non-revenue
producing department, is becoming more costly to maintain.

SECURITY PROGRAMS

Healthcare security programs vary in size and complexity. The Joint Commis-
sion for Accreditation of Healthcare Organizations (JCAHO) recommends that
hospitals shall provide a security program that meets the specific needs of that
facility. In a small rural hospital, the program could consist of maintenance
personnel locking and unlocking doors at certain hours staff members handling
small problems, and the local law enforcement department called in for larger
problems. An adequate security program exists as long as the program meets the
needs of the facility and there is documentation that the program has been reviewed
and is viable in that hospital. Some small hospitals may supplement the above
program with on-site security personnel for after-hour coverage to round out their
program. Figures #5,#6, & #7 on the following pages demonstrate potential
organizational security models in different sized organizations.

When hospitals have a formal security program, the organizational reporting
level will also vary. In some large organizations, a Vice President for Security
Operations heads the program from a corporate perspective with individual
managers at each facility. In most medium to large hospitals, there is a Director or
Manager of Security who usually reports to an assistant administrator responsible
for several ancillary departments. In many.cases, the Manager of Security would
be considered a staff member at the level of department head. Managers might also
have other areas of responsibility such as parking, safety,

14
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FIGURE #5

SMALL SECURITY DEPARTMENT

I ASSISTANT ADHINISTRATOR1

SECURITY SUPERVISOR
DAY SHIFT

|

AFTERNOON
SECURITY OFFICER

MIDNIGHT
SECURITY OFFICER

Source: Hospital Shared Services of Colorado
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Medium to Large Security Department

IAssistant Administrntorl

' Director of Security l

I Safety Manager } { Secretary I
I Assistant Director I
IInvestigatorl shift shift shift Parking
Supervisor| |[Supervisor| |Supervisor| |Supervisor
Security Security Security Parking
Officers officers Officers officers

Hospital Shared Services of Colorado

16




155

L1

OPRIO0D JO $2NARS Pareys [adsoH 23nog
uosTeYI
aATIvIuUeseadsy
K3tanoes
| saeotz30
K31anoeg
i |
103304 sxosTAzedns S9T3TTToRd
oTOTYeA ITUS butirano
uoyuULARId T T s3x0dey
swuyad _ spaooey
sxostazedng | | | sxo8TATRdNS
uog3oetes OTTqoR K3yryoRd «oes TeoTsiud
TeuuosIed }IseAul — T pue suIeTvV sxeyojedsTq
| | 1 1
UOTIRIISTUTHRY Buyuyeay, / °3Iseaur uoy3eaedo A3yanoes S80TAIeS [wyoeds sed1AIeS Jaoddns

20309310 JULISTESY

A0308ITq JURISTSSY

20309370 JURISTESY

JI0309ITd JURISTESY

J030937@ JULISTEBY

—

I

]

_ Jo0308a1q _

SOYNEATTH

Hey) uoyeziueBiQ 0pelojo) Jo sedjneg paseys [endsoH

_»novuaoum 8OTA PATINOOXT _

T

JuepTsead

]

ﬂ\\‘nuoUoouuo 30 vunmm\Mg

L# TdNOI



156

and transportation. In large hospitals which are often located in urban or inner city
areas, security is a major responsibility that would encompass the Director’s full

attention.

At one time, security was thought of as an off-shoot of the physical plant
department, with security reporting to the plant manager. This occurred when the
security operation was primarily a watch-clock or fire-watch service. As the
problems in security have become more complex and the responsibilities have
become greater, for the most part this concept has changed except in relatively small
facilities. Recently however, there has been a financially-related trend to revert
back to the plant facilities model and either eliminate or reduce the security
manager’s position. This is a result of organizational "flattening.”" This may mean
that managerial responsibility for security is transferred to another manager within
the facility with numerous other departments to manage.

Security managers should remember that security usually entails, among
other responsibilities, the enforcement of rules, regulations, policies, and applicable
laws that safeguard the institution from financial loss. These are primarily the
functions of administration, and the security department acts as its agent. The
security program should, therefore, report to someone in the administrative
hierarchy who understands the importance of this function and can take
appropriate administrative actions as needed. The lower the reporting level of the
security operation within the organizational structure, the greater potential for more
bureaucratic and self-servicing elements.

INTER-DEPARTMENTAL RELATIONSHIPS

The inter-departmental relationships of the security program are extremely
important. As previously mentioned, security must be part of every unit within a
healthcare facility. Staff members must take an active role in protecting persons
and property within their work area. At a minimum, this might be to contact
security when they see a suspicious person. Departments must also be responsible
for protecting personal and hospital property to avoid theft.

18
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In-depth relationships must exist between specific departments including
safety, risk management, and quality management. These departments are all
involved in the loss prevention aspects of a hospital. In some departments, security
is directly involved with the general liability issues; whereas risk management
focuses on the insurance area, and in conjunction with quality assurance, on medical
malpractice issues. Security departments may also work closely with human
resources and employee health departments on such issues as background screening,
employee assistance, and substance abuse programs.

Although a few security departments have sworn law enforcement personnel
providing their enforcement function, most have individuals with the same
authorities as a private citizen. The latter allows for greater flexibility when dealing
with inter-departmental issues since they can be handled administratively and not
necessarily legally.

Persons have high expectations when utilizing hospitals, including a very high
expectation of security and safety. When incidents occur such as physical and
sexual assault, theft of valuables, infant kidnappings or even the loss of eyeglasses
or dentures. Patients and the community are disappointed and disillusioned. The
high financial awards issued in medical malpractice and inadequate security cases
reflect the public’s expectation and view on this matter.

Staff members and physicians also expect a crime-free environment in which
they can concentrate on their primary function, patient care. The effect of criminal
activity or the sense of a lack of security has a major impact on the productivity and
morale of staff members.

Security officers are often called upon to perform security-related functions
that might offend some staff members. These might include package or locker
inspections, parking enforcement, and the enforcement of specific rules, regulations
and policies. This makes the security officer’s job very difficult since on one hand,
the officer is expected to be a helpful public relations representative and on the
other, the hospital’s private policeman.

19
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Enforcement actions need to be thought out in advance, coincide with the
mission and philosophy of the institution and have administrative backing. This is
true whether you are enforcing parking, policy or criminal violations. In addition,
the person responsible for the security function should also be familiar with the
legal authorities associated with enforcement. Are licenses required for security
personnel? Do they have authorities greater than a private citizen? When can they
legally take action and in what circumstances? Are there specific training
requirements for security personnel? What, if any, weapons may they use? Do they
understand the laws of arrest, search and seizure? All of these questions should be
considered when developing and managing a security department. Finding that you
did not address these issues effectively, in advance of an incident, can have a
devastating legal and financial impact.

20
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118 RESOURCES

In the area of human resources, exceptional character, and flexibility are
probably the greatest attributes either a security officer or security manager can
possess. Patients, visitors and persons within the facility have high expectation from
persons in a security uniform. This expectation needs to be fulfilled by
demonstrating a good example of physical and moral character. Hospitals are also
extremely complex institutions performing functions ranging from high-tech
procedures to giving a helping hand. Security personnel must provide a good public
relations image while performing enforcement functions. Many persons entering
this field have former security and or law enforcement experience, while others use
this as an opportunity to gain experience to move into law enforcement positions.
The key is the ability to move from one situation to another and to handle each
equally well. In other words, an officer might be on an exterior patrol at 3:00 AM
without seeing anything but parked vehicles and locked doors for a substantial
period of time and then be called to the emergency room to confront a patient who
is "acting out." Each situation is demanding in a substantially different way.

Whether security officers are male or female, young or old, they must convey
an image that they can, in fact, fulfill a security function. Persons in a healthcare
setting must feel secure. This will not be the case if the security officer does not
create this perception. 'This perception is often demonstrated through the ability to
communicate and the visual image the individual projects. An officer’s uniform, be
it a blazer or traditional uniform, is an outward and visible sign of authority. This

- means the officer will frequently be asked for information and directions as well as
.for help. The ability to communicate successfully and demonstrate a concern for
people goes a long way toward projecting the desired confidence.

The security manager must also be flexible. Security managers will usually
be asked to participate on a number of committees that will test their ability to
effectively and tactfully communicate. Basic management and effective human
relations skills, in conjunction with the ability to enforce policies effectively, must
be blended together for this position to be accepted in a healthcare environment.

21
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The most effective way for persons involved in the management of the
security program to succeed is to actively pursue and participate via a team concept.
In other words, since a number of people may be leery of the authoritative figure
in charge of security, it is essential to have other people in the facility work with
you to develop policies and procedures.

In a paper written for an Emergency Planning class. as part of the Webster
University Graduate program in Security Management, Fredrick G. Roll cited the
development of a Severe Weather Plan while being the pew Director of Security at
Baptist Medical Center in Jacksonville, Florida. In this particular application, he
utilized the resources of the Safety Committee to develop a philosophy that would
allow the various departments to "buy into" the overall plan. By demonstrating a
commitment to the team concept this negated being cast as the "top cop" and build
a long term rapport with peers and administration.

The person in charge of the security operation must remember that
confidence must be maintained when emergency situations do occur and there is not
enough time for the team approach, that the established protocols, policies and
procedures can and will be effectively implemented. In a separate paper for that
same class entitled "Walk Softly/Carry a Big Stick", he outlined this philosophy as

follows:

Respect and confidence must be earned. Aggressive and/or
arrogant people are most often rejected, not trusted and are disliked.
The competence of a manager can best be displayed by interacting
with the various components within an organization and seeking their
input in how an emergency plan can best meet the needs of their
areas. These individual needs can then be integrated into the master
plan for overall effectiveness.

22
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Confidence from the organization can most easily be gained
when the manager demonstrates the reasonableness of the planning
process. In other words, is the plan related to the overall mission of
the organization while taking into account the various needs of each
component and meeting them whenever possible? When done
properly this interactive and participatory management style will
allow the manager assigned the task of planning to develop and
administer an effective response to various emergency and crisis

situations.

Although there are numerous managerial styles I have fonnd
that being a participating and interactive manager provides the best
opportunity to gain the respect and confidence of those responsible
for affecting a successful emergency response. This is particularly
important since most true emergencies are rare and the emergency
manager needs to be successful before, during, and after the incident.’

The International Association for Healthcare Security and Safety (IAHSS) has
developed training guidelines and certification programs to assist security officers,
supervisors and managers in understanding healthcare security issues. At the
present time, these are the only recognized standards in the healthcare security
field. Figure #8 on page 24 contains the course description for the 40-hour officer’s
training program. Figure #9 on page 25. outlines the supexvisory program, and
Figure #10 on page 26 describes the criteria necessary fora manager or director to
achieve the designation of Certified Healthcare Protection Administration (CHPA).
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FIGURE #8

INTERNATIONAL ASSOCIATION FOR HEALTHCARE SECURITY
& SAFETY BASIC TRAINING PROGRAM RECORD

Hospital Organization .......... B —— P I S TP 1
Security as a Service Organization ........... o & oo e & o B 1
Public and Community Relations ............ ameimerbinrh ¥ mieseissmshsmeseyei k@ » & e 1
Labor Relations .............. o8 s wimmniereisusringnipevbie & o v o diedbensurthendx 468 1
DEVELOPING COMMUNICATION AND INVESTIGATIVE SKILLS
Investigations and INterviews . . .....c.ciivavinetenerernonansononans
Report Writing ......covvveerncrnnnans aivein
Patrol Procedures/Techniques ..................
Handling the Disturbed Patient, Visitor, Employee ........
Courtroom Procedures .. ..............
SECURITY'S ROLE IN HOSPITAL OPERATIONS
NUrsing URIES . o + v0 ocrnsisioinacmiin s o o ¢ 50 winsonpiassiaiariainiecs » ¢ s isaisiossnis woses
Business Office .........oovvveenennnnn NP RE— een 1
PRAIMOBOY .« o « « ¢ « 4 sracaigresaseraininsiviass: s o & 5% 8 wivipiErERTaTATO 8% § § S-eTRISIATSSETRTOISLS. 5 » 1
DICEREY SEIVICR: o « s vovnvvmmvnses sosss svopaposwgmens s s syocrspyss s« 1
Ancillary Services ...c.ovevvervrssocscnsranesnssves - — 1
PROTECTIVE MEASURES
Hospital Vulnerabilities ..............ccovvvuenns S 1
Lock and Key Systems/Access Control ...... ST —— SRR |
Physical Security Controls . ........cccvciietetererocnsorosossancanans 1
Alarms .......o00euenn O E S E S ST AEIE & 8 8 S o
Equipment Usage/Maintenance .........ccevveeuuorcansnascoasnans vss 1
HOSPITAL SAFETY AND EMERGENCY PREPAREDNESS
Functional Safety ........ SRR § § § 8 S BEEESHOIOE S § § 8 S 2
Fire Prevention .......... R T 2
Fire Control ...... e ST Y KB E SR ARG ¢ § 8 8§ SO ¥ 2
BOmb TRICME . . s sioiwsisisnuivsswsns o s s s smemmieeseass s ¢ s $5iemusmEise .1
Disaster Control ........eovivevniiinnnnionnns S ¥ § ¢ % svnmmeemeres 2
Civil Disturbanee . ,.uvenivnocsvsvivassosonmmnsmes ésses snesowens « 1
SECURITY AND THE LAW
Laws of Arrest/Search/Seizure . ... ..ooiiviereneereereroctonascsasnnns 2
Narcotics and Dangerous DIUgs . . ... .. ovvvvieertninrenesononoaansanns 2|
Law Enforcement Liaison ................ Ty 1
SPECIALIZED SKILLS
Career and Professional Development ..........ccoivneinvroncncrocnnss 1
SEEDEIONSE . . i ¢ o siovmumsniorcns s e 8 s 6§ SwsisweSERIFETEs o § SRS 2
Weapons: Use and Handling ........... B SR § 8 8§ § PR 8 2
Emergency First Aid/Life Saving Techniques ..........ccveeirerinnnnnnns 1
MUST TOTAL 40 HOURS (34 MANDATORY PLUS 6 ADDITIONAL)
SOURCE: Training Commi jonal for Heal ity & Safety, P.O. Box 637, Lombard,
IL 60148. (708) 953-0990
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FIGURE #9

INTERNATIONAL ASSOCIATION FOR HEALTHCARE SECURITY
& SAFETY SUPERVISORY TRAINING PROGRAM RECORD

SUBJECT HOURS
Introduction to Supervision
Contemporary Issues in Healthcare
Supervisory Responsibilities
Employee Relations & Employees Appraisals
Authority and Control
Leadership
Handling Complaints and Grievances
Effective Communications/Management Skills
Self Improvement
Civil Liability and the Supervisor
Safety
Budgeting/Cost Control
Principles of Customer Relations
Professionalism and Ethics

=l P N e = NN N = NN e =

TOTAL

N
o

SOURCE: Training Committee, International Association for Healthcare Security &
Safety, P.O. Box 637, Lombard, IL 60148. (708) 953-0990
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FIGURE #10 |
INTERNATIONAL ASSOCIATION FOR HEALTHCARE
SECURITY AND SAFETY
PROFESSIONAL CERTIFICATION
Description & Purpose

This credentialing program is intended to encourage and assist healthcare security, safety and risk management
administrators to continue their professional development through a structured and recognized certification process.

The IAHSS credentialing program, administered by the International Healthcare Security & Safety Foundation, consists
of progressive credentialing levels. Qualified candidates are pted into the credentialing program at the nominee
level. Nominees progress to the graduate level to become a Certified Healthcare Protection Administrator (C.H.P.A.)
by successfully passing the examination. The third level (fellow) is yet to be developed.

NOMINEE LEVEL
The IHSSF will issue a certificate conferring nominee status on an applicant meeting the qualifying criteria.

Eligibility

Applicant must be, have been or qualified to be a member of the security/safety risk management administration of a
healthcare facility.

Requirements

Applicant must submit a completed application clearly documenting the accumulation of the required (10) Credits
among the four categories listed below.

GRADUATE LEVEL
The IHSSF will confer the title of Certified Healthcare Protection Administrator (C.H.P.A.) on applicants successfully
completing the graduate examination. Persons receiving this certification are authorized to use the designation CH.P.A.
with their name to attest to this professional credentialing. ’

Eligibility

Candidates for the graduate level exam must first have attained nominee status.

Requirement

Nominees must successfully pass a written examination covering four (4) bodies of knowledge (management, security,
safety/life safety, and risk management). Preparation for the examination is achieved by utilizing the study guide
provided and the references listed therein.

Graduate Examinations

Examinations will be administered at the winter seminar and annual membership meeting of the IAHSS. To arrange
other examination times contact the IHSSF.

Each CHPA is required to re-certify every three years.

SOURCE: International Association for Healthcare Security and Safety
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Another prominent general security organization, the American Society for
Industrial Security (ASIS) maintains a management certification program that would
also reflect the competency of a security manager. This designation is called
Certified Protection Professional (CPP). Administration should encourage and
reward hospital security managers who attain these certifications. Each indicates
a level of professional accomplishment. Since the CHPA and CPP require initial
testing and periodic re-certification, they also demonstrate continued commitment
to the field.

Private companies have developed training programs aimed specifically at
healthcare security. Communicorp, based out of Chicago, Illinois, has produced a
number of videotapes that assist the patrol officers, supervisors and managers with
their duties. The Private Security Television Network (PSTN), based out of
Carrollton, Texas, has recently created a unique training program designated as their
Healthcare Edition. The monthly programs are "viewer driven" as quoted by William
Jackson, President of PSTN. Subscribers to PSTN receive two videos each month.
The first video, ProForce, is a continuing education program broken into 1/2 hour
segments. This video section also has a corresponding student test to verify the
proficiency of the student, as well as serving as documentation of the training. The
second video, Security Works, contains timely information for supervisory and
management personnel on legal issues, technology advances and current issues
associated with healthcare and relevant security activities.

STAFFING METHODOLOGIES

The number of security personnel necessary to provide adequate security is
often discussed in courtrooms hearing litigation for "inadequate security.”
Numerous people have attempted to quantify this issue based upon bed size, square
footage, acreage, number of employees, number of patient days, location of the
hospital, and other parameters. Because of the unique relationship Hospital Shared
Services of Colorado has with the shareholder hospitals it services, it is possible to
compare various data as it relates to staffing. Even with the ability to compare this

27



166

data, no significant conclusions can be determined; however, this information is
useful for discussion purposes at each particular hospital at budget preparation time
See Figure #11 page 29.

should include such factors as the type and location of the hospxtal, the crime rate
of the surrounding area, the frequency and severity of past incidents in or near the
hospital, local and community standards, the function and responsibilities assigned
to the department, as well as the size and complexity of the healthcare services
rendered. The development of a security program necessitates a full review of these
factors and a periodic review to see if there have been changes that affect the
number of personnel required to perform the assigned tasks. However, more is not
necessarily better. Staffing levels can be adjusted upward with the expansion of a
new facility or downward if electronic devices are installed to handle some specific
tasks. In some cases, security personnel have been assigned numerous ancillary
service duties due to the lack of serious sécurity incidents. This may mean that the
original security functions are no longer being performed completly. A periodic
review will allow for analysis of the continuing adequacy of security staffing.

The size and complexity of a hospital obviously has a bearing on the number
of personnel and scope of the security operation. The times of coverage and the
number of personnel assigned can only be determined after a thorough review is
performed. Administrators may want to consider an outside consultant for this
purpose. Many of these consultants would be the same persons reviewing the
security program if litigation were to occur. This objective, outside view can help
determine the risk potential under the current staffing plan and make appropriate
recommendations in advance of a major incident and/or litigation.
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FIGURE #11
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In most proprietary security programs, the security personnel earn wages
somewhat above entry-level employees. Many contract security agencies often pay
their security officers at or slightly above minimum wage. In some institutions, this
may be appropriate, and in others unacceptable, based upon the scope of the
security operation responsibility.

SECURITY MODELS

Hospital security is being performed in a number of different ways
throughout the United States. These include proprietary, contractual, off-duty law
enforcement, and shared services security operations. Figure #12 page 31 offers
some potential advantages and disadvantages often associated with proprietary,
contract and law enforcement models.

Proprietary programs give the hospital direct selection and supervision of the
employees. This usually results in adequate training, supervision, quality control,
and direct participation in hospital activities. On the negative side, this often results
in high and escalating costs for wages and benefits. In addition to these obvious
costs, in-house programs lose sight of the hidden costs such as extra insurance costs,
recruiting, and training which are paid through other cost centers. An examination
of the total costs for a proprietary program range from 40-100 percent over the
actual wage, see Figure #13 on page 32. In some cases, it may also be difficult to
terminate sub-standard officers. The cost effectiveness of a high paid security
management staff may also be questioned at small to medium sized facilities.

Contract security programs are usually less expensive than an in-house
program since the contractor is responsible for all wages, benefits, insurance, and
overhead. In many cases the wages and benefits are not based on a hospital scale
and are substantially less. The hospital can calculate a fixed annual budget for the
program. Also the personnel burden remains with the contractor, meaning the
hospital can demand a replacement for marginal or inadequate officers without
liability.
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FIGURE #13

The Total Costs for In-House Security Programs

Payroll Benefits
Wages FICA
Shift Differential Pension
Training Health
Holiday Leave Workmen'’s Compensation
Paid Time Off Unemployment Insurance
Extended Illness Life Insurance
Funeral Leave Dental Insurance
Jury Duty Vision Insurance
Overtime
On-call

Non-Payroll Related Expenses
Reports, Forms, Investigations
Crime Prevention Materials Crime Prevention Programs

Uniforms Liability Insurance
Licensing Recruiting Expense
Printing Cost of Payroll Expense Checks
Training Materials Supervisory Support

Depreciation of Equipment
Postage

Office Supplies

Office Space

Utlities

Telephones

Source:  Fredrick G. Roll

Possible Over-Staffing to Avoid Overtime

Liability Exposure of Short Staff to Avoid
Overtime

Interview and Selection Time

Possible Unionization
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On the downside, contract agencies often pay low wages and benefits which
may attract low-quality personnel. There is often inadequate supervision, and the
officers may suffer from low morale and confusion over knowing their actual
employer. There is often high turnover which can result in a lack of proper
training. These officers may rotate from hospitals to industrial contracts and have
less of a commitment or desire to work in the hospital environment. Most contract

agencies lack hospital specific expertise.

The Hallcrest Report II addresses proprietary versus contract employment in
the security field. It states, "The Hallcrest research staff predicts that employment
in proprietary security will experience as substantial reduction over the next 10
years; annual growth will average out to be negative by the end of the decade.
Employment in the contract service...will continue to be robust, averaging three
times the rate of growth of the total national work force 1.2 percent”.®

Soxﬂe organizations have found that a combination of proprietary supervisors
and key personnel supplemented with contract personnel to be cost effective in
providing security for a healthcare facility. This can, however, still have some of:
the difficulties outlined in the contractual area since the actual loyalty of the
security officers may be questionable.

The number of off-duty police officers providing hospital security functions
continues to decline, except in some specific applications. The presence of a law
enforcement officer was once considered a plus by many hospital administrators.
These officers have law enforcement training and present a strong sense of security
to most of the public. They are also vested with the aut:hority to make certain
arrests when a security officer could not.

Using 6ff-duty police officers, however, has several negative components. In
some cases, law enforcement officers are not willing to perform the vast number and
assortment of security functions necessary to provide a full-service security
operation. Secondly, off-duty law enforcement personnel have an obligation to their
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oath of office to act in their sworn capacity when they observe violations of the law.
The actions they take may not always be in the best interest of the hospital. In
some instances, however, it may be necessary to use these swomn personnel for
specific functions such as directing traffic on a city street which can not be done by
non-law-enforcement personnel. This is often very expensive and it is not
uncommon for one police officer to cost twice as much as a security officer. When
used in conjunction with security personnel, this can also create a significant morale
issue once the differences in wages and responsibilities are identified.

Another security staffing concept gaining popularity is the shared service, co-
op or hybrid model. Under this plan, more than one hospital or groups of hospitals
share the various components of a hospital security program that they could not
afford independently. The costs of a quality hospital security administrator,
managers, supervisors, investigators, communication center, and equipment are
funded based upon the size, scope, and usage of each member hospital. Since this
is a specific hospital security program, the enhanced expertise in the hospital field
can be realized. Because the hospitals govern the program, usually through
representatives or board members, they have a direct method of control and develop
quality similar to an in-house program, but without the higher costs since the wages
and benefits are outside of the direct hospital scale.

On the down side of this concept, each hospital must give up a certain
amount of autonomy for the overall good of the program. If developed properly,
this program operates in the same manner as shared purchasing, linen or other
shared programs.

In any of the models, strong consideration should be given to the use of part-
time personnel. By developing a mix of both full-time and part-time personnel,
adequate and flexible coverage can be maintained while minimizing the use of
overtime. Also, part-time employees are usually on a different, less expensive
benefit package. Since many programs are on a restricted or limited overtime basis,
this also lends itself to maintaining minimum staffing levels at all times. This is
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extremely important in inadequate security litigation cases. In other words, if an
incident occurs when short staffed, the excuse of not being able to use overtime can
be devastating when a judgment is awarded. The mix would, of course, vary based
on the size and complexity of the security program at the particular facility.

In some hospitals, the security personnel have become commissioned law
enforcement officers or special police officers. The officers have the capability of
enforcing parking regulations under a municipal ordinance but do not have full
police powers. Some hospitals, however, do have full police authority which would
allow the security personnel to enforce laws with the same authority as the local
law enforcement officers on their property. This can, in some instances, create
complications in determining what is an administrative action verses a legal action.
There may also be a question as to who holds the final authority in a situation: the
chief of police or agency granting the authority or the chief executive of the
hospital.

Although some administrators believe commissioned authority is advanta-
geous, officers immediately become bound by the Fourth, Fifth, Sixth and
Fourteenth Amendment of the Constitution which contain a substantial amount of
guidelines and bureaucratic complexities. Since most security operations act under
the same authority as a private citizen their responsibilities vary dramatically. In
Private Security and the Law Charles P. Nemeth states, "In simple terms, private
security (which includes non-commission proprietary departments) can arrest with
the same rights, reservations, liabilities, and obligations that a private citizen may.
Secondly, private security practitioners are not governed or restricted by the
language and interpretations of the Fourth, Fifth, Sixth and Fourteenth Amendments
of the United States Constitution. This has given rise to greater flexibility and
freedom in surveillance, search, apprehension and detection of evidence and its
eventual admissibility.” (The Fourth Amendment deals with unreasonable search
and seizure. The Fifth Amendment deals with a person’s rights against self
incrimination. The Sixth Amendment deals with a person’s rights to a speedy trial,
right to counsel and to confront accusers. The Fourteenth Amendment incorporates
the equal protection clauses of the Constitution into state actions.)
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This is in no way intended to infer that private/proprietary security personnel
should not at all times be cognizant of an individual’s rights. It does, however,
allow for more flexible perimeters and more administrative intervention from the
heatthcare facility as to the control of incidents that occur within their scope. Law
enforcement personne] can always be summoned as necessary.

SECURITY EQUIPMENT

In the area of equipment, numerous systems and components are available
to enhance a hospital security program. It is important to remember to correctly
balance between security devices and personnel. This is discussed in detail in the
integrated security section.

A two-way radio is often referred to as the most valuable piece of equipment
a security officer can have. A two-way radio allows officers to maintain continuous
communication while moving about their patrol areas. They can be directly
summoned to situations as well as seek assistance themselves, as necessary.
Communication systems vary tremendously including paging, alarm and telephone
interface, multiple frequency radios, various sized radio units, cellular phones and
mobil or hand-held radio units. Once the specific purpose and function is defined,
manufacturer representatives can submit proposals to meet the needs of the
healthcare facility.

Uniforms allow the security personnel to project an appropriate image to the
public. Traditional police style uniforms continue to be the most popular, with
some facilities adopting blazers. Many of the larger institutions use a combination
of the two, with outside personnel using the full uniform to provide a strong, highly
visible deterrent effect, while inside officers wear blazers to provide a "soft image."
The best uniform for a specific hospital is one that meets the overall mission of the
department and the facility.
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The type of protective equipment issued to security personnel should be
based on the hospital’s philosophy. Equipment could include a nightstick or baton,
handcuffs, chemical gases, electronic stunning devices, or firearms.

The administration of the hospital must evaluate the security risk and decide
if, and what type of, weapons should be utilized by security personnel. The
institution must decide if it is more or less of a risk for the security officers to carry
weapons. In some institutions, the security personnel have been unarmed until
there was a significant problem. Some have remained armed until there was a
problem involving the weapon, then disarmed.

There appears to be a broad national trend toward disarming security
personnel, including those in healthcare settings. The current overall sense seems
to be that the carrying of a firearm can be a greater liability than not carrying one.
However, in some facilities, weapons may be essential:

The Hallcrest Report II suggests, "With few exceptions, the 1989-1990 field
and focus group interviews with security practitioners revealed agreement that the
trend toward unarmed security personnel will continue in the future. By the year
2000, the Hallcrest staff projects that not more than 5 percent of private security
operational personnel will be armed (firearms)." ”

At Hospital Shared Services of Colorado, which provides security coverage
for over 40 healthcare-related facilities, the percentage of armed personnel continues
to decline. As an example, in some multiple officer facilities where all of the
security personnel at a facility were once armed, the revised model calls for only
one officer to carry a firearm. This allows for better control, yet quick response if
an armed ofﬁcer is required.

In any event, the use of firearms, electric stunning devices, chemical gases,
batons, and other devices, require complete and documented initial and continued

training by competent personnel. The improper use of any weapon will immediately
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result in potential litigation. ‘The training course, instructor, and proficiency of the
user will be under close scrutiny. Proper records and documentation of all training

Training is also an extremely important element in other areas of the security
officer’s responsibilities such as human relations, dealing with combative patients,
intoxicated visitors, and illegal parking by staff and visitors. Security specific
training in conjunction with the hospital’s specific training needs will allow the
security officer to understand the overall aspects of their position in the unique
healthcare setting. Training requirements for weapons, especially firearms, require
specific in-depth training programs. These may also be governed by rules,
regulations and laws established by local or state ordinances.

SECURITY DEVICES

Some basic security devices require constant consideration in the healthcare
system. These include proper lighting, fences and barriers, and locking devices.
These components must be assessed regularly to assure they are providing the basis
of a sound physical security program. Failure to maintain these items properly can
in some case result in greater litigation damages since improper equipment
demonstrates that the facility had knowledge of the need for these devices.

Crime Prevention Through Environmental Design (CPTED) is another
~component of an overall security program. CPTED is a means of reducing crime and
the fear of crime through a positive interaction of human behavior and the physical
environment. This concept allows for the integration of a number of physical,
psychological and manpower components to aid in the overall security effort.

Electronic security systems are becoming an integral part of the overall
healthcare security program. These include closed-circuit television (CCTV), video
recorders, electric locks, card control access systems, alarms identification systems,
computer systems and robotics. These systems can be utilized independently or be
integrated into security packages. The greatest advantage of these electronic
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security systems is to augment the overall security program. This program consists
of sound physical security (i.e. locks, fences, lighting) and adequate security
personnel both in number and quality. When properly blended, electronic security
can allow a single security officer at a stationary position to monitor and control a
number of access points and vulnerable areas of a facility. Combined with alarm
monitoring, telephone and radio communications can facilitate a cost-effective
position in the security program.

Some caution, however, needs to be considered in the area of electronic
security. Dummy or simulation CCTV cameras have led to successful litigation
against hospitals because victims have construed that there was a higher security
level than was actually present. Litigation has also been successful when live
cameras were not monitored or had become inoperative. The use of electronic
security devices mandates careful initial financial consideration, a regular review of
the intent and purpose for the installation, and a sound maintenance program.

Healthcare facilities should consider developing a statement that indicates

that these systems are an augmentation and be prepared to prove that if they fail
or are out of order that there is still an adequate security program.
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V. INTEGRATED APPROACH TO HEALTHCARE SECURITY
Astute healthcare Ww managers must clearly identify how their
department interfaces with the organization, what services must be provided and
what is the most cost-effective method to maintain a safe and secure environment.
Security managers must develop and understand the level of administrative
commitment for the security program. They must clearly know their responsibilities
and authority and be prepared to meet the overall mission of the healthcare facility.

Since healthcare facilities are unique to many businesses, the security
manager or person responsible for security must identify and assess the threat levels
to the facility. This is especially important in light of the increased national trend
in criminal activity and the epidemic level of increases in litigation for inadequate
‘security. There is also a competitive nature among facilities to provide a safe
"environment to market their programs effectively to the patients as well as for
recruitment of staff.

Healthcare facilities have numerous potential property loss vulnerabilities
such as food supplies, drugs and narcotics, office equipment, and computers.
Hospitals have thousands of items, either on-hand or in storage, that can be used
in other businesses or at home. Because most facilities operate 24 hours per day,
there are also unique vulnerabilities present for the patients, staff and visitors unless
appropriate safeguards are established and implemented.

Persons responsible for healthcare security must work with the administration
and each and every department of the healthcare facility to establish a firm
commitment of support. Once established, the security managér can work with the
various departments and individuals to identify specific risks and take appropriate
preventive steps to avoid losses and injuries. These would include accountability
of equipment, protection of high-risk patients, proper screening and selection of
employees, adequate orientation and training of all employees regarding their
involvement and responsibility for the security of the facility, the specifics of
security rules and regulations as well as a guide for disciplinary action and
enforcement.
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Each healthcare facility must identify how the security function will operate.
Very small facilities may not have specific security personnel, but must identify and
develop a security program. In other words, they must develop mechanisms using
available resources to address security issues. Very large organizations may have
a director or administrative personnel running their security programs with over a
hundred security officers. The majority, however, fall somewhere in between.

In order to maximize the overall effectiveness of the security effort, many
departments are utilizing physical and electronic measures. These measures, when
integrated with security officers, can provide a more comprehensive security

program.

In too many instances the security aspects of a project under construction or
a facility being renovated are reviewed after the work is complete or after security
problems have developed. Security considerations must play an active role in
planning all projects. Often security is viewed as being on the opposite end of the
spectrum from convenience. In other words, a well fortified campus with fences,
gates, locks and multiple barriers may be great security devices, however, create a
great deal of inconvenience for the users.

Healthcare facilities are usually marketed as remaining open 24 hours per
day, available to the public and friendly places for people to come. "Open visitation"
can become a security manager’s nightmare. The ability to design and implement
adequate security measures with minimal inconvenience starts during the planning
stage of construction and renovation. Persons responsible for security management
or security consultants should be asked for their input at the planning and design
stage. Installation of systems at the time of construction is less costly than change
orders or retrofit. In many cases, it may be possible to at least pull extra wire
which will allow for the installation of future security devices in a more cost-
effective manner.
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Comprehensive protection can best be provided by developing a series of
multi-barrier protective devices. The overall protective system is usually defined as
a series of protective rings. These rings consist of a perimeter ring which is at the
outer most portion of the property, the secondary ring is usually the perimeter of
the building, and the inner ring which is usually the interior or the area immediately
in proximity of the object to be protected. Given today’s technology for sources of
protection, it is now possible through physical, electronic and computer
enhancements to aid security personnel with the assigned task of providing
protection to persons as well as assets.

OUTER PERIMETER RING (GROUNDS)

The perimeter of a facility can be protected in a number of methods. These
typically include barriers which can be either natural or man-made. Natural barriers
include lakes, rivers, mountains, heavy thick bushes. Man-made barriers usually
deal with fencing. Fencing at a minimum will usually put people on notice that the
occupants have clearly delineated that this property is off limits. This may or may
not also include signage which is considered as a passive device to clarify this
position.

To augment perimeter protection there are a number of alarm techniques
available. These include fence vibration alarms, fence disturbance alarms, electronic
capacitance sensors, pressure sensitive sensors, motion detectors, photoelectric
beams, microwave sensors, heat sensors, all of which can be the sensing device for
an alarm system. Alarm systems traditionally consist of a sensor, a transmission
device and an annunciator. The sensor detects a change, the transmission device
is the medium that communicates to the annunciator which reads and assimilates
the information received.

MIDDLE PERIMETER RING (BUILDING)
In order to protect a building’s perimeter effectively security personnel must

remember all sides of a building have a certain vulnerability to attack: Doors,
windows, and openings are always vulnerable, but in addition walls, ceilings, floors
and roofs need to be considered as possible means of access.
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A number of alarm devices are available to address these various
vulnerabilities of an attack. These devices include contacts on doors and windows,
foil and glass break sensors for windows, and vibration alarms.

INNER PERIMETER RING (QOBJECT)

Once inside pressure sensitive devices, photoelectric, motion detection, heat
sensors, sound detection, wall vibration, microwave, capacitance sensors, and other
devices can be used to detect intruders. Many of these devices can be utilized in
dual capacity that work together as a check and balance to negate false alarms.
They also work together to identify intrusion if one of the two systems are defeated.

All three areas can be monitored by various types of standard alarm systems.
Standard enhancements to the protection of these areas can be accomplished by
providing adequate lighting, locks and keys, environmental secutity design features,
duress buttons, security patrols, closed circuit television systems, fastening locking
devices to articles, electronic locking devices.

ALARM DEVICES

As technology continues to develop many alarm devices are taldng on
computer enhancements which have the capability of poling the various sensing
devices on a regular basis and immediately registering either an alarm, if activated,
or registering a trouble alarm if no response is received. Computers or microproces-
sors have the ability to measure both the existing conditions and changes. Through
programming, perimeters or tolerances can be established for the sensing devices to
measure. This can help reduce the number of false alarms which continues to be
one of the greatest problems in the alarm industry. )

Current computerized alarm software packages can stand alone or be a
component of a card-control access system. Computerized software packages allow
for the monitoring of thousands of alarm points, automatic display capabilities,
automatic arming and disarming of systems, time control windows, alarm review of
priority, systems reports, automatic telephone notification as programmed. One of
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the greatest advantages to the computerized alarm enhancement is that numerous
manual tasks that formerly required operator action and intervention can now be
handled by the computer.

Cco (0)

Card-control access evolved from a card and manual punch technology in the
1950s, to the current status of computer and software enhanced systems with
various methods of validating and authorizing access. Whether the system is what
we consider today a simple card system or a more sophisticated biometrics device,
the heart of the system is computer based. Card access systems require an encoding
device, a reader, a locking mechanism, and a processor.  The sensor extracts the
information from the card and the reader translates the information via a code. The
information is transmitted to the computer for comparison against the programmed
data authorized and stored. Based upon the programming, access is either granted
or denied. There are also numerous variations of the actions taken by different
systems but virtually all record the transactions for documentation purposes. Most
systems also have alarming capability from unauthorized card usage to standard
alarm monitoring.

Card technology consists of magnetic cards (magnetic coding), Weigand cards
(coded magnetic wires), magnetic dot cards (coded magnetic dots), optical cards
(coded light patterns), and proximity cards (coded radio frequencies). These cards
are designed to interface with specific card readers.

Smart cards contain a micro processor and coded memory. This allows the
card to have personal identification codes. These systems c;perate from either
random access memory (RAM) or read only memory (ROM). Also they work only
in conjunction with smart readers thus raising the cost of these advanced systems.

ACCESS CONTRO

Comparisons of physical characteristics is the basis for biometric access
control. This is defined in James Arlin Cooper's book Computer and
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Communications Security as follows; "There are currently seven relatively successful
biometrics techniques in use. These are:

1. Signature recognition...

2. Fingerprint recognition...

3. Palmprint recognition...

4. Hand-geometry recognition...

5. Voice print recognition...

6. Eye retina pattern recognition... ‘
7.  Typing rhythm recognition...”

The basis for these biometrics systems is the comparison of the data being
read with the data stored in the computer data bank. The software package after
comparison either allows or denies access.

- SIO
Closed-circuit television has been a basic security device for a number of
years. A basic CCTV system consists of a lens, camera, transmission medium, and
a monitor. Variations to the basic system include, housings, pan tilt and zoom
mechanisms, switchers, quad screens, digital screens, scanning devices, loping -
bridging devices, motion detectors, time lapse video recorders.

Computer enhanced CCTV systems are now in use on a fairly widespread
basis. Some systems utilize MS-DOS operating software to integrate the various
systems and components found in complex CCTV systems. Via programming the
operator can pre-set the sequencing of the various monitors, by pass when desired
and manage multiple cameras and associated devices. In one system a camera is
focused on a specific heavily-used exit. The adjacent stairway however, is protected
via a motion detector which, when activated, allows the computer to direct the
camera to pan, tilt and refocus the camera to view the exit, record as well as alert
the dispatcher, via an alarm.
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Compressed video imaging continues to become refined. These systems allow
for transmission via telephéne lines thus elimihating the costly requirement of
coaxial cable, fiber optics and the heavy expense of installation. Radio Frequency
(RF) or wireless systems are also available to negate installation costs, however, are
they initially expensive. These do have tremendous applications in covert situations.

OTHER COMPUTERIZED SECURITY SYSTEMS

In addition to the above mentioned systems, computers can-also be used to
lock and unlock doors on pre-program schedules electronically without a physical
response from security personnel. Computerized guard patrol or watch patrol
systems can specify the exact tour a guard should take. The tour can be tracked and
verified. If the proper rounds are not met, the computer can notify the operator
with an alarm that the perimeters of the checks are not being met or that the guard
may be in need of assistance. Event messages can also be sent to the stations to
provide the security officer with specific guard directions.

Electronic mail can be used as a security device in certain circumstances.
Breaches in security, suspicious person descriptions and security incident notification
can be sent over the "E-mail" system to the "need to know" people without
unnecessarily notifying or alerting others or the public.

Photo identification systems are now becoming computerized using digital
imaging devices. With these systems it is possible to capture and store images,
signatures and vital data on employees and have instant recall. These systems are
valuable for comparative recognition and allow for the creation of a replacement
card without the employee being present. (

INTEGRATED COMPUTER SYSTEMS

Various security devices can be computer enhanced so that their individual
capabilities can be more effective. The greatest benefit to computer enhancement
is the ability to integrate and interface the various security components to maximize
the overall security program. This allows for more than one component to work in
concert with other devices and provide a more comprehensive system.
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The possibility exists to integrate a number of independent systems in a
facility including security, safety, and maintenance. From a security-related
perspective alarms, CCTV, access control, guard tour, and photo imaging are capable
of being interfaced with the appropriate central processing unit and software
programs. Some security professionals are not totally comfortable with a total
integration and feel this is "putting all of your eggs in one basket." Many prefer
partial integration and partial separation. However, as the reliability and comfort
level increases more integration and consolidation will develop. The capabilities of
a single person (or more in large operations) at one central control point are greatly
enhanced when he or she can monitor alarms, CCTV, guard tours, intercoms,
identification systems. As these responsibilities become greater and more complex,
computer enhancement is essential.

Artificial intelligence is also now available which allows, through computer
based software, options and directions for the operator to take in the event that
various circumstances occur to assist in assuring a successfull outcome to the
incident. The computer can also be programmed so that more normal types of
activities can automatically be handled by the computer without operator
intervention. '

In any case, the healthcare facility that utilizes electronic components to
enhance its security program should consider developing a statement of purpose
defining the scope of the system(s). In other words, it should be clear that the
system(s) augment the overall security program in advance of an adverse incident
in which it could be construed that these system(s) provided a foolproof or
guaranteed security program. ’

It is also extremely important to develop a preventative maintenance plan
and service agreement to insure that the system is functioning at all times.
Electronic and computer systems that do not function as designed or are not
properly maintained, may from a litigation sense, be potentially more damaging
than no system.
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Security can be enhanced in a healthcare facility in a number of ways but
must be aware of existing vulnerabilities and explore how they can be addressed.
The security program can include a number of physical and electronic components,
however, a predetermined appropriate response by persons responsible for security
is necessary to provide for a comprehensive, integrated security system.
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V. RISK ASSESSMENT
For healthcare security managers to assess their unique security needs, they
must first define what they are attempting to protect. The patient, staff, visitors,
physical assets, the institution’s name, are usually vital areas of concern. Although
each facility may list their priorities differently, most will probably agree with the
patient being first.

Once the overall assets and other areas of concern are identified, the next
step is to determine the potential threats that may exist which can create an adverse
effect on the organization. As previously discussed, the International Association
for Healthcare Security and Safety has conducted surveys of member healthcare
facilities to determine what crimes and to what extent, occur throughout the United
States and Canada. All reporting hospitals have indicated that they had various
levels of crime occur on their property regardless of whether they were inner-city,
urban or rural. This along with the fact that healthcare facilities do not operate in
a vacuum, as crime continues to exist throughout society, should place healthcare
security managers and administrators on notice that security threats and incidents
do exist and occur.

Next an identification of the vulnerabilities must be conducted. This will
allow the appropriate persons at the healthcare facility to make the appropriate
action plans to address these vulnerabilities or, if they so choose, consider what
risks they are willing to take in lieu of the changes.

After the assessment of what is to be protected, addressing what the threats
exist and either how to develop action plans to address the vuhierabilities or what
risk they are willing to take, a monitoring process needs to take place. This process
should be conducted on a regular basis possibly every six months or at least once
a year to assﬁre a safe and secure environment. In the event of significant changes
either to the types of patients seen (possibly adding a psychiatric unit), or major
additions to the facility, you may choose to conduct another total assessment to
determine how these changes may impact the overall security program.
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Assessments or risk analysis should be conducted for a variety of reasons.
In his book Effective Security Management, Second Edition, Charles Sennewald
states, "The eventual goal of risk analysis is to strike an economic balance between
the impact of risk on the enterprise and the cost of protective measures. A properly
performed risk analysis has many benefits, a few of which are:

The analysis will show the current security posture (profile) of the
organization. '

It will highlight areas where greater (or lesser) security is needed.
It will help to assemble some of the facts needed for the development
and justification of cost effective countermeasures (safeguards).

It will serve to increase security awareness by assessing the strengths
and weaknesses of the security to all organizational levels from
management to operations."1°

) When it is determined that a risk analysis or a security survey should be
conducted Richard Post and Arthur Kingsbury suggest in their book, Security
Administration, "An understanding of the planning process prior to and during a
survey is essential for success. Consequently, general management planning

processes should be considered in preparing a workable survey instrument. The

traditional steps in planning include:
1)  Recognizing a need
2)  Stating objectives
3)  Gathering significant/relevant data
4)  Developing alternatives
5) Preparing a course of action
6)  Analyzing the plan
7)  Reviewing the plan
8) Implementing the plan™?

Note: This writer would add a ninth step: Monitor the plan for improvement.
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At this point a security manager or administrator might question whether such
a process is worth the time and effort. In Avojding Liability In Premises Security,
a case called Thomas C. Roettger and Diane D. Roettger v. United Hospitals of St.
Paul, Inc. is discussed. This case deals with an assault on Diane Roettger while she
was hospitalized by an individual named Charles Brown. Brown was a trespasser
and had been loitering in the hospital on at least three other occasions. Diane
Roettger was awarded $300,000 and her husband, Thomas $22,500 in the case.
The important significance to this case can be summarized in the commentary:

This case once again illustrates the need for continuing assessment and
reassessment of the security needs of a particular business or
enterprise. When one or more individuals has been found to breach
the existing security measures, then that in and of itself should give
rise to a reevaluation of the effectiveness of the security measures
being utilized. Repeated breaches should alert security personnel (or
persons responsible for security) that the measures being employed are
insufficient and immediate steps should be taken to in order to prevent
future breaches of security...12

maintain accreditation. The Joint Commission for Accreditation of Healthcare

Organizations (JCAHO) is an accreditation body that allows for voluntary
inspections of healthcare facilities to review standards/guidelines compliance. In the
past ten years there has been a variety of changes in the way security has been
reviewed as part of this process. These changes have evolved to the current level,
which many feel is inadequate in terms of security specific standards, however,
interpretations can be made of the existing standards/guidelines to develop effective
healthcare security programs.
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The history of JCAHO is described by Russell L. Colling in his third edition of
Hospital Security. Mr. Colling stated that the begmmng of the organization can be
traced to the American College of Surgeons in 1917 with the formal beginning of
the Commission in 1951. The current structure was formulated in 1979. At that
time the organization was known as the Joint Commission on Accreditation of
Hospitals (JCAH).

Although there has been numerous changes in the Joint Commission over the
years, two recent changes are notably significant. In August of 1987 the name of
the organization was changed to the Joint Commission for Accreditation of
Healthcare Organizations to demonstrate the expanded role of healthcare
organizations over hospitals. A second major change which became effective in
1988 was the development of the KIPS scoring process. KIPS stands for key items,
probes and scoring and is described in the 1991 Accreditation Manual, under the
Plant Technology and Safety Management (PTSM) section, as:

The key items, probes and scoring (KIPS) document outlines the process that
the Joint Commission will use to evaluate compliance with the safety
management standard. It is important to note that the process is interactive.
It is designed to involve any appropriate staff member in the survey process
to evaluate how well information has been transmitted and retained. Such an
approach assumes that the development and transmission of information about
the environment is a key function of management. Transmission of
information, coupled with astute analysis and measurement of change, is
assumed to stimulate the continuous improvement of the management of the
care environment.'?

KIPS utilizes the key items as the key factors in the accreditation process. The
probes then become the questions that are asked to identify if the key items are in
fact addressed and the scoring is just that, a method of judging the level of

compliance.
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In the area of security there have also been a number of significant changes. For
example, ten years ago the 1982 Accreditation Manual for Hospitals listed specific
guidelines regarding security. Although brief they did list some basic components
that hospitals should consider. At the time these guidelines were a component of
the Punctional Safety and Sanitation section of the Accreditation Manual for
Hospitals:

Securityt Measures shall be taken to provide security for patients, personnel,
and the public, consistent with the conditions and risks inherent in the
hospitaPs location. When used, these measures shall be uniformly applied.
Based on administrative decision, these measures may include, but are not
necessarily limited to, the following:

. Effective screening and observation of new employees.

. Identification badges for all hospital personnel.

. Exit/entry control, including good lighting.

. Internal traffic control, including the use of visitor passes.

. A written plan for managing bomb threats or civil disturbances.
This plan should be coordinated with, and may be a part of,
the hospital’s internal disaster and evacuation plan.

. Use of security guards.

. Package control, to deter theft and to prevent introduction of
unauthorized items.

. Well-lighted walkways and employee and visitor parking areas.

o Use of surveillance equipment such as visual monitors (mirrors
and closed-circuit television) and alarm systems.

. Management of prisoner-patients as required.™

Under this format you will note that this particular approach allows for a great
deal of latitude and interpretation in evaluating the security programs in hospitals.
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In the mid 1980’s the Commission dropped the specific guidelines for security as
the manual began to be used more for self assessment purposes. The material
began to address security as part of safety management as the PTSM section became
a stronger component of this overall survey process. In 1986, for example, the
guidelines were reduced to "PL.3.1.7 a program that is designed to protect human
and capital resources and that is consistent with the conditions and risks inherent
in the facility."®®

Members of the International Association for Hospital Security (IAHS) [note the
name was change to the International Association for Healthcare Security and Safety
(IAHSS) in 1989] made an attempt to have the Joint Commission adopt specific
security standards in 1987. Unfortunately the expectations of IAHS fell short of
being adopted. This was described in the September 1988 issue of Hospital Security

and Safety Management:

The IAHS submitted guidelines, only to have them deleted by a committee of
the Joint Commission, which considered the material "too prescriptive," says
Ode Keil, Director of Plant and Technology Management. Even the one
statement on security that had existed in the Joint Commission’s accreditation
manual is no longer'thete.

PL.19.11, no longer included, read: "There are security measures for patients,
personnel and the public consistent with the conditions and risks inherent in
the location of the hospital." But the updated PL.1.3.2 calls only for "a risk-
assessment program,” which Keil says includes security.

"It doesn’t say security program. That’s implied," says David Bushelle,
Assistant Director of Corporate Relations for JCAHO. "It’s just common sense
for people charged with safety responsibilities to be aware of individual

security needs of their organizations."'®
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Another reason for conducting security assessments is outlined in the 1992 Joint
Commission of Healthcare Organizations, Accreditation Mapual for Hospitals Volume
I Scoring Guidelines:

(PL.1.2.2 a risk-assessment program that evaluates the impact on
patient care and safety of the buildings, grounds, equipment,
occupants, and internal physical systems;

PROBES is there a risk-assessment program that includes:

a. asecuritypmmmthataddrésséoncemsmgarding
patients, visitors, personnel, and property?

b. reporting to the safety committee, at least quarterly,
‘security incidents involving employees/patients? and,

c. reporting to appropriate individuals, at least quarterly,

the safety committee’s conclusions, recommendations,
actions taken, and monitored effectiveness of actions

In April of 1992 the JCAHO’s Standards and Survey Procedures Committee
endorsed the revised standards. In the August 1992 issue of Health Facilities
Management, V. James McLarney states that:

Although Standard PL.1.2.2 requires healthcare facilities to set up risk
assessment programs, requirements for security programs are addressed
only in the JCAHO’s survey scoring guidelines. JCAHO staff thus
recommended that security and risk-assessment requirements be
separated into two distinct standards - PL.1.2.2.1 and PL.1.2.2.2
respectively - each with its own set of scoring guidelines.
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Security:
PL.1.2. The safety-management program is based on monitoring and
evaluation of organizational experience, applicable law and regulation,
and accepted practice and includes:
PL.1.2.1 policies and procedure for safety in all
departments/services;
PL.1.2.2.2. a risk assessment program that PL.1.2.2.1 evaluates
the impact on patient care and safety of the buildings, grounds,
equipment, occupants and internal physical systems;
PL.1.2.2.2 includes policies and procedures for a security-
management program.!® '

Numerous methodologies are available to conduct risk or security assessments.
In some cases a facility may need to bring in a professional hospital security
consultant to provide an objective outside review. Another possibility however may
be to develop a multidisciplinary team for the purpose of conducting this review.
A multidisciplinary team that is familiar with the facility should also be familiar with
the mission of the organization and be able to view the security-related issues in a
non-bias manner. This should also reduce the possibility of specific security related
requests by the security manager or administrator responsible for security, as self-
serving.

The Appendix contains a sample format. The intent of this process is to allow
for Annual Risk Identification/Security Analysis, Risk Action Plans and a Security
Abatement/Monitoring Review. This three step process will also provide adequate
documentation demonstrating your efforts to take assertive steps to identify and
reduce the likelihood of security-related incidents. This format has also helped some
hospitals identify specific security-related issues that require professional outside
security consultant assistance or other methods of corrective action.
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Each healthcare facility must understand that the potential for adverse security-
related incidents does exist. A proactive approach which consists- of the
identification, abatement measures and a review process needs to be conducted and
documented. Although there is no guarantee that these actions will negate incidents
or litigation, your defense posture should be strengthened.

The following is the 1994 JCAHO Security Standard:

a.

b.

f.

8

PL 1222 [The safsty management program is besed on monitorirg and. evakistion of orgenicationsl
experisnce, agplicable lrw and regvéstion, sad sccepted practice sod inclodes a risk assessment program
thet] includes policies and procedures for 8 security management program.

PROBES Do policies and procedures include

a §ecuﬁty management program addressing concerns regarding patients,
visitors, personnel, 'and property?
information regarding security incidents involvin, Fatients, visitors, staff

and hospital property shall be reported to the Satety Committee every
- other month.

information fegardianecurity incidents involving g:atients, visitors, staff
or hospital rty having been reported to the Safety Committee, the
recommendations, action plans and outcomes of the efforts of the Safeq
Committee should be reported to the appropriate management personnel
on a Quarterly basis. :

provisions for identifying, as appropriate, all patients, hospital staff, and
visitors?

provisions for access control to sensitive areas defined by the security
management program?  _

a directive from the chief executive officer or designee designating the
specific personnel responsible for security? and

provisions for orientation for all personnel and at least annual continuing

education of personnel in those areas determined to be sensitive by the
security management program?

Notes; For probe e. sengitive areas may include, but are not limited
to, emergency care areas, newborn nurseries, and pharmacies.

SCORING

score 1 ag

Score 2 any 6

Score 3 anyd4ors
Score 4 any2or3
Score 5 none or any 1

Notes; To receive credit for probes b. and c. the minimum number of
required reports must be available.

Revised 6-94
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HealthCare Security USA

1996 JCAHO SECURITY PERFORMANCE
EVALUATION
OVERVIEW AND ASSESSMENT TOOL

Attached is a synopsis of security and related information
contained in the Joint Commission on Accreditation for Healthcare
Organizations 1996 Comprshensive Accreditation Manual. The intent
of the document is to provide an overview of the 1996 JCAHO
Standards as they apply to the individual respomsible for security
services. In most facilities the individual responsible for
security will follow whatever institutional design is formulated
to address the global issues which effect all departments. This
synopsis will provide a basic understanding of the JCAHO philosophy
regarding the performance focused evaluation process. There are
also specific references made to the areas directly addressing
health care security issues. The final portion of this document is
an assessment tool outlining standards effecting the security-
related issues and select areas that will require action by the
individual responsible for security services. It is recommended
that the entire 1995 Comprehanmive Accraditation Manual be reviewed
and that this synopsis be used as reference.

The assessment tool is designed as a way to alert persons
responsible for security services to be aware of specific
components and mandates in the 1996 Standards and provide a method
to document compliance. Areas of non-compliance should be
discussed with appropriate security professionals, risk managers,
legal council, and administrators. Relevant countermeasures or
reasons for non-compliance should be documented in advance of an
incident or inspection, not afterwards.

If you have any questions regarding the information contained
in this synopsis, review the 1996 Comprehensive Accraditation
Manual. Questions concerning the use of the synopsis or the self-
assessment tool may be directed to Fredrick G. Roll, Vice
President-General Manager, HealthCare Security USA, at (800)-866-
9577 or (303)-794-9577. PFax (303)-794-9578.
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1996 JCAHO SECURITY PERFORMANCE
EVALUATION OVERVIEW

PHILOSOPHICAL OVERVIEW

The 1996 standards and evaluation methodology are very similar to the 1995 process. In other
words, institutions with a sound 1995 Security Management Program will have only minor
adjustments to comply with the 1996 format. Many of the philosophical processes have remained
in place and an over view of the 1996 security related material is listed below:

Stable standards form a framework that describes the eventual basic foundation for
providing quality care and continuously improving that care over a period of time.
Standards are performance- based and functionally organized.

Ongoing performance-improvement activities should be developed.

Ongoing performance-efforts across the organization is the key to enhancing the quality
and value of the health care service.

The survey process focuses on the performance of patient-focused and organizational
functions that support quality patient care. Emphasis is placed on observation of
performance and interviews with staff and patients.

The framework for improving performance will be evaluated.

The organization’s relationship with its external enviromment is important.

The organization’s internal characteristic and functions are important.

A method for systematically assessing and improving important functions and work
processes and their outcomes need to be inplace. J

Self evaluation should continue to be viewed as a major opportunity for continuous
improvement.

Standards should continue to emphasize actual performance, not simply the capacity to
perform.

The performance expectations reflected in the standards should be set forth in a quality
improvement context. That goal is excellent care that continues to improve over time.
The survey process continues to focus on assessing, across an organization, performance



198

ofmpommpaﬁem-fowsednndomninﬁomlﬁmﬁommnwpponquaﬁtypaﬁemum,
rather than evaluating acﬁviﬁesthatmayhavebecncomtedprimarilytopassdzsmvey.

wnrk.pmmﬂﬂnmmm:s_ The improvement cycle is appl:cable at all levels of
the organization. The improvement cycle flows in the following manner:

DESIGN refers to the rational, deliberate process of creating a quality service as
viewed by those who receive it and provides opportunities to build into the service
or product the demonstration of performance described as follows:

involves both routine, ongoing data collection for processes or
functions performed ividuals or multi-disciplinary teams or groups, as well

as time specific, focused ollection.
Ammofthcdamtodnwcmmsmabmnc\mwrfonmmemddecm
whether to pursue an opportunity for mﬁ:(ovemcm or resolution of a problem.
" Statistical analysis and other quality mprovcmen(tools are often useful including
comparative data.
Performance IMPROVEMENT activities should be develope&and prioritized. These
may include a process to test a new approach, collecting data about its effects, and
take action to standardize the improvement or repeat the process if results are not
satisfactory.
REDESIGN of the existing function or process or an innovation based on the design
of a new approach aimed at meeting or exceeding needs or expectations.
Site examples of implementation, outline strategies, activities, and/or processes that you
may use to meet the intent of the standards. You are encouraged to be innovative in your
approach to meeting the intent of the standards.
Examples of evidence of performance provide insight into what som:m a surveyor may
seek evidence from or that you may present to a surveyor to show that your organization
complies with the intent of the standard(s).
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The goal of this function is to help improve patient outcomes. Respect each patient's personal
dignity, provide considerate, respectful care focused on the patient's individual needs. Security
personnel must understand and be prepared to verbalize that patients have a right to reasonable
security while in the health care facility.

RI.1 The hospital addressed ethical issues in providing patient care.

Intent of RL1

The patient’s right to security and personal privacy and confidentiality of information.

RI. 1.3.3 The hospital demonstrates respect for the following patient needs; security (not scored).

Improving Organizational Performance (overview)

Improving Organizational Performance Function

1 1

Redesign
Design .l.num-l
Improvement
and/or l
innovation 1
1 Comparative
Assess information
lmprove | lmpr

priorities

This flow chart illustrates the process for improving performance and outcomes in a health care
organization. The components of the performance-improvement cycle are connected by the
actions of organizational leaders, managers, physicians and other clinicians, trustees, and support
staff who design, measure, assess, and improve their work processes.

The performance-improvement cycle depicted in this flow chart has no beginning and no end. An
organization may start its improvement effort at any point: by designing a new service; by flow
charting an existing clinical process; by measuring patient outcomes; by comparing its
performance to that of other organizations; by selecting specific areas for priority attention; or
even by experimenting with new ways of carrying out current functions.

4
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PLAN

PL.1 The organization has a planned, systematic, hospitalwide approach to process design, and
performance measurement, assessment and improvement.

DESIGN

PL.2 New processes are designed well.

MEASURE

PL.3 Data is systematically collected.

ASSESS

PL.4 The hospital has a systematic process to assess collected data.
IMPROVE

PL.5 The hospital systematically improves its performance.

When designing a new process, redesigning an existing process, or deciding to act on an
opportunity for incremental improvement in an existing process, the organization has a systematic
approach. A systematic approach is one that includes identifying a potential improvement, testing
the strategy for change, assessing data from the test to determine if the change produced improved
performance, and implementing the improvement strategy system-wide.

M f the Envi £C iew)

The goal of the management of the environment of care function is to provide safe,
functional, and effective environment for patients, staff members, and other individuals in the
hospital which is critical to providing patient care and achieving good outcomes. Achieving this
goal depends on performing the following processes:

. Planning by hospital leaders for the space, equipment, and resources needed to safely and
effectively support the services provided. Planning and designing is consistent with the
hospital’s mission and vision.

L Educating staff about the role of the environment in safely and effectively supporting

patient care.
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* Developing standards to measure staff and hospital performance in managing and
* Impiementing plans to create and manage the hospital’s environment of care.

* Reduce and control environmental hazards and risks.

» Prevent accidents and risks.

The performance-improvement framework is used to design, measure, assess, and improve the
organization's performance of the management of the environment of care function. The
management process for design, implement, monitor, assess, and improve components are applied
to the standards.

DESIGN
- EC.1 . The organization designs a safe, accessible, effective, and efficient environment of care
- consistent with its mission and services, and law and regulation.
EC.1.3 A management pian addresses safety.
Intent of EC.1.3
To conduct risk asscssments that proactively evaluate the impact of buildings, grounds,
equipment, occupants, and internal physical systems on patient and public safety.
EC.1.4 A management plan addresses security.
Intent of EC. 1.4
A security management plan describes how the organization will establish and maintain a security
management program to protect staff, patients and visitors from harm. The plan provides
processes for
a. Leadership’s designation of personnel responsible for developing, implementing and
monitoring the security management plan; J
b. Addressing security issues concerning patients, visitors, personnel and property;
¢. Reporting and investigating all security incidents involving patients, visitors and staff;
d. Controlling access to sensitive areas, as determined by the organization; and
f. Providing vehicular access to urgent care areas
-In addition, the plan establishes
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8. A security orientation and education program that addresses:
1. Processes for minimizing security risks for personnel in security-sensitive
areas,
2. Emergency procedures followed during security incidents, and
3. Processes for reporting security incidents involving patients, visitors, personnel
and property;
h. Performance standards for
1. Staff security management knowledge and skill,
2. The level of staff participation in security management activities,
3. Monitoring and inspection activities,
4. Emergency and incident reporting procedures that specify when
and to whom reports are communicated, and
5. Inspection, preventative maintenance, and testing of security equipment
1. Emergency security procedures that address
1. Actions taken in the event of a security incident or failure
2. Handling of civil disturbances,
3. Handling of situations involving VIP's or the media, and
4. The provision of additional staff to control human and vehicle traffic in and
around the environment of care during disasters. .
The objectives, scope, performance, and effectiveness of the security management plan are
evaluated annually.
Examples of Evidence of Performance for EC.1.4
* Management plans for the issue(s) addressed in the standard
* Performance standards for the issue(s) addressed in the standard
* Emergency procedures for the issue(s) addressed in the standard
* Staff interviews

IMPLEMENT

EC.2 The organization provides a safe, accessible, effective and efficient environment of care
consistent with its mission and services, and law and regulation.

EC.2.1 Staff members have been oriented and educated about the environment of care, and

7
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possess the knowledge and skills to perform their responsibilities under the environment of care
management plans.
Intent of EC2.1
* Personnel can describe or demonstrate
. Personnel in security sensitive areas of the environment of care can describe or
demonstrate
1. Processes for minimizing security risks;
m. Emergency procedures for security incidents; and
n. Reporting procedures for security incidents involving patients, visitors,
personnel, and property.
EC.2.3 The organization implements the security management plan and performance standards,
including all features described in EC.1.4
Examples of evidence:
* Building and grounds tour
> Observation of visitor security procedures
. Staff interviews

MEASURE OUTCOMES OF IMPLEMENTATION
EC.3 An organizationwide Information Collection Evaluation System (ICES) is developed and
used to evaluate conditions in the environment of care.
EC.3.1 The organization appoints an individual to direct an ongoing organizationwide process
to collect information about deficiencies and opportunities for improvement in environment of
care programs.
Intent of EC3 1

* b. Reviews summaries of deficiencies, problems, failures, and user errors relate

to managing
2. Security

EC. 3.2 The organization analyses identified environment of care safety management issues and
develops or approves recommendations for resolving them. ’

Management of Human Resources(overview)
A hospital needs an appropriate number of qualified people to fulfill its mission and meet the
needs of the patients it serves. The goal of this function is to identify and provide the right
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number of competent staff to meet the needs of patients served by the hospital.

L] Planning. The leaders’ planning process defines the qualifications, competencies, and
staffing necessary to fulfill the hospital’s mission.

. Provide competent staff. The leaders provide competent staff either through traditional
employer-employee arrangements or contractual arrangements with other entities.

. Assessing, maintaining, and improving staff competence )
Ongoing , periodic competence assessment evaluates staff members’ continuing ability to
perform throughout their association with the hospital.

- Promoting self-development and learning



Leaders
sssess

organizational
mission

)

Leaders define the
qualifications,
competencies, and
staffing needed to
carry out the mission

!

Provide competent
staff menbers

1

Assess, maintain,
ond

competence of staff

HR.1 The hospital’s leaders define the qualifications and performance expectations for all staff

positions.
Examples of Evidence of Performance - HR.1
v/ Department-specific staffing plans
"4 Policy
v Staff interviews
4 Senior and departmental leadership
4 2
v Performance evaluations or
competency-assessment mechanism
v Contracts
v Employee personnel files
4 Job descriptions

10

4
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Hospital or departmental policies
and procedures

Staffing plans

Staff development plans
In-service and continuing education
records

Orientation curriculum

Reports and meeting minutes
Employee brochures or handbook
Description of licensure,
certificates, privileges, and
credential verification process
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HR.2 The hospital provides an adequate number of staff members whose, qualifications are
HR.3 The leaders ensure that the competence of all staff members is assessed, maintained,
demonstrated, and improved continually.
(For personnel provided through a contractual arrangement, the hospital maintains a written job
description and a completed competence assessment, cvaluation, or appraisal tool for each
individual).
HR.4 An orientation process provides initial job training and information and assesses the staff’s
ability to fulfill specific responsibilities.
Intent of HR.4
The orientation process assesses each staff member’s ability to fulfill specific
responsibilities. The process familiarizes staff members with their job and with the work
environment before the staff begins patient care or other activities.
HR.4.2 Ongoing in-service and other education and training maintain improve staff competency.
Intent of HR 4.2
- The hospital ensures that each staff member participates in ongoing in-serve education and
other training to increase his or her knowledge of work related issues.

11
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CONCLUSION:

Many of the security-related objectives remain in place from the 1995 JCAHO standards.
There are however some minor changes and additions that need to be adapted into the 1996
JCAHO Security Management Program. Surveyors will continue to spend a great deal of their
time looking for demonstrative performance of knowledge, competency and actions from staff
members to validate their ability to manage the environment of care. By Understanding the
information contained in this security related overview of the 1996 Comprehensive Accreditation
Manual and complying with the appropriate standards, a facility should be able to functionally
document and perform in a manner to successfully complete a JCAHO survey.

12



208

FACILITY NAME

HealthCare Security USA

1996 JCAHO SECURITY PERFORMANCE

ASSESSMENT TOOL

P

Accreditation Manual

NOTE: This tool addresses all or most of the security-related issues and should be used after reviewing the 1996 Comprehensive
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of the of human
focuses on ial the
understanding of these processes, and the revision of
the processes based on relevant data. The essential

Provide competent staff members either through

p and implement processes designed to

development and learning
The performance - improvement framework is used to
design, measure, assess, ard improve the organization's
p of human
Leaders define in respective areas the qualifications and
job expectations of staff, and a system (o evaluate how
well the expectations are met.
“The organizath
number
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VL. QUALITY MANAGEMENT
Security quality management deals with a quantifiable method of determining the
effectiveness of the security program. Various institutions have different methodolo-
gies; most develop specific aspects of services with indicators identifying how
measurement is achieved. These indicators would usually be expected to fall within
certain thresholds for evaluations.

In order to identify and analyze aspects of service, security managers should
follow this six-step process.

1) Identify areas of concern or problem of which the security department is held
accountable.

2) Analyze the concem or problem as it relates to the service delivery and
expectation of the security department.

3) Examine all potential alternatives to the concern or problem.

4) Select the best possible method to address the concern or problem.

5) Implement the chosen method of correction.

6) Monitor the action and improve as needed.

By following this format the security manager will be able to qualify and quantify
the actions of the security department. The aspects of care or service will state
what the manager is attempting to accomplish. A statement of an objective or
rationale will address why the aspect of service was developed. The indicators will
then outline the specifics of the evaluation. The thresholds for evaluation will set
the acceptable parameters in which action should be accomplicshed. These should
be established as realistic yet achievable goals. The methodology will establish how
the evaluation is determined. In the event thresholds are not met, the security
manager can investigate, identify, document and take corrective actions to assure
future compliance. Finally, the data source will address the documents or sources
of the information.
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Figure #14 on page 60 is a sample format used as part of the quality
management program for security services at Baptist Medical Center in Jacksonville,
Florida.

The format described in Figure #14 was used by all departments to identify areas
of concern. These reports were given to and addressed by the Medical Center
Quality Assurance Committee. Each major department was required to submit
report on a quarterly basis. A consolidated report was then constructed and shared
with administration.

Quality management should be use to track and monitor on-going activities
within the security department. This will allow the manager and administration to
determine the effectiveness of the department as well as pertinent trends. These
trends can then be used, through the evaluation process, to take corrective actions
and strengthen the security program. For example, when security personnel are
regularly unable to respond to stat/emergency calls within the appropriate time and
within the thresholds for evaluation, this might suggest to management that
procedures need to be improved, that additional personnel may be required, or other
corrective action is needed.

Graphs and charts can also be an effective way of visually measuring the changes
in activity levels. These changes may act as indications that certain areas need
specific corrective actions. See Figure #15 on page 61 and Figure #16 on page 62.

In the 1992 Accreditation Manual for Hospitals quality continues to be stressed

starting with a name change in the chapter formerly known as Quality Assurance
to Quality Assessment and Improvement.

59
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FIGURE #14

MONITORING AND EVALUATION
SUMMARY

DEPARTMENT:  Safety, Security, & Parking

DATE: August
September
October
ASPECT OF CARE/SERVICE:
The Safety, Security and Parking Department will provide a 2-minute response to various
emergency situations.
OBJECTIVE OR RATIONALE:
To insure a prompt resp to g situations.
INDICATOR(S):
Thresholds for Evaluation
1. Fire Response 95%
2.  Intrusion/Robbery Alarms Responses 95%
3. STAT/Emergency Responses 95%
4, Patient ints Assistance Resp 95%

METHODOLOGY (TIME FRAME, SAMPLE SIZE, STAFF, HOW?):
Because of the néw computerized reporting system, 100% of the incident reports and fire
reports are being reviewed on a monthly basis by the Security Supervisor.

DATA SOURCE:

1. Daily Activity Reports
2. Incident Reports

Source: Baptist Medical Center, Quality Management Department

60
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FIGURE #15
CATEGORY 1987|1988 28 [1989]| 2% [1990 2% (1991 2%
Alarm/Palse-Pire 3 4| 3In 6] SO0 10 67% 5] =508
Alarm/False-Security| 16| 41| 1368 9| =788 13| 44 18| 38y
Assault 4] o os 1] N/As 0|~100% o os
Auto Accident 4] 1| N/As 1 os 0]-100% [} os
Break. & Enter.-Bullding o o o [ o8 1| N/As 1 o
Break. & Bnter.-Vehicle 1 0}-100% 0 o8 o [ o [
Disturbance-Visitor| [ 2| R/as 1| =508 2] 100% 0|=100%
Fire (] 4] o 2| N/As 1| ~50% 0}-100%
Pound Property] O o o L os 3| N/As 1| -67%

Information Only]l 16| 21| 31%; 17} -19%] 18 6% 41) 128%

Missing Property-Facility 1 0]-100% 1| N/as 3| 200% 4| 33s
Missing Property-Personal 1 1 os| of-1008 [ os 2| n/as
Patient Assistance-Non BR] 6| 1| -83s| 2| 100s| 36{17008| 28| -22%
Sex. Incident—Cbscene Calll o] of o8 1| w/as 0|-100% [} [
Susp. Person-Contacted| 1| 0|-100% 2| w/as s| 1s0s 2| -sos
Susp. Person-No Contact| 0 1| u/as 0|-100% S| N/As 1| -8os
Threat~Bomb] 1 0]-1008] o] os 2] n/an o|-100%
Vandalism-Pacility 1| o|-100% 1| w/as 4} 3008 5| 25y
Vandalism-Vehicle 1 0|-100% o o 1] N/as 0|-100%
ToTAL| 48| 72| sOs| 44| -39%| 103| 134s| 108 ss

Note: "N/A" appears when a mathematical calculation is invalid

(caused when dividing by zero).

SOURCE: Hospital Shared Services of Colorado
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FIGURE #16

Each Incident/rire gory way perty Incidents
not contain enough activity to Auto Accident
accurately analyze the freguency or Breaking & Entering-Building
seriousness of events at Saint Breaking & Enterxing-Vehicle
Barnabas Medical Center. Combining Missing Property-Facility
similar categories, may expose Missing Property-Personal
patterns that would otherwise be Missing Property-Vehicle
unrecognizable. Each Incident/Fire Vandalism-Facility
category was combined as follows: Vandalisa-Personal

Vandalisn-Vehicle
8ervice Incidents

Alarm/False-Security Personal Incidents
Found Yy Assault
Information Only Disturbance-Employee
Patient Assist-ER Disturbance-Visitor
Patient Assist-Non ER Drug Abuse
Sexual Incident-Obscene Call Robbery-Armed
Suspicious Person-Contacted Robbery-Unarmed
Suspicious Person-No Contact Sexual Incident-Assault
Threat-Bomb Sexual Incident-Other
Threat-Other
Regulatory Incidents
Alarm/Palse-Fire A graph of each summarized
Fire Incident/Fire category is displayed
below:

Historical View of Security Incidents

P R | ey
| / Property incdentz
L o A / Roguiatory incident
350 / \ / P_::mdhdd-h
- 4 \_/
gso ' AV

1987 1988 1989 1990 1981

SOURCE: Hospital Shared Services of Colorado
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Some highlights of continuous quality improvement. The Joint
Commission’s transition to continuous quality improvement standards
will draw upon the insights of the originators and major developers
of continuous quality improvement, such as W. Edwards Deming,
Joseph Juran, and Philip Crosby. Principles of continuous quality
improvement incorporate the strengths of quality assurance as it is
currently practiced, while broadening its scope, refining its approach
to assessing and improving care, and dispensing with the negative
connotations sometimes associated with it. In moving toward
continuous quality improvement, the Joint Commission wants
healthcare organizations to build on the strengths of their present
quality assurance mechanisms. These mechanisms and the persons
who have established them constitute a substantial foundation from“'
which to launch the transition to continuous quality improvement.'?

With this focus and emphasis from JCAHO all areas of health care, including
security, can expect to become more involved in total quality management (TQM)
or continuous quality improvement (CQI) efforts from their organization. More and
more activities will become part of a "process” thus requiring greater intervention
with other components of the organization and better team efforts.
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VIL THE FUTURE OF HEALTHCARE SECURITY MANAGEMENT
Many security managers are striving to fortify and develop their expertise
specifically in security. Although this is very important, many security directors are

losing their jobs or their jobs are being eliminated or down graded.

The reason for this in most cases is simply financial. Many healthcare
facilities in America are in a state of fiscal crisis. As money becomes tighter,
administrators and chief financial officers are determining where dollars can be
saved. These cuts are not taking place in the areas of nursing or premium positions
where salaries and benefits continue to grow. As a matter of fact these salaries are
-at all time highs. Benefit and perk packages are very competitive among healthcare
providers for these positions.

What does this mean for persons involved in the healthcare security field?
Our job is to work harder, think smarter, and be business minded. In other words,
search your budget and look for areas to make your operations as efficient as
possible. The old days of spend it or lose it before the end of the next year’s budget
are long gone. The astute healthcare security manager will trim his or her
operation before someone trims it for them. This is especially important since in
some cases the trimming has been the director or manager’s position.

In one case in Florida a hospital hired an independent management
consulting firm to reduce the overall hospital expenditures by 10 percent. When the
consulting group reviewed the security department which had an annualized budget
of approximately $500,000, the security director was well qualified and had a great
deal of experience and had an annual salary of approximately $50,000 per year.
Since there was an assistant director and a minimum amount of working security
personnel (in the consultant’s opinion), the director’s position was eliminated and
the assistant director’s title was changed to manager. The end result: a 10 pércent
savings and one more security director on the street.
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Each security director must be aware of the economic climate within their
facility. In general the national trend including healthcare is to reduce middle
managers. Even if the institutional budget appears sound, don’t become known as
a big spender. Become known as a business-minded, cost-effective manager.
Explore various alternatives to make all of the operations you manage as cost-
effective as possible. Examine every area and function as if you are operating from
a zero-based budget system. Be prepared at any time to justify each and every
financial request and budgetary line item.

As defined in Managerial Accounting, Second Edition by Calvin Engler, "Zero
based budgeting is a method of budgeting that starts with a base of zero and ranks
each program and its cost, starting with the one most vital to the organization. In
a manner, managers can choose to fund programs on the basis of merit, without
preconceived notions about what must be included."®

Give things up in advance and if you don’t need it, don't ask for it. At the
same time be sure to take credit for this philosophy. Let the appropriate people
know that you are attempting to improve your efficiency and cost effectiveness to
the organization. Usually you don’t have to look far to see which of your fellow
directors or managers are moving ahead and obtaining greater responsibilities. They
are usually the ones that are already cost effective and efficient.

Being creative is essential. Look at your staffing which is your greatest line
item. Through attrition, can you hire part-time staff instead of full-time? This not
only saves benefit costs to the institution but also should defray overtime since you
have a manpower reserve to call upon that are normally scheduled at less than 40
hours per week. Have some of employees been with the organization too long?
Certain jobs are worth only so much per hour and some security employees actually -
make too much for what they do. Can the institution afford to pay for this? Can
these people move to other departments within the organization? Remember
turnover can be good or bad depending on how you manage it. Are there any other
staffing options that may be viable? These are questions that the astute business-
minded security manager should ask and answer before an administrator does.
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Healthcare security 'managers need to continue their professional
development in the field of security. However, in addition to this, it is of the
utmost importance that they explore a business-minded approach to management.
Cost effectiveness and efficiency are key items on which they will be judged by their
superiors. Administrators are usually insistent that management personnel explore
all potential alternatives and have a sound rational behind their recommendations
and methods of operations. Survival means being creative in advance of being told
what and how you will trim your organization.

This proactive approach should help you not only survive the budget
tightening process that is expected to continue in the healthcare arena, but also
excel by proving your effectiveness and worth to the organization. This in turn
might result in added responsibilities where you can continue to demonstrate your

management abilities.

MANAGEMENT [N THE NINETIES
As healthcare continues to become more sophisticated, each department must

keep pace, including security. The education and integration of the various
departments and employees of the hospitals with regard to security issues will
become even more essential.

The administration of a hospital security department will require professional
managers to develop-and maintain successful budgets with limited resources. The
use of electronic security devices in conjunction with manpower will need to be
regularly and carefully reviewed to provide an adequate overall security program.

As the litigation trend-continues, security incidents that occur at hospitals
will be closely examined. The competency of security managers and officers will be
reviewed by expert witnesses. The education, experience, training, and certifications
of both will come under close scrutiny.
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Hospital security has been elevated to a more significant role in our nation’s
health care delivery system over the past ten years. This role has been stimulated
by greater violence in hospitals, increased awareness of the extent of property losses
and the litigation epidemic alleging inadequate hospital security. Far too many
cases have resulted in multimillion dollar awards or settlements.

The security role should be viewed in two separate and distinct categories.
First, personal safety: approximately 90 percent of the security effort is directed to
the protection of staff, patients, and visitors. Second, property losses: hospital
property losses alone, are estimated to run in the area of $2,000 to $3,000 per bed

per year.

Although security is generally referred to in terms of physical safeguards, it
must be understood that security is also a perception. Even when there is a lack of
serious incidents, or few obvious vulnerability, if the staff, patient or visitor feels
apprehensive or uncomfortable, the security program must react to the perception
and implement plans to create a positive image.

Figure #17 on page 68 describes trends (derived from professional literature,
national and regional seminars, and Hospital Shared Services consulting projects)
that forecast of events for the future of healthcare security through 2000.

In the December 1991 issue of Securjty, Figure #18 on page 69 contains a
chart which projects a comparison between yesterday, today, and tomorrow in how
security in general is evolving.

Because healthcare is an advanced field, I believe that many of the various

components outlined in this chart will come to fruition in the healthcare security
field as well.
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FIGURE #17

HEALTHCARE SECURITY TRENDS - 2000?

. Increased training for all levels of hospital security personnel.

. Increasing involvement of hospital employees, including non-security supervisory personnel,
in contributing to the maintenance of safe and secure premises.

.- Epidemic levels of litigation concerning security programs.
. More security personnel working in an unarmed capacity.

. A shift from security by providing non-security related services to a greater emphasis on the
basis of "pro-active protection activities.”

. A trend toward separating security and safety management as the safety function becomes
better defined. Security personnel to continue as being ancillary to the safety function.

. A decrease in the overall use of centralized closed circuit television and a shift to
departmental systems.

. Increased use of alarms, computerized card access controls and integrated security systems.

. A greater awareness by the hospital administrative staff of the need for more loss prevention
safeguards to enhance the bottom line.

. Violence in emergency rooms remaining at the high level experienced during the past
several years.

. Increasing security budgets despite attempts to supplement security manpower with physical
security systems.

. Greater organizational demands on security as law enforcement urvlcu continue to
fiminist

. A greater number of facilities utilizing contract or alternative security services to reduce
costs. ’

. A continued trend to consolidate management positions including the restructuring of
security departments to be managed by other areas within the organization.

. A greater need to conduct security risk assessments to identify and provid Tm
to potential adverse incidents.
. A greater involvement by security personnel to provide geriatric and Alzheimer’s patients

with specific security protection as that group increases in number.



FIGURE #18
THE SECURITY EVOLUTION
Yesterday Today Tomorrow
Function Security * Asset * Resource
Protection Management
Concept Stand-alone * Interfacing * Integration
Staffing Proprietary * Hybrid - ¢ In-house
Proprietary Consultant;
and Contract
¢ Facilities
Management
Services

Technology ¢ Mechanicals; ¢ Electronics; * Digital;

¢ Analog; ¢ Mechanicals; ¢ Networks;
* Electronics ¢ Networks; * Software;
* Digital ) * Electronics;
¢ Mechanicals
Source: Security Magazine, December 1991.
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A specific responsibility of the security manager needs to be a regular and
documented risk assessment of their facility. It will become more popular for
institutions to utilize outside consultants to give an objective view of the security
risks and make recommendations to be considered by the security manager and
hospital administration. Litigation will increasingly be a problem because of
reductions of security personnel, improper or inadequate training, lack of
documentation, not addressing foreseeable crimes/incidents either on the hospital
premises or surrounding area, not attaining local or national standards for security
services, lack of or malfunctioning security equipment, lack of security policies, and
lack of administrative support for the security program.

In the years ahead, a continued emphasis will be placed upon security
managers and departments to provide a high profile and enhanced public relations
image for the facility. Uniformed security personnel are administrative agents of the
hospital as perceived by the public. It will be necessary for the administration of
a hospital and the various departments to realize and accept this elevated role
within the organization.

Liaison with law enforcement agencies will become critical. As demonstrated
earlier in a reference from the Hallcrest Report II, as the number of law enforcement
personnel become fewer per capita, security organizations will take on a greater
responsibility in providing protective services within their respective organizations.

Increased security emphasis will be placed on high-risk areas in healthcare
facilities such as emergency rooms, nurseries, psychiatric units, drug and alcohol
units, and pharmacies. This will require the security personnel to have a greater
understanding of how to deal with people under stress or displaying aggressive and
assaultive behavior.

70



230

A continued and greater emphasis will be placed on crime prevention efforts.
This includes crime prevention materials, handouts, flyers, and posters. Security
fairs will become more popular and allow the security staff to interface with other
hospital personnel to gain understanding and support for the security program.

Quality management will continue to be a driving force in assuring that
proper documentation is maintained which facilitates trend analysis and corrective
action in problem areas. Along the same line, risk management will assure that the
forecasting of incidents is maintained to avoid unnecessary losses.

With the continued financial strain in healthcare, loss prevention will
continue to become even a more important issue in the 1990s. Security, safety, risk
management, and quality assurance must strive together to identify, prevent and
deal with incidents that might result in financial loss, either through frequency or
severity of the situation, at the least possible cost to the institution.
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SECURITY ASSESSMENT

General Instructions

Multi-disciplinary groups or people can be helpful in conducting a security risk
assessment of a facility and particularly in individual departments.

a)

b)

©)

When possible solicit the assistance of the safety officer, risk manager, and the
department head of each specific area reviewed.

In each area, check generic security-related matters such as functional locks,
lighting, unsecured items, etc.

Look for unit specific vulnerabilities (i.¢., unsecured narcotics in ICU).

Consider concepts such as rings of protection (outer and inner areas such as outside

protection, perimeter doors and individual units), operational vs. non-operational time
frames, etc.

Review the various sources identifying possible risk assessment vulnerabilities.

- Past Security Incident Reports, Investigative Follow-up Reports.
- Police Reports - statistics.

- Organization feedback/perceptions/concerns.

- Industry standards.

- Local/National healthcare security standards.

Assigning risk threat levels (3=high, 1=low, and 0=N/A)

a)

b)

°)

d)

High, cither through frequency or severity, of the likelihood of a specific

incident occurring at that location. High ratings MUST have action plans.
Medmm, would indicate the possibilxty of a specnﬁc incident occurring at the

Low, would indicate that a specxﬁc incident would most hkely not occur at that

location. Low rating MAY have action plaps.
Not applicable, self explanatory.
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Annual Security Risk Identification/Analysis Form

a) Date the review was conducted.

b) Reviewer, person in charge.

c) List the various departments or areas reviewed in left hand column. (see
sample form)

d) List the risks reviewed across the top using attached list. (see sample form)

e) Rate each department/area with the appropriate risk threat level (high,
medium, low, not applicable).

Security Risk Action Plan

a) Date the review was conducted.

b) Reviewer, person in charge.

c) List the various departments or areas reviewed in left hand column.

d) Briefly explain the action plan used to abate the potential risks identified from

the Risk Identification/Analysis Form. Use specific time tables.

Security Abatement/Monitoring Review

a)
b)
)
d)

Date the review was conducted.

Reviewer, person in charge.

List the various departments or areas reviewed in left hand column.

Three to six months after the initial review, a follow-up is essential.
Document the results to date and make changes when and if necessary.

Annually (unless specific changes warrant more frequent reviews) conduct another

survey/assessment.

73



SECURITY RISK/VULNERABILITY CHECKLIST
ASSAULT IMPOSTORS
e  SIMPLE
e  AGGRAVATED KICKBACKS/FRAUD
BOMB THREATS/BOMBING KIDNAPPINGS

BURGLARY

LOSS OF INFORMATION

CIVIL DISTURBANCES ROBBERY
° ARMED
DISTURBANCES o UNARMED
° INTERNAL
° EXTERNAL STRIKES
DRUG ABUSE TERRORISM
GANG ACTIVITY THEFT :
° VISITOR/CUSTOMERS
GAMBLING . STAFF PROPERTY
. FACILITY PROPERTY
HOMICIDES
OTHER - SPECIFY
(MAKE THESE APPLICABLE
TO HEALTHCARE FACILITY)
SECURITY RISK ASSESSMENT SOURCES

- POLICE STATISTICS (smallest area breakdown available)

o PAST SECURITY INCIDENT REPORTS

- ORGANIZATION FEEDBACK/PERCEPTIONS

- CASE LAW

&= INDUSTRY STANDARD PRACTICES

-  INSPECTION

- LOCAL/NATIONAL STANDARDS

- CONSULTATION
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Annual Security Risk Identification/Analysis
Company Name:
»fasjaalsr| e rclre
R|s1fsclou] u [Eojusx
1 |s uls oju r| R & Kix »
Date, s]ap|lar|ae|c |rrlrs
kfvrjov] AL |rajro
DEPARTMENT slueler] T|rR] 8| ~
v AREA v » I 0 Y| y| a
L

GENERAL CAMPUS

LOADING DOCK

BUSINESS OFFICE

LOCKER ROOM (MEN)

LOCKER ROOM (WOMEN)

PARKING DECK

THREAT LEVEL KEY
H=High (3); M=Medium (2); L=Low (1); N/A=Not Applicable

Reviewed By: Completed Date:___/ [/

Reviewers:
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Security Risk Action Plan
1 Name
Date
Reviewer
DEPARTMENT /AREA BRIRPLY IDENTIPY ABATEMENT PLAN
Attach additional 4 ion as ded
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Security Abatement / Monitoring Review

Hospital Name

Date

Raviewsr

DEPARTMENT/AREA

DOCUMENT RESULTS TO DATE

Attach additional & ation as ded
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Statement of Richard P. Miller, Director, G.V. ‘‘Sonny’‘’ Montgomery
Veterans Affairs Medical Center, Veterans Health Administration,
Department of Veterans Affairs

G. V. (Bonny) Montgomery VA Medical Center, Jackson,
Mississippi.

Security Issues

. Mr. Richard P. Miller became Director of the G.V.
(Sonny) Montgomery VA Medical Center in August 1994. As
part of initial briefings, the Associate Director, Mr.
Richard J. Batlz, explained a carefully laid-out plan to
upgrade facility security personnel, policies, procedures,
surveillance equipment, and training for both police
officers and all employees. Mr. Miller endorsed the plan
and the following security issues were concentrated on:

Improving the quality of the police force. Like all
personnel issues, this is a continuing effort, but one that
has already shown results. Inspections of the police
service in February and March, 1997, by specialists from VA
Headquarters resulted in high praise for the qualifications,
training, appearance, and conduct of the facility's
officers. Officers at the Jackson VAMC have an average of
16.4 years experience, many with the City of Jackson Police
Department, and others with military units, the Bureau of
Indian Affairs, and other city and county police
departments. No one will mistake the facility'’s certified
police officers for mere guards.

Surveilance equipment. A color video camera monitoring
system was installed and has been continually upgraded over
the few years at a total cost of about $110,000.

Security access system. Installation of computer
controlled door locks, identification badges, card readers,
parking lot controls and limited door access systems were
installed at a cost of about $95,000. This system provides
the ability to allow certain individuals access to specific
areas or entrances and to keep a log of their entry and
exit.

Canine program. In 1995, the facility acquired a
canine trained in drug detection and missing patient
tracking. Though the dog is not an attack dog, it is a
common belief that his presence would reduce any drug
activity, assist in locating patients who might become lost,
and have an overall calming effect on volatile situations.
Although the canine has not yet had to be used to search for
lost patients, there is confidence that his presence has a
chilling effect on drug activity and the police officers
report that his presence does indeed calm argumentative
individuals.
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Wandering alert system for nursing home patients. To
protect nursing home residents, the VAMC invested in an
electronic system that alerts staff if residents who have
diminished capacity wander through an exit door. This was
installed at a cost of about $100,000.

Bike patrol. To provide faster and more fregquent
patrols of the parking areas at the Jackson VAMC, a bike
patrol was implemented at minimal cost.

The above-stated projects were underway in varying
stages of completion before the first of two tragedies
struck the Jackson VAMC.

Attack on an employse:

On January 30, 1995, at about 8 a.m., a 65 year old
service-connected, disabled veteran who had received care at
the hospital for a period of 30 years, attacked an employee
-- a VA physician -- 'in the parking lot near the outpatient
entrance to the hospital. He threw sulfuric acid on her
face, neck and chest, then departed the area.

Today, this employee remains unable to work, facing
additional plastic surgery, and carrying psychological scars
that are even more difficult to heal.

In February 1996, the veteran pled guilty in state
court and received a 20-year sentence. He died in prison a
few months later.

Based on a review of the veteran’'s VA medical record
{which spanned 40 years) and the results of police
investigation, the attack apparently was motivated by the
physician’s refusal to prescribe inappropriate pain-killing
-drugs that the veteran sought for illegal uses.

In the wake of that attack, police investigations,
criminal prosecutors, management, and an ad hoc
investigating committee identified concerns that resulted in
the following actions:

Elevated the status and scope of the multi-disciplinary
Committee for Disruptive and/or Suicidal Behavior. The
committee developed policies and procedures (implemented in
1994) by which (1) patients posing a potential threat of
disruptive or violent behavior are identified, (2) these
patients’ names are “flagged” in their computerized records,
alerting clerks and clinicians when they have appointments,
(3) police routinely respond when such patients are
scheduled for an appointment, (4) denial of medication to
drug-seeking patients is referred to a committee of dod¢tors
instead of a single physician, thereby diluting antagonism,
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and (5) a pain management clinic was established to help
patients lean to cope with chronic, non-responsive pain.

One full-time employee equivalent (FTEE) was added to
police service to enable extra patrolling during normal
business hours.

All of the committee recommendations within authority
of management were enacted. A recommendation that senior
manaqgemens. exnlare rthe arming af VA galice and the use of
metal detectors was examined, but found to be not within the
authority of facility management and not likely to have any
relevance to an attack such as had occurred.

As an interesting aside to this case, we learned that
Federal jurisdiction was not attained when the land was
passed from the state to the Federal government in the
1950s; therefore, the FBI and U.S. Attorney's office had to
relinquish the case to local and state authority. We worked
closely with state leaders, the state legislature, and VA
Headquarters officials in obtaining state legislation
granting concurrent jurisdiction to both entities. Today,
prosecutors can purse either Federal or state prosecution of
crimes committed on the medical center grounds.

The attack on a VA physician was a call to concern, and
many changes were made as a result of that concern. But, we
felt, and still feel, that the attack was an aberration, not
an indication of the nature of the people of Jackson or the
State of Mississippi. It was an isolated incident that
could not have been prevented by metal detectors or even
armed police (unless a police officer was escorting the
employee) since it occurred in a parking lot.

In the wake of the attack, the VAMC implemented
especially responsive actions as noted above and continued
with planned security system improvements.

Murder and Suicide

Mr. Victor Bowles, a 48 year old service-connected,
disabled veteran, entered the hospital about 11:20 a.m.,
shotgun at the ready position, and within 30 to 40 seconds
found Dr. Ralph Carter with a patient. He killed Dr.
Carter, then committed suicide. #

In addition to the tragic consequences for the families
involved, the staff and patients of the VAMC, veterans
throughout the state, and the citizens of the City of
Jackson in general were shaken.

Investigations by local police and the FBI do not
reveal a clue. A psychological autopsy of Mr. Bowles’
medical records gives no clue. There are noc answers.
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A review of the security measures and police service by
VA Headquarters experts and other police agencies reveal no
flaws and speculated that the incident probably could not
have been prevented by any of the measures now being
adopting. Indeed, it is believed that this tragic incident
is another statistical aberration in no way reflective of
the general mood of veteran patient, the veterans of the
State, or the other good people of Mississippi.

Since the murder/suicide, the facility has:

e immediately contracted for seven security guards to
supplement the l12-officer police force and went to
extensive overtime for the Jackson VAMC police,

e authorized six additional certified police officers and
have, to date, hired five,

e sought and were granted inclusion in the test program
which is evaluating the effect of arming VA police
officers, E

e arranged for the installation of metal detectors and x-
ray devices at hospital entrances (to be installed when
officers are armed, since it would be imprudent to
attempt to confiscate contraband with unarmed officers),

e limited public entrances to the hospital and will further
limit entrances to only two points within the next few
weeks as metal detectors are brought online, and will
require visitors to sign in,

e fenced the loading dock and other support entrances and
placed a guard on duty there to control egress and
ingress during normal business hours,

® accelerated plans to relocate the surveillance camera
monitor room to the emergency/ambulance entrance where
the officer can view the entrance through a large window
and control the door electronically (not only will this
increase the officer’s vision, but it will also increase
police visibility to visitors),

e continued upgrading the camera system, with more units
scheduled for installation and improved recording to
allow cameras to tape for 24 hours, and

e conducted ocutreach programs with veterans service
organizations to identify any existing veteran concerns
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and to enlist their support in dealing with complaints
and loose talk of threats and disruptive behavior.

The costs associated with these steps are significant.
Modifications to door locks. the installation of metal
detectors, and other hardware changes and additions will
have a one-time cost of about $175,000 with some nominal
recurring costs in maintenance and updating. Six additional
police officers will add another $300,000 annually recurring
cost.

The weapons will add an additional $16,000 in initial
costs and a nominal amount of recurring costs associated
with training, storage, and maintenance.

Previously, the managers of the Jackson VAMC managed
their budget carefully, funding security improvements from
normal appropriations, but the massive effort undertaken
this Spring caused the Director to seek supplemental funding
from the VISN so that the patient care mission could be
continued without impact by security concerns. The VISN
granted the funds.
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POST-HEARING QUESTIONS
CORCERNING THE MAY 22, 1997
HEARING ON SAFETY AND SECURITY IN THE
DEPARTNENT OF VETERANS AFFAIRS

FROM THE HONORABLE LANE EVANS
RANKING DEMOCRATIC NEMBER
COMMITTEE ON VETERANS’ AFFAIRS
U.8. HOUSE OF REPRESENTATIVES

Question 1: What is the purpose of arming VA police officers?
What empirical evidence can you provide the Subcommittee that
arming VA police officers will make VA facilities safe? What
will be required to achieve safety at VA facilities?

Answer: At this time, no general decision has been made to arm
VA police. Rather, VA is conducting a pilot project to determine
the feasibility of arming VA police officers. The reason VA is
considering arming VA police, is to test the appropriateness of
providing its officers with a tool that is consistent with their
duties and responsibilities and may allow them to better protect
themselves and others. VA officers are responsible for providing
protection and enforcing the law. One of the tools used by most
major law enforcement organizations in the United States (to
include the Capitol Police) is a firearm. We believe that the VA
Police department is the only major law enforcement organization
that does not provide its officers with firearms. VA officers
have performed admirably given their circumstances, however, a
number of them have paid the ultimate sacrifice. With the
addition of firearms, we believe that VA officers would provide a
more appropriate intervention. Based upon personal discussions
with VA officers and reviews conducted by Office of Security and
Law Enforcement staff, it has been concluded that VA officers can
function much better if they engage in more inquisitive patrol
activity. VA officers are required to conduct investigative
stops of suspicious persons as an important part of crime
prevention. It is evident that they are not doing enough of
this, and also evident that the major reason is an understandable
concern that these suspicious individuals may be carrying a
concealed weapon. For instance, in the recent incident in Lake
City, Florida, a VA police officer made an investigative stop
shortly after midnight in the parking lot and was shot with a
handgun. The intruder, because he was armed and VA police
officers were not, then gained access to the facility, shot up
the waiting area, and directly threatened a wheel chair-bound
veteran with the firearm. The shooter was later taken into
custody by armed officers from the Lake City Police Department.
An important part of the evaluation of the pilot program is to
determine whether officers are being more vigilant in
accomplishing investigative stops. In fact, initial reviews have
disclosed that there has been an increase in such stops at the
pilot facilities. Additional information regarding this will be
available following a more comprehensive review.

There is no “empirical” evidence that arming VA police officers
will make VA facilities safe. Likewise, there is no single
security feature or law enforcement tool for which there is such
“empirical” evidence. As stated above, the firearm is a standard
tool in law enforcement. It is VA’s position that if it is used
correctly it can add to the safety of VA facilities.

Ensuring safety within any space (buildings or grounds) is best
accomplished by preventing or limiting access to all or part of
the space. This is contrasted by the need for VA medical care
facilities to be open to the public, at least during business
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hours. VA does not wish to limit access unless it becomes
necessary for the safety of all. All VA facilities have some
degree of crime and have been subjected to the introduction of
weapons. Local conditions, which include crime rate in the area
of the facility, on-station criminal activity, weapon
introductions and the degree of concern which employees and
patients have for their safety, determine the need for the level
of security applied. At some VA facilities, conditions have been
such as to require the limiting of access and the installation of
weapon screening stations. However, at most VA facilities access
continues to be without limitation during business hours. This
can be accomplished because of the continuing presence of
visible, and inquisitive VA police officers who are regularly
patrolling grounds and buildings. The presence of a sufficient
number of appropriately trained, supervised and equipped officers
is the best way to prevent crime and thereby achieve safety at VA
facilities.

Question 2: What are the possible disadvantages, if any, of
arming VA police officers? Wwhat percent of private health care
facilities have armed police on site?

Answer: The major risk of arming VA police officers is that
there may be an injury or loss of life of an innocent party
caused by the accidental discharge or misuse of a firearm. In an
attempt to minimize this risk we have selected a specific firearm
and holster, the safety features of which, have been described
and demonstrated to the Subcommittee. Also we have provided
intensive VA specific training to all of the armed officers
regarding escalation of force and use of deadly force as well as
the proper and safe use of the issued firearm.

We are unable to provide information regarding the percentage of
private health care facilities which have armed police because we
are unaware of any source for such information. Regarding the
relevancy of this issue, it should be recognized that VA
facilities are not private property. They are federal property
and their protection is the responsibility of the Secretary of
Veterans Affairs. Local police do not patrol VA medial care
facilities or provide the continuing uniformed presence needed to
prevent crime. Local police may or may not have a continuing
presence at a private facility as they frequently do at state run
health care facilities. When local police have a continuing
presence or when they patrol, they are armed.

Question 3: Please give a summary of the VA police officer
workforce. Specifically, how may officers does the VA employ,
what is average pay for such officers, what background and
experience is required to become a member of the VA police force,
and how long has the average member of the force been employed as
a VA police officers?

Answer: Currently there are 1,983 police officers and 43
detectives for a total of 2,026. The average pay for all police
officers is $27,659. This includes those officers in supervisory
positions. At the journeymen level, which is either GS-5 or GS-
6, the average salaries are $23,524 and $25,882, respectively.

The background and experience required to be a member of the VA
police force are exactly the same as for anyone who becomes a
police officer in the GS-083 Police Officer Series.

VA does not maintain a data base which can provide information
regarding how long the average member of the force has been
employed as a VA police officer. As a representative sampling,
we conducted a manual review of the average time that a badge was
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issued to officers at the Little Rock and Dallas VA medical
centers and determined it to be 2.5 years.

Question 4: What percentage of the VA police force consists of
retired law enforcement officers?

Answer: VA does not maintain a data base which can provide this
information. 'However, as a sampling, we did accomplish a manual
review of questionnaires completed by the 218 most recent
attendees of our basic training course at the VA Law Enforcement
“Training Center (LETC). The results of the review are that 190
of those officers had qnml:.fxed for their position based upon
prior law enforcement experience in the mlitary or with a state
or local law enforcement agency.

Question 5: Have rigid qualification standards always been in
place at the VA? For example, have all current member of the VA
police force been subject to the same physical fitness
specifications?

Answer: Police officers employed by the Department must have met
the Office of Personnel Management qualification standards in
effect at the time of employment. VA also has had requirements
that pre-employment screening be accomplished on each applicant.
As you are aware, VA Office of Inspector General Audits conducted
in the late 1980s disclosed that neither the qualification
standards nor the pre-employment screening were being rigidly
applied. Since those audits, VA has made significant efforts to
ensure that all standards and screening are being soundly
applied. Physical fitness specifications, per se, are different
from qualification standards. VA has, for years, required that
VA police officer applicants and incumbents (annually) meet
specific medical standards. Applicants and incumbents are
examined to determine their physical and emotional stability. to
perform the functional requirements of their position. 1In terms
of phys:.cal fitness standards, we have recently added a
requirement for students attending the basic police training
course at the LETC. All engage in physical fitness training
during this course and must successfully complete a physical
fitness test designed using standards established by the American
Heart Association.

Question 6: The background information provided to the
Subcommittee staff by the VA indicated that 106 officers have
been issued firearm weapon cards. What criteria did you use to
decide which officers were suited to take part in the pilot
program, and what training was provided to these officers?

Angwer: Department policy requires an officer to undergo a
physical and psychological evaluation prior to participation in
the pilot program, and the psychologist’s recommendation is the
determinative factor in the selection process. The officer must
also have successfully completed the Basic VA Police Officer
Training Course at the LETC, the firearms training course
provided by the LETC staff, and must be physically qualified,
emotionally stable and free of any significant criminal record.

The firearms training provided consisted of a 40 hour training
course. The training unit itself was provided to the
Subcommittee prior to the hearings. An additional copy is
attached.

Question 7: Mr. Baffa indicated that the total cost of the pilot
program at the five current sites is $124,000. Does this amount
also include the training that you indicated will be required of
these officers to remain proficient? If not, what do you
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estimate will be the cost of providing refresher training to
these officers? ’

Answer: No, the $124,000 figure does not include any costs
connected with inservice training. Much of the training will not
require additional expenditure, such as use of force and practice
drawing from the security holster. The only additional cost will
be for such things as targets and ammunition connected with range
training. We estimate that the cost for these items will be
approximately $100 per officer, per year.

Question 8: VA Directive 0720, Appendix A indicates that a
firearm will be issued only to those persons appointed as police
officers who have successfully completed the FBI-approved basic
VA training course, and FBI-approved firearms training. The
FBI's testimony indicates however, that the FBI does not approve
or certify other agency training courses, including firearms
training. Did the FBI actually approve the VA training courses,
and can you please explain to the Committee what the VA directive
means when it refers to FBI-approved training?

Answer: It is our position that this is a matter of semantics
rather than one of substance. It is unfortunate that the
language in VA Directive 0720 was not changed prior to
publication so as to be consistent with the language in the
letters from the FBI Academy, which confirmed the adequacy of
VA’s basic police officer training and firearm training programs.
A part of the process to develop the Directive included meetings
between representatives of the Office of Security and Law
Enforcement (OS&LE) and Office General Counsel (GC) with
representatives of the Department of Justice (DOJ). The DOJ
representatives strongly recommended certain language for the
Directive including the word “approved” in this particular
section. Subsequent to the Directive being concurred with in its
current form by Departmental elements, VA Partnership Council and
the DOJ representatives, letters were received from both Dr. John
Campbell and Mr. Wade Jackson at the FBI Academy indicating the
appropriateness of the courses but cautioning that they do not
*approve” such training. In retrospect, the language in the
Directive should have been changed but it was not. We believe
that the letters from Messers. Campbell and Jackson (attached)
speak for themselves, and attest to the relevancy of our
training. Also, we know of no Federal organization which
*approves” firearm or basic police officer training of other
organizations. This includes the Federal Law Enforcement
Training Center (FLETC).

Question 9: Testimony from the Nurses Organization of Veterans
Affairs (NOVA) suggests a variety of alternatives to arming
police officers as a means to improve safety and security at VA
hospitals. For example NOVA's testimony list increased security
personnel during off hours, improved lighting, beepers for
security personnel, badges for all visitors, metal detectors,
bullet proof glass, hidden panic buttons, and closed circuit
televisions cameras as some possible alternatives. Has VA given
consideration to alternatives other than arming VA officers to
enhance safety and security at VA facilities? If so, can you
describe what alternatives you have considered and the
conclusions you reached.

t In our j it is not so much a question of
alternatives as it is one of exploring all options open to the
Department and selecting the appropriate tools or enhancements
that may be suitable. Depending on the circumstances, any one of
the suggestions made by NOVA may or may not be appropriate. VA
already requires that bullet proof glass be installed at each
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Pharmacy and Agent Cashier window and that adequate lighting be
installed at such locations as parking lots, building entrances
and pathways. We already use such devices as panic buttons and
closed circuit televisions where appropriate. However, we
believe that the firearm, as a weapon for police officers, is in
an entirely different category from the security enhancements
suggested. A weapon is a tool utilized by a police officer to
apply the appropriate force for a given situation. VA officers
are already armed with a chemical irritant projector and the
side-handle baton. These tools allow an officer to utilize up to
a certain level of force. A firearm allows the officer to use
the highest level of force should it become necessary and only if
it becomes necessary. Without that particular tool the officer
is at a great disadvantage when confronted by a perpetrator who
is armed with a firearm. In such situations the unarmed officer
most often cannot prevail and injuries or deaths may result.
NOVA suggests that VA install panic buttons. When a VA police
officer responds to a panic button, we believe that the VA
officer should be equipped to handle any situation which the
officer might confront, including protecting patients and VA
employees in dangerous situations. The pilot program is designed
to test whether it is feasible to accomplish this.

Question 10: Mr. Ogden, can you explain to us in detail the
steps VA has taken to address the serious problems that have been
highlighted in the past concerning the need to closely monitor
the pharmaceutical inventory at the various VA facilities? What
more needs to be done to protect the security of the addictive
drug inventory at VA?

Answer: Since 1991/1992, the Veterans Health Administration
(VHA) has taken a number of actions to enhance the accountability
of pharmaceuticals at VA facilities. Listed below under four
major categories are those actions:

A. VA policy regarding controlled substances:

* A perpetual inventory of all controlled substance
dispensing is required.

e Limited access to controlled substances within
pharmacy is required, and d tation regarding
access must be maintained.

+« The storing and dispensing of controlled substances
must occur within locked areas. Electronic access
control devices are required for all locations where
controlled substances are stored and dispensed
within the pharmacy.

« Verification of perpetual inventory within pharmacy
every 72 hours is required. )

+ All completed outpatient prescriptions for
controlled substances must be stored in a locked
cabinet awaiting patient pick-up. Pharmacy staff
must verify the identity of the patient picking up
the medication and the patient or patient's agent
must sign for the medication.

+ A tamper proof seal must be affixed to all
controlled substances prescription vials.

¢ Orders from suppliers for controlled substances are
delivered directly to the pharmacy in unopened
containers. The accountable officer and pharmacy
representative will open container, acknowledge
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receipt, and post inventory to pharmacy records.
Both the accountable officer and pharmacy
representative will verify inventory posting on
pharmacy records.

Any suspected theft, shortages, or suspicious loss
must be reported immediately to the Office of the
Inspector General, VA police, and VA Headquarters.

The VA prescription form has been modified two times
in 1991 and 1993 to enhance the security features.
In addition field facilities are authorized to
generate prescription orders for outpatients via
other internal use mechanisms. These include at
least Electronic Order Entry and alternate paper
order forms such as Action Profiles.

B. Rewrite of VA Narcotic Inspection Policy (policy is
written, approved and awaiting publication, copy
attached) :

.

VHA administrative personnel conduct monthly
unannounced narcotic inspections.

Wards/patient care areas are randomly surveyed.

Inspection results must be trended by the medical
center director and such results are considered one
of the facilities quality management tools.

In the pharmacy, dispensing actions are checked
against posting by the inspector.

The medical center director must ensure that a
training program exists for narcotics inspectors.

A standard timetable for destruction of outdated
controlled substances was established. All
outdated controlled substances must be destroyed at
least Quarterly.

At ward level, the inspectors must sample
dispensing entries against medical administration
records.

Standards for automated dispensing equipment
inspections and verification were established.

C. Reduction of inventories:

All stock of controlled substances have been
removed from VA warehouses. g

Overall pharmacy stock, including controlled
substances, has been reduced through the use of
prime vendor distribution and just-in-time ordering
and delivery.

D. Employee Integrity:

An educational video concerning employee integrity
was developed, and released to all facilities. All
new and current pharmacy employees must view the
video.
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+ Access to pharmacy service by non-pharmacy
personnel has been limited via directive and manual
change.

« Information regarding any theft of pharmaceuticals
will be released to the respective State Board of
Pharmacy.

Regarding other needs for even greater enhancement of controlled
substance accountability, VHA has two other action items in
process. .First, testing of electronic data interchange linkages
between our wholesalers and VA's data base regarding purchases is
ongoing. At this time, VA's data base will accept such data but
at least one vendor is having problems making the interchange
function successfully. Soon, this tool will enable pharmacy
managers to compare procurement actions to dispensing actions;
thus enhancing inventory capabilities. Second, controlled
substance accountability for inpatients continues to be addressed
as part of a Material Weakness in the Secretary‘'s Annual Fiscal
Manager's Integrity Act report. Current time frame estimated for
completion is FY 1999 based on the availability of internal
resources. This action will enable complete documentation of
controlled substance accountability for inpatients and real-time
documentation of medication administration at the patient level.

Question 11: Please explain, in detail, the steps VA has taken to
address the serious problems that have been highlighted in the
past concerning the need to closely monitor the pharmaceutical
inventory at the various VA facilities? What more needs to be
done to protect the security of the addictive drug inventory at
VA?

Answer: Please see answer to qguestion 10.

Question 12: The written testimony provided by the American
Federation of Government Employees (AFGE) raises serious
qQuestions ing ptable resp times and severe
staffing shortages at VA fire departments. Are VA patients,
employees and firefighters at great risk, as AFGE and the other
firefighter unions suggest, and is it true that the situation at
most VA fire departments can only be characterized as an accident
waiting to happen?

Angwer: No. Patients, employees and fire fighters are not at
“great risk” at VA Medical Centers with in-housge fire departments
as claimed by the testimony provided by AGFE. Nor is it true
that the conditions at these facilities can be characterized as
*an accident waiting to happen.”

VHA runs a comprehensive fire protection program at all Va
facilities. We believe the results are evident in the
Department’s good record on fire loss experience. All VA fire
departments are required to have in place mutual aid systems
which permit facility fire fighters-to: promptly summon assistance
from outside departments should it ever be required. By the end
of the current fiscal year, all VA Fire Departments will have
received an in-depth evaluation which reviews staffing levels,
equipment, training and response capabilities. VA Fire
Departments are expected to respond to a fire at any location
within the medical center in a shorter time frame than is
considered acceptable from a community fire department. (VA
requirements for fire protection include a response to a medical
center by a community fire department with arrival of their fire
apparatus within eight minutes. 1In contrast, VA fire departments
are expected to be in position to initiate fire suppression
within eight minutes with hose lines deployed. During the 117
interior drills conducted to date, VA Fire Departments have
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averaged such a response in 7 minutes and 26 seconds. Most of
our departments are capable of even better performance than this,
with 55% of the departments evaluated to date averaging less than
7 minutes. The fastest drill time observed was 3 minutes and 47
seconds. ' Twenty-five percent of the drills have taken less than
5 minutes and 30 seconds).

With few exceptions, VA Fire Departments typically provide a
prompt and effective response to incidents at their facilities,
which enables the rapid extinguishment of any fire discovered.

In addition, many VA facilities are completely protected with
automatic fire sprinkler systems which by themselves provide a
greater level of protection than is required by National Fire
Protection Association standards. The prompt response by VA fire
fighters, especially when accompanied by a complete automatic
fire sprinkler system at a facility, serves to keep almost all
fires which do occur within the incipient stage, and results in
these fires being promptly extinguished with an absolute minimum
amount of property damage or risk to our patients. It is
important to note that, while the number of alarms to which a VA
fire department responds may be quite high, the number of actual
fires, including such things as overheated computer monitors,
trash can fires, etc. is very low. This is because, at those
facilities which operate a VA fire department, medical center
staff have been trained and repeatedly reminded to call the fire
department whenever anything unusual is observed or detected.
Consequently, VA fire departments typically run dozens of “smell
of smoke” and similar calls for every incident where an actual
fire is present. These calls are typically caused by lint on
steam radiators in the fall, overheated fluorescent light
ballast’s, etc. As such, these incidents pose no threat to
patients or staff, however they do show up on fire department run
sheets as an excessively high number of fire calls.

Regarding concerns in the written testimony on staffing levels
and allegations involving OSHA regulations, VA fire departments
are staffed to provide a minimum of four fire fighters per shift
and are required to operate in compliance with all applicable
OSHA standards.

All on-site VA fire departments must comply with all applicable
OSHA (Occupational Safety and Health Administration) and NFPA
(National Fire Protection Association) regulations regarding
occupational safety and health of fire fighters. Current OSHA
criteria for the fire service does not establish any minimum
staffing levels for fire departments. However, OSHA does require
that a minimum of four fire fighters be assembled before an
interior structural fire attack can be made on a fire beyond the
incipient stage (use of hose lines greater than 1-1/2 inch and
use of self contained breathing apparatus).

VA has allowed an exception to the four man staffing standard for
a VA fire department via an equivalency process. The medical
center may be granted an equivalency permitting on-duty VA fire
department staffing to drop to a minimum of three trained,
professional fire fighters on duty at all times under the
following conditions:

(1) All structures housing patients overnight are fully
protected by an approved, automatic fire sprinkler system
installed and maintained according to NFPA standards; (2) all
structures housing employees and their families overnight are
equipped with hard wired smoke detectors; (3) local fire
departments with which a mutual aid agreement exists are capable
of providing prompt “back-up” to the facility fire department
during an emergency; and (4) the medical center fire department



252

has a written protocol requiring the summoning of mutual aid
assistance immediately whenever an actual fire is discovered.

The primary rationale for this equivalency is based upon the
presence of the approved automatic fire sprinkler system
throughout the patient occupied buildings. The presence of a
complete automatic fire sprinkler system in a facility
substantially exceeds NFPA requirements for life safety in an
existing healthcare facility. Extensive documentation by the
NFPA (National Fire Protection Association) confirms the
effectiveness and efficiency of automatic sprinkler systems. In
fact, NFPA records contain no incidents where a fire occurred
which resulted in multiple fatalities in a structure protected by
an approved and properly maintained automatic fire sprinkler
system. Sprinklers, by their design, control and limit the
spread of fire. Accordingly, individuals within a sprinkler
protected structure are far safer than those in a structure
lacking this important feature. Because of this additional level
of life safety, the equivalency process within VA was initiated
several years ago. By employing this equivalency, a medical
center may achieve a recurring cost savings of up to $120,000 per
year without adversely effecting the level of life safety
provided for our patients, visitors, and staff. VA has been
working for several years to achieve complete automatic fire
sprinkler protection within our patient occupied buildings.

VA‘s fire department staffing equivalency process does not
conflict with OSHA policy on the occupational safety and health
of fire fighters. These equivalencies are to VA policy regarding
the level of protection provided to patients housed overnight in
our facilities. Automatic sprinkler protection may reasonably be
expected to control the spread of any fire which does occur,
preventing the fire from growing beyond the incipient stage
before fire fighters are on the scene. In addition, and to
insure the capability of dealing with a major fire, VA fire
departments with equivalencies in place, are required by written
policy to immediately summon mutual aid assistance whenever a
fire beyond the incipient stage is encountered and to refrain
from fighting a fire beyond the incipient stage when only three
fire fighters are present.

Of the thirty VA fire departments, ten currently have staffing
equivalencies permitting them to operate with a minimum of three
fire fighters on duty at all times. These ten medical centers
are: (1) Canandaigua, NY; (2) Martinsburg, WV; (3) Hampton, VA;
(4) Murfreesboro, TN; (5) Tomah, WI; (6) Knoxville, IA; (7) North
Little Rock, AR; (8) Ft. Harrison, MT; (9) Sheridan, WY; and (10)
Chillicothe, OH.

The information provided by the AFGE in the written testimony
concerning specific facilities is not correct. The testimony
references the American Lake Division of the VA Puget Sound
Health Care System, stating that they received an award last
September as the best VA fire department but that now they are
being eliminated through a sharing agreement with Fort Lewis Army
Base. The facts pertaining to this facility are somewhat
different. First, there was no award for “the best VA fire
department.” The department at American Lake was evaluated last
year under the VA Fire Department Evaluation program and did show
very good performance, with one observed drill, having a time of
3:55 minutes, being the best ever observed up to that point in
time. Overall performance of this department was rated as “very
good.” Other claims regarding this facility are addressed in the
answer to Question 14. The information about the agreement with
Fort Lewis is accurate.
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The information provided in the testimony for the other stations
is also incorrect. At Chillicothe, Ohio, VA Medical Center for
example, the department’s maximum on duty staffing is 5, not the
7 noted by AFGE. The minimum number of on duty fire fighters has
consistently met VHA’s minimum requirements and is fully adequate
to operate the department’s equipment. There is no lake at
Chillicothe, nor does this department perform boat rescue. While
there is a volunteer fire department in the area, there is also
an extremely high quality, paid professional fire department with
a minimum of 12 on duty personnel located slightly over four
miles from the medical center and capable of responding to the
facility under mutual aid in 9 minutes or less.

VAMC Ft. Meade, South Dakota, is a 250 acre facility, not 8,000
acres. The facility fire department does provide fire
suppression to several thousand acres of BLM wild lands on a
contractual basis. This was initiated by the facility fire
department many years ago in order to improve the department’s
cost efficiency, and has never proved a problem for the Medical
Center. The written testimony by AFGE on staffing numbers are
accurate, however, this is a department where the fire fighters
work a 72-hour week (24 hours per week per man more than the VA
norm), and staffing is fully adequate to maintain a minimum of
four fire fighters on duty at all times.

VAMC Battle Creek, Michigan, has repeatedly explored the
possibility of combining Police and Fire Fighter positions,
however, they have been instructed by VHA Headquarters’ Security
and Law Enforcement Service, Engineering Management Office, and
Human Resources Office that this is not a workable solution.

The facility is protected throughout by an approved automatic
fire sprinkler system, and a total of 4 (not one) outside fire
departments are in the area and can be summoned for assistance
via mutual aid when necessary.

The comments concerning VAMC Sheridan, Wyoming, being *staffed so
it can operate it’s three pieces of equipment on Tuesdays” is
confusing. Equipment at Sheridan consists of one 1250 gpm
pumper, one 250 gpm brush rig and an ambulance. These units all
serve completely different purposes, and there is neither the
intention nor the need to “operate it’s three pieces of
equipment” at the same time. Staffing at this department is
below the normal 14 shift personnel and a chief, however, here
again this department operates on 72-hour tours of duty,
therefore, requiring less staff. The available staffing at
Sheridan is sufficient to permit.the facility fire department to
maintain the minimum level of coverage required by VA policy.

The above information should clarify the concerns raised by the
AFGE. VA Fire Departments do provide a wide range of services to
our Medical Centers, and, when operating as intended, are a real
asset to the facilities in dealing with the full gamut of
emergency situations which a Medical Center may encounter. VA
Fire Departments are professional, dedicated organizations. In a
very real sense, VA Fire Fighters are the nation’s “experts” in
healthcare fire fighting, as was shown last year when the
producers of the Fire Service training series “American Heat”
chose to utilize the VA Fire Department at Togus, Maine as a
source of expertise when preparing a video training program on
healthcare fire fighting which has been distributed worldwide.

VA is extremely proud of its record of fire safety and of the
ongoing fire prevention programs which provide this high level of
safety to our patients, visitors, and staff. Our VA Fire
Departments play a significant role in these programs at those
medical centers which operate in-house fire departments. VA Fire
Departments also provide an extremely quick initial attack to any
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fire which does occur. This in turn has the effect of limiting
the spread and scope of any such fire and significantly enhances
the overall level of fire safety at the facility. The
combination of a comprehensive fire prevention program, coupled
with the presence of a VA Fire Department, provides a
significantly higher level of life safety to our patients and
staff than may be found in most medical facilities.

Question 13: The International Association of Fire Fighters
(IAFF) contacted our Subcommittee staff with serious concerns.
They claim the VA is focusing too much attention on contracting-
out VA fire protection, with little, if any, attention being paid
to cost effectiveness and patient safety. For example, the IAFF
indicated that five separate VA-commissioned cost assessment
studies indicated that the VA could most efficiently provide fire
protection by using its own fire department, yet the VA went
ahead with contracting out plans. Can you speak to these
concerns?

Answer: Without benefit of the specific information submitted to
the Subcommittee staff by the IAFF, we are unable to substantiate
any specifics conditions in these claims. In the Veterans Health
Administration’s (VHA) Prescription For Change, one of the
objectives is to focus management attention on VHA's key business
of providing health care. With this in mind, one of the actions
in the Prescription For Change to accomplish this objective is to
continue to explore opportunities for contracting out fire
suppression services where possible. Of the seven medical
centers to eliminate their in-house fire departments within the
past ten years, only two medical centers have contracted out for
fire suppression. The American Lake Division of the VA Puget
Sound Health Care System contracted out for fire suppression
services through a sharing agreement with the Fort Lewis Army
Base in June 1997 as addressed in Questions 12 and 14. The
Livermore, CA Division of the VA Palo Alto Health Care System
contracted out services in 1996 to the local county fire
department. In both cases, the individual medical centers will
achieve cost savings without impacting the level of safety for
patients, employees and visitors. All other closures of VA fire
departments in the past ten years have been accomplished with the
local community taking responsibility for fire suppression
services at no cost to VA. This responsibility was transferred
when the communities and their fire departments grew to the point
where they were capable of meeting minimum VA requirements for
fire suppression and they had a legal obligation to provide the
service. We believe in all cases, safety of VA patients,
employees, and visitors have not been compromised.

Question 14: The American Federation of Government Employees
(AFL-CIO) contacted the Subcommittee staff about the recent
decision to contract-out fire protection suppression at the VA
Medical Center at American Lake. Please provide the Subcommittee
with the annual cost of operating the American Lake VAMC fire
department and the annual value of all other services previously
performed by the fire fighters including back-filling for police
and safety officers. Also, explain what impact the decision to
eliminate the American Lake VAMC fire department will have on the
quality of care provided to veterans as well as the risk of loss
of or injury to life and property.

Answer: The average annual cost (salaries) of operating the fire
department at the American Lake Division of the VA Puget Sound
Health Care System over the past year was $469,900. The annual
cost of the contract with Fort Lewis Army Base to provide fire
suppression services is $165,900 with the cost to be adjusted
annually by CPI. The contract is effective through June 20,
2002. The cost for recurring maintenance and testing of fire

"
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protection systems, previously conducted by the fire department,
will be approximately $20,000 per year.

The annual value of all other services previously performed by VA
fire fighters encompasses several elements. Many of the
additional services they provided were due to the fact that they
were available 24 hours a day. These duties consisted of such
activities as facilitating snow removal, responding to disruptive
behavior calls, etc. These duties are now reassigned to other
staff at the facility with no degradation in response or increase
in cost. Two positions that did not previously exist have been
created to replace some fire department services in the safety
and escort functions, and additional funding will be needed to be
allocated to cover some maintenance and repair functions and
laundry delivery that will no longer be covered by the fire
fighters. The cost for these positions and the additional
coverage is estimated at $85,798 per year. The total cost of
providing the same level of protection is $271,698 as compared to
$469,900 for the in-house fire department.

Two additional police positions were recently authorized and are
not related to the termination of the facility’s fire department.
A review of the police staffing determined that a minimum of
three police officers at the Seattle Division and two at the
American lake Division should be on duty at all times to assure
the. safety of employees and security of property. These
functions can not be accomplished by the fire fighters since they
do not have law enforcement authority.

The decision to contract out fire suppression services at the
American Lake Division will have minimal impact on the gquality of
care provided to veterans at this facility, as well as the level
of safety and property protection. The response by the Fort
Lewis Army Base fire department is estimated to be well within
our minimum fire department response requirement of eight
minutes. The North Fort Lewis fire station (one of four on the
base) is on property adjacent to the American Lake Division. The
fire crew-responding to calls at the American Lake Division will
travel a dedicated paved road of about one mile. A mutual aid
-agreement is also in effect between the Fort Lewis Army Base and
the Pierce County fire department to provide back up support at
the VA should the need arise (see attached decision). This
decision was made after a thorough analysis of all issues. The
decision to close the facility, fire department was not meant to
d the ding efforts of the professional fire fighters
who staffed the American Lake Division fire department. All ten
fire fighters, including the five temporaries, were offered
positions at the facility. Eight have elected to remain, one has
chosen to take a position elsewhere in VA and another declined a
position. The additional cost savings generated by this decision
will be effectively used to enhance care to our patients.
American Lake Division will join the other 143 VA Medical: Centers
who receive fire suppression services from local community fire
departments.

Question 15: Describe the purpose of oversight of police
operations at medical facilities, describe how this oversight is
conducted, the information gained from oversight and the changes,
if any, which have resulted from this information? How
frequently is oversight conducted?

Answer: The purpose of oversight of police operations at medical
care facilities is to determine whether the conduct of those
cpexa!:ionl are consistent with VA policies. Periodic on-sight
tions are e d of each local police operation by an
mspector from OS&LE, utilizing a standardized Inspection Guide
containing over 100 criteria of policy requirements and
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expectations. The findings and recommendations of the
inspections are sent through the.Chief Network Officer to the
facility director for action. The facility responds with an
implementation plan. If the facility response is considered to
be inadequate in any significant way, a representative of OS&LE
makes an appropriate follow-up. Changes that have resulted are
facility focused, mnking them difficult to identify overall.

1ly, h ion process has aided in focusing '
significant attentmn on security and law enforcement issues
Department-wide.

The average time between inspections at any given facility is
currently 4.2 years. Since this is an average, some are
inspected more frequently than others. If a facility is
considered unsatisfactory when inspected, an inspection is
conducted again in about one year. Conversely, if a facility is
considered highly satisfactory, it will likely be more than 4.2
years before it is inspected again.

Question 16: Describe the improvements in local police services
at VA facilities during the last four years. Have these
improvements been made at all VA facilities?

Answer: As stated in the oral testimony we believe VA has made
important improvements in local police services during the last
four to six years.

We believe that a key to improving our individual police and
security operations is to focus on ensuring that our facilities
have a sufficient number of qualified and physically functiocnal
police officers, who are appropriately trained, supervised and
equipped to provide protection and law enforcement services. One
method used to facilitate this is to significantly expand and
improve our training curriculum. The basic training course was
expanded, supervisory training was added to the curriculum, and
legal and behavior specialists are now a part of our training
center staff. We now provide much improved training to our basic
officers and we provide a training course for our new chiefs,
annually. To improve services provided at the facilities, we
have tailored our inspection process to focus on certain critical
elements of a police and security operation. These include
ensuring that the appropriate number of officers are on duty,
that there are workable communication procedures to ensure timely
response, that pre-employment screening requirements are being
accomplished, and that both initial and annual physicals and
psychological assessments are being accomplished. Other critical
elements include ensuring that inservice training is being
accomplished, that law enforcement activities are being
accomplished in a legally and technically correct manner, that
each operation has a current and comprehensive standard operating
procedure and that annual physical security surveys are being
completed. By focusing on these critical areas and being
insistent in our inspection process that they be corrected, we
have assured that better services are being provided locally.

To answer the second part of your question, as acknowledged in
testimony given, all facilities are not equal in the level of
improvements made. But we have made significant progress and we
hope to continue to do so as we go forward with the program.

Question 17: How many hours a month do VA police officers devote
to maintaining their proficiency with firearms and what are the
direct and/or indirect costs associated with maintaining
proficiency? There are two pilot sites in Chicago, how many
hours a month do Chicago municipal police devote to maintaining
their proficiency with firearms?

13
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Answer: The number of hours and costs for training VA officers
vary from month to month. A specific number of hours has not
been established. However, there is periodic, mandatory and
recommended training.

A. Mandatory refresher training for armed VA police
officers consists of the following:

¢ Semi-annual range qualification;

« supervised monthly training for uniformed officers
in safely drawing the firearm from the security
holster;

* supervised monthly training for all officers in
handgun retention; and

» quarterly training on escalation of force and the
use of deadly force.

;B. .Recommended training for armed officers consists
of the following:

+ supervised quarterly range training by a certified
firearms instructor;

+ supervigsed judgmental training utilizing the Firearm
Training System or similar system; and

* supervised training in firing in reduced lighting.

A contact with the Chicago Police. Department revealed that there
is no periodic firearm proficiency training. That Department
requires only annual range qualification. A check with the Cook
County Hospital Police revealed the same, and a check with the
University of Illinois Police revealed only a semi-annual range
qualification.

Question 18: During the pilot project, has any VA police officer
drawn his or her firearm? Has lethal force been used?

Answer: To date, there have been three occasions in which VA
police officers have drawn their firearm. On one of the
occasions an officer drew her firearm when making an arrest of a
burglar; on one occasion one of two officers (both armed) drew
his firearm when approaching an individual with a handgun that
bad just been discharged; and on the third occasion one of two
officers (both armed) drew his firearm when approaching an
individual who had been reported to be armed. To date no VA
police officer has discharged his or her firearm, except on the
firing range, and no lethal force has been used.

Question 19: As I understand your statement, there is evidence
that VA police officers at pilot sites were exercising more
vigilance in the key areas of investigative stops and car stops.
How do you explain this reported finding? How significant were
the changes identified? What steps can be taken to insure VA
police officers at non-pilot sites exercise more vigilance in the
key areas of investigative stops and car stops.

Answer: As indicated in the response to.question number 1, there
ig justified concern on the part of our officers for their own
safety when approaching a suspicious person. This is also the
case when approaching a vehicle which has been stopped because
the driver is believed to have violated a traffic law or because
of some other reason. This concern is significantly multiplied
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when light is low and visibility is poor. One simply does not
know what type of a weapon a suspicious person or a driver
passing through VA property may be carrying if any. Our officers
are well aware from experience that persons do enter VA buildings
and grounds with a variety of weapons capable of being used
lethally and that the officers may well be at a significant
disadvantage. When these officers believe that they would have
at least an even chance should the person they stop be armed,
they are more likely to make the investigative stop or car stop.

The findings to date are preliminary, but most facilities have
shown some increases in these areas. All showed some increases
in the number of car stops, and three of the five showed
increases in investigative stops. The most significant increase
was at West Los Angeles, where the number of car stops were
estimated to have increased from 109 to 323 for the period
evaluated. A large volume of drive through traffic at West Los
Angeles is a significant issue which VA police must confront.
Many of these persons are speeding and causing dangerous
situations for pedestrians. The acting Chief at West Los Angeles
has indicated that since officers there have been armed, he no
longer has to seek out officers to operate the radar detector.
He now has volunteers on each shift, everyday.

Officers at non-pilot sites can be encouraged to exercise more
vigilance in the key areas of investigative stops and car stops
by putting requirements in their performance plans that they do
so. However, this will not change the situation of having police
officers knowing they are at a potential disadvantage if they
encounter an individual who is in possession of a firearm or
other lethal weapon. It is well accepted that investigative
stops and car stops are among the three most dangerous situations
for police officers, with the third being domestic disputes. VA
police officers know that these are dangerous situations and they
know that all killings of other VA officers by gunfire have been
during investigative stop type incidents. VA officers as are all
law enforcement officers are, quite cautious when encountering
potentially dangerous situations.

Question 20: According to your statement, "VA’‘s 160-hour basic
course appeared to be consistent with the standards established
by the Federal Law Enforcement Training Center (FLETC) and at
several state academies.” 1Is VA’s 160-hour basic course
consistent with the standards established by FLETC and at several
state academies? In what respect is it not?

Answer: As indicated in the response to question number 8, as a
part of the development of the pilot program, we requested a
review of our training programs by the FBI Academy. In
accomplishing this, we supplied voluminous material regarding our
basic police officer training program to John Campbell, Ph.D.,
FBI Academy Academic Section Chief. Dr. Campbell had agreed to
review the basic 160 training course to compare it to -the basic
officer training course offered at FLETC. By correspondence
dated April 29, 1996, Dr. Campbell responded to our request.

This response (attachment to Question #8) was the basis for the
statement in VA's testimony. Dr. Campbell compared our course of
training to similar curriculum design for FLETC and for “several
state academies.” Dr. Campbell indicated that our 160 hours
course, *.appears to be consistent with the standards established
by the aforementioned training courses. The curriculum design is
appropriate and the reference material, both books and documents,
are consistent with those reference materials utilized in Basic
Officers Training.” Dr. Campbell continued, “.the Basic Training
Course for VA police officers appears to be relevant and
consistent with basis law enforcement training; however, the FBI

15



259

Academy at Quantico, Virginia, does not certify nor accredit the
basic law enforcement training course.”

We believe that our basic police officer course is consistent
with standards established for basic police officer training,
whether it be standards of FLETC or standards established by
state academies. Since we did not accomplish the review we are
not able to say in what way Dr. Campbell may have believed that
our training was not consistent with standards of FLETC or those
established by state academies. We can say that Dr. Campbell
made no recommendations to us for improving our course of
training.

Additionally, the basic police training course provided to newly
appointed VA police officers has important unique features when
compared to traditional law enforcement training. 1In the
training provided at the LETC special emphasis is placed on
dealing with patients, diffusing hostile and aggressive behavior
with the minimum use of force and providing customer service.
Students are taught that their role in the medical center setting
is that of a police officer who is skilled to protect their
clientele and to function as an integral part of the patient
treatment team.
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This Training Unit has been prepared solely for the purpose of internal Departmental usc.
It is not intended to, does not, and may not be relied upon to create any rights, substantive
or procedural, enforceable at law by any party in any matter. civil or eriminal, and doces
not place any limitations on other wise knvful activities of the Department
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Part I
1 VE
1. PURPOSE: The purpose of this Training Unit is to describe authorized and prohibited
uses of a firearm by police officers; to provide guidelines on the use of force, to include
deadly force, and to establish training and qualification requirements.
2. APPLICATION:
a. This program must be SUCCESSFULLY completed by every police officer prior
to the issuance of the Department approved firearm. No deviation from program requirements

will be authorized.

b. Each police officer authorized to carry a firearm must be provided with a copy of
this unit for personal guidance.

3. OBJECTIVES:

a. To establish guidelines for the training, issuance and use of the Department
approved firearm.

b. To prescribe conditions justifying the use of the firearm and rules of engagement.
c. To establish procedures for reporting and reviewing the use of the firearm.

d. To establish qualification requirements.
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PART 11

USE OF FORCE
1. INTRODUCTION:

a. VA Policy requires that the use of deadly force by VA police officers be consistent
with the guidance from the Department of Justice. On October 16, 1995 the Department of

Justice issued a directive concerning the use of deadly force. The following information is
consistent with that directive.

b. The Department of Veterans Affairs hereby establishes uniform procedures with
respect to the use of deadly force. This section will provide practical guidance for officers
who must make grave decisions regarding the use of deadly force under the most trying of
circumstances. It has always been the philosophy of the Department of Veterans Affairs that
only the minimum amount of force necessary be used by VA police officers to control violent
situations. The addition of a firearm as an equipment item for VA police does not indicate
any modification in that philosophy. VA police officers who carry a firearm are expected to
make every attempt to de-escalate violent and potentially violent situations with the minimum

amount of force: The safety of all persons in the area of an incident is of paramount
importance.

2. PRINCIPLES ON THE USE OF FORCE:

a. The Department of Veterans Affairs recognizes and respects the integrity and value
of all human life. Consistent with that primary value, but beyond the scope of the principles
articulated here, is the Department’s full commitment to take all reasonable steps to prevent
the need to use deadly force, as reflected in Departmental training and procedures. Yet even
the best prevention policies are on occasion insufficient; as when an-officer serving a warrant
or conducting surveillance is confronted with a threat to their life. With respect to these
situations and-in keeping with the value of protecting all human life, the touchstone of the
Department’s policy regarding the use of deadly force is necessity. Use of deadly force must
be objectively reasonable under all the circumstances known to the officer at the time.

b. The necessity to use deadly force arises when all other available means of
preventing imminent and grave danger to officers or other persons have failed or would be
likely to fail. Thus, employing deadly force is permissible when there is no safe alternative to
.using such force, and without it the officer of others would face imminent and grave danger.
OfTicers are not required to place themselves, another officer, a suspect, or the public in
unreasonable danger of death or serious physical injury before using deadly force.

¢. Determining whether deadly force is necessary may involve instantaneous
decisions that encompass many factors, such as the likclihood that the subject will use deadly
force on the officer or others if such force is not used by the officer; the officer’s knowledge
that the subject will likely acquiesce in arrest or recapture if the officer uses lesser force or no
force at all; the capabilities of the subject: the subject’s aceess 1o cover and weapons; the
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presence of other persons who may be at risk if force is or is not used; and the nature and the
scverity of the subject’s criminal conduct or the danger posed.

d. Deadly force should never be used upon mere suspicion that a crime, no matter
how serious, was committed, or simply upon the officer’s determination that probable cause
would support the arrest of the person being pursued or arrested for the commission of a
crime. Deadly force may be used to prevent the escape of a fleeing subject if there is probable
cause to believe:

(1) The subject has committed a felony involving the infliction or threatened infliction
of serious physical injury or death,

(2) The escape of the subject would pose an imminent danger of death or serious
physical injury to the officer or to another person.

c. As used in this training unit, “imminent” has a broader meaning than “immediate”
or “instantaneous.” The concept of , “imminent” should be understood to be elastic, that is,
involving a period of time dependent on the circumstances, rather than the fixed point of time
implicit in the concept of “ immediate” or “instantaneous.” (Thus, a subject may pose an
imminent danger, or has a weapon within reach, or is running for cover carrying a weapon, or
running to a place where the officer has reason to believe a weapon is available).

3. LESSER MEANS:

a. Intermediate force. If force less than deadly force could reasonably be expected to
accomplish the same end, such as the use of the CIP or the side-handle baton, without
unreasonably increasing the danger to the officer or to others, then it must be used. Deadly
force is not permissible if less force will control a violent or potentially violent situation,
although the reasonableness of the officer’s understanding at the time deadly force was used
shall be the benchmark for assessing applications of this policy.

b. Verbal Warnings. Before using deadly force, if feasible, officers will audibly
command the subject to submit to their authority. Implicit in this requirement is the concept
that officers will give the subject an opportunity to submit to such command unless danger is
increased thereby. However, if giving such a command would itself pose a risk of death or
serious physical injury to the officer or others, it need not be given.

c. Warning Shots And Shooting To Disable.

Warning shots are prohibited. Discharge of a fircarm is usually considercd to be
permissible only under the same circumstances when deadly force may be used . . that is,
only when necessary to prevent loss of life or serious physical injury. Warning shots
themsclves may pose dangers to the officer or others. Attempts to shoot to wound or to injure
are unrealistic and becausc of high miss rates and poor stopping effectivencss, can prove
dangcrous for the officer and others. Therctore, shooting merely to disable is strongly
discomaged.

N
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d. Motor Vehicles And Their Occupants.

Experience has demonstrated that the use of firearms to disable moving vehicles is either
unsuccessful or results in an uncontrolled risk to the safety of officers or others. Shooting to
disable a moving motor vehicle is prohibited. An officer who has reason to believe that a
driver or occupant poses an imminent danger of death or serious physical injury to the officer
or others may fire at the driver or an occupant only when such shots are necessary to avoid
death or serious physical injury to the officer or another, and only if the public safety benefits
of using such force reasonably appear to outweigh any risks to the officer or the public, such
as from a crash, ricocheting bullets, or return fire from the subject or another person in the
vehicle. Except in rare circumstances, the danger permitting the officer to use deadly force
must be by means other than the vehicle.

4. USE OF DEADLY FORCE:
a. PERMISSIBLE USES:

(1) General Statement. Police officers of the Department of Veterans Affairs may use
deadly force only when necessary, that is, when the officer has a reasonable belief that the
subject of such force poses an imminent danger of death or serious physical injury to the
officer or another person.

(2) FLEEING FELONS. Deadly force may be used to prevent the escape of a
fleeing subject if there is probable cause to believe:

(a) The subject has committed a felony involving the infliction or threatened infliction
of serious physical injury or death; and

(b) The escape of the subject would pose an imminent danger of death or serious
physical injury to the officer or to another person.

b. NON - DEADLY FORCE. When force other than deadly force reasonably
appears to be sufficient to effect an arrest or otherwise accomplish the law cnfotcement
purpose, deadly force is not necessary.

c. VERBAL WARNINGS. If feasible and if to do so would not increase the danger
to the officer or others, a verbal wamning to submit to the authority of the officer shall be given
prior to the use of deadly force.

d. WARNING SHOTS. WARNING SHOTS ARE @l PROUIBITED.

¢. VEHICLES.

(1) kxperience has demonstrated that the use of firearms to disable moving, vehicles is
cither unsuccessiul or results in an uncontrotied rizk to the safety of officers or others.

Shooting to disable a moving motor vehicle is prohibited. An officer who has reason to
B
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belicve that a driver or occupant poscs an imminent danger of death or scrious physical injury
to the officer or others may fire at the driver or an occupant only when such shots are
necessary to avoid death or serious physical injury to the officer or another, and only if the
public safety benefits of using such force reasonably appear to outweigh any risks to the
officer or the public. Except in rare circumstances, the danger permitting the officer to use
deadly force must be by means other than the vehicle.

(2) WEAPONS MAY NOT BE FIRED SOLELY TO DISABLE A MOVING

(3) Weapons may be fired at the driver or other occupant- of a moving vehicle

only when:

(2) The officer has a reasomable belief that the subject poses an imminent danger of
death or serieus.physical injury to the officer or another.

. YICIOUS:ANIMALS. Deadly force may be directed against dogs or other vicious
animals when necessary in self - defense or defense of another, and the benefits of such force
outweighs the-risks to the safety of the officer or other persons.

g DEFINITIONS:

(1) Deadly force is the use of any force that is likely to cause death or serious
physical injury. When an officer of the Department uses sueh force, it may only be done
consistent with this policy. Force that is not likely to cause death or serious physical injury,
but unexpectediy results in.such harm or death, is not governed by this policy.

(2) Probable cause, reason to believe or a reasonable belief, for purposes of this
Training Unit, means facts and circumstances, including the reasonable inferences drawn
therefrom,"known to the officer at the time of the use of deadly force, that would cause a
reasonable officer to conclude that the point at issue is probably true. The reasonableness of a
belief or-decision must be viewed from the perspective of the officer on the scene, who may
often be forced to-make split - second decisions in circumstances that are tense, unpredictable,
and rapidly evolving. Reasonableness.is not to be viewed from the calm vantage point of
hindsight.
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PART 11

ROLE AND SPECIFICATIONS OF THE SEMIAUTOMATIC PISTOL.
HOLSTER AND AMMUNITION

1. Since the decision has been made to arm selected V A police personnel with a
semiautomatic firearm, it has been determined that a double action only system will be
utilized. This semiautomatic system only allows the weapon to be fired with a deliberate
stroke of the trigger mechanism. This type of system has been proven to be the easiest and -
safest system for police personnel to operate and to be trained with. The double action only
semiautomatic system has been referred to as a revolver with a magazine. Each of the
selected persons will attend an approved fircarms transitional pistol course of training to
ensure that they are completely familiar with the operation and safe weapons handling of the
selected handgun. All officers will be required to qualify on an approved course of fire with
the issued handgun and duty ammunition on a semiannual basis.

2. The authorized semiautomatic pistol for selected personnel must meet the following
criteria: It must be 9mm Luger caliber (9 x 19) semiautomatic pistol with double action
trigger mechanism only. The frame will consist of an aluminum alloy with steel slide. The
safety features must include a magazine disconnector, firing pin safety, and trigger weight
nine to eleven pounds set at the factory. NO MODIFICATIONS OR ALTERATIONS
ARE ALLOWED, such as “ trigger shoes, extended slide stops, extended magazine release
and no after market extended magazines.” The sights will consist of front and rear trijicon
night sights. d

3. The holster authorized by the Office of Security and Law Enforcement must be equipped
with a minimum of three safety features. The holster will be equipped with a thumb break
release, an internal safety feature, and a tension release. The holster must be black in color
and constructed of high quality material. All uniform personnel will be issued dual magazine
carriers with Velcro closure and four (4) belt keepers of matching material. The holster
familiarization will consist of 200 draws in the presence of a firearms instructor.

The holster for plain clothes officers authorized by the Office of Security and Law
Enforcement must be equipped with a minimum of one safety feature, a thumb break retaining
device. The holster will be of a design to be carried for a strong side draw. The holster will
be equipped with a paddle type retainer, adjustable retention screw and thumb break release.
The holster must be black in color and constructed of high quality material. All plain clothes
personnel will be issued a single magazine carrier with Velcro closure and belt clip.

4. Issued duty ammunition will be 9mm Luger caliber, 124 grain brass jacketed hollow point,
NO SUBSTITUTIONS ARE ALIOWED. All qualification courses will be fired with
issued duty ammunition. Issued duty ammunition will be expended every six (6) months
during, range qualification and new duty ammunition will be issued. The 9mm Luger caliber,
full metal case. 124 grain cartridges may be used for training, purposes only.
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TRANSITIONAL PISTOL TRAINING

1. PHASES OF TRAINING: Transitional pistol training is divided into two phases:
Preparatory marksmanship training and range firing. Each phase may be divided into
separate instructional steps. All marksmanship training must be continually progressive.
Once the officer becomes proficient in the fundamentals of marksmanship, the officer will
then progress to the advanced techniques of tactical marksmanship. Tactical marksmanship
techniques should only be practiced after the basic marksmanship skills have been acquired.

2. FUNDAMENTALS:

a. The main use of the pistol is close range engagement of lethal force encounters with
quick, accurate fire. In shooting encounters, it is not the first round fired that wins the
encounter, but the first accurately fired round. Accurate shooting resuits from knowing and
correctly applying the elements of marksmanship. The elements of pistol marksmanship are:

Grip

Aiming

Breath Control

Trigger Squeeze

Target Engagement

Positions .

. * B 8 2 &

b. Grip

(1) The handgun must become an extension of the hand and arm. It should replace
the index finger in pointing at any object or target. A firm, uniform grip must be applied and
acquired to the pistol grip. A proper grip is one of the most important fundamentals of rapid
or quick fire shooting.

(2) One - hand Grip: Holding the handgun in the non - firing hand; form a V with
the thumb and forefinger of the strong hand ( firing hand). Place the handgun in the V with
the front and rear sights in line with the firing arm. Wrap the lower three fingers around the
pistol grip, applying equal pressure with all three fingers to the rear. Allow the thumb of the
firing hand to rest alongside the handgun without pressure. Grip the weapon tightly with
sufficient pressure to leave a light grip panel impression in the palm of the strong hand. At
this point, the necessary pressure for a proper grip has been established. Place the trigger
finger between the tip and second joint so that it can be squeezed to the rear. The trigger
finger must work independently of the remaining fingers. NOTE: If any of the three fingers
on the grip is relaxed, the grip must be reapplied.
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(3) Two - hand Grip: The (wo - hand grip allows the officer to steady the firing
hand and provides maximum support during deliberate or rapid fire shooting. The non - firing
hand becomes a support mechahism for the firing hand by wrapping the fingers of the non -
firing hand around the firing hand. Two - hand grips are recommended for all types of
handgun shooting.

WARNING

IETHE NON - FIRING THUMB IS PLACED TO THE REAR OF THE PISTOL THE
RECOIL FROM THE PISTOL SLIDE COULD CAUSE PERSONAL INJURY.

(a) Fist Grip: Grip the handgun as described in the paragraph above. Firmly close
the fingers of the conferring hand over the fingers of the firing hand, ensuring that the index
finger from the non - firing hand is between the middle finger of the firing hand and the
trigger guard. Place the non - firing thumb alongside or on top of the firing thumb. The index
finger of the support hand should be in contact with the bottom of the trigger guard. This grip
is commonly referred to as a clam shell.

(b) Palm Supported Grip: This grip is commonly referred to as the cup and saucer
grip. Place the non -firing hand under the firing hand, wrapping the non - firing fingers
around the back of the firing hand. Place the non - firing thumb over the middle ﬁnger of the
firing hand.

(c) Weaver Grip: Applied the same as the fist gnp The exception is that the non -
firing thumb is wrapped over the firing thumb.

(4) Isometric Tension: As you raise your arms to the firing position you apply
isometric tension. This is commonly know as the push - pull method for maintaining
weapon stability. Isometric tension is when you apply forward pressure with the firing hand
and pull rearward with the non -firing hand with equal pressure. This creates an isometric
force but never so much to cause the officer to tremble. This steadies the pistol and reduces
barrel rise from recoil. The supporting arm is bent with the elbow pulled downward. The
firing arm is fully extended with the elbow and wrist locked. The officer must experiment to
find the right amount of isometric tension to apply. Remember, the firing hand should exert

the same pressure as the non -firing hand. If the pressure is not equal, a missed target could
result.

(5) Natural Point of Aim: The officer should check their pistol grip positioning for
the use of a natural point of aim. To accomplish this check, grip the handgun and sight
properly on a distant target. While maintaining the grip and stance, close your eyes for three
to five seconds. Open your eyes and check for proper sight picture. If the point of aim is
disturbed, make the adjustments to your stance to compensate. If the sight alignment is
disturbed. you adjust the grip to compensate by removing the handgun from the firing hand
and reapplying the grip. The officer will repeat this process until the sight alignment and
sight placement remain almost the same when vou open your eyes. This enables the officer to
determine and use a natural point of aim onee vou have sufliciently practiced. This is the
most relaxed position for holding and g the handgon
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c. Aiming

(1) Aiming is sight alignment and sight placement. Sight alignment is the centering
of the front blade in the rear sight notch. The top of the front sight is level with the top of the
rear sight and is in correct alignment with the eye. ‘For correct sight alignment, you must
center the front sight in the rear sight. You will then raise or lower the top of the front sight
so it is level with the top of the rear sight. There should be an equal amount of light on both
sides of the front sight as you look through the rear sight. You will always introduce the
sights of the pistol into your line of sight. The front sight must remain perfectly clear.

(2) Sight placement is the positioning of the handgun’s sights in relation to the target
as seen by you when you aim the handgun. A correct sight picture consists of correct sight
alignment with the front sight placed under the center mass of the target, commonly referred
to as a six o’clock hold. The eye can focus only on one object at a time at different distances.
Therefore the last focus of the eye is always on the front sight. When the front sight is seen
clearly, the rear sight and target will appear hazy. Correct sight alignment can only be
maintained through focusing on the front sight. The bullet will strike the target even if the
sight picture is partly off center but still remains on the target. Sight alignment is more
important than sight placement. Since it is impossible to hold the handgun completely still,
you must apply trigger squeeze and maintain correct sight alignment while the handgun is
moving in and around the center of the target. This natural movement of the pistol is referred
to as the wobble area. The officer must strive to control the limits of the wobble area through
proper breath control, trigger squeeze, positioning and grip

(3) Sight alignment is essential for accuracy because of the short sight radius of the
handgun. For example, if a 1/10 - inch error is made in aligning the front sight in the rear
sight, the officer’s bullet will miss the point of aim by approximately 15 inches at a range of
25 yards. The 1/10 - inch error in sight alignment magnifies as the range increases - - at 25
yards it is magnified approximately 150 times.

(4) Focusing on the front sight while applying proper trigger squeeze will help you
resist the urge to jerk the trigger and anticipate the actual moment the handgun will fire.
Mastery of trigger squeeze and sight alignment requires practice.

d. BREATH CONTROL: The officer must leam to hold their breath properly at any
time during the breathing cycle if you wish to aiiain accuracy that will serve you in violent
lethal encounter. This must be accomplished while aiming and squeezing the trigger. While
the procedure is simple, it requires explanation. demonstration, and supervised practice. To
hold the breath properly you take a breath, let it out, then inhale normally. let a little out until
comfortable, hold and then fire. It is difficult 1o maintain a steady position keeping the front
sight at a precise aiming point while breathing. Vou should be taught to inhale, then exhale
normally, and hold your breath at the moment v; the natural respiratory pause. The shot must
then be fired before you fecl any discomfort from not breathing.  \When multiple targets are
presented, you must learn 1o hold your breath i any part of the breathing cycle. Breath
control must be practiced duning dry - fire exercizes until it becomes a nawral part of the
liring process.



271

e. Trigger Squeeze:

(1) Improper trigger squeeze causes more misses than any other step of preparatory
marksmanship. Poor shooting is caused by the aim being disturbed before the bullet leaves
the barrel of the handgun. This is usually the result of jerking the trigger or flinching. A
slight off center pressure of the trigger finger on the trigger can cause the handgun to move
and disturb the officer’s sight alignment. Flinching is an automatic human reflex caused by
anticipating the recoil of the pistol. Jerking is an effort to fire the handgun at the precise time
the sights align with the target.

(2) Trigger squeeze is the independent movement of the trigger finger in applying
increasing pressure on the trigger straight to the rear, without disturbing the sight alignment
until the handgun fires. The trigger slack, or free play, is taken up first, and the squeeze is
continued steadily until the hammer falls. If the trigger is squeezed properly, you will not

know exactly when the hammer will fall; therefore, you do not tend to flinch or heel, resulting
in a bad shot.

(3) To apply correct trigger squeeze, the trigger finger should contact the trigger
between the tip of the finger to the second joint ( without touching the pistol anywhere else).
Where contact is made depends on the length of your trigger finger. If pressure from the
trigger finger is applied to the right side of the trigger or pistol, the strike of the bullet will be
to the left. This is due to the normal hinge action of the fingers. When the fingers on the right
hand are closed, as in gripping, they hinge or pivot to the left, thereby applying pressure
straight to the left. (If you are left handed, this action is to the right)) You must not apply
pressure left or right but increase finger pressure straight to the rear. Only the trigger finger
must perform this action. Dry - fire training improves straight to the rear without cramping or
increasing pressure on the hand grip. ’

(a) Officers who are good shooters hold the sights of the handgun as nearly on the
target center as possible and continue to squeeze the trigger with increasing pressure until the
weapon fires.

(b) Officers who are bad shooters, try to * catch their target” as their sight alignment
moves past the target and fires the pistol at that instant. This is called ambushing, which
causes trigger jerk.

(4) Follow through is the continued effort in maintaining sight alignment before,
during and after the round has been fired. Releasing the trigger too soon afier the round has
been fired results in an uncontrolled shot, causing a missed target.

f. Target Engagement:

(1) To engage a single target, you apply the method previously discussed. When
multiple perpetrators are engaged, the CLOSEST. and MOST DANGEROQUS individual is
engaged first and should be fired at with & minimum of three shots. You then traverse and
acquire the next arget, alipning the sights in the center of mass, focusing on the front sight,

111
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apply trigger squeeze and fire. You must ensure your firing arm elbow and wrist are locked
during all engagements. If you missed the first target and have fired upon the second target,

index back to the first target and engage it. Some problems in target engagement are as
follows: .

* Indexing targets too fast

* Moving the handgun before the head
* Recoil anticipation

* Trigger jerk

* Heeling

(2) Indexing too fast. This occurs when the operator is moving the pistol faster than
the head and eyes are unable to keep the front sight focused. This is observed as a quick
panning motion with the handgun.

(3) Moving the handgun before the head. It is important when engaging multiple
perpetrators to move the head first, then move the handgun, attain sight alignment, and trigger
squeeze to complete the firing sequence. Move the head first to visually make target
acquisition, sight alignment, and then trigger squeeze.

(4) Receoil anticipation. When you first learn to shoot, you may begin to anticipate
recoil. This reaction'may cause you.to tighten your muscles during or just before the hammer
falls. You may fight the recoil by pushing the handgun downward in anticipating or reacting
to its firing. You may lift the handgun upward in anticipating or reacting to its firing. In
cither case, the rounds will not strike the point of aim.

(5) Trigger jerk. This occurs when you see that you have acquired a good sight
picture at center mass and “snap” off a round before the good sight picture is lost. This may
become a problem, especially when you are learning to usc a flash sight picture. This is a
quick snapping motion of the trigger finger.

(6) Heeling. This condition is caused by tightening the large muscle in the heel of the
hand to keep from jerking the trigger. Officers having problems with jerking the trigger try to
correct the fault by tightening the bottom of the hand, which results in a heeled shot. Heeling
causes the strike of the bullet to hit high on the firing hand side of the target. officers can
correct shooting error by knowing and applying correct trigger squeeze.

g. Positions:

(1) A qualification course is fired from the standing, kneeling, crouch and prone
positions. All of the firing positions described must be practiced so they become natural
movements, during qualification and tactical firing. Though these positions scem natural,
practice sessions must be conducted to ensure the habitual attainment of corréct firing
positions. You must be able to assume correct firing positions quickly without any conscious
cffort. Pistol marksmanship requires you to rapidly apply all the fundamentals at dangerously
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close targets while under high levels of stress. Assuming a proper position to allow for a
steady aim is critical to your survival.

* Standing without support
* Standing with support

* Kneeling without support
* Kneeling with support

* Crouch

* Prone

(2) Standing without support. Face the target. Place the feet a comfortable distance
apart, approximately shoulder width apart. Extend the firing arm and attain a two - handed
grip. The wrist and elbow of the firing arm are locked and pointed towards the target center.
Keep the body straight with the shoulders slightly forward of the buttocks, and the knees
should be slightly bent or unlocked.

(3) Standing with support. Using available hard cover for support - - for example, a
tree or wall to stand behind. Standing behind a barricade with the firing side on line with the
edge of the barricade. There are two methods to attain this position. (a) Place the wrist or
back of the non - firing hand at eye level against the edge of the barricade. Introduce the
firing hand to the non - firing hand to attain a two - hand grip to assume the firing position.
Lock the elbow and wrist of the firing arm. Move the foot on the non - firing side forward
until the toe of the boot touches the bottom of the barricade. (b) Place the knuckles of the
non - firing hand at eye level against the edge of the barricad€. Introduce the firing hand to
the non - firing hand to attain a two - handed grip to assume the firing position. Lock the
elbow and wrist of the firing arm. Move the foot on the non- firing side forward until the toe
of the boot touches the bottom of the barricade. Caution must be used in this position, if too
much pressure is applied to the knuckles of the non - firing hand against the barricade, injury
may occur during the firing sequence.

(4) Kneeling without support. In the kneeling position, ground on the firing side
knee as the main support. Vertically place the foot, used as the main support, under the
buttocks. Rest the body weight on the heel and toes. Rest the non - firing arm just above the
elbow on the knee not used as the main body support. Use the two handed grip for firing.
Extend the firing arm, lock the firing arm clbow and wrist to ensure solid arm control. An
alternative to this position: Ground both knees and placing the buttocks on the heels of the
feet. The officer rocks back gently and then attains a two - handed grip for firing. Extend the
firing arm, lock the firing arm clbow and wrist to ensure solid arm control.

(5) Kneeling with support. Using available hard cover for support -- for example, a
low wall, tree, or vehicle. Place the firing side knee on the ground. Bend the other knee and
place the non - firing foot flat on the ground, pointing toward the target. Extend arms
alongside and brace them against available cover. Lock the wrist and elbow ol the firing arm.
Place the non - firing hand around the fist to support the firing arm. Rest the non - firing arm
just above the elbow on the non - firing side knee  Contact with the barricade may be
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established with the non - firing wrist, back of hand, or forearm once a firing position has
been attained.

(6) Crouch. Use the crouch position when surprise targets are engaged at close
range. Place the body in a forward crouch (Boxer’s Stance) with the knees bent slightly and
trunk bent forward from the hips to give faster recovery from recoil. This is NOT an
EXAGGERATED CROUCH or DEEP CROUCH position. Place the feet naturally ina
position that allows another step toward the target. Extend the handgun straight toward the
target, and lock the wrist and elbow of the firing arm. It is important to consistently train with
this position, since the body will automatically crouch under high levels of stress. This
position is also faster to change direction of fire.

(7) Prone. Lie flat on the ground, facing the target. Extend the firing arm towards
the target with the arm locked. bring the non - firing hand in a support position underneath
the firing hand on the ground. Bend the left knee up slightly below waist level. Push with the
left knee and foot rolling the body towards the firing side. The head is kept in a straight line
with the handgun and the strong side cheek will make contact with the firing arm bicep. Keep
the firing arm and wrist locked for the firing sequence. This position is a modified prone rifle
position. The alternative is to lie flat on the ground, facing the target. Extend the arms
directly in front with the firing arm locked. The arms may have to be bent slightly, unlocked
for firing at high targets. Rest the butt of the handgun on the ground for single, well aimed
shots. Wrap the non - firing hand fingers around the fingers of the firing hand. Face Forward.
Keep the head down between the arms as much as possible and behind the weapon.
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PART V
OPERATION

Part V. (Operation) will provide guidance and direction in the loading of the Department
approved firearms.

1. Initial loading with the slide locked to the rear: This method has the advantage of
allowing the officer to check the handgun visually and physically by looking down the
magazine well and feeling the firing chamber to ensure that the weapon is ready to receive
ammunition. The steps for this procedure are as follows:

a. Point the muzzle of the handgun in a safe direction.

b. Keep the finger out of the trigger guard and off the trigger.

c. Pull the slide to the rear and push up on the slide stop to lock the slide back. This is
best accomplished by using the “push-pull” method. PUSH forward with the strong hand
holding the weapon, while PULLING the slide to the rear with the weak hand.

d. Visually and physically check the magazine well and firing chamber to ensure the
weapon is ready to receive ammunition.

e. Insert a fully loaded magazine into the weapon and tug on the floor plate to ensure
the magazine is fully seated.

f. Allow the slide to go forward by:

(1) Depressing the slide stop, allowing the slide to go forward and chambering a
round. This should be accomplished with the thumb of the weak hand. This allows a two
hand control advantage as the weapon may seem to “leap” out of the hand.

(2) Grasping the rear grasping grooves of the slide with the weak hand and pulling the
slide back, releasing the slide and allowing the slide to “sling shot” forward,-chambering the
round.

NOTE: Do not allow the weak hand to “ride” the slide forward. A malfunction
may occur if the weak hand “rides” the slide forward while chambering a round.

g. Holster the handgun and engage all security devices.

h. The loading scquence is now completed.
2. Initial loading with the slide forward: This procedure may be preferable if the officer is
left handed. or having trouble Jocking the slide 1o the rear, or when wearing, ploves. The steps

are as follows:
[N}
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(af Point the muzzle of the handgun in a safe dircc\lion?
(b) Keep the finger outside of the trigger guard and off the trigger.

(c) Insert a loaded magazine and tug on the floor plate to ensure the magazine is fully
seated.. ’

(d) Pull the slide to the rear with the weak hand and then release the slide to allow it
to “sling shot” forward to chamber a round. Be careful not to ease or allow the weak hand to
ride the slide forward, as this may cause the slide to NOT go into battery resulting in a
malfunction.

(e¢) Holster the handgun and secure all security devices.

NOTE: Officers will receive 3 loaded magazines when they receive their issued firearm for

their assigned tour of duty. There will not be any loose ammunition issued in addition to the 3
loaded magazines.

3. UNLOADING: Unloading is performed as carefully as possible with no time limits and
under no stress. Many accidents occur due to improper unloading procedures. Unloading
should be performed as follows:

(a) Keep the muzzle of the handgun pointed in a safe direction.

(b) Remove the finger from the trigger guard and off the trigger.
(c) Remove the magazine and place the magazine in a pocket or in the belt line.

(d) Using the push - pull method, grasp the rear grasping grooves of the slide and rack
the slide back with sufficient force to eject any live round from the chamber. The officer
should vnsually observe the round in the firing chamber eject. Rack the slide back several
times. NOTE: Never place your hand over the ejection port if there is a round in the firing

mm:r.o.ﬁhmﬂnd&.ds;ona&mwlo_r_hand.. Al this poml lhe handgun should be
unloaded.

(e) Grasp the slide and lock it to the rear position.
(f) Visually and physically inspect the pistol to ensure it is unloaded.
NOTE: IF THE OFFICER HAS ANY DOUBT THAT THE FIREARM IS LOADED,

REPEAT THE UNLOADING PROCEDURE -UNTIL SATISFIED THAT THE
FIREARM IS UNLOADED.
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4. Technique of proper grip-and draw: The initial draw is designed to familiarize the
officer with the location of the holstered pistol and proper grip technique.

(a) Begin with the strong hand extended, palm down, elbow bent, locating the holster
or pistol grip with the elbow.

(b) Swing the strong hand directly to the grip of the handgun, establishing a strong
hand grip on the handgun. The strong hand should have acquired a firing position on the grip.

(c) After the strong hand grip is established, the strong side thumb locates the thumb

break safety device and is prepared to unsnap the device for the draw. The strong hand should
now be properly positioned for the draw.

(d) Releasing the thumb break safety device, draw the handgun straight up. As soon
as the handgun clears the top of the holster, the weak hand seeks out the firing hand and a two
handed firing grip is established. Keep the firing hand trigger finger out of the trigger guard
and off the trigger. Point the muzzle forward while raising the handgun to eye level and lock
the firing hand wrist. NOTE: The weak hand should be moving towards the strong hand
immediately at the onset of the draw. Both hands should be at a belt level position from the
onset of the draw.

(¢) The head should move as little as possible during this process.
5. Malfunctions - Primary method of Immediate Action & Tap, Rack, Assess.

a. TAP! The bottom of the magazine with the palm of the weak hand to ensure it is
fully scated. This is a sharp blow to the floor plate of the magazine.

b. RACK! The slide with sufficient force to clear any defective round in the firing
chamber, stove piped casing, and to also chamber a new round in the firing chamber.

c. ASSESS! Bring the handgun back up to a firing position and fire |f an appropriate
target is present and circumstances still call for shots to be fired.
NOTE: The above described procedure will clear most malfunctions that occur in the
usc of a semiautomatic pistol.

6. Sccondary method of Immediate Action. Double Feed.

a. RIP! Rip or remove the magazine from the handgun to clear a double feed or
defective magazine from the handgun. This is accomplished by pulling on the floor plate of
the magazine with the weak hand fingers to extract the magazine. NOTE: DISCARD THIS
MAGAZINE, DO NOT ATTEMPT TO SAVE THIS MAGAZINE .

h. WORK! Wark the slide to the 1ein € clear any defective round from the firing
chamber and magazine well. Lock the shide 1o 00« rear position.
1.
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c. TAP! Tap or insert a fresh magazine, as the magazine may have been the source of
the malfunction. It is always preferable to have a fully loaded magazine in the handgun if
possible.

d. RACK! Rack the slide to the rear utilizing the sling shot method to chamber a
round in the firing chamber.

e. ASSESS! Fire at the target if appropriate.

7. Emergency Reload / Speed load: Emergency reload / Speed load are the terms used
when you have expended all rounds in the magazine of the handgun and the slide is locked to
the rear. In a lethal force confrontation this constitutes an EMERGENCY. YOU MUST:

a. Recognize that the slide of the handgun has locked back to the rear.
b. Establish a grip with the weak hand on the fresh magazine.

c. Depress the magazine release with the strong hand while bringing the handgun to
the mid toiso area and tilt the handgun slightly with the empty magazine well pointed towards
the body ready to receive the fresh magazine.

d. With the index finger of the weak hand along the front spline of the magazine,
insert the magazine into the magazine well with enough force to fully seat the magazine.

-

e. Bring the handgun back up on target and allow the slide to go forward by:

(1) Depressing the slide stop with the thumb of the weak hand. (This is a common
method used by right handed persons).

(2) Grasping the rear grasping grooves of the slide with the weak hand and sling shot
the slide forward. (This is a common method used by left handed persons and those wearing
gloves). This method may also be preferred during high stress situations where finding the
small slide stop could be difficult.

(3) FIRE IF APPROPRIATE.

8. Tactical reload: This procedure is accomplished by dropping the magazine from the
pistol while a round is still in the chamber. This procedure should be exercised when you
know that you have lost count of the number of rounds that you have expended and you are
preparing to move from a covered position. You have the opportunity to reload, but may still
be in the threat zone. This procedure allows vou the ability to speed up the loading time,
because you do not have to manipulate the slide, and fully load the weapon again to capacity.
You should: ) :

@ Remove the finger from the tneeer and trigger guard while bringing the handgun to
the mid 1orso arci,
S
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b. Grasp a full magazine with the weak hand.

c. The weak hand with the fresh magazine approaches the floor plate of the magazine
that is in the handgun. Depress the magazine release with the thumb of the strong hand.
Catch the magazine that is in the handgun in the palm of the weak hand and then grasp the
extracted magazine between the third and fourth fingers.

d. With the index finger of the weak hand along the front of the magazine spline,
insert the fresh magazine into the magazine well. Place the extracted magazine into a pocket
for future use if needed.

e. Bring the handgun back upon target and fire if appropriate,

f. This magazine exchange should be utilized from behind cover and prior to moving
from cover or at any point the officer loses count of rounds expended. ALWAYS MOVE
FROM COVER WITH A FULLY LOADED HANDGUN.

9. Tactical magazine exchange: Tactical magazine exchange procedure is the process of
exchanging magazines in the handgun to allow the officer to top off the handgun while saving
the partially loaded magazine for future use. This procedure is not as fast as the other
reloading procedures, and is best performed from behind hard cover. You should:

a. Use hard cover if available.

b. Remove the finger from the trigger guard and off the trigger.

c. Bring the pistol to the mid torso Ievel and tilt the handgun magazine well towards
the body to be in position to receive the fresh magazine.

d. Remove the fresh magazine from the pouch with the weak hand and with the weak
hand index finger along the front spline of the magazine.

e. Bring the magazine to the base of the grip and remove the magazine from the pistol
by depressing the magazine release and catching the partially loaded magazine in the weak
hand.

f. Rotate the extracted magazine in the pistol between the little finger and ring finger
of the weak hand.

g. Insert the fresh magazine by rotating the old magazine down and the new magazine
into the magazine well and lock the fresh mapazine into place.

h. The magazine may be retained in your hand or :
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I. Place the partially loaded magazine in the waistband or pocket. DO NOT
REPLACE TIIE PARTIALLY LOADED MAGAZINE INTO THE MAGAZINE
POUCH CARRIER.

j- The tactical magazine exchange is completed.

19
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PART V1
COURSE OF FIRE

1. The objective of firearm training is to develop V A police officers into safe and competent
firearms handlers. It is the officers responsibility to act in a mature manner and use common
sense in safe handling procedures with the firearm. The following safety standards and range
rules will be adhered to by all officers engaged in firearms training. Any item not clearly
understood should be brought to the attention of an instructor for further explanation.
Infractions of or disregard for firearm safety will not be tolerated and will be dealt with
promptly and firmly by training staff personnel.

a. SMOKING ON THE RANGE IS PROHIBITED EXCEPT IN.DESIGNATED
AREAS. OFFICERS THAT SMOKE WILL BE REQUIRED TO KEEP
DESIGNATED SMOKING AREAS NEAT AND ORDERLY.

b. SAFETY RULES AND REGULATIONS.

(1) ALL FIREARMS TRAINING WILL BE CONDUCTED IN THE STATIC
MODE UNTIL FURTHER NOTICE.

(2) ALL FIREARMS ARE TO BE UNLOADED WHILE ON THE RANGE
AND SECURED IN THE HOLSTER WITH ALL SAFETY DEVICES SECURED.

(3) NO HANDLING OF FIREARMS BEHIND THE FIRING LINE UNLESS
DIRECTED TO BY THE RANGE MASTER OR THE FIREARM IS RECEIVING
MINOR REPAIRS.

(4) WHEN ON THE FIRING LINE: KEEP YOUR FINGER OFF THE
TRIGGER! DO NOT PLACE YOUR FINGER INSIDE THE TRIGGER GUARD
UNTIL YOU ARE POINTING THE FIREARM AT THE TARGET. THIS IS
ESPECIALLY IMPORTANT WHEN DRAWING THE FIREARM FROM THE
HOLSTER. ‘

(5) WATCH THE MUZZLE. THE MUZZLE OF ALL FIREARMS WILL BE
D DOW, WHEN

(6) EACH TIME A FIREARM IS HANDLED FOR ANY PURPOSE, POINT
THE MUZZLE IN A SAFE DIRECTION. OPEN THE ACTION AND MAKE AN
INSPECTION TO INSURE THAT THE FIREARM IS UNLOADED. NEVER TRUST
MEMORY AND CONSIDER EVERY FIREARM AS LOADED UNTIL YOU HAVE
PROVEN OTHERWISE . NEVER TURN IN OR ACCEPT A FIREARM UNLESS
THE ACTION IS OPEN.

(7) CHECK THE FIRFARM FORBARRIEA. OBSTRUCTIONS BEFORE
LOADING. HEAVY.GREASE IS CONSIDVRED AN OBSTRUCTION,

|
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(8) DQ NOT LEAVE A LOADED FIREARM UNATTENDED.
UNHOLSTERED FIREARMS WILL IAVE ACTIONS OPEN AT ALL TIMES
WHEN NOT BEING FIRED.

(9) ACTIONS OF ALL FIREARMS WILL BE OPEN WHEN BEING
TRANSPORTED TO AND FROM THE RANGE UNLESS HOLSTERED.

(10) DO NOT HANDLE ANY FIREARMS ON THE FIRING LINE WHILE
THERE IS ANYONE DOWN RANGE.

(11) NEVER SPEAK TO ANYONE ON THE FIRING LINE UNLESS YOU
ARE EXPERIENCING PROBLEMS; AND THEN RAISE YOUR NON FIRING
HAND AND KEEP THE FIREARM POINTED DOWN RANGE.

(12) IF YOU SHOULD BE SPOKEN TO WHILE ON THE FIRING LINE, DO
NOT TURN AROUND TO MAKE A REPLY.

(13) NEVER SNAP OR PRACTICE DRY FIRING AT ANY TIME OR
ANYWHERE EXCEPT IN THE PRESENCE OF A QUALIFIED FIREARMS
INSTRUCTOR.

(14) DO NOT LOAD UNTIL THE COMMAND IS GIVEN. NEVER
ANTITIPATE THE RANGE COMMANDS.

(15) HOLSTERED FIREARMS WILL HAVE ALL SAFETY DEVICES
SECURED AT ALL TIMES EXCEPT WHILE IN THE PROCESS OF DRAWING
THE FIREARM.

(16) IN THE EVENT THAT THE FIREARM IS ACCIDENTALLY DROPPED,
REPORT THIS TO THE INSTRUCTOR IMMEDIATELY, WHO WILL INSPECT
THE FIREARM TO INSURE IT WILL FUNCTION. DO NOT PICK THE FIREARM
UP, LET IT LIE AND NOTIFY AN INSTRUCTOR. FIREARMS THAT COME INTO
CONTACT WITH THE GROUND DURING THE RUNNING OF A TACTICAL
COURSE WILL BE REPORTED IMMEDIATELY TO AN lNSTRUCT OR FOR
INSPECTION.

(17) IF A CARTRIDGE FAILS TO FIRE, STOP THE ACTION AND WAIT
UNTIL THAT STAGE OF FIRE IS COMPLETED, KEEPING THE MUZZLE
POINTED DOWN RANGE, THEN REPORT IT TO AN INSTRUCTOR BY RAISING
YOUR NON SHOOTING HAND.

(18) NEVER FIRE A SUCCEEDING SHOT FOLLOWING THE
MALFUNCTION OF A CARTRIDGE UNTIL THE BARREL HAS BEEN-
EXAMINED TO DETERMINE 1F A BULLET IS LODGED IN THE BARREL,
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PART VI
COURSE OF FIRE

1. The objective of firearm training is to develop V A police officers into safe and competent
firearms handlers. It is the officers responsibility to act in a mature manner and use common
sense in safe handling procedures with the firearm. The following safety standards and range
rules will be adhered to by all officers engaged in firearms training. Any item not clearly
understood should be brought to the attention of an instructor for further explanation.
Infractions of or disregard for firearm safety will not be tolerated and will be dealt with
promptly and firmly by training staff personnel.

a. SMOKING ON THE RANGE IS PROHIBITED EXCEPT IN DESIGNATED
AREAS. OFFICERS THAT SMOKE WILL BE REQUIRED TO KEEP
DESIGNATED SMOKING AREAS NEAT AND ORDERLY.

b. SAFETY RULES AND REGULATIONS.

(1) ALL FIREARMS TRAINING WILL BE CONDUCTED IN THE STATIC
MODE UNTIL FURTHER NOTICE.

(2) ALL FIREARMS ARE TO BE UNLOADED WHILE ON THE RANGE
AND SECURED IN THE HOLSTER WITH ALL SAFETY DEVICES SECURED.

(3) NO HANDLING OF FIREARMS BEHIND THE FIRING LINE UNLESS
DIRECTED TO BY THE RANGE MASTER OR THE FIREARM IS RECEIVING
MINOR REPAIRS.

(4) WHEN ON THE FIRING LINE: KEEP YOUR FINGER OFF THE
TRIGGER! DO NOT PLACE YOUR FINGER INSIDE THE TRIGGER GUARD
UNTIL YOU ARE POINTING THE FIREARM AT THE TARGET.. THIS IS
ESPECIALLY IMPORTANT WHEN DRAWING THE FIREARM FROM THE
HOLSTER.

(5) WATCH THE MUZZLE. THE MUZZLE OF ALL FIREARMS WILL BE
POINTED DOWN RANGE AT ALL TIMES WHEN NOT HOLSTERED.

(6) EACH TIME A FIREARM IS HANDLED FOR ANY PURPOSE, POINT
THE MUZZLE IN A SAFE DIRECTION. OPEN THE ACTION AND MAKE AN
INSPECTION TO INSURE THAT THE FIREARM IS UNLOADED. NEVER TRUST
MEMORY AND CONSIDER EVERY FIREARM AS LOADED UNTIL YOU HAVE
PROVEN OTHERWISE . NEVER TURN IN OR ACCEPT A FIREARM UNLESS
THE ACTION IS OPEN. :

(7) CHECK THFE FIREARM FOR BARREL OBSTRUCTIONS BEFORE
LOADING. HEAVY GREASE IS CONSIDERED AN OBSTRUCTION,

BT
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(8) DO NOT LEAVE A LOADED FIREARM UNATTENDED.
UNHOLSTERED FIREARMS WILL HAVE ACTIONS OPEN AT ALL TIMES
WHEN NOT BEING FIRED.

(9) ACTIONS OF ALL FIREARMS WILL BE OPEN WHEN BEING
TRANSPORTED TO AND FROM THE RANGE UNLESS HOLSTERED.

(10) DO NOT HANDLE ANY FIREARMS ON THE FIRING LINE WHILE
THERE IS ANYONE DOWN RANGE.

(11) NEVER SPEAK TO ANYONE ON THE FIRING LINE UNLESS YOU
ARE EXPERIENCING PROBLEMS; AND THEN RAISE YOUR NON FIRING
HAND AND KEEP THE FIREARM POINTED DOWN RANGE.

(12) IF YOU SHOULD BE SPOKEN TO WHILE ON THE FIRING LINE, DO
NOT TURN AROUND TO MAKE A REPLY.

(13) NEVER SNAP OR PRACTICE DRY FIRING AT ANY TIME OR
ANYWHERE EXCEPT IN THE PRESENCE OF A QUALIFIED FIREARMS
INSTRUCTOR.

‘(14) DO NOT LOAD UNTIL THE COMMAND IS GIVEN. NEVER
ANTICIPATE THE RANGE COMMANDS.

(15) HOLSTERED FIREARMS WILL HAVE ALL SAFETY DEVICES
SECURED AT ALL TIMES EXCEPT WHILE IN THE PROCESS OF DRAWING
THE FIREARM.

(16) IN THE EVENT THAT THE FIREARM IS ACCIDENTALLY DROPPED,
REPORT THIS TO THE INSTRUCTOR IMMEDIATELY, WHO WILL INSPECT
THE FIREARM TO INSURE IT WILL FUNCTION. DO NOT PICK THE FIREARM
UP, LET IT LYE AND NOTIFY AN INSTRUCTOR. FIREARMS THAT COME INTO
CONTACT WITH THE GROUND DURING THE RUNNING OF A TACTICAL
COURSE WILL BE REPORTED IMMEDIATELY TO AN INSTRUCTOR FOR
INSPECTION. )

(17) IF A CARTRIDGE FAILS TO FIRE, STOP THE ACTION AND WAIT
UNTIL THAT STAGE OF FIRE IS COMPLETED, KEEPING THE MUZZLE
POINTED DOWN RANGE, THEN REPORT IT TO AN INSTRUCTOR BY RAISING
YOUR NON SHOOTING HAND.

(18) NEVER FIRE A SUCCEEDING SHOT FOLLOWING THE

MALFUNCTION OF A CARTRIDGE UNTIL THE BARREL HAS BEEN-
EXAMINED TO DETERMINE 1F A BULLET IS LODGED IN THE BARREL .

21
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(19) NEVER PROCEED TO THE TARGET AREA WITHOUT THE
COMMAND OF THE RANGE OFFICER. ALL FIREARMS SHALL BE PLACED IN
HOLSTERS AND SECURED BEFORE LEAVING FROM THE FIRING LINE .

(20) HEARING AND EYE PROTECTION WHILE ON THE RANGE IS
MANDATORY FOR ALL PERSONNEL .

(21) ANY INJURY SUSTAINED DURING FIREARMS TRAINING,
REGARDLESS OF HOW MINOR THE INJURY, WILL BE REPORTED TO AN
INSTRUCTOR IMMEDIATELY .

(22) ANYTIME ANY UNSAFE ACT IS OBSERVED WHICH ENDANGERS
SOMEONE , THE OFFICER HAS THE RESPONSIBILITY TO SHOUT, “CEASE
FIRE” AND IMMEDIATELY RAISE THE NON SHOOTING HAND.

(23) TALKING WILL BE KEPT TO A MINIMUM WHILE ON OR NEAR
THE FIRING LINE. EXERCISE COURTESY WHILE OTHER OFFICERS ARE
SHOOTING OR RECEIVING ADDITIONAL INSTRUCTION.

ALL SAFETY PRECAUTIONS MUST BE STRICTLY ADHERED TO.
ALWAYS USE EXTREME CAUTION TO AVOID ACCIDENTS AND INJURIES.

IF YOU DO NOT UNDERSTAND THE INSTRUCTIONS, RAISE YOUR NON
SHOOTING HAND AND ASK THE INSTRUCTOR THE QUESTION.

2. Qualification Course of Fire: This course of fire is designed to test the officer’s ability
with a handgun used in a realistic fashion. Depending upon the magazine capacity of the
pistol, the officer will have to change magazines at different points in the course. It is the
officer’s responsibility to change magazines at whatever point it becomes necessary.

a. Fifty (50) round Pistol Qualification Course.

This qualification course requires fifty (50) rounds of fire. All shots will be directed to the
center mass area of the target.

1.  The officer will proceed to the twenty five (25) vard line with an unloaded and holstered
pistol and three (3) magazines loaded with five (5) rounds each. Two (2)magazines will be
secured in the double magazine pouch on the duty belt and onc (1) magazine secured in a
jacket or trouser pocket. The officer will be given the command to load the pistol. The
officer will then insert one (1) magazine loaded with five rounds into the magazine well and
then introduce a live round into the chamber (safe loading procedure). The officer will then
holster a loaded weapon and secure all safety devices.

At the twenty five (25) yard line, ten (10) ronnds will be expended with NO_TIME
LIMIT. This will be strong handed shooting uidizing the two handed standing, unsupported
]
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position. This exercise is designed to familiarize the officer with the known distance of
twenty five (25) yards. Upon completion of firing, the officer will holster an unloaded and
safe weapon and engage all safety devices. These shots WILL NOT be counted for
qualification score. The line will then be made safe. The officer will then move downrange

on command to assess their respective target. These shots will be marked to identify them as
being fired from the twenty five (25) yard line.

The officer will then load three (3) magazines to eight (8) or fifteen (15) rounds
depending on the magazine capacity of the pistol.

2.  The officer will then move to the fifteen (15) yard line. The officer will have two (2)
fully loaded magazines secured in the magazine pouch and one fully loaded magazine secured
in a jacket or trouser pocket. On command the officer will insert one (1) fully loaded
magazine into the magazine well and then introduce a live round into the chamber (safe
loading procedure). The officer will then holster a loaded weapon and secure all safety
devices.

At the fifteen (15) yard line fifteen (15) rounds will be expended with imposed time
limits. This will be strong handed shooting utilizing the two handed standing unsupported
position. On command the officer will:

a. Fire threc rounds with a ten (10) second time limit. The officer will then holster a
loaded weapon and secure all safety devices.

b. Fire three rounds with an eight (8) second time limit. The officer wﬂl then holster a
loaded weapon and secure all safety devices.

c. Fire three rounds with a six (6) second time limit. The officer will then execute a
Tactical magazine exchange, placing the replaced magazine into a weak side trouser or jacket
pocket. The officer will then holster a loaded weapon and secure all safety devices.

d. Fire three rounds with a six (6) second time limit. The officer will then holster a
loaded weapon and secure all safety devices.

e. . Fire three rounds with a six (6) second time limit. The officer wiil make the
weapen safe and holster anempty and safe weapon . The officer will then engage all safety
devices. The officer will then reload all magazines to capacity.

3.  The officer will then move to the seven (7) yard line. The officer will have two fully
loaded magazines secured in the magazine pouch and one magazine secured in a jacket or
trouser pocket. On command the officer will insert a fully loaded magazine into the magazine
well of the pistol and then introduce a live round into the chamber (safe Ioadmg procedure).
The officer will then holster a loaded weapon and engage all safety devices.

At the seven (7) yard line fifteen (15) rounds will be expended with imposed time limits
from the standing two handed unsupported posizion. On command the officer will:
: bl
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a.  Fire three rounds with a nine (9) sccond time limit. The officer will then holster a
loaded weapon and secure all safety devices.

b. Fire three rounds with a six (6) second time limit. The officer will then holster a
loaded weapon and secure all safety devices

c. Fire three rounds with a four (4) second time limit. The officer will then execute a
speed reload magazine exchange. The officer will then assume a low two handed gun ready
position.

d. Fire three rounds with a four (4) second time limit. The officer will then assume a
low two handed gun ready position. ;

e. Fire three rounds with a four (4) second time limit. The officer will then make the
pistol safe and holster and engage all safety devices. On command the officer will then
retrieve any item on the ground that is needed. The officer will then reload two magazines
with five (5) rounds each. Two loaded magazines will then be secured into the magazine
pouch and one magazine secured into a jacket or trouser pocket.

4.  The officer will then move to the five (5) yard line. The officer will have two (2) loaded
magazines secured in the magazine pouch and one (1) empty magazine secured in a jacket or
trouser pocket. On command the officer will then insert a loaded magazine into the magazine
well of the pistol and then introduce a live round into the chamber (safe loading procedure).
The officer will then holster a loaded weapon and secure all safety devices.

At the five (5) yard line, ten (10) rounds will be expended with a fifieen (15) second
time limit. All firing will be from the standing one handed only firing position. On command
the officer will:

a. Draw and fire five (5) rounds with the strong hand only. Execute a speed reload.
Transfer the pistol to the weak hand only and :

b. Fire five (5) rounds with the weak hand only. The officer will then make the pistol
safe and holster. The officer will then engage all safety devices. On command the officer will
retrieve all items from the ground that they may need.

S.  The target that will be utilized over this course of fire will be the FBI Q target. Scoring
will be counted at 2.5 points per hit inside the Q outline and all hits outside the Q outline will
be counted as a miss or minus 2.5 points. All hits on the outline border will be counted as a
miss or minus 2.5 points. Total possible score is one hundred (100) points.

(1)* At the twenty five (25) yard line, ten (10) rounds will be expended with NQ
TIMELIMIT. This will be strong hand shooting only from the standing two handed
position. This excrcise is designed to famihiarize the ofticer with the known distance of 25
yards. These shots will nothe counted for qualification score.

R
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(2) Atthe fifteen (15) yard line, fifteen (15) rounds will be expended with imposed
time limits from a two handed standing unsupported position.

(a) Three (3) rounds fired with a ten (10 ) second time limit.

(b) Three (3) rounds fired with an eight (8) second limit.

(c) Three rounds fired with a six (6) second limit. Tactical magazine exchange.
(d) Three (3) rounds fired with a six (6) second limit.

(e) Three (3) rounds fired with a six (6) second limit.

(3) Atthe seven (7) yard line fifteen (15) rounds will be expended with imposed time
limits from the two handed standing unsupported position.

(a) Three (3) rounds fired with a nine (9) second time limit.
(b) Three (3) rounds fired with an six (6) second time limit.

(c) Three (3) rounds fired with a four (4) second time limit. Speed reload of
magazine exchange.

(d) Three (3) rounds fired with a four (4) second time limit.
(e¢) Three (3) rounds fired with a four (4) second time limit.

(4) At the five (5) yard line ten (10) rounds will be expended with a fifteen (15)
second time limit

(a) five (5) rounds strong hand only
(b) five (5) rounds weak hand only

(5) The target that will be utilized over this course of fire will be the FBI Q target.
Scoring will be counted at 2.5 points per hit inside the Q outline and all hits outside the Q
outline will be counted as a miss or minus 2.5 points. Total possible scors is 100 points.

3. The officer must score a minimum of 80% to successfully pass the Pistol Qualification
Course. If the officer fails to achieve this standard, additional remedial training will be
required to correct the deficiencies and a date and time will be scheduled for requalification.
If the officer fails a second time, the ofticer will not be certified and the matter will be
referred to the Chief of Police and Sccurity Services for further action.

Y
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PART VII

CARE AND MAINTENANCE

1. Maintenance.

a. Your weapon will require to be maintained on a monthly basis. The officer should
field strip the assigned firearm a minimum of once every thirty days. The officer should not
attempt to disassemble the firearm beyond this point. The office should inspect the field .
stripped firearm for lubrication, damage, and cleanliness. All damage should be reported to
an instructor or designated armorer for repairs.

b. The weapon will be cleaned by field stripping the fircarm down to basic '
components. The barrel bore and chamber will be cleaned by brushing these areas with a
good powder removing solvent and bore brush: This is accomplished by cleaning from the
firing chamber towards the muzzle. Wipe the areas clean with paichies or a swab. Using a
small brush dipped in solvent, remove all deposits from around the breech of the barrel, firing
chamber, extractor, and residue on the frame with a light brushing and solvent. ‘After cleaning
the entire firearm use a cloth to apply a light coating of high quality gun oil to all external
surfaces and wipe clean. Re-lubericate the slide rails and lubrication points on the receiver of
the pistol. After the initial cleaning, there is usually some residue in the barrel that works out
and becomes apparent within 24 - 48 hours. This may be removed with a bristle brush and a

light reapplication of powder removing solvent after which the oil film should be re-
established on all surfaces.

2. Field Stripping.

a. Disassembly.

(1) Remove the magazine by depressing the magazine release button and inspect and
clear the firing chamber. Allow the slide to travel forward. Place the magazine into a pocket.

(2) Place the grip of the firearm into the strong hand.

(3) Take the weak hand with the palm pointed down and place the weak hand on top

of the slide. Place the index finger on the right side of the receiver frame onto the take down
button.

(4) With the weak hand index finger depress the take down button holding pressure on
the button.

(5) With the thumb on the left side of the lower receiver, slowly rotate the take down
lever to the down position.

(6) The upper slide assembly and barrel should then move forward on the slide rails.

iy
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(7) With the weak hand, siowly pull the slide assembly forward and off of the frame.
(8) The firearm is now in two pieces, (he lower receiver and slide assembly.

(9) Pick up the slide assembly with the weak hand with the front sight pointed down
and place the slide assembly into the palm of the weak hand.

(10) You will observe a coil spring assembly with a metal rod that is inserted into an
assembly facing you.

(11) Capture the tension on the spring assembly by pressing forward on the base of the
guide rod pin . Maintain pressure on this assembly or the guide rod may be ejected and cause
injury. Lift out this assembly and set aside.

(12) With the slide assembly still in the palm of the weak hand, apply light forward
pressure directly on the barrel assembly at the firing chamber. The barrel will tilt forward
slightly and then move forward. Lift on the rear of the barrel assembly and remove from the
slide assembly. The firearm is now field stripped.

(13) The officer should have_four companents: Lower receiver, slide assembly,
barrel, and the guide rod and coil spring. ’

NO FURTHER DISASSEMBLY IS RECOMMENDED.

b. Reassecmbly:

(1) Place the slide in the palm of the weak hand with the rear of the slide facing your
body. The front sight is pointed toward the floor.

(2) Replace the barrel assembly into the slide assembly. Make sure the barrel is
seated properly. )

(3) Insert the guide rod into the coil spring housing.
(4) Insert the coil spring and guide rod into the spring guide assembly.

(5) Hold pressure against the base of the guide rod and push it forward enough to
engage the small radial machine cut in the barrel lug. Be carcful that it does not become
disengaged, fly out and causc injury.

(6) Pick up the lower receiver with the strong hand and rotate the frame where the
magazine well is pointed up.

(7) Align the slide rails with the slide assembly rail slots at the rear of the slide.

7
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(8) Move the rear of the slide onto the front slide rails and continue to move the slide
towards the rear of the receiver. ’

(9) As the slide moves past the take down assembly you will hear an audible click.

(10) Depress the take down assembly button and rotate the take down lever to the up
position.

(11) Check on reassembly by working the slide several times and then lock the slide to
the rear. .

(12) Reload and holster the firearm, securing all security devices.
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PART VIIL
SHOOTING REVIEW TEAM PROCEDURES
1. Background:

a. An administrative review will be conducted by the Office of Security and Law
Enforcement (OSLE) of incidents involving firearm discharges at or by V A police (not
including training). . ’

b. The issues addressed during the shooting incident review relate to those facts which
may have directly or indirectly contributed to the shooting incident. The issued handgun will
be collected into evidence in the event the action resulted in a fatality or serious physical ‘
injury. The involved officer will be immediately issued a service pistol upon collection of the
firearm into evidence.

2. Response:

a. Upon notification of a shooting incident, the Office of Security and Law
Enforcement (OSLE) will activate a shooting incident review team composed of those
appointed to conduct a thorough administrative review of the matter.

b. If matters relating to possible police officer misconduct surface, the OSLE will be
notified of the circumstances immediately. -

3. Investigation: The shooting incident review will include but will not be limited to the
determination of the facts and circumstances related to the incident. At the conclusion of the
review, the members of the shooting incident review team will confer with the Office of
Security and Law Enforcement (OSLE) to report their findings, conclusions, and
recommendations.

4. Report: The shooting incident review team will report the facts and circumstances of the
review in writing to the DAS as soon as the investigation is completed. This does not
preclude the requirement for immediate reporting of the incident and periodic updates. Each
of the following areas will be addressed: ’

a. A synopsis of the case and circumstances which existed prior to the incident.
b. Synopsis of events of the incident, specifically addressing the following areas:

(1) Identification, assignment, and positions of all persons present during the incident,
to include personnel, other law enforcement personnel, withesses, and suspects.

(2) Suspect identification, to include name, date of birth, home address, criminal
record, reputation, pending criminal charges, and arrest status.

29
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(3) Description and identification of all involved firearm(s) and expended ammiunition
and identity of possessor at the time of the incident.
(4) Description of verbal warnings given to the suspect.
(5) A chronology of the first and successive rounds.
(6) Identification and date of involved officer’s current firearms qualification.
(7) The b;sis for the decision that the use of deadly force was required.

(8) - Identification of all injured persons, to include cause and extent of injuries, and
mecdical trcatment.

(9) Identification of all property damage, to include cause, value of damage, and
responsible party.

(10) The date and time of notification to the OS&LE.

c. Any unique factors contributing to the incident (e.g. weather, equipment,
communications, misinformation, tactics).

d. Recommendations as to:

(1) Procedural or policy changes as outlined in V A orders or memoranda.
(2) Training requirements.

(3) Safety issues.

e. Attachments to the report:

(1) Copies of all statements and reports of interview.

(2) Copies of all official reports from investigating agencies.

(3) A schematic of the shooting scene, depicting the distances of all shooting
participants from the suspect(s).

(4) Photographs, as required.
5. Admipistration:

a. Upon revicw of the shooting incident written report, the OS&LE may mandate an
additional investigation. The OS&LE may alsa establish a commitice to further study the

i
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incident and/or make additional inquiry or action based on the recommendations of the
shooting incident review team. .

b. Upon acceptance of the written report, the OS&LE will provide a copy of the
report, to the affected Chief, Police & Security Service.



295

PART IX
LPOST SHOOTING PROCEDURES

1. Reporting Requirements (Fireanm Discharge), The discharge of any firearm, (except in
training ) either intentional or accidental by a V A police officer in conjunction with V A law
enforcement activities requires reporting as follows:

a._Involved Police Officer. The officer will immediately report the incident to their
supervisor. Such supervisor shall immediately report the facts and circumstances of the
shooting incident to the Chief, Police & Security Service.

b. Chief, Police & Security Service shall immediately report the facts and
circumstances of the shooting incident to the Office of Security and Law Enforcement
Inspector assigned to their region, and to the V A Law Enforcement Training Center (LETC) ,
North Little Rock , AR. As soon as practicable, the Chief shall transmit a written report of

the incident to the Office of Security and Law Enforcement and to the V A LETC in North
Little Rock, AR.

2. Responsibilities (Post - Shooting Incident). It is the responsibility of all Police and
Security Service employees to show sound judgment during and after an incident in which a
firearm was discharged. The following information is transmitted to ensure appropriate
reaction and follow up to a shooting incident.

a. Determine the physical condition of any injured person and render first aid where

appropriate. Request emergency medical aid, as appropriate, and notify local law
enforcement authorities of the incident and location.

b. Liaison with other agencies with investigative jurisdiction in the incident should be
quickly established to prevent duplication of effort and conflict of jurisdiction. Itis V A
police officer’s duty and responsibility to cooperate with any lead investigative agency,
making witnesses and evidence available.

c. Should the involved officer’s firearm be secured for evidentiary purposes or
ballistics examination, another weapon will be issued to the officer, unless there is cause to
the contrary.

d. A VA police officer involved in a shooting incident should be encouraged to
contact their spouse or family as soon as possible. If the officer has been injured, and so
requests, the officer’s family will be contacted in person by a designated officer. In the case
of seriously injured officer, notification of the family should bc done immediately and in
person. The officers on duty will also be notified of the injured officer’s condition, in order to
provide an accurate response Lo family members seeking information. It is important that
family notification occur before press and or media accounts appear.
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e. The scene of the shooting incident should be processed for evidentiary purposes.
Evidence from the scene should include:

(1) A diagram showing the location of each officer and the location where each shot
was fired.

(2) Photographs showing the involved officer’s field of view at the time of the firearm
discharge.

(3) Photographs showing the location of any shooting victim(s).

(4) Evidence gathered, including blood, spent cartridges, weapons, and fingerprints.

(5) All involved firearms should be examined for ballistic comparison with any
recovered bullets. An inventory should be maintained pertaining to the firearms’ possessor,

firearm description, type of ammunition, and number of spent rounds.

(6) The general area of the scene canvassed for witnesses. Witnesses to the shooting
incident should be encouraged to submit written statements.

(7) Copies of reports from all involved law enforcement or emergency department
personnel.

(8) Copies of all telecommunications tapes pertaining to the initial call to emergency
personnel, etc., if any.

(9) Copies of all hospital, autopsy, laboratory, and photographic records.
3. Post - Shooting Reactions:
a. There is a wide variation of reactions to shooting incidents. Research indicates that

the majority of law enforcement officers involved in shootings experience moderate to severe
trauma reactions.

b. Officers either directly or indirectly involved in a shooting incident are referred to
the V A Employee Counseling Service.



—.FBI Double Action Pistol Course, Federal Bureau of Investigation, U.S.
Department of Justice, Quantico, VA

Safety Instruction & Parts Manual For Centerfire Pistols Double Action Only,
Beretta U. S. A. , 17601 Beretta Drive, Accokeek, MD 20607
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FACILITY IMPLEMENTATION PLAN

1. The purpose of this Facility Implementation Plan is to describe authorized and prohibited
uses of the issued firearm by V A police officers. All V A police officers will adhere to
firearms procedures and guidelines outlined by the Office of Security and Law Enforcement.

2. Since the decision has been made to arm selected V A Police personnel with a
semiautomatic firearm, it has been determined that a double action only system will be
utilized. The authorized semiautomatic pistol must be 9mm Luger caliber, with double action
trigger mechanism only. The frame will consist of a light alloy with steel slide. The safety
features must include a magazine disconnector, firing pin safety devices, and trigger weight of
nine to eleven pounds set at the factory. NO MODIFICATIONS OR ALTERATIONS
ARE ALLOWED, such as “trigger shoes, extended slide stops, extended magazine release,
no after market extended magazines, or grip adapters.” The sights will consist of front and
rear Trijicon night sights.

3. The holster authorized by the Office of Security and Law Enforcement must be equipped
with a minimum of three safety features. The holster will be equipped with a thumb break
release, an internal safety feature, and a tension release. The holster musts be black in color
and constructed of high quality material. All personnel will be issued dual magazine carriers
equipped with Velcro closure and four (4) belt keepers of matching material. Holster
familiarization will consist of 200 draws in the presence of a firearms instructor.

4. Issued duty ammunition will be 9mm Luger caliber, 124 grain, brass jacketed hollow
point, NO SUBSTITUTIONS ARE ALLOWED. Training ammunition will be 9mm Luger
caliber full metal case 124 grain. All qualification courses will be fired with issued duty
ammunition. Issued duty ammunition will be expended every six (6) months during range
qualification and new duty ammunition will be issued.

5. A Pistol Qualification Course conducted on a semiannual (6 month) basis will consist of
50 rounds of duty ammunition. The course of fire is designed to test the officer’s proficiency
with the issued pistol. A minimum score of 80% is required to successfully pass the Pistol
Qualification Course. Additional remedial training will be given within 30 days to officers
failing to achieve this standard and a date and time will be scheduled for retesting. Officers
failing a second attempt will not be certificd and the matter will be referred to the Chief,
Police and Sccurity Services for further action.

6. Officers will be armed only while performing official duties and activities. Armed
assignments will include vehicle, foot, bicvcle and K - 9 patrol and while stationed at
magnetometers and other fixed posts.

7. ‘The fircarm will not be worn off V A property except when the officer is transporting,
prisoncr(s). whilc in route to another V A facilit. or in the performance of any official
capacity designated by the Chicef, Police and Seournity Service.,
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8. Only those officers who have successfully completed their physical examinations within
the past 12 months and have newly completed psychological assessments will be armed.
Questions which are designed to' determine an officer’s suitability to be issued a firearm, will
be included in the psychological assessment interview. Armed officers must maintain current
physical examinations and psychological assessments.

9. A police officer’s authority to carry a fircarm will be suspended by the Office of Security
and Law Enforcement at any time evidence is received or developed which would cause a
reasonable person to conclude that this authority should be revoked. The officer’s authority to
carry the firearm will remain suspended until the matter has been promptly and thoroughly
investigated by the facility and / or the Office of Security and Law Enforcement and
successfully adjudicated.
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CHECK LIST

1. STORAGE: Each facility will be required to provide an approved storage area for
firearms and related equipment.

WHEN NOT ISSUED FOR DUTY USE. The Chief, Police and Security Services will
determine the appropriate location for this area.

ITEMS TO BE MAINTAINED IN THE SAFE / VAULT:

. All firearms for duty issue

. All pistol magazines

. Pistol storage rack(s)

. All duty and training ammunition
. Weapons Log

. Dehumidifying material or device
. Magazine storage box

QmMmoOOw»

Cleaning cquipment may also be stored in appropriate containers in the safe / vault. These
items may be stored in a separate container and may include the following items:

. Commercial cleaning solvent in a sealed container

. Commercial lubricating oil or synthetic lubricant
Cleaning rods - appropriate size and lengths

. Cleaning patches

. Appropriate size cleaning bore mops

Appropriate size cleaning bronze or steel bore brushes
Medium size common screwdriver

. Toothbrush style wire brush

TR Mo o oP

2. ISSUANCE /RETURN OF ISSUED DUTY FIREARMS AND AMMUNITION:

Officers may only carry the Agency issued firearm and approved issued ammunition.
Firearms will be issued only by a designated officer by the Chief, Police and Security
Services. Each officer would be issued their assigned firearm, magazines, and appropriate
ammunition at the beginning of each tour of duty. It would be the Officer’s responsibility to
examine the firearm serial number to ensure that they have received the properly assigned
weapon. The officer then would initial oft on a daily weapons log. At the completion of the
Officer’s tour of duty, the officer would return to the issue point and return the firearm,
magazines, and appropriate ammunition. The officer would then complete the daily weapons
log. The firearm, magazines, and appropriate ammunition would then be placed into storage.
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3. :
The Chief, Police and Security Service would designate a cleaning area location for
maintaining proper maintenance of firearms. This area would be well ventilated and well

lighted. This would be a NO SMOKING AREA . A small table may be appropriate in this
area.

4. TRAINING PLANS:

All firearms training plans must be reviewed and approved prior to any implementation or any
modifications of existing firearms training plans by the Officer of Security and Law
Enforcement.

5. ARMORER'S REPORTS.

Agency issued firearms will be kept in a clean and serviceable condition. Issue firearms will
be subject to inspection without notice by the Chief, Police and Security Service, firearms
instructor or armorer. All agency issued firearms must be annually inspected and detailed
cleaned by a designated certified armor. This inspection is independent of the normal field
stripping maintenance that the manufacturer may suggest. It will be the armorer’s
responsibility to maintain detailed records on each firearm that is issued for duty use. Officers
will not:make any modifications, repairs, or adjustments to Agency issued firearms. Agency
armmorers will make any repairs or adjustments they are qualified to make. Other repairs will
be referred to a manufacturer authorized repair center.

6. MALFUNCTION REPORTS. .

It will be the responsibility of the designated firearms instructor or armorer to maintain
detailed records on agency issued firearms in the event an officer experiences a misfire,
malfunction er sustains damage to any agency issued firearm. The effected officer will notify
the designated armorer as soon as possible once the problem is diagnosed. The firearm
instructor or armorer will submit a written report to the Chief, Police and Security Service as
soon as possible.

7._PROFICIENCY REPORTS:

All officers will maintain proficiency in the use of the issued firearms in accordance with the
training btandards of the Office of Security and Law Enforcement. Records will be
maintained by the designated firearms instructor or armorer. All officers failing to meet the
minimum proficiency level will undergo remedial training. If after remedial training, the
officer is unable to meet the Agency’s minimum proficiency level, the firearms instructor will
notify the Chief, Police and Security Service in writing. The effected officer will be
prohibited from-carrying the issued fircarm until such time as the officer is able to qualify
with the fircarm. . :
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8. INSPECTION OF DUTY GEAR AND ISSUED WEAPONS:

The Chief, Police and Security Services or a designated representative may inspect the issued
duty belt, related equipment, and firearm without notice. Any item found to be unsafe,
unserviceable, worn, or broken will be replaced as soon as possible. All unauthorized
equipment is prohibited and the officer will be subject to disciplinary action.

9. LOADING AND UNLOADING PROCEDURE AREAS:

The Chief, Police and Security Services will designate an area for officers to load and unload
firearms. It is recommended that this area will be out of public or hospital staff view. This
area will be equipped with a large metal container (fifty five gallon drum) filled at least three
quarters full of loose sand type material. The metal container will be mounted on a frame that
maintains an approximate forty five degree angle. The container will have an approximate
four inch by four inch opening at one end to place the muzzle into the opening. There must be
a minimum of twelve inches of thickness of the sand type material inside the container.

The officer will receive the issued firearm with the slide locked to the rear and the magazine
out. The officer will visually inspect all the issued magazines for damage and if the magazines
are loaded to capacity. The officer will then proceed to the loading / unloading area
maintaining the strong index finger outside of the trigger guard and off the trigger. The
officer will then place the muzzle into the opening on the barrel, insert a loaded magazine into
the magazine well, check to make sure the magazine is'seated and locked into place. The
office will then activate the slide stop, allowing the slide to travel forward chambering a live
cartridge. The officer will then holster and secure the firearm and all holster securing devices.
The firearm is now considered to be loaded and ready for duty use. The officer would then
complete the weapons log.

The officer will return the issued firearm to the issuing officer or designated person by the
Chief, Police and Security Services at the completion of their tour of duty. The officer will
proceed to the loading / unloading area. The officer will then remove the magazine from the
firearm while it is still secured in the holster. The officer will utilize the strong hand thumb,
placing the thumb between the duty belt and lower frame of the firearm. The officer will then
activate the magazine release. The officer will then extract the magazine from the firearm
utilizing the strong hand. The officer will then place the extracted magazine from the firearm
into a trouser or coat pocket. The officer will then extract the firearm from the holster,
maintaining the strong index finger outside of the trigger guard and off the trigger, place the
muzzle of the firearm into the barrel opening, then pull the slide to the rear, extracting the live
cartridge from the firing chamber. The officer should not attempt to catch the extracted
cartridge from the firing chamber but allow it to fall freely. The officer should then retract the
slide a minimum of three times, lock the slide back to the rear and then make a visual
inspection to insure no live cartridges are in the firing chamber. The officer should receive
the firearm with the slide locked back to the rear with an empty magazine well. Fhe officer
would then return all issued magazines and ammunition and complete the weapons log.
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10. ARMED RESPONSE TO LOCKED WARDS:

If the situation dictates the officer to respond to a locked ward, certain considerations must be
undertaken. The officer will be required to disarm the firearm prior to entering any locked
ward. The officer will remove the magazine and live cartridges from the issued weapon. This
is accomplished by placing the strong hand thumb between the duty belt and lower frame of
the firearm. The officer then activates the magazine release. The officer will then remove the
magazine from the magazine well with the strong hand. The extracted magazine is then
placed into a trouser or jacket pocket. The officer will then inspect and insure that all holster
safety features are engaged and secured. The firearm is not removed from the holster during
this entire process. The live cartridge in the firing chamber is incapable of being fired while
the magazine is out of the magazine well.

11. UNINTENTIONAL AND ACCIDENTAL DISCHARGES:

In the event that the officer experiences any-unintentional or accidental discharge of a firearm
resulting in property damage, serious physical injury or death of an individual, the effected
officer will immediately notify their immediate supervisor. The supervisor will then notify
the Director of the facility and notify the Office of Security and Law Enforcement. The Chief,
Police and Security Services will also initiate an investigation into the mitigating
circumstances surrounding this event. Copies of this investigative report will be faxed to the
Office of Security and Law Enforcement and a courtesy copy faxed to the Law Enforcement
Training Center as soon as feasible.

12. INTENTIONAL DISCHARGING OF FIREARM / OFFICER INVOLVED
SHOOTING:

In the event that the officer experiences any intentional discharge of a firearm resulting in the
serious physical injury or death of an individual, the effected officer will immediately notify
their immediate supervisor. The supervisor will then notify the Chief, Police and Security
Services. The Chief, Police and Security Services will notify the Director of the facility and
notify the Office of Security and Law Enforcement and other appropriate Law Enforcement
agencies. The Chief, Police and Security Services will initiate an investigation into the
mitigating circumstances surrounding this event. Copies of this investigative file will be
faxed to the Office of Security and Law Enforcement and a courtesy copy faxed to the Law
Enforcement Training Center as soon as feasible.

The responding Officer to an Officer Involved Shooting will:

a. Stabilize and secure the scene.

b. Check on the well being of the officer and people located at the scene.
c. Call for medical assistance as nceded.

d. Notify the on duty Supervisors and request adequate assistance.
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The responding Supervisor will:

a. Insure that the Chief, Police and Security Services is notified.

b. Insure that the Director of the facility is notified.

c. Insure that the appropriate outside Law Enforcement agencies are notified.
d. Insure that the Crime Scene is secured and protected.

e. Secure the Officer’s firearm by taking custody as expeditiously as possible.

1.
" 2.. The firearm will be handled as evidence.
3. The officer will be issued another firearm as soon as practical.

The involved Officer will be removed from the scene as soon as practical:

a. The offi L d in the FRONT seat of a Pali it
b. The officer should not be left alone, another officer or a person of the officer’s
choosing should stay with them until the officer is home with a family member or friend.

The Chief, Police and Security Services will insure that the investigation of the event will be
completed in.a timely fashion and keep the Director of the Facility and the Office of Security
and Law Enforcement abreast of the on going investigation.

The officer that is involved in the shooting incident must realize that they are subject to the
same investigative procedures as would apply to any other cfiminal investigation, including
the application of the Miranda Wamings.

The responding officers and supervisors arriving at a shooting scene should determine from
the involved officer that a shooting incident took place, if the officer is injured, and if there
are any other persons involved in the incident. Descriptions or the identity of other persons
involved should be obtained. The on site supervisor will ensure that the involved officer is
not questioned about the incident until a supervisor of the investigations division arrives and
assumes control of the investigation.

Investigators will conduct the investigation in a fair and impartial manner, as in any other
criminal investigation. The involved officer will be informed of the Miranda Warnings and
asked to assist investigators in reconstructing the incident.
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DEPARTMENT OF VETERAN’S AFFAIRS POLICE DEPARTMENT
FIREARMS ARMORER’S REPORT
REPORT #
DATE:
WEAPON:
SERIALNUMBER: ____
V.A.P.D. NUMBER:
DETAIL CLEANING ( ANNUAL)

MALFUNCTION TYPE

INSPECTION
DAMAGE

DESCRIBE TYPE OF MALFUNCTION / DAMAGE

z

DESCRIBE REPAIR ACTION TAKEN OR CLEANING RESULTS

INSPECTION RESULTS:

WEAPON CLEAN (OPERATOR MAINTENANCE SATISFACTORY)
WEAPON DIRTY (OPERATOR MAINTENANCE UNACCEPTABLE)
MECHANICAL DEFECTS OR ABNORMAL WEAR NOTED

NO MECHANICAL DEFECTS OR ABNORMAL WEAR NOTED

1]

DATE RETURNED TO OFFICER:

FIREARMS INSTRUCTOR /7 ARMORER:

Revised 772990



306

ATTACHMENT TO QUESTION #8
Campbell Letter

U.S. Department of Justice

Federal Bureau of Investigation

FBI Acadeny
Quantico, Virginia 22135

April 29, 1996

Mr. Ronald R. Angel, Director

VA Law Enforcement Training Center (O7A/NLR)
2200 Fort Roots Drive

North Little Rock, Arkansas 72114

RE: Department of Veterans Affairs’ (VA) letter,
dated February 28, 1996, to
Section Chief John H. Campbell
FBI Academy, Quantico, Virginia,
and subsequent meeting with Director Ron Angel,
VA Law Enforcement Training Center

Dear Director Angel:

As reflected in discussions regarding the request to
review the VA Police Officer Basis Training Course, the FBI
Academy is not specifically or directly involved in basic law
enforcement training. However, a review was conducted of the
recommended training program to determine relevancy as a course
for preparation of basic VA police. This course of training was
compared to similar curriculum design not only for the Basic
Officers Training provided at the Federal Law Enforcement
Training Center in Glynco, Georgia, but that provided by several
state academies. The proposed 160-hour course appears to be
consistent with the standards established by the aforementioned
training courses. The curriculum design is appropriate and the
reference materials, both books and documents, are consistent
with those reference materials utilized in Basic Officers
Training.

It is further noted.that the Criminal Justice
Department at the University of Arkansas at Little Rock has also
reviewed and recognized this basic training course and provided
college accreditation for its successful completion.

This review was conducted within the parameters and
scope requested by you, and, in conclusion, the Basic Training
Course for VA police officers appears to be relevant and
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Mr. Ronald R. Angel

consistent with basic law enforcement training; however, the FBI
Academy at Quantico, Virginia, does not certify nor accredit the
basic law enforcement training course. The FBI is pleased to
assist the VA in this matter. If further assistance is deemed
necessary, please contact me at 703-640-1103.

Sincerely,
4 é £

John H. Campbel
Section Chief



ATTACHMENT TO QUESTION #8
Jackson Letter

U.S. Department of Justice

Federal Bureau of lnvestigation

FBI Academy
In Reply, Please Refer 1o Quantico, Virginia 2213s
FikNo. 0271-26 Sub A

June 11, 1996

Mr. Scott Charny

Acting Chief, General Litigation

and Legal Advice Section

Criminal Division

U.S. Department of Justice

10th and Constitution Avenue, Northwest
Washington, D.C. 20530

Dear Mr. Charny:

The purpose of this letter is to bring closure to an
issue that has delayed the implementation of a Department of
Veterans Affairs (DVA) firearms training program which requires
approval by the Department of Justice (DOJ).

The FBI Academy was asked to review a curriculum
proposed by the DVA which would allow that agency to have an
autonomous firearms training program. This proposal had the full
support of the Secretary of the DVA but required the imprimatur
of the DOJ.

1 - Mr. Jeff Fogle
Department of Justice
10th and Constitution Avenue, Northwest
Washington, D.C. 20530

1 - Mr. Harold Gracey
Chief of Staff (OOA)
Department of Veterans Affairs
810 Vermont Avenue, Northwest
Washington, D.C. 20420

1 - Mr. William Harper
Director, Police and Security Services
Department of Veterans Affairs
810 Vermont Avenue, Northwest
Washington, D.C. 20420
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Letter to Mr. Scott Charny

I was initially contacted by Mr. Jeff ‘Fogel of your
staff who asked for my opinion of the adequacy of the DVA
proposal. I expressed to Mr. Fogel that, based upon information’
that was available at the time, the. FBI could not and would not
comment upon or endorse the DVA proposal. Since that time,
however, the DVA has provided both me and FBI Academy Academic
Section Chief John Campbell, Phd., with voluminous information
about their proposed training program, including specific course
content, lesson plans, courses of fire, and qualification
requirements. It-was.both-my opinion and that of Dr. Campbell
that the proposal was (1) adequate for its intended purpose and
(2) consistent with similar programs in the federal law
enforcement community. This opinion wa& formally expressed to
Mr. Ron Angel, Director of DVA Training Operations, and Mr..
William Harper, Director of DVA Police and Security Services who
subsequently provided the information to Mr. Fogel.

o Mr. Fogel reportedly requested additional information
regarding the comparability of the DVA firearms (as opposed to
‘purely academic) program to similar programs taught at the
Federal Law Enforcement Training Center (FLETC), Glynco, Georgia,
before approvmg the DVA training proposal.

I recently visited FLETC and personally discussed the
DVA proposal with FLETC's Chief Firearms Instructor, an
individual tasked with oversight of the firearms training
programs of FLETC's 76 tenant agencies. Based upon this
conversation, I can unequivocally state that the course content
and qualification requirements of the DVA proposal exceed or are
equivalent to the geheric training:offered by the FLETC staff and
the firearms related training programs of most federal agencies,
with the exception of the Federal Bureau of Investigation and the
Drug Enforcement Administration.

I hope this will satisfy the DOJ's requirements for
approval of the DVA proposal. If I can be of further assistance,
please contact me € (703) 640-1185 or by fax @ (703) 640-1498.

Sincerely Yours,

Wade Jackson, Jr.
Unit ef
Firearms Training Unit
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ATTACHMENT TO QUESTION #10B

Departmeat of Veterans Affairs VHA HANDBOOK 1108.2
Veterans Health Administration (Date)
Washington, DC 20420 Transmittal Sheet

INSPECTION OF CONTROLLED SUBSTANCES

1. REASON FOR ISSUE: This Veterans Health Administration (VHA) Handbook provides
procedures for implementing a Controlled Substance Inspection Program.

2. SUMMARY OF MAJOR CHANGES: This VHA Handbook incorporates requirements
regarding the implementation of a Controlled Substance Inspection Program, and the
3. RELATED DIRECTIVE: None.

4. RESPONSIBLE OFFICE: The Chief Consultant, Pharmacy Benefits Management Strategic
Health Group (119) is responsible for the contents of this Handbook.

5. RESCISSIONS: This VHA Handbook rescinds VHA Manual M-2, Part I, Chapter 2.

6. RECERTIFICATION: The document is scheduled for recertification on/or before the last
working day of (month) 2002.

Kenneth W. Kizer, MD., M.P.H.
Under Secretary for Health

Distribution: RPC: 1490 is assigned.

Printing Date: /97

T-1
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INSPECTION OF CONTROLLED SUBSTANCES
1. PURPOSE

It is Department of Veterans Affairs (VA) policy that a Controlled Substance Inspection
Program be implemented at all VA medical facilities and clinics. This Handbook provides the
direction to implement this policy.

2. DEFINITION AND AUTHORITY

Controlled substances subject to inspection consist of drugs and other substances
by whatever official name, common, or usual name, chemical name, or brand name designated,
that are listed in Title 21 Code of Federal Regulations (CFR) Schedule II 1308.12, Schedules I1I
1308.13, Schedule 1V 1308.14, and Schedule V 1308.15

3. SCOPE

Areas to be inspected are pharmacy, wards, clinics, laboratories, and all other areas having
Schedule II to V controlled substances.

4. RESPONSIBILITIES OF MEDICAL FACILITY DIRECTOR

Directors of VA medical facilities, domiciliaries, outpatient clinics, and regional offices with
outpatient clinics are responsible for establishing an adequate and comprehensive system for
controlled substances to ensure safety and control of stocks.

a. The Directors of VA medical facilities, domiciliaries, outpatient clinics, and regional
offices with outpatient clinics are to establish a local written medical facility policy on the use
and inspection of controlled substances. There will be a monthly unannounced controlled
substance inspection. The inspections will randomly survey all wards and storage areas to ensure
the element of surprise. The Inspectors will physically count and certify the accuracy of
controlled substances at each site inspected. No inspector will inspect the same area 2 months
consecutively

b. The Director at each facility is responsible for reacquainting the staff with all current VA
directives, including those relating to physical security. The facility Director, or designee, must
maintain written records of all inspections. The Director, or designee, is to trend inspection
results to identify potential problem areas for improvement.

¢. The facility Director must ensure that a program for orientation and training of inspecting
officials is established and followed. Each medical facility must maintain documentation on all
orientation and training provided.

d. The facility Director appoints, in writing, one or more disinterested person(s) (who will not
be pharmacists, nurses, physicians, or supply officials), as controlled substance inspectors.
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e. The medical facility Director appoints an adequate number of inspectors to mect the needs
of the facility. There is to be a rotation of inspectors to ensure that no single inspector will
conduct more than six monthly inspections in a 12 month period. A portion of the inspectors
rotates out of the inspection team each year.

5. RESPONSIBILITIES OF CHIEF, PHARMACY SERVICE

a The Chief, Pharmacy Service, or designee, will submit monthly to the appointed
responsible inspecting official(s), a complete list by wards and clinics of the serial and sheet
number of VA Form 10-2638, Controlled Substance Administration Record. This list will
provide all serial numbers that are available on the Nursing Units and storage areas to be
inspected. The inspecting official uses this list in the monthly check of wards’ and clinics’
controlled substance stocks and records to confirm that all records and stocks are available for
inspection. The inspecting official will have access to the inactive VA Form 10-2638, or
electronic equivalent returned to the pharmacy since the last inspection. Facilities utilizing
automatic replenishment will provide records for controlled substances as requested. The records
used in monthly inspection may be part of the Decentralized Hospital Computer Program
(DHCP) system or automated controlled access dispensing equipment.

b. The Chief, Pharmacy Service, and Chief, Acquisition and Materiel Management (A&MM)
Service, will keep current copies of 21 CFR, Part 1300 to end in their office and in the master
controlled substance storage location.

6. RESPONSIBILITIES OF THE INSPECTING OFFICIAL

The inspecting official certifies by memorandum to the facility Director, the accuracy of the
records and inventory of the controlled substances that have been inspected. Wards and clinics
will be specified. The lists used by the inspecting officials in conducting the inspection are to be
returned promptly to the pharmacy.

7. PHYSICAL INVENTORY OF PHARMACY

The Chief, Pharmacy Service, or designee, is present during the monthly inventory and
inspection. The physical inventory and inspection includes all stock of Schedule Il to V
controlled substances, outdated stock, and records (VA Forms 10-2320, Schedule II, Schedule Il
Narcotics and Alcohol Register, 10-2638, 10-2477 F, Security Prescription-Form, and electronic
equivalents).

a. The inspecting official(s) certifies the accuracy of the records by dating and signing VA
Form 10-2320, or electronic equivalent for each drug or preparation at the time of inspection
after completing the following actions:

(1) The inspector physically counts and reconciles each controlled substance for accuracy and
completeness. The inspector weighs all unsealed powders and measure all liquids with a
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volumetric cylinder. NOTE: The inspecting official should not open any sealed packages of
controlled substance for actual count unless there appears to be evidence of tampering.

(2) The inspecting official reviews receiving reports by comparing entries on the voucher
copies furnished to them by A&MM Service, or Prime Vender Receiving reports, against all
entries of quantities received on VA Form 10-2320 in the pharmacy. The calculations (quantity
received plus previous balance minus quantity dispensed equals present balance) will be checked
for accuracy for each drug or preparation during each inspection.

NOTE: To verify the accuracy of vault inventory records: the inspectors should randomly verify
the information from the following documents which support the dispensing activities in the
master inventory: Prescriptions, Active VA Form 10-2638 (or electronic equivalent), Inactive
Form 10-2638.

b. All excess, outdated, unusable, returned controlled substances must be inspected monthly
and destroyed at least quarterly. The inspecting official ensures any drug stock removed from
inventory for destruction since the last inspection, is properly logged into the record of drugs
awaiting destruction.

8. PHYSICAL INVENTORY OF THE NURSING UNITS AND STORAGE AREAS.

a. The head nurse, nurse manager, or, in their absence, the nurse in charge of the clinic or
ward inspected is to be present during the inventory and inspection of controlled substances.

b. An actual physical count of controlled substances on hand will be taken and reconciled for
accuracy and completeness. The calculations (quantity received plus previous balance minus
quantity dispensed equals present balance) will be accomplished and proved for each drug or
preparation during cach inspection.

c. To verify entries the inspectors will compare a sample of ward dispensing entries to patient
records to verify that amounts removed from clinic or ward inventories were supported by
doctors’ medication orders and drug administration records in the patients’ charts. The
inspectors will compare a sample of any transfers from one Controlled substance area to another.

d. The Inspector will sign and date VA Form 10-2638 (or electronic equivalent) or enter
signature in DHCP verifying accuracy of records on the nursing unit or other storage area.

9. PHYSICAL INVENTORY OF AUTOMATED DISPENSING EQUIPMENT ON
NURSING UNITS AND OTHER STORAGE AREAS.

Where medical facilities use automated dispensing equipment for controlled substances
(i.e., Access, SureMed, Pyxis, Meditrol and others), these should be linked to DHCP for
Admission, Discharge, and Transfer (ADT) information.

a. The medical center must have specific written instructions for the inspectors on how to
inspect each automated dispensing device.



315

VHA HANDBOOK 11082 (Date)

b. Each mspector is assigned a temporary access cude for the automated dispensing equipment
for the period covering the inspection only.

c. An actual physical count of controlled substances on hand will be taken and reconciled for
accuracy and completeness. The calculations (quantity received plus previous balance minus
quantity dispensed equals present balance) are to be accomplished for each drug or preparation
during each inspection. Audit reports are to be run from both DHCP and the automated
dispensing equipment and reconciled against the physical inventory.

NOTE: To verify entries the mspectors hould compare a sample of ward dispensing entries
logged in the automated di g equip to patient records to verify that amounts removed
Jfrom automated dlspensmg equipment on the clinic or wards were supported by doctors’

medication orders and drug administration records in the patients’ charts.

d. The Inspector will sign and date VA Form 10-2638 or electronic equivalent in the
automated dispensing equipment or enter signature in DHCP verifying accuracy of records in the
automated dispensing equipment according to local written policy.

10. PROCEDURE IN CASE OF DISCREPANCY OR LOSS OF CONTROLLED
SUBSTANCES

a. In cases of inaccuracy in balance of records, the inspecting official(s) will report the
discrepancy to the accountable official (e.g., Chief, Pharmacy Service, Head Nurse) who will
determine the cause to the satisfaction of the inspecting official(s); and make a report of findings
to the facility Director, who will take appropriate action.

b. In the case of accidental loss, suspected theft, diversion, or suspicious loss, the procedures
outline in VHA Handbook 1108.1, paragraph 8, will be followed.
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ATTACHMENT TO QUESTION #14

Department of Memorandum

June 24, 1997
Director (663/00), VA Puget Sound Health Care System
- Ken Faulstich, Chicf Network Office (10NB), Office of Bagineering M and Field Support
-1 Ths‘ ing is provided in 40 the C request for further information on the
= decish di : the Amer mvmmbmndqhu:(mlhmmm
.ﬁ_h-h:knlmhnym

2. The it cost of operiting the Fire Department at VA Puget Sound Heaith Care System's American
Lake Division is conservatively cstismated at $469,881. m_dmnfmemwﬂl-‘mm“
$165,900. There will also be some recusring needs for fire sup: ion system and testing
estimated at no more then $20,000 per year.

3. The annual value of all other services performed by the fire fighters encompasses several clements.
Maay of the additional services they provided were becsuse they were on duty 24 hours s day asd
conveniest (e.g. receiving afier-hours oxygen delivery, facilitsting snow and ice removal, responding to
disraptive behavior calls —"Code Greens™—, exc.) These dutics have now been reassigned 1o other staff,
with no degradation in response or increase in cost. The additional costs for fire suppression system
maintenance and tasting are inchiuded in the anmal costs sbove. Two positions that did not exist before
mt—mn-;h:_hwmunﬁy-dmhm-dm
fanding will need to be-allocated %o cover some ma: and repair functions and laundry delivery that
will oo jonger be covered by the firefighters. The cost for these positions and the additional coverage is
estimated ot $85,798 per year. The additional police positions recently authorized are uarelated to the
termination of local fire sesvices. A review of our police staffing determined that & minimum of three
officers at Seattic and two at American Lake should be on:duty at all times to assure the safety of
employees and the security of These ions cannot be i by the £ “since

4. The decision to the American Lake Divisios Fire Depatment will have no impact on the
quality of care provided to veterans nor will it increass the risk of imjury or property loss. The contract
with Fort Lewis requires them to respond to any fire emergency at this facility in 8 minutes or less (the VA
standard). Trial runs indicate that responss time would be well uader that figure. The North Fort Lewis
station (one of four on Post) is on property adjacent fo the Amarican Lake Division and is adequately
manned and equipped. Crews responding to VA calls will travel a dedicated paved road of about 3 mile to

the VA. Asis in most frefighti ities, there are mutual aid agreements in effect
between Fort Lewis and Pierce County. mmmmh&wmnmrmwum
VA, should the need arise, and is able U this within required time frames.

5. A-decision sach as this is never made without a thorough analysis of all issues, cost being only one of
them. Certainly it is not meant to demncan the efforts of the fine men who have staffed our department. We
belicve that the cost savings generated by this move can be effectively used to enhance care to our patients,
but it is mot & docision thet would have been made at the risk of patients or staff. Should you require any
additional information, please contact Sandy Nielsen, Associate Director, 206 764-1340.

p Vit
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Congressman Snyder to Charles F. Rinkevich, Director, Federal
Law Enforcement Training Center, Department of Treasury

QUESTIONS SUBMITTED BY THE HONORABLE VIC SNYDER

1. Your statement refers to great projected savings from all training being done at FLETC
because of an estimated per diem rate of $152 per day. Isn’t that an inaccurate method of
analysis since the VA security police trainees get no per diem, and the VA houses them
on the VA hospital grounds in North Little Rock at VA expense?

Answer:

The FLETC currently conducts training for 70 Federal law enforcement agencies,
including the VA’s Office of the Inspector General. The statement on projected savings
is based on the workload projections provided by the 70 participating agencies and is a
comparison of the General Service Administration’s per diem rate in major cities as

. opposed to the meals and lodging cost at FLETC. In this context, it is a very accurate
calculation of the savings. For the VA, a more accurate comparison would be the cost of
meals and lodging at North Little Rock vice those at FLETC. The per day costs at
FLETC are: $10.73 for meals; $9.53 for lodging; and $5.00 for miscellaneous per diem
(this item is discretionary and may or may not be paid pending the decision of the bureau
head). Since FLETC does not know the costs incurred by the VA to house and feed
trainees in North Little Rock, a comparison cannot be provided. The VA can probably
provide the costs at North Little Rock.

2. ‘When an agency contracts with you to provide training to their trainees, please describe
the length of basic training, and the cost to the agency. Please include any travel
expenses so I will know the total cost to the agency both per week and for the total
duration of the training.

Answer:

Federal agencies do not “contract” with FLETC for training, Essentially, the FLETC isa
voluntary association with each agcncy s partici & d by aM dum of
Undexstandmg When an agency a partici ber; i.e., signs a

dum of Und g, the FLETC and the Treasury Department provide the
fax:llmes (dormitory, cafetena, classroums, and specna.hzcd facilities for physical, driver,

and ing) and equip ired to conduct the training. The
FLETC/Treasury/Ofﬁce of Management and Budgct fundmg pohcy is that the FLETC
also funds the direct cost of basic training. The p ible for
their respective student costs of travel and en route per dlem, and relmburse the FLETC
for meals and lodging. The direct costs of basic training include items such as: utilities
for the classrooms, printed text material, role players, support contract services,

ition, and materials/supplies used in the conduct of training. The FLETC offers

several basic training programs, each with different lengths. The VA would attend the 8-
week Mixed Police Basic Training Program and the students are in residence for 61 days.
The current costs are:

Meals $654.53
Lodging 581.33
Tuition 1,016.29
Miscellaneous _614.88
Total $2,867.03
Per the fundi the i i imt the FLETC for the first

two items (meals and lodging amountmg to $1,235.86) and the FLETC funds the last two
(tuition and miscellaneous amounting to $1,631.17). The weekly cost to the agencies

ding this program would be approxi ly $166 and the total cost is $1,236
(rounded).

The agencies are also responsible for student travel. Since the FLETC is not involved in
the travel, an estimate of those costs cannot be provided.

©)
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