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PRIVATE BANKING AND MONEY LAUN-
DERING: A CASE STUDY OF OPPORTUNITIES
AND VULNERABILITIES

TUESDAY, NOVEMBER 9, 1999

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,
OF THE COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:03 a.m., in
room SD-628, Dirksen Senate Office Building, Hon. Susan M. Col-
lins, Chairman of the Subcommittee, presiding.

Present: Senators Collins, Cochran, Specter, and Levin.

Staff present: K. Lee Blalack, II, Chief Counsel and Staff Direc-
tor; Mary D. Robertson, Chief Clerk; Kirk E. Walder, Investigator;
Brian C. Jones, Investigator; Linda Gustitus, Minority Staff Direc-
tor and Chief Counsel; Elise J. Bean, Minority Deputy Chief Coun-
sel; Robert L. Roach, Counsel to the Minority; Claire Barnard,
Detailee/HHS; Leo Wisniewski, Detailee/Secret Service; Carl Gold,
Congressional Fellow; Robert Slama, Detailee/Secret Service; Re-
gina Keskes, Intern; Ryan Blalack, Intern; Justin Tatham, Intern;
Morgan Frankel, Senate Legal Counsel; Brian Benczkowski (Sen-
ator Domenici); Michael Loesch (Senator Cochran); Frank Brown
(Senator Specter); Anne Bradford (Senator Thompson); Julie Vin-
cent (Senator Voinovich); Nanci Langley (Senator Akaka);
Marianne Upton (Senator Durbin) Jonathan Gill, GAO Detailee
(Senator Lieberman); and Shelly O’Neill (Senator Akaka).

OPENING STATEMENT OF SENATOR COLLINS

genator CoOLLINS. Good morning. This Subcommittee will come to
order.

During the next 2 days, the Permanent Subcommittee on Inves-
tigations will examine the confidential, complex world of private
banking and whether private banks are—by their very nature—
particularly susceptible to money laundering. At the outset, I
should note that this is not the first time that this Subcommittee
has investigated money laundering. Our colleague, Senator Roth, in
the mid-1980’s, chaired a series of Subcommittee hearings which
exposed how criminals used offshore banks to launder their dirty
money. The Subcommittee’s findings prompted passage of the
Money Laundering Control Act of 1986, which defined money laun-
dering as a freestanding criminal offense for the first time.

More recently, Congressman Leach in the House of Representa-
tives has held a series of hearings on money laundering.
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These hearings, which were initiated by the Ranking Minority
Member, Senator Levin, are very timely. Our banking system’s vul-
nerability to money laundering is once again a focal point of debate
in the wake of recent disclosures that billions of dollars were si-
phoned out of Russia into accounts at the Bank of New York and,
within a few days or even a few hours, rerouted to multiple ac-
counts all over the world.

What happened at the Bank of New York, as well as the cases
that we will highlight today, should be a cautionary tale for the
rest of the banking industry, law enforcement, and Congress. We
cannot allow the integrity of our banking system to be sullied by
the dirty money that fuels the engine of criminal enterprises both
here at home and abroad. Our banks must be vigilant in their ef-
forts to detect and report criminal activity and avoid acting as con-
duits for money laundering. Stop money laundering, and you dry
up much of the seed capital criminal organizations need for their
operations.

Today’s hearing will focus on one aspect of our banking system—
private banking—that may be particularly attractive to criminals
who want to launder money. Private banking is probably unfa-
miliar to most Americans since, by and large, private banks cater
to extremely wealthy clients. Indeed, most of the private banks ex-
amined by the Subcommittee require their clients to deposit assets
in excess of $1 million. The banks charge their customers a fee for
managing those assets and for providing the specialized services of
the private banks.

Some of those services include traditional banking services such
as checking and savings accounts. But private banks go far beyond
providing routine banking services. They market themselves to cli-
ents by offering services to meet the special needs of the very
wealthy, including providing investment guidance, estate planning,
tax assistance, offshore accounts, and, in some cases, complicated
schemes designed to ensure the confidentiality of financial trans-
actions.

The private banker coordinates the management of the client’s
wealth and acts as the client’s personal advocate to the rest of the
bank. If a client needs to set up an offshore trust, for example, the
private banker takes care of it. He serves as a liaison between the
client and the bank’s trust managers, investment specialists, and
accountants. In short, private bankers are expected to provide per-
sonalized can-do service for their wealthy clientele.

Historically, private banking was a specialty business dominated
by Swiss banks. In the last 30 years, however, large banks in the
United States have aggressively pursued private banking business
and sought to increase their market share. Private banking is prof-
itable, competitive, and a growing business in the United States,
and private banking services are now an established line of busi-
ness in many American banks.

Private banks offer their wealthy clients not only first-class serv-
ice but confidentiality as well. While the average passbook savings
depositor at a community bank in Maine has very little, if any,
need for Swiss bank accounts, some wealthy and prominent people
seek the anonymity of the financial services offered by private



3

banks. And, it is fair to say that private banks sell secrecy to their
customers.

The Subcommittee’s investigation found that private banks rou-
tinely use code names for accounts, concentration accounts that dis-
guise the movement of client funds, and offshore private invest-
ment corporations located in countries with strict secrecy laws—so
strict, in fact, that there are criminal penalties in those jurisdic-
tions for disclosing information about the client’s account to bank-
ing regulators in the United States.

These private banking services—which are designed to ensure
confidentiality for the client’s account—present difficult oversight
problems for banking regulators and even law enforcement. For in-
stance, in one of the cases examined by the Subcommittee, the pri-
vate bank opened special accounts for the client using the fictitious
name “Bonaparte.”

The difficulties associated with identifying clients to account ac-
tivity worsen when private banks use concentration accounts to
transfer their clients’ funds. In one case examined by the Sub-
committee, the private banker’s use of a concentration account,
which commingles bank funds with client funds, cut off any paper
trail for millions of dollars of wire transfers. The concentration ac-
count became the source of funds wired from Mexico, and invest-
ment accounts in Switzerland and London became the destination.

I want to emphasize that private banking is a legitimate
business. There can be bona fide reasons why private banks offer
products designed to ensure anonymity and confidentiality. The
problem, however, is that what makes private banking appealing
to 1leg._l',itinrlate customers also makes it particularly inviting to crimi-
nals.

The Subcommittee found that criminals can easily employ pri-
vate banking services to move huge sums of money. In one of the
cases examined by the Subcommittee involving Raul Salinas—the
brother of the former President of Mexico—the General Accounting
Office determined that private banking personnel at Citibank
helped Mr. Salinas transfer between $90 and $100 million out of
Mexico in a manner that “effectively disguised the funds’ source
and destination, thus breaking the funds’ paper trail.”

Mr. Salinas received first class service from Citibank’s private
bank. My concern is that this gold-plated service included dis-
guising the source, flow, and destination of funds that may have
been the proceeds of the illegal activity.

Now, I want to emphasize that the Subcommittee has uncovered
no evidence that Citibank or any other private bank knowingly
helped Mr. Salinas or other criminals launder dirty money. We
have, however, found that some private banks neglected their own
internal procedures designed to detect and report suspicious activ-
ity as they are required to do by law.

For example, too often Citibank’s private bank essentially paid
lip service to its own procedures. Moreover, and even more trou-
bling, it continued to do so even in the face of highly critical inter-
nal audits and warnings from banking regulators that there was a
risk of exposure to money laundering.

One of the purposes of these hearings is to determine why those
internal policies were neglected and why it took Citibank so long
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to correct the problem. A second goal of these hearings is to exam-
ine whether our banking regulators have done and are doing
enough to ensure that banks—especially private banks—take seri-
ously their obligation to implement internal procedures designed to
report potential money laundering. Finally, these hearings will ex-
amine whether Congress needs to do more to combat this problem.

At this time, I would like to call upon the distinguished Ranking
Minority Member, Senator Levin, for his opening statement. Before
doing so, however, I want to once again commend Senator Levin
and his staff for the fine in-depth work that they have done on this
investigation and for initiating these hearings.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you, Madam Chairman.

Thirteen years ago, with the passage of the first money laun-
dering statute in 1986, Congress made clear its desire not to allow
U.S. banks to function as conduits for dirty money. Since that time,
the world has experienced an enormous growth in the accumula-
tion of wealth by individuals around the globe, and wealthy indi-
viduals have turned in growing numbers to a category of banking
called “private banking” as the mechanism for managing their
money.

Estimates are that $500 billion to $1 trillion of international
criminal proceeds are moved internationally and deposited into
bank accounts annually. It is estimated that half of that money
comes to the United States.

Today we are looking at how private banking can provide man-
agement not only for legal money, but also for the wealth of inter-
national criminals and corrupt government officials.

Private banking is a very competitive and very profitable busi-
ness, often bringing in a 20 to 25 percent return to a bank. Private
bankers are marketers and promoters who are expected to attract
wealthy clients to the bank. Once a person becomes a client of a
private bank, the bank’s primary goal generally has been to service
that client, and servicing a private bank client almost always
means using services that are also the tools of money laundering:
secret trusts, offshore accounts, secret name accounts, and shell
companies called private investment corporations.

These private investment corporations, or PICs, are designed for
the purpose of holding and hiding a person’s assets. The assets
could be real property, money, stock, art, or other valuables. The
nominal officers, trustees, and shareholders of these shell corpora-
tions are often themselves shell corporations controlled by the pri-
vate bank.

The PIC then becomes the holder of the various bank and invest-
ment accounts, and the ownership of the private bank’s client is
buried in the records of so-called secrecy jurisdictions, such as the
Cayman Islands.

Private banks keep prepackaged PICs on the shelf, awaiting acti-
vation when a private bank client wants one. Shell companies in
secrecy jurisdictions managed by shell corporations which serve as
directors, officers, and shareholders—shells within shells within
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shells, like Russian Matryoshka dolls, which in the end can become
impenetrable to legal process.

Private bankers specialize in secrecy. Even if a client doesn’t ask
for secrecy, a private banker often encourages it. In the brochure
for Citibank’s Private Bank on their international trust services, in
the table of contents, it lists the attractiveness of secrecy jurisdic-
tions this way: “The Bahamas, the Cayman Islands, Jersey, and
Switzerland, the best of all worlds.”

This brochure also advertises the advantages of using a PIC. One
advantage it lists is this one: “PIC assets are registered in the
name of the PIC, and your ownership of the PIC need not appear
in any public registry.”

Secrecy is such a priority that private bankers have at times
been told by their superiors not to keep any record in the United
States disclosing who owns the offshore PIC established by the pri-
vate bank.

One former private banker told us that he and his fellow bankers
had to hide cheat sheets in their desks because they weren’t al-
lowed to keep names of the offshore accounts that they were man-
aging. Since they couldn’t remember the names and the numbers
of all those accounts when they needed them, they would keep a
secret list in their desks or with a secretary to help them remem-
ber. When the list was discovered, the banker was reprimanded.

American banks aren’t allowed to maintain secret accounts in the
United States that are not subject to legal process, so U.S. private
bankers often establish secret accounts and secret corporations in
countries that do allow them. Then they manage the money in
those accounts and the assets in those corporations from their of-
fices in the United States. In short, American banks help wealthy
customers do abroad what the customer and the bank can’t do in
the United States under U.S. law.

Today we are looking at the Private Bank of Citibank. Citibank
is the largest bank in the United States. It has one of the largest
private bank operations. It has the most extensive global presence
of all U.S. banks, and it has had a rogue gallery of private bank
clients. .

Citibank, for instance, has been private banker to Raul Salinas,
brother of the former President of Mexico, now in prison in Mexico
for murder and under investigation in Mexico for illicit enrichment;
Asif Ali Zardari, husband of the former Prime Minister of Pakistan,
now in prison in Pakistan for kickbacks and under indictment in
Switzerland for money laundering; Omar Bongo, President of
Gabon, and subject of a French criminal investigation into bribery;
sons of General Sani Abacha, former military leader of Nigeria, one
of whom is now in prison in Nigeria on charges of murder and
under investigation in Switzerland and Nigeria for money laun-
dering; and Jaime Lusinchi, the former President of Venezuela, in-
dicted for money laundering in Venezuela.

Other private banks have similar accounts. The Bankers Trust
counsel, when describing one of its clients, told our staff words to
the effect that “these are bad people.” Well if the bank thinks they
are bad people, why are they accepting them as customers of the
private bank?
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In the Bankers Trust case, it appears that the bank did know its
client. But what it knew was that the client was bad, and it contin-
ued to do business with him.

Today we are going to look at some of the cases in greater detail
to learn how these individuals became clients of Citibank, what ef-
forts Citibank made to implement its due diligence policies and as-
certain the source of the client’s wealth, and what Citibank did to
help disguise the client’s accounts.

America cannot have it both ways. We cannot condemn corrup-
tion abroad, be it officials taking bribes or looting their treasuries,
and then tolerate American banks making profits off that corrup-
tion.

Private banking has a legitimate function, but it has too often
been used to manage dirty money. We must end the use of private
banking by the criminals and by the corrupt.

I want to thank our Chairman for her support of these hearings
and this investigation, and her staff for their hard work in helping
to bring these about. And I particularly want to thank my Minority
staff for their work, which can only be described as Herculean.

Thank you, Madam Chairman.

[The prepared opening statement of Senator Levin follows:]

PREPARED OPENING STATEMENT OF SENATOR LEVIN

Thirteen years ago, with the passage of the first money laundering statute, Con-
gress made clear its desire not to allow U.S. banks to function as conduits for dirty
money. This Subcommittee, through a series of hearings and reports in the 1980’s
on money laundering and off-shore secrecy jurisdictions, contributed significantly to
the enactment of that law. Money laundering is now a Federal crime and our banks
and financial institutions are required by law to establish and implement anti-
money laundering programs.

Since that time the world has experienced an enormous growth in the accumula-
tion of wealth by individuals around the globe, and wealthy individuals have turned
in growing numbers to a category of banking called “private banking” as the mecha-
nism for managing their money.

Raymond Baker, a Guest Scholar in Economic Studies at Brookings and a witness
at tomorrow’s hearing, estimates that $500 billion to $1 trillion of international
criminal proceeds and hundreds of millions of dollars from tax evasion are moved
internationally and deposited into bank accounts annually. He estimates that half
of this money comes to the United States. Today we are looking at how private
banking can provide management not only for legal money but also for the wealth
of international criminals and corrupt government officials.

We need to first understand what private banking is. Most private banks are a
bank within a larger bank, distinguished by the size of the accounts they hold and
the presence of a one-on-one private banker or relationship manager assigned to
manage the assets of each client. To open an account in a private bank, prospective
clients—and we estimate that there are over 200,000 private bank clients at U.S.
banks today—must deposit a substantial sum, usually $1 million or more. In return
for this deposit, the private bank assigns a private banker to act as a liaison be-
tween the client and the bank and to facilitate the client’s use of a wide range of
services offered by the bank. The client pays either a flat fee, a fee based on a per-
centage of the assets under management or both.

Private banking is a very competitive and very profitable business, often bringing
in a 20 to 25 percent return to a bank. Private bankers are marketers and pro-
moters who are expected to attract wealthy clients to the bank. Once a person be-
comes a client of a private bank, the bank’s primary goal is to service that client,
and servicing a client almost always means using services that are also the tools
of money laundering—secret trusts, offshore accounts, secret name accounts, and
shell companies called private investment corporations.

These private investment corporations or PICs are designed for the purpose of
holding—and hiding—one person’s assets. The assets can be real property, money,
stock, art or other valuables. The nominal officers, trustees, and shareholders of
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these shell corporations are, in turn, often shell corporations controlled by the pri-
vate bank. The PIC then becomes the holder of the various bank and investment
accounts, and the ownership of the private bank’s client is buried in the records of
so-called secrecy jurisdictions, such as the Cayman Islands. Private banks keep pre-
packaged PICs “on-the-shelf,” awaiting activation when a private bank client wants
one. They have shell companies in secrecy jurisdictions managed by shell corpora-
tions which serve as directors, officers and shareholders. There are shells within
shells within shells—like Russian Matyoshka Dolls—which in the end can become
impenetrable to legal process.

Private bankers specialize in secrecy. Even if a client doesn’t ask for secrecy, the
private banker encourages it. Look at this brochure for Citibank’s private bank on
their international trust services. In the table of contents it lists the attractiveness
of secrecy jurisdictions this way: “The Bahamas, the Cayman Islands, Jersey and
Switzerland: The best of all worlds.” This brochure also advertises the advantages
of using a PIC. One advantage it lists is this one:

“PIC assets are registered in the name of the PIC and your ownership
of the PIC need not appear in any public registry.”

Secrecy is such a priority that private bankers are often told by their superiors
not to keep any record in the United States disclosing who owns the offshore PICs
established by the private bank. One former private banker told us he and his fel-
low bankers had to hide cheat sheets in their desks, because they weren’t allowed
to keep names of the offshore accounts they were managing. Since they couldn’t re-
member the names and numbers of all those accounts when they needed them, they
would keep a secret list in their desks or with a secretary to help them remember.
When the list was discovered, the banker was reprimanded.

Secrecy is so important that private bankers sometimes speak in code to each
other in phone calls across the Atlantic to disguise the beneficial owner of the ac-
count they are talking about, so other bank employees won’t know the beneficial
owners of the very accounts they are working on. One private banker in Citicorp
London had worked for years on the Salinas account and never knew Raul Salinas
was the beneficial owner. Raul Salinas was always referred to by a code, CC2, or
the name of his PIC, Trocca, Ltd. The private banker said she was surprised when
she learned Raul Salinas owned one of her accounts.

American banks aren’t allowed to maintain secret accounts in the United States,
so U.S. private bankers establish secret accounts and secret corporations in coun-
tries that do allow them. Then they manage those accounts from their offices in the
United States. In short, American banks help wealthy customers do abroad what
the customer and the bank can’t do within the boundaries of the United States.

Today we are looking at the private bank of Citibank. It is the largest bank in
the United States, and it has one of the largest private bank operations. It has the
most extensive global presence of all U.S. banks, and it has had a rogues’ gallery
of private bank clients. Citibank has been private banker to:

—Raul Salinas, brother to the former President of Mexico; now in prison
in Mexico for murder and under investigation in Mexico for illicit enrich-
ment;

—Asif Ali Zardari, husband to the former Prime Minister of Pakistan; now
in prison in Pakistan for kickbacks and under indictment in Switzerland
for money laundering;

—Omar Bongo, President of Gabon; subject of a French criminal investiga-
tion into bribery;

—sons of General Sani Abacha, former military leader of Nigeria; one of
whom is now in prison in Nigeria on charges of murder and under inves-
tigation in Switzerland and Nigeria for money laundering;

—dJaime Lusinchi, former President of Venezuela; charged with misappro-
priation of government funds;

—two daughers of Radon Suharto, former President of Indonesia who has
been alleged to have looted billions of dollars from Indonesia;

—and, it appears General Albert Stroessner, former President of Paraguay
and notorious for decades for a dictatorship based on terror and profit-
eering.

And these are just the clients we know.

Other banks have similar accounts. The legal counsel for Bankers Trust private
bank asked the Subcommittee not to make public any information about an account
of a certain Latin American client because the private banker was concerned that
the banker’s life would be in danger if the information were revealed. The Bankers
Trust counsel, when describing one of its clients, told our staff words to the effect
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that, “These are bad people.” If the bank thinks they’re “bad people,” why are they
accepting them as customers of the private bank? In the Bankers Trust case it ap-
pears the bank does know its client; but what it knows is that its client is “bad.”

Today we're going to look at some of these cases in greater detail to learn how
these individuals became clients of Citibank, what effort Citibank made to imple-
ment its due diligence policies and ascertain the source of the client’s wealth, and
what Citibank did to help disguise the clients’ accounts.

No one is suggesting that private banking is an improper banking activity or that
banks should not be making a profit on the services they offer their clients. As sev-
eral of Citibank’s top managers said to us, the question is how you conduct private
banking in an “honorable” way.

The key factor to banking in an “honorable way” is the exercise of due diligence
in learning who a client is and the source of the client’s wealth and then taking
appropriate action. This is a fundamental requirement for a strong anti-money laun-
dering program.

America can’t have it both ways. We can’t condemn corruption abroad, be it offi-
cials taking bribes or looting their treasuries, and then tolerate American banks
making fortunes off that corruption.

The Federal Reserve, the Office of the Comptroller of the Currency, the State De-
partment, and the General Accounting Office all have concluded that private bank-
ing is vulnerable to money laundering. We will ask today’s witnesses, private bank-
ers from Citibank, about some specific cases showing us how and why that’s true.
At tomorrow’s hearing we will look at generic private banking practices, the role of
the Federal regulators, and the significance of private banking in the global move-
ment of money.

Private banking has a legitimate function, but it has too often been used to man-
age dirty money. We must end the use of private banking by the criminals and the
corrupt.

I thank the Chairman for her support for these hearings and her staff for their
hard work in helping us to bring these about. I also thank my Minority staff for
their excellent work.

Senator COLLINS. Senator Specter, we are pleased to have you
here with us today, and I would call upon you for any opening re-
marks you might have.

OPENING STATEMENT OF SENATOR SPECTER

Senator SPECTER. Well, thank you very much, Madam Chair-
woman. I shall be brief.

First, I compliment you for scheduling these hearings in the tra-
dition of this very important Subcommittee, and I compliment Sen-
ator Levin for the extraordinary Minority report, some 63 pages,
and I have not seen hearings start with such a comprehensive
analysis in advance. It gets these hearings off to a running start.

They are certainly extremely important because money laun-
dering is instrumental on drug trafficking and organized crime,
and they are also extremely important from the point of view that
the United States is making very substantial financial contribu-
tions to many countries where individuals have access to U.S.
funds for their own private purposes.

The information about money laundering on Russian officials
suggests a direct conduit for the very substantial funds which the
United States is advancing to Russia, and with the Salinas case in
Mexico, the bailout, while you can’t trace the specific dollars, there
is a very strong inference that U.S. taxpayers’ dollars are going
into private pockets aided and abetted by these private banks.

Where you have provisions such as Dubai law that the bank is
not required to know the beneficial owner but only the signatory
party, it is just an open invitation to the kind of secrecy which both
Senator Collins and Senator Levin have outlined here.
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As Senator Levin identifies it, shells within shells, it is the quin-
tessential shell game. And I believe on the basis of what is of
record and in this Minority report, there is very substantial evi-
dence at this time of wrongdoing. And these hearings will give the
public notice as to what is going on and, I think, set the stage for
some very important remedial action.

My Subcommittee on Labor, Health, Human Services is going to
be negotiating with White House officials a little later this morn-
ing, so I am going to have to study the record as opposed to being
here. But I wanted to come and commend what you are doing here
today and give you my support. Thank you.

Senator COLLINS. Thank you very much.

genator Cochran, we are also delighted to have you with us
today.

OPENING STATEMENT OF SENATOR COCHRAN

Senator COCHRAN. Thank you very much, Madam Chairman.

Our Subcommittee staff has done an enormous amount of work
to obtain information about the effectiveness of U.S. laws and regu-
lations to combat money laundering. I look forward to hearing the
report of our staff and to the consideration of the results of this in-
vestigation and the issues that have been raised by the staff in this
important review.

Thank you very much.

Senator COLLINS. Thank you.

Due to time constraints, the Subcommittee was unable to invite
all the parties affected by this issue to present oral testimony. We
have received a written statement from the General Accounting Of-
fice. We expect to receive one from Stuart Eizenstat, Treasury Dep-
uty Secretary, as well as from other interested officials. The hear-
ing record will remain open for 14 days for the inclusion of such
statements, and the ones we have received, without objection, will
be included in the printed hearing record.!

At this time I would like to welcome our first panel of witnesses.
We have with us two members of the Subcommittee’s Minority staff
who will present an overview of the Subcommittee’s investigation
of the private banking industry and its vulnerabilities to money
laundering. We will first hear from Robert Roach, who is the Mi-
nority Counsel. Mr. Roach will be followed by Elise Bean, who is
the Deputy Chief Counsel.

Pursuant to Rule VI, all witnesses who testify must be sworn in,
so at this point, I would ask that you stand. Do you swear that the
testimony you are about to give to the Subcommittee will be the
gué‘}?l, the whole truth, and nothing but the truth, so help you,

od?

Mr. RoAcH. I do.

Ms. BeaN. I do.

Senator COLLINS. Thank you.

Mr. Roach, you may proceed. As you know better than most wit-
nesses who appear before us, we ask that you limit your oral testi-
mony to no more than 10 minutes.

Mr. RoAcH. I will watch for the light.

1The three GAO statements appear as Exhibits 21-23 in the Appendix on pages 159-197.
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TESTIMONY OF ROBERT L. ROACH, COUNSEL TO THE
MINORITY, PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

Mr. RoACH. Senator Collins, Senator Levin, and Members of the
Subcommittee, good morning. We appreciate the opportunity to ap-
pear before the Subcommittee today to summarize the staff inves-
tigation to date into the private banking industry and its vulner-
ability to money laundering.

Private banks provide financial services to wealthy individuals
who usually must deposit $1 million or more to open an account.
All U.S. banks are required by law to have an active anti-money
laundering program. Regulators and banks have interpreted this
requirement to include due diligence reviews of bank clients and
their transactions, including understanding the source of large de-
posits into a client’s account, and reporting any suspicious activity.

This responsibility with respect to private banking is signifi-
cantly greater than retail accounts because clients have high net
worth, transactions routinely involve large amounts of funds often
crossing international jurisdictions, and private bankers become
personally involved with clients and in-house advocates for their in-
terests.

We have prepared a report which describes the private banking
industry in the United States, explains why certain private bank-
ing features and services increase money-laundering opportunities,
and details four case histories taken from the Citibank Private
Bank illustrating a number of anti-money-laundering issues. We
ask that that report be made part of the record.!

Senator COLLINS. Without objection.

Mr. ROACH. In the interest of time, our oral presentation will be
limited to three case histories to be reviewed at today’s hearing:
Raul Salinas; El Hadj Omar Bongo, President of Gabon; and the
sons of General .Sani Abacha, former military leader of Nigeria.

First, the Raul Salinas case. Citibank’s management of the Sali-
nas account raises three major issues: Lack of due diligence, the
bank’s willingness to satisfy a client’s demand for extreme secrecy,
and the tension that exists between a bank’s desire to please its
clients and its legal obligation to combat money laundering.

First, secrecy. The private bank, through the direction of Amy El-
liott, private banker to Mr. Salinas, established a shell company for
Mr. Salinas with layers of disguised ownership. It permitted a
third party using an alias to deposit funds into the accounts, and
it moved the funds out of Mexico through a Citibank concentration
account that aided in the obfuscation of the audit trail.

Cititrust in the Cayman Islands activated a Cayman Island shell
corporation called a PIC, or private investment corporation, called
Trocca, Ltd., to serve as the owner of record for the Salinas private
bank accounts. We tried to provide somewhat of a graphic descrip-
tion of how Trocca, Ltd. was structured.2

Cititrust used three Panamanian shell companies to function as
Trocca’s Board of Directors. Cititrust also used three Cayman Is-

1The Minority Staff Report entitled “Private Banking and Money Laundering: A Case Study
of Opportunities and Vulnerabilities,” appears in the Appendix on page 872.
2See Exhibit No. 1 which appears in the Appendix on page 111.
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land shell companies to serve as Trocca’s officers and principal
shareholders.

Cititrust controls all six of these shell companies and routinely
uses them to function as directors and officers of PICs that it
makes available to private clients.

Later, Citibank established a trust, identified only by a number,
to serve as the owner of Trocca, Ltd. Raul Salinas was the secret
beneficiary of the trust.

The result of this elaborate structure was that the Salinas name
did not appear anywhere on Trocca’s incorporation papers.

The Trocca, Ltd. accounts were established in London and Swit-
zerland. The private bank did not disclose the identity of Trocca’s
owner to any private bank personnel other than the personnel who
administered the company and personnel required by Swiss law to
know the beneficial owner. And Ms. Elliott, who knew Mr. Salinas
was a client, did not know the name of his shell corporation. The
private bank did not use Mr. Salinas’ name in bank communi-
cations, but instead referred to him as “Confidential Client No. 2,”
or “CC-2.”

To accommodate Mr. Salinas’ desire to conceal the fact that he
was moving money out of Mexico, Ms. Elliott introduced Mr. Sali-
nas’ then-fiancee Paulina Castanon as Patricia Rios to a service of-
ficer at the Mexieo City branch of Citibank. Operating under that
alias, Ms. Castanon would deliver cashiers checks to the branch
where they would be converted into dollars and wired into a con-
centration account in New York.

The concentration account is a business account established by
Citibank to hold funds from various destinations prior to depositing
them into the proper accounts. Transferring funds through this ac-
count enables a client’s name and account number to be removed
from the transaction, thereby clouding the audit trail. From there,
the money would be transferred to the Trocca, Ltd. accounts in
London and Switzerland.!

Between October 1992 and October 1994, more than $67 million
was moved from Mexico to New York and then on to London and
Switzerland by way of this system.2

Second, lack of due diligence. A private bank is obligated by law
to take steps to ensure that it does not facilitate money laundering.
All bankers are required to conduct due diligence on clients in
opening and managing accounts. However, the private bank accept-
ed Mr. Salinas as a client without any specific review of his back-
ground and without determining the source of funds that would be
deposited into his account.

Ms. Elliott acknowledged to us that she relied on the verbal ref-
erence provided by Carlos Hank Rhon, a long-time private bank cli-
ent, and her general knowledge of the reputation and wealth of the
Salinas family. She acknowledged that she did not investigate Mr.
Salinas’ employment, financial background, or assets, despite
Citibank’s written policy to obtain all relevant client information
and account documentation in writing. In fact, in 1995, after Mr.

1See Exhibit No. 2 which appears in the Appendix on page 112.
2See Exhibit No. 3 which appears in the Appendix on page 113.
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Salinas was arrested, Ms. Elliott reviewed the Salinas profile, and
it was blank.

The failure to perform due diligence when opening the Salinas
accounts was compounded when Mr. Salinas began depositing tens
of millions of dollars into Trocca’s offshore accounts. In just 2
years, Mr. Salinas deposited an aggregate of $67 million, well over
the $15 to $20 million that Ms. Elliott had projected in 1992. Yet
no one questioned Mr. Salinas about the origin of these funds. Far
from inquiring about the sources of the funds, Ms. Elliott wrote to
her colleagues in June 1993 that the Salinas account “is turning
into an exciting, profitable one for us all. Many thanks for making
me look good.”

After Mr. Salinas was arrested, Mrs. Salinas told Ms. Elliott that
some of the funds had come from other individuals.

When questioned about his lack of intervention in this matter,
Mr. Misan, then the private bank’s Mexico country head and Ms.
Elliott’s superior, stated that when he took his position as Mexico
country head, his superiors in the bank, Mr. Figueiredo and Mr.
Montero, informed him that there were some accounts that he
should not supervise. Mr. Misan told us that he did not supervise
the Salinas accounts as a result of that directive.

Finally, the desire to please the client versus responsibilities
under the law. After Mr. Salinas was arrested, Hubertus Rukavina,
the head of Citibank Private Bank at the time, suggested that the
Salinas accounts in London be transferred back to Switzerland be-
cause they would be afforded more secrecy there.

Also, according to Mrs. Salinas, Ms. Elliott advised her that it
might be wise to move the Trocca, Ltd. account out of Citibank be-
cause it might be more difficult for Mexican authorities to obtain
account information from a non-U.S. bank.

After Mr. Salinas’ arrest in February 1995, private bank attor-
neys and officials had restricted the activities in the Trocca, Ltd.
account, put it under the control of the legal department, made a
decision to terminate the relationship, and secured repayment of
an outstanding loan because they were concerned that the bank’s
funds would be at risk if a government froze the assets in the ac-
counts. Yet no criminal referral form was filed until 6 months later,
after Mrs. Salinas was arrested. And that referral made no men-
tion of the Trocca, Ltd. accounts, even though it was Trocca, Ltd.
that held almost all of the clients’ assets and was the account that
was the subject of all the actions Citibank took 6 months earlier.

It is one thing for a private bank to provide reasonable levels of
confidentiality. It is another for a private bank to provide the
means for an individual to deposit tens of millions of dollars in
Swiss accounts in ways that even an auditor would find difficult to
detect.

When products and services are structured to satisfy a client’s
demand for secrecy, they become much more vulnerable to money
laundering.

Now my colleague, Ms. Bean, will address the two other cases.
Thank you.
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TESTIMONY OF ELISE J. BEAN, DEPUTY CHIEF COUNSEL TO
THE MINORITY, PERMANENT SUBCOMMITTEE ON INVES-
TIGATIONS

Ms. BEAN. The second case history involves El Hadj Omar Bongo,
the President of Gabon for the past 30 years and a long-time pri-
vate bank client of Citibank. The Bongo accounts also raise due
diligence and secrecy issues, including the extent to which a pri-
vate bank should service personal accounts belonging to a senior
government official when government funds appear to be a major
source of large deposits into the official’s personal accounts.

The Bongo relationship includes consumer and private bank ac-
counts in Gabon, London, New York, Paris, and Switzerland. The
largest accounts are held in the name of Tendin Investments, a Ba-
hamian PIC established by Citibank for President Bongo in 1985.
Over 14 years, the Tendin accounts have held more than $130 mil-
lion. The private bank has also issued President Bongo loans ex-
ceeding $50 million, secured by his deposits.

Citibank has accommodated President Bongo’s desire for secrecy
through using code names, setting up PICs in secrecy jurisdictions,
using special credit arrangements, and opening a special name ac-
count for him in New York called simply “OS.”

These and other arrangements kept knowledge of the Bongo ac-
counts within a small circle in the private bank until a 1996 in-
quiry by the Federal Reserve. The Federal Reserve became con-
cerned about how little information Citibank had about the source
of funds in the Bongo accounts. The client profile in August 1996
contained only this explanation of President Bongo’s background:
“Head of State for over 25 years. . . . Self-made as a result of posi-
tion. Country is oil producer.”

The private banker who managed the account, Alain Ober, his
immediate supervisor at the time, Sal Mollica, and a division head,
Edward Montero, have all acknowledged that this client profile was
wholly inadequate.

The Federal Reserve became so concerned about the Bongo ac-
counts that in February 1997 it asked Citibank’s regular bank ex-
aminer, the Office of the Comptroller of the Currency, or OCC, to
take a closer look. The OCC was given a revised client profile
which stated that the President’s funds were “created as a result
of [his] position and connection to French oil companies.”

Like the Federal Reserve, the OCC found no documentation ex-
plaining how the President’s position led to the funds in his per-
sonal account or what oil interests produced them. The OCC also
found that the source of over $20 million in deposits made in 1997,
the largest deposits to the Bongo accounts in 10 years, was unex-
plained.

When the OCC examiner pressed Citibank for specific docu-
mentation of the source of the funds in the Bongo accounts, Mr.
Ober wrote an April 1997 memorandum which his superiors gave
to the OCC. It identified just one source for the Bongo funds: The
Gabon budget.

The memo stated that in 1995 the Gabon budget authorized $111
million for President Bongo’s use, and similar amounts were set
aside in 1996 and 1997. The OCC examiner told the Subcommittee
staff that he accepted the memo as a sufficient explanation for the
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funds in President Bongo’s personal accounts, because he assumed
President Bongo had “carte blanche authority” over his govern-
ment’s funds. He did not attempt to double-check the information.

The Subcommittee staff did double-check the information with
Gabon budget experts from the IMF and the World Bank. They
were unanimous in their rejection of the Citibank memo, explain-
ing that no Gabon budget during the 1990’s had set aside funds for
the President’s personal use.

The Gabon budget experts indicated that anyone attempting to
verify the budget items could easily have determined that the 1995
Gabon budget did not authorize a $111 million set-aside for the
President’s personal use and that such a set-aside was plainly con-
trary to Gabon’s budget policy. The IMF also noted, however, that
Gabon was spending money in ways not specified in its official
budget and that $62 million of these “extrabudgetary expenditures”
in 1997 and 1998 had caused the IMF to cut off further loans to
the country pending an independent review of its spending.

At the same time Citibank was preparing the April 1997 memo
for the OCC, a new set of red flags went up about the Bongo ac-
counts. Articles began appearing in major papers raising questions
about President Bongo’s role in an unfolding scandal involving
bribes paid to government officials by the French oil company, ElIf
Aquitaine, and its subsidiary, EIf Gabon. Among other allegations,
the articles reported that two Swiss bank accounts containing mil-
lions of dollars in allegedly improper payments by Elf had been fro-
zen by Swiss authorities at the request of French criminal inves-
tigators. These accounts, a PIC and a special name account at
banks other than Citibank, were both linked to President Bongo.

Mr. Ober told the Subcommittee staff that he was aware of the
press articles and the allegations against President Bongo, but did
not attempt to find out more and did not discuss the matter with
his supervisors. After his interview, however, Citibank provided a
copy of an e-mail dated April 28, 1997, in which the private bank’s
African marketing head, Christopher Rogers, urged Mr. Ober and
others not to make judgments based on the press reports and to “be
extremely careful about sharing such information with regulatory
authorities because we can’t answer for it.”

On August 6, 1997, Le Monde, a major French newspaper, re-
ported that a Swiss prosecutor had declared in open court that
President Bongo was “the head of an association of criminals.”

Two months later, in October 1997, President Bongo’s accounts
came up for formal review as part of the private bank’s annual ex-
amination of its public figure accounts. The papers prepared for
this review state in the entry for President Bongo “newspaper re-
ports 4/1997 claim he has accepted bribes from ELF-Aquitaine.”

But the decision made in October 1997 was to leave the accounts
open. This decision was made despite the private bank’s awareness
of the criminal probe and the Swiss court orders freezing bank ac-
counts linked to President Bongo. In addition, apparently no one
connected with the 1997 review asked Mr. Ober to explain or docu-
ment the source of the $20 million in 1997 deposits even though
they were the largest deposits into the Bongo accounts in 10 years.

In addition to these due diligence issues, the Bongo case history
raises an issue unique to private banks managing personal ac-
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counts for senior government officials with influence over bank op-
erations.

The Private Bank’s legal counsel informed Federal regulators
that in the summer of 1996, Citibank considered terminating the
relationship with President Bongo, but did not, because it was con-
cerned for the safety of its bank personnel in Gabon. As late as No-
vember 1998, when Citibank was again considering terminating
the Bongo accounts, their top manager in Africa, Mr. Rogers, wrote
the following warning about closing the Bongo accounts:

“We ought to insure that we face this issue and its possible
implications with our eyes wide open. Whatever internal
considerations we satisfy, the marketing fallout is likely to
be serious. . . . [President Bongo’s] family and friends ex-
tend far. . . . The impact on [the Private Bank’s] mar-
keting in Francophone, Africa will be serious.”

In January 1999, the Private Bank decided to close the accounts.
As of October 1999, however, millions of dollars are still in the
Bongo accounts, which are not expected to close completely until
sometime in the year 2000.

The third case history involves Mohammed, Ibrahim, and Abba
Sani Abacha, three sons of General Sani Abacha, former military
leader of Nigeria from 1993 until his death in 1998. General
Abacha has been widely condemned as responsible for one of the
most corrupt and brutal regimes in Africa. During his regime, the
State Department and Citibank identified Nigeria as a high-risk
country for money laundering.

General Abacha’s sons, Mohammed and Ibrahim, first became
clients of Citibank Private Bank in 1988. They began by opening
accounts in London and later opened accounts in New York. Over
time they required, and the Private Bank agreed to provide, a
number of secrecy measures, including three special name ac-
counts, an offshore shell corporation, and the use of two sets of
codes to refer to funds transfers. The London accounts held as
much as $60 million at one time. The New York accounts generally
stayed under $2 million, but in one 6-month period saw deposits
and withdrawals of almost $47 million.

A few weeks after General Abacha’s death in June 1998, and the
initiation of a Nigerian Government investigation into bank ac-
counts held by him, his family and associates, the General’s wife
was stopped at a Lagos airport with 38 suitcases full of cash, and
his son was found with $100 million in cash. These and other funds
were seized by the Government of Nigeria.

Mr. Ober, one of the private bankers managing the Abacha ac-
counts, told the Subcommittee that he was aware of these events,
but did not discuss them with his colleagues or supervisors. Mr.
Ober also told the Subcommittee staff that he had stopped trav-
eling to Nigeria due to the corruption there.

In September 1998, while the Nigerian Government investigation
was ongoing, the Abacha sons made an urgent request to Citibank
to transfer $39 million out of their London accounts. The funds
were then in a time deposit that would not mature until the end
of September, and which, if the deposits were withdrawn pre-
maturely, would result in a hefty penalty. The Abacha sons asked,



16

and the Private Bank agreed, to approve an overdraft, a loan in the
amount of $39 million, which the sons used to immediately transfer
their funds to Swiss banks and elsewhere. Citibank then satisfied
the loan when the time deposit matured 2 weeks later. In this way
Citibank assisted the Abacha sons in moving $39 million out of
their Citibank accounts in the face of an ongoing Nigerian Govern-
ment investigation into their funds, without even incurring a finan-
cial penalty.

The primary private banker in London who opened and managed
the accounts was Michael Matthews; in New York it was Alain
Ober. Both Mr. Matthews and Mr. Ober were required to perform
due diligence reviews of the Abacha sons prior to accepting them
as clients and while managing their accounts. Mr. Ober has indi-
cated, however, that he was unaware for 3 years, from 1993 until
1996, that the sons’ father had become the military leader of Nige-
ria, until a Citibank colleague mentioned it to him by chance in
January 1996. The documents suggest that Mr. Matthews was also
uninformed of General Abacha’s status.

Beginning in 1996, large additional deposits were made to the
London accounts. The funds almost tripled from $18 million to $60
million. The account documentation contains little information
about the source of these new funds.

At the same time the funds were increasing, the client profiles
for the London accounts twice failed reviews by Citibank quality
assurance personnel. A review conducted in June 1997 found the
London client profile deficient in every category tested, from source
of wealth, to business background, to source of funds used to open
the account. A 1998 review states: “Lack of detail in Source of
Wealth on these profiles. . . . [Algreed to pass [quality assurance
review] on basis that we are exiting these relationships.”

In New York, no client profiles were provided for the accounts
during 1994 and 1995, when $47 million passed through the ac-
counts in a 6-month period. Mr. Ober told the Subcommittee staff
he could not recall the source of the $47 million, and no account
documentation explains the sudden influx in funds.

Sometime in the first quarter of 1999, the Private Bank decided
to close the accounts. None of the persons interviewed provided a
specific rationale. Before the accounts were actually closed, a Lon-
don Court issued an order in a civil suit in March 1999, freezing
all funds in Citibank’s London office related to General Abacha and
his family. In October 1999, the Swiss Government issued an order
freezing all Swiss bank accounts related to General Abacha, his
family and certain associates. Citibank has told us, however, it has
no Abacha-related accounts in Switzerland. The Swiss have also, at
the request of the Nigerian Government, opened an investigation
into money laundering.

In conclusion, like the Salinas and Bongo case histories, the
Abacha sons’ accounts raise issues of due diligence, secrecy and
anti-money laundering controls. The private banker handling the
accounts in New York was unaware for 3 years that his clients
were the sons of the Nigerian dictator, never discussed press re-
ports that one of the account holders was caught with $100 million
in cash amid allegations of corruption, never asked questions about
a 6-month influx of $47 million. His London counterparts helped
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the sons move $39 million to other banks in September 1998, amid
a Nigerian Government investigation. Altogether, the Private Bank
allowed these accounts to operate for 10 years with few questions
asked.

These case histories are three of hundreds of public figure ac-
counts at Citibank Private Bank. On paper, they were supposed to
be subject to the highest level of scrutiny provided by the Private
Bank. In practice, the public figure accounts reviewed by the Sub-
committee staff were characterized more by customer deference
than due diligence.

Thank you very much. We are happy to answer questions.

Senator COLLINS. I want to thank you both for your excellent and
very detailed testimony.

We are now in the middle of a series of votes, and I am going
to suggest that we recess the hearing for 15 minutes. Whoever gets
back first will reconvene the hearing, so you can be assured we will
be quick.

Senator LEVIN. Madam Chairman, could I just note the presence
of Maxine Waters, Congresswoman from California, who has been
a pioneer in the area of anti-money laundering. She has got a very
important bill and initiative in the House of Representatives, and
it is going to help us a great deal in our thought processes and
analysis, and I want to just note her presence here.

Senator COLLINS. We welcome the Congresswoman to the hear-
ing, and again, I want to add my thanks to that of Senator Levin
for her work in this important area.

The Subcommittee will be recessed upon the call of the Chair.

[Recess.]

Senator COLLINS. The Subcommittee will come to order.

Pursuant to Rule 14 of the Permanent Subcommittee on Inves-
tigations Rules of Procedure, Citibank has requested, through its
counsel, that a series of questions be directed to the two staff wit-
nesses on its behalf.

After reviewing Citibank’s request and the questions, I have de-
cided to submit the questions for the record, and to require the
staff to respond within 24 hours. The questions and the answers
will be made public at the start of tomorrow’s hearings.!

I now would like to call upon Senator Levin to see if he has any
questions for these witnesses.

Senator LEVIN. Madam Chairman, I did have some questions,
but given the hour, I would be happy to pass on questions, ask
some also for the record, whatever is your wish on that. Given the
time though, perhaps we should move to the next panel.

Senator COLLINS. Thank you.

I again want to thank our two staff witnesses for their excellent
testimony. I appreciate your hard work.

Our next panel of witnesses will please come forward: Amy El-
liott, who is a private banker for Citicorp, and Albert Misan, the
Mexico Country Head for Citibank’s Private Bank.

Ms. Elliott has been with Citibank’s Private Bank in New York
for 16 years and was a private banker for Raul Salinas and his

1See Exhibit No. 25 which appears in the Appendix on page 204.
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wife. Ms. Elliott will testify about her involvement with Mr. Sali-
nas’ Private Bank account.

Mr. Misan began his career with Citibank in 1972, and in 1985
he was posted to Mexico City, where he first became involved with
private banking. Mr. Misan was the Country Head in Mexico for
Citibank’s Private Bank, and was Ms. Elliott’s supervisor.

Pursuant to Rule 6, all witnesses are required to be sworn in. I
would ask that you stand and raise your right hand.

Do you swear that the testimony you are about to give to the
Subcommittee will be the truth, the whole truth, and nothing but
the truth, so help you, God?

Ms. ELLIOTT. I do.

Mr. MisaN. I do.

Senator COLLINS. Thank you. We would ask that you limit your
oral testimony to 10 minutes. Your written testimony will, how-
ever, be printed in the record in its entirety, and Ms. Elliott, I
would ask that you proceed.

TESTIMONY OF AMY C. ELLIOTT,! VICE PRESIDENT, CITIBANK
PRIVATE BANK, NEW YORK, NEW YORK

Ms. ELLIOTT. Good morning, Madam Chairman, Senator Levin,
Members of the Permanent Subcommittee on Investigations.

My name is Amy Elliott. I work at Citibank’s Private Bank, and
have been an employee of the bank for the last 32 years.

This hearing will explore how banks might be vulnerable to
money laundering and what banks can do to avoid unknowingly ac-
cepting money from drug dealers and other criminals. I view this
as a very important topic. I share the Subcommittee’s concern
about money laundering, and I appreciate my responsibilities in
this matter as a citizen and my fiduciary responsibility.

As a banker I have always tried to be alert to the risks of money
laundering and to the possibility that a client might be trying to
deposit tainted money.

Before discussing Mr. Salinas’ account, I would like to provide a
little personal background. I was not born in the United States. I
was born in Cuba, and emigrated alone to this country in 1961,
when I was 17 years old. My parents were not able to leave Cuba
until a few years later. My grandparents were never able to leave
Cuba, and their property and wealth were confiscated by the Cas-
tro Government. When I came to America, I ended up in Nebraska,
where I went to college.

I joined Citibank in 1967 and worked in a variety of positions
until 1983, when I joined the Private Bank. In 1992, when Raul
Salinas became a client of Citibank and I became his relationship
manager, I was the Mexico Team Leader in New York.

When I first met Raul Salinas in early 1992, his brother, Carlos
Salinas, was the President of Mexico. President Salinas was a hero,
both in his own country and abroad. President Salinas was a Har-
vard-educated reformer who had pledged to revive Mexico’s econ-
omy, combat drug dealing, and stamp out corruption. He was a
guest of President Bush at the White House, and both Presidents
Bush and Clinton worked with him in passing NAFTA to increase

1The prepared statement of Ms. Elliott appears in the Appendix on page 940.
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trade between Mexico and the United States. In Mexico in the
early 1990’s the Salinas’ were known as an old, distinguished fam-
ily that had wealth going back generations. By 1992, I had been
working with Mexican clients for about 8 years, and my clients
spoke glowingly about the Salinas family.

Raul Salinas was referred to me by one of our most valued cli-
ents, who personally brought him to the bank in New York. At the
time, the referring client had maintained accounts at Citibank for
at least 10 years, and I had been managing those accounts for al-
most 4 years. Long before referring Raul Salinas to Citibank, the
client had told me that he had been close friends with Raul Salinas
since childhood, and that he had worked with him on business
projects.

My supervisor in New York and I met with them and discussed
the possibility of Mr. Salinas opening an account. Mr. Salinas con-
firmed to us at that time some of the background information the
referring client had previously given me. Mr. Salinas requested
that his accounts be structured in the same manner as the ac-
counts of the client who referred him to the bank. Mr. Salinas es-
tablished a personal investment company, or PIC, to hold his in-
vestments, and the shares of that corporation were owned by a
trust. This was a very standard account structure in the inter-
national private banking industry, including Citibank. Such an ac-
count structure provides for confidentiality and also allows for effi-
cient tax and estate planning. Many wealthy Mexicans have a
heightened sensitivity to confidentiality of financial information be-
cause they are frequently the targets of kidnappings and other vio-
lent crimes in their country.

Mr. Salinas initially deposited $2 million, money in fact that was
being returned to him by the referring client as a result of a joint
venture that had not gone through. In mid-1993, Mr. Salinas start-
ed to deposit larger amounts of money at Citibank. By this time I
believed that his wealth had grown from a number of sources.
First, I believed he had sold his construction company. Second, I
knew that Mr. Salinas was a member of one of Mexico’s wealthy
families, and in Mexico children often receive their inheritance—or
patrimonio—while their parents are still alive. Third, I knew that
the Mexican stock market had done very well, and I believed that
his investments and the patrimonio had grown considerably.
Fourth, Mr. Salinas married Paulina Castanon in June 1993, and
I learned that she had received a substantial divorce settlement
from a prior marriage.

For all these reasons, I felt completely comfortable accepting his
additional deposits in mid-1993 and thereafter. Mr. Salinas’ depos-
its also made sense because Citibank’s investment managers had
done a good job investing the money he had deposited with us up
to that point. It is for this reason that he had decided to deposit
a larger percentage of his total assets with Citibank. The activity
in the account never appeared suspicious to me at any time; in fact,
quite the .opposite. It seemed entirely consistent with what I knew
about Raul Salinas and his family.

The public’s perception of the Salinas name-today, however, is
very different than it was when I first met Raul Salinas. In 1992,
when I accepted Raul Salinas as a client of Citibank, there were
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simply no questions about the integrity of Raul Salinas or the Sali-
nas’ family name. Now, Carlos Salinas is in self-imposed exile.
After he left office at the end of 1994, his successor devalued the
peso, and that was the beginning of the end of his sterling reputa-
tion. .

There is more context. The account relationship with Raul Sali-
nas was one of seven or eight that I personally managed. Today the
spotlight shines on this account, but at the time, however, Raul Sa-
linas’ account was not the largest, not the most profitable, and not
the most important account I managed. In fact, it was one of the
smallest accounts and one of the least active. As large as the
amounts seem to us in personal terms, they were not unusual in
the context of the wealthy Mexican businesspeople who are clients
of the Private Banks.

Finally, Mr. Salinas’ decision to transfer money out of Mexico
and from Mexican pesos and into U.S. dollars in 1993—which was
the year before the Mexican Presidential election—is exactly what
many other wealthy Mexicans, including my clients, were doing at
the time. This is, sadly, a tradition in Mexico because of the polit-
ical and economic instability that occurs in that country around
Presidential elections. The value of the peso and the Mexican stock
market usually drop preceding Presidential elections. And there
seems to be a fear that with political transition, one could suddenly
find oneself under enormous political attack. So there were large
amounts of money leaving Mexico in the 1993-1994 time frame, in-
cluding the funds of Raul Salinas. That, in the context of Mexican
politics, was not surprising, and it was certainly not illegal; rather,
it was prudent and happened like clockwork every Presidential
election year.

Of course, this idea is quite foreign to many Americans, who
since birth have enjoyed living in this very stable country of ours.

It is easy to ignore the context I have described and instead to
focus on isolated details in this matter and make them seen ques-
tionable. The world in which I operated as a relationship manager
in the early 1990’s was different from the private banking environ-
ment today. Procedures, technologies and safeguards are very dif-
ferent today at Citibank. Today, more than 7 years later, given all
the changes that have taken place at the bank and in the regu-
latory and legal environments, there is much more I would be re-
quired to do to accept a new private banking client such as Raul
Salinas.

I am ready to answer your questions. I only ask you, with all due
respect, to keep in mind the broader picture I have described as
you frame your inquiry to me.

Thank you.

Senator COLLINS. Mr. Misan.

ALBERT MISAN,! VICE PRESIDENT, CITIBANK PRIVATE BANK,
NEW YORK, NEW YORK

Mr. MisaN. Senator Collins, Senator Levin, Members of the Sub-
committee, and members of the Subcommittee staff, good morning.

1The prepared statement of Mr. Misan appears in the Appendix on page 946.
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My name is Albert Misan, and I have been a banker for almost
all my professional life.

I was born in 1949 in Alexandria, Egypt. Being of Jewish de-
scent, my family was under tremendous pressures, and after the
Suez War of 1956, my family left—felt compelled to leave Egypt.
Half of my family emigrated to Australia, while the other half, in-
cluding my immediate family went to Rio de Janeiro, Brazil. My fa-
ther had a successful career in the shipping business in Egypt, but
he was forced to give it up and surrender all of our assets when
we left Egypt.

When we arrived in Brazil we therefore had no money, and none
of us spoke the language. Fortunately, my father was able to get
a job working at a private British elementary school, where my sib-
lings and I attended for free. I got a scholarship at an American
High School in Brazil, and later I was able to get a partial scholar-
ship to attend a university in the United States. In order to pay
for college, during the summers I got my union card with the AFL—
CIO and worked as a union laborer.

I graduated from college in 1972 and returned to Rio, where I got
a job in the Human Resources Department of Citibank. I success-
fully completed the training program, and in 1974, I was promoted
to work for the Consumer Bank, working on accounts of high net
worth individuals. In 1977, I was transferred to the Corporate
Bank, where I was first an account manager, and later a super-
visor in Citibank’s Sao Paolo office.

In 1983, I got my first opportunity to work in New York when
I was asked to join the Citibank team that was working on the re-
structuring of the Brazilian debt. I worked on this project through
1985, when I was named the head of the Corporate Bank in Ecua-
dor. In 1987, I was transferred to the Corporate Bank in Mexico.

In early 1988, I was asked to join the Private Bank, and my first
assignment was to establish what was referred as the “onshore”
presence of the Private Bank in Mexico. At the outset I was vir-
tually alone, but by the end of the first year I had hired a profes-
sional staff which included four private bankers. In 1990, there
were seven bankers reporting to me in Mexico City, and at about
that time I was given responsibility for the private banking offices
in San Diego, Los Angeles, and Houston. In 1992, I was named the
Mexico country head, and in that capacity was placed in charge of
the Private Bank’s Mexico business within the Western Hemi-
sphere Division, including the business managed out of New York.

I was not a private banker in the sense that I was not respon-
sible for managing any particular relationship. Although I did meet
with customers on occasion, my principal responsibilities were ad-
ministrative. My immediate supervisor, during the early 1990’s,
was Reynaldo Figueiredo, who was headquartered in New York.
Mr. Figueiredo, in turn, reported directly to G. Edward Montero,
who was until recently the Private Bank’s Division Executive in
charge of the Western Hemisphere. My colleague, Amy Elliott, was
the head of the Mexico team in New York and a senior private
banker. I continued to be the country head for the Private Bank
in Mexico until 1996, when I moved to New York to manage the
Private Bank’s investment advisory business for the Western
Hemisphere. My responsibilities have expanded over time, and now
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include the Private Bank’s onshore local currency investment busi-
ness throughout Latin America.

As I indicated in the outset of my statement, I have been a bank-
er for virtually all my professional life. Bankers are, by and large,
conscientious by nature and conservative by training and inclina-
tion. When I started in banking, one of the fundamentals of the
business was knowing one’s customers. At that point, the reasons
for doing so were principally credit driven. If you loaned money to
an individual or a company, you wanted to be able to have a degree
of confidence that the loan would be repaid. Everything you could
learn about your client added to your ability to evaluate credit risk.
If you know your customer, the risk of doing business with the cus-
tomer declines materially.

Over time, reasons why it was important to know one’s customer
became more evident, for example, to adequately address suit-
ability issues which relate to insuring that a customer’s risk profile
matches the investment selected by the customer’s portfolio. An-
other reason that emerged, was the growing awareness that a bank
had to be vigilant against the possibility that its customers might
be engaged in money laundering. The focus in this regard was at
first principally on cash transactions, but the component of “know-
your-customer” that focused on anti-money laundering procedures
was clearly taking root.

At the same time in the early 1990’s, management began empha-
sizing the importance not only of a banker knowing his or her cus-
tomer, but that there be adequate documentation of that knowl-
edge. From a management perspective—and I was a manager—this
“know-your-customer” effort introduced a new issue. How do you
get relationship managers, who are first and foremost interested in
marketing efforts, to spend valuable time filling out forms? Fur-
thermore, for some, the documentation appeared superfluous since
the information that was being recorded was already known to the
private banker in question, and therefore, readily available when
necessary. We had always expected our private bankers to be, in
effect, walking sources of “know-your-customer” information, but
we were now taking a further step and requiring that the informa-
tion be memorialized. Unfortunately, it took longer to bring the
know-your-customer documentation to the levels we wanted. The
documentation of know-your-customer was a difficult task, as many
of our clients had been with the bank for a long time, some for 40
or 50 years. At times it was difficult for a new private banker to
go back to these longstanding clients and ask them a series of de-
tailed financial questions. We did so, but it took longer than we an-
ticipated to get all our questions answered.

Since the outset, our private bankers were conscientious of
money laundering. Their awareness and sensitivity to these issues
has grown over time as we strove to constantly raise the bar, and
today it has become a routine part of their thought processes when
dealing with clients.

In closing, I would like to emphasize that in 1999, Citibank Pri-
vate Banking has evolved from what it was in the early and mid-
1990’s, and that the Private Bank’s current policies have tightened
the procedures and systems to insure significant improvement on
the overall operation of the Private Bank.
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At this point I have completed my prepared remarks and would
be pleased to take questions from the Subcommittee. Thank you.

Senator COLLINS. Thank you for your statement.

Ms. Elliott, in 1994 you testified at a trial in which money laun-
dering charges had been brought against a Citibank private bank-
er, and at the trial you described at length Citibank guidelines that
had been in effect in 1986, 1987, 1988, which focused on the impor-
tance of knowing your customer, knowing your client, and the very
serious consequences that could ensue if a bank did business with
a customer who turned out to be undesirable or to be involved in
criminal activity.

In your testimony you were also very clear about the need for
two written bank references because oral references were not suffi-
cient. Yet the year before your testimony, you did not follow that
process in opening accounts for Mr. Salinas.

Could you explain to us—and obviously, we are very aware of the
bank’s own internal requirements and the problems that could re-
sult if they were not followed—why you did not follow those stand-
ard procedures in opening the account for Mr. Salinas?

Ms. ELLioTT. Yes, Madam Chairman. I did follow the bank’s pol-
icy at the time. The bank’s policy, at the time, required that we
should get two references. They could either be from someone with-
in the bank—another area of the bank—from another client or an-
other personal source, and/or a financial reference, meaning from
another bank. And it required two references.

The policy as well, however, allowed for waiving one or both of
the references by one of the team leaders, and I was a team leader
at the time. So in fact, I did. Raul Salinas was brought to the bank
by Carlos Hank, who in fact brought him in, so it was not just a
personal reference, it was a personal reference that was given in
person. He came in and gave it to us, to me and my boss’s boss
at the time.

Senator COLLINS. According to your deposition, Citibank required
written bank references. Did you have two written bank references
before you opened the account?

Ms. ELLIOTT. I do not have the testimony in front of me, but I
believe we required, if it is a bank reference, that it be written,
versus just oral. If it is a bank reference, it must be written. In my
case, the overall reference was given by a client. He came in, and
it was not just given to me. I was in the presence of my boss’s boss.

Senator COLLINS. I want to make sure I understand your testi-
mony. Are you testifying that in opening up the Salinas accounts
you followed all of Citibank’s internal procedures for doing so?

Ms. ELLIOTT. I am.

Senator COLLINS. Ms. Elliott, you have also indicated that you
were not concerned about the millions of dollars passing through
the Salinas account because you were under the impression that
Mr. Salinas’ source of wealth derived from several different
sources. You mentioned an incomplete business venture that was
the source of his initial deposit; the sale of a construction company;
his wife’s divorce settlement. Did you ever know the name of Mr.
Salinas’ construction company or see any financial documentation
of its sale?



24

Ms. ELLIOTT. No. At the time I was not required to do that, and
this was not—I was not dealing with the construction company as
a client. This relationship was—had now matured to a point where
the client could have brought in his construction company as a cli-
ent as well, and it did not seem material at the time.

Today I would be required to ask for annual reports. I would be
required to go to the place. I would be required to visit it.

But Mr. Salinas mentioned it. Mr. Hank had told me about it be-
fore I ever met Mr. Salinas. He repeated it in the first meeting,
and I felt comfortable that that was sufficient.

Senator COLLINS. Were you aware of Mr. Salinas’ employment as
a government official and what his reported salary was?

Ms. ELLIOTT. I was not at the time.

Senator COLLINS. How could you know that the money going
through the account was legitimate, when in the Mexican press re-
ports it was reported that Mr. Salinas had never earned more than
$190,000 per year?

Ms. ELLIOTT. I never read any of the Mexican press reports. Mr.
Salinas was a member of a very prominent, wealthy family in Mex-
ico. The Mexican elite is finite. There are five, six hundred families
that are well known to be very wealthy, and the Salinas’ are one
of them. And quite frankly, had I known that he had a job and that
he was getting X dollars, it would not necessarily have been ter-
ribly consequential to my entire knowledge of what I knew the Sa-
linas family to be, and I believed that that was the source of
wealth.

Senator COLLINS. Ms. Elliott, the GAO, in looking into the Sali-
nas case, found that you waived bank references for Mr. Salinas
and did not prepare a financial profile on him or request a waiver
for the profile as then was required by Citibank’s Know-Your-Cus-
tomer policy. Is your testimony still that you followed all of
Citibank’s policies in opening the Salinas’ accounts?

Ms. ELLIOTT. In the opening of the account, I did not. I should
have and did not complete the CAMS profile. The CAMS system at
the time was a system that was not a source of wealth system, but
rather a system that talked about business background. While it is
true that this is information that I had, it is also true that when
he was arrested and I went to look at the CAMS screens, they were
completely empty. I was mortified and dismayed, but it is abso-
lutely true, they were completely empty.

Senator COLLINS. I am confused by your testimony, because I
asked you that same question just a moment ago, and you said you
did comply with all of Citibank’s procedures and policies. Are you
now conceding that you did not comply?

Ms. ELLIOTT. I apologize. I misunderstood. I thought that you
had—were referring to the references, and I had complied with all
the bank’s policies. The bank as well required, however, that we
complete the business background information we had into a sys-
tem that was then called CAMS, and I failed to do that or failed
to get it done.

Senator COLLINS. If Mr. Salinas had not been the brother of the
President of Mexico, would you have been as willing to deviate
from the standard policy?
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Ms. EvLL1OTT. His being the brother of the President of Mexico
had nothing to do with how I treated Mr. Salinas. Mr. Salinas was
not—was actually one of my smallest accounts. And I should have
caused the CAMS screens to be completed and did not. And it is,
and continues to be, my responsibility to get that done. Regarding
the references and how I acted with Mr. Salinas, it was totally
within policy and it had nothing to do with his being President Sa-
linas’ brother.

Senator COLLINS. One of the services that you provided for Mr.
Salinas was locating a private investment company for him—or
creating a private investment company, and then locating it in a
secrecy jurisdiction; is that correct?

Ms. ELvLiOTT. It is—Mr. Salinas had requested a structure that
I would say—I am not certain, but I would say that at least 70 per-
cent of our Mexican clients and most of our Latin American clients
use. It was a standard structure within the International Private
Bank, and he wanted the exact structure that Carlos Hank had,
and Carlos Hank had a trust that held the shares of a corporation
that was managed by Confidas which is our fiduciary subsidiary in
Switzerland, and that is what I gave Mr. Salinas.

Senator COLLINS. Is there a tax benefit to using a PIC located
in a secrecy jurisdiction versus a non-secrecy jurisdiction?

Ms. ELLIOTT. I am not well versed. There is a tax benefit to hav-
ing your assets under a corporation because the corporation does
not die, but I do not know

Senator COLLINS. That is not my question. My question is: Is
there some tax reason that the PIC would be located in a country
that has very strict secrecy laws?

Ms. ELLIOTT. I cannot answer that question. I do not know.

Senator COLLINS. Is the primary purpose of using a private in-
vestment corporation to further insulate the beneficial or true
owner from disclosure, even within the bank and to banking regu-
lators, locating the PIC in a secrecy jurisdiction? Why is that done?
Let us take as a premise that there is no tax advantage to doing
so. So why would you set up the PIC in a country that is beyond
the reach of bank regulators in the United States?

Ms. ELLIOTT. It is not set up so it is beyond the reach because
I do not believe it is beyond the reach of banking regulators in the
United States. It is a fact of life that some of these clients require
confidentiality. It is a fact of life that these clients are subject to
kidnapping and are subject to criminal acts, and it is a fact of life
that this is what they have to deal with. And so, yes, they do want
their information confidential.

Senator COLLINS. Senator Levin.

Senator LEVIN. If you could take the book of documents that ap-
pears in front of you, Ms. Elliott, you will see on page 11, the docu-
mentation policy. Do you see that??

Ms. ELLIOTT. Yes.

Senator LEVIN. That was issued on April 9, 1992, which was be-
fore the Salinas account was opened; is that correct?

Ms. ELL1OTT. I have never seen this document. If that is what
it says.

1See Exhibit No. 4 which appears in the Appendix on page 114.
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Senator LEVIN. You have never seen this document?

Ms. ELLIOTT. No.

Senator LEVIN. The memo by Mr. Montero on page 13?

Ms. ELLIOTT. Yes.

Senator LEVIN. It says “Over the years the Western Hemisphere
has been successful in opening a growing number of very desirable
target market accounts and extending a diverse product mix to the
client base. However, the documentation requirements associated
with the above have not always been complied with in a timely
fashion. Given our commitment to strong compliance and our de-
sire to enhance our control environment, as a rule, no new account
should be opened without complete documentation.”

That is not familiar to you?

Ms. ELLIOTT. No, this is. The memo, yes. I was referring to that
page that you had.

Senator LEVIN. All right. Then let us talk about the memo. The
memo has the same date, does it not, on page 13, April 9, 1992?

Ms. ELLIOTT. Correct.

Senator LEVIN. And it says there at the bottom of that page 13,
that “I would like to reemphasize the importance of timely and
complete documentation at the inception of a new relationship or
account.” Do you see that?

Ms. ELLIOTT. Yes.

Senator LEVIN. Do you see on the next page where it says: “New
accounts should not be opened without complete documentation,” at
the top of page 14?

Ms. ELLIOTT. Correct.

Senator LEVIN. Now, if you look at the document at page 1,1 you
will see that this is the application of Mr. Salinas, and it is almost
totally blank. But if you will look at page 2, where it says “Source
of funds,” there is a specific section there on source of funds. It
says “Total amount of funds deposited to open these accounts,” and
“Source of these funds,” and they are both blank; is that correct?

Ms. ELLIOTT. Source of funds, yes.

Senator LEVIN. Both blank?

Ms. ELLIOTT. Yes.

Senator LEVIN. You had just received the month before, had you
not, this memo from Mr. Montero saying the documentation must
be complete, and here you have got an application which is about
90 Q)ercent blank including the section on source; is that not cor-
rect?

Ms. ELLIOTT. Yes, Senator. If I may, there are two account appli-
cations. One begins in page 1 and one begins in page 3. The one
that begins in page 3 is the one that I was completing in Mexico
with Raul Salinas. The one that begins in page 1 was being com-
pleted simultaneously in New York by my assistant. “Source of
funds” refers to where the initial deposit is coming from, and not
source of wealth. That is what it means.

And at this point I did not know where the funds were coming
from. He was going to—this was his personal account in New York.
He told me he was going to transfer $100,000 from a Mexican
bank, but he did not know which one, so I did not know.

1See Exhibit No. 5 which appears in the Appendix on page 123.
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Senator LEVIN. You had just received from Mr. Montero a state-
ment that it is absolutely essential that documents be complete,
and yet you want to look at the one that you are talking about on
pages 3 and 4, you still have almost nothing on page 4, and if you
want to look at the source of funds section and the one that you
say you worked on on page 4, that is blank, including the first line
which says, “Total amount of funds deposited to open these ac-
counts,” and then it says, “Source of these funds.” Now, that was
left blank; is that not correct?

Ms. ELLIOTT. That is correct.

Senator LEVIN. And that was left blank within a month after you
got these strong instructions from the head of the—Mr. Montero,
what was his position? He was above you, in any event, right?

Ms. ELLIOTT. Absolutely. He was——

Senator LEVIN. And you had very clear instructions, which you
were familiar with, saying, “The documentation requirements have
not always been complied with in a timely fashion, and as a rule,
no new account should be opened without complete documentation.
I would like to reemphasize the importance of timely and complete
documentation at the inception of a new relationship.” Despite all
of that—and on the next page, which is I believe page 14, you will
see at the top, “New accounts should not be opened without com-
plete documentation.” He said that three times in one document.
And yet, the form that you worked with is blank, almost entirely
in it;,?s second page, including on the source of funds; is that accu-
rate?

Ms. ELLIOTT. Yes, sir.

Senator LEVIN. Now, is it not also accurate that there was an-
other policy called Client Acceptance Policy, and this one, if you
would turn to page 20.1 There are some excerpts we are putting on
a board here, but this is dated September 27, 1991, which is almost
a year before this account was opened, or half a year. And this is
also Mr. Montero, and if you look on page 21, it says, “As all of
us know, the international private banking business has become in-
creasingly complex over the past years. It is critical that we main-
tain the high standards that we have in place in regard to knowing
our customer’ and use the utmost diligence to screen prospective
new clients.”

And then it says, “The attached statement is a detailed descrip-
tion of divisional policies in respect to the opening of accounts. I
expect that each and every one of us will be familiar with the con-
tents and to conduct ourselves accordingly.”

Were you familiar with that document, the Client Acceptance
Policy?

Ms. ELLIOTT. Yes.

Senator LEVIN. If you look on the next page—and this is all be-
fore you opened the account. This is not something new that hap-
pened in the late 1990’s. These are all policies of the bank, at least
purported policies, that you were familiar with. If you look on page
22,1 you will see in the third paragraph, “We only accept clients
with integrity and good reputation.” And then it says in 2(a) that,
“a clear-eyed assessment”—and that is up on the board there for

1See Exhibit No. 6 which appears in the Appendix on page 127.
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you—“a clear-eyed assessment of the integrity of the client, his
business activities and source of funds at the acceptance stage and
thereafter.”

Now, did you know the source of his funds? Did you ask him the
source of his funds? Let us put it that way.

Ms. ELLIOTT. Source of funds is where the money is coming from,
and I knew two things. I knew that for his personal account the
funds were going to be approximately $100,000, and it was going
to come from one of the Mexican banks. And he told me it was
going to be either Bancomer or Banca Cremi. He did not know
which one.

Senator LEVIN. All right. Now, when he deposited the money
later on

Ms. ELLIOTT. Excuse me?

Senator LEVIN. When he deposited the millions later on, because
it says here, “and thereafter,” did you know the source of those mil-
lions that he deposited later on?

Ms. ELLIOTT. I knew they were coming from Mexican Banks.

Senator LEVIN. But did you know the source of his funds, where
he got the funds from?

Ms. ELLIOTT. I believed at the time, Senator, that we were talk-
ing about monies that were a combination of things—that the
Mexican peso was believed to be devalued, and in fact it was; the
Mexican stock market was believed to suffer some sort of deficit,
and in fact it did; that clients were all doing the same thing at the
same time; that they had—the Salinas’ had investments in Telmex,
a company that had doubled in price in about a year and a half;
and he had just married Paulina Castanon. So it was not just one
thing; in my mind were a number of different things, all of which
made sense at the time.

Senator LEVIN. Did you also believe that he had sold a construc-
tion company?

Ms. ELvioTT. I did.

Senator LEVIN. And did you know the name of the construction
company?

Ms. ELLIOTT. I do not.

Senator LEVIN. Did you ask him?

Ms. ELrioTT. I did not.

Senator LEVIN. Did you ask him how much he received from the
construction company?

Ms. ELLIOTT. I did not, sir.

Senator LEVIN. Did you ask him about any projects that that al-
leged construction company had ever undertaken?

Ms. ELLIOTT. Carlos Hank told me that they had worked on a
road together; the construction company was involved in infrastruc-
ture work.

Senator LEVIN. And did you ever ask your client what projects
his alleged, purported construction company had ever worked on?
Did you ever ask him, Mr. Salinas?

Ms. ELLIOTT. Well, Carlos Hank told me in front of him on that
original meeting, and it—this was—I first met him in January
1992. He opened the accounts in May 1992. And when I met him
in San Diego in April 1993—March or April 1993—he told me he
had sold it, so I really did not have time.
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Senator LEVIN. Did you ask him how much he sold it for?

Ms. ELrioTT. I did not.

Senator LEVIN. Now, if you look on page 16, you have indicated
in your testimony why it was that you did not seek a written ref-
erence from Mr. Hank.! And you indicated that that is only when
it is another bank that makes the reference that it is in writing,
but that Mr. Hank was telling you orally; is that correct?

Ms. ELLIOTT. In person.

Senator LEVIN. In person.

Ms. ELLIOTT. In person in front of my boss’s boss.

Senator LEVIN. Right. Now, if you look at paragraph 3 of this,
and this is still part of this documentation policy which you ac-
knowledged receiving before you opened this account, and here is
what paragraph 3 says: “Generally, references should not be ac-
cepted from another client, however, should the situation warrant,
then a reference can be accepted provided the client had a relation-
ship for over a year, we are satisfied with his business and poten-
tial and we have another positive reference on file.”

Did you have another positive reference on file?

Ms. ELLIOTT. I did not. I felt that the reference I had was strong
enough.

Senator LEVIN. But you did not have another reference on file?

Ms. ELLIOTT. I did not.

Senator LEVIN. And when you answered the Chairman’s question
about whether you complied with the policies of the bank, you said
that you did relative to references, but in fact, you did not comply
with that policy then, did you?

Ms. EvLLioTT. The policy, sir, allowed for a waiving of one ref-
erence—in fact, of both—by a team leader, and I was a team lead-
er.

Senator LEVIN. All right. That will speak for itself, but you ac-
knowledge you did not have another positive reference on file; that
is correct?

Ms. ELL1OTT. That is correct.

Senator LEVIN. Finally—and this is, it seems to me, the key line
in this requirement—“The reference”—we are now talking about
Mr. Hank’s reference—“must be in writing.” Do you see that in
front of you?

Ms. ELLIOTT. Yes.

Senator LEVIN. Was Hank’s reference in writing?

Ms. ELLIOTT. No, it was not.

Senator LEVIN. So you did not comply with that policy either, did
you?

Ms. ELLIOTT. Mr. Hank gave a personal reference. He came to
the bank.

Senator LEVIN. I understand, but this says that the “reference
must be in writing and approved by the Market Manager/Unit
Head before acceptance.” And my question is: You did not comply
with that policy either, did you?

Ms. ELLIOTT. I believe I did.

Senator LEVIN. Did you have a written reference?

1See Exhibit No. 4 which appears in the Appendix on page 114.
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Ms. ELLIOTT. No, I did not have a written reference, but the pol-
icy—in fact, I, as a team leader, could have waived them both. This
is the first time that I had a reference that was given in person
and in front of my boss’s boss. The reason to have a written ref-
erence

Senator LEVIN. Is there any exception in here for a reference
orally in front of someone’s boss? Does it not say, “The reference
must be in writing and approved by the Market Manager/Unit
Head?” Does it not say it must be in writing, is my question?

Ms. ELLIOTT. It does say that.

Senator LEVIN. And it was not in writing; is that correct?

Ms. ELL1oTT. That is correct.

Senator LEVIN. You did not comply then with that particular pol-
icy, did you?

Ms. ELLIOTT. I believe I did.

Senator LEVIN. Thank you.

Senator COLLINS. Mr. Misan, it is my understanding that from
1987 to 1996, that one of your responsibilities was to manage the
Citibank Mexico office. Is that accurate?

Mr. M1sAN. That is right. From 1988?

Senator COLLINS. From 1988 to 1996.

Mr. MisAN. Yes, ma’am.

Senator COLLINS. So this was during the period that the account
for Mr. Salinas was opened. Did you approve the opening of that
account?

Mr. MisAN. No, I did not, ma’am.

Senator COLLINS. Although you supervised Ms. Elliott, you did
not know about some of the major accounts that she managed in
a country for which you were ultimately the responsible manager;
is that correct?

Mr. MisaN. That is correct, Senator. There were a few accounts
who were managed out of New York, who chose to only commu-
nicate with New York, and for that reason, they were given that
privacy.

Senator COLLINS. Were you advised by any of your superiors that
certain of the clients in Mexico did not wish for Mexico-based bank-
ers to have knowledge of their accounts, and that Mr. Salinas fell
in that category?

Mr. MisaAN. I was advised that there were some accounts that I
would not be asked to oversee, and that they would be taken care
of by my supervisors in New York, and, yes, I believe Mr. Salinas
was one of them.

Senator COLLINS. Did that not make it difficult for you to carry
out your responsibilities as the person ultimately responsible for
the Mexican Citibank office?

Mr. MisAN. I believe that Mrs. Elliott was an experienced private
banker. She also benefited from having the supervision in New
York of my supervisor and his supervisor, so I believe that when-
ever necessary, those accounts were adequately covered.

Senator COLLINS. Were you required to authorize any trans-
actions related to the Salinas account?

Mr. MisSAN. At some point in the mid—or the second quarter of
1993, I believe, I signed on a couple of transfers that he made from
Mexico as a member of the credit committee, yes.
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Senator COLLINS. When you did so were you aware that the ac-
count was for Mr. Salinas or were you approving these transactions
without knowing who the beneficial owner of the account was?

Mr. MisaN. I was informed that Mr. Salinas had an account
around that time, and I believe I did know at the time the remit-
tances were being made, yes.

Senator COLLINS. Mr. Misan, after Mr. Salinas was arrested, did
you comment to Ms. Elliott that she should, “Lose any documents
connected with the account?”

Mr. MisaN. I said that in a kidding manner. It was at the early
stages of this. I did not mean it seriously.

Senator COLLINS. What direction did you give Ms. Elliott with re-
gard to the account and the information related to it after Mr. Sali-
nas was arrested?

Mr. MisaN. I told her that this account now should have the di-
rect supervision of legal counsel, and that nothing should occur
until legal counsel authorized it.

Senator COLLINS. Senator Levin.

Senator LEVIN. One of the responsibilities I believe that you had,
Ms. Elliott, was to keep a client profile on a computer; is that cor-
rect?

Ms. ELL1OoTT. That is correct.

Senator LEVIN. And in 1995, after Mr. Salinas was arrested, you
then went back and made some changes in that client profile, did
you not?

Ms. ELLIOTT. I, in fact, completed it after his arrest.

Senator LEVIN. You made some changes in the profile?

Ms. ELL1OTT. Correct.

Senator LEVIN. You added some things that were not there be-
fore the arrest; is that correct?

Ms. ELLIOTT. That is true.

Senator LEVIN. As a matter of fact, before he was arrested—if
you will look on page 51 of your document book—is it not true that
there was nothing in the client profile? !

Ms. ELLIOTT. That is true.

Senator LEVIN. It was blank.

Ms. ELLIOTT. Yes, sir.

Senator LEVIN. Was that in keeping with your bank’s rules?

Ms. ELLIOTT. Absolutely not. I thought it had been completed. 1
thought that we had gone back actually a year and a half before
that, and it was not. I thought that we had completed every one
of them. So when I went in and saw that it was blank, I do not
know what to say. I still do not know why it is blank.

Senator LEVIN. OK. Now, back in September 1992, you had re-
ceived a e-mail, had you not, from Mr. Figueiredo? Am I pro-
nouncing his name correctly?

Ms. ELLIOTT. More or less, Figueiredo.

Senator LEVIN. From Mr. Figueiredo, who was Mr. Montero’s as-
sistant; is that correct?

Ms. ELLIOTT. He was the head of the marketing for all of Latin
America under Ed Montero, yes.

1See Exhibit No. 7 which appears in the Appendix on page 133.
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Senator LEVIN. And is it not true that you were then told that
this profile, which is called a CAM—is that right?

Ms. ELLIOTT. Yes.

Senator LEVIN. It is the management policy that that profile or
CAM be “used as the primary vehicle to store and document cli-
ents’ non-financial data,” and “Private Bankers be accountable for
reviewing, at least once a year, such information relevant to their
clients and ensure that it is as complete and updated as possible.”
Now, that was September 1992. Had you gone back in any year be-
tween September 1992 and March 1, 1995 to look at that profile
and to update it or to fill it in?

Ms. ELLIOTT. I believed I had, Senator. CAMS was an evolving
system. It was first a system that basically was to record business
background information, to have information that was non-finan-
cial about our clients. It then became a system that we used as a
suitability vehicle. It was not a source of wealth system. And in
fact, it was not until much later. It should have been completed,
however, and I thought I had gone at least twice, and it was not
until March 1 that I realized it had not been completed.

Senator LEVIN. So despite the instruction that yearly you go and
look at that CAM, in fact, the CAM was left vacant or blank for
3 years; is that correct? From approximately September 1992 to
March 1995, so about 2% years, that was left blank, just the way
you see it; is that correct?

Ms. ELLIOTT. That seems to be the case, yes.

Senator LEVIN. Now, Mr. Figueiredo went on to state the fol-
lowing: “I am also asking each Country Manager and/or Investment
Center Manager to forward to my attention, no later than Sep-
tember 30, 1992, a consolidated plan covering their entire area of
responsibility and indicating the schedule of their reviews, i.e what
Private Banker will be reviewed by whom and when. This exercise
should take place once a year thereafter. I am taking this matter,”
he said, “extremely seriously,”—these are his quotes, September
1992—“and I am asking you, in turn, to exercise your full manage-
rial authority in getting this job done.”

Now, Mr. Misan, you were the country manager, as I understand
it?

Mr. MisAN. Yes, sir.

Senator LEVIN. And, Ms. Elliott, you were the investment center
head for New York.

Mr. Misan, first, you were supposed to provide a consolidated
plan covering your entire area of responsibility and indicating a
schedule of reviews—which private banker will be reviewed by
whom and when. Did you provide that plan?

Mr. MisaN. Sir, I do not recall the specific plan referred to, so
I really could not comment on it.

Senator LEVIN. You do not have any recollection of being told to
file such a plan?

Mr. MisaN. No, I do not remember that.

Senator LEVIN. Well, then could you take—well, that is OK. The
deadline for all accounts to be completed was June 30, 1993 in that
e-mail. My question is: Did you do such a review, Mr. Misan?

Mr. MISAN. Sir, I recall at the time there was a lot of frustration
regarding the filling out of these CAMS forms. It was as I said in
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my opening statement, it was a very frustrating process because
there was—it was like trying to recreate history. There were many
clients who had been with the bank for many, many years, and
there was an attempt at putting financial information, personal in-
formation of clients that now a new private banker may have been
going to these long-established clients

Senator LEVIN. I understand the complications. But despite that,
your boss, in December 1993, Mr. Montero, who is head of the
Western Division, sent another memo on the failure of bankers to
update these client screens, with new timetables to have all client
screens completed.! All clients with accounts over $1 million had
to be completed by December 31, 1993.

Here is what he said: “I have decided to simplify the policy and
hold you, as the Manager, directly accountable for the adherence
to policy by your staff. Year-end bonuses for each of you will be
held for noncompletion of this assignment in the required time
frame. You must attest to the satisfactory completion of the above
[timetable] by December 31, [1993].”

You were one of the people, Mr. Misan, that that memo was di-
rected to. Did you lose any bonus?

Mr. MisaN. No, sir, I did not.

Senator LEVIN. Did you carry out his direction with all of its
complications? Did you do what he said you had to do, and did it
include Mr. Salinas?

Mr. MisAN. Sir, I believe at the time I did what was expected of
me to do. There were a number of private bankers who had filled
out the forms, and to their best efforts believed that they had com-
pleted the forms as needed to be. We were having a problem in es-
tablishing a standard, and when we failed, unfortunately, it was
because different private bankers had filled out the forms to what
they believed was an appropriate standard. It was over time that
the standard became clearer, and, therefore, we got, I think, the
levels that we needed and I believe are there now.

Senator LEVIN. Final question. Did you ever check to see whether
Amy Elliott had carried out the screen on Salinas?

Mr. MisAN. Sir, the only recollection I have of that is after, I be-
lieve, his arrest. I had been in New York, and at that time, I had
seen the CAMS screen, yes.

Senator LEVIN. Not before? Not during that 2V2-year period?

Mzr. MisAN. I do not recall that, sir.

Senator LEVIN. Thank you.

Senator COLLINS. The hearing is now going to be recessed until
2:15 p.m.

I would ask Ms. Elliott and Mr. Misan to come back at that time.
We do have a few additional questions for you.

We are in recess until 2:15 p.m.

[Whereupon, at 12:17 p.m., a luncheon recess was taken.]

AFTERNOON SESSION [2:18 p.m.]

Senator COLLINS. The Subcommittee will come to order.
At this time, we will resume questioning from Senator Levin for
our witnesses.

1See Exhibit No. 9 which appears in the Appendix on page 136.
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Senator LEVIN. Thank you, Madam Chairman.

Ms. Elliott, this morning, you noted that a strong factor in your
assessment of clients was your knowledge of and familiarity with
Mexican society, and from that, you knew all about the Salinas
family and their reputation.

You told investigators that you had never heard of any allega-
tions of impropriety surrounding Mr. Salinas until 1995 when he
was alleged to have been involved in the murder of his former
brother-in-law. The California newspaper, the Sacramento Bee, in
August 1993, said the following relative to rumors of corruption be-
sieging Mexico’s president.! Part of the article reads as follows:

“Rumors—all publicly unsubstantiated—are flying in gov-
ernment circles and among the national press that mem-
bers of the Salinas family, and possibly even Salinas him-
self, are taking advantage of the president’s office to build
massive personal fortunes. . . . According to some of the
stories, Salinas’ siblings are involved in a wide variety of
unsavory business deals, peddling their influence, using
other people as . . . fronts and generally throwing their
weight around in their commercial dealings. Then there
are the whispers that Salinas himself has a secret share
in the country’s telephone monopoly, which was sold off
along with hundreds of government-owned businesses to
private investors.”

Given your knowledge of Mexican society as the basis for your
approval of this account with Mr. Salinas and given the fact that
your boss, Mr. Reed, told our staff that he personally heard from
Mexican businessmen as early as 1993 about possible corruption
involving Raul Salinas “inserting himself in local business deals in-
appropriately,” how do you explain, since you base your approval
of this account on your knowledge of the Mexican society and its
wealthy people, that you would have heard nothing? Despite all of
those rumors in 1993, and that even the CEO of your corporation
heard those rumors in 1993, and yet you heard nothing—how do
you explain that?

Ms. ELLIOTT. Senator, my knowledge of the Mexican society was
one of the things on which I based my acceptance of the Raul Sali-
nas account. I did travel to Mexico very frequently during the pe-
riod, and I had never heard anything negative about Raul Salinas
or the Salinas family.

Senator LEVIN. Ms. Elliott, the bank has provided us transcripts
of phone conversations that took place the day after Mr. Salinas
was arrested on February 28, 1995, and three times in those con-
versations, you made references to having talked to God.

I want to make sure you have copies of these.2

Ms. ELLIOTT. I do.

Senator LEVIN. You have copies?

Ms. ELLIOTT. Yes.

Senator LEVIN. In the first conversation, talking now to Pedro
Homen and to Sarah Bevan, two other Citibank employees from

1See Exhibit No. 10 which appears in the Appendix on page 138.
2See Exhibit No. 11a. and 11b. which appear in the Appendix on pages 141 and 142.
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Europe, you said the following: “You know what I mean?”! Now,
this is the day after the arrest of Salinas. It is up on the board here
for you. “You know what I mean? Um, but after the day is over,
maybe I will feel different, I am sure I am going to be asked to
speak to God, Okay?” Pedro Homen says, “I'm sure.” Then, in that
same conversation, you say, “I expect that I will have to go up to
God and when I do I will let you guys know.”

Later on that day, less than an hour later, you had another con-
versation in which you said the following: “Okay and we thank God
that the guy close to God is comfortable as well.” Then Sarah
Bevan said, “His right-hand man is comfortable,” and you said,
“His right-hand man is comfortable? I love it.”

Now, who was God in that conversation? Who are you referring
to?

Ms. ELLIOTT. This conversation took place almost 5 years ago. I
spoke to a ton of people that day, but if I can shed some light so
that I can try to explain to you, sitting where I am sitting here
today, I can say two things. When I feel like I have to speak to ev-
eryone in the world, today I would say I am going to have to speak
to God. I had never had—at the time I had been in the bank 27
years—it was the first time I had to deal with a client having been
arrested, for murder no less. And I knew that having to go and
walk around the floor, I was going to be asked by just about every-
one if it was true.

So, to me, sitting here today, I can only believe that that is what
I meant then as well.

Senator LEVIN. Well, if God is the general public, as you say, the
conversation does not make any sense. [Laughter.] Part of that con-
versation—and this is Sarah Bevan speaking—“Amy is OK. She
has been in since 6:30. Obviously, she is speaking to everybody,
God included, and she is speaking to the lawyer as well.” You are
saying you are not referring to a specific person?

Ms. ELLIOTT. I am saying I am not. I cannot speak to what Sarah
Bevan or Pedro Homen—I don’t know what they meant. I am say-
ing that I am not.

Senator LEVIN. On another matter, the day after Mr. Salinas was
arrested, you said the following: “Everybody was on board on
this.”2 Later in the same conversation, you said, “I mean, this goes
in the very, very top of the corporation this was known, Okay? On
the very top.” Then you said, “We are little pawns in this whole
thing, Okay?” Who were you referring to when you said “this goes
in the very top of the corporation this was known”? Who are you
referring to at the very top of the corporation?

Ms. ELviorT. Bill Rhodes.

Senator LEVIN. When you said “We are little pawns in this whole
thing . . . ,” what did you mean by that?

Ms. ELLIOTT. I am sitting four or five down from the chairman,
and Bill Rhodes was and is the vice chairman of the bank. To me,
that’s pretty top.

Senator LEVIN. Thank you.

1See Exhibit No. 11a. which appears in the Appendix on page 141.
2See Exhibit No. 11b. which appears in the Appendix on page 142.
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Senator COLLINS. Thank you for your testimony. You are ex-
cused, and we will now ask for the next panel of witnesses to come
forward.

Our next witnesses are Alain Ober, who is the head of the Afri-
can Unit for Citibank’s Private Bank Office in New York, and G.
Edward Montero, who serves as the Western Hemisphere Division
Head for the Private Bank.

First, we will hear from Mr. Ober who has been with Citibank’s
Private Bank for 8 years. He has served as the private banker for
President Bongo of Gabon and for Mohamed and Ibrahim Abacha,
the sons of General Abacha, the former head of the State of Nige-
ria. Mr. Ober will testify about his handling of those accounts.

Mr. Montero has been an employee of Citibank for 34 years and
has been with the Private Bank for 17 years. Pursuant to Rule 6,
all witnesses who testify before the Subcommittee are required to
be sworn.

Would you please raise your right hand. Do you swear that the
testimony you are about to give to the Subcommittee will be the
gué::t)l, the whole truth, and nothing but the truth, so help you,

0d?

Mr. OBER. Yes, I do.

Mr. MONTERO. I do.

Senator COLLINS. I would ask that you limit your oral testimony
to 10 minutes. Your written testimony will be printed in the record
in its entirety.

Mr. Ober, you may proceed first.

TESTIMONY OF ALAIN OBER,! VICE PRESIDENT, CITIBANK
PRIVATE BANK, NEW YORK, NEW YORK

Mr. OBER. Thank you, Senator.

I am Alain Ober. I have prepared a statement that I understand
the Subcommittee has accepted as part of the record of this hear-
ing, which I would like to briefly summarize.

I am originally from France, but I have lived in the United
States since 1972, and I enjoy joint citizenship in France and in the
United States.

I have worked for Citibank Private Bank as a relationship man-
ager for African clients since 1991. I have been the Private Bank
relationship manager for President Omar Bongo of Gabon since
1994, 9 years after he opened his principal New York accounts.

I also handled the New York Private Bank accounts of Ibrahim
and Mohamed Sani Abacha, although I was not the relationship
manager for those clients.

Although procedures for obtaining information about a cus-
tomer’s background and source of wealth have been in place since
I have been with the Private Bank and I have always conducted
myself in accordance with the prevailing standards, in the past few
years, the bank has significantly strengthened procedures. Today,
in addition to my supervisors who have always reviewed my cus-
tomer profiles, my customer profiles are also independently re-
viewed by quality assurance personnel who are not part of the
business unit. This has resulted in a significant increase in the

1The prepared statement of Mr. Ober appears in the Appendix on page 950.
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amount and quality of documentation I must provide in connection
with each of my clients.

In addition, the Private Bank has instituted a global system of
transaction monitoring. As part of this procedure, client trans-
actions are independently analyzed by an automated system which
compares current transactions against historic trends and then
flags any unusual activity for review by an independent transaction
monitoring unit.

As the Subcommittee is aware, I have personally handled certain
accounts of public figures. Such accounts sometimes have been
hard to manage because of the difficulty in getting information
about account transactions directly from the clients.

In June 1998, the Private Bank significantly revised its public
figure policy, setting forth the bank’s standards for accepting and
maintaining accounts of politically prominent individuals and their
families. Pursuant to the public figure policy, we do not target pub-
lic figures as clients, and a new public figure client may be accept-
ed only with approval of the Public Figure Review Committee
which consists of the head of the Private Bank and other senior of-
ficials who do not have client-relations responsibilities.

Existing public figure accounts are reviewed annually by this
committee. As a result of this process, the Private Bank has re-
fused or terminated accounts for certain public figures.

I am pleased to answer any of your questions.

Senator COLLINS. Mr. Montero.

TESTIMONY OF G. EDWARD MONTERO,! SENIOR EXECUTIVE,
CITIBANK PRIVATE BANK, NEW YORK, NEW YORK

Mr. MONTERO. Thank you.

Good afternoon, Senator Collins, Senator Levin, and Members of
the Permanent Subcommittee on Investigations. My name is Ed
Montero, and I have spent my entire 34-year banking career at
Citibank. I must say that I have always been extremely proud to
be part of an organization with such strong leadership, integrity,
and values.

I would not and could not have devoted such an important part
of my life to Citibank if I had not believed this was so.

I began my career as a banker in the corporate bank and for the
last 17 years have headed the Western Hemisphere Division of the
Private Bank. This division focussed primarily on clients from
Latin America and Canada, but at different times had varying re-
sponsibilities concerning other regions of the world.

Most recently, I became the Senior Executive for Client Relation-
ships in July of this year. Since 1996, one of my top priorities has
been to make anti-money-laundering policies and procedures in the
Western Hemisphere Division as strong as we could possibly make
them. I have also worked very hard to assist Mr. Aziz who, until
last month, was the head of the Private Bank in implementing a
state-of-the-art anti-money-laundering program for the entire pri-
vate banking group, but before I comment on this new program
and how it came into being, I think it is very important for me to
emphasize my belief that it has always been Citibank’s policy to

1The prepared statement of Mr. Montero appears in the Appendix on page 953.
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avoid customers who might seek to use the bank for illicit or illegal
purposes. We want to do business with good people, and we want
to avoid bad people.

Now let me focus on the international side of private banking,
which I believe is your greatest area of interest today, and attempt
to explain some of the reasons why we have considered it appro-
priate in the past to provide confidential services to our clients.

Many of the clients in Latin America are individuals who fled the
wars in Europe and feel a heightened need to avoid unnecessary
dissemination of information concerning their wealth. In addition,
many countries in Latin America have been plagued in recent
years by acts of violence against wealthy and prominent citizens.

I have met a great number of our clients in their homes, and
many have a story to tell about a loved one, about a friend, a
neighbor, or a business associate who has been the victim of a kid-
napping or extortion plot.

I had a wonderful client who was kidnapped and killed just last
year. Another story of a client who had recently visited me, he was
kept in a box with a broken leg for over 6 weeks and may never
walk again unaided. I could give you more examples, but the com-
mon thread is that a number of our clients have been driven by a
fear to a heightened desire for privacy, and these feelings have
been carried over into their banking relationships, which they wish
to be characterized by as much discretion and confidentiality as the
law permits. These are good law-abiding customers with very seri-
ous, legitimate privacy concerns.

Against that background, I want to emphasize that I am proud
of what we have done in the Western Hemisphere Division of the
private banking group. From the very beginning, we have been
quite vigorous in rejecting prospects that were questionable in any
way and in closing accounts when we learned that they were prob-
lematic, no matter how profitable.

In the Western Hemisphere Division, over the last 17 years we
have had over 50,000 accounts and only very few of which have
presented any problems. To achieve this, we have relied upon the
judgment and discretion of our individual bankers. However, what
we have learned over the past decade is that this is just plain not
good enough.

In order for our anti-money-laundering program to be as effective
as it needs to be to protect the bank, we need thorough documenta-
tion. We need strict account monitoring capabilities, and we need
careful independent reviews.

The lesson was a hard one for me. The crystallizing event oc-
curred in 1996 when, for the first time, my unit failed an internal
Citibank audit. I was shocked and devastated by the audit results
at the time, but I realize now that it was ultimately positive.

I took the audit result very seriously and regarded it as a call
to arms. It led me and the management team in the Western
Hemisphere Division to focus on our anti-money-laundering pro-
gram with a new intensity. As a result, I led a very vigorous correc-
tive action plan to address the deficiencies identified by the audit,
and we have now regained our historically favorable ratings.

We created a full-time task force comprised of eight to ten senior
staff members to review and revise our procedures. We went over
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each and every existing customer profile, a total of 19,000 profiles
in the Western Hemisphere Division. We investigated and corrobo-
rated missing information, and we assessed the desirability of each
customer relationship. By the way, all of these revised profiles were
reviewed by an independent Citibank quality assurance team.

Moreover, the Private Bank as a whole has made enormous
progress in recent years as regulatory standards and our own audit
standards have increased. I know that Mr. Reed has delivered to
your Subcommittee a statement by Mr. Aziz that details our insti-
tution’s progress in this area. As you will see, we now have, among
other things, a much more rigorous prescreening process for pro-
spective clients, a more rigorous documentation and verification re-
quirement for Know-Your-Customer information, as well as an
independent review of all such information.

We also have an automated funds-tracking system to monitor all
existing accounts and a requirement that multiple bankers interact
with all accounts.

We also give special scrutiny to accounts of public figures and
their families, and last, we have also clarified the supervisory
structure under our new system of global market management so
that there are now clearer lines of authority and supervision within
the Private Bank.

In conclusion, I am proud of the work my colleagues in the West-
ern Hemisphere Division and indeed the entire Private Bank have
done over the last several years to address these important issues.

I thank you for the opportunity to address your Subcommittee.
I am now prepared to take questions. Thank you.

Senator COLLINS. Thank you, Mr. Montero.

Mr. Montero, you mentioned in your statement your concerns
over a negative audit that the bank received in 1996, and you de-
scribed the corrective actions you took in response to that. Did you
discuss the results of this audit with any of your superiors at
Citibank?

Mr. MONTERO. Most certainly, we did.

Senator COLLINS. With whom did you discuss the audit?

Mr. MONTERO. We prepared the audit, correction action plan, in
the spring of 1996, shortly—immediately after the audit was re-
ceived, and we presented it to my then-boss, Albert de Souza in the
middle of June of that year as a plan. We got his blessing, as well
as that of our audit organization, independent audit organization,
and once we had the clear signals, we proceeded to execute the
plan in the late summer and fall of 1996.

Senator COLLINS. Were there any other officials at Citibank who
outranked you with whom you discussed the audit report?

Mr. MONTERO. The officials, again, were Mr. de Souza who was
the EDP in charge of the group, my direct boss—we discussed it
with the most senior members of the audit team of the bank, as
well as our own internal audit team, and I believe knowledge of the
corrective action plan was shared with the top management of the
institution, certainly the top audit side of the institution.

Senator COLLINS. Were there other audits prior to the 1996 audit
which were critical or raised concerns about the risk of exposure
to money-laundering that applied to your group?
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Mr. MONTERO. There were other audits that raised those topics,
but I think this was the most critical.

Senator COLLINS. The reason I ask the question is that it is my
understanding there was something like six internal audits of var-
ious parts of the Private Bank at Citicorp that were very critical
of the operations and the lack of adherence with policies and proce-
dures. What was different about this 1996 report that caused you
to take the corrective action? Were the others less serious in your
mind, or did they pertain to activities that were not under your di-
rect control?

Mr. MONTERO. I can’t comment on all the—I mean, I'm not sure
which ones you’re referring to, but there were audited—my organi-
zation that dealt with specific subunits, and they were not as crit-
ical in my opinion as the one that we are talking about here.

Senator COLLINS. I guess my concern is that there seems to have
been a pattern of negative internal audits that failed to trigger
much reaction, and that is what is of great concern to me. I think
that a lot of the problems that Citibank experienced would have
been avoided had the bank’s officials taken action earlier.

Mr. MONTERO. I may comment that this was a very comprehen-
sive audit that covers all of the front-end sales organization of the
Western Hemisphere. So that is part of the reason we took it so
seriously, but beyond that, I think in the earlier part of the 1990’s,
the bankers and management all felt a commitment to get the job
done, but at the same time the business paradigm of the period
was for greater efficiency. All of industry was reengineering, reduc-
ing staff, and I think we misjudged. We misjudged the enormity of
the task and the amount of resources that were needed to get the
job done.

Senator COLLINS. Would it be fair to say, to use your phrase, that
the business paradigm of the period was to grow no matter what
to open these accounts, to make them profitable, to pump up the
financial results, even if it meant shortchanging some of the proce-
dures and some of the safeguards that have been put in place?

Mr. MONTERO. No. Senator, I would not characterize it that we
were shortchanging the desire to have good clients for the desir-
ability of having profits.

I mentioned in my prepared testimony that we have had in our
division a history of rejecting clients that were supposedly good and
turned out to be bad or rejecting prospects.

The problem was the enormity of tasks. There were several
things that were going on here. One of them was the basic chore
of the profiles, as has been previously discussed in prior testimony
by my colleagues. That was one.

Two, you had a new complexity in the business. The business
was moving from a banking-oriented business to a securities-based
business that had a lot more suitability requirements, a lot more
product complexities. So the job of the banker was becoming ever-
more complex, at the same time that we were saying, “Well, we
need to be more efficient and really watch carefully the addition of
staff,” and that’s where I really, sincerely, believe we should have
taken earlier action in staffing up. And once we did, once we put
the team together and said, “You guys, full time, we're taking you
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out of client services and we’re putting you in charge of getting this
job done”—and then it got done, and we are there today.

The environment that we have today, I am convinced and I can
represent to you that some of the issues that have been raised here
would not happen today because we have an entirely different sys-
tem and an entirely different support structure.

Senator COLLINS. Mr. Ober, did you ask President Bongo what
the source of the $52 million that he used to open his private ac-
count was? This was back in 1985.

Mr. OBER. Senator, no, I did not, and the——

Senator COLLINS. Could you tell us why you did not? Don’t your
procedures require you to identify the source of funds?

Mr. OBER. At the time when I took over the account in 1994, 1
pretty much took the account on a clean-slate basis. The account
had been open 9 years before my arrival at the Private Bank.

Senator COLLINS. I am sorry. I could not understand what you
said. That you took the account on a——

Mr. OBER. Clean-slate basis. There was not really information
available, and the bank may be criticized for lack of policies and
procedures at the time, but at the time I was not under the obliga-
tion to gather information of that type.

However, starting in 1994, one of my goals was to gather infor-
mation about the sources of wealth of our client. Of course, as Mr.
Montero explained, today the situation will be different because
this will be an obligation of the KYC policies, and an account can
only be opened if we have a clear understanding of the source of
the initial funding of the account. And by that, I mean what it rep-
resented.

Senator COLLINS. Did you ever ask President Bongo directly
about the sources of the millions of dollars that he was depositing
in your accounts?

Mr. OBER. No, I did not.

Senator COLLINS. Why didn’t you pursue this?

Mr. OBER. Well, Senator, let me say that it was—it felt very
awkward to ask information, that kind of information to a head of
state, while at the same time I was able to gather the information
that I wished to obtain from reliable sources and I was able to de-
velop information about sources of wealth of our client.

Senator COLLINS. Were you concerned that if you asked what you
viewed as intrusive questions about the source of President Bongo’s
wealth that you might lose the marketplace in Gabon?

Mr. OBER. Senator, I don’t think so. In today’s environment, I
would like to point out I would not have any choice today. In 1994,
maybe it was a question of choice. Today, there is no choice. I have
to ask the questions, and if the bank is not satisfied by the answers
that are given to me, then we will not accept the client.

Senator COLLINS. Were you concerned about the millions of dol-
lars and that they might be from inappropriate sources? Were you
concerned at all about the millions of dollars that were being de-
posited in the account? Since you have said that you didn’t ask di-
rectly where is the money coming from because you felt somehow
it would be seen as inappropriate or a breach of protocol, were you
at all concerned that you might be handling money that did not be-
long to President Bongo?
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Mr. OBER. If you allow me to put back your question in the con-
text of the chronology. In 1994, when I took over the account, the
initial funding had taken place 9 years prior to that, and in that
period of time and during most of my role as a private banker for
President Bongo, there were very few times where there were
funds coming into the account. When I took over the account in
1994, for several years there were no major incoming funds into
the account.

Senator COLLINS. I want next to ask you about testimony from
the Subcommittee’s staff investigators. The staff investigators testi-
fied that for 3 years, you did not know that your clients, Ibrahim
and Mohamed Abacha, were the sons of the Nigerian dictator. Is
that accurate?

Mr. OBER. Yes, it is, and will you allow me? I see the light is or-
ange. It will take a few minutes——

Senator COLLINS. Please go ahead.

Mr. OBER [continuing]. Because of the chronology of events.

Senator COLLINS. Let me tell you what I would like you to cover
in that chronology. What I need to understand is how you could
handle that account as someone who specialized in African ac-
counts, as someone who has Know-Your-Customer regulations to
follow. How could you not have understood who these two individ-
uals were? Please proceed, despite the red light.

Mr. OBER. I believe back in February 1992, my colleague from
London, Mr. Matthews, who was the relationship manager for the
Abacha brothers, told me that they would come—Ibrahim Sani
Abacha would come to New York to pick up some cash from our
tellers and—which is one of the things that happens between pri-
vate bank branches.

I took advantage of Ibrahim Sani Abacha’s visit to chat with him,
and I found out that he was—he told me he was a businessman,
that he was in the process of establishing an airline company that
would run flights between Lagos and New York and decided that
there was a need for an account at the Private Bank.

At that time, there was no reference to the name Abacha.
Ibrahim Sani—the name that was referred to was Sani. Then I
asked the following—my colleague, Mr. Matthews, for a reference,
and the reference was the only time that I saw the name Abacha.
It referred to Mohamed and Ibrahim, if I remember, as the sons
of Zachary Abacha, a businessman from the northern part of Nige-
ria. At that time, the name Abacha didn’t ring any bell because
General Abacha at the time was a general in the army, but was
not president of Nigeria. So what I saw in these documents was
that the document was a very good reference. What mattered to me
was that they had been clients of the bank for 3 years. My col-
league, Mr. Matthews, said they are good clients of the bank, they
are professional individuals. The account had been run properly.

So I put the reference into the file and forgot about that I saw
the name Abacha. That was not an important item. Then the next
time I heard about the name Abacha was a few weeks before the
death of Ibrahim Sani who died in an air crash. I had thought of
referring Ibrahim Sani and his airline company to my colleagues
at Citibank in Lagos as corporate prospects for the bank, and later
on, a few weeks later, my colleagues from Lagos called me and told
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me, “Do you know that Ibrahim Sani and Mohamed are the sons
of President Abacha?”

I have to confess I was embarrassed. I was appalled, and that
was the second time I heard the name Abacha. And then we devel-
oped a strategy to close the account.

Senator COLLINS. Senator Levin.

Senator LEVIN. Thank you, Madam Chair.

I would like to ask you about some of the client profiles that we
have been talking about. First, on page 51 of the document book
that is in front of you is the profile 1995 of Raul Salinas.! It is a
blank.

Now, Mr. Montero, you had sent out very precise instructions 3
years earlier saying you wanted these profiles brought up to date.
You wanted them complete. You wanted documentation. You want-
ed the bank’s integrity to be protected, and yet, year after year, at
least 2V2 years, after the account was opened, Mr. Salinas’ account
was opened, that is what the profile looked like. Is that adequate?

Mr. MONTERO. No, that is not adequate, Senator.

Senator LEVIN. Now, the next profile I want you look at is Presi-
dent Bongo’s profile, which is page 77 in your book.2 This is Presi-
dent Bongo’s profile. “Nature of business: head of state for over 25
years.” Then it says, “Source of wealth: Self-Made as a result of po-
sition. Country is oil producer.” Would that comply with your cur-
rent standards of knowing your customer and customer profiles?

Mr. MONTERO. No. Under our current standards, Senator, we
would require substantially more information and corroboration of
that information and approval of that form by an independent area
which we call our quality assurance unit. So the banker would
have to fill in. The banker would have to corroborate, and the inde-
pendent unit would have to approve. So it would be entirely dif-
ferent today.

Senator LEVIN. Now, you had issued some pretty strong policy
statements back in 1991 and 1992, and let’s first take up your doc-
umentation policy in 1992. This is pages 11, 12, 13, and 14 in your
document book.? This is directly from you. Page 12, you say “Pro-
file, Source of Wealth.” Page 13, “documentation requirements . . .
have not always been complied with in a timely fashion. . . . [A]s
a rule, no new accounts should be opened without complete docu-
mentation.” Then you say at the end of page 13 here, “I would like
to reemphasize the importance of timely and complete documenta-
tion at the inception of a new relationship or account.” On the next
page, 14, “New accounts should not be opened without complete
documentation.” You said that about four times in that policy of
April 9, 1992.

Then, in the client acceptance document that you issued on Sep-
tember 27, 1991—that is page 21 in the documents, “It is critical
that we maintain the high standards that we have in place in re-
gard to ‘knowing our customer’ and use the utmost diligence to
screen prospective new clients. . . . I expect each and every one of

1See Exhibit No. 7 which appears in the Appendix on page 133.
2See Exhibit No. 12 which appears in the Appendix on page 143.
3 See Exhibit No. 4 which appears in the Appendix on page 114.
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us to be familiar with the contents and to conduct ourselves accord-
ingly.” 1 This is 1991 now, September.

Then, on the next page, “We only accept clients with integrity
and good reputation.” Then, down in Section 2(a), you say that “a
clear-eyed assessment of the integrity of the client, his business ac-
tivities and source of funds at the acceptance stage and thereafter.”

Would you say that that policy was not fully implemented in
cases that we have been discussing this morning, both Salinas and
Bongo, so far, and Abacha?

Mr. MONTERO. I think that the bankers involved did not record
adequately what they learned, and I regret that.

Senator LEVIN. Was this a lack of resources?

Mr. MONTERO. I believe it was—let me just back up and say that
the bankers in question are experienced. They have a high sense
of integrity, but they had an enormous job. As I tried to suggest
before, although private banking has been going on for years and
years, the way we have been practicing at the international phase
of it, it is a relatively new business, and we had not sized up
enough the amount of resources that we needed to get the job done.

We have done that now, and I believe we are there in terms of
what we need to protect the clients, the bank today on anti-money-
laundering issues.

Senator LEVIN. Is it fair to say that the policy really is not new
because you issued that client acceptance policy in September 1991
and it was pretty strong, pretty precise, pretty repeated—we want
documentation, we want it in the file, we want to know the source
of the revenue, of the source of the deposits, we want to know what
the business is? I mean, over and over again, you told your folks
in 1991 and in 1992 what the documentation policy was, and yet,
I think you would agree they fell short in many, many cases. Is it
not true, then, that the problem in those years after you issued the
policy was not that the policy was weak as that it was not imple-
mented well by your people in the field in many instances? Is that
a fair statement?

Mr. MONTERO. Senator, I would say that we as a total business
system in the company had not figured out what we needed to get
the job done. The policies were largely there. We have tweaked
them. What we have done is we have given the bankers today some
aids, some prompts, and some real support, and the combination of
the tweaking of the policy and the added support and the rededica-
tion of actually very significant dollars, software—we have spent—
Mr. Aziz, I think, will testify—as much as $50 million in imple-
menting some of these changes. It was that kind of an investment
that was needed to get the job done, and frankly, we hadn’t done
it back then.

Senator LEVIN. And because you had not done it, the policies
were not implemented in any full way in all cases. Is that a fair
statement?

Mr. MONTERO. They were not implemented in all cases. That’s
correct.

Senator LEVIN. What was the year you would say that that
change came about when the resources were finally put in there

1See Exhibit No. 6 which appears in the Appendix on page 127.
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which could mean that the policies meant more than just paper
policies, but real policy? What year did that happen?

Mr. MONTERO. I can only speak for—well, I speak best for the
Western Hemisphere, and we really began to tackle that in 1996.

Senator LEVIN. All right. Now, in 1997, if you look at page 91,
we have got an account document, and this involves deficiencies in
Know Your Client and this relates to the Abacha sons.!

Know Your Client Deficiencies. Beneficial owner details is
checked. It is deficient. Source of wealth, deficient. Business back-
grounds, deficient. Business affiliations, deficient. Source of knowl-
edge, deficient. Public figure, investment centre head approval, not
present. That may mean not applicable. I am not sure. Use of ac-
count, deficient. I mean, every single deficiency is marked. That
looks like a zero batting average on that chart.

Mr. MONTERO. I have to say, Senator, I am not familiar at all
with the Abacha accounts. I had no involvement.

Senator LEVIN. All right. Let me ask Mr. Ober, then, about that.

Could you take a look at that?

Mr. OBER. Yes, Senator. I did:

Senator LEVIN. It is page 91. If this policy was finally—had some
funding behind it starting in 1996—this is a June 1997 document.
It looked like on the Abacha sons’ accounts, there was 100-percent
deficiencies.

Mr. OBER. Senator, I have never seen this document before. I be-
lieve this is a document that belongs to our branch in London, but
not to the account that I managed in New York because in

Senator LEVIN. Does it surprise you to see these deficiencies
checked off this way?

Mr. OBER. Well, we—there is a similar—I mean, the document
looks different, but has the same substance that exists in New
York.

Senator LEVIN. Would you agree that these deficiencies existed
on the Abacha accounts in 1996—1997? Excuse me.

Mr. OBER. They did not when I handled the account in New
York, except for mentioning the true identity, which I corrected in
the profile when I found out.

Mr. MONTERO. I would say, Mr. Senator, if I could just comment
on one area, even though we began to check dollars and really fine-
tuning of the policy in 1996, you must understand making all of
this happen involves—it’s an enormous amount of work, and it also
involves a culture change and that took place over 1997 and 1998.
It didn’t happen overnight.

Just in the Western Hemisphere alone, we completed by year end
1998, 19,000 profiles. If you divide that by, let’s say, 100 private
bankers that we had in the division, that was 190 per banker. That
is a huge task to get them up to snuff. So I think we need to under-
stand that this took time. It couldn’t be done overnight.

Senator LEVIN. Starting with 1996, would you say?

Mr. MONTERO. Yes.

Senator LEVIN. Thank you.

Senator COLLINS. Mr. Ober, I have just one final question for you
about the Abacha accounts. You have testified that you did not re-

1See Exhibit No. 13 which appears in the Appendix on page 144.
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alize who the Abachas were. Had you known of their close relation-
ship, the fact that they were the sons of the Nigerian military dic-
tator, would you have handled the account differently?

Mr. OBER. Yes, Senator, and as a matter of fact, when I heard
about their true identity, I discussed it with my supervisor of the
time, and we developed an exit strategy from that account.

Of course, today, with the public figure policy that is in place at
the bank, that could not happen because immediately these people
becoming public figures will have to be accepted by the public com-
mittee—Public Figure Committee of the bank.

Senator COLLINS. But if you do not identify them as public fig-
ures, they never get before the Public Figure Committee. Wouldn’t
normal due diligence identify these individuals as being closely re-
lated to a public figure?

Mr. OBER. Well, when I found out their true identity, then I
passed on the information to my supervisor at the bank, and it was
reflected in the profile of the clients at the bank.

Senator COLLINS. And you began to say that you then began to
develop an exit strategy?

Mr. OBER. That’s correct.

Senator COLLINS. Could you expand on that?

Mr. OBER. Yes. To go back, Ibrahim Sani had just died in an air
crash, and we had to remove his name from the account. So I de-
veloped the strategy with my supervisor that we would tell the sur-
viving account holder on the account, Mohamed Sani and a gen-
tleman called, I believe, Yaya Abubakar, that the account could not
continue under a special name account. It would have to show their
true name. The account will have to be under the name Mohamed
Sani Abacha, which we were convinced would trigger the answer
from Mohamed, then, “I don’t want a name in my—I don’t want an
account that shows my name.”

Senator COLLINS. Because secrecy was an important requirement
for him?

Mr. OBER. That’s correct.

Senator COLLINS. And why is that?

Mr. OBER. Well, the people that are first originally, because they
were from Nigeria, which is a country, as we mentioned—where
corruption exists, but not where everybody is corrupted, and also
because, then, when they were—when we knew their true identity,
people that have a well-known name would want to have more se-
crecy about their banking transactions.

Senator COLLINS. Would there have been concerns by your cli-
ents that Citicorp might have asked more questions, that Citibank
might have asked more questions at that point about the source of
the millions of dollars of deposits?

Mr. OBER. I would answer this is possible, yes.

Senator COLLINS. Senator Levin.

Senator LEVIN. Could you take a look, Mr. Ober, at the document
on page 69.1 This is a memo to you from Christopher Rogers.

All right. Who is Mr. Rogers, first of all?

1See Exhibit No. 14 which appears in the Appendix on page 145.
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Mr. OBER. Christopher Rogers is one of my supervisors. He is the
general market manager for Africa and is currently based in Jo-
hannesburg, South Africa.

Senator LEVIN. Now, he wrote you the memo in 1997, April,
about press allegations relative to Mr. Bongo, and it said here that
he is “unable to interpret the current press allegations”—in the
fourth paragraph—“insofar as they might touch upon the Bank but
would not be tempted to try because of the doubts it could raise
in people’s minds about our relationship with our customer. If this
is the case, we ought to be extremely careful about sharing such
information with regulatory authorities, because we can’t answer
for it.” He is advising you to basically make sure—do whatever we
can to make sure that this information does not get to the hands
of regulatory authorities. Then he says also, “we should stay as far
away as possible from this mess, unless and until any one of us has
firm or verifiable evidence which would lead us to suspect the
Bank’s interests are at risk.”

Should you be staying away from allegations of a mess if you
want to know your client, or should you be following it very closely
if you are serious about knowing your client?

Mr. OBER. Well, Senator, in that particular case, I was troubled
by the allegation that I read in the French press where the name
of our client was indicated, and as a result of my concern, in spite
of what you may infer from Mr. Rogers’ memo, I contacted the legal
department of our bank to communicate the information that I had
for them to—for counsel to look at these allegations.

Senator LEVIN. So that you did not follow his advice?

Mr. OBER. I would agree with you.

Senator LEVIN. Pardon?

Mr. OBER. I agree with you.

Senator LEVIN. As far as you are concerned, was the advice of his
inappropriate advice—that you should stay as far away as possible
from the allegations?

Mr. OBER. Well, my conduct by—would indicate that we did not
agree entirely on that topic.

Senator LEVIN. There was another memo which Mr. Rogers
wrote, and this one is on page 75.1 This was in late 1998 when the
Private Bank began discussing closing the Bongo accounts, and in
response, the Private Bank’s top director here, Mr. Rogers, warned
against closing them because of the possible effect on Citibank’s
franchise in Africa.

Here are some of the statements he made, and I will ask you,
Mr. Montero, to react to this. This is some of the statements he
made in this e-mail. “Whatever internal considerations we satisfy,
the marketing fallout is likely to be serious.” Is that good reason
to keep an account open, because otherwise there would be mar-
keting fallout, Mr. Montero?

Mr. MONTERO. No, it is not, Senator.

Senator LEVIN. Then he said that Tendin, which is the Bongo op-
eration, had been “vitally instrumental in our franchise’s success
over the years. . . . Sam”—and he is referring here to President
Bongo’s oil advisor, Samuel Dossou—“helped the Branch consider-

1See Exhibit No. 15 which appears in the Appendix on page 147.
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ably over the last 2 years to obtain a more reasonable and rightful
share of public sector deposits,” with President Bongo’s “blessing.”

Then he said this, “The probability of this support being reversed
indefinitely should be weighed seriously.” Is that a good reason for
keeping an account open, because the client is helping the bank get
deposits, Mr. Montero?

Mr. MONTERO. Well, I am uncomfortable, as I commented before.
I know very little about this account.

Senator LEVIN. Well, would that be good reason for keeping an
account open, because the client is helping the bank get deposits,
if otherwise it should not be kept open?

Mr. MONTERO. Well, if the account should not be kept open, as
a theoretical, that should not be the reason.

Senator LEVIN. If it violated your policies——

Mr. MONTERO. Yes.

Senator LEVIN [continuing]. It should not be kept open?

Mr. MONTERO. Should not be.

Senator LEVIN. All right. Would you think that the judgments ex-
pressed by Mr. Rogers is good advice from the Bank’s top manager
in Africa? The Private Bank’s top manager in Africa now is giving
you this advice: “Keep this stuff from regulatory agencies. Keep
them away from this mess.”

Mr. MONTERO. Not acceptable.

Senator LEVIN. And we should be very careful before we close ac-
counts because it could have a negative effect on deposits. That’s
not acceptable either?

Mr. MONTERO. I'm not familiar——

Senator LEVIN. Or is it? Is that acceptable?

Mr. MONTERO. No. It’s not acceptable. I'm not familiar with the
circumstances here, but keeping stuff away from regulators is not
what our policy is at all. I am sure of that.

Senator LEVIN. And the second one is if this client does not meet
the standards of your bank in terms of integrity, reliability, source
of revenue and so forth, then the fact that that person is either
making deposits or obtaining deposits for the bank would not be a
good reason to keep an account open which would otherwise be
closed. Would you agree with that?

Mr. MONTERO. I agree with that.

Senator LEVIN. All right.

Mr. MONTERO. Yes, Senator. Today, this would not happen. Let
me assure you, this would—we would not have that today.

Senator LEVIN. My time is up. Thank you.

Senator COLLINS. Senator Cochran.

Senator COCHRAN. No questions at this time.

Senator COLLINS. Do you have any further questions, Senator
Levin?

Senator LEVIN. A few more.

Senator COLLINS. Senator Levin, you may proceed.

Senator LEVIN. Thank you.

In September 1998, when the Nigerian government was seizing
funds from General Abacha’s relatives and associates, the London
Private Bank, Citibank’s Private Bank there, helped his sons trans-
fer $39 million out of London to Swiss accounts and elsewhere.
Citibank not only performed the transfer, it approved a $39 million



49

overdraft to the sons’ accounts so that they could transfer the
money immediately without having to pull funds from a time de-
posit that carried a penalty for early withdrawal.

So, despite now what we know about—or you knew about the
Abacha sons, the bank actually facilitated not just the transfer of
money, which was the subject, by the way, of a government inves-
tigation at the time, a Nigerian government investigation, but the
bank facilitated the transfer of that fund by in effect lending the
Abacha sons $39 million for a short period of time, allowing an
overdraft, and then repaying itself that loan when the time deposit
became due.

Was this appropriate conduct for your Private Bank in London,
in light of the Nigerian government investigation which was going
on and their seizure of funds from General Abacha’s relatives and
associates?

Mr. MONTERO. Senator Levin, I would rather not comment be-
cause I am not at all familiar—at all—with the Abacha account or
the transactions that you have suggested.

My sense would be to involve counsel and to really take a deep
read on this, but I just can’t comment. I can’t be helpful.

Senator LEVIN. Mr. Ober, under the current regulations of the
bank as you understand them, as they are now being hopefully im-
plemented, would this $39 million loan to the Abacha sons to help
them transfer $39 million from your Private Bank in London to
Switzerland be facilitated by you while the Nigerian government is
investigating them for corruption and other crimes? Would that ac-
tion still be taken?

Just to be very precise, take a look at the document on page 89,
September 15, 1998.1 Here, the purpose of this memo is to seek ap-
proval to overdraw the client’s call account by $39 million. Then it
says, “The client has requested the remittance of these funds ur-
gently. The total amount of the fixed deposit is $42 million. The
breakage of this would prove too costly for the client.” In other
words, the client is going to have a cost here if he has to wait for
his CD to come due.

Would you under these circumstances, this year, current rules,
all the resources, all that new software, all that legal advice you
are now getting, all the care you are now taking hopefully relative
to clients and private banks—would you be lending them $39 mil-
lion so that they could transfer money out of your Private Bank
while a Nigerian government investigation of corruption is going
on?

Mr. OBER. Senator, I cannot comment on the document that
comes from Citibank-London, and this is the first time I have seen
the document.

However, I can answer your question and say in theory, in the
course of the new KYC transaction trend monitoring, the trans-
action trend monitoring will pick up the—a debit for $39 million
leaving the account, and that will require a detailed explanation.
That will be reviewed by our colleagues from the transaction trend
monitoring—and if you allow me, there is a reality to the KYC pol-

1See Exhibit No. 16 which appears in the Appendix on page 148.
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icy and transaction trend monitoring that has been in place for 2
years.

As a private banker, my life has been made much more difficult,
much more paperwork, much longer hours as a result of complying
with that policy, which the bank takes very seriously. The idea is
to get it right the first time because otherwise our colleagues from
the KYC unit or the transaction trend monitoring are going to
come back at me time and time over until I get it right.

Senator LEVIN. Thank you.

Mr. MONTERO. And I may just add, Senator, in terms of the theo-
retical—not theoretical practice, but the practice would be, not
knowing this name—this name, however, pops up as a public figure
and it goes to the committee and the committee makes an assess-
ment.

There is a scandal brewing in Nigeria. We want this name out.
So that would be the—so we wouldn’t get as far as what’s been
suggested here of the $39 million today.

Senator LEVIN. Thank you.

Senator COLLINS. Thank you, gentlemen.

I would now like to welcome our final witness for this afternoon,
John Reed, the chairman and co-chief executive officer of Citigroup.
Mr. Reed will be accompanied by Todd Thomson, the newly ap-
pointed chief executive officer of the Private Bank, and Mark Musi,
the chief compliance and control officer for the Private Bank.

Mr. Reed has been an employee of Citicorp since 1965 and has
been its chairman since 1984. Since Citicorp’s 1998 merger with
Travelers Group, Mr. Reed has been Co-CEO of Citigroup.

Pursuant to Rule 6, all witnesses are required to be sworn in. So
I would ask that you please stand and raise your right hand. Do
you swear that the testimony you are about to give to the Sub-
committee will be the truth, the whole truth, and nothing but the
truth, so help you, God?

Mr. REED. I do.

Mr. THOMSON. I do.

Mr. Must. I do.

Senator COLLINS. Thank you.

Mr. Reed, as you know, we have asked that you limit your oral
presentation to about 10 minutes. We will put your entire testi-
mony in the record. You may proceed.

TESTIMONY OF JOHN REED,! CHAIRMAN AND CO-CHIEF EXEC-
UTIVE OFFICER, CITIGROUP, NEW YORK, NEW YORK, AC-
COMPANIED BY TODD THOMSON, CHIEF EXECUTIVE OFFI-
CER, CITIBANK PRIVATE BANK, NEW YORK, NEW YORK; AND
MARK MUSI, CHIEF COMPLIANCE AND CONTROL OFFICER,
CITIBANK PRIVATE BANK, NEW YORK, NEW YORK

Mr. REED. Thank you very much, Madam Chairman, Senators.

My name is John Reed, and as has been indicated, I am chair-
man and Co-CEO of Citigroup. I think for the purposes of this ses-
sion, I also have been chairman and CEO of Citibank for the last
152 years.

1The prepared statement of Mr. Reed appears in the Appendix on page 957.
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I am accompanied, as was indicated, by Todd Thomson who is
now responsible for the Private Bank and by Mark Musi who is re-
sponsible for compliance and control within the Private Bank.

As you know, Shaukat Aziz, who had spoken with some of you
and who has submitted some comments, is no longer running our
Private Bank because he has been called back and is currently the
Minister of Finance in his home country of Pakistan and therefore
is not able to be with us, although he did send some comments.

What I would like to do, if I could, Madam Chairman, is make
a few comments that hopefully will help with the discussion that
will follow.

First, I would like to thank you for the opportunity for partici-
pating. Obviously, some of the transactions that we are going to
talk about today have their negative aspects, and some of the
things that we will be talking about won’t be fun, but I think we
should understand that this discussion about money-laundering,
the discussion about private banking is serious. And frankly, to
have a public discussion is useful and helpful because I believe that
it is going to be important for all of us to see an evolution of a set
of global standards with regard to the conduct of this kind of busi-
ness, and I think discussions such as these, and hopefully others
that will come afterwards, will lead to an evolution of a set of
standards not only for Citibank and U.S. banks, but indeed a set
of standards that may characterize the business going forward.

So, to the extent that these hearings help to move that ball for-
ward, I would say that it is a very positive thing and I appreciate
the opportunity to be a part of it.

If T could for a second talk about Citibank, we are somewhat of
a singular institution within the United States. We have for almost
100 years now, dating back to 1902, had operations in virtually all
of the emerging markets of the world acting not only as a cross-
border banking organization, but in fact operating as a local bank
in each of these emerging markets around the world. So, as you
and your Subcommittee Members know, we today are in the situa-
tion where we operate in approximately 100 countries around the
world, and I think we are the only major financial institution in
the United States that does operate as a local bank in virtually the
entire world. This obviously means that we are really at the center
of much of the activity that we are talking about today, and it
raises particular burdens and particular problems for us. And it ex-
plains to some degree why it is that it is Citibank here and not the
First National Bank of Kenosha or some other U.S. institution be-
cause we really are in the center of these activities.

As has been well brought out, there are some real tensions in
this business. In the last 20 years, we have seen the growth of
criminal and illegal monies that are in the hands of terrorist orga-
nizations, that are in the hands of people dealing in drugs, that are
in the hands of people who are involved in corruption. This did not
used to be a problem.

Twenty years ago, there seemed to be less of this kind of money
around, and I think it is also true that we were living in a world
of capital controls at that time, most of which have been taken
away. And the result is we truly have a global economy on our
hands, one in which legitimate monies move around, but one in
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which illegitimate monies move around in ways that were not true
20 years ago. So this raises problems to the business that are new
to us and raise difficulties that are the subject of your discussion
now.

There are also tensions with regard to what is secrecy and what
is privacy. I believe very strongly that customers of the bank have
every reason to expect that their personal financial life would be
respected and privacy would be a characteristic of our relationship,
and issues of privacy are very topical today in the banking industry
and that is something where we in the industry are held, I think
quite correctly, to a very high standard.

At the same time, you could go from privacy to secrecy, and you
could move into an arena where you are trying to obscure the
movements of money for reasons that don’t have legitimacy, and
there is a tension there. We are not able to erase the issues of
using secrecy to hide things in part because of privacy, and I think
Ed Montero in some of his testimony made an accurate assessment
about that from a customer’s point of view how important privacy
can be and to what extent it could be something that is significant
in their life and something that they expect the bank to maintain.

So there clearly are tensions in this business. There are tensions
that come from the world we live in, tensions involving secrecy and
privacy. There are tensions associated with what we consider to be
an appropriate source of wealth as contrasted to what these feel-
ings might be in other kinds of societies. So it is a tough business.

We will be talking during today’s session about four or five
cases—a few cases that we have been involved in—in the Private
Bank at Citibank. These are by definition difficult cases. I think it
is very clear in the testimony you have heard to date that in some
instances our behavior is legitimately open to criticism, and we
have acknowledged that this is the case and we understand it.

At the same time, I believe that these cases are full of learning.
It is learning that we have taken very seriously, and I think it is
very fair to say that today much of the learning from these cases
and the discussion that we are having this afternoon is embedded
in the positioning of the private banking business as we run it
today and in the policies and the practices that we have within
that business.

So, while there is much here about which we are not necessarily
proud, I think it is fair to say that there is some learning here that
we have reacted to and is currently embedded in our business prac-
tice.

I would say in running a big company—and we are a big com-
pany. We have over 180,000 people around the world, as I indi-
cated, operating in 100 countries around the world. You have to
rely on people and practices. In order to run a business, you must
rely on having the right people in the right jobs. These people have
to have certain skills, certain knowledge, certain attitude, and cer-
tain behavior which they bring to their job, and you have to sur-
round those people with a set of practices that provides a matrix
within which they do their job.

So the mechanisms that we have for bringing about change have
to do with having the right people in the right job, the wrong per-
son out, and having a set of policies and procedures that surrounds
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the activities of government and individuals, and you have heard
a lot of testimony today about the necessity of having policies and
procedures and then the cultural difficulties of having those be-
come the real framework within which business is conducted.

We also are going to be talking during this session about internal
audits. These are internal audits from our own audit staff. Starting
back in 1990, we made a concerted effort for reasons that were
compelling at least to me to upgrade the quality of our audit, to
toughen it, to toughen the standards, to change the standards, be-
cause we believed back at that time that we were facing a set of
operational problems that required a toughening of internal stand-
ards, and this started way back as far as 1990.

The audit reports that you will see have some harsh comments
in them, and I think they should. We are pleased that they do be-
cause these were comments from professional auditors who found
some of the things that we were doing not up to standard.

For the purposes of our discussion this afternoon, it would ap-
pear as if the principal thrust of these audits had to do with the
private banking and knowing your customer and the adequacy of
those kind of procedures. The fact of the matter is they had a much
broader context. They had to do with the problems of control and
compliance that we had not only in the Private Bank, but across
the company, where we were seeking tougher standards, and I
think it is fair to say that during this period of time that we are
talking about, there was an overall emphasis within the company
of tightening standards. And I think that some of the audit reports
that you will be talking about this afternoon did in fact have their
desired effect. They captured the attention of the management.
They captured my personal attention. They captured the attention
of the Audit Committee of the board, and they did result in correc-
tive actions being taken.

And I can say to you—I believe you know this, Senator—that as
we speak today, the Private Bank has 100-percent good audits,
meaning four and five in our rating system, which was not the case
during the period of time that we are talking about, and this
change came about because of some of the pressures that resulted
from these bad audits.

In summary, I would say that there are some key questions that
we are really dealing with. The first question is can this business,
the private banking business—is it legitimate? Can it be legiti-
mately part of an American bank’s business activities, and can we
all feel comfortable with that? My answer to that question is yes.
I have thought about it. I have discussed it. I have in some in-
stances in my career been in business situations where I was not
comfortable with the business, and in those circumstances, we have
gone out of them, out of the business, and we have asked that
question about the Private Bank. I think it is a good business.

The second question is, can it be run properly. I think the an-
swer to that question is yes, in spite of the difficult environment,
in spite of the tensions I made reference to. I believe it can be run
profitably, and the final question you have to ask is, hey, what
kind of company is Citi, what kind of values do we have, what kind
of people are we.
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Let me tell you from a personal point of view. Let me tell you
also as the chairman of this company. We are honest people. We
do not want to do business with people with whom we are not com-
fortable. There is no need to even get close to any lines in order
to achieve our business purposes, and I, like some of the others
who have testified to you, am quite proud of my association with
this company, and I feel very comfortable about the moral quality
and the standards that we have throughout the company.

Thank you very much.

Senator COLLINS. Thank you, Mr. Reed.

Mr. Thomson or Mr. Musi, do you have any comments you would
like to make at this time?

Mr. Must. No. We are available for questions.

Senator COLLINS. Thank you.

Mr. Reed, I have read the Subcommittee investigator’s report. 1
have listened carefully to the testimony today. I have reviewed
your internal audits. I have read the GAO report on the Salinas
case, and I have to tell you that it does not paint a pretty picture.
And it leaves the basic question in my mind, and that is how did
a financial institution with all the resources that Citibank has,
with all of your sophistication, with all of your expertise, become
vulnerable to money-laundering?

Mr. REED. Well, Senator, I think I made reference to this. We are
a human organization. We clearly have had a number of instances
where we have failed to follow policies and so forth.

I do think that we are talking about five or six cases out of a
large number. I have never felt that there was a pattern across the
company that seriously raised issues about our ability as a total
enterprise, but as I said to you in the beginning, we have here
some examples of some transactions about which legitimate criti-
cism can be made and I think that we simply have to recognize
that in some of our activities and some of our behavior we have
had failures.

Senator COLLINS. I could understand the problem occurring if it
were an isolated case or two, but that is not the results of your in-
ternal audit. That is not the picture that is drawn when you go
through the audits.

Let me take you through some of the audits. In May 1995, the
internal audit of the Private Bank’s Trust and Estates Unit noted
that the rating for this audit is a “3”. Now, I believe I am correct
that it is a “1 to 5” rating:

Mr. REED. Correct.

Senator COLLINS [continuing]. Where I believe one is the worst.
Is that correct?

Mr. REED. That’s correct. Yes, ma’am.

Senator COLLINS. So this was a “3”. It noted that it was a decline
from the previous rating of “5”.

The auditors went on to say, “the unit does not perform effective
Know-Your-Customer procedures before accepting account referrals
from private bankers. As a result, customers attempting to launder
money may not be identified. This exposes the bank to civil pen-
alties and criminal charges. Administrators rely on private bankers
to obtain KYC documentation. However, our review of 15 accounts
shows that this process is ineffective.”
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Were you aware of this particular audit? This is the May 1995
audit of the Trust and Estates Unit.

Mr. REED. I doubt that I read that specific audit.

Senator COLLINS. Who would have been aware of this audit?

Mr. REED. The people who run the unit that is being audited, the
immediate supervisors above them, and obviously all of the control
staff within the Private Bank.

Senator COLLINS. What kind of rating would trigger your atten-
tion? What would cause an audit to be brought to your personal at-
tention?

Mr. REED. Well, actually what happens is, first of all, I have a
personal relationship with the chief auditor on an informal basis.
If there was an element within an audit that that person became
concerned with, it probably would be informally brought to my at-
tention quite independently of what rating might be associated
with the audit.

When you begin to have units whose audits are in the “2” cat-
egory—we have one instance of a “1”, but they are highly un-
usual—I would become aware of that.

If we get audits where the reply to the audit appears not to be
responsive, because we have had a problem of people not respond-
ing appropriately to audits, I would get involved. In fact, I believe
it was in early 1997. I started a process with two or three of my
senior colleagues to review. We had a meeting every 2 weeks, every
other week, and I went over the reply to audits where the reply
didn’t seem to us to be appropriate and for the purpose of tensing
up the system. So any sets of audits in the two category where the
replies didn’t look good, I would have seen. Anything that the chief
auditor thought I should be aware of, I traditionally was aware of.

I tend not to read audit reports per se, simply because of the
number of them.

Senator COLLINS. Let me ask you about another audit. In June
1995, Citicorp audited its European Private Bank, and it did assign
it a “2” in this case. The auditors specifically noted that “Senior
Private Bank management does not enforce the development and
implementation of compliance programs” and says “this issue re-
quires immediate attention by Senior Management.” Is this an
audit that came to your attention?

Mr. REED. I don’t recall that specific one, but I would think the
answer would be yes, and I became aware, I would say, in—first
of all, if you go back in the history, I became quite concerned in
1990 that I was not comfortable with some of the operating envi-
ronment of the company. So I made a change to our auditor in
1990, and I brought somebody in from Ford Motor actually, Dennis
Green, who would come in as an outsider with a new set of eyes
and tighten up the capabilities and professionalism of our audit de-
partment. I specifically was trying to tighten up our operational
competence.

So I started by strengthening the audit department, and it was
very clear to everybody in the company that I personally was put-
ting a lot of time and effort and was maintaining very close com-
munication with the auditor.

I then started making sure that the audit process at the most
senior level was taken seriously, but to your point, I would guess
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that sometime in the 1994 or 1995 time frame, it became quite
clear to me that we had two pockets of problems. We had a set of
audit problems associated with trading activities, the back office
associated with trading, which, of course, is very dangerous be-
cause if you get out of control there you can get significant losses
quite quickly, and we had a concentration of problems in the Pri-
vate Bank, which I think stemmed from managerial practices and
some of the points that have been raised by yourself and some of
your colleagues on this Subcommittee.

I started the process of bringing about change. It was clear when
Alvaro de Souza came into this business, but it was true also when
Rukavina ran the business before that I had a personal require-
ment. When I put people in jobs, I tend to sit them down and say
these are my concerns, this is what I am looking for you to do, and
I think back with Rukavina, which dates back to September 1994,
with Alvaro de Souza who came into the job in January 1996. I
made quite clear to them that I was concerned about the control
environment and I was concerned about the audit environment in
these areas, and that concern had stemmed from some of these re-
ports that you make reference to.

Senator COLLINS. The next audit I want to mention must have
rung some alarm bells because, in this audit, which was December
1995, Citicorp audited the Swiss Private Bank front office and as-
signed it a “1”. The auditors noted that the rating indicates that
the office is operating in a severe [sic] deficient manner, and it spe-
cifically cited that “due diligence and money-laundering regulations
were not being observed satisfactorily and that the use of pseudo-
nyms to protect client confidentiality is not an acceptable corporate
practice.”

I find this audit to be particularly troubling since the head of the
entire Private Bank was based in Switzerland and his office re-
ceived an extremely poor score, the lowest possible rating. What
was your response to this audit? Was this one brought to your per-
sonal attention?

Mr. REED. Yes. I read that audit personally. As I said before, 1
had already identified the problem before that. This confirmed it in
living technicolor, if you like, and it made very clear that we had
a significant set of audit problems, and they were not, by the way,
in any sense limited simply to Know-Your-Customer procedures.
They were far broader than that in terms of their scope, and the
problem was pervasive and spoke to an issue of management.

So, yes, I did read the audit, and as I say, I took it very seriously
and we started a process that has led to corrective action.

I would say this. Even though we had audits that showed that
policies and procedures were not being appropriately followed, I
had no indication that we were making a bunch of bad decisions
because of it. Now, that is not an excuse. You must operate with
policies and procedures, and they either are right and you follow
them or you change them, but the point is if I had reason to believe
that the operation of the business was putting the company at risk,
I would have closed it down quite independently of audits or any-
thing else.
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So getting a bad audit says you are not following policies and
procedures. You obviously have to correct this. You have got to
check, correct the people and so forth and so on.

The real question is were we doing things that were going to re-
sult in severe damage to the company. I did not believe that that
was the circumstance.

Senator COLLINS. What concerns me, Mr. Reed, is this was not
the last of the bad audits, the bad news. In May 1996, there was
an internal audit of the Latin American Accounts Office. It got a
“2”, and, again, money-laundering was specifically noted. In June
1997, there was an audit of the Private Bank in Canada. The audi-
tors assigned a score of “3” and specifically noted major risks re-
lated to money-laundering. And indeed, as late as September 1997,
when Citibank audited its Private Bank in Switzerland, the score
of a “3” was assigned.

Now, I will grant you, that is a good improvement over a “1”, but
once again there are specific criticisms about the vulnerability to
money laundering. So my concern is that this is a 3-year period.
This is not an isolated audit of one small branch. It seems to me
to be that systematic pattern of deficiencies that allowed Citibank
to be vulnerable to money-laundering.

Mr. REED. I think you are correct. I just checked the records
here. There was a 3- to 4-year period of time. So that is during the
period which we had every reason to believe that we had a problem
in terms of controls and audits and so forth and so on.

Starting in 1993, my general assumption is audits are from 8 to
15 months, sort of lagging indicators. They describe conditions
about then. It really wasn’t until 1997 that we began to see
changes; 1998, we saw significant changes; and 1999, we have 100
percent in the four and five category in the Private Bank.

So, if you look backwards, you would have to say that in that pe-
riod, 1994, 1995, into 1996, there was reason to believe that we did
not have an acceptable set of standards in place, and you and I
would agree that it is approximately a 3-year time frame.

Senator COLLINS. Senator Levin.

Senator LEVIN. I want to now start in 1997 when you just indi-
cated that you began to see real changes, not just stated policy
changes, but actual changes in the way the Private Bank was oper-
ating.

Yet, in 1998, the Federal Reserve required the Private Bank to
report every 3 months to the Audit Committee and lifted that re-
quirement only about 6 months ago. Were you aware of that?

Mr. REED. Yes, sir, I was.

Senator LEVIN. What is the need for secrecy in private banking?
And I do not here mean confidentiality, and I want to just spend
a minute with you on the difference.

Should our banks be setting up secret bank accounts in secrecy
jurisdictions which are not subject to legal process for regulatory
oversight and possibly civil process? In other words, just to give
you an example, you have got a brochure here which says, in its
table of contents, “The Bahamas, the Cayman Islands, Jersey and
Switzerland, the best of all worlds.”!

1See Exhibit No. 17 which appears in the Appendix on page 149.
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I will ask you in a minute why they are the best of all worlds,
but why should our banks be setting up accounts in secrecy juris-
dictions that are not subject to the same legal process for regu-
latory oversight or civil process which a bank account would be
subject to here in the United States, or should banks no longer be
doing that?

Mr. REED. Senator, my sense of it is this. We have to run a busi-
ness. We have to run a business in the world the way we see it.

We would not do business in an environment where we didn’t
think there were appropriate mechanisms, safeguards, and so forth
to run a bank, and we do business every place in the world. There
are some places and some circumstances where you simply would
not be able to run a bank, and if we find ourselves in those cir-
cumstances, I think there is a record of our simply withdrawing or
shrinking down the business to the point where it doesn’t exist.

A number of these places characterized by secrecy are perfectly
respectable places. I think Switzerland would generally be de-
scribed as a well-developed society with a rule of law. It happens
to have a set of secrecy laws surrounding banking that you might
find not to your taste.

I personally believe that if we are going to be in this business
that we have to operate in the parts of the world where business
is and where customers would expect you to be, and if there was
something about the legal structure that precluded us as a bank
from running our business, we wouldn’t be there. If there was
something about the legal structure that precluded our regulators
from doing an adequate job of regulating us, they wouldn’t let us
be there. We have to apply for permission to open a branch, and
if our regulators, the Fed or the OCC or whoever, felt that it was
a jurisdiction in which they couldn’t meet their responsibilities,
they simply would turn us down. So I don’t believe that it’s a fair
comment to suggest that because a Nation chooses to have a set
of secrecy laws that that means it is an environment in which a
bank should not operate.

Senator LEVIN. Would you object if the Federal Reserve or the
OCC decided that you or no other bank should be allowed to open
up accounts in any jurisdiction where its process would not be able
to reach? Would you have any problem with that if they then
changed their rule on that?

Mr. REED. As long as you had a broad description of what you
just said there.

If they couldn’t effectively do their job, I don’t think they’d let us
be there today. So I'd have no problem whatsoever. They obviously
have a legal mandate to do their job.

Senator LEVIN. I do not know how much of this morning’s testi-
mony you heard, but I will tell you this, that I was deeply dis-
turbed by this testimony in a number of ways. What struck me per-
haps the most is that we had in April 1992 and in September 1991
very clear policies of your bank that went out to your people who
are running the Private Bank. And these policies had to do with
making sure that there was, in the words of the policy, “a clear-
eyed assessment of the integrity of the client, his business activi-
ties and the source of funds at the acceptance stage and there-
after,” and many other provisions about documenting things and
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having records which were obviously ignored in the years after
these policies were adopted by the bank.

Did you hear this morning’s testimony, by the way?

Mr. REED. I heard that portion you are making reference to.

Senator LEVIN. Were you troubled by the fact that policies of the
bank were not implemented in these years until 19977

Mr. REED. Let me be honest in my reply here. Let me say I felt
good that it was so clear that we had these policies. I have been
aware that we had these policies and their equivalent, frankly, for
the 30-some-odd years I have worked in the company. We have al-
ways wanted to know our customers, wanted to know why they
were dealing with us, so forth and so on. These were very clear,
as you point out yourself.

I was distressed that it would appear that there is no record of
people having followed these policies from a paperwork implemen-
tation point of view, and obviously, there was not due diligence and
so forth and so on.

I don’t believe that at this period of time across the business of
the company, there was ever any pattern of us being a “easy bank,”
a bank where dirty money comes because they know that we won’t
keep track of it. I don’t think there are many examples of us taking
customers who are clearly on the other side of that line.

There have been errors, but I was not concerned that said, hey,
were we really running this company poorly at that time, and so
I had a mixed set of feelings as you were asking your questions.

Senator LEVIN. You told our staff investigators, Mr. Reed, that
you had heard from Mexican businessmen as early as 1993 about
possible corruption involving Raul Salinas “inserting himself in
local business deals inappropriately.” How is it, then, that he be-
came a client of a Private Bank? Apparently, what you had heard
was never transmitted to the folks who were considering him as a
client, or was it?

Mr. REED. First of all, I never repeated it to anybody until asked
as a part of this investigation, and so it wasn’t transmitted.

Second, I think if you look at the minutes of my talk with your
staff, I said 1993 or 1994, and frankly, I am trying to figure out
which it was.

The other thing is I think you would find in my communication
with your staff is I didn’t use the word “corruption.” I said I had
heard, and this is true. I had been in Monterrey, Mexico, calling
on some customers, played some golf. After golf, I was sitting
around the table and a couple of these people were talking to each
other, and they made the comment that led me to believe—first
time I had heard any sense of impropriety on the part of the Sali-
nas family, and as you know, I knew the Mexican situation reason-
ably well—of any kind of misbehavior.

And what was implied in the conversation was that there was a
brother—I didn’t even know his name—of the president in
Monterrey who was getting himself involved in business deals be-
cause of the relationship with his brother, and that this could em-
barrass the president.

I don’t believe I used, nor would it have been proper to say that
there was any sense of corruption. There was a sense of possible
embarrassment to the president, and I didn’t repeat it because I
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don’t make generally a sort of policy of repeating this type of com-
ment about which I know nothing.

Senator LEVIN. When Mr. Salinas was arrested, the head of your
Private Bank at the time, Mr. Rukavina, suggested that Citibank
move Mr. Salinas’ assets to Switzerland for secrecy purposes.!

Mr. REED. I am aware of that comment.

Senator LEVIN. Here is the conversation. Mr. Rukavina, “Now,
the thing is whether that—whether those accounts shouldn’t be
brought to Switzerland.” “The ones in London?” “Of course.” “They
are held under the trust, right?”

And then this is what then happened. This is the 2:51 conversa-
tion. Mr. Salmon, “So, Rukavina’s question is really, from a secrecy
standpoint, should we move it out of London back to Switzerland?”
Mr. Homen, “Yes. I mean, what’s the best structure to”—it is unin-
telligible there. Mr. Salmon, “I don’t think if we move it from Lon-
don to Switzerland, London will be able to destroy its records.” Ms.
Bevan, “No, that’s right. You'd see a transfer.” Mr. Salmon, “So, I
don’t know what would necessarily be gained by moving everything
to Switzerland.”

Now, does that conversation bother you that the first reaction to
an arrest is effort made to preserve the secrecy of the account rath-
er than what the heck is going on with our

Mr. REED. Sure, it does. I mean, this is simply wrong.

Senator LEVIN. In your statement, I believe you said that
Citibank handled Salinas appropriately, and let me ask you a num-
ber of questions.

The private banker here, your private banker, used an alias
when introducing the client to Citibank in a branch bank; took Mr.
Salinas’ word about a construction company, never learned the
name of the company, never learned what the business was, what
his interest was, what the sale price was; took Mr. Salinas’ cash-
ier’s checks by the millions to deposit with Citibank without know-
ing the source of the money, getting any references from the bank
involved, without knowing whether the cashier’s checks were ob-
tained from cash deposits.

And then—T’1l just leave it right there. Do those facts trouble
you?

Mr. REED. Yes, the facts trouble me, but what troubles me more,
Senator, is where did you hear that I said that this was handled
appropriately.

Senator LEVIN. I thought in your statement, you indicated—and
I may have misread your written statement—that Citibank han-
dled Mr. Salinas appropriately, and if I misread your written state-
ment—

Mr. REED. I think

Senator LEVIN [continuing]. I would withdraw that part of the
comment.

Mr. REED. I think that we are on record as saying that there
were a number of policies that were not followed. It would there-
fore be difficult to say that it was handled appropriately.

Senator LEVIN. Fine.

Senator COLLINS. We will have a second round of questions.

1See Exhibit No. 18 which appears in the Appendix on page 151.
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Senator Cochran.

Senator COCHRAN. Thank you, Madam Chairman.

When the Subcommittee began its hearing today, I made the
comment that our staff had done an enormous amount of work to
obtain information about the effectiveness of U.S. laws and regula-
tions to combat money-laundering, and I wonder, since we have
now had the presentation of the full report of the staff and other
testimony as well, whether or not it has occurred to you or others
that we have passed a new law relating to financial services and
whether or not there is anything in that new law that strengthens
the effectiveness of U.S. laws regarding money-laundering or im-
pacts the way financial institutions, not just banks, but insurance
companies and others, should adopt policies like Know Your Cus-
tomer and other good banking practices. What is your reaction to
that?

Mr. REED. Senator, I am unaware of anything in the law that
has recently been passed that would specifically require that this
be extended.

In the case of Citigroup, as we have testified, we in fact—and
this is a question of simply taking banking practice and spreading
it throughout the entire corporate structure—we in fact have ap-
plied our rules with regard to money-laundering across the com-
pany, and I think you will find as other institutions begin to come
together, as ours has, that we will have in fact a cultural transfer
and it will have the effect that you are asking about, but to the
best of my knowledge—and I can’t in honesty say that I have read
every line of the proposed new law

Senator COCHRAN. Well, we have not either.

Mr. REED. But to the best of my knowledge——

Senator COCHRAN. I hope somebody has.

Mr. REED [continuing]. There is no specific requirement on this
subject.

Senator COCHRAN. I wonder if the change in your policy about
targeting customers for your private banking business has already
had an effect. You talked about the fact that you are trying to seek
out entrepreneurs for your Private Bank, those who build wealth,
who build businesses, and create jobs. The question is whether this
strategy, rather than targeting public figures, per se, or people be-
cause they are famous, is going to limit the vulnerability of private
banking to money-laundering.

Mr. REED. Senator, I think it has already. I think this hearing,
as I said in the beginning, is going to have the effect of beginning
to create a de facto set of standards for at least the American in-
dustry, and I would hope we could propagate it beyond that. So I
think it has already, and I think it will have that effect.

Senator COCHRAN. Recently, we heard some talk and there has
been an administration report about money-laundering in Russia.
You seem to have avoided any problems in Russia. Do you attribute
this to the new policies or policies in combination with other fac-
tors, like the general instability there? Would you have any advice
for anyone doing business in Russia with regard to money-laun-
dering problems?
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Mr. REED. Senator, we have been fortunate. I have been very
careful not to say anything because we all live in glass houses. This
is a tough business.

I believe in the case of Russia and in the case of some other loca-
tions that it has been a part of our new policies, but more than
that, I think it has been an attitude on the part of the company.
I think that the management of the company fully understands
that we are serious about this, and there are clearly areas of the
world that are much more vulnerable from a customer point of
view.

It is very difficult to imagine how somebody could have legiti-
mately made money in some of these locations until very recently,
and, therefore, there are large sums of money that have come from
Russia, from other countries, that while you don’t want to make
general statements, you could certainly be leery that this is an area
of the world where it is hard to imagine how people could be legiti-
mately making money and being customers.

So we have been fortunate. I think it reflects policy. I think it
reflects standards, and I think it reflects a seriousness within the
company about the difficulties here and about the importance of
avoiding some of these problems.

Senator COCHRAN. Has our investigative staff inquired of you or
your officials about your experiences in avoiding problems in Rus-
sia or of any other banking institution to your knowledge?

Mr. Must. No, they have not.

Senator COCHRAN. What about being contacted by the adminis-
tration in the preparation of the Summers-Reno money-laundering
report? Was anyone from the administration in contact with
Citigroup or any of your officials about your new procedures or how
you avoided past mistakes?

Mr. MusI. Not to the best of my knowledge, Senator.

Senator COCHRAN. Let me ask you one other thing. We have got
a lot of laws that apply just to U.S. companies. We do not have ju-
risdiction over foreign companies. There is, of course, a problem in
international trade. We try to abide by rules ourselves, and then
when others do not abide by the rules, we end up bearing the brunt
of those transgressions either from economic disadvantage or cor-
ruption that we cannot do anything about that benefits foreign
companies and it puts us at a disadvantage.

You are talking about all these countries where you do business.
In this general area of international businesses, how do we get the
other banks based in other countries or other financial institutions
to abide by the same standards?

I think you have come up with some international suggestions or
international rules. In your statement, you talk about that. How do
we go about getting that implemented and getting others to recog-
nize the legitimacy of applying these rules worldwide?

Mr. REED. I think, Senator—first of all, I think it is very impor-
tant for all the reasons that you mentioned.

I think the mechanisms frankly are hearings of this sort which
raise to the public’s attention these kinds of issues, and bankers
will read this.

I think that there is a very good mechanism that ties the central
banks, the Federal Reserve in our case, with the central banks of
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the more developed countries, at least the G7 that meets routinely
in Basel in Switzerland, and this quite legitimately can be a sub-
ject of a discussion amongst the governors of the central banks, all
of whom I think would subscribe to the same general set of values
that we have with regard to this issue.

Frankly, if you can capture the attention of the banks in the
major developed countries, you won’t have a problem with the oth-
ers because the money that we are talking about ends up in Swit-
zerland or in New York or in London or in Tokyo. So, if we can
get the European banks, the Japanese banks, the American banks
generally operating within a similar framework of values—and this
can be fostered by the cooperation of central bankers from those
countries and this mechanism that already exists in Basel, Switzer-
land, for talking about subjects of this sort, plus, very frankly, the
helpful comments that have come from the World Bank with re-
gard to corruption generally—and as you know, the World Bank
has spoken out with regard to corruption and corruption issues—
this creates an environment where the industry can come together.

Today, there are, as you know, wildly different practices. There
are still major players in this industry who would not share any
of the values that are being discussed today in this session.

Mr. Must. If I may, Senator, can I add to that?

Senator COCHRAN. Yes, sir.

Mr. Musl. One of the efforts we are trying to coordinate is spear-
heading, if you want to call it that, a private-sector initiative, but
in conjunction with the regulators, working with Transparency
International over the last 6 months. We have had meetings with
major financial institutions who are in the private banking busi-
ness throughout the world trying to bring together a set of basic
practices that are best practices and can be adopted on a uniform
level across the world. We believe this can only be addressed
through a global initiative.

We have obviously tightened up our standards in the United
States and we can make sure that the banks follow those stand-
ards, but to ultimately achieve the goal that everybody is setting
out to achieve here, this really needs to be addressed on an inter-
national level, and we think that by spearheading this effort—and
we have shared what we believe are the best practices, taking into
consideration the guidelines that have been issued by the Fed, tak-
ing into consideration the industry practices as we talk to our peer-
group banks, and we tried to put together a best practices paper
that we could share with all of the major financial institutions who
are willing to come to the meeting, day one.

We obviously have gotten more interest over time, and as we pro-
ceed in this effort, more banks come to the table as they recognize
that they have to deal with the same kinds of issues and are sus-
ceptible to the same types of vulnerabilities.

We have also shared the KYC policy that we have discussed that
the Private Bank issued in September 1997, and finally, the re-
cently issued new anti-money-laundering policy for all of Citigroup.
It is our expectation that they will then share those policies with
us as well. We will go forward with the presentation of a uniform
best practices memo for all of the major international private banks
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and then bring the regulators into the process again and make sure
that everybody is in line with their expectations as well.

Senator COCHRAN. Did you find any particularly troubling chal-
lenges? You merged. For example, I think one of the companies
that are now part of the Citigroup is Travelers Insurance Com-
pany.

Mr. REED. Yes.

Senator COCHRAN. After that transaction, you point out in the
statement some changes that were made in regulations and policies
and standards and education and training programs that were then
extended to this new company. What can you tell us about the effi-
cacy of that initiative?

Mr. REED. Well, I think what has happened, Senator, is that we
have applied these standards that we have talked to across the en-
tirety of Citigroup.

Historically, most of the Travelers’ organizations were domestic
United States in their orientation, and to some of them, the notion
of money-laundering was in fact a new one, particularly in the con-
text of the private banking and global flows, but, obviously, we are
vulnerable there, too, particularly through Smith Barney, a broker-
age firm that has international customers and that maintains of-
fices where there are many offshore banking customers and the in-
surance business.

So what we have done is we have sort of raised the awareness.
To most of the people involved, it has been new news. It has not
been a subject that they had been related to before, and I think
what it has done is it’s created a uniform set of policies and proce-
dures across the company and it makes sure that our standards are
company-wide and not specific to one institution or not another.

Senator COCHRAN. Thank you.

Senator COLLINS. Thank you, Senator Cochran.

Mr. Reed, I want to go back to the conversation that Senator
Levin asked you about which occurred the day after Mr. Salinas
was arrested, and I want to direct your attention to part of the dis-
cussion about what to do with his accounts.?

Mr. Salmon says, “I don’t think that if we move it from London
to Switzerland, London will be able to destroy its records.” Sarah
Bevan responds, “No, that’s right. You'd see a transfer.” Mr. Salm-
on, “So I don’t know what would necessarily be gained by moving
everything to Switzerland.” Mr. Salmon, “OK, fine. Then my feeling
is this. I don’t think you’re going to be able to wipe out the history
of London. . . . I personally don’t see any benefit in moving it, in
moving it to Switzerland.”

Your reaction was the same as mine. You said this is wrong.

Mr. REED. Correct.

Senator COLLINS. But the conclusion that I draw from this con-
versation is the Citibank officials involved were not discussing
whether it was right or wrong. They were discussing whether it
would work or not, whether it was feasible, and they only aban-
doned the idea of transferring the funds from London to Switzer-
land when they realized it would not erase the evidence of the
transfer. Do you think that is a fair conclusion for me to draw?

1See Exhibit No. 18 which appears in the Appendix on page 151.



65

Mr. REED. That is a fair reading. I would like to be charitable
to think that had they found that it would work, that they would
have had second thoughts, but that’s supposition.

This is a level of immaturity and judgment that is simply not ac-
ceptable. I mean, this kind of thought—I mean, when you have a
problem, you have a problem, and this idea of how can you hide
the problem and obfuscate the facts is simply unacceptable, period.
There is no excuse for it.

Senator COLLINS. My final question for you is this. In retrospect,
when you look at the 3 or 4 years of audit reports that raised a
lot of red flags, some of them giving very poor audit reviews, very
poor scores, that repeatedly identified a risk of money-laundering
exposure for the bank, do you think that Citibank acted aggres-
sively enough to address the problems that were being identified
over and over and over again by these audits?

Mr. REED. Senator, again, 20/20 hindsight, obviously I would pre-
fer not to be here talking about this, and so you would say obvi-
ously I wish we had been more aggressive, cleaned it up more
quickly, but I have to be honest. As I said in my comments at the
beginning, the thrust of these bad audits, unfortunately, was not
limited simply to money-laundering problems and failure to follow
procedures. We had a more generalized set of control problems that
involved how we managed money and customer accounts and a
whole variety of things that really was at the core of our ability to
operate effectively.

I think that we can be legitimately criticized that it wasn’t done
maybe a year earlier, but for an organization of our size, I think
you were always talking about a couple of years. So I wouldn’t jus-
tify three, but given the nature of the problem, the number of peo-
ple involved, the degree to which there are going to have to be cul-
tural changes and the leadership required, I think it is fair to say
that I understood even as we got into this that it was going to be
a multi-year process.

Mr. Must. I think another point that needs to be made, Senator,
is that during that same time period, the regulatory guidelines and
expectations were evolving as well, as everybody tried to get their
arms around this issue and define best practices. It was during
that period, post-Salinas, that the Fed ultimately issued their
guidelines on private banking. It was during that period that the
Private Bank working with the regulators developed its KYC policy
and its overall anti-money-laundering program. So a lot was hap-
pening at that time, and I think the point that Mr. Reed made be-
fore about audits being a lagging indicator, the positive audit re-
sults that we achieved throughout 1998 are clearly the result of the
efforts that we took during the latter part of 1996 and throughout
1997.

Senator COLLINS. I do want to acknowledge that, clearly, there
has been significant improvements, and I think in the interests of
a complete record, it is important that that be noted.

Senator Levin.

Senator LEVIN. In 1995, that telephone conversation shows that
the first reaction of your people was how do we continue to hide
Salinas’ money, how do we move Salinas’ money, and you very
forthrightly just indicated that that is unacceptable behavior.
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Yet, in 1998, September, we have the Abacha situation. Now, you
have Nigeria seizing funds from General Abacha’s relatives and his
associates, and the Private Bank, your Private Bank, actually lent
his sons $39 million in order to transfer that money from London
to a Swiss account and elsewhere. That represents the approval of
that overdraft.!

It seems to me in principle you have got the same kind of reac-
tion. You have got the Nigerian officials saying this money is cor-
rupt and we are seizing it from General Abacha, who had, I be-
lieve, died in an airplane crash a couple years before. You have got
the Private Bank going out of its way to help those sons move $39
million. It is actually lending those sons money in order to accom-
plish that.

There was a time deposit. It was not yet due. So the bank lent
the sons the money until the deposit was due and then reimbursed
themselves. Is that appropriate conduct? Is that conduct you be-
lieve meets your current standards?

Mr. REED. Senator, I don’t know. Until I heard this today, this
afternoon, I had not heard of this particular transaction, and you
would have to understand the context. I mean, if you want to pose
it as a strictly theoretical question, taking only what you have said
as the fact situation, then the answer is self-evident. I don’t believe
that was the circumstances.

Mark, do you know anything about this?

Mr. Must. Yes. Actually——

Senator LEVIN. Let me just correct my factual predicate here. Ap-
parently, it was not an airplane crash. He had died of a heart at-
tack in June 1998, General Abacha, so just to correct that part of
the premise.

Mr. Must. Thank you, Senator.

Senator LEVIN. Not that it changes——

Mr. Muslt. That doesn’t change the answer I am about to give.

In terms of this situation, we found ourselves in effect between
the proverbial rock and a hard place. We had already made a deci-
sion to exit the relationship because of the nature of the client, and
we had been executing that exit strategy. And actually, this move-
ment of funds was in support of that exit strategy. Clearly, we
wanted to segregate our ties with these clients as quickly as pos-
sible, and to facilitate that process, we allowed the loan to be set
up, the money to be removed from the bank. Then we had clear
ownership of the relationship, and it expedited our exit strategy.

We didn’t have a basis at the time from a legal point of view in
contacting our people to freeze the assets because we were not in
the position to do so. So, in carrying out the exit strategy, this was
the transfer of funds to facilitate that.

Senator LEVIN. They requested these funds; is that correct?

Mr. Must. As part of our exit strategy.

Senator LEVIN. Well, according to this, the client had requested
the remittance of the funds.

Mr. Must. Well, that’s what——

Senator LEVIN. Is that your exit strategy, or is it their strategy
to hide those funds?

1See Exhibit No. 16 which appears in the Appendix on page 148.
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Mr. Must. No. It’s their exit strategy to remove themselves. It’s
our exit strategy to move them out of the bank, and this is the
process that we used to move that process along.

Senator LEVIN. To move to a Swiss bank where it would be more
secret?

Mr. Must. That’s their choice as to where they want to take their
business, Senator.

Senator LEVIN. Let me just make sure I understand this. The ini-
tiative to do this was your initiative or their initiative?

Mr. Musi. Working with the client, we contacted them and told
them that we wanted to sever our relationship. As part of that
process, we allowed this transfer to go through so that we could to-
tally sever the relationship as quickly as possible.

Senator LEVIN. And whose initiative was it? Who initiated it? I
know you were working with them, but I mean who initiated this
transfer?

Mr. Must. I don’t know who actually spoke to the client.

Mr. REED. Senator, if I understood

Senator LEVIN. No. I want to know did you initiate it or did the
client initiate it.

Mr. REED. It sounds—if what I understand—it sounds as if we
had made a decision that we wanted to exit these relationships. We
approached the customer telling them that. They said—and we had
a time deposit which as you point out didn’t mature, and appar-
ently, in order to get them out of the bank, we chose to allow them
to break the time deposit. It sounds to me as if we initiated it.

Senator LEVIN. But the bank still had $17 million in deposits
after this; is that correct?

Mr. REED. I don’t know.

Senator LEVIN. Do you know, Mr. Musi?

Mr. Must. I am aware of that, yes.

Senator LEVIN. That is correct; is that right?

Mr. MusI. Yes.

Senator LEVIN. So you were not terminating your relationship.
You were maintaining——

Mr. Must. No.

Senator LEVIN [continuing]. Seventeen million dollars.

Mr. REED. No. We had made a decision to exit. The process by
which you do that has to take—depending on the nature of the de-
posits and so forth and so on takes time, but there was no ambi-
guity about the decision.

Senator LEVIN. Did they know that, that you had reached

Mr. REED. Obviously so or they wouldn’t have been willing to
make this move.

Senator LEVIN. It is not so obvious as to why they made the
move because Nigeria was grabbing their resources and their as-
sets. So, when you say that they initiated or they knew of the
move, that you were motivating this move, that is very different
from what the facts were on the ground which was their assets in
Nigeria were being seized, and they, according to this document
here, initiated this request for the transfer of money and for the
overdraft. Now, that is what that indicates.

Mr. REED. Mark, did we ask them to move this money?
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Mr. Musi. We had already contacted the clients and informed
them of our exit strategy.

Senator LEVIN. All right. You have also received some advice
from Mr. Rogers who is in charge of the Bongo accounts. Your top
manager in Africa said the following, that you should be very care-
ful about closing the Bongo accounts in 1998 because—now, this is
1998, so your 1997 initiative is supposed to have been underway—
but here is what he says in 1998 in an e-mail, November 6, “What-
ever internal considerations we satisfy, the marketing fallout is
likely to be serious.” ! That is what he says will happen if you close
the Bongo accounts. I do not think your new policy has taken hold
of Mr. Rogers in November 6, 1998, has it?

Mr. REED. Doesn’t sound like it, but, Senator, let me say some-
thing. I have been in the business 35 years. I have never ever en-
countered a circumstance where our dealings with a customer as
an individual account had repercussions in terms of our franchise.

Now, I am sure there are junior officers within Citi in the field
who worry that if you are dealing with a minister of finance or a
president or somebody in the central bank and that we make a de-
cision about their personal account that there might be some dan-
ger that the banking business of the overall company can be im-
pacted, and that is sort of the thrust of what is said here. Never
have I experienced that. I have dealt with ministers of finance,
heads of state, so forth and so on around the world. I have dealt
with franchises that were at risk. I have opened. I have closed. I
have never in my experience found any linkage.

So the concerns that people might represent as they have here
in terms of potential linkage between how you handle an individual
account and the bank’s business in the country may exist in the
minds of some junior people, but it has never in my experience
been a problem for us.

Senator LEVIN. Well, that is not the point of the question,
though. The point is he is saying do not close these accounts or be
very careful before you close them because this could have an effect
on—and these are his words——

Mr. REED. On our franchise in the country.

Senator LEVIN. And on your marketing.
hMr. REED. And I am simply saying I have never experienced
that.

Senator LEVIN. And on your marketing.

Mr. REED. Yes.

Senator LEVIN. And my question to you is, whatever the effect
is of closing an account which should not be open, shouldn’t it be
closed?

Mr. REED. Obviously so.

Senator LEVIN. So then he did not get the point of your 1997 pol-
icy.

Mr. REED. He didn’t get the point. That’s correct.

Senator LEVIN. I think I am out of time. I have just a couple
more questions. My red light is on.

I think what we have to face is whether or not our banks should
make money off deposits which are the result of dirty money, either

1See Exhibit No. 15 which appears in the Appendix on page 147.
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corruption, looting a treasury, bribes. Those are not specifically
identified in our current money-laundering laws, but I think you
would agree that that is dirty money.

Mr. REED. I sure would.

Senator LEVIN. And the question that I think we have to face is
whether or not our banks are going to profit off those kinds of de-
posits, even though other countries’ banks might.

You talked about international standards, and I think it is a fair
question because we would hope that everybody would in the world
would be bound by the same rules, but they are not. It is not true
when we sell weaponry either. There is a lot of things we will not
sell that other countries will sell, and my question

Mr. REED. Senator, I don’t think there is any significant profit
in the American banking system from such funds.

Senator LEVIN. My question, though, is this. Would you agree
that we should treat corrupt money, which comes from bribes, or
looting a treasury, in the same way that we treat, for instance,
drug money?

Mr. REED. Surely. Obviously so.

Senator LEVIN. Good. Because that would require a change in the
law, and we are considering some changes in laws which I am
drafting and I have shared with the Majority. They have not had
an opportunity, because it is still very much in flux, obviously to
review what that draft is, but I would hope that you and your col-
leagues in the American banking industry will take that position
that money-laundering is a serious and growing problem, that we
cannot condemn corruption without being sure that our banks do
not profit from corruption abroad.

We thought we had made some progress in 1986. We have a long
way to go. You folks, I think, thought you had made some progress
when you issued your regs in 1991 and 1992, which were ignored
until 1997, and then you have tightened up your internal rules,
hopefully, now, despite the 1998 review of the Federal Reserve. You
are on track to making sure that you do not profit from accounts
fWhi((i:h are the result of dirty money or money-laundering or corrupt
unds.

I really hope that you will read all of the testimony today, the
part that you did not see or witness, because I think that it will
reinforce hopefully some determination to end practices where your
bank or any bank will profit from dirty money. And we need to en-
list the support of the American banking community in ending this
because it is intolerable that our banks that we put so much con-
fidence in should profit in any way from money which is either ille-
gal drug money or the product of looting a national treasury or the
product of corruption or bribery.

Mr. REED. Senator, I think as I indicated in my opening state-
ment that we share your interest. I think the regulators do, too,
and they have been, as apparently you are, working on trying to
formulate how we can do this.

I would like to repeat, however, because I just feel I should, on
behalf of Citi, but on behalf of all the banks in the United States,
this is a problem. This is a problem that must be addressed. I do
not believe that either my bank or the American banks in general
have any significant amount of this money with them. That isn’t
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zero, but you would not notice it in the third decimal place of their
earnings. It simply is not a big factor in the banking practice to the
best of my knowledge of any American institution.

Senator LEVIN. I hope that message gets to your people because
you see in the response to the possible closing of accounts that your
people who are running your Private Bank are saying, “Whoops,
wait a minute. That could affect our deposits.” So I hope that last
message gets through to your folks.

Mr. REED. I share your view.

Senator COLLINS. Mr. Reed, I want to thank you and the other
members of Citibank who testified today not only for your testi-
mony, but also for your cooperation with this probe. I realize that
the money-laundering problems that we have discussed are not
unique to Citibank, and I understand that this obviously was not
pleasant to have this kind of scrutiny on your operations. Never-
theless, I think that the Subcommittee has identified some very
troubling and serious concerns, and I hope that as with the Salinas
case, which you described as a learning experience, that the testi-
mony before the Subcommittee will also further advance that
learning experience of all those at Citibank.

Mr. REED. Madam Chairman, thank you.

Senator COLLINS. At this point, the hearing is now recessed until
1 p.m. tomorrow afternoon.

[Whereupon, the hearing was recessed, to reconvene at 1 p.m.,
Wednesday, November 10, 1999.]
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OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. The Subcommittee will please come to order.

This afternoon the Subcommittee continues its investigation of
the complex and confidential world of private banking and its
vulnerabilities to money laundering. Yesterday we heard disturbing
testimony which indicated that private banks, because of their will-
ingness to ensure secrecy, may be very attractive to criminals who
want to launder money. Our hearings described the nature of pri-
vate banking and the degree to which private banks market secrecy
to their very wealthy clients, a service that, while beneficial for
many legitimate customers, is also appealing to criminals who
want to hide their dirty money.

Private banks frequently help their clients move enormous sums
of money in a fashion that obscures the client’s relationship to the
funds, even from the private bank’s own employees. The Sub-
committee’s investigation found that private banks routinely use
code names for accounts, concentration accounts that disguise the
movement of client funds, and offshore private investment corpora-
tions located in countries with strict secrecy laws, so strict, in fact,
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that there are criminal penalties in these jurisdictions for dis-
closing information about the client’s account to banking regulators
in the United States.

Yesterday we also received testimony from Citibank private
bankers, their supervisors, and the bank’s chairman about
Citibank’s handling of several private bank accounts. That testi-
mony highlighted in striking detail the reputational and legal risks
that banks can encounter when they fail to collect and document
information about their client’s source of wealth and, just as impor-
tant, when they fail to monitor those clients’ accounts for sus-
picious activity.

Today we turn our attention to some of the broader policy issues
related to how private bankers do business and the implications of
those business practices for our banking system and for Federal
regulators. We will also receive an insider’s perspective of how pri-
vate banks operate from a former private banker who is now in
prison for money laundering. We will also hear from a noted schol-
ar who will discuss the problems related to the movement and
flight of capital, both legal and illegal. Finally, we will discuss with
banking regulators their growing concerns about private banking’s
susceptibility to money laundering and the obstacles that they face
in conducting effective oversight.

I look forward to receiving the testimony of our witnesses today,
and at this time I would like to recognize Senator Levin, who initi-
ﬂted this investigation, for any opening comments that he might

ave.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you, Madam Chairman, and thank you
again for your very strong support and the very important assist-
ance that your staff has given in this joint effort.

Yesterday, as you indicated, we looked at a case study of
Citibank private banking and saw the largest American bank with
the greatest resources at its disposal and pretty good policies in
theory find itself the bankers to a rogues’ gallery of clients.

Citibank had Raul Salinas of Mexico, about whom the bank had
absolutely no written documentation or verification on the source
of his wealth, despite Citibank policies to the contrary and for
whom the bank concocted an elaborate structure of secrecy.

Citibank had Asif Ali Zardari of Pakistan as a client, even
though John Reed, the CEO of the bank, had been advised by his
own Citibank staff to stay far away from him because of allegations
of corruption.

Citibank had Omar Bongo of Gabon as a client, with a private
banker who said he never once asked Mr. Bongo about the source
of his wealth, despite bank policies requiring him to do so.

And Citibank had the sons of Sani Abacha from Nigeria to whom
the bank, after the country of Nigeria began a public corruption in-
vestigation into General Abacha, lent $39 million so that the sons
could remove into a more secret place $39 million from a certificate
of deposit without penalty.

Those are the deeply troubling stories that we heard yesterday.
Citibank argues that was then and this is now, and the operation
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of the Private Bank has changed considerably in the last few years.
But the actions with respect to Mr. Bongo and the Abacha sons oc-
curred in 1998, and it was just last year when the Federal Reserve
told Citibank board members that the Private Bank had “signifi-
cant weaknesses in internal controls that exposed Citibank to ex-
cessive legal and reputational risk.” It also conveyed concern about
the “length of time,” in their words, that the Private Bank was tak-
ing to correct deficiencies and the “relative slowness of progress,”
again, in the words of the Federal Reserve.

Because it was only 6 months ago that the Federal Reserve lifted
the requirement that the board’s Audit Committee review Private
Bank issues on a quarterly basis, the best that I am able to say
is that not only is the jury still out, it just went out on the changes
that have occurred at Citibank with respect to private banking.

I hope the changes take hold and become a model for all banks
worldwide. But given the track record, strong policies in 1991 and
1992 in Citibank which didn’t take hold, and no action taken to en-
force those policies with resources and determination until 1997,
and given the sad state of affairs in case after case that we re-
viewed in this investigation, it will take a large and steady dose
of due diligence with respect to enforcing their own policies in all
corners of the Private Bank to change the actual conduct of
Citibank’s Private Bank.

Our investigation has taught us that through the private bank-
ing system U.S. banks are too often conduits for dirty money. That
is because due diligence has not been effective, and I believe that
is in part because there is no specific requirement for due diligence
in law; because predicate crimes for money laundering are insuffi-
cient since they don’t explicitly include foreign corruption or bribes;
and because private banks have secrecy tools made available to the
wealthy to operate secret accounts in secret corporations and secret
jurisdictions. I will be introducing legislation later today that ad-
dresses these and other issues raised during the course of the in-
vestigation.

Among some provisions of the legislation would be prohibiting
the opening or maintenance of an account by U.S. banks for a for-
eign entity unless the owner of the account is identified on a form
or record maintained in the United States. This will make sure
that there will be documentation in the United States of the bene-
ficial owner of any account managed in the United States, just as
there is now for U.S. companies and entities. It will include a pro-
hibition on the use of concentration accounts for individual ac-
counts without earmarking the funds to the client. It would include
a statutory requirement for banks to conduct due diligence, and
add crimes of bribery, kickbacks, fraud, and corruption in foreign
countries as crimes for which money laundering applies. I was
pleased yesterday to hear that Mr. Reed will support a legislative
change to make foreign corruption and bribes criminal offenses for
which U.S. money-laundering laws would apply.

Today we will be hearing, as our Chairman indicated, from Anto-
nio Giraldi, a former private banker to American Express, Bankers
Trust, and Citibank. Mr. Giraldi was the subject of a landmark
case in the private banking industry in which he was convicted of
money laundering or engaging in similar practices that we talked
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about yesterday with respect to Citibank. Giraldi’s private bank cli-
ent, however, turned out to be a drug trafficker, and a jury found
him guilty of willful blindness with respect to that fact. He is now
serving 10 years in Federal prison.

We will also hear from Raymond Baker, an economic scholar at
Brookings, who has traveled the globe talking to bankers, business
people, and financiers, learning about how dirty money moves
around the globe. And, finally, we have representatives from the
Federal Reserve and the Office of the Comptroller of the Currency,
the regulators of the private banks which are the subject of this in-
vestigation.

Again, I want to thank you, Madam Chairman, for your support
and your leadership.

Senator COLLINS. Thank you, Senator Levin.

Pursuant to Rule XIV of the Permanent Subcommittee on Inves-
tigations Rules of Procedure, the Citibank requested yesterday
through its counsel that a series of questions be directed by the
Chairman or other members to the Subcommittee’s investigative
staff. At my direction, the Subcommittee staff has answered these
questions in writing, and without objection, the questions and an-
swers will be made available to the public as well as included in
the printed hearing record.!

At this point I would like to swear in our first witness today. He
is Antonio Giraldi. He was a private banker before he was con-
victed of money laundering in 1994. Mr. Giraldi joined Citibank as
a private banker in 1986 where he was supervised by Amy Elliott,
who testified before the Subcommittee yesterday. In 1988, he joined
Bankers Trust and later became senior vice president for American
Express Bank International.

Do you swear that the testimony you are about to give to the
Subcommittee will be the truth, the whole truth, and nothing but
the truth, so help you, God?

Mr. GIrRALDI. I do.

Senator COLLINS. Thank you. Mr. Giraldi, you may proceed.

TESTIMONY OF ANTONIO GIRALDI2 FORMER PRIVATE BANK-
ER, CURRENTLY IN FEDERAL PRISON FOR MONEY LAUN-
DERING

Mr. GIRALDI. Madam Chairman, Senator Levin, and Members of
the Subcommittee, good afternoon. My name is Tony Giraldi, and
I am here today to talk with you about the international private
banking culture and its vulnerabilities to money laundering. I
would like to share my personal experiences during my career as
a private banker at three financial institutions and the experiences
of my many colleagues and friends within the industry.

I was born in Japan and raised in Latin America, as my father
was a senior executive with Bank of America until his retirement
when he became the CEO of the Latin American Export Bank. As
Americans, my parents were very proud of their country and sent
me back here for my schooling at Culver Military Academy, Baylor
University, and Georgetown University Graduate School. I began

1See Exhibit No. 25 which appears in the Appendix on page 204.
2The prepared statement of Mr. Giraldi appears in the Appendix on page 1003.
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my banking career in 1981. I became a private banker in 1986 with
Citibank and later worked as a private banker at Bankers Trust
and American Express.

For decades, U.S. financial institutions have catered to wealthy
non-residents following closely the patterns of their counterparts
abroad in this lucrative field. Forecasters estimate that wealthy in-
dividuals will have tens of trillions of dollars to invest by next year,
representing billions of dollars in potential revenues for financial
institutions worldwide. The forecasters also predict the amount of
funds laundered in the trillions of dollars and growing dispropor-
tionately to legitimate funds.

For generations, this highly competitive international private
banking industry has managed the assets of the world’s wealthiest
individuals, many of whom earned their wealth legitimately and
made legitimate use of the system. Unfortunately, with recent
growth of criminal enterprises, political corruption, and narcotics
trafficking over the past several years, the culture and services pro-
vided by financial institutions has become extremely vulnerable to
illegal activity. Unless these vulnerabilities are corrected, private
banking systems will become increasing targets of opportunity for
tainted funds.

I have personally experienced the culture which our financial in-
stitutions apply in recruiting international assets. I would charac-
terize this culture as “don’t ask, don’t tell.” This has allowed money
launderers to significantly penetrate banks and brokerage firms.
Money launderers have become more sophisticated and have
learned to use private banking products to their advantage. They
no longer need to carry Samsonite suitcases of cash into our U.S.
banks here and abroad. Instead, they utilize financially savvy rep-
resentatives who take advantage of the products and services that
private banks aggressively market. These products and services
can be used to legitimize them and their businesses and to often
gain respectability.

In my experience and the experience of many of my colleagues,
private bankers are encouraged by managers at many levels to pro-
mote lucrative products and services. There is little, if any, regard
for the evaluation of where the business is coming from or where
it has been.

There were many ways to pursue clients. At one organization, I
witnessed private bankers making cold calls on prospects whose
names were taken from a target list compiled by managers with lit-
tle or no verification of source of funds. For many private bankers,
the fact that this list was supplied by upper management was un-
derstood to mean that these prospects had the approval of the orga-
nization and should be signed up.

Although it only happened infrequently and is even less likely
today, relationships were sometimes established through walk-ins.
This is a term that refers to foreign individuals not known to the
bank who appear or call at the private bank seeking its services.

At one institution, on two different occasions my superiors were
willing to accept walk-in prospects who proposed to fund new rela-
tionships with $50 million.

A referral was considered as validating the acceptability of a new
relationship, even though the integrity of the referral source was
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seldom questioned. The source of funds in most cases is taken at
face value as presented by the prospects and not verified.

The training and guidance by senior managers that I experienced
was minimal and focused primarily on cash transactions. Over the
years, wire transfers between financial institutions have become
the most commonly used vehicles to move tainted funds. Financial
institutions contribute to this process by transferring funds
through concentration accounts which contribute to the road blocks
presented in money-laundering investigations by separating funds
from a client’s identity.

The foundation and selling point of the international private
banking culture is secrecy. Overseas units of banks domiciled in
countries where bank secrecy laws prevail stress secrecy to local
and foreign clients in order to maintain a competitive position.
They offer products and employ practices that facilitate secrecy.

While legitimate clients utilize these services, they can also be
utilized by criminal elements. For example, two products which
promote secrecy are private investment companies and trusts.
These entities create layers that obscure the identity of the bene-
ficial owner of the funds through the use of shell corporation and
secrecy laws. By layering, I mean the use of multiple offshore com-
panies. The use of these products can be an impediment to law en-
forcement.

It has been common practice for private bankers to employ prac-
tices in their daily activities that promote secrecy. For example,
sometimes they talk to their clients in codes when discussing trans-
actions. Most of the time private bankers travel as tourists so the
authorities will not know that they are visiting clients on business.

One reason offered for that practice is to protect the clients’ iden-
tities from criminals who might do them harm. However, another
possible result is that they do not want the authorities to discover
that their clients are participating in capital flight.

In addition to the fiduciary vehicles managed by bank trust com-
panies, some of the more common products developed by private
banks, which vary from bank to bank, are portfolio management,
credit, and real estate. The courting and marketing of political fig-
ures, government officials, military leaders and their families, and
close associates has been common in the past with some financial
institutions. These types of clients are the most difficult in deter-
mining the source of funds.

In the past, relationship managers were far more concerned with
appearance than with substance when it came to issues of due dili-
gence and what would later become the Know-Your-Client doctrine.
If an acceptable level of due diligence could be fashioned with the
guidance and encouragement of senior management, then the rela-
tionship managers would have done his or her job.

To the best of my knowledge, no relationship managers known
to me consciously attempted to legitimize what was known or be-
lieved to be proceeds of specified unlawful activity. However, no
one seriously attempted to determine the actual origin of a client’s
funds. Our world, the international private banking culture, was
all about playing the new deposits game the way that our senior
management insisted we play it, about being rewarded by them
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when we succeeded and about being too naive to realize how dan-
gerous a game we were playing.

A money launderer can utilize the products and services de-
scribed above to conceal his true identity and his funds. This fact,
coupled with the demise of the recently proposed Know-Your-Client
regulations, and the arrival of a whole new generation of cyber-
savvy money launderers has compounded the difficulties faced by
Federal law enforcement agencies and the Justice Department and
bodes ill for their efforts to combat to evils associated with money
launderers and their activities.

If the issue of money laundering is to be addressed effectively,
U.S. financial institutions at every level must interface with Fed-
eral law enforcement agencies. U.S. financial institutions must ef-
fect fundamental changes in their prevailing international private
banking culture and product base. Senior bank managers must im-
plement supervisory procedures designed to identify rogue relation-
ships and relationship managers who manipulate international fi-
nancial resources and activities for their own personal gains.

Unless U.S. financial institutions move to make corrections in
their vulnerabilities, the managers of international criminal enter-
prises will continue to use a highly imaginative and flexible bank-
ing system along with its products to handle the proceeds of their
illicit operations and to legitimize themselves in the eyes of the
international business community.

U.S. financial institutions should no longer succumb to the estab-
lished yardstick, “If we don’t accept this account, our competitors
will.” Thank you.

Senator COLLINS. Thank you very much.

We received comments from some banking officials, particularly
at Citibank, that suggested that private banking really wasn’t any
more vulnerable to money laundering than other kinds of banking,
than retail banking, than correspondent banking.

Based on your experience being involved in private banks in
three different institutions, do you believe that private banking is
particularly susceptible to money laundering?

Mr. GIRALDI. I think it is more vulnerable than other banking
services in that the main focus is one of secrecy and confidentiality,
and the primary establishment of the relationship is done offshore.
Although many of the investments can be done here in the United
States, the actual foundation for the relationship is kept offshore.
And the way that the marketing effort is done in many cases is one
of promoting secrecy. So I do believe it is more vulnerable because
those individuals who are looking for a secrecy element in their
banking relationship will go to a private banker versus going to
correspondent banking or regular banking services.

Senator COLLINS. One of the striking aspects of the Subcommit-
tee’s investigation into this area is that Citibank had a lot of proce-
dures, regulations, policies in place that should have prevented the
problems with the case studies that we highlighted yesterday. And
yet what seemed to be taking place was a culture that, in fact, en-
c0111raged non-compliance with all those regulations, with all those
policies.

And as you described the culture as a “don’t ask, don’t tell” cul-
ture in which there was little, if any, regard for the evaluation of
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where the business was coming from, it seems to me that what we
have in too many situations is a policy of deliberate ignorance, of
not wanting to go behind where the money was coming from, of not
wanting to ask the hard questions because of concerns that the
business would be lost or would have to be turned down.

Is that an accurate impression?

Mr. GIRALDI. I believe they would—most private bankers are not
deliberately not trying to locate the source of funds, but following
a culture that is already in place. So I don’t think that their pur-
pose is to go out and look for clients regardless if the funds are
tainted. I mean, I believe that most private bankers that work with
reputable institutions would not accept a client that they had signs
of bringing assets to the institutions that were from illegal sources.

But I do believe that they don’t go a step further because that
is the way that the culture has always been. It is not necessarily
because they are afraid that they will find something they don’t
want to look for, but that their practices have been to acquire de-
posits and to acquire investments and to maintain accounts and re-
lationships for many, many years, and sometimes for generations.
And so they follow the culture, which is just “do as much as you
can so that on the surface it appears like you are asking the right
questions,” but don’t go a step further than that.

Senator COLLINS. In the three financial institutions for which
you worked, how much emphasis was placed on following Know-
Your-Customer regulations and of finding out the source of funds?

Mr. GIRALDI. Well, there was very little training on Know-Your-
Customer regulations. Most of the training that we had was based
on cash transactions and being aware and sensitive to individuals
who might deposit large amounts of cash in the bank. And in the
world of private banking, we have very little of that. Most of our
accounts and our business is conducted through wire transfers and
transfers from other institutions.

I believe that there was very little training at the institutions
where I worked, and especially when it came to money laundering.
The only training that we had was related to what is set by the
Bank Secrecy Act, which involved cash transactions, but no train-
ing on how to identify an individual that might be suspicious or to
go beyond asking the individual—if a prospective client gives infor-
mation relating to their businesses, that was generally enough, and
nothing in the training to say, “go beyond that, do more investiga-
tions, go research where the businesses are.” I mean, it was just—
it stopped at the questioning level, which obviously is not suffi-
cient?

Senator COLLINS. Did your supervisors at any of the three insti-
tutions ever emphasize to you or to your colleagues any concerns
that they might have about the bank being used to launder money?

Mr. GIRALDI. [Nodding head up and down.]

Senator COLLINS. The reason I ask this is part of the way you
influence the culture of a bank is when the high-level executives
make very clear that it’s a priority for the bank to avoid being ex-
posed to the risk of money laundering. And if there isn’t training
going on and if there aren’t repeated directives, then the culture
doesn’t change.
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So I am curious, in your time as a private banker at the three
institutions for which you worked, whether there was a priority put
by your supervisors, by other executives in the bank, directed to-
wards minimizing the bank’s risks in this area?

Mr. GIRALDI. I believe that the supervisors followed the culture
as much, if not more than, the relationship managers. Those indi-
viduals were the ones who gave the guidance and the encourage-
ment to the more junior officers on how to establish relationships.

My experience has been that many senior managers would take
greater risks than the junior individuals on the team.

Senator COLLINS. You mentioned in your testimony that at times
private bankers posed as tourists in order to avoid saying that they
were going into a country for the purpose of meeting with wealthy
clients.

Were you ever instructed to pose as a tourist to undertake that
kind of deception?

Mr. GIRALDI. It was more than posing as a tourist. It was the
standard procedure or the standard understanding for private
bankers when traveling abroad in most countries, and in most
cases with at least my experience in the financial institutions
where I worked and friends and former colleagues that work at
other financial institutions, is that they traveled as tourists, and
when filling out the document at the customs area, they would
mark the tourist square instead of the business square.

And, as I mentioned, there are different reasons that could be
that we—the possibilities of why we were trained to do that and
why the culture called for that, and one was to protect the client
in a country where he or she may be exposed to criminal activity
or extortion or kidnapping because maybe our documents would get
lost or the client accounts would get lost.

And another possibility was that in some countries capital flight
is not viewed favorably, and private bankers go to foreign countries
to recruit capital flight and to meet with the clients who have
taken billions of dollars out of the countries many times without
the knowledge of their governments.

Senator COLLINS. Senator Levin has mentioned that in some of
the cases we have looked at, the proceeds that have been deposited
into these accounts appear to be the result of corruption by govern-
ment officials. Did your supervisors ever express any concerns to
you about your obligation as a private banker to ensure that your
foreign clients were complying with the laws of their countries or
was it the opposite?

Mr. GIRALDI. When I asked about—when I initially began my ca-
reer in private banking and asked the questions regarding the tax
issues and the laws in the foreign country, we were told that it is
best not to ask those questions of the client because it is not our
responsibility as to if the client is complying with the tax issues or
with any laws within their country. And this was standard at all
the private banks and goes on today from my understanding with
recent conversations with private bankers. Basically it is that we
don’t want to know, and the feeling that I got was that we really
didn’t want to know if the clients were complying with those issues.

Senator COLLINS. Thank you.
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Senator Levin, it is my understanding that we have about 8 min-
utes left on the first vote that is going to be followed by two more.
I don’t know whether you would like to start your questioning now
or—that sounds fine.

We will be in recess subject to the call of the Chair, but it will
probably be a half-hour. We unfortunately have three consecutive
roll call votes.

[Recess.]

Senator COLLINS. The Subcommittee will come to order.

At this time I would like to call on Senator Levin for his ques-
tions.

Senator LEVIN. Thank you, Madam Chairman, and welcome, Mr.
Giraldi.

Mr. GIRALDI. Thank you.

Senator LEVIN. Roughly how many clients would a private bank-
er such as you handle at any one time, typically?

Mr. GIRALDI. Well, it depended on the size of the individual unit
in each institution. At one point I was part of a team that handled
thousands of clients with assets in the billions of dollars, and in an-
other institution it was somewhat smaller, with maybe a thousand
clients and $500 million, and in another institution it was in a cou-
ple of hundred clients. So it varies from institution to institution.

Senator LEVIN. Private banks have had concerns about keeping
files or records in the United States of a client’s offshore accounts.
Is that true?

Mr. GIRALDI. Yes.

Senator LEVIN. Tell us about that. What was the basis of that
concern? And how strongly did they enforce that concern by trying
to avoid having that kind of a paper trail?

Mr. GIRALDI. It was primarily a concern with the fiduciary vehi-
cle product, such as the private investment companies and the
trusts that were established offshore within each individual institu-
tion’s offshore companies or trust companies. And when an indi-
vidual had established what we call a PIC, or a private investment
company, and a trust, the policy was not to have any linkage of the
beneficial owner’s name to the offshore company or the trust in the
United States.

If you had a file that belonged to an individual PIC, that file
would have only the PIC name and the transactions related to that
private investment company or that trust. And there were trust of-
ficers that were part of the trust company located in the United
States in the major cities, in New York and in Miami, where there
was a substantial amount of private banking business. And those
trust officers would from time to time go into the files and review
what they call compliance as to any linkage of beneficial owners.
And if there was something in there, if there was a memorandum
that somehow escaped a private banker or relationship manager
that slipped into the file that had the offshore structure name on
it, then they would get reprimanded.

Senator LEVIN. Are you telling us, then, that if there was any
evidence of what the reality was relative to beneficial ownership,
the people in the trust department of these private banks would
reprimand the person working in the bank who allowed that to
happen? Is that what you are saying?
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Mr. GIRALDI. Yes, Senator. If there was evidence of the true iden-
tity of the beneficial owner in that file that would link that indi-
vidual to his or her offshore structure, that would call for a rep-
rimand by the trust——

Senator LEVIN. And that was the reality.

Mr. GIRALDI. Yes.

Senator LEVIN. The reprimand, then, of the private bank’s em-
ployee would be for what was true. Is that right?

Mr. GIRALDI. Would be

Senator LEVIN. In other words, what was in the file and what
someone would be reprimanded for was true.

Mr. GIRALDI. Yes.

Senator LEVIN. And it was accurate.

Mr. GIRALDI. Yes.

Senator LEVIN. But it wasn’t supposed to be there in order to
protect secrecy. Is that correct?

Mr. GIRALDI. Yes, Senator.

S;znator LEVIN. And private banks tout their secrecy, do they
not?

Mr. GIRALDI. Yes.

Senator LEVIN. It is not just something they respond to due to
inquiries on the part of clients. They actually go out seeking clients
or advertising for clients claiming that they have got the ability to
keep secret the connection of that client to the account and thereby
defeat legal process for that information. Is that correct?

Mr. GIRALDI. Yes. Secrecy is the fundamental element in most
major private banking relationships with financial institutions.

Senator LEVIN. And private banks push the secrecy aspects of
their accounts, do they not?

Mr. GIRALDI. Many times a fiduciary vehicle is bank-driven rath-
er than client-driven, and the establishment of the vehicle or of the
offshore structure is done after a conversation where a client—for
legitimate purposes, such as estate planning, their needs are deter-
mined, and then, therefore, the private banker or the trust officer,
if they are meeting with the client and the trust officer, structures
the offshore structure.

My experience has been that many clients are not familiar with
the highly sophisticated offshore capabilities that financial institu-
tions have, and so that the bankers, in essence, educate the clients
on how to structure these vehicles.

Senator LEVIN. Tell us about collateralized loans. How are they
used? How are they vulnerable to money laundering?

Mr. GIRALDI. Well, credit facilities and the credit products are
important products at many financial institutions for their private
banking clients. One example, if a client comes to a relationship
manager and needs his or her funds out of the portfolio for what-
ever investment in their home country, rather than to liquidate the
assets, the bankers and senior management encourage relation-
ships managers to do this, will set up financial—will set up credit
facilities where the client can receive whatever amount, up to a
certain percentage of their portfolio which is used as collateral and
pay a lesser interest rate on the loan than they are generating on
their portfolio. And it is a way that the bank benefits because it
is a revenue-generating product, and it is a way that the client
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benefits in that they are—rather than to use their funds, their
portfolio funds, they borrow funds from the bank.

Senator LEVIN. And how does that help a client launder money?
Is that cleaner money when you are using a loan from the bank
than if you are using your own funds?

Mr. GIRALDI. Well, one thing that I have learned in the last few
years is that—which I didn’t realize at the time that I was a pri-
vate banker, is that potentially it can be very dangerous for a
banking institution when someone is taking advantage of the cul-
ture and of the products in that an individual who somehow gets
into the banking system and wants to take advantage of that sys-
tem as a money launderer can develop these products for their own
benefit. And when it comes to credit, if a bank encourages a client
to establish credit facilities, the money launderer will have come to
the bank initially with one deposit, for example, let’s say, $10 mil-
lion, and then they will borrow back—they will borrow $9 million,
so all of a sudden they have an additional $9 million from the
bank, which allows them to establish a business in their home
country and sometimes to gain credibility and respectability in
their communities. They may not have had that before the bank
had offered this product to them. So they borrowed several million
dollars. They buy a business in their home town, and then rather
than to repay the loan with proceeds that are legitimate—usually
the proceeds were not verified because it was 100 percent secured
credit. They could use additional laundered assets to repay the loan
back to the bank, and so this individual who came to the bank with
$10 million has just laundered $30 or $40 million and can say I
have a relationship with this bank, I have a credit facility, I have
established a business in my home country, I am known now with-
in the community as a business person that owns a legitimate busi-
ness that might even be doing business with U.S. companies. And
we as bankers have helped them in their metamorphosis of becom-
ing more legitimate.

Senator LEVIN. Of turning dirty into clean.

Mr. GIRALDI. Yes.

Senator LEVIN. The way that happens, to summarize, the way
you just described it, is $10 million in your example comes in in
dirty money, is in the bank, the bank is making a fee off that. Is
that correct?

Mr. GIRALDI. Yes.

Senator LEVIN. Then they will lend money to that client, say $9
million. They are making interest off that. Is that correct?

Mr. GIRALDLI. Yes.

Senator LEVIN. And the client then takes that $9 million and
says, hey, I got a loan from X bank, which is a reputable bank, and
the loan sounds clean because I have borrowed money from a bank,
and then establish a business or whatever in his or her own coun-
try with that loan, so that now they are established with clean
money.

Mr. GIRALDI. Yes.

Senator LEVIN. What you are saying is that a fully collateralized
loan advantages the private bank because now they are making
money both on the original asset as well as on the loan, and it is
used by money launderers to clean dirty money. Is that correct?
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Mr. GIRALDL. Yes.

Senator LEVIN. I think that this is one of the clearest examples
of where a tool of a private bank which can be used legitimately
can also be used illegitimately.

Mr. GIRALDI. Yes.

Senator LEVIN. It is a very good example of how that is done, and
it is something we are going to try to stop.

Experts at your trial in the American Express case testified that
everything you did with respect to the management of the Ricardo
Aguirre account, which was the account for which you have been
convicted of money laundering, was legal in the private banking
fvorlld. Every specific action that you took, the testimony was, was
egal.

The only issue was whether or not you knew the source of Mr.
Aguirre’s money was drug trafficking. Is that correct?

Mr. GIRALDI. Yes.

Senator LEVIN. The jury decided based on circumstantial evi-
dence that you had willful blindness with respect to Mr. Aguirre
and the source of his funds, and as a result of that, you are now
serving a Federal prison sentence.

Now, Amy Elliott testified at your 1994 trial as an expert on pri-
vate banking practices, and this is what she said: “The ‘Know Your
Client,” at least in our bank, is part of the culture.”

“Know Your Client’ . . . is part of the culture,” she said. “It’s
part of . . . the way you do things. It’s part of the way you conduct
yourself.”

When asked about Citibank’s private banking policy, she said in
that same trial, your trial, “I think the primary gist of this proce-
dure—it wasn’t really a procedure, but more of the way that one
conducts themself, is that you must know your client.”

That is what the testimony was at your trial, but at our hearing
yesterday, Ms. Elliott and her fellow private banker, Mr. Ober, tes-
tified about a host of Know Your Client failures or failure to obtain
Know Your Client information on Mr. Salinas, Mr. Ober’s failure
to obtain Know Your Client information on President Bongo and
the sons of General Abacha. And Mr. Reed, the co-chairman of
Citibank, testified about the Know Your Client failures of the
Citibank Private Bank as a whole. And here is what he said, first
in this exchange with Senator Collins. “So my concern is that this
is a 3-year period. This is not an isolated audit of one small
branch,” this is Senator Collins talking, “It seems to me to be that
systematic pattern of deficiencies that allowed Citibank to be vul-
nerable to money laundering.” And Mr. Reed responded, “I think
you are correct.”

And later on, Mr. Reed said, “So, if you look backwards, you
would have to say that in that period, 1994, 1995, into 1996, there
was reason to believe that we did not have an acceptable set of
standards in place, and you and I would agree that it is approxi-
mately a 3-year time frame.”

So I have got to say that this is a very, very disturbing picture
indeed, because what Ms. Elliott presented was a picture of due
diligence by private bankers as an expert at a criminal trial, and
that description simply does not match up to the reality, as she tes-
tified to here and as her CEO testified to yesterday as well. So I
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simply want to express that, because I find that to be very dis-
turbing, indeed, and very disquieting.

I don’t have any further questions of Mr. Giraldi other than to
thank him for making a very significant contribution to this inves-
tigation, and his cooperation with this investigation advanced it a
great deal.

Senator COLLINS. Thank you, Mr. Giraldi. You are excused.

Mr. GIRALDI. Thank you.

Senator COLLINS. I would now like to welcome our second wit-
ness this afternoon, Raymond Baker. Mr. Baker is the guest schol-
ar at the Brookings Institution here in Washington. He is a recog-
nized authority on international private banking and has written
extensively on money laundering and capital flight.

Pursuant to Rule VI, all witnesses who testify before the Sub-
committee must be sworn in. Do you swear that the testimony you
are about to give will be the truth, the whole truth, and nothing
but the truth, so help you, God?

Mr. BAKER. I do.

Senator COLLINS. Thank you. We would ask that you limit your
oral testimony to no more than 10 minutes, but your written testi-
mony will be included in its entirety, and we are very pleased to
have you here with us today. You may proceed.

TESTIMONY OF RAYMOND W. BAKER,! GUEST SCHOLAR IN
ECONOMIC STUDIES, THE BROOKINGS INSTITUTION, WASH-
INGTON, DC.

Mr. BAKER. Good afternoon, Madam Chairman and Senator
Levin. I am Raymond Baker, and after an international career in
the private sector, I am a guest scholar at the Brookings Institu-
tion. Thank you for the opportunity to appear before you to talk
about one of our larger but least visible problems.

I found some of yesterday’s revelations not surprising but, never-
theless, chilling. I noted particularly the role of private bankers in
providing their secretive services to Sani Abacha, the late dictator
of Nigeria, and the biggest single thief in the world in the decade
of the 1990’s helping him with his stolen wealth out of Nigeria.
And I contrasted this with the situation of my longest-term col-
league and partner in business, who has been lying desperately ill
and hospitalized in Nigeria, a nation and its medical services hav-
ing been brought near to collapse. Catering to the corrupt has se-
vere consequences for others who live their lives with integrity.

I have been asked to frame the issues of money laundering and
flight capital and corruption in the context of our larger domestic
and foreign interest and to discuss the impact of private banking
on these concerns.

Corruption by foreign government officials is omitted, as you
know, from the 170 or so crimes and malpractices that establish a
predicate offense, that is, a basis for legal prosecution in U.S. anti-
money-laundering legislation. What this means is that so long as
funds in the hands of a foreign official are not derived from drugs,
bank fraud, or violence, then, as the last speaker also said, a “don’t
ask, don’t tell” policy largely guides the banking community.

1The prepared statement of Mr. Baker appears in the Appendix on page 1053.
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While not laundered, corrupt money is certainly a principal com-
ponent of illegal flight capital. This is stolen or tax-evading money
that passes illegally out of developing and transitional economies,
but legally more often than not into the United States, Europe, and
tax havens around the world. Other components include the
mispricing of overseas trade to generate foreign kickbacks, illegal
shifts of real estate and securities titles abroad, and the growing
problem of wire fraud.

I have studied in particular the first two of these—corrupt money
and mispriced trade—because both are dependent on international
cooperation to facilitate their movement.

I estimate the flow of corrupt money out of developing and tran-
sitional economies into Western coffers at $20 to $40 billion a year
and the flow stemming from mispriced trade at $80 billion a year
or more. My lowest estimate is $100 billion per year by these two
means which we facilitate, a trillion dollars in the decade of the
1990’s, at least half to the United States. Including other elements
of illegal flight capital would produce much higher figures.

Let me focus just on this $100 billion a year from corruption and
trade mispricing that we, the United States and Europe, facilitate.
What are the benefits and costs of this? The benefit is that it
brings this sum of money, $100 billion a year, into our Western
economies, at least $50 billion a year to the United States. The cost
can be seen in both our domestic and foreign interests.

First, domestic. One hundred billion dollars a year in illegal
flight capital coming in provides cover for a far larger amount of
criminal money laundering, estimated at $500 billion to $1 trillion
a year—again, half to the United States. These are two rails on the
same tracks through the international financial system.

The Treasury Department estimated to me that 99.9 percent of
the criminal money that is presented for deposit in the United
States gets into secure accounts. Anti-money-laundering efforts are
a failure. The easiest thing for criminals to do is to make their
criminal money look like it is merely corrupt or tax-evading money,
and then it passes freely into our economies.

The domestic cost of illegal flight capital is that it removes anti-
money laundering as an effective instrument in the fight against
drugs, crimes, and terrorism.

Senators when I read or hear stories about drug busts, drive-by
shootings, prison overcrowding, my reaction is, “there’s our flight
capital dollars at work for us.” There in part are the consequences
of the dirty money coming in that enables the criminal money to
flow alongside.

Now, let me turn briefly to the foreign cost. Illegal flight capital
has an equally severe impact on our overseas interests.

Russia, of strategic importance, has suffered the worst case of
disappearing resources out of any country in a short period of time,
$200 billion to $500 billion in a decade.

In Nigeria, corruption has devastated the economy, meaning that
70 million of its people are living on an average of 20 cents a day.

Pakistan, a nuclear state in a volatile subcontinent, reacted to
corruption, tax evasion, and a depressed economy with a coup
d’etat, upsetting democracy.
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From Mexico, the flow of drugs and aliens across borders pre-
sents a major foreign policy challenge.

China, with semi-official estimates pegging flight capital at $10
billion a year, perhaps more, could potentially repeat the Russian
scenario.

The foreign cost of illegal flight capital is that it erodes U.S. stra-
tegic objectives in transitional economies and undermines progress
and stability in developing countries.

I have used the word “facilitate” several times. There are many
examples of ambiguities and contradictions in our policies and
practices that facilitate the flow of illegal flight capital. Let me
mention two that focus specifically on corruption and private bank-
ing.

The Foreign Corrupt Practices Act makes it illegal for Americans
to bribe foreign government officials. Yet it is not illegal for private
bankers to meet with foreign government officials, including those
perceived to be corrupt, and offer to assist them in moving, consoli-
dating, and managing ill-gotten gains in foreign bank accounts.

What U.S. law conveys, in effect, to our business people and
bankers is: Don’t bribe, but if you encounter wealthy, even corrupt
foreign officials, then the United States wants their money.

Again, we often have officials from Treasury, Justice, and State
Departments, the FBI and DEA and USAID meeting with foreign
leaders and officials to address drugs, crime, corruption, and ter-
rorism. But these efforts are undercut when private bankers ini-
tiate or respond to the desires of corrupt foreign officials to move
funds into the United States.

The perception is widespread abroad that the United States is
not serious about reducing corruption, instead preferring to profit
from the accumulation and management of its proceeds.

The United States has become the largest repository of ill-gotten
gains in the world. U.S. private bankers have honed their products
and services, taking advantage of porosities in regulations in this
and other nations. In this pursuit, more secrecy is often accorded
to corrupt foreign interests than is normally available to U.S. citi-
zens.

The combination of criminal money laundering and illegal flight
capital constitutes the biggest loophole in the free market system.
Drug kingpins and global thugs thrive because money laundering
is easy, and money laundering is easy because illegal flight capital
is solicited and maintained.

The “N” word is appropriate here: Never. We will never effec-
tively curtail criminal money laundering while at the same time
cultivating illegal flight capital.

Success in fighting dirty money will be achieved only when the
United States addresses all three parts of the problem: Criminal,
corrupt, and commercial.

We are now allowing banking, securities, and insurance functions
to be combined. This greatly magnifies the importance of upholding
high standards of fiduciary trust in our financial institutions. What
is required in these enlarged institutions is a sense of responsi-
bility across the broad range of this Nation’s vital interests. In this
regard, I am very gratified that Robert Rubin, former Secretary of
the Treasury, is coming into the pinnacle of American banking, and
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I am optimistic that Mr. Rubin will add a level of fiduciary respon-
sibility that has frequently been lacking.

At bedrock, it is the notion that we can have clean hands while
moving dirty money that needs to change. It needs to change im-
mediately in the American banking system.

Senator COLLINS. Thank you very much, Mr. Baker.

You have made several very strong statements. You have said
that our anti-money-laundering efforts are a failure, that the
United States is facilitating the illegal flight of capital, that money
laundering is easy because illegal flight capital is cultivated and
maintained. That is a serious indictment of our banking system.

Let’s say we accept your premise. What specific recommendations
would you have for us? Do we need tougher laws? Do we need more
aggressive oversight by the bank regulators? Do we need a change
in culture in American banks? Do we need all of the above? Have
you looked at possible solutions?

Mr. BAKER. Madam Chairman, I am certainly hopeful that Con-
gress will pass bills that have been presented which add corruption
to the list of predicate offenses that will constitute grounds for a
charge of money laundering in the United States. I think that is
extremely critical. And I am limiting my remarks to the question
of corruption at this point.

In addition to that, I would certainly hope that bankers would
either adopt or regulations would require two additional steps. One
is that at least two bank officers’ signatures have to be recorded
on documentation as to knowledge of the source of funds of their
foreign clients in private banking departments. I would like to see
two signatures of officers attesting that they have made the nec-
essary inquiries to confirm that they are satisfied that the source
of funds is legal, has been legally earned and legally transferred.

Then the second thing that I would like to see is for the customer
to sign a declaration to the same purpose, a declaration that says
that his banking activity is money that has been legally earned and
legally transferred.

I was struck in reading Citibank’s money-laundering policies and
guidelines that nowhere in those guidelines was the customer
asked to confirm that he understands that legal money is what is
being sought here. That point is not required to be put forward to
the customer. It seems to me that a private bank that wanted to
eliminate corrupt money from its coffers would make that very
clear from the outset, that we want to deal with money that has
been legally earned and legally transferred, and we want to be cer-
tain that you understand that that is our purpose and we ask you
to sign your recognition of that and your own confirmation that
that will be the activity in the account.

Senator COLLINS. Thank you. Senator Levin.

Senator LEVIN. Your first suggestion in terms of strengthening
our laws would be to add corruption as one of the predicate crimes
for money laundering.

Mr. BAKER. Yes, sir.

Senator LEVIN. How would you define that—corruption? Give us
a shot at a definition. Or has it been defined in another law in a
way which you think would be adequate? Because I happen to fully
agree with you, by the way, that without adding these crimes of
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corruption, accepting bribes, looting the treasury—which is a short-
hand example of corruption—without adding those, money-laun-
dering laws are really full of loopholes. But we also have a defini-
tional issue there, and I am wondering if you could give us a hint
as to how you define it.

Mr. BAKER. My own definition, Senator, is money that has been
derived illegally by a foreign government official. Of course, it could
be a domestic official, but we are talking here about foreign govern-
ment officials. Money that has been either stolen from the treasury,
pilfered from a parastatal corporation, taken as a kickback on a
contract—that sort of money by a government official is what I
refer to as corrupt.

Senator LEVIN. Illegal under his own law?

Mr. BAKER. Yes.

Senator LEVIN. Yesterday Mr. Reed stated that he believed that
funds from corruption likely represent only an infinitesimal portion
of a private bank’s deposits. I have two questions. One, do you
agree with that characterization or estimate? And, two, is it just
the raw numbers in any event that count or the country’s deposits
which result when their leaders are given access to a private bank
and the good will which that engenders?

Mr. BAKER. If you take the three elements—criminal, corrupt,
and commercial—as being the principal components of dirty money,
I would agree with the assessment that the corrupt component out
of those three is the smallest. My estimate was $20 to $40 billion
a year.

However, that component has by far the largest multiplier effect
on the other two components because of its impact on corrupting
the society as a whole.

In those countries where corruption is most evident at the top of
a government, it is quite common to see also high levels of criminal
and commercial tax evasion, criminal money laundering and com-
mercial tax evasion. The corrupt component has the largest multi-
plier effect on the other two.

Senator LEVIN. On the basis of your own experience and the hun-
dreds of interviews that you have conducted on this topic, have you
heard from private bankers that they had concern about the impact
on their franchise if they go about strongly asking questions about
source of money, for instance?

Mr. BAKER. Senator, I am aware that that is a concern to a num-
ber of private bankers. I can’t be much more specific than my
knowledge that that is of concern to them. Whether that is a legiti-
mate concern depends on what the private bank deems as being its
purpose, its underlying goals.

I would suggest that private banking can easily be conducted
with wealth creators who conduct their business honestly, without
having to take the step of catering to the corrupt and the tax-evad-
ing money.

Senator LEVIN. Along the same lines, some U.S. banks oppose
changes in our laws to prohibit the managing of dirty money or cor-
rupt money, using the argument that this law will only hurt U.S.
competitiveness because the business will simply move to banks in
other countries. What is your response to that?
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Mr. BAKER. Senator, that is exactly what I would like to see hap-
pen. I would like to see that money driven from U.S. shores and
make it go elsewhere; then, after we have succeeded in purging
that kind of money from our own society, working to eliminate it
as well from other countries, from Europe or other tax havens that
may take it. But in exactly the same way that we addressed the
Foreign Corrupt Practices Act, which was to take a position years
before other countries came along in the same direction, I would
like to see us divert that money from U.S. shores in the first in-
stance, work to clean it up internationally in the second instance.

Senator LEVIN. You have indicated a number of suggestions in
terms of tightening up our own law. You gave us two. What would
be your reaction to the following additional changes? One is to
make a requirement of due diligence part of our law and not just
something that is voluntary.

Mr. BAKER. I would support that, Senator. I think that if these
hearings demonstrate anything, it is that bank policies are not fol-
lowed, much less regulations that have been laid down. So I would
certainly support strengthening the regulations and strengthening
the regulatory environment that insists on the following of those
regulations in private banks.

Senator LEVIN. What about adding a requirement that there be
a record of the beneficial owner? I am not sure if you mentioned
that. You may have and I may have missed it.

Mr. BAKER. I didn’t mention it. Of course, the beneficial owner
should be indicated. There should be no place for secret bank ac-
counts in the U.S. banking industry.

Senator LEVIN. Or in operations if they went overseas?

Mr. BAKER. Precisely, Senator.

Senator LEVIN. We heard yesterday that the Citibank private
bankers who handled the accounts for General Abacha’s sons did
not know for 3 years, from 1993 to 1996, that their father was in-
deed General Abacha, who was the head of the country. What is
your reaction to that?

Mr. BAKER. If I had been in that position, I would have known.
I don’t see how it is possible not to know who you were dealing
with.

Senator LEVIN. Then we also heard yesterday that in September
1998—that is just last year—in the middle of a widely known,
widely publicized Nigerian effort to locate and to seize the funds
that General Abacha and his family and associates had taken from
the treasury in the country, in the middle of all that, Citibank ap-
proved a $39 million loan to the sons so that they could imme-
diately transfer the funds from London to a more secret Swiss bank
account. Citibank issued the loan so that the sons would not have
to pull the $39 million out of a time deposit with hefty penalties
for early withdrawals.

What is your reaction to that?

Mr. BAKER. I suspect that they broke no laws in doing that. So
far as I am aware, they broke no laws in doing that. Nevertheless,
I find it appalling that such services would continue to be given in
a situation where a sovereign nation was doing all that it could to
trace the sources of Abacha’s ill-gotten gains.
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Senator LEVIN. Our staff report indicates how Citibank told U.S.
bank regulators in April 1997 in a memo that a primary source of
the funds in the personal bank accounts belonging to President
Bongo of Gabon was the Gabon budget. In particular, this memo
said that he had $111 million in that budget for his unrestricted
use.

The regulators then accepted the memo as an adequate expla-
nation of the source of the funds in the accounts without checking
to see whether or not Gabon law or budget provisions had any such
authority.

What is your response to that or comment?

Mr. BAKER. It certainly suggests that both the banks—both the
private bankers and the regulators failed to examine this matter
with sufficient care. I know of perhaps two or three countries
where substantial budget allocations are made to the Office of the
President openly in the budget. I don’t know of any country that
allocates $111 million, if that was the figure as I recall.

I think that would have been fairly easy to determine the verac-
itydof that statement had any reasonable level of effort been made
to do so.

Senator LEVIN. Now, in conducting your research, I understand
that you spoke with literally hundreds of business people, aca-
demics, regulators, and others. Did you hear any information about
pri{)vate bankers soliciting government officials or others for depos-
its?

Mr. BAKER. I didn’t ask those questions in the work that I have
done at Brookings, Senator. I didn’t ask those specific questions.
But I have certainly been aware over the years of private bankers
making their services known to the Marcoses, the Mobutus, the
Abachas of this world.

Senator LEVIN. Thank you. Thank you, Madam Chair.

Senator COLLINS. Mr. Baker, I just have one more question for
you. Senator Levin has done an able job, as he always does, of
identifying possible loopholes in our current laws that need to be
plugged, such as the issue of covering corruption, money that re-
sults from corruption.

I must say, however, I am somewhat skeptical about whether or
not we can solve this problem through tougher laws. In 1986, we
passed the Money Laundering Control Act for the first time and
made money laundering a free-standing criminal offense. Just last
year, we passed the Money Laundering and Financial Crime Act of
1998 in which we called upon the Department of Treasury and De-
partment of Justice to issue annual strategies for fighting money
laundering. That strategy has been issued. It doesn’t seem to have
been very effective based on your findings.

Are more laws going to solve this problem?

Mr. BAKER. Madam Chairman, I think they will certainly help.
The gaping loopholes in our laws in my opinion have been that we
have addressed only one part of the problem, the criminal part. We
have said that if you are a drug dealer, that is beyond the pale and
we will not accept that. If there is bank fraud involved, we will not
accept that.

We have not addressed the corrupt and the commercial tax eva-
sion components. Adding the corrupt component to what con-
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stitutes money laundering will certainly have a strong effect on
ameliorating this problem. But ultimately we will have to go the
third step and address the commercial tax evasion.

As long as avenues exist for criminals to mix their money with
other private or what seem to be innocuous flows, they will do so.
We can only address this problem by addressing all three compo-
nents. It may take us time to get there. The corruption component
certainly should be put on the table. Eventually this Nation will
have to address the question of pulling tax-evading money out of
developing and transitional economies.

Senator COLLINS. The reason I raise the issue is we had testi-
mony yesterday that suggested very strongly that some of the
money in the private account that Citibank had for the Salinas
family may well have been the proceeds from illegal drug activity.
So that is already covered by the current law, and yet it seemed
to have little or no impact on how Citibank acted in this particular
case.

That suggests to me that, in addition to strengthening our laws
to plug the loopholes that you have identified, we also need far
more aggressive enforcement of the laws that we have on the
books. And in that regard, I am troubled by a soon-to-be-released
report from the inspector general of the Department of Treasury
which indicates that the banking regulators’ efforts to identify and
curtail money laundering have been lax.

So I guess my question to you is: Again, if we toughen the laws,
is that really going to do it? I understand what you are saying
about adding corruption and tax evasion to the current laws, but
it is not working very well with preventing the laundering of drug
money, which is already illegal. So don’t we need a three-pronged
approach? Don’t we need—in addition perhaps to tougher laws, we
need better enforcement and we also need the banks to take it seri-
ously. We need a change in culture in the banking system.

Mr. BAKER. We need a change of culture in the banking system.
We need also a change in our national consciousness about the flow
of dirty money into our society. For too long, we have thought—we
have done an implicit cost/benefit analysis that says this is good for
America, people investing in the United States. And I am all for
investment provided it is legal. I am not in favor of it if it rep-
resents illegal money.

But we haven’t made that distinction adequately in the past, and
we have to do so, and it does require improved oversight of the
laws that we do pass. You are entirely correct.

Senator COLLINS. I think there is also the concern that you al-
luded to that if our banks don’t take it, it is going to go elsewhere.

Mr. BAKER. As I answered to Senator Levin, that is precisely
what I want to occur, is for that money to go elsewhere in the first
instance; then we work to clean it up in the rest of the world as
well.

Senator COLLINS. Thank you very much, Mr. Baker.

I am now pleased to welcome our last panel of witnesses this
morning. Ralph E. Sharpe is the Deputy Comptroller for Commu-
nity and Consumer Policy at the Office of the Comptroller of the
Currency. Richard A. Small is the Assistant Director for the Divi-
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sion of Banking Supervision and Regulation at the Federal Re-
serve.

If you gentlemen would remain standing so that I can swear you
in? If you would raise your right hand, do you swear that the testi-
mony you are about to give to the Subcommittee will be the truth,
the whole truth, and nothing but the truth, so help you, God?

Mr. SHARPE. I do.

Mr. SMALL. I do.

Senator COLLINS. Thank you.

Again, we would ask that you each limit your oral testimony to
no more than 10 minutes, and we will include your entire written
statements in the record.

Mr. Sharpe, why don’t we start with you?

TESTIMONY OF RALPH E. SHARPE,! DEPUTY COMPTROLLER
FOR COMMUNITY AND CONSUMER POLICY, OFFICE OF THE
COMPTROLLER OF THE CURRENCY, DEPARTMENT OF THE
TREASURY, WASHINGTON, DC.

Mr. SHARPE. Thank you, Madam Chairman.

Madam Chairman, Senator Levin, and Members of the Sub-
committee, I am Ralph Sharpe, the Deputy Comptroller for Com-
munity and Consumer Policy at the Office of the Comptroller of the
Currency, also known as the OCC. We appreciate this opportunity
to testify on private banking activities and the vulnerability of pri-
vate banking to money laundering. Money laundering is a serious
domestic and international law enforcement problem. We commend
the Subcommittee for focusing attention on the problem it poses
and share the Subcommittee’s belief in the importance of pre-
venting U.S. financial institutions from being used, wittingly or un-
wittingly, to aid in money laundering.

We have submitted a detailed written statement addressing the
issues identified in your invitation letter, and I will summarize
that statement this afternoon.

I will begin by briefly describing private banking’s vulnerability
to money laundering and what banks can and should do to protect
themselves from those vulnerabilities.

If a bank does not adequately maintain due diligence and com-
pliance standards with associated internal controls, audit, and
management information systems, it may be exposed to money
laundering. Specific vulnerabilities associated with private banking
operations include:

First, the challenges inherent in determining the identity of high
net worth private banking customers. This can be especially chal-
lenging when the customer is a foreign national and the source of
funds comes from outside the country.

Next, the high-dollar volume of private banking and resulting
earnings for the bank and account officers. This combination often
creates pressure for increased income from new business. Com-
pensation programs based solely on quantitative factors can cause
bank officers to ignore or short-cut established controls and proce-
dures designed to protect banks from money laundering.

1The prepared statement of Mr. Sharpe appears in the Appendix on page 1079.
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Finally, limits on access to account information. Some accounts
are opened domestically, but supporting documentation relating to
ownership and background information may be maintained in one
or more foreign jurisdictions with stringent secrecy laws. Other ac-
counts may be opened and maintained in such jurisdictions from
the outset. In either case, such accounts can present significant
barriers to access to information needed to fully determine the
source of funds flowing into the account or the identity of beneficial
owners.

Banks must be the first line of defense in protecting themselves
against these vulnerabilities, and there are a number of funda-
mental safeguards that they should employ. For example, effective
account-opening policies and procedures are fundamental risk con-
trols for private banking relationships. Bank management should
have specific policies for employees who approve, accept, and docu-
ment new private banking accounts, including those in jurisdictions
with strong secrecy regimes. Banks should also ensure that they
will have access to information during the life of an account so it
can be appropriately monitored.

Second, banks should monitor high-risk customer activity to de-
tect and report suspicious activity in a timely manner. Banks
should also design compensation programs that balance quan-
titative and qualitative factors and that provide measurement tools
to assess employee performance in both areas. They should ensure
that account relationship managers are subject to the same or
higher degree of oversight and control as managers of other areas
of operation that may expose the bank to risk.

Banks must also have an independent testing or audit function
for BSA compliance, including suspicious activity reporting. Audit
programs should focus on high-risk accounts and should include
comprehensive transaction testing.

And, finally, banks must train all appropriate personnel with re-
spsezgt to their responsibility to comply with the requirements of the
BSA.

I will now turn briefly to the steps the OCC takes to address ac-
tions that national banks should take to protect themselves from
money laundering.

The OCC requires national banks to establish and maintain ade-
quate internal controls and independent testing, to designate an in-
dividual or individuals to coordinate and to monitor day-to-day
compliance with the Bank Secrecy Act, and to train responsible
personnel. In addition, our regulations require banks to report sus-
picious transactions and violations of law or regulation. An ade-
quate BSA program must also enable a bank to detect and report
suspicious activity, including any such activity in its private bank-
ing department.

The OCC conducts regular BSA exams of national banks,
branches and agencies of foreign banks in the United States, cov-
ering all aspects of each institution’s operations, including foreign
offices. Our examinations include reviews for compliance with the
BSA and reviews of anti-money-laundering efforts in various divi-
sions of the banks, including private banking.

Specifically, OCC conducts exams to ensure that national banks
have adequate systems in place to detect and report suspicious ac-
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tivity, comply with BSA requirements, establish account opening
and monitoring standards, understand the source of funds for cus-
tomers opening accounts, verify the legal status of customers, and
identify beneficial owners of accounts.

The OCC recently developed and will soon test expanded-scope
BSA/anti-money-laundering exam procedures for private banking.
These procedures specifically address employee compensation pro-
grams, account-opening standards, risk management reports, and
suspicious activity monitoring of private banking activities. These
procedures also focus attention on high-risk accounts, such as im-
port/export businesses, private investment companies, accounts of
foreign government officials from high-risk countries, high fee in-
come accounts, concentration accounts, and nominee name ac-
counts.

In your invitation letter, you also specifically asked that we ad-
dress OCC’s supervision of Citibank.

The OCC’s examination of Citibank’s private banking operations
commenced with a 1994 Bank Secrecy Act examination that in-
cluded a focus on the bank’s private banking program. The 1994
exam identified the need to improve the bank’s compliance program
in the Private Bank and also found weaknesses in the bank’s train-
ing program and the processes it employs to supervise its private
banking account officers and ensure that they were following the
bank’s Know-Your-Client standards. The OCC recommended that
the bank establish procedures to monitor the activities of relation-
ship managers to ensure that the unique client/banker relationship
did not compromise the bank’s standards.

During an examination of Citibank’s private banking operation
conducted in 1996, OCC examiners noted Citibank’s progress in
correcting previously identified deficiencies. The bank had up-
graded its training program and was in the process of imple-
menting global policies regarding customer identification and
source of wealth information.

In early 1998, as part of an overall assessment of the bank’s
1997 performance, OCC included comments relating to the need to
improve the bank’s control environment in the private bank. While
progress in many areas was noted, we informed the bank that
there was still a need for increased attention to the control environ-
ment. We also pointed out that our examiners had identified a
number of audit and control failures in the Private Bank that re-
quired attention.

During several domestic and overseas examinations in 1998, the
OCC noted that the long process of documenting the bank’s exist-
ing private banking customers was nearing completion. The bank
had created a new quality control unit to ensure compliance with
the bank’s policies, and management was effectively responding to
issues identified by the unit and the OCC. During these examina-
tions, we found improved internal controls and adequate docu-
mentation regarding client source of wealth. However, OCC also
recommended that management implement the bank’s global
Know-Your-Client policy within established time frames, improve
information regarding clients’ expected transaction volumes, and
formalize and implement a monitoring program for all private
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banking clients, in addition to the high-risk client monitoring pro-
gram.

In early 1999, the OCC communicated to the board that the con-
trol environment in the Private Bank, which had led to adverse
publicity, had improved. The OCC acknowledged the attention this
had received from senior management and the board. In addition,
during several overseas examinations of Citibank offices in 1999,
examiners continued to note progress in the bank’s global compli-
ance and anti-money-laundering program.

I will now turn to a brief description of OCC’s experiences in ob-
taining information from foreign jurisdictions.

In most instances, the OCC has not encountered problems in ob-
taining from the banks that we supervise routine supervisory infor-
mation domiciled in foreign jurisdictions relating to the safety and
soundness of the bank’s operations in those jurisdictions. The OCC
often obtains such information directly from national banks
through requests, on-site inspections of their offices in a host for-
eign jurisdiction, or through a request to a foreign supervisory au-
thority.

However, obtaining account-specific information from some for-
eign jurisdictions has been significantly more difficult. Most foreign
jurisdictions with stringent bank secrecy laws do not consider ac-
count-specific records to be routine supervisory information. As a
result, those jurisdictions typically prohibit foreign supervisory au-
thorities from accessing customer records.

The OCC addresses problems raised by secrecy laws in foreign
jurisdictions in a number of ways. For example, the OCC expects
national banks to implement internal controls, monitoring systems,
and processes to reduce money-laundering risk on a company-wide
basis, including in its foreign offices. When on-site reviews are not
possible because of bank secrecy and financial privacy laws, the
OCC reviews the corporate policy and audit functions of the bank.
When we have concerns, we require the bank to address those con-
cerns. This may also include requiring external audits or enhanced
reporting requirements.

These difficulties are also being addressed through the many ini-
tiatives on the international front that are focused on the concerns
surrounding the misuse of offshore accounts for financial crime
purposes. International groups such as the Financial Action Task
Force and the Caribbean Financial Action Task Force and the
Basel Committee on Banking Supervision have all developed guid-
ance, and the OCC has been directly involved in that guidance.

My written statement also describes in detail a number of other
anti-money-laundering initiatives, and these include the work of
our internal Task Force on Money Laundering, the National Anti-
Money Laundering Group, our work with the Financial Crimes En-
forcement Network to further enhance our ability to identify banks
at risk for money laundering and targeted exams we have con-
ducted on law enforcement leads.

As part of the administration’s recently issued National Money
Laundering Strategy for 1999, the OCC will also be participating
in a number of interagency projects, including a high-level working
group of regulators and law enforcement officials to develop ways
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to better detect potential money laundering occurring through
banks both domestically and internationally.

In conclusion, the OCC is committed to preventing national
banks from being used to launder the proceeds of the drug trade
and other illegal activities. We recognize the potential vulnerability
of private banking to money laundering, and our supervisor efforts
are aimed at ensuring that banks employ control procedures to re-
duce that vulnerability. We stand ready to work with the Congress,
the other financial institution regulatory agencies, law enforcement
agencies, and the banking industry to continue to develop and im-
plement a coordinated and comprehensive response to the threat
posed to the Nation’s financial system by money laundering.

Thank you, and I will be happy to answer any of your questions.

Senator COLLINS. Thank you, Mr. Sharpe.

Mr. Small.

TESTIMONY OF RICHARD A. SMALL,! ASSISTANT DIRECTOR,
DIVISION OF BANKING SUPERVISION AND REGULATION,
FEDERAL RESERVE SYSTEM, WASHINGTON, DC.

Mr. SMALL. Thank you, Chairman Collins, Senator Levin, Mem-
bers of the Subcommittee. I am pleased to appear before this Sub-
committee to discuss the Federal Reserve’s role in the government’s
effort to detect and deter money laundering and other financial
crimes, particularly as these issues relate to the private banking
operations of financial institutions.

You have asked the Federal Reserve to address several matters,
which I intended to address. As well, you have asked us to com-
ment on the operations of a specific banking organization. I regret
that I am not at liberty to discuss the activities of any one organi-
zation because of the importance we attach to maintaining the con-
fidentiality of examination findings in order to protect the integrity
of the examination process.

In order to better understand the money-laundering issues re-
lated to private banking, it would be useful to first provide you
with some background information on what we consider to be pri-
vate banking and the way in which private banks operate. But,
first, let me start by stating that as a bank supervisor, of primary
interest to the Federal Reserve is the need to assure that banking
organizations operate in a safe and sound manner and have proper
internal control and audit infrastructures to support effective com-
pliance with necessary laws and regulations.

A key component of internal controls and procedures is effective
anti-money-laundering procedures. Moreover, as part of our exam-
ination process, we review the anti-money-laundering policies and
procedures adopted by financial institutions to ensure their contin-
ued adequacy.

The Federal Reserve places a high priority on participating in
the government’s efforts designed to attack the laundering of pro-
ceeds of illegal activities through our Nation’s financial institu-
tions. Over the past several years, the Federal Reserve has been
actively engaged in these efforts by, among other things, rede-
signing the Bank Secrecy Act examination process, which became

1The prepared statement of Mr. Small appears in the Appendix on page 1101.
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the standard of the industry at the time, developing anti-money-
laundering guidance, regularly examining the institutions we su-
pervise for compliance with the Bank Secrecy Act and relevant reg-
ulations, conducting money-laundering investigations, providing ex-
pertise to the U.S. law enforcement community for investigation
and training initiatives, and providing training to various foreign
central banks and government agencies.

As more fully described in my written statement, private banking
offers the personal and discreet delivery of a wide variety of finan-
cial services and products to the affluent market, primarily high
net worth individuals or their corporate interests. Customers most
often seek out the services of a private bank for issues related to
privacy, such as security concerns related to public prominence or
family considerations or, in some instances, tax considerations.

Private banking services almost always involve a high level of
confidentiality regarding customer account information. Con-
sequently, it is not unusual for private bankers to assist their cus-
tomers in achieving their financial planning, estate planning, and
confidentiality goals through offshore vehicles such as personal in-
vestment corporations, trusts, or more exotic arrangements, such
as mutual funds. Through a financial organization’s global network
of affiliated entities, private banks often form the offshore vehicles
for their customers. These shell companies, which are incorporated
in offshore jurisdictions, are formed to hold the customer’s assets,
as well as offer confidentiality, because the company rather than
the beneficial owner of the assets becomes the account holder at
the private bank.

Historically, clients sought discretion, confidentiality, and asset
preservation. This emphasis has shifted as capital restraints have
been dismantled, and in some countries, autocratic regimes have
been replaced with free market economies. Today, while confiden-
tiality is still important, investment performance has taken prece-
dence.

The Federal Reserve has long recognized that private banking fa-
cilities, while providing necessary services for a specified group of
customers, can, without careful scrutiny, be susceptible to money
laundering. In our continuing effort to provide relevant information
and guidance in the area of effective anti-money-laundering policies
and procedures for private banking, in 1997 the Federal Reserve
published guidance on sound risk management practices for private
banking activities. Besides distributing the guidance to all banking
organizations supervised by the Federal Reserve, the guidance was
made publicly available through the Federal Reserve’s website.
More recently, the Federal Reserve developed enhanced examina-
tion procedures and guidelines specifically designed to assist exam-
iners in understanding and reviewing private banking activities.

Since 1996, the Federal Reserve has undertaken two significant
reviews of private banking in an even greater effort to understand
risks associated with private banking. In the fall of 1996, the Fed-
eral Reserve Bank of New York began a year-long cycle of on-site
examinations of risk management practices of approximately 40
banking organizations engaged in private banking activities. Last
year, a Private Banking Coordinated Supervisory Exercise by sev-
eral Reserve Banks and Board staff was undertaken to better un-
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derstand and assess the current state of risk management practices
at private banks throughout the Federal Reserve System.

The examinations by the Federal Reserve Bank of New York fo-
cused principally on assessing each organization’s ability to recog-
nize and manage the potential risks, such as credit, market, legal,
reputational or operational, that may be associated with an inad-
equate knowledge and understanding of its customers’ personal
and business backgrounds, sources of wealth, and uses of private
banking accounts.

We recognized, for example, that some private banking oper-
ations may not have been conducting adequate due diligence with
regard to their international customers. While all organizations
had anti-money-laundering policies and procedures, the implemen-
tation and effectiveness of those policies and procedures ranged
from exceptional to those that were clearly in need of improvement.

As a result of these examinations, certain essential elements as-
sociated with sound private banking activities were identified.
These elements include the need for: Senior management oversight
of private banking activities and the creation of an appropriate cor-
porate culture that embraces a sound risk management and control
environment; due diligence policies and procedures that require
banking organizations to obtain identification and basic informa-
tion from their customers, understand sources of funds and lines of
business, and identify suspicious activity; management information
systems that provide timely information necessary to analyze and
effectively manage the private banking business and to monitor for
and report suspicious activity; and adequate segregation of duties
to deter and prevent insider misconduct.

During the course of the examinations, a number of banking or-
ganizations were reluctant to release information on the beneficial
ownership of personal investment corporations established in recog-
nized secrecy jurisdictions that maintained accounts at the banks.
The banks raised concerns regarding the prohibition on disclosure
imposed by the laws of the countries in which the personal invest-
ment corporations were formed, as well as concerns that such dis-
closures would lead to customer backlash. However, as the result
of continued persistence by Federal Reserve examiners, all banks
eventually provided the requested information. Very few customers
closed their accounts even after being asked to waive any confiden-
tiality protections that they may have had under foreign law so
that the beneficial ownership information could be made available
to examiners.

In last year’s Coordinated Supervisory Exercise, a sample con-
sisting of the private banking activities of seven banking organiza-
tions was reviewed by a system-wide team, as I stated. As a result
of the examinations, we concluded that the strongest risk manage-
ment practices existed at private banks with high-end domestic
customers.

We found that among private banks with primarily international
customers, stronger risk management practices were in place at
those organizations that had a prior history of problems in this
area but, as a result of regulatory pressure, had successfully cor-
rected those problems.
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The weakest risk management practices were identified at orga-
nizations whose private banking activities were only marginally
profitable and who were attempting to build a customer base by
targeting customers in Latin America and the Caribbean.

Rest assured that the Federal Reserves is committed to attacking
money laundering in the financial sector. We believe that our long-
standing programs and our assistance to the overall government ef-
forts are unrivaled in both scope and depth. We have been at the
forefront of developing new tools to enhance our ability to ensure
that banking organizations establish adequate policies and proce-
dures, and as you are aware, we have advocated for quite some
time the need for increased due diligence with regard to certain
banking transactions.

The Federal Reserve has addressed and continues to address per-
ceived vulnerabilities to money laundering in private banking by
issuing the private banking sound practices guidance and devel-
oping targeted examination procedures specifically designed for pri-
vate banking, as well as our regular on-site examination of private
banking operations, as I previously stated. There are some prac-
tices within private banking operations that we believe pose unique
vulnerabilities to money laundering and, therefore, require a com-
mitment by the banking organizations to increased awareness and
due diligence.

Personal investment corporations that are incorporated primarily
in offshore secrecy or tax haven jurisdictions and are easily formed
and generally free of tax or government regulation are routinely
used to maintain the confidentiality of the beneficial owner of ac-
counts at private banks. Moreover, and of primary interest to the
beneficial owners, are the apparent protections afforded the ac-
count holders by the secrecy laws of the incorporating jurisdictions.
Private banking organizations have at times interpreted the se-
crecy laws of the foreign jurisdictions in which the personal invest-
ment corporations are located as a complete prohibition to dis-
closing beneficial ownership information. The Federal Reserve,
however, has continually insisted that for those accounts that are
maintained within the United States, banking organizations must
be able to evidence that they have sufficient information regarding
the beneficial owners of the accounts to appropriately apply sound
risk management and due diligence procedures.

The use of omnibus or concentration accounts by private banking
customers that seek confidentiality for their transactions poses an
increased vulnerability to banking organizations that the trans-
actions could be the movement of illicit proceeds. Omnibus or con-
centration accounts are a variety of suspense accounts and are le-
gitimately used by banks, among other things, to hold funds tempo-
rarily until they can be credited to the proper account. However,
such accounts can be used to purposefully break or confuse an
audit trail by separating the source of funds from the intended des-
tination of the funds. This practice effectively prevents the associa-
tion of the customer’s name and account numbers with specific ac-
count activity and easily masks unusual transactions and flows
that would otherwise be identified for further review.

There has been much said about the use of correspondent ac-
counts in facilitating money-laundering transactions. Admittedly,
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correspondent accounts may raise money-laundering concerns be-
cause the interbank flow of funds may mask the illicit activities of
customers of banks that use the correspondent services. However,
it is our belief that respondent banking relationships, if subject to
appropriate controls, play an integral role in the financial market-
place by allowing banks to hold deposits and perform banking serv-
ices, such as check clearing, for other banks.

A primary obstacle to our supervision of offshore private banking
activities by U.S. banking organizations, not only with regard to
beneficial ownership information but with regard to safety and
soundness of the operations, is our inability to conduct on-site ex-
aminations in many offshore jurisdictions. While it appears that
nearly all institutions that we supervise have adequate anti-
money-laundering policies and procedures, our examination process
is most effective when we have the ability to review and test an
organization’s policies and procedures. Secrecy laws in some juris-
dictions limit or restrict our ability to conduct these on-site reviews
or to obtain pertinent information. In such instances, practically
our only alternative is to rely on a bank’s internal auditors.

The Federal Reserve has been contemplating, in cooperation with
the banking industry, developing guidance to assist banking orga-
nizations in implementing money-laundering risk assessments of
their customer base. These risk assessments would be used to de-
termine the appropriate due diligence required to identify and,
when necessary, report suspicious activity.

For example, because of the increased concern that private bank-
ing accounts could be used for money laundering, we would expect
that guidance in this area would suggest that it may be necessary
to engage in a more in-depth analysis of the customer’s intended
use of the account coupled with a heightened ongoing review of
account activity to determine if, in fact, the customer has acted in
accordance with the expectations developed at the inception of the
relationship. We believe that such policies and procedures will be
an effective tool against potential money laundering.

The banking system has a significant interest in protecting itself
from being used by criminal elements. Individual banking organi-
zations have committed substantial resources and achieved notice-
able success in creating operational environments that are de-
signed to protect their institutions from unknowingly doing busi-
ness with unsavory characters and money launderers. Clearly,
these efforts need to continue and the momentum needs to be
maintained.

I want to emphasize that the Federal Reserve actively supports
these efforts. Consequently, we will continue our cooperative efforts
with other bank supervisors and the law enforcement community
to develop and implement effective anti-money-laundering pro-
grams addressing the ever-changing strategies of criminals who
attempt to launder their illicit funds through private banking oper-
ations, as well as through other components of the banking organi-
zations here and abroad.

Thank you.

Senator COLLINS. Thank you, Mr. Small.

Mr. Small, yesterday I asked Citicorp’s Chairman, John Reed, a
series of questions involving the six or seven internal audits that
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Citibank had conducted of the Private Bank, all of which identified
severe deficiencies in Citibank’s procedures. It is my understanding
that in 1996 the Federal Reserve Bank of New York conducted an
examination of Citibank’s Private Bank.

Is it correct that the Federal Reserve Bank concluded that as
part of that examination Citicorp’s internal audits of the Private
Bank were not being taken seriously?

Mr. SMALL. Yes.

Senator COLLINS. In response to that finding, what did the Fed-
eral Reserve do?

Mr. SMALL. Well, as I stated, Madam Chairman, I am a little
concerned about talking about the specifics of our examination
process. As you are aware, we conducted these reviews as a part
of a global study that we conducted on private banking. The organi-
zation itself, the Private Bank, as well as the national bank, pri-
marily fall under the responsibility of the Comptroller, but we co-
ordinated our review because we wanted to get an understanding
of how private banking operations work in the industry as a whole.

As a result of the 1996 review, we made suggestions and rec-
ommendations for changes which we then looked at in 1997 and
again in 1998 in terms of whether or not those recommendations
that we had made had been dealt with, whether they were moving
forward. And as you are aware, in the most recent review that we
did we found that the bank had begun to put the policies and pro-
cedures in place.

Senator COLLINS. I would like to direct this question to both of
you. During this period of time, there weren’t just the six or seven
internal audits that criticized Citibank’s private banking oper-
ations, but also both of your regulatory examinations identified
problems.

Do you feel that in response to the examinations conducted by
your agencies that Citicorp’s senior management responded in a
timely and aggressive manner to the findings or the problems that
your examinations identified? Mr. Sharpe, I will start with you.

Mr. SHARPE. Well, Madam Chairman, as you know, we really
started our examination process into the private banking operation
in 1994, where we identified some deficiencies, and continued that
process through examinations in 1996, 1997, 1998, and 1999. And
throughout that process, as we looked at various aspects of the pri-
vate banking operation, we raised a number of criticisms, and we
talked in our examination reports and we talked to the senior man-
agement and the board about our concerns with respect to cor-
recting deficiencies that we had identified in terms of their pro-
gram to identify high-risk clients and client profiling and to set up
appropriate monitoring systems.

These were continual issues that we tracked and talked with
them about, not only during our examination process but we also
kept track of in between examinations by looking at audit reports
and other information available to us.

Had we wished they had responded more quickly? Yes. These
were important considerations, and the profiling system that they
had designed and put in place struck us as a very good thing, as
something that would provide the bank with the kind of informa-
tion it needed in order to better understand the source of wealth
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and other information regarding the clients in its private banking
operation.

We also recognized that Citibank is a far-flung organizations, op-
erating in 100 countries and is a large operation. So we tried to be
mindful of that, but obviously, we would have preferred to have
seen quicker progress.

Senator COLLINS. Mr. Small, were you satisfied with the timeli-
ness of the response by Citicorp?

Mr. SMALL. The easiest answer for me is that I agree with every-
thing that Mr. Sharpe said. I will add that obviously we still had
criticisms in 1997 and 1998, and as Mr. Sharpe has said, we cer-
tainly wish that they would have moved along and implemented
the suggestions that we made and had taken corrective action at
a pace that would not result in continued criticism over the fol-
lowing years.

Senator COLLINS. And I think it is important to note that both
of you have found much better compliance more recently, so I do
want to be fair to Citibank and get that on the record.

But what troubles me is there seems to have been a period of
about 5 years when internal audit after internal audit, bank exam
after bank exam, identified over and over again serious deficiencies
that exposed the bank to risk of money laundering.

My question for you, Mr. Small, is that it is my understanding
that, in response to that pattern, the Federal Reserve was suffi-
ciently concerned about the vulnerabilities of the Private Bank that
it required the Private Bank to report quarterly to the board of di-
rectors. Was that requirement imposed because of the concern that
Citibank’s executives were not aggressively handling the problem?

Mr. SMALL. It was imposed because we wanted to make sure that
the senior management of the bank was quite aware of the prob-
lems not only that we found but that their own internal auditors
had identified as deficiencies. And, yes, that is exactly why we im-
posed that requirement.

And as you know, we lifted that requirement recently because we
were satisfied that senior management had begun to address the
issue.

Senator COLLINS. Is that an unusual requirement or have you
found similar problems that warranted a quarterly report from the
private bank division of other multinational banks?

Mr. SMALL. We have in the past required banks to make reports
directly to the senior management and audit committee when we
felt that that information wasn’t getting addressed properly and
needed to be done.

Senator COLLINS. Finally, Mr. Small, in your testimony in par-
ticular, but also, Mr. Sharpe, in your statement, each of you identi-
fied a number of barriers or obstacles to your ability to effectively
conduct examinations. Mr. Small, I was concerned in your state-
ment when you talked about the difficulty that your bank regu-
lators had in getting beneficial ownership information, and you
said that, fortunately, as a result of continued persistence by Fed-
eral Reserve examiners, the banks provided the requested informa-
tion.

Should it require that kind of extra effort and persistence? Isn’t
this something that banks should be required to have in their files,
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information on the beneficial owner? And should you have to go
through these obstacles?

Mr. SMALL. Well, our concern is clearly that we need to be able
to assure ourselves that the banks are conducting appropriate due
diligence on who their customers are and that they know who they
are doing business with. And our concern was that when we looked
at particular customer files to do a sampling, that beneficial owner-
ship information was not available.

Now, the history has been that when the beneficial owner is an
offshore corporation or entity that has perceived privacy protections
in the offshore jurisdiction, that the banking organizations believe
that they will violate the laws of that foreign jurisdiction by allow-
ing that information to be disclosed in the United States. We have
taken the position that there needs to be a way for the bank to fig-
ure out how to make sure that they know who the beneficial owner
is. They need to be able to tell us how they do that, and one of the
ways that we can do that is by the sampling of these accounts and
the information.

I think that while in the early 1990’s we began to push this idea,
we really had not been strongly or—I should say we had not been
strongly pushing it as hard as we did when we did this private
banking review in 1996. And I think that is when it really came
to light for the banks that we were really serious about this.

I think the environment has changed a lot since then and that
banks are providing the information. They are asking for waivers
from their customers in case there is a perceived problem in the
foreign jurisdiction with confidentiality laws.

So I think there has been a change, and I would agree with you
that we shouldn’t have to push that. But as everything we do,
when we first raise it as an issue, we have to bring it to the fore-
front and make sure that it is understood what our concerns are,
and then make the industry understand it and get cooperation
from the industry. And I think that is where we are now.

Senator COLLINS. It just seems to me that the tangled web that
you have described of having to deal with anonymous accounts, fic-
titious names, concentration accounts, offshore accounts, and se-
crecy jurisdiction makes it virtually impossible for you to conduct
a thorough examination. Mr. Sharpe.

Mr. SHARPE. Well, I would certainly agree with Mr. Small that
it presents issues and barriers and it makes it difficult. And I
guess the only thing I would add to what he has already said is
that in many respects this is an international problem which will
likely require some kind of international solution. Just as banks
that operate in the United States are subject to U.S. laws, banks
that operate overseas are subject to the host country laws, and
sometimes those laws are quite restrictive. And we do have to find
creative ways and we do have to put some burden on our banks to
make sure that they are doing everything they can under the cir-
cumstances to know their customer and to know the beneficial
owners and to provide whatever protections are needed to do the
kind of due diligence that needs to be done.

But it is an international issue, and we eagerly look forward to
working with others, other regulators here in the United States
and internationally, to address that problem.
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Senator COLLINS. Are there efforts underway to come up with an
international approach or some sort of standards that would make
this global problem easier?

Mr. SHARPE. There are a number of initiatives underway. We
have referred to those in our testimony, through the Financial Ac-
tion Task Force and the Basel Committee and other organizations
that are all working vigorously. And I think also there are aspects
of the National Money Laundering Strategy that will very likely
end up addressing that issue from the domestic perspective but
also through participation with those international groups.

Senator COLLINS. Thank you. Senator Levin.

Senator LEVIN. Thank you, Madam Chairman.

I am not satisfied with that answer, frankly, because yesterday
Mr. Reed told us that if their operation in a secrecy jurisdiction
were a problem for our regulators, the regulators would have told
us.

Now, they are a problem for you. You both testified to that today.
Your testimony, Mr. Small: “Secrecy laws in some jurisdictions
limit or restrict our ability to conduct these on-site reviews or ob-
tain pertinent information. In such instances, practically our only
alternative is to rely on a bank’s internal auditors.”

Your testimony is the same. You have got problems. You rely on
voluntary waivers and this kind of activity. You are looking for an
international solution. I think we all want to have an international
solution, but I think if we wait for it, we are going to continue to
see that our banks are making profit off dirty money. We should
not tolerate it, and you should not tolerate it as the people who
regulate our banks.

Now, Citibank says these restrictions in these offshore jurisdic-
tions don’t seem to be a problem for our regulators or for us in Con-
gress or you wouldn’t allow us to operate in a secrecy jurisdiction,
he tells us.

So my question is: Why do we? Why do you? Why don’t we sim-
ply tell our banks you can’t operate in a secrecy jurisdiction unless
we have the same access to those records—and here I am talking
about legal process access to those records—as we do to your
rﬁcogds here in the United States? Why don’t we just simply decide
that?

That is what Citibank told us yesterday. You guys don’t want us
to do it? Tell us. Why don’t we tell them? Why don’t we just simply
cut that knot and say we either have to have access through legal
process to records in secrecy jurisdictions or we are not going to
permit you to operate in those secrecy jurisdictions?

Mr. Small.

Mr. SMALL. Well, Senator Levin, we actually attempted to do
that in a proposal that we had last year in terms

Senator LEVIN. But that wasn’t a private bank proposal, was it?

Mr. SMALL. That was all bank proposals. That would have cer-
tainly covered private banking as well as anything else.

Senator LEVIN. No, but I want to just focus on private banks, be-
cause these are the banks that are used by folks that have great
wealth, that are able to do things that regular folks can’t do and
don’t do. So I just want to talk about private banks. Why do we
not then tell them at a minimum—because we know there is a con-
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fidentiality issue that will obviously disturb regular small deposi-
tors, and we don’t have the answer to that question. But until we
do have the answer to that question, why not tell the private
banks, which are handling huge amounts of money and which are
the recipients of dirty money—that is not the case with small de-
positors. I am talking about private banks which are used to laun-
der money and receive either illegal money here or illegal money
in those countries.

Why not start by telling those banks you cannot use secrecy ju-
risdictions unless we are going to have the same access through
legal process to those records as we would in this country using
legal process to those records?

Mr. SMALL. I understand that, and I just want to come back to
say that the proposal would have certainly covered private banks.
As a matter of fact, it specifically discussed private banking oper-
ations.

Senator LEVIN. But it went way beyond that, correct?

Mr. SMALL. Oh, absolutely.

Senator LEVIN. I just want to talk about private banks.

Mr. SMALL. I understand that. I just want to say, when you are
asking what we should do about it, there was a proposal that dealt
with that issue.

I also think that we have been very diligent and vigilant in look-
ing at private banking operations as a result of the study we did
in 1996 and going forward and that we don’t see—while we still see
some problems, we don’t see the problems that we saw in the past.
And so we are getting access to information. The banks are bring-
ing the information onshore when requested, and I would make the
assumption that there would be an uproar from the banking com-
munity that we would be shutting down competition, we would be
putting our banks at a competitive disadvantage if we completely
shut off all offshore access because it has legitimate purposes.

Now, I assume if Congress would like to regulate that, then that
would be the law of the day.

Senator LEVIN. Yes. But I want to now ask you for what your
recommendation is. These restrictions that exist on your access to
accounts in offshore banks or offshore countries, which you have
here but you don’t have offshore, is there any reason why you
should not give us a recommendation, straightforward, that says
we want access? We don’t want to rely on internal audits, we want
the same access to those accounts, at least in private banks that
run these offshore operations, as we do to those operations here do-
mestically? Is there any reason why you shouldn’t give us just a
flat-out recommendation? Because that is what they tell us.

Mr. Reed told us yesterday, if we have a problem with that, let
us know; apparently you guys don’t have a problem, or else you
would let us know. That is a very fair comment on his part, as far
as I am concerned. Now, why not do it? Why not give us that rec-
ommendation?

Mr. SMALL. I don’t know. We would obviously have to evaluate
it and come back to you.

Senator LEVIN. I would appreciate your doing that.

In February 1997, the Federal Reserve asked, and the OCC
agreed, to review accounts at the Citibank Private Bank associated
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with President Bongo of Gabon. Now, one of the concerns was the
lack of file information about the source of the funds in the ac-
count.

Mr. Ober testified under oath yesterday that in the 7 years that
he handled the Bongo accounts, he never asked President Bongo
about the source of the funds. Never once.

What is your reaction to that? Let’s start with you, Mr. Sharpe.

Mr. SHARPE. Well, when the Federal Reserve brought that mat-
ter to our attention, we assigned one of our most senior examiners
who has experience in bank secrecy matters and anti-money laun-
dering to look into that matter, and he did. He spent, off and on
over a 4-month period, a great deal of time looking at bank files,
bank records. He looked at cash in, cash out. He looked not only
at Mr. Bongo’s accounts, but the accounts of relatives and associ-
ates. He also talked with the bank about their reasons for con-
cluding on source of funds issues and did not accept the initial an-
swer that he got but, in fact, told the bank that he needed more.
The bank went to its Paris operation where an analysis was done
of the source of wealth and provided back to our examiner. That,
together with the information that he had assembled, suggested to
him that this was, in fact—this was a situation that did not rise
to a level that justified the filing of an SAR.

I would note that the particular customer here had an account
relationship with the bank dating back to 1970, and the private
banking account relationship dated back to 1985. And it was not
common, I think, certainly not in the 1970s and probably not even
in the 1980s, to have that kind of information in the file. So it was
an appropriate inquiry, and we are satisfied that our examiner did
what he could to look behind the bank’s explanation and to draw
the conclusion that he did.

Senator LEVIN. Now, was it your understanding that this memo
meant that President Bongo received $111 million each year in gov-
ernment funds which he could use in an unrestricted way, includ-
ing putting the money in his personal bank deposits?! Is that what
your understanding was?

Mr. SHARPE. That was the information that was provided by the
bank.

Senator LEVIN. And did you check with the IMF or the World
Bank or anybody else to see whether that was true?

Mr. SHARPE. No. We accepted the analysis that was done by their
Paris office.

Senator LEVIN. Looking back, wouldn’t it have been better to
check with the IMF or the World Bank or any other entity that
would have knowledge of the budget of Gabon to see whether or
not, in fact, that president was given under Gabon law the unre-
stricted use of $111 million a year?

Mr. SHARPE. There are always additional steps, I think, that peo-
ple could identify, that you could go back knowing today what we
didn’t know then, to suggest that additional or further inquiry
might have been appropriate. We are satisfied that the examiner
presented with the facts that he was presented with made an ap-

1See Exhibit No. 19 which appears in the Appendix on page 154.
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propriate inquiry, looked into the matter, spent a great deal of time
on i1t, and had to draw a conclusion.

The only other point I would make on that, Senator, is that his
conclusion was not a conclusion that the account was absolutely
okay. He didn’t approve anything. It simply was a conclusion that
there wasn’t sufficient evidence to justify the filing of a suspicious
activity report.!

One of the things he clearly communicated to the bank was that
it was their responsibility to continue to monitor the account, and
if they gathered additional information that suggested that some-
thing more needed to be done, it was the bank’s responsibility to
act on that.

Senator LEVIN. Well, it seems to me if that is the level of the
oversight we are going to be providing, it is just inadequate, be-
cause it is such a glaring statement in an explanation that it just
cries out for an in-depth inquiry. Is the president of a country
handed $111 million in a budget for his own personal use? Any in-
quiry with any of the world banking operations, World Bank, any
of the world banks, would have indicated, no, there is no such pro-
vision in Gabon law which gives the president $111 million.

So I would hope that this would be, frankly, a lesson to our regu-
lators that we just have got to look beneath the most superficial
kind of an explanation. That is not knowing your customer. That
is the opposite, it seems to me. That is just accepting any expla-
nation.

It is a little bit like Salinas. The explanation is he sold a con-
struction company. No one asked what construction company, what
did he get for it. There were rumors floating around Mexico at the
time about source of corrupt money, and there is not even a ques-
tion? What do you mean he was in the construction business and
he sold his company? What was the name of it? Never asked. What
was it sold for? Never asked. What kind of construction projects?
Never asked.

And so it seems to me we have got to be a lot tougher on the
regulatory side here with whatever authority you have.

Now, I don’t think, frankly, you've got enough authority. That is
what I pressed you on before, Mr. Small. You are stymied in terms
of getting information about who the beneficial owners are and
what the source of wealth is, because of secrecy laws in other coun-
tries that our banks are allowed to bank in offshore. And yet we
are kind of silent about that and, therefore, complicit, I believe.

We cannot complain about corruption in foreign countries and
then allow our own banks to profit from that corruption without
doing our best to eliminate that inconsistency, because I think it
is just wrong. But we need your help, not just in regulating with
the powers you have, but giving us recommendations, looking at
these bills that are pending and will be introduced to tighten up
these laws on money laundering, and we welcome very much your
response to those.

I have a number of other questions, but my time is up.

Senator COLLINS. Go ahead.

Senator LEVIN. Thank you very much, Madam Chairman.

1See Exhibit No. 20 which appears in the Appendix on page 155.
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I want to go back to Mr. Sharpe. Is it fair to say, given the 1994
review of the Citibank operations and your dissatisfaction with
their Know Your Customer policies, that from your perspective, at
least, know your client was not an effective part of the culture of
that bank in that year?

Mr. SHARPE. Well, that process had not yet really taken root in
the bank in that year, and that is what was being developed, and
that is one of the things that we tracked the progress of over the
subsequent exams.

As 1 said before, we were interested in seeing that particular
process come to fruition because we felt it was a process that was
worth following through. It had a lot of very attractive features to
it.

Senator LEVIN. My question is, though, at least from your review
of it in that year, the Know Your Client culture had not taken at
that bank. Is that a fair statement?

Mr. SHARPE. I think that is a fair statement. I would point out
that this was really our first hard look at private banking in 1994.
In fact, I would venture to say in 1994 that a lot of folks weren’t
looking at private banking, period. It was considered a sleepy back-
water, and our examiner looked at it in terms of the potential risk
that it might present and thought an examination was appropriate.

Senator LEVIN. I think it was, too. But I am saying, when you
did examine in that year, it is fair to say that the Know Your Cli-
ent Culture had not taken hold at Citibank at that time yet. Is that
fair or not?

Mr. SHARPE. I think that is a fair statement.

Senator LEVIN. All right. Let me just close, and I very much ap-
preciate the additional minutes that the Chairman has squeezed in
here for me. I know, for instance, Mr. Small, that you have been
taking the lead in your agency on trying to correct some of these
problems, and we very much appreciate both you and Mr. Sharpe
in terms of the work that you have done. And while we are press-
ing your agencies to take stronger action and to help us close loop-
holes, in your cases, I know that as individuals you have been in
a leadership role trying to do exactly that. And I just want to end
by thanking you. I know I have been pressing you pretty hard here
today, but I wouldn’t want the hearing to end without a thank you
for your cooperation with this investigation and for your work at
the agencies. You have been in the advance part of your agency on
these areas. Thank you both.

Mr. SMALL. Thank you.

Mr. SHARPE. Thank you.

Senator COLLINS. I am sure that our witnesses are delighted to
learn that we have another series of votes so that we are going to
end the hearing.

We may have some additional questions which we will submit for
the record from both Senator Levin and from myself.

Because the vote has begun, I am going to submit my closing
statement for the record.

CLOSING REMARKS OF SENATOR COLLINS

I want to thank all of the witnesses for their testimony today. The peculiarities
of private banking and its vulnerabilities to money laundering must remain a focus
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of our banking system and, particularly, our banking regulators. These hearings
have demonstrated—I think conclusively—that private banking is by its very design
vulnerable to criminals who wish to launder dirty money. As a consequence, we
must depend on our banks to implement internal procedures and controls that will
allow the detection and reporting of suspicious activity.

And, it’s not enough that our banks have written policies and procedures in place.
They must create a corporate culture that places a priority on fulfilling a bank’s
legal obligation to report money laundering. That means banks must ensure that
their employees understand that, while servicing the client is always important,
such service cannot include turning a blind-eye to activities that may be related to
money laundering. Setting such a tone and culture starts at the top and, as I noted
yesterday, I am glad to hear that Citibank’s CEO, Mr. Reed, is taking steps to make
that culture a reality at Citibank’s Private Bank.

Today’s testimony also makes clear that our banking regulators have a big job
ahead of them to make sure that American banks take seriously their legal obliga-
tions to detect and report suspicious activity. All in all, I believe the OCC and the
FED have done a good job, and I am glad to see that private banking has been given
greater scrutiny in recent years. There is much to do, however, and I hope that the
regulators remain vigilant and take the steps necessary to keep our banks clean of
the dirty money that is circulating in the international banking system.

Again, I want to thank the witnesses for their testimony over the last 2 days, and
I want to thank my staff for their work on this investigation and preparing for this
hearing, Claire Barnhard, Leo Wisneski, Ryan Blalack, and Justin Tatham. As I
noted yesterday, this investigation was commenced at the request of Senator Levin
and I want to commend him and, particularly, his staff for their hard work in pre-
paring these hearings. This hearing is now adjourned.

Senator COLLINS. I did want to again commend Senator Levin
and his staff for outstanding work in this area, and I also want to
thank my own staff, which also has worked extremely hard on
these hearings. I think they have been very interesting and very
valuable, and I look forward to continuing to work with Senator
Levin on this issue.

Senator Levin, if you would like to make any final comments, I
would give you 1 minute.

Senator LEVIN. Yes, thank you very much, Madam Chairman,
again, for these hearings, for you and your staff's strong support
and the great work. Your staff has worked very closely with our
staff here.

We are hoping, frankly, to tighten up these laws. There is too
much dirty money that is moving through American banks. It is
not healthy for us. It is not healthy for the world. And we are going
to do what we can to change it. As the Chairman says it, we need
to do it on the regulatory side. Surely we have got to enforce what
laws we have on the books. But there are some pretty gaping holes
in those laws. With your help we will be able to close those holes.

Again, thank you for your work in your agencies and for your ap-
pearance and cooperation with our staffs.

Senator COLLINS. I want to thank all of our witnesses both from
yesterday and today, and the hearings are now adjourned.

[Whereupon, at 4:14 p.m., the Subcommittee was adjourned.]
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$Senate Permanent Subcommittee -

On Investigations

EXHIBIT #

SALINAS CASHIERS CAECKS THROUGH CITICORP MEXICO

3

Bank Check# Date Amount (pesos) EX Amount (U.S.)
’?momer 730221 10/13/92 | $200,000,000.00 0003212 | $64,240.00
Somex 325357 10/13/92 | $3,200,000,000.00 | .0003212 | $1,027,840.00
Subtotal $3,400,000.00 $1,092,080.00
Somex 325359 5/18/93 $6,300,000.00 3.1220 $2,017,937.22
Somex 325321 5/27/93 $15,400,000.00 3.1200 $4,936,000.00
Cremi 4438047 6/1/93 $16,800,000.00 3.1310 $5,366,000.00
Cremi 4438051 6/2/93 $19,440,000.00 3.1250 $6,221,000.00
Cremi 4438057 6/3/93 $19,472,000.00 3.1270 $6,227,000.00
Cremi 4438060 6/4/93 $25,964,800.00 3.1210 $8,319,384.81
Cremi 4438063 6/7/93 $15,655,600.00 3.1285 $5,004,000.00
Cremi 4441174 6/7/93 $9,864,000.00 3.1090 $3,172,724.35
Cremi 4441348 12/2/93 $3,310,000.00 3.1025 $2,130,539.89
Somex 325362 11/30/93 | $3,300,000.00 3.1025 Combined with
transaction above
Cremi 4454754 1/13/94 $9,900,000.00 3.1080 $3,185,328.19
Cremi 4454775 1/18/94 $16,650,000.00 3.1085 $5,356,281.17
Cremi 4454786 1/25/94 $16,650,000.00 3.1075 $5,358,004.83
Cremi 4454794 1/26/94 $16,650,000.00 3.1080 $5,357,142.86
Cremi 4458603 3/23/94 $1,344,000.00 3.3380 $1,301,378.07
Somex 325364 3/23/94 $3,000,000.00 3.3380 Combined with
transaction above
Banorte 3829264 9/9/94 $10,596,598.00 3.4160 $3,102,048.00
Banco 488285 10/7/94 $3,052,426.22 3.4210 $892,261.39
Mexicano
Subtotal $213,349,424.22 $67,947,030.78
GrandTotal $216,749,424.22 $69,039,110.78

EX-Exchange Rate

Source: Compiled by the Permanent Subcommittee on Investigations, Novermber 1999, from cashiers checks and
account summary provided by Citicorp.
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Senate Permanent Subcommittee

On Investigations

EXHIBIT # 4

DOCUMENTATION
POLICY

» Issued April 9,1992

x New Accounts
= All documentation must be in place within
60 days, any deficiencies bust be approved
by a Business Manager.

x References
References should be on file for all clients.

x Two written references
« Waive One reference - Requires an AVP
or higher approval :

« Waive Two references - Requires a
complete WH referral form and Business

Manager approval.

= Existing Accounts

« It is the responsibility of the Private
Banker to obtain all account
documentation as new products are

purchased.

= New Private Bank Agreement/
Documentation B

(015935
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-
CLIENTS COVERED
Profile
- Basic Background Info
- Name, Address, Family
- Financial Info/Net Worth ~ALL
- Source of Wealth
Client Suitability -ALL
- Investment Objective A
- Risk Tolerance - Client Specific
- Financial Condition
" - Prior Transactions
- All PMS/Managed
10S ! Accounts
- Investment Objective
Setting - Product/ Fund
Specific
— ]

(8015936
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N ali=

BANKING

MIMORANDUM TO: ALl PBG-#H Stags GQOU/D_
ik -

FROM: G. Edward Mcntaro
DATEZ: April 9, 1992

$UMIECT: WESTIRY EXXIEPXRAX

b

Y

Over the years, Westarn Hamisplters has been succassful in
opening a groving number of very desirable, target zarksts
accounts and extanding & diversa product mix ts the client
base. However, the documentation requirsments associated
with the above have not always been complied with in a

timaly fashien. .

Given our coxmitzent to strong compliance and cur desirs to
enhanca our control environment, as a rule, no nev accounts
should Le cpened without coeplats documentation. The
attached policy does allow for minor axcepticns: hovever, it
also rsquires =mors up front scrutiny of docusenztation
excaptions to be perforsed by the Business Managers and

ultisatsly wysalf. -

I would liks to reesphasiza the izportance of timely and
complets docusentaticn at the inception of a  nev
relationship or account, and trust you will minimize the

need for excsption procassing in this arsa.

CITIBAN©

CONFIDENTIAL
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New Accountsd
Naw accounts should” not - be opened’ withaut comples
documaentation. All PMS/IIS relatad docuzentation rules a;i :::

Rules Governing the Extension of Credit continue in place
f .

on an excapticn basis, ve will cpen PM3/IIS and bha sunt
with deficient docuzmentation only with a rulli:tﬁigzagfi;:“:z
receive the necassary documents, but not longer than sixty.(ss)
days and only with Business Xanager (or designated dapucty)
approval on a Businass Risk Mamo. Business Risx Memcs will not
be raquired to open accounts whera only refersnces are aissing
during the first sixty days. Current Division policy regarding
TEFRA remains in place. Accounts @ust have completed TEFRA
documentaticn at tha cpening of the account.

Aftar the initial sixty (60) day periocd, any deficienciss that
are not corrsctsd zust be revieved and approved by tha Business
Manager in order to continue operating the account. This
approval by the Business Manager xust also indicata when the
deficiency will be resolved, but no longer than thirty (30)
days. If at the and of this 50 day pericd the documentation is
still not correctad, the Business Xanager aust obtain Division
Exscutive approval t3 continue operating the account or the
account will hbe recoxminded to be clcosed vithin 30 days.

Refsrsnces

A referance should rce on file for all clients, If we ars
getting a referral from eithar our On-Shors offices, other
Citibank branches, or from an existing cllient, the attached
Referral Form must be completsd. .

pivision policy requires that ve cbtain two (2} refersnces for

all accounts, however an A.V.P. or higher can waive one

refersncs provided that the cther raferancs is positive. Only a
Businaess Manager or dasignated unit heads can vaive »oth
references and this shoculd be done using the Referral Forx
indicating their reasons for this action:

Ixisting Accogntis
It will be the respensibility of the Private Bankar to ensurs
that all accounts currsntly on either the CDS, PMS/IIS or Credit

Admin. documantation deficiancy reports ars reqularized by year
end. A 90% complatisn rate must ba acheived by the 2nd Quartar

and included in each Private Banker's goals. -

8075172



118

cDS, PMS/IIS and <Credit admin.'s rasponsidility will g g
provide ‘the necassary monthly MIS for PBG-WH x2anagezant :o
monitor ‘the ahove policy, with a 90 day delinquency reper:
supplied to tha Division Executive and Tie Regulatory Compliance

Unit. .

Regqulatory Compliance «ill monitor all accounts that arae past
due and follow-up %) ensure that Oivizion Policy. is neing
" adhersd tqi} - oL e ) :

If an existing client cpens a new account, and has been a clienc
of an active account in go&d standing for cna year without
referancss, the current Citibank account can count as a
raferenca. This situation {s allowed for 1992 in crder :o
alleviata current rafarence daficiency backlogs.

08015173

\5
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fer e et

“nether from anathar Cltibank/Citizorp antity, or another Banx

a

rafersnce 2UsT bhe in writing and pesitive. Positive zeans

xnown to the refarring inssisution or bBranch and considerad geod
for the purpcss of cpeniny an accsunt.

1.

For cllants who ars referrsd by ancther ¢itibank/Citicors
entity, a memorandim or Cltimail from chat  entity is
sugfficiant., The refarsnce provided should contain tha
Branch's experience in their dealings vith the client {.e.
type of account, size, langth of relationsnip, source of
funds and any credit exparisnca.

For walk-in clients, referancas zuat be obtaingd frow the®
prospective client and requssted Irom the instituticns whers
the client had or has an account. Do not dirsct raquasts to
any specific individual provided by tha prospective cliant,
but to the instituticn's Credit Cepartaent. If relaticnship

‘iz less than a year, the rsfarancs xust be approved by tha

Markat Manager/Unit Head.

Generally, rafarencss should not be accapted from anatiar
client, howevar, should tne situavion warrane, then a
raferance can be accsptad provided that the client had a
relationsnip for over a yearxr, we are satisfied with his
business and potantial and we have ancther positive
refarance on  file. The referance aust be in wricting and
approved by the Markst Manager/Unit Head befors accaptancs.

Refarences [-34 the type such as “Xnow ‘of Nothing
Unfavorazlie®, "Xnown To Me” or similar exarcises in studied
neutrality ©require the Business Manager ta  approve
acceaptancs. The Market Manager/Unit Head should consider

ohtaining a cresdit raport lecally.

DQCio71

CB015174
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-9 - Al wa LSANK REFERRAL FORM "7
(HAY 8L COMPLETZID Ky OTHLR CITIRANK BRANCH QR gv TELIPMONE g
TEZSTED TE!
Guz CLIENT Na: - CLIEINT Namz (gxcgor IF MAzLED)
o Ta: .
CITIBANK BRANCH/CFFICE: ATTINTION oF:
'"',""'i"""'1""""t"t't""""""""’Q'I.'""';"""'
OEPOSITS:
07 %4 4
CreNED: _____ AVGE S1zz oF AcCCOuNT § Treg:
Oatr - - :

QrPENED: AVGE SIZE oF ACCOUNT.S Treg:

CREDIT:
ToTaL CREDIT FacILITIES $ YZAR OF FirgT CrEpIT ExTension

CommENTS on CREDIT HIsTORY:

OTHER XNOWN RELATIONSHIPS OR RELATID ACCOUNTS:

LCHER XNOWN BUSINESS/FINANCIAL ACTIVITIES OF CUSTOMER:

ITHER COMMENTS/ATTITUDE OF BRANCH TG CUSTOMEIR/RIASON TO WAIVE:

3aNK REFERENCES/QTHER CHECKXINGS WHICM YOU HAVE ONM FILL:
PLEZASE CHECX IF VERIFIED

3rancH AccounT Jrrzcm (Namg/TiTLR)

JATE: SIGXATURK:
'BG-WH Account Orrrczr (Namxe/TrTig)
Ir xs: -

Sx;foun::

CB015175
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ED KOWALCYR
ccc/ig

MEMORANDUM TG Al LLAM. Privats Bank8r§-
FROM: Reynalde Figueiredo/{]('/
RE: Raferances . §

DATE: Hay 18, 1992

Tha following will serve 1o clarity the Division policy that requires 2 raferences for
all accounts.

The mast common raferral source is from another Bank. Other Citibank
Branches/Offices, or an axisting client can also provide a reference and thess
should be indicated on the attached Reférral form. If you do not obtain a raference
from one of thase sources, and feel strongly that the account should still bs
opened, then, in effect, the referral source is you, the Private Banker,

Please understand, every account that is openad comes with ons of the rafarence
sources above, therefora, we are at no time waiving the requirement 0 know our
clients.

int the casa where the Private Banker alone is the refarral sourcs, then sither myselt
or the Country Head must sign off on the Referral form within 60 days of the
account being cpensd.

CC: Larry Levine
Ed Kowalcyk
Mike Kalsey

CONFIDENTIAL
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P8G - wH CITIBANK REFERRAL FORM
, i1V BE COMPLETED BY OTHER CITIZANK BRANCH OR 8Y TELEPHONE GR tzgp
ED TELEX

)

Jur CLIENT NO: ; CLIENT NAME (ENCODE IF‘MAILgp)

Seno To:

CITIBANK BRANCH/QFFICE: ATTENTION OF:

R g e e e R T T T L 2 T S e
JEPQSITS:

JATE

1PENED: AvGe Srze OF ACCOUNT § Tyee

JATE

IPENED ! AVGE S1zE OF ACCOUNT § Tyre:

‘REDIT:

‘oTaL CREDIT FACILITIES § _  YEAR OF FrrsT CREDIT EXTENsION

OMMENTS ON CREDIT HISTORY:

THER XNOWN ,RELATIONSHIPS OR RELATED ACCOUNTS:

FHER KNOWN BUSINESS/FINANCIAL ACTIVITIES OF CUSTOMER:

HER COMMENTS/ATTITUDE OF BRANCH TG CUSTOMER/REASON TO WAIVE:

Nx REFERENCES/OTHER CHECKINGS WHICH YOU HAVE ON FILE:

PLEASE CHECK IF VERIFIED

ancH ACCOUNT OFFICER (NAME/TITLE)

re: SIGNATURE: _

J-WH AccOUNT QFFICER (NaME/TITLE)

AfARKS:

£ SIGNATURE:
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Senate Permanent Subcommittee

On Investigations
EXHIBIT # 5

CITICORPQINVESTMENT BANK:
Banking Account Application  INTERNATIONAL PRIVATE BANKING

Neacy CA\
Tite of chn
et T ol Salmas de CGosrary Tl
A A

G_ﬂg;ﬁnm_sm_d&&ﬂﬂ\ <+ Toew Tooe Saluss
S acaress de Gograx
<& \

7 Personal /'
Y information

W ok all man (see Ganeral Terrms ana Congans)

Passoon numDer Country Tate su60 Pramary (85GEnCE 11 GlErent lrom manng 30G25s:
Prace atissue Cae oroan
Fassoon oumoen Couniey Date ssued

Zame elecrione numoer

: Slaca ot ssue Oawe at o CQWEHC&

! Passoon numoar/Cauniry Cate 1s5ued Qiner ’W‘ B

° PBlaca ol rssue Tawalonn —_— = o
Name orbusmnass Troe arouensss ER—
Business agdress Posonie =
Pronz(catieiziex
Whamteduced you 10 -
1ntermatonal Prvate Banxing?
Specuatinsirucnons/
Qther intoemation
Bank raferences Name of : & Nameor
! famaot - e
Fult agaress W—/ Q; " Fuitadar h
e T S
A= COWAE = .
§ o ey N SO N (55 ata

Tyoe o achpnt Qo “ACcount umea N, Type ot accaunt AAccount aumber

N o r\ B
Person 10 contact N X e Farsan 6 comtact

e o .

s Checking O Overarat (addiional form required)
€ Bill payng (addtiional form required)

Type of account(s)

you want tc open 0 Time deposits/
Other deposits (1 Credit caras (adcitonat tarm required)
Q Savings O Other (descrbe) o

Additional servicas we offsr Please chack below if you want information agout any of gur other services.

] Real Estate lavestment Advisory Service

1 Portiolia Management (investment acvisary
(commercial real estate investments}

services)
(1 Custody Accounts for securities anc orecious 0] Fine Arts Management (inctuding the purchase
metals storage and delivery of an art collection)

0 Private lnvestment Company Management/ O Loans

Trust Administration

O In trust ior (gve beneficiary intormation below)

Form of P Indivigual
ownership | ., O Jontienants with nght ot survivorship [P IOy SRe do e
"2 0] Tenants in common (aniach detais of swnership) Y Clakaavie)
O Corporate (complete Corporate Resclutian}
O Nonprofit arganizaton {comolete other required ‘ W O O O O 4 2
documents)
O Other {describe) ____ —————————  Fpavongryoioaccauntnoer Cinzen

A\

FHome adaress

ﬁ{/‘-\. LO

of oxen Cate ot ot
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Checking Complete this section it you are opening a checking account. .
AmountoidepostS_______ . Wouldyoulixechecks? OYes {ONe
Do you want the title of account to appear on checks?  (OYes (INo
Time deposits/ Compfete this section if you are opening a ime deposit or ather deposit accouni. We offer the lallowing types
Other deposits + New York -1BF - Cash Reserve ., - Other.
« Nassau Eurodoitar - London + Monthiy Cash Resarve
Type of geoOSK Amount Tyoe ot deoost Amcunt
Currency e Clrency Fare
Goening dae Taren/Mawaty Goenng date Termiatonty
At maturty: At maturity
QO Renew prncipal with interast T Renew pnncipal with interest
O Aenew principal, and credit interest ta Giubank O Renew annaipal. and credit intecest 1o Citibank
account number: account numbeer
O Renew principal. and credit interest by Q Renew prncipat. and creditinterest by
check ta check ta
O Other {describe): 0 Other (descnte)
Savings Comglete this seclion i you are opening a savings account.
What type of savings account(s) do you want 1o open? N
O Regular Savings. Amoant $. @ Gotden Savings. Amount $
O Other (describeT..
Shauld we hole-your passbook in satekeeping? O No U Yes(see General Terms and Conditions)
Seurce of funds Total amount of funds depasited to open these accounts:
Source of these funds:
Signaturs All appficants must sign below. By signing below. you:
« agree to the General Terms and Conditions of this apphcaton for the accounis or services that you requested
above or that you may subsequentty apply tar.
+ agree 1o the conditions in the Customer Handbeok provided with this apglication
« agree to inform us af any changes in the personal informaton provided.
« declare thal you ars a nonresident afien of the United States
X X
- X X
Date
~—  AQwmuais_ Car CAMS, Couniry Excense, Tt
Forbank “5%4 Al S23 GBS Py R 310 w0 Y1 o

/

TED

- %eﬁaunsxmcbcns Foe
Ciw

nd 10 maling acdress

Checking ot 3 Type of checks O EW-30
fumber c’lQ S RCD  Comerdoscrosr Crioa
TO/CRA TO/CRA Salutanon
numerds) aogusgacae | S0 e OR
Sowrz s Torcard N

- umpe: ONo (O Yas. setter number.

Cestrioban of geocst

(anacn pnosocogy)

Documentavon goined?

Qies TNo{descnbe mesing documantason):

——@#500041

Refarence responsioity

O Spazra 0 Soscal Rowaned (rsesonk: :be_ Bloowe.

we TS
AT

‘Aczegied by and dare. NT
-84 V‘:faf‘ovecuuw

[
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ALLBHIL N g T Z

Banking Account Application  INTERNATIONAL PRIVATE BANKIN.
TPt/ ES )

Please anat,
Pa, T of account % B 7
Porsonsl L SPL/nAS e CpRrs
20N
ey
[0 3 mak(see Gavwrat Terrs ang Gorgmons)
Fassoort nuoepCopaTy Ga Prmary cence | Gmerent ram mang 33Gress
Y205 @%?%F
Pace o) &W f J o] %
Fassoon numbersCountry Cate issea
Puacs ot wsie Taw ol oem Cocriny ol wacends Trame weonane rumer
Passoon ramoerCouniry Care 53040 Griver cwserce
Place of ssoe Came o pertny
Name of business Tyoe of ousnass
Buseess saarmss Fowwonrmie -
Prerrcsaree
-
e 2 Z
Inmernanonal Preate Bankmg? % 28 Ve
Soecial nstruchons/
Qther intormanon
ames oo
Bank references [=[witieay stk
Ful aoaress \_/ Fuvacaress
Tyoe ot sccoun
/
Parson to contact 2 [
Tpe ofsccount(s)  JKChecking C/ O Overaratt (addonal form reénW
O Bill paying (addtronal form requs

Yyou want ta opernt

Time deoosits/
Other depasits O Credit cards (aaditortal form required)

Q Savings O Other (descrbe)

Additional gaeaQet we ofac. Plaase Chack bekaw ¥ you want informanon aboul any of our ather services

O Aeal Estate Investnent Advisary Service

3 Pontoiia Management (investment advisary
(commaercial real estate Investments)

- sarvices)
O Custody Accounts lor secunties and precious O Fine Arts Management (includng the ourchase.
metals starage and delvery of an art coliection}
O Prvate Investment Company Management/ 0 Leans

Trust Adrministranon

Formof
ownership

2eacessing Coor

O Incividual In trust tor (grve beneficiary infarmation beiow)
Jont tanants with nght of survvorsiig Na B - - ﬁ
Tenants in comman (aftach Getails of ownershio) i e A 2 e

@ Corpoarate (campiete Carporale Resouton) i
O Nonprofit arganizatan {comolkete other required
dogcuments)
Q Otner (cescnbe) Enqn;mmc »c-j an« szmsmo@~oi7;
Eo o

BW000043
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Comples s SECUGH # you areopening 3 Chacking aceount.

Chacking
AmQunt Of 38005 S Would yau ke checks? Sves ONo
0o you want the utie of account 1o appear onengexs?  Oves ONo
Time deposits/ Comgplete t1s secuan i yau are opemng a hima depost ar other deposit 3ecaunt We alfer Ine tallowing iyoes
Jthar depasits + Neow York VI8F «Cash Reserve . - Other.
« Nazsau Eurndoilar » Londen + Monthly Cash Reserve ...
Type Of GROOSE Amount Troe ot capost Amgunt
Cuerancy Rae Cutrency Rae
Gowmong cate Tarrms e Doenng cam Ty Azt
At matunty Atmatunty
[} Renew pancipal with tntecest G Renew pangipal with mterast
(1 Renw principal. and credht intsrest to Ciibank © Renaw 0inciga). and crecitinierest o Cuvank
FCCOUNT NUMBDEr: account numar
{3 Renew priocoal. 3nd creditintgrest by O Renaw onncieal. and credd snieedst oy
check i checkia:
J Owrer (dascnbe): O Other {cescnda)
avings Comptete tis section if you are opemng a sanngs account.
What type of sawngs 3ccouni(s) do you want to open?
{3} Regutar Savings. Amount $. 3 Golden Savirgs. Amount
T Ore:
Shouid we Nkt your passbook in safekeeping? (TNo O Yes{see Ganeral Terms and Candibons}
aurce of funds Total amount of funds 10 0pan thasa JCCOUS:.
Bource of these funds:,
grature Al applicants must sqn bataw. By signing Delow, you.
+ agres 10 the Generai Terms and Candions of thrs apviicaton for ie secounts of savces thal you requesied
abGve or 1hat you may subisequently agpiy for
* agres o the condibons ¢ a:e er Handbook crovded wilh fus aadcanon
sagreglc miom us glangd fichsin tha parsanal miormaton provided.
fars that yo! Byit align of the Unsted States.
x X
X
Date
35 Taw TanS ‘Coun Exanse Ta
rbank s s e =" Eopr =
It Frow 0 CHecX: cW 50 3 Sengig Mg KRS
B 55?(13 ot :
[EYevy TO/CRA Sausron
Auniver(s) anguace st =
Sanrgs account i
e Owa O es. erer numter
DBeacnoeon of oroosk N
{anxch pnorony} =

TXCUTATIEO0 (O T
3 ¥es OMo{descnde mussang socumentanon]

gwoooo44

Soecal nsrcons.

Fae
cw

Falacerca ArsoonLONT

O'Saraara G Somcas R vaewa (reason)

Frepared oy and date

Aocroved Dy ¥e<l 2% |

mﬂz 0%
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Senate Permanent Subcommittee

On Investigations
EXHIBIT # 6

CLIENT ACCEPTANCE

Issued September 27, 1991

= General Principles

= Corporate ethics, compliance, and
corporate protection require good
knowledge of the client.

« It is our policy to know the principals on
all accounts.

Legal & Regulatory

« We are required by US law to know
certain specific information about our
clients in order to comply with applicable
tax, regulations, securities laws
concerning types of investments and
Money Laundering laws.

» Fraud
« Against Third Parties
= Against Clients
» Against the Bank

= Credit Risks

o rivacy E . B
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——‘L_zn/‘:i?’_

Iy
Cf/—/ f< NE

2y

h ~ e ¥y
. e - T Y t
wamorandul ta: /ALL PBG-WH STAFF . D~ aj,
N R

re: { CLYZNT ACCEPTANCE POLICY o

As 2ll of us know, the Internatioral Private Banking business has
become incrsasingly compleX over the past vears., It is critical
that we maintain the high standards ve have in place {n regard to
"knowing our customer® and use the utmost diligence tao screen

prozpective new cliants.
The attached statamant is a detailed description ct Divisional

policies in respect to the cpening of accounts. I expect each
and svaryone of us to bs familiar vith the contents and tq

conduct ocurssives accordingly.

G. Edward Montars

September 27, 1991.

LBO15167
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PRIVATE BANKING-WESTERN HEMISPHERE
CLIENT ACCEPTANCE POLICY

I-

Corporate ethics, corporate compliance and cotporate protection requi
client knawledga. ) ¢quire good

Law and palicy require us to “kmow our customer” and have 2 reasonable level
of information zbout 2 client at the tme of account acceptance in order (o ba
able to make an informed dedsion.

We only;:ﬂ;:gs cﬁen:;.'.m.jmu?&;.@m?‘é‘!&l Inthe case of
accounts Q113 0C PrivAMC LOYESTIESE COrparations, wa should be. sazs-
Fed thas the benaficial owper or conmrolling sharekoldeny meer oar m’?ﬁy
and reputasion criteria.  Clienm whose e¢thics or demands are, or ars
swpected to be, questonable; must be refused. We do not mainuin 2ccounts
for persans whese scle recommendation is Use_amouat. of funds. flowing trough
their 2ccounts... An-account officar who bas aay doulx about a potential or
actual . client, gould mﬁgw/ha supexvﬁagf beforw acoepting the
account, Of ar-ie Ume w o appear. Regulazary

Uit should alsq be cossulted in cases of doube ¢ Comp

It is our policy to imow the principals of all accoumrs. Knowing our customer
protects us in the following druarons:

1) LEGAL AND REGUIATORY RISK:

The bank and its officers can be civilly and crimi lizble for
handling funds with knowledgs or conscious disregard of the that such
funds are the roceeds of illegality (e, moovey i ile
vi

We are requirsd by US. lows 1o know certain specific informadon about
our clienty in ordér to comply with applicabls txx, regulations, securt-
tes laws concerning types of invesuments, and the Launde:
Control and Bank Secrecy Acts. We must know who the principals of
account are and have sadsfactory idemifying information on such
principals. When soup-resident alient starus i3 adduced through a swom
ciient statement (TEFRA Deciaration), the Private Bankar acceping tie
2ccount must hxvs reasonshle evidencs of such stams. We camn rely oa 2
simd%ﬁwmmmagmnm&amm

(8015768
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) ERAUD
Agaiiyt Tiird Parties

3

The possibilizy is always present that we may be- lizble for negiigence in--
allowin,

g a fraud to occur through an account To the extent, however,
that we can demonstrate that we have inguired into the acuvites of our
client and have received credible explananons and aiso have grounds for
believing our client is hogest, the protection from such. liability will be
increased substandally. : .

Aguinst Clients

Clear rules as to authority to dispose of clienty’ assess ars a funda-
mental irement. We must know wha, under what dreumstances, and how
{denrified, is authorized to give instructions. When we have notice that
mcp«mwmdemn;mmumn;mfmhhmmbuxu

anqemﬁotuhixdpmy,mmkmvmc_pxmdpdinord«mbema-

of the agent’s authority. [n most cases, it is mors appropriats to insist
that the sccount be opened in the ictusl cwoer's came, with powers of
a.:zornzygxwedmr.hng::m for the accounr, In the case of 1
corporadon, we mmst pm?;’g authenticated corporats records,
documents and authorizing resolutions clearly identifying the persons
authorized to transact for the corporation and we must know such persons.

Agaiist the Bank

varicus and false daims, oftea by individuals purportng o ict
for wealithy, “secrst” investors.

persot sccount, negotiating and execuring must be
i mofd«m‘:e!yupmmacmofmem-
ity agxinat third persons.

8015169
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In addidon, if the client or ather parties are or have been | i
illega} actviry; the government may seek forfeirure of :ﬁfr;’zo{gci
This may resuit in a loss to the Baok of funds which were relied on as
collateral, where-we canmet sufficiendy prove that we are an imgocent
holder without reason 1o believe that the funds were winted. Kaowing the
client, and that. be- i uot acing for a third party of unkgcwn
credentials, lessens these risky

d) LEGITIMATE PRIVACY EXPECTATIONS
Knowing your client defuse needless probes into the prt affairs
our legitimars clienzt. hazard zcc:ptgm pmdn:apz;:?nmiﬁdcgf
informadon may creats the appearance of impropristy, raise questons and
creats unnecessary inquiries.

Clients with legitimata privacy interests shy away from 1 bank involved in

4

liccon.:mvm&. An important element in the protection nams
g:sh;:udvempub ity is the quality of our clients, pro of our ‘

We do not tccept transactions involving criminally derived funds or funds used
for criminal ends If anyone suspects that 3 client is enpaged in dlegal
m,bcmmedxulyzdﬂahnmmwmmcl?.emmry
Comp. Unit.

It is the responsibility of the Private Banker in the location where the
account is domicled to obtain all relevant ciient informadon and account
documentation.  Basic informadon must be obtained om all joint account
owners. Client information must be documented in writing (ie, account
opmin;mddizmpmﬂlodoa.mmuon)mdshauldinchxde:

a) intion of docamests used to identify customer. Copies of Ie]
and of relevant idestifying data should be recorded. passpa

b) Sourcs of fnds. Origin of cash deposits should be requested from clieat.
<) Rmmﬂin;mpoﬁqnﬁdzliw

d) Genenl information on the cliemt, ie, businem, or
protecsion, family information, ciuzenship, permanent residezcs
address, country of domicils, et

¢) Miscsllaneous informedon, &g if one or several joint sccount holders
mm(prmummopcn_in;.demm@uba'mqmuldem{y
themsaives, Complets & o concerning ail account holders is
necsssary at the tims of opening of the account
memkmhwmdm‘m@ﬁmwﬁmmm
requiremests. ,

CBO15170

/]
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Uaﬁx acting as administrators or managers of fidud ce

; - 4 ! : aua ou
responsible %or obtaining all informaron required by wkagjam accﬂe;’u:i:
policies.

Acgeprance of 2 _gublic figure, ie., government leader, political figure,

semior mulitary . officer, ete, .requires the addidonal appraval of the
Division Executive before the account is opened.

Special Name Acconnts Use of special pame acoounts should adhere swia
the “special nxma account’ policy adopted by the Division. :

Exceptions to Client Acceptancs Criteria. Reasons for requesting any waiver

of thess criteria nmust be recorded in wridng, listing ifie reasons for
waiver and Mmmemdmuuﬁonﬁamgmmz&?yg,

respective Market Region Head

£go151

71
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Senate Permanent Subcommittee

On Investigations

EXHIBIT # 7
Screen 4 Client Business/3ackground 33/0.,95 2.
978575 RAUL SALINAS DE GORTARI
Business/Background:

Next Screen: For: Pas‘sword:
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Senate Permanent Subcommitte
On Investigations

LAM DIRECT (LIST:) EXHIBIT # 8
M. Carmen Butler (USNYC:P3GWH), Fedra Guerra (CSSAQ:PBG),

rarry W. Ingraham (CSCYB:P2G), Dave Jones (USNYC:PBG),

Edward Kowalcyk (USNYC:PBGWH), Jose Carlos Quintela (CSSAQ:PRG),
David J. Tristram Smith (UsNYC:PBG), David A. Tremblay (USNYC:psg),
Jean-Pierre Zelcer {USNYC:DP3G)

Reynaldo Figueiredo (USNYC: PBGWIH)

TUE 15-SEP-92 16:34 GMT

¢lient Information =-- Policy & Pracedures

CHMNA L5-SEP-92 16:34:21 017408

As you will recall, we d
principal client information systesm.

iscussed on several occasions ways of using CAM3 as our
The need for having one standard systexm
that permits the storage, update and retrieval of non-financial informatien has
peen furthsr execerbated when private Bankers resigned from the bank withoun
leaving behind adequate information for their replacement to start working
efficiently with clients. .

been developed which sheuld allow us to use
ensuring confidentiality. In addition, I
. each cne of you to enforcs

Simple processes and procedures have
CaMS both offshore and onshore while
nave estahlished the policy below which I exped
throughout your area of responsibility.

INTRODUCTION
CAMS entails twa broad types of information: .

Private Banker-driven (screens #1 through $5), including
Cclient's Confidential Addresses, General Cliént

d, client Strategy/Meetings.

ances and Transactions {CDS-driven).

(a} Non-Financial,
Name & Special Attention,
Informatior, Clisnt Business/Backgroun
(b) Other screens, including Preduct Bal

PQLICY
It is LAM's Management Policy that:

-~ CAMS be used as the primary vehicle To store and dogument clients!'
nen-£financial data.

- Such data be accessible in the onshore offices exclusively for those cliencs
who have an onshore service relationship and in a highly restricted and secured
nmanner only, s¢ as to prevent unauthorized access to it by internal and/or
axternal parties. =~

~ Private Bankers be accountable for reviewing, at least once a year, such
information relevant to their clients and ensure that it is as complecte and
up-dated as possible.

- WH Compliance Department will
above. .

-~ Mo information will be access
or has expressed a desire to maint

audit CAMS files to assess compliance with che

ad onshore in the case a client objects te it
ain head office contact only. -

ures can only be amended or exceptlions

This policy and ralated processes & proc
er « gher management.

ed
made to it by LAM's Business Manager or hi

PROCESSES & PROCEDURES

{1)  Country Managers/Investment Center 11 ensure that Pr%v22i~g—i~n
3ankers onshore and offshore (all U.S. of informatien

creens 31 through #5.

Managers Wl 2
fices) will complete client®

current

(2} Offshore Private Sankers will access those scr2ens using thell

CB014629
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sh

password rastricrad To their own expenss code Or exXpense cede group.
Onshore Private Bankers will be nominated by the respective Country
Managsers for Lssuance of CAMS passwords allowing them te access their respactive
expense codes from onshore offices. LAM's Business Manager will agprave,
individually, such ncminatiens pefore passwords are issued by cDs.

passwords will be renewed each month by CDS or every time a personnel
cDs may immediately suspend any such password at Counsry

(3

(4)
sharge regquires it.
Manager's or higher management's request.

(3% CAMS PASSWORDS ISSUED BY CDS TO PRIVATE BANKERS (ONSHORE AND OFFSHORE)

MUST REMAIN CONFIDENTIAL AND WILL UNDER NQ CIRCUMSTANCIS BE SHARED BY HOLDER

WITH ANYONE.

Onshore Private Bankers with passwords will be able ta c¢cnsult an-screen
Policy mandates that no such screen will ke

(8)

non-financial client information.
prirted lacally.

ers will be provided by Pedrs Guerra with the necassary
Procedures for password issuance & renewals
tion with CDS (David Smith).

{7} The Countyy Manag
software to implement (3) above.
will be developed by Guerra in conjunc

(8} Screens =1 and =2 should NOT be input to CAMS for any Trust and/or PIC
account. Client contact information for such accounts will pe exclusively

maintained in TRUMPS C({B)L system in Nassau/Cayman. It will be C(B}L
responsibilizy te keep this information up-to-date and to regularly sollicit any

relevant input from Private Bankers to that effect.

9) No linkage with C{B)L or C(C)L accounts is permitted in CAMS non-financial
3creens. [
TARGETS

I am asking each Country Managers and/or Investment Center Manager to ensure
that the follgwing target dates are being met for all clients under their

managerial responsibility: Clients who have account with title in thelr own
name: screens 41 and 32 must be inpu® iato CAMS by 12/1/92 for all clients.

Screans =3 through 35 will be input:

- Top 20 clientcs/Private Banker, byi2/1/92.

- Remaliring clients, (except select), by 4/1/92 N

- Select clients, by 6/30/83

I am a@lso asking each Country Manager and/or Investment Center Manager to
forward to my attention, no later than 9/30/92, & consolidated plan covering
their enctire arsa of responsibility and indicating the schedule of thelr
reviews, i.e. what Private Banker will be reviewed by whom and when. This
exercise should take place at least once a year thereafier.

and I am asking you,
tring this job done.

I am taking this matter extrenely seriously, in turn, to
sxercise your full managerial authority in ge

Please let me know if you have any questions.

Regards,
CB014630
Raynaldo
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Senate Permanent Subcommittee
On Iovestigations
EXHIBIT # E
CMNA §-0DEC-33 20:19:47 023002
Kar Wah Chan (APHKG:PBGI, Salvatore Mallica- (USNYC.p3g),

Maka Obara (USNYC:PSGWH), Henry Heller (USNYC:PBGWN;
eH Alpart Misan {(CSMEX:LAGF), Javier M (respo (CSBUE:LAGF),
bt Kachy Waldron (USMIA:FBG), Jose Luis Daly (CSVMI:P2G)
T Micehell §. Heller (USNYCZ:PEGWH), Antanie Carlos Cortese (csg
To David A. Tremblay [(USNYC:PBG}, Staven Fee (USMIA:P35G)
fetel) Oliver €. Scholle (USNYC:PBGWH), Edward Kewalcyk (USNYC!EsGWH),
cc: Christine A. Nolts (USNYC:PBGWH)

Frem: G.Edward Monterc {USNYC:PBGWH)
Jace: WED 08-DEC-93 20:2¢ GNMT
Clienr Profile/Suitability/§ales Practices

T
1
]

The following was decided in the LAM Counury Head neeting
November 22-23, vis-a-vis completion of CAMS 1-5 for your area:

pue DECEMBER 3%, 19383
All climpcs over $1.0MM by AUM
1 cliencs having EMI and Derivative Proeducts

- i

Due FEBRUARY 18, 199%3
All cliancs gver $SOONM by AUM

v.2 JUNE 30, 1334
- Remaining client hase

As a.guide, you should refer to the November 1 Suitability and
Sales Practices policy scatement and have the Private Bankers
demonstrate their knowledge of the clienc. In general, ‘the
documentation raquired is the basic CAMS Screens 1-S which
includes client information such as complate family and
business background and financial condition/nat warth. Also,-
vyau shculd include in tha frse form areas, vsuirability® Cype
of -infermation wach as the customer's overall expressed
isvestment objectives, risk tolerance and grior cransaccion
experience, If the clisnt expresses lnterest in a particular
product seat, ensurs that they are aware of the asscciated

risks.

Since our meecing, I have decided ta simplify che policy and
hold you, as the Managsr, directly accountable for the adherencs
to policy by your staff. Year end banuses for sach of you will
* held for non-complecion of this assignment in the raguired
ne frame. You mugt attest to the sacisfacTery complation of

~.2 above by Decamber 31.

CBO14626
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o (M

AlL PIC and Trust penefigial client

re
v~ recorded and ultimately housed with

atem.

nder separate cover, I will include a recanc draft of a

client suitability gquide which can be coupled with the CAMS
geraens.

Wwe all agreed this i1s a very important topic requiving ouxr
full actencion.

Thanks,

pelivered: WED 08-DEC-193%3 20:20 GMT

CB014627
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Copyright 1993 McClatchy Newspapers, Inc. exwerd 10 e

Sacramento Bee

August 11, 1993, METRO FINAL

SECTION: MAIN NEWS; Pg. Ald
LENGTH: 1347 words

HEADLINE: RUMORS OF CORRUPTION BESIEGE MEXICO'S PRESIDENT
BYLINE: David Schrieberg, Bee Mexico City Bureau
DATELINE: MEXICO CITY

BODY:
They say here that Jose Lopez Portillo, a former Mexican president, once got

pbashed over the head by outraged citizens armed with shopping bags as he
ventured out from his luxury retirement estate.

#Thief, " a crowd reportedly screamed at Mexico's most powerful man from 1976
to 1982, widely alleged to have robbed the government of billions of dollars
during his tenure.

People tell plenty of similar stories of treasury theft about two other
recent presidents. The lesson for Carlos salinas de Gortari, whose six-year
presidency has entered its last third?

Beware of shopping bags.

Rumors -- all publicly unsubstantiated -- are flying in government circles
and among the national press that members of the Salinas family, and possibly
even Salinas himself, are taking advantage of the president's office to build
massive personal fortunes. -

And rumors are the only reports likely to be heard in a country where the
press does not play a watchdog role, the government essentially stands guard on
itself and one political party has reined supreme over all branches of
government for more than six decades.

According to some of the stories, Salinas’ siblings are involved in a wide
variety of unsavory business deals, peddling their influence, using other people
as phony fronts and generally throwing their weight around in their commercial
dealings. Then there are the whispers that Salinas himself has a secret share in
the country's telephone monopoly, which was sold off along with hundreds of
government-owned businesses to private investors.

Of course, in a system where all public power and thousandobs flow from the
president and where business fortunes are created by his nod, no one who wvalues
his career or his scalp will talk of such things on the record.
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the talk of the town. They are hinted an

But Qff the record, such stories are
in the media by columnists anitical opponents. They are cpenly discussad at

PAGE 3

private paruies of the rich and politically influential. Even high-ranking
government staffers are said by acquaintances to be troubled by the reports,
which have long circulated but have been increasing lately.

"In past presidencies, you heard people talking about corruption,” said one

influenjournalist who -- of course -- asked not to be identified. "But we're
talking here abcut top Mexican officials . . . the ruling class. This is a huge
change.”

This of rumor traffic is traditional fare in the last two years of any
Mexican presidency. In the past, behind the smoke there has been some fire. A
hodyguard for Arturo *The Black® Durazo, Mexico City police chief and close
friend of Lopez Portillo, wrote a best-selling expose that detailed astonishing

official corruption.

Durazo eventually went to jail, So did Jorge Diaz Serrano, who was head cf
the state-owned oil company. Most recently, another Mexico City police chief was
arrested and is awaiting trail. Other public officials have amassed ostentatious
wealth while serving in public offices that pay less than top salaries.

In 1984, Washington columnist Jack Anderson, citing CIA sources, triggered a
small scandal in Mexico when he wrote that President Luis Alvarez Echeverria had
amassad from $ 300 million to $ 1 billion; Lopez Portille from $ 1 billion to §
3 billion and former President Miguel de la Madrid about § 200 million.

The current round of rumors are nsver accouwpanied by »roof or tsstimony of
knowledgeable, named witnesses. They have been emphatically denounced hy
Salinas’ fawmily and his spokasmen, who blame political hit men for spreading
lies.

"It's absurd and there's nothing o it,” one source close to the presiden:
said recently. "It's dirty tricks.®

“False, slanted and without the least attempt at verification,®
Salinas’ oldest brother Raul, who has been the focus of many of the allegations,
wrote recently in an angry letter to two magazines. -

Despite indignant rebuttals from Los Pinos, Mexico's White House, analysts
and observers say Salinas is likely to keep stumbling against public perception
that Mexican press and members of thelr administratomsider it their right to
prepare for comfortable, post-presidency lives.

Arturo Sanchez Gutierrez, a political analyst, calls it "part of Mexican
political culture."
Unlike the U.S. press, Mexican reporters and editors almost never play the

role of watchdeg. Besides raving virtually no access te incriminating documents,
many publications depend on goverament advertising to survive and don't dare

rock the boat.

As a result, one newspaper editar said, his paper's policy is one of "con
negligence about following this all the way down.”

what's clear in the current round of rumors is that it's the latest step in
the almost predictable dance of Mexican presideatial politics.
PAGE 4

Sacramento Bee, August 11, 1983
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expert at Gecorgstown University. "It's i
of the next administration, there will b
in the previous administration.”

just as normal as in the first few months
e all kinds of noises about corruption

"Somebody, " he added, "may even get arrest

GRAPHIC: Bee file
Rumors are flying in Mexico that President
advantage of his office to build a massive persamal fortune.

Carlos Salinas de Gortari is taking

LANGUAGE: ENGLISH
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Sanate Permanent Subcommities
on Investigations

pousrs____tla.

March 1, 1995
1:59 p.m.

You know what I mean? Um, but after the day is over maybe I’1I feel
different, I'm sure I'm going to be asked to speak to God, okay?

I’'m sure.

Um, and so after I speak to God I will pass it on to you, but my inclination
is not to do anything that, that would look like we are trying to, to cover
up things, to do things. We did not act improperly, um with the
information we had at hand. This is not a case where we can be faulted
for, for, for doing anything wrong and for not doing proper due diligence.
We did, okay?

Yeah.

steske s e sfesfe sk sk ke e skokok sk

... T expect that I will have to go up to, to God and when I do T will let
you guys know. Where are you going to be, in London?

March 1, 1995
2:47 p.m.

[Unintelligible] okay and [unintelligible] we thank God that the guy close
to God is comfortable as well. [Laughter].

His right hand man is comfortable.

His right hand man is comfortable. Ilove it. Alright sweetheart. Thank
[unintelligible] ... both of you. Okay. Bye.

March 1, 1995
3:02 p.m.

Um, so Amy’s okay. She’s been in since six-thirty. Um, obviously she’s
speaking to everybody, God included, and, um, she’s speaking to the
lawyers now as well, so probably, I mean she’ll speak to you if; if there’s
anything she needs to address specifically, but she’s basically . . .
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poeTs__ 110

March 1, 1995
1:59 p.m.

Yeah.
Uhm, everybody was on board on this.
Yeah.

I mean this goes. [Unintelligible] in the very, very
top of the corporation this was known, okay . . .

Yeah.
... on the very top.
Okay. [Unintelligible].

You and [ are little pawns in this whole thing okay?
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Senate Permanent Subcommitice STRICTLY Conrmerry,
on figations ~#0Ts0g

fnvestigati SacuLATION
0N
_ T Staky i E

1 S,

Client File [966241 TENDIN INVESTMENTS LTD. PC-2623N 1] Client Profile Form

—— Business Data

[jown” i

Dats Started:

Company Name:

Hature Of Busi HEAD OF STATE FOR OYER 25 YEARS

Any Usatul Details/Changes Anticipated:

Sourca of Wealth / Business Background: Self-Made
AS A RESULT OF POSIT:ON. COUNTRY IS OIL PRODICER.

e Partnars

(e}
i _

—— Contacts
1 { ) - Ext.

Nama: — — —

F.mct)’or;: * Unspecified

information:

/0 COTTRUST (BAHAMAS) LTOUP, 0. BOX N-1576
NASSAU, BAHAMAS ATTH: DONELLE KNOWLES, T.0.

Name: 1.q } - et
Information: Function:  Unspecified
Hamal 1 { 3 - Ext.
Irformation: Fanction:  Unspecified
1
!
Fri, Aug 16, 1996 02:49:07 PM Property of Citibank, Mew Yoik Page ©

XB002448
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Account Documentation Unit ©

KYC DEFICIENCIES  CITIBAN(ES m

Sanate Permanent Sutkom

Date: 15%\"? ) Makern @C. on investigations -
re: REDACTED . UBN: =oS3%ggupmy. 13

- A R U -

TR TEK SR B

Beneficial Owner Details - name - sddresses - references - passport
A\f‘. PV I 3 __REDACI'ED >, Iouomue a\c O?PLA'@:"C:QA S
o T 1~ o otar ~peros

Source of wealth
Business backgrounds '
Business affiliations
Source of knowledge

Public figure - investment centre head approval
iy

A97183094

Use of account
'I:ype, Volume and frequency of transaction through account
Client profile for all account holders

Saource of funds used to open account

STRICTLY COJ
mﬁONNFDme - NOT FOR

Other details S
f‘}ifomm MEMBERS AND STAFF

05003281
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Senale Permanent Subcommitice
onlvestgalons iy coNFDRVTIAL - ot o
14 T - CRCOLDON

GO220CC 28-APR-57 14:53:57 509307
Alain Ober (USNYC:PBGWH), Muwaffak Bibi (USNYC:PBG)

N-H

>C: Jean—Francois Hubert (EUPARZOS:PBG), Salim Raza (EULON:PEG),
ploF} Francels Herve (EUFAR205:PBG) !
Trom: christopher L Rogers (EUPARZO5:PBG)

date: MON 28~APR~97 14:49 GMT
subject: France-~Gabon Paris Press Clippings

T saee that Jean-Francis was able %o get you the clippings you
required in my absence, and I thank him for doing so diligently and
thoroughly. )

At the same time, Pranois Herve and I feel qxxi:te strongly that all .
of us nesd to be very thoughtful and selsctive about the press
coversge wa choosa to interpret and shars abeut our top customers.

In the case at hand, the information which has come to light racently
is part of an ongoing controversy which stretohes back well into last
year, and which largely transcands the sole guestion of cur customaris
personal fimancial dealings.

I am unable to interpret the current press allegations insofar as.they
might touch upon the Bank but would not be tempted to try becausa of
thHa doubts it could raise in pecple’s minds about our own relationship

with our customer.. If this is the case, we ocught to be extremaly
careful about sharing such informaticon with xegulatery authorities,

bacause we can't answer for it.

T think our course of action should be to stay informed about what ;'.s
being carried in the newspapers, and consult regularly amongst
ocurselves about what appears to be germane for the Bank, Only then
should we seek moxe intaerpretation and possible further disseminatioen.
T111 volunteer the first recommendation az to our course of action is thi
matter: T

1} the character of cur customer ls not compromised from 2 compliance
standpoint, inscfar as our relationship is concerned; :
zi wa mhould stay as rar away as possible from this mess, unlessz and
until any one of us has firm or verifimble evidence which would lead
ug to suspect the Bank's interests are at risk.

Regards,
Chris

NB: Muwaffak/Alain

Please take out a subgcription to
to great lengths to photocopy and ma

#re Mande® in New York. Sabine goes
11 the "Lettre du continent®, Put,

%907054
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70

Camcumon T 2
STTROOMMITTER MEMBERS AND STAFE—

UiNLL

with respect, cannot be expected to scan and clip the local press on a
daily basis. L'll send along what I think is important as per 2) above
and you should do likewise.

eceived: MON 28~APR-199%7 14:05 GMT

Jeliveraed: MONW 28-APR—-1997 14:49 GMT

Xx007855
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Christopher L. Rogers

From:

Sent: 06 November 1998 10,57 i

Ta: Salim Raza - STRICTLY CONFIDENTIAL

Subjact: TENDIN Q’gCL"LAﬁON FNTIAL - NOT FOR
UBRCOMMITTER MEMBERS AND STAFF

s
ONLY
We ought to ensura that wae face this issue aqd #s possible implicatlons
with our eyez wids opan.

Whatavar internal cansiderationa we satisfy, the marketing fallout is likely
w ba sedaus, .

You may find tha following considerations of some use f you are able 1o
spek 1o ARttt today at 10:00 aun. Londen fima,

1. Both Muwaffak and Nyhad are aiready beyond Gaban. They will net be
arcund to pick up the pieces. -

2. Atthe erd of the day, Sam gets his marching ordems from Tendin, it
the latter is snubbad, Sarn will ret risk being bruised iy the fallout.

8. Terdin has been whally instrumental in our franchise’s succase avar
the years. The latter has bern » mattar of personad pride for hitm.
Tendin got the franchise back un its feet after the Magumdar 7 Gopaul
nadir, threugh personal intarvention, Sam helped the Branch considerably
ovar the last tWwo yaurs to obtain a more reancnable and rightiul xhare
of publiz sector deposits, with Tendin's blassing. The probability
of this support being 3 inchets igh 4

frely should be g y.
4. We should hear in mind that tha Tendin relationship s deeply anchored
in a Tust. As such, t is a very prrscnal mattar involving much of
his family, Wia-a-vls which he zannot afford o lesa face. This is
tikely 1o magnify his reaction, with & further blow 1o cur credibiiity
as & Private Bank.

5, Tandin and Mandsia are the foramost African lesders today, and they
are trlends. Tendin's position In Francaphene Africa, including -
Conga K, s p inent. Although we can't how far the negative
vibms couks go, thers Is no doubt that they wilf spread and that will
include France. Tendin's family and friends exmnd far.

6. The fallout from Tendin will coinclde with the news from Manaco, xnd
the two will magnily each other. The irmpazt on PBG marketing in
Francophotie Affica will be saricus. Beyond s, there woyld ba
fegltimate grounds for cancar in many people’s minds about whether
Citibank was sbandaring this part of the Continert.

Regarde
Chris

X807g45
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Senate Permanent Subcsmmitica
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l inAn 1oy
- ) EXHIBIT# St
THe CITiBANK PRIVATE Basx
Memorandum
Emerging Markets
Relationship Support Team
Dare: 15 September, 1998
To:  Credit Committee
- .
From: Belma Kusoglu A99279053
N inal
Re: ggpaCTE,7 305382 027 S
Geoy

Uss 39,100,000

Surplus : USS$ 56,637,172.81

Purpose
The purpose of this memo is to seck approval to overdraw the clients call account by US$ 39,100,000

until maturity of the time deposit on 30 September 1998 and set a special pricing of 1.00% over USS
debit base rate on call account number 305382 027.

Background/ratigpale
The client has requested the remittance of these funds urgently. The total amount of the fixed deposit
is US$42mm The breakage of this would prove too costly for the client.

Approval is recommended

i CASH [FAckeD
T2 3.[313

w///%m " A
S KOTGL:
Dr NaveedAhmed w. (\-}% RESIDENT

/37{0

q STRICTLY, CONFIDENTIAL - NOT FOR
CIRCULATION
SUBCOMMITTER MEMBERS AND STAFE

LY

$403360
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Welcome to The Citibank Private Bank...

The Trust
Long-term conservation of your wealth

The Private Investment Company (PIC)
Securing the corporate advantage

Qur International Trustee Services

The Private Investment Company (PIC)

The Distribution Trust
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The Distribution Trust
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The Family Trust
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QOther Services

The Bahamas. the Cayman Islands,
Jersey & Switzerland
The best of all worlds
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The Bahamas,

the Cayman Islands,
Jersey & Switzerland

In the Western Hemisphere.
our trust companies are in The
Bahamas and the Cayman [stands

In Europe. we have a trust
company in Jersey and a
trust administration centre
in Switzerland.

Our trusts are usually written
under the trust laws of’

The Bzhamas. the Cayman
Islands or Jersey and

Cititrust {Bahamas) Limited.
Cititrust (Cayman) Limited. or
Cititrust (Jersey) Limited
(wholly owned subsidiaries

of Citicorp) act as trustee.

‘We believe that the strong
confidentiality laws and
favourable tax status of these
centres, combined with Citibank's
global presence and expertise
provides a powerful combination
for the clients of The Citibank
Private Bank,

The best of all worlds

A THE BAHAMAS is one of

the oldest parliamentary
democracies in the world, an
independent sovereigu state
since 1973, and has a long
tradition of Trust and

Company Services.

AYMAN ISLANDS

are a British Crown Colony

with a high degree of internal
atonomy and ewjoy a complere

absence of taxation.

JERSEY, as a self-governing
protectorate of the British
Crown, enjoys totaf
independence in its domestic
affairs. It frames its own tax
and legal rules and will be
unaffected by European

Commuenity tax harmanisation.

SWITZERL:

ND has a long
tradition of political stability.
neutrality and private banking
expertise and its confidentiality
taws are amongst the strongest

in the world.
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Sanate Permanent Subcommitiee
on Investigations

March 1, 1995
2:38 p.m.

Now, the thing is whether that, whether
those, whether those accounts
shouldn’t be brought to Switzerland.
The ones in London?

Of course.

They are held under the trust, right?
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Pedro Homen:
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Tom Salmon:
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Tom Salmon:
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March 1, 1995
2:51p.m.

... The, second point, uh, uh, Rukavina raised was on
secrecy and confi-, confidentiality levels, that we can
have a, with the present structure, with these accounts in
London. So his question is, should we eventually move,
uh, the accounts back to Switzerland, or are, we
comfortable with, uh, keeping them in London?

s sk ok sfe ke o sk ok sk sk sfe sk skoskeosk

So, I, I believe there is no specific reason to be in
London.

So, Rukavina’s question is really, from a, secrecy
standpoint, should we move it out of London back to
Switzerland?

Yes. I mean, what’s the best structure to [intelligible]?

I don’t think that if we move it from London to
Switzerland, London will be able to destroy its records.

No. That’s right. You’d see a transfer.

So, so, I don’t know what would necessarily be gained
by moving everything to Switzerland.

e sie sk s s s skokofosk skokok
Okay, fine, I, then my feeling is this. I don’t think
you’re going to be, I don’t think you’re going to be able
to wipe out the history of London.

3 ok ok 3k ok ook o ok ok ok ok ok

[Unintelligible] I don’t personally see any benefit in
moving it, in moving it to, uh, to Switzerland.
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March 1, 1995
3:11 p.m.

... and essentially he’s ( Tom Salmon - Confidas) saying
that if a transfer were done from London to Switzerland,
uh, the very fact that you can’t bury the records or lose the
records here in London doesn’t help anything.

March 1, 1995
4:31 p.m.

Um, Rukavina was suggesting that the whole account be
transferred to Switzerland, but, I mean, you know, yes,
that’s an idea, but you can’t dispose of records here.

s sfe st e sfe sfe sfe sfesgeske s skeokeok ok

So at this stage we are sitting tight. We are not doing
anything. I mean obviously if we start transferring to
Switzerland, not only is there a trace, but it also implies
that we are . . .

Right.

... concerned or worried or what have you. And then we
could really be seen to be committing a, a, an offense.

Right.
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BHBTE

PBG-WH/EMEA NY

DATE: April 14, 1997
TG File
FROM: Alain Cher

| SUBJECT: TENDIN INVESTMENTS, LT0/966241 : -

Christapher |_. Rogers, our African marketing head based in Paris, recently had a meeting with a very high-
ranxing gavernment official of our client's country. This perscn, who kesps PBG accounts in Pars and
New York (well known to me} has been invalved in the country's financial affairs for the last twenty years.
The main pumpose of the meeting was ta dstermine the amount of funds put &t our client's disposal in the

national budget of his country.

The national hudget is pattemed after the French budget and the excense side is divided into three”
categories: aperaling expenses, investments and debt. In every yearly budget. an averall allocation is
voted across the operating expenses and investments categories. Itis understeod that these funds are at
the disposal of the Presidency, without any fimitation.

in the last published budget (1995), the varicus allocations were as fcllows (canverted into USSMM):

»  Centralized management/Special endawments: $45MM
« Direct Adrinistration/Pzyments to Treasury:  $54MM
«  Presidency/Special endawments: $2MM

» _Fresidency/Pemanent Balance: 310MM
Total: $111MM represendng 8.5% of the Sudgat for 1995 {$1.3MMM})

While, we can assume that the same level of allocations exist in the 1996 Budget (S1.4MMM) and the 1997
Budget (31.5MMM - yet ' be votzd), we cantinue frying to cblain addfional information abaut these

figures.

Ut

.K1 '
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MEMORANDUM

Comptraller of the Currency Senate Permanent Subcommities

Administrator of National 8anks

Washington, OC  2021% 20
. EXHIBIT g
To: Bank File /1/
/
From: Steven D. L%“_\
Date: June 18. 1997

{ Omar Boneo

Subject: Related tiles o B Had
President of Gaten ¢

Background

During the fourth quarter 1996. the Federal Reserve Burk of New York {FRB) conducted.an
examination of Citibank's Global Private Banking veeratons. Fhe FRB asked the OCC it they
could test the FRB's new know vour costamer t XY C) examinaten procedures at Clubank, NA due

Following the FRB's exit

to the size of {ts domestie and intemational private banking gresence.
1997,

meeting with Citibank management. the FRB asked (0 meet with the OCC. On February 13.
Ralph Sharpe (DC for MNB). Grace Datfer €101 Mike Linowes: NE Disgict £&C Attorney ). Jemry
Cassel (NBE at Citibank) and [ mesr witk the FRB. During that mecting the FRB shared with us

the concerms listed beiow,

Aot discuss them with Citibank management during the
cd that we Sollow-up on them. Following that meeting and va
aminaton :eam and supervisory otficz,
¢ and Jiscussed their findings in more

Although the FRB had voncem
exit meeting. However. they
Fetruary 19. 1997, Mike Linowes and [ metvith e FRB
During that meeting the FRB zave us avogy 2 theie Bongo ¢
detail.

As par of the examination scoge.

unustal account actviey

Bongo's iiduciary account.

3

was basis tor §

issues:

source of the initial funds sevond alluding

the French ol companies.

10 the oil rvenu

002ES59
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o Mr. Alain Ober. Citibank private banker responsible for tie Bongo reiationsaip, told the
FRB (during interviews) of President Bongo having a courier pick up suitcases full of ?—
cash from the oil companies.

0 [n October 1996. President Bongo ogened another account at Citibark.  This account wag

to be used to collect parmen

em his relationship with oil comranies.

Assets rom the Tendin [nvestment account were used to pay off existing debe with Citbank, N4,
According o the loan terms. repayment of the debt was o come from liquidation of Tendin
investments. The bank's unusual account activity repart retlected a S20 miilion increzse in the
Tendin {avestment Account during the fourth quarter of 1996, The merease was the result of
rezlenishing the investment account. According to Alain Ober. President Bongo was pieased with
qow Chibank managed Teadin {nvestments and wanted 6 rebuild the portioio 1o & ievel simiar to
what it was prior to paving off existing debt. As o Seatember 1994 and arter the debt repavment.

assets under management (AL

1} tor Tendin [nvestments were $32 million. As of Apnl 30. 1997,

its assers increased 0 $56 muilion. The increase n the account is due t0 eantings on the account and

the additional funds deposited o replemish the 2ccount (S ilion).

OQCC Evaluation

wssion o OCCTs evaivaton o th C

g sin

RS NN eto

we conducted an exiensive e

: Bongo relatonship. During the tirst quarter

w3 i Soaue

lowing:

refating o the issues

B} Ei Haji Omar Berygo -
i} Tendin Investmernts
v Ediun Bongu-3ussou - .
I8 Pascaiine Boage -- Daughter o Presdent Bongo —~ Noa-Client Accountholder
P Al Ben Bonge 1dent Bongo -- Non-Client Accountholder
“What roilows (s 2 discussion ot our tHle review and taterview of Alain Ober ¢
dentiied above
e Chere o5 notmang e fife St expliams e source of the initial junds bexond ulluding
o e ol revenues and o reictionsiug st the Frenen od companies.
W ajth source or funre weaith

has totaniem niks would veneral

g ons. Vhuie s
Citibank entered this reiationship, present KYC
L . e

exCecianons srongl

u : ots to find sut

5. Citbank zrivate banking units have mad

R

coilect in the eariv 1930°s when
sncourage danks o complete

& iral source

z00d progress in

0CDE00
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sapturisg this information o all new cliens and have embarked on 3 plan 10 update all existing
accountholders., b
Mir, Ober stazes that Prasident Bongo does not pravide sutficient infbrmation  idenuiy the source
of wealth except w0 say it is from his position as Head ol Siate and revenues from oil businesses,
However, as & proxy for source of wealth, Clribunk - Paris gerformad an analysis of Gabion's lase
published budget (1995) and tound that Preside ; proximaiely S million, or 8.5%
< ezl 1995 budge of Gabon. 2t K ersanding of bask management thag

ag ta Mr Ober, President

mbined, these

ot
these finds are available 1o the Presidency. without limitauen. Accord
Bango s substantial oil interests in Gubon and other Alrican counries.
wrdin fnvestments’ funds. With the exception ot the

TACLOTS $E0VE 33 SUBPOR for e source ot T
ansactions that paid vif existing debt and repienished the aczoun, wrowih in the acenunt has come

from investment eamings on the Tendin

Swil

Issue. M. Ober rold the FRB rduring rierviessy of Preswdent Bongy taving u courrer pick up

sultcases il af cash grom tha wl companuer

Lowe maviowed ke fles of President Bonge
worevenied many
ceounthoider.
s werd (o7 $164] thousand
L Me ber stated that the
converted into cash

{n determining cash wransactions rough
, and zach ronclicnt accountholder t¢.g ¢

maasactions. picalhs casheouts, n excess of S0 thousan

Oy swaedeposits inciuded vash :a wxvess of 51

each. one madz on sehail of his daugter 2nd one on 3¢k
ource of these fumds was the remaining porzion ofa So
¢ the President and his entourage's
e million deilars came Fom the President’s
aborese Treasury

and <ons Dur vy

S8

o Wit ranster
iversars of the United Nations (LN).
i od 660 thousand ame from the

5

Q
G

During an imerview. Mr. ber iold us hat Prestdent Jungo dvwavs pavs cash when visiting the US.
¥} oars i the Plaza Howd i

iv members and

NYC. Mr. Ober discussed wther cur
servonal assistars. These transactons o 3
aatonal budget recerved by the Presidunt,
fssver In Qeroper 198, Fresidont Buncy vprred wnwiher
DUPMERLS RO S PUCTIR L I0 Sl SUIRECI,

1en President

qat this aecguat was wpened when

Resed yn 1 discussion with M Ober
3o i, M. Samuei Dos ovoet, President Bongo's ofl parer
snount

Cepasiis

sepresent eamings om

03091

7
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Conc usion: Based oa our review of the informaton in all refated files and interviews with Mr. Ober,
we conclude that this wlatdonship nd related wansactions do not mest the level of suspicien
expected for filing a Suspicious Teansaction Report because of the following reasons:

o President Bongo receives 8.3% of Gabon's annual budget for the Presidency’s unrestricted use.

In 1995, that toraded ST million.

o The large transactions refated to Tendin {nvestments account are reasonable based on the deht
repayment trough the Hiquidation of assets. The FRE confirmed the debt repayment during their

review.,

o The AUM of Tendin investments is reasonable based on President Bongo's budget allocation
and ail imerest,

o Mr Ober is verv familiar with fis client's financial activides and understands the transactions

arter reviewing available facts, including the background and purpose of the wansactions.

Based on the interview with Me, Ober. the transactons conducted through Cltibank NA are the

J
sort of ransactions that the customer has fstorically been making and are normal tor the Head

of State of an Alncan country.

What the bank aeeds to do

wneiud
{ZCCIANONS, JECOLAL MOoRLoning.

ing the need to

What the 2CC aveds to do

s OCC

en i response (o the
feats with Fliluciary

INITAAGCNA 1O JSSeSS $gps !

enducs 2 toiluw-up #80 KYC

This examination will commence
1 wiil ineiede two QC 18-
duciary

SR

huse vien
1O97 . and conclude no fater than A
e D

ance (Steve Linuser usty Ve, and Ui

Sxarner %

009
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United States General Accounting Office _

G AO Report to the Ranking Minority Member,
Permanent Subcommittee on
Investigations, Committee on
Governmental Affairs, U.S. Senate

October 1998 PRIVATE BAN I{ING

Raul Salinas, Citibank,
and Alleged Money
Laundering

Senate Permanent Subcommittes
on Investigations

21
EXHBIT & e’

GAO/081-99-1
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GAO

.

United States
General Accounting Office
Washington, D.C. 20648

Office of Specip,l Investigations

B-281327 )

Qctober 30, 1998

The Honorable John Gienn

Ranking Minority Member

P P ittee on I {rmtiomn

Commiitee on Governmental Affairs
United States Senate

Dear Senator Glenn:

On February 28, 1998, you expressed concern about reports that Raut
Salinas de Gotari, brother of the former President of Mexico, Carlos
Salinas de Gotari, had allegedly been involved in laundering money out of
Mexico through 2 U.S. bank, Citibank, to accounts in Citibank affiliates in
Switzerland and the United Kingdom. At that time, you requested that we
determine

how Raul Salinas was able (o transfer between $90 million and

$100 million from Mexico into foreign accounts through Citibank and its
affiliates;

what functions and assistance Citibank performed for Mr. Salinas; and

- if Citibank's actions complied with applicable federal laws and

regulations.

Inlater discussions with your office, we were also requested to provide a
comparison of Citibank’s practices during the Salinas transactions with its
testimony in a 1994 money & ing trial.’ A ¥ of the 1t

1996 appeal,? which was also requested, appears in appendix 1.

Currently, the US. Department of Justice, through the Office of the U.S.
Attorney, Southem Distriet of New York, is conducting a criminal
investigation of the Salinas/Citibank transactions.’ Because of the ongoing
investigation, the Department of Justice declined our request for an
interview. Citibank made available knowledgeable officials who provided
details about the Salinas transactions.

* Background

The provision of financial and related services to wealthy clients is broadly
described as “private banking.” The Federal Reserve System and the Office

United States v. Girgldi, No. §3-CR-28-8 & 7 (S.D. Tx. 1894).
*nited States v, Giraldi, 86 F. 3d 1388 {5tk Cir. 1966).

Mexico and Swi are also ing criminal i i of Mr. and Mrs, Salinas, which
include the Citibank transactions.

Page 1 GAD/OS1-99-1 Raut Salinas, Citibauk, and Alisged Money Lanndering
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(1) understand the types of transactions a customer is likely to engage in
and (2) identify unusual or suspicious transactions that could indicate
money laundering. Due diligence standards for private banking lay the
groundwork for these policies because the standards generally commit a
financial institution to verifying the customer’s identity, determining the
customer’s source of wealth, reviewing the customer’s credit and
character, and understanding the type of transactions the customer would
typically conduct. Under circumstances that Citibank deems appropriate,
these policies may be waived.

Results in Brief

.

M. Salinas was able to transfer $90 million to $100 million between 1992
and 1994 by using a private banking relationship formed by Citibank New
York in 1992. The funds were transferred through Citibank Mexico and
Citibank New York to private banking investment accounts in Citibank
London and Citibank Switzerland.

Beginning in mid-1992, Citibank actions assisted Mr. Salinas with these
transfers and effectively disguised the funds’ source and destination, thus
breaking the funds’ paper trail. Citibank

set up an offshore private investment company named Trocca, to hold
Mr. Salinas’s assets, through Cititrust (Cayman)® and investment accounts
in Citibank London and Citibank Switzerland;

waived bank references for Mr. Salinas and did not prepare a financial
profile on him or request a waiver for the profile, as required by then
Citibank know your customer policy;

facilitated Mrs. Salinas’s use of another name to initiate fund transfers in
Mexico; and .

had funds wired from Citibank Mexico to a Citibank New York
concentration account—a busi account that cc ingles funds from
various sources—before forwarding them to Trocca's offshore Citibank
investment accounts.

No U.8. documentation identified Mr. Salinas as Trocca’s beneficial
owner® or connected Mr. Salinas to the Trocca funds transferred through
Citibank Mexico and Citibank New York.

9Cititrust (Cayman) was an affiliate of Citicorp, located in the Cayman Islands. Citicorp is now known
as Citigroup, Inc.

1%An account’s “beneficial owner” is the individual or group that controls the account.

Page 3 . ‘GAO/0S1-98-1 Raul Salinas, Citibank, and Alleged Money Laundering
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Citibank New York and Trocea’s offshore investment accounts and
prepared a financial profile that did not mention Trocca. After Mrs.
Salinas’s November 1995 arrest in Switzerland, Citibank filed a criminal
referral form!? with the U.S, Department of Justice.

Citibank and Trocca

According to the Citibank representative, in or about May 1992 Mr. Salinas
met with the Vice President, Mexican Division, International Private Bank
section of Citibank New York, who also served as a senior relationship
marnager. Mr. Salinas was introduced to the Citibank New York vp by
another of the VF's private banking customers who was Agriculture
Minister in the Mexican government under Mr. Salinas’s brother, the then
President of Mexico. The purpose of the meeting was to arrange the same
type of Citibank private banking relationship for Mr. Satinas, Citibank
waived bank references for Mr. Salinas, relying instead on the referral of
the existing client. In addition, Citibank did not follow its policy in that it
did not prepare a financial profile, or financial background check, on

Mr. Salinas before accepting him. That acceptance, according to bank
signature cards, occurred in late May 1892

Citibank, according to its representative, first opened a checking account
at Citibank New York in Mr. Salinas’s name. Using one of several Citibank
templates, Citibank New York then acti d a private i t
company named Trocca—a shell company—16 hold Mr. Salinas's assets.
Citibank activated Trocea through Cititrust (Cayman), which has an
inventory of dormant private investment companies ready to be assigned
to clients. The company was set up in the Cayman Islands, where all
documentation connecting Mr. Salinas to Trocea was held and whose laws
protect the doc ion’s confidentiadity. Trocca was set up primarily
for secrecy, tax advantages, and facilitating the distribution of assets to
Mr. Salinas’s family in case of his death, according to the Citibank
representative.

To further insulate Mr. Salinas’s connection to Trocca, Cititrast (Cayman)
used three additionat shell companies to function as Trocca’s board of
directors—Madeline Investment SA, Donat Investrent SA, and Hitchcock
Investment SA. Trocca’s officer and principal shareholder was another

The forin has since been changed and is now known as the suspicious activity report.

45 we noted in a previous report, Money Laundering: Regulatory Oversight of Offshore Private
Banking Activities (GAO/GGD-98-15%, Tune 29, 1998), banking regulators have expressed some
concemn that such private investment companies, among other offshore entities, may serve to
camouflage money Jaundering and other illegal acts. This may occur hecause these accounts are
formed, her reasons, intain clients’ iality and i

Page 5 GAO/OS1-99-1 Ranl Salins, Citibank, and Alleged Money Laundering
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Figure 1: Trovca and Related Entities

Trocca
Private Investment
Company

i

4 Tyler Ltd.

t Officer & Principat
: Sharehclder

Board of Directors
{Cayman | )

O I T - | IO

! Madeline ! Donat ! Hitcheock

! investment SA ! Investment SA ! Investment SA
Board Member

Board Member

Board Member

- ‘_—_.] Formed to suppor Trocea
MR cricom and i atitates

Page 7 GAO/0S1-89-1 Raul Salinas, Citibank, and Alleged Money Laundering
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representative and another Citibank official recanted the position
concerning Citibank Mexico's lack of knowledge, saying that someone in
the Mexican bank knew both that the so-called Ms. Rios was connected to
Mr. Salinas and that the funds belonged to Mr. Salinas. The officials told us
they had no supporting documentation.

Throughout the transactions, according to Citibank’s representative,

Mrs. Salinas withdrew funds from what is believed to be at least five
Mexican banks'® and had the bank checks made payable to Citibank. The
representative acknowledged that it was possible that the bank checks
had been obtained by using cash and not funds withdrawn from Mexican
bank accounts. After obtaining the bank checks and hand carrying them to
Citibank Mexico, she—using the name Ms. Rios and although she had n»
account there—had Citibank Mexico convert the value of the bank checks
from Mexican pesos to American doliars before it wired the funds to
Citibank New York.

Documents supporting the transactions further convoluted the paper trail,
disguising the origin and destination of the funds and preventing them
from being traced to Mr. Salinas. According to one internal document
provided by Citibank New York, Citibank Mexico documented one
conversion as being made by Tyler Ltd. {see fig. 1). Another document-—an
intermal Citibank Mexico transfer-confirmation document to
Confidas—was signed with the initials “PS” (Paulina Salinas). The initials
were used and accepted as a signature even though (1) bank officials

knew the signer as Patricia Rios and (2) for some of the signatures, she
was not yet married to Mr. Salinas.

Citibank Mexico then wired the converted funds, at the direction of
Citibank New York’s Mexican Division vp, to Citibank New York. The first
two wire transfers occurred on October 13, 1992, One transfer, which was
derived from a bank check drawn on Bancomer and which carried

Mr. Salinas’s signature, was deposited in the Salinas Citibank New York
checking account.!” The other fer went into a conc: fon .
account—a Citibank New York business deposit account that commingles
funds of a number of bank branches/affiliates and bank customers.
Subsequent wire transfers'® on behalf of Mr. Salinas went to the

“Documentation listed the Mexican banks as Bancorver, Sormex, Banca Cremi, Banorte, and Banco
Mexicano. According to knowledgeable sources, Mr. Salinas’s accounts at these banks were under
fictitious names.

These funds were not transferved to offshore Trocea accounts.

1*The last check copy we viewed was dated in October 1994,
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According to the Citibank representative, the funds wired through
Citibank Mexico and Citibank New York to Citibank London and Citibank
Switzerland totaled between $90 million and $100 million. This Citibank
official and others acknowledged that the fund transfers could have been
wired to the Salinas checking account in Citibank New York or directly to
Citibank London or Citibank Switzerland, thus retaining a paper trail. The
representative stated, however, that Citibank had believed that the
movement of the funds could be expedited by having them deposited first
to the Citibank concentration account. When asked, the Citibank
representative could not explain how the transfers were thus expedited.

The 1995 Salinas Arrests
and Subsequent Account
Actions

In early February 1995, according to Citibank’s representative, the vp of
Citibank New York’s Mexican Division questioned Mr, Salinas concerning
media accounts about his possible involvement in a murder of a
government official that had taken place in Mexico. Mr. Salinas reportedly
denied any involvement. But later that month, Mr. Salinas was arrested
and jailed in Mexico for murder.? At that time, rather than before
accepting Mr. Salinas as a customer as was Citibank policy, Citibank

prepared a very brief fi ial profile on Mr. Salinas. The profile cited no
Citibank/Trocca accounts and no source of wealth other than a reference
to an unidentified construction business.

Upon reportedly leaming in early March 1995 that the arrested Mr. Salinas
was a Citibank private banking customer, the Citibank representative, as
Vice President for Legal Affairs, put a watch on the Salinas Citibank New
York accounts and Trocea’s Citibank London and Citibank Switzerland
accounts. Under the watch, he would have been notified by bank officials
if Mr. Salinas attempted to move funds in those accounts and had the
discretion to stop Mr. Salinas from doing so. However, according to the
Citibank representative, the Mexican Division vp personally contacted
Mrs, Salinas in Mexico in the summer of 1995, without the representative’s
knowledge or consent, and advised her to move all funds associated with
Trocca out of Citibank. Mrs. Salinas was arrested in Switzerland in
November 1995 for money laundering and drug trafficking while
attempting to withdraw funds from a Swiss bank.

Mexican law officials also charged Mr. Salinas with money laundering
and “illegal enrichment.” It has been reported that he was acquitted of one money laundering charge in
May 1998 and that the illegal enrichment charge was dropped. However, as of October 1988, he
remained in jail pending resolution of the murder charge. It is unclear whether additional money
laundering charges are still pending.

Page 11 GAO/OSI-99-1 Raul Salinas, Citibank, and Alleged Money Laundering



166

B-281327

amount of money generated by the sale.? The representative also stated
that Citibank had waived the holding period on funds derived from the
bank checks brought to Citibank Mexico and wired to Citibank New York.
Although this procedure held an element of risk for Citibank, it had not
violated Citibank policy.

In addition, when opening Mr. Salinas’s accounts, Citibank waived the
requirement for two references for him. If Citibank had used its most
common reference source, i.e.,, bank references, it could have obtained
such information as length of association with the account holder and size
of the Mexican accounts, According to Citibank officials, the reference
waiver did not violate internal bank policy. Then bank policy also stated
that the reasons for waiving references should be documented and placed
in the account file. Citibank's private banking application document, dated
May 28, 1992, cited “Known client & referred by a very valuable client of
long standing” as the reasons for waiving bank references.

‘When asked if bank references were an important part of Citibank New
York's know your customer policy, the Citibank representative stated that
Citibank private bankers had told him that bank references provided little
value or information. We pointed out that if bank references had been
obtained and checked, Citibank could have established the value of assets
Mr. Salinas possessed in those banks and a banking history of those assets,
both significant points for determining future suspicious account activity
including money laundering. Such checks would have revealed if the
accounts were under fictitious names. In answer, Citibank officials
reiterated their position that bank references had little value.

Current Citibank Policy

Citibank’s know your customer policy has been reviséd since the Salinas
accounts were opened. As of September 1997, the policy contains more
specific minimum standards of information for accepting a new customer.
However, any element of the policy can still be waived for a new or
existing customer if (1) approved by both the Market Region Head (e.g,
Western Hemisphere Head) and the Regional Compliance and Control
Head representing the prospect’s or client’s country, (2) documented in
writing, and (3) placed in the account documentation file. Waiver approvat

2, rding to the Citibank ive, Citibank New York'’s Mexican Division, Intemational
Private Bank section failed Citibank's internal audits from 1996 to 1997. These failures occurred
because of problems and deficiencies in the Private Banking section’s due diligence and know your
customer practices. The Citibank representative was unable to provide the results of internal audits
conducted prior to 1996.
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Recent Federal Reserve
Guidance

Although the Federal Reserve has been developing regulations concerning
know your customer policies, no regulation or law currently exists to
stipulate what know your customer policies should consist of or that they
must be followed.?? Further, any financial institution can deposit an
individual's funds in the institution’s concentration account because no
law or regulation precludes it.

In 1996 and 1997, the Federal Reserve Bank of New York (FRBNY)
undertook an initiative on behalf of the Federal Reserve, focusing on
private banking at about 40 domestic and foreign banking institutions in
the FRBNY's district,® including Citibank New York. Deficiencies noted by
FRBNY centered primarily on poor internal controls and procedural
weaknesses involving such problems as insufficient documentation and
inadequate due diligence standards.

Recognizing that banks have a legal obligation to prevent money
laundering, FRBNY set out guidance in July 1997 as a result of its review.
That guidance focused primarily on the significance of sound voluntary
know your customer policies and procedures in managing risks inherent in
private banking activities. The guidance stated that sound know your
customer policies should require, among other elements, that a client’s
source of wealth and funds be corroborated and that, as an element of due
diligence, institutions obtain preferably detailed client references from
reliable, independent sources. It also stated that senior bank management
should expect compliance with these policies as a matter of course, that
waivers should be the exception, and that reasons for such exceptions
should be documented.

In addition, according to the guidance, sound practice for private banking
dictates that all client transactions go through the cliént’s- own accounts
and not through the banking institution’s concentration or suspense
accounts. According to the guidance, going through concentration or
suspense accounts “effectively prevents association of the clients’ names
and account numbers with specific account activity, could easily mask
unusual transactions . . ., and could easily be abused.”

ZThe House of Representatives passed H.R. 4005, which required the Secretary of the Treasury to
promulgate know your customer regulations for financial institutions. The Senate was unable to
complete consideration of this bill during the 105th Congress. The bill's overall purpose was to deter
money laundering.

SGAO/GGD-98-19R, Oct. 30, 1997.
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sTestimony—The Citibank vp affirmed that Citibank New York's
international relationship managers were to make an extensive effort to
know their potential customers, as a way of protecting the bank, before
accepting them. It was “too risky not to . . . do the due diligence, not to
know who you're dealing with” before accepting a prospective customer’s
funds in a private banking relationship.

Citibank’s Action—In contrast, Citibank made no attempt to investigate
Mr. Salinas’s background before accepting him. Citibank was unabie to
confirm if the division v had met Mr. Salinas before accepting him as a
Citibank private banking customer. Further, Citibank did not filea
financial profile, or a financial background check, as part of due diligence.

sTestimony—The Citibank vp considered the know your customer policy
as ongoing and not just for the initial customer-acceptance phase. As such,
according to the testimony, the vp and other Citibank relationship
managers visited customers’ homes and businesses frequently—*10 to 12
times a year in their country”—to “know what's going on.” They discussed
prospective customers—including who referred them and what they did
for a living—with supervisors throughout the acceptance process, which
could take between 3 to 9 months.

Citibank’s Action—According to the Citibank representative, the Citibank
vP never visited Mr. Salinas’s place of business but may have visited his
home only after he had been accepted as a private banking customer.
Further, the division vP believed that the majority of Mr. Salinas's wealth
had resulted from the sale of a construction company yet knew no
specifics about the sale, including the name of the company or the price
paid for it.

sTestimony—Citibank’s vp acknowledged during the testimony that no
reporting requirements were needed regarding the amounts or source of
funds transferred by wire (as were needed for cash transfers of $10,000 or
more) because most identifying information—source bank, source
account, amount transferred, target account, and target bank—was
automatically recorded. Only ownership of the accounts was not included.
Citibank’s Action—However, the automatic recorded information
provided with the transferred Salinas funds did not contain identifying
information as to the source of the funds. Further, Citibank actions
regarding these wire transfers defeated one main purpose of know your
customer policy—to help financial institutions identify unusual or
suspicious transactions. This purpose included knowing a transaction’s
origin and destination. Indeed, Citibank’s action obscured almost all of
that automatic information:
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. Methodology

Our investigation took place between February and September 1998. We
were denied access to Citibank principals and Department of justice
investigative officials. However, we interviewed representatives of the 0cc
and the Federal Reserve System and designated representatives of
Citibank. We also interviewed representatives of the Swiss Federal Police,
including the Inspector iri charge of the ongoing Swiss investigation of the
money laundering and drug trafficking charges against Mr. and
Mrs. Salinas. We reviewed Citibank policies regarding private banking in
general. We also reviewed Citibank de ts pertaining directly to the
Salinas private banking ions. During di ions with us, Cittbank
New York's vp for Legal Affairs provided (1) information regarding key
points discussed in this report and (2) documentation to support certain

7 In subsequent di i Citibank New York officials
recanted a few of those points but provided no or convoluted supporting
documentation. In addition, we obtained and reviewed federal court
transeripts and documents regarding a money laundering prosecution

i toouri igation

P

As agreed with your office, unless you announce its contents earlier, we
plan no farther distribution of this report until 7 days after the date of this
letter. At that time, we will send copies of this report to interested
congressional committees, the Federal Reserve, and occ. We will also
make copies available to others upon request. If you have questions about
our investigation, please contact Assistant Director Ronald Malfi at

(202) 512-6722. Major contributors to this repori are listed in appendix I

Sincerely yours,

= O
Eljay B. Bowron

Assistant Comptroller General
for Special Investigations
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Major Contributors to This Report

Ronald D. Malfi, Assistant Director for Financial and General Investigations

Ofﬁce,Of S,pema‘l John J. Ryan, Senior Special Agent
. IIIVBStlgathIlS, M. Jane Hunt, Senior Communications Analyst
Washington, D.C.

Ofﬁ ce of the G en eral Barbara C. Coles, Senior Attorney
Counsel, Washington,
D.C.
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Madam Chairman and Members of the Subcommittee:

This statement provides the Subcommittee a synopsis of our 1998 investigation' of alleged
illegalities involving Raul Salinas de Gotari, brother of the former President of Mexico, Carlos
Salinas de Gotari, and a U.S. bank, Citibank. We conducted the investigation at the request of
your Subcommittee’s then Ranking Minority Member, the Honorable John Glenn, Mr. Salinas
had allegedly been involved in Jaundering money out of Mexico, through Citibank, to accounts in

Citibank affiliates in Switzerland and the United Kingdom.

Results in Brief

Mr. Salinas was able to transfer $90 million to $100 million between 1992 and 1994 by using a
private banking relationship formed by Citibank New York in 1992. The funds were transferred
through Citibank Mexico and Citibank New York to private banking investment accounts in

Citibank London and Citibank Switzerland.

Beginning in mid-1992, Citibank actions assisted Mr. Salinas with these transfers and effectively
disguised the funds' source and destination, thus breaking the funds' paper trail. Citibank

* setup an offshore private investment company named Trocca, to hold Mr. Salinas's assets,
through Cititrust (Cayman)® and investment accounts in Citibank London and Citibank

Switzerland;

* waived bank references for Mr. Salinas and did not prepare a financial profile on him or

request a waiver for the profile, as required by then Citibank know your customer policy;

! See Private Banking: Raul Salinas, Citibank, and Alleged Money Laundering (GAO/OSI-99-1, Oct. 30, 1998).

: Cititrust (Cayman) was an affiliate of Citicorp, located in the Cayman Islands. Citicorp is now known as Citigroup,
C.
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¢ facilitated Mrs. Salinas's use of another name to initiate fund transfers in Mexico; and

e had funds wired from Citibank Mexico to a Citibank New York concentration account—a
business account that commingles funds from various sources—before forwarding them to

Trocca's offshore Citibank investment accounts.

No U.S. documentation identified Mr. Salinas as Trocca's beneficial owner” or connected

Mr. Salinas to the Trocca funds transferred through Citibank Mexico and Citibank New York.

According to Citibank New York's Vice President (VP) for Legal Affairs, whom Citibank
designated as its representative to us, Citibank's actions violated only one aspect of the then
Citibank know your customer policy: Citibank should have prepared a financial profile (i.e., a
financial background check detailing the source of Mr. Salinas's funds) or waived the
requirement before accepting Mr. Salinas as a customer. By investigating his financial
background, Citibank could ha\;e verified the source of Mr. Salinas's wealth and transferred
funds.

Limited by the ongoing Department of Justice investigation, we could not determine whether
Citibank's actions violated law or regulation. (We determined that the case is still pending in the
Southern District of New York.) The Federal Reserve also did not comment on whether
Citibank's actions were violations because information available to it at the time we inquired
was insufficient for it to make a determination. However, on the basis of the detailé we
presented, the Office of the Comptroller of Currency (OCC) stated that the actions did not
violate civil aspects of the Bank Secrecy Act.* Further, private banking's know your customer

policies were then voluntary and not governed by law or regulation.

: An account's "beneficial owner" is the individual or group that controls the account.

* The Bank Secrecy Act is codified in 12 U.S.C. sections 1829b and 1951-59 and in 81 U.8.C. sections 5311-30.
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A comparison of Citibank actions and Citibank testimony in the 1994 money laundering trial
shows that the two were inconsistent concerning due diligence and know your customer,
practices in private banking. For example, Citibank's testimony implied a stricter adherence to

due diligence than actually occurred during the Salinas transactions.

Background

The provision of financial and related services to wealthy clients is broadly described as "private
banking." The Federal Reserve System and OCC are two regulators that examine’ banks and
private banking activities. With regard to possible money laundering, examiners determine
whether (1) banks comply with bank secrecy regulations and (2) the banks' compliance
programs include appropriate procedural guidelines for recording and reporting large currency
transactions and for detecting, preventing,® and reporting suspicious transactions related to

possible money laundering activities.

Regulators and most banks contacted during a previous GAO review” cited "know your
customer" policies as one of an institution's most important guidelines for detecting suspicious
activity. Such policies enable the institution to understand the kinds of transactions that a
particular customer is likely to engage in and to identify unusual or suspicious transactions. In
an effort to protect itself from risks associated with money Iaundering and other unlawful
activity, Citibank, as have other financial institutions, has implemented a know your customer
policy to ensure that the bank will have a reasonable level of information about a client at the

time of acceptance.

® See 12 C.F.R. sections 21.21 (OCC) and 208.14 (Federal Reserve) (1997).

¢ Under 18 U.S.C. 1956, banks have a Jegal obligation to prevent money laundering.

' Private Banking: Information on Private Banking and Its Vulnerability to Money Laundering (GAO/GGD-98-19R,
Oct. 30, 1997).
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Citibank Facilitated Salinas Funds Transfers

Citibank New York accepted Mr. Salinas as a private banking customer and created the shell
company Trocca through Cititrust (Cayman) to hold Mr. Salinas's assets. As part of Trocca,
Citibank created other shell companies and opened two investment accounts in Citibank London
and Citibank Switzerland. However, no official U.S. documentation clearly connected

Mr. Salinas to Trocca or the investment accounts. Disguising the origin and destination of the
funds, which broke the funds’ paper trail, was accomplished by, among other actions, the
depositing of the Mexican funds in a Citibank New York concentration account and

Mrs. Salinas's use of another name to initiate funds transfers in Mexico. (At the time of her
introduction to Citibank Mexico officials to begin the transfers, Mrs. Salinas had not yet married
Mr. Salinas. Although they were not married until the year after the transfers had begun, we
refer to her throughout this testimony as Mrs. Salinas.) After Mr. Salinas's March 1995 arrest in
Mexico, Citibank placed a watch on the Salinas accounts in Citibank New York and Trocca's
offshore investment accounts and prepared a financial profile that did not mention Trocca.
After Mrs. Salinas's November 1995 arrest in Switzerland, Citibank filed a criminal referral form®
with the U.S. Department of Justice but again divulged no information about Trocca or the

offshore accounts.

Citibank and Trocca

In or about May 1992, Mr. Salinas met with the Vice President, Mexican Division, International
Private Bank section of Citibank New York, to arrange a Citibank private banking relationship.
At that time, Citibank waived bank references for Mr. Salinas. It relied instead on the referral of
an existing client. In addition, Citibank did not follow its policy in that it did not prepare a
financial profile, or financial background check, on Mr. Salinas before accepting him.

Citibank, according to its representative, first opened a checking account at Citibank New York

in Mr. Salinas's name and then, through Cititrust (Cayman), activated a private investment

® The form has since been changed and is now known as the suspicious activity report.
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company named Trocca—a shell company—to hold Mr. Salinas's assets.” The company was set
up in the Cayman Islands, where all documentation connecting Mr. Salinas to Trocca was held

and whose laws protect the documentation's confidentiality.

To further insulate Mr. Salinas's connection to Trocca, Cititrust (Cayman) used three additional
shell companies to function as Trocca's board of directors—Madeline Investment SA, Donat
Investment SA, and Hitchcock Investment SA. Trocca's officer and principal shareholder was
another company formed by Cititrust (Cayman) named Tyler Ltd. Further, Confidas, a Cititrast
affiliate lIocated in Switzerland, acted as Trocca's manager and handled all administrative

requirements.

As part of Mr. Salinas's private banking relationship, Citibank New York opened two investment,
bank accounts for Trocca, one in Citibank London and one in Citibank Switzerland. According
to Citibank officials, Citibank London had no documentation or knowledge that Mr. Salinas was
Trocca's beneficial owner. We were informed that Citibank Switzerland had documentation of a
connection between Mr. Salinas and Troeca, which is required by and confidential under Swiss

bank secrecy law.

The Funds Transfer

To facilitate the periodic wire transfer of Salinas funds from Mexico to Citibank New York,
Citibank New York's Mexican Division VP introduced Mrs. Salinas, Patricia Paulina Rios
Castafion de Salinas, to officials of Citibank Mexico under the name Patricia Rios. The Citibank
representative initially told us that Mrs. Salinas's true identity and connection to Mr. Salinas was
disguised from Citibank Mexico officials reportedly because Mr. Salinas did not want to reveal
that he was moving large sums of money out of Mexico. The Citibank representative stated that

introducing Mrs. Salinas as Ms. Rios had not violated Citibank policy. Later, the representative

9As we noted in a previous report, Money Laundering: Regulatory Oversight of Offshore Private Banking Activities
(GAO/GGD-98-154, June 29, 1998), banking regulators have expressed some concern that such private investment
companies, among other offshore entities, may serve to camouflage money laundering and other illegal acts. This
may occur because these accounts are formed, among other reasons, t0 maintain clients' confidentiality and
anonymity.
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and another Citibank official recanted the position concerning Citibank Mexico's lack of

knowledge. The officials told us they had no documentaticn to support their new position.

Throughout the transactions, according to Citibank's representative, Mrs. Salinas withdrew
funds from what is believed to be at Jeast five Mexican banks® and had the bank checks made
payable to Citibank. After obtaining the bank checks and hand carrying them to Citibank
Mexico, she—using the name Ms. Rios and although she had no account there—had Citibank
Mexico convert the value of the bank checks from Mexican pesos to American dollars before it
wired the funds to Citibank New York. Documents supporting the transactions further
convoluted the paper trail, disguising the origin and destination of the funds and preventing

them from being traced to Mr. Salinas.

Citibank Mexico then wired the converted funds, at the direction of Citibank New York's
Mexican Division VP, to Citibank New York. The funds went into a concentration account—a
Citibank New York business deposit account that commingles funds of a number of bank

branches/affiliates and bank customers.

Citibank next wired the funds from the concentration account to the Trocca accounts in
Citibank London and Citibank Switzerland. The two offshore banks then invested the wired
funds as directed by Citibank New York and agreed to by Mr. Salinas. On occasion, however,
Mr. Salinas had direct contact, concerning his investments, with a private banker at Citibank

Switzerland where his confidentiality was ensured under Swiss bank secrecy laws. .

" Docummentation listed the Mexican banks as Bancomer, Somex, Banca Cremi, Banorte, and Banco Mexicano.
Aceording to knowledgeable sources, Mr. Salinas's accounts at these banks were under fictitious names.
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According to the Citibank representative, the funds wired through Citibank Mexico and Citibank
New York to Citibank London and Citibank Switzerland totaled between $90 million and $100
million. This Citibank official and others acknowledged that the fund transfers could have been
wired to the Salinas checking account in Citibank New York or directly to Citibank London or

Citibank Switzerland, thus retaining a paper trail.

The 1995 Salinas Arrests and Subsequent Account Actions

In late February 1995, according to Citibank's representative, Mr. Salinas was arrested and jailed
in Mexico for murder." At that time, rather than before accepting Mr. Salinas as a customer as
was Citibank policy, Citibank prepared a very brief financial profile on Mr. Salinas. The profile
cited no Citibank/Trocca accounts and no source of wealth other than a reference to an

unidentified construction business.

Upon reportedly learning in early March 1995 that the arrested Mr. Salinas was a Citibank
private banking customer, the Citibank representative, as Vice President for Legal Affairs, put a
watch on the Salinas Citibank New York accounts and Trocca's Citibank London and Citibank
Switzerland accounts. However, according to the Citibank representative, the Mexican Division
VP personally contacted Mrs. Salinas in Mexico in the summer of 1995, without the
representative's knowledge or consent, and advised her to move all funds associated with
Trocea out of Citibank. Mrs. Salinas was arrested in Switzerland in November 1995 for money

laundering and drug trafficking while attempting to withdraw funds from a Swiss bank.

After Mrs. Salinas's November 1995 arrest, according to the Citibank representative, Citibank
New York filed a criminal referral form with the U.S. Attorney's Office, Southern District of New
York, sending copies to the Federal Bureau of Investigation and the Drug Enforcement
Administration. However, the only Salinas accounts listed on the form were those in Citibank

New York. The form did not cite the existence of Trocea or the Trocca accounts in Citibank

" Subsequently, Mexican law enforcement officials also charged Mr. Salinas with money laundering and "illegal
enrichment." It has been reported that he was acquitted of one money laundering charge in May 1998 and that the
illegal enrichment charge was dropped. However, as of October 1898 when our report was published, he remained in
jail pending resolution of the murder charge. It was then unclear whether additional money laundering charges were
still pending.
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London or Citibank Switzerland, purportedly because no official U.S. documentation existed

although Citibank New York had facilitated the accounts' formation.

According to Citibank's representative, Citibank earned about $1.1 million in fees associated

with the Salinas/Trocca accounts.

Citibank Violation of One Aspect of Know Your Customer Policy

Most of the‘actions of Citibank New York's Mexican Division did not violate Citibank policy.
However, the one aspect of Citibank's know your customer policy that was violated—
preparation of a financial profile—could have assisted in verifying the source of Mr. Salinas's
wealth and transferred funds. Citibank policy was revised in 1997.

A Violation of Citibank Know Your Customer Policy

According to the Citibank representative, Citibank New York's Mexican Division believed that all
of Mr. Salinas's funds had been obtained legally, with a large portion resulting from the sale of a
construction company that he owned. However, Citibank reportedly knew no details about the
construction company including its name, who had purchased it, or the amount of money

generated by the sale.”

In addition, when opening Mr. Salinas's accounts, Citibank waived the requirement for two
references for him, including its most common reference source, i.e., bank references, which
could have contained such information as length of association with the account holder and size
of the Mexican accounts. When asked if bank references were an important part of Citibank
New York's know your customer policy, the Citibank representative stated that Citibank private
bankers had told him that bank references provided little value or information. We pointed out

that if bank references had been obtained and checked, Citibank could have established the

? According to the Citibank representative, Citibank New York's Mexican Division, International Private Bank section
failed Citibank's internal audits from 1996 to 1997. These failures occurred because of problems and deficiencies in
the Private Banking section's due diligence and know your customer practices. The Citibank representative was
unable to provide the results of internal audits conducted prior to 1996,
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value of assets Mr. Salinas possessed in those banks and a banking history of those assets, both

significant points for-determining future suspicious account activity including money laundering.

Current Citibank Policy

Citibank's know your customer policy has been revised since the Salinas accounts were opened.
As of September 1997, the policy contained more specific minimum standards of information for
accepting a new customer. However, at the time of our October 1998 report, any element of the

policy could still be waived for a new or existing customer.

Citibank's General Compliance With Laws and Regulations Was Undetermined

We could not determine whether Citibank's actions regarding Mr. Salinas's private banking -
relationship had violated then applicable laws and regulations. We were denied access to
Department of Justice officials involved in the then ongoing investigation of the Salinas/Citibank
relationship. We were also denied access to the principal Citibank officials involved with that

relationship, although Citibank designated bank officials to provide us with detailed information.

Comparison of Citibank’s Actions With a Citibank Official’s 1994 Testimony

The requested comparison of Citibank actions regarding Mr. Salinas and a Citibank official's
testimony in a 1994 money laundering case” illustrated that the two were inconsistent. Citibank
New York's actions did not reflect the importance that its Mexican Division VP placed on the

bank's due diligence/know your customer practices when testifying.

The head of Citibank New York's Mexican Division, International Private Bank section, who was
also involved in the Salinas matter, appeared as an expert witness for the government in the 1994
money laundering trial. In sworn testimony, the division VP explained the importance of due
diligence principles and Citibank's know your customer policy in accepting and working with

private banking customers.

¥ United States v. Giraldi, No. 93-CR-28-6 & 7 (S.D. Tx. 1994).
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However, Citibank actions regarding Mr. Salinas contrasted sharply with the VP's sworn _
testimony with concern to the importance of knowing the customer. For example, the Citibank ’
VP affirmed in sworn testimony that Citibank New York's international relationship managers
were to make an extensive effort to know their potential customers, as a way of protecting the
bank, before accepting them. It was "too risky not to . . . do the due diligence, not to know who
you're dealing with" before accepting a prospective customer's funds in a private banking
relationship. In contrast, Citibank made no attempt to investigate Mr. Salinas's background
before accepting him. Citibank was unable to confirm if the division VP had met Mr. Salinas
before accepting him as a Citibank private banking customer. Further, Citibank did not file a
financial proﬁle, or a financial background check, as part of due diligence.

Conclusions

At the time of our investigation, the Congress and the Federal Reserve recognized that financial
institutions could abuse voluntary policies with regard to potential money laundering. Further,
we determined in the Salinas scenario that Citibank's voluntary controls did not work. Citibank,
while viclating only one aspect of its then policies, facilitated a money-managing system that
disguised the origin, destination, and beneficial owner of the funds involved. We determined
that the Department of Justice investigation of the Salinas/Citibank relationship is still pending

in the Southern District of New York.

Contacts and Acknowledgement

For further information regarding this testimony, please contact Robert H. Hast or Ron Malfi at
(202) 512-6722. John Ryan made a key contribution to this testimony.
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Money Laundering: Observations on Private
Banking and Related Oversight of Selected
Offshore Jurisdictions

Ranking Minority Member Senator Levin and Members of the
Subcommittee:

This statement provides an overview of money laundering in relation to
private banking and highlights some regulatory issues related to the
vulnerability of selected offshore jurisdictions to money laundering.*
Specifically, this statement covers four areas:

regulators’ oversight of private banking in general,

regulators’ oversight of private banking in selected offshore jurisdictions,
barriers that have hampered regulators’ oversight of offshore banking, and
future challenges that confront regulators’ efforts to combat money
laundering in offshore jurisdictions.

Federal banking regulators have overseen private banking through
examinations that, among other things, focus on banks' “know your
customer” (KYC) policies. These policies enable banks to understand the
kinds of transactions a particular customer is likely to engage in and to
identify any unusual or suspicious transactions. Federal banking regulators
have examination procedures that cover private banking activities
conducted by banks operating in the United States. In cases that involve
private banking activities conducted by branches of U.S. banks operating
in offshore jurisdictions, examiners rely primarily on banks’ internal audit
functions. We found that the key barriers to U.S. regulators’ oversight of
offshore banking activities are secrecy laws that restrict access to banking
information or that prohibit on-site examinations of U.S. bank branches in
offshore jurisdictions. An important challenge that confronts efforts to
combat money laundering is the extent to which such secrecy laws will
continue to be barriers to U.S. and foreign regulators.

To address these areas, we reviewed the Federal Reserve’s and Office of
the Comptroller of the Currency’s (OCC) regulatory activity related to
private banking and reported our observations in June 1998.° At that time,

! For purposes of our review, we defined offshore private banking activities as including (1) private
banking activities carried out by banks operating in the United States that involve financial secrecy
Jurisdictions, such as establishing private banking accounts for offshore entities that maintain U.S.
accounts, and (2) private banking activities conducted by foreign branches of U.S. banks located in
these jurisdictions. The Internal Revenue Service has defined financial secrecy jurisdictions as
Jurisdictions having a low rate of tax or no tax, a certain level of banking or commercial secrecy, and
relatively simple requirements for licensing and regulating banks and other business entities.
Examples of such jurisdictions include the Cayman Islands and the Channel Islands. This statement
uses the term “offshore jurisdictions” to refer to financial secrecy jurisdictions.

Oversight of Offshore Private Banking Activities (GAO/GGD-98-154,

* Money Laund,
June 29, 1998).
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we reviewed examination manuals, relevant agency documents, and
examination reports that addressed banks’ anti-money-laundering efforts
related to their private banking activities. We also interviewed U.S.
banking regulators, law enforcement authorities, and representatives of
bank trade associations; conducted a limited survey of banks; and spoke
with officials from key offshore jurisdictions, international bank
supervisory groups, and international anti-money-laundering task forces.
Recently, we updated some of our work and recontacted the Federal
Reserve, OCC, the State Department, and Treasury’s Financial Crimes
Enforcement Network. We also spoke with the Offshore Group of Banking
Supervisors and three international groups established to combat money
laundering.’ This update was focused on the 9 offshore jurisdictions we
had previously reviewed and 11 jurisdictions added at your request.’ The
information on foreign laws and policies in this report does not reflect our
independent legal analysis but is based on interviews and secondary
sources.

Private Banking Has
Drawn Attention

Private banking has been broadly defined as financial and related services
provided to wealthy clients.’ It is difficult to measure precisely how
extensive private banking is in the United States, partly because the area
has not been clearly defined and partly because financial institutions do
not consistently capture or publicly report information on their private
banking activities. We do know, however, that domestic and foreign banks
operating in the United States have been increasing their private banking
activities and their reliance on income from private banking. The target
market for private banking—individuals with high net worth—is also
growing and becoming more sophisticated with regard to their product
preferences and risk appetites. .

During the past few years, private banking has become a focus of law
enforcement and regulatory attention as a number of high-profile cases
have come to light involving private bankers and money laundering. A
notable example is the American Express case that resulted in the
conviction of two private bankers for money laundering and the iraposition

“ The international groups we recontacted were the Financial Action Task Force, the Caribbean
Financial Action Task Force, and the Gouncil of Europe Select Committee on Money Laundering.

*The original jurisdictions we reviewed were the Baharnas, Bahrain, Cayman Islands, Channel Islands,
Hong Kong, Luzembourg, Panama, Singapore, and Switzerland. The 11 jurisdictions added to our
review were Anguilla, Antigua and Barbuda, Barbados, Liechtenstein, Montserrat, Nauru, Netherlands
Antilles, Russia, St. Vincent and the Grenadines, Turks and Caicos, and Vanuatu,

® Such financial and related services include a wide array of products and services that extend from

basic banking products such as loans to investment counseling services and more sophisticated
products such as risk management products, including derivatives.
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of the largest monetary penalty ever imposed on a bank in a money
laundering-related case.’ More recent investigations of private bankers at
Citibank and BankBoston continue to keep private banking in the forefront
of public attention. Such cases, which can involve the illicit transfer of
millions of dollars, underscore the crucial importance of private banking
and its potential vulnerability to money laundering.

Regulatory Efforts to
Oversee Private
Banking Activities

Federal banking regulators may review banks’ efforts to prevent or detect
money laundering in their private banking activities during examinations,’
including recent examinations focused on their private banking activities.
During these examinations, regutators focus on a bank’s compliance
program; internal controls; and, in particular, on its KYC policies.
Regulators instruct their examiners to determine whether banks have
implemented sound KYC policies in general and to ensure that these
policies extend to their private banking activities. Until recently, U.S.
regulators were attempting to incorporate KYC requirements as uniform
regulations. However, the proposed KYC regulation, which was published
for comment in December 1998, was met with an overwhelming public
response that raised concerns about the government's scrutiny of
personal banking accounts. In the face of these concerns, U.S. regulators
have since withdrawn the proposed regulations. Nevertheless, regulators
we interviewed for this statement told us that, during the course of
examinations, they continue to verify that banks have prudent banking
policies, including KYC policies, that ensure compliance with the Bank
Secrecy Act.

Although regulatory efforts to establish uniform KYC requirements have
stopped, Congress continues to look for ways to reinforce current anti-
money-laundering laws and, more specifically, to promote due diligence in
customer banking relationships. For example, the Chairman of the House
Committee on Banking and Financial Services recently introduced
legislation that would, among other things, require financial institutions
that open or maintain a U.S. account for a non-publicly-traded foreign
entity to maintain a record of identity for each beneficial owner of the
account. The legislation would also prohibit U.S. depository institutions
from maintaining banking relationships with banks that are not licensed to
provide services in their home countries.

¢ American Express Bank jonal paid over $35 million in forfeifures, fines, and civil penalties,
but was not charged with a criminal offense.

7 Such examinations include compliance or Bank Secrecy Act examinations and safety and soundness
examinations.
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Federal Banking Regulators
Focus on Private Banking

The growing importance of private banking over the last several years led
the Federal Reserve Bank of New York (FRBNY) to undertake a special
initiative focusing on private banking that disclosed a number of key
weaknesses in selected institutions’ internal controls for detecting or
preventing money laundering. In 1996 and 1997, FRBNY attempted to
review private banking activities at about 40 domestic and foreign banking
institutions in the New York district. During the course of these reviews,
examiners focused on assessing each bank’s ability to recognize and
manage money laundering risks associated with inadequate knowledge of
its clients’ personal and business backgrounds, their sources of wealth,
and their use of their private banking accounts.’

FRBNY officials explained to us that most of the banks reviewed had
adequate anti-money-laundering programs for their private banking
activities, although a few were antiquated and vulnerable to money
laundering. Deficienciés identified in the private banking area primarily
involved poor internal controls, such as insufficient documentation and
inadequaté due diligence standards.’ In a systemwide study conducted
during 1998, the Federal Reserve d the risk mar 1t practices
at seven banks with private banking activities. The study found that
internal controls and oversight practices over private banking activities
were generally strong at banks that focused on high-end domestic clients,
while similar controls and oversight practices were seriously weak at
banks that focused on higher risk Latin American and Caribbean clients.

In the latter part of 1997, the Office of the Comptroller of the Currency
began targeting national banks’ private banking activities based on law
enforcement leads or on the bank activities meeting QCC'’s high-risk
criteria. A primary focus of these reviews has been the banks’
implementation of sound XYC policies and procedures. In these reviews,
OCC targeted 10 high risk national banks for expanded Bank Secrecy Act
examinations, three of which focused on the banks’ private banking
activities. OCC found that only one bank had diligently developed
processes to manage the risks associated with anti-money-laundering and
KYC issues, while the anti-money-laundering processes of the remaining
two banks were classified as weak or needing improvement.

* Such risks include reputational and legal risks.
* Due diligence in private banking generally refers to verifying the client’s identity, determining the

client’s source of wealth, reviewing the client’s credit and character, and understanding the type of
transactions the client will typically conduct.
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Regulatory Efforts to
Oversee Offshore
Private Banking
Activities

A second major area for our work was regulatory efforts to oversee
offshore private banking activities, including the types of procedures
regulators use and the deficiencies they have identified during
examinations. Federal banking regulators and law enforcement officials
have raised concerns about offshore private banking activities and their
potential to be the private banking “soft spot” for money laundering.

Offshore Private Banking
Accounts

Although banking regulators believe that customers generally use offshore
entities to establish or maintain private banking accounts for legitimate
reasons, they are concerned that this practice may also serve to
camouflage money laundering and other illegal acts. Offshore entities,
including private investment companies™ and offshore trusts, provide
customers with a high degree of confidentiality and anonymity while
offering such other benefits as tax advantages, limited legal liability, and
ease of transfer. Detecting or preventing money laundering by offshore
entities can pose special difficulties because documentation identifying the
individual or group that controls these offshore entities and their U.S.
private banking accounts (referred to as their “beneficial owners”) is
frequently maintained in the offshore jurisdiction rather than in the United
States.

Regulators recognize that the use of offshore entities to establish or
maintain U.S. private banking accounts tends to obscure the account
holders’ true identities. Consequently, they instruct their examiners to look
for specific KYC procedures that enable banks to identify and profile the
beneficial owners of these offshore entities. In the course of examinations,
examiners may test the adequacy of beneficial-owner documentation
maintained in the United States. At the time of our earlier review in 1998,
with the exception of FRBNY, we found no evidence that examiners had
attempted to examine the documentation that banks maintain in offshore
secrecy jurisdictions.

During examinations conducted under FRBNY's private banking initiative,
examiners sought to review beneficial owner documentation regardless of
where it was maintained. Because this was the Federal Reserve’s first
focused review of private banking activities, officials believed that it was
particularly important to verify whether banks had the ability to identify
and profile the beneficial owners of offshore entities that maintained U.S.
private banking accounts. A senior FRBNY examiner explained that it was

* Private i ies are “shell” i d in financial secrecy jurisdictions,
formed to hold client assets, to maintain clients’ confidentiality, and to carry out various tax- or trust-
related intentions.
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" also a way to induce banks to develop or improve their systems for

maintaining appropriately detailed information on the beneficial owners of
offshore entities that maintain U.S. accounts.

Other Federal Reserve and OCC examiners we contacted in 1998
expressed different views about accessing such documentation during
examinations. Some examiners, for example, said that they do not see a
need to examine offshore documents if they are confident about the bank’s
commitment to combating money laundering. Since that time, according
to a Federal Reserve official, its examiners have routinely attempted to
examine documents maintained in offshore jurisdictions.

Private Banking Activities
by Offshore Branches of
U.S. Banks

Offshore branches are extensions of U.S. banks and are subject to
supervision by U.S. regulators, primarily the Federal Reserve or OCC," as
well as host countries. However, such branches are generally not subject
to this country’s Bank Secrecy Act. For this reason, U.S. banking
regulators do not attempt to determine whether offshore branches are in
compliance with specific anti-money-laundering provisions contained in
the Bank Secrecy Act, such as the one requiring that suspicious
transactions be reported to U.S. authorities. Instead of monitoring formal
compliance, U.S. banking regulators try to identify what efforts the
branches are making to combat money laundering and to determine
whether the banks’ corporate KYC policies are being applied to activities,
such as private banking activities, that the offshore branches may engage
in.

Although examiners are able to review the written policies and procedures
being used in these branches, they must rely primarily on the banks’
internal audit functions to verify that the procedures are actually being
implemented in offshore branches where U.S. regulators may be precluded
from conducting on-site examinations. They may also rely on external
audits, but are less prone to do so because external audits tend to focus on
financial, rather than anti-money-laundering, issues.

Identified Deficiencies and
Status of Corrective Actions

We found in our review of examinations conducted by FRBNY that the
most common deficiency relating to offshore private banking was a lack of
documentation on the beneficial owners of private investment companies
and other offshore entities that maintain U.S. accounts. While there is no
requirement that banks retain documentation in the United States on the

"'The Federal Deposit Insurance Corporation does not routinely conduct overseas exarvinations,
because the foreign offices of banks under its direct supervision are primarily offshore shell branches
or otherwise represent relatively small operations in terms of their asset size.
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beneficial owners of these offshore entities, maintaining such information
in clients’ U.S. files, or having the ability to bring it on-shore in a
reasonable amount of time, promotes sound private banking practices,
according to the Federal Reserve.

Our review in 1998 of FRBNY and OCC examinations found that examiners
identified a number of general private banking deficiencies that also
pertained to the banks’ offshore private banking activities. Two such
deficiencies were inadequate client profiles and weak management
information systems. For example, examiners found that some banks’
client profiles contained little or no documentation on the client’s
background, source of wealth, or expected account activity, or on client
contacts and visits by bank representatives. Examiners also found that
some banks’ management information systers did not track client activity
or did not allow bankers to systematically examine all accounts related to
a given client. Both of these deficiencies make it difficult for banks to
monitor clients’ accounts for unusual or suspicious activity, according to
the banking regulators.

At the time of our review in 1998, we noted that most banks with
deficiencies identified during FRBNY's private banking initiative had
started to take corrective actions to address these deficiencies. For
example, during follow-up examinations, examiners found that banks had
started to make progress on improving client profiles.

Bankers’ Concerns About
Uneven Regulatory
Oversight

Some bank officials we interviewed during this assignment expressed
concerns that securities brokers and dealers are not subject to the same
regulations covering suspicious activity reports or to the same regulatory
reviews of KYC policies that banks are subject to. They indicated that this
inconsistency creates an “uneven playing field” that they felt was unfair,
particularly since brokers and dealers are engaged in private banking
activities similar to those of the banks themselves. Officials from the
Securities and Exchange Commission and Treasury’s Financial Crimes
Enforcement Network have indicated that they have been working
together since 1997 to develop regulations for brokers and dealers
regarding suspicious activity reports. As of October 1999, however, such
regulations had not yet been issued.
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Offshore Jurisdictions’
Bank Secrecy Laws
Represent Key Barriers
to U.S. Regulators’
Oversight of Offshore
Banking Activities

The third major area for our work was barriers to regulators’ efforts to
oversee offshore banking activities in general. We found that secrecy laws
in many offshore jurisdictions represent key barriers to U.S. oversight of
offshore banking activities. According to U.S. and international agencies
and organizations, all of the 20 offshore jurisdictions we reviewed have
secrecy laws that protect the privacy of individual account owners, and 16
of them impose criminal sanctions for breaking those laws. While secrecy
laws are intended to preserve the privacy of bank customers, they also
restrict U.S. regulators from accessing individual account information and
often prevent regulators from conducting on-site examinations at U.S.
bank branches in offshore jurisdictions.

In our earlier work in 1998, we reviewed nine jurisdictions in depth
because of their private banking activities. Updated information on these
nine jurisdictions showed that five would allow U.S. regulators to conduct
on-site examinations of banking institutions in their jurisdictions and that
only two of these five would provide some access to individual bank
account information. Each of the jurisdictions had secrecy laws to protect
the privacy of individual account owners. However, some jurisdictions
provided for an exception to their secrecy laws when criminal
investigations were involved. We were told that these jurisdictions had
established judicial processes through which U.S. and other foreign law
enforcement officials could obtain access to individual bank account or
customer information. However, U.S. law enforcement officials we
contacted expressed concerns about the difficulty they have in obtaining
information from offshore secrecy jurisdictions, including those with
established judicial processes. They noted, for example, that it can take an
inordinate amount of time to obtain information requested through mutual
legal assistance treaties.”

None of the 11 jurisdictions added to our list allowed U.S. regulators to
access individual customer information or to conduct on-site
examinations. However, according to regulators, U.S. banks had little
banking activity in these jurisdictions, and regulators had not attempted to
access individual account information or conduct examinations in these
jurisdictions, with one exception: Russia has been asked by the Federal
Reserve whether on-site examinations can be conducted. According to a
State Department report, there has been some level of cooperation and
progress in integrating Russian monitoring and enforcement into

' Mutual legal assistance treaties are bilateral agreements that the United States has entered into with
other fes to enhance i i ion in crimiral matters, including those involving
money laundering.
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international anti-money-laundering efforts.” However, the report notes
that (1) 2 more aggressive legislative approach is needed to address the
conditions that encourage a destabilizing level of capital flight and money
laundering, and (2) Russia supervises its banks poorly. Details on the 20
Jjurisdictions are presented in attachment I.

Limitations Hamper U.S.
Efforts to Work Around
Barriers

U.S. banking regulators are attempting to work around barriers created by
offshore secrecy laws, but limitations hamper their efforts. For example, a
limitation in some jurisdictions is that since regulators have been
precluded from conducting on-site examinations, they rely primarily on
banks’ internal audits to determine how well KYC policies and procedures
are being applied to offshore branches of U.S. banks. Our 1998 review of
examination reports, however, found several instances in which examiners
noted that the bank’s internal audit of the offshore branch inadequately
covered KYC issues pertaining to its private banking activities at these
branches.

Regulators’ reliance on internal audits for overseeing offshore branches is
also impeded by their inability to review banks’ internal audit workpapers
in some offshore jurisdictions that require that such workpapers be kept in
the jurisdiction. Examiners explained that, without access to supporting
audit workpapers, it is difficult to verify that audit programs were followed
and to assess the general quality of internal audits of offshore branches.
Also, without access to bank documents or internal audit workpapers, it is
difficult to explain to bank management the basis for regulatory concerns
about particular activities conducted in their offshore branches.

Offshore Jurisdictions’
Activities to Combat Money
Laundering

All but 1 of the 20 offshore jurisdictions we reviewed were engaged in
some type of anti-money-laundering activities. Twelve of the 20
jurisdictions were members of either the Basle Committee on Banking
Supervision or the Offshore Group of Banking Supervisors, two
international groups formed to foster cooperation among banking
supervisory authorities. Both of these groups place special emphasis on
the on-site monitoring of banks to ensure, for example, that they have
effective KYC policies. Sixteen of the 20 offshore jurisdictions were also
members of the Financial Action Task Force, the Caribbean Financial
Action Task Force, or the Council of Europe Select Committee on Money
Laundering, three international task forces created to develop and
promote anti-money-laundering policies. (See attachment IL)

“ nternational Narcotics Controf Strategy Report, 1998, U.S. Department of State (Washington, D.C.
February 1999).
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Membership in any of these three task forces implies that the jurisdiction
has stated its intention to work towards the task force’s principles and
recommendations, including those related to establishing KYC policies and
policies on reporting suspicious transactions. It is important to point out
that membership in these task forces does not necessarily mean that these
principles and recommendations are adequately being followed by the
jurisdiction’s financial institutions or monitored by its government
authorities. The State Department’s International Narcotics Control
Strategy Report (INCSR) for 1998, for one, identifies 11 of the 20 offshore
jurisdictions as having weak or nonexistent regulatory supervisory
structures. Attachment III provides information on the 20 jurisdictions’
anti-money-laundering practices and the State Department's classification
of the extent to which the jurisdictions may be vulnerable to money
laundering,

Future Challenges That
Confront Efforts to
Combat Money
Laundering

Several challenging questions confront U.S. policymakers and others
involved in ongoing domestic and international efforts to combat money
laundering through offshore banking activities. A number of these
questions are specific to offshore private banking activities of banks and
offshore banking in general. Despite the recent anti-money-laundering
activities of some key offshore jurisdictions, one central question is
whether secrecy laws will continue to represent barriers to U.S. and other
foreign regulators. A number of related questions follow from this
question. For example, do the offshore jurisdictions that have enacted new
money laundering laws have the regulatory infrastructure and adequate
regulatory and law enforcement personnel to enforce the new laws?

Another key question with important implications is how effective are the
efforts of international task forces and supervisory groups to combat
money laundering, A related question is what needs to be done to ensure
that offshore jurisdictions give sufficient emphasis to preventing and
detecting money laundering. An equally important, if narrower, question
that grows out of the GAQO work described here is what needs to be done
to ensure that offshore jurisdictions allow the U.S. and other foreign
governments adequate access to information needed for supervisory and
law enforcement purposes.
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Other questions remain, related to the domestic oversight of banking and
money laundering-—especially with regard to the adequacy of current
examination procedures, including knowing your customer. The National
Money Laundering Strategy for 1999 marks a new stage in the
government's fight against money laundering. A major goal is to enhance
regulatory oversight while making it cost-effective, with measurable
results. We believe such a goal is worth achieving.
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Extent of U.S. Regulatory Access to Bank
Information in Offshore Jurisdictions

U.S. law enforcement and
Jurisdiction has bank U.S. regulators allowed U.S. regulators allowed 1o judicial authorities allowed

secrecy laws that include access to individual conduct on-site access to in ual
criminal sanctions customer information examinations information
Jurisdiction Yes No Yes No Yes No Yes® No
Nine initial
Bahamas X X X X
Bahrain X X X X
Cayman Islands X X X X
Channel Islands X X X X
Hong Kong X X X v
Luxembourg X X X ¥
Panama X X X X
Singapore X Some® x° X
Switzerland X x° X X
Eleven additional
jurisdictions
Anguilla X X X X
Antigua & Barbuda X X X X
Barbados X X X T
Liechtenstein x X X X
Monsterrat X X X X
Naury x X X X
Netherlands Antilles X X X X
Russia x x X' X
St. Vincent & the
Grenadines X X X T
Turks & Caicos X X x X
Vanuatu X X X . X

“An “<" in this column indicates that the jurisdiction has a mutual legat assistance treaty in force with
the United States and that it allows access to individual account information if a formal eriminal
investigation is under way. An “r"in this column indicates that an agreement has been signed with
the United States but has not been ratified.

*Criminal sanctions exist for unauthorized disclosures, but “safe harbor” is provided for specific
authorized disclosures to certain entities.

Examiners can review customer records regarding bank assets, but not liabilities.

“Singapore allows fimited-scope examinations.

°A process exists that allows foreign supervisors to request this type of information; however, in
regulators’ experience, customer information is rarely provided.

‘Russia has been asked by the Federal Reserve whether on-site examinations can be conducted in
that country.

Source: U.S. Department of State, Financial Crimes Enforcement Network (FinCEN), the Federal
Reserve, OCC, Financial Action Task Force (FATF), Caribbean Financial Action Task Force (CFATF),
Offshore Group of Banking Supervisors, and Council of Europe Select Committee on Money
Laundering.
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Membership in International Supervisory
Groups or Anti-Money-Laundering Task
Forces

Council of
Basle Caribbean Europe Select
Committee on.  Offshore Group  Financial Action Financial Action  Asia/Pacific Committee on
Banking of Banking Task Force Task Force Group on Money Money
Jurisdicti Supervision Supetvisors (FATF) (CFATF) Laundering” Laundetring
Nine initial
jurisdictions
Bahamas X X
Bahrain x °
Cayman islands X X
Channel Islands X
‘Hong Kong X X X
Luxembourg X X
Panama X X
Singapore X X X
Switzerland X x X
Eleven additional
Anguilla X
Antigua & Barbuda X
Barbados X X
Liechtenstein X
Montserrat X
Nauru
Netherlands Antilles X . X X
-Russia X
St. Vincent &
the Grenadines N X
Turks & Caicos X
Vanuaty X X
*“The Asia/Pacific Group was created to establish ion in ing money ing in the
Asia/Pacific region and to develop principles for ication of the FATF 40 i

“Bahrain is not a member country of FATF It is, however, a member of the Guif Cooperation Council,
one of two regional organizations that are members of FATF.

“Netherlands Antilles is a part of the Netherlands and is associated with FATF through the
Netherlands‘ membership.

Source: International Narcotics Control Strategy Report, 1998, Bureau for international Narcotics and
Law Enforcerment Affairs, U.S. Department of State; FATF; CFATF; Offshore Group of Banking
Supervisors; and Council of Europe Select Committee on Money Laundering.

Page 13 GAO/T-GGD-00-32
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Anti-Money-Laundering Regulatory
Framework in Selected Offshore Jurisdictions

Has money Does the Does the Does the
il jurisdicti jurisdicti jurisdiction have Does INCSR describe
been have KYC require banks  corporate secrecy  supervisory
criminalized policies or to report laws that include  structure of the What is the INCSR
in the ideli for ici imil jurisdiction as weak  classification for
urisdiction? banks? transactions? _sanctions?’ or nonexistent? the jurisdiction?”
Jurisdiction Yes No Yes No Yes No Yes No Yes No JPC JOC OJdM
Nine initiat
jurisdictions
Bahamas x x X X x X
Bahrain X X X X x X
Cayman
Islands X X X X X x
Channel
Islands® X X X X x X
Hong Kong X X X X X X
Luxembourg X X X X X X
Panama X X X x x X
Singapore X X X X X X
Switzerland X X X x X X
Eleven
additional
Anguilla X X x X X X
Antigua &
Barbuda X X X X X X
‘Barbados X X X X X X
Liechtenstein X X X x X X
Montserrat X X X X X X
Naury X X X X x X
Netherlands .
Antilles X X X X X X
Russia X X X X X X
St. Vincent &
the Grenadines X X X X x X
Turks & Calcos  x X X X X X
Vanuatu X X X X X X

*For the purpese of this inquiry, the term "corporate secrecy laws” refers to any law that shields the
identities of officers and directors of private entities and serves to either prohibit or restrict foreign

govemnment agencies from accessing such informatien.

*The Intemational Narcotics Control Strateqy Report assigns priorities to jurisdictions using a
classification system consisting of three categories, titled Jurisdictions of Primary Concern (JPC),
Jurisdictions of Concem {JOC), and Other Jurisdictions Monitored (CJM). This prioritization process

draws upon a number of factors that indicate, among other things, the
may be vulnerabie to money laundering.
“Criminal ions exist for

authorized disclosures to certain entities.

“Criminal sanctions exist for ur i i but i
the Mutuat Legal Assistance Treaty.

Page 14

36

extent to which the jurisdiction

but "safe harbor" is provided for specific,

is exchanged under terms of

GAOM-GGD-00-32
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Attachment IIT
Anti-Money-L i ¥ F in Offshore

°Information is for Guemsey, one of four isfands known as the Channel islands.

Source: U.S. Department of State, FInCEN, FATF, CFATF, Offshore Group of Banking Supervisors,
and Council of Europe Select Committee on Money Laundeting.
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November 9, 1999

Written Statement for the Record

TREASURY DEPUTY SECRETARY STYJART E. EIZENSTAT
PERMANENT SUBCOMMITEE ON INVESTIGATIONS
SENATE COMMITTEE ON GOVERNMENTAL AFFAIRS

I Introduction

Madam Chairman, Ranking Member Levin, Members of the Subcommittee, I welcome this
opportunity to submit this statement on money laundering and corruption issues. Your hearing
on money laundering and private banking represents the culmination of a great deal of work by
you and your staff over the past year. As I understand it, you will be hearing from a range of
witnesses over the course of this hearing, concerning a number of specific matters aileging the
abuse of private banking relationships by apparently corrupt foreign officials seeking to conceal
their ill-gotten gains. Thus you have focused your efforts on the intersection of high-level
government corruption and money laundering. Both of these issues present crucial law
enforcement and regulatory challenges, and both raise significant foreign policy and national
security implications.

Let me say at the outset that safeguarding the integrity of American and international financial
institutions is an absolute priority for this Administration. Accordingly, as described below, the
Treasury Department is engaged at many levels in the fight against corruption and money
laundering. This engagement is reflected by our ongoing regulatory and enforcement initiatives
to prevent, detect, and prosecute money laundering; our promotion of reforms in international
financial institutions® lending programs; and our work with our G-7 colleagues and others to
reform the global financial architecture.

In addition to these ongoing efforts, I am co-chairing with Deputy Attomey General Eric Holder
an interagency task force to implement the National Money Laundering Strategy recently
amnounced by Secretary of the Treasury Summers and Aftorney General Reno. As we move to
implement the Strategy, we are lodking to learn new lessons, and to devise new policies to
respond to changing circumstances. Accordingly, the Treasury Department has supported your
investigative efforts over the past year, and we are very much looking forward to the public
discussion of the results of those efforts in this hearing.

LS-223
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My statement covers two topics: corruption, money laundering, and private banking; and the
Administration’s new National Money Laundering Strategy. As described below, we believe
that private banking relationships are important, and we recognize that high net worth individuals
have special banking needs. But we also recognize that private banking is particularly
vulnerable to abuse by money launderers. A number of specific action items called for by the
National Money Laundering Strategy — including, for example, a 90 day review of guidance to
enhance bank scrutiny of potentially high risk accounts and the enhanced use of information
processing technologies to uncover patterns of unlawful transactions from the data already
collected -- address the subjects you are exploring in this hearing. I assure you that, as we move
forward on those and other items, we will pay particular attention to addressing the
vulnerabilities posed by the private banking business.

1. Corruption, Money Laundering, and Private Banking

First, I want to reiterate the reasons that this Administration has placed a high priority on fighting
both corruption and money laundering. These issues are important domestically and
internationally, and they are closely related to one another. Both public corruption and money
laundering taint financial institutions and erode public trust in their integrity. In their extremes,
public corruption and money laundering can undermine democratic institutions, and
representative governments. Money laundering may be thought of as a corrupting influence on
financial institutions and governments. In this age of rapidly advancing technology and
globalization, public corruption and money laundering can affect trade flows and ultimately
undermine financial stability. For this reason, both are ultimately matters of national security for
the United States. -

Public Corruption. These points were illustrated in hearings held by the House Banking and
Financial Services Committee in September concerning allegations of crime and corruption in
Russia and the alleged infiltration of Western financial instifutions. Recent press accounts
alleging public corruption by Russian officials dramatically illustrate these points.
Unfortunately, the type of allegations addressed in the House hearings are not isolated to any one
country. Large-scale corruption by high-ranking government officials has undermined the
economic and social stability of a number of countries around the world. Systematic, unchecked
depletion of assets by top government leaders diverts scarce resources from many of the world’s
poorest countries, and has crippled some of the most promising economies in the developing
world, such as the former Zaire and Nigeria.

One of the principal obstacles we face in combating public corruption is the historical acceptance
in the international business community of corrupt behavior by government officials. We tend to
forget — since the United States enacted the Foreign Corrupt Practices Act over twenty years ago
(which I helped draft for the Carter Administration) — that an international consensus about the
dangers of public corruption is only just now forming. In some countries, for example, pending
their full implementation of the OECD Anti-Bribéry Convention, it is still possible for
corporations to deduct foreign bribes on their tax returns. Although we generally understand
what we mean by the term “public corruption,” our understanding is by no means universally
accepted. Thanks to the work of non-governmental organizations such as Transparency
International, corruption issues have become more a subject of public discussion.
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We have made significant progress in recent years. For example, it has now been nearly two
years since the members of the Organization for Economic Cooperation and Development
(OECD) concluded the OECD Anti-Bribery Convention, and the Vice President hosted a
ground-breaking Anti-Corruption conference in February 1999. Since then, we have pressed,
and will continue to press, for the complete ratification and implementation of the OECD
Convention by all signatories. We hosted a U.S. — Africa Ministerial Conference with over 40
African pations, at which combating corruption was a central item on the agenda. I have worked
with the Global Coalition for Africa, in which some dozen African countries have adopted
comprehensive anti-corruption principles. In addition, the United States is working with its G-7
partners and others to coordinate anti-corruption efforts and assistance and to complete a WTO
agreement on transparency in government procurement. We also are exploring the best ways to
identify, block, and seize illicit funds gained through public corruption as well as other criminal
acts. )

There has been considerable progress over the past year or so within the international financial
institutions. The International Monetary Fund (IMF) has developed a code of fiscal
transparency, and has consistently supported open and transparent markets, price decontrol, and
trade liberalization, each of which will reduce the opportunity for bribery and corruption. In
specific programs with Thailand; Korea, and Indonesia, the IMF has insisted on full audits and
has even suspended funding in response to substantial accusations of corruption. Both the IMF
and the World Bank suspended assistance to Kenya because of pervasive corruption.

The World Bank is paying increased attention to the problems of corruption in its member
countries. The Bank has developed programs to combat corruption problems in individual
countries, initiatives to enhance transparency and accountability in public finances, and
approaches to strengthen public institutions and the rule of law with regard to investment and
property. The Bank has also developed new methodologies and techniques for analysis of the
nature and extent of corruption in specific countries. These issues were the focus of attention at
the international meetings of the IMF and World Bank in Washington in September.

Money Laundering. In many respects, our efforts to fight money laundering have progressed
much further. Money laundering has been a separately punishable federal crime in the United
States only since 1986, and our enforcement agencies vigorously investigate and prosecute
violations. We also have had in place since the early 1970s — through the Bank Secrecy Act and
its implementing regulations — a relatively well developed regulatory structure. This structure
ensures that records are maintained and reports are filed that can be of use to investigators
pursuing money laundering, tax evasion, and other financial crimes. Our regulatory regime is
generally consistent with structures in place in many other countries around the world, thanks
primarily to the efforts of the Financial Action Task Force (FATF) and other international bodies
to push implementation of the FATF 40 Recommendations. Treasury’s Financial Crimes
Enforcement Network (FinCEN) has capably led the Treasury’s efforts to coordinate and
implement these efforts. But much work remains to be done.

In September, the Treasury and the Justice Departments released the first comprehensive
National Money Laundering Strategy. The Strategy sets forth a broad-based domestic and
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international program to combat money laundering. As discussed more fully below, several of
the action items are directed against the type of criminal activity that the Subcommittee has been
investigating over the past year. The Strategy — as well as the testimony you will receive from
officials representing the Office of the Comptroller of the Currency and the Board of Governors
of the Federal Reserve System — demonstrates that we have been working on these issues for
some time. The Strategy also demonstrates that we are taking concrete steps to address them.

Private Banking. The regulation and oversight of private banking — that is, the provision of
financial services to high net worth individuals — bring together the issues of corruption and
money laundering. The private banking business has long been recognized as having the
potential to be particularly vulnerable to abuse by money launderers. GAO reports from June
and October 1998 explored a range of issues relating to regulatory oversight of offshore private
banking activities arising out of the allegations that Raul Salinas used Citibank’s private banking
services as a conduit to launder funds. As described below, issues raised by the private banking
business will figure prominently in our implementation of a number of the priority action items
called for in our National Money Laundering Strategy.

The bank supervisory agencies have already taken a number of steps, which I am sure you will
hear about in some detail from other witnesses. The Treasury’s Office of the Comptroller of the
Currency (OCC), for example, has created a special group in its headquarters to focus on money
laundering controls, and has moved to revise its bank examination procedures. The OCC has
also instituted novel procedures — using the artificial intelligence capabilities of FinCEN and
other internal lead-generating methods — to proactively identify institutions that pose particular
money laundering risks. Over the past year, the OCC has conducted over ten targeted
examinations of such institutions, using specially trained examiners. The OCC also responds to
external notification — from law enforcement or other sources — with its specialized money
laundering examination teams. Finally, the OCC has begun a general review of its examination
procedures.

One theme that underlies these efforts — and the efforts of other bank regulators, notably the
Federal Reserve Board - is the need for banks involved in private banking to put in place
appropriate policies and procedures in order to meet their obligations to investigate and report, if
necessary, suspicious private banking activity. As we continue to work on this issue, we must
strike the correct balance between protective regulations and the promotion of competitive
commercial activity, and between customers’ legitimate right to financial privacy and the need
for government to be able to pierce the veil of secrecy to pursue criminals.

For all of these reasons, we welcome these hearings, and applaud the work that you and your
staff have done to uncover particular problems and to frame them in a way that will help us move
together toward appropriate solutions.

III. The National Money Laundering Strategy

In September, the Treasury and Justice Departments issued a National Money Laundering
Strategy, marking a new stage in the government’s coordinated effort to follow the money. The
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Strategy’s ambitious agenda is built around four basic goals: (1) strengthening domestic law
enforcement; (2) enhancing steps taken by financial institutions to prevent and detect money
laundering; (3) partnering with state and local authorities; and (4) bolstering our efforts to have
strong money laundering standards adopted — and adhered to — worldwide. Several actions set
forth in the Strategy are particularly relevant to the subject of this hearing; many of these are
proceeding on self-imposed deadlines to ensure that significant progress is made in short order.

First, we have convened a working group of federal bank regulators and law enforcement
officials to determine what guidance would be appropriate to enhance bank scrutiny of certain
transactions or patterns of transactions in potentially high-risk accounts. This working group is
to complete its review within 90 days of the publication of the Strategy, and we intend to report
on its findings in the second annual strategy report, which is due to the Congress on February 1,
2000. Financial industry officials are looking to us for guidance about how to comply with the
duty of financial institutions and their employees to avoid becoming entangled in money
laundering schemes, and we want to provide that guidance. Naturally, we want to balance
concerns of efficiency and privacy with those of effective law enforcement.

Second, this review will be complemented by a determination by the working group as to what
guidance would be appropriate to.enhance the scrutiny of correspondent bank accounts in the
United States maintained by certain offshore and other financial institutions that pose money
laundering risks. This review, which also is due to complete its review within 90 days of the
strategy’s publication, will focus on steps needed to ensure that U.S. financial institutions obtain
information about the identity of customers of certain correspondent banks. The working group
will also pay attention to issues raised by the use of payable through accounts. As more effective
mechanisms are devised to meet these goals, U.S. banks should be better able to detect deception
by corrupt foreign officials.

Third, the federal bank supervisory agencies, in cooperation with the Department of the
Treasury, will conduct a more general review of existing bank examination procedures relating
to the prevention and detection of money laundering at financial organizations, to be completed
in 180 days of the National Money Laundering Strategy’s publication. The objectives of this
review will be to determine whether current examination procedures are adequate to evaluate
bank anti-money laundering measures and compliance with existing laws and regulations, and
whether additional support from law enforcement officials can assist bank examiners in
examining institutions for money laundering risks. I will ensure that this review takes full
account of the results of the Subcommittee’s investigation as discussed in this hearing.

The Strategy also calls for a series of steps to improve the government’s performance in making
use of information reported under the Bank Secrecy Act and in sharing with financial institutions
the analysis of such information. In some cases, such sharing may involve issuance of guidance
about emerging issues or strategies used by money launderers. In other cases, subject to the
appropriate legal restrictions, more specific warniiigs may be generated. Once again, I will ask
FinCEN and the law enforcement and regulatory communities to pay close attention to the
results of the Subcommittee’s investigation, and to apply the lessons learned from that
investigation on a continuing basis.
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Further, the Strategy calls for action on two important items pointedly directed at the fight
against money laundering by corrupt foreign officials. The Department of Justice is leading the
Administration’s effort to enact legislation to enhance our ability to pursue criminal sanctions —
including the seizure and forfeiture of assets — against corrupt foreign officials. Bribery of public
officials and witnesses was included as a “specified unlawful activity” (or predicate) when the
money laundering statute was first passed in 1986. But the statute limits our ability to bring

- money laundering charges, or to confiscate assets on behalf of foreign governments, in cases
involving predicate crimes that violate foreign, but not U.S., law. The Money Laundering Act of
1999, which the Administration plans to submit to the Congress today, will include a provision
enlarging the list of foreign crimes for which money laundering prosecutions can be brought in
the U.S. when the proceeds of the crime are laundered in the U.S. This list of crimes will include
“bribery of a public official, or the misappropriation, thefi, or embezzlement of public funds by
or for the benefit of a public official.” If passed, this legislation will give us an important new
tool to assist emerging democratic governments as iliey aitempt (0 recover state asseis
misappropriated by corrupt officials of current or preceding regimes.

Finally, the Strategy notes that the United States will advocate that other nations include bribery
as a serious offense for the purpose of their own anti-money laundering legislation. As you well
know, the proceeds of large-scale public corruption — in the form of bribes or embezzlement —
must, like any other ill-gotten gains, be laundered if they are to be secured and enjoyed by
corrupt officials. And we have made significant progress in the international community toward
universal enactment of so-called “serious crimes” money laundering legislation. An OECD
working group has reported that it considers bribery as a serious offense for the purposes of
money laundering legislation and has asked the FATF to review the issue with its membership.
Last month, at their meeting in Moscow, the G-8 Justice and Interior Ministers agreed on the
importance of extending predicate offenses of money laundering to bribery or corruption
committed in violation of both domestic and foreign law.

Of course, the Money Laundering Strategy report calls for a host of other actions to improve our
ability to combat money laundering. The Strategy recognizes the long-term commitment needed
for the fight, but I want to assure you that we have mobilized our resources on a number of
priority items in the short term.

IV. Conclusion

In closing, I want to thank you and the Subcommittee staff again for your hard work over the
past year in exploring the vulnerability of private banking to abuse. You have performed an
extremely important service in highlighting the important, but still not widely understood
relationship between public corruption and money laundering. The Treasury Department is
committed on an ongoing basis to devising and implementing effective measures to protect the
U.S. financial system from abuse by corrupt public officials and international organized crime.
We look forward to working closely with you and your staff in the future,

-30-
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EXHIBIT # 25

QUESTTONS RECEIVED BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS
TO BE POSED TO SUBCOMMITTEE STAFF (11/9/99)

STAFF

Isn't it true that the Russian money laundering problem involves commercial
banking and correspondent banking relationships, not private banking, and
involves sums of money — billions — that vastly exceed the amounts typically
involved with private banking? Doesn't this Russia problem show that private
banking is not uniquely vulnerable to money laundering?

Treasury Secretary Summers and Attorney General Reno just issued a report on
money laundering. This report does not appear to isolate private banking for
special scrutiny. Isn't it true that the report does not even mention private
banking? Did you consult with the authors of this Report?

Isn't it true that the Summers-Reno Report on money laundering indicates that the
Department of Justice has prosecuted more than 2000 defendants each year for -
money laundering, and that the Subcommittee Report, by contrast, is able to
identify only a few private banking convictions over the last several years?

Isn't it true that no court has determined that any of the funds referred to in your
presentation derives from any of the offenses that are listed in the money
laundering statute — that is, narcotics trafficking, murder, kidnaping, fraud
against a bank?

[sn't it true that the Federal Reserve has recently commended Citigroup's effort to
implement a well-integrated KYC compliance program?

Do the regulators have any problems with the Citibank Private Bank's anti-money
laundering program today?
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11/9/99
STAFF RESPONSE TO RULE 14 QUESTIONS BY CITIGROUP

1. Commercial, correspondent and private banking are all vulnerable to money laundering. The
Subcommittee staff did obtain evidence of Russian clients at private banks, but did not analyze
the accounts and cannot comment on the extent to which Russian money laundering may be
taking place through private banking relationships.

2. The 1999 Money Laundering Strategy issued by the Departments of Treasury and Justice
addresses numerous issues applicable to private banking, including expanding the list of money
laundering predicates to include public corruption; ensuring concentration accounts are not used
to “obliterate the money trail of particular account holders”; reforming bank secrecy jurisdictions;
and reviewing bank examination procedures testing anti-money laundering compliance. The
Subcommittee staff interviewed and consulted numerous persens at both Departments. In a
written hearing submission, Deputy Secretary of the Treasury Stuart E. Eizenstat states:
{P]rivate banking can be particularly vulnerable to abuse by money launderers. A number of
specific action items called for by the National Money Laundering Strategy ... address the
subjects you are exploring in this hearing.”

3. Money laundering prosecutions include persons suspected of drug trafficking, organized
crime, financial misconduct, and other crimes. To our knowledge, bankers do not constitute a
significant proportion of these prosecutions.

4. The Mexican government has convicted Raul Salinas of murder and is investigating him for
illicit enrichment and money laundering. A Swiss court ordered the seizure of over $100 million
from Salinas bank accounts i a civil proceeding which determined the funds were tainted by
narcotics trafficking; the Swiss order was vacated on appeal on jurisdictional grounds and further
proceedings are pending. The Pakistani government has convicted Asif Zardari of kickbacks,
and the Swiss government has indicted him for money laundering. The French government is
investigating whether EIf Aquitaine paid illegal bribes to President Bongo, and the Swiss have
frozen three bank accounts linked to him. The Nigerian government has indicted Mohammed
Abacha for murder, and both the Nigerian and Swiss governments are mvestlgatmg him and
other Abacha relatives and associates for money laundering.

5. In February 1998, the Federal Reserve told the Citigroup Board’s Audit Committee, according
to talking points, that the private bank had “significant weaknesses in internal controls that
expose Citibank to excessive legal and reputational risk,” and expressed concern about the
length of time” taken to correct deficiencies. In late 1998, a Federal Reserve intermnal document
states: “Management has demonstrated that it is committed to achieving its goal of changing the
culture of the [private bank] and creating {a] well-integrated global risk management and internal
control structure. Progress has been made in correcting control deficiencies.” We are not aware
of a subsequent Federal Reserve commendation of Citigroup’s KY'C compliance efforts.

6. Whether the Federal Reserve today has “any problems” with the Citibank Private Bank’s
anti-money laundering program can be answered only by the Federal Reserve.
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By Hand Delivery

Hon. Susan M. Collins, Chair

Permanent Subcommittee on Investigations
Committee on Governmental Affairs
United States Senate

SR-100 Russell Senate Office Building
Washington, DC 20510-6262

Hon. Carl Levin, Ranking Minority Member
Permanent Subcommittee on Investigations
Committee on Governmental Affairs

United States Senate

SR-193 Russell Senate Office Building
Washington, DC 20510-6262

Dear Chairman Collins and Senator Levin:

After the Permanent Subcommittee on Investigations held its hearings on Private Banking
and Money Laundering, Senator Levin submitted several post-hearing questions to fohn Reed,
Chairman of Citigroup Inc. We apologize for the confusion over transmittal of the
Subcommittee's questions and we appreciate the Subcommittee's patience with the resulting
delay in our response. On behalf of Citigroup, I am writing to provide Citigroup's responses to
the Subcommittee’s questions.

Response to Question 1. Shaukat Aziz, the Group Executive of the Citibank Private Bank
until October 29, 1999, reported in his statement to this Subcommittee that the Private Bank now
has in place a compensation plan that rates bankers on their compliance with anti-money
laundering and other control items as one of the criteria that determines compensation amounts.
Mr. Aziz stated that “bonuses of Private Bank personnel have in fact been withheld or reduced
for inadequate performance on control and anti-money laundering matters.” Because bonus
amounts are determined by taking into account a variety of factors, it is not feasible at this point
in time to determine retrospectively the particulars of how compensation was affected by these
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performance considerations, especially in light of the senior management changes described
below.

More important, however, as Chairman Reed made clear in his testimony, in order for
revamped policies and tightened controls to work, the Private Bank’s culture had to change so
that “the culture of the Private Bank reflected the commitment of the whole institution to our
anti-money laundering efforts.” Fundamentally, that culture change has been accomplished
through changes in the Private Bank’s senior management. Since January 1, 1996, personnel
have been changed in the following positions within the Private Bank: the Group Head; the
Group Compliance Head; the Group Legal Counsel; the Division Heads of Europe, Middle East
and Africa, Japan, Asia, Western Hemisphere, and the United States; the Group Operations
Head; the Operations Head in Europe; the Operations Head in the United States; the Group
Investment Head; the Investment Head for Europe; the Head of the Global Trust Business; the
Head of Credit; the Switzerland Investment Center Head; and the London Investment Center
Head.

Response to Question 2. The first transfer to the Tendin account from the Gabon treasury
occurred in February 1995. Bd Kowalcyk, who was at that time head of compliance for the
United States and the Western Hemisphere, notified David Trembly, then the President and
Managing Director of Cititrust Bahamas, that compliance approved acceptance of the transfer.
Two subsequent transfers from the state treasury of Gabon were approved because the first
transfer had been approved.

Mr. Ober believed these transfers should be accepted because of what he understood to be
their complete transparency. Because Gabon is a member of the CFA Franc Zone monetary
union, the Gabon National Agency (a branch of the Central Bank of the CFA Franc Zone/Central
Africa, headquartered in Yaounde, Cameroon) must periodically audit all banks operating in
Gabon and provide audit reports to the monetary union. The Gabon National Agency performs
these audits with technical assistance from the French Treasury, which operates under the
supervision of the French Ministry of Finance. Mr. Ober understood that these audits rendered
all banking transactions that take place in Gabon transparent to the Gabon National Agency, the
CFA Franc Zone, and the French Treasury. For example, the referenced $1.9 million was paid
from the Gabon Treasury account at Citibank Gabon into President Bongo’s account at Citibank
New York. Accordingly, Mr. Ober recognized that the transfer was subject to the transparency
requirements of the monetary union and he believed that this transparency would have resolved
any compliance concerns. He also was aware that a transfer such as the referenced transfer was
subject to the approval of the Gabon National Agency, pursuant to reporting requirements
imposed by the Foreign Exchange Controls on large foreign transfers that involve conversion of
CFA Francs into a foreign currency and transfer out of the CFA Franc Zone.



208

Hon. Susan M. Collins
Hon. Carl Levin
January 14, 2000

Page 3

When the inquiry was raised about accepting a transfer from the Gabon treasury, Mr.
Ober recalls explaining the audit requirements of the CFA Franc Zone and the requirements of
the Foreign Exchange Controls, which he understood satisfied any compliance concerns. Mr.
Ober does not recall whether he involved his supervisor, Salvatore Mollica, in this issue; Mr.
Mollica does not recall being consulted.

Response to Question 3. In his interview with the staff of the Permanent Subcommittee
on Investigations, Mr. Ober indicated that he had been satisfied that the $20 million coming into
the Bongo accounts originated from proceeds from a private oil transaction. Mr. Ober told the
PSI staff that although he did not have specific documentation of the underlying transaction, he
knew from his colleagues in Gabon and from other reliable sources that President Bongo had
private oil investments in South Africa, and that the $20 million was related to those
investments. At the time, Mr. Ober did not believe that he needed more specific information.
We have not located any documents within the Private Bank that provide more detail regarding
the referenced deposits.

Response to Question 4. In late 1997, Salim Raza, the Global Market Manager of the
Private Bank’s Emerging Markets Department, made a decision to exit the Private Bank’s
relationship with the Sanis. Michael Mathews, who had been the relationship manager while in
London, and Naveed Ahmed, the relationship manager at the time of the decision, undertook to
contact Mohammed Sani beginning in January 1998 to discuss an exit strategy. Efforts to contact
Mohammed Sani were made throughout early 1998, but were unsuccessful until April, when Mr.
Mathews spoke to him, and again in May, when he was reached by Mr. Ahmed. In these
conversations they discussed with Mohammed Sani the termination of the relationship in general
terms. However, further communication with Mobammed Sani to develop a specific plan for
implementing the account closure was frustrated by the death of his father, President Sani
Abacha, on June 8, 1998.

The Private Bank was not successful in communicating with Mohammed Sani again until
after September 10, 1998, when he sent the four instructions, by facsimile, to remit funds from
his account as specified in your Question 5. Mohammed Sani’s instructions contained a
telephone number that Mr. Ahmed was able to use to reach him and confirm his instructions, as
required by bank procedures. Mohammed Sani’s written instructions did not state that they were
“urgent” and Mr. Ahmed does not recall that the client asked that his instructions be
implemented on an urgent basis in their subsequent telephone conversation. ITmplementing these
instructions rapidly was consistent with the Private Bank’s decision, made months earlier, to exit
this relationship as quickly as possible.
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During this conversation, Mr. Ahmed also inquired about remittance instructions for the
balance of funds in the account. Mohammed Sani told Mr. Ahmed that remittance instructions
for the balance would follow shortly. On October 15, 1998, the Private Bank received
instructions from Mohammed Sani with respect to the remittance of USD 2.5mm. These
instructions were confirmed by Mr. Ahmed in a telephone conversation with the client and the
funds were transferred as directed. Subsequent efforts to contact Mohammed Sani were
unsuccessful.

Response to Question 5. The instructions for remittance of the $39 million transferred on
September 15, 1998, came from Mohammed Sani. He instructed that the transfers be made in
four amounts and he identified the institutions and accounts into which he wanted the specific
amounts transferred. His instructions did not explain why there were four transfers or why two
amounts were sent to the same account.

Response to Question 6. The Private Bank’s London office learned that the father of
ITbrahim and Mohammed Sani was the head of state at around the time General Sani Abacha
became head of state in November 1993.

Response to Question 7. Alain Ober opened two special name accounts for Ibrahim and
Mohammed Sani in New York. The first account, Gelsobella, was opened in October 1992 and
the second, Chinquinto, was opened in November 1994, following an attempted fraud on the
Gelsobella account. In addition to the Sani brothers, Yaya Abubakar was a signatory on these
accounts. After the opening of Chinquinto, Gelsobella was dormant; following the death of
Ibrahim Sani in January 1996, both accounts remained dormant until they were closed in October
1997. Mr. Ober was the private banker responsible for these two New York accounts and is not
familiar with any other Citibank accounts held by the Sanis.

In late 1995 or early January 1996, Mr. Ober learned that the Sani brothers were the sons
of General Sani Abacha, who had become the military ruler of Nigeria the year after the Sani
brothers opened the Gelsobella account. Mr. Ober recalls conferring at that time with his then-
supervisor, Salvatore Mollica, about a strategy for closing these accounts. (Mr. Mollica does not
dispute that this conversation occurred, but he does not recall it.) Because confidentiality
appeared to be important to the Sanis, Mr. Ober believed that informing the Sanis they could no
longer keep their accounts as special name accounts, but rather, had to hold the accounts in their
own names, would result in a decision by the Sanis to close their accounts altogether. On
January 17, 1996, before this strategy could be implemented, one of the account holders, Ibrahim
Sani, died in an airplane crash.
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Mr. Ober believed that it would be difficult to obtain the documentation required to
remove the recently-deceased Ibrahim Sani from the Gelsobella and Chinquinto accounts, which
was a prerequisite to conducting any transactions on the accounts, including closing them.
Accordingly, he determined that it would be unwise to initiate the account closing strategy
described above until he had secured Mohammed Sani’s cooperation in providing the required
documentation. Mr. Ober did not receive a copy of Ibrahim Sani’s death certificate and other
necessary documentation from Mohammed Sani until September 1996 (see CS001985), which he
then provided to Citibank’s Estate Unit for use in processing the removal of Ibrahim Sani from
the Gelsobella and Chinquinto accounts. See CS007491. Mr. Ober indicated to the Estate Unit
that the clients wanted to resume activity in these accounts, which bank policy prectuded until
Ibrahim was removed from the accounts. Id. Mr. Ober reported this client intention to the Estate
Unit because he hoped that if the Estate Unit believed this to be the case, it would act promptly.

The Estate Unit was not satisfied with copies of the death certificate and asked Mr. Ober
to supply an original, which he sought from Mohammed Sani in November 1996 (CS001985).
Expecting that the original may not be forthcoming, Mr. Ober, at the same time, sought from the
Estate Unit a waiver of the requirement for an original death certificate. See CS007481. Mr.
Ober believed his waiver request had been granted (id.) and awaited the documentation that
Ibrahim Sani had been removed from the accounts. In March 1997, however, the Estate Unit
made another request for documentation, including a request for a certified true copy of Ibrahim
Sani’s death certificate (CS007484). Mr. Ober provided a prompt response (CS007481-2).
Ibrahim Sani was removed from the accounts in March 1997. See, e.g., CS002041.

Mr. Ober recalls that at some point during the same time period, and likely following the
eventual removal of Ibrahim Sani from the Gelsobella and Chinquinto accounts in March 1997,
he reached Mohammed Sani in London and informed him that the accounts could ne longer
continue as special name accounts. As expected, Mohammed Sani determined to close these
accounts altogether. The accounts were closed later that year, in October 1997.

Response to Question 8. Shortly before the PSI hearing, the press reported that the Swiss
Federal Attorney had seized accounts belonging to General Abacha and his relatives at several
barks in Switzerland. The Minority Staff asked whether there were any Citibank accounts in
Switzerland that had been seized or frozen by the Swiss Federal Attorney, and we informed the
staff that no Citibank account had been seized or frozen by the Swiss Federal Attorney. As
requested, Citibank also confirms that it has had no bank accounts in Switzerland on behalf of
General Abacha or his family.
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Response to Question 9. The directive to which the question refers is not permitted under
current Citibank policies.

Sincerely yours,

Jane C. Sherburne
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November 24, 1999

Mr. John Reed
Co-Chairman

Citigroup, Inc.

153 E. 53" Street, 4 Floor
New York, New York 10043

Dear Mr. Reed:

Thank vou, again, for appearing at our hearings oft Private Banking and Money
Laundering. Enclosed are the post-hearing questions I would like to have answered to complete
the hearing record. The answers should be provided on behalf of Citibank as a whole and be

based on all of the information available to Citibank.

It would be most helpful if the answers to these questions could be received by Monday,
December 6%

Thank you for your assistance.

Sincerely,
Carl Levin ’
Ranking Minority Member
Permanent Subcommittee on Investigations
CL:lig
Enclosure
cc: The Honorable Susan Collins
Chairman

Permanent Subcommittee on Investigations
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POST HEARING QUESTIONS
CITIBANK

(1) Please identify any disciplinary actions that have been taken with respect to Citibank

private bank personnel since 1992, in response to poor audit results, the Salinas, Zardari, Bongo
or Abacha accounts, or any failure to follow Citibank policies with respect to due diligence and
anti-money laundering programs. In each instance, please identify the name and job title of the

private bank employes involved, the year action was taken, the basis for the action, and the
nature of the disciplinary action taken such as a reprimand, pay reduction, demotion or
toermination.

(2) Intemal private bank documentation indicates that $1.9 million deposited into the
Bongo accounts in Decernber 1996, were Gabon treasury funds and that some private bank
personnel raised “compliance concerns” about accepting them. [X7067-68] Please describe
what steps were taken within the private bank to address these compliance concerns, how they
were resolved, the rationale for accepting the deposit, andithe name and job title of the highest
level private bank manager and compliance officer involved in the decision making.

(3) Internal private bank documentation describes $20:million in Bongo account deposits

during early 1997 as proceeds from oil investments in South Africa {X4314, X7065], but Mr.
Ober indicated in an interview that he obtained no information on the nature of the oil

investments, the companies involved, the particular transactions, or why they resulted in multiple
payments in varying amounts from Swiss banks. Please provide any additional information that

the private bank has about these 1997 deposits.

(4) In September 1998, the credit commitiee in the Citibank private bank’s London office

approved a $39 million overdraw on a call account belonging to the sons of General Sani
Abacha. [CS3360] The document seeking approval states, “The client has requested the
remittance of these funds urgently.”

(2) During the hearing, after several attempts to determine whether Citibank or the
Abacha sons initiated the transfer of the $39 million, Mr. Reed asked the private bank
compliance head Mark Musi, “Mark, did we ask them to move this money?” Mr. Musi
replied, “We had already contacted the clients and informed them of our exit strategy.”
Mr. Musi’s reply was not a direct response to Mr. Reed’s question. Please answer Mr.
Reed’s question with a “yes” or “no.”

(b) Ifthe answer is “ves,” please identify by name and job title the private bank
employees who asked the Abacha sons “to move this money,” and the basis for selecting
the amount of $39 miltion, when the underlying time deposit was for $42 million.

{c) What was the basis for the document’s statement that the client had made an “urgent”
request to remit the funds? If the bank initiated the transfer, why did this document s&y
the transfer was being made at the request of the client? Why was the transfer urgent?
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(5) The $39 million was transferred from the private bank London accounts on September
15, 1998, in four separate transfers: (i) $7.9 million to Chase Manhattan Bank New York in
favor of CIBC Bank and Trust, “FFC A/C 22-25018"; (i1} $10.2 million to the same account; {iii)
$12 million to Citibank London in favor of Geneva Private Bank and Trust, “FFC A/C 100.230™;
and (iv) $9 million to Citibank London in favor of Geneva Private Bank and Trust, “FFC A/C
300.450.” [CS$2995-96] Please describe who determined to transfer the $39 million in four
amounts; why there were four trensfers; who were the beneficiaries of the transfers; and why two
amounts were sent to the same account.

(6) Mr. Ober testified at the hearing that he discovered his clients’ father was General
Abacha, the Nigerian head of state, “a few weeks before the death of Tbrahim Sani” on Jaruary
17, 1995. When did the private bank’s London office learn the clients’ father was the head of
state? <

{7) Mr. Ober testified that when he learned in January 1996 that his clients” father was
General Abacha, “You know, I was appalled .... And then we developed a strategy to close the
account.” He testified, “I developed the strategy with my supervisor that we would tell the
surviving account holder ... that the account could not continue under a special name account. It
would have to show their true name ... which we were convinced will trigger the answer ... ‘I
don’t want an account that shows my name.””

(a) Please identify the supervisor referred to by Mr. Ober in this testimony.

(b) M. Ober testified about 2 “strategy to close the account,” but Citibank documents
indicate that Mr. Ober took actions throughout 1996 to keep the two New York special
name accounts open. For example, Mr. Ober sent an August 21, 1996 letter offering the
accountholders the opportunity “to continue with both accounts” [CS1986]; stated in an
internal September 13, 1996 memorandum, “{ojur clients want to resume business soon
and would want to add a new third signer to their account” [CS7491]; and sent a
Novemter 15, 1996 letter to Mchammed Abacha about the accounts stating, “I hope to
hear from you soon.” [CS1985] A November 24, 1996 letter from Mohammed Abacha in
response asked Mr. Ober to add Abba Abacha as a “replacement” account signatory {CS
1975]. Client profiles prepared by Mr. Ober in June and July 1997 for both accounts do
ot mention an account closing strategy, and neither account was closed until October
1997. [CS1900; September 27, 1999 letter by Citibank’s legal counsel]. Please explain
how these documents are consistent with Mr. Ober’s testimony at the hearing.

(¢) Please describe what steps were taken to implement the account closing strategy
described by Mr. Ober at the hearing and the approximate date that any such steps were
taken. Please produce any decumentation evidencing this account closing strategy.
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3
(8) Please confirm the information provided at the time of the hearing on a preliminary
basis that Citibank has had no bank accounts in Switzerland on behalf of General Abacha or his

family.

(9) Mr. Misan testified that he was instructed by his superiors not to supervise certain accounts
that were handled by private bankers whom he supervised as Mexico Country Head.

() Is such a directive still allowable under current Citibank policies?
(b) If so, what were and now are the criteria, if any, for the issuance of such a directive?

{c) What alternative supervisory mechanisms were and now are required to be in place if
such a directive is issued?

{d) How many accounts and country heads have operated and now currently operate
under such a directive? g
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Administrator of National Barks

‘Washington, DC 20215

December 14, 1999

Mr. K. Lee Blalack, I

Chief Counsel & Staff Director

Permanent Subcommittee on Investigations
Committee on Governmental Affairs
United States Senate

Washingten, D.C. 20510

Dear Mr. Blalack:

Thank you for the opportunity to testify before the Permanent Subcommittee on Tnvestigations
on money laundering and private banking. As requested in your letter of December 2, 1999,
enclosed please find responses from the Office of the Comptroller of the Currency to your
question to complete the hearing record.

If we can be of further assistance, please contact Carolyn Zeul McFarlane, Director for
Congressional Liaison, at (202) §74- 4840,

Sincerely,

=

Ralph Sharpe
Deputy Comptroller
Community and Consumer Policy

Enclosure
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Post Hearing Question from the Permanent Subcommittee on Investigations

The regulators have been very concerned about private bank vulnerability to
money laundering in recent years. What steps have you taken to watch out for the
same problem in commercial banking?

Anti-money laundering is a priority for the OCC, and we have undertaken a
number of initiatives to strengthen our supervision in this area.

The OCC conducts regularly scheduled comprehensive Bank Secrecy Act (BSA)
and anti-money laundering examinations of national banks that address all aspects
of banking operations, including commercial activities. These exams are
conducted to evaluate whether national banks have systems and controls in place
to detect and report suspicious activity, comply with existing BSA requirements,
establish account opening and monitoring standards and other such mandates.
Towards that end, the OCC uses three examination approaches:

e In large banks (more than $1 billion in assets), OCC examiners review the
bank’s BSA compliance program. We review the bank’s internal controls,
policies, procedures, training programs and audits. In reviewing a bank’s
audit program, examiners test the scope and accuracy of the audit. Additional
procedures, including transactional testing, are performed if deficiencies are
noted in the bank’s compliance program.

¢ For community banks, examination procedures direct OCC examiners to
perform transaction testing at every examination. Examiners are directed to
review bank reports designed to identify unusual activity. As warranted, the
examiner will gather and review account statements and other documentation
to verify unusual activity.

e In banks targeted for expanded BSA/anti-money laundering examinations,
OCC examiners select high-risk accounts for review. Examiners review
several months of activity in these accounts to identify unusual activity and
evaluate the banks systems and controls to prevent and detect money
laundering. If problems are identified in any of the banks, examiners are
directed to conduct specific transaction testing.

If the OCC identifies significant problems or weaknesses in BSA compliance and
money laundering controls at a bank during the above processes, it will take
appropriate action to ensure that the problem is corrected, including referrals to
FinCEN and use of our enforcement authority.

To coordinate efforts to address the risks posed by money lanndering, the OCC
formed an internal task group called the National Anti-Money Laundering Group
(NAMLG) in 1997. The Group is the OCC’s focal point for BSA/anti-money
laundering supervision.
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NAMLG’s responsibilities include:

. Developing ways to identify and target banks that may be vulnerable to
money laundering;

. Developing additional examination procedures for emerging risk areas
such as private banking and overseas offices of national banks;

. Developing enhanced BSA/anti-money laundering training for examiners;

. Sharing information concerning emerging risks, best practices and
changes in BSA/anti-money laundering procedures and policies with
examiners and bankers;

. Promoting cooperation and information-sharing with national and local
anti-money laundering groups, the law enforcement community, bank
regulatory agencies and the banking industry.

The NAMLG targets banks for examination by using a filtering process to capture
unusual currency flows, suspicious activity reporting patterns, high-risk accounts
and other criteria. Once a target list is compiled, specific banks are selected for
expanded scope examinations. The examination teams usually include an anti-
money laundering expert from headquarters and a district fraud specialist. The
banks are examined using expanded scope procedures focused on the higher-risk
activities of the bank. For example, if our filtering process discovered a bank
with unusually high currency activity in a high intensity drug trafficking area and
the bank had not filed any suspicious activity reports (SARs), the examiners
would pursue the anomaly. The OCC also conducts examinations of banks, or
specific accounts, based on law enforcement leads. Since 1997, the NAMLG
targeting program has resulted in fifteen expanded scope examinations. These
examinations resulted in a number of actions to prevent money laundering. The
OCC plans to conduct nine more target exams in calendar year 2000.

The OCC has augmented its Washington policy staff with three experienced hires
who have extensive experience in the BSA and anti-money laundering efforts.
Also, the OCC has designated fraud specialists in each district office who are
heavily involved in anti-money laundering activities. This fraud cadre was
recently expanded with two specialist who focus on large banks. In 1998, the
district fraud specialists were granted access to Treasury’s SAR System and
Currency Banking and Retrieval System (CBRS). These systems house all the
suspicious activity reports, currency transaction reports (CTRs) and other reports
required by the BSA. This access allows our fraud specialists to enhance
examinations of specific banks. In fact, the OCC uses the SAR and CTR database
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to identify high-risk banks and accounts for further review during targeted
examinations. The database can also provide information on customers that
engaged In suspicious activity at other banks.

Since early 1999, the OCC has collaborated with FInCEN and the IRS Detroit
Computing Center to develop enhanced access and data manipulation of the SAR
and CBRS databases. This project allows OCC employees to download data on
CTRs and SARs for preplanning and conducting BSA/anti-money laundering
examinations. To date, the OCC has 88 employees trained to access these
systems. The Detroit Computing Center (DCC) is working on programming to
enable OCC personnel to directly download pertinent data. Until such access is
completed, DCC is downloading the data and providing it on disk or via e-mail.

The OCC is also working to develop better ways of exploiting FinCEN’s
“artificial intelligence” capabilities to target banks that may be vulnerable to
money laundering and improve our BSA/anti-money laundering examination
process.

Looking to the future, the Administration recently released its Congressionally-
mandated National Money Laundering Strategy for 1999. The Strategy includes a
number of specific objectives aimed at enhancing the ability of law enforcement
and the regulatory agencies to combat money laundering. The OCC is working
actively with the Treasury Department, the DOJ and other law enforcement and
regulatory agencies to fully implement the Strategy on a timely basis.
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Comptroller of the Currency
Administrator of National Banks

Washington, DC 20219

December 14, 1999

The Honorable Carl Levin

Ranking Minority Member

Permanent Subcommittee on Investigations
Committee on Governmental Affairs
United States Senate

Washington, D.C. 20510

Dear Senator Levin:

Thank you for the opportunity to testify before the Perrnanent Subcommittee on Investigations
on money laundering and private banking. As requested in your letter of November 24, 1999,
enclosed please find a response from the Office of the Comptroller of the Currency to your
questions to complete the hearing record.

If we can be of further assistance, please contact Carolyn Zeul McFarlane, Director for

Congressional Liaison, at (202) 874- 4840.

Sincerely,

Ralph Sharpe
Deputy Comptroller
Community and Consumer Policy

Enclosure
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Post Hearing Questions from the Permanent Subcommittee on Investigations

Citibank private banker Alain Ober testified at the hearing that, in the years he
handled the Bongo accounts, he never directly asked President Bongo about the
source of millions of dollars in deposits because such questions would be “very
awkward.” Does this approach, which omits direct client verification of account
information, constitute adequate due diligence?

No. The OCC requires banks to establish and maintain adequate internal controls
to comply with the suspicious activity reporting regulations of 12 CFR 21.11 and
31 CFR 103.21. Since due diligence is a fundamental component of internal
controls for purposes of suspicious activity reporting, banks should understand a
customer’s source of wealth and commensurate account activity. Failure to ask
awkward questions about highly unusual transactions outside a customer’s normal
range of activity is not an acceptable practice, particularly with regard to high-risk
accounts.

In light of information indicating that $1.9 million deposited into the Bongo
accounts in December 1996, were Gabon ireasury funds, what is the position of
the OCC on whether Citibank’s due diligence review of the deposit was adequate
and whether Citibank should have accepted it?

When the OCC first examined this account, we concluded that Citibank had not
adequately documented Bongo’s source of wealth. After further inquiries
prompted by OCC’s examiner, bank management stated both orally and in writing
that Bongo was entitled to receive funds from the Gabon government. If the bank
had applied more stringent due diligence standards to the account or more
carefully questioned the information it received after further inquiry, perhaps the
deposit would have been questioned sooner or even refused.

In light of information indicating that, contrary to an April 1997 Citibank
memorandum, no Gabon budget has provided $111 million or a similar sum for
President Bongo’s personal use, what is the position of the OCC on the adequacy
of Citibank's documentation of the source of funds in the Bongo accounts?

While it was not standard industry practice to document source of funds when the
account was opened 15 years ago, Citibank’s subsequent internal policy required
documented source of funds for existing private banking clients. As a result, the
bank should have acquired this information. Information developed subsequent to
OCC’s examination of this matter appears to contradict Citibank’s April 1997
memorandum and supports the conclusion that Citibank did not adequately
document President Bongo’s source of funds.

In light of information indicating that about $20 million in Bongo account
deposits during early 1997 were described by the private bank as proceeds from
oil investments in South Africa, but no information was obtained on the nature of
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the investments, the companies involved, the particular transactions, or wiy they
resulted in multiple payments in varying amounts from Swiss banks, what is the
position of the OCC on whether Citibank’s due diligence review of these deposits
was adequate and whether Citibank should have accepted them?

As indicated above, Citibank’s own internal policy for accepting clients strongly
suggests that it could have done more to document Bongo’s source of funds,
including those attributable to oil investments.

In light of information indicating that, in April 1997, French magistrates were
conducting a criminal investigation into bank accounts linked to President Bongo
and Swiss magistrates had ordered these accounts frozen, what is the position of
the OCC on whether Citibank performed an adequate due diligence review of
these legal proceedings and whether Citibank made the correct decision in
October 1997 to keep the Bongo accounts open?

The OCC understood that the criminal investigation was against EIf Oil-Gabon.
At that time, there was no indication that President Bongo or his accounts were
directly related to the investigation. If Citibank knew, or had reason to know, that
this investigation was directed at President Bongo and/or his account holdings, the
bank should have conducted additional due diligence.

Did Citibank make any mistakes in how it handled the Bongo accounts in 1997, or
in responding to the OCC’s 1997 review of these accounts?

Citibank clearly failed to document Bongo’s source of wealth prior to our
examination. Subsequently, the bank failed to validate its representation to us that
President Bongo’s source of wealth was 8.5% of the Gabon budget. The bank
also failed to gather and provide detailed information on Bongo’s oii interest
wealth.

Did the OCC make any mistakes in its 1997 review of the Bongo accounis? What
if anything, would the OCC do differently?

The OCC inquired vigorously into the Bongo matter. We had one of our most
experienced Bank Secrecy Act compliance examiners handle the matter. At his
request, the bank provided information, both orally and in writing, regarding the
source of wealth of the account. While it is always possible to look back with the
benefit of additional time and information, we are satisfied that, based on the
information reasonably available at the time, our examiner arrived at reasonable
conclusions as to whether the bank was under an obligation to file a suspicious
activity report (SAR).

If an OCC examiner were today to determine that a private bank was accepting
funds from a foreign government official and the funds appeared to be the
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proceeds of foreign corruption, such as misappropriation of government funds or
bribery, what should that examiner do?

The examiner should first discuss the matter with OCC counsel and management.
While the facts may not indicate a violation of U.S. law, the OCC would want to
evaluate the situation to determine whether additional authorities should be
notified within the bounds of U.S. laws, including the Right to Financial Privacy
Act. In such a situation, the OCC would contact various law enforcement
agencies such as the Department of Justice, FBI, U.S. Customs, Internal Revenue
Service (Criminal Investigation Division), FinCEN, State Department and
Interpol. Based on a discussion with these agencies, we would determine the
appropriate course of action.

The OCC could also bring the matter to the attention of the bank for consideration
of elevated account monitoring or other action. The OCC would want to ensure
that sufficient policies and procedures were in place to avoid potential reputation
loss and government sanctions that can arise from the flow of illegally derived
funds into a bank. The OCC could also instruct the bank to file a suspicious
activity report.

Does the OCC support adding foreign corruption crimes, including government
fraud, bribery of a public official, and misappropriation, theft or embezzlement of
public funds, to the list of specified unlawful activities required for a money
laundering offense in the United States?

The OCC supports augmenting the list of specified unlawful activities in the
money laundering statutes. Foreign persons who seek out our banking system to
secure wealth derived from government fraud, bribery, theft, embezzlement and
other forms of foreign corrupt practices should be subject to criminal sanctions for
money laundering in the United States.
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FACSIMILE: (202) 736-5641

January 7, 2000

K. Lee Blalack, Il

Chief Counsel & Staff Director

Permanent Subcommittee on Investigations
Committee on Governmental Affairs

United States Senate

Washington, D.C. 20510-6250

Dear Lee:
I write in response to your letter to Chairman Greenspan of December 2, 1999, in
which you have posed additional questions as a result of the hearing on Private

Banking and Money Laundering that took place in November of last year.

Enclosed please find my written response to your questions. If you or your staff
should have any further questions, please do not hesitate to contact me.

Sincerely,

Richard A. Small
Assistant Director

Enclosure
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POST HEARING QUESTIONS

Can you verify a statement from the Federal Reserve’s Examination Report
regarding the management of the Private Bank at Citibank?

The following statement appeared in the Inspection Report of Citicorp as of
September 30, 1998. This report was provided to Citicorp in January of 1999.
The statement, in its entirety, is as follows: "Management has demonstrated that
it is committed to achieving its goal of changing the culture of the Private
Banking Group ("PBG") and creating a well-integrated global risk management
and internal control structure. Significant progress has been made in correction
control deficiencies noted at the prior inspection, including those in Switzerland,
the Value Investment Portfolio Selector Fund, the PBG New York Investment
Advisory unit and KYC compliance. Nevertheless, management must continue
to monitor the PBG corrective action plan including those control initiatives that
are already being implemented, such as self-testing routines in PBG entities, the
client investment objective policy, KYC profile upgrades, the transaction
monitoring system and the global client monitoring system. Management should
also continue to provide quarterly status reports to the Audit Committee.”

The regulators have been very concerned about private bank vulnerability
to money laundering in recent years. What steps have you taken to watch
out for the same problem in commercial banking?

As set forth in my prepared statement to the Subcommittee, the Federal Reserve
places a high priority on participating in the government’s efforts designed to
attack the laundering of proceeds of illegal activities through financial institutions.
Over the past several years, the Federal Reserve has been actively engaged in
these efforts by, among other things, redesigning the Bank Secrecy Act
examination process, developing anti-money laundering guidance, regularly
examining the institutions we supervise for compliance with the Bank Secrecy
Act and relevant regulations, conducting money iaundering investigations,
providing expertise to the U.S. law enforcement community for investigation and
training initiatives, and providing training to various foreign central banks and
government agencies. All of these efforts apply to all of the organizations
supervised by the Federal Reserve.

Under the financial modernization legislation . . . what are the Fed’s plans
for making sure that there are effective anti-money laundering programs
throughout the financial holding company, not just the bank?

Under the newly enacted law, the Federal Reserve is limited to directly
supervising only the holding company of a financial holding company that has
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tunctionally regulated subsidiary securities or insurance companies. Therefore,
as a general proposition, we will be relying on the functional regulators of the
insurance and securities companies to ensure that these companies establish
and maintain adequate anti-money laundering policies and procedures. Should
the holding company make the determination to maintain anti-money laundering
policies and procedures at the holding company level then the Federal Reserve
will review the effectiveness of these policies and procedures. Should, however,
these policies and procedures be maintained at the insurance or securities
company level, the Federal Reserve, as the umbrella supervisor, will work with
the functional regulator to assess the effectiveness of the policies and
procedures.
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FACSIMILE: (202) 736-53841

January 7, 2000

The Honorable Cart Levin

Ranking Mincrity Member

Permanent Subcommittee on Investigations
Committee on Governmental Affairs

United States Senate

Washington, D.C. 20510-6250

Dear Senator Levin:

Thank you for allowing me to participate in your recent hearings on Private
Banking and Money Laundering, on behalf of the Board of Governors of the Federal
Reserve System.

In response to your letter of November 24, 1899, | have enclosed answers to the
post-hearing questions you have posed.

If you or your staff should have any further questions, please do not hesitate to
contact me.

Sincerely,

Richard A. Smalt
Assistant Director

Enclosure
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POST HEARING QUES 1 1UiND

Under what circumstances are U.8. banks expected to file a Suspicious
Activity Report on activities which occur outside the United States? What
about transactions that primarily involve foreign jurisdictions but have
some nexus with the United States?

There is no hard and fast rule regarding the filing of Suspicious Activity Reports
by U.S. banks for activities that occur outside the U.S. U.S. banks that operate
in foreign jurisdictions are encouraged to adhere to the laws of the local
jurisdiction as they relate to the reporting of suspicious transactions.
Additionally, the Federal Reserve has provided guidance that indicates that if
suspicious activity that occurs outside of the U.S. has some nexus to the U.S. or
has an impact on the banking organization’s U.S. operations, a Suspicious
Activity Report should be filed. In contrast, if the suspicious activity that occurs
outside of the U.S. is wholly local in nature, there is no need to file a Suspicious
Activity Report.

[With regard to the Zardari accounts at Citibank] Did the SAR filing comply
with the regulation? What supervisory actions are available under 12 CFR
208.62(i) to penalize or prevent untimely SARfilings? Did the Federal
Reserve take any action against Citibank with respect to the filing of the
Zaradari SAR? lf not, why not?

As was stated in my prepared remarks before the Subcommitiee, the Federal
Reserve is not the primary supervisor of Citibank. The Office of the Comptrolier
of the Currency is the primary supervisor and, therefore, any matters related to
the filing of $SARs by Citibank would be the responsibility of the OCC.

For institutions that the Federal Reserve has primary responsibility, as a general
proposition, we review and assess an institutions policies and procedures with
regard to the identification and reporting of suspicious transactions, as oppcsed
to, for instance, reviewing every SAR filing to determine i, in our opinion, the
filing was not timely. If there was a determination that a SAR filing was
purposefully delayed to thwart law enforcement efforts or mislead the Federal
Reserve then we would have available all of our enforcement powers, such as a
cease and desist order and civil money penalties, to address the matter.
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[With regard to Paulina Salinas] Did [the information contained in a SAR
filing] comply with the regulatory standards and guidance relating to the
completeness and accuracy that applied to the filing of a criminal referral?
Did the Federal Reserve take any action against Citibank with respect to
the filing of the Salinas criminal referral? If not, why not?

As stated above, The Office of the Comptroller of the Currency is the primary
supervisor of Citibank and, therefore, any matters related to the filing of SARs by
Citibank would be the responsibility of the OCC.

The primary function of 2 SAR is to provide information to law enforcement so
that law enforcement has sufficient information to determine if an investigation is
warranted. As stated above, the Federal Reserve reviews and assesses an
institutions policies and procedures with regard to the identification and reporting
of suspicious fransactions. Without conducting an exhaustive investigation with
regard to each SAR that is filed (in 1999, over 120,000 SARs were filed) it would
be very difficult to determine if information that was known to the filing institution
was not conveyed on the SAR and if the missing information was material.
However, if there was a determination that material information had been
purposefully omitted from a SAR filing then we would have available all of our
enforcement powers, such as a cease and desist order and civil money
penalties, to address the matter.

Has the Federal Reserve taken any supervisory actions under 12 CFR
208.62(i) with respect to any private bank?

Over the past 10 years, the Federal Reserve has issued over 20 cease and
desist orders requiring institutions to correct violations of the Bank Secrecy Act
and the Federal Reserve's rules relative to the Bank Secrecy Act, including the
reporting of suspicious transactions. For the most part, the violations were the
result of the institution’s failure to have adequate policies and procedures
designed to identify suspicious transactions. For purposes of enforcement
actions issued by the Federal Reserve, there is no distinction made between a
"private bank" and the rest of the institution,

What probiems do secrecy jurisdictions pose to effective regulatory
oversight? How are you attempting to correct the problems that secrecy
jurisdictions pose to effective regulatory oversight?

As was stated in my prepared remarks, A primary obstacle to our supervision of
offshore private banking activities by U.S. banking organizations is our inability to
conduct on-site examinations in many offshore jurisdictions. While it appears
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that nearly all institutions that we supervise have adequate anti-money
laundering policies and procedures, our examination process is most effective
when we have the ability to review and test an organization’s policies and
procedures. Secrecy laws in some jurisdictions limit or restrict our ability to
conduct these on-site reviews or to obtain pertinent information. However, a
number of offshore jurisdictions are currently preparing for on-site examinations
by home country supervisors. This effort is being led in large part by members
of the Basle Committee on Banking Supervision and the Offshore Group of
Banking Supervisors of which the Federal Reserve participates as a member of
both organizations. A report issued by these two groups in 1996 stated that:
"While recognizing that there are legitimate reasons for protecting customer
privacy . . . secrecy laws should not impede the ability of supervisors to ensure
safety and soundness of the international banking system.”

[With regard to Mr. Reed’s comments] If you believe that you are precluded
from fully meeting your regulatory obligations please explain why you
permit U.S. banks to operate in these secrecy jurisdictions?

As is set forth in the response to the previous question, the most effective means
by which to determine the adequacy of anti-money laundering programs is by on-
site examinations. However, in most instances, when on-site examinations are
not available, we have been able to make determinations regarding the
adequacy of anti-money laundering programs by other means. The Federal
Reserve has, on several occasions through our examination process, raised
concerns regarding the offshore operations of a U.S. bank when it has been
determined that the offshore operations may have an adverse impact on the
safety and soundness of the bank.

Does the Federal Reserve support adding foreign corruption crimes,
including government fraud, bribery of a public official, and
misappropriation, theft or embezzlement of public funds, to the list of
specified unlawful activities required for a money laundering offense in the
United States?

The Federal Reserve has continually supported efforts to better and more
effectively attack money laundering activities. We would defer to the law
enforcement authorities who would be better positioned to make a determination
as to the viability and effectiveness of money laundering violations using the
delineated activities.
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Senate Permanent Subcommitiee
ort lnvastioations

EXHIBIT# 29

CITIBANK’S COMMENTS ON THE MINORITY STAFF REPORT FOR THE
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS HEARING
ON PRIVATE BANKING AND MONEY LAUNDERING
The Minority Staff Report focuses largely on the way the Citibank Private Bank handled
a few “public figure” clients in the past. As the testimony at the Hearing shows, however, none
of these accounts is active, and the Citibank Private Bank has taken aggressive action to improve
its policies, procedures, and systems to ensure that the kinds of issues discussed in the Repert do

not arise. The regulators have approved the Private Bank’s efforts to improve and strengthen its

anti-money laundering programs.

It is also important to understand the context of the four Case Histories: public figures as
a whole represent less than 1% of the Citibank Private Bank’s clients, and the Private Bank in #s
entirety accounts for only about 2.5% of Citigroup’s busiress. Thus the Case Histories in the
Report reflect past, not current, issues, and m any event have very little to do with the vast bulk

of the work of the Private Bank {much less Citigroup as a whole).

Under these circumstances, and in order to avoid further invasion of the financial privacy
of these clients, the Citibank Private Bank will not respond to the individual Case Histories,
without in any way conceding that they are accurate. There are, however, some important

general points that the Private Bank believes should be noted for the record.
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Citibank’s Internal Processes Identified Problems and Citibank’s Senior
Management Corrected Them. As Mr. Reed testified, the control environment in the Private
Bank in the mid-1990s was not satisfactory; however, Citibank itself identified control problems
through its own candid and critical internal audits, which are cited in the Report. These audits
show the strength and independence of Citibank’s internal audit function, which is a critical
element in the intemnal control structure of the institution as a whole. Senior management of
Citicorp, including Mr. Reed, as well as the Audit Committee of the Citicorp Board, was

concerned about the unsatisfactory audits of the Private Bank in the mid-1990s and took action:

— In January 1996, Mr. Reed appointed Alvaro de Souza as head of the Private
Bank. Mr. Reed told Mr. de Souza to focus on fixing control issues in the Private
Bank. Mr. de Souza established a Corrective Action Task Force in the Private
Bank, appointed a new Compliance head and Chief Legal Officer with mandates
to focus on control issues, and moved the headquarters of the Private Bank from
Zurich, Switzerland, to New York City.

— In the spring of 1997, Mr. Reed established the Chairman’s Audit Group, which
he chaired personally, when he became concerned about the implementation of
corrective action plans in response to unsatisfactory audits. The Chairman’s
Audit Group met every two weeks to follow up on responses to unsatisfactory
audits.

— In May 1997, Mr. Reed appointed Shaukat Aziz as head of the Private Bank, and
as the Minority Staff Report notes, charged him with “improving . . . the private
bank’s ‘lousy audits.”

— In September 1997, after extensive consultation with the Federal Reserve and
other regulators, the Private Bank issued a new Global Know Your Client Policy,
making know your customer policies uniform throughout the Private Bank. The
new Global Know Your Client Policy reflected the Fed’s June 1997 guidelines on
anti-money laundering policy in private banking, the first Fed guidance on this
topic. The Private Bank also developed compensation policies that rate bankers
on a variety of factors, including compliance with anti-money laundering and
other control requirements.
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In June 1998, the Private Bank issued a new, more stringent Global Public Figure
Policy as part of its continuing efforts to improve and strengthen its anti-money
faundering efforts. Under this new policy, public figures are not targeted by the
Private Bank as new clients. Indeed, “the rere acquisition” of a public figure
client now requires the approval of the Public Figure Review Committee, which
consists of the head of the Private Bank and the senior Compliance, Legal, and
Risk Management officers of the Private Bank. Each existing public figure
relationship is reviewed annually by the Public Figure Review Committee. As
Mr. Aziz’s Statement makes clear, under this new policy, the Private Bank has
declined to accept a number of new public figure clients. And as the Report
notes, the Private Bank has “ordered a number of longstanding public figure
accounts to be closed.”

By the end of 1998, the Private Bank had virtually completed a massive updating
and independent review of its know your customer profiles, for existing as well as
new customers, and had implemented new anti-money laundering training and
self-testing programs. The Private Bank in 1998 developed plans and obtained
third-party bids for new computer programs to compile and review know your
customer information, and to monitor all transactions of all its clients. Installation
of these state-of-the-art computer applications began in 1999.

Citibank’s Private Bank and Its Senior Management Have Taken Effective Steps To

Ensure that Its Anti-Money Laundering Policies Are Implemented. The Report notes that

tensions may exist between a private banker’s desire to serve his client and his duty to comply

with control procedures, including anti-money laundering policies. Citibank’s Private Bank has

taken appropriate steps to ensure that its private bankers comply with their responsibilities.

For example, 1o become a new customer of the Private Bank, a prospective customer

must ~— at a minimum -— be approved by the private banke:’s supervisor; in addition, the

customer-acceptance process includes an independent review of the know your customer

information for each customer by quality assurance personnel. After a client is accepted, the

private banker, the private banker’s supervisor, and quality assurance personnel review the know

your customer information for each client at least once a year to ensure that the information for

-3
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that client is current and complete. These stringent know your customer standards apply to
current customers as well as to new ones; the Private Bank has spent two years and more than
$50 million to complete over 100,000 know your customer profiles for each of the Private
Bank’s primary customers, related account holders, authorized signers, and personal investment
companies. [n addition, the new computer program that is being put into place will monitor
every transaction of every customer and identify for follow-up transactions that are above the

expected size or number based on the customer’s practice.

The Private Bank’s anti-money laundering policies and procedures are uniform around
the world, which avoids confusion and facilitates compliance reviews. The Private Bank has
developed an innovative series of self-tests that allow management and line personnel to validate
compliance with anti-money laundering pol'~ics and control practices. The Private Bank also

requires its private bankers to complete additional anti-money laundering training periodically.

Finally, the Private Bank’s compensation plan rates private bankers on a variety of
criteria including compliance with anti-money laundering and other control requirements.
Bonuses have been withheld or reduced for inadequate performance on these mat{;:r‘s In these
and other ways, the Private Bank creates a culture in which compliance is valued, and has
“checks and balances” in place to ensure that private bankers understand and follow the Bank’s

commitment to its anti-money laundering policies.

The Actions Taken by the Private Bank and Citibank’s Senior Management
Worked. Although the Private Bank passed only 67% of its audits in 1996, in 1998 it passed

_4-
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91%, and in 1999 (through the third quarter) it passed 100% of its andits. Moreover, audits and
regulatory examinations have a historic focus: they necessarily focus on past — rather than
current — practices and are therefore a lagging indicator of the quality of control processes. The

high 1998 pass rate thus reflects progress that was in fact made by 1997.

The Federal Reserve’s Positive Response to the Private Bank’s Efforts To Improve
and Strengthen Its Anti-Money Laundering Measures. As the Report notes, the Federal
Reserve was critical of the Private Bank’s anti-money laundering program in the mid-1990s. But
the Report fails to discuss the Federal Reserve’s complimentary examination report in January
1999, in which the Fed reported that the Private Bank’s management “has demonstrated that it is
committed to achieving its goal of changing the culture of the Private Banking Group and
creating a well-integrated global risk management and internal control structure. Significant
progress has been made in correcting control deficiencies noted at the prior examination,

including those in . .. KYC compliance.”

None of the Case Histories Involves a Client Accepted Under The Private Bank’s
Current Policies and Procedures. Almost three-quarters of the Report is devoleci to four Case
Histories, each of which involves a public figure client who was accepted five or more years ago,
and in one case, more than 25 years ago. Each of these public figures became a client well
before the Federal Reserve’s 1997 guidance on anti-money laundering in private banking, well
before the revised Citibank Private Bank Know Your Client and Public Figure policies, and well
before the senior management changes in the Private Bank emphasized the importance of a
control and compliance culture. None of these case histories involves an active account.

.5
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Moreover, there is no allegation by any member of the Subcommittee or its Staff that the Private
Bank violated the money-laundering statutes in its dealings with these clients. Indeed, as Senator
Collins emphasized at the Hearings, “the Subcommittee uncovered no evidence that Citibank or

any other private bank knowingly helped” any public figure “launder dirty money.”

The Private Bank regrets that the Minority Staff invaded the personal financial privacy of
these customers by needlessly laying out details of their private financial transactions for public
scrutiny. It was not necessary to do so in order to raise the policy issues the Staff wished to
discuss at the hearings. As required by law, Citibank provided information to the Staff, but
specifically requested that the personal financial privacy of these customers be respected. Even
though the Case Histories involve events from years ago, Citibank believes that, as Congress has
just affirmed in the Gramm-Leach-Biley Act, “each financial institution has an affirmative and
continuing obligation to respect the privacy of its customers and the security and confidentiality

of those customers’ nonpublic information.”

Personal Investment Companies Are a Lawful and Appropriate Financial
Management Mechanism Widely Used by Financial Institutions. While the Refort criticizes
the use of off-shore private investment companies (PICs), the Office of the Comptroller of the
Currency has stated that PICs protect “the legitimate confidentiality and financial privacy of the
customers who use such accounts,” and the Federal Reserve has recognized that “[m]ost banking
institutions maintain and manage accounts for PICs.” U.S. tax law makes it advantageous for

foreign citizens who do not reside in the U.S. to hold assets through off-shore PICs; such PICs,
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when used in conjunction with an off-shore trust, can also provide significant estate planning advantages.

The Citibank Private Bank has adopted special policies to ensure that the PICs it
establishes are used properly. For example, the Citibank Private Bank will not establish an off-
shore PIC for a U.S. taxpayer without special internal approval and a tax-neutral reason
supported by a U.S. legal opinion. For U.S. taxpayers, the Private Bank reports the applicable
tax information directly to the IRS. And under the Private Bank’s Global Know Your Client
Policy, customers who set up PICs must provide information regarding the source of wealth for

the PIC and the identities of the PIC’s beneficial owners.
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Raul and Paulina Salinas Relationship
(3M)

- AUMs! CNR?

Switzerland® 2074 0.6
London NA NA
New York 95 0.3

TOTAL 2169 0.9

Switzerland? 4479 9
London 23231 339
New York 1130 11

TOTAL 28840 359

Switzerland? 22863 214
London 30367 349
New York 1060 22

Switzerland® 23695 334
London 22408 283
New York 171 23

AUMs CNR
Switzerland® 24182 278
London 23076 264
New York 141 3

TOTAL 47399 545

(8021344

!Assets Under Management.
*Customer Net Revenue.

’Includes Confidas.
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Sonata Permanent Subcommitise
on Investigations
EXHIBIT # 30¢. oy

w . s e ADZAM
ey TATRICKC

DATE : June 16th, 1992
n T R B....

On Konday June 1st, 1992, I received & brief visit from Mr.
3. from !;uxxco This gcx‘atlma was refarred to us by Amy
Elliot at P3G Mew York; the client requires s high level of

ckground

confidentiality in viev of his family's political ba
in hiz home couatry.

Mooday sarning, Amy called me from Mexico with a shoct, very
oblique description of the customer's requirssents, Sha
canfirsed that all the necessary paperwork had alrsady been
executsd by the clisnt; all he wanted to do was mest a
Confidas repressntative. |

Whan I began discussions with ths client, it becass obvious
that whataver papers Amy had the client sign in respect of
Kods! products would be insufficisnt; the custower understsod
this and confirmed that ooce severythiog is sorted out that he
will be happy to come back and sign whatever documents are

required.

This relationship will be operstsd along the same lines as
Amy's “other” ruelationship; te she will anly be awars of
"Congidantial accounts” and not evsn be swars of the names of
the underlying companies.

The final structure will lock like the attached diagram if
sverything meats our approval. There appear to be 4 axisting
3.V.I. corporaticas that the clisat wants us to take over; I
explained that we would need al)l the curporate documents for
review we could maks a decision. Ke confirmed that ha
will forward all documents in dua course.

3afors going on to describe the whole structure in detail,
please note Zfor the rscord that ths client is

about the uss of his namse snd doss not weat it
circulated within the bank. I believe Amy's "other" cliant
has a similar arvangoment.
In view of this client’s background, I think we'll need a
detailed ruference from Amy with Rukavina's siyn-off for our
f1ilas.

IWNTLIE ZT teeqt XZAENID RWQI4KOD 1w imt

re-ne-at
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The Sksuctuzs

2} A soo-discretionxry, revocable Cayman  Islands  Trust
{probably with aspecisl company language) to hold the
tollowing assets :

i. A ski-lodge in Aspen, Colorado cuxxenily owned by an
existiog B.V.I, company. Thero are alcrsady property
mansgexs in place. Valus shout USE 1Ms.

14, An 80-foob pleoasurs yacht currsntly cwned by an
existing B.V.I. CREPAY . no gurthar  datails

available - more to follow.

1ii. Two existing B.V.I. companias cusrestly used to
receive commissions from various Mexican deals., No

turther details,

iv. Confidential afc po | - Calabasaas Limitsd - Cayman
Company used sz & holding company for the shares of
the 2 companies msaticned under iii. above.

v. Counfidential afe no 2. .- Trocea Limited ~ Caysan
Company to be used to hold a managed portfolio withk
an initial balance of US$ 2 MM,

T Yor all the existing Coepanies (i, 14, 1ii}, the client was
intarsstead in having us taks over and provide managesant for
them, I confirsed that once we have reoviewed tha documents
that we would be in & bettar positios to 3judgs. Otharwize,
the prasent sansgers could be left in place and ths shares
transferrsd to the Trustes and thersafter dasignsted as

special company shares.

I confirmed to the client that oncs we had eatablished
exactly what the structure would look like that we could give
nim x fee quote. He did not appesr fee sensitive but perhaps
vwe abould check with Amy.

Coce avarything is finalired, the customar requested 2 copies
of 81l & s for his d

40 nat hesitate to contact me if any of the above
on is uuclglr.

Rafie In certain cases, I could not probe the olisnt for
furtber details becauss he was in a hurzy to catch his planet
Bm:x, I 4id got = passport copy and HAN imstruction for
ouxr 8.

CB024611
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Sortafo Permanent Subcommitise
= on Investigations

30d.
CITIBANK (SHITZERLAND) mﬂmnw PRIVATE 8ax
CITIBANK H.A.

CLIENT ACCEPTANCE CHECKLIST -
Oct . 20,32

secouns Tittes _JROCCS Base No.: 29637 et simcn

hocount Type: [ ] Private Person(s} 5(] Confidas-rFanaged PIC/Trust [ ) Cther:

1. DUE DILIGEKE & GENERAL BACXGROUND INFORMATION

. Client it under "Attachment Order™: [ Na (chected w Lecal) { ] Yes {Global Market Manager approval required)

- Client is a "Public Figure™: 54 No ([ ] Yes (P8 Country Head approval required)
- Source of furgs: P Industeralist/entrepreneur [ ] Inheritarce [ ) Othar:
- Estimated Global Networth: § Invested fn:

- ictivity/line of business: E&&dE’E{ —_—

- coaractersiemeation:  WEZL funat) - mipasbyt N #ORE  COUNTRS

{ ] For further background information, see overleaf &/or see separata Account Opening Hemarandum

2. TARGET MARKET - Presently Within 2 years  Ng
- Client has min. global net worth of § 1,544 &/or investidle assets of § 1 (8] M )
- Client has ovar § 2500 AUk (worldwide patential within Citicorp/Citibank) + (@] (1
~ Client generates over $ 54 CNR (worldwide potential within Citicorp/Citibank) P4 [} (1

3. REFERENCES

- Account Officer attests that client has been positively referqu \“\

P Hr(s) /4 y C. o ﬂb‘-\sﬁ"l&a&m@s(m. cite) of o _AEw) Yo, —
{ ] Other (a.g. oame & base Mo. of existing :\‘eﬂw\w‘ WP

[ ] See also attached citimail/telex/latter/agency report (undarline vhere agplicable)

[ ]1F no raference, ceason:

4. STMFS é/e,—
ok oy
Yoz &agL
Bite . D-l Hxth Officar (1) Cmfdu Ofﬂ%%) Tiobal Tareet For (3)

A\-—Y c//,eté t/or P8 Country Head (4

(1) for 311 new accounts L/or inconplets background info &/or mon-target mrkn accounts Lfor wvaiver of references

(2) for a1l Confidas—minaged coounts (3) for all "satzed” acoounts () for all "public figure" accounts
FOR usxwmcadntmv Yes Mo (%) I3
- 1f private person, 10 =nu/cocs & Due Diligence declaration (or substitute) on file (] (1 {
- If corporation, corporate docs & Due Diligence declaration (or substitute) oa file ] @] [
- 1f U.S. resident &/or citizen, IRS wvaiver on file (81 (1 [
- If mev account. or fnconalete background info, etc, aspropriate sign-offs obtained (] @] {
(") 1f any "No", ses deferral approval and

follow-up on separate DOCS print-out(s)

Revieved by: Data:

Tocumentation Specialist
Form No. 13000

e - (B024613
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CLIENT ACCEPTANCE CHECKL :_\ST

Account Title: Rocca (4d s o 723 EIF coenes sime: Ot .20 3.

tocoant Type: [ ] Privata Person(s) DL Confidas-Hanaged PIC/Trust [ ] Other:

1. DUE DILIGENCE & GENERAL BACKGROUND INFORMATION

- Client ts a "Public Figure™ [ ] No P Yes (PB Country Head approval required)
- Source of funds: { ] Industrialist/entrepreneur [ ] Inberitancs

[ ] Cther:

- Estimatad Global Networth: § Invested fn:

- Activity/line of business:

&%mﬁﬂ =& Coanevr HMexicad .Dric—siyoﬂ—

- Character/Reputation:
Renaivve Lubruamod vo B8 Fluep W 87 Mo

CAwey EHoEL)
{1 For further background information, see overleaf &/or see saparate Account Opening Mamorandum

2. TARGET MARKET Presently Hithin 2 years Mo
- Client has mtn. global net worth of § 1,94 T/or tmvestible assets of § 1M pacs ] [l
- Client has over § 250M Albs  (worldwide potantial within Citicorp/Citibank) P 0l |
- Cliant generates ovar $ B QR (orldwide potantial within Citicorp/Citibank) o {1 [
- Cliant segment (specify) . _

3. REFERENCES
- Account Off{cer attests that client has bean positively refarrwd by:

pwin Ay EX o ZE (e, w1010y ot 0 _ e oxk

[ ] Other (e.g. name & base No. of extsting cliemt):

[ ] Sea 2130 attached citimail/talex/Tettar/agency report (underline vhers applicabla)

[ ] 1f ro reference, reason:

5. SIGROFFS :

Mov. /732 %ﬁ,e&c“ :

T~
WY
Date Aecunt Of ficer Do} Fictg \OF f1cer (1) :
(1) for a1l new accounts &/or incomplets background {nfo &/or non-target markat accounts &/or waiver of referances
(2) for a1 Confidas-nanaged sccounts  (3) for a1l "public figure™ accous

Roberto D. Agest
Vice Presj

- -
FOR RS G N TSR . Yos o (%) NA
- If private person, 10 data/docs & Due D1ligence declaration (or substituts) on file f1 8] (1
- If corporation, corporata docs & Dus Diligence declaration (or substitute) oo file ) (] [
- If U.S. resident &/or citizen, IRS vaiver on file 1 1 8]
- If nev aceount, or incomplete background 1nfo, ete, appropriate sign-offs obtatned (1 €] 48}
(=) If any "No", see deferral approval and

follow-up on separata DOCS print—ut(s)

Reviewed byt Date:

Form No. 13000

o708 - (8024614
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[ HTOV

CLIENT ACCEPTANCE CHECKLIST

s e _7Socca  Céd baro: /2 S 637 tasoen Ot . 20 92

reoount Trom: [ ] Private Person(s) W Conf idas-Hanaged PIC/Truse { ) G

1. OUE ILIGEWCE ¥ GENERAL BACXGROUKD [NFORMATION

- Tlent 15 2 "Bublic Figure™ [ ] be DL Yes (P8 Country mad avaroval required)
- Soures of fueds:s [ ] Industetalist/entrepreneur [ | Inheritancs [ ] Other:

- Estimatad Global Networth: § Irveszad in:

- Activity/Tine af tusiness:

Raoriwerr £ Corter Honioad Pas o

- Charactar/Reputation:

Remaiuve Iuffmamed vo 6 Fue W 47 %
(e EM¥L)
anckas

[ 1 For further background information, see overlef §/or 3ee sacarate Mvount Opening M

2. TARGET MARKET Presantly  Hithin 2 years Mo~
- Citemt rax min, plobal rat worth of § 1,98 Lor tovestidle sasats of § N b4 i tr
- Client has over § 250 A {worldvide potantial within Cit1corp/Cit ibenk) p= 4 {1 [
- CHeat gererates ovir $ N ONR (worlduide potantiat withtn Citicorp/Citibank} » {1} {1
- Cltent segmert {soectfy} —_ —
3. EFERENCES
- hoocourt OFficar wttests UMt cliwit hay bewn pogitively referred byt '.,,
B W(s) A\A—«y E /e dE {nuen, Titla} of O& Aews %?Q

[ ] Othwe (o.g. namm & base No. of axisting client)s

{ ] Sem aisc avtached citimail/talex/ lettarfagancy raport {udertine whrs applicabie)
. O

[ 1 If » referaoe, resson: .
4. SIGHOFTS
L« Reberta . Agx: L
Vica Pray
] - s
Aew. /Z 92, %,@ ( Sl

L
Cwta Aot Officer R a-y@n;\muar (1} Cfftoee {2} P& Courtry Head {3}

{1} for 811 rew accounts b/or drocepleta background Snfo for non-target sarket sccunta k/oe vatver of refersnces

(2) for a)1 Confidas-emcaged scovunts (3} for 11 "public figure® momourts

SR IONT SO O Y ) You o) A

- 1f private parson, [0 data/dacs & Due OtlHigercs declarstion (or subxtitute) on file {1 {1 1]
- If corporation, corporsts docs & Due Diligece declaration {or wistitta) on file {3 i1 i3
- If U5, residwt B/or citizen, IRS vatver on fila t1 (1 1
< If raw scoont, o inoospiete buckground fafo, €38, icorooriate sign-offs cotatmed 1 {1 {1

(%) Tf any "Wo”, ses deferral approval and

pg e (802457

Rav twwact by: Caraz
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Senats Permanent Subcommttae
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REVIEN MENGRAKOUHM
RELATIONSHIP NAME: TROCCA LINITED
RELATIONSHIP NUMBER: PC-4730/PT-5242
ACCOUNT OFFICER: ANY C. ELLIOTT / NEW YORK
SECONDARY ACCOUNT OFFICER: SARAH BEVAN / LODON
INVESTNENT ADVISOR: N/A
CIBS ACCOUNT OFFICER: INGO BOESCH
FARC DATE: 24 TuME 1993
DECLARATION OF TRUST: 30TH JUNE 1393
DATE OF 15T AMENDMENT: NONE
CLIENT’'S NATIONALITY: NEXICO  RESIDEMCE: NEXICO
FEES: STAMDARD

FEE AGREENENT: NORE

OUTSTANDINGS: NOME

A1l other documentation {s on file,

This Cltent {5 an well known to Amy C. Ell{ott and 2 most valued Client.
of Citibank, New York and Citibank, Mexigco. He is a Civil Enginesr who
is prisarily involved in the cnn:truxuon and reconstruction of the

Eﬁm{k of highways in Mexico. Amy E11{ott highly recomsnds this
nt.

The Cliaat is currently 47 years old, 0o -tha death of the Denor 1/} of:
the Trust fund i3 to be distributed to the Donor’s mow €2 years - old:
Patricie Paulima de Salinas Castanoa. The remaiaing 3/3 of the. Trust'
fund 15 ta be hald for Mhtm Children 311 they st ain the age of 73§
respectively. ’ ..

Son now 16 yur: old Juaa Jose Salim Plnhgm
Daughtlr 18 years old Nlriu; Margarita Salina Pasalacua

(13- mt!ﬂng 50% of the 2;’3. »
Copiss of bcmflchrm puspurts and S(gmwn Cuﬂs oy mu

AssEYy § A )
CIBS Accoust no, 129837 30/99/93 USD2'368'131,51 1nv,t§1t‘od % C13ineX

(8024483
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pesos.

Citibank, London 303626 30/09/93 - 1 portfolios FGR, GBP, I[A total
USD21'8657373.42

CREDIT FACILITY;

Citibank, London USD4’114°103.86 I/F/0 Trocca Ltd. te support
fnvestments.

All documentation is on file.

FRND244R4
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RESERVATIONS

- EXECUTIVE DINING ROOMS ame ot
D,Ay;j_@&g@% 2nd Fl., 399 PARK DAI’E:M

DATE BKDY HOST NAME BRKFST CONTACT DR TIME  NAME/GROUP PERS

REDACT

i

D

COFFEE SERVICE

REDACTED

DR/LUNCHEONS K?/(,,{QM

T 2d MeRtns THme T r La VEIT AT de T2

REDACTED

SANDWICH ORDERS

REDACTED

REDACTED

AFTER - HOUR FUNCTION

REDACTED -
£8085453
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EXHBT#____ 08"

CALL MEMO

VERY CONFIDENTIAL

DATE: JULY 11, 1994

YISITORS: MR. RAUL SALINAS DE GORTARI
MRS. PAULINA CASTANON DE SALINAS
CONFIDENTIAL # 2

TIME: 14:15 - 16:15

PLACE: CONFERENCE ROOM 45-46 4TH FLOOR
CITIBANK (GENEVA) 16, QUAI GENERAL GUISAN

PARTICIPANTS: VISITORS
MEAD ARNOVITZ, ACCOUNT OFFICER
CLARK KALL, RVP-MANAGER ADMINISTRATION CONFIDAS
ARTHUR VOGT, RVP-MARKETING CONFIDAS
ARIANA FLEISCHMANN, TRUST ADMINISTRATCR CONFIDAS

PURSUANT TO A TELEPHONE CALL DIRECTLY MADE BY OUR CLIENT MR. R ON FRIDAY JULY
8TH, AND AS PER A CH FROM JOANNE SCIORTINO WHICH SAID THE CLIENT WAS INTERESTED
IN CREDIT CARDS FOR SWITZERLAND, MR. R. ADVISED US THAT HE WOULD LIKE TO MEET
WITH CONFIDAS TO DISCUSS HIS PRESENT RELATIONSHIP. TRE CLIENT INDICATED THAT HE
DID NOT HAVE TIME TO COME TO ZURICH, BUT THAT HE AND HIS WIFE COULD MEET WITH US
IN GENEVA. CLIENT ALSO REQUESTED THAT HE AND HIS WIFE WOULD LIKE TO BE ISSUED
EUROCARD CREDIT CARDS, AND IF ALL POSSIBLE WOULD LIKE TO HAVE THEM READY AT THE
MEETING.

THE CLIENT WANTED THE CARDS TO BE PAID THROUGH THE TROCCA LIMITED, HOWEVER IN
ORDER TO AVOID ANY LINK BETWEEN THE PERSONAL NAMES AND THE COMPANY, AND TO
PROTECT THE CONFIDENTIALITY OF OUR CLIENTS, THE A/O SUGGESTED THAT THE CLIENT
OPEN A PERSONAL "NAMED" ACCOUNT IN ORDER TO GUARANTEE THE EUROCARDS. THE CLIENT
AGREED AND THEY PROCEEDED TO SIGN THE DOCUMENTATION AND APPLICATION. THE CLIENT
GAVE WRITTEN INSTRUCTION TO TRANSFER 100M USD FROM THE COMPANY'S ‘ACCOUNT TO THE
NEWLY OPENED PERSONAL ACCOUNT ;’(W).@oﬁﬂ&j@@

THE CLIENT WANTED TO SPEAK WITH CONFIDAS, THEREFORE MR. ARNOVITZ EXITED THE
MEETING. THE CLIENT WANTED TO KNOW WHAT THE PRESENT FINANCIAL SITUATION AND
PRESENT STRUCTURE WAS, AND HOW WE RECEIVED INSTRUCTIONS. WE PRESENTED FIGURES
AND PRESENT STRUCTURE, AND HE AGREED AND SEEMED CONTENT WITH THE INFORMATION
PROVIDED TO HIM. HE ASKED WHETHER THE COMPANY HAD DONE BETTER THAN LAST YEAR,
AND WE SHOWED HIM THE FIGURES. WE TOLD HIM ABOUT A FIDUCIARY PLACEMENT AMY
ELLIOTT, THE N.Y. ACCOUNT OFFICER PLACED ON 2-DAY NOTICE, AND THAT THE
INVESTMENT WAS CONSERVATIVE IN NATURE, AND THAT ALL INVESTMENT DECISIONS ARE
MADE BY AMY ELLIOTT IN NEW YORK AS PER HIS REQUEST. HE AGREED AND SAID THAT HE
WOULD LIKE TO SPEAK TO HER. WE EXPLAINED HOW WE GO ABOUT GETTING INSTRUCTIONS
FROM AMY. HE AGREED. WE ALSO ACKNOWLEDGED ABOUT HER DIRECTING THE LONOON
ACCOUNTS AND ZURICH ACCOUNTS REGARDING INVESTMENTS AS PER HIS REQUEST, AND THAT
WE SHOULD CONTINUE TO SEND MONTHLY REPORTING TO AMY ELLIOTT. HOWEVER WE SHALL
NOT SEND THE BANK STATEMENTS TO AMY. WE DISCUSSED WITH HIM THE PRESENT STATUS
WITH THE HAM AND THAT THERE IS QUITE A BIT OF MAIL AT THE FACILITY .

(8024617
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HE AGREED THAT WE COULD DESTROY THE HAM CONTENTS IN ONE YEAR’S TIME . WE ASKED
THE CLIENTS AFTER BEING INFORMED IF THEY NEEDED ANY COPIES OF THE TRUST DEED OR
FINANCIAL STATEMENTS AND OK REPLIED THAT THEY NEVER CARRY ANY PAPERS WITH THEM.
HE ALSO MENTIONED THAT IN THE PAST, HE HAD GIVEN VERBAL TELEPHONE INSTRUCTIONS
TO MAILEY ROHNER, HIS PREVIOUS CONFIDAS ADMINISTRATOR. WE INDICATED THAT WE
WOULD PREFER WRITTEN INSTRUCTIONS FROM HIM OR HIS WIFE FOR HIS OWN PROTECTION.
HIS WIFE ESPECIALLY AGREED TO THIS. IF HE HAD TO COMMUNICATE VIA TELEPHONE FROM
TIME TO TIME, SINCE HE KNEW US NOW, HE MIGHT, BUT ONLY IN EXTREME CASES.

DURING THE MEETING THE CLIENT MADE SEVERAL REMARKS ADDRESSING HIS CONCERN FOR
"CONFIDENTIALITY®, SO WE OFFERED HIM COMFORT BY REMINDING HIM OF OUR PROCEDURES
AND THE NATURE OF OUR BUSINESS. HE PROCEEDED TO TALK TO US ABOUT THE PRESENT
STRUCTURE AND ASKED IF IT WOULD BE POSSIBLE TO OPEN AN OFFSHORE COMPANY WITH AN
ACCOUNT WITH CITIBANK (MEXICO), SO THAT HIS WIFE COULD COLLECT FUNDS THROUGH THE
OFFSHORE VEHICLE. AS THIS POINT, WE REQUESTED THE PRESENCE OF ARTHUR VOGT WHO
JOINED THE MEETING. ARTHUR DISCUSSED SEVERAL ALTERNATIVES TO THE CLIENT. THEN
THE CLIENT ASKED SEVERAL QUESTIONS REGARDING BUILOING A BUILDING FOR RENTAL
PURPOSES TO PERHAPS BECOME PART OF THE STRUCTURE. THE CLIENT INDICATED THAT HE
WOULD BE BACK IN GENEVA NEXT MONDAY, AND THAT HE WOULD CONTACT ARTHUR TO MAKE A
MEETING ARQUND 14:00 ON MONDAY. -

CONCLUSION:

THE CLIENTS WERE AT THE MEETING AND HAPPY WITH THE RELATIONSHIP. THE CARDS WILL
BE DELIVERED TO THEM WITHIN 48 HOURS, THEY WERE HAPPY WITH THE RESULT. THEY ’
SEEMED VERY CONFORTABLE SPEAKING IN THEIR NATIVE TONGUE. THE MEETING WITH ARTHUR
IS NOT FIXED, HOWEVER ARTHUR PROMISSED TO DRAFT A PROPOSAL, IN WRITING SO THE
CLIENT COULD STUDY THE PLAN, AND THE CLIENT SEEMED RESPONSIVE.

BY: ARIANA FLEISCHMANN, TRUST ADMINISTRATOR CONFIDAS
AFW

(8024618
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30h.
EXHIBIT# s

Telephone No. 212/559 1450
Fax No. 212/759 5078

Facsimile Transmission

To:
» 91/"6#6 ST aT xp s Y T jl
Covrioi= O . /. 205, H7J_L>(
From: KA &35
[™ Amy c. Eliot K B
Referencs:

REDACTED

REDAGTED |

/ot X

Page: ___~ O —

(8024907
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CW oo7rel BT .. .

AKE Yoo wed ~Setyioive
SRAINT P Ll etteNa ex ?

Lb=ry ...

e Apsew Tress Aes & &5 pre
MO Cowrirmb=s- 1S T8 CLienrs.
Aau/ke PPLETE  CONFT DN iTY LONDy
TEUS 7E You ~SENTT R THSr S Aeueso

(DR [y kg~ OF rEEsS 08 Cous. Olmrhz
E eI AED TYE QuieTs MNAIE ——

LRl CAV DrETHNG KE TR N P

et
e .

PSR Xog
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MEMORANDUM

To: File
cc: Hap Russeil
Marcelo Mendoza
Alan Robinson
From: Sarah E A Bevan
Date: Ist March, 1995
Re: Origin of wealth ,
Client: Confidential company no 2

Today Pedro Homem has spoken extensively on behalf of WH EMEA with
Mr E Montero, Mr H Rukavina and Primary Privatc Banker, Mrs Amy Elliott to
confirm that she does not classify client Confidential client number 2 to be a "Public
Figure " in Mexico and that the source of the clicnts wealth , as an engineer in the
construction business ,where the business deals are publicly known, may be

< considered to be an honourable source of wealth. He was originally referred 1o New
York by a very trustworthy exisiting client and the client Confidental Client No 2 has
conducted his business to our satsfaction since inception.

ite the recent press coverage, we do not believe that we should force the repayment

of the US$3mm demand loan as we do not believe that the account is in breach of

banking conditions and untl advised otherwise we shall maintain the account in the
usual business manner, acting strictly on Confidas instruction.

REDACTED

Iwﬂlkccpyouallupdamdona.nyinsuuctionsoradﬁccwcmccive&omourPBG
New York Legal Department.

Sarah E A Bevan

NE/NZPN

' £5023250
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¢ 303.

PERSONAL AND CONFIDENTIAL

Memorandum to: G. Edward Mongefo g
From: Amy C. Elliott 4{/
Subject: Raul Salinas de Gopfari
Date: 3 March, 1995~

I want vou to clearly understand. specially now, on the face of the charges of ill
conduct taken against the above individual by the Mexican authorities early this week. the
basis for the acceptance of this account, during 1992.

Sometime during the spring of 1992, Ing. Carlos Hank Rhon, who was visiting
New York, called me and said he wanted to introduce me to a very good friend of his
who was interested in setting up a similar structure to the one he has with us, and he had
told him how well his was working, and wanted him to meet us.

Later that day, Carlos came in with Raul Salinas de Gortari, and Revnaldo
Figueiredo and | met with the two of them in your office, in your absence. This meetng
later became an example of how well prospecting can be done through client reference,
since Carlos basically played the role of the straight man, and Reynaldo and [, simply
answered the questions posed. “Amy. tell Raul, how you work”, “Amy. tell Raul how a
fiduciary structure works”™, “Amy tell Raul how you manage the money”, etc..

At that meeting, Carlos told us that “these days. evervbody in Mexico claims to
know the Salinas”, but he, Carlos, really did. He told us he had gonre 1o school with Raul,
their respective fathers had served their government at the same time, when they were
“chamacos”, they were both engineers, and had worked on several projects together.Raul
told us that he had several banking refationships, including a “sizeabls account at a Swiss
bank”. :

After that initial meeting, as I can best recollect today, I met with Raul, once or
twice more in Mexico, and we finally proceedsd to set up a Confidas PACT. and personal
accounts in New York. Mr. Salinas expressed a need for confidentiality in order to protect
his family and his assets from potential political persecution. He felt in view of some of
the measures taken by his brother, the family could be, in the future, vulnerable 1o
political persecution. These accounts were funded with an initial armount that did not
exceed $2MM, to the best of my recoilection.

The basis for my accepting the accounts were multi-fold:

CBC07178
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Mr. Salinas is a member of a prominent, highly respected Mexican family

He was introduced to us by one of our largest and most valued clients.
who in fact brought him in to us personally

His family is known to be wealthy
He had business deals with Mr. Hank

He married Paulina Castanon de Diaz Ordaz, who is known 1o have
received a large cash settlement after her divorce

[ visited him in his house in Mexico, and met his family

His brother was not only the President of the Country, but well known
to Senior Management in the Bank.

(8007179
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) 30k.
Author: Clark S. Xall at SWITIERLAND EXHIBIT#
Date: 11/14/95 232:39 PM .
prioricy: Urgent
TO: D. Smith Freeman
TO: Thomas M.B. Salmon .
TO: Arianma Fleischmann-Wilkins
Subject: Confidential Client ¥2
---------------------------------- Message Contents -

Ariana and I meg the donor's wife today from $-10 a.m. with her

brother Antonio. 5She was spending the week in Zurich te organize .
their finances. She asked about several of the iaceming and cutgeing

transactions over the PTA accounts, some of vwhich must de clarified by

Amy Elliot. The wife signed an instruction to Amy Elliot to release

any information she has to us to explain these trangactioms.

The wife, who has power under the tTust to imstruct payment of capital
and accumulated income, indicated by this Thursday she wished to
instruct that all investments be liquidated and all monays be moved
out of the trust rslaticonship, probably to another bank--who she would
identify then. She indicated she had discussed this with Amy Ellicc
who told her that because Citiceorp was a U.S. instisution with a
global presence the Mexican government might more easily demand
informatinn for political reascns under U.S,-Mexican treatiea than
with a non-U.S. bank. She alsc indicated she wished toc close their
pergonal CIBS'S bank account and signed an instructicon canceling their
creadit cards andd having the moneys in the personal account sent €o
Trocca’s account. She was very pleased with (iticorp and Confidas's
service and said several times she wished to rsturn once her husband
was acquitted.

I told her that Amy £iliot informed us she {the wife} told Amy a Swiss
bank had blocked some cf the donor's aceounts and that Swiss due
diligence requirsd me to investigate this. She said she understoed
completely and that Amy had heard incorwectly; she gaid that no Swiss
bank had blocked her or her husband's accounts. Citibank was their
primary bank so if anyth was blocked she would expect it to ba
here.

I asked hexr if the autherities had allegsd the donor was involved in
¢n or if the funds wers in any other way allegedly invelved in
crima. She said no, the cnly allegation invelving money was the claim
in the criminal case that her huskand paid a million pesos t£o have the
murder comwnitted. She said she had visited Swiss counsel yesterday
whe told her there was no guestior of maney-laundering under Swiss
law.

She asked what penalties would apply to have the irnvestments
liguidated quickly and noted ssveral invesuments had longer
maturities. We told her we would ask the bankers about this and tell
her the approximate djifference between a rapid liquidation and a more
casual liguidation. She said she just wanted tc have their finances
in order so she could relax. She xlsc asked if we could give a fee
coneession from standard terminaticn fess. We told her we would ask
senior management about this and thought some discount vas justified
dus to the size of the relationahip.

She agreed that once the trust relationship's accounts were
ligquidated, it would be advisable to terminate the trust and liquidate
the companies. Birchwood was set up to hold real estate, but she said
this transaction would nevey be complated.

She gyave us her hotel number and said she would like Lo meet Thursday
at 3 pm to instruct clcsing of the accounts.

CB024607
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301. [P

CONFERENCE CAL! WITH AMY ELLIOTT

ATTENDING: CLARK KALL, ARIANA FLEISCHMANN

DATE: 18 SEPTEMBER 1995
RE: CONFIDENTIAL %2
cC: THOMAS SALMON, SMITH FREEMAN

FOLLOW-UP ON THE STATUS OF HOW THIS RELATIONSHIP IS BEING
HANDLED.

ACCORDING TO AMY ELLIOTT OUR CLIENT [S STILL IMPRISONED. THE
DONORS GAVE HER THE AUTHORITY TO MAKE INVESTMENTS AT HER
. PERSONAL DISCRETION IN THE ADVISORY ACCOUNT IN LONDON.
SINCE THE CLIENT'S IMPRISONMENT, THE ONLY ACTIVITY HAS BEEN
HEDGING AND REGULAR MAINTENANCE OF THE FUNDS SO THAT THE
FUNDS ARE NOT SITTING IDLE. ED MONTEROQ, COMPLIANCE [N NEW
YORK, AND COMPLIANCE IN LONDON ARE AWARE OF THE PRESENT
WAY IN WHICH AMY IS MANAGING THIS ACCOUNT. SHE BASICALLY
EXECUTES INVESTMENTS ADVICE GIVEN BY LONDON PORTFOLIO

MANAGERS. REDACTED

AMY ELLIOTT HAS BEEN INSTRUCTED FROM HER SUPERIORS TO DE-
MARKET THE RELATIONSHIP, THAT IS TO HAVE THE ACCOUNTS
TRANSFERRED TO A LOWER PROFILE BANK.

SHE WILL BE IN MEXICO IN A FEW WEEKS WHERE SHE WILL MEET WITH
THE DONOR'’S WIFE, SO SHE MAY OBTAIN INSTRUCTIONS FROM HER TO
TRANSFER FUNDS ELSEWHER.E’. .

AMY ELLIOTT, AGREED TO SEND US TOMORROW A CITIMAIL
CLARIFYING THE PRESENT SCENARIO.

A FOLLOW-UP IS IN PLACE FOR THE CITIMAIL.
ARIANA

CRO2497¢
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EXHBT#___ o"-

MEMORANDUM TO: ‘ALBERT-MISANe
AMY ELLIOTT

RE: CLIENT #2

As per our conversation, we will need as soon as possible the due diligence
executed in New York, which supports the Client Acceptance documents
filled by Amy Elliott for the accounts opened in Europe. Any associated
documentation and/or opinions should be included in this due diligence.

As well, we need to have information regarding the origin of the funds before
they arrived in London and Switzerland. As you stated, maybe we can have

this information by tomorrow night so we can send it to Europe and be there
in time so it can be forwarded to the requesting parties immediately.

Roberto D. Agosti
cc: Pedro Homen

November 21, 1995

(8009449
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EXHIBIT4 30n.
SR\ .+

CITIBANK, N A
Mncrs of & Reglsr Mecting of the Boerd of Dircctors held oo Tucday, November 21,

A Joat Mezting of the Citiaxp sod Ciibapk, N.A. Boards convenad at 1005 am.
ee-i ]

Chibank NA, Dirsaory Amb. Ridgway, Mexre. Calloway, Chia, Collias, Hayoes, Reed,
Ra,gdqﬂma,sduudw

Abgn: Nooc.
Consuldng Coqmittee Membsrs Messrs. Chasdler, Der, R iro, itk
& i uding, Shapirs, and

Abent Nooe.

Ciocorp Dirggors Amb. Ridgway: Mesars, Caliowey, Chandler, (his, Calling, Der,
Haypes, Reed, Rbodes, Ruding, Sbapiro, Shrontz, Smith Staffen, Thomas eod Woslard

Abgzns Noze
By Imdtation: Messrs. Grsen, Hm‘Jm a3 Roche

Invliad guests, with the exepuon of Mr. Rache, wore not presant with egord o the following
item.  The Corporvte Secreigry was present.

Durisg sa Executive Seaion, the Chairmam discyssed a mattey concrrning & Moxian
Cusiomcy, :

The remoixing guests joined the mesing.

REDACTED

C5021345
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2367

CITIBANK NA

Mibutes of & Regular Meeting of the Board of Directors keld on Tuesday, Deammber 15,
1995,

A Joat Mezling of the Citicorp 28d Cltank, N.A. Boards coovensd af 10:05 a.zm.
Precear

Cltibank, NA, Dirgstors: Amb, Ridgway; Meors Calloway, Chia. Collims, Haynes, Reed,
_Rbodas, Shroaz and Thomss.

Abygni: Nese.
Consulting Copminiee Members: Mesms. Chandler, Dar, Ruding, Smith and Woolard.
Abszptt Mr. Shapiro.

i 1 : Amb, Ridgway; Maars. Qalloway, Chasdler, Chia, Collins, Der,
Hayues, Reed, Rhodes, Ruding, Shrondz, Smith, Thomas and Woolard

Abzent Mr. Shapira.

By Invisrige: Mesrs. Horgan, Jones, Menczes and Roche.

(8021347
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We alsa repors allegations of mosey lanndering brought to sur aifrxtion by Swis
auehorities:

Raol Salines de Goruarl, (be brother of the former president of Megics, kax bora 3 dicar
of Private Bank siacs 1992 He was charged i Mexico in Februxry 1995 wilh compliciny
i the asssssisation of 3 pelive] oppenent of the proscst g i Mesicn. Ia
November 1995, his wile Pauline wag srresied in Switreriand oo charges that she bad
asmpicd to vsc falke pames 1o withdrrw funds from accouets io othicr Sekss baske On
Newember 16, 1955 the Swits Arlomey Geueral served Citibank Switzeriand with an
anachaieat order for e Salisag’ aczounts in Switzeriand, wiich presently coniain
approdimalely STTMM. The atchmen order was fsued in cmoection with m
investigaticns by the Swiss into allegad Guxnciog of narcodss wx{fickisg and money
lacaderisg, Fallowisg the reoripe of this ordcr, we blocked odifitions) Safinac seemeats in
Loudos sod New York comaining xx addivenal SIRMM. We . cdzcted

Redacted . 30 Bave been respoeding w0 R ather yeqresx
for sfoemtioe from variqus law coformenent and regulatory sutharitics m Switzerkiod,
Englind, Mexics, sad the Usitzd States.
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REDACTED

{ spent 2 dny being interviewed by. the Departent of Justice on the Salinag
affair, As e bigsl fssue. [ continue to think that we are on very solid ground.
However, 1 am more than evzr canvinced that we have 1o rethink and reposition
the Private Ba king business, It really has changed in fundamental ways, while
the industry hsi not. Whar us=d ta be a business thai in many woys was driven
by local inflaring and bad rcanomic pollcies in the Emerging Markets, is now
driven. by glotnl invesunent opportupities.  Much of our practice that used to
make good ser e is now a liability, We live in & world where we have w0 worry
aboul “how sc:ncone made histher money” which did not used 1© be an issue,
Much thet we i nd done o keep Private Banking private becomes "wrong® in the
current envirotment. Az we have sald, we expect o pull rogether our thinking
and sharc it vith yYou around year-end. The business itself is very highly
atractive apd here is no reason why we cannot pursuc it in a sonnd way bur it
will take an 8¢ fustment.

REDACTED

Bes regandy,

STXICTLY CONFIDENTIAL - NOT FOR
SUBCCRAPATT TEE MEMEFRS AND STAFR
LY
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Sanate Permanent Subcommified]
on |nvestigations ,

30p.
BHBTE

March 1, 1995
11:07 a.m.

UF  Citibank, good afternoon.

PH?  Hello [unintelligible].

UF:  Hi, Pedro.

PH:  Uh, is Mead there?

UF:  Uh, yes, I think so. Justa second. Did you get hold of Montero?
PH:  Yes, yesdid.

UF:  Oh, good. Okay. He sounded a bit desperate.

PH:  Yeah, well, b-, by the way, on the trip to, back to Brazil, iry to have seats
along with Montero.

[A portion of this conversation has been redacted because it is nonresponsive.}
UF:  Okay. Uh, Mead. Just a second. {Music]

MA*  Pedro.

PH:  Yeah, Mead. How you doing?

MA: Uh, okay.

PH:  Uh, you heard about, uh, Salinas?

MA: Yeah, I sent you a Citimail.

PH: 1didn’tread yet. Uh, don’t they have a large account with us?

! “UF” — Unidentified Female.
I “PH — Pedro Homem.

¥ “MA” — Mead Amovitz.
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Yes.

Uh-—

Very large.

Yeah. Which means what?

[ don’t know I, uh, I contacted Confidas this morming because, aside,
[unintelligible] this was nothing, this was an indirect relationship of

Amy Elli, Elliott’s. Uh, I talked about it with Bob. He seemed to think
that even was opened by Al Misan originally. But, um, obviously this is
the brother, okay?

Um-hmm.

Uh, he has a, uh, very complex trust relationship with Confidas. Uh, the
account, and I can give you, he has a, a fiduciary vehicle Trocca, Limited.
Who’s uh, under, you know, In-, you know, this is a served client through -

Ingo. And Mariana, okay. Um, let me just give you the, the asset details,
um, at year end at least. Hang on a second. I think it’s around 22 or 25.

Um-hmm.

[Unintelligible].

Do you know whether we have the public figures, uh --
Twenty-two million. Twenty-two million.

Yeah. The public figures, uh, memo was prepared or no?
No, because this gentleman was not a public figure.
Uh-hmm.

Uh, this is the brother of a President but he wasn’t uh. . .
[Unintelligible].

... Idon’t, the, that I know of. I've never reviewed this account, to be
honest, okay?

(8022429
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Um-hmm.

Uh, what happened though is [ met this gentleman, because he did visit
here, uh, in Geneva last, about a year ago.

Yeah.

Okay? Uh, he came through with his wife. If was more in the
summertime. Okay? Uhmm, [ think it’s probably July or something
that he came through here. And, uh, he was in, I think, Monte Carlo or,
you know, he’s in the Riviera. And he came up here, and there was a,
he’s always had direct contact with Ariana Fleischmann in Confidas.

Um-hmm.
Okay? Uh, they were telling me, and I think I mentioned to you, over, at
the end of last year, that they were doing big, uh, increases in business

with Confidas. They were shifting some assets, uh, into, you know, aside
from just the bank account that they had with us. Okay?

Yeah.

It’s a relationship that’s totally, you know, we’re not allowed to contact
this guy. Nothing, it’s a complete Amy Elliott. Okay?

Um-hmm.

So, you know, I just, as the, as the, you know private banking person met
the gentleman as a senior Mexican because I’d just taken over the job . . .

Yeah, yeah.

...1in August. So it was definitely in August. Uh, Ariana and Arthur
Vogt came down here from, uh, from Zurich. We met in a conference
room downstairs. Uh, he needed to do, uh, a credit card.

Um-hmm.

I got the paperwork together with that with Katarina. We opened up a, a
current account and a checking account, in a fictitious name basically, uh,
which would be supported by the trust, okay, with a credit line or
whatever.
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Um-hmm.

And, uh, basically, sent that all up to Zurich to be, you know, basically
domiciled with this relationship, okay. Uh, when it came to talk about
specifics of the accounts, I was asked to leave the room.

Um-hmm.

And when they were gonna do the trust work, I was asked to leave the
room by the client.

Um-hmm.

So he met me, very nice. We spoke a couple times on the phone because
he had a problem with the credit card cause he had overspent his limit very
quickly. And, we, we, uh, we coordinated a, a, a premature payment.
Very col, cordial, very kind. I just offered, you know, say listen, if you
ever need anything, you know, I’m at your disposal. But, I never, because
this was an Amy Elliott client, was ever interested, you know, there was -
nothing ever pursued and obviously, never contacted in the country.

Yeah.

Okay. So I never had any personal contact aside from that one meeting.
Okay.

Uh, I’ve never reviewed the files to know anything more about this.

Any current outstanding?

No, no.

Just,uh...

Not that [ know of.

Okay.

I’d have to review okay . . .

You got to check it?
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Hang on one second.

Okay.

Can you hang on one second? [Music]
Okay.

Pedro?

Yes?

[Unintelligible] pick this up.
[Unintelligible].

Uh, hi. It’s, it’s Mead and Pedro. How are you?
Ah, hi. Carmen.

Hello.

Carmen, como estas?

Como estas?

Esta Mariana?

Yeah. Unratico. Yo te la ponga.
Gracias.

Quien es Mariana?

Mariana [Unintelligible].

Uh-huh.

Ya te la paso.

4 “UF2” — Unidentified Female # 2.
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MA: Gracias. I called her this moming, as well, to let her know and I, and I
called, uh, Confidas to let them know . . .

PH: Umbm.

MA: ...because I don’t think, they weren’t aware. So.

MV?: [Unintelligible]

MA: Mariana, hi, it’s Mead and Pedro.

MV: Hi.

PH: Hello, Mariana.

MV: Hello.

MA: Uh, Pedro’s in London, I’'m here. Uh, we're calling about Trocca.
MV: Um-hmm.

MA: Okay? Is there any loans outstanding? Is this a leveraged account or is it
just an asset account, for Trocca?

MV: Maybe there is, um--.

MA: I know we have the credit card with the, with the current account and the
visa or you know the credit card we issued.

MV: Yeah, there might be a TPC, there might be . . .

MA: ATPC.

MV: ...butIhave to check on that because I think there was something uh,
done while [ was away, but I'm not 100% sure.

MA: Can you pull and get up to date real quick on this? Cause this is rather
urgent.

MV: Yeah, can you hold on, just. ..

5 “MV" — Mariana V [unintelligible).

(8022433



273

MA: Yeah, sure.

MV: ...justasecond?

MA: Okay.

MV: Thank you.

MA: [Unintelligible] get some phone calls, Pedro?

PH: 1 got from Montero and uh . ..

MA: Did you?

PH: ...and I’m about to receive from Rukavina, so.

MA: Ahha. Okay. Ahm.

PH: Ahm. -

MA: Is there some concern?

PH: ~ Well, there is, | mean, basically the question is whether he was considered
a public figure or not and, uh, what’s the status of the account
[unintelligible}.

MA: Okay. Uh, ya know, Bob is here as well. Do you want me to bring him
in?

PH:  Yeah. Maybe he knows something more.
MA: Okay, hang on. [Pause].

UF3%: Just a second, please.

MA: Pedro?
PH: Yeah.
MA: Pedro?

6 “UF3” Unidentified Female #3.
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PH:  Yeah, yeah.

MA: Hang on a second. Wanna make sure we get, Bob’s gonna come in here in
a second, just hanging up with Italy.

[A portion of this conversation has been redacted because it is nonresponsive.]

MA: Bob just walked in. Bob, uh, we have, Mariana [unintelligible] pulling the
file.

BA’: Ok. Hi Pedro.
PH: Hello Bob.
BA: How are you?
PH: Fine, thanks.

MA: I was telling, uh, Pedro that I didn’t believe that this was ever treated as a
public figure . . .

UF4%: Citibank.

MA: ...account. Hello?

UF4: Yes, Citibank.

BA: [Unintelligible].

PH:  Yup. Mariana?

BA: Hello?

UF4: There is the switchboard of Citibank.
BA: Uh, Citibank, where are we?

UF4: [Unintelligible].

7 “BA”™ — Bob Agosti.

§ “UF4” — Unidentied Female #4.
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This is Geneva, Citibank Geneva as well —
I’m Citibank Zurich, the telephone operator.

Oh, yes. You need to shift us to 7803, to Marianna [unintelligible] please.

" Ok. Hold on please.

Thank you.

Somehow it got cut off.

Uh—

This is something I inherited here, it says .. .

Yeah.

... definitely treated and coded as an Amy Elliott account. -

Yeah. But, I mean-—

" [Unintelligle}.

And, uh, uh, okay. And the relationship is with whom? With us or with
Confidas?

Both.

[Unintelligible] the client has an account in a personal name, plus. . .
No. Not a personal name.

[Unintelligible].

He's got a very small personal name account that he did a pseudonym for
acredit card . . .

Uh-huh.

... but he’s got uh, uh, a Swiss base, uh, the, the vehicle is Trocca Limited

(8022436
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Okay, but that’s, that’s a Confidas vehicle.

Yes.

But, but the personal account is in uh his name?
Uh, we do have . ..

Yeah. Yeah. [Unintelligible}].

... a personal account in his name.
[Unintelligible].

Yeah.

[Unintelligle] ask Mariana about the exact [unintelligible]. It’s his and his
wife’s.

Yes.

Hello?

Mariana?

Yes.

The entitlement of that, what was it — Napoleone or something uh—
Bonaparte.

What's that?
Bonaparte.

Bonaparte.

Um hmm.

That is he and his wife?

Um hmm, right.

fRO2724327
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MA: Okay it’s a fictitious name or -~

BA: How big is the account? Hi Mariana, this is Bob Agosti.

MA: HiBob.

MA: That’sa srﬁall, I mean, uh checking account for the credit card, no?
MV: Yes.

MA: It’s got like 50,000 or something, no?

MV:  Well, [ don’t think there’s any more than [unintelligible], or not much, at
least, just a second [’ check.

BA:  Yeah. Clearly when the account, uh — and how was the account opened,
was it opened, Amy Elliott opened it with whom? With Ingo directly?

MA: Uh. .
PH:  The, uh, personal or uh, the trust?

MA: The trust is a Confidas relationship for many years, no?

BA: Buthow was it opened, with whom?

MV:  Wasn't it with you Mead?

MA: No, no Trocea’s been around for many years, I think.

MV: No, no, no. Bonaparte.

MA:  Ch, Bonaparte was opened by me here when he came through last
summer.

BA:  [Unintelligible].
MA: I had acredit card issued.
MV: Right. We have only a balance of 136,000.

BA: And Trocca, when was it opened, Marianne, do you have any idea?
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MV: Uh, yeah, Icantell youina second.

BA: Causel don’t remember that account from my d-, from my days unless
Ingo was [unintelligible] Marianne.

MA:  Plus Amy shifted it once you left.

MV: Ithink it was, uh, transferred to us in last year. I think, but, just a second.
BA:  You see the, uh, I, I don’t remember the account at all.

MV:  Yup, well, two year, uh, three years ago, 20th of October 92.
BA/MA: 20th of October 92.

PH:  And it came straight from New York?

MV:  Yes.

PH: Do you know whether we fill funintelligible}?

MA: Ingo there?

MV: No, he’s on vacation.

BA: He’s on vacation.

MA: They also talked to Ariana Fleischmann, at, uh, the Confidas who’s been
handling this relationship.

BA: Because honestly, I don’t recall at all, I mean, uh, this account in, in those
times. In 20, yeah, in October of 92 [ was still there I guess. .

MV:  As far as I remember, we received like 20 million in one payment. But,
uh, if you hold on a second, I'll get the file and I'll tell you.

PH:  Okay. And then check, check who, who . ..
BA: [Unintelligible].
PH: ...recommended what type of documentation we have in there.

MV:  Okay. Just a second please.
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MA:

PH:

BA:

PH:

BA:

PH:

Ba:

PH:

BA:

PH:

BA:

PH:

BA:

PH:

Ba:

PH.

BA:

PH:

BA:

279

I think just as importantly, uh, as you look at this, I'm going to call Ariana
Fleischman a second just to find out how much of the, of the, of this trust
relationship, in terms of total AUMSs. Ithink that’s important. Both
financial and non-financial.

Specially guarantees or cross pledges or collaterals or whatever.

My gosh, what an explosion, eh?

Can you imagine? 1 didn’t read the news yet because I don’t know where
to get them but, uh . . . .

1t’s in the, um, I have it. Hang on a second. Let me, let me give you the
code in, in Reuters.

In Reuters? What’s the page?
Let me give you the page. Hang on a second. Hello?
Yeah.

It’s Y-J-K-J.

Y. ..

T.

Y-K?

No. Y-L.

Y-J?

Y-J [In Spanish].

Si.

K.

[Unintelligible].

I
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I

[In Spanish} {unintelligible].

No, this gives me, oh yes [unintelligible]. No, this is Barings.

Hang on a second, let me see if | can get here.

Y. Yousaid Y-J-H-J.

Ycomeven...

Yes.

... JcomeJoe...

Yes.

...KcomeKaren . .. -
Yes.

...y ] come Joe.

Okay, Y-J-K-J. Yeah. [Unintelligible].

Are you there?

Yeah.

Okay. The account was, uh well, like two million in 92 and then it
jumped up to four million in roughly 94, at the beginning of nine- no, that
was earlier, I'm sorry. That was in December_ 93. And then in April 94,
we received all of a sudden twen-, twenty million . . .

In Aprit - ’

... from Citibank, New York.

So in October we received two, and then the next two went where? Where
were they?

That was in of April 94.
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So we had only two in October.

Um -~

But I thought you mentioned a couple of credits, for uh -

Well, if I look at the, at the account uh, balance, it also .. .
[Unintetligible].

. ... it tells me like two million in November 93 . . .

November of 93.

... and then it jumped up to four and a half million in December 93.
Four and a half, yeah.

And then in April 94, we received twenty million from New York.

Okay, so it was November of 93 that the account came, then. The, the, the

two million.

Well, um. No, it was actually October 92. That was two million.
Okay, so it was October of 92, . ..

[Unintetligible].

.. .twomillion . ..

Exactly, and then it was, added, there were two mil, two more million
added.

Some, some time before December of 93 or 922
Um, 93. And then April 94, for the twenty million.

Uh, and we had in the documentation the fact that the, the name of the
client, because of, uh, the disclosure.

Wait. I'm sorry. It looks like, because, um, it looks as though,
documentation is a-, alright. We have, uh, all the documentation that is
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actually necessary which inciudes the Form A so I guess we knew the
name.
Huh.
But I don’t have a copy here.
Now, I wonder . . .
[Unintelligible].

. .. if the documentation was not filled, because I’m s-, when is Ingo
coming back Marianne, I mean, this is not. . ., .

Tuesday.

On Tuesday?

Yup.

Next Tuesday?

Yuﬁ.

Now, I think we should get the file anyway and find out .. . .

Yeah. We should get the file and the problem is to see who filled the
documentation because I guess it was filled by Confidas and . . .

Yeah.

. if there is any disclosure of the name or uh, if Ingo knew who the
person was because clearly we should have, ub, declared him a — I don’t
know. He’s not a, directly, a political figure —

Yeah, he was indirectly.
[Uninteiligible] but indirectly, yes .. .

Yeah, but, uh.

... 50, we should have made some kind of a point there, that uh, that he
was 2, a political figure.
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MV:  Well, actually, I do have a, an account application for corporations here
and on Form A it says Raul Salinas so . . .
BA: He’s what?
MV: ... [nintelligible] was clear. I, it, w- [unintelligible] did {unintelligible]
" the name so, and it was signed by um, Confidas. That, I, I was looking for

a Form A because I thought um, that was . . .

BA: Yeah...

MV: . ..already the new form, but it was the old form that we still were using
at that time . . .

BA: Uh-huh.

MA: ...anditis included, so, we got it here.

BA: And you have it in the file? .
MV: Yes, Ido.

BA:  Solngo knew the name of the client.

MV:  Yes. I guess, yeah.

PH:  And it’s ub, it’s uh, signed by uh, Confidas as well.

MV:  Yes.

BA: And uh, and when is it dated?

MV: It’s dated the 16th of October 92.

BA: Ah okay. Ah, alright. Well, I think we have to speak with Ingo. 1, to be
honest with you, I don’t recall {unintelligible].

MV: Well, if you would like to call him, I"ve got a number where —
BA: You have a number?

MV: Yes\, i do.
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Yeah, I would love to call him, yeah.
Okay, justa sécond please.
Yeah, because. ..

Well, Bob, [unintelligible] I think what we should check as well is what
type of TPCs or exposure . . .

Yeah.

... do we have.

Case we have an exposure, yeah, loan exposure, yeah . . .

Do we?

1, I don’t know. I, I’d have to, what we need to do is take a look at the, at
the whole account. [ don’t know if we can do it from Geneva or

otherwise through Marianne.

Yeah, someone has to do it. And uh, and my concern is as well that you
should have a TPC, uh, covering the, covering the cash accounts.

Yeah.

[ mean, that, that’s a bit absurd.
{Unintelligible].

Okay. You there?

Yeah. We're here.

Okay, the phone numberis 0-0-5-0-Ithinkit’sa 6, because I got only
a fax copy here —

5-0-67
No, uh, yes. 2-2-5 —

2-2-5—

18
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3-1-55. Or 2-2-5-1-6-49. Or 2-2-5-0-1-3-5. And that is in San Jose, in
Costa Rica.
Oh. San Jose, Costa Rica my goodness.
Well, he’s actually going to school there, so, um —
Okay, so, let me repeat the number. It's 5-0-6-2-2-5-3-1-5-3.
Yes.
Then the other numbers. Okay.

Right. You might have to check uh, on the country code because [ can’t
read it very well but I think —

Well, alright . . .
. it’s a six. -

... {unintelligible] I guess that that’s okay.

- He’ll be back next Tuesday?

Yes. Maybe already on Monday but definitely on Tuesday.
Um-hmm.

Alright. Can you give me the base number, uh, Marianne?
For Trocca?

Yeah.

1-29....

Yeah.

63T

Yeah.

... and Bonaparte is 3-4-1-4-double 6.

19
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Uh, Marianne, is there any TPC in favor of, uh, Bonaparte? Or vice-
versa?

No.
[Unintelligible].

I think that we, we’re holding standing instructions to cover uth — no we
don’t, we don’t hold standing instructions.

Ah, okay.

No. But we always, like uh, covered any drawings or credit card uses on
Bonaparte from Trocca.

And how do you do that?

Well, we usually talk to Confidas and they again, um, confirm it with Amy
Elliott, Elliott, in uh, New York.

Um-hm.

And then we get written instructions to do so, to transfer, like a 100,000 or
whatever.

But that establishes a link between an individual account and the trust.
No, there is none.

Yeah, but you are doing it by uh, by crediting the account from one to the
other.

Exactly. We make a real transfer so there is no link at all.
Okay.
[Unintelligible] but you send the money from one account to the other?

Right. But you can’t really seec where it comes from because it says like,
um, by order of one of our customers or [unintelligible] —

Yeah, I know, but our systems would say exactly where — I, I know the
statement wouldn’t show it. . . .

20
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Right.

... but the system would.
Well, I mean, you could . . .
[Unintelligivble].

. .. follow the tracks.
Um-hm.

[Unintelligible] trace it back. Yeah. Uh. Okay. Alright. So you don’t
know of any loans or any TPCs in this account?

Well, according to the [unintelligible], there is nothing. There is no out-,
outstanding whatsoever.

Okay.

Good.

So that’s good, yeah. And the account is invested in mostly what?
Um, let me see.

Oh, don’t wo-, we can check that, that’s okay.

Um, I'm there. Oh, there’s a Bahamex of ten million. Right.

[ remember that’s what he did last time.

And there is a um, Citiportfolio . . .

Okay.

... and some funds: Citimex Peso, LA Horizon and CitiVenture.
Well, he has wonderful investments.

My God.

Made a lot of money.
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[Unintelligible].

Okay, uh. Alright speaking of concentration of investments, [ was
concerned because [ have some concentration in one of my accounts and

this is {uninﬁeiligible}.

Hm.

Okay. U, alright. Well, can you think of anything else Pedra?

Uh, no. I think that, that’s about it.

Qkay, we have to uh, find out — so there no political figure document
filled out. I meéan, the uh, the acceptance docurnents, can, can you geta

copy of their acceptance document Marianne? Of, of the client
acceptance, uh—

The, the CAC?

Yeah, the CAC. [ can’t remember what it is. [ didn’t want to say the word
because it sounds horrible.

'm sorry. {Laughter]. Let me see what, { think I saw something.

Alright. If you, if you can get a copy, can you fax it to, uh, to me, in
Geneva?

Urm-hmm.

Yah?

Sure.

Let’s take a quick look at it

Okay. No problem.

And I'll &ry to reach Ingo to find out a little bit more of how, how the

account was opened because unless my mind is playing me tricks, I don’t
remember. I remember saying, I remember him talking about an account

that Amy had opened that was very confidential.

RQED AQTED
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REDAGCTED

' REDACTED

 REDACTED

REDACTED
REDACTED

REDAGTED
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REDACTED

REDACTED

Uh huh, okay. [Unintelligible]. Okay. Alright, very good. Ab, the other
thing I can think, uh, Pedro, is, eh, maybe check, uh, these two names in

London.

No London is zero.

London is zero. Okay.

Well, 1 hope, but how can we [mlintelligi‘b‘le] don't know the names?

I think somebody has to speak with Amy this afternoon and find out

where.

But, New York is saying that, you know, it's the usual, no relationship,
you know, just a small demand account. When, when, uh, when the shit

gets to the fans [unintelligible].

Yezh, yeah, yeah.

Pedro, ['m just back. 1 just had a long conversation with Thomas Salmon
of Confidas.

Yeah.

Okay? Uh, so you are aware, uh, thisis a Cititrust Cayman, uh . . .

[Unintelligible]

£3022
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... basic model trust vehicle.
Mmm-huh.

Okay? There’s a trust that owns shares of a managed company
called Trocca Limited. Okay? And, uh, in this trust vehicle, uh,
this is the, a basic model trust in that we do not have a
discretionary role, okay? Um, we basically hold [unintelligible]

and we take instructions from joint donors, Mr. and Mrs. and 93%

of the time the instructions have always been received from the
wife.

Hmm.

Okay? So, here the client really has been the wife although there
obviously are joint donors here, husband and wife. Okay?

What are you saying is wrong here?

Okay? Um, now, evidently the other assets we were talking about, total

assets in the relationship is around a hundred.
[Unintelligible].

There, there’s twenty-two here and the rest is in London.
Huh, you see?

[Unintelligible].

Okay? Uh, but, you know, you can ask Sarah because she probably has

the account for Trocca there. Okay.
Yep.

Okay.

Now, um --

Oh, {unintelligible].

Tom, his concern, he thinks we should patch you into him. There’s not
any leverage to speak of, but he said, I think what we got to be concerned
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about here is not the leverage necessarily that’s funintelligible] important,
but more importantly is a, a, a franchise risk here and PR because . . .

[Unintelligible].

... it is not unconceivable that this guy might, they might in their,
in their investigation discover this whole relationship.

I think it’s important to find out how the money came in at this point to,
uh, eh, because clearly there is an investigation, uh, if they can trace the
money to us. Uh, I mean, what’s done is done. There’s nothing we can do
at this point. Maybe the decision that we have to face right now is what
are we going to do with this account? But I guess that, uh —

Well, from a PR sense, Salmon [unintelligible] was saying, he really is co-
, you know, we have to think about uh, how, you know, John Reed’s legal
counsel, this guy Jack Roche and Rich [unintelligible] that he mentioned,
uh, how are we going to position ourselves, uh, if, uh, the people from
Financial Times or the Wall Street Business, uh, you know, uh, uh, get a
hold of, of the fact that you know, uh, Citibank Switzerland and London,
uh, have a rela-, and Confidas, uh, have a relationship with this guy?

And New York.

No, here.

And New York.

Uh [unintelligible]. Could we, uh ...

Where, where are you, Pedro?

In London.

Do you have a number?

Yes. I'm with Marcelo Mendoza, so its 4-0-9-5-0-5-1.

Okay, good, alright. We’ll, we’ll call you right back.

Okay.

Okay?
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PH:  Okay.
BA: Good, bye-bye.

US:  Bye-bye.
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March 1, 1995
1:59 p.m.

AE:' Amy Elliott.
SB:2  It’s Sarah B. again.
AE:  Hi, cutie.

SB: Hi. I've got Pedro with me, Amy. [s this a good time to talk, or are you in
the middle of a meeting?

AE: Oh, no.

SB: Okgy. I’m going to put you on the speaker.
AE:  Okay.

SB:  Hold on. Can you hear us Amy?

AE:  Yes.

PH’: Hello, Amy. How you doing?

AE: D'm fine, honey. How are you?

PH: Fine, thanks. [Unintelligible].

AE: Huh?

PH: {unintelligible] an early morning.

AE:  Well, my moming —

! “AE” — Amy Elliott
? «gB" — Sarah Bevan

3 “pH” -- Pedro Homen
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[Unintelligible].

My morning here is already three hours old, so.

Gee. ..

Yeah.

... [unintelligible].

Yeah.

Amy, uh, listen, uh -

Pedro, there is nothing we can do, okay, I don’t think. I, I will be speaking
to Sandra this morning. I don’t think, uhm, we can be faulted for

anything. I really don’t. Uhm, this was introduced to us by our best
client.

Yeah.

Uhm, everybody was on board on this.

Yeah.

And, uhm, this was a person that, uhm, as far as we could tell, had, ubm,
uhm, very close connections to his family, but had a viable business,

okay?
Yeah. No, no. My, my concern is [unintelligible] I, T agree with you on

that one. Uhm. The, the question is should we do anything on loans
outstanding. Because we have a three million dollar loan in London

maturing March 14.

Well, March 14 we won’t roll it. We have cash on hand, we won't roll it.

[ know. But, do you want to prepay, or do you think we should stay?
Because that’s the recommendation [ will have to present.

Well, well, see I, my, my inclination today is not to move in any way.

Yeah?
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You know what I mean? Um, but after the day is over maybe I'll feel
different, I"m sure I'm going to be asked to speak to God, okay?

I'm sure.

Unm, and so after I speak to God I will pass it on to you, but my inclination
is not to do anything that, that would look like were trying to, to cover up
things, to do things. We did not act improperly, um with the information
we had at hand. This is not a case where we can be faulted for, for, for
deing anything wrong and for not doing proper due diligence. We did,
okay?

Yeah.

And, and the, the specific problem at hand I discussed with him a week
and a half ago.

Yeah.

The first article that came out [ showed it to him. He was here. I showed
it to him and I said, what the, quote, what the hell is this all about? And
he said, Amy you shouid know that the family and there was another
family involved, another very big name, okay, and [unintelligible] printed
in this article and he said you should know that what was going, going on
in Mexico, there is go-, there is go-, we are going to be persecuted. I was
told that this would happen from my brother and what I'm going to do is
stay out of the country and allow the dust to settle. So, [ mean, eh, even
that, | went into the meeting with the thing and [ have witnesses that [
went into the meeting with the thing and confronted him with it, I did not
say, Oh my God, what is, you know, what is going on, I'm going to hide
between, behind the wall. [didn’t do that. Uh -

Yes.

And I told Ed I was going to do that, and he said are you sure you should
to do that and [ said yes, absolutely I should do that.. . .

Hm hm.

. .. uh, so my inclination is not to do anything that looks like we are trying
to, that we are running scared, because while this is a very sad and, I, [
think, kind of ugly and sort of tells me that my reading of human nature

has to be reevaluated.
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Well let, let’s get to the end, because you never know.

Okay, I, I don’t know that this is nota witch hunt and, and uh, quite
frankly I, T my, my, my original inclination is to say holy shitand I, I, I
can sleep at night regarding our actions, not just mine but everyone’s,
okay? Um.

Did, did you talk to Montero already this moming?
No, not this morning, last night.
Okay. Abh, fine.

I mean this goes. [Unintetligible] in the very, very top of the corporation
this was known, okay . . .

Yeah.

... on the very top.

ékay. [Uninteligible].

You and I are little pawns in this whole thing okay?

[Unintelligible] did you ever fill just on the [unintelligible], did you ever
fill a public figure report on this one?

Do I, do I feel that, that what?

A public figures report. You know, do you have it in New York, no?
Do I, yes [ do have itin New . ..

{Unintelligible].

York. I do have it in New York for about two to three hundred
thousand . . .

{Unintelligible].

... and, and [ think it is, you know, that it is perfectly reasonable that [ do
have it in New York and it is in New York and it’s prop-, properly
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documentated, and we, documented and we pay all bills and we do
everything -

[Unintelligible] what I am asking is the public figures report, you know
the, the . . .

It's a requirement, Amy, that says someone is holding a prestigious
position, a public fig-, position within a country.

A public figure position within a country?
Yeah.
You, you, you are not aware of that?
No.
[Uninteiligibie}.

[Unintelligible] probably unique to, to Europe, we, we have to
acknowledge . . .

No, it’s, uh, uh, wotldwide.
Worldwide?

Yeah.

Is it?

It was a public figure report that has to be filled by the group executive.
Ah, {unintelligible].

Rasically acknowledging that we know it is a public figure.
And [ununtelligible].

And was this person a public figure?

Yeah, that’s one question.

Well then, do you feel he is, | mean he wasn’t.
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Okay, eh, okay.
I mean [ so far as I am concerned, he wasn’t.
[Unintelligible].

Ju-, just because my husband is the president of the country doesn’t mean
that I am a public figure, does it?

Yeah. Okay.
I don’t know, I’'m, I’m, I'm asking.
Well, theoretically, no. I agree with you. Uh, but uh -

This person was a professional in uh, a professional and not in
government.

Yes.

Okay, um, I don’t know, let’s wait until Ed gets over there and, uh, that
Sandra Lopez-Bird speaks to me and . . .

Okay.

... T expect that [ will have to go up to, to God and when I do I will let
you guys know. Where are you going to be, in London?

[Unintelligible]. In London. I am going to call Rukavina now.

Yeah.

And uh, I will basically tell him what we discussed and if he wants
anything more, he will -

Well, have him call me.
Yeah. And listen, do you know the, the other guy, uh Palenque?
No, [ don’t him. The other guy, [ don’t know.

Yeah.
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No, that [unintelligible] guy?

No, I‘kmean another customer we had [unintelligible].

Oh, yes, what about him?

Well 1, I, | read something that he might be within the group that. . .
[Unintelligible].

... [unintelligible] everything?

His father.

Yes.

His father.

His father. Yeah.

Yeah. [ spoke to, I spoke to that other guy about that too.

Yeah.

And when the article came out, I mean, 1, [, I got on the phone, and spoke
to both of them . . .

Yeah.

... um, and he told me that a retraction was coming forward and that it
was irresponsible journalism and that’s what was gonna go on in, that was
going to go on in the country for a while, that this country was not ready
for, uh, for democracy, and so forth and I, I, you know, unless [ am asked
or unless [ am told that when [ ask a straightforward question and [ get a
straightforward answer that I am to question that answer and say, well you

are lying, okay?
[Unintelligible].
Then, then everything we do is out the window.

Yeah.
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’m sure that name is, that, that name is absolutely going to come up, of
course it’s going to come up.

Should we do anything?
My inclination is no, but I am going to be doing nothing other all day, so |
[Unintelligible}] in, in relationship, in relation to the first, to the, to the,
number one.
Yeah.
At least discuss it as well with Sandra so that to protect yourself.
Okay.
Okay?
All right.
As, as a potential risk, nothing else.
Okay.
Okay.
Thanks honey.
Bye. All the best.
Thanks.
[Unintelligible] let us know.
Qkay.
Okay.
Bye.

Thank you.
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March 1,1995

2:38 pm

PH': [Unintelligible].
HR% Citibank.

PH: Estou? Hubertus. ..

HR:

PH:

HR:

PH:

HR:

PH:

HR:

Hello? Hubertus. ..

Sim.

Yes.

Hi, é Pedro.

Hi, it’s Pedro.

Tudo bem.

How are things?

Tudo bom. So para te actualizar sobre este caso do México.
Fine. Just to update you on this thing with Mexico.

Hmm.

O que se passa € o seguinte. Isto ¢ uma conta totalmente indirecta, seja em
L- Suica ou Londres. S&o “trusts” organizados sob um nome confidencial.

The thing is this. This is a totally indirect account, both in L- Switzerland
and in London. These are trusts set up under a confidential name.

Hmm hmm.

! “PH” — Pedro Homen

2 “HR" — Hubertus Rukavina
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Nio ha relatorio por “public figure,” porque € entendido que ndo ha um
“public figure,” é um engenheiro “businessman.”

There is no public figure report, because it is understood that there is no
public figure, he is an engineer, a businessman.

Hmm.

E, portanto, a conexdo com o irmdo era totalmente independente. Ah, eles
tém neste momento 22 milhdes na Suica e 78 em Londres.

And therefore the link to the brother was totally independent. Ah, right
now, they have $22 million in Switzerland and 78 in London.

78 milhdes de dolares?

78 million dollars?

E, sim. E 22 na Suica.

Right. And 22 in Switzerland.

Puta que pariu.

{Exclamation.]

E. E desses 78, temos 3 milhdes em empréstimo, que vence no dia 14 de
Marco. Portanto, as decisdes de-, deveriam ser, ou liquidar, pré-pagando o
empréstimo, ou manter COmo esta para que . . .

Yes. And of those seventy-eight, we have 3 million on loan, which will
mature on March 14. Therefore, the decisions sh, should be either to
liquidate, by prepaying the loan, or to keep it as is, so that . ..
{Unintelligible}.

... até ao vencimento, ndo ¢? E ndo renovar o vencimento.

... until it matures, right? And not to renew it upon maturity.
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[Unintelligible] que pagaram.

[Unintelligible] that they paid.

Nio. Exactamente. O outro problema esta relacionado. Ha uma outra
conta muito grande, 138 milhdes em Londres, que é de um outro que foi
mencionado também como sendo um dos potenciais mentores.

No. Exactly. The other problem has to do with. There is another large
account, 138 million in London, which belongs to another who has been

mentioned as one of the potential mentors.

Hmm.

Af temos vinte e tal milhdes alavancados. Nés julgamos que o nome vai
sair n-, dentro dos préximos dias, ndo €?

There, we have twenty-some million that are leveraged. We believe that
the name will be released within the next few days, right?

Agora, a questdo € se esse, ¢ essas, e essas contas ndo devem ser trazidas
para a Suica.

Now, the thing is whether that, whether those, whether those accounts
shouldn’t be brought to Switzerland.

Estas de Londres?

The ones in London?

Claro.

Of course.

Elas estio debaixo do “trust”, ndo e?
They are held under the trust, right?

Mesmo assim.
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Notwithstanding.

Mesmo assim. Ah. Eu vou falar com o Tom outra vez. Tom Salmon.
Talvez se justifique.

Notwithstanding. Ah. I will talk again with Tom. Tom Salmon. It might
be warranted.

Nas e com Tom Salmon, que voce tem que falar? Tem que falar com um
“account officer.”

What do you have to talk Tom Salmon for? You have to talk with an
account officer.

Nao. Com o Amy e depois com, com o Tom, por causa da parte legal, néo
é? Porque pode ser que a conta, estruturada como est4, ndo haja acesso de

qualquer forma.

No. With Amy and then with, with Tom, because of the legal aspect, isn’t
it? Because it may be that the account, the way it is structured, can not be
accessed in any event.

[Unintelligible] e eu posso assegurar vocé que, que a, que a situacdo em
Londres é muito mais. [Unintelligible]. Temo até que . . .

{Unintelligible] and I can assure you that, that, that the situation in London
is a lot more. [Unintelligible]. I even fear that . ..

Sim. Eu falo com, okay, eu falo com eles. Mas entretanto, [unintelligible]
que ele ndo é um “public figure,” porque realmente era um engenheiro,

dono de uma empresa de construcdo.

Yes. 1 will speak to, okay, I will talk to them. Butin the meantime,
[unintelligible] that he is not a public figure, because he was really an
engineer and the owner of a construction company.

Bom, mas eu acho que. Seria bom vocé ter alguma coisado Ed, a.,a. ..

Well, but I think that. It would be good if you had something from Ed, a,.
La. ..
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Nos temos as cartas da Amy. A Amy € que era quem geria, ndo é? E gere.
Temos as cartas da Amy, dizendo exactamente isso. O que eu lhe posso
agora pedir era parad . . .

We have Amy’s letters. Amy was one who managed, right? And she still
manages them. We have Amy’s letters, stating exactly that. What I could
ask now would be to . . .

Nio, ta bom. Se vocé tem as cartas da Amy, esta bem.

No, it’s all right. If you have Amy’s letters, it’s all right.

Temos. Temos as cartas da Amy.

We do. We have Amy’s letters.

Okay?

Okay?

[The remainder of this conversation has been redacted because it is
nonresponsive. ]

w
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March 1, 1995

2:47 p.m.

CG': Mrs. Elliott’s office.

SB2:  Yes, it’s Sarah here from London, is Amy around?

CG:  Yes, Sarah hold on. It’s Carlos.

SB:  Thanks, Carlos.

AE: Hello.

SB:  Hello Amy, Sarah.

AE: Hicutie.

SB:  Hello. Um, Pedro has just been on the line to Rukavina and wanted to
pass on the comforting message to you so I'm going to put you on the
speaker again. Do you want to hold on a second?

AE:  Yes, honey.

SB:  Amy?

PH’: Amy?

AE: Hi.

PH: Hi, well the, as [, went through the, the, the process . . .

AE:  Yes...

PH: [Unintelligible] says well, uh, okay that’s fine, if he’s a business man and

an engineer, owner of a construction company and so on that’s fine. Just

! “CG" — Carlos Gomez.
? “3B” — Sarah Bevan.”

3 “PH™ — Pedro Homen.
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make sure that either you or Amy have uh, uh that pretty clear on the file, {
mean, that is, that we can [unintelligible] the origin of wealth.
Okay.
And then the next question was on the one prepayment eventually, he
agrees as well with you don’t, don’t rush, keep it at maturity until we
know exactly what’s going on.
{Unintelligible].
And, uh, on the [unintelligible] should we move all the accounts back to
Switzerland because he, his feeling is that the secrecy level and the

protection level in London s weaker than in Switzerland.

Uh huh.

So he said talk to Amy, talk to Salmon, and make sure that from a legal
standpoint or, or from a trust standpoint it makes sense to move. Ifit does,
uh, consider to move.

Okay.

[Unintelligible].

Alright. I'm meeting with Sandra at 10:30.

Okay.

And as soon as I do, um, I will ring you both, okay?

Qkay. Do you want us to, to go ahead with Tom and check from a trust
standpoint and uh.

Yes, absolutely. Whatever you can do to help me I will be most
appreciative because right now all I’'m trying to do is keep everyene calm.

[Unintelligible].
... you know, may, may, maybe [ shouldn’t, maybe I shou-, I, I have,

have misplaced, but I, | have got to tell you that {, T feel very saddened by
the whole thing but comfortable that we have not done anything wrong.
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[Unintelligible] okay and [unintelligible] we thank God that the guy close
to God is comfortable as well. [Laughter].

His right hand man is comfortable.

His right hand man is comfortable. Tloveit. Alright sweetheart. Thank
[unintelligible] . .. both of you. Okay. Bye.

Amy.
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March 1, 1995

2:51 p.m.

SB':  So,I'm gonna go ta, to Switzerland now. [Unintelligible] this :s my
opportunity.

PH:  [Unintelligible].

SB:  [Unintelligible] going to go to Switzerland [unintelligible].

US1%: Citibank. [Unintelligible].

SB:  Hello, [unintelligible]. Could I speak to Thomas Salmon please, in
Confidas?

Ust: Yeks, of course [unintelligible] —

SB:  Thank you.

USt: You're welcome. [Music]

SB:  Taisismy, ﬁh, my [unintelligible] transfer.

PH:  [Unintelligible].

SB:  {Unintelligible].

US2% Confidas, geod afternoon.

SB:  Hello, good afternoon. Is Tom Salmon there, please?

US2: May I ask who's calling?

SB:  This is Pedro Homen and Sarah Bevan in London.

! “§B" — Sarah Bevan.
? “PH” — Pedro Homen.
> “UST" — Unidentified speaker one.

1 eUS2” — Unidentified speaker two.
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US2:  Pedro who?

SB:  Homem. Head of Western Hemisphere Marketing.
US2: Pedro Homen. Hold on. I'll see if he's there.
SB:  Thank you. Pedro who?

PH:  [Unintelligible).

SB:  Who?

PH:  (Unintelligible].

SB: Is that what they call you?

PH:  [Unintelligible].

SB:  [Unintelligible].

PH:  [Unintelligible]. Homen.

SB:  Homen. [Unintelligible].

PH:  Homen. [Unintelligible].

SB:  Homen. [Unintelligible].

PH:  [Unintelligible]. Homen.

TS%  [Unintelligible].

SB:  Yes, hello. Is this Tom?

TS:  Yeah.

SB:  Tom, hello, P’ve got Pedro Homem with me. It's Sarah Bevan
here from CitiBank London.

* “TS" — Thomas Salmon.

[
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Okay.

Tom, I'm going to put you on the speaker. [s this a good time to,
to talk to you? Have you got five minutes?

Yes, I do.

Yah. Let me put you on the speaker. Bad line. Tom ...
Hello?

... can you hear us?

Yes.

Yeah. Hello Tom. [Unintelligible] I spoke to, both to, Amy and
Rukavina.

Yeah.

And, uh, it looks like that, in fact, on the information we have available,
this, is, is acceptable because really he is a business man. So, from a
public view standpoint, he is more a business man than a, uh, uh, rather
than a politician. So, in fact, at the time he was not a politician. So, what
we asked Amy to prepare is a more detailed analysis of origin of wealth so
that we can be comfortable about it. The, the second point that, ub, ub,
Rukavina raised was on the secrecy and confi-, confidentiality levels, that
we can have a, with the present structure, with these accounts in London.
So his question is, should we eventually move, ul, the accounts back to
Switzerland, or are, are we comfortable with, uh, keeping them in
London?

Why were the accounts in London to begin with?

Because the client had a preference to be in London, ahm, and we
have a specific, uh, a very active investment advisory relationship
here in London with the Investment Advisory Department.

Right, but, [ mean, do-, does anyone know why the client, [ mean,
was, was the did the client want to have the account in London
because he felt the London investment advisors would make more
money for him? Is that basically it?

3
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If [Unintelligible] this is historical, uh, problem. T [unintelligible]
we’ve tried to correct that. [ think it’s not related with the
custorner. It’s more relating with, uh, the fact that Bob Agosti was
in Switzerland and, uh, Amy wes pretty uncomfortable by having
the account close to Bob. So, the, [ think that’s the reality, so that
we can work on a fairly open basis.

Okay.

So, I, I believe there is no specific reason to bz in London.

So, Rukavina’s question is reaily, from a, from a secrecy
standpoint, should we move it out of London back to Switzerland?

Yes. I mean, what's the best structure to [unintelligible]?

I»don’t think that if we move it from London to Switzerland,
London will be able to destroy its records.

No. That’s right. You'd see a transfer.

So, so, I don’t know what would necessarily be gained by moving
everything to Switzerland.

[Unintelligible].

1 also think, Pedro, that we need to be. this is one of the things I
was trying to sort of get across earlier. We need to be prepared to
deal with the secrecy being lost. Okay? I mean, we, we’ve had
experience here in Confidas, a lot, with, [unintelligible] it, secrecy -
being lost through no fault of our own. Secrecy is usually lost
because somebody finds records that the client has maintained
somewhere.

Yeah.

Now the, you know, I, I, what T think, what I think we need to be
able to do is either - well, [ mean, I shouldn’t say either because [
don’t see how we can do it. But what we need to be preparing to
do is to say why we thought it was okay to have the relationship
with this customer when we knew who his brother was. [ mean,
Amy Elliott can say all she wants that the money came from, you

4
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know, making roads in, in Mexico or something like that but the
big question is gonna to be why didn’t we think, or why didn’t we
question, or did, did, didn't we care?

[Unintelligible]. I mean, I think in that case, I mean
{unintelligible] if you are in Mexico, uh, up to now, if you, you

consider a family with uh, ub, higher credibility, moral standing,
and so on than those guys, you couldn’t find any.

Okay.

And then, therefore, from that standpoint, it’s a long wealth, uh, in
the family, uh, they, they did it on the construction side, uh,
mostly, the deals are known. And therefore, no one is questioning,
I think, the origin of funds but it's more on the political side.
Okay, fine, 1, then my feeling is this. I don’t think you're going to
be, I don’t think you're going to be able to wipe out the history of
London.

Yeah.

Okay.

Okay.

Okay.

[Uninteliigible] I don’t personally see any benefit in moving it, in
moving it o, uh, to Switzerland.

To Switzerland. Okay, then the next step to answer your guestion

there will be a meeting in, uh, I think, a half an hour, one hour,
with our legal people in New York and Amy Elliott.

Okay.
And they will be discussing some of the legal implications.

Alright, I, Pedro, [ mean, this is more, you know, for your bensfit
than anyone else’s. [ didn’t want you to go into a meeting with
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Rukavina and, uh, uhm, the other guy, his name’s gone now, uhm,
and not have raised this yourself.

[Unintelligible}.

Yean, okay.

[Unintelligible] asking you questions about it, and then catching you
unaware. So as long as you are comforiable that, that the PR issue has
been surfaced, that’s fine.

Ckay. Fine.

It’s not my bugaboo.

Okay.

Alright?

Alright, Tomn.

Is that all?

[Unintelligible].

{[Unintelligible] Thank you verv much.

Thank you very much.

Bye.

Bye-Bye.

Bye.

(8022472



317

March 1, 1995
3:02 p.m.

SB!:  [unintelligible]
PC*  Hello, Citiﬁank,
SB:  Hello, it’s Sarah.
PC:  Yeah, hi.

SB:  Hello. Justto let you know, um, Amy’s obviously in, in the office now.
She’s in contact with legal department. Um, Pedro’s spoken to Rukavina.
Um, everything seems to be calming down. Um, I think it’s just
[unintelligible] actually, [unintelligible] -a-, and just to let you know
Confidas essentially said do not do anything on the account without
Confidas instructions.

PC:  Mm-hmm.

SB:  So, I mean obviously that's both of them in fact, um, which we probably
wouldn’t do normally anyway. Um, but I just thought Id, I'd touch base
with you and let you know that things, at this stage, we, obviously no
assets are being frozen, uh, . . .

PC:  [Unintelligible]. ..
SB: ...we’re not making any dramatic moves.

PC:  Nor surely can they be,

SB:  Nor surely can they be, and, um, Rukavina had suggested to Pedro ‘that for
security, secrecy, banking confidentiality reasons perhaps the account
should be transferred to Switzerland, but, um Tom Salmon, who's head of
Confidas, wisely said that even if it were transferred, you can’t destroy the
records here in London, and you’d see the trace from London to
Switzerland. Um, so it doesn’t actually benefit anybody at this stage, by,
um, doing a transfer to Switzerland.

! “§B” — Sarah Bevan

2 “pC* — Peter Carruthers

08022456



PC:

SB:

PC:

SB:

PC:

SB:

PC:

SB:

PC:

SB:

PC:

SB:

PC:

318

Mm-hmm.

Um, so Amy’s okay. She’s been in since six-thirty. Um, obviously she’s
speaking to everybody, God included, and, um, she’s speaking to the
lawyers now as well, so probably, I mean she’ll speak to you if, if there’s
anything she needs to address specifically, but she’s basically . . .

Yeah, I’ve just phoned her.

You have?

Mm-hmm.

Okay.

[unintelligible]

So, um, that’s how it is.

Alright.

Alright.

Thanks.

Bye.

Bye.

FRNIDIDAR7
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March 1, 1995

3:11 p.m.

AE':  Amy Elliott.

SB% Amy, it’s Sarah again. This should be our last call today.

AE:  Alright.

SB:  We just wanted to update you on, uh, Confidas.

AE: Okay.

SB:  Tll put you on speaker. Hold on. Amy?

AE: Yeah.

SB:  Uh, we spoke to Tom, Tom Salmon, who’s the head of Confidas . . . -

AE:  Yes.

SB: ...and essentially he’s saying that if a transfer were done from London to
Switzerland, uh, the very fact that you can’t bury the records or lose the
records here in London doesn’t help anything.

AE:  See, that’s, that’s my feeling. [ really feel that anything that we do insofar
as I’m concerned . . .

SB: Mm-hmm.

AE: ... the, the press has put us on notice, okay, that somebody we have dealt
with has done . ..

SB:  [Unintelligible].

AE: ...something thatis...

! “AE” — Amy Elliott

? “SB” — Sarah Bevan
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SB:  [Unintelligible].
AE: ... awful and wrong, or is accused of, . . .

SB:  Yep. [Unintelligible].

AE: . ..okay. Um, for us to then move . ..
SB:  Yeah.
AE: ... unilaterally to do anything.

SB:  [Unintelligible] looks suspicious.

AE:  1t's like, what are we trying to hide. . .

SB:  [Unintelligible].

AE: .. .okay?

SB: © Absolutely.

AE: Insofar as I'm concerned, the less movement, the better . . .

SB:  Yeah.

AE: ...andI think we can defend that a hell of a lot easier than we can defend
moving this out, moving that out, paying a loan, I mean, [unintelligible]
it’s, plus, plus, bank records are subpoenable, and bank records don’t go
away, . .. :

SB:  Absolutely.

AE: ... okay? Andso...

PH%: Ininteiligible] just one, one concern. And probably you can address it to
g J P
me or, you know, maybe Montero or someone at his level [unintelligible].

3 “PH" — Pedro Homem
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If and when, uh, someone finds something about it, what should be the
position of the bank on the confidentiality issue?
Well, I have Sandra Lopez Bird in my office in 15 minutes . . .
Okay, because it’s, it’s . . .
[unintelligible]

... more than anything else, you have franchise risks and you have, uh,
PRrisks. ..

Yeah.

... and those are difficult to quantify, but, uh, I think the, the, the,
[unintelligible] we should have discussed that with the [unintelligible]
what reaction should we take if anything happens, and we are asked to
deliver something.

Okay.

Okay? Justin case.

Alright, sweetheart. I'll ring you as soon as Sandra comes in.

Okay.

And I'll put you on the box so you can hear what she has to say.

Fine.

Okay.

All the best.

Bye Amy.

[Uninteltigible.]

(98]
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March 1, 1995

4:31 p.m.

SB':  Good afternoon, Citibank.

JS%  Good afternoon, Mugsy? This is Moe.

SB:  [Laughs]

IS: [Unintelligible] use our real names anymore.

SB:  Moe? You probably goi your call at home. Okay. Let’s talk in codes.
[Laughter.] Don’t tell me where you’re calling from.

JS: [Unintelligible] a fun day today?

SB:  I’ll call you back, alright. Just don’t say anything.

JS: Are you sure? No, I’'m in Houston, don’t worry.

SB:  Iknow you are. Icouldn’t believe it.

IS: [Unintelligible.]

SB: I thought, there must be a wrong message here. What is Joanne doing in
Houston? There must be two messages here. Yeah, well, T actually left a
message at your home. Did you get that one, you picked it up?

JS: Oh, no, I didn’t.

SB:  You didn’t call into yourself just to see how many phone calls
[uninteltigible] . . .

JS:  No, I haven’t called in since yesterday. I'll call in again today at
some point.

! «3B”— Sarah Bevan

2 «J§” . Joanne Sciortino
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I called you early this morning to say, “Please ring me.” [Laughter.]
Yeah.
Well, you knew as soon as I got in, I was going to.
Yeah, yeah, interesting day, God.
How has it been for you?
Um, oh, Amy’s just remarkable. She really is. I mean. um, she’s now in
with Sandra Lopez-Bird and we were just talking with Pedro, ‘cause Pedro
is here by chance today in London, . . .
[unintetligible]

... and, and he’s spoken to Rukavina, and he’s spoken to Ed Montero, and

Well, we knew, we knew Ed spoke to Rukavina last night.

Yes, that’s right, which is great. Um, so I heard the news. ..

Yeah, I mean, we're all, none of us know what to do. [ mean,

we’re all saying, we're all realizing whatever, but what, what

do you do?

(A portion of this conversation has been redacted because it is privileged.}
Are they, have we in essence then blocked them?

Not yet, but I'm sure that’ll come very, very soon. You see, um, | suppose
it’ll be our obligation to block them, if we know the ultimate beneficiary
and, um, um, you know, whether Mexico come to us and say, we know
you’ve got an account with this person or not, um. ..

Would we go to Mexico and say . ..

Well. ..

... we have?

(B024656
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That’s, that’s another point. Would we? Um, do you, do you, is it normal
practice to freeze someone’s accounts if they are on trial? Every
[unintelligible] . . .

Um.

Worldwide accounts?

’ve never been through a case of this.
No. No.

I’ve never been through a case where an account has not been
frozen other than because we received in a subpoena.

Mm. Well, we haven’t received that yet. Now of course that’s possibly
going to come. Um, and they are questioning whether the three million
dollar loan, should we actually immediately, because that’s on demand
should we, should we call that, and . . .

But then the question also comes in, I mean that would be, you know, and
this is going to be a true thing of, of what is this whole, you know, CBL,
whatever, confidentiality issues?

Mm-hmm. Mm-hmm. It really tests it, doesn’t it? Well, I mean if we’re
not able then to offer confidentiality, um, it obviously, is, is, from a PR

point of view, does it then threaten our whole franchise with existing
clients, and existing business?

Right.

Um, Rukavina was suggesting that the whole account be transferred to
Switzerland, but, I mean, you know, yes, that’s an idea, but you can’t
dispose of records here.

But, see the thing is, you don’t have, well, you have one personal account.

Um, do we have a personal account?

Sure you have.

(8024657
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I’m, I’m not even aware we have a personal account. Yousee . . .

Well, you don’t have for the person, you have for the, uh, spouse.

Right. Didn’t even know that.

You don’t have fo.

No, exactly. [Unintelligible] Joanne, honestly, as, until this morning we
didn’t even know that we had the account. That’s how well-kept it’s been,
uh, managed, you know.

[Unintelligible].

Yes, of course, we know confidential company number ore. But we
hadn't any idea on confidential . . .

Oh, you didn’t know?
... company number two. Had no idea.
Ahbh.

So, you know, it’s been, the secrecy has been maintained throughout
because we have never spoken. :

Well, that was the key thing we had always gone for. ..
Yeah.

... and that’s what we’re saying, I mean.

Yeah.

So now you are being told, well how do you even know what I'm telling
you is true?

Um, because we had Confidas on the line when they said basically you
have this money in London and I [unintelligible] to speak to Pedro
Homen, who's head of ME, EMEA because Ed Montero had been on the
line.
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Whoa, they weren’t allowed to do that.

Um, well, I think it was driven by Ed Montero saying we don’t have assets
of any size in New York but you do in Europe, and, um, Pedro is head of
EMEA and is therefore . ..

Right.

... responsible to know what his due diligence.

Well that’s why I’'m saying. It would have been something to have told
Pedro. 1don’t know that Confidas had a right to tell you. You see what
I’m saying?

Mm.

The only one who has broken anything so far is Confidas.

Um, I don’t know who actually spilled the beans on the, on the phone . ..

Yeah.

.. . [unintelligible] but because I was obviously involved in the
conversations. . .

Yeah, but you realize what, what the, the point I'm getting, I mean, Sarah,
between you and I, you know, what does it really matter here?

No, but I could, I honestly . . .

[unintelligible] what they did.

... until this morning I could have said I did not know who the underlying
beneficiary was. Until this morning. Which is probably, would have been
a nicer way to have kept it.

Yeah, that’s why I'm saying.

Yeah.
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It would have been a :ot nicer for you, and it would have been appropriaze
for Confidas to have done that.

Well [unintelligible].

[Unintelligible] they knew they would have advised the head of the area.
Yep, in, uh, well you see, then Pedro called me in to say, well, do you
have this account and how much do you have, and then I said well, yes, of
course we do, why, what is the issue?

Yeah, of course,

I mean, that is bound 1o happen, butum, ...

Hmm.

... 1it's very interesting, it’s very interesting.

I mean the whole thing is interesting, on it. Yeah, *cause, see, I mean, way
too interesting. [ like when life is boring.

[Laughter] Well, Amy is remarkable given her whole, uh, situation. I,
you know, I said to her, God, you know, you don’t deserve 1995. And we
are only March the first, and . ..

Well, we had, uh, last, last night when I was talking issues, like, well, you
know, and even with my whole personal life . ..

Yeah.

... and everything totally a mess. She goes, here I was wondering where
I'm going to live. She goes, well, now I know it. I’'m Tony Giraldi’s
roommate.

Absolutely. Absolutely. No problem [unintelligible.]

Which is why I know, and, you know, it’s because of Tony. That’s why, T
mean, one, . . .

Mm-hmm.
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.. it is not something we didn’t, we all knew who was in, etcetera. Um,
but that’s why I, I know she is being up front, because she was even
supposed to be out today. I mmean the whole thing of going to Sandra,
going. We're like, we don’t know what to do. You tell us.

Yeah.

Key numberone . ..

Yeah.

... 13 we've got to be true 1o the franchise.
Yeah., Yeah. Have vou spoken to her today?

{Unintelligible.] Um, today, no, I spoke to Carlos about three times this
morning.

Mm.
Um, Carli and I have spoken.
Mm.

And 1 have spoken with Susan. Amy called me. I spoke to ber about two
times yesterday, last evening.

Mm. Mm.

[unintelligible}

So at this stage we are sitting tight. We are not doing anything. I mean
obviously if we start transferring to Switzerland, not only is there a trace,
but it also implies that we are . ..

Right.

... concerned or worried or what have you. And then we could really be
seen to be committing a, a, an offense.

Right.
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We have . ..

Right.

... to just sit tight and not do anything. Yeah, maybe freeze . ..
Right.

.. . the account and then see what happens from there.

Right. Um, that is very intercsting, though then, ub, I don’t krow.
{Unintelligible] don’t know.

So,uh. ..
God [unintelligible}.
How is, um, Houston treating you?

{A portion of this conversation has been redacted because it is non-
TESpOnSIVE.)

Anyway, Joanne, will you let me know what happens. T'fl keepyou
posted. Uh. ..

You keep me posted. You're, you're definitely mere in the picture than 1
am.

[langhter} {umintelligible]
[Unintelligible] so darn frustrating to be here.

Yeah. Absolutely. When it’s all happening, isn’t it? You read it in the
papers. . .

Yeah, I mean. ..
... did you?

1 had to murmn over all my transactions books. Thad to give everything over.
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Right. Right.

‘Cause we’re, we're showing them, it’s like, yeah, what, what do you,
what do you want to see from us?

Jo, I have one other outstanding issue. Um, who, who’d follow it up in
New York? [ suppose it is Amy, isn’t it? It’s just, she isso busy. Um. ..

What, well, maybe we can get Susan Cunningham. I have a management
trainee.

Yes, that’s right. If Susan could, it’s regarding, you know all the hedges
were changed. They are actually all hedged now through Swedish krona,
and that’s for confidential company number one, . . .

Yes.

... number two and for Brunello.

And for Brunello.

Um, and [ suppose we need Confidas instruction just to, to say they
authorized the, um, hedging, uh, by selling the Swedish krona and buying
the dollars.

Yeah.

Do you think Susan can manage that?

Yeah, that ybu will have to send a Citimail to, to Amy.

Okay. Just Amy or can I copy it to someone else?

Uh, copy it to me.

Yeah.

And put on it, um, because when my secretary pulls it.

Yeah.
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Put on it, to give to Susan Cunningham.

Okay. She can run, she candoa tested telex to, to Confidas?
Yeah. Yeah. Yeah.

Okay. Superb. Alrighty. That’s great, Joanne.
Okay?

Yeah, we’ll keep in touch.

Yeah, good luck honey.

Thank you. Youtoo. Bye now.

Oh well, have a fun day and I'll talk to you.
Bye Moe. [Laughter].

Okay.

I like that, that’s good.

Bye Mugsy. [Laughter].

Mugsy and Moe. Take care. Bye.

Take care.

Bye.
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March 2, 1995
11:41 a.m.

SB:' Good morning, Citibank.

PC:?  Sarah?
SB:  Yes.
PC:  Peter.
SB:  Hello.
PC: Hi

SB:  I’ve just gone into Citimail so I was going to check this before [ rang you
to find out how life is and how the markets are and whether we’d heard
anything.

" PC:  No, I haven’t heard anything.

SB:  [Unintelligible].

PC: A couple of things that ] needed to know . . .

(A portion of this conversation has been redacted because it is non-
responsive.)

SB:  Tell me, whilst, whilst you’re on the line, um, Mexico came under a little
bit of pressure yesterday.

PC:  Stock market sold off [unintelligible] the end of the day.
SB:  Where did the peso close?

PC:  Notmuch changed at 93 on the bid.

! “SB” . Sarah Bevan

2 «pC” _ Peter Carruthers
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Okay.

[Unintelligible] Bradys didn’t do very much [unintelligible].
Okay.

[Unintelligible].

Right.

[Unintelligible] 98, stock market down 2%, . . .

Yup.

... not a lot of other news around, um, some concerns, you know
[unintelligible]

Right.

After the morning’s initial reaction, you see the FT is full of,um. ..
1 do.

... of and mentioning Carlos Hank’s name.

Yes, [ do, that’s horrific.

Well, senior, Carlos Hank Sr.

Yes, of course, it is.

He’s known as a bit, he’s known as a bit of a bastard, isn’t he?

Yes.

I’m surprised Amy in a way didn’t give us some sort of inkling of, of the,
well, maybe she didn’t know, the, of the rumors going around about
Salinas.

Um, I’m surprised.

[Unintelligible].
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I'm surprised, but you know what, up until yesterday I didn’t even bloody
know that that’s who Trocca was and I suppose, um, Alan Robinson’s
going to jump down my throat because of that, [unintelligible] there’s so
many clients here that we don’t, we don’t, we have this obligation to know
your client but when it’s booked and it’s, um, indirect we don’t know the
client, . ..

Mm.
... um, although we have a very active, uh.. ..
[ don’t know if we need to, do we?

Switzerland does, they actually have on record, on record in Switzerland
either with Confidas or with Citibank PBG, um, the client’s name.

Apart from which we’re supposed to be advised or Compliance is
supposed to be advised of anybody who is politically sensitive.

Yes, um, but I mean Amy’s still holding fast that he is not a political
figure and I’ve actually done a memo to file which I’'m going to forward
to, um, Alan Robinson.

Well, I think she’ll be a bit hard pressed to prove that as the, as the,
although he’s not a political figure, she is, he is the brother of the president
and a very active political, um, behind-the-scenes political figure.

Mm.

But nonetheless, you know, people, people of influence {unintelligible]

Political, I beg your pardon, political figure isn’t a word that was used.
Pedro asked, um, public figure . . .

Right.

... yesterday, um, and, and Amy didn’t quite know what that was all
about, but apparently it’s a worldwide requirement that we have to, um . ..

Absolutely.

... lodge or not.

(B022338
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Anybody who is, is sort of influential in any way . ..

Mm.

... either from the media or, or from [unintelligible] . ..

Well, she still stands hard as of yesterday that he’s not a public figure.

Yeah, well, presumably the bank in New York knows who, who Trocca
was?

Oh absolutely, as does Confidas, asdid . . .
[Unintelligible].

... Bob Agosti, as did everyone else on the phone who chose to talk
yesterday.

Right. Right.

Let me know if you see anything, obviously FT I'm, 'm combing through
every day but any of the other magazines, um, Hap picked one up in the
Times, you want me to send that over to you?

‘What was that?

‘Mexico in turmoil as ruling party faces up to murder’. There’s a picture
of him, actually, of Raul.

Yeah [unintelligible] presumably.

It'sa...

[Unintelligible].

No, no, it is the same [unintelligible]

Um, what else? Um, should we send some flowers to Amy?
Yes, that’s an excellent idea.

[Unintelligible] do it.

(B022339
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Um, what message should we put on that?

{Unintelligible].
1 think so too.

Youand L.

Um, so, with much love from your friends.

Yeah, something like that.

Yeah.

Um.

Alright.
[Unintelligible].
Sure.
{Unintelligible].
Sure sure.
{Unintelligible].
Alright thanks.
Bye.

Bye.

wn

(8022340
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November 14, 1995 ‘
3:08 p.m.

UM Citibank, good afternoon.

MM:? Hi, is Nigel there?

UM:  He s, just a moment.

MM: Thank you.

MM: [Unintelligible] . . . to call us and they were. . ..
ND:*  Marcelo.

MM: Yeah, hi Nigel.

ND:  Yup.

MM: Do you have any more information about this Trocca? Is it going back to
New York, the funds, or is Switzerland. . .

ND: No, no, no. I just had Joanne Sciortino who works with Amy Elliott, on
the phone, and they were fully aware that the client is actually in
Switzerland, today, and her words to me were it’s good, yes, we've been
dying for this account to leave us. And they are all fully aware that it’s
going and they said that
(A portion of this conversation has been redacted because it is privileged.)

MM: Okay.

ND:  So they’re very happy that this relationship is leaving.

MM: Where is the transfer to be made to?

ND:  We do not know yet.

b sUM-- unidentified male.

¥

“MM” -- Marcelo Mendoza.

3 “ND” -- Nigel Dowsett,

(8024640
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Oh, we don’t know.
What it is - the client was in Switzerland this moming to tell them to
liquidate, and then she is going back into Switzerland’s Confidas office on

Thursday, and then we will know Thursday afternoon where the money is
to go.

Okay.

So, until then we don’t know.
All right.

So we started liquidating. . . .
We’re liquidating. . . .

We’re liquidating all assets, yes.
Okay.

All right.

Thank you.

Goodbye.

8]

(8024641
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Senate Permanent Sibcommities
on Investigations
S

Memorandum

To :Julio De Quesada

From : Bob Fox x

CC : Ed Montero, Sandra LopexBird, Albert Misan, Jose Luis Rodriguez
Macedo

Re : Briefing for CNB

Background

Mission Statement

Customers conduct various financial activities in the torm of capital
market investments and money market securities in banks and brokerage
houses.

Target Market

Cltibank provides firnuncial services 1o ils giobal customers which Inciudes
the promotion of invostmont activitics in Mexico. To accommoddutetity
need, we employ a broad legal vehicle structure.

Operational Controls

To open an account for all of its clients, Citibank requires a therough
Customer Profile which demonstrates the client's personal data as well as
his source of we«lith. In addition to the Client Profile, the following items
are required and monitored:

- A signed Product Contract

- Banking references

- Creation of methods to identify suspicious transactions
- Signature verificotion

- A piece of identification

Chronology of Events

Seniar Offlcers Visit the country and inform us about clicnts who wish to
invest in Mexico.

During one of these visits, an Officer of Citibank N.Y. introduced the
representative of their exisling client.

This representative initiated a transaction in the form of a Cashiers Check.

CB014584
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Following the instructions from the Officer, we initiated an FX transaction
and fransferred the funds to the designated account in NLY.

Routinely the Officer would call and advise Mexico that a transaction
would be initiated.

Following our standard procedurcs, we review all fransactions for
compliance on an ongoing basis.

Mexico became concerned obout the frequency uid siee of The
fransactions. Mexico was reassured by Citibank N.Y. that the “Know your
Customer” guidelines were in place, had been followed . and that the
volume of the transactions were consistent with the client's profile.

Given this reassurance. it was concluded that the transactions were not
of a susplcious nature and that no issue existed.

Conclusion

Due to recent Inguiries we have inlfiated a Task Force exercise to once
again review all transactions spanning 1989-1994.

As of today, they have identified ...........

(B014585
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Sanate Permanent Subcommitied
on Investigations

- 30s.

Ariana,

We are today, 8 June 1993, crediting the London Staxr's account
Va/o USSS;004,187.37 for further credit to Coul, Client #2's Accounts,

The total we have credited, to date is as follows:

. 27 May - USS$ 4,937,897,44
28 May - USS 5,365,697.86 +v~
2 June- USS 6,220,800,00 .
3 June - USS 6,227,064.69 v~ OR‘TY
Jeh -~ one- USS 6.969.384.81 PR
. $ June - USS 5,005,187.37
Total  USS34,724,932.17

Of this amouat the first USS4.9MM were used to open an Advisory
Custody aceount managed by Peter Carruthers in London. The balance
of the funds have been kept On Call a5 instructed by the client.

Plesse advise Sarah Bevan and Peter Carruthers in London that the
dient will require USS25MM svailable to him on 30 June, 1993 when
be intents to visit the Confidas Office in Zurich. (I will be giving you
instructions s to what to expeet yon will need to have ready for that
visit later on this week), the balance ie., 1S54,787,035 approximately
is 10 be iovested by Peter Carruthers in London.

Iwould appreciate your authorizing London to:

] Place USSZSMM on a Moncy Market instrument unti] 297une,
and to transfer the balance to the Advisory Custody Acconnt, effective
9 June 1993, .

Many thauks for your attention to this matter,

(8023079
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FUNDS FLOW

CONFIDENTIAL CLIENT #2
DATE AMOUNT DESCRIPTION
1-14-94 3,185328.19 3MM London - invested for | month advisory

185,328.19 Raul's personal a/c

1-18-94 5,356,281.17 5MM 1o London - invested for 1 month adwisory.
356,281.17 Paulina’s personal a/c.

1-25-94 §,358,004.83 3MM to London - invested with P. Carru(hc;
358,004 83 Raul's personat a/e.

1-26-94 5,357,142.86 . 5MM 10 London - invested with P. Carruthers
357,142.86 to Paulina’s personal a/c.

Total Amount $19,256,757.05

18,000,000 to London

1,256,757,05 to personai a/cs.

(8 001128
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New G.T.N. 1/71793
CMNA 29-JUN-93 21:22:14 009865
Te: Mailey Plange (EUZRH:PBG)
cc: Peter Carruthers (EULON:PBG), Thomas Salmon (EUZRH:PBG),
cC: Sarah J.Delaney (EULON:PBG), Joanne Sciortino (USNYC:PBGWH),
cC: Sarah Bevan (EULON:PBG}, Gillian Mueller (EUZRH:PBEG)
From: Amy C. Elliott (USNYC:PBGWH}
Date: TUE 2%-JUN-93 21:35 a7

Subject: CONFIDENTIAL CLIENT NO. 2

MAILEY,

TEST WORD, INSISTS THAT WHEN TESTING FOR "AN AMOUNT" ALL AMOUNTS MENTICNED
IN THE MESSAGE ARE SUMMED. AS A CONSEQUENCE, THE TOTAL OF THE TRANSFERS ($34,
724,932.17)

WERE ADDED TO THE $25MM, ERGO, THE $59.7MM.

SO THAT WE ARE ALL ON BQARD, AS OF 31 MAY, CLIENT HAD THE FOLLOWING A/C'S:

LONDON GBA #7/303626/039 $2,015,678.75
LONDON - INX. ADVISORY #7/303626/047 $4,935,897.44
LONDON FGP #7/303626/012 $3,120,646.23
CH CITIMEX PESO $2,191,919.00

TOTAL $12,264,141.42

THIS AMOUNT EXCLUDES THE $5,365,697.86 TRANSFERRED MAY 28TH AND PLACED ON
CALL IN A SEPARATE ACCOUNT BUT DOES INCLUDE THE $3MM IN LEVERAGED ASSETS.
SUBSEQUENT

TO THIS WE TRANSFERRED $24,421,336.87 IN JUNE.

THE CLIENT NOW REQUIRES $20MM WHICH LEAVES US APPROXIMATELY $3.8MM "TO BE
INVESTED" . EE AS WELL WOULD LIKE TO FURTHER LEVERAGE THE ACCOUNT $5~10MM.

MAILEY,I AM FAXING TO YOU TONIGHET A LETTER REGARDING HIS INVESTMENTS FOR YOQU
{OR WHOMEVER IN CONFIDAS) TO REVIEW WITH HIM TCMORROM, AND A LEITER TO CONFIDAS
FOR HIM TO SIGN CONFIRMING THE RECEIPT OF THE TRANSFERS, THE BALANCES ON

HBIS ACCOUNRTS, AND REQUESTING TEAT YOU FURTHER LEVERAGE HIS ACCOUNTS ANOTHER
$SMM. YOU SBOULD BE AWARE THAT HE WILL ASK YOU TO ACKNOWLEDGE AND CONFIRM

THE INFORMATION IN THE LETTER AND WILL REQUIRE A COPY FOR HIS RECORDS.

THIS ACCOUNT IS TURNING INTO AN EXCITING PROFITABLE ONE FOR US ALL MANY
THANKS FOR MAKING ME LOOXK GOCD.
VERY BEST REGARDS,

AMY,

Delivered: TUE 29-JUN-1993 21:35 GMT

. 022908
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Auther: Ariana Fleischmann-Wilkins at SWITZERLAND
Date: 1/31/95 10:38 AM

Priority: Normal

TO: Amy C. Blliotr at DECPostmaster

Subject: CONPIDENTIAL & 2

Hessage CONTENES -=~mc-ccmemmem e caacmcacacao

DERR AMY:

CONFIDENTIAL # 2 TELEPHONED MR YESTERDAY. HE WANTED TO TRANSACT SMM.
HE TRIED TO REACH YOU BUT YOU WEREZ NOT IN THE OFFICE. PLEASE CALL ME
ASAP TO DISCUSS. FUNDS ARE BEING TRANSFERRED TO JULIUS BAER. HE ASKED
FROM THE LARGEST ACCOUNT. SHALL WE INSTRUCT LONDON, AND THAN HZ
INDICATED HE WANTS THE FUNDS TO REACH ITS DESTINATION TROUGH ANQTHER
BANK. WHICH? OTHERWISE I WILL TRY TO REACH YOU ARCUND 15:00 OUR TIMZ.

SALUDOS,
ARIANA

(8023412
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Aucthor: SCIORTINO JOANNEETOOUO0RCCGALE at DECPostmaster
Date: 1/31/95 3:1¢ PM

Priority: Normal

TO: Ariana Fleischmann-Wilking at SWITZERLAND

CC: ELLIOTT AMY C.€TO000€CCGATR at DECPostmaster

CC: BEVAN SARAHETOOQU@CCGATE at DECPostmaster

Subject: CC #2

- wwemee Mggzags CONTENTS =~-~

ARIANA,
TO CONFPIRM QUR TELEPHONE CONVERSATION OF TCUDAY.

THEZ MECHANISM TO COMPLY WITH THE CLIENT'S INSTRUCTIONS REGARIING THE $5MM
TRANSFER IS A5 FOLLOWS:

LONDON WILL TRANSFER $5MM TOU OUR PTA FOR VALUE 2/1/35

WE WILL IN TURN TRANSFER THEZ MONEY VIA CHASE MANHATTAN EANX, NY FOR A/C
# 001-1-79957¢ I/N/Q JULIUS BAER BANK FOR FURTHER CREDIT TO OUR CLIENT.

THIS IS NECESSARY SINCE IN ORDER TO EFFECT THEZ TRANSFER IN DOLLARS IT MUST
BE MADE THRQUGH THE NEW YORK CORRESPONDENT OF BANK JULIUS BAER, SWITZ.

REGARDS,
JQANNE

(8023413
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Faomoary 31199%
REITERGASSE 9-11, BO. BOX 131, CH-3027 ZURICH, TELEPHONE 0172057979, TELEX 823923, TELEFAX 01/24163 56

Time: 16:00 January 30, 1995
Re:  Confidential Client #2 - CM 4730

Client called, Clark recorgnized his voice and myself as well, continued to proceed
with confidentiality rules. After the code was given, and 1 gave consent of recognition
the client proceeded to request that USD SMM would be transferred through another
bank to Julius Baer. I told him we would need as usual a clear client instruction in
English so we can signature verify. He also mentioned he would contact Amy Eliort.
Client said he did not like to send faxes to Amy Elliott. Fax received on January 31,
1995.

afw

(5023414
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Telefax to: Ariana Fleischmann

Confidas
Fax #: 011-41-1-205-7273
From: Amy Elliott
Fax #: 212-759-3078
Date: 15 November, 1995

Subject: CC#2
# of pages: 3 (including this one)

Ariana.

1 am enclosing the information you requested from us. I would like to point out that one
of the debits, namely the one for US$131,664.20, eventually made it into her DDA with
us in New York. At the time, both her personal account as well as his, were in a
combined overdraft state. and the primary client asked me to bring in enough funds to
cover the expenses [ paid for on a yearly basis. Thus, the funds were brought in to the
PTA, and from there credited to her account.

The details of the other transfers are included in the 2 pages attached.

Feel free 1o call me if you have any questions.

Thanks and best regards,

o

5007180



RECAP OF TRANSACTIONS FOR CC #2

CREDITS RECEIVED

Date Amount
April 26, 1996 USD 20,000,000

FUNDS TRANSFERRED OUT

Date Amount

January 6, 1994  $131,664.20

April 14, 1994 §5,000,000
April 27, 1994 $2,000,000
Sept 22, 1994 518,000
Oct 31, 1994 $250,000

Source
Invermexico USA Inc.
by order: Invermexico, USA

Destination
DDA A/C #10301237

Bk of America, La Jolla Ca
A/C 13610-60375
/n/o Money Mkt Cash
Maximizer

Bk One Texas, San Antonio
A/C 963 606 4108
Intercontinental Fin'l Services
For Credit to Blue Inc

correction of error in amt credited

Argentbank, Thibodaux Louisiana
A/C 100043386
Guardian Intl Bank
Ref: Lorena Rubakava #26232

£ann7181
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Nov. 11, 1994 $1,750,000 Bk of Amenica, NY
) A/C 1022016
for Credit to Diane [nt1 Holding
A/C MI266850

Jan 31, 1995 $5,000,000 $4.6MM Chase Manhattan Bk

a/c 001-1-799574

Bk Julius Baer, Switz
Ref 80933

$400M Chase Manhattan Bk
a/c 001-1-799574

Bk Julius Baer, Switz
Ref 80942

(8007182
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November 14, 1995

Amy Ellio

Citibank N.A.

Now York

Re: Confldential Client#2

As per client instrustion please provide us with the following informatian:

e

A ORIGIN OF TIE FOLLOWING CREDITS RECFIVED WITHIN THE FOLLOWING
ACCOUNTS:
A/C NUMBER My AMOUNT
ale 303626 15/6792 USD 2,000,000.« (Initial Funding)
afe 129637 20010192 USD 1,019,757.80 (Citimex}
alc 303626 2553193 USD 1,000,000.- (FGP)
w/c 363626 2075193 USD 2,017,937.22 (JA) —
/e 303626 28/5/93 USD 4,935,897.44 (Calt account)
alc 303626 306193 USD §,365,697.86 {Call account)
a/e 303626 406193 1S 6,220,800« (Call account)
ale 303626 716193 USD 6,227,054.65 {Call account)
9, a/c 303626 /893 USD 6,969,384.87 (Call sccount)
10. we 303626 916/93 USD 5,004,187.37 (Call sccount)
1. /e 303626 2269193 USD 3,000,000.- (SBC)
12 we 129637 3112/93 USD 2,130,535.89 (Cltiventurc 11
13 a/c 303626 1911794 USD 3,000,000.- (Fid. Place) — ** 7 ¢~
14, we 303626 2011194 USD 5,000,000.- (1A) + 7
15 alc 303626 31/1/54 USD §,000,000.- (1A)
16. »/c 303626 14/4/94 USD 5,000,000« (A} .2~ nc ™ — .
17, afe 129637 2674704 UST 20,060,000, jwy i e v 7 ‘yﬂv/iw
R. EXPLANATION OF DESTINATION OF QUTGOING FUNDS TRANSFERRED TO
THE NEW YORK I'TA ACCOUNT, AS FOLLOWS:
1. wie 129637 6194 USD 13166420 e e 0 S
2, a/c 103626 14/4/94 USD 5,000,000 = } ~~— 7
3. afc 303626 2714794 USD 2,000,000, - - - e T
4, a/c 303626 22/9/94 USD 18,000.- L vude o= -
5. afc 303626 311104 USD 256,000~ fLoele oo D o .
[ a/c 303626 4/11/94 USD 1,750,000.- .
7, &/c 303626 31/198 USD §,000,000.-

For and on behall of Trocea Timited

BRENNAN LIMITED TYLER LIMITED
As Presi As Se fBes

ar Ariana Fleischmann

72 73

CRO07183
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comkeriiing the case of SALINAS. As you are sgard) 1 have corducted enquiries at Citibank i
Landod i accobdance with yous request.

Acoqunt WWWmorabout"? i3
gnd-Raul “Salinay de GORTARI ipgfust for Paulina ‘Dxaz—&-éazc:smonand
Castanon. The mailing addfss was given as 301 Bast La Visa, Usi{ 32

Exico. In December 1094 The 3
LASTTC New York NY 10021 USA.BH
adults. The account was funded by a credit of bk
sbowt 2 Sépiember 1995 The funds were gk
ms'mcums»ohquzdztememntwerem

P
Account 303626 was opened 0t ofy 2D
aROC Ih TROCCA 1 daied 10 Bea

ailing address was ammemod 1o $25 Fiﬂh
tomﬁ to the account : gither of ithe
Ginbank ycyﬂorkm or

Hher el unl

¥ L“n\m the name of TROCCA Iitd
;:4?2 rated in Ca {slands ool 21

N 278501, Residence address gifen was Paseo de I3 Rsforma 1765, Mekico

fNovemk 1990 The dirsctors of TROCC BONAT INVESTM S.A(DONAT),

and EHCH(.OCK INVESTMENIS'

; X compariss ing been
incorpondted in Georgetown, Cayman [slands, TROCGP is is administersd by Confidas Finapce
aPhccr:gntSA (CONFIDAS) in Zuric] Sws a Mmaa'q:hyacsmabfcwygn
jointy orl betmlf of BRENNAN and TYLERY In this way:the signatones of account 363626 are
the employees of Conficas. Confidas is a cqmpany affiizied o Citlbank. Ths mrangemmt
using 'hé Services of DONAT MADELEINE HITCHCOCK BRENNAN snd TYLER is the
same fc“many of the clients of Confidas and has not been set up specifically for this c:i':rmt1

scount H3626 his 2 number of sub Becounts Which are utifised by the bank to cffect control
over the investments, The account bas now beea liquidated and the besk holds some US

322,000,000, nanpearsmzovcrUSS(%OOODOObasbcwuemmmthemumwmlsuz.

.. The majoricy of funds were credited to the scoount from Citfbank New Yark, the
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‘Zuuen, GIIDANK dWIZErAna; UInoank New YOIk, SBC Schatthausen and SBC Zurich. |

2-

Full banhqg (k)cumeutahm has been obtained and is currently being f Rission .
to the Mcxm guthorities in ‘accordance with the Tequest w:thc Bdth . This will
talccpboﬁat thcm:lmst possxble time., 1

) b T RIS O Mg

Apaek ¥
st

T A /WS st st
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B . = AN
) D .. LACGOUNT TRAN DATE] CCY [INCOMING __  1QUTGOING
303628 15762 Usb 2,600,600 THTAL FUNBING
g TR Ee R IS IBI6,757.80 THVESTED GIVIMEX FESO
ﬁm 3 303626 25/3103 7,000,000
- d N 303626 2005152 2,017 837.22
b w. Y 303628 PEETH 4,536,597 A4 :
55 4 N 303838 RIGIEE] ] 5,905,501 e
mm I~ Vv 308 4%/% USR 8,220,500.00
F N mm 303828 75623 w3 BR7UBAEY CALL AGCOUNT - 0
om 3 30918 953 i R CALL AGCOUREF
! vy 303628 9 500415737 =
' 123657 30 N 15,000,600 g
b (QL 123837 £1r < 8 (00,00 ROTHSCHILD
o N 303626 2708 3,000,600
g 303628 2350 ) 7000 | EVAES BANK CORFORATION
;Mﬂw M 120637 V123 2,130,638.08 el TNVESTED IN GIIVENTURE If
v f 129837 6114 iy 13168420
% 303628 01784 a&% PLAGED N FID. PLAGE, - ONE
N KT 201174 (##5 DoD, 500 TIVESTMENT ADVISORY ACCOUNT
iy R ™ ea o], 203028 R4 5,000,000 |- TNVEETMERT AUVISORY ACCOUNT
}h....s.@a. 03520 . | 3 6,000,000
Qe Y T . prat: 5,000,000
s ﬂmW A roriq, 200000001 - |
~ 303628 71454 UBD 1733 RRE ey
i 123697 1117194 UshH 00,
m {20837 . o/8/84 0 ADM 109,000
Ny RO THRIGGA SR 0N - 4B 0D
/m 303676 2471093 4 CRNERNY <. 4,000,100
O 3035526 39716163 W 260,000
| 303876 4111784 o | A.ao.as_w
N [T 303876 3i7ind — 5,600,600
,/m T | 23246 TC_ 1,000,000 |SWIES BANK COIP

[TTOTAL |

83801257 14| 42349664.20|-

USD 41,541,592.84
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Senate Permanent Subcommitiee
on Investigations
30t.
EXHIBIT#
MOMO rom me cen ot
LAWRENCE M. LEVINE
11/23/92

Reynaldo,

As per our new PTA procedures, the attached represencs
those clients identified as requiring the use of the

PTA (l0714488). We are continuing to open new Transactian
Accouncs (67 in Occtober) and this will continue to reduce
PTA usage. Usage for Mitch Heller's Brazilian accouncs ace
primarily on incoming funds, and the procedures associaced
with these ctransactions have been revieved and agreed to by
both Micch and CDS.

Please let me know {f you have any issues vith the attached.

Regard
) b

NG

(802489¢
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MEMORANDUM

TO: ELEANCR FERRARO
FROM: JOANNE SCIORTINO
DATE: SEPTEMBER 17, 1992

RE: APPROVED pTA LIST FCR EXPENSE CODE 7389

The following clients will continue to need to access PTA
account 10714488,

AEDACTER REDACTED

REDACTED REDACTED

».

, &g%}“

én? c:Ql\.[ﬁ
EPC

R Y SRR

: a ’f?e//'@ A
) D/ Uy

J

3,20

(8024897
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MEMORANDUM
70: EILEANOR FERRARO
FROM: JOANNE SCIORTING
CATE: SEPTEMBER 17, 1992

RE: APPROVED PTA LIST FOR EXPENSE CODE 451 and 3553

The following clients will continue to need Yo access PTA
account 10714438,

REDACTED REDACTED

REDACTED REDACTED

BEDACTED BEDACTED

R0 MAANTL
<
~ //”
/ )
Ty e 7/ e S

(8024893
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MEMCRANDUM
TG: ELEANOR FERRARO
FROM: JOANNE SCIORTINO '/'
.
DATE: SEPTEMBER 11, 1392 ,,c.mez“w"‘
U#:“Jﬂ$“
‘Qw%“w!

RE: APPROVED PTA LIST FOR EXPENSE CODE 974

The following clients will continue to need to access PTA
account 10714488,

REDACTED
REDACTED

REDACTED

Citibank 2Zurich

All of these represent very large, important clients that
receive funds transfars dirsctly through the PTA or require tne
PTA in order to pay bills, move money between accounts etc..
They are either very concerned about confidentiality or mainta:n
fiduciary products with other parts of Citibank.

333

(8024899
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HEHXHORANDOUNM

T8 LARRY LEVINE

e ELLIE FERRARC / JQANNE SCIORTINO
FROM: ROBERT HEHH

RE: PTA

DATE: SEPTEMBER 39, 13932

P R R Y T X T F T R T R R

In reference to your memo dated on August 17th, we detail below
our usage 0f the Pending Transaction Account basically

Permanent Instructions

REDACTEDREDACTED
REDACTED RepAGTED

Ogrcasional

L The FTA i3 used transactionally when funds are received for a
new account for which a number is not yet available.

When czpening an MT or a PIC, and the client has no ©ODA, =he
amount 1S5 temporalily depoesited 1n the PTA,
The On-Shore cffice seldom uses the PTA.

Wa believe. however, that it is a good teol to serve ocur clients
and servas toc sxpedite ouUr processes.

Best reqardf,
|

—my

- \ /; }‘ }
/ b/ J J/ / W

Robert E. Hehm v 4

v

13

€8024900
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MEMO TO: Lawrence M. Levine
FROM: Roberto Rivera \h\—/’
DATE: Ocrtober 5, 1992

SUBJECT: PTA USAGE

The following is a list of LACA clients that we wish to continue using PTA 10714488.

CAMSNO,  TIILE

FEDACTEDREDACTED

ce: F. Gilsdoef

320

(8024901
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Memorandum to: Lawrence Lavine
re: Use of PTA for Designatad Clients

date: November 23, 1992

Pleass use this memo as your authorization to permit transactions

to flow through the PBG-WH pending Transaction Account. The
following clients have requested strict confidentiality in all
transactions.

Name CAMS #

REDACTED  __0sCTED

REDACTED  geDACTED

Occasionally we receive specific requasts that outgoing funds not
be identified to a named account and we will continue to use tne
PTA for those special circumstances.

Ragards.

Mollica

3.3

(B024902
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PTA CLIENTS
._:‘?(_:\1'\ \ gejccft

Name CAMS ¢

REDACTED REDAGTED

REDACTED REDACTED
REDACTED REDACTED

Y3

335

(8024905
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MEMO TO: Christopher Barron
. Kar Wah Chan
Steve Fec
Mako Obara
W. C. Yung

FROM: Edward J. Kowaleyk =~ ¢ =
DATE: September 25, 1992

SUBJECT: Client Informarion/Profiles

urther to our recent Policy Committee conversation on the above topic, I enclose ™
recent LAM and EMEA directives regarding Client Information and Profiles.
Members of your staff have been working on the Client Non-Financial Information
and Exit Interview Task Force, 2nd Reynaldo's note shows the result of that effort.
Wich client information and profiles remaining such an important issue, I would
encourage you o adopt ¢icher platform, but understand that we must improve our
performance in this area.

encs.
cc. G.E. Montero

R. Figueiredo

S. Molica

G. Best

P. Sperling

M. Kelsey

L Levine

CB014628
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CMNA 15-SEP-%2 16:34:23 Q17408
Ta: LAM DIRECT (LIST:)
<: M. Carmen Butler (USNYC: WH) , Pedro Guerra (CSSAD:FBG),
Larry W. Ingraham (CSCYB P=G}, pave Jones (Usn{¥c:esg),
Edward Kowalcyk (USNYCZ:PH , Jose Carlos Quintela (CSSao: PBG),
David J. Tristram Smith {U C:PBG), David A. Trembdlay (USNYC: ;35\
Jean-Pierre Zelcer {USHYC:?3G) 4
Reynaldo Figueiredo (USNYC:PBGWH
TUE 15-5EP-82 16:34 GMT
subject: Client Information -~ Policy & Procedures
As yeu wil) recall, we discussed on several occasions ways of using CAMS az cur
principal client information systen. The need for having one standard systen
that permits the storage, update and retrieval of non-financial informatio: has
been further exacerbated when Private Bankers resigned from the bank without
leaving behind adequate information for their replacement te start working
efficiently with clients.

Simple processes and procedures have been developed which should allaw us to use
CAMS both offshore and onshore while ensuring confidentiality. In addition, I
have established the policy below which I expect each one of you to enforce
throughout your area of responsibility.

INTRODUCTION
CAMS entails tvo broad types of irformation: R

{a}) Non-Financial, Private Banker-driven {screens #1 through #5;, ‘nc‘udxng
Name & Special Attention, Client's Confidential Addresses, General Cliént
Information, Client Business/Background, Client Strategy/Meetings.
{b) Qther screens, including Product Balances and Transactions (CDS-driven)

POLICY
It is LAM's Managzment °ollcy tha

- CAMS pe used as the primary vehicle to store and document clients’
non-financial data.

- Such data be accessible in the onshore offices exclusively for those clients
who have an onshore service relatiocnship and in a highly restricted and secured
manner anly, so as te prevent unauthorized access to it by internal and/or
external parties. =~

- Private Bankars be accountable for reviewing, at least once a vear, such
inforratian relevant to their clients and ensure that it is as conplete and
up-dated as possible.

- WH Compliance Department will
above,

- Ho information will be accessed onshore in tire case a clisnt cbjects te i
or has expressed & desire to maintain head office contact only.

audiz CAMS files ta assess compllance with ths

This Do;icy and related processes & procedures can only be amended or exceptions
made to it by LAM's Business Manager or higher management.
PROCESSES & PROCEDURES

{1} Country Managers/Investment Center Managers will ensure that Private
3ankers onghore and offshore (all U.S. of‘ ces) will complete «lient 1nf0~uau-w
screeps #1 through #5,

{2) Offshore Private Bankers will access those screens using their

CBD14629
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password restricted to their own expense code Or expense code group.

(3} Onsghore Private Bankers will be nominated by the respective Country
Managers for Lssuance of CAMS passwords allowing them to access their re%pec:ive
expense codes from onshore offices. LAM's Business Manager will approve,
individually, such neminations before passwords are issued by CDS.

(43 passwords will be renewed each month by CODS or every time a personnel
change requires it. CDS may imnediately suspend any such password at Couniry
Manager's or higher management's request.

{5) CAMS PASSWORDS ISSUED BY ¢DS TO PRIVATE BANKERS (ONSHORE AND OFFSHORE)
MUST REMAIN CONFIDENTIAL AND WILL UNDER NO CIRCUMSTANCES BE SHARED BY HOLDEIR

WITH ANYONE.

(8) Onshors Private Bankars with passwords will se able to consult on-screan
non-financial client informaticon., Policy mandates that no such screen will be

printed lozally.

(7) The Country Managers will be provided by Pedro Guerra with the necessary
software to implement (3) above. Frocedures for password issuance & renawvals
will be developed by Guerra in conjunction with €DS (David Smith}.

{8) Screens =1 and 22 should NOT be input to CAMS for any Trust and/or PIC
agcount. Client contact information for such accounts will be exclusively
maintained in TRUMPS C({B)L system in Nassau/Cayman. t will be C(B)L
responsibility to keep this information up-to-cate and to regulariy sollicic
ralevant input from Private Bankers to that effect.

any

2} No linkage with C({B)L or C({CZ)L accounts is permitted in CAMS nor-financial

scraens.

TARGETS

I am asking each Country Managers andsor Investment Center Manager to ensure
that the following target dates are being met for all clients under their
managerial responsibility: Clients who have account with title in their own
name: screens #1 and 32 must be inpu j.to CAMS by 12/1/%2 for all clients.
Screens =3 through 35 will be input:

- Top 20 clients/Private Banker, byl2/1/%2.

- Remaining clients, f{except select), by 4/1/93

- Select clients, by 6/30/53

I an also asking each Country Manager and/or Investment Center Manager to
forward To my attention, no later than $/30/32, a consolidated plan covering
their entire area of responsibility and indicating the schedule of their
reviews, i.e. what Private Banker will be rsviewed by whom and when. This
exercise should take placs at least onge a year thereafter.

I an taking this matter extremely seriously, and I am asking you, in turn, te
exercise your full managerial authority in getting this job done.

Please let me know if you have any gquestions.

Regards,

CBO14630

Reynaldo
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HEXORANDUMN

TO: ALL UNIT HEADS AND FRIVATE BANKERS

KIXICO - TEAM
FROM: ALBERT MISAW
DATE: JANUARY 22, 19383

SUBJECT: NEW ACCOUNTS / DUE DILIGENCE

Although I am aware that all Private Bankers have  been
conscientious about “compliance®, please find listed balow a
quide which must be folloved when prospacting for new clients,
and establishing accounts:

*  Xnow tﬁou custemer: Intarviev personally the individual
whe will be the principal of the naw acenunt/relationship.

* Ensure that all the necassary documentation has been
dalivered and signed by the principal, prior to establishing
account,

* Pnsure that you are satisfied that the origin of the
funds being deposited come frem a lagitimate activity/eource.

« Obtain two comercial references, which may be either
internal or external, Wnish you zsnl_uili cenfirm repleswitations
pade by the individual (vhen appropriate).

* On a best effort's basis, verify if individual had a prier
relaticonship with Citikank, and what was the experience.

* Cbtain two banking references.

+ Prapare & client profile to be included as part of ' the
documentation required to egtablish the account/relationship-
{CAHS Screen 1 - 8)

* Although the above should serve as a guideline, good old
faghioned common sense should prevail in dealing with this
subiect, identify Xred tlnzs" iy they axist. {Incensistent
repressntations, volume of iniz{al depamit .. unclear zoviviey,

1 ng) -
* This liitinq ig supplmntu'{ to the “Client Acceptance
Policy® applicable to PBS ~ WH described in meme from G.Edward

Montarc of 09/27/91.
ards,

LJ/&L&R‘"‘

£8015410
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The Citlbank Private Bank
Western Hemisphere Division

Memorandum to: Reynaldo Figusirede, Kar Wah Chan
Mako Obara, Sal Mollica

cc: G. Edward Montero, Chris Barron
Gordon Best, Steve Fee
Peter Sperling, Christine Notte

Nancy Walcott, Nick Jar,o;;cl;nu
i
From: Edward J. Kowalcyk {7 U

Re: Account Acceptancé/Knovl/ Your Customer
BR&C Review
Date: March 11, 1993

The results of the attached BR&C review of Account Acceptance/Know Your
Customer documentation were poor.

The review focusad on fiies which were tracked against long standing Client
Acceptance Criteria, Documentation and References policiss, and the more
recent, late 1992 Figueiredo/Mollica profiling directives and EMI standards for
suitability/client risk profiles.

Clearly client suitability is the watchword for Westem Hemisphere in 1993. We
need to be above standard in being able to produce documentad {CAMS 1-
S/Paradox) proot of client due diligence/general background information, plus
the newer suitability issuss covering client risk tolerance, financial condition,
prior experience, appetite and understanding of risks (issuer, sovereign, market,
crossborder, liquidity, etc.). Once established, the sales managemsnt process
needs 1o review transaction data on a weekiy/monthly basis to ensure client
objective/product consistency. We alf agree that a *conservative® client can
have a portion of their assets in high risk products, but we also all agres that the
private banker and unit head must have documentation/processes 1o support
this type of situation.

CBOT1583¢6
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Again, client information and suitability needs to be baked into the CAMS 1-5 (or
Paradox) forms. The information needs to be neat, clear, accurate, informative
and descriptive as to the risk elements listed above and clearly outlined in the
EMI suitability checklist. On the other hand, profiles shouid not contain
information which could harm the client or cause embarrassment to the
institution.

This BR&C raport is consistent with resutts delivered by Bill Jones, responding to
EMI Securities Support Unit procedures. Corporate Audit is also reviewing
specific EMI related documentation issues at this time.

Asia Pacific and IACA did not supply us with documents to review.

Separately, Reynaldo, Albert Misan and the other Country Managers are working
on a collective weekly/monthly private banker/unit head sales management
review process. They are near completion and | urge the other Busingss
Managers to review this process with an eye toward adopting these or similar
processes.

Also, Product Management has agreed to initiate an effort with Sales to develop
a more interactive profile (ideally covering background and suftability issues (and
objective setting?}. Once developed and client data loaded, the system should
provide much needed analysis capability.

This is the first of many reports which | will share with you this year. Any
feedback would be helpful to me and my team members.

Encl:

CRO15837
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“BUSINESS RISKAND.COMPLIANCE UNIT,

MEMORANDUM TO: EDWARD J. KOWALCYK

S8UBJECT: ACCOUNT ACCEPTANCE/KNOW YOUR CUS8TOMER

A preliminary review was made of thirty-one accounts (31) for
Account Acceptance - Client Suitability. These accounts, selected
at random represented the following units:

Latin Rmerica 21 Accounts
EMEA 5 Accounts
Japan 5 Accounts
Printouts, or listing of accounts were received from the

aforementioned units, but were not received from the Asia Pacific,
and IACA Units. I visited Donna Leong, A/P, and Roberto Rivera,
IACA, on two occasiens, and gave them copies of your memo dated
September 25, 1992, and relative memoranda from Reynaldo Figueiredo
and Sal Mollica.

Donna is on a business trip for the next four weeks and Bob Rivera
has recently transferred to the Citibank Global Asset Management
Group. I will follow up with Donna upon her return. Rick Gilsdorf
has stated that he is updating the IACA's profiles and he has since
supplied me with a listing of their accounts. (He indicated that
CAMS Screen 1 through 3 may be partially complete, but temporary
personnel may be hired to input Screens 4 and 5.)

Three steps were used in determine whether or not the client
information system is current.

(A) CAMS Screens 1 through 5 were reviewed.

(B) The files in (DS were checked for documentation, and
references.

(¢) The client files were reviewed for information not found
in A & B.

The criteria used for this review included.

Description of documents to identify the client

Source of Funds

References

General background information, i.e. business or profession,
etc.

« Bank Documentation

The results appear to be hit and miss.

(B015838
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-2 -

Three of the thirty-one (31) accounts were either Managed FPICs or a
Model Trust. Of the remaining twenty-eight accounts:

.

10% had references on file, 32% of references were waived and
58% of the references were not on file. Note: A number of
accounts whose references are not on file, were opened years
ago, and either the references were not lodged properly, or they
were waived as not one of these accounts appear on the latest
missing/incomplete Documentation Aging Report.

18% had the source of funds indicated on the opening
applications.

50% had information identifying the client (Passport, Drivers
ID), which were found on the BAA's.

71% had the information regarding the client's business, some
were on CAMS, and others on BAA's.

Although 39% had information on CAMS Screens 1 through 5 and the
remaining 61% had partial information, the information contained
did net sufficiently meet the suitability criteria.

See attached charts regarding breakdown of the review.

RECOMMENDATION:

CAMS Screens as intended to support Client Suitability have to be
enhanced i.e. system enhancement or information needed for
Acceptance Suitability Check provided in a free format.

Next week I will start the second phase of this exercise by
reviewing approximately twenty (20) accounts which opened during
January 1933. This review may give us a clearer picture as to
wvhether or not the Account Acceptance Policy is being followed.

James Mack

March 10, 1993

Attachment

cc:  N. Jarestchuk

N. Walcott

186.dec

CB015839
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CMNA  8-DEC-92 20:1%:47 028001
Kar Way Chan (APHKG:PBG), Salvactore Mcllica (USNYC:P3G),

Mako Obara (USNYC:PBGWH), Henry Heller (USNYC:PBGWH),
ASE] Albertz Misan {CSMEX:LAGF), Javier M Crespo (CSBUE:LAGF)
ot Kachy Waldron (USMIA:PEG), Jose Luis Daly (CSVMI:®3G),
To: Mitchell S. Heller (USNYC:PBGWH), Antenio Carlos Cortese (cssac.

David A. Tremblay (USNYC:PBG}, Steven Fee (USMIA:P3G)
C3: Oliver ¢. Scholle (USNYC:PBGWH), Edward Xewalcyk (USNYC:E285wi)
[steg} Ch Tine A. Nolte (USNYC:PBCWH)

From: G.Edward Monterc {(USNYC:PBGWH)

Date: WED Q8-DEC-93 20:20 GMT

Client Profile/Suirability/Sales Practlices

Ta:

Subjact:

The fallowing was dacidad in the LAM Councry Head meeting
November 22-23, vis-a-vis completion of CAMS 1-3 for your area:
Due DECEMBER 31, 1993

- All clients cover S1.OMM by AUM
All cliaencs having EMI and Derivative Prcducts

Due FEBRUARY 18, 1394
- All cliencs over $S0CX by AUM

w2 JUNE 30, 1994
- Remaining cliant base

As a,guide, you should refer to the November 1 Suitability and
Sales Practices policy scatement and have the Privice Bankars
demonscrate their knowledge of the client. In general, the
documentation required is the basic CAMS Screens 1-5 which
includes client information such as complete family and
business background and financial condition/met worth. Alsa,”
you should include in the free form areas, "suitability" type
of informacion Wech as the customer’'s overall exprassed
investmant obiectives, risk tolerance and prior cransaction
experience. If the client expresses incersst in & particular
product set, ensure that they are aware of the agscciated

risksg.

nce our meering, I have decided co simplify the policy and

Si

nold you, as the Manager, dirsctly accouncable for the adherence

to policy by your scaff. Year end bonuses for each of you will
in tre required

* held for non-complecicn of this assignment 11

ne frame. You must attast to the sacisfactory completiom of

<..2 abgove by Decamber 31.

CB014626
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all PIC and Trust beneficial client relaved informacion sheuld
w~ recorded and ulecimately housed wich C(BJL in the Trumps

Item.

Under separate cover, I will include a recent draft of a
client suitability guide which can be coupled with the CAMS
screans.

we all agreed this is a very important topic requiring our

£ull attention.

~Thanks,

Delivered: WED 08-DEC-199%3 20:20 GMT

CB014627
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REVIEW OF THE MEXICO ONSHORE QFFICE

January 24 - 28, 1994

CAMS SCREEN1-3
We reviewed 60 individus! account relationships with AUM'S over & million
in which we found the following:

1) A total of 12 need more information on scresns 1 through 3.
e.g. telephone numbers, compiete addresses and total networth

2) A total of 33 need more information zccording to the new structure of

completing screens 4 and 5.
¢.§. the source of wealth is not described in enough detail and the length

timeof the relationship.
3} A total of 2 did not have any information.

An issue te discuss in more detail, is the information input of CAMS 1.5
for fiduciary vehicles. We noticed that different offices have different
interpretations of the information neeeded..

Mexico and Houston have input the Bahamas address, telephone nurabers,
investment strategy and networth, Of three fiducisry scresns reviewed, it was
only stated on sereen 1 that it was s C(B)L managed sccount

WEEKLY QD'3

Six weekly overdrift reports were reviewed. They were correctly completed,
with the appropriate signstures and explanations to all of the overdnfis.

A potential problem could be the 177 day overdraft i/a/o US$15,206.16.

This was due to the monthly credit card bill. Client and Private Banker estimate
covering the o.4. by 1/31/94,

£8024909
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The o.d.'s in New York are completed by the Service Officers and then
approved by the Private Bankers.. A credit officer reviews and approves the
report daily. Itis then sent to the workstation.

No copy is kept on file in the marketing area.

YERBAL INSTRUCTIQNS

All ilires Jcivice OMvets weic hecping a veibal iustiuction lug., The 3TM™
had a copy of the previous months, they were not approved and signed. Upon
review of the ATE verbal list we found that 4 transactions were not reported in
the verbal log, due to the fact that they were transactions for over USSIMM and

we only had a fax to work with.

EILING REVIEW

We attempted to review 50 files.

We found that 30°% was filed and the rest was not. This is s problem
because the work is not consolidated and difficult to review.

By comparing the different office technics, we suggest & resolution to this
problem would be to hire a temp once a month, to complete the filing.

Our reasoning is that due to the daily workload, there is not enough time to
file consciously and carefully.

As we could not review all files by name, we reviewed 30 files and the
November - December pending filing.

(8024910
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3.

Of the 30 files, 20 ware individuals and 10 warse fiduciary sccounts. We
found that the 20 individuals were in order, and that seven of the 10 fiduciary files
had linkages between the settler and trust. One original Model Trust Agreement
was also found.

On the pending filing we found that there were 4 original letters of
instruction from the client for C(B)L. These letters should have already been sent

to C(B)L.

TRANSACTIONS

40 transsctions were reviewad for the months of Novembar and December
1993.

The suthorization levels were exceilent, those for manual transactions and
ATE. )

We found 11 funds transfars that either did not have the signature
verification or the EPID, or both.

In regard 1o Standing Instructions, most of them need to be up-dated 28 they
were drafted 1 long time 580, when EPID and signature verification were not in
place.

Upon review of the November December transactions we noticed many CSI
chacks issued for services e.g.. telephone, electricity, etc. The dollar amounts were
low, they were not listed on the verbal log, nor did we find 2 letter of instructions

or bill paying agreement.
ATE RAILY REPORTS

The reports are held by the STM but not alf of them are signed by the Service
QOfficer responsible for the transactions.

CB024911
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DOCTIMENTATION DEFICTENGIES

As of January there are 11 credit deficiencies 3 of which are C(B)L's. The
oldest one is 457 days old and is missing a signature on the General Resolution.

Also as of January 94 there are 15 banking deficiencies.

SUMMARY

After reviewing the daily transactions, we feel that the New York Onshore office
is generally following compliance procedures There are some issues that need to
be addressed as per our observations above described.

(B024912
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THEIS RANGE HAS BEEN REDACTED.
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ient Number: 2808135
Agsg Name: SALINAS
Full Hame: PAULINA CASTANCHN DE SALINAS
gxpense Code: 974 NHC Code: =N MGR: ACE Special Coding:
country <Code: 3170 Country Name: MIXICO

Credit Cards: AMEX( ] MasterCard( ] PrefVISA{ ] BankAmericard:
Carte Blanche{ ]} Diners{ } VISa[ ] Bill Paying!

Other PBG Contacts:

Special Attention:

Next Screen: For: Password:

[p024946



980835  PAULINA CASTANON DE SALINAS

Confidential First Residence: Telephone/Telex/Cable:
Confidential Second Residence: Talegnznae/Telax/Cable:
Confidential Business Address: Telephone/Telax/Cable:

Next Screen: Fer: Password:

£8024947



~e-20T BusIin

Tmgrz.nz ll:ilsaz

O
'
~
w
o
4

9808135 PAULINA CASTANON DE SALINAS
Business/Background:

Next Screen: For: Password:
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e .@=d D Client Surategy/Mesz
$380835 PAULINA CASTANON DE SALINAS
Strategy:

Last Meetings:
Date Locatieon / Officers / Discussion , Results

T/

Followup: / /

Next Screen: For: Password:

(8024949
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MEMO TO: AMY ELLIOTT
SHEILA WILENSKY
RICHARD SANBORN
ROBERT MEHM

DATE: MAY 6, 1994

FROM: ALBERT MISAN

SUBJECT: CLIENT PROFILE

Attached you will find the results of the Audit done by Ed Kowalcyck, regarding the Client
Profiles. It seems that we are still far from positive results. | am sharing with you the results of
all the different countries, and also some additiona! information which will help you in preparing
for the June deadlines.

I believe the two examples are fairly well put togéther and encourage you to ensure that your
Unit complies.

Please let me know if you have any commenis. We will be discussing this issue in our next
conversations. ’

Regards,

M\

Albert Misan

CB018311
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