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U.S. SENATE,
COMMITTEE ON ARMED SERVICES,
Washington, DC.

The committee met, pursuant to notice, at 11:05 a.m. in room
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Fauser, assistant to Senator Collins; and Derek Maurer, assistant
to Senator Bunning.

OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN

Chairman LEVIN. Good morning, everybody. The committee
meets today to receive testimony on the Quadrennial Defense Re-
view (QDR) from Deputy Secretary of Defense Paul Wolfowitz and
Lt. Gen. Bruce Carlson, Director for Force Structure, Resources
and Assessment on the Joint Staff. Deputy Secretary of Defense
Wolfowitz played a key role in overseeing and shaping the QDR.
Lt. Gen. Bruce Carlson played a leading role in ensuring that this
review took account of the views of the military leadership, and we
welcome you both to the committee this morning.

Before we begin, allow me just to take a moment to commend our
civilian defense and military leadership for the outstanding profes-
sionalism and the dedication that they have shown in the weeks
since the horrific attacks of September 11. Everyone in this country
and the international community now knows in this war on terror-
ism our unity is strong.

This committee and entire Congress stands with the President as
we track down, root out, and relentlessly pursue the terrorists and
their networks behind those attacks, and go after the states that
support and harbor those terrorists and those networks.

Congress established the Quadrennial Defense Review in 1999 to
ensure a regular and comprehensive examination of our Nation’s
defense strategy and force structure best suited to implement that
strategy. Congress intended the QDR to be the road map that the
Department of Defense and Congress would follow in building the
future years defense program.

This year the QDR assumed special significance because Sec-
retary of Defense Donald Rumsfeld testified it would include the
results of his Defense Strategy Review and would play a major role
in shaping the administration’s fiscal year 2003 budget request. In
his assessment of this QDR, the outgoing Chairman of the Joint
Chiefs of Staff, Gen. Hugh Shelton, stated that the strategy and
recommendations that it outlines “are a major step toward” meet-
ing the twin challenges of ensuring that U.S. forces can protect and
advance U.S. interests in the near term as well as transform to
meet future security challenges.

However, he also stated that, “While the QDR sets the broad di-
rection for transforming to meet defense demands of the future,
there remains a need for a more comprehensive road map that will
sustain the tenuous balance between strategy and resources.”

This QDR seems to me to be full of decisions deferred. “Deci-
sions” are often couched in the future tense—decisions that will be
made or actions that will be taken at some undefined point in the
future. Indeed, as the QDR states, “This report represents not so
much an end but a beginning.” Rather than the comprehensive
road map to the force of the future envisioned by Congress, this re-
view largely, to borrow General Shelton’s words, “provides a vi-
sion.”

Included in this vision are several conceptual changes that are
collectively termed a “paradigm shift” for a “new force-sizing con-
struct.” Each of these changes raises important questions for this
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committee and for this country. First, homeland security is “re-
stored” as the military’s “highest priority.” In the wake of the Sep-
tember 11 terrorist attacks, the need for homeland defense is sure-
ly clearer than ever. But less clear from the QDR is how the mili-
tary will rearrange itself to prevent terrorist attacks on U.S. soil
and support civilian authorities in managing their deadly con-
sequences, or how the military will interact with the new Office of
Homeland Security.

The new Chairman of the Joint Chiefs of Staff, General Richard
Meyers, testified at his confirmation hearing 3 weeks ago that,
“this whole issue of homeland defense or homeland security needs
a lot more thought.” The committee looks forward to specifics on
the administration’s thinking on this important issue within the
context of its overall defense review and strategy.

Second, the QDR embraces a so-called “capabilities-based model”
for planning purposes that emphasizes how an adversary might
challenge U.S. forces rather than where that challenge might occur.
The QDR report acknowledges that this approach is a “concept,”
and the committee welcomes testimony on the specific implications
that this conceptual approach will have on how we modernize, size,
and deploy our Armed Forces.

Finally, the QDR states that U.S. forces must “remain capable of
swiftly defeating attacks against U.S. allies and friends in any two
theaters of operation in overlapping timeframes” and that U.S.
forces must be capable of “decisively defeating an adversary in one
of the two theaters in which U.S. forces are conducting major com-
bat operations by imposing America’s will and removing any future
threat it could pose.” The committee welcomes testimony of the
specifics behind such a strategy, whether and how such a strategy
would impact force structure, and how this strategy differs from
the existing requirement that U.S. forces be able to fight two Major
Theater Wars (MTWs) nearly simultaneously.

In my judgment, as well as that of many others, terrorism is the
most immediate threat to our security. It has also been a concern
to many of my colleagues, particularly those on the Emerging
Threats and Capabilities Subcommittee, as well as former col-
leagues Senators Gary Hart and Warren Rudman. However, even
as we address this most immediate and significant threat, we must
remember it is not the only threat. The United States must main-
tain ready and versatile military forces capable of conducting other
operations, from deterring and defeating large-scale cross-border
aggression to participating in smaller-scale contingencies, to deal-
ing with drug trafficking. We needed military forces to meet all
these threats before September 11, and we need military forces to
meet these threats after September 11.

Senator Warner and I asked the General Accounting Office
(GAO) to conduct a review of the Quadrennial Defense Review in
the coming months, and I know that the Department will cooperate
with the GAO in its effort to analyze the QDR for the committee.

Today’s hearing will be the first in a series over the coming
weeks, including hearings to receive testimony from experienced
outside observers on the QDR and testimony from the Intelligence
Community on the terrorist threat to the United States. This com-
mittee is determined to work with the administration to use our
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military forces wisely, to preserve a high quality of life for U.S.
forces and their families, to sustain readiness, and to transform the
Armed Forces to meet the threats and the challenges of tomorrow.

I am going to call on Senator Warner and ask that Senator
Carnahan’s statement and a copy of the QDR be inserted in the
record after his remarks. Before I do so I wanted to say the follow-
ing. It is necessary that Secretary Wolfowitz leave at noon, which
is a change in our schedule and which we are happy to make to
accommodate him. However, that then requires that we continue
this hearing with Secretary Wolfowitz and General Carlson at a
later time.

We do want to accommodate Deputy Secretary Wolfowitz and so
after Senator Warner has his opening statement we will turn to
Secretary Wolfowitz and General Carlson for their statements. We
will then have just a few minutes today to each ask questions, and
we will pick that up at a later time. Senator Warner.

STATEMENT OF SENATOR JOHN WARNER

Senator WARNER. Thank you, Mr. Chairman. In view of the
schedule of our distinguished guest and witness here this morning,
I will defer delivering my statement, asking that it be put in the
record along with the statements of Senator Thurmond and Sen-
ator Sessions. I will make two brief observations.

Our President, George Bush, has acted with extraordinary cour-
age in the aftermath of September 11. I look back to his landmark
speech at The Citadel when he gave his vision as a candidate for
President as to how our national security structure should be re-
shaped to meet the changing threats of the world. It is just remark-
able to think that that was done months and months before he was
elected President and then of course this incident.

I know from speaking with you that the Department was moving
in several directions prior to September 11. Understandably you
had to retrench in this document to meet the deadlines of issuing
it, which were important. At the same time you had to leave the
document flexible, such that as you continue to learn from the 11th
and the changing threats to the world—threats that we really
never envisioned could have happened—you could move forward
with directing the security policy of this country.

A difficult task, Mr. Secretary and General, and I commend the
Secretary of Defense, yourselves, and the former Chairman of the
Joint Chiefs of Staff, and now the present chairman, the present
chairman having had a great deal to do with this document in the
preparation of it.

Thank you very much, Mr. Chairman.

[The prepared statements of Senators Carnahan, Warner, Thur-
mond, Sessions and the QDR Report follow:]

PREPARED STATEMENT BY SENATOR JEAN CARNAHAN

Thank you Mr. Chairman. I wish to welcome Secretary Wolfowitz and General
Carlson. Today, we will begin to assess the findings and recommendations of the
Quadrennial Defense Review. As the primary blueprint of America’s military, this
document must lay out clear objectives for the size, shape, and posture of the United
States Armed Services.

The world changed September 11, 2001, and the Armed Forces must transform
to meet the needs of today’s security environment. I hope that we will use this hear-
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ing to clarify the Defense Department’s role in confronting terrorist threats, and de-
termine the future structure of our military establishment.

I believe that this QDR proposes several improvements in force planning to meet
the most pressing threats to our Nation. Previously, the military was designed ac-
cording to a strategy for fighting two major theater wars, simultaneously. In addi-
tion, the Armed Services prepared for combat against particular nations that might
threaten vital American interests.

The new QDR proposes a different approach—the creation of a “capabilities-
based” force. Rather than anticipate wars against specific nations, the Defense De-
partment will try to design its requirements according to the United States’ actual
defense needs. Our capabilities will be shaped by the missions the United States
is most likely to pursue. Instead of a two-major theater war strategy, the military
will effectively prepare for homeland defense, small contingencies, peacekeeping,
and weapons of mass destruction protection.

The new QDR is not a model of clarity. While defining several military require-
ments and potential threats to American security, it uses a great deal of ambiguous
language to outline the shape of military’s transformation.

But upon review, I believe it does promote a sound military structure for the fu-
ture that will meet the security demands of the 21st century. I believe to fulfill the
requirements of this document we will need:

e strong investments in airlift platforms, such as C-17s;
e a bigger long range bomber arsenal with modern aircraft such as the B—

e continued advancements in tactical aircraft for all the services;
e greater joint capabilities; and
e improvements in our readiness to address assymetric threats, such as
chemical and biological weapons
This means we must be ready to defend America’s interests at home and abroad
at a moment’s notice.

Mr. Chairman, let me just conclude by highlighting one particularly significant
sentence in this document: “Protecting the American homeland from attack is the
foremost responsibility of the U.S. Armed Forces.” America’s military is currently
mobilizing to do just that. I believe that armed with a suitable vision for trans-
formation we will be ready to take on these threats. We will win this war on terror-
ism, and we will continue to prepare our forces to meet the emerging dangers of
the 21st century.

PREPARED STATEMENT BY SENATOR JOHN WARNER

Thank you, Mr. Chairman and thank you for holding this important hearing on
the Defense Department’s Quadrennial Defense Review. I join you in welcoming
Deputy Secretary Wolfowitz back before the committee, and in welcoming Lieuten-
ant General Carlson, the Director for Force Structure, Resources and Assessment,
for the Joint Staff. We look forward to your testimony.

As mandated by Congress, we received the QDR report this week. It is important
to note, this is not the end of a process, but the beginning. It is the beginning of
implementing the vision our President laid out in speeches at the Citadel in Sep-
tember 1999 and at the National Defense University in May 2001, when he called
for a primary emphasis on homeland security and the transformation of our Armed
Forces to be able to deter, detect and defeat the very different threats we will face
in the 21st century. It is the beginning, also, of the dialogue between Congress and
the executive branch on providing the resources to fully support this new national
military strategy.

This is clearly a critical juncture in our military history, and in the history of our
Nation. Even before the tragic events of September 11, the United States had as-
sumed a unique leadership role in the world, especially in the realm of international
security. In the aftermath of the cowardly acts of terrorism of September 11, vir-
tually all of the civilized world has been shocked into the recognition that terrorism
is an insidious evil that must be quickly and effectively eliminated. United in pur-
pose like never before, the world community joins the United States in taking the
actions necessary to rid the world of these despicable terrorist networks and restore
a sense of global confidence and security. Likewise, here at home, we must have a
strong sense of security, especially against terrorism and the proliferation of weap-
ons of mass destruction.

The United States Armed Forces can, and will, rise to meet this current challenge.
We must also prepare now for future challenges.
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It had become increasingly apparent in recent years that this post-Cold War world
was unexpectedly divisive, with very different enemies than in the past. What is
now clearer than ever is that we must act quickly and decisively to transform our
Armed Forces by developing and fielding the capabilities that will enable us to
counter future adversaries, regardless of how they attempt to confront us. This re-
quires a bold shift in thinking about our national security. The QDR you have pro-
vided to Congress this week provides us the bold thinking and leadership we need
to move ahead.

We have experienced a great tragedy in our Nation and a blow to our sense of
security and freedom. We do not know from where the next challenge to our free-
dom, security and vital national interests will come, but of one thing we can be
sure—it will come, and we must be ready.

Because we cannot predict with certainty where, when, and with whom we will
have to fight—if, regrettably, deterrence fails—we must have balanced land, sea and
aerospace forces that are characterized by exceptional lethality, precision, flexibility
and versatility. We must have robust, balanced forces capable of responding to an-
ticipated contingencies, forces that can quickly adapt to unanticipated contingencies,
and forces that provide the Nation a hedge against uncertainty—both now, and in
the future.

With the QDR, you have presented a strategy that focuses on how future adver-
saries will seek to attack us, rather than focusing on who and where those adversar-
ies might be. That is the dynamic, forward thinking we need to prepare us for the
broad spectrum of threats our Nation will face.

Gentlemen, I commend you, the Secretary of Defense, and the Chairman, Joint
Chiefs of Staff for the prudent, thorough process you have undertaken to review our
defense strategy and key functional components of the Department in this Quadren-
nial Defense Review (QDR). At a time when the Department is fully engaged in
planning and conducting military operations in response to the tragic events of Sep-
tember 11, you have met your obligation to provide a comprehensive Quadrennial
Defense Review to Congress, on time. You are to be commended for this accomplish-
ment achieved under extraordinarily difficult circumstances.

The framers of our Constitution anticipated the future needs of our Nation well,
establishing interdependent branches of Government to ensure thorough discussion
and debate on matters of high national interest, such as our national security strat-
egy and our military strategy. I look forward to the dialogue, discussion and debate
ahead as we craft a defense plan that will realistically address our defense needs—
both now, and in the future.

I thank you both for your extraordinary service to our Nation, and for your testi-
mony today. I cannot overstate the importance and urgency of this process that en-
ters a new phase today—a collective effort to size, organize, train and equip the
types of forces our Nation requires and our leadership role in the world demands.

Thank you.

PREPARED STATEMENT BY SENATOR STROM THURMOND

Thank you Mr. Chairman:

Welcome Mr. Secretary and General Carlson. I want to join Chairman Levin and
Senator Warner in expressing my appreciation to you for your appearance here this
morning. I know you are dealing with many pressing issues as the Nation prepares
to strike at the individuals who issued the orders to and supported the group of ter-
rorists who carried out the heinous attack on our country.

Mr. Chairman, I consider the requirement for Quadrennial Defense Review one
of the more significant accomplishments during my tenure as Chairman of the
Armed Services Committee. Although the report we received earlier this week does
not fully address all the issues required by the enacting legislation, I believe it ac-
complished its primary goal of reviewing our defense strategy and stimulating de-
bate on the future of our Armed Forces. I look forward to receiving the budget re-
quest for fiscal year 2003, which in my judgment will provide us a better apprecia-
tion of the true implications of the QDR.

Secretary Wolfowitz, although I believe the report avoided the difficult decisions
on force structure and modernization programs, it is significant in that it changes
our defense planning from a “threat-based” model to a “capabilities-based” model.
This is a significant reversal of the Cold War mentality and will allow the Depart-
ment to focus on the variety of the threats that we will face in the coming decades.
The “capabilities-based” approach is long overdue and will revolutionize our defense
planning.
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Mr. Chairman, I look forward to hearing the details on the QDR, but more impor-
tant, I look forward to its implementation as reflected in the next budget request.
Thank you, Mr. Chairman.

PREPARED STATEMENT BY SENATOR JEFF SESSIONS

Secretary Wolfowitz, General Carlson thank you for coming before us today to ex-
plain the Quadrennial Defense Review and to answer our questions. I know Sec-
retary Wolfowitz has been working overtime to help build a coalition to fight the
evil that is terrorism. General Carlson, you have a very important duty as Director,
Force Structure, Resources and Assessment Directorate and must have had a sig-
nificant input into the QDR.

As you have testified previously, we need to transform our forces to meet the chal-
lenges of tomorrow while remaining strong today. The QDR describes its shift from
being a threat responsive document to becoming a capabilities based document. This
can be a promising new way to develop and plan for our force level needs. However,
the QDR was short on detail on the actual forces which the Department of Defense
thinks we will need today, next year, 10 years from now and in the decades to come.
I have been told that more detail will become available in the fiscal year 2003 budg-
et submission. I hope that you can provide some of that detail today.

We in the Senate hold our responsibility to protect our Nation as our foremost
duty. We need the flesh to be added to the bones of the QDR so that we may know
how best to proceed.

I expected tough decisions to be made. I anticipate that they will. Perhaps this
will be in the termination of major weapon system procurement programs to fully
fund the next generations of transformational capabilities. Perhaps that will mean
short term sacrifice in exchange for long term gain, however, the cowardly attacks
of September 11 puts this in doubt. Perhaps the budget paradigms of September 10
are no longer valid, but if this is the case where does the administration expect to
find the money. If the money needed for transformation is not to be found in off-
sets within the Defense Department budget, then where do you propose we get it?

I am worried that the forces for the status quo prevailed over those standing for
transformation. Frankly, I expected some broken china and some protest, perhaps
even protest from myself, but it seems to me that we have just agreed on the status
quo. For instance, I read in a Pentagon press release, quoting a Senior Defense Offi-
cial who is referring to the QDR that it “is a concerted effort to try to concentrate
on those items which the Secretary, the Defense Secretary, the Chairman, the Vice
Chairman, the service secretaries, the service chiefs, the combatant commanders,
and the lead Under Secretaries in the Department have all agreed upon.” While
these were certainly the right people to provide input into the QDR, I am surprised
that all have agreed upon its final form. It has been my experience that to achieve
consensus over such a broad group that the status quo ends up being the only ac-
ceptable answer to all the parties. Perhaps I am wrong in this assessment, and I
hope you can show me today where I am wrong.

Again, I think all of us, at least I can say this for myself, want to provide you
the resources you need to keep us secure, to keep us dominant on the battle fields
of today and the battlefields of the future, be this on the land, at sea, in the air,
or even in space. But to do this we need the details of your vision of transformation.

Another question I have, and one I suspect Secretary Rumsfeld has asked, what
are your standards for success? I have read of the general capabilities you desire
for our Armed Forces, but by which yard-stick will you know you have achieved your
goals? I too want to know these standards. It makes it easier to authorize expendi-
tures when I know what they are for and how they will be measured.

I also have questions about some of the finer points of the QDR. For instance,
you state your commitment to address OPTEMPO and PERSTEMPO concerns,
while at the same time committing up 5 percent of the forces for new experimen-
tation programs. As I see it, adding new exercise requirements does not help to re-
duce the OPTEMPO-PERSTEMPO burden on our forces. If this is so, it is not ap-
parent in the QDR report.

I applaud your continued focus on ballistic missile defense and space defense, and
your commitment to understand and counter the asymmetric threats which might
confront us. I think you also recognize the need for strength in our traditional com-
bative competencies in the Army, Navy, Air Force and Marines, in the active, Re-
serve, and National Guard forces.

Indeed the QDR calls for “building a portfolio of capabilities that is robust across
the spectrum of possible force requirements, both functional and geographic.” This
sounds great, but I would like you to answer the next level of questions. What con-
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stitutes a robust force? Is it a 600 ship Navy, a 20 division Army? Is it a 300 ship
Navy and a 10 division Army? Or is it something else? We want and need to know
these answers.

Secretary Wolfowitz, General Carlson you are confronted with the immediate need
to fight the battle against terrorists today, a very time- and resource-intensive en-
deavor, while at the same time stepping back and looking toward the future to de-
termine what we will need to transform our forces in the decades to come. We need
you to do both, and I suspect you will do both well.

Again, I am glad that you are here and look forward to hearing your statements
and listening to your answers to our questions.



9

QUADRENNIAL
DEFENSE REVIEW

REPORT

September 30, 2001




10

TABLE OF CONTENTS

TABLE OF CONTENTS

FOREWORD .. ... i iii
1. AMERICA'S SECURITY IN THE 21STCENTURY .....ccvvuee... 1
AMERICA'SROLEINTHEWORID ..........coiiiiiiiiinennn. 1
U.S. INTERESTSAND OBJECTIVES ............................ 2
A CHANGED SECURITY ENVIRONMENT ................. ..., 3
CurrentSecurityTrends ...................c.c i 3
Emerging Operational Challenges . ... R 7
STATEOFTHEU.S. MILITARY ........cuntiiiiiiiiiiiiinen, 7
IO. DEFENSE STRATEGY ...ccnuiiriinnienenanncencacnancanans 11
DEFENSEPOLICY GOALS ... ... ... .. i 11
STRATEGICTENETS ... .. i 13
Managing RiskS . ... ... ... . . 0 i it 13
A Capabilities-Based Approach .......................... 13

Defending the United States and
Projecting US. Military Power ............cccoviveiina.. 14
Strengthening Alliances and Partnerships . ................ 14
Maintaining Favorable Regional Balances . ............... 15
Developing a Broad Portfolio of Military Capabilities . . ... .. 15
Transforming Defense ... ..........couueeineeenainnannns 16
IIl. PARADIGM SHIFT IN FORCEPLANNING .....cccccneenanens 17
DEFEND THE UNITED STATES .......... PP 18
DETERFORWARD . ...t i iiiiaaenes 20
MAJOR COMBAT OPERATIONS ........ ..., 21
SMALLER-SCALECONTINGENCIES ............cccovvvinnn.. 21
CURRENTFORCES ... e 22
IV. REORIENTING THE U.S. MILITARY GLOBAL POSTURE....... 25
V. CREATING THE U.S. MILITARY OF THE 21ST CENTURY ...... 29
OPERATIONALGOALS ....... ... e 30
TRANSFORMATIONPILLARS ........ ... 32

D
—/

QUADRENNIAL DEFENSE REVIEW REPORT



11

TABLE of CONTENTS

STRENGTHENING JOINTOPERATIONS ... ... ..o, 32
Joint and Combined Command and Control ........... 33
Standing Joint Task Force Headquarters . . . .............. 33
Standing Joint Task Forces ...............ccuiuiuiao.. 34
Joint Presence Policy . ............ .. ... ..cciviuu.. 35
Sustaining the Force . ... .. i 35

EXPERIMENTING IN SUPPORT OF .

TRANSFORMATIONALCHANGE . ... ... ..o viiaun. ., 35

EXPLOITING INTELLIGENCEADVANTAGES .................. 37
Global Intelligence . ... ....... ... 0 ciuiiiiinrnnao.. 38
Inteiligence, Surveillance, and Reconnaissance (ISR) ....... 39
Tasking, Processing, Exploitation, and
Dissemination (TPED) . ...t 40

DEVELOPING TRANSFORMATTIONAL CAPABILITIES ........... 40
Research and Development ..............c.cocuvereennnns 41
Transformation Initiatives ... .............c.ccoviiuenn.. 41
Recapitalization of the Depariment's Legacy Forces ........ 47

VI. REVITALIZING THE DOD ESTABLISHMENT ......cvuvnen.s 49
ENCOURAGE TALENT TO ENTER AND STAY IN
THE MILITARY AND CIVILIANSERVICE . . . ...... ..o, 50
MODERNIZE DOD BUSINESS PROCESSES
ANDINFRASTRUCTURE . ... ittt iiicannnnnn, 51
VIIL. MANAGINGRISKS ....cciiriieriicrennncacennnnnan «es57

ANEWRISKFRAMEWORK ... ... ... 57
Force Management Risks ........... e 58
Operational RESES . . ... ...coiiiiiiiii i, 60
Fuuture CBallenges RisRS ..........ivoeeeeeeeianeann.. 61
InStHUtional RISRS .. .......oooneiaareiaeae e eiaane o 63

MITIGATING RISKS ACROSSTHESPECTRUM . ................ 64

VHI. STATEMENT OF THE CHAIRMAN OF THE JOINT
CHIEFSOF STAFF ....cvcuan... cerseranana Geseenreserenaaad 67
APPENDIX A: GOVERNMENT PERFORMANCE AND
RESULTS ACTOF 1993 .......... eeeerenarean . 71
()
=/

QUADRENNIAL DEFENSE REVIEW REPORT



12

FOREWARD
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FOREWORD

bloody attack. Americans died in their places of work. They died

on American soil. They died not as combatants, but as innocent
victims. They died not from traditional armies waging traditional
campaigns, but from the brutal, faceless weapons of terror. They died as
the victims of war - 2 war that many had feared but whose sheer horror
took America by surprise.

On September 11, 2001, the United States came under vicious,

The war the nation fights today is not a war of America's choosing. Itisa
war that was brought violently and brutally to America's shores by the evil
forces of terror. It is a war against America and America's way of life. Iris
a 'war against all that America holds dear. Tt is a war against freedom itself.

The attack on the United States and the war that has been visited upon us
highlights a fundamental condition of our circamstances: we cannot and
will not know precisely where and when America's interests will be
threatened, when America will come under attack, or when Americans
might die as the result of aggression. We can be clear about trends, but
uncertain about events. We can identify threats, but cannot know when
or where America or its friends will be attacked. 'We should try mightily to
avoid surprise, but we must also learn to expect it. We must constantly
strive to get better intelligence, but we must also remember that there will
always be gaps in our intelligence. Adapting to surprise - adapting quickly
and decisively - must therefore be a condition of planning.

The Quadrennial Defense Review was undertaken during a cracial time of
transition to a new era. Even before the attack of September 11, 2001, the
senior leaders of the Defense Déepartment set out to establish a new
strategy for America's defense that would embrace uncertainty and
contend with surprise, a strategy premised on the idea that to be effective
abroad, America must be safe at home. It sought to set the conditions to
extend America's influence and preserve America's security. The strategy
that results is built around four key goals that will guide the development
of U.S. forces and capabilities, their deployment and use: )

» Assuring allies and friends of the United States' steadiness of
purpose and its capability to fulfill its security commitments;
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= Dissnading adversaries from undertaking programs or
operations that could threaten U.S. interests or those of our
allies and friends;

» Deterring aggression and coercion by deploying forward the
capacity to swifily defeat attacks and impose severe penalties for
aggression on an adversary's military capability and supporting
infrastructure; and

= Decisively defeating any adversary if deterrence fails.

A central objective of the review was to shift the basis of defense planning
from a "threat-based” model that has dominated thinking in the pastto a
“capabilities-based’ model for the future. This capabilities-based model
focuses more on how an adversary might fight rather than specifically
whom the adversary might be or where 2 war might occur. It recognizes
that it is not enough to plan for large conventional wars in distant theaters.
Instead, the United States must identify the capabilities required to deter
and defeat adversaries who will rely on surprise, deception, and
asymmetric warfare to achieve their objectives.

Adopting this capabilities-based approach to planning requires that the
nation maintain its military advantages in key areas while it develops new
arcas of military advantage and denics asymmetric advantages to
adversaries. It entails adapting existing military capabilities to new
circumstances, while experimenting with the development of new
military capabilities. In short, it requires the transformation of U.S. forces,
capabilities, and institutions to extend America's asymmetric advantages
well into the future.

Transforming America’s defense for the 21st century will require a long-
standing commitment from our country and its leaders. Transformation
is not a goal for tomorrow, but an endeavor that must be embraced in
carnest today., The challenges the Nation faces do not loom in the
distant future, but are here now. They involve protecting our critical
bases of operation - including the most critical base of operation, the
U.S. homeland - and projecting and sustaining U.S. forces in distant anti-
access environments. They entail assuring U.S. information systems
and providing persistent surveillance, tracking, and rapid engagement
of adversary forces and capabilitics. They require enhancing the
capability and survivability of U.S. space systems and leveraging
information technology and new concepts to provide for more
effective joint operations.

W)
O

QUADRENNIAL DEFENSE REVIEW REPORT




14

FOREWARD

Of necessity, our efforts will begin relatively small, but will grow
significantly in pace and intensity. And over time, the full promise of
transformation will be realized as we divest ourselves of legacy forces and
they move off the stage and resources move into new concepts,
capabilitics, and organizations that maximize our warfighting
cffectiveness and the combat potential of America's men and women in
uniform. This will not be a simple task. It requires steadfastness of
purpose and the freedom to manage effectively and efficiently. It will
require new tools to manage the Defense Department and an overhaul of
existing approaches.

To support the transformation of the U.S. Armed Forces and to better
manage the full range of activities of the Defense Department, the
Quadrennial Defense Review identified a new approach to assessing and
managing risk. This new approach will help to ensure that the
Department of Defense is better able to meet near-term threats even as it
invests in capabilities needed to safeguard the nation's future security.

This Quadrennial Defense Review was the product of the senior civilian
and military leadership of the Department of Defense. It benefited from
extensive consultation with the President of the United States. It was truly
“top down” in that the decisions taken on strategy, forces, capabilities, and
risks resulted from months of deliberations and consultation among the
most senior Defense Department leadership. This report outlines the key
changes needed to preserve America's safety and security in the years
to come.

The Quadrennial Defense Review and the accompanying report were
largely completed before the September 11, 2001 terror attacks on the
United States. In important ways, these attacks confirm the strategic
direction and planning principles that resulted from this review,
particularly its emphasis on homeland defense, on surprise, on preparing
for asymmetric threats, on the neced to develop new concepts of
deterrence, on the need for a capabilities-based strategy, and on the need
to balance deliberately the different dimensions of risk. However, the
attack on the United States on September 11, 2001 will require us to move
forward more rapidly in these directions, even while we are engaged in
the war against terrorism.

The vast array of complex policy, operational, and even constitutional
issues concerning how we organize and prepare to defend the American
people are now receiving unprecedented attention throughout the
United States government. Importantly, since the scope of homeland

©
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security responsibilities span an array of federal, state, and local
organizations, it also will require enhanced inter-agency processes and
capabilities to effectively defend the United States against attacks. The
recent establishment of the Office of Homeland Security will galvanize
this vital effort.

Thus, this report represents not so much an end but a2 beginning. Even as
this report is concluded, the Department of Defense is engaged in the
process of reviewing and implementing the directions set forth here
through the Defense Department's military planning and resource
allocation processes. These efforts, in turn, will allow the Defense
Department leadership the opportunity to build upon and refine the
decisions taken as the result of this review.

Finally, the loss of life and damage to our economy from the attack of
September 11, 2001 should give us a new perspective on the question of
what this country can afford for its defense. It would be reckless to press
our luck with false economies or gamble with our children's future. This
nation can afford to spend what is needed to deter the adversaries of
tomorrow and to underpin our prosperity. Those costs do not begin to
compare with the cost in human lives and resources if we fail to do so.

As we contend with the difficult challenges of the war on terrorism, we
must also proceed on the path of transforming America's defense. Our
commitment to the nation will be unwavering and our purpose clear: to
provide for the safety and well being of all Americans and to honor
America's commitments worldwide. As in generations before, the skill of
our armed forces, their devotion to duty, and their willingness to sacrifice
are at the core of our nation's strength. 'We must provide them with the
resources and support that they need to safeguard peace and security not
only for our generation but for generations to come.

Donald H. Rumsfeld
Secretary of Defense

@
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I.

AMERICA'S SECURITY
IN THE 21ST CENTURY

¢ history of the 20th century has proven time and again that

America’s security is linked directly to that of other nations, and that

America's prosperity depends on the prosperity of others. America

seeks to use its current political, econormic, and military advantages not 1o

dominate others, but to build a durable framework upon which the United

States and its allies and friends can prosper in freedom now and into
the future.

Yet, as the September 2001 events have made clear, not all accept
America’s purposes or share its values. There are many threats against this
Nation, and they will take many forms. They range from the threat of
major war to the faceless threat of terror. America's approach to security
must defend our way of life while protecting the security of all Americans
and that of our allies and friends.

America's Role in the World

America's goals are to promote peace, sustain freedom, and encourage
prosperity. U.S. leadership is premised on sustaining an international
system that is respectful of the rule of law. America's political, diplomatic,
and economic leadership contributes directly to global peace, freedom,

. and prosperity. U.S. military strength is essential to achieving these goals,
as it assures friends and allies of an unwavering U.S. commitment to
common interests. :

America’s security role in the world is unique. It provides the basis fora
network of alliances and friendships. It provides a general sense of
stability and confidence, which is crucial to the economic prosperity that
benefits much of the world. And it warns those who would threaten the
Nation's welfare or the welfare of U.S. allies and friends that their efforts at
coercion or aggression will not succeed.

Even now as the Nation mourns the victims of terrorist attacks on the
Pentagon and the World Trade Center, America’s purposes remain clear
and its commitment resolnte.

(1)
N
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U.S. Interests and Objectives

The purpose of the U.S. Armed Forces is to protect and advance U.S.
national interests and, if deterrence fails, to decisively defeat threats to
those interests. The United States has interests, responsibilities, and
commitments that span the world. Asaglobal power with an open society,
the United States is affected by trends, events, and influences that originate
from beyond its borders. The development of the defense posture should
take into account the following enduring national interests:

= Ensuring U.S. security and freedom of action, including:
» U.S. sovereignty, territorial integrity, and freedom
» Safety of U.S. citizens at home and abroad
» Protection of critical U.S. infrastructure
= Honoring international commitments, inchuding:
» Security and well-being of allies and friends

= Prechuding hostile domination of critical areas, particularly
- Burope, Northeast Asia, the East Asian littoral', and the
Middle East and Southwest Asia

» Peace and stability in the Western Hemisphere
= Contributing to economic well-being, including:
= Vitality and productivity of the global economy

» Security of international sea, air, and space, and information
lines of communication

= Access to key markets and strategic resources.

Protecting these interests requires vigorous commitment and support. It
entails effective diplomacy, a strong economy, and a watchful and ready
defense. When U.S. interests are protected, America and its friends
prosper from peace and freedom. When U.S. interests are challenged, the
Nation must possess the strength and resolve to provide for their defense.

' The east Asian littoral is defined as the region stetching from south of Japan through Australia and
into the Bay of Bengal.

O
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A Changed Security Environment

An assessment of the global security environment involves a great deal of
uncertainty about the potential sources of military threats, the conduct of
war in the future, and the form that threats and attacks against the Nation
will take. History has shown that rapid and unexpected changes, such as
the collapse of the Soviet Union, can transform the geopolitical landscape.
It also has demonstrated that new military technologies can revohutionize
the form of military competition and the nature of armed conflict in ways’
that render military forces and doctrines of great powers obsolescent.
‘While contending with such uncertainty is a key challenge for U.S.
defense planning, certain features and trends of the security environment
define not only today's geopolitical and military-technical challenges but
also highlight critical operational challenges that the Nation's armed
forces will need to master in the future.

Current Security Trends

Although U.S. military forces enjoy superiority in many dimensions of
armed conflict, the United States is likely to be challenged by adversaries
who possess a wide range of capabilities, including asymmetric
approaches to warfare, particularly weapons of mass destruction. The
United States cannot predict with a high degree of confidence the identity
of the countries or the actors that may threaten its interests and security.
But it is possible to identify the trends that will give rise to important
threats and opportunitics.

Key Geopolitical Trends. The international system, which was
characterized during the Cold War by the division of countries into
enduring and ideologically defined geopolitical blocs, has become more
fluid and unpredictable. America's.alliances have remained strong. But
relations with other countries are often characterized both by
competition and cooperation. U.S. strategy must take into account the
important new geopolitical trends-shaping the world.

Diminishing protection afforded by geograpbic distance. As the September
2001 events have horrifically demonstrated, the geographic position of the
United States no longer guarantees immunity from direct attack on its
population, territory, and infrastructure. Although the United Statesand its
overseas forces were vulnerable to Soviet missiles during the Cold War, itis
clear that over time an increasing number of states will acquire ballistic
missiles with steadily increasing effective ranges. Moreover, economic

®
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globalization and the attendant increase in travel and trade across U.S.
borders has created new vulnerabilities for hostile states and actors to
exploit by perpetrating attacks on the U.S. homeland.

Regional Security Developments. Although the United States will not face
a peer competitor in the near future, the potential exists for regional
powers to develop sufficient capabilities to threaten stability in regions
critical to U.S. interests. In particular, Asia is gradually emerging as a
region susceptible to large-scale military competition. Along a broad arc
of instability that stretches from the Middle East to Northeast Asia, the
region contains a volatile mix of rising and declining regional powers. The
governments of some of these states are vulnerable to overthrow by
radical or extremist internal political forces or movements. Many of these
states field large militaries and possess the potential to develop or acquire
weapons of mass destruction.

Maintaining a stable balance in Asia will be a complex task. The possibility
exists that a military competitor with a formidable resource base will
emerge in the region. The East Asian littoral - from the Bay of Bengal to the
Sea of Japan - represents a particularly challenging area. The distances are
vast in the Asian theater. The density of U.S. basing and en route
infrastructure is lower than in other critical regions. The United States
also has less assurance of access to facilities in the region. This places a
premium on securing additional access and infrastructure agreements and
on developing systems capable of sustained operations at great distances
with minimal theater-based support.

The United States and its allies and friends will continue to depend on the
energy resources of the Middle East, a region in which several states pose
conventional military challenges and many seek to acquire — or have
acquired - chemical, biological, radiological, nuclear, and enhanced high
explosive (CBRNE) weapons. These states are developing ballistic missile
capabilities, supporting international terrorism, and expanding their
military means to coerce states friendly to the United States and to deny
U.S. military forces access to the region.

With the notable exception of the Balkans, Europe is largely at peace.
Central European states are becoming increasingly integrated with the
"West both politically and economically. An opportunity for cooperation
exists with Russia. It does not pose a large-scale conventional military
threat to NATO. It shares some important security concerns with the
United States, including the problem of vulnerability to attack by ballistic
missiles from regional aggressors, the danger of accidental or

(2)
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unauthorized launches of stratcgic weapons, and the threat of
international terrorism. Yet, at the same time, Russia pursues a number of
policy objectives contrary to U.S. interests.

‘While the Western Hemisphere remains largely at peace, the danger exists
that crises or insurgencies, particularly within the Andean region, might
spread across borders, destabilize neighboring states, and place U.S.
economic and political interests at risk.

Increasing challenges and threats emanating from the territories of weak
and failing states. The absence of capable or responsibie governments in
many countries in wide areas of Asia, Africa, and the Western Hemisphere
creates a fertile ground for non-state actors engaging in drug trafficking,
terrorism, and other activities that spread across borders.

In several regions, the inability of some states to govern their societies,
safeguard their military armaments, and prevent their territories from serving
as sanctuary to terrorists and criminal organizations can also pose a threat to
stability and place demands on U.S. forces. Conditions in some states,
inchiding some with nuclear weapons, demonstrate that potential threats can
grow out of the weakness of governments as much as out of their strength.

Diffusion of power and military capabilities to non-state actors. The
attacks against the U.S, homeland in September 2001 demonstrate that
terrorist groups possess both the motivations and capabilities to conduct
devastating attacks on U.S. territory, citizens, and infrastructure. Often
these groups have the support of state sponsors or €njoy sanctuary and
protection of states, but some have the resources and capabilities to
operate without state sponsorship. In addition, the rapid proliferation of
CBRNE technology gives rise to the danger that future terrorist attacks .
might involve such weapons.

Developing and sustaining regional security arrangements. U.S. alliances,
as well as its wide range of bilateral security relationships, are a
centerpiece of American security. The United States has enjoyed
unparalleled success in building regional security arrangements. In
addition, the United States has demonstrated an unmatched ability to
develop coalitions of states to confront particular challenges, including
Iraq's invasion of Kuwait. This ability will be critically important in
responding to the events of September 11, 2001. These security
arrangements and coalitions constitute a formidable combination of
actual and potential power that enables the United States and its partners

®
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to make common cause to shape the strategic landscape, protect shared
interests, and promote stability.

Increasing diversity in the sources and unpredictability of the locations of
conflict. Together, these trends produce a geopolitical setting that is
increasingly complex and unpredictable. Unlike the Cold War period,
where the key geographic regions of competition were well defined, the
current period has already imposed demands for U.S. military intervention
or activity on virtually every continent and against a wide variety of
adversaries. The United States will not be able to develop its military
forces and plans solely to confront a specific adversary in a specific
geographic area. Instead, the United States could be forced to intervene in
unexpected crises against opponents with a wide range of capabilities.
Moreover, these interventions may take place in distant regions where
urban environments, other complex terrain, and varied climatic
conditions present major operational challenges.

Key Military-Technical Trends. Technology in the military sphere is
developing as rapidly as the tremendous changes reshaping the civilian
sector. The combination of scientific advancement and globalization of
commerce and communications have contributed to several trends that
significantly affect U.S. defense strategy.

Rapid advancement of military technologies. The ongoing revolution in
military affairs could change the conduct of military operations.
Technologies for sensors, information processing, precision guidance,
and many other areas are rapidly advancing. This poses the danger that
states hostile to the United States could significantly enhance their
capabilities by integrating widely available off-the-shelf technologies into
their weapon systems and armed forces. For the United States, the
revolution in military affairs holds the potential to confer enormous
advantages and to extend the current period of U.S. military superiority.
Exploiting the revolution in military affairs requires not only technological
innovation but also development of operational concepts, undertaking
organizational adaptations, and training and experimentation to
transform a country's military forces.

Increasing proliferation of CBRNE weapons and ballistic missiles. The
pervasiveness of proliferation in an era of globalization has increased the
availability of technologies and expertise needed to create the military
means to challenge directly the United States and its allies and friends.
This includes the spread of CBRNE weapons and their means of delivery,
as well as advanced conventional weapons. In particular, the pace and

©
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scale of recent ballistic missile proliferation has exceeded earlier
intelligence estimates and suggests these challenges may grow at a faster
pace than previously expected. Likewise, the biotechnology revolution
holds the probability of increasing threats of biological warfare.

Emergence of new arenas of military competition. Technological advances
create the potential that competitions will develop in space and cyber
space. Space and information operations have become the backbone of
networked, highly distributed commercial civilian and military
capabilities. This opens up the possibility that space control - the
exploitation of space and the denial of the use of space to adversaries - will
become a key objective in future military competition. Similarly, states
will likely develop offensive information operations and be compelled to
devote resources to protecting critical information infrastructure from
disruption, either physically or through cyber space.

Increasing potential for wiscalculation and surprise. Together, these
military-technical trends create an increased potential for miscalculation
and surprise. In recent years, the United States has been surprised by the
speed with which other states have progressed in developing weapons of
mass destruction and ballistic missiles. In the future, it is unlikely that the
United States will be able accurately to predict how successfully other
states will exploit the revolution in military affairs, how rapidly potential
oractual adversaries will acquire CBRNE weapons and ballistic missiles, or
how competitions in space and cyber space will develop.

Emerging Operational Challenges '

These geopolitical and military-technical trends will profoundly shape the
future security environment. U.S. adversaries will have new capabilities
that previous opponents lacked. U.S. defense strategy moust take into
account the need to transform U.S. forces to address several key emerging
operational challenges that are inherent in current security trends. These
challenges and an associated set of operational goals are explored indepth
in Section V of this report.

State of the U.S. Military

To secure U.S. interests and objectives despite the challenges of the future
security environment is the fundamental test for U.S. defense strategy and
U.S. Armed Forces. While U.S. military forces - comprising a total force of

@
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Active, Reserve, and National Guard forces - remain the best trained, best
equipped, and most capable in the world, there are significant challenges
that are eroding the advantage the United States currently enjoys. These
challenges affect the readiness and tempo of personnel and units, the major
weapons systems of the Armed Forces, and the defense infrastructure.

‘While U.S. forward-deployed and "first to fight” forces are trained and
ready, other operational units are less ready. During the past decade, DoD
sustained readiness of first to fight' forces, but fiscal constraints
prevented other units from achieving desired readiness levels,
For example: ‘

= The degraded readinéss of non-deployed carrier airwings has
made it increasingly difficult to return those airwings to desired
readiness levels when they deploy.

= The U.S. military has an eXisting shortfall in strategic transport
aircraft. This shortfall is aggravated by continuing low readiness
of the C-5 airlifter, which has had an average peacetime mission
capable rate over the last five years of approximately 60 percent.
This readiness level is about eight percent below peacetime
performance objectives for this aircraft.

= The readiness of the Army's highest priority units has been
sustained at the expense of nop-divisional and Rescrve
Component units and the institutional Army.

= The uniquely American superiority in training is eroding,
particularly as evident in the aging infrastructure and
instrumentation of U.S. training ranges.

Excessive operational demands on the force have taken a toll on military
personnel. Since the end of the Cold War, the Armed Forces experienced
a reduction of total personnel but an increase in the demands placed on
those smaller forces. One indication of this increased operational tempo
has been the growing reliance on the Reserve Component. The high
tempo of operations, coupled with continued demand for workers in the
private sector, adversely impacted the ability of the Armed Forces to
recruit and retain quality people for a number of years.

While competition from a strong economy has made retention difficult,

Services face additional personnel challenges as a result of a decade of

downsizing. Because of the reduced accessions during most of the last 10

years, the Services must achieve higher than historic retention rates in
order to properly man the force in the future.

O,
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The quality of life in the military is critical to retaining a Service member
and his or her family. Recent surveys conducted by the Department
indicate that the two primary reasons that Service members leave or
consider leaving are basic pay and family separation. The current junior
officer force has a proportionately higher married population than ever
before experienced. Also, a very high proportion of married junior
officers have dual-career marriages. As a result, the Armed Forces must
not only retain the Service member, but also retain his or her family.
Family separation due to extended deployments has a significant impact
on a family's propensity to remain in the military.

The Department of Defense must recruit, train, and retain people with the
broad skills and good judgment needed 1o address the dynamic challenges
of the 21st century. Having the right kinds of imaginative, highly
motivated military and civilian personnel, at all levels, is the essential
prerequisite for achieving success. Advanced technology and new
operational concepts cannot be fully exploited unless the Department has
highly qualified and motivated enlisted personnel and officers who not
only can operate these highly technical systems, but also can lead
effectively in the highly complex military environment of the future.

DoD's civilian workforce also must be transformed to meet the challenges
of the future. An increasing number of civilian personnel are nearing
retirement age. In addition, as a result of downsizing inrecent years, DoD
has not sufficiently emphasized efforts to bring talented young civilian
personnel into the Department to develop them to fill leadership
positions. This has been particularly true with respect to young people
with the skills needed to address emerging science and technology needs.

The pressure to maintain near-term readiness has also limited DoD's ability
to recapitalize the foree. Atthe end of the Cold War, the Department made
a conscious decision to cut its procurement accounts and lived off the
systems procured as a result of investments made in the 1980s. Although
procurement spending has increased in recent years, it remains at
historically low levels. As a resuli, many major systems are approaching
the end of useful service. This in turn results in reduced mission capable
rates, increased operating costs, and frustration in keeping aged
equipment operational. The effect is to reduce the readiness of the force.

In addition, the defense infrastructure also has suffered from
underfunding and neglect. Defense infrastructure includes facilities such
as the piers, runways, and hangars that support U.S. combat forces, the
buildings where DoD personnel work, and the housing in which military

O,
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personnel and their families live, and training space. These facilities are
supported in two ways: sustainment and recapitalization. In recent years,

facility sustainment was funded at only 75-80 percent of the requirement.

The result is a deterioration of facilities and an accumulating restoration
backlog that has been estimated to cost over $60 billion. Recapitalization
was also significantly underfunded. While the private sector replaces or
modernizes facilities at an average rate of once every 57 years, defense

infrastructure has fallen well short of that standard. For example, in 2001,

the facilities replacement rate is 192 years. The result is a decaying:
infrastructure that is less and less capable of supporting current military

needs. This trend must be reversed. ¥ the sustainment of existing

facilities and recapitalization continues to be neglected, the resulting
facilities infrastructure will not be capable of supporting combat

readiness. Also, the difficulty of retaining a workforce, which works and

lives in substandard conditions, will only increase.

The Department of Defense cannot transform the force to deal with
tomorrow's security threats without also addressing today's challenges.
DoD must reverse the readiness decline of many operational units,
sclectively recapitalize the force, and arrest the decay of aging
defense infrastructure.

(10)
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freedom, and prosperity. Diplomatic and economic efforts seek to

promote these objectives globally by encouraging democracy and
free markets. U.S. defense strategy seeks to defend freedom for the United
States and its allies and friends, and it helps to secure an international
environment of peace that makes other goals possible.

The defense strategy serves the broad national objectives of peace,

Defense Policy Goals

The Department of Defense has developed a new strategic framework to
defend the nation and secure a viable peace. This framework is built
around four defense policy goals:

» Assuring allies and friends;
= Dissnading future military competition;
» Deterring threats and coercion against U.S. interests; and

= If deterrence fails, decisively defeating any adversary.

Assuring Allies and Friends. The United States cannot retreat from the
world. The presence of American forces overseas is one of the most .
profound symbols of the U.S. commitment to allies and friends. The U.S.
military plays a critical role in assuring allies and friends that the Nation
will honor its obligations and will be a reliable security partner. Through
its willingness to use force in its own defense and that of others and to
advance common goals, the United States demonstrates its resolve and
steadiness of purpose and the credibility of the U.S. military to meet the
Nation's commitments and responsibilities. Toward these ends, the U.S.
military will promote security cooperation with allies and friendly
nations. A primary objective of U.S. security cooperation will be to help
allies and friends create favorable balances of military power in critical
areas of the world to deter aggression or coercion. Security cooperation
serves as an important means for linking DoD's strategic direction with
those of U.S. allies and friends.

(1)
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Dissuading Future Military Competition. Through its strategy and
actions, the United States influences the nature of future military
competitions, channels threats in certain directions, and complicates
military planning for potential adversaries in the future. Well targeted
strategy and policy can therefore dissuade other countries from initiating
future military competitions. The United States can exert such influence
through the conduct of its research, development, test, and
demonstration programs. It can do so by maintaining or enhancing
advantages in key areas of military capability. Given the availability of
advanced technology and systems to potential adversaries, dissuasion will
also require the United States to experiment with revolutiomary
operational concepts, capabilities, and organizational arrangements and
to encourage the development of a culture within the military that
embraces innovation and risk-taking. To have a dissuasive effect, this
combination of technical, experimental, and operational activity has to
have a clear strategic focus. New processes and organizations are needed
within the defense establishment to provide this focus.

Deterring Threats and Coercion Against U.S. Interests. A
- multifaceted approach to deterrence is needed. Such an approach
requires forces and capabilities that provide the President with a2 wider
range of military options to discourage aggression or any form of coercion.
In particular, it places emphasis on peacetime forward deterrence in
critical areas of the world. It requires ephancing the future capability of
forward deployed and stationed forces, coupled with global intelligence,
strike,? and information assets, in order to deter aggression or coercion
with only modest reinforcement from outside the theater. Improving
intelligence capabilitics is particularly important, as these assets provide
U.S. forces with critical information on adversaries' intentions, plans,
strengths, and weaknesses. This new approach to deterrence also
requites non-nuclear forces that can strike with precision at fixed and
mobile targets throughout the depth of an adversary's territory; active and
passive defenses; and rapidly deployable and sustainable forces that can
decisively defeat any adversary. ‘A final aspect of deterrence, addressed
not in the QDR but in the Nuclear Posture Review?, is related to the
offensive nuclear response capability of the United States.

*“Strike,” as used in this report, is meant to represent the nature of the military objectives sought,
not necessarily the weapons used. Strike capabilities may include not only long-range precision
attacks delivered from aircraft and missiles, but also appropriately structured ground force attacks,
naval fires, and other capabilities, depending on the circumstances ~ and particularly combinations
of these capabilities.

3The Nuclear Posture Review is mandated by the Congress and due in December 2001, It will
describe the size, stracture, and posture of the nation’s nuclear forces and the contribution they can
make to deterrence in the coming decades.

(2)

\Z/

QUADRENNIAL DEFENSE REVIEW REPORT




28

DEFENSE STRATEGY

If Deterrence Fails, Decisively Defeat Any Adversary. U.S. forces
must maintain the capability to support treaty obligations and defeat the
efforts of adversaries to impose their will on the United States, its allies, or
friends. U.S. forces must maintain the capability at the direction of the
President to impose the will of the United States and its coalition partners
on any adversaries, including states or non-state entities. Such a decisive
defeat could include changing the regime of an adversary state or
occupation of foreign territory until U.S. strategic objectives are met.

Sitrategic Tenets

These defense policy goals are supported by an interconnected set of
strategic tenets. It is only through careful attention and commitment to
each of these tenets that the defense policy goals will be achieved. These
tenets comprise the essence of U.S. defense strategy.

Managing Risks

The United States faces a world in which change occurs with ever-
increasing speed. New challenges are constantly emerging, while
longstanding threats endure. DoD must prepare for future challenges
over time, while meeting extant threats at any given time. This tension
between preparations for the future and the demands of the present
requires the United States to balance the risks associated with each.
Because resources are always finite, hard choices must be made that take
into account a wider range of risks than was necessary in the past. Some
_ of these risks are familiar, such as the possibility of a major war. Other
-risks-such as the possibilities of mass casualty terrorism, cyber warfare, or
CBRNE warfare - are less well understood. Through the QDR, the
Department has developed a new defense strategy and an associated risk
management framework, and is in the process of building new
performance measures, both to better manage the risks the United States
faces and to meet the defense policy goals.

A Capabilities-Based Approach

The new defense strategy is built around the concept of shifting t0 a
“capabilitics-based” approach to defense. That concept reflects the fact
that the United States cannot know with confidence what nation,
combination of nations, or non-state actor will pose threats to vital U.S.
interests or those of U.S. allies and friends decades from now. It is
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possible, however, to anticipate the capabilities that an adversary might
employ to coerce its neighbors, deter the United States from acting in
defense of its allies and friends, or directly attack the United States or its
deployed forces. A capabilities-based model - one that focuses more on
how an adversary might fight than who the adversary might be and where
a war might occur - broadens the strategic perspective. It requires
identifying capabilities that U.S. military forces will need to deter and
defeat adversaries who will rely on surprise, deception, and asymmetric
warfare to achieve their objectives. Moving to a capabilities-based force
also requires the United States to focus on emerging opportunities that
certain capabilities, including advanced remote sensing, long-range
precision strike, transformed maneuver and expeditionary forces and
systems, to overcome anti-access and area denial threats, can confer on
the U.S. military over time.

Defending the United States and Projecting
U.S. Military Power

Defending the Nation from attack is the foundation of strategy. As the
tragic September terror attacks demonstrate, potential adversaries will
seek to threaten the centers of gravity of the United States, its allies, and its
friends. As the U.S. military increased its ability to project power at long-
range, adversaries have noted the relative vulnerability of the U.S.
homeland. They are placing greater emphasis on the development of
capabilities to-threaten the United States directly in order to counter U.S.
operational advantages with their own strategic effects. Therefore, the
defense strategy restores the emphasis once piaced on defending the
United States and its land, sea, air, and space approaches. It is essential to
safeguard the Nation's way of life, its political institutions, and the source
of its capacity to project decisive military power overseas. In turn, the
ability to project power at long ranges helps to deter threats to the United
States and, when necessary, to disrupt, deny, or destroy hostile entities at
a distance.

Strengthening Alliances and Partnerships

America's alliances and security relations give assurance to U.S. allies and
friends and pause to U.S. foes. These relationships create a2 community of
nations committed to common purposes. The defense strategy is
premised on efforts to strengthen America's alliances and partnerships
and to develop new forms of security cooperation. The American
commitment to these security arrangements bolsters the security of U.S.
allies and friends. Likewise, as witnessed in the wake of the terrorist

(12)
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attacks on the United States, NATO's invocation of Article Vdemonstrates
the commitment of America's partners to collective defense, which
bolsters the security of the United States. These mutually reinforcing
security relationships underpin the political stability on which the
prosperity of civilized nations is built. And these arrangements are based
on the recognition that a nation can be safe at home only if it is willing and
able to contribute to effective security partnerships abroad.

The need to strengthen alliances and partnerships has specific military
implications. It requires that U.S. forces train and operate with allies and
friends in peacetime as they would operate in war. This includes
enhancing interoperability and peacetime preparations for coalition
operations, as well as increasing allied participation in activities such as
joint and combined training and experimentation.

Maintaining Favorable Regional Balances

The defense strategy also places emphasis on maintaining favorable
military balances in critical geographic areas. By maintaining such
balances, the United States can secure peace, extend freedom, and assure
its allies and friends. It can create high costs on a decision by potential
adversaries to pursue dangerous forms of military competition. Finally, it
may convince potential adversaries that the benefits of hostile acts against
the interests of the United States are far outweighed by their costs
and consequences.

Developing a Broad Portfolio of Military Capabilities

Creating substantial margins of advantage across key functional areas of
military competition (e.g., power projection, space, and information) will
require developing and sustaining a portfolio of key military capabilities to
prevail over current challenges and to hedge against and dissuade future
threats. Building upon the current superiority of U.S. conventional forces,
this portfolio will include capabilities for conducting information
operations, ensuring U.S. access to distant theaters, defending against
threats to the United States and allied territory, and protecting U.S. assets
in space. It will also require exploiting U.S. advantages in superior
technological innovation; its unmatched space and intelligence
capabilities; its sophisticated military training; and its ability to integrate
highly distributed military forces in synergistic combinations for highly
complex joint military operations.
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Transforming Defense

Finally, the defense strategy calls for the transformation of the U.S. military
and Defense establishment over time. Transformation is at the heart of
this new strategic approach. The Department’s leadership recognizes that
continuing "business as usual' within the Department is not a viable
option given the new strategic era and the internal and external
challenges facing the U.S. military. Without change, the current defense
program will only become more expensive to maintain over time, and it
will forfeit many of the opportunities available to the United States today.
Without transformation, the U.S. military will not be prepared to meet
emerging challenges. At the same time, it would be imprudent to
transform the entire force all at once. A balance must be struck between
the need to meet current threats while transforming the force over time.
Therefore, the Department is committed to undertaking a sustained
process of transformation - based on clear goals - and strengthening the
spirit of innovation in its people, while remaining prepared to deal with
extant threats.
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I11.
PARADIGM SHIFT IN FORCE
PLANNING

planning task acutely aware of the need to provide over time a richer

set of military options across the operational spectrum than is
available today and to ensure that U.S. forces have the means to adapt in time
to surprise. The new force-sizing construct specifically shapes forces to:

Te DoD civilian and military leadership approached the force

= Defend the United States;
» Deter aggression and coercion forward in critical regions;

» Swiftly defeat aggression in overlapping major conflicts while
preserving for the President the option to call for a decisive
victory in one of those conflicts - including the possibility of
regime change or occupation; and

= Conducta limited number of smaller-scale contingency
operations.

In doing so, DoD will maintain sufficient force generation capability and a
strategic reserve to mitigate risks. This new construct - which supports
the defense strategy - has four underlying elements.

First, it places new emphasis on the unique operational demands
associated with the defense of the United States and restores the defense
of the United States as the Department's primary mission.

Second, the approach shifts the focus of U.S. force planning from
optimizing for conflicts in two particular regions - Northeast and
Southwest Asia - to building a portfolio of capabilities that is robust across
the spectrum of possible force requirements, both functional and
geographical. This approach to planning responds to the capabilitics-
based strategy outlined above. It focuses more on how an adversary might
fight than on who the adversary might be and where a war might occur.
The shift is intended to refocus planners on the growing range of
capabilities that adversaries might possess or could develop. It will
require planners to define the military objectives associated with
defeating aggression or coercion in a variety of potential scenarios in
addition to conventional cross-border invasions. It calls for identifying,

(17)—
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developing, and fielding capabilities that, for a given level of forces, would
accomplish each mission at an acceptable level of risk as established by
the National Command Authorities.

Third, the new construct serves as a bridge from today's force, developed
around the threat-based, two-MTW construct, to a future, transformed
force. The United States will continue to meet its commitments around the
world, including in Southwest and Northeast Asia, by maintaining the
ability to defeat aggression in two critical areas in overlapping timeframes.
The United States is not abandoning planning for two conflicts to plan for
fewer than two. On the contrary, DoD is changing the concept altogether
by planning for victory across the spectrum of possible conflict.

Fourth, the new construct for the first time takes into account the number
and nature of the tasks actually assigned to the Armed Forces. Unlike
previous force-sizing constructs, the new construct explicitly calls for the
force to be sized for defending the homeland, forward deterrence,
warfighting missions, and the conduct of smaller-scale contingency
operations. As a result, the construct should better account for force
requirements driven by forward presence and rotational issues. It will also
better address requirements for low-density/high-demand (LD/HD)
assets, enabling forces (e.g., transport aircraft), and active and reserve
force-mix issues.

Defend the United States

The highest priority of the U.S. military is to defend the Nation from all
enemies. The United States will maintain sufficient military forces to
protect the U.S. domestic population, its territory, and its critical defense-
related infrastructure against attacks emanating from outside U.S. borders,
as appropriate under U.S. law. U.S. forces will provide strategic
deterrence and air and missile defense and uphold U.S. commitments
under NORAD. In addition, DoD components have the responsibility, as
specified in U.S. law, to support U.S. civil authorities as directed in
managing the consequences of natural and man-made disasters and
CBRNErelated events on U.S. territory. Finally, the U.S. military will be
prepared to respond in a decisive manner to acts of international terrorism
committed on U.S. territory or the territory of an ally.

Ensuring the safety of America's citizens at home can only be achieved
through effective cooperation among the many federal departments and
agencies and state and local governments that have homeland security
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responsibilities. It is clear that the roles, missions, and responsibilities of
the many organizations and agencies involved in national preparedness
must be clearly delineated through an integrated interagency process.
The Office of Homeland Security, which is responsible for overseeing and
coordinating a comprehensive national strategy to safeguard the United
States against terrorism and respond to any attacks that may come, will
lead this important process.

Those who respond first to any incident will likely be those closest to the
event - local law enforcement and emergency response personnel. It was
clear from the diverse set of agencies involved in responding to the
September 11, 2001 terror attacks on the World Trade Center and the
Pentagon that the Department of Defense does not and cannot have the
sole responsibility for homeland security. DoD must institutionalize
definitions of homeland security, homeland defense, and civil support and
address command relationships and responsibilities within the Defense
Department. This will allow the Defense Department to identify and
assign homeland security roles and missions as well as examine resource
implications. DoD must be committed to working through an integrated
inter-agency process, which in turn will provide the means to determine
force requirements and necessary resources to meet our homeland
security requirements. DoD must bolster its ability to work with the
organizations involved in homeland security to prevent, protect against,
and respond to threats to the territorial United States. In particular, the
Defense Department will place new emphasis upon counter terrorism
training across federal, state, and local first responders, drawing on the
capabilities of the Reserve and National Guard.

Preparing forces for homeland security may require changes in force
structure and organization. For example, in conjunction with the ongoing
review of national preparedness requirements undertaken by the Vice
President, DoD will continue to examine the roles and responsibilities of
its Active and Reserve forces to ensure they are properly organized,
trained, equipped, and postured to provide for the effective defense of the
United States. Itis clear that U.S. forces, including the United States Coast
Guard, require more effective means, methods, and organizations to
perform these missions. As part of this examination, DoD will review the
establishment of a new unified combatant commander to help address
complex inter-agency issues and provide a single military commander to
focus military support.

Defending the United States, which is the critical base of operations for
U.S. defense activities worldwide, will be a crucial element of DoD's
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transformation efforts. Integration of protection mechanisms (e.g.,
counterintelligence, security, infrastructure protection, and information
assurance) will be a key component. In particular, the United States must
enhance its capabilities to protect its critical infrastructure, especially
infrastructure that supports oil and gas transportation and storage,
information and communications, banking and finance, electrical power,
transportation, water supply, emergency, and government services.

Deter Forward

As a global power, the United States has important geopolitical interests
around the world.

DoD's new planning construct calls for maintaining regionally tailored
forces forward stationed and deployed in Europe, Northeast Asia, the East
Asian littoral, and the Middle East/Southwest Asia to assure allies and
friends, counter coercion, and deter aggression against the United States,
its forces, allies, and friends.

As this strategy and force planning approach are implemented, the
United States will strengthen its forward deterrent posture. Over time,
U.S. forces will be tailored increasingly to maintain favorable regional
balances in concert with U.S. allies and friends with the aim of swifily
defeating attacks with only modest reinforcement and, where necessary,
assuring access . for follow-on forces. A key objective of U.S.
“transformation efforts over time will be to increase the capability of its
forward forces, thereby improving their deterrent effect and possibly
allowing for reallocation of forces now dedicated to reinforcement to
other missions.

Security cooperation will serve as an important means for linking DoD's
strategic direction with those of its allies and friends. DoD will focus its
peacetime overseas activities on security cooperation to help create
favorable balances of military power in critical areas of the world and to
deter aggression and coercion. A particular aim of DoD's security
cooperation efforts will be to ensure access, interoperability, and
intelligence cooperation, while expanding the range of pre-conflict
options available to counter coercive threats, deter aggression, or
favorably prosecute war on U.S. terms,

(20)
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Major Combat Operations

U.S. forces will remain capable of undertaking major combat operations
on a global basis and will train to be effective across a wide range of
combat conditions and geographic settings. The focus will be on the
ability to act quickly when challenged and to win decisively at a time and
place and in the manner of the President’s choosing.

For planning purposes, U.S. forces will remain capable of swiftly defeating
attacks against U.S. allies and friends in any two theaters of operation in
overlapping timeframes. Combat operations will be structured to
climinate enemy offensive capability across the depth of its territory,
restore favorable military conditions in the region, and create acceptable
political conditions for the cessation of hostilities. In addition, U.S. forces
will degrade an aggressor's ability to coerce others through conventional
or asymmetric means, including CBRNE weapons. U.S. forces will fight
from a forward deterrent posture with immediately employable forces,
including long-range precision strike capabilities from within and beyond
the theater, and rapidly deployable maneuver capabilities.

At the direction of the President, U.S. forces will be capable of
decisively defeating an adversary in one of the two theaters in which
U.S. forces are conducting major combat operations by imposing
America's will and removing any future threat it could pose. This
capability will include the ability to occupy territory or set the
conditions for a regime change if so directed.

Smaller-Scale Contingencies

The new planning approach requires the United States to maintain and
prepare its forces for smaller-scale contingency operations in peacetime,
preferably in concert with allies and friends. This approach recognizes
that such contingencies could vary in duration, frequency, intensity, and:
the number of personnel required. DoD will explicitly plan to provide a
rotational base - a Iarger base of forces from which to provide forward-
deployed forces - to support long-standing contingency commitments in
the critical areas of interest. These long-standing commitments will, in
effect, become part of the U.S. forward deterrent posture.

Moreover, DoD will ensure that it has sufficient numbers of specialized
forces and capabilities to ensure that it does not overstress elements of the
force when it is involved in smaller-scale contingency operations.

(=1)
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Current Forces

Today's force structure - both Active and Reserve components - is the
baseline from which the Department will develop a transformed force for
the future. The current force structure, shown in the table below, was
assessed across several combinations of scenarios on the basis of the new
defense strategy and force sizing construct, and the capabilities of this
force were judged as presenting moderate operational risk, although
certain combinations of warfighting and smaller-scale contingency
scenarios present high risk.

Army
Divisions (Active/National Guard) ..................... 10/8
Active Armored Cavalry/Light Cavalry Regiments ........ 1/1
Enhanced Separate Brigades (National Guard) ........... 15
Navy
Aircraft Carriers ............ e 12
Air Wings (Active/Reserve) ............coiiiiiinnean.. 10/1
AmphibiousReady Groups ..o, 12
Attack Submarines ...........oi i i 55
Surface Combatants (Active/Reserve) .................. 108/8
Air Force
Active Fighter Squadrons ..............coooiiiiinna... 46
Reserve Fighter Squadrons ............. e 38
Reserve Air Defense Squadrons . ............ ... ... . 4
Bombers (Combat-Coded) ................cccvviun.... 112
Marine Corps (3 Marine Expeditionary Forces)
Divisions (ACHVE/RESEIVE) . ... cviveniniiiinnnnnnnenn. 3/1
Air Wings (ACHVE/RESEIVE) ......ovveirriiiiiinnnennnn 3/1
Force Service Support Groups (Active/Reserve) ......... 3/1
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Just as U.S. forces have transformed in the past, the process of
fundamental transformation to sustain U.S. military advantages, meet
critical operational goals, and dominate future military competitions has

begun.

The Department of Defense has embarked on an ambitious transformation
of U.S. military forces to meet such challenges. As this transformation
effort matures - and as it produces significantly higher output of military
value from each clement of the force - DoD will explore additional
opportunities to restructure and reorganize the Armed Forces.

To support this strategy, DoD will continue to rely on Reserve Component
forces. To ensure the appropriate use of the Reserve Components, DoD
will undertake a comprehensive review of the Active and Reserve mix,
organization, priority missions, and associated resources. This review will
build on recent assessments of Reserve Component issues that highlighted
emerging roles for the Reserve Components in the defense of the United
States, in smaller-scale contingencies, and in major combat operations.

(23)
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IV.
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U.S. MILITARY GLOBAL POSTURE

developed a global system of overseas military bases primarily to

contain aggression by the Soviet Union. U.S. overseas presence
aligned closely with U.S. interests and likely threats to those interests.
However, this overseas presence posture, concentrated in Western
Europe and Northeast Asia, is inadequate for the new strategic
environment, in which U.S. interests are global and potential threats in
other areas of the world are emerging.

During the latter half of the 20th century, the United States

A reorientation of the posture must take account of new challenges,
particularly anti-access and area-denial threats. New combinations of
immediately employable forward stationed and deployed forces; globally
available reconnaissance, strike, and command and control assets;
information operations capabilities; and rapidly deployable, highly lethal
and sustainable forces that may come from outside a theater of operations
have the potential to be a significant force multiplier for forward stationed
forces, including forcible entry forces. One of the goals of reorienting the
global posture is to render forward forces capable of swiftly defeating an
adversary's military and political objectives with only modest
reinforcement. Decisively defeating an adversary would likely require
substantial reinforcement even after transformation.

Transforming the U.S. global military posture begins with the development
of new ways to deter conflict. Deterrence in the future will continue to
depend heavily upon the capability resident in forward stationed and
forward deployed combat and expeditionary forces, including forcible
entry forces, along with the rapidly employable capabilities that the U.S.
military possess throughout the globe. U.S. forces must possess a wide
range of offensive and defensive capabilities that can achieve strategic and
operational objectives in the face of determined adversaries, to include
those armed with asymmetric weapons of war. DoD will pursue new
deterrence tools that not only hold at risk an adversary's military forces and
other valued assets, but also extend greater protection to allies and friends
in crisis through capabilities such as missile defenses, defensive
information operations, and counter-terrorist operations.

(23
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Capabilities and forces located in the continental United States and in
space are a critical element of this new global posture. Long-range strike
aircraft and special operations forces provide an immediately employable
supplement to forward forces to achieve a deterrent effect in peacetime.
New forms of deterrence, emphasizing the strategic and operational
effects that U.S. capabilities can impose upon an adversary, can
incorporate globally distributed capabilities and forces to rapidly strike
with precision mobile and fixed targets at various distances.

One of the goals of reorienting the global posture is to render forward
forces capable of swiftly defeating an adversary's military and political
objectives with only modest reinforcement. Key requirements for this
reorientation include new combinations of immediately employable
forward stationed and deployed forces; expeditionary and forcible entry
capabilities; globally available reconnaissance, strike, and command and
control assets; information operations; special operations forces; and
rapidly deployable, highly lethal and sustainable forces that may come
from outside a theater of operations. Decisively defeating an adversary
will require substantial reinforcement even after transformation.

Based on-changes in the international security environment, DoD's new
strategic approach, and this transformed concept of deterrence, the U.S.
global military posture will be reoriented to:

= Develop a basing system that provides greater flexibility for US.
forces in critical areas of the world, placing emphasison
additional bases and stations beyond Western Europe and
Northeast Asia.

= Provide temporary access to facilities in foreign countries that
enable U.S. forces to conduct training and exercises in the
absence of permanent ranges and bascs.

= Redistribute forces and equipment based on regional deterrence
requirements.

= Provide sufficient mobility, including airlift, sealift, pre-
positioning, basing infrastructure, alternative points of
debarkation, and new logistical concepts of operations, to
conduct expeditionary operations in distant theaters against
adversaries armed with weapons of mass destruction and other
means to deny access to U.S, forces.

®

Musaneennis. DEFENSE REVIEW REPORY




41

REORIENTING THE U.S, MILITARY GLOBAL POSTURE

Accordingly, the Department has made the following decisions:

The Secretary of the Army will accelerate the introduction of
forward-stationed Interim Brigade Combat Teams (IBCTs) to
strengthen deterrence and improve U.S. strategic
responsiveness on a global basis. In consultation with its
European Allies, the United States envisages that an IBCT should
be stationed in the Furopean area by 2007. In addition, the
Secretary of the Army will explore options for enhancing ground
force capabilities in the Arabjan Guif.

The Secretary of the Navy will increase aircraft carrier
battlegroup presence in the Western Pacific and will explore
options for homeporting an additional three to four surface
combatants, and guided cruise missile submarines (SSGNs), in
that area.

The Secretary of the Air Force will develop plans to increase
contingency basing in the Pacific and Indian Oceans, as wellas
in the Arabian Gulf. The Secretary of the Air Force will ensure
sufficient en route infrastructure for refueling and logistics to
support operations in the Arabian Gulf or Western Pacxﬁc areas.

The Secretary of the Navy will develop new concepts of
maritime pre-positioning, high-speed sealift, and new
amphibious capabilities for the Marine Corps. The Secretary of
the Navy will develop options to shift some of the Marine Corps'
afloat pre-positioned equipment from the Mediterranean toward
the Indian Ocean and-Arabian Gulf to be more responsive to
contingencies in the Middle East. In consultation with U.S. allies
and friends, the Secretary of the Navy will explore the feasibility
of conducting training for littoral warfare in the Western Pacific
for the Marine Corps.

DoD will also recommend changes in the worldwide alignment
of special operations forces assets to account for new regional
emphases in the defense strategy.

The United States will maintain its critical bases in Western
Europe and Northeast Asia, which may also serve the additional
role of hubs for power projection in future contingencies in
other areas of the world.
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V.
CREATING THE U.S. MILITARY
OF THE 21ST CENTURY

transformation of the U.S. Armed Forces. Transformation results
om the exploitation of new approaches to operational concepts
and capabilities, the use of old and new technologies, and new forms of
organization that more effectively anticipate new or still emerging
strategic and operational challenges and opportunities and that render
previous methods of conducting war obsolete or subordinate.
Transformation can involve fundamental change in the form of military
operations, as well as a potential change in their scale. It can encompass
the displacement of one form of war with another, such as fundamental
change in the ways war is waged in the air, on land and at sea. It can also
involve the emergence of new kinds of war, such as armed conflict in new
dimensions of the battlespace.

3 chieving the objectives of the defense strategy requires the

Transformation has intellectual, social and technological dimensions.
Fundamental changes in the conceptualization of war as well as in
organizational culture and behavior are usually required to bring it about.
During the early phase of transformation, only a small portion of the force
is typically transformed. However, small transformed forces with a critical
mass of spearhead capabilities can produce disproportionate strategic
effects. Because transformation is highly path-dependent, choices made
today may constrain or enhance options tomorrow.

To. support the transformation effort, and to foster innovation and
experimentation, the Department will establish a new office reporting
directly to the Secretary and the Deputy Secretary of Defense. The
Director, Force Transformation will evaluate the transformation efforts of
the Military Departments and promote synergy by recommending stepsto
integrate ongoing transformation activitics.

To further facilitate transformation, the Military Departments and Defense
Agencies will develop transformation roadmaps that specify timelines t¢
develop Service-unique capabilities necessary to meet the six critical
operational goals described below.

(39)
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Operational Goals

Not all change in military capabilities, however desirable for other reasons,
is transformational. The purpose of transformation is to maintain or
improve U.S. military preeminence in the face of potential disproportionate
discontinuous changes in the strategic environment. Transformation must
therefore be focused on emerging strategic and operational challenges and
the opportunities created by these challenges. Six critical operational goals
provide the focus for DoD's transformation efforts;

= Protecting critical bases of operations (U.S. homeland, forces
abroad, allics, and friends) and defeating CBRNE weapons and
their means of delivery;

» Assuring information systems in the face of attack and
conducting effective information operations;

= Projecting and sustaining U.S. forces in distant anti-access or
arca-denial environments and defeating anti-access and area-
denial threats;

= Denying enemies sanctuary by providing persistent surveillance,
tracking, and rapid engagement with high-volume precision
strike, through a combination of complementary air and ground
capabilities, against critical mobile and fixed targets at various
ranges and in all weatherand terrains;

= Enhancing the éapability and survivability of space systems and
supporting infrastructure; and

= Leveraging information technology and innovative concepts to
develop an interoperable, joint C4ISR architecture and
capability that includes 2 tailorable joint operational picture.

Protecting the American homeland from attack is the foremost responsibility
of the U.S. Armed Forces and a primary mission for the Reserve Components.
Future adversaries will most certainly have a range of new means with which
to threaten the United States. It is possible to identify confidently some of
these means, including new techniques of terror; ballistic and cruise
missiles; weapons of mass destruction, including advanced biological
weapons; and weapons of mass disruption, such as information warfare
attacks on critical information infrastructure. Others, like those used to
attack the United States on September 11, 2001, may be a surprise. Defenses
against known and emerging threats must be developed. New approaches
to achieving early warning of new threats are a high priority.

®

QUADRENNIAL DEFENSE REVIEW REPORT




44

CREATING THE U.5. MILITARY OF THE 21ST CENTURY

The increasing dependence of societies and military forces on advanced
information networks creates new vulnerabilities and opportunities.
Potential adversaries could exploit these valnerabilities through means
such as computer network attack and directed energy weapons. The
emergence of these new tools of warfare also provides opportunities for
non-kinetic attack by U.S. forces.

Future adversaries could have the means to render ineffective much of our
current ability to project military power overseas. Saturation attacks with
ballistic and cruise missiles could deny or delay U.S. military access to
overseas bases, airfields, and ports. Advanced air defense systems could
deny access to hostile airspace to all but low-observable aircraft. Military
and commercial space capabilities, overthe-horizon radars, and low-
observable unmanned aerial vehicles could give potential adversaries the
means to conduct wide-area surveillance and track and target American
forces and assets. Anti-ship cruise missiles, advanced diesel submarines,
and advanced mines could threaten the ability of U.S. naval and
amphibious forces to operate in littoral waters. New approaches for
projecting power must be developed to meet these threats.

Adversaries will also likely seek to exploit strategic depth to their
advantage. Mobile ballistic missile systems can be launched from
extended range, exacerbating the anti-access and area-denial challenges.
Space denial capabilities, such as ground-based lasers, can be located deep
within an adversary's territory. Accordingly, a key objective of
transformation is to develop the means to deny sanctuary to potential
adversaries. This will likely require the development and acquisition of
robust capabilities to conduct persistent surveillance, precision strike,
and maneuver at varying depths within denied areas.

In addition to exploiting space for their own purposes, future adversaries
will also likely seck to deny U.S. forces unimpedéd access to space. Space
surveillance, ground-based lasers and space jamming capabilities, and
proximity micro satellites are becoming increasingly available. A key
objective for transformation, therefore, is not only to ensure the U.S.
ability to exploit space for military purposes, but aiso as required to deny
an adversary's ability to do so.

Finally, new information and communications technologies hold promise
for networking highly distributed joint and combined forces and for
ensuring that such forces have better situational awareness - both about
friendly forces as well as those of adversaries - than in the past.
Information technology holds vast potential for maximizing the
effectiveness of American men and women in uniform.

(a1)
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Transformation Pillars

Transformation is not an end point. DoD's approach to transformation
rests on four pillars:

» Strengthening joint operations through standing joint task force
headquarters, improved joint command and control, joint
training, and an expanded joint forces presence policy;

= Experimenting with new approaches to warfare, operational
concepts and capabilities, and organizational constructs such as
standing joint forces through wargaming, simulations and field
exercises focused on emerging challenges and opportunities;

Exploiting U.S. intelligence advantages through multiple
intelligence collection assets, global surveillance and
reconnaissance, and enhanced exploitation and dissemination;
and

= Developing transformational capabilities through increased and
wide-ranging science and technology, selective increases in
procurement, and innovations in DoD processes.

Strengthening Joint Operations

To better meet future warfare challenges, DoD must develop the ability to
integrate combat organizations with forces capable of responding rapidly
to events that occur with little or no warning. These joint forces must be
scalable and task-organized into modular units to allow the combatant
commanders to draw on the appropriate forces to deter or defeat an
adversary. The forces must be highly networked with joint command and
control, and they must be better able to integrate into combined
operations than the forces of today.

These joint forces will be used to manage crises, forestall conflict, and
conduct combat operations. They must be lighter, more lethal and
maneuverable, survivable, and more readily deployed and employed in an
integrated fashion. They must be not only capable of conducting
distributed and dispersed operations, but also able to force entry in anti-
access or area-denial environments.

(32)
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Joint and Combined Command and Control

Future military responses will require the rapid movement and integration
of joint and combined forces. To be successful, operations will demand a
flexible, reliable, and effective joint command and control architecture
that provides the flexibility to maneuver, sustain, and protect U.S. forces
across the battlefield in a timely manner.

. Such a joint command and control structure must reside not only at the
joint command, but also extend down to the operational service
components. The structure must be networked to ensure shared
battlespace awareness. It must be supported by the appropriate doctrine,
tactics, techniques, and procedures, as well as a highly trained operational
force. Most important, it must develop and foster a joint professional
culture, a requirement that presents a significant challenge to service and
joint training and professional education programs. The joint command
and control system - both the information that flows through the network
and the equipment upon which it resides - must be secure and protected
from an adversary's information operations or other attacks.

U.S. forces require the ability to communicate not only with one another,

but also with other government agencies and allies and friends. Such joint.
and combined interoperability requires forces that can immediately "plug”

into the joint battlefield operating systems (command and control,

intelligence, fire support, logistics, etc.) and perform effectively. These

forces need compatible systems with interoperable standards, doctrine,

tactics, techniques, and procedures.

To support joint and combined command and control and to enable a
common relevant operational picture of the battlespace, the Department
will enhance endto-end interoperable communications for secure
planning and operations. These communications will provide shared
situational awareness and integration of joint fires, maneuver, and
intelligence. They must be interoperable across all components and
tailorable for coalition operations with other countries. The capability
provided by this network and its applications will enable rapid response
forces to plan and execute faster than the enemy and to seize tactical
opportunities.

Standing Joint Task Force Headguarters

To strengthen joint operations, the Department will develop over the next
several months proposals to establish a prototype for Standing Joint Task
Force (SJTF) Headquarters. The goal is to establish a SJTF headquarters in

(33)
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each of the regional combatant commands. The headquarters will
provide uniform, standard operating procedures, tactics, techniques, and
technical system requirements, with the ability to move expertise
among commands.

SJTF headquarters will have a standardized joint C4ISR architecture that
provides a common relevant operational picture of the battlespace for
joint and combined forces. And it will have mechanisms for a responsive
integrated logistics system that provide warfighters easy access to
necessary support without burdensome lift and infrastructure
requirements. SJTF headquarters will also utilize adaptive mission
planning tools that allow U.S. forces to operate within the adversary's
decision cycle and respond to changing battlespace conditions.

Standing Joint Task Forces

In addition, the Department will examine options for establishing
Standing Joint Task Forces (§JTFs). SJTF organizations will focus in
particular on the critical operational goals described previously. They will
seck to develop new concepts to exploit U.S. asymmetric military
advantages and joint force synergies. These concepts will be designed to
take into.account the potential to achieve significantly greater military
capability at lower total personnel levels.

One option will include a plan for a SJTF for unwarned, extended-range
conventional attack against fixed and mobile targets at varying depths.
Such an SJTF would address one of the critical operational challenges of
the future - developing the capability to continuously locate and track
mobile targets at any range and rapidly attack them with precision.
Overcoming this challenge will require enhanced intelligence
capabilities, including space-based systems, additional human
intelligence, and airborne systems that can locate and track moving
targets and transmit that information to strike assets. It will require the
ability to strike without warning from the air, from the sea, on the ground,
and through space and cyber space. It will also require that these forces
be networked to maximize their combined effects.

Establishing a Standing Joint Task Force for extended-range, unwarned
conventional strike would provide the organizational means to achieve a
networked capability. This Standing Joint Task Force could serve as the
vanguard for the transformed military of the future. It could undertake
experimental exercises as new technologies become available. Tt would
also offer immediate operational benefits.
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Joint Presence Policy

To strengthen the Secretary of Defense's management of the allocation of
joint deterrent and warfighting assets from all Military Departments, the
QDR calls for the establishment of 2 joint presence policy. This new policy
would build on the existing Global Naval Forces Presence Policy, but it
would also subsume the rotational overseas presence force of all
military Services.

Establishing a joint presence policy will increase the capability and
flexibility of U.S. forward-stationed forces and aid in managing force
managernent risks. This policy will establish steady-state levels of air, land,
and naval presence in critical regions around the world. It will
synchronize deployments of U.S. forces and facilitate cross-Service trades
for presence and deterrence. It will also allow for better coordination in
the readiness and tempo of operations of all U.5. forces.

Sustaining the Force

To ensure the Department transforms its logistics capabilities, DoD will
pursue actions to sustain the force more effectively and efficiently.
Specific areas will inchude a dramatically improved deployment process
and accelerated implementation of logistics decision support tools. DoD
must also accelerate logistics enterprise integration, reduce logistics
demand, and reduce the cost of logistics. In addition, conducting
industrial vulnerability assessments and developing sustainment plans for
the most critical weapons systems and preferred munitions will help
ensure effective sustainment.

Experimenting in Support of
Transformational Change

To identify the bestavailable solutions to emerging operational challenges, the
defense strategy will employ military field exercises and experiments. Over
the last century, military field exercises and experiments oriented toward
addressing emerging challenges and opportumities at the operational level of
‘war have been important enablers of military innovation and transformation.
These operations reduce uncertainty about the future conflict environment
and future capabilitics. Exercises and experiments are a critical phase in
developing new types of forces and operational concepts that can respond to
emerging operational challenges and dominate opponents who effectively
exploit aspects of the changing security environment.
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Field exercises that incorporate experimentation - at both the joint and
the service levels - provide an indispensable means for solving emerging
challenges. For instance, with respect to the challenge of projecting
power inan anti-access environment, field exercises and experiments will
enable the military to identify promising operational concepts for
deploying forces into theater and conducting extended-range precision
strikes against mobile targets. Further, these exercises and experiments
will help to determine if secure access to forward bases is possible and to
identify ways to sustain operations for a period sufficient to achieve U.S.
objectives. They will also assist the United States in determining which
new systems and capabilities will be required, which existing systems and
capabilities should be sustained, and what combination of
transformational and legacy systems should be created.

Moreover, field exercises and experiments that enable the U.S. military to
create and maintain options for a variety of emerging capabilities greatly
complicate the planning of would-be adversaries. By enabling the
creation of a range of capabilities and warfighting options, field exercises
and experimentation can compel future competitors into an unenviable
choice. They can seek to develop responses to most or all of the US.
capabilities and options and consequently stretch their limited resources
thin, or they can choose the high-risk option of focusing their efforts on
offsetting only one or a few of the new warfighting options, leaving
themselves vulnerable to the others. When confronted with this dilemma,
potential adversaries may find themselves dissuaded from entering into a
military competition in the first place.

U.S. forces will rely heavily on wargames and simulations to support this

program of field exercises and experiments. These important analytic

tools can greatly enhance the effectiveness of field exercises by

identifying promising capabilities that merit prototyping, new force

elements that should be established, and operational concepts that merit

the detailed evaluation that only field exercises can provide. Thus

wargames and simulations serve as a filter to enhance the focus and value -
of field exercises. However, simulations and war games have inherent

limits in terms of how far they can go in identifying new forms of

operation and new military system requirements.

During the Iatter stages of the Cold War, the Services invested in a number
of high-fidelity training facilities that greatly enhanced the value of their
field training. Yet comparable facilities do not exist to support joint high-
fidelity field exercises and experiments. DoD will explore the need to
establish a joint and interoperability training capability, including a Joint
National Training Center as well as opportunities to build on existing
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capabilities at Service training centers and ranges to enable joint
transformation field exercises and experiments and to inform the Services'

exercises and experiments.

DoD must also undertake high-fidelity transformation exercises and
experiments that address the growing challenge of maintaining space
control or defending against attacks on the U.S. national information
infrastructure. DoD will establish a space test range for this purpose
Enabling these kinds of exercises will be a major challenge for the
Department's transformation effort.

Joint and Service field exercises oriented to military transformation have
suffered from chronic resource shortages. Joint Forces Command must
conduct at least one major joint transformation exercise every other year.
These should build on Service experimentation exercises in the
intervening years. Moreover, the regional CINCs should develop a plan to
rotate assigned forces through a joint training event for regular exercises
and evaluations. To support this effort, DoD will consider the
establishment of a Joint Opposing Force and increasing the Joint Forces
Command exercise budget. To ensure that sufficient forces are available
for experimentation, Joint Forces Command will be authorized to draw up
to 5 percent of U.S.-based forces each year for experimentation activities
within tempo guidelines and acceptable operational risk.

The findings of this program of field exercises and experiments will feed
back directly into the process for determining systems, doctrine, and force
structure requirements. Monitoring this program and providing the
Secretary with policy recommendations based on its findings will be an
important responsibility of the work of the Director, Force Transformation.

Exploiting Intelligence Advantages

U.S. defense strategy and doctrine are increasingly dependent upon
information and decision superiority. Information superiority, in turn,
depends heavily upon timely, relevant, and comprehensive intelligence.
Today, the United States not only possesses unique intelligence
capabilities, unmatched by any potential adversary, but has numerous
efforts underway to improve and expand current intelligence capabilities.
At the same time, U.S. military dependence on information is
unprecedented and growing. This is particularly true in light of the
Department's transition to network-centric warfare.

Demands on intelligence capabilities are certain to grow. Because
potential adversaries recognize the importance of information superiority
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to U.S. strategy and operations, they are seeking to acquire similar
capabilities. To offset U.S. conventional military capabilities, they are also
pursuing asymmetric strategies including information operations, space
warfare, and CBRNE weapons. These asymmetric threats pose daunting
new intelligence challenges. To respond effectively, DoD will vigorousty
pursue new processes and procedures to betier exploit existing assets
while aggressively developing new technologies that offer great potential
for responding to new threats and requirements. In particular, the
Department will treat information operations, intelligence, and space
assets not simply as enablers of current U.S. forces but rather as core
capabilities of future forces.

Global Intelligence

Throughout the Cold War, the singular nature of the strategic threat from
the Soviet Union provided U.S. intelligence with a remarkably stable
target. Today, intelligence is required to provide political and military
leaders with strategic and operational information on an increasingly
diverse range of political, military, leadership, and scientific and
technological developments worldwide.

Human Intelligence. Performance of HUMINT must be optimized to
gain access and insights into some of the most difficult "targets," e.g.,
terrorist cells, hard and deeply buried targets, closed regimes, and CBRNE
weapons development and deployment plans. The United States needsto
enhance human intelligence capabilities and tools not only to gather
better HUMINT but also to enable better positioning of technical
collection systems. Finally, human intelligence reporting must be
integrated into the situational awareness display that provides joint forces
with battlespace visualization through the Global Command and Control
System Common Operational Picture.

Emerging Technologies. The Department will vigorously pursue the
development and exploitation of technologies that can significantly
increase U.S. advantage in intelligence collection, analysis, and security.
Some of the most promising include:

= Low-observable technologies that may be applied to collection
platforms;

= Nanotechnology that may result in minjature, mobile,
autonomous sensors that could penetrate the secure and remote
facilities of an adversary;

G

QUADRENNIAL DEFENSE REVIEW REPORT




52

CREATING THE U.S. MILITARY OF THE 215T CENTURY

» Advanced parallel processing and quantum computing to
provide realtime processes, decryption, translation, and
transcription of communications;

= Biometrics for tracking adversaries and providing secure
authentication of individuals seeking network or facility access;
and

a Commercial imagery for remote sensing of the earth.

Intelligence, Surveillance, and Reconnaissance (ISR)

DoD is pursuing investment strategies and migration plans for an
integrated, cost-effective mix of unmanned aerial vehicles, manned
platforms, spaceborne, maritime, and terrestrial systems responsive to
future collection needs and challenges. Efforts are underway to accelerate
the procurement of additional Unmanned Aerial Vehicle (UAV) platforms
and sensors. Enhanced Space-based Radar (SBR) systems are also required
to provide global, long-range ground moving target indicator capability to
augment existing airborne capabilities. Commercial systems, especially
satellite imagery, are being integrated into U.S. ISR capabilities.

Sensors.; A wide range of imagery intelligence (IMINT), signals
intelligence (SIGINT), and measurement and signature intelligence
(MASINT) sensors are needed to respond to current and future
requirements. Satellite IMINT sensors need to provide long-dwell
capabilities. SIGINT payloads are needed for UAVs as well as for
specialized shipboard collection sensors to capture modernized radio
frequency signals from state and non-state threats. Extensive airborne
SIGINT modernization efforts are needed to provide low- and high-band
collection capabilities that elude currently deployed systems. MASINT's
multi-disciplinary scope offers great potential. MASINT sensor
development and deployment - particularly for such purposes as sampling
for agents and collection against hard and deeply buried targets - is critical
to maintaining U.S. military advantages.

Collaborative ISR Operations. The ISR community must move toward
a collaborative enterprise to achieve more responsive support for civilian
decision-makers and commanders engaged in planning and executing
operations. Collaborative capabilities are needed to permit agile and
adaptive strategies, plans, and operations, as well as rapid sharing of
analysis and time-sensitive information. A fused information picture must
provide decision-makers and commanders with a near real-time capability
to support operations and visualize the operational space. Decision aids

®

QUADRENNIAL DEFENSE REVIEW REPORT




53

CREATING THE U.S. MILITARY OF THE 21ST CENTURY

and other tools are needed to develop a coherent strategy and plan and
then to enable decision makers to adjust rapidly to emerging situations.
Such systems are essential to establishing an effective, efficient, and
responsive ISR posture in joint and combined operations.

Tasking, Processing, Exploitation,
and Dissemination (TPED)

Future military operations will require TPED approaches that integrate all
collection disciplines, including IMINT, SIGINT, MASINT, HUMINT, and
open sources. Integrated TPED mmst accommodate new types of multi-
media, multi-spectral, and multi-source information, including
commercial imagery. A capability to incorporate real-time video, integrate
information acquired from non-intelligence sources - such as advanced
aircraft radar or commercial satellite imagery - and efficiently exploit long-
dwell and stare systems is essential to meet future military requirements.
Future TPED will be expected to support multiple echelons, including
tactical and national systems and to operate across diverse security
domains. Migrating to a more integrated architecture that takes advantage
of multiple intelligence disciplines and robust networking will improve
the timeliness and quality of intelligence information needed by defense-
related consumers of intelligence.

As target sets become more diverse and collection sources more varied,
tying this scarce and disparate information together requires trained and
analytical judgment. Investments need to focus on building a workforce
with the required skills, and with the analytical tools and databases
needed to improve support to planning.

Developing Transformational Capabilities

A fundamental challenge confronting DoD is ensuring that U.S. forces
have the capabilities they need to carry out the new defense strategy and
meet the demands of the 21st century. Toward that end, it is imperative
that the United States invests and transforms its forces and capabilities.
The Department's commitment to modernization has three main parts:

» Exploiting research and development to ensure that U.S. forces
maintain a decisive lead in technologies critical to transformation;
» Advancing key transformation initiatives; and

» Selectively recapitalizing legacy forces to meet near-term
challenges and to provide near-term readiness.

(20)
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Research and Development

A robust research and development effort is imperative to achieving the
Department's transformation objectives. DoD must maintain a strong
science and technology (S&T) program that supports evolving military
needs and ensures technological superiority over potential adversaries.
Meeting transformation objectives also will require new information
systems. These must be married with technological advances in other key
areas, including stealth platforms, unmanned vehicles, and smart
submunitions. To provide the basic research for these capabilities, the
QDR calls for a significant increase in funding for S&T programs to a level
of three percent of DoD spending per year.

During the Cold War, U.S. government programs were a primary impetus
for research into new technologies, particularly in areas such as
computers and materials. Today and well into the foreseeable future,
however, DoD will rely on the private sector to provide much of the
leadership in developing new technologies. Thus, the Department has
embarked on an effort (2) to turn to private enterprise for new ways to
move ideas from the laboratory to the operating forces, (b) to tap the
results of innovations developed in the private sector, and (c) to blend
governmént and private research where appropriate. This "quiet
revolution" will take advantage of science and technology and continue to
provide U.S. forces with technological superiority.

In parallel with a new emphasis on research and development, DoD must
give increased priority to maintaining a robust test and evaluation
program, which will require test centers and ranges. While
transformation offers U.S. forces the promise of revolutionary capabilities,
the products of this transformation must be tested thoroughly before they
are deployed. This need for testing - and particularly for testing
capabilities conducted over very long distances - requires the Department
to maintain and modernize highly instrumented ranges and to manage the
challenges of range encroachment. A robust test and evaluation program
will maximize the return on future procurement expenditures, while
strengthening the public's confidence in defense acquisitions.

Transformation Initiatives

In order to advance U.S. transformation efforts, the new defense strategy
identifies key operational goals for deterring conflict and conducting
military operations. To improve the linkage between strategy and
investments, DoD's investment resources will be focused on achieving six
operational goals in the following ways:

(a1)
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1. Protect bases of operation at bome and abroad and defeat the
threat of CBRNE weapons.

DoD maintains many unique capabilities for mitigating and
managing the consequences of terrorist attacks on American
soil. The Department must be prepared to provide support to
state and local authorities, if requested by the lead federal
agency. DoD is enhancing its anti-terrorism and force
protection programs. It is also increasing investment in
chemical and biological courltermeasures, including personal
protection for DoD personnel. Moreover, DoD has established
Weapons of Mass Destruction Civil Support Teams, composed
of National Guard personnel and the Marine Corps’ Chemical-
Biological Incident Response Force. These teams stand ready to
provide support, if directed. To improve DoD's ability to
provide such support, the QDR calls for selected readiness
enhancements to the Army's Reserve Component.

The continued proliferation of ballistic and cruise missiles poses
a threat to U.S. territory, to U.S. forces abroad, at sea, and in
space, and to U.S. allies and friends. To counter this threat, the
“United States is developing missile defenses as a matter of
priority. Integrating missile defenses with other defensive as
well as offensive means will safeguard the Nation's freedom of
action, enhance deterrence by denial, and mitigate the effects of
attack if deterrence fails. The ability to provide missile defenses
in anti-access and area-denial environments will be essential to
assure friends and allies, protect critical areas of access, and
defeat adversaries. DoD must be prepared to provide near-term
capabilities to defend against rapidly emerging threats and more
robust capabilities that evolve over time. ’

DoD has refocused and revitalized the missile defense program,
shifting from a single-site "national" missile defense approach to
a broad-based research, development, and testing effort aimed
at deployment of layered missile defenses. These changesin the
missile defense program will permit the exploration of many
previously untested technologies and approaches that will
produce defenscs able to intercept missiles of various ranges
and in various phases of flight. These defenses will help protect
U.S. forward-<deployed forces. Moreover, they will provide
limited defense against missile threats not only for the American
people, bur also for U.S. friends and allies.

(a2)
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2. Assure information systems in the face of attack and conduct
effective information operations.

Information operations provide the means to rapidly collect,
process, disseminate, and protect information while denying
these capabilities to adversaries. Such operations provide the
capability to influence perceptions, perform computer
network defense and attack missions, conduct electronic
warfare, and carry out other protective actions. Information
operations represent a critical capability enhancement for
transformed U.S. forces.

The QDR highlights both the imperative for the United States to
maintain an unsurpassed capability to conduct information
operations, as well as the need to strengthen U.S. capabilities in
these areas. DoD must also develop an integrated approach to
developing information system requirements, acquiring
systems, and programming for the force of tomorrow. The
ability to conduct information operations has become a core
competency for the Department.

3. Project and sustain US. forces in distant anti<viccess and area-
denial environments.

The defense strategy rests on the assumption that U.S. forces
have the ability to project power worldwide. The United States
must retain the capability to send wellarmed and logistically
supported forces to critical points around the globe, evenin the
face of enemy opposition, or to locations where the support
infrastructure is lacking or has collapsed. For U.S. forces to gain
the advantage in such situations, they must have the ability to
arrive quickly at non-traditional points of debarkation to mass
fire against an alerted enemy and to mask their own movements
to deceive the enemy and bypass its defenses. Consequently,
DoD must carefully monitor attempts by adversaries to develop
capabilities that could detect and attack U.S. forces as they
approach conflict areas or hold at risk critical ports and airbases
with missiles and CBRNE attacks.

The QDR emphasizes the need for new investments that would
enable U.S. forces to defeat anti-access and area-denial threats
and to operate effectively in critical areas. Such investments
will include: addressing the growing threat posed by
submarines, air defense systems, cruise missiles, and mines;
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accelerating development of the Army Objective Force;
enhancing power projection and forcible entry capabilities;
defeating long-range means of detection; enabling long-range
attack capabilities; enhancing protection measures for strategic
transport aircraft; and ensuring US. forces can sustain
operations under chemical or biological attack.

. Deny enemies sanctuary by providing persistent surveillance,
tracking, and rapid engagement.

Likely enemies of the United States and its allies will rely on
sancruarics-sach as remote terrain, hidden bunkers, or civilian
"shields" - for protection. The capability to find and strike
protected enemy forces while limiting collateral damage will
improve the deterrent power of the United States and give the
President increased options for response if deterrence fails.
Such a capability would not only reduce the likelihood of
aggression, but would offer the National Command Authorities
the ability to respond immediately in the event of hostilities.

Achieving this objective will require investments in a wide
“range of cross-Service programs. Investments in intelligence,
surveillance, and reconnaissance (ISR) initiatives must be
bolstered. Also emphasis must be placed on manned and
unmanned longrange precision strike assets, related initiatives
for new small munitions, and the ability to defeat hard and
deeply buried targets.

DoD will accelerate the conversion of Trident submarines to
guided missile submarines. DoD will procure unmanned combat
aerial vehicles and intelligence, surveillance, and reconnaissance
unmanned aerial vehicles such as Globat Hawk. The Department
will also increase procurement of precision weapons.

Special Operations Forces will need the ability to conduct
covert deep insertions over great distances and will need
enhanced C4ISR capabilities to remain in contact with their
commanders and to ensure access to real-time intelligence ina
number of forms. These capabilities will enable Special
Operations Forces to access additional communication,
intelligence, and firepower assets in support of their missions
deep in hostile environments and to aid in the reduction of
friendly losses and casualties. These capabilities will also

(a9)
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enhance the strategic and operational agility of Special
Operations Forces.

. Enbance the capability and survivability of space systems.

Because many activities conducted in space are critical to

America's national security and economic well being, the ability

of the United States to access and utilize space is a vital national
security interest. During crisis or conflict, potential adversaries-
may target U.S., allied, and commercial space assets as an

asymmetric means of countering or reducing U.S. military
operational effectiveness, intelligence capabilitics, economic

and societal stability, and national will. Ensuring the freedom of
access to space and protecting U.S. national security interests in

space are priorities for the Department.

The mission of space control is to ensure the freedom of action
in space for the United States and its allies and, when directed,
to deny such freedom of action to adversaries. As the
foundation for space control, space surveillance will receive
increased emphasis. DoD will pursue modernization of the
aging space surveillance infrastructure, enhance the command
and control structure, and evolve the system from a cataloging
and tracking capability to a system providing space situational
awareness.

In recognition of the high-technology force multipliers
provided by space systems, the QDR places increased emphasis
on developing the capabilities to conduct space operations.
Ensuring freedom of access to space and protecting U.S.
national security interests are key priorities that must be
reflected in future investment decisions.

. Leverage information tecbhnology and innovative concepis to
develop interoperable Joint C4ISR.

Information technology will provide a key foundation for the
effort to transform U.S. armed forces for the 21st century. The
recent U.S. experience in Kosovo underscored the need for
high-capacity, interoperable communications systems that can
rapidly transmit information over secure, jam-resistant datalinks
to support joint forces. In the near future, the United States

@

QUADRENNIAL DEFENSE REVIEW REPORT



59

CREATING THE U.S5. MILITARY OF THE 21ST CENTURY

must also develop alternatives capable of overcoming current
and projected bandwidth constraints. The Department must
stay abreast of the new communications landscape and leverage
it to maximize U.S. advantages in this area.

Future operations will not only be joint, but also include Reserve
Components, civilian specialists, and other federal agencies and
state organizations. Most likely they will involve a coalition effort
with other countries. The effectiveness of these operations will
depend upon the ability of DoD to share information and
collaborate externally as well as internally. Interoperability,
which enables joint and combined operations, is a key element in
all DoD operational and systems architectures. It must include
the ability to overcome language and cultural barriers.
Experience shows that fixing systems after the fact to achieve
interoperability is typically costly and often fails to satisfy mission
requirements and creates security problems. The better
approach is to incorporate interoperability at the outset in
designing new systems. However, the Department will continue
its efforts, where cost effective, to bring its legacy systems up to
interoperability standards.

Based on QDR deliberations, funding will be focused on
achieving end-to-end Command, Control, Communication,
Computer, Intelligence, Surveillance, and Reconnaissance
(C4ISR) capabilities. An integrated joint and combined C4ISR
capability is necessary to ensure that accurate and rclevant
information can be gathered swiftly from various sources and
then securely transmitted to forces and their commanders.
Improving communications must be a priority for U.S.
conventional, special operations, and strategic forces.
Information technology offers U.S. forces the potential of
conducting joint operations more effectively, with smaller
forces and fewer weapon systems.

To achieve these operational goals, the Defense Department must
transform military training. Three basic tenets describe the changes the
Department will implement to transform training in parallel with the
transformation of its missions and forces:

» Reverse the erosion of DoD's training range infrastructure and
ensure that ranges are sustainable, capable, and available;

a Revise acquisition and logistics policies and procedures to
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emphasize training and the timeliness of fielding modern, fully
capable training systems; and

= Use distributed learning technologies to reengineer individual
training and job performance.

Recapitalization of the Department's Legacy Forces

The Department of Defense is committed to transforming its forces to
meet future challenges. This transformation will be conducted in a timely
but prudent manner. In particular, prudence dictates that those legacy
forces critical to DoD's ability to defeat current threats must be sustained
as . transformation occurs. Consequently, while emphasizing
transformation, DoD will also selectively recapitalize legacy forces. This
effort will be a challenge because recapitalization of all elements of U.S.
forces since the end of the Cold War has been delayed for so long. As the
force aged throughout the 1990s, few replacements were procured.
Without a significant effort to increase resources devoted to
recapitalization of weapons systems, the force structure will not only
continue to age but, perhaps more significantly, become operationally
and technologically obsolete. :

The need to recapitalize is evident from the rising age of the current force
structure, particularly tactical aircraft. On average, the age of Air Force air
superiority aircraft now stands at almost 20 years, an unprecedented level.
The multirole fleet will continue to age as well, with its average age
projected to reach 20 years in the coming decade. The situation with
other platforms, while not as-dramatic as that of tactical aircraft, is also
problematic. Overall, there is an imperative need for recapitalization of
legacy systems by replacement, selected upgrade, and life extension.

Recognizing this imperative, the Department plans to pursue selective
upgrades to systems such as Abrams tanks, B-1 bombers, Navy ship self-
defense, and amphibious assault vehicles to sustain capabilities critical to
ensuring success in any near-term conflict.

*x Kk k Xk X
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DoD must overcome trends of the past to sustain a balanced defense
program that maintains near-term readiness without mortgaging the long-
term capabilities of the force. To support this goal, DoD is committed to
identifying efficiencies and reductions in less relevant capabilities that can
free resources to be reinvested to accelerate the Department's
transformation efforts. The Military Departments and Defense Agencies
will identify significant, auditable savings to be reinvested in high-priority
transformation initiatives.

In light of the markedly increased requirements associated with the
unfolding U.S. waragainst terrorism, prior estimates of available resources
for defense are no longer accurate. Before the September 2001 atracks,
DoD had planned for gradual increases in defense spending accompanied
by roughly corresponding increases in available resources realized
through internal efficiencies. At this juncture, the Defense Department is
developing new estimates of needed funding, in line with emerging, new
military requirements. At the same time, it is critical that DoD's efforts to
realize internal efficiencies not be relaxed, as any increased funding will
be-urgently needed to meet the Nation's new defense demands.

QUADRENNIAL DEFENSE REVIEW REPORT



62

REVITALIZING THE DOD ESTARLISHMENT

VI.
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more than strategy and force structure. Transformation applies not

just to what DoD does, but how DoD does it. During the same
period that the security environment shifted from a Cold War structure to
one of many and varied threats, the capabilitics and productivity of
modern businesses changed fundamentally. The Department of Defense
has not kept pace with the changing business environment,

The need to transform America's military capability encompasses

A transformed U.S. force must be matched by a support structure that is
equally agile, flexible, and innovative. It must bea structure in which each
of DoD's dedicated civilian and military members can apply their talents to
defend America - where they have the resources, information, tools,
training, and freedom to perform.

Transforming DoD's outdated support structure is a key step in achieving
a more capable fighting force.

= DoD maintains between 20 and 25 percent more facility
infrastructure than needed to support its forces - at an annual
excess cost of $3 to $4 billion.

= DoD's financial systems are decades old and not well
interconnected, and accounting and auditing processes would
struggle to meet the standards of generally accepted accounting
principles.

» DoD's business processes and regulations seem to be engineered
to prevent any mistake. By doing so, these regulations often
discourage taking any risk.

An infrastructure that needs to be streamlined to match the new reality,
financial systems that limit the ability to see and manage the enterprise,
and processes that discourage action and reasonable risk at the working
levelare hallmarks of a mature enterprise that must be transformed. While
America's business have streamlined and adopted new business models to
react to fast-moving changes in markets and technologies, the Defense
Department has lagged behind without an overarching strategy to
improve its business practices.

®
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To redress this situation and lead the Defense Department's revitalization
process, the DoD has established the Senior Executive Council (SEC) led
by the Deputy Secretary of Defense and consisting of the Service
Secretaries, and the Under Secretary of Defense for Acquisition,
Technology and Logistics. The SEC will steer the Defense Department
through what will be a challenging period of change. The Defense
Department has also created a Defense Business Practices
Implementation Board to tap outside expertise as the Department moves
to improve its business practices.

To focus these efforts, the Defense Department will institute programs to
improve its performance in the following areas: ’

= Encourage talent to enter and stay in the military and civilian
service; and

= Modernize DoD business processes and infrastructure.

Encourage Talent to Enter and Stay in the Military
and Civilian Service

Skilled, talented, and motivated people are the foundation of a leaner,
more flexible support structure. Improving the skills of the existing
workforce and recruiting, retaining, training, and educating new people
must be a top priority. Many of the skills the Department needs are the
same ones most in demand in the private sector. The Department must
forge a new compact with its warfighters and those who support them -
one that honors their service, understands their needs, and encourages
them to make national defense a lifelong career.

Accomplishing this management imperative will require strong
leadership and innovative thinking about how to attract, motivate, and
compensate the workforce. It will require new rules for hiring and
managing personnel. It will also require increased interaction with the
private sector to ensure that the flow of people and knowledge between
both sectors is enhanced.

Toward this end, DoD will develop a strategic human resources pian for
military and civilian personnel. This strategy will identify the tools necessary
to size and shape the military and civilian force to provide adequate numbers
of high-quality, skilled, and professionally developed peopie.

(50)
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In recognition of the changing demographics of DoD's military families
and the changes that will be initiated as a result of this review, DoD will
also review existing quality of life services and policies to guarantee that
they have kept pace with modern requirements. The Government also
needs to ensure that it fulfills its responsibility to fund quality programs
required to sustain the force. Further, the Department will address the
need to manage personnel tempo and improve military housing.

To create a world class health system, DoD has initiated a comprehensive
review of all Defense and Service health agencies, management activities,
and programs; and strengthened the TRICARE system to ensure better
management and accountability. A coordinated, integrated, and
adequately resourced health care system with an improved organizational
structure will ensure the availability of contingency medical capabilities
for active forces. It also will administer medical benefits to dependents
and retirees in order to meet the needs of the force and expectations of the
broader Service family.

The need to attract, develop, and retain civilian personnel is just as
important. Many of the advances in private sector human resources
management have not been incorporated into the DoD civilian
personnel system. For civilian personnel, the human resources
approach will include:

= Modernized recruiting techniques;

» More flexible compensation approaches;

= Enhanced training and knowledge management; and

» Career planning and management tools.

Modernize DoD Business Processes
and Infrastructure

The Department of Defense must transform its business processes and
infrastructure to both enhance the capabilities and creativity of its
employees and free up resources to support warfighting and the
transformation of military capabilities.

To accomplish this, DoD's organizational structure will be streamlined and
flattened to take advantage of the opportunities that the rapid flow of data
and information present. As in business, entire functions need to be
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eliminated. Boundaries must be broken to accelerate change across the
entire organization, promote cooperation, share information and best
practices, and institutionalize change throughout the Department. In
both the organizational structure and the military culture, DoD must find
ways to encourage and reward innovation and risk-taking among fighting
forces as well as support personnel.

On the support side, the task is to remove layers that no longer provide
value added. To accomplish this, the Department will initiate efforts in-
the following areas:

» Streamline the overhead structure and flatten the organization;

a Focus DoD "owned" resources on being excellent in those areas
that contribute directly to warfighting;

» Modernize the DoD-wide approach to business information; and

= Consolidate and modernize base infrastructure.

Streamline the overhead structure and flatten the organization.
The Department of Defense is committed to reducing all of its
headquarters staffs by 15 percent from FY1999 baseline as specified in
section 921(b) of the FY2000 National Defense Authorization Act. DoD is
currently developing a plan to comply with this goal. In light of emerging,
new requirements associated with the U.S. war on terrorism, any savings
realized from such reductions would assist the Department in meeting
higher-priority needs.

The Department must also align, consolidate, or differentiate overlapping
functions of the Office of the Secretary of Defense, the Services, and the
Joint Staff. To do this, DoD will develop recommendations to eliminate
redundancy. -

The military departments also are evaluating changes in their
headquarters structures to improve their ability to perform executive
functions at lower staffing levels.

Two major institutional processes - the planning, programming and
budgeting system (PPBS) and the acquisition process - create a significant
amount of the self-imposed institutional work in the Department.
Simplifying these processes will support a streamlining of the entire
organization. The Department has already taken the first step by
conducting a concurrent program and budget review. DoD will explore
options to fully redesign the way it plans, programs, and budgets. DoD has
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already begun streamlining the Defense Acquisition Board (DAB) process,
including reducing funding for acquisition-related studies and analyses by
10 percent and eliminating 31 of 72 acquisition-related advisory boards.

The goal throughout this set of initiatives is to reduce the complexity of
the Department of Defense, which has been driving the increase in the
relative size of the overhead structure. In fact, the goal will be to increase
measurably the tooth-to-tail ratio over the next five years. DoD will
measure success by comparing the headquarters personnel totals to
dollars spent on headquarters and headquarters personnel versus

warfighting forces.

Focus DoD "owned" resources on excellence in those areas that
contribute directly to warfighting. Only those functions that must be
performed by DoD should be kept by DoD. Any function that can be
provided by the private sector is not a core government function.
Traditionally, "core” has been very loosely and imprecisely defined and too
often used as a way of protecting existing arrangements.

Over the last several decades, most private sector corporations have
moved aggressively away from providing most of their own services.
Instead they have concentrated efforts on core functions and businesses,
while building alliances with suppliers for a vast range of products and
services not considered core to the value they can best add in the
economy. The Department has experimented with this business practice
with some success (e.g., providing vertical replenishment at sea, oilers
manned by civilians, or food and other services in forward deployed
areas). Aggressively pursuing this effort to improve productivity requires
a major change in the culture of the Department.

DoD will assess all its functions to separate core and non-core functions.
The test will be whether a function is directly necessary for warfighting.
The review will divide these functions into three broad categories:

» Functions directly linked to warfighting and best performed by
the federal government. In these areas, DoD will invest in
process and technology to improve performance.

= Functions indirectly linked to warfighting capability that must
be shared by the public and private sectors. In these areas, DoD
will seek to define new models of public-private partnerships to
improve performance.

(53)
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= Functions not linked to warfighting and best performed by the
private sector. Inthese areas, DoD will seek to privatize or
outsource entire functions or define new mechanisms for
partnerships with private firms or other public agencies.

The Department has already taken steps to outsource and shed non-core
responsibilities, including the privatization of military housing and the
privatization of utility services for military installations. In addition, DoD
will create a small team to develop alternatives to the Agency or Ficld
Activity model that permits the Department to produce cross-DoD
outputs at a significantly lower cost.

Defense Agencies. Over time, the Defense Agencies have served to
consolidate functions common to the Services. This process has resulted
in better, more integrated outputs and has helped to modernize the
Department's business processes. To improve the business practices of
the Defense Agencies, DoD will begin a review of the Agencies to seek
efficiencies. Transformation roadmaps for Defense Agencies will be
developed keyed toward agencies pianned contributions to helping DoD
meet the critical operations goals outlined earlier.

Defense Working Capital Fund. DoD will develop a plan for improving the
effectiveness of the Defense Working Capital Fund. The fund was created
as a pricing mechanism for the military services to procure goods and
services from Defense Agencies. The notion of paying for outputs is right
minded. However, the Fund mechanism subsumes a number of elements
in its pricing mechanism (for example, the expected cost of mobilization),
which masks the peacetime cost of outputs.

Modernize the DoD-wide approach to business information.
Today's technology makes the accurate, timely flow of information
possible. Pushing this information down will enable decision-making at
the right level and will, in turn, support the flattening and streamlining of
the organization. DoD must keep its information, communication, and
other management technologies on a par with the best, proven
technologies available.

The Department's business activities include financial as well as non-
financial operations and systems. Non-financial business operations and
systems include those that support the acquisition, medical, maintenance,
transportation, property, inventory, supply, and personnel communities.
However, the Department's financial and non-financial operations and
systems do not work together effectively to produce the most desirable
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business management information. Correcting this deficiency will
require a broad set of initiatives.

DoD will create a Department-wide blueprint (enterprise architecture)
that will prescribe how the Department's financial and non-financial
feeder systems and management processes will interact. This architecture
will guide the development of enterprise-level processes and systems
throughout DoD.

Regular periodic consultation with the U.S. Comptroller General has been
initiated to gain insight and support for improving the Defense
Department's financial processes. DoD will also continue to work with
Congress to better coordinate financial management oversight activities.

Consolidate and modernize DoD facility infrastructure.
Currently, DoD has 20 to 25 percent more facility structure than it needs
to support its forces. Due to budget constraints over the last decade,
much of that infrastructure has begun to age beyond acceptable levels.
Dollars that could be spent on more urgent transformation priorities are .
being used to maintain installations that may no longer be needed.

To reduce waste and inefficiencies, facilities must be restructured to
support multi-Service missions. In July 2001, the Department announced
an Efficient Facilities Initiative (EFD). EFI will enable the U.S. military to
match facilities to forces, meet the threats and challenges of a new
century, and make the wisest use of limited defense dollars. EFI ensures
the primacy of military value in making decisions on facilities and
harnesses the strength and creativity of the private sector by creating
partnerships with local communities. All military installations will be
reviewed, and recommendations will be based on the military value of the
facilities and the structure of the force.

The EFI will encourage a cooperative effort between the President, the
Congress, and the military and local communities to achieve the most
effective and efficient base structure for America's Armed Forces. It will
give local communities a significant role in determining the future use of
facilities in their area by transferring closed installations to local
redevelopers at no cost (provided that proceeds are reinvested) and by
creating partanerships with local communities to own, operate, or
maintain those installations that remain.

Consolidating facilities will focus funds on facilities that are actually
needed and help to reduce the recapitalization rate of those that remain to
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a level closer to DoD's goal of 67 years. Consolidation will also save an
estimated $3.5 billion annually.

Compress the Supply Chain. American businesses have achieved some of
their greatest efficiencies and savings by reforming their supply chain
processes to remove steps, reduce inventories, and cut costs. By
scrubbing their warchousing, distribution, and order fulfillment
processes, they have cut out "non-value-added"' steps. The Department
has made some recent advances in reducing inventories of common
consumable items and in promoting practices like direct vendor
deliveries. However, DoD still maintains Iarge inventories that could be
substantially reduced by applying an array of supply chain practices. This
could include use of industrial partners responsible for life cycle support
of a weapon system or commodity item. DoD also incurs significant
overhead costs for functions that vendors could perform. Performance-
Based Logistics and modern business systems with appropriate metrics
can eliminate many of these non-value-added steps. DoD will implement
Performance-Based Logistics to compress the supply chain and improve
readiness for major weapons systems and commodities.

Reduce Cycle Time. Every reduction in cycle time brings improvements in
efficiency and reductions in cost. Industry has figured out how to get their
average delivery time down to 24 to 48 hours; the government customer
should get the same or better from the government supplicr. Private
sector benchmarks should set the standard for government providers,
whether the function is processing and paying a bill, moving a part froma
supply center or depot to a field unit, or making the transformation from
concept to employment,

9
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anaging risk is a central element of the defense strategy. It

involves balancing the demands of the present against

preparations for the future consistent with the strategy's
priorities. It entails assuring allies and friends, deterring threats of
coercion and aggression, and, when necessary, defeating adversaries. It
involves maintaining military advantages and developing new military
competencies while dissuading future military competitors.

Over the past 60 years, the United States has spent an average of 8 percent
of the Gross Domestic Product (GDP) on defense; in 2001, 2.9 percent of
GDP was spent on defense. The tendency to reduce spending in periods
with no clear or well-defined threat has the potential effect of creating
risks by avoiding or delaying investment in the force. Consequently, an
assessment of the capabilities needed to counter both current and future
threats - across the spectrum of military challenges - must be included in
the Department's approach to assessing and mitigating risk.

A New Risk Framework

DobD has developed a new, broad approach to risk management. The new
risk framework ensures that the Defense establishment is sized, shaped,
postured, committed, and managed with a view toward accomplishing
the defense policy goals outlined in this report.

This risk framework is made up of four related dimensions:

» Force management - the ability to recruit, retain, train, and equip
sufficient numbers of quality personnel and sustain the readiness
of the force while accomplishing its many operational tasks;

= Operational - the ability to achieve military objectives in a near-
term conflict or other contingency;

= Future challenges - the ability to invest in new capabilities and
develop new operational concepts needed to dissuade or defeat
mid- to long-term military challenges; and
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» Institutional - the ability to develop management practices and
controls that use resources efficiently and promote the effective
operation of the Defense establishment. -

This framework allows the Department to consider tradeoffs among
fundamental objectives and fundamental resource constraints, and it
reflects DoD's experiences over the last decade in attempting to balance
strategy, force structure, and resources. By assessing the Defense
establishment in these four areas, the Department is directly addressing
the issues associated with developing and assessing the operational force,
key enabling capabilities, and its supporting deployment and industrial
infrastructure.

Force Management Risks

DoD must always be able to meet its missions. It must deploy forces to
assure friends and deter potential adversaries; it must acquire new
capabilities to dissuade potential enemies from challenging U.S. interests;
and, if necessary, it must defeat foes in combat. All of these risks require
members of the military force to risk their lives at home and abroad for
extended periods of time.

However, the Department should not expect its people to tolerate
hardships caused by inequitable or inappropriate workloads within the
force, aging and unreliable equipment, poor operational practices, and
crumbling infrastructure. Consequently, this strategy requires explicit
measurement and control of force management risk.

As an illustration, the figure below depicts the number of active duty
military personnel deployed to various operations from November 1994
through December 2000. The figure shows large variations in the number
of personnel deployed during this period, which coincided with
substantial reductions in active-duty deployable forces. In addition, the use
of reserve forces increased from eight million to 12 million man-days per
year. The bulk of the deployment burden during this time was not spread
among the entire force, due in part to the belief that the deployments were
temporary and that permanent changes in rotational procedures and
forward presence were not required. Prior to the end of 1994, the
Department did not even collect data at the Joint level on the number of
deployed personnel. DoD must better control this turbulence and manage
its effects.

-
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Active Duty Personnel Deployed to Contingency Operations,

1994-2000
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Note: Graph does not include forward-based forces.

U.S. military involvement in operations throughout the 1990s revealed
substantial shortages of certain types of forces. In response to these
shortages, the Department instituted force management mechanisms.
These included the Global Naval Forces Presence Policy (GNFPP) to
allocate the peacetime presence of paval assets across warfighting
theaters and the Global Military Force Policy (GMFP) to manage demand
for LD/HD assets, such as key surveillance and reconnaissance platforms.
DoD will seek to expand these policies by developing a Joint Presence
Policy.

Mitigating Force Management Risks: Tempo Standards and
Rotational Base. DoD can no longer solely rely on such ‘lagging"
indicators as retention and recruiting rates to detect personnel problems;
by the time those indicators highlight a problem, it is too late. Nor can
DoD delay necessary action to address growing force management risk
due to high personnel tempo.

Toward these ends, DoD has committed to developing realistic tempo
standards and limitations to control explicitly the amount of time DoD
personnel are deployed away from home station or stationed outside the
United States. These standards will help the Department maintain
personnel tempo at acceptable peacetime levels. More importantly, DoD
has made the overseas posture of U.S. military forces a principal
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component of force design. The QDR analyzed the relationships between
forward-stationed and rotational forces. As a result, DoD is developing
more effective ways to compute the required "rotational base” across
various types of forces to support forward posture. DoD will also
implement a Joint Presence Policy to ensure that all elements of the force
are considered in the development of rotational presence requirements.
Adopting these principles for force design and management should
greatly decrease force management risk.

Operational Risks

DoDr's new force planning approach recognizes the need to size US.
military forces not only for the most demanding near-term warfighting
tasks, but also for a plausible set of other nearterm contingencies,
including small-scale contingencies. Consequently, all measurements of
operational risk will reflect the full range of capabilities U.S. forces must
possess and missions that U.S. forces must perform.

In the past, major elements of the forces were designed and evaluated
against a narrow set of military missions and associated tasks. With a
wider set of missions and tasks, the measurement of operational risk will
consider both the missions that forces were designed to accomplish, and
those that they are currently assigned to conduct.

Mitigating Operational Risks: Force Structure Priorities, Forward
Posture, and New Readiness Measurements. ‘The QDR has developed a
broader approach to operational risk that involves assessing the
Department's ability to perform the following:

= Defend the United States;

= Deter forward in critical areas;

= Swiftly defeat aggression in overlapping major conflicts; and

= Conduct a limited number of small-scale contingencics.
Promoting the defense of the United States to the top priority restores its

primacy and better allows the Department to focus and prioritize its
efforts to mitigate operational risk.

This approach requires analysis of a broader range of contingencies to
determine operational risk than the Department has traditionally
analyzed. While instituting such an approach to operational risk
management requires a considerable expansion of DoD's previous
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process, it directly addresses the importance of assessing the force's
adequacy for a wider range of near-term operations. To this end, DoD will
undertake a comprehensive re-engineering of its current readiness
reporting system. The new system will allow measurement of the
adequacy of the force to accomplish all its assigned missions, not just
major combat operations. Such a system will aiso help the Department
identify - and transform - force elements that are less relevant to the full
spectrum of missions and tasks.

Planning for a wider range of contingencies affects recent assessments
conducted by the Department. In particular, a major study of the size and
shape of the Department's airlift, sealift, and pre-positioned equipment
was completed in FY2000, but was based on the previous defense
strategy. The mix of new threats and missions that DoD will consider in
the near- to mid-term requires the Department to reevaluate this study in
detail and adjust the results as necessary.

Finally, rather than equating risk mitigation with additional force
structure, the new strategy calls for assessing changes in capabilities,
concepts of operations, and organizational designs to help reduce risk.
For instance, contingencies involving adversaries armed with CBRNE
weapons, as well as ballistic missiles and artillery to deliver them, impose
high risks for U.S. and allied militaries regardless of the size of the force
amassed against them. In those instances, risk mitigation is more
dependent on the decisions taken to pursue offensive and defensive
systems and to develop new concepts of operations to deal with those
threats than on increases in force structure.

Future Challenges Risks

Despite the strains on U.S. military forces during the past decade, the U.S.
military has conducted its operations superbly. -Nonetheless, the United
States cannot take its recent successes for granted or mistakenly assume
that no other nation or group will seek to challenge the United States in
the future. The attacks of September 2001 demonstrate that the risks of
future challenges are a permanent feature of the international system.

While the United States cannot predict with confidence which adversaries
will pose threats in the future, the types of military capabilities that will be
used to challenge U.S. interests and U.S. military forces can be identified
and understood. As in the September terror attacks in New York and
‘Washington, future adversaries will seek to avoid U.S. strengths and attack
U.S. vulnerabilities, using asymmetric approaches such as terrorism,
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information operations, and ballistic and cruise missile attacks. The
President has directed the Department to transform to meet such
emerging challenges. As discussed earlier, DoD has identified critical
operational goals to focus the Department's transformation on such
priority areas.

Assessing future challenges risk provides a measure of the ability to meet
the transformational challenges described above in the mid-term and
longerterm. It also recognizes that the desired capabilities and missions
for the Armed Forces will change over time, and it provides a bridge to the
future by institutionalizing the shift from a threat-based to capabilitics-
based paradigm. It provides a way to monitor how DoD balances the
needs to preserve longterm military preeminence and address short-
term priorities.

Future challenges risk not only addresses possible future threats, but also
the ability to meet critical transformational challenges. For example, the
decision not to pursue a new technology due to the lack of a current
threat entails risk: introducing it early provides a military advantage for a
time, and it may dissuade any potential adversary from pursuing
similar capabilities.

Mitigating Future Challenge Risks: Experimentation, R&D, and
Selective Procurement. Achieving DoD's strategic goals mandates
embarking on the long-term transformation of U.S. military capabilities. It
requires a substantial investment in explicit searches for new and
improved capabilities. These capabilities may derive from innovative
operational concepts, advanced systems, new organizational
arrangements, and enhanced training. To achieve these ends, DoD will
expand experimentation efforts under the leadership of Joint Forces
Command. The Department will experiment with new forces and
organizations - including new joint task force organizations - to address
those operational challenges identified previously. In particular, the
possible establishment of a Joint National Training Center, a space test
range, and a Joint “opposing force" for training are intended to help
mitigate future challenges risk via expanded experimentation.

Complementing this focus on experimentation will be a new DoD
emphasis on concept development - that is, new ways to use existing and
proposed forces. One advantage of the transition to Standing Joint Task
Force organizations is an ability to provide more opportunities for joint
and combined experiments and exercises, both to discover existing
weaknesses and exploit emerging opportunities.

(62)
@

QUADRENNIAL DEFENSE REVIEW REpoR?




76

MANAGING RISKS

The Department also recognizes the value of stable investment in science
and technology to identify new defense technologies. DoD plans to
stabilize investment in science and technology at three percent of the
defense budget for FY03-07.

The Department plans to reduce the time required to introduce new
concepts and systems into the ficlded force. The time between design and
deployment for major DoD systems has doubled since 1975. Some of the
delay can be attributed to the custom of making decisions program by
program, rather than mission area by mission area. This practice leads to
mere substitution of new weapons for existing ones, rather than a
broader, system-level transformation. DoD's new approach will serve to
hasten and integrate decision processes, as DoD plans to make selective
procurement decisions within the transformation framework described
by this report. Thus, the Department will reduce future challenges risk by
assessing the contributions of combinations of options in each
transformation area.

The Department has already committed to many transformation
initiatives, as discussed in Section V. Initiatives in counterterrorism,
missile defense, advanced weapons, and information ‘operations are
examples of programs that are underway to reduce future challenges risk.

Institutional Risks

The final dimension of risk is aimed at making the best use of the
Department's resources in the day-to-day operations of the Defense
establishment. By formally addressing institutional risk, the Department
aims to maximize the efficient use of defense expenditures to sustain fong-
term public support for the Nation's defense needs. To manage DoD
efficiently, the Defense establishment needs to be transformed - how it
operates internally, how it deals with its industsial suppliers, and how it
interacts with the Congress. Currently, DoD leaders manage under a set of
controls that do not allow them to operate with the freedom necessary to
transform the force. DoD recognizes that it must explicitly reduce these
institutional risks to better manage the Defense establishment.

Mitigating Institutional Risk: Changes in DoD Operating Practices.
One of the primary objectives in reducing institutional risk is the
restoration of vitality in the Defense establishment. In particular, the
military and civilian personnel systems merit serious examination.
Consequently, DoD will develop a strategic human resources plan to help
size and shape the Department's personnel for the new strategy. This plan
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will not only examine ways to ensure that DoD personnel have the
necessary critical skills, but it will also examine the balance of personnel
and work among the active, reserve, and civilian workforces.

DoD will work to achieve a transformation in business practices, with a
particular emphasis on financial management. It will develop a new
financial management architecture to guide the modernization of
these practices.

DoD has also committed to a substantial streamlining and upgrading of its
infrastructure. The Department needs another round of infrastructure
reductions to reduce unneeded facilities. DoD has adopted a goal of
achieving a 67-year recapitalization rate for 80 percent of current
infrastructure by 2010, as specified in the Efficient Facilities Initiative.
Currently, DoD recapitalization rates average 192 years.

In addition to the longer-term initiatives listed above, the Department is -
taking steps to reduce institutional risk immediately. An important
managerial change is the establishment of the Senior Executive Council
(SEC), which will conduct a comprehensive review of the Defense
Agencies. Inaddition, the Department has already begun streamlining the
proccsses" associated with the Defense Acquisition Board (DAB) and the
Planning, Programming, and Budgeting System (PPBS), as discussed in
Section VI

Mitigating Risks Across the Spectrum

These four dimensions of risk cannot be assessed and managed
independently. Asnoted previously, increasing near-term risk in one area,
such as force management risk, would most likely affect another area,
such as operational risk. Maintaining a strategy-driven balance among the
four dimensions of risk is essential, and that balance must be sustained
and, where necessary, adapted over time.

Adopting this risk framework is not the end but just the beginning of the
Department's effort to assess and manage risk. DoD has practiced risk
management in the past, but by specifying this new strategy-driven risk
management framework, the Department has begun to develop a
management tool that will enable greater focus on the implementation of
the QDR defense program. DoD has already committed to the risk
mitigation steps discussed above to reduce risk in areas that have been
well documented. The broader commitment to measure and balance risk
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using this framework requires extensive revisions to the readiness
measurement system and development of new mechanisms to address the
other risks. When implemented, these mechanisms will provide the
needed assessments across all dimensions of risk.
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VIII. :
STATEMENT OF THE CHAIRMAN OF
THE JOINT CHIEFS OF STAFF

Introduction. The 2001 Quadrennial Defense Review (QDR) faced two
challenging tasks. First, it had to address significant concerns regarding
the nearterm ability of the force to protect and advance U.S. interests
worldwide in a dangerous and evolving security environment. Second, it
had to implement the President's goal of transforming the Armed Forces to
meet future security challenges. In my view, the defense strategy and
program recommendations contained in the QDR report are a major step
toward accomplishing these two tasks, while balancing the associated
near-, mid-, and long-term risks.

Over the past decade, our response to the strategic environment has
placed a wide range of demands on the U.S. military. Increases in missions
and requirements coupled with decreases in structure and procurement
have stretched elements of the force and resulted in imbalance between
strategy, force structure, and resources. Against this backdrop, on
September 11, 2001, enemies of the U.S. demonstrated the capability to
carry out large-scale, non-conventional attacks against the U.S. homeland;
asymmetric attack against the sovereignty of the U.S. became a reality.
While the QDR sets the broad direction for transforming to meet the
defense demands of the future, there remains a need for a more
comprehensive roadmap that will sustain the tenuous balance between
strategy and resources.

Assessment of the QDR. In my view the defense strategy outlined in the
QDR 2001 - if matched with resources over time - will adequately address
the current and emerging challenges of the strategic environment. The
goals of the strategy recognize that the military will continue to generate
forces to conduct a wide range of missions for the foreseeable future.
Particularly noteworthy, the QDR calls for the capability to respond to
overlapping major crises and defeat adversaries or their efforts in more
than one region. In my view, maintaining a credible military capacity to
respond to multiple crises worldwide is absolutely fundamental to
America's global leadership role.

The broad range of military requirements identified in the QDR lays the
foundation for determining the size and structure of the force. The
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recommendations of the review are the starting point for determining
how best to organize, man, train and equip the Total Force. Aninitial look
at the force structure indicates the current force is capable of executing
the new defense strategy with moderate risk. Considerably more
warfighting analysis on a range of scenarios must be done, however, to
confirm this initial assessment.

First and foremost, end strength sufficient to meet strategic requirements
at a sustainable OPTEMPO and PERSTEMPO must be maintained, or our
greatest military asset - quality people - will be placed at risk. Ibelieve that
sustaining an end strength and force structure capable of executing the
new defense strategy at moderate risk will be a significant challenge. The
Services must balance limited resources between the significant QDR
transformation and quality of life priorities and the competing
requirements for operations and maintenance, recapitalization, and
modernization beginning with their FY03 budgets. Of particular concern
are rapidly aging weapon systems. While we have successfully raised
annual procurement spending to the $60 billion level, some estimates
point to spending $100 to $110 billion per year to sustain today's force
structure and arrest the aging problem. If this requirement is met by
diverting resources from current operations accounts, then near-term
and, eventually mid-term, military risk will increase.

The QDR set priorities and identifies major goals for transforming the
Armed Forces of the United States to meet future challenges. It calls for
new operational concepts, advanced technological capabilities, and an
increased emphasis on joint organizations, experimentation, and training.
If truly dramatic improvement in future joint operational effectiveness is
to be achieved; however, more is required. First, a DOD-wide
transformation strategy, a joint organizing vision, and a joint
transformation roadmap are essential to guide, integrate, and synchronize
the efforts of the Services. Second, we need DOD-wide reform of key
institutional planning, programming, budgeting, and acquisition
processes. These two requirements are interdependent; no real progress
will be made in one without the other. Further, throughout the
transformation period, we still require forces to meet the needs of the
Nation; for this we will continue to rely on the current force, as we are
today as we begin the campaign against terrorism. We must acknowledge
and plan for the impact that aggressive transformation and
experimentation could have on the near- and mid-term ability of the force
to execute actual peacetime and warfighting missions. Units undergoing
transformation, and those involved in experimentation, may not be
available or ready to respond to crises within required operational
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timelines. None of this is to suggest that transformation should be slowed;
we must not let the demands of today overwhelm the necessity to prepare
for the future. )

The QDR states that defense of the U.S. homeland is the highest priority
for the U.S. military; this was painfully reinforced on September 11th. The
U.S. must deter, preempt, and defend against aggression targeted at U.S.
territory, sovereignty, domestic population, and critical infrastructure, as
well as manage the consequences of such aggression and other domestic
emergencies. Defending the U.S. homeland requires a comprehensive
strategy beginning with fixing responsibility for integrating all related
activities. President Bush's establishment of the Office of Homeland
Security is being paralleled within DOD. As a start, an integrated DOD
Homeland Security working group can identify HLS roles and mission for
DOD and examine resource implications. Further analysis and interaction
with the Office of Homeland Security is required to strengthen ties
between federal, state and local agencies to combat terrorism in the
United States. This analysis is leading to important changes in the Unified
Command Plan.

Additional work beyond the QDR is required in several areas. First, the
role of the Reserve Components - critical to the execution of the strategy -
demands attention and will lead to decisions on Reserve and Guard
readiness, transformation, and civilian employer support, as well as the
basics of end strength and structure.

Logistics capabilities - including strategic mobility, sustainment, and the
repair and reengineering of  our infrastructure - remain immediate
concerns. A comprehensive analysis of all requirements must be
completed and appropriate priority of resources established. As for
strategic lift, we must aggressively achieve the capabilities called for in the
Mobility Requirements Study 2005, as a minimum. Further, we must
accelerate the restoration, modernization, and replacement of our
mission-cssential and quality-of-life facilities, even as we seek authority to
eliminate excess infrastructure. These near-, mid-, and long-term logistics
needs have significant implications for all levels of risk and must be given
appropriate attention.

People remain our most critical asset. The QDR is a good starting point for
the transformation of the Department's human resource systems.
Although we have a highly trained professional military and civilian
workforce today, we need to continue to fund quality of life initiatives,
such as health care, pay parity and improved housing, to sustain the

(ao)
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quality force required in the future. More analysis is required to determine
how we will continue to recruit and retain the force.

Assessment of Risk. Analytical tools such as Dynamic Commitment and
Positive Match wargames indicate that the QDR reduces the strategy-to-
structure imbalance and results in moderate near-term risk for the current
force executing the revised strategy. This assessment includes the most
demanding scenario where U.S. forces respond to two overlapping major
crises in different regions, decisively defeating one adversary while
defeating the efforts of the other.

Over time the full implications of the QDR will emerge. The ability of the
force to field transformed capabilities, while continuing to protect and
advance U.S. world-wide interests in the near- and mid-term, will be more
accurately assessed as joint and Service transformation roadmaps are
developed. Finally, force structure, budget, and infrastructure impacts
will become clearer as the Services complete their FY03 budgets and
Program Objective Memoranda.

Summary. The Services, Combatant Commanders and Joint Staff have
worked with the Office of the Secretary of Defense to ensure that this
QDR is founded on strategic requirements. The QDR provides a vision for
how our forces will be employed now and into the future. Further, the
QDR moves DOD toward balance in two key dimensions: between
strategy and force structure, and between the demands of today and those
of the future. Sustaining this balance is essential to ensuring that U.S.
Armed Forces remain preeminent now and well into the 21st Century.

S M S o—

HENRY H. SHELTON
Chairman of the joint Chiefs of Staff
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APPENDIX A: :
GOVERNMENT PERFORMANCE AND
RESULTS ACT OF 1993

his QDR Report serves as the overall strategic planning document of

the Department, as required by Public Law 103-62. Section III,

"Defense Strategy," gives the Department's comprehensive mission
statement. General goals are coveredin Section II, under "U.S. Interestsand
Objectives." The Department's general policy objectives are to (1) assure
allies and friends; (2) dissuade future military competition, (3) deter threats
and coercion against U.S. interests, and (4) if deterrence fails, decisively
defeat any adversary. These goals are also discussed in Section II.

The Department's risk framework of mitigating (1) force management
risk, (2) operational risks, (3) fature challenges risk, and (4) institutional
risks, are described in Section VII, along with a variety of management
initiatives for these areas. These risk areas will form the basis for the
Department's annual performance goals under the Government
Performance and Results Act.
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Chairman LEVIN. Thank you, Senator Warner. Secretary
Wolfowitz.

STATEMENT OF HON. PAUL WOLFOWITZ, DEPUTY SECRETARY
OF DEFENSE; ACCOMPANIED BY LT. GEN. BRUCE CARLSON,
U.S. AIR FORCE, DIRECTOR FOR FORCE STRUCTURE, RE-
SOURCES AND ASSESSMENT, JOINT STAFF

Secretary WOLFOWITZ. Thank you, Mr. Chairman, and I apolo-
gize for the change in schedule. As you know, Secretary Rumsfeld
is traveling and I have been asked to come to a meeting in his
place. But I will be happy to come back here and discuss this ex-
tremely important subject at greater length.

Chairman LEVIN. Let me just assure you, Secretary Wolfowitz,
that we can understand scheduling changes these days, and I know
everyone on this committee is supportive of what you are about. So
do not worry about inconveniencing us. We will just pick it up at
a later time.

Secretary WOLFOWITZ. Let me also say that we appreciate enor-
mously the spirit of unanimous bipartisanship with which Congress
has worked with the President in the last few weeks in addressing
this incredible crisis that we face. In fact, I think we are being
challenged now in yet another way. It has sometimes been said fa-
cetiously that Washington cannot handle more than one crisis at
a time, and that was with reference to crises that were much
smaller than the one we face as a country now.

The subject we are addressing today, the Quadrennial Defense
Review, is really how we address the condition of our Armed Forces
10 years from now. Some people might say, well, you surely cannot
handle that at the same time that you are conducting a major cam-
paign against terrorism worldwide. It is going to be a challenge,
but I think it is a challenge to which we have to rise.

We have to do both. We have to deal with the present, but we
have to think beyond the present to the future and recognize that,
just as we were taken by surprise on September 11, the surprises
of 10 or 15 years from now may be very different from what we
are going to contend with today.

On September 11, or really the day after, on September 12, we
asked ourselves the question: Given what had just happened, given
the campaign that we were obviously heading into, did it make any
sense to complete the Quadrennial Defense Review in the form that
it had essentially reached as of the time of the terrorist attacks,
or should we just simply put it on a shelf and start it all over
again?

We concluded, after some careful thought, that it was very im-
portant to complete it, not just because we had a statutory dead-
line, but because we think that the Quadrennial Defense Review
has set some very important directions whose importance and accu-
racy is only confirmed by the events of September 11. To us, Sep-
tember 11 means primarily that we need to move in those direc-
tions more rapidly and with more resources than we would have
envisioned before these attacks. But we think the directions are
fundamentally correct.

As the report says, these directions do represent a paradigm shift
in the way the Department thinks about its long-term require-
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ments. A paradigm shift is difficult for even a small organization.
For an organization of several million people, uniformed and civil-
ian, it is a very big task and it is not one that can be done over-
night. We thought it is important to get on with it.

I am not going to even attempt to read my testimony. I know
members of this committee read very well. I would urge you to read
it, if you are interested, because a great deal of thought has gone
into this statement.

I would like to call your attention to page six where we list six
of the important ways in which we think the events of September
11 have confirmed the direction set in the Quadrennial Defense Re-
view. First and most obvious, but I think also most important, the
emphasis on establishing homeland defense as the top Department
priority. Mr. Chairman, I think you have noted there is a great
deal of work to be done in defining what those requirements are,
and indeed one of the conclusions we reached in the review is that
we are just as a country, as a Department, at a very early stage
of figuring out what the role of the Department of Defense might
be, for example, in responding to a major act of terror with weap-
ons of mass destruction. We have to accelerate that work and get
moving with it even faster. It is not something, obviously, to put
on the shelf.

A second emphasis in the new paradigm is the emphasis on un-
certainty and surprise. Of course, one wants to have better intel-
ligence. We are looking at ways to improve our intelligence, ways
to reduce the possibility of surprise. But I think it is a mistake to
think that the answer to the possibility of surprise is simply to im-
prove your intelligence so that you will not encounter surprise. You
have to figure that surprise has been a fact of military history
throughout the years, throughout the decades, and you need to
have forces that have the flexibility to respond to the unexpected,
not simply to preview and predict the unexpected. Some time you
are going to miss, and when you miss you need to be flexible and
have a range of tools to respond.

Third, is the emphasis on contending with asymmetric threats.
We just saw one of the most horrible and most potent of asymmet-
ric threats directed against us on September 11. There are a vari-
ety of others. The basic principle that people who decide to take on
the United States are not going to look to challenge our naval supe-
riority or challenge our ability to dominate the skies in any place
our Air Force flies; they are going to look for places where we are
weak and they are going to try to attack those weaknesses, and we
need to figure out how to deal with them.

We talked about developing new concepts of deterrence, not to
throw away the old ones, I want to emphasize, but to add to them
techniques for deterring people whose motivations may be dif-
ferent. In the case of September 11, of course, we saw the problem
of deterring people who may be prepared to commit suicide and
who may be able to conceal their identity in some degree.

We talk very importantly about a capability-based strategy rath-
er than a threat-based strategy. As we think about the future, as
we think about the next decade, it is in my view difficult to predict
who might threaten us. It is easier to think how they might threat-
en us, what capabilities they might direct against us. A capability-
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based strategy is one that focuses on the kinds of threats we might
face, the kinds of capabilities that might confront us, and also the
kinds of capabilities that might be able to give us some unique ad-
vantages.

Finally, in this Quadrennial Defense Review we have tried to ex-
pand the concept of risk, which in the past has been seen in fairly
narrow terms of the risk associated with our current war plans and
whether we have the forces to execute our current war plans. That
remains a very important dimension in assessing risk, but, as the
report notes, we believe there are at least three other dimensions
that need to get great attention as well: the risk that can be im-
posed on our current forces if we are assigning them too many
tasks with too few forces and stretching either the force as a whole
or particular elements of the force, leading to reduced readiness
and even people leaving the military because of excessive wear and
tear on their families, essentially. We call that the force manage-
ment risk.

A second dimension is the future capabilities risk, the risk that
we will underinvest, that we will focus so much on our current war
plans that we will underinvest in the capabilities that are needed
10 and 15 years from now.

Finally, what we call the institutional risk, the risk that we will
not be good stewards of the Nation’s resources, with two harmful
effects: the risk that we will be wasting resources and, while there
may be more resources available now, there is even less room for
waste; and also the loss of confidence and loss of efficiency that
comes when you are muscle-bound and do not appear to be a good
steward.

There is a great deal else in the document. I tried to summarize
a lot of it in my testimony. I think one of the most important
things has been setting the goals for what a transformed force
needs to be able to do. I want to emphasize, a transformed force
does not mean a force that is 100 percent transformed. These are
just very crude estimates, but my feeling would be that 10 or 20
percent of the capability is transformed and that that trans-
formational capability allows the more traditional capabilities,
Whalt we call legacy forces, to perform their missions more effec-
tively.

On page 10 of my testimony and in the document itself, we lay
out what, after very careful deliberation by the Secretary of De-
fense with the senior leadership of the Department, we concluded
were the six top priorities for transformation. These are not se-
lected at random. I think they are very important. They cover a
range including, very importantly, the problem of protecting our
critical bases of operations, including U.S. territory, as we have dis-
covered, from attacks, including possibly attacks with weapons of
mass destruction.

I have believed for a long time now and have been persistent
throughout the development of the QDR that the fourth trans-
formational goal that we list there, that is the capability to have
high-volume precision strike at various ranges, including long
ranges, is a major transformational capability. I have believed it is
one that has to be approached not simply as an air component or
even simply as a ground component, but that integrating air and
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ground capabilities is something that could make us be truly trans-
formational in terms of our ability to take out targets at long dis-
tance.

We had an early experience of this during the Gulf War 10 years
ago, when our most effective means for finding Iraqi Scud missiles
was putting very brave Special Forces people on the ground in
western Iraq. When they got there, and they found targets, we did
not have the kind of integration with our air capability to make
that bravery effective.

I think we see now as we contemplate operations in parts of the
world that we never really thought about a month ago that more
of that capability to strike targets at long range through com-
plementary use of air and ground capabilities is a capability that
we would like to have today and we certainly can envision needing
in the future.

Those are the things with which we have tried to drive this. Let
me just conclude, Mr. Chairman, by saying that you talked about
decisions deferred. There are a great many decisions that have
been made, and the decision to undergo a paradigm shift is a fun-
damental decision. It was made not by some small group of civilian
analysts in a closet figuring out what the military ought to do. It
was made after literally dozens of hours of deliberations by the
Secretary of Defense with the senior military and civilian leader-
ship of the Department.

I have been a participant I think by now in five major defense
reviews in one form or another, including the development of the
base force 10 years ago. I have never seen that level of senior guid-
ance directed to the task, and I think a number of the decisions
that are made in this document, including some that I have just
discussed, are the product of a very strong consensus for change in
the Department.

The philosophy is that many of the details of those changes are
not ones to be dictated in a centralized manner by people who may
not be in full touch with the problems, but to bring some of those
issues forward in a variety of ways, starting with the fiscal year
2003 program review. These are obviously decisions that we need
to take in close coordination and consultation with you and with
the entire Congress. The implementation of a paradigm shift of this
magnitude even in the best of circumstances would require the
closest of cooperation between the executive branch and Congress.
To do it under conditions where we were simultaneously fighting
the war makes it even more incumbent upon us.

Thank you, Mr. Chairman.

[The prepared statement of Secretary Wolfowitz follows:]

PREPARED STATEMENT BY SECRETARY PAUL WOLFOWITZ
I. INTRODUCTION

It has now been 3 weeks since the strikes against the Pentagon and the World
Tﬁ“ad((e1 Towers. Words cannot describe the horror of what the entire world witnessed
that day.

In the wake of these terrible assaults, our initial horror has given way to a mix-
ture of intense sadness, quiet anger, and resolute determination: We will deal deci-
sively with the terrorist network that is responsible for this horror—and those who
aid and abet their barbaric assaults on all civilized people of all religions every-
where in the world.
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But as we prepare for the battles ahead, we must recognize that these strikes
were not just an act of war—they were a window into our future:

A future where new enemies visit violence on us in startling ways;

A future in which our cities are among the battlefields and our people are among
the targets;

A future in which more and more adversaries will possess the capability to bring
war to the American homeland; and

A future where the old methods of deterrence are no longer sufficient—and new
strategies and capabilities are needed to ensure peace and security.

These attacks were an assault on our people and our way of life; but they were
also a wake-up call—one that we ignore at our peril.

We therefore have two missions before us today:

First, to prepare for a war that is already upon us—to break the network of ter-
rorist states and terrorist organizations responsible for these acts, and cripple their
ability to threaten our people with further violence.

Second, to prepare for the future—to transform our Armed Forces so they can de-
fend America and her allies against the many different and dangerous threats we
will face in the 21st century, to ensure that we can deal with the surprise of the
next decade and the decade to come.

Both of these missions are critical and urgent:

What is at stake in the first is our lives and our way of life;

What is at stake in the second is the lives and the futures of our children and
grandchildren.

II. THE NEW SECURITY ENVIRONMENT

The American people breathed a sigh of relief when the Cold War ended a decade
ago.

They looked around and saw we were a superpower with no obvious adversary
capable of destroying us.

They saw democracy spreading across the globe.

They saw a powerful economic expansion creating unprecedented prosperity.

And there was a temptation to believe that this favorable circumstance was a per-
manent condition.

On September 11, America learned that it was not.

The September 11 attacks have awakened us to a fundamental reality: the 21st
century security environment will be different from the one we faced in the 20th
century—but just as dangerous.

To ensure our safety and freedom in the decades ahead, we need to understand
the change that has taken place—and the lessons it holds for our future.

Lesson 1: Surprise is Back

Military history is full of surprises. Indeed, surprise happens so often that it’s sur-
prising we’re still surprised by it. We ought to expect it.

Yet during the Cold War, our security environment had an appearance of predict-
ability. We knew our adversary—an expansionist empire, with forces ready to march
across Europe, surrogate armies seeking to overthrow our allies and install puppet
regimes around the world, and a massive nuclear arsenal pointed at U.S. cities.

We understood this threat—and developed an effective strategy to deter and even-
tually to defeat it.

In the 21st century, the threat is not nearly as clear. Until a few weeks ago, many
questioned whether there are even any threats anymore, even though a vast array
of dangerous military capabilities are spreading into the hands of multiple potential
adversaries—many of whom hate America and our allies and friends, wish to harm
our people, and are not afraid to strike U.S. territory in previously unimaginable
ways.

The September 11 strikes caught us by surprise. We must prepare ourselves for
the virtual certainty that we will be surprised again.

One scholar of Pearl Harbor said that the reason we were surprised then was be-
cause of “a poverty of expectations—routine obsession with a few dangers that may
be familiar rather than likely.” It has been a recurring problem through military
history.

As we have painfully learned in recent weeks, the likely dangers of this new cen-
tury will be quite different from the seemingly familiar dangers of the past century.
Threats that were previously considered “improbable” may in fact become the likely
threats of the future.

Until 3 weeks ago, an attack like the one we suffered September 11 seemed un-
imaginable to most Americans. If we ignore other emerging and seemingly unimagi-
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nable threats, the consequences for our people and our way of life might be even
more horrible.

We must constantly strive to perfect our intelligence, but we must also realize
that there is no such thing as perfect intelligence—there will always be gaps in our
intelligence. Adapting to surprise—adapting quickly and decisively—must therefore
be a condition of planning.

We must not take the lesson from September 11 that terrorism is the new, pre-
dictable threat of the 21st century—to do so could be a terrible mistake and leave
us exposed to different challenges in the next decade.

Therefore we face the enormously demanding task of fighting an extraordinarily
difficult kind of war and at the same time preparing for the future.

The next challenge we face may not be a terrorist attack at all, but something
entirely different—it might even be a return to the past with nation states invading
their neighbors.

Future adversaries may employ even bolder forms of terrorism. These could in-
clude cyber attacks, advanced conventional weapons, ballistic missiles, cruise mis-
siles, and nuclear, chemical and biological weapons of mass destruction to strike at
our people and our way of life.

The element of surprise—and the reality of little or no warning—must be under-
stood as a critical feature of the security environment America faces—and one we
must factor into our defense planning for the decades ahead.

Lesson 2: The Era of Invulnerability is Over

The attacks on the Pentagon and World Trade Towers were the first assaults on
U.S. territory since World War II—and the first attack on our capital by a foreign
enemy since the War of 1812.

It is no accident that no adversary has struck our capital for 189 years. For most
of our history, the United States has been blessed with the security advantage of
excellent geography—a continental nation with friendly neighbors and two vast
ocean buffers.

To get to U.S. territory, an adversary first had to get past our Armed Forces, who
protected our shores by land, sea and air.

The arrival of the atomic age changed that. During the Cold War we faced, for
the first time, an adversary capable of visiting destruction on our cities and our peo-
ple in a matter of minutes.

The end of the Cold War did not restore our previous invulnerability—to the con-
trary, as the recent attacks on Washington and New York demonstrate, we are wit-
nessing a dramatic expansion of the deadly zone of conflict to our population cen-
ters. War used to be something that took place on foreign soil. No longer.

This threat will only grow worse in the coming years. Here is why:

The information revolution that is fueling the world economy is also putting dan-
gerous technologies into the hands of multiple adversaries, many of whom despise
our nation and wish to harm our people.

Along with the globalization that is creating interdependence among the world’s
free economies, there is a parallel globalization of terror, in which rogue states and
terrorist organizations share information, intelligence, technology, weapons mate-
rials and know-how.

This technology will allow new adversaries to get past our Armed Forces and
strike our territory without having to confront and defeat them.

As technology proliferates, with each passing year our enemies will possess an in-
creasing capability to bring war to the American homeland.

What this means is that, in the 21st century, we can no longer count on conflicts
remaining contained within their region of origin far from our shores. It means that
future wars may well include a home front.

Lesson 3: Our Adversary Has Changed

In addition to the spread of more powerful weapons, we will also face new adver-
saries in the decades ahead—with different motivations and different capabilities.

Some may simply seek regional hegemony, and see the U.S. as a roadblock to
their ambitions. Others may be motivated by hatred of America, and the traditions
of freedom and religious toleration we represent.

Our new adversaries may be, in some cases, more dangerous than those we faced
in the past.

They may not possess the tens of thousands of nuclear warheads capable of end-
ing life on earth that the Soviet Union did—but they may be more likely to use the
increasingly powerful weapons in their possession.

Their decision-making is not subject to the same constraints that earlier adversar-
ies faced. Usama bin Laden, Saddam Hussein and Kim Jong Il answer to no one.
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They can use the capabilities at their disposal without consultation or constraint—
and have demonstrated a willingness to do so.

They may be less likely to be discouraged by traditional deterrence. The threat
of massive U.S. retaliation certainly did not stop the September 11 assault on the
Pentagon or the World Trade Towers. We cannot be certain it will stop other adver-
saries.

What this means is we need a new approach to deterrence for the 21st century.
What worked against the Soviet threat, may not work against the threats we face
in the decades ahead.

We are now facing enemies that are increasingly capable—and willing—to bring
war to the American homeland. We must find new ways to deter them.

Lesson 4: Their Objectives Are the Same as Tyrants of the Past

The terrorist movements and totalitarian regimes of the world have a variety of
motives and goals. But the same thing unites our enemies today, as it did in the
past: a desire to see America driven into retreat and isolation.

Usama bin Laden, Saddam Hussein, Kim Jong Il and other such tyrants all want
to see America out of critical regions of the world, constrained from coming to the
aid of friends and allies, and unable to project power in the defense of our interests
and ideals.

By holding our people hostage to terror and fear, their intention is for America
to be intimidated into withdrawal and inaction—leaving them free to impose their
will on their peoples and neighbors unmolested by America’s military might.

This is why terrorist states harbor terrorist movements like al-Qaeda—these
groups serve their ends.

That is why our challenge today is greater than winning the war against terror-
ism. Today’s terrorist threat is a precursor of even greater threats to come.

It is no coincidence that the states harboring, financing and otherwise assisting
terrorists, are also in many cases the same states that are aggressively working to
acquire nuclear, chemical and biological weapons of mass destruction (WMD), and
the means to deliver them.

They have learned from the Gulf War that challenging American forces head-on
doesn’t work—so they have turned increasingly to developing asymmetric capabili-
ties.

Along with WMD and other capabilities to threaten our homeland, they are devel-
oping new advanced conventional capabilities—“access denial” weapons such as
anti-ship cruise missiles, quiet diesel subs, advanced sea-mines, air defense systems
and radars.

All of these capabilities serve their common objective of keeping America out of
their regions and unable to project force in the defense of freedom.

This threat is as great as any we faced during the Cold War. Peace and freedom
in the 21st century depend on our ability to counter it at all levels.

We must defeat the terrorist network responsible for the September 11 assaults.

But just as importantly, we need to prepare now for the emerging threats we will
face in the next decade and beyond.

Each of these tasks by themselves is an enormous challenge, but we have the
challenge of doing both at the same time.

III. QUADRENNIAL DEFENSE REVIEW

For the past several months, the senior civilian and military leaders of the De-
fense Department have been working to examine the emerging threats we will face
in the coming decades—and develop a new defense strategy to meet them.

The result of those efforts is the Quadrennial Defense Review, which was sent to
Congress on September 30th.

The QDR was largely completed before September 11. Yet, in important ways,
these attacks confirm the strategic direction and planning principles that resulted
from this review, particularly its emphasis:

On establishing homeland defense as the top Department priority;

On preparing for uncertainty and surprise;

On contending with asymmetric threats;

On developing new concepts of deterrence;

On replacing a threat-based strategy with a capabilities-based strategy;

and,

Balancing deliberately the four different dimensions of risk.

The attack on the United States on September 11 will require us to move forward

more rapidly in these directions—even while we are engaged in the campaign
against terrorism.
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On September 11, new dangers arrived sooner than expected. With the pace of
technological change today, we must expect that other new dangers could emerge
just as quickly—and with just as little notice—in the future as well.

To meet the challenges over the horizon, we must transform our Armed Forces
niore rélpidly, more creatively, and even more radically than we had previously
planned.

As we do so, we must recognize another fact: it is in the nature of surprise that
the surprise of the next decade is likely to be something entirely different from the
surprise we just experienced.

It is a fact of life that countries frequently prepare to fight the last war. We spent
much of the 1990s planning to re-fight the Gulf War. As we think ahead to the year
2010 and beyond, we should not assume that the war we will fight then will resem-
ble the one we are preparing to fight today.

So as we prosecute this war against terrorism today, we must at the same time
begin developing the force that will fight and win the wars of the future.

That is goal set for us by the Quadrennial Defense Review.

Capabilities-based Approach

The strategy outlined in the QDR is built around four key goals that will guide
the development of U.S. forces and capabilities, their deployment and use:

Assuring allies and friends of the United States’ steadiness of purpose and its ca-
pability to fulfill its security commitments;

Dissuading adversaries from undertaking programs or operations that could
threaten U.S. interests or those of our allies and friends;

Deterring aggression and coercion by deploying forward the capacity to swiftly de-
feat attacks and impose severe penalties for aggression on an adversary’s military
capability and supporting infrastructure; and

Decisively defeating any adversary if deterrence fails.

We cannot and will not know precisely where and when America’s interests will
be thll;eatened, or when, or even how America, its friends and allies will come under
attack.

To meet this reality and the key strategic goals and, we need to shift the basis
of defense planning from a “threat-based” model that has dominated thinking in the
past to a “capabilities-based” model for the future.

This capabilities-based model focuses more on how an adversary might fight rath-
er than specifically who the adversary might be or where a war might occur. It rec-
ognizes that it is not enough to plan for large conventional wars in distant theaters.
Instead, the United States must identify the capabilities required to deter and de-
feat adversaries who will rely on surprise, deception, and asymmetric warfare to
achieve their objectives.

Such an approach would examine our vulnerabilities, and develop new capabilities
and new strategies to defend ourselves.

As we have painfully learned, our open borders and open societies make it easy
and inviting for terrorists to strike at our people where they live and work.

We know that our dependence on space satellites and computer information net-
works make those networks attractive targets for new forms of attack.

We know that the ease with which potential adversaries can acquire advanced
conventional weapons will present us with new challenges in conventional war and
force projection.

We know that our lack of defenses against ballistic missiles creates incentives for
missile proliferation which, combined with the development of nuclear, chemical and
biological weapons of mass destruction, will give future adversaries the ability to
hold our populations hostage to terror and blackmail.

Future adversaries will likely develop new means with which to exploit these
vulnerabilities and threaten the United States.

We must develop defenses against known and emerging threats—and develop new
approaches for detecting new threats.

Some we can identify today with confidence—ballistic and cruise missiles; nuclear,
chemical and biological weapons of mass destruction; weapons of mass disruption
such as information warfare and attacks on critical information systems, capabilities
to attack and cripple our space assets. Still others may be a surprise.

Adopting a capabilities-based approach to planning requires that the Nation
maintain its military advantages in key areas while it develops new areas of mili-
tary advantage and denies asymmetric advantages to adversaries. It entails adapt-
ing existing military capabilities to new circumstances, while experimenting with
the development of new military capabilities. In short, it requires the trans-
formation of U.S. forces, capabilities, and institutions to extend America’s asymmet-
ric advantages well into the future.
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21st Century Deterrence

To contend with surprise and the challenge of asymmetric threats, we also need
a new approach to deterrence.

The threats we face in the 21st century will be multifaceted—our deterrence strat-
egy must be as well. Just as we intend to build “layered defenses” to deal with mis-
sile threats at different stages, we also need a strategy of “layered deterrence” in
which we develop a mix of capabilities—both offensive and defensive—which can
dissuade and deter a variety of emerging threats at different stages.

We must dissuade potential adversaries from developing dangerous capabilities in
the first place—by developing and deploying U.S. capabilities that reduce their in-
centives to compete.

For example, America’s overwhelming naval power discourages potential adver-
saries from investing in building competing navies to threaten freedom of the seas—
because, in the end, they would spend a fortune and not accomplish their strategic
objectives.

In the same way, we must develop a broad range of new capabilities that, by their
very existence, dissuade and discourage potential adversaries from investing in
other hostile capabilities.

For example, effective space defenses could discourage adversaries from develop-
ing new capabilities to threaten our critical assets in space. Effective missile defense
could similarly discourage potential adversaries from investing in ballistic missiles
that threaten U.S. and allied population centers.

At the same time, we also need to strengthen the capability to deter future adver-
saries from aggression and coercion, by increasing the capability of our forward-de-
ployed forces and global striking power to respond rapidly to threats.

We must maintain the capacity to swiftly defeat attacks and impose severe pen-
alties for aggression in critical regions. To do this, we will need forces and capabili-
ties that give the President an even wider range of military options.

Implementing such a multi-layered deterrence strategy requires that we improve
our intelligence capabilities, our capability for long-distance force projection, and our
capability to integrate our joint forces, and that we maintain a credible offensive nu-
clear deterrent.

It also requires a transformation of our forces.

Transformation

Transformation is about more than our technology; it is about innovative concepts
of operating and configuring our forces, adjustments in how we train and base our
people and materiel, and how we conduct business day to day.

The goal of transformation is to maintain a substantial advantage over any poten-
tial adversaries in key areas such as information warfare, power projection, space
and intelligence.

A transformed force must be able to:

Protect critical bases of operations (U.S. homeland, forces abroad, allies, and
friends) and defeat NBC weapons and means of delivery;

Project and sustain U.S. forces in distant “access-denial” environments;

Assure information systems in the face of attack and conduct effective information
operations;

Provide persistent surveillance, tracking and rapid engagement with high-volume
precision strike, through a combination of complimentary air and ground capabili-
ties, against critical mobile and fixed targets at various ranges, and in all weather
and terrain;

Enhance the capability and survivability of space systems and supporting infra-
structure; and

Leverage information technology and innovative concepts to develop effective joint
operational capabilities.

If we can do this, we can reduce our own chances of being surprised and increase
our ability to create our own surprises, if we choose. A stealthy F-117 over Baghdad
is one example of the nexus of intelligence, technology, and planning—they didn’t
know we were there until the bombs started to explode. We must enhance our abil-
ity to create such surprises in the future, although how we do so may require fun-
damental shifts in the systems we use.

As we do so, our ability to conduct effective joint operations becomes even more
critical than before. Successful future operations will require a flexible, reliable, and
effective joint command and control architecture that provides the flexibility to ma-
neuver, sustain and protect American forces across the battlefield.

The Department will examine options for creating standing joint task forces that
will develop new concepts to exploit U.S. asymmetric military advantages and will
aim at achieving more rapid and more effective military responses.
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We will identify the capabilities U.S. military forces will need to deter or defeat
adversaries likely to rely on surprise, deception, and asymmetric warfare. We will
emphasize developing new concepts of operations to address challenges posed by mo-
bile targets and weapons of mass destruction; integrating long-range strike aircraft
with troops on the ground; and putting key intelligence into the hands of decision
makers and warfighters far more quickly than in past engagements.

New Force Sizing Construct

If we are to contribute to peace and security, we must also determine how U.S.
forces should best be sized and arranged to meet the challenges of the new century.

Since the end of the Cold War, the Department has relied on a formula known
as the “two Major Theater War” approach to size our forces. As the civilian and
military leaders of the Department reviewed this approach, we concluded that it had
several shortcomings:

It did not specifically address the full range of threats to the U.S. homeland.

It did not account for demands placed on our forces by small-scale contingencies.

It placed excessive emphasis on preparations for decisively defeating adversaries
after war broke out, rather than bolstering capabilities and forces to deter adversar-
ies from challenging the U.S. in the first instance, and

It over-optimized U.S. forces for two specific regional conflicts, at the expense of
preparations for other contingencies and future challenges.

In the QDR, we are proposing a new, more comprehensive approach. U.S. forces
will maintain the capability to:

Defend the American homeland.

Deter conflicts in four critical areas of the world, by demonstrating the ability to
defeat enemy attacks, and do so far more swiftly than in the past or even today.

Defeat aggressors in overlapping timeframes in any two of those four areas.

At the direction of the President, decisively defeat one of these two adversaries—
to include invading and occupying enemy territory.

Decisively impose our will on any one aggressor of our choosing.

Conduct a limited number of contingencies short of war in peacetime without ex-
cessive stress on our men and women in uniform.

The approach we are proposing will give the U.S. sufficient forces to prevail in
two nearly simultaneous conflicts. Where it differs from the previous sizing con-
struct is that in one conflict, we will have sufficient force to occupy the adversary’s
capital and replace the regime, while in the other, our forces will be sufficient to
prevail over enemy forces and repel an act of aggression—much as we did in the
Persian Gulf War—but without marching on, and occupying the capital.

Since neither aggressor would know in which conflict the President might choose
to occupy a capital—and where we might choose to simply repel and defeat an act
of aggression—the prospect of a total defeat would remain as a strong deterrent.

But because the U.S. will not require a second occupation force, this approach will
free up resources for other critical priorities

This shift is not simply a matter of cost savings. Even with the current consensus
for increased defense spending, we still should not waste the taxpayers’ dollars to
prepare for wars we will not fight in the 21st century. The goal is to permit us to
better balance near-term risks with the long-term challenges of preparing for the
newdkinds of war we may fight, and new adversaries we may face, in 2010 and be-
yond.

The Four Dimensions of Risk

The Quadrennial Defense Review has also identified a new approach to assessing
and managing risk.

In recent years, the Department has defined risk narrowly in terms of war plans,
without sufficient emphasis on other dimensions of risk-to people, modernization,
and transformation.

After the end of the Cold War, the size of the force was reduced by some 40 per-
cent. But at the same time, our men and women in uniform were asked to take on
more and more new missions—that did not fall within the two major theater war
construct.

This put enormous stress on our Armed Forces. They saluted smartly, and did
their best. But to accomplish the new missions they were assigned, while at the
same time being prepared to meet the requirements of the two-war approach, they
put off investments in critical areas. This exacerbated the effect of the mismatch
between strategy and resources.

The effect was to crowd out critical investments in modernization, maintenance,
infrastructure, and procurement of new ships, aircraft and armored vehicles; in the
transformational R&D necessary to field new 21st century capabilities; in person-
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nel—funds for pay, housing, and healthcare—while our forces were deployed all
across the globe.

It is important, as we try to close the gap between strategy and resources that
we invest the new resources in a balanced way to address the different dimensions
of risk.

We intend to change this. Henceforth, in addition to the operational risks associ-
ated with our ability to execute war plans, the Department must also take into ac-
count the force management, institutional and future challenges risks in determin-
ing how to allocate resources.

Resources

Finally, the loss of life and damage to our economy from the attack of September
11, 2001 should give us a new perspective on the question of what this country can
afford for its defense.

Last week in Brussels, I told our allies that this assault is a wakeup call for us
all about the importance of investing adequately and providing for security.

To think we can’t afford what we need to deter the adversaries of tomorrow and
underpin our prosperity, and by extension, peace and stability around the globe, is
simply wrong. These costs do not begin to compare with the cost in dollars and
human lives if we fail to do so.

Secretary Rumsfeld has often talked about the situation in 1950, when General
Omar Bradley urged President Truman to spend at least $18 billion on defense. The
Joint Chiefs gave an even higher estimate at $23 billion, and the services’ estimate
was higher still at $30 billion. But the President and Congress said we couldn’t af-
ford that much—$15 billion was as much as we could afford.

Six months later, we were suddenly in a war in Korea, and we could afford $48
billion—just fine.

Today, sadly, we're experiencing what Yogi Berra called “déja vu all over again.”

The U.S. Armed Forces underpin our Nation’s prosperity and way of life. We don’t
get our “peace dividend” by short-changing them. We get it from the peace, security
and prosperity they make possible.

This Nation can afford to spend what is needed to deter the adversaries of tomor-
row and to underpin our prosperity.

IV. CONCLUSION

If we are to preserve our ability to defend freedom in the 21st century, we must
prepare now for a world in which future adversaries will strike at our people and
our territory in previously unimaginable ways.

We must take the assaults in New York and Washington as a warning to the even
more unfathomable dangers that lay ahead.

Our adversaries have now shown their willingness to slaughter thousands of inno-
cent civilians in a devastating strike. If they had the capability to kill millions of
innocent civilians, do any of us believe they would hesitate to do so?

What a tragedy it would be if we let our preparations for the future be numbered
among the casualties of September 11.

Chairman LEVIN. Thank you.

General Carlson.

General CARLSON. Sir, with your permission I will just submit
my statement for the record.

[The prepared statement of Lieutenant General Carlson follows:]

PREPARED STATEMENT BY LT. GEN. BRUCE CARLSON, USAF

Three weeks ago the terrorist strikes against the Pentagon and the World Trade
Center shocked the world. Today, we who serve in uniform are focused on taking
down the network of terrorist organizations responsible for these acts and all those
that support them. As General Shelton said in his farewell remarks at Fort Myer
on Monday, our brave soldiers, sailors, airmen, marines, and coastguardsmen are
ready for this challenge.

But even as we fight this war on terrorism, we must also continue our efforts to
transform our military. To ensure we remain ready, in the years ahead, to meet
America’s future security challenges.

That’s why this year’s Quadrennial Defense Review (QDR) is so timely and so im-
portant. The report, released by Secretary Rumsfeld on 30 September, will be an
important guidepost as we continue our transformation efforts in the years ahead.
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During the past months, senior military officers, to include the Joint Chiefs and
the commanders in chief (CINCs), were all heavily engaged in the QDR process.

Their involvement ensured the best military advice was made available to the
Secretary and was taken into consideration by his team. Additionally, this high level
of engagement ensured that this QDR was well-grounded on strategic requirements.

I would like to emphasize two key points:

First, the QDR faced two critical tasks: ensuring the near-term ability of the force
to protect and advance U.S. interests worldwide; and transforming our forces to
meet the security challenges of the future.

The difficulty, of course, is addressing these two challenges simultaneously. In my
view, the program recommendations and defense strategy outlined in the QDR, if
matched with the necessary resources, will move us toward accomplishing both;
while balancing the associated near-, mid-, and long-term risks.

The second point I want to make is that we have much more work to do to. In-
cluding detailed studies and analysis. The QDR is not the endgame. It is an impor-
tant step forward along the path of transformation.

We believe that the QDR moves us in the right direction—toward achieving a sus-
tainable balance between strategy and force structure—and a balance between the
demands of today with those of the future.

Achieving this balance, and maintaining it, will take a lot of hard work both by
those in uniform and those in the Department of Defense. It will also require the
continued support of this committee. But it is essential that we get this right if our
Armed Forces are to remain the finest fighting force in the world.

Chairman LEVIN. Thank you.

We will have 4-minute rounds in light of the change in cir-
cumstances here. Mr. Secretary, the QDR indicates that substan-
tial additional work and planning will have to be devoted to the
subject of homeland security. The report mentions that the Depart-
ment of Defense will review the establishment of a new unified
combatant commander to help address complex inter-agency issues
and provide a single military commander to focus military support.

However, on Tuesday Secretary Rumsfeld announced that he has
designated the Secretary of the Army as the Department of De-
fense’s executive agent for all homeland security matters. How is
the designation of the Secretary of the Army as the DOD’s execu-
tive agent for all homeland security matters consistent with the
Goldwater-Nichols legislation that removed service secretaries from
operational matters and assigned them the mission of organizing,
training, and equipping the services’ forces?

Secretary WOLFOWITZ. Mr. Chairman, that is an interim measure
and an emergency measure, taken because we needed somebody
and somebody with the skills and enormous competence of Sec-
retary White to handle our suddenly enormous emergency require-
ments. He in fact was appropriately insistent on accepting that re-
sponsibility that it be understood and made clear that it was in-
terim. He has an 18-hour day job already, Secretary of the Army,
and we have just added another 18 hours and there are only so
many months that we can keep stretching him that way.

That is a temporary fix and we will be working with you and
coming back with something that will sustain us longer term.

Chairman LEVIN. What are the practical consequences of the
QDR recommendations for military end-strength or for force levels?

Secretary WOLFOWITZ. The way we approach the question of force
levels and end-strengths—Ilet me first describe the way we were ap-
proaching it prior to September 11.

Chairman LEVIN. Because we only have 4 minutes each, do we
know yet what the practical impact will be regarding end-strengths
and force levels in terms of numbers or structure?
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Secretary WOLFOWITZ. No. We took the current force structure
and the current end-strengths as a starting point. We identified for
the services targets for efficiencies, and prior to September 11 we
were prepared to make those very specific quantitative targets and
I think we will go back to some version of that, with the notion
that the first place to look for efficiencies are things that you do
not want to be doing. One of the last places is end-strength and
probably the very last place is force structure.

So we are trying to get the resources that we need to do trans-
formation at the same time that we stay as close as possible to an
end strength that will make the force management risk acceptable
and a force structure that will make the operational war-fighting
risk acceptable.

The first estimate by the Joint Chiefs in an exercise called Posi-
tive Match came up with a preliminary assessment, which I think
is reported in the QDR, that we can execute the new strategy with
the current force structure at moderate levels of risk in most sce-
narios, although there are some where the risk would be high.

That is work that we have to take further. There are some people
who believe that possibly one could keep those moderate levels of
risk with a different force structure, but then you get into the issue
of whether you can keep acceptable OPTEMPO and PERSTEMPO
with a lower end-strength.

Chairman LEVIN. So that is not resolved yet?

Secretary WOLFOWITZ. It is preliminarily resolved as, what
sounds like a status quo answer, which is current force structure,
current end-strength.

Chairman LEVIN. Then my last question: The Army has estab-
lished a goal of fielding the first components of the Objective Force
by fiscal year 2010, but as part of that plan to field interim brigade
combat teams at the rate of one per year starting in fiscal year
2003. Does the QDR change the fielding rate for interim brigade
combat teams or the date of first fielding of the Objective Force, do
you know?

Secretary WOLFOWITZ. No, it does not.

Chairman LEVIN. Thank you. My time is up.

Senator Warner.

Senator WARNER. Thank you very much.

Mr. Secretary, I certainly commend Secretary Rumsfeld, yourself,
and all in the Pentagon during this period of extraordinary leader-
ship that each of you, both civilian and uniformed, exhibited.

Turning to the events of the 11th, we saw from within the cities
and towns and villages of this great Nation came the enemy. My
question goes to the doctrine of posse comitatus, which in 1878 was
laid down on the premise that our forces in uniform should never
be used in any way that would be interpreted that they were po-
licemen. It is well and good and it has served this Nation these
100-plus years, but it seems to me it is time to re-examine that
doctrine.

I will soon be forwarding to you a series of questions on this mat-
ter. These enemies that struck us of recent came from within the
civilian mix. Albeit legally or illegally or whatever their citizenship
status may have been, they came from the streets of the USA. It
seems to me that when that type of catastrophe happens, we have
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to bring together every asset of the United States of America irre-
spective of where it comes, military or civilian.

I was momentarily late coming to this hearing because we are
honoring firefighters and public service officers who gave their lives
and also those who were wounded in the tragedy that we experi-
enced on the 11th.

So give it some thought. Do you agree with me that it is time
to take a look at this?

Secretary WOLFOWITZ. I agree very strongly. We in the Depart-
ment of Defense assume that if we are hit with a catastrophe of
the many kinds that one can now unfortunately imagine more viv-
idly that, whatever people think beforehand, they are going to come
and say: “What else can you do?” We in certain areas can do more
than anyone else in the country because of the special capabilities
we have, because of the unique organizational capabilities of the
Department, and it would be better to think through in advance
what kind of civilian control and what relationship with civilian
authorities rather than improvising.

Senator WARNER. Particularly if we befall the tragedy of chemi-
cal or biological attack, where there would be a massive number of
casualties, I think we’d have to bring in the military instantly to
help with medical aid, transportation assistance, and in any num-
ber of ways.

Quickly moving to a second concept, deterrence. Throughout the
history of mankind military forces were looked upon primarily as
first to deter an enemy from striking. How do we now invoke that
doctrine, given that there are people who are willing to surrender
their lives to bring harm to the people of this great Nation?

Secretary WOLFOWITZ. I think it is very difficult, Senator. I
would not pretend to have the answer, but I think deterrence still
works on the probably much greater number of people who want
to protect their lives. One of the things I am struck by is, by the
way, the experience seems to be that some of these brave souls
when they are taken into custody, suddenly they are willing to talk
and say a great deal. I do not know whether it is because these are
not the ones who are ready to commit suicide or whether people
under some circumstances will and under some circumstances will
not. But we need to figure out how to get to people like that.

Chairman LEVIN. You are using the word “brave souls,” I take
it, ironically?

Secretary WOLFOWITZ. Absolutely, ironically. Sorry. I thank you
for clarifying that.

Senator WARNER. Force planning is important. For some time the
United States has been operating with a requirement to fight and
win two nearly simultaneous conflicts. How has this document
changed that concept?

Secretary WOLFOWITZ. It has not changed the idea of being able
to handle two nearly simultaneous conflicts or, I think, the terms
of the document, in overlapping time frames. We continue to be-
lieve that that is an important requirement because it helps you
if there is trouble in one place, to keep it from erupting in other
places.

What we have changed is the notion of having to have the capa-
bility in two different places simultaneously to achieve a kind of
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overwhelming victory. I guess to be tangible about it, we have a re-
quirement to be able to deter conflict in four critical regions of the
world. One of the goals of our transformational capabilities, by the
way, is to try to improve the deterrence capability of our forward-
deployed forces.

We have a requirement to defeat aggression in any two regions
in near simultaneous time frame. By defeat we mean the kind of
defeat that we inflicted on Iraq in 1991, which is a lot more than
just stopping them. It was pretty much tearing them apart. But it
was not marching on to occupy their capital, which is what is
euphemistically in our language called a decisive defeat.

Speaking about how we size our forces, we think it is important
to have forces large enough that, should the President decide, he
can impose that kind of decisive defeat.

Senator WARNER. The short answer is the fundamentals of that
document have not been abandoned?

Secretary WOLFOWITZ. The fundamental of being able to handle
two things at once has not changed.

Senator WARNER. Fine.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator Warner.

Senator Carnahan.

Senator CARNAHAN. The QDR states that the Defense Depart-
ment will now be placing new emphasis upon counterterrorism
across Federal, State, and local first responders, drawing on the ca-
pabilities of the Reserve and National Guard. The National De-
fense Authorization bill requires that DOD better define the role of
the National Guard’s weapons of mass destruction civil support
teams. These teams are being trained to decontaminate affected
areas and to help with medical aid.

I was wondering if you could describe what you feel is the impor-
tance of these programs and detail your commitment to honing our
abilities to respond to such attacks.

Secretary WOLFOWITZ. I think these teams are extremely impor-
tant and they are critical to our ability to identify early if there is
the kind of attack that would require bringing in the special capa-
bilities. If you identify an attack as a biological attack or a chemi-
cal attack, the faster you identify it the faster you can respond, and
those teams are really critical to our response time.

I know this has been an initiative led by Congress. We applaud
that initiative and we are implementing it as fast as we can.

Senator CARNAHAN. Thank you.

One question for General Carlson. The QDR places a great em-
phasis on expanding America’s ability to project power deep into
Central and East Asia. This committee has often stated support for
increasing our long-range bomber capability to accomplish this
goal. Now this document has indicated that the Air Force is devel-
oping plans to increase basing in the Pacific and the Indian
Oceans.

Would such a plan include developing permanent shelters for B—
2 bombers, say on Guam, for instance?

General CARLSON. Ma’am, I think it would be appropriate to wait
until the services have developed those plans and then we will
have to determine whether it would require shelters or whether
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they think that deploying weapons or other mitigating equipment
would be useful.

Senator CARNAHAN. Would the Defense Department begin to con-
sider the expansion of our B-2 fleet?

General CARLSON. I am sure it will be one of the options that the
Air Force considers.

Senator CARNAHAN. Thank you very much.

Chairman LEVIN. Thank you, Senator Carnahan.

Senator Hutchinson.

STATEMENT OF SENATOR TIM HUTCHINSON

Senator HUTCHINSON. Thank you, Mr. Chairman, and thank you
for holding the hearing today.

Mr. Secretary, I thank you for your extraordinary leadership and
the great job that you and Secretary Rumsfeld are doing in this
time of crisis. Be assured, as my colleagues have repeatedly as-
sured you, of our support and the support of Congress in this time.

You alluded to in your opening comments the operational goals
of the transformation effort, the number one operational goal being
to protect critical bases of operations, U.S. homeland forces, forces
abroad, allies and friends, and defeating chemical, biological, radio-
logical, nuclear and enhanced high explosive (CBRNE) weapons
and their means of delivery. I know much of this had to have been
written prior to the September 11 attack, but it is surely very rel-
evant, and I think it is appropriate that that is the number one
operational goal.

Yet, I believe we have had a very misguided approach in recent
years as to our vaccine acquisition strategy. We have invested tens
of millions of dollars in an acquisition strategy that has failed and
the fact is that we do not today have adequate supplies of anthrax
vaccine to vaccinate our troops even as we go through a troop
buildup and send them into the Middle East, I believe, vulnerable.

The recommendations of the report that was mandated by sec-
tion 218 of last year’s National Defense Authorization Act regard-
ing vaccine production prepared by the Department and released
recently recommends the creation of a government-owned, contrac-
tor-operated facility. I would like you to comment on that rec-
ommendation and in general your thoughts on our vaccine acquisi-
tion strategy.

Secretary WOLFOWITZ. As you know, Senator, one of the problems
with our vaccine acquisition has been problems in production at
one particular facility. That I think has been the principal thing
that set us back, at least in the time that I have been able to look
at it.

I think the events of September 11 really do put all of that sub-
ject in my view in a different and more urgent light, and I think
we have got to press ahead with every option that can give us ca-
pability against biological weapons as quickly as possible. There
are some issues of risk that have to be weighed, but I think one
weighs those risks in a very different light after September 11 than
one would have before.

Senator HUTCHINSON. Mr. Secretary, our strategy has been based
upon the idea, and I think contrary to previous recommendations
back in the early nineties, it has been based upon a total reliance
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upon the commercial sector to provide that, and it has obviously
failed. While we all hope for FDA approval of that vaccine produc-
tion and that we can get some immediate relief, it is my conviction
that in the long term the vaccine needs for the military are unique
and are not going to be necessarily commercially appealing and
that we are going to continue to have those kinds of problems if
we rely solely upon the commercial sector in the future.

Has the Department made a decision regarding whether we con-
tinue to rely on what I think has been a very failed approach to
whether we are going to move and follow the recommendations of
the section 218 report? If not, at what point do we expect that deci-
sion to be made?

Secretary WOLFOWITZ. We have not really gotten to that yet,
Senator. We need to with some urgency. I think even the commer-
cial vaccine sector has to be looked at in a different way. I think
a lot of companies have gone out of the vaccine business because
of the way in which we have assigned risks, the way in which we
have tended to put liability on companies, and I think not only the
military, but civilians, have got to look at whether that is really the
result we want, given some of the threats we face out there.

Senator HUTCHINSON. Well, I certainly agree it is something that
must be dealt with with great urgency. I appreciate that you have
been very responsive to me and I look forward to working with you
and the administration on what is a very serious problem, not only
for force protection, but for our civilian population.

Thank you.

Secretary WOLFOWITZ. Thank you.

Chairman LEVIN. Thank you.

Senator Inhofe.

STATEMENT OF SENATOR JAMES M. INHOFE

Senator INHOFE. Thank you, Mr. Chairman.

I was going to get into several areas, but there will not be time
because of the scheduling. I have taken the time to go to Fort
Lewis and view the interim brigade combat team (IBCT). Mr.
Chairman and Senator Warner, I suggest that you encourage as
many members of this committee as are willing to make that trip
to do that. It was very rewarding to me.

Now, Secretary Wolfowitz, I was very gratified you mentioned a
minute ago, you said that we all read very well, but sometimes our
interpretation of what we read is not always the same. I am going
to read a quote out of your report: “Any function that can be pro-
vided by the private sector is not a core government function. The
test of a core activity is whether or not it is directly necessary for
war-fighting. If a function is highlighted as core, DOD will invest
in process and technology to improve performance.”

I was delighted to read that. My interpretation of that is that we
recognize we are going to have to have some core capability within
Government, in other words logistics centers. I would ask first of
all if that interpretation is accurate.

Second, when you say “invest in process and technology to im-
prove performance,” I believe this is something that is absolutely
necessary, because many of our logistics centers have World War
II technologies and they cannot really function efficiently until that
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investment is made. Would you respond to that? Maybe you too,
General Carlson, because I know you are familiar with air logistics
centers.

Secretary WOLFOWITZ. I think absolutely, clearly the thrust of
that language is to try to make sure that where things can be done
by the private sector, they are probably better done and more effi-
ciently done and we can conserve our resources and particularly
our very specialized manpower for the core capabilities.

But sometimes a core capability is something that looks like a ci-
vilian function, but it has to be taken into battle with you, so it
is different, or it has to meet performance standards that are
unique to the military and therefore it is different. So it is some-
thing that has got to be looked at.

Senator INHOFE. I think you addressed that in this last sentence
that I did not read. It says: “In these areas, DOD will seek to de-
fine new models of public-private partnerships to improve perform-
ance.” I agree with that. I believe that can be done, because you
accomplish not just the benefits that are natural from the private
sector, but also the fact that you have government control of those
core functions.

Did you have any comment on that, General?

General CARLSON. No, sir, I do not have any comment.

Senator INHOFE. Fine.

I would like to ask both of you: In your report you say “access
to key markets and strategic resources.” I know that you have been
watching and are aware of some of the discussion and debate that
has gone on concerning our dependency for 56.6 percent of our oil
from foreign sources, half of that being from the Middle East. An
extreme way of presenting that, which I have done on the floor sev-
eral times, would be it is ludicrous to assume that we should be
dependent upon Iraq for our ability to fight a war against Iraq.

As you look down the road today and then 10 years from now,
what you are doing in this report, where do you see that depend-
ency going and how important is that to you in terms of our capa-
bilities?

Secretary WoLFOWITZ. Well, I think the dependency is a serious
strategic issue. I really would have to defer to the Energy Depart-
ment people on what the projections are, but my sense is that that
dependency is projected to grow, not to decline. I think you are
right to point out that it is not only that we in a sense would be
dependent on Iraqi oil, but the oil is a weapon. The possibility of
taking that oil off the market and doing enormous economic dam-
age with it is a serious problem.

I do think that energy conservation and energy production are
part of the answer. I also think you have to reduce the number of
people who have their hands on that kind of trigger, who can dis-
rupt world markets.

Senator INHOFE. I do agree with that. My time is up, but I would
only say that any one incident, once we are as dependent as we are
in terms of our ability to fight a war, could be extremely disruptive.
We have had these, the Exxon Valdez things, or things that are in-
tentional. So I would hope that you keep that in mind as a real
critical thing in terms of our capabilities in the future.

Secretary WoLFOWITZ. We will. Thank you, Senator.
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Senator INHOFE. Well, if my time is not up I will go on for a
while here.

Chairman LEVIN. You got an extra minute. Congratulations. It
will not happen again. [Laughter.]

Let us see. Senator Roberts is next.

Senator ROBERTS. These same kind of tactics were used by Okla-
homa during the K State football game. [Laughter.]

Chairman LEVIN. Did it do them any good?

Senator ROBERTS. Well, yes. They won, as a matter of fact. Actu-
ally, we won, but the score did not indicate that, Mr. Chairman.
Do not take that out of my time, please.

I have a follow-up in regards to the question by the chairman on
who plays the lead role in regards to terrorism at DOD, and I was
not quite sure about your response, Mr. Secretary. Thank you for
coming. Thanks to the General for the work you do.

We had on the Emerging Threats and Capabilities Subcommittee
about a year ago four people from DOD come down and talk to us
about terrorism and homeland security. I asked them to sit in
order of their authority or command, and they did not know where
to sit.

So we said: All right, special operations and low-intensity conflict
(SOLIC) is in charge. Then DOD had some different ideas and we
said: All right, the Secretary will designate somebody. We thought
it was going to be SOLIC. I read in the press it is going to be John
White. I have no real quarrel with that. Then you have indicated
to the chairman that that is not permanent, or you are going to
continue to work with that once Governor Ridge comes to town.

Where are we with that?

Secretary WOLFOWITZ. Well, earlier this year, in part precisely at
Congress’ advice, we in fact designated the assistant Secretary of
SOLIC as the person in charge. We do not have a confirmed assist-
ant secretary yet. We have a crisis of a magnitude that we had not
anticipated, and we have a new Cabinet level officer working on
this with whom we are going to have to engage closely.

So as an interim measure, we concluded that the best way to fill
this gap for the time being was to ask John White to do double
duty.

Senator ROBERTS. I see. So it is interim?

Secretary WOLFOWITZ. It is interim, and I think we have to really
go back to the ground floor to think through what is needed, and
it may indeed be an entirely new position.

Senator ROBERTS. We have a pretty good hearing record in that
regard, and I would urge you to take a look at that. We will be
happy to make it available.

Leap-ahead technology, seed corn. The subcommittee I am privi-
leged to serve on is in charge of the research in regards to our tech-
nology and our advantage as we fight this asymmetrical warfare.
By the way, thank you for the QDR. The last one was numbers-
driven; it was not policy-driven, with all due respect. This one is
certainly driven by transformation and what happened on Septem-
ber 11.

But you say a level of 3 percent DOD spending per year, that is
the ability to allow us, not only now but 5 years, 10 years from
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now, to maintain our superiority. My question is, will the Depart-
ment reach this goal in fiscal year 2003 budget submission?

Secretary WOLFOWITZ. Certainly I know it is a great concern of
the Secretary of Defense, and I am assuming if we do not there will
be very good reasons for not. It is near the top of the defense plan-
ning guidance directive.

Senator ROBERTS. I want to buttress the remarks by my distin-
guished colleague from Arkansas who is trying to do everything he
can to make sure the warfighter has access to the proper safe-
guards in regards to biological terrorism or warfare. If you see the
program that is put together by the Center for International Stra-
tegic whatever it is, CSIS—Center for International Strategic—
what is the “S” for?

Secretary WOLFOWITZ. “Studies.”

Senator ROBERTS. Okay, “Studies.” All right, thank you. You
have to learn the acronyms.

They have something called Dark Winter and it is a Power Point
presentation that I urge you to see. I know that Senator Warner
has seen it. Some of us have seen it. That is something that is a
very serious situation. Obviously, the military would be called in
during a situation like that. I cannot think of anything that is more
important right now than to focus on this.

Senator Hutchinson has tried to point out that we cannot do it
all in the private sector. I am not saying not do any of it in the
private sector, but my goodness, we have to get involved in that.
I noted your response to him. I just wanted to underscore the im-
portance of that and that bioterrorism now I think is numero uno
on the public’s mind.

I know your answer is that I am sure you will do that, because
my time has expired.

Secretary WOLFOWITZ. Yes, we will do that, Senator.

Senator ROBERTS. Thank you.

Secretary WOLFOWITZ. Thank you.

Chairman LEVIN. Senator Sessions.

Senator SESSIONS. Thank you, Mr. Chairman.

The QDR has been anxiously awaited. I know you have had a lot
going on in recent weeks, and it is good to receive it. I would just
add how much I appreciate, Secretary Wolfowitz, your leadership
and General Carlson and others in the past few weeks to prepare
our Nation to exert force if need be around the world in an effective
way.

I have been very pleased. I traveled around my State a lot in the
last several days and weeks and people are complimenting you fa-
vorably. The American people, I think, feel good about our military
and what you are doing today.

With regard to the QDR, I am troubled and concerned that
maybe the status quo tended to prevail. I had expected some dis-
ruption, some broken china perhaps, some protests, even protests
from myself, at some changes that we might have expected to see.
It looks like we just continued our general direction.

There is good transformation, which I support. But I noticed a
Pentagon press release quoting a senior defense official referring to
the QDR. He said: “It is a concerted effort to try to concentrate on
those items in which the Secretary”—the Defense Secretary—“the
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Chairman, the Vice Chairman of the Chiefs of Staff, the service
secretaries, the service chiefs, the combatant commanders, and the
lead under secretaries in the Department have all agreed upon.”

I guess those are the right people to be involved in a QDR strat-
egy, but I am concerned that maybe we work too hard to achieve
consensus and perhaps not enough change. Would you comment on
my concern?

Secretary WOLFOWITZ. I think there is both there, Senator. The
consensus did not come because everybody said in the beginning
that this is the way to do it. It took a great deal of push from the
Secretary. We have a different way of structuring forces. We have
different ways of measuring risks.

I think at the same time there can be too much measuring things
by broken crockery. We have a big organization with lots of people
with good ideas and I think you need to lead them and encourage
them to bring those ideas to the surface. But there is real change
here. This is not the QDR that would have been produced if we had
just gone on autopilot 6 months ago.

Those sessions that the Secretary held with those senior people
that you mentioned were driven over and over again by the Sec-
retary, by his ideas, by his insistence that the course we are on
does not work, that there is a mismatch between strategy and re-
sources, that we are sizing our forces based on the construct of oc-
cupying two capitals at the same time when we have much higher
priorities than doing that, by some very serious debate about this
issue of what is long-range precision strike.

I have to say that in my view there is a place where the Army
was right against some of the people—and I do not mean my col-
leagues in the Air Force; I mean some of my civilian colleagues—
who tended to think long-range strike is a mission for air forces.
In my view it is a mission for both together. Frankly, I think we
still have a longer way to go.

I think consensus is important at the end of the day, because you
have to take a very big organization and move it with some coordi-
nation in one direction. But it was not the direction it was headed
on 8 months ago.

Senator SESSIONS. Consensus is valuable. Certainly dissension
and serious division is not healthy, and you have achieved that
consensus, and I know that you and Secretary Rumsfeld have chal-
lenged this Department to rethink everything that you are doing.
So I have no doubt that we are going to make some progress.

As I understand it, on forces we are basically unchanged. On the
two MTWs we are not fundamentally changed.

Secretary WOLFOWITZ. No, I would say it depends on what you
mean by “fundamental.” We are still talking about two conflicts in
overlapping time frames, but we are not talking about two MTWs
sized the way they were sized before.

Senator SESSIONS. My time is up. I would just mention two
things. We have had some recent meetings with Secretary Aldridge
over the destruction of poison gases that are stored in Alabama and
other places. I believe he is going to fix that, but there is a loss
of confidence in the community in the Army’s ability to do that
safely. So we are going to have to re-establish that, number one.
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Number two, we just learned that the cost of that whole national
demil program has gone from $17 billion to $24 billion. Before that
it was much lower than $17 billion, so that number is just escalat-
ing. I think you have a real challenge to do that safely. No commu-
nity can expect this dangerous gas to be destroyed recklessly or in
an unsafe manner, but that is a lot of money by any standards, $24
billion. I think it is worth your personal attention.

Secretary WoLFOWITZ. It will get it. Thank you, Senator.

Chairman LEVIN. Thank you.

Senator Collins.

Senator COLLINS. Mr. Chairman, I recognize that Secretary
Wolfowitz’s time is very short, so I am going to submit the majority
of my questions for the record.

Mr. Secretary, I would just like to ask you a couple of quick
questions. One is what changes, if any, were made in the QDR as
the result of the September 11 attacks? I know the majority of
work was done prior to the attacks. Specifically, had you intended
that homeland defense would be the Department’s top priority
prior to the attacks on September 11?

Secretary WOLFOWITZ. Definitely, and that was one of the impor-
tant things that defined this paradigm shift. I would say the prin-
cipal change is that prior to September 11 we were envisioning as
a last thing to try to close this was to make some projections of
what savings we plan to achieve through efficiencies or eventually,
if necessary, through cuts in end strength and force structure. Let
me back up and say it a little differently—what we envisioned was
the investment requirement for transformation and modernization
and looked at how a projection of how that could be achieved
through a combination of efficiencies and cuts on the one hand and
new resources on the other.

Frankly, given the new situation and given the many new re-
source requirements that are coming down, we thought that any
such projection would at this point be kind of meaningless. So we
backed off of that.

But with respect to this question of detail on force structure and
detail on end-strength, we did not simply take status quo because
that was convenient. We took status quo in terms of force structure
after the Positive Match exercise that assessed the current force
structure as roughly meaning the current strategy.

That by the way is a change, because with the old strategy there
was a serious risk entailed in the current force structure. We took
the current end-strength as the starting point because we know
there are already very high PERSTEMPO and OPTEMPO prob-
lems in the forces even with the numbers that we have. We think
in some of the services, they may be able to manage that down bet-
ter, in which case they can look at end-strength reductions. But the
most important thing is they not do it in a way that creates very
high and dangerous OPTEMPOs and PERSTEMPOs in the process.

That is a starting point, but it was not selected because we like
status quo. It was selected because we sensed at the current end-
strength and current force structures we were just at about a point
of serious strain in the force.

Senator COLLINS. My second question with regard to homeland
defense is: Is the Pentagon giving consideration to creating a single
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combatant commander to manage the Pentagon’s domestic security
efforts?

Secretary WOLFOWITZ. Yes, we are, Senator.

Senator COLLINS. Thank you, Mr. Chairman.

Chairman LEVIN. Senator Collins, thank you.

Both of our witnesses, we thank you. We will continue this hear-
ing in the near future at a time to be determined, and good luck.

Secretary WOLFOWITZ. Thank you.

[Questions for the record with answers supplied follow:]

QUESTIONS SUBMITTED BY SENATOR CARL LEVIN
AUTHORITY TO RESPOND TO NATIONAL EMERGENCIES

1. Senator LEVIN. Mr. Secretary, the committee recently received two legislative
initiatives from Secretary Rumsfeld. The first initiative was a request for authority
for the Secretary of Defense for the duration of a war or national emergency, con-
sistent with the fundamental purposes of the Goldwater-Nichols legislation, to reor-
ganize those components of the Department that the Secretary of Defense deter-
mines are necessary to support such emergency. In addition to noting that the Na-
tion has been living under a state of national emergency for one reason or another
for several decades, I do have a few questions about this proposal.

First of all, can you confirm that I am correct that the Nation has been living
under a national emergency of one kind or another for several decades?

Secretary WOLFOWITZ. In 1976, the National Emergencies Act terminated powers
and authorities possessed as a result of any declaration of national emergency in
effect when that Act became law. The Act also provided an automatic termination
provision on the anniversary date of all subsequent declarations of national emer-
gency unless the President continued the declaration beyond that date, notified Con-
gress and published his decision in the Federal Register. Since 1976 the Nation has
at various times lived under declarations of national emergency. Presidential Procla-
mation 7463 of September 14, 2001, “Declaration of National Emergency by Reason
of Certain Terrorist Attack,” remains in effect today.

2. §enator LEVIN. What is the duration of all national emergencies declared since
19507

Secretary WOLFOWITZ. From 1950 until enactment of the National Emergencies
Act in 1976, national emergencies continued until terminated by law or act of the
President. Since enactment of the National Emergencies Act, all declarations of na-
tional emergency have terminated on the anniversary date of the declarations un-
less the President decided to continue the declarations beyond that date, notified
Congress and published his decision in the Federal Register.

3. Senator LEVIN. The sectional analysis for the proposal states that the Secretary
of Defense has acquired “enormous additional responsibilities” due to the horrific
even{;;s of September 11. Could you describe those “enormous additional responsibil-
ities?”

Secretary WOLFOWITZ. Responsibilities that the Secretary of Defense has acquired
since the attacks of September 11 include running the combat air patrol mission
over the United States, helping to build a coalition of supporting nations for our war
on terrorism, conducting the military aspects of that war in Afghanistan, coordinat-
ing military support to civil authorities in our Nation, and supervising the Depart-
ment’s response to the attack on the Pentagon to include support for the families
of the victims.

4. Senator LEVIN. Can you tell me what you believe are the fundamental purposes
of the Goldwater-Nichols legislation?

Secretary WOLFOWITZ. I consider the fundamental purposes of the Goldwater-
Nichols legislation to be to strengthen civilian authority in the Department of De-
fense; to improve military advice provided to the President, the National Security
Council, and the Secretary of Defense; to place clear responsibility on the command-
ers of the combatant commands for the accomplishment of missions assigned to
those commands and ensure that the authority of those commanders is fully com-
mensurate with that responsibility to increase attention to the formulation of strat-
egy and to contingency planning; to provide for more efficient use of defense re-
sources; to improve joint officer management policies; and otherwise to enhance the
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effectiveness of military operations and improve the management and administra-
tion of the Department.

5. Senator LEVIN. Finally and most importantly, can you tell me what kind of re-
organization the Secretary might want to make to respond to the national emer-
gency declared by President Bush by reason of the September 11 terrorist attacks?

Secretary WoLFOWITZ. We are studying a variety of ways to reorganize the De-
partment of Defense, in concert with changes to the Unified Command Plan, to en-
sure a comprehensive, efficient and effective response to terrorism. Accordingly, I
am unable to provide specifics at this time. However, we will provide you with de-
tails as our review progresses.

ADDITIONAL CIVILIAN OFFICERS IN THE OFFICE OF THE SECRETARY OF DEFENSE

6. Senator LEVIN. Mr. Secretary, the other legislative proposal would authorize
the Secretary of Defense to establish an additional position of Under Secretary of
Defense and three additional Assistant Secretaries of Defense.

Why would the broad legislative authority referred to in the above question be
necessary if you are requesting an additional under Secretary of Defense and three
Assistant Secretaries of Defense?

Secretary WOLFOWITZ. We are currently considering a broad range of potential re-
organization ideas but they are not yet sufficiently developed to present to Congress.
In general, however, we support legislation providing increased discretionary au-
thority in the Secretary of Defense to organize the Department in a manner he de-
termines will best accomplish the Department’s missions.

7. Senator LEVIN. It appears that the additional Under Secretary would be as-
signed the responsibilities currently required to be assigned to an Assistant Sec-
retary of Defense to provide overall direction and supervision for policy, program
planning and execution, and allocation and use of resources for the activities of the
Defense department for combating terrorism—is that correct?

Secretary WOLFOWITZ. No decision has been made regarding the combating terror-
ism function within the Office of the Secretary of Defense. We will provide you with
details as our review progresses.

8. Senator LEVIN. Can you tell us what duties Secretary Rumsfeld has in mind
for assignment to the three additional assistant secretaries of defense?

Secretary WOLFOWITZ. We have not reached any conclusions regarding what as-
signments three additional assistant secretaries might have. We will provide you
with details as our review progresses.

QUESTIONS SUBMITTED BY SENATOR JOSEPH I. LIEBERMAN
QUADRENNIAL DEFENSE REVIEW

9. Senator LIEBERMAN. Mr. Secretary, in the QDR you state that “to identify the
best available solutions to emerging operational challenges, the defense strategy will
employ military field exercises and experiments.” You go on to state that these exer-
cises represent a “critical phase” in the transformation of our military. The QDR
states that “DOD will explore the need to establish a joint and interoperability
training capability, including a Joint National Training Center, . . .” and that
“DOD will consider the establishment of a Joint Opposing Force and increasing the
Joint Forces Command exercise budget.” Describe your plan for doing this.

Secretary WOLFOWITZ. The Department is currently studying a variety of options
for enhancing experimentation and exercises to further DOD’s transformation goals.
These studies are wide-ranging and involve the Military Departments, the Joint
Staff, the Joint Forces Command, and the Office of the Secretary of Defense. They
will focus on mechanisms to strengthen joint operations in support of the six oper-
ational goals outlined in the QDR report. The initial results of these studies will
be reflected in the fiscal years 2004-2009 defense program.

10. Senator LIEBERMAN. What are your goals regarding joint operations?

Secretary WOLFOWITZ. Future military responses will require the rapid movement
and integration of joint and combined forces. The QDR outlined goals in five areas
for strengthening joint operations.

To be successful, operations will demand a flexible, reliable, and effective joint
command and control architecture that provides the flexibility to maneuver, sustain,
and protect U.S. forces across the battlefield in a timely manner. The Department
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will examine interoperable standards, doctrine, tactics, techniques, and procedures
to facilitate this integration.

The Department also will develop proposals to establish a prototype for Standing
Joint Task Force (SJTF) Headquarters. The headquarters will provide uniform,
standard operating procedures, tactics, techniques, and technical system require-
ments, with the ability to move expertise among commands.

In addition, the Department will examine options for establishing Standing Joint
Task Forces (SJTFs). SJTF organizations will seek to develop new concepts to ex-
ploit U.S. asymmetric military advantages and joint force synergies.

To strengthen the Secretary of Defense’s management of the allocation of joint de-
terrent and warfighting assets from all Military Departments, the QDR calls for the
establishment of a joint presence policy. Establishing a joint presence policy will in-
crease the capability and flexibility of U.S. forward-stationed forces and aid in man-
aging force management risks. It will also allow for better coordination in the readi-
ness and tempo of operations of all U.S. forces.

DOD will pursue actions to sustain the force more effectively and efficiently. Spe-
cific areas will include a dramatically improved deployment process and accelerated
implementation of logistics decision support tools.

11. Senator LIEBERMAN. What percentage of your budget will be allocated for joint
operations?

Secretary WOLFOWITZ. Achieving the Department’s transformation objectives re-
quires joint forces that are more responsive, networked, scalable, task organized
into modular units, and capable of integration into joint and combined operations
than are today’s forces. Toward those ends, the Department is working on a number
of fronts to enhance jointness, including strengthening joint command and control,
improving joint military organizational arrangements, and enhancing joint exercises
and experimentation. The Department does not explicitly identify separate funding
for joint operations.

12. Senator LIEBERMAN. What is the long-term vision regarding jointness?

Secretary WOLFOWITZ. Enhancing jointness is a means for achieving the defense
policy objectives of assuring allies and friends, dissuading future military competi-
tion, deterring threats and coercion against U.S. interests, and decisively defeating
any adversary. The Department’s vision for jointness is to greatly improve the per-
formance of U.S. military forces by training, experimenting, and operating jointly
to better meet future challenges. DOD must develop the ability to integrate combat
organizations with joint forces capable of responding rapidly to events that occur
with little or no warning.

13. Senator LIEBERMAN. Mr. Secretary, strategy implies a method of applying lim-
ited means to best achieve our security ends, or objectives. The QDR does a good
job of identifying our key security objectives, such as homeland defense, projecting
power in an anti-access environment, the need to control space, and so on. What
is not clear, however, is how we plan to meet these objectives. What is our initial
concept for controlling space?

Secretary WOLFOWITZ. The initial concept for controlling space is to determine the
environment in which DOD assets will be operating, provide the necessary protec-
tion to ensure their availability to the warfighter and to deny that same ability to
an adversary as required. The Department of Defense has initiated a modernization
effort to increase the current Space Surveillance Network capability. This increased
capability will be accomplished through multiple paths to include upgrades of
ground based radar and optical sensors as well as a space-based augmentation. This
upgraded Space Situational Awareness capability will provide the DOD with the
ability to evaluate the space environment, which includes the determination of
spacecraft locations, environmental effects (solar flares, etc.), and any changes to
spacecraft locations. This information will provide the DOD with the battlespace
characterization of the space environment. The Department is also developing a pro-
tection architecture that will be used to ensure space asset survivability against
near- and far-term threats. The DOD is also continuing the development and dem-
onstration of terrestrial—based temporary/reversible counter-communications, navi-
gation, and surveillance/reconnaissance capabilities that will allow the U.S to deny
the use of space based assets to an adversary in times of conflict.

14. Senator LIEBERMAN. How do we plan to defeat enemy anti-access capabilities?
Secretary WOLFOWITZ. The defense strategy rests on the assumption that U.S.
forces have the ability to project power worldwide. The United States must retain
the capability to send well-armed and logistically supported forces to critical points
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around the globe, even in the face of enemy opposition, or to locations where the
support infrastructure is lacking or has collapsed.

The QDR emphasizes the need for new investments that would enable U.S. forces
to defeat anti-access and area-denial threats and to operate effectively in critical
areas. Such investments will include: addressing the growing threat posed by sub-
marines, air defense systems, cruise missiles, and mines; accelerating development
of the Army Objective Force; enhancing power projection and forcible entry capabili-
ties; defeating long-range means of detection; enabling long-range attack capabili-
ties; enhancing protection measures for strategic transport aircraft; and ensuring
U.S. forces can sustain operations under chemical or biological attack.

15. Senator LIEBERMAN. Mr. Secretary, it would seem that you would have to
have some ideas along these lines to inform your priorities with respect to mod-
ernization, force structure, R&D and experimentation. Strategy is fundamentally
about setting priorities to inform choices. What are your priorities with respect to
modernization?

Secretary WOLFOWITZ. The Department has a three-fold modernization strategy.
First, we seek to exploit research and development opportunities to ensure that the
United States maintains its decisive lead in transformational technologies. Specific
priorities within the research and development program include information sys-
tems, stealth platforms, unmanned vehicles, and smart submunitions. Second, the
Department’s modernization strategy focuses on advancing the six critical oper-
ational goals for transformation outlined in the QDR. These are:

e Protecting bases of operations at home and abroad and defeating the
threats of CBRNE weapons. Key investments in this goal include anti-ter-
rorism and force protection programs, chemical and biological counter-
measures, and a layered missile defense program.

o Assuring information systems in the face of attack and conducting effec-
tive information operations. We must invest in robust information oper-
ations capabilities, with priority given to computer network defense.

e Projecting and sustaining U.S. forces in distant anti-access and area-de-
nial environments. As a priority, the Department is investing in anti-sub-
marine, anti-cruise missile, countermine, chemical and biological weapons
defense, and counter-air defense capabilities. DOD also aims to enhance
power projection and forcible entry capability, accelerate development of the
Army’s Objective Force, enable long-range attack capabilities, and enhance
protection measures for strategic transport aircraft.

e Denying enemies sanctuary by providing persistent surveillance, track-
ing, and rapid engagement. Modernizing to achieve this objective will re-
quire substantial investment in intelligence, surveillance, and reconnais-
sance (ISR) initiatives, including for our Special Operations Forces. Also
critical are the acceleration of Trident submarine conversions to guided
missile submarines and the procurement of small diameter munitions, un-
manned combat aerial vehicles, and ISR-capable unmanned aerial vehicles,
such as Global Hawk. We are also stressing the need to defeat hard and
deeply buried targets.

e Enhancing the capability and survivability of space systems. DOD will
modernize the aging space surveillance infrastructure, enhance the com-
mand and control structure, and evolve the space control system to one ca-
pable of providing space situational awareness.

e Leveraging information technology and innovative concepts to develop
interoperable Joint C4ISR. Funding here will focus on achieving an inte-
grated joint and combined end-to-end command, control, communication,
computer, intelligence, surveillance, and reconnaissance (C#ISR) capability.

Third, we recognized in the QDR that our legacy forces are crucial to defeating
current threats and must therefore be sustained in the near-term. Selective recapi-
talization will focus on tactical aircraft, where the average age is at unprecedented
le\ﬁelsl, Abrams tanks, B-1 bombers, Navy ship self-defense, and amphibious assault
vehicles.

16. Senator LIEBERMAN. If unknown at this time, when do you anticipate having
a full-scale strategy?

Secretary WOLFOWITZ. The Department has described a comprehensive defense
strategy, articulated in the 2001 QDR Report, that outlines four defense policy goals
and an array of tenets that support those goals. The Department is now conducting
a combined program/budget review to develop for submission to Congress a defense
program and budget that effectively underwrites this strategy. In addition to the
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program/budget review, a range of other implementing steps are now underway that
will enable the Department to further realize the QDR’s goals.

17. Senator LIEBERMAN. When strategies are formulated, they are done so with
an idea toward the kind of resources-human and material—that will be available
to sustain them. I assume that in formulating your strategy you identified the kind
of resources—force structure levels, budget levels—that you would need to execute
the strategy successfully. Do you know what resources will be required for your
strategy?

Secretary WOLFOWITZ. In undertaking the QDR, we had a general appreciation for
the resources available for defense. However, we were determined to make the re-
view strategy-driven, and thus did not explicitly address resource requirements. Be-
fore the September 2001 attacks, DOD had planned for gradual increases in defense
spending accompanied by roughly corresponding increases in available resources re-
alized through internal efficiencies. In light of the markedly increased requirements
associated with the unfolding U.S. war against terrorism, however, these prior esti-
mates of available resources are no longer accurate. At this juncture, the Defense
Department is developing new estimates of needed funding while maintaining its
commitment to realizing internal efficiencies.

In terms of force structure levels, the QDR used today’s current Active and Re-
serve Forces as the baseline from which the Department will develop a transformed
force for the future. The current force structure was assessed across several com-
binations of scenarios on the basis of the new defense strategy and force-sizing con-
struct, and the capabilities of this force were judged as presenting moderate oper-
ational risk, although certain combinations of warfighting and smaller-scale contin-
gency scenarios present high risk. As our transformation efforts mature, producing
significantly higher output of military value from each element of the force, DOD
will explore additional opportunities to restructure and reorganize the Armed
Forces.

18. Senator LIEBERMAN. Mr. Secretary, I applaud Secretary Rumsfeld’s decision
to accelerate the conversion of Trident nuclear-powered ballistic missile submarines
(SSBNs) to the nuclear-powered cruise missile attack submarine (SSGN) configura-
tion, and to accelerate our efforts with respect to unmanned aerial vehicles, such
as Global Hawk. Such decisions seem consistent with the strategy outline in the
QDR, as I understand it. The prioritized resources that are listed in the QDR ap-
pear selective, especially without any indication of the status of the many other de-
fense priorities. Discuss your rationale for selecting to mention some resources but
not others.

Secretary WOLFOWITZ. The 2001 QDR Report is a change-oriented document that
cited specific programs, such as the SSGN and Global Hawk programs, as illus-
trative of the kind of transformative efforts that will characterize the strategic direc-
tion of the Department in the years to come. The detailed deliberations on the Presi-
dent’s fiscal year 2003 budget submission, which are currently underway, will
produce a more comprehensive prioritization of program and budget matters.

19. Senator LIEBERMAN. Mr. Secretary, the discussion of risk management is an
important, positive addition to this QDR. However, the risk framework presented
seems generic. Military organizations have long been concerned with the ability to
field sufficient forces; the efficacy of their operations; their ability to modernize in
a timely way; and the need to establish efficiencies. It seems to me that our risk
management must be more precisely defined. For example, if our ability to defeat
anti-access forces is critically dependent upon our ability to develop a capacity to
destroy critical mobile targets at extended ranges, and to conduct highly distributed,
highly networked operations, how are we hedging against the risk that these kinds
of capabilities may not be achievable at the requisite levels, or that the threat may
emerge more quickly than we can develop them?

Secretary WOLFOWITZ. As noted in the QDR Report, adopting this risk framework
is just the beginning of the Department’s effort to manage and assess risk. The De-
partment is actively working to frame the risks identified in the QDR in a number
of internal activities. The next step is to develop metrics for assessing risks, includ-
ing metrics associated with meeting our transformation goals. These metrics, in
turn, will help to highlight the types of tradeoffs that you identify.
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QUESTIONS SUBMITTED BY SENATOR JEAN CARNAHAN
HOMELAND SECURITY

20. Senator CARNAHAN. Secretary Wolfowitz and General Carlson, the QDR
states, that “the Defense Department will place new emphasis upon counter terror-
ism training across Federal, State, and local first responders, drawing on the capa-
bilities of the Reserve and National Guard.” The National Defense Authorization bill
requires the Defense Department to better define the role of the National Guard’s
Weapons of Mass Destruction-Civil Support Teams. These teams are being trained
to de-contaminate affected areas, and help provide medical aid.

Would you please describe the importance of such programs, and detail your com-
mitment to honing our abilities to respond to such attacks?

Secretary WOLFOWITZ. These are important programs. However, let me clarify the
mission of the Weapons of Mass Destruction-Civil Support Teams (WMD-CSTs). It
is to support civil authorities at a domestic Chemical Biological Radiological Nuclear
or High-Yield Explosive (CBRNE) incident site by: identifying chemical, biological
and radiological agents or substances; assessing current and projected consequences;
advising on response measures; and assisting with appropriate requests for addi-
tional state support. They do not decontaminate affected areas—only themselves
and their equipment. Their medical capability is limited to providing aid only to the
team and advising the on-scene incident commander.

With regard to the training of state and local first responders, the Department
has programmed sufficient funds to enable each WMD-CST to conduct at least one
exercise a month with their local and state first responders.

The Department of Defense is committed to improving our Nation’s response to
such attacks. The 2001 Quadrennial Defense Review identified Homeland Security
as the Department’s highest priority. It also directed the Department to undertake
a comprehensive study of Active and Reserve mix, organization, priority missions,
and associated resources. The study builds on recent assessments of Reserve compo-
nent issues that highlight emerging roles for the Reserve components in the defense
of the United States, among other areas.

This study will provide options and recommendations on the roles and responsibil-
ities that the Reserve components will play in Homeland Security. It is scheduled
for completion in the second quarter of 2002. We will use the results to focus the
Department of Defense’s efforts in support of the President’s National Homeland Se-
curity Strategy.

General CARLSON. The National Guard’s Weapons of Mass Destruction-Civil Sup-
port Teams (WMD-CSTs) provide a unique response capability as a part of DOD’s
emerging role in homeland security. WMD-CSTs were established to provide support
to the lead Federal agency in response to a nuclear, chemical or biological attack.
Programs such as these enable our Nation to apply some of the military’s highly
specialized and often unique skills in support of a coordinated emergency response
to a WMD event. Department of Defense is firmly committed to providing WMD-
CSTs the best training and equipment, and we will continue to develop and improve
our capability to respond to WMD attacks.

CHEMICAL-BIOLOGICAL PROTECTION

21. Senator CARNAHAN. The QDR states that “rapid proliferation” of chemical, bio-
logical, nuclear and other asymmetric threats “gives rise to the danger that future
terrorist attacks might involve such weapons. . . . Globalization has increased the
availability of technologies and expertise needed” to create these types of weapons.

Secretary Wolfowitz, according to a recent GAO report, the Defense Department
is currently unaware of exactly how many protective systems it has, or what its true
requirements are, because of faulty inventory systems. Last week, I offered an
amendment to the Defense Authorization bill urging the Defense Department to
make sure that all DOD employees—civilians and military personnel were protected
from chemical or biological attacks. Would you please comment on the GAO’s find-
ings, and describe the importance of remedying this problem?

Secretary WOLFOWITZ. The GAO report to which you refer concludes that the De-
partment under estimated risk to military operations by (1) analyzing requirements
based on individual equipment items and not ensembles (i.e., suit, gloves and boots),
and (2) combining this service data into a consolidated DOD inventory position,
which is obscured by service-specific shortages.

The Department recognizes the added value of assessing risk based on complete
ensembles for each service. The data to perform such assessments is already pre-
sented in the Joint Service NBC Defense Logistics Support Plan (Appendices A and
D) and the Joint Service CB Defense Annual Report to Congress (Annex E). The
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GAO correctly observes that the components of an ensemble vary among the serv-
ices. The mix of old and new technologies within each service’s inventories com-
plicates the definition of a complete ensemble and also affects interoperability
among the services. We rely on the services’ understanding of their Basis of Issue
(BOI) to provide risk assessments for complete ensembles. Other factors pertinent
to this issue are the fiscal constraints and the realities of deployment scenarios. As
such, the services also manage risk by using the industrial base to surge and
produce quantities for an individual component. This mitigates the risk implied
from limited resources.

The Department will apply risk against complete ensembles in future analysis
and will provide appropriate guidance to the services to conduct a detailed evalua-
tion of risk of complete ensembles against wartime requirements in preparation of
the next Annual Report to Congress and Logistics Support Plan. The Department
will also continue to mitigate risk by using the industrial base method. The data
regarding industrial surge capability to support this methodology will be included,
as it currently is, in future Chemical and Biological Defense program (CBDP) Logis-
tics Support Plans.

The Department supports the implementation of a fully integrated inventory man-
agement system to manage chemical and biological defense equipment and the use
of such system to prepare the required Annual Report to Congress and the Annual
Logistics Support Plan. The Defense Logistics Agency (DLA) is actively involved in
a Business System Modernization (BSM) Program to replace the current legacy sys-
tem by fiscal year 2005, which will interface with the services. It will be state of
the art and base on the best commercial practices. Replacement of these current leg-
acy systems will give us the greatest opportunity to integrate with the system(s)
used by each service. Meanwhile the Department has established a single focal point
for gathering and disseminating data to all entities requiring information, including
the Annual Report to Congress and the Logistics Support Plan, on the management
of the standard chemical-biological ensemble currently fielded to the Joint
Warfighter.

F/A—18 AIRCRAFT

22. Senator CARNAHAN. The QDR indicates that the Defense Department has de-
cided to increase aircraft carrier battlegroup presence in the Western Pacific.

General Carlson, will this decision increase the importance of Navy aircraft such
as the F/A-18 operating in that area?

General CARLSON. The increase in presence of an aircraft carrier battlegroup in
the Western Pacific is part of a reorientation of global posture done to account for
new world challenges. One of the goals of reorienting the global posture stated in
the QDR is to render forward forces capable of swiftly defeating an adversary’s mili-
tary and political objectives with only modest reinforcement. The current Asian the-
ater overseas presence posture is concentrated in Northeast Asia based on contain-
ing aggression by the former Soviet Union. As outlined in the QDR and Defense
Planning Guidance, a reorientation of posture must be accomplished in conjunction
with transformation to meet potential threats throughout the Asian Theater such
as increasing presence and capabilities in the Western Pacific. The capability of a
carrier battlegroup, which includes the F/A-18, is unmatched by any other nation
in the world today. The shift in carrier battlegroup presence focuses our limited car-
rier assets in response to today’s changing strategic environment.

23. Senator CARNAHAN. General Carlson, would the Department consider acquir-
ing additional Navy tactical aircraft?

General CARLSON. The increase of aircraft carrier battlegroup presence in the
Western Pacific will be offset by a decrease in aircraft carrier battlegroup presence
in the rest of the world. This change in presence in the Western Pacific will not re-
quire additional Navy tactical aircraft.

B—2 BOMBER

24. Senator CARNAHAN. General Carlson, The QDR places a great emphasis on ex-
panding America’s ability to project power deep into Central and East Asia. This
committee has often stated support for increasing our long range bomber capabili-
ties to accomplish this goal. Now, this document has indicated that the Air Force
is developing plans to increase basing in the Pacific and Indian Oceans.

Would such plans include developing permanent shelters for B—2 bombers on
Guam and/or Diego Garcia?

General CARLSON. The Department of Defense is investigating a number of op-
tions designed to improve DOD ability to project power, including forward basing
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or staging various segments of the force. As you know, the U.S. military presently
has the ability to strike with B—2s from your home state of Missouri to anywhere
in the world as we exhibited in both Serbia and Afghanistan. Basing or staging our
forces closer to where they are needed would lessen the time and fuel required to
strike an adversary, but may necessitate new agreements with foreign governments
and the deployment of additional personnel overseas. The Department of Defense
will continue to investigate options to improve DOD projection of power—to include
the forward basing of B-2s—but a decision has not, to my knowledge, been made.

25. Senator CARNAHAN. General Carlson, will the Defense Department begin to
consider expanding our B-2 fleet?

General CARLSON. Examining and assessing our total joint warfighting capability
is an on-going process in the Department of Defense. Our goal in transforming the
force is to achieve the objectives of the new defense strategy. At this point in the
DOD transformation effort, it is premature to state that an increase in the B-2 fleet
is necessary.

26. Senator CARNAHAN. General Carlson, please describe importance of expanding
American “access” to targets in this region of the world.

General CARLSON. The Central and East Asian regions have evolved both in im-
portance to world economy and in susceptibility to large-scale military competition.
As we have seen in Afghanistan, the governments of some of these states may be
susceptible to overthrow by radical or extremist groups who, in turn, may harbor
terrorist organizations. With the capabilities of the B-2, we have the ability to
strike targets anywhere in the world. Expanding our access to these areas of the
world will not only benefit our security, but also increase stability in this critical
region.

27. Senator CARNAHAN. The QDR states: “The distances are vast in the Asian the-
ater. The density of U.S. basing and en route infrastructure is lower than in other
critical regions. The United States also has less assurance of access to facilities in
the region. This places a premium on securing additional access and infrastructure
agreements and on developing systems capable of sustained operations at great dis-
tances with minimal theater-based support.” Mr. Secretary, General, would you
please comment on this passage?

Secretary WoLFOWITZ. The potential exists for regional powers to develop suffi-
cient capabilities to threaten stability in regions critical to U.S. interests. In particu-
lar, Asia is gradually emerging as a region susceptible to large-scale military com-
petition. Along a broad arc of instability that stretches from the Middle East to
Northeast Asia, the region contains a volatile mix of rising and declining regional
powers. The governments of some of these states are vulnerable to overthrow by
radical or extremist internal political forces or movements. Many of these states
field large militaries and possess the potential to develop or acquire weapons of
mass destruction.

Maintaining a stable balance in Asia will be a complex task. The possibility exists
that a military competitor with a formidable resource base will emerge in the re-
gion. The East Asian littoral—from the Bay of Bengal to the Sea of Japan—rep-
resents a particularly challenging area.

The reorientation of the global posture takes account of these new challenges.
New combinations of immediately employable forward stationed and deployed
forces; globally available reconnaissance, strike, and command and control assets;
information operations capabilities; and rapidly deployable, highly lethal, and sus-
tainable forces that may come from outside a theater of operations have the poten-
tial to be a significant force multiplier for forward stationed forces, including forcible
entry forces. One of the goals of reorienting the global posture is to render forward
forces capable of swiftly defeating an adversary’s military and political objectives
with only modest reinforcement.

Based on changes in the international security environment, DOD’s new strategic
approach, and the transformed concept of deterrence, the U.S. global military pos-
ture will be reoriented to:

e Develop a basing system that provides greater flexibility for U.S. forces
in critical areas of the world.

e Provide temporary access to facilities in foreign countries that enable
U.S. forces to conduct training and exercises in the absence of permanent
ranges and bases.

o Redistribute forces and equipment based on regional deterrence require-
ments.
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e Provide sufficient mobility, including airlift, sealift, pre-positioning, bas-
ing infrastructure, alternative points of debarkation, and new logistical con-
cepts of operations, to conduct expeditionary operations in distant theaters
against adversaries armed with weapons of mass destruction and other
means to deny access to U.S. forces.
hAccordingly, the Department has made the following decisions affecting the Asian
theater:

e The Secretary of the Navy will increase aircraft carrier battlegroup pres-
ence in the Western Pacific and will explore options for homeporting an ad-
ditional three to four surface combatants, and guided cruise missile sub-
marines (SSGNs), in that area.

e The Secretary of the Air Force will develop plans to increase contingency
basing in the Pacific. The Secretary of the Air Force will ensure sufficient
en route infrastructure for refueling and logistics to support operations in
the Western Pacific.

e In consultation with U.S. allies and friends, the Secretary of the Navy
will explore the feasibility of conducting training for littoral warfare in the
Western Pacific for the Marine Corps.

General CARLSON. We believe the Asian theater to be of great importance to the
national security of the United States. To better protect U.S. interests, the Depart-
ment of Defense must have the ability to project force to any region should the need
arise. Force projection requires the military to maintain the ability to defeat the ef-
forts of U.S. adversaries. The Asian theater, because of the vast distances both on
the Asian continent and in the Pacific, poses a time-distance challenge to U.S. forces
both in engaging targets and logistic support. This challenge may be partly miti-
gated through forward basing or staging our forces and development of systems that
are able to fight at long distances with little forward support. This is one of the
challenges that the transformation of the U.S. military will address.

QUESTIONS SUBMITTED BY SENATOR STROM THURMOND
REGIONALLY TAILORED FORCES

28. Senator THURMOND. Mr. Secretary, the Department’s new strategic planning
calls for maintaining “regionally tailored forces” forward stationed and deployed in
Europe, Northeast Asia, the East Asian Littoral, and Middle East/Southwest Asia
to assure allies and friends, counter coercion, and deter aggression against the
United States, its forces, allies, and friends. How does this differ from existing pol-
icy?

Secretary WOLFOWITZ. The reorientation of U.S. military global posture takes ac-
count of new challenges, particularly anti-access and area-denial threats, and
emerging capabilities (e.g., new combinations of immediately employable forward
forces, and expeditionary capabilities). The new approach places higher priority on
strengthening our forward deterrent posture with the aim of swiftly defeating at-
tacks with only modest reinforcement and, where necessary, assuring access for fol-
low-on forces. A key objective of U.S. transformation efforts over time will be to in-
crease the capability of America’s forward forces, thereby improving their deterrent
effect and possibly allowing for reallocation of forces now dedicated to reinforcement
to other missions.

RAPID TRANSFORMATION OF ARMED FORCES

29. Senator THURMOND. Mr. Secretary, in your opening statement you indicate
that: “To meet the challenges over the horizon, we must transform our Armed
Forces more rapidly, more creatively, and even more radically than we had pre-
viously planned.” What time period are you contemplating when you say “we must
transform our Armed Forces more rapidly?”

Secretary WOLFOWITZ. In the course of the QDR, we came to understand that our
transformation efforts cannot wait two or three decades to produce results. Many
of the problems we will confront could well be present this coming decade. Now, as
we fight a war on terrorism, we see a new urgency to transform our forces.

Nevertheless, transformation is not an end state. Rather, it is the combination of
those ongoing processes and activities that result in the discovery of new or fun-
damental shifts in underlying rule sets, creating new sources of power, and yielding
profound increases in U.S. military competitive advantages. Toward that end, the
Department has already commenced the process of transformation. Through our
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service and joint experimentation initiatives, the latter orchestrated primarily by
the Commander of U.S. Joint Forces Command (JFCOM), we are aggressively pur-
suing concepts and initiatives that could have a profound impact on how we orga-
nize our forces and conduct military operations. This coming summer, JFCOM will
conduct the first in a scheduled series of major joint field experiments, which we
have coined “Millennium Challenge 2002.” It is our intent to garner lessons from
this effort and directly apply them as part of the transformation process.

In addition, the services have articulated concepts for waging warfare on the fu-
ture battlefield and have identified transformational initiatives to accomplish these
visions. Continued support and fielding of systems critical to our transformational
efforts is required as we forge ahead with these goals. To lend support to the De-
partment’s transformational initiatives, the Secretary recently established the Direc-
torate for Force Transformation and vested this new office with the responsibility
of advising the Department on transformation strategies. Though still in an embry-
onic stage, we view this directorate as a critical focal point to our efforts. The rapid-
ity with which we can commence the transformation process is bounded only by our
willingness to change, to evolve, to explore, to experiment, and to a degree, by the
availability of funding. To sustain these efforts we welcome and look forward to your
continued interest and support.

IMPACT ON OUR ALLIES

30. Senator THURMOND. Mr. Secretary, the Gulf War and the current effort to
eliminate terrorism and those that support it demonstrate that the United States
must rely on coalitions to achieve its goals. How is the perceived requirement to
form coalitions to execute our military operations addressed in the QDR?

Secretary WOLFOWITZ. Through the QDR, the Department of Defense has devel-
oped a new strategic framework to defend the Nation and secure a viable peace.
This framework is built around four defense policy goals of assuring allies and
friends, dissuading future military competition, deterring threats and coercion
against U.S. interests, and, if deterrence fails, decisively defeating any adversary.

These defense policy goals are supported by an interconnected set of strategic te-
nets that comprise the essence of the new U.S. defense strategy. One of these tenets
is “Strengthening Alliances and Partnerships.” As witnessed in the wake of the ter-
rorist attacks on the United States, NATO’s invocation of Article V demonstrates
the commitment of America’s partners to collective defense, which bolsters the secu-
rity of the United States. The need to strengthen alliances and partnerships has
specific military implications. It requires that U.S. forces train and operate with al-
lies and friends in peacetime as they would operate in war. This includes enhancing
interoperability and peacetime preparations for coalition operations, as well as in-
creasing allied participation in activities such as joint and combined training and
experimentation.

REVIEW OF THE ACTIVE RESERVE MIX

31. Senator THURMOND. General Carlson, to support the revised strategy, the De-
partment will continue to rely on Reserve Component forces. To ensure the appro-
priate use of the Reserve Components, the Department plans to undertake a com-
prehensive review of the active and Reserve mix, organization, priority missions and
associated resources.

The current crisis places additional emphasis on this review. When do you expect
to start and complete this critical review?

General CARLSON. The Department is currently developing alternatives for con-
ductifng the study. The initial report is anticipated to be completed in the May/June
timeframe.

REORIENTING THE U.S. MILITARY GLOBAL POSTURE

32. Senator THURMOND. General Carlson, based on changes in the international
security environment, Department of Defense’s new strategic approach, and concept
of deterrence proposed by the Quadrennial Defense Review, there will be a need to
improve mobility, including airlift, sealift, prepositioning, basing infrastructure, al-
ternative points of debarkation, and new logistical concepts.

While you are calling for these improvements, there is a need to modernize and
to replace or repair the existing infrastructure. How would you prioritize the alloca-
tion of fiscal resources to support these demands?

General CARLSON. To meet our Nation’s global responsibilities, our ability to move
and sustain combat forces virtually anywhere in the world must be maintained. The
increased reliance on strategic lift to support global military requirements remains
critical and represents a major priority for future planning. Our new strategy re-
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quires continued commitment to presently programmed improvements to our en
route infrastructure. Establishing new en route infrastructure to meet non-tradi-
tional deployment requirements presents additional strains on fiscal resources. We
will begin to address these issues in our ongoing fiscal year 2003 program and budg-
et review. We are also continuing to evaluate our infrastructure requirements as a
function of overseas presence and overseas basing analyses to support the new strat-
egy. We expect to complete these analyses during 2002 and will use the results in
subsequent planning and programming.

STANDING JOINT TASK FORCE HEADQUARTERS AND TASK FORCES

33. Senator THURMOND. General Carlson, the Quadrennial Defense Review ac-
knowledges that excessive operational demands on the force have taken a toll on
military personnel. Despite this realization, the Quadrennial Defense Review calls
for establishing Standing Joint Task Force Headquarters for each regional combat-
ant commands and Standing Joint Task Forces to focus on critical operational goals.

Will you be able to achieve these objectives within the current manpower ceilings
and how will these new organizations impact the operational tempo of our Armed
Forces?

General CARLSON. The Department is studying several different concepts for im-
plementation of the Quadrennial Defense Review recommendations. We will not
have a definitive answer to your questions until these concepts have been refined.
A key milestone in this process will be the Millennium Challenge Joint Experiment,
planned for the summer of 2002. The results of this experiment will provide a base-
line for evaluation of the Standing Joint Task Force Headquarters options.

Operational tempo remains a key concern, as it was during evaluation of Standing
Joint Task Forces and Standing Joint Task Force Headquarters within the Quad-
rennial Defense Review. We are committed to ensuring that implementation of the
Quadrennial Defense Review recommendations will not adversely affect operational
tempo.

RECAPITALIZATION OF THE LEGACY FORCES

34. Senator THURMOND. General Carlson, with all the emphasis on transforming
our Armed Forces, which will take some time, we must not forget the readiness of
our legacy forces. In my judgment, this will be a significant challenge since mod-
ernization has been underfunded for the past 10 years. What are your immediate
needs for recapitalizing the legacy force?

General CARLSON. As the Quadrennial Defense Review 2001 report highlights, the
Department plans to transform today’s force while also selectively recapitalizing leg-
acy systems. Legacy force recapitalization is especially challenging because of the
underfunding you mentioned that has occurred since the end of the Cold War.

The task of identifying which specific legacy systems to recapitalize as we trans-
form the force is being addressed in our ongoing fiscal year 2003 program and budg-
et review. It would be premature for me to comment on the results of this review.
The outcome will be available in the President’s budget scheduled for delivery to
Congress early next year.

HIGHEST PRIORITY NEEDS

35. Senator THURMOND. General Carlson, based on the conclusions in the Quad-
rennial Defense Review, our strategic focus will shift from Europe toward Asia. This
shift will require a new basing structure, en route facilities and, most important,
an increased reliance on strategic lift. What are the increased requirements for stra-
tegic lift and how soon will the Department meet this requirement?

General CARLSON. The increased requirements for strategic lift to support a shift
in strategic focus from Europe to Asia have not been specifically quantified. How-
ever, the Quadrennial Defense Review established the target for completing identi-
fication of global strategic lift requirements, which include contingencies beyond Eu-
rope. We are also reassessing our mobility requirements based upon the mix of new
near- to mid-term threats and missions. As stated in the Quadrennial Defense Re-
view, follow-on mobility analyses will be completed in the coming years to ensure
we meet the strategic mobility requirements of the new strategy.
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QUESTIONS SUBMITTED BY SENATOR RICK SANTORUM
SCIENCE AND TECHNOLOGY

36. Senator SANTORUM. Mr. Secretary, with respect to research and development,
the Quadrennial Defense Review states that:

“A robust research and development effort is imperative to achieving the Depart-
ment’s transformation objectives. DOD must maintain a strong science and tech-
nology (S&T) program that supports evolving military needs and ensures techno-
logical superiority over potential rivalries. Today and well into the foreseeable fu-
ture, however, DOD will rely on the private sector to provide much of the leadership
in developing new technologies.”

This is hardly a new concept. Yet, even now, the Department of Defense fails to
adequately budget resources need to produce “leap ahead” advances to propel the
transformation of our military. Instead, Congress has continually added to the S&T
portion of the budget requests submitted by the President.

With this in mind, why are we to believe that DOD will adequately budget for
critical S&T investments?

Because industry profits from the serial production of “legacy systems,” how will
DOD incentivize or leverage new R&D from the commercial world?

Secretary WOLFOWITZ. It is the Department’s goal to fund S&T at a level adequate
to ensure the technological superiority of our Armed Forces. We have consistently
supported investment that, at a minimum, sustains 0 percent real growth in S&T
funding. It is now the Department’s goal to grow the S&T investment to be 3 per-
cent of the total Defense budget by fiscal year 2007. The fiscal year 2002 President’s
budget request for S&T is $8.8 billion, which is an increase of 17 percent over the
fiscal year 2001 request of $7.5 billion, and almost matches the fiscal year 2001 con-
gressional appropriation of $9.1 billion. We will continue to make progress toward
reaching the 3 percent goal. In addition, we realize many of today’s technology lead-
ers are firms having little or no experience contracting with DOD and the Depart-
ment has worked with the congressional committees in developing “Other Trans-
action Authority” to make it easier to do business with these firms.

DOD-SPONSORED RESEARCH

37. Senator SANTORUM. Mr. Secretary, can you explain how Department of De-
fense-sponsored research in American universities will help to propel this trans-
formation initiative?

Secretary WOLFOWITZ. DOD-sponsored research at universities underpins the de-
velopment of future military capabilities in two ways. First, universities are world-
class research performers in science and engineering fields important to national de-
fense. Second, investment in university research pays additional dividends through
the associated training of scientists and engineers, thereby helping to ensure the fu-
ture availability of talent needed for defense research and development. Universities
are prolific sources of new knowledge and understanding, as well as future scientists
and engineers, in the DOD Basic Research program, the portion of DOD Science and
Technology where their involvement is greatest. With the benefit of hindsight, we
can see patterns of prior research, much of it performed at universities, that
spawned today’s revolutionary military capabilities, including the Global Positioning
System, stealth, night vision, and precision strike. We expect equally important new
capabilities to emerge over the long term from today’s investments in university re-
search in areas such as those pertinent to nanotechnology, smart materials and
structures, information technology, human-centered systems, compact power, and
biomimetics.

SHORT-RANGE TACTICAL AVIATION PROGRAMS

38. Senator SANTORUM. Mr. Secretary, if anti-access issues will challenge the mili-
tary in the 21st century, and if projecting power is a key factor to be achieved to
meet these future threats, how do current short-range tactical aviation programs
such as the F/A-18 E/F Super Hornet, F—22 Raptor, and Joint Strike Fighter ad-
dress this requirement?

Secretary WOLFOWITZ. Future U.S. force projection will require a broad range of
capabilities due to the uncertainty of the threats that may develop. The principal
combat aircraft being acquired now, such as the F/A-18E/F, F-22 and Joint Strike
Fighter (JSF), will complement other existing and planned capabilities to give the
U.S. the ability to project power wherever that may be necessary. The U.S. bomber
force, cruise missiles, and forward-deployed carrier or ground-based tactical aviation
must provide the capability to reach out and strike at well-defended targets on short
notice across intercontinental distances. While long-range bomber forces, as well as
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naval ship- and submarine-launched missiles can currently provide such capabili-
ties, they cannot provide the tempo of operations, and consistent pressure on the
enemy that the F/A-18E/F, F-22, and JSF can provide.

The versatility of tactical aviation, complemented by long-range strike systems
and unmanned combat air vehicles ensures the ability to work inside the enemy’s
tactical decision loop, and deny sanctuary. Therefore, tactical aircraft such as F-22,
JSF, and F/A-18E/F will be critical enablers to counter the 21st century anti-access
threats, including advanced surface-to-air missiles, fighters, cruise missiles, theater
ballistic missile sites, and weapons of mass destruction. These new tactical aircraft
provide substantially longer un-refueled ranges than currently deployed fighters, are
much more survivable, and with advanced mission systems and advanced air-to-sur-
face and air-to-air munitions, are far more lethal. They also have smaller logistics
footprints, the ability to air refuel, and, if necessary, can carry external fuel tanks
for even greater range. The “quick turn” capability of these aircraft, combined with
affordable numbers, will give the U.S. the ability to persist and hold broad expanses
of the enemy’s battlespace at risk 24 hours a day. This cannot be done with current
“long-range” systems alone. These enhanced capabilities permit the new generation
of advanced fighter aircraft to travel long ranges and project power around the globe
into areas current aircraft are unable to penetrate.

HOMELAND DEFENSE

39A. Senator SANTORUM. General Carlson, if homeland defense is to become a top
national security goal, what is the best way to see that this mission is met in terms
of force structure?

General CARLSON. The first step in this process is to determine the appropriate
homeland security role for the Department of Defense so that force requirements
and capabilities can be ascertained. At the present time, the Department of Defense
homeland security role is still emerging. Once we know the requirement, we can
then assign and apportion force structure based on the priorities of the National
Command Authorities and within the context of the global spectrum of missions
that the Department of Defense is required to execute.

39B. Senator SANTORUM. Do you advocate assigning this new role to the Reserve
Components since they are already “forward deployed”?

General CARLSON. The question of the appropriate roles and missions for the Re-
serve Components will be addressed by an upcoming Department of Defense review
that is discussed in the Quadrennial Defense Review report. The review will need
to be closely linked with emerging Department of Defense homeland security re-
quirements to determine the most effective mix of both active, Reserve and National
Guard personnel to carry out the mission. Currently, a number of Guard and Re-
serve units have important roles in our war plans, so changes to the Reserve Com-
ponent roles will need to be assessed with regard to the effect on these plans. Al-
though homeland security is of paramount importance, all roles and missions for the
Reserve Components must be assessed across the full spectrum of military oper-
ations.

39C. Senator SANTORUM. If so, does this mean National Guard units will required
to give up their combat support role?

General CARLSON. This question is an important one to be addressed during the
upcoming Department of Defense Reserve Components review which will look at the
active and Reserve mix, organization, priority missions, and associated resources.
Changes to the National Guard combat support role will need to be assessed in
terms of the effect on competing war plan requirements.

39D. Senator SANTORUM. How might assigning the National Guard or Reserves
on this mission impact the personnel tempo and operational tempo of our active
duty forces?

General CARLSON. In recent years, as both active and Reserve Force structure has
been reduced, the Department of Defense has increasingly depended on the Reserve
Components to help mitigate the increased personnel tempo and operational tempo
of our Active Component forces. Prior to the September 11 attack on the U.S,,
Guard and Reserve units and individuals were fulfilling both support and oper-
ational requirements on a global basis. Now, many Guard and Reserve units and
personnel have been mobilized or are augmenting our Active Component forces in
the global war on terrorism. An examination of appropriate active and Reserve roles
and missions to fulfill homeland security requirements will need to assess the im-
pact on both the personnel tempo and operational tempo of our Total Force.
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INFORMATION OPERATIONS

40A. Senator SANTORUM. General Carlson, since information operations are iden-
tified as a key concept in future conflicts facing the United States as well as a key
capability the United States will need to develop, do you advocate the ability of
United States forces to wage offensive information operations against those ele-
ments that are a threat to the United States?

General CARLSON. Information operations encompass activities across the spec-
trum of military engagement, from peacetime through crisis and armed conflict. Of-
fensive information operations therefore include peacetime actions taken to shape
the environment and influence the behavior of adversaries as well as actions to deny
an adversary the use of his information capabilities in crisis and conflict. Offensive
and defensive information operations, together with robust and reliable command,
control, communications, and computer systems and timely, accurate intelligence,
are essential to attaining information superiority and accomplishing our military ob-
jectives both in peacetime and in war. If we can control information in future bat-
tles, by influencing the enemy to capitulate or by denying him the ability to com-
prehend the battlespace and execute command and control of his forces while pro-
tecting our ability to do those things, we will prevail more quickly and at lower cost.

In peacetime operations, such as peacekeeping and humanitarian assistance, we
still seek to shape the environment in which our forces must accomplish their mis-
sions. We do this by coordinating the use of information operations capabilities
against our adversaries with other informational activities, such as public affairs
and civil-military operations, focused on friendly or neutral audiences. By planning
and executing these activities the same way we would a wartime campaign, we can
influence the thinking and behavior of foreign audiences, neutralize adversary prop-
aganda, and ensure that the American public is informed about the efforts of Amer-
ican service members to promote peace and stability in the world.

It is important to remember, however, that the military represents only one ele-
ment of national power, which must be synchronized and integrated with the United
States Government’s other diplomatic, economic, and informational activities. The
more successful we are in integrating the military’s shaping efforts with those of
other United States Government agencies, the more effective our efforts to promote
American values will be.

40B. Senator SANTORUM. What if these threats are not posed by nation states or
even states, but rather by transnational actors (e.g. al Qaeda)?

General CARLSON. The rapid development and explosive proliferation of informa-
tion-based technology means that military operations within the information domain
are becoming as important as those conducted in the domains of land, sea, air, and
space. Information technology provides one way for potential adversaries to attack
the United States and our allies. We know from other countries’ military literature
that a number of nations are considering the development and implementation of
computer network warfare capabilities. We have seen attempts by a variety of non-
state actors to gain unauthorized access to, or otherwise degrade, our information
systems. Thus, the threat to our military information and information systems by
non-state and/or transnational actors is real and must be taken seriously. Faced
with an attack of this nature by a non-state actor, an offensive information oper-
ations capability such as computer network attack may offer the most effective
means of defeating the adversary’s efforts.

Transnational actors such as al Qaeda also depend upon a supportive environ-
ment from which they can plan and execute operations against the United States.
Psychological operations are an offensive information operations capability that can
help deprive a hostile transnational actor of active support, or even turn public opin-
ion against it. Loss of a supportive environment will degrade the capabilities of a
hostile non-state actor even when conventional military action against that actor is
not an option.

40C. Senator SANTORUM. Will it be acceptable to shutdown or cripple countries
that host these transnational actors?

General CARLSON. The extent to which United States military forces will degrade
any adversary county’s ability to perform normal functions is a matter for the Na-
tional Command Authorities to decide, in keeping with national strategic objectives.
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QUESTIONS SUBMITTED BY SENATOR SUSAN COLLINS
QUADRENNIAL DEFENSE REVIEW

41. Senator COLLINS. Mr. Secretary, at the heart of the QDR is the drive toward
a strategy driven budget rather than a budget driven strategy. I agree with this ap-
proach, and will do everything I can to help ensure that the resources you need are
available. While I understand that the real investment strategies (transformation
initiatives) will be made with the submission of the fiscal year 2003 budget, would
you indicate where the Department is now in reaching investment and pro-
grammatic decisions based on the QDR and other reviews?

Secretary WOLFOWITZ. Detailed deliberations on the development of the defense
component of the President’s fiscal year 2003 budget submission are currently un-
derway. These deliberations are focused on making tangible progress toward meet-
ing the Department’s six critical operational goals for transformation and support-
ing the global war on terrorism.

42. Senator COLLINS. Mr. Secretary, could you address specifically what role our
Guard and Reserve Forces were considered to play in the Quadrennial Defense Re-
view (QDR) prior to September 11, vs. the role for which they are now being consid-
ered? Prior to the attacks, did the Department foresee the impending requirement
for a new framework of homeland defense in which our Guard and Reserve play
such a critical role?

Secretary WOLFOWITZ. During the QDR development process, the participants ac-
knowledged that there was a significant role for the Reserve components (RC) in
homeland security, but the exact scope of that role was assigned to the follow-on
review of the RC.

Following the terrible destruction of September 11, it was clear that the first mili-
tary response to a major disaster within the continental United States could well
be by Reserve Forces, not by Active forces. The RC has always been viewed by their
community leaders as the first military responders. The September attacks resulted
in a clearer picture of the need for trained and ready RC forces to respond to domes-
tic missions. As stated by Secretary Rumsfeld during the release of the QDR-2001
Final Report, there will be a follow-on comprehensive review to address the role of
the RC in meeting our national military strategic objectives. This review will in-
clude a determination of the exact roles and missions for our Reserve Components
in Homeland Security.

43. Senator COLLINS. Mr. Secretary, the QDR addresses the fact that the perform-
ance of human resources intelligence (HUMINT) must be optimized, and following
the September 11 attacks, there appears to be an acknowledgment that the decline
in our investment in Human Intelligence has created a weakness in our intelligence
collection. Apart from the issue of quantity, how do you plan to address the issue
of quality of collection?

Secretary WOLFOWITZ. Following the Gulf War and the intelligence lessons
learned from that conflict, DOD directed quite a lot of attention to human resources
intelligence (HUMINT). Most notably, the Defense HUMINT Service was estab-
lished in 1995, which consolidated under the Director, Defense Intelligence Agency,
overall responsibility for DOD HUMINT (DHS) policy, plans and operations. One of
the keystones of DHS strategic vision has been to capitalize on the existing global
presence afforded DOD by the Defense Attaché System and other forward deployed
DHS resources. These were brought to bear immediately after the outbreak of con-
flict on September 11, 2001.

In order to enhance the quality of the HUMINT collection to support the war ef-
fort, we have initiated a number of actions. These include:

o We reprioritized the tasking of existing DOD HUMINT resources. We for-
ward deployed to the theater and other areas of known or suspected terror-
ist activities, DHS [deleted] officers, strategic debriefers and linguists. We
are cooperating fully with the tactical intelligence assets of our deployed
military forces, as well as with those of other intelligence organizations. We
are seeing the results of this effort in the quality of intelligence we are de-
veloping from our interrogation of enemy prisoners, exploitation of captured
documents, and effective use of sources.

e Using the funds Congress appropriated to enhance our intelligence effort,
we are in the process of identifying and hiring as contractors former mili-
tary and intelligence personnel with HUMINT, language and other profes-
sional expertise that would otherwise take a very long time to “grow.”
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These personnel are beginning to come onboard, and will make a major dif-
ference in the development of HUMINT to support operations.

e We are aggressively pursuing cooperative relationships with other Gov-
ernment agencies to ensure proper focus and synergy of effort. We are also
working very hard with our allies to develop sources.

SHIPBUILDING STUDY

44. Senator COLLINS. Mr. Secretary, several studies feed into the preparation of
the QDR, including one undertaken by Under Secretary Aldridge on the future of
shipbuilding. Besides the brief reference to force structure numbers for our naval
forces found in the QDR, are there any other conclusions or results of that study
which you could share with this committee?

Secretary WOLFOWITZ. In addition to QDR input regarding naval force structure,
the Under Secretary of Defense for Acquisition Technology and Logistics (USD(AT-
L))-led Shipbuilding Study, concluded that several additional efforts should be initi-
ated to address the Navy’s longer-term needs and assist in transforming the naval
force of the future. USD(AT&L) tasked the Secretary of the Navy to develop a plan
that lays the course for at-sea experimentation, simulation, and warfighting with
the goal of identifying tactics, doctrine and technology requirements to support fu-
ture Navy forces. USD(AT&L) chartered a Defense Science Board task force to re-
view aircraft carrier utilization in the future. The task force is expected to complete
deliberations in Summer 2002. USD(AT&L) also initiated a study to review the ef-
fectiveness of a mix of surface combatants with differing capabilities and displace-
ments. Finally, we initiated a very-high-speed ship research program that will help
shape the future Navy.

[Whereupon, at 12:07 p.m., the committee was adjourned.]
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