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THE WEAPONS OF MASS DESTRUCTION
PROGRAM OF IRAQ

THURSDAY, FEBRUARY 27, 2002

U.S. SENATE,
SUBCOMMITTEE ON EMERGING THREATS
AND CAPABILITIES,
COMMITTEE ON ARMED SERVICES,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:37 p.m. in room
SR-222, Russell Senate Office Building, Senator Mary L. Landrieu
(chairman of the subcommittee) presiding.

Committee members present: Senators Landrieu, Bill Nelson,
Bingaman, Roberts, Hutchinson, and Collins.

Committee staff member present: David S. Lyles, staff director.

Majority staff members present: Evelyn N. Farkas, professional
Etaff member; and Richard W. Fieldhouse, professional staff mem-

er.

Minority staff members present: Charles W. Alsup, professional
staff member; and Edward H. Edens IV, professional staff member.

Staff assistants present: Thomas C. Moore and Nicholas W.
West.

Committee members’ assistants present: Menda S. Fife, assistant
to Senator Kennedy; Christina Evans, assistant to Senator Byrd;
Marshall A. Hevron and Jeffrey S. Wiener, assistants to Senator
Landrieu; William K. Sutey, assistant to Senator Bill Nelson; Neal
Orringer, assistant to Senator Carnahan; Brady King, assistant to
Senator Dayton; George M. Bernier III, assistant to Senator
Santorum; Robert Alan McCurry, assistant to Senator Roberts;
James P. Dohoney, Jr., assistant to Senator Hutchinson; Kristine
Fauser, assistant to Senator Collins; and Derek Maurer, assistant
to Senator Bunning.

OPENING STATEMENT OF SENATOR MARY L. LANDRIEU,
CHAIRMAN

Senator LANDRIEU. The Subcommittee on Emerging Threats and
Capabilities will come to order. This hearing today is on Iraq’s
weapons of mass destruction program. I would like to welcome our
distinguished panel that is with us today and thank all those who
helped make this very timely hearing possible and successful, in
advance of it happening. I am sure that what we learn today will
be very helpful to us as policymakers.

This is the first hearing of our subcommittee for this year. I am
pleased to be here with my partner and Ranking Member, Senator
Pat Roberts, to continue this subcommittee’s important work in
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identifying the urgent threats to our security, and the capabilities
we need to meet these threats.

This subcommittee, started under Senator Roberts’ able chair-
manship, has focused on threats that were once considered emerg-
ing, or more remote in some people’s minds, even hypothetical, but
we held hearings and pressed on in 1999 and in 2000 in combating
terrorism, preventing proliferation, and even in 1999 on biological
weapons aimed at U.S. agriculture.

Last year, 4 months before September 11, we held a hearing on
the military’s ability to respond to domestic terrorist attacks using
weapons of mass destruction, and in the winter we addressed
issues of bioterrorism and terrorist motivations. We learned
through those hearings, but more pointedly we learned on Septem-
ber 11, that these threats have, indeed, emerged.

Because of our scheduling today, I am going to ask Senator Rob-
erts if he would go first with his opening statement. I will follow,
he will be able to submit some of his questions in writing, and then
we will proceed. He has an Intelligence Committee meeting that is
running concurrent with this one, so at this time, I will recognize
Senator Roberts.

STATEMENT OF SENATOR PAT ROBERTS

Senator ROBERTS. Thank you, Madam Chairwoman, and I apolo-
gize to you and to the witnesses. I am doing a mea culpa that I
said I would never do, and that is to abdicate early, but we do have
an Intelligence Committee meeting in reference to Saudi Arabia. I
had already actually prepared some specific questions for the wit-
nesses that are there at this time, so I apologize to you, and I want
to thank you for your leadership in holding this hearing. I want to
thank the witnesses for taking time out of your very valuable
schedules to come and testify.

It is always helpful to hear from informed experts about the situ-
ation in Iraq. Over 15 years ago, a prominent U.S. news magazine
ran a picture of Saddam Hussein on its cover with the caption,
“Most Dangerous Man in the World.” Despite a long war with Iran
in the mid-1980s, a devastating defeat by the United States in
1991, major revolts by the Kurds and the Shiite elements within
his country, numerous coup attempts, wary neighbors, and a con-
stant international application of sanctions, Saddam Hussein re-
mains in power and continues to develop all of the weapons of mass
destruction, threatening his own citizens and neighbors in the
world.

In his State of the Union Address to the Nation on January 29,
President Bush included Iraq as part of the now well-known axis
of evil, along with Iran and North Korea. I understand that many,
including some of our European allies, had some frustration and
concern with this. Some even were very quick to criticize the Presi-
dent for applying this brand, suggesting that such a declaration is
dangerous and provocative.

Let me remind all those folks that President Reagan was heavily
criticized when he labeled the Soviet Union an evil empire. I be-
lieve his words of resolve helped lead to the demise of the Soviet
Union and the end of the Cold War, so I salute the President for
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having the courage to decisively confront the new evils that we face
in this new century.

I might add that having traveled with the President to Denver
just a short time ago to talk to the American cattlemen, before he
was on his way to Salt Lake City—and I do not think I am reveal-
ing any presidential classification here—he has no intent to “go to
war with Iraq.” He simply indicated that he has informed the three
countries that we know what they are doing, and they now know
what we know. We know much of what they do in aiding and abet-
ting the transnational terrorist organization sworn to kill us and
to do great damage to western civilization. That is not permissible,
and there will be a price to pay.

Saddam Hussein and his regime, in my personal view, are evil
and threatening. They use terror, torture, and weapons of mass de-
struction on their own people. They support terrorism around the
world, and they continue to develop and proliferate weapons of
mass destruction.

I often ask witnesses what threats are so ominous that they keep
them awake at night, and in this particular case I am going to an-
swer my own question. This time, one of the things that does keep
me awake is the thought that this evil man, Saddam Hussein, does
possess weapons of mass destruction and the means to effectively
deliver them, as our witnesses I think will testify to.

From 1991 to 1998, the United Nations Special Commission on
Iraq, of which Mr. Duelfer was an integral part, did make consider-
able progress in the monitoring and the dismantling of Iraq’s WMD
capability. In late 1998, however, as we all know, Iraq became in-
creasingly defiant and stopped this cooperation with the weapons
inspections, in defiance of the UN, in violation of its own pledge.
Because of that refusal to cooperate, the U.S. attacked Iraqi WMD
sites in December of 1998 in a military operation called Operation
Desert Fox. This operation did attack over 90 targets, mostly mis-
sile-related.

I am not sure how effective this attack really was. By all ac-
counts, the Iraqi efforts in increasing their capability of weapons
of mass destruction have continued without any oversight over the
last 4 years, and may well be accelerating.

Our two witnesses have closely followed the developments in Iraq
and the Middle East, and are well-qualified to bring us up-to-date
on the recent developments. Thank you again for your willingness
to testify. We look forward to your comments and a productive dis-
cussion.

I would add only this in regards to what I have to say, Madam
Chairwoman, and I again apologize for having to leave, but Dr.
Cordesman has great expertise in NATO, and I thought either the
full committee or the subcommittee could have him back. I think
NATO is a very timely subject, and I look forward to visiting with
him about NATO, but in reading his testimony, one of the things
he points out is that the Gulf War did surprisingly little damage
to Iraq’s missile program or any of its chemical, biological, radio-
logical, and nuclear programs.

Second, he points out that they have lied to the UN and the
world every time it was suitable for them in regards to increasing
the probability that they would use these kinds of weapons. He also
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points out that Iran’s conventional weakness pushes it toward the
threat or use of chemical, biological, radiological, and nuclear
(CBRN) weapons, and Saddam Hussein took massive risks in-
volved. So he thinks if Saddam is in a more weakened state that
perhaps it increases the risk of some attack, and then he also said
Iraq may have the capability to attack agriculture as well as hu-
mans. I, for one, have been trying to convince this administration
and my colleagues in the past administration of the danger of
agriterrorism. It is so easy to do, and I want to thank you for in-
cluding that in your testimony.

Finally, the U.S. cannot count on Iraq ceasing to proliferate sim-
ply because of regime change. So much of the time we hear,
Madam Chairwoman, that if we aid and assist in a change of re-
gime, it automatically assumes that this threat would be lessened.
As Dr. Cordesman has pointed out, that may be true, but it also
may not be true.

On the very last page of Mr. Duelfer’s testimony, here is what
Saddam says: “If the world tells us to abandon all of our weapons
and keep only our swords, we will do that. We will destroy all the
weapons if they destroy all their weapons. But if they keep a rifle
and then tell me I have the right to possess only a sword, then we
would say no. As long as the rifle has become a means to defend
our country against anybody who may have designs against it, then
we will try our best to acquire the rifle.” We all know what “the
rifle” means in regards to what their capability would be.

Mr. Duelfer goes on to say, as our other witness did also, of
course, that the difference in the regime is everything. The present
regime in Baghdad will not give up their weapons of mass destruc-
tion, even if inspectors go in again. The present regime will also
remain quite willing to use them. Now, that is not an emerging
threat, that is a threat.

So with those comments, Madam Chairwoman, I again apologize,
and I thank the witnesses.

Senator LANDRIEU. Thank you, Senator Roberts, and I want to
thank you for your able leadership over the last several years. I ap-
preciate the contribution that you continue to make to this sub-
committee’s work.

Let me begin by just reviewing very briefly the focus of our sub-
committee for this year, because it goes without saying that we are
living in dangerous times. It is the mission of this subcommittee
to focus first on the likely threats that we face, not just the likely
threats, but every threat, and second, on our capabilities, or the ca-
pabilities that our military and our Nation need to protect us from
those threats. We will help our Congress through the work of this
subcommittee to hopefully fashion our defense budgets to reflect
the realities of those threats, and the capabilities that are nec-
essary.

In our subcommittee hearings over the next several weeks, there-
fore, we will focus on the most urgent threats—proliferation and
terrorism. We will explore how our Armed Forces can build their
capabilities to more effectively counter extremists and groups who
would strike out against Americans using weapons of mass destruc-
tior11{ or conventional terrorism on the scale of the September 11 at-
tacks.
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We will explore the capabilities of U.S. nonproliferation programs
that are designed to reduce the likelihood that foreign nuclear,
chemical, or biological weapons materials or the scientists with
knowledge of weapons will fall into the hands of other nations or
terrorist entities. We will look at the tremendous, unique capabili-
ties of our Special Operations Forces in the current war and their
potential future roles. We will also consider the capabilities of the
chemical and biological defense programs that are meant to protect
our military and our Nation against such deadly agents as anthrax.

Finally, we will examine how the sum total of our military’s ca-
pabilities can be harnessed by technology to transform our Armed
Services into a 21st century force that is designed to meet these ur-
gent and future threats. It is this subcommittee’s formidable task
to help allocate resources for programs in a way that help our
Armed Forces respond to these threats appropriately and, I might
say, effectively.

In his State of the Union Address, President Bush indicated a
particular concern for two threats that we face: international ter-
rorism and proliferation of nuclear, chemical, and biological weap-
ons, also known as weapons of mass destruction. The two phenom-
ena become linked if states that have access to weapons of mass
destruction intentionally or unintentionally make such weapons or
technologies available to terrorist groups.

That concern brings us to our meeting today. One of the nations
President Bush highlighted in this regard was Iraq. We know, and
the testimony by Senator Roberts just recapped and summarized
what I am saying, but all we know from members and officials that
have testified before this committee and others is that the Govern-
ment of Iraq used chemical weapons in the 1980s against its own
people, the Iraqi Kurds, and against its neighbors. After the Gulf
War we learned Iraq had both chemical and biological weapons
ready to use, and has made considerable progress in developing nu-
clear weapons.

During the Gulf War we tried to destroy Iraq’s weapons of mass
destruction facilities, at least the ones we knew about. After the
war, the UN Special Commission on the ground in Iraq learned a
great deal more about their programs and were able to oversee the
destruction of much of them, but how much they were able to de-
stroy is still subject to debate.

Saddam Hussein never has fully cooperated with UNSCOM, and
he kicked them out of Iraq in 1998. Since that time we have had
no inspectors in Iraq, no access to their facilities. We have less in-
formation now, 3 years later, as to what the situation is, and that
is part of what our meeting is about here today.

We do know that the United Nations had sanctions in place for
the last decade. Furthermore, various experts and policymakers at
one time, including Secretary Powell, have said that without these
sanctions it would be easier for Iraq to reconstitute its nuclear,
chemical, biological, and missile programs. However, according to
a recent statement by the Director of Defense Intelligence, the lack
of intrusive inspection and disarmament mechanisms permit Bagh-
dad to enhance WMD programs.

CIA Director George Tenet has also declared that Saddam re-
mains a threat. He is determined to thwart UN sanctions, press
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ahead with weapons of mass destruction, and resurrect the military
force he had before the Gulf War. The CIA believes that Iraq is ex-
panding its chemical and biological programs and pursuing other
capabilities. There is clearly an urgent need to fully examine and
access this particular threat. We should be deeply concerned about
Baghdad’s capabilities, because this is a state whose president de-
clares that we are wicked and exhorts Arabs to unite and stand up
against us.

Saddam Hussein, regardless, is an enemy. That is clear to many
of our allies, but the question is what means he is capable of using
against us? What weapons could he and would he choose to wield
against Americans or America? Finally, would he be willing to
make weapons of mass destruction available to our terrorist en-
emies, and what is the likelihood of that?

Through the testimony of our witnesses today, we hope to paint
a clearer picture of this threat of nuclear, chemical, and biological
weapons, and have a better assessment of his intentions. Ulti-
mately, this hearing should help us determine the military and in-
telligence capabilities we need to combat this hostile regime.

On the first panel we are very fortunate to have Tony
Cordesman and Charles Duelfer, both from the Center for Strategic
and International Studies. Dr. Cordesman has testified before this
committee before. He is well-known as a former staff member for
Senator John McCain, and he has gone on to distinguish himself
in many other ways. He has a solid reputation of tracking the mili-
tary capabilities of Iraq and its neighbors.

Mr. Duelfer served as Deputy Executive Chairman of the UN
Special Commission from 1993 until its termination, so he has
first-hand knowledge of the subject that we are exploring today.
Currently, he is a visiting resident scholar at the Center. He brings
his extensive monitoring and arms control experience to our discus-
sion.

So let me at this point ask Senator Bingaman if he has an open-
ing statement.

Senator BINGAMAN. Madam Chairwoman, I will just wait to hear
the witnesses. Thank you.

Senator LANDRIEU. Senator Collins could not stay for the hearing
today, but her opening statement will be made part of the record.

[The prepared statement of Senator Collins follows:]

PREPARED STATEMENT BY SENATOR SUSAN M. COLLINS

Thank you, Madam Chairwoman. Today, this subcommittee will hear testimony
from individuals representing the Center for Strategic and International Studies
and our Intelligence agencies to provide insight into the weapons of mass destruc-
tion (WMD) program of Iraq. This issue is an extremely important one. I share the
concern of most Americans about the trends and developments associated with the
continued proliferation of weapons of mass destruction and the missiles to deliver
them, and that is why this hearing is so important.

While Iraq’s program is one of several WMD programs that exist today, Iraq’s pro-
gram is believed to be both well-established and hidden at the same time. It is the
uncertainty surrounding the depth and capabilities of Iraq’'s WMD program that
concerns me the most.

Although there are uncertainties and unknowns associated with the Iraq WMD
program, we do have some knowledge of the facts. First and foremost, it is a known
fact that Iraq has had and will continue to proliferate its other weapons of mass
destruction and missiles to deliver them. It is also known that this activity has been
ongoing since, at least, 1973. Additionally, on the basis of the past experience, the
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world’s experts conclude that Baghdad has reconstituted its prohibited WMD pro-
gram, and it is suspected that Baghdad has active chemical and biological weapons
programs.

We also know that Iraq has rebuilt portions of its missile production facilities, and
has attempted to purchase numerous dual-use items, supposedly for legitimate civil-
ian use. However, I would not be surprised if these dual-use items were being di-
verted to further Iraq’s WMD program capabilities. Iraq is also known to be aggres-
sively pursuing a nuclear capability, and continues to acquire and develop advanced
conventional weapons.

With that said, the on-going challenge is to find ways to better understand the
capabilities that Iraq currently has, and to determine and explore what strategic op-
tions exist to stop this proliferation now and in the future. The more we know, the
beﬁer we are able to deter and detect terrorist activities similar to the events of

I do not believe that we will solve this action today, but I find it encouraging to
see the United Nations Security Council and this administration engaged in this
issue. I thank you for taking the time to testify before this subcommittee and I look
forward to hearing your candid assessments of Iraqg’'s WMD program, and hope to
gain some additional insight into measures that can be taken to stop Iraq’s pro-
liferation. Thank you, Madam Chairwoman.

Senator LANDRIEU. Thank you. We will begin, Dr. Cordesman,
with your testimony.

STATEMENT OF DR. ANTHONY H. CORDESMAN, ARLEIGH
BURKE CHAIR AND SENIOR FELLOW, STRATEGIC ASSESS-
MENT, CENTER FOR STRATEGIC AND INTERNATIONAL
STUDIES

Dr. CorDESMAN. Thank you very much, Senator. If you do not
mind, I will ask that my formal statement and the attachments be
included in the record and will just comment on a few points which
I think may serve as an introduction.

One thing we have to remember is that we have made almost
three decades’ worth of effort to fight proliferation in the Middle
East. We may be focusing on current developments, but I can re-
member going to the battlefields after the October War and finding
them covered with chemical defense gear for two sides which were
prepared as far back as 1973 to begin a serious chemical war. In
fact, Egypt used chemical weapons in Yemen as far back as the
1960s.

Nations like Iran, Iraq, Egypt, Israel, Libya, Syria, and others
have now been proliferating consistently for decades, so we are not
talking about something which can be tied to a single country or
even to a single part of the Middle East, and it certainly cannot
be tied to a single type of weapon.

I think, however, that virtually everyone would agree that Sad-
dam Hussein has both been extraordinarily dedicated to prolifera-
tion and has been willing to make it the focus of his military capa-
bilities and his state. It is particularly worthwhile, I think, to point
out that during the Gulf War Saddam Hussein went so far as to
prepare a launch-under-attack capability to use chemical or biologi-
cal weapons.

It was a crude capability. It involved dispersing weapons where
they could be used to arm aircraft, although it may have involved
some dispersal of missile warheads. But the fact that he was will-
ing to go this far, and was willing to intermingle chemical and bio-
logical weapons with conventional weapons and with very unclear
distirl;ctions between types, indicates the level of risk he is willing
to take.
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One of the key issues we face is that ever since the Israeli raid
on Osirak he has demonstrated the ability to disperse his weapons,
efforts to conceal them, to create underground and hardened struc-
tures with a high level of survivability, and to set up many duplica-
tive efforts. So finding one or even two aspects of Iraq’s activities
may not reveal the scale of what he has done.

We found out after the Gulf War that everything we said during
the Gulf War about destroying his capabilities was wrong. Al-
though the Department of Defense promised several times publicly
that it would issue a damage assessment after our new series of
strikes in Operation Desert Fox, there has never been any official
assessment from the Department of Defense of the effectiveness of
the strikes made during that operation. I think that is a warning
not only in terms of the limits of military action, but of what in-
spection can do.

I will not repeat some of the points that Senator Roberts made.
I do not think it is worth pointing out in great depth that Saddam
Hussein is a liar, but you cannot appreciate the scale of his lies
until you read in detail through the UNSCOM reports. Year after
year, and report after report, you find the sheer scale of Iraq’s com-
mitment to lying and concealing.

These lies have current implications. Even if we get inspectors
in again, we might well see a situation where Saddam would sac-
rifice some limited elements of his capabilities simply to allow the
inspectors to find something and then leave. He will certainly dis-
perse his capabilities even further. He might delay his operations
in the face of new inspections, but frankly I cannot believe that he
would stop.

We should also be aware that there has been in the past far too
much focus on Iraqi missiles as a possible system of delivery. It is
unlikely to me that if Iraq has a nuclear device it can be lifted by
a missile body. Missiles are not a particularly effective way to de-
liver biological weapons, and there are many other ways that these
weapons can be smuggled or used. We need to be very careful to
consider the full spectrum of delivery systems.

We should also remember that Iraq’s past efforts were designed
to fight a theater-wide war against Iran. We have learned the hard
way, however, that very small attacks using weapons of mass de-
struction can be extraordinarily disruptive and costly, and that we
cannot really count on seeing visible warning indicators based on
any repetition of the massive Iraqi effort that existed in 1990.

There are several other uncertainties I would like to stress. I
have heard Saddam always described as somebody who acts on
pragmatic logic and risk perceptions. Well, I watched when he in-
vaded Iran, and I watched when he invaded Kuwait, and that is
not to me a guarantee of future pragmatism.

We also need to be very careful about the fact that we cannot de-
termine exactly what level of nuclear development has occured in
Iraq, or what kind of device and weapon Iraq might use. If Saddam
is willing to take risks, to use material with low levels of enrich-
ment, to produce unpredictable levels of yield, or low yield and high
radiation, the level of sophistication of such a nuclear device would
be far simpler than the kind of sophisticated implosion devices and
two weapons designs he had at the time of the Gulf War. I do not
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believe it is possible to conceal enrichment systems like centrifuges
orbiiiffusion facilities in small cells, but it is at least technically pos-
sible.

In the case of biological weapons, we have to remember that 10
years have gone by since the time of the Gulf War. Perhaps
Charles can comment, but if they began a now covert effort after
the Gulf War, focusing on dry, storable weapons, it is extremely
unlikely that we could detect it. Such an effect could be very small
and we know from past experience with wet biological agents that
civilian facilities could be converted virtually from zero to mass
production of the facilities in less than 6 months.

I raise these points because when we talk about inspection I do
not mean to imply that they might not be useful, but I think there
is zero probability that new UN inspections could detect efforts of
this kind, much less an effort to break out or suddenly deploy small
amounts of chemical weapons like the VX to arm a few missiles.

Iraq does not have an extensive known history of using terrorist
organizations as proxies. I should comment, however, that this is
a region filled with conspiracy theories, and with so many conspir-
acy theories it is certainly possible that Iraq will have conspiracies.

One thing that also concerns me, partly because the Israelis con-
stantly raise the issue, is the possibility that Iraq might this time
attack Israel if it came under U.S. or other attack simply to try to
drag it into a much broader war, and to complicate the situation
or simply to poison the well in the aftermath of a broader conflict.

I think we face four other major uncertainties. One is whether
we can contain Iraq successfully once it slowly and systematically
builds up its weapons of mass destruction. I do not believe the
issue is the exact level of Iraqi capabilities today. I think it is the
fact that the situation is virtually certain to deteriorate steadily
over time.

Second, I mentioned the issue of inspection. I simply see no pos-
sibility that any form of inspection without almost transparent
human intelligence and full access to what the leadership knows
would uncover a biological effort. You cannot prevent the tech-
nology base from existing, and in some areas like biological weap-
ons you can reconstitute the effort virtually from zero in a matter
of months.

Third, I really am not sure what our targeting capabilities are.
I have not seen recent evidence that we are better off today in our
ability to find and target dispersed Iraqi weapons efforts and have
a counterproliferation strike than we were, say, in 1991 or 1998.

Finally, a point about regime change. I think any regime for Iraq
would be better than Saddam Hussein. There is a very real possi-
bility that if we acted in the aftermath of a war to overthrow Sad-
dam, to create a stable Iraq, to help it develop, to create more
democratic regimes, we would have a much better regime than
Saddam Hussein. However, let me go back to history. For almost
three decades, Iran, Iraq, Syria, Israel, and Libya have pro-
liferated, and we now have Pakistan and India indirectly in the
equation, so we need to be careful. Proliferation may or may not
stop if Saddam goes.

Thank you.

[The prepared statement of Dr. Cordesman follows:]
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PREPARED STATEMENT BY DR. ANTHONY H. CORDESMAN

At this point in time, no unclassified source can hope to accurately characterize
Iraq’s current holdings of weapons of mass destruction or the rate at which it can
improve its present capabilities. At the same time several facts are clear. Iraq has
a long and well-documented history of acquiring and using weapons of mass destruc-
tion. (This history is summarized in Attachment One.) In fact, proliferation has now
been a major Iraqi objective for well over a quarter of a century.

IRAQ’S HISTORY OF PROLIFERATION

Iraqg’s attempts at proliferation date back to at least the time of the October War
in 1973, and it actively sought nuclear weapons for several years before the Israeli
strike on its Osriak reactor in 1981. It stepped up its efforts to acquire chemical
and biological weapons after it suffered its first serious round of reversals in the
Iran-Iraq War in 1982, rushed to use chemical weapons as soon as it could deploy
initial amounts of mustard gas, and escalated to far more serious uses of chemical
weapons before the Iran-Iraq War ended.

It chose to use chemical weapons against its own Kurds when some supported
Iran. It rushed biological weapons forward at the same time, and it seems virtually
certain that it would have used them if it had not defeated Iran so decisively in
the spring of 1988. It rushed extended range Scuds into deployment and conducted
a major missile campaign against Iran’s cities, developed chemical and biological
warhclaads for its missiles, and develop a family of much longer-range/higher payload
missiles.

Iraq prepared to make massive use of chemical weapons during the Gulf War in
1990-1991, and disbursed its biological weapons so that they could be used in air
strikes. It carried out a major series of conventional missile strikes on Israel and
Saudi Arabia and prepared a “launch under attack” option to use chemical and bio-
logical weapons if the leadership was threatened or saw a broad defeat as inevi-
table. It rushed forward its nuclear program, attempting to build at least a few
weapons by the early 1990s. It refined biological weapons for agricultural attacks
as well as attacks on human beings and looked at alternative means of delivery
such as drones, crop sprayers, and helicopters.

Sustaining these programs during the 1980s and through 1991 cost tens of bil-
lions of dollars at times when Iraq was effectively bankrupt and dependent on other
Gulf states for its financial and military survival. The programs were massive in
scale, and involved the development of delivery systems with far longer-ranges than
were needed simply to cover Iran. They were part of an equally massive conven-
tional military build-up, and seem to have been directed at regional dominance, not
simply the defeat of Iran and invasion of Kuwait. They clearly would have given
Iraq a capability to target Israel and Turkey and every U.S. base in the region with
the exception of Diego Garcia.

The Gulf War did surprisingly little damage to either Iraq’s missile programs or
any of its chemical, biological, radiological, and nuclear (CBRN) programs. The most
damaging single U.S. strike was an accident when an aircraft struck a secondary
target selected for other purposes. The U.S. lacked the ability to effectively target
Iraqi CBRN and missile facilities and forces because of the highly covert nature of
Iraq’s programs—a problem the U.S. had not solved when it carried out equally inef-
fective strikes in December 1998 as part of Operation Desert Fox—and in spite of
8 years of UNSCOM inspections.

Ever since the end of the Gulf War, Iraq has made its missile and CBRN pro-
grams its highest single national priority. It has been willing to accept more than
a decade of continued UN sanctions, to suffer follow-on U.S. and British air strikes,
to cripple its economic development and cause massive suffering for its people, and
see its conventional forces massively deteriorate because of its lack of conventional
arms imports. (The cost and nature of the deterioration in Iraq’s conventional forces
is shown in Attachment Two). In fact, there are strong indications that Iraq not only
did everything possible to retain its pre-Gulf War capabilities in spite of UNSCOM
inspections, but created new, highly compartmented, black programs in case
UNSCOM could succeed in tracking down all of the programs it had in place in
1991.

Iraq has lied to the UN and the world every time this helped it to preserve its
CBRN and missile weapons and facilities, and has been willing to suffer repeated
diplomatic embarrassments in the process. The biggest of these lies was its denial
of a massive biological weapons program between 1991-1995, but it has lied about
its missile, chemical and nuclear weapons programs as well. It has been repeatedly
caught importing or attempting to import dual-use items and CIA and Department
of Defense reporting makes it clear that it continues to do so to this date.
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THE CERTAINTY OF A CONTINUING THREAT

Given this background, several things become clear:

e Iraq is ruled by a regime of proven liars that will lie again whenever this
is convenient.

e Iraq will never cease proliferating as long as the present regime is in
power.

e Iraq does not perceive any moral or military “redlines” that will prevent
it from using CBRN weapons if it feels this is expedient.

e Iraq will continue to try to develop long-range missiles but has long had
other delivery options and will almost certainly continue to improve them.
e Iraqi proliferation will not be tied to one type of weapon of mass destruc-
tion. It will seek chemical, biological, radiological, and nuclear weapons.

These points in some ways make Iraq’s current missile and CBRN capabilities
moot. The issue is not whether Iraq has yet achieved nuclear weapons or extremely
lethal biological weapons, or even whether it will indulge in another round of UN
inspections. It is that this regime will eventually acquire nuclear weapons and bio-
logical weapons with equal or greater lethality if it is given the time and oppor-
tunity to do so. It also will not change character or somehow enter the mythical
“family of nations.” Its leadership has a grimly consistent record and set of goals,
and the sons of Saddam Hussein have made it clear that Iraq has not even made
a convincing public attempt to give up its claims to Kuwait or any of its other re-
gional ambitions.

KEY UNCERTAINTIES

At the same time, it is important to make several caveats about Iraqi capabilities
and intentions:

e Iraq has been more reckless than pragmatic in the past, and its leader-
ship must fully understand the risks of using such weapons. However,
Iraq’s conventional weakness pushes it towards the threat or use of CBRN
weapons, and Saddam Hussein took massive risks in invading Iran and Ku-
wait.

e No one outside the intelligence community and possibly within it can pre-
dict the point at which Iraq will get deliverable nuclear weapons or predict
their yield and lethality.

o The same is true of highly lethal dry storable biological weapons, and of
variants that are genetically engineered or have no effective medical treat-
ment.

e Without an actual test or series of tests, neither we nor the Iraqi leader-
ship can predict the lethality of a nuclear or biological weapon, of the reli-
ability, accuracy, and efficacy of any given means of delivery. (The technical
and historical data the U.S. has on weapons effects and lethality are not
reliable enough to do more than speculate in these areas and errors of more
than an order of magnitude are possible.)

e Iraq may or may not have the smallpox virus and the ability to conduct
a major infectious attack using covert or asymmetric means. Such an attack
could, however, have nuclear lethalities and might be undetectable until it
was well underway.

e Iraq has the technical capability to use a combination of strike aircraft
and/or residual missile forces to create a launch on warning or launch
under attack capability.

e Iraq could probably covertly or directly mount a CBRN/missile attack on
}J.S. 1forces in Gulf ports, key facilities in Southern Gulf states, and/or
srael.

e Iraq does not have an extensive known history of using terrorist organi-
zations or proxies, but does have associations with them, and there are no
major barriers to such attacks. A covert and/or unattributable attack is pos-
sible, particularly under false flag conditions or ones where Iraq might be
able to piggyback on an attack by a known terrorist group.

e Other nations, such as Iran, might in turn conduct false flag attacks de-
signed to implicated Iraq.

e Iraq may have the capability to attack agriculture as well as humans.

e There is no way to determine how third countries would react to the
threat or reality of an Iraqi CBRN attack until the event occurs. An Iraqi
regime in extremis might attack nations like Kuwait, Israel, and Saudi
Arabia either out of revenge or it an effort to broaden the conflict and pre-
serve the regime.
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The four most serious uncertainties, however, are not matters of what weapons
Iraq has or how it might use them, but rather ones relating to the strategic options
open to the U.S. First, they are whether U.S. containment can be successful in pre-
venting Iraq from exploiting its CBRN capabilities. If the U.S. should lose its ability
to enforce Operations Northern and Southern Watch and freedom of action in strik-
ing at those Iraqi capabilities it can identify, the answer is clearly no. The same
may well be true if UN sanctions erode to the point where Iraq has much greater
freedom of action in importing dual use items.

The second uncertainty is whether any new round of UN inspections can really
be successful in stopping Iraqi proliferation. The answer is probably no. They might
well be able to stop Iraq from major development of missiles and their deployment,
large-scale production of chemical weapons, and producing fissile material in any
significant amounts. They cannot affect Iraq’s technology base, they cannot hope to
detect a covert biological program with nuclear lethalities, and they cannot hope to
prevent Iraq from assembling a nuclear device if it can obtain fissile or “dirty” fissile
material from outside Iraq. In fact, efforts directed at large, observable Iraqgi CBRN
and missile activities may simply push Iraqi into concentrating on biological weap-
ons and asymmetric means of delivery.

Third, it is uncertain that the U.S. can now do a more effective job of targeting
Iraqi missile and CBRN facilities and weapons than it did during the Gulf War and
Operation Desert Fox, in spite of the impressive advances in U.S. targeting and
strike capabilities demonstrated in Kosovo and Afghanistan. Iraq is expert at cam-
ouflage, deception and the use of decoys, exploits dispersal and movement (shell
games), creating duplicate and back-up systems, and creating small covert facilities.
Preserving such residual capabilities would be particularly important in the case of
biological and nuclear weapons.

Finally, the U.S. cannot count on Iraq ceasing to proliferate simply because of re-
gime change—even if the new regime initially appears to do so. Iraq is a highly na-
tionalistic country that exists in a region where Iran, Israel, Pakistan, India, Syria,
and Egypt are also proliferators. As is the case with a number of Asian powers like
South Korea and Taiwan, Iraq may at a minimum preserve a sudden breakout capa-
bility in an area like biological weapons almost regardless of regime.
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Trends in the Gulf Military Balance - Overview

+  Despite the Gulf War, and the loss of some 40% of s army and air force order of baitle, Irag remains the most
eifective military power in the Guif.

= It still has an ammy of around 375,000 men, and an inventory of some 2,200 main battle tanks. 3,700
other armored vehicles, and 2,400 major artillery weapons. It also has over 300 combat aircralt with
potential operational status.

+ At the same time. Iraq has lacked the funds, spare parts, and production capabilities to sustain the
quality of its consolidated {orces,

+  Iraq has not been able to restructure its overall force structure to compensate as effectively as possible
for its prior dependence on an average of $3 billion & vear in arms deliveries. It has not been able to
recapitalize any aspect of its force structure, anc about two-thirds of its remaining inventory of armor
and aircraft is obsolescent by Western standards.

+  Iraq has not been able to fund and/or import any major new conventional warfare technology to react
to the lessons of the Gulf War, or to produce any major equipment -- with the possible exception of
limited numbers of Magic “dogfight” air-to-air missiles.

*  In contrast, Saudi Arabia has taken delivery on over $66 billion worth of new arms since 1991, Kuwait
has r=ceived $7.6 billion, Iran $4.3 billion, Bahrain $700 million, Oman 31.4 billion, Qatar $1.7
billion, and the UAE $7.9 billion,

»  Equally important, the US has made major upgrades in virtually every aspect of its fighter avienics,
attack munitions, cruise missile capabilities, and intclligence, reconnaissance, and targeting
capabilities.

+  Iraqg’s inability to recapitalize and modernize its forces means that much of its large order of battle is
no obsolescent or obsolete, has uncertain combat readiness, and will be difficult to sustain in combat. It
also raises serious questions about the ability of its forces to conduct long-range movements or
maneuvers and then sustain coherent operations.

»  Irag has demonstrated that it can sull carry out significant ground force exercises and fly relatively
high sortie rates. It has not, however, demonstrated training patierns that show its army has consistent
levels of training, can make effective use of combined arms above the level of some individual
brigades, or has much capability for joint land-air operatiors. It has not demonstrated that it can use
surface-to-alr missiles in a well-organized way as 2 maneuvering fores 1o cover its depluyed land
forces.

. ran remains a major threat to Iraq. Iran lost 40-60% of its major land force equipment during the climactic
battles of the Iran-iraq War in 1988 It has, however, largely recovered from its defeat by Irag and now has
comparatively large forces.

= Jran now has an army of around 430,000 men — including roughly 125,000 Revolutionary Guards, and
an inventory of some 1,608 main battle tanks, 1,300 other armored vehicles, and 3,200 major artillery
weapons. [t also has over 280 combat aircraft with potential operatienal status.

= lran has been able to make major improvements in its ability to threaten mariime traffic through the
Gulf, and to concuct unconventional warfare.

> lran has also begun 1o acquire modern Soviet combat aircraft and has significart pumbers ol the export
nd BMP.

version of the T-




16

The Mititary Balance tn the Galf 2421402

iz}
&

»  Iran has rot. however, besn asle to offset the absolescence and wear of its overall inventory of armor,
ships. and aircraft.

»  Iran has not been able to modernize kev aspects of its military capabilities such as airborme sensors and
C*I/'BM. electronic warfare, land-based air defense integration, beyvond-visual-range air-to-aic combat,
nigh: warfare capabilities, stand-off attack capability, armored sensors and fire control systems,

ery mobility and battle management. combat saip systermns integration, etc.

art,

* In contrast. no Southern Gulf state has built up significant ground forces since the Gulf War, and only Saudi
Arabia has built up a significant air force.

+ Only two Southern Gulf forzes ~ those of Sauci Arabia and Kuwait — have a significant defense
capability against Iraq

«  Iran now has an army of around 11,000 men, and an inventory of some 300 main battle tanks, 500
other armored vehicies, and 100 major artillery weapons. [t also has some 80 combat aireraft. Tt can
only effectively man and deploy about two-thirds of its land weapons and

«  Saudi Arabia has made real progress in improving its 75,000 man National Cuard. Its army, however,
lacks effective leadership, training, and organization. It now has an army of around 73,000 men ~, and
an inventory of some 1055 main baule tanks, 4,300 other armored vehicles, and 300 major artillery
weapons. It also has aronnd 330 combat airoraft with potential operational status. The army has made
little overall progress in training since the Gulf War, can probably only fight about haif of its
equipment holdings in the Iraqi border area (and it would take 4-6 weeks to deploy and prepare this
strength), and has declined in combined arms capability sinse the Gulf War. It has litde capability for
joint land-air operations. Its individual pilots and aircraft have experienced a growing readiness crisis
since the mid-1990s. It has lacked cohesive leadership as 2 fighting force since that time and cannot
fight as a coherent force without US support and battle management..

*  Kuwait pow has an army of only around 11,000 men, and an active inventory of some 292 main bartle
tanks, 466 other armored vehicles, and 17 major artillery weapons. It has only 82 combat aircraft with
potential operational status. It is making progress in training, but has not shown it can make effective
use of combined arms above the battalion level, and has lintle capability for joint land-air operations.
Iis individual pilots and aircrafl have moderate readiness, but cannot fight as a coherent force without
US suppart and battle managsment.

*  There has been little progress in standardization and interoperability: advances in some areas like
ammunition have been offset by the failure to integrate increzsingly advanced weapons systems

*  Showpiece exercises and purchases disguise an essentially static approach to force improvement which
is heavily weapons oriented, and usually shows tule real-world appreciation of the lessons of the Gulf
War, the “revolution in military affairs,” and the need for susiainability.

*  Current arms deliveries are making only token progress in correcting the qualitative defects in Southern Gulf
farces, and no meaningful progress in being made towards integrating the Southern Gulf countries under the
Gulf Cooperation Council {GCCY.

i rights reserved.
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The Military Balance in the Gulf

Iraqi vs. Neighboring Forces in 2002 - Part One

Iran {rag Bahrain.  Kuwait Saudi Tuckey Jorcan, Syria
Arabia™

Manpower

Total Active 513,000 424,000 11000 153500 201.500

Regutar 325,000 375.000 11000 13300 103,500

National Guard & Other 125,000 0 0 0 75.000

Reserve 350,000 650,000 0 23700 20,000 378,70

Paramilitary 40,000 42,000+  10.160 3,000 15,500+ 152,200
Army and Guard
Manpower 450.000% 000 8,300 11,000 130,000 402,000
Regular Army Manpower 323000 375,000 8,500 11,000 75,000 402,000
Reserve 350,000 630,000 0 0 20,000 258,700
Total Main Bartle Tanks*** 1,565 2,200 1oe 385 1,055 4,205 1,038 3,500 (1,200)
Active Main Battle Tanks 1,565 1,900 166 293 710 2,993 1,030 3,200
Active AIFV/Recce, Lt. Tanks 863 1,300 71 355 3.600 85 3,285
Total APCs 390 2,400 235 151 3,643 1.130 1,600
Active APCs 550 1,800 205 111 3,480 980 1,200
ATGM Launchers 5 100+ 13 118 943 40 6,050
Self Propelled Artillery 310 130 62 68 (18) 200 668 418 450
Towed Artillery 2,085 1,900 22 0 238(38) 679 3 1,630
MRLs 889+ 200 9 27 60 84 0 480
Mortars 5,000 2,000+ 21 78 400 2,021 700 658
S8M Launchers 51 56 0 a o 0 0 72
Light SAM Launchers ? 1,100 78 0 630 897 944 4,055
AA Guns 1,700 6,000 27 0 10 1,664 416 2,060
Air Force Manpower 30,000 30,000 1,500 2,500 20,000 60,100 15,000 40,000
Alir Defense Manpower 15,000 17,000 4] 0 16,000 0 0 60,000
Total Combat Aircraft 283 316 34 82 348 505 10t 589
Bombers 0 6 5] 0 0 0 0 4]
Fighter/Attack 163+ 130 12 40 100 - 70 154
Fighter/Interceptor T4+ 180 22 14 181 - 31 310
Recce/FGA Recce 6 5 0 0 10 59 0 14
AEW C4U/BM 1 0 0 3} 5 7 0 0
MR/MPA** 5 0 9] 0 0 - 0 0
OCL/COIN/CCT 0 0 0 28 14 - 0 0
Other Combat Trainers 35 157 0 0 50 - 0 11
Transport Alrcraft¥*** 68 12 3 4 61 80 23
Tanker Alrzraft 4 2 0 0 16 7 0 0
Total Helicopters 628 375 47 28 137 - 73 197
Armed Helicopters**** 104 100 40 16 21 37 20 87
Other Helicopters®**= 524 273 7 12 116 - 53 110
Major SAM Launchers 250+ 400 15 84 106 92 80 648
Light SAM Launchers ? 1,100 - 60 309 86 - 60

AA Guns - 6,000 - 60 340 - - 4,000

t Anthony H. Cordesman, all rights reserved
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Iraqi vs. Neighboring Forces in 2002 - Part One

Iran Irag Babrain  Kawait  Saudi Tordan Svria
Total Naval Manpower 38,000% 2,000 2,000 2000 13300 340 6,000
Regular Navy 15,400 2,000 1000 2,000 12,300 540 6.000
Noval Guards 20,000 0 0 [ Q 0 a
Marines 2.800 - - - 3,000 & 0
Maijor Surface Combatants
Missile 3 0 3 ¢ 8 22 0 Q
Other 0 0 0 o 0 1 0 2
Patrot Craft
Missile 10 B § 10 9 2 0 10
(Revolutionary Guerds) 10 - - - - - - -
Other 42 3 4 0 17 28 3 3
Revolutionary Guarcs (Boats) 40 - - - - - -
Submariges 3 0 Q G 4 13 o 9
Mine Vessels 7 3 0 0 7 24 0 5
Ampnibious Ships 9 0 0 0 8 0 3
Landing Craft 2 - 4 2 8 59 0 4
Support Ships 22 2 5 4 7 27 0 4
Naval Air 2,000 - - - - - [ 0
al Alreraft
xed Wing Combat 3 0 0 0 0 0 0 0
MR/MPA 0 0 0 0 0 0 0
Armed Helicopters 19 0 Q 0 21 16 0 6
SAR Helicopters - 0 Q [ 4 0 Y 0
Mine Warfare Helicopters 3 0 0 3} 0 a 0 33
Other Helicopters 19 - 2 - 6 7 0 -

Note: Equipment in storage shown in the higher figure in parenthesis or in range. Alr Force totls include all helicopters,
including army operated weapons, and all heavy surface-lo-air missile faunchers.

* {ranian total includes roughly 100,000 Revolutionary Guard actives in lend forces and 20.000 in naval forces.

** Saudi Totals for reserve include National Guard Tribal Levies. The total for land forces includes active National Guard
equipment. These additions total 430 AIFVs, 730(1,540) APCs, and 70 towed artillery weapons.

**#% Total tanks include tanks in 5torage or conversion.

*##% fncludes navy, army, national guard, and royal flights, but not paramilitary.

*##%% Includes in Arr Defense Command

Source: Adapted by Anthony H. Cordesman from interviews. Internationa! Institute for Strategic Studies, Military Balanee ({1135,
LondonY; Jane's Semiinel, Periscope; and Jaffee Center for Swrategic Stedies, The Military Balance in the Middle East (JCSS, Tel
Avivy

Copyright Anthony H. Cordesman. all rights reserved,
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Gulf Military Forces in 2002 - Part One

Iran Irag Bahrain  Kuwait  Oman  Qatar Saudi UAE Yemen
Arabia*
Manpower
Total Active 513,000 424,000 11,000 15300 43,400 12,330 201,500 63,000 54,000
Regular 325,000 375,000 11,000 15500 28,900 12,330 105,300 63,000 54,000
National Guard & Other 125,000 0 0 0 6,400 0 75,000 0 0
Reserve 350,000 650,000 ¢ 0 0 20,000 0 40,000
Paramilitary 40,000 42,000+ 10,160 4,400 0 13,506+ 1,100 70,000

Army and Guard

Manpower 450,000% 375,000 8,300 11,000 2500C 8,500 150,000 59,000 49,000
Regular Army Manpower 325,000 375.000 8500 11,000 25,000 8,500 75,000 55,000 49,000
Reserve 350,000 650,000 0 0 0 0 20,000 0 40,000
Total Main Battle Tanks*** 1,565 2,200 106 385 mn7 33 1,035 411 910
Active Main Battle Tanks 1,563 1.500 106 293 117 35 710 330 910
Active AIFV/Recce, Lt. Tanks 865 1,300 71 353 78 1i2 1,270+ 780(40) 440
Total APCs 390 2,400 235 151 189 190 3,440 620 440
Active APCs 550 1,800 203 111 103 172 2,630 57 40
ATGM Launchers 75 100+ i35 18 48 124+ 480+ 3035 7
Self Propelled Artillery 310 150 62 68 (18 24 28 200 181 55
Towed Artillery 2,083 1,900 22 0 96 12 238(58) 80 395
MRLs 889~ 200 9 27 0 4 60 72(24) 165
Mortars 5,000 2,000+ 21 78 101 435 400 155 502
SSM Launchers 51 56 0 0 0 0 10 6 30
Light SAM Launchers 7 1,100 78 0 72 0 650 100 00
AA Guns 1,700 6,000 27 0 26 0 10 62 330
Alr Force Manpower 30,000 30,000 1,500 2,500 4,100 2,100 20,000 4,000 3,500
Air Defense Manpower 15,000 17,000 0 o} 0 0 16,000 0 0
Total Combat Alircraft 283 316 34 82 40 18 348 101 71(40)
Bombers 0 6 0 0 0 0 0 0 0
Fighter/Attack 163+ 130 12 40 12 18 100 4 40
Fighter/Interceptor 74+ 180 22 14 0 0 181 22 25
Recce/FGA Recce 6 3 0 0 12 0 10 8 0
AEW C4I/BM 1 0 0 0 0 0 5 0
MR/MPA** 5 0 0 0 0 0 0 0 0
OCU/COIN/CCT 0 0 0 28 16 Q 4 28 0
Other Combat Trainers 35 157 0 0 0 0 50 0 6
Transport Aircraft=*** 68 12 3 4 16 6 61 21 18
Tanker Ajreraft 2 2 0 0 0 0 16 0 0
Total Helicopiers 628 375 47 28 30 23 157 105 25
Armed Helicopters**** 104 100 40 1 0 % 21 49 8
Other Helicopters**** 524 275 7 12 30 4 16 56 17
Major SAM Launchers 230+ 400 15 §4 40 9 106 39 37
Light SAM Launchers ? 1,100 - 60 28 90 309 134 120

AA Guns - 6,000 - 60 - - 340 - -

Copyright Antheny H. Cordesman, al! rights reserved.
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Gulf Military Forces in 2002 - Part One

Iran Iraq Bahrain  Kuwait  Oman datar Saudi UAE Yemen
Arabia®
Total Naval Manpower 38.000* 2,000 1.000 2,000 4.200 1,730 15,500 2,000 1,500
Regular Navy 15,400 2,000 1,000 2,000 4,200 1,730 12.500 2,000 1,500
Naval Guards 20,000 0 0 0 0 0] 0 0 0
Marines 2,600 - - - - - 3,060 -
Major Surface Combatants
Missile 3 0 3 0 0 0 8 4 0
Other 0 Q 0 0 0 8} 0 0 [l
Pairol Craft R
Missile 10 1 6 10 6 7 9 8 4
(Revoiutionary Guards) - - - - - - - -
Other 42 3 4 0 7 - 17 6 5

Revolutionary Guards (Boats) 40 - - - - - - - -

Submarines 3 0 0 0 0 0 Q 0 0
Mine Vessels 7 3 0 0 0 0 7 0 6
Amphibious Ships 9 0 0 0 1 0 0 0 1
Landing Craft 9 - 4 2 4 0 8 5 5
Support Ships 22 2 5 4 4 - 7 2 2
Naval Air 2,000 - - - - - - - -

Naval Aircraft

Fixed Wing Combat 5 0 0 0 0 9] 0 0 0
MR/MPA 10 0 0 0 (7 4] 0 0 0
Armed Helicopters 19 0 0 0 4] 0 21 (8) 0
SAR Helicoprers - 0 0 0 0 0 4 (6) 0
Mine Warfare Helicopters 3 0 0 0 0 0 0 0 0
Other Helicopters 19 - 2 - - - 6 -

Note: Equipment in storage shown in the higher figure in parenthesis or in range. Air Force totals include all helicopters,
including army operated weapons, and all heavy surface-to-air missile launchers.

* Iranian total inctudes roughly 100,000 Revolutionary Guard actives in land forces and 20,000 in naval forces.

*= Saudi Totals for reserve include National Guard Tribal Levies. The total for land forces includes active National Guard
equipment. These additions total 430 AIFVs, 730(1,540) APCs, and 70 towed artillery weapons.

**= Total tanks include tanks in storage or conversion.

*ex Includes navy, army, nacional guard, and royal flights, but not paramilitary.

w=x% Includes in Air Defense Cornmand

Source: Adapted by Anthony H. Cordesman from interviews, International Institute for Strategic Studies, Militarv Balance (IISS,
Londen); Jane's Seatinel, Periscope: and Jaffee Center for Strategic Studies, The Militarv Balance in the Micdle East (JCSS. Tel
Aviv)

Copvright Anthony H. Cordesman, all rights reserved
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Major Measures of Combat Equipment Strength - 2002

Total Main Battle Tanks in Inventory
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Total Fixed Wing Combat Aircraft
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Source: Estimated by Anthony H. Cordesman using data from the [ISS Military Balance, the on-line edition of
Jare's Sentinel Security Assessment, and the on-line edition of Perigcope.

Anthery M. Cordesman, all rights reserved.
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Total Gulf Military Manpower By Service - 2002

£000C0
500000 +
400000 +
300000 ~
200000 +
100000 -
o o] =

iran irag Saudi Bahrain | Kuwait Oman Qatar UAE Yemen
1 Nav: 18000 2000 15500 1600 2000 4200 1730 2000 1500
® Air Def | 15000 | 17000 | 16000 - - - -
O Air 45000 | 30000 | 20000 1500 2500 4100 2100 4000 3500
O Guard | 125000 - 75000 - - 6400 -
& Army | 325000 | 375000 | 75000 8500 11000 | 31500 8500 53000 | 49000

Source: Estimated by Anthony H. Cordesman using data from the 1ISS Military Balance, the on-line edition of
-Jane’s Sentinel Security Assessment, and the on-line ecition of Periscape.

Copyright Anthony H. Cordesmar, all righis reserved.
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Total Active Military Manpower in Gulf Armies in 2002
(Total includes Iranian Revolutionary Guard. Saudi National Guard, and Omani Roval Guard)

500000

450000

400000

350000

300000

250000

o Total B Regular
200000

150000

100000

50000

“ g e I
Saudi . . AF
iran frag Arabia Bzhrain | Kuwait | Oman Qatar UAE Yernen

O Total |450000(375000|150000| 8500 | 11000 | 31500 { 8500 | 59000 | 43000
= Regular |325000 [375000] 75000 | 8500 | 11000 | 25000 | 8500 | 59000 49000

Source:
Milt

timated by Anthony H. Cordesman using data from various editions of the [ISS Milirary Balance, Jane's Sentinel, and
noiogy

Copyright Anthony H. Cordesman, all rights reserved.
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Total Gulf Operational Armored Fighting Vehicles - 2002

6000

5000

4000

-

=

=

Kuwait | Oman

Iran Irag Saudi {Bahrain Qatar UAE Yemen
1 APCs 550 18C0 2630 205 111 103 172 570 340
o AlFV/Recce/Lt. Tanks 755 1300 1655 71 355 78 112 780 440
O Main Battle Tanks 1345 1800 710 106 293 117 35 237 910

Source: Estimated by Anthony H. Cordesman using data from the IISS
Jane's Sentinel Security Assessment, and the on-line edition of Periscope.

Copyright Anthony H. Cordesman, all rights reserved.

Militarv Balance, the con-line edition of
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Total Operational Tanks in All Gulf Forces 1990-2002

6000
J— ——a— UAE
\ —:— Saudi Arabia
\ — — Oman
5000 — — Qatar
—— — Kuwait
—_ — —lrag
— —lran
000 ——GCC
4 |
——- Bahrain
3000
T~
2000 g

1000

0
—8&— UAE
— —Saudi Arabia |35 0 700{700!
— —Oman 39 [39 73191
— _—Qatar 12|24 24242424 |24124 (24242424 24242424
— —Kuwait 380|280{240]220[240[240|240{240[260(275[275]245] 36 {200{150| 164|220}
— —Irag 190{230{236{260{275(290|450|450}456{550(550|230|230|220|220{235{270
— —Iran 173}173|141]110}940{100]100[100]100{100{500[500|700{700[850] 1 24| 1 30|
GCC 6a2]634]787[850[850]858|383{885[969{108{107]104[105]113]114]115}127
Bahraia 60 |50 |54 543181 81[106]106]

Note: Iran includes active forces in the Revolutionary Guards. Saudi Arabia includes active National Guard.
Adapted by Anthony H. Cordesman from various sources and the 11SS Military Balance, the on-line edition of
Jane's Sentinel Security Assessment, and the on-line edition of Periscope.

Copyright Anthony H, Cordesmar, all rights reserved
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Medium to High Quality Main Battle Tanks By Type in 2002

1200

1000

800

600

400

N B

0 Iran Irag Saudi | Bahrain | Kuwait Oman Qatar UAE Yemen
0 Zulfigar 10
aT-62 75 200 250
OM-60A1 150 100 6 50
® OF-40
®}T-72 480 700 60
O M-84
Tle Clerc 330
W Challenger 2 38
O M-60A2
O M-60A3 450 106 73
BM-1A2 315 218

Note: Iran includes active forces in the Revolutionary Guards. Saudi Arabia includes active National Guard. Source: Adap Y
Arthony H. Cordesman from the I1SS, Military Balance, Periscope, JCSS. Middle Eas: Military Balance , June’s Sentinel, and lane's B

Copyright Anthony H. Cordesman, ali rights reserved.



27

The Military Balance

Advanced Armored Infantry Fighting Vehicles, Reconnaissance Vehicles,
Scout Vehicles and Light Tanks by Type in 2002

3000
2500
2200
1500
1000 4
500 4
0 [ :
Tran Saudi Kuwait Qman Qatar
oyvBL - - - - - 41 16 - .
3 Bradiay - - 500 - - . - N
» Warrior - = - - 254 - - - N
. - - 35 - - Go0 -
400 - - - a5 . _ -
330 - - - - - -
900 - - - - 330
* Scarpion S0 - - - - 37 - 76
QLAY Vartants - - 117 - - - - -
® Pirarha 11 - - 430 - - - 36 - .
BYPR.TES - - 23 - - N -
AN LORC - - - - - - 12 - .
» AMX-0P - - 570 - . . 40 15 N
RREDRM.Y - 50 - i E 4 . A o
B AML-245 . - - - - N - -
o AML.E0:90 - &0 358 22 - - - 43 ES)
Sd - - - - - “
a0 V B N N
B N 3 N
- - 244 - - . *20) .

-z, the on-ling edition of Jane’s Sentinel
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Total Gulf Self-Propelled, Toward and Multiple Launcher Gulf Artillery By
Category - 2002

3000 T

2000

1500

1000

0 iran Iraq Bahrain | Kuwait Oman Qatar Yemen
O Multiple Rocket Launcher 889 200 9 27 0 4 165
| Towed Tube 2085 1900 238 22 0 96 12 395
0 Seif-Propelled Tube 310 150 200 62 68 24 28 181 55

Source: Adapted by Anthony H. Cordesman from the [ISS, Militarv Balance, Periscope, JCSS, Middle East Militarv_ Balanee,
Jape's Sentinel, Jane's Defense Weeklv, and material provided by US experts.

st Anthonyv H. Cordesmman, al! rights reserved
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Gulf Inventory of Towed Artillery by Caliber in 2002
2300
2000 +—
e
1300 +— et
1000 +— T
500 +— fonee]
51 BN B — =R
Tran Irag Saudt Bahrain Kuwait Oman Qatar JAE Yemen
© 203 mm 20 30
%280 mm
2173 mm
0155 mm 205 230 S0 4 12 13
w152 mm 30 10
£1130 mm 1100 460 24 75
0122 mm 600 970 30 20 130
® 103 mm 130 121 40 8 2 &0 35
£ 100 mm

Source: Prepared by Anthony H. Cordesman, based upon discussions with US experts using data from the (ISS  Miliary Balance,
“the gn-line edition of Jane's Sentine! Security Assessment, and the on-line edition of Pegiscope.
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Gulf Inventory of Self-Propelled Artillery by Caliber in 2002

350

250

150

50

Iran Irag Saudi | Bahrain | Kuwait Oman Qatar UAE Yemen
0203 mm 30
8175 mm 30
170 mm 1

0155 mm 160 95 200 13 59 18 28 177
W152 mm 35
0130 mm
0122 mm 60 20
105 mm
0100 mm 30

0

Note: Does not include weapons in full time storage, and does include Saudi National Guard and Iranian Revolutionary Guards.

Source: Adapted by Anthony H. Cordesman from the 1ISS, Militarv Balance, Periscope, Jane's Seniingl, and Jane's Defense
Weekly

Copyright Anthony H. Cordesman, all rights reserved.
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Page 17

Gulf Inventory of Multiple Rocket Launchers by Caliber in 2002

500

400

100

j—

Tran

frag

Saudi

Bahrain

Kuwait

Oman

Qatar

UAE

Yemen

12

4

G240 mm

0227 mm

W 160 mm

o140 mm

0132 mm

G127 mm

60

o122 mm

150

0107 mm

Q70 mm

i8

Note: Does not include weapons in full time storage, and does include Saudi National Guard and [ranian Revolutionary Guards
Source: Adapted by Anthony H. Cordesman from the 1SS, Military Balance, Periscoge, Jane’s

Weekly

Copyrizht Antheny H. Cordesman, all rights reserved

ating!, and Jane's Defense




The Military Bajance in the Gulf 221402 Page 18

Total Gulf Air Force and Air Defense Manpower — 2002

50000

45000

40000 +4

35000 +

30000 ~

25000 A

20000 +—

15000 +

10000 +

5000 A

=

o4 : i

Iran Irag Saudi Bahrain Kuwait Oman Qatar UAE Yemen
o Air 30000 | 30000 | 20000 1500 2500 4100 1500 4000 3500
® Air Def | 15000 | 17000 | 16000 - - - -

Source: Adapted by Anthony H. Cordesman from the {[SS,  Military Balange. Periscope, JCSS, Middle East Milzory Balance |, Janc’s Sentinel,
and Jang's Defense Weekly and material provided by US experts.

Copyright Anthony H. Cordesman, ail r
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Total Operational Combat Aircraft in All Gulf Forces 1990-2002

8CC
700
819380 | 2002
500
500
400
300
200 +
100 -
07 Saudi |
audt . .

Iran Iraq Arabia Bahrain | Kuwait | Oman Qatar UAE Yemen
01990 18§ 589 189 24 35 57 18 91 585
®2002| 283 316 348 34 82 40 18 101 71

Adupted by Arthony H. Cordesman from the HSS. Militarv Balance, Periscope, JCSS. Middle East Militarv Balance , June's Sentinel,
.and Jane'y Defense Weekly. and material provided by US experts.

Copyright Antheny H. Cordesman, all rights reserved.
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Gulf High and Medium Quality Fixed Wing Fighter, Fighter Attack, Attack,
Strike, and Multi-Role Combat Aircraft By Type - 2002

400
350
300
250
200 +
150 7
100 A
50 ~
H
° Saudi
Iran Iragq Arabia Bahrain Kuwait Oman Qatar Yemen
= Tornado ADV - 22 - - - - - -
g Tomadoe IDS - - 85 - - - - - R
o Hawi - 45 - 12 12 - 39
O Jaguar - - - - - 12
o Mirage 2000 - - - - - N 12 24
m Mirage F-1 - 38 - - 14 - - -
o Alpha - - - . z N s
25 12 - B N s 3
1 - - - -
7 12 - - - - - -
30 1 - - - - N -
OSu-20/22 - 30 N N R N N - D)
oF-18 - - - - 40 - - - -
mFE-16 - - - 22 - - - - -
mF-153 - - 72 - - - - - -
O F-15C/D - - 87 - - - - - -
aF-14 23 - - - - - - - R
M E-4E 66 - - - - - - - -
O F-SE/F 60 - 53 12 B B B R 10

Source: Adapted by Anthony H. Cordesmar from the {ISS, Military Balange, Periscope. JCSS. Middle East Military Balance | Jane's Serii

and Jane's Defenye W

terial provided by US experts.

Copvyright Anthony H. Cordesman, ail rights reserved
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Gulf Medium Quality Fixed Wing Fighter, Fighter Attack, Attack, Strike,
and Multi-Role Combat Aircraft By Type - 2001

160

80 +— |—]

60

40

]

Buhrain | Kuwait Oman Qatar

Saud.
Arabia

a MB-326 - - - - . B N 3 .
o MB--339 - - - - B 4 N 3 .

fran Iraq Yemen

g
Sl
S
N

[
o
0
o
iS5

o Tucano - - - - 13 B ~ N .
o F.-5 60 - 63 f
o MiG-23 - 50 s B N B . - .
o MiG-2] - 20 - s . . T - 30
o F-7M E [ - B 3 . N ”
o Hawic - - [ 6 - 39 -
o Jaguar - - - B , B B 5 B
m F4E 56 - - B B B . N .

W
5

Source: Prepared by Anthony H. Cordesman, based upon discussions with US experts using data from the II5S Military Balance,

the on-line edition of Jane's Sentinel Security Assessment, and the on-line adition of Pzriscone.

Anthony H. Corcesman, ail rights reserved.
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Gulf Low Quality Fixed Wing Fighter, Fighter Attack, Attack, Strike, and
Multi-Role Combat Aircraft By Type - 2002

120

100

30 4

6G 4

40

a
iran frag :f:;x; Batraln | Kuwait Qman UAE Yemen

i PC-9 - - - - - 12 - - B
W HD-6/Tu-22 - 6 - - - - - . -
C Hawk 64 - - - - 12 - - -
w Hawk 6t 5

3 Hawk 83 - - - - - - 37 -
B Hawk 65/635A - 45 - - - - -
o Hawk 102 - - - . ) . 7 B
W Hawk 103 - - - - 12 - -
1 Alphajet - - - - - - £ . -
0 F-SEF 60 - #(53) 2 . N . . 0
®E-SAB - - 14 _ N V B R 3
o MIG-23 - &0 - - - - - -

EMIG-2! - 40 - - - R - - 24
B Sy-7 - - - - - - - . -
©F-7 24 8 - - - B - - -
©1 Tucanc - - - B 16 R B R
» BAC-167 - - - - - 12 - - N
™ MB-339 - - - - 59 -
o MB-326 - - - N . . 4 ) N

e [SS. Miliwry Balsgee, Periscope, JCSS, Middle Cast Milisary Balanes

« material provided by US experts.

Scuree: Adapizd by Anthory H. Cordesman from
3 Defens

and jane’ iy, an

Copyright Anthony H. Cordesman, all rights reserved.
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Gulf Reconnaissance Aircraft in 2002

20

5 +—
0 - - y
lran irag Saudi |Bahrain | Kuwait Oman Qatar UAE Yemen

O Tornado FGA 10
0 Mirage 2000 RAD, 8
O MiG-25 4
® RF-SE 10
O RF-4E 15
® Hawk 203 12

Anthony H. Cordesman from the [ISS. M
ekly, and material provided by LS expers.

izary Balance, Pariscope, JCSS, Middle Eqst Military Balarce |, Jane's Sentinel,

Copyright Anthony H. Cordesman, all rights reserved
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Sensor, AWACs, C41, EW and Elint Aircraft in 2002

Iran iraq Bahrain Kuwait Oman Qatar UAE Yemen

w

v H. Cordesman from the [ISS. Military Balance, P pe, JCSS, Middie East Military Balance , Jane's Seatinet,

and material provided by US experts

Copyright Anthony H. Cordesman, all rights reserved.
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Gulf Attack Helicopters in 2002

Page 25

120
100
30
60
40
]
g
20 ooz
0
Iran Traq Saudi | Bahrain | Kuwait | Oman Qutar Yemen
aTAH-1P 3
OAH-64 12 20
O AS-563 Panther 15 13
mSA-342K HOT 16 11 10
o AH-1E 24
= AH-1J 85
=S-342 15 a
2 Commando Exocet 3
0.AS-332 Exocet 6 4 5
05A-321 Exocet is
0S-70A1
o Mi-35 8
o Mi-24 24
®AB-212 10
CSA-315 AS-12 i5
®SA-316/319 SS11/12 12 7
®BO-105 AS-11/HOT 13

*Source: Adapted by Anthony H. Cordzsman from the I1SS. Mititarv Balance, Penscope, JCSS. Middl

Defense Weekly, and material provided by US experts.

“opyright Anthony H. Cordesman, all rights reserved

Jare’s Sentingl ang Jang'
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Gulf Land-Based Air Defense Systems in 2002

“ountry Major SAM Light SAM AA Gues
Bubrain 8 [Hawk 60 RBS-70 13 Oerlikon 33 mm
18 Stinger 121L/70 40 mm
7 Crotaie
Iran 16/150 [ Hawk 1.700 Guns
3710 SA-S ZU-23.ZSTU-23-4,
45 HQ-2J (5A-2; 5130 Rapier
7542 FM-80 (Ch Crotale)
15 Tigercat Type 55
SA-7
Stnger {?)
lrag Roland 6,000 Guns
1,500 SA-7 ZSU-23-4 23 mm,
(SA-8 M-1939 37 mm,
(SA-9 2Z8U-57-28P. 37T mm
(SA-13 85 mm, 100 mm, 130 mm
(SA-14,5A-16
Kuwait 4/24 T Hawk 6/12 Aspede 6/2X35mm Oerlikon
4/16 Patriot 48 Starburst
Oman None Blowpipe 10 GDF 35 mm
345A-7 47U-23223 mm
14 Javelin 12 L-60 40 mm
40 Rapier
Qatar None 10 Blowpipe ?
12 Stinger
9 Roland

Saudi Arapa

Yemen

16/128 1 Hawk
8/7 Patriot

5730 T Hawk Bry.

SA-2.SA3, SA-6

20 SA-7, 24 Mistral

189 Crotate

400 Stinger

500 Mistrat

300 Redeye

17/68 Shahine mobile
40 Crotale

73 Shzhine static

20+ Blowpipe
Mistral

12 Rapier

9 Crotale

13 RBS-70
100 Mistral

SA-7,54-9 SAJ3 SA-14
800 SA-7/5/13i14

50-73 AMX-30SA 30 mm
92 M-163 Vulcan
150 L-70 40 mm (in store}

42 M-3VDA 20 mm SP
20 GCF-BM2 30 mm

30 M-167 20mm

20 M- 163 Vulean 20mm
100 ZSU-23-4 23 mm
150 M-1939 23 mm

120 5-60 37 mm

KS-12 85 mm

H. Cordesman from the [ISS, Militarv Balance, Periscope, JCSS, Middle East Militarv Balance , Jane's Sentinel,
d material provided by US experts.. Some data adjusted or estimated by the author.

Source: Adapted by Antt
and Jang's Defense 9

Antheny H. Cordesman. al] rights reservec.
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Total Gulf Naval Manpower in 2002
40000
35000 +
30000 14
25000 1
20000 A
15000 +
10800+~
5000 1
. = [ S
iran Irag Saudi | Bahrain | Kuwait Oman Qatar UAE Yemen
B Marines 28600 3000
0 Naval Gaurds | 2000
O Reguiar Navy | 15400 | 2000 | 12500 | 1000 2000 4200 1730 2000 1500

el
g

b

Source: Adapted by Anthony H. Cordesman from the [ISS, Military Balance, Periscope, JCSS, Middle East Military Balance |, Jare's Figating
Ships. 20002001, Jane's Seatirel, and Jane's Defense Wesklv,, and material provided by US experts.

Copvright Anthony H. Cordesman, all rights raserved.
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Gulf Naval Ships by Category in 2002

120
100
80 7
60
40 1
20
Q
Iran frag Saudi | Bahrain | Kuwait Oman Qatar Yemen
X Submarines 3
8 Major Missile Combat 3 8 3 2 4
Q Major Other Combat 2
O Missile Patrol 20 1 9 4 10 4 8 4
W Other Patrof 42 5 17 <] 7 7 5 5
= Mine 7 3 7 5
O Amphibious El 1 1
O Landing Craft 17 3 8 4 5 4 1 S 5

Source: Adaptzd by Anthoay H. Cordesman from the 1ISS, Military Balance, Periscope, JCSS, Middle East Military Balance | Jane's Fighting
Skips, 2000-2001, Jane's Sentinel. and Jare's Defense Weekly,, and material provided by US experts.

Copynight Anthony H. Cordesman, all rf
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Gulf Warships with Anti-Ship Missiles in 2002
25
20
15
10 T
5 4
O -
iran irag Saudi  |Bahrain | Kuwait UAE
W Frigates with Exocet - - 4 4 - - N - -
I Frigates with Harpoon - - - 1 - - - Z -
O Frigates with Sea Kifier 3 - - . - - B N N
o Corvettes with Exocet - N - 2 - 2 - 2 -
O Corvettes with Harpoon - 4 - - - - - B
a Patrol Craft with Harpoon - - 9 - - - N - B
G Patrol Craft with C-802 20 - - . - - . - R
® Patrol Craft with Sea Skua - - - 4 - - -
O Patro] Craft with Exocet - - - 4 2 4 7 8 -
4 Patrol Craft with C-801 - - - - - - - 3
8 Patrol Craft with SS-N-2A - 1 - - - - - 2

Scuree: Adapted by Anthony H. Cerdesman fro
Ships. 2000-2001, June's Sentinet, and Jare s Def:

Copyright Anthony M, Cordesman, all £
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Gulf Mine Warfare Ships in 2002

0 fran I fraq I Saudi ]Bahram IKuwa\t | QOman i Qatar I UAE |Yemen |

LD Mine Countermeasure 7 I 4 ‘ 7 ‘ 0 l o) | 2 l 0 I 0 | §

ry Balance |, Jane's Fighting

Source: Adaptad by Anthony H, Cordesmar, from the IISS. Militgry Balance, Periscope, JCSS. Miidls East Mi
$¢ 2000-2001, Fane's Sentigel, and Jane’s .. and material provided by US expents

Copyright Anthony H. Cordesman, all
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Gulf Amphibious Warfare Ships in 2002

Page

[

tran

frag

Saudi

Bahrain

Kuwait

® Landing Craft

17

4

2 4 1

0 Amphibious Shins

Ships, 2000-2001, Jan

, and Jape’s Defense Wes

dapred by Anthony H. Cordesman from the [ISS. Miliary Balapg

Periscope. JCSS, Middle Eust M:

ary Balance

Tane’s Fighting

Iv., and material provided by US expers.
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Gulf Naval Aircraft and Helicopters Aircraft in 2002

w
&

Iran Iraq Sandi Bahrain Kuwait

Oman

Qatar

UAE

Yemen

O PF-3 MR

w

BC-130H-MP

w

w

mDO-25 MR

C1 AS-565 Sar

W AS-565 AS-15TT

O A8-332 Exocet

O AS-332 Tpt

0 AS-332 SAR/Attack

O SA-321 Exocet

aSA-316

OAB-212 ASW

m Commando-Exocet

= SH-3D ASW

G RH-33D MCM

o

Total

Source: Adapted by Aathony H. Cordesman from the (1SS, Military Bala

Shaps, 2000-2001, Jane's

40 o 3 0

Periscope, JICSS, Middle Eas

s Defense Wezkly., and material prov

Copyvright Anthony H. Cordesman, all rights rescrved.

ided by US experts.
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Gulf Arms Buys by Supplier: 1987-2000

(New arms agreements in current US Smiflions)

Buysr Country, Suppligr Country
Ls Russia,  Ching  Major West Syronean Other Burepean AllOthers  Total
o 2,300 200 1.200 1600 3,800
Q 20¢ 100 00 00 1.200
] 8§00 o 300 o 1.500
0 300 ) e 0 1.100
2 800 00 100 00 1300
trag
1987-90 0 300 00 300 500 1060 3,000
199144 bl 0 0 0 0 0 0
1995-08 0 o 0 0 0 Q i
1996-99 a 0 Q a o 0 4
19872000 o 0 o o ¢ 0 o
300 0 9 ¢ 0 & 300
199194 200 O ¢ ¢ 4] ¢ 00
1395.98 500 ¢ o 0 0 0 00
1996-99 300 o a [ 0 0 300
1997.2000 700 ] o 0 0 0 00
Kaweait
198790 2500 200 o 200 00 200 3200
199194 3300 $00 o 1800 [+ iy 6,200
1993598 900 o 200 00 100 0 1,966
19%6-09 300 o 00 106 0 ¢ 1108
1997-200¢ 500 0 200 G Q 0 00
Oman
198790 ic0 0 0 600 o 0 00
199194 0 0 0 500 0 100 €00
0 0 a 300 100 100 300
el 0 0 300 100 o 400
0 0 0 300 100 3 400
8 & o a o 8 o
4 0 ¢ 2,000 g g 2000
o 0 [ 0 ¢ o 900
o ¢ 0 800 & g 80
o 0 0 & ¢ ¢ o
198790 18300 200 360 23.000 2,300 200
199194 13,600 o 0 6600 100 0
19 i 3300 o 0 1,700 800 300
159699 530 o Q <00 900 300
19972000 4300 @ ¢ 0 1,100 300
300 4 0 300 o 409 1000
4 300 350G 0 3,900 100 Q 4,80
1995-48 100 400 a 6,000 800 100 7.400
1996-99 300 400 0 6.000 800 200 7.700
TOI997-2000 6300 800 - 6,000 200 200 14,000

se nearest $100 mitlion,
= the Devalnnisg Nations, Cong | Reszarch Service, various editions,

datz roundied 0
ionat Arny T

O =less s
Source: Richard

F. Grimmez, Cop!

s reserved

Copys

t Antwny H. Cordesman, al! o
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Total Gulf New Arms Agreements from the Gulf War to 2000

{$Current US Millions)

60,000

50,000
40,000
30,600
20,000
10,000

5 ] = el E =

Saudi . .

lran Irag Arabia Bahrain Kuwait Oman Qatar JAE Yemen

01389-19921 6,700 1,800 26,700 300 2,900 800 700 2,000 1C0

®1993-1995] 1,200 190 18,800 300 4,300 700 2,200 5,000 700

01997-2000| 1,100 220 5,70C 700 700 400 0 14,000 400

Q = lzss than $30 miltion or nil. and al! data rounded to the nearest $100 million.
Source: Richard F. Grirmett. Conventional Arms Transfers to the Developing Nations, Congressional Research Service. various editions.

¢ Anthony H. Cordasman, all rights reserved
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Total Gulf New Arms Deliveries from the Gulf War to 2000
($SCurrent US Millions}
120,000
100,000
80,000
60,000
40,000
20,000
0 D == = —r
| ! Saudi | gy K o Qatar Ve
ran raq Arabia ahrain uwait man emen
01989-13%2| 6,300 5,500 29.600 500 2,000 200 300 2,8C0 1,200
W 1993-1996] 2,600 190 31,900 200 4,600 1,200 0 3,760 400
0 1987-2C000 1,700 ©90 34,000 300 3,000 200 1,700 4,200 200

arest $100 million.
s 10 the Developing Nations, Congressional Research Service, various ecitions.

0 = fess than $30 millior. or nil, and all data rounded to th
Source: Richard F. Grimmert, Conventional Arms Trans

right Anthony H. Cordesman, al ts reserved.
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Total Gulf New Arms Agreements and Deliveries 1997-2000

{$Current US Millions)

18.00¢

14,000

12,000

10,000

8,000

5,000

4,000

2,000

0 4

Sauch
iran irag Araba Bahrain Kuwait Oman Qatar UAL Yarmen

|8 Agreements| 1,100 220 5,700 700 700 400 a 14,000 400

[l Deliveriss 1,700 130 16,200 300 3,000 200 1,700 4,200 200

0 = sy than 330 million or ail, and all data rounded to the nearest $100 million.
Souree: Rickard F, Grimme, Conventonal Arag Transfers 1 the Developing Nations, Congressional Rasearch Service. varlous editions.

Coprright Anthony H. Cordesman, all rights reserved.
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Iraq - Overview

«  lraqi purchases matched Saudi purchases during the mid-t980s, burt Iragl deliveries in current US dollars
dropped {rom $11 billion annually during 1988-1991 10 below 5200 million annually in 1992-1993.

«  Comparisons of Tragi new agreements end arms deliveries by supplier country reveal a drastic decline in new
agreements before the Gulf War that would have seriously compromised lrag's import-dependent forces even
without the Gulf War.

¢ New agreements with Russia dropped from $11.8 billion i1 1983~1986 to $4.1 billion in 1987-1990, belore
dropping to zero after 1951,

*  New agreements with China dropped from $1.7 biilion in 1983-1986 10 30.6 billion in 1987-1990, before
dropping io zero after 1951,

*  New agreements with E. Europe dropped from $4.0 billion in 1983-1986 1o S1.0 billion in 1987-1990,
before dropping to zero after 1991

*  In contrast, new agreements with the major West European states rose from $1.0 billion in 1983-1986 o
$2.7 billion in 1987-1990, before dropping to “zere” for everything but minor deliveries of smugagled parts
and equipment after 1991 -- reflecting frag’s growing interest in advanced military technology before the
cuiotf of arms imports.

*  In spite of various claims, Iraq’s domestic production capability can only play & major role in allowing Irag to
sustain ity modern weapons aad ability to use advanced military technology. Iraqg remains an import dependent
couniry.

* Irag's past pavern of arms imports makes it highly dependent on access to a wide range of suppliers --
particularly Western Burope and Russia. Even if one nation should resume supply, Irag could not rebuild its
military machine without broad access to such suppliers and would be forced to convert a substantial
amount of its order of battle ro whatever supplier(s) were willing to sell.

*  In spite of some smuggling, Iraq has had negligible export earnings since 1990, and faces significant long
term fimits oo its ability to import even when sanctions are lifted.

«  Irag will encounter severe problems after UN sanctions are lifted because of the inability of the FSU w0
provide efficieat deliveries of spares and cost-effective upgrade and modermization packages.

+  No accurate data are available on Iragi military spending and arms imports since 1991, but estimates of
trends in constant dollars, using adjusted US government data, strongly indicate that Iraq would need to
spend sums approaching 320 billion to recapitalize its force soucture.

* Major modernizaticn efforts to counter US standards of capability could add $10 billion each to key
modernization efforts ke {and-based air defense, air defense, air and missile strike capabilities, armored
modernization, modgrnization of other land weapons, and reconstitution of the Iragi Navy, Modemnization
to match Saudi levels of capability would be about half these totals.

Copyright Antheny H. Cordesman, all rights reserved.
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Iraqi Dependence on Decaying, Obsolete, or Obsolescent Major Weapons

Land Forces

» 500-700 M-48s, M-60s, AMX-30s, Centurions, and Chieftains captured from Iran or which it obtained in small
numbers from other countries.

» 1,000 T-34, T-55, T-77 and Chinese T-39 and T-69 tanks

* 200 T-62s.

= 1,500-2,100 (BTR-30. BTR-60, BTR-152, OT-62. OT-64, etc

* 1,600 BDRM-2, EE-3, EE-9, AML-60. AML-90

. 800-1,200 towed artillery weapons (105 mm, 122 mm, 130 mm, and 155 mm).

*  Unknown number of AS-11, AS-1, AT-1, crew-portable anti-tank-guided missiles.

*  More than 1,000 heavy, low-quality anti-aircraft guns.

* Over 1,500 SA-7 and other low-quality surface-to-air guided missile launchers & fire units.

* 20 PAH-1 (Bo-105); attack helicopters with AS-11 ané AS-12, 30 Mi-24s and Mi-25s with AT-2 missiles, SA-
342s with AS-12s, Allouettes with AS-11s and AS-12s.

*  100-180 worn or obsolete transport helicopters.

Air Force
»  6-7HD-6 (BD-6), 1-2 Tu-16, and 6 Tu-22 bombers.
+ 100 J-6, MiG-23BN, MiG-27, Su-7 and Su-20.
. 140 J-7, MiG-21, MiG-25 air defense fighters.
* MiG-21 and MiG-25 reconnaissance fighters.
¢ 15 Hawker Hunters.
«  1I-76 Adnan AEW aircraft.
*  AA-6, AA-7, Marra 530 air-to-air missiles.
» AS-11, AS-12, AS-6, AS-14; air-to-surface missiles.
25 PC-7,30 PC-9, 40 L-29 trainers.
*  An-2, An-12, and I1-76 transport aircraft.

Air Defense
* 20-30 operational SA-2 batteries with 160 launch units.
* 25-50 SA-3 batteries with 140 launch units.
*  36-35 SA-6 batteries with over 100 fire units.
* 6,500 SA-Ts.
+ 400 SA-9s.
192 SA-13s

Navy
*  Ibn Khaldun.
»  Osa-class missile boat.
* 13 light combat vessels.
* 3-8 landing craft.
*  Agnadeen.
* | Yugoslav Spasilac-class transport.
*  Polnocny-class LST.

Source: Estimate made by Anthony H. Cordesman based discussions with US experts.
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Iraq’s Massive Military Effort Before the Gulf War

(SUS Millions)
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1981 1982 | 1983 {1984 | 1985 | 1986 | 1987 | 1988 | 1989 | 1990 | 1891

—&—Milex ($Current) 6.8 11.3 13.9 16.5 12.5 13.8 14 13.7 1 11.8 9.5

——Milex ($1991) 10.1 15.9 18.7 21.4 15.6 16.8 16.4 15.6 12 12.4 9.5

— ~—Arms Imp ($Cur) 4.3 7.1 6.9 9.2 4.9 6 6.9 5.4 2.3 2.8 0

— —Arms Imp ($1990)} 6.4 10 9.3 11.9 6.1 7.3 6.9 6.1 2.5 2.9 0

0 = less than $50 million or nil, and all data rounded to the nearest $100 million.
Source: Richard F. Grimmetr, Conventional Arms Transfers to the Developing Nations, Congressional Research Service. various editions.
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The Iraqi Cumulative Arms Import Deficit Enforced by UN Sanctions

(Measured in $US 01 Constant millions)
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Source: Adapted by Anthony H. Cordesman from US Arms Control and Disarmament Agency, World Military
Expenditures and Arms Transfers, various editions.
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The Problem of Iragi Military Production

+  Iraq developed significant ammunition, small and light arms, and gun barre! production facilities before the
Gulf War, and many survive and function. However, focused most'resources on weapons of mass destruction.

«  Left even high tech service (e.g. French and Russian aircraft) to foreign technical support teams. Did not
attempt to develop major in-house capabilities.

»  Pre-1991 production was heavily prototype-oriented and largely prestige-oriented in nature.

» Did import T-72 kits, in theory as transition to production facilities. However, far from clear that Iraq has
industrial base for such manufactures.

»  Iragi modifications sometimes succeeded, but many failed and had an “impress the maximum leader character.”
E.g. T-72 upgrades.

+  Historically, assembly of major weapons does not lead to technology transfer or effective reverse engineering
capability without extensive foreign support. Net impact is to create over-specialized facilities, waste resources.

*  No developing state, including India and China, has yet demonstrated that it can successfully mass manufacture
an advanced fighter plane or tank, even on a turn-key basis.

»  Few nations have made useful major equipment upgrades for armor and aircraft. Jordan and South Korea,
Turkey are among few successes. Egypt, India, Pakistan are more typical.

+ Iraq has effectively been cut off from all major imports of parts and specialized equipment since 1990s,
although dual use items, civilian electronics and sensors, and computer gear are not effectively controlled.

»  Black market imports, substitution, and local manufactures can only provide an erratic arid inefficient substitute
for large scale resources.

«  Some indications that Iraq is giving priority to importing equipment for weapons of mass destruction.

Copyright Anthony H. Cordesman, all rights reserved.



The Military Balance in the Gulf 2/21/02 Page 42

Major Iragi Military Production Facilities

*  Tank assembly plant operating under Polish and Czech licenses at Al-Amen.
*  Major armor refitting center at Base West World (Samawa).
*  Manufacture of proximity fuses for 155 mm and cluster munitions at April 7 (Narawan Fuse) Factory.

*  Manufacture of 122 mm howitzers, Ababil rockets, tank optics and mortar sights at Sa'ad 5 (Sa'ad Engineering
Complex).

«  Manufacture of wheeled APCs under East European license, other armor, and artillery pieces at Al Taji).

*  Manufacture and repair of artillery, vehicle parts, and cannon barrels at SEHEE heavy engineering complex (Al
Dura).

*  Aircraft assembly and manufacturing plant under construction at Sa'ad 38. (Fao)
*  Manufacture of aerial bombs, artillery pieces, and tungsten-carbide machine tool bits at Badr (al Yusufiyah).

*  Production of explosives, TNT, propellants, and some vehicle production capability at Al Hiteen (Al
Iskandariyah).

*  Production of cluster bombs-and fuel-air explosives at Fao. i

*  Production of aerial bombs, TNT, and solid rocket propellants at Al Qagaa.
*  Manufacture of small naval boats at Sawary (Basra).

*  Production and modification of defense electronics at Mansour (Baghdad).

*  Production and modification of defense electronics, radars, and frequency-hopping radios at Sa'ad 13 (Salah al
Din - Ad Dawr).

= Digital computer software, assembly of process line controllers for weapons plants, and plastic castings at
Diglia (Zaafarniyah).

= Precision machining at Al Rabiyah.

*  Manufacture of non-ferrous ammunition cases at Sa'ad 21 (Mosul).

*  Liguid nitrogen production at Al Amil.

*  Production of ethylene oxide for fuel-air explosives at PCI.

»  Production of HMX and RDX explosives at Fallujah chemical plant at A} Muthanna.

*  Manufacture of gas masks at Sa'ad 24 (Mosul).

Copyright Anthony H. Cordesman, all rights reserved.
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Iraqi WMD Force Developments

Iraq is currently under UN sanctions that include controls on its imports and how it uses its cil revenues,
and which prohibit the sale or ransfer of weapons and dual-use techaology to Iraq. UNSCOM dismantied much of
its missile holdings and production capabilities between 1991 and 1958, as well as many of its stocks and
capabilities to produce weapons of mass destruction. The US and Britain struck hard at Iraq’s remaining missile
production capabilities in Operation Desert Fox in December 1998,

Nevertheless, Table IIL7 shows that Iraq retains significant capabilities to design and build long-ranze
missiles, and biological and nuclear weapons. Although UNSCOM and the IAEA succeeded in destroying much of
its capabilities, and virtually all of its fissile material production facilities, Irag has managed to retain the capability
to build missiles with ranges of 130 kilometers or less, and has exploited this shwation to develop facilities which
can rapidly be converted to the production of longer-range missiles.

The sheer complexity and persistence of the Iraqi effort described in Table IIL7 is a warning of what the
current regime In Iraq may do if it can ever free itself of UN sanctions. It shows that Irag continues to try o import
dual-use components that can be used in the production of nuclear weapons, and much of its biological weapons
equipment has never been found. It is also important to note that Trag has persisted in such efforts at the cost of
nearly a decade of sanctions, massive economic sacrifices, and the inability to import conventional arms. Table 1IL7
is 2 history of immense costs and immense sacrifices involving a full spectrum of massive programs ~ facts that are
generally ignored by these who focus on the human costs of sanctions while ignoring the potential cost of not
maintaining them, -

The National Intelligence Council summarizes the Yragi ballistic missile threat 1o the US as foliows:i

“Although the Gulf war and subsequent United Nations activitizs destroyed much of Iraq's missile
infrastructure, Iraq could test an ICBM capable of reaching the United States during the next 15 years.

*  After observing North Korean activities, Irag most likely would pursue a three-stage Taepo Dong-2
approach to an ICBM (or SLV), which could deliver a several-hundred kilogram payload to parts of the
United States. If Irag could buy a Taepo Dong-2 from North Korea, it could have a launch capability within
months of the purchase; if it bought Taepo Dong engines, it could test an ICBM by the middle of the next
decade. Iraq probably would take until the end of the next decade to develop the systern domestically,

* Alihough much less likely, most analysis belisve that if Irag were t begin development today, it could test
a much less capable JCBM ir a few years using Scud components and based on its prior SLY experience or
on the Taepo Dong-1.

+ If it could acquire No Dongs from Nosth Korea, Iraq could test a more capable ICBM alcng the same lines
within a few years of the No Dong acquisition.

* Anzlysts differ on the likely timing of Irag’s first flight test of an ICBM that could threaten the United
States. Assessments include unlikely before 2015; and likely before 2015, possibly befere 2010 —foreign
assistance would affect the capability and timing.”

A CIA report in August 2000 summarized the state of proliferation in Iraq as follows,ii

Since Operation Desert Fox in December 1998, Baghdad has refused to allow United Nations inspectors into
Irag as required by Security Council Resolution 687. Although UN Security Council Resolution (UNSCR)
1284, adopted in December 1999, established a follow-on inspection regime to the United Nations Special
Commission on Iraq (UNSCOM) in the form of the United Nations Monitoring, Verification, and Inspection
Committee {UNMOVIC), there have been no UN inspections during this reporting period. Morzover, the
automated. video monitoring system installed by the UN at known and suspect WMD facilities in Iraq has been
dismantled by the Iragis. Having lost this on-the-ground access, it is difficult for the UN or the US to accurately
assess the current state of Iraq’s WMD programs.

Since the Gulf war, Iraq has rebuilt key portions of its chemicz! production infrastructure for industrial and
commercial use, as well as its missile production facilities. It has attempted to purchase numerous duai-use
items for, or under the guise of, legitimate civilian use. This equipment—in principle subject to UN
scrutiny —also could be diverted for WMD) purposes. Since the suspension of UN inspections in December
1998, the risk of diversion has increased.

Copyright Anthony H. Cordesman, all rights reserved.



60

The Military Balance in the Gulf 2/21/02 Page 2

Following Desert Fox, Baghdad again instituted a reconstruction effort on those facilities destroyed by the US
oombing, to include several critical missile production complexes and former dual-use CW production
facilities. In addition, it appears to be installing or repairing dual-use equipment at CW-related faciiities, Some
of these facilities could be converted fairly quickly for production of CW agents.

UNSCOM reported to the Security Council in December 1998 that Iraq continued to withhold information
related 10 its CW and BW programs. For example, Baghdad seized from UNSCOM inspectors an Air Force
document discovered by UNSCOM that indicated that Iraq had not consumed as many CW munitions during
the Iran-Iraq War in the 1980s as had been declared by Baghdad. This discrepancy indicates that Iraq may have
an additional 6,000 CW munitions hidden,

We do not have any direct evidence that Irag has used the period since Desert Fox 1o reconstituts its WMD
orograms, although given its past behavior, this type of activity must be regarded as likely. We assess that since
“he suspension of UN inspections in December of 1998, Baghdad has had the capability to reinitiate both its
CW and BW programs within a few weeks to months, but without an inspection monitoring program, it is
difficult to determine if Irag has done so. We know, however, that Irag has continued to work on its unmanned
aerial vehicle (UAV) program, which involves converting L.-29 jet trainer aircraft originally acquired from
Eastern Europe. These modified and refurbished L-29s are believed to be intended for delivery of chemical or
biological agents.

Iraq continues to pursue development of two SRBM systems which are not prohibited by the United Nations:
the liquid-propeliant Al-Samoud, and the solid-propellant Ababil-100. The Al-Samoud is essentially a scaled-
down Scud, and the program aliows Baghdad to develop technological improvements that could be applied 1o a
longer range missile program. We believe that the Al-Samoud missile, as designed, is capable of exceeding the
UN-permitted 150-km-range restriction with a potential operational range of about 180 kilometers. Personnel
previously involved with the Condor II/Badr-2000 missile—which was largely destroyed during the Gulf war
and eliminated by UNSCOM —are working on the Ababil-100 program. If economic sanctions against Irag
were lifted, Baghdad probably would attempt to convert these efforts into longer range missile systems,
regardless of continuing UN monitoring and continuing restrictions on WMD and long-range missile programs.

Once again, there is no way to determine whether Irag will actually create such capabilities to strike the
US. It does seems likely, however, that if Saddam Hussein or his immediate coterie remain in power that Iragi will
be an aggressive and revanchist state. This coulc take the form of an effort to create £ missile threat to the US. Any
Iragi leadership with ambitions to seize the territory of another power in the region might concluce that Irag would
need a credible deterrent capability to strike the US in order to prevent the US from using its forces to halt Iragi
military action. '

The sheer scale and complexity of the past Iragi efforts shown in Table L7 is a waming that Irag is
perfectly capable of acting in such a manner. At the same time, it is far from clear that a fuwre Iraqi leadership will
have the ambitions and attitudes of Saddam Hussein, Even a relatively hosiile leadership might conciude that
deploying ICBMs to strike the US would be o provocative that the US might preempt - as it did in striking Iraqi
missile production faciiities in December 1999 during operation Desert Fox. Such a regime might conclude that
creating a regional capability to strike with missiles and weapons of mass destruction would hold the allies, power
projection forces, and bases of the US as hostages without triggering the kind of reaction the US might make 10 &
direct threat to its Homeland. Given the other major proliferators in the region -- which include India, [ran, Israel,
Pakistan, and Syria — even a regime that is not actively hostile to the US might continue to develop nuclear weapons
and Jong-range missiles in spite of its agreements not to do so.

At the same time, there is no way to predict that Iraq will pose such a threat, or the size, timing, and
effectiveness, of any forces it may deploy. Irag presents the same dilemma for NMD plapning purposes as North
Korea and Iran. There is no way that the justification for an NMD system can be built around the certainty of an
Iragi threat or tailored to some clear concept of what that threat will be. There equally is no way that the need for an
NMD system can be dismissed because of the lack of a valid potential threat.
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61

The Military Balance in the Gulf 2/21/02 Page 3

CIA Estimate of Iraqi Threat

In Iraq Saddam Hussein has grown more confident in his ability to hold on to his power. He maintains a tight handle
on intenal unrest, despite the erosion of his overall military capabilities. Saddam’s confidence has been buoyed by
his success in quieting the Shia insurgency in the south, which last year had reached a level unprecedented since the
domestic uprising in 1991. Through brutal suppression, Saddam’s multilayered security apparatus has continued to
enforce his authority and cultivate a domestic image of invincibility.

High oil prices and Saddam’s use of the oil-for-food program have helped him manage domestic pressure. The
program has helped meet the basic food and medicine needs of the population. High oil prices butiressed by
substantial illicit oil revenues have helped Saddam ensure the loyalty of the regime’s security apparatus operating
and the few thousand politically important tribal and family groups loyal.

There are still constraints on Saddam’s power. His economic infrastructure is in long-term decline, and his ability to
project power outside Irag’s borders is severely limited, largely because of the effectiveness and enforcement of the
No-Fly Zones. His military is roughly half the size it was during the Gulf War and remains under a tight arms
embargo. He has trouble efficiently moving forces and supplies—a direct result of sanctions. These difficulties were
demonstrated most recently by his deployment of troops to western Iraq last fall, which were hindered by a shortage
of spare parts and transport capability.

Despite these problems, we are likely to see greater assertiveness—largely on the diplomatic front—over the next
year. Saddam already senses improved prospects for better relations with other Arab states. One of his key goals is
to sidestep the 10-year-old economic sanctions regime by making violations a routine occurrence for which he pays
no penalty.

Saddam has had some success in ending Iraq’s international isolation. Since August, nearly 40 aircraft have flown to
Baghdad without obtaining UN approval, further widening fissures in the UN air embargo. Moreover, several
countries have begun to upgrade their diplomatic relations with Iraq. The number of Iragi diplomatic missions
abroad are approaching pre-Gulf War levels, and among the states of the Gulf Cooperation Council, only Kuwait
and Saudi Arabia have not reestablished ties.

Our most serious concern with Saddam Hussein must be the likelihood that he will seek a renewed WMD capability
both for credibility and becanse every other strong regime in the region either has it or is pursuing it. For example,
the Iragis have rebuilt key portions of their chemical production infrastructure for industrial and commercial use.
The plants he is rebuilding were used to make chemical weapens precursors before the Gulf War and their capacity
exceeds Irag’s needs to satisfy its civilian requirements

We have similar concerns about other dual-use research, development, and production in the biological weapons and
ballistic missile fields; indeed, Saddam has rebuilt several critical missile production complexes.

Adapted from Statement by Director of Central Intelligence, George J. Tenet before the Senate Select
Committee on Intelligence on the "Worldwide Threat 2001: National Security in a Changing World" (as
prepared for delivery) 07 February 2001

Since Operation Desert Fox in December 1998, Baghdad has refused to allow United Nations inspectors into Iraq as
required by Security Council Resolution 687. In spite of ongoing UN efforts to establish a follow-on inspection
regime comprising the UN Monitoring, Verification, and Inspection Commission (UNMOVIC) and the IAEA’s Iraq
Action Team, no UN inspections occurred during this reporting period. Moreover, the automated video monitoring
system installed by the UN at known and suspect WMD facilities in Iraq is no longer operating. Having lost this on-
the-ground access, it is more difficult for the UN or the US to accurately assess the current state of Iraq’s WMD
programs.

Given Iraq's past behavior, it is likely that Irag has used the period since Desert Fox to reconstitute prohibited
programs. We assess that since the suspension of UN inspections in December of 1998, Baghdad has had the
capability to reinitiate both its CW and BW programs within a few weeks to months. Without an inspection-
monitoring program, however, it is more difficult to determine if Iraq has done so.

Since the Gulf war, Iraq has rebuilt key portions of its chemical production infrastructure for industrial and
commercial use, as well as its missile production facilities. It has attempted to purchase numerous dual-use items
for, or under the guise of, legitimate civilian use. This equipment—in principle subject to UN scrutiny —also could
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be diverted for WMD purposes. Since the suspension of UN inspections in December 1998, the risk of diversion has
increased. After Desert Fox, Baghdad again instituted a reconstruction effort on those facilities destroyed by the US
bombing, including several critical missile production complexes and former dual-use CW production facilities. In
addition, Iraq appears to be installing or repairing dual-use equipment at CW-related facilities. Some of these
facilities could be converted fairly quickly for production of CW agents. -

UNSCOM reported to the Security Council in December 1998 that Iraq also continued to withhold information
related to its CW program. For example, Baghdad seized from UNSCOM inspectors an Air Force document
discovered by UNSCOM that indicated that Iraq had not consumed as many CW munitions during the Iran-Iraq war
in the 1980s as had been declared by Baghdad. This discrepancy indicates that Irag may have hidden an additional
6,000 CW munitions.

In 1995, Iraq admitted to having an offensive BW program and submitted the first in a series of Full, Final, and
Complete Disclosures (FFCDs) that were supposed to reveal the full scope of its BW program. According to
UNSCOM, these disclosures are incomplete and filled with inaccuracies. Since the full scope and nature of Irag’s
BW program was not verified, UNSCOM had assessed that Iraq continued to maintain a knowledge base and
industrial infrastructure that could be used to produce quickly a large amount of BW agents at any time, if the
decision is made to do so. In the absence of UNSCOM or other inspections and monitoring since late 1998, we
remain concerned that Irag may again be producing biclogical warfare agents.

Irag has continued working on its L-29 unmanned aerial vehicle (UAV) program, which involves converting 1.-29
jet trainer aircraft originally acquired from Eastern Europe. It is believed that Iraq has conducted flights of the L-29,
possibly 1o test system improvements or to traini new pilots. These refurbished trainer aircraft are believed to have
been modified for delivery of chemical or, more likely, biclogical warfare agents.

We believe that Iraq has probably continued low-level theoretical R&D associated with its nuclear program. A
sufficient source of fissile material remains Iraq’s most significant obstacle to being able to produce a nuclear
weapon. Although we were already concerned about a reconstituted nuclear weapons program, Our concerns were
increased last September when Saddam publicly exhorted his "Nuclear Mujahidin" to "defeat the enemy.”

Irag continues to pursue development of SRBM systems that are not prohibited by the United Nations and may be
expanding to longer-range systems. Pursuit of UN-permitted missiles continues to allow Baghdad to develop
technological improvements and infrastructure that could be applied to a longer-range missile program. We believe
that development of the liquid-propellant Al-Samoud SRBM probably is maturing and that a Jow-level operational
capability could be achieved in the near term — which is further suggested by the appearance of four Al Samoud
transporter-erector-launchers (TELSs) with airframes at the 31 December Al Agsa Cal parade.

The solid-propellant missile development program may now be receiving a higher priority, and development of the
Ababil-100 SRBM ~ two of such airframes and TELs were paraded on 31 December—and possibly longer range
systems may be moving ahead rapidly. If economic sanctions against Iraq were lifted, Baghdad probably would
increase its attempts to acquire missile-related items from foreign sources, regardless of any future UN monitoring
and continuing restrictions on long-range ballistic missile programs. Irag probably retains a small, covert force of
Scud-type missiles.

Iraq’s ACW acquisitions remain low due to the generally successful enforcement of the UN arms embargo. The
weapons and ACW-related goods which have been delivered to Iraq tend to be smaller arms transported over porous
land borders. Iraq continues, however, to aggressively seek ACW equipment and technology.

Adapted from Statement by Director of Central Intelligence, George J. Tenet, Unclassified Report to
Congress on the Acquisition of Technology Relating to Weapons of Mass Destruction and Advanced
Conventional Munitions, 1 July Through 31 December 2000, Report of September 2001.
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Department of Defense Intelligence Estimate of Iraqi Threat
Objectives, Strategies, and Resources

Iraq believes NBC weapons and ballistic missiles are necessary if it is to reach its goal of being the dominant power
in the region, Since the end of the Gulf War, Baghdad steadfastly resisted the terms of the cease-fire agreement,
which required it to cooperate with the United Nations Special Commission (UNSCOM) and the IAEA in
identifying and climinating Iraq’s NBC and theater ballistic missile capabilities. Iraq’s policy of deception and
denial sparked numerous confrontations with UNSCOM and the IAEA over the years and culminated with the allied
bombing of Iraq under Operation Desert Fox in December 1998.

Since late 1998, Baghdad has refused to allow UN inspectors into Irag as required by UN Security Council
Resolutions (UNSCRs) 687, 707, 715 and 1284. (UNSCR 1284, adopted in December 1999, established a follow-on
regime to UNSCOM called the United Nations Monitoring, Verification and Inspection Commission [UNMOVIC]).
As a result, there have been no UN inspections for over two years, and the automated monitoring systems installed
by the UN at known and suspected Iraqi NBC and missile facilities are no longer operational. This abeyance of on-
site

inspections and our previous judgments about Iraqi intentions raise concerns that Irag may have begun such
reconstitution efforts and that it will again be able to threaten its neighbors. In support of these rebuilding efforts,
Iraq is known to have attempted to purchase numerous dual-use items under the guise of legitimate civil use since
the end of the Gulf War.

Iraq remains largely a petroleum-based economy. Prior to the 1990 Iraqi invasion of Kuwait, Iraq’s petroleum
sector accounted for 61 percent of its GDP and about $14.5 billion in exports; per capita GDP was $2,270. UN
sanctions subsequently were imposed on Iraq, and since then there has been a significant decline in Iragi economic
output. Increased illegal petroleum product exports since 1996 and crude oil exports allowed by the UN since 1997
have led to significant growth in the industrial and petroleum sectors since 1996. However, under UNSCR 1284,
Iraq can export any volume of petroleum for humanitarian needs. Nonetheless, inflation fluctuates wildly depending
on supply and demand, the political situation, and regime market manipulation; inflation estimates range from 90 to
almost 300 percent. While oil exports aré still a dominant economic force in Irag, Iragi per cap-ita GDP was
reported to have dropped to $387 by 1999. Despite these severe pressures on its economy, Saddam Hussein's
government continues to devote Iragi resources to rebuilding certain portions of its NBC weapons and missile
infrastructure.

Nuclear Program

Iraq has ratified the NPT. Nevertheless, before the Gulf War, Iraq had a comprehensive nuclear weapons
development program that was focused on building an implosion-type device. The program was linked to a ballistic
missile project that was the intended delivery system. From April 1991 to December 1998, Iraqi nuclear aspirations
were held in check by IAEA/ UNSCOM inspections and monitoring. All known weapons-grade fissile material was
removed from the country. Although Iraq claims that it destroyed all of the specific equipment and facilities useful
for developing nuclear weapons, it still retains sufficient skilled and experienced scientists and engineers as well as
weapons design information that could allow it to restart a weapons program.

Iraq would need five or more years and key foreign assistance to rebuild the infrastructure to enrich enough material
for a nuclear weapon. This period would be substantially shortened should Baghdad successfully acquire fissile
material from a foreign source.

Biological Program

Iraq’s continued refusal to disclose fully the extent of its biological program suggests that Baghdad retains a
biological warfare capability, despite its membership in the BWC. After four and one-half years of claiming that it
had conducted only “defensive research™ on biological weapons Iraq declared reluctantly, in 1995, that it had
produced approximately 30,000 liters of bulk biological agents and/or filled munitions. Iraq admitted that it
produced anthrax, botulinum toxins and aflatoxins and that it prepared biological agent-filled munitions, including
missile warheads and aerial bombs. However, UNSCOM believed that Iraq had produced substantially greater
amounts than it has admitted —three to four times greater. Iraq also admitted that, during the Persian Gulf War, it
had deployed biological agent-filled munitions to air-fields and that these weapons were intended for use against
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Isracl and coalition forces in Saudi Arabia. Iraq stated that it destroyed i} of these agents and munitions in 1991,
but it has provided insufficient credible evidence to support this claim.

The UN believes that Baghdad has the ability to reconstitute its biological warfare capabilities within a few weeks or
months, and, in the absence of UNSCOM inspections and monitoring during 1999 and 2000, we are concerned that
Baghdad again may have produced some biological warfare agents.

Chemical Program

Since the Gulf War, Baghdad bas rebuilt key poriions of its industrial and chemical production infrastructure; i has
1ot become a state party to the-CWC. Some of Iraq’s facilities could be converted fairly quickly to production of
chemical warfare agents. Following Operation Desert Fox, Baghdad again instituted a rapid reconstruction effort on
those facilities to

include former dual-use chemical warfare-associated production facilities, destroyed by U.S. bombing. In 1999, Irag
may have begun installiag or repairing dual-use equipment at these and other chemical war-fare-related facilities.
Previously, Irag was known to have produced and stockpiled mustard, tabun, sarin, and VX, some of which likely
remain hidden. It is likely that an additional quantity of various precursor chernicals also remains hidden.

In late 1998, UNSCOM reported to the UN Security Council that Iraq continued to withhold information related to
its chemical program. UNSCOM cited an example where Baghdad seized from inspectors a document discovered by
UNSCOM inspectors, which indicated that Iraq-had not consumed as many chem-cal munitions during the Iran-Irag
War as had been declaced previously by Baghdad. This document suggests that Iraq may have an additional 6,000
chemical munitions hidden, Similarly, UNSCOM discovery in 1998 of evidence of VX in Iraqi missile warhzads
showed that Iraq had lied to the international community for seven years when it repeatedly said that it had never
weaponized VX,

Iraq retains the expertise, once 2 decision is made, to resume chemical agent production within a few weeks or
months, depending on the type of agent. However, foreign assistance, whether commercial procurement of dual-use
technology, key infrastructure, or other aid, will be necessary to completely restore Irag’s chemical agent production
capabilities to pre-Desert Storm levels. Iragi doctrine for the use of chemical weapons evolved during the Iran-Irag
War, and was fully incorporated into Iragi offensive operations by the end of the war in 1988, During different
stages of that war, Iraq used aerial bombs, artillery, rocket launchers, tactical rockets, and sprayers mounted in
helicopters to deliver agents against Iranian forces. It also used chemical agents against Kurdish elements of its owa
civilian population in 1988.

Ballistic Missiles

Iraq likely retains a limited number of launchers and SCUD-variant SREMs capable of striking its neighbors, as
well as the components and manufacturing means to assemble and produce others, anticipating the reestablishment
of a long-range ballistic missile force sometime in the future, Baghdad likely also has warheads capable of
delivering chemical or tiological agents. While Iraq’s missile production infrastructure was damaged during the
December 1998 strikes, Iraq retains domestic expertise ard sufficient infrastructure to support most missile
component production, with the exception of a few critical subelements.

During 1999, Irag continued to work on the two short-range ballistic missile Systems that fall within the 150-
kilometer range restriction imposed Sy the UN: the liquid-propellast Al Samoud and the solid-propellant Ababil-
100. The Al-Samoud is essentially a scaled-down SCUD, and work on it allows Baghdad to develop technological
capabilities that could be applied to a longer-range missile program. We believe that the Al Samoud missile, as
desigred by the Iraqis, has an inherent potential to exceed the 150-kilometers range restriction imposed under
UNSCR 687. Iraqi personnel involved with pre-Desert Storm ballistic missile efforts are working on the Ababil-100
SRBM program. -

Once economic sanctions against fraq are lifted, unless restricted by future UN monitoring, Baghdad probably will
begin converting these efforts into longer-range missile systems. Despite the damage done to Iraq™s missile
infrastructure during the Guif War, Desert Fox, and subsequent UNSCOM activities, Iraq may have ambitions for
longer-range missiles, including an ICBM. Depending on the success of acquisition efforts and degree of foreign
support, it is possible that Iraq could develop and test an JCBM capable of reaching the United States by 2013
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Cruise Missiles and Other Means of Delivery

Iraq may have a very limited stockpile of land-launched short-range anti-ship cruise missiles and air-launched short-
rangs tactical missiles that it purchased from China and France prior to the Gulf War.

These are potenticl means of delivery for NBC weapoas. Iraq also has a variety of fighter aircraft, helicopters,
artillery, and rockets available as potential means of delivery for NBC weapons, although their operational status is
questionable dee to the cumulative effects of the UN arms embarge, However, Iraq hes continved to wark on ity
UAYV program, which involves converting L-29 jet trainer aircraft originally acquired from Eastern Europz, These
modified and refurbished L-29s may be inteaded for the delivery of chemical or biological agents. In the future, Traq
may try to use its rescarch and development infrastructure 1o produce its own UAVs and cruise missiles or, should
the UN arms embargo be lifted, it could try to purchase cruise missiles.

Source: Adapted by Anthony H. Cordesman from Secretary of Defense William S. Cohen, Proliferation: Threat and
Response, Washington DC, Department of Defense, January 2001

Copyright Anthony H. Cordesman, all rights reserved.
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Overview of Iraq: NBC and Missile Programs
Nuclear -

*  Had comprebiensive nuclear weapons development program prior to Operation Desert Storm. Infrastructure
suffered considerable damage from Coalition bombing and IAEA. dismantlement,

*  Retains scientists, engineers, and nuclear weapons design information; without fissile material, would need five
or more years and significant foreign assistance to rebuild program and produce nuclear devices; less time
would

*  be needed if sufficient fissile material were acquired illicidy.

*  Ratified the NPT; has not signed the CTBT.

Biological

*  Produced and weaponized significant quantities of biological warfare sgents prior to Desert Storm.

* Admitted biological warfare effort in 1993, after four years of denial; claimed to have destroyed all agents, but
*  offered no credible proef.

*  May have begun program reconstitution in absence of UN inspections and monitoring.

*  Acceded to the BWC.

Chemieal

*  Rebuilt some of its chernical production infrastructure allegedly for commercial use.

*  UNSCOM discovered evidence of VX persistent nerve agent in missile warheads in 1998, despite Iraqi denials
for

*  seven years that it had not weapenized VX,

»  May have begun program reconstitution in absence of UN inspections and monitoring.

*  Has not signed the CWC.

Ballistic Missiles

= Probably retains Hmited number of SCUD-variant missiles, launchers, and warheads capable of delivering
° bioiogical and chemical agents. Retains significant missile production capability.

*  Continues work on liquid- and selid-propellant SRBMs (150 kilometers) allowed by UNSCR 687, likely will
use

= technical experience gained for future longer range missile development effort.
*  Not a member of the MTCR.
Other Means of Delivery Available

»  Land-launched anti-ship cruise missiles; air-launched tactical missiles; none have NBC warheads; stockpile
likely

*  is very limited.
*  Airsystems: fighters, helicopters, UAVs.

*  Ground systems: artillery, rockets.

Copyright Anthony H. Cordesman, all rights reserved.
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Iragi Covert Break Out Capabilities

UNSCOM and the JAEA’s success have created new priorities for Iraqi proliferation. The UN’s success in
destroying the large facilities Iraq needs to produce fissile materials already may well have led Iraq 1o focus on
covert cell-like activities to manufacture highly lethal biological weapons as a substitute for nuclear weapons.

All of the biological agents Iraq had at the time of the Gulf War seem to have been “wet” agents with limited
storage life and limited operational lethality. Irag may have clandestinely carried out all of the research
necessarily to develop a production capability for dry, storage micro-power weapons which would be far easier
io clandestinely stockpile, and have much more operational lethality.

Iraq did not have advanced binary chemical weapons and most of its chemical weapons used unstable
ingredients. Iraq has illegally imported specialized glassware since the Gulf War, and may well have developed
advanced binary weapons and tested them in small numbers. It may be able to use a wider range of precursors
and have developed plans to produce precursors in Irag. It may have improved its technology for the production
of VX gas.

Iraq is likely to covertly exploit Western analyses and critiques of its pre-war proliferation efforts to correct
many of the problems in the organization of its proliferation efforts, its weapons design, and its organization for
their use.

iraq bombs and warheads were relatively crude designs which'did not store chemical and biological agents well
and which did a poor job of dispersing them. Fusing and detonation systems did a poor job of ensuring
detonation at the right height and Iraq made little use of remote sensors and weather models for long-range
targeting and strike planning. Iraq could clandestinely design and test greatly improve shells, bombs, and
warheads. The key tests could be conducted using towers, simulated agents, and even indoors. Improved
targeting, weather sensors, and other aids to strike planning are dual-use or civil technologies that are not
controlled by UNSCOM. The net impact would weapons that could be 5-10 times more effective than the
relatively crude designs Iraq had rushed into service under the pressure of the Iran-Irag War.

UNSCOM and the IAEA’s success give Irag an equally high priority to explore ways of obtaining fissile
material from the FSU or other potential supplier country and prepare for a major purchase effort the moment
sanctions and inspections are lifted and Iraq has the hard currency to buy its way into the nuclear club. Iraq
could probably clandestinely assemble all of the components of a large nuclear device except the fissile
material, hoping to find some illegal source of such material.

The components for cruise missiles are becoming steadily more available on the commercial market, and Iraq
has every incentive to create a covert program to examine the possibility of manufacturing or assembling cruise
missiles in Iraq.

UN inspections and sanctions may also drive Iraq to adopt new delivery methods ranging from clandestine
delivery and the use of proxies to sheltered launch-on-warning capabilities designed to counter the US
advantage in airpower.

Iraq can legally maintain and test missiles with ranges up to 150 kilometers. This allows for exoatmospheric
reentry testing and some testing of improved guidance systems. Computer simulation, wind tunnel models, and
production engineering tests can all be carried out clandestinely under the present inspection regime. It is
possible that Irag could develop dummy or operational high explosive warheads with shapes and weight
distribution of a kind that would allow it to test concepts for improving its warheads for weapons of mass
destruction. The testing of improved bombs using simulated agents would be almost impossible to detect as
would the testing of improved spray systems for biological warfare.

Iraq has had half a decade in which to improve its decoys, dispersal concepts, dedicated command and control
links, targeting methods, and strike plans. This kind of passive warfare planning is impossible to forbid and
monitor, but ultimately is as important and lethal as any improvement in hardware.

There is no evidence that Irag made an effort to develop specialized chemical and biological devices for covert
operations, proxy warfare, or terrorist use. It would be simple to do so clandestinely and they would be simple
to manufacture.
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What is At Stake in Terms of the UNSCOM Crisis in Iraq:
Summary of the Iragi Threat Reported in the Note by the Secretary General, “Report of the Secretary-
General on the Activities of the Special Commission,”

5/1997/774, October 6, 1997

°  Analysis had shown that Iraq had destroyed 83 of the 85 missiles it had claimed were destroyed. at the same
time, it stated that Iraq had not given an adequate account of its proscribed missile assets, including launchers,
warheads, and propellants. It also stated that Tariq Aziz, Irag’s Deputy Prime Minister, “gave an explicit order
in the presence of the Executive Chairman, to the Iraqi experts not to discuss such issues with the Chairman.”

*  Irag had continued to lie regarding the way in which it has destroyed its pre-war inventory of missile launchers,
and major uncertainties remained over its holdings of biological and chemical missile warheads. Iraq initially
claimed that it had 45 missile warheads filled with chemical weapons in 1992. It then stated that it had 20
chemical and 25 biological warheads in 1995. UNSCOM established that it had a minimum of 75 operational
warheads and 5 used for trials. 1t has evidence of the existence of additional warheads. It can only verify that 16
warheads were filled with Sarin, and 34 with chemical warfare binary components, and that 30 were destroyed
under its supervision -- 16 with Sarin and 14 with binary components. Irag again failed to provide
documentation on this issue in September, 1997.

It continued to conceal documents describing its missile propellants, and the material evidence relating to its
claims to have destroyed its indigenous missile production capabilities indicated in might has destroyed less
than a tenth of what it claimed.

*  “The Commission identified some other areas of concern related to Irag’s chemical weapons program. The most
important among them are the accounting for special missile warheads intended for filling with chemical or
biological warfare agent, the material balance of some 550 153 mm mustard gas shells, the extent of VX
programs, and the rationale for the acquisition of various types of chemical weapons.”

*  UNSCOM stated that it had been able to destroy 120 pieces of additional equipment for the production of
chemical weapans that Iraq had only disclosed in August, 1997. Major uncertainties still existed regarding some
4,000 tons of declared precursors for chemical weapons, the production of several hundred tons of additional
chemical warfare agents, the consumption of chemical precursors, and Iraq’s claims to have unilateraily
destroyed some 130 tons of chemical warfare agents. Major uncertainties existing regarding 107,500 empty
casings for chemical weapons, whether several thousand additional chemical weapons were filled with agents,
the unilateral destruction of 15, 620 weapons, and the fate of 16,038 additional weapons Iraq claimed it had
discarded. “The margin of error” in the accounting presented by Iraq is in the neighborhood of 200 munitions.”

*  The uncertainties affecting the destruction of VX gas affect some 750 tons of imported precursor chemicals, and
55 tons of domestically produced precursors. Iraq has made unverifiable claims that 460 tons were destroyed by
Coalition air attacks, and that it unilaterally destroyed 212 tons. UNSCOM has only been able to verify the
destruction of 155 tons out of this latter total, and destroy a further 36 tons on its own. Iraq systematically lied
about the existence of its production facilities for VX gas until 1995, and made “significant efforts” to conceal
its production capabilities after that date.

¢ “lIraq has not provided physical evidence (relating to) binary artillery munitions and aerial bombs, chemical
warheads for short range missiles, cluster aerial bombs, and spray tanks.” Iraq has claimed these were only
prototype programs, but there is no current way to know how many were deployed as weapons.

* “Unil July, 1995, Iraq totally denied it had any offensive biclogical warfare program. Since then, Iraq has
presented three versions of FFCDs and four “drafts.” The most recent FFCD was presented by Iraq on 11
September 1997, This latest submission followed the Commission’s rejection, in April 1997, of the previous
FFCD of June 1996...In the period since that report, the Commission conducted eight inspections in an attempt
to investigate critical areas of Iraq’s proscribed activities such as warfare agent production and destruction,
biological munitions manufacturing, filling and destruction, and military involvement in and support to the
proscribed program. Those investigations, along with documents and other evidence available to the
Commission, confirmed the assessment that the June 1996 declaration was deeply deficient.... The new FRCD,
received on 11 September 1997, contains fewer errata and is more coherent. However, with regard to the
important issues...the report contains no significant changes from the June 1996 FFCD. ..the Commission’s
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questions are rephrased te in order to avoid having to produce direct answers, or are answer incompletely, or are
‘gnored completely...Little of the information the Commission has gethered since June 1996 has been
incorporated into the new document.”

»  Iraq has never provided a clear picture of the role of its military in its biological warfare program, and has
claimed it only played a token role, It has never accounted for its disposal of growth media. “"Media
unaccounted for s sufficient, in gnantity, for the production of over three times more of the biclogical agent --
Anthrax -- stated by Irag to have been produced..Bulk warfare agent production appears to be vastly
understated by Iraq...Experts calculations of possible agent production quantities, either by equipment capacity
or growth media amounts, far exceed Irag’s stated results..Significant periods when the fermenters were
claimed not to be atilized are unexplained.”

*  lIrag’s accounting for its Aflatoxin production is not credible, Biological warfare field trials are underreported
and inadequately described. Claims regarding fleld trials of chemical and biological weapons using R400
bombs are contradictory and indicate that, “more munitions were destroyed than were produced.” No
documentation has been provided on munitions filling. The account of Irag’s unilateral destruction of bulk
biological agents is “incompatible with the facts... Theé Commission is unable to verify that the unilateral
destruction of the BW-filled Al Hussein warheads has taken place.”

*  There is no way to confirm whether Irag destroyed 157 bombs of the R400 type, some of which were filled with
Botulin or anthrax spores. :

*  “The September 1997 FFCD fails to give a remotely credible account of Iraq’s biological program. This opinion
has been endarsed by an international panel of experts.™

Copyright Anthony H. Cordesman, all rights reserved.
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Iraqi Ballistic Missile Program

Initial Inventory Comutents

81% UNSCOM aceepts Iragi accounting for all but two of the
original 819 Scud missiles acquired from the Soviet Union,
Iraq hasn't explained the disposition of major components
that it may have stripped from operational missiles
before their destruction, and some Iragi claims-- such as
the use of 14 Scuds in ATBM tests- are not believable.
Gaps in Iraqi declarations and Baghdad’s failure 1o fully

account for indigenous misstle programs strongly suggest

{ragi-Produced Scud Missiles

Iragi-?roduced Scud Warheads

Iraqi-Produced Scud Airframes

Teagi-Produced Scud Engines

Soviet-Supplied Missile Launchers

Iragi-Produced Missile Launchers

that Iraq retains a small missile foree.

Unknows fraq denied producing a completec Scud missile, but it
producedfprocured and tested all major subcomponents.

120 [raq claims ali 120 were used or destroyed. UNSCOM
supervised the destruction of 13. Recent UNSCOM
inspections found additional CW/BW warheads beyond
those currently admitted.

2 {raq claims testing 2 indigenous airframes in 1990. Ttis
unlikely that fraq produced only 2 Scud airframes.

80 Traq’s cladm that it melted 63 engines following
acceptance tests--53 of which failed quality controls--
are unverinable and not believable, UNSCOM is holding
this as an open issue.

11 UNSCOM doubts [frag’s ofaim that it - vnilateralty
destroyed 3 launchers, The Soviet Union may have sold

more than the declared 11 launchers.

8 Traq has the capability to produce additional launchers.

Adapted by Anthony H. Cordesman from material provided by the NSC on February 19, 1998,
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Iragi Chemical Warfare Program

CW Asgent Stockpiles (In Metric tons)

CW Agent Chemical Agents Potential CW Agents Comments
Declared by Irag based on
Unaccounted Precursors

VX Atleast4 200 Iraq denied producing VX until Husayn
. Kamil's defection in 1995

G-agents (Sarin) 100-150 200 Figures include both weaponized and bulk
agents

Mustard 500-600 200 Figures include both weaponized and bulk
agents.

CW Delivery Systems (In Numbezs of Yeapons Systeras)

Delivery System  Estimated Numbers Munitions Comments
Before the Gulf War Unaccounted for >
Missile Warheads 75-100 45-70 UNSCOM supervised the destruction of
Al-Husayn (Modified Scud B) 30 warheads
Rockets 100,000 13,000-25,000 UNSCOM supervised the destruction of

bombs) 28,000 of which were fired.

Aerial bombs 16,000 2,000
Antillery Shells 30,000 15,000
Aerial Spray Tanks Unknown Unknown

1.) These estimates are very rough. They are detived from reports provided by UNSCOM to the Security Council and to
UNSCOM plenary meetings. Gaps in Iragi disclosures strongly suggest that Baghdad is concealing chemical munitions and
precursors, Iraq may alse retain a small stockpile of filled munitions. Baghdad has the capability to quickly resume CW
production at known dusi-use faciliies that currently produce legitimate items, such as pharmaceuticals and pesticides
UNSCOM has supervised the destruction of seme 45 different types of CW precursors (1,800,000 liters of liquid and 1,000,000

kg of solid}.

2.3 All these munitions could be used to deliver CW or BW agents. The numbers for missile warheads include 25 that Iraq claims
to have unilaterally destroyed after having filled them with biological agents during the Gulf war. UNSCOM has been unable to

verify the destruction of these warheads.

Adapted by Anthony H. Cordesman from material provided by the NSC on February 19, 1998,
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Irag’s Major Uses of Chemical Weapons 1983-1988

Date Area
August 1983 Haij Umran
October-November

1983 Panjwin

February-March
1984 Majnoon Island

March 1984 Al Basrah

March 1985 Hawizah Marsh
February 1996 Al Faw

December 1986 Umm ar Rasas

April 1987 Al Basrah
October 1987 Sumar/Mehran
March 1988 Halabjah

72
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Type of Gas Approximate Target
_Casualties

Mustard Less than 100
Mustard 3,0000
Mustard 2,500
Tabun 50- 100
Mustard/Tabun 3,000
Mustard/Tabun 8,000-10,000
Mustard '1,000s
Mustard/Tabun 5,000
Mustard/Nerve Agents 3,000
Mustard/Nerve Agents Hundreds

Note: Iranians also used poison gas at Halabjah and may have caused some of the casualties.

Source: Adapted from material provided by the NSC on February 19, 1998.
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Iraqi Biological Warfare Program

BW Agent Production Amount:

BW Agent Declared Concentrated Declared Total
Amounts Amounts
Anthrax 8,500 liters

(Baciilusanthracis) (2,245 gallons) (22,557 gallons)

Botulinum toxin
{Clostridium Botulinum)

19,400 liters
(5,125 gallons)

340 liters
(90 gallons)

Gas Gangrene
(Clostridium perfringens)

Aflatoxin N/A
(Aspergillus flavus and
Aspergillus parasiticus)

2,200 liters

Ricin N/A 10 liters

(Castor Bean plant) (2.7 gallons)

BW-Filled and Deployed Delivery Systems

Delivery System  Anthrax Botulinum Toxin  Aflatexin

Missile warheads 5 16

Al-Husayn (modified Scud B)

R-400 aerial bombs 50 100 7

Aircraft agrosol spray tanks 4

may

F-1 Mirage modified fuel drop tank

BW Agent Growth Media

Media Quantity Imported

BW Agent Growth Media 31,000 kg

(68,200 Ibs.)

85,000 liters
were actually 3-4 times more than the

380,000 liters
(10x and 20x concentrated) (100,396 gallons) ~Were actually 2 times more than the

3,400 liters
(900 gallons)

(581 gallons)

Comments

UNSCOM estimates production amounts
declared amounts, but is unable to confirm,

UNSCOM estimates production amounts
Declared amounts, but is unable to confirm.

Production amounts could be higher, but
UNSCOM is unable to confirm.

Production amounts and time frame of
production claimed by Iraq do not correlate.

Production amounts could be higher, but
UNSCOM is unable to confirm.

Comments

4 UNSCOM cannot confirm the unilateral

Destruction of these 25 warheads due to
conflicting accounts provided by Iraq.

Iraq claimed unilateral destruction of 157
Bombs, but UNSCOM is unable to confirm
this number. UNSCOM has found tiie
remains of at least 23,

Iraq claims to have produced 4, but

Have manufactured others.

Unaccounted For Amounts

3,500 kg
(7,700 1bs.)

Total refers to the amount of material obtained from production process, while concentrared refers to the amount of concentrated

.agent obtained after final filtration/purification. The concentrated number is the amount used to fill munitions.

Media refers to the substance used to provide nutrients for the growth and multiplication of micro-organisms.

Adapted by Anthony H. Cordesman from material provided by the NSC on February 19, 1998.
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Iraq’s Search for Weapons of Mass Destruction

Delivery Systems

Prior to the Guif War Iraq had extensive delivery systems incorporating long-range strike aircraft with refueling capabilities
and several hundred regular and improved, longer-range Scud missiles, some with chemical warheads. These systems
included:

* Tu-16 and Tu-22 bombers.

+ MiG-29 fighters.

. Mirage F-1, MiG-23BM, and Su-22 fighter attack aircraft.
* A Scud force with a minimum of 819 missiles.

*  Extended range Al Husayn Scud variants (600 kilometer range) extensively deployed throughout Irag, and at three
fixed sites in northern, western, and southern Iraq. )

* Developing Al-Abbas missiles (900 kilometer range), which could reach targets in Iran, the Persian Gulf, Israel,
Turkey, and Cyprus.

*  Long-range super guns with ranges of up to 600 kilometers.

Iraq also engaged in efforts aimed at developing the Tamuz liquid fueled missile with a range of over 2,000 kilometers, and
a solid fueled missile with a similar range. Clear evidence indicates that at least one design was to have a nuclear warhead,

Iraq attempted to conceal a plant making missile engines from the UN inspectors. It only admitted this plant existed in 1995,
raising new questions about how many of its missiles have been destroyed.

Iraq had design work underway for a nuclear warhead for its long-range missiles.

The Gulf War deprived Iraq of some of its MiG-29s, Mirage F-1s, MiG-23BMs, and Su-22s.

Since the end of the war, the UN inspection regime has also destroyed many of Iraq’s long-range missiles:

*  UNSCOM has directly supervised the destruction of 48 Scud-type missiles.

* It has verified the Iraqi unilateral destruction of 83 more missiles and 9 mobile launchers.

A State Department summary issued on' November 16, 1998, indicates that UNSCOM has supervised the destruction of::
* 48 operational missiles;

. 14 conventional missile warheads;

*  six operational mobile launchers; 28 operational fixed launch pads;

* 32 fixed launch pads;

* 30 missile chemical warheads;

- other missile support equipment and materials, and a variety of assembled and non-assembled supergun components.
* 38,537 filled and empty chemical munitions;

* 90 metric tons of chemical weapons agent;

. more than 3,000 metric tons of precursor chemicals;

= 426 pieces of chemical weapons production equipment; and,

* 91 pieces of related analytical instruments.

The entire al-Hakam biological weapons productien facility and a variety of production equipment and materials.

The UN estimates that it is able to account for 817 of the 819 long-range missiles that Iraq imported in the period ending in
1988:

*  Pre-1980 expenditures, such as training 8
*  Expenditures during the Iran-Irag War (1980-1981), including the war
. of the cities in February-April 1988 516

*  Testing activities for the development of Iraq’s modifications of
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- imporied missiles and other experimental activities (1985-1990) 6%
*  Expenditures during the Gulf War (January-March 191) 93
¢ Destruction under the supervision of UNSCOM 48
*  Unilateral destruction by Iraq (mid-July and October 1991 83

«  UNSCOM’s analysis has shown that Iraq had destroyed 83 of the 85 missiles it had claimed were destroyed. at the
same time, it stated that [raq had not given an adequate account of its proscribed missile assets, including launchers,
warheads, and propeliants.

*  UNSCOM also reports that it supervised the destruction of 10 mobile launchers, 30 chemical warheads, and 18
conventional warkeads.

*  Irag maimains a significant delivery capability consisting of:
. HY2, 8§8-N-2, and C-601 cruise missiles, which are unaffectsd by UN cease-fire terms.
v FROG-7 rockats with 70 Kilometer ranges, also allowed under UN resolutions.
* Multipte racket taunchers and tbe artillery,
*  Experimental conversions such as the SA-2.

= Irag claims to have manufactured only 80 missile assemblies, 53 of which were unusable. UNSCOM claims that 10 are
unaccounted for.

*  USexperts believe Iraq may still have components for several dozen extended-range Scud missiles.
*  Inaddition, Irag has admitted 1o
»  Hiding its capability to manufacture its own Scuds.

*  Developing an extended range variant of the FROG-7 calied the Laith. The UN claims to have fagged al! existing
FROG-Ts to prevent any extension of their range beyond the UN imposed limit of 150 kiloroeters for Iraqi missiles.

*  Experimenting with cruise missite technology and baliistic missile designs with ranges up to 3,000 kilometers.

+  Flight testing Al Husayn missiles with chemical warheads in April 1990,

*  Developing bielogical warheads for the Al Husayn missile as part of Project 144 at Taji.

*  Initiating a research and development program for a nuclear warhead missile delivery system.

*  Succsssfully developing and testing a warhead separation system.

»  Indigenously developing, testing, and manufacturing advanced rockef engines to include liquid-propellant designs.

+  Conducting research into the development of Remotely Piloted Vehicles (RPVs) for the dissemination of biological
agenis,

*  Attempting to expand its Ababil-100 program designed to build surface-to-surface missiles with ranges beyond the
permitted 100-150 kilometers.

+  Importing perts from Britatn, Switzerland, and other countries for a 350 mm “super gun,” as well as starting an
indigenous 600 mm supergun design effort.

*  Iraq initially claimed that it had 43 missile warheads filied with chemical weapons in 1992. It then stated that it had 20
chemical and 25 biological warheads in 1993, UNSCOM ished that it had a minimum of 75 operatioral warheads and
5 used for trials. It has evidence of the existence of addit rheads. [t can only verify that 16 sarheads were filled with
Sarin, and 34 with chemical warfare binary components, and that 30 were destroyed under its supervision -« 16 with Sarin
and 14 with binary components.

*  US and UN officials conclude further that:

+  Trag ts trying to rebuild its ballistic missile program using a clandestine network of front companies to obtain the
necessary materials and technology from European and Russian firms.

*  This equipment is then concealed and stockpiled for assernbly concomitant with the end of the UN inspection regime.

+  The equipment clandestinely scught by Iraq includes advanced missile guidance components, such as accelerometers
and gyroscopes. specialty metals, special machine tools, and a high-tech, French-made, million-dollar furnace designed
10 fabricate engine parts for missiles.
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*  Recent major viclations and smuggling efforts:
*  InNovember, 1995, Iraq was found to have concealed an 85-21 missile it had smuggled in from Yemen,

= lordan found that Iraq was smuggling missile components through Jordan in early December, 1995. These included
115 gyroscopes in 10 crates, and material for making chemical weapons. The shipment was worth an estimated $25
million. Iraq clafmed the gyroscopes were for oil exploration but they are similar to those used in the Soviet $5-N-18
SLBM. UNSCOM also found some gyroscopes dumped in the Tigris.

*  lraq retains the technology it acquired before the war and evidence clearly indicates an ongoing research and development
effort, in spite of the UN sanctions regime,

*  The fact the agreement allows Jraq to continue producing and testing short-range missiles (less than 150 kilometers ranige)
means it can retain signiftcant missile development effort.

* The SA-2 is a possible test bed, but UNSCOM has tagged all missiles and monitors all high apogee tests.

= Iraq’s Al-Samoud and Ababil-100 programs are similar st beds. The Al-Samoud is a scaled-down Scud which frag
seems to have tested.

*+  lrag continues to expand its missile production facikity at Ibn Al Haytham, which has two new buildings large enough
io make much longer-range missiles.

* US satellite photographs reveal that lraq has rebuilt its Al-Kindi missife research facility.

*  Ekeus reported on December 18, 1996 that Iraq retained missiles, récket launchers, fuel, and command system to “make 2
missile force of significance”. UNSCOM reporting as of October, 1997 is mare optimistic, but notes that Irag, “continued to
conceal documents describing its missile propeliants, and the material evidence relating to its claims to have destroyed its
indigenous missile production capabilities indicated in might has destroyed less than a tenth of what it claimed”™

*  The CIA reported in January 1999 that Iraq is developing two ballistic missiles that fall within the UN-allowed 150-km
range restriction. The Al Samoud figuid-propelant missile—described as a scaled-down Scud —began flight-testing in 1997,

*  Technicians for Iraq’s pre-war Scud missiles are working on the Al Samoud program and, although under UNSCOM
supervision, are developing technological improvements that could be applied to future longer-range missile programs. The
Ababil-100 solid-propellant missile is also under development, ajthough progress on this system lags the Al Samoud. After
economic sanctions ere lifted and UN Inspections cease, Iraq could utilize expertise from these programs in the development
of louger-range missile systems.

* A Stte Department report in September 1999 notad that:

»  Imq has refused to credibly account for 500 tons of SCUD propeliant, over 40 SCUD biclogical and conventional
warheads, 7 Iragi-produced Scuds, and truckloads of SCUD components.

= lrag refuses to allow inspection of thousands of Ministry of Defense and Military Industriés Commission documents
refating 1o biological and chemical weapons and long-range missiles.

*  The ClA estimated in September 1999 that aithough the Gulf war and subsequent United Nations activities destroyed much
of Irag’s missile infrastructure, Iraq could test an ICBM capable of reaching the United States during the next 15 years.

»  After observing North Korean activities, Irag most likely would pursue a three-stagz Taepo Dong-2 approach to an
ICBM (or SLV), which could deliver a several-hundred kilogram payload to parts of the United Siates, If Iraq could
buy a Taepo Daong-2 from North Korea, it could have a launch capability within months of the purchase; if it bought
Taepo Dong engines, it eould rest an ICBM by the middle of the next decade. Iraq probably would take until the end of
the next decade to develop the system domestically,

= Although much less fikely, most analysts believe that if Iraq were to begin development today, it could rest a much less
capable ICBM in a few years using Scud components and based on its prior SLV experience or on the Taepo Dong-1.

*  Ifit could acquire No Dongs from North Korea, lrag coudd ses1 a more capable ICBM along the same lines within a few
years of the No Dong acquisition. E

= Analysts differ on the likely timing of Iraq’s first flight test of an ICBM that could threaten the United States.
Assessments include unlikely before 2015; and likely before 2015, possibly before 2010—foreigr assistance would
affect the capability and timing.

*  The DCI Nonproliferation Center {NPC) reported in February 2000 that Iraq has continued to work on the 'wo SRBM
systems authorized by the United Nations: the liquid-propellant Al-Samoud, and the solid-propellant Ababil-100. The Al-
Samoud s essentially a scaled-down Scud, and the program allows Baghdad to develop technological improvaments that
could be applied 0 2 longer range missile program. We believe that the Al-Samoud missile, as designed, is capabie of
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exceeding the UN-permitted 130-km-range restriction with a poteatial operational range of about 180 kilometers. Persennel
previously involved with the Condor [1/Badr-2000 missite-which was largely destroyed during the Gulf war and eliminated
by UNSCOM-are working on the Ababil-100 program. Once economic sanctions against Iraq ave lified, Baghdad probably
will begin converting these efforts into longer range missile systems, unless reswricted by future UN monitoring,

*  Defense inielligence experts say off background that lraq fias rebuilt many of the facilities the US struck in Desert Fox,

including 12 factories and sites associated with missile consiruction and the production of weapons of mass destruction.
These are said to include the missile facilities at Al Taj

*  US inteftigence reports in June 2000 indicated that Iraq has resumed testing of missiles under 150 kilometers in range,
possibly the system modified from the SA-2. They say that the system is not ready for deployment, and that there are
prablems. with the rocket motor, guidance system, and there is no evidence Irag is ready to start production,

v Inlae June 2000. Lag was reported to have cacried out eight tests of the Al Samoud missile

* A CIA report in August 2000 surnmarized the state of missile development in Iraq as follows,

+  Since the Guif war, Irag s rebuilt key portions of its chemical production i ture for industrial and commerci
use, as well as is missile production facilities, &t has pied to purchase numerous dual-use items for, or under the
guise of, legitimate civilian use. This equipment~in principle subject to UN scrutiny-—also could be diverted for
WMD purposes. Since the suspension of UN inspections in December 1998, the risk of diversion kas increased.

*  Following Desert Fox, Baghdad again instituted a reconstruction effort on those facilities destroyed by the US
bombing, to include several critical missile production complexes and former dual-use CW production facilities. In
addition, it appears to be installing or repairing dual-use equiprment at CW-related facilities. Some of these facilities
could be converted fairly quickly for production of CW agents.

+  Iraq continues to pursue development of two SRBM systems which are not prohibited by the United Nations: the
tiquid-propeltlant Al-Samoud, and the solid-propeliant Ababil-100. The Al-Samoud s essentially a scaled-down Scud,
and the program allows Baghdac to develop technological improvements that could be applied to a longer range missile
program. We believe that the Al-Samoud missile, as designed, is capable of exceeding the UN-permitted 150-km-range
restriction with a potential operational range of about 180 Kilometers. Personnel previously invelved with the Condor
{1/Badr-2000 missile— which was largely destroyed during the Gulf war and eliminated by UNSCOM —are working on
the Ababil-100 program. If economic sanctions against Iraq were 1ifted, Baghdad probably would attempt to convert
these efforts io Jonger range missile systems, regardless of continuing UN monitoring and continuing restrictions on
WMD and long-range missile programs.

* A Department of Defense report in January 2001 reported that,

+  fraq likely retains & limited nuraber of launchers and SCUD-varlant SRBMs capable of striking its neighbors, as well as
the components and manufacturing means to essemble and produce others, anticipating the reestablishment of 2 long-
range ballistic rissile force sometime In the future. Baghdad likely also has warheads capable of delivering chemical or
bivlogical agents. While Iraq's missile production infrastructure was damaged during the December 1998 strikes, fraq
retains domestic expertise and sufficient infrastructuce to support most missile component production, with the
exception of a few critical subelements.

~  During 1999, Iraq continued to work on the twe short-range ballistic missile systems that fall within the 150-kilometer
range rzstriction imposec by the UN: the liquid-propellant Al Samoud and the solid-propellant Ababil-100. The Al-
Samoud is essentiaily a scaled-down SCUD, and work on it allows Baghdad to develop technological capabilities that
could be applied (o a longer-range missile program. We believe that the Al Samoud missile, as designed by the Iragis,
has an inherent potential © exceed the 150-kilometers range restriction imposed under UNSCR 687,

+  Iragi personnel involved with pre-Desert Storm ballistic missile efforts are working on the Ababi-100 SRBM program.
Onee economic sapctions against Iraq are lified, unless restricted by future UN monitoring, Baghdad probably will
begin convering these efforts into longer-range missile systems. Despite the damage done to Irag's missile
infrastructure during the Gulf War, Desent Fox, and subsequent UNSCOM activities, iraq may have ambitions for
longer-range rrissiles, inciuding an ICBM.

= Depending on the success of acquisition. efforts and degree of foreign support, it is possible that Irag could develop and
test an [CBM capable of reaching the United States by 2015 Cruise Missiles and Other Means of Delivery lraq may
have a very limitad stockpile of land-launched shorterange arti-ship cruise missites and air-launched short-range
factical missiles that it purchased from China and France prior to the Gulf War, These are potential means of delivery

for NBC weapons,

*  raq also has a variety of fighter aireraft, helicopters, artillery, and rockets available as potential means of defivery for
NBC weapons, although their operational status is questicnable due o the sumulative effects of the UM arms embargo.
However, fraq bas continued to wark on its UAV program, which involves converting 1-29 jet irajner aircraft
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originally acquired from Eastern Europe. These modified and refurbished L-29s may be intended for the delivery of
chemical or biological agents. In the future, Iraq may try to use its research and development infrastructure to produce
its own UAVs and cruise missiles or, should the UN arms embargo be lifted, it could try to purchase cruise missiles.

» A CIA report in January 2002 estimated that,

Baghdad’s goal of becoming the predominant regional power and its hostile relations with many of its neighbors are the
key drivers behind Iraq’s ballistic missile program. Iraq has been able to maintain the infrastructure and expertise
necessary to develop missiles, and the IC believes it has retained a small, covert force of Scud-type missiles, launchers,
and Scud-specific production equipment and support apparatus. For the next several years at least, Irag’s ballistic
missile initiatives probably will focus on reconstituting its pre-Gulf war capabilities to threaten regional targets and
probably will not advance beyond MRBM systems.

*  Prior to the Gulf war, Iraq had several programs to extend the range of the Scud

*+  SRBM and became experienced working with liquid-propellant technology. Since the Gulf war, despite UN
resolutions limiting the range of Iraq’s missiles to 150 km, Baghdad has been able to maintain the infrastructure
and expertise necessary to develop longer range missile systems.

* A military parade in December 2000 showcased Al Samoud missiles on new transporter-erector-launchers
(TELs). The liquid-propellant Al-Samoud SRBM probably will be deployed soon.

+  The IC assesses that Iraq retains a small covert force of Scud-variant missiles, launchers, and conventional,
chemical, and biological warheads.

We cannot project with confidence how long UN-related sanctions and prohibittons will remain in place. They
plausibly will constrain Iraq during the entire period of this Estimate. Scenarios that would weaken the prohibitions
several years from now also are conceivable, allowing Iraq to reconstitute its missile infrastructure and begin
developing long-range missiles before the end of the decade. The discussion that follows addresses developments that
could and are likely to occur should UN prohibitions be significantly weakened in the future.

Iraq is likely to use its experience with Scud technology to resume production of the pre-Gulf war 650-km-range Al
Hussein, the 900-km-range Al Abbas, or other Scud variants, and it could explore clustering and staging options to
reach more distant targets. Iraq could resume Scud-variant production—with foreign assistance—quickly after UN
prohibitions ended.

With substantial foreign assistance, Baghdad could flight-test a domestic MRBM by mid-decade. This possibility
presumes rapid erosion of UN prohibitions and Baghdad's willingness to risk detection of developmental steps, such as
static engine testing, eartier. An MRBM flight test is /ikely by 2010. An imported MRBM could be flight-tested within
months of acquisition.

For the first several years after relief from UN prohibitions, Iraq probably will strive to reestablish its SRBM inveatory
to pre-Gulf war numbers, continue developing and deploying solid-propellant systems, and pursue MRBMs to keep
pace with its neighbors. Once its regional security concerns are being addressed, Iraq may pursue a first-generation
ICBM/SLV:

Although Irag could attempt before 2015 to test a rudimentary long-range missile based on its failed Al-Abid SLV,
such a missile almost certainly would fail. Iraq is unlikely to make such an attempt. After observing North Korean
missile developments the past few years, Irag would be more likely to pursue a three-stage TD-2 approach to an SLV
or ICBM, which would be capable of delivering a nuclear weapon-sized payload to the United States. Some
postulations for potential Iragi ICBM/SLY concepts and timelines from the beginning of UN prohibition relief include:

«  If Iraq could buy a TD-2 from North Korea, it could have a launch capability within a year or two of 2 purchase.
*  Itcould develop and test a TD-1-type system within a few years.

< If it acquired No Dongs from North Korea, it could test an ICBM within a few years of acquisition by clustering
and staging the No Dongs —similar to the clustering of Scuds for the Al Abid SLV.

*  If Iraq bought TD-2 engines, it could test an ICBM within about five years of the acquisition.
«  Iraq could develop and test a Taepo Dong-2-type system within about ten years of a decision to do so.

Most agencies believe that Iraq is unlikely to test before 2015 any ICBMs that would threaten the United States, even if
UN prohibitions were eliminated or significantly reduced in the next few years. Some believe that if prohibitions were
eliminated in the next few years, Irag would be likely to test an ICBM probably masked as an SLV before 2015,
possibly before 2010. In this view, foreign assistance would affect the timing and the capability of the missile.
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+  Foreign assistance is key to Iragi efforts to develop quickly longer range missiles. Iraq relied on extensive foreign
assistance before the Gulf war and will continue to seek foreign assistance to expand iis current capabilities.

Chemical Weapons
+  lIraq is the only major recent user of weapons of mass destruction. US intelligence sources report the following Iraqi uses of
chemical weapons:

Date _Area Tvoe of Gas Approximate Target
Casualties

Augusi 1983 Haij Umran Mustard Less than 100 Iranians/Kurds

October-November

1983 Panjwin Mustard 3,0000 Tranians/Kurds

February-March

1984 Majnoon Island Mustard 2,500 Iranians

March 1984 Al Basrah Tabun 50- 100 Iranians

March 1985 Hawizah Marsh Mustard/Tabun 3,000 Iranians

February 1996 Al Faw Mustard/Tabun 8,000-10,000 Iranians

December 1986 Umm ar Rasas Mustard 1,000s Iranians

April 1987 Al Basrah Mustard/Tabun 5,000 Iranians

October 1987 Sumar/Mehran Mustard/Nerve Agents 3,000 Iranians

March 1988 Halabjah . Mustard/Nerve Agents Hundreds Iranians/Kurds

Note: Iranians also used poison gas at Halabjah and may have caused some of the casualties.

*  Inrevelations to the UN, Iraq admitted that, prior to the Gulf War, it:

*  Procured more than 1,000 key pieces of specialized production and support equipment for its chemical warfare
program.

. Maintained large stockpiles of mustard gas, and the nerve agents Sarin and Tabun.
. Produced binary Sarin filled artillery shells, 122 mm rockets, and aerial bommbs.

. Manufactured enough precursors to produce 70 tons (70,000 kilograms) of the nerve agent VX. These precursors
inciuded 65 tons of choline and 200 tons of phosphorous pentasulfide and di-isopropylamine

+  Tested Ricin, a deadly nerve agent, for use in artiflery shells.
*  Had three flight tests of long-range Scuds with chemical warheads.

*  Had a large VX production effort underway at the time of the Gulf War. The destruction of the related weapons and
feedstocks has been claimed by Iraq, but not verified by UNSCOM. Iraq seems to have had at least 3,300 kilograms of
V-agents by time the of the Gulf War, and 12-16 missile warheads.

* The majority of [raq’s chemical agents were manufactured at a supposed pesticide plant focated at Muthanna. Various other
production facilities were also used, including those at Salman Pak, Samara, and Habbiniyah. Though severely damaged
during the war, the physical plant for many of these facilities has been rebuilt.

°  Irag possessed the technology to produce a variety of other persistent and non-persistent agents.

* The Gulf War and the subsequent UN inspection regime may have largely eliminated some of stockpiles and reduced
production capability.

* During 1991-1994, UNSCOM supervised the destruction of:

* 38,537 filled and unfilled chemical muonitions.
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* 690 tons of chemical warfare agents.
< More than 3,000 tons of precursor chemicals.

= Over 100 pieces of remaining production equipment at the Muthan State Establishment, Iraq’s primary CW research,
production, filling and storage site.

. Since that time, UNSCOM has forced new disclosures from Iraq that have led to:
*  The destruction of 325 newly identified production equipment, 120 of which were only disclosed in August, 1997.
*  The destruction of 275 tons of additional precursors.
*  The destruction of 123 analytic instruments.
*  The return of 91 analytic pieces of equipment to Kuwait.
*  Asof February, 1998, UNSCOM had supervised the destruction of a total of:
. 40,000 munitions, 28,000 filled and 12,000 empty.
+ 480,000 liters of chemical munitions
. 1,800,000 liters of chemical precursors.
«  eight types of delivery systems including missile warheads.

* US and UN experts believe Iraq has concealed significant stocks of precursors. Iraq also appears to retain significant
amounts of production equipment dispersed before, or during, Desert Storm and not recovered by the UN.

* UNSCOM reports that Iraq has failed to account for
*  Special missile warheads intended for filling with chemical or biological warfare agent.

*  The material balance of some 550 155 mm mustard gas shells, the extent of VX programs, and the rationale for the
acquisition of various types of chemical weapons

. 130 tons of chemical warfare agents.

. Some 4,000 tons of declared precursors for chemical weapons,

. The production of several hundred tons of additional chemical warfare agents, the consumption of chemical precursors,
« 107,500 empty casings for chemical weapons, .

*  Whether several thousand additional chernical weapons were filled with agents,

*  The unilateral destruction of 15, 620 weapons, and the fate of 16,038 additional weapons Iraq claimed it had discarded.
“The margin of error” in the accounting presented by Iraq is in the neighborhood of 200 munitions.”

* Iraq systematically lied about the existence of its production facilities for VX gas until 1995, and made “significant efforts”
to conceal its production capabilities after that date. Uncertainties affecting the destruction of its VX gas still affect some
750 tons of imported precursor chemicals, and 55 tons of domestically produced precursors. Iraq has made unverifiable
claims that 460 tons were destroyed by Coalition air attacks, and that it unilaterally destroyed 212 tons. UNSCOM has only
been able to verify the destruction of 155 tons and destroy a further 36 tons on its own.

*  lIraq has developed basic chemical warhead designs for Scud missiles, rockets, bombs, and shells. Iraq also has spray
dispersal systems.

«  Irag maintains extensive stocks of defensive equipment.

* The UN feels that Iraq is not currently producing chemical agents, but Iraq has offered no evidence that it has destroyed its
VX production capability and/or stockpile. Further, Iraq retains the technology it acquired before the war and evidence
clearly indicates an ongoing research and development effort, in spite of the UN sanctions regime.

* Recent UNSCOM work confirms that Iraq did deploy gas-filled 155 mm artillery and 122 mm multiple rocket rounds into
the rear areas of the KTO during the Gulf War.

= Irag’s chemical weapons had no special visible markings, and were often stored in the same area as conventional weapons.
= Iraq has the technology to produce stable. highly lethal VX gas with long storage times.

*  May have developed improved binary and more stable weapons since the Gulf War.
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Since 1992, Jraq atternpted to covertly import precursors and production equipment for chemical weapons through Qatar,
Saudi Arabia, and Jordan since the Gulf War,

The current status of the Iraqi program is as follows (according to US intelligence as of February 19, 1998 and corrected by
the National Intelligence Council on Novermber 16, 1998):

Zeent Declared Potential Comments

Unaccountad

Br

Gremical Agents  {Metric Tons)  (Metric Tons)
VX Nerve Gas 3 300 Iraq lied about the program vntil 1995
GAgents (Sarin} 100~150 200 Figures include weaponized and bulk agents
Mustard Gas 500-600 200 Figures include weaponized and bulk agents
Lelivery Systems  (Nember) {Number)
Mssile Warheads 75-100 2-25 UNSCOM sapervised destruction of 30
Rickets 100,000 15,000-25,000 UNSCOM supervised destruction of 40,000,

28,000 of which were filled.

Zerial Bombs 16,000 2,000-8,000 High estimate reflects the data found in an

fraqi Air Force document in July, 1998,

Atillery shells 30,000 15,000
Aerial Spray Tanks 7 7

[

A US State Department spokesman reported on Noverber 16, 1998 that Iraq has reported making 8,800 pounds (four tons)
of VX nervs gas, 220,000 pounds (100 tons) to 330,000 pounds (150 tons) of nerve agents such as Sarin and 1.1 million
pounds (500 tons) to 1.32 millivn pounds (600 tous) of mustard gas. Data frorn UN weapons inspectors indicates that Irag
may have produced an additional 1.32 million pounds {600-tons) of these agents, divided evenly among the three. “In other
words, these are the differences between what they say they have and what we have reason to believe they have.”

UNSCOM reportec to the Securiy Council in December 1998 that Irag continued ‘o withhold information related to its CW
and BW programs.

»  For example, Baghdad seized from UNSCOM inspectors an Air Force document discovered by UNSCOM that
indicated that Iraq had not consumed as many CW munitions during the Iran-Irag War in the 1980s as had been
declared by Baghdad. This discrepancy indicates that frag may have an additional 6,000 CW munitions hidden.

*  We donot have any direct evidence that Iraq has used the period since Desert Fox to reconstitute its WMDY programs,
although given its past behavior, this type of activity must be regarded as likely. We assess that since the suspension of
UN inspections in December of 1998, Baghdad has had the capability to reinitiate both its CW and BW programs
sithin a few weeks to months, but without ar inspection monitoring program, it is difficult to determine if Traq has
done so. We know, however, that Irag has continued to work on its ammanned aerial vehicle (UAY) program, which
involves converting L-29 jet trainer aircraft originally acquired from Eastern Europe, These modified and refurbished
1.-29s are beligved to be intended for delivery of chemical or biclogical agents.

The CIA reported in January 1999 that Iraq had purchased numerous duzi-use items for legitimate civilian projecis—in
principle subject to UN scrutiny —that also could be diverted for WMD purposes. Since the Gulf war, Baghdad has rebuilt
key portions of its chemical production infrast-ucture for industrial and commereial use. Some of these facilities could be
converted fairly quickly for production of CW agents. The recent discovery that Iraq had weaponized the advanced nerve
agent VX and the convincing evidence that fewer CW munitions were consumed during the Iran-Iraq war than Iraq had
deciared provide strong indications that Iraq retains 2 CW capability and intends to reconstitute its pre-Gulf war capability
as rapidly as possible once sanctions are lifted.

A State Department report in September 1999 noted that:

= In July 1998, Iraq seized from the hands of UNSCOM inspectors an Iraqi Air Force document indicating that Trag had
misrepresented the expenditure of over 6,000 borbs which may have contained over 700 tons of chemical agent. Irag
continues to refuse to provide this document to the UN.

*  [raq continues o deny weaponizing VX nerve agent, despite the fact that UNSCOM [ound VX nerve agent residues on
lraqi SCUD missile warhead fragments. Based on its investigations, international experts concluded that *Irag has the
now-how and process equipment, and may possess precursors to manufacture as much as 200 tons of VX ... The
retention of a VX capability by Iraq cannorbe excluded by the UNSCOM international expert team.”
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The DCI Nonproliferation Center (NPC) reported in February 2000 that “We do not have any direct evidence that Iraq
has used the perjod since Desert Fox to reconstitute its WMD programs, although given its past behavior, this type of
activity must be regarded as likely. The United Nations assesses that Baghdad has the capability to reinitiate both its
CW and BW programs within a few weeks to months, but without an inspection monitoring program, it is difficult to
determine if Iraq has done so.” It also reported that, -

Since Operation Desert Fox in December 1998, Baghdad has refused to allow United Nations inspectors into Iraq as
required by Security Council Resolution 687. As a result, there have been no UN inspections during this reporting
period, and the automated video monitoring system installed by the UN at known and suspect WMD facilities in Iraq
has been dismantled by the Iragis. Having lost this on-the-ground access, it is difficult for the UN or the US to
accurately assess the current state of Iraq’s WMD programs.

Since the Gulf war, Iraq has rebuilt key portions of its chemical production infrastructure for industrial and commercial
use, as well as its missile production facilities. It has attempted to purchase numerous dual-use items for, or under the
guise of, legitimate civilian use. This equipment-in principle subject to UN scrutiny-also could be diverted for WMD
purposes. Following Desert Fox, Baghdad again instituted a reconstruction effort on those facilities destroyed by the
US bombing, to include several critical missile production complexes and former dual-use CW production facilities. In
addition, it appears to be installing or repairing dual-use equipment at CW-related facilities. Some of these facilities
could be converted fairty quickly for production of CW agents.

The United Nations Special Commission on Iraq (UNSCOM) reported to the Security Council in December 1998 that
Iraq continued to withhold information related to its CW and BW programs. For example, Baghdad seized from
UNSCOM inspectors an Air Force document discovered by UNSCOM that indicated that Iraq had not consumed as
many CW munitions during the Iran-Iraq War in the 1980s as declared by Baghdad. This discrepancy indicates that .
Iraq may have an additional 6,000 CW munitions hidden. This intrensigence on the part of Baghdad ultimately led to
the Desert Fox bombing by the US. ’

Iraqi defector claims in February’ZOOO that Iraq had maintained a missile force armed with chemical and biological
warheads that can bee deployed from secret locations, and they that warheads are stored separately near Baghdad and
have been deployed to the missiles in the field in exercises.iv

« A CIA report in August 2000 summarized the state of chemical weapons proliferation in Iraq as follows,

Since Operation Desert Fox in December 1998, Baghdad has refused to allow United Nations inspectors into Iraq as
required by Security Council Reselution 687, Although UN Security Council Resolution (UNSCR) 1284, adopted in
December 1999, established a follow-on inspection regime to the United Nations Special Commission on Irag
(UNSCOM) in the form of the United Natiors Monitoring, Verification, and Inspection Committee (UNMOVIC), there
have been no UN inspections during this reporting period. Moreover, the automated video monitoring system installed
by the UN at known and suspect WMD facilities in Iraq has been dismantled by the Iragis. Having lost this on-the-
ground aceess, it is difficuit for the UN or the US to accurately assess the current state of Iraq’s WMD programs.

Since the Gulf war, Iraq has rebuilt key portions of its chemical production infrastructure for industrial and commercial
use, as well as its missile production facilities. It has attempted to purchase numerous dual-use items for, or under the
guise of, legitimate civilian use. This equipment—in principle subject to UN scrutiny —also could be diverted for
WMD purposes. Since the suspeasion of UN inspections in December 1998, the risk of diversion has increased.

Following Desert Fox, Baghdad again instituted a reconstruction effort on those facilities destroyed by the US
bombing, to include several critical missile production complexes and former dual-use CW production facilities. In
addition, it appears to be installing or repairing dual-use equipment at CW-related facilities. Some of these facilities
could be converted fairly quickly for production of CW agents.

« A Department of Defense report in January 2001 reported that,

Since the Gulf War, Baghdad has rebuilt key portions of its industrial and chemical production infrastructure; it has not
become a state party to the CWC. Some of Iraq’s facilities could be converted fairly quickly to production of chemical
warfare agents. Following Operation Desert Fox, Baghdad again instituted a rapid reconstruction effort on those
facilities to include former dual-use chemical warfare-associated production facilities, destroyed by U.S. bombing. In
1999, Iraq may have begun installing or repairing dual-use equipment at these and other chemical war-fare-related
facilities. Previously, Iraq was known to have produced and stockpiled mustard, tabun, sarin, and VX, some of which
likely remain hidden. It is likely that an additional quantity of various precursor chemicals also remains hidden.

In late 1998, UNSCOM reported to the UN Security Council that Iraq continued to withhold information related to its
chemical program. UNSCOM cited an example where Baghdad seized from inspectors a document discovered by
UNSCOM inspectors, which indicated that Iraq had not consumed as many chemical munitions during the Iran-Iraq
War as had been declared previously by Baghdad. This document suggests that Iraq may have an additional 6,000
chemical munitions hidden. Similarly, UNSCOM discovery in 1998 of evidence of VX in Iragi missile warheads

Copyright Anthony H. Cordesman, ail rights reserved.



83

The Military Balance in the Gulf 272102 Page 25

showed that Irag had lied to the international community for seven vears when it repeatedly said that it had never
weapanized VX

+  Irag retains the expertise, once a decision is made, to resume chemical agent production within 2 few weeks or months,
depending on the type of agent. Howaver, foreign assistance, whether commercial procurement of duzl-use technology,
key infrastructure, or other aid, will be necessary to completely restore Iraq’s chemical agent production capabilities to
pre-Desert Storm levels. Iragi dectrine for the use of chemical weapors evolved during the Iran-Iraq War, and was fully
incorporated into {ragi offensive operations by the end of the war in 1988, During different stages of that war, Irag used
aerial bomnbs, arttiliery, rocket launchers, tactical rockets, and sprayers mounted in helicopiers to deliver agents against
Tranian forces, [t also used chemical agenis agalnst Kurdish elements of its own civilian population in 1988.

Bivlogical Weapons

Had highly compartmented “black”™ program with far tighter security regulations than chemical program.

Had 18 major sites for some aspect of biclogical weapons effort before the Gul? War. Most were nondescript and had no
guards or visible indications they were & military facility.

The US targeted only one site during the Guif War. Tt struck two sites, one for other reasons. It also struck at least twe
targets with no biologica. facilities that it misidentified.

3 v lied about biological poris effort until 1995, First stated that had smali defensive efforts, but no offensive
etfost. In July, 1993, admitted had a major defensive effort. In October, 1993, finally admiited major weaponization effort.

Iraq has continued to lic about its biological weapons effort since Oclober, 1995, It has claimed the offort was headed by Dr,
Taha, a women who only headed a subordinate effort. It has not admitted to any belp by foreign personnel or contractors. It
has clhimed © have destroyed its weapons, but the ome site UNSCOM inspectors visited showed no signs of such
destruction and was later said to be the wrony site. It has claimed only 30 people were employed full time, but the scale of
the effort would have required several hundred.

Since July 1995, Iraq has presented three versions of FFCDs and four “drafts.”

*  The most recent FFCD was presented by Irag on 11 September 1597, This submission foilowed the UNSCOM's
rejection, of the FECD of June 1996. [n the period since receiving that report, UNSCOM conducted eight inspections in
an atiempt to investigate critical areas of Irag’s proscribed activities such as warfare agent production and destruction,

iological it ing, filling and destruction, and military inveolverment in and support to the proscribed
program. Those investigations, confirmed the assessment that the June 1996 declaration was deeply deficient. The
UNSCOM concluded that the new FFCD, it received on 11 September 1997, contains no significant changes from the
June 1996 FFCD

Iraq has not admitted to the production of 8,500 liters of anthrax, 19,000 fiters of Botulinum toxin, 2,200 liters of Aflatoxin,

Regorts indicate that Iraq tested at lsast 7 principal biological agents for use against humans.

> Anthrax, Botulinum, and Aflatoxin are known to be weaponized.

> Looked at viruses, bacteria, and fungi. Examined the possibility of weaponizing gas gangrens and Mycotoxins. Some
field trials were helc of thess agents.

»  Examined foot and mouth disease, hagmorrhagic conjunctivitis virus, rotavirus, and camel pox virns.
»  Conducted research on 4 “wheat pathogen™ and 2 Myentoxin similar to “yellow rain” defoliant.

The “wheat smut” was first produced at Al Salman, and then put in major production during 1987-1988 at a plant near
Mosul. Irag claims the program was abandoned,

The August 1995 defection of Lieutenant general Husayn Kamel Majid, formerty in charge of Irag’s weapons of mass
destruction, revealed the extent of this biclogical weapons program. Lt. Generai Kamel's defection prompted Irag to admit
that in:

Imported at least 39 tons of growth media (31,000 kilograms or 68,200 pounds) for biclegical agents obtained from three
European firms. According to UNSCOM, 3,300 kilograms or 7,700 pounds) remains unascounted for. Some estimates go as
high as 17 tons, Each ton can be used to produce 10 tons of bacteriological weapons.

Other reports indicate that Irag obtained nearly 40 tons of the medium to grow anthrax and botulinum bacterjum for its
biological weapons pragram from Oxoid Lid, and other suppliers in the UK in 1988,

= Imported type coltures from the US which can be modified to develop biological weapens. Tried to import the Ames
strain of Anthrax from the US but does not seem to have succeeded. Did import the Sterne and A-3 strains of Anthrax
from the Institut Pasteur in France, snd two Vollum strains and five other strains of Anthrax from the American Type
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Culture collection, located near Manassas, Virginia, Vollum 1B is the strain of Anthrax the US developed for its own
hiofogical weapons program before it signed the BWC.

+  Had a laboratory- and industrial-scale capability to manufacture various biclogical agents including the bacteria which
cause Anthrax and botulism; Aflatoxin, a naturally occurring carcinogen; clostridium perfringens, a gangrene-causing
agent; the protein toxin Ricin; tricothecene Mycoioxins, such as T-2 and DAS; and an anti-wheat fungus known as
wheat cover smut. [raq alse conducted research into the rotavirus, the camel pox virus and the virus which causes
hagmorrhagic conjunctivitis,

+  Created at least seven primary production facilities including the Sepp Institute at Muthanna, the Ghazi Research
Irstitute at Amaria, the Daura Foot and Mouth Disease Institute, and facilities at Al-Hakim, Salman Pak Taji, and
Fudaliyah. According to UNSCOM, weapounization occurred primarily at Muthanna through May, 1987 (largely
Botulinum), and then moved o Al Salman. {Anthrax). In March, 1988 a plant was open at Al Hakim, and in 1989 an
Aflatoxin plant was set up at Fudaliyah.

»  Had test site about 200 kilometers west of Baghdad, used zaimals in cages and tested artillery and rocket rounds against
live targets at ranges up to 16 kilometers,

» Took fermenters and other equipment from Kuwait to improve effort during the Gulf War.
* lraq had least 79 civilian facilities capable of playing some role in biological weapons production still in existence in 1997,
*  The Iraqi program involving Aflatoxin leaves many questions unanswered.

+  Iragi research on Affatoxin began in May 1988 at Al Salman, Where the toxin was produced by the growth of fungus
aspergilus in 5.3 quarnt flasks.

< The motives behind Irag’s research on Aflatoxin remain one of the most speculative aspects of its program. Aflatoxin is
associated with fungal-contaminated food grains, and is considered non-lsthal. It normally can produce liver cancer, but
onty after a period of months to years and ia intense concentrations, There is speculation, however, that a weaponized
form might causs death within days and some speculation that it can be used as an incapacitating agent.

+  Iraq moved its production of Aflatoxin to Fudaliyah in 1989, and produced 481 gallons of toxin ir solution between
November, 1988 and May, 1990.

- Produced 1,830 fiters of Aflatoxin in solution at Pudaljyah.
. It produced a total of at least 2,500 liters of concentrated Aflatoxin (1,850 liters filled into munitions),

+ It developed 16 R-400 Afiatoxin bombs and two Scud warheads. Conducted trials with Aflatoxin in 122 mm rockets
and R-400 bombs in November 1989 and May and Aagust 1990, Produced a total of 572 gallons of toxin and loaded
410.8 galions into munitions.

© UNSCOM concluded in October, 1997, that lraq's accounting for its Aflatoxin production was not credible.

* Total Iragi production of more orthodox biological weapons reached at least 19,000 liters of concentrated Botulinum
{10,000 luers filled into mumtions); and 8,500 liters of concentrated Anthrax {£,500 titers filled into munitions):

. It manufactured 6,000 liters of concentrated Botulinum toxin and 8,425 liters of Anthrax at Al-Hekim during 1990;
3400 liters of concentrated Betulinum toxin at the Daura Foot and Mouth Disease Institute from November 1990 to
Tanuary 13, 1991; 400 liters of concentrated Botulinum toxin & Taji; and 150 liters of concentrated Anthrax at Salman
Pak.

» Inag acknowledged o UN SCOM that it had produced at least 19,000 liters of botulinum toxin, using more than half to
fill at least 116 bombs and missile warheads.

*  Filled at least 50 bombs and missile warheads with a wet Anthrax agent using the Vollum strain, or one very similar.

. Some Al Hussein warheads were found at the Al-Nibal missile destruction site with traces of wet Anthrax agent,
similar to the Vollum straj

* Vials were found with a dry freeze-dried Anthrax agent of the Vollum strain; reports differ as the whether Iraq
weaponized a dry clay coated of the particle size most lethal for delivering inhaled Anthrax, anc clay coasted the
particles to eliminate the electrostatic charge and ensure optimal dispersion,

*  lraqis also known 1o have produced at least:
* 340 liters of concentrated ¢clostridium perfringens, a zangrene-causing biological agent, beginning in August 1990.
*  101iters of concentrated Ricin at Al Salam. Claim abandoned work after tests failed,

*  Iraq wesponized at least three biological agents for use in the Guif War, The weaponization consisted of at least:
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* 100 bombs and 16 missile warheads loaded with Botulinum.
* 50 R-400 air-delivered bombs and S missile warheads loaded with anthrax; and
. 4 missile warheads and 7 R-400 bombs loaded with Aflatoxin, a natural carcinogen.
»  The warheads were designed for operability with the Al Husayn Scud variant,
*  lIraq had other weaponization activities:
* Armed 135 mm artillery shells and 122 mm rockets with biological agents.

. Conducted field trials, weaponization lests, and live firings of 122 mm rockets armed with Anthrax and Botulinum
toxin from March 1988 1o May 1990.

»  Tested Ricin, 2 deadly protein toxin, for use in artilery shells.
*  Iraq produced at least 191 bombs and 25 missile warheads with biological agents.

*  Developed and deployed 250 pound aluminum bombs coverage in fiberglass. Bombs were designed so they could be
mounted on both Soviet and French-made aircraft. They were rigged with parachutes for low alticudes drops to allow
efficient slow delivery and aircraft to fly under radar coverage. Some debate over whether bombs had cluster munitions
or simply dispersed agent like LD-400 chemical bornb.

* Deployed at least 166 R-400 bombs with 85 liters of biological agents each during the Gulf War. Deployed them at two
sites. One was near an abandoned runway where it could fly in-aircraft, arm them quickly, and disperse with no prior
indication of activity and no reason for the UN to target the runway,

+  Filled at least 25 Scud missile warheads, and 137 bombs and aerial dispensers, with biclogical agents during the Gulf
War.

*  Developed and stored drop tanks ready for use for three aircraft or RPV s with the capability of dispersing 2,000 liters of
anthrax. Development took place in December 1990. Claimed later that tests showed the systems were ineffective.

»  The UN found, however, that Iraq equipped crop spraying helicopters for biological warfare and held exercises and
tests simulating the spraying of Anthrax spores.

*  Iraqi Mirages were given spray tanks to disperse biological agents.
. Held trials as late as January 13, 1991,

*  The Mirages were chosen because they have large 2,200 liter belly tanks and could be refueled by air, giving them
a longer endurance and greater strike range.

«  The tanks had electric valves 1o allow the agent 1o be released and the system was tested by releasing simulated
agent into desert areas with scattered petii dishes to detect the biological agent. UNSCOM has video tapes of the
aircraft.

*  Project 144 at Taji produced at least 25 operational Al Husayn warheads. Ten of these were hidden deep in a railway tunnel,
and 15 in holes dug in an unmanned hide site along the Tigris.

*  Biological weapons were only distinguished from regular weapons by a black stripe.

* The UN claims that Iraq has offered no evidence to corroborate its claims that it destroyed its stockpile of biological agents
after the Gulf War. Further, Iraq retains the technology it acquired before the war and evidence clearly indicates an ongoing
research and development effort, in spite of the UN sanctions regime.

= UNSCOM reported in October 1997 that:

. Iraq has never provided a clear picture of the role of its military in its biological warfare program, and has claimed it
only played a token role.

* It has never accounted for its disposal of growth media. The unaccounted for media is sufficient, in quantity, for the
production of over three times more of the biological agent -- Anthrax -- Iraq ¢laims to have been produced.

*  Bulk warfare agent production appears to be vastly understated by Iraq. Expert calculations of possible agent
production quantities, either by equipment capacity or growth media amounts, far exceed Iraq’s stated results

*  Significant periods when [raq claims its fermenters were not utilized are unexplained

*  Biological warfare field trials are underreported and inadequately described.
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* Claims regarding field trials of chemical and biological weapons using R400 bombs are contradictory and indicate that,
“more munitions were destroyed than were produced.

* The Commission is unable 1o verify that the unilateral destruction of the BW-filled Al Hussein warheads has taken
place.”

"+ There is no way to confirm whether Irag destroyed 157 bombs of the R4Q0 type, some of which were filled with
Botulin or anthrax spores.

* “The September 1997 FFCD fails to give a remotely credible account of Irag’s biological program. This opinion has
been endorsed by an international panel of experts.”

The current status of the [ragi program is as follows (according to US intelligence as of February 19, 1998):

Leent Declared Concentrated Amount  Declared Total Amount  Uncertainty
Liters Gallons Liters Gallons

Authrax 8500 12,245 85000 22457 Could be 3-4 times
declared amount

Brulinum 19,400 NA 380,000 NA Probably twice declared

oxin amount, Some extremely
concentrated.

(s Gangrene 340 90 3400 500 Amounts could be higher

Qostridium

Rrfingens

Alatoxin NA Na 2,200 581 Major uncertainties

Rein NA NA 10 2.7 Major uncertainties

UNSCOM cannot confirm the unilateral destruction of 25 warheads, It can confirm the destruction of 23 of at least 157
bombs. Iraq uiay have more agrosol lanks,

UNSCOM used to inspects 79 sites -- 5 used te make weapons before war; 5 vaccine or pharmaceutical sites; 35 research
and university sites; thirteen breweries, distilleries, and dairies with dual-purpose capabilities; eight diagnostic laboratories.

Iraq retains laboratory capability to manufaciure various biological agents including the bacteria which cause anthrax,
botulism, tularemia and typhoid.

Many additional civilian facilities ace capuble of playing some role in biclogical weapons production.

A State Department spokesman reported on November 16, 1998 that there is a large discrepancy between thz amount of
biological growth media -procured and the amount of agents that were or could have been produced. Baghdad has not
adequately explained where some 8,000 pounds (3,500 kg) of the material went out of some 68,000 pounds (31,000 kg) of
biological growth media it imported. Iraq's accounting of the amount of the agent it produced and the number of failed
baiches is seriously flawed and cannot be reconciled on the basis of this full disclosure Fraq has made.

The CIA reported in Januacy 1999 that Iraq continues to refuse to disclose fully the extent of its BW program. After four
years of denials, Irag admitted to an offensive program resulting in the destruction of Al Hakam-a jarge BW production
facllity Iraq was tying to hide &5 2 legitimate blological plant Traq stil] has not accounted for over a hundred BW bombs
and over 80 percent of imported growth media-directly related to past and future Irzqi production of thousands of gallons of
biclogical agent. This lack of cooperation is an indication that Baghdad intends to reconstitute its BW capability when
possible.

A State Department eport ia September 1999 noted that

* Iraq refuses to allow inspection of thousands of Ministry of Defense and Military Industries Commission docurents
relating to biclogical and chemical weapons and long-range missiles.

* In 1995, Tragis who corducted field trials of R-400 bombs filled with biological agents described the tests to UNSCOM
experts in considerable detail, including the use of many animals. These field trials were reflected in [raq’s June 1996
biologicat weapons declaration. Yet,-amazingly, Iraq now denies that any such trials were conducted at all.
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> In September 1993, Iraq finally declared the existence of two projects to disseminate biclogical agents from Mirage F-1
and MiG-21 aircraft, yet there is no evidence that the prototype weapons and aircraft were ever destroyed. There i3 also
aoevidence that the 12 Iraqi helicopter-borne aerosol geaerators for biological weapon delivery were ever destroyed.

+  Apart from one document referring to a single year, no Iraci biological weapon production records have been given to
the UN—no records of storage, of filling into muritions, or of destruction. This is why UNSCOM refers to Irag’s
biclogical weapons program —which deployed SCUD missile watheads filled with antarax and botulinum toxin to be
ready for use against Coalition forces—as a “tlack hole.”

«  The Iragis have rapeatecly changed their story about their biological weapons warheads. Iraq has revised several iimes
its declarations regarding the precise locations of warhead destruction and the fill of warheads. The movements of
concealed warheads prior to unilateral destruction, claimed by Iraq, have been proven to be false.

- The DCI Nonprotiferation Center (NPC) reported in February 2000 that “We do not have any direct evidence that Irag has
used the period since Desert Fox to reconstitute its WMD) programs, although given its past behavior, this type of activity
must be regarded as likely. The United Nations assesses that Baghdad has the capability to reinitiate both its CW and BW
programs within a few weeks (0 months, but withou! an inspeciion monitoring program, i is difficult to determine if Irag has
done s0.”

+  Iragi defector claims in February 2000 that [raq had maintained a missile force armed with chemical and biological
warheads that can bee deployed from secret locations, and they that warheads are stored separately ncar Baghdad and have
been deployed o the missiles in the figld in exercises.v

* George Tenet, the Director of the CIA, testified before the Senate Foreign Relatjions Committee on March 20, and idemified
Iraq as z key country sseking biological weapons.

* A CIA report in August 2000 summarized the state of biologieal weapons proliferation in Irag as follows,vi

*  Since Operation Desert Fox in December 1998, Baghdad has refused to allow United Nations inspestors into Iraq as
required by Security Council Resolution 687. Although UN Security Council Resolution (UNSCR) 1284, adopted in
December 1999, established a follow-on inspection regime to the United Nations Special Commission on Irag
{UNSCOM) in the form of the United Nations Monitoring, Verification, and Inspection C i {UNMOVIC), there
have been no UN inspections during this reporting period. Moreuver, the automated video monitoring system installed
by the UN at known and suspect WMD facilities in Iraq has been dismantled by the ‘ragis. Having lost this on-the~
ground access, it is difficult for the UN or the US to accurately assess the current state of Irag's WMD programs,

*  Since the Gulf war, [raq has rebuilt key portions of tis chemical production infrastructure for industrial and commercial
use, as well as its missile production facilities. It has attempted to purchase numerous dual-use items for, or under the
guise of, legitimate civilian use. This equipment~in principle subject to UN scrutiny —also could be diverted for
WD purposes. Since the suspension of UN inspections in December 1998, the risk of diversion has increased.

*  Following Desert Fox, Baghdad again instituted a reconstruction effort on those facilities destroyed by the US
bombing, to include several critical missile production complexes and former dual-use CW production facilities. In
addition, it appesrs to be installing or repairing dual-use equipment at CW-related facilities. Some of these facilities
could be converted fairly quickly for production of CW agenis.

*  UNSCOM reported to the Security Council in Decernber 1998 that Irag continued to withhold information related to its
CW and BW programs. For example, Baghdad seized from UNSCOM inspectors an Alr Force document discovered by
UNSCOM that irdicated that Iraq had not consumed as many CW munitions during the Iran-Trag War in the 19805 as
had been declared by Baghdad. This discrepancy indicates that Iraq may ‘have an additional 6,000 CW munitions
hidden,

*  We do not have any direct evidence that Iraq has used the period since Desert Fox to reconstitute its WMD programs,
although given its past behavior, this type of activity must be regarded as likely. We assess thal since the suspension of
UN inspections in December of 1998, Baghdad has had the capability to reinitiate both its CW and BW programs
within a few weeks to months, but without an inspection menitoring program, it is difficult 1o determine if Irag has
done so. We know, however, that Irag has continued to work on :ts uamanned aerial vehicle (UAV) program, which
involves converting L-29 jet trainer aircraft originally acquired from Eastern Europe. These modified and refurbished
L-29s are selieved to be intended for delivery of chemical or biological agents.

« A& Deportment of Defense report in fanuary 2001 stated that Iraq’s continued refusal to disclose fully the extent of its
tiological program suggests that Baghdad retains 2 biological warfare capability, despite its membership ir the BWC. After
four and one-half years of claiming that it had conducted only “defensive research™ on biological weapons Iraq declared
retuctantly, in 1995, that it had produced approximately 30,000 liters of bulk biological agents and/or filled munitions. Trag
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admitted that it produced anthrax, botulinum toxins and aflatoxins and that it prepared biological agent-filled munitions,
including missile warheads and aerial bombs. However, UNSCOM believed that Iraq had produced substantially greater
amounts than it has admitted —three to four times greater. Iraq also admitted that, during the Persian Guif War, it had
deployed biological agent-filled munitions to air-fields and that these weapons were intended for use against Israel and
coalition forces in Saudi Arabia. Iraq stated that it destroyed all of these agents and munitions in 1991, but it has provided
insufficient credible evidence to support this claim. The UN believes that Baghdad has the ability to reconstitute its
biological warfare capabilities within a few weeks or months, and, in the absence of UNSCOM inspections and monitoring
during 1999 and 2000, we are concerned that Baghdad again may have produced some biological warfare agents.

Nuclear Weapons

- Inspections by UN teams have found evidence of two successful weapons designs, a neutron initiator, explosives ‘and
triggering technology needed for production of bombs, plutonium processing technology, centrifuge technology, Calutron
enrichment technology, and experiments with chemical separation technology. Iraq had some expert technical support,
including at least one German scientist who provided the technical plans for the URENCO TC-11 centrifuge.

= Iraq’s main nuclear weapons related facilities were:

= Al Atheer - center of nuclear weapons program. Uranium metallurgy; production of shaped charges for bombs, remote
controtled facilities for high explosives manufacture.

» Al Tuwaitha - triggering systems, neutron initiators, uranium metallurgy, and hot cells for plutonium separation.
Laboratory production of UQy, UCLy, UFg, and fuel fabrication facility. Prototype-scale gas centrifuge, prototype

EMIS facility, and testing of laser isotope separation technology.
+ Al QaQa-high explosives storage, testing of detonators for high explosive component of implosion nuclear weapons.
« Al Musaiyib/Al Hatteen - high explosive testing, hydrodynamic studies of bombs.
* Al Hadre - firing range for high explosive devices, including FAE.
+  Ash Sharqat - designed for mass production of weapons grade material using EMIS:
+° Al Furat - designed for mass production of weapons grade material using centrifuge method.

. Al Jesira (Mosul) - mass production of UCL,.

+ Al Qaim - phosphate plant for production of U308.
«  Akashat uranium mine.

= Iraq had three reactor programs:
»  Osirag/Tammuz I 40 megawatt light-water reactor destroyed by Israeli air attack in 1981.
»  Isis/Tarnmuz II 800 kilowatt light water reactor destroyed by Coalition air attack in 1991.
«  IRT-3000 5 megawatt light water reactor damaged by Coalitjon air attack in 1991.

*  Iraq used Calutron (EMIS), centrifuges, plutonium processing, chemical defusion and foreign purchases to create new
production capability after Israel destroyed most of Osirag.

+  Irag established a centrifuge enrichment system in Rashidya and conducted research into the nuclear fuel cycle to facilitate
development of a nuclear device.

+  After invading Kuwait, Iraq attempted to accelerate its program to develop a nuclear weapon by using radioactive fuel from
French and Russian-built reactors. [t made a crash effort in September, 1990 to recover enriched fuel from its supposedly
safe-guarded French and Russian reactors, with the goal of producing a nuclear weapon by April, 1991. The program was
only halted after Coalition air raids destroyed key facilities on January 17, 1991.

= Iraq conducted research into the production of a radiological weapon, which disperses lethal radioactive material without
initiating a nuclear explosion

»  Orders were given in 1987 to explore the use of radiological weapons for area denial in the [ran-Irag War.

+  Three prototype bombs were detonated at test sites -- one as a ground level static test and two others were dropped
from aircraft. -

+  Iraq claims the results were disappointing and the project was shelved but has no records or evidence to prove this.

*  UN teams have found and destroyed, or secured, new stockpiles of illegal enriched material, major production and R&D
facilities, and equipment-- including Calutron enriching equipment.
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* UNSCOM believes that Iraq’s nuclear program has been lacgely disabled and remains incapacitated, but warrs that frag
retains substantial technology and established a clandestine purchasing system in 1990 that it has used {0 impor: forbidden
components since the Gulf War.

* The major remaining uncerainties are:

* Irag still retains the technology devaloped before the Gulf War and US experts believe an ongoing rescarch and
development effort continues, in spite of the UN sanctions regime.

©  Did lrag conceal an effective high speed centrifuge program.
* Are there elements for radiojogical weapors.

* Is it actively seeking to clandestinely buy comporents for auclear weapons and exami9ning the purchase of fissile
material from mutside Tran

+  Isitcontinuing with the development of a missile warhead suited to the use of a nuclear device.

* A substantial number of declered nuclear weapons components and research equipment has never been recovered.
There is no reason to assume that Jragi declarations were comprehensive.

* Work by David Albright indicates that Iraq still holds approxinatély 1.7 metric tons (MT) of low-enriched uranium (LEU)

and several hundred MT of na(urnl uranium, He estimates that if fraq should master one of the uranium enrichment

logies that it was pursaing before the Guif War, s LEU stock would provide a means to rapidly make enough HEU

for at least one nuclear weapoq and that the natural uranium could become the feedstock for many more. This uranium

remains in Iraq because the UN Action Team did not have a mandate under resolution 687 to "remove, destroy or render

harmiess" this uranjum. Without further enrichment or irradiation in a nuclear reactor, it is not "weapons-usable nuclear
material,"

*  Dr. Khidhir Hamza a highest-ranking [raci scientist who defected from Iraq claims Iragi scientists were commanded to
build ene nuclear borsb immediate.y after Saddam invaded Kuwait in 1990, and tkat the resulting device was crude and
untestec and might even could fall apart. In an April 2, 2001 edition of Middle East Forum Wire, he says that,

* Irag still runs is nuclear program and distributes its nuclear program infrastructure among dozens of smail
corporations, as it does with biclogical and chzmical weapons.

«  One group was responsible for enrichment of uranium by diffusion, and did this under the front of a large refinery in
Baghdad. A refinery and 2 vraniom enrichment plant require similar piping, structures, compressors, and handling of
gases. He says

*  His assistant, who designed bombs under Hamza, is now running the program while also doing seismiic prospecting for
oil maps. Apart from designing weapans, he engineers underground explosions that generate seismic waves in order to
focate ofl. When an inspector visits, all programs relating to the bomb design are put aside, and replaced with seismic
prespecting maps. The bomb designer is a real expert at seismic prospecting, so he is very convincing to the inspectors.

* In.a 1998, New York Times interview, he stated that Iraq was three years away from nuclear capability. Sadly,
inspections ceased that same year. Three years have passed, and Saddam is undoubtedly on the precipice of nuclear
power,

*  He now estimates that Irag will have bstween three to five nuclear weapons by 2003, Iraq now has twelve tons of
uranium and 1.3 tons of low enriched uraniom. This is enough for at least four bombs already.

*  The CIA reporied in January 1999 that Irag continues to hide documentation, and probably some equipment, relating to key
aspects of past nuclear activities. After years of Iraqi denials, the IAES was able to get Iraq to admit to a far more advanced
nuclear weapons prograrm and a project based on advanced uranium enrichment technology. However, Bagndad continues to
withhold significant information about entichiment techniques, foreign procurément, and weapons design.

*  The DCI Nonproiiferation Center (NPC) reported in February 2000 and August 2000 that “We do not have any direct
evidence that {raq has used the period since Deser: Fox to reconstitute its WMD programs, although given its past behavior,
this type of activity must be regarded as likely. The United Nations assesses that Baghdad has the capability to reinitiate
both its CW and BW programs within a few weeks to months, but without an inspection monitoring program, it is difficult
to determine if Irag has done so.”

* Press reports in February 2000 claimed that Iraq might have developed biological warfare agents it had kept secret from
UNSCGM inspectors and which were never discovered. The reports followed similar warings by UNSCOM experts on
January 23, 2000 that Iraq might have done so, that not all suspected biclogical weapons production and research facilii
had been inspected, and that the undiscovered weapons might include infectious viral agents.vii

Copyright Anthony H. Cordesman, all rights reserved.
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*  George Teret, the Director of the CIA, testified before the Senate Foreign Relations Commitiee on Mareh 20, 2000 and
stated that, “We are concerned akout the potential for states and terrorists to acquire pluionium, highly enriched uranium,
and other fissile materials, and even complete nuclear weapons...Iran or Irag could quickly advance their nuclezr aspirations
through covert acquisition of fissile material or relavant technology.”

* A Department of Defense report in January 2001 stated that,

»  Despite these severe pressures on ils economy, Saddam Hussein's government continues (o devote Iragi resources to
rebuilding certain portions of its development program that was focused on building an implosien-type device. The
program was linked to a ballistic missile project that was the intended delivery system. From April 1991 to December
1998, Iragi nuclear aspirations were held in check by IAEA/ UNSCOM imspections and monitoring. All kaown
weapons-grade {issile material was removed from the country,

¢ Although Iraq claims that it destroyed all of the specific equipment and facilities useful for developing nuctear
weapons, it still retains sufficient skilled and experienced scientists and engineers as well as weapons design
information that could allow it to restart a weapons program.

+  hag would need five or more years and key foreign assistance to rebuild the infrastructure to enrich enough material for
a nuclear weapon. This peried would be substantially shortened should Baghdad successfully acquire fissile material
frotm a foreign source.

*  The CIA estimated in January 2002 that Baghdad had a crash program to develop a nuclear weapon for missile delivery in
1990, but coalition bombing and IAEA and UNSCOM activities significantly set back the effort. The Intelligence
Community estimates that Iraq, enconstrained, would take several years to produce enough Jissile material to make a
weapon, [raq has admitted to having biological and chemical weapons programs before the Guif war and maintaing those
prograns.

Source: Prepared by Anthony H. Cordesman, Arleigh A Burke Chair in Strategy, CSIS.

Copyright Anthony H. Cordesman, all rights reserved.
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Senator LANDRIEU. Thank you very much.
Mr. Duelfer.

STATEMENT OF CHARLES A. DUELFER, VISITING RESIDENT
SCHOLAR, CENTER FOR STRATEGIC AND INTERNATIONAL
STUDIES

Mr. DUELFER. Thank you. I will try not to repeat many of the
points that Tony made. I am in agreement with much of what he
said. Let me begin by talking a little bit about the incentives that
the regime has.

One of the aspects of UNSCOM’s work in Iraq was to understand
in detail the concept of use, the rationale, and the decisions which
were taken to acquire these weapons. From the beginning, through
our existence there, and until 1995, Iraq refused to describe those
concepts, requirements, and so forth, the types of decisions that
you and this committee take when you reflect upon the United
States’ defense programs.

But after Hussein Kamal, Saddam Hussein’s son-in-law, defected
in August 1995, all of a sudden Iraq became for a short period of
time quite cooperative, largely because they were concerned that
Hussein Kamal, who had been in charge of all these weapons pro-
grams, would spill the beans when he was in Jordan. In point of
fact they were partially correct on that. In any case we had a very
interesting meeting one evening where Iraq finally did discuss
where these programs came from, who made the decisions, and
why they were important to the regime.

As Tony has pointed out, in essence the regime believes it owes
its survival to the possession of these weapons in a war with Iran.
Iran was deploying human wave attacks on the southern front near
Basra. Large numbers of Iranians would storm across the border,
and Iraq could not defend against that except by using large num-
bers of chemical munitions. Iraq described to us that they con-
sumed 101,000 chemical munitions. These were artillery rounds,
aerial-delivered bombs and artillery rockets, filled mostly with
sarin, but also mustard gas. So they used a lot. It saved the regime
in that war.

More interestingly, however, I also explored with them the dy-
namics that weapons of mass destruction played in the second Gulf
War. Again, they played a very important role. They were not used,
but as in the Cold War they played a very important role.

You will recall that Secretary Baker met with Deputy Prime
Minister Tariq Aziz in January 1991, before the war. One key point
of his discussion was to warn the Iraqis and Tariq Aziz that, “if you
use chemical or biological weapons, we will respond overwhelm-
ingly, and it will be regime-ending.” The Iraqis did not use these
weapons even when they were losing, and I asked them why, and
the long and the short of it was that Saddam thought that he
would not survive. So the message worked. Saddam was deterred.

But at this meeting with very senior Iraqis, including ministers,
they went on to describe how before the war they loaded not just
aerial bombs but missile warheads with chemical agent and biologi-
cal agent. They described the agents as aflatoxin, anthrax,
bofullinim toxin, and nerve agents. They dispersed them to five lo-
cations. Warheads were at two and the aerial bombs were at three
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others. Then they said they were predelegated the authority to use
them under certain circumstances.

So I asked them “under what circumstances?” They said, “If the
Americans went to Baghdad.” They described the targeting, and
then they added that it worked. The Americans did not go to Bagh-
dad. So from the Iraqi perspective, the possession of these weapons
saved the regime once again because it kept the Americans from
going to Baghdad. It is not an illogical concept.

Of course, it was a monumentally depressing moment, as an in-
spector who is trying to get them to give up these things, because
at that point I think it dawned on us that this was not just an up-
hill battle, it was an impossible battle. Tariq Aziz would regularly
point out to us that “You are not General MacArthur. You did not
occupy Iraq. Therefore, there are limits to what you can do.”

They have a very refined sense of the use of force. They under-
stand what an opponent is willing to pay and what it is not willing
to pay. They understood that if we did not occupy Iraq, there were
limits that the United States and the coalition were not going to
go beyond, and that left us, the inspectors, out dangling. We were
seeking to cause them to give up weapons which they considered
vital to their national security. It was coercive disarmament, not
arms control.

The Iraqi regime will often try to cause this to morph into an
arms control discussion, which it is not. This is coercive disar-
mament. Iraq fought a war, they lost, and they are supposed to
give up these weapons.

So I say all this by way of explaining just how important these
capabilities are to the regime. They are not going to give them up,
under any circumstances that I can imagine, without conflict. Cer-
tainly, as we learned in December 1998, they found that the price
which the coalition and, in particular, the United States was will-
ing to cause them to pay was worth it. In other words, they en-
dured 4 days of bombing of some set of targets. That was fine by
them. They got rid of the inspectors; they have the weapons.

Let me talk just very briefly about the missiles and other weap-
ons which, in my judgment, remain. When we finished our work,
there were a lot of unresolved issues. In the missile area, let me
just summarily say that I suspect strongly that there is a strategic
reserve of SCUD variant missiles left, on the order of a dozen or
so. These are modified SCUD missiles which had been provided by
the former Soviet Union, or produced in Iraq’s own indigenous mis-
sile program. They had proceeded pretty far in getting a capability
of building their own SCUD-like missiles.

In addition to that, they have been permitted by the UN resolu-
tions to build missiles up to a range of 150 kilometers. As the
Iraqis themselves have pointed out, the technology and skills re-
quired to make a missile go 150 kilometers are not terribly dif-
ferent from those required to make a missile go much further, so
it was our judgment and our suspicion that embedded in the per-
mitted program were activities to support longer range missiles.
Certainly, we discovered the Iraqis had the desire for longer range
missiles.

They had paper plans for missiles going as far as 3,000 kilo-
meters. There was a program called the Al Abbas, which was a de-
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rivative of the SCUD technology and was planned to go 900 kilo-
meters. My judgment would be that these development programs
continue in earnest.

There are a couple of caveats on this—there were some techno-
logical hurdles they faced. One was guidance and one was some of
the engine components, particularly turbines. Staging was a prob-
lem, and also—and this bears on the effectiveness of some of these
weapons—warhead-fusing. The warheads which they deployed, the
ones which they had predelegated the authority to use, were de-
signed for impact-fusing. It’s not a very efficient way of dispersing
either chemical or biological agents. It might kill some people lo-
cally. It would certainly scare a lot of people, but in terms of caus-
ing a large number of deaths, that’s not the best way. I think it
would be wise to watch for any type of experiments with warhead-
fusing in their ongoing program.

In the chemical program, the large uncertainty which we had at
the end of our work in 1998 was over VX. Iraq denied that it had
weaponized VX as an agent. This is a very advanced nerve agent.
We found, to the contrary, that they had put VX in missile war-
heads. My guess is that they have the capability to deploy VX-
armed artillery or bombs. We had unaccounted for precursors, the
chemicals which you need to make the final agent. I think Iraq has
the capability indigenously to produce sizeable amounts of chemical
agent with strategic warning.

Chemical weapons in some ways are particularly useful in battle-
field circumstances, as Iraq demonstrated in the Iran-Iraq War.
But they are, I think, a manageable threat in a sense, so in some
ways that is less of a problem.

The real problem that I see is in the biological area. We never
got a full understanding of the program. Iraq had two major dif-
ficulties in trying to present a public and verifiable picture of what
they did. One was the origin of the program. That was in the secu-
rity services, and these were parts of the Iraqi Government that
they did not want any light shown upon at all. Nevertheless, that
is where these programs were born.

Second was the rationale and the purposes of these programs.
They could not describe the purposes as military. It made no sense
to produce an agent like aflatoxin. Aflatoxin is something which
causes cancer over a period of years. The best military rationale is,
it might prevent a lieutenant from becoming a colonel, but this
made no sense whatsoever, especially when you look at some of the
research and development efforts that Iraq conducted. They did
things like mixing aflatoxin with CS, which is normally considered
a riot control agent. Why would you do that? This infers a rather
insidious mind set. In other words, are they developing a way of
dispersing long-term lethal agents in ways that you will not know
it.

They also examined agents for agricultural weapons, including
wheat smut. So clearly they had a range of objectives, perhaps
military, but perhaps much more insidious terrorism and other rea-
sons for these weapons. We need to be looking out for that.

I would also comment on Senator Roberts’ attention to agricul-
tural weapons. Last year, there was this terrible foot and mouth
disease outbreak in the U.K. and I think it is highly illustrative of
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how effective an agricultural weapon could be. This case appears
to be caused by some pig from South Africa or something. There
is no reason to believe that it was caused by a country, but it is
illustrative of something that could easily be caused by a country—
and we might not know it.

Finally, I want to make a couple of comments about the Iraqi nu-
clear program, and where it may be headed. The nuclear program
fortunately was never achieved by the Iraqis. In spite of a lot of
effort, resources, and thousands of people devoted to it, they did
not get a weapon. They had a good design. They almost got a weap-
on, but they did not.

Towards the end of our work, we were looking around to see
where some of the key people that were involved in the nuclear
program were located. They were reemerging in clusters. They
were clustering in areas where they had similar expertise, at state
establishments and key defense factories. It appeared to us not co-
incidental. In other words, it appeared that the nuclear team was
reassembling from 1998 onward.

Now, how far they are going and how far they have gotten is an
open question. There is some limited reporting by defectors, some
of whom have gone public, that the program continues. Similarly,
there is defector reporting in each of the other areas which con-
firms that these programs are continuing and weapons exist, and
that the nuclear program is the biggest risk, but fortunately is also
unlikely to be achieved in the short term.

On Iraqgis who leave Iraq, it seems to me the United States has
not done as good a job as it could have towards encouraging brain
drain. Ultimately, it is the people who make the weapons, and ulti-
mately it is the expertise that we at UNSCOM left behind. These
are technocrats—smart, energetic people. In many cases, they are
trapped in the system. They face daily dilemmas that we do not.
Do you risk leaving? Do you risk not serving the regime? Risk your
life? Risk your family’s life? These are daily decisions these people
confront, and they have a lot of sympathy from me, despite the fact
that they may participate in these programs.

I think we could do a lot both to help them and to help ourselves
by encouraging them to vote with their feet. As it becomes more
and more clear that the United States is serious about changing
the regime in Baghdad, Baghdad is going to get pretty ugly.
Saddam’s a proactive guy. He may be paranoid. He may have good
reason for being paranoid. People are going to be starting to look
next to him and saying, who is likely to be disloyal? People are
going to die. I would hope some of these more productive Iraqis will
decide sooner to leave rather than later, and perhaps we can make
that message clear.

This plays into a final point. If we do confront Iraq militarily we
face another issue where Saddam may actually order the use of
these weapons. Deterring him this time may be difficult because he
may realize that we are not going to stop until he is gone, period.

That takes away some of the leverage on deterrence, so in that
case, one of the messages you may wish to transmit is to all the
people who have to execute the orders and say, look, there will be
a new regime. Judgments will be made at that point in time, and
your actions now will be evaluated at that point in time. Iraqis in
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the chain of command must think about it, because we will be
watching to see who actually does this and who does not do it.
Maybe the people can be deterred, if not their leader.

Those are my comments. Thank you very much.

[The prepared statement of Mr. Duelfer follows:]

PREPARED STATEMENT BY CHARLES A. DUELFER

Thank you for the opportunity to appear before your subcommittee. I would like
to make my presentation in two parts. The first part will address the motivations,
concepts, and organizations supporting the Iraqi WMD programs. The second will
discuss the ensuing programs and their probable status today.

UNSCOM had long pressed Iraq to provide information and documents describing
the requirements and operational concepts for the biological, chemical, ballistic mis-
sile, and nuclear programs. Iraq refused until shortly after Saddam Hussein’s son-
in-law, Hussein Kamal, defected to Jordan in August 1995. Hussein Kamal was the
most senior regime official with control over these weapons programs. Baghdad was
concerned about what Kamal would reveal and sought to limit the damage by a
burst of controlled cooperation and admissions.

On September 18, 1995, I had a long, late night meeting with several senior Iraqi
ministers and other officials. The meeting was arranged to discuss the Iraqi con-
cepts and requirements for their WMD development and production programs. Pre-
viously, Baghdad had refused to engage in such a discussion. I remember the meet-
ing quite well, not simply because there was an unusual amount of candor, but be-
cause I suddenly realized how unlikely it was that the government would ever com-
ply fully with the UN demand to completely give up all WMD capabilities forever.
Consequently, the UNSCOM inspectors had an ultimately hopeless task under the
conditions they were permitted to operate.

Iraq revealed that evening how weapons of mass destruction were viewed from
the position of the presidency. (They even provided selected presidential documents.)
Partial descriptions of the origin of WMD efforts were discussed. They also dis-
cussed how these programs had been used and their importance to the regime. In
essence, the possession of WMD had saved the regime on two occasions. The first
was in the war with Iran in the 1980s when Iranian human wave infantry attacks
were repelled with chemical munitions (UNSCOM learned that 101,000 were re-
ported “consumed” during this period).

The second instance where WMD preserved the regime was more surprising. I
had asked about the decision by the Iraqi leadership not to employ WMD in the
1991 Gulf War. In a carefully worded response, the impression was conveyed that
the president thought if Iraq used chemical or biological weapons against the coali-
tion, retaliation would end his regime and probably him personally. He was success-
fully deterred. However, my interlocutors went on to describe how they had loaded
biological and chemical agent into various missile warheads and bombs before hos-
tilities began in 1991. Moreover they dispersed these weapons and pre-delegated the
authority to use them if the United States moved on Baghdad. The Iraqis stated
that these actions apparently deterred the United States from going to Baghdad.

Whether the Iraqi leadership believes this was the only reason the United States
did not go to Baghdad in 1991 is unknown. However, clearly they are convinced that
the possession of WMD contributed to keeping the Americans away and thus was
vital to their survival.

The Iraqi WMD programs, which were begun in the mid-1970s, and consumed
large material and human resources throughout the 1980s, were well worth the in-
vestment from the perspective of the leadership. It was difficult then and more dif-
ficult now, to imagine circumstances under which this regime would end these pro-
grams. Deputy Prime Minister Tariq Aziz said on more than one occasion, “You are
not McArthur. You did not occupy Iraq. Therefore, there are limits to what you can
do.” He was absolutely correct. Inspectors would be inherently limited in what they
could do and accomplish. Nevertheless, we did eventually obtain a pretty good pic-
ture of the extent of Iraq’s programs. From that, and from evidence that continues
to be available even now, it is possible to make a reasonable judgment about Iraq’s
current capabilities and intentions.

Organizations. The key organizations of the Iraqi programs included not just the
Ministry of Defense, military services and Military Industrial Corporation, but also
the intelligence services. The role of the latter was particularly relevant to the bio-
logical weapons program and contributed to our lack of understanding in that area.
The military services had clear roles in the chemical area. Air forces and army
forces stocked and used a variety of munitions for battlefield purposes. The long-
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range missiles were in a separate unit and had special warheads that could be load-
ed with chemical or biological agents. The Military Industrial Corporation (or orga-
nization) was and is now the ministry that coordinates all military research, devel-
opment, and production. A special department of the Iraqi Intelligence Service or
Mukhabarat plays an important supporting role, especially in arranging overseas
procurement of weapons-related items. They coordinate purchasing missions and es-
ic)ablish front companies or work through companies who conduct largely legitimate
usiness.

The Special Security Organization (Amn al Khass) had a special role in the bio-
logical weapons program that was carefully concealed. UNSCOM only obtained frag-
mentary information on this but it was clear that much of the original work on
agent development was at the instigation of this security organization. The purposes
of such research were therefore uncertain, but not related to military requirements.
The Special Security Organization and the elite military units of the Special Repub-
lican Guard are responsible for protecting and concealing WMD elements.

The place where all these programs came together was in the Office of the Presi-
dent (or Diwan). Only top presidential advisors had the full picture and gave direc-
tion and committed the resources to these programs. Key among them is Presi-
dential Secretary Abid Hamoud who plays a role like the U.S. national security ad-
visor, but more so. (He has more command authority.)

Incidentally, the reason UNSCOM pressed so hard to gain access to presidential
sites, including palace areas, was because this is where we believed we could find
the program and planning data that would allow us to verify the full extent of the
Iraqi programs. The top-level control of these programs will not have changed today.

Long Range Ballistic Missile Status. The bulk of Iraq’s long range surface to
surface missiles derived from imported SCUDs from the former Soviet Union. They
imported 819 missiles and 11 mobile launchers. Many were expended: against Iran,
for testing, and in the 1991 war. Iraq unilaterally destroyed others in an elaborate
ruse to preserve a limited force in 1991. UNSCOM pursued a long and tortuous
process to account for these missiles, which was made more difficult by the discov-
ery in 1995 that Iraq had a program to produce such missiles indigenously. This
program was at least somewhat successful. At the end of our work in Iraq there
remained uncertainty over the disposition of a relatively small number of SCUD
missiles. In my view it is likely Iraq retains a small long range missile force (per-
haps 12-14 missiles) that would serve the purpose of a strategic reserve.

However, Iraq also retained a missile development and production infrastructure.
This is permitted under UN resolutions for missiles up to 150 kilometers. Iraq has
an active development program for a liquid fueled missile dubbed the al Samoud,
which utilizes engine technology from the anti-aircraft missile SA-2 (Iraq had over
1,400 of these missiles) and some technology derived from its SCUD missiles. This
program continues today and there are reports that Iraq may be seeking the ability
to extend its range and develop longer-range missiles.

Key areas Iraq needed to work on included warhead fusing (their chemical/biologi-
cal missile warheads in 1991 had impact fuses which would greatly limit their effec-
tiveness), guidance, and engine production. Another area where Iraq is undoubtedly
working is on staging. The Iraqi surface to surface missiles in 1991 were single
staged. However, they were doing research on ways to add stages and increase
range. It should be noted that Iraq continued these research and development ef-
forts even while UNSCOM was inspecting during the early 1990s.

Chemical Weapons Status. While UNSCOM attempted to obtain documentation
covering missions and requirements from the Ministry of Defense we never suc-
ceeded—despite some very intrusive inspections.! Nevertheless, we gained a general
picture of the chemical weapons programs up until 1988, or the end of the Iran-Iraq
war. The agents and munitions developed and used were nerve and mustard agent.
They had clear battlefield applications and we were able to account for much of the
weapons and production capacity. Remaining issues included such matters as dis-
crepancies about munitions consumed. (A key document found by UNSCOM in the
Iraqi Air Force headquarters in July 1998 was seized back by Iraq. Inspectors had
copied the data, which contradicted earlier Iraqi declarations accounting for nerve
and mustard munitions.) There also was production equipment for which UNSCOM
had evidence that it existed in Iraq, but never located. There also was no way of
verifydi{ng the disposition of much of the stocks of precursor chemicals Iraq had ac-
quired.

It was certainly the case that the work Iraq pursued in chemical weapons after
1988 was the most tightly protected by Iraq. The one Ministry of Defense document

1There was one exception—a Ministry of Defense document directing acquisition of chemical
weapons agent in 1988.
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UNSCOM did receive provided guidance to continue to develop types of chemical
weapons, attempting to manufacture the most dangerous types in large quantities.
It was in this period that development and production of the advanced nerve agent
VX was conducted. There remains considerable uncertainty about the extent of this
program and its disposition. There was a pattern to Iraqi revelations—they gave up
the oldest and least advanced projects and materials most readily.

UNSCOM accounted for and destroyed huge amounts of chemical agent, muni-
tions, production equipment, and precursors. Yet, there certainly remained unac-
counted materials for the production of both precursors and final agent. Iraq can
make munitions indigenously and can probably make needed chemical production
equipment indigenously. The expertise for such work remains.

Areas where Iraq could be expected to be doing development would be in produc-
ing stabilized VX and improving their munitions and dispersal systems. In particu-
lar, the aerial bomb designs Iraq had in the early 1990s were not efficient for dis-
persing nerve agent. Fusing was a problem. It was apparent that Iraq was begin-
ning to look into cluster munitions. Such munitions could be much more effective
battlefield weapons. Aerial spray devices, possibly attached to remotely piloted vehi-
cles, were under development and had application for both chemical and biological
agents.

Biological Weapons Status. The biological weapons program was the least well
verified of all Iraq’'s WMD programs. Part of the reason is because, as noted earlier,
it emerged from the security organizations. The original purposes probably were not
military in nature. This program was also not admitted until 1995, or 4 years after
UNSCOM began work in Iraq. We know that the biological weapons program large-
ly shared the same munitions as chemical weapons. However, the production levels
and disposition of both agent and production equipment has significant uncertainty.

The three biological agents Iraq states it produced for weapons were anthrax, bot-
ulinum toxin, and aflatoxin. There were many other biological agents on which Iraq
conducted research and development. These included clostridium perfringens
(causes gangrene), ricin, wheat cover smut, and some early work on viruses. Iraq
had begun some early genetic engineering work as well. Iraq conducted experiments
mixing lethal and non-lethal agents such as CS, commonly used as a riot control
agent.

Iraq never made clear the purposes of many of these programs and experiments,
extensive though they were. It seemed probable that military use was not the only
purpose. In fact, the military seemed to have almost no interest or relationship to
the program. It is difficult to understand why Iraq would produce and put alatoxin
into aerial bombs. It has the effect of causing cancer over a period of several years.
Experiments Iraq conducted in mixing aflatoxin with riot control agent appear par-
ticularly insidious as they would mask the exposure of individuals to this cancer
causing agent.

The experiments with wheat smut are evidently aimed at developing economic
weapons.

It was clear that Iraq understood that depending on the method of dispersal, the
origin of the agent could be concealed. In other words, they understood the potential
for conducting an attack that would be near impossible to connect to Baghdad as
the responsible actor.

The sites where Iraqi biological weapons work was known to have occurred were
accounted for by UNSCOM. The largest, al Hakam, was destroyed under UNSCOM
supervision in 1996. Another, the Daura Foot and Mouth disease facility, is being
used for civilian purposes according to public accounts. There were elements of pro-
duction equipment that UNSCOM understood were shipped into Iraq, but which
were never located.

Nuclear Weapons Status. The nuclear weapons program is the most critical and
most difficult for Iraq to achieve. While successful in all other WMD areas, Iraq did
not quite achieve a nuclear weapon capability before invading Kuwait. Iraq had a
huge sustained investment in nuclear weapons development throughout the 1980s.
The International Atomic Energy Agency (IAEA) accounted for most of the program
and key facilities were destroyed. However, the intellectual capital remains, as does
the will of the leadership to achieve a nuclear capability. Even during the time
UNSCOM and TAEA were still in Iraq, there was a pattern of the former staff of
the nuclear program being reassembled in common locations according to their ex-
pertise, e.g. specialists from former centrifuge enrichment program can be found
clustered at one facility. Of course Iraq claimed they were engaged in activities al-
lowed by the UN resolutions, but coincidences like these occurred too often.

Key facilities where personnel congregated included Al Majd Center, the Ibn Sina
Center, Al Raya Center, Sa’ad Center (right across from the Rasheed Hotel familiar
to all visitors), and the Al Tahaddi Center. These centers have legitimate rationales
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for their on-going work, but the presence of teams of alumni from the nuclear weap-
ons program is a key tip-off.

A recent defector who worked as a design engineer (evidently in the Al Majd Cen-
ter) stated that an explicit order to reconstitute the nuclear teams was promulgated
in August 1998, at the time Iraq ceased cooperation with UNSCOM and IAEA.2

The key hurdle for Iraq to surmount to obtain a nuclear weapon is the acquisition
of fissile material. Iraq had a viable weapon design and the capacity to produce all
the elements of a weapon. Predictions on when Iraq will achieve a weapon depend
on whether Iraq can obtain fissile material by smuggling or they have to produce
it themselves, which will take much longer. Predictions are particularly uncertain.
The German intelligence authorities made an oft-quoted estimate last year in which
it was stated that Iraq could, in the worst case, have a nuclear weapon in 3-6 years.
German intelligence noted the growth in Iraqi procurement efforts in particular for
weapons-related items.3 However, how this projection was made is not public and
it may include significant uncertainty.

While precise estimates of the Iraqi nuclear program are impossible, what is cer-
tain is that Baghdad has the desire, the talent, and the resources to build a nuclear
weapon given the time to do so.

Where are they headed? Typically, the regime in Baghdad will devote full re-
sources to its weapons programs. All evidence suggests this has not changed even
under sanctions and while the Iraqi civil society has been decaying. The regime has
ruthlessly used a combination of reward and punishment to achieve all of its objec-
tives, whether protecting itself internally or expanding its influence internationally.
The use of force comes naturally and weapons of mass destruction are a vital ele-
ment of the spectrum of power the regime applies. The regime exhibits a fundamen-
tal view that if you are not feared, you are nothing.

The regime seeks to dominate the region. It generates fear in its neighbors but
also has the inherent capacity to reward them due to its oil wealth. It has skillfully
played these two levers. Its influence in the region has steadily and incrementally
grown since the debacle of 1991.

The Current and Future WMD Threat. Iraq has significant WMD capabilities
in all areas with the exception of nuclear. It is probable that a small force of SCUD
derived missiles remain in Iraq. Defectors have reported their existence and this is
consistent with the remaining uncertainties of UNSCOM’s work.4 Moreover, the on-
going Al Samoud liquid propellant missile is proceeding quite actively. Iraq has also
been active in developing solid propellant engines. Iraq had a project called Badr
2000 which aimed to import non-SCUD missile technology. UNSCOM eliminated
much of this program, but it embodied an objective Iraq retained in its missile pro-
grams—a multi-stage surface to surface missile. It is a reasonable assumption that
such development work continues. Even during the time UNSCOM was in Iraq, a
facility for the production of ammonium perchlorate, a key ingredient in solid mis-
silel)propellent, had been established (to eliminate the need to smuggle such mate-
rial).

Key things to look for in the Iraqi missile program will be testing of separating
warheads, fusing for detonation above ground, and perhaps employment of super-
sonic parachutes to retard warheads. Evidence of Iraqi interest in these areas before
UNSCOM left and such testing would indicate important advances in chemical and
biological missile warheads.

The chemical weapons program must be assumed to remain albeit in a diminished
state from the huge industrial production of the 1980s. Dual-use facilities, even at
known locations such as the production plants at Falluja, have the ability to produce
chemical agents clandestinely. Chemical weapons have proven utility to Iraq on the
battlefield against large troop concentrations. Iraq will retain the capacity to
produce significant amounts of agent and fill munitions in a period of strategic
warning. Storable, persistent VX agent may well have been produced since

2London Sunday Times of December 24, 2000, “Saddam Builds New Atom Bomb,” by Marie
Colvin (who interviewed engineer Salman Yassin Zweir in Amman Jordan.) Another defector as-
sociated with the nuclear program went to Spain in 2000 and also reported ongoing work. See
Il Mundo, Sunday, April 2, 2000. A more sensational report from a defector carried in the Lon-
don Sunday Telegraph of January 28, 2001 that Iraq has two nuclear weapons is extremely du-
bious. Major elements of his descriptions (some on television) were demonstrably wrong—such
as an underground facility at Lake Rezzaza. Moreover, when Saddam does have a bomb, his
behavior will change.

3 As reported in Die Welt internet version of February 23, 2001, “The Long Arm of Saddam”
by Roland Nelles.

4 Another defector interviewed in Jordan and reported in London Sunday Times of February
20, 2000 in an article by Marie Colvin and Uzi Mahnaimi. The defector reported training exer-
cises with missiles including the loading of warheads with nerve agent.
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UNSCOM left in 1998. Chemical weapons munitions for the battlefield can be pro-
duced in existing Iraqi munition factories.

The biological program is the most problematic for a number of reasons. First, it
is the least visible. Facilities can be hidden or made mobile. UNSCOM had received
reports of mobile biological weapons facilities. Unlike nuclear programs, biological
weapons programs have a small signature. The best window into the Iraqi program
will be from defectors. Some have been providing such information.5 Another key
concern about the biological programs is that Iraq can accomplish everything indige-
nously. They can produce all the production equipment (fermenters, dryers, cen-
trifuges, etc.). Iraq is also quite able to produce dispersal weapons of various sorts.
Finally, they have access to seed stocks for a whole range agents.

The types of research Iraq is known to have conducted points to their interest in
biological weapons not just as a battlefield weapon, but as a strategic weapon, an
economic weapon, a terror weapon, and possibly a genocide weapon. It remains to
be learned precisely what agents were used in Kurdistan and whether they were
strictly chemical agents.

Biological weapons are the most difficult present threat posed by Iraq. They cer-
tainly have the capacity to deploy it clandestinely or through surrogates should the
regime so decide. Moreover, it is possible that such things as wheat smut could be
spread without any way of tracing the source. It is not impossible to imagine an
economic disaster like the British foot and mouth disease outbreak that could be se-
cretly directed from Baghdad and we would never be able to prove the source.

Biological weapons remain a high priority for the regime. Defector information in-
dicates recruitment efforts among top Baghdad University biology students. It is
also interesting to note that people associated with the biological weapons programs
have been promoted. One key individual is now deputy director of the Military In-
dustrial Corporation—the state run defense research, development, and production
center.

Saddam Hussein has stated his policy on weapons himself. In a televised meeting
with top officials of the Military Industrial Corporation on June 12, 2000, he said,

“If the world tells us to abandon all our weapons and keep only swords, we
will do that. We will destroy all the weapons, if they destroy their weapons.
But if they keep a rifle and then tell me that I have the right to possess
only a sword, then we would say no. As long as the rifle has become a
means to defend our country against anybody who may have designs
against it, then we will try our best to acquire the rifle.” 6
Finally, and most recently, the official newspaper of the Iraqi Bath party, Ath-
Thawra, wrote that “Acquiescing to Israel’s, but not Arab, possession of such weap-
ons (WMD) is a case of double standards. But no matter how much those who pur-
sue double standards try to obstruct the Arabs, they will not stop their efforts to
achieve this goal, be they overt or covert, in future. Acquiring weapons of mass de-
struction is consistent with “the right to self-defense and the requirements of na-
tional security, irrespective of the nature of a ruling regime.” 7
Of course, the difference in the regime is everything. The present regime in Bagh-
dad will not give up WMD even if inspectors go in again. The present regime will
also remain quite willing to use them.

Senator LANDRIEU. Thank you very much. Those were excellent
summaries of your testimony, and I think you have really given us
a tremendous amount of food for thought, and there will be ques-
tions, of course. We will proceed with 6 minute rounds, our usual
procedure.

Let me begin, Dr. Cordesman, with trying to revisit an issue for
just a moment. I agree that we have probably spent too much time
focusing on missiles as a method of delivery. Although I have sup-
ported some of the development of our programs here in the United

50ne of the better known was Abbas al Janabi who left in February 1998. He was a close
aid to Saddam’s elder son, Udey. He reported that the effectiveness of UNSCOM was limited
and, in particular, Iraq retained a biological weapons capability. See Paris Match February 11,
1999 pp. 3-5.

6 From a FBIS report 122115Z of June 12, 2000.

7From an Agence France Press wire report from Baghdad of January 20, 2002, describing a
report in Ath-Thawra of the same date.
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States, I do think that we need to focus on other delivery systems
that you mentioned.

Could you go into some more detail about what kinds of systems
you think would be more likely to be used, what you may be look-
ing for, and what the effective means of delivering these other
types of weapons that we should be more focused on are?

Dr. CORDESMAN. Senator, I think you have two basic categories
of delivery. One is if you are using an alternative military weapons
system, another is if you are using a covert delivery system.

I would agree with Charles that a nuclear device, if they have
one, in the near term is likely to be large, bulky, and difficult to
deliver, and almost a last resort device. It is also not clear that
they can test. It is not clear that they have enough fissile material
for such a test.

If, however, they have moved ahead with dry storable biological
weapons and crop sprayers, they could use MIG-21s as drones. You
can take an aircraft and modify it to spray biological agents. The
question would be how many would penetrate, but some might well
penetrate. You could find ways to use helicopters. Iraq used heli-
copters to deliver chemical weapons during the Iran-Iraq war. Heli-
copters operating quickly across borders against an area like Ku-
wait, for example, and disseminating biological weapons at night,
would be a scenario that would particularly concern me.

Covert weapons are a different category. The Gulf, frankly, is a
very porous place. Anybody who has actually been to the Gulf and
gone to Gulf ports is aware that security is often extraordinarily
nominal. For example, the port of Dubai has virtually no day-to-
day inspection or surveillance. There is a lot of small traffic across
the Gulf. Smuggling a weapon into a southern Gulf country, a place
where the U.S. might have to disembark forces, would be another
scenario. Even for a country like Israel it would be very difficult
to close its borders against such covert attacks.

If you were to take the worst case scenario, it would be that Iraq
does indeed have smallpox, and they would disseminate that in a
place like the Frankfurt Airport. You really do not have to be sub-
tle in making such attacks. You do not have to have an attack
spread over many locations. The infection corridors disseminating
smallpox from an attack on one airport over the course of a single
day, particularly one with a lot of flights to the United States, as
well as to Europe, would be something where

Senator LANDRIEU. It would be a very effective delivery system.

Dr. CORDESMAN. More than that, it would be almost uncontrol-
lable and make it almost impossible to predict how the infection
patterns would develop. Again, these are worst-case scenarios. We
had the real world case of Aum Shin Rikyo using anthrax spray on
innocent civilians and the agent was so ineffective they never no-
ticed they were being sprayed.

But let me make the point that while missiles are not the only
delivery system, I would not disregard them. As Charles pointed
out, firing one crude chemical or biological warhead into the area
of downtown Tel Aviv might be a way of catalyzing a region-wide
war and Iraq might do this if it felt that this was its last way of
levering this conflict and the regime was threatened.

Senator LANDRIEU. Mr. Duelfer, do you have anything to add?
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Mr. DUELFER. I think that covers the waterfront. I could go into
more detail. Iraq did develop helicopter-mounted devices for the
dispersal of biological weapons. There was a fellow named Zubeidi,
and a device which we called the Zubeidi device in his honor, which
was specifically designed for that purpose. So they clearly have a
notion of using aerial dispersal methods.

They had also been doing some work with a Czech trainer air-
craft called the L-29. When we were in Iraq we explored that issue
with them and they, of course, said this was simply an RPV, a re-
motely piloted vehicle, but it would make a very good platform for
dispersal of biological agent.

Senator LANDRIEU. Let me ask you both this. Given your keen
understanding, since you both have a lot of expertise in dealing
with this particular regime and the motives of this regime, could
you both give your views on the likelihood of Iraq perpetrating an
attack against the United States with chemical or biological weap-
ons, either itself or through terrorist properties?

A lot of your testimony has been about Iraq’s motivations to-
wards its neighbors, protecting itself against invasion. Post Sep-
tember 11, knowing now what we know about their operation,
which has really been without inspection for 10 years—but where
we have a sense of their capabilities, etcetera, could you just for
the record give your views of that likelihood, particularly through
terrorist proxies? Is that likely or unlikely, and how would you
back up your conclusions and suggestions?

Dr. CORDESMAN. Let me begin. I think, frankly, Senator, that no-
body can really answer that question by providing clear prob-
abilities. Over the years, Iraq has done a far better job of terroriz-
ing its own citizens, both domestically and abroad, than exploiting
terrorist groups.

Terrorist groups are very divided. For all the talk of Islamic ex-
tremism, many of them are secular, many of them change align-
ments very quickly, and many of them quite frankly are for sale.
The ability to use one such group with limited risk of attribution
is something that any country in this region is at least potentially
capable of.

My guess would be, however, that Iraq would not do that. It
would be too frightened of the United States eventually finding out
what happened, and of it triggering the level of U.S. military action
to remove the regime that they know they could not resist.

But the other answer to your question is, what happens if Sad-
dam Hussein feels he is on the edge of defeat, or that his regime
is likely to be destroyed? I think he basically sees himself as the
future of the Iraqi nation, and I think he would be more than will-
ing to take virtually any kind of revenge that he could take, and
to use a terrorist group to deliver any weapon he could bring to
bear against the United States.

Senator LANDRIEU. Mr. Duelfer?

Mr. DUELFER. I would just add a couple of observations. I spent
a lot of hours talking with senior Iraqis, and they looked at me as
the one senior American they could actually talk to over the years.
It was interesting, because they really wanted to be reconnected to
the West. They wanted to be reconnected to Washington. It was not
that they were trying to defeat the United States, and I do not
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think that that is Saddam’s objective. Saddam’s objective is to pro-
mote himself and to promote himself as the leader of Iraq, so it is
not akin to Osama bin Laden, where there is this ideological objec-
tive of destroying the capitalist West. That is not the case at all.

However, as Tony points out, if Saddam feels that we are threat-
ening his existence, he may decide to take as many people as pos-
sible down with him, but I do not think that he would have cause
to support a terrorist objective for the purpose of trying to desta-
bilize the United States, for example.

I would not put it past him to support the terrorist organizations.
I would be astonished if there were not connections between the
Iraqi intelligence services and al Qaeda, and I think the more some
of our government colleagues poke through the caves in Afghani-
stan I would not be surprised at all if we see that there were Iraqis
in some ways present, mainly for the purposes of sharing perhaps
skills and funding, but not for the purposes of attacking the United
States.

They would, however, I think share an objective with Osama bin
Laden in terms of going after the Saudis, and in essence I had this
conversation with the Iraqis, because they see themselves as the
rightful predominant power in the region. They think the Saudis
do not deserve to be the leader in the region, particularly the lead-
er in OPEC. They see themselves as having that position, and if
they were successful in knocking a few blocks from under the Saudi
regime, the United States—for reasons of economics and oil—would
be forced to deal with Baghdad, and that was a lever they were
going to pursue.

Senator LANDRIEU. My time has expired.

Senator Bingaman.

Senator BINGAMAN. Thank you both very much. Thank you,
Madam Chairwoman, for holding the hearing. There is a growing
drumbeat here in Washington in particular for military action
against Iraq, and I think it is hard to watch a talk show or read
a newspaper without reading about it. It is coming from some with-
in the administration and from some in Congress. It is coming from
various people in the media.

From what I am picking up from the testimony of both of you,
clearly there seems to be agreement that Iraq is continuing to pur-
sue development of weapons of mass destruction, continuing to pur-
sue capabilities to deliver those weapons as they determine, or as
Saddam determines is appropriate, and that they are not going to
give those up without a conflict. I think, Mr. Duelfer, you said that,
and I have no reason to doubt that.

I guess my question is, do the facts you have given us so far lead
you then to a conclusion about whether it is in our national inter-
est to proceed with some kind of military action against Iraq, or
does it lead you to the opposite conclusion. Does it lead you to a
conclusion that we should pursue some other set of options?

Dr. CORDESMAN. I do not think you can get a simple answer to
that question. There are some other options that might work, like
a true covert overthrow option, and I do not mean by this the sup-
port of any of the three opposition groups that exist today. I mean,
actually trying a major covert operation within Iraq. Such an effort
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would not trigger an immediate Iraqi reaction, and it could be a
duel that lasted for years, if not a decade.

There are options which I would regard as being very dangerous
for other reasons. These include relying on a weak, if not impotent,
opposition movement like the INC, praying that you got a repeti-
tion of Afghanistan, starting something we cannot not finish, and
then creating a “Bay of Kurdistan” and embarrassing the United
States throughout this region by a conspicuous failure. The only
thing worse, quite frankly, than Saddam is for the U.S. to try to
overthrow him and still have Saddam.

If you are going to draw the conclusion from his weapons of mass
destruction that we must strike, the follow-on conclusion must be
that if we are going to do something militarily, it has to be quick,
it has to be decisive, it has to be thorough, and it has to have an
American presence on the ground. It has to be followed up by a
major effort to rebuild Iraq, to create a state that the Iraqi people
deserve. The Iraqi people, frankly, are often a remarkably decent
group of people.

If we meet these conditions, we are willing to use several air
wings and the equivalent of a heavy corps so this can be done in
a matter of weeks, and if we can get the support of nations like
Turkey, Kuwait, and hopefully Saudi Arabia, then the threat of
proliferation here is so dangerous that that would be an option
which I would say would be justified.

But if it is the U.S. supporting the INC in fumbling its way into
defeat, or if it is simply another set of air strikes, if Saddam sur-
vives, if Iraq goes on and proliferates, and we then convince every-
one in the region that the U.S. has tried and failed, that would be
a disaster.

Senator BINGAMAN. Mr. Duelfer, did you wish to give an opinion?

Mr. DUELFER. I would say a couple of things. One is there are
two alternative futures. One is an Iraq under the current regime,
which continues to develop its WMD capabilities, ultimately result-
ing in a nuclear weapon. They are going to have 4 or 5 million bar-
rels of oil production a day in the not-too-distant future, and a will-
ingness to use this power. That is one future.

The alternative future is an Iraq under a government that be-
haves according to international norms, with whom we can have
relations, with a vibrant, developing society, with, again, the pro-
duction of oil, agriculture, and a population which is secular, west-
ward-leaning, who want nothing more than to be reattached to the
West. They would love to have the Internet. They would love to
have fax machines. They would love to have satellite TV. The dif-
ference between those two futures is huge, and a positive Iraq can
change everything in the region. To me, that is worth taking some
risk.

I agree with Tony that it is going to require a strong American
presence, because one of the artifacts of American policy in the
past 10 years is that people do not believe us. Sending a few cruise
missiles does not mean anything. The Iraqis have grown to like
cruise missiles. I had conversations with them on this topic. They
said, “well, why do you do this, you target buildings.” I said, “well,
we have these pictures, so we target the buildings.” Buildings to
them are like scotch tape. They do not care.
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So they are used to America not being serious, but if America
demonstrates that it is serious, it will change people’s minds in
Iraq. They will question, are they going to fight to defend this re-
gime, or are they going to say, “here comes the future.” Similarly,
our European friends and allies and the countries in the region will
begin to think about what position they want to be in with the next
regime, which will be quite positive.

It is a tough decision.

Senator BINGAMAN. I guess I am still unclear. Is it your view, Dr.
Cordesman, that we could accomplish the objective that both of you
are referring to here, changing the regime in Iraq, in a quick, deci-
sive way?

Dr. CORDESMAN. It depends upon what you mean by quick and
decisive. I think it would be disastrous to go into this region today,
not having established the credibility of what we intend to do with
our regional allies, not having proven that this time we are truly
serious and have a high chance of success, and not having shown
we have a clear plan for what we are going to do in Iraq after we
win.

Now, we cannot take these steps tomorrow. It probably could be
done in a year, perhaps less. It would require a very clear U.S.
commitment, however, to act decisively and to use a great deal of
our political influence. Our efforts would also be complicated by the
second intifada. But, I think within a year it is at least possible,
although I would prefer a year to 18 months if we had the time.

I do think—I want to be very clear about this—that the people
who talk about Iraq being another Afghanistan are kidding them-
selves. Those who feel the INA and INC, with their almost massive
penetration by Iraqi intelligence and their acute weakness, or the
Iranian-backed SARI, with its ability to conduct a few minor raids
but no troops, plus a few air strikes, can give us a quick overthrow
capability believe in a dangerous myth. Acting on it would do us
far more harm than good.

Mr. DUELFER. Two quick comments. One, it requires U.S. forces
on the ground. We have to convince the regular Iraqi Army that
we are serious about regime change. There are institutions in Iraq
that we want in the next government anyway, such as the regular
army and the regular civil service.

The second point is, on rebuilding Iraq, that it is vastly different
than Afghanistan. The Iraqis will rebuild Iraq lickety-split. In 1992
they had their communications and a lot of the essential services
back. These guys will take care of themselves, once they have the
opportunity.

Senator BINGAMAN. Thank you.

Senator LANDRIEU. Senator Hutchinson.

Senator HUTCHINSON. Madam Chairwoman, thank you for hold-
ing the hearing today, and thank you for what I think is very
chilling testimony. What you have told us today justifies the Presi-
dent’s characterization of Iraq as part of an axis of evil, at least
in my estimation. My only question about the President’s use of the
term “axis of evil” is why there were not some other nations in-
cluded in that axis as well that are either terrorist states or export-
ing terrorism and weapons of mass destruction.
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I thank you for your very candid and forthright testimony. It is
needed as a part of a wake-up call for the price that is going to
be required and the commitment that is going to be necessary to
do what you have, under various scenarios, suggested.

I just came back from Afghanistan, Pakistan, and Uzbekistan,
and we stopped in Brussels and met with our NATO commander.
One of the things that struck me in particular in the visit with
NATO was the skittishness of our European allies that have been
forthrightly foursquare behind our effort in Afghanistan but are
very, if not outright, opposed to—very nervous about—any expan-
sion of the war on terrorism beyond Afghanistan. Part of their
point, or part of the contention they make, is that there is no evi-
dence that Iraq exports. That Iraq, while it may be developing
weapons of mass destruction, is not sharing or proliferating those
weapons with others.

In your testimony, if I heard correctly, Mr. Duelfer, you sug-
gested that you would not be surprised if we found evidence of
Iraqi connections with al Qaeda in those caves in Afghanistan, and
that at least those connections, those communications, I think you
made a distinction between their goal being the destruction of, or
the undermining, of Saudi Arabia, but not necessarily an attack
upon the United States.

It seems to me that if you are going to communicate with and
share intelligence and information with al Qaeda, whatever your
motive is, the end result is going to be that you are assisting an
enemy of the United States. Maybe if you could just respond a little
bit to the issue of whether Iraq is in fact proliferating and sharing
its WMD technology with others.

Mr. DUELFER. When we were in Iraq as UNSCOM we did not see
conclusive evidence that Iraq was sharing its WMD expertise with
other nations. They, of course, were obtaining WMD expertise from
other nations.

There were some indications that Iraqis who had WMD expertise
were traveling abroad. I am sure the Iraqis would simply say, they
were probably just taking vacations in these countries. This is very
suspicious, but in terms of absolute facts, I cannot tell you that
Iraq was sharing its capabilities with other countries, or non-state
actors. Having said that, there certainly were lots of what we
would call terrorist groups hanging out in Iraq.

We inspected a couple of bases there to see if they were conceal-
ing weapons. There were lots of places and activities we stumbled
across not related to our mandate under the UN, but which would
indicate there certainly were connections between the Iraqi intel-
ligence services and some of these terrorist organizations, but I
cannot tell you that there was a WMD connection.

We had enormous access in Iraq. We inspected Mukhabarat
headquarters, the elite Special Security Organization, all kinds of
sensitive places, because we knew that is where the WMD mate-
rials were controlled and where decisions were made. We would
stumble across all kinds of things, but it was not related to our
mandate. I cannot tell you for sure if there was any connection be-
tween terrorists and WMD in Iragq.

Dr. CORDESMAN. Senator, if I could pick up on a point Charles
raised, these are the “crown jewels” to Iraq. Lethal biological
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agents, any kind of radiological agent, or a nuclear weapon that
was a fissile weapon would be the Iraqi regime’s most valuable
asset. This also would be a scenario where if we suddenly saw such
weapons in the hands of a terrorist group, we would be imme-
diately asking the question, how did something that sophisticated
come into the hands of such a group?

Now, al Qaeda is not the ideal group for Iraq to support. Its ide-
ology is different. There are many other terrorist cells and groups
which are more secular, easier to control, and that would be more
dependent on Iraq for money. I think even limited aid, such as the
provision of a particularly lethal biological strain, would be some-
thing Iraq would not do.

At the same time, al Qaeda would not need all that much tech-
nical skill to have the ability to conduct an attack in the United
States using hazardous materials. It would not take much outside
help to get a crude biological agent. There are a lot of ways in
which an Iraqi intelligence service might or might not help al
Qaeda to acquire CBRN weapons.

At the same time, I know that some of the manuals involved that
are required to produce these weapons have been commercially
available for more than 15 years in the open literature in English,
so it is by no means clear there has been any relationship. There
either is a clear chain of evidence to prove Iraqi involvement or
there is not. We cannot answer your question. Perhaps the intel-
ligence community can.

Senator HUTCHINSON. Is it your sense that if we had inspectors
go back in, if they allowed inspectors back in, that there would be
any freer rein, any greater access to these weapons than what you
had before? You said it was pretty wide-open, and I am surprised
at that.

Mr. DUELFER. Even when we were UNSCOM, when we were
traipsing around all these various palaces, we could not find what
Iraq desired to conceal. It is difficult for me to imagine any cir-
cumstances under which Saddam would permit this new group to
go in that would be more effective.

We did a study when we were out of Baghdad on what we be-
lieved would be required for effective monitoring in the biological
area, which is the toughest one, and it requires a lot of access to
people and documents in a very short time frame all over the coun-
try. It is hard for me to imagine Saddam making that available,
but we will see.

Dr. CORDESMAN. The other issue here, Senator, is what we call
break-out capability. When Iraq first used mustard gas it was
made in university laboratories. It did not have previous military
facilities. Poison gas was used in small amounts, but it was still
used.

When Iraq converted a pharmaceutical plant to the mass produc-
tion of anthrax agents before the Gulf War, it took less than 6
months. So, even if you could dismantle all of the facilities in Iraq
today, as long as this regime is present and has the basic tech-
nology and has some core elements of proliferation, even a 100 per-
cent or 99 percent inspection effort could not really prevent this re-
gime from proliferating.
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Senator HUTCHINSON. Will there be another round, Madam
Chairwoman?

Senator LANDRIEU. Yes, I think there will be. We have some
time, and I will get back to you. Thank you, Senator, for those good
questions.

Let me follow up with just a couple of things. This was somewhat
included in your testimony, but could both of you give your views
on the current sanctions that are in place, and the effectiveness of
those sanctions in trying to meet our objectives? Also, could you ex-
plain to us your views about our allies, particularly France?

I could maybe understand Russia’s position, but I have a hard
time understanding the French position regarding some of these
issues. Perhaps you could shed some light on our allies’ views of
this current situation of the development of these weapons. Do they
not perceive them as a threat, or not care about them, or think
maybe there is another way to get the situation turned around?
Whoever wants to start.

Dr. CORDESMAN. Senator, let me start quickly. I will leave sanc-
tions largely to Charles. I would note they have been extraor-
dinarily effective in leading to a steady deterioration of the Iraqi
conventional military establishment. There has been no major re-
supply for more than a decade, no Iraqi ability to react to the les-
sons of the Gulf War. Iraq is still a very powerful force by Gulf
standards, but we have done a great deal to weaken it through
sanctions.

In the history of proliferation, the problems have never been
purely technical. The key barrier to success has always been man-
agement and systems integration. If you can buy your way around
your ability to manage and integrate by buying foreign technology,
it gives you many more advantages than you might think. I am
sure that the sanctions have helped there, but I would leave that
to Charles.

The one thing I would say about sanctions is that we have done
an appalling job of explaining to the region that it is not us who
have caused the suffering of the Iraqi people. We have been very
slow to really show that we care about the Iraqi people, and have
just waited for Saddam to go every year for a decade. This is one
of the problems we will face in this region. I can think of only one
really meaningful U.S. Government effort in 12 years to explain
what sanctions really do, why they are really the fault of Saddam,
and how he uses them as a political weapon. I would invite any
Senator to look at what the State Department has issued on this
topic as a sample of perhaps one of the worst efforts in psycho-
logical and political warfare ever written.

In terms of the allies, let me just say first there is only one per-
son who can command allied support, and that is the President. He
has to present a convincing proposal. He has to show we are seri-
ous, and he has to show the allies that afterwards we will actually
have an end game to ensure Iraqi stability. No amount of briefings
and visits by anyone else and no amount of speeches by other offi-
cials are going to accomplish that goal.

I think that if the President acts decisively and convincingly, a
lot of allied attitudes may change, but today there are problems.
The French know perfectly well it does not take a lot of tension
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with the United States to help ensure their access to Iraqi oil in-
vestments and to Iraqi contracts. It does not take a lot of sympathy
for the regime to get them major economic advantages and lever-
age. There are people in France who I think are almost full-time
lobbyists for the Iraqi position, and I do not believe it is out of a
deep moral concern for the Iraqi people.

There also is the issue of debt and arms sales, so selfish motives
here are very rational, particularly as long as it does not really cost
France anything.

Mr. DUELFER. On sanctions, all of this debate comes down to one
fundamental control which is left, and that is the control of their
checkbook. Iraq does not have control of the revenues from its legal
oil sales, and so I think all of the machinations in the UN right
now are really designed to address this, to some extent the criti-
cism the United States and others have been under for the sanc-
tions, but while still retaining control of the oil revenues, and that
is the real crux of the matter.

The so-called smart sanctions will facilitate a lot of people’s work
on commerce, but their impact on weapons of mass destruction is
not going to be big. The things which are very difficult for Iraq to
import legally or illegally are the same. Basically the things they
would need for a nuclear program, the things which they need for
a missile and everything else, they either can make the stuff indig-
enously or they can smuggle it in.

I would say that sanctions inhibit the missile program to a cer-
tain extent. There are a limited number of places that can build
things like gyroscopes, and it is tougher to smuggle those in, but
for the most part the real issue is the checkbook.

On our allies, I sat through endless Security Council meetings
where the French, Russians, and others would be criticizing
UNSCOM, not Iraq, and perhaps I have a skewed perception on
this. The French view is that this regime is inevitable, you cannot
change it. It is also inevitable that all regimes end eventually so
therefore they should be in a position to effect that change when
it does happen by having good relations.

I think that encapsulates where they are. They have been, I
think, supporting the matter of smart sanctions, keeping Iraq con-
tained under this regime, and that has cost them. Their portion of
the oil for food contracts has dropped a lot.

The Russians, on the other hand, have been steadfast in support-
ing the Iraqis, and they are reaping the contracts that Saddam is
issuing as a consequence of that. I think it is a bit of a mixed bag,
but all of them at the end of the day have two points of reference
that we do not. One, in the back of their mind is containing the
United States. The Security Council is a great tool for containing
the United States, not that the United States is necessarily a
threat, but they want to be able to have their say.

Second, they know that if things go sour, the United States will
fix it. Our forces are there. I said earlier, they get a free ride in
a sense. They know if things really go screwy the United States,
because it is in our interest, will have to deal with the problem.

Senator LANDRIEU. I want to follow up with one question. I hap-
pen to agree with you, we really have underfunded and perhaps
underappreciated the effectiveness of those kinds of efforts. But
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practically, because it is very dangerous—we have many stories of
defectors who have subsequently lost their lives, their families lost,
missing, tortured. Practically, are there things we could do, in your
opinion, to try to pull out of the country people who have the
knowledge and sophistication that we would like to protect our-
selves against?

Mr. DUELFER. Most Iraqis I was able to talk to who had been in-
volved in the weapons programs were in Europe, and I will not be
more specific than that. Few made it to the United States. There
are a host of reasons for that, having to do with proximity, immi-
gration laws, etcetera. It seems to me that there ought to be a con-
certed, coordinated approach to this, whether one of these inter-
agency groups is needed or not, something which I fortunately have
not had to experience in a decade.

It seems to me the United States could have a coordinated ap-
proach on this, because there are very many bright Iraqis who
would be delighted to apply their skills elsewhere, but they do not
know how to do it, and they know that people have been burned
when they have approached the United States before. I know I was
asked on occasion, “should we try to make it to the United States?”
In good conscience, for that person’s health, I could not recommend
that course.

There are a lot of people who would leave if they could, and it
is a win-win. We take that much expertise away from the Iraqi
WMD threat, and these people can contribute to our knowledge
base about what remains behind. Again, as the pressure increases
on Baghdad, Baghdad is going to get to be a very ugly place, and
we may be able to work this in a sense to our advantage, to cause
people to leave earlier rather than later.

Senator LANDRIEU. Dr. Cordesman, anything to add?

Dr. CORDESMAN. No.

Senator LANDRIEU. Senator Hutchinson.

Senator HUTCHINSON. I know we are short on time. I had just
one follow-up question. In regard to our military option, Dr.
Cordesman, I think both of you had said that there is no easy an-
swer, but if it were done it had to be decisive, it had to be over-
whelming, and it had to have a definite outcome, and that would
involve, both of you said, an American presence on the ground.
Also, clearly from your testimony there is the existence of biological
weapons, including anthrax; they have that capability.

Given those realities, and the failure of our own vaccine produc-
tion program in the United States and our immunization program
on anthrax for our troops, it would follow to me—and I just want
your reaction to this—that we need to have, in order to protect our
forces, a very robust vaccine production program, and vaccine im-
munization program for anthrax and smallpox before we would put
our troops into that kind of ground position in Iraq.

Dr. CORDESMAN. I would think, Senator, quite frankly at this
point in time we would take risks, but we would take even more
risks if we waited. It depends on the timing of the vaccine. Cer-
tainly, from what I know about smallpox and anthrax vaccine
stocks, we could immunize the troops we would have to deploy.

The anthrax vaccine may not be 100 percent effective, but I do
not know of any technical evidence that it would not be adequate.
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When we talked about U.S. forces, however, this is another reason
why you need decisive forces. You need to be able to use air and
land power quickly, surgically, and with enough effect to break up
any kind of cohesive Iraqi resistence.

That does not mean we will not take casualties or we will not
take risks, but if we wait for the risk we will face in 3 or 5 years
as distinguished from the risk we face now, it is not clear that buy-
ing more vaccines will really make the situation better.

Senator HUTCHINSON. I think the vaccine capability could be ad-
dressed very quickly, in a matter of months, not in a matter of
years, so that we could render that protection.

Mr. Duelfer, did you want to say anything?

Mr. DUELFER. I would agree with what Tony said. I would point
out that we are in a much worse situation than we were in 1991.

Senator HUTCHINSON. We did not go to Baghdad.

Mr. DUELFER. True, and that is a problem.

I would also point out one of the last known smallpox outbreaks
was in Iraq, so the potential of them actually having that is not
negligible, it is serious.

Senator HUTCHINSON. Thank you.

Senator LANDRIEU. Senator Nelson.

Senator BILL NELSON. Thank you, Madam Chairwoman. Before
we go into closed session, see if you can answer this for the record.
It took us about 6 months to build up when we started in the Gulf
War. Now, if we discovered that Iraq were suddenly getting ready
with the likelihood to use weapons of mass destruction in a 2-
month, 3-month period, how would we respond, and could we re-
spond with the kind of force that would be necessary to neutralize
that threat?

Dr. CORDESMAN. You have not described whether we are talking
nuclear or biological, or the numbers involved and the delivery sys-
tems, but if it is to totally neutralize the threat, the answer is no.

Could you create a climate in which it would be virtually impos-
sible for Iraq to conduct coherent military operations and use these
weapons in large amounts with any effectiveness, with the kind of
air power targeting and other capabilities we have? I think the an-
swer would be yes. That would not necessarily deal with the kind
of covert attacks that we discussed before you came in, Senator,
but again, everything depends on the quality of our intelligence
and our targeting capabilities.

My guess would be that our intelligence would be so limited that
we would have to launch an absolutely massive air campaign to be
certain of suppressing such an offensive capability by Iraq as thor-
oughly as possible. We would have to explain to the world that in
the process many of the targets we hit were not targets we could
prove had weapons of mass destruction, and that there would be
serious collateral damage.

Let me give you a specific example. One of the possible places
that you can produce biological weapons is an infant formula plant.
One of the places you could produce these weapons is a pharma-
ceutical plant. You are not going to leave those targets behind in
your scenario just because you, say, have only a 10 percent con-
fidence that that is where they are actually being made rather
than 90 percent.
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Mr. DUELFER. There is definitely a history for them colocating
military and civilian activities. Part of their agent production was
a place called the Daura Foot and Mouth Disease Production Plant,
which is a pharmaceutical plant, but it had been making biological
agent before. Bear in mind, this is the mindset that puts civilians
in palaces as their own SDI. They place civilians right next to mili-
tary locations. It is a heavy price to pay if we were to attack.

Senator BILL NELSON. I have a number of questions for the
closed session.

Senator LANDRIEU. Thank you. We are going to move now into
the closed session, but let me just wrap up again by thanking you
very much for your very candid comments and remarks and for the
years you have spent in this area, because our President and this
Congress are going to have to make some very tough decisions
about the position we are going to take regarding this one particu-
lar threat.

Let me express to the members of the subcommittee how much
I appreciate their help in this exploration, because this subcommit-
tee is charged with identifying emerging threats, and I remind my-
self and all of us that Iraq obviously is a threat, and we are trying
to define what that threat is. There are materials all around us in
our own Nation that can be used in the wrong hands at the wrong
timedby people who have sometimes very difficult motives to under-
stand.

So we are going to take our time to explore all of the many facets
of this, but I thought that this hearing was very timely. I think we
got a lot of good information, and very good testimony on the
record about how we should and can proceed in this regard.

We are going to now move to closed session, which is in room
SR-232—-A. Let me just say that only those that are appropriately
cleared will be admitted. Before proceeding to the room, let me re-
mind everyone to turn off all electronic devices before entering the
room. We will adjourn here and proceed in about 5 minutes to the
next room.

[Questions for the record with answers supplied follow:]

QUESTIONS SUBMITTED BY SENATOR BOB SMITH
LOW END ITEMS

1. Senator SMITH. Dr. Cordesman, a good deal of the information presented to
date deals with the production of weapons and Iraq’s delivery capabilities on the
battlefield and in the geographical region. Has there has been any information gath-
ered or gleaned about the lower-end items associated with Iraq’s ability to sustain
a WMD combat offensive capability—items such as individual protective measures,
personnel and equipment decontamination capabilities, and so on—that would indi-
cate their ability to conduct sustained operations over time or do indicators point
to a one time, big bang use of nuclear, biological, or chemical weapons at a tactical
or strategic level?

Dr. CorDESMAN. Iraq still has very significant supplies of chemical weapons de-
fense gear. It is unclear that it has effective vaccines for all of its potential biological
weapons, although it should have sufficient antibiotics to deal with limited casual-
ties from accidents in handling anthrax. It is doubtful that Iraq could cope with any
outbreak from a use of smallpox as a weapon. In general, however, Iraq is far more
likely to use biological weapons at ranges or distances that preclude the need for
extensive defensive gear or immunization.

The real problem for Iraq is that any attack using highly lethal biological agents
is almost certain to trigger a massive U.S. response, or Israeli response should
Israel come under attack. The same would be true of a nuclear attack. The level
of provocation is so high that Iraq’s leaders would have to see it as a desperate one-
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time action. The same may be true of anything but highly local limited use of chemi-
cal weapons against Iraqi domestic targets. President Bush has sent a very clear
message and Iraq must realize that any use of a CBRN weapon could trigger a
major U.S. military response and effort to overthrow the regime.

OPERATION DESERT STORM

2. Senator SMITH. Dr. Cordesman, can it be either positively confirmed or denied
that our troops during Operation Desert Storm were exposed to the biological weap-
ons you spoke of in your prepared remarks?

Dr. CORDESMAN. There is no firm evidence that U.S. or allied troops were exposed
to biological weapons during Operation Desert Storm, and claims that such weapons
were used against the Kurds have never been documented. This does not mean it
is not possible that some weapons were used and proved ineffective or that the U.S.
caused the release of some agent during its air and ground attacks. If this hap-
pened, however, any casualties are in the noise level of the statistical patterns and
fluctuations in frequency of symptoms and disease in small population samples.

IRAQ’S THREAT TO ISRAEL

3. Senator SMITH. Dr. Cordesman, we all recall Iraq’s capability and practice dur-
ing Operation Desert Storm of hitting Israel with SCUD-B ballistic missiles, which
were topped with conventional munitions. Does Iraq retain the same capability of
delivering ordnance onto the land of Israel today? Does it have better capabilities?
Does it have the ability to deliver nuclear, biological, or chemical agents?

Dr. CORDESMAN. We really do not know. Many advances in warhead design can
be accomplished with little visibility and tests without missile firings. A test of
power or vapor dissemination and fusing might also be possible on a missile fired
without the permitted 150 kilometer range and might not be detectable by U.S. in-
telligence. There is no unclassified evidence, however, of actual tests of such weap-
ons on a missile warhead.

4. Senator SMITH. Dr. Cordesman, what defenses are we pursuing to protect both
Israel and our other friends in the region, such as Kuwait, Oman, Turkey, and Bah-
rain, from similar attacks?

Dr. CorDESMAN. Upgrades to the Patriot offer significant increases in defense in
those countries where the Patriot is deployed and the U.S. can airlift in more de-
fenses. We have worked with our allies to help them develop passive and civil de-
fenses, and we have somewhat improved our targeting and strike capability to pre-
empt and suppress Iraqi attacks. At this point in time, however, we have no clear
idea of when we will have truly advanced wide-area theater missile defenses, what
their cost will be, and how effective they will be. It is easy to be pro-missile defense,
but we probably will have nothing actually ready beyond the Patriot PAC 3 level
for the next decade.

ANY MEANS NECESSARY

5. Senator SMITH. Mr. Duelfer, when Iraq ignored the United Nations resolution
and kicked out weapons inspectors the world stood by and watched while the Clin-
ton administration did nothing about it. I think that was a contributing factor in
Usama bin Ladin’s thinking that the United States was weak and that his cowardly
attacks would be successful and not responded to. Do you think the United States
enforcing the resolution by any means necessary is the right thing to do?

Mr. DUELFER. Given the high value the Baghdad regime attaches to WMD, the
only way they will completely relinquish this capability is under sufficient threat
that, in effect, threatens the regime. Senior Iraqis as much as stated this. The rel-
ative absence of consequences to Iraqi defiance during the past several years has
convinced the regime that they can pursue WMD and other activities which erode
the UN sanctions. In my opinion this trend must change and probably will only
change when there is a new government in Baghdad.

NAVAL THREATS

6. Senator SMITH. Mr. Duelfer, have you seen any indications that Irag—or for
that matter the other states in the axis of evil—is pursuing mounting and launching
its ballistic missiles on ships? What would be the technological limitations on such
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an approach? How close are we to seeing this type of threat? How easy would it
be for the United States to detect such a threat?

Mr. DUELFER. I have not seen any efforts on the part of Iraq to deploy ballistic
missiles on ships. Bear in mind they have very limited access to the sea and the
U.S. would likely interdict any suspicious Iraqi ship seeking to pass through the
Gulf. Iraq has focused attention on studying long range ballistic missiles.

[Whereupon, at 4:07 p.m., the subcommittee adjourned.]
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