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(1)

THE STATE OF SMALL BUSINESS SECURITY 
IN A CYBER ECONOMY 

THURSDAY, MARCH 16, 2006

HOUSE OF REPRESENTATIVES 
SUBCOMMITTEE ON REGULATORY REFORM AND 

OVERSIGHT 
COMMITTEE ON SMALL BUSINESS 

Washington, DC 
The Subcommittee met, pursuant to call, at 2:00 p.m. in Room 

2360 Rayburn House Office Building, Hon. W. Todd Akin [Chair-
man of the Subcommittee] presiding. 

Present: Representatives Akin, Kelly, Bordallo. 
Chairman AKIN. The hearing will come to order. Good afternoon 

and welcome everybody to today’s hearing, ‘‘The State of Small 
Business Security in a Cyber Economy.’’ I want to especially thank 
those witnesses who have traveled long distances to participate at 
this important hearing. 

Today this Subcommittee seeks to better understand the impact 
small business cyber security has on the well-being of the economy. 
This Subcommittee also seeks to determine the types of threats 
that small businesses encounter on a daily basis. According to the 
Small Business Technology Institute Report released in July 2005: 

‘‘If small businesses are not made fully aware of the economic im-
pact of information security incidents, they will continue to under-
invest in information security protection, and their exposure will 
continue to increase as their infrastructures become more complex. 
This increasing individual exposure, when aggregated across the 
many millions of small businesses in the U.S., supporting more 
than half of the Nation’s GDP, represents an extremely high and 
worsening point of exposure for the U.S. economy as a whole.’’ 

Businesses do not have to sell their products online to be at risk 
of a security breech. They are exposed simply by being connected 
to the internet. The Government and large firms have dedicated in-
formation technology professionals who protect their electronic in-
frastructure. 

Small businesses seldom have either dedicated IT professionals 
or the resources necessary to provide adequate levels of protection. 
I look forward to hearing the testimony of your witnesses to learn 
more of what we can do to protect small business from cyber secu-
rity threats. I now yield to the gentlelady from Guam, Madame 
Bordallo. 

[Chairman Akin’s opening statement may be found in the appen-
dix.] 
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Ms. BORDALLO. Thank you very much, Mr. Chairman Before I 
begin my opening remarks, I would like to recognize a very young 
witness in our audience today and that is Mr. Andrew Cochetti. He 
is here on an assignment with his social studies class. Welcome, 
Andrew. He is the son of Roger. 

Internet and telecommunication technologies have a profound 
impact on our daily lives. They have changed how we communicate 
with friends and family and how we interact with our Government. 

America’s 23 million small businesses are some of the savviest 
users of telecommunication technology using the internet to access 
new markets to grow and to diversify. In fact, American small busi-
nesses have a strong record of being the driving forces behind fur-
ther technological innovation and the development of innovative 
business models that we now take for granted. 

Along with being connected comes being exposed to new threats. 
The risks associated with turning more of our lives and business 
into digital i’s and o’s and burst of light over fiber optic cables are 
significant and require vigilant management. A single individual 
can design computer viruses that can be spread across continents 
in milliseconds. 

Identity theft compromises credit records, businesses and, sadly, 
lives. Destructive computer viruses and other malicious Internet 
activities pose severe problems for small business owners that are 
not prepared to mitigate this kind of a risk. This exposure can even 
result in thousands of hard-earned revenues being lost. 

An FBI-conducted survey of computer related crimes including 
viruses, spyware, and theft revealed that a total of nearly $70 bil-
lion in 2005 alone was lost with companies incurring an average 
of $24,000 in losses. Losses like this are make or break for some 
businesses, and sadly some small companies and computer users 
fail to recognize the benefit of cyber risk mitigation as an invest-
ment until it is too late. 

The Federal Trade Commission, the FBI, the Secret Service, and 
the National Institute of Standards and Technology have all em-
barked on efforts to offer federal programs designed to educate the 
public on computer security. In fact, federal cyber security spend-
ing has increased from $5.6 billion in 2004 to more than $6 billion 
in 2007 and is expected to hit $7 billion by 2009. 

I am concerned that despite the rise in cyber attacks over the 
past few years and the growing impact they have had on small 
businesses in America, the Small Business Administration, the sole 
agency charged with aiding America’s entrepreneurs, does not have 
updated internet security information readily accessible on its 
website. 

Like all of us, small firms are exposed to cyber attacks and vul-
nerable to their malicious affects. Today’s hearing will give us an 
opportunity to review whether the increases in federal investment, 
both human and financial resources, have had or can have an im-
pact on small firm’s ability to mitigate their cyber risk. 

The testimony that we hear today I hope will both help us to bet-
ter understand what role the Congress and the Federal Govern-
ment can play in educating the American public and the business 
community to the risks that they face from cyber crimes and what 
recommendations Congress can act on to protect Americans and 
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their businesses from this growing threat. I thank you, Mr. Chair-
man. 

Chairman AKIN. Thank you for the opening statement. Also, I 
would like to recognize another one of our colleagues, Sue Kelly, 
who also comes from a very businesslike area, New York. If you 
would like to make an opening statement. I understand you have 
a vote pending in another committee and may join us later. You 
are welcome to proceed. 

Ms. KELLY I thank you very much. I represent the New York 
Hudson Valley and I have been meeting recently with a number of 
small businesses in the Hudson Valley and this issue of cyber secu-
rity and cyber economy is very high on their list. I must add that 
we create the IBM computers in the Hudson Valley in the district 
I represent. We also have the research labs for not only Phillips 
Electronics but IBM. This is a highly sophisticated group of people 
in the Hudson Valley and yet my small businesses in that area are 
worried even though they have access to highly sophisticated peo-
ple who are actually building some of the systems so it is extremely 
important that you are here today. This is an issue of extreme im-
portance for our small businesses in this nation and I look forward 
to your testimony. I do have a vote in another committee. I will 
have to go but I intend to come back to keep listening to what you 
have to say. Thank you very much. 

Chairman AKIN. Thank you. We have got a little bit of a chal-
lenge for the Chairman today. Aside from running a little late from 
too many meetings, I usually like to keep things running on time 
but we have got a double panel so this is a double header today. 
Those of you who need your cups of coffee need to be forewarned. 

Our first panel, as you can see, there are four people that have 
joined us here. It is really a Government panel and the first wit-
ness is Cita Furlani. Did I get that pretty close, Cita? You are the 
Acting Director of Information Technology Laboratory from the Na-
tional Institute of Standards and Technology from Gaithersburg, 
Maryland. Is that correct? 

Ms. FURLANI. Correct. 
Chairman AKIN. We have the right person. What we are going 

to do is take five-minute statements. I would prefer to take a five-
minute statement from each of you and then open up with some 
questions afterwards if that is okay. I think probably some of you 
are pros in here. You know the little light in red means that some-
body is going to throw the hammer at you. Keep it within five if 
we could, please. 

You can submit written statements for the record if you would 
like. I think most of us would prefer to hear you talk to us about 
what you think are the most important things you can commu-
nicate in five minutes. Thank you very much. Proceed, Cita. 

STATEMENT OF CITA FURLANI, NATIONAL INSTITUTE OF 
STANDARDS AND TECHNOLOGY 

Ms. FURLANI. Thank you. I appreciate this opportunity to be here 
today. We recognize that small businesses play an important role 
in the U.S. economy. Since use of the Internet is critical in the de-
livery of goods and services for all businesses, the importance of ad-
dressing risks associated with doing business in a cyber environ-
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ment cannot be overstated. Today I will focus my testimony on 
NIST’s cyber security programs, the National Institute of Stand-
ards and Technology, and our programs and activities that can as-
sist small businesses. 

NIST has long worked effectively with industry and federal agen-
cies to help protect the confidentiality, integrity, and availability of 
information systems. Ensuring that business-related information is 
secure is essential to the functioning of our economy and indeed to 
our democracy. Our broader work in the areas of information secu-
rity, trusted networks, and software quality is applicable to a wide 
variety of users, from small and medium enterprises to large pri-
vate and public organizations including agencies of the federal gov-
ernment. 

Since small businesses are nearly 99 percent of all U.S. busi-
nesses, a vulnerability common to a large percentage of these orga-
nizations could indeed pose a significant threat to the Nation’s 
economy and overall security. In the interconnected environment in 
which we all operate, it is vital that this important sector of our 
economy be aware of the risks and take appropriate steps to ensure 
their systems are secure. 

Under the Federal Information Security Management Act 
(FISMA), NIST was assigned the responsibility to develop IT stand-
ards and guidelines to secure federal systems. While targeted pri-
marily toward federal agencies, these security standards and guide-
lines are also used widely by other organizations including small 
businesses. 

These documents are available on our web-based Computer Secu-
rity Resource Center. I brought two or three of them today to show 
that they really do exist but they can be downloaded. The website 
provides a wide range of security materials and information and 
has over 20 million hits annually. 

In 2002 NIST partnered with the Small Business Administration 
and the Federal Bureau of Investigation’s InfraGard program to 
sponsor computer security workshops and provide online support 
for small businesses. We have developed a small business outreach 
site where small businesses may find information on local work-
shops. 

NIST also is raising the awareness of the importance of cyber se-
curity among small manufacturers. The NIST Hollings Manufac-
turing Extension Partnership was created to improve the competi-
tiveness of America’s smaller manufacturers and now provides the 
eScan Security Assessment. This diagnostic tool was designed spe-
cifically for small businesses to determine how well their IT sys-
tems are protected against failure or intrusion. 

NIST with support from the Department of Homeland Security 
recently developed the National Vulnerability Database that inte-
grates all publicly available U.S. Government computer vulner-
ability resources and provides references to industry resources. It 
contains information on almost 16,000 vulnerabilities and is also 
available on our website. 

Small business, indeed all organizations, rely on the software 
used on their information system. We continue to work with indus-
try to improve the security and reliability of software. For example, 
we develop standards and test suites for interoperable, robust, 
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quality web applications and products. We conduct research to im-
prove the quality of software including software trustworthiness. 

NIST works with industry and other Government agencies in re-
search to improve the interoperability, scalability, and performance 
of new Internet security systems, to expedite the development of 
Internet infrastructure protection technologies, and to protect the 
core infrastructure of the Internet. 

Meeting the challenge of securing our nation’s IT infrastructure 
demands a greater emphasis on the development of security-related 
metrics, models, datasets, and testbeds so that new products and 
best practices can be evaluated. The President’s FY ’07 proposed 
budget will support NIST’s collaborations with industry and aca-
demia to develop the necessary metrics and measurement tech-
niques to provide an assessment of overall system vulnerability. 

In summary, Mr. Chairman, the IT security challenge facing 
small businesses is indeed great. Systems managed by small busi-
nesses are part of a large, interconnected community enable by ex-
tensive networks and increased computing power. Certainly, there 
is great potential for malicious activity against non-secured or poor-
ly secured systems or for accidental unauthorized disclosure of sen-
sitive information or breach of privacy. 

We believe the programs and activities described today in this 
testimony demonstrate our commitment to a more effective na-
tional cyber security environment as we assist small enterprises 
and protecting their assets. 

Detailed information can be found in my written testimony which 
I hope you will add to the meeting minutes. 

Chairman AKIN. Without objection. 
Ms. FURLANI. Thank you, Mr. Chairman, for the opportunity to 

present NIST’s views regarding security challenges facing small 
businesses. I will be pleased to answer any questions. 

[Ms. Furlani’s testimony may be found in the appendix.] 
Chairman AKIN. Thank you, Cita. 
Next is Lydia Parnes. Did I get the last name right? 
Ms. PARNES. It is Parnes. 
Chairman AKIN. Parnes. Excuse me. Parnes. Director of the Bu-

reau of Consumer Protection, Federal Trade Commission, Wash-
ington, D.C. You didn’t have to travel too far. 

Ms. PARNES. No, I didn’t. Just down the block. 
Chairman AKIN. Thank you, Lydia. Same thing, five minutes, 

please. 
Ms. PARNES. Thank you. 

STATEMENT OF LYDIA PARNES, FEDERAL TRADE 
COMMISSION 

Ms. PARNES. Mr. Chairman and members of the Subcommittee, 
I appreciate the opportunity to appear before you today to discuss 
the challenges consumers and small businesses face in protecting 
their computer systems, as well as the Commission’s efforts to pro-
mote a culture of security among all Internet users. 

The views in my written testimony are those of the Commission. 
My oral remarks and responses to questions represent my own 
views and not necessarily those of the Commission or any indi-
vidual Commissioner. 
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For more than a decade protecting the privacy of American con-
sumers as been a top FTC priority. The explosive growth of the 
Internet and the development of sophisticated computer systems 
have made it easier than ever for companies to gather and use in-
formation about their customers. 

Small businesses once limited to consumers walking into their 
stores on main street now reach consumers across the globe and 
complete transactions entirely online. These information systems 
provide enormous benefits. At the same time they can have serious 
vulnerabilities that threaten the security of information stored in 
them. 

Securing these systems against an ever changing array of threats 
is challenging, particularly for small businesses. For several years 
the FTC has engaged in a broad outreach campaign to educate 
businesses and consumers about information security and the pre-
cautions they can take to protect or minimize risks to personal in-
formation. 

Last September the FTC unveiled a cyber security campaign 
called OnGuard Online. Our campaign is built around seven online 
safety tips presented in modules with information on specific topics 
such as phishing, spyware, and spam. Each module includes arti-
cles, videos, and engaging interactive quizzes in English and in 
Spanish. Numerous firms including many small businesses are now 
using OnGuard Online materials in their own security training 
programs. 

The FTC created OnGuard Online with consumers in mind but 
it is a valuable tool for small businesses as well. In many ways 
computer users and small firms are like home users. They employ 
similar applications to participate in e-commerce, send e-mail, 
build spreadsheets, and create presentations. And, as in the typical 
household, often there is no information technology professional on 
site. 

Unlike most consumer users, however, small businesses may 
maintain records on hundreds, if not thousands of consumers mak-
ing their computers especially attractive to information thieves. If 
consumers are to have confidence in our information economy, it is 
essential that these records be adequately protected. 

The Commission recognizes that the key to developing an effec-
tive cyber security program is flexibility. The Commission Safe-
guards Rule, for example, requires covered financial institutions to 
develop written information security plans. The rule gives each 
company the flexibility to develop a plan that takes into account its 
size and complexity, the nature and scope of its activities, and the 
sensitivity of the consumer information it handles. 

The Commission follows a similar flexible approach to its en-
forcement actions under Section 5 of the FTC Act. To date we have 
brought 12 data security cases enforcing the FTC Act and the Safe-
guards Rule. 

The Commission also recently issued the Disposal Rule which re-
quires all users of credit reports to dispose of them properly and 
not, for example, by leaving them lying in a dumpster available to 
identity thieves. Like the Safeguards Rule the Disposal Rule con-
tains a flexible standard, reasonable measures to protect against 
unauthorized access to the information being disposed of. 
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Safeguarding customer information is not just the law. It also 
makes good business sense. When small businesses show that they 
care about the security of customer’s personal information, they in-
crease their customer’s confidence in the company in order to help 
businesses of all sizes comply with both the Safeguards and Dis-
posal Rules the FTC has issued business education materials which 
are available on our website. 

Providing adequate security for consumer information presents 
challenges for everyone in the global information based economy. 
The Commission recognizes that this can be particularly chal-
lenging for small businesses. The Commission is committed to con-
tinuing its work promoting security awareness and sound informa-
tion practices through education, enforcement, and international 
cooperation. 

I appreciate the opportunity to testify today and look forward to 
the Committee’s questions. Thank you. 

Chairman AKIN. Thank you, Lydia. Right on time. Next witness 
is Larry Johnson, Special Agent in Charge of Criminal Investiga-
tive Division, United States Secret Service, Washington, D.C. 
Larry, thank you. 

[Ms. Parnes’ testimony may be found in the appendix.] 

STATEMENT OF LARRY JOHNSON, U.S. SECRET SERVICE 

Mr. JOHNSON. Good afternoon, Mr. Chairman The Secret Service 
was established in 1865 to protect our fledgling financial infra-
structure through the investigation of counterfeiting and counter-
feit currency. The Secret Service has adapted its investigated meth-
odologies to accommodate the increasingly sophisticated systems 
we protect. 

With the passage of federal laws in 1984, the Secret Service was 
provided the statutory authority to investigate a wide range of fi-
nancial crimes to include false identification, 18 U.S.C. 1028, access 
device fraud, 18 U.S.C. 1029, and computer fraud, 1030. 

These three statutes encompass the core violations that con-
stitute the technology-based identity crimes that affect small busi-
nesses every day. Over the last two decades the Secret Service has 
conducted more than 733,000 financial fraud and identity theft in-
vestigations involving these statutes mostly involving small busi-
nesses. 

Additionally, the Secret Service and the Computer Emergency 
Response Team, CERT, located in Carnegie Mellon University, col-
laborated on a project called the Insider Threat Study which was 
a behavioral and technical analysis of computer intrusions by orga-
nization insiders in various critical infrastructure sectors. 

The Insider Threat Study provided insight to both the activities 
of the insiders and the vulnerabilities which they exploited. The re-
sults of this study are available on the Secret Service public 
website. 

In 1995 in response to the ever-increasing tide of electronic 
crimes, the Secret Service developed a highly effective formula for 
combating high-tech crime. It was the Electronic Crime Task 
Forces, ECTF. They are an information-sharing conduit where 
state, local, and federal law enforcement, private industry, and fi-
nancial sector, academia work together in a collaborative crime-
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fighting environment. Participation includes every major federal, 
state, and local law enforcement agency in the region. 

In 2001 the USA PATRIOT Act authorized the Secret Service to 
‘‘develop a nationwide network of electronic crime task forces based 
on the New York Electronic Crimes Task Force model throughout 
the United States for the purpose of preventing, detecting, and in-
vestigating various forms of electronic crimes, including potential 
terrorist attacks against critical infrastructure and financial pay-
ment systems.’’ 

The Secret Service has since launched 15 ECTFs based upon the 
New York model. We also have nine electronic crimes task force 
working groups and 24 financial crime task forces. In 2005 the Se-
cret Service also established the Criminal Intelligence Section. This 
Criminal Intelligence Section provided coordination and oversight 
to every significant cyber case with international ties in 2003 and 
4. 

During this case Secret Service agents uncovered significant 
vulnerabilities within the computer systems of a number of For-
tune 500 companies and their smaller company counterparts with-
out alarming the public quietly notifying each of these companies 
of their findings, thus preventing an estimated $53 million in 
losses. 

Estimated exposure to the U.S. financial institutions based on 
this case were nearly $1 billion. The success of this undercover op-
eration led to the establishment of numerous other online under-
cover operations which are currently ongoing today. The Secret 
Service is convinced that building trusted partnerships with the 
private sector, and specifically small business in an effort to edu-
cate the public on how they can reduce the threats of data breaches 
and improve their system security is the model for combating elec-
tronic crimes in the information age. 

Though a large percentage of the private sector breaches to 
which the Secret Service provides investigative assistance and sup-
port are large data brokers, corporations or financial institutions, 
we do not differentiate based upon the size of the victim or the 
amount of potential loss. We are equally concerned with com-
promises being experienced by small companies or independent 
service organizations or ISOs, and will respond with the appro-
priately trained personnel when notified of a suspected com-
promise. This is why we believe so strongly in a proactive edu-
cational platform as a preventative measure. Bottom line, if you 
are victimized, we will respond. 

Through the use of company best practices you can reduce the 
risk of Internet crime. Some actions we recommend to small and 
large businesses alike include establishing internal policies and 
communicate them to your customers, provide a method for cus-
tomers to confirm the authenticity of their e-mails, employ stronger 
authentication methods at websites using information other than 
Social Security numbers. If Social Security numbers aren’t solicited 
on websites, this information will not be at risk. Also, monitor the 
Internet for phishing websites that spoof your company’s legitimate 
sites. 

Chairman AKIN. Larry, I need to stop you. You are way over here 
and we have got votes going on right now so I am going to try and 
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quickly slip you in, Steve, if we could. Then I think I am going to 
let Ms. Bordallo ask some questions. I am going to be gone close 
to half an hour voting and we will resume following that. 

[Mr. Johnson’s testimony may be found in the appendix.] 

STATEMENT OF STEVEN MARTINEZ, FEDERAL BUREAU OF 
INVESTIGATION 

Mr. MARTINEZ. Thank you. Good afternoon, Chairman Akin, 
Ranking Member Bordallo, and members of the Committee. I want 
to thank you for this opportunity to testify before you today about 
Small Business Cyber-Security Issues. 

As retail business moves to the world of e-commerce, cyber crime 
will follow. In 2000 e-commerce accounted for 1 percent of all retail 
sales. Today it accounts for 2.4 percent of all sales. this upward 
trend will undoubtedly continue. Adding to this the revenue gen-
erated by non-retail Internet businesses, such as media and enter-
tainment, e-commerce will soon dominate all commercial activity 
worldwide. The FBI is committed to investigating threats at all lev-
els against this major force in our economy. 

Small business forms a vital link in the overall security of the 
Internet. First, small business accounts for a significant portion of 
the retail business occurring on the Internet. Many online busi-
nesses and e-retailers are small businesses, many small businesses 
are customers of online businesses, and still other small businesses 
support the IT and Internet operations of large businesses and the 
government. Second, the integrity of Internet-connected small busi-
ness systems has an impact on security of the Internet as a whole. 

The FBI has recognized that the best way to combat the growing 
threat of cyber crime is to form a partnership with businesses and 
industries that rely on the Internet for their success. By teaming 
up with the private sector the FBI is able to find out what issues 
affect business and what problems are causing the most harm. This 
has allowed us to focus our efforts on the major problems affecting 
the Internet. 

Further, through our outreach and information-sharing initia-
tives we are able to share our experiences with the business com-
munity so that they can better protect and defend themselves 
against new and evolving cyber threats. The education of small 
businesses about the scope and nature of cyber threats is an impor-
tant first step in protecting those businesses. 

The FBI has two initiatives focused on building a partnership 
with business: The National Cyber-Forensics and Training Alliance 
(NCFTA) and InfraGard. The NCFTA is a first-of-its-kind public-
private alliance located in Pittsburgh, PA. At the NCFTA members 
of law enforcement work side-by-side with representatives from 
business on addressing the latest and most significant cyber 
threats. Through this collaboration the FBI has been able to iden-
tify and prosecute some of the most serious cyber criminals includ-
ing those who distribute computer viruses, operate large networks 
of compromised computers (known as botnets), and perpetrate 
fraud schemes such as phishing scams. The NCFTA is strategically 
located near Carnegie Mellon University’s Computer Emergency 
and Response Team/ Coordination Center (CERT/CC) and is also 
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within driving distance of the FBI’s Internet Crime Complaint Cen-
ter (1C3). 

As an example on how we address cyber complaints, the NCFTA 
was recently contacted by a small bank in New Jersey. The bank 
was the victim of a phishing attack. In this type of attack the 
criminal creates a fake website that is identical to the real bank 
site and uses the fake site to steal credit card and other identity 
information from the bank’s customers. 

With the victim bank to help them, the NCFTA traced the attack 
to its source and identified what measures they could take to miti-
gate the effects of this attack. With the help of the NCFTA, the 
bank was able to send ‘‘cease and desist’’ letters to the Internet 
service providers hosting the fake sites in order to have the sites 
shut down. 

InfraGard is an alliance between the FBI and the public whose 
mission is to prevent attacks, both physical and electronic, against 
critical infrastructure including, but not limited to banks, hospitals, 
telecommunications systems and the Internet. InfraGard has over 
14,800 private sector members spread across 84 local chapters 
throughout the United States. These private sector partners rep-
resent the full spectrum of infrastructure experts in their local 
communities. 

FBI Agents assigned to each chapter bring meaningful news and 
information to the table such as threat alerts and warnings, 
vulnerabilities, investigative updates, overall threat assessments 
and case studies. The FBI’s private sector partners, who own and 
operate some 85 percent of the nation’s critical infrastructures, 
share expertise, strategies, and most importantly information and 
leads that help the FBI track down criminals and terrorists. 

The Internet Crime Complaint Center, IC3, is a joint initiative 
between the FBI and the National White Collar Crime Center 
(NW3C). Located in West Virginia, a short distance from the 
NCFTA facility in Pittsburgh, the IC3 serves as a clearing house 
for cyber crime incidents reported by both individuals and business. 

The 1C3 receives, on average, 25,000 reports of cyber crime inci-
dents each month. By analyzing these complaints for commonal-
ities and trends the 1C3 is able to develop cases that have a na-
tional impact. These cases are then referred to local, state, or fed-
eral law enforcement agencies for investigation. As with the 
NCFTA, the 1C3 also focuses on partnerships with business as the 
most efficient and effective way to combat cyber crime. 

In 2002 the 1C3 began an initiative online retailers combat fraud 
from re-shipping scams. The initiative known as Retailers and Law 
Enforcement Against Fraud (RELEAF) brought together teams of 
analysts at the 1C3 and e-commerce businesses to identify fraudu-
lent online purchase which were being shipped by domestic re-ship-
pers to destinations overseas.

In one 30-day period, the RELEAF initiative resulted in 17 ar-
rests, 14 controlled deliveries, the recovery of $340,000 in stolen 
merchandise, and the recovery of over $115,000 in counterfeit cash-
ier’s checks. 

Chairman AKIN. Steve, you are about out of time. 
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Mr. MARTINEZ. Okay. Thank you. I would be happy to answer 
any other questions about our initiatives. 

[Mr. Martinez’s testimony may be found in the appendix.] 
Chairman AKIN. Thank you. Because of the vote being called, I 

am going to have to scoot out. I would like to start by asking a 
question. I do have some staff here that can take a few notes. I 
guess the first thing that I am interested in, and all of you are im-
mersed in this whole situation on a day-to-day basis, we just touch 
on it and run to lots of other things. 

I would like to know your assessment of how big a problem we 
have, first of all, and how do you measure that. Then the second 
thing is within the scope of where we have a problem, do those 
things tend to cluster in certain areas? Are there a couple of cer-
tain particular places such as identity theft or something where 
that is the majority of what we are concerned with. So I am inter-
ested in scoping the problem and getting a little bit of a sense as 
to what categories those things are in. If you could answer that. 

Then I am going to turn the chair over to Ms. Bordallo. I have 
got probably about half an hour of voting or so so I would expect 
you will adjourn and we will call a second panel at that time. 
Thank you very much. 

Ms. BORDALLO. Thank you very much, Mr. Chairman Since I rep-
resent the territory of Guam we don’t vote on the floor. That is one 
thing I wish we could but the territories do not have that privilege. 
We vote in committee but not on the floor. 

I think we will take the two questions that the Chairman pre-
sented and we will begin with Mr. Larry Johnson. What would 
your answer to those two concerns that he has. 

Mr. JOHNSON. What the Secret Service has seen a large percent-
age of the time is that attacks on businesses, whether small or 
large, are typically for financial gain. What we have also seen is 
identity theft being a component of not only assuming someone’s 
identity through intrusions, social engineering and other methods. 
That is very prevalent of the major attack. 

However, a recent trend is that if you can bypass the identity 
theft and go right to an institution that stores financial data. We 
have seen that now more common than ever that if you can bypass 
the identity theft and steal credit card numbers and other financial 
data, account takeovers. We have seen alarming rate of account 
takeovers, specifically retirement accounts because that is where 
the largest amount of money people usually have. 

Ms. BORDALLO. So you would consider that the biggest problem? 
Mr. JOHNSON. Yes. 
Ms. BORDALLO. All right. Next would be Mr. Steven Martinez. 

Can you answer the question that the Chairman presented? 
Mr. MARTINEZ. Sure. I think what we are seeing in the FBI is 

we are looking at cyber crime across the entire spectrum is a con-
vergence of the hackers on the one side that we used to see as kind 
of stovepiped in doing their own thing for bragging rights and that 
type of thing, and the cyber frauders on the other. 

They are now meeting in the middle. They are now leveraging 
each other’s knowledge and it is all for profit just like Mr. Johnson 
mentioned. That is really a change that we have seen over the last 
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couple of years and it isbeing facilitated by automation in the way 
that these hacks are conducted. 

I mentioned botnets in my testimony. They give a standoff capa-
bility to cyber fraudsters and hackers where they can perpetrate 
frauds against Americans from anywhere in the world. It provides 
an additional challenge for us because we really have to have an 
international scope, international reach, in order to address these 
things. 

But, on the other hand, small businesses have a huge part to 
play in this. I briefed on a very successful case targeting a botnet 
that was brought to us by a relatively small business in the Los 
Angeles area. This case was expanded and we determined that it 
impacted on large ISPs across the nation but the nexus of this was 
an attack on a small business and they brought that information 
forward. Outreach is an important part of this because there are 
some disincentives to reporting that you have been attacked and 
have a problem. It might put you at a competitive disadvantage. 
We are working very, very hard on outreach in order to get the in-
formation in. As far as the scope goes, are best estimate is we prob-
ably only see maybe a quarter at best of the reporting that we 
would hope to get as far as the nature of the problem. There are 
a lot of reasons for that. Again, there are some financial disincen-
tives for bringing that information forward. As businesses small 
and large get used to the fact that the FBI and law enforcement 
agencies know how to work these investigations without disrupting 
their operations, I think we can create more good will and get more 
of the reporting we need to address the problem better. 

Ms. BORDALLO. Thank you. Thank you. Now Lydia Parnes. What 
do you feel is the biggest problem facing you? 

Ms. PARNES. Well, the Commission really looks at this issue from 
the perspective of information security across the Board. I think it 
would be difficult for us to kind of single out how big the problem 
is for small businesses but we know that information security is a 
major issue. The issue that we have a particular focus on is iden-
tity theft. 

The Commission is charged with maintaining an ID theft clear-
ing house and so we get the consumer complaints and the inquiries 
from consumers who have been subjected to identity theft. I think 
ultimately that is the real concern about information security. We 
want to promote a culture of security and we want to do it because 
when security is lacking, identity theft can be the result with all 
of the resulting injury. 

Ms. BORDALLO. Thank you. Cita Furlani. 
Ms. FURLANI. Thank you. I think there are a few more aspects 

that should be considered. One I mentioned was just the sheer 
complexity of how you provide security. There are too many ways 
that things can be breached. The things that I think small busi-
nesses and any other business need to consider is that they are fre-
quently partnering with others. They need to have some way of de-
termining whether their partners are maintaining secure environ-
ments. They frequently outsource and are provided some kind of 
software or supporting structure by other businesses and how do 
they measure that whether they are meeting the same level of re-
quirements that they have set inhouse. 

VerDate 0ct 09 2002 14:47 Oct 05, 2006 Jkt 000000 PO 00000 Frm 00016 Fmt 6633 Sfmt 6633 G:\HEARINGS\27809.TXT MIKE



13

The whole aspect of an always on Internet, always able to be on 
and connected adds a complexity of understanding of how you pro-
vide the firewalls and the patches. Everything that has to be done 
is a difficult problem. 

Ms. BORDALLO. Thank you very much. Now for my round of ques-
tions. I have one for Mr. Johnson first. I was particularly inter-
ested in a point you made near the end of your prepared testimony 
that Secret Service Electronic Crime Special Agent Program Offi-
cers are committed to taking preventative action to guard industry 
from crime in addition to their responsibilities to investigate fol-
lowing a crime. I would encourage the Secret Service to review 
ways in which its technical expertise can be shared with SBA client 
firms. What existing partnerships, Mr. Johnson, does the Secret 
Service have with SBA on cyber security? 

Mr. JOHNSON. With the Electronic Crime Special Agent Program, 
I’ll just address that first. That is a training situation that the Se-
cret Service has probably been involved in in the last couple years. 
We train our agents in three levels of cyber investigators. First, the 
No. 1 level is the forensic investigator that actually looks at the 
hard drives and determines the vulnerabilities based on the elec-
tronic evidence. 

The middle level of cyber investigator is the network intrusion 
expert who is very involved and has extensive training in network 
intrusions. Then that lowest level is the basic cyber investigator 
training program where we try to have all of our special agents go 
through this type of training. Obviously they cycle into other as-
signments but eventually in the next couple of years we hope to 
have all special agents in the Secret Service trained as cyber inves-
tigators. 

As far as the affiliations of small businesses and large busi-
nesses, we have numerous members to our Electronic Crimes Task 
Forces and they are located, like my testimony indicated, through-
out the United States. That’s where the sharing of the information 
is from one small company to another and they basically talk about 
what is the security concern of the day. What keeps their CEO up 
at night. 

These discussions a lot of times bring out a lot of information 
that they would not otherwise talk about what was previously not 
spoken about because I don’t want to admit to you my 
vulnerabilities. Now we have gotten companies both large and 
small to talk about what their security problems are and we think 
that has been beneficial. 

Ms. BORDALLO. So what you are telling me then about these pro-
grams, the various programs that you explained, you are 
partnering with the SBA? Is that what you’re telling me or think-
ing about it? 

Mr. JOHNSON. Well, I probably have to get back to you on wheth-
er or not specifically we have a partnership or an MOU. I believe 
they are a members of one or more than one of our task force but 
I can let you know for sure. 

Ms. BORDALLO. I think that is the basis of my question. I think 
it is important that we partnership. 

Mr. JOHNSON. Okay. 
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Ms. BORDALLO. All right. The next question I have is for Mr. 
Martinez. I am concerned, Mr. Martinez, that after reviewing the 
SBA website this morning I was unable to find any information on 
it regarding cyber crime and small business or information on how 
small businesses can contact law enforcement in the event of a sus-
pected cyber crime. 

I wonder whether a small business owner or an entrepreneur 
knows that it should consider contacting the FBI regarding poten-
tial cyber crime. Has the FBI ever done any coordination with the 
SBA to educate small companies on cyber security issues? What 
kinds of outreach and training programs does your agency have for 
small business or would such a program need to be developed? 

Mr. MARTINEZ. Well, the FBI does have a formal arrangement 
with the SBA through a memorandum of understanding to provide 
support leveraging our InfraGard program and the membership to 
assist with a series of very specifically targeted cyber security is 
good business. That is what these training sessions are called that 
target small businesses specifically across the country. 

In fact, recently there have been, or will be sessions in places 
from San Diego, California, Sioux Falls, Minneapolis, Casper, Wyo-
ming, places where you might likely find smaller businesses. Again, 
this is an effort to leverage what we have built with InfraGard, 
provide both access to the membership because a lot of the best in-
formation is held in the private sector, but also to provide subject 
matter experts within the FBI, investigators, whatever the case 
may be, to participate in these training sessions if need be. 

Ms. BORDALLO. I certainly think that both the FBI and the Se-
cret Service these are partnerships and I think they should be in-
cluded on the website, the SBA website. We don’t find anything 
and I think this would be extremely helpful if you could work with 
them and see that this be included. 

I have a question for Ms. Furlani. What are the two most impor-
tant lessons you teach small business owners on computer security? 

Ms. FURLANI. Vigilance. How to determine whether they are—we 
provide checklists and ways to understand the issue and what they 
need to do. Frequently they have the kinds of people that can un-
derstand what needs to be done but it is a matter of resources, how 
much time can be spent. We try to find simpler ways to describe 
what can be done and give them checklists that they can go down 
and determine whether all the various patches have been done and 
the intrusion detection zone and all these things that they need to 
do. 

Most important is mainly being aware and being vigilant. That 
is probably the most important because all the other things change 
as the threats change. It is more important to be aware of it and 
be understanding of what and access to where the resources are to 
understand how to deal with the changing environment. 

Ms. BORDALLO. And, Lydia, I have a couple of questions for you. 
To what extent has the FDC attempted to involve the Small Busi-
ness Administration in cyber security efforts that are targeted at 
small businesses? 

Ms. PARNES. We actually have a history of working with the SBA 
on frauds that are directed to small businesses and we have had 
a number of real successes. We have not kind of dealt with them 
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specifically on cyber security but we would be delighted to have 
them participate in OnGuard Online which is our online cyber se-
curity information. 

The OnGuard Online is not marked as an FTC site particularly. 
You can get it through our site but we encourage others to use it 
and put it out there and we will definitely contact the SBA. They 
can take the site. They can link to it or just put it on their site 
as well. I think it would give small businesses very good informa-
tion. 

Ms. BORDALLO. But this, again, hasn’t happened as yet. 
Ms. PARNES. No, it hasn’t. I would add that we do have federal 

agencies who partner on OnGuard Online as well as private indus-
try. It is up there and it is available to anybody who wants to use 
it and we will seek out the SBA. 

Ms. BORDALLO. Another question. Under what circumstances 
should a small business owner report cyber attacks to FTC? What 
would be the extent of the problem before they contact you? What 
would the circumstances be? 

Ms. PARNES. Well, certainly the FTC is one place that a small 
business can contact about a cyber security attack. The information 
that we get goes into a database that is available and actually is 
downloaded onto the FBI database that Mr. Martinez talked to. 
The Secret Service has access to our database as well. 

A small business could easily contact the FTC. We would take all 
of the information. We would put it in our database and it would 
be available to law enforcers, both federal law enforcers and also 
law enforcers on the local and state level. The FTC does not have 
any criminal authority, however. So many of these attacks are 
criminal in nature. 

Ms. BORDALLO. What would you say the frequency of inquiries 
are? Any of you could answer that. 

Mr. MARTINEZ. On the IC3, the Internet Crime Complaint Center 
complaint intake runs about 25,000 complaints a month. That is 
individual consumer complaints. That doesn’t include aggregated 
information that we get from private sector partners. 

Ms. BORDALLO. That is a staggering number. Let me see here. I 
think that is pretty much all the questions. We are trying to extend 
this before we call up the second panel. Oh, yes. I have one for the 
FBI. What is the most common roadblock you encounter when 
tracking down cyber criminals? 

Mr. MARTINEZ. I think the biggest challenge for us right now is 
the international nature of cyber crime because going across the 
world you have different relationships with different countries and 
different levels of cooperation so we put an awful lot of effort into 
developing and firming up those relationships in places where we 
haven’t had a presence before. 

You know, former Soviet states, the Far East. We have a legal 
attache program where we have a presence in many, many foreign 
countries but we found that we actually have to put people on the 
ground to work with some of these countries that haven’t developed 
their legal systems or their capabilities to address cyber crime so 
that has been a huge challenge. It is really a change in the way 
we do business because we used to focus mostly on domestic crime 
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problems but it really is a completely international global crime 
problem now. 

Ms. BORDALLO. Secret Service, how would they respond? 
Mr. JOHNSON. I would agree with Mr. Martinez. The only thing 

I would add is that there is a different scam every day. I become 
briefed on the latest and greatest and it is always something added 
to an existing scam on the Internet. It is a more sophisticated from 
phishing to pharming more sophisticated and that is just one ex-
ample of trying to stay one step ahead or at least equal with the 
bad guys. 

Ms. BORDALLO. Can you share with us what is the latest scam 
so we are ready for it? 

Mr. JOHNSON. I think I kind of mentioned the account takeovers 
are very prevalent. You kind of put me on the spot with the latest. 

Ms. BORDALLO. You know we have to be up to date here. 
Mr. JOHNSON. I understand. 
Ms. BORDALLO. Thank you very much. I think we spoke about 

that, the small businesses to protect against inside. You mentioned 
vigilance which is very importance. 

Ms. FURLANI. And how best to apply their scare resources. Which 
vulnerability should they work on? Some kind of prioritization. 

Ms. BORDALLO. Can small businesses employ adequate security 
measures with their limited resources? What would the cost of that 
be? You are talking very limited resources. 

Ms. FURLANI. Again, if you know—if you have access to how to 
do it you can make choices as to what is the most important way 
to close the door and where you apply your resources. Obviously it 
is easier when you have a larger budget. You are using a smaller 
percentage of it but education and awareness and I think that is 
what you are focused on today is where the resources are that they 
can make use of. 

Ms. BORDALLO. And who provides—who can provide that? 
Ms. FURLANI. Our website has a lot of information and I think 

each of the other agencies do. 
Ms. BORDALLO. But technical assistance? 
Ms. FURLANI. Technical assistance is generally where they are 

going to be getting it from a vendor of some sort. There again, they 
need to have enough understanding of what they are hiring and 
what risk they are taking there with partners, vendors. Every time 
you add someone else there is another vulnerability risk. 

Ms. BORDALLO. That is correct. 
Ms. FURLANI. Being aware of that. 
Ms. BORDALLO. We want to thank all of you for appearing before 

the Committee today and we appreciate all your testimony and cer-
tainly we take it into account. I would like to excuse you and bring 
on the second panel. Oh, we will recess for a short time until we 
bring up the second panel. 

[Whereupon, at 3:04 the Subcommittee adjourned until 3:24 p.m.] 
Chairman AKIN. The Committee will come to order. Sorry about 

breaking things up here. I think we are prepared to go with our 
second panel if I am not mistaken. Ari Schwartz. Is that correct? 

Mr. SCHWARTZ. Ari, yes. 
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Chairman AKIN. Ari. Okay. Deputy Director of Center for Democ-
racy and Technology, Washington, D.C. You have five minutes, 
please, Ari. 

Mr. SCHWARTZ. Thank you. 

STATEMENT OF ARI SCHWARTZ, CENTER FOR DEMOCRACY 
AND TECHNOLOGY 

Mr. SCHWARTZ. Thank you. Mr. Chairman, Madam Ranking 
Member, thank you for holding this hearing on cyber security and 
inviting the Center for Democracy and Technology to testify. CDT 
hopes that this marks the beginning of the Subcommittee’s interest 
in the important issues of information security and its impact on 
small business and consumers. 

Much as been written and said about the Internet as a revolu-
tionary platform for human interaction. Indeed, the Internet levels 
the playing field for individual speakers and small businesses. It 
is a cheap and effective way to reach around the world. 

There are many factors that make the Internet unique among 
communications tools but its strength has always been it is open, 
decentralized, and user-controlled nature. As such, the medium in-
herently has the potential that promotes democracy and entrepre-
neurial ideas. However, the Internet’s strength is also one of its 
weaknesses. 

Just as networking and interconnectivity allows for unprece-
dented sharing of ideas, those factors also expose the medium to 
a growing number of threats such as viruses and spam and 
phishing spyware. Individually these attacks are dangerous enough 
but taken together they have begun to chip away at the trust Inter-
net users have in the medium. 

A recent survey done by Consumer’s Union has indicated that 25 
percent of consumers have stopped making purchases online and 
another 29 percent have cut back on their online shopping because 
of concerns about identity theft alone. 

To address these dangers we must ensure both that our proposed 
solutions get to the root of the problem and that those solutions 
don’t inadvertently harm the essential nature of the medium. To 
reach these goals we must understand the motivation and char-
acter of the threats. Although popular portrayals of Internet crimi-
nals continue to focus on young hackers, vandalizing websites, or 
launching denial of service attacks to gain notoriety among their 
peers. Most of the real threats today are driven by financial gain, 
as we said, by the FBI and the Secret Service in the earlier panel. 

It is easy to get lulled into the belief that these are new threats 
because of the new terminology like phishing with a ‘‘ph’’ or 
spyware, but in reality they are for the most part typical fraud 
cases that we have seen offline for years and years. In our research 
into consumer complaints EDTS found these attacks are generally 
driven by five types of financial motivation. 

(1) Identify theft to consumers and businesses. 
(2) Corporate espionage, that is, taking confidential information. 
(3) Advertising software that provides pop-ups financially moti-

vated because companies are paying affiliates to install software 
onto users computers and often do so without consent. 
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(4) Fraudulent marketing schemes like those that we become 
used to in our e-mail boxes every day. And, 

(5) Extortion where consumers or business data or an entire ma-
chine is held ransom in one way or another. 

We are also seeing more attacks that rely on multiple techniques 
also known as blended threats that are uniquely targeted to a spe-
cific type of user. The New York Times recently reported that large 
gangs of criminals in Brazil and Russia are using virus-like tech-
niques to install password crackers that only work on certain bank-
ing websites. This demonstrates not only the new skill of the crimi-
nals but also the international nature of the threat. 

These attacks have magnified impact on small business because 
many small businesses suffer from those attacks of the consumers 
as well as those aimed at businesses. Also, while large enterprises 
can afford spare capacity in the form of additional computers and 
servers, many small businesses do not have that luxury. 

Because of the changing nature of the threats, it is important 
that security programs continue to improve. Computer security 
companies have become experts at finding problems and distrib-
uting information about whatever malicious programs caused the 
problem, but they are only just beginning to build and test pro-
grams that stop malicious software at the first signs of bad behav-
ior even before the names of those programs are known. 

Finally, it is essential that we address the financial motivation 
of these threats as we have in offline fraud. This is not as easy as 
it sounds because the Internet models pass information to the 
hands of so many players and across borders as well. CDT is cur-
rently in the process of documenting how large and respected com-
panies are unsuspectingly supporting unfair and deceptive prac-
tices of their partners. Yet, we must get beyond all these difficul-
ties and find the sources of funding and cut it off or risk losing the 
potential of the Internet for future generations. 

Thank you again for having me here and I look forward to your 
questions. 

[Mr. Schwartz’s testimony may be found in the appendix.] 
Chairman AKIN. Thank you, Ari. Right on time there. Next we 

have Enrique Salem, Senior Vice President, Security Products & 
Solutions from Symantec Corporation from California. Thank you 
for coming the distance here, Enrique. 

STATEMENT OF ENRIQUE SALEM, SYMANTEC CORPORATION 

Mr. SALEM. Thank you, Chairman Akin, and Ranking Member 
Bordallo for giving me the opportunity to testify at today’s hearing 
on the state of small business security and cyber economy. I am 
hopeful that my remarks will provide the Committee with a com-
prehensive overall of the U.S. small business cyber threat land-
scape. I also hope to give you some thoughtful insights on the many 
security challenges small business owners face in today’s growing 
digital economy. I look forward to responding to the Committee’s 
questions following my remarks. 

I come before you today representing Symantec Corporation. We 
are the fourth largest software company in the world and we help 
our customers to protect their information and we provide them so-
lutions around security and availability and integrity of their data. 
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As the Senior Vice President for Consumer Products Business 
Unit I am responsible for both the consumer market and the small 
business segment. Prior to joining Symantec I was the CEO of 
Brightmail, Inc., a leading provider of anti-spam solutions so I am 
able to talk to you about some of the key challenges that small 
businesses face when they try to deal with spam. I also provided 
comments to Congress on the issues surrounding the CAN SPAM 
Act. 

Last week Symantec released its ninth Internet Security Threat 
Report which is widely acknowledged to be the most comprehensive 
analysis of information regarding security activity for today’s econ-
omy. The report includes an analysis of network based attacks in-
cluding those on small businesses with a review of known threats, 
vulnerabilities, and security risks. We have been providing this re-
port on a semi-annual basis since 2002. 

The last two Internet security threat reports found that small 
businesses have consistently been in the top three most targeted 
groups for cyber attacks. Cyber criminals have found that small 
businesses are less likely to have a well-established security infra-
structure making them more vulnerable to attacks. 

Symantec has also sponsored the first comprehensive study of its 
kind analyzing the state of information security readiness in the 
U.S. small business market. The July 2005 study conducted by the 
Small Business Technology Institute surveyed more than 1,000 
businesses and found that information security is a high priority 
for small business owners. But it also showed a lack of appreciation 
of the true economic impact of information security incidents and 
a lack of knowledge around cyber threats. 

I would like to submit this report with the Chairman’s permis-
sion. 

Chairman AKIN. Without objection. 
Mr. SALEM. Some key findings that we found in the report are 

as followed. While over 70 percent of small businesses consider in-
formation security a very high priority, they are not increasing 
their investment and protection. The study revealed that small 
businesses demonstrate an alarmingly complacent and passive atti-
tude to information security. 

A majority of small businesses, 56 percent, have experienced at 
least one security incident in the past year and small businesses 
make overwhelmingly reactive purchase decisions when it comes to 
Internet security with 35 percent increasing spending on security 
products only after their business has been compromised or at-
tacked resulting in a loss of data or corruption. 

It is difficult to quantify the impact of cyber crime but according 
to the FBI’s 2005 Cyber Crime Survey costs today are around $67 
billion to U.S. firms over the last year. Additionally, the FTC found 
that the identity thief cost businesses $48 billion and last year con-
sumers $680 million in losses. 

But more damaging than the loss of money is the loss of trust 
and confidence by consumers in the Internet economy. With so 
much of the nation’s small businesses depending upon the Internet, 
we can’t risk losing the public’s confidence in doing online trans-
actions with small businesses as it is essential that they have the 
right resources to protect themselves. 
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Symantec continues to play an instrumental role in protecting 
small businesses through the security solutions we offer and our 
education and awareness efforts. 

For example, Symantec is a major sponsor of the National Cyber 
Security Alliance, or the NCSA, a non-profit which educates small 
businesses and consumers how to stay safe online. The NCSA 
website, staysafeonline.org, is a useful resource for small busi-
nesses and partners with the Department of Homeland Security, 
FTC, Small Business Administration, NIST, and many others on 
several initiatives including the small business training workshops 
lead by NIST. 

In addition to its sponsorship of the NCSA, Symantec has cre-
ated several tools, including educational books and CD-ROMs to 
address the unique needs of small businesses. We have copies of 
these materials available at today’s hearing that Symantec has also 
developed in a wide-range of areas to help protect data that small 
businesses find critical to run their businesses. 

We must focus on increasing cyber security awareness, educating 
and enabling small businesses to properly assess their true level of 
risk and encouraging them to take the necessary and preventative 
and corrective measures. 

Symantec looks forward to continuing to work in partnership 
with the private sector and Congress to conduct research and cre-
ate tools that lead the way in providing U.S. small businesses with 
the right resources they need and deserve to truly secure and pros-
per in today’s high-tech global economy. 

Thank you again, Chairman Akin, and Ranking Member 
Bordallo, allowing me to testify today in front of the House Small 
Business Subcommittee on Regulatory Reform and Oversight. 

[Mr. Salem’s testimony may be found in the appendix.] 
Chairman AKIN. Thank you very much, Enrique. Appreciate your 

perspective. 
Next is Dr. Burton KALISKI. Is that right? 
Dr. KALISKI. Kaliski, sir. 
Chairman AKIN. Kaliski. You are the Vice President of Research 

for RSA Security, Chief Scientist, RSA Laboratories from Bedford, 
Massachusetts. 

STATEMENT OF DR. BURTON S. KALISKI, JR., RSA 
LABORATORIES, RSA SECURITY 

Dr. KALISKI. Chairman Akin and Ranking Member Bordallo, I 
am honored to be with you today. You might wonder what the 
three letters RSA stand for. They are the initials of three inventors 
of a very widely-used encryption algorithm developed in 1977 at 
MIT with federal research funding. 

We have a conference held annually on the west coast which now 
attracts 14,000 attendees and at the most recent conference Robert 
Muller spoke and said that, ‘‘While the Internet has become a 
growth engine for business, it has also become a global target for 
cyber criminals.’’ He is exactly right and this is a dilemma for 
small businesses because, on the one hand, you want to go online 
to expand your business opportunity. On the other hand, when you 
go online you face tremendous threats and small businesses don’t 
have the IT security departments to help them but there is hope. 
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We need to look at what is an adequate level of security for a 
small business or any business. We believe that security ought to 
be commensurate with the value of the data as well as the resource 
being protected. Just as you don’t shred every piece of paper, you 
don’t need to encrypt every file but you need to be shredding and 
encrypting sensitive information. Just as you don’t lock every door, 
you don’t need to have strong access controls to every file but those 
that are sensitive need that appropriate level of protection. 

Now, traditionally the protection for access to information has 
been a password and it is recently that across many industries peo-
ple have realized it is finally time to do something better. But what 
is there that is better than a password? 

Well, at the RSA conference this year Bill Gates was one of the 
speakers and he said, to paraphrase, that the era of passwords is 
over. Organizations are looking at many technologies for making it 
easier to use stronger security but we again have a dilemma. If you 
have strong security that is very strong but not easy to use, you 
really have no improvement at all. Great security is good to have 
if you can use it. 

There has been a substantial increase in the focus on usability 
and I would like to highlight several ways that is taking place. One 
is that vendors are finding ways to make security more usable 
across the industry as a whole. You may have different interfaces 
on every site you interact with, a different way of providing your 
password, a different way of answering questions about your ac-
count. 

You may have ways that you can reset your password in one case 
and in another case it is different but industry is working to stand-
ardize and harmonize these approaches so that users have a con-
sistent experience. Users also have many opportunities to increase 
their security with the devices that they already have. 

We are all carrying mobile phones. Couldn’t that be used some-
way to enhance our security experience if we could just connect 
that with the places at which we do business. That would certainly 
simplify the situation for a small business rather than having to 
find some unique solution to put security in the user’s hands. And 
vendors including my company are looking at many ways like this. 

Now, the third point, though, is that you basically need it to be 
a crypto-engineer, and I wish I could tell you more about that ca-
reer because it is fascinating. You needed to be a crypto-engineer 
to put security in your products. Up until recently you had to know 
details of every algorithm and acronym and so forth. Well, that is 
changing. Vendors are finding ways so that you can put encryption 
in and other features of security just based on policy. You say, 
‘‘Here is the kind of data I have. Please encrypt it,’’ and it is done 
and it is managed well. 

Security appliances are another example. You don’t need an IT 
security department to enhance your security. You can plug in a 
device that is ready to go into your network and it enhances your 
security. Finally, IT vendors are working on improvements to the 
user interface because, after all, that is the last and the weakest 
link. How does the user know that he or she is more secure? Well, 
there are improvements on web interfaces that help you to see 
when you are secure and when you are not. 
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In all of this the public and private partnership is essential. As 
my colleague mentioned, the National Cyber Security Alliance is an 
important player. RSA Security has also been invested in that or-
ganization. We encourage others to take part in it. 

We are also interested in the area of breach notification legisla-
tion. I understand that the House and the Senate are both working 
in that area. We consider it important as an incentive and reward 
to businesses that apply best practices, that those best practices 
are recognized in terms of a safe harbor provision. 

To conclude, just because you are a small business doesn’t mean 
the criminals aren’t out to get you as well. You have valuable re-
sources. Just because you are a small business doesn’t mean you 
can’t do anything about it. There are tools, the built-in security into 
many products, the tools for encrypting data more easily. 

You know, RSA Security used to be a small business and at RSA 
Laboratories we maintain that entrepreneurial perspective. We 
look forward to working with this Committee on Small Businesses 
for a safety and more secure economy. 

[Dr. Kaliski’s testimony may be found in the appendix.] 
Chairman AKIN. Thank you. Very well done. Thank you very 

much. 
Our next guest is Roger Cochetti? 
Mr. COCHETTI. Cochetti. 
Chairman AKIN. Cochetti. Your son Andrew is supervising this 

operation as well I understand. 
Mr. COCHETTI. Thank you very much. 
Chairman AKIN. You the Group Director of U.S. Public Policy, 

Computing Technology Industry Association from Arlington. 
Mr. COCHETTI. Yes, sir. 
Chairman AKIN. Thank you, Roger. 

STATEMENT OF ROGER COCHETTI, U.S. PUBLIC POLICY, 
COMPUTING TECHNOLOGY INDUSTRY ASSOCIATION 

Mr. COCHETTI. Thank you, Mr. Chairman Thank you Ranking 
Member Bordallo. Thank you both for your warm welcome for my 
13-year-old son Andrew for whom the subject of cyber security I 
can assure you is not a theoretical issue. 

My name is Roger Cochetti and I am Group Director of U.S. Pub-
lic Policy for the Computing Technology Industry Association 
(CompTIA). I am here today on behalf of our 20,000 member com-
panies. 

Mr. Chairman, I want to thank you and the members of your 
Subcommittee for holding this important hearing on the State of 
Small Business Security in the Cyber Economy. We believe that 
your efforts to focus public attention on cyber security and small 
business will help American small business avoid cyber threats. 

Before I continue, Mr. Chairman, I would like to ask that my 
written statement be submitted for the record. 

Chairman AKIN. Without objection. 
Mr. COCHETTI. Mr. Chairman, the Computing Technology Indus-

try Association is the nation’s oldest and largest trade association 
representing the information technology or IT industry. For 24 
years CompTIA has provided research, networking, and partnering 
opportunities to its 20,000 mostly American member companies. 

VerDate 0ct 09 2002 14:47 Oct 05, 2006 Jkt 000000 PO 00000 Frm 00026 Fmt 6633 Sfmt 6633 G:\HEARINGS\27809.TXT MIKE



23

While we represent nearly every major computer hardware man-
ufacturer, software publisher, and systems integrator, nearly 75 
percent of our membership is made up of the small American com-
puter companies who themselves provide integrated computer sys-
tems to small businesses which I will explain more in a moment. 

As this Subcommittee knows, small business is the backbone of 
the American economy. Some 23 million small businesses generate 
over half of our GDP and employ most of the private sector work-
force. Today nearly all American small businesses are dependent 
upon information technology and most are increasingly dependent 
upon the Internet. Failures in the IT infrastructure or in the Inter-
net threaten the viability of American small business and their vul-
nerability to cyber threats is America’s vulnerability. 

The IT needs of small businesses are mainly addressed by an im-
portant segment of the computer industry called Value-Added Re-
sellers, or VARs. These small system integrators, which are the 
bulk of our members, set up and maintain computer systems and 
networks for small businesses. VARs create and maintain the com-
puter systems in your dentist office, in your doctor’s office, for your 
corner store, and for your local plumber. 

VARs are the front line in America’s defense against cyber secu-
rity threats. An estimated 32,000 VARs sell about one-third of all 
computer hardware sold in the United States today and most of 
that to small business. Because of our unique role representing 
America’s VARs CompTIA has done a great deal to address the 
issue of cyber security for a small business, much of it in conjunc-
tion with governments. 

We recently launched a series of regional educational programs 
on cyber security expressly for VARs and through them the small 
businesses whom they serve. In 2002 we introduced these security 
plus professional certification for IT professionals. It validates an 
IT professional’s abilities in the area of cyber security and to date 
over 23,000 IT pros, many working for small businesses, have 
taken and passed CompTIA’s security plus exam. 

Over the past few years we have commissioned an annual survey 
of the state of IT security. Two-thirds of the participants in these 
surveys are small businesses and the results tell us a lot about the 
cyber threat to small business. Almost 40 percent experienced a 
major IT security breach within the last six months. 

Human error, either alone or in combination with a technical 
malfunction, caused four out of every five IT security breaches. 
More than half do not have written IT security policies. One half 
have no plans to implement security awareness training for their 
employees outside of the IT department, nor have they even consid-
ered it. About two-thirds have no plans to hire IT security per-
sonnel and just a quarter require IT security training and a 10th 
require professional certification. 

With our permission, Mr. Chairman, I would like to submit our 
most recent study for the record of this hearing. It talks a lot about 
what is happening in small business. 

Chairman AKIN. Without objection. 
Mr. COCHETTI. Based on our studies it is clear that more needs 

to be done to raise cyber security awareness, education training, 
and professional certification within the small business community. 
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It is also clear to anyone who understands how small businesses 
operate in the United States that VARs must play the central role 
in any effort to reach out to small business in this area. What is 
most needed is a Government industry partnership that takes ad-
vantage of the unique access and perspective of thousands of VARs 
who IT enable small business in the U.S. 

Mr. Chairman, let me emphasize at this point that the most ef-
fective solutions to nearly all cyber security threats, to small busi-
ness or any other IT users, do not rely on new federal or other reg-
ulations. The nature of the Internet in particular is a global net-
work of networks that is dynamic and rapidly changing is such 
that Government regulations will have a limited impact. 

Much more effective in dealing with threats like cyber security 
are technology tools, industry best practices, and consumer and 
business education backed up by strong law enforcement. The key 
role that Government agencies can and should play, aside from ar-
resting and prosecuting criminals, is to work with industry and 
consumers on education, technology tools, and best practices. 

We look forward to working with this Subcommittee and the rel-
evant agencies in such a cooperative effort. Thank you, Mr. Chair-
man. 

[Mr. Cochetti’s testimony may be found in the appendix.] 
Chairman AKIN. Thank you, Roger. Appreciate your testimony. 
Our last witness is Howard Schmidt, President and CEO of R & 

H Security Consulting LLC, and former White House Cyber Secu-
rity Adviser from the State of Washington. 

Howard. 

STATEMENT OF HOWARD SCHMIDT, R & H SECURITY 
CONSULTING, LLC. 

Mr. SCHMIDT. Thank you very much, Mr. Chairman and Ranking 
Member Bordallo. Thank you for the opportunity to appear before 
you this afternoon. 

My colleagues have done a very good job of sort of laying out the 
problems. I would like to spend my five minutes sort of talking 
about some of the things that we have seen which actually have 
helped improve it and some of the things that are either low cost 
or no cost that small and medium businesses can work with. 

First I would like to frame it in saying when I look at a small 
business we see in three categories their IT capabilities. First, we 
are basically aware that their IT system is also their home com-
puter system, the mom and pop operation, so to speak. 

We have others where small and medium enterprises have dedi-
cated computer systems, relatively small staff that basically work 
really hard to make the IT system run but no special expertise in 
security. Then the third category, the ones that actually outsource 
this to a service provider that basically provides them a turnkey 
operation. 

With these categories in mind, their success depends on four 
things, technology, awareness and training, information sharing 
and, of course, we heard from the earlier panel the law enforce-
ment capabilities. 

From a technology perspective we have seen software developers 
invest heavily in tools and processes to reduce the number of 
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vulnerabilities which then make us much safer in the software we 
are running today. There is also now automated tools available to 
identify vulnerabilities, effectively the unlocked door on a computer 
system that can be found automatically, once again, for a low price. 

The automatic updating of anti-virus applications, spyware, oper-
ating systems, things of this nature, once again, are being built 
into the computer systems we are running. We now see a new gen-
eration of toolbars for web browsers that turn red, green, or yellow 
depending on whether the site is trusted, unknown, or untrusted. 

We also see new technology that is very affordable for the con-
sumer and the small and medium enterprise with the all-in-one de-
vice where you have a hardware device that is your cable modem, 
firewall, wireless router, anti-spyware built in that is managed just 
like it would be for a large enterprise. 

As Burt talked about, two factor authentication, a concept like an 
ATM card, something you have, something you know. It is very im-
portant for us to help secure our systems today. Also the 
encryption technologies are much more affordable, easier to use 
than ever before, and more widely accepted. 

For the awareness and training, one of the issues I see with the 
small and medium businesses is the fact that they don’t often times 
recognize they are and can be a target. Clearly recognizing that 
takes place is one of the key issues for awareness and training. 

The Treasury Department released a DVD called ‘‘Identity Theft: 
Outsmarting the Crooks’’ which includes, of course, information for 
SNBs, The FTC, USPS, USSS, my role as a reservist with Army 
CID as well as other private sector groups helped put this together. 
It is available free of charge on the Treasury website. I might note 
here, if I could, I have a number of URLs or weblinks in my writ-
ten testimony. I would like to just point that out. I won’t repeat 
these things. 

Of course, FTC with the Online OnGuard site, National Cyber 
Security Alliance, also for state and local governments working 
with the local Chamber of Commerce, the multi-state ISAC, Infor-
mation Sharing Analysis Center, led by Will Pelgrin out of Gov-
ernor Pataki’s office, have put together state and territory-wide in-
formation sharing analysis. 

The US-CERT provides services free of charge. The National 
Cyber Security Partnership was also mentioned earlier. Also there 
is a special guide called, ‘‘Common Sense Guide to Cyber Security’’ 
for small and medium businesses given out by the US-CERT 
ready.gov website, as well as the U.S. Chamber of Commerce. 

On the sharing earlier we mentioned the InfraGard and the Elec-
tronic Crimes Task Force working with the local folks that actually 
are doing the work on a day-to-day basis. We also see information 
and training also take place during those organizational meetings 
they have. 

The last piece I would like to cover briefly is the law enforcement 
efforts. Like any other effort, there is going to be bad actors out 
there. We can’t escape that. With the technology, the awareness 
and information sharing we can help reduce the threats against the 
small and medium businesses but they still will see some out there. 

The very nature of the crimes make them difficult to investigate 
so we need to make sure we currently fund particularly small, local 
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jurisdictions which don’t have the resources to conduct these inves-
tigations without some assistance. 

The International White Collar Crime Center actually is an NIJ 
funded project designed to help state and local law enforcement in-
vestigators investigate all types of cyber crimes, particularly, once 
again, targeting the audience of the small and medium enterprises. 

Lastly, some quick recommendations in my last 30 seconds or so. 
We have seen since we have released the President’s National 
Strategy to Secure Cyber Space that a lot of these efforts have 
taken place but we still see some areas. The idea of pulling the 
technology websites doesn’t really cut it. We need to be able to pro-
vide this information. Maybe the Small Business Administration 
working with the U.S. Chamber and the local Chamber of Com-
merce to hold in-person type events to be very, very helpful. 

We also basically need to make sure that when the Small Busi-
ness Administration works with the loaning process you have to 
submit a business plan and things of this nature. Also a cyber se-
curity plan would be very helpful 

With that I will wrap up my verbal comments. Once again, thank 
you for the opportunity and look forward to any questions that you 
may have. Thank you. 

[Mr. Schmidt’s testimony may be found in the appendix.] 
Chairman AKIN. Thank you very much, Howard. You have really 

led into my first question. As a hard to get along with crusty old 
conservative, I have a natural inclination to wonder whether the 
Government is going to do any good and maybe make the process 
worse. I guess one of the things that we are investigating here, the 
first set of questions which I really left to be asked when I was 
gone was, one, how big is the problem and where is the problem? 
Can we define what the problem is? 

Second of all, what we are looking at is is there someway we can 
be constructive and help and in certain places maybe we should get 
out of the way. I wanted to let anybody who wants a shot at that 
question to make recommendations because we are going to be tak-
ing notes. If there are some logical places for us to put some legis-
lation together, we probably have a good chance of getting some-
thing done. Maybe there are some places we want to stay away 
from and just let industry work with it. Have at it, my friends. 

Mr. SCHMIDT. If I may on the issue of scoping, just my local law 
enforcement as well as my experience with the FBI we don’t do a 
good job on capturing what is really computer crime or cyber crime, 
particularly as it relates to the smaller organizations. We have 
these broad categories which don’t especially do it. Fraud whether 
using a computer or a typewriter is still a fraud and we don’t dif-
ferentiate that very well. 

As far as the regulation piece, once again, it is in the same cat-
egory. I don’t think regulation itself helps but what you do is make 
sure the resources are available to the Small Business Administra-
tion to do not pull technology but push technology to the constitu-
ents they work with. 

Chairman AKIN. Your idea that if somebody wants an SBA loan 
or something, you say, ‘‘Well, if you want that, then maybe what 
you need to is at least ensure some level of security in your sys-
tem.’’ That seems to be kind of an incentive, I suppose, that you 
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could use. Is that a good idea, other gentlemen, or is that just mak-
ing it harder? Our last hearing that we had was how people are 
having trouble getting SBA loans. They said it is taking a lot of red 
tape and hassle. Do we want to add another step to that or not? 
You tell me. 

Mr. COCHETTI. Mr. Chairman, if I could go back to the broader 
question and then touch on the SBA loan qualification question, I 
think it is important to keep in mind the scale of the problem and 
the scale of the problem is enormous and we believe serious. All of 
the surveys, ours in particular, suggest that well over half of the 
23 million small businesses in the United States have very little 
preparation for cyber threats and well over half. Half would be a 
modest way of looking at it. 

There are many things that are needed to be prepared. Tech-
nology tools are one, training is another, and procedures are an-
other. There are others but those are typically the three main 
things. You train people, need the technology, and you need the 
procedures. Most small businesses have none of these. 

Clearly from our point of view the starting point in any discus-
sion about what to do is awareness, education, and training. Small 
business until they are aware of this problem are not going to do 
much about it and aware of the seriousness of it and the impact 
it could have on them. 

The outreach issue consequently is the fundamental issue, we be-
lieve, that needs to be addressed. If you think about the size of the 
small business segment to the American economy, however, reach-
ing out to 23 million small businesses is not something that is 
going to be done through putting up another website. We have got 
a dozen very well organized websites that provide a lot of informa-
tion. How many small business men or women do you know who 
spend their time searching websites to learn more about cyber se-
curity? 

We need a proactive outreach effort. The fact is, however, that 
if we were to put on a conference a month with 100 small busi-
nesses participating in each conference, it would take us several 
thousand years before we would reach the small business in the 
United States. It is for that reason, Mr. Chairman, that we believe 
that the intermediaries, the VARs, are really the key to the solu-
tion. 

If you go to a dentist, the next time you talk to your dentist ask 
him, ‘‘Who handles your computer system in this office?’’ The odds 
are almost certain that he or she will not say, ‘‘I do it myself.’’ Al-
most certain they will not say some big multi-national company 
that we have all heard of. 

He or she will say, ‘‘It is Joe’s Computers down the street. These 
are the people who are the IT departments for small business. 
These are the people who have to raise the bar on the awareness. 
These are the education outreach programs that we believe are 
needed, Mr. Chairman Thank you. 

Chairman AKIN. Are you saying that the Government should 
fund education outreach programs? Is that what you are saying, 
Roger? 

Mr. COCHETTI. I think the Government should use every tool at 
its disposal and we wouldn’t be adverse to Government funding for 
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these programs but it would not be a wise use of Government re-
sources to try to do a conference for small business because after 
3,000 or 4,000 years you might have gotten two-thirds of the way 
through the small business community in the United States. 

Chairman AKIN. Maybe we ought to publish a couple of really 
good juicy scandals and scare everybody. Maybe that would be the 
way to do it. 

Mr. COCHETTI. That unfortunately sometimes helps. 
Chairman AKIN. Anybody else want to take a shot at anything 

that we need to do legislatively or governmentally that could be 
helpful? 

Dr. KALISKI. Sir, a couple of comments. First on the scope of the 
problem, Chairman Our report clearly shows that small businesses 
are increasingly being targeted now by cyber criminals so the scope 
of the problem is only going to continue to increase. I think the sec-
ond point is— 

Chairman AKIN. You talked about the fact that it is increasing. 
Do you have a sentence or two on what the scope is itself? 

Dr. KALISKI. Yes. So what we are seeing is specifically that there 
has been at least one incident at about 56 percent of all small busi-
nesses where their data or security has been compromised so that 
is more than half have had an incident in the last year so that is 
pretty significant. 

I think the second point is we do need to provide incentives for 
small businesses to take action to protect themselves. You men-
tioned this notion of small business loans. I think that may be an 
incentive but we should look for other mechanisms that we can use 
to encourage them to secure their businesses. 

I think the other thing is, as Mr. Cochetti said, I don’t think we 
need new websites. There already are existing ones such as 
staysafeonline.org which I think is a fine website to leverage for 
providing information to small businesses. Lastly, I think the SBA 
just needs to take a stronger role in helping small businesses to se-
cure their businesses. 

Mr. SCHWARTZ. The one area where I think there has been some 
discussion about legislative initiatives is in terms of international 
cooperation among law enforcement. We have seen a lot of the 
cases we track go to the border. Some of them are simply routed 
through foreign servers to make it look as though it is becoming 
foreign because the bad guys know that law enforcement goes up 
to the border and that’s where they end their hunt because we 
don’t have this kind of cooperation even though they are actually 
located in the United States. 

Although some really are, there are a growing number of threats 
that really are outside of the U.S. and come in and work across 
borders, multi-national partners in these schemes because they 
really are money-making schemes these days. That means they will 
work with whoever is willing to partner with them to make money. 
We have seen schemes that involve seven or eight countries some-
times. 

Chairman AKIN. Thank you very much. I’ll turn the questioning 
over now to Ranking Member. 

Ms. BORDALLO. Thank you very much, Mr. Chairman My first 
question is to Mr. Kaliski. I got mixed signals here in listening to 
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some of the comments. Who do you think is best situated to handle 
cyber security threats, the Federal Government or private indus-
try? 

Dr. KALISKI. In think it has to be a combination of both. I don’t 
think it should be an ‘‘or’’ situation. I think we definitely have to 
raise awareness. I think there is some knowledge out there but I 
think it is both private sector and Congress that need to work to-
gether. 

As we mentioned, there are resources today available for small 
businesses. We just need to make sure that folks understand that 
they are there and can take advantage of them. I also think the 
SBA needs to take a strong role in working with the private sector 
and small businesses to make sure that they have the staffing and 
resources necessary to protect themselves. 

Ms. BORDALLO. It is unfortunate, I guess, that we don’t have an 
SBA representative here today but certainly I did hear you all 
speak about what you have up on your websites but when you look 
into the SBA website there just isn’t anything that deal with this 
problem so it is something we are going to have to work on. 

Is there is a representative from SBA? Is there anyone in the au-
dience? Do you wish to make any comments on this? Please come 
forward and identify yourself for the record, please. 

Ms. THRASHER. Good afternoon. I am Ellen Trasher. I am with 
the Office of Entrepreneurial Development at the Small Business 
Administration. My colleague who is here is Antonio Doss also with 
the Small Business Administration. 

Chairman AKIN. Thank you for joining us. 
Ms. THRASHER. It is our pleasure and we welcome the oppor-

tunity to be here and also to hear so many of the comments, many 
of which we share and understand. The dynamics within the small 
business community has changed dramatically over the last couple 
of years. The whole idea of e-commerce, doing business online, 
while at the same time trying to open and sustain a small business 
is a challenge. 

Our role within Entrepreneurial Development is to educate, in-
form, counsel, and train small businesses to make smart business 
decision. We do this in a variety of ways. We work in public/private 
partnerships. For example, we are very active in the National 
Cyber Security Alliance. We work with NIST, the FBI InfraGard 
in offering training, and online counseling and training. 

Through our resource partners such as SCORE and SBDCs we 
offer counseling and training both face-to-face and online. For ex-
ample, SCORE has an online counseling service and if you go to 
www.score.org you can find at least 140 online cyber counselors 
with an expertise in computer security that are available 24/7 to 
provide you counseling and training. 

We are aware of the problem. We are trying to collaborate as 
best we can in avenues to, again, outreach, as we were talking 
about. We do the training, the counseling, the awareness, and we 
hope to refer people to the areas for deterrents, enforcement, and 
remediation. Thank you. 

Ms. BORDALLO. You say that this then, Ellen, is all on your 
website now? 
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Ms. THRASHER. Much of it is. In fact, I just provided the Com-
mittee with brochures that we give out. We have a collaborative 
agreement with Hartford and have published a whole series on risk 
management, of course, which cyber security is part of. The bro-
chure and the training is available both in English and Spanish 
and it is on site. We are also launching a webinar that will be a 
self-styled tutorial training course on what we call business catas-
trophe of which anything, of course, that would happen to your 
cyber security is part. 

Ms. BORDALLO. Very good. Thank you. It has been very inform-
ative and I have the material here in front of me. Thank you, 
Ellen. 

I have a question now for Mr. Cochetti and that is you spoke 
about the outreach program, the education outreach. Who should 
head the education outreach program that you described? 

Mr. COCHETTI. Delegate Bordallo, there is no question, I think, 
in the minds of anyone on this panel that it is that educational out-
reach program which is the most important thing that needs to be 
done. If nothing else happens, without that there will be little 
progress. I think certainly in our view, and I suspect most of the 
panelists here would agree, is that this really needs to be a Gov-
ernment/industry partnership. 

There is simply no way the industry is going to mount an effec-
tive outreach program on its own, nor is there anyway the Govern-
ment could do it effectively on its own so a partnership is what is 
needed. I would say there are a number of federal agencies that are 
already active. They have modest programs underway right now. 
Most of the programs that exist today are responsive. In other 
words, I have a website. 

If anybody feels like coming to it, I have information available. 
What really is needed is a proactive program that goes out and it 
is, again, for that reason that we think these VARs are what the 
military planners call sort of forced multiplier. Each VAR is the IT 
department for about 200 small businesses. You get a VAR and you 
reach 200 small businesses and it is a way to deal directly with the 
problem. I think the fact is there are a number of federal agencies, 
many who are here and some who are not here, who have an inter-
est in some programs in this area. They need to work together— 

Ms. BORDALLO. With private industry. 
Mr. COCHETTI. Yes. 
Ms. BORDALLO. Thank you. Mr. Schwartz, in your mind should 

the Federal Government be focusing on enforcement of existing 
laws or should we be looking at new laws? If new laws and regula-
tions are needed, what recommendation do you have? 

Mr. SCHWARTZ. Well, in terms of the existing laws there are sev-
eral existing laws where they should be enforced more diligently 
and where we need greater oversight. The Computer Fraud and 
Abuse Act, for example, is one that we see regularly broken, crimi-
nal statute where action can be taken. 

The FTC has started to take greater actions in unfair and decep-
tive practices cases. We started to see more action in that area. 
And the Secret Service has talked about in their statute the num-
ber of places where they can bring cases under current identity 
theft laws. 
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All of those pieces need to be enforced more strongly than they 
are today and with an international focus. There is definitely room 
there. The one area where we have focused on regulation where we 
think it is necessary goes back to the basic Internet privacy ques-
tion. 

There is a general question of Internet trust and of consumer 
trust on the Internet today. A lot of that goes back to the fact that 
consumers don’t understand what happened to their information 
and how it is shared on the Internet. There is a patchwork of laws 
right now for consumer information and how it is used online be-
hind the scenes for consumers that happens online and offline as 
well. But in the online world consumers have this fear and they 
don’t understand what happens to their information. In some ways 
it is justified. We have all sorts of different standards. There are 
lawyers out there that do not understand the Gramm-Leach-Bliley 
Banking Law and privacy when they read those privacy notices 
that they are sent. When you are given the privacy notices in your 
doctor’s office, a completely different kind of notice than the finan-
cial notice that you got before. We just have this patchwork of laws 
out there all over the map and consumers just don’t understand 
where their information is going and how it flows and that is start-
ing to show up online. 

That is one thing that we would like to see is sort of a leveling 
and understanding, a baseline standard for privacy that basically 
the good companies out there are following but the other companies 
out there that are sort of outliers are taking advantage of. 

Ms. BORDALLO. That is an excellent point. Mr. Kaliski, new de-
velopments in cyber security certainly will enhance small busi-
nesses. We have all been talking about that. Are these protections 
affordable? 

Dr. KALISKI. That is an excellent question, ma’am. the important 
part to look at is that as technology is developed and standardize 
it becomes widely available, very effectively for a large group of 
people. Consider the Internet as an example and over time the 
higher speed Internet access that has been made available to all 
kinds of businesses. 

We are seeing a similar trend in security technology. As I men-
tioned, vendors are producing security tools that can be used across 
multiple companies so that you are able to leverage the investment 
that your users have already made to be secure in other places. An 
example, there are security tokens that are issued by banks that 
can potentially be used at other banks just as you would use a 
credit card at multiple places. The affordability will come from the 
common solutions available through industry standards. 

Ms. BORDALLO. Thank you. Mr. Schmidt, I have just one last 
question. It seems to me that SBA should be playing a larger role 
given that if there is any agency small firms would turn to for ad-
vice it should be SBA. Would you agree with this assessment and 
what additional programs should the SBA sponsor to better fulfill 
their responsibilities to the American small businesses? 

Mr. SCHWARTZ. I agree with that perspective because the small 
business that I talk to the first thing I do is look to where the SBA 
is saying, ‘‘How can I be successful?’’ which is what is said to do. 
Part of the SBA’s responsibility to due diligence, as the Chairman 
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mentioned a few moments ago, about making it less complicated. 
That due diligence also goes to the cyber piece. 

Some of the things they can do is not so much focus on how to 
investigate these things because that is often times too late for a 
small business. They are already out of business at that juncture 
so maybe working with the Internet Association Chiefs of Police 
and the Crime Prevention Associations to take that good material 
that they have just passed out to you and make sure that those are 
provided. 

For example, if you were to call up your local police department 
and say, ‘‘I would like you to come to my house and my business 
and do a crime survey,’’ they will come out and do it. Ask them to 
do that on your computer business and they won’t have a clue what 
to do. The SBA has the expertise, the resources to work with them 
and provide that as a resource to local business as well as a crime 
prevention effort. 

Ms. BORDALLO. Thank you very much. Thank you all for the in-
formation you provided. 

Chairman AKIN. I just had one or two quick questions. I have got 
a meeting that started at 4:00 so I am going to have to scoot before 
long. Just a couple of thoughts. First of all, is there anybody that 
provides insurance to small businesses to protect them against 
these kinds of problems? 

Mr. SCHMIDT. As a matter of fact there are. When we released 
the National Strategies to Secure Cyberspace a number of the 
major organizations, AIG, Chubb, you name them, not only provide 
data insurance for the data that they protect, fire and damage, all 
the things relative to that at relatively low cost for small business 
as well. The policies are there. The underwriting capabilities are 
there and it is just a matter of asking for it from the insurance 
companies. 

Chairman AKIN. So if I have got a small business, I might nor-
mally have, I would think, some sort of insurance on the building 
if the small business were in a building that I owned. It would be 
sort of like the equivalent of homeowner’s insurance. I might have 
some liability in case an employee gets in trouble. Would any of 
those policies typically have insurance that would protect against 
data security or questions that involve the cyber security in gen-
eral? 

Mr. SCHMIDT. As an addendum, yes. 
Chairman AKIN. You have to add it? It is an extra? 
Mr. SCHMIDT. You have to add it. Yes, sir. 
Chairman AKIN. Okay. And then I guess I would think that if 

somebody is offering me insurance, then they would have an inter-
est in seeing whether or not you have the right software installed 
to protect yourself, right? 

Mr. SCHMIDT. That is correct, yes. 
Chairman AKIN. Okay. Then I guess the second question was in 

terms of the VARs, they seem to be covering a lot of the sort of 
small business data processing side of things. Would it make any 
sense to give them some sort of a rating in terms of whether or not 
they have taken proper precautions in terms of data security? 

Mr. COCHETTI. Mr. Chairman, I think a program like that would 
probably make sense. We have pursued programs of sort of VAR 
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certification or best practices, you know, VARs who are proven to 
be competent. It is a nonregulated, nonlicensed industry so certifi-
cation of that sort is certainly an attractive idea that we have 
looked at and we would be more than happy to talk with the SBA 
or others about sort of how to pursue it but, yes. And since they 
are just important intermediaries thinking about that is, I think, 
an important aspect of this. 

Chairman AKIN. Some of us would prefer to see it maybe done 
on an industry basis as opposed to Government basis because we 
have got more confidence, especially with something that is moving 
as fast as this is the Government has a terrible track record at 
being able to move quickly and keep current. 

Mr. COCHETTI. Let me assure you we are 100 percent private sec-
tor and when I mention that we have been looking at certification 
programs for VARs, that would be an entirely private sector certifi-
cation for VARs. 

Chairman AKIN. Thank you all so much for coming in. Because 
some of you have come a long way, I want to give you the last 
word. Is there anybody that has something else they want to add 
in? We do questions but we do answers as well so anybody who 
wants to make a comment. 

[Whereupon, at 4:15 p.m. the Subcommittee was adjourned.]
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