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FRONT-LINE DEFENSE: SECURITY TRAINING
FOR MASS TRANSIT AND RAIL EMPLOYEES

Thursday, September 27, 2006

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON ECONOMIC SECURITY, INFRASTRUCTURE
PROTECTION, AND CYBERSECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 10:21 a.m., in Room
311, Cannon House Office Building, Hon. Dan Lungren [chairman
of the subcommittee] presiding.

Present: Representatives Lungren, Sanchez, Dicks, and
Langevin.

Mr. LUNGREN. [Presiding.] The Committee on Homeland Secu-
rity’s Subcommittee on Economic Security, Infrastructure Protec-
tion, and Cybersecurity will come to order.

The subcommittee is meeting today to discuss security training
for mass transit and rail employees. And I would like to thank ev-
eryone for being here today, especially our witnesses.

We meet today to discuss security training programs for rail and
mass transit agencies. The importance of railroads and mass tran-
sit to our daily lives and national economy cannot be overstated.
Mass transit commuter rail and freight rail are responsible for
moving millions of people every day and for delivering thousands
of freight shipments across the country.

The subcommittee has looked at the security of these important
systems in a variety of ways. Last year, in the aftermath of the
London subway attacks, we looked at the vulnerabilities of soft tar-
gets, including public transportation, and the security measures
being taken to protect them. We also looked at the various ways
the DHS and our rail and transit agencies were working to prevent
a terrorist attack from ever occurring.

Today we address another important component of our security,
and that is training. Thousands of employees have been trained in
the years since 9/11 on security issues, and these include police of-
ficers, emergency responders, management security officers, and
sometimes front-line employees.

We know that, in the event of an attack on our rail or mass tran-
sit facilities, employees will often be the first people impacted by
the event. They will play a key role in managing the terror after-
math, evacuating civilians and providing first aid, which could sig-
nificantly reduce the number of lives lost.

In addition, rail and transit employees are an important part in
the fight to prevent an attack from ever occurring. Employees such
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as operators, drivers, clerks, mechanics and other front-line em-
ployees are valuable allies, watching for suspicious activity and
packages. These employees, who know their surroundings and
work environment, are well-suited to identify when something or
someone does not belong.

It is important to note that much discussion has been given to
security-specific training. And I just want to recognize that employ-
ees oftentimes receive other forms of training that may serve a
dual purpose, such as emergency response training, which is appli-
cable whether the incident was a terrorist attack or an accident.

Our goal today is to hear what the federal government has been
doing to provide employee training on security. In some instances,
our transportation systems have gone beyond what the federal gov-
ernment has offered and have developed their own training
courses. We look forward to learning about these, as well.

Security training for employees is an important part of the over-
all effort to implement layered security measures. And I look for-
ward to the testimony today about the numerous efforts to train
employees to recognize and respond to potential security problems.

And I certainly thank our witnesses for being here.

And I would recognize the only other member of the sub-
committee here, Mr. Langevin, if he has any comments at this
time.

Mr. LANGEVIN. Thank you, Mr. Chairman.

And I want to welcome our witnesses here today. I look forward
to your testimony on this very important topic.

And I am pleased that this subcommittee is holding a hearing on
security training for mass transit and rail employees.

I, along with many of my colleagues, particularly Ms. Sanchez,
have been very concerned about the fact that most mass transit
and rail employees are not receiving comprehensive training on
how to recognize and report potential threats, also to protect them-
selves and passengers, and to respond if there is an incident.

Over the last 5 years, Congress has done a lot of talking about
supporting first responders and providing them with the tools that
they need. But when it comes to rail security, we must remember
that, in the bombings of mass transit and rail systems in Madrid,
London and Mumbai, the first people on the scene were transpor-
tation workers.

In the critical first few minutes after an incident, transportation
workers who have received adequate training can help save lives
and mitigate the damage of an attack. The knowledge and experi-
ence that transportation workers have about their workplace is a
critical resource in responding to an incident.

We need to maximize the first-responder potential of all rail and
mass transit employees by ensuring that they receive substantive
security training.

For this reason, I know my colleague Ms. Sanchez has proposed
an amendment to the Transportation Security Authorization Bill
that would have required rail and mass transit systems to estab-
lish security training programs for their workers. And during the
discussion of this amendment, both Chairman King and Chairman
Lungren indicated that they wanted to learn more about this im-
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portant topic before acting. And so, we agreed to hold this hearing
today.

So I am pleased that we are able to consider this important topic
before the October recess. And I am looking forward to discussion
on all of the issues relating to employee training.

And I want to thank, again, the witnesses for being here to share
your insights and also, in particular, thank Chairman Lungren for
holding this hearing.

Thank you, Mr. Chairman. I yield back.

Mr. LUNGREN. Thank you very much, Mr. Langevin.

And other members of the committee are reminded that opening
statements may be submitted for the record.

We are pleased to have two panels of distinguished witnesses be-
fore us today on this important topic.

And I would just remind the witnesses that your entire written
statements will appear in the record, and we would ask you to
make opening 5-minute summaries of your statements.

The chair would now recognize the first panel and ask Mr. John
Sammon, the assistant administrator of the Transportation Sector
Network Management Office at TSA, the Transportation Security
Administration, to testify.

STATEMENT OF JOHN SAMMON, ASSISTANT ADMINISTRATOR,
TRANSPORTATION SECTOR NETWORK MANAGEMENT,
TRANSPORTATION SECURITY ADMINISTRATION

Mr. SAMMON. Thank you.

Good morning, Mr. Chairman and members of the subcommittee.
I am pleased to have this opportunity to testify on the important
subject of security training for freight rail, mass transit, and pas-
senger rail employees.

I would like to highlight some of the important steps TSA is tak-
ing in partnership with DHS, DOT, state and local governments,
and industry to ensure these employees receive the best training
possible to protect themselves, the public, and the rail and mass
transit systems.

I first would like to introduce myself to the committee. I am the
assistant administrator of TSA for the Office of Transportation Sec-
tor Network Management. T'SA created that office in 2005 to open
a direct line of communication and foster cooperation with the in-
dustry across 10 different modes of transportation, including mass
transit and freight rail.

Prior to joining TSA, I worked for more than 25 years in the
transportation industry, including positions as senior vice president
at CSX and Conrail. In these positions, I gained valuable experi-
ence working with network and customer partners to get things
done.

The Department of Homeland Security pursues a layered ap-
proach to security and transportation, including transit and rail se-
curity. The effort starts with gathering effective data analysis and
dissemination of intelligence. The recent disruption of the terror
plot in the United Kingdom and the developing plot targeting the
underwater tunnels in New York and New Jersey illustrate the ne-
cessity of that approach.
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The best defenses are preventing the terrorists from ever reach-
ing their targets and by creating visible, unpredictable deterrence
environments to disrupt their planning capabilities.

Transit and rail employees are part of America’s first line of de-
fense, and will be among our first responders in the event of a ter-
rorist attack or other disruption in the transit system. We depend
on their vigilance and observations to detect indicators of a devel-
oping plan or attack.

The actions taken by these individuals in the critical moments
immediately after an attack or disruption can significantly reduce
the severity of injuries and the number of deaths. As a result, there
is simply no substitute for security awareness and emergency re-
sponse training for the nation’s transit and rail employees.

We must rely on and cultivate human capabilities to prevent,
deter, detect and respond to security threats. These skills can be
acquired through extensive training, rigorous emergency planning,
and regular emergency testing and drills.

We recognize that TSA and the transit and rail industry need to
provide more training for more employees. While there are a num-
ber of cooperative initiatives being undertaken, the real story
comes with the Transit Security Grant Program.

It is TSA’s intention to leverage this program to ensure that
qualifying systems meet certain baseline standards. These stand-
ards include front-line employee awareness training, front-line em-
ployee response training, and emergency drill training; these in ad-
dition to incident response plans, vulnerability assessments, miti-
gation plans, invisible/unpredictable deterrence programs.

By leveraging in excess of $100 million in security grants in fis-
cal year 2006 and $175 million in fiscal year 2007, TSA can focus
the transit agencies on training before technology. And we can use
that transit grant funding to bring training up to baseline stand-
ards across the nation.

TSA is acutely aware of the importance of training in the freight
rail area. And this year, in conjunction with DOT, we issued a list
of recommended security action items for rail carriers for the trans-
port of toxic inhalation hazard materials. The list included rec-
ommendations that relate directly to continued education and
training.

Four video training modules have been developed by the railroad
industry over the past several years, covering security awareness
training. These video training modules help front-line employees
identify potential security breaches, threats, risks, and underscore
the importance of reporting.

Our general manager of freight rail has over 30 years of field op-
erating experience in the railroad industry as general manager and
vice president. He has directed our rail inspectors to conduct an
initial assessment of how well the classroom training translates to
security compliance in the day-to-day activities of the front-line em-
ployees. This assessment will include all rail carriers that trans-
port toxic inhalation railcar shipments.

In addition to the rail industry’s training program, we are cur-
rently developing an interactive training program on the recogni-
tion of explosive devices on railcars and rail property. This will be
made available to the rail carriers at no cost in the coming months.
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In summary, we value the critical role that Congress, and espe-
cially this subcommittee, plays in the effort to protect rail security.
We look forward to working with you in the future to achieve this
goal.

Thank you. And I would be pleased to respond to any questions
later.

[The statement of Mr. Sammon follows:]

PREPARED STATEMENT OF JOHN P. SAMMON

Good morning Mr. Chairman, Ranking Member Sanchez, and Members of the
Subcommittee. I am pleased to have this opportunity to testify on the important
subject of security training for freight rail, mass transit, and passenger rail employ-
ees.

America has some form of rail transit (i.e., some combination of subway, light rail
and/or commuter rail systems) in 30 cities in 22 states. These systems provide 11.3
million passenger trips each weekday. In fact, of the 3.5 billion rail trips taken an-
nually, 77 percent are on heavy rail systems, more commonly known as subways.
As you know, public transportation is inherently an open, accessible system in-
tended to help people move rapidly and efficiently between home and work, shop-
ping, medical care, and other community activities on a daily basis.

Federal Rail Transit Security Initiatives Since 9/11

Immediately following September 11, 2001, the Federal Transit Administration
(FTA) of the Department of Transportation (DOT) undertook an aggressive nation-
wide security program and led the initial Federal effort on transit security. The ini-
tial response included conducting threat and vulnerability assessments in 37 large
transit systems, 30 of which carry almost 90 percent of all transit riders. The as-
sessments gave us a comprehensive view of transit system readiness,
vulnerabilities, and consequences and identified the three important areas that con-
tinue to form the fundamental baseline of transit security: employee training, public
awareness and emergency preparedness. TSA continues to build upon these fun-
damentals.

In 2002, to help guide transit agency priorities, FTA issued a Top 20 Security Ac-
tion Item List to improve transit safety and security operations, particularly with
regard to employee training, public awareness, and emergency preparedness. In a
joint effort coordinated with the Mass Transit Sector Coordinating Council, TSA and
FTA revised the Security Action Items this year.

The Role of Transit Employees in Transit Security

Transit employees are part of America’s first line of defense and will be our first
responders in the event of a terrorist attack or other emergency on a transit system.
Their vigilant observations may detect indicators of a developing plan or attack.
Their actions taken in the critical moments immediately after an attack or an emer-
gency can significantly reduce the severity of injuries and the number of deaths that
result. As a result, there is simply no substitute for security awareness and emer-
gency response training for transit employees. We must rely on—and cultivate—
human capabilities to prevent, detect, and respond to security threats.

The 400,000-plus transit employees throughout America are the “eyes and ears”
of our most important security system. Transit employees travel the same routes,
maintain the same facilities, and see the same people every day as they go about
their duties. They are in the best position to identify unusual packages, suspicious
substances, and people who are acting suspiciously. But they need to develop an un-
derstanding of what to look for and skills in how to respond. These skills can be
acquired through extensive training, rigorous emergency planning, and regular
emergency testing and drills.

Rail Transit Security Training Initiatives at TSA

I want to affirm that training remains a core fundamental for TSA. We under-
stand that training and preparedness are critical if transit agencies are to respond
appropriately to a terrorist attack or a natural disaster. We recognize that TSA and
the transit industry need to provide more training for more employees to realize our
goal of thoroughly integrating security awareness training as part of the security
paradigm.

In fiscal year 2006, TSA provided nearly $1.5 million in direct financial support
for the implementation and continuing development of programs to enhance transit
security, most notably security training for transit employees. Of the allocation,
$1,196,000 enables expansion of multiple Federal training programs that have come
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to be recognized for their quality and are widely used by transit systems. This fund-
ing will enable an additional 22 courses on Counter-Terrorism Strategies and the
FTA developed Terrorist Activity Recognition and Reaction to be held over the next
year. We continue to focus on training that outlines for transit employees actions
that can be taken in the minutes preceding and immediately after an event that
are crucial to mitigating the potential impact. Timely decisions by an operator or
controller to determine whether to evacuate a train station or take it to the next
station in the midst of a chemical event for example, are vital choices that dramati-
cally affect the impact of an attack. TSA is funding an incident management course
for operations control center personnel that will equip them with the skills to take
operational actions to respond to a chemical, biological, or explosive incident. TSA’s
Surface Transportation Security Inspectors help facilitate the availability of course
offerings to transit system security officials.

TSA has a key role in awarding the $143 million for the 2006 Transit Security
Grant (TSGP) and Intercity Rail Security Grant Programs. Working in concert with
our partners, TSA has worked to streamline the TSGP process, ensure that the re-
sources are focused on key risk reduction priorities. One of the security priorities
emphasized in the 2006 TSGP is the expansion of employee training programs that
emphasize basic security awareness for front line employees, equipment familiariza-
tion, incident severity assessing and reporting, crew communication and coordina-
tion, operational response and evacuation procedures. As we move into the next
cycle of grant allocations, TSA wants to ensure that transit agencies have imple-
mented all the fundamentals before investments are made in other projects that do
not have the return on investment that fundamental training programs provide. To
date, we have awarded almost $400 million over the last three years with training
as one of the key focus areas.

Congress authorized and funded TSA to hire 100 Surface Transportation Security
Inspectors (STSIs), which we completed in October 2005. Our inspectors are in the
field every day across the country, working to raise the baseline of security through-
out the industry. To date, our inspectors have surveyed and assessed over 750 prop-
erties. They have an assessment tool that measures an agency’s level of training for
frontline staff and other personnel in addition to monitoring other key security ac-
tion items. Further, TSA’s STSIs are also empowered to provide federal assistance
through existing programs to help local agencies improve their security standards.
Some of the assistance that is offered includes Visible Intermodal Protection Re-
sponse teams, explosive detection canine assistance, joint public awareness cam-
paigns, and exercise and drill expertise.

Through our work with the Federal Law Enforcement Training Center (FLETC)
TSA has trained over 480 law enforcement officers, transit police, transit system se-
curity directors and security coordinators, and other first responders through the
Land Transportation Anti-Terrorism Training Program. This program provides
training to local authorities in protecting land transportation infrastructure includ-
ing rail, light rail, mass transit, and bus operations. Areas of focus include security
planning, transit system vulnerabilities, contingency planning, recognition and re-
sponse for threats involving explosives and weapons of mass destruction, and crisis
and consequence management. In Fiscal Year 2006 alone, 240 persons have com-
pleted the program.

TSA will continue to monitor the level of industry compliance with the baseline
security action items. The results of these assessments will determine if additional
regulatory steps are needed to ensure that a strong security baseline including a
well trained workforce is in place.

TSA remains mindful that it must have a layered approach to security. We under-
stand that information sharing, both classified and unclassified, is a critical compo-
nent to working with industry to prevent and respond to attacks. We have made
significant improvements in our ability to communicate with transit agencies. TSA
communicates with the top 100 transit agencies regularly. We are working aggres-
sively to expand access to secure phones so that we can provide them access to sen-
sitive threat information in real time. Another layer is the use of canine teams in
transit systems.

Currently, we have 33 canine teams deployed in 11 systems and we expect addi-
tional agencies will be added to our canine program this year. We also appreciate
your support in providing funding requested in FY 2007 to support Transit Watch,
a program that encourages public awareness and preparedness. We will continue to
add measures and support programs to enhance a layered security approach
prioritize training among the many measures systems can take.

Freight Rail Security Training Initiatives
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TSA is acutely aware of the importance of security training in the freight rail
arena. This year, in conjunction with DOT, we issued a list of recommended security
action items to rail carriers for the transport of toxic inhalation hazard (TIH) mate-
rials. Included in these security action items are recommendations that directly re-
late to continued education and training. We are currently developing a CD-ROM
based interactive training program on the recognition of improvised explosive de-
vices on railcars and on railroad property. This training will be made available to
rail carriers at no cost in the next couple of months.

TSA, other DHS components, and the Federal Railroad Administration (FRA), in
cooperation with affected railroads, conduct high threat urban area (HTUA) assess-
ments in order to identify the vulnerabilities of selected urban areas where TIH
shipments are moved in significant quantity. TSA has developed a risk assessment
tool in coordination with railroad owners and operators and federal agencies partici-
pating in the HTUAs. TSA has provided a comprehensive training program for rail-
road security directors to effectively use this tool. TSA has also developed a Rail
Corridor Risk Management Tool for use by freight owners and operators nationwide
where on-the-ground assessments are not conducted.

Conclusion

In closing, the nation’s rail and transit operators and their employees have re-
sponded admirably to the new threat environment. Thanks to their efforts, pas-
senger and freight rail is more secure and better prepared to respond to emergencies
than ever before. However, we must continue to focus on this important issue, in-
cluding ensuring that training is disseminated throughout transit organizations,
that employees are receiving refresher training, and that we are developing training
to address the emerging needs of the transit environment.

I appreciate the opportunity to provide this important update on rail security. We
value the critical role the Congress, and especially this Subcommittee, plays in the
effort to protect rail security. We look forward to working with you on the full range
of subjects so critical to protecting America’s transportation infrastructure, its pas-
sengers, and the commerce that it carries.

Thank you. I would be pleased to respond to questions.

Mr. LUNGREN. Thank you very much, Mr. Sammon, for your tes-
timony.

The chair would now recognize Mr. Terry Rosapep, the deputy
associate administrator, Office of Program Management at the Fed-
eral Transit Agency, to testify.

I understand that while you will be testifying for the Department
of Transportation, you also have Mr. William Fagan, the director
of security at the Federal Railroad Administration, to answer ques-
tions regarding training for rail at DOT.

Thank you, both, for being here.

And, sir, you may proceed.

STATEMENT OF TERRY ROSAPEP, DEPUTY ASSOCIATE
ADMINISTRTOR, OFFICE OF PROGRAM MANAGEMENT, FED-
ERAL TRANSIT ADMINISTRATION

Mr. RosAPEP. Thank you.

Mr. Chairman, Congresswoman Sanchez, Congressman Langevin
and members of the subcommittee, I am pleased to have this oppor-
tunity to discuss security training for transit and railroad employ-
ees and the Department of the Transportation’s initiatives in that
area, first by highlighting the Federal Transit Administration’s in-
volvement in transit security and then the involvement by the Fed-
eral Railroad Administration.

The FTA, its federal and state partners, and the transit industry
have built a solid foundation for security by focusing on three prior-
ities: public awareness, emergency preparedness and employee
training.



8

Since 9/11, FTA has delivered security training to almost 80,000
transit employees in an ongoing collaboration with NTI—the Na-
tional Transit Institute at Rutgers University—DOT’s Transpor-
tation Safety Institute, and the Johns Hopkins University.

FTA now coordinates security training through the public trans-
portation annex to the DOT-DHS memorandum of understanding,
which sets out the respective roles of the departments on security
issues.

The annex’s executive steering committee oversees eight project
management teams. The training team looks specifically at how to
develop new courses on timely security topics. The safety and secu-
rity roundtables team also enhances security training through di-
rect outreach to the security chiefs at the 50 largest transit agen-
cies. Another team is dedicated to the Transit Watch program,
which is tantamount to a security training for passengers.

In partnership with Johns Hopkins, FTA has developed and is
delivering a course on strategic counterterrorism for transit man-
agers. In addition, a security training assessment for the 30 largest
transit agencies, and also for 20 smaller ones, is being completed.
And that will give us a better baseline to determine training needs
throughout the industry.

With NTI, FTA is working to deliver several security training
courses. These include chem-bio and explosive incident manage-
ment, as well as systems security awareness, which imparts basic
security skills to front-line employees.

FTA has collaborated with DOT’s Transportation Safety Institute
on six specific security training courses. Topical areas include secu-
rity design review principles, bus and rail hijackings, and response
to threats posed by weapons of mass destruction.

Turning to FRA, FRA promotes the safety of the U.S. railroad in-
dustry and works closely with its federal and state partners in the
railroad industry in addressing training and other security issues.

In the area of freight rail security, FRA worked closely with the
DOT’s Pipeline and Hazardous Materials Safety Administration,
PHMSA, on a March 2003 regulation requiring each shipper and
carrier of significant quantities of HAZMAT to adopt and comply
with a security plan.

PHMSA regulations require each company to give its employees
both security awareness training and in-depth security training
concerning the company’s security plan and its implementation.

To date, FRA has reviewed more than 6,000 security plans and
conducted some 4,000 inspections for compliance with the regula-
tions security training requirements.

Further, in June of this year, FRA, TSA and the railroads agreed
on voluntary security action steps the industry should take to en-
hance security in the transportation of toxic inhalation hazard ma-
terials, TIH. The action items include regularly reinforcing security
awareness and operational security concepts to all employees, and
training employees to recognize suspicious activity, to report secu-
rity concerns stemming from the inspection of cars containing TIH
materials.

FRA and TSA have also assisted the freight railroads with insti-
tuting their own more comprehensive security plans, and have pro-
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vided input to employee security training modules which the rail-
roads and NTI are now developing.

In the area of passenger railroad security, FRA issued regula-
tions in 1998 requiring passenger railroads to prepare and secure
FRA approval of plans to address emergencies, conduct employee
training on the plans, and conduct emergency simulations. In addi-
tion, Amtrak and the commuter railroads have instituted their own
security plans and conduct their own security training.

Mr. Chairman and members of the subcommittee, be assured
that the Department of Transportation will continue to work with
DHS to strengthen transit and rail security. We look forward to
continuing to work with Congress to advance the shared goal of
protecting our transit and rail infrastructure.

We will be happy to answer any of the questions you may have.
Thank you.

[The statement of Mr. Rosapep follows:]

PREPARED STATEMENT OF TERRY ROSAPEP

Mr. Chairman and members of the Subcommittee, thank you for this opportunity
to testify today on behalf of the Secretary of Transportation and the Federal Transit
Administration (FTA). I am pleased to have this opportunity, with my colleague,
William Fagan, Director of Security at the Federal Railroad Administration (FRA),
to update you on transit and rail security training and the U. S. Department of
Transportation’s (DOT) initiatives in that area.

FTA and Transit Security

America’s transit system is complex, dynamic, interconnected, and composed of
over 6,000 local systems. By their nature, these systems--and the entire transit net-
work—are open and accessible, and therefore difficult to secure. Each workday,
transit and commuter rail systems move approximately 14 million passengers in the
United States.

FTA, its Federal and state partners, and the transit industry have built a solid
foundation for security in the years following the attacks of September 11, by focus-
ing on three security priorities: public awareness, employee training, and emergency
preparedness. FTA has designed its security training programs with the certainty
that regardless of where an attack comes from or how it is devised, security training
of employees and passenger awareness will always help to prevent or mitigate dam-
age.

Since September 11, in our ongoing collaboration with partners at the National
Transit Institute (NTI) of Rutgers University, the Transportation Safety Institute
(TSI) of the Department of Transportation, and Johns Hopkins University (JHU),
FTA has delivered security training to almost 80,000 transit employees nationwide.
We have utilized an array of formats for security training, ranging from classroom
instruction and roundtables to videos and toolkits, to suit the needs of each audi-
ence and to disseminate broadly our knowledge about security.

In September 2005, FTA and two agencies within the Department Homeland Se-
curity—the Transportation Security Administration (TSA) and the Office for Domes-
tic Preparedness, now the Office of Grants and Training (G&T), signed the Public
Transportation Security Annex to the Department of Transportation (DOT/Depart-
ment of Homeland Security (DHS) Memorandum of Understanding (MOU) on secu-
rity. The annex identifies specific areas of coordination among the parties, including
citizen awareness, training, exercises, risk assessments, and information sharing. To
implement the Annex, the three agencies have developed a framework that
leverages each agency’s resources and capabilities.

With the Annex in place as a blueprint, FTA, TSA and G&T have established an
Executive Steering Committee that interacts with DHS, DOT, and transit industry
leaders. This committee oversees eight project management teams that spearhead
the Annex’s programs. Each of these programs advances one or more of FTA’s three
security priority areas, which again are public awareness, employee training, and
emergency preparedness. We have been implementing the Annex energetically since
its inception.

The “Training Team” looks specifically at how to develop new courses on timely,
cutting-edge security topics such as strategic counter-terrorism, and biological and
chemical threats. The Annex’s “Safety and Security Roundtables” team also en-
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hances security training. It works on direct outreach to the transit industry, and
plans two educational events a year for the security chiefs of the 50 largest transit
agencies. Transit security leaders have responded favorably to opportunities for
peer-to-peer forums, and the security roundtables provide just that. The next round-
table, our third, will be held in December 2006 in Secaucus, New Jersey.

It 1s also worth noting that the Annex includes a team dedicated to the “Transit
Watch” program, which is tantamount to a security training initiative that teaches
transit passengers to become more mindful of their environment in the context of
risks of the times for terrorism.

FTA, with our Federal partners at DHS, continues to work with Johns Hopkins,
TSI, and NTI to deliver and develop security training programs.

Before I detail these course offerings, I would like to call your attention to a few
highlights. First, FTA’s course offerings are comprehensive and focus on all transit
environments, including smaller agencies. Second, security training aims to dissemi-
nate the most current and up to date thinking on the most current and up to date
threat information for the transit industry. Third, these courses cover a comprehen-
sive range of topics that mesh with transit industry realities and needs. Finally,
FTA’s courses equip transit agencies to implement security training for all of their
employees. This magnifies the impact of security training courses, as it encourages
those we educate to educate, in turn, their peers and employees.

In partnership with JHU, FTA has already piloted and revised a two-day course
on Strategic Counter-Terrorism for Transit Managers. This course provides counter-
terrorism management training to transit police and security forces in a large
enough number to ensure a core, consistent approach to security planning across
transit agencies.

With JHU, FTA has also developed a Strategic Curriculum Development Guidance
Document, which is an essential tool for standardized, high quality security train-
ing.

Finally, in conjunction with JHU, FTA is just now completing the Security Train-
ing Assessment for Top 30 Transit Agencies, and for 20 smaller agencies. This as-
sessment will help FTA and our partners in the Federal government identify secu-
rity training gaps and needs in the industry. Usefully, it takes into account smaller
agencies, whose requirements and characteristics often differ from those of larger
urban systems.

g’TA 1s working with NTI to deliver six security training initiatives for the transit
industry:

The System Security Awareness for Transportation Employees training that FTA
developed with NTI imparts basic security skills and is offered in the form of a four-
hour class, DVD/video or employee handouts. FTA has also distributed over 4,200
copies of its system security awareness Warning Signs video, developed in collabora-
tion with NTI. FTA is in the process of developing a parallel video targeted specifi-
cally to smaller transit agencies.

FTA has just developed a six-hour course on Chemical/Biological and Explosive
Incident Management for Operations Control Center Personnel. This course has been
developed and is currently being delivered to ten transit agencies in large metro
areas; an additional 20 deliveries will be scheduled for 2007.

The Terrorist Activity Recognition and Reaction course draws on FTA’s work with
Israeli experts on passenger monitoring, and lessons learned from Israel’s security
experts. FTA has already reached 6,000 employees with this material. In the next
quarter, FTA plans to complete two additional training initiatives with NTI. The
first is an Emergency Drills/ Exercise Guidance Document for transit agencies. The
second is a new training course that will help ensure that transit employees can
use the National Incident Management System for Transit to collaborate effectively
with emergency responders and services during an incident.

During 2006, FTA has collaborated with TSI to offer or develop six security train-
ing courses.

In June, FTA and TSI offered a Crime Prevention through Environmental Design
course in El Paso, Texas; FTA is now developing a Security Design training course
with TSI that achieves the same purpose but with the emphasis against terrorism.

From April to August of this year, FTA offered its Transit System Security course
five times. This course encourages participants to develop and implement security
policies in a uniform format. The FTA-TSI course in Effectively Managing Transit
Emergencies also takes a broad perspective and teaches transit employees how to
understand the emergency management concept.

Two additional courses train employees to handle specific kinds of security
threats. FTA offered the Threat Management and Emergency Response to Bus and
Rail Hijackings course eight times this year. It also offered a course in the Transit
Response to Weapons of Mass Destruction.
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TSI is in the process of updating and revising all of its courses so as to be in com-
pliance with FTA and DHS requirements.

As this brief review illustrates, FTA has forged successful collaborations both
within the Federal government, between the government and the transit industry,
and with JHU, NTI and TSI, to develop and disseminate the latest security training
and knowledge. FTA’s work with these organizations and within the MOU Annex
iis the primary way that we influence security training practices in the transit in-

ustry.

FRA’s Role in Railroad Security

FRA’s primary mission is to promote the safety of the U.S. railroad industry.
FRA’s railroad safety mission necessarily includes its involvement in railroad secu-
rity issues, and FRA works closely with TSA and the railroad industry on a daily
basis in addressing railroad security issues.

The United States railroad network is a vital link in the Nation’s transportation
system and is critical to the economy, national defense, and public health. Amtrak
and commuter railroads provide passenger rail service to more than 500 million pas-
sengers yearly. Freight railroads connect businesses with each other across the
country and with markets overseas, moving 42 percent of all intercity freight, meas-
ured in ton-miles. Passenger and freight railroads operate over 170,000 route miles
of track and employ over 227,000 workers.

FRA’s involvement in railroad security predates the terrorist attacks on Sep-
tember 11, 2001. From 1997 through the enactment of the USA PATRIOT Improve-
ment and Reauthorization Act of 2005 in March of this year, DOT worked closely
with Congress to secure the enactment of Federal criminal legislation to more effec-
tively deter and punish terrorist who attack railroads and mass transportation sys-
tems. In 1998, FRA issued regulations requiring passenger railroads to prepare and
secure FRA approval of plans to address emergencies (such as security threats), con-
duct employee training on the plan, and conduct emergency simulations. This regu-
lation is discussed in more detail below.

Since the terrorist atrocities on September 11, 2001, FRA has been actively en-
gaged in the railroad industry’s response to the terrorist threat. The railroads have
developed their own security plans, and FRA has worked with the railroads, rail
labor, and law enforcement personnel to develop the Railway Alert Network, which
enables timely distribution of information and intelligence on security issues. Work-
ing with the FTA, we have participated in security risk assessments on commuter
railroads, and we have conducted security risk assessments of Amtrak as well.
FRA’s security director works on a daily basis to facilitate communications on secu-
rity issues between government agencies and the railroad industry.

Freight Railroad Security

A special focus for FRA and DOT, collectively, is the security of hazmat trans-
ported by rail. A major initiative to improve hazmat security has been the Pipeline
and Hazardous Materials Safety Administration’s (PHMSA) March 2003 regulation
requiring each shipper and carrier of significant quantities (amounts for which plac-
ards are required) of hazmat to adopt and comply with a security plan. Under the
regulation, security plans must include an assessment of security risks and appro-
priate countermeasures or mitigation strategies, or both, to address those risks. The
plans must, at a minimum, address three specific areas: the company personnel who
prepare and handle hazmat shipments; unauthorized access to hazmat shipments
or transport conveyances; and the security of hazmat shipped or transported by the
company from its origin to its destination. To assist railroads that transport hazmat
and shippers that offer hazmat for transportation by rail to comply with this regula-
tion, particularly small—and medium-sized companies, FRA and PHMSA developed
a program on how to write and implement security plans for their companies. FRA,
PHMSA, and TSA have been working together on developing proposed revisions to
the PHMSA rule.

FRA recognizes that railroad and shipper employees’ awareness and under-
standing of the PHMSA regulation and procedures governing the safe and secure
transportation of hazmat shipments are critical. Therefore, PHMSA’s regulation pro-
vides for safety and security training for employees engaged in the transportation
of hazmat. Specifically, every shipper and carrier of hazmat must give its employees
training in awareness of risks associated with hazmat transportation and methods
designed to enhance hazmat transportation security. In addition, every shipper and
carrier required to have a security plan must give its employees in-depth security
training concerning the company’s security plan and its implementation. These
training requirements are also recurrent; employees must receive the required
training at least every three years. To date, FRA personnel have reviewed more
than 6,105 security plans (including the plans for all Class I freight railroad car-
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riers) and conducted 4,054 inspections for compliance with the security training re-
quirements.

Further, as a result of extensive collaboration with the freight railroad industry,
on June 23, 2006, DHS and DOT issued “Recommended Security Action Items for
the Rail Transportation of Toxic Inhalation Hazard (TIH) Materials.” The Action
Items are based on lessons learned from an assessment of high-threat urban area
rail corridors and from reviews of railroads? security plans. Implementation of the
Action Items is expected to raise the security baseline for the transportation of TIH
materials. We believe the Security Action Items are of great value and can be quick-
ly implemented. They include regularly reinforcing security awareness and oper-
ational security concepts to all employees at all levels of the organization, training
employees to recognize suspicious activity and report security concerns found during
inspections of cars containing TIH materials, and other security training program
elements. DOT and TSA are monitoring implementation of the Action Items and,
should they not be voluntarily adopted as expected, we will consider more formally
instituting the Action Items.

While we must remain ever vigilant to secure hazmat shipments on our Nation’s
railroads, for the sake of railroad employees and the public whom we all serve, it
bears emphasis that the vast majority of hazmat shipments arrive at their destina-
tions safely; few tank cars have leaks or spills of any kind; fewer still are breached
in an accident or incident. Considering just chlorine, for example, since 1965 (the
earliest data available) there have been at least 2.2 million tank car shipments of
chlorine?only 788 of which were involved in accidents (0.036 percent of all the ship-
ments). Of those accidents, there were 11 instances of a catastrophic loss (i.e., a loss
of all, or nearly all) of the chlorine lading (0.0005 percent of all the shipments). Of
the 11 catastrophic losses, four resulted in fatalities (0.00018 percent of all the ship-
ments). For all hazardous materials, in the 12 years from 1994 through 2005, haz-
ardous materials released in railroad accidents resulted in a total of 14 fatalities.
While one death is obviously too many, the record of transporting these commodities
is very good.

Railroads have also voluntarily imposed their own, additional security require-
ments addressing the security of not only hazmat but of freight in general. The Na-
tion’s freight railroads have developed and put in place security plans based on com-
prehensive risk analyses and the national intelligence community’s best practices.
The Association of American Railroads (AAR) has established guidance for the major
freight railroads in the form of a model strategic security plan. Further, the AAR
and Class I railroads have been working with the National Transit Institute at Rut-
gers University to develop employee training modules for security. With FRA and
TSA input, four video modules have been developed covering security awareness
training. In particular, the video training modules help frontline employees identify
potential security breaches, threats and risks and explain how they should report
them. A fifth training module is being developed to address the notification of em-
ployees in a security incident and what they need to do under the railroad’s security
plan, such as moving cars to more secure areas. Notably, the training is intended
for all railroad employees—not just those employees responsible for the transpor-
tation of hazmat. The video training modules will be made part of a training library
for use in recurrent training, rules classes, training of new employees, and other
traicllling. The training modules will also continue to be shared with the smaller rail-
roads.

Passenger Railroad Security

In the area of passenger railroad security, FRA requires railroads that operate
intercity or commuter passenger train service or that host the operation of that
service to adopt and comply with a written emergency preparedness plan approved
by FRA. Each plan must address employee training and qualification. Crewmembers
aboard a passenger train must be trained initially and then periodically every two
years on the applicable plan provisions. At a minimum, training must include the
following subjects: rail equipment familiarization; situational awareness; passenger
evacuation; coordination of functions; and “hands-on” instruction concerning the lo-
cation, function, and operation of on-board emergency equipment. Personnel of a
control center (a central location on a railroad with responsibility for directing the
safe movement of trains) must also be trained initially and then periodically every
two years on appropriate courses of action for potential emergency situations. This
training must include dispatch territory familiarization and protocols governing in-
ternal communications between appropriate control center personnel whenever an
imminent, potential emergency situation exists. Additionally, each railroad must es-
tablish and maintain a working relationship with emergency responders on its line
by developing and making available a training program on the plan, inviting them
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to participate in emergency simulations, discussed more below, and by distributing
updated plans to them, including documentation concerning the railroad’s equip-
ment, the physical characteristics of its line, necessary maps, and the position titles
and telephone numbers of relevant railroad officers to contact. Further, railroads
providing passenger service must periodically conduct full-scale passenger train
emergency simulations and must conduct a debriefing and critique session after ac-
tual or simulated passenger train emergency situations. These requirements for full-
scale simulations and for post-simulation and post-emergency debriefing help ensure
that employees? abstract knowledge of emergency procedures is put into practice
and then refined based on their collective experience.

Amtrak and commuter railroads have instituted their own security plans and con-
duct security training. FRA assisted Amtrak in the development of its security plan.
Specifically, in coordination with Amtrak’s Inspector General, FRA contracted with
the RAND Corporation to conduct a systematic review and assessment of Amtrak’s
security posture, corporate strategic security planning, and programs focusing on
the adequacy of preparedness for combating terrorist threats.

In partnership with FTA, FRA participated in security risk assessments on the
ten largest commuter railroads and contributed the funding for security risk assess-
ments on three of these railroads. FRA also participated in FTA’s “best practices
tool kit” initiative, contributing our knowledge of commuter rail operations, infra-
structure, and organization to ensure that the recommended security enhancement
measures were sound and feasible in a railroad environment. FRA staff worked
closely with many of the railroads that receive FTA grant funding, to plan and as-
sist in the development and implementation of security simulations and drills. FRA
also devoted staff with both railroad knowledge and facilitation skills to the 17 FTA-
sponsored workshops across the country (called “Connecting Communities”) to bring
together commuter railroads, emergency responders, and State and local govern-
ment leaders so that they might better coordinate their security plans and emer-
gency response efforts.

The American Public Transportation Association (APTA) is also leading commuter
railroads in the development of industry standards for passenger rail security. This
initiative is in addition to APTA’s system safety audit program, to which most com-
muter railroads subscribe, and which includes security as an element of overall sys-
tem safety.

Mr. Chairman and Members of the Subcommittee, be assured that the Depart-
ment of Transportation will continue to strengthen transit and rail security. We look
forward to continuing to work with Congress to advance the shared goal of pro-
tecting our transit and rail infrastructure, and all that rides on it. I, and my col-
leagues, will be happy to answer any questions you may have.

Mr. LUNGREN. Thank you very much for your testimony. Appre-
ciate it.

I thank both the witnesses.

And I thank you, Mr. Fagan, for being here to respond to ques-
tions as well.

We will start the round of questioning. And I will yield myself
5 minutes for that purpose.

We are going to have a second panel here, and we have two rep-
resentatives of unions involved in the industry. And the tenor of
one of the prepared statements is that we would hear a lot of good
things from the administration but that, in fact, it is more talk
than action. And the suggestion that the good work done by the
National Transit Institute only represents training approximately
30 percent of the transit industry’s total workforce.

Mr. Sammon and Mr. Rosapep, how would you respond to that?
I mean, I view that as a criticism, and I would like you to give us
an answer.

Mr. SAMMON. Thank you. Let me start first.

In terms of the overall federal spending that is available, DHS
has made available about $18 billion to state and local govern-
ments. And they use that money in various and sundry ways,
whether they use it for first responders, transit—however they
have been making decisions on that.
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There is about $4 billion, or $3.5 billion, a year available from
FTA capital grants that there is more flexibility to use with train-
ing and also for capital security items.

And T think, since 9/11, approximately $900 million from all fed-
eral agencies has been available for transit security.

Now, in terms of the question of training, that is why what we
want to do at TSA is in—TSA is now working with DHS in a lead
role on the grants program. And what we want to do is, rather
than have the grants go out simply for capital items, we want to
require a baseline of training before people are eligible for capital
grants.

So we want to leverage that excess of $100 million to get the
properties their front-line employee training up to standards. And
that is what we plan to do and we want to do.

And working with the unions—I worked at Conrail for quite
some time, and we had at one point one of the worst safety records,
and we turned it around to have one of the best safety records. And
we did that by working with the people on the ground directly.
Every one of our senior officers was out working with folks on the
ground.

So I think the front-line employees, at some point in this process,
should be involved. And it is very important, because their attitude
and their involvement take you from having a training and aware-
ness program that is on paper versus a real, robust one in the field.

Mr. LUNGREN. Is it “Rosapep” or “Rosapep” I want to make
sure—

Mr. ROSAPEP. It is “Rosapep.”

Mr. LUNGREN. Okay. Mr. Rosapep, could you respond to that,
please?

Mr. RosaPEP. Yes, I would say that, you know, since 9/11, the
training programs have in fact been focused on the largest 30 tran-
sit agencies, as opposed to all of the systems out there. So we have
a higher penetration of the top 30 agencies, probably more like that
60 percent of the employees. But overall, the 20 percent figure is
correct.

As an example, in your district—and we have been focusing on
getting out the basic security awareness course to those top 30
agencies. We have done Sacramento in your district. In Congress-
woman Sanchez’s district we have done the Orange County transit
system, to get the basic security programs out there.

But those are the larger ones.

We are right now conducting an assessment of not only those top
30, to see how well we have penetrated and the training has gone
down in those agencies, but we are also looking at a selection of
20 smaller agencies across the country as well, because we also
think those are important.

When we have that assessment complete, I think we will have
a much better idea of what it is going to take to do the training
that is necessary at the larger systems as well as the smaller ones
and get a broader penetration throughout the industry of the train-
ing that is really necessary.

Mr. LUNGREN. Have you had an opportunity to look at some of
the systems themselves? That is, you say in Orange County and
Sacramento they have had the training. In testimony that we have
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coming up later from one of the union representatives, mentions
that the Washington, D.C. system has had training, the L.A. metro
have trained their front-line employees. At least that is their state-
ment.

Have you had any opportunity to go in and look at the quality
of that training that actually took place? I guess I would ask it this
way: Are there any metrics, are there any performance standards,
is there anything to show that it has taken?

Mr. ROSAPEP. That really is part of the assessment we are doing,
is to go back to those agencies that we have trained in the top 30
to see, has it been effective? And if it hasn’t, why not and what can
we do about it?

Frankly, another parallel effort going on to actually define some
performance metrics for training. All of us are party to this effort.
But that will give us an ongoing way of measuring just how effec-
tive the training is on an ongoing basis.

Mr. LUNGREN. Do you have any sense whether these systems
sense the importance of this?

That is, you look at the bottom line of an operation. Preparing
for a terrorist attack, in many cases, might be the outlier, you
know? It is something that we don’t think is going to happen. That
is, that could be the comment or a thought of an operator. There-
fore, we can’t justify it to our bottom line.

Do we have that problem? Or is there a seriousness that you find
with the operators you deal with that actually they understand
how important this is?

Mr. RosAPEP. Our experience so far, it is not an issue of that.
They sense the importance of it and are eager to get the training.

The other side of it, too, is, so much of the, what we call, security
training is just as applicable to safety issues. In fact, it is hard to
define a clear line between the two.

And the fact is, our transit agencies have been doing safety train-
ing and safety programs for years and years. They know the impor-
tance of it. Some of these new security programs add a new twist
to it, but it is not something that they have to be convinced of, that
it is something that they would like and need to do.

Mr. LUNGREN. Okay. My time is up.

The gentlelady from California, the ranking member of this sub-
committee, Ms. Sanchez, is recognized for 5 minutes.

Ms. SANCHEZ. Thank you, Mr. Chairman. I am sorry for arriving
late, but I do thank you for this hearing. I think it is very impor-
tant, because I have been hearing from a lot of different areas with
respect to training and the security on the different rail line, in
particular.

So let me get this—I am a little bit concerned about, in talking
to people about the perceived lack of coordination between the De-
partment of Homeland Security and Transportation. There appears
to be a lot of ov