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H.R. 6193, THE “IMPROVING PUBLIC ACCESS
TO DOCUMENTS ACT OF 2008”

Wednesday, June 11, 2008

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON INTELLIGENCE, INFORMATION SHARING,
AND TERRORISM RISK ASSESSMENT,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:06 a.m., in
Room 311, Cannon House Office Building, Hon. Jane Harman
[chair of the subcommittee] presiding.

Present: Representatives Harman, Langevin, Carney, Reichert,
and Dent.

Ms. HARMAN. The subcommittee will come to order.

We expect other members to arrive shortly. But the Ranking
Member and I are here, and we are ready to begin with our all-
women panel.

I have to tell you before I do anything else that the Ranking
Member just told me that when he was sheriff in Washington
State, his entire command staff was female, and many of his other
key jobs were held by females, and that, of course, is why he was
successful.

Ms. McDERMOTT. There you go.

Ms. HARMAN. The subcommittee is meeting today to receive testi-
mony on H.R. 6193, the “Improving Public Access to Documents
Act of 2008.”

From the start of the 110th Congress, this subcommittee has fo-
cused on two huge obstacles to accurate, actionable and timely in-
formation-sharing: first, our Nation’s broken classification system,;
and, second, the explosion in the number and use of “sensitive but
unclassified” control markings. Later today, the subcommittee will
take legislative action to address these twin problems with a mark-
up of H.R. 4806, the “Reducing Overclassification Act of 2007,” and
a new bill that is the subject of today’s hearing.

Last Thursday, Dave Reichert and I were joined by six other
members of the Homeland Security Committee in introducing H.R.
6193, the “Improving Public Access to Documents Act of 2008,” the
so-called IPAD Act. The IPAD Act will give life to the newly re-
leased Controlled Unclassified Information Framework—that is a
mouthful—prepared by the program manager of the information-
sharing environment, Ambassador Ted McNamara, who is well-
known to this subcommittee and who testified before us on this
subject last spring.
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Wherever you are, Ambassador McNamara, we commend you for
crafting a framework that appears to be a workable replacement
for the out-of-control SBU practices, policies and procedures that
have plagued the Federal Government. Indeed, some 28 distinct
policies for the protection of “sensitive but unclassified” information
presently exist. Security experts believe that there are more than
100 individual agency control markings that have stymied both the
sharing of unclassified information within the Intelligence Commu-
nity and disclosures of that information to the public.

Unlike classified records, moreover, there has been no monitoring
of the use or impact of SBU control markings. Ambassador
McNamara’s CUI framework promises to bring order to the chaos.
Ranking Member Reichert and I and our Members want to help.
The legislation we have put together requires the Department of
Homeland Security to adopt the new CUI framework implementa-
tion plan with rigorous policy development, training and auditing
requirements. Accountability is what will make this new approach
succeed, and the IPAD Act is aimed at getting it right.

After working together on the bill for months and now with sig-
nificant input from the privacy, civil liberties and government over-
sight communities, we believe the legislation will make DHS the
gold standard when it comes to getting the CUI framework up and
running and working.

The potential dividends for more and better homeland security
are enormous. Implementing the new framework at DHS will not
only improve information-sharing with the Department’s State,
local and tribal partners but also will help decrease the exorbitant
information security costs that the current SBU regime imposes
and undo misguided SBU control marking practices that needlessly
limit public access to information.

Bottom line, doing this will improve public access to information.
The public has a right to know about material in many of these
documents. These markings cannot be an excuse to cover material
up, to protect somebody’s either political interests or mistakes.

That is why I am glad to be joined by our three female witnesses
today. Each will be sharing her views on how the IPAD Act will
promote not only more robust information sharing within Govern-
ment and with the public, but also more transparency regarding
how our Nation is working to secure itself from terrorist attacks.

That transparency will foster greater public confidence by requir-
ing DHS to keep faith with the Constitution and the rule of law
as it does its work. That may sound a little trite, but keeping faith
with the Constitution and the rule of law may have been lost in
some of these overclassification and pseudo-classification exercises
in recent years.

I want to thank our Ranking Member and our other Members for
supporting the critical legislation, and look forward to the wit-
nesses’ testimony this morning.

I now yield to Sheriff Reichert, employee of many senior females
in his past occupation, for his opening remarks.

Mr. REICHERT. Thank you, Madam Chair. I do have to say, we,
in the last year-and-a-half, have developed a great friendship and
a great working relationship, and it is built on trust. I think, as
you hear my opening statement, I will mention that, because I
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think the information-sharing system is a system that must be
built on trust also. I think everyone would agree to that. You know,
there are a lot of directions that we come at this, but it has been
a joy and pleasure to work with you, Madam Chair, on this issue.

Both of our hearts are at a place where we really believe that
this legislation and some of the others that we will consider today
is very, very important to the protection of our country and our
community and also the protection of our civil liberties and the
rights that we enjoy under the protection of the Constitution, guar-
anteed to us by the Constitution.

My job as the sheriff was to, of course, make sure that those laws
were enforced and that we did protect people and ensure that their
rights were protected too. So here I am in a little different role but
certainly understanding where we are going with this. I have
worked with this at a local level with a lot of Federal agencies.

So I want to thank you all for being here today to talk about
H.R. 6193, the “Improving Public Access to Documents Act.” I ap-
plaud the intent of this legislation to make sure that information
that needs to be protected remains protected and information that
should be disclosed is available to the public.

It is essential that the brand-new controlled unclassified infor-
mation, CUI, framework is successful. Designating a document CUI
to protect sensitive information will directly help fix the overclassi-
fication issues and problems that are rampant in our Federal Gov-
ernment.

Currently, agencies often overclassify information as “secret” be-
cause they do not trust the protections for “official use only” and
“sensitive but unclassified.” Because misunderstanding of these
markings often leads to public disclosure of sensitive information,
agencies would rather stamp “secret” on the document because
they know it will be protected.

Consolidating all of these legacy markings under the new CUI
framework will help our Federal Government protect information
in a way that allows for quick sharing with State and local law en-
forcement and other public and private stakeholders that may not
have clearances.

But as I have heard and experienced over and over again, infor-
mation sharing, as I said earlier, is really about trust. We need to
ensure that when we implement any final CUI framework it will
not only apply to the Department of Homeland Security but all
Government agencies. We cannot have the FBI or the CIA and
other Federal law enforcement and intelligence agencies dis-
trusting the process and keeping their information from DHS. That
is a concern that I think both the Chair and I share.

As I said, I have witnessed some of this in my days as the sher-
iff. Information-sharing breaks down in the same—you know, as
you work with other agencies, if you have a different set of stand-
ards, I have discovered that the FBI, DEA, ATF—of course, when
they supplied information to the sheriff’s office back in my days,
they were then subject to the public disclosure laws of the State of
Washington, and therefore the information they shared with us
was open to request. So there was a reluctance then to share that
information. However, we were successful in some instances in pry-
ing that information loose. It was not easy, however.
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So I look forward to working with all of you. I sure appreciate
you being here this morning, and I look forward to your testimony.

Again, it has just been a pleasure to work with the Chair on
these important bills. I yield back the balance of my time.

Ms. HARMAN. I thank the Ranking Member for his comments.
Moments of bipartisanship are all too rare around here. As I was
telling our witnesses just before the hearing, I expect that we will
not only have bipartisan support for this bill and the others I men-
tioned but unanimous support, as we mark them up later today.
Everyone should focus on that short moment because, come tomor-
row, other things may overtake this. But this is what Congress
should be about, in my view, and that is working together to solve
hard problems. I believe we have a very good solution before us.

Other Members have not arrived, so I don’t need to announce
that their statements will be inserted for the record.

I welcome our witnesses this morning.

Our first witness, Meredith Fuchs, is the general counsel of the
National Security Archive, an independent nongovernmental re-
search institute and library at the George Washington University
that collects and publishes declassified documents obtained
through the Freedom of Information Act.

I was talking to Ms. Fuchs about one of the founders of the Na-
tional Archive, Scott Armstrong, who has been a witness before us
and who is a valued friend and has been consulted by us often, as
we develop not just this legislation but other things. I just want to
send my enormous wishes to Mr. Armstrong.

Ms. Fuchs previously was a partner with the law firm of Wiley,
Rein and Fielding here in Washington, where she developed a sig-
nificant e-commerce and privacy practice. She is a frequent lecturer
and author on both data privacy and e-commerce liability issues.
Formerly a Supreme Court assistance project fellow with the Public
Citizen Litigation Group, and also a law clerk with the U.S. Court
of Appeals for the District of Columbia and the U.S. District Court
for the District of Columbia.

She is a graduate of New York University School of Law.

Our second witness, Patrice McDermott, is the director of
OpenTheGovernment.org, an organization that seeks to advance
the public’s right to know and to reduce secrecy in government.

She previously served as the deputy director of the Office of Gov-
ernment Relations at the American Library Association’s Wash-
ington office, where she had lead responsibility for government in-
formation and privacy policy and e-government policy issues.

Ms. McDermott has also served as the assistant director for the
Office of Intellectual Freedom of the American Library Association,
taught information politics at Clark Atlanta University, and
worked at the National Archives and Records Administration.

She has her doctorate in political science from the University of
Arizona and is the author of “Who Needs to Know? The State of
Public Access to Federal Government Information.”

Our third witness, Caroline Fredrickson, is the director of the
Washington legislative office of the ACLU. She is the organization’s
top lobbyist and supervises a nearly 60-person team in promoting
ACLU priorities in Congress.
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Ms. Fredrickson has years of experience as a senior staffer on
Capitol Hill, having previously served as chief of staff for Senator
Maria Cantwell and as deputy chief of staff to Senate Minority
Leader Tom Daschle.

In 1998 and 1999, she was special assistant to the President for
legislative affairs, a position that required her to work closely with
both parties in the Senate to forge bipartisan agreements on the
White House’s legislative priorities.

Ms. Fredrickson is a Colombia University Law School graduate,
where she was a Harlan Fiske scholar.

Without objection, the witnesses’ full statements will be inserted
in the record. I understand we have some letters of support for the
bill from both the organizations you represent and other organiza-
tions. Without objection, they, too, will be inserted in the record.

[The information follows:]



June 5, 2008

The Honorable Bennie Thorgson

1.5, Howe of Representatives Corraittes on Homeland Security
H2-176 Ford Howse Office Building

Washington, DC 205156420

The Honorable Jane Harrnan

1.5, Howe of Representatives Corraittes on Homeland Security

Subcorreattee on Intelligence, Information Shaving and Terorism Risk
A geessrnemt.

HZ-176 Ford House Office Buildi

Washington, DC 205156420

RE: The Reducing Over-Classification Act of 2008
Dear Chairman Thorgson and Chairwoman Harrnan,

On behalf of the American Crvil Liberty Uraon, its hondreds of thousands of
metobers and fifty-three affiliates, we write in suppont of the “Reduring Crrer-
Classification &et of 20087

&3 the findings in the bill indicate, over-classification interferes with the tiraeby
sharing of accurate and actionsble information, unnecessanly increases
goveriraght costs, and needlessky liwdts public access to information. We
coranend Representattve Jare Harman for taking this irportant step toward
creating a more accountable governent by corpelling the Department of
Homeland Secunty to develop policies and programs to prevent the ower-
classification of homeland security information. Regquiring the DHS Secretary to
coordinate and consult with the Archrvist of the National Lrchives and Reeords
Adrvdstration, State, local and trbal gowernements, civil lberties groups,
government oversight organizatiore, and the private sector will ensure that all
stakeholderss have a say i the development of these DHS policies and
procedires.

There are irportant provisions in the bill that create mechardsie to make the
classification process more accourtabls. They include a rewards pmgrara for
successful challenges to classification decisiors, an Inspector General andit
requirernent and a requirernent to dewvelop an electronic tracking system for
classification decisions by particular eraplovees, with penalties for failure to
follow the over-classification reduction policies. The recuirerment to produce
simultaneons unclassified versiors of finished inteligence products will insure
importart mformation s available to State, local and tribal governaents, and to
the public at large.



We corrend you for drafting a bill that encourages traveparency in governrnent
and repuires irmplementation of policies to maxdraze shanng of docurents with
the publie,

Lugaiv, we thank wou and your staffe for youwr open consultation with w with
regpect to your draft legislation. We look foneard to working with you onthis bill
as it rorves through the legislative process.

Sircerely,

/
A

U /12
Wi /e /2//

Ivlichael W. Ilacleod-Ball
Chief Legislative and Poliey Cowmzel

A

Ilichael German
Palicy Counsel

I

f )
[ F 8 A
7 /L
v

Titnother Sparapant
Semior Le gislative Counsel



June 5, 2002

The Honorable Bermie Thoropson

1.5, Hoge of Representatives Cormraittee on Horaeland Security
HZ-176 Ford Honge Oiffice Banldi

Washingtor, DO 205156450

The Honorahle Jane Harrnan

1.5, Howse of Fepresentatives Cororaittes on Horeland Security

Subcorammittes on Intelligence, Information Sharing and Termorism Risk
& ggessment.

H2-176 Ford Honse Office Building

Washington, DC 2051 36480

RE: The “Improving Public Access to Documents Act of 2008
Dear Chainman Thorpson and Chairworman Harman,

On behalf of the Smerican Civil Liberty Undory its hndreds of thousands of
metrbers and fifty-three affilistes, we write in sgoport of the “Trpeoving Public
Heoess to Docurnents Aot of 20087 We cornraend Representative Jane Hartuan
for taking this ireportant step toward creating a more accourtabls governroent by
compelling the Departroent of Homeland Secwrity to develop policies and
prograras that lireit and regulate the Federal gowermenents wse of cortrol
markings on unclassified docurnerts. This iportart bill makes clear that
controlled uneclassified inforrmation (CUT) can be shared with State, local, and
tribal govertanents, the private sector, and the public, as sppropride.

&3 the findings in the ball indicate, the proliferation of “sersitive bt unclassified™
(SBU} control rmarkings interferes with accurate, actionable and timeky
information sharing, wmecessarily increases costs, and needlessky Limite public
acoess to mformation. The ACTIT kas long been corcerned about the unregulated
use of SBU markings, and ary legislation that establishes a legal fravaework for
controlling unclassified information raust be drafted carefully to insure that it
does not inadwertertly create a secondary classification system that further
restricts the public’s access to inforraation that does not meet the requirements
necessary for classification.

The Irproving Public Aceess to Doouments Set of 2008 accorplishes this feat
by requining the Secretary of the Departmert of Homeland Security to develop
CUI policies “in oxder to mavirmize the disclogure to the public.” The bill ncludes
critically ireportant provisions establishing that CUI markings are not a
deterreanant of public diseloswe pwsuart to the Freedor of Inforraation Aet and
ensuring public access to unclassified information, even if marked CUT, under an
appropriate FOIS recuest. We nrge you to protect these provisions thaoughout



the legislative process to enswure their inclusion i arwr final legislation that ey be
sigred into law.

Feguiting the DHS Secretary to coordinate and coreult with the Archrvist of the
Mational Sihives and Records Adranistration, representatfres of State, loval and
tribal governrments, as well as civil lberties and government oversight
organizations and the private sector will ensure that all stakeholders have a say in
the developrnent of these DHS policies and procedures.

We corarend you for drafting a bill that encourages trarsparency in government
and recuires irplernentation of policies to maxiraize sharing of documents with
the public.

Bgair, we thark wou and your staffs for your open corsultation with w with
respect to your draft legislation. We look foreard o workirg with yon on this bill
as it mowves through the legislative process.

Sincerely,

Ilichael W. Iacleod-Ball
Chief Legislattve and Policy Comsel

=

Ilichae] Gerrnan
Policy Counsel

ity dpps

Titmothy Sparapand
Senior Le mslatve Coursel

Ms. HARMAN. I would now ask Ms. Fuchs to summarize her
statement for 5 minutes. I would point out that there is a little
clock that will start ticking off the time. When it starts blinking
red, please conclude.

STATEMENT OF MEREDITH FUCHS, GENERAL COUNSEL,
NATIONAL SECURITY ARCHIVE

Ms. FucHs. Thank you. Good morning, Chairwoman Harman and
Mr. Reichert. Thank you for this opportunity to testify about the
“Improving Public Access to Documents Act of 2008.”

I represent the National Security Archive, a nongovernmental re-
search institute at George Washington University. The archive con-
ducted a governmentwide comparison of “sensitive but unclassified”
control-labeled policies in 2006, and we concluded that the SBU
practices of agencies could interfere with information-sharing and
be abused for administrative convenience or to cover up informa-
tion.

As the leading nonprofit user of the Freedom of Information Act
and other programs designed to release information, the Archive is
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concerned about the impending implementation of the Controlled
Unclassified Information Framework that is described in the Presi-
dﬁnt’s May 9 memorandum. I will call it the CUI framework for
short.

I submitted written comments for the record, and this sub-
committee is already well aware of the dangerous impact of the
proliferation of “sensitive but unclassified” record control labels
both on information-sharing and public disclosure. So in my sum-
mary statement today, I would like to focus only on a couple of key
points.

First, the CUI framework perpetuates and extends a system of
information control that has been abused in the past and left us
vulnerable to harm in the past. While the establishment of trusted
pathways for information is obviously essential to coordination
amongst Federal, State, local and tribal governments and private
parties, those pathways are susceptible to manipulation and fail-
ure, just as individual agencies that jealously guard their secrets
and turf.

True information-sharing is best accomplished by the elimination
of unnecessary secrecy and the minimization of information con-
trols. The perspective adopted in the CUI framework, that the pub-
lic should be left out of homeland security and terrorism matters,
ignores the reality that the public will be affected by any attacks,
has an interest in preventing attacks, and needs information to
protect their families when first preventers and first responders
are unavailable.

Think about the crime reports that most of us receive in our com-
munities. When we learn that our community is being targeted, we
can take measures to protect ourselves. In other words, sometimes
information should be made available to the public not because of
a Freedom of Information Act requests but simply because the pub-
lic needs it. I hope this CUI framework does not lead to situations
where such information is withheld or delayed because of a fear
that it should stay secret. Thus, the provision in this bill requiring
DHS to consult with public interest organizations helps bring the
public back into the recognized stakeholder community.

Although this CUI framework itself has laudable and important
goals, it does not include measures to reduce information control
labelling and secrecy. Several of the provisions of H.R. 6193 that
are designed to discourage unnecessary labelling are much-needed.
We hope they are included in the National Archives implementing
regulations for the CUI framework.

In particular, the establishment of a system for employee chal-
lenges to improper labelling, including incentives and rewards for
challenges, is an internal check on abuse. The requirement that a
list be maintained and available of records with CUI labels and the
provision for Inspector General audits will remind information con-
trollers that their decisions are subject to review. In addition, lim-
iting the number of controllers will ensure that those who are
granted the authority to put a CUI label on a record can be better
trained and supervised.

I suggest one other measure be considered. The CUI framework
does not provide any substantive definition of CUIL It merely is in-
formation pertinent to U.S. national interests or other important



11

interests that requires protection. That is a broad description, and
it is eventually going to be defined within each agency based on the
type of information that agency handles.

Agencies will be far more likely to define categories of CUI in a
narrow fashion if their designations are subject to public review
and comment. Accordingly, I recommend that DHS be required to
provide transparency as it developed its substantive criteria for a
CUI label.

My second concern—and I am going to close with this one—is
that the CUI framework will have an impact on FOIA decision-
making. The CUI label, in fact, should not really inform or other-
wise influence FOIA release decisions. This bill is helpful for mak-
ing that clear.

The CUI label has no duration. It does not recognize changes in
factual circumstances. It doesn’t consider a FOIA requester’s iden-
tity or their reason for requesting the record or changes in FOIA
policy concerning discretionary release of information. There is no
i)abSiT in FOIA for any other statute to add as a new criterion a CUI
abel.

Each of those items I talked about are things that are considered
in FOIA release decisions, and with the CUI label being considered,
it could wait against release.

I spelled out more details in my written statement about this,
and I will not repeat them now, other than to urge you to make
the legislative history on this point clear: CUI should not have an
impact on FOIA.

This bill provides protection against abuse of the new CUI frame-
work and would make the framework work better. I do hope that
it will be adopted Government-wide. I thank you for permitting me
to testify, and I am happy to respond to your questions.

[The statement of Ms. Fuchs follows:]

PREPARED STATEMENT OF MEREDITH FUCHS

JUNE 11, 2008

Thank you Chairwoman Harman, Mr. Reichert, and Members of the sub-
committee for this opportunity to comment on the “Improving Public Access to Docu-
ments Act of 2008.”

I represent the National Security Archive, a non-governmental research institute
at George Washington University. The Archive is one of the leading non-profit users
of the Freedom of Information Act (FOIA) and the mandatory declassification review
process, and relies on releases of government records to document important U.S.
{’oreign relations, national security, and intelligence policy matters in our many pub-

ications.

In 2006 the Archive issued a report entitled: “Pseudo-Secrets: A Freedom of Infor-
mation Audit of the U.S. Government’s Policies on Sensitive but Unclassified Infor-
mation,” which was the first Government-wide comparison of the ways that Federal
agencies mark and protect unclassified, but sensitive, materials.! That report identi-
fied 28 different and uncoordinated control marking policies with no system to mon-
itor or report on the use of control markings, no challenge or appeal mechanism to
remove such markings, no “sunset” for the duration of most markings, few limits
on who is authorized to put a control marking on material, and few limits on im-
proper labeling of materials. The Archive’s Director Tom Blanton testified before the
Subcommittee on Emerging Threats of the House of Representatives Committee on
Government Reform that the report concluded that neither the Congress nor the

1 National Security Archive, “Pseudo-Secrets: A Freedom of Information Audit of the U.S. Gov-
ernment’s Policies on Sensitive but Unclassified Information,” (March 14, 2006), available at
http:/ |www.gwu.edu /~nsarchiv/ NSAEBB /| NSAEBB183 /press.htm.
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public could conclude whether the sensitive but unclassified policies were working
to safeguard security or being abused for administrative convenience or cover-up. In-
deed one of the government witnesses at that hearing acknowledged that there was
no way to count or estimate the frequency of use of control markings.

I thank the subcommittee for its efforts to improve interagency information shar-
ing and to simultaneously protect the public’s access to government information.
History teaches us that government secrecy is a natural bureaucratic tendency, al-
though it is often intensified during times of perceived danger. As the National
Commission on Terrorist Attacks Upon the United States (“9/11 Commission”)
found, prior to the September 11, 2001, attacks on our Nation, the Government’s
intelligence and law enforcement communities too often controlled information to
the detriment of effective security. In reaction to those attacks, agencies developed
new forms of secrecy out of concern that sensitive information could reach the wrong
hands, thus perpetuating the same problem that left the United States vulnerable
to attack. It is against that background that Congress directed the President in the
Intelligence Reform and Terrorism Prevention Act of 2004 to create an Information
Sharing Environment that facilitates the sharing of terrorism information. While
there are reflexive actions such as a short-term reduction in information disclosure
that can be expected in the wake of a tragedy like the 9/11 attacks, the multi-year
and multi-stakeholder process of developing the ISE had the benefit of resources
and broad stakeholder input to reach a better balancing of all the relevant public
interests.

The President’s long-awaited Memorandum for the Heads of Executive Depart-
ments and Agencies on the Sharing of Controlled Unclassified Information (May 9,
2008) (the “Presidential Memorandum”) and the CUI Framework, which is the name
being given to the policies and procedures that govern handling of what will now
be called Controlled Unclassified Information (CUI), are responsive to some of the
concerns that open government advocates have expressed about the proliferation of
varied categories of sensitive but unclassified information.

Thus, over time, the Framework should reduce the over 100 different record con-
trol labels used throughout the Federal Government down to three primary labels
with limits on the unnecessary expansion of that number of labels. The procedures
for handling materials marked with the new labels set forth under the CUI Frame-
work will be uniform across agencies. If properly implemented, the CUI Framework
should undoubtedly improve the ability of agencies to share information with other
agencies, as well as State, local, and tribal officials, and other parties. Further, the
Framework should make it easier for members of the public to understand the sig-
nificance of CUI labels so that the labeling of records may not appear as arbitrary
and inappropriate as it has in the past.

On the other hand, many of the most critical concerns of the open government
community are not specifically addressed in the CUI Framework. I would like to ad-
dress two broad concerns and discuss how the “Improving Public Access to Docu-
ments Act of 2008” (H.R. 6193) would have an impact on these concerns. I also hope
that many of these issues will be addressed in the implementing regulations of the
Executive Agent of the CUI Framework, the National Archives and Records Admin-
istration (NARA), as this bill would apply only to the Department of Homeland Se-
curity.

THE PROBLEM OF UNNECESSARY CONTROL LABELING OF MATERIALS

The CUI Framework focuses on standardization of CUI practices without suffi-
cient attention to the need to reduce unnecessary protection of information. For ex-
ample, in its statement of purpose, the Presidential Memorandum makes no men-
tion of reducing the use of CUI-type labeling.

True information sharing is best accomplished by the elimination of unnecessary
secrecy and information controls. We know well from the security classification
realm that too much information is made secret when there are no incentives to re-
duce secrecy. In the classified area, authorities typically protect classifiable informa-
tion (and sometimes information that does not even merit classification) without any
consideration of the costs to national security or to the public interest incurred by
the classification. Indeed, numerous high level Government officials from then-Sec-
retary of Defense Donald Rumsfeld,? to then-Chair of the House Permanent Select
Committee on Intelligence Porter Goss,3 to the Deputy Secretary of Defense for

2Donald Rumsfeld, War of the Worlds, Wall St. J., July 18, 2005, at A12 (“I have long beheved
that too much material is classified across the Federal Government as a general rule . . ).
39/11 Commission Hearing, (Testimony of then Chair of the House Permanent Select Com-
mittee on Intelligence Porter Goss) (2003), Attp:/ /www.9-11commission.gov [ archive [ hearing2/
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Counterintelligence and Security,* have recognized that a tremendous amount of in-
formation is improperly and unnecessarily classified. The cost of such over-classifica-
tion also has been acknowledged within Government. Overclassification interferes
with information sharing, breeds contempt for the security classification system, is
undemocratic, and unnecessarily expends taxpayer funds.

CUI certainly is vulnerable to the same unnecessary secrecy. Currently, all
records within an agency may receive an FOUO (for official use only) or OUO (offi-
cial use only) label simply because the record is an official government record. The
CUI Framework sketched out in the Presidential Memorandum does not confront
this problem directly. It provides only the barest explanation of what can sub-
stantively be called CUIL: information that is “pertinent” to U.S. national interests
or “important interests” of other entities and “requires protection.” President’s
Memorandum § 3(a). Thus, CUI is an easily expandable concept.

There are, however, some touchstones in the President’s Memorandum to support
additional measures to reduce unnecessary control labeling. The Memorandum pro-
vides for portion marking where feasible, rather than the marking of complete docu-
ments when the material contains both CUI and non-CUI. Id. § 15. It also provides
that information should not be labeled as CUI for an improper purpose. Id. § 26. The
Presidential Memorandum further provides that if information is required to be
made public or has already been released then it may not be labeled CUI and that
non-CUT should not be subject to handling and dissemination controls. Id. §§ 18 and
26. The Background on the Controlled Unclassified Information Framework (May
20, 2008) provides further support, as it recognizes the goal of “control[ling] only in-
formation that should be controlled.”®

None of those provisions, however, directly counteract the many incentives to in-
sert a control marking on a government record. For example, there are enforcement
mechanisms and penalties built in to the CUI framework, id. § 22(i) and 24(g), that
fail to mention the possibility that they would apply to improper or unnecessary la-
beling. H.R. 6193 adds several additional requirements with respect to the Depart-
ment of Homeland Security’s CUI program that may, if enacted into law and imple-
mented, be far more likely than the Presidential Memorandum to reduce the label-
ing of records as CUI

First, H.R. 6193 recognizes that the harmful impacts of excessive secrecy include
interference with inter-agency information sharing, as well as increased costs of in-
formation security and obstacles to the release of information to the public. H.R.
6193, Findings §2(1). Those findings provide a critical context for the CUI Frame-
work because they encourage the Department to move away from the flawed and
dangerous “secrecy equals security” paradigm. When considered in conjunction with
the instruction to the Secretary of Homeland Security to implement the CUI Frame-
work in a manner that would “maximize the disclosure to the public” of information
and to consult with “organizations with expertise in civil liberties, civil rights, and
government oversight,” id. §3 (210F(a)), the bill should encourage consideration of
the costs of secrecy and of the benefits of disclosure, which are too often absent from
government disclosure decisionmaking. Moreover, the requirement that DHS consult
with public interest, non-governmental organizations recognizes the reality that
members of the public are stakeholders who care about the effectiveness of the CUI
Framework and about protecting important rights.

Second, the establishment of a system that permits employee challenges to the
use of CUI markings and rewards appropriate use of the challenge procedure will
put in an internal check on abuses of the CUI labeling framework at the Depart-
ment. This is a necessary counterbalance to the incentives included in the Presi-
dential Memorandum to err on the side of marking information as CUI, such as the

9-11Commission _Hearing 2003-05-22.htm#panel two (“{Wle overclassify very badly There’s
a lot of gratuitous classification going on, and there are a variety of reasons for them.”).

4Subcommittee on National Security, Emerging Threats and International Relations of the
House Committee on Gov’t Reform Hearing, 108th Cong. (2004) (testimony of Carol A. Haave),
http:/ |www.fas.org [ sgp [ congress [ 2004 | 082404transcript.pdf (stating under repeated ques-
tioning from Members of Congress that approximately 50 percent of classification decisions are
over-classifications).

5Indeed, we are pleased that the Archivist of the United States, as the head of the Executive
Agent NARA, has directed the office that will implement the framework “to ensure that only
information which genuinely requires the protections afforded by the President’s memorandum
will be introduced into the CUI Framework.” NARA Press Release (May 22, 2008); see also
Memorandum of Allen Weinstein, Archivist of the United States to the Executive Department
and Agencies on the Establishment of the Controlled Unclassified Information Office (May 21,
2008). We hope that NARA’s implementing regulations will include this goal and will include
many of the good ideas included in H.R. 6193 to help accomplish this goal across the entire Fed-
eral Government.
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enforcement and penalty provisions and the requirement that disclosure of CUI be
reported to the originating agency. The internal check on over-controlling informa-
tion could be substantially strengthened by a specific requirement that the Inspector
General audits of the CUI program assess the extent that the control labels are
used unnecessarily or excessively.

Third, the legislation provides for a publicly available list of materials marked as
CUI that notes whether they have been withheld under the FOIA and a process for
the public to challenge such CUI markings. Importantly, this requirement will dis-
courage thoughtless use of the CUI stamp. Personnel with authority to label records
as controlled will take a moment to consider whether the label is necessary if they
know that their decision will be tracked and reviewable.

Fourth, the bill’s requirement that the Department limit the number of people
who can put a control stamp on materials will decrease the unnecessary labeling
of materials. The Archive’s 2006 study determined that the Department of Home-
land Security permits any employee to designate sensitive unclassified information
for protection. Under the bill, the Department would have to limit the individuals
with authority to use control markings and ensure they are properly trained in the
appropriate use of such markings.

In addition to these many useful limits on the expansion of CUI, we recommend
that the bill require the Department to provide transparency regarding any new di-
rectives, regulations, or guidance promulgated pursuant to the Presidential Memo-
randum and provided to the Executive Agent that relate to the substantive descrip-
tion of what will be labeled as CUI within the Department. Public notice and com-
ment regarding the definition of CUI at DHS will increase the likelihood that such
measures would be narrowly tailored.

IMPACT ON THE FREEDOM OF INFORMATION ACT

My second major area of comment is the need to build in mechanisms to discour-
age agencies from treating CUI labels as de facto determinations of FOIA exemp-
tion. Prior to the issuance of the Presidential Memorandum, agencies were split as
to whether SBU labels were relevant to FOIA determinations. Some agencies only
labeled records as SBU if a FOIA exemption applied. Others claimed SBU had noth-
ing to do with FOIA. The Memorandum says that a control label “may inform but
doles] not control” the decision whether to disclose information under the FOIA.
There are several problems with this formulation.

First, the applicability of FOIA exemptions changes over time. For example, a
record classified under Executive Order 12958 one day may be declassified a year
later.¢ Similarly, a law enforcement investigation may end, rendering records about
the investigation newly releasable. Yet, CUI control labels do not have expiration
dates or take account of changing circumstances.

Second, FOIA policy changes over time, as illustrated by the different policy
memoranda issued by Attorney General Reno and Attorney General Ashcroft.” Thus,
Government agencies may change their policy with respect to making discretionary
releases under the FOIA and the CUI label will not incorporate any consideration
of these policy changes.

Third, the identity of the requester and the reason for the request may affect the
releasability of the record under FOIA. For example, in cases raising privacy issues,
the identity of the requester may affect whether an agency would conclude that
there is a “clearly unwarranted invasion of privacy” under Exemption 6 or an “un-
warranted invasion of privacy” under Exemption 7(C) of the FOIA. 5 U.S.C.
§§552(b)(6) and (b)(7)(C). The purpose for which the record is sought also is relevant
under the privacy exemptions because it informs the evaluation of the public inter-
est served by the requested release.

For all of these reasons, any consideration of a CUI label in the FOIA process pre-
sents a true risk that the label may weight disclosure decisions against disclosure
even when the FOIA exemptions would no longer apply.

H.R. 6193 would encourage the Department to base its disclosure decisions on the
presumption that its records are public absent a legitimate reason not to disclose
the record. This perspective properly places the burden on the Department to justify
non-disclosure, rather than on the public to justify why a record should not be with-
held. The most critical parts of the bill are the provision that “controlled unclassi-
fied information markings are not a determinant of public disclosure pursuant to

6See Exec. Order No. 12,958 (as amended by Exec. Order No. 13,292), 68 Fed. Reg. 15315
(Mar. 25, 2003).

7See New Attorney General FOIA Memorandum Issued, FOIA Post (Department of Justice,
Washington, DC), Oct. 15, 2001, Attp:/ /www.usdoj.gov / oip / foiapost | 2001foiapost19.htm.
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[the FOIA]” H.R. 6193 §3 (210F(c)(3)(D)) and the provision which provides that the
Secretary make available to the public under FOIA “all controlled unclassified infor-
matiog and other unclassified information in its possession.” Id. §3 (Section
210F(d)).

The existing standards in the classification system and the FOIA system for dis-
closure are sufficiently broad to address the need to protect sensitive information.
They apply Government-wide and are not subject to the whims of a particular agen-
cy. That will not be the case with CUI, which will be substantively defined by each
agency within its discretion. There is no congressional or Presidential mandate to
label any particular records as CUL It is, at best, an administrative management
measure by agencies to help them communicated better with each other. Further,
as mentioned above, the FOIA standards recognize the expiration of sensitivities,
while the CUI Framework does not. Without the two provisions barring the CUI
Framework from having an impact on FOIA disclosure the bill will have only a neg-
ligible impact on preservation of the public right to know.

Indeed, I recommend the subcommittee consider going even further to ensure that
FOIA disclosure is not impacted by the CUI Framework. Although the Presidential
Memorandum makes clear that CUI is not intended to act as a security classifica-
tion standard,® the systematization of the CUI Framework may elevate the status
of the previously disorganized SBU system for agencies, Congress, and the courts.
I recommend adding a clear statement that the CUI label does not warrant judicial
deference relating to public disclosure of materials. As noted above, the substantive
requirements for a CUI label will be decided by each agency pursuant to its own
perspective. There is no basis for a court to defer on the question of whether a CUI
record is properly withheld from the public. Courts should continue to look to the
well-established standards of the Executive Order on Classification, EO 12958, as
amended, and the FOIA.

Thank you for the opportunity to testify. I would be happy to respond to your
questions.

Ms. HARMAN. Thank you very much.
Ms. McDermott, please summarize your statement in 5 minutes.

STATEMENT OF PATRICE MCDERMOTT, DIRECTOR,
OPENTHEGOVERNMENT.ORG

Ms. McDERMOTT. Thank you. Good morning. Thank you, Chair-
woman Harman and Mr. Reichert, for the opportunity to speak
today on the proposed legislation.

In March 1972, speaking about his executive order on national
security classification, President Richard Nixon noted that, “When
information which properly belongs to the public is systematically
withheld by those in power, the people soon become ignorant of
their own rights, distrustful of those who manage them, and even-
tually incapable of determining their own destinies.” He had it
right then, and it is still true now.

A month ago, as you know, the White House issued a memo-
randum to all heads of executive departments and agencies that in-
tends to contain and constrain the proliferation of unclassified con-
trol markings within the information-sharing environment. The
goal is to standardize practices to facilitate and enhance the shar-
ing of what is now called controlled unclassified information, but
only with and among those who are already sending and receiving
it.

I would like to make three points about the implementation of
that memorandum, with the focus on your legislation to direct how
it is implemented at the Department of Homeland Security.

8 Presidential Memorandum §1 (“The memorandum’s purpose . . . [is] not to classify or de-
classify new or additional information”); id. § 3(a) (CUI is unclassified information that “does not
meet the standards for National Security Classification under Executive Order 12958, as amend-
ed”)
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First of all, the default must be openness. We are very pleased
that you have designated your legislation as the “Improving Public
Access to Documents Act,” although, as you know, the name alone
will not determine the reality.

As noted in the findings section, the proliferation of SBU control
markings needlessly limits public access to information and in-
creases the costs of information security, which are already ex-
traordinarily high. Indeed, assessing the costs associated with cre-
ating and safeguarding CUI are something that you may want to
consider adding to the important auditing mechanism that this bill
creates.

The White House memorandum makes only a minimal nod to-
ward public access and no acknowledgement of the benefits of
openness to our society and to our safety. This bill takes important
steps toward ensuring that those benefits are considered in deci-
sions about whether and how to put controls on access and disclo-
sure of information that might be considered CUI.

The default bureaucratic position is to not take risk. Unfortu-
nately that message has been given to officials in our government,
that openness is risky. This is not only a dangerous mindset in an
open society, but, as you note, it stands in the way of a safer and
more secure homeland. We are all agreed that there is information
that does need to be protected for some time. The tension, though,
is not between openness and security. It is between information
control for bureaucratic turf, power and, more than occasionally,
political reasons and the reality that empowering the public makes
us safer.

To counter the impulse toward nondisclosure, the bill has three
provisions we think are very important. We urge you to protect
these provisions throughout the legislative process to ensure their
inclusion in any final legislation that may be signed into law.

The first of these establishes that CUI markings are not a deter-
minant of public disclosure pursuant to FOIA. As I noted in my
submitted written testimony, a 2006 GAO report clearly indicated
that agencies think of the several FOIA exemptions, the current
FOIA exemptions, as creating control categories. They consider
them CUI The effect on access to information through FOIA has
been pernicious.

To ensure that this provision is properly implemented, the legis-
lation contains two critically important requirements: to maintain
a publicly available list of documents designated and marked in
whole or part as CUI and indicating which have been withheld in
response to a request; and to create a process through which the
public may seek the removal of such a designation and marking.
Both of those are entirely absent in the White House framework.

This list of documents is essential not only for ensuring that CUI
markings do not preclude disclosure under FOIA but as a critical
tool for oversight and for maintaining a check on agencies’ dem-
onstrated impulse to overcontrol and overdesignate information.

From our perspective, the focus on FOIA, while critical, should
not obscure that this is a fallback channel for public access to agen-
cy information on homeland security and related topics. If disclo-
sure under FOIA is seen as the primary alternative to classification



17

or control, an impossible burden may be placed on the FOIA proc-
ess.

The second key set of provisions concerns controlling the control-
lers. Ms. Fuchs has addressed some of these. The tracking of em-
ployees’ markings and use and the ability and the requirement that
the Department consult with outsiders, with other stakeholders,
and also that this plays a role in determining how many people
have designation authority.

We also urge you to protect throughout the legislative process, as
Ms. Fuchs noted, the inclusion of outside groups, public interest
groups, because these help to promote trust and accountability.

Third, information sharing must include the public. We have ex-
perienced a trend in our country away from trusting the public to
a need-to-know mindset. We need to move away from that, and this
legislation takes an important step toward doing that.

We look forward to opportunities to work with you on this bill
and to ensure that this legislation begins the process of ensuring
that public access to documents including CUI is truly improved.

Thank you again for this opportunity, and I would be pleased to
answer any questions.

[The statement of Ms. McDermott follows:]

PREPARED STATEMENT OF PATRICE MCDERMOTT

JUNE 11, 2008

Thank you, Chairwoman Harman, Mr. Reichert, and Members of the sub-
committee, for the opportunity to speak today on the proposed legislation that would
require the implementation of the Controlled Unclassified Information framework
within the Department of Homeland Security in a manner that will ensure, promote
and improve public access to documents within, and those shared with and by, the
Department.

My name is Patrice McDermott. I am the Director of OpenTheGovernment.org, a
coalition of consumer and good government groups, library associations, journalists,
environmentalists, labor organizations and others united to make the Federal Gov-
ernment a more open place in order to make us safer, strengthen public trust in
Government, and support our democratic principles.

BACKGROUND

“Fundamental to our way of life is the belief that when information which properly
belongs to the public is systematically withheld by those in power, the people soon
become ignorant of their own rights, distrustful of those who manage them, and—
eventually—incapable of determining their own destinies.”

The author of that statement was Richard M. Nixon in March 1972, in his “State-
ment on Establishing a New System of Classification and Declassification of Govern-
ment Documents Relating to National Security.” President Nixon had it right.

Three years ago, in our 2005 Secrecy Report Card,! we identified 50 types of re-
strictions on unclassified information, implemented through laws, regulations or
mere assertions by government officials that information should not be released to
the public. These designations fall entirely outside the national security classifica-
tion system, which is governed by executive order, and they are subject to none of
its constraints or timelines.

GAO, in a 2006 report,2 identified 56 designations. While different agencies may
use the same marking to denote information that is to be handled as SBU, a chosen
category of information is often defined differently from agency to agency, and agen-
cies may impose different handling requirements. Some of these marking and han-
dling procedures are not only inconsistent, but are contradictory. Some protections

1http:/ |www.openthegovernment.org [ otg | SRC2007.pdf.

2GAO: March 2006: Information Sharing: The Federal Government Needs to Establish Poli-
cies and Processes for Sharing Terrorism-Related and Sensitive but Unclassified Information:
GAO-06-385 http:/ | www.gao.gov [ new.items | d06385.pdf.
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are necessary for unclassified information, such as personal privacy information or
trade secrets—which are protected by statutes and exemptions to the FOIA that
openly cover them.

GAO found that more than half the agencies reported challenges in sharing such
information. Thirteen agencies designate information For Official Use Only, which
does not have prescribed criteria. Sometimes agencies used different labels and han-
dling requirements for similar information and, conversely, similar labels and re-
quirements for very different kinds of information. The numerous designations can
be confusing for recipients of this information, such as State and local law enforce-
ment agencies, which must understand and protect the information according to
each agency’s own rules. It is clear that the unconstrained proliferation of these tags
{1as not been a boon to sharing—or to the safety and security of the American pub-
ic.

Most of the agencies GAO reviewed have no policies for determining who and how
many employees should have authority to make sensitive but unclassified designa-
tions, providing them training on how to make these designations, or performing
periodic reviews to determine how well their practices are working. They seem to
be applied with little thought and, according to a 2005 New York Times story,3 em-
ployees could visit the agency’s Web site and easily print out a bright-yellow “sen-
sitive security information” cover sheet.

Also, clearly not all of the categories listed by the agencies in GAQ’s report should
be included as “sensitive but unclassified” designations. Exemptions created by the
Freedom of Information Act (other than by what are called (b)(3) statutes) and the
Privacy Act do not logically constitute what we understand as SBU-like designations
(i.e., as generally having little grounding in statute and as limiting access to other-
wise public information). Nevertheless, the agencies apparently think of them in
this way. It is important to note that the new Controlled Unclassified Information
(CUI) Framework recently announced will apply only to agency-generated markings.
It will not apply to statutorily created restrictions, including (b)(3) exemptions to the
Freedom of Information Act—which are also proliferating.

As you know, the White House issued a Memorandum to all heads of executive
departments and agencies a month ago. The intent of the Memorandum is to con-
tain and constrain the proliferation of unclassified control markings—within the In-
formation Sharing Environment. The goal is to standardize practices to facilitate
and enhance the sharing of what is now called Controlled Unclassified Information,
but only with and among those who are already sending and receiving it.

DEFAULT MUST BE OPENNESS

We are very pleased that you have designated your legislation as the “Improving
Public Access to Documents Act of 2008”. As you note in the Findings section, the
proliferation of SBU control markings needlessly limits public access to information,
and increases the costs of information security, which are already extraordinarily
high. Indeed, assessing the costs associated with creating and safeguarding CUI are
something that you may want to consider adding to the important auditing mecha-
nism this bill creates.

The White House Memorandum makes only a minimal nod toward public access
and no acknowledgement of the benefits of openness to our society and to our safety.
This bill takes important steps toward ensuring that those benefits are considered
in decisions about whether and how to put controls on access and disclosure of infor-
mation that might be considered as CUI.

The default bureaucratic position is to not take risks. Unfortunately, the message
that has been given to officials in our government is that openness is risky. This
is not only a dangerous mindset in an open society, but, as the findings to the legis-
lation under discussion today note, it stands in the way of a safer and more secure
homeland. We are all agreed that there is information that does need to be pro-
tected for some period of time. The tension, though, is not between openness and
security; it is between information control for bureaucratic turf, power, and more
than occasionally political reasons and the reality that empowering the public
makes us safer. Secrecy does not make for a more secure society; it makes for a
more vulnerable society and less accountable governments.

To counter the impulse toward non-disclosure, the bill has three provisions that
we think are very important. We urge you to protect these provisions throughout
the legislative process to ensure their inclusion in any final legislation that may be
signed into law.

3http:/ www.nytimes.com /2005 /07 | 03 | politics | 03secrecy.html.
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The first set of these establishes that CUI markings are not a determinant of pub-
lic disclosure pursuant to the Freedom of Information Act. As I noted earlier, the
2006 GAO clearly indicated that the agencies think of several of the FOI exemptions
as creating control categories. The effect on access to information through FOIA has
been pernicious, from what we have heard from the requestor community. To ensure
that this provision is properly implemented, the legislation contains two critically
important requirements. The Department is required to:

e maintain a publicly available list of documents designated and marked, in
whole or in part, as controlled unclassified information, indicating which have
been withheld in response to a request made pursuant to section 552 of title
2, U)nitex(li States Code (commonly referred to as the “Freedom of Information

ct”); an

e create a process through which the public may seek the removal of such a des-
ignation and marking.

The list of documents is essential not only for ensuring that CUI markings do not
preclude disclosure under the FOIA, but also as a critical tool for oversight and for
maintaining a check on agencies’ demonstrated impulse to over-control and over-
designate information.

The creation of a process empowering employees to challenge the use of CUI
marking and to be rewarded for successful challenges resulting in the removal of
the markings is an additional safeguard of public accountability. It is critical, how-
ever, that the legislation also ensure that employees do not face reprisals for pro-
tecting openness. The legislation should clarify that disclosures of any violation of
applicable procedures, including those made in the course of an employee’s routine
job duties or in the context of an Inspector General audit, are protected under the
Whistleblower Protection Act (WPA). Over the years, employees routinely have lost
whistleblower retaliation cases because of activist interpretations of the whistle-
blower law that removed protection for employees in similar contexts. Employees
need to know they will be protected from reprisal for helping to enforce the provi-
sions of this act.

The second key set of provisions, critical to ensuring maximal openness, concerns
controlling the controllers. The legislation takes two strong steps in this direction.
The first i1s a requirement that the Department’s CUI framework ensure that the
number of Department employees and contractors with original and derivative CUI
designation authority is appropriately limited—as determined through consultation
with stakeholders designated in the bill.

The second provision requires the tracking, by particular employee, of the mark-
ing of documents, when and how they are shared, and the misuse of CUI marking.
This capability is key both to the IG auditing mechanism established by the bill and
to evaluation and promotion decisions about individual employees.

These are each important improvements on the White House Memorandum and
we will urge NARA to adopt them for governmentwide implementation.

PROCESS MUST BE AS OPEN AS POSSIBLE

The third key provision that we urge you to protect throughout the legislative
process is the inclusion of organizations with expertise in civil rights, civil liberties,
and government oversight in the list of those with whom the Department must con-
sult in the development of policies, procedures and programs to implement the CUI
framework within the Department. Meaningful engagement with such organizations
is critical both to ensure the proper implementation of the important provisions of
the legislation noted above, and to foster public trust in the application of the mark-
ings and the information that is shared within the information-sharing environ-
ment.

The White House Memorandum enshrines the practice to date, which is to include
only State, local, tribal, and private sector entities in the process. The argument
made to those of us on the outside is that only these entities have responsibility
for marking and handling CUIL. This committee understands that the benefits of
openness and the risks to privacy, civil rights, and civil liberties can easily be lost
or forgotten in such inner-circle discussions. Members of the public are also stake-
holders in this process.

INFORMATION SHARING MUST INCLUDE THE PUBLIC

We have experienced a trend in our country away from trust in the public to a
“need-to-know” mindset. A few, primarily Federal, departments and entities have ei-
ther, in a few cases, been designated or have arrogated to themselves the power to
say who has a need-to-know and only governments and a few private sector entities
have been deemed worthy. The public and the press have been almost entirely ex-
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cluded. At one point, the Department of Homeland Security even attempted to make
congressional staff sign non-disclosure agreements in order to prove they could be
trusted into the inner circle of those legitimate few.

Again, there is absolutely some finite amount of information that, for a certain
amount of time, needs to be shared only in a limited fashion. The problem for the
public is that we have “translucence, not transparency, i.e., transparency within the
network, but opacity to those outside.”* The “need-to-share” cannot be limited to
agencies within governments and defense and homeland security contractors; it also
must include, to the greatest extent possible, sharing relevant information with the
public. The White House Memorandum and this legislation both recognize this by
requiring “portion marking,” so that information in a document that 1s eligible for
disclosure can be made public.

We look forward to opportunities to work with you on this bill and to ensure that
this legislation begins the process of ensuring that public access to documents, in-
cluding CUI, within the Department of Homeland Security is truly improved.

Thank you, again, for this opportunity to discuss this critical issue and your bill.
I will be pleased to answer any questions.

Ms. HARMAN. Thank you very much.
Ms. Fredrickson, please summarize your testimony in 5 minutes.

STATEMENT OF CAROLINE FREDRICKSON, DIRECTOR, WASH-
INGTON LEGISLATIVE OFFICE, AMERICAN CIVIL LIBERTIES
UNION

Ms. FREDRICKSON. Good morning, Chair Harman, Ranking Mem-
ber Reichert, Members of the subcommittee.

Thank you so much for this opportunity to testify on behalf of the
American Civil Liberties Union about an issue of critical impor-
tance to all Americans, the right of the people to know what our
Government is doing. I also would say I appreciate very much the
opportunity to testify with such a distinguished panel.

We testified today in support of the “Improving Public Access to
Documents Act of 2008,” which would create a more accountable
government by compelling the Department of Homeland Security to
develop policies to limit and regulate the Federal Government’s use
of control markings on unclassified documents. This important bill
makes clear that controlled unclassified information, or CUI, can
be shared with State, local and tribal governments, the private sec-
tor and the public, as appropriate.

Our Nation has often faced grave threats to our security but has
recognized that abandoning our fundamental democratic principles
does not make us stronger. During the height of the Cold War,
President John F. Kennedy said, “The very word ‘secrecy’ is repug-
nant in a free and open society.” We decided long ago that the dan-
gers of excessive and unwarranted concealment of pertinent facts
far outweighed the dangers which are cited to justify it.

Despite the near-universal recognition that the failure to effec-
tively share information was a contributing factor in the intel-
ligence breakdowns that led to 9/11, Government agencies have in-
creasingly been using unregulated control designations that restrict
the free flow of information and increase confusion regarding what
information may be shared, with whom and how.

Testimony before this subcommittee last year revealed that 20
Federal agencies use at least 107 different control markings. All

4 Elizabeth Rindskopf Parker, “T'ranslucence Not Transparency: Reviewing Alasdair Roberts,
Blacked Out: Government Secrecy In The Information Age.” I/S: A Journal Of Law And Policy
For The Information Society, Vol. 2, Issue 1 (2006). hitp://www.is-journal.org/V02I01/
2ISJLP141.pdf.
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the information subject to these 107 unregulated control markings
is, by law, unclassified. Federal agencies began using control mark-
ings on unclassified documents they considered sensitive in the
1970’s, but the term “sensitive but unclassified,” or SBU, has never
been defined in statutory law.

Last month the White House issued a memorandum that adopts
CUI as the sole SBU—excuse me for the acronyms—designation for
the Federal Government. The executive order seeks to standardize
practices and thereby improve the sharing of information, not to
classify or declassify new or additional information.

The ACLU has grave concerns that once a CUI framework is de-
veloped, officials could ignore this lofty purpose and use CUI mark-
ings to improperly withhold unclassified documents from public dis-
closure. That is why legislative guidance is so necessary to ensure
that Government officials use CUI markings to increase informa-
tion-sharing rather than restrict it.

Any legislation that establishes a legal framework for controlling
unclassified information must be drafted carefully to ensure that it
does not inadvertently create a secondary classification system that
further restricts the public’s access to information. The “Improving
Public Access to Documents Act” accomplishes this feat by requir-
ing the Secretary of the Department of Homeland Security to de-
velop CUI policies, quote, “in order to maximize the disclosure to
the public.”

Requiring DHS to coordinate and consult with the archivist of
the National Archives, State, local and tribal governments, as well
as civil liberties organizations and the private sector, will ensure
that all stakeholders have a say in the development of these DHS
policies and procedures.

Congress recognized the public’s right to information held by our
Government when it passed the Freedom of Information Act in
1966 and voted to strengthen it in 1974, 1976, 1986, 1996, and
again last year.

Your bill includes two critically important provisions: Estab-
lishing that CUI markings are not allowed to undermine FOIA,;
and ensuring public access to unclassified information even if
marked CUI under an appropriate FOIA request. These must be
included in any legislation that may be signed into law.

The bill properly limits what types of information may be des-
ignated CUI and prohibits use of CUI markings to conceal viola-
tions of law or prevent embarrassment to an agency.

The bill includes many other important provisions that my col-
leagues have mentioned already, so I will conclude by saying that
we are very happy to support the “Improving Public Access to Doc-
uments Act of 2008” and look forward to working with you to see
it moved to statute with all of its provisions intact.

Thank you.

[The statement of Ms. Fredrickson follows:]

PREPARED STATEMENT OF CAROLINE FREDRICKSON

JUNE 11, 2008

Good morning Chair Harman, Ranking Member Reichert, and Members of the
subcommittee. Thank you for the opportunity to testify on behalf of the American
Civil Liberties Union, its hundreds of thousands of members and 53 affiliates Na-
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tion-wide, about an issue of critical importance to all Americans: the right of the
people to know what our Government is doing and to have access to documents cre-
ated at taxpayer expense. As this committee knows, excessive government secrecy
harms our national security and undermines our democratic institutions. Secrecy
interferes with the timely sharing of accurate and actionable information, unneces-
sarily increases government costs, and frustrates democratic accountability by im-
properly limiting public access to information.

We testify today in support of the “Improving Public Access to Documents Act of
2008,” which is an important step toward creating a more accountable government
by compelling the Department of Homeland Security to develop policies and pro-
grams that limit and regulate the Federal Government’s use of control markings on
unclassified documents. This important bill makes clear that controlled unclassified
information (CUI) can be shared with State, local, and tribal governments, the pri-
vate sector, and the public, as appropriate.

THE NEED FOR LEGISLATION TO REDUCE UNNECESSARY GOVERNMENT SECRECY

Our Nation has often faced grave threats to our security, but abandoning our fun-
damental democratic principles to address those threats does not make us stronger.
During the height of the Cold War President John F. Kennedy said,

“The very word ‘secrecy’ is repugnant in a free and open society; and we are as a
people inherently and historically opposed to secret societies, to secret oaths and to
secret proceedings. We decided long ago that the dangers of excessive and unwar-
ranted concealment of pertinent facts far outweighed the dangers which are cited
to justify it. Even today, there is little value in opposing the threat of a closed soci-
ety by imitating its arbitrary restrictions. Even today, there is little value in insur-
ing the survival of our Nation if our traditions do not survive with it.”?

Despite the near-universal recognition that the failure to effectively share infor-
mation was a contributing factor in the intelligence breakdowns that led to 9/11,
Government agencies have been increasingly using a multitude of unregulated con-
trol designations that restrict the free flow of information and increase confusion
among agencies regarding what information may be shared, with whom, and how.
The improper use of control markings can forestall the sharing of critical informa-
tion with State, local and tribal law enforcement officials making it all the more dif-
ficult for local law enforcement to know the vulnerabilities in their own commu-
nities.

In testimony before this subcommittee last year, Ambassador Ted McNamara,
Program Manager of the Director of National Intelligence Information Sharing Envi-
ronment, revealed that 20 Federal Government departments and agencies use at
least 107 different control markings with more than 131 different procedures for
handling what those agencies considered “sensitive” information.2 McNamara con-
cluded, not surprisingly, that the confusion over how information marked with a
particular control designation should be handled reduced information sharing. What
should be shocking to the American public, however, is that all the information sub-
ject to these 107 unregulated control markings is, by law, unclassified. According
to the Congressional Research Service, Federal agencies began using control mark-
ings on unclassified documents they considered “sensitive” in the 1970’s, but the
term “sensitive but unclassified” (SBU) has never been defined in statutory law.3

The Government regulates the disclosure of “national security information”
through a classification system established in Executive Order 12958, as amended.
“National security information” subject to classification under the executive order is
defined through extraordinarily broad categories of information:

e military plans, weapon systems, or operations;

o foreign government information;

o intelligence activities, sources and methods, or cryptology;

1John F. Kennedy, Address Before the American Newspaper Publisher’s Association, New
York, NY, (Apr. 1, 1961), available at http:/ | www.jfklibrary.org | Historical+Resources | Archives |
Reference+Desk | Speeches | JFK | 003POF03NewspaperPublishers04271961.him.

2The Over-Classification and Pseudo-Classification of Governmental Information: The Re-
sponse of the Program Manager of the Information Sharing Environment: Hearing Before the
Subcommittee on Intelligence, Information Sharing, and Terrorism Risk Assessment H. Com-
mittee on Homeland Security, 110th Cong. (Apr. 26, 2007) (Statement of Ambassador Ted McNa-
mara, Program Manager, Information Sharing Environment), available at Attp://
homeland.house.gov | SiteDocuments [ 20070427081925-82568. pdf.

3Genevieve J. Knezo, SENSITIVE BUT UNCLASSIFIED INFORMATION AND OTHER
CONTROLS: POLICY OPTIONS FOR SCIENTIFIC AND TECHNICAL INFORMATION, CRS
Report for Congress (Dec. 29, 2006), available at htip://www.fas.org/sgp/crs/secrecy/
RL33303.pdf.
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o foreign relations or foreign activities of the United States, including confidential

sources;

e scientific, technological, or economic information related to the national secu-

rity;

e U.S. programs for safeguarding nuclear material and facilities;

e vulnerabilities and capabilities of U.S. systems, installations, infrastructure,

projects, plans or protection services related to the national security; and

e weapons of mass destruction.4

By definition, any information designated SBU falls outside these broad cat-
egories, so any national security argument for restricting the distribution of SBU
information is greatly diminished.

Moreover, the problem with the unrestricted use of SBU markings by Government
agencies is not limited to impeding effective sharing of intelligence information
among Federal agencies and their partners in State, local and tribal government.
The unchecked ability to shield government documents from disclosure encourages
agencies to hide their mistakes and thwarts effective oversight. The Director of the
Defense Capabilities and Management at the Government Accountability Office
(GAO), Davi M. D’Agostino, studied how the Departments of Energy and Defense
handled CUI and noted:

«

. . neither Departments’ policies identify what would be an inappropriate use
of the FOUO [For Official Use Only] or OUO [Official Use Only] designation. With-
out such guidance, the Departments cannot be confident that their personnel will
not use these markings to conceal mismanagement, inefficiencies, or administrative
errors, or to prevent embarrassment.”>

SBU designations have even been used to obstruct congressional oversight. Rep-
resentative Henry Waxman, Chairman of the House Government Reform and Over-
sight Committee, noted in 2006:

“Last year, Chairman Shays and I sought documents from three agencies, the De-
fense Department, State Department, and the Department of Homeland Security,
that had been restricted as ‘Sensitive But Unclassified’ or ‘For Official Use Only.’
To date, we have received none of these documents. It is particularly telling that
in their responses, the agencies claimed they had no way to provide such informa-
tion because they don’t keep track of it. As another agency wrote, there is no regu-
latory or other national policy governing the use of ‘For Official Use Only,” this des-
ignation, as opposed to the controls on classified national security information.”®

Last month the White House issued a memorandum to the heads of all executive
branch agencies that adopts “Controlled Unclassified Information” (CUI) as the sole
SBU designation for the Federal Government and establishes a framework for its
use. The stated purpose of this executive order is “to standardize practices and
thereby improve the sharing of information, not to classify or declassify new or addi-
tional information.”” The ACLU has grave concerns that once a CUI framework is
developed executive branch officials could ignore this lofty purpose and use CUI
markings to improperly withhold unclassified documents from public disclosure,
much the way the classification system is currently over-used and abused. Providing
legislative guidance is both necessary and appropriate to ensure that executive
branch officials use CUI markings in the manner intended, to increase information
sharing rather than to restrict it.

Congress recognized the public’s right to information held by our Government
when it passed the Freedom of Information Act in 1966, and voted to strengthen
it in 1974, 1976, 1986, 1996, and again last year. FOIA exemptions permit the gov-
ernment to withhold information that is properly classified for national security or
law enforcement purposes; trade secrets and privileged and confidential commercial

4Exec. Order No. 13,292, amending Exec. Order No. 12958, (Mar. 25, 2003), available at
http:/ |www.whitehouse.gov | news [ releases /200303 /20030325-11.html.

5 Drowning in a Sea of Faux Secrets: Policies on Handling of Classified and Sensitive Informa-
tion: Hearing Before the Subcomm. on National Security, Emerging Threats, and International
Relations of the H. Committee on Government Reform, 109th Cong. 243 (2006) (Statement of
Davi M. D’Agostino Director of the Defense Capabilities and Management at the Government
Accountability Office (GAO)).

6 Drowning in a Sea of Faux Secrets: Policies on Handling of Classified and Sensitive Informa-
tion: Hearing Before the Subcomm. on National Security, Emerging Threats, and International
Relations of the H. Committee on Government Reform, 109th Cong. 8-9 (2006) (Statement of
Rep. Waxman, Ranking Member, H. Comm. on Government Reform).

7Memorandum from George W. Bush to the Heads of Executive Departments and Agencies,
“Designation and Sharing of Controlled Unclassified Information”, May 9, 2008, htip://
www.whitehouse.gov | news [ releases /2008 / 05/ 20080509-6.himl.
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or financial information; interagency deliberations; and personnel files requiring pri-
vacy, among other types of information. By creating these broad exemptions Con-
gress has already established a process for limiting disclosure of information that
might harm the national security or some other important Government or private
interest. CUI markings should never be allowed to undermine FOIA and interfere
with the public’s right to know.

FEDERAL AGENCIES NEED CONSISTENT STANDARDS AND STATUTORY GUIDANCE TO LIMIT
THE USE OF CUI DESIGNATIONS AND ENSURE APPROPRIATE PUBLIC ACCESS TO UN-
CLASSIFIED INFORMATION

As the findings in the Improving Public Access to Documents Act of 2008 indicate,
the proliferation of SBU control markings interferes with accurate, actionable and
timely information sharing, unnecessarily increases costs, and needlessly limits pub-
lic access to information. The finding acknowledging the negative impact the over-
use of control markings has on our national security is crucial to correcting the
trend toward secrecy that, as the bill states, is antithetical to the concept of an in-
formation sharing environment.

The ACLU has long been concerned about the unregulated use of SBU markings,
and any legislation that establishes a legal framework for controlling unclassified
information must be drafted carefully to insure that it does not inadvertently create
a secondary classification system that further restricts the public’s access to infor-
mation inappropriately. The Improving Public Access to Documents Act of 2008 ac-
complishes this feat by requiring the Secretary of the Department of Homeland Se-
curity to develop CUI policies “in order to maximize the disclosure to the public.”
Requiring the DHS Secretary to coordinate and consult with the Archivist of the Na-
tional Archives and Records Administration, representatives of State, local and trib-
al governments, as well as civil liberties and Government oversight organizations
and the private sector will ensure that all stakeholders have a say in the develop-
ment of these DHS policies and procedures.

The bill includes two critically important provisions establishing that CUI mark-
ings are not a determinant of public disclosure pursuant to FOIA and ensuring pub-
lic access to unclassified information, even if marked CUI, under an appropriate
FOIA request. We urge you to protect these provisions throughout the legislative
{)rocess to ensure their inclusion in any final legislation that may be signed into
aw.

The bill properly limits what types of information may be designated CUI, and
prohibits use of CUI markings to conceal violations of law or prevent embarrass-
ment to an agency. The bill also properly limits the number of employees who are
authorized to make CUI markings, and establishes mechanisms to track their deci-
sions and hold them responsible, which hopefully will change the current culture
from need-to-know to need-to-share.

The bill includes other important elements that will ensure proper oversight of
the implementation of the CUI framework, including an ongoing auditing mecha-
nism administered by the DHS Inspector General that will assess whether CUI
markings are being used properly, with a requirement for annual reporting to Con-
gress. Establishing a reward process where employees can challenge CUI markings
will also be helpful to limiting improper designations. And the requirement that
DHS maintain a publicly available list of documents marked CUI that have been
withheld under FOIA will increase public oversight, and hopefully will compel more
thorough deliberation when marking or withholding requested documents.

CONCLUSION

Without a legal framework, Federal agencies’ use of SBU control markings can
intentionally or inadvertently obscure critical information from the public as well as
from State, local, and tribal law enforcement. The Improving Public Access to Docu-
ments Act of 2008 would enhance information sharing with State, local, and tribal
governments by requiring a more uniform standard for handling CUI and alle-
viating confusion about what information can be shared. Definitive statements that
CUI markings are not a determinant of public disclosure under FOIA will ensure
that the purpose of this bill is realized by improving public access to documents.
We are happy to support the Improving Public Access to Documents Act of 2008 and
look forward to working with you to protect its most essential provisions as it moves
through the legislative process.

Ms. HARMAN. Thank you, Ms. Fredrickson.
I thank all the witnesses for observing the time limits, and wel-
come three more members who are here to ask questions. They will
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be recognized in the order that they arrived after the Ranking
Member and I ask our own questions.

I now yield myself 5 minutes for questions.

Everyone probably already knows the formal name of this sub-
committee is Intelligence, Information Sharing and Terrorism Risk
Assessment. Information sharing, all of us believe, is an absolute
key to getting and sharing intelligence with those who need to
know it. So we have been hammering on Government agencies and
others, for the better part of 2 years, to break down old cultures.

One of you mentioned the need-to-know culture, which is still
sadly alive. It must change to a need-to-share culture. That is cer-
tainly a premise that underlies a lot of the work we have been try-
ing to do here. I am pleased to hear that all of you support the
work that we are doing on this legislation.

Let me just ask two questions because I want to spend some time
on others.

No. 1, as I made clear in my opening remarks, we are trying to
make DHS the gold standard with respect to implementing these
new guidelines. We are doing that for two reasons. One, we think
that DHS has critical jurisdiction and is part of the problem and
could change, should change for the better. But the second is, we
have jurisdiction over DHS. That should be obvious.

One of you mentioned that this should be a Government-wide
policy. I would just like to hear some more support for that position
or your additional comments on that. That is the first thing.

The second thing, one of you said that a reason that many hide
information or stamp information with protective categories is bu-
reaucratic turf and power. I obviously agree with that, but I would
like you to explain that.

Let me just add one thing to that. As a member of the House In-
telligence Committee for 8 years, from 1996 with a little interrup-
tion until 2006, I came to respect enormously what I think is a
good reason to protect information, and that is to protect sources
and methods. People die if sources or methods are disclosed. Espe-
cially if, on an ongoing basis, we are trying to learn the plans and
intentions of bad guys, we have to protect our sources and meth-
ods. But I never could find another good reason for protecting infor-
mation. So I don’t personally think that bureaucratic turf and
power are good reasons. I would just welcome, again, some com-
ments to fill out our record.

So both of those are my questions and my only questions. One
is, should this approach that we are taking apply Government-
wide? The second is, please explain your comments about bureau-
cratic turf and power. Let us know if you think there are any good
reasons, other than protecting sources and methods, to hide infor-
mation from the public.

Ms. Fuchs.

Ms. FucHs. I would be happy to start off.

I think that the reason that the standards need to be applied
Government-wide is that, while certainly DHS is critical in terms
of the information-sharing environment, the reality is there are
other agencies, law enforcement agencies, intelligence agencies that
do participate in the information-sharing environment, and they all
have similar problems to DHS.
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The CUI framework that the President has established certainly
provides some very positive aspects in order to increase information
sharing, but it really doesn’t provide protections against it being
abused. I think that this bill includes many of those protections. In-
deed, we hope to make similar comments as we have made today
to the National Archives to let them know that we would like to
see this in their implementing regulations if it does not become
Government-wide statute.

Then simply to respond on the question about bureaucratic turf
and power, I mean, we see examples again and again in the classi-
fication realm where information is improperly classified, and when
you actually see the information, the only reason that you can iden-
tify the classification was because they were embarrassed or they
didn’t want people to know the position they are taking.

You know, a good current example is some of the memos that
were written regarding torture and detention that were classified,
and now that those memos, parts of them are being made public,
it is clear that at least what was classified probably could have
been made public.

My understanding is, for some of these memos that justified sur-
veillance, you know, not even general counsels within Government
agencies were allowed to look at those memos. That doesn’t make
any sense to me. To me, that is clearly about power and not the
proper use of classification stamp.

Ms. HARMAN. Thank you.

Other comments?

Ms. McDERMOTT. Well, I think I am the one who said that they
tend to stand for bureaucratic turf and power. I know anecdotally—
obviously, I am not inside the Government—but we heard in rela-
tion to the events of 9/11 that information was not shared. Unclas-
sified information, even, was not shared.

We have seen in the GAO report that there is great difficulty
across Government and from Government to other levels of Govern-
ment in sharing information. It appears to be that it is about con-
trolling information in order to keep it within the control of a par-
ticular bureaucracy, rather than letting it get out to other agencies
who may do other things with it or may release it.

So I think this is a—from what GAO has reported and what we
hear in the newspapers and what you have heard and released
here in the Congress, this is a severe problem with control for its
own sake and, also, control for avoidance of risk, which is the flip
side of that.

We do agree that this—we would hope to the provisions in this
bill do become Government-wide policy because, as I noted in my
written testimony, there are many important provisions in here:
the auditing, the tracking, the encouragement of people to chal-
lenge markings. We would add, as I do in my written testimony,
thal‘f there need to be whistleblower protections for those people, as
well.

But DHS is a poster child for nondisclosure and nontrans-
parency, at the moment. If you can make DHS the gold standard,
I would think that will set a very strong example. We also will be
working with National Security Archives and our other partners in
the coalition to encourage the National Archives, as they imple-
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ment the White House framework, the CUI framework, to adopt
some of these policies that are contained in your bill.

Ms. HARMAN. Thank you.

Ms. Fredrickson.

Ms. FREDRICKSON. I associate myself with the comments of my
colleagues and only add one thing. I think, as Patrice rightly said,
it is not simply bureaucratic turf battles and control and urge for
power, but there is also a fear of risk. I think your legislation ad-
dresses that very well by limiting the number of individuals that
actually can designate the documents as CUI and also makes them
accountable. Having the list of documents published I think is a
very important mechanism for ensuring that people don’t, out of
fear or risk-averse tendencies, decide to keep everything secret if
they can. So thank you for that.

Ms. HARMAN. Thank you very much.

I am aware that the answers of witnesses went over my time
limit, so I will afford other members the same courtesy.

Mr. Reichert.

Mr. REICHERT. You have that prerogative, Madam Chair.

I want to thank you again for being here today. A lot of things
that all three of you said, it just kind of brought back flashes of
my previous career and various things that we confronted, as far
as information-sharing and withholding information.

I started in law enforcement back in 1972. Don’t worry, I am not
going to go through my whole career. But I did have dark brown
hair, by the way, back then.

You know, there was a problem that when you worked—there
were street crimes units who worked on street crime, which in-
cluded a variety of crime, and then they worked with a drug unit
that worked on drug crimes. There was an inability or an unwill-
ingness, I should say, for those units to share information because
there was a turf battle, and it persists today.

But you rise above the local competition there between two units
within a police department or a sheriff’s office, and now you are
talking about sheriff’'s offices and police departments that don’t
share information between the two of them, or especially in the
Green River case back in Seattle where many, many agencies were
involved and there was a fear of sharing information because they
would be tied to the investigation. The news media would be all
over their backs, demanding, “What are you going to do to solve
this case?” They wanted to stay out of it. I mean, they would just
go on and on with the reasons. But I clearly understand this issue.

But I also want to point out that we have made great progress
since those days. The fusion centers that exist today, the Joint Ter-
rorism Task Force—there is this effort now for agencies to share
information between themselves. But I agree with you, after Sep-
tember 11, as the sheriff in King County, we had struggled greatly
with the Federal Government to share information with law en-
forcement leaders. I had 1,100 employees that needed to know cer-
tain things were happening, and we were not told. The police chief
of Seattle will tell you that the same thing happened. The State pa-
trol chief will tell you the same thing happened there.

So not only do the law enforcement agencies need to have that
information, but I agree with you, the public does. In the fusion
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centers, we have included people from the public, from various
businesses and other public entities in the communities now are all
a part of our fusion centers and sharing information.

I would like—you made a comment, Ms. Fredrickson, on the risk
of fear. What do you exactly mean by—the fear of risk, I should
say. What do you mean by that?

Ms. FREDRICKSON. Well, you know, I think it is commendable,
and many law enforcement and in our government really want to
keep us safe, and I think we all appreciate that. I think, though,
there may not be an appreciation of the fact that sometimes, I
think as Meredith said specifically, that it is actually providing of
information that keeps us safe.

So, that is why it is very critical that I think we overcome some
of what may seem to be risk-averse tendencies of people to keep
things classified or keep them secret or keep them away from the
public. That has very pernicious consequences when that informa-
tion is not appropriately withheld.

Mr. REICHERT. Do you think there is a fear of lawsuits?

Ms. FREDRICKSON. There may be. That is really not what I was
thinking of specifically.

Mr. REICHERT. One of the risks?

Ms. FREDRICKSON. I am thinking of their higher intentions, that
there actually is a real desire to keep us safe but that sometimes
it may be misleading, in the sense that it leads to actions that ac-
tually undermine our safety.

Mr. REICHERT. A question about FOIA requests. About how many
requests do you think are made a week, if anybody on the panel
would know? Do you know how many a week, a month? Or do you
keep track of the number of requests made?

Ms. FucHs. Yeah, Government-wide, there is something like 20
million—is that correct?

Ms. McDERMOTT. Yeah, I think that is right.

Ms. FucHs. But that includes privacy act requests, which are
when people, you know, veterans ask for their own records. In
terms of FOIA requests, it is probably a couple million each year.
They are a wide range in terms of how complicated or not com-
plicated they are.

Mr. REICHERT. Do you feel like you are getting prompt responses
or——

Ms. FucHs. No.

Mr. REICHERT. This is the response I expected, by the way.

Ms. HARMAN. I planted this question.

Ms. FucHs. My organization, in fact, has done several studies
looking at the oldest FOIA requests in Government, and, in fact,
there are some that are 15, 18 years old. Of course, those are the
hardest ones. As you know, there was legislation passed last year
and enacted into law that we hope will help improve FOIA respon-
siveness.

But, of course, anything you can add to the FOIA consideration
process is going to slow it down. That is one of the reasons why
it is so critical that CUI not be yet another hurdle that FOIA re-
questers are going to have to get past in order to get their informa-
tion.
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Mr. REICHERT. Yeah. I had the same experience in the sheriff’s
office with public disclosure requests. They can slow down your en-
tire organization. So I do have concern about that. Hopefully we
can work together in lessening our fear of how that might affect
FOIA requests.

I yield back. Thank you, Madam Chair.

Ms. HARMAN. Thank you, Mr. Reichert.

Mr. Carney of Pennsylvania is now recognized for 5 minutes.

Mr. CARNEY. Thank you, Madam Chair.

I would suggest also that one of the reasons we see overclassi-
fication sometimes is fear of embarrassment, political embarrassing
things. In my experience at the Pentagon over a number of years,
I did see some of that occur as well, and I think that is awful. You
know, we have to get a handle on that, and we have to find ways
to manage it.

But we are talking about DHS today. Is there some of that, actu-
ally, in this overclassification, do you think, hiding politically em-
barrassing things?

Ms. FucHs. Well, I mean, I certainly think that there is some of
that. I mean, a good example of that would be the Taguba report
that first was looking at treatment of people in Abu Ghraib, which
was largely classified. Obviously there may have been, you know,
aspects of what happened that needed to be classified. There also
may have been reasons to manage how the information was re-
leased. But, in fact, most of it did not require classification and
eventually was released.

So I think there are numerous examples of the attempt to cover
up embarrassing things that happened. But, of course, the reason
we have these open-government laws is to expose those things so
we can do better. That is why it is so important not to let that hap-
pen and why it is so important that this bill has provisions for
looking at the decisions to label and then taking steps when it is
improperly done.

Ms. McDERMOTT. I agree with that, certainly, with overclassifica-
tion. To the extent that we can tell, with the CUI markings, that
is a very high risk, because there has been no control on them.
There has been no control on who can create them. There has been
no mechanism for removing them. At least with classified informa-
tion, there are processes. So I think that is a very high risk, that
they are for hiding embarrassing or inconvenient facts. So I think
that is very important.

I would also like to note that, in terms of the FOIA—I know this
wasn’t your question—but if information is made proactively avail-
able by agencies that can be made available, it releases the need
for FOIA.

Ms. FREDRICKSON. At the risk of repeating something that Mere-
dith said earlier, I wouldn’t necessarily classify it as embarrassing
information, but the torture memos or the memos about interroga-
tion methods that were prepared by the Office of Legal Counsel,
you know, obviously, there, again, maybe sections of those that
could have remained classified of what we haven’t seen yet, but
really this is information we need to know. The reason that it was
classified was not because it was essentially a document that need-
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ed to be withheld from the public, but really because I think that
the legal analysis that was provided in those memos was so faulty.

Mr. CARNEY. From a DHS perspective, what do you see as the
key DHS barriers to compliance with the Public Access to Docu-
ments Act?

Ms. FucHs. I think the people I have dealt with at DHS seem
like they have a genuinely strong intent to try to get better control
over their information and to handle it properly. Although, I know
that other agencies actually have a lot of problems with how DHS
has handled information. So I think that, you know, DHS continues
to struggle with the same problems that it has had, which are that
it is a very large agency with lots of different missions and compo-
nents. The CUI framework is going to require them to get some or-
ganization. I think Chair Harman mentioned, you know, bring
order to the chaos, and I think that that is a big challenge at DHS
and will continue to be so.

However, by reducing the number of controllers so you can focus
on people who are going to put the labels on the information and
by training them and supervising them properly, I think it will
have a good impact.

Ms. McDERMOTT. I agree with Ms. Fuchs that there are good
people with good intent in the Department. But I was the one that
said that they are the poster child of nontransparency, and they
are. It is impossible to find information on their site. I have
bookmarked regulatory information, submitted comments and gone
back the next day, and they were gone, they were unfindable.

So I think it is going to be a serious challenge for the Depart-
ment to implement this in a transparent and open manner. I think
it is going to take continual oversight.

Again, I agree with Ms. Fuchs that there are good people with
good intent, but the tendency of the Department is not toward
transparency. Maybe with other agencies, but not with the public.

Ms. FREDRICKSON. Just quickly, I would just like to comment
that the legislation that we are discussing today is actually not just
an open-government bill but also a good-government bill, in the
sense that I think there are real efficiencies in reducing the num-
ber of designations that are allowed. I think the cost savings that
could result from Government actually being able to talk to other
elements and getting the influence or advice of outside stake-
holders is very critical to making it work better. So we support it
on that basis, as well.

Mr. CARNEY. Thank you.

No further questions, ma’am.

Ms. HARMAN. Thank you.

I would just note for the record, as we discuss documents that
supposedly explain the legal framework for Government programs,
that, as a member of the Intelligence Committee all those years,
we continually demanded to see those documents. They were never
shown to us, at least during the time that I served on that com-
mittee.

On this committee, we have had an ongoing request to DHS
about the legal underpinnings of the proposed National Applica-
tions Office, the NAO, which will task military satellites to do sur-
veillance activities over the United States. We think that may pose
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some problems under posse comitatus and some other issues. But,
at any rate, that conversation is ongoing. We are not satisfied that
we have seen a document explaining the legal underpinnings. That
document should be available to Congress, which has responsibility
for faithfully executing the laws, and the public should understand
what the legal basis for government programs is, in my view.

I now yield 5 minutes for questions to Mr. Dent of Pennsylvania.

Mr. DENT. Thank you, Madam Chair.

From your viewpoint, is there “sensitive but unclassified” infor-
mation out there that needs to be protected? Or do you believe that
all unclassified information should be releasable without restriction
by the Government, even if that information is sensitive? I would
just be curious to get your thoughts on that.

Ms. McDERMOTT. Oh, absolutely, there is controlled unclassified
information that does need to be protected for at least a certain
amount of time. I think the White House framework is intended to
do that. I think that this bill takes important steps toward building
in provisions to ensure that that is reviewed on a regular basis.
The framework also includes portion marking, so that where there
is a document, a portion of which needs to be kept safeguarded for
a particular amount of time, that portion can be separated out and
shared with those who need to have only that protected informa-
tion, but the rest of the information can be shared more generally
with the public.

So, absolutely, yes. But, as with classified information, most clas-
sified information also has a shelf life, except for sources and meth-
ods. There needs to be opportunities to review it and to remove the
controls.

Mr. DENT. Ms. Fuchs.

Ms. FucHs. I agree. I think that there is a need for some con-
trols. I mean, to take it away from the specific information we are
talking about, it is just like in any business, there is certain infor-
mation you don’t leave on your desk. Certainly CUI information,
whether it is privacy information or it is information about a law
enforcement investigation, it shouldn’t be left around for, you
know, the janitor to pick up. That is absolutely clear.

What I think we advocate for, though, is understanding what
really needs that protection and not spending time and money on
things that don’t need that protection. That is why I think the CUI
framework is necessary. But this bill fortunately would make sure
the CUI framework does not become so broad that it pulls in too
much information.

Mr. DENT. Thank you.

Ms. Fredrickson.

Ms. FREDRICKSON. I don’t have too much to add to that. I entirely
agree with the previous comments.

Just to say, I think it is important, as the Chair mentioned, that
we need to move from a need-to-know to a need-to-share system,
that the presumption has been too much on the side of nondisclo-
sure. So where there are categories that are clearly—there is a
heightened sensitivity, there needs to be a heightened sensitivity
that we need to disclose as much as possible.

Mr. DENT. My next question, then, really deals with—the legisla-
tion that we are discussing today, H.R. 6193, applies only to the



32

Homeland Security Department. Do you think that a CUI frame-
work should be established throughout the entire Federal Govern-
ment? If so, what do you think is the best way to establish such
a framework? What sorts of standards should be set in establishing
that kind of a framework? Anyone want to take a shot at that?

Ms. FREDRICKSON. Sure. I think we spoke to that a little bit ear-
lier. I think there is general agreement that it should be Govern-
ment-wide. This bill provides, I think, a very good framework for
expansion to other parts of the government.

Ms. McDERMOTT. Well, I think we are all agreed that the current
situation with what we previously called “sensitive but unclassi-
fied” information is untenable. It is untenable for the Government,
it is untenable for the public, it is untenable for other governments
who need to get information from the Government.

So a framework to deal with this is essential. The White House
memorandum has established, sort of, the bare bones of that. We
are pleased that the implementation has been put in the National
Archives, which has a commitment to openness and would very
much like to see most of the provisions of this bill adopted by
NARA as it goes out to the information-sharing environment and
then as other agencies adopt this framework.

Ms. FucHs. 1T would just agree with what my other copanelists
have said.

Mr. DENT. That is fine.

I yield back. Thank you.

Ms. HARMAN. Thank you, Mr. Dent.

Mr. Langevin is now recognized for 5 minutes for questions.

Mr. LANGEVIN. Thank you, Madam Chair.

I want to thank our witnesses for the testimony today.

I especially want to thank the Chair for holding this important
meeting, this hearing today.

The Chair and I both have an appreciation for and love of intel-
ligence work, and we can deeply appreciate views associated with
a need for classified information. But equally important, we share
an understanding that we need to get the information into the
hands of those who need it and, equally important, giving the infor-
mation to the public for their understanding of information as well.

Most of the questions that I had have really already been asked,
but I do have a question with respect to how we proceed from here.

As we move forward with the implementation of the CUI des-
ignation, what are the most important things that Congress should
be doing to ensure appropriate oversight? What do you see we need
to do, in terms of overcoming the likely challenges with the imple-
mentation of CUI?

Ms. FREDRICKSON. That is a very good question, I think. That
has obviously been a challenge for Congress for the past several
years, oversight with this Government, particularly with its incli-
nation toward secrecy, I think has really impeded a full and thor-
ough oversight process. But I think the engagement of this com-
mittee and your commitment on the issue I think is clearly a very,
very good step in the right direction.

Maintaining your attention on these issues, I think, will be re-
quired. I think, as Patrice had suggested, it will be a real task, I
think, to push DHS forward and to ensure that the language of the
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legislation is actually implemented in a way that is full and effec-
tive. So we are very eager to work with you. I also think it is also
very important that the legislation does include the role of civil lib-
erties and open-government organizations as well as the private
sector to help ensure that the process moves forward effectively. I
think, working together, perhaps we can really make that dif-
ference.

Ms. McDERMOTT. I agree with Ms. Fredrickson.

I would also note that some of the provisions in this bill will be
really important Government-wide. One of, I think, the most im-
portant ones for congressional oversight is the audits and the provi-
sion in the bill that also tracks the markings and uses by indi-
vidual employees.

I think both of those—that should include a report to Congress
also about specified individuals, but I think a reporting require-
ment to Congress and to the appropriate committees—yours for
DHS and others as this goes out further—are essential to both the
public trust in this and to Congress’s ability to engage in oversight.

Then I also think the two other provisions, the ability for the
public to ask for removal, because that gets us out in a more trans-
parent realm, and the ability of employees to challenge the mark-
ings, is critical. Again, protection for employees that do that, be-
cause it is very nice to say they have the ability, but we know from
experience that those challenges often lead to repercussions on the
employees.

Ms. FucHs. If I could just add a couple of other points. I think,
it is very important for Congress to keep in mind the impact of this
on the Freedom of Information Act and to not permit a memo-
randum that sets up the CUI framework to undermine the FOIA,
which is a congressionally enacted statute.

I also think that Congress should be keeping an eye on the devel-
opment of substantive definitions for CUI within each agency. This
committee looks at the Department of Homeland Security, but
every other committee should be looking at their own agencies that
they conduct oversight over and make sure that the CUI definition
does not become too expansive.

Finally, and this relates to what Ms. McDermott just said, I
think it is important for Congress to keep an eye on how this is
working, because, as I mentioned in my testimony, these trusted
pathways could be corrupted just like an agency could be cor-
rupted. In order for them to work, we need to make sure that those
who are sharing the information understand that they are expected
to use it properly and use those trusted pathways to help protect
the country.

Mr. LANGEVIN. I appreciate all those answers. I think this legis-
lation could be and should be a model Government-wide. I think
Mr. Dent raised the question, should we—this applies to the De-
partment of Homeland Security, but should it be Government-
wide? I clearly think it should.

You know, classifying information runs the gamut. I think we
have all been frustrated by this overclassification in a number of
areas. You know, it seems to run the gamut from doing it out of
an abundance of caution, to maybe protecting politically sensitive
or embarrassing information, to just pure laziness.
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We have all been frustrated, those of us who see classified infor-
mation, a lot of times you look at it and say, and we have asked
often, is there really a need to classify this? What is classified
about this information? I think it does come down sometimes to
just pure laziness. So we need someone that is going to actually
ask ?the question, why do we really need to classify this informa-
tion?

So I think this legislation moves us in the right direction so that
we can ensure that the public has access to information it needs,
that we get information that may be sensitive into the hands of
those who need to see it so we are ensuring proper information-
sharing, and that we are only classifying those things that really
do need to be classified.

So I commend the Chair for the legislation and for the hearing.
With that, I will yield back. Thank you.

Ms. HARMAN. Thank you, Mr. Langevin.

I have asked the Members to my right whether they have addi-
tional questions. They don’t.

Do you have any additional questions?

Well, okay. Then let me just make a couple of comments, and we
will adjourn, followed by the markup that has been announced, in
15 minutes after adjournment, of the four bills. My comments are
as follows.

First, thank you to our witnesses and to other outside groups
and administration experts for contributing to our work on this
piece of legislation. I think it is a much better piece of legislation
because we consulted widely and because we worked together. Mr.
Reichert and his staff were enormously helpful in improving the
legislation.

Second, we are building on a Bush administration framework. I
am saying this; it is true. Ambassador McNamara is the fellow who
came out with the CUI guidelines. He was tasked to do this. We
are trying to find a way to make DHS, the Department of Home-
land Security, the gold standard for implementing those guidelines
correctly. So here we have a committee of Congress building on
Bush administration guidelines. It will be a rare, I think final, ex-
ample of such a thing. But I think we are going to build something
important because of the way we worked on this.

Finally, one of you was talking about the need to involve the
public in advance—I think this is what you said, or this is certainly
what I wanted you to say because I agree with it—in advance in
understanding the terror threats we face. Let’s understand what
the motivation of terrorists is. They want to terrify us. Some of
them may also want to kill as many of us as possible. But that is
the point of their activity, is to terrify us.

I believe that an informed and prepared public is much less like-
ly to be terrified. How do we inform the public? Well, part of it is
sharing information with the public, having a presumption that un-
less there is a good reason not to share it, it must be shared. Sec-
ond, having public officials who, in a thoughtful and useful way,
brief the public on what the threats are and what to do to protect
themselves—not terrify them, not scare them; brief them, inform
them. An informed public, I think, is our best protection of democ-
racy. It is also our best protection against terrorism.
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So I want to say that, by doing this legislation and by enacting
the other bills on public access that we will enact, I believe we will
enact today on a unanimous basis, I think we are taking a giant
step toward one of the big missions of this committee, which is pro-
tecting the homeland.

I want to thank you all for your contribution to this.

I also want to say that if any Members have additional questions
for the witnesses, we will ask you to respond expeditiously in writ-
ing to those questions.

Hearing no further business, the subcommittee stands adjourned.

[Whereupon, at 11:12 a.m., the subcommittee was adjourned.]
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