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COMBATING NUCLEAR PROLIFERATION: THE
EFFECTIVENESS OF THE DEPARTMENT OF
ENERGY’S INITIATIVES FOR PROLIFERA-
TION PREVENTION (IPP) PROGRAM

WEDNESDAY, JANUARY 23, 2008

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 10:05 a.m., in room
2123 of the Rayburn House Office Building, Hon. Bart Stupak
(chairman) presiding.

Members present: Representatives Stupak, Green, Schakowsky,
%)nslee, Dingell (ex officio), Shimkus, Walden, Burgess, and Black-

urn.

Staff present: Richard Miller, John Arlington, Scott Schloegel,
John Sopko, Kyle Chapman, Dwight Cates, and Alan Slobodin.

Mr. STUPAK. This meeting will come to order.

Today we have a hearing entitled “Combating Nuclear Prolifera-
tion: The Effectiveness of the Department of Energy’s Initiatives
for Proliferation Prevention Program.” Before I begin I would like
to make two quick comments, if I may. First, I want to welcome
my good friend John Shimkus as the new ranking member of the
subcommittee. You inherit a very good staff on the subcommittee
and we have a distinguished history of working together in a bipar-
tisan manner and I know it will continue with you. I look forward
to continuing that relationship and working with you in your new
role as ranking member.

Second, I would like to take a moment to acknowledge the work
of Chairman Bennie Thompson of the Homeland Security Com-
mittee. The GAO report that is the focus of today’s hearing was
produced for the Homeland Security Committee, and we appreciate
the work on this important issue. I would also like to ask unani-
mous consent to enter into the record a statement from Chairman
Thompson regarding the GAO report and the IPP program. With-
out objection, the statement will be entered in the record.

[The prepared statement of Mr. Thompson follows:]
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PETER T. KING, NEW YORK

BENNIE G. THOMPSON, MISSISSIPPI
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@Committee on Homeland Security
Washington, BC 20515

The Honorable Bennie G. Thompson
Statement for the Record for:
House Committee on Energy and Commerce
Subcommittee on Oversight and Investigations
Combating Nuclear Proliferation.: The Effectiveness of the Department of Energy's
Initiatives for Proliferation Prevention Program

On Friday, January 11, GAO released the report: NUCLEAR NONPROLIFERATION
DOE’s Program to Assist Weapons Scientists in Russia and Other Countries Needs
to Be Reassessed.

The report was originally requested by my predecessor, then-Ranking Member of the
House Select Committee on Homeland Security, Jim Turner. As his successor, the report
was sent first to me by GAO. I thank GAO for a thorough report, and congratulate them,
as always, for their fine work and their service to Congress and the American people.

In the report, GAO found key problems with DOE’s Initiatives for Proliferation
Prevention (IPP) programs. The IPP program was designed to give former weapons
scientists employment in peaceful, non-weapons programs, thus lowering the temptation
for them to be recruited by our enemies to build weapons. GAO found, however, that
these programs are swaying off course and that of their survey of 6,450 scientists (out of
a total of 16,770) more than half of them did not have former weapons related
experience. These are not the people this program was designed to engage.

Upon reading this report, I asked my staff to forward the report to the Energy and
Commerce Committee, as the program is under the jurisdiction of that Committee and I
was sure that Chairman Dingell would be keenly interested in the findings of the report.

All experts agree that the gravest threat to our country, because of the drastic
consequences, is a nuclear weapon. The best way to stop this threat is to secure nuclear
material at its source: No nuclear weapon’s material, no nuclear weapon. Secondly,
terrorist organizations and rogue states are less likely to have the wherewithal to build a
nuclear weapon than more developed nations. That would lead them to recruit former
weapons scientists who are out of a job. That is why programs like IPP are important, but
also why they need to focus on scientists with weapons experience. Terrorists or rogue
states would have no need to recruit scientists with no weapon-related experience.

The risk to our country posed by “loose nuclear scientists” is nearly as great as that
caused by “loose nukes” themselves. Successfully dealing with terrorism requires us to
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look at the entire continuum of an attack, from intent and planning, to proliferation and
procurement of weapons, interdiction, and if those efforts fail, response and recovery.
Only through this layered approach - involving many different government agencies each
doing their part - will we be successful. Resources cannot be wasted and should be
reapportioned along this continuum as needed.

I applaud Chairmen Dingell and Stupak and Ranking Members Barton and Shimkus for
recognizing the seriousness of this issue and for conducting rigorous oversight in this
area, ] know we are all in agreement that programs such as this one, if executed
successfully, play an important role in increasing our Nation’s security. However, if the
program has run its course or moved in the wrong direction, Congress must make
adjustments. I have no doubt that the Members of this Committee will determine the
actions necessary to correct these problems and ensure that our limited resources are
directed to programs that are maximally effective in protecting this country.

%%..1\»—-
Bennie G. Thompson
Chairman
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OPENING STATEMENT OF HON. BART STUPAK, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF MICHIGAN

Mr. StuPAK. Each member will now be recognized for an opening
statement, and I will begin.

Protecting the United States from a nuclear attack is one of our
top priorities. Last year this subcommittee examined our ability to
detect radioactive material being smuggled across our borders. To-
day’s hearing will examine efforts to prevent proliferation of weap-
ons of mass destruction. Our subcommittee intends to hold addi-
tional hearings this year to explore whether our government is
doing enough to control, interdict and secure loose nukes and other
weapons of mass destruction throughout the world.

There have been several recent examples of nuclear material and
knowledge falling into the hands of dangerous individuals. In 2007,
enriched uranium was interdicted in eastern Slovakia and Hun-
gary. In 2006, stolen highly enriched uranium was seized in the
former Soviet republic of Georgia. Last year North Korea exploded
its first nuclear device in their continuing quest to develop nuclear
bombs. Where did North Korea obtain their nuclear expertise?
From the rogue metallurgists behind Pakistan’s nuclear weapons
program, Dr. A K. Khan. Dr. Khan not only sold nuclear technology
to North Korea but also to Libya, Iran and a fourth recipient whose
identify has not yet been disclosed. Unfortunately, even though the
United States provides Pakistan with more than $1 billion per year
in aid, the Administration has apparently been unable to interview
Dr. Khan to unlock all the secrets about his proliferation activities,
information that could prevent the spread of nuclear weapons to
other nations or terrorists.

At the end of the Cold War, it was estimated that the Soviets
employed 50,000 to 60,000 nuclear experts, 65,000 bioweapons pro-
fessionals and 6,000 chemical weapons experts. After the collapse
of the Soviet Union in 1991, many of its weapon scientists and en-
gineers suffered significant cuts in pay or lost their government-
supported work. In response to the national security threat that
unemployed or underemployed scientists would sell their knowl-
edge to terrorist groups or countries of concern, the United States
Department of Energy established the Initiative for Proliferation
Program, IPP, in 1994. The IPP was developed as a means to en-
gage in transit weapons of mass destruction scientists into peaceful
commercial activities. The State Department operates a parallel
program by helping former WMD institutes retain Soviet-era sci-
entists in new missions using two science centers, one in Russia
and one in the Ukraine. Nine years ago the Government Account-
ability Office (GAO) studied the effectiveness of the IPP program
and issued a report that was critical of the program. A February
1999 report found that 63 percent of the money was spent in the
United States, more than half the money going to DOE national
labs. Only 37 percent of IPP funding went to Russia’s scientific in-
stitutes. Overhead, taxes and fees further reduce the amounts actu-
ally received by Russian scientists.

In response, Congress modified the program capping the spend-
ing at the national laboratories to 35 percent and required the En-
ergy Secretary to review projects for commercial potential and ter-
minate those which “are not likely to achieve their intended com-
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mercial objective.” Today we will hear the results of a new 15-
month GAO follow-up audit. It appears it is even more critical than
their 1999 review. For example, GAO found that 54 percent of
those hired on IPP projects it audited did not claim experience with
weapons of mass destruction, the key goal of the IPP program.
GAO also found that despite the fact that the State Department
has graduated 17 institutes from their proliferation program be-
cause they determined that these institutes were self-sustaining,
the DOE has continued to front 35 projects in Russia and the
Ukraine at those 17 institutes. The GAO investigation questioned
whether the IPP program may actually be contributing to the pro-
liferation of weapons of mass destruction since its funds have been
used to recruit and retain new scientists who are too young to have
worked on Soviet-era weapons of mass destruction programs. At
the same time, GAO also noted that some of the former weapons
institutes being assisted by IPP are enjoying newfound prosperity.
One has a marble-lined foyer with an art collection thanks to a gift
from a former scientist. This begs the question of whether the insti-
tutes need U.S. funding to sustain employment for their scientists.

There are a number of additional questions that I look forward
to having answered today about the continued need for the Initia-
tives for Proliferation Prevention program, whether there is a sys-
tem in place to adequately evaluate the effectiveness of the IPP
programs, whether the Russians should assume funding responsi-
bility for the program and whether DOE can evaluate the prolifera-
tion threat risk associated with ending funding for IPP. The DOE
needs to evaluate whether the money spent through the IPP pro-
gram would be better spent in other parts of the world where local
economies are not doing as well as in Russia and there may be a
greater risk or temptation for scientists to sell their knowledge to
terrorists or countries of concern.

Let me make this point clear. Cooperative threat reduction pro-
grams run by the Department of State and the DOE are valuable.
The Initiatives for Proliferation Prevention program in particular
has given former Soviet scientists a reason not to sell their knowl-
edge to state or terrorist actors who want to develop a nuclear de-
vice. While the non-proliferation mission is important, it is impera-
tive that we as Members of Congress assess DOE’s past perform-
ance and future strategy to determine whether the projects funded
by the IPP program are continuing to provide the intended non-
proliferation benefits.

That concludes my statement.

Mr. STUPAK. I would like to now turn to my friend, Mr. Shimkus,
for his opening statement, please.

OPENING STATEMENT OF HON. JOHN SHIMKUS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF ILLINOIS

Mr. SHIMKUS. Thank you, Mr. Chairman. It is great to be with
you and your very great staff and I look forward to working with
you. I also want to recognize Chairman Thompson for asking for
this report. It has been very valuable and I think it helps lead our
discussions.

Today’s hearing will focus on a report by the GAO that has iden-
tified several serious problems with the DOE’s Initiatives for Pro-
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liferation Prevention, or IPP, program. GAO’s findings raise serious
doubts about the overall benefits of this non-proliferation program.
GAO will testify that DOE has overstated the accomplishments of
the Initiatives for Proliferation Prevention program and has failed
to develop any meaningful criteria or performance measures to ex-
plain whether the Initiatives for Proliferation Prevention program
is working.

We know DOE has funded thousands of Russian scientists but
DOE has failed to demonstrate that this effort has led to any
meaningful reduction in the non-proliferation threat posed by the
former Soviet weapons scientists and what we are addressing today
is the old trust but verify and let us see the results of the money
that we are spending.

Furthermore, GAO has informed us that DOE has even funded
scientists at Russian institutes who pose no proliferation threat or
risk and who have no technical background in weapons of mass de-
struction. More importantly, DOE has overlooked several critical
opportunities to reduce proliferation risk. For instance, the State
Department has provided us with a list of 18 critical high-risk Rus-
sian institutes where brain drain is a threat. The committee Minor-
ity staff compared the State Department’s high-priority list with a
list of Russian institutes DOE is currently funding. Only three of
the 18 highest priority Russian institutes identified by the State
Department are currently funded through DOE’s IPP program.
GAOQO’s report shows that DOE has not focused its resources on the
highest risk institutes in Russian. Only last year, 13 years since
the Initiatives for Proliferation Prevention program was created,
did DOE finally begin to develop a risk prioritization system for
targeting scientists at the Russian institutes. GAO will also testify
that there is poor coordination between DOE and similar non-pro-
liferation programs at the Department of State, Department of Ag-
riculture, and I guess there are also programs with the Department
of Defense and Health and Human Services. With such an appar-
ent duplication of effort and failure to coordinate, we should exam-
ine whether these programs could or should be consolidated. Con-
gress appropriated $30 million for the Initiatives for Proliferation
Prevention program in 2008 in the Omnibus Bill, and of course,
there is no specific line item but the original budget request was
around $21 to $22 million. There is an overall increase. We have
questions on how we are spending the money to begin with. The
question is, why increase portions of that?

Who is the Initiatives for Proliferation Prevention program in-
tended to benefit and why isn’t Russia participating? Does Russia
share the same concerns about the threat of terrorism and non-pro-
liferation concerns? If they do, then it is time for them to con-
tribute some money to help solve the non-proliferation threat.
Where is the United States’ return on investment? In coordination
with the Energy Information Administration Committee, Minority
staff has calculated that over just the past 3 years the United
States has imported 150 million barrels of oil from Russia at a
total of $8.68 billion and we have imported 49 billion barrels of fuel
oil at a total price of $2.35 billion. This $11 billion in wealth trans-
ferred from the United States to Russia is enormous and it is one
of the reasons Russia is running a budget surplus. Clearly Russia
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can afford to participate in the IPP program. In light of Russia’s
growing wealth, I think it is clear the Russian government could
step up to the plate and help address the proliferation threat posed
by its own scientists.

If we decide to continue the Initiatives for Proliferation Preven-
tion program into the future, DOE must first demonstrate that it
has corrected serious management problems identified by GAO. If
DOE demonstrates that the program is salvageable, the second
step would be to get a cost-share commitment from the Russian
government before we initiate any new Initiatives for Proliferation
Prevention program projects at Russian institutes.

Thank you, Mr. Chairman.

Mr. STUPAK. I thank the ranking member for his statement.

I next turn to the chairman of the full committee, Mr. Dingell,
for an opening statement. I am going to ask Ms. Schakowsky to
take the chair as I have to testify at another hearing, and I will
be back as soon as I get done. Mr. Dingell for an opening state-
ment, please, sir.

OPENING STATEMENT OF HON. JOHN D. DINGELL, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF MICHI-
GAN

Mr. DINGELL. Thank you, Mr. Chairman. I appreciate your cour-
tesy and I commend you for holding this hearing on nuclear pro-
liferation. This is a very important subject and it is an issue of
grave importance, given the continuing political instability in cen-
tral Asia.

I want to observe first of all that I watched this program as its
inception when I visited Russia and the Soviet Union at the time
of the collapse of the then-Soviet Union. At that time it was a good
program and it seemed to be focused and that it also seemed to
have purpose and a sense of administrative solidarity. It has been
regrettably virtually unreviewed and un-looked at by the Congress
for a number of years and it is time that it be looked at very care-
fully to see to it that it has carried out its original purpose and
whether in fact the program is doing what it should, given the way
the world works today.

The Initiatives for Proliferation Prevention program, IPP, had at
its inception a noble purpose. It must be noted that the central goal
of this program was to provide proper incentives to the scientists
who would be helped by it so that they would direct their expertise
in peaceful ventures in partnership with private U.S. companies
rather than to work for rogue states or terrorist groups, a matter
of great importance then and of great importance now. This is cer-
tainly an innovative and useful approach today as it was then, and
it was useful in preventing the spread of nuclear technologies then
and now.

Since that time, however, the landscape has changed dramati-
cally. Russia is now thriving. It is the largest oil producer in the
world. It is the second largest oil exporter after OPEC. Its economy
is booming. Unemployment is declining rapidly there. In short,
given Russia’s economic turnaround, it appears that the time has
come for the IPP program to show Congress how it works, how it
is justified, what it is doing and whether or not it has an exit strat-
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egy that would be useful in terms of our other policy questions and
its own concerns. Moreover, there is a serious question as to how
effective the program has been. The Government Accountability Of-
fice (GAO) notes that an audit sample found that more than half
of the scientists funded by the IPP program may not have had any
weapons-related experience. In addition, the Department of Ener-
gy’s assertions that the program has created thousands of long-
term private-sector jobs for former scientists cannot be objectively
verified. This underscores the basic question of whether the IPP
program is funding the right people and perhaps whether it can be
made to work at all. It is also curious to observe that it just might
be that this is a program which is funding competition for our own
industry using our taxpayers’ monies.

I must voice my own skepticism about the efficacy of the IPP pro-
gram. It is hard to imagine that today’s Russian leaders would
allow our Energy Department to employ their top weapons sci-
entists. Indeed, DOE’s senior officials informed the committee staff
that the Russians would never let us anywhere near anyone they
really care about. The deputy director of the IPP program con-
curred in that assessment.

Mr. Chairman, I begin by noting that the program was born, as
I have said, with a noble purpose and I have no doubt that those
who run this program do so with the best of intentions. There is,
however, often a thin line between the noble and the nave. Finally,
while today’s hearing is focused on nuclear proliferation, I note
that the IPP program and parallel Department of State programs
are not limited to scientists who worked only on nuclear weapons
but may also include scientists working with chemical and biologi-
cal weapons. The Subcommittee on Oversight and Investigation has
already initiated investigation into the proliferation of high-con-
tainment bioresearch laboratories with the first in a series of hear-
ings on that subject held in October and more to come in this year.
I would be interested to learn the extent to which DOE and the
State Department may be involved in the funding of former biowar-
fare scientists or the construction of bioresearch laboratories in de-
veloping countries.

Mr. Chairman, you are doing great work and I look forward to
exploring these issues further in this and in other hearings to
come. Thank you for your recognition.

Ms. SCHAKOWSKY [Presiding]. Thank you, Mr. Dingell.

The Chair now recognizes Mr. Walden for an opening statement.

Mr. WALDEN. Thank you, Madam Chairman. I waive my opening
statement given that we have got votes coming up within the hour,
and I look forward to hearing from our witnesses.

Ms. SCHAKOWSKY. Mr. Burgess—Dr. Burgess. Excuse me.

Mr. BURGESS. Again, in the interests of time, because we do have
votes coming up, I will submit my statement for the record and
wait on the witnesses, and yield back.

[The prepared statement of Mr. Burgess follows:]

STATEMENT OF HON. MICHAEL C. BURGESS, MD

Thank you Chairman Stupak. Before I begin my brief remarks I would like to ex-
tend a warm welcome to our new Ranking Member, John Shimkus. I believe that
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this is one of the most important subcommittees in Congress, and I look forward
to working with you on the many important issues that comes before the Oversight
and Investigation Subcommittee.

Throughout our nation’s rich history, we have faced many threats to our national
security, whether it was in the 1700’s from England, the 1800s from the Civil War,
the 1900’s from the Soviet Union, or in present day, from Al Qaeda. We have en-
dured times of war and proactively sought measures to prolong times of peace. How-
ever, as the times and enemies change, so must our strategy.

It is the duty of Congress, of this subcommittee, to reevaluate and reassess gov-
ernment programs, especially those programs of national security interest. What
works, what doesn’t? What is the best use of the taxpayer’s dollar? Today, we will
be discussing the Initiative for Proliferation Prevention Program. The program’s in-
tent, created in 1994, was to reduce the proliferation risk posed by weapon scientists
in the former Soviet Union. Was this intent fulfilled? Is this program still effective?
I welcome our witnesses from National Nuclear Security Administration, the State
Department, and the Government Accountability Office to address these vital ques-
tions; and therefore, help to better secure the safety of our nation.

Again, Mr. Chairman, I thank you for this important hearing, and I yield back
the balance of my time.

Ms. SCHAKOWSKY. Mr. Green?

Mr. GREEN. Madam Chair, I have a statement I would like to ask
be placed into the record and just note, this is the second time in
a decade that we have received a report critical of the IPP program
and I appreciate the Chair having this hearing today and the over-
sight, and I will yield back my time.

[The prepared statement of Mr. Green follows:]

STATEMENT OF HON. GENE GREEN

Mr. Chairman, thank you for holding today’s hearing on “Combating Nuclear Pro-
liferation: The Effectiveness of the Energy Department’s Initiatives for Proliferation
Prevention Program.”

Following the end of the Cold War, many believed the threat of attack from the
Soviet Union’s nuclear arsenal was over.

Little did we know then that these same nuclear weapons would pose as severe
a threat today as they did at the height of the Soviet Union’s power.

We no longer face brinkmanship with another world superpower, but 9/11 proved
just how dangerous weapons can be in the hands of those who despise our nation’s
way of life.

Terrorist organizations have declared war against the United States. In this bat-
tle, we must assume that no weapon is out of reach, too expensive, or too destructive
for our enemies to use against us.

Rouge nations, such as North Korea and Iran, have also shown that they will act
?’glainst the will of the international community to develop dangerous weapon capa-

ilities.

Our efforts to keep nuclear, biological and chemical weapons out of the hands of
terrorist organizations or rogue nations have broadened greatly since the passing of
the Nunn-Lugar Cooperative Threat Reduction Act in 1991.

Today Congress spends over $1 billion across three agencies - the Department of
Energy, Defense, and State - for our nonproliferation efforts.

One such DOE program, the Initiatives for Proliferation Program, or the IPP pro-
gram, was created to reduce the threat that scientists with expertise of weapons of
mass destruction might provide that expertise to states or terrorists to threaten the
U.S. or our allies.

It aims to achieve this by focusing on the twin goals of creating nonmilitary work
and long-term job creation for weapons scientists in Russia and other former Soviet
Union countries.

I hope today’s hearing will shed some light on whether or not these goals are
being achieved.

For the second time in a decade, the Government Accountability Office has issued
a critical report on the IPP program and has provided recommendations for im-
provement.
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Questions continue to loom regarding the program’s lack of clear performance
metrics and accurate reporting methods.

Congress has stepped in before to remedy deficiencies in the IPP program, and
should do so again if the program fails to achieve U.S. nonproliferation and national
security objectives.

I welcome our distinguished panel before us today, and I look forward to a lively
discussion.

I yield back the balance of my time.

Ms. ScHAKOWSKY. Ms. Blackburn?

Ms. BLACKBURN. Thank you, Madam Chairman. I will yield back
my time. I will place my statement in the record so that we can
move forward with our witnesses. I think we all have lots of ques-
tions.

Ms. SCHAKOWSKY. Let me just say a few words and I will put my
statement in the record.

Nearly 14 years have passed since the IPP program began and
I am just very proud that this committee under the leadership of
Chairman Stupak is looking into this, and this is exactly what the
Oversight Subcommittee ought to be doing, looking at programs of
all sorts, but I think maybe in particular those that are kind of ob-
scure and yet lots of taxpayer dollars are going their way to evalu-
ate those, so this is indeed a very important hearing.

My task at this point is to swear in our witnesses, so if they
would—the witnesses are Mr. Robert Robinson, Managing Director
of Natural Resources and the Environment of the GAO; Mr. Robin-
son is accompanied by Mr. Glen Levis, Assistant Director of Nat-
ural Resources and the Environment; Mr. Adam Scheinman, As-
sistant Deputy Administrator, Office of Nonproliferation and Inter-
national Security at the Department of Energy’s National Nuclear
Security Administration; and Mr. Richard Stratford, Principal Dep-
uty Assistant Secretary, Bureau of International Security and Non-
proliferation at the Department of State. I want to welcome the
panelists, and it is the policy of this subcommittee to take all testi-
mony under oath, so please be advised that witnesses have the
right under the rules of the House to be advised by counsel during
their testimony. Do any of you wish to be represented by counsel?
Then if you would, please rise and raise your right hand to take
the oath.

[Witnesses sworn.]

Ms. SCHAKOWSKY. Let the record reflect that the witnesses re-
plied in the affirmative, and you are now under oath.

Ms. SCHAKOWSKY. And now we will begin first with Mr. Robin-
son.[The prepared statement of Ms. Schakowsky follows:]

STATEMENT OF HON. JAN SCHAKOWSKY

Thank you Mr. Chairman for yielding and for holding this hearing on such an im-
portant issue.

At the time of the collapse of the Soviet Union, it is believed that the Soviets em-
ployed between 120,000 and 130,000 experts on nuclear and other weapons of mass
destruction. With the Kremlin disbanded there was real fear that these suddenly
unemployed scientists would sell their skills to the highest bidder. This fact pre-
sented a clear threat to the United States and the rest of the world. To prevent this
from happening, the Congress created several programs, including the Initiatives for
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Proliferation Prevention (IPP) intended to identify and procure employment for
these experts in civilian research.

Nearly 14 years have passed since the IPP program began and yet today marks
the very first time that Congress has conducted an oversight hearing on its effec-
tiveness. Like many of my colleagues, I think that it was prudent for our govern-
ment to have been active in ensuring that these brilliant minds did not end up
working for rogue nations like North Korea or Iran, or terrorist organizations. I also
believe that it was not the intention of Congress to create an endless source of fi-
nancing for this program, but rather to provide immediate assistance to help these
scientists find employment, after which the United States would gradually remove
itself from the process. Despite this, evidence presented today by the Government
Accountability Office suggests that in fact, the Department of Energy has “not de-
veloped an exit strategy for the IPP program.”

I look forward to hearing from our panelists today so that we may learn more
about the IPP program including whether it has been effective to date and lastly
Whﬁthel.‘ the program remains necessary in light of the rapidly improving economy
in Russia.

I am particularly interested in hearing Mr. Scheinman’s reactions to several find-
ings in the GAO report including the fact that 54 percent of the scientists paid
through the program claim to have no experience with weapons of mass destruction
and 60 percent of those audited had not been soviet era scientists.

These facts seem to indicate that the IPP program may no longer serve its in-
tended purpose and may need to be either reformed or phased out.

Again Mr. Chairman, I want to thank you for holding this hearing and I look for-
ward to hearing from each of our panelists and I yield back the balance of my time.

Ms. SCHAKOWSKY. And now we will begin first with Mr. Robin-
son.

STATEMENT OF RICHARD ROBINSON, MANAGING DIRECTOR,
NATURAL RESOURCES AND THE ENVIRONMENT, GOVERN-
MENT ACCOUNTABILITY OFFICE

Mr. ROBINSON. Thank you very much. We are happy to be here
today. I would want to put into the record that I am pinch-hitting
today for Gene Aloise, who was responsible for and conducted this
work under his leadership. He is unfortunately undergoing medical
treatment and is not able to be here today.

There are many details that emerge from our analysis of this
program, Mr. Chairman, and I want to use my 5 minutes to lay out
a few commonsense observations about the program that led us to
our conclusion that the program needs to be fundamentally reas-
sessed. I am focusing my remarks here because while DOE largely
agreed with our recommendations, it disagreed with us on this
issue. At the outset I want to say and mirror the comments that
many of you have made that there is no doubt that the program
has served a very useful purpose in helping us get through a dan-
gerous period of high proliferation risk coinciding with the dissolu-
tion of the former Soviet Union. The program helped former Soviet-
era weapons scientists through a period when they had either lost
their jobs or suffered significant cuts in pay that could have led
them to sell their knowledge to other countries or terrorist groups
trying to develop weapons of mass destruction. Now, however, 14
years and $300 million later, the circumstances that led to the pro-
gram’s creation have dramatically changed, most notably, greatly
improved economic conditions, particularly in Russia where 80 per-
cent of the program’s projects have been directed. With $100 barrel
oil feeding the thriving Russian economy, the threat that former
weapons scientists will need to sell their knowledge outside their
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country appears to be significantly lessened. These economic condi-
tions also raise questions about whether the Russian government
could take on greater responsibility in this area. There are prob-
ably pockets of vulnerably at certain weapons institutes but these
could be identified during the reassessment we called for. Our dis-
cussions at numerous institutes across Russia and Ukraine and
with a senior Russian atomic energy agency official confirm the
view that the program may no longer be relevant to today’s reali-
ties. Many officials told us, in fact, that their bigger fear is that the
scientists will emigrate to the United States and Western Europe
and not to countries of proliferation concern.

Our analysis of the program’s operations provide further support,
we believe, for the need for fundamental program reassessment.
Over half of the scientists being funded at the 97 projects we re-
viewed did not claim any weapon-related experience in the docu-
mentation we reviewed. Instead of being used to support former So-
viet-era weapons scientists, the authorized design of the program,
funding is now being used to attract, recruit and retain younger
scientists that were too young to have had this experience. In this
way, we may actually be helping sustain the continued operation
of institute activities or, at a minimum, help the institutes develop
technical capabilities that we ultimately may have to compete
against. Ultimately, and importantly, DOE has not updated its
metrics to judge the extent to which the program is actually reduc-
ing proliferation risk, and this is where we want to make sure the
energy is concentrated here today, or adjust priorities so that funds
can be targeted to the areas of highest need.

Just as troubling, there appears to be no exit strategy for the
program. Unlike the Department of State, which has developed cri-
teria specific in nature to graduate certain institutes from the pro-
gram, DOE has developed no comparable strategies. As a result,
DOE continues to support multiple projects that State ceased fund-
ing because it concluded that they no longer used U.S. assistance.
Likewise, DOE is now expanding the program to other countries
and purposes. It is now providing assistance to scientists in Iraq
and Libya. The program is also developing projects to support an-
other DOE program, GNEP, aimed at expanding the use of nuclear
power in the United States and around the world. These efforts
could very well have a useful national security purpose but it is not
consistent with the original intent of the program and has occurred
without a clear mandate from Congress.

To address these and other concerns, our report presented 11 rec-
ommendations, 8 of which DOE concurred with. In particular, they
agreed with our program management recommendations dealing
with developing better processes for verifying WMD backgrounds of
participating scientists, seeking congressional authorization to ex-
pand the program outside the former Soviet Union and working
with the State Department to better coordinate its similar pro-
grams.

As 1 said earlier, DOE disagreed with our recommendation to
fundamentally reassess the program but based on the evidence pre-
sented in our report and summarized here today, I believe this rec-
ommendation is sound and, at a minimum, should include a thor-
ough analysis of risk, a focused prioritization of program resources
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on the highest risks, and a clear exit strategy that includes specific
criteria for graduating countries, institutes and scientists from the
program.

As the Comptroller General has said on many occasions, the Fed-
eral Government is on an unsustainable fiscal path, making it im-
perative that all Federal programs be efficiently focused on the
highest priorities. There is no reason that this standard should not
be applied to the IPP program.

Thank you, and I look forward to the discussion that follows.

[The prepared statement of Mr. Robinson follows:]
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DOE Needs to Reassess Its Program to Assist
Weapons Scientists in Russia and Other Countries

What GAO Found

DOE has overstated accomplishments on the number of scientists receiving
DOE support and the number of long-term, private sector jobs created. First,
although DOE claims to have engaged over 16,770 scientists in Russia and
other countries, this total includes both scientists with and without weapons-
related experience. GAO'’s analysis of 97 IPP projects involving about 6,450
scientists showed that more than half did not claim to possess any weapons-
related experience. Furthermore, officials from 10 Russian and Ukrainian
weapons institutes told GAO that the IPP program heips them attract, recruit,
and retain younger scientists and contributes to the continued operation of
their facilities. This is contrary to the original intent of the program, which
was to reduce the proliferation risk posed by Soviet-era weapons scientists.
Second, although DOE asserts that the IPP program helped create 2,790 long-
term, private sector jobs for former weapons scientists, the credibility of this
number is uncertain because DOE relies on “good-faith” reporting from U.S.
industry partners and foreign institutes and does not independently verify the
number of jobs reported to have been created.

DOE has not developed an exit strategy for the IPP program. Officials from
the Russian government, Russian and Ukrainian institutes, and U.S.
companies raised questions about the continuing need for the program.
Importantly, a senior Russian Atomic Energy Agency official told GAO that
the IPP program is no longer relevant because Russia’s economy is strong and
its scientists no longer pose a proliferation risk. DOE has not developed
criteria to determine when scientists, institutes, or countries should
“graduate” from the program. In contrast, the Department of State, which
supports a similar program to assist Soviet-era weapons scientists, has
assessed participating institutes and developed a strategy to graduate certain
institutes from its program. Even so, we found that DOE is currently
supporting 35 IPP projects at 17 Russian and Ukrainian institutes where State
no longer funds projects because it considers them to have graduated from its
program. In addition, DOE has recently expanded the program to new areas.
Specifically, DOE began providing assistance to scientists in Iraq and Libya
and, through the IPP program, is working to develop projects that support a
DOE-led international effort to expand the use of civilian nuclear power.

In every fiscal year since 1998, DOE carried over unspent funds in excess of
the amount that the Congress provided for the program. Two main factors
have contributed to this recurring problem—lJengthy review and approval
processes for paying former Soviet weapons scientists and delays in
implementing some IPP projects.

In its recent report, GAO recommended, among other things, that DOE
conduct a fundamental reassessment of the IPP program, including the
development of a prioritization plan and exit strategy. DOE generally
concurred with GAO's findings, but does not believe that the IPP program
needs to be reassessed.

United States Oftice
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Mr. Chairman and Members of the Subcommittee:

1 am pleased to be here today to discuss the Department of Energy’s
(DOE) Initiatives for Proliferation Prevention (IPP) program, which seeks
to engage former Soviet weapons scientists in nonmilitary work in the
short term and create private sector jobs for these scientists in the long
term, Specifically, my remarks are based on the report we issued in
December 2007--Nuclear Nonproliferation: DOE’s Program to Assist
Weapons Scientists in Russia and Other Countries Needs to Be
Reassessed.' This report is our second review of the IPP program. In 1899,
we found significant problems with DOE’s management of the IPP
program and, as a result, we made several recommendations that DOE has
implemented to improve the program.?

After the Soviet Union’s collapse in 1991, many scientists and engineers
with weapons of mass destruction (WMD) knowledge and expertise
suffered significant cuts in pay or lost their government-supported work.
To address concerns that these scientists would sell their expertise to
terrorists or countries of concern, DOE began its IPP program in 1994.
Through October 1, 2007, there were 929 draft, active, inactive, and
completed IPP projects involving personnel at about 200 nuclear,
chemical, and biological institutes in Russia and other countries. As of
April 2007, DOE reported it had supplemented the salaries of over 16,770
scientists, engineers, and technicians and created 2,790 long-term, private
sector jobs in Russia and other countries through the IPP program.

My testimony today will discuss (1) DOE's reported accomplishments for
the IPP program, (2) DOE’s exit strategy for the IPP program, and (3) the
extent to which the IPP program has experienced annual carryover
balances of unspent funds and the reasons for such carryovers. In
conducting our review, we examined 207 of the 929 IPP projects. We

':AO-08-180 (Washington, D.C.: Dec. 12, 2007).

*See GAQ, Nuclear Nanpmllferalwn Concerns with DOE’s Efforts to Reduce the Risks
Posed by Russia’s U7 Scientists, GAO/RCED-09-54 (Washington, D.C.;
Feb. 19, 1999). As a result of our 1‘999 review, DOE modified the PP program by
implementing requirements to (1) better categorize the weapons backgrounds of scientists
participating in IPP projects; (2) review projects for potential dual-use technology; (3) limit
funding for DOE national laboratories to no more than 35 percent for each IPP project; (4)
eliminate basic research projects; (5) establish direct, tax-free payments to participating
former Soviet scientists; and (6) institute audits conducted by the Defense Contract Audit
Agency as a way of verifying proper transfer of IPP program funds and equipment.

Page 1 GAO-08-434T
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selected this sample of projects on the basis of a variety of factors, such as
geographic distribution, representation of all participating U.S. national
laboratories, and project costs. We interviewed key DOE and national
laboratory officials and analyzed documentation, such as program
guidance, project proposals, and financial information. We also
interviewed officials from 15 Russian and 7 Ukrainian institutes and 14
U.8. companies that participate in the program. In addition, we analyzed
program cost and budgetary information, interviewed knowledgeabie
officials on the reliability of these data, and determined that they were
sufficiently reliable for the purposes of our review. We conducted this
perforrnance audit from October 2006 through December 2007 in
accordance with generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.

In Summary

DOE has overstated the number of WMD scientists receiving DOE support
and the number of long-term, private sector jobs created. First, according
to our analysis of 97 IPP projects involving about 6,450 scientists for
whom we had complete payment information, inore than half of the
scientists paid by the program never claimed to have WMD experience.
Furthermore, according to officials at 10 nuclear and biological institutes
in Russia and Ukraine, IPP program funds help them attract, recruit, and
retain younger scientists and contribute to the continued operation of
their facilities. This is contrary to the original intent of the program, which
was to reduce the proliferation risk posed by Soviet-era weapons
scientists. For exarmple, about 972 of the scientists paid for work on these
97 projects were born in 1970 or later, making them too young to have
contributed to Soviet-era WMD efforts. Second, although DOE asserts that
through April 2007, the IPP program had helped create 2,790 long-term,
private sector jobs in Russia and other countries, we were unable to
substantiate the existence of many of these jobs in our review of the
projects DOE considers to be commercial successes. DOE relies on “good-
faith” reporting and does not independently verify employment data it
receives. Finally, DOE officials stated that the IPP program metrics are not
sufficient to judge the program’s progress in reducing proliferation risks.
However, DOE has not updated its metrics or set priorities for the
program on the basis of a country-by-country and institute-by-institute
evaluation of proliferation risks.

Page 2 GAQ-08-434T
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DOE has not developed an exit strategy for the IPP program. Officials
from the Russian government, Russian and Ukrainian institutes, and U.S.
companies raised questions about the continuing need for the program.
Importantly, a senior Russian Atomic Energy Agency official told us that
the IPP program is no longer relevant because Russia’s economy is strong
and its scientists no longer pose a proliferation risk. However, DOE has
not developed criteria to determine when scientists, institutes, or
countries should “graduate” from the IPP prograr. In contrast, the
Department of State, which supports a similar program to assist weapons
scientists in Russia and other countries, has assessed participating
institutes and developed a strategy—using a range of factors, such as an
institute’s ability to pay salaries regularly and to attract funding from other
sources——to graduate certain institutes from its program. Even so, we
found that DOE is currently supporting 35 IPP projects at 17 Russian and
Ukrainian institutes where State no longer funds projects because it
considers them to have graduated from its program and, therefore, no
longer in need of U.S. assistance. Furthermore, DOE has recently
expanded the program to inciude new countries and areas. According to a
senior DOE official, this expansion was undertaken as a way to maintain
the IPP program’s relevance as a nonproliferation program. Specifically,
DOE recently began providing assistance to scientists in Iraq and Libya
and, through the IPP program, is working to develop projects that support
the Global Nuclear Energy Partnership (GNEP)--a DOE-led international
effort to expand the use of civilian nuclear power. DOE expanded the
program’s efforts without a clear mandate from the Congress and
suspended parts of its IPP program guidance for projects in these new
areas.

Regarding its management of IPP program funding, DOE has carried over
unspent funds in excess of the amount that the Congress provided for the
IPP program in every fiscal year since 1998. Two main factors have
contributed to this recurring problem: (1) lengthy and muitilayered review
and approval processes by DOE and its contractors for paying former
Soviet weapons scientists for IPP-related work and (2) long delays in
implementing some IPP projects. DOE officials told us they are attempting
to improve the program’s financial oversight by developing a new program
management system.

We recommended, among other things, that DOE comprehensively
reassess the 1PP program to help the Congress determine whether to
continue to fund it. We believe this reassessment should include, at a
minimum, a thorough analysis of the proliferation risk posed by weapons
scientists in Russia and other countries, a well-defined prioritization

Page 3 GAOQ-08-434T
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strategy to effectively target the scientists and institutes of highest
proliferation concern, more accurate reporting of program
accomplishments, and a clear exit strategy for the program. DOE generally
agreed with our recommendations to improve the overall management of
the IPP program, noting that a number of changes were already under
way, but DOE did not agree that it needs to reassess the IPP program. We
continue to believe that the nature, scope, and volume of problems we
identified during the course of our review necessitates a reassessment of
the IPP program to ensure that limited program funds are directed to the
scientists and institutes of highest proliferation risk.

Background

IPP project proposals are prepared and submitted to DOE by officials from
the participating national laboratories.” Each national laboratory provides
technical and financial oversight for a set of projects. An Inter-Laboratory
Board (ILAB) serves as the primary coordinating body for the national
laboratories involved in the program. Partnerships are formed by the
national laboratories between U.S. companies—known as industry
partners—and institutes in Russia and other countries. IPP project
proposals are reviewed by DOE’s national laboratories, the IPP program
office, and other agencies before they are approved for funding. Because
the national laboratory prepares the proposal, the laboratory project
manager is responsible for inctuding, among other things, a list of intended
participants and for designating the WMD experience for each participant.
The proposed participants are assigned to one of the following categories:
Category I—direct experience in WMD research, development, design,
production, or testing; Category II-—indirect WMD experience in the
underlying technologies of potential use in WMD,; or Category III—no
WMD-relevant experience. After the project passes an initial review within
the national laboratory, it is analyzed by the ILAB and its technical
committees, which then forward the proposal to DOE for review. DOE, in
turn, consults with State and other agencies on policy, nonproliferation,
and coordination considerations. DOE’s IPP program office is responsible
for making final decisions on all projects.

DOE requires that at least 65 percent of each IPP project’s funding be used
as payments to individuals actually working on the project or to the

The 12 national laboratories that participate in the IPP program are the Argonne,
Brookhaven, Idaho, Lawrence Berkeley, Lawrence Livermore, Los Alamos, Qak Ridge,
National Renewabie Energy, Pacific Northwest, Sandia, and Savannah River National
Laboratories and the Kansas City Plant.

Page 4 GAO0-08-434T
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participating institutes in payment for project-related supplies, equipment,
and overhead. Because the IPP program is not administered through a
government-to-government agreement, DOE distributes IPP funding
through three tax-exempt entities to avoid paying foreign taxes. These
organizations transfer funds directly to the personal bank accounts of IPP
project participants. To receive payment, project participants must submit
paperwork to these organizations indicating, among other things, whether
they possess WMD experience.

DOE Has Overstated
the IPP Program’s
Progress and
Achievements

DOE has not accurately portrayed the IPP program’s progress in the
number of WMD scientists receiving DOE support and the number of long-
term, private sector jobs created. Many of the scientists in Russia and
other countries that DOE has paid through its IPP program did not claim
to have WMD experience. Furthermore, DOE'’s process for substantiating
the weapons backgrounds of IPP projeet participants has several
weaknesses. In addition, DOE has overstated the rate at which weapons
scientists have been employed in long-term, private sector jobs because it
does not independently verify the data it receives on the number of jobs
created, relies on estimates of job creation, and includes in its count a
large number of part-time jobs that were created. Finally, DOE has not
revised the IPP program’s performance metrics, which are based on a 1991
assessment of the threat posed by former Soviet weapons scientists.

Many Scientists in Russia
and Other Countries Who
Did Not Claim Direct
Experience with WMD
Have Received Funds from
DOE

A major goal of the IPP program is to engage former Soviet weapons
scientists, engineers, and technicians, and DOE claims to have
supplemented the incomes of over 16,770 of these individuals since the
program’s inception. However, this number is misleading because this
figure includes both personnel with WMD experience and those without
any WMD experience, according to DOE officials. We reviewed the
payment records of 97 IPP projects, for which information was available
and complete, and found that 54 percent, or 3,472, of the 6,453 participants
in these projects did not claim to possess any WMD experience in the
declarations they made concerning their backgrounds. We also found that
DOE is not complying with a requirement of its own guidance for the IPP
program—that is, each IPP project must have a minimum of 60 percent of
the project’s participants possessing WMD-relevant experience prior to
1991 (i.e., Soviet-era WMD experience). We found that 60 percent, or 58, of
the 97 projects for which we had complete payment information did not
meet this requirement.

Page & GAO-08-434T
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Finally, many IPP project participants that DOE supports are too young to
have contributed to the Soviet Union’s WMD programs. Officials at 10 of
the 22 Russian and Ukrainian institutes we interviewed said that IPP
program funds have allowed their institutes to recruit, hire, and retain
younger scientists. We found that 15 percent, or 972, of the 6,453
participants in the payment records of the 97 projects we reviewed were
born in 1970 or later and, therefore, were unlikely to have contributed to
Soviet-era WMD efforts. While DOE guidance for the IPP program does not
prohibit participation of younger scientists in IPP projects, DOE has not
clearly stated the proliferation risk posed by younger scientists and the
extent to which they should be a focus of the IPP program.

DOE’s Process for
Assessing JPP Project
Participants’ WMD
Credentials Has
Weaknesses

In 1999, we recommended that, to the extent possible, DOE should obtain
more accurate data on the number and background of scientists
participating in IPP program projects.! DOE told us that it has made
improvements in this area, including developing a classification system for
WMD experts, hiring a full-time employee responsible for reviewing the
WMD experience and backgrounds of IPP project participants, and
conducting annual project reviews. However, DOE relies heavily on the
statements of WMD experience that IPP project participants declare when
they submit paperwork to receive payment for work on IPP projects. We
found that DOE lacks an adequate and well-documented process for
evaluating, verifying, and monitoring the number and WMD experience
level of individuals participating in IPP projects.

According to DOE officials, IPP projects are scrutinized carefully and
subjected to at least 8, and in some cases 10, stages of review to assess the
WMD experience of the project participants. However, we found
limitations in DOE's process. Specifically:

DOE has limited information to verify the WMD experience of personnel
proposed for IPP projects because government officials in Russia and
other countries are reluctant to provide information about their countries’

. scientists. For example, three national Iaboratory officials stated that it is

illegal under Russian law to ask project participants about their
backgrounds, and that instead they make judgments regarding the WMD
experience of the project participants on the basis of their personal

AGAORCED-99-54.
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knowledge and anecdotal information.

Some IPP project proposals may advance from the national laboratories to
DOE with insufficient vetting or understanding of all personnel who are to
be engaged on the project. Senior representatives at five national
laboratories told us that they and their project managers do not have
sufficient time or the means to verify the credentials of the proposed
project participants.

DOE does not have a well-documented process for verifying the WMD
experience of IPP project participants, and, as a result, it is unclear
whether DOE has a reliable sense of the proliferation risk these
individuals pose. DOE’s review of the WMD credentials of proposed
project participants relies heavily on the determinations of the IPP
program office. We examined the proposal review files that the program
maintains, and we were unable to find adequate documentation to
substantiate the depth or effectiveness of the program office’s review of
the WMD experience of proposed IPP project participants.

Because it can be a matter of months or longer between development of
an IPP project proposal and project implementation, the list of personnel
who are actually paid on a project can differ substantially from the
proposed list of scientists. For several IPP projects we reviewed, we did
not find documentation in DOE’s project files indicating that the
department was notified of the change of staff or had assessed the WMD
backgrounds of the new project participants. For example, one IPP
project—to discover new bioactive compounds in Russia and explore their
commercial application—originally proposed 27 personnel and was
funded at $1 million, However, 152 personnel were eventually paid under
this project, and we did not find an updated list of the project personnel or
any indication of a subsequent review by DOE in the IPP project files.

The limited information DOE obtains about 1PP project participants and
the limitations in DOE’s review of the backgrounds of these individuals
ieave the IPP program vulnerable to potential misallocation of funds. We
found several instances that call into question DOE's ability to adequately
evaluate IPP project participants’ backgrounds before the projects are
approved and funded. For example, a National Renewable Energy
Laboratory official told us he was confident that a Russian institute
involved in a $250,000 IPP project to monitor microorganisms under
environmental stress was supporting Soviet-era biological weapons
scientists. However, during our visit to the institute in July 2007, the
Russian project leader told us that neither he nor his institute was ever
involved in biological weapons research. As a result of this meeting, DOE
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canceled this project on July 31, 2007, DOE’s cancellation letter stated that
the information provided during our visit led to this action.

DOE Has Overstated the
Number of Jobs Created
By the IPP Program

Although a senior DOE official described commercialization as the
“flagship” of the IPP program, we found that the program’s
commercialization achievements have been overstated and are misleading.
In its most recent annual report for the IPP program, DOE indicated that
50 projects had evolved to support 32 commercially successful activities.
DOE reported that these 32 commercial successes had helped create or
support 2,790 new private sector jobs for former weapon scientists in
Russia and other countries.” In reviewing these projects, we identified
several factors that raise concerns over the validity of the IPP program’s
reported commercial success and the numbers of scientists employed in
private sector jobs. For exarnple:

The annual survey instrument that the U.S, Industry Coalition distributes
to collect information on job creation and other commercial successes of
IPP projects relies on “good-faith” responses from U.S. industry partners
and foreign institutes, which are not audited by DOE or the U.S, Industry
Coalition. In 9 of the 32 cases, we found that DOE based its job creation
claims on estimates or other assumptions. For example, an official from a
large U.S. company told us that the number of jobs it reported to have
helped create was his own rough estimate.

We could not substantiate many of the jobs reported to have been created
in our interviews with the U.S. companies and officials at the Russian and
Ukrainian institutes where these commercial activities were reportedly
developed. For example, officials from a U.S. company we interviewed
claimed that 250 jobs at two institutes in Russia had been created, on the
basis of two separate IPP projects. However, during our visit to the
Scientific Research Institute of Measuring Systems in Russia to discuss
one of these projects, we were told that the project is still under way,
manufacturing of the product has not started, and none of the scientists
have been reemployed in commercial production of the technology.

*We found that DOE made a mathematical error in totaling the number of new jobs created
and in migrating data from the U.S, Industry Coalition survey to the Fiscal Year 2005 [PP
Program Annual Report. As a result, the actual total of new jobs that DOE shonld have
reported is 2,780.
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DOE Has Not Revised the
IPP Program’s
Performance Metrics

The IPP program’s long-term performance targets do not accurately reflect
the size and nature of the threat the program is intended to address
because DOE is basing the program’s performance measures on outdated
information. DOE has established two long-term performance targets for
the IPP program—to engage 17,000 weapons scientists annually by 2015 in
cither IPP grants or in private sector jobs resulting from IPP projects, and
to create private sector jobs for 11,000 weapons scientists by 2019,
However, DOE bases these targets on a 16-year-old, 1991 National
Academy of Sciences (NAS) assessment that had estimated approximately
60,000 at-risk WMD experts in Russia and other countries in the former
Soviet Union. DOE officials acknowledged that the 1991 NAS study does
not provide an accurate assessment of the current threat posed by WMD
scientists in Russia and other countries. However, DOE has not formally
updated its performance metrics for the IPP program and, in its fiscal year
2008 budget justification, continued to base its long-term program targets
on the 1991 NAS estimate.

Moreover, DOE’s current IPP program metrics do not provide sufficient
information to the Congress on the prograrm’s progress in reducing the
threat posed by former Soviet WMD scientists. The total number of
scientists supported by IPP grants or employed in private sector jobs
conveys a level of program accomplishment, but these broad measures do
not describe progress in redirecting WMD expertise within specific
countries or at institutes of highest proliferation concern. DOE has
recognized this weakness in the IPP program metrics and recently initiated
the program’s first systematic analysis to understand the proliferation risk
at individual institutes in the former Soviet Union. DOE officials briefed us
on their efforts in September 2007, but told us that the analysis is still
under way, and that it would not be completed until 2008. As a result, we
were unable to evaluate the results of DOE’s assessment.

DOE Has Not
Developed an Exit
Strategy for the IPP
Program but Instead
Has Expanded Efforts
to New Areas

DOE has yet to develop criteria for phasing-out the IPP program in Russia
and other countries of the former Soviet Union. Russian government
officials, representatives of Russian and Ukrainian institutes, and
individuals at U.S. companies raised questions about the continuing need
for the IPP program, particularly in Russia, whose economy has improved
in recent years. Meanwhile, DOE is departing from the program'’s
traditional focus on Russia and other former Soviet states to engage
scientists in new countries, such as Iraq and Libya, and to fund projects
that support GNEP.

Page 9 GAO-08-434T
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Russian Government
Officials, Russian and
Ukrainian Scientists, and
U.S. Industry
Representatives
Questioned the Continuing
Need for the IPP Program

Officials from the Russian government, representatives of Russian and
Ukrainian institutes, and individuals at U.S. companies raised questions
about the continuing need for the IPP program. Specifically:

A senior Russian Atomic Energy Agency official told us in July 2007 that
the TPP program is no longer relevant because Russia’s economy is strong
and its scientists no longer pose a proliferation risk.

Officials from 10 of the 22 Russian and Ukrainian institutes we interviewed
told us that they do not see scientists at their institutes as a proliferation
risk. Russian and Ukrainian officials at 14 of the 22 institutes we visited
told us that salaries are regularly being paid, funding from the government
and other sources has increased, and there is little danger of scientists
migrating to countries of concern.

Representatives of 5 of the 14 U.S. companies we interviewed told us that,
due to Russia’s increased economic prosperity, the IPP prograr is no
longer relevant as a nonproliferation program in that country.

In economic terms, Russia has advanced significantly since the IPP
program was created in 1994. Some of the measures of Russia’s economic
strength include massive gold and currency reserves, a dramatic decrease
in the amount of foreign debt, and rapid growth in gross domestic product.
In addition, the president of Russia recently pledged to invest substantial
resources in key industry sectors, including nuclear energy,
nanotechnology, and aerospace technologies. Many Russian institutes
involved in the IPP program could benefit from these initiatives,
undercutting the need for future DOE support.

In another sign of economic improvement, many of the institutes we
visited in Russia and Ukraine appeared to be in better physical condition
and mnore financially stable, especially when compared with their
condition during our previous review of the IPP program, In particular, at
one institute in Russia—where during our 1998 visit we observed a
deteriorated infrastructure and facilities—we toured a newly refurbished
building that featured state-of-the-art equipment. Russian officials told us
that the overall financial condition of the institute has improved markedly
because of increased funding froin the government as well as funds fromn
DOE. In addition, one institute we visited in Ukraine had recently
undergone a $500,000 renovation, complete with a marble foyer and a
collection of fine art.
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DOE Has Not Developed
Criteria to Phase Out the
IPP Program

DOE has not developed an exit strategy for the IPP program, and it is
unclear when the department expects the program to have completed its
mission. DOE officials told us in September 2007 that they do not believe
that the program needs an exit strategy. However, they acknowledged that
the program’s long-term goal of employing 17,000 WMD scientists in
Russia and other countries does not represent an exit strategy.

. DOE has not developed criteria to determine when scientists, institutes, or

countries should be “graduated” from the IPP program, and DOE officials
believe that there is a continued need to engage Russian scientists. In
contrast, State has assessed institutes and developed a strategy—using a
range of factors, such as the institute’s ability to pay salaries regularly and
to attract external funding-—to graduate certain institutes from its Science
Centers program. We found that DOE is currently supporting 35 IPP
projects at 17 Russian and Ukrainian institutes that State considers to
already be graduated from its Science Center program and, therefore, no
longer in need of U.S. assistance.

DOE Has Expanded
Efforts to Iraq and Libya
and Is Working to Support
GNEP

DOE recently expanded its scientist assistance efforts on two fronts: DOE
began providing assistance to scientists in Iraq and Libya, and, through the
IPP program, is working to develop IPP projects that support GNEP.
These new directions represent a significant departure from the IPP
program’s traditional focus on the former Soviet Union. According to a
senjor DOE official, the expansion of the program's scope was undertaken
as a way to maintain its relevance as a nonproliferation program.

DOE has expanded the IPP program’s efforts into these new areas without
a clear mandate from the Congress and has suspended parts of its [PP
program guidance for implementing projects in these new areas.
Specifically:

Although DOE briefed the Congress on its plans, DOE officials told us that
they began efforts in Iraq and Libya without explicit congressional
authorization to expand the program outside of the former Soviet Union.
In contrast, other U.S. nonproliferation programs, such as the Department
of Defense’s Cooperative Threat Reduction program, sought and received
explicit congressional authorization before expanding their activities
outside of the former Soviet Union.
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In Libya, DOE is deviating from IPP program guidance and its standard
practice of limiting the amount of IPP program funds spent at DOE’s
national laboratories for project oversight to not more than 35 percent of
total expenditures.

Regarding efforts to support GNEP, DOE has suspended part of the IPP
program’s guidance that requires a U.S. industry partner’s participation,
which is intended to ensure IPP projects’ commercial potential,

The IPP Program’s
Large Balances of
Unspent Program
Funds Result from
Multiple DOE and
Contractor Reviews
and Delays in Project
Implementation

Since fiscal year 1994, DOE has spent about $309 million to implement the
IPP program but has annually carried over large balances of unspent
program funds. Specifically, in every fiscal year from 1998 through 2007,
DOE carried over unspent funds in excess of the amount that the Congress
provided for the program in those fiscal years. For example, as of
September 2007, DOE had carried over about $30 million in unspent
funds—$2 million more than the $28 million that the Congress had
appropriated for the IPP program in fiscal year 2007. In fact, for 3 fiscal
years-—2003 through 2005—the amount of unspent funds was more than
double the amount that the Congress appropriated for the program in
those fiscal years, although the total amount of unspent funds has been
declining since its peak in 2003.

Two main factors have contributed to DOE'’s large and persistent
carryover of unspent funds: the lengthy and multilayered review and
approval processes DOE uses to pay IPP project participants for their
work, and long delays in impiementing some IPP projects. DOE identified
three distinct payment processes that it uses to transfer funds to individual
scientists’ bank accounts in Russia and other countries. These processes
involve up to seven internal DOE offices and external organizations that
play a variety of roles, including reviewing project deliverables, approving
funds, and processing invoices. DOE officials told us that these processes
were introduced to ensure the program’s fiscal integrity and
acknowledged the enormity of the problem that the lag time between the
allocation of funds, placement of contracts, and payment for deliverables
creates for the IPP program and told us they are taking steps to streamline
their payment processes. In addition, Russian and Ukrainian scientists at 9
of the 22 institutes we interviewed told us that they experienced delays in
payments ranging from 3 months to 1 year.

Delays in implementing some IPP projects also contribute to DOE’s large

and persistent carryover of unspent funds. According to officials from U.S.
industry partners, national laboratories, and Russian and Ukrainian
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institutes, some IPP projects experience long implementation delays. As a
result, project funds often remain as unspent balances until problems can
be resolved. These problems include implementation issues due to
administrative problers, the withdrawal or bankruptcy of the U.S.
industry partner, and turnover in key project participants.

In part to address concerns about unspent program funds, DOE began
implementing its Expertise Accountability Tool, 2 new project and
information management system designed to better manage IPP projects’
contracts and finances, in October 2006. According to DOE officials, the
system will allow instant sharing of IPP project data between DOE and
participating national laboratories. DOE officials believe that the system
will allow the IPP program office to better monitor the progress of IPP
projects at the national laboratories, including reviews of IPP project
participants’ WMD backgrounds and tracking unspent program funds.

Mr. Chairman, this concludes my prepared staterment. We would be happy
to respond to any questions you or the other Members of the
Subcommittee may have.
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Ms. SCHAKOWSKY. Mr. Scheinman.

STATEMENT OF ADAM SCHEINMAN, ASSISTANT DEPUTY AD-
MINISTRATOR, OFFICE OF NONPROLIFERATION AND INTER-
NATIONAL SECURITY, NATIONAL NUCLEAR SECURITY AD-
MINISTRATION

Mr. SCHEINMAN. Thank you, Chairwoman and Mr. Shimkus. Let
me thank the committee for inviting me to testify today. I certainly
welcome the opportunity to discuss the Global Initiatives for Pro-
liferation Prevention program, which is one of a number of non-
proliferation programs under the National Nuclear Security Ad-
ministration and the Department of Energy. The GAO review of
the GIPP program raises important questions and offers a list of
recommendations. As noted, many of those we support, and I look
forward to sharing our view of the program.

The need to prevent weapons of mass destruction proliferation
through engagement of weapons scientists, engineers and experts
has been a consistent policy objective of the United States includ-
ing successive U.S. administrations. It is a goal in the National Se-
curity Strategy issued in 2002 which calls for “strengthened efforts
to prevent rogue states and terrorists from acquiring the materials,
technologies and expertise needed for weapons of mass destruction.

To advance that policy goal, GIPP uses technical expertise within
the Department of Energy and the national labs to redirect former
WMD personnel in other countries to peaceful, non-military work.

GIPP engages directly with personnel in Russia and former So-
viet states, many of whom are employed by institutes not yet fully
enjoying the benefits of Russian economy turnaround. The program
provides the United States with an established capability to re-
spond quickly and flexibly to emerging risks and opportunities in
the nonproliferation arena.

Through GIPP, roughly 115 projects are underway in more than
100 institutes and facilities in Russia, Ukraine, Kazakhstan, Arme-
nia, Georgia and Uzbekistan. Projects were launched more recently
outside of the former Soviet Union including in Iraq and Libya, as
has been noted. Taken together, the GIPP has engaged many thou-
sands of WMD scientists and experts, which we view as an impres-
sive achievement that serves our nonproliferation objects and our
Nation’s security.

Most GIPP projects involve a U.S. industry partner. Through its
industry outreach component, GIPP has facilitated partnerships
that are commercializing technologies that are in use today includ-
ing landmine detectors, needle-free injectors, prosthetics,
radioisotopes for cancer treatment and so on. Russian scientists
and U.S. industry benefit from these partnerships.

At the State Department’s request, GIPP responded to a non-
proliferation imperative in Libya following Libya’s decision to aban-
don its WMD programs, and we partnered with the State Depart-
ment in Iraq. We are also prepared to engage elsewhere including
North Korea if the circumstances warrant it.

Notwithstanding our limited programs in Libya and Iraq, the
bulk of GIPP work today remains in Russia. We recognize of course
that in many respects Russia has changed in 15 years since sci-
entist redirection got underway. Russia’s economy is more stable
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and conditions in the closed cities are certainly improved. Accord-
ingly, the threat of scientist migration is not one that gives us the
greatest concern today.

But the absence of high risk of scientist migration doesn’t imply
zero risk or that the job is done. And in our view, as long as pro-
liferation demand exists, we have a requirement to cooperate with
others to impede supply, whether that involves improved expert
controls, better border security or scientist engagement. Absence of
high migration risk does imply that the manner in which GIPP has
been traditionally carried out merits recalibration, as noted in the
GAO report, and this is the path that we are on, started at the re-
quest of the NNSA administrator in 2006.

At the administrator’s request, GIPP conducted an internal as-
sessment much along the lines outlined by the GAO in its principal
findings. Our conclusion in that assessment was that scientist en-
gagement is contributing to nonproliferation goals and should con-
tinue but should be oriented to better meet the current threat. It
should also contribute to technologies more supportive of the NNSA
mission, whether that involves technology for nuclear safeguards,
for nuclear security or proliferation-resistant nuclear energy sys-
tems. We certainly want to ensure that our partners have a strong
securilty culture and that requires engagement of scientific per-
sonnel.

The conclusion of our internal review was approved by the ad-
ministrator and endorsed a number of specific outcomes which I
will highlight here.

First, in light of the changed threat environment, GIPP would
adopt a more focused approach, emphasizing those institutes and
facilities involved with enabling WMD technologies or expertise
and where the program can provide a stabilizing influence.

Second, recalibrate the program to advance core NNSA non-
proliferation missions, which I outlined a moment ago. Russia will
be one of our most important partners in the effort to ensure that
the global expansion of nuclear power is carried out in ways that
reduce proliferation risks, and that is why we thought it makes
sense to focus on proliferation resistance of the fuel cycle. Russia
is a leading supplier and user and has nuclear energy expertise
and facilities that rival ours in the United States, so we have an
interest in continuing our engagement with Russia to ensure that
a fuel cycle that evolves is one that is safer and more secure than
the current generation. GIPP is one vehicle that can help that proc-
ess.

Third, in response to changing requirements and program im-
provements, GIPP has reduced budget and uncosted balances. Our
annual appropriation peaked in 2002 when the program was fund-
ed at $57 million and is today at roughly $30 million. In addition,
budget allocations to projects in Russia have been reduced.

Fourth, the program opted to cancel its Nuclear Cities Initiative.

Ms. SCHAKOWSKY. Mr. Scheinman, just to note, you are a minute
over now, so if you could wrap up?

Mr. SCHEINMAN. I will wrap up. We have canceled programs. We
have considered transitioning our activity from assistance to part-
nership as noted in the opening statements, and consistent with
GAO recommendations, we plan to update program guidance,
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produce a strategic plan and enact a number of other improve-
ments that I will be happy to deal with in the question-and-answer
period.

Thank you for your attention, and I look forward to the ques-
tions.

[The prepared statement of Adam Scheinman follows:]

TESTIMONY OF ADAM M. SCHEINMAN

SUMMARY

oThe Global Initiatives for Proliferation Prevention (GIPP) is a nonproliferation
program of the National Nuclear Security Administration (NNSA). Its purpose is to
advance U.S. policy objectives by impeding access by proliferators to weapons of
mass destruction (WMD) expertise. The program was established in 1994 to address
the risk of Russian and Soviet scientist migration, and has evolved to address risks
in other countries.

oGiven improved economic conditions in Russia, and at the request of the NNSA
Administrator, NNSA examined and reassessed GIPP in 2006. The assessment con-
cluded that the program should continue, but should be oriented to address the cur-
rent threat environment and the NNSA nonproliferation and nuclear security mis-
sion. The Administrator also endorsed programmatic and management changes to
strengthen the GIPP program. Specific improvements include:

Prioritizing engagement with Russian/Former Soviet Union (FSU) institutes and
facilities involved with enabling WMD technologies;

eRecalibrating the program to advance NNSA nonproliferation and national secu-
rity objectives, including technology projects that promote international safeguards,
nuclear materials security, and proliferation resistance of the nuclear fuel cycle;

eReducing budget and uncosted balances;

eCancelling the Nuclear Cities Initiative;

ePromoting the goal of project cost-sharing with partners; and

eContinuing engagement with new partners (i.e., Libya and Iraq).

*As noted in the response letter to the GAO, NNSA agrees with many of the re-
port’s conclusions. While we note concerns, the program plans to implement many
of the recommendations, or is already implementing similar reforms, to ensure a
more effective program. NNSA will implement these recommendations with the un-
derstanding that scientist redirection activities are important to the achievement of
U.S. nonproliferation goals.

TESTIMONY

Thank you Chairman Stupak and Mr. Shimkus, and allow me to thank the Com-
mittee for inviting me to testify today. I welcome the opportunity to discuss the
Global Initiatives for Proliferation Prevention (GIPP) program, one of a number of
nonproliferation programs managed within the Department of Energy’s National
Nuclear Security Administration (NNSA).

The GAO review of the GIPP program raises important questions and offers a list
of recommendations, many of which we support. I look forward to sharing our view
of the GIPP program, especially in relation to the recently released GAO report in
the course of my statement, which I submit for the record.

The need to prevent weapons of mass destruction (WMD) proliferation through
engagement of weapons scientists, engineers and experts has been a consistent pol-
icy objective of successive U.S. administrations. The Department of Energy’s pro-
gram 1n this area was established in 1994, and it is identified as a goal in the Presi-
dent’s National Security Strategy and National Strategy to Combat Weapons of
Mass Destruction, both issued in 2002. The National Security Strategy calls for
”strengthened nonproliferation efforts to prevent rogue states and terrorists from ac-
quiring the materials, technologies, and expertise necessary for weapons of mass de-
struction.”

To advance this policy goal, GIPP uses the technical expertise within the Depart-
ment of Energy and the national labs to redirect former WMD personnel in other
countries to peaceful, non-military work.

GIPP engages directly with personnel in Russia and former Soviet states, many
of whom are employed by institutes not yet fully enjoying the benefits of the Rus-
sian economic turnaround. The program also provides the United States with an es-
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tablished capability to respond quickly and flexibly to emerging risks and non-
proliferation opportunities in additional countries.

Through GIPP, roughly 115 projects are underway at more than 100 institutes
and facilities in Russia, Ukraine, Kazakhstan, Armenia, Georgia, and Uzbekistan.
Projects were launched more recently outside of the former Soviet Union, including
in Iraq and Libya. Taken together, the GIPP has engaged many thousands of WMD
scientists and experts - an impressive achievement that serves our nonproliferation
objectives and our nation’s security.

Most GIPP projects involve a United States industry partner. Through its indus-
try outreach component, GIPP has facilitated partnerships commercializing tech-
nologies in use today: this includes land mine detectors, needle-free injectors, pros-
thetics, and radio-isotopes for cancer treatment. Russian scientists and U.S. indus-
try both benefit from these partnerships.

At the State Department’s request, GIPP responded quickly to support non-
proliferation priorities in Libya following its decision to abandon all WMD programs.
We also partner with the State Department in Iraq, and are prepared to engage
elsewhere, including in North Korea if circumstances warrant it.

Notwithstanding our limited programs in Libya and Iraq, the bulk of GIPP work
today remains in Russia. We recognize, of course, that in many respects Russia has
changed in the fifteen years since scientist redirection work got underway. Russia’s
economy is stable and conditions in the closed cities are much improved. Accord-
ingly, the threat of scientist migration is not one that gives us the greatest concern
today.

But the absence of a high risk of scientist migration does not imply zero risk or
that the job is done. To the contrary, as long as proliferation demand exists, we
have a requirement to cooperate with others to impede supply, whether that in-
volves improved export controls, better border security, or scientist engagement. Ab-
sence of high migration risk does imply, however, that the manner in which GIPP
has been traditionally carried out merits some recalibration.

This is precisely the path we are on, started at the request of the NNSA Adminis-
trator roughly 18 months ago.

At the Administrator’s request, GIPP conducted an internal assessment, much
along the lines proposed by the GAO in its principal findings. Our conclusion was
that scientist engagement is contributing to our nonproliferation goals and should
continue, but oriented better to meet the current threat. It should also contribute
technologies more supportive of the NNSA mission, whether that involves tech-
nology for nuclear safeguards and security or proliferation-resistant nuclear energy
systems or ensuring that our partners have a good security culture, which requires
engagement of scientific personnel.

The conclusion of our internal review was approved by the Administrator. Allow
me to address a number of specific outcomes, nearly all of which correspond to com-
ments in the GAO report.

First, in light of a changed threat environment, GIPP would adopt a more focused
approach, emphasizing those institutes or facilities involved with enabling WMD
technologies or expertise and where the program could provide a stabilizing influ-
ence.

Second, as I've alluded to, GIPP would calibrate the program to advance core
NNSA nonproliferation and nuclear security imperatives. This includes directing
new funds towards projects in Russia that support strengthened international safe-
guards and contribute to sustainable nuclear materials accountability and control,
a high priority of our bilateral nuclear security agenda with Russia.

Russia will be one of our most important partners in the effort to ensure that the
global expansion of nuclear power is carried out in ways that reduce proliferation
risks. Russia is a leading nuclear supplier and user and has nuclear energy exper-
tise and facilities that rival our own in the United States. Hence, we have an inter-
est in continuing engagement with Russia to ensure that the nuclear fuel cycle
evolves in ways that are safer, more secure, and less prone to proliferation than the
current generation of technologies. GIPP is one vehicle that can help that process.

Third, in response to changing requirements and program improvements, GIPP
reduced budget and uncosted balances. Annual appropriations peaked in 2002, when
the program was funded at $57 million. The FY 2008 budget request was $22 mil-
lion, and we are not planning for significant out-year increases. In addition, budget
allocations to projects in Russia have been similarly reduced.

Fourth, the program opted to cancel its Nuclear Cities Initiative (NCI), a joint
program launched during Russia’s economic crisis. The program’s cancellation al-
lowed for a savings of $10 million.

Fifth, consistent with the trend away from assistance and towards genuine part-
nership with Russia, GIPP determined that it would promote the principle of project
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cost sharing. This is consistent with a recommendation in the GAO report; we fully
support it.

Taken together, these actions represent significant change that will strengthen
the program.

They also complement management reforms undertaken over the past few years,
including those recommended by the GAO in past audits of the program. This in-
cludes a new, automated project management system to improve internal record
keeping; a reduction in the program’s uncosted balances by nearly 50%; and incorpo-
ration of a “sunset clause” in GIPP project approvals to ensure that work gets start-
ed promptly and accomplished on schedule.

As the GAO recommends, there are additional steps the program can take to im-
prove its management and process. Many are underway or will be accelerated. This
includes streamlining our payment system for scientists that work on GIPP projects;
updating performance metrics; improving our ability to verify the WMD bona fides
of participating foreign scientists; and further reducing uncosted balances.

Consistent with GAO recommendations, by the end of this fiscal year we also plan
to update our program guidance; produce a strategic plan that will better align the
purpose and implementation of the program; and more effectively articulate an exit
strategy.

In fact, as noted in our response letter published in the GAO report, while we
have concerns, we say that “the report contains useful recommendations,” and “can
be helpful if it helps to spur the implementation of constructive program changes.”
We adhere to that position.

To be sure, we have not agreed to every recommendation. We do not believe, for
example, that a fundamental reevaluation of GIPP is merited at this time. Nor do
we believe that the program has outlived its usefulness, which the GAO report
seems in places to suggest.

GIPP is modest in terms of budget - a tiny fraction of the total NNSA non-
proliferation budget - but its purpose and need remain: our nonproliferation inter-
ests demand that we continue to address the proliferation threat in all its dimen-
sions, including the risk of expertise being sought out and exploited by proliferator
nations and organizations. Remaining directly engaged with these scientists through
the GIPP program is an important part of the effort.

Thank you for your attention and I look forward to our discussion.

Ms. SCHAKOWSKY. Thank you.
Mr. Stratford.

STATEMENT OF RICHARD STRATFORD, ACTING DEPUTY AS-
SISTANT SECRETARY, BUREAU OF INTERNATIONAL SECU-
RITY AND NONPROLIFERATION

Mr. STRATFORD. Thank you, Madam Chairwoman. At the outset,
let me make a minor correction to the record. I am not Principal
Deputy Assistant Secretary in the Bureau. I am the Acting Deputy
Assistant Secretary for the nuclear side of the Bureau and I have
only been doing that for about 3 weeks. In real life, I am the U.S.
rep. for both the Nuclear Suppliers Group and the Zanger Com-
mittee, and I am also the person who negotiated both the United
States-India and the United States-Russia Agreements for Co-
operation. That is my normal end of the business.

Today I have a written statement for the record but I just want
to pick out a few high points for the attention of the committee.
Most of the statement deals with so-called Science Centers program
which consists of the International Science and Technology Center
in Moscow and the Science and Technology Center in Ukraine,
which support efforts to reduce the risk of WMD terrorism by en-
gaging and redirecting scientists, engineers and technicians in the
former Soviet Union who have biological, chemical, nuclear or mis-
sile expertise. Now, we do that by approving and funding projects
that are directed through those two centers. Those projects are re-
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viewed in an interagency process to address issues including pro-
liferation risk, consistency with U.S. policy, technical merit and
market potential. Now, there are annual financial audits of the
centers’ operations and the Defense Contract Audit Agency and our
scientists also conduct annual audits of projects.

One of the things I have heard here so far is about cost sharing.
We are engaging host states to increase cost-sharing funding of
projects. We have a memorandum of understanding with Belarus
where they contribute funds directly to institutes and we are also
funding projects in Ukraine and Azerbaijan, splitting the cost 50/
50

Now, there is a slight difference between what DOE focuses on
and how we focus our program. We are less focused on the individ-
uals than we are on the institutes. We started with about 200 insti-
tutes that we thought needed to be made self-sustaining so we fo-
cused the projects at the institute and tried to make them self-sus-
taining in the longer term. Now, one of the other things I heard
was the need for an exit strategy, and our exit strategy is to make
those 200 institutes self-sustaining. We hope to do that with about
20 a year. We hope to be out of this by 2012, which means we have
a goal to get there from here. I think the program has generally
been successful. Our overarching goal, as I said, is to help these in-
stitutes become self-sustainable, and when they are, we define that
as “graduation” from the program.

Now, one of the other things I heard, oh, well, DOE is still fund-
ing projects at institutes that have graduated. That is true, but we
do too. We can make a finding that an institute is self-sustaining
but then after the fact we may look at the institute and say you
know what, there is still a residual risk there regardless of whether
it is self-sustaining and there may be something we can do about
it through the Science Center program. Regarding the GAO’s rec-
ommendations to work with NNSA to develop a joint plan to better
coordinate the IPP program and our programs, the answer is, we
concur. We are prepared to try to more closely coordinate program
elements and will consult with DOE on implementing this rec-
ommendation.

Madam Chairman, let me stop there but let me also say that
with respect to the Science Center programs, we do have difficul-
ties from time to time, so I don’t want to leave the impression that
all is sweetness and light. Sometimes Russians can be difficult.
Right now, for example, they think they have a right to know what
we pay people that we send to support the institute. They also have
an issue with appointing a finance officer, who we happen to think
is necessary. I hope we are going to settle that very shortly. But
I just want to make clear that there are difficulties from time to
time and we have to try to sort those out with our Russian host
government colleagues.

I am going to stop here and I am very pleased to answer any
questions the committee might have.

[The prepared statement of Mr. Stratford follows:]
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TESTIMONY OF RICHARD J.K. STRATFORD

INTRODUCTION

Thank you for the opportunity to speak with you today about one of State Depart-
ment’s successful programs to prevent proliferation of Weapons of Mass Destruction
(WMD)-related expertise. We believe that the Science Centers program has been ef-
fective over the years and we appreciate the support we have received from Con-
gress. We work through two multilateral centers in Moscow and Kyiv to redirect the
activities of personnel capable of contributing to the development and deployment
of weapons of mass destruction. This is an era of global terrorist threats that need
to be met, while at the same time dealing with rising costs and budget constraints.
These realities require us to continually assess our own efficiency and effectiveness
while ensuring that important nonproliferation work continues to get done.

REVIEW OF DEPARTMENT OF STATE COOPERATIVE THREAT REDUCTION PROGRAMS

Let me say a few words about our Cooperative Threat Reduction (CTR) programs
generally. State’s CTR programs have a global mission to redirect weapons of mass
destruction (WMD) expertise worldwide. We do this by coordinating and overseeing
the U.S. participation in and funding of the Science Centers to engage former Soviet
Union (FSU) era biological, chemical, nuclear, and missile expertise through the
centers in Moscow and Kyiv, the International Science and Technology Center
(ISTC) and Science and Technology Center in Ukraine (STCU), as well as scientist
engagement efforts in Iraq and Libya.

State’s redirection effort also includes the Bio-Industry Initiative (BII), which cre-
ates international commercial opportunities and public-private partnerships for
former weapons scientists thereby promoting self-sustainability, reconfigures several
large-scale former Soviet biological weapons production facilities for civilian bio-
technology purpose, and engages self-identified former weapons personnel in
projects aimed at accelerating drug and vaccine development to combat highly infec-
tious diseases. Finally, State coordinates the BioChem Redirect (BCR) Program,
which redirects former Soviet chemical and biological weapons personnel into peace-
ful sustainable civilian work and engages high risk facilities, with participation of
U.S. experts from the Department of Health and Human Services (HHS), Depart-
ment of Agriculture (USDA), and the Environmental Protection Agency (EPA).

Even as we continue to work in Russia and the FSU, State’s CTR programs also
provide us with the capability to address the new and emerging global WMD threats
that we face, including in Asia, the Middle East, and Africa. State’s Biosecurity En-
gagement Program (BEP), which seeks to prevent bioterrorism by reducing terrorist
access to potentially dangerous biological materials, equipment and expertise, ini-
tially focused on countries and regions outside the FSU where emerging bioscience
sectors, highly infectious disease outbreaks, and terrorist threats coexist. Similarly,
State’s Chemical Security Engagement Program (CSP) engages experts from around
the world to decrease the chemical threat by improving chemical threat awareness,
improving chemical security and safety best practices in academia and industry, and
increasing chemical security and safety by fostering collaborations between chemical
professionals in academia and industry.

In addition to meeting critical nonproliferation objectives, these programs advance
Department of State efforts toward transformational diplomacy by building and
maintaining ties to regions and countries of U.S. national security interest and by
helping states, institutes and individuals build the capacity to help themselves. CTR
programs also promote economic development and self-sustainability for institutes
and individuals while achieving their mission of reducing the threat of WMD pro-
liferation worldwide.

U.S. ENGAGEMENT AT INTERNATIONAL SCIENCE AND TECHNOLOGY CENTER (ISTC)
AND THE SCIENCE AND TECHNOLOGY CENTER IN UKRAINE (STCU)

The Science Centers program consists of the International Science and Technology
Center (ISTC) in Moscow and the Science and Technology Center in Ukraine
(STCU) in Kyiv and supports efforts to reduce the risk of WMD terrorism by engag-
ing and redirecting scientists, engineers, and technicians in the FSU who have bio-
logical, chemical, nuclear or missile expertise. In addition to redirecting former So-
viet WMD personnel, the Science Centers projects also aid civilian scientific re-
search. Our Science Centers program focuses on evolving the Science Centers in
Moscow and Kyiv toward partnerships with host governments, and continuing to en-
gage and promote transparency and self-sustainability at high priority former WMD
institutes.
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The Department of State acts as the U.S. representative in the two international
science centers, the ISTC and the STCU, as well as our related redirection efforts,
the BioIndustry Initiative (BII) and the Bio-Chem Redirect Program. Under the di-
rection of Acting Under Secretary John C. Rood, each of these State-led efforts
meets critical national security goals and is driven by threat information on non-
proliferation and counter-terrorism. Thus, we work closely with the entire U.S.
interagency to identify the most pressing global threats for all of our Global Threat
Reduction (GTR) programs, including the Science Centers in the FSU. State has au-
thorities for the Science Centers Program through the Nonproliferation,
Antiterrorism, Demining, and Related programs (NADR): chapter 9 of part II of the
Foreign Assistance Act of 1961 (22 U.S.C. 2349bb et seq.). Additionally, the Science
Centers support the objectives of the National Strategy to Combat Weapons of Mass
Destruction, the United Nations Security Council Resolution 1540, and the Presi-
dent’s National Strategy for Combating Terrorism.

U.S. Government funding for cooperative threat reduction activities, including the
ISTC and STCU, is appropriated by the U.S. Congress to the Department of State,
Department of Defense (DoD), and the Department of Energy (DOE) as the main
entities charged with fulfilling the 1992 Nunn-Lugar Cooperative Threat Reduction
Program mandate. Under the Nunn-Lugar Program, the three Departments work
very closely on complementary efforts to lessen the global threat of WMD materiel
and expertise proliferation from the FSU.

FocUusING FUNDING TO ACHIEVE U.S. NONPROLIFERATION GOALS

While we had heavily funded general science projects with nonproliferation and
scientific merit in the past, since the beginning of 2007 funding of regular projects
has instead been concentrated on a small number of institutes that face the most
important proliferation risks. In 2007, State worked closely with other U.S. agen-
cies, including the Department of Energy, to focus Science Center activities on the
highest priority institutes in the FSU and to help those institutes become financially
self-sustainable. We have engaged with the other funding countries at the ISTC and
STCU in a discussion about how to help institutes achieve those objectives and have
approved new programs for 2008 at both Centers to achieve institute financial self-
sustainability.

Projects under consideration for funding are reviewed in an interagency process
to address issues including proliferation risk, consistency with U.S. policy, technical
merit, and market potential. These reviews also address the risk that the projects
might inadvertently contribute to increasing the military capabilities of the recipient
states, including Russia. Reviews are conducted on hundreds of proposals annually
and there are also annual financial audits of the Centers’ operations and a sample
of U.S.-funded projects. The Defense Contract Audit Agency (DCAA) and our sci-
entists also conduct audits of selected projects annually.

TRANSFORMATION OF THE CENTERS TO MEET GLOBAL NONPROLIFERATION GOALS AND
BECOME SELF-SUSTAINING

In order to address new and emerging global WMD threats, State led discussions
at the ISTC about exploring opportunities to transform it through joint nonprolifera-
tion and counter-terrorism projects, as well as joint projects in countries outside
Russia and the CIS. State participated in drafting a Strategic Vision document for
the ISTC outlining graduation, global nonproliferation, and efficiency goals. The
Russian government is also addressing the question of how to transform the ISTC.
In 2008, State intends to continue the discussion about transforming the ISTC to
meet the emerging, new proliferation threats and to inaugurate a similar discussion
at the STCU, a topic heavily stressed at its September 2007 Advisory Committee
meeting.

In addition to funding for regular scientific research and development projects,
Partner project funding, both from other U.S. Government agencies and U.S. private
industry, is an increasingly important funding component at both Science Centers.
Funding for Partner projects from the U.S. and other countries continues to rise and
is essential for the future of the Science Centers to sustain their important non-
proliferation work. For this reason, we have emphasized the importance of expand-
ing efforts to attract global partners to the Science Centers and have contributed
Eunding to these efforts towards making the Science Centers self-sustainable in the
uture.

These objectives contribute to our vision of the transformation and evolution of
the Science Centers toward a greater partnership between the financing parties,
member nations, and the Centers to jointly address emerging, global nonprolifera-
tion challenges. Evolving cooperation on the redirection of former Soviet defense in-
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dustry scientists to peaceful scientific pursuits is an excellent basis for cooperation
on joint counter-terrorism nonproliferation programs and nonproliferation programs
in other nations outside the FSU.

HoOST STATE COST-SHARING

State is also engaging host states to increase cost-sharing in the funding of
projects. In 2007, the ISTC signed a Memorandum of Understanding with Belarus
wherein Belarus contributes funds directly to its institutes for items such as equip-
ment when projects are funded through the ISTC. State also jointly funded Targeted
Research Initiative (TRI) projects through the STCU in Ukraine and Azerbaijan,
splitting the cost 50/50, between the funding parties and the host state respectively.
For 2008, State aims to continue the tradition of joint-funding TRIs with Ukraine
and Azerbaijan and hopes to reach an agreement with Moldova on sharing the costs
of TRIs. State has also encouraged this kind of scientific and nonproliferation co-
operation with host states at the ISTC, specifically by requesting Russian funding
for projects and staff salaries.

ACHIEVING INSTITUTE FINANCIAL SELF-SUSTAINABILITY

In place of State’s previous levels of regular project funding, the U.S. has focused
its funds toward specific institutes to achieve self-sustainability and “graduation”
from State project funding. We re-evaluated the emphasis on regular project funding
in favor of multilateral partnerships to meet emerging global nonproliferation and
cooperative threat reduction challenges and needs. Therefore, we proposed to meet
this objective by emphasizing scientific institute self-sustainability and “graduation”
from U.S. regular project funding.

Of the thousands of scientific institutes in the ISTC and STCU member nations,
we categorized approximately 200 core institutes as “priority” institutes for a self-
sustainability/graduation discussion. We determined that many of these institutes
were already self-sustainable and have grouped the remaining institutes by the year
in which we believe they can reach financial self-sustainability through ISTC en-
gagement, implementing an institute-specific self-sustainability plan, and by gaining
enough funding on their own.

Our over-arching goal to redirect FSU WMD expertise includes giving these and
other institutes the tools to become self-sustainable - to be able to conduct peaceful
world-class research and development by attracting national and international fund-
ing independent of regular project grants from the U.S. (and perhaps other financ-
ing parties) via the ISTC or STCU. We define this as “graduation” from U.S. regular
project funding. We will look to the ISTC and STCU to help us to implement this
vision, but we will continue to work closely with individual institutes and the
Science Centers to develop individual sustainability plans and a systematic ap-
proach to self-sustainability.

One self-sustainability component has been, and will continue to be, commer-
cialization in its largest sense, meaning greater emphasis on national and inter-
national industrial partnerships to develop technologies and entities with market
potential. Aspects of commercialization are already in place at the ISTC via its com-
mercialization program know called Innovation Initiatives (formerly the Commer-
cialization Support Program) and at STCU through the Targeted Research Initia-
tives. For both these commercialization initiatives, State has worked with and
drawn from the Department of Energy’s own commercialization efforts in the Initia-
tives for Proliferation Prevention program.

Regarding the GAQO’s recommendation to work with the Administrator of the Na-
tional Nuclear Security Administration and the Secretary of Energy to develop a
joint plan to better coordinate the efforts of DOE’s Initiatives for Proliferation Pre-
vention Program (IPP) and the ISTC’s Innovation Initiatives, State concurs with the
recommendation to more closely coordinate these program elements and will consult
with DOE on implementing this recommendation. We expect that self-sustainability
for many institutes will be achieved through contribution to host government peace-
ful priorities - leading to increased host government funding for the institutes.

In 2007, State led discussions on creating institute sustainability programs at
both Centers. A presentation on the need to graduate institutes to self-sustainability
was given to both Centers’ at their fall Governing Board meetings in 2006, and the
U.S. hosted a multilateral discussion with participants from both Centers and the
funding parties on how to create and implement an institute sustainability program,
as well as discussed what the measures for success would be. For FY2008, State
has made it a priority to advance the Center’s newly approved programs for insti-
tute financial self-sustainability and to contribute significant funding for these pro-
grams. For example, the U.S. has added a day of meetings to a routine Coordination
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Executive Committee meeting this March in order to discuss how institute-specific
sustainability plans at the ISTC will be implemented by the funding parties. Similar
discussions will also be held at upcoming STCU meetings. In this spirit, State is
working with the Centers to focus all remaining and additional activities on improv-
ing the financial self-sustainability of scientists and institutes.

EXIT STRATEGY

We have developed an exit strategy for leaving the scientists engaged and the in-
stitutions that employ them better prepared to sustain themselves in peaceful work.
The ISTC and STCU are now major nonproliferation implementation platforms and
complement other USG programs, including the U.S. Department of Energy’s IPP
and the U.S. Department of Defense’s Cooperative Threat Reduction (CTR) program,
and programs of other governments. These coordinated programs engage WMD or
dual-use scientists in peaceful research and also design and fund services, training,
and competency building to guide former Soviet WMD/missile and dual-use experts
toward economic self-sustainability and a permanent transition to stable and peace-
ful civilian employment.

The Department of State seeks to “graduate” to financial self-sustainability ap-
proximately 20 former Soviet defense-related institutes across the biological, chem-
ical, nuclear, and missile spectrum per year up to 2012. Also, our discussion on
transformation of the Centers to address global nonproliferation goals is based on
the need to position the Centers so that they may continue to sustain themselves
in their important work as well as engage host states in global nonproliferation aid
and activities without direct foreign aid from the U.S. and other funding parties.
Further, by expanding the Partners Program, we hope to increase private invest-
ment in the Centers as State gradually reduces funding in order to redirect re-
sources to other State programs which aim to address new and emerging global pro-
liferation threats.

CHALLENGES

While the Science Centers program has been successful in many areas, State faces
a challenge as we seek to strategically transform the two centers and our redirection
efforts through those centers. Our current efforts are targeted at transforming the
centers to focus on graduation and sustainability, joint nonproliferation and counter-
terrorism programs, greater financial responsibility on the part of host states, and
working cooperatively to address the worldwide terrorist threat. State is working
har{i with all the stakeholders, partners, and funding countries to accomplish these
goals.

CONCLUSION

We will continue to carefully review DCAA audit reports, taking special note of
recurring problems, and will follow up with the Centers about those issues. Also,
we will continue to ensure that 50% of scientists on a project have WMD expertise
as a guideline for funding decisions. We are also working with the science advisors
from the national labs to improve the effectiveness of our programs.

We believe that better cooperation and partnership on nonproliferation issues be-
tween all U.S. agencies redirecting expertise in the FSU, and specifically between
Science Center parties, deepens the bonds between all constituent parties, thereby
strengthening the shared nonproliferation mandate and contributing to global bet-
terment as well.

As we continue to address proliferation concerns in Russia and the former Soviet
Union (FSU), we also must address new and emerging proliferation threats in re-
gions with high terrorist presence and/or activity through other threat reduction
programs of the Department of State that address chemical, biological, radiological,
and nuclear (CBRN) threats reduction worldwide.

Thank you.

Ms. SCHAKOWSKY. Thank you.

We will begin the questions now. Let me start with a few myself.
Mr. Scheinman, Mr. Robinson asserted that the DOE disagreed
with the recommendation to fundamentally reassess the IPP pro-
gram. Is that accurate, and why would that be? It seems to me that
in your opening statement that you talked about many things that
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would I think add up to a kind of fundamental reassessment, so
why wouldn’t we start from the beginning and reassess this pro-
gram?

Mr. SCHEINMAN. I think the answer is that we feel we have al-
ready conducted that fundamental assessment, or reassessment of
the program, and it was done at the administrator’s direction, and
if I had to guess, if we were to expand the staff time to do it all
again, I think we would come to the very same conclusion that we
reached and that is supported in fact by many of the GAO rec-
ommendations, and that is the need to focus on the threat as we
perceive it today and not necessarily as we saw it 15 years ago.
The threat has clearly changed. I think our focus has to shift from
addressing the risk of mass migration to a more focused approach
and the focused approach is based on our analysis of risk. We are
doing that, and in fact, we completed our——

Ms. SCHAKOWSKY. You went over many of those.

If T could ask Mr. Robinson, what about the kinds of changes
that DOE has already expressed a willingness to do does not com-
ply with this overall reassessment?

Mr. ROBINSON. Our understanding of the 2004 and 2006 assess-
ments I think Mr. Scheinman is referring to is, it doesn’t quite
meet what we would be looking for in a sort of fundamental reas-
sessment in that it doesn’t get into a lot of specifics. The 2006 in
particular seems to be kind of a loosely prepared set of observa-
tions, one of which, by the way, seems to conclude that there isn’t
a heck of a lot of accomplishment so far from the effort. But what
we would be looking for is something——

Ml?'? SCHAKOWSKY. You are saying that DOE concluded that
itself?

Mr. ROBINSON. Well, I mean, there is an observation in the docu-
ment that says something to the effect of after 11 years of perform-
ance, we are not sure we have actually accomplished any——

Ms. SCHAKOWSKY. Anything?

Mr. ROBINSON. No hard evidence that GIPP or any other sci-
entist engagement in the program has prevented the migration of
even a single scientist. So, I mean, that is an observation that is
incorporated in here but, you know, I wouldn’t regard that as the
definitive observation of this. As I mentioned, it is sort of a loose
assemblage of information. Now, on the other end, from what we
understand, DOE is now embarking upon a very precise reassess-
ment of risk which is an outstanding idea. From that, I think we
would be looking for them to translate that into, you know, specific
institute-by-institute, person-by-person kind of assessment of
whether these funds should continue to these locations, and then
as we have emphasized in the past, how do you know when you
are finished or is this an open-ended, never-ending insurance policy
that is sort of broadly cast. So that is the kind of specificity that
I think we may be somewhat disagreeing with.

Ms. SCHAKOWSKY. Thank you.

Mr. Scheinman, isn’t it the case that the DOE program guidance
requires 60 percent at minimum of the scientists have to be em-
ployed during the Soviet era? I mean, many of us have noted the
fact that 54 percent of the scientists paid through the program
have no experience with weapons of mass destruction. Sixty per-
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cent of those audited had not been Soviet-era scientists. So, I mean,
isn’t this in noncompliance?

Mr. SCHEINMAN. Well, the guidance that is quoted is guidance.
That is how we attempt to structure and to implement the pro-
gram. I think our view is that the preponderance of individuals
that are participants in all GIPP projects are those who have WMD
background, either related directly to weapons or related to the un-
derlying technologies, and I think what we have come to learn is
that these programs really only work if we involve not just tech-
nologists who were born in the 1930s and the 1940s but younger
scientists as well can help bring technologies to the marketplace.

Ms. ScCHAKOWSKY. Thank you.

, Let me now turn it over to our new ranking member, Mr. Shim-
us.

Mr. SHIMKUS. Thank you, Chairman. It is a great hearing. I ap-
preciate your time.

Mr. Robinson, the methodology was basically, you followed the
money, where the money was going, then you looked at the re-
sumes or the background of the people who were receiving it. Is
that correct?

Mr. ROBINSON. Our methodology was pretty wide-ranging and
fairly intensive, but relative to the background issue, which I think
is probably what you are referring to, the judgment that so many
of these folks did not claim weapons background, what we did es-
sentially was two-pronged. We asked the laboratories that oversee
the projects to basically fill out an Excel spreadsheet for us on each
one of the projects. We then supplemented that information with
review of records that—DOFE’s records on payments and the like
and so essentially we are using DOE’s own information, either di-
rectly provided through an Excel spreadsheet presentation or our
review of the payment records.

Mr. SHIMKUS. Great. Thank you.

Mr. Scheinman, you heard the opening statement where I went
through the approximately $11 billion of U.S. payments for energy
resources to Russia. In the Department of State program, they
have asked for cost share or assistance by governments. Have you
asked for that from the Russian government?

Mr. SCHEINMAN. I don’t believe we have asked for that to this
point but one of the outcomes from our assessment that was con-
ducted at the request of the administrator was that we move pre-
cisely in that direction. And so as look to projects in fiscal year
2008, where incidentally we see a shared set of interests between
what we want and what we think would be in Russia’s national in-
terest, which is nuclear safety, security and better safeguards that
we can pursue that kind of cost sharing.

Mr. SHIMKUS. It is my understanding that assessment was done
2 years ago?

Mr. SCHEINMAN. The assessment was briefed to the adminis-
trator in I believe the fall of 2006.

Mr. SHIMKUS. So the question is, if that was the fall of 2006, we
have already gone 1 year. Have you asked Russian participation fi-
nancially in the program in the past year and couple months?

Mr. SCHEINMAN. I am not aware. I will have to

Mr. SHIMKUS. Let me
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Mr. SCHEINMAN. I accept the point. It is time to do that. I would
note that for the Nuclear Cities Initiative, at the time we were
thinking about renegotiating the government-to-government agree-
ment which lapsed and which we did not renew as part of our
drawdown efforts. We did have in there that the condition of con-
tinuation with Russia would be cost sharing.

Mr. SHIMKUS. And Mr. Stratford, you mentioned in this line of
questioning the self-sustaining aspect and that even though it is
self-sustaining, there may be times to be of assisting. In the self-
sustaining analysis, are private-sector entities part of this? In other
words, it looks like GE and Ford are partners in some of the IPP
out of the DOE. There is a lot of literature. Eastern Europe is kind
of a hobby of mine, chairing the Baltic Caucus, following Belarus
issues, democracy issues there, the Baltic countries. There is great
movement by—there are great recent stories about IBM being a
worldwide business company that is looking and hiring in St. Pe-
tersburg. A lot of U.S. multinational corporations are there. Is part
of the self-sustaining aspect the private sector?

Mr. STRATFORD. Not nearly as much as DOE, and there is a rea-
son for that, which is that we ask our Russian colleagues for exam-
ples to suggest projects that they can work on, and if we like it we
agreed to fund it if we think the lab is the place that something
needs to be funded. Now, those projects are supervised by people
from the national laboratories——

Mr. SHIMKUS. Sir, let me just try to—I only have 45 seconds left
and I want to get this last question in because it is really a ques-
tion based upon our legislative responsibilities. Is there a question
about the movement of these funds into Libya, the possible use of
these funds into North Korea should there be changes, Iraq? Is
there a the clear line of authorization with appropriations based
upon the initial language? I think it is the DOE program I am talk-
ing about and I think your analysis says that we may need to effect
legislative language to clarify that. Mr. Robinson, is that fair?

Mr. RoBINSON. I think that is a fair characterization. It would
be far preferable to have a clear sense of congressional authoriza-
tion to make this transfer and it is one of our recommendations
that I think DOE concurs with.

Mr. SHIMKUS. And as authorizers, I think we as a committee
would probably like to move in that direction.

My time is expired. Thank you, Madam Chairman.

Ms. SCHAKOWSKY. Mr. Walden.

Mr. WALDEN. Thank you, Madam Chair.

I want to see if I have got this right, Mr. Robinson. Did I hear
you correctly say we have had 14 years, $300 million and haven’t
identified one scientist in Russia that we have kept from going out
of Russia?

Mr. ROBINSON. What I was doing was quoting one of the docu-
ments that the DOE has prepared in doing their reassessment. It
goes to the fuzzy nature of the program, that it is hard to specifi-
cally identify anybody that was prevented from doing something.
That is correct.

Mr. WALDEN. And that half of the scientists of the 97 projects
that were reviewed had no weapons background?
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Mr. ROBINSON. Did not claim any weapons background in any of
the documentation that either the DOE labs provided or in their
own documentation submitted to DOE.

Mr. WALDEN. And then I guess things—you know, obviously this
program was begun with the best of intentions. I mean, none of us
wanted at the time of the collapse of the Soviet empire or Soviet
Union to have these folks just go out to the highest bidder in the
worst country in the planet, and so I mean, it started with good
intentions. A lot has changed since then. And is the issue really
now as much how they transfer information as their physical move-
ments? In other words, we have supplied these institutes with fax
machines and e-mail and computers they didn’t have before, and
we know from oversight hearings here on Los Alamos and every-
where else, even here we see secrets that are taken out of secure
areas to non-secure areas. Is that happening as a result of—are we
actually investing in the new technology that allows them to share
without leaving?

Mr. ROBINSON. I can’t speak to that specifically. I can say that
the Russians are quite, you know, appreciative of the money that
is provided because it has enabled them to recruit and retain a
whole new class of Russian scientists that ultimately could do
whatever down the road.

Mr. WALDEN. And isn’t it true that Russia is engaged in nuclear
commerce with Iran including shipping nuclear fuel to Iran?

Mr. ROBINSON. I believe that is publicly stated by Mr. Putin.

Mr. WALDEN. And so isn’t it reasonable to assume that we are
actually funding with money we are probably borrowing from
China to give to Russia to train nuclear engineers to help Iran de-
velop its nuclear energy?

Mr. ROBINSON. I don’t think I have the evidence to either support
or refute that specifically but I guess——

Mr. WALDEN. Can either of our other two witnesses tell me that
is not happening with certainty?

Mr. STRATFORD. I don’t think I would put it quite that way.

Mr. WALDEN. Well, I am sure you wouldn’t but is it happening?

Mr. STRATFORD. Well, the answer to your first question is, yes,
Russia is cooperating with Iran in the nuclear area. They have
transferred the Bushier reactor and they are now in the process of
transferring the fuel for that reactor and that does not necessarily
make us happy but that is what they choose to do. Yes, you could
argue that if you give Russia a dollar for whatever purpose, it frees
up a dollar that can then be spent elsewhere whether it is a nu-
clear engineer going to Iran or for other portions of the Russian nu-
clear program. Yes, you could make that argument. But that hav-
ing been said, do you want to try to close a proliferation risk. Now,
State is not normally considered to be a program agency. If there
was a consolidated program with all of these things together at
DOE, I suspect we would not be clamoring for money to go to
science centers. But somewhere 13 or 14 years ago, somebody made
a decision that that was a good thing for State to do and having
been handed that task and having been appropriated funds, we are
going to do the best we can. That having been said, as I said, we
do have an exit strategy. We would like to be out of this business
by 2012 and have graduated all of these institutes.
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I heard a line that are we trying to move money from Russia
over to other threats. Yes, we are. The amount of money that we
have asked for for the Science Center programs is declining. It is
going to keep declining. Is the money going to go elsewhere? Yes,
because we are putting more money into Iraq and we are putting
more money into Libya.

Mr. WALDEN. Mr. Scheinman?

Mr. SCHEINMAN. If I may just add to that response, we certainly
have—I don’t think you were implying we have no evidence that
any funding that we have provided to support scientist engagement
has found its way into proliferation transactions, whether that in-
volves information or direct support from Russia to another coun-
try, and if anyone does have that information, we would obviously
be very interested in seeing it. We would make adjustments in ac-
cordance with it. I think the other half of my response would be
that GIPP can be measured in hard objective and tangible ways
but I think it can also be measured in terms of soft accomplish-
ments, and among those accomplishments are working with Russia
on preserving a security culture, hopefully improving the ethics of
scientists who are involved in those programs, and I believe that
through the access and the transparency that we have, we are
making a difference, even if I can’t count it on my fingers and toes.

Mr. WALDEN. I guess we are just trying to figure out this pro-
gram created with the best of intentions to solve a very real threat
continues on and I guess we get these GAO reports back, and it
is hard to go home and defend handing out the money to Russia,
especially when we are sending them a lot right now through oil
payments and everything else, so their economy seems to have
really turned around, a lot of domestic investment there, private
sector.

Thank you, Mr. Chairman. My time has expired.

Mr. STUPAK. Thank you. Let me follow up along the lines of
something Mr. Walden said about, we have this agreement with
Russia but Russia has other bilateral agreements with other coun-
tries such as Iran to develop nuclear, so any agreement under the
IPP program doesn’t prevent Russia then from turning around and
transferring technology or information to other countries such as
Iran that they have an agreement with, is there? Mr. Scheinman?

Mr. SCHEINMAN. No, there is nothing to prevent Iran from doing
that. There is really no relationship though, as I see it, between
IPP projects and Russia’s conduct except insofar as our engagement
keeps Russia focused on nonproliferation projects.

Mr. STUPAK. Don’t the agreements we have with them to work
on certain commercial projects, can’t that be a benefit not only to
Russia but other countries that they may have a bilateral agree-
ment with that we do not, that the United States does not?

Mr. SCHEINMAN. In theory, I suppose if we are working on nu-
clear energy-related

Mr. StuPAK. Well, you have all these projects going on, I think
about 35 of them, that are developing new things including reproc-
essing of fuel rods and which this country is concerned about be-
cause the last 3 percent of reprocessed rods is plutonium, weapons-
grade plutonium. Isn’t that a concern?
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Mr. SCHEINMAN. If we were to transfer technology to Russia re-
lated to reprocessing spent fuel, a whole additional set of controls
are built in as a result of—

Mr. STUPAK. Between United States and Russia, but not Russia
and Iran.

Mr. SCHEINMAN. U.S. controls follow the technology that is either
replicated or material that is used from technology provided. We do
not provide that technology to Russia.

Mr. STUPAK. Well, the significance of the program, and as I said
in my opening, I thought it served a valuable purpose. State said
they are closing their program down by 2012. DOE continues to
look for ways, it almost looks to like expand the program. I think
it is a slush fund for the national labs. That is what I believe this
program has turned into. But really, how is the program as cur-
rently administered going to help when Russian scientists in the
IPP program receive about $35 a day? Is $35 a day enough incen-
tive to keep Russia weapons of mass destruction from migrating to
rogue states or to terrorist groups?

Mr. SCHEINMAN. Well, I think I can only answer that question
with respect to the support that we do have from Russia to engage
in these programs. They seem as interested in pursuing the cooper-
ative arrangements in partnership with industry or with the na-
tional laboratories, so

Mr. StupAK. Well, therefore, shouldn’t private labs or national
labs or Russia take more responsibility? I mean, the program as it
is currently outlined, $35 a day isn’t going to keep anyone from
doing anything.

Mr. SCHEINMAN. Sir, we do believe that the program should tran-
sition from one of assistance to partnership and that implies cost
commitment from Russia, and that is the direction we hope to go.

Mr. StuPAK. Well, then why does the State Department, they are
going to close theirs down by 2012, and why is DOE still funding,
as I said, 35 projects at 17 institutes which the State Department
has already graduated from the Science Centers program? It seems
like you are just, I don’t want to say duplication but State is wind-
ing it down, you are maintaining or expanding.

Mr. SCHEINMAN. I think we are focused on a different community
of institutes through our work. The State Department has prin-
cipally focused in recent years, certainly in the last year, on insti-
tutes that are evolving towards self-sustaining capacity whereas
our programs have been focused on institutes that haven’t reached
that mark, so there is a community of institutes. We have been fo-
cused more on high-risk institutes that haven’t perhaps enjoyed the
economic recovery of others whereas the State Department has fo-
cused on institutes that are in better shape. I note that the State
Department’s list of high-risk institutes includes those that we are
involved with, and as Mr. Stratford said in his set of remarks, the
absence of a cooperative program doesn’t imply no risk. There is
still risk at a number of these institutes that are in a better eco-
nomic position just by virtue of the technology and expertise that
they possess.

Mr. STUuPAK. But GAO also points out that these so-called insti-
tutes you are talking about, those scientists who worked in the So-
viet era are gone. Now you are training new ones which really sort
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of in a way creates proliferation, not nonproliferation. So do you
want to comment on the last point about the 17 institutes which
State has already graduated? Why shouldn’t DOE be graduating
institutes?

Mr. RoBINSON. Well, our clear position is that there needs to be
some very specific criteria for graduation, that these things
shouldn’t go on into perpetuity, that if you are going to have an in-
surance policy, it shouldn’t be so completely open-ended, protect
against every possible risk that might come down the pike. We
don’t have enough money to do that in the world. So I think what
we are looking for here is getting a very precise set of graduation
criteria and then apply them while also focusing whatever program
activities are conducted at the highest risk, the real risks of pro-
liferation, not training, you know, new scientists to do other things.

Mr. STUPAK. Are you developing that criteria, specific criteria so
you can graduate?

Mr. SCHEINMAN. Yes, we plan to do that in the coming year. As
the GAO recommended, we plan to articulate and implement an
exit strategy that includes that set of criteria and does provide us
to wind down in Russia, which we have been doing.

Mr. StupAK. OK, you say that. Let me show you tab 3. Do you
have the binder? Would you hand it to Mr. Scheinman there,
please? Do you have one in front of you? I think it is tab 3 on the
table in front of you. It is the IPP program guidance dated 2002,
which was transmitted to the committee last week, and turn to the
area of page 78. It should be flagged there for your convenience.
Because you say that and I am a little concerned because when I
read it, and I am on page 78 here, and I think it is highlighted
there for you, “IPP requires that a preponderance of the staff work-
ing on its projects have had weapons of mass destruction relevance
experience before 1991. The meaning of preponderance is taken to
be 60 percent as a bare minimum. Two-thirds would be better, and
anything above that, better still.” Then it says, “Add note for HQ.
This needs to be changed to read 50 percent once the current GAO
business is over. The dictionary definition for preponderance in-
cludes 50 and above but GAO is right, we should have changed this
at the point when the practice was modified.” Do you see that
there, Mr. Scheinman?

Mr. SCHEINMAN. Yes.

Mr. STUPAK. So it looks like you are just going to change the text
here just to get GAO off your back and you go back to what you
want to do.

Mr. SCHEINMAN. That is an unfortunate——

Mr. STUPAK. But it accurately reflects the attitude at DOE; let
us just say what we think we want them to hear, we will say what
we think they want us to hear and then we will go back and do
what we always did.

Mr. SCHEINMAN. No, sir, I don’t believe that is correct, and I
would refer you back to our assessment that was conducted at the
request of NNSA Administrator Brooks where we outlined the re-
quirement to change our focus to deal with the threat as we see
it today and not the threat as we understood it to be 15 years ago,
and among the recommendations in that report is that we develop
an exit strategy and implement it, that we focus on the community
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of institutes that might present risk and thereby change our focus
in the metrics and performance process, instead of counting num-
bers of people, to count institutes where we understand risk to be,
number 2, and number 3, to focus our work in areas that are more
directly supportive of nonproliferation including safeguards, secu-
rity and proliferation resistance. That is what we are about.

Mr. STUuPAK. Well, there is skepticism because it seems like State
is moving forward with this program that has outlived its useful-
ness where you guys are still not doing it. Let me ask you one more
question and then Mr. Inslee showed up, I will turn to him. Nu-
clear cities—Russia shut down about 10 cities that had nuclear.
You don’t have any program in those 10 cities, do you?

Mr. SCHEINMAN. Russia didn’t shut down the cities.

Mr. StuPAK. I didn’t say shut down the cities. I said shut down
the nuclear program in 10 cities, right?

Mr. SCHEINMAN. Well, no, nuclear programs continue in those
cities.

Mr. STUPAK. But there are about 10 of them?

Mr. SCHEINMAN. There are 10——

Mr. STUPAK. Do you have programs going for those scientists in
those cities?

Mr. SCHEINMAN. We do have a number of projects that involve
those cities but the Nuclear Cities Initiative itself we decided to
cancel in part because the focus of that program was frankly be-
yond our means to implement.

Mr. STUPAK. Well, the Nuclear Cities Initiative, you called it,
right?

That was one program that came underneath the IPP. That one
is sort of shut down so why can’t this one be shut down?

Mr. SCHEINMAN. The focus of the Nuclear Cities Initiative was to
deal with the risk of mass migration and to focus on jobs and de-
fense conversion. Our view of the program following our assess-
ment with the administrator was that that is not the way we need
to conduct this program, that the risk is not mass migration, the
risk is that proliferators whether they are countries or terrorist or-
ganizations are going to target specific institutes because of the
technology that they possess, so our program therefore made—our
objectives made less sense in the Nuclear Cities Initiative context
and require adjustment in the IPP context where we are going to
focus not on jobs and defense conversion but on promoting tech-
nology partnerships that promote our nonproliferation objectives.

Mr. STUPAK. Mr. Inslee for questions.

Mr. INSLEE. Thank you.

Mr. Scheinman, I am just looking at the—there is a program
guidance requiring 60 percent at a minimum of scientists who have
been employed during the Soviet era to be involved but I am ad-
vised that that hasn’t been met. Could you comment on that?

Mr. SCHEINMAN. I believe we have engaged certainly more than
50 percent of former WMD scientists. I don’t know that we have
attained the goal of 60 percent, which is a goal we still hope to—
we strive to meet.

Mr. INSLEE. I should—in fairness, it was a reference to a GAO
audit of 97 IPP projects and they found fewer than half, I am ad-
vised.
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Mr. SCHEINMAN. We don’t agree with that number. Based on our
records and our checks which we conducted again just after the—
or as the report was coming forward, our review shows more than
50 percent of participants have WMD expertise.

Mr. INSLEE. And it is fair to say you are going to continue that
effort to boost that, I hope?

Mr. ScHEINMAN. Correct. And I would just add, if I may, that
based on the direction that I have recommended the program, pro-
moting safeguards, security and related nonproliferation topics, the
community of experts that we would draw from are more clearly
related to WMD either expertise and technology or the enabling
technologies. That is very much what we plan to do.

Mr. INSLEE. We encourage that. Thank you very much.

I yield back.

Mr. STUPAK. Mr. Walden, any further questions?

Mr. WALDEN. Thank you, Mr. Chairman, and I want to thank
our witnesses and I want to thank the GAO.

You know, it seems like every year hundreds of scientists retire
from our own weapons laboratories at Sandia National Lab, Los Al-
amos, Lawrence Livermore and the nuclear weapons scientists
have vast and detailed knowledge regarding our weapons systems
and capabilities. What do we do? What does the Department of En-
ergy do to make sure that our own retired DOE weapons scientists
aren’t sharing their knowledge and what are we doing to recruit
new people into this field so that we are keeping pace with tech-
nology?

Mr. SCHEINMAN. That is a good question. I think you will find
that across the Department of Energy and its national laboratories,
it is certainly my experience, and I have visited, I think, virtually
every lab and site, that you will not find stronger patriots than
those who have gone through our nuclear weapons programs and
production facilities. That being said, every technology transfer,
whether that is an e-mail or work that might be conducted for a
foreign partner, has to run through a rigorous set of export controls
and internal reviews, so I think we have been in pretty good shape,
not to say that there hasn’t been hardship in locations where facili-
ties have closed down.

Mr. WALDEN. But my question was more about our retired sci-
entists and I am not questioning their patriotism at all, but I am
just saying, some people as we know, we have had intelligence ex-
perts in our various agencies that have been on the take and been
busted but after years of damage to America’s security; do we have
a plan in place to kind of monitor our former nuclear scientists? I
mean, we seem to have a lot of plans in place to deal with the Rus-
sians.

Mr. SCHEINMAN. If those programs and plans are in place, I am
not aware of them. It would be another part of the Department of
Energy that would take interest. But to answer the other half of
your question, we certainly are struggling in the United States
with respect to our own brain drain, not in terms of the transfer
of information to other countries or organizations but just the mere
fact that we have been out of the nuclear energy business so long
that the associated infrastructure associated with nuclear power
has attritioned and we need to rebuild it, and it is very much one
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of our interests—an interest of my program is to build the next
generation of safeguards and nonproliferation experts so that we
can regenerate that level of expertise across our labs.

Mr. WALDEN. Mr. Robinson?

Mr. ROBINSON. Just to elaborate and expand upon that, this is
a significant national issue. It is not just in the weapons side but
in the nuclear power side if we are going to build, you know, a sub-
stantial number of new plants, the NRC side, and it is not just the
scientists themselves. We have had consultation with a lot of folks
in academia, and the availability of professors to teach the next
generation of nuclear scientists is drastically diminished.

Mr. WALDEN. Good point.

Mr. ROBINSON. So it is actually slightly better than we might
have otherwise imagined.

Mr. WALDEN. And while you have the microphone there, accord-
ing to GAO testimony, the Department of Energy has wasted a sig-
nificant portion of the IPP budget due to mismanagement. Now, we
know at Los Alamos we have experienced countless security inci-
dents that have compromised classified information and frankly
put the Nation’s security at risk. This oversight committee over the
last few years has conducted both public and classified and closed
hearings on this problem. Do you think that the money we wasted
on the IPP program would be better spent on security improve-
ments at Los Alamos where we know classified information is not
alway?s handled properly? Do I need to hold up my J-B Weld prop
again?

Mr. ROBINSON. Mr. Walden, that is a tough question. The
amount of money going into this program, the IPP program, is not
huge. It is almost two different things. It is hard to know exactly,
you know, how a transfer would

Mr. WALDEN. Well, the question is somewhat rhetorical in its na-
ture.

Mr. RoBINSON. OK. I took the bait unnecessarily then.

Mr. WALDEN. No, no, it has a serious piece to it as well, and that
is—

Mr. RoBINSON. Well, no, as you well know——

Mr. WALDEN [continuing]. We keep an eye on Los Alamos and
elsewhere and I think they have made improvements but——

Mr. ROBINSON. As you well know, we have done a vast amount
of work and continue to do a vast amount of work on physical secu-
rity at Los Alamos. We are doing a huge project right now on cyber
security, given all the extensive problems that have been experi-
enced. So our investment on that initiative is even much bigger
than it is on this side of the house, frankly. We are working with
you on that.

Mr. WALDEN. Thank you, Mr. Robinson, and gentlemen, thanks
for your testimony.

Thank you, Mr. Chairman.

Mr. STUPAK. Mr. Robinson, that cyber security at Los Alamos,
since we have had so many problems, that could be done at a dif-
ferent nuclear lab, right?

Mr. ROBINSON. I am sorry?

Mr. STUuPAK. The work being done at Los Alamos on cyber secu-
rity, that could be done at a different lab, could it not? One where
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they have security? Well, we do three hearings a year on Los Ala-
mos breach of security. Some of us think it has outlived its useful-
ness. Now, I will get myself in trouble and all my New Mexico
friends will be calling me but

Mr. ROBINSON. I was going to say, there are a great many folks
in New Mexico on both sides

Mr. STUPAK. Yes, there are.

Mr. ROBINSON [continuing]. That would object to any comment
on that.

Mr. STUPAK. That is true. I won’t put you on that position.

Ms. Schakowsky, questions, please.

Ms. SCHAKOWSKY. Just a couple of things. I do find it really trou-
bling that one, there is no evidence that any one person could be
identified, according to the DOE, Mr. Robinson, Mr. Scheinman,
that actually was deterred from being in a situation that would put
us at risk, and there is also no evidence, Mr. Scheinman, that it
has, you said, increased proliferation, which means there is no—I
don’t know if that means and maybe you can answer me that no
one has really looked at that. I mean, the whole thing seems to me
that it has kind of been a little—there has been very little over-
sight, that it has developed a kind of life of its own. People have
decided what its mission is from time to time and changed it or ex-
panded it, and that measurements, you talk about soft things, well,
that is all fine except that, you know, we are talking about a lot
of money and I think that taxpayers and the Congress would like
some metrics anyway that would say we know that this program
is doing what it was intended to do. These are really more in the
way of comments.

Let me just ask you this. The current budget now from DOE is
what? Did you say it is down to 30 something?

Mr. SCHEINMAN. Roughly $30 million.

Ms. SCHAKOWSKY. Thirty million, and Mr. Stratford, on the State
side. How much is that?

Mr. STRATFORD. For science centers for fiscal year 2008, we have
asked for and will probably get $12 million total.

Ms. SCHAKOWSKY. And there are other agencies that are also
funding certain aspects of this as well, I was told, even agriculture
or there is other money involved in these programs. So, you know,
a million here, a million there, it begins to add up, and I just feel
like—I congratulate the committee and the GAO. I get this feeling
that there are probably a lot of programs like this that have been
around for a while and nobody is really looking at them, and the
fact that the mission has changed and you want it to change pretty
extensively regarding countries that are involved, I couldn’t agree
more with Mr. Shimkus, who said I think the Congress needs to—
if we are going to change this mission, then we better get involved.
Congress better get involved in deciding whether these resources
are going to go, and also providing the oversight but you wanted
to comment, Mr. Scheinman, go ahead.

Mr. SCHEINMAN. Well, I certainly take all of your points and I
don’t want to take issue with any of them. I would just—with re-
spect to soft and hard metrics, my point was that only soft metrics
count. That is clearly not the case. We need to have measurable
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metrics that help guide our priority ranking, that help guide imple-
mentation, that

Ms. SCHAKOWSKY. So in regard to the initial objective, are there
any metrics that would indicate that this program has been a suc-
cess?

Mr. SCHEINMAN. I think we can measure the success of the pro-
gram through the level of engagement. I don’t think we can meas-
ure success by absence of an activity. I think we do have informa-
tion that these programs have made a difference in very real terms
in terms of institutes perhaps working with us instead of with sus-
pect partners. I would have to provide that information in another
setting. But we do have the challenge of essentially

Ms. SCHAKOWSKY. But wait. So you agree that there is—or
maybe it was you, Mr. Stratford, that there is a relationship with
Iran that is bilateral and has nothing to do with us, and isn’t that
in regard to the institutes?

Mr. STRATFORD. There is a relationship with Iran in terms of the
Bushier reactor and the fuel for it. Remember, what we are trying
to do is to get institutes to be self-sustaining, so our metric is sim-
ple: have we graduated institutes; have we stopped providing as-
sistance to a particular institute?

Ms. SCHAKOWSKY. Yes, although you said that having said that
earlier, that just because an institute has graduated doesn’t mean
that there aren’t still risks and deserve U.S. dollar support.

Mr. STRATFORD. That is correct in certain instances. But even if
we graduated every single institute, I still can’t guarantee that two
or three scientists from Institute X wouldn’t decide that Iran was
looking very promising as a place of employment. That can still
happen. Now, if we thought that was going to happen, I suspect we
would try to do something about it, and I don’t know whether that
would be another project at that institute or whether we would find
some other way to address the problem. The problem doesn’t go
away. The question for us is, can we make most of it go away by
reducing temptation and can we reduce temptation by having an
institute be self-sustaining. We talk about Russia being richer. Yes,
they are, but that doesn’t mean that the government hasn’t still cut
loose some of its institutes and left them in a precarious position
financially. The one other thing I would like to say is, what strikes
me is that there are other countries who think that the science cen-
ter idea is a good idea and are putting in money. Staff tells me that
the annual budget of the Moscow Science Center is about $100 mil-
lion. All U.S. contributions together are about $50 million of that.
That means we are getting a one-to-one matching grant just like
National Public Radio from other countries who have been putting
in the money to do what we do. So is our $50 million leveraged?
Yes, leveraged 100 percent because other people think this program
is worthwhile. I will stop there.

Ms. SCHAKOWSKY. Thank you.

Mr. STuPAK. Well, that is at one institute. Let me follow up Ms.
Schakowsky’s question this way. Are the institutes being funded by
DOE or State Department that are also working with Iran?

Mr. STRATFORD. I don’t know the answer to that question. The
science center in Moscow funds through projects a lot of institutes.
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The question you are asking is, are any of those who are getting
U.S. dollars participating in the Iran nuclear program?

Mr. STUPAK. Right.

Mr. STRATFORD. I don’t know the answer to that.

Mr. STUPAK. Wouldn’t we want to know that? How do you know
that the purpose and intent is what we except it to be than if we
don’t know where they are working outside of cooperative agree-
ment with the United States?

Mr. STRATFORD. Well, we do know basically what goes on be-
tween Russia and Iran, and I would have to check whether any of
the institutes that receive project funding from us are connected
with Bushier or fuel supply.

Mr. StuPAK. Would you do that?

Mr. STRATFORD. That is a possibility but I don’t know the answer
to it but I would be happy to try to provide that for the record.

Mr. StuPAK. How about you, Mr. Scheinman? Are there any
DOE institutes working with

Mr. SCHEINMAN. I am not aware of work that we are conducting
that supports the Bushier fuel supply. We also, with the State De-
partment and the entire U.S. interagency, obviously are looking
very closely at potential relationships between Russia and Iran and
we would gauge our decisions on projects based on what we know,
but I would have to go back and see whether our work involves any
of the institutes involved in the fuel transfer, the reactor.

Mr. StupAK. OK. Well, we would like to have those answers be-
cause I was going to ask this question but based on these answers,
you know, DOE funded a Lawrence Livermore study of 605 Rus-
sian scientists to address the brain drain. Now, that was back in
2002, but 21 percent of those scientists said they would go to rogue
states such as North Korea, Iran, Syria or Iraq if the project in-
volved significant scientific interest and the compensation was ade-
quate. Well, if we are funding institutes and we don’t know if Rus-
sia then has a separate agreement from those institutes we are
putting money into with countries like Iran, Korea or Syria, that
would be a cause of concern. And even though if you said well, we
will give you money, you can come work elsewhere, the Russian sci-
entists, 15 percent of them said they are still willing to go to rogue
states for compensation or for the scientific challenge. In fact, 70
percent said their preferred place is Germany, of all places.

Let me ask you this question, Mr. Scheinman. Isn’t it the case
that DOE’s Initiative for Proliferation Prevention is funding six
projects under the Global Nuclear Energy Partnership, or GNEP,
a DOE program to repossess, and I mentioned earlier, spent nu-
clear fuel and develop fast reactors?

Mr. SCHEINMAN. Yes, we do have a number of projects that are
supportive of the general purposes associated with GNEP.

Mr. StupAK. All right. Did DOE suspend part of its guidance
that requires an industry partner to participate—you are talking
about a one-to-one match, Mr. Stratford was, but industry partner-
ship participation which is intended to ensure the commercial ap-
plication of the projects, correct?

Mr. SCHEINMAN. The requirement in our guidance for industry
partnership is associated with commercial projects. All of our
projects are
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Mr. STUPAK. So GNEP, there has to be a private industry to
show some potential for commercial application.

Mr. SCHEINMAN. I think the level of technology at this stage is
only of interest to scientists and engineers. It is not at the point
of being of interest to the commercial market.

Mr. STUPAK. Right. So why are you funding it then? If it is sup-
posed to be with a commercial partner, why are you funding six of
them when it is not commerciable and you can’t have a—and there
isn’t a private partner who will even go along with you and it is
also the conclusion of the National Academy of Sciences, they
issued a recent report saying you are funding these six programs
that have no commercial application, long time coming, why are
you funding these programs when it won’t be commercialized any
time soon.

Mr. SCHEINMAN. I believe one project does in fact have a com-
mercial partner but the reason that we are pursuing this work is
associated with my earlier comment about focusing our program on
nonproliferation topics that are of interest to the United States and
hopefully of interest to Russia and that includes the development
of a proliferation-resistant fuel cycle which will move us away from
the current practice which Russia now practices which is to sepa-
rate plutonium from spent fuel in pure form directly usable in
weapons, encourage them over time to transition to a system that
doesn’t separate that plutonium in a pure form.

Mr. STUPAK. Well, is it the Secretary’s responsibility, in this case
Secretary Bodman, to determine whether or not projects carried
out under IPP are likely to achieve their commercial objectives?

Mr. SCHEINMAN. Yes, per the law, I believe, the commercial po-
tential is——

Mr. STUPAK. There is the point. The law says they are supposed
to have commercial potential. You say one out of six might, so why
are we funding the other five contrary to the law?

Mr. SCHEINMAN. At least my understanding is that projects that
are approved for the purpose of being commercialized require an
industry partner. Not all of our projects are approved for the pur-
pose of commercialization. They are approved for the purpose of
pursuing basic or perhaps applied research that we don’t plan to
pursue as a commercialization

Mr. STUPAK. So then why are we doing it under the IPP program
then? Why don’t we just do it underneath our national labs? Why
are you using this program for something that the law says it can’t
be done for? Why would you go there with it?

Mr. SCHEINMAN. Well, I don’t

Mr. STUPAK. Is it just in the interests of the Secretary or——

Mr. SCHEINMAN. No, sir, this is—our position is that the Global
Nuclear Energy Partnership is one that we should support. It is
the Administration’s policy, and we have made those decisions in-
ternal to our own management certainly with briefings to senior
management.

Mr. STUPAK. Yes, right, but isn’t it supposed to—the programs
you want to run are supposed to be under Congress authorization,
isn’t it, not what you think might be a good idea? The GNEP pro-
gram, unless it has commercial application, hasn’t been approved
by Congress.
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Mr. SCHEINMAN. Well, I think you can look at GNEP in perhaps
in two ways. One is

Mr. STUPAK. Yes, I look at it underneath the law and not where
you want to go with.

In fact, Mr. Robinson, isn’t that one of the weaknesses you point-
ed out in your report?

Mr. ROBINSON. Yes, our main issue with this is that it feels a lit-
tle bit like mission creep, you know, and we have recommended
that the relationship between GNEP and IPP be clarified and I
think DOE is embarking upon undoing that, but it is the mission
creep. What is the—we move the program into infinity and that is
what is our issue is. We think, you know, this ought to be clarified.

Mr. STUPAK. Do you want to comment on that at all?

Mr. LEvis. No, only to the extent what Bob Robinson says. We
agree. We raised these questions about what authorization do you
have to move the program in this direction, what guidance do you
have, are there industry partners. These are the questions that you
are raising today. We had the same questions.

Mr. STUPAK. And as I said in my opening, I am not necessarily—
I think this program is a valuable program but I think it has to
be within the confines of what Congress has authorized and how
we spend money and how the programs are being run. I mean,
maybe we shouldn’t have an IPP program anymore. Maybe it
should be a different program for nuclear research or reestab-
lishing the nuclear base and technology and teaching in this coun-
try with the goal of nonproliferation. Maybe that is a more sensible
way to go, at least underneath the authorization of Congress when
we are spending $40 to $50 million a year.

Let me ask you one more question if I can, Mr. Scheinman. Turn
to tab 13 in the binder, please. This is a December 15, 2006, joint
letter from Secretary Bodman and Director Carichenko directed to
President Bush and President Bush and it is attached to a U.S.-
Russian plan of action for implementing GNEP, the global nuclear
progrgm there. Is this agreement non-public or is it a public docu-
ment?

Mr. SCHEINMAN. This is currently a non-public document. My un-
derstanding is that the office that directed it within the Depart-
ment of Energy has committed to the Russians that we would seek
their agreement before releasing it.

Mr. StUPAK. Right. So before we can release this document, we
need the Russians to agree with us, right?

ffl}/lr. SCHEINMAN. That is my understanding from the sponsoring
office.

Mr. STUPAK. Since this is a government-to-government agree-
ment between the United States and Russia, why is it that Russia
determines whether the U.S. government’s action plan to develop
GNEP should be kept a secret from the American people? It is gov-
ernme}?nt to government. Wouldn’t the government make its own de-
cision?

Mr. SCHEINMAN. I don’t think I would term this a government-
to-government agreement in the classical sense.

Mr. STUuPAK. Well, it is President Bush to President Putin.

Mr. SCHEINMAN. Yes, it is a joint report of ministers to two presi-
dents. I believe the report could be treated as confidential foreign
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government information which I think by its own rules and re-
quirements would provide that Russia would have to agree to its
release. As I say, I am happy to take this back to the sponsoring
office and——

Mr. STUPAK. Sure. I mean, the assistant secretary for nuclear en-
ergy or U.S. Department of Energy signed it and his Russian coun-
terpart did, but transparency is a cornerstone to the U.S. nuclear
program policy with respect to civilian use of nuclear energy so I
don’t know how keeping it secret would build the public trust in
DOE’s plans for GNEP, so we are not going to make it public right
now but I want to make it very clear that we come back and give
us an answer to contact the Russian signatories so we can have
public release of this document. We think it is critically important,
especially with the GNEP program and the questions I have been
asking you.

One more question. A couple years ago, I am still waiting for an
answer, Secretary Bodman on spent fuels—you know, this country
doesn’t do it. We are probably about the only one that doesn’t do
it. We have problems at Yucca Mountain with storage and all this
other. I asked him to revisit that policy. Has he ever made any rec-
ommendations to President Bush to revisit, overturn that policy?
That policy has been in place since the Carter years. Technology
has progressed so much. I think it is one of those things we ought
to look at. Would you please take that message back and see if we
can get some answers?

Mr. SCHEINMAN. I can tell you that it is being looked it very ac-
tively.

Mr. STUPAK. Good. I just hate to have all those years of advocacy
go down the drain.

I guess that concludes it. I thank all of our witnesses for coming
today. Sorry I was out for a bit. I was doing some work on the
Great Lakes so I had to go testify. I am glad to be back. Thank
you all. Good testimony, interesting issue. We will back with fur-
ther hearings on this subject. Mr. Scheinman, Mr. Stratford, Mr.
Robinson, Mr. Levis, thank you very much for your time.

That concludes our questioning. I want to thank all of our wit-
nesses for coming today and your testimony. I ask for unanimous
consent that the hearing record will remain open for 30 days for
additional questions for the record. Without objection, the record
will remain open. I ask unanimous consent that contents of our
document binder with the exception of tab 13, the one I just ques-
tioned on, with the exception of tab 13, all of the rest of them will
be entered into the record. Subcommittee staff will work with the
Department of Energy to find an acceptable copy of tab 13 to enter
into the record. Without objection, the documents will be placed in
the record.

[The information appears at the conclusion of the hearing:]

Mr. StUuPAK. That concludes our hearing, and without objection,
this meeting of the subcommittee is adjourned.

[Whereupon, at 11:35 a.m., the subcommittee was adjourned.]

[Material submitted for inclusion in the record follows:]
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GIPP STATUS REPORT, MARCH 25, 2008

INTERIM STEPS TAKEN

ePlaced on hold projects underway at institutes having involvement in Iran’s nu-
clear programs; final decisions to be taken following completion of Energy/State
Terms of Reference.

eCancelled 2 projects at one institute of concern.

ePlaced on hold two projects that involve Russia and proliferation-resistance of
the fuel cycle.

eMet with U.S. interagency to discuss path forward for GIPP and State redirec-
tion programs.

eOutcome: State/Energy to update Terms of Reference for project reviews to en-
sure consistent application by IPP and ISTC. Aim is for interagency consensus on
TOR within a month.

eBriefed HECC staff on results of classified assessments in response to Committee
questions.

PROPOSED PATH FORWARD (SUBJECT TO CONSULTATIONS WITH STAKEHOLDERS)

eContinue R/FSU projects that involve high-risk institutes.

eComplete next phase of institute risk assessment to inform future programmatic
decisions.

eGain Russian agreement over next several months on approach to cost-sharing.

OkWind-down projects by end of FY 2010 that include no institutes rated as "high
risk.”

eKeep option of continuing projects at lower-risk institutes when needed to gain
participation by high-risk institutes

eDetermine role of industry under a cost-sharing model.

eContinue programs in Iraq and Libya (do not expect to carry forward with Libya
beyond 2011).

eMaintain readiness to support projects in North Korea.

ePursue nonproliferation technology projects outside of IPP; shift 2 existing ad-
vanced safeguards projects from GIPP to NA-242’s International Safeguards and En-
gagement Program.

eAttain intra-Departmental and interagency agreement on approach to advanced
fuel cycle projects; cost-sharing could be a condition of IPP support for approved
projects in this area.

oShift cost savings to Safeguards/North Korea denuclearization tasks.

INTERIM FINDINGS REGARDING RUSSIA AND IRAN:

oThe HECC raised concerns over IPP work at certain institutes. We have looked
closely at these projects and have reached the following conclusions:

eNo payments were made to individuals at institutes under sanctions by the US
Government.

eNo evidence of U.S. funds or technology supporting Iranian nuclear projects.

o[PP has funded projects at institutes that have conducted work in Iran, though
in some cases the reporting was acquired after the IPP projects were complete.
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ExuiBIT BINDER INDEX

INITIATIVES FOR PROLIFERATION PREVENTION ORGANIZATIONAL MATERIALS

1. Initiatives for Proliferation Prevention (IPP) Organizational Chart

2. IPP Mission and Program Description

3. IPP General Program Guidance, March 2002

4. List of 35 Projects Funded by DOE at the Same Institutes Which Had Been
“Graduated” by the State Dept. Program in the Current or Previous Fiscal Years

5. List of Current IPP Projects

6. Global Initiatives for Proliferation Prevention—Global Nuclear Energy Partner-
ship Projects

NONPROLIFERATION STATUTES

7. National Defense Authorization Act for FY2000: Public Law 106-65, Section
3136—Nonproliferation Initiatives and Activities

8. FY94 Foreign Operations Appropriations Act: Public Law 103-87, Section 575—
Ukraine/Russia Stabilization Partnerships

9. Atomic Energy Act, Section 123

GOVERNMENT ACCOUNTABILITY OFFICE REPORTS AND CORRESPONDENCE

10. “Nuclear Nonproliferation: Concerns with DOE’s Efforts to Reduce the Risks
Posed by Russia’s Unemployed Weapons Scientist.” GAO/RCED-99-54. (Executive
Summary and Contents only, the full document can be found in the Subcommittee’s
Files.), February 1999

11. GAO engagement letter to DOE Secretary Bodman, re: researching IPP pro-
gram for December 2007 report, 10/11/2006

12. "Nuclear Nonproliferation: DOE’s Program to Assist Weapons Scientists in
Russia and Other Countries Needs to be Reassessed.” GAO-08-189. (GAO Findings
andbCOntents only, the full document can be found in the Subcommittee’s files.), De-
cember 2007

U.S.-RUSSIA AGREEMENT

13. Transmittal of the Report of the United States and Russian Federation Joint
Working Group on the Development of a Bilateral Action Plan to Enhance Global
and Bilateral Nuclear Energy Cooperation, 12/15/06

NEWS ARTICLES

14. Global Security Newswire article by Jon Fox, “GAO Lashes U.S. Nonprolifera-
tion Program.” 01/14/08

15. Nezavisimaya Gazeta (Russian) unattributed editorial: Assistance from the
United States Arrived to Wrong Scientists. Washington is Ready to Turn its Back
on Russian Closed Towns.” 01/17/08
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Initiatives for Proliferation Prevention (IPF) Page 1 of 3

o
on

The IPF Mission

initiatives for Proiiferation Pravention (PP} s a nonproliferation program of the
11.8. Department of Enengy/MNationa! Nuclear Security Administration. IPR
enhances U.8. national security by engaging former Soviet WMD sclentists,
enginesrs, and technicians to rediract their expertise to peaceful work through
partnerships with U.S. commercial enterprises. Through cooperative projects
among former Soviet weapons scientists, U.8. national laboratories and U.8.
industry, IPP identifies non-military, commercial applications for former Soviet
institute technologles. These unigue partnerships provide new resources and

for U.8. companies, while establishing important private secior
finkages for former Soviet weapons scientists.

PP was sstablished in 1594 under Public Law 103-87, Section 574, and is
funded each year by congressional appropriation. Funding for FY 2005 1s
$23.7 million.

PP Program Rationale

Since the break-up of the
Sovist Union, thousands of
weapons scientists, enginoers
and technicians have been
subject to sharp govemmant
funding cutbacks at their
resgarch institules. PP
engsges these weapons
porsonngl in RAD and
commercial pursuits thal may
isad to stable, civilian
emplnyment opportunities, thus
reducing the rsk of proliferation
of WMD fechnology and
axpedise.

CO distiliation eolurmn for produeing *2C0. The
cRlumn i a prominent landmark on the
tarrflory of the Russian Research Cenfor -
KurshatCO distiflation eofumn for producing
support of primarily R&D 1360, The column is & prominent landmark o
inifiatives to active promotion of the terrifory of the Russlen Resesrch Conler ~

The IPP prograim has evolved
since 1894, moving from

http:/fwww nnsa.doe.gov/na-20/ipp.shtml i 1/17/2008
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Initiatives for Proliferation Prevention (IFP) Page20f3

commercialiy-viable

technologies. A present, over Kurchaiow fnstiute in Moseow and was
130 projects, virually all construciad as part of an IPP project involving
invelving U.S. industry Spectra Gases of New Jorsoy and ihe

Lawrence Livermare Nafional Laborsfory.
partners, are under way at 100 ’ i

institutes and production

faciiities in Russia, Ukraine, Kazakhstan, Armenia, and Georgia. IPP has
active projects at nuclear faciiities, both Inside and outside Russia’s closed
nuclear cities, as well as at biological, chemical and strategic delivery
institutes.

of T ies G fatized Under IFP

i improved prosthetic designs
=¥ bioremediation of olf fields
f heavy metais recycling
i neadie-free injeciors for mass immunizations, including responses to acts
of blo-terrarism
B nanophase ceramic fibers for diverse applications
radioscopes for medical applications,
*® ractar technology (o map coal, off and gas deposiis

How IPP Works

PP Is 2 proven madel for
technology commercialization
involving parinerships among
.S, industry, DOE nafional
taboratories, and former Soviet
scientific institutes.

The majority of IPP funding

supports project work by the Isatoplicaty-pure sifcon waler manufactured
former Soviet institute, witha by Kmmcyarsk—é§ in zemmx will meet
smalerporssnage o £ MO S T
funds going 1o the U.S. national and Lawrence Berkaley National Laborafory.
iaboratory for critical technical

oversight and project

management.

U3, industry partners are required to match IPP funding at least doflar-for-
doflar with cash or in-kind contributions. U.S. industry parirers are involved in
project planning from the start to ensure @ commercial focus, All companies
participating in PP ars members of the U.8. industry Coalition {USIC), a non-
profit association, which serves as the technology commercialization agent for
PP and which offers numerous project-related services fo members.

PP complements its sfforts by seeking co-funding opportunities and by
coordinating its activities with other DOEMNNSA nonproliferation programs,

hitp:/ferwrw nmsa.dos. govina-20/ipp.shtml 1/17/2008



62

Initiatives for Proliferation Prevention (IFF) Page 3 of 3

and with the U.B. Government inferagency community.

Benafits to U.S. Industry

» Accass to new sources of fechnology

B Reduced technical risk due 1o oversight and technology validation by the
1.8, national faboratories

¥

& Reducad political risk because all IPP projects are approved by both the
U.8. Government and by the Govemment of Russia, Ukraine, or Kazakhstan,
as appropriate

&
B Cloar aliocations of inteliectual property rights

Major
Accomplishments
o Date

B 16,000
scisntists,
engineers, and
technicians at
180 institutes
across the FSU
angaged

& 7,400 FSU
scigntists and
enginesrs
currantly
angaged in PP
projects.

Iefaliicum LLC Sciontiat and Russian Scientist Removing
Nanostructurad TRanium from Pregs of Instifule of Physics of
Advanced Malerials af Ufa State Aviaiion Technical Univarsity.

% 3195 million in private sector matches from U.S, industry

30 technologies commercialized andior received venture capital since 1998
with $40 miffion in commercial sales and other value-added o U.S. industry
partnars and FSU scientists
B $118 milfion in private verture capiial in support of IFP projects
W 2300+ new high tech jobs crealed in Russia, Kazskhstan, and Ukeaine asa
resull of PP projects
¥ in ideal condiions, an average of 5 - 8 years is neaded 1o bring a new
technology to market in the U.S. The early successes of IPP's
commercialization projects lustrate the significance of the program's
accomplishments in high technology development, working in an uncertain
environment

Home | Migsion | Graanization | Press | Documents | Budiget info | Contact |

Jobs | Locations | Site Map | Privacy / Sscurity Statement | Top

http:/fwww.nnsa.doe.gov/na-20/ipp.shiml . 1/17/2008
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Foreword

This General Program Guidance replaces the Program Guidance dated July 1998. The entire
document will continue to be reviewed and revised periodically to reflect operational experience
and new requirements. Changes to specific topics may be made as required. Changes must be
coordinated with and approved by the Director of the Initiatives for Proliferation Prevention
(IPP), Department of Energy (DOE)/National Nuclear Security Administration (NNSA).

As a general purpose document, these instructions cannot predict all possible circumstances and
contingencies faced by IPP program participants. If necessary, exceptions to these policies and
procedures will be considered on a case-by-case basis. Such requests should be made to the [PP
Director.

Guidance and Applicability

This General Program Guidance applies to all participants in the [PP program. Participants
include DOE/NNSA Headgquarters, DOE Operations and Field Offices, the participating National
Laboratories, participating New Independent States (NIS) Institutes and U.S. Industry Partners.

This guidance document is not intended to supersede or modify DOE orders or existing contracts
between DOE and its National Laboratories.

Program Overview

The Initiatives for Proliferation Prevention (IPP) program is a U.S. DOE/NNSA national security
program whose mission is to reduce the threat of weapons of mass destruction proliferation. It
strives to stabilize institutes, personnel and technology formerly dedicated to developing and
manufacturing weapons of mass destruction in the successor states of the former Soviet Union
(FSU). The program addresses proliferation risks through laboratory-to-laboratory cooperative
research and development projects in the FSU and commercial technology development projects
involving partners from U.S. industry.

IPP projects support weapons scientists and institutes in the NIS that are suffering economically,
through joint collaboration on non-defense related research and employment in support of U.S.
nonproliferation objectives. These projects identify technologies for commercialization that have
market potential for profit both to the U.S. and NIS. Partnerships are formed by U.S. National
Laboratories between U.S. Industry (the Industry Partner) and NIS Institutes, with the expectation
that profitable IPP-commercialized projects will facilitate economic development in the NIS.

The IPP program supports both “Thrust 1" (T-1) and “Thrust 2” (T-2) projects. T-1s are of a
relatively modest size (and number) and are intended to facilitate quick engagement of key NIS
Institutes with which IPP has not previously worked. T-1s involve an NIS Institute and U.S.
National Laboratory, which work together to demonstrate the feasibility of an NIS Institute
technology, thereby establishing working contacts and evaluating the scientific and engineering
capabilities of the NIS Institute. While not directly involving a U.S. Industry Partner, T-1s must
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have good commercial potential in order to attract an Industry Partner, if successful.

T-2s, the mainstay of the IPP program, involve applied technologies and are intended to quickly
bring to market a product, process or service based on an NIS Institute technology. T-2s are
larger scale projects and involve an NIS Institute(s), U.S. National Laboratory(s), and U.S.
Industry Partner(s).
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1. Scope and Purpose

IPP was established pursuant to Section 575 of the Fiscal Year 1994 Foreign Operations
Appropriations Act (Section 575). The intent of Section 575 is that the IPP program provide
mutual benefits to both the U.S. and the participating NIS countries. Mutual and long-term
economic benefits result from redirecting scientists/engineers in NIS institutes from military
activities to commercial activities, while helping to ensure the nonproliferation of weapons of
mass destruction.

General Guidelines:

1. The primary goal of the IPP Program is nonproliferation of weapons of mass destruction
through the use of a commercialization mechanism. While commercial benefit is a major
emphasis of the IPP program, the nonproliferation goals of the IPP provide the foundation for all
program activities and thus take precedence over other considerations.

2. Money specified to support individual IPP projects may not be spent for other purposes.

3. Money specified to support an individual project may not be spent on any other project.

4, Intellectual property rights between participating parties are delineated in DOE's Class Patent
Waiver No. W(C) 94-010.

5. Project apreements between participants must be consistent with other agreements between the
U.S. and the NIS country, with other U.S. Government programs and U.S. national security

policy.
6. Activities must be of economic value to both the U.S. and the participating NIS country.

7. All parties will protect designated proprietary information of the other parties.

2. Program Impact at DOE National Laboratories

Each National Laboratory Director, through the Inter-Laboratory Board Representative (see
Section 3), must ensure that the laboratory participation in IPP projects is appropriate.

General Guidelines:

1. The participating National Laboratory's role in each IPP project must be complementary to,
and not interfere with, other DOE-assigned laboratory roles and missions.

2. National Laboratory participation in a given project should be evaluated in terms of the best
use of available laboratory resources and capabilities.

1
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3. The impact of developing a project proposal and initiating project work should be considered
in the context of how it will affect other DOE programs.

4. Each National Laboratory Director, through the Inter-Laboratory Board Representative (see
Section 3), is responsible for reviewing project proposals to avoid redundancy, ensure
consistency and compliance with the General Program Guidance.

5. Each National Laboratory Director, through the Inter-Laboratory Board Representative (see
Section 3), is responsible for determining whether developing a project proposal or initiating
project activities is in the best interest of the National Laboratory and is a suitable use of
laboratory resources.

3. Inter-Laboratory Board

The mission of the Inter-Laboratory Board (ILAB) is to coordinate, review, and facilitate the
activities of the ten participating multi-program laboratories and the Kansas City Plant with the
other program participants, and to provide recommendations to DOE/NNSA Headquarters on the
execution of the IPP Program. ILAB is responsible for reporting activities to the Director of the
IPP program.

General Guidelines:

1. ILAB operating and administrative procedures are to be developed in accordance with this
guidance document.

2. ILAB membership consists of one representative from each participating National Laboratory.
Each laboratory operates under separate management and operating contracts with DOE and
supports DOE's policies and procedures. Currently, participating laboratorics are: Argonne
National Laboratory, Brookhaven National Laboratory, Idaho National Engineering and
Environmental Laboratory, Lawrence Berkeley National Laboratory, Lawrence Livermore
National Laboratory, Los Alamos National Laboratory, National Renewable Energy Laboratory,
the Oak Ridge Site (which includes the Y-12 National Security Complex, the Oak Ridge
National Laboratory, and the East Tennessee Technology Park), Pacific Northwest National
Laboratory, Sandia National Laboratories and the Kansas City Plant. An ILAB representative
must be a regular, full-time employee of the national laboratory (or KCP) represented. ILAB
members elect a chairperson for a two-year period to coordinate the various functions of the
ILAB.

3. ILAB acts as the point of coordination for the IPP program on major issues and activities
involving the participating laboratories.

4. ILAB responsibilities include:

. Developing project proposals which reflect the operational goals of the program as
2
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indicated by the IPP Director, and which meet the requirements outlined in the General

Program Guidance.
. Implementing approved projects in a timely and efficient manner.
. Monitoring projects throughout their life cycle and taking any comrective action, to

include project termination, in order to maintain project and program integrity.

. Developing strategies and activities to fulfill the commercialization objectives of
completed and ongoing IPP projects. Particular emphasis should be placed on developing
commercial strategies for IPP projects.

. Meeting regularly, at least annually, to discuss program progress and policies as a group.

. Providing timely reports to DOE/NNSA Headquarters regarding the identification of any
problem areas, major accomplishments, project milestones, commercialization, financjal
information and performance.

. Maintaining, no less frequently than on a monthly basis, the Lotus Notes IPP Information
System databases.

o Ensuring that the monitoring and reporting activities neither iphibit the laboratory
contracting activities under other mission programs, nor interfere with the administration
of the laboratory contracts by the responsible DOE/NNSA contracting officers.

. During proposal development, identifying and protecting the background intellectual
property of potential participants.

. Providing regular reports to IPP U.S. Industry Partners concerning the status of active [PP
projects in which the Industry Partner is involved.

. ILAB will provide information concerning the results of Thrust I projects to, and enter
into discussions with, prospective IPP Industry Partners. ILAB also will furnish the
results of T-1 projects to the United States Industry Coalition (see Section 4).

5. ILAB is responsible for generating any additional operational instructions necessary for
implementing IPP program objectives. All such instructions should complement the General
Program Guidance and are subject to approval by the Director of the IPP Program. Whenever
practical, such instructions will be included in the General Program Guidance.

4. United States Industry Coalition
1. The United States Industry Coalition (USIC) is responsible for facilitating commercial

interactions between U.S. Industry and NIS Institutes and for implementing the commercial
development functions of the IPP program. In order to achieve these goals, USIC will work both
3
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within the IPP project development structure and external to ILAB activities. USIC’s primary
responsibilities include:

. Assisting member companies in the commercialization of IPP projects by providing
related advice and services;

U Independently evaluating the commercial viability of proposed project activities;
. Facilitating the development of T-1 and T-2 projects;

. Facilitating commercial activities between U.S. companies and NIS institutes outside of
the IPP project development process;

. Providing timely reports and the results of any commercial evalnations to DOE/NNSA
and [LAB.

2. National Laboratories retain the primary responsibility for developing projects. USIC will
work with [ILAB representatives to identify potential industrial participants. USIC will maintain
a profile of specific industry needs in order to identify technology of interest to industry and
bring such technological developments or capabilities to the attention of prospective industrial
collaborators.

3. USIC and ILAB will maintain a fully transparent relationship. Each party will have full and
complete access to reports, reviews or evaluations produced by the other party. USIC will
provide copies of commercial evaluations to the ILAB Chairman for distribution to ILAB
Representatives. [LLAB will make technical review results available to the USIC.

4. USIC may facilitate non-IPP-funded commercial interactions between the industry and the
National Laboratories or other U.S. government funded research entities as desired, as long as
such activities do not interfere with other IPP-funded activities.

5. USIC will perform outreach activities, as appropriate.

6. IPP-funded activities at USIC must be approved by the IPP Program Director.

5. NIS Institute Weapons Scientists, Engineers and Technicians

General Guidance (Reference Section 3136, Title XXXI. DOE National Security Authorization
for Y 2000):

No IPP funding may be used to increase or otherwise supplement the pay or benefits of an NIS
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scientist or engineer if the scientist or engineer is currently engaged in activities directly related
to the design, development, production, or testing of chemical or biological weapons or a missile
system ta deliver such weapons. No IPP funding may be made available to an NIS institute
currently engaged in activities directly related to the design, development, production, or testing
of chemical or biological weapons or a missile system to deliver such weapons., Nor may IPP
funding be made available to any NIS scientist, engineer, or institute if that individual or institute
has made a scientific or business contact in any way associated with or related to weapons of
mass destruction with a representative of a country of proliferation concern. For the purposes of
this guidance, a country of proliferation concern means any country so designated by the U.S.
Central Intelligence Agency.

Specific Guidance:
1. Nuclear

Preface: The continued existence of Russia’s nuclear weapons program, including stockpile
maintenance, is well recognized in both Presidential Decision Directives and in Government-to-
Government Agreements. Given that IPP projects may not always employ Russian nuclear
weapons scientists and engineers full time, it is possible that these specialists may work on
nuclear weapons-related activities of the Russian Federation while not engaged on IPP projects.
IPP project proposals are subject to careful interagency review, and deliverables will be
scrutinized by U.S. National Laboratory Principal Investigators (se¢ Section 14(1)) to ensure that
they represent contemporaneous work by the NIS scientists and engineers involved.

Guidance: Scientists and engineers still employed in Russian nuclear weapons facilities are not
precluded from working on IPP-funded projects. Scientists and engineers employed in non-
Russian institutes who are actively working on nuclear weapons or related technologies are
precluded from working on IPP-funded projects. Any contact of any NIS institute in any way
associated with or related to weapons of mass destruction with any state or entity designated by
the U.S. Central Intelligence Agency as being of “proliferation concern,” is contrary to U.S.
policy and will result in immediate termination of all IPP work and funding to that institute.
Such contact will be considered a breach of faith of the conditions underlying the integrity of the
IPP-funded relationship(s) to the fullest extent provided by law.

2. Biological

Preface: The Russian Federation, Belarus, Kazakhstan, and Ukraine are parties to the Biological
Weapons Convention. Defensive work, to protect armed forces and other populations from
biological agents, is permissible under the BWC. IPP project proposals will continue to be
subject to careful interagency review for dual use implications, and deliverables will be
scrutinized by U.S. National Laboratory Principal Investigators (Section 14(1)) to ensure that
they represent contemporaneous work by the NIS scientists and engineers involved.
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Guidance: It is not acceptable to fund scientists and engineers who are engaged in offensive
biological weapons work or in work on missile systems to deliver biological weapons when they
are not working on IPP-funded projects. Those scientists and engineers may, however,
legitimately work on defensive biclogical warfare-related projects funded by their countries. Any
contact in any way associated with or related to weapons of mass destruction with any state or
entity designated by the U.S. Central Intelligence Agency as being of “proliferation concern,” is
contrary to U.S. policy and will result in immediate termination of work and funding to that
institute. Such contact will be considered a breach of faith of the conditions underlying the
integrity of the IPP-funded relationship(s) to the fullest extent provided by law.

3. Chemical

Preface: The Russian Federation, Belarus, Kazakhstan, and Ukraine are parties to the Chemical
Weapons Convention (CWC) of 1997 outlawing offensive chemical weapons work. Defensive
work, to protect armed forces and other populations from chemical agents, is permissible under
CWC, as is research on means of destroying existing chemical weapons stocks. IPP project
proposals will continue to be subject to careful interagency review for dual use implications; and
deliverables will be scrutinized by U.S. National Laboratory Principal Investigators (Section
14(1)) to ensure that they represent contemporaneous work by the NIS scientists and engineers
involved.

Guidance: It is not acceptable to fund scientists and engineers who are engaged in offeusive
chemical weapons work or in work on missile systems to deliver chemical weapons when they
are not working on IPP-funded projects. Those scientists and engineers may, however,
legitimately work on defensive chemical warfare-related projects funded by their countries, or
work on development of means of destroying existing stocks. Any contact, regardless of nature,
kind and description with any current or future country designated by the U.S. Central
Intelligence Agency as being of “proliferation concern,” is contrary to U.S. policy and will result
in immediate termination of work and funding on IPP subcontract. Such contact will be
considered a breach of faith of the conditions underlying the integrity of the IPP funded
relationship(s) to the fullest extent provided by law.

6. Activities at Biological and Chemical Warfare Facilities in the NIS

Cooperative research in biological and chemical activities poses unique challenges to ensure that
such cooperation contributes to nonproliferation and international security. Many areas of basic
biological and chemical sciences that would be candidates for cooperative research could be
redirected to provide material benefit to a biological or chemical weapons program. For this
reason, IPP observes particular safeguards regarding its activities with scientists associated with
NIS institutes that are known or suspected to have biological or chemical warfare experience.
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General Guidelines:

1. All IPP participants must have a clear understanding of U.S. policy involving chemical and
biological weapons nonproliferation as described above under Section 5, “NIS Institute Weapons
Scientists, Engineers and Technicians.”

2. Prior to initiating any activities, the interaction must be coordinated with the Department of
State, the Department of Defense, and other government agencies as appropriate. ILAB
Representatives and Principal Investigators (Section 14(1)) should provide supporting data as
requested to support this coordination effort.

3. The principal objective of this interagency coordination is to ensure that IPP projects will not
support or further the biological or chemical weapons knowledge base and that no IPP funding is
provided to any NIS institutes currently engaged in offensive biological or chemical weapons
related activities.

7. Intellectual Property

Section 575 specifies that the intellectual property rights of all parties to the program of
cooperation (IPP) be protected. Both Section 575 and the Conference Report have as an
objective the fair and equitable treatment and distribution of intellectual property rights under the
IPP. To further this objective, DOE has granted Class Patent Waiver No. W(C) 94-010, to
address rights to inventions made by NIS Institute employees under subcontracts with the
National Laboratories. The class patent waiver provides an equitable allocation of rights to NIS
Institute inventions and sets forth the obligations of the IPP parties receiving those rights. In
addition, the IPP program has ensured a similar allocation of intellectual property rights between
the PP parties when the IPP projects are carried out through other agreements. All agreements
between the participants under the IPP will reflect both the allocation of rights and associated
obligations as set forth in the class patent waiver. For more detail, see Appendix A, “Intellectual
Property Terms for NIS-IPP Subcontracts”.

All individuals responsible for implementing the IPP program must be aware that it is absolutely
essential to protect the intellectual property relating to the technologies developed under the IPP.
General Guidelines:

1. All individuals involved with the IPP process - employees of National Laboratories, industry
participants, and DOE/NNSA - must understand the importance of, and be familiar with the
necessary steps for, protecting intellectual property.

2. The National Laboratories should ensure that the terms and conditions of the Cooperative
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Research and Development Agreements (CRADAs) and subcontracts under the IPP do not
conflict with the terms and conditions of separate agreements that IPP Industry Partners or other
entities may have with NIS Institutes. During the formulation of project proposals, the IPP
Industry Partners and National Laboratories should inquire as to the existence of and identify to
the IPP Director any such agrecments.

3. In order to protect potential intellectual property rights from NIS Institute background
technology, all participants in the IPP program should sign nondisclosure agreements with any
NIS Institute providing them with access to its background technology. In the event license
rights in NIS Institute background intellectual property are needed in order to commercialize IPP
project technology, the NIS Institute will be equitably and adequately compensated for such
license rights.

4. The National Laboratories and IPP Industrial Partners will make reasonable efforts to identify
NIS Institute background intellectual property and include such identification in all IPP
proposals.

5. The allocation of inteflectual property rights should be discussed as early in the CRADA
process as possible to avoid delays in negotiating and executing these agreements.

6. The National Laboratories, in accordance with their contracts and subcontracts with the NIS
institutes and the class patent waiver giving them rights to NIS Institute inventions, are
responsible for identifying, reporting, and protecting any intellectual property created under the
IPP agreements to which they obtain rights.

7. Each IPP participant should develop a strategy for the early perfecting of rights in intellectual
property for the specific technology and a licensing strategy for the intellectual property. In
developing this strategy, consideration should be given to obtaining intellectual property
protection in foreign countries in order to enhance the commercialization of the technology in
those countries.

8. Intellectual property licensing agreements should reflect the relevant terms of the class patent
waiver.

9. The IPP participants should use the legal and business expertise available to them at the
National Laboratories and within DOE/NNSA to address and resolve intellectual property and
technology transfer issues, and not rely on program and technical personnel for such support.

Detailed procedures and guidance for the protection of intellectual property are set forth in a
separate document, entitled “Detailed Guidance for the Treatment of Intellectual Property under
the Initiatives For Proliferation Prevention” (Appendix B).
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8. Protection of Generated Information

Information (e.g., technical data) may be generated under the IPP that is commercially valuable
and may also be subject to protection as intellectual property. Consistent with applicable
statutes, such information should be protected to the maximum extent possible either by
withholding the information from public dissemination and/or by obtaining inteliectual property
protection for the information. To the extent information is not commercially valuable or is no
longer capable of being protected, such information that would contribute to the advancement of
scientific knowledge should be broadly disseminated.

General Guidelines:
1. All IPP participants should have procedures to provide for the early identification and marking
of commercially valuable information created under CRADAS, subcontracts, or other types of

IPP agreements in accordance with the terms and conditions of such agreements.

2. The procedures for identifying, marking and protecting commercially valuable information
should reflect the following criteria:

. ‘Which specific information is considered commercially valuable.

. ‘Whether the information describes an invention, and if so, the procedures for properly
reporting it and subsequently protecting it through patenting.

e Under what conditions, and for how Jong, such information should and can be withheld
from public dissemination.

. ‘What information must be publicly released.

. Which information is analogous to trade secret or commercial or financial information
that would be privileged or confidential, if such information had been obtained from a
non-Federal party.

3. Research results associated with commercially valuable information, but not necessarily the

information itself, should be publicly disseminated whenever possible without significantly

diminishing the commercial value of the information or compromising the patent position.

4, All IPP participants should have procedures to ensure that marked generated information
received from other participants is protected consistent with the legends on the information.

5. All generated information should be available, as requested by a DOE/NNSA contracting
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officer, for use at other DOE/NNSA facilities with the same protection in place, if the
information is required to meet the requesting facility's scientific mission.

Detailed procedures and guidance for the handling and protection of generated information are
set forth in a separate document, entitled "Detailed Guidance for the Treatment of Intellectual
Property under the Initiatives For Proliferation Prevention” (Appendix B).

9. Protection of Proprietary Information

Proprietary information and data are recorded information developed at private expense that
embody trade secrets, or commercial or financial information the content of which is considered
privileged or confidential by its owner. Proprietary information and data are not generally known
or available from sources other than the provider, and are not available from anyone without
obligation concerning their confidentiality.

USIC and the National Laboratories may be provided with proprietary information and data
from NIS Institutes or private sector participants. Such information and data require protection,
because, once such information is put into the public domain, it loses its value. Special attention
must be given to protection of this information and data when provided in electronic format and
when placing this information and data into a database.

General Guidelines:

1. IPP participants shall have procedures to assure the protection of proprietary information, data
and background intellectual property. Nondisclosure agreements shall be signed by authorized
representatives before such information is transferred between the IPP parties. Federal
employees do not sign nondisclosure agreements because Title 18 of the United States Code,
section 1905 prohibits them from wrongfully disclosing proprietary information and data.

2. No agreements should be made to protect orally transmitted proprietary information or data
unless such information or data is promptly identified as being proprietary and reduced to writing
and appropriately marked and dated with a legend by the provider within a mutually agreed upon
period of time.

3. Legends specifically identifying the restrictions placed on use and disclosure of the proprietary
information or data shall be conspicucusly placed on all such delivered information.

4. Research results associated with proprietary information and data may be publicly

disseminated whenever possible without disclosing such proprietary information and data, unless
further restricted under a CRADA or other agreement.

10
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5. Consistent with any use and disclosure restrictions or agrecments, proprietary information and
data can be transmitted between DOE/NNSA contractors without nondisclosure agreements
pursuant to standard rights in technical data clauses contained in their contracts, provided such
information and data are appropriately marked and receipt is acknowledged for same.

Detailed procedures and guidance for the protection of proprietary information are set forth in a
separate document, entitled "Detailed Guidance for the Treatment of Intellectual Property under
the Initiatives for Proliferation Prevention with the New Independent States” (Appendix B).

10. Classification and Export-Controlled Information

To meet the IPP objectives, close collaboration between U.S. and NIS participants is necessary.
It is absolutely essential that all U.S. and NIS participants perform this collaboration in full
compliance with all relevant national security requirements and policies between the U.S. and the
NIS for preventing the proliferation of weapons of mass destruction.

NIS participants will be advised of this policy and required adherence thereto.
General Guidelines:

1. DOE/NNSA and National Laboratory personnel are responsible for complying with all
applicable DOE classification and export control requirements. DOE/NNSA and National
Laboratory personnel will avoid any activity that is directed toward the development or
enhancement of the capabilities of weapons and weapons systems, including weapons of mass
destruction.

2. National Laboratories shall review site-specific procedures as they relate to this program to
assure that national security and export control requirements are met in the conduct of all aspects
of the IPP. This review should ensure that there are adequate safeguards in place to prevent the
release of any classified information, unclassified controlled nuclear information, or export
controlled information. Procedures for release of information to NIS participants, access to
software and intellectual property, physical access to DOE/NNSA facilities, and release of
information by DOE/NNSA travelers will follow existing DOE orders, policies and procedures.
Each Principal Investigator (Section 14(1)) is to be aware of the responsibilities for national
security and export control concerns.

3. All IPP projects must adhere to all U.S. export controls regulations. In order to accomplish
this, proposals should be developed and reviewed in terms of the following:

. Does the project involve a technology that requires an export license or is considered
sensitive according to DOE/NNSA or Department of Commerce regulations?

11
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. Is the NIS participant or other end user of the technology subject to special regulation by
the export controls community or will participation with a given institute or other end
user violate U.S. export controls policy?

. Will the proposed project enhance the capabilities of the NIS nation to improve their
capabilities to produce weapons of mass destruction?

. Are any of the proposed participants, including the proposed industrial partner, currently
under investigation or indictment for violating U.S. export controls regulations?

. If any of these conditions exist, ILAB representatives should prepare a plan for addressing
each issue prior to submitting the proposal to DOE/NNSA Headquarters for review or
terminate proposal development.

4. Instruments, computers, equipment, and information provided to the NIS Institute must meet
export control requirements.

5. National Laboratories will specifically inform all participants when information that has been
identified as export-controlled information may be involved in a project. National Laboratories
and USIC will inform industrial participants of their obligations relating to export control
licenses.

6. The DOE/NNSA Nuclear Transfer and Supplier Policy division (NTSP) reviews all IPP
project proposals to identify any export control issues. NTSP then provides recommendations to
the IPP Director conceming the resolution of such issues or recommending the disapproval of a
given proposal.

7. The Natjonal Laboratories are responsible for obtaining any required export control licenses
for IPP-funded activities in the NIS that involve the National Laboratory as a signatory to a
subcontract or Agreement with the NIS entity. For agreements or subcontracts in which
DOE/NNSA is the signatory, export license responsibility is assumed by DOE/NNSA. National
Laboratory participants should not assume that blanket exemptions or export controls licenses for
their laboratory or other DOE/NNSA programs will apply to IPP funded-activities even if such
activities are complimentary to the exempted or licensed program.

8. All DOE/NNSA travel, including IPP-funded travel, is subject to review by the NTSP.

11. Exempted and Exceptional Circumstance Technologies

Under Title 35 of the United States Code, Section 202(a)(iv) (35 USC 202(a)(ii)), the DOE

12
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Naval Nuclear Propulsion Program and certain DOE/NNSA programs that are funded by the
Defense Programs division of DOE/NNSA have been exempted from the management and
operating contractor’s right to elect to retain title to inventions. Under 35, USC 202(a)(ii),
Federal agencies are also authorized to make determinations when restriction or elimination of a
small business or nonprofit contractor’s right to retain title to any invention will better promote
the policies and objectives of the law including commercialization of the invention. To date,
exceptional circumstances determinations have been made by DOE on those technologies that
relate to:

. Uranium enrichment, including isotope separation;
. Civilian high-level nuclear waste or spent nuclear fuels;

. Classified or sensitive information under Section 148 of the Atomic Energy Act of 1954
as amended;

. the Steel Initiative; or
. the U.S. Advanced Battery Consortium.

Currently, the Department's policy for each exceptional circumstances technology is that title to
inventions falling within each affected technology remains with the Government.

General Guidelines:

1. The Department will, for any additional exceptional circumstances determination, consider as
a factor the goals of Public Law 101-189 as to whether retention of commercial rights to
inventions by its management and operating contractors will best assist widespread utilization
and commercialization of the technology without detriment to DOE/NNSA's programs.

2. Contractors may propose commercialization plans for specific technologies failing within
existing exceptional circumstances catagories and requests a DOE/NNSA waiver of invention
rights to specific inventions in these categories. Such requests should be made through normal
DOE/NNSA reporting channels.

12. Cost-Sharing and Apportionment

A Cost-Sharing

Cost-sharing is a critical element of the IPP. The IPP Industry Partner is expected to provide
cash funds, an equivalent value of in-kind funds, or a combination of both, equal to those

13
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provided by DOE/NNSA. Resource-sharing is an indicator of private sector interest in the
technology and is a factor in justifying IPP investment. In order to respond to special
opportunities, a flexible approach to in-kind contributions is taken under the IPP.

B. Apportionment

It is the policy of IPP and the intent of Congress to maximize the amount of funds for the NIS
participants in each project. Specific apportionment will be made for each project in accordance
with currently applicable law, regulation or policy, and will be stated in project approval letters
issued by the IPP program.

General Guidelines:

1. IPP participants will seek to maximize the leverage of DOE/NNSA resources, considering
both costs and benefits.

2. Generally, IPP funds flow to the National Laboratory, the NIS Institute, the NIS scientists and
other staff, and/or other participating entities that are specifically designated in the project and
project approval letter. IPP funds for project activities shall not be transmitted directly to an IPP
Industry Partner, or any other intermediary, other than CRDF, ISTC or STCU. This follows from
DOE-HQ guidance for all Russia and NIS programs (Appendix C).

3. Matching funds and in-kind sharing are items negotiated between the National Laboratory and
the IPP Industyy Partner.

4. Allowable sources for matching funds include:

. Private sector cash payments;

. Cash payments from other non-Federal sources (i.e. loans, small business development
loams, etc.);

. Costs for industry personnel work which has direct relevance to the project; and

. Cos.ts for equipment, materials, hardware, and software that have direct relevance to the
project.

5. Under normal circumstances, the matching contributions will be made at the initiation, and
during the course, of the project. However, there are provisions for counting resources spent
prior to the commencement of the partnership project when it can be clearly demonstrated that
these investments contribute directly to the specific tasks outlined in the project statement of
work. The IPP Director will approve all requests for such exemptions prior to negotiating the

14



82

subcontracts or CRADAs affiliated with the project.

6. Costs directly atiributed to the development and negotiation of the CRADA or contracts
affiliated with the project may not be counted towards the cost-share requirement.

7. Costs for travel as part of the project development or project activities may be counted as part
of the indusiry cost-share.

8. The criteria for evaluating monetary or in-kind cost-sharing by the IPP Industry Partner shall
include the benefit to the national objectives, including nonproliferation and U.S.
competitiveness, and also factors such as:

. Benefit to DOE/NNSA programs, benefit to Industry Partners and benefit to the NIS
Institutes;

D) Technical value added to the project;

. The estimated cash equivalent of the contribution, as well as the type of contribution in
terms of how it will benefit the NIS partner;

. The financial and technical resources of the IPP Industry Partner and their demonstrated
or estimated ability to complete the proposed project and bring the technology to market;
and

. Additional non-commercial funds from other Federal agencies that support the project.

{Note: This excludes federal funds which support the IPP Industry Partner as opposed to
the commercial endeavor or technical project.)

9. Before initiating the final CRADA and contract negotiations between the National Laboratory
and IPP Industry Partners, there should be a mutual understanding of the mechanism for
evaluating any dollar-value equivalents for in-kind contributions that can be verified by
independent parties.

10. A waiver of DOE/NNSA's minimum cost-sharing requirement may be considered in
situations where an IPP Industry Partner’s contribution of less than exact matching will enable an
otherwise meritorious project or will maintain the cooperative spirit of the IPP. This waiver may
be granted only by the IPP Director. Such waivers do niot exempt participants from regulations
and guidance associated with the CRADA process.

13, Labor Costs, Overhead and Taxes in the NIS
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As aresult of discussions with the Department of State, DOE/NNSA has determined that, in
order to insure U.S. Government consistency, National Laboratories should negotiate labor costs
consistent with similar rates under the Interational Science and Technology Center (ISTC)
program. Accordingly, a labor rate of up to $35 per day has been established. Charges under
subcontracts with NIS Institutes at levels above $35 per day require the specific approval of the
IPP Director. Overhead expenses must be identified and accepted by the authorized contracting
officer, or equivalent, at the time of contract award.

IPP funds are considered assistance provided by the U.S. to the NIS. As such, no IPP funds,
equipment or services should be subject to taxation or customs in any of the NIS nations. To
eliminate the payment of all social and income taxes, all payments will be made through the
Civilian Research and Development Foundation (CRDF), the ISTC, or the Science and
Technology Center in Ukraine (STCU), as determined by the IPP Director.

General Guidelines:

1. The purpose of the IPP is to support NIS weapons scientists and engineers in nonmilitary
scientific and commercial research and development. Overhead expenses imposed by NIS
Institutes may be no more than 10% of the project value and must be associated with support of
scientists and engineers and defined in detail by the NIS Institutes and included in contracts.

2. The NIS participants should provide sufficient detail in proposals to the National Laboratory
contracting officers so that labor costs and overhead expenses can be identified and evaluated.

3. Salaries to NIS scientists will be paid directly to the scientists through an approved payment
mechanism as listed above.

4. IPP funds paid through CRDF, the ISTC and the STCU are exempt from taxes.

14. Project and Costing Accountability Safeguards

Procedures are necessary to assure that funds sent to the NIS are spent efficiently and that project
objectives are met. Rapid expenditure of funds or “costing” will not be the principal
performance measure for IPP projects; payments are to be associated with delivered products.
Funds are to be expended over the lifetime of the subcontracts to assure accountability and to
ensure that funds are not diverted away from the intended purpose of the subcontracts.

Each contracting mechanism (whether through ISTC/STCU, DOE Procurerment, or National
Laboratory subcontract) should be on a "fixed-price” basis that specifies how the funding is
directed towards specific project work and expenses. Contracts shall contain a specific schedule
of project deliverables and progress payments to the NIS Institute, salary levels, and overhead
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charges not to exceed 10 percent. Principal Investigators (see below) shall play an active role in
the accountability process by providing details of expenditures and deliverables to the ILAB
Representative. Payment of deliverables shall be made according to an IPP-approved payment
mechanism.

General Guidelines:

1. The U.S. Principal Investigator (PI) for each project is the main point-of-contact for that
project and is accountable for the project, its projected cost estimates, and the acceptability of
progress payments. Although it is desirable to have the PI working as a regular, full-time
employee of his/her national laboratory (or the KCP), it is recognized that, on occasion, and with
the concurrence of the IPP Director, well-qualified, part-time employees of the National
Laboratory may be especially suited for project technical oversight.

2. PI's shall review and evaluate the quality and quantity of each deliverable and determine if the
work product delivered justifies the cost. This evaluation shall be reported to Headquarters, the
ISTC, STCU or CRDF, as appropriate, for payment.

3. On-site project reviews in the NIS shall be conducted by the PI or by other appropriate IPP
participants.

4. Departures from contract provisions will be evaluated and are grounds for contract
termination.

15. Depreciation, Added Factor Costs and Advance Payments

It is DOE/NNSA policy that private sector participants should generally be charged for
depreciation and added factor costs for the use of DOE/NNSA facilities and services. However,
DOE/NNSA will consider the waiver of depreciation and added factor costs for technology
transfer, consistent with existing DOE/NNSA policy, where there is a clearly demonstrated
programmatic benefit. National Laboratory Directors have the discretion to request a waiver of
these charges from the cognizant DOE/NNSA official when a particular cooperative activity is
expected to result in direct benefits to DOE/NNSA programs.

General Guidelines:
1. In a CRADA with an industrial participant under the IPP, the National Laboratory shall
assure that the joint work statement clearly sets forth the benefits to the U.S. Government, so that

a waiver of depreciation and added factor costs, if warranted, can be documented as part of the
joint work statemnent approval process.
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2. In agreements other than CRADAs, National Laboratories will be expected to document
mission benefits that clearly demonstrate tangible benefits to the program if a waiver is
requested, and such documentation shall be submitted to the DOE/NNSA contracting officer for
approval.

3. In a funds-in CRADA with small business firms, National Laboratories may minimize the
financial impact of advance payments on such firms by:

. providing out of award/management fees, royalties, or other corporate funds (but not
Federa) funds) the advance funding;

U negotiating a shorter time period than the current 30-day period for advance funding; or

. having the small business firms establish an irrevocable trust or escrow account as
described in the Acting Chief Financial Officer's memorandum of August 4, 1992,
entitled "Guidance on Advance Funding Under Cooperative Research and Development
Agreements (CRADAs)."

4. Advance payments to participating NIS Institutes are not allowed except for purchase of
equipment, materials or other limited and reasonable expenditures deemed necessary to initiate
the project.

16. Indemnification

The Secretary of Energy has authorized indemnification under Public Law No.85-804 for DOE

contractors conducting high risk national security work in the former Soviet Union and has

informed the Vice President that DOE will provide such indemnification to other contractors

engaged in similar work under the following conditions:

1. The particular activity falls within one of the following categories:

. Participation in the Department's Nuclear Emergency Search Team, Accident Response
Group, Crisis Response Team and other radiological emergency response operations

conducted outside the United States.

’ Maintenance and repair of nuclear weapons conducted outside the United States,
including the safe secure dismantlement of weapons in the former Soviet Union.

. Packaging and fransportation of radioactive material outside the United States for
nonproliferation purposes.
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. Modifying foreign nuclear material production reactors in order to reduce their capacity to
produce weapons-grade materjal and improve their safety.

. Nonproliferation activities in connection with nuclear weapons or weapons-usable
material outside the United States, such as establishing a safeguards system to prevent
diversion of weapons or weapons materials.

. Assistance in the redesign of foreign research and test reactors so that they are capable of
using low rather than high-enriched uranium and thus reduce the potential for loss or
diversion of high-enriched uranium.

2. The indemnification facilitates the national defense.

3. The benefits accruing to the common defense and security by the conduct of the activity
outweigh the financial risk of the indemnification.

4. The activity is not likely to be performed without the indemnity being provided.

5. The activity is not adequately covered by other indemnification or by legislation or
treaty.

6. If a contractor believes that work it is conducting meets these conditions, it should request
such indemnification from its DOE/NNSA contracting officer.

7. This indemnification is not available for activities involving nuclear safety activities at
civilian reactors. By letter dated September 26, 1994, the Vice President informed nuclear
suppliers engaged in, or potentially engaged in, U.S. Government-sponsored programs to
improve the safety of nuclear power plants in the Russian Federation and Ukraine that the
bilateral agreements the U.S. Government has executed with Russia and Ukraine provide
sufficient basis for firms to participate in these safety programs.

17. Project Approval Process

All proposals for IPP projects must be reviewed and approved by the IPP Director for
copsistency with program objectives and project approval criteria, to verify that all project
activities are consistent with U.S. nonproliferation policy and do not conflict with other U.S,
Government programs or regulations. All proposals put into the review process should have the
full and detailed statement of work, to include deliverables, citations of pertinent literature, and
individual weapons of mass destruction bona fides of the NIS Institute staff to be engaged in the
project. This listing of bona fides shall include the name and title of the staff member, the role to
be played in the project under review and former weapons of mass destruction involvement
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according to the following three categories:

1. Formerly involved in weapons of mass destruction or strategic delivery systems research,
development, production or testing.

2. Formerly involved in research and development of the underlying technology of weapons
of mass destruction or strategic delivery systems.

3. No former weapons of mass destruction or strategic delivery systems involvement,
See Appendix D, “IPP Guidance for Evaluating Weapons Scientists and Engineers”,

Propasals for IPP projects are solicited from and peer evaluated by participating national
laboratories through technical committees comprising various members of the ILAB.

Preliminary dual-use reviews are completed by the technical committees. Proposals are reviewed
by the professional staff of USIC for commercial potential and to assess the business bona fides
of the U.S. Industry Partner. Completed proposals are forwarded to the IPP Director by the [LAB
Chair for interagency review and the NNSA Headquarters funding decision. The final review is
carried out by the IPP Headquarters staff at the direction of the IPP Director.

Within DOE/NNSA Headquarters, projects are reviewed by the NTSP (Nuclear Transfer and
Supplier Policy division) for export control considerations. It may be necessary, after project
approval, for the National Laboratory to apply for an export license, through the regular channels.
The IPP Program Office, working with the NTSP, will use its best efforts to expedite this
process.

The IPP formal review consists of coordinating a review among the various DOE/NNSA
Program Offices and the U.S. Government interagency for a full evaluation in terms of
congruence with U.S. policy, nonproliferation impact and program coordination. This
interagency review includes a policy review by the Cooperative Threat Reduction Program of the
Department of Defense, review by the Department of State for congruence with U.S. policy and
lack of overlap with Science Centers Programs, review by the Defense Threat Reduction Agency
for dual-use aspects, and special review by other interagency elements for dual-use aspects
(chemical and biological projects only). The review by the interagency community includes
review of the detailed Statement of Work for each project, including the deliverables list and
relevant publications.

Following approval, the IPP Director allocates and distributes project funds. The National
Laboratories are responsible for negotiating the appropriate CRADASs needed to initiate work on
the project. ILAB Representatives are responsible for monitoring the progress of the projects in
order to verify that project activities are completed within the scope and funding of the approved
proposal, reflect the IPP General Program Guidance and remain in compliance with all relevant
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A schematic of the review and approval process follows. Flow is from left to right, but some
review processes may be carried out in paralle] to expedite approval:

Entity National US. Industry |{DOE/NNSA |Interagency | DOE/NNSA
Laboratories Coalition Headquarters Headquarters
Review | *Technical *Commercial | *Policy *Dual-Use | *Project
or *Dual-Use Viability *Export *Dept. of Approval
Action |*Commercial | *Industrial Control Defense *Funding
*Deliverables Partner *Overlap with | *Dept. of Allocation
*Tasks other USG, State
*WMD bona DOE/NNSA
fides Programs

Note: Proposals may be sent back or dropped at any stage.
General Guidelines:

1. The IPP Director will coordinate the review of all proposals by appropriate DOE/NNSA
Headquarters Program Offices for consistency with other programs and conformity with
DOE/NNSA domestic and international policies and programs.

2. The IPP Director will coordinate the review of all proposals within the interagency
community.

3. ALl IPP project approvals and funding instructions will be furnished in writing. Any oral
notification should be viewed as a courtesy, not as the basis for initiating project activities.

4. All funds allocated must be spent on the designated project and only the designated project.
The split of allocated funds between the national laboratory and the NIS Institute must be
adhered to as a condition of project approval and continuation.

5. Multi-year projects typically are approved for their entire term, but receive funding for the
first year only. National Laboratories secking subsequent year funding for multi-year projects
will provide a formal project review, by videoteleconference if possible, to include: results vs.
the Statement of Work; any modifications needed to the Statement of Work based on the results,
viability of overall project goals in light of competitive developments or advances in the field;
performance of all parties to the project (INIS Institute, U.S. Industry Partner); and plans for use
of subsequent year funding if granted. It is the intent of IPP to provide subsequent year funding
as soon as possible after favorable project reviews.
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6. A National Laboratory, through the ILAB Representative, may elect to cancel a project after
DOE/NNSA approval has been granted. Each National Laboratory is responsible for ensuring
that such a cancellation is within the scope of any signed CRADAs, contracts or similar
obligations. Upon cancellation, ILAB Representatives should notify the IPP Director and the JPP
Finance Officer of any remaining funds assigned to the canceled project. Uncosted project funds
usually will be returned to the general category of pre-positioned IPP funds at the National
Laboratory for allocation to future IPP projects.

7. After a project is approved, National Laboratories or IPP Industrial Partners may propose
modifications to the funding or scope of the project without having to complete an additional
project review. The IPP Director reserves the right to require additional reviews as necessary.
Any major change to the scope of an approved project must be authorized, in writing, by the IPP
Director.

8. After approval by the IPP Director, subsequent DOE/NNSA Headquarters review may be
required if the project is later determined to have the potential to:

. Negatively affect another DOE/NNSA program;
. Involve significant future DOE/NNSA liability or program burden;

. Involve issues of U.S. domestic or international competitiveness that the National
Laboratory or DOE/NNSA Headquarters are unable to resolve;

. Depart from the IPP model CRADA terms and conditions;

. Require significant changes to National Laboratory operating or financial plans;

. Depart from the spirit of mutual benefit of the [PP;

. Impact later changes in U.S. nonproliferation policy; and,

. If the NIS Institute acts in contravention of this General Program Guidance,.Section 5,
“NIS Institute Weapons Scientists, Engineers and Technicians”, written pursuant to
Reference Section 3136, Title XXXI, DOE National Security Authorization for FY 2000;

. If the NIS Institute or country is placed under sanctions (U.S. government or subject to
action by the Department of State which identifies the NIS Institute or nation as actively

supporting terrorists or rogue state, or is listed as a sponsor of terrorism); and,

. If the IPP Industry Partner changes its commercial focus or experiences unforeseen
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financial or organizational changes unrelated to the IPP program, which call into question
the IPP Industry Partner’s ability to complete the project or bring the completed product
to the marketplace.

18. Project Development Criteria

Consistent criteria and standards are necessary to ensure compliance with the program goals, and
to assure that all proposals are judged equally. Each ILAB Representative is responsible for
coordinating the proposal development process at histher own National Laboratory. The ILAB
Representative shall review all proposals before officially submitting them to the technical
committees and DOE/NNSA Headquarters.

ILAB Representatives are responsible for determining if a proposal fits within a National
Laboratory’s mission and technical capabilities. ILAB Representatives have the primary
responsibility for determining if and when proposals should be submitted, and should rank their
proposals in their order of preference for funding purposes. The DOE/NNSA will not direct a
Natjonal Laboratory to initiate a project deemed unsuitable by the ILAB Representative.

General Guidelines:

1. Proposed projects must:

. Not include weapons and delivery system design activities;

. Not provide assistance in the maintenance or improvement of military technology;
. Be consistent with U.S. National Security Policy;

. Be consistent with export control and classification requirements, and with existing

DOE/DOS agreements on collaboration;
. Protect the intellectual property rights of all parties;
. Employ verified weapons scientists and engineers;
. Provide mutual benefits to participating countries;
. Have demonstrable coromercial benefits for thé NIS and l.pe U.s.

2. Proposals shall be submitted online through the IPP Lotus Notes Information System. Since
clarity of presentation facilitates the evaluation process, proposals should be edited for grammar
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and style, and should be proofread to ensure that jargon and abbreviations are avoided and that
al] of the information requested in the Lotus Notes format is provided. Proposals that are
incomplete or not edited prior to submission to DOE/NNSA Headquarters will be returned
without approval.

3. DOE/NNSA will review proposals only after the responsible ILAB technical committee has
made its recommendation to the IPP Director and has forwarded the proposal to DOE/NNSA
Headquarters via the [ILAB Chair.

4. Specific instructions for entering data in the Lotus Notes Database are available from the [PP
Information Systems Manager at the Center for International Security Affairs office, Los Alamos
National Laboratory. It is essential that all projects and proposals are complete and consistent
with other proposal and project data since this enables the IPP Information System’s capability to
sort and report program-wide data. Guidelines for entering data are included as a reference in the
Lotus Notes Database.

5. Project Summaries are a primary source of information for the review and approval process.
In addition, this information is essential for responding to external requests for information and
fulfills a wide range of management needs. It is essential that Project Summaries accurately
describe commercial, technical and nonproliferation benefits. Several portions of the project
summaries are critical to maintaining program integrity and are described as follows.

5a. Project Summary section: The project summary section is the technical summary of the
project. It is composed of two parts. The first part is a stand-alone paragraph stating the
technical goal and the commercial significance of completing the project. The second part is a
more detailed technical summary, including descriptions of:

. How the project demonstrates the commercial/technical feasibility of an existing concept
or will develop a new concept, if new and nothing exists;

. Potential hurdles and how they will be addressed;
. For a T-2 project based on T-1 research, outcomes of the previous T-1 research;

. The current state of technology in this field and how the project furthers the technical or
commercial boundaries of this field;

. ‘Which research organization will perform which tasks and the backgrounds of the U.S.
and NIS PIs; and

. References of open source, contemporary, topical publications by the NIS scientist and
other relevant publications.
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Sb. Nonproliferation Impact: IPP proposals should cite how the project will redirect weapons
expertise and/or what weapons of mass destruction facilities will be impacted. Proposal
summaries shall include information explaining the former weapons of mass destruction role the
affected NIS Institute and each NIS scientists had in the former Soviet Union. Individual
nonproliferation bona fides of NIS staff members working on the project must be listed in a table
as described in the Project Approval Process section.

Sc. Benefit to NIS: This section shall detail the benefits the NIS scientists and NIS Institute will
derive upon successful completion of the project. Specific criteria include:

. Long-term jobs created in the NIS and the United States,

. Development of profitable relationships with U.S. companies,
. Creation of spin-off companies from NIS Institutes,

. Number of patents or dollar amount of projected royalties,

. Impact on environmental remediation programs in the NIS,

. Improved standard of living or quality of life, including health and safety benefits,
. Any upgrades to the NIS institute and equipment to be purchased, if known, and

. Development of commercial markets or the ability to service an existing market based on
the development of new or improved production capabilities.

5d. Industrial Applications (T-1 proposals): Overall, the Industrial Applications section should
demonstrate how successful completion of the proposed project will impact the current
marketplace. A plan for the successful transition of a completed Thrust I to a Thrust IT level shall
be provided. If appropriate, ILAB representative should list potential corporate collaborators for
future TH projects.

Se. Industrial Applications (T-2 proposals): For a T-2 proposal, the ILAB Representative or
Principal Investigator should work with the Industry Partner to detail how the completed T-2
product will compare with products or services currently on the market, what the expected
profits/benefits vs. production/development costs are and how the final product will be integrated
into the current market. Specifically, this section should address the following points:

. How the final product compares with currently available goods and services in terms of
cost and performance;
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. How this product will be integrated into an existing process and its benefits in terms of
savings or improved performance/efficiency;

. The size of the market and an assessment of market potential versus development cost;

. ‘What obstacles will remain, upon completion of the project, towards achieving
commercial success with the results of the completed project;

. How the Industry Partner and/or National Laboratory plan to achieve commercial success
(i.e. what is the business plan);

. If the Industry Partner is investing money into the overall development effort beyond
what is required for the IPP cost-share requirernents and, if so, how much?

. If the effort the focus of several competitive companies; and

. How/why the Industry Partner is capable of completing the project and successfully
commercializing the product, in terms of organizational resources, relevant experience
and financial stability.

IL.AB members may also utilize the Business Plan Summary section as required to supplement
this data,

5f. Funding Information: ILAB Representatives should complete the Proposed Funds section at
the time of proposal submission. Upon approval, ILAB Representatives should enter information
in the Allocated Funds section based on data supplied in the project approval letter. Throughout
the life of the project, ILAB Representatives shall maintain the Dispersed Funds section on a
monthly basis. ILAB Representatives shall submit the full amount of funds required to complete
the entire project and shall state, in the Project Summary section, how many months will be
required to complete the project.

5g. Total FTE: The number of people employed in the NIS is a primary indicator of program
success. Employment figures are based on Full Time Equivalent, or FTE, which is the number of
man-hours converted into man-years. ILAB Representatives should assume a forty-hour work
week for all calculations and in the absence of calculated labor rates should assume a $5400/year
salary for each NIS scientist engaged in the project. This number should be revised upon
completion of contract negotiations between the NIS Institute and the National Laboratory.

19. Qutreach and Fairness of Opportunity
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Outreach includes all efforts designed to provide potential participants with an awareness of the
opportunities available in the IPP. It includes national, regional, and local interactions with
industry, universities, state and local governments, and other federal agencies.

The fairness of opportunity requirement to notify interested parties is met with the establishment
of USIC. USIC maintains an outreach program utilizing the Commerce Business Daily and/or
the Federal Register to motify potential members of IPP opportunities and to solicit new
members, to continue to satisfy the fairness of opportunity requirements.

General Guidelines:

1. The IPP Program Office is responsible for outreach at the national level, including
coordination with other Federal agencies.

2. USIC is responsible for administering an outreach program for U.S. industry. This outreach

program will satisfy all Federal fairness of opportunity laws and regulations. The focus of the

outreach program will focus on:

s U.S. industry awareness of the IPP program and program opportunities,

* Promoting specific technologies and capabilities in the NIS,

» Promoting specific technologies and capabilities at the National Laboratories, and

s Identification of technical and commercial needs of U.S. industry and specific USIC-
affiliated Industry Partners and informing the National Laboratories and NIS Institutes of
these needs.

3. Laboratories and other participants are responsible for developing and conducting individual

outreach programs to promote awareness of specific capabilities and technologies available in the

NIS. These outreach programs will target non-USIC, as well as USIC-affiliated participants.

4. Outreach programs should include solicitation and utilization of private sector feedback.

5. USIC shall coordinate its outreach activities with the IPP Program Office and with the ILAB to
ensure effectiveness.

6. Laboratories must ensure that faimess of opportunity has been met for CRADAs entered into
with USIC-affiliated Industry Partners, and adequately documented in the joint work statemnent.

20. Personnel Exchanges
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Exchange of individual scientists/engineers, and exchange of teachers/students for training
purposes is generally encouraged. The benefits of exchanges must be consistent with [PP
program objectives and compared with less costly options.

General Guidelines:

1. Because of trave] and other related costs, alternatives to exchanges should be explored,
including telecommuunications.

2. Specifics of the exchange should be fully understood by all concerned parties. Issues
including purpose and scope of the exchange, length of time, costs, liabilities, insurance,
intellectual property rights, etc., must be resolved in advance.

3. All necessary approvals must be obtained from the host organization before the trip.

4. Requests for vacation and other personal time while in transit by any traveler is to be carefully
scrutinized by the paying organization.

5. All foreign travel by DOE/NNSA employees and contractors, and by all foreign national
visitors and assignees to DOE/NNSA facilities, must comply with applicable DOE orders,
security procedures and other requirements provided by the Department of State.

6. Approval of the visit or assignment of NIS personnel to the U.S. must not be perceived as
"sponsoring” the person to become a permanent resident.

7. There must be strong technical reasons that the project benefits from NIS personnel being in
the U.S., rather than remaining in the NIS.

21. Travel

Foreign travel is an integral operational requirement by participants in the PP program. Travel
is necessary to build relationships, develop and review projects and maintain the overall program.
In order to comply with current DOE and Federal regulations concerning foreign travel by
Federally funded personnel (i.e. Federal employees, National Laboratory employees and other
contractors), travelers should coordinate their activities with the Director of IPP.

General Guidelines:

1. The IPP Director must approve all trave] funded by or otherwise involving the IPP program.
All prospective travelers should coordinate with the IPP Administrative Officer at DOE/NNSA
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Headquarters.

2. In order to comply with DOE Order O 551 X on Official Foreign Travel, travelers shall
coordinate foreign travel as far in advance as possible, and at least 45 days in advance. Travelers
shall prepare a DOE Form 1512 and enter it into the Federal Travel Management System
(FTMS). Local approvals must be completed in FTMS and the paperwork must be rousted to the
IPP program office at Headquarters no less than 30 days in advance. Failure to route Form 1512
to Headquarters 30 days in advance may resuit in an inability to secure country clearance.
Waivers must be drafted by the traveler and submitted to the IPP Travel Administrator via
electronic mail. Waivers must be granted at the Deputy Administrator level. Late submissions
must include a statement justifying the need for the exception in the comments section.

3. When preparing Form 1512, travelers shall include the IPP Director as the Headquarters
approving officer. The comrect B&R code needs to be inputted for funding source.

4. When preparing Formn 1512, the relevant IPP project number and title must clearly be
identified in the itinerary.

5. Travelers are also responsible for providing a draft country clearance cable and forwarding it
to the IPP Travel Administrator for review and transmittal to the State Department. It is the
responsibility of the laboratory/site to draft these cables themselves. Travelers-shall not transmit
cables directly to the State Department or the US Embassy. Contact the IPP travel administrator
for assistance in preparing the draft cable.

6. Draft cables must be submitted to the IPP Administrative officer 30 days in advance of travel.
Cable submissions should be made electronically.

7. Country Clearance Cables are needed for all travel to all sensitive countries, including the
former Soviet Union. Cables are required for trave] for federal employees to all countries.
Cables are required for laboratory or contractor travel to all countries as well. In the case of most
non-sensitive countries, a notification cable assuming clearance will be needed.

8. All travel to sensitive sites in the Russian Federation (i.e. the closed cities) needs to go through
the Embassy 48 days in advance of travel. This means that the laboratory/site needs to notify the
travel administrator of such trips at least 49 days in advance so that the Embassy can be notified
in a timely manner. The purpose of the notification is to allow the Embassy to send a
representative on the trip. If an Embassy representative wishes to accompany the travelers on the
trip, the laboratory/site needs to request access into these sites along with the rest of the
delegation. Failure to provide proper notification to the Embassy may result in a denial of
country clearance for the same travel.

9. Travelers are responsible for coordinating their own entry and exit visas for foreign travel.
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10. Travelers will make all necessary logistical arrangements (i.e. hotel, transportation,
translators, etc.) IPP participants are no longer discouraged from requesting U.S. Embassy
services to arrange for logistics or be met at the airport by U.S. Embassy representatives. If
travelers are requesting embassy assistance of any kind, it must be put in the cable along with
fiscal data/credit card number and the cable needs to be sent to the program office at least four
weeks prior to departure from the U.S.A.

11. Travelers are required to notify the DOE Representative and the Science and Technology
Officer at the U.S. Embassy in Moscow to provide a briefing on the trip activities. Notification
to the U.S. embassy should be made by e-mail at least a week prior to departure. In the email,
specify if and when you will be in the Moscow, St. Petersburg or Yekaterinburg regions. The
Embassy may request a briefing if it is convenient for travelers to visit these cities, or may brief
over the phone.

12. Travelers should take steps to avoid unnecessarily risky travel. Travelers are advised to
review the travel safety database on the IPP Information System or to check with the Department
of State travel advisory web site. Specific areas of concern include air safety, rail safety, crime
rates, health advisories and possible civil unrest.

13. Travelers should check with their parent organizations to determine what travel safety
programs or insurance are available to cover medical emergencies, emergency evacuation,
natural disaster, legal problems or other similar unexpected events.

14. Travelers shall provide a detailed trip report to the IPP Director within 30 days of return to
the US. Reports shall include the identity of institutes and personmel visited, a summary of all
decisions, the results of any IPP program and project comumitments made. The trip report shall
conform to the format specified in DOE Order 551.X, and a copy of Part 1 must be submitted to
the Office of Science and Technical Information (OSTI) as specified in the order. Failure to
submit a trip report on time may result in denial of future trips. Travelers shall also send a copy
of the trip report to the program office travel administrator.

The current Department of State and Department of Energy instructions for drafting and
submitting cables are attached as Appendix E, “Standard Operating Procedures for Official
Travel to the Russian Federation (December 2001)”.

DOE Order 551.X is attached as Appendix F.

22. U.S. Competitiveness

United States competitiveness policies apply to all IPP projects. In particular, the guidance and
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CRADA provisions set forth in DOE's Modular CRADA are to be followed in the CRADA
negotiations between the National Laboratories and USIC members. The guidance and
provisions, both preferred and optional, provide for the flexibility needed in CRADAs with a
diverse group of companies, such as USIC members. In the class patent waiver DOE has granted
for the IPP Program, the NIS Institutes/Inventors have been granted title in the NIS countries to
the NIS institute inventions. No U.S. competitiveness requirements have been imposed on the
NIS Institutes under the National Laboratory subcontracts.

General Guidelines:

1. Processes, services, and improvements thereof that are covered by intellectual property
developed under CRADAS shall be incorporated into the CRADA participant's manufacturing
facilities in the U.S., either prior to or simultaneously with implementation outside the U.S.
Such processes, services, and improvements, when implemented outside the U.S., shall not result
in reduction of the use of the same processes, services, or improvements in the U.S.

2. Products for use or sale in the NIS that are covered by NIS intellectual property protection and
developed by the NIS institutes under subcontracts with the National Laboratories should be
substantially manufactured in the NIS by NIS entities.

3. In the exceptional cases where the preferred benefit of substantial U.S. manufacture cannot be
achieved in a particular IPP CRADA, other substantial economic benefit to the U.S. economy
must be identified before approval of the CRADA. The DOE Modular CRADA provides
relevant guidance and examples of alternative economic benefits that may be provided to meet
the U.S. competitiveness requirement.

4. IPP projects should be sought that enhance:

» Direct or indirect investment and reinvestment in the NIS,

s Return on U.S. investment in the NIS,

o Export of U.S. goods and services,

o U.S. receipts of international royalties, and

« Direct or indirect investment in the U.S., or U.S. skills and job base.

S. The issue of U.S. competitiveness should be discussed and resolved with prospective CRADA
partners, preferably before completion of the CRADA Joint Work Statement.
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23, Technology Transfer Mechanisms

There are many possible technology transfer mechanisms to support the IPP program, including
CRADAEs, contracts, cost-shared contracts, subcontracts, grants, cooperative agreements, use of
facilities, work for others, research and development consortia, personnel exchanges, licensing of
intellectual property, presentations at technical meetings, scientific and technical publications,
employee consulting and assistance, and exchanges of data and software. National Laboratories,
in cooperation with their potential USIC member participants, are encouraged to explore use of
these mechanisms.

General Guidelines:

1. All mechanisms used for technology transfer must be consistent with DOE/NNSA technology
transfer policies and relevant management and operating contract provisions.

2. For each situation, the mechanisms should be those most supportive of the IPP objectives.

3. For each situation, a comprehensive strategy should be devised that recognizes the efficacy of
employing multiple technology transfer mechanisms over the sequence of activities that comprise
the entire technology transfer cycle. For example, publication of technical papers in scientific or
technical journals may be an appropriate mechanism to create awareness of the
commercialization opportunity, followed by a CRADA or persongel exchange as mechanisms
most appropriate to stimulate additional technical work to advance a particular application.

4, IPP activities are to be coordinated for maximum leverage with other programs sponsored by
the U.S. Government or the private sector.

24. Evaluation and Oversight

Each IPP participant must establish and document criteria and data to measure a project’s
contribution to the complete IPP effort. Mechanisms for oversight will be instituted at the

appropriate National Laboratory, DOE/NNSA Operations Office, and JPP Program Office.

The IPP Program Office is responsible for providing policy guidance and the conduct of
oversight and evaluation of the program.

National Laboratories are responsible for the conduct and day-to-day management of the program
under applicable statutes, DOE/NNSA policy and contracts. National Laboratories are
responsible for developing, implementing and managing individual IPP projects.

Specific metrics will be used to monitor the IPP program. ILAB representatives and USIC shall
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maintain data which will facilitate monitoring the following metrics. If this data is maintained in
the Lotus Notes Information System, it should be updated on a2 monthly basis.

Worldwide sales resulting from commercialized IPP projects.

Number of weapons scientists and engineers engaged in non-weapons related scientific and
commercial projects.

Level of financial contribution of USIC members in cost-shared projects.

Level of outside private financing secured by USIC members specifically for
commercialization of IPP projects.

Number of U.S. companies and universities that are members of USIC.

Small and disadvantaged business involvement.

Number of inventions reported under CRADAS and subcontracts.

Number of licenses and patents issued as a result of the IPP.

Number of articles or news events generated by the IPP-funded project. (Note: ILAB
representatives should furnish copies of any such articles or press releases to the IPP
Director,)

Number of prestigious awards received by National Laboratories based on IPP projects.
Other government agency and private sector involvement.

Positive feedback from NIS participants on the benefits of the IPP.

Publications in peer-reviewed journals.

ILAB Representatives are the repository for all IPP projects at their Laboratory. ILAB
Representatives should maintain an archive of technical results, commercial results, financial data,
contracting data, operational notes and other records that document the life of any IPP activity.
During any period of succession, the outgoing ILAB Representative should take steps to transfer
this data to the incoming ILAB Representative.

General Guidelines:

1. IPP activities must be adequately documented and available for review.
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2. Standard accounting and auditing procedures shall be used. Copies of records documenting the
payment of IPP funds for deliverables should be retained.

3. Copies of contracts, subcontracts and CRADA’s should be retained.

4. JLAB Representatives are responsible for identifying and labeling any documents that contain
proprietary data.

5. All trip reports associated with the project should be retained at the Laboratories. Copies
should be furnished to the IPP Program Office.

6. Copies of research results, technical reports, notes, technical publications, drawings, photos or
any other technical data that documents the progress and outcome of the project.

7. Reports or physical samples that document the completion of deliverables should be retained.

8. Any press releases, brochures or any other promotional items should be retained. Copies
should be furnished to the IPP Program Office.

9. For T-2 projects, ILAB Representatives should retain copies of the business plans, license
agreements, corporate press materials, corporate charters, bankruptcy notification or any other
documentation relating to the roles, and capabilities of the Industry Partner.

10. USIC will provide copies of any project information they may retain to the appropriate ILAB
Representative.

11. Copies of any instructions from DOE/NNSA headquarters, including the approval letter,
should be retained.

12. Copies of any correspondence from the NIS institute, IPP Industrial Partners or DOE/NNSA
Operations Offices.

13. Each JLAB Representative will prepare a final report upon completion of each IPP project
within thirty days of project completion. In general, each final report will summarize technical
results, commercial results, funding history, interactions with the NIS Institute and the IPP
Industry Partner(s), metrics (patents, publications, FTE’s etc.), next steps for achieving full
commercialization and lessons learned.

25, Equipment Accountability
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Equipment may be temporarily provided by the Government between the CRADA partner and the
National Laboratory during the period of performance of a CRADA. With DOE/NNSA approval,
equipment may be purchased specifically to support a CRADA. The CRADA joint work
statement should address any purchasing or providing of equipment.

Funds provided to the participating NIS Institute under the National Laboratory contract with an
NIS Institute may be used to purchase equipment in-country by the NIS Institute.

Operations Offices may transfer, on a case-by-case basis, the ownership, title and responsibility of
the furnished property to the relevant NIS governments or their agents. The transfer of U.S.-
financed property from DOE/NNSA (its contractors or subcontractors), will occur upon receipt of
the property in country by the NIS Institute.

Operations Offices are to obtain and document the concurrence of the IPP Director for all property
in advance of shipment. These requests should be accompanied by a certification that the property
will not be used for military purposes and meets U.S. Government export control requirements
and other applicable requirements.

General Guidelines:

1. Existing DOE/NNSA policies and procedures will be used to account for equipment used at a
National Laboratory in support of a CRADA.

2. Disposition of equipment purchased specifically to support a CRADA will be negotiated and
stated in the joint work statement.

3. Equipment temporarily provided between the National Laboratory and the CRADA partner will
revert back to the original owner at the end of the performance period. Requests for exceptions
must be submitted to the responsible DOE/NNSA contracting officer for approval.

4. Equipment temporarily provided by either the National Laboratory or the CRADA partner will
be identified in the joint work statement which will be updated, as needed, during the performance
period of the CRADA.

5. Equipment that is expected to be procured to support the CRADA effort will be identified by
the National Laboratory in the joint work statement. Justifications shall be provided for large or
unusual purchases.

6. The National Laboratory must avoid creating the appearance of a funds-out CRADA, which is

prohibited, when procuring goods and services from a CRADA partner for a non-CRADA
activity.
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7. Equipment to be provided to the participating NIS Institute will be identified in the contracting
mechanism with the NIS Institute. Export control requirements must be met.

26. Conlflicts of Interest

Conflicts of interest have the potential to jeopardize the integrity of the IPP. Program participants
must be attentive and avoid real, or perceived, conflict of interest. Each program participant is
responsible for the identification, resolution, and management of conflict of interest matters.

General Guidelines:

1. Federal employees will be governed by applicable laws, regulations, and standards
of conduct.

2. DOE National Laboratories must develop written policies and procedures that are consistent
with contractual requirements that fully address actual or potential conflicts of interest.

* These written policies and procedures must be broad enough to encompass all possible
instances or conditions where conflict of interest may result. From these written policies and
procedures will evolve effective internal practices and mechanisms.

s The individuals involved and their management are ultimately responsible for the ethical and
legal implementation of conflict of interest policies and procedures.

3. To the extent required by the Financial Assistance Agreement, USIC shall develop written
policies and procedures that fully address actual or potential conflicts of interest.

4. NIS Institutes should be made aware of and advised to avoid the types of conflict of interest
situations that would be an embarrassment to the IPP.

5. Failure to meet appropriate conflict of interest requirements may be grounds for immediate
termination of a project.

27. Financial Management and Reporting

In order to maintain full accountability, the IPP Director may designate a member of the IPP Staff
to act as a financial officer who will maintain all financial records and execute financial activities

under the supervision of the IPP Director. The ILAB Chair, ILAB Representatives and any other
IPP program element receiving program funds will submit timely and accurate data concerning the
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disposition of IPP funds allocated to projects or activities under their supervision.
General Guidelines:

1. The IPP Finance Officer is the designated point of contact for coordinating all IPP financial and
budget activities. Copies of all financial reports should be sent directly to this office.

2. On a monthly basis, all financial and project data should be updated in the Lotus Notes
Information System. Each JLAB Representative is responsible for maintaining the data for his/her
own National Laboratory.

3. ILAB Representatives should provide a monthly report on the disposition of all funds allocated
to their control. While specific details should be coordinated with the IPP Finance Officer who
will provide reporting requirements which reflect programmatic needs.

4. Project mortgages should be delineated during proposal submissions and in any relevant
financial reports including monthly reports. ILAB Representatives should maintain accurate
records concerning the number and amount of mortgage funds needed to complete IPP-approved
activities.

5. All instructions concerning the disposition of funds will be issued in writing by the IPP
Director.

6. Funds allocated for a specific purpose cannot be re-allocated for any other project or activity
without written instruction from the IPP Director.

7. Funds remaining from a completed or canceled IPP activity will be reported to the [PP Finance
Officer and returned to pre-positioned funding for re-allocation to other IPP activities upon
approval of the IPP Director.

8. The IPP Director will determine the level of pre-positioned funding and the schedule for fund
distribution. Pre-positioned funds may not be allocated or spent on IPP projects or activities until
authorized in writing by the IPP Director.

9. Unless otherwise directed, ILAB Representatives should use their oldest, uncommitted funds
first.
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Appendix A AL 95-14 {11/17/95)

II.

Attachment 2

INTELLECTUAL PROPERTY TERMS FOR NIS-IPP SUBCONTRACTS

NOTICE AND ASSISTANCE REGARDING PATENT AND COPYRIGHT
INFRINGEMENT .

The Contractor shall report to the U.S. Government through
the Laboratory, promptly and in reasonable written detail,
each notice or claim of patent or copyright infringement
based on the performance of this contract of which the
Contractor has knowledge and shall furnish to the U.S.
Government, at the expense of the U.S. Government, when
requested by the U.S. Government or the Laboratory all
evidence and information in possession of the Contractor
pertaining to such claim or any resulting suit.

PATENT RIGHTS
(a} Definitions

{1) "Subject Invention"™ means any invention or
discovery of the Laboratory or the Contractor
conceived or first actually reduced to practice in
the performance of work under “NIS-IPP project no.

* for Thrust I projects and “USIC IPP
project no. * for Thrust II projects) of which
this contract is a part.

(2) “*Patent Counsel" means the DOE Patent Counsel
assisting the Laboratory.

(b) 1Invention disclosures and reports

(1} The Contractor shall furnish the Patent Counsel
and the Laboratory:

(i) A written report containing full and
complete technical information concerning each
Subject Invention of the Contractor within 2
months after conception or first actual reduction
to practice whichever occurs first in the course
of or under this contract, but in any event prior
to any on sale, public use, or public disclosure
of such invention known to the Contractor. The
report shall identify the contract and inventor
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and shall be sufficiently complete in technical
detail and appropriately illustrated by sketch or
diagram to convey to one skilled in the art to
which the invention pertains a clear understanding
of the nature, purpose, operation, and to the
extent known, the physical, chemical, biological,
or electrical characteristics of the invention.

(ii) Upon request, but not more than annually,
interim reports on a DOE approved form listing
Subject Inventions of the Contractor for that
period and certifying that all Contractor Subject
Inventions have been disclosed or that there were
no such inventions; and

(iii} A final report on a DOE-approved form
within 3 months after completion of the contract
work listing all Contractor Subject Inventions and
certifying that all Contractor Subject Inventions
have been disclosed or that there were no such
inventions.

The Contractor agrees that the U.S. Government and
the Laboratory may duplicate and disclose
Contractor Subject Invention disclosures and all
other reports and papers furnished or required to
be furnished pursuant to the contract.

Rights to Subject Inventions

(1)

(2)

(3)

The Laboratory, pursuant to its Prime Contract
[insert Prime Contract number] with the U.S. DOE,
has the right to elect title to Subject Inventions
of the Laboratory. Such election shall be in
accordance with the terms of the Laboratory's
Prime Contract.

Pursuant to U.S. DOE's Class Waiver W{C) 94-010 of
patent rights in the New Independent States (NIS)
of the Former Soviet Union for inventions made by
NIS institutes= employees in the course of or
under agreements entered into pursuant to the
Fiscal Year 1994 Foreign Appropriations Act (PL
103-87), the Contractor has the right to title to
Subject Inventions of the Contractor in the New
Independent States.

The Contractor retains title to all Subject
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Inventions by its employees, and hereby grants to
the Laboratory exclusive license rights in

Contractor’s Subject Inventions in all countries
other than the New Independent States. Such grant
includes the right to sublicense and the right to
file patent applications and to execute all
documents necessary to obtain patents in said
countries. Subject Inventions jointly made by
Contractor and Laboratory employees shall be

jointly owned. The Contractor's rights to patent
royalties from the Laboratory are set forth in
paragraph (e) below.

The Contractor and Laboratory acknowledge that the
U.5. DOE may obtain title to each Subject
Invention for which a patent application or
applications are not elected or filed by the
Contractor and/or the Laboratory and for which any
issued patents are not maintained by the
Contractor and/or the Laboratory. To the extent
that the U.S. DOE acquires title to a Subject
Invention, Contractor and the Laboratory agree to
take such actions and execute all appropriate
documents (at no expense to Contractor) to enable
the U.S. DOE to file, prosecute and maintain
patent applications thereon.

The Contractor and the Laboratory acknowledge that
the U.S. Government retains a non-exclusive,
nontransferable, irrevocable, paid-up license to
practice or to have practiced by or on behalf of
the U. S. Government every Subject Invention
throughout the world.

For each Subject Invention that the Laboratory
elects title thereto pursuant to paragraph (1)
ahove, the Laboratory agrees to cause a patent
application to be filed and prosecuted in the U.S.
Patent Office on said Subject Invention. Further,
the Laboratory may cause to be filed and
prosecuted foreign patent applications(s) on said
Subject Invention.

The Contractor certifies that it has not and will
not enter into an agreement with a third party
that conflicts with this contract. To the extent
that any subsequent agreement between the
Contractor and a third party conflicts with the

40



(d)

(e)

(£)

108

allocation of rights in Contractor Subject
Inventions under this contract, the Contractor
agrees that the terms of this contract will
supersede the terms of such agreement.

(8) The Laboratory agrees to provide Contractor copies
of patents issued on Subject Inventions.

Publication

In order that information concerning scientific or
technical developments conceived or first actually
reduced to practice in the course of or under the
contract is not prematurely published so as to
adversely affect patent interest of Laboratory or DOE,
the Contractor agrees to submit to the Laboratory for
patent review a copy of each paper 60 days prior to its
intended publication date. The Contractor may publish
such information after a 60-day period following such
submission or prior thereto if specifically approved by
the Laboratory, unless the Contractor is informed in
writing within the 60-day period, that in order to
protect patentable subject matter, publication must
further be delayed. 1In this event, publication shall
be delayed up tc 100 days beyond the 60-day period or
such longer period as mutually agreed to.

Royalty Sharing

To the extent that the Laboratory licenses any Subject
Invention to a third party which results in income
therefrom, Contractor and the Laboratory agree to share
the net income therefrom fifty (50%) to Contractor and
fifty percent (50%) to the Laboratory. Net income is
gross income less any expenses and costs associated
with the licensing of a Subject Invention including,
but not limited to, the cost of preparing, prosecuting
and maintaining patents covering said Subject )
Inventions. The Laboratory agrees to provide to the
Contracter annual reports setting forth the licensing
activity for Subject Inventions by the Laboratory
during the reporting period. The Laboratory agrees
that any agreement to license a Subject Invention will
be subject to the royalty sharing agreement between the
Laboratory and Contractor.

Employee Agreements

The Contractor shall obtain patent agreements to
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effectuate the provisions of this Patent Rights clause
from all persons in its employ who perform any part of
the work under this contract except non-technical
personnel, such as clerical employees and manual
laborers.

III. RIGHTS IN DATA - GENERAL

(a) Definitions

(1)

(2)

(3)

(4)

(5)

(6)

"Computer software," as used in this clause, means
computer programs, computer data bases, and
documentation thereof.

"Data, " as used in this clause, means recorded
information, regardless of form or the media on
which it may be recorded. The term includes
technical data and computer software. The term
does not include information incidental to
contract administration, such as financial,
administrative, cost or pricing, or management
information.

"Form, f£it, and function data," as used in this
clause, means data relating to items, components,
or processes that are sufficient to enable
physical and functionmal interchangeability, as
well as data identifying source, size,
configuration, mating, and attachment
characteristics, functional characteristics, and
performance reguirements; except that for computer
software it means data identifying source,
functional characteristics, and performance
requirements but specifically excludes the source
code, algorithm, process, formulae, and flow
charts of the software.

"Limited rights data," as used in this clause,
means data (other than computer software)
developed at private expense that embody trade
secrets or are commercial or financial and
confidential or privileged.

"Technical data,* as used in this clause, means
data (other than computer software) which are of &
scientific or technical nature.

"Restricted computer software," as used in this
clause, means computer software developed at
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private expense and that is a trade secret; is
commercial or financial and is confidential or
privileged; or is published copyrighted computer
software; including minor modifications of such
computer software.

"Unlimited rights," as used in this clause, means
the right of the Government to use, disclose,
reproduce, prepare derivative works, distribute
copies to the public, and perform publicly and
display publicly, in any manner and for any
purpose, and to have or permit others to do so.

“Limited rights," as used in this clause, means
the rights of the U.S. Government and the
Laboratory in limited rights data as set forth in
the Limited Rights Notice of paragraph (e) (2) of
this clause.

"Restricted rights," as used in this clause, means
the rights of the U.S. Government and the
Laboratory in restricted computer software, as set
forth in the Restricted Rights Notice of paragraph
(e) {3) of this clause.

(b) Allocations of rights

(1)

Except as provided in paragraph (c) below
regarding copyright, the U.S. Government and the
Laboratory shall have unlimited rights in-

(1) Data first produced in the performance of
this contract;

(ii} Form, fit, and function data delivered
under this contract;

(iii) Data delivered under this contract (except
for restricted computer software) that
constitute manuals or instructional and
training material for installation,
operation, or routine maintenance and
repalr items, components, or processes
delivered or furnished for use under this
contract; and

{iv) 211 other data delivered under this

contract unless provided otherwise for
limited rights data or restricted computer
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software in accordance with paragraph (e)
below.
The Contractor shall have the right to-

(1) Use, release to others, reproduce,
distribute, or publish any data first
produced or specifically used by the
Contractor in the performance of the
contract, except to the extent provided in
paragraph (d) below or otherwise expressly
set forth in this contract;

(ii) Protect from unauthorized disclosure and use
those data which are limited rights data or
restricted computer software to the extent
provided in paragraph (e) below; and

(iii} Establish claim to copyright subsisting in
data first produced in the performance of
this contract to the extent provided in
paragraph (c) below.

Copyright

(1)

(2)

The U.S. Government has agreed that the Parties
may assert copyright in any of their data first
produced in the performance of "NIS-IPP project
no. " for Thrust I projects and "USIC IPP
project na. * for Thrust II projects;
accordingly, each Party has the right to assert
its copyright in such data.

The Contractor retains title to copyrights in all
copyrighted works produced solely by its employees
during the performance of this contract. The
Contractor hereby grants to the Laboratory an
exclusive right and license under such copyrights
in all countries other than the New Independent
States. Such grant includes the right to
sublicense and the right to execute all documents
necessary to register the copyrights in said
countries. Copyrighted works jointly created by
Contractor and Laboratory employees shall be
jointly owned. The Contractor’'s rights to
copyright royalties from the Laboratory are set
forth in paragraph (f) below.

The Parties acknowledge that the U.S. Government
has for itself and others acting on its behalf, a
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royalty-free, nonexclusive, irrevocable worldwide
copyright license to reproduce, prepare derivative
works, distribute copies to the public, and
perform publicly and display publicly, by or on
behalf of the U.S. Government, all copyrightable
works produced in the performance of this
contract.

(4) TFor all copyrighted computer software produced in
the performance of this contract, the Party owning
the copyright shall provide the source code, an
expanded abstract, and the object code and the
minimum support documentation needed by a
competent user to understand and use the software
to DOE=s Energy Science and Technology Center,
P.0. Box 1020, Oak Ridge, TN 37831. The U.S.
Government shall have unlimited rights in said
expanded abstract.

(5) The Parties agree to place copyright and other
notices, as appropriate for the protection of
copyright, in human-readable form onto all
physical media, and in digitally encoded form in
the header of machine readable information
recorded on such media such that the notice will
appear in human-readable form when the digital
data are off-loaded or the data are accessed for
display or printout.

(6} The Contractor shall not, without prior written
permission of the DOE via the Laboratory,
incorporate in data delivered under this contract
any data not first produced in the performance of
this contract and which contains a copyright
notice, unless the Contractor identifies such data
and grants to the U.S. Government, or acguires on
its behalf, a license of the same scope as set
forth in paragraph (3) above, provided, however,
that if such data are computer software the U.S.
Government shall acquire a copyright license as
set forth in paragraph (e) (3) below if included ir
this contract or as otherwise may be provided in
collateral agreement incorporated in or made part
of this contract.

(d}) Release, publication, and use of data

(1} The Contractor shall have the right to use,
release to others, reprcduce, distribute, or
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publish any data first produced or specifically
used by the Contractor in the performance of this
contract, except to the extent such data may be
subject to the U.S. federal export control or
national security laws or regulations, or unless
otherwise provided below in paragraph (d) (2) or
expressly set forth in this contract. This
paragraph (d) (1) can be deleted if there will be
no work performed in the U.S. by NIS scientists
and engineers.

The Contractor agrees that to the extent it
receives or is given access to data necessary for
the performance of this contract which contain
restrictive markings, the Contractor shall treat
the data in accordance with such markings unless
otherwise specifically authorized in writing by
DOE (with notice to the Laboratory).

Protection of limited rights data and restricted

computer software

(1)

(2)

When data are specified to be delivered under this
contract and qualify as either limited rights data
or restricted computer software, if the Contractor
desires to continue protection of such data, the
Contractor shall withhold such data and not
furnish them to the Laboratory or the U.S. Govern-
ment under this contract except as provided for in
paragraphs (2) and (3) below. As a condition to
this withholding, the Contractor shall identify
the data being withheld and furnish form, fit, and
function data in lieu thereof. Limited rights
data that are formatted as a computer data base
for delivery to the Laboratory or the U.S.
Government are to be treated as limited rights
data and not restricted computer software.

Limited Rights [This paragraph can he deleted if
it 1s determined that there is no necessity for
delivery of Limited Rights Data under the
contract.]

The Laboratory or DOE may require by written
request the delivery of limited rights data that
has been withheld or would otherwise be
withholdable. If delivery of such data is so
required, the Contractor may affix the following
legend to the data and the Laboratory and the U.S.
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Government will thereafter treat the data in
accordance with such Notice:
LIMITED RIGHTS NOTICE

These data are submitted with limited rights under
Department of Energy Prime Contract No.

and [Name of Laboratory] Contract No. .
These data may be reproduced and used by the
Laboratory or the U.S. Government with the express
limitation that they will not, without written
permission of the Contractor, be used for purposes
of manufacture nor disclosed outside the Labora-
tory or the U.S. Government; except that the
Laboratory or Goverrnment may disclose these data
outside the Laboratory or the U.S. Government for
use and evaluation by other contractors and/or
entities participating in the Government's program
of which this contract is a part provided that the
Laboratory or the U.S. Government makes such
disclosure subject to prohibition against further
use and disclosure.

(End of Notice)

Restricted Rights [This paragraph can be deleted
if it 1s determined that there is no necessity for
the delivery of Restricted Computer Software under
the contract.]

The contract may identify and specify the delivery
of restricted computer software, or the Laboratory
or DOE may reguire by written request the delivery
of restricted computer software that has been
withheld or would otherwise be withholdable. 1If
delivery of such computer software is so required,
the contractor may affix the following legend to
the computer software and the Laboratory and the
U.S. Government will thereafter treat the computer
software in accordance with the Notice:

RESTRICTED RIGHTS NOTICE

(1) This computer software is submitted with
restricted rights under Department of Energy
Prime Contract No. and [Name
of Laboratory] Contract No. . It
may not be used, reproduced, or disclosed by
the Laboratory or the U.S. Government except
as otherwise expressly stated in the
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contract.

(2) This

(a)

(b)

(c)

computer software may be -

Used or copied for use in or with the
computer or computers for which it was
acquired, including use at any
Government installation to which such
computer or computers may be
transferred;

Used or copied for use in a backup
computer if any computer for which it
was acquired is inoperative;

Reproduced for safekeeping (archives) or
backup purposes;

Modified, adapted, or combined with other

(e)

(£)

computer software, provided that the
modified, combined, or adapted portions
of the derivative software incorporating
restricted computer software are made
subject to the same restricted rights;

Disclosed to and reproduced for use by
any U.S. Government contractors in
accordance with subparagraphs (2) (a)
through (d) of this Notice, provided the
Laboratory or the U.S. Government makes
such disclosure or reproducticon subject
to these restricted rights; and

Used or copied for use in or transferred
to a replacement computer.

{3) If this computer software is published

copyr

ighted computer software, it is licensed

to the U.S. Government without disclosure

prohi

bitions, with the minimum rights set

forth in paragraph (2) of this Notice.
{4} - This Notice shall be marked on any

repro
whole

Royalty Sharing

duction of this computer software, in
or in part.

(End of Notice)
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To the extent that the Laboratory licenses to a third
party any copyrighted work produced in the performance
of this contract which results in income therefrom,
Contractor and the Laboratory agree to share the net
income therefrom fifty percent (50%) to the Contractor
and fifty percent {50%) to the Laboratory. Net income
is gross income less any expenses and costs associated
with the licensing and protection of the copyrighted
work including, but not limited to, the costs of
obtaining and maintaining the copyright. The
Laboratory agrees to provide to the Contractor annual
reports setting forth the licensing activity for said
copyrighted works by the Laboratory during the
reporting period. The Laboratory agrees that any
agreement to license a copyrighted work produced in the
performance of this contract will be subject to the
royalty sharing agreement between the Laboratory and
Contractox.

{g) Employee Agreements

The Contractor shall obtain agreements to effectuate
the provisions of this Rights in Data clause from all
persons in its employ who perform any part of the work
under this contract.

ADDITIONAL DATA REQUIREMENTS [This clause can be deleted if
all technical data requirements are known in advance of
contracting and are set forth in the statement of work.]

(a) In addition to the data (as defined in Clause III,
Rights in Data-General) specified elsewhere in this
contract to be delivered, the Laboratory or the DOE
may, at any time during contract performance or within
a period of 3 years after acceptance of all items to be
delivered under this contract, oxrder any data first
produced or specifically used in the performance of
this contract.

{(b) The Rights in Data-General clause included in this
contract is applicable to all data ordered under this
Additional Data Requirements clause. Nothing contained
in this clause shall reguire the Contractor to deliver
any data the withholding of which is authorized by the
Rights in Data-General clause of this contract, or data
which are specifically identified in this contract as
not subject to this clause.
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{c) When data are to be delivered under this clause, the
Contractor will be compensated for converting the data
into the prescribed form, for reproduction, and for
delivery.

{(d) The DOE via the Laboratory may release the Contractor
from the requirements of this clause for specifically
identified data items at any time during the 3-year
period set forth in paragraph (a) of this clause.

BACKGROUND INTELLECTUAL PROPERTY [This clause can be

deleted if it is determined that no Contractor Background
Intellectual Property is to be used during the performance
of the Contact.]

*Background Intellectual Property" is intellectual property
(e.g., inventions, software, copyrights, trademarks)
belonging to the Contractor that was in existence before
this contract. A background invention is an invention or
discovery of the Contractor that was conceived outside of
this contract and not first actually reduced to practice
(i.e., demonstrated) under this contract. Contractor has
identified the following Background Intellectual Property
that may be used in the performance of this contract:
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Appendix B

Detailed Guidance for the Treatment of

Intellectual Property
under the
Initiatives for Proliferation Prevention (IPP)
Program
with the New Independent States (NIS)

National Nuclear Security Administration
U.S. Department of Energy

December 2001

Foreword

This document is a supplement to the “General Program Guidance for the New Independent
States (NIS) Initiatives for Proliferation Prevention (IPP) Program.” Its purpose is to provide
detailed guidance on contractual language and administration of agreements such as contracts,
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subcontracts, CRADAS, science center project agreements, and licenses, and to recommend
procedures for the protection and handling of intellectual property, generated information, and
proprietary information. DOE/NNSA's goal is for all IPP Program participants to implement this
puidance, thereby achieving greater effectiveness in the program and greater consistency in the
management and administration of agreements and intellectual property.

This Detailed Guidance will be maintained to reflect operational
experience and new regquirements. Changes must be coordinated
with and approved by the IPP Program Director, National Nuclear
Security Administration (NNSA), Department of Energy.

This Detailed Guidance was prepared by Daryl Grzybicki of the
Lawrence Livermore National Laboratory and Jud Hightower of
DOE/NNSA. Comments and suggestions for improving the guidance
are welcome. Please direct comments to:

Judson Hightower
judson.hightower@oak,. doe. gov
Phone: (510) 637-1669
Fax: (510) 637-2010

U.S. Department of Energy
1301 Clay Street, 700-N
Oakland, CA 94612
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L Glossary

CRADA Cooperative Research and Development Agreement.
This contractual agreement is between a DOE/NNSA
Laboratory and a USIC member to perform
collaborative research

DOE Department of Energy, an executive department of the U.S. Government

IPP~Institute

Contract The contractual agreement between DOE/NNSA or a
Laboratory and an NIS institute, i.e., a contract
between DOE/NNSA and an NIS institute, a
Laboratory subcontract with an NIS institute, or a

NIS-IPP Detailed Guidance 53



121

project agreement between DOE/NNSA, an NIS
institute, and either the ISTC or the STCU

ISTC Internatiocnal Science and Technology Center, an
intergovernmental organization in Moscow, Russian
Federation

Laboratory DOE/NNSA National Laboratory/Facility
participating in the IPP Program (i.e., Allied
Signal Kansas City Plant, Argonne National -
Laboratory, Brookhaven National Laboratory, Idaho
National Engineering & Environmental Laboratory,
Lawrence Berkeley National Laboratory, Lawrence
Livermore National Laboratory, Los Alamos National
Laboratory, National Renewable Energy Laboratory,
Oak Ridge National Laboratory, Pacific Northwest
National Laboratory and Sandia National
Laboratories)

MOU The current Memorandum of Understanding between DOE/NNSA and
USIC on the IPP Program

IPP Program New Independent States of the Former Soviet Union
- Initiatives for Proliferation Prevention Program

IPP Program
participants USIC, USIC members, Laboratories, DOE/NNSA, ISTC,
STCU and NIS institutes

NNSA National Nuclear Security Administration, a semi-autonomous
administration within DOE

STCU Science and Technology Center in Ukraine, an
intergovernmental organization in Kiev, Ukraine

USIC United States Industry Coalition, Inc.

II. Intellectual Property Concepts

All IPP Program participants are responsible for protecting the intellectual property developed
under the IPP Program. Additionally, the IPP Program participants should identify and take steps
necessary to protect the pre-existing technology of the NIS institutes. DOE granted a class patent
waiver (W(C) 94-010) to equitably allocate the rights of NIS institute inventions made under
subcontracts between Laboratories and NIS institutes. The other types of IPP-Institute Contracts
include essentially the same allocation of rights set forth in the class patent waiver, with the
Laboratories receiving either title or the exclusive rights to NIS institute inventions outside the
NIS. All agreements between the IPP Program participants will reflect this allocation of rights
and other associated obligations set forth in the class patent waiver.

The purpose of this section is to provide basic definitions and concepts that arc needed to
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understand and implement the General Program Guidance for the IPP Program and this Detailed
Guidance.

Intellectual property:

Patent:

Patents, copyrights, trademarks, mask works, and other forms of comparable property
rights protected by federal law and foreign counterparts.

A patent is a right granted by the U.S. Patent and Trademark Office (or analogous foreign
office) to a new and useful invention. To obtain patent protection, a U.S. patent must be
applied for within one year of any publication of the invention. Caveat: a written or
verbal publication describing the invention anywhere in the world may destroy the ability
to apply for a patent outside the U.S. Therefore, the timing of publications or
presentations describing an invention is extremely important to preserve patent rights.

Copyright:

A copyright is a right beginning at the time of creation of a work of authorship, such as
written material, a software code, a film or a drawing. Although formal registration is not
required at the U.S. Copyright Office, registration is recommended to secure all rights and
remedies available. The allocation of copyrights under the IPP Program is provided in
the IPP-Institute Contracts and CRADAs.

Background intellectual property:

Intellectual property that was in existence before an IPP-Institute Contract or CRADA or
was first produced outside of such agreement. Background inventions must have been
conceived outside of the agreement and not first actually reduced to practice (i.e.,
demonstrated) under the agreement.

Proprietary information:

IIT.

A,

Proprietary information and data are recorded information developed at private expense
that embody trade secrets, or commercial or financial information, whose content is
considered privileged or confidential by its owner. The proprietary information and data
are not generally known or available from sources other than the provider, and are not
available from anyone without a duty to maintain their confidentiality.

Information generated by the Laboratories is generally not developed at private expense,
and therefore is not considered proprietary. But DOE/NNSA and the Laboratories can
withhold from the public, for a reasonable time, information that would disclose an
invention in order to file a patent application and preserve patent rights.

In the IPP-Institute Contracts, the proprietary information of the NIS institutes may be
marked as “Limited Rights Data” or “Restricted Computer Software.”

Proposal Development Stage

Nondisclosure Agreements
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Nondisclosure agreements are used to protect the exchange of proprietary information (e.g.,
trade secrets) and potentially patentbable information, The parties signing the agreement
promise not to use or disclose the designated information to a third party for a specified
period of time. For example, when USIC members or Laboratory personnel are receiving
information about pre-existing technology at the NIS institutes, nondisclosure agreements
should be in place to protect the NIS institutes’ proprietary information and unpatented pre-
existing technology.

Public disclosure of an invention, either verbally or in writing, can jeopardize
obtaining patent rights to the invention. Ideally, a patent application should be filed
before any public disclosure of an invention. A verbal or written publication of the
invention will completely bar filing in most countries outside the U.S. A verbal
disclosure will not bar filing in the U.S., but any written publication (e.g.,
viewgraphs, journal articles, drawings) will establish a time period of one year in
which a patent application must be filed. If a patent application is not filed within
one year of the publication, then U.S. patent rights are lost.

Disclosure of an invention under a nondisclosure agreement is not public and maintains the
confidentially of the disclosure. This confidential disclosure preserves the right to file
outside the U.S. and does not start the one-year clock running for filing for U.S. patent rights.
Therefore, it is extremely important for the IPP Program participants to use nondisclosure
agreements when discussing potentially patentable technology (for which patent applications
have not been filed) to maximize future worldwide patent protection.

Federal government employees (e.g., DOE/NNSA employees) are prohibited under 18 U.S.C.
1905 from wrongfully disclosing proprietary information and data and therefore do not sign
nondisclosure agreements. Laboratory employees may not be authorized to sign these
agreements. Only Laboratory personnel who have been delegated the authority to sign on
behalf of the Laboratory should sign nondisclosure agreements.

Information subject to nondisclosure agreements should be marked and dated. Verbally
transmitted information should be reduced to writing by the provider and appropriately
marked and dated. Electronic mail and faxes may not be secure methods of transmitting this
information. See Section VII for further guidance on handling proprietary and patentable
information.

Laboratory personnel who have been given access to existing technology under a
nondisclosure agreement must be careful not to improperly disclose the information in
discussions with other potential collaborators.

A sample nondisclosure agreement (Exhibit A) is provided in Section IX. This agreement
should be tailored to suit the needs of the IPP Program participants exchanging proprietary or
potentially patentable information.

Proposals
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The Laboratories and USIC members should attempt to identify in the proposals whether the
NIS institute has pre-existing (background) technology. Efforts will be made under the IPP
Program to further identify and protect background intellectual property of the NIS institutes,

Proposals should be properly marked if they contain descriptions of the IPP Program
participants’ unprotected pre-existing technology.

USIC members should become familiar with the Model CRADA master terms and conditions
and the allocation of intellectual property under IPP Program in the proposal stage to avoid
delays later in the approval process. USIC should provide copies of all relevant documents
(e.g., MOU, Model CRADA, class patent waiver, General Program Guidance, Detailed
Guidance) to new mermbers.

The Laboratories should ensure the USIC members and NIS institutes are acquainted with the
intellectual property terms of the agreements (¢.g., CRADAS, subcontracts, contracts, science
center project agreements) early in the proposal stage. However, DOE/NNSA recognizes that
the Laboratories may not be able to certify that all parties in a project have reached an
agreement on intellectual property rights at the proposal stage. Laboratories will meet the
minimum IPP Program requirements set forth in the MOU.

For the IPP-Institute Contracts, DOE/NNSA and the Laboratories should determine in
advance of entering into the agreement what technical data should be delivered under the
statement of work. The IPP-Institute Contract would then not require the additional data
rights clause (a clause that would require the NIS institute to deliver additional requested data
first produced under the IPP-Institute Contract for a period of three years after the acceptance
of all items to be delivered under the IPP-Institute Contract). However, if it is not possible to
ascertain all actual needs for technical data in advance of the IPP-Institute Contract, then the
additional data rights clause should be included.

Conflicting and Separate Independent Agreements

The Laboratories should inquire of the USIC members and the NIS institutes whether they
have separate agreements concerning intellectual property that could potentially conflict with
the terms of the CRADAs or [PP-Institute Contracts. The proposals should discuss any
potentially conflicting agreements, and the IPP Program Director should be notified.

Many of the IPP Program projects involve contractual agreements in addition to the JPP-
Institute Contract. The proposals should identify all such agreements related to the project,
e.g., subcontracts between the USIC member and the participating NIS institute or a third
party. When either DOE/NNSA or the Laboratory and the USIC member have agreements
with the NIS institute, the work under these agreements should not conflict or be redundant,
and the NIS institute must ensure that the work done under these different agreements is
segregated.
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3) The development of intellectual property may take place under several agreements with

different funding sources. If other agreements or other funding sources were or may be
involved in developing the intellectual property that is generated under an IPP Program
project, this information should be clearly presented in the proposal and conveyed to the IPP
Program Director.

IV. IPP-Institute Contract Stage

A,

1))

2)

3

IPP-Institute Contract Language

Either DOE/NNSA or the Laboratory may enter into an IPP-Institute Contract with a
participating NIS institute to perform work; the IPP-Institute Contract may be done in support
of a CRADA between the Laboratory and a USIC member. DOE/NNSA Headquarters has
recommended simplified language for the IPP-Institute Contract intellectual property
provisions, which omits the provisions that are not applicable to NIS projects. Some of the
recommended language is provided below in this section A. (Note: the quoted language is
for Laboratory subcontracts with NIS institutes where the NIS institute is identified as the
“Contractor,” but other terms may be used to identify the NIS institute, e.g., “Recipient,” and
the Laboratory, e.g., “Collaborator/Technical Monitor,” in other types of IPP-Institute
Contracts).

To alleviate problems some NIS institutes have had with taxes, etc, when the IPP-Institute
Contract is a Laboratory subcontract and is titled “Subcontract,” the Laboratories should
consider labeling the subcontract as an “agreement,” e.g., “Material Support Agreement.”

The IPP-Institute Contract should set forth the allocation of intellectual property rights and
distribution of net royalties as stated in the class patent waiver and a definition of net income.
Examples of IPP-Institute Contract language:

¢ “Pursuant to U.S. DOE’s Class Patent Waiver No. W(C) 94-010 of patent rights in the
New Independent States (NIS) of the Former Soviet Union for inventions made by NIS
institutes’ employees in the course of or under agreements entered into pursuant to the
Fiscal Year 1994 Foreign Appropriations Act (PL 103-87), the Contractor has the right to
elect title to Subject Inventions of the Contractor in the NIS. The Laboratory has the right
to elect title to Subject Inventions of the Contractor in the United States and third
countries excluding the NIS.”

¢ “To the extent that the Laboratory licenses any Subject Invention to a third party that
results in income, Contractor and the Laboratory will share the net income: fifty percent
(50%) to Contractor and fifty percent (50%) to the Laboratory. Net income is gross
income less expenses and costs associated with the licensing of a Subject Invention and
includes but is not limited to the cost of preparing, prosecuting, and maintaining patents
covering the Subject Inventions. The Laboratory will provide the Contractor with annual
reports on the licensing activity for Subject Inventions by the Laboratory™.
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» The All Russian Scientific Research Institute of Experimental Physics (VNIIEF) has
requested that the IPP-Institute Contract also include an agreement by the Laboratory that
licenses for Subject Inventions specify the royalty sharing arrangement:

“The Laboratory agrees that any agreement to license a Subject Invention will reflect the
royalty sharing agreement between the Laboratory and Contractor.”

The IPP-Institute Contract should also set forth the allocation of copyrights, the distribution
of net royalties from licensing copyrights, and a definition of net income. IPP-Institute
Contract language:

» “Contractor will, upon written request of the Laboratory, assign to the Laboratory the
Contractor’s entire right, title and interest to copyright in all countries other than the NIS
in its associated copyrightable work produced in the performance of this Contract.”

® “To the extent that the Laboratory licenses to a third party any copyrighted work
produced in the performance of this contract that results in income, Contractor and the
Laboratory will share the net income: fifty percent (50%) to the Contractor and fifty
percent (50%) to the Laboratory. Net income is gross income less any expenses and costs
associated with the licensing and protection of the copyrighted work and includes but is
not limited to the costs of obtaining and maintaining the copyright. The Laboratory will
provide the Contractor with annual reports on the licensing activity for the copyrighted
works by the Laboratory.”

e VNIIEF has requested that the IPP-Institute Contract also include an agreement by the
Laboratory that copyright licenses specify the royalty sharing arrangement:

“The Laboratory agrees that any agreement to license a copyrighted work produced in
the performance of this contract will reflect the royalty sharing agreement between the
Laboratory and Contractor.”

At least one of the NIS institutes (VNIIEF) has requested a license to practice the institute’s
inventions in the non-NIS countries in order to conduct further non-commercial research and
development. The IPP-Institute Contract may provide a license in NIS Subject Inventions to
the NIS institute for continuing research and development outside the NIS. Sample language:

e “The Laboratory grants to the Contractor a non-exclusive, nontransferable, royalty-free,
paid-up license in Contractor Subject Inventions in non-NIS countries for non-
commercial research and development purposes.”

The IPP-Institute Contract should specifically provide for identification of background
intellectual property and proprietary information of the NIS institute. Standard IPP-Institute
Contract language requests identification of “limited rights data” and “restricted computer
software.” IPP-Institute Contract language requesting identification of background
intellectual property:
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“Background intellectual property is intellectual property (e.g., inventions,
software, copyrights, trademarks) belonging to the Contractor that was in
existence before this contract. A background invention is an invention or
discovery of the Contractor that was conceived outside of this contract
and not first actually reduced to practiced (j.e., demonstrated) under this
contract. Contractor has identified the following background intellectual
property that may be used in the performance of the contract:

7) Under the class patent waiver, DOE has allocated the rights to NIS institute inventions under
the IPP Program. Therefore, the patent rights clauses in the IPP-Institute Contract cannot be
superseded by any intellectual property agreement the NIS institute may have with a third
party (including a USIC member). To ensure that the IPP-Institute Contract terms take
precedence, the NIS institute should be required to certify that it has not entered into any
previous contracts that conflict with the IPP-Institute Contract. Suggested language:

o “The Contractor certifies that it has not and will not enter into an agreement with a third
party that conflicts with this contract. To the extent that any subsequent agreement
between the Contractor and a third party conflicts with the allocation of rights in
Contractor Subject Inventions under this contract, the Contractor agrees to that the terms
of this contract will supersede the terms of such agrecment.”

8) For the IPP-Institute Contract, DOE/NINSA and the Laboratories should determine in advance
of entering into the agreement what technical data should be delivered and set forth these
requirements in the statement of work. The IPP-Institute Contract would then not require the
additional data rights clause. However, if it is not possible to ascertain all actual needs for
technical data in advance of the IPP-Institute Contract, then the additional data rights clause
should be included.

B. Translation

1) The IPP-Institute Contract should be both in English and the pertinent country language, if
possible.

C. Contract Administration

1) The patent and data rights clauses in the IPP-Institute Contract require reporting of inventions
and pre-publication review. To satisfy these requirements, the following is recommended:

s Periodic written requests from the Laboratory to the NIS instituie (e.g., every six months)
for status of inventions or software development;

o Final payment should be withheld until certifications for intellectual property and
personal property are received (see Section IX, Exhibit B for a sample DOE Intellectual
Property Certification Form for contract close-out);
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¢ Close-out reports detailing technical development and responses to intellectual property
inquiries should be sent to Laboratory Patent Counsel for evaluation;

®  Address specifically in the IPP-Institute Contract where invention reports and articles for
pre-publication review are to be sent; and

* A record of invention form (translated into the pertinent NIS country language) may be
included in the IPP-Institute Contract package. Or, the NIS institute may use its own
form, which the Laboratory would have translated. (See Section IX, Exhibit C for a
sample Record of Invention Form).

D. Export Control and Classification

1) ANl TPP Program participants are responsible for meeting applicable classification and export
control requirements. Laboratories should ensure that any release of export controlled
technical information to NIS personnel, or access to software and intellectual property, or
physical access to DOE/NNSA facilities is properly reviewed to satisfy these requirements.
The Laboratories and DOE/NNSA should not release classified information or Unclassified
Controlled Nuclear Information (UCNI).

2) Instruments, computers, and other equipment provided to the NIS institute must
also meet export control requirements.

V. CRADA Stage

A CRADA Language

1) Special terms and definitions addressing the allocation of intellectual property should be
included in the CRADA document, either in the body of the agreement or in an intellectual
property appendix. In the following sample CRADA provisions, “Contractor” refers to the
Laboratory and *Participant” refers to the USIC member.
Definitions

e Define “NIS Institute’:

“The scientific institute of the New Independent State of the Former Soviet Union that is
performing work in support of this CRADA under an IPP-Institute Contract”

s Define “NIS institute Invention™:
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“Any invention of the NIS Institute conceived or first actually reduced to practice in the
performance of work under its IPP-Institute Contract in support of this CRADA™

¢ Define “NIS Institute Intellectual Property™:

“Patents and copyright of the NIS Institute protected by federal law and foreign
counterparts arising from the performance of work under the IPP-Institute Contract in
support of this CRADA”

Other provisions

® “To the extent that the Contractor obtains title or authority to license NIS Institute
Intellectual Property or Contractor’s solely developed CRADA Intellectual Property, the
Contractor will grant by separate agreement to the Participant a non-exclusive, royalty-
free, non-transferable license in the U.S. and non-NIS countries for its own use in a field

of use [specified].”

» “Participant has a first right of refusal [or option] for ____ months following the
conclusion of the CRADA to negotiate commercially reasonable licenses for greater
rights in NIS Institute Intellectual Property or Contractor’s solely developed CRADA
Intellectual Property. These licenses will be royalty-bearing, and may include exclusivity,
domestic and foreign rights, and sublicensing rights. The U.S. Competitiveness clause
will apply to all such licenses.”

¢ “Contractor will share with the NIS institute fifty percent (50%) of the net income
received from the Contractor’s licensing of Contractor CRADA Intellectual Property or
NIS Institute Intellectual Property to which the Contractor obtains title.”

Under the class patent waiver, DOE has allocated the rights to NIS institute

Inventions under the IPP Program. Therefore, the patent rights clauses in the CRADA cannot
be superseded by any intellectual property agreement the Participant may have with the NIS
Institute. To ensure that the CRADA terms take precedence, the Laboratories should require
the Participant to certify that it has not entered into any previous contracts that conflict with
the CRADA. Sample CRADA language:

e “The Participant certifies that it has not and will not enter into any agreement with the
NIS institute that conflicts with the terms of this CRADA. To the extent that any
subsequent agreement between the Participant and the NIS institute conflicts with the
allocation of rights in NIS Institute Inventions under this CRADA, the Participant agrees
that the terms of this CRADA will supersede the terms of such agreement.”

Information generated under the CRADA may be marked by the party creating it

as Protected CRADA Information. Information generated by the NIS Institute under the IPP-
Institute Contract cannot be marked as Protected CRADA Information. In contrast,
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information generated by a subcontractor to the Participant may be marked as Protected
CRADA Information.

. Contract Administration

The CRADA provisions require reporting of inventions and software and pre-publication
review of scientific articles. This periodic reporting and review is extremely important in
helping to identify and protect CRADA intellectual property. The Laboratories should ensure
that these reports are provided to the Laboratory Patent Counsel.

The CRADA provisions also require a final close-out meeting between the Laboratory and
the Participant at the completion or termination of the CRADA. This meeting should include
Laboratory Patent Counsel to ensure that all intellectual property issues are addressed.

VI. Reporting and Protecting Intellectual Property

A.

1)

1)

Reporting Intellectual Property

The IPP-Institute Contracts and CRADAs require reporting of inventions and pre-publication
reviews of technical articles. All inventions and software development should be reported
promptly and as specified in the pertinent agreement. As previously stated in Sections IV
(IPP-Institute Contract Stage) and V (CRADA Stage), steps should be taken to satisfy these
requirements.

» Periodic written requests (e.g., every six months) from the Laboratory to NIS institutes
and USIC members should be made for status reports of inventions and software
developments.

e Status and close-out reports describing technical developments should be seﬁt to
Laboratory Patent Counsel for evaluation. (See Section IX, Exhibit B for a sample DOE
Intellectual Property Certification Form for contract close-out),

e Articles for pre-publication review should be sent to Laboratory Patent Counsel for
evaluation.

¢ A record of invention form (translated into the pertinent NIS country language) should be
included in the IPP-Institute Contract package. (See Section IX, Exhibit C for a sample
Record on Invention Form).

e Inventions made under the IPP Program should be recorded in the IPP Program database
in appropriate intellectual property fields.

Protecting Intellectual Property (Foreground and Background)

The intellectual property arising from the IPP Program (foreground) should be protected
to maximize the commercialization of IPP Program technology.
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» Laboratory Patent Counsel should review pre-publication materials and evaluate status
and close-out reports to identify patentable and copyrightable subject matter, and then
take the necessary steps to perfect intellectual property rights.

e The timing of filing of patent applications is critical to avoid loss of rights for NIS
inventions in the NIS.

¢ Under Russian patent law, a domestic patent application must be filed at least three
months before any foreign filing. Although the Russian Patent Office, ROSPATENT,
may waive this requirement, the Laboratory and the NIS institute should coordinate
patent filing and exchange applications. The Laboratory should file in the U.S. and in
non-NIS countries after the NIS institute files (if choosing to file) in the NIS.

e The NIS institute will typically file within four months of disclosure. Under Russian
patent law, if the institute has not filed within four months, has not assigned title, or
has not informed the inventor of a decision to keep the subject matter secret, then the
inventor may file in his own name.

¢ Laboratories should file patent applications on NIS and Laboratory inventions. Limited
funds will be available by the IPP Program to help pay for foreign filing. Laboratories
should determine the efficacy of registering copyrights.

The Laboratories, DOE/NNSA, and the NIS institutes should endeavor to identify and protect
background intellectual property to the extent that commercialization of the intellectual
property created under the IPP Program will be enhanced. Funds may be made available by
the IPP Program to help pay for U.S. and foreign filing.

Publications

DOE/NNSA owns all technical data and computer software generated by the Laboratories at
government expense. Although the Laboratories and DOE/NNSA may publicly disseminate
this information, in some cases publication is not required or in the best interests of the
Laboratories or DOE/NNSA. For example, information relating to inventions can be
withheld from the public for a reasonable time to protect patent rights.

To preserve the patent rights in Laboratory and NIS institute inventions, Laboratory
employees should not disclose, in either written or verbal form, information concemning
inventions made under the IPP Program to any third party without approval of Laboratory
Patent Counsel. Public disclosure of inventions can jeopardize the ability to obtain patent
rights. See Section IIl.A on nondisclosure agreements for more information protecting patent

rights.

Unless specifically requested by DOE/NNSA or required under their M&O contract,
Laboratory employees are not required to disclose any information generated at the
Laboratories to third parties. Although the information may be available to these parties
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under the Freedom of Information Act (FOIA), only federal government agencies are required
to respond to requests made under FOIA.

FOIA permits an individual to make a formal written request for information to the federal
government. DOE/NNSA personnel at Headquarters and/or the Field Operations Office
determine how to respond to a request and may require delivery of information from a
Laboratory. Laboratories may be subject to comparable state freedom of information laws,
and designated Laboratory personnel handle these requests.

IPP Program Database

1) The database contains technical information describing the scope of the project,

financial information, and the current status of the project. No proprietary
information of NIS institutes or the USIC members should be included.

2) The Laboratories must ensure that the database is updated with current project

3

information.

Detailed technical information describing a new technology or invention of the

Laboratory or the NIS institute should not be put in the database unless protection of
intellectual property rights has been assured. Fields will be established in the database to
provide non-compromising information on the status and licensing of intellectual property for
the IPP Program. ’

VII. Safeguarding Information

Improper handling of proprietary information (e.g., trade secrets) and potentially patentable
information can lead to loss of intellectual property rights, costly litigation, and even criminal
penalties. All IPP Program participants should strive to maintain the integrity of background
intellectual property, Protected CRADA Information, and other commercially valuable
information generated under the IPP Program.

A,

Handling Information

1) Proprietary information may be exchanged under a nondisclosure agreement. Recipients of

this information should protect the information in accordance with the agreement. (See
Section II.A on nondisclosure agreements.) Recipients of proprietary information typically
should:

= secure the information from unauthorized access;

* inform anyone receiving the information that the information must be protected (and
recipients may be asked to sign an acknowledgment to that effect);

e control distribution of the information to those with a “need to know” and record the
names of the recipients;
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¢ identify and mark copies of the information appropriately; and
» date stamp and initial the information.

o If proprietary information is verbally disclosed or presented unmarked, the provider must
confirm in writing its proprietary nature (usually within thirty days).

*  Under IPP-Institute Contracts, the proprietary information of the NIS institute may be
marked as “Limited Rights Data” or “Restricted Computer Software”.

®  When in doubt about the proprietary nature of the information, the recipient
should ask for clarification from the provider.

* The information should be transmitted or copied under secure conditions.
Telephones, electronic mail, and faxes may not be secure. The provider may
establish the precedent for using electronic transmission.

2) Potentially patentable information should be:
* reported as required by the pertinent agreement;

» published or verbally presented only with the knowledge and consent of Laboratory
Patent Counsel.

B. Storing Information

1) Proprietary information should be stored in locked offices or containers when unattended.
2) When a party is working under more than one agreement, information from the different
projects must be segregated.

3) When proprietary information is no longer needed, the information should either be returned
(with any copies) to the provider or destroyed, as provided in the agreement or requested by
the provider.

4) Proprietary information should not be stored on a computer unless protected by a computer
system.

VIII. Licenses

1) Laboratories should diligently attempt to negotiate royalty-bearing license agreements for
NIS institute and Laboratory intellectual property arising under IPP-Institute Contracts and
CRADAs.
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USIC members may negotiate for greater rights than the non-exclusive license provided in
the CRADA (e.g., exclusivity, domestic and foreign rights, outfield licenses, and
sublicensing rights) to NIS and Laboratory intellectual property arising under an IPP-
Institute Contract. These licenses will be royalty-bearing and will include a U.S.
Competitiveness clause requiring substantial U.S, manufacture as required by the CRADA:

“Any Licensed Products or Licensed Methods made used, or sold under this Agreement
will be manufactured substantially in the United States.”

At least one NIS institute (VNIEF) has requested that each license negotiated by a
Laboratory for NIS institute or Laboratory intellectual property arising under an IPP
Program agreement reflect the royalty-sharing arrangement with the NIS institute. The
definitions of net income in the license and IPP-Institute Contract should be consistent.
Sample license language:

“Licensor will share with [the inventing NIS institute] fifty percent (50%) of the net
income received from the licensing of {Licensor CRADA Intellectual Property or NIS
Institute Intellectual Property].”

Before paying out royalties to an NIS institute, the Laboratory should determine the
preferred method of payment (check, deposit account) from the NIS institute.

The NIS institute is soley responsible for payment of royalties to NIS inventors.

Agreements to license Russian inventions must be registered with ROSPATENT. The
Russian institute is responsible for this registration (including all costs) and for obtaining
any necessary information from the Laboratory. The Laboratories will cooperate with the
Russian institutes to provide the required information to ROSPATENT.

IX. Sample Documents

These documents are presented for illustrative purposes only. The forms should be modified to
suit the needs of the IPP Program participants.

Exhibit A. Nondisclosure Agreement (2 pages)

Exhibit B. DOE Intellectual Property Certification Form — Close-out (1 page)

Exhibit C. Record of Invention Form (3 pages)

NIS-IPP Detailed Guidance 67



135

Exhibit A
MUTUAL NONDISCLOSURE AGREEMENT FOR EXCHANGE OF INFORMATION

This Agreement is effective this <date> day of <mgnth>, 200_, by and between
<Name> {"") located at <Address> and <Contractor Name> (""}, located at
<Contractor Address>, under its Contract No. Wxox-ENG-xx with the U. S.

Department of Energy ("DOE"), as operators of <Laboratory>, located at
<Laboratory Address> (""}.

Whereas, <Contractor>, as cperators of <Laboratory>, and <Name> (hereinafter
individually referred to as the "Party", or collectively as the "Parties®)
wigh to exchange certain cconfidential or proprietary information relating to
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<technology description> {"Proprietary Information"). This Agreement will
govern the conditions of mutual disclosure of Proprietary Information by the
Parties.

The Parties agree:

(1) To perform all terms of this Agreement and to maintain the Proprietary
Information in confidence, giving it the same degree of care, but no less than
a reasonable degree of care, as the Parties exercise with their own
proprietary information to prevent its unauthorized disclosure;

{2) To exchange and use the Proprietary Information solely for the purpose of
<purpose description>;

{3} That neither Party, without the prior written consent of the other, will
digclose any portion of the Proprietary Information to others except to their
employees, agents, consultants, subcontractors, or Government personnel having
a need to know in order to accomplish the sole purpose stated above, and who
are bound by a like obligation of confidentiality under this Agreement;

{4) That neither Party nor DOE will have any obligation or assume any
liability with respect to any portion of the Proprietary Information that:

{a} the receiving Party can demonstrate hy written record was previously
known to it;

{b) that is, or becomes, available to the public through no fault of the
Parties;

{c} that is lawfully obtained by the receiving Party from a third party and
is not subject to an obligation of
confidentiality owed to the third party; or

{d) that is independently developed by or for the receiving Party independent
of any disclosure hereunder.

{5) That Proprietary Information disclosed by the Parties will be in writing
and clearly marked "Proprietary Information." If such Proprietary Information
is initially disclosed crally, it will be identified as Proprietary
Information at the time of disclosure and the disclosing Party will, within
thirty {(30) days thereafter, cecnfirm in writing the oral disclosure,
referencing the date and type of Proprietary Information disclosed.

{6} That all rights and title to the Proprietary Information disclosed
pursuant to this Agreement will remain the property of the disclosing party
unless otherwise agreed to in writing by the Parties.

Technical Contacts:

<NAME> <LABORATORY NAME>

<Contact Name> <Laboratory Contact Name>
<Contact Address> <Laboratory Contact Address>
<Contact Fhone> <Laboratory Contact Phone>
<Contact FAX> <Laboratory Contact FAX>

The Parties further agree that the furnishing of Proprietary Information will
not constitute any grant or license to the other for any legal rights now or
hereinafter held by either Party.

This Agreement will be subject to, and interpreted in accordance with, the
laws of the State of <state>.

This Agreement will remain in effect for two {2} years from the effective date
first written above, at which time the receiving Party will return or destroy
the Proprietary Information. If the Proprietary Information is destroyed, a
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certificate of destruction will be furnished to the disclosing Party. The
secrecy and non-use obligations set forth above will remain in effect for five
(5) years from the effective date.

Any modification to this Agreement will be in writing and signed by the duly
authorized representative of each Farty.

<Name> <Contractor Name:>»

By:

{signature}
{signature)

Name:

{please print)
{please print)

Title:

Date:

Return to: <Laboratory Contract Administrator>

cc: [Principal Investigator Namel

Exhibit B
DOE INTELLECTUAL PROPERTY CERTIFICATION
Contract No. « #» under Doe Contract No. W-xxxx-ENG-xx for Operation of
<Laboratory Name>
All items must be completed.

Name of Contractor:
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Address:

1. List all technical reports prepared during the course of the work under
this contract and the Laboratory or DOE office to which the reports were
sent. If none, plegase write "NONE" below. Please attach a copy of each
report. Unless one has been submitted previously.

2. List any technical data delivered under this comntract other than reports
{e.g., computer software). If none, please write "NONE" below.

3. List below all inventions or discoveries made {conceived or first actually
reduced to practice) under this contract. If none ., please write "NONE*®
below. Please attach a record of invention form for each invention, unless
one has been submitted previously. If one was submitted, pleasa state to
which office the form was sent and the date sent.

Identification No. Title of Invention Inventors/Authors Patent Ap

4. List any subcontracts to this contract involving research and development.
If nome were granted, please write "NONE®" below. If subcontracts were
granted, please attach copies.

5. The following period is covered by this intellectual property
certification:
From: <<Beginning Date>> Toz <<End Date>>

month day year
month day year

6. I hereby certify that the above information is true and accurate to the
best of my knowledge and belief:

Signature:

Date:

Telephone No.:

Print Name:

Title:
Please submit directly to: <Laboratory Contact>
<Laboratory Address>
Exhibit C
<LABORATORY> File No.
<Address>

NIS-IPP Detailed Guidance 71



139

Record of Invention
This invention was made in the course of or under <Contract No>
between < > and < >.

I. Title of Invention: Payroll Account No.
and
Department/Division:
IX. Inventor(s): (First, Middle, Last) Title/Position
Employer Phone No. Fax No.

ITI. Abstract

IV. List actual past and current uses of your inventions,
including, dates and locations:

List Government uses or possibilities for use:

List commercial uses or possibilities for use:

V.

Documents, publications and presentaticns, describing the

invention, that you have published or

prepared for publication, or presented on the subject. Also,
include presentations and publications

Planned within one (1) year from now:

Title/Subject
Date Publication No.
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VI. Related Documents, (Including patents, other publications):

Please include: Patent Nos., Authors,
Title, Publication date, etc.

NIS-IPP Detailed Guidanee 73



141

VII. DESCRIPTION:
{(Background of the invention, including technical problems addressed by
it:

Summary of the Invention {you may attach a paper)}. Please include a
sketch of the invention, if

possible:
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VII: Inventor’s Permanent Home Address(es):

Name Citizenship Street Address, City, State, Zip Code

Plgase attach a separate sheet for additional inventors.

IX. Funding Source or Project Under Which the Invention Arose: Please include special project information.
Resource Manager: Phone No.:
Account No.: Subcontract No.: CRADA No.:

Is funding presently being provided for development of your invention:
Yes: No:

Please state the source of funds: (if same as above, please so state)

Do you reasonably expect future funding from the current source or other
sources: Yes: No:
If yes, what is that

source
X. Conception {Date, Place): at
Conception Date Conception Place
Earliest documentation of your invention: (please provide date and identify the document)
First Sketch or Drawing:

First Written Description:
Narmes of witnesses or others with knowledge of facts relating to conception:

Fuli Name Organization Phone Number

XI.  Reduction to Practice:
Date first model completed:
Date of operation and testing:
Place of test:
Results of testing:
Witnesses or others with direct knowledge of test:

Full Name Organization Telephone Number
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Appendix C

Attachment to Flash 2000-28

MEMORANDUM FOR: DISTRIBUTION
FROM: T. J. GLAUTHIER

SUBJECT: REQUESTS FOR THE INVOLVEMENWNT OF THIRD PARTIES IN DOE PROGRAMS IN
RUSSIA AND OTHER STATES IN THE FORMER SOVIET UNION

The Department of Energy has in place several programs that use either prime
contracts or subcontracts under management and operating contracts to provide
monies to Russian scientific institutes and installations for the employment
of Russian scientists in pursuit of peaceful and commercially viable
technologies, the maintenance of nuclear power plants, and the maintenance and
upgrading of security around nuclear material storage sites. By statutory
mandate and in pursuit of most efficiently accomplishing the very important
purposes of these programs, the Department and its management and operating
contractors have established mechanisms for the administration of payments
under these contracts and subcontracts that avoid the imposition of taxes by
the governments involved and help ensure the DOE monies are properly utilized.
These mechanisms consist of the use of three tax exempt third parties: the
International Science and Technology Center (ISTC), the Science and Technology
Center Ukraine {STCU), and the Civilian Research and Development Foundation
{CRDF} .

Certain of the Russian institutes and installations, under whose auspices the
work has been and is being performed and which are the direct beneficiaries of
these programs, have urged some of the Department’s programs to contract or
cause subcontracts to be awarded to other third parities. These other third
parties offer no apparent substantive benefit to the accomplishment of DOE’s
programmatic objectives in those countries and pose risks to the proper and
efficient use of DOE’'s monies. The risks are sufficiently large in the
stewardship of public funds and the carrying out of these programs that I am
issuing this memorandum with regard to the involvement of third parties other
than the ISTC, the STCU, or the CRLF.

Simply put, I see no reason why any DOE program would not take advantage of
the administrative capabilities and tax exempt status of the ISTC, the STCU,
or the CRDF and want that option to be seriously considered. In any event,
the Department will not, and our contracting officers will direct our
management and operating contractors that they not, negotiate contract
instruments with third parties unless (1) the third party is either the ISTC,
the STCU, or the CRDF, or {2} a request for permission to negotiate contract
instruments with other third parties is approved by the DOE Procurement
Executive or the NNSA Procurement Executive, as appropriate. The request must
be concurred in by the cogmnizant DOE contracting officer and DOE counsel.

Such requests for permission must present the facts that purport to make
involvement of the proposed third party necessary and assure that controls are
in place to cause the monies involved to be efficiently and effectively put in
the hands of the institutes and installations where the work will be performed
and scientists who will perform the work. Any such request should also
include a discussion of the resulting treatment of taxes by Russia or other
state of the Former Scviet Union.

A copy of the December 22, 1999 memorandum on the use of the CRDF payment
mechanism is attached for your information. Should you have any questions
concerning the matter discussed above, please contact Janet Barsy for legal
matters at (202) 586-8900, and your PSO for matters pertaining to your
particular programmatic activity.
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It has been determined that a field management council review of this notice
is not required.

Thank You

Attachments: 12/22/99 memorandum on IPP payments

cc: Under Secretary Moniz
NNSA Administrator Gordon
Assistant Secretary for Energy Efficiency
And Renewable Energy
Assistant Secretary for Environmental
Management
Assistant Secretary for Environment
Safety and Health
Assistant Secretary for International Affairs
Acting Assistant Secretary for Fossil Energy
Deputy Administrator for Defense Programs
Acting Deputy Administrator for Defense Nuclear Nonpreliferation
Director, QOffice of Civilian Radicactive
Waste Management
Director, Office of Nuclear Energy, Science and Technology
Director, Office of Science
Director, Office of Policy
Director, Office of Management and Administratien
General Counsel
Chief Financial Officer
Director, Office of Management and Administration
DISTRIBUTION:

Richard E. Glass

Manager

U.S. Department of Energy
Albuquerque Operations Office

Dr.

Robert L. san Martin

Manager
U.S. Department of Energy
Idaho Operations Office

Beverly A. Cook

Manager

U.S. Department of Energy
Idaho Operations Office

G. Leah Dever

Manager

U.S. Department of Energy
Oak Ridge Operations Dffice

Keith A. Klein

Manager

U.S. Department of Energy
Richland Operations Office

Frank Stewart

Manager

U.S. Department of Energy
Golden Field Office

Camille Yuan-Sco Hoo
Manager

U.S. Department of Energy
Oakland Field Office
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Appendix D

IPP GUIDANCE FOR EVALUATING WEAPONS
SCIENTISTS, ENGINEERS, AND TECHENICIANS

IPP requires that all NIS staff working on IPP projects be sorted into one of
three categories, and that this information be contained in a table, by NIS
institute, and attached to the project summary in Lotus Notes. The categories
are:

1. Direct experience in weapons of mass destruction design, production or
testing;

2. Experience in research and development of weapons of mass destruction
underlying technology;

3. No weapons of mass destruction-relevant experience.

IPP requires that a preponderance of staff worklng on its projects have had
weapons of mass destruction (WMD})-relevant experlence before: 1991 {i.e., fall
in categories 1 or’ 2 above). The meaning of;. preponderance is taken to be 60
percent, as a bare minimum. Two- thirds would be' better, and anything above
that better still, (EQ note for HQ:' ' this needs to' be changed to read
*50%*, once the current GAO business is over. The dictionary
deflnltlon of “preponderance” would include 50% and above; but GAO is
right, we should have changed this at the point when the practice. was
modified in the past. - JN}

Essentially all of the senior level staff (head of laboratory and above,
senior researcher) of an age to have been professionally employed during
Soviet times should have had weapons of mass destruction-relevant experience.
More junior level {and/or younger) staff may or may not have that experience.
It is recognized that certain key individuals in a project may not have WMD~-
relevant experience, but are necessary to the project because of their skills
or knowledge. This is allowable.

It is also recogmized that individuals may have left their former WMD-related
institutes or plants and joined spin-off companies or gone to other
institutes. This is also allowable; the important thing is the WMD-relevant
experience in Soviet times.

Professional experience should involve the technical areas within the
following four groups:

I. Biological Weapons {BW) Experts
Delivery systems and equipment for the BW including submunitions.

Specific knowledge of the effects of biological weapons on humans or
animals.

Design, construction and testing of BW.

Materials, facilities and. processes for the production of biological
weapons.

Employment on biological projects which required a security clearance.
R&D on biological and toxin weapons and countermeasures.
II. Chemical Weapons {CW} Experts.
Delivery systems and equipment for CW.
Specific knowledge of the physiclogical and other effects of chemical
weapons on humans or animals.
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Design, consktruction and testing of CW.

R&D on CW and countermeasures.

Employment on chemical projects which required a security clearance.
III. Nuclear Weapons (NW} Experts

Design, development, testing, construction and testing of nuclear
devices or weapons.

Design, development, formulation; testing and manufacture of explosives
and or detonators for NW applications.

Design, development construction and performance of equipment for the
separation or enrichment of fissile material for NW.

Design, construction and performance of warheads for the delivery of NW
Design, development, test, and safety of nuclear reactors with potential
for nucleaxr weapons applications, to include highly enriched uranium,

plutonium, or tritium.

Specific knowledge of physics, chemistry or other sciences which can
directly lead to development of nuclear weapons.

Specific knowledge of the effects of nuclear -weapons on humans and/or
equipment and facilities.

Design, test and fabrication of nuclear reactors or gemerators for
submarines or other military applications.

Iv. Missile Technology Experts
Design, development, fabrication and testing of missile systems including

materials, fuels, and. electronics.

Design, development, fabrication and testing of systems for missile

guidance, control and tracking.

Design, development, fabrication and test of systems used to transport,

handle, and launch missiles.

Appendix E
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STANDARD OPERATING PROCEDURES
FOR OFFICIAL TRAVEL
TO THE RUSSIAN FEDERATION

Effective Date: December 2001

Revision: 1
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INTRODUCTION

In coordination with the U.S. Embassy to the Russian Federation, the Office of
Defense Nuclear Nonproliferation {NA-20} has prepared Standard Operating
Procedures to the Russian Federation, Revision 1. This volume supercedes the
*Standard Operating Procedures to the Russian Federation” of August 2001.

The purpose of this guide is to assist you in understanding the new
requirements for travel to Russia. Although this document also includes
guidance on efficient and effective country clearance cable processing, and
letter of invitation request procedures; the majority of this document
addresses two key concepts: 1) Notification to the Embassy for trips requiring
access to sensitive sites and 2} Country Clearance. These are two separate
and distinct concepts.

Notification to the Embassy for trips requiring access to sensitive sites is a
new requirement and addresses the Ambassador’s concern that Embassy Officers
{including DOE~M) have the opportunity to participate in any trip. Although
many HQ offices already notify DOE-M in advance of trips to sensitive sites,
some HQ program offices and national laboratories do not. Given the special
administrative and logistical considerations surrounding trips to semsitive
sites, these procedures and timelines have been drafted to ensure that Embassy
Officers can be added to access requests prior to sukmission of these reguests
to the relevant Russian ministries or institutes.

Previously, in the absence of any clear-cut procedures requiring notification,
the Embassy has often been unaware of trips to sensitive sites until the
country clearance request cable reached post. Since the requests for access
to these facilities had to be submitted at least 30-45 days prior to the
beginning of the trip, receiving a country clearance request five or ten
working days before the start of a trip did not allow Embassy Officers to join
trips to sensitive sites.

The Ambassador has the right to have Embassy Officers accompany any delegation
that visits Russia. As described in the Department of Statae Mission
Statement, “the Ambassador reports to the President through the Secretary of
State, and as Chief of Mission, has authority over all U.S. executive branch
personnel, except for those under a U.S. area military commander.” This
grants the Ambassador the authority necessary to emsure that all U.S.
Government (USG) activities conform to official USG policy. All DOE personnel
and DOE-~funded personnel are subject to this authority while in Russia on
official business.

The country clearance process is the Ambassador’s means of ensuring that all
USG and USG-funded personnel working or traveling within the host country
conform to official USG policy. It is important to understand that country
clearance is required for all official travelers to Russia conducting U.S.
Government business.

82

12/13/01
Standard Operating Procedures For Official Travel To And From The Russian
Federation



150

Basic requirements for country clearance cables remain unchanged. Country
clearance request cables must be received at the embassy a minimum of five (5)
working days before travel begins for travel that is within the Moscow
consular district and when no Embassy assistance is requested. For travel
outside the Moscow consular region or for travel that requires embassy
assistance, the country clearance cable must be received at the embassy a
minimum of ten {10} working days before travel begins and the cable requesting
country clearance must be sent both to the Embassy in Moscow and the
appropriate Consulate office.

It should be noted that it is the program’s responsibility to ensure these
time requirements are met. DOE-M and the Office of International Operations
{I0} within Defense Nuclear Nonproliferation have agreed to strictly enforce
these requirements.

The regquirements listed herein reflect a combination of NA-20, Department of
State, U.S. Embassy Moscow and Russian Government agency requirements for the
processing of the paperwork described. If there are any questions regarding
information contained herein, please do not hesitate to contact DOE/NNSA/NA-20
at {202) 5B6-0378/0653 or send email to nnforeigntravel@hg,doe.gov.
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DEFINITION OF TERMS USED IN THIS DOCUMENT

Access: The process of obtaining permission for USG personnel {federal,
contractor or sub-contractor) to visit Russian sites, facilities, closed
cities or military installations. (See sensitive site)

Cable: An official government message transmitted by the State Department
Message Center, U.S. Missions overseas, and selected USG agencies. Cables are
tracked by Message origination and the time-date group of the outgoing
message.

chief of Mission Authority: At posts overseas, the Ambassador reports to the
President through the Secretary of State, and as Chief of Mission, has
authority over all U.S. executive branch persomnnel, except for those under a
U.S. area military commander. The Country Team, led by the Chief of Mission,
is the principal coordinating body for all U.S. Government agencies
represented at overseas Missions. As the lead agency abroad, State manages
U.S. Embassies, Consulates, and other diplomatic posts, and supports the
international activities of the rest of the U.S. Government.

Country Clearance: Embassy authorization for USG personnel’s (federal,
contractor or sub-contractor) travel to Russia on official USG business. The
country clearance is valid for the express time period, purpose, and persomnel
listed in cable and must be received for every trip.

DOE-M: Moscow Office of the Department of Energy.

Embassy: The U.S. Embassy to the Russian Federation.

Embagsy officer: DOS Foreign Service Officers and/or DOE/NNSA federal
employees assigned to the Embassy.

EST: The Office of Environment, Science, and Technology ¢f the U.S5. Embassy -
Moscow.

Lab; BAny of the U.S. National Laboratories.

Letter of Invitation (LOI): A letter from a Russian entity inviting USG
personnel (federal, contractor or sub-contractor} to travel to Russia.

Letter of Invitation Request: A Letter reguesting an invitation to travel to
Russia. Note: LOI requests are often combined with requests for access to
sensitive sites.

Notification: Email sent to DOE-M informing it of any plamned trips, which
require access.

Office of Intermational Operatiomg (I0): Responsible for international offices
and foreign travel policy process in the Office of Defense Nuclear
Nonproliferation.

Poat: The U.S. Embassy to the Russian Federation.
Reguestor: Person sending the notification email.

Sensitive Site: A Russian sites, facility, closed city, or military
installation that requires special permission be granted to USG persconnel
before they are allowed to visit said site.

Pracking pumber: The visit number issued to the delegation point of contact in
the HQ program office for visiting delegation by DOE-M upon receipt of a
notification message for trips that require access. This number must be
included in the country clearance cable.
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USG: United States Government.

Visa: Permission from a foreign government for a citizen of another country
to visit or work in the host country. Visas can be either single entry or
multi-entry. Important: having a visa does not constitute permission from the
embassy for traveler to visit the host country; that permission is obtained
through the country clearance process as described in this document.
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SECTION I: TRIP NOTIFICATION

For the purposes of this document, there are two basic types of trips to the
Russia Federation: 1} trips that do not require access to sites, facilities,
or cities classified as sensitive or restricted by the Russian Government
thereafter, "sensitive sites”} and, 2} trips that do require access to
sensitive sites. This Standard Operating Procedure (SOP) primarily deals with
the latter, however, the rules for submitting country clearance requests have
also been included.

For trips requiring access to sensitive sites, personnel must notify the U.S. Embassy Moscow prior to submitting any
trip-related cormespondence with Russian ministries or facilities, This process is separate from the country clearance
process, which occurs subsequent to “notification.” The requirement to potify the embassy in advance applies to ali
personnel (federal, Iaboratories and contractors) planning to trave! to Russia.

Notifying the embassy through DOE-M provides the Ambassador (or his delegates)
the opportunity to decide to have embassy personnel participate in trips. As
part of his Chief of Mission Authority, the Ambassador has the right to have
his representatives participate in any USG trip or delegation occurring in the
Russian Federation. In order to guarantee that embassy representatives are
able to participate in trips to sensitive sites the notification process will
be used. This process will work as follows:

A. NOTIFICATION PROCEDURES FOR SITE VISITS

As pictured in Figure 1, the necessity for submitting notification of the trip

to Embassy Moscow prior to submitting a countryp=1 ble is based upon
whether or not access will be required.
Notificat
FIGURE 1: WHEN TO NOTIFY ion ‘
Required
Dees Trip
Require
Trip - Access to - ‘
Decision Sensitive NO '
Siten? Notificat
=—rra S REGuoaavareedESS ion
For all trips requiring access, DOE-M mus NOT |3 at least three
full business days before the access regueEstTerTter—Ts due to the

relevant Russian agency, institute, facility, or site. For example, if
the access request letter and delegation list is due to the Russian
agency, institute, facility, or site 45 days before the trip begins,
then notification to DOE-M would have to be received no less than 3
business days before the 45 day deadline. (It is solely the traveler’s
responsibility to corxrectly ascertain the current access requirements
for each facility to be visited and submit -notification in accordance
with those specific requirements,

Notification should be sent via email utilizing the following format
through the HQ Program office to DOE-M:

To: travel@doe.ru
cC: {nnforeigntravel@hg.doe.gov]

. [Program contact at DOE-N, if relevant])
Subject: {program, delegation name, travel dates)

Destination: List all cities to be visited
Purpose: List the purpose of the travel, including names of institutes
and government organizations to be visited. (This is similar to the
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“Purpose” gection on a country clearance reguest cable.)
Point of Contact: name, phone number

A sample notification is included at Appendix Two. Note: Please avoid
sending notification messages to the DOE-M Director aund Deputy Director.

FIGURE 2: TEE WOTIFICATION PROCESS

Sead E-wad Besponss with  Prepars LOY
-paosesof Bbusy OFs  ondior Amess  Pvegome Cover
Netification - rsching nymbsr Reguest Batier

Anceas
Snied!
DOE Team
iveitnd

Upon receipt of notification, DOE-M will log in the notification, assign
a tracking number toe the trip, and forward the information to the
relevant smbassy sections. A determimation will then be made as to
whether an embassy representative will accompany the delegation.

Post will provide the name and necessary information for the embassy
representative who will be added to the attendees’ list if applicable.
The information will be emailed back to the requestor within 24-45 hours
{1-2 buginess days) after receipt of the original notification that an
exbassy porson will be added to the list. You must receive a ‘positive”
response from DOE-M: silence does not constitute consent. Once approval
has been granted DOE-M will draft a cover letter and send the letter of
request to the appropriate Russian mindstry, facility, ete. If
necessary, the reguestor can then correspond directly with the facility
to be visited., If your designated POC does not receive a response from
DOE~M within 24-48 hours, the POC should DOE-M at {5~011-7-095) 728-5202
immediately.

In order to kecp the State Department informed and to eliminate any
potential difficulties prior te the country clearance request cable,
DOE-M will copy DOS/Policy and Reglonal Affairs {PRA} on this message,
giving them advance notice of the trip.

The requestor should then proceed, developing the final letter of
invitation/access request lstter along with the list of delegation
menbers. This should be sent to DOB-M via fax according to established
procedures. {See Section Three) Upon receipt of the fax, DOE-M will
attach a cover note and forward the reguest to the sppropriate Russian
antities.

Every delegation to Russia requiring access to a sensitive site MusT
include the tracking number assigned by DOE-M during the notification
process in the country clearance cable. This notification tracking
oumber should be located on the reference line of the cable. (For more
information see Section IT on country clearance requirements.} DOE-M
will keep 2 log of all notifications it receives and tracking numbers it
assigns. This number is essential for trips regquiripng access.

2. TRIPS NOT REQUIRING ACCESS:

For trips not requiring access to a sensitive site. trip notification
will be handled via the country clearance process {(see Section II).
These trips will not rsceive a tracking number.
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SECTION II: COUNTRY CLEARANCE REQUIREMENTS
WHEN A COUNTRY CLEARANCE IS REQUIRED

1.

Country clearance is required for all travelers {federal and
contractors} conducting official U.S5. Government business in Russia.

If an individual’s travel is being paid for using U.S. Government
funds, he/she must have a country clearance cable.

wWork for Others. When any portion of a trip is being paid from
appropriated funds, a country clearance cable is also required for
laboratory or contractor employees.

COUNTRY CLEARANCE REQUIREMENTS IN GENERAL

1.

The embassy regquires that cables arrive at post a MINIMUM of five (S}
working days prior to the beginning of travel if travel is
- within the Moscow consular district AND
- no embassy assistance is requested.

The embassy requires that cables arrive at post a MINIMUM of ten {10}
working days prior to the beginning of travel if travel is:
- outside the Moscow comsular district AND/OR
- embassy assistance is requested.

Requests submitted for processing after the time periods outlined
above will not be processed by DOE-M except in extraordinary and
unusual circumstances. No copies of the cable need to be faxed in
advance.

Any changes to the original cable must be submitted to DOE-M through
the International Operations Foreign Travel Section via email at:
travel@doe.ru, cc: nnforeigntravel@hg.doe.gov. Trip coordinators and
travelers are strongly encouraged to provide complete information in
the country clearance request. Please avoid sending any travel-
related emails to the Director and/or Deputy Director of DOE-M.

Travelers must submit an AMENDED cable under the following
conditions:

if the travel dates fall outside of the dates submitted in the
original clearance request;

if the scope/purpose of the trip changes from the purpose mentioned
in the original clearance request;

if an additional person is added to the original delegation.

if a new site or region is added to the trip

Please note that travelers, whether they have single entry or multiple
entry visas are required to reguest country clearance for each trip to
Rusaia.
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SPECIFIC REQUIREMENTS FOR COUNTRY CLEARANCE CABLES

This secticn describes the types of information required in a country
clearance request cable. Requirements for how country clearance requests are
to be written have not changed significantly since the *Department of Energy
Country Clearance Cable and Letter of Invitation Guide For Entry Into Russia“
of 17 April 2000. Sample country clearance request cables are included in
Appendix 3.

list:

1. Every cable should be addressed, tagged, and slugged properly in
order to ensure that the cable will be sent to DOE-M. DOE/NNSA should
be the primary addressee, every cable must include the tag °“ENRG,” and
cables must be slugged, “PASS TO DOE MOSCOW: ABIENIAWSKI/NCARLSON."

2. The subject line for each country clearance reguest should list the
originating agency, program office, program name, head of delegation and
additional number of travelers, and dates requested.

Example: RUSSIA CTY CLR, DOE/NNSA/NNTRAV/MPCA: JONES + 2, 01/13/01 -
02/15/01

3. As mentioned in Section I: Travel Procedures Guidelines, a tracking
number will be assigned during the notification process for travel
requests that require access. All country clearance requests for such
trips must include this tracking number. For any trips requiring access
that have not gone through the notification process, country clearance
will be denied.

4. Perscnal Information of Requesting Party/Parties.

. Name (s} of those requesting country clearance.

. Organizational affiliation of each individual requesting country
clearance.

. Security clearance: Trips to Russia or the Embassy will normally

not require the transmission of a personnel security clearance. The
DOE-M office is located in the unclassified portion of the embassy.
If the traveler requires access to classified matter, or access to
Controlled Access Areas within the embassy, please coordinate with
DOE-M and transmit your perscnnel security clearance information
through your security office to the Office of Diplomatic Security'’s
Central Certification Desk. Ensure that personnel security clearance
reflect Tap Secret or Secret and not *Q” or “L~.

The office responsible for the origination of the country clearance
cable will ensure the following information is provided in those
cables where passing personnel security clearances is necessary.
{l)a statement that the personnel security clearance listed/noted
for each traveler was “passed by the appropriate DOE personnel
security office to the Office of Diplomatic Security, Central
Certification Desk, omn {(date}~”
{2)the distribution portion of the country clearance cable MUST
include the *DS/ICI/PSS Certification Unit* additionally
{3)the cable should be tagged/slugged as “Pass to RSQ."
. If unescorted access within the embassy is required, it MUST be
spelled out within the cable.

5. Regarding Purpose of Travel and Facilities to be visited, please
a. Facilitieas tc be visited.
b. Detailed description of the purpose of the visit. Making general
statements such as, “to follow up on nonproliferation discussions
at facility,” cannot be accepted.
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c. Justification for each traveler is no longer required. However,
if the delegation consists of more than five (5) travelers, the
requesting office should justify the larger size of the
delegation, particularly when traveling to sites where the number
of visitors may be limited. In the event that there is limited
number of visitors allowed to a particular site, the Embassy and
NA-20 HQ may need to discuss the final composition of the
delegation.

6. Travel Itinerary.

a. Please provide as much information in the original cable regarding
the proposed itinerary. If the exact itinerary is not known when
the cable is drafted in advance, DOE-M will accept this
information via email at a later date, but no later than 5 working
days before the date of arrival.

b. Please send this information to the Office of Intermational
Operations Foreign Travel Section mnnforeigntravel@hg.doe.gov.

c. When sending additional information to DOE-M after the original
cable has been submitted, be sure to include your tracking number
received from DOE-M in the notification response.

d. The itinerary must include the arrival and departure dates, cities
to be visited and the name of the facility/facilities to be
visited.

e. All NA-20 HQ/laboratory/contractor personnel must list all
meetings with Minatom, GAN, MOD or other governmental agencies.

If information is not known at the time of the country clearance
request cable, please follow up with email or a phone call to the
relevant HQ Program Office and DOE-M.

7. Points of Contact.

a. Clearance requests must include both a daytime and after hours peint of contact
and telephone nunbexs during the traveler’s stay in Russia. These contact numbers
will be used for emergency purposes only and are required to ensure the safety and
well-being of the traveler.

8. Embassy/DOE-M Support Requests.

a. Clearance requests should list all Embassy/DCE-M support needed
including but not limited to, booking meetings, hotel
reservations, transportation arrangements, airline and rail
tickets arrangement, embassy access, and interpreter requests for
meetings. When logistical arrangements are requested, more
detailed information, including arrival/departure flights and
times, and details of any domestic travel must be included as
wall., (See Appendix One for additional information on reguests
for assistance.)

b. In cases where Fmbassy assistance is requested or projected, NA-20
fiscal data must be included in the original clearance request
unless DOE-M has been provided with a general fiscal data account
by the responsible program office. Fiscal data includes the

following categories: (1) appropriation number, {2) agency/bureau
code, (3) allotment code, (4} obligation number, and (5} function
code.

9. The failure to provides any of the aforementionad information may
result in the Embasay deeming a clearance request incomplete. B2s a
result, the embassy will delay processing such a reguest until
sufficient information for the clearance is submitted. DOE-M will
notify the Office of International Operations Foreign Travel Section
which will, in turn, notify the requesting office as soon as possible
that insufficient information was received.
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NOTE: When Cabinet-level officers, the Vice President or the President visit
Russia, the Embassy usually declares a travel *black-out” for two weeks prior
to the visit, and the week of the visit. During these periods, official
travel is restricted and the Ambassador or the Deputy Chief of Mission must
approve each country clearance request by special waiver to be granted through
DOS. DOE-M will send a cable or an email informing headquarters about
blackout periods and encourage DOE travelers to plan with such periods in
mind.
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SECTION III: LETTER OF INVITATION AND ACCESS REQUEST
REQUIREMENTS

A. GENERAL GUIDELINES FOR LETTER OF INVITATION AND ACCESS
REQUESTS

1. Requests for letters of invitation and access are forwarded to the
relevant Russian Federation government agency for consideration.
Please word your request for a letter of invitation (LOI} as a
request, not as an order.

2. As described above in Section I, trip notification for technical and
policy-related trips, including those with embassy participation,
must be sent through the respective HQ program office to DOE-M for
any facility where access to a sensitive site is requested., DOE-M
will deliver the letter to the appropriate Russian agency with a
cover note in Russian. Upon request, DOE-M can obtain a receipt for
delivery of letters.

3. The trip notification for technical trips not requesting access to a
sensitive site must be sent through the respective HQ program office
to DOE~M for any facility to be visited. DOE-M will deliver the
letter to the appropriate Russian agency with a cover note in
Russian. Upon reguest, DOE-M can obtain a receipt for delivery of
letters.

A. Single Entry Visas: Requests for single entry visas will take at least ten working days
to process {or forty-five days if the trip itinerary includes a sensitive site) and should
be sent to the appropriate Russian agency through DOE-M. Some Russian agencies
require a Iegible photocopy of the traveler’s passport (the page with the picture and
the signature) and the following personal information:

Full Name

Title

Affiliation

Work Address

office Phone/Fax

Date of Birth

Place of Birth

Passport #

Passport Expiration Date
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B. Multiple Entry Visas: Requests for multiple entry visas require
thirty days to process. Some Russian agencies require a passport
photocopy and the following personal information:

Full Name

Sex

Title
affiliation
Work Address
Office Phone/Fax
Date of Birth
Place of Birth
Passport
Passport Expiration Date
Home Address

B. DEADLINES FOR SUBMITTING REQUESTS FOR A LETT