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COVER BLOWN: DID TSA TIP OFF AIRPORT
SCREENERS ABOUT COVERT TESTING?

Wednesday, November 14, 2007

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
WASHINGTON, DC.

The committee met, pursuant to notice, at 10:01 a.m. In Room
311, Cannon House Office Building, Hon. Bennie G. Thompson
(chairman of the committee) Presiding.

Present: Representatives Thompson, Dicks, DeFazio, Lowey,
Jackson Lee, Christensen, Etheridge, Cuellar, Clarke, Green, Perl-
mutter, Pascrell, King, Lungren, Dent, and Bilirakis.

Chairman THOMPSON. The committee on Homeland Security will
come to order. The committee is meeting today to receive testimony
on TSA Tip Off is of Airport Screeners.

I want to thank our witnesses for joining us today. We are here
to look into allegations that TSA tipped off airport screeners about
covert testing. The Air Transport Association estimates that 27
million people will fly worldwide over the next 12 days. Since Sep-
tember 11th, the government has asked a lot of the public in the
name of security.

Even as I speak, air travelers across the Nation are waiting in
long security lines, taking off their shoes, hats and coats, putting
their miniature toothpaste and shampoo in a plastic bag, even
throwing perfectly good water bottles into the trash. The public has
accepted these inconveniences because our government says it will
lead to safer skies. So when we have TSA management tipping off
airport security officials about covert testing, we have a credibility
and accountability problem.

When I assumed the chairmanship of this committee, I pledged
to hold the Department of Homeland Security accountable for de-
veloping a roadmap to genuine security, one that provides Ameri-
cans freedom from fear. Our government cannot play on the fears
of an attack and then try to cheat its way through its midterm
exams.

The public has accepted increased scrutiny at our airports. In
turn, the public also demands the same scrutiny of the Department
and, in this case, of TSA. This is why we are holding this hearing
today, to ask T'SA to explain why on April 28, 2006 it used a sys-
temwide communication system, NETHUB, to give more than 650
aviation security officials a heads-up about a possible security test.

This e-mail was provided to the committee by a member of the
media and verified by my staff, that email said that several airport
authorities and airport police departments have recently received

o))
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informal notice of security testing at airports around the Nation.
The e-mail detailed several methods that were being used to at-
tempt to breach airport security and even gave a brief description
of some of the testers. The e-mail concluded, “We are getting the
word out.” But the word was not supposed to get out. Covert test-
ing of airport security is supposed to be just that, covert.

It is hard to overstate the importance of this type of testing. It
is a critical part of a layered defense that protects our Nation’s
commercial aviation system. Covert testers are out there trying to
expose gaps before a terrorist does, and if someone at TSA under-
m}ilntles this testing, they are undermining aviation security as a
whole.

This committee is tasked by Congress to conduct oversight of the
Department of Homeland Security, its organization, and particu-
larly transportation security programs. Today’s hearing is just the
first step in my committee’s investigation into this issue.

To date, TSA has been very cooperative with my staff and I trust
that this cooperation will continue. I hope that at the end of the
road we can say that this was an isolated incident. But we will fol-
low this investigation wherever it takes us. The flying public de-
serves no less.

[The prepared statement of Mr. Thompson follows:]

PREPARED STATEMENT OF THE HONORABLE BENNIE G. THOMPSON, CHAIRMAN,
COMMITTEE ON HOMELAND SECURITY

The Air Transport Association estimates that 27 million people will fly worldwide
over the next twelve days. Since September 11th, the government has asked a lot
of the public in the name of security.

Even as I speak, air travelers across the nation are waiting in long security lines;
taking off their shoes, hats and coats; putting their miniature toothpaste and sham-
poo in plastic bags; even throwing perfectly good water bottles into the trash. The
public has accepted these inconveniences because our government says it will lead
to safer skies.

So when we have TSA management tipping off airport security officials about cov-
ert testing, we have a credibility and accountability problem. When I assumed the
Chairmanship of this Committee. I pledged to hold the Department of Homeland Se-
curity accountable for developing a roadmap to genuine security—one that provides
Americans freedom from fear. Our government cannot play on our fears of an attack
and then try to “cheat” its ways through its mid-term exams.

The public has accepted increased scrutiny at our airports. In turn, the public also
demands the same scrutiny of the Department—and in this case of T'SA.

That is why we are holding this hearing today—to ask TSA to explain why, on
April 28, 2006, it used a system-wide communication system, NETHUB, to give
more than 650 aviation security officials a head’s up about a “POSSIBLE SECU-
RITY TEST.”

The email, which was provided to this Committee by a member of the media and
verified by my staff, said that “several airport authorities and airport police depart-
ments have recently received informal notice” of security testing “at airports around
the nation.” The email detailed several methods that were being used to attempt
to breach airport security, and even gave a brief description of some of the testers.
The email concluded: “We are getting the word out.” But the “word” was not sup-
posed to “get out.” covert testing of airport security is supposed to be just that—
covert.

It is hard to overstate the importance of this type of testing; it is a crucial part
of the layered defense that protects our nation’s commercial aviation system.

Covert testers are out there tying to expose gaps before a terrorist does, and if
someone at TSA undermines this testing, they are undermining aviation security as
a whole. This Committee is tasked by Congress to conduct oversight of the Depart-
ment of Homeland Security, its organization, and particularly transportation secu-
rity programs. Today’s hearing is just the first step in my Committee’s investigation
into this issue.
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To day, TSA has been cooperative with my staff, and I trust that this cooperation
will continue. I hope that at the end of the road we can say that this was an isolated
incident, but we will follow this investigation wherever it takes us.

The flying public deserves no less.

Chairman THOMPSON. I yield 5 minutes to the Ranking Member
for this committee hearing, the gentleman from California, Mr.
Lungren.

Mr. LUNGREN. Thank you very much, Mr. Chairman.

As you stated, covert testing of TSA screeners is an extremely
important issue. It is a valuable tool, we all believe, to measure
TSA’s screening performance and identify screening vulnerabilities.
As the years pass since 9/11 we will become more and more de-
pendent on covert testing operations to challenge our TSA screen-
ing system and to improve screener training procedures and tech-
nology.

Covert testing is an effective tool when properly employed with-
out prior notice. It is used extensively by TSA’s Office of Inspection.
As I understand it, all airports are subject to no-notice testing by
the Office of Inspection, and that they have tested over 830 air-
ports and conducted over 22,000 covert tests. The DHS IG also con-
ducts hundreds of covert tests at airports independently of TSA.

In April, TSA established the aviation screening assessment pro-
gram to expand covert testing internally in order to gather data to
support operational decisions. In just 6 months the program has
performed thousands of covert tests at hundreds of airports, testing
all aspects of the screening process, including the detection of pro-
hibited liquids and IEDs. I think all of us on the committee ap-
plaud that and the direction that TSA has taken.

These programs and the thousands of covert tests they employ
seem to demonstrate that TSA believes in the value and effective-
ness of this procedure to improve the U.S. Aviation screening proc-
ess and ultimately our Nation’s security. I think we all share this
belief.

Therefore as the Ranking Member of the Subcommittee on
Transportation Security Infrastructure Protection, with jurisdiction
over TSA, I am extremely concerned by the implications of this
morning’s hearings. And so, Mr. Chairman, I look forward to the
testimony of our witnesses to learn how and why TSA, if it has,
has blown its cover on this covert testing program.

I was concerned when I saw the specific e-mail that the Chair-
man has addressed, and I am eager to hear what the response is.
I might just say that in all my dealings with Mr. Hawley, I found
him to be forthright with this committee and I have applauded the
efforts he has made toward increasing the use of screening as a
measuring tool and as an educational tool to improve the perform-
ance of our screeners, be they Federal employees or contract em-
ployees.

I also in the dealings I have had with Mr. Restovich, whose name
is on this e-mail, found him to be an individual of integrity and I
hold him in high regard. That is why I was mystified by this e-
mail, at least the language contained in it. Hopefully we can find
out exactly what occurred and what processes have been put in
place to make sure it doesn’t happen again, and also what actions
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were taken immediately upon anybody of supervisory responsibility
learning of this e-mail.

And just in ending, Mr. Chairman, I would like to say that we
ought to be doing covert testing. We ought to urge and support the
administration at TSA in their covert testing. It can do nothing but
improve the performance of those who we had given this responsi-
bility. And I hope what we will find is that the testing is tough
testing, and increasingly tough testing, and is agile enough to re-
spond to new threats as we see them, rather than static perform-
ance that would otherwise not be beneficial.

And so Mr. Chairman, I thank you for having the hearings and
look forward to the testimony that we will receive.

Chairman THOMPSON. Thank you very much Mr. Lungren. I
agree with you, we have to have covert testing. I think it is the no-
notice issue that we have before us today.

[The information referred to follows:]

---Original Message---

From: NETHUB

Sent: Friday, April, 28,2006 2:51 PM

To: TSA FSD; TSA DFSD; TSA AFSDS; TSA AFSD-R; TSA AFSD-LE

Cc: TSNM COMMERCIAL AIRLINES; TSNM COMMERCIAL AIRPORTS; Schear,
James; Morris, Earl R; McGowan, Morris; Restovich, Mike; Tashiro, Susan;

NETHUB
Subject: NOTICE OF POSSIBLE SECURITY TEST

Date: April 28, 2006

To: Federal Security Directors

From: Mike Restovich, Assistant Administrator, Office of Security Operations
Primary POC: NetHub

Secondary POC: None

Action Due Date: None

Subject: NOTICE OF POSSIBLE SECURITY TEST

This information is provided for your situational awareness. Several airport authori-
ties and airport police departments have recently received informal notice of pos-
sible DOT/FAA security testing at airports around the nation. Here is the text of
one such notification:
Several airports have reported that the DOT is testing airports throughout the
country. Two individuals have been identified as FAA or DOT at the airport in
JAX this morning. They have a stack of fake ID’s, they try to penetrate secu-
rity, place IED’s on aircraft and test gate staff.
These individuals were in CHS earlier this week and using a date altered boarding
pass managed to get through the security checkpoint. Alert your security line ven-
dors to be aware of subtle alterations to date info. they should also pay very close
attention to the photo id’s being presented. They will print a boarding pass from
a flight, change the date, get through security (if not noticed) and try to board a
flight and place a bag in the overhead.
There is a couple, and the woman has an ID with an oriental woman’s picture, even
though she is Caucasian. We are getting the word out.

Office of Security Operations, NetHub

Chairman THOMPSON. Other members of the committee are re-
minded that under the committee rules opening statements may be
submitted for the record.

I would like to welcome our distinguished panel of witnesses.
Our first witness is Assistant Secretary Kip Hawley, who serves as
the Administrator, Transportation Security Administration at the
Department of Homeland Security. Assistant Secretary Hawley has
over 20 years of experience in the private and public sectors work-
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ing on various transportation and technology-related initiatives and
has served since 2005.

Our second witness is Mr. Greg Kutz, managing director of the
Government Accountability’s Forensic Audits and Special Inves-
tigations Unit. As a senior executive at GAO Mr. Kutz has been re-
sponsible for numerous reports and testimonies relating to credit
card fraud; Hurricanes Katrina and Rita; fraud, waste and abuse;
transit benefit fraud; and security issues such as airport security
and smuggling of nuclear materials across our Nation’s border.

Our third witness is Mr. Clark Ervin, Director of Homeland Se-
curity issues at The Aspen Institute. Prior to taking his current po-
sition, Mr. Ervin served as the first inspector general of the De-
partment of Homeland Security. During his distinguished career,
Mr. Ervin has served in numerous capacities, including a stint as
the Associate Director of Policy in the White House Office of Na-
tional Service, under President George H.W. Bush.

Without objection, the witnesses’ full statements will be inserted
in the record.

Chairman THOMPSON. I now ask each of the witnesses to summa-
rize his statement for 5 minutes beginning with Assistant Sec-
retary Hawley.

STATEMENT OF THE HONORABLE EDMOND S. “KIP” HAWLEY,
ASSISTANT SECRETARY, TRANSPORTATION SECURITY
ADMINISTRATION, DEPARTMENT OF HOMELAND SECURITY

Mr. HAWLEY. Thank you, Mr. Chairman, Mr. Lungren, members
of the committee. I appreciate the opening statements that you
both made. And Mr. Chairman, the only thing I would change in
yours is where it said “when” TSA does tipping off to “if.” And I
think if TSA were to be doing tipping off of covert testing, that
would indeed be a serious matter.

I would like to make very clear that the matter is under inves-
tigation now, but there is nothing that I have learned in the past
week and a half or since I was first made aware of this e-mail that
would indicate there was any intent on anybody’s part associated
with that e-mail to do covert testing or tip-off. So there is no tip-
off and no cheating.

This is very important to us because covert testing is part of our
fiber as an Agency. As you both mentioned, it is how we stay ahead
of terrorists with efforts to do IEDs at the checkpoint. And we do
over 70,000 electronic tests a day on our work force. And we do
2,500 actual bomb component covert testing at checkpoints. That
means every checkpoint, every shift, every day, every one of the
450-some airports that we have. They have actual bomb compo-
nents, they put them through the checkpoint. That is a massive
amount of testing. This is the most tested work force that I know
of in the United States and it uses the best technology, and I have
to say that they are the best in the world at what they do. So any
allegation about integrity associated with that process would in-
deed be extremely serious.

I would just like to make mention of Mr. Restovich. The 9/11
Commission has very much of value in their report. And one of the
things that I want to highlight is to talk about information sharing,
particularly with people at the edge of a network such as our Fed-
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eral Security Directors around the system. When Mike took over as
head of security operations in January or February 2006, one of his
initiatives was to create something called NETHUB that would be
able to quickly send out information to the edge of our network, the
Federal Security Directors. That is the organization that sent out
the e-mail.

The individual who sent out the e-mail in question had no knowl-
edge of covert testing that the IG was at that point performing at
TSA. The individual who sent that e-mail had no knowledge of cov-
ert testing. Mike Restovich, when he found out about it—he was
not the author of the e-mail—when he found out about it, imme-
diately had it recalled. The elapsed time from when it was sent to
when it was recalled was 13 minutes. There was no intent to tip
off. There was no cheating. And when the facts are completely in
and the investigation is over, I think we are going to find out that
there is not a cheating problem or a tip-off problem.

This is so important to us, because integrity is the center of ev-
erything we do with the American public. And just the allegations
themselves got worldwide coverage as if there were cheating at
TSA. That was read by our partners abroad, it was read by our en-
emies abroad, and it was read by our employees. And that is dam-
age that is lasting, because when this whole issue is over, I think
there are many interesting issues that are worth pursuing, but it
is not a question of cheating. And a rush to judgment on that I
think does a disservice not only to our people, to the members of
the TSA work force, but also to our flying public.

So I look forward to discussing, as I have in the past and will
continue to do openly, take the criticism. But I think you know as
members of this committee, that when we do have issues, we get
on them and we fix them. And if there are issues related to this
that come up during the course of that investigation, we will get
on them and we will fix them. But I want to make very clear right
now, there is not an integrity issue that is risen from anything I
know from this e-mail at this point. Thank you, sir.

Chairman THOMPSON. Thank you very much.

[The prepared statement of Mr. Hawley follows:]

PREPARED STATEMENT OF THE HONORABLE EDMOND S. “KiP” HAWLEY, ASSISTANT
SECRETARY, TRANSPORTATION SECURITY ADMINISTRATION, DEPARTMENT OF HOME-
LAND SECURITY

Good morning Chairman Thompson, Ranking Member King, and distinguished
members of the Committee. Thank you for this opportunity to discuss the covert
testing of security screening checkpoints at airports.

Overview of Covert Testing

Since it assumed responsibility for aviation security screening at airports, the
Transportation Security Administration (TSA) has always recognized the value and
importance of covert testing to measure TSA’s screening performance and identify
areas that require improvement. Covert testing is a tool to identify vulnerabilities
in the system and uncover weaknesses of training, procedures or technology. The
primary purpose of covert testing is not to test an individual officer or airport, but
to act as a measure of system-wide effectiveness and drive improvement through
training, procedures, and technology.

Covert testing of TSA’s screening operations is performed by several organizations
within the Department of Homeland Security (DHS): TSA’s Office of Inspection (OI),
tg% OOfﬁce of Inspector General Office, and TSA’s Office of Security Operations
( ).

OI conducts extensive covert tests around the nation with no notice to local or
headquarters officials. These expert testers are trained in the latest methods of
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smuggling bombs, bomb parts and weapons through checkpoints using techniques
acquired by national and international intelligence partners and gathered through
years of experience. The OI covert testing staff includes former Transportation Secu-
rity Officers (TSO) who have on-the-ground experience in screening passengers. Air-
ports are selected based on a number of factors, including intelligence reports,
threats to aviation, and the airport environment. All airports are subject to no-no-
tice testing by OI. To date, OI has tested at over 830 airports and conducted in ex-
cess of 22,000 covert tests. In 2008, OI will conduct over one thousand covert tests,
continually restructured to reflect the current terrorist threat, at over 100 airports
to assess our security vulnerabilities. For safety purposes airport law enforcement
are notified prior to testing. Once testing starts, TSA management is made aware
of the situation in accordance with established policies and protocols, which do not
permit advanced notice to TSOs and who are thus subjected to no-notice testing.
After testing is completed, agents discuss the results with TSOs and local TSA offi-
cials and provide additional training to TSOs to raise vulnerability awareness and
improve security operations.

In addition to OI testing, DHS IG also conducts hundreds of covert tests at air-
ports from coast to coast and acts completely independently from TSA. DHS IG
agents measure the effectiveness of screening protocols and communicate these re-
sults to TSA and the Department in order to increase effectiveness of screening and
security. TSA uses these independent results to validate and improve training.

Beginning in April of this year, TSA established the Aviation Screening Assess-
ment Program (ASAP) within OSO to greatly expand our internal covert testing and
provide statistically sound data to support operational decisions. This program arose
out of a recognition that, notwithstanding the valuable information learned from the
extensive covert testing conducted by OI and others, TSA nevertheless needed a
more systematic framework to more accurately assess the effectiveness of our
screening process and to identify which aspects of the process require improvement.
This program has performed thousands of covert tests at hundreds of airports na-
tionwide in just six months. We are testing virtually every aspect of the screening
process, including the detection of prohibited liquids and improvised explosive de-
vices (IEDs).

Under separate training programs, TSA additionally conducts over a thousand
covert exercises focused on detecting IEDs and almost 70,000 electronic image
tests—every day. The information collected from these programs enables TSA to
make informed decisions based on reliable data to better target our efforts to im-
prove the screening process. ASAP will enhance our ability to identify which aspects
of the screening process needs improvement: operations, procedures, technology,
training, or management. And, we now have a formal process to conduct a thorough
assessment of the screening process every six months and implement the appro-
priate courses of action to address any concerns revealed during the expansive cov-
ert testing.

Because of this array of testing efforts, our TSOs are among the most tested work-
force in the country. TSOs are literally tested every day, on every shift, at every
checkpoint in every lane across over 400 airports around the United States.

Maintaining the Integrity of Covert Testing

I would also like to address concerns raised by recent media reports on the integ-
rity of the covert testing of screening operations. The value of covert testing relies
upon the testers’ ability to perform unannounced tests. We take great care to protect
the covert nature of the testing to ensure the data is an accurate measure of the
screening system’s performance. We treat covert testing results very seriously be-
cause these results help us identify vulnerabilities in the system and implement cor-
rective measures to prevent another terrorist attack. We routinely provide very lim-
ited notice to local law enforcement in certain circumstances involving real threat
items for safety reasons so as to avoid endangering airline passengers, flight crews,
and our own workforce which, unbeknownst to any of them, are in the immediate
area of a covert test. TSOs should not be given advanced notice of covert testing.
Indeed, advanced notice to TSOs from a TSA employee is a violation of established
policies and protocols, and defeats the purpose of covert testing.

Mr. Chairman, I understand that you are aware of a specific matter involving a
TSA-internal “NETHUB” communication on April 28, 2006, currently under inves-
tigation by the DHS IG. We are fully cooperating with the investigation and will
appropriately address any findings of the investigation. NETHUB is a division with-
in TSA’s Office of Security Operations created in the spring of 2006 that serves a
central communications conduit between TSA Headquarters and our field operations
at over 400 airports. NETHUB sends and receives communications by email, tele-
phone and fax on operational and administrative matters, such as distributing new
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screening procedures and security directives, announcing opportunities for employ-
ees to serve on national advisory councils, and various data requests from field oper-
ations.

Conclusion

In addition to Innovation and Team Spirit, Integrity is one of the three core val-
ues of TSA. We require our personnel to conduct themselves in an honest, trust-
worthy and ethical manner at all times. Maintaining the integrity of covert tests
of our screening operations is essential for TSA to gain the type of information nec-
essary to continually improve and adapt our screening processes to stay ahead of
terrorists. Any individual action to compromise the integrity of covert testing is ex-
tremely short-sighted and contrary to TSA’s mission of providing an effective secu-
rity system to protect aviation.

Chairman Thompson, thank you again for the opportunity to testify today. I am
happy to respond to the Committee’s questions.

Chairman THOMPSON. We now recognize Mr. Kutz for 5 minutes.

STATEMENT OF GREGORY KUTZ, MANAGING DIRECTOR,
OFFICE OF FORENSIC AUDITS AND SPECIAL
INVESTIGATIONS, GOVERNMENT ACCOUNTABILITY OFFICE

Mr. Kutrz. Mr. Chairman and members of the committee, thank
you for the opportunity to discuss covert testing. All covert testing
at GAO is done by my unit, which is called Forensic Audits and
Special Investigation, or FSI. My testimony today has two parts:
ﬁrstl; how we do covert testing; and second, specific examples of our
work.

First we follow both investigative standards and more detailed
FSI procedures for our operations. Our covert testing is typically
done at the request of congressional committees and subcommit-
tees. As &1 Legislative branch agency working for the Congress,
we are independent of th. Executive branch agencies that we test.

FSI conducts covert tests as a red team operation, meaning that
we do not notify agencies in advance of our testing. In contrast,
blue team operations involve notifying agency officials in advance.
All FSI investigations have a written plan. Well-trained, experi-
enced people are critical to the success of a covert test. The average
FSI investigator that does our covert testing has over 20 years of
law enforcement experience. Plans must be approved by the FSI
Assistant Director for Investigations, me, and two other executive
committee members at GAO before testing begins.

We require investigators acting in a covert capacity to have a
cover team to ensure safety. If a covert operation 1s uncovered dur-
ing the testing, the cover team is to identify themselves and alert
law enforcement officers or others that we are conducting a test.
We use only publicly available information to develop our covert
tests. This approach provides the most realistic test of what a ter-
rorist or criminal might actually do. For example, when making
counterfeit documents, we use only publicly available hardware,
software, and materials.

Once the operation is complete, we first brief our congressional
requesters, we then brief Agency officials and provide suggestions
to address any specific weaknesses that we identify. Finally, we
issue a report and often times will testify before our congressional
requesters.

Moving on to my second point, we have conducted a wide variety
of covert testing for many different congressional committees and
subcommittees across the Congress. Examples of various testing in-
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clude controls over radioactive materials, border security, airport
security, sales of sensitive military technology and fraud prevention
controls over Federal programs.

The following three examples provide more details. First, using
a bogus business and fictitious individuals, we obtained a genuine
radioactive materials license from the Nuclear Regulatory Commis-
sion. We altered this license and used it to obtain commitments to
ship to our bogus business dangerous amounts of radioactive mate-
rials that could be used to make a dirty bomb.

Second, posing as defense contractors, we were able to penetrate
two DOD excess property warehouses. There we obtained $1.1 mil-
lion of surplus military property that was sensitive military tech-
nology. Our cover story was so convincing that the DOD employees,
including contractors, helped us to identify targeted items and load
them into our rented van.

And third, posing as victims of Hurricane Katrina and Rita, our
investigators applied for Federal assistance using false identities,
bogus addresses, and fabricated disaster stories. FEMA sent our
bogus victims a number of checks based upon these bogus applica-
tions. In case you are wondering, we gave the checks back to
FEMA after our test.

In conclusion, our covert testing provides the Congress with irref-
utable evidence about Federal agencies under live conditions. The
results of our covert testing have also been used by Federal agen-
cies across the government to strengthen homeland and national
security and to minimize fraud, waste, and abuse of taxpayer dol-
lars.

Mr. Chairman, this ends my statement, I look forward to your
questions.

Chairman THOMPSON. And I am sure you will have some ques-
tions from that.

[The prepared statement of Mr. Kutz follows:]
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Highlights of GAO-08-286T, a testimony
before the Committee on Homeland
Security, House of Representatives

Why GAO Did This Study

GAO's Forensic Audits and Special
Investigations team (FSI), which
was created in 2005 as an
interdisciplinary team consisting of
investigators, auditors, and
analysts, conducts covert tests at
the request of the Congress to
identify vulnerabilities and internal
control weaknesses at executive
branch agencies. These
vulnerabilities and internal control
weaknesses include those that
could compromise homeland
security, affect public safety, or
have a financial impact on
taxpayer’s dollars. FSI conducts
covert tests as “red team”
operations, meaning that FSI does
not notify agencies in advance
about the testing.

Recently, concerns have arisen as
to whether top management at the
U.S. Transportation Security
Administration (TSA) were
negatively impacting the results of
red team operations by leaking
information to security screeners at
the nation’s airports in advance of
covert testing operations.
Consequently, GAO was asked to
(1) briefly explain FSI's processes
and procedures concerning covert
testing and (2) provide examples of
covert activities performed.

To view the full product, including the scope
and methodology, click on GAO-08-286T. For
more information, contact Gregory D. Kutz at
512-6722 or kutzg@gao.gov.
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INVESTIGATIVE OPERATIONS

Use of Covert Testing to Identify Security
Vulnerabilities and Fraud, Waste, and Abuse

What GAO Found

FSI has strict internal procedures related to the planning, execution, and
reporting of covert activities. First, FSI and senior GAO management decide
on a case-by-case basis whether engagements requiring covert tests are within
the scope of GAO’s authority. Next, FSI identifies the aspects of the security
system or the government program that are particularly vulnerable to terrorist
threats or fraudulent activities and relies on the experience of its investigators
to develop a written investigative plan. This plan typically includes the
creation of fictitious identities and counterfeit documentation. All counterfeit
documents that FSI uses are manufactured using hardware, software, and
materials that are available to the general public—this allows FSI to
demonstrate that any security vulnerabilities it finds could be exploited bya
criminal or terrorist with moderate means and resources and would not
require sophisticated insider knowledge.

FSI's investigators are the only GAO staff allowed to participate in the
execution phase of testing, although audit and analyst staff are often involved
in planning and operational support. Importantly, if investigators discover
vulnerabilities that pose a significant and immediate threat to public safety,
FSI immediately will discontinue its investigation and alert the appropriate
government law enforcement agency. Once the operation is complete, FST
conducts a “corrective action briefing” with officials at the tested entity to
report that they have been the subject of a covert operation, share the results
of the testing and, if necessary, suggest potential remedies for any identified
control weaknesses or security vulnerabilities.

The following summarize recent FSI red team operations. These operations
provided the Congress with irrefutable evidence about the actual ability of
federal agencies under “live” conditions to deal with security threats and to
protect government assets from fraudsters.

*  Using counterfeit documents and posing as employees of a company with
a Nuclear Regulatory Commission license, FSI investigators successfully
crossed the U.S. northern and southern borders with the type of
radioactive materials that could be used to make a dirty bomb.

* Posing as private citizens, FSI investigators purchased sensitive military
equipment—including ceramic body armor inserts, guided missile radar
test sets, and microcircuits used in F-14 fighter aircraft—on the Internet
from the Department of Defense’s liquidation sales contractor.

 Using bogus driver’s licenses, FSI investigators successfully gained entry
to all 24 Department of Transportation regulated urine collection sites that
FSI tested, which are responsible for providing drug testing of commercial
truck drivers in safety sensitive transportation positions.

*  Using false documents and an erroneous IRS taxpayer identification
number, FSI pretended to be a charity and successfully applied to three of
the Combined Financial Campaign’s local 2006 campaigns.

United States ility Office
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Mr. Chairman and Members of the Committee:

Thank you for the opportunity to discuss covert testing activities
conducted by the Forensic Audits and Special Investigations (FSI) unit of
the GAO. FSI, which was created in 2005 as an interdisciplinary team
consisting of investigators, auditors, and analysts, conducts covert tests at
the request of the Congress. The objectives of these tests are to identify
security vulnerabilities and internal control weaknesses at executive
branch agencies, including those that could compromise national or
homeland security, affect public safety, or have a financial impact on
taxpayer’s dollars. In brief, my remarks today relate to the processes and
procedures FSI uses to conduct this work and the results of some of our
operations.

FSI's covert testing operations are typically part of a broader security
vulnerability assessment or a forensic audit designed to identify fraud,
waste, and abuse related to federal programs. FSI conducts covert tests as
“red team” operations, meaning that for these operations, FSI does not
notify agencies in advance about our testing. As an example, in 2002 we
conducted a red team operation to evaluate the security of federal
buildings in Atlanta, Georgia.' In this case, we obtained genuine security
badges through deception and then counterfeited the badges, allowing
several investigators to access the buildings without the knowledge of
security personnel or agency officials. In contrast, “blue team” operations
involve notifying affected agencies in advance about testing; GAO
information technology specialists test executive branch agencies’
computer systems using a blue team approach. Although both types of
operations uncover valuable information, we are confident that the red
team approach provides the Congress with dependable, irrefutable
evidence about the actual ability of federal agencies under “live”
conditions to deal with security threats and to protect government assets
and programs from fraudsters.

Recently, concerns have arisen as to whether top management at the U.S.
Transportation Security Administration (TSA) were negatively impacting
the results of red team operations by notifying security screeners at the
nation’s airports in advance of covert testing operations. Consequently,
you requested that we (1) briefly explain FSI's processes and procedures

'GAO, Security Breaches at Federal Buildings in Atlanta, Georgia, GAO-02-663T
(Washington, D.C.: Apr. 30, 2002).
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concerning covert testing and (2) provide examples of covert activities we
performed and the results.

FSI Covert Testing
Processes and
Procedures

Because of the sensitive nature of our work, and the fact that our findings
can generate information that may compromise national or homeland
security, we apply strict processes and procedures when performing
covert work. FSI plans and conducts all investigations in accordance with
the standards established by the President’s Council on Integrity and
Efficiency (PCIE). These standards are relevant to the full range of
government investigations, including fraud, corruption, white-collar crime,
security inquiries, whistleblower issues, and other special investigations.
With regard to covert operations specifically, FSI has developed our own
internal procedures detailing the requirements related to the planning,
execution, and reporting phases of the operations.

Planning a Covert Test

F8I, in conjunction with senior-level GAO management, decides on a case-
by-case basis whether to accept written congressional requests requiring .
covert operations or whether to incorporate covert testing into existing
engagements. In making these decisions, a number of factors are
considered, including, but not limited to, whether the proposed operations
are within the scope of GAO’s authority; whether the operations may be
performed more appropriately by agency Inspectors General; and whether
the requested work presents significant risk of personal injury to
individuals or other harm to persons, businesses, or public safety. We also
identify the specific aspects of the security system or the government
program that are particularly vulnerable to terrorist threats or fraudulent
activities. Once the use of covert operations is accepted, the first step in
FSI's process involves using the training and experience of our
investigators to develop a written investigative plan. Because the average
FSI investigator has over 20 years of law enforcement experience, they are
uniquely positioned to develop a blueprint for performing the work, while
minimizing disruption to the day-to-day operations of the agency being
tested and seeking to ensure the safety of all involved.

In general, FSI investigative plans contain the following elements: a
statement regarding the investigation’s overall objectives; a description of
the legal issues involved; and a summary of the allegations that merit
investigation or the processes, systems, and controls that will be tested.
‘When covert operations are involved, the plan must also contain a detailed
outline of the steps that would be necessary to effectively conduct the
operation. In most cases, this step-by-step process will include the

Page 2
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creation of fictitious identities and counterfeit documentation, including
items such as birth certificates, driver’s licenses, credit cards, billing
records, and social security cards. All counterfeit documents that FSI uses
are manufactured by FSI using hardware, software, and materials that are
available to the general public—this allows us to demonstrate that any
security vulnerabilities we find could be exploited by a criminal or
terrorist with moderate means and resources and would not require
sophisticated insider knowledge or access to sophisticated equipment. In
order to obtain the best possible evidence, the plan may also request that
GAO management authorize FSI to obtain photographs or video or audio
recordings. The investigative plan must be reviewed and approved by an
FSI Assistant Director for Investigations, FST's Managing Director, and two
members from GAO’s top management team.

Executing a Covert Test

12:26 Nov 06, 2009 Jkt 000000 PO 00000 Frm 00018 Fmt6633 Sfmt6601

Once the investigative plan has been approved, FSI proceeds with the
covert operation. In general, FSI's investigators are the only staff allowed
to participate in actual testing activities, although audit and analyst staff
are often involved in planning and operational support. Furthermore, if the
covert testing is conducted outside GAO headquarters (e.g., the testing of
U.S. border security), FSI policy requires that investigators acting in a
covert capacity have a “cover team” of investigators to ensure safety.
These agents are usually placed strategically about the test site to monitor
the situation and to alert the investigators conducting the tests if anything
seems out of place. The responsible Assistant Director for Investigations is
also present during all covert operations conducted outside of the GAO
headquarters building. Before any testing begins, the Managing Director
generally receives an itinerary sheet with all the names of the investigators
involved and pertinent contact numbers.

During the execution phase, investigators are required to protect
investigative information from unauthorized disclosure, protect the rights
of all individuals involved, and avoid any action that may give the
appearance of coercion or intimidation. In addition, investigators must
safeguard any counterfeit documentation against theft or damage.
Investigators must document all evidence obtained in accordance with
PCIE standards and applicable FSI and GAO policies.

Investigators routinely make dry runs of covert operations tests to
determine whether new or enhanced security procedures have been
implemented after the development of our testing plan. Because FSI only
uses publicly available information to develop our covert tests and does
not consult with agency insiders, the specifics of our operations are not

Page 3 GAO-08-286T
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leaked to agency officials. Our belief is that by using only publicly
available information, our tests reveal what an actual terrorist or criminal
might do during a real security breach or fraud scheme.

Furthermore, our policy is that if an FSI covert operation is uncovered
during one of our tests, the backup investigators immediately will identify
themselves and alert the proper law enforcement authorities that a test is
being conducted and identify all participants as being FSI investigators
with the proper authority. Importantly, if investigators discover
vulnerabilities that pose a significant and immediate threat to public
safety, FSI immediately discontinues its investigation and alert the
appropriate government law enforcement agency. Under no circumstances
will FSI make publicly available any photograph, videotape, or audiotape
that could be used as a road map by criminals or terrorist groups.

Reporting the Results of
Covert Testing

Once the operation is complete, investigators immediately brief the
congressional requester. Next, FSI conducts a “corrective action briefing”
with officials at the tested entity to inform them that they have been the
subject of a covert operation, share the results of the testing , and, if
necessary, suggest potential remedies for any identified control
weaknesses or security vulnerabilities.

After all parties have been briefed, FSI will issue a report or testimony that
comports with PCIE and applicable FSI and GAO standards. Because the
covert testing is sometimes part of a broader forensic audit, parts of the
product may also adhere to U.S. generally accepted government auditing
standards. These products contain our findings, the results of the
corrective action briefing with the tested entity, and sometimes contain
recc dations to agency FSI does not usually reveal all
details about its covert methodologies in public products. For example, we
typically do not reveal the name of any bogus companies that we create or
the fictitious identities that we use. Moreover, if our findings relate to
issues of national or homeland security, FSI submits a draft product to the
agency for a sensitivity review prior to issuance. In some cases, FSI
products are issued in conjunction with letters to the tested entity or other
law enforcement agencies referring specific instances of wrongdoing,
including the criminal activities of agency officials or private citizens.
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Examples of FSI
Covert Testing

At the request of a number of different congressional committees and
subcommittees, FSI has conducted a wide variety of covert testing
activities, including evaluations of controls over radioactive materials and
security at America’s borders, airport security, sales of sensitive and
surplus military equipment, public safety, and other issues including fraud
prevention controls over federal programs. As demonstrated by the
examples below, covert activities are instrumental in identifying important
weaknesses that expose the federal government—and most importantly,
the American public—to threats to their security and safety, as well as
fraud, waste, and abuse related to taxpayer dollars. Following are
summaries of several covert activities we performed in recent
engagements and the results we obtained.

Controls over Radioactive
Materials and Security at
America’s Borders

The covert activities we performed in these areas include:

Using the name of a bogus business that existed only on paper, FSI
investigators obtained a genuine radioactive materials license from the
Nuclear Regulatory Commission (NRC) without leaving the office or
actually meeting with or having our nonexistent facility inspected by
anybody from the NRC.* After altering the maximum quantity of
materials listed on the license, FSI investigators faxed these licenses to
two suppliers and obtained price quotes and commitments to ship
machines containing radioactive materials in quantities that could have
been used to produce a dirty bomb. In contrast, a state allowed by the
NRC to issue radioactive licenses indicated that it would perform
physical verification prior to approving a radioactive materials license
for our bogus company. As a result, we informed NRC that we had
“financial problems” and withdrew our application.

+ Using counterfeit documents and posing as employees of a company
with an NRC license, FSI investigators successfully crossed the
northern and southern borders with the type of radioactive materials
that could be used to make a dirty bomb.’ While the radiation portal
monitors at the two border locations properly signaled the presence of
the radioactive materials in our vehicles, the inspectors readily

2GAO, Nuclear Security: Actions Taken by NRC to Strengthen Its Licensing Process for
Sealed Radioactive Sources Are Not Effective, GAO-07-1033T (Washington D.C.: July 12,
2007).

’GAO, Border Security: I Tr: Radioactive Sources across Our Nation's
Borders at Two Locations, GAO-06-583T (Washington, D.C.: Mar. 28, 2006).
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accepted our counterfeit documents—including a counterfeit bill of
lading and NRC license—which we created using publicly available
hardware, software, and materials. As part of this operation, an FSI
investigator using the name of a fictitious company ordered by
telephone a small amount of radioactive sources to “calibrate personal
radiation detection pagers.” These radioactive sources were shipped to
the Washington, D.C., area to the fictitious company. This test
demonstrated that anyone could purchase small quantities of
radioactive sources for stockpiling.

Posing as individuals with simulated contraband including radioactive
material, FSI investigators successfully crossed the northern U.S.
border at locations that were unmanned and unmonitored.’ This test
showed that the northern border is significantly vulnerable to terrorists
or criminals entering the United States undetected.

Airport Security Testing .

In 2006, we reported on the results of covert security vulnerability
testing of numerous airports across the country. During these covert
tests, our investigators passed through airport security checkpoints
carrying prohibited explosive components without being caught by
Transportation Security Administration (TSA) security officers. The
details of this March 2006 report are classified; however, TSA has
authorized this limited discussion.

Sale of Sensitive and
Surplus Military
Equipment

Posing as private citizens, FSI investigators purchased sensitive
military equipment—including ceramic body armor inserts, guided
missile radar test sets, and microcircuits used in F-14 fighter aircraft—
on the Internet from the Department of Defense’s (DOD) liquidation
sales contractor.” Some of these items required us to obtain an “end use
certificate”, which is intended to provide assurance that sensitive
property is sold to legitimate buyers. To obtain these parts we applied
for this certificate using fictitious individuals and bogus documents.
Subsequently, a DOD official called our investigator (the fictitious
individual) asking why he had no credit or other history. Our
investigator used social engineering and a copy of a bogus utility bill to

‘GAO, Border Security: Security Valnerabilities at [
Locations, GAO-07-334T (Washington, D.C.: Sept. 27, 2007).

and U i U.S. Border

"GAO, DOD Excess Property: Control Breakdowns Present Significant Security Risks and
Continuing Waste and Inefficiency, :A0-06-981T (Washington, D.C.: July 25, 2006).
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address the questions and our application was then approved. We used
this certificate to buy items, including F-14 parts, which are in demand
by Iran, the only country currently operating F-14 fleet in the world.

 FSlinvestigators posing as DOD contractor employees were able to
easily penetrate two Department of Defense excess property
warehouses. There, they were able to obtain about $1.1 million in
sensitive military equipment items, including launcher mounts for
shoulder-fired guided missiles, body armor, a digital signal converter
used in naval surveillance, and an all-band antenna used to track
aircraft. Our cover story was so convineing that DOD and its contractor
staff helped our investigators locate targeted items and load them into
our rented van.

Public Safety

* Using bogus driver’s licenses, FSI investigators successfully gained
entry to all 24 Department of Transportation regulated urine collection
sites that we tested, which are responsible for providing drug testing of
commercial truck drivers in safety sensitive transportation positions.*
This test shows that individuals required to undergo drug testing can
send someone to take a drug test in their place using fake
identification. Furthermore, FSI investigators were able to use
adulterants at four collection sites and substitute synthetic urine at
another four sites without being caught by site collectors. None of the
eight synthetic or adulterated urine specimens were detected by the
labs.

Other Testing

Activities in this area include obtaining disaster assistance and
demonstrating weaknesses in agencies’ fraud prevention controls.

* Posing as disaster victims of hurricanes Katrina and Rita, FSI
investigators applied for federal assistance using falsified identities,
bogus addresses, and fabricated disaster stories to register for
assistance under the Individuals and Households Program.” Despite the
fact that our applications over the Internet were not accepted because

°GAO, Drug Testing: U Tests Reveal Signi v ilities in DOT’s Drug
Testing Program, GAO-08-225T (Washington, D.C.: Nov. 1, 2007).

GAO, E; ited Assi for Victims of Hurri Katrina and Rita: FEMA's Control
Weaknesses Exposed the Government to Significant Fraud and Abuse,
GAO-06-103T (Washington, D.C.: Feb. 13, 2006).
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of data validation procedures the Federal Emergency Management
Agency (FEMA) had implemented, FSI investigators successfully
registered over the phone. As a result, FEMA sent a number of checks
to FSI for our fictitious individuals based on our bogus applications.
After our investigation was complete, we returned the checks we
obtained.

« Using easily obtained data on the Internet, FSI submitted a fictitious
travel order for a fictitious individual to a DOD commercial travel
office to obtain an airline ticket from Washington, D.C., to Atlanta,
Georgia.” DOD issued FSI the airline ticket, established an obligation,
and paid for the ticket without detecting the fictitious nature of the
request. On the day of the scheduled flight, an FSI investigator went to
the airline’s ticket counter at the airport and, under the name of this
fictitious individual, picked up a boarding pass.

« Using entirely false documents and an erroneous IRS taxpayer
identification number, FSI pretended to be a charity and applied to
three of the Combined Financial Campaign’s local 2006 campaigns.”
The fictitious entity was accepted into all three CFC campaigns.
Immediately after our applications were accepted, we notified CFC
officials and withdrew our charity from the campaigns in order to
prevent federal employees from making donations to our fictitious
charity.

Conclusions

The results of FSI's covert testing have been used by Congress and federal
agency managers across the government to help strengthen homeland
security and minimize fraud, waste, and abuse of taxpayer dollars. We will
continue to offer this valuable service to the Congress in a responsible and
professional manner and provide the results of our work to agency
management, where appropriate, so that they can take concrete steps to
improve the federal government’s operations.

‘GAO, DOD Travel Cards: Control Weaknesses Led to Millions in Fraud, Waste, and
Improper Payments, GAO-04-825T (Washington, D.C.: June 9, 2004).

°GAO, Tax Debt: Some Combined Federal Campaign Charities Owe Payroll and Other
Federal Taxes, GAO-06-755T (Washington, D.C.: May 25, 2006).
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other Members of the Committee may have at this time.
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Chairman ERVIN. Mr. Ervin for 5 minutes.

STATEMENT OF CLARK KENT ERVIN, DIRECTOR, HOMELAND
SECURITY PROGRAM, THE ASPEN INSTITUTE

Mr. ErvVIN. Thank you very much, Mr. Chairman and members.
For this invitation to testify at this very important hearing today.
I have a longer statement that I have submitted for the record. I
will summarize that statement for you now.

The April 2006 e-mail from TSA to Federal Security Directors
and other security personnel around the country alerting screeners
to covert testing, as troubling as it is on its face, appears to be part
of a pattern at both Federalized airports and privately run ones.

About 2 years ago, as you will recall, a former employee for the
San Francisco contractor, Covenant, alleged that undercover tests
were compromised in this fashion there. Those claims were sub-
stantiated by DHS Office of Inspector General investigation last
fall. At a Federalized airport, the one in Jackson, Mississippi, DHS
OIG has substantiated allegations that TSA employees and even
TSA management compromised undercover tests by alerting
screeners beforehand there.

During my time as inspector general at the Department of Home-
land Security during the covert test that we conducted at both Fed-
eralized and privatized airports all around the country in 2002 and
2004, on occasion our testers got the impression that their tests
were compromised. We were never able to substantiate that, but
against this pattern it appears in fact to have been the case. I
should mention that I have been told by those who have seen the
results of the testing that is the subject of today’s hearing that the
results were dismal. If screeners still failed tests they knew were
being conducted, heaven help us when al-Qa’ida next probes for
weaknesses in aviation security.

It is urgent that Congress and the independent DHS Office of In-
spector General investigate this matter thoroughly. If the facts are
as they appear to be on their face—and it would seem to me to be
a very heavy burden to prove otherwise—then the person who sent
this e-mail, any person or people who authorized it and those who
knew about it in advance, did nothing to stop it from being sent,
and anyone who received it and acted on it should all be summarily
fired and then criminally prosecuted for potentially endangering
the security of the United States.

I understand that poor test results are embarrassing to TSA and
its senior managers. And I understand that human nature being
what it is, people don’t like to be embarrassed. But the security of
the Nation must come before protecting reputations. If these tests
are compromised and people are led to believe that screeners are
better at detecting concealed weapons than they are, terrorists can
exploit this gaping hole in our security to kill thousands more peo-
ple someday.

There should be no mystery as to what it takes to improve
screener performance significantly. The recommendations that my
former office made 4 years ago remain as valid today as they were
then. Screeners need to be trained regularly and stringently under
conditions that approximate real-world ones as closely as possible.
Screeners whose performance is consistently subpar must ulti-
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mately be fired. Supervisors must be evaluated on the basis of their
success or failure in training their teams. Supervisors whose teams
consistently perform in a subpar fashion must ultimately be fired.
And technologies like Backscatter that can see through clothing
and spot concealed guns and knives, and multiview X-ray tech-
nology that automatically rotates bags in a three-dimensional fash-
ion, ultimately revealing concealed weapons, must finally be moved
beyond the testing and pilot phase to widespread deployment.

It may be impossible to spot concealed weapons 100 percent of
the time, but through better training, closer supervision and more
widely deployed sophisticated technology, we can come as close to
100 percent detection as humanly possible. All these many years
after 9/11 we still have failed to grasp that airport screeners are
our very last line of defense before another group of hijackers at-
tempt to board planes and carry out another devastating attack on
our homeland.

TSA is compromised if screener testing endangers the security of
the Nation. As I said, everyone responsible for this particular com-
promise and any others that may have occurred over the years
should be subjected to the maximum penalty allowed by law.
Thank you very much.

Chairman THOMPSON. Thank you very much for your testimony.

[The prepared statement of Mr. Ervin follows:]

PREPARED STATEMENT OF CLARK KENT ERVIN

Thank you Mr. Chairman, Mr. King, and members for inviting me to testify today
at this important hearing. Given my background as the Department of Homeland
Security’s first Inspector General and my present work as the Director of the Home-
land Security Program at the Aspen Institute, I am often asked whether in my judg-
ment America is safer today than we were on 9/11. The answer to that question is
yes, especially in the area of aviation. Given the enormity of that tragedy and our
tendency “to fight the last war” rather than to anticipate the next one, the bulk of
our attention and resources have been focused on that sector. The good news is that
we have something to show for it—cockpit doors are hardened; some pilots are
armed; and the number of air marshals is significantly higher.

The bad news is that in several significant respects we remain far more vulner-
able to another catastrophic terror attack from the air than we should be all these
many years after 9/11, the creation of TSA, and the creation of the Department of
Homeland Security. None of these respects is more critical than that of airport
screener performance in terms of their ability to spot concealed guns, knives, and
explosives.

The sad fact is that for all the dollars and attention that has been focused on
screener performance since 9/11 study after study—by the DHS Inspector General,
the Government Accountability Office; news organizations, and, even, the TSA
itself—shows that it is just as easy today to sneak these deadly weapons past
screeners than it was on 9/11.

The first major briefing I had as Inspector General of DHS when I arrived in 2003
was with my counterpart at the Department of Transportation, Ken Mead, in whose
jurisdiction aviation security lay prior to the creation of DHS. At the request of the
President himself immediately after the 9/11 attacks, Mead sent teams of under-
cover auditors to airports around the country—large and small—to test the ability
of the then privatized screener workforce to spot concealed weapons. Those results
are still classified nearly seven years later, but suffice it to say that it was far easier
than it should have been to sneak these weapons through in the immediate after-
math of 9/11 when screeners’ alert level should have been at its highest. The first
major project I then asked my own audit team to undertake in 2003 was to go to
the very same airports as Mead’s teams had done two years earlier to see whether
the federalization of the screener workforce; the creation of TSA; and the transfer
of TSA from the DOT to DHS had made any difference in screeners’ ability to spot
deadly weapons. When the results came in in late 2003/early 2004, they were ex-
actly the same, to the decimal point, as those Mead’s teams obtained in 2001. Before
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departing DHS in 2004, I sent my teams out again to the same airports to see
whether the recommendations we had made in terms of training, supervision, and
technology (about which more later) had made any difference. The results came in
in the spring of 2005, and they, too, were exactly the same as those obtained four
years earlier. The pattern has continued all across the country to the present day.
There is the GAO report last spring to the effect that investigators were able to
sneak potential bomb components through checkpoints at 21 different airports.
There was a news report last fall that screeners at Newark International Airport,
not incidentally one of the airports transited by the 9/11 hijackers, failed 20 out of
22 undercover tests. And, then, of course, there was the USA story a couple of weeks
ago reporting that screeners failed TSA’s own undercover tests 75% of the time at
LAX, and 60% of the time at Chicago O’Hare.

Interestingly that same study found only a 20% failure rate at San Francisco air-
port. San Francisco happens to be one of the handful of airports around the country
where screeners continue to be private contract employees. One might think that
such a dramatically better result at a privately run airport suggests that such air-
ports are better at training screeners than federalized ones. I caution against that
conclusion, at least not a priori. Our work during my time at DHS showed no appre-
ciable difference in screener performance between federalized airports and
privatized ones.

Another possible explanation for the discrepancy relates to the subject of today’s
hearing—the possibility that TSA may have tipped off screeners to the presence of
undercover investigators. About two years ago, a former employee for the San Fran-
cisco contractor, Covenant, alleged that undercover tests were compromised in this
fashion. Those claims were substantiated by a DHS Office of Inspector General in-
vestigation last fall.

At a federalized airport, the one in Jackson, Mississippi, DHS OIG has substan-
tiated allegations that TSA employees, and even TSA management, compromised
undercover tests by alerting screeners beforehand.

So, the April 28, 2006, email from TSA to Federal Security Directors and other
security personnel around the country alerting screeners to covert testing may well
be part of a pattern at both federalized airports and privately-run ones. (I should
mention that I have been told by those who have seen the results of this testing
that the results were dismal. If screeners still fail tests that they know are being
conducted, Heaven help us when al-Qa’ida next probes for weaknesses.)

It is urgent that Congress and the independent DHS Office of Inspector General
investigate this matter thoroughly. The person who sent this email, any people who
authorized it and those who knew about it in advance and did nothing to stop it
from being sent; and anyone who received it and acted on it should all be summarily
fired and criminally prosecuted for potentially endangering the security of the
United States. I understand that poor test results are embarrassing to TSA and its
senior managers, and I understand that people don’t like to be embarrassed. But,
the security of the nation must come before protecting one’s reputation. If these
tests are compromised, and people are led to believe that screeners are better than
they are at detecting concealed weapons, terrorists can exploit this gaping hole in
our security to kill thousands more people someday.

There should be no mystery as to what it takes to improve screener performance
significantly. The recommendations that my former office made four years ago re-
main as valid today as they were then. Screeners need to be trained regularly and
stringently, under conditions that approximate real world ones as closely as pos-
sible. Screeners whose performance is consistently sub-par must ultimately be fired.
Supervisors must be evaluated on the basis of their success or failure in training
their teams. Supervisors whose teams consistently perform in a sub-par fashion
must ultimately be fired. And, technologies like “backscatter” that can see through
clothing and spot concealed guns and knives, and “multi-view x-ray” technology that
automatically rotates bags in a three- dimensional fashion, ultimately revealing con-
cealed weapons, must be moved beyond the testing and pilot phase to wide deploy-
ment. It may be impossible to spot concealed weapons 100% of the time, but through
better training, closer supervision, and more widely deployed sophisticated tech-
nologgl, we can come as close to 100% detection rate as is humanly and technically
possible.

All these many years after 9/11, we have still failed to grasp that airport screen-
ers are our very last line of defense before another group of hijackers attempt to
board planes and carry out another devastating terror attack on our homeland.
TSA’s compromise of screener testing endangers the security of the nation, and ev-
eryone responsible for this particular compromise, and any others that may have oc-
curred over the years, should be subjected to the maximum penalty the law allows.
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Chairman THOMPSON. I thank all the witnesses for their testi-
mony. I will remind each member that he or she will have 5 min-
utes to question the panel. I now recognize myself for questions.

Assistant Secretary Hawley, as I mentioned in my opening state-
ment today, TSA has been very cooperative with the staff inves-
tigating this issue. I would like to get your word that going for-
ward, TSA will continue to be cooperative in providing documents
as well as making the necessary individuals available to committee
staff to talk to.

Mr. HAWLEY. We absolutely will be cooperative. I think that is
a blanket statement forever, and we have worked with the com-
mittee on a variety of sensitive issues and will continue to do so
to get whatever issues there are ventilated and show the truth.

Chairman THOMPSON. Thank you, and I appreciate that.

The other issue I want to kind of talk briefly about is you indi-
cated that this e-mail was recalled. Will you provide the committee
with a copy of the e-mail recalling the earlier e-mail?

Mr. HAWLEY. When the inspector general finishes the investiga-
tion, they will issue a full report with whatever they find in it. So
I would prefer to let the inspector general work until that effort is
complete and then, as you say, let the chips fall where they may.
So I don’t have any issue with withholding anything that is rel-
evant to this.

Chairman THOMPSON. Well, you just said you will provide us
with any documents.

Mr. HAWLEY. Yeah.

Chairman THOMPSON. I mean, if you have this e-mail you ref-
erenced in your opening statement, it is just a matter of providing
it to the committee.

Mr. HAWLEY. It will go through the IG. The IG has its investiga-
tion and they will issue the report. I am just reporting to you—

Chairman THOMPSON. So you are qualifying your earlier state-
ment.

Mr. HAWLEY. No, not at all, not at all. I haven’t myself touched
the document, so I don’t want to say I will produce X document.
But what I just described to you was what I know to be the case,
and then that the inspector general independently is assessing that
in the report.

Chairman THOMPSON. So do I assume from the recalling of this
e-mail that somebody in TSA knew that this e-mail had been sent?

Mr. HAWLEY. Well, Mike Restovich knew when it was sent when
he received it, and said “What’s this?” and then went back to the
office and said, “Pull it back.” And that was 13 minutes from when
it was sent by another individual.

Chairman THOMPSON. dJust for the record, Mr. Assistant Sec-
retary, when did you see this e-mail?

Mr. HAWLEY. I saw it the other—a week or so ago when the
press release went out.

Chairman THOMPSON. So you had no prior knowledge of it?

Mr. HAWLEY. I had no prior knowledge of it.

Chairman THOMPSON. Do you think that the NETHUB system
that sent out this notification that the covert testing was taking
place was an appropriate use of the NETHUB system?
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Mr. HAWLEY. Well, the e-mail, in my judgment and with hind-
sight and plenty of time, clearly should not have gone out. The in-
dividual who sent it out, sent it out believing that it was time-sen-
sitive. And it came the day after the shooting in the Cleveland air-
port where we have stood up our incident management system to
immediately alert all FSDs. If somethingis happening in one air-
port, they need to be alert everywhere to be on their toes. There
was some suspicious elements from this e-mail, specifically the
DOT FAA testing, because as you know, DOT and FAA do not do
unannounced covert testing with TSA. So it was a good-faith, per-
haps, mistake in judgment to send it out. But as soon as it hap-
pened it was recalled by senior leadership.

Chairman THOMPSON. Has anyone been disciplined because of
this e-mail?

Mr. HAWLEY. No, sir. Well, I think we are going to wait for the
investigation to be complete until we find out what the story is.

Chairman THOMPSON. Who sent it out?

Mr. HAWLEY. An individual—I am not comfortable saying the
name. I will be happy to provide it to the committee after the proc-
ess.

Chairman THOMPSON. If you had seen this e-mail yourself, Mr.
Hawley, what would you have said?

Mr. HAWLEY. Well, I—with hindsight I would say—well, actually
the issue gets to operational communications. And operational com-
munications need to be go out of TSOC; so NETHUB is not meant
to be instant operational, it is meant for instant informational.
Operational stuff goes through TSOC.

So I would have said if this is true, get it out to TSOC. If we
have probes, we need to know about it and find out.

Chairman THOMPSON. Mr. Kutz, do you think it is advisable to
notify any operation that covert testing will be going on?

Mr. KuTtz. Our practice is not to do so, so we believe the most
realistic test is not to notify in advance. And I think that the ques-
tion would be, is if you did notify in advance, would the results be
different? And our belief is that they would be. It doesn’t mean that
a blue team test, as I described in my opening statement, doesn’t
have value. Our information technology people test government
computer systems security using a blue team approach. And we do
it so that we don’t bring down a system and cause millions of dol-
lars of damage. So in that particular case, we don’t. But the way
we do covert testing with cover teams, we believe it is safe and we
believe that not notifying is the best way to do it.

Chairman THOMPSON. Thank you.

I must say, Mr. Hawley, I am a little troubled that for a long
time we were told that basically no notifications of any covert test-
ing had ever gone out. And then we hear today that a recall of an
earlier notification had gone out. So that is a little troubling, I
know, to me as Chair of the committee.

I now yield to the gentleman from California for his questions.

Mr. LUNGREN. Thank you very much. Mr. Hawley, I am trying
to understand this. Even though the e-mail said it came from Mike
Restovich, is what you are telling us it did not come from him?
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Mr. HAwLEY. That is correct. It came from the Office of
NETHUB. He was the head of the office, and they issued bulletins
sometimes without him actually authoring them.

Mr. LUNGREN. So it is your information and your testimony at
this time is that he did not author this nor know about it when
it went out; is that right?

Mr. HAWLEY. That is correct.

Mr. LUNGREN. So that then he was made aware of it by reading
it; is that correct?

Mr. HAWLEY. Correct, after it had gone out.

Mr. LUNGREN. And when he looked at it, in his mind as you un-
derstand it, he thought it was a mistake and so then he recalled
it; is that what you are saying?

Mr. HAWLEY. Yes, sir.

Mr. LUNGREN. And what I'm also trying to figure out is the FAA/
DOT reference here. Is what you are saying the person who sent
it out, who is not identified at this time, had some suspicions about
somebody testing the system because it said FAA and DOT and
they are not authorized to do this? I am just trying to see if this
is what the story is. And, therefore, he thought it was suspicious.
And because you had had an experience just the day before, he
sent this out in this form, which now we look at and it looks sus-
picious to us from the standpoint of being a covert operation being
revealed to the people who are supposed to be tested; is that right?

Mr. HAWLEY. That is right.

Mr. LUNGREN. That is what you are telling us.

Mr. HAWLEY. Correct.

Mr. LUNGREN. OK, I will await the findings of the inspector gen-
eral on that.

Now, Mr. Ervin said that this is exceedingly important because
the screeners are our last defense against people trying to pene-
trate. If that is true, there are other layers, is that correct, when
we are talking about an operation here?

Mr. HAWLEY. That is correct. And the checkpoint is not the last
line of defense.

Mr. LUNGREN. Do you test those other layers?

Mr. HAWLEY. Yes, sir.

Mr. LUNGREN. Are they covertly tested as well?

Mr. HAWLEY. Well, they are both covert as well open testing.

Mr. LUNGREN. Now, Mr. Ervin said that his office recommended
several years ago that screeners be trained regularly and strin-
gently under conditions that approximate real-world ones as closely
as possible, and then said this is not being done now.

Mr. HAWLEY. That would be incorrect.

Mr. LUNGREN. Well, how do you tell.

Mr. HAWLEY. Because they do 2,500 actual covert tests using
bomb parts every single day.

Mr. LUNGREN. But he said real-world ones, as closely as possible.

Mr. HAWLEY. So that is a mistake in statement.

Mr. LUNGREN. No, what I mean is how do you mean that what
you are doing is real-world?

Mr. HAWLEY. It uses actual bomb component parts from our cov-
ert—from our very professionally developed covert testing kit. It
uses detonators, it uses simulated explosives. It is the real deal.
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Mr. LUNGREN. Mr. Kutz said that what they do when they do
their covert operations is they base it on information that is pub-
licly available, if I understand it.

Mr. Kutz. That is how we do ours; that is correct.

Mr. LUNGREN. Now, do you do that or do you use information you
receive as a result of intelligence? And if you do the latter, why?
And why would you do that instead of what Mr. Kutz has said?

Mr. HAWLEY. We absolutely use the Intel Community’s informa-
tion to craft our security measures and our tests and we go after
the ones when we find out something they may be training to, and
then we go test it to see how vulnerable are we to this, and then
we adjust the security measures.

Mr. LUNGREN. Now, Mr. Ervin also said in his testimony that
screeners and supervisors whose performance is constantly subpar
must be fired, and indicated that, I guess, he doesn’t believe that
is happening.

What, if any, program do you have that evaluates the perform-
ance of both screeners and supervisors, and if they are “consist-
ently subpar?” and I would love to have you define that, and Mr.
Ervin define what that meant. Have they been fired, are they fired,
do we have the processes by which you are allowed to do that, and
if you do, have you done it?

Mr. HAWLEY. Yes, yes, to all of the above. The thing that we
have added, we have always had the stick, if you fail your certifi-
cation at the end of the year, you are fired. And that unfortunately
has happened a great deal.

We now have a remedial education part of that that allows peo-
ple to retrain and pass. Our objective is not to get rid of people but
to improve our screening. And now we have added bonuses to high
performance, so we have a more positive motivation.

Mr. LUNGREN. When you do these covert tests, are they for the
purpose of evaluating performance of an individual employee and
therefore that becomes part of his or her employment jacket and
you can make judgments with respect to employment status on it,
or is it a means of training, or is it a little bit of both?

Mr. HAWLEY. It is training, and we do it with teams. We like to
have a team effort both in terms of the TSO in front, the X-ray,
and the person doing the pat-down or the bag search. So we say
it is a team activity and we do it to train.

Mr. LUNGREN. So if I fail and I am a screener and you have come
by 10 times in the last month at my station and I failed every time,
that is not taken into consideration whether I am doing my job?

Mr. HAWLEY. If the person fails on the job with our job testing,
what we try to do is train and improve on what they are doing.
Sometimes we are throwing them things that the technology can’t
detect, and we have some things where it would be unfair to have
a punitive aspect to the training. So what we do is we keep the
training positive and the testing in a separate category.

Mr. LUNGREN. My time is up, Mr. Chairman, thank you.

Chairman THOMPSON. Thank you very much.

Mr. Ervin, you were referenced a couple of times, so we will give
you an opportunity to respond.

Mr. ErRVIN. Thank you very much for that, Mr. Chairman. There
are just three quick points I would make. With regard to this issue
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of whether screeners are the last line of defense, what I said in the
statement was that screeners were the last line of defense before
another group of hijackers boards airplanes. Certainly cockpit
doors, for example, have been hardened since 9/11, some pilots are
armed, and both of those things could help to prevent another
homeland security attack in exactly the same manner as 9/11. But
I was talking about the last line of defense before hijackers board
airplanes. There is no further screening of people boarding air-
planes after they have passed the checkpoint.

Mr. HAWLEY. That is not correct.

Mr. ERrvIN. I was talking about real-world conditions. There are
a couple of elements to real-world conditions. One of those elements
is the weapons at issue be as sophisticated and as like real-world
guns and knives and bombs as possible. The other element of real-
world testing is that the test not be compromised and screeners not
be alerted beforehand.

And third, by consistently subpar, we can’t in an unclassified ses-
sion talk about particular results at airports, but as I am sure you
know, Mr. Lungren, the results have been consistently very poor
indeed at airports throughout the country, both Federalized air-
ports and privatized airports since 2003.

Chairman THOMPSON. Thank you very much.

We yield to the gentleman from Washington for 5 minutes, Mr.
Dicks.

Mr. Dicks. Mr. Hawley, it sounded to us like you were making
a judgment.

Chairman THOMPSON. Your microphone.

Mr. Dicks. Usually I am easily heard, as my colleagues noted.

Mr. Hawley, it sounded as if you were saying that you didn’t
think there was a problem here. I mean, your statement clearly
states that there was a problem, that this should not have hap-
pened. Now, would you testify now and tell us that this should not
have happened?

Mr. HAWLEY. I was referring to an integrity problem, a cheating
problem and not a supervisory control problem. I think there will
be some very interesting things that come out of the test. I don’t
mean to say that is not going to be valuable, but the pieces on the
integrity I have to say publicly, because it has been out all over the
media, there is stuff in the paper today that is just plain wrong,
and it is unfair to the individuals involved and most importantly
it is unfair to the TSOs—

Mr. DIcks. You can’t be seriously saying that what this indi-
vidual did wasn’t a breach of integrity or lack of—or made a mis-
take, he made a mistake?

Mr. HAWLEY. Well, making a mistake is different from lack of in-
tegrity.

Mr. Dicks. The person who recalled this thing in 13 minutes
thought there had been a mistake made.

Mr. HAWLEY. A mistake. I acknowledge we make mistakes fre-
quently, unfortunately. But integrity, we do not have integrity
lapses.

Mr. Dicks. You don’t think this was an integrity lapse?

Mr. HAWLEY. No, sir, absolutely not.
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Mr. Dicks. Mr. Ervin, as inspector general would you think this
is an integrity lapse?

Mr. ERVIN. Absolutely.

Mr. HAWLEY. He doesn’t know the facts.

Mr. ERVIN. Absolutely, Mr. Dicks. I do not understand this ap-
parent claim on Mr. Hawley’s part that the rationale for this was
that this was improper testing because DOT and the FAA are not
authorized to test. It is true, but there is nothing in the e-mail to
suggest that. If you read the e-mail on its face, the apparent impli-
cation here, it is pretty clear, is that this was intended to alert the
screeners so as to improve their performance on the test. It is just
obvious. I do not understand the contrary impression of this.

Mr. Dicks. Mr. Kutz, you are an experienced person. Do you
think this is a prima facie case of someone making or doing some-
thing that was wrong?

Mr. Kutz. I don’t know. I would say that it could impact the in-
tegrity of the test. The integrity of the people is a different matter.
If someone is notified in advance of a covert test, it clearly affects
the integrity of the test, and that would be all I could probably re-
spond to.

Mr. Dicks. Well, it just seems to me that this is a pretty open-
and-shut case, that somebody made a mistake. You should not have
sent out this e-mail.

Now, Mr. Hawley if you are going to defend this individual, I
want to hear your defense of this individual when your statement
says exactly the opposite.

Mr. HAWLEY. No. My statement is there is an inspector general
investigation going on, let us let it run its course and find out what
happened. I acknowledge when I read the e-mail, I looked at it and
said “what in the heck is this,” which apparently was very similar
to the reaction that Mike Restovich had when he saw it back in
April 2006.

Mr. Dicks. Right.

Mr. HAWLEY. And then he had it canceled. So here is a difference
between do errors occur at TSA? The answer is yes, they do. If the
question is, do we cheat on covert tests and is there some kind of
integrity issue where management is cheating on tests, the answer:
The facts do not bear that out.

Mr. Dicks. Let me ask, do you have any knowledge of any other
example of coaching or whatever you want to call it, of letting peo-
ple know that there might be a test? Have you got any other exam-
ple that you know of?

Mr. HAWLEY. Yes, I have heard allegations and I have read IG
reports from before I came to TSA, but as far as what is going on
today, the covert testing is so much a part of the
professionalization of our work force and focusing on IEDs, there
is to reason—if we are doing 2 million a year, there is just—it’s not
something that we would go try to mess with. We need this infor-
mation to stop attacks.

Mr. Dicks. Mr. Ervin, do you think there are other examples of
this that you are aware of?

Mr. ERVIN. Absolutely, Mr. Dicks. There is an Office of Inspector
General report from August 2007, just months ago, that is talking
about an investigation at TSA, an investigation at Jackson Evers

VerDate Nov 24 2008  12:26 Nov 06, 2009 Jkt 000000 PO 00000 Frm 00032 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-86\48981.TXT HSEC PsN: DIANE



29

International Airport, and it says that TSA employees at Jackson
Evers International Airport provided advanced notice to other
TSAs at this airport. This allegation was confirmed.

Now, Mr. Hawley says that this happened before he arrived. This
is August 2007, this report. There is also a report that says con-
firming—

Mr. PERLMUTTER. What was the date?

Mr. ERVIN. This report is August 2007.

Mr. PERLMUTTER. The date of the incident?

Mr. ERVIN. The testing was conducted in 2004.

I think the main issue here is whether there are other instances
of compromise of these tests. And there are. There is another in-
stance in San Francisco as well.

Mr. Dicks. Mr. Hawley, I would hope that your position would
be that this is unacceptable. I don’t think you could hedge on this.
The integrity of these tests should not be thwarted by advance
knowledge, and you should make it very clear. And I think by try-
ing to defend this, you are undermining the program itself, and I
would hope you would reconsider your position.

Mr. HAWLEY. Thank you. I agree with your statement covert test-
ing, if tipped off, undermines the integrity of the whole system and
is despicable. And so it is absolutely wrong, knowledgeably tipping
off covert testing is wrong.

Mr. Dicks. Thank you. Thank you, Mr. Chairman.

Chairman THOMPSON. Thank you.

I now recognize the gentleman from Florida for 5 minutes, Mr.
Bilirakis.

Mr. BILIRAKIS. Thank you, Mr. Chairman.

Mr. Hawley, can you provide me and my constituents any assur-
ances about the sanctity of the covert testing that screeners at
some of the Nation’s busiest airports such as Tampa, Miami, and
Orlando are receiving on a daily basis as you testified?

Mr. HAWLEY. Yes. We have many levels of covert testing that are
done in addition to GAO, the inspector general. We have our own
Office of Inspection. And they are out there, they have done some-
thing over a thousand tests here in the last year. We have a rig-
orous program of covert testing plus the ones that I mentioned ear-
lier that we do every day at the checkpoint, and it is very profes-
sionally done.

We have some different protocols than does GAO, but we have
our own protocols that are well understood and they actually drive
our security measures. Security measures we have in place today
are driven by the results of our testing. So it is a no-kidding issue
that we are doing. We get intelligence from the Intelligence Com-
munity, we go test it, and we do change our security procedures
based on this covert testing.

Mr. BILIRAKIS. In your written testimony you said that TSOs are
among the most tested work force in the country, and you just said
that again. Testing is one thing, but results are certainly another.
Would you please share with us your assessment of screener per-
formance systemwide?

Mr. HAWLEY. Increasingly better, because we keep raising the
bar. We used to test previously with what we call the Wiley Coyote
bomb, which is a big thing that you can’t miss, that you can’t pos-
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sibly miss. We have now gone to bomb components. We switch from
just testing as previously assembled bombs; now we do the tiniest
bomb components that we put in, and we continue to raise the bar.
So as the grades go up, we keep trying to increase the difficulty,
because it is an evolving threat and they are going to keep coming
at us with different things. So we have to keep the test up with
whatever might be changing.

This is an actual test object. And yes, you can get 80 percent, you
can get 90 percent, you darn sure should get 100 percent. But this
is not real security testing, it is testing for the purpose, for a good
grade perhaps. We use tiny improvised explosive device compo-
nents that we have, every kind of imaginable configuration that are
extremely difficult to test, but, unfortunately, that is the enemy
that we face.

Mr. BILIRAKIS. At a recent hearing, the head of the Screener
Union testified the media reports about the inability of screeners
to detect simulated explosives and bomb components during covert
tests are not good indicators of overall screener performance and
did not satisfy him that there is a systemwide security problem. Do
you agree; is there a systemwide security problem?

Mr. HAWLEY. I think our security is the best in the world. And
I think having said that, there are vulnerabilities, we acknowledge
that. The question is how do you manage risk against them? How
do you go after the attacks that would cause severe damage to an
aircraft in the aviation environment? How do you figure out how
to stop those first and work your way back? So it is the best in the
world, but, yes, there are vulnerabilities and we have to keep mov-
ing to stay ahead.

Mr. BILIRAKIS. Mr. Ervin, can you address that as well?

Mr. ErvVIN. Well, all I can say to that, sir, is that consistently,
report after report, year after year, continues to show that screener
performance is dismal, is the only word I can think of. We found
that consistently in the tests that we conducted, as I said, at large
airports, small airports, Federalized airports, privatized airports,
those results were obtained in 2005 as well by other independent
investigations.

Last fall at Newark International Airport, 20 out of 22 tests were
failed. And of course, there was the USA Today story just a couple
weeks ago showing a 75 percent failure rate at Los Angeles airport
and a 60 percent failure at Chicago airport. I might mention that
there was a 20 percent only failure rate at San Francisco. We don’t
know why that result was so significantly better than the results
at those other two airports. It could, however, be that the reason
for that was that that test was compromised at San Francisco air-
port, because as I said we now know through a DHS Office of In-
spector General investigation that an investigation 2 years ago at
the San Francisco airport was in fact compromised.

Mr. BILIRAKIS. Mr. Secretary, I want to bring up an important
matter to your attention. You may be aware on Monday a teenager
in Tampa near my district, Jody Hall, had an apparently unpro-
tected pipeline that resulted in the release of toxic ammonia cloud,
the evacuation of almost 4,000 people, and the closure of several
schools.

VerDate Nov 24 2008  12:26 Nov 06, 2009 Jkt 000000 PO 00000 Frm 00034 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-86\48981.TXT HSEC PsN: DIANE



31

Madam Chair, I would like to brief you on this as well. I want
to let you know that I will be contacting TSA about the security
of these pipelines, especially in the Tampa Bay area, and the role
TSA is playing in their inspection and security. I hope that you will
direct the appropriate officials under your direction to take this
matter very seriously and respond to the inquiry expeditiously. So
if you can get back to me on that, I would appreciate it.

Mr. HAWLEY. Yes.

Mr. BILIRAKIS. If you have a comment on that, I would appre-
ciate that as well.

Mr. HAWLEY. Yes.

Mr. BILIRAKIS. Thank you very much. Thank you very much, Mr.
Chairman.

Chairman THOMPSON. Now yield to the gentleman from Oregon
for 5 minutes.

Mr. DEFAz10. Mr. Chairman, I am a little concerned that we
seem to be saying that the screeners aren’t infinitely better than
on 9/11. Mr. Ervin seems to be trying to say that. The fact is on
9/11 we had the lowest paid employees in the airport. It was an
entry-level job from which people hoped to move up to McDonald’s.
It had 200 to 300 percent turnover rate in some airports. They
didn’t have background checks, some were illegal aliens, some were
criminals. And the failure rates were dismal. But the tests, as Mr.
Hawley pointed out, were not very sophisticated.

When I came here in 1987 I introduced my first bill on enhanc-
ing security, because at that point the test was a fully assembled
45 enclosed in a block of lucite, with no more than three articles
of clothing in the carry-on bag, and the failure rate was comparable
to what it is today. But today’s test would be finding something
very, very small, as Mr. Hawley said.

Now where I would agree—and this is where I want to go with
the question—is your points about the enhanced technology. I think
the people are infinitely better. The tests are much more sophisti-
cated. The threats are incredibly more sophisticated, and they are
still working with the same crappy old equipment, 1970’s tech-
nology. So I think your point here about the multiview X-ray, the
Backscatter, which I have been harping on for years and, because
of some privacy issues, even though we could, say, ask people to
voluntarily go through it and then frisk the others, we haven’t de-
ployed these things fully.

Mr. Hawley, where are we on new equipment?

Mr. HAWLEY. On the checkpoint security for carry-on baggage,
we have just procured 250 additional so-called AT machines for the
checkpoint that are upgradeable, including multiview. They will be
continually upgradeable by the software. So we, as you know, have
done a number of pilots over the summer. We like the results and
put in a buy order for 250 units.

Mr. DEFAZ10. How many machines are there nationwide, though?

Mr. HAWLEY. Oh, probably a 1,000-odd. So we will continue to
upgrade the checkpoint technology. On the Backscatter there is an-
other technology that we just started.

Mr. DEFAZIO. Millimeter wave.

Mr. HAWLEY. Millimeter wave and it has been going for a couple
weeks in Phoenix, and the acceptance rate from people offered the
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chance to go through it is over 93 percent. So we are very, very en-
couraged at the public reception to it. It has very good security im-
plications and we are looking at possibly deploying it in primary
screening, which would be a very big step up for security, and that
would be my hope going forward, is we have a combination of milli-
meter wave of the person and the AT at the checkpoint.

Mr. DEFAZIO. I hope we have that as soon as possible, because
I believe that we are asking people to do the impossible with the
equipment they have.

I have another issue. There was some talk about the last line of
defense is the flight deck door. Do you have authority, Mr. Hawley,
to mandate a secure cockpit; i.e. We are now building planes that
are going to fly for up to 24 hours, 787 and A380? I was told by
Airbus—they apparently were mistaken or something, I would say
politely—that all A380’s would have secure flight decks. You have
crew changes, they would have kitchens, they would have labs,
they would have sleeping areas, and this would all be behind a se-
cure facility.

I then went to Boeing and said, I think you ought to match what
Airbus is doing here; this would make a lot of sense. Boeing says,
Airbus isn’t doing that. I went back and Airbus said, oh, yeah, you
are right, it is an option. Well, no one is going to buy the damn
option because it costs them one or two revenue seats.

The point of vulnerability is I flew across the country yesterday,
the pilots came in and out and the flight attendants stood behind
the cart, but then there was when the FAA inspector came out to
BS with the flight attendant for half an hour, you know; three
times that flight deck door was opened in one flight.

Now, in a 24-hour flight with an A380 or 787, the crew will be
in the back. They will walk all the way through the plane and then
open the door and go in. This is an extraordinary point of vulner-
ability. Why can’t we mandate that? Do you have the authority to
mandate that?

Mr. HAWLEY. We do, but share it with the FAA, because any
changes to the area frame have to get safety OK from the FAA.
Your point is well taken. With the FAA we already, as you know,
have the cockpit door physical requirements, but you put your fin-
ger on exactly the issue, which is the security measures in place
when the door is opened in flight. And that is an area where fur-
ther regulation could occur, should that be required.

Mr. DEFAz1o. Well, what would it take to say we are about to
build a new generation of planes, and we are going to say that any
one of those extended flight planes, newly manufactured, is going
to land or take off in the United States, and we will have to have
a secure flight deck? The crews will have to be locked in when we
take off, and they are not coming out and no one is going in until
that plane lands. And they will have everything they need up there
to sustain themselves except the company of the flight attendants.

Chairman THOMPSON. The gentleman’s time has expired. You
can go ahead and answer the question.

Mr. HAWLEY. I would have to take that back to go look at it. I
appreciate your concern.

Mr. DEFAZI0. I would hope the Chairman would join me in that,
because I have run into a dead-end with the Aviation Committee.
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We might have to take one or two seats out, or something out of
these planes. These planes are going to be unbelievable targets;
700, 800 people in one plane, what a target.

Thank you, Mr. Chairman.

Chairman THOMPSON. Thank you, I would be more than happy
to join you.

Gentleman from New York 5 minutes, Mr. King.

Mr. KING. Thank you Mr. Chairman. I want to thank Mr. Lun-
gren for filling in for me at the beginning. I couldn’t be here. I
want to thank the Chairman for calling the meeting, and I will be
yielding most of my time to Mr. Lungren.

Mr. Hawley, I would like to ask you for one point of clarification.
Mr. Ervin mentioned the fact that in the IG report, the preliminary
report that came out in August of 07, it said that covert testing
was compromised at the airport in Mississippi. But as I read it, did
it not also say the finding was TSA’s Office of Inspection did not
provide the advance notice, that it may have come from employees?

While it is to me reprehensible that that happened, to me there
are any number of times in law enforcement when you find some-
one at the ground level will tip somebody off. It obviously has to
be stopped. But I think to imply that somehow that was sanctioned
or was encouraged by TSA is wrong, but I ask you for your com-
ments on that.

Mr. HAWLEY. It was 3-1/2 years ago, and I think the trail has
gone cold, and I don’t know exactly what happened. What is impor-
tant to me is if I can get information on someone who acted im-
properly, I can take action against that person and will take action
against that person.

What I can’t do is, there was discussion in the airport about it
3-1/ years ago. That unfortunately doesn’t give me room to go at-
tack. But I think as the Chairman is aware, we have made major
changes at Jackson to increase not only the work environment, but
the total package there in Jackson. So I am highly confident of the
security in place at Jackson today.

Mr. KING. I yield the balance of my time to Mr. Lungren.

Mr. LUNGREN. Mr. Ervin, you talked about the episodes that
have occurred in the past and that, therefore, they constitute a pat-
tern. When I practiced law, I had to prove pattern and practice at
times; and it took more than just a couple out of, you know, 500
or 450 different airports and tens of thousands of actual tests. Do
you think your comment is a little harsh?

And I don’t want to undercut anything about anybody who did
something to undercut the integrity of the testing. But you have
made a broad statement of a pattern, and I think you pointed to
three or four. And we are talking over a number of years and we
are talking about thousands of employees and thousands of tests
and 408 or 450 airports. Do you still think that is a pattern?

Mr. ERVIN. Yes, sir, I do. I do think it is a pattern. And I think
we can quibble about what constitutes a pattern, but to me a pat-
tern is more than one instance. Three or four instances over a pe-
riod of time, particularly when—and this gets back to the point
that Mr. DeFazio was making—we consistently see year after year
that screener performance is very, very poor. So, yes, I do think it
is a pattern.
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Mr. LUNGREN. OK. Let me ask Mr. Hawley. You have heard the
comments that we have had dismal performance year after year
after year. That would suggest to me we have seen no improve-
ment. Mr. DeFazio said we have got higher-paid employees, we do
more testing, more sophisticated testing. I would hope that that
would bear some fruit.

Mr. HAWLEY. Absolutely. And the additional layers of security
are a critical piece of this.

Mr. LUNGREN. Let me ask a question about that.

Mr. HAWLEY. Yeah.

Mr. LUNGREN. I have read and visited Israel; and they talk about
behavioral inspection, observing people who are there. We are very
concerned about profiling and so forth, and I understand that le-
gitimate concern. But, on the other hand, there is something to be
said about having a layer of defense that does that. And I don’t
know if you are allowed to talk about that, but, in general terms,
do we do that and is that a part of the layered approach?

Mr. HAWLEY. Yes, very definitely. And we do it in a way that is
documentable so that it is not based upon racial profiling or ethnic
or anything like that. It is on observable behavior. It is highly suc-
cessful. We now are doing it throughout the country, and it is the
best way to get at somebody who is not bringing a prohibited item,
who is doing surveillance or a dry run. You can pick them off with
the behavior piece, and that is a highly successful method that we
use.

And the President sent up a budget amendment this week for
$163 million. Part of that is to expand the behavior detection pro-
gram to all the major airports for a sizable proportion—

Mr. LUNGREN. I only have 20 seconds left. Let me just ask you
this. When you do covert testing, planning, and execution, who in
TSA is aware of it and what procedures do you have to make sure
the information is not disseminated to those who shouldn’t know
it?

Mr. HAWLEY. Very limited group. The Office of Inspection does
our covert testing and informs the leadership of our Security Oper-
ations Group generally, and then at the time that they are doing
the testing at the airport they will inform the FSD and the local
police for safety reasons.

Chairman THOMPSON. Thank you very much.

We yield 5 minutes to the gentlelady from Texas, Ms. Jackson
Lee.

Ms. JACKSON LEE. Let me thank you, Mr. Chairman; and you are
very right to hold this hearing.

I look forward to joining Mr. DeFazio I think on a very pointed
line of questioning that is somewhat different from the hearing but
focuses on the crucialness of security and the conflict of jurisdiction
as relates to the FAA. So I hope there is a wake-up call, frankly,
on us working together on this.

And for the record, Mr. Hawley, I would like to join Mr. Bilirakis
in getting a response back on that issue that he mentioned in Flor-
ida.

Let me try to frame this as a life-or-death matter. Maybe we
could focus on the fact that one error in any form of Homeland Se-
curity may result in the loss of hundreds, thousands of lives; and
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I think that is where we need to focus the inquiry made to you.
I appreciate you defending or recognizing there are hardworking
front liners, TSA screeners every day going to work. But there is
a problem with training.

And Mr. Kutz, let me not ignore you. But I appreciate your testi-
mony, and I think you have laid the framework how vital these
covert testing procedures are and how the integrity of that is cru-
cial to your work. So I thank you, and I won’t really query you be-
cause I want to get the two gentlemen off to the side of you.

I think the problem, Secretary Hawley, is that you never knew
what happened. We knew that when we formed the Department of
Homeland Security that we had a big elephant to deal with, if I
might use that metaphor. But we didn’t want bigness to get in the
way of security. The fact that you were not knowledgeable about
this e-mail is already a fractured part of the structure of this par-
ticular department. The other part of it is that Secretary Chertoff
certainly did not seem to be aware of it. So let me pose these ques-
tions.

And might I say to my—and I will say—good friend, Mr. Ervin,
it is clear that your unceremonious departure, your unfortunate de-
parture was one of the Achilles heels of Homeland Security. Being
told the truth, they asked the person who tells the truth to depart;
and that goes right to the life-or-death matters that we deal with
in trying to secure America.

So let me find out whether or not you ever received any docu-
mentation of that message being recalled. Where is the data that
shows the recall messages? I think we don’t have them. And do you
have that data that shows these messages were recalled, Mr.
Hawley?

Mr. HAWLEY. That is a piece that the Inspector General is doing.
As you know, when the investigation comes in, they go after hard
drives, they go after systems, and then they take them for their
testing. So they are working on that piece. And if there is excul-
patory evidence it will be provided.

Ms. JACKSON LEE. We want those as quickly as possible. I know
that you are using the IG.

The other question is, how quickly and why did Mr. Restovich
not, if you will, notify you? That is a break in the system, as far
as I am concerned. You said you just heard about it through a
news report. Mr. Restovich allegedly withdrew it, as you tell me
that he did, and there is someone who actually wrote it, and there-
fore there was a break in the chain of command. Why did you not
receive the information that that e-mail had been issued?

Mr. HAWLEY. I can speculate. Mike identified a problem, solved
it. And things move very fast at—

Ms. JACKSON LEE. Tell Mike that that is not, I think, a line of
command that is responsible that the committee would like to see.
Because you are in fact the commander, the chief of that area; and
I think it is important for you to know that.

I don’t want a response, but I am not very happy with that break
in the system.

Let me quickly move to Mr. Ervin, and I have one for you. What
I would like to see, of course, is that there be a chain of command
on these security issues and, frankly, believe that Secretary
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Chertoff should also be involved, Secretary Hawley, on this point.
I think there is something to sending out a notice saying “be on
your toes”.

The problem I have with this e-mail is that it specifically points
out the actions of the covert actors, Chinese or Asian. This is what
they are going to do.

Mr. Ervin, let me go to you on this point. You are absolutely
right. We have fought and fought for training. And I think maybe
it will be legislation, maybe it will be money, but we give $40 bil-
lion to the Department of Homeland Security and about $5 billion
to aviation security. What can we do? How hard a foot do we have
to put down on this training—and stringent training, if you will—
in terms of the TSA screening? I don’t want to yield to the fact that
they are not educated, that they can’t be trained. What does the
Department need to do?

Mr. ERvVIN. Well, Ms. Jackson Lee, it is very, very clear there
needs to be regular training on a consistent basis; and then the
screeners need to be held can to account if their performance on a
consistent basis, as I said, is subpar.

There is no question but that the training, the testing is more
sophisticated now than it was in 2002, 2001. I never disputed that.
The issue, though, is, as I say consistently, if you look at the classi-
fied reports of the specific results at airports throughout the coun-
try of the thousands of tests, tens of thousands of tests over the
years that have been conducted by these independent Office of In-
spector General, the GAO and TSA itself, you will see that there
has not been any appreciable change in screener performance.

And, by the way, I might add that I have yet to hear a con-
vincing explanation as to exactly what the mistake was, if there is
an acknowledgment that there was a mistake. And if in fact this
message was recalled, why was it recalled?

It is pretty clear to me that the reason that it is deemed to be
a mistake and the reason it was recalled is it was pretty clear that
it was intended to tip off the screeners. The concern was that this
was going to get out to the public, as it clearly has done, and to
embarrass TSA. I have yet to hear an explanation otherwise.

Ms. JACKSON LEE. My time is up, but let me just say that one
pattern for me is devastating, because that could result in loss of
life. Secretary Hawley, I really want to work with you on the train-
ing aspect. It might have been well-intentioned to generally notify
that something is about, be on your toes, but I think the specifics
of this e-mail is a question that raises to a higher level, including
yourself and Secretary Chertoff.

And I thank you. I yield back.

Chairman THOMPSON. Thank you very much.

The gentleman from Pennsylvania, Mr. Dent, for 5 minutes.

Mr. DENT. Thank you, Mr. Chairman.

Mr. Hawley, in followup to what Mr. Lungren had been talking
about with respect to who has knowledge of the planning and exe-
cution of these covert tests, let me take it just a little step further.
Has TSA ever taken any disciplinary action against any TSA em-
ployees who are involved in giving advanced notice of some kind of
a prior covert testing to other TSA employees or TSOs?
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Mr. HAWLEY. I am aware of an incident that was just resolved
in Jackson, Mississippi, where an individual, after a covert test, de-
scribed the way that the test was done to other TSOs and received
discipline for that. And I believe that on—I am not personally fa-
miliar with all the disciplinary actions before I came to TSA, but
that would be one I am aware of.

Mr. DENT. When would you ordinarily believe that disciplinary
action—some kind of disciplinary action would be warranted?

Mr. HAWLEY. Certainly anything that has to do with integrity is
an automatic. We have a very disciplined program for employee
discipline that goes through a process that is fair and meticulously
investigated. I am not part of that. It is part of our career manage-
ment to go through what we call disciplinary review, and they dis-
pose of those cases.

Mr. DENT. Thank you, Mr. Hawley.

And to Mr. Kutz, what sort of followup will the GAO be doing
to its 2006 review of the covert security vulnerability testing in air-
ports?

Mr. Kutz. Well, when we issue reports like that, we look to see
what kind of actions—

Chairman THOMPSON. I think you might need to turn on your
mike. Is it on?

Mr. Kutz. It is on, yes. I will move it closer.

Chairman THOMPSON. OK.

Mr. Kurz. We always do followup with respect to testing we do
to determine what kind of actions have been taken. I think Mr.
Hawley has said that he has used our testing similar to his own
testing to try to improve operations, including the human capital
processes and technology. So just because we are independent of
TSA doesn’t mean that he can’t use our operations in the same
manner he uses his own testing.

Mr. DENT. Can I also ask, too, what is your opinion of TSA’s
Aviation Screening Assessment Program, or ASAP, which began in
April 2007 that greatly expands TSA’s internal covert testing pro-
grams and performs numerous daily tests?

Mr. Kurz. Well, we support TSA’s covert testing programs,
whether it be the OI or any other ones that they do, along with
the IG’s testing. I believe that the use of covert testing or even blue
team testing—we are here talking about whether something is cov-
ert. In a pure sense, red team covert testing versus if someone’s
tipped off in advance, the testing can still be valuable even if peo-
ple are tipped off in advance. And so I think any type of testing
that is being done is constructive in this environment.

Mr. DENT. OK. Thanks.

I will yield back, Mr. Chairman. Thank you.

Chairman THOMPSON. Thank you very much.

We now yield to the gentleman from Texas, Mr. Green, for 5 min-
utes.

Mr. GREEN. Thank you, Mr. Chairman.

Mr. Chairman, it has been said there is beauty in truth; and
Scripture tells us that if you know the truth, the truth will set you
free. I really am interested in the truth today. So if I may, Mr.
Chairman, may I approach the witness, Mr. Hawley? I have some-
thing I would like to present to him.
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Chairman THOMPSON. Please. Five minutes.

Mr. GREEN. I understand. I just want to make sure, Mr. Chair-
man, that Mr. Hawley and I are talking about the same memo. Mr.
Hay)vley, is this the e-mail that we have been referencing this morn-
ing?

Mr. HAWLEY. It appears it is, yes.

Mr. GREEN. And, Mr. Hawley, is it true that there was some sort
of test that was taking place that this e-mail references?

Mr. HAWLEY. There were IG tests going on at the same time.
This was—I should tell you—

Mr. GREEN. If you would, please, the Chairman has reminded me
I only have 5 minutes.

Mr. HAWLEY. Sure.

Mr. GREEN. Is it true that there were tests taking place that
were referenced in this e-mail?

Mr. HAWLEY. I don’t know. I would assume that—

Mr. GREEN. Mr. Hawley, you came prepared to testify today.
Surely you know whether there were tests taking place.

Mr. HAWLEY. No, there were tests in place.

Mr. GREEN. All right.

Mr. HAWLEY. I do not know the origin of the words used in this
e-mail, so I can’t tell you—

Mr. GREEN. Please now, we don’t want to go to the origin of
words. Your diction has been superb. It has been superb.

But let us now talk about whether there were tests taking place.
And your answer is yes.

Mr. HAWLEY. Correct.

Mr. GREEN. Is it true that the language in that e-mail references
some aspects of the tests that were taking place? Without going
into the language.

Mr. HAWLEY. I believe they do, although it is ambiguous—

Mr. GREEN. If it is true that there were tests taking place and
the language of the e-mail makes reference to the tests, Mr.
Hawley, how can you say that there was no cheating? How can you
say that there was no tip-off? Because that is what that language
references. It references the test, and it tells someone that there
was going to be a test. Is this true?

Mr. HAWLEY. Mr. Green—

Mr. GREEN. Is this true?

Mr. HAWLEY. It is—

Mr. GREEN. Is this true?

Mr. HAWLEY. The which?

Mr. GREEN. Is it true that that language references a test that
was going to take place?

Mr. HAWLEY. It appears to me, which is why we asked the ques-
tion.

Mr. GREEN. If that is the case, then why would you come today
and talk about integrity of a person? Mr. Hawley, don’t you under-
stand that if a person pulls out a gun and he kills me, whether he
does it by accident or design I am still dead? We are talking about
whether or not there was a tip-off, not whether or not someone did
it with malice aforethought. Maybe it was done accidentally. This
is about a cover blown and a tip-off. That is the style of this hear-
ing. The Chairman made this transpicuously clear.

VerDate Nov 24 2008  12:26 Nov 06, 2009 Jkt 000000 PO 00000 Frm 00042 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-86\48981.TXT HSEC PsN: DIANE



39

The question is, was there cover blown? Was there cover blown,
Mr. Hawley?

Mr. HAWLEY. The investigation by the IG will decide that.

Mr. GREEN. Does that memo cause you to conclude that some
cover was blown, Mr. Hawley?

Mr. HAWLEY. It causes—

Mr. GREEN. If not, why would you recall it if there was no cover
blown?

Mr. HAWLEY. No, I think it is—I looked at this and said, what
the heck is going on?

Mr. GREEN. Exactly.

Mr. HAWLEY. I think the purpose—

Mr. GREEN. Why would that memo be recalled if there was no
cover blown?

Mr. HAWLEY. Because the individual who sent it out did not
know the covert testing. He looked in his e-mail, and it came from
a credible source—

Mr. GREEN. Whether he had knowledge or not, if what is con-
tained in it is true, it doesn’t matter whether he had actual knowl-
edge. Maybe he heard it third hand. Maybe it was not primary, sec-
ondary, or tertiary or quaternary. He heard it, and it went out. The
question is, was cover blown?

Mr. HAWLEY. No. This was not an integrity issue. The individ-
uals acted honorably, and they acted—

Mr. GREEN. I am not interested in integrity. I am interested in
the consequences. I am interested in what happened. Let us not
talk about integrity.

Was cover blown? Was there a test that was referenced? You said
there was.

Now, Mr. Hawley, listen now, this is not about trying to dissect
words so that we can present an image that is less than truthful.
Mr. Hawley, this is about truth. And the truth is there was some
cover blown pursuant to that memo that was recalled.

And it should have been recalled, by the way. I think the recall-
ing of it was the appropriate thing to do. But what we don’t want
to do is come to these hearings and cause the American public to
think that they are getting what they are paying for in terms of
security and deserve by virtue of what we do here in this country
to protect people, we don’t want them to think that they are getting
it when they are not. The truth is, there is a problem here; and
you are not being helpful by causing people to conclude that there
was no cover blown with reference to that memo.

Mr. HAWLEY. All T ask is no rush to judgment. There is an inves-
tigation going on. Let it complete. But I cannot live with these
statements that say there was an integrity problem.

Mr. GREEN. I am not talking about—I have 10 seconds. Listen.
If you would divorce yourself from integrity and let us talk about
facts. That is what I—that is why I approached you with that
memo. I wanted to make sure you and I were talking about the
same document.

Let us talk about the facts. There is no question that that memo
references actions that were taking place, and there is no question
that you had to recall it. Because you knew and should have
known—if you didn’t know after reading it, you knew or should
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have known that that could be a blow of cover. And that is why
you recalled it. That is what happened.

Mr. HAWLEY. I will never separate myself from integrity.

Mr. GREEN. I don’t ask you to separate yourself from integrity.
I just said let us talk about the facts. Because William Cullen Bry-
ant is right, truth crushed to earth shall rise again. And Carlyle
was right, no lie can live forever. And Dr. King is right, although
the arc of the moral universe is long, it bends toward justice. We
are talking about justice, sir.

I yield back.

Mrs. LOWEY [presiding]. Mr. Etheridge.

Mr. ETHERIDGE. Thank you.

Mr. Kutz, your written testimony refers to the 2006 GAQO’s classi-
fied report on covert testing in several airports across the country.
Your testimony states that your investigators passed through the
checkpoints, quote, without being caught. According to the NBC
and ABC reports, GAO tested 21 airports and were successful in
sneaking explosives through the checkpoints 21 times. Last month,
USA Today reported on the results of the covert testing done by
TSA. According to some data that they released, they reported TSA
found 80 percent of the fake bombs at San Francisco International
Airport. They also found 25 percent of the fake bombs at Los Ange-
les International Airport and 40 percent at Chicago O’Hare.

While any failure in our Nation’s screening portals is unaccept-
able, they are clearly much better than ones found by GAO. So my
question is, do you have any thoughts as to why these were—why
there was such a wide discrepancy between these two? And are the
differences in the testing methodologies used by TSA and GAO
enough to explain the differences?

Mr. Kutz. We were able to bring, as you mentioned, improvised
explosive devices and incendiary devices on board aircraft. I can’t
discuss the specifics of how we do that.

Mr. ETHERIDGE. I understand that.

Mr. KuTz. How we test. You understand that. And we did find,
as Mr. Hawley has mentioned, which their own testing finds, also,
vulnerabilities in various areas. And, again, I can’t get more de-
tailed than that.

So how to explain the differences in the tests, I don’t know ex-
actly what the tests were that they did, but we certainly concealed,
either on our person or carry-on luggage, various types of items
that were brought onto aircraft. So that is the kind of testing that
they do. And why they would have had a lower rate than we had,
I don’t know the answer to that.

Mr. ETHERIDGE. Mr. Hawley, TSA’s explanation for the continued
failure to find these decoy bombs is the tests are very hard. I think
you have shared that earlier today. Your spokeswoman reportedly
said, and I quote, we want to have higher failure rates because it
shows that we are raising the bar and the tests are harder. Now
I don’t know about other people, but failure rates like this don’t
give me a whole lot of confidence.

Mr. HAWLEY. Some of those are not accurate.

Mr. ETHERIDGE. Let me finish, and I will tell you a question. Be-
cause I hope the terrorists don’t look at this and say that, you
know, they like their chances. I think we need to have difficulty,
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and I think we need to have realistic tests. I think we all can agree
with that. However, Transportation Safety Officers—and, you
know, they need to be able to pass the test. I understand that. But
my question is this. No. 1, do you stand by your spokeswoman’s
comments? And, No. 2, what steps are being taken to ensure that
we really do run realistic tests?

You have talked about that this morning and that TSA is pre-
pared to stop more than 25 percent. Not 40 percent, not even 80
percent, but we have to get to a hundred percent. I think that is
critical, and I think we can all agree on that. Because if any of
these materials get on an airplane, we are in trouble; and I would
be interested in your comment on that.

Mr. HAWLEY. There are a couple points.

One, if you just test one individual layer, that doesn’t tell you
anything about the system integrity. So what we do is we design
the other layers that we put in place to close vulnerabilities that
might be present in one other layer. And that is what we are doing
here with the document checker, the behavior detection, with all
these other programs, are to buttress up vulnerabilities elsewhere.

Mr. ETHERIDGE. Are you saying then that these did not get on
the plane?

Mr. HAWLEY. Well, some of them were not tests at all. There is
some quibbling with it in the USA Today article. Those weren’t re-
ferring to tests. That was referring to training.

But the overall thrust of it is that there are vulnerabilities. We
learn of them and we fix them by virtue of either training, tech-
nology, or adding additional layers. And back on the issue of train-
ing, we had 3 million hours of additional training in 2007.

Mr. ETHERIDGE. Let me back to the original point, though. You
aﬁ'e gaying GAO didn’t get all the way to the plane with theirs ei-
ther?

Mr. HAWLEY. No, on the GAO I am not going to get into the clas-
sified—

Mr. ETHERIDGE. I am not asking on the classified. I am just ask-
ing, did it get through?

Mr. HAWLEY. Well, I don’t believe they actually had explosives.
I think there is a lot of complexity to the tests. I think they proved
some interesting things about training and about technology that
I welcome, accept, and use. But as far as getting on the plane—

Mr. ETHERIDGE. I see my time has expired, Madam Chair, but
I do think this might require a little classified conversation later
to get more detail. I yield back.

Mrs. LoweEYy. Thank you very much, and we will continue until
it is time to vote. Thank you very much.

Mr. Hawley, what is the turnover rate of employees at TSA?

Mr. HAWLEY. Well, for TSOs, it is about 21 percent; and for the
headquarters staff it is much, much lower.

Mrs. LOwWEY. Do you think—you have been talking a lot about
training—that in this particular instance if the workers were oper-
ating under better conditions—and I won’t go into greater detail,
but I would like you to submit that to me in writing, what is the
average term that people are staying there? What kind of training
have they received in the interim? What kind of salaries are they
getting? Is there collective bargaining? I don’t believe there is. Is
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there a whistle protection act? Maybe one of those people who had
seen the e-mails could have responded if they didn’t fear retribu-
tion. So I would be very interested in the personnel policies.

And with the training that you are providing, how does it keep
people working in a more professional way and staying for a longer
period of time? If you can provide that to me I would be most ap-
preciative.

Mrs. LOwEY. Second, Mr. Ervin has stated that GAO doesn’t
alert anybody. GAO’s inspections in a whole range of issues, as far
as I am concerned, have been quite effective; and I believe you said
if there is an incident that would occur they would pounce down.

In your testimony, Mr. Hawley, you say for safety purposes air-
port law enforcement are notified prior to testing. Do you want to
comment on that?

And perhaps, Mr. Ervin, does GAO—am I correct? Did I hear
they do not notify anybody? And, therefore, when they are going in
they are doing an effective evaluation because they don’t have to
worry about people being tipped off?

And, by the way, I think Ms. Lee mentioned before, I think,
sending out notices every day to remind the people of what they
have to do is a good idea. But not alerting them then that inspec-
tors are coming, because that would in my judgment really negate
the effectiveness.

Could you comment, Mr. Ervin?

Mr. ERVIN. Sure, Ms. Lowey, of course, GAO can speak for itself,
but I just confirmed with Mr. Kutz before the hearing began that
it is GAQO’s practice not to inform anybody before they begin their
tests. And certainly that is a valid judgment, and it makes the
tests less likely to be compromised.

When I was the Inspector General at DHS—and my under-
standing is this practice continues today—there is notification, but
it is to very small numbers of people, I believe just the FSD, and
only minutes before the testing actually takes place. And that is
done so as, on the one hand, to protect the screeners and everybody
else from being killed actually in extremis or from having a costly
evacuation of the airport simply because of a test. But it is done,
as I say, just minutes before so as to minimize the possibility of
compromise. That is the balance that we struck there.

Mrs. Lowey. Mr. Hawley?

Mr. HAWLEY. We have a difference of opinion, and there is a
tradeoff. With the no-notice tests, they don’t use actual bomb com-
ponents that have explosive residue on them. So we get tremen-
dous value out of using the actual components with the actual ex-
plosive residue. That will test—if we are after a particular kind of
attack, we will be able to fine-tune exactly on the basis of that. So
what the GAO gains by no notice there is a downside that you
don’t get to use the real stuff. So the flip side is that we do notice
because of security concerns, as Mr. Ervin mentioned.

Mr. Kutz. Could I just comment, too?

Mrs. LOwWEY. Certainly.

Mr. Kutz. When I say “real stuff’, we don’t use explosives, we
use improvised explosives. So these are things available in grocery
stores, for example, those types of things.
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But with respect to the cover team, I mean—and, again, his posi-
tion is with what their protocols are they would notify law enforce-
ment. We simply have a cover team that serves a similar purpose,
that if someone does get caught doing a covert test it is supposed
to defuse the situation so that there isn’t a security concern.

So that is how we have had instances before where we have been
caught in our testing, and it simply defuses the situation having
a cover team right there to say this is GAO, and this is a test.

Mrs. Lowey. I thank you very much.

Mr. Hawley, there clearly seems to be a difference of opinion on
this; and to make this effective I think we should have further dis-
cussion on how we can be most effective. Because, frankly, as a
New Yorker, I am very concerned about the fact that we are per-
haps not training our workers as effectively as we could; and, in
fact, I am very concerned about the attrition rate. And if we had
people in place for longer periods of time and did provide whistle-
blower protection perhaps this kind of an incident could be avoided.

And in the 21 seconds, the committee informs me, and I see this
list of e-mails, and if we are talking about integrity, it seems very
strange that there is a whole list of 37 e-mails, but the recalled e-
mail is not included. Now it may be a minor issue. Because, frank-
ly, in my judgment is once the e-mail went out the whole recall is
just kind of self-defense, but it really doesn’t accomplish anything.

So the issue of worker training, what are we doing to make sure
our force is as experienced as we can, whistleblower protection to
make sure if someone finds something out they will have, without
fear of retribution, the responsibility to report to somebody.

And it is still strange to me that Mr. Restovich kept this all to
himself and he didn’t think it was important enough and that it
wasn’t compromising the inspection to tell you about it.

But my time is up. I think are we going to recess? We will recess
for a series of four votes. We will reconvene immediately after the
last vote, about 30 minutes or so.

There have been many issues that have been raised, and I do
hope we can have further discussion. Thank you very much.

[recess.]

Chairman THOMPSON [presiding]. We would like to start our
meeting back.

Mr. Pascrell, before I call on you for your 5 minutes, I under-
stand, Mr. Hawley, you want to make a clarification of some pre-
vious testimony?

Mr. HAWLEY. Yes. It was related to our exchange about the recall
of the e-mail we have in question. You had inquired whether TSA
would be forthcoming in providing the committee with such as it
has. And the answer is yes. We will work with your staff to, you
know, abide by any applicable rules of ethics and good form that
would apply with the IG, but I want to be unequivocal in saying
we are fully supportive of this investigation.

Chairman THOMPSON. Thank you very much.

Mr. Pascrell for 5 minutes.

Mr. PASCRELL. Thank you, Mr. Chairman.

Mr. Chairman, I just wanted to clarify something that the Sec-
retary mentioned last time he was here concerning whistleblowers.
I interpreted what you said as a commitment. Would you just very
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briefly tell us that commitment again and where we are about
whistleblowing—

Mr. HAWLEY. Yes, sir.

Mr. PASCRELL [continuing]. With screeners who are in the law,
as you know?

Mr. HAWLEY. Yes, sir. Very much related to this hearing today
is the integrity of the whole process, which includes whistleblowing
protection, that we have in place whistleblowing protection. But
you and other members have suggested that we go into the formal
process for the rest of the government. We are looking at that, and
I expect that we will have—that we will get to that point with that
solution that we will implement.

Mr. PAScRELL. I think this is going to be a giant step if you do
what you say you are doing.

Mr. HAWLEY. We will find out.

Mr. PASCRELL. Second, I would ask you to give serious consider-
ation again, as I have talked to the Secretary Chertoff about prob-
lems, having enough screeners; second, them being properly
trained. And we have a better chance of fulfilling our mission if we
hire former law enforcement officers who are trained to study be-
havior, eye, facial expressions and everything else. That is my sec-
ond suggestion.

Mr. HAWLEY. Thank you, sir.

Mr. PASCRELL. In 2003, the President of the United States in his
State of the Union address said the following, Mr. Hawley: It would
take—in talking about Homeland Security—it would take just one
vial, one canister, one crate slipped into this country to bring a day
of horror like none we have ever, ever known. We will do every-
thing in our power to make sure that that day never comes.

I want to remind the Department about what the President said
and what I thought was a pretty good speech, although I didn’t
agree with much of it. That is beside the point.

These are troubling times here. We are trying to get to the truth.
You know, Mr. Hawley, the memo that we are referring to. You
just made mention of it again. My first question is, did anyone
else—have you ever seen a notification like this before?

Mr. HAWLEY. No.

Mr. PASCRELL. You have never seen a notification like the one
that you just—the Congressman Green showed you earlier and that
you just referenced at the beginning of my questioning?

Mr. HAWLEY. That is correct.

Mr. PASCRELL. Never seen that. Now Mr. Restovich’s name is on
here. Apparently, he never saw it before it went out?

Mr. HAWLEY. Correct. That is my understanding.

Mr. PASCRELL. He never saw it?

Mr. HAWLEY. I would like to say that the Inspector General has
his own investigation that will be the definitive one. From what I—

Mr. PASCRELL. So it may be that whoever sent this out with Mr.
Restovich’s name on it maybe asked Mr. Restovich whether he
should or shouldn’t. We just don’t know. All Mr. Restovich is saying
is that he didn’t send it out. That doesn’t mean he didn’t write it.

Mr. HAWLEY. Well, we will wait for the Inspector General. I be-
lieve with everything I know Mr. Restovich had no knowledge of
this e-mail until after it had been sent.
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Mr. PASCRELL. And I take exception—it looks like—if you read
this carefully, it looks like there has been others before this. It is
just too smooth. It didn’t come out of the air. It wasn’t invented on
that morning.

Mr. HAWLEY. May I respond to that?

Mr. PASCRELL. Sure.

Mr. HAWLEY. It is a cut-and-paste job. What happened is the in-
dividual who did send it out saw that, saw the anomaly with the
DOT/FAA, was concerned that it might be an al-Qa’ida probe using
false credentials, because there is no FAA/DOT allowable instant
testing, and was concerned that we would be missing moments.
And as you reference the President’s speech, it is all about not let-
ting an attack happen, and it is all about getting the information
to the people who can do something about it. And in his belief he
thought he was doing the right thing to get information out there,
with the consequence being—

Mr. PASCRELL. Apparently, he thought he had the power to do
this, whoever sent it out.

Mr. HAWLEY. Well, I want of all of our officers, if they feel there
is a danger, to get the information to the people who can use it and
stop an attack in process. And that is pretty hard to criticize.

Mr. PASCRELL. I have to take exception with you, Mr. Secretary,
about in your testimony earlier you talked about an incident that
happened in Cleveland the day before. Yes, an incident happened,
but if you want me and this committee to believe that that is one
of the reasons why this was sent out, I find that as a stretch at
best.

Mr. HAWLEY. May I respond to that?

Mr. PASCRELL. I am not asking a question. You can respond to
it when I ask a question.

Mr. HAWLEY. Sure.

Mr. PASCRELL. The Bush administration promised us a Home-
land Security Department and a transportation administration that
could secure our skies. Yet after all this time the greatest assur-
ance that the American public can take in their own security when
flying is the knowledge of how much hair gel they can carry on
board with them.

We have talked ad nauseam about the critical role of screeners
in aviation security, and yet we know that TSA screeners likely
have the lowest morale of any group. They have got the lowest mo-
rale in the Department. They have got the lowest morale in the en-
tire government, Homeland Security. That is pretty, pretty inter-
esting.

And who could possibly blame them? We asked that they be the
last line of defense to prevent another 9/11 style attack, and yet
this Department has done everything possible I think before you
got there, after you got there to demoralize them.

We need to listen to them. They are on the front lines. Not me,
not you. Their supervisors give them a deaf ear. And I hear this
all over.

Now, you may have evidence to the contrary. I have never seen
it. Instead of empowering them, you refuse to give them this full
whistleblower protection that we talked about.
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It has been a month now. We need to act on this. Instead of re-
specting them, you go to extreme lengths to deny them the collec-
tive bargaining rights they deserve, chapter two.

So here is my question. Is it any wonder why so many of them
feel dejected?

Mr. Hawley, what are you going to do about it to improve the
morale of the troops? And don’t tell me it is wonderful, because you
know it is not.

Mr. HAWLEY. Our work force is fully engaged, and I think you
will never have a better test than the morning of August 10th,
2006, when we changed the entire security protocol of the United
States instantaneously, and it went smoothly and continued
smoothly. And it is because our officers are leaning forward and
are committed. We have supported them with career progression,
pay raises, better training, better equipment. The reforms that
have happened in our personnel system over the last year and a
half are astounding. And I would ask anyone to give a fair review
of these additional—these matters; and I would ask each Member
ofS (()longress, when you go through your airports, talk to your
TSOs—

Mr. PASCRELL. I do.

Mr. HAWLEY [continuing]. And find out what the difference is be-
tween maybe 2003 and what we have out there protecting our
country in 2007. And I am very proud of that work force, and I be-
lieve we are locked tight together in the same mission.

Mr. PASCRELL. Mr. Chairman, can I ask two yes or no questions?
Quickly?

Chairman THOMPSON. Go ahead.

Mr. PASCRELL. Thank you.

Two quick yes or nos. Do you believe in your heart that the
screeners should be deprived of collective bargaining? Yes or no?

Mr. HAWLEY. I believe we have a great work force, and that is
a requirement for security.

Mr. PASCRELL. You answered my question.

The second question is this. Is there any desire on the part—has
there been any discussion, yes or no, on the discussion of
privatizing, going back to rent-a-cop with the screeners? Any dis-
cussion about that?

Mr. HAWLEY. We have a system of that, but—we have a system
where airports may apply for that. We have not had a system-wide
evaluation that would suggest we move in that direction. So I think
the answer to that is no.

Chairman THOMPSON. Thank you very much.

We now yield 5 minutes to the gentleman from Colorado, Mr.
Perlmutter.

Mr. PERLMUTTER. Thanks, Mr. Chairman.

Just a couple questions about the memo; and Mr. Green, I think,
did a good job sort of dissecting the importance of it. But I just
want to start kind of at the top. Mr. Hawley, Mr. Ervin, Mr. Kutz,
if you would take a look at it. It was sent April 28, 2006, 2:51, to,
it seems to me, just about everybody in TSA. Is that right?

Mr. HAWLEY. Many hundreds.

Mr. PERLMUTTER. And then there is a CC to TSNM commercial
airlines, TSNM commercial airports. Who is that?
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Mr. HAWLEY. It is an internal TSA group called Transportation
Sector Management. They deal with the airlines and the airports.

Mr. PERLMUTTER. OK. And so it is still within the TSA—

Mr. HAWLEY. Correct.

Mr. PERLMUTTER [continuing]. Sphere. It isn’t the airports them-
selves. It isn’t the airlines themselves.

Mr. HAWLEY. That is correct.

Mr. PERLMUTTER. Then we have James Schear, Earl Morris,
Morris McGowan. Mike Restovich is shown as a CC, which kind of
lends credence to the fact he didn’t send it, because he was getting
a CC of it. Who are those folks? And then Susan Tashiro.

Mr. HAWLEY. They are executives in the Office of Security Oper-
ations, either Mike Restovich’s deputy, general manager in the case
of Earl Morris, and Susan Tashiro was assistant to Mike Restovich.

Mr. PERLMUTTER. OK. Now I understand you all have this under
investigation and you are going to get to the bottom of how this oc-
curred. But at least a story that has been presented to you is that
somebody thought that this was—

You know, the way I am looking at this is you guys do covert
testing. In my sort of vernacular as a dad it is a pop quiz. And if
you are going to give pop quizzes, hopefully people have had train-
ing and education and they can respond to a pop quiz. And in this
instance we have several people that give pop quizzes. Somebody
else from some other agency may pop in and give a pop quiz, and
that is kind of where the IG or the GAO is coming from.

Now, the story that you have at least given to us is that whoever
sent this out was concerned that it was a phony pop quiz, and it
was being disseminated or being put out there by some group that
would like to do us harm. Is that right?

Mr. HAWLEY. That is correct.

Mr. PERLMUTTER. OK. Now—and I will accept that, and your in-
vestigation will get down to the bottom of that. But I guess from
my point of view is, if that is the case, if it is a probe by some out-
side organization that is trying to hurt us, that you would get no-
tice of that like ASAP, just as your acronym for this new organiza-
tion that you, Kip Hawley, and, you know, would be informed im-
mediately. Right? You see what I am saying?

Mr. HAWLEY. Absolutely.

Mr. PERLMUTTER. So if there were an al-Qa’ida probe, as you just
mentioned a second ago, that is something I would expect to go
right to the top.

Mr. HAWLEY. Exactly.

Mr. PERLMUTTER. But it didn’t in this instance.

Mr. HAWLEY. Exactly.

Mr. PERLMUTTER. OK. So Mr. Green’s inquiry, really he didn’t
care whether it was an intentional act or just a mistake. It still
happened, and it breached the system. OK. I am concerned, wheth-
er it was an intentional act or a mistake, that protocol advising you
wasn’t followed. That to me is the more damning thing in this.

Mr. HAWLEY. Yes. I think you have raised an excellent issue.
And one of the reasons that Mike had a problem with the e-mail
was that we have our Transportation Security Operations Center
that is the incident management and that our protocol, is all of
those things, probes or anything else, goes through TSOC and they
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do have immediate contact with me. So NetHub was the wrong
place to send out an operational e-mail. So that is one of the
learnings that we have from it, of which there are many.

But the individual saw this as a cut-and-paste thing, thought his
duty was to get it out immediately, did it in good faith. He was
wrong, and it was recalled.

Mr. PERLMUTTER. All right. And I have so many questions. But
I will just—OK. Hopefully, this is—whoever sent this and has
the—and you said you want your agents, your officers to really, if
there is a threat, bang, get out there; and I don’t quarrel with that
a bit. OK?

We just can’t cry wolf too much, but obviously we want to alert
people, coordinate, communicate. They have got to be educated
enough not to do a cut and paste. I mean, one of the things that
is bothering Mr. Green so much, you read this—just the language
of the memo is a tip-off. OK? If he was just going to say, hey, I
think there is something phony going on here, everybody keep your
eyes open, bang, I can, you know, respect that. That isn’t what this
says.

So my time is up. I got a million other questions, and I will save
them for some other time.

Mr. HAWLEY. I don’t disagree with that last comment.

Chairman THOMPSON. Thank you very much.

We yield 5 minutes to the gentlelady from New York, Ms. Clarke.

Ms. CLARKE. Thank you very much, Mr. Chairman.

Assistant Secretary Hawley, in your testimony you note that the
April 28, 2006, incident is currently under investigation by the
DHS Inspector General. However, I am taking from this hearing
that this incident may only be one small instance of a far greater
problem. Have you begun any investigation into other alleged inci-
dents where covert testing was compromised? Is the current inves-
tigation focused solely on the April, 2006, incident or is it probing
the fact that this problem seemed to go far deeper than just a one-
time incident?

Mr. HAWLEY. We have a system in place. One of them is the
whistleblower that Mr. Pascrell referred to, and anytime there is
an allegation of any sort in this area it would be actively inves-
tigated. I know of no other investigations at this time on this sub-
ject other than this one, which is being done by the Inspector Gen-
eral. The other ones that we have mentioned in this hearing, San
Francisco and Jackson, were also the subject of IG investigations
that have been concluded in San Francisco’s and almost concluded
in the Jackson.

Ms. CLARKE. And do you find or has there been any analysis of
any commonalities in terms of those breaches?

Mr. HAWLEY. Yes. And they are, to my belief, isolated instances.
I should say that today every checkpoint, every shift every day has
covert testing. So for somebody to say, guess what, you are going
to have covert testing on your checkpoints, it happens every day at
every checkpoint every shift. So that is why I point out it is just
not part of—it doesn’t make sense in the TSA context. It would
serve no point because, yes, every checkpoint is covert tested every
shift.
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Ms. CLARKE. It just seems to me that for the screeners to sort
of reach a point where they are comfortable there has to be a
threshold that is met. And it just—there appears to be some seri-
ous degradation of the integrity of the professional development of
these screeners when you have an incident of this magnitude. How
do they differentiate between, you know, what protocol standards
are being set versus something that would override it? How do you
differentiate that?

Mr. HAWLEY. Well, our officers—I think we have had over the
last 2 years exceptional training. We have a hundred bomb ap-
praisal officers deployed in the field that constantly do the testing.
We do these ASAP drills and checkpoint drills, and we have built
into our staffing package the full boat of training. And in 2007 it
was three million hours on top of all of these checkpoint drills that
I am talking about. So we understand the importance of the human
factor in this is critical.

Ms. CLARKE. Exactly. And I think that is the challenge. At what
point does the screener just sort of blow things off?

Mr. HAWLEY. Never. Never. And it is part of keeping—the learn-
ing is part of the thinking. And one of the issues we have—and
people say this all the time, hey, I got through with this, they let
me with that. But what is going to happen if we say we trust you,
you are trained, you make a decision and you be accountable for
the decision? What you are going to have is people complaining I
don’t get the answer everywhere. And we affirmatively accept that
criticism and say—because, otherwise, we are telling our work
force not to think.

And we need to beat al-Qa’ida. With the stuff that they are
throwing at us, we need them to think. And there is nobody that
has seen more people going through the checkpoints than the offi-
cer.

Ms. CLARKE. My question—my next question is for you, Mr.
Kutz. Your written testimony references the GAO’s 2006 classified
report on covert tests of several airports across the country. Your
testimony states that your investigators passed through the check-
points without being caught. Further, NBC and ABC reported that
GAO tested 21 airports and was successful sneaking explosives
through the checkpoints all 21 times. TSA’s success rate, as re-
cently reported in the media, was better than that. Do you believe
that GAQO’s covert testing protocols could result in such a drastic
difference in success rates? And just sort of give us a sense of why.

Mr. KuTtz. Not necessarily. I mean, only if the screening lines,
again, are tipped off, which, you know, there is an investigation of
that about the specifics of what actually is coming. So I don’t know
if that would account for any differences there. And I don’t know
the exact testing that they do. They do such a wide variety of test-
ing. Our testing was one type of test at 21 different airports by two
testers; and so it was a very narrowly focused test on incendiary
devices, including explosive devices.

And, again, I can’t account for the difference between what they
test because they do such—as Mr. Hawley mentioned, their testing
is so extensive and widespread that there could be other factors
that result in the differences in the results.
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Ms. CLARKE. And could you explain the concept of red team test-
ing?

Mr. KuTz. Red team where we operate is, again, we are &1 Leg-
islative branch agency, we report to you. We do testing for Mem-
bers of Congress and committees and subcommittees. Red team for
us is we are independent of th. Executive branch agencies that we
test. Within GAO, only a few people know, typically, that we are
doing a red team test; and no one at the agency is informed in ad-
vance of the test.

So, for example, if we did airport testing, we would not tell TSA
until after we had tested all of the airports. Once we test all of the
airports, our protocols are first to report our results back to the
congressional committees, and then we would sit down with Mr.
Hawley and/or his people and discuss the details of what we did,
what we found; and we would provide any suggestions for improve-
ment based upon what we did.

Ms. CLARKE. Thank you very much, Mr. Chairman. I yield back.

Chairman THOMPSON. Thank you very much.

Mr. Kutz, knowing what you have gleaned from this hearing and
that memo, how would you suggest to TSA that we prevent similar
occurrences like that or enhance a system to prevent it?

Mr. Kutz. Well, it is more difficult at TSA. Keep in mind TSA
is testing themselves. When we do a test we work for you. We oper-
ate on a separate network from TSA. We are absolutely inde-
pendent, physical location independent, et cetera. So it is easier for
us probably to make sure that absolutely no one at TSA knows that
a test is happening. So it is difficult. I think internally—and they
apparently have other protocols that they follow to try to make
sure that people don’t know that there is tests in advance. It is
going to have to be a TSA-specific protocol. We are in a perfect po-
sition to do what I would call a pure covert red team test from
where we sit.

Chairman THOMPSON. So in essence you say it is very difficult
to kind of police yourself?

Mr. KuTz. It is hard. You are testing yourself. Mr. Hawley’s peo-
ple are testing themselves constantly, so it is not surprising in
some instances people might know in advance there is a test. I am
not saying that is what happens, but it wouldn’t be as surprising
for them to have that happen as if we had it happen. It has never
happened since I have led FSI or since I have worked with our
former Office of Special Investigations where anyone has been
tipped off. And again, I would be surprised if it ever does happen
the way we always have it set up.

Chairman THOMPSON. Mr. Hawley, you referenced whistleblower
in your statement in reference to Mr. Pascrell. Explain a little bit
about the present whistleblower system.

Mr. HAWLEY. We have a system where, if somebody has a whis-
tleblower issue, they are protected. And we use the Office of Spe-
cial Counsel, which is a separate independent government body to
be the appeal authority; and they conduct their investigation. So it
is the equivalent of the formal MSPB protection, but it is not iden-
tical to it. And what Mr. Pascrell has suggested, and I think is a
good idea, is that we should adopt the MSPB formal process so
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there is no doubt and there is clarity in the whistleblowing protec-
tion. I think that is a fine suggestion.

Chairman THOMPSON. But it is an internal process?

Mr. HAWLEY. No, no, no. It starts as an internal process, and
then it goes to the Office of Special Counsel. It is outside. It goes
outside. There is an outside, independent review. It is just not the
same one as they use for MSPB.

And I think we are vehemently agreeing here. We all want the
same thing, which is if somebody sees something that needs to get
reported, have a system that protects the public by making it have
integrity. And, you know, the feedback here says use this system.
I think that is fine.

Chairman THOMPSON. Thank you very much.

Any questions from anyone? Mr. Pascrell?

Mr. PASCRELL. Yeah. Mr. Kutz, how often do you do inspections?

Mr. KuTz. The covert testing that we do?

Mr. PASCRELL. Yes.

Mr. Kutz. We have some ongoing right now as we speak. So I
would say on a day-to-day basis we have something we are testing.

Mr. PASCRELL. Let us take Newark Airport. I was going to say
you take it. Let us take Newark Airport. How frequently in the last
30 days could we have possibly had some covert activity on your
part, on the GAO’s part at that airport?

Mr. Kutz. If you are taking airports, I was speaking broader,
governmentwide covert testing that we do, not airport specific. So
when I said something is going on every day for us, it isn’t nec-
essarily TSA. It could be anyone in the government we are testing.
So we do very rare airport security testing. That is a very small
piece of our broader portfolio. We are not doing any airport testing
as I speak today.

Mr. PASCRELL. You are not?

Mr. KuTtz. No.

Mr. PASCRELL. So the only testing going on at the airport is what
the Department does?

Mr. Kutz. Unless the IG is doing it. I understand the IG also
does covert testing.

Mr. PASCRELL. So how do we know, how can we conclude that
there is testing going on and it is valuable and they are finding out
what is going on that is right and wrong in the process of screen-
ing, Mr. Kutz?

Mr. KuTtz. There are other people in GAO that look at their cov-
ert testing process from a program perspective, and so they do con-
stant reviews. They don’t do the actual covert testing like we do.
We are an investigative unit. That is what we do. They do perform-
ance reviews and constantly are looking at Mr. Hawley’s oper-
ations, including their covert testing. And so I can tell you that
there is extensive covert testing that happens at TSA based upon
GAO work.

Mr. PASCRELL. And that operation deals with the actual human
being going through the process of being checked, the luggage
being checked? So you are a third party that comes in to see if it
is being done?

Mr. Kurtz. Yes. I don’t think they necessarily will do the covert
testing with Mr. Hawley’s group.
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Mr. PASCRELL. No, I am not saying that.

Mr. Kutz. But they will review the results and look at the var-
ious processes.

Mr. PASCRELL. Do we get those reports from the GAO specifi-
cally?

Mr. Kutz. I don’t know if they have gone to your committee. I
believe they probably have. They do work for across the govern-
ment. I believe the answer is yes.

Mr. PASCRELL. I would like to see that.

Mr. Kutz. And typically they are classified reports.

Chairman THOMPSON. We have one that is in the SCIF right now
that—if you would like to look at—

Mr. PASCRELL. I would.

Chairman THOMPSON [continuing]. And I think one is going to be
released tomorrow.

Mr. Kutz. That is correct. One is tomorrow.

Mr. HAWLEY. And I would look forward to working with the com-
mittee in a classified session to give a very full discussion on it.

Mr. PASCRELL. I want to see where we were and where we are
and where we hope to be—

Mr. HAWLEY. Right.

Mr. PASCRELL [continuing]. So that we know that we have con-
fidence in how we are spending our money. And we want to know
whether people are lying to us when they come to testify. We want
to know the truth. American people want to know the truth. We
are only spokesmen. That is basically what we are.

I don’t feel totally comfortable yet, and I am glad that you
moved—and that is the first time I heard from anybody from
Homeland Security last month, October the 16th, when you testi-
fied, that you are heading for a full-fledged whistleblowing program
which will include screeners. And it will be an objective program,
not something within. And that workers will feel protected if they
do come forward and they know they won’t feel threatened.

And I think that that is important, and that helps your morale
problem, if you have any. You are minimizing the morale problems,
but maybe I am talking to the imposters when I go to the airports.
I don’t know. That isn’t the conclusion I would come to.

Thank you.

Chairman THOMPSON. Thank you very much.

I want to thank the witnesses for their valuable testimony and
the members for their questions.

I also want to say to Mr. Hawley that we really are looking to
a successful conclusion of this e-mail situation. It is a real concern.
And there are some other issues with it that we hope through our
inquiry you can respond accordingly.

The members of the committee may have additional questions for
the witnesses, and we will ask you to respond expeditiously in writ-
ing to those questions.

Hearing no further business, the committee stands adjourned.

[Whereupon, at 12:53 p.m., the committee was adjourned.]
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