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THE DEPARTMENT OF DEFENSE AT HIGH RISK: REC-
OMMENDATIONS OF THE COMPTROLLER GENERAL
FOR IMPROVING DEPARTMENTAL MANAGEMENT

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,
Washington, DC, Thursday, March 12, 2009.

The committee met, pursuant to call, at 10:02 a.m., in room
2118, Rayburn House Office Building, Hon. Ike Skelton (chairman
of the committee) presiding.

OPENING STATEMENT OF HON. IKE SKELTON, A REPRESENTA-
TIVE FROM MISSOURI, CHAIRMAN, COMMITTEE ON ARMED
SERVICES

The CHAIRMAN. Ladies and gentlemen, welcome to our hearing
on “The Department of Defense At High Risk: Recommendations of
the Comptroller General.”

Today, we focus on the issue of how well the Department of De-
fense (DOD) is doing at the routine business of managing its busi-
ness operations, its finances, its investments and its contracts.

I would note that today’s hearing fulfills one of the committee’s
responsibilities under H. Res. 40, the Tanner Resolution, which
amended the House rules to require the standing committees of the
House to perform additional oversight.

I use the phrase “routine business,” but the truth is that the De-
partment of Defense is almost certainly the largest and most com-
plex organization in the world. Managing such an organization can
never truly be just routine.

I might add that providing oversight to such an organization is
also a significant responsibility. We must also today thank our wit-
ness, Gene Dodaro, the acting Comptroller General of the United
States and the Government Accountability Office (GAO), which he
leads, for taking on this task.

For the last 19 years, the GAO has annually reviewed the Fed-
eral Government’s operations and published a list of those areas
presenting the highest risk. Due in large part to the size and com-
plexities of the Department of Defense, the DOD has been a signifi-
cant presence on the list since its inception.

The Department has not been able to completely eliminate its
risk in any of the areas identified by GAO over the years, nor has
this committee been able to do so through its legislative or over-
sight activities.

That is not to say, however, that nothing has been done. In fact,
a great deal has been done.

During the 110th Congress, this committee tackled many of the
problems identified by the GAO. To cite a few, we codified the du-

o))



2

ties of the Chief Management Officer (CMO) of the Department of
Defense, a step recommended by the GAO.

We also enacted two significant pieces of acquisition reform legis-
lation: the Acquisition Accountability and Improvement Act of 2007
and the Clean Contracting Act of 2008. And just last week, this
committee established a panel on reform of the defense acquisition
system to bring additional resources to its efforts in this area.

The committee has certainly not been alone in its efforts. Sec-
retary Gates, former Deputy Secretary Gordon England, incoming
Deputy Secretary Bill Lynn have also devoted a great deal of effort
to these problems, and they have shown a lot of progress.

We must concede, however, that a tremendous amount remains
to be done. It is unacceptable that only one significant organization
within the Department of Defense, the Army Corps of Engineers,
is able to reconcile its books with an outside auditor.

It is unacceptable that the Department has allowed a cost growth
of $295 billion in its pending major weapons systems. It is unac-
ceptable that the Department’s business systems remain
stovepiped and incapable of generating the decision quality infor-
mation that senior leaders need.

We have not done enough, obviously.

Today, the acting Comptroller General will update us on the
high-risk areas of the Department of Defense and, most impor-
tantly, provide us with his recommendations on how we can elimi-
nate or mitigate these risks.

I would note for my colleagues that, in a few weeks, we will
bring before this committee some of the senior managers of the De-
partment of Defense, to hear their plans for addressing these prob-
lems.

Joining Mr. Dodaro are Ms. Katherine Schinasi. Pronounce it.
Did I get it? Thank you. She is managing director for acquisitions
and sourcing management. Ms. Janet St. Laurent—did I get that?
All right. She is managing director for defense capabilities and
management.

Before we hear from our Comptroller General friend, let me turn
to my colleague, my friend, John McHugh——

Mr. McHUGH. Thank you very much.

The CHAIRMAN [continuing]. The gentleman from New York.

STATEMENT OF HON. JOHN M. MCHUGH, A REPRESENTATIVE
FROM NEW YORK, RANKING MEMBER, COMMITTEE ON
ARMED SERVICES

Mr. McHuGH. Thank you, Mr. Chairman. As always, you
summed up the purpose of our getting together and our challenges
very, very well.

Let me note that, as I considered today’s hearing, as you noted,
it has been the better part of two decades that GAO’s good counsel
has been presented to us about high-risk Federal Government pro-
grams. And also as you noted, Mr. Chairman, in that time, the De-
partment of Defense regrettably has consistently made that roll.

And today, in fact, as we look at the current listing, the Depart-
ment still has responsibility, at least in part, for about half of
GAQO'’s list of high-risk management programs.
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But it seems to me that, even more disturbing than that is that,
once a DOD program makes the list, it does not seem to ever get
fully removed. And this is, I guess, remarkable. It is also, obvi-
ously, somewhat disturbing.

And it has to be an indication of one of two things. Surely, this
is either DOD management, systems, and processes and their in-
herent risk, or DOD management is incapable of addressing the
root causes.

It would appear this axiom holds true, regardless of a particular
administration, regardless of the controlling party in Congress, but
is a consistent theme.

But I think we would all be in dereliction of our duties were we
to throw up our hands and simply accept as truth the Department
cannot or will not address these challenges.

As you noted, Mr. Chairman, there have been significant efforts,
both from the Department side, as well as from the oversight side
here in this Congress. And yet, any kind of significant resolution
evades us.

And at the end of the day, as I know you believe very strongly,
Mr. Chairman, it is always the responsibility of this committee to
assume a leadership role in advocating for reforms, particularly for
those high-risk areas.

More importantly, we are really at a critical juncture here, as on-
going military readiness needs and fiscal pressures place DOD in-
creasingly in a position where it cannot tolerate ineffective and in-
efficient management processes and technology.

To put it very bluntly, we cannot stand by and allow some in
Congress, or in the Department, or anywhere, to cut programs sup-
porting our military families or programs desperately needed to
maintain and modernize our force in lieu of the concerted effort by
both branches of government—the Administration as well as Con-
gress—to boost efficiency of spending and to root out waste. And
members of this committee do, I know. But we must stand as the
vanguard against hasty and ill-conceived reductions to programs
that some might try to cloak under the guise of reform.

We have to be realistic. Nearly half of the areas for which DOD
is responsible require interagency solutions, thereby compounding
the challenge.

I would add, as well, before we admonish DOD and other agen-
cies too vociferously we should also examine how our own structure
within the Congress impedes or fosters interagency solutions. And
I would certainly be interested in any recommendations GAO
might have on this score.

In the end, risk is inherent in any organization responsible for
so many personnel, so many dollars, so many contracting actions
and systems. And that is why GAO has recommended, DOD has
adopted and Congress has codified, the role of the Chief Manage-
ment Officer.

Currently, the Deputy Secretary of Defense (DEPSECDEF)
serves as the CMO. The ability of the DEPSECDEF to take an ac-
tive role in internal DOD management may be dependent on per-
sonality or circumstances. And how do we ensure that the manage-
ment of the day-to-day DOD processes is not just an ad hoc duty?
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Mr. Chairman, I want to thank you for having this hearing
today. I am certainly grateful for the opportunity. I want to add my
words of welcome and deep appreciation to our guests here today.
GAO, certainly here in matters of defense, but across the board in
government operations, has been often a guiding light in our efforts
to do a better job with our charges. And we look forward to their
comments today.

And let me note in conclusion that, I want to underscore that,
although I strongly believe continued reforms of procurement and
DOD’s other business processes are essential, I have to break with
those that might point to waste and mismanagement in the De-
partment of Defense as grounds for tightening the defense budget.

Cuts in programs that suffer from cost overruns are warranted
when they reform behaviors that lead to negative procurement out-
comes. But employing across-the-board cuts, as some in Wash-
ington propose, is, in my judgment, a blunt instrument that does
little to restructure the Defense Department’s business practices.

And with that, Mr. Chairman, I yield back the balance of my
time.

The CHAIRMAN. Thank the gentleman.

Mr. Dodaro, you are on.

As I understand it, the gentleladies with you will be here for
questions, and you will—but you will have a formal statement. Am
I correct?

Mr. DoDARO. That is correct, Chairman.

The CHAIRMAN. Thank you.

STATEMENT OF GENE L. DODARO, ACTING COMPTROLLER
GENERAL OF THE UNITED STATES; ACCOMPANIED BY
JANET ST. LAURENT, MANAGING DIRECTOR, DEFENSE CA-
PABILITIES AND MANAGEMENT, GOVERNMENT ACCOUNT-
ABILITY OFFICE; AND KATHERINE SCHINASI, MANAGING DI-
RECTOR, ACQUISITION AND SOURCING MANAGEMENT, GOV-
ERNMENT ACCOUNTABILITY OFFICE

STATEMENT OF GENE L. DODARO

Mr. DODARO. Good morning, Mr. Chairman, Congressman
McHugh, members of the committee. We are very pleased to be
here today to discuss the status of DOD’s high-risk areas.

As has been pointed out in our latest update, DOD represents
approximately half of the 30 areas we currently have on the list.

I would note, however, that over the years since we have been
doing this, in 1990, that we started out with the program focused
largely on fraud, waste, abuse and mismanagement and those
areas that were vulnerable to that. But over time, we also added
areas in need of broad-based transformation to meet 21st century
challenges. And so, DOD’s areas on the list really represent both
of those areas in terms of vulnerabilities and areas in need of
transformation.

Now, I would like to highlight a few of those areas for you today,
and then take questions on any of the areas as we enter into that
period of the session.

First is in the weapons systems acquisition area, which has seen
significant cost growth. The last time we updated our work in 2007,
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we looked at the 95 programs in that portfolio. And over the origi-
nal estimates that were in place for those programs, the cost
growth was a total of $295 billion.

Forty-four percent of those programs had cost growth of over 25
percent from the original estimates. And also, importantly, the
delay in the scheduled delivery time was up to 21 months, which
was 4 months longer than just 2 months—or 2 years, excuse me—
previously in 2005. So, the cost growth was up, and it was taking
longer to deploy.

Now, the problem in the weapons systems area really has two di-
mensions at a strategic level. There are difficulties and not enough
prioritization across the programs. And the process for determining
and getting the requirements from the military commanders is
fragmented. So, that part of the issue needs to be addressed, as
well. It is still pretty much a service-by-service type of determina-
tion.

But also, at the individual program level, we consistently find
that projects are moved forward without the maturity of the tech-
nologies that are under development, without application of sound
systems engineering process with a good understanding of what the
cost would be. The cost estimates continue to remain optimistic
during the development period of time, and requirements keep get-
ting introduced into the process as it moves forward, which further
compounds the situation. So, there needs to be a more disciplined
process in place.

Now, one area that we have been very pleased with, back in De-
cember 2008, DOD modified its policy guidance in this area and
implemented a number of the best practices that we have been ad-
vocating for a period of time. So, we are very encouraged by that.
If they follow those practices, that will ensure more disciplined de-
velopment of these weapons systems acquisitions, and we think
would go a long way.

This is the first time we have reported progress in this area since
we (}ilave been tracking the high-risk areas, so we are very encour-
aged.

The big challenge for DOD will be to translate policy into prac-
tice. And that is what we will be looking at as we continue to re-
view their efforts.

Now, similarly, in the contracting area, including service con-
tracting, that is an area where DOD has grown a lot more reliant
on contractors over a period of time. In fact, in the last five years
in real terms, that contracting growth has more than doubled to
about $387 billion, which includes about $200 billion in service con-
tracting.

Now, that decision to attain more reliance on the contractors has
not been one that has been a systematic, strategic decision. It is
the result of the amalgamation of thousands of decisions that have
been made across the Department to pursue additional contracting,
often as a result of exigencies and the lack of the necessary means.

However, we found that DOD too often has turned to time and
materials contracting, or undefinitized contracts, whereby the work
proceeds without a final agreement, including costs, with the con-
tractor. These are highly risky contracting vehicles to be used, and
more risk is borne by the government.
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But also, part of the equation here is that the amount of people
that DOD uses to monitor and evaluate these contracts has not
grown hardly at all. In fact, while the contracting has doubled in
real terms over a four- or five-year period, the career contracting
organization has grown less than one percent.

So, this formula of high-risk contracts and lack of people to over-
see the contracts adequately is not a prescription for success. And
we think it needs to change.

To DOD'’s credit, they have put in place stronger policies and pro-
cedures to deal with these issues. And if they use, like, for exam-
ple, undefinitized contracts, we recommend they solidify the agree-
ments within the 180 days required after that approach. And they
are trying to better understand their contract workforce needs.

These activities need to be completed. And just like the weapons
systems acquisition area, they need to be put into practice and con-
sistently implemented across the Department.

Now, we are encouraged again here by some of the recent activi-
ties, but the proof will be in implementation going forward, which
is one of the areas that we are concerned about in terms of the De-
partment’s track record in this regard.

Now, we are also encouraged by other developments in the con-
tracting and acquisition area. I would like to commend, Mr. Chair-
man, you and this committee for establishing your panel on DOD
acquisition reform. I think that is important.

And the Senate has introduced some legislation that we think
will be helpful, as well. They have created also an ad hoc com-
mittee on contracting on the Homeland Security and Governmental
Affairs Committee, on the Senate side.

I was very pleased to see the President come out and announce
contracting reform, and directing Office of Management and Budg-
et (OMB) to address a number of issues and implementation guid-
ance to the agencies, and we will be monitoring that very closely.
But we think it is long overdue and much needed, and hope that
it really addresses the issue and gains traction in DOD and other
agencies across government.

Now, a couple of other high-risk areas I would highlight quickly.
One is supply chain management. This is an area in terms of being
able to meet DOD’s goal of getting the right items to the right peo-
ple at the right time, whether they be spare parts or other support
activities.

We continue to see that they are challenged by demand fore-
casting in this area. And that means that they have a lot of spare
parts in inventory that are not needed to meet current require-
ments. In fact, over a four-year period of time, on average, on an
annual basis, the Army and the Navy had about $11 billion of
spare parts that were not needed to meet current requirements.

They developed a logistical road map to try to address the chal-
lenges in this area. And we think it was a good first step, but it
does not address all the gaps that are needed. It does not have per-
formance measures. And DOD has agreed that it needs some addi-
tional work going forward.

You mentioned, Mr. Chairman, the lack of the ability of any of
the major military services to get an opinion on the financial state-
ments there. We are encouraged, at least, that the Army Corps of
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Engineers was able to move in that direction. But much more work
in that area is needed. We are currently looking at DOD’s plans to
make improvements in this area.

But I would point out, one of GAO’s other responsibilities is to
audit the consolidated financial statements of the Federal Govern-
ment. And the lack of progress in financial management in DOD
is the single largest impediment to our ability to be able to give an
opinion on the Federal Government’s financial statements.

For 12 years now, we have had to disclaim an opinion, because
of that issue, as well as problems with the Department of Treasury,
and some other areas. So, this is a very critical area. It would be
the underpinnings of also getting better cost information and have
better reliable data, as well.

In the human capital area, 30 percent of DOD’s personnel are
going to be eligible to retire over the next few years. This is a huge
challenge. We have looked at their plans. They have made some
good progress in this area. But those plans continue to need to be
refined to meet the legislative requirements that have been im-
posed on them.

In summary, there are some common issues here that we see
across all the high-risk areas. There needs to be sustained leader-
ship on the part of the Department. That has been lacking over a
period of time. That needs to change, if there is going to be any
progress made in these areas.

There needs to be good, strategic plans to address the root causes
of the problems. The plans have to have interim milestones and
measures, so you can track progress.

I mean, these are the things we look for when we decide to take
an area off the high-risk list. You have got a commitment from
your leaders, you have a good plan, and then you monitor and exe-
cute the plan in order to demonstrate progress. And that is the
time where we consider taking some areas off the list.

So, in DOD’s case, they have got some good intentions here and
revisions to their policies, but they really have to deliver along
these lines.

Now, important to that will be how they implement the new
Chief Management Officer concept within DOD. Since the legisla-
tion has been passed, it really has not been implemented, because
it came in the waning days of the prior administration.

And there are still some people currently—positions that are un-
filled there at the Deputy Chief Management Officer level and at
some of the Chief Management Officers of the services. And that
needs to be clarified in terms of the roles and responsibilities of the
Deputy Chief Management Officer, and how they relate to the
Chief Management Officers in the services.

So, basically, you know, from an overall standpoint, some of the
infrastructure is in place, and things are poised to make great
progress. But a lot will depend on actions and implementation, and
a lot of hard work that will have to be put forth by the Depart-
ment.

Congressional oversight is imperative in this area. I applaud you
for taking on this initiative and your future hearings. And that
concludes my opening remarks. I would be happy to take any ques-
tions.
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[The prepared statement of Mr. Dodaro can be found in the Ap-
pendix on page 33.]

The CHAIRMAN. Mr. Dodaro, thank you so much.

I think you will see some yeoman’s work out of this committee
this year. What we do hopefully will be very thorough, but also
very effective. And we will not, I assure you, rush to judgment, but
try to get it right the first time.

I have two questions before I ask my friend from New York.

Why is it the Army Corps of Engineers can balance its books,
and not the rest of the Department of Defense?

My second question is, how do we get our arms around the med-
ical issue, the high costs of the medical issue within, or across the
board, in the various services?

Mr. DopARo. First, with regard to the Army Corps of Engineers,
for many years, they have put a lot of effort into developing a good
financial management system. And they were one of the leaders
within the Department, even many years ago, in terms of devel-
oping that. And they made a commitment that they wanted to
achieve that goal. And they have a lot of unique financial oper-
ations there, because of the revolving fund type issue that they
have over there.

So, it was a matter of, they laid the foundation with some system
development and good practices. But equally as important, if not
more 1mportant, they made a commitment to get it done. And I
think that is what is needed to be replicated throughout the De-
partment.

They also are able to—you know, one of the bigger challenges—
let me put it this way. One of the bigger challenges for the services
is they need a lot of cooperation across the Department. Congress-
man McHugh mentioned the cooperation across the Department.

A lot of the information necessary for financial reporting is kept
in some logistics systems, property systems, and others. And that
needs to be brought together.

And this is an area where I think there has to be leadership by
the chief management offices—and officer within a department to
support—even the comptroller does not necessarily have all the
data necessary to pull the systems together. It is really a Depart-
ment effort.

The Corps of Engineers has somewhat of a more limited issue in
that respect.

With regard to the medical services, I would ask Janet to com-
ment on this. But I would say—I mean, this is an issue in the pri-
vate sector. It is an issue in the government generally. The largest
single cost driver in the Federal Government’s budget right now is
escalating health care costs. And a lot of that is being driven by
new technologies and utilization that differs across the govern-
ment.

We have issued a lot of reports on this and pointed to the need
for the government to do this. So, I think, in that respect, DOD is
not alone in trying to get a handle on this. And I think the efforts
that have been announced to address health care reform generally
are, I think, much needed.

Janet.

Ms. ST. LAURENT. Thank you very much, Mr. Chairman.
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Again, as Gene mentioned, this is an overarching issue for the
Federal Government. Within DOD, we have looked overall at the
average cost of compensation for military personnel, and have
issued a number of studies looking at both the active component
and the reserve component, showing that those total costs are in-
creasing.

And a large part of that increase is being driven by health care
costs. So, we certainly agree that it is a key issue that has to be
studied in more detail.

There are a number of options on the table. One would be, again,
looking at plans to possibly increase or charge service members a
fee for certain services. That would be an option. But overall, I
think a lot of the increase is also focused on the pharmaceutical
issues and the costs associated with the rising cost. And again, it
is very much linked to the overall problem that the nation is fac-
ing.

We have not done specific work to look particularly at that issue
with regard to DOD, however.

Mr. DODARO. And Mr. Chairman, we have also done work looking
at the relationship between DOD and the Veterans’ Administration
(VA), and how they could leverage some of their purchasing power
to help in this area. And I would be happy to provide a summary
of that for the record.

The CHAIRMAN. It would be outstanding if you would do that.

Mr. DoDARO. We will.

[The information referred to can be found in the Appendix on
page 67.]

The CHAIRMAN. Mr. McHugh.

Mr. McHUGH. Thank you, Mr. Chairman.

I do not want to be unfair here. But, Mr. Dodaro, you mentioned
the weapons acquisition changes. And I believe your comments
were roughly, “this is the first time since they were designated
highd risk that they have actually done some things to move for-
ward.”

As I look at the chart, they were designated in 1990. And in my
opening comments, I talked about—as I believe the chairman did,
as well—in all of the time that DOD programs have been des-
ignated high risk, not a single one has ever been undesignated high
risk.

That seems pretty remarkable to me. I remember when the GAO
put certain operations of the postal service on high risk. L’Enfant
Plaza almost blew up trying—at least trying to do some things in
a very proactive way to remove themselves. And I am sure that is
the behavior in other agencies.

What is the problem with DOD?

I do not want to be unfair. Help me understand why, after nearly
20 years, they just now did something that acted toward the high-
risk actions, because as I read your high-risk reports, it is pretty
clear why they are there and what they need to do to get off.

Mr. DoDARO. I think—and I will ask Katherine to add in the
weapons systems area—we gave them credit for progress this year.
We might have noted some other attempts that they made pre-
viously, Congressman, to be fair. And I will let her, since she has
been following this for a number of years, add context to that area.
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But I would say, overall, you know, one of the issues here is real-
ly senior leader commitment. I can tell you that I have received
calls over the years from top agency officials, concerned they are
on the list. They want to get off the list. They want to know what
they need to do to be able to do that.

We have had some discussions with DOD over the years. But I
have not had that type of discussion with them in that regard, and
I think that is needed.

You know, in some other areas, too, the Congress has taken some
steps to provide rigorous oversight. In some cases discussions have
been taken as it relates to funding, and making sure progress is
made in those areas.

So, I think there needs to be some incentives for the Department
to move forward in that regard. And it has to come with the Con-
gress.

We are prepared—and I am going to be outreaching to the Sec-
retary and the Deputy Secretary, the Comptroller and all the new
leaders that are put in place—to do what we can to give them ad-
vice on how to make progress in this area. I can assure you of that.

Mr. McHUGH. Yes. I am not worried about you.

As a manager, I would have done something just to try to shut
you up, frankly. But——

Mr. DODARO. Most——

Mr. McHuGH. It is frustrating. But I assure you the chairman
and I—and we had dinner the other night with Senators Levin and
McCain, and as you noted very graciously, are very committed to
this. And we are going to work.

And I don’t know as I would place the word “incentive” quite
what we may have in mind if we are met with a deaf ear, but we
will take some steps. I look forward to that.

And I want to commend the Administration, the new Administra-
tion, that have been—and you noted again—for tackling this issue,
because certainly from the DOD perspective, as you look at these
high-risk designations, how long it has been, understand that the
losses, as you put in your testimony, billions of dollars in bad pro-
curement practices, et cetera, et cetera.

The Administration has targeted, I believe, $40 billion in savings
in procurement areas. What a shock. They could find other people
who had different opinions. And they ranged all over the map. I
have no idea what the target out there reasonably might be, but
GAO has talked about billions in savings.

Have you ever assessed the figure that could help the chairman
and I kind of look at where we need to be in terms of savings and
real return on tax dollars?

Mr. DoDARO. We have not come up with figures beyond a couple
that I mentioned earlier. I mean, there are pretty good figures re-
garding the spare parts that are developed that are unneeded. That
is probably where we have the best baseline information. It is hard
to predict in some of these other areas, because they are so unique
in some of the developments.

And I have not looked at the Administration’s figures yet. I am
anxious to see what the details will be of how they will try to im-
plement the reforms. But I do not think it is unreasonable to try
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to set some targets that are reasonable, and there is some flexi-
bility there.

But part of the issue with DOD is there are not interim targets.
And that is part of the problem with the plan.

And we have seen this on large-scale developments. There is
nothing quite like the weapons systems development areas, but in
other big development efforts there is more incremental develop-
ment and specific goals that are needed to be met before you move
to the next phase.

And unless you do that, you never really get a handle on the
issue that you are talking about. It might cost a little bit more up
front, but it will save you long run, you know, more costs in the
out years.

But I think the direction that you are headed is a good direction,
and I would encourage you to continue to do that. We will do what
we can to support you.

Mr. McHUGH. Well, and I appreciate that. And I will just reit-
erate before I yield back, how much I know we all—but I certainly
deeply am—deeply grateful for the great work that GAO does. And
I suspect, Mr. Chairman, with your leadership, that as we go for-
ward on procurement reform, we are going to be relying on these
good folks even more.

This is a critically important challenge. And as important as it
is, I look forward to joining with you in taking it on.

So, I would yield back, Mr. Chairman.

The CHAIRMAN. Thank you very much.

I think it is important as our committee approaches or attacks
this problem, which we have looked at off and on through the
years, to get it right. And to have to revisit it periodically is—we
would like to get this behind us, but we have to get it right.

You know, Rome was not built in a day, so we will do our very
best.

Mr. Johnson.

Mr. JOHNSON. Thank you. Thank you, Mr. Chairman. And I ap-
plaud the holding of this hearing to elucidate us on the——

The CHAIRMAN. Can you get just a little bit closer to the mike,
please?

Mr. JOHNSON. Sorry.

The CHAIRMAN. And the witnesses do the same, because the
acoustics in here are not very good.

Mr. JoHNSON. All right. Thank you, Mr. Chairman and Mr.
Ranking Member, for holding this very necessary and timely hear-
ing at a time when there are cries from Americans to reduce the
amount that this country spends on defense.

And the areas of fraud, waste, and mismanagement, getting a
handle on those can certainly yield some significant reductions in
the amounts that the taxpayers are called upon to spend on de-
fense—on the Department of Defense.

And I would like to—you know, it is very strange that, for the
last 19, 20 years, that there has really been no meaningful changes
in the high-risk areas that GAO has identified since then.

What are some of the reasons why the situation remains the
same, after 20 years?
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Mr. DoDARO. I think, you know, basically—I mentioned some of
the common denominators that we find across these departments.
One is an inability to set the requirements properly up front, to
take a disciplined approach to management, to have adequate fol-
low-through and measures in the process.

But underlying it all is a culture and incentives that are rel-
atively unique within the Department. And I think that that needs
to be modified, to be able to address some of these issues.

I would ask

Mr. JOHNSON. Does that culture include one of perhaps over-reli-
ance on private contractors?

Mr. DoDARO. Well, one of the recommendations that we have
made is to ask for the Department to make a systematic assess-
ment of where it should be contracting and where it should build
in-house capabilities.

I think, given the magnitude, size and challenge facing the De-
partment, contractors will always be important. The question is,
you know, determining where you want to use contracting, and if
you make that determination, that you have adequate acquisition
workforce to manage the contractors well, so the government gets
what it pays for—deliverables on time and support to the
warfighters. That is really important.

But I would ask Katherine to make a couple of comments, be-
cause she has been traveling this road for a while.

Ms. ScHiINASI. Thank you.

One of the most difficult things that the Department has been
unable to do is translate its policies into practice.

Mr. JOHNSON. Could you pull that mike up a little bit?

Ms. SCHINASI. Yes.

Mr. JOHNSON. Thank you.

Ms. ScHINASI. The Department, even when it has good policies
in place, translating those policies into practice does not happen
very often.

So, the question that we ask is: Why? And what we find very
often is that there are no consequences if you do not follow policies.

So, there is always an exception made to the policy. For almost
every—certainly in the weapons system area—for every program
that we look at individually, there is an exception made for that
program. And then what you have is the opportunity cost that falls
into other programs, so that overall, you are faced with a very dif-
ficult situation and come up with the numbers that we have seen,
$295 billion in cost overruns.

But it is this basic lack of discipline and consequences for taking
decisions and actions that do not follow the good policies that they
have in place.

Mr. JOHNSON. Thank you.

What kind of consequences for these cost overruns, what kind of
consequences would you deem appropriate and effective?

Ms. ScHINASI. There are very clear guidelines, some of which are
legislatively mandated, about the kinds of information that you
need before you make major investments in weapons systems. So,
before you start a program, you have to understand that your tech-
nologies are mature. You have to understand that you can put to-
gether a design, and as you move forward through that process,
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that you can produce an item at the quality and at the cost, and
in the time that you need it.

So, there are very clear markers as to what you have to know
before you make a decision to make a large investment. Those
markers are not followed. And the decisions are made by the De-
partment to continue to invest money, even when we do not know
what the outcome of a program is going to be.

Mr. JOHNSON. But which

Mr. DopARO. And I think—congressman, excuse me—I think
there also have to be consequences for the contractors in this area.
I mean, we did a study a year or two ago that Katherine led, that
looked at the award fees that were given the contractors, even
though some of the terms of the contract were not met in the man-
ner in which they were laid out.

Now, the Department has moved, to its credit, to try to address
that issue. But it is not only for the Department managers. There
has to be some consequences for the contractors to incentivize them
to perform consistently within time, on budget, as well.

Mr. JOHNSON. Thank you. And just one final thought.

If the DOD were a private corporation, it would have been bank-
rupted many years ago with this, facing these same challenges.

Ms. ScHINASI. But I think that is a very important point, because
a private corporation is focused on putting a product into the field,
and the Department is focused on starting a program. And those
created two very different sets of incentives.

The CHAIRMAN. Mr. Bartlett.

Mr. BARTLETT. Thank you very much.

There is an old adage that says, what is everybody’s business is
nobody’s business. I think of that as I walk through the Pentagon,
through those halls, and see all of those names on the doors.

Dr. Parkinson noted that, no matter how small the British Navy
got, the British Admiralty—I guess their equivalent of our Pen-
tagon—got larger and larger.

I suspect both of these entities have grown, because things go
wrong in administering contracts, and so forth. And so every time
something goes wrong, we set up a new office to make sure that
is not going to happen again.

Every one of these new offices functions kind of as a committee.
And, of course, committee functions always revert to the lowest
common denominator, which means that the output is always going
to be mediocre. It will never be stellar when everybody has to
agree, you have to reach a consensus.

It reminds me of our solution to mediocre teachers. We have a
meticulously detailed curriculum, hoping that even a poor teacher
will produce something in the classroom, because they have to fol-
low a meticulously detailed curriculum.

I think that kind of thing happens in the Pentagon. We just add
rules and rules and rules to make sure nothing goes wrong, and
I think this stifles creativity.

Another problem I think is that, if you are going to advance in
government, you cannot make a mistake. And the best way not to
make a mistake is to never reach out and never to do anything. If
you don’t do anything, you do not make mistakes. And I think that
is one of our big problems there.
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Dr. Parkinson again noted that there are far too many of what
he called the “abominable no-man” in our government. Somebody
wants to do something a little bit out of the box. No, you cannot
do that.

Dr. Parkinson also noted that, as institutions grew, more and
more of their energies were exerted in internal communications.
And depending upon the institution, they can reach a size when all
of their energies are expended in internal communication, and
nothing productive outside the organization happens.

Are we stuck with what we have got? Or can we kind of start
again?

Mr. DODARO. Well, our recommendation to create a focused, dedi-
cated chief management official over at the Department was an at-
tempt to try to penetrate some of the issues that you mentioned,
or things that could get built up over time. There are clearly stove-
pipes that need to be brought together.

That can only be done through top-level, dedicated leadership.
And that is why we advanced this concept, and the Congress has
acted. It was not entirely what we had recommended.

We recommended a dedicated, full-time chief management offi-
cial that would transcend administrations, so you would not lose
momentum in some of these more basic financial and business sys-
tems over time. But that is what—you know, we were trying to ad-
vance something to create a new dynamic that would focus on
these activities.

As has been indicated here, this is one of the largest entities in
the world. It has a lot of complexities associated with it. If you do
not have dedicated, full-time management focused on it, and fo-
cused on it all the time, you are not going to create the type of
changes that are needed.

Mr. BARTLETT. A number of years ago, one of our senior man-
agers in government retired, so that he could speak freely. And he
said that he thought that, if we simply took our government em-
ployees and marched them through a cutting gate and kept every
tenth one—without any regard to whether they were good or bad—
that our government would probably be more productive, because
we were so ponderous, so much internal communications, that we
were doing very little outside work.

Do you think there could be an element of truth in that?

Mr. DobpaRO. Congressman, you know, most of the people that I
meet—and I have been in government service for a long——

Mr. BARTLETT. Sorry, but there are very good people. They are
working very hard. They are very dedicated. It is not the people,
sir. It is the system.

Mr. DoDARO. Well, there is a lot of truth to that. And it is up
to leaders to change the system when it needs change. And that is
my assessment of the Department of Defense. And it is up to the
leadership to change that.

Because there is no reason—I mean, we have the best military
in the world, and when they are mission-focused on the military
side, it gets done. On the business side, you do not have that same
level of, you know, a sense of urgency and focus and clarity of what
you want to achieve.
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And if that type of commitment and energy and dedication that
is on the military side can be focused on these business systems,
this can be done. It is not an unsolvable problem.

Mr. BARTLETT. Thank you, Mr. Chairman, for calling this hear-
ing. It is more important than our attendance would indicate.
Thank you very much.

The CHAIRMAN. Dr. Snyder from Arkansas. Please.

Dr. SNYDER. Thank you, Mr. Chairman.

I actually feel some empathy for the Department of Defense on
this. You know, we are talking about the 19 years or the 20 years.
This is my 13th year here, and we still do not have a microphone
system that works. [Laughter.]

I mean, you would think that would be something that would be
readily fixable.

Mr. Dodaro, I wanted to ask, you mentioned the Levin-McCain
bill. And the Chairman mentioned having their meeting the other
night with Mr. Levin and Mr. McCain. And I think you thought
that there were some good things in it.

One of the concerns I have about that bill is its overwhelming
focus. I mean, it is a bill about hardware. It is not a bill about serv-
ice contracts.

And I can see a possibility, if we do pass something a lot like
that bill, there will be, as you talked about, the laser focus of the
bill in the Congress will go on hardware. And, in fact, 60 to 65 per-
cent of the money we are talking about is not spent on hardware,
it is spent on service contracts.

And if we do something major this year, I hope that we will not
neglect service contracts, because I think that has even, in my
view, more looseness to it than some of the hardware issues.

Do you have any comment on that?

Ms. ScHINASI. As you know, the 2006 National Defense Author-
ization Act took a hard look at services and put a structure in place
for the Department to be better managing its service contracts, just
for the reasons that you stated.

We are now looking at how well that is happening. They have
made some move toward improving the focus on service con-
tracting. But whether or not the outcome has started turning
around yet, that is something that we will be looking at.

But certainly, service contracting, in terms of dollars, has gotten
nillore important over the years and needs the kind of attention
that

Dr. SNYDER. I think the attention of the public and the attention
of the Congress, it is a lot easier to talk about Presidential heli-
copters or, I mean, something that we can see and touch. It is more
difficult to talk about, okay, how much was this contract for the
management of information technology supposed to cost, and why
didn’t it work?

I mean, a lot of us can get confused fairly quickly—not just mem-
bers of Congress, but people who follow the money issues pretty
closely. But in fact, that is where a lot of the money is. And I think
we need to not forget that.

I wanted to ask about, if I might, Mr. Skelton mentioned the
issue, we want to get it right. And I am not sure that we can get
it right if—I am going to overstate what the chairman said, which
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is the implication that somehow we will come up with a bill or an
architecture that this will work, this is perfect. All we have to do
is th% President signs it, and everything is back to where we want
it to be.

I do not think it is going to work that way. I mean, I think it
is going to be a process that will just keep going on and on, that
you will—I think workforce training, getting the right blend of
workforce is going to be something we will work at. But that will
not happen overnight.

That 1s years right there in terms—first of all, we have got to
stop the bleeding, as you pointed out, losing a lot of senior people.
We are going to have to be training people. We are going to have
to train people in a way that we think things need to be done.

But talk about that, if you would, about the whole issue of how
we go about doing the kind of reform that we think is necessary.

Mr. DoDARo. I think, first of all, having an appropriate reform
framework that goes to some of the root causes of the issues is a
very important starting place. And I think some of those are out-
lined in the Senator McCain and Levin bill for those areas that are
talked about. And I agree with you, it needs to be a broader focus.

Secondly, you have to have good management accountability in
the legislation, so that that accountability then sort of cascades
down through the Department. You need to be able to hold people
accountable.

Thirdly, you need to have interim measures. You cannot, I be-
lieve, institute a large-scale reform that everybody knows will take
a number of years to implement satisfactorily. But after six
months, you should see some level of progress, after a year, an-
other level of progress.

That is what is lacking, I think, at the Department, because you
do not have these interim milestones that are reasonable, that
could be negotiated. But you do not know if you are on track or not
over a period of time.

So, I think a good legislative framework, followed by a very de-
tailed implementation plan that the Congress understands and has
realistic implementation milestones, is the only way that you are
going to be able to achieve the progress over time and do it right,
because a lot of these things are going to require mid-course correc-
tions and refinements.

Dr. SNYDER. Thank you.

The CHAIRMAN. Mr. Coffman.

Mr. CoFFMAN. Thank you, Mr. Chairman.

I had a meeting with the Secretary of Defense. He opened it up
to all freshmen Members of Congress to go over to the Pentagon
and to meet with him, as well as the Joint Chiefs of Staff.

And I asked him a question. I said, well, I expressed a concern
that the United States had been engaged in counterinsurgency op-
erations for a period of time, and that maybe our forces were being
reoriented permanently in that direction, of light forces versus the
heavier ground forces, air power, sea power, needed to effect a de-
terrence against our potential enemies.

And he bristled at that notion and said that he was focused on
both fronts, on maintaining strategic deterrence as well as fighting
two counterinsurgency wars.
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But he went on to say something that I thought was very inter-
esting about his view of the Congress of the United States, because
he said, one of the difficulties that he confronted was that any time
he had a discussion—these are his words—with a Member of the
Congress of the United States, they always had a list in their back
pocket of weapons systems produced in their district that they
wanted implemented, according to him, his view.

What is your estimate of the Secretary’s view of the role of Con-
gress in weapons procurement? And is that an issue from your per-
spective that is problematic in procurement, in the weapons acqui-
sition process?

Mr. DoDARO. I think, you know, clearly, Congress has a role to
play in reacting to and responding to the requests that the Depart-
ment has put forward. Congress has the ultimate power of the
purse, and they have decisions on how they want to allocate re-
sources. So, in my view, it is a joint responsibility in these areas
for people to be able to do that.

But part of the issue here, I think, as reforms are put in place,
I think the Congress needs to decide how it will behave and act in
order to support and encourage those reforms going forward. So, I
think it is an area that ought to come under some debate and dis-
cussion within the Congress about how it will support and
incentivize and support good management decisions within the De-
partment.

And so, I think that is a very important point that needs atten-
tion.

Mr. CoFFMaN. Thank you.

Mr. Chairman, I yield back the balance of my time.

The CHAIRMAN. Mr. Ortiz.

No, excuse me. Mr. Marshall and then Mr. Ortiz.

Mr. OrTIZ. Thank you, Mr. Chairman.

The Government Accountability Office found that the Depart-
ment of Defense actually unified or coordinated a command struc-
ture to plan for the management and execution of the return of ma-
terial and equipment from Iraq. With less than 18 months left to
redeploy combat forces from Iraq, does the logistic road map have
enough support within the Department of Defense to facilitate the
withdrawal by the date mandated by the Administration?

And I know that—the reason I asked this question is because I
think we have more contractors in Iraq than we have troops. And
when we talk about withdrawing the contractors and the equip-
ment and our soldiers, we just want to be sure that what we do,
that we do it right.

Maybe you can touch on that and see if there is enough support
to be able to accomplish that by the date given by the Administra-
tion.

Mr. DoDARO. This is a very important issue. I am going to ask
Janet to talk about our report, because we looked at whether or not
they had a, you know, a command structure, unified command
structure and a plan in place to do this.

There is about $16.5 billion of equipment that is there. As you
point out, there are a lot of contractors, and there are more than
the military troops.
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There are a lot of factors that need to be considered. You know,
we studied the withdrawal for the first Gulf War back in the early
1990s. And even that, that had far less deployment, took about 15
months, I believe, during that period of time.

And so, there are a lot of issues here associated with cleaning,
moving the equipment, getting the clearances from the countries in
which we have to transport the material, environmental issues and
other things. And we issued, I thought, a very good, early, thought-
ful report on this. I will let Janet talk about it.

Mr. OrTIZ. That will be fine. Thank you.

Yes, ma’am.

Ms. ST. LAURENT. Thank you very much.

lI algree that it is going to be a very complex effort to coordinate
closely.

Since we issued our report, the Department has taken some
steps to address some of the command issues. But, of course, there
is going to be much more work that needs to be done, develop a
more detailed plan for bringing equipment back out of Iragq.

It is going to require a lot of analysis to determine how much
equipment should be brought back, what if any equipment should
be left for the Iraqis, whether or not the equipment is in good
enough condition to be refurbished, or whether it needs to be re-
placed. And then, just coordinating all of the mechanics of moving
considerable quantities of equipment out of the country to the point
that it has to be cleaned, meet up with United States Department
of Agriculture (USDA) inspections is going to be very comprehen-
sive.

Also, as you mentioned, the plan for removing U.S. combat forces
and equipment needs to be closely coordinated with the plan for
contractors. We think the plan for contractors is less mature at this
point. We know the Department is working on developing some
plans. But again, we need to see—would like to see—more detailed
plans for the management of contractors and how it is going to be
coordinated with the overall plans for drawdown.

Turning back to the logistics road map, this is a very broad, de-
partmental-wide effort to improve logistics across the Department.
And again, our observation there is that, that effort needs to be im-
proved in a couple of respects.

It does not fully identify the most important gaps from a supply
chain or logistics standpoint. So, we think the next iteration of it
should identify more clearly what the priorities are.

It does not fully address the funding needs associated with the
initiatives. Again, prioritize those.

And it is not clear how the senior leadership of the Department
is going to use the road map to really manage and effect change,
and a senior leadership focus on bringing about improvements in
supply chain issues.

Mr. ORTIZ. See, it is not that I have anything against contractors
or that I am against contracting, but let us do it when it makes
sense.

In my opinion—because we have had other hearings—it has kind
of had morale problems with the soldiers, too. Because when I talk
to some of the soldiers who are about to get out of the military,
they say, “You know what? I am going out, and I am going to do
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security work for a private company, because I am being paid
$40,000 a year, and I am going to get paid $150,000.”

And then, lo and behold, they are kept in the military. They can-
not get out. And this has happened sometime back.

So, me, as a member and chairman of the Readiness Sub-
committee, I have no idea what criteria they use to hire contrac-
tors. I do not know what kind of pay scale they utilize to pay them.

And many times we found out through hearings that, instead of
the services doing some of the work that they are supposed to do,
some of this work is given to contractors, to where the contractors
are doing the work that the service people should be doing.

So, I hope that we can correct that. And maybe you can elaborate
on what needs to be done to correct something like this that has
been happening for a long time.

Mr. DoDARO. Yes, we made, and emphasize in our statement
today, a fundamental recommendation to the Department, that
they lay out and specify their criteria for making those decisions
in a systematic way over time. And I would encourage the Con-
gress to follow up with the Department, and make sure that that
happens.

I think that is very important, and it will address directly your
issue.

Mr. OrTIZ. Thank you so much. My time has run out.

Thank you, Mr. Chairman.

The CHAIRMAN. Mary Fallin, and then followed by Mr. Marshall.

Ms. FALLIN. Thank you, Mr. Chairman.

I have kind of a general question. As we are going through this
process of meeting with various folks back home in our states and
in our districts, there are a lot of people coming up to us as Mem-
bers and saying, we have specific needs in our states—specific
needs with the various branches of the military. And they are ask-
ing us for funding requests for those different projects.

And so, when you analyze the Department of Defense, the cri-
teria, the systems and the decision-making, you talked a little bit
about leadership knowing, you know, what is needed down below.

What recommendations do you have for us as Members of Con-
gress when people come to us from our National Guard, from our
Air Force or Army bases, or even from the private sector, or even
from higher education, the universities with research and develop-
ment, coming to us saying, these are things we believe will be ben-
eficial for the Department of Defense, military branches, as far as
those spending requests?

Have you found any good way for us to work through these
things?

I know that we best know, I think, what our states need and
what our local military branches need. But sometimes it seems to
be that we fund things maybe they do not need at the top, or
maybe the top does not know what the people down here need.

Have you got some good suggestions on that?

Mr. DoDARO. I am going to ask Janet to elaborate on this. But
the first suggestion I have is, I think the Congress has to have con-
fidence in the Department’s ability to take all the requirements,
and in a thoughtful, consistent way set priorities, and present that
back to the Congress.



20

Because there will probably never be a situation where
everybody’s wants are going to be able to be met or sustained over
a period of time.

So, there has to be some priorities that are set within a coherent
framework that is understandable and transparent to the Con-
gress.

So, I think that—I would say that as a backdrop.

Now, Janet has done a lot of work in this area, particularly with
the Guard and Reserve. I will let her comment.

Ms. ST. LAURENT. Another, I think, key piece of this is the notion
of risk-based assessment, because, if you look at any one particular
state—and I will use the example of National Guard—they may
have equipment shortfalls, personnel shortfalls currently.

But I think it is more important to look across the Department
and how they are managing risk, whether or not they are looking
at the cumulative requirements, how they are balancing risk and
then allocating their resources effectively.

And again, in some of our work, we have seen that that process
is not necessarily occurring as well as it could be. And as a result,
it does lead to issues, again, within particular states.

I think there has been progress made on the National Guard
issue over the past few years. Congress has certainly appropriated
significant additional amounts of money for equipment.

And the Department is also making strides in determining how
to balance equipment across regions and across the country as a
whole, to provide adequate capacity to have enough equipment here
to deal with any potential homeland issues, and have a reserve, but
then also to support forces that are going overseas.

Ms. FALLIN. I guess, Mr. Chairman, what I am trying to find out
is, how do we establish that balance between what the Department
of Defense needs, what the President wants, what people from our
local communities are coming to us saying, this is what our states
need, without us allocating resources that maybe are not in line
with the priorities of the Department of Defense, be it having them
know what our needs are back home.

So, sometimes I think there is a little bit of a disconnect between
the two. And, of course, I see that as being our responsibility as
members of this committee, is to take our needs to the committee,
take our needs to the top leadership and say, these are some of the
things we see back with our folks, back in our districts.

Mr. DopARO. I think a large part of this is really a communica-
tions issue, too.

In other words, I mean, you have issues, and your community
has issues. What you need to be sure of is they have a vehicle to
get their needs communicated to the Department, and that you
have confidence that the Department will listen to those needs,
make a decision, an informed decision, and communicate back to
the Congress what its priorities are, and whether or not those
needs are going to be included or not. And if not, why not?

And Congress would have to be satisfied with those decisions, or
take action to provide a modification to the Department’s proposal.
And I think that is the way the process needs to work.

Ms. FALLIN. Thank you so much.

Mr. DopARro. You are welcome.
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Ms. FALLIN. I yield back my time.

The CHAIRMAN. Thank you.

Mr. Marshall.

Mr. MARSHALL. Thank you, Mr. Chairman.

It is not at all uncommon in business—or government, for that
matter—for efficiency experts, auditors, accountants, et cetera, to
come in and look at a process, crank the numbers, what have you,
and then make recommendations which the CEO, or the board, or
the mayor says, “Thank you very much. I am not going to do that.
I do not think that is a good idea. In fact, what you have asked
me to do is going to cost us more money than any possible savings
we could realize as a result of doing what you have requested.”

That is just not an unusual event at all in business and in gov-
ernment. I have done it myself.

And when it happens, typically, those who reject the rec-
ommendation have very precise, clear reasons why they are going
to reject the recommendation. “No, I am not going to add that per-
son to trace those pennies, so that we know to a penny what has
been spent, because we know it is within this realm, and that per-
son—it is within a margin of error that is less than the cost of add-
ing the person,” for example.

I find myself wondering if—the Department of Defense, it re-
minds me of—it greatly reminds me of a book published by a Yale
professor. I cannot remember his name at the moment. But the
book is wonderful. The title is wonderful.

And actually, the title was the best part of the book, and it is
“Beyond Human Scale.” And it refers to organizations that get to
a point, as my friend, Roscoe Bartlett, was trying to describe, that
no individual within the organization truly understands how it
works.

But I find myself wondering, are there apologists within the De-
partment of Defense, or are there apologists outside of the Depart-
ment of Defense, who have said to you all, “Look. You are asking
this institution—obviously can approve—they need to head in the
direction that you are suggesting. But the institution is a different
kind of beast. It has got a different kind of mission. You all just
do not understand this. You are trying to take one model and apply
it to what is inappropriate.”

Do you get any kind of feedback like that? If you are not getting
feedback like that, it is just amazing to me that 20 years later, we
are still talking about how to meet your goals.

What kind of feedback do you get from anybody? What sort of
pushback do you get from anybody?

Mr. DopARO. Yes. I will ask both Katherine and Janet to give
you a perspective on it, because we make a lot of recommendations
to the Department of Defense. And from my vantage point, the re-
action is quite mixed. In many areas they agree, they put in places.

I have just mentioned today many examples where they have im-
plemented our recommendations by changing their policies, but the
implementation of those policies is not consistently applied going
forward.

So, I do not think, you know, we have run in—I am sure over
time we have run into some disagreements, where they disagree
with us. And I will ask them to give some examples. But it is not
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a consistent type of issue. And certainly, in many cases, we are not
asking or recommending things that we have not recommended in
other departments and agencies, as well.

Katherine, and then Janet.

Ms. ScHINASI. Perhaps I will start.

It is true that we have mixed reactions. And I will give you a
number of examples.

Most of the work we do on individual programs, the program
manager is the advocate for that program. And his or her responsi-
bility 1s to support that program through whatever process that it
is put through. And so, many times we will get from the program
office a different perspective than we have brought to the problem.

That said, however, when we raise those issues up to a higher
level in the Department that has responsibility across many, many
programs, we often hear a different story, because they are respon-
sible for managing at a level that represents the Department’s
budget as a whole, not the individual program manager.

So, for example, we have heard from officials in the Department
that they hope weapons acquisition never comes off the high-risk
list, because they see that as a force for change. And they like us
coming in and pointing out with sort of that independent, once re-
moved view, what we are seeing, particularly because we are able
to, in many cases, quantify the effect of those decisions that you
talked about, when they say, “No, we are not going to do it. We
have other reasons. You know, we do not like what you are saying.
We are going to take another course.”

Part of our responsibility is to come back and say, “Fine. But
this, you know, this is the effect of making that decision.”

So, it is a mix. It is a mixed response.

I would say, part of our optimism comes from the fact that, over
the last five or six years, we have been much more in step with
what the Department’s top leadership——

Mr. MARSHALL. I am going to run out of time. It would be very
helpful to me, perhaps to the committee, to have some concrete ex-
amples of that, that you think reflect fairly the difference of opin-
ion between program managers and GAO with regard to how
things should evolve. That would be very helpful.

Mr. DoDARO. Sure. We would be happy to provide that.

[The information referred to was not available at the time of
printing.]

The CHAIRMAN. Mr. Wilson.

Mr. WiLsON. Thank you, Mr. Chairman.

I am Joe Wilson from South Carolina and appreciate very much
your service and the extraordinarily difficult challenge. I am very
grateful that I have three Michelin plants located in the district I
represent. South Carolina is home to extraordinary French invest-
ments.

And a success story that you have been responsible for is the tire
privatization program. And Michelin was successful in the competi-
tive contract, working together with Goodyear as a subcontractor,
providing the aviation and ground tires to the American military.

And there are specifics here that are extraordinary, that I think
the American public would be reassured to know. And that is that
aviation tires are provided with a delivery time of 3.3 days, with
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the allowable standard of 9.2 days, and an on-time delivery of 98.9
percent of the time. And for ground tires, the delivery is 3.7 days
with a standard of 8.8 days, and 94 percent delivery rate time.

Additionally the Defense Logistics Agency has indicated this
saves the American taxpayers 5170 million. And to me, it is very
significant for the health and safety of our service members, but it
also provides for protection and advancement of our industrial base
here within the United States.

My question is that in July 2008, DOD released its Logistics
Roadmap to guide improvement efforts in the area of logistics, in-
cluding the supply chain management. Will the road map be effec-
tive i}’)l helping DOD to substantially improve supply chain manage-
ment?

Mr. DopARrRoO. The road map, from our perspective, was a good
first step, but it will not be effective unless they make several
changes. One is that the road map needs to address additional, sig-
nificant gaps that we see that need to be addressed. It does not in-
clude performance measures, and it needs to. The Department has
r}elcognized some of these shortcomings and is beginning to work on
them.

But I would ask Janet if she has any additional points.

Ms. ST. LAURENT. Yes. The road map, the current version of it,
is also the latest version of a plan to improve supply chain and lo-
gistics issues. So, I think the challenge for the new administration
in place is to make the further improvements on it that Gene
talked about—identify the gaps, prioritize the gaps, identify the as-
sociated funding, identify the performance measures—and then
move out to implement the most important aspects of the initia-
tives in that plan.

There have been numerous similar plans that preceded this cur-
rent version of the Logistics Roadmap. So, that is why, again, this
issue has been on our high-risk list for a number of years. And
what really needs to happen at this point is the focus on achieving
outcomes and being able to demonstrate within the next couple of
years some key successes.

Mr. WILSON. And I appreciate your bringing up the successes.

Additionally, a concern all of us have are cost overruns. And it
has been a situation where contractors are under-bidding, low-ball-
ing their cost estimates to receive the contract, so that they will
have the contract. And then, from there, there are modifications to
the contract, which are obviously much, much higher.

Is there some process where low-balling could be avoided or
eliminated?

Mr. DopARO. You know, one of the issues in best practices is to
have independent cost estimates along the way, so you have bench-
marks against the bids that are in. And we think that is one sug-
gestion that has a lot of merit.

Mr. WILSON. And I can see a real need for it, based on the Lit-
toral Combat Ship (LCS), which was estimated to cost $220 million,
and that bids were processed on that. But it has come back at half-
a-billion.

And so, I hope with your expertise and efforts that this can be
addressed about low-balling, under-bidding, and the reforms that
are necessary.
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And so, thank you again for your service.

Mr. DoDARO. Thank you.

The CHAIRMAN. Thank you.

Mr. Kissell.

Mr. KisseLL. Thank you, Mr. Chairman.

I think this is an incredibly important subject matter. And nor-
mally, I really do ask questions without a lot of preamble. But I
think today, as I sit and listen, I think preamble is what I need
to do.

And Mr. Bartlett started out with an adage, and I am going to
start with one, too. The last seven years before coming here, I was
a high school social studies teacher. And as teachers tend to do, I
had a little sign in my classroom. And one of the ones that I had
that I called to attention a lot is, “Insanity is expecting different
results, while continuing to do the same thing.”

And as I sit here and listen today to the words of procedures, and
lack of procedures, and a lack of consequences, and that certain
issues are staying on the table for 20 years, it seems to me that
we have a lot of doing the same thing while wanting results.

I also want to point out, which was mentioned earlier, and I was
in a hearing earlier this week that this was greatly emphasized,
were services are 60 to 65 percent of the expenditures.

And I happened to have another conversation this week with a
gentleman who is in the construction business. They do $600-$700
million a year. But the complexity of bidding on Department of De-
fense contracts is so much that they just will not do it anymore.
Which, in itself, tends to eliminate all but certain groupings.

So, all of that said, it obviously is very important, Mr. Chairman,
and we do not want to do this in a way that is a knee-jerk reaction.
But it seems to me that consequences has to be a very important
part of what we are doing.

And before I taught, I spent 27 years in industry. And we always
went to the people who did the job every day, to ask them for their
opinions before we did anything. And sometimes I wonder, are we
doing enough of talking to the people that make this work day to
day.

And as Mr. Bartlett also said, are we having a system and sup-
porting a system where we encourage them to hide?

And so, I am finally leading to a question. And I apologize for
this rambling, but I think I just—it is important sometimes to kind
of have an understanding of where this is coming from.

Do we have functioning and well-understood ways that people,
when they see that these procedures are not being followed, where
people can offer suggestions? Or is that part of the complex that
we tend to cover up, so that we do not draw attention to people?

Mr. DODARO. I think that the issue that you are raising is an im-
portant one.

The people, the program managers, say, for the weapons sys-
tems, really do not have any ability to make any decisions in that
process. And there needs to be, I think, probably greater incentive
for them to raise some of the issues up through the system.

But I would ask Katherine to elaborate on that point. But I ap-
preciate your prologue, and it was not rambling. Plus, my father
is a social studies teacher, so I understand.
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Katherine.

Ms. SCHINASI. I am not sure I have an answer for you, but I will
agree. And one of the things that we try and do in our work is find
success, and try and find people who are doing things to manage
the system and manage the process, instead of letting the process
manage them, and to highlight that, because it helps us to show
things can be done differently, because some people have stepped
up to do that. But we do not find that many examples.

Mr. DODARO. But I think your focus on saying that consequences
are important is really a key element. But in implementing that,
there has to be not only putting accountability and consequences,
but you have to have a constructive, open line of communication
there, because you could incentivize and make things worse, unless
you have that ability to do what you are talking about, to have
open disagreements, if you will, or people can raise issues up with-
out fear of having problems.

Mr. KisseLL. Thank you.

Thank you, Mr. Chairman.

The CHAIRMAN. I have remaining Mr. Taylor and Ms. Bordallo.

Mr. Taylor.

Mr. TAYLOR. Thank you, Mr. Chairman.

I want to thank our witnesses.

Mr. Dodaro—is that correct?

Mr. DopARO. That is.

Mr. TAYLOR. A couple of things I would like you to comment on.
Mr. Wilson mentioned the LCS program, and it has got to be right
up there amongst the poster children of just absolutely waste of
taxpayer money—no effort to take advantage of any economies at
any step, whether it is on acquisition, modernization.

It is like we are going to send the government a bill. We will
send them a bigger bill. They are going to keep paying it, because
we have got them where we want them.

Having said that, I have been lucky enough to serve at the city
level, the state level, and now here. I know that cities and states
very often require performance bonds on a project.

Whether it is a building, a highway, a sewer and water line, they
see to it that whoever bids on that posts a performance bond. And
that way, if the contractor fails to do it properly, if he fails to do
it on time, that the city gets the money that they would have
squandered, back.

I realize that there is a cost associated with a performance bond.
But when a program like the LCS program is two-and-a-half times
over the initial budget, even a 20 percent premium on the perform-
ance bond would have you way ahead at the end of the day.

My question to you is, has your organization—and I am not a fan
of the insurance industry by any means, but there is a place for
that industry—has anyone in your organization looked into when
the last time we required that, and whether or not it would be
worthwhile now?

Mr. DoDARO. Let me just check.

Apparently, we do not have an answer for it that——

Mr. TAYLOR. Can I ask you to do that?

Mr. Doparo. We will look at it.
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[The information referred to can be found in the Appendix begin-
ning on page 67.]

Mr. TAYLOR. It is not just that program. It is the Coast Guard
ruining the 110/123 conversions, 8 ruined ships, $80 million that
Bollinger shipbuilding got to ruin 8 ships, so that you had the
value of the 110s before they were ruined going on top of the $80
million. That is a lot of money squandered, that maybe a perform-
ance bond could have prevented.

The second thing I would ask you to look at is, I understand you
are concerned about buying spare parts we do not need. I under-
stand you are concerned about buying, historically, commodities we
do not need.

But the world has changed so dramatically with things like com-
puter-assisted drafting, where before—if it is done right—before
you ever start an airplane, before you ever start a ship, you are
going to know exactly how many pieces you are going to need, what
shapes they are going to be, how many of them there are, where
every single one of them is going to go.

I mean, I could take you to the Maersk shipyard or the Hyundai
shipyard. And they literally, as a piece of steel is rolled into that
yard, hit it with a barcode, and they will show you on the laptop
exactly on that 1,000-foot ship where that one piece of steel is
going to be, which machines it is going to pass over, in which se-
quence, as it is molded to the right shape.

So, you know, the idea of buying stuff we do not need does not
have to happen.

The reason I say all this is, it has recently come to my attention
that the price of aluminum is half of what it was two years ago.
The price of steel is less than half of what it was two years ago.
The price of titanium is down a third from two years ago.

Who, if anyone, in your organization is encouraging people, for
us as a Nation, to be countercyclical in our acquisitions on those
things we know we are going to buy? C-130s, DDG-51s—not the
risky programs that may not survive, but the ones we know we buy
every year.

Who in your organization is going to them saying, you know
what? We need to be aggressive. We need to tie down some con-
tracts right now, while these suppliers are desperate for work. We
can get good prices, and we know we can get them. By the way,
we can keep them in business, and we can save the taxpayers a
lot of money.

Mr. DoDARO. Yes, we—that is not a normal function we would
do. I would talk——

Mr. TAYLOR. Well, Mr. Dodaro.

Mr. DoDARO. Yes

Mr. TAYLOR. I know it is not a normal function.

Mr. DoDARO. Right, right.

Mr. TAYLOR. But these are not normal times, and you would hope
that you are the organization that is providing some insight to the
other organizations of how they ought to be doing things better.

Mr. DobpaRrO. Right. Well, we can certainly raise the question to
the Department, to see if it is looking at the issues that you are
talking about, and making some decisions. We do not want to in-
sert ourselves as a management function, Congressman.
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But we can and we will follow up to see if they are considering
these issues, and as part of their normal management process.

[The information referred to can be found in the Appendix on
page 68.]

Mr. TAYLOR. Well, those are two things that I very much want
to pursue.

Mr. Doparo. Okay.

Mr. TAYLOR. I am open-minded on both of them, so I am asking
you to look into them and get back to us and say whether or not
you think this would be a good idea, and for what reason—or
whether or not you think it is a bad idea, and for what reason.

Mr. DopARO. Okay. We will do that.

Mr. TAYLOR. Thank you. Thank you, Mr. Chairman.

The CHAIRMAN. Would you make your answer to both of those in-
quiries to the entire committee? We would appreciate that.

Mr. DoDARO. Well, that is our normal procedure, Mr. Chairman.
I would be happy to.

The CHAIRMAN. You bet. Thank you.

Ms. Bordallo.

Ms. BORDALLO. Thank you very much, Mr. Chairman.

I was not going to ask a question, but I came here, because I was
very interested in the subject matter.

With the impending military buildup occurring in my area, on
Guam, the movement of 8,300 Marines from Okinawa at the cost
of $14 billion, I can see where many of the high-risk areas, at
least—maybe not many, but a few of them—on your list would cer-
tainly be involved in our buildup.

And I want to bring up the fact that this is probably one of the
largest military relocations of a base in the history of the military.
And our chairman, Mr. Skelton, and several members here on the
Armed Services Committee, just visited the area, both Guam and
Okinawa.

And I would like to repeat what our chairman says. We want to
do this, and we want to do it right.

So, I am curious. Are you aware of this buildup that is occurring?
And things are already going on, contracting and that type of
thing.

Could you give me some——

Mr. DODARO. Yes. We are well aware of it. We have been asked
to do quite a bit of work as it relates to the Guam situation. I will
let Janet talk about what we know, and what we are currently
doing.

Ms. ST. LAURENT. We have three engagements going on right
now, or studies, that are focused on various aspects of the buildup
on Guam. And also, we are doing a lot of work worldwide to look
at global reposturing.

But specifically, we have an engagement looking at the utilities
issues and how the Navy is going to meet those needs, working
with Guam, the government of Guam. And I think you are well
aware of that one.

We are also monitoring and looking at the overall costs associ-
ated with the buildup, how those cost estimates are changing, all
of the military players involved.
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Again, as you mentioned, this is going to be a complex move in-
volving all of the services. There is a joint effort being done by the
services to do the planning in a coordinated fashion, and we are
looking at how that is going.

And then third, we also have another effort underway that is fo-
cused on how the federal agencies are coordinating, again, with the
government of Guam, to look at any further enhancements in infra-
structure that may be needed, and how those issues are going to
be addressed.

Ms. BOrRDALLO. All right. I do want to thank you. I am just con-
cerned, because I have said over and over in this committee during
hearings, that we are going to be monitoring this process as it goes
along. And hopefully, contracting and all of that will be very trans-
parent.

And I do not want to be sitting here later on and hear that there
were all kinds of abuses with this move.

So, I want to thank you again.

And I want to especially thank our chairman here, who has been
very interested in this movement. And as he says, and I say now,
I quote him, let us do it, and let us do it right.

So, thank you.

Thank you, Mr. Chairman.

The CHAIRMAN. Certainly thank the gentlelady.

Is there any member that wishes to ask additional questions
while we have this panel before us?

Are there any additional questions?

Well, we thank each one of you. And Mr. Dodaro, it is just excel-
lent testimony, as usual. We look forward to your answers, specifi-
cally to Mr. Taylor’s questions. And we look forward to working
with you.

We have, as you know, and it has been mentioned earlier, a
panel on acquisition reform. And I am sure we will call upon your
expertise to be of assistance in that.

Without further ado, thank you.

[Whereupon, at 11:32 a.m., the committee was adjourned.]
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Mr. Chairman and Members of the Committee:

1 appreciate the opportunity to be here today to discuss the Department of
Defense's (DOD) high-risk areas and why further action is needed to
enhance and sustain progress in transforming DOD’s business operations.
For almost two decades, we have reported on pervasive and longstanding
weaknesses in DOD’s business operations that affect its efficiency and
effectiveness, leaving it vulnerable to billions of dollars of fraud, waste,
and abuse annually. As a result, DOD continues to dominate our list of
high-risk federal programs and operations, bearing responsibility, in whole
or in part, for half of the 30 areas cited in our January 2009 high-risk series
update report.’ As table 1 indicates, eight of these fifteen areas are specific
to DOD and seven are governmentwide areas that apply to DOD.
Collectively, these high-risk areas relate to DOIY’s major business
operations that are inextricably linked to the department’s ability to
perform its overall mission, directly affect the readiness and capabilities of
U.8. military forces, and can affect the success of a mission.

Table 1: High Risk Areas Involving the Department of Defense

Defense-specific

Governmentwide areas that apply to DOD

DOD Approach to Business Transformation

Strategic Human Capital Management

DOD Weapon Systems Acquisition

Protecting the Federal Govemnment's Information Systems and the Nation’s Criticat
Infrastructures

DOD Contract Management

Managing Federal Real Property

DOD Supply Chain Management

Establishing Effective Mechanisms for Sharing Terrorism-Related Information to
Protect the Homeland

DOD Financial Management

Ensuring the Effective Protection of Technologies Critical to U.S. National Security
Interests

DOD Business Systems Modemization

Management of Interagency Contracting

DOD Support Infrastructure Management

improving and Modermnizing Federal Disability Programs

DOD Personnel Security Clearance Program

Source: GAQ.

DOD is entrusted with more taxpayer dollars than any other federal
agency, representing a large part of the discretionary spending of the U.S.
budget. For example, Congress provided DOD with about $512 billion in
annual appropriations for fiscal year 2009 and recently passed the

*GAQ, High-Risk Series: An Update, GAO-09-271 {Washington, D.C.: January 2009).
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American Recovery and Reinvestment Act’ that contains nearly $12.6
billion for DOD for military construction, environmental restoration, and
other purposes. In addition, since 2001, DOD has received about $808
billion in supplemental emergency funding for the Global Waron
Terrorism, including support for ongoing military operations. Given the
growing longer-range fiscal imbalance facing our nation, DOD will
increasingly have to compete for constrained resources and cannot afford
to continue to conduct “business as usual” and miss opportunities to
achieve greater efficiencies and free up resources for higher priority
needs.

Common to all of DOD’s high-risk areas is the need for sustained, senior
level leadership and a more strategic decision-making approach to ensure
that programs and investments are based on plans with measurable goals,
clear objectives, validated requirements, prioritized resource needs, and
performance measures to gauge progress. Because of the complexity and

de of the challenges facing the department in improving its
business operations, we have long advocated the need for a senior
management official to provide strong and sustained leadership. As a
result of legislation passed in the 110th Congress’, under the leadership of
this committee and many others, DOD now has a Chief Management
Officer (CMO) who is statutorily responsible and accountable for the
department’s overall business transformation efforts.

My testimony today will discuss (1) additional actions needed to achieve
measurable outcomes in selected high-risk areas and (2) DOD's progress
in strengthening its management approach for business transformation,
including establishing the CMO position. In particular, I will focus my
remarks on the defense-specific areas of weapon systems acquisition,

contract management, supply chain financial t,
and the defense-related aspects of the governmentwide areas of strategic
h capital t, protecting technologies critical to U.S.

national security interests, and protecting the federal government's
information systeras and critical infrastructure. As you reguested, I will
also highlight information regarding contract management challenges at
the Department of Energy’s (DOE) National Nuclear Security
Administration (NNSA), which is also a high-risk area. Details on all of the

?American Recovery and Reinvestment Act of 2009, Pub. L. No. 1115 (2009).
? National Defense Authorization Act for Fiscal Year 2008, Pub. L. No. 110-181, §904 (2008).
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high-risk areas involving DOD and DOE, as well as the rest of the federal
government can be found in our January 2009 High-Risk Series update.

In preparing this testimony, we relied on our extensive body of work on
DOD’s and DOE'’s high-risk areas. This work was conducted in'accordance
with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our
audit objectives.

Failure to Match
Requirements with
Technology and Other
Resources Underlie
Poor Weapons
Program Outcomes
and Undermine
Accountability

Since fiscal year 2000, DOD has significantly increased the number of
major defense acquisition programs and its overall investment in them.
During this same time period, acquisition outcomes have not improved.
For example, in last year’s assessment of selected DOD weapon programs,
we found that total acquisition costs for the fiscal year 2007 portfolio of
major defense acquisition programs increased by $295 billion or 26
percent and development costs increased by 40 percent from first
estimates—both of which are higher than the corresponding increases in
DOD’s fiscal year 2000 portfolio.' In most cases, the programs we
assessed failed to deliver capabilities when promised—often forcing
warfighters to spend additional funds on maintaining legacy systems. Our
analysis showed that current programs experienced, on average, a 21-
month delay in delivering initial capabilities to the warfighter, a 5-month
increase over fiscal year 2000 programs as shown in table 2. Continued
cost growth results in less funding being available for other DOD priorities
and programs, while continued failure to deliver weapon systems on time
delays providing critical capabilities to the warfighter. We are currently
updating our analysis and intend to issue our assessment of DOD’s current
portfolio later this month.

GAQ, Defense Acquisitions: Assessments of Selected Weapon Programs, GAO-08-467SP
(Washington, D.C.: Mar. 31, 2008). !
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Table 2: Analysis of DOD Major Defense Acquisition Program Portfolios

Fiscal year 2008 dollars
Fiscal year
2000 portfolio 2005 portfolio 2007 portfolio

Portfolio size
Number of programs 75 91 95
Total planned commitments $790 bitlion $1.5 teillion $1.6 trittion
Commitments outstanding $380 biftion $887 bittion $858 billion
Portfoiio performance
Change to total RDT&E costs from first estimate 27 percent 33 percent 40 percent
Change in total acquisition cost from first estimate 6 percent 18 percent 26 percent
Estimated total acquisition cost growth $42 biltion $202 biflion $285 bittion
Share of programs with 25 percent Or more increase in program 37 percent 44 parcent 44 percent
acquisition unit cost

ge schedule delay in delivering initial capabiliti 16 months 17 months 21 months

Bource: GAO analysis of DOD data.

Note: Data were obtained from DOD's Selected Acquisition Reports (dated December 1999, 2004,
and 2006} or in a few cases,data were obtained directly from program offices. Number of programs

reflects the with Selected isition Reports. in our analysis we have broken a few
Selected Acquisition Report programs (such as Missile Defense Agency systems) into smaller
or Not ali prog: had ive cost and data, and these

programs were excluded from the analysis where appropriate. Also, data do not include fult costs of
developing Missile Defense Agency systems.

Several underlying systemic problems at the strategic leve! and at the
program level continue to contribute to poor weapon system program
outcomes, At the strategic level, DOD does not prioritize weapon system
investments and the department’s processes for matching warfighter
needs with resources are fragmented and broken.® DOD largely continues
to define warfighting needs and make investment decisions on a service-
by-service basis and assess these requirements and their funding
implications under separate decision-making processes, Ultirnately, the
process produces more demand for new programs than available
resources can support, promoting an unhealthy competition for funds that

*pOD has three major processes involved in making weapon system investment decisions,

including the Joint Capabilities I and Devel System for
warfighting reeds; the Planning, Pr ing, B ing and E: system, for
allocating resources; and the Defense Acquisition System for ing product

development and procurement.
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encourages programs to pursue overly ambitious capabilities, develop
unrealistically low cost estimates and optimistic schedules, and suppress
bad news. Similarly, DOD's funding process does little to prevent
programs from going forward with unreliable cost estimates and lengthy
development cycles, which is not a sound basis for allocating resources
and ensuring program stability. Invariably, DOD and Congress end up
continually shifting funds to and from programs—undermining well-
performing programs to pay for poorly performing ones.

At the program level, programs are started without knowing what
resources will truly be needed and are managed with lower levels of
product knowledge at critical junctures than expected under best
practices standards. For example, in our March 2008 assessment, we
found that only 12 percent of the 41 programs we reviewed had matured
all eritical technologies at the start of the development effort.’ None of the
26 programs we reviewed that were at or had passed their production
decisions had obtained adequate levels of knowledge. In the absence of
such knowledge, managers rely heavily on assumptions about systerm
requirements, technology, and design maturity, assumptions that are
consistently too optimistic. These gaps are largely the result of alack of a
disciplined systems engineering’ analysis prior to beginning system
development, as well as DOD's tendency to allow new requirements to be
added well into the acquisition cycle. This exposes programs to significant
and unnecessary technology, design, and production risks, ultimately
damaging cost growth and schedule delays. With high-levels of uncertainty
about technologies, design, and requirements, program cost estimates and
related funding needs are often understated, effectively setting programs
up for failure.

When DOD consistently allows unsound, unexecutable programs to pass
through the requirements, funding, and acquisition processes,
accountability suffers. Program managers cannot be held accountable
when the programs they are handed already have a low probability of
success, Moreover, program managers are not empowered to make go or
no-go decisions, have little control over funding, cannot veto new
requirements, have little authority over staffing, and are frequently

*GAO-08467SP
K ing i} customer needs into specific product requirements for
which requisite technologxcal software, engineering, and production capabilities can be
identified through requirements analysis, design, and testing.
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changed during a program’s development. Consequently, DOD officials are
rarely held accountable for these poor outcomes, and the acquisition
environment does not provide the appropriate incentives for contractors
to stay within cost and schedule targets, making officials strong enablers
of the status quo.

With regard to improving its acquisition of weapon systems, DOD has
made changes consistent with the knowledge-based approach to weapons
development that GAQ has recommended in its work. In December 2008,
DOD revised DOD Instruction 5000.02, which provides procedures for
managing major defense acquisition programs in ways that aim to provide
key department leaders with the knowledge needed to make informed
decisions before a program starts and to maintain discipline once it
begins. For example, the revised instruction includes procedures for the
completion of key systems engineering activities before the start of the
systerns development, a requirement for more prototyping early in

pro. and the establish t of review boards to monitor weapon
system configuration changes. We have previously raised concerns,
however, with DOD’s implementation of guidance on weapon systems
acquisition. At the sarae time, DOD must begin making better choices that
reflect joint capability needs and match requirements with resources.
DOD's investment decisions cannot continue to be driven by the military
services that propose programs that overpromise capabilities and
underestimate costs simply to start and sustain development programs.

Recent congressional actions, inciuding efforts by your committtes reflect
the need for achieving better acquisition outcomes. We cornmend this
Committee for forming a special panel on Defense Acquisition Reform to
address broad issues surrounding the defense acquisition process
including how to evaluate performance and value in the current system,
the root causes of system failures, the administrative and cultural
pressures that lead to negative outcomes, and the reform
recomrendations of previous studies. The Senate Committee on Armed
Services also has proposed legislation with provisions to strengthen DOD’s
acquisition processes including provisions to improve systems
engineering, developmental testing, technology maturity assessments,
independent cost estimates and the role of the combatant commanders,
among other provisions.
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DOD Continues to
Face Longstanding
Challenges Managing
Service Contracts and
Contractors

DOD Has Yet to Fully
Assess Which Functions
and Activities Should Be
Performed by Contractors,
Limiting Its Ability to
Mitigate Risks

DOD relies increasingly on contractors to support its missions and
operations. For example, DOD estimated that more than 230,000
contractor personnel were supporting operations in Iraq and Afghanistan
as of October 2008. Officials have stated that without a significant increase
in its civilian and military workforce, the department is likely to continue
to rely on contractors both in the United States and overseas, Contractors
can provide important benefits, such as flexibility to fulfill immediate
needs. But, using contractors also comes with inherent risks, which must
be mitigated through effective management.

DOD’s reliance on contractors has not been the result of a strategic or
deliberate process but instead resulted from thousands of individual
decisions to use contractors in specific situations. DOD's longstanding
guidance for determining the appropriate military, civilian, and contractor
mix needed to accomplish the department’s mission, focuses on individual
decisions of whether to use contractors to provide specific capabilities
and not the overarching question of what the appropriate role of
contractors should be. We have repeatedly called for DOD to be more
strategic in how it uses contractors.” Without a fundamental understanding
of when, where, and how contractors should or should not be used, DOD's
ability to mitigate the risks associated with using contractors is limited.

Qur work has highlighted risks, which include differing ethical standards,
diminished instifutional capacity, potentially greater costs, and mission
risks. For example:

» Contractor employees often work side-by-side with government
employees, performing such tasks as studying alternative ways to
acquire desired capabilities, developing contract requirements, and

SGAO, Defense Management: DOD Needs to Re ine Iis E: ive Reli on
Contractors and Continue to Improve Management and Oversight, GAO-08-572T
{Washington, D.C.:Mar. 11, 2008).
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advising or assisting on source selection, budget planning, and award-
fee determinations. Contractor employees are generally not subject,
however, to the same laws and regulations that are designed to prevent
conflicts of interests among federal employees.’

+ Reliance on contractors can create mission risks when contractors are
supporting deployed forces. For example, because contractors cannot
be ordered to serve in contingency environments, the possibility that
they will not deploy can create risks that the mission they support may
not be effectively carried out. Further, if commanders are unaware of
their reliance on contractors, they may not realize that substantial
numbers of military personnel may be redirected from their primary
responsibilities to provide force protection or assume functions
anticipated to be performed by contractors, and commanders therefore
may not plan accordingly. The Chairman of the Joint Chiefs of Staff has
directed the Joint Staff to examine the use of DOD service contracts
(contractors) in Iraq and Afghanistan in order to better understand the
range and depth of contractor capabilities necessary to support the
Joint Force.

+ One underlying premise of using contractors is that doing so will be
more cost-effective than using government personnel. This assumption
may not always be the case. In one instance, we found that the Army
Contracting Agency’s Contracting Center of Excellence was paying up
to 27 percent more for contractor-provided contract specialists than it
would have for similarly graded government employees.”

DOD Continues to Face
Challenges in Employing
Sound Business Practices
When Contracting for and
Managing Service
Contracts

Once the decision has been made to use contractors to support DOD’s
missions or operations, it is essential that DOD clearly define its
requirements and employ sound business practices, such as using
appropriate contracting vehicles. Our work, however, has identified
weaknesses in DOD’s management and oversight, increasing the
government’s risk. For example,

+ InJune 2007, we found significant use of time-and-materials contracts.”
These contracts are considered high risk for the government because

°GAQ, Defense Contracting: Adduwmu Personal Conflict of Interest Safequards Needed

SJor Certain DOD C GAD-08-169 (Washington, D.C.: Mar. 7, 2008).
GAQ, Defense Contracting: Army Case Smdy Delineates Concerns with Use of
Cont as Contract Specialists, GAO-08-360 (Washington, D.C.: Mar. 26, 2008).

UGAQ, Defense Contracting : Improved Insight and Controls Needed over DOD's Time-
and-Materials Contracts, GAO07-273 (Washington, D.C.:June 29, 2007).
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they provide no positive profit incentive to the contractor for cost
control or labor efficiency and their use is supposed to be limited to
cases where no other contract type is suitable. We found that DOD
underreported its use of time-and-materials contracts; frequently did
not justify why time-and-materials contracts were the only contract
type suitable for the procur t; made few attempts to convert
follow-on work to less risky contract types; and was inconsistent in the
rigor with which contract monitoring occurred.

« Inthat same month, we reported that DOD needed to improve its
management and oversight of undefinitized contract actions, under
which DOD can authorize contractors to begin work and incur costs
before reaching a final agreement on contract terms and conditions,
including price.” The contractor has little incentive to control costs
during this period, creating a potential for wasted taxpayer dollars. We
found that the government’s federal procurement data system did not
track undefinitized contract actions awarded under task or delivery
order contracts. Moreover, we found that the use of some undefinitized
contract actions could have been avoided with better acquisition
planning, that DOD frequently did not definitize the undefinitized
contract actions within the required time frames thereby increasing the
cost risk to the government, and that contracting officers were not
documenting the basis for the profit or fee negotiated, as required.

In response tb GAQO’s recommendations relative to time-and-materials
contracts and undefinitized contract actions, DOD has taken actions to
limit risk to the government under both circumstances.

Qur previous work has also demonstrated that better collection and
distribution of information on contract management could limit risks. For
example:

«  QOur 2008 review of several Army service contracts found that
contracting offices were not documenting contract administration and
oversight actions taken in accordance with DOD policy and guidance.
As aresult, incoming contract administration personnel did not know
whether the contractors were meeting their contract requirements
effectively and efficiently and therefore were limited in their ability to
make informed decisions related to award fees, which can run into the
millions of dollars, *

BGAO, Defense Ct ing: Use of Undefinitized Contract Actions Understated and
Definitization Time Frames often Not Met, GAO-07-559 (Washington, D.C.: June 19, 2007).

BGAO08-360.
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« Inaddition, several GAO reports and testimonies have noted that
despite years of experience using contractors to support deployed
forces in the Balkans, Southwest Asia, Iraq, and Afghanistan, DOD has
made few efforts to systematically collect and share lessons learned
regarding the oversight and t of contractors supporting
deployed forces. As a result, many of the management and oversight
problems we identified in earlier operations have recurred in current
operations.

Workforce Issues Continue
to Limit DOD’s Ability to
Provide Adequate Contract
Oversight and
Management

Properly managing the acquisition of contractor services requires a
workforce with the right mix of skills and capabilities. Individuals and
organizations involved in the acquisition process include not just the
contracting officers who award contracts, but also those military and
civilian officials who define requirements, receive or benefit from the
services provided, and oversee contractor performance, including the
Defense Contract Audit Agency (DCAA) and the Defense Contract
Management Agency (DCMA).

We and others have raised questions whether DOD has a sufficient number
of trained acquisition and contract oversight personnel to meet its needs.
For example, the increased volume of contracting is far in excess of the
growth in DOD contract personnel. Between fiscal years 2001 and 2008,
DOD obligations on contracts when measured in real terms, have more
than doubled to over $387 billion in total, and to more than $200 billion
just for services. Over the same time period, however, DOD reports its
contracting career field grew by only about 1 percent as shown in figure 1.
In 2008, DOD completed an assessment of its civilian contracting
workforce to provide a foundation for understanding the skills and
capabilities of its current workforce and to determine how to close any
gaps. DOD has not yet completed its assessments of the competencies and
skills in the rest of its acquisition workforce. To facilitate immprovements to
DOD's acquisition workforce, the National Defense Authorization Act for
Fiscal Year 2008 required DOD to establish and dedicate funding to an
Acquisition Workforce Development Fund.* DOD is in the process of
implementing this fund and has focused its efforts in three key areas:

“Pub. L. No. 110-181, § 852 (codified at 10 U.S.C. § 1705). The fund is financed by an
amount equivalent to a portion of the military services’ and defense agencies’ expenditures
for certain types of service contracts.
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(1) recruiting and hiring, (2) training and development, and (3) retention
and recognition. We are currently assessing DOD's ability to determine the
sufficiency of its acquisition workforce and its efforts to improve its
workforce management and oversight and will be issuing a report in the
spring.

Figure 1: Changes in DOD’s C Oblig and C g Y
Fiscal Years 2001 through Fiscal Year 2008
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Source: GAQ analysis, Federal Procurement Data System-Next Generation, DOD.

Having too few contract oversight personnel presents unique difficulties at
deployed locations given the more demanding operational environment
compared to the United States because of an increased operational tempo,
security considerations, and other factors. We and others have found
significant deficiencies in DOD’s oversight of contractors because of an
inadequate number of trained personnel to carry out these duties and the
lack of training for military commanders and oversight personnel. As we
testified in 2008, limited or no pre-deployment fraining on the use o