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ANTI-MONEY LAUNDERING: BLOCKING
TERRORIST FINANCING AND ITS
IMPACT ON LAWFUL CHARITIES

Wednesday, May 26, 2010

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT
AND INVESTIGATIONS,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The subcommittee met, pursuant to notice, at 10:03 a.m., in room
2128, Rayburn House Office Building, Hon. Dennis Moore [chair-
man of the subcommittee] presiding.

Members present: Representatives Moore of Kansas, Lynch,
Klein, Adler, Kilroy, Driehaus; Biggert and Paulsen.

Also present: Representatives Ellison, Al Green of Texas; Castle
and Royce.

Chairman MOORE OF KANSAS. This hearing of the Subcommittee
on Oversight and Investigations of the House Financial Services
Committee will come to order.

Our hearing this morning is entitled, “Anti-Money Laundering:
Blocking Terrorist Financing and Its Impact on Lawful Charities.”
This is our 13th O&I hearing of the 111th Congress.

We will begin this hearing with members’ opening statements,
up to 10 minutes per side, and then we will hear testimony from
our witnesses for each witness panel. Members will have up to 5
minutes to question our witnesses.

The chairman advises our witnesses to please keep your opening
statements to 5 minutes to keep things moving, so we can get to
members’ questions. Also, any unanswered questions can be fol-
lowed up in writing for the record. And I understand Mrs. Biggert
has a request.

Mrs. BIGGERT. Yes, Mr. Chairman. I would like to ask unani-
mous consent that the gentleman from Delaware, Mr. Castle, and
the gentleman from California, Mr. Royce, be—participate in the
subcommittee there on the Financial Services, but not—

Chairman MOORE OF KANSAS. No objections on this side. If there
are no objections on your side, it is so ordered.

Without objection, all Members’ opening statements will be made
a part of the record. And I will recognize myself for up to 3 minutes
on an opening statement.

Today’s hearing is the second in a series of hearings we are hav-
ing focusing on oversight efforts to combat money laundering and
terrorist financing. Last month, our subcommittee held a hearing
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reviewing several FinCEN oversight reports examining how
FinCEN could better interact with law enforcement agencies, as
well as improving the data quality collected from suspicious activ-
ity reports.

While the May 1st Times Square bomb attempt is not the subject
of today’s hearing, and is currently being investigated by Federal
authorities, the incident is a valid reminder that, despite nearly 9
years passing since the tragic September 11, 2001, terrorist at-
tacks, there continue to be those who wish to do us harm.

Our government must use every tool available to shut those ter-
rorist groups down, including cutting off the financing that sup-
ports them. Today, we are examining the Treasury Department’s
efforts to block all financing that goes to terrorist organizations
that seek to do us harm, and how these efforts impact lawful, law-
abiding charities who only want to use contributions for legitimate
and good purposes.

Even if 1 percent of charity funds are going to a terrorist organi-
zation, our government is required by law to shut that source of
funding down, as we should. But there are many good organiza-
tions who want to fully abide by the law, and ensure that 100 per-
cent of their money is used only for good efforts.

So, I look forward to learning what steps Treasury has taken
with respect to those lawful charities, and encouraging charity or-
ganizations to fully abide by the law. I am pleased the Treasury
Department was able to provide Deputy Assistant Secretary Glaser
to testify on these important issues, and I look forward to hearing
the views of our second panel of witnesses, as well.

I now recognize for 5 minutes the ranking member of the sub-
committee, my colleague and friend from Illinois, Ranking Member
Judy Biggert. Mrs. Biggert?

Mrs. BIGGERT. Thank you, Chairman Moore, and thank you for
holding this important hearing. As we have learned, terrorists will
stop at nothing to carry out their plots to kill innocent citizens, and
terrorists have financed their attacks through the formal banking
system. They have also used informal systems, for example. Terror-
ists sometimes use the hawala system, an ancient method of under-
ground banking, in which couriers transfer money through net-
works.

Terrorists also have used charities to finance their schemes,
which is the focus of today’s hearing. Charitable contributions in
the United States are vital to both domestic and international hu-
manitarian aid. They range from organizations that help homeless
children in our local communities to families abroad who seek basic
access to water, shelter, and education, or are victims of tsunamis,
earthquakes, and other natural disasters.

It is important that while our intelligence, military, and law en-
forcement communities work to free terrorist funds and prevent
terrorism, we also allow for the legitimate and important philan-
thropical functions of charities to continue. There must be a bal-
ance.

I commend our government officials, some of whom we will hear
from today, for their work to stop the flow of funds to terrorist or-
ganizations. Please know that, while criticized heavily by some,
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your work has saved, and could, in the future, save many American
lives. Thank you for your service.

At the same time, I ask that you continue to work with the more
than 1.5 million legitimate U.S. charities that are clearly not in-
volved in funding terrorists, but provide important services to peo-
ple in need, both here at home and abroad.

Treasury officials should continuously work to improve commu-
nications with charities, as well as guidelines or best practices, so
that charitable organizations have a clear understanding of the
rules of the road. Front groups masquerading as charities can
never be allowed to compromise national security. National secu-
rity must be everyone’s top priority.

With that, I look forward to hearing from today’s witnesses, and
I yield back.

Chairman MOORE OF KANSAS. Thank you. The chairman next
recognizes for 3 minutes Mr. Lynch of Massachusetts.

Mr. LynNcH. Thank you, Mr. Chairman. Good morning. Mr.
Chairman, I want to thank you and Ranking Member Biggert for
holding this hearing today. I would like to welcome our first panel
witness, Mr. Glaser, and thank him and the other panelists for
helping the committee with its work.

This hearing is particularly timely, in light of the recent Times
Square bombing plot. As law enforcement investigates the financ-
ing behind this act of terrorism, which involves my own district
and the State of Massachusetts, the issue of terrorist financing has
again raised to the surface.

In the recent past, the law enforcement community has applied
increasing pressure on investment networks and various types of
funding vehicles. The result of this escalated enforcement has
forced financing to enter informal channels, be it a hawala or a
hundi, as may have been the case in the Times Square bombing,
or others like informal charitable networks.

Charities have raised concerns, legitimate concerns, that actions
have been taken against associations for engaging groups that were
not explicitly designated by the Treasury as terrorist organizations.
Treasury has worked to engage charitable organizations with good
intentions. We must not allow punitive measures to force chari-
table activity underground.

There is a delicate balance and a reasonable zone of operations
in allowing charitable donations to continue, and to prevent the fi-
nancing of groups or individuals who plan to attack the United
States, or our colleagues and allies overseas. I appreciate the dif-
ficulty in finding this delicate balance.

I want to comment the Treasury, especially FinCEN and OFAC.
I have worked with them in a number of countries in the Middle
East, and they do tremendous work, often unappreciated, but cer-
tainly highly valued in my eyes.

I look forward to hearing the testimony of our potential policy so-
lutions, and to help address this important issue. I thank you, Mr.
Chairman, and I yield back.

Chairman MOORE OF KANSAS. Thank you to the gentleman from
Massachusetts. The chairman next recognizes the gentleman from
California, Mr. Royce, for 3 minutes.
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Mr. ROYCE. Let me, Mr. Chairman, start with the observation
that the starting premise of this is all wrong. The title of this hear-
ing is, “Blocking Terrorist Financing and Its Impact on Lawful
Charities.” I wish we were more concerned about blocking terrorist
financing and its impact on terrorist organizations.

We have sanctioned less than a dozen charities in the many
years since 9/11. Mr. Chairman, the fact of the matter is that there
are many, many individuals who have a cold, calculating, and bru-
tal resolve to kill as many Americans as possible by whatever
means possible. And charities have been a proven resource for
these individuals.

Technocrats at the Multilateral Financial Action Task Force
agree. As one witness will point out, this is not some reflexive
equation of Islamic charities with terrorism. Dr. Levitt goes on to
note that this critique flies in the face of extensive available evi-
dence, and simply falls flat.

We have to balance freedom to give with the freedom to live and
breathe. In this country, the Holy Land Foundation was found
guilty of 108 counts, including support of terrorism, money laun-
dering, and tax fraud. Millions went to Hamas. That some lawful
charities face extra burdens is an unfortunate but needed response.
No apology is needed.

In March, Youssef Nada, the self-described foreign minister of
the Muslim Brotherhood, was quietly removed from the UN Secu-
rity Council’s terrorist financier list. Of course, this individual has
been involved with al-Qaeda. He’s been involved with Hamas. And
the Brotherhood seeks the worldwide creation of an Islamic caliph-
ate. All of these listings and delisting decisions have to be unani-
mous, meaning the Obama Administration okayed this. This is of
concern to me, and it should be of concern to many Americans.

I yield back the balance of my time, Mr. Chairman.

Chairman MOORE OF KANSAS. Thank you. Mr. Castle from Dela-
ware is recognized next for 2 minutes.

Mr. CasTLE. Thank you, Mr. Chairman. And thank you, Mrs.
Biggert, and thank you for allowing me to sit in on this. I am
pleased to be here for this hearing, whether it’s under its original
name, or the new name that Mr. Royce has given it. I think it’s
an important subject matter.

I believe strongly we must continue to examine current efforts to
combat terrorist financing. And I recently joined Representative
Lynch, who is here, in requesting a hearing to determine whether
our efforts here in the United States are keeping pace with evolv-
ing trends terrorists are using to fund their activities.

This issue needs greater scrutiny, particularly in light of reports
that the attempted Times Square bomber used an informal bank-
ing system—used hawala networks to fund his operations. Today’s
hearing will focus on the impact on charitable organizations of
blocking funds to terrorist organizations overseas.

Regardless of whether money is being funneled to other countries
or coming into the United States, we must have the proper systems
in place to detect and prevent money from reaching the hands of
terrorists. Without the compliance of organizations in the business
of collecting and transferring money, our efforts to keep extremists
from doing harm to innocent civilians would surely be futile.
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I look forward to hearing from today’s witnesses, and whatever
fruit we can garner from that to prevent these problems in the fu-
ture. I yield back, Mr. Chairman.

Chairman MOORE OF KANSAS. Thank you. I am pleased to intro-
duce our first witness this morning, Mr. Daniel Glaser, who cur-
rently serves as the Deputy Assistant Secretary for Terrorist Fi-
nancing and Financial Crimes at the Treasury Department.

Without objection, sir, your written statement will be made a
part of the record. Mr. Glaser, you are now recognized for 5 min-
utes.

STATEMENT OF DANIEL L. GLASER, DEPUTY ASSISTANT SEC-
RETARY FOR TERRORIST FINANCING AND FINANCIAL
CRIMES, U.S. DEPARTMENT OF THE TREASURY

Mr. GLASER. Thank you, Chairman Moore, Ranking Member
Biggert, and distinguished members of the committee. I thank you
for the opportunity to appear before you today to discuss the Treas-
ury Department’s efforts to protect charities from abuse by terror-
ists, and our outreach efforts to the charitable in Muslim-American
communities.

Treasury recognizes and values the importance of charitable giv-
ing. Charitable giving and volunteerism have a long tradition in
the United States, and our country is a leader in the world year
after year in charitable donations. Our generosity unites Americans
of all backgrounds and religious traditions.

However, the sad truth is that terrorist organizations such as al-
Qaeda, Hamas, and Hezbollah have established and used charities,
and have exploited well-intentioned donors. Terrorist groups such
as these use charities not just to raise funds, but as an integral
component of their organizations and networks.

The Treasury Department has been given the responsibility by
Congress and the President to protect American lives and security
by using all lawful means to disrupt and dismantle terrorist sup-
port networks wherever we find them. Our primary tool in meeting
this responsibility is through the application of targeted financial
sanctions under the International Emergency Economic Powers
Act, or IEEPA.

More than 30 years old, IEEPA forms the legal framework of
most of our targeted financial sanctions programs. As I explained
in great detail in my written testimony, we have developed a well-
established process for implementing IEEPA designations that con-
tains procedural safeguards, including licensing provisions and
delisting procedures.

All final agency actions taken under IEEPA are subject to judi-
cial review. And over the years, the courts have a strong record of
upholding the statute’s constitutionality and our application of it.
The collective efforts of the law enforcement community over the
past decade have been successful in making it more difficult for
terrorist organizations to raise funds in the United States.

Treasury has contributed to this effort, including by applying tar-
geted financial sanctions to a total of eight U.S. charities. These
charities were not unwitting victims. We believe that our actions
contributed to disrupting the terrorist networks that those charities
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supported, and protected well-intentioned donors who had no desire
to support terrorist groups.

That said, we understand that the ongoing terrorist threat and
U.S. enforcement actions, including Treasury designations, have
had an unfortunate and unintended chilling effect on the charitable
giving of Muslim-American communities, particularly as it relates
to the legitimate desire to provide support to needy communities in
risky areas.

We take this problem seriously, and we regard it as our responsi-
bility to work with the charitable and Muslim-American commu-
nities to mitigate the chilling effect, and help create what we call
a safe giving space for well-intentioned donors. These efforts have
included attempts to provide the charitable sector with relevant in-
formation and guidance, and also to create alternative mechanisms
for charitable giving to populations in need in high-risk areas.

It is important to remember, however, that Treasury does not
have, nor do we seek, anti-money laundering or counterterrorist fi-
nancing supervisory authority over the charitable sector. For that
reason, it is vital that we form a strong partnership with the chari-
table sector to address this issue of mutual concern. We are con-
fident that such a partnership, based on mutual respect and an un-
derstanding of the various perspectives and complexities relating to
this issue, can succeed in demonstrating that the choice between
charity and counterterrorism efforts is a false one.

Thank you for the opportunity to speak with you today. I would
be happy to answer any questions that you have.

[The prepared statement of Mr. Glaser can be found on page 51
of the appendix.]

Chairman MOORE OF KANSAS. Thank you, Mr. Glaser, for your
testimony. I recognize myself for 5 minutes for questions.

Mr. Glaser, so everyone is clear, in a situation where a charity
organization uses 99 percent of its money for legitimate, lawful,
charitable purposes, and even just 1 percent is going to al-Qaeda
or some other terrorist organization, the Treasury Department still
makes every effort to shut that financing down. Is that correct, sir?

Mr. GLASER. Absolutely, Mr. Chairman. The question is not what
percentage of funds are going to a terrorist organization. The ques-
tion is whether the charity or whatever the designated entity might
be is owned or controlled by or acting for or on behalf of a terrorist
organization. And that’s the test we would put to it, not what per-
centage of the funds are traveling to the organization.

Chairman MOORE OF KANSAS. Would you elaborate on—I guess
you already have. I was going to—the second question, I think you
have already answered that.

Mr. Glaser, how has Treasury’s voluntary best practices for U.S.-
based charities—a document that is on your Web site—been re-
ceived by the charity organizations you communicate with—are
they useful to these lawful charities?

Are there other proactive steps Treasury can take to ensure law-
abiding charities have every opportunity to fully understand how
best to follow the law?

Talk about that, if you would, please, sir.

Mr. GLASER. Thank you, Mr. Chairman, for that question. I think
that our voluntary best practices, or voluntary guidelines, have
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been a work in progress. We released them many years ago. And
since that time, we have had an ongoing dialogue with the chari-
table community on making sure they are as useful as possible to
that community. We have updated them twice since they were ini-
tially released. And, in fact, we are working now to update them
again and to continually improve them.

As I said in my oral remarks, we don’t have supervisory author-
ity over the charitable community. So it’s important that we find
other ways to communicate with them and to work with them, and
we try very hard in that regard. And we think that the guidelines
are a good way of doing that.

We do understand that there are some people in the charitable
community who have problems with some aspects of them, and
that’s something that we want to talk to them about, and that’s
something that we want to continue to engage with them on, and
continue to improve, because they are going to be most useful if
and when they are perceived as a joint effort from Treasury and
from the charitable community.

That’s not the only tool that we have. It’s not the only mecha-
nism that we have to try to achieve the sorts of goals that you're
talking about, Mr. Chairman. We also try to provide information in
other ways, in terms of typologies, in terms of information, in
terms of dialogue.

There is another important whole set of initiatives that we are
trying to establish regarding alternative relief so that as certain
channels close down for all the right reasons, we can work with the
charitable community to make sure that there are legitimate chan-
nels that remain open. And I think that’s an idea that frankly, not
enough time has been spent on, and something that we really want
to kick up to the next level.

Chairman MOORE OF KANSAS. Thank you, sir. And last question,
when it comes to shutting down terrorist financing, I imagine there
is a lot of—I would hope there is a lot of coordination between
oth}e;r government agencies that the Treasury Department deals
with.

Mr. Glaser, would you describe briefly, sir, how Treasury inter-
acts with other agencies when it comes to blocking terrorist financ-
ing? Are there barriers that should be removed, or any improve-
ments that could be made, with respect to interagency communica-
tions, from Treasury’s perspective?

Mr. GLASER. Thank you, Mr. Chairman. I think it’s a good ques-
tion, because we sometimes speak—and even in my testimony I
probably used the term “Treasury designations.” But these really
are U.S. Government actions in the larger sense of the term.

There is a—particularly as it relates to foreign designations, but
even with respect to U.S. designations, as well, there is a vibrant
interagency process, where, as a target is examined, we ask our-
selves collectively, “What is the right tool to use? What is the right
action to take?” And there is a joint decision taken from all inter-
ested relevant U.S. agencies.

Once a decision is made to proceed along the lines of targeted fi-
nancial sanctions, there is a well-established process that includes,
in particular, the Treasury Department, the Justice Department,
and the State Department. The collection—the assembly of the ad-
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ministrative record is reviewed by lawyers from all three of those
Departments. And then, obviously, there is a lot of talk about tim-
ing, and making sure that everything is coordinated as well as pos-
sible.

So, I do think we have very good coordination and interagency—
well, very good interagency coordination as regards this process.

Chairman MOORE OF KANsAS. Thank you, sir. Next, the chair-
man will recognize for up to 5 minutes for questions the ranking
member, Mrs. Biggert.

Mrs. BIGGERT. Thank you, Mr. Chairman. Mr. Glaser, does the
Treasury believe that terrorist financing is a big problem within
the charitable sector?

Mr. GLASER. That’s a good question. I think that we have—with-
in the United States, I think we have done a really good job, frank-
ly, of substantially reducing the ability of charities within the
United States to support terrorist organizations. I don’t think we
want to rest on our laurels, but I think when you look at the situa-
tion today compared to the situation before 9/11, I think it has be-
come much harder for terrorist organizations to raise funds in the
United States.

With respect to the world as a whole, I do think charities are an
integral part of terrorist organizations, particularly when you look
at charities—a lot of charities in the Gulf, even some charities in
Europe. I think it is a problem that we continue to face and con-
tinue to work with our partners on. But if you're—

Mrs. BIGGERT. Yes. Then what level of coordination takes place
between the United States and other nations on the issue? Do the
bulk of other nations have adequate infrastructure in place to help
combat the illegal moneyflows through charitable channels?

Mr. GLASER. There is quite a bit of international coordination
that happens on a variety of levels. Mr. Royce made reference to
the Financial Action Task Force, and that is the premier standard-
setting body in the world for anti-money laundering and counter-
terrorist financing standards, and we have done a lot of work in
the FATF, both on typologies and on establishing international
standards. I am the head of the U.S. delegation—

Mrs. BIGGERT. Okay.

Mr. GLASER. —to the FATF, so I have been personally involved
in that.

In addition—and I think this is really important and often over-
looked—there is a considerable amount of work that has been done
in the Middle East/North Africa region. There is an organization
called MENAFATF, the Middle East North Africa Financial Action
Task Force. I was just at a meeting of the MENAFATF in Tunisia
3 or 4 weeks ago, and MENAFATF has issued its own best prac-
tices and guidelines with respect to charities.

So, there is quite a bit of work that’s done on that level. There
is also, obviously, a lot of work that’s done bilaterally. I am a part
of a lot of it. I have traveled throughout the Middle East, through-
out Europe. We work with the EU on this. We work directly with
partners such as the Brits and the Saudis.

There is—it’s not a particularly controversial proposition to say
that these charities are involved in this type of activity, so it’s real-
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ly just about working with our partners to find solutions, and it’s
something we spend a lot of time on.

Mrs. BIGGERT. Great. Then some in the nonprofit community say
that there has been a negative effect on charitable giving. Do you
agree? And what has Treasury done, if there has been any chilling
effect?

Mr. GLASER. I have no doubt that there has—I don’t have num-
bers, but I have no doubt that there has been a chilling effect. And,
as I said in my testimony, it’s something that troubles us, and it’s
something that we feel we have a responsibility to work with the
charitable community to mitigate.

And we are trying to do everything we can in that regard. We
try to do it through guidance, we try to do it through best practices.
We try to do it through providing as much information as we can.
Frankly, we try to do it through shutting down charities that we
think are involved with terrorist organizations, to take those off of
the table.

We also—again, we have in the past worked with the charitable
community on establishing alternative relief systems, alternative
relief mechanisms. There was something back in the summer of
2008 that we started called, “The American Charities for Pal-
estine.” That was sort of a pilot project.

We would like to build on that concept so that we could work
with the charitable community to make sure that Americans, Mus-
lim-Americans and any American who wants to give to places like
the Palestinian territories or earthquake relief in Pakistan or any-
where, has the opportunity to do so. We regard that as a responsi-
bility of ours, and we work very hard to try to achieve that.

Mrs. BIGGERT. Do you see that the charities are still being
abused by terrorists and other illicit actors? Has it slowed down,
or—
Mr. GLASER. Again, globally, I don’t think it has slowed down. I
think that there are charities throughout the world that continue
to operate as integral parts of terrorist organizations.

Domestically, as has been pointed out, we have designated 8
charities since 9/11. We have not designated a Muslim charity in
almost 3 years. So I think that we have had success, and I think
it has become a lot harder to raise funds within the United States
for terrorist organizations.

Mrs. BIGGERT. Thank you. I yield back.

Chairman MOORE OF KANSAS. Thanks to the gentlelady. And
next, the chairman recognizes for 5 minutes Mr. Lynch for ques-
tions.

Mr. LYNCH. Thank you, Mr. Chairman. Mr. Glaser, one of the
other hats that I wear, along with Mr. Royce of California, I co-
chair the Task Force on Terrorist Financing and Non-Proliferation.

The initial goal of our group, working with Treasury, was really
to look at the formal, established finance system, and to try to en-
courage countries—and we spent a lot of time in Jordan, Morocco,
Tunisia, Afghanistan, and India—to adopt anti-money laundering
statutes that would hopefully drive terrorist financing out of the le-
gitimate financing system. And I think that you have had some
good success. FATF has had some great success, I think, consid-
ering where we started before 9/11.
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Now, I think what has happened is we have seen, since the offi-
cial banking system has been closed off in larger respects, now we
have seen this migration to these informal value transfer systems.
I'm talking about the hawalas and the hundis that—in some coun-
tries they’re registered, in some countries they’re not. It’s sort of a
mish-mash.

What complicates things is there is a religious dimension to the
use of hawalas in fulfilling Zakat by good Muslims. So, I guess my
question is, how do we take that next step?

Now that we have the formal banking system going in the right
direction with know-your-customer protocols, and you have a pretty
solid matrix, a risk matrix for these charities, how do we—I guess
how do we drive whatever is left of that terrorist financing in those
informal transfer systems and these other charities, how do we
drive the money out of that system?

It seems to be more insidious, more pernicious, tougher to get at.
But, that’s really what we would have to do.

Mr. GLASER. Thank you, Mr. Lynch, and thank you for your and
Mr. Royce’s leadership on this issue. We are very well aware of all
the work that you have done in this area, and we do appreciate it.

When you think about how terrorists—terrorist organizations
could move money, could transfer money around the world, when
you think about how anyone could move or transfer money around
the world, there are really only four ways that it could be done,
when you think about it: it could be done through a formal finan-
cial institution; it could be done through an informal financial in-
stitution; it could be done through trade; or it could be done
through the physical movement of cash. Those are the only four
ways to transfer value that I could even imagine.

Now, there are enormous amounts of variety within each of
those. But we need to focus on each of those four to make sure that
we have the systems in place to detect and deter money laundering
and terrorist financing through the formal sector, the informal sec-
tor, through cash couriers, and through trade. And we try to focus
on all of them.

With respect to your specific question on the informal sector, we
have tried to take a sort of a three-category approach to it. The
first is to regulate with what we call a light touch. There are ap-
proximately 40,000 registered money service businesses in the
United States. Not all of them would meet the definition of hawala.
Hawala is is an Arab word for a particular style of money transfer.
And you said “hundi.” There are other words for it in other parts
of the world. But what we try to do is register them, educate them,
and bring them up to the surface.

A lot of these service providers—most of these service pro-
viders—are performing perfectly legitimate, legal transactions. But
what we want to do is reach them so that we can communicate
with them, explain to them what the laws are, and try to get them
to be more a part of the system.

Frankly, the broader solution to the issue is more of a systemic,
almost generational solution of making sure that there is afford-
able financial services provided to all communities throughout the
world. Because the reason why these types of services actually
exist is because they are more convenient for, say, a Pakistani im-
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migrant who wants to send money to his family in a village in
Pakistan. It’s oftentimes going to be easier to do that through some
sort of form of alternate remittance.

Mr. LyNcH. Right.

Mr. GLASER. So we try to do all that. We have tried to set inter-
national standards. But I completely recognize that this is an issue
that we have not, by any stretch of the imagination, solved. And
it is something that we really do look forward to working with you
and other Members of Congress on devising solutions for.

Mr. LYyNCH. Thank you. I yield back.

Chairman MOORE OF KANSAS. Thank you, sir. The chairman will
next recognize the gentleman from Minnesota, Mr. Paulsen, for 5
minutes.

Mr. PAULSEN. Thank you, Mr. Chairman. And, Mr. Glaser, know-
ing that we have to have an effective regime to monitor terrorist
financing, and knowing that funding for the attacks for September
11th came through so-called nonprofit or so-called charitable orga-
nizations, that that’s the case, and you talked about the four dif-
ferent access points to move resources for funding terrorism, how
much more do we really know about terrorist financing today than
we did 10 years ago, before these laws took effect?

And I just want to set the table for you, just to sort of explain.
Have the current laws in place now really helped us gain the
knowledge necessary to combat some of the challenges that we
have been facing?

Mr. GLASER. Thank you for the question, Mr. Paulsen. I think we
do know quite a bit more about the way terrorist organizations fi-
nance themselves. I think we know a lot more about the subject of
terrorism and counterterrorism broadly than we did before 9/11.
There has certainly been a lot more attention and resources de-
voted to it, and I think we have learned a lot of lessons.

Charities are by no means the only way that terrorist organiza-
tions raise funds. They raise them through individual donors, they
raise them through state sponsors. They raise them through legiti-
mate business, they raise them through crime. They raise them
through taxing populations. There are all sorts of ways that ter-
rﬁrist organizations raise funds. And we need to focus on all of
them.

But I do think we understand these issues better, and I think we
have had success. I think that terrorist organizations such as
Hamas and al-Qaeda are in far worse financial shape today than
they have ever been in the past. And I think that’s due to the ef-
forts not just of the United States Government, but of the entire
international community that has been working very hard on this.

Mr. PAULSEN. And would you go so far as to say that the infor-
mation that has been provided by these laws now has given us
enough information to help prevent another attack, to certainly
prevent the resources from going forward to prevent another attack
from occurring, or at least made it much more difficult?

Mr. GLASER. I think they have made it more difficult. I wish I
could say that I promise you that these laws could prevent another
attack. Unfortunately, that’s not a promise anybody could make.

But I—in particular, we do our part at the Treasury Department,
but in particular, people like the FBI and other parts of the law
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enforcement and national security community work every day to do
everything they can to prevent a next attack.

Mr. PAULSEN. I appreciate that. And, Mr. Glaser, there is testi-
mony this committee will hear from in the next panel that’s coming
up that suggests that the Treasury Department is not set up to ef-
fectively monitor the charitable sector. And I just wanted to see if
you agreed with that.

Between FinCEN and the OFAC, the OIA, and the other numer-
ous intelligence agencies that you just mentioned, too, I just want
to—do you think you lack the resources to effectively combat ter-
rorist financing right now? And how do you feel about that?

Mr. GLASER. Thank you, Mr. Paulsen. We are not set up to mon-
itor the charitable community. That’s not our responsibility. That’s
not what we do. That’s not what we seek to do.

We are set up—and in 2004, Congress, working with the Admin-
istration, created the component of the Treasury Department that
I am a part of, the Office of Terrorism and Financial Intelligence,
and I think it was a revolutionary decision—we are the only fi-
nance ministry in the world that has an office like TFI, and that
has allowed us to be a real leader throughout the world in address-
ing issues like this.

So, I do think we are well set up to address issues related to ter-
rorist financing as best as we can, and we work very hard on that.
I appreciate the support that we have gotten, and I think we are
appropriately set up. But I do agree that we are not set up to mon-
itor charities, nor do we seek to monitor charities.

Mr. PAULSEN. Thank you, Mr. Chairman. I yield back.

Chairman MOORE OF KANsAS. Thank you, sir. The chairman will
next recognize the gentleman from New Jersey, Mr. Adler, for 5
minutes.

Mr. ADLER. Thank you, Mr. Chairman. I want to follow up on
Mr. Paulsen’s question about resources, maybe shift it a little bit
to whether there are legislative needs that you would seek from us
to empower you to do a better job with your limited role. I under-
stand your point that it’s a limited role. Are there things you need
from us to give you more power or more direction to achieve our
national security interests, as it has been laid out in the discussion
this morning?

Mr. GLASER. Thank you for the question, Mr. Adler. No, I think
what we need from Congress is what we’re getting from Congress,
which is a close attention to this problem. Hearings like this, I
think, are important and helpful in bringing out these issues and
stimulating public discussion and stimulating debate. I think it is
all very important and healthy.

And I think Congress is playing an absolutely vital role in its
oversight function. But I don’t—there are no particular pieces of
legislation that I would have to offer to enable us to do our role
better. I think we have what we need right now.

Mr. ADLER. Is that a consensus opinion of the Department, or is
it—I want to make sure it’s beyond just your opinion, as much as
I respect your opinion, that we—I want to have the comfort that
we are doing what we should do to empower you to do what you
need to do to keep our country safe.

Mr. GLASER. Yes, I am speaking for the Department.
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Mr. ADLER. Thank you. I yield back.

Chairman MOORE OF KANSAS. The chairman thanks the gen-
tleman. And next, the chairman will recognize Mr. Royce of Cali-
fornia for 5 minutes.

Mr. RoyceE. Mr. Glaser, Doug Farah is the former Washington
Post bureau chief who has dug pretty deep on these issues. And,
as a matter of fact, not just on terror finance, on the issue of con-
flict diamonds he helped bring President Charles Taylor of Liberia
to the bar of justice for war crimes.

But he wrote recently, “So far, the Muslim Brotherhood is win-
ning every battle, and rapidly recapturing the ground lost in the
dark days after 9/11 when their role in radicalization and financing
of radical Islam was recognized and confronted, at least briefly.”

I want to go back to my opening remarks, where I brought up
the case of Youssef Nada, foreign minister of the Muslim Brother-
hood, as he calls himself, who says that—as we know, he was re-
moved rather quietly from the UN Security Council’s terrorist fin-
ancier list. He was involved with al-Qaeda. He was involved with
Hamas. And to be removed from that list, it has to be unanimous.
So, that would mean that the Obama Administration okayed this.
And I wanted to ask you why, or if you knew why.

Mr. GLASER. Thank you, Mr. Royce. To the first part of your
question, and then to the second part of your question. I do agree
with you, radicalization is a really important issue. I think it’s,
frankly, one of the next big issues that we, as a government—we
are focusing on it, but I think it’'s something that we really, as we
make progress in other areas, I think it’s an issue for us to pay
even closer attention to.

When we talk about the role that charities and other groups play
in terrorism, one of the reasons why I made some of the points that
I make—and I try to make them all the time—is we’re not just
talking about fundraising when we talk about these terrorist net-
works. We are talking about radicalization. We are talking about
providing logistical support. We are talking about being an integral
component of a radical extremist violent network. And those are
the networks that we are seeking to disrupt.

With respect to Mr. Nada, you are correct. He was delisted at the
UN, and then we subsequently delisted him in the United States.
Mr. Royce, I don’t have any further information for you on that,
butdwe would be happy to get back to you with information on Mr.
Nada.

Mr. RoycCE. I will just repeat what I said in my opening state-
ment on that same front. The Brotherhood, according to their char-
ter, seeks the worldwide creation of an Islamic caliphate. And to
delist somebody who was involved with al-Qaeda and Hamas gives
me some concern.

I also want to point out that back in 2006, the Treasury Depart-
ment designated the Philippine and Indonesian offices of the Inter-
national Islamic Relief Organization, a Saudi-based charity, as ter-
rorist-designated entities. And I think that was a welcome move,
given its facilitating of funds for al-Qaeda. One individual involved
in that operation was dubbed “The Million Dollar Man” by fellow
jihadists, who depended upon him for the transfer of those sums
of money.
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But there are now reports that the International Islamic Relief
Organization has reopened a U.S. chapter, this time in Florida.
And its articles of incorporation says that it’s intended to be the
U.S. chapter of the International Islamic Relief Organization. Are
you concerned about this development?

Mr. GLASER. There are a number of charities in the Gulf that we
have worked very closely with governments in the Gulf on, some
of which we have actually designated, like the Revival of Islamic—
RIHS, Revival of Islamic Heritage Society.

With respect to IRO, we have designated certain branches of the
IRO, and we have also worked very, very closely with the Saudi
Government on issues relating to terrorist financing, Mr. Royce. I
have testified before Congress previously on our efforts—

Mr. RoYCE. Whoa, whoa. You might be working closely with the
Saudis. But last year the State Department, in its report on money
laundering, concluded that Saudi Arabia continues to be a signifi-
cant jurisdictional source for terrorist financing worldwide, and
notes that the Saudi Government could do more to target Saudi-
based support for extremism outside of Saudi’s borders. And that’s
what we'’re talking about.

Mr. GLASER. Yes, I agree with that. They are still a source, their
country is still a source of terrorist financing. And, like all of us,
they could do more. I think they have done a lot more.

And I think that since we at the Treasury Department have been
very open about identifying our concerns about Saudi Arabia, I
think it’s also incumbent upon us to say when we think they are
doing a good job, and I think that they have greatly improved their
efforts in this area.

Sure, there is a lot more they could do. And when I was in Tuni-
sia, Mr. Royce, just a few weeks ago, the MENAFATF was dis-
cussing Saudi Arabia’s evaluation report, which is a several-hun-
dred page in-depth analysis of Saudi Arabia’s legal structure and
efforts in this area. I think it points out the good things and I think
it points out the areas in which they still need to improve.

Mr. ROYCE. A lot of concerns. Thank you, sir.

Chairman MOORE OF KANSAS. The gentleman’s time has expired.
The chairman will next recognize the gentleman from Delaware,
Mr. Castle, for 5 minutes.

Mr. CAsTLE. Thank you, Mr. Chairman. Mr. Glaser, are you fa-
miliar with the terrorist financing report which was authorized in
section 6303 of the Intelligence Reform and Prevention Act back in
2004?

Mr. GLASER. Yes.

Mr. CASTLE. We have never received that report. I have written
letters to the President, and we mentioned it again—I and others
have mentioned it in various intelligence activities on the Floor,
etc.

Can you—what has happened to that report? That was due in
2005. Is it going to be forthcoming? Is there some reason why we
are not seeing this?

Mr. GLASER. Thank you, Mr. Castle. We are aware of the re-
quirement issue of this report, and our plan is to issue a terrorist
financing report to meet the statutory requirement. There has been
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a lot of internal discussion about what form this report should
take. There are different aspects of it that we have struggled with.

But it is something that we know there is—we understand there
is an expectation that we are going to do this, and we do plan to
meet that expectation.

Mr. CASTLE. Needless to say, the date has long since passed that
it was due. I would hope that these discussions could come up with
a resolution, we could get that report, which may answer some of
the questions which we are posing here today.

In my—another question I have is—and you mentioned it a little
bit with Saudi Arabia—but in—and you also indicated that we may
be the only country which has an office dedicated to this particular
problem. I assume you're talking about terrorism financing when
you say that. But what is our relationship with the bulk of other
countries? Do they have any kind of an infrastructure or anything
else in place that you can actually work with, with respect to fi-
nancing issues that we are discussing here today?

I realize that’s a pretty broad question, but can you give us a
quick synopsis of what you see in these other countries?

Mr. GLASER. Thank you for the question. I am happy to.

To clarify what I said earlier, we are the only country with an
office within a finance ministry like the one we have at the U.S.
Treasury Department, in terms of being able to focus not just on
terrorist financing, but on all financial components of national se-
curity issues—in particular, terrorist financing. And it has, I think,
allowed us to approach issues in a more sophisticated, more aggres-
sive way than any other finance ministry in the world, and we are
very proud of that.

But there certainly are offices throughout the world—govern-
ments throughout the world—dealing with this issue in different
ways, and there are offices and governments that focus on terrorist
financing.

As far as our—the way we work with and cooperate with those
governments, again, it happens on all—on a variety of levels. On
the broadest level, on the multilateral level, there are a number of
international bodies, I think most particularly the Financial Action
Task Force, which I have mentioned a couple of times, which is the
international standard-setting body for money laundering and ter-
rorist financing. It is headquartered at the OACD in Paris, and it
haslé’>4 members, to include most of the largest countries in the
world.

That network, then, is extended through what are called FATF-
style regional bodies, which are regional FATFs that exist in every
region. There is one in the Middle East, there is one in Central
Asia, there is one for Asia, for South America, the Caribbean, east-
ern and southern Africa, west Africa, and central Africa. So, there
are these FATF-style regional bodies, and those are intended to
provide regional solutions to regional issues relating to this. Obvi-
ously, there is then work done at the UN. There is work done at
so many different bodies on this area.

And equally as importantly is our bilateral outreach. I spend an
awful lot of my time traveling throughout the world, not just on
this issue, but on issues—on all national security issues the Treas-
ury is related to, be it North Korea, be it Iran, be it counterter-
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rorism, be it other issues, trying to coordinate actions, passing in-
formation to governments, trying to persuade them to take action,
working with them throughout the world, doing this.

Last month, I was in the Palestinian territories working with the
government of the Palestinian Authority on precisely these types of
issues, and they are very, very good partners of ours.

So, there is not one forum and there is not one way of doing this.
It is a full-time job to coordinate internationally and to work on all
these subjects. But I think we have made good progress.

Mr. CASTLE. Thank you, Mr. Glaser. My time is up.

Chairman MOORE OF KANSAS. Thank you. I ask unanimous con-
sent that Mr. Ellison from Minnesota, a member of the full com-
mittee, be allowed to participate and ask questions. Without objec-
tion, it is so ordered. Mr. Ellison, do you have any questions, sir?

Mr. ELLISON. Yes, Mr. Chairman, thank you.

Chairman MOORE OF KANSAS. Yes, sir. You are recognized.

Mr. ELLISON. Mr. Chairman, thank you for holding this hearing,
and thank you for inviting me to attend. I am hopeful that we can
improve the rules on charitable giving so that all Americans, in-
cluding Muslims, can give to charity without inadvertently running
afoul of the law.

Currently, the net of suspicion is simply cast too broadly. While
it is crucial that we disrupt and destroy terrorist financing net-
works, President Obama himself acknowledged, “Rules on chari-
table giving have made it harder for Muslims to fulfill their reli-
gious obligation.” That’s why I am committed to working with
Members of Congress and members in the community to ensure
that everyone can fulfill their religious obligations, including Mus-
lims, who have a duty to fulfill Zakat, which is charity.

Rules must also change so that charities can make contributions
to fight poverty around the world, including in Muslim majority
countries. Humanitarian aid in the Middle East, Africa, South Asia
and elsewhere is crucial, so that it can—it’s also an effective tool
to combat terrorism.

My question is, will the Treasury Department consider imple-
menting new rules and procedures to assist Muslim-Americans to
contribute to charities?

Mr. GLASER. Thank you. Thank you, Mr. Ellison, and I certainly
do agree with you that our efforts to fight terrorism over these past
10 years have made it more difficult for people to give, particularly
to high-risk areas. And they should have the opportunity to do so.
I completely agree with that. I think our charities do a phenomenal
job, and an extremely important job in providing relief to these
needy communities.

On a humanitarian level, it’s important. And, frankly, on a na-
tional security level, I think it’s important, as well. So there is ab-
solutely no disagreement on that issue.

We take—as I have said before, we take our responsibility very,
very seriously in this area, and we have—we are continually think-
ing about and trying to solve the problems that go along with this.
And they are a very complicated and difficult set of problems.

The ideas that we have come up with have been to try to provide
guidance to the charitable community, in terms of best practices,
to try to provide information to the charitable community, in terms
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of risk matrixes and typologies, and things like that. We want to—
we welcome, we invite a vibrant dialogue with—

Mr. ELLISON. Let me ask you another question in that same vein.

Mr. GLASER. Okay.

Mr. ELLISON. Could Treasury direct the creation of a single, user-
friendly publicly-accessible database consolidating each of the gov-
ernment’s prohibited lists, so that donors, mosques, and 501(c)3 or-
ganizations can easily determine if a charity to which they want
to donate is on a prohibited list?

Mr. GLASER. We do—Mr. Ellison, we do have on our Web site the
list of designated entities. Unfortunately, the problem goes beyond
that. It’s not really just a question of not donating to a prohibited
entity. As far as a donor is concerned, if a charity is operating in
the United States, it’s not on a prohibited list.

The problem—and we have never, for that reason, we have never
targeted donors—the complexity and the difficulty come with char-
ities in the United States who are trying to provide needed legiti-
mate services in these high-risk areas, and the complexities that go
along with who they may be working with, and whom they may be
dealing with. And it’s a very difficult issue.

Because certainly all aspects of these organizations—like Hamas,
like Hezbollah—are not publicly identified as designated charities.
This is why I think it’s important that we do provide guidance on
how to—how they should—how they can protect themselves, and
provide them information on how these organizations operate.

Mr. ELLISON. Okay. With any time I have remaining, let me ask
you this: Could Treasury provide a rebuttable presumption of inno-
cence to donors—individuals, mosques, 501(c)3 organizations—who
can show that at the time of the contribution, they checked the
combined list and did their due diligence and did not have reason
to know that the organization was connected to terrorists, or other-
wise fraudulent?

Mr. GLASER. Thank you, Mr. Ellison. Again, we have never tar-
geted donors. So the issue is not really one of providing rebuttal
of presumptions with respect to donors. The issue—

Mr. ELLISON. If I may intervene, good citizens don’t want to do-
nate to organizations that are prohibited. So, to a certain extent,
a donor could be concerned about being targeted, him or herself, or
the entity’s self.

But, on the other hand, they might just not want to donate to
an organization that the government believes is a prohibited orga-
nization, whether or not they are targeted themselves. Do you un-
derstand my point?

Mr. GLASER. I do understand your point. I do understand that
the actions that we have taken have created a chilling effect within
the—particularly within the Muslim-American community. I do un-
derstand that. And it’s a concern. It’s something that we are trying
to work with.

I don’t think establishing a rebuttal—the standard that we are
dealing with is whether an entity is owned or controlled by, oper-
ating for or on behalf of a terrorist organization. That’s the stand-
ard that we are working with, and that is the standard that we
should continue to work with.
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But we need to supplement that with a strong partnership with
the charitable community, so that we could get to starting to im-
prove a lot of the very legitimate concerns that you have raised.

Mr. ELLISON. Thank you, Mr. Chairman.

Chairman MOORE OF KANSAS. The gentleman’s time has expired.
The chairman will next recognize Mr. Klein from Florida for up to
5 minutes.

Mr. KLEIN. Thank you, Mr. Chairman. And thank you for being
here today. This is obviously a very important issue around the
country. I would like to yield to my colleague, Mr. Lynch, who has
some follow-up questions.

Mr. LyNcH. Thank you. I thank the gentleman. Mr. Glaser, 1
want to push back a little bit on Mr. Adler’s question, when he
asked you if you thought that your agency had sufficient resources
to do its job. I think you're trying to be a team player, and I under-
stand taking that position.

But looking at the responsibilities that you have, let’s just start
with the greater need for, let’s say, FinCEN to interface now, and
especially within the Financial Fraud Task Force, to now interface
with 3,000 local law enforcement agencies inside the United States,
doing all the things that you have already talked about in all these
different countries, what the different, MENAFATF task force, all
the responsibilities you have there, the tremendous need we have
in the Middle East and in north Africa for you to help that situa-
tion, the cross-border transfer of funds issue that you're trying to
address, I think you are way over—I think the demands on your
agency, especially on FinCEN and OFAC are far exceeding—the de-
mands are far exceeding what your capabilities are.

And what troubles me greatly is, when I look at the—next year’s
budget, you basically have been level-funded—a little bit of an in-
crease—and, I see the agencies that you serve, the FBI, a huge in-
crease on their part, and greater need for you to spread yourself
even thinner than what you are doing right now.

I just don’t see how—and I appreciate your being a team player
and saying, “We're fine,” but that’s not what I see. I see greater
demand on your agency, especially the financial crimes enforce-
ment network, globally, as well as domestically, and I just don’t see
any way near you filling your obligations, given what they are right
now, and the expectations, I think, of Congress for you to meet
these further demands. So, I would just like to hear what you have
to say about that. I hate to put you on the spot, but you’re the only
one here.

Mr. GLASER. No, I understand, Representative Lynch. It’s a fair
question. I don’t really know how to respond, though. I appreciate
your support. I suppose on some level, more money is better than
less money. But we—this is part of a broader conversation, with re-
spect to the Treasury budget, and I am not the right person to re-
spond to that.

We feel that we are meeting our mission with the resources that
we have. And we do the best that we can.

Mr. LyncH. Let me ask you: On the formal banking side, we
have the ability to do suspicious transaction reports and CTRs,
where—those are the sort of little red flags sometimes that give us
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reason for concern and further investigation. Do we have anything
on the charity side that remotely compares to that?

Because I think on the next panel, we are going to hear about
the great amount of data that we gather through the BSA, the
Bank Secrecy Act, and that some feel we aren’t really utilizing. So
there is going to be pushback on that by my friends from the
ACLU, who think that on an individual secrecy and privacy stand-
point, it’s not worth the intrusion.

Mr. GLASER. I am not familiar with the ACLU’s position with re-
spect to the Bank Secrecy Act. But the Bank Secrecy Act doesn’t
apply to charities. There is not a supervisory framework. The
money laundering laws—the Bank Secrecy Act, which is the basic
regulatory framework that we have for anti-money laundering—

Mr. LYNCH. I understand. I am asking if there is anything com-
parable.

Mr. GLASER. No.

Mr. LyNcH. To what we do on the bank side?

Mr. GLASER. No.

Mr. LYNCH. To charities? No? Okay. Thank you. I appreciate
your indulgence, Mr. Chairman, and I yield back.

Chairman MOORE OF KANSAS. I thank the gentleman. The chair-
man will next recognize the gentlelady from Ohio, Ms. Kilroy, for
5 minutes.

Ms. KiLroY. Thank you, Mr. Chairman. And I would yield to my
colleague from Minnesota, Mr. Ellison.

Mr. ELLISON. And let me thank the gentlelady and the chairman.
Just a few more questions.

Has the Obama Administration applied the current rules to close
charities and freeze charitable assets that the Bush Administration
has been applying? I guess my question is, it looks like the activity
has been significantly less, but do you feel that the same principles
are still at work? Or how have they changed?

As you know, the Bush Administration closed down about seven
charities and prosecuted one.

Mr. GLASER. Yes, there have been a total of 8 charities des-
ignated under our basic Executive Order since 9/11. There has
not—six of the eight could be identified as Muslim charities. There
have been no Muslim charities designated in the United States for
almost 3 years. There have been recently two charities designated
that are related to the Tamil Tigers that had their assets blocked.

Mr. ELLISON. But I guess my question is, is this a policy change
from the Obama Administration, or is it the fact that the activity
just isn’t going on?

Mr. GLASER. I think we certainly remain committed to shutting
down terrorist networks wherever we find them. And there
hasn’t—there has not been a change in policy in that regard. If
there is a terrorist network that we identify in the United States,
we are going to take whatever lawful means that we have—

Mr. ELLISON. So the answer is you just haven’t discovered that
kind of activity.

Mr. GLASER. The answer is that we haven’t found that to be ap-
propriate authority in any case—

Mr. ELLISON. Okay.

Mr. GLASER. —of any Muslim—
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Mr. ELLISON. Okay, okay, okay, yes. Since we have limited time,
you know how it is.

Under current law, the Treasury does have the ability to freeze
assets, but does not have the authority to bring a formal charge.
Is that right? Do you refer that over to the attorney general for
prosecution?

Mr. GLASER. They are two completely different processes.

Mr. ELLISON. Okay.

Mr. GLASER. We don’t—the Justice Department would take care
of criminal prosecution, but the decision to designate a charity does
not imply that there will be a criminal prosecution.

Mr. ELLISON. Do you feel that there are sufficient due process
safeguards in place for a charity to come and sort of show that,
“Hey, in fact we didn’t do this, or, if we did, it was in good faith
and we will clean it up?”

Mr. GLASER. Yes. Again, I do think we have sufficient due proc-
ess. As I tried to explain in my written testimony, there are proce-
dures that we go through on the front end. And then, on the back
end, we do have a licensing system so that any designated—not
just a charity, any designated entity could come in and say, “We
need access to our funds to pay for legal fees or pay for basic ex-
penses,” and we regularly permit that to happen.

And then we do have a delisting procedure, and we have delisted
34—34 listed entities have been delisted, none of them charities. So
we do have a delisting process that we have demonstrated works.
This is a process that has been reviewed by the courts many times,
and I think we have a strong—

Mr. ELLISON. Can I ask you, is there a process, an interim proc-
ess—there is freezing, on the one hand, and there is not taking any
action on the other. Is there a process to say, “Look, you have some
questionable donations from some questionable sources, or to some
questionable sources, and we’re not sure that you know that, but
we're going to work with you to make sure you get things cleaned
up?” Do you have a process like that?

Mr. GLASER. There is not a formal process like that, Mr. Ellison.
But I think it’s important to remember that the entities that we
have designated have not—we have not regarded them to be unwit-
ting victims in all of this. We regard them as being part of these
terrorist networks. And we have found it to be our obligation to
take the action that we took.

Mr. ELLISON. Yes. I yield back.

Chairman MOORE OF KANSAS. I thank the gentleman.

Ms. KiLroy. Mr. Chairman? I think we had maybe half-a-second
there left.

So, I just want to understand, if a charity is having difficulty, ex-
perienced difficulty with banking or with being able to wire, they're
not on your list, but they’re still experiencing that difficulty, they’re
following your best practices, do you have some kind of process or
open door that would allow that charity—that would help that
charity to understand what the problem was, so that they could
make sure that they were in compliance, and be able to fulfill the
charitable function, the humanitarian relief, or whatever it was
that they were engaged in?
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Mr. GLASER. Certainly, we do have a number of outreach proc-
esses to try to have precisely this type of discussion with charities,
and we are happy to do even more of it.

I am not aware of charities having a problem obtaining—non-
designated charities having a problem of obtaining financial serv-
ices. But if that is a problem, it’s something that we would be in-
terested in learning about, and it’s something that we would be
happy to work with the charitable sector on.

Ms. KiLroY. Thank you.

Chairman MOORE OF KANSAS. Thank you, Mr. Glaser, for your
service and your testimony today. You are now excused.

And I will invite the second panel of witnesses to please take
your seats. Thank you, Mr. Glaser.

Mr. GLASER. Thank you, Mr. Chairman. Thank you.

Chairman MOORE OF KANsAS. I am pleased to introduce our sec-
ond panel of witnesses. First, we will hear from Ms. Kay Guinane,
who is the program manager of the Charity and Security Network.

Next, we will hear from Mr. Michael German, policy counsel at
the American Civil Liberties Union.

And finally, we will hear from Mr. Matthew Levitt, director,
Stein Program on Counterterrorism and Intelligence at the Wash-
ington Institute for Near East Policy.

Without objection, your written statements will be made a part
of the record. Ms. Guinane, you are recognized, ma’am, for 5 min-
utes.

STATEMENT OF KAY GUINANE, PROGRAM MANAGER, CHARITY
AND SECURITY NETWORK

Ms. GUINANE. Thank you. I would like to begin by expressing my
thanks to you, Chairman Moore, Ranking Member Biggert, and the
members of the subcommittee, for holding this very important
hearing, and inviting me to testify. This is the first opportunity
U.S. charities have had to tell their story about the impact of na-
tional security laws since 9/11, and we very much appreciate that.

It’s a critical first step, then, in calling attention to a serious and
overlooked problem: the barriers that current national security
laws create for legitimate U.S. charitable organizations. The Char-
ity and Security Network, where I am program manager, is a broad
cross-section of U.S. organizations that are working to provide solu-
tions to the problems that are being addressed today.

First, I want to strongly state and emphasize that the U.S. chari-
table sector condemns violence and terrorism. We share the De-
partment of Treasury’s goal of stopping the flow of financing to ter-
rorist organizations, whether directly or indirectly. But, unlike
many foreign organizations, the U.S. charitable sector is highly
regulated, primarily by the IRS. In addition, we are subject to eth-
ical standards that demand non-discrimination in development and
aid programs.

These standards were described in a May 12th letter to President
Obama from a group of 30 charities. These groups said, “Since the
Reagan Administration’s declaration in 1984 that ‘a hungry child
knows no politics,” U.S. policy has been to provide humanitarian as-
sistance on the basis of need, without regard to political affiliation,
creed, race, or the international status of the country or territory
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to which a person belongs. It is the Golden Rule of the American
nonprofit sector, and it provides humanitarian assistance all over
the world.”

We urge you to assess the testimony today by this standard, with
the view that charity and security are mutually reinforcing, not
competing goals. We feel our work directly confronts terrorism.

Despite some statements from the Department of the Treasury,
charities are not a major source of terrorist financing. U.S.-based
charities comprise only 1.68 percent of designated entities on the
specially designated global terrorist list. And the 9/11 staff mono-
graph made it clear that they were not a source of domestic sup-
port for the attacks of 9/11. Instead, the work of charitable organi-
zations confronts the conditions that may be conducive to ter-
rorism. This has been recognized by Ambassador Benjamin, Coordi-
nator of Counterterrorism at the Department of State, who said,
“There is probably no success in this area that can happen without
civil society.”

Since 9/11, the U.S. charitable sector has proactively taken steps
to enhance transparency and accountability to protect the chari-
table sector from bad actors. These efforts include guides and pro-
grams such as the Principles of International Philanthropy, or a
handbook, “Counterterrorism Measures: What U.S. Nonprofits and
Grant Makers Need to Know.” In addition, Muslim Advocates oper-
ates a charities accreditation program.

But the impact of U.S. Treasury enforcement on legitimate chari-
table organization has been largely negative. First, Treasury’s
Antiterrorist Financing Guidelines demonstrated a lack of under-
standing of how charities operate, and the charitable sector has
uniformly called for their withdrawal, to no avail.

Perhaps the biggest problem with the Guidelines is that complete
compliance with every suggested practice provides no legal protec-
tion to a charity, not even a presumption of good faith. A charity
could still be shut down and have all its assets frozen and seized,
all without notice, opportunity to see the evidence against it, or
present evidence on its own behalf. There is no independent review,
3nd upon appeal to Federal court, no opportunity to present evi-

ence.

The situation with frozen funds is also problematic. There is no
timeline or process for the long-term disposition of these funds.
Treasury can grant licenses that would allow funds to go to legiti-
mate charities for charitable purposes, but they have refused every
request to do so.

Using UNICEF data, I calculated that, if we know at least $7
million in U.S. charitable funds have been frozen, that could pro-
vide 11,480,000 children with basic health supplies, or 12,180,000
children could be vaccinated against polio. But the lack of trans-
parency and these Draconian sanctions have discouraged many
U.S. charities from pursuing international humanitarian work. And
charities that do so complain of long delays with licensing applica-
tions, and have lost funding as a result.

In the end, what we need from Treasury is transparency, ac-
countability, proportionality, and humanity in their approach to en-
forcement in the charitable sector.

Thank you for the opportunity to bring our story to you today.
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[The prepared statement of Ms. Guinane can be found on page
65 of the appendix.]

Chairman MOORE OF KANSAS. I thank the lady for her testimony.

Mr. German, you are recognized, sir, for 5 minutes.

STATEMENT OF MICHAEL GERMAN, POLICY COUNSEL,
AMERICAN CIVIL LIBERTIES UNION

Mr. GERMAN. Chairman Moore, Ranking Member Biggert, and
members of the subcommittee, thank you for inviting me to testify
on behalf of the American Civil Liberties Union about the need for
greater transparency and due process in the Treasury Depart-
ment’s enforcement of antiterrorism financing laws, particularly as
it affects charitable organizations working to foster peace, promote
human rights, and alleviate human suffering around the world.
Congress serves an essential constitutional role in overseeing Exec-
utive Branch activities, and we commend you for scheduling this
important hearing.

The ACLU has long been concerned about the over-broad au-
thorities conveyed through the International Emergency Economic
Procedures Act and Executive Order 13224, which give the Treas-
ury Department practically unfettered authority to declare individ-
uals or organizations specially designated global terrorists using
secret evidence, without independent oversight, probable cause, or
efl';fective due process, procedures to protect against error and
abuse.

The serious consequences of such designations include the sei-
zure and freezing of all financial and tangible assets without any
notice, hearing, or judicial review. Where entities have tried to
challenge their designations, courts have generally applied a highly
deferential standard of review, which requires finding the Agency
acted in an arbitrary and capricious manner in order to overturn
a designation.

If a court does review Treasury’s evidence, it may do so in cam-
era and ex parte, which denies the designated entity the oppor-
tunity to challenge the evidence against it. Treasury can even
freeze assets pending an investigation.

Moreover, as mentioned in my written testimony and docu-
mented in even greater detail in the ACLU report, “Blocking Faith,
Freezing Charity,” the Treasury Department’s unequaled enforce-
ment of these over-broad laws has a disproportionate impact on
Muslim charities, implicating First Amendment rights in addition
to the Fourth and Fifth Amendment due process concerns.

In Cairo, Egypt, last year, President Barack Obama acknowl-
edged that, “in the United States, rules on charitable giving have
made it harder for Muslims to fulfill their religious obligation.”
Such discriminatory practices alienate American Muslims, under-
mine U.S. standing in the Muslim world, and provide fuel for ex-
tremists’ inflammatory allegations that the United States is anti-
Muslim.

But it isn’t just Muslim charities that are unconstitutionally
chilled from engaging in legitimate religious, humanitarian, and
advocacy activities. The Carter Center, Christian Peacemaker
Teams, Grass Roots International, Human Rights Watch, the Inter-
national Crisis Group, the Institute for Conflict Analysis and Reso-
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lution at George Mason University, the Kroc Institute for Inter-
national Peace Studies at Notre Dame University, Operation USA,
and the Peace Appeal Foundation joined in an amicus brief filed by
the ACLU in support of a challenge to the criminal statute prohib-
iting material support for terrorism.

They argued that a result of the breadth and vagueness of the
statute’s terms—it was unclear whether legitimate activities such
as peacemaking, conflict resolution, human rights advocacy, and
the provision of aid to needy civilians could expose them to the risk
of criminal penalties if they involved a group that the U.S. Govern-
ment has designated or may in the future designate as foreign ter-
rorist organizations.

Such a chilling effect on legitimate aid is counterproductive to
U.S. counterterrorism goals. The generosity of the American people
toward those in need around the world is an asset to U.S. counter-
terrorism efforts. Our government should not squander it by un-
fairly castigating the charitable sector as a primary source of ter-
rorist financing, particularly when the available evidence belies
this notion, as the government has actually designated and suc-
cessfully prosecuted relatively few U.S. charities for terrorism-re-
lated activities.

Indeed, a 2004 report on terrorist financing by the 9/11 Commis-
sion staff found that the evidentiary basis for many of Treasury’s
designation decisions were “quite weak” in the post 9/11 period,
which led to questionable designations that made other nations
“unwilling to freeze assets, or otherwise act merely on the basis of
U.S. action.”

Similarly, a 2005 Government Accountability Office study sug-
gested that the shroud of secrecy under which the Treasury De-
partment exercises its authorities raises questions about the effec-
tiveness of these important programs. GAO called for greater over-
sight of these authorities, but found that in 2009 follow-up, the
Treasury’s Terrorism and Financial Intelligence Office continues to
face deficiencies in interagency cooperation and strategic workforce
planning, and has yet to develop appropriate performance meas-
ures to effectively assess its core programs.

Congress must address these deficiencies that risk both our lib-
erties and our security, by bringing needed transparency to the
Treasury Department’s procedures through vigorous public over-
sight and the establishment of effective due process mechanisms
that give entities impacted by these broad authorities a meaningful
opportunity to defend themselves before a neutral arbiter.

Thank you, and I look forward to your questions.

[The prepared statement of Mr. German can be found on page 39
of the appendix.]

Chairman MOORE OF KANSAS. Thank you, Mr. German.

Mr. Levitt, sir, you are recognized for 5 minutes.

STATEMENT OF MATTHEW LEVITT, DIRECTOR, STEIN PRO-
GRAM ON COUNTERTERRORISM AND INTELLIGENCE, THE
WASHINGTON INSTITUTE FOR NEAR EAST POLICY

Mr. LeEviTT. Thank you. Chairman Moore, Ranking Member
Biggert, and distinguished members of the subcommittee, I thank
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you for the opportunity to appear before you today at this impor-
tant hearing on this critical topic.

Nonprofit organizations are especially susceptible to abuse by
terrorists and their supporters for whom charitable or humani-
tarian organizations are particularly attractive fronts. The Finan-
cial Action Task Force, the multilateral body that aims to set global
standards for anti-money laundering and counterterror financing
has found that, “Terror networks often use compromised or
complicit charities and businesses to support their objectives.”

In fact, FATF warned that, “The misuse of nonprofit organiza-
tions for the financing of terrorism is coming to be recognized as
a crucial weak point in the global struggle to stop such funding at
its source.”

According to the Justice Department, intelligence indicates that
terrorists continue to use charities as sources of both financial and
logistical support. British officials concur. According to a joint UK
Treasury/Home Office report, a significant proportion of terror fi-
nance investigations in the UK in the year 2006 included analysis
of links to charities. The report found that, “The risk of exploitation
of charities is a significant aspect of the terrorist finance threat.”

Indeed, terrorist groups have long exploited charities for a vari-
ety of purposes, as we document in the Washington Institute study
of “the Money Trail” in some detail. Illicit charities offer available
legitimacy for terrorist fundraising, attracting unwitting donors
who are unaware that the monies they donate for humanitarian
purposes fund terror.

Charities are vulnerable to abuse as money laundering mecha-
nisms, and can be abused to provide terrorist operatives with day
jobs, salaries, meeting places, and more. Through charities, trans-
national terrorist groups have been able to move personnel, funds,
and material to and from high-risk areas under cover of humani-
tarian charity work.

Charities tend to operate in zones of conflict, and traditionally in-
volve the flow of money in only one direction, both of which are
characteristics that would arouse money laundering suspicions in
other organizations.

Most charities are completely law abiding, praiseworthy organi-
zations. But among the minority of charities engaged in supporting
terrorism, some are founded with the express purpose of financing
terror, while others are infiltrated by terrorist operatives and sup-
porters, and co-opted from within.

Treasury designations of an entire charity, as have been the case
in only a few instances here in the United States, focus only on the
former. Never has the government targeted unwitting donors. Rec-
ognizing that analysis of this particular preferred means of terror
financing demands a discerning and discriminating level of anal-
ysis, Ambassador Francis Taylor, then the State Department’s co-
ordinator for counterterrorism, noted in 2002 that, “Any money can
be diverted if you don’t pay attention to it, and I believe that ter-
rorist organizations, just like criminal enterprises, can bore into
any legitimate enterprise to try and divert money for illicit pur-
poses.”

Consider the example referenced earlier of Abd Al Hamid Al-
Mujil, executive director of the eastern province of the Inter-
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national Islamic Relief Organization, designated by Treasury in
2006. According to the public statement announcing his designa-
tion, and to declassified intelligence included therein, Mujil was de-
scribed by fellow jihadists as the “Million Dollar Man” for his sup-
port of terrorist groups, including al-Qaeda, through his charity.

One reason the charitable sector remains vulnerable to terrorist
financing, according to the Financial Action Task Force, is that
charities are subjected to lesser regulatory requirements than other
entities, such as financial institutions or private companies. The
United States has been largely alone in cracking down on the
abuse of charities and NGOs by militant groups. Many other coun-
tries have been reluctant to take any steps to tackle this problem,
often out of concern that they will appear to be targeting humani-
tarian efforts.

Despite some criticism, the U.S. Government has been consistent
in its effort to protect the donor public and stem the flow of funds
to terrorists by cracking down on the abuse of the charitable sector
by terrorist organizations. The Treasury Department has des-
ignated around 60 charities with ties to terrorist groups, a few with
branches in the United States. The United States has also pros-
ecuted charities and their leaders, such as in the case of the Holy
Land Foundation for Relief and Development, which was found
guilty on all counts in November 2008.

In none of these cases was U.S. Government action capricious or
based on sparse, dated, or unreliable information. In none of these
cases was the charity suspected of engaging in one or two bad
transactions. The designation process, in particular—I know, from
firsthand experience—is appropriately robust, vigorous, and errs on
the side of caution. Designated entities can and do appeal their
designations, and the Treasury Department has a record of lifting
designations when warranted.

But it should be clear that charities and international aid organi-
zations come to this problem set from a noble and well-intentioned
perspective, focused on the need to highlight opportunities to facili-
tate quick, efficient, and timely aid. Thankfully, promoting oppor-
tunities for charitable giving, and reducing the risk that those op-
portunities are abused for illicit purposes are in no way mutually
exclusive goals.

The problem is not enforcement of U.S. laws banning material
support to terrorist organizations, but rather the unintended im-
pact this has had on charitable giving. Greater due diligence on the
part of the nonprofit sector, combined with government outreach,
would go a long way toward resolving this problem. Thank you.

[The prepared statement of Mr. Levitt can be found on page 93
of the appendix.]

Chairman MOORE OF KANSAS. I thank the gentleman for his tes-
timony, and all of the witnesses for their testimony. I recognize my-
self for up to 5 minutes for questions.

Mr. German, since the ACLU issued its report last summer, are
there any new observations or ongoing concerns you may have with
respect to blocking terrorist financing and its impact on law-abid-
ing charities?

Mr. GERMAN. As I—
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Chairman MOORE OF KANSAS. Let me just ask this, too. How
would you evaluate Treasury’s performance on these issues?

Mr. GERMAN. As I detail in my written statement, we have had
a decision in the Kind Hearts case. So, that was very welcome.

And, obviously, the court turned it to Congress to try to develop
a process by which the Fourth Amendment rights of charities
whose property is seized, either pending investigation or through
designation, have an opportunity to defend themselves—under-
stand the charges, have necessary notice, and defend themselves.
So we are looking forward to working with this committee to help
address responding to the court’s decision.

In regard to the Treasury Department’s response to President
Obama’s acknowledgment of the problem and the impact on Mus-
lim charities, we have not seen a significant effort to address that
issue. And certainly, the community still has concerns that are im-
pacting its ability to pay Zakat.

Chairman MOORE OF KANSAS. Thank you, sir. Ms. Guinane, are
the Treasury’s voluntary best practices for U.S.-based charities doc-
ument useful for charities who are trying to fully abide by U.S.
law? Do you have any suggestions in terms of how they may be im-
proved, or how Treasury can do a better job in this area?

Ms. GUINANE. I'm sorry, I was unable to hear the second part of
your question.

Chairman MOORE OF KANSAS. I said with regard to the Treas-
ury’s voluntary best practices, a document useful for charities, is it
useful for those charities who are trying to abide by law?

And do you have any suggestions, in terms of how they may be
improved or how Treasury can do a better job in this area?

Ms. GUINANE. Yes, we do. In 2005, the Treasury Guidelines
Working Group, which was a broadly representative collection of
charitable organizations and experts, developed the Principles of
International Charity, and submitted that to Treasury as a sug-
gested replacement for the Guidelines. Treasury adopted some of
those suggestions, but not all. And in 2006, when it released the
current version of its guidelines, it retained a lot of the problematic
provisions.

Since then, the Charity and Security Network has coordinated an
effort to develop specific procedures that we think make sense for
charitable due diligence and for due process, and we would be
ha}ﬁpy to share those with the committee and with Treasury, as
well.

Chairman MOORE OF KANSAS. Thank you. Mr. Levitt or Mr. Ger-
man, do you have any comments?

Mr. GERMAN. I would just like to add a little pushback on the
issue that—or the argument that donors aren’t impacted, and do-
nors aren’t targeted. We document in the report that there is a
substantial effort by the FBI to contact donors and ask them about
their charitable donations, which creates this chilling effect that
puts fear into them, where even donating to an organization that
may not be designated today would not protect them from prosecu-
tion later.

Chairman MOORE OF KANSAS. Thank you. Mr. Levitt?

Mr. LEVITT. In which case the ACLU should have an issue with
the way the FBI is conducting its investigations into terror financ-
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ing. If that happens, that is in no way a function of the designation
process.

If I may add one last thing, if I have the number right that you
cited—it was only 1.68 percent of designated entities that are U.S.-
based charities means there is an inherent flaw in measuring a lot
of this by how many designations are done. Or, for that matter,
how much money is seized.

I think it’s really important to understand designation is a very
powerful tool, in part because it should not be done capriciously,
and because you err on the side of caution. There are many, many
cases, domestically and abroad, where charities hit the threshold
for designation, but in this robust interagency review are rejected
for designation. And other tools—law enforcement, or regulation, or
outreach to the charity—lots of other tools are used.

That doesn’t mean that only 1.68 percent of charities in the
United States have ever been of concern. It might be that the
whole charity wasn’t bad, there was just one person. You don’t
want to shut down that charity. We’re all in agreement that—on
this panel—you want to facilitate charity to the greatest extent
possible, period.

It’s a very flawed metric to measure this just by how many char-
ities have been designated, in part because Treasury is so careful
about only designating the worst cases where they are absolutely
knowingly engaged in this activity. Only those are designated.

Chairman MOORE OF KANSAS. Thank you. My time has expired.
The chairman next recognizes Mrs. Biggert for 5 minutes for ques-
tions.

Mrs. BIGGERT. Thank you, Mr. Chairman, Mr. Levitt. How can
Treasury address the problem of a designated entity shutting
down, only to open up some time later, perhaps under a new name?

Mr. LEVITT. As you heard earlier, there is a really good inter-
agency process on this, not only leading up to the designation or
to whatever other action is decided upon for a charity or an entity
of any kind that is deemed to be knowingly engaged in supporting
terror financing, but also in terms of the follow-up, to see what the
entity is doing.

So, sometimes you will have charities that open up under a new
name, and they are engaging in the same terror finance activity.
And you then need to decide if you're going to designate or take
some other law enforcement action against those.

In other cases, you might have people who are involved with the
original designated charity who are not knowingly involved in ille-
gal activity. They were in the minority and they open up some le-
gitimate charity, and that’s to be applauded. It really has to be a
careful investigation.

Mrs. BIGGERT. Should there be some database of individuals
working for organizations, similar to the relatively recent database
on mortgage brokers?

In other words, if there was a list of people or individuals who
were involved in this, and their name pops up again in another or-
ganization, is that part of the designation, or is that—would that
be something new, or would that be helpful?

Mr. LEvVITT. That would be new, and I don’t know that it would
be helpful. You really do need to conduct a very thorough investiga-
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tion. I wouldn’t want to create a list like that, which would basi-
cally tar-and-feather, name-and-shame them, unless you really
knew that those individuals, particular individuals, were involved.

There were people involved in the Holy Land Foundation that
were not indicted and were not designated because they were some
accountant or some secretary and they weren’t aware of the stuff
that was going on behind closed doors, or all the activities. So you
want to be very careful about that.

Mrs. BIGGERT. Okay. And then you know the difference of char-
ities established for the express purpose of financing terror and
those charities that were infiltrated by terrorist operatives. Should
Treasury’s approach differ when policing these types—different
types of abuses? And should the enforcement outcome differ?

Mr. LEVITT. It has to be done on a case-by-case basis. Often, peo-
ple describe the U.S. designation system as a sledgehammer ap-
proach, just shutting down charities. Compare it, for example, to
the UK charity commission, which can be described as a scalpel ap-
proach, where they tend to try and carve out the bad entity from
the good, or if there is a little good entity, from the larger bad.

My feeling is this is not an either/or. This has to be a case-by-
case study. Because in the United States, the Treasury was so
careful only to designate the most egregious offenders, they have
not designated a domestic case where there was a good part to be
cut out of the otherwise bad charity—short of, for example, in the
case I just cited of some low-level employee.

When you have such an example, I think it would be useful to
consider. If the charity itself is good, and it’s being abused by one
or two bad actors, and it is possible to remove the tumor and keep
the rest of the patient alive, that would be a very useful thing to
do.

To date, the Treasury has only tried this approach—designating
parts of an organization, as opposed to all of it—with charities
abroad. And in each of these, al-Haramain, Revival of Islamic Her-
itage Society, it has failed, and ultimately had to designate all of
it. But that’s because, I think, in those charities abroad, the United
Etlates doesn’t have regulatory and law enforcement oversight capa-

ility.

If we were to find such a target in this country, I think that
would be a useful approach. But it would have to be case-by-case,
bﬁlsed on the nature of the precise evidence and intelligence avail-
able.

Mrs. BIGGERT. Could you elaborate on the global partner vetting
system, PVS, and how that would work in practice?

Mr. LEvITT. The partner vetting system, which was applied to
entities largely working with USAID in the Palestinian territories,
is based on the finding that, unknowingly, USAID and others were
partnering with entities—in the West Bank and Gaza, in par-
ticular—that were tied to Hamas or other terrorist groups. And it
comes down to how extensive the due diligence is that’s being done
by these charities, not only in terms of who they’re partnering with
here, but really who they are partnering with abroad.

You could be a legitimate charity here, trying to do the right
thing, let alone have legitimate donors trying to do the right thing.
If you're not careful about who you partner with abroad, you're
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handing money on a silver platter to some very bad actors. The
partner vetting system, in a nutshell, was set in place to require
charities to do some vetting of the local partners they were working
with.

Let’s be clear. This is not easy to do. It is a burden, and it’s cost-
ly. I think that the charitable, nonprofit sector has a responsibility
for due diligence, and that due diligence goes way beyond looking
at the various U.S. Government lists, way beyond that. The govern-
ment also has a responsibility, I think, to try and do more, through
transparency and working with the public sector, to enable that,
because vetting your partners is hard.

But the premise, for example, of coming up with a best practices
list which, if you do that and nothing else, will protect you from
any prosecution, is never going to happen, because we all have re-
sponsibilities in our daily lives, our personal lives, our business
lives, our charitable lives, to make sure that we are doing as much
as we can to partner with the right people and not the wrong peo-
ple. If you make a mistake, government is not going to target you.

Mrs. BIGGERT. Thank you. I yield back.

Chairman MOORE OF KANsAS. Thank you. The chairman will
next recognize for up to 5 minutes, Mr. Lynch from Massachusetts.

Mr. LyncH. Thank you, Mr. Chairman. Mr. Levitt, you had an
opportunity to look at Treasury’s response and how they are trying
to interface with different law enforcement organizations, and try-
ing to really deal with the banking side of this, as well as the char-
ity side of this.

Do you think we are asking too much of Treasury right now,
given the resources that we’re allocating to them for their job?

Mr. LEVITT. As a former colleague of Danny Glaser’s, I am wary
of placing him on the hot seat. But enjoying the prospect of not
being the former Treasury DAS, and being able to speak my mind,
I actually do agree with him. For the moment, Treasury seems to
have enough resources, and there may be a question of—

Mr. LyNcH. Even the financial crimes network?

Mr. LEviTT. FinCEN is its own entity and agency within TFI.
And I would strongly recommend—and I assume the subcommittee
has—reaching out directly to the director, Jim Freis, and others on
this issue. I don’t claim to be an expert on the internal workings
of FinCEN.

My sense when I was there—I left in early 2007—and my sense
observing as an academic from the outside is that Treasury is
doing a remarkable job, and that Treasury’s mission hasn’t
changed since the Bush Administration or during the Obama Ad-
ministration, because this is a simple, nonpartisan, bipartisan law
enforcement issue, where there is complete consensus. This is not
a political decision.

Mr. LYNCH. The problem, though, is that we are now asking
them to operate on a more granular level in dealing with 3,000
local law enforcement agencies.

We have the situation, such as in Boston, where you have either
a hundi or a hawala provides resources, modest resources, to a
group that is connected to the Times Square bombing attempt. And
it just seems to me that we’re asking a tremendous amount from
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some very brave individuals who are stretched very thin in meeting
those obligations.

And I am trying to, on my own part, as one Member, trying to
get more resources to that organization, because I feel that every-
one will agree after we have an intelligence failure that we should
have increased the resources of that agency. But it’s tough to con-
vince people in the meantime.

Let me ask, I know that there is a pretty solid matrix that Treas-
ury has laid out for charities to operate in a responsible manner,
which is to try to identify their customers, to make sure that the
funding is somehow funneled through a legitimate banking institu-
tion so we have that screen, and also to monitor the activity of that
charity to basically see what they are doing.

Those seem like rather reasonable expectations that we should
have of our charities. And I am just wondering if I am missing
something?

Mr. LEVITT. I don’t think you are, sir. I think they are reason-
able, but they are also baseline. They are meant to be the baseline
for discussion and for interaction with the charitable sector.

There is a lot the charitable sector has done in this regard to im-
prove that is laudable. Some of it you have heard about it at this
panel. Danny mentioned charity in the American Palestinian con-
text that has been done, I think, trend-setting work, trying to
bridge the divide between the need—and it is a national security
need, I would argue—for humanitarian support, and it’s important
well beyond its national security implications on its own right.

They are not supposed to be an answer to everything. They are
supposed to be giving direction. And so they’re a baseline.

Mr. LYNCH. Mr. German and Ms. Guinane, there seems to be a—
on the one hand, I have been into Gaza a few times, and I have
to admit I am impressed with the Palestinian Monetary Authority
and how they are really trying to work within BSA and trying to
conform with those anti-money laundering statutes.

However, you have to acknowledge, not too long ago, we caught
Mr. Hania coming in through the Rafah Gate with $30 million in
cash in some suitcases. So we have success in the formal sense. But
in the informal sense we are concerned about money getting to
Hamas and to Hezbollah.

And I am just curious what the overlay that I just talked about
with Mr. Levitt on the risk matrices, how do you find that? Reason-
able? Unreasonable? Or—how does it create difficulties for you to
operate, or charities to operate?

Mr. GERMAN. The problem is multi-faceted. Part of the problem
is that following all the rules that Treasury puts out doesn’t protect
a charity. So it’s impossible to know whether they are actually com-
plying with the law. It’s very burdensome, and there is not much
evidence that it is actually effective in preventing terrorism. And
that’s really the problem with the lack of transparency.

Our constitutional system is built so that we don’t have to take
the Treasury Department’s word for whether their actions are ef-
fective. Part of our system is what you’re doing today, which is
wonderful, is digging into these questions to find out both whether
it’s effective and whether it’s complying with the law and pro-
tecting people’s individual rights.
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So, that transparency is something that actually will force more
efficiency and more effectiveness, and make them actually prove
that they have the right people caught in this—and also encourage
the public to understand the problem, so that they can better curb
their activities where they see other people getting in trouble.

But where this is all happening behind closed doors, it’s impos-
sible for the public to know why an agency was designated, or why
it was not taken off the list. When there is that secrecy, it’s impos-
sible to know how to react.

Chairman MOORE OF KANSAS. The gentleman’s time has expired.
Mr. Royce, you are recognized, sir, for 5 minutes.

Mr. Royce. Thank you, Mr. Chairman. I was going to ask Mr.
Levitt a question.

You mentioned that only the most egregious cases have come for-
ward—no cases in the last 3 years. But I guess there is a handful
of cases here that have been brought up today and I wanted to
speak to those three, the three that were mentioned.

There are perhaps 1.5 million charities, I guess, and this handful
of charities, since we're speaking about their attempts to get
delisted, we should probably reference them.

The ACLU, in its report, defends the Holy Land Foundation,
even though a jury trial convicted the defendants of every one of
the 108 charges.

And then we go to the testimony of Ms. Guinane. She mentions
the Benevolence International Foundation and the Islamic African
Relief Agency. Now, in terms of the Benevolent International Foun-
dation, the CEO was indicted by the Justice Department for oper-
ating that organization as a racketeering enterprise and providing
material support to terrorist organizations, including al-Qaeda.

The Islamic African Relief Agency, that was designated for pro-
viding direct financial support for Osama bin Laden and al-Qaeda’s
precursor, and also for commingling funds, engaging in a joint pro-
gram with an institute controlled by Osama bin Laden, and was re-
sponsible for moving funds to the Palestinian territories for use in
terrorist activities, notably serving as a conduit to Hamas. By the
way, the assistance to Osama bin Laden was providing assistance
to Taliban fighters.

And then, lastly, it’s headquartered in Khartoum, Sudan. So the
point was made that they have made repeated requests over a 2-
year period for a release of funds to assist in Pakistan. I am just
back from Pakistan. And up in northwest Pakistan, there are a lot
of activities up there by dibhindi schools. And right now, they are
supporting the Taliban, and—the dibhindi schools—are graduating
young students who are ending up in the Taliban who are carrying
out activities against the Pakistani government. And also over the
border in Afghanistan, I was also up in Kabul. Same problem.
Graduates out of these schools are going out and, with the support
of the dibhindi movement, are carrying out attacks in Afghanistan.

Perhaps, given the past history of this organization, the reason
the government doesn’t want to release the funds when they say
they’re going to send those funds to spend them in Pakistan, is be-
cause these funds might end up being spent the way other funds
are being spent right now in Pakistan, in order to fuel the war to
try to overturn the state and turn it into an Islamic Republic.
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I would just like Mr. Levitt’s opinion on that.

Mr. LEVITT. When the United States designates an entity, it pro-
duces a fact sheet for use in the press release based on at least
some declassified intelligence. This is important so we can have
this conversation with the public sector, with the charitable sector,
so that people can’t sit before Congress and say, “Nobody knows
why these charities are designated.” They may not have the whole
picture, but they get at least a certain amount of the evidence put
before them, even if it’s only a little bit.

And it can only be a little bit, because much of it has to come
from intelligence, because youre dealing with entities—in those
very few examples where charities are engaged as terrorist fronts—
and let’s stress that most are not—where they’re engaged in covert
activity, and they are doing one thing publicly, and a very, very dif-
ferent thing, as you laid out, privately.

When a charity has been so designated, its trust is gone. And if
there is to be some type of program whereby the funds that it col-
lected from donors who wanted to do the right thing, is to be dis-
persed to facilitate aid, it seems to me that decision, should there
be a mechanism to facilitate it, should be made by someone other
than an individual tied to that original charity.

But it doesn’t seem to me like that’s something that could not
happen. I, not in or out of government, have been party to this dis-
cussion as to under what circumstances those funds, frozen from an
illicit charity involved in terror financing, can ultimately be dis-
persed for truly humanitarian purposes. But it doesn’t strike me,
if it can be done in a trustworthy way, as a bad idea. In fact, it
might be sticking a finger in the eye of the terrorists. But it would
have to be done appropriately.

Mr. RoYCE. It also strikes me that this doesn’t exactly limit peo-
ple’s freedom of action, given the number of charities that exist in
the world, and given this very small list, it doesn’t seem to me that
would preclude people from doing charitable work.

Mr. LEVITT. I don’t think so. As someone who gives to charity,
it has never stopped me. I think that there is a need, there is a
gap that can be filled by people who are expert in nonprofit oper-
ations to do things like this charity that I discussed in my written
testimony has done in the context of facilitating charitable giving
from Americans, including Muslim-Americans, to needy Palestin-
ians, which is a laudable, praiseworthy, wonderful thing, so long as
it’s done in such a way that the donors and the charity and the
government here and the government in the Palestinian Authority,
for that matter, have a level of comfort that it’s not going to illicit
actors.

Mr. RoycE. Thank you.

Chairman MOORE OF KANSAS. The gentleman’s time has expired.
The chairman next recognizes Mr. Ellison for 5 minutes. Sir?

Mr. ELLISON. Thank you, Mr. Chairman. I think it’s fair to point
out that the Holy Land Foundation defendants were convicted. I
think it’s also fair to point out that their appeal is not completed,
and that the first time they were tried, I think that on nearly all
counts, there was a hung jury. And I think it’s also fair to say that
there were some novel uses of evidence in the case that resulted
in a conviction. So, I don’t know what’s going to happen, and I'm
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not here to retry the case, but I just think those facts are impor-
tant, as well.

Let me ask the panel, what happens after assets are frozen?
Once they are frozen, essentially, what happens next?

Ms. GUINANE. When the charitable assets are frozen, their banks
receive a notice that the assets are blocked. The charity receives
such a notice. Government agents come and seize all their files and
equipment, and any goods they have, such as—I understand there
is a warehouse in Missouri full of blankets that belong to one of
the U.S. charities that was shut down.

After that, there is very little public information about what hap-
pens to that money. Right now, as far as we know, it’s just sitting
there with no plan for its disposition.

What could happen, and what we feel should happen is that
these funds belong to the charitable mission of the organization.
And even if there are bad actors in the organization, the funds
should be spent by an able and legitimate charity to further that
charitable mission. If it’s to assist children, if it’s to promote
health, whatever that is, that’s what should happen to those funds.
But right now, there is no provision for that to happen. And Treas-
ury has declined every request, as noted from charities, to transfer
those funds.

Treasury has plenty of authority under their licensing regula-
tions to oversee and regulate any release of frozen funds. They
don’t automatically go back to the designated organization or to the
same people to spend—

Mr. ELLISON. But at least at this time, there is no clear proce-
dure as to what happens after—with the frozen assets, how
they’re—are they sent to other organizations that are legitimately
serving the mission, or—

Ms. GUINANE. There is no provision. And I think that’s because
this is occurring under IEEPA, which is an economic embargo law
that was originally meant as a Trading-With-the-Enemy Act is
where—

Mr. ELLISON. So you think at least Congress or at least the
Agency needs to promulgate either statutes or rules to deal with
the disposition of these assets?

Ms. GUINANE. There are none, and that’s something we need.

Mr. ELLISON. Also, is there any appeal process, once assets are
frozen? And, if there is, could you describe it?

Mr. GERMAN. In my written testimony, I go through the case of
Kind Hearts, where they were actually frozen pending investiga-
tion. They weren’t actually designated. In February of 2006, their
assets were seized and frozen, pending investigation. And more
than a year later, in May of 2007, they were given a notice that
they were provisionally designated. When they tried to find out
why this had happened, the Treasury Department was unrespon-
sive. And their attempts to defend themselves against unknown
charges were—Treasury was also unresponsive, so—

Mr. ELLISON. So they weren’t given a hearing date, they weren’t
given a—

Mr. GERMAN. No, there is no hearing, no notice, no hearing, no
due process at all.
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Mr. ELLISON. Do you have any reason to believe that Treasury
has changed its approach on this issue under the Obama Adminis-
tration?

Mr. LEVITT. No, and that’s because this is a nonpartisan, bipar-
tisan, law enforcement issue. It’s not a policy issue.

Mr. ELLISON. Thank you very much, sir. Do you, either one of the
two of you, have any reason to believe that there has been any
change?

Ms. GUINANE. I see more openness to dialogue under the Obama
Administration, and an acknowledgment that there is a problem,
which is a big step forward.

However, there hasn’t been a change in the actual procedures.
There is still no proportionality, so that a small organization that
makes a mistake can correct its problem. We still just have the
freeze-and-seize kind of instant death sanction, and that’s pretty
much it.

Mr. ELLISON. And do you have any accurate data on what portion
of dt}}?e terrorist financing comes from American charities world-
wide?

Ms. GUINANE. There is not enough transparency in the process
for me to be able to answer that question. I just know from news
reports and reports from attorneys for some of the designated orga-
nizations that there is at least $7 million in U.S. charitable funds
that are frozen.

Mr. ELLISON. Thank you.

Mr. LEVITT. But, of course, the amount of frozen funds is an im-
material number, given the fact that designation is only one tool.

And so, there may be many other entities out there, because the
designation—

Mr. ELLISON. I don’t have a question before this witness, sir, Mr.
Chairman.

Chairman MOORE OF KANSAS. The gentleman’s time has expired,
and we have completed the hearing. Again, thanks to our witnesses
for your testimony today.

Today’s hearing gave us another opportunity to review efforts to
stop money laundering and terrorist financing in an aggressive
manner that makes the most sense. We will continue reviewing
these issues in the weeks and months ahead.

I ask unanimous consent that the following item be entered into
the record: ACLU’s June 2009 report entitled, “Blocking Faith,
Freezing Charity.”

The Chair notes that some members may have additional ques-
tions for our witnesses, which they may submit in writing. Without
objection, the hearing record will remain open for 30 days for mem-
bers to submit written questions to these witnesses, and to place
their responses in the record.

The hearing is adjourned, and again, thanks to our witnesses
and our members.

[Whereupon, at 11:54 a.m., the hearing was adjourned.]
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HOUSE FINANCIAL SERVICES OVERSIGHT & INVESTIGATIONS SUBCOMMITTEE

“Anti-Money Laundering: Blocking Terrorist Financing and its Impact on Lawful Charities”
10 am on Wednesday, May 26, 2010} 2128 Rayburn

Chairman Dennis Moore’s Opening Statement

Today’s hearing is the second in a series of hearings we are having focusing on oversight of
efforts to combat money laundering and terrorist financing.

Last month, our subcommittee held a hearing reviewing several FinCEN oversight reports,
examining how FinCEN could better interact with law enforcement agencies as well as
improving the data quality collected from suspicious activity reports (SARs).

While the May 1st Times Square bomb attempt is not the subject of today’s hearing and is
currently being investigated by federal authorities, the incident is a vivid reminder that despite
nearly nine years passing since the tragic September 11th, 2001 terrorist attacks, there continue
to be those who wish to do us harm. Our government must use every tool available to shut those
terrorist groups down, including cutting off the financing that supports them.

Today, we are examining the Treasury Department’s efforts to block all financing that goes to
terrorist organizations that seek to do us harm, and how these efforts impact lawful, law-abiding
charities who only want to use contributions for legitimate and good purposes. If even one
percent of charity funds are going to a terrorist organization, our government is required by law
to shut that source of funding down, as we should. But there are many good organizations who
want to fully abide by the law and ensure that 100 percent of their money is used only for good
efforts. Ilook forward to learning what steps Treasury has taken with respect to those lawful
charities and encouraging charity organizations to fully abide by the law.

1am pleased the Treasury Department was able to provide Deputy Assistant Secretary Glaser to
testify on these important issues, and I look forward to hearing the views of our second panel of
witnesses as well.
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WASHINGTON LEGISLATIVE OFFICE
915 15th Street, NW Washington, D.C. 20005

AMERICAN CIVIL LIBERTIES UNION QO SH-GBE - Fax (202) 46-0738

Chairman Moore, Ranking Member Biggert, and Members of the Subcommittee, thank
you for inviting me to testify on behalf of the American Civil Liberties Union, its over half a
million members and fifty-three affiliates nationwide, about the need for greater transparency
and due process in the Treasury Department’s enforcement of anti-terrorism financing laws,
particularly as it affects charitable organizations working to foster peace, promote human rights
and alleviate human suffering around the world. The ACLU is one of the nation’s oldest and
largest organizations committed to defending the Constitution and Bill of Rights in the courts
and before the executive and legislative branches of government. We appreciate the opportunity
to express our concerns about an unconstitutionally overbroad statutory and regulatory
framework which gives the Treasury Department practically unfettered authority to shutter
charities using secret evidence, without independent oversight, probable cause, or effective due
process protections to protect against error and abuse.

L Introduction

We all acknowledge the government’s legitimate and compelling interest in protecting
the nation from terrorism and in stemming material support that furthers the unlawful, violent
acts of terrorist groups. But the Constitution requires precision in pursuing this mission to ensure
the government propetly distingnishes between confederates of terrorist groups who seek to
facilitate their unlawful aims, and individuals and organizations whose legitimate First
Amendment expression and advocacy brings them into association with such groups.
Unfortunately, at a time when the humanitarian aid and development programs and conflict
resolution and human rights training offered by charities and foundations are needed the most,
the Treasury Department’s capricious, arbitrary and discriminatory enforcement of overbroad
U.S. anti-terrorism financing laws have made it far more difficult for nonprofit organizations to
provide critical international aid and services.! Rather than distributing aid on the basis of where
the need and potential for positive impact are greatest, current counterterrorism measures have
caused some nonprofits to avoid the very global hotspots that would benefit the most from their
work, damaging the international goodwill and promise for stability that these efforts help
create.? Meanwhile, despite the Treasury Department’s frequent claims that charities are a

* see, Blocking Faith, Freezing Charity: Chilling Muslim Charitable Giving in the “War on Terrorism Financing,”
American Civil Liberties Union, {June 2009)[hereinafter, “Blocking Faith”], at: http://www.aclu.org/human-
rights/report-blocking-faith-freezing-charity

2 See, Written Statement of Ahilan T, Arulanantham, Staff Attorney, ACLU of Southern California), available at
http://www.aclu.org/safefree/general/17536leg20050510 htmi; See also, Ahilan T. Arulanantham, A Hungry Child
Knows No Politics: A Proposal for Reform of the Laws Governing Humanitarian Relief and ‘Material Support’ of
Terrorism, American Constitution Society {June 2008), available at

http://www.acslaw.org/files/Arulanantham%20Issue%20Brief.pdf.
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significant source of terrorist funding, the government has actually designated and successfuily
prosecuted relatively few charities for terrorism-related activities.

The generosity of the American people toward those in need around the world is an asset
to U.S. counterterrorism efforts, and our government should not continue squandering it by
unfairly castigating the charitable sector as a primary source of terrorist financing when the
available evidence belies this notion. The Constitution gives Congress the power and the
responsibility to oversee Executive Branch activities to ensure compliance with the law, to
improve the efficiency and effectiveness of government operations, and to protect individual
rights and liberties.® We urge this Subcommittee to thoroughly investigate and evaluate the
Treasury Department’s anti-terrorism financing efforts to ensure they fairly and effectively target
those entities that specifically intend to support the illegal activities of terrorist organizations,
while providing enough transparency and due process to allow legitimate aid and services to
flow unimpeded.

I1. An Overbroead Statutory and Regulatory Scheme Shrouded in Excessive Secrecy

In 1977 Congress enacted the International Emergency Economic Powers Act (IEEPA),
amending the Trading With the Enemy Act of 1917 to clarify and limit the President’s power to
impose economic sanctions on “any foreign country or a national thereof” during times of
national crisis.* To invoke the authority granted under IEEPA the President must formally
declare a national emergency, which requires finding an “unusual and extraordinary” threat to
the national security, foreign policy, or the U.S. economy existing wholly or substantially outside
the United States. Upon such a declaration, the President may impose economic sanctions and
block or prohibit any transaction involving “property in which any foreign country or a national
thereof has any interest... subject to the jurisdiction of the United States.”

For almost twenty years IEEPA -authorized embargoes and sanctions were imposed only
on foreign nations and their citizens, as a tool of foreign policy. In 1995, however, President Bill
Clinton extended IEEPA’s reach through Executive Order 12,947, for the first time imposing
sanctions against certain terrorist organizations, rather than nation-states, thereby blocking all of
their property and making it illegal for others to knowingly provide them with any contribution
of funds, goods or services.® Shortly after the terrorist attacks of September 11, 2001, President
George Bush invoked his authority under IEEPA to issue E.O. 13,224, which designated 27
organizations and individuals as “specially designated global terrorists” (SDGTs), and authorized
the Secretary of the Treasury and the Secretary of State to name more organizations to the SDGT
list.” The term “specially designated global terrorist” is not a term defined in any statute; rather
it is entirely a creation of E.O. 13,224, Federal regulations promulgated pursuant to the order

? See, Frederick M. Kaiser, Walter J. Oleszek, T.J, Halstead, Morton Rosenberg, and Todd B. Tatelman,
CONGRESSIONAL RESEARCH SERVICE, CONGRESSIONAL OVERSIGHT MANUAL, CRS REPORT FOR CONGRESS, 5 {May 1,

2007} hereinafter, “CONGRESSIONAL OVERSIGHT MANUAL"] available at http://www.fas.org/sgp/crs/misc/RL30240.pdf.
50 U.5.C. §1701-1707. ,

*1d., §1702(a){1)(B).

© Executive Order 12947, 60 Fed. Reg. 5,079 {Jan. 23, 1995).

7 executive Order 13224, 66 Fed. Reg. 49,079 (Sept. 23, 2001).
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define SDGTs circularly, as anyone “listed in the Annex or designated pursuant to Executive
Order 13,224.7

The E.O. confers broad powers to the Secretary of the Treasury, contains vague criteria
for designation, and lacks any evidentiary standards. It allows the Secretary of the Treasury to
block the assets of any organization or individual he determines is “owned or controlled by,” or
acts “for or on behalf of,” or assists in other ways a person or organization on the SDGT list.
Further, the E.O. authorizes the designation of individuals “otherwise associated with” SDGTs.
This final provision was declared unconstitutional in 2006, because it authorized designation
based on mere association, but the Treasury Department subsequently redefined the provision in
federal regulations.” The consequences of designation include the seizure and freezing of all
financial and tangible assets, as well as significant civil and potentially criminal penalties.'®

IEEPA effectively allows the government to shut down an organization forever, without
notice or hearing, on the basis of secret evidence, and without any meaningful judicial review.
The Office of Foreign Assets Control (OFAC), which administers the Treasury Department’s
IEEPA authorities, is not required to provide notice or a hearing before designation. The legal
scheme does not require OFAC to make any statement of reasons for designation, does not
require OFAC to comply with any deadlines for providing notice, and does not identify the
burden of proof the agency carries. OFAC has taken the position that in order to designate an
individual or organization it needs only a reasonable suspicion that the entity provided “financial,
material, or technological support for, or financial services to” or is “otherwise associated” with
an SDGT, regardless of whether the entity actually intended to support the SDGT. "' YREPA and

% See, 31 CFR §594.310 (2007) {defining “specially designated global terrorist” as anyone “listed in the Annex or
designated pursuant to Executive Order 13,224”).

9 See, Humanitarian Law Project v. U.S. Dept, of the Treasury, 463, F. Supp. 2d, 1049 {C.D. Cal. 2006); and, 31 CFR
§594.316 {2007).

10 See, 50 U,S.C. §1705. in addition, the Antiterrorism and Effective Death Penalty Act of 1996 (18 USC §2339),
passed in the wake of the Oklahoma City bombing, criminalized providing material support to terrorists or terrorist
organizations. Title 18 U.S.C. § 2339A makes it a federal crime to knowingly provide material support or resources
in preparation for or in carrying out specified crimes of terrorism, and 18 U.S.C. § 2339B outlaws the knowing
provision of material support or resources to any group of individuals the secretary of state has designated a
foreign terrorist organization {FTO). The Patriot Act expanded the already overbroad definition of “material
support and resources” to include “expert advice or assistance,” and increased penaities for violations of the
statute. After successful legal challenges, Congress narrowed these provisions in the 2004 Intelligence Reform and
Terrorism Prevention Act to require that a person have knowledge that the organization is an FTO, or has engaged
or engages in terrorism, However, the statute still does not require the government to prove that the person
specifically intended for his or her support to advance the terrorist activities of the designated organization. In fact,
the government has argued that those who provide support to designated organizations can run afoul of the law
even if they oppose the unlawful activities of the designated group, intend their support to be used only for
humanitarian purposes and take precautions to ensure that their support is indeed used for these purposes.
Humanitarian Law Project v. Gonzales, 380 F. Supp. 2d, 1134, 1142-48, (C.D. Cal. 2005). This broad interpretation
of the material support prohibition effectively prevents humanitarian organizations from providing needed relief in
many parts of the world where designated groups control schools, orphanages, medical clinics, hospitals and
refugee camps. The case is currently before the Supreme Court, and a decision is pending.

" ee, Opinion and Order, Al Haramain Islamic Found., Inc. v. U.S. Dep’t. of Treasury et al., No. 07-1155-K1 (D. Or.
Nov. 6, 2008); and, Defs.’ Mot. to Dismiss at 24-25, KindHearts for Charitable Humanitarian Dev. v. Geithner, No.
3:08-CV-2400 {N.D. Ohio Dec. 12, 2008) “OFAC need not find that KindHearts intended o support terrorist
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the E.O. do not require judicial review of designations. Where entities have tried to challenge
their designation, courts have generally applied a highly deferential Administrative Procedures
Act standard to their review of OFAC’s actions, which requires finding the agency acted in an
“arbitrary and capricious” manner in order to overturn the designation. 2 If a court does review
the government’s evidence supporting designation, it may do so in camera and ex parte, which
denies the designated entity and its attorneys the opportunity to challenge the evidence against it.

The USA Patriot Act further amended IEEPA to allow the government to block or freeze
an entity’s assets even without a designation, by simply opening an investigation into whether it
should be designated.”® TEEPA does not specify any standard of suspicion necessary to order a
“freeze pending investigation,” does not require notice or a meaningful opportunity to contest the
allegations, or contain any time limit on the length of the investigation. No criminal charges ever
need to be filed in order to effectively shut a charity down for good, and the charity need never
be told what evidence or allegations led to its demise.

The laws that authorize the freezing of assets do not set any timeline or limit for the
discharge of these funds, such that frozen charitable funds could be held indefinitely. The
Treasury Department has denied repeated requests to allow transfer of blocked funds for
humanitarian or disaster relief in accordance with the intent of the originators of these funds,
charitable donors, even though it has authority to allow transfer of frozen funds.™

IIL Discriminatory Enforcement of Anti-terrorism Financing Laws

The vague and overbroad material support laws afford federal officials wide discretion in
selecting organizations for designation and seizure of their assets, opening the door to
discriminatory and arbitrary enforcement of these laws. Of nine U.S.-based charities whose
assets have been seized after designation as an SDGT by the Treasury Department, seven are
Mauslim charities.”® In addition, at least six U.S.-based Muslim charities have been declared
under investigation or raided. These charities have not been designated nor had their assets
seized pursuant to a blocking order, but have suffered as a result of publicly announced
investigations, law enforcement raids, and intrusive surveillance. To date, only three designated
U.S.-based Muslim charities have faced criminal prosecution, and only one has been convicted .
of terrorism-related charges. Many American Muslim community leaders and members have
pointed to the selective and disproportionate enforcement of counterterrorism laws against

activities, only that KindHearts engaged in affirmative conduct to provide financial support to entities that were
funding Hamas.”

25 .5.C. § 701 et seq. See also, Holy Land Found. For Relief and Dev. V. Ashcroft, 333 F.3d. 156, at 162 (D.C Cir.
2003), “The district court correctly reviewed the actions of the Treasury Department under the highly deferential
“arbitrary and capricious’ standard.”

 The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and

Obstruct Terrorism Act (PATRIOT Act) of 2001, Pub. L. No. 107-56, 115 Stat. 272.

* see, 31 C.F.R. §§501, 587; see also, OMB Watch and Grantmakers Without Borders, Collateral Damage: How the
War on Terror Hurts Charities, Foundations, and the People They Serve, p. 38, at:
http://www.ombwatch.org/node/3727

S The two non-Muslim U.S.-based charities OFAC designated are Tamil Rehabilitation Organization-USA and Tamil
Foundation.
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American Muslim charities as evidence of discriminatory, religion-based targeting of Muslims
and their charitable organizations.'®

Beyond American Muslims’ perception of discriminatory targeting of their community, it
is clear that the federal government is unequally enforcing terrorism financing laws. The
government’s markedly different treatment of for-profit organizations that have allegedly
violated terrorism financing laws demonstrates this unequal enforcement. For instance, in
contrast to the treatment of U.S.-based Muslim charities, Chiquita Brands International was
allowed to pay a fine of $25 million following its payment of $1.7 million directly to two
designated terrorist groups in Colombia between 1997 and 2004."7 Chiquita admitted to these
payments in 2003, but no criminal charges were filed, its assets were never seized or frozen, and
Chiquita continues to operate.'® In another example, OFAC has never designated Halliburton or
General Electric, or frozen their assets, despite both companies’ conduct of business with Iran,
which is designated as a state sponsor of terrorism.'® Former Assistant Secretary of the Treasury
Paul Craig Roberts, who served under President Ronald Reagan, observed, “I think the attack on
the Muslim charities was just easy, it was an easy, soft target.”’

The discriminatory enforcement of these overbroad laws also infringes on religious
freedom, as President Barak Obama acknowledged almost a year ago in Cairo, Egypt: “...in the
United States, rules on charitable giving have made it harder for Muslims to fulfill their religious
obligation.”! Though he pledged to work with American Mustims to address this problem, the
Treasury Department has not modified its enforcement policies or practices.

But it isn’t just Muslim charities that are unconstitutionally chilled from engaging in
legitimate religious, humanitarian and advocacy activities as a result of the vague and overbroad
anti-terrorist financing laws, and their arbitrary enforcement. The Carter Center, Christian
Peacemaker Teams, Grassroots International, Human Rights Watch, International Crisis Group,
The Institute for Conflict Analysis and Resolution at George Mason University, the Kroc
Institute for International Peace Studies at Notre Dame University, Operation USA, and Peace
Appeal Foundation joined in an amicus brief filed by the ACLU in suppert of a challenge to the
criminal statute prohibiting material support for terrorism.”” Amici argued that as a result of the
breadth and vagueness of the material support statute’s terms, it was unclear whether legitimate
activities such as peace-making, conflict resolution, human rights advocacy, and the provision of

' see “Blocking Faith,” supra, Note 1.

7 tdward Iwata and Donna Leinwand, Chiguita Agrees to Fine for Paying Terrorists, USA Today, March 15, 2007;
Carol D. Leoning, In Terrorism-Law Case, Chiquita Points to U.S., Wash. Post, Aug. 2, 2007; Jordy Yager, Chiquita
Fined for Colombia Payments, L.A. Times, Sept. 18, 2007.

'8 OMB Watch and Grantmakers Without Borders, Collateral Damage: How the War on Terror Hurts Charities,
Foundations, and the People They Serve, p. 38, at: http://www.ombwatch.org/node/3727

' isa Meyers, Halliburton Operates in Iran Despite Sanctions, NBC Nightly News, March 8, 2005, at:
http://www.msnbc.msn.com/id/7119752,

D AcLy telephone interview with Paul Craig Roberts, former Assistant Secretary, Department of the Treasury,
Panama City Beach, FL, Aprii 9, 2009.

2 pemarks of President Barak Obama, “On a New Beginning,” (lune 4, 2009) at:
http://www.whitehouse.gov/the press office/remarks-by-the-president-at-cairo-university-6-04-09,
2 Amicus Brief of Carter Center, Christian Peacemakers, Human Rights Watch, et al, in support of Humanitarian
Law Project, Holder v. Humanitarian Law Project, et al, No. 08-1498 and 09-89 {Nov. 23, 2009},
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aid to needy civilians could expose them to the risk of severe criminal penalties if they involved
a group or members of a group that the U.S. government has designated, or may in the future
designate, as a foreign terrorist organization. Indeed this is no idle concern, as the government
has asserted that lawyers could be providing “expert advice or assistance” in violation of the
material support statute by filing an amicus brief in support of a designated organization.”

Such a chilling effect on legitimate aid is counter-productive to U.S. counterterrorism
goals. Experts suggest that humanitarian organizations can address risk factors that contribute to
violent extremism by alleviating severe poverty, providing health care and education services,
fostering sustainable community development, fighting corruption, promoting conflict resolution
and encouraging democratic institutions. The 9/11 Commission staff recommended that “a
comprehensive U.S. strategy to counter terrorism should include economic policies that
encourage development, more open societies, and opportunities for peogﬂe to improve the lives
of their families and to enhance prospects for their children’s futures.”

IV. Constitutional Challenge: Due Process Provides Necessary Transparency

The ACLU recently challenged the constitutionality of OFAC’s authority to frecze a
charity’s funds pending investigation in a case involving the charity, KindHearts for Charitable
Humanitarian Development, Inc. KindHearts was established in 2002 - after the government
shut down a number of Muslim charities - with the express purpose of providing humanitarian
aid abroad and at home in the United States in full compliance with the law. KindHearts directed
all of its employees to implement the Treasury Department’s Voluntary Guidelines for U.S.-
Based Charities.”®

In February 2006 OFAC blocked all of KindHearts’ assets without a warrant, notice or a
hearing, based simply on OFAC’s assertion that it was investigating whether the charity should
be designated as a SDGT. KindHearts repeatedly asked OFAC for the reasons for the freeze and
notice of the factual basis for OFAC’s actions. But beyond the general allegation that

*® Humanitarian Law Project v. Mukasey, 552 F. 3d 916, at 930 {9™ Cir. 2009). See also, Nina Totenberg, Supreme
Court Examines Limit of Material Support, National Public Radio, {Feb. 23, 2010} at:
http://www.npr.org/templates/story/story.php?storyld=124012925

% U.S. Agency for international Development, Guide to the Drivers of Violent Extremism, (Feb. 2009) available at:
http://www.msi-inc.com/documents/EXTREMISM _DRIVERS PAPER-final.pdf; and Thomas Baltazar and Elizabeth
Kvitashvili, The Role of USAID and Development Assistance in Combuating Terrorism, Military Review {March-April
2007) at: http://inside.usaid.gov/DCHA/CMM/documents/USAID and CT Article.pdf

 National Commission on Terrorist Attacks, The 9/11 Commission Report: Final Report of the National Commission
on Terrorist Attacks upon the United States, (New York: Norton 2004), p. 379, available at: http://www.9-
1lcommission.gov/report/911Report Chi2.htm

* OFAC created the Anti-Terrorist Financing Guidelines: Voluntary Best Practices for U.S.-Based Charities in 2006 to
assist charities in protecting themselves from unintended diversion of charitable support to terrorist organizations.
Both Muslim and non-Muslim charities, foundations and civil rights organizations {including the ACLU) have
resoundingly criticized the Guidelines for imposing substantial and inefficient administrative burdens on nonprofit
organizations with minimal success in uncovering terrorist diversion attempts, and have called for their
withdrawal. Although the Guidelines state they are “voluntary,” some charities and foundations have said they
view them as de facto legal requirements because they fear that choosing not to follow them will invite
government scrutiny. However, organizations and their donors are not assured that complying with the Guidelines
will spare them government investigation or blocking orders,
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KindHearts was providing material support to Hamas, OFAC has never made specific charges.
On May 25, 2007, OFAC informed KindHearts that it had “provisionally” decided to designate it
as an SDGT. There is no specific authority in TEEPA for the government to “provisionally”
designate an entity, and to this day, KindHearts has not been designated an SDGT, despite the
government’s four year block against its assets.

With its May 25, 2007 letter, OFAC produced 35 documents that it identified as the
“unclassified and non privileged documents” upon which it relied in provisionally deciding to
designate KindHearts. Most of the documents did not even mention KindHearts, and concerned
other entities instead. None of the documents explained the specific charges OFAC was
considering against KindHearts, or why OFAC thought the evidence supported a potential
designation. OFAC stated it “relied upon other classified and privileged documents obtained to
date which are not authorized for disclosure...” Guessing at OFAC’s concerns, KindHearts
submitted a 28 page preliminary submission to OFAC, which included 1369 pages of evidence.
OFAC never responded, and later claimed it misplaced KindHearts’ submission.

In rulings issued on August 18, 2009 and May 10, 2010, Chief Judge James G. Carr of
the U.S. District Court for the Northern District of Ohio, Western Division, held that OFAC’s
freeze pending investigation was a seizure under the Fourth Amendment, which required a
judicially-authorized warrant based upon probable cause. Going forward, the administration
must obtain a warrant based on probable cause before seizing an organization's assets. Further,
Judge Carr called upon Congress to adopt “the appropriate structure” for establishing probable
cause standards for freezes pending investigation under JEEPA, which would comply with the
Fourth Amendment. Judge Carr also ruled that OFAC violated the Fifth Amendment's guarantee
of due process by failing to provide KindHearts notice of the charges against it or a meaningful
opportunity to respond. He held that OFAC must remedy these failures by declassifying or
adequately summarizing the classified evidence against KindHearts or by allowing KindHearts’
counsel to view the classified evidence pursuant to security clearances and a protective order.

*

Enforcing the procedural rights encompassed in the Fourth and Fifth Amendments will
produce greater transparency in OFAC actions, and will better protect the religious, political and
associational rights guaranteed under the First Amendment. The KindHearts decision gives
Congress the opportunity to re-evaluate IEEPA in light of OFAC’s secretive, arbitrary and
discriminatory enforcement activities, which neither keep us safe nor protect American values.

V. The Constitutional Role of Congressional Oversight in Ensuring Public Accountability

The American people depend upon their elected representatives in Congress to oversee
and regulate the government’s activities on their behalf and for their benefit. President
Woodrow Wilson described Congress’s obligation to provide a window into government
operations for the American people:

It is the duty of a representative body to look diligently into every affair of
government and to talk about much of what it sees. It is meant to be the eyes and
the voice, and to embody the wisdom and will of its constituents.”’

7 \wWoodrow Wilson, Congressional Government, 303, {(1885).
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To achieve this goal, the Constitution gives Congress ample authority to investigate executive
branch activities, including national security programs, and the tools to regulate them. Congress
gave the President broad authority under IEEPA to regulate financial transactions in a national
emergency, and Congress has the responsibility to ensure this power is used wisely, and in
conformance with constitutional requirements.

Unfortunately, the Treasury Department’s platitudes about the effectiveness of its anti-
terrorism measures have not been borne out by the facts. In a 2004 report on terrorist financing,
the 9/11 Commission staff found that the use of IEEPA against U.S. persons or organizations
“raises significant civil liberties concerns,” noting that IEEPA “allows the government to shut
down an organization on the basis of classified evidence, subject only to a deferential after-the-
fact judicial review.”™ The staff reported particular unease regarding the power to freeze assets
pending investigation, which it deseribed as, “a powerful weapon with potentially dangerous
applications,” that lets “midlevel government officials™ shut down organizations with “no formal
process, let alone any adjudication of guilt.””® Treasury officials acknowledged to the
Commission staff that the evidentiary basis for designation decisions were “quite weak” in the
post-9/11 period, which led to questionable designations that undermined our international
counterterrorism efforts by making other nations “unwilling to freeze assets or otherwise act
merely on the basis of a U.S. action.”® Georgetown University Law Professor Laura Donohue
explained that

...the executive’s bypassing of judicial mechanisms, in relying on less robust
standards, made more likely a wrongful designation — with detrimental
consequences for the United States. By 2004, the United Nations recognized the
list, largely constructed by the United States, had “begun to lose credibility and
operational value” and needed updating... In March 2006 a UN Security Council
report expressed concern about the program’s effectiveness. The Council of
Europe issued a report that said the UN list violated the European Convention on
Human Rights: it provided neither any protection against arbitrary decisions, nor
did it include mechanisms to ensure that the allegations made by governments
were accurate {internal footnotes omitted).*’

Likewise, a 2005 Government Accountability Office (GAO) study suggested that the
shroud of secrecy under which OFAC’s exercises its IEEPA authorities raised questions about
the effectiveness of these important programs:

The lack of accountability for Treasury’s designations and asset blocking program
creates uncertainty about the department’s progress and achievements. U.S.
officials with oversight responsibilities need meaningful and relevant information

2 National Commission on Terrorist Attacks Upon the United States, Monograph on Terrorist Financing: Staff
Report to the Commission, p. 8 {Aug. 21, 2004) available at:
http://govinfo library.unt.edu/911/staff statements/911 TerrFin Monograph.pdf
238
id., at 112,
**14., at 79 and 48.
3 1 aura K. Donohue, The Cost of Counterterrorism: Power, Politics and Liberty, Cambridge University Press, (2008).

9
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to ascertain the progress, achievements, and weaknesses of U.S. efforts to
designate terrorists and dxsmantlc their financial networks as well as hold
managers accountable.*

GAO found in a 2009 follow-up report that Treasury’s Terrorism and Financial Intelligence
Office, which manages OFAC, continues to face deficiencies in interagency cooperation and
strategic workforce planning, and has yet to develop appropriate performance measures to
effectively assess core program activities.”> OFAC, for instance, does not have a current
strategic plan and has implemented inconsistent performance measures, whxch puts its ability to
properly manage its resources to address national security threats at risk.* Congress must
address these deficiencies that risk both our liberties and our security, by bringing needed
transparency to the Treasury Department’s procedures through vigorous public oversight and the
establishment of effective due process mechanisms that give entities impacted by these broad
authorities a meaningful opportunity to defend themselves before a neutral arbiter.

Congress is armed with many tools to compel compliance with its investigations. The
Congressional Research Service Congressional Oversight Manual lists six constitutional
pr0v1smns authonzmg Congress to investigate, organize, and manage executive branch
activitics.”* And the Supreme Court has interpreted the constitutional grant of legislative power
as providing Congress “broad” authority to investigate — both to ensure that the laws it passes are
effective, and to gather evidence to inform future legislation.’® Congress can use these powers to
effectively leverage cooperation from the executive branch, and can directly compel compliance
with congressional inquiries when necessary, even in matters of national security. “A legislative
body cannot legislate wisely or effectively in the absence of information respecting the
conditions which the legislation is intended to affect or change,” the Supreme Court ruled in
1927, noting that the power to compel is necessary because “experience has taught that mere
requests for such information are often unavazlmg, and also that information which is
volunteered is not always accurate or complete.”’ We urge this Subcommittee to thoroughly
investigate and evaluate the Treasury Department’s anti-terrorism financing efforts to ensure

3 Government Accountability Office, Terrorist Financing: Better Strategic Planning Needed to Coordinate U.S.
Efforts to Deliver Counter-Terrorism Financing Training and Technical Assistance Abroad, p. 29 (Oct. 24, 2005)
available at: hitp://www.gao.gov/new.items/d0619.pdf
2 Government Accountability Office, Combating illicit Financing: Treasury’s Office of Terrorism and Financial
Inteliigence Coutd Manage More Effectively to Achieve its Mission, {Sept. 2009) available at:
http://www.gao.gov/new,items/d09794.pdf
*1d., at 18-23.
35 Erederick M. Kaiser, Walter J. Oleszek, T.). Halstead, Morton Rosenberg, and Todd B. Tatelman, CONGRESSIONAL
RESEARCH SERVICE, CONGRESSIONAL OVERSIGHT MANUAL, CRS REPORT FOR CONGRESS, S (May 1, 2007), available at
http://www.fas.org/sgp/crs/misc/RL30240.0df. Two non-government organizations dedicated to constitutional
principles and effective government, the Constitution Project and the Project on Government Oversight, have
produced detailed manuals on the authorltxes and mechanics of congressional oversight investigations. They may
be found here: http: i

3 Watkins v. U.S., 354 U.S. 178, 187 {1957). "The power of the Congress to conduct investigations is inherent in the
legislative process. That power is broad. It encompasses inquiries concerning the ‘administration of existing laws
as well as proposed or possibly needed statutes. It includes surveys of defects in our social, economic or political
system for the purpose of enabling the Congress to remedy them. It comprehends probes into departments of the
Federal Government to expose corruption, inefficiency or waste.”
37 McGrain v. Daugherty, 273 U.S. 135, 174-175 (1927).

10
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they effectively target those entities that specifically intend to support the illegal activities of
terrorist organizations, while providing enough transparency and due process to allow legitimate
aid and services to flow unimpeded.

VI. Recommendations For Congress

1. Congress should reform the statutory scheme for designation of persons and entities as

SDGTs under IEEPA to establish full due process protections, including:

Issuing transparent standards governing OFAC designations.

Creating a higher legal standard for designation.

Precisely defining the criteria for an individual or entity to be found an SDGT.
Enacting a narrower statutory definition of SDGT. .

Providing timely notice including a full list of charges and statement of reasons.
Restricting the use of secret evidence.

Providing a meaningful opportunity to defend, including the ability to submit evidence
and a hearing.

Providing meaningful judicial review of agency action.

Creating a statutory basis for challenging designations and asset freezing process.
Creating an effective redress program for individuals or organizations mistakenly flagged
as a designated person.

2. Congress should enact a statutory scheme for the seizure of assets of suspected

SDGTs that complies with the Fourth Amendment, as set out in Chief Judge Carr’s decisions in
the KindHearts case, by:

Implementing a warrant and probable-cause procedure for the seizure of assets of
suspected SDGTs.

Requiring that the Secretary of the Treasury utilize the authority granted under the Civil
Asset Forfeiture Reform Act of 2000, in lieu of Executive Order No. 13,224, to seize the
assets of suspected SDGTs.

3. Promote greater transparency and accountability in Treasury Department anti-

terrorism financing enforcement:

Require more specific detail in OFAC reports to Congress, so that Congress can
determine whether OFAC designations are appropriate and effective, and to ensure
constitutional standards are met.

Conduct regular oversight hearings on anti-terrorism financing policies as applied to the
charitable and nonprofit sector.

Request the GAO conduct an investigation of frozen charitable funds to determine how
much is currently blocked, under what authority, whether it was blocked in accordance
with judicial warrants based upon probable cause, and what barricades exist to
transferring the funds to fulfill the charitable purposes of the donors.

11
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VIL Conclusion

We commend the Subcommittee for holding this hearing to examine how the uneven
enforcement of anti-terrorism financing regulations is unnecessarily impeding legitimate
charitable and humanitarian work. While the Treasury Department has an iraportant duty to
perform in stemming terrorist financing, it must accomplish this obligation without unjustly
infringing on the rights of innocent Americans, or chilling free speech and association. Greater
transparency and due process will help to ensure the Treasury Department is using its authorities
only against true threats to our national security. Thank you for your efforts to increase public
awareness of this issue.

12
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Testimony of Daniel L. Glaser,
Deputy Assistant Secretary
(Terrorist Financing and Financial Crimes)
U.S. Department of the Treasury
Before the House Committee on Financial Services
Subcommittee on Oversight and Investigations

Introduction

Chairman Moore, Ranking Member Biggert, and distinguished members of the
Committee, thank you for the opportunity to appear before you today to talk about the
Treasury Department’s efforts to protect charities from abuse by terrorist and our
extensive outreach efforts to the charitable and Muslim American communities.

Before discussing the substance of our important work related to charities issues, it is
important to note at the beginning of my testimony that Treasury’s role in combating
terrorist financing, as well as its role in the broader U.S counter-terrorism mission, relies
heavily upon the strong support of Congress, and the international and private sector
communities. Treasury works closely with the law enforcement, regulatory, diplomatic,
and intelligence communities within our own government, as well as our international
counterparts around the world, state and local governments, and the private sector to
contribute to a comprehensive counter-terrorist financing strategy that diminishes the
capacity of terrorist organizations and their support networks. I would also like to note
the important role that community organizations, especially from those communities that
terrorists are most seeking to exploit, play in supporting our efforts to tackle terrorist
financing. It is only through these collaborative efforts that we can succeed collectively.

Treasury understands the importance of charitable giving both at home and abroad and
seeks to encourage charitable giving while also protecting charities from terrorist abuse
or exploitation. Charities have had an immediately beneficial impact on developing
communities around the world such as providing aid to areas afflicted by disaster and
conflict, and supplying resources to increase access to education and medical services.
Charities serve their local communities in the U.S., as well as overseas in relief areas and
conflict zones. Charitable giving and voluntarism have a long tradition in the U.S., and
our country is a leader in the world year-after-year in charitable donations. This spirit of
giving is something that unites Americans of all backgrounds, from diverse religious
traditions and ethnic heritages.

However, the sad truth is that terrorist organizations have established and used charities,
and have exploited well-intentioned donors. One of the Treasury Department’s core
missions is to identify, disrupt, and dismantle illicit financial networks that support
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terrorists, organized criminals, WMD proliferators, and other threats to national security.’
We will continue to use every tool at our disposal to stop the flow of illicit money to
those who seek to harm our citizens. In regards to charitable organizations, our challenge
is to close the avenue of material support to terrorist activities while at the same time
supporting avenues that allow for legitimate and well-intentioned donor activity.

Terrorist organizations have abused and exploited charities of all backgrounds. And there
is no doubt that terrorist organizations such as al Qaida, Hamas, and Hizbollah have
abused and exploited Muslim charities. Though Treasury actions with respect Muslim
charities have been relatively infrequent and none have occurred for almost three years,
we understand that the important steps that we have taken to target charities that do
support terrorist organizations, combined with other successful counter-terrorism efforts
across our government, have had the unfortunate and unintended consequence of causing
a chilling effect on well-intentioned donor activity within Muslim American
communities. President Obama recognized this in his speech in Cairo last year when he
said, “in the United States, rules on charitable giving have made it harder for Muslims to
fulfill their religious obligation. That's why I'm committed to working with American
Muslims to ensure that they can fulfill zakat.” Treasury shares the President’s
commitment to working with the Muslim American charitable community to protect their
ability to fulfill their religious obligations. This has informed our outreach efforts with
the charitable and Muslim American communities over the last few years, which I will
discuss in more detail later.

Combating Terrorist Abuse of Charities

Charities are an attractive target for terrorist organizations for a varicty of reasons,
including:

» Charities enjoy the public trust, have access to considerable sources of funds, and
are often cash-intensive.

» Some charities have a global presence that provides a framework for national and
international operations and financial transactions, often within or near those
areas that are most exposed to terrorist activity.

» Depending on the legal form of the charity and the country of origin, charities
may often be subject to little or no governmental oversight (for example,
registration, record keeping, reporting and monitoring), or few formalities may be
required for their creation (for example, there may be no skills or starting capital
required, no background checks necessary for employees).

!'! The Department of Justice, the Department of State and many elements of the U.S. Government also
share this important mission. This testimony is intended to specifically address Treasury’s mission and
authorities.
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o Unlike for-profit organizations, charitable funds are meant to move in one
direction only. Accordingly, large purported charitable transfers can move
without a corresponding return of value.

o Charities attract large numbers of unwitting donors along with the witting, thus
increasing the amount of money available to terrorist organizations.

» The legitimate activities of charities related to terrorist organizations — such as the
operation of schools, religious institutions, and hospitals — create fertile
recruitment grounds, allowing terrorists to generate support for their causes and to
propagate violent and extremist ideologies.

e By providing genuine relief and development services — as nearly all of the
charities associated with terrorist organizations do — these charities benefit from
public support, generating reluctance by many governments to take enforcement
action against them.

Terrorist organizations have taken advantage of these characteristics to infiltrate the
charitable sector and exploit charitable funds and operations to cover for or support
terrorist activities or agendas. Terrorist organizations have historically used charities in a
number of ways. In some cases, charities finance terrorist organizations by diverting
funds ostensibly intended for charitable purposes. In other cases, terrorist organizations
or individuals sympathetic to them establish charities that provide essential services in
order to radicalize communities, build support networks, and provide a recruiting base
within vulnerable populations. Such charities are integral components of the terrorist
organizations, and vital to their ability to raise funds and legitimize themselves.

There have been many examples around the world of charities that have been integral
components of terrorist networks. Examples include: the Revival of the Islamic Heritage
Society, which was designated for providing financial and material support to al Qaida;
Union of Good, which provides support to Hamas; the Martyrs Foundation, which
provides support to Hizbollah; Pakistan-based Jammat ud Dawa (JUD), which provides
support networks to Lashkar E Tayyiba (L.T), which was designated by the Department of
State; and Tamils Rehabilitation Organization (TRO), which was designated for
providing support to the Liberation Tigers of Tamil Eelam (LTTE). JUD and Union of
Good are particularly good examples of charities, which provide actual social services to
communities, but at the same time are important components of the overall terrorist
mission of the organizations they support.

These types of charities have not been limited to organizations located overseas. There
have been numerous examples of terrorist organizations raising funds through charities in
the United States as well. Through the collective efforts of the U.S. law enforcement
community, this type of conduct has become far more difficult. Treasury’s primary
contribution to these domestic law enforcement efforts has been through the application
of our designation authorities under the International Emergency Economic Powers Act
(IEEPA). Below, I will describe (1) the legal authorities and criteria for these
designations, (2) the processes that were employed, before, during, and after the formal
designations and (3) a description of the eight U.S.-based charities that have been
designated under this authority,
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1. Legal Authority for Terrorism Designations: Executive Order 13224

Since 1977, IEEPA has authorized the President to take certain steps to combat threats to
the national security, foreign policy or economy of the United States. Under IEEPA, the
President may investigate, block assets and prohibit transactions with designated persons.
The United States Government has successfully utilized this decades-old authority to
confront numerous threats over the years.

Issued on September 23, 2001 under IEEPA and other authorities, E.O. 13224 allows the
USG to disrupt the support networks of terrorists and terrorist organizations by
authorizing the U.S. Government to designate them and block their assets. Pursuant to
this authority, the Secretary of the Treasury, in consultation with the Secretary of State
and the Attorney General, may designate individuals and entities that:”

e Are "owned or controlled by"” or "act for or on behalf of" designated terrorists or
terrorist organizations;

e “Assist in, sponsor, or provide financial, material, or technological support® for,
or financial or other services to or in support of* acts of terrorism or designated
terrorists or terrorist organizations; and

o Are "otherwise associated"* with designated terrorists or terrorist organizations.

2. The IEEPA Designation Process
Pre-Designation Process
For each Treasury designation, Treasury prepares an evidentiary package or

“administrative record,” which includes identifiers and the basis for designation, for each
potential designee. These administrative records are reviewed by the Departments of the

2 JEEPA also provides for authority to designate individuals or entities that pose a significant risk of
committing, acts of terrorism that threaten the security of U.S. nationals or the national security, foreign
policy, or economy of the United States. Authority to designate under this criterion has been delegated to
the State Department.

3 “Financial, material, or technological support” is defined at 31 CFR 594.317.

“We note that a federal district court found that designations based on the “otherwise associated with”
provision of EO 13224 was unconstitutionally vague on its face and overbroad. See Humanitarian Law
Project v. United States Department of Treasury, 463 F.Supp.2d 1049, 1070-71 (C.D.Cal., Nov. 21, 2006),
revised on reconsideration, Humanitarian Law Project v. U.S. Dept. of Treasury, 484 F.Supp.2d 1099,
1104-07 (C.D.Cal., Apr. 20, 2007) (holding that the subsequently issued regulatory definition of “otherwise
associated with” supplied by 31 C.F.R. § 594.316 cured the defect and was sufficiently precise to satisfy
the Constitution), affirmed on appeal, 578 F.3d 1133 (9rth Cir. 2009). Under the regulatory definition,
“otherwise associated with” means “[t]o own or control” or “[t]o attempt, or to conspire with one or more
persons, to act for or on behalf of or fo provide financial, material, or technological support, or financial or
other services, to” 31 C.F.R. § 594.316.
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Treasury, State, and Justice, including by attorneys from these agencies to ensure that the
administrative record is legally sufficient. The record must show that there is a reasonable
basis to determine that the target meets the criteria for designation. Treasury also consults
with other relevant U.S. Government agencies as appropriate to ensure that proposed
designations are consistent with the operational and policy interests of other agencies, as
well as with the strategic national security and foreign policy goals of the United States.
No designation proceeds absent full consultations with all relevant U.S. Government
agencies.

Implementation and Effects of Designation

When the U.S. Government designates an individual or entity, it publishes notice of the
designation on its website, adds the name to its List of Specially Designated Nationals
and Blocked Persons (SDN List), which is also posted on the Office of Foreign Assets
Control’s (OFAC) website, and publishes the designation in the Federal Register. At the
time of designation, OFAC makes a good faith effort to provide a designated party in the
United States with an explanation of the effect of the designation, as well as information
on procedures to seek a license or challenge the designation. OFAC publicizes
designations by RSS feed, email, fax, Fedwire, CHIPS, and publication in the Federal
Register. The Department of State publishes its designations in the Federal Register and
depends on OFAC to inform the banking community of the designation., The U.S.
Government generally issues a public release that sets forth the reasons for the
designation.

Post-Designation

Compliance by U.S. Persons

All U.S. persons have an obligation to identify and block property, including financial
property, of individuals and entities appearing on the SDN List. Most large U.S.
companies and nearly all U.S. financial institutions have implemented procedures to
electronically screen their transactions for references to designated parties. New
designations are added to this “interdiction” software to identify transactions. in which
sanctions targets may have an interest. If a U.S. person identifies an account or
transaction containing an interest of an SDN, the transaction/account must be blocked.
Any property blocked due to an interest of an SDN must be reported to OFAC within 10
days. Blocked financial property must be kept in interest-bearing accounts. On an
ongoing basis, U.S. persons are prohibited from doing business with SDNs, and any
property, financial or otherwise, containing an interest of an SDN that comes into the
possession of a U.S. person must be blocked.

As of April 2010, the total amount of funds blocked due to an interest of U.S.-based
charities collectively, is approximately $ 3.2 million. As discussed below, these funds
have in certain instances been made available to the designated entities through a
licensing process to meet expenses such as legal fees. However, because the U.S.
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Government does not take title to blocked funds, any question involving the broad
redirecting or transferring of such funds raises several complex legal issues. Even putting
aside issues of title, any final disposition of such funds would likely need to consider the
potential competing claims of such parties as employees, third-party contactors, and
terrorist victims who might seek to attach blocked funds pursuant authority granted to
them by Congress under the Terrorism Risk Insurance Act (TRIA).

Licensing

OFAC may use its authority to license certain transactions that otherwise would be
prohibited. For example, OFAC regularly issues licenses to permit designated entities to
pay legal fees and other basic expenses such as rent, food, and utilities.

Delisting

Delisting is 2 mechanism by which targeted sanctions with respect to a designated person,
including a designated charitable organization, are lifted. As with the initial designation
process, any delisting involves the preparation of an administrative record and inter-
agency consultation. To be delisted, designated persons generally must petition the
designating agency for delisting and credibly demonstrate that they no longer engage in
or plan to engage in the activity for which they were designated and/or that the
circumstances resulting in the designation otherwise no longer apply. > The designee is
typically required to sign an affidavit to that effect.

Judicial Review

All final agency actions taken by OFAC are subject to judicial review in U.S. courts
under the Administrative Procedure Act. Designees can and do avail themselves of the
U.S. judicial system to challenge their designations. As noted above, Congress enacted
IEEPA in 1977, and it has been challenged in court periodically since that time across a
wide range of sanctions programs. Treasury actions under IEEPA have been challenged
repeatedly, and courts consistently have upheld both the Constitutional underpinnings of
our authorities and our application of them.

*For example, in November 2009, OFAC delisted Patricia Rosa Vinck, Barakaat International, and
Barakaat International Foundation, having found that Vinck and the two entities no longer presented a
significant threat of supporting terrorism. Vinck, Barakaat International, and Barakaat International
Foundation were all designated by the Treasury Department under E.O 13224 and by the UN. 1267
Committee. The Barakaat organizations were part of a financial conglomerate operating in 40 countries
around the world that facilitated the financing and operations of al Qaida and other terrorist

organizations. Vinck served as secretary of GRF’s Belgium offices and facilitated its activities [in support
of terrorism.] Following U.S. and U.N. designations, Vinck ceased her activities on behalf of GRF, and the
two Barakaat entities are no longer operating. OFAC’s delisting action was taken in conjunction with a
removal of the three names from the United Nations 1267 Sanctions Committee Consolidated List of
individuals and entities subject to U.N. sanctions measures.
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3. Designations of U.S-based Charities

Since 2001, Treasury has designated the following eight domestic charities under
Executive Order (E.O.) 13224.° As noted above, as of April 2010, the total amount of
funds blocked due to an interest of these charities, is approximately $3.2 million.

o Holy Land Foundation: The Holy Land Foundation for Relief and Development
(HLF) was designated on Dec. 2, 2001 and May 21, 2002 as a charity that
provided millions of dollars of material and logistical support to Hamas. HLF,
originally known as the Occupied Land Fund, was established in California in
1989 as a tax-exempt charity. HLF supported Hamas activities through direct fund
transfers to its offices in the West Bank and Gaza that are affiliated with Hamas
and transfers of funds to Islamic charity committees ("zakat committees") and
other charitable organizations that are part of Hamas or controlled by Hamas
members.

o Global Relief Foundation: The Global Relief Foundation (GRF) was designated
on Oct. 18, 2002 providing for support for and assistance to Usama bin Laden
(UBL), al Qaida, and other known terrorist groups.

« Benevolence International Foundation: Benevolence International Foundation
(BIF-USA) was designated on Nov. 19, 2002 after its CEO was indicted by the
Justice Department for operating BIF as a racketeering enterprise and providing
material support to terrorist organizations, including al Qaida. BIF was
incorporated in Illinois in 1992 and was a U.S., tax-exempt, not-for-profit
organization whose stated purpose was to conduct humanitarian relief projects
throughout the world.

» Al Haramain Foundation—U.S. Branch: Al Haramain Foundation—US Branch
(AHF) was designated on Sept. 9, 2004 by the United States and the UN 1267
Sanctions Committee because of AHF's support for al Qaida. Individuals
associated with the branch tried to conceal the movement of funds intended for
Chechnya by omitting them from tax returns and mischaracterizing their use,
which they claimed was for the purchase of a prayer house in Springfield,
Missouri.

o Islamic African Relief Agency: Islamic African Relief Agency (IARA) was
designated on Qct 13, 2004 for providing direct financial support for Usama Bin
Ladin (UBL) and al Qaeda’s precursor, Maktab Al-Khidamat (MK). IARA, MK
and UBL commingled funds and cooperated closely in the raising and expenditure

¢ In addition to these designations of U.S.-based charities, OFAC in 2006 exercised its statutory authority
to blocked pending investigation (BPI) the assets of KindHearts for Charitable Humanitarian Development,
Inc (“Kindhearts™), an NGO operating out of Toledo, Ohio, based on evidence that the charity was
providing financial support to Hamas. Kindhearts challenged this action and litigation is ongoing. BPIs
are distinct from designation. They have been used effectively to prevent asset flight and support key
enforcement investigations.
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of funds. IARA engaged in a joint program with an institute controlled by UBL
that was involved in providing assistance to Taliban fighters. As of early 2003,
information available to the U.S. showed that JARA was also responsible for
moving funds to the Palestinian territories for use in terrorist activities, notably
serving as a conduit to Hamas in one Western European country. IARA is
headquartered in Khartoum, Sudan and had maintained over 40 offices throughout
the world, including one in Columbia, Missouri.

» Goodwill Charitable Organizations: The Goodwill Charitable Organization
(GCQ) was designated on July 24, 2007 for providing financial support to
Hizbollah directly and through the Martyrs Foundation in Lebanon. GCO was
established as a fundraising office in Dearborn, Michigan by the Martyrs
Foundation, which is a Hizbollah front organization that reports directly to the
leadership of the Martyrs Foundation in Lebanon. Hizbollah recruited GCO
leaders and had maintained close contact with GCO representatives in the United
States.

e Tamils Rehabilitation Organization: Tamils Rehabilitation Organization (TRO) was
designated on Nov 15, 2007 for serving as a front to facilitate fundraising and
procurement for the designated terrorist group Liberation Tigers of Tamil Eelam
(LTTE). In the United States, TRO had raised funds on behalf of the LTTE through a
network of individual representatives. TRO had also facilitated LTTE procurement
operations in U.S., including the purchase of munitions, equipment, communication
devices, and other technology for the LTTE. TRO's efforts worldwide reportedly had
allowed the LTTE to use humanitarian aid, which TRO collected from the
international community after the December 2004 tsunami, to launch new campaigns
to strengthen LTTE’s military capacity.

e Tamil Foundation: US-based Tamil Foundation was designated on Feb, 11, 2009 for
serving as a front to facilitate fundraising for LTTE. Over the course of many years,
the Tamil Foundation, based in Cumberland, Maryland, and the TRO had co-mingled
funds and carried out coordinated financial actions.

Treasury Qutreach, Guidance, and Partnerships with the Charitable Sector

As President Obama has recognized, the ongoing terrorist threat and our enforcement
actions have created an unintended chilling effect, particularly in Muslim communities,
on charitable giving. This is especially true with respect to charitable interests in
servicing vulnerable and needy populations abroad in areas where terrorist organizations
are most active.

Overcoming these challenges requires a strong partnership with the charitable sector and
a shared commitment by other elements of the national security and development
comuunities. This realization, together with the underlying need to protect charities
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from terrorist abuse, frames Treasury’s efforts to (1) conduct outreach, (2) issue
guidance, and (3) develop a partnership with the charitable sector.

1. Conducting Outreach

Treasury’s outreach to the charitable sector and Muslim American communities generally
consists of an ongoing discussion relating to the following four fundamental themes:

(i) The USG recognizes and strongly supports the essential role of charitable giving
in Muslim, American and global society. Almsgiving is an important expression of
religious faith for Muslims throughout the world. Charity is one of the pillars of Islam,
pursuant to which observant Muslim men and women have a duty to give a certain
percentage of their earnings to specified recipients (Zakat), as well provide alms
throughout the year (Sadagah). Such giving builds local communities, and also links
these communities to the other parts of the world. Charitable giving and philanthropy are
core American values and integral parts of American culture and society. As an example,
in recent years the American people have donated more than $200 billion annually to
charitable causes, including to Muslim populations such as those affected by the 2004
tsunami in Indonesia and Southeast Asia and the 2005 earthquake in Pakistan.

(i) Terrorist organizations continue o effectively exploit charities to finance their
operations and to cultivate broader support from vulnerable populations. Terrorist
organizations devote considerable resources, time and attention to developing charitable,
social and welfare services as a key means of cultivating support. It must be understood
that charities providing social services to legitimate communities may nevertheless be
operating on behalf of terrorist organizations, and that the provision of such services does
not excuse such support.

(iii) U.S. Government efforts to combat terrorism are not intended to single out any
specific community. Our outreach must demonstrate that Treasury and broader U.S.
actions to combat terrorist exploitation of the charitable sector do not seek to target
Muslims or Muslim charities. As [ stated earlier, while terrorist organizations such as al
Qaida, Hamas, and Hizbollah have exploited Muslim charities, it is worth recognizing
that over the years terrorists have exploited charities of many backgrounds.

(iv)  The U.S. Government and the charitable sector must work together to promote
safe and effective charitable activity and to protect the sector from terrorist exploitation.
Such collaboration is needed not only to develop effective and practical safeguards to
assist charities in protecting against terrorist exploitation, but also to identify or develop
ways in which charities can assist vulnerable populations in areas where terrorist
organizations operate. Treasury has expended considerable efforts to work with the
charitable sector to advance both of these objectives.

To promote these fundamental themes of our outreach to the charitable sector and donor

communities, Treasury frequently meets and collaborates on projects with specific
communities and organizations, such as the Arab- and Muslim American communities, as

9
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well as representatives from the broader charitable sector. Treasury also participates in
interagency outreach events with the Department of Homeland Security (DHS), the
Department of Justice (DOJ), and FBI headquarters and field offices, including bi-
monthly DOJ Civil Liberties Division outreach events with the Arab, Sikh and Muslim
communities.

2. Developing and Issuing Guidance

A significant portion of Treasury’s outreach is devoted to the development of guidance to

assist the charitable sector in adopting protective measures against terrorist abuse of

charities. Over the past several years, Treasury has developed, issued, promoted and

updated various documents to assist the charitable sector in this effort. Such documents

include:’

e A Summary of Charitable Organizations Designated Under Executive Order 13224
and Executive Order 12947 and Foreign Terrorist Organizations Appearing as

Potential Fundraising Front Organizations;

e Additional Background Information on Designated Charities;

s Background Information on Certain FTOs with Aliases Appearing as Potential
Fundraising Front Organizations;

s An OFAC Risk Matrix for the charitable sector;

e The U.S. Department of the Treasury Anti-Terrorist Financing Guidelines: Voluntary
Best Practices For U.S.-Based Charities

» A Response to Comments Submitted on the U.S. Department of the Treasury Anti-
Terrorist Financing Guidelines: Voluntary Best Practices for U.S.-Based Charities;

¢ A Counter-Terrorist Referral Form for Charities;

e Typologies and Open Source Reporting On Terrorist Abuse of Charitable Operations
in Post-Earthquake Pakistan and India; and

7 These documents and additional information to assist charities in protecting against terrorist exploitation
are available on the Treasury website at http://www.treas.gov/offices/enforcement/key-

issues/protecting/index. shtml/.

10
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* A Response to Inquiries from Arab American and Muslim American Communities
for Guidance on Charitable Best Practices.

The importance of Treasury’s efforts to develop guidance for the charitable sector in
combating terrorist exploitation is heightened by the fact that, unlike financial
institutions, there is no regulatory regime or supervisory mechanism to specifically
address terrorist abuse of charity. The obligation on charities, as with all U.S. persons, is
simply to comply with the law. We are not suggesting the establishment of such a
regulatory regime, but this means that our efforts to develop and issue guidance materials
represent our primary means of assisting the charitable sector in developing and
implementing effective safeguards against terrorist abuse. We will continue to provide
additional products and information that can help charities address the threat of terrorist
exploitation while promoting their charitable mission.

Treasury’s Anti-Terrorist Financing Guidelines: Voluntary Best Practices for
U.S.-Based Charities

Much of Treasury’s time and attention in issuing guidance has focused on developing and
updating measures and best practices to protect charities from terrorist abuse in
Treasury’s Anti-Terrorist Financing Guidelines: Voluntary Best Practices for U.S.-Based
Charities (“Guidelines”). Over the past several years, the Guidelines have been
developed in close consultation with the charitable and Muslim American communities,
and have been critical in raising awareness of these issues and promoting the adoption of
effective safeguards for charities in the United States and abroad.

Treasury initially released the Guidelines in November 2002 in direct response to
requests from the Arab and Muslim American communities for policies and practices to
protect against potential terrorist abuse and to assist in compliance with new terrorist
financing authorities, including Executive Order 13224. Treasury then solicited feedback
from the charitable sector, which indicated that the Guidelines could be substantially
improved to assist in identifying reasonable yet effective measures to protect against
terrorist abuse. In December 2005, based on extensive review and comment by public
and private sector interested parties, Treasury revised and released amended Guidelines
in draft form for further public comment. Based on the comments received, Treasury
further amended the Guidelines to improve their utility to the charitable sector in
adopting practices that can better protect it from terrorist exploitation.

Treasury issued the Guidelines as voluntary best practices, and they are not intended
create any new legal requirements. They are intended to provide guidance on
fundamental principles of good charitable practice; governance, accountability and
transparency; financial accountability and transparency; programmatic verification; and
anti-terrorist financing best practices. They are risk-based, reflecting Treasury's
recognition that a "one-size-fits-all" approach is untenable and inappropriate due to the
diversity of the charitable sector and its operations, and they acknowledge that certain
exigent circumstances (such as catastrophic disasters) may make application of best
practices difficult. The Guidelines also include an annex that chronicles the nature of

11
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terrorist abuse of charities. Moreover, the Guidelines are not an exhaustive or exclusive
set of best practices, and Treasury recognizes that many charities, through their extensive
experience and expertise in delivering international aid, have already developed effective
internal controls and practices that lessen the risk of terrorist financing or abuse.

The initial development and subsequent evolution of the Guidelines launched a strong
and ongoing dialogue with the charitable sector. This dialogue has led to a greater
awareness of the risks of terrorist abuse in the charitable sector, and as a result, charities
have adopted more proactive approaches to protect their assets and the integrity of their
operations.

Treasury is committed to continuing to update, amend and improve the Guidelines to
make them more useful to the charitable sector, but Treasury does not agree that revoking
the Guidelines would be beneficial. The Guidelines serve as one of the only vehicles for
assisting charities in responding to the real threat of terrorist abuse of the sector. They
are for this reason important, and we will continue to work with interested parties in the
charitable sector to amend and improve the Guidelines, as we have done in the past.

Over the past year, Treasury has held substantial discussions with various elements of the
charitable sector and Arab and Muslim American communities to identify concerns with
the Guidelines and ways that Treasury could improve their utility in protecting and
promoting charitable giving. Based on these discussions, Treasury is currently pursuing a
number of actions to amend the Guidelines and issue additional information to assist the
charitable sector, including by developing the following materials:

* A comprehensive document of answers to frequently asked questions (FAQs) by
the charitable sector and donors;

s A summary of U.S. counter-terrorist financing laws and regulations that impact
charities;

* An explanation of sanctions laws and regulations, including the importance and
objectives of sanctions, the designation process, and the variety of due process
protections provided in our domestic sanctions regime;

¢ Updates to annex of the Guidelines to help clarify the current risk and type of
exploitation of charities by specific terrorist organizations in certain high risk
regions; and

» A reference list to existing non-profit good governance best practices;

3. Developing a Strategic Partnership with the Charitable Sector
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The final component of Treasury’s engagement with the charitable sector and Arab and
Muslim American communities to combat terrorist exploitation of charities involves
developing a strategic partnership. Such a partnership is necessary to both protect charity
from terrorist abuse and promote charitable assistance in high risk regions where terrorist
organizations operate. Neither the government nor the charitable sector, acting alone, can
adequately address these objectives. The expertise, access, and resources of both
government and the charitable sector are required to advance these shared interests.

Over the past several years, Treasury has led much discussion — both within the
government and with key stakeholders in the charitable sector and Arab and Muslim
communities — of how collaboration might best be achieved to protect and promote
charitable activity in places where terrorist organizations are particularly active. These
discussions have focused on the development of targeted alternative relief mechanisms.
The development of such mechanisms could enable legitimate donor communities to
support vuinerable populations that currently rely on terrorist groups for social services
and could also be helpful in continuing to provide charitable services to vulnerable
populations in the context of designating charities associated with terrorist organizations
that had previously serviced such populations. The alternative relief concept is intended
to provide a safe and effective way for individuals to contribute assistance into critical
regions where aid is desperately needed, but where terrorist organizations largely control
relief and distribution networks.

The concept of developing alternative relief mechanisms to provide safe and effective
ways of servicing vulnerable populations that largely rely on terrorist organizations for
assistance is compelling. It is also extraordinarily difficult to put into practice, and will
require a strong partnership among elements of the national security, development, and
charitable communities. One example of such a mechanism was a pilot project to
establish an alternative relief mechanism for the Palestinian Territories. Launched in
August 2008, the American Charities for Palestine (ACP) raised funds from U.S. donors
to be delivered through channels approved by the U.S. Agency for International
Development (USAID), in consultation with U.S. counter-terrorism authorities. There is
clearly more work to be done in developing mechanisms such as this one and allowing
them to reach their full potential.

1v. Conclusion

The Treasury Department has been charged by Congress and the President with a solemn
responsibility to help identify, disrupt, and dismantle the networks that support terrorist
organizations that threaten the lives of American citizens and the security of our nation.
We are committed to employing all legitimate tools and authorities to meet this
responsibility. And as President Obama said in Cairo, we firmly support the ability of
Muslim Americans to fulfill their religious obligations through charitable giving.
Moreover, we understand that there should be no contradiction between these twin
goals—the involvement of the charitable and Muslim American communities is
necessary in the struggle to combat abuse of the charitable sector by terrorist
organizations. The Treasury Department has therefore sought to forge a partnership with

13
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the charitable and Muslim American communities regarding the threats we face and the
actions we are taking to combat these threats. We look forward to the continued
development of this partnership.

Thank you for the opportunity to speak with you today. I would now be happy to answer
any questions that you may have.

14
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Intreduction

I would like to begin by expressing my thanks to you, Chairman Moore, Ranking Member
Biggert, and Members of the Subcommittee, for holding this hearing and inviting me to testify.
This hearing is a critical first step in calling attention to an often overlooked and serious
problem: barriers current national security laws and policies create for legitimate charitable,
development, educational, grantmaking, peacebuilding, faith-based, human rights and similar
organizations.

The Charity and Security Network is a project of OMB Watch, a government watchdog
organization that seeks to increase government transparency and accountability; to ensure sound,
equitable regulatory and budgetary processes and policies; and to protect and promote active
citizen participation in our democracy. As Program Manger of the Network, I coordinate a
diverse group of U.S. nonprofit organizations that seeks to address this problem through
education and by proposing sensible, practical solutions that protect both national security and
the people in need of our services and programs.

Today I will address the six questions listed in this committee’s invitation to testify, and
recommend some new directions we hope Congress will support. In this testimony I will use the
term “charities” to refer to the large universe of aid, development, education, grantmaking,
advocacy, faith-based and similar organizations.

Overview: The charitable sector condemns violence and works instead to eradicate
poverty, promote democracy, peace, sustainability and human rights.

First, let me be very clear in stating that the charitable sector condemns terrorism and violence.
We share the Department of Treasury’s (Treasury) goal of dismantling terrorist financing
networks and preventing resources, whether charitable or otherwise, from benefitting terrorist
organizations, either directly or indirectly. Due to the nature of our work, the charitable sector is
acutely aware of the dangers and challenges of working in conflict zones and areas where
terrorist groups operate, and are constantly updating and adapting our due diligence efforts to
address the threat of terrorism.

Snapshot of the U.S. Charitable and Phitanthropic Sector

As of 2007, more than 1.64 million nonprofit organizations registered with the Internal Revenue
Service (IRS),' employing 8.7 million workers, or approximately six ?ercent of the U.S. labor
force.” Public charities account for more than 900,000 of these groups.> Nearly 600,000 of these

! Data on the number of tax-exempt organizations are from Internal Revenue Service Data Book 2007, Publication
55B (Internal Revenue Service, March 2008), table 25; availabie on the Internet at

hitp://www.irs. gov/taxstats/article/0..id=168593.00 html. Note that churches are not required to apply for tax-
exempt status.

? Bureau of Labor Statistics, Wages in the Nonprofit Sector: Management, Professional, and Administrative Support
Occupations (Oct. 28, 2008), available at http://www.bls.gov/opub/ewe/cm20081022ar01p1 him#frevisionnote
(revised April 2009).

*The Nonprofit Sector in Brief, Public Charities, Giving and Volunteering, 2009, The Urban Institute, online at

hitp://www.urban org/uploadedpdf/412083-nonprofit-sector-brief. pdf
2
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groups have revenues over $25,000 and must report annually to the Internal Revenue Service
(IRS). 1In 2005, the latest year for which complete data are available, their revenue reached
approximately $1.6 trillion.*

Charities that are primarily engaged in international programs constitute only two percent of the
U.S. nonprofit sector, and two percent of its total revenue. Three-quarters of these groups have
annual revenue of less than $500,000 per year. The vast majority of these groups provide direct
services.” The following chart shows the distribution of U.S. international charities:

Table 1: Activities of U.S. International Charities

Type of International Charity Number of Groups | Revenue Spent

Direct services
(including aid to individuals, technical assistance and

9, a,

training and institutional capacity building) sk 8%
International understanding 16% 6.3%
International affairs 11% 4.8%

Source: The International Charitable Nonprofit Sector: Scope, Size and Revenue, Kerlin and Thanasombat, The
Center on Nonprofits and Philanthropy Policy Brief No. 2, September 2006

In addition, private foundations support a wide array of charitable and educational programs. The
Council on Foundations has over 2,000 members,® and the Association of Small Foundations
says the U.S. has over 60,000 small foundations, defined as those that are led entirely by
volunteer boards or operated by just a few staff.” Grantmakers Without Borders, a philanthropic
network dedicated to increasing funding for international social justice and envirommental
sustainability and to improving the practice of international grantmaking, has 160 grantmaking
members. All these organizations provide support and resources to their members, includin,

ways to protect charitable assets for charitable purposes.

The Charitable Sector’s Mission and Work Counters Terrorism

The relatively small number of international charities and revenue does not reflect the enormous
global impact and influence these groups have. Many charities work in conflict zones, politically
unstable areas and communities suffering the effects of generations of severe poverty. Often
they are the sole providers of vital services, such as healthcare, education and food programs.

* Facts and Figures from the Nonprofit Almanac 2008: Public Charities, Giving, and Volunteering by Amy
Blackwood, Kennard Wing, Thomas H. Pollak Online at http://www.urban.org/publications/411664.html

> The International Charitable Nonprofit Sector: Scope, Size and Revenue, Kerlin and Thanasombat, The Center on
Nonprofits and Philanthropy Policy Brief No. 2, September 2006

6 http://www.cof.org
7 http:/fwww.smallfoundations.org/
8 httprwww.gwob.net
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But our work goes a step further. Overseas development and training programs enable grassroots
pariner organizations and their communities to build capacity to address future community
needs, build local civil society and institutions and address grievances through non-violent
means.

In effect, the work of the U.S. charitable sector confronts terrorism directly. This critical role has
been recognized by Ambassador Daniel Benjamin, Director of the Coordinator for
Counterterrorism at the Department of State. * On January 13,2010 in a presentation at the Cato
Institute, he said,

“[TThere is probably no success in this area that can happen without civil society. So
many of the societies we need to engage in it’s the NGOS that have the ground
knowledge which is vitally important... It’s the NGOS that are politically palatable
because there are many places, quite frankly, direct engagement would not be
constructive....Many of us have made the argument that we need to always keep in sight
that starvation is not going to help us with our counterterrorism equity... We need to
confront the political, social, and economic conditions that our enemies exploit to win
over the new recruits...”

Similarly, Secretary of State Hillary Clinton, in a December 14, 2009 speech at Georgetown
University, explained that a wide focus on rights must address “desperation caused by poverty
and disease often leads to violence that further imperils the rights of people and threatens the
stability of governments.”'?

This position is underscored by results of a 2006 public opinion survey conducted by Terror Free
Tomorrow after the 2004 Indian Ocean tsunami, when tens of millions of dollars in U.S.
humanitarian aid, both public and private, went to help victims."' They found that after the
tsunami relief, 44 percent of respondents reported a favorable view of the U.S., compared to 15
percent in May 2003, before the tsunami.'” During this time Indonesia reported the lowest level
of support for Osama bin Laden and terrorism since 9/11. The results of a survey in Pakistan
after the 2005 earthquake were the same; 75 percent of Pakistanis had a more favorable opinion
of America, and most cited earthquake relief as the reason.’

The U.S. charitable sector is highly regulated, and protects its funds and resources to be used
exclusively for charitable purposes

U.S. charities must apply to the IRS for recognition of tax-exempt status. If revenues exceed
$25,000 the organization must file a detailed information return (Form 990) each year with the

? Daniel Benjamin, Director of the Coordinator for Counterterrorism at the Department of State, online at

hitp:/fwww.cato org/event. phpZeventid=6807
' Hillary Rodham Clinton, Secretary of State, Georgetown: University's Gaston Hall, Washington, DC, December

14, 2009, online at http://www.state.gov/secretary/rm/2009a/12/133544 htm
H http://www.internationaldonors.org/issues/pdf/tlp _exec-summary.pdf

2 wtip://www terrorfreetomorrow.org/articlenav.php?id=82
13 hitp:/fwww.terrorfreetomorrow, org/articlenav.php?id=5#top
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IRS." It requires that public charities disclose details of their foreign activities to the IRS,
including grants and other assistance to organizations outside the United States.

In addition, the IRS requires specific due diligence procedures when a U.S. charitable
organization supports activities by foreign charities. For example, private foundations may
support foreign organizations that have not been recognized by the IRS by undertaking a process
known as “expenditure responsibility”'® or by making a good faith determination that the foreign
entity is the equivalent of a U.S. public charity.” To exercise expenditure responsibility, the
foundation must:

* investigate potential grantees,
e execute a written agreement with specified terms prior to awarding the grant
funds, and both receive and make regular reports concerning the use of the grant
18
monies.

A determination that a foreign charity is the equivalent of a U.S. charity can be based on an
affidavit from the grantee or an opinion letter from either the foundation’s or the grantee’s
counsel that the organization is the equivalent of a U.S. public charity.’® These documents must
be detailed so that the IRS can determine the status of the grantee.”’ In addition, the foundation
must confirm periodically review the situation to make sure the foreign grantee continues to
qualify as a public charity.

The IRS requires public charities that provide support to foreign organizations to:

o conduct a review of the projects in advance to determine that they are in
furtherance of its charitable purposes,

* monitor the foreign organization’s adherence to-the U.S. charity’s goals™

» limit grants to specific projects that retaining control and discretion on how funds
are used, and

* maintain records to establish that all grant funds were used for charitable
purposes.”

' Or Form 990PF for private foundations

% See IRS Form 990, Sch. F.

16 See IRC § 4945¢h).

17 Treas. Reg. § 53.4945-6(c)(2)(ii); .

1% See Treas. Reg. § 53.4945-5(b) and (c).

% Treas. Reg. § 53.4945-5(a)(5).

2 Jd.; see also Rev. Proc. 92-94, 1992-2 C.B. 507 (setting forth specific information that, if presented in such an
affidavit, would sufficiently establish that the grantee organization would meet the section 501(c)(3) requirements),
available at http:/fwww.irs.gov/publirs-tege/rp_1992-94 pdf.

*! Rev. Rul. 66-79, 1966-1 C.B. 48.

2 See Rev. Rul. 68-489, 1968-2 C.B. 210.
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1. The general impact that government efforts to stop the flow of money and support to
terrorist organizations have had on charitable organizations following the events of
September 11,

General Structural and Procedural Problems

The embargo laws that underlie Treasury’s enforcement regime are not well suited to the
legitimate charitable sector. Economic sanctions programs under these laws apply to foreign
nations, terrorist organizations, or criminal enterprises, and do not adapt well to legitimate
charitable operations. There is no office in Treasury dedicated to safeguarding charitable
programs in the way the Financial Crimes Enforcement Network (FinCEN) is designed to
safeguard financial systems. Staff at the Office of Foreign Assets Control (OFAC) or the Office
of Terrorism and Financial Intelligence (TFI) that I have encountered do not have experience or
expertise in international charitable program operations. This has a negative impact on
enforcement and undermines public confidence in Treasury’s ability to determine when terrorist
support actually occurs.

The designation and asset blocking process essentially turns Treasury into the prosecutor, judge,
jury and executioner of a charity it suspects is supporting terrorism. Although Treasury issued a
regulation in June 20037 that permits designated entities fo seek administrative reconsideration
after they have been designated and had their property frozen, the overall redress procedures are
inadequate. There is no independent review, no requirement the charity even know why they-are
being investigated or designated, no timelines for Treasury to respond to requests for
reconsideration, and inadequate opportunity to confront and present evidence.

Combined with a lack of transparency, this wide discretion opens the door to mistake and abuse.
Although -only nine U.S. charities have been designated, the lack of process for defending
themselves and the indefinite freeze on their funds has made the rest of the U.S. charitable sector
very aware of the dangers of being arbitrarily or erroneously shut down by Treasury.

Specific Problems Treasury’s Enforcement Has Caused Legitimate U.S. Charities

A, Treasury enforcement ignores the humanitarian imperative

Treasury officials tell us their mission is to “disrupt and dismantle” terrorist financing flows. But
their enforcement policy for charities has disrupted and dismantled humanitarian aid flows as
well by freezing charitable funds and ignoring humanitarian considerations.

Humanitarian principles that guide charities are enshrined in documents such as the International
Red Cross and Red Crescent Movement’s Principles of Conduct in Disaster Response
Programmes, which states that “Aid is given regardless of the race, creed or nationality of the
recipients and without adverse distinction of any kind. Aid priorities are calculated on the basis
of need alone.”™ It also says aid not be used to further a particular political or religious

31 CFR 501.807
u http://www.icre.org/web/eng/siteeng0.nsf/html/p 1067
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standpoint or be used as an instrument of government foreign policy. (The ten principles in this
code are attached in the Appendix.)

The Universal Declaration of Human Rights, adopted by the United Nations in 1948, guarantees
rights of charities to “non-discrimination in delivery of services and benefits, including factors
such as ethnicity, religion, opinion, national origin, or the political or international status of the
nation to which a person belongs.” The Geneva Conventions {Article 2) also “establish an
impartiality standard in that they grant to humanitarian organizations the right of access to non-
combatants during armed conflict.”?’

Treasury enforcement policies for charities are at odds with these international and widely
accepted standards. For example, the Geneva Conventions allow nonprofits to communicate with
combatants when necessary to deliver aid to civilians. This is considered illegal by Treasury and
could lead to the organization being shut down and have its assets frozen. Treasury’s overbroad
interpretation of terrorist support is inconsistent with the principle that aid is not a weapon.

B. Use of the undefined “exploitation and abuse” standard

The phrase “exploitation and abuse” appeared in the Annex to the 2006 version of Treasury’s
Voluntary Anti-Terrorist Financing Guidelines for U.S. Charities (Guidelines).”® Treasury said
that the risk of terrorist abuse “cannot be measured from the important but relatively narrow
perspective of terrorist diversion of charitable funds...,” but also includes the “exploitation of
charitable services and activities to radicalize vulnerable populations and cultivate support for
terrorist organizations and networks.” These terms have not been adequately defined, and
Treasury appears to include intangible, non-economic considerations outside the scope of the
International Emergency Economic Powers Act (IEEPA).Y

In the first five years after 9/11 terrorist support was understood to be direct transfers of funds or
goods. By introducing the exploitation and abuse standard in the Annex to voluntary guidance,
Treasury significantly expanded the universe of prohibited conduct without Congressional
review, public comment or adequate definition. Now Treasury appears to interpret “material
support” to include legitimate charitable aid that may “otherwise cultivate support” for a
designated organization. This is so broad that it could include inadvertent and indirect support,
such as members of a terrorist group advertising aid distribution without the knowledge of the
charity.

This makes it increasingly difficult for charities and foundations to predict what constitutes
illegal behavior. Consequently, the U.S. nonprofit community operates in fear of what may
spark OFAC to use its power to shut them down.

» Geneva Conventions, Common Article 3, http://www.nytimes.com/ref/us/AP-Guantanamo-Geneva-Conve
ntions.html (5 May 2009)

% U.S. Dept. of the Treasury, U.S. Department of the Treasury Anti-Terrorist Financing Guidelines: Voluntary Best
Practices for U.S. Based Charities, 2006 version, Annex pp. 14-16. Available at
http://www.treas.gov/press/releases/reports/0929%20finalrevised.pdfhttp://www.treas.gov/press/releases/reports/092
9%20finalrevised.pdf.

27 50 USC 1601 et. seq.
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Charities are well aware of the problem of abuse by terrorist organizations, since violence
against aid workers has increased dramatically since 9/11. In 2008, 260 humanitarian aid
workers were killed, kidnapped or seriously injured in violent attacks. This toll is the highest in
the 12 years of the Center of International Cooperation and the Overseas Development Institute
began tracking these incidents.”®

The situation has gotten so bad that the Program on Humanitarian Law and Conflict Research at
Harvard University conducted webinar training for aid workers on May 11, 2010 titled, “How to
Survive a Kidnapping.”® In addition, InterAction’s Security Advisory Group has published
guidelines for aid and development organizations to assess their security risks and identify
mitigation measures.

C. Frozen funds

IEEPA allows Treasury to block, or freeze, the funds and assets of organizations it designates or,
in some cases, pending investigation into designation.’! The law does not provide any timeline
or process for long-term disposition of frozen funds, so they could remain frozen for as long as
the root national emergency authorizing the sanctions lasts. Since the “war on terror” is very
unlikely to have a clear ending, the funds of designated charities could remain frozen
indefinitely.

Treasury regulations give it the power to grant specific licenses to designated organizations that
would allow transferring the funds to legitimate charities for charitable purposes. Several U.S.-
based charities that have been shut down by Treasury have requested that some or all of their
assets be transferred this way. However, Treasury has rejected every request. For example:

¢ In 2002, Treasury denied Benevolence International Foundation (BIF) a license to release
funds to a children’s hospital in Tajikistan and the Charity Women’s Hospital in
Dagestan, even though the application included safeguards to ensure the money arrived at
the proper destination.

e The Islamic American Relief Agency (IARA-USA) made repeated requests over a two-
year period for release of funds for humanitarian and disaster aid, including assistance for
victims of Hurricane Katrina and earthquake victims in Pakistan. These requests
included offers to change their governance structure, financial accounting, and even
personnel, in order to assure Treasury that no funds would be diverted to terrorism.

e« In 2006, KindHearts for Charitable Humanitarian Development asked its funds be
released and spent by the USAID Program or any other humanitarian program, asking
only that “special consideration be given to the refugees in the earthquake ravaged areas

% providing aid in insecure environments:2009 Update Trends in violence against aid workers and the operational
response HPG Policy Brief 34 Humanitarian Policy Group April 2009, Online at
http://www.cic.nyu.eduw/Lead%20Page%20PDE/HPG_2009%20 pdf
 hitp:/fwww.hperresearch.org/events/security-mission-how-survive-kidnapping

% hitp:/iwww.eisf.en/resources/library/SRM.pdf

350 USC 1702(5)
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of Pakistan since the overwhelming majority of frozen funds were earmarked for projects
therein.” The application was denied.

Treasury has repeatedly said that allowing transfers for humanitarian and disaster aid is not in the
national interest, without explaining how or why. * It also says Congress intended that all
frozen funds be held in case victims of terrorism or their families file suit and obtain judgments
under the Terrorism Risk Insurance Act (TRIA).** Section 201 of the act allows blocked assets
to be used to pay judgments from litigation “against a terrorist party.” However TRIA does not
authorize funds to be held where no lawsuits have been filed or judgments rendered. Only one of
the designated organizations, the Holy Land Foundation, has been brought into civil litigation by
victims of terrorism.

The consequence of Treasury’s policy is that people in need are doing without. Although there is
no public information on how many charitable dollars have been frozen, it appears that at least
$7 million in assets from U.S. charities is at stake. To illustrate the impact these funds could have
if released, 1 have. used data from UNICEF, the United Nations Children’s Fund founded in
1946, UNICEF publishes a chart® that outlines how many children could be helped with small
donations. For example, $25 will provide basic health supplies for 41 children.

Based on that release of $ 7 million in frozen funds would assist needy children as follows:

11,480,000 children could reccive basic health supplies

12,180,000 children could be vaccinated against polio

25,900,000 severely malnourished children could get ready-to-eat nut spread
9,549 families could get tents

Congress can remedy this situation by making it clear to Treasury that charitable funds should be
protected for charitable purposes.

The process of freezing funds is problematic. Section 10 of Executive Order 13224 states that no
prior notice of designation needs to be provided to U.S. organizations before funds are frozen
“because of the targeted organization’s ability to transfer funds or assets instantaneously, which
would render the blocking measures ineffectual.” Treasury has made a blanket assumption that
this danger exists in all designations of charities, when it could use less drastic measures that
would ensure legitimate charitable programs can continue.

This problem was addressed by the court in the KindHearts case, where the court said “law
enforcement must have an objective, factual basis to believe that “the loss or destruction of
evidence is imminent.”*® The court ruled that Treasury must demonstrate facts to support its
belief that funds are in danger of transfer as part of showing probable cause to obtain a warrant

32 OMB Watch review of correspondence between Treasury and three designated U.S. nonprofits.

¥107P.L. 297, § 201.

34 http://volunteers.unicefusa.org/activities/fundraise/

35 Executive Order 13224 issued by President George W. Bush on Sept. 23, 2001, online at
hitp://www.fas.org/irp/offdocs/eo/eo-13224.htm

% KindHearts for Charitable Hi itarian Development v. Geithner, et. al United States District Court for the
Northern District of Ohio, Western Division Case No. 3:08CV2400 p. 30, opinion

9
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authorizing the seizure/freezing of the funds. This process could be the basis for new procedures
dealing with frozen charitable funds.

D. Lack of proportionality

Treasury's approach to enforcement fails to differentiate between acts undertaken by an
organization and those undertaken by employees or others acting outside the scope of their
authority and without the knowledge or consent of the governing body. Research suggests that
Treasury’s policy of shutting down entire charities, rather than sanctioning individuals within the
institution that are guilty of wrongdoing, is overly harsh and misguided. For example, a 2004
report Terrovism and Money Laundering: lllegal Purposes and Activities®’ reviewed the facts
surrounding the shut downU.S. charities and found problems typically occurred when an
individual acted out of ideological orcriminal motivation. Small-scale violations by rogue
individuals were primarily to blame when diversion for non-charitable purposes occurred.

Treasury’s response, the complete shutting down of organizations and freezing of their funds, is
disproportionate to this type of situation. A better approach is reflected in its treatment of for-
profit entities such as Chiquita Banana.

Between 1997 and 2004 Chiquita Brands International paid approximately $1.7 million to the
United Self-Defense Forces of Colombia (AUC) and the leftist Revolutionary Armed Forces of
Colombia (FARC), both designated terrorist organizations, for protection in a dangerous region
of Colombia. Instead of designating Chiquita and freezing its assets, the Department of Justice
put three of its officers under investigation. No criminal charges were filed, but on March 14,
2007, Chiquita agreed to pay a $25 million fine.

On April 24, 2003, a board member of Chiquita disclosed to Michael Chertoff, then assistant
Attorney General, Chiquita’s clear violation of anti-terrorism laws. Allegedly, Chertoff told the
Chiquita representatives that the activity was illegal, but they should wait for more feedback.
Three of Chiquita’s officers were then placed under investigation by the Justice Department for
authorizing and approving the payments, but in September 2007, the investigation ended without
any criminal charges.

E. Flawed assumptions

After 9/11 and though early 2009, Treasury justified the negative impacts anti-terrorist financing
enforcement has had on charities by claiming the sector is a “significant source of terrorist
financing.”*® The Guidelines allege its investigations “revealed terrorist abuse of charitable

3 Victoria Bjorklund, Jennifer I. Reynoso, and Abbey Hazlett, "Terrorism and Money-Laundering”: Tliegal
Purposes and Activities,” September 19, 2004, paper delivered for National Center on Philanthropy and the Law.
Available at http://digitalcommons.pace edw/cgi/viewcontent.cgi?article=1032 & context=lawrev .

5 "Chiquita agrees to fine for paying terrorists,” US4 Today (March 14, 2007).
http://www.usatoday.com/money/industries/food/2007-03-14-chiquita-terrorists_N.htm,

"In Terrorism-Law Case, Chiquita Points to U.S.," Washington Post (Aug. 2, 2007).
hitp://www.washingtonpost.com/wp-dyn/content/article/2007/08/01/AR2007080102601 html?hpid=topnews.. "Ex-
Chiquita Execs Won't Face Bribe Charges," Washington Post {Aug. 12, 2007). "Chiquita fined for Colombia
?ayments," Los Angeles Times (Sept. 18, 2007).

® U.S. Department of the Treasury, "Screening Tax-Exempt Organizations Filing Information Provides Minimal
Assurance That Potential Terrorist-Related Activities Are Identified,” May 21, 2007. Available at

10
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organizations, both in the U.S. and worldwide, often through the diversion of donations intended
for humanitarian purposes but funneled instead to terrorists, their support networks, and their
operations.”® The charitable sector has made repeated requests for specifics so that it could be
better informed about what kinds of situations to avoid. Treasury has only referenced open
source media reports and its website,* which only provide general information.

Treasury data shows that the charitable sector, especially U.S. charities, is not a significant
source of terrorist financing. For example, U.S. charities account for only 1.68 percent of all
SDGTs. See Table 2 below.

Table 2: Charities & Individuals Associated with Charities on OFAC’s 2009 SDN List

Charities & Individuals Associated With Charities

77, including 48 charities & 29 individuals) 10.69%
All Charities: (48 listed on OFAC list) 9.0%
Individuals Associated With Charities: (29 listed on OFAC list- no 549
updated data available) e
Foreign Charities: (39 listed on OFAC list) 7.3%
IU.S. Based Charities: (9 listed on OFAC list)* 1.68%

(Of approximately 530 entities listed on the September 2009 OFAC list)

The Staff Monograph to the 9/11 Commission “revealed no substantial source of domestic
financial support” for the 9/11 attacks.” ** The report cautions that “[iJn many cases, we can
plainly see that certain nongovernmental organizations (NGOs) or individuals who raise money
for Islamic causes espouse an extremist ideology and are “linked” to terrorists through common
acquaintances, group affiliations, historic relationships, phone communications, or other such
contacts. Although sufficient to whet the appetite for action, these suspicious links do not
demonstrate that the NGO or individual actually funds terrorists and thus provide frail support
for disruptive action, either in the United States or abroad.”*

Treasury has also promoted an overly simplistic theory of “dual purpose charities” that ignores
differences between front organizations, social service wings of terrorist groups and those that
may be infiltrated by terrorist sympathizers.

http://www.treas.gov/tigta/auditreports/2007reports/200710082fr.pdf. The May 2007 report states: "a significant
source of terrorist support has been the use of charities and nonprofit organizations..." Also citing the Treasury
Guidelines

“U.S. Department of the Treasury, "U.S. Department of the Treasury Anti-Terrorist Financing Guidelines:
Voluntary Best Practices for U.S. Based Charities,” December 2005, pp. 2-3.

4 U.S. Department of the Treasury, webpage section on terrorism and financial intelligence. See

http:/fwww treas.gov/offices/enforcement/key-issues/protecting/index. shtml, Anti-terrorist Financing Guidelines,
Annex at p. 14-16.

# Terrorist Financing Staff Monograph to the 9/11 Commission National Commission on Terrorist Attacks Upon
the United States, p. 3 (2004). Available at http://www.9-

11commission.gov/staff_statements/911_TerrFin Monograph.pdf.

® Ibid, at 9
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This theory was described on May 20, 2007 in a hearing before the Senate Homeland Security
and Govermnmental Affairs Committee on the topic “Violent Islamist Extremism: Government
Efforts to Defeat 1t.” Chip Poncy, the Director of Treasury’s Office of Strategic Policy, for
Terrorist Financing and Financial Crimes, testified that Treasury considers an entire organization
to be a supporter of terrorism if any aspect of an organization is engaged in terrorist support.
Poncy acknowledged that this “raises operational issues as to whether or not Treasury can look at
minimalizing collateral damage.” However, Treasury has not taken any steps to minimize
collateral damage.

2. Steps charitable organizations have proactively taken to prevent their resources from
being used to benefit designated terrorist organizations.

To ensure charitable resources are used only for charitable purposes, the U.S. charitable sector
has proactively taken steps to address the unique threat terrorism poses to charitable programs.
Since 9/11, guides and programs have been created that provide responsible practices to protect
charitable and philanthropic activities from terrorist diversion. These include the Treasury
Guidelines Working Group’s Principles of International Philanthropy® and the Council on
Foundations and Independent Sector’s Handbook on Counter-Terrorism Measures: What U.S.
Nonprofits and Grantmakers Need to Know.*

In addition, United States International Grantmaking, a project of the Council on
Foundations and the International Center for Not-For-Profit Law “facilitates effective and
responsible international grantmaking by U.S. foundations.” It sponsors a website **with
information on international grantmaking basics, legal issues, accounting and information on
global disasters response.

In August 2008 Muslim Advocates launched the Muslim Charities Accreditation Program. It “is
designed to enhance the knowledge and ability of nonprofit leaders to meet the demands of
governance, legal and financial compliance.”’ The program is a partnership with the Better
Business Bureau’s Wise Giving Alliance, a charity evaluation program that also promotes
ponprofit best practices. Muslim Advocates educates nonprofit leaders about the BBB-WGA
Standards for Charity Accountability, assists them with evaluation by BBB-WGA and provides
technical training, free expert assistance, and professional evaluation of legal and financial
records.

Additional examples of due diligence, standards and best practices resources generated and used
by the U.S. charitable sector include:

o InterAction’s Private Voluntary Organization Standards, which define “the
financial, operational, and ethical code of conduct for InterAction and its member

4 Treasury Guidelines Working Group, March 2005, online at http://www.usig.org/PDFs/Principles_Final. pdf

** Handbook on Counter-Terrorism Measures: What U.S. Nonprofits and Grantmakers Need to Know, Independent
Sector, Council of Foundations, InterAction, Day Berry & Howard Foundation (2004).

 hitp://www.usig.or

47 http://www.muslimadyocates.org/charities/main.html
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agencies.™® With more the 180 members, InterAction is the largest coalition of
U.S.-based international nongovernmental organizations (NGOs.

Humanitarian Accountability Partnership,” (HAP) founded in 2003, “certifies
those members thatcomply with the HAP Standard in Humanitarian
Accountability and Quality Management, providing assurance to disaster
survivors, staff, volunteers, host authorities and dopors that the agency will
deliver the best humanitarian service possible in each situation.”

Transparency International’s (TI) Preventinég Corruption in Humanitarian
Operations” Handbook of Good Practices 50" which “includes ways to track
resources, confront extortion and detect aid diversion. The handbook, part of TI's
broader work to stop corruption in hurnanitarian assistance, covers policies and
procedures for transparency, integrity and accountability, and specific corruption
risks, such as supply chain management and accounting.”

What does this due diligence look like in practice? U.S. charities adopt appropriate risk
procedures appropriate to the organization’s mission and circumstances. The methods used will
depend on a variety of factors, including the location of the program, cultural factors, local
financial systems, the relationship the government and civil society, including the regulatory
structure and level of independence from government interference in civil society, logistical
barriers and urgency, such as responding to a natural disaster.

The many possible methods of due diligence include:

Advance investigation of grantees and local partners to ensure they are qualified
to carry out the funded programs and activities

Written agreement that specifies terms for use of grant funds
Regular reports on use of grant monies®’

Ongoing monitoring of the grantee’s progress in carrying out funded programs
and activities, through site visits or other means

Require the grantee to maintain records to show all grant funds used for charitable
purposes™

* hetpy//www.interaction.org/document/interactions-pvo-standards

49

httg //werw hapinternational.org/

%% The Feinstein International Center (FIC) of Tufts University, the Humanitarian Policy Group (HPG) of the
Overseas Developmem Institute, and T1 in collaboration with seven leading international non-governmental

jtarian org

ions: Action Aid, CARE International, Catholic Relief Services, Islamic Relief Worldwide,

Lutheran World Federation, Save the Children USA and World Vision International.
hitp:/Awww . transparency.org/news_roonyin_focus/2010/hum_handbook

3! Treas. Reg. 53.4945—5(b) and (c)

*2 Rev. Rul. 68-489, 1968-2 C.B. 210
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s Work in cooperation or consultation with other organizations that are familiar
with the region and the local charity, such as the International Committee of the
Red Cross Red Crescent, or one of its affiliated organizations, including the
American Red Cross

e Obtain referrals for local implementing partners from reputable nonprofit
organizations operating in the region

e Provide capacity building training to local partners

s Check U.S. watch lists on local partners

In the final analysis, this is a people to people business. Good accounting and management
practices are not enough to ensure charitable resources are used appropriately. That is why
charities ensure that their missions are successful and guard against cooption of charitable funds
and services for illicit purposes by cultivating relationships of trust with donor and recipient
communities. In our sector this is referred to as “knowing your grantee.”

3. Government efforts to block terrorism financing and support have made charitable
work difficult internationally

A. Discouraging International Programs

The most counterproductive impact Treasury’s enforcement practices have had on legitimate
charities is that it has discouraged U.S. charities from pursuing international humanitarian,
development and peacebuilding work. This has been particularly true in areas where Specially
Designated Global Terrorists (SDGTs) control territory and are also impacted by natural disaster,
famine or other emergencies. It also makes communications intended to bring an end to violent
conflict impossible.

There are few studies that document these trends, as it is difficult to measure the absence of
programs. However, some data from the Foundation Center provides an indication of the trend
that supports anecdotal evidence. For example, between 1998 and 2001 international grants
targeting overseas recipients dropped from almost 40 percent in 1998 to 31 percent™ and
dropped again between 2002 and 2004.>* Although it appears to rebound in 2006, accounting for
almost 45 percent of all international grants, 60.1 percent went to grantees in Switzerland,
England, and Kenya. The study Collateral Damage said, “This suggests many grants were given
to intermediaries for regranting or to westem-based organizations in the developing world.

53 International Grantmaking Update, Foundation Center, October 2003, at
http://foundationcenter.org/gainknowledge/research/pdf/inthupdt. pdf.

* International Grantmaking Update, Foundation Center, October 2006, at
http://foundationcenter.org/gainknowledge/research/nationaltrends html.
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Likely only a minority of cross-border grants went to grassroots organizations in the developing
world.”**

A survey by the Foundation Center in 2004 survey found a majority of respondents agreed that
international funding is more difficult due to “the more demanding and uncertain regulatory
environment” and “increased security risks abroad.”*® A study published by Alliance magazine
in 2003 found that counterterrorism measures create practical problems for program operations
and organizational anxiety about the draconian consequences of non-compliance. Organizations
interviewed expressed concern for the future of international grantmaking because of the
unpredictability of counterterrorism enforcement, saying inexgerienced grantmakers “will [be]
frightenfed] away ... think[ing] that it is not worth the effort.””’

This effect of this fear was illustrated in a 2003 New York Times article, “Small Charities Abroad
Feel Pinch of U.S. War on Terror,” that described how the Rockefeller Philanthropy Advisors
suspended funding for a Caribbean program designed to “kick-start a flow of American charity”
to poverty stricken areas. Treasury’s Guidelines were cited as the reason. Eileen Growald,
Rockefeller Philanthropy’s chairwoman, stated that “[i]f these guidelines become the de facto
standard of best practices for giving abroad, we might very well have to stop making grants
outside the United States.”™® Later in the article, Robin Krause of the law firm Patterson,
Belknap, Webb & Tyler noted, “If a donor can choose between three programs, he’s likely to
choose the least risky one, and right now that’s not an international one.”

B. Failure of OFAC to publicly list all organizations it considers illegal for U.S. charities to
deal with as a SDGT

Treasury promotes checking the SDGT list as a primary method of compliance with anti-terrorist
financing laws, but does not list all the groups charities are expected to avoid. This came to light
during the criminal trial of the Holy Land Foundation (HLF). In that case the defense argued
HLF’s program was legal because they delivered aid through zakat (charity) committees that
were not on the SDGT list. However, OFAC official Robert McBrien told the jury that
designation is not necessary and that keeping up with front groups “is a task beyond the wise use
of resources.” Instead, he said OFAC targets umbrella groups.*

OFAC’s position essentially forces charities to guess whether any particular group is on OFAC’s
non-public, secret list. Uneven enforcement adds to the confusion, since, the same zakat
committees HLF funded also received aid from the U.S. Agency for International Development
(USAID) and International Red Cross, and they were not prosecuted. 60

** Collateral Damage: How the War on Terror Hurts Charities, Foundations, and the People They Serve by
Grantmakers Without Borders and OMB Watch, June 2008, online at http://www.ombwatch.org/node/3727
6 7

Ibid.
57 Rachel Humphrey, "Alliance Extra — June 2003, Alliance (June 2003). Online at
http://www.allavida.org/alliance/axjune03a.html.
3 Stephanie Strom, "Small Charities Abroad Feel Pinch of U.S. War on Terror,” The New York Times, (Aug. 5,
2003).
* http://www.ombwatch,org/node/3849
% http://www.alternet.org/module/printversion/108740
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C. QFAC'’s licensing process is slow, inconsistent and politicized.

Under Treasury regulations, charities wishing to provide aid in areas subject to IEEPA sanctions
or where listed groups may inevitably be involved must request a specific license to OFAC,
which has absolute discretion in granting or denying such licenses. There are no criteria, no
deadlines for making a decision, and no appeal if the application is denied.

Specific license applicants must submit the names of all parties “concerned with or interested in”
the proposed transaction and “any further information as is deemed necessary.”® OFAC can
place conditions on a license or “exclude any person, property, or transaction from the operation
of any license.”® OFAC can impose reporting requirements “in such form and at such times and
places” as it wishes,*® maintains control of the licensee’s activities and has discretionary power
to amend or cancel it.

There are widespread complaints from operating charities that the licensing process is plagued
by delays, unexplained denials, lack of standards and timetables. They say this is particularly
problematic in disaster response situations, making their response much less effective. In
addition, the State Department directs many of OFAC’s charitable license decisions, which
causes delays and subjects charitable programs to government foreign policy. This violates the
separation between the voluntary sector and government, politicizing private philanthropy. In
addition, charities seeking to ship bulk goods for aid must get licenses from the Commerce
Department, which is similarly beset with delays and unexplained denials.

4. The communication and coordination process between the Treasury Department and the
charitable organizations community is problematic.

While Treasury officials have made efforts to reach out to the charitable sector by speaking at
events and meeting with charities, these efforts have not been productive. There continues to be
substantial disagreement about the nature of the problem and the proper way to address it.

At the May 2007 Senate Homeland Security and Governmental Affairs Committee, Poncy
characterized Treasury’s relationship with the charitable sector as a “close” relationship
involving “extensive consultation.” This characterization ignores the fact that the charitable
sector has consistently and clearly asked for the withdrawal of the GuidelinesThe ongoing
discussions between Treasury officials and the Treasury Guidelines Working Group, which is
comprised of a broad cross section of U.S. charitable organizations and experts have not brought
Treasury and the charitable community to agreement on a common understanding of the nature
of charitable operations or provided clarity about how Treasury defines the problem. I posted a
summary of such a meeting online® to provide the sector with a snapshot of the issues. It

' 31 C.F.R. 501.801(b)(3).

€231 CF.R. 501.597.502.

%31 C.F.R. 501.801(b)(5).

* http://www.charityandsecurity,org/analysis/emerging_isssues US_counterterrorism_regimeSept. 22, 2008
conference call between the Treasury Guidelines Working Group (TGWG) and officials of Treasury's Office of
Terrorism and Financial Intelligence.
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covered the current nature of the terrorist threat to charities, the extent to which charities are
conducting risk assessments and consulting terrorist lists and relief operations in high risk areas
of the world.

The discussion revealed problems with:
o Treasury’s broad and vague definition of the nature of the threat

e Treasury’s legal authority to regulate “exploitation” and “abuse” under economic
sanctions laws,

e Treasury’s new “alternative delivery system” initiative

e the lack of humanitarian principles not incorporated into Treasury’s idea of risk
assessment

e lack of clarity and due process in Treasury’s designation process

The “alternative delivery system” is an arrangement between Treasury, USAID and American
Charities for Palestine (ACP) that provides an alternative route for delivery of services for
nonprofits working in conflict zones. It is structured to give USAID authority over private
charitable donations, which is inconsistent with the basic principle that the charitable sector is
independent of government. The U.S. charitable community has opposed this structure as a
solution to the problems of delivering aid in conflict zones.

In some cases Treasury has failed to respond to requests for meetings, particularly on the issue of
frozen funds. For example, in November 2006 a group of nonprofits sent Treasury a letter asking
it to release frozen funds belonging to charities or foundations designated as supporters of
terrorism “to trustworthy aid agencies that can ensure the funds are used for their intended
charitable purposes.”® The signatories requested a meeting with Treasury officials to discuss
the proposal in more detail. The letter’s organizational signers include the Council on
Foundations, Grantmakers Without Borders, Independent Sector, Global Fund for Women, the
Muslim Public Affairs Council, and OMB Watch.

There was no response until Rep. Jose Serrano’s office asked Treasury to meet with the group.
At the January 15, 2008 meeting representatives of the charities proposed a process for releasing
the funds. Treasury’s response was inconclusive and it took no further action. During the
meeting, Treasury was given a list of questions regarding the status of frozen charitable funds but
never responded.

In July 2009 members of the Charity and Security Network met with David S. Cohen, the newly
appointed Assistant Secretary for Terrorist Financing. The problem of frozen funds was
discussed at that meeting, and Cohen agreed to a follow up meeting that would also include
representatives of the Department of Justice. After receiving no response to emails requesting

8 See Letter to Henry Paulson, Secretary of the U.S. Department of Treasury. Available at
http://www.ombwatch.org/npadv/Paulson_letter.pdf.
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date for a follow up meeting, I wrote to Assistant Secretary Cohen in February requesting a date.
In April 1 received a letter from Poncy summarizing Treasury’s position on frozen funds,
expressing willingness to meet but not proposing a meeting date.

5. The anti-terrorist financing guidelines issued by the Department of Treasury are not
useful to charitable organizations.

In November 2002, Treasury released the Anti-Terrorist Financing Guidelines: Voluntary Best
Practices for U.S.-Based Charities (Guidelines)®® without public comment or input. It included
suggested governance, transparency, financial, and grantmaking practices. The Guidelines were
widely criticized by the charitable sector for suggesting practices did not reduce the risk of
diversion of charitable assets to terrorists and placed charities and foundations in a government
investigator role. :

In a 2003 article “How the War on Terror Hits Charity”® William P. Fuller and Bamett F.
Baron of the Asia Foundation summed up the general complaints against the Guidelines, saying
“The voluntary guidelines contain too many vague and undefined terms that leave grantmakers
vulnerable to legal action ... [plerhaps most important, the new requirements risk undermining
cooperative relationships between organizations and their overseas partners ... destroy[ing]
relationships of trust and the ability of US foundations to operate freely and effectively.”

In May 2003, the IRS sought public comments on ways U.S. charities and foundations might
prevent the diversion of charitable assets to terrorists. ®® In April 2004, Treasury invited
organizations that submitted comments to the IRS to meet and discuss potential revisions.
Meeting participants established the Treasury Guidelines Working Group, which developed the
Principles of International Charity® as an alternative to the Guidelines in March 2005. The
Principles are designed to more “accurately reflect the diversit;/ of due diligence procedures that
effectively minimize the risk of diversion of charitable assets,””® recognizing that there is no one
set of procedures for safeguarding charitable assets against diversion to terrorists. However,
rather than adopting these principles, Treasury published a revised version of the Guidelines in
September 2006.”' Although there were some improvements, the fundamental problems remain.

The primary problem with the Guidelines is that compliance provides no legal protection against
being shut down and having assets frozen. In addition, they promote problematic procedures,

such as:

e Organizations are asked to check “key employees, members of the governing board, or
other senior management” and “assure itself that grantees do not appear on OFAC’s

o6 http://www,treas.gov/ofﬁces/enforcement/key-issues/protecting/docs/guidelines_charities.pdf
" William P. Fuller and Barnet F. Baron, "How the war on terror hits charity,” The Christian Science Monitor {July
29, 2003) as seen at www.csmonitor.cony2003/0729/p11s01-coop.htm .
8 http://www.irs.gov/pub/irs-drop/a-03-29.pdf
 htp://www.usig.org/PDFs/Principles Final.pdf
0 s
Ibid.
™ For a comparison of the 2005 draft and 2006 Guidelines, see

http:/fwww.ombwatch.ore//npadv/TreasGuidelinesSidebySide06.pdf .
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master list of Specially Designated Nationals (the SDN List).” Many charities have
objected to this process because of flaws in the listing process and the vagueness and
breadth of who should be checked against the list. The Guidelines offer no alternatives to
list checking and do not acknowledge circumstances when list checking is not necessary,
such as when a grantee is well known to the grantmaker.

The Guidelines promote anti-terrorism certification statements to be signed by grantees
and foreign partner organizations. One study found that foundations program officers
viewed the certification language as “useless and embarrassing, damaging trust in their
work with the very groups that could make a difference in improving the conditions that
lead to terrorism.” "

The voluntary nature of the Guidelines is questionable, given the broad powers Treasury
has under the Patriot Act and Executive Order 13224 to seize and freeze charitable assets.

The Guidelines continue to take a one-size-fits-all approach.

There are no safe harbor procedures, opportunities to cure problems, and intermediate
sanctions that allow charitable programs to continue to serve their intended beneficiaries.

The guidelines can make funders risk averse, at the cost of programs that reach out to
vulnerable populations and address the political and economic hardships at the root of
terrorism.

The sections which address governance and transparency are outside OFAC’s area of
expertise, and are not relevant to the goal of preventing diversion of funds to terrorists.

The Guidelines are being used by other regulatory agencies in ways that conflict with
their supposed voluntary nature.

The proposed increase in vetting procedures “suggest that charitable organizations run a
gauntlet of information collection and reporting procedures that exceed due diligence
practices which are routinely followed by organizations and which have, to our
knowledge, proved adequate to prevent the unintentional diversion of assets to terrorist
uses.” These provisions threaten the safety of humanitarian workers “who may be
targeted as a result of their perceived lack of independence from the government.”

In December 2006 the Council of Foundations sent a letter” to then Treasury Secretary Henry
Paulson on behalf of the Treasury Guidelines Working Group asking for withdrawal of the

2 Georgetown Public Policy Institute’s Center for Public & Nonprofit Leadership Presents "Safeguarding Charity in
the War on Terror™ (June 14, 2005), citing Terry Odendahl, the 2004-2005 Neilson Chair on Philanthropy at the
Georgetown Public Policy Institute, conducted a survey on programmatic changes within foundations due to the
Guidelines.

7 http://www.cof.org/files/Documents/International_Programs/TreasuryLetter.pdf
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Guidelines. The letter states, “the Guidelines significantly exaggerate the extent to which U.S.
charities bave served as a source of terrorist funding.” Additional problems cited include:

e The administrative burden of information collection and reporting requirements results in
less time that can be spent for program activities.

o The Guidelines are set as voluntary by the Treasury Department, but “Members of the
Working Group are also aware that IRS agents--both in the context of audits and
exemption applications--have questioned organizations about their compliance with the
Guidelines. If the Guidelines are voluntary, they should not become a criterion for
evaluating tax-exempt status.”

In April 2010 the same working group again wrote to Treasury seeking withdrawal of the
Guidelines. We are waiting for a response.

6. Suggestions on how to improve this process or the guidelines for charities issued by the
Treasury Department

The U.S. charitable sector has been working on practical, sensible proposals to fix these
problems. We will be happy to meet with you, Department of Treasury and the administration to
share these ideas and discuss ways to achieve the common goals of charity and security. Our
Principles to Guide Reform are attached to this testimony.

Changes are needed in the areas of transparency, accountability, proportionality and humanity.

A. Transparency

Improved transparency will benefit national security and legitimate U.S. charities by minimizing
the risk of mistake or abuse in enforcement, facilitating oversight and betting informing the
regulated community. The following steps toward transparency are recommended:

o Create clear standards of what is and is not allowed

o Allow charities to defend themselves before an independent ombudsman, including the right
to adequate notice, legal representation and confront and present evidence.

e Provide the public with explanations of the specific reasons for the shutting down of
charities, so the charitable community can determine standards from Treasury practices

¢ Let the public know the amount and status of frozen charitable funds and seized goods.

e Establish clear standards and timelines for the licensing process

B. Accountabili

This hearing an important step toward accountability, and 1 hope it is the beginning of an
ongoing effort to address the issues raised. Congress should follow up on this hearing with
concrete recommendations to Treasury and require them to report their progress.
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There are some specific arcas where Treasury should be held accountable and explain how it will
address the problems described today. These include:

e How it will avoid repetition of losing KindHearts 1300+ page filing and its failure to respond
to requests for reconsideration in a timely manner

e Refusing to release charitable funds without adequate justification

¢ Plans to correct constitutional defects in its designation procedures

e  What steps it will take to be timely in response to requests from the affected charitable
community to meet to discuss proposals for reform ( i.e. frozen funds requests)

* Improve processing of license applications

C. Proportionality

In military operations the Department of Defense employs tactics designed to avoid civilian
casualties. In anti-terrorist financing programs, Treasury fails to take similar care, leading to
blocked aid for civilians overseas.

In fact, Treasury has said this ‘collateral damage’ is something Congress indicated it was willing
to accept by writing the law the way it did.™ Congress should make it clear to Treasury that this
is not the intended outcome of IEEPA, and encourage the agency to take a more proportional
approach to enforcement.

In fact, IEEPA already provides Treasury with the authority to employ less drastic remedies. It
allows the President to “investigate, regulate, or prohibit” a host of financial transactions by
means of regulations, licenses, instructions or other means.” In addition, JEEPA allows for
“investigation, block during the pendency of an investigation, regulate, direct and compel,
nullify, void, prevent or prohibit” any transactions relating to property held by the designated
foreign country or national.”’® These powers do not require freezing assets, and would allow for
alternative approaches that correct improper transactions or procedures in otherwise law-abiding
organizations. Instead:

» Congress should encourage Treasury to use intermediate sanctions and less drastic measures
than designation and freezing funds, in a manner similar to treatment of entities like Chiquita
Brands International.

e Treasury should distinguish between bad acts of individuals inside charities and bad faith
conduct of the charity itself when considering sanctions. It should also distinguish between
inadvertent errors and intentional diversion of funds.

e Treasury should recognize that U.S. organizations are highly regulated by IRS and state
authorities, and take compliance into account.

* Chip Poncy, presentation at Pace Law Review Symposium, "Anti-Terrorist Financing Guidelines: The Impact on
International Philanthropy" December 2004, summary online at
http://www.charitvandsecurity.org/background/Pace Lawl_Symposium Summary Impact Charities_AntiTerrorist
_Guidelines

> Section 1702(a)

7 Section 1702(b)
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The bottom line should be that when acting in good faith and adhering to widely accepted due
diligence standards, nooprofit organizations should be allowed to provide aid and services to
people in need.

D. Humanity

The current U.S. government’s lens of anti-terrorist financing is limited to a ‘disrupt and
dismantle’ strategy that ignores the bigger picture. When the lens of the humanitarian imperative,
is applied, we see suffering that can be avoided and opportunities for peace that can be exploited.

1 urge you to adopt a humanitarian lens and instruct Treasury to do the same. Concrete steps in
this direction include:

o Congressional re-examination of the finding in EO 13224, which placed humanitarian aid
on the list of prohibited transactions with designated terrorist organizations.” IEEPA
bars the President from blocking “donations of food, clothing and medicine, intended to
be used to relieve human suffering, unless the President determines that such donations
would ‘seriously impair his ability to deal with any national emergency.” Congress can
to determine the extent and severity of this threat.

e Congress should make it clear that it wants charitable funds to be used only for charitable
purposes. As a result, currently frozen funds should be released and new procedure
adopted that would avoid freezing charitable funds in the future. The judicial branch
could implement much of the process, bringing an element of independent review and
decision making into the process. This would help de-politicize decisions regarding use
of charitable funds and provide accountability. It also draws on the success of regulatory
structure in the United Kingdom, where the UK Charity Commission is an arm of the
court system. Courts could appoint conservators or receivers to oversee disposition of
charitable funds in a manner that protects the charitable mission and respects the intent of
donors. This would fill the gap in current law, and meet the public policy objectives of
protecting charitable programs and the people they serve.

Conclusion

In May 2009, after a three year investigation of the worldwide impact of counterterrorism laws in
40 countries that included 16 hearings, the prestigious International Commission of Jurists
released the report dssessing the Damage, Urging Action.”™ It found that many governments,
including the U.S., have “confronted the threat of terrorism with ill-conceived measures that
have undermined cherished values and resulted in serious human rights violations.” It calls on
governments to re-assess their strategies and not let temporary measures become permanent.
Oversight by this subcommittee can serve as the first step in this reassessment.

On May 12, 2010 a group of thirty charities and experts wrote to President Barack Obama asking
him to fulfill the commitment made in his June 2009 speech in Cairo to address problems current

7 Section 1702(b)(2)
» httpy/fici.org/mews.php32id_article=4453&lang=en
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national security laws create for charitable giving. The letter says, “Since the Reagan
administration’s declaration in 1984 that ‘a hungry child knows no politics,” U.S. policy has been
to provide humanitarian assistance on the basis of need, without regard to political affiliation,
creed, race or the international status of the country or territory to which a person belongs. It is
the Golden Rule of the American nonprofit sector as it provides humanitarian assistance all over
the world.”

I hope this committee will assess anti-terrorism financing programs in the context of this vision,
respecting both our long traditional of charitable giving and security needs. Thank you for
considering these issues. I look forward to a constructive dialog aimed at resolving the problems
described.
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The International Red Cross and Red Crescent Movement’s Principles of Conduct in
Disaster Response Programmes:

1.
2.

® N o kW

The humanitarian imperative comes first;

Aid is given regardless of the race, creed or nationality of the recipients and without
adverse distinction of any kind. Aid priorities are calculated on the basis of need alone;

Aid will not be used to further a particular political or religious standpoint;

We shall endeavor not to be used as an instrument of government foreign policy;

We shall respect culture and custom;

We shall attempt to build disaster response on local capacities;

Ways shall be found to involve program beneficiaries in the management of relief aid;

Relief aid must strive to reduce vulnerabilities to future disaster as well as meeting basic
needs;

‘We hold ourselves accountable to both those we seek to assist and those from whom we
accept resources;

In our information, publicity and advertising activities, we shall recognize disaster
victims as dignified human beings, not hopeless objects.
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Reform Principles

The following ten principles should guide the U.S. government’s approach to fixing national
security rules and policies that create problems for legitimate charities, development programs,
grantmakers, peacebuilding efforts, human rights advocacy and faith-based organizations:

The charitable mission, as stated in an organization’s governing documents, should be
protected at all times.

Humanitarian aid to non-combatants should be legal when necessary to save lives or
relieve suffering, even when contacts with a listed terrorist organization are unavoidable
in order to deliver such aid.

Aid and development programs should put the humanitarian imperative first, be
nondiscriminatory, and free to target vulnerable populations, such as children and the
disabled and promote community development.

The cfforts of peacebuilding and mediation programs contribute to a peaceful world and
should be legal, especially when they seek to turn terrorist organizations away from
violence.

Human rights and security laws are complementary, and not in competition with each
other.

Security policies and rules applicable to nonprofits should be transparent, fair and
proportionate.

An action, including donating to a charity or partnering with another organization, that is
fegal at the time it is taken should never become illegal after the fact.

Nonprofits and their donors should not be targeted for investigation or sanctions based on
their religious or political beliefs.

To be guilty of the crime for supporting terrorism, a person or organization must intend to
support its illegal and violent activities.

Nonprofit organizations are independent of government. Security policies and rules
should not seek to use them as instruments of foreign policy.
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Additional Resources

Collateral Damage: How the War on Terror Hurts Charities, Foundations, and the People They
Serve by Grantmakers Without Borders and OMB Watch, June 2008, online at
http://www.ombwatch.org/node/3727

How the Work of Charities Counters Tervor: And How U.S. Laws Get in the Way, Charity and

Security Network, December 2009, online at -

http://www.charityandsecurity.org/system/files/CharityandSecurityNetwork_How_the Work_of
Charities_Can_Counter_Terror.pdf
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Resume

Kay Guinane, Program Manager, Charity and Security Network

1400 16" Strect NW Ste 210
Washington, Dc 20036

202 729 6791
keuinane(@charityandsecurity.or:

Kay Guinane is a public interest attorney who specializes in the rights of nonprofit organizations,
particularly in the areas of free speech and national security. Currently she is Program Manager
of the Charity and Security Network, a project aimed at bringing down barriers to legitimate
work of nonprofits from ill-advised national security measures. Her work includes research,
advocacy, presenting and consulting with NGOs and grantmakers in the U.S. and abroad. Prior
to that she was Director of Nonprofit Speech Rights at OMB Watch, a Washington, D.C. based
government watchdog organization.

Ms. Guinane has represented a wide variety of nonprofit organizations, both as an advocate on
issues and an advisor on tax and nonprofit law. Ms. Guinane has worked for the Alliance for
Justice, the National Consumer Law Center, Environmental Action (Washington, DC), the Legal
Aid Society of Louisville, and Citizens for Social and Economic Justice and the public defender
service (Hazard, Kentucky). She holds Bachelors and Juris Doctor degrees from the State
University of New York at Buffalo and is licensed to practice law in the District of Columbia,
Kentucky and Maryland.

Publications:

Ms. Guinane has written and co-authored several reports on related subjects. These include the
U.S. chapter for the book Civil Society Under Strain: Counter-Terrorism Policy, Aid and Civil
Society, (Kumarian Press,edited by the London School of Economics Civil Society Centre), How
the Work of Charities Can Counter Terror (Charity and Security Network 2009), Collateral
Damage: How the War on Terror Hurts Charities, Foundations and the People they Serve
(OMB Watch and Grantmakers Without Borders, July 2008), Counterterrorism Developments
Impacting Charities, (International Center for Not for Profit Law, 2007), Muslim Charities and
the War on Terror: Top Ten Concerns and Status Update (OMB Watch, March 2006), The USA
Patriot Act and its Impact on Nonprofit Organizations (OMB Watch, 2003), and Anti-Terrorism
Bill Could Impact Nonprofits (2001, abridged version in the Nonprofit Quarterly Spring 2002).
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Publications on nonprofit speech rights issues include co-authoring the book Seen But Not
Heard: Strengthening Nonprofit Advocacy (Aspen Institute, 2007), Wanted: A Bright-Line Test
Defining Prohibited Intervention in Elections by 501(c)(3) organizations (First Amendment Law
Review, University of North Carolina School of Law, Fall 2007), IRS Political Activities
Enforcement Program for Nonprofit Groups: Questions & Concerns (OMB Watch, 2006), and
Attacks on Nonprofit Speech: Death by a Thousand Cuts I and Il (OMB Watch 2003 and 2004).
Ms. Guinane joined attorneys Elizabeth Kingsley and John Pomeranz in writing E-4dvocacy for
Nonprofits: the Law of Lobbying and Election-Related Activity on the Net (Alliance for Justice,
2000) and is the author of Group Buying Power: Meaningful Choices for Energy Consumers
(American Public Power Association, 1997).
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Testimony of Dr. Matthew Levitt, director of the Stein Program on Counterterrorism and
Intelligence at The Washington Institute for Near East Policy, before the U.S. House of
Representatives, Committed on Financial Services, Subcommittee on Oversight and
Investigations, May 26, 2010

Hearing entitled “Anti-Money Laundering: Blocking Terrorist Financing and lts Impact
on Lawful Charities”

Chairman Moore, Ranking Member Biggert, and distinguished members of the
Committee, I thank you for the opportunity to appear before you today to discuss how to
protect the charitable sector from abuse by illicit actors engaged in terrorism, political
violence, or other forms of transnational threats.

The Financial Action Task Force (FATF) — the 34-member muttilateral body that
aims to set global standards for anti-money laundering and counter-terror financing — has
found that “Terror networks often use compromised or complicit charities and businesses
to support their objectives.”® In fact, FATF warned that “the misuse of non-profit
organizations for the financing of terrorism is coming to be recognized as a crucial weak
point in the global struggle to stop such funding at its source.”® According to the Justice
Department, intelligence indicates that terrorists continue to use charities as sources of
both financial and logistical support.* British officials concur. According to a joint UK
Treasury/Home Office report, a “significant proportion” of terror finance investigations
in the UK over 2006 included analysis of links to charities. The report found that “the
risk of exploitation of charities is a significant aspect of the terrorist finance threat,”

Non-profit organizations are especially susceptible to abuse by terrorists and their
supporters for whom charitable or humanitarian organizations are particularly attractive
front organizations. Indeed, terrorist groups have long exploited charities for a variety of
purposes. Charities offer a veil of legitimacy for terrorist fundraising, attracting unwitting
donors who are unaware that monies they donate for humanitarian purposes fund terror.
Charities are vulnerable to abuse as money laundering mechanisms, and can be abused to
provide terrorist operatives with day jobs, salaries, meeting places and means of
obtaining official documents such as licenses, mortgages, and more. Consider that
Hamas terrorist operatives frequently hold day jobs working within the group’s network

! For a more complete discussion of issues relating to combating the financing of terrorism (CFT), visit
www.washingtoninstitute.org. In particular, see Matthew Levitt and Michael Jacobson, The Money Trail:
Finding, Following and Freezing Terrorist Finances, Washington Institute Policy Focus # 89, November
2008, available online at hitp.//www.washingtoninstitute.org/templateC04 php?CID=302.

? Financial Action Task Force, Terrorist Financing, February 29, 2008, available online at http://www fatf-
gafi.org/dataoecd/28/43/40285899.pdf

* Financial Action Task Force, Terrorist Financing, February 29, 2008, available online at http://www.fatf-
gafi.org/datacecd/28/43/40285899.pdf,

* Glenn R. Simpson, “Islamic Charities Draw More Scrutiny,” Wall Street Journal, February 23, 2008.

* HM Treasury, “Financial Challenge to Crime and Terrorism,” February 28, 2007, available online at

http://www . hm-treasury gov.uk/documents/financial_services/money/fin_money_financialchallenge.cfm,
52.
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of charities and social service organizations, which provide both a salary to live on and
cover for their less charitable activities plotting and carrying out terror attacks. For
example, documents seized from the offices of the Islamic Relief Agency (IRA) revealed
the charity had been paying the salaries of ten West Bank Hamas activists.® Those social
welfare organizations funded by the terrorist groups engender grassroots support for said
groups and create fertile spotting and recruitment grounds.

Potential Abuse of Charity by Illicit Actors

Charities tend to operate in zones of conflict and traditionally involve the flow of
money in only one direction, both of which are characteristics that would arouse money
laundering suspicions in other organizations. For this reason, charities are not only ideal
fundraising fronts for terrorists and other illicit actors, they can also function as ideal
money laundering mechanisms. Through charities, transnational terrorist groups have
been able to move personnel, funds, and material to and from high-risk areas under cover
of humanitarian or charity work and provide terrorist operatives with day jobs that
provide both salary and cover facilitating their terrorist activities. Moreover, terrorists co-
opt charitable giving through a range of diverse tactics. Some charities are founded with
the express purpose of financing terror, while others are infiltrated by terrorist operatives
and supporters and co-opted from within. Recognizing that analysis of this particular
preferred means of terror financing demands a discerning and discriminating level-of-
analysis approach, Ambassador Francis X. Taylor, then the State Department’s
Coordinator for Counterterrorism, noted in 2002 that “any money can be diverted if you
don’t pay attention to it. And I believe that terrorist organizations, just like criminal
enterprises, can bore into any legitimate enterprise to try to divert money for illegitimate

purposes.”’

A growing challenge in this arena is that banned or exposed charities tied to
terrorism often shut down one day only to open up some time later under new names.
For example, the U.S. Treasury Department noted that after being designated in March
2002, the Bosnian branch of the al Haramain Islamic Foundation “reconstituted itself and
continue operations under the name ‘Vazir.”" In another case, Treasury noted that the
Indonesian branch of Al-Haramain also attempted to operate under an assumed name,
“Yayasan Al-Manahil-Indonesia.”® In July 2008, the Treasury Department added new
aliases under which Al Rashid Trust and Al-Akhtar Trust International continued to

6 Dale L. Watson, assistant director for counterterrorism, Federal Bureau of Investigation, “Holy Land
Foundation for Relief and Development, International Emergency Economic Powers Act, Action
Memorandum,” memorandum to R. Richard Newcomb, director of the Office of Foreign Assets Control,
U.S. Department of the Treasury, November 5, 2001 (“Watson Memorandum™)

7U.S. Department of State, Intemnational Information Programs, “State’s Taylor Summarizes Annual
Global Terrorism Report,” Washington File, May 21, 2002, available at
http://www.usembassy.it/file2002 05/alia/a2052103 htm.

8 “Treasury Announces Joint Action with Saudi Arabia Against Four Branches of Al-Haramain In The
Fight Against Terrorist Financing,” Document number JS-1108, Office of Public Affairs, U.S. Treasury
Department, January 22, 2004, available online at http://www.treas. cov/press/releases/is1 108 . htm
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operate, years after their U.S. and U.N. designations, in "an apparent effort to circumvent
sanctions imposed by the United States and the United Nations."”

The evolution of terrorist financing methods has cut across the spectrum of
raising, laundering, transferring, storing and accessing funds. As authorities have
cracked down, for example, on global charities that were financing illicit activity around
the globe, some of these charities have deferred decision making to local offices and
personnel from their headquarters offices. Some charities tied to illicit activities
reportedly direct donors to fund their regional offices directly, instead of going through
central offices. They also hire local people 50 as not to raise suspicion. Speaking of
efforts to radicalize and recruit young Muslims in Zanzibar, a local Islamic leader noted
that “there are some (charitable) agencies that sometimes use a native of the village (to
recruit) because the others would be caught by the police.”!® Similarly, there has been a
shift in funding from investment in specific programs to investment in large infrastructure
projects. Such infrastructure is not only much needed but provides effective cover for the
transfer of substantial sums of money overseas. In the Philippines, for example,
investigators found that terrorist financiers supporting the Abu Sayyaf Group and Raja
Sulayman Movement facilitated the construction of mosques and schools under the
supervision of Mohammad Shugair, a Saudi national linked by Philippine authorities to
terrorist financing. B

Beyond engendering grassroots support, those charities focused on providing
funds to the families, orphans and widows of “martyrs” remove any existing financial
disincentives to prospective terrorists and provide an incentive for participation in
militant activities. Knowing their families will be provided for after their “martyrdom”
enables terrorists to focus on their violent activities with the peace of mind that their
families will enjoy the benefits of what amounts to a life insurance policy for terrorists.
For example, CARE, a one-time charity based in Boston, actively solicited funds for
families of mujahideen (Jihad fighters) and discussed the subject on intercepted telephone
calls. Consider, for example, an online solicitation for Orphans Sponsorship that opens
with the statement: “Do you know who I am? 1 am an orphan whose father died in
defense of the faith.” It continues, “Won’t you sponsor me, and fulfill part of your
obligation to my father? Won’t you sponsor me? I am not really a stranger to you; I am
your brother’s child.”"

Not only are donors more willing to give to humanitarian causes, but in the
Muslim world they often do so as part of religiously mandated annual zakat

? Treasury Identifies New Aliases of Al Rashid and Al-Akhtar Trusts Pakistan-Based Trusts Previously
Designated for Supporting al Qaida, July 2, 2008, http://www ustreas.gov/press/releases’hp1065.htm

19 Chris Tomlinson, “Islamic Extremists Use Missionary Tradition to Recruit Fighters, Spread anti-U.S.
Message in East Africa,” AP, February 20, 2004.

'* Alcuin Papa, “New Terror-Funding Network in Place, says PNP,” Philippine Daily Inguirer, July 12,
2008, available at http://newsinfo.inquirer.net/breakingnews/nation/view/20080712-148112/New-terror-
funding-network-in-place-says-PNP.

12 «Orphans Sponsorship,” CARE website, http://web/archive.org/web/20001209030900/care-
intl.org/orphans1 htm (link no longer active). See U.S. v. Muntasser et al, U.S. District Court, District of
Massachusetts, 2008
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contributions. Such otherwise praiseworthy donations have long been known to lend
themselves to abuse, and not only by terrorists. In Pakistan, for example, scholars note
that zakat recipients have included "orphans" with living parents, "impoverished women"
decorated in gold jewelry and "old people” who long since died. The mixing of funds
across different “wings” of terrorist groups also shields the group's terrorist activities
under a veil of political and humanitarian legitimacy. "

An article in Military Review, written by a Belgian military officer, offers
important insights into what the author describes as “zakat-jihad activism.” That is, a
means by which a group engaged in terrorism or political violence “generates popular
support by establishing an unarmed infrastructure that provides essential services.”"
This tactic not only produces significant grassroots support, it also creates an ideal means
to launder and transfer funds as well as a means of providing activists day jobs and a
veneer of legitimacy. It many cases, it also serves as a logistical support network for less
altruistic activities.

This is certainly the case for Hamas, for example. As U.S. officials have noted,
“Hamas is loosely structured, with some elements working clandestinely and others
working openly through mosques and social service institutions to recruit members, raise
money, organize activities, and distribute propaganda.”’

The “most critical vulnerability” of this tactic, the Military Review article argues,
“is its need for a large flow of external funds, necessitated by the local population’s
inability to finance all of the infrastructure needed to provide essential services.”'®
Targeting the primary financing channel — charitable fronts — in a counterinsurgency
strategy is complicated by the fact that they enjoy legitimacy for the overtly humanitarian
nature of their activities. Neglecting the extremely high cost of maintaining safe houses,
buying loyalties, maintaining the physical infrastructure of its organizations, paying its
members’ salaries and more, critics frequently comment that terrorism is an inexpensive
business and conclude that the charitable funds collected by groups engaged in terrorism

13 Information on the Islamic Red Crescent from Senate Committee on Banking, Housing and Urban
Affairs, "Prepared testimony of Jean-Charles Brisard, international expert on terrorism financing, lead
investigator, 9/11 lawsuit CEO, JCB Consulting International,” October 22, 2003, accessed through Federal
News Service; Agence France Presse, “Saudi pilot on FBI list denies terror links,” October 16, 2001, and
U.S. Department of the Treasury, Office of Public Affairs, "Treasury Department Statement on the
Designation of Wa'el Hamza Julidan," September 6, 2002, http://www.treas.gov/press/releases/po3397.htm;
For Taylor quote see U.S. Departiment of State, International Information Programs, “State's Taylor
Summarizes Annual Global Terrorism Report,” Washington File, May 21, 2002,
http://www.usembassy.it/file2002_05/alia/a2052103.htm; For Pakistan see Timur Kuran, "Islam and
Mammon: Book Excerpt,” The Milken Institute Review: A Journal of Economic Policy (3rd Qtr. 2004), 76.
1 Erik A. Claessen, “S.W.E.T. and BLOOD: Essential Services in the Battle Between Insurgents and
Counterinsurgents,” Military Review, November-December 2007

http:/findarticles.com/p/articles/mi mOPBZ/is_6 87/ai n24225708/

> Written Testimony of David D. Aufhauser, Treasury Department General Counsel, Before the House
Financial Services Committee Subcommittee on Oversight and Investigations, September 24, 2003, The
United States House of Representatives http://www.treas.gov/press/releases/is758.htm

16 Erik A. Claessen, “S.W.E.T. and BLOOD: Essential Services in the Battle Between Insurgents and
Counterinsurgents,” Military Review, November-December 2007

http:/findarticles.com/p/articles/mi mOPBZ/is 6 87/ai n24225708/
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and political violence are solely geared toward good works. In fact, these charities and
social service organizations — which fund and facilitate the attacks of a wide variety of
groups like al Qaeda, Hamas, Hezbollah, Tamil Tigers, Iraqi insurgents, and others ~
form the backbone of these groups” grassroots support and operational capacity.

The “Million Dollar Man” and other Examples of al Qaeda Abuse of Charity

While the Treasury Department reports that many of the charities al Qaeda has
relied on in the past as a source of funds have been disrupted or deterred from continuing
such activity, the department has also noted that charities serving as fronts for terrorist
groups often open up under new names soon after they are shut down."” After a flurry of
designations in the period after 9/11, Treasury has continued to designate charities tied to
al Qaeda and its affiliates on a regular basis. These include a number of NGOs based in
Saudi Arabia, such as the International Islamic Relief Organization (IIRO) and al-
Haramain, as well as the Kuwait-based Revival of Islamic Heritage Society (RTHS).

Connections between the al Haramain Islamic Foundation and terrorism were first
exposed in 2002, after the arrest of Omar al-Farouq in Indonesia on June 5, 2002. Al-
Faroug, al-Qaeda’s operational point man in Southeast Asia, told his interrogators that al-
Qaeda operations in the region were funded through a branch of the Saudi-based al-
Haramain Islamic Foundation. According to al-Farouq, “money was laundered through
the foundation by donors from the Middle East.”'® In January 2004, the United States
and Saudi governments jointly designated the Indonesia, Kenya, Tanzanian and Pakistani
branches of the charity and submitted their names to the UN 1267 Sanction Commiittee.
That action was based on information that the offices “provided financial, material and
logistical support to the Usama bin Laden’s (UBL’s) al-Qaida network and other terrorist
organizations,”"?

Interestingly, the U.S. approach at the time aimed at designating only those
branches of a charity most directly involved in terrorist activity. In a sign of the inherent
risks of such a strategy, after just six months the U.S. and Saudi governments designated
Aqeel al-Aqil, the former overall head of al-Haramain, along with an additional five al-
Haramain offices in Afghanistan, Albania, Bangladesh, Ethiopia and the Netherlands.?
Despite these actions, including the inclusion of several al-Haramain branches on the
T.N. designation list, the U.S. Treasury reported in June 2008 that parts of the al-
Haramain organization continued to operate and the charity’s leadership had attempted to
reconstitute the organization’s operations. Treasury therefore issued a blanket

'7 United States Department of Treasury, “Under Secretary for Terrorism and Financial Intelligence Stuart
Levey Testimony Before the Senate Committee on Finance,” April 1, 2008, available online at

http://www treas.gov/press/releases/hp898.htmy; David R. Sands, “Iran uses Fronts to Evade US Sanctions,”
Washington Times, June 13, 2007.

18 Romesh Ratnesar, “Confessions of an Al-Qaeda Terrorist,” Time.com, September 15, 2002, Available
online at www time comytime/magazine/printout/0.8816.351194.00.htm!

19 «“Treasury Announces Joint Action with Saudi Arabia Against Four Branches of Al-Haramain in the
Fight Against Terrorist Financing,” January 22, 2004, http://www.treasury. gov/pressireleases/is! 108 .htm

% «Additional Al-Haramain Branches, Former Leader Designated by Treasury as Al Qaida Supporters;
Treasury Marks Latest Action in Joint Designation with Saudi Arabia,” June 2, 2004,

http://www.treasury.gov/press/releases/is1703.htm
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designation of the entirety of the al-Haramain Islamic Foundation organization, including
its Saudi-based headquarters, for providing financial and material support to al Qaeda and
other terrorist organizations.

Also in June 2008, the U.S. Treasury Department designated the entirety of
another Gulf-based charity, the Kuwaiti Revival of Islamic Heritage Society (RIHS). In
January 2002 the U.S. government and United Nations designated the Afghanistan and
Pakistan offices of RIHS, but despite these and other actions — like the closure or raid of
six RIHS offices from Azerbaijan to Cambodia -- the organization continued to engage in
support for al Qaeda and other terrorist groups, according to the U.S. government.
Announcing the designations, Treasury informed that RIHS leadership not only “actively
managed all aspects of the organization’s day-to-day operations,” but was fully aware of
its illegitimate activities. Such activities included RIHS financing for the operations of
the Pakistan-based Lashkar e-Tayyiba, the group responsible for the 2006 Mumbai
commuter train attack and the 2001 attack on the Indian Parliament. Similarly, an RIHS
employee provided logistical support to then-fugitive Jemaah Islamiyah (J1) leader
“Hambali,” while the RTHS office in Bangladesh was accused of funding the military
activities of Jamaat Mujahidin Bangladesh, the group that launched near-simultaneous
bombings across Bangladesh in 2005. RIHS funded al-Qaeda and other groups in
Somalia as well, according to Treasury.22

Speaking in the Gulf, Treasury Undersecretary Levey noted that “terrorist
organizations and al Qaeda raise money in the Gulf by going to individual donors and
through charities.”™ This was evident in 2006, when Treasury designated Abd Al Hamid
al-Mujil, executive director of the Eastern Province office of the International Islamic
Relief Organization (IIRO), described by fellow jihadists as the “million dollar man” for
his support of Islamic militant groups. According to the public statement announcing his
designation, Mujil boasted a long history of financing al Qaeda and its Southeast Asian
affiliates, the Abu Sayyaf Group and Jemaah Islamiyah. 2

The Need for Due Diligence within the Charitable Secter

The findings of investigative bodies in the U.S., Great Britain, and elsewhere, as
well as those of technocratic, non-partisan, multilateral bodies such as the Financial
Action Task Force (FATF), appear to come as an unwelcome surprise to some in the
academic and non-profits sectors. For some, efforts to stem the flow of funds available
for terrorism and other transnational threats is a farce and governments are not to be
believed when they point to successes in either stemming the flow of funds to terrorists or
following financial trails to ferret out terrorist networks. Some dismissively describe

2 “Treasury Designates Al Haramain Islamic Foundation,” June 19, 2008,

http://www treas.gov/press/releases/hp1043 htm

%2 “Kuwaiti Charity Designated for Bankrolling al Qaida Network,” June 13, 2008,

http://www treas.gov/pressireleases/hp1023 htm; “Fact Sheet: The Continuing War on Terrorist Assets,”
January 9, 2002, http://www ustreas.gov/press/releases/po909.htm

2 «Millions of Dollars ‘May Fund Terrorism,” Gulf Daily News, February 27, 2008.

2 United States Department of Treasury, “Treasury Designates Director, Branches of Charity Bankrolling
Al Qaida Network ,”August 3, 2006, available online at http://www.treas. gov/press/releases/hp4S htm.
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abuse of charities for terrorist financing as a “reflexive equation of Islamic charities with
terrorist.”® This, however, is a critique that flies in the face of the extensive available
evidence and simply falls flat.

Consider, for example, that in October 2007, Sheikh Abdel-Aziz Al-Asheikh, the
Grand Mufti of Saudi Arabia and the most senior Wahhabi cleric, released a religious
edict, or fatwa, instructing Saudis not to leave the Kingdom to participate in jihad - a
statement directed primarily at those considering going to Iraq — and urged Saudis to “be
careful about where [their money is] spent so it does not damage Muslims.”*® More
recently, the Saudi Council of Senior Ulema (scholars) issued a fatwa in April 2010
explicitly forbidding the financing of terrorists and their activities.”” Beyond the
obvious, such statements are notable for acknowledging that Saudi charitable giving is
susceptible to abuse by terrorists and insurgents— and taking public action to mitigate the
threats this poses for both the personal security of citizens and the public integrity of
charitable giving.

There can be no doubt that charity is a value of paramount importance to donors
and recipients alike. International aid is a powerful tool in U.S, foreign policy and
humanitarian giving is an American value and a laudable religious tradition.
Recognizing, as illicit actors already have, that the charitable sector is vulnerable to
abuse, and devising policies that protect charities from abuse even as they promote
charitable giving, is the true challenge of the day.

The clean image of violent organizations engaged in charitable activity, often
operating in a corrupt environment, also leaves them open to exposure. It is therefore
critical to expose the underlying fraud inherent in such organizations whereby donors are
led to believe they are donating funds to non-violent, humanitarian organizations, when
those funds are actually going to fund Hamas, Hezbollah, Tamil Tigers, or similar
groups. The most effective means of doing this is by publicly designating such groups as
a means of informing the public and disrupting terrorist financing.

Recognizing this truism, the U.S. Treasury Department has proactively sought to
help the charitable sector better regulate itself from diversion or exploitation by rogue
actors. Treasury developed and published guidelines of best practices for charities, as
well as a risk matrix identifying "common risk factors associated with disbursing funds
and resources to grantees.” But even Treasury acknowledges that self-regulating

% Tbrahim Warde, The Price of Fear: The Truth Behind the Financial War on Terror, Berkely: University of
California Press, 2007,

% “Saudi Cleric Issues Warnings Over Militants.” Reuters, October 1, 2007, accessed at:

http://www reuters.com/article/topNews/idUSL0117164820071001 ?feed Type=RSS&feedName=topNews
7 “Council of Senior Ulema Fatwa on Terror-Financing,” Press Release from the Royal Embassy of Saudi
Arabia, Washington, D.C., May 2, 2010,
http://www.saudiembassy.net/print/announcement/announcement05071001.aspx
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guidelines are only designed to assist charities that attempt "in good faith" to protect
themselves from terrorist abuse.”®

The government's admission that it can only do so much to help the charitable
sector self-regulate, and the inherent limitations of self-regulation, highlights the critical
need for independent scholarship on the gray area between charitable giving and terror
financing. The fact that the government's work in this area is often based on sensitive
intelligence and therefore cannot be fully transparent, makes the work of outside scholars
even more essential. Similarly, the activities of those who divert charitable funds for
illicit purposes are by their very nature covert. Proper due diligence demands more than
just hiring a reliable accounting firm to balance the books. It requires collecting
information about the charity's partners and recipient agencies operating on the ground,
often in areas of conflict where such scrutiny is difficult. Scholarship can fill these gaps.
Research can inform donors whether recipient agencies have taken all possible
precautions against supporting terrorism. Research can also uncover whether recipient
organizations partner with any other charities or service agencies with ties to terrorist
elements.

Identifying those charities that conduct proper due diligence to prevent
association -- either willful or inadvertent -- with terrorist entities, and identifying those
that do not, is critical to achieve this goal. To maintain their good reputations, credibility,
and donor trust — and to protect the donor public from abuse and fraud ~ charities must
partner with transparent institutions with due diligence programs aimed at weeding out
recipients tied to terrorist groups. Scholarly research and writing on such important
issues, of concern to both policymakers and the general donor public, serves a clear
public need.

Consider the case of charitable giving in the Palestinian context. Robust
international aid to meet the needs of Palestinians is important, but with the caveat that
such support is completely detached from terrorism. In essence, providing Palestinians
much-needed international aid and denying Hamas the ability to muddy the waters
between charitable giving and suicide bombings are simply two components of one
foreign policy objective. To this end, the example of American Charities for Palestine
(ACP), is illustrative. ACP works with the U.S. Agency for International Development
(USAID) and other groups to improve the lives of Palestinians in the West Bank and
Gaza. According to its mission statement,

ACP acts as prudent fiduciary of the American people’s resources and expertise. Inherent
to our Mission is the maintenance of a formal partnership with the government of the
United States of America, to ensure that all support and expertise provided to Palestinian
civil society has been thoroughly vetted, and is provided in strict coordination with, and
adherence to, U.S. government guidelines.”

.8, Department of the Treasury, “Risk Matrix for the Charitable Sector,” March 8, 2007, available at

http://www.treas.gov/offices/enforcement/ofac/policy/charity_risk_matrix.pdf.
¥ See hitp://www.acpus.org/mission-statement
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Foreign aid is an important and effective tool for buttressing allies, alleviating -
poverty and suffering, supporting key foreign policy objectives, and promoting the image
and ideals of the United States abroad. Indeed, as its own website attests USAID "plays a
vital role in promoting U.S. national security, foreign policy, and the War on
Terrorism."”® Toward these goals—and considering that several agency-approved aid
recipients have been linked to terrorist groups in recent years — the 1mplementatron ofa
global partner-vetting system (PVS) is a welcome and overdue development.*!

Conclusion

The charitable sector remains vulnerable to terrorist financing. One reason for
this, according to FATF, is that charities are subjected to lesser regulatory requirements
than other entities, such as financial institutions or private companies. 32 The US has been
largely alone in cracking down on abuse of charities and NGOs. Many other countries
have been reluctant to take any steps to tackle this problem, often out of concern that they
will appear to be targeting Muslim humanitarian efforts. Countries in the Middle East
have been particularly resistant to taking action against charities. Since charity or “zakat”
is one of the five pillars of Islam, the governments are worried that they will be portrayed
as anti-Islamic. In Burope, some E.U. member states have resisted European Union
efforts to develop solutions — pushing back against a 2005 EU initiative in this area. The
member states regard this as an issue within their sovereignty, and the charities are
resistant to EU oversight as well. For some European member states, regulating charities
is more than merely a sensitive issue — but one actually raising constitutional issues. For
example, in Sweden and Denmark even the prospect of registering charities triggers
constitutional considerations. *

Despite some criticism, the U.S. government has been consistent in its efforts to
crack down on the abuse of the charitable sector by terrorist organizations. The Treasury
Department has designated more than 40 charities with ties to al Qaeda, Hizballah, and
Hamas among others, some with branch offices in the U.S. The U.S. has also prosecuted
charities and their leaders, including in the case of the Holy Land Foundation for Relief
and Development (HLF) which was found guilty on all counts in November 2008.

In none of these cases was U.S. government action capricious or based on sparse,
dated, or unreliable information. The designation process in particular, I know from first
band experience, is appropriately robust, vigorous and errs on the side of caution.

30 USAID, "U.S. Small Businesses: Creating Opportunities with USAID," Office of Small and
Disadvantaged Business Utilization/Minority Resource Center, March 2005, available at
http://www.usaid.gov/business/small_business/1 _Small Business Introduction.pdf

1 See Matthew Levitt, “Better Late than Never: Keeping USAID Funds out of Terrorist Hands,”
Policywatch # 1277, The Washington Institute for Near East Policy, August 24, 2007, available online at

http://www.washingtoninstitute. org/templateC05.php?CID=2653
% FATF Report Combating the Abuse of Non-Profit Organizations. October 11, 2002. hitp://www.fatf-

ggaﬁ.org[dataoecd/53/53/34260889.gdf.

3 Interview with European Commission Official, September 2007
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Designated entities can and do appeal their designations, and the Treasury Department
has a record of lifting designations when warranted.*

1t should be clear that charities and international aid organizations come to this
problem set from a noble and well intentioned perspective focused on the need to
highlight opportunities to facilitate quick, efficient and timely aid. Thankfully,
promoting opportunities for charitable giving and reducing the risk those opportunities
are abused for illicit purposes are in no way mutually exclusive goals. Unfortunately,
there are those who insist otherwise. They stress that due diligence on the part of
charities is difficult and costly, and insist it has only limited value. In fact, the real
question of the day is how to most effectively streamline due diligence and make it more
cost effective. There should be no debate over the basic threshold for harmonizing
charity and security: a basic commitment to non-violence. Balancing the risk of violence
and the opportunity for charity, government and the non-profit sector both have a
responsibility to err on the side caution. Both also have a responsibility to work
cooperatively to thaw the chilling effect that the government’s public response to
terrorists’ abuse of charities has had on charitable giving within the United States, and
within Muslim-American communities in particular. The problem is not enforcement of
U.S. laws banning material support to terrorist organizations (indeed, in the history of
Treasury’s designation regime only a handful of U.S. based charities have been
designated), but rather the unintended impact this has had on charitable giving. Greater
due diligence on the part of non-profit organizations, combined with government
outreach and information campaigns such as Treasury’s “Updated Anti-Terrorist
Financing Guidelines: Voluntary Best Practices for U.S.-Based Charities,” would go a
long way toward resolving this problem.*®

* Note for example, the appeals of the Holy Land Foundation for Relief and Development (HLFRD), the
Islamic African Relief Agency (JARA), Al-Haramain Foundation, and Kindhearts, to the U.S. courts.
Examples of individuals removed from the Treasury designation lists can be found on the Treasury website.
For the removal of Mohamad Nasir Abas, a former commander of Jemah Islamiyah, see

http://www treas.gov/offices/enforcement/ofac/actions/20081002.shtiml. For other examples, see
hitp://www.treas.gov/offices/enforcement/ofac/actions/20100506. shtm] for removals made on May 6, 2010;
See http://www.treas. pov/offices/enforcement/ofac/actions/20100108.shtmi for removals made on January
8, 2010; See http://www.treas.gov/offices/enforcement/ofac/actions/20091103 shtml for removals made on
November 3, 2009.

¥ See Treasury’s “Updated Anti-Terrorist Financing Guidelines: Voluntary Best Practices for U.S.-Based
Charities,” http;//www ustreas.gov/offices/enforcement/key-issues/protecting/charities-intro.shtml
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