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DEFENSE CONTRACT AUDIT AGENCY: WHO IS
RESPONSIBLE FOR REFORM?

WEDNESDAY, SEPTEMBER 23, 2009

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:04 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph L
Lieberman, Chairman of the Committee, presiding.

Present: Senators Lieberman, McCaskill, Burris, Collins, and
Coburn.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. The hearing will come to order. Good
morning to all who are here. Welcome to this hearing where we are
going to examine the potential that billions of taxpayer dollars are
at risk of being wasted because of the inadequate auditing proce-
dures at the Defense Contract Audit Agency (DCAA).

DCAA has 300 offices and 3,800 auditors throughout the United
States and the world. Just to give you a sense of the scope of their
responsibilities, in fiscal year 2008, which is the last one obviously
for which I have complete data, DCAA did more than 30,000 audits
covering $501 billion in proposed or claimed contracts. That is a lot
of audits with a lot of money, and therefore, what it does or does
not do well is of great consequence to the taxpayers.

A year ago, our Committee heard from the Government Account-
ability Office (GAO) and two auditors, whistleblowers, if you will,
from DCAA about alarming problems in the Western Region of
DCAA. We heard and then found that there was widespread failure
in meeting professional auditing standards in that region. Time
after time, DCAA had issued clean audits of contractors that were
simply not supported by the underlying audit work. In some cases,
supervisors had even overturned the audit findings of subordinates
without a justification for their decisions.

Because Senator Collins and I were concerned that these prob-
lems in the Western Region might be symptoms of a larger sys-
temic breakdown rather than just a regional one, we, joined by
Senator McCaskill, asked the GAO to do a review across all the re-
gions of DCAA, and today we are going to hear the results of that
review.!

1The GAO report referenced by Chairman Lieberman appears in the Appendix on page 134.
(1)
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I am sorry to say that GAO has found similar problems just
about everywhere DCAA operates. I will just highlight some of the
findings because I know Mr. Kutz will speak to them in detail.

Each and every audit that GAO reviewed for this report was out
of compliance with auditing standards, most with very serious defi-
ciencies. As an example, in one case, a supervisor directed audit
staff to delete some audit documents, generate others, and copy the
signature of a prior supervisor onto the new documents and then
issued a clean audit opinion. This supervisor was later promoted to
Western Region Quality Assurance Manager, responsible for the
quality control of thousands of audits.

One auditor asked supervisors for permission to spend more time
on an audit of a contractor known to be under criminal investiga-
tion for fraud. The auditor ultimately drafted a negative opinion
that was overturned by supervisors who then, rather than praise
the auditor’s efforts, lowered his performance appraisal for per-
forming too much testing and exceeding budgeted hours.

In an audit of one of the Department of Defense’s (DOD) largest
contractors, the auditor told GAO that he did not perform detailed
tests “because the contractor would not appreciate it.”

When auditors reviewed contractor invoices, in many cases, they
did not look to see if the contractor could offer supporting docu-
mentation for the goods or services they were charging the govern-
ment for. The auditors simply looked at the numbers on the in-
voices to see if they added up.

To date, GAO’s two reviews have led DCAA itself to rescind 80
of its audits, which is, I gather, a rare and, of course, embarrassing
step for an auditing agency. The recision of 80 audits is, to me, ef-
fectively a self-indictment by DCAA for failure to hold audit quality
above all else.

Now, this would be bad enough if it was a separate and unique
critical audit by GAO, but the fact is that this is the fifth major
report sounding the alarm about DCAA. In addition to the two
GAO audit reports that I have cited, we have a 2007 Department
of Defense Inspector General (IG) peer review, a report last fall
from the Defense Business Council, and a new DOD IG report, all
showing that an important watchdog agency, DCAA, is badly in
need of overhaul.

The fact is, when the people we have charged with the responsi-
bility of auditing themselves receive this many critical audits—
Washington, we have got a problem—and it is a big problem be-
cause of the enormous amount of money being audited that is
spent—over half-a-trillion dollars in 2008 through the Defense De-
partment.

In my opinion, DCAA is in need of a complete overhaul. One
problem may be, as GAO suggests, that DCAA emphasizes speed
and production of audits over the quality of results. DCAA also ap-
pears to be very insular, with little or no infusion of skills from out-
side the agency.

I think it is really time for us to make sure that we change this
environment with specific steps, such as improving audit quality
control, increasing training of the auditors, and developing a strat-
egy to target resources rather than simply churning out audits that
are faulty to hit numerical goals.
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So we want to have a very frank discussion today because this
is very important. A lot of money is on the line, and the discussion
really is about who is responsible in the end for the operational re-
form that is necessary at DCAA.

This auditing agency has a unique role. Because of that role, it
also needs to have independence. It needs to stand up to pressures
from both agencies and contractors, and as I believe may be sug-
gested here today, perhaps that independence should be strength-
ened. Perhaps it is time for us to consider separating DCAA from
the Department of Defense and, either separately or as part of a
larger operation, making it an independent auditing agency.

But what is also needed right now is clearly strong leadership
from the top ranks of DOD to help DCAA achieve the necessary
transformation and reforms because this Committee, Senator Col-
lins and I and the Members, do not want to be sitting here a year
from now discussing another audit which finds similar problems
once again in DCAA. Let us identify the root causes and implement
the solutions that Congress must demand and that the taxpayers
surely deserve.

Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman.

With the release of today’s GAO report, we once again focus on
the extensive problems with the quality of audits at the Defense
Contract Audit Agency and with the management of this watchdog
agency.

The DCAA is the Defense Department’s principal contract audi-
tor. It completes more than 30,000 reviews and audits per year
that cover hundreds of billions of dollars in Federal contracts. A
well-functioning DCAA is thus vital to our government’s responsi-
bility to be careful stewards of taxpayer funds. DCAA plays a nec-
essary role in ensuring the accountability and transparency of Fed-
eral contracts.

Unfortunately, the GAO report contains a haunting refrain of
disturbing past reports. It cites, for example, and perhaps most
troubling, a lack of independence from undue influence on audit
outcomes by contractors, program managers, and even some senior
managers at DCAA. It cites poor or inadequate audit quality and
gross mismanagement of government resources. And it cites inef-
fective audit practices that allow contractors to overbill the govern-
ment in some cases for millions of dollars.

The Department of Defense and other Federal agencies rely on
DCAA to help detect waste, fraud, and abuse. It is, therefore, com-
pletely unacceptable for this Federal policing agency to continue to
have such significant performance problems.

With more than a little frustration, I note that we are here al-
most 1 year to the day since the Committee’s last hearing on this
very same topic, DCAA’s poor performance. During the 2008 hear-
ing, I raised significant concerns, as did the Chairman, about the
mismanagement of DCAA, and yet here we are again.

Three particularly troubling areas still need to be addressed.
First, the GAO report highlights the ongoing lack of rigor and inde-
pendence of DCAA audits due to coercion by a few errant contrac-
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tors, program managers, and on occasion, even by DCAA manage-
ment. Auditors cannot be constrained from doing their jobs. They
must be able to work in an environment where they are encour-
aged to conduct their oversight in a fair, unbiased, and principled
manner—indeed, not just encouraged, required to conduct their au-
dits in that manner.

Now, I want to make clear that there are many principled, dedi-
cated, and competent auditors at DCAA who endeavor to conduct
themselves with the highest possible ethical and professional
standards. The management and the culture at DCAA must sup-
port their efforts, not undermine them.

Second, I am baffled by the complete lack of a sense of urgency
in terms of addressing and resolving these problems. As the Chair-
man has indicated, there have been repeated reports indicating
these flaws. Recent reviews of DCAA’s reform efforts do not assure
me that significant progress has been made over the past year.
While DCAA has taken some steps toward improvement, it has
been too little.

To date, DCAA, as the Chairman has indicated, has rescinded
some poor quality audits and issued guidance to improve the qual-
ity. The agency also plans to hire 700 additional auditors to aug-
ment its workforce. But if all we do is add more people, that is not
going to solve the fundamental failings of this agency. Indeed, the
consequences of not requiring high-quality audits and of mis-
management may only multiply with these additional resources.
Just throwing more people at the problem is not going to solve it.

Less than a month ago, the DOD Inspector General completed an
investigation that found evidence of this kind of mismanagement.
It cited time pressure, uncompensated overtime, unauthorized
changes to audit results, and other unprofessional behavior that
had created a work environment not conducive to performing qual-
ity audits. What will it take to finally see progress? DCAA’s inabil-
ity to remedy its mismanagement, despite numerous hearings, in-
vestigations, and report after report, is truly an epic failure by the
agency and the Department.

Third, the GAO report raises significant questions regarding the
need for structural reforms, such as the Chairman has mentioned
and I brought up last year. How can it be that DCAA auditors
spent more than 530 hours auditing a billing system that did not
exist? How can it be that they repeatedly change audit findings to
make the results acceptable to some contractors?

To make matters worse, I am told that some supervisors respon-
sible for deficient audits were given performance ratings ranging
from “exceeds fully successful” to “outstanding.” Again, how can
this be? Where is the accountability?

Now, let me end by saying why this is so important. When an
audit agency fails, the fallout can cascade throughout the system
and ultimately shortchange our troops in the field. For this reason
alone, Congress must carefully consider whether fundamental re-
structuring as well as internal reforms are needed at DCAA in
light of these disclosures.

Reestablishing DCAA as a first-rate audit agency is critical, and
I will say that to date, I have been very disappointed at the lack
of leadership at DCAA itself and at the Office of the Comptroller,
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which is responsible for overseeing and supporting DCAA. Action
must be taken swiftly to help this agency regain its credibility and
restore its oversight mission. Once its performance and image have
been repaired, it can once again assume its vital role of ensuring
the best value for the American taxpayer on all defense contracts.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you very much, Senator Collins.

Before I call on Mr. Kutz, I want to say that I mentioned, Sen-
ator McCaskill, that you had joined us in the request for this report
by GAO, and I appreciate that, and it leads me to moving slightly
behind you and acknowledging the work of your Counsel, Peg Gus-
tafson, who as you know has been nominated by the President to
be the Inspector General of the Small Business Administration. I
want to thank her for the hard work she has done on the matter
before us today and so many other issues, and we look forward to
working with you as you move on into the IG community. Your
nomination is pending before our Committee now. We will give it
a rigorous and dispassionate review, of course, and hope to dis-
charge your nomination by unanimous consent as soon as possible.
Good luck.

Senator MCCASKILL. Mr. Chairman, can we slow that down any?
[Laughter.]

I am having buyer’s remorse

Chairman LIEBERMAN. I understand.

Senator MCCASKILL [continuing]. About losing Ms. Gustafson.
[Laughter.]

Chairman LIEBERMAN. We have a conflict of interest here, but we
will help you resolve it.

Mr. Kutz, you are here for the second day in a row. God only
knows what may bring us together tomorrow [Laughter.]

But I thank you for your continuing high level of work, which
greatly benefits Congress and ultimately the people of our country.
I would note that you are here with Gayle Fischer, who is an As-
sistant Director at GAO who will be available to answer questions.

For the record, Mr. Kutz is before us as Managing Director of the
Forensic Audits and Special Investigations Team of GAO. Thanks
for your work, and we welcome your testimony now.

TESTIMONY OF GREGORY D. KUTZ,! MANAGING DIRECTOR,
FORENSIC AUDITS AND SPECIAL INVESTIGATIONS, U.S. GOV-
ERNMENT ACCOUNTABILITY OFFICE, ACCOMPANIED BY
GAYLE L. FISCHER, ASSISTANT DIRECTOR, FINANCIAL MAN-
AGEMENT AND ASSURANCE, U.S. GOVERNMENT ACCOUNT-
ABILITY OFFICE

Mr. KuTz. Mr. Chairman and Members of the Committee, thank
you for the opportunity to discuss the Defense Contract Audit
Agency. Last year, I testified that 14 audits at three California lo-
cations did not meet professional standards. Today’s testimony
highlights our broader review of the DCAA quality control system.

My testimony has two parts. First, I will discuss our findings,
and second, I will discuss our recommendations.

1The prepared statement of Mr. Kutz and Ms. Fischer appears in the Appendix on page 37.
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First, 65 of the 69 engagements that we reviewed did not meet
professional standards. Key issues relate to lack of independence,
insufficient testing, and inadequate planning and supervision. Ex-
amples of these problems include, first, an accounting system re-
port drafted with eight significant deficiencies. One year after con-
tractor objections to this draft report, an adequate or clean opinion
was issued with no deficiencies. We found little evidence to support
these changes.

Second, an adequate opinion issued on a billing system with in-
sufficient testing. As you mentioned, in this case, Mr. Chairman,
an auditor told us that testing was limited because the contractor
would not appreciate it.

Third, an adequate opinion issued for a billing system based on
a test of only four vouchers, all from the same day.

And finally, as Senator Collins mentioned, 530 hours spent audit-
ing a billing system that did not exist.

Further evidence of problems at DCAA is the recision of 80 audit
reports. I expect that the recision of 80 audit reports is unprece-
dented in both the Federal Government and the private sector. The
evidence supporting our conclusion of widespread audit quality
problems is irrefutable.

So why did these problems happen? Let me give you a few of the
examples. First, we found a production-focused culture resulting in
part from flawed metrics. These metrics focused on getting audits
done on time and within budget. Taking time to find and address
issues was discouraged. This resulted in some audits of accounting
and billing systems being issued within 2 to 3 weeks of the en-
trance conference. No wonder we saw opinions of contractor sys-
tems being issued based upon a conversation with the contractor
and a quick look at a few transactions.

Further evidence of the need to cut corners is the 22,000 reports
issued in 2008 by DCAA’s 3,600 auditors. That is 60 reports issued
every day of the year, including weekends and holidays. There is
also evidence of pressure caused by the fear of DCAA being
outsourced. In other words, DCAA’s metrics were intended to show
that they could do their work faster and cheaper than public ac-
counting firms.

Let me move on to human capital. Last year, the original whis-
tleblower, Thi Le, testified before this Committee on her experience
at DCAA. Ms. Le’s testimony is one of the most memorable of my
experience. If this GS-12 auditor and the dozens of others that we
have spoken to are representative of DCAA’s employees, then the
quality of audit staff is not the issue. Instead, what you have are
thousands of good auditors trapped in a broken system.

Let me move on to steps that can be taken to improve DCAA’s
operations. First, let me commend this Committee for your over-
sight on this matter. The hearing you held last year and your con-
sistent oversight have made a difference. DOD is taking these mat-
ters very seriously. Positive steps have been taken and are under-
way to address most of these issues. My only recommendation to
you is to continue your oversight.

We made 15 recommendations to the Secretary of Defense. The
intent of these recommendations was to strengthen DCAA’s inde-
pendence and effectiveness. DOD agreed with 13 of these rec-
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ommendations. We also provided three matters for the Congress to
consider, as you had requested.

The first of these relates to providing DCAA with the protections
and authorities granted to Inspectors General. Legislation would be
needed to implement this matter. This change could strengthen
leadership, independence, and transparency through external re-
porting of DCAA results to the Congress.

The other two matters relate to organizational placement. Most
of the effectiveness issues can be addressed within the current or-
ganization placement. However, elevating DCAA to a separate
DOD component or outside of DOD as an independent audit agency
are matters for longer-term consideration. We believe that organi-
zational placement changes should not be considered until current
reform efforts are complete.

In conclusion, the 14 audits that we reported on last year were
not isolated cases but, in fact, proved to be the tip of the iceberg.
We commend DOD for their recent actions. However, it is impor-
tant to remember that if not for a tip from a courageous GS-12
auditor, Congress would still believe that everything at DCAA was
fine. We look forward to working with this Committee and DOD to
help DCAA achieve its full potential.

Mr. Chairman, this ends my statement, and I look forward to
your questions.

Chairman LIEBERMAN. Well done. Thank you very much.

Next, we are going to hear from the Hon. Gordon Heddell, who
is the Inspector General for the Department of Defense.

TESTIMONY OF HON. GORDON S. HEDDELL,! INSPECTOR
GENERAL, U.S. DEPARTMENT OF DEFENSE

Mr. HEDDELL. Chairman Lieberman, Ranking Member Collins,
and distinguished Members of this Committee, thank you for the
opportunity to be here today to discuss continuing oversight by my
office of audits conducted by the Defense Contract Audit Agency.

The Department of Defense Office of the Inspector General has
the responsibility to verify that audits by all DOD audit agencies,
including DCAA, comply with stringent standards. At the hearing
last year before this Committee, we discussed serious problems
with DCAA, to include weaknesses in its quality assurance pro-
grams, audits that failed to comply with generally accepted govern-
ment auditing standards, and allegations of an abusive work envi-
ronment. We have been monitoring DCAA’s efforts to correct the
deficiencies identified in our May 2007 peer review and in a report
issued in July 2008 by the Government Accountability Office.

On August 31 of this year, we issued a report following up on the
deficiencies identified by GAO. We found that a flawed audit could
have allowed a contractor to recover millions of dollars in unallow-
able costs on a major aerospace program. We found audits per-
formed by trainee auditors at one location that did not comply with
standards. We found audit opinions that were not sufficiently sup-
ported. And we found audit findings that were dropped without
sufficient justification. Additionally, employee concerns with time
pressures, uncompensated overtime, changes to audits, and unpro-

1The prepared statement of Mr. Heddell appears in the Appendix on page 56.
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fessional behavior created a work environment not conducive to
producing quality audits.

We made several recommendations to DCAA, including that it
rescind an additional five audit reports and notify contracting offi-
cials not to place reliance on the reports’ conclusions. Our report
also recommended that DCAA take appropriate corrective action
regarding the performance of the two supervisors associated with
the majority of cases reviewed by my office and GAO. DCAA re-
ported that those individuals will retake supervisory courses and
receive additional training. We expect DCAA to monitor their per-
formance very carefully.

We issued a report on September 11 of this year regarding im-
proper conduct by a DCAA manager. This senior official investiga-
tion supported a GAO finding that a former regional audit manager
was not free from external impairments to independence. Her di-
rection resulted in a flawed audit that could have allowed a con-
tractor to recover $271 million in unallowable costs. Additionally,
we concluded that the individual failed to adhere to established
leadership standards and fell short of the type of leadership skills
expected from senior leaders. The report was provided to the Direc-
tor of DCAA for appropriate action.

Based on the most recent GAO review of DCAA, together with
the deficiencies identified in our May 2007 peer review, I notified
DCAA that our adequate opinion on its system of quality controls
would expire as of August 26 of this year. Further, that DCAA
should qualify its audits with a statement noting an exception to
compliance with the quality control and assurance standard.

On August 5 of this year, we announced the peer review for the
period ending September 30, 2009. This review will assess whether
DCAA’s quality control system provides reasonable assurances of
compliance with standards. We will also follow up on DCAA correc-
tive actions in response to prior GAO and DOD IG recommenda-
tions, including the findings in our May 2007 and December 2003
peer review reports.

On September 1 of this year, DCAA requested that GAO approve
delaying the announced peer review by at least 2 years so that it
could continue internal improvements. The DOD Inspector General
has a statutory responsibility to provide continuous audit over-
sight, and should the peer review be postponed, we will undertake
a number of targeted reviews of DCAA high-risk areas.

Our oversight is essential to helping DCAA identify audit defi-
ciencies and to take corrective actions. However, implementing
change and creating a quality workforce requires a commitment by
management. It is essential that DCAA’s senior management ad-
dress fundamental issues, to include recruiting, training, and culti-
vating skilled personnel, and most importantly, developing highly
skilled and motivated leaders. Equally important is the engage-
ment, involvement, and support of senior DOD management. Ab-
sent any of these factors, DCAA will fail to achieve the cultural
transition necessary for success.

This concludes my statement. I welcome your questions.

Chairman LIEBERMAN. Thank you very much.

Next, we will hear from the Hon. Robert Hale, Under Secretary
of Defense, Comptroller, and Chief Financial Officer of the Depart-
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ment of Defense, to whom, if I have this straight, the DCAA re-
ports, correct, Mr. Hale?

Mr. HALE. Yes.

Chairman LIEBERMAN. Thanks for being here.

TESTIMONY OF HON. ROBERT F. HALE,! UNDER SECRETARY
OF DEFENSE (COMPTROLLER) AND CHIEF FINANCIAL OFFI-
CER, U.S. DEPARTMENT OF DEFENSE

Mr. HALE. Mr. Chairman, Members of the Committee, thank you
for the opportunity to share some observations about the Defense
Contract Audit Agency. I will focus on the concerns raised by the
recent audits of DCAA, particularly by the GAO audit.

As Members of the Committee are aware, the Department has
submitted a lengthy response to GAO’s recommendations. We ac-
knowledge the seriousness of GAO’s findings as well as those of the
IG and others and concur with their recommendations with very
few exceptions. I will mention a couple below.

Based on my own review of DCAA and the GAO recommenda-
tions, as well as the IG, I believe that DCAA, with assistance from
me and others in the Department of Defense, needs to focus on
three major issues. First, maybe foremost, improving the quality of
audits, especially the audits of contractor business systems. Sec-
ond, assessing the number and types of audits performed by DCAA
and whether all audits currently required by acquisition laws and
regulations are appropriate. I am worried about 24,000 audits a
year, as the GAO pointed out. We have to be sure we do all that
are needed, but we also need to look at that number. And finally,
assessing improvements in the process for resolving DCAA audit
results to ensure that audit findings are fully considered during
contracting officer deliberations.

DCAA has already begun to focus on these major issues and on
others. As GAO said, a number of steps have been taken, and in
her testimony, the DCAA Director, April Stephenson, will describe
some of the actions that have already been completed and those
that are underway.

It is important to note that the audit assignments covered by
GAO and the IG were completed 3 to 5 years ago, and all of the
audits that we are talking about cover items completed 3 to 5 years
ago, and that a series of corrective actions was undertaken begin-
ning in late 2008, not long after the hearing that you held last
year. The Committee has to understand that it may take several
years—it took us several years to get into this problem—for the full
benefit of these actions to be realized.

In addition, I would like Members of the Committee to know that
the Office of the Under Secretary of Defense, Comptroller, my of-
fice, has taken some steps to improve oversight of DCAA oper-
ations. First, I have assigned a senior member of my staff to assist
on oversight efforts. This provides me some personal eyes and ears
to keep track of what is going on.

Second, last March, I established a DCAA Oversight Committee
to provide my office with advice and recommendations concerning
the oversight of DCAA. The committee is made up of the Auditors

1The prepared statement of Mr. Hale appears in the Appendix on page 66.
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General of the Army, Navy, and Air Force—all three of them per-
sonally agreed to participate—and these individuals provide me
with some heavyweight audit experience that is simply not present
on my staff, which is focused on financial management and the
budgetary responsibilities.

Also on this oversight committee is—and I think we need to pay
careful attention to—the Director of Defense Procurement and Ac-
quisition Policy (DPAP). He is the key customer for DCAA, and we
want to keep them in mind as we work to improve the agency’s
performance. The DOD Deputy General Counsel for Acquisition
and Technology is also a member.

This senior group will assess DCAA’s activities—they have al-
ready begun to do so—and the actions taken to correct problems,
and they have provided me advice. I have met with them several
times personally and will continue to do so.

We have also taken steps in the Department of Defense to in-
crease the resources available to DCAA. During fiscal years 2009
and 2010, we will add 500 new auditors, and we will consider addi-
tional auditor positions beyond fiscal year 2010. I will be moni-
toring the DCAA budget carefully, and that is something I can do
during our fall program and budget review.

We believe that by taking aggressive action, improving oversight,
and increasing resources, we can resolve the significant issues
posed by the GAO report, as well as the report by the IG, and we
will monitor that progress, and I will personally, to determine if
further actions need to be taken.

While we generally agree with GAO, there are two areas where
we take exception or disagree with their findings. First, GAO sug-
gested that Congress consider providing DCAA with independence
similar to that of the Department’s Inspector General. There are
some aspects of that suggestion that may make sense. For example,
we are looking at increased subpoena authority for DCAA. But we
disagree with the number of the implications of that recommenda-
tion.

For example, we do not believe the DCAA Director should be a
presidential appointment with Senate confirmation. It will inject,
in my view, an inappropriate element of politics into what should
be a technical audit agency and inevitably will create long periods
of delay—it is just inevitable in our system—when there would be
no Director in charge.

Likewise, we oppose fixed terms for the DCAA Director and man-
datory public reporting, as the IG is required to do. It is an addi-
tional burden on an agency that is already struggling to meet its
many mission demands.

While we do not support IG-like independence for most aspects
of it, we are taking steps to strengthen DCAA’s independence inter-
nally in a number of ways, but I will mention one in particular, by
assessing improvements to the process used by contracting officials
to resolve DCAA audit findings. When there is disagreement, we
need a process that allows DCAA to elevate that disagreement if
it cannot be resolved at the staff level, and we have put that in
place with the Director of Procurement and Acquisition Policy and
appeals to both the Under Secretary of Acquistion, Technology, and
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Logistics (AT&L) and the Comptroller if DCAA does not feel that
the first set of appeals has resolved the issues.

Second, GAO suggested that Congress require DCAA to report to
the Deputy Secretary of Defense. DOD strongly disagrees with this
recommendation. The Deputy Secretary is the Chief Management
Officer of one of the world’s largest organizations. He backs up the
Secretary in the wartime chain of command. Direct oversight of an
individual Defense Department agency would, I believe, add unrea-
sonably to his current responsibilities.

I think DCAA should remain within the Department, and at
least until these issues are resolved, I believe it should continue to
report to my office. I feel personally responsible for helping to fix
the problems that have occurred.

In sum, Mr. Chairman, we acknowledge that GAO has raised
some serious issues. We believe that we have begun taking appro-
priate steps—and I think that is important—to resolve these
issues, and I will personally monitor the situation to determine if
additional steps are needed.

Let me close with what I believe is an important and critical con-
text, and I ask the Committee’s help. DCAA provides valuable serv-
ices to the Department of Defense and other government organiza-
tions. You have all said that. I agree. I have spoken personally to
the Director of Defense Procurement and Acquisition Policy, one of
DCAA’s key customers. He informed me that DCAA products are
necessary and critical to the acquisition process. The Commission
on Wartime Contracting has made similar comments.

As we strive to resolve the issues raised by GAO and others, I
am worried about morale at the agency. We have to be careful not
to undermine the unique value of DCAA to DOD and other organi-
zations. Let us be careful not to throw out the baby with the
bathwater here.

Mr. Chairman, thank you again for providing this opportunity for
me to comment on GAQO’s findings. I am convinced that working to-
gether with this Committee and the senior leadership of the De-
partment and, of course, DCAA, we can ensure that the work of
DCAA will continue to support the Department and the security of
the United States.

When the other witnesses have completed their statements, I
would be glad to answer your questions.

Chairman LIEBERMAN. Thank you, Mr. Hale.

And finally, April G. Stephenson, Director of the Defense Con-
tract Audit Agency.

TESTIMONY OF APRIL G. STEPHENSON,! DIRECTOR, DEFENSE
CONTRACT AUDIT AGENCY, U.S. DEPARTMENT OF DEFENSE

Ms. STEPHENSON. Mr. Chairman, Members of the Committee,
thank you for the opportunity to appear before you today. I am
pleased to be here.

As requested, I will describe the actions taken as a result of the
recent oversight reviews of DCAA. Please be assured, we take all
findings that have taken place on DCAA from any source very seri-
ously.

1The prepared statement of Ms. Stephenson appears in the Appendix on page 69.
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We have worked diligently since late 2008 to accomplish a num-
ber of actions to improve the quality of the audit services and to
improve the working environment for our employees. As shown in
the appendix of my submitted testimony, we have completed over
50 specific improvement actions. We are not done, and we have
various long-term actions in process.

For the purposes of my testimony today, Mr. Chairman, we have
categorized the issues into four general areas: Insufficient testing,
ineffective quality assurance program, lack of independence, and
management abuses.

The GAO identified noncompliances with the audit standards of
nearly all the assignments it has reviewed. This is primarily due
to an insufficient number of transactions tested, particularly in as-
signments of business systems where the contractor’s system was
deemed to be adequate.

Contractor internal control systems involve hundreds of control
points. Auditors assess the risks of the control points on govern-
ment contracts and establish the level of testing on that risk. At
times, auditors assess the risk at low and sampled few trans-
actions, and at other times the risk was high and sampled more
transactions. In some instances, the number of transactions we re-
viewed, we have no defense for. It was unacceptable. In others, it
was a judgment call, and we are in the process of revamping this
process.

As I said, we recognize these concerns with the business systems
and initiated a project in 2009 to reassess the entire process for
performing audits of business systems and the types of opinions to
be provided. This will continue into early 2010. We are consulting
with the GAO and the IG as we proceed with this project.

The GAO concluded that DCAA’s quality assurance program was
deficient. We recognize that improvements are required, not only
with the structure of the quality assurance organization, but also
the manner in which the reviews were performed. In August 2008,
we centralized the quality assurance function to headquarters. We
then proceeded with more than double the reviews we performed
in the past. We no longer provide a rating of pass-fail depending
on the number of deficient assignments. Offices that are deter-
mined to have at least one assignment in noncompliance with the
auditing standards are required to provide a meaningful corrective
action plan, which is monitored at the headquarters level.

The GAO concluded that DCAA’s independence was impaired.
This was primarily due to providing input on draft corrections to
internal control policies and procedures and then auditing the final
policies and procedures. It is not uncommon for contractors with
system deficiencies to seek input from the auditors while they are
developing corrections to the systems. In many instances, providing
feedback throughout the process expedites the correction of the de-
ficiencies.

The GAO has concluded that this feedback impairs the auditors’
objectivity as they audit information they have provided feedback
for prior to implementation. We have corrected these issues. Audi-
tors no longer provide feedback to contractors on draft corrections
to systems, and we will no longer remove deficiencies from reports
when the deficiencies are corrected during the audit.
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In July 2008, the GAO concluded that DCAA had an abusive
work environment. The IG was engaged to investigate this matter,
and as Mr. Heddell mentioned, they finished their review in Au-
gust 2009. Although they did not go as far as to say we had an
abusive work environment, it concluded that we had a work envi-
ronment that was not conducive to producing quality audits. Audi-
tors felt pressure to work uncompensated overtime, and in another
office, several employees said that they heard people yelling in the
office and raising their voices. We believe these issues have been
adequately addressed, and the IG concurs.

The DOD IG did not identify any attempts by DCAA to impede
the GAO investigation other than the letter that was written in
August 2007 to one of our senior auditors, which I know this Com-
mittee is familiar with. As we discussed at the hearing last Sep-
tember, the letter was prepared by one of the Defense Legal Serv-
ices attorneys that reports to DCAA. The letter was rescinded the
day after the hearing last year.

To provide employees an opportunity to report instances of per-
ceived management abuse without fear of retaliation, we launched
an anonymous Web site in September 2008. The Web site is treated
as a hotline, and allegations are either investigated by DCAA’s in-
ternal ombudsman team, which we established in late 2008, or re-
ferred to the DOD IG for investigation.

Mr. Chairman, as a result of these oversight reviews, we have
taken a number of actions. I would like to highlight some of the
actions I have not previously discussed in a very brief form.

We completed a bottom-up staffing assessment to determine
whether we had the appropriate staffing at all levels of the organi-
zation. We have received funding under the Defense Acquisition
Workforce Development Fund, as Mr. Hale mentioned. We added
25 new field audit offices, increasing from 79 offices in August 2008
to 104 offices in August 2009, to provide greater training to em-
ployees as well as to ensure appropriate oversight of audit quality.

The performance measure process was completely revamped. We
eliminated 18 prior measures and added eight new measures to
focus on audit quality. Focus groups were held in 2009 and feed-
back was favorable that most employees reported they did not feel
pressure to meet the performance measures on individual assign-
ments. Auditors did feel pressure to meet additional budget hours
and did not feel they could request an extension. So as a result, we
removed the requirement to meet budget hours from performance
standards and inserted new language on the requirement to com-
plete audits in accordance with the auditing standards.

We hired the Center for Defense Management Reform at the
Naval Postgraduate School to assist with cultural transformation
across the agency. We instituted a revised process for determining
the audit requirements for 2010. Audit priorities were established
based on the audits required under laws and regulations, and the
field offices developed the audit hours that were necessary, taking
into consideration the risk of the contractors, the skill level of the
audit staff, and the additional hours required to comply with the
auditing standards. This process is consistent with the GAO’s rec-
ommendation of performing a risk-based approach rather than pro-
duction line auditing.
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We engaged the Army Force Management Support Agency to
evaluate DCAA’s process for planning 2010 audit needs as well as
our staffing requirements. We provided training to all employees on
quality audits and the work environment.

In closing, Mr. Chairman, I want to underscore that DCAA is
committed to ensuring the agency is above reproach, that our au-
dits are performed in accordance with auditing standards, and that
its culture promotes the kind of vigilance and quality that protects
the interests of the American taxpayers.

Mr. Chairman, thank you again for the opportunity to address
the Committee. I would be pleased to take your questions.

Chairman LIEBERMAN. Thank you, Ms. Stephenson. We will now
go to 7-minute rounds.

Mr. Kutz, let me begin with you just to draw out a little more
a couple of the points that were in your findings than you had the
time to do in your opening statement. One of the findings was, and
I paraphrase it, you found a lack of independence in DCAA. So I
wanted to ask you, a lack of independence from whom, the contrac-
tors, the Department of Defense, perhaps supervisors? What is the
problem?

Mr. KuTtz. It would be more along the lines of the contractors,
I would say, with respect to the example I mentioned in the open-
ing statement, that they did not do additional work because the
contractor would not appreciate it. That is a disturbing finding, I
think, that someone would actually believe that was important.
That would be like us auditing an Executive Branch agency for
you, and if they said, we would prefer that you do not look at the
transactions, we would walk away. I mean, that is not the way
things should work.

Chairman LIEBERMAN. So they were too cozy or whatever, intimi-
dated in some sense by some of the contractors, is what you are
saying. So they were not performing the independent audits that
we presume auditors will perform.

Mr. Kutz. That, and there were also certain other issues with re-
spect to data requests maybe that were made, not filled, and then
the audit was completed even though the data was not received at
the end of the day. So things like that

Chairman LIEBERMAN. Without the auditor insisting on it.

Mr. Kutz. Or making it a scope restriction and saying, we just
did not have enough evidence to conclude on the system or what-
ever was being audited. So those are the kinds of things. And
again, I believe it was seven—Ms. Fischer, is that correct?

Ms. FISCHER. Right.

Mr. KuTtz. Seven of the audits. So how widespread it is, I do not
know, but seven of the 69. So there is enough there that it is a bit
of a concern.

Chairman LIEBERMAN. Senator Collins cited, and you did, too,
this case of the auditor spending more than 500 hours auditing a
billing system that did not exist. How does that happen?

Mr. Kutz. Well, it was not the contractor in this case. It was a
grantee, and grantees do not bill. They do drawdowns on lines of
credit. So that was the issue there. And there was actually a single
audit done that would have covered the actual drawdown system.
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So the audit was not necessary in the first place. So it really was
not the contractor. It was a grantee.

Chairman LIEBERMAN. So an audit was done. In other words, it
is not that somebody cheated on their worksheets to describe what
they were doing. It is that 500 hours were spent——

Mr. Kutz. That were not necessary.

Chairman LIEBERMAN [continuing]. That were not necessary.

Mr. Kutz. Correct. That is what that is. Yes. And I think that
they agree, and they are not going to do that one in the future.

Chairman LIEBERMAN. When there is such a collapse, if you will,
or so many shortcomings in an audit, or any organization, obvi-
ously, there is a lot of blame to go around. But I was very inter-
ested in your comment. Again, you are drawing from selective
cases—you could not review every one of the auditors. I para-
phrased from what you said. Your conclusion from the auditors you
did interview is that there are thousands of good auditors trapped
in a broken system, and some of the recommendations you have
made are clearly systemic. But then some of the responses that I
have heard today go more to the individual auditors, training op-
portunities and the like.

So I am going to ask you first to comment on that, and then ask
the other witnesses. Is it both, or is it really the system? If it is
the system, are you talking about the fact that they are trying to
do too many audits?

Mr. Kutz. Yes, I really am, and I think Mr. Hale touched on it
in his opening statement. I agree with him 100 percent.

Chairman LIEBERMAN. Yes.

Mr. KuTtz. You are trying to do 22,000, or he mentioned 24,000,
or whether it is 30,000 audits

Chairman LIEBERMAN. Right.

Mr. KuTZ [continuing]. With 3,600 people. That is not possible.

Chairman LIEBERMAN. You just cannot do those audits. That is
22,000 to 30,000 a year.

Mr. Kutz. Right. You are going to do drive-by audits in some
cases, where you go by and ask a few questions, look at a couple
transactions——

Chairman LIEBERMAN. Yes.

Mr. KuTz [continuing]. And issue an opinion, and you are setting
up the people in that particular case to fail. You have not given
them the proper resourcing. Now, I cannot believe there are 22,000
audits that are necessary. That gets into the risk-based approach
that we talk about with respect to—and I think Mr. Hale hit it on
the head—are those audits necessary? Are there things that can be
done either by redefining audits or looking at what is actually gen-
erating the audits from the Federal Acquisition Regulation (FAR)
or whatever the case may be? If you do not deal with that issue,
I do not think you will ever fix this.

Chairman LIEBERMAN. That is a very powerful point. Let me go
back to whether it is a problem with the auditors or it is a problem
of the system. That is part of the indictment of the system that we
just talked about, that perhaps they are trying to do too much and
therefore they are doing a lot badly. But let me ask this direct
question. Is the leadership inadequate? I know it is awkward, not
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just for Ms. Stephenson, but anybody, but the supervisors gen-
erally——

Mr. Kutz. Well, I think it is an insular culture. I think we talked
about that.

Chairman LIEBERMAN. Yes.

Mr. KuTz. And that is why I think one of our recommendations
to bring in some outside expertise to take a fresh look at this is
useful, someone to come in and say, OK, how are we doing these
audits? How are we deciding which ones to do? Are they all man-
dated? Do we have to go back to the source and figure out how we
get down?

Because, again, I think, if you learn to do an audit where a cou-
ple of transactions is enough to opine on a system, that does not
mean you are not a good auditor. It means you were not taught
how to do an audit correctly. I mean, if I had been brought in as
an entry-level auditor at DCAA and I learned that is the way you
do audits, then I would think it was OK. That does not necessarily
mean I am a bad auditor. It means I really grew up in a system
where I learned that was the way you do audits because we have
10 audits to do in the next 2 months and the only way to get them
done is to do them quickly.

Chairman LIEBERMAN. Mr. Hale, let me ask you to comment on
this a bit. I know you are relatively new on the job. I appreciate
the steps you have taken. When you said you assigned somebody
on your staff to oversee your liaison with DCAA, is that going to
be their primary responsibility?

Mr. HALE. It is probably about half-time. She is doing some other
things for me

Chairman LIEBERMAN. Yes.

Mr. HALE [continuing]. But I will have her devote enough of her
time to see this through. I told you, I am committed to fixing this.

Chairman LIEBERMAN. Right.

Mr. HALE. Yes, it happened on a previous watch, but nonethe-
less, it is my responsibility now, and I need those eyes and ears
as we go forward.

Chairman LIEBERMAN. Right.

Mr. HALE. There are still a number of issues that need to be re-
solved. I think we all understand that.

Chairman LIEBERMAN. Have you, since you have been there, met
regularly with Ms. Stephenson?

Mr. HALE. Yes. I see her almost weekly at my staff meetings, and
we have had a number of one-on-one discussions, and Ms. Stephen-
son and I are e-mail buddies.

Chairman LIEBERMAN. Yes.

Mr. HALE. We have had a lot of exchanges.

Chairman LIEBERMAN. So do you agree, just to draw you out
from your testimony, that one of the most significant problems here
is that DCAA is trying to do too much and therefore it is doing a
lot of it badly?

Mr. HALE. You have a tough tradeoff to make. I am concerned
about that. We need to look at it. On the other hand, I do not want
to start not doing audits

Chairman LIEBERMAN. Yes.
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Mr. HALE [continuing]. That could be productive for the govern-
ment.

Chairman LIEBERMAN. Right.

Mr. HALE. So there is a tradeoff. Incidentally, just to clarify the
numbers, the 30,000 is the total number of engagements. I thought
it was 24,000 under Generally Accepted Government Auditing
Standards (GAGAS). Maybe it is 22,000—well, just to clarify the
numbers.

Ms. STEPHENSON. It is merely a difference of the number of as-
signments that we do and the number of reports issued. There are
some assignments that incorporate into a single report, so it is not
necessarily one-for-one. The number of reports are around 20,000.

Mr. HALE. So I have talked to Ms. Stephenson about the num-
bers. I have talked to Shay Assad, who is the Director of Defense
Procurement and Acquisition Policy. He is the customer.

Chairman LIEBERMAN. Right.

Mr. HALE. We need to keep them in mind here.

Chairman LIEBERMAN. Sure.

Mr. HALE. I am concerned the pendulum has swung too far. We
were not paying enough attention to quality. I do not want to swing
back and ignore the customer or we will not meet DOD’s, the gov-
ernment’s, and the taxpayers’ needs. So there is a balance to be
struck. So we have talked to both of them. We need to review the
numbers.

Chairman LIEBERMAN. Do you know if you have the statutory
latitude to selectively audit so you reduce the numbers

Mr. HALE. I am going to need to get the lawyers involved.

Chairman LIEBERMAN. Mr. Kutz, do you know?

Mr. HALE. They may not. Some of it may be the FAR. Some of
it may be laws.

Chairman LIEBERMAN. Yes.

Mr. Kutz. I would defer to DOD. We did not do an in-depth look
at that.

Chairman LIEBERMAN. My time is up. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Ms. Stephenson, I want to read to you your opening testimony
before our Committee last year on September 10, 2008. You said,
“Mr. Chairman, I want to assure you and all the members of this
Committee that DCAA is taking the GAQO’s findings very seriously.”
This year, at the beginning of your testimony, you said, “Please be
assured that we have taken the GAO’s findings very seriously.” In
other words, almost the exact same words. But from what I can
see, very little has changed during the past year.

I am particularly concerned to learn from my staff that one of
the executive-level managers from the Western Region who was re-
sponsible for the problematic audit has actually since been pro-
moted to the Senior Executive Service.

So what has really changed since you came before us a year ago
and assured us that you were taking GAQ’s audits very seriously?
It is not sufficient for you to come back a year later and just repeat
those same words. I had such hope when I heard that from you last
year because I knew you were a career employee with a lot of expe-
rience who had worked her way up in the agency and only several
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months before our hearing last year had become head of DCAA.
But words are not enough. We need to see real progress.

Ms. STEPHENSON. I agree, Senator, and it is a very fair question
to ask, and I will say, over the last year, we have made significant
progress. And let me answer your question in a couple of ways.

First, the Senior Executive was promoted in October 2007. It was
not after the hearing, it was a year before the hearing, just to clar-
ify that.

Second, the number of actions we have taken have ranged from—
we completely changed the way in which we conduct the perform-
ance measures. Feedback from employees has been favorable on
that. We removed the requirement for employees to meet budget
hours, which was one of the primary barriers that people felt. That
was removed actually from the performance standards. Language
about quality assurance has been inserted in all standards at all
levels within the organization.

We completely changed the way in which we review contractor
documents. No longer do we look at drafts. We only look at a final
product. We have removed any fixed cycle times on assignments.
It is now based on the amount of time that is necessary to perform
a full and complete audit. We have reiterated to our workforce the
necessary number of transactions that must be reviewed in order
to express an opinion, and if there is an impairment, such as a
time constraint from a contracting officer, to have an appropriate
disclaimer in a report.

I have numerous actions in which I could go through to describe
what has changed, but I will explain what employees tell me as I
visit the offices. They tell me that there has been more positive
change made in DCAA in the last year than there had been in the
prior 10 years. They explain that we have put a workforce environ-
ment in place with our anonymous Web site where they feel they
can come forward and discuss and disclose allegations of poor man-
agement or an abusive work environment.

I feel that although we have a number of changes yet to be done,
we have made significant progress in this past year.

Senator COLLINS. Ms. Stephenson, I want to clarify the issue you
raised about the manager because you said that the promotion oc-
curred in October 2007. But in fact, it was a probationary period,
I am told, that extended for a year. So the information was avail-
able to you, and yet this woman’s probationary period passed and,
in fact, she was made permanent in October 2008.

Ms. STEPHENSON. That is correct.

Senator COLLINS. It is a bit misleading for you to say that she
was promoted prior to your having knowledge of these issues.

Ms. STEPHENSON. It is the difference between promotion

Senator COLLINS. That is a big difference. She could have failed
the probationary period. It could have been rescinded. So you had
that information.

Ms. STEPHENSON. But I did consult with attorneys. We did not
have enough information to reduce her appraisal below “achieved.”

Senator COLLINS. There is something wrong with the perform-
ance system then. I do not want to spend all our time on one em-
ployee.

Ms. STEPHENSON. I understand.
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Senator COLLINS. I want to go to Mr. Kutz and ask a broader
question. You found clear violations of DCAA policy and procedures
representing serious departure from what is called the Yellow Book
standards. To your knowledge, were any of the management per-
sonnel who were involved in these problematic audits disciplined or
retrained or counseled? Was action taken?

Mr. Kutz. Probably on the training front, yes. Counseling, I am
not sure. Any serious consequences, none I am aware of.

Senator COLLINS. Thank you.

Ms. Fischer, you testified last year that some of the DCAA audi-
tors were scared to talk to you and were nervous about being seen
with GAO and telling you what was really going on. Have you seen
an improvement in that area or is this still a problem?

Ms. FI1SCHER. I guess I would have to put it in the context of the
continuing hotlines we are getting

Senator COLLINS. Yes.

Ms. FISCHER [continuing]. In our office. Some of the people that
have come to us have also gone to DCAA’s internal hotline through
the Web site, and I would say there is a greater comfort level com-
ing forward in the agency now than there was before. I think the
management of the hotline is working pretty well, at least in the
cases we have looked at, and they have shared that information
with us.

Senator COLLINS. Thank you.

Mr. Hale, my time is almost gone, but let me just make a com-
ment to you. You expressed your concern about the morale of the
people working at DCAA, and in a sense, you were cautioning us
about tipping the balance too far. You said, “I am concerned about
morale at the agency.” Well, I guess I would say to you, what effect
do you think that it has on morale when managers who are respon-
sible for problematic audits get promoted? When there is pressure
to weaken audit findings? When report after report indicates that
there is undue pressure for production at the expense of quality?

It seems to me that those problems have a far more devastating
impact on the morale of the auditors than our investigations or
other reports that are trying to get this agency back on track. Ulti-
mately, you are the person to whom DCAA reports, and I think you
need to take personal responsibility to get this agency back on
track.

Mr. HALE. Senator, I think I may not have been clear enough.
What I was looking for is a statement from the Committee, which
you have done, that DCAA performs valued services. I also want
them to hear that from me. I have said it, and you have said it,
too. That is what I was driving at, not that we should not solve the
problems that have been identified here or continue to look at
them. I am sorry if I was unclear.

I do worry that the drumbeat of criticism needs to be balanced
by the fact, as the GAO has pointed out, that there are a lot of good
people at DCAA trying to do good things, and I want them to con-
tinue to hear that.

And T do take this personally. Again, it did occur before I had
this job, but it is my job to fix it. I am here today to tell you I will
do my best, and I have devoted a fair amount of my personal time
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in the midst of a fairly chaotic budget environment and two wars
to try to make this better.

Senator COLLINS. Thank you.

Chairman LIEBERMAN. Thanks, Senator Collins.

I had the same reaction Senator Collins expressed in her last
question, so I appreciate your response. And I will say that, per-
haps it is because employees of DCAA know the Committee is on
the case, in fact, the calls from employees to our office have gone
up over the last year, not down. So I am encouraged to hear that
though the calls have continued, they seem to reflect some im-
provement, at least as GAO is getting those calls on its hotline.
Thanks, Senator Collins.

Senator Coburn is next.

OPENING STATEMENT OF SENATOR COBURN

Senator COBURN. Thank you, Mr. Chairman, and thank you for
having this hearing. I think it is really important.

I read a summary of the GAO report last night and, quite frank-
ly, got sick. There is a culture that is absolutely unacceptable in
your agency, Ms. Stephenson, and it still exists. It is not about
doing auditing. It is about getting the work done and looking like
you are doing the auditing.

You have been Director since 2008, correct?

Ms. STEPHENSON. Correct, sir.

Senator COBURN. Do you have any auditing experience outside of
this agency?

Ms. STEPHENSON. No. I have been with DCAA since college.

Senator COBURN. There was a firm called Arthur Anderson. It no
longer exists because it failed greatly in its ability to do inde-
gegdent audits. If we cannot trust auditors, we cannot trust any-

ody.

Personally, I can put forward about $50 billion of waste a year
in the Pentagon—$50 billion. And now I really understand why—
we have a system that we call an audit that is not an audit. I
mean, that is essentially what the GAO report is saying. We prob-
ably would not see much difference without your organization
there. And although there may have been some changes brought
forward, the fact that there was a recision of 80 audit reports and
65 to 69 were not professionally conducted audits, did not meet the
Federal Accounting Standards Advisory Board (FASAB) accounting
standards for auditing, to me says we have to start over.

Mr. Kutz, what would be the effect of ending or phasing out the
direct bill program at the Pentagon?

Mr. Kutz. I do not know.

Senator COBURN. Do you have any comments on that? Ms. Fisch-
er.
Ms. FiscHER. Well, either DCAA or the Defense Finance and Ac-
counting Service would need to review vouchers prior to payment,
or maybe the contracting officers. DCAA has assumed this respon-
sibility for the contracting officers, and the certifying officers in the
Defense Finance and Accounting Service rely on that work in mak-
ing payments.

Senator COBURN. But if we have an agency that is not actually
performing its function, what control, what safeguards do we have?
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Ms. FI1scHER. You do not.

Senator COBURN. We do not, and that is exactly it. The question
that comes down to me is, the people responsible, I cannot under-
stand why they are still there. I do not understand that. I do not
understand why the management of this agency has not been to-
tally changed and why people with real experience, with real audit
experience in the real world, have not been brought in to create a
culture of true auditing, which means you verify to make sure
when you claim an audit that it is accurate, and you do the amount
of testing that is necessary to make that verification. Otherwise,
you give a qualified opinion, and we do not see that.

Mr. Chairman, I will not spend all my time on questions. I am
a little bit too upset to go where I really want to go. But I think
our Committee, with Senator McCaskill and her experience, should
look at this thing from the ground up. And I do not doubt that
some efforts have been made to improve things, but, in fact, Ms.
Stephenson’s experience coming up, starting as an auditor trainee
and now leading this agency, tells me that there is a culture that
is outside of what we would expect of auditing, and it is different
than the culture anywhere else in this country in terms of when
you get a certified audit.

I have been audited as a businessman. It is tough. As a publicly
traded company, you had better be able to justify what you are say-
ing. The auditors, you pay them, but you want that unqualified
opinion when they finish, and you had better be able to prove what
you are doing is accurate, and I do not think we are anywhere close
to having the confidence that is the case. And this is our biggest
agency. It is a half-a-trillion dollars a year. And we know the waste
that is out there. I mean, in our Subcommittee on Federal Finan-
cial Management, Senator Carper and I have documented the
waste, and now I understand why it is there. There is not a check
on what is going out.

So I am highly disappointed. I thank the GAO for their insight,
but I think we ought to stay on this. And I will tell you, morale
will improve. It will not go down. It will improve when people are
doing what they are supposed to be doing, getting rewarded for
doing what they are supposed to be doing rather than checking the
boxes in a culture that says we will look out for the contractors
more than we will look out for the American people, and I think
that is the culture that exists there today. Thank you.

Chairman LIEBERMAN. Thanks, Senator Coburn.

I agree with you. Incidentally, the calls that we get from auditors
in DCAA are exactly along that line. Just help us to make this
place better. We know we have an important job to do. We feel like
we are not able to do it now.

I do not want to jump ahead, but the Committee, just to respond
to Senator Coburn, is going to stay on this because it is very impor-
tant. I would say that the number of Members of Congress who
know that DCAA exists is small, but its responsibilities are enor-
mous. Its impact on taxpayer spending is enormous. Its impact, as
Senator Collins said in her earlier statement, on the well-being and
security of our troops is enormous.

So we are going to stay on it. In the short-run, I think we are
going to really focus on you, Mr. Hale, because this group reports
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to you. You are new there. You do not have responsibility, if you
will, for how it got to where it is, but you do have a responsibility
now to fix it, and we are going to figure out a way to stay in touch
on a regular basis and ask you to report to us, and maybe we will
come back periodically for hearings on how we are progressing.
Thanks, Senator Coburn. Senator McCaskill, again, thank you.

OPENING STATEMENT OF SENATOR MCCASKILL

Senator MCCASKILL. Thank you. I used to be a prosecutor before
I was an auditor, and in the criminal law, we have ordinances,
then we have misdemeanors, then we have felonies, and then we
have capital crimes, and criminal conduct ranges from one end to
the other. In the world of auditing, what has been committed here
is a capital crime. There can be no greater indictment of an audit-
ing agency than this GAO report.

Now, how do we begin to get value out of this audit agency after
it has had this kind of indictment? I want to make sure I put in
the record just one of the case studies because, unfortunately, I
know from experience, most people do not read these.! This is an
audit that was done with one of the five largest DOD contractors
working in Iraq, initiated in November 2003.

In September 2005, after nearly 2 years of audit work, the DCAA
provided draft findings and recommendations to the contractor that
included eight significant deficiencies. The contractor objected, say-
ing the auditors did not really understand. The auditors did not get
the new policies and procedures that were being developed for the
fast track in Iraq.

Following those objections, various supervisory auditors directed
the auditors to revise and delete some work papers, generate new
work papers, and in one case copy the signature of a prior super-
visor onto new work papers, making it appear that the prior super-
visor had approved those work papers.

On August 31, 2006, after dropping five significant deficiencies
and downgrading three significant deficiencies for improvement,
DCAA reported adequate opinion on the contractor’s accounting
system. The interim audit supervisor, who instructed the lead audi-
tor to copy and paste the prior supervisor’s name onto the risk as-
sessment and work papers, was subsequently promoted to the
Western Region’s Quality Assurance Manager, where he served as
quality control check over thousands of audits, including some that
the GAO reported on last year.

In April 2007, the Special Inspector General for Iraq Reconstruc-
tion (SIGIR) reported that despite being paid $3 million to com-
plete the renovation of a building in Iraq, the contractor’s work led
to plumbing failures and electrical fires in a building occupied by
the Iraqi Civil Defense Directorate.

Now, I have one simple question. Has that interim audit super-
visor been fired?

Ms. STEPHENSON. No, ma’am.

Senator MCCASKILL. And, in fact, has that interim audit super-
visor who told that auditor to commit fraud by copying and pasting
a supervisor’s signature to work papers even been demoted?

1The case study referenced by Senator McCaskill appears in the Appendix on page 158.
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Ms. STEPHENSON. On the work paper copying, that was an issue
where they had copied work papers from one assignment to an-
other. It was not deliberate to copy the signature. It happened
when they copied papers.

Senator McCASKILL. Mr. Kutz, was there, in fact, a copying and
pasting of an auditor’s signature on a report that auditor super-
visor had never even seen?

Ms. FiscHER. Senator McCaskill, yes, that did occur because the
prior supervisor had moved on, and it occurred on a number of
work papers, even work papers that were created after the signa-
ture date.

Senator MCCASKILL. Mr. Hale, I have to tell you, when we had
the scandal at Walter Reed, I admired Secretary Gates so much be-
cause he went to the very top and found accountability. When we
had the problems at the Air Force, I admired Secretary Gates, and
I really was beginning to believe that we had in the military now
someone who understood that when you have a scandal, you must
have accountability.

Let me say for the record that no one has been demoted over this
capital offense. No one has lost his job. And I will tell you, to add
insult to injury, I do not think the GS-12 auditor even got a letter
of commendation. In fact, I do not think she has even been pro-
moted.

Ms. STEPHENSON. She has been.

Senator MCCASKILL. Well, it is a lateral move. She is training.
This is not somebody who has been heralded by the agency as a
hero. I mean, there has been no recognition. She has not been
called to the Pentagon to be thanked for what she did. And if it
was not for her, we would not be here. And the people who did this
are still there. The culture is still there.

Listen, I know, Ms. Stephenson, you are new, and I know you are
trying, but we have to come to grips with the fact that people who
work there work there forever, and their sense of outrage is not
significant for the American taxpayer and the American military
right now.

And honestly, with all due respect, Mr. Heddell, you were not
there, but how in the world does a peer review happen with a clean
opinion in 2006 at this audit agency? Who are the people who did
that peer review? Who said this agency was OK in 2006? Clearly,
it was not.

And it is not the quantity of the audits, it is the quality that
matters. If they do not have quality, they are nothing. It is hard
enough to get people to read one that is good. The ones that are
horrible, I mean, who is going to read a DCAA audit right now
without joking, without laughing about it?

I honestly have to tell you, Mr. Hale, that you have to go back
to the Pentagon and you have to tell them this is not good enough.
If somebody is not fired over this, I do not think anybody should
ever take this agency seriously again.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator McCaskill. Senator
Burris.
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OPENING STATEMENT OF SENATOR BURRIS

Senator BURRIS. Thank you, Mr. Chairman. I want to echo my
colleague, Senator McCaskill. My experience as a Federal bank ex-
aminer, as a State comptroller, and on the board of directors leaves
me to wonder whether or not the Defense Department should not
have to do what we did in private industry. Senator Coburn made
mention of what is happening.

Do you all remember the law that passed here called Sarbanes-
Oxley, detailing what you do with cost controls? I understand that
the controls at DCAA were just not very effective at all, but the
controls in auditing are what really run it. And if the auditor is not
doing his or her job, there is no reliability. You are the first and
the last line of defense to determine what is happening to tax-
payers’ money. I know you do not want to hear a lecture, but from
what I have read and the testimony I have heard, it really leaves
a lot to be desired.

Mr. Hale, I know Sarbanes-Oxley does not apply to the Federal
Government, but have you all tried to use those standards, which
cause businesses to have to spend millions of dollars in order to
make sure that their financial reporting is correct? Why would it
not be the same thing for the taxpayers’ money with the Defense
Department?

Mr. HALE. Well, as you say, that particular law does not apply
to the Federal Government
Senator BURRIS. Sure.

Mr. HALE [continuing]. But there are extensive standards—you
can verify that with GAO—that govern both auditing and internal
controls and management. I am not going to sit here and tell you
that we do the greatest job in abiding by all of them, but we are
mindful of them and working on them.

Senator BURRIS. Ms. Stephenson, I read in my notes that the
DCAA also does auditing outside of the Pentagon. So if you do not
have enough staff—you just hired 700 new people—how are you
doing outside audits of other agencies?

Ms. STEPHENSON. We perform audits for 34 other civilian agen-
cies on a reimbursable basis. However, we do put the priorities on
efforts such as the war and other Department initiatives. We have
deferred a significant number of audits that we were required to
do under law and regulation since the beginning of the war. So we
have quite a large backlog, especially of the annual audits of the
cost-reimbursable contracts. So because we do not have what we
need, we defer. It is not as though we try to get them all done in
one year. We recognize that we cannot do that.

Senator BURRIS. Now, Mr. Hale, do you, as the Comptroller of
the Defense Department, authorize the payment of bills? Is that
your responsibility?

Mr. HALE. We set the policy for it. The actual authorization is
done at lower levels in the organization. I do not personally do it.

Senator BURRIS. Well, it comes under your jurisdiction?

Mr. HALE. Yes.

Senator BURRIS. Do you also prepare the financial statement for
the Defense Department as the Comptroller?

Mr. HALE. Yes.
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Senator BURRIS. Is there any type of certification of that finan-
cial statement, which would come about as a result of what they
are spending with outside contractors, that the auditors are report-
ing to you for the accuracy of that statement?

Mr. HALE. Well, there is an overall audit, and we do not have
auditable financial statements in the Department of Defense. There
are also a number of reviews at various levels in the Department
and outside the Department, by the IG, GAO, and others, of par-
ticular aspects of those statements. I do not know if that answers
your question, but overall, the Department’s financial statements
are not auditable.

Senator BURRIS. Mr. Chairman, there is a deep concern here be-
cause I remember when I was President of the National Associa-
tion of State Auditors, Comptrollers, and Treasurers, we came to
Washington to try to get the Federal Government to really begin
to set up a structure that would allow more accountability to the
taxpayers, and what the compromise was—we tried to create an
Auditor General who would take over the auditing of the Federal
Government’s financial statements, and the current Comptroller
General of the United States would become the Auditor General,
and then this person would have the same status as the Comp-
troller General has now, but he would oversee the financial state-
ments of the Executive Branch.

The compromise was this. They set a Comptroller up in the Of-
fice of Management and Budget (OMB), which is the fourth-level
person in OMB, and then they put comptrollers in each one of the
agencies. That is the reason why I was questioning Mr. Hale. His
position was created as a result of that action that State govern-
ments took to bring them in line pretty much with what States
were doing. And so they did not quite complete it because they said
that they are too big to operate. I think there is no such thing, but
we had to compromise in that regard.

I would certainly like to follow up with that action because the
whole accounting system of the Federal Government really needs
to be changed. What you see happening in the Defense Department
is just a microcosm of what is happening in other agencies, prob-
ably because what they allege to us is that it is their size.

Of course, I have also a concern about personnel in terms of
skills. Ms. Stephenson, in terms of the new hires, are you able to
hire skilled auditors or certified public accountants? Just who are
they, and where are you finding these people that you are hiring?

Ms. STEPHENSON. The people that we are hiring are generally
entry-level. Under the Defense Acquisition Workforce Development
Fund, which is the funding that we have for this, it is entry-level
interns that are funded for the hiring. So these are entry-level indi-
viduals. There are no other auditors that perform the functions
that we perform.

Senator BURRIS. What are their skills and qualifications

Ms. STEPHENSON. We are contract

Senator BURRIS [continuing]. A bachelor’s degree in accounting?

Ms. STEPHENSON. Right. It is a degree in accounting, but we are
contract auditors, and there are no other contract auditors, and so
we have a very unique technical niche in the auditing arena. But
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specifically, under the Acquisition Workforce Development Fund,
that is limited to interns and that is what we have hired.

Senator BURRIS. We might have a problem with their skills. Who
is training these individuals for skills and responsibilities and how
long is their training period? GAO, did you all get into any of that,
in terms of the skills of those new hires?

Mr. KuTz. Not the new hires, but as we mentioned, we believe
overall that the audit staff are good auditors, and as I mentioned
in my opening statement, I think they were in a bad system at this
point. And one of the things that the Department is trying to do
is take actions to make a better system for them, better training,
better scoping of audits, and possibly reducing the number of au-
dits they are required to do so they can do more in-depth kind of
work that you would expect a normal system-type audit to do.

Senator BURRIS. So there is some concern about the work flow
and the volume of work and the necessity of particular items being
audited with these contractors?

Mr. Kutz. Right. We believe that it is difficult to imagine 22,000
or 30,000 audits being done a year by 3,600 people. I know they
are trying to hire 700 more auditors, but I still think that denomi-
nator is a problem.

Senator BURRIS. Thank you, Mr. Chairman. My time has expired,
and I might not be here for the second round, but I would certainly
like to follow up with this because I would like to talk more about
the circumstances of the overall system that we tried to get estab-
lished in the Federal Government.

Chairman LIEBERMAN. Thanks, Senator Burris.

You bring a very helpful background and history about this State
effect on the Auditing Comptroller system of the Federal Govern-
ment. It is very interesting.

Mr. Kutz and Ms. Fischer have made some suggestions for
longer-term consideration that I think the Committee really needs
to take seriously, which is whether the placement of DCAA within
the Department is the correct place. Should it be separated from
the Comptroller? Is there a better place for it to be? Should the
Deputy Secretary handle DCAA? I know Mr. Hale has said that he
thinks not.

But the larger question, which really comes off of the history that
Senator Burris refers to, is whether, as you suggest, we ought to
take a look at creating a totally independent auditing agency for
the Federal Government overall, maybe to go back to that idea of
%n ﬁuditor General. That is something I think I would like to come

ack to.

We are not going to do a second round. I think we have made
the point here that this Committee has lost its patience, really, and
there is too much on the line to not see the kind of aggressive ac-
tion, decisive action, that Members of the Committee have asked
for.

Mr. Hale, I am going to ask you to give us a monthly report. It
can be a letter, and our staff will work with you on the details of
it. And then we will probably want to come back and do some more
specific public hearings on this and other related questions.

As soon as you are able, it would be of interest to me, anyway,
to get your reaction to Mr. Kutz’s and Ms. Fischer’s recommenda-
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tion that part of the problem here is the auditors are trying to do
too much and they are doing a lot of it badly—in other words,
DCAA should go to risk-based auditing. I would be interested in
hearing whether you need statutory changes to do that. We under-
stand, as you said, and you were right, that when you do that, you
are running the risk that you are not going to audit a contract and
you really will look back and say, oh, we should have audited that.
But anyway, I want to have a more detailed evaluation of that.

Senator COBURN. Mr. Chairman, would you yield?

Chairman LIEBERMAN. Senator Coburn, and then we will go to
Senator McCaskill.

Senator COBURN. If you create the expectation that you are going
to get a real audit and you do not know when you are going to get
the real audit, you will change multitudes of behavior. What needs
to happen is the suppliers and contractors of the Defense Depart-
ment need to be very worried about when they come into an audit,
that, in fact, it is going to be thorough, aggressive, and accurate.
And if you create that expectation, then you will not have to audit
everybody every year. But they will not know when they are going
to get audited, and that is how auditing works best, with the expec-
tation that they are going to uncover our problems.

So quality, as Senator McCaskill said. It is not quantity. It is
quality and then creating an expectation in the rest of the con-
tractor community that you better have it right. Otherwise, we are
going to expose it.

Senator BURRIS. Mr. Chairman, just one quick point——

Chairman LIEBERMAN. Yes, go ahead, and then we will go to
Senator McCaskill.

Senator BURRIS. Sorry. Thank you. As Senator Coburn men-
tioned, when I was a bank examiner, surprise, that is what we did.
The banks did not know when we were coming.

Chairman LIEBERMAN. Yes.

Senator BURRIS. So what Senator Coburn said is exactly what we
did when I was with the Federal Government. The banks always
had to be ready because they did not know when the examiners
were coming in.

Chairman LIEBERMAN. Yes. To some extent, the Internal Rev-
enue Service depends on this kind of psychology with the auditing.
They cannot audit every tax return in the country, but because ev-
erybody worries that they may be audited, presumably, it encour-
ages more honesty.

Senator McCaskill.

Senator MCCASKILL. I am almost disappointed we do not have a
second round so I could be calm during the second round.

Chairman LIEBERMAN. I prefer to remember you as angry.
[Laughter.]

Senator MCCASKILL. Well, just a couple of things I think we need
to make sure we have on the record. One is that I know that you
may find this shocking, but there are hundreds and hundreds of
auditors around the country that are not doing every audit that
has been statutorily mandated because you know what legislators
always do? Legislators always say, audit it in the legislation, and
they never give the resources to audit it. So auditors are constantly
struggling with mandated statutory audits that they do not do.
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That is why the risk assessment system was born. That is why we
have the single audit, the different levels of programs that are au-
dited because of risk and the amount of money that is flowing. And
clearly in a contingency, in a situation like the case study I talked
about, that is where you have the most risk. And I just really do
not get this reluctance.

And I think that leads to the second point, Mr. Chairman. I
think we need to really stay focused on how insular this agency
truly is. I have to tell you the truth, Ms. Stephenson, the notion
that you just testified that there are no other contract auditors out
there, there are. There are hundreds of auditors that have the
same government auditing standard background, that have done
the same kind of scope and work on their audits, that have the
same kind of supervisory check. I mean, auditing, yes, there are
different kinds and different expertise, but what you have always
done in that agency is lateral and promotion. You have never
brought in anybody from the outside, whether it is on a peer review
or whether it is on deciding whether or not people get promoted.
It has always been a birth-to-death organization, and it is dying be-
cause of it.

I was going to calmly go through those points in questions if we
had had a second round. I have a number of questions for the
record, and I will just let both the Chairman and the Ranking
Member know that if there is any of this follow-up work that the
Subcommittee can do—as you can see, I am fairly agitated and in-
volved in this particular subject matter—in terms of follow-up
hearings, we are happy to do that on the Subcommittee if that is
your pleasure and prerogative. Obviously, we leave it to your deci-
sion as to what work you would like us to do on the Subcommittee.

Chairman LIEBERMAN. No, I think that is a great idea. You are
agitated, but you are also experienced, and that is a good combina-
tion. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

I think it is important for our witnesses to know why we feel so
strongly and why there is such a sense of outrage among all of us
who are here today. The first reason is that we are talking about
contracts that are worth hundreds of billions of dollars. So what we
have on the line here is an enormous investment by the taxpayers.

Second, ultimately, we are talking about services and goods in
the case of DOD that are going to support our troops in harm’s
way. Senator McCaskill’s example of the Iraq contractor is rep-
licated over and over again. So if we do not have good audits that
are catching overbilling, shoddy work, the failure to deliver on a
contract, contractors who are ripping off the Federal Government,
the people who are being shortchanged in many cases are the men
and women who are risking their lives every day for us, and that
is why this matters so much.

And third and finally, the frustration you are hearing today is
that it appears that virtually nothing has changed since we held
our hearing last year, and that is completely unacceptable.

So I join the Chairman in his commitment to keep on top of this.
It is exactly the kind of shoddy work that devalues the very good
work that is done by the majority of the hard working employees

VerDate Nov 24 2008  13:37 Apr 18, 2011 Jkt 053841 PO 00000 Frm 00032 Fmt6633 Sfmt6633 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT



29

at DCAA whose work I do value and acknowledged in my opening
statement.

We have to get this right. We cannot be here next September
with yet another GAO report that tells us little has changed.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks, Senator Collins.

I think the time for incremental responses is over. Training pro-
grams are good, but this organization really needs bold change, and
we are counting on you, Mr. Hale. Bringing that about is another
one of the bonuses that comes with your accepting this position.

The record of this hearing will stay open for 15 days for addi-
tional questions or statements to be filed for the record.

I thank everybody. The hearing is adjourned.

[Whereupon, at 11:38 a.m., the Committee was adjourned.]
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APPENDIX

- Opening Statement for Chairman Joseph Lieberman
Homeland Security and Governmental Affairs
“Defense Contract Audit Agency: Who Is Responsible for Reform?”
September 23, 2009

Good morning and welcome to this hearing where we will examine the
potential that billions of taxpayer dollars are at risk of being wasted because of the
inadequate auditing procedures at the Defense Contract Audit Agency ~ or DCAA.

DCAA has 300 offices and 3,800 auditors throughout the world, just to give
you a sense of the scope of the agency. It conduects 30,000 audits a year, covering
$501 billion in proposed contracts. That’s a ot of audits and a lot of money. So
when it doesn’t do well it has great consequence for the taxpayers.

A year ago our Committee heard from the Government Accountability
Office and two auditors from DCAA about alarming problems in DCAA’s Western
region.

At that time, the Committee learned that there was widespread failure in
meeting professional auditing standards in the Western region. Time after time,
DCAA had issued clean audits of contractors that were not supported by the
underlying audit work.

In some cases, supervisors had even overturned the audit findings of
subordinates without a justification for their decisions.

Senator Collins and I were concerned that these problems in the western
region might be symptoms of a systemic problem, rather than a regional one, we
asked the Government Accountability Office to do a review across all regions of
DCAA and today we will hear the results of that review.

Today we hear the results and I am sorry to say that GAO found similar
problems across DCAA, which has about 3,800 auditors and 300 offices threughout
the U.S. and overseas. Some of the disturbing findings:

o Each and every audit that GAO reviewed for this report was out of
compliance with auditing standards -- most with very serious deficiencies.

® A supervisor directed audit staff to delete some audit documents, generate
others, and copy the signature of a prior supervisor on to the new documents,
and then issued a clean opinion. This supervisor was later promoted to
western region quality assurance manager, responsible for the quality
control of thousands of aundits.

(31)
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¢ One auditor asked supervisors for permission to spend more time on an
audit of a contractor known to be under criminal investigation for fraud.
The auditor ultimately drafted an negative opinion that was overturned by
supervisors, who then, rather than praise the auditor’s efforts lowered his
performance appraisal for performing too much testing and exceeding
budgeted hours.

e 1In an audit of one of DOD’s largest contractors, the auditor told GAO that
he did not perform detailed tests “because the contractor would not
appreciate it.”

¢  When auditors reviewed contractor invoices, in many cases they did not look
to see if the contractor could offer supporting documentation for the goods or
services they were charging the government for — the auditors simply looked
at the numbers on the invoices to see if they added up!

¢ In reviewing the vouchers of a contractor with over $1.1 billion in annual
billings to DOD, the auditor tested only 20 of 5,530 vouchers from a one-year
period and gave the contractor a clean bill of health. Meanwhile, GAO
investigators were discovering that this same contractor had overbilled the
government by $400,000 under a contract with the FBI.

To date, GAO’s two reviews have led DCAA to rescind 80 of its audits, which
is, I gather, a rare — and highly embarrassing — step for an auditing agency. The
rescission of 80 audits is effectively a self-indictment by DCAA for failure to hold
audit quality above all else.

This is the Sth major report sounding the alarm on DCAA. In addition to
the two GAO reports, we have a 2007 Department of Defense Inspector General’s
peer review, a report last fall from the Defense Business Council, and a new DOD
IG report — all showing that an important watchdog agency, DCAA, is in need of an
overhaul. Washington, we’ve got a problem.

In my opinion DCAA is in need of a complete cultural transformation.
DCAA still seems driven by a culture that emphasizes speed and production of
audits over the quality of results. And DCAA appears to be an incredibly insular
agency, with little or no infusion of skills from outside the agency.

It’s time for us to make sure we change this environment with specific steps,
such as improving audit quality control, increasing training opportunities, and
developing a strategy to target resources, rather than simply churn out audits to hit
numerical goals.
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We want to have a frank discussion today about who ultimately is
responsible for the reform of DCAA. Certainly, due to DCAA’s unique role, it must
have the independence it needs to stand up to pressures from both agencies and
contractors. And perhaps that independence should be strengthened. Perhaps it’s
time for us to consider separating DCAA from the Department of Defense and
making it an independent auditing agency.

But what is also needed right now is strong leadership from the top ranks of
DOD to help DCAA achieve the necessary transformation and reforms.

We do not want to be sitting here a year from now discussing the same old

problems. Let’s identify the root causes and get on to the solutions that the
taxpayers demand and certainly deserve.
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Statement of
Senator Susan M. Collins

Defense Contract Audit Agency: Who Is Responsible for Reform?
Committee on Homeland Security and Governmental Affairs September 23, 2009

* % &

With the release of today’s Government Accountability Office (GAO) report, we
once again focus on extensive problems with the quality of audits at the Defense Contract
Audit Agency (DCAA) and with the management of this watchdog agency.

The DCAA is the Department of Defense’s (DOD) principal contract auditor. It
completes more than 30,000 reviews and audits per year that cover hundreds of billions of
dollars in federal contracts.

A well-functioning DCAA is thus vital to our government’s responsibility to be
frugal stewards of taxpayer funds. It plays a necessary role in ensuring the accountability
and transparency of federal contracts.

Unfortunately, the GAO report contains the haunting refrain of disturbing past
reports. It cites:

o lack of independence from undue influence on audit outcomes by contractors,
program managers, and some senior management;

* poor or inadequate audit quality;
¢ gross mismanagement of government resources; and,

» ineffective audit practices that allow contractors to overbill the government ~ in
some cases, for millions of dollars.

The Department of Defense and other federal agencies rely on DCAA to detect
waste, fraud, and abuse. It is, therefore, unacceptable for this federal policing agency to
continue to have significant performance failures.

With more than a little frustration, I note that we are here almost one year to the
day since the Committee’s last hearing on this very same topic - DCAA’s poor
performance.
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During the 2008 hearing, I raised significant concerns about mismanagement at
DCAA. And yet, here we are again. Three particularly troubling areas still need to be
addressed.

First, the GAO report highlights the ongoing lack of rigor and independence of
DCAA audits, due to coercion by a few errant contractors, program managers, and, on
occasion, even by DCAA management. DCAA auditors cannot be constrained from doing
their jobs; they must be able to work in an environment where they are encouraged to
conduct their oversight in a fair, unbiased, and principled manner.

There are many principled and dedicated auditors at DCAA who endeavor to
conduct themselves with the highest possible ethical standards. The management and
culture at DCAA should support these efforts, not undermine them.

Second, I am concerned with the DCAA’s lack of urgency in terms of addressing
and resolving these problems. Recent reviews of DCAA’s reform efforts do not assure me
that significant progress has been made over the past year. While DCAA has taken some
steps toward improvement, I believe that too little has been done.

To date, the DCAA has rescinded some poor guality audit reports and has issued
guidance to improve the audit quality. The agency also plans to hire 700 additional
auditors to augment its workforce.

I am concerned, however, that simply adding resources will not address
fundamental failings. Indeed, the consequences of mismanagement may only multiply with
these additional resources.

Less than a month ago, the DOD Inspector General (IG) completed an investigation
that found evidence of such mismanagement. It cited time pressure, uncompensated
overtime, unauthorized changes to audit results, and other unprofessional behavior that
had created a work environment not conducive to performing quality audits,

What will it take to see progress? DCAA’s inability to remedy its mismanagement,
despite numerous hearings, investigations, and reports, is truly an epic failure by the
agency and the Department.

Third, the GAO report raises significant questions regarding the need for DCAA
structural reforms.

How can it be that DCAA auditors spent more than 530 hours auditing a billing
system that did not exist and repeatedly change audit findings to make the results
acceptable to contractors?
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To make matters worse, I am told some supervisors responsible for deficient audits
were given performance ratings ranging from “exceeds fully successful” to “outstanding.”
Let me repeat that. For supervising these questionable audits, these managers were given
marks of excellence. This is an outrage, plain and simple.

We rely on the many honest and dedicated employees at DCAA to be the first line of
defense to the abuse of tax dollars. When the audit agency fails, the fallout can cascade
through the system, and ultimately shortchange our troops in the field. Congress must
carefully consider what reforms are needed at DCAA in light of these disclosures.

Reestablishing DCAA as a first-rate audit agency is critical. To date, I have been
very disappointed with the lack of leadership from the Office of the Comptroller, which is
responsible for overseeing and supporting DCAA.

Action must be taken swiftly to help this agency regain its credibility and restore its
oversight mission. Once its performance and image have been repaired, it can again
assume its primary objective: ensuring the best value for the American taxpayer on all
defense contracts.
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Mr. Chairman and Members of the Comittee:

Thank you for the opportunity to discuss our recent audit of the Defense
Contract Audit Agency’'s (DCAA) overall management environment and
quality assurance structure. DCAA is charged with a critical role in
Department of Defense (DOD) contractor oversight by providing auditing,
accounting, and financial advisory services in connection with the
negotiation, administration, and settlement of contracts and subcontracts.!
DCAA’s mission encompasses both audit and nonaudit services in support
of DOD contracting and contract payment functions. DCAA audits of
contractor internal controls in accounting, billing, estimating, and other
key systems support decisions on pricing and contract awards. Internal
control audits also impact the planning and reliability of other DCAA
audits because DCAA uses the results of these audits to assess risk and
plan the nature, extent, and timing of tests for other contractor audits and
assignments.

Last year, we reported’ the results of our investigation of allegations about
certain DCAA audits at three locations in California, which substantiated
claims that (1) audit documentation did not support the reported opinions;
(2) DCAA supervisors dropped findings and changed audit opinions
without adequate audit evidence for their changes; and (3) sufficient work
was not performed to support the audit opinions and conclusions. At that
time we were conducting a broader audit of DCAA’s overall organizational
environment and quality control system. Given the evidence presented at
the Comniittee’s September 2008 hearing, you requested that we expand
our ongoing assessment. Our current report,® which the Committee is
releasing today, presents the results of our DCAA-wide audit, including (1)
an t of DCAA's n 1t environment and quality assurance
structure; (2) an analysis of DCAA's corrective actions in response to our
July 2008 report and two DOD reviews, and (3) potential legislative and
other actions that could improve DCAA's effectiveness and independence.

' DCAA also performs audit services for other federal agencies on a fee-for-service basis.

2 GAO, DCAA Audits: Allegations That Certain Audits at Three Locations Did Not Meet
Professional Standards Were Substantiated, GAO-03-857 (Washington, D.C.: July 22, 2008).

3 GAO, DCAA Audits: Widespread Problems with Audit Quality Require Significant
Reform, GAO-09-468 (Washington, D.C.; Sept. 23, 2009).

* DOD reviews included (1) an Under Secretary of Defense (Comptroller/Chief Financial
Officer (CFO)) tiger team review and (2) a Defense Business Board Study.

Page 1 GA0-08-1009T
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To assess DCAA's overall management environment and quality assurance
structure, we analyzed DCAA’s mission statement and strategic plan,
performance metrics, policies and audit guidance, and system of quality
control. We also reviewed audit documentation for 69 selected audits and
cost-related assignments at certain field audit offices (FAO) in each of
DCAA’s five regions for compliance with generally accepted government
auditing standards (GAGAS)® and other applicable standards. We selected
37 audits of contractor internal control systeras performed by seven
geographically disperse DCAA field offices within the five DCAA regions
during fiscal years 2004 through 2006.° Our approach focused on DCAA
offices that reported predominately adequate, or “clean,” opinions on
audits of contractor internal controls over cost accounting, billing, and
cost estimating systems issued in fiscal years 2005 and 2006. 7 We did this
because contracting officers rely on these opinions for 3 or more years to
make decisions on pricing and contract awards, and payment. For
example, audits of estimating system controls support negotiation of fair
and reasonable prices.® Also, the FAR requires contractors to have an
adequate accounting system prior to award of a cost-reimbursable or other
flexibly priced contract.® Billing systern internal control audit results
support decisions to authorize contractors to submit invoices directly to
DOD and other federal agency disbursing offices for payment without

® GAO, Generally Accepted Government Auditing Standards, GAO-03-673G (Washington,
D.C.: June 2003) and GAO-07-731G (Washington, D.C.: July 2007).

© Although our selection of the seven offices and 37 internal control audits was not
statistical, it represented about 9 percent of the total 76 DCAA offices that issued audit
reports on contractor internal controls and nearly 18 percent of the 40 offices that issued 8
OT more reports on contractor internal controls during fiscal year 2006. Of the 37 internal
control audits we reviewed, 32 reports were issued with adequate opinions and 5 reports
were issued with inadequate-in-part opinions. In the case of follow-up audits, we also
reviewed the documentation for the previous audit to gain an understanding of the scope of
work and deficiencies identified in the prior audit. These were the most recently completed
fiscal years at the time we initiated our andit.

In selecting the seven DCAA offices, we considered a 2-year history of internal controt
audit resuits. The seven DCAA offices we selected reported adequate opinions on 89
percent or more of the internal control reports they issued during fiscal year 2006. During
fiscal year 2005, 4 of the 7 offices reported adequate opinions in 85 percent or more of the
internal control reports they issued, and the other 3 offices issued adequate opinions in 50
to 60 percent of the internal control audit reports they issued.

® DCAA Contract Audit Manual (CAM) 5-1202.1a and Defense Federal Acquisition
Regulation Supplement (DFARS) 215.407-5.

*FAR §§ 16.104(h) and 16.301-3(a)(1).

Page 2 GAO-09-1009T
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government review." Because DCAA uses the results of internal control
audits to assess risk and plan the nature, extent, and timing of tests for
other contractor audits and assignanents, the conclusions and opinions in
these audits impact hundreds of other DCAA audits. At the same seven
DCAA field offices, we selected an additional 32 cost-related assignments
for review, including 16 paid voucher reviews, 10 overpayment
assignments, 2 requests for equitable adjustment audits, and 4 incurred
cost audits that were completed during fiscal years 2004 through 2006. We
reviewed supporting documentation for the cost-related assignments to
determine whether DCAA auditors were identifying and reporting
contractor overpayments and billing errors."

To assess DCAA corrective actions, we reviewed the status and analyzed
several key actions that DCAA initiated as a result of our earlier
investigation, including changes in performance metrics and policy and
procedural guidance, as well as DCAA efforts in response to DOD
Comptroller/Chief Financial Officer (CFO}* and Defense Business Board”
recommendations. To identify potential legislative and other actions that
could improve DCAA's effectiveness and independence, we considered
DCAA's current role and responsibilities; the framework of statutory
authority for auditor independence in the Inspector General Act of 1978,
as amended;"* best practices of leading organizations that have made
cultural and organizational transformations; our past work on DCAA
organizational alternatives; GAGAS criteria for auditor integrity,

' FAR § 42.101 and DFARS § 242.803.

' Contractor overpayments can occur as a result of errors made by paying offices, such as
dupli p and p in excess of amounts billed, and contractor billing
errors, such as using the wrong overhead rate, failing to withhold designated amounts on
progress payrments, duplicate billings, or billing for unallowable cost. Recoveries of

overp can be accc ished through refunds, subsequent billing oifsets, or other
adjustments to correct billing errors.

' Under Secretary of Defense—Comptroller, Memorandum for Director Defense Contract
Audit Agency, Subject: Implementation of Corrective Actions (Washington, D.C.: Aug. 20,
2008),

' Defense Business Board, Report to the Secretary of Defense: Independent Review Panel
Report on the Defense Contract Audit Agency, October 2008.

" Codified in an appendix to Titte 5 of the United States Code (hereafter 5 U.S.C. App.).

Page 3 GAQ-09-1009T
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objectivity, and independence; and GAQ'’s Standards for Internal Control
in the Federal Government” on managerial leadership and oversight.

Throughout our audit, we met with the DCAA Director and DCAA
headquarters policy, quality assurance, and operations officials and DCAA
region and FAQ managers, supervisors, and auditors. We also met with
DOD Office of Inspector General (OIG) auditors responsible for DCAA
audit oversight and DOD OIG hotline office staff. In addition, we met with
the former DOD Comptroller/CFO to discuss plans for the Office of
Comptroller/CFO and Defense Business Board reviews, and we continued
to meet with and obtain information from the new DOD Comptroller/CFO
and his staff. We also met with the Comptroller's new DCAA Oversight
Comumittee. We conducted our performance audit from August 2006
through December 2007, at which time we suspended this work to
complete our investigation of hotline allegations regarding audits
performed at three DCAA field offices. We resumed our work on the
performance audit in October 2008 and performed additional work
through mid-September 2009 to evaluate DCAA’s quality assurance
prograr during fiscal years 2007 and 2008, assess DCAA corrective actions
on identified audit quality wealmesses, and consider legislative and
organizational placement options for DCAA. We conducted our
performance audit ir accordance with generally accepted government
auditing standards, Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objectives. We
believe that the evidence obtained provides a reasonable basis for findings
and conclusions based on our audit objectives. We performed our
investigative procedures in accordance with quality standards set forth by
the Council of the Inspectors General on Integrity and Efficiency (formerly
the President’s Council on Integrity and Efficiency).

Today, I will summarize the results of our audit.

* GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1
(Washington, D.C.: November 1999).
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Widespread
Management
Environment and
Audit Quality
Problems
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We found audit quality problems at DCAA offices nationwide. Of the 69
audits and cost-related assignments we reviewed, ™ 65 exhibited serious
GAGAS or other deficiencies similar to those found in our investigation,
including compromise of auditor independence, insufficient audit testing,
and inadequate planning and supervision. Although not as serious, the
remaining four audits also had GAGAS compliance problems. In addition,
while DCAA did not consider 26 of the 32 cost-related assignments we
reviewed to be GAGAS audits, DCAA did not perform sufficient testing to
support reported conclusfons on that work. According to DCAA officials,
DCAA rescinded 80 audit reports related to our prior investigation as well
as the audit leading to today's report because the audit evidence was
outdated, insufficient, or inconsistent with reported conclusions and
opinions and reliance on the reports for contracting decisions could pose a
problem. About one third of the rescinded reports relate to unsupported
opinions on contractor internal controls and were used as the basis for
risk-assessments and planning on subsequent internal control and cost-
related audits. Other rescinded reports relate to Cost Accounting
Standards (CAS) compliance and contract pricing decisions. Because the
conclusions and opinions in the rescinded reports were used to assess risk
in planning subsequent audits, they impact the reliability of hundreds of
other audits and contracting decisions covering billions of dollars in DOD
expenditures.

A management environment and agency culture that focused on
facilitating the award of contracts and an ineffective audit quality
assurance structure are at the root of the agencywide audit failures we
identified. DCAA’s focus on a production-oriented mission led DCAA
management to establish policies, procedures, and training that
emphasized performing a large quantity of audits to support contracting
decisions and gave inadequate attention to performing quality audits. An
ineffective quality assurance structure, whereby DCAA gave passing
scores to deficient audits compounded this problem.

Although the reports for all 37 audits of contractor internal controls that
we reviewed stated that the audits were performed in accordance with
GAGAS, we found GAGAS compliance issues with all of these audits. The
issues or themes are consistent with those identified in our prior
investigation.

' Of the 69 DCAA assignments we reviewed, 37 were audits of contractor systems and
related internal controls and 32 were cost related audits and assignments.
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Lack of independence. In seven audits, independence was compromised
because auditors provided material nonaudit services to a contractor they
later audited; experienced access to records problems that were not fully
resolved; and significantly delayed report issuance, which allowed the
contractors to resolve cited deficiencies so that they were not cited in the
audit reports. GAGAS state that auditors should be free from influences
that restrict access to records or that improperly modify audit scope.”

Insufficient testing. Thirty-three of 37 intermal contro} audits did not
include sufficient testing of internal controls to support auditor
conclusions and opinions. GAGAS for examination-level attestation
engagements require that sufficient evidence be obtained to provide a
reasonable basis for the conclusion that is expressed in the report."” For
intermal control audits, which are relied on for 2 to 4 years and sometimes
longer, the auditors would be expected to test a representative selection of
transactions across the year and not transactions for just one day, one
month, or a couple of months,” However, we found that for many
controls, the procedures performed consisted of documenting the
auditors’ understanding of controls, and the auditors did not test the
effectiveness of the implementation and operation of controls.

Unsupported opinions. The lack of sufficient support for the audit
opinions on 33 of the 37 internal control audits we reviewed rendered
them unreliable for decision making on contract awards, direct-billing
privileges, the reliability of cost estimates, and reported direct cost and
indirect cost rates. For example, we found that:

+ For many controls, DCAA did not perform any testing at all. For
example, audits of contractor accounting systems do not include any
transaction testing. Instead, these audits focus on a review of the
adequacy of contractor policies and procedures. At least six of the nine
accounting audits we reviewed did not include procedures for
confirming contractor segregation of allowable and unallowable cost.

17 See GAQ-03-673G, § 3.19, and GAO-VT-7316, § 3.10.
1 GAO-03-674G, § 6.04b.

' AICPA Statements on Auditing Standards, AU 350 and Audit and Accounting Guide:
Audit Sampling, §§ 3.14, 3.20-3.34, 3,58, and 3.61.

Page 6 GAO0-09-1009T
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» DCAA issued an adequate opinion on the accounting system for a
major DOD contractor after performing a walkthrough of the
accounting process and interviewing two employees.

« In billing system audits we reviewed, DCAA auditors often tested only
two, three, or sometimes five transactions to support audit conclusions
on contractor systems and related internal controls. Further, the
auditors performed limited procedures such as determining whether
the vouchers were mathematically correct and included current and
cumuiative billed amounts. Twenty of the 22 billing system audits we
reviewed did not include tests to identify duplicate invoices.

» DCAA auditors reported on the adequacy of a contractor’s billing
system based on tests of four vouchers, all issued on the same day.

« Inan audit of controls over indirect and other direct cost for a business
segment of one of the top five DOD contractors, DCAA auditors tested
12 out of about 22,000 transactions processed from May through July
2005.

We also found that reports did not adequately disclose the criteria used in
performing individual audits. According to GAGAS, audit reports should,
among other matters, identify the suhject matter being reported and the
criteria used to evaluate the subject matter. Criteria identify the required
or desired state or expectation with respect to the program or operation
and provide a context for evaluating evidence and understanding the
findings.” None of the 37 internal control audit reports we reviewed cited
specific criteria used in individual audits. Instead, the reports uniformly
used boilerplate language to state that DCAA audited for compliance with
the “FAR, CAS, DFARS, and contract terms.” As a result the user of the
report does not know the specific Federal Acquisition Regulation (FAR),
Cost Accounting Standards (CAS), or contract terms used as criteria to
test contractor controls. This makes it difficuit for users of the reports to
determine whether the reports provide the level of assurance needed to
make contracting decisions.

Similarly, the 32 cost-related assignments we reviewed did not contain
sufficient testing to provide reasonable assurance that overpayments and
billing errors that might have occurred were identified. As a result, there is
little assurance that any such errors, if they occurred, were corrected and
that related improper contract payments, if any, were refunded or credited

P GAO-OT-T316, §4.15.
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to the government. Contractors are responsible for ensuring that their
billings reflect fair and reasonable prices and contain only allowable costs,
and taxpayers expect DCAA to review these billings to provide reasonable
assurance that the government is not paying more than it should for goods
and services. We identified the following problems with these
assignments.

Paid voucher reviews. DCAA performs annual testing of paid vouchers
(invoices) to determine if contractor voucher preparation procedures are
adequate for continued contractor participation in the direct-bill
program.” Under the direct-bill program, contractors may submit their
invoices directly to the DOD disbursing officer for payment without
further review. Although DCAA does not consider its reviews of contractor
paid vouchers to be GAGAS engagements, it has not determined what
standards, if any, apply to these assignments, In addition, for the 16 paid
voucher assignments we reviewed, we found that DCAA auditors failed to
comply with DCAA Contract Audit Manual (CAM) guidance.” Rather than
documenting the population of vouchers, preparing sampling plans, and
testing a random (statistical) sample, auditors generally did not identify
the population of vouchers, did not create sampling plans, and made a
small, nonrepresentative selection of as few as one or two invoices for
testing to support conclusions on their work. The auditors performed
limited procedures such as determining whether the vouchers were
mathematically correct and included current and cumulative billed
amounts. Based on this limited work, the auditors concluded that controls
over invoice preparation were sufficient to support approval of the
contractors’ direct billing privileges. This is of particular concern because
we determined that Defense Finance and Accounting Service (DFAS)
certifying officers rely on DCAA voucher reviews, and they do not repeat
review procedures they believe to be performed by DCAA.

Overpayment assignments. DCAA performs overpayment assignments
to verify that contractors have billing procedures and internal controls in
place to identify and resolve contractor billing errors and overpayments in
a timely manner. DCAA guidance states that these engagements should be
conducted in accordance with GAGAS to the extent applicable under the

# DCAA does not perform paid voucher reviews during the year that it performs an audit of
the contractor’s billing system internal controls.

= CAM 6-1007.
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circumstances.” However, none of the 10 overpayment assignments we
reviewed were performed or reported as GAGAS engagements. We found
that auditor judgments about the population and selection of transactions
for these assignments did not provide a representative universe for testing
and concluding on contractor controls over billings and payments
received. For example, for the 10 assignments we assessed, the auditors
selectively reviewed an accounts receivable aging report to identify
overpayments and determine if they had been resolved. As a result, this
work does not provide reasonable assurance that contractors have
adequate controls in place to identify and correct overpayments and
billing errors and make appropriate, timely refunds and adjustments.

Incurred cost audits. The purpose of incurred cost audits is to examine
contractors’ cost representations and opine on whether the costs are
allowable, allocable to government contracts, and reasonable in
accordance with the contract and applicable government acquisition
regulations. * DCAA performs these audits as GAGAS attestation
engagements. For the four incurred cost audits we reviewed, we found
that the auditors did not adequately document their judgments about
control risk or the sampling and test methodologies used. In addition, we
found that the auditors traced claimed pool and base costs (indirect costs)
to the contractors’ accounting books and records to determine their
accuracy and allowability. However, the auditors did not perform
sufficient, detailed testing of claimed indirect and direct costs. For
example, the auditors traced and reconciled indirect costs to contractor
accounting system data, but did not test a representative selection of
direct costs. As a result, the scope of work performed was not sufficient to
identify claimed costs, if any, that were not adequately supported or
unallowable costs, if any, that should have been questioned.

Production environment and audit quality issues. DCAA's mission
statement, strategic plan, and metrics all focused on producing a large
number of audit reports and provided little focus on assuring quality
audits. For example, DCAA's current approach of performing 30,000 to
35,000 audits and issuing over 22,000 audit reports with 3,600 auditors
substantially contributed to the widespread audit quality problems we
identified. Within this environment, DCAA’s audit quality assurance

2 DCAA, “Audit Program: Audit of Contractor Qverpayments,” (Activity Code 17310), April
2004, September 2007, and May 2008.

* CAM 6-102.
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program was not properly implemented, resulting in an ineffective quality
control process that accepted audits with significant deficiencies and
noncompliance with GAGAS and DCAA policy. Moreover, even when
DCAA’s quality assurance documentation showed evidence of serious
deficiencies within individual offices, those offices were given satisfactory
ratings. Considering the large number of DCAA audit reports issued
annually and the reliance the contracting and finance communities have
placed on DCAA audit conclusions and opinions, an effective quality
assurance program is key to protecting the public interest. Such a program
would report review findings along with recommendations for any needed
corrective actions; provide training and additional policy guidance, as
appropriate; and perform follow-up reviews to assure that corrective
actions were taken. GAGAS require that each audit organization
performing audits and attestation engagements in accordance with GAGAS
should have a system of quality control that is designed to provide the
audit organization with reasonable assurance that the organization and its
personnel comply with professional standards and applicable legal and
regulatory requirements, and have an external peer review at least once
every 3 years.®

DCAA officials advised us that going forward, DCAA will no longer rate an
FAO's overall compliance with GAGAS and DOD policy. The officials told
us that instead, DCAA headquarters plans to (1) report the detailed results
of the audit quality reviews, (2) make recommendations to FAOs for any
needed corrective actions, (3) conduct follow-up reviews for all FAOs with
identified audit deficiencies to ensure that corrective actions are taken,
and (4) provide training and policy guidance, as appropriate. If properly
implemented, these procedures would help to assure an effective audit
quality assurance program.

In addition, the DOD IG reported an adequate (“clean”) opinion on DCAA’s
most recent peer review results although the reported evidence indicated
that numerous audits had serious deficiencies in audit quality.” In
conducting DOD’s audit oversight review of DCAA audits, DOD IG audit
oversight reviewers considered the same results of DCAA’s internal audit
quality assurance reviews that we analyzed and reviewed numerous
additional audits, which also identified significant GAGAS noncompliance

PGAO-T-THIG, §§ 8.50-3.52.

% All 10 categories of recommendations in the DOD IG’s report related to GAGAS
compliance problems.
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as evidenced by DOD IG peer review findings and recommendations.
Although the DOD IG report contained evidence of significant, systemic
noncompliance with professional standards throughout DCAA audits that
OIG staff reviewed and the IG report included numerous findings and
recommendations related to those issues, the DOD 1G gave DCAA a
“clean” peer review opinion,” concluding that for audits and attestation
engagements perfonmed during fiscal year 2006, “...the internal quality
control system was operating effectively to provide reasonable assurance
that DCAA personnel were following established policies, procedures, and
applicable auditing standards....”

The overall report conclusion in the DOD IG report is inconsistent with
the detailed observations in the report, which indicate numerous
significant deficiencies in DCAA’s system of quality control. Furthermore,
of the 80 audit reports that DCAA rescinded, 39 of the rescinded reports
were issued during fiscal year 2006—the period covered by the last DOD
1G peer review. Therefore, we have concluded that DCAA’s quality control
system for the period covered by the last DOD IG peer review was not
effectively designed and implemented to provide assurance that DCAA and
its personnel comply with professional standards.

DCAA Is Making
Progress, but
Sustained Leadership
and Oversight Is
Needed

Although DCAA has taken several positive steps, much more needs to be
done to address widespread audit quality problems. DCAA's production-
oriented culture is deeply imbedded and will likely take several years to
change. Under DCAA’s decentralized management environment, there had
been little headquarters oversight of DCAA regions, as demonstrated by
the nationwide audit quality problems. DCAA’s mission focused primarily
on producing reports to support procurement and contracting community
decisions with no mention of quality audits that serve taxpayer interest.
Further, DCAA’s culture has focused on hiring at the entry level and
promoting from within the agency and most training has been conducted
by agency staff, which has led to an insular culture where there are limited
perspectives on how to make effective organizational changes.

DCAA corrective actions. DCAA initiated a number of actions to address
findings in our July 2008 report, the DOD Comptroller/CFO August 2008
“tiger team” review, and the Defense Business Board study, which was

*DOD Inspector General, Qversight Review: Review of the Defense Contract Audit
Agency Quality Control System, Report No. D-2007-6-006 (Arlington, VA: May 1, 2007).
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officially released in January 2009. Examples of key DCAA actions to date
include the following.

« Eliminating production metrics and implementing new metrics
intended to focus on achieving quality audits.

« Establishing an anonymous Web site to address management and
hotline issues. DCAA's Assistant Director for Operations has been
proactive in handling internal DCAA Web site hotline complaints.

* Revising policy guidance to address auditor independence, assure
management involvement in key decisions, and address audit quality
issues. DCAA also took action to halt auditor participation in nonaudit
services that posed independence concerns.

Further, DCAA has enlisted assistance from other agencies to develop a
human capital strategic plan, assist in cultural transformation, and
conduct a staffing study. In March 2009, the new DCAA Comptroller/CFO
established a DCAA Oversight Committee to monitor and advise on DCAA
corrective actions.

While these are positive actions, other DCAA actions have focused on
process improvements, and DCAA has not yet addressed the fundamental
weaknesses in its mission, strategic plan, audit approach, and human
capital practices.

Although DCAA is making progress, we are concerned that DCAA actions
to date evidence some of the past cultural problems that could limit their
success, For example, DCAA identified the following six new performance
metrics as focusing on the intended outcome-related goal of achieving
quality audits that comply with GAGAS.*

1. Obtaining an unqualified DOD IG peer review opinion.

2. DCAA's internal quality assurance program results show that 100
percent of the audits reviewed reflected professional judgment.

3. Checklist confirmation that issued reports did not include serious
deficiencies.

4. A goal that 45 percent of audit reports will have findings as an
indication of the tangible value of the audit work performed.

% DCAA also established contracting officer sustention rates related to questioned cost and
net savings as an informational goal to show return to the taxpayer.
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5. A goal that 15 percent of the audits will use quantitative methods to
measure the extent to which advanced level audit techniques are used.

6. A goal that auditors will meet 100 percent of their continuing
professional education requirements on time.

Given the problems with DOD IG peer review results and DCAA's
ineffective quality assurance program, for these metrics to achieve the
intended audit quality goal, significant changes will be needed. DCAA also
retained three performance metrics that address issuing reports within
specified times to support contract awards and closeouts, for example:

1. A forward-pricing audit timeliness goal of 95 percent based on
agreement with requesters.

2. Incurred cost audit timeliness goals of 90 percent of corporate audits
cormpleted within 12 months, 90 percent of major contractor audits
completed in 15 months, and 95 percent of non-major contractor audits
completed in 24 months.

3. An efficiency goal of cost per direct audit hour of less than $113.45 to
be monitored at the agency level only.

It is critical that agreements with the contracting community on timeliness
goals for forward-pricing and incurred cost audits allow performance of
sufficient audit procedures to help contracting officers ensure that prices
paid by the government are fair and reasonable, and that contract costs
comply with applicable laws, regulations, cost accounting standards, and
contract terms.

Risk-based audit approach. DCAA did not agree to develop a risk-based
audit approach, as recommended by the Defense Business Board. DCAA
lacks a risk-based audit approach to address how it will perform required
audits with available audit resources, reassess the need to perform 30,000
or more audits annually and the appropriate level of audit resources, and
establish priorities for performing quality audits that meet GAGAS within
available resources. While resources are a key element of a risk-based
planning approach, DCAA is performing the Defense Business Board
recornmended staffing study as a stand-alone effort rather than performing
this study in concert with an effort to establish a risk-based planning
process.

DCAA policy guidance. DCAA's new policy guidance on adequate audit
documentation and testing does not contain sufficient instruction to
assure that auditors (1) adequately document significant decisions
affecting the audit objectives, scope and methodology, findings,

Page 13 GAOQ-09-1008T
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conclusions, and recommendations and (2) perform sufficient work to
support decisions to approve contractors for direct-bill status. For
example,

+ DCAA’s new policy on “Workpaper Docummentation of Judgmental
Selections"™—requires a description of the universe (population) from
which items are selected for testing, identification of items and
attributes to be tested, and an explanation to support that the
Jjudgmental selection will result in adequate audit coverage,

Emphasizing the requirement that audit documentation include a
description of the population used for sampling and identification of
items and attributes to be tested is appropriate. However, the
requirement for an explanation in the audit documentation that the
judgmental selection will result in adequate audit coverage needs to be
sufficiently justified. GAGAS and AICPA standards require that
auditors document significant decisions affecting the audit objectives,
scope and methodology, findings, conclusions, and recommendations
resulting from professional judgment.”

« DCAA’s new policy on “Audit Guidance for Annual Testing of
Contractor Eligibility for Direct Bill” is intended to determine whether
continued reliance can be placed on the contractor’s procedures for
preparation of interim vouchers. This policy change clarified and
consolidated audit steps related to the contractor's compliance with
contract provisions, added audit steps for reviewing vouchers under
time-and-material and tabor-hour contracts, and removed the
requirement to verify that the contractor’s Central Contractor
Registration is current. The policy memorandum states that this scope
of work performed does not constitute an audit or attestation
engagement under GAGAS.

While it is within DCAA’s purview to determine whether these
procedures constitute an audit, because direct-bill decisions present a
risk of undetected improper contract payments, prudent decisions to
continue a contractor’s direct-bill authorization would necessarily be

® GAOD?.

1G, §3.38 and AU § 339.12.

2
3
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based on testing a statistical sample of invoices”™ and include a review
of supporting documentation, including documentation to confirm the
government received goods and services noted on the billing invoice.
We confirmed that Defense Finance and Accounting Service certifying
officers rely on DCAA reviews and that they do not repeat review
procedures they believe to be performed by DCAA.

In addition, DCAA's policy to eliminate the “inadequate-in-part” opinion
for contractor internal control systems audits does not recognize different
levels of severity of control deficiencies and weaknesses and could
unfairly penalize contractors whose systems have less severe deficiencies
by giving them the same opinion—"inadequate”™—as contractors having
material weaknesses or significant deficiencies that in combination would
constitute a material weakness. DCAA would benefit from outside
expertise to develop effective audit policy guidance and training on
auditing standards.

Legislative and Other
Actions Could Further
Improve DCAA

In addition to correcting the fundamental weaknesses in DCAA’s mission
and overall management environment, we believe certain legislative
measures as well as other actions could enhance DCAA’s effectiveness and
independence. For example, granting DCAA certain authorities and
protections—similar to those offered to presidentially appointed
inspectors general (IG) under the IG Act*—could enhance DCAA’s
independence. The IG Act contains provisions that enhance the
independence of presidentially appointed IGs, including protections from
removal without congressional notification, access to independent legal
counsel, public reporting of audit results, rights to take statements from

» Disbursing officers are authorized to make payments on the authority of a voucher
certified by an authorized certifying officer, who is responsible for the legality, accuracy,
and propriety of the payment. 31 U.S.C. §§ 3325, 3527(c). DOD 7000.14-R, Department of
Defense F: ial M (DFMR), Voi. 6, Ch. 11 (March 2009}, paras.
110102, 110203. In general, certifying officers designated in writing by the agency are

fi ially liable for any improper, illegal, or incorrect payment made, and each payment
made must be audited (or “examined™). 31 U.8.C. §§ 3521(a), 3528(a). DFMR, Vol. 5, Ch. 33
(April 2005), para. 330303. However, 31 U.S.C. § 3521(b) authorizes heads of agencies to
carry out a statistical sampling procedure, within certain parameters, to audit vouchers
when the head of the agency determines that economies will resuit. Further, 31 US.C. §
3521(c) provides that certifying and disbursing officials are not liable for payments that are
not audited if they were made in good faith under a statistical sampling procedure. See 68
Comp. Gen. 618 (1989); also see generally, GAO, Policy and Procedures Manual for
Guidance of Federal Agencies, title 7, §§ 6.5, 7.4, and 7.5 (Washington, D.C.: May 18, 1993).

* Codified in an appendix to Title 5 of the United States Code.
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contractor and other personnel, and budget visibility. These provisions
would enhance the important DCAA initiatives currently under way. In the
longer term, Congress could consider changes in organizational placement
after DCAA has had sufficient opportunity to effectively implement
current reform efforts. However, moving DCAA as an organization would
require careful analysis and planning before implementation. Continued
monitoring and oversight will be essential to assuring the successful
implementation of DCAA’s management initiatives.

Our
Recommendations
and DOD’s Response

Our report contains several recommendations to DOD as well as matters
for congressional consideration intended to strengthen DCAA in fulfilling
its contract audit responsibilities. Our report also discusses matters for
congressional consideration that could enhance DCAA's effectiveness and
independence, These recommendations and matters are discussed below.

We made 17 recommendations to improve DCAA’s management
environment, audit quality, and oversight, including 15 recommendations
to DOD and 2 recommendations to the DOD IG regarding DCAA’s last peer
review, DOD fully agreed with 13 of the 15 recommendations, partially
concurred on one recommendation and did not concur with one other
recommendation, We view DOD comments as being generally responsive
to the intent of our recommendations.

DOD partially concurred with our recommendation that DCAA consult
with DOD stakeholders and engage outside experts to develop a risk-
based contract audit approach that identifies resource requirements and
focuses on performing quality audits that meet GAGAS. DOD stated that
DCAA already has a risk-based contract audit approach that identifies
resource requirements and focuses on performing quality audits that meet
GAGAS. However, DOD stated that DCAA will coordinate with the Under
Secretary of Defense for Acquisition, Technology, and Logistics (USD
(AT&L)) to assess DCAA audit requirements.” DOD expects to complete
its assessment of stakeholder needs based on regulatory and statutory
requirements by December 2010.

* The USD (AT&L) is responsible under 10 U.S.C. § 133 for establishing DOD poticies
related to the negotiation, award, and administration of contracts, such as those related to
the use of contract audit services, and for coordinating contract audit activities within
DOD.
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We appreciate these steps; however, we remain concemned that DCAA's
current approach of performing 30,000 to 35,000 audits and issuing over
22,000 audit reports with 3,600 auditors substantially contributed to the
widespread audit quality problems we identified. Generating that many
reports and doing that many audits with 3,600 auditors leaves very little
time to perform in-depth, complex audits of contractors.

DOD did not concur on our recommendation to develop policies and
procedures related to direct-billing decisions, stating that (1) the
department believes that a review of the contractor’s interim public
vouchers is an integral function of DCAA's continued assessment of a
contractor’s billing system, (2) DCAA is in the best position to review and
approve contract interim billings based on its thorough understanding of
the contractor’s system, (3) DOD believes that our concerns are mitigated
based on comprehensive supervisory and audit manager reviews, and (4)
DCAA does not believe that the approval of interim vouchers along with
the approval for contractors to be on direct billing results in a lack of
auditor objectivity.

We continue to believe that DCAA’s management (nonaudit) responsibility
to perform prepayment reviews of contractor vouchers for DOD and the
auditor’s decision-making role of approving contractors for direct-billing
privileges based on its audit conclusions about the strength of the
contractor’s system of internal controls, create audit objectivity issues.
Under normal circumstances, DCAA auditors must review contractor
vouchers prior to payment-—a management support function for DOD. By
obtaining direct-billing privileges, however, contractors can receive
payment for goods and services without a voucher review by DCAA prior
to payment. Because we found that this situation created an incentive for
DCAA to reduce its workload by recommending that contractors are
placed on direct billing, we recommended that DCAA develop new policies
and procedures to ensure a separation between staff reviewing vouchers
and staff making direct-bill decisions. DCAA did not explain the basis for
its belief that DCAA administrative staff have a thorough understanding of
the contractors’ systems. Further, we disagree with DOD’s statement that
our concerms are mitigated based on the comprehensive supervisory and
audit manager reviews because this is not supported by our findings. The
fact that DCAA approvals of contractor direct-bill privileges were not
based on sufficient audit procedures as demonstrated by our work and
DCAA’s removal of over 200 contractors from the direct-bill prograrm since

Page 17 GAO-09-1009T

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00058 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.024



VerDate Nov 24 2008

55

our July 2008 report® support our concern that the existence of such an
incentive presents an objectivity impairment.

With regard' to our two recommendations to the DOD IG, the IG concurred
on our recommendation to reconsider the overall conclusions in its May
2007 peer review report on its audit of DCAA's system of quality control.
However, the 1G did not agree with our recommendation to determine
whether the report should be rescinded or modified and did not take
action to do so. The IG comments stated that the IG took altemative action
that conformed to the intent of our recommendation, including
notification of DCAA on August 24, 2009, that the May 2007 “adequate”
opinion on DCAA's system of quality control would expire on August 26,
2009. In addition, the IG stated, “We have determined that it is not prudent
to allow the adequate opinion from our May 2007 report to carry forward.”
However, peer review opinions neither “expire” nor “carry forward”
beyond the period covered by the peer review. Based on the significant
audit quality deficiencies identified in the IG peer review report, DCAA's
decision to rescind 80 audit reports—39 of which relate to the period of
the IG’s peer review—and the findings in our audit, we concluded that
DCAA’s quality control system for the period covered by the DOD IG peer
review was not effectively designed and implemented to provide
assurance that DCAA and its personne) comply with professional
standards.

DOD also provided comments on our matters for congressional
consideration. Although DOD disagreed with the matters we discussed, we
continue to believe these are valid matters for congressional
consideration. The 1G Act provides many important authorities and
protections for IG’s that could enhance DCAA's independence and
effectiveness. Further, if DCAA is unsuccessful in addressing our
recommendations for resolving fundarmental weaknesses in its mission
and the overall t envir t under the current organizational
placement, additional options would need to be considered.

Mr. Chairman and Members of the Committee, this concludes my
statement. We would be pleased to answer any questions that you may
have at this time.

® GAQD8-H57.
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Chairman Lieberman, Ranking Member Collins, and distinguished
members of this committee— thank you for the opportunity to appear today before
the committee to discuss continuing actions by my office to enhance the Defense
Contract Audit Agency’s (DCAA) key role as a Department of Defense (DoD)
watchdog over the billions of dollars spent by the Department in contracts. DCAA
is critical to the Department’s ability to effectively execute its diverse mission.

It is an objective of the Department of Defense Inspector General, (DoD
IG), to verify that DCAA audits and the audits of all DoD audit agencies comply
with stringent standards. The DoD IG is engaged and continues its commitment to
monitoring and evaluating the effectiveness of DCAA, DoD’s largest audit
agency, in performing contract audits and providing accounting and financial
advisory services to all DoD components as well as other federal organizations.

We recognize, based on our efforts and those of the Government
Accountability Office, that significant vulnerabilities continue to exist in DCAA’s
implementation of auditing standards in terms of guidance and execution. DCAA
auditors must be properly trained, developed, and managed so that they can
conduct audits within required standards. We are pleased to note that senior DoD

leadership is now actively engaged in addressing DCAA’s deficiencies and
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management challenges. This focus is necessary to ensure that DCAA audits and
financial advisory services are accurate, timely, and responsive, so as to prevent

and detect fraud, waste, and abuse and ensure the proper use of public funds.

DCAA MANAGEMENT ISSUES
Compliance with Audit Standards

The hearing held by this committee last year highlighted several issues
within DCAA that were identified by my office and the GAO.

On May 1, 2007, we concluded the “Review of the Defense Contract Audit
Agency Quality Control System” (the “peer review”) and issued a report (D-2007-
6-006). We determined that DCAA warranted an “adequate” opinion, because the
10 deficiencies identified were not cumulatively significant enough to have a
material impact on the overall system of quality control. In that report, we made
20 recommendations for improvement to DCAA audits and its quality assurance
program, DCAA has taken action on 16 of these recommendations.

On July 22, 2008, GAO issued a report titled, “Allegations That Certain
Audits at Three Locations Did Not Meet Professional Standards Were
Substantiated,” GAO-08-0857. GAO reported on 13 cases involving 76 audits
that did not comply with generally accepted government auditing standards

(GAGAS).
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DCAA Workplace Environment
In the July 2008 report, GAO also found that an abusive work environment
existed at two field audit offices (FAOs). Problems identified included
involuntary reassignment, threats of disciplinary action against auditors because
they would not drop audit findings or draft favorable reports, and fear of

retaliation among auditors for speaking with GAO representatives.

ONGOING IG DOD OVERSIGHT

IG DoD Followup Review, August 31, 2009

We have monitored DCAA’s efforts to correct the deficiencies noted in our
May 2007 peer review, and we conducted a significant review in response to the
July 22, 2008, GAO report. Our audit report entitled “Follow-up Review on Audit
Work Deficiencies and Abusive Work Environment Identified by the Government
Accountability Office Report” (D-2009-6-009) was issued on August 31, 2009, to
address findings in the GAO report.

We reviewed DCAA audit documentation for 13 cases and interviewed
auditors for 12 cases. When available, we also reviewed the current audits DCAA
performed to correct the deficient audits identified by GAO. We visited two
DCAA Western Region field audit offices and interviewed 68 audit employees,
including supervisors and managers, to assess whether an abusive work

environment existed,
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Some of our more significant findings included:

1.

Employee concerns with time pressures, uncompensated overtime,
changes to audit results and opinions, and unprofessional behavior
created a work environment not conducive to performing quality
audits at two DCAA offices in the Western Region.

A flawed audit could have allowed a contractor to recover

$271 million in unallowable costs on the Evolved Expendable
Launch Vehicle (EELV) program. Of the $271 million, $101
million has been paid to date. In our October 20, 2008,
Memorandum to Commander, Air Force Space and Missile Systems
Center, and Director, DCMA, we recommended SMC take
immediate action to withhold any further payments from the EELV
joint venture for unabsorbed Program Management and Support
costs, immediately cease negotiations on a $114 million proposal
containing these same unallowable costs, and reassess the propriety
of existing advance agreements between SMC, DCMA and the
contractor.

. DCAA provided ineffective audit advice and services to a

contracting officer and DCAA had insufficient evidence to support a
contractor’s participation in the direct bill program,

Seventeen of 18 forward pricing audits performed by trainee auditors
at a third Western Region office did not comply with standards.

. DCAA did not adequately qualify the audit results of a

compensation system report and had insufficient evidence to support
a purchasing system audit opinion.

DCAA did not have sufficient basis for dropping four findings, and
did not report a contractor’s uncompensated overtime practice which
increased the risk of cost mischarging.

On the basis of these findings, we recommended that:

1.

DCAA rescind five audit reports and notify contracting officials not
to place reliance on the reports’ conclusions.

. DCAA address management actions and behaviors that have a

negative impact on the work environment.

DCAA create a mechanism for reporting external impairments to
auditor independence in the DCAA Contract Audit Manual.
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4. The Commander, Air Force Space and Missiles Systems Center,

withhold future payments for certain unallowable costs on the
affected contract

5. The Executive Director, Contracts, Defense Contract Management
Agency, reassess the identified advance agreements pending receipt
of newly initiated DCAA audits.

Our report also recommended that DCAA take “appropriate corrective
action” regarding the performance of the two supervisors associated with nine of
the thirteen cases of the non-compliant audits reviewed. DCAA has reported that
the two supervisors will re-take supervisory courses at the Defense Contract Audit
Institute, and their managers will identify other appropriate training activities.
Legal review by DCAA determined that adjustments to prior performance ratings
would not be appropriate.

DCAA concurred with 23 of our 24 recommendations and reserved
comment on one other recommendation. We requested that the DCAA reconsider
its position on the recommendation to rescind DCAA Audit Report No. 4461-
2006A210000001, and comment on it in response to our final report. We also
requested that DCAA reconsider its responses to three recommendations which
did not meet the intent of the recommendations, and to provide comment on one
recommendation we added.

The Air Force Space and Missile Systems Center concurred with our
recommendations as did the Defense Contract Management Agency.

We will continue to monitor DCAA actions regarding our

recommendations,
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Senior Official Investigations

My office conducted a senior official investigation and concluded that the
former Regional Audit Manager with responsibility for DCAA’s Resident Office
at Boeing, Huntington Beach, California, was not free from external impairments
to independence as required by GAGAS and DCAA audit policy. Her direction
resulted in a flawed audit that could have allowed Boeing to recover $271 million
in unallowable costs. Additionally, we received allegations that she created an
abusive working environment.

Because this Regional Audit Manager was promoted to Deputy Director,
Western Region, DCAA, the allegations were addressed in a senior official
investigation that resulted in a report issued September 11, 2009. The
investigation concluded that the individual failed to meet GAGAS standards for
independence and objectivity by improperly directing changes to the audit report
and that she engaged in conduct that was inconsistent with established leadership
standards for senior officials. The report was provided to the Director, DCAA, foi
review and appropriate action.

We also condgcted separate investigations into allegations that two other
DCAA senior officials abused their authority by improperly directing changes to

audit opinions. Those allegations were not substantiated.
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Expiration of 2007 Peer Review Opinion

Based on the recent review of DCAA by GAO together with deficiencies
indentified in our May 2007 peer review, I took the extraordinary action of
notifying DCAA that our May 2007 “adequate” opinion on DCAA’s system of
quality control would expire as of August 26, 2009. On the basis of our action, 1
recommended that DCAA immediately begin to qualify its audits with a statement
noting an exception to compliance with the Quality Control and Assurance
Standard. Additionally, I recommended that DCAA publicly disclose the concerns
of the GAO, including the questioning of the reliability of audit reports issued

during the period ending September 30, 2006.

2009 Peer Review

The peer review of DCAA for the period ending September 30, 2009, was
announced on August 5, 2009, and will be performed in three or four projects. We
will assess whether DCAA’s quality control system provides reasonable assurance
of compliance with standards in design and effective operation and compliance in
practice. The review will follow up on various DCAA corrective actions in
response to GAO and DoD IG findings and will also consider repeated non-
compliances with government auditing standards identified in our May 2007 and
December 2003 opinion reports on the DCAA quality control system.

Additionally, when planning our review, we will take into consideration
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deficiencies found by GAO in its July 2008 report and the report it is releasing
today.

On September 1, 2009, DCAA sent a request to GAO to delay the
announced peer review by at least two years to be able to continue its internal
improvements to address previously noted deficiencies. I am not convinced that
this is the right strategy at this time. Whether or not the peer review is delayed,
the DoD IG continues to have a statutory responsibility to provide audit oversight.
In the event the peer review is postponed, we would undertake a number of

targeted reviews of DCAA high risk areas.

Hotline Complaints - Whistleblower Protection

Since the hearing last September, the Defense Hotline has continued to
receive allegations of misconduct at DCAA. At this time we have 36 open Hotline
complaints involving DCAA. Of those, 14 complaints concern potentially
inappropriate contractor practices and have been referred to either DCAA or to the
Defense Criminal Investigative Service. The 22 remaining cases include
allegations such as changing findings and scope of audits, noncompliance with
standards, lack of audit independence, and management abuses.! We are

diligently pursuing these allegations and will take into consideration relevant

! Two cases involve allegations of inappropriate action by DCAA personnel. The allegations do not relate
to audit quality or overall management issues and have been referred to DCAA for review.
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Hotline complaints as part of our risk assessment of DCAA for the peer review, or
for other high risk assessment projects.

A concern raised at the hearing last September was how the DoD IG
protects the identity of whistleblowers who wish to remain confidential.
Whistleblowers are critical sources of information to Inspectors General and it is
vital that we protect their identities to the greatest extent possible. We have
conducted a comprehensive review of the Defense Hotline and as a result have
issued new Hotline operating procedures that implement several steps to improve
our processes. One such step was to revise the warning statement that
accompanies all Hotline documents to emphasize that access to Hotline
information is limited to those responsible for responding to the DoD IG. This is
intended to ensure information that may include the identity of a complainant is
not provided to those without a need to know. Additionally, we have implemented
additional checks to ensure that we identify if a complainant has consented to the
release of his or her identity. We are also reviewing cases more closely to
determine if referral to another agency could place a complainant at greater risk of

reprisal, or should instead be retained by the DoD IG for investigation.

Conclusion
In closing, I emphasize the importance of the mission of DCAA and its

impact on the Department of Defense. I am dedicated to helping improve DCAA

operations. Our oversight role is essential to helping DCAA identify weaknesses
and where problem areas exist.

I welcome your questions.
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Statement of The Honorable Robert F. Hale
Under Secretary of Defense (Comptroller)
Committee on Homeland Security and Governmental Affairs
United States Senate
September 23,2009

Mr. Chairman, thank you for the opportunity to share a few observations
concerning the Defense Contract Audit Agency (DCAA). I will focus on the
concerns raised by the recent Government Accountability Office (GAO)
report regarding DCAA.

As Members of this Committee are aware, the Department of Defense has
submitted a lengthy response to GAO’s recommendations. We acknowledge
the seriousness of GAQ’s findings and concur with their recommendations
with very few exceptions, some of which I will explain below. Based on my
review of DCAA and the GAO recommendations, I believe that DCAA,
with assistance from DoD, needs to focus on three major issues:

¢ Improving the quality of audits, especially the approach to auditing
contractor business systems.

e Assessing the number and types of audits performed by DCAA and
whether all audits currently required by acquisition laws and
regulations are appropriate.

* Assessing improvements in the process for resolving DCAA audit
results to ensure the audit findings are fully considered during
contracting officer deliberations.

DCAA has already begun to focus on these major issues and others. It is
important to note that the audit assignments covered by GAQ’s review were
completed three to five years ago and that a series of corrective actions was
undertaken beginning in late 2008. In her testimony, the DCAA Director
will describe the actions that have already been completed and those that are
even now being implemented. The Committee should understand that it
may take several years for the full benefit of these actions to be realized.

In addition, I would like the Members to know that the Office of the Under
Secretary (Comptroller) has taken steps to improve oversight of DCAA
operations, and we continue to monitor DCAA to ensure timely
implementation of GAQ’s recommendations.
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To assist with this monitoring, I established a DCAA Oversight Committee
last March that provides my office with advice and recommendations
concerning oversight of DCAA. The committee is made up of the Auditors
General of the Army, Navy, and Air Force; the Director of Defense
Procurement and Acquisition Policy (DPAP); and the DoD Deputy General
Counsel for Acquisition and Technology. This senior group will assess
DCAA’s activities and the actions taken to correct problems identified by
GAO and others. The oversight committee meets regularly, and I have met
with them several times. I have also assigned a member of my senior staff to
assist in these oversight efforts.

We have also taken steps to increase the resources available to DCAA:

e Between Fiscal Years 2001 and 2010, the budget for DCAA has
increased from $331.6 million to $458.3 million, growth of 38.2
percent.

o DCAA’s total staff will increase by 131 (or 3.2 percent) over this
same period.

e DCAA is considering whether increasing DCAA staff by 700 auditor
positions by the end of FY 2011 is a high budgetary priority, to be
paid by the Defense Acquisition Workforce Development Fund.

We believe that -- by taking aggressive action, improving oversight, and
increasing resources -- we can resolve the significant issues posed by the
GAO report. We will monitor progress to determine if further actions need
to be taken.

In two areas, however, we take issue with GAO’s conclusions. These are
considerations that GAO offered to Congress.

First, GAO suggested that Congress consider providing DCAA with
independence similar to that of the Department’s Inspector General (IG).
We respectfully disagree. We do not believe that the DCAA Director shoulc
be a Senate-confirmed position unless DCAA is independent of DoD.
Presidential appointment with Senate confirmation will inject an
inappropriate political element into DCAA, and it will inevitably create
lengthy periods when there would be no Director.

Likewise, we oppose fixed terms for the DCAA Director. If DCAA remains
part of DoD, the Secretary of Defense must have the ability to choose an
appropriate Director. We also question the wisdom of an independent
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budget, which would prevent or limit our ability to move money into
DCAA, as is occurring now with funding from the Defense Acquisition
Workforce Development Fund. Nor do we support mandatory public
reporting, an additional burden on an agency that is already working hard to
meet its many mission demands.

While we do not support IG-like independence, we are taking steps to
strengthen DCAA’s independence intemally by assessing improvements to
the process used by contracting officials to resolve DCAA audit findings.
Under this process, for highly significant issues, DCAA may appeal to the
Director of DPAP, If DCAA disagrees with the DPAP decision, further
appeal could be made to the Under Secretary (Acquisition, Technology, and
Logistics) and to the Under Secretary of Defense (Comptroller), who would
act together as a team. We expect that appeals to the Under Secretary level
would involve only the most important issues.

Secondly, GAO suggested that Congress require DCAA to report to the
Deputy Secretary of Defense. DoD strongly disagrees with this
recommendation. The Deputy Secretary is the Chief Management Officer of
one of the world’s largest organizations and backs up the Secretary in the
wartime chain of command. Adding direct oversight of an individual
Defense agency would add unreasonably to his current responsibilities.
Accordingly, at least until the issues related to GAO are resolved, we
recommend that DCAA continue to report to the USD(C).

In sum, Mr. Chairman, we acknowledge that GAO has raised some serious
issues. We believe that we have begun taking the appropriate steps to
resolve those issues and will monitor the situation to determine if additional
steps are needed.

Lastly, as we go forward it is also essential that we keep in mind the value of
the services DCAA provides to DoD and other organizations. I have spoken
personally to the Director of DPAP — one of DCAA'’s key customers - and
he informed me that DCAA products are necessary and critical to the
acquisition process. The Wartime Commission on Contracting has made
similar comments. As we strive to resolve issues raised by GAQ, we must
be careful not to undermine the unique value of DCAA.

Mr. Chairman, thank you again for providing this opportunity for me to
comment on the GAO findings. I am convinced that working together we
can ensure that the work of DCAA will continue to support the Department
of Defense and the security of the United States.
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Testimony
of

April G. Stephenson °
Director, Defense Contract Audit Agency

Mr. Chairman, members of the Committee, thank you for the opportunity to appear before

you today; I am pleased to be here.

As requested, I will describe the actions taken by the Defense Contract Audit Agency
(DCAA), as a result of two reports issued by the Government Accountability Office (GAO):
(1) the July 2008 GAO Report regarding allegations that certain DCAA audits did not meet
professional standards (DCAA Audits: Allegations that Certain Audits at Three Locations Did
Not Meet Professional Standards Were Substantiated) and (2) the report issued most recently

covering audits of contractor internal controls and related audits.

Please be assured that we have taken the GAO’s findings very seriously. We have worked
diligently since late 2008 to accomplish a number of actions to improve the quality of the audit
services and to improve the working environment for our employees. As shown in the Appendix
of the submitted testimony and as discussed with Committee staff members throughout the year,
we have completed over 50 specific improvement actions. We are not done yet and have various

long-term actions in place that we will accomplish in FY 2010 and several years thereafter.

Background on DCAA

Mr. Chairman, the DCAA is a distinct agency of the Department of Defense (DoD) that
reports to the Under Secretary of Defense (Comptroller). The DCAA mission is to perform all
necessary contract audits for DoD components responsible for the negotiation, administration,
and settlement of contracts and subcontracts. In total, the DCAA has about 4,200 employees and

104 field audit offices.
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In FY 2008, the DCAA performed 30,352 audits covering $501 billion in proposed or
claimed contractor costs. These audits recommended reductions in proposed or billed costs of
$17.9 billion (referred to as questioned costs), and $7.2 billion in estimated costs where the
contractor did not provide sufficient information to explain the basis of the estimated amounts

(referred to as unsupported costs).

In total, the DCAA has about 4,200 employees and 104 field audit offices.

As you may know, the DoD Inspector General (IG) is responsible for the oversight of
DCAA’s quality control system, and the IG has previously determined both that DCAA’s system
of quality control is designed in accordance with Government Auditing Standards, and that the
quality control system being used on audits is adequate. In August 2009, the IG notified DCAA
that the prior “peer review” had expired and as a result, the expired “peer review” is mentioned
in all audit reports issued after the notification, as well as a posting on the DCAA public web

site.

GAO Report Findings and Root Causes

For purposes of my testimony today, Mr. Chairman, we have categorized the GAO’s
findings from both the July 2008 investigation and the most recent audit into four general areas:
Insufficient Testing of Contractor Internal Controls; Ineffective Quality Assurance Program;
Lack of Independence; and Management Abuses of Employees and Impediments to the

2008 GAO Investigation,
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Insufficient Testing of Contractor Internal Controls

In its recent review, the GAOQ identified noncompliances with the auditing standards for
nearly all the assignments it reviewed. The assignments covered 2004 to 2006, several years
prior to the implementation of the many improvements we accomplished over the last year. One
of the primary deficiencies involves the amount of transaction testing that is performed in audits
that provide an opinion on contractors’ internal control systems. The GAO has concluded that

DCAA has not performed sufficient transaction testing to provide an opinion of “adequate.”

Contractor internal control systems involve hundreds of “control points.” Auditors assessed
the risk of the control points on Government contracts and established the level of testing based
on that risk. When the auditors determined that the risk was low, fewer control points were
tested. When the risk was higher, more control points were tested and at a greater depth. The
GAO did not agree with our policy on transaction testing and consequently concluded the audit
work was deficient. In some instances, auditors permitted prior metrics and internal due dates to

inappropriately reduce the level of testing performed in audits.

We recognize the GAO’s concerns and initiated a project in 2009 to reassess the manner in
which DCAA tests contractor business systems. Although the auditing standards do not require
that DCAA express an opinion on the adequacy of the contractors’ intemal control systems, we
did so to provide contracting officials meaningful information to approve or disapprove a
contractor’s systeﬁ as stipulated under the Federal Acquisition Regulations. We are currently
assessing the type of systems DCAA will need to audit and the type of opinion to be provided.
We will continue to seek advice from the GAO and the DOD Inspector General. We anticipate

our revised processes will be tested in early FY 2010 starting with the contractor’s system for
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preparing interim and final billings to the Government. We envision the revised processes will
consolidate testing of contractor billings currently performed in three different types of audits

into a single audit.

As stated at the hearing last year, after the GAO issued the investigation in July 2008, we
initiated an assessment of the performance metrics. At the end of September 2008, we
completely revamped our performance measures and the process for applying the measures. We
eliminated 18 metrics that focused on productivity and hours per audit and implemented 8 new
measures. The new measures emphasize audit quality and timeliness in terms of requestors’ due
dates and not a standard DCAA cycle time. The measures apply at the Agency level rather than
at the field audit office or auditor level as had been done in prior years at somé locations.

Feedback from focus groups from across the Agency have been favorable on the new measures.
Ineffective Quality Assurance Program

The GAO concluded that DCAA’s Quality Assurance program was deficient and as a result
the risk of assignments that did not comply with the auditing standards is increased. After the
GAOQ’s issuance of the investigative report in July 2008, we recognized that improvements were
required not only with the structure of the quality assurance organization, but the manner that we
conducted the quality assurance reviews. ln August 2008, we centralized the quality assurance
function by moving it to Headquarters and reassigned all quality assurance employees to the new
Headquarters directorate. However, centralizing the functions was not enough. We also

changed the manner in which we performed the quality assurance reviews,

We more than doubled the number of assignments reviewed for each office. We no longer

provide arating of pass or fail that was dependent on the number of deficient assignments.
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Rather, any field audit offices that are determined to have at least one assignment not in
compliance with the auditing standards would be required to provide a meaningful corrective
action plan. Corrective actions are monitored at the Headquarters level and not the regional level
as in prior years. Moreover, all offices are reviewed on a three-year cycle, and all types of
assignments are included in the sample universe. Performing quality assurance reviews is a full-
time commitment of the quality assurance organization, and no other projects are undertaken, as

had been done in prior years when the quality assurance function was at the regional level.
Lack of Independence

In its most recent review, the GAQO concluded that DCAA lacked independence in seven
assignments. The reason for the lack of independence in the recent review is somewhat
different than the root cause discussed in the July 2008 investigative report. The root cause that
led to the GAQ’s conclusion in July 2008 was DCAA’s participation in Integrated Product
Teams (IPTs). IPTs were established by DoD in the mid-1990s as a means of expediting the
assessment of contractor bid proposals and the resolution of outstanding issues. DCAA

discontinued participation in IPTs in August 2008.

In its recent review, the GAO concluded that DCAA’s independence was impaired
primarily due to auditors providing input on draft corrections to internal control policies and
procedures and then auditing the final policies and procedures. In several instances, the auditors
issued a no-exception audit report when the contractor corrected the deficiencies during the
audit. It is not uncommon for contractors with system deficiencies to seek input from the
auditors while they are developing corrections to the systems. In many instances, providing

feedback throughout the processes expedites the correction of the deficiencies. However, the
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GAO has concluded that this “feedback’ impairs the auditors’ objectivity as they will audit
information that they have provided feedback on prior to implementation. We have corrected
both of these issues. Auditors no longer provide feedback to contractors on draft corrections to
systems and no longer remove deficiencies from audit reports when the deficiencies are

corrected during the audit.
Management Abuses and Impediments to the GAO’s 2008 Investigation

In the July 2008 investigation, the GAO concluded that DCAA had an abusive work
environment and that there existed a pattern of frequent management actions that served to
intimidate some of the auditors and create an abusive environment at two of the three locations
covered by its investigation. The GAO stated that its conclusions were based on confidential
interviews and e-mail documentation. In its recent review, the GAO did not report any specific

instances of abusive behaviors by DCAA management.

Since the GAO did not provide specific information upon which any personnel action
could be taken In July 2008, we requested the services of the DoD Inspector General to
investigate the matter. The Inspector General completed its review in August 2009 and although
the IG did not go so far as to state that DCAA had an abusive work environment, it concluded
that two offices it reviewed did not have a work environment conducive to producing quality

audits.

The DOD Inspector General reported that in one office, employees felt pressure to work
uncompensated overtime (an average of about 7 hours per pay period). In a second office, the IC
reported several employees had yelled or raised their voices in the office. We believe both of

these issues have been adequately addressed, and the DoD 1G concurs.
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On the issue of impediments to the GAQ’s investigation, the DoD IG did not identify any
attempts by DCAA to impede the investigation other than a letter written in August 2007 to one
of the senior auditors. As was discussed in the hearing last September, the letter was prepared by
one of the Defense Legal Services attorneys assigned to DCAA. The letter was rescinded the
day after the hearing last year. Aside from the August 2007 letter, the DOD IG did not identify

any other impediments to the GAO’s investigation.

To provide employees an opportunity to report instances of perceived management abuse
without fear of retaliation, we launched an anonymous web site in September 2008. The web
site is treated as a hotline, and allegations are either investigated by a DCAA intemal
ombudsman team established in late 2008 or referred to the DoD IG hotline for investigation.
For example, allegations involving a member of the Senior Executive Service are automatically

referred to the DoD IG for investigation per DoD policy.

The ombudsman program is very active and prioritizes the investigations and reporting
depending on the severity of the allegation. Issues of abusive management are top priorities for

the team.
DCAA Actions

Mr. Chairman, as a result of the 2008 GAO investigation and the most recent review, we
have taken a number of actions. The Appendix to my submitted testimony contains a list of
actions completed to date, as well as actions that are in process as of today. In addition, 1 would

like to discuss some of the more significant actions at this time.
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Structure

1. With regard to the organizational structure of DCAA, we completed a bottoms-up staffing
assessment, including an assessment of staffing for the quality assurance function, to determine
whether we have the appropriate staffing at all levels of the organization, Staffing shortfalls

were provided to the DoD Comptroller in September 2008 and discussed throughout FY 2009.

We submitted a proposal to DoD under the Defense Acquisition Workforce Development
Fund in December 2008 and received funding in March, April, and August 2009. We were
approved to hire 300 new auditor trainees in FY 2009, and 200 in FY 2010. We have tentative
approval for 200 in 2011 depending on budget priorities, for a total of 700 new trainees by the
end of FY 2011. We have met our hiring goal in FY 2009 and anticipate easily meeting the

hiring goals in FY 2010 and 2011.

Although the increase in trainees is a good start toward improving our staffing situation, we

will continue to work with the Department on how best to address future staffing needs.

2. We added 25 new field audit offices increasing from 79 offices in August 2008 to 104 offices
in August 2009. This equates to an additional 25 field office managers and a number of new
supervisory positions. We reduced the span of control for managers and supervisors to provide

greater training to the new employees as well as to ensure appropriate oversight of audit quality.

3. As stated earlier, we completely revamped the quality assurance organization. We changed
the manner in which the reviews are performed and greatly expanded the number of reviews

conducted at each office every year.
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Culture

1. With regard to the culture of DCAA , we completely revised the performance measure
process, As stated earlier, we eliminated 18 measures and implemented 8 new measures to focus
on audit quality. We held focus groups in FY 2009, and feedback was favorable as most
employees reported that they did not feel pressure to meet the performance measures on

individual assignments.

However, although budget hours on individual assignments is not considered a
performance measure, many auditors felt pressure to meet initial budget hours and did not feel
they could request an extension. As a result, we removed the requirement to meet budget hours
from the performance standards and inserted new language on the requirement to complete
audits in accordance with the auditing standards. We also conducted a review within each of the
regions to ensure that performance actions were not being taken based solely on not meeting

initial budget hours.

2. We hired the Center for Defense Management Reform at the Naval Postgraduate School, to
assist with cultural transformation across the Agency. This is a long-term action that will be
completed over three to five years and may continue thereafter. With the Center’s assistance, we
identified four major projects to address in FY 2010. These projects will answer the following

questions:

a. How can DCAA put people first to guide its decisions, actions and values? For
example, an increased emphasis on “soft skills” such as building morale and developing

employees (in terms of broad understanding as well as technical proficiency).
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b. How can DCAA develop leaders to serve the employees and the organization?

¢. How can DCAA structure the organization to facilitate compliance with Generally
Accepted Government Auditing Standards; maximize audit results; and better align

agency workload and resources?

d. How can DCAA identify and resolve differing expectations between contracting

officers; contractors; the public (Congress); and extemal review organizations?

3. As mentioned earlier, we ceased participation in IPTs to avoid the appearance of a lack of
independence. We also ceased participation in Source Selection Evaluation Boards. We no
longer provide feedback to contractors during audits and will report deficiencies discovered

during an audit even when the deficiencies are corrected prior to report issuance.

4. We established an anonymous web site and ombudsman program for employees to report
inappropriate actions by management or other employees. We have assigned a dedicated team to

the ombudsman function in the Agency.

5. Testablished a Senior Advisory Council for Improvement which I chair, to oversee the

implementation of improvements as a result of recommendations from various external reviews.

Processes

Finally, to address the improvements in processes:
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1. We instituted a revised process for determining the audit requirements for FY 2010. Based
on the audits required under laws and regulations and an estimate of the audits required to meet
contracting officials’ demand requests, fhe field audit offices developed the hours necessary to
accomplish the workload, taking into consideration the risk of the various contractors, the skill
ievel of the audit staff and an estimate of the additional hours required to comply with the
auditing standards. Based on the hours, we developed Agency-wide priorities. Since our
funding provides for only about 65% of the audits that are required to be completed, we based
the FY 2010 priorities on the audits of highest risk. This process is consistent with the GAO’s
recommendation of performing a risk based approach to auditing rather than “production line”

auditing.

For example, all war-related effort in-theatre; requests for audits of contractor bid proposals priol

to awarding of a contract; and billing and accounting system audits at the largest contractors.

We engaged the Army Force Management Support Agency to evaluate DCAA’s process for
planning FY 2010 audit needs as well as our staffing requirements. This effort is expected to be

completed in October 2009.

2. We are in the process of improving the development and delivery of what is referred to as
“life-cycle” training. The goal is to provide necessary training throughout the career of the staff,

including auditors, management, and support staff.

3. We provided training to all DCAA employees on quality audits and the DCAA work
environment in August during quality stand-down days. The discussion focused on barriers,

actual or perceived, to performing quality audits and processes needed to remove the barriers.
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4. We revised guidance on reporting unsatisfactory conduct of government officials when there
has been a flagrant disregard for acquisition rules and regulations. The prior processes involved
elevating the issue to the official’s chain of command. The new process involves reporting the
issue to the DoD 1G for investigation when the chain of command has not resolved the issue to

DCAA’s satisfaction.

5. The Administration is considering whether it would make sense legislatively to expand the
DCAA subpoena authority to be similar to the subpoena authority provided to the DoD IG.
Under the proposal, DCAA would be provided access to the contractor accounting records and

other information necessary to accomplish the contract audit function.

6. We continue to work with the Under Secretary Comptroller and Under Secretary for
Acquisition, Technology, and Logistics, on an improved process for resolution of DCAA audit

findings.

Closing
In closing, Mr. Chairman, I want to underscore the seriousness with which DCAA is taking
this matter. Inadequate work is unacceptable, and disciplinary and personnel actions will be
taken as appropriate. As I have indicated, a number of steps to resolve these issues have already
been taken and completed. Others are in process, but DCAA is committed to ensuring that the
agency is above reproach, that all of its audits are performed in accordance with auditing
standards, and that its culture promotes the kind of vigilance and quality that protects the

interests of the American taxpayers.

Mr, Chairman, thank you again for the opportunity to address the committee. 1 am happy tc

answer your questions.

12
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Appendix to Written Statement of Ms. April G. Stephenson
Senate Committee on Homeland Security and Governmental Affairs
Specific DCAA Actions in Response To The GAO Reports

Structure

e Approved agency-wide reduction in supervisory span of control (June 2008).

o Approved 25 new field audit offices and 5 new Regional Audit Managers lowering the
span of control (May — February 2009).

e Completed Agency-wide staffing assessment and requested staffing increase to
Comptroller on September 10, 2008. Updates on staffing shortfalls were provided to the
Comptroller at regular intervals throughout FY 2009.

* Realigned Quality Assurance to report directly to the Deputy Director (August 2008)

o Submitted request to OSD for SES level position for the Integrity and Quality
Assurance (QA) function (September 2008). Request was initially denied by
DoD in January 2009 and the position was filled at the GS-15 level. However,
after another attempt by the Director for a SES position, DCAA received approval
in July 2009 and a job announcement was issued shortly thereafter.

o Expanded the next round of QA reviews.

o Revised process for tracking and following-up on QA findings.

o Revised process for next 3-year cycle to ensure all audit offices are covered, after
consuitation with the DoD IG .

o Completed assessment on level of QA staffing.

o Issued revised comprehensive instruction on DCAA’s QA program (December
2008).

e Submitted request for funds under Section 852 acquisition workforce fund in December
2008. Under the Defense Acquisition Workforce Development Fund, DCAA has
received $17.2 million to date (allotments in March, April, and August).

o DCAA brought on-board 245 new interns by the end of July and have many offers
with on-board dates in late FY 2009. As a result, DCAA will easily meet the goal
of 300 by the end of September and will probably exceed it.

* Realigned all Financial Liaison Advisors from the Field Detachment region (region that
handles all Top Secret audits) to Headquarters to avoid the appearance of a lack of
independence. As of November 2008, all Financial Liaison Advisors report directly to
Headquarters.

* At the request of the Director, the DCAA point of contact for the Office of Special
Counsel investigation was moved from the DCAA General Counsel to the DoD General
Counsel’s office due to the investigation being expanded.

Appendix
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Culture

Revised policy for resolving difference in audit results and opinions — elevate within
management structure from two to four levels (July 2008).

Ceased participation as members of Integrated Product Teams (IPTs) to avoid the
appearance of a lack of independence (August 2008).

Revised performance measures — eliminated 18 measures and added 8 measures
(September 2008).

Established web site for employees to anonymously voice concerns about the
inappropriate use of performance measures and other inappropriate actions (September
2008).

Engaged OPM to conduct an organizational assessment survey and are assessing results
of the survey conducted by OPM — the working group is evaluating results and
developing actions.

Ceased participation as members of Source Selection Evaluation Boards to avoid the
appearance of a lack of independence — requested audits will still be provided (November
2008).

Director/Deputy Director staff presentations emphasize the need to perform quality audits
and discuss performance measures (various presentations through 2008 and 2009).
Established a Senior Advisory Council for Improvement chaired by the Director to
oversee the implementation of improvements as a result of the Defense Business Board
recommendations (report issued January 22, 2009).

Issued several memorandums reiterating the importance of cooperating with GAO, IG
and other reviewers/investigators.

Held stand down day for audit quality at all DCAA locations (August /September 2008
and again in August 2009).

Completed annual independence training (September 2008 and September 2009).

Held focus groups to obtain feedback on implementation of performance measures issued
in September 2008 which revealed minimal problems with implementation of new
measures (February/March 2009).

The Director required all regions to assess whether exceeding budget hours on individual
assignments was inappropriately used to lower performance ratings. The regions
completed the assessments and implemented corrective actions (December 2008).
Established new process to obtain input regarding the new hire employment experience
and to identify reasons why employees leave DCAA (November 2008).

Revised job objectives/performance plans for the 0511 (auditor) positions to eliminate the
language on meeting audit budget hours and productivity measures and added language
strengthening the need to execute audits in accordance with the auditing standards and
Agency policy (February 2009).

Revised supervisory development curriculum based on feedback from focus groups and
other feedback mechanisms to emphasize leadership skills and the more common day-to-
day activities which supervisors perform (April 2009).

Appendix
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Processes

s Issued memorandum on adequate working paper documentation (July 2008).

¢ Completed Agency-wide assessment to determine whether GAO’s findings are systemic
across DCAA. Six of the forty assignments reviewed contained noncompliances.
Actions being taken to address issues (September 2008).

s Raised the field audit office signature authority for all audit reports to the level of the
manager or higher (August 2008).

» Revised policy for the monthly quality review of issued audit reports from regions to the
Headquarters Quality Assurance division (October 2008).

» Revised DCAA Quality Checklist for Review of Audit Working Papers (checklist is used
by auditors and supervisors prior to report issuance) (December 2008).

o Issued guidance clarifying DCAA’s process for pursuing access to contractor records and
initiating a subpoena (December 2008).

* Issued clarifying guidance on what constitutes a significant deficiency in contractor
internal control systems (December 2008).

e Revised policy on reporting results of the review of contractor systems and related
internal controls to eliminate the inadequate in-part opinion so that the overall opinion on
the system is either adequate or inadequate (December 2008)

e Issued guidance on performing and reporting on limited scope internal control audits
(December 2008)

o Issued guidance reminding auditors to report suspected contractor fraud and other
irregularities encountered during the audit and emphasized that managers do not approve
the Form 2000, but rather review it for clarity (February 2009).

o Issued guidance on documentation of judgmental sampling (February 2009).

* Revised guidance for reporting unsatisfactory conditions related to actions of
Government officials wherein certain unsatisfactory conditions will be reported directly
to the DODIG in lieu of reporting the conditions to a higher level of management
(March 2009).

* Issued guidance clarifying requirements for contractor eligibility to participate in the
Direct Bill Program (April 2009).

e [ssued guidance to remove major contractors from direct billing where contractor has
implemented a new billing systemn or accounting system that significantly impacts
Government billings and the new system has not been examined (April 2009).

e Revised a self study training course (CMTL 1326) to include new guidance on
identifying key elements of an effective internal control audit report and the requirements
for issuing a real-time (flash) report (May 2009).

e Issued an audit alert emphasizing existing guidance which requires that a separate Cost
Accounting Standards noncompliance audit report will be issued when a noncompliance
is found during any audit (June 2009)

o Issued an audit alert to clarify that forward pricing due dates should be based on the
realistic assessment of risk factors for each specific contractor and proposal under review
(June 2009).

o Issued guidance on contract audit closing statement reviews in July (after receipt of DOD
1G comments). This completes the last action item from the peer review.
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Instituted a revised process of determining audit requirements for FY 2010. Developed
Agency-wide audit priorities. Current budget for FY 2010 only covers about 65% of
requirements ~ audits planned for FY 2010 based on higher risk assignments with lower
risk assignments deferred to FY 2011 (backlog of audits growing each year since war
effort) (September 2009).

Submitted a legislative proposal expanding DCAA access to contractor information
similar to the authority provided the DOD IG (September 2009).

Long-Term Planned Actions

Obtained the services of the Naval Postgraduate School, Center for Defense Management
Reform to assist with the Agency-wide cultural transformation. The initial effort started
June 2" with the DCAA executive team. As a result, four major initiatives were adopted
for incorporation in the DCAA Strategic Plan. Teams of executives were assigned to
each initiative to further develop the milestone plan for executing the objective. The four
items are:

I. How can DCAA put people first to guide its decisions, actions and values? For
example, an increased emphasis on “soft skills” such as building morale and developing
employees (in terms of broad understanding as well as technical proficiency).

2. How can DCAA develop leaders to serve the employees and the organization?

3. How can DCAA structure the organization to facilitate compliance with GAGAS;
maximize audit results/ROI; and better align agency workload/resources?

4. How can DCAA identify and resolve different expectations of contracting officers,
contractors, the public (Congress), and external review organizations?

These items will be worked for about the next three years. Once the milestone plan for
each of the four initiatives is developed, it is envisioned that each objective will have
various completed actions throughout the next three years. Once the milestone plans are
developed, the objectives will be communicated to the workforce.

Performing a comprehensive assessment and revision to DCAA training by instituting a
life-cycle training process. Effort started in FY 2008 and will conclude in about three
years.
Conducting a comprehensive organizational assessment (based on Baldrige). Estimated
completion in FY 2010.
Performing a comprehensive review of DCAA’s approach for performing internal contro
audits. Estimated completion of baseline audit opinions in FY 2010.
o Briefed DOD IG on September 3" — favorable feedback. Proceeding with
developing plan for pilot testing.
o Reassessing the “direct billing” program which permits contractor submission of
interim payment invoices directly to the payment office without DCAA approval.

Appendix
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e Engaged the Army Force Management Support Agency to evaluate DCAA’s process for
planning FY 2010 audit needs as well as staffing requirements. The effort is expected ¢
be completed by the end of September.

* Revamping the Strategic Plan and Human Capital Plan (planned December 2009).

e Reassessing performance plans to better align standards to work expectations. Effort
started in FY 2009 and will continue in FY 2010.

o. Submitting legislative proposal to DoD to expand DCAA’s subpoena authority and
greater access to contractor records similar to 1G authorities.

Based on advice from GAO, on September 4™, we requested extension to peer review to
assignments completed in FY 2011. FY 2010 will be a rebuilding year for audits of contractor
business systems.

Appendix
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Gregory D. Kutz, Managing Director,
Forensic Audits and Special Investigations

Responses to Questions
from Chairman Joseph I. Lieberman
Committee on Homeland Security and Governmental Affairs Hearing
on Defense Contract Audit Agency: Who Is Responsible for Reform?
September 23, 2009

1. Based on the testimonies of yourself and the other witnesses about the
problems at the Defense Contract Audit Agency (DCAA) and the steps Ms.
Stephenson has taken to address those problems, what are the most pressing
reforms that you think are still needed at DCAA?

DCAA has taken several positive steps to address aspects of the independence and
effectiveness problems we found, but much more needs to be done to address
fundamental weaknesses in DCAA’s mission, strategic plan, metrics, audit approach,
and human capital practices, which are the most pressing areas needing reform.
Some of these fundamental weaknesses require attention at the level of the Under
Secretary of Defense (Comptroller) and above and cannot be accomplished without
broad support within the Department of Defense (DOD). A mission statement and
strategic plan are key elements for guiding cultural reform. DCAA needs to have
these documents in place to define agency mission, purpose, and culture and provide
a basis for developing effective performance metrics to measure agency progress in
achieving strategic goals, Further, to assure that audit conclusions and opinions are
based on sufficient testing, DOD needs to immediately align the number of audits
with existing resources. Then, DCAA needs to develop a risk-based approach for
performing contract audits that would include a determination of (1) specific audit
requirements, (2) the number and types of audits that would most effectively address
those requirements, (3) the number of contractors to be audited annually, and

(4) resources needed to meet annual audit requirements. In addition, DCAA needs to
revise its confract audit policies and procedures to assure its audits meet
professional standards and develop and provide training on professional auditing
standards. We believe that these efforts are the most pressing for DCAA and that
addressing these fundamental weaknesses requires reform efforts by the DCAA
Director, the DOD Comptroller, the Secretary of Defense, or a combination of these
individuals.

2. In light of the high volume of audits performed by DCAA, one of the major
recommendations of both GAO and the Defense Business Board is for DCAA
to move to a more risk-based auditing approach.

¢ In practical terms, what would a risk-based approach mean? Are there

some types of audits that DCAA should focus on that would be more likely
to prevent contractor overbillings and would prevent fraud?
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¢ Do you believe that DCAA has the flexibilities it needs to move to a more
risk-based approach? If not, what would be needed?

A risk-based audit approach in DCAA's environment relates primarily to two matters,
The first is determining how many and what types of audits and nonaudit
engagements should be performed and then identifying the specific entities to be
audited. Second, for each audit engagement performed, auditors typically assess risk
in order to determine the nature and extent of testing to be performed. We did not
perform an assessment of the types of audit procedures that DCAA could focus on to
prevent overbillings and fraud. However, generally accepted government auditing
standards (GAGAS)' related to fraud, illegal acts, violations of provisions of contracts
or grant agreements, and abuse for attestation engagements require auditors to
design and perform audit steps to obtain reasonable assurance of detecting fraud,
illegal acts, or violations of provisions of contracts or grant agreements that could
have a material effect on the subject matter of the engagement or internal control,
and to be alert to situations or transactions that could indicate abuse. To comply with
GAGAS, DCAA should include procedures designed to detect such activities in each
of its attestation engagements.

DCAA generally has not designed procedures in its various attestation audits to
detect fraud, and in many cases, auditors ignored red flags that are considered to be
fraud indicators. As discussed in our report, our analysis of audit workpapers showed
that DCAA auditors lacked an understanding of fraud indicators associated with
weak internal controls. For example, although segregation of duties is a key fraud-
prevention control, in six of the seven audits where workpapers identified
segregation of duties issues, the auditors did not consider a lack of segregation of
duties to be a fraud risk. The auditors generally did not look for a compensating
control or perform additional procedures to determine whether the lack of
segregation of duties had allowed fraud to occur. For example, only one of the
accounting system audits we reviewed tested the contractor’s accounting system
access controls. Further, while occurrences of duplicate invoices—another red flag—
also would increase fraud risk, DCAA’s audit program for testing billing system
controls does not include specific procedures to test for duplicate contractor
invoices. Revising DCAA’s audit methodology to include substantive testing rather
than the current approach of testing one or two transactions and talking to the
contractor, would greatly increase the potential for identifying any contractor fraud
that - may have occurred.

We believe DCAA can develop a risk-based audit approach working with experts in
enterprise risk management and DOD stakeholders. However, DCAA claims that it
already has a risk-based audit approach in place for fiscal year 2010 that is consistent
with our recommendation. For example, the DCAA Director's September 23, 2009,
written testimony explained that based on the audits required under laws and

' GAO, Government Auditing Standards: 2003 Revision, GAO-03-673G (Washington, D.C.: June 2003), § 6.15a,
and Government Auditing Standards: July 2007 Revision, GAO-07-731G (Washington, D.C.: July 2007}, § 6.13a.
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regulations and an estimate of the audits required to meet contracting officials’
demand requests, DCAA field audit offices developed the hours necessary to
accomplish the workload, taking into consideration the risk of the various
contractors, the skill level of the audit staff and an estimate of the additional hours
required to comply with the auditing standards. Based on the estimated audit hours,
DCAA developed agencywide priorities based on highest risk and determined that
current funding provides for performing only about 65 percent of the audits that are
required to be completed, DCAA based the FY 2010 priorities on the audits of highest
risk.

While the DCAA'’ Director stated that this process is consistent with the GAO’s
recommendation of performing a risk based approach to auditing rather than
“production line” auditing, we disagree. Our recommendation stated that DCAA
should consult with DOD stakeholders and engage outside experts to develop a risk-
based contract audit approach that identifies resource requirements and focuses on
performing quality audits that meet generally accepted government auditing
standards (GAGAS). We found no indications that any risk assessments were done at
a macro level to re-assess the appropriateness of performing 30,000 engagements
annually or that audit hours estimates were based on procedures that would support
sufficient testing. Further, there is no indication that DOD stakeholders or outside
experts were involved in DCAA'’s assessment. The clear imbalance of requirementis
and resources was, in part, responsible for the production-focused metrics and the
pervasive finding from our work on insufficient audit testing.

In implementing our recommendation related to a risk-based audit approach, DCAA
and its stakeholders in the DOD contracting and finance communities should take
steps to better align DCAA’s available resources with audit requirements. For
example, matters to consider include the materiality of contract dollars by
contractor, specific risks identified for individual contractors, and potential
reassignment of nonaudit work (e.g., voucher reviews to the Defense Finance and
Accounting Service, eliminating less significant requirements, and combining other
requirements into fewer audits. At the individual engagement level, the risk-based
approach should be designed to require the use of statistical sampling or other
representative testing at the areas with the highest risk and significance. As discussec
in our report, the lack of a risk-based approach constitutes a fundamental weakness
for DCAA and would require support and leadership from other entities within DOD
including the acquisition community and the DOD Comptroller to successfully
address.

In Ms. Stephenson’s written statement, she noted that GAO’s most recent
report did not include specific instances of management abuse. In
conducting this review, did you find continuing instances of management
abuse? Do you continue to receive hot-line complaints from DCAA
employees regarding abuse? If so, please explain in general terms the nature
of the abuse.
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We did not encounter specific instances of management abuse during our broad
audit, and identifying management abuse was not part of our audit objectives.
However, during our audit we continued to receive numerous hotline complaints
about DCAA audit quality and management abuse. For example as discussed in our
report, of the 34 hotline complaints we received since our investigation, 21 related to
abusive management actions, such as auditors being penalized for attempting to
perform what they believed was sufficient testing to support audit opinions and
auditors failing to complete work within established time frames. Further, DCAA has
received over 200 internal hotline complaints, many of which relate to abusive
management actions.

We have continued to receive hotline complaints from DCAA auditors regarding
management abuse since the September 23, 2009, hearing. One-third of the 34
complaints that we received relate to Western Region management. Several of these
complaints relate to management retaliation after auditors objected to their audit
findings being dropped. In many of these cases, the auditors had their performance
appraisals lowered from their previous year appraisals.

. In Mr. Hale’s testimony, he stated that DCAA, with the assistance of DOD,

needs to focus on three major issues: (1) improving the quality of audits, (2)
assessing the number and types of audits performed by DCAA, and (3)
assessing improvements to the process for resolving DCAA audit results to
ensure the audit findings are fully considered during contracting officer
deliberations. What are some specific steps that you believe the Comptroller
could take to help DCAA address these and other issues?

Developing a risk-based audit approach will help to improve audit quality as well as
facilitate an identification and assessment of the number and types of audits that
would provide the greatest assurance of protecting taxpayer interest within available
resources. DOD has established an appeals process that permits DCAA to seek
resolution when there are differences of opinion with regard to the resolution of audi
findings. Unresolved appeals would be elevated to the Under Secretary of Defense
for Acquisition, Technology, and Logistics and the Under Secretary of Defense
(Comptroller), acting as a team. As a matter of transparency, it is important for the
Under Secretaries to develop written protocols for resolving such appeals and
documenting the results of their decisions. In addition, the Comptroller could help
ensure that DCAA obtains outside technical expertise in auditing standards to advise
DCAA on needed revisions to audit policies and procedures and development of
training courses on auditing standards. As noted in our report, we found an insular
environment at DCAA. Hiring some outside expertise at the executive level,
especially in areas such as auditing standards, could help DCAA take a fresh look at
its audit methodologies and training and focus on specific problems, such as
insufficient audit testing. Further, the Comptroller could facilitate contacts with
professional enterprise risk management groups and ensure that funding is available
for DCAA to consult with outside experts in addition to DOD stakeholders to
facilitate the development of a risk-based audit approach. Clearly, strong leadership
and oversight from the DOD Comptroller in implementing our recommendations is
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critical. Moreover, the DOD Comptroller should ensure that DCAA has the necessary
support from the DOD contracting and finance communities in accomplishing
cultural change.

5. Mr. Heddell has disagreed with GAO’s recommendation that the DOD
Inspector General rescind its 2007 peer review of DCAA, although Mr.
Heddell has characterized it as “expired.” What is the difference and in
practical terms what does this mean for DCAA? What does it mean for DOD
and other agencies that rely on DCAA audits?

Auditors who assert that they follow GAGAS must have an external peer review every
3 years.” DCAA's 3-year period has passed without obtaining another peer review.
However, DCAA’s last peer review opinion has not “expired.” There is no such thing
as an “expired” opinion. A peer review opinion covers a specific period of time and
remains in effect, unless specifically rescinded, as an independent opinion about the
quality of audit work performed during that period. By failing to rescind the 2007 peer
review, the DOD Inspector General (IG) is effectively continuing to assert that during
the period from fiscal year 2004 through 2006, there is reasonable assurance that
DCAA audits were performed in accordance with professional standards. DOD IG is
making this assertion in the face of overwhelming evidence to the contrary, as
evidenced by 81 rescinded reports’ from this period and the DOD IG’s own findings of
quality control problems during the peer review. In practical terms, given the findings
from our two reports,’ DOD and other agencies that rely on DCAA audits in at least
some cases, would have inappropriately relied on flawed audit work. For example, in
the case related to the EELV Delta IV Buy III program, despite evidence to the
contrary, DCAA gave an “inadequate-in-part” opinion in its May 8, 2006, proposal
audit report, which allowed the contractor to recover $271 million of unallowable
costs for commercial satellite launch losses under this proposal and another $114
million related to the subsequent the Joint Venture contract. Had the audit been
performed properly, and the original findings by the DCAA auditors reported, the
contractor would not have been allowed to bill these millions of dollars of questioned
costs (i.e., losses) to the government, and the subsequent investigations and recovery
efforts for the improper payments would not have been necessary.

Another important implication for DCAA relates to audits it is currently conducting,
which must now be gualified. Because DCAA is no longer in compliance with the
external peer review requirement, its audit report opinion language must contain a
modified GAGAS statement to note that it has not met this requirement.

2 GAO-07-T31G1, § 3.55.

* In addition to the 80 rescinded reports noted in our September 23, 2009, testimony (GAO-09-1009T) DCAA has
rescinded the May 8, 2006, Evolved Expendable Launch Vehicle (EELV) Deita IV Buy 11T Audit report.

* GAO, DCAA Audits: Allegations That Certain Audits at Three Locations Did Not Meet Professional Standards
Were Substantiated, GAO-08-857 (Washington, D.C.: July 22, 2008) and DCAA Audits: Widespread Problems with
Audit Quality Require Significant Reform, GAO-09-468 (Washington, D.C.: Sept. 23, 2009).
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6. You and the DOD IG have explored the issue of management abuses in
DCAA’s Western Region, yet have come to somewhat different conclusions.
How do you account for that difference?

We believe the differences between the DOD IG findings and the findings in our
investigation relate to differences in documentation reviewed, the timing of the IG
investigation, and differences in the individuals interviewed. For exarmple, the IG's
finding that only one individual received instruction from management to withhold
information from investigators appears to be referring to the “gag order memo”
received by one employee—the GS-12 auditor who testified before the Committee
last year. Our report summarized a number of communications to auditors through
staff meetings, discussions, and e-mails. For example, an e-mail message sent to field
office auditors by the Western Region provided instructions about handling their
meetings with our investigators. This e-mail states, “You are not authorized to take
any audits or audit working papers with you to the interview unless they are cleared
through the Branch Manager first.” Several auditors told us that they feared reprisal if
their management knew what documents they had planned to give us. This also
posed a conflict of interest because the Branch Manager who was a subject of our
investigation was in a position to filter information before it was provided to us and
could also intimidate or discourage auditors from providing us information.

We also obtained written notes on a staff meeting that show auditors were concerned
about being fired if they spoke ill of the agency to outside parties or provided
information to parties outside the agency. The e-mail response from the supervisor
stated, “I don’t think “fired” was one of the items discussed - we only covered
reprimands/suspensions.” The auditors viewed this as a serious threat since
reprimands and suspensions are official disciplinary actions and are documented in
employee personnel files.

Further, the DOD IG issued the follow-up review 2 years after we interviewed
employees at the two DCAA locations. There was significant staff turnover and hiring
during this period. Consequently, IG auditors would not have interviewed all of the
same individuals that we met with during our investigation.

7. Both GAO and the IG found that supervisory auditors in DCAA’s Western
Region changed audit findings without support documenting a basis for those
changes. Ms. Stephenson has stated that she is legally unable to take action
against the supervisors identified in the GAO reports. Do you agree with Ms.
Stephenson’s view?

To determine what disciplinary action DCAA could take with regard to the
supervisory auditors and managers who did not follow professional standards, DCAA
and its legal advisors need to assess the facts of each case and the law applicable to
the type of adverse action that DOD could propose to take against those individuals.
Depending on the employment status of each supervisor and manager and the facts of
each case, the law may or may not preclude DCAA from taking certain adverse
actions against its employees.
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In general, adverse actions against employees fall into two categories: performance-
based (chapter 43 of title 5, U.S. Code) and disciplinary (chapter 75 of title 5, U.S.
Code). For unacceptable performance, agencies generally have 1 year from the time
of the performance in question to give notice to an employee of the agency's proposal
to reduce the employee's grade or remove the employee.’ However, for disciplinary
actions, there is no fixed, statutory time limit on when action may be taken. Under 5
U.S.C. §7513, disciplinary actions can be taken pursuant to agency regulations for
such causes as will promote the efficiency of the service. Instead, appellate
authorities, in cases interpreting this authority, have drawn inferences that an agency
is acting in bad faith or that there is insufficient cause for action when there were
lengthy delays in initiating the disciplinary action. Agencies may be able to overcome
such inferences by producing sufficient evidence to establish cause and good faith
action. These are also factual matters for the agency to assess when deciding whether
to initiate action. For members of the Senior Executive Service, performance-based
action generally may be taken for less than fully successful performance,’ and
disciplinary action may be taken only for misconduct, neglect of duty, malfeasance,
or failure to accept a directed reassignment or to accompany a position in a transfer
of function.” We have not conducted a legal analysis of each DCAA case to assess the
merits of DCAA’s decisions to take or not to take any adverse action because any
analysis will involve cost-benefit factors, including litigation costs and risks, that
DOD should assess for itself.

8. Some critics of GAO’s report on DCAA state that because the audits
reviewed were from 2004-2006, GAO did not acknowledge the impact of
changes made by DCAA. How would you respond to those critics?

Although the audits we reviewed related to prior years, DCAA has acknowledged that
many of the same issues continued into fiscal year 2009, For example, as discussed in
our report, DCAA’s quality assurance reviews for fiscal years 2007 and 2008 found the
same audit quality issues as our review of earlier audits. Further, the DCAA Director
has acknowledged that it will take several years for reforms undertaken in response
to our work to have a pronounced effect. On September 1, 2009, the DCAA Director
wrote to GAO stating that DCAA would not be ready to undergo a peer review by the
DOD IG until 2011. The Director stated that this would give DCAA time to develop
and implement policies during fiscal year 2010. Thus, it will be several years before
DCAA audit work is improved to the extent that an independent, external oversight
organization would be able to draw a conclusion about the overall impact of the
improvements.

In addition, we reported that DCAA has taken some steps that are intended to
improve the quality of DCAA audits. However, most of these changes related to
processes and have not addressed fundamental weaknesses in audit quality or

35 U.S.C. § 4303(c).
85 U.S.C. § 3592.
T5U.8.C. § 7543.
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approach. While the audits of contractor business system internal controls that we
reviewed covered fiscal years 2004 through 2006, these audits were still being relied
on for making decisions on contract pricing, award, and payment. Further, because
the opinions on these audits provide the basis for planning the nature, extent, and
timing of test work on other audits, such as contractors’ annual incurred cost audits,
they impacted billions of dollars in contract decisions. For this reason, DCAA has
rescinded 81 audit reports, stating that the support for the audit opinions was
insufficient and that the reports could not be relied on for making contract decisions.
We also found that DCAA had not sufficiently revised its most recent audit policies
and procedures issued during fiscal years 2008 and 2009, and its most recent audit
quality assurance reviews continued to find the same types of problems we reported.
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Gregory D. Kutz, Managing Director,
Forensic Audits and Special Investigations

Responses to Questions
from Senator Tom Coburn
Committee on Homeland Security and Governmental Affairs Hearing
on Defense Contract Audit Agency: Who Is Responsible for Reform?
September 23, 2009

1. What would be the practical effect of ending or phasing out the direct bill
program utilized by the Department of Defense?

DCAA approval of contractor participation in the direct-bill program allows
contractors to submit invoices directly to a government disbursing office without
prior review. Ending this program would mean that all contractor invoices would
require some level of scrutiny by management prior to payment, Under DOD's
existing policy,’ phasing out the direct-bill program would mean that DCAA would
perform limited reviews of coniractor interim cost-reimbursement vouchers for.
certain information on the voucher itself, such as computation of amounts and
consistency with contract payment terms. However, this policy calls for less stringent
review than for other contract payments, such as vendor payments, for which
contracting officers, certifying officers, or possibly program managers need to review
contractor invoices prior to payment to assure that contractor billings represent
goods and services provided to the government and that amounts billed comply with
law, federal acquisition regulations, cost accounting standards, and contract terms.
As we noted in our audit report, 31 U.S.C. § 3521(b) authorizes agency heads to carry
out a statistical sampling procedure, within certain parameters, to audit vouchers
when the head of the agency determines that economies will result. Further, as the
Defense Finance and Accounting Service (DFAS) expands the implementation of
forensic software used for accounting and payment reconciliations, which has
identified hundreds of millions of dollars in duplicate invoices and other billing
errors, it may be more effective to rely on DFAS to perform reviews of contractor
invoices.

The direct-bill program is one of the areas that DOD should consider in developing a
risk-based contract audit approach. For example, DCAA voucher reviews are
nonaudit services that DCAA performs to support contracting officers and certifying
officers. As discussed in our report, in developing a risk-based approach, it will be
important for DCAA to work with key stakeholders in the DOD contracting and
finance communities to re-evaulate whether DCAA, as an independent audit
organization, should perform any nonaudit services, such as reviewing contractor
invoices prior to payment by the government and performing financial liaison
advisory services for contracting officers.

® Department of Defense, Financial Management Regulation (FMR), vol. 10, ch. 10, § 100202,
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2. At what point is an aggressive change in leadership at DCAA warranted? In
your opinion, are large government organizations attempting comprehensive
change able to achieve this change with the same personnel?

On October 26, 2009, the DOD Under Secretary of Defense (Comptroller) announced
that effective November 9, 2009, Mr. Patrick Fitzgerald, the current Auditor General
of the Army, will be taking over as the new DCAA Director. Mr. Fitzgerald is a CPA
and has almost 30 years of audit experience. He currently heads up the DCAA
Oversight Committee, which the DOD Comptroller set up in March 2009 to help
provide increased DCAA oversight.

While the role of the DCAA Director is crucial to effective organizational reform, it is
also important to acknowledge the leadership role that the DOD Comptroller and
Secretary of Defense must play in addressing DCAA’s fundamental weaknesses. For
example, in July 2008, we reported’ that DCAA viewed its customer as the contracting
officer, not the taxpayer. In response to our investigation, the Defense Business
Board recommended that the Secretary of Defense revise DCAA’s mission statement
to identify the taxpayer as the primary customer and focus on core audit services that
ensure taxpayer dollars are spent on fair and reasonable contract prices. In
September 2009, we reported that DOD had not yet acted on this recommendation.
The success of the change depends on the tone set by agency leadership and the
abilities of the personnel and the types of changes that are necessary, among other
factors.

Our work" to identify useful practices and lessons learned from mergers,
acquisitions, and cultural transformation of large public and private sector
organizations and our work to assess federal agency management reform related to
implementation of the Government Performance and Results Act” found a number of
key practices that are at the center of management success as federal agencies seek
to transform their organizations and cultures in response to governance challenge.
These practices include the following:

» Ensuring that top leadership drives the transformation. Leadership must
set the direction, pace, and tone for the transformation and is essential to provide
a clear, consistent rationale that unites employees behind a single mission to
guide the transformation. While the indispensable role of top leadership was cited
(in the federal context, the agency Secretary, Deputy Secretary, and other high-
level political appointees), it was also noted that it is important to have a cadre of
champions (such as political and career executives) from within the organization

® GAO-08-857.

'Y GAO-09-468.

" GAO, Highlights of a GAQ Forum. Mergers and Transformation: Lessons Learned for a Department of
Homeland Security and Other Federal Agencies, GAO-03-293SP (Washington, D.C.: Nov. 14, 2002).

2 GAO, Executive Guide Effectively Implementing the Government Performance and Results Act, GAO/GGD-96-
118 (Washington, D.C.: June 1996).
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to work with top leadership to ensure changes are thoroughly implemented and
sustained over time.

s Establish a coherent mission and integrated strategic goals to guide the
transformation. Mission clarity is especially essential to define the purpose of
the transformation to employees, customers, and stakeholders. In addition, the
strategic goals must align with and support the mission and serve as the
continuing, visible guideposts for decision making. The mission and strategic
goals must be clear to employees, customers, and stakeholders and be seen as the
driving force of the changes that are being made. A well-defined mission and
strategic goals also are essential to helping the new organization and its
customers and stakeholders make intelligent trade-offs among short- and long-
term wants, needs, and affordability and to ensuring that program and resource
commitments made early in the transformation process are sustainable over the
long run.

* Focus on a key set of principles and priorities at the outset of the
transformation. In bringing together the originating components, the new
organization must have a clear set of principles and priorities that serve as a
framework to help the organization create a new culture and drive employee
behaviors. Leadership identifies these principles and priorities at the outset of the
transformation. These principles and priorities include emphasizing and enforcing
the core values that are fundamental to the organization.

Given the problems with DCAA's management environment, which included a focus
on producing audit reports over assuring quality audits that protect taxpayer interest
and employee fear of reprisal if they disagreed with management decisions, it will be
important for the new DCAA Director to reinforce core values and hold managers
accountable for their actions. As a positive set of core values becomes embedded in
the organization along with the new mission statement and strategic goals, these core
values can serve as an anchor that remains valid and enduring as DCAA undergoes its
cultural transformation.

Should GAO begin another report next year on DCAA to monitor changes
and compliance with recommendations?

We would be pleased to meet with Committee leadership to discuss follow-up work
on DCAA. As part of its audit close-out process, GAO follows up on all
recommendations to determine whether, and to what extent, they have been
implemented. Upon request, we will provide this information to the Committee as it
becomes available, regardless of whether we conduct further audit work.

What impact will GAO’s report have on the ability of other auditors and
Defense Department management to rely on DCAA’s work?

The substantial evidence of widespread audit quality problems that we found at
DCAA significantly impact the ability of other auditors and DOD management to rely
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on DCAA’s work for decision making on contract pricing, contract awards, and
payment. As of mid-October 2009, DCAA had rescinded 81 audit reports in response
to our work and the DOD Inspector General’s (IG) follow-up audit because the audit
evidence was outdated, insufficient, or inconsistent with reported conclusions and
opinions and reliance on these reports for contracting decisions could pose a
probiem. About one-third of the rescinded reports relate to unsupported opinions on
contractor intemal controls and were used as the basis for risk assessments and
planning on subsequent internal control and cost-related audits. Other rescinded
reports relate to cost accounting standards compliance and contract pricing audits.
Because the conclusions and opinions in the rescinded reports were used to assess
risk in planning subsequent audits, they impacted the reliability of hundreds of other
audits and contracting decisions covering billions of dollars in DOD expenditures.
The impact of DCAA's work goes beyond DOD to the National Aeronautics and Space
Administration and the Departments of Homeland Security, Energy, Health and
Human Services, and others.

5. What impact do the DCAA audit deficiencies identified in your report have
on Congress’ ability to rely on DCAA to identify and report questionable
contractor costs?

Based on substantial evidence of widespread audit quality problems at DCAA,
Congress, DOD, and taxpayers lack reasonable assurance that DCAA is able to
effectively identify and report questionable contractor costs, as well as determine the
adequacy of contractor systems and proposals, DCAA’s failure to perform sufficient
testing to support audit conclusions and opinions, as required by generally accepted
auditing standards (GAGAS),” leave the government and taxpayers vulnerable to
fraud, waste, abuse, and mismanagement. For example, DCAA has used poor-quality
audit work as the basis to admit contractors into DOD’s direct-billing program, which
subsequently allowed contractors to bill the government with very limited review of a
few selected invoices prior to their submission for payment. In response to our
findings, DCAA has rescinded 81 audit reports and removed over 200 contractors
from the direct-billing program.

6. According to DCAA’s website it claims that it “audited $130 billion in costs
incurred on contracts... Approximately $3.3 billion in net savings were
reported as a result of audit findings.” Is this statement reliable in light of
your recent report? Does this imply that DCAA could find even more savings
if it functioned properly?

We did not independently validate DCAA reported questioned costs or net savings. As
discussed in our report, for fiscal year 2008, DCAA reported $6.7 billion in questioned
costs of which $4.2 billion was sustained by contracting officers. DOD contracting
officers are responsible for using DCAA recommendations to disallow questioned
costs.

3 GAO-03-673G, § 6.04b.

13
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The $3.3 billion in net savings is the amount the government reportedly saved. For
example, for incurred cost audits, DCAA guidance" for calculating net savings is as
follows:

(1) Under cost-type contracts, the questioned costs sustained to be reported is the
same as the net savings amount.

(2) Under incentive-type contracts, the net savings amount to be reported is the
government’s share of any questioned costs sustained.

(3) For overhead, general and administrative expense, and home office allocations,
net savings will be calculated using the mix of contracts in (1) and (2) above
applied to the questioned cost sustained.

For pricing proposal audits, DCAA guidance” states that net savings is the amount of
cost, profit/fee, or both that the government saves through sustaining the auditor’s
findings (e.g., questioned cost). The amount of savings depends on the type of
contract negotiated.

DCAA internal audit quality reviews continue to identify significant recurring audit
deficiencies in pricing and incurred cost audits. DCAA audits of contractor pricing
proposals and incurred costs are the source of most DCAA questioned costs and
dollar recoveries. Accordingly, we expect that improvements in DCAA'’s risk-based
audit approach, sufficiency of testing, and independence have the potential to result
in increased questioned costs and savings to taxpayers.

" Defense Contract Audit Agency, DCAA Guidance for Calculating and Reporting Audit Results in the
DCAA Management Information System (DMIS), Revision 1, (January 2008), app. A, § I1. C. 6.
SDMIS, app. A, § V.C. 3.and § VI, C. 2.

14

VerDate Nov 24 2008  13:37 Apr 18, 2011 Jkt 053841 PO 00000 Frm 00102 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.068



VerDate Nov 24 2008

99

Post-Hearing Questions for the Records
Submitted to the Honorable Gordon S. Heddell
From Senator Joseph 1. Lieberman

Subject: Defense Contract Audit Agency: Who is Responsible for Reform?
September 23, 2009

L Based on the testimonies of yourself and the other witnesses about the problems at
the Defense Contract Audit Agency (DCAA) and the steps Ms. Stephenson has
taken to address those problems, what are the most pressing reforms that you think
are still needed at DCAA?

Answer. One of the more important areas that DCAA needs to address is the reform of a
long-standing culture of focusing on quantity over quality. Emphasis from strong leadership at
the top and down through all levels of supervision with follow-up can change this environment,
especially when coupled with careful attention to DCAA staff concerns. Not only will less
emphasis on time-based metrics improve the quality of DCAA audits by allowing a more —
deliberative process, but it will also improve morale by providing DCAA employees’ a greater
sense of the value of their contribution to the procurement process. It will encourage a more
rigorous review of contract actions to ensure proper procurement practices. The Office of
Personnel Management administered an organizational assessment survey of DCAA in October
2008,before s everal of DCAA’s corrective actions ook effect. Therefore, I would recommend
that OPM conduct a resurvey in the near future to gauge the effectiveness of DCAA corrective
actions and to set another benchmark for future evaluations.

2 One concern our staff has heard from DCAA employees is that they do not trust
either DCAA headquarters or the IG's office to adequately follow up on their
concerns. Are you aware of this distrust, and if so, what are you doing to restore thi
trust that employees have in your offices?

Answer. [ am not aware of such distrust of the DoD IG nor have evidence to that effect.
Nonetheless, we are constantly assessing our Hotline to ensure it has the resources needed to
promptly and accurately evaluate complaints and to ensure that investigations of those
complaints are thorough and complete. Whistieblowers are a vital source of information for
Inspectors General in performing their mission to detect and prevent fraud, waste, abuse and
mismanagement. Promoting trust among individuals, within and outside government, to come
forward with information is always a priority for my office. I believe that the Defense Hotline
Program continues to be viewed by DoD civilian and contractor employees, military service
members and the public as a trusted, viable means of reporting improprieties affecting the
Department. We continue to receive close to 14,000 contacts annually and have not seen a
decline in the number of allegations submitted pertaining to DCAA. To maintain that trust we
must continually strive to do a better job in being responsive to whistleblowers by ensuring
complaints are handled promptly and appropriately. Whistleblower protection is critical to the
success of the DoD Hotline Program. Consequently, in carrying out our primary mission of
providing a confidential and reliable vehicle for reporting fraud, waste, abuse, and
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mismanagement, we make every possible effort to protect the identities of all IG sources of
information.

3. As you know, in some small DCAA offices, it would be pretty easy to figure out who
complained, even if the name is not revealed. I am sure you recall that last year the
Committee was extremely concerned that the IG had not protected the identity of
one auditor who had contacted your hot-line. What are you doing to ensure that
those who lodge complaints are protected from retaliation?

Answer. As a result of concerns raised at the hearing before this Committee last year, we
have implemented new procedures for handling Hotline complaints pertaining to DCAA.
Hotline allegations regarding auditors, audit organizations, deficient audits, and abusive work
environment issues are referred internally to our Audit Policy and Oversight Directorate. We
have also continued our standard practice of removing complainant’s personal identifying data
from Hotline referrals unless we have the complainant’s consent for release.

In order to strengthen our policies and procedures to protect our Hotline sources, we have
also redesigned our case processing forms and added clear instructions as to their proper, official
use. In addition, we have also revised the warning statement affixed to all Hotline complaints:

This is a Department of Defense Inspector General (DoD IG) document and may
contain information that could identify an IG source. The identity of an IG source must
be protected. Access to this document is limited to persons with the need-to-know for the
purpose of providing a response to the DoD IG. Do not release, reproduce, or
disseminate this document (in whole or in part) outside DoD without the prior written
approval of the DoD IG or designee. Do not permit subjects, witnesses, or others (o
receive, review, or make copies of this document.

In October 2008 we completed a revision of our Hotline operating instruction. The
revised instruction provides detailed guidance for our staff with regard to the proper evaluation
and handling of Hotline allegations.

4, In Mr. Hale's testimony, he stated that DCAA, with the assistance of DOD, needs to
focus on three major issues: (1) improving the guality of audits, (2) assessing the
number and types of audits performed by DCAA, and (3) assessing improvements to
the process for resolving DCAA audit results to ensure the audit findings are fully
considered during contracting officer deliberations. What are some specific steps
that you believe the Comptroller could take to help DCAA address these and other
issues?

Answer. The Comptroller in performing his management function over DCAA needs to
determine the specific steps he should take to help DCAA address these and other issues.
Timely implementation of the Defense Business Board recommendations will address some
issues. For instance, the Comptroller now has a DCAA audit advisory committee to provide him
and his staff advice on what potential actions can be taken to improve DCAA audit quality and
effectiveness. He and his staff are responsible for managing DCAA’s implementation of
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solutions and taking appropriate actions if improvements do not materialize in a reasonable time
period. My office looks forward to working with the Comptroller, when appropriate in an
advisory capacity, to effect the much needed improvements to not only DoD contract audits but
the overall DoD acquisition environment.

S. In your response to GAO's draft report, you disagreed with GAO's
recommendation that the DOD Inspector General rescind its 2007 peer review of
DCAA, although you have characterized it as ""expired.”” What is the difference
between the two actions and in practical terms what does this mean for DCAA?
‘What does it mean for DOD and other agencies that rely on DCAA audits?

Answer. If the opinion report was rescinded, any reported deficiencies would be
removed from the official record. By expiring the opinion, the report is allowed to remain part
of the record and continues to document repeat deficiencies and the potential failure of DCAA to
adequately correct them. GAO identified other deficiencies and problems as a result of its audit
and hotline investigation. Given the recent GAO report findings, the IG decided to place an
expiration date on DCAA’s clean opinion so that DoD and other agencies do not continue to rely
on the May 1, 2007, peer review opinion in relation to current Defense Contract Audit Agency
work.

After August 26, 2009, DCAA had to qualify all its audit reports with a modified
generally accepted government auditing standard (GAGAS) statement noting an exception to
compliance with the Quality Control and Assurance standard. DCAA was also to publicly
disclose on its website the GAO concerns regarding the reliability of DCAA audit reports issued
during the period covered by IG DoD May 2007 opinion which covered the year ending
September 30, 2006, DCAA has published its memorandum explaining the expiration of the
peer review opinion, but has not yet published the GAO concerns.

Users of DCAA reports including non-DoD organizations should assess for themselves
what additional oversight or monitoring steps they need to conduct to rely on DCAA work. To
date, two Offices of Inspectors General have contacted us to discuss additional monitoring
activities until DCAA receives its next peer review opinion.

6. Given the DOD IG's audit policy and oversight role, and the need to help DCAA
assure effective corrective actions, do you agree that DCAA should seek another
peer reviewer when it is ready for the nex¢ peer review in order to aveid a conflict?

Answer. The Inspector General Act requires that DoDIG provide policy direction,
monitor and evaluate contract audits within the Department. Peer review is one way in which we
have chosen to fulfill our statutory responsibility. No conflict exists that would impair us from
conducting the peer review. DCAA and my office plan to get GAO’s perspective on what
organizations could perform the DCAA peer review. I am, however, concerned that if my office
does not perform the DCAA peer review, it could be viewed as avoiding its statutory
responsibility under Section 8(c)(6) of the Inspector General Act for performing oversight of
DoD contract audits. My office is committed to ensuring that the peer review is conducted in
compliance with generally accepted government auditing standards and uses appropriate best
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practices from other peer review administering entities, no matter who performs the next DCAA
peer review. Potential options include establishing a peer review team made up of
representatives from other Inspectors General audit organizations with my office overseeing the
peer review.

7. Contractors should be treated fairly and professionally by government auditors.
One issue of concern is DCAA's decision to eliminate the category of "inadequate in part"
opinions, and to rely on just two categories, ""inadequate’ or "adequate.” GAO's report
points out that this decision could unfairly penalize contractors whose systems have less
severe deficiencies by giving them the same opinion - "inadequate" - as contractors having
material weaknesses or serious deficiencies. What is your view of DCAA's decision?

Answer. It is a little early to assess the impact of this decision. DCAA revised its
guidance in December 2008. This issue would be covered in our next peer review. However, if
GAO agrees with DCAA’s request for a 2-year delay of the peer review, we plan to review this
issue as one of seven identified high risk areas to determine what, if any,i mpact there is as a
result of changing the policy and removing the “Inadequate in Part” opinion.
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Post-Hearing Questions for the Records
Submitted to the Honorable Gordon S. Heddell
From Senator Claire McCaskill

Subject: Defense Contract Audit Agency: Who is Responsible for Reform?
September 23, 2009

1. Why, if the DOD 1G acknowledges that the most recent peer review of DCAA is not
reliable, will you not re-examine the clean opinion given to DCAA in that peer
review? Isn't it true that, despite your claim to the contrary, a peer review never
expires?

Answer. We have not acknowledged that the most recent peer review of DCAA is not
reliable. We have acknowledged that the concerns raised in the GAO reports coupled with the
significant deficiencies identified in our May 1, 2007, peer review report warranted action on our
part. As requested in the GAQ draft report of July 2009, we reconsidered the clean opinion and
opted not to rescind or modify the report. Many of the findings regarding DCAA deficiencies
were the same in both the GAO report and our May 2007 peer review report. The IG DoD
opinion was based on a wider cross-section of audits, as required by Government Auditing
Standards. We determined that the deficiencies were not sufficiently systemic to warrant a lesser
opinion.

We disagree with the position that a peer review opinion neither expires nor carries forward
beyond the period covered by the peer review. GAO identified other deficiencies and problems
as a result of its audit and hotline investigation. Given the recent GAO report findings, I decided
to place an expiration date on DCAA’s clean opinion. Additionally, we believe the organization
issuing the opinion has the authority and responsibility to set the date and conditions for its
expiration. We recognized that this was an extraordinary action. However, given the serious
nature of the subsequent information identified in the GAO report, I maintain that this action
ensured that users of DCAA reports would be informed of the GAQ identified deficiencies and
preclude persons from continuing to rely on the clean opinion in the May 1, 2007, peer review
opinion in relation to current Defense Contract Audit Agency work.

As long as a peer review opinion is available publicly, there is the potential that persons will use
it as a basis for assuming that the work of the organization meets standards currently. In
addition, if the opinion report was rescinded, any reported deficiencies would be removed from
the official record. By assigning an expiration date to the opinion, the report is allowed to
remain part of the record and continues to document repeat deficiencies and potential failure of
DCAA to appropriately correct them.

2. What role would the auditor in charge of the last peer review have in the upcoming
review of DCAA by your office? Given the tacit acknowledgement that the results of
that peer review were flawed, is it wise to have the auditor in charge of that peer
review work on the next one?
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Answer. The auditor in charge of the last peer review will be the Program Director on
the upcoming review of DCAA by my office. She will be under the supervision of the Assistant
Inspector General for Audit Policy and Oversight (AIG APO) who was selected for the AIG
position effective September 1, 2008. The AIG APO was not involved in the last peer review,
but became directly responsible for DCAA oversight in February 2008. The AIG APO has
extensive OIG peer review experience. Additionally, she has worked on the working groups for
the last three updates to the PCIE (now CIGIE) Guide for Conducting External Peer/Quality
Control Reviews of OIG Audit Operations.

We are considering alternatives to my office performing the peer review due to our
interest in focusing our attention on performing more targeted reviews in high-risk areas such as
was done for the GAO audit.

3. I know that the DOD IG has been working with DCAA as they try to fix this mess.
Isn't it true that current DOD OIG follow-up includes reviewing new DCAA policies and
procedures and advising DCAA of their adequacy, as well as helping DCAA with quality
assurance training and advising on quality assurance program improvements? If this is
the case, isn't it possible that it will be difficult for DOD IG to maintain its independence
and perform the next peer review?

Answer. We consider our policy and oversight monitoring activities as routine audit
advice and consistent with our statutory responsibilities. When requested, we provide comments
on draft DCAA policies, emphasizing that our comments are only advisory. We point out
obvious or potential non-compliances with standards. We give advice to other DoD audit
organizations in similar situations. We have facilitated DCAA quality assurance staff attendance
at the CIGIE peer review training. This training is available to all Office of the Inspectors
General (OIG) staff who will perform peer reviews of other OIG audit organizations. We keep
up-to-date on quality assurance program review results as part of our statutory contract audit
monitoring function. We provide advice on quality assurance program improvements through
recommendations in our oversight review reports and memoranda. These activities are
consistent with our statutory responsibilities and the generally accepted government auditing
standard on independence and do not impair our independence in performing the peer review.
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Post-Hearing Questions for the Records
Submitted to the Honorable Gordon S. Heddell
From Senator Tom Coburn

Subject: Defense Contract Audit Agency: Who is Responsible for Reform?
September 23, 2009

1. ANl DCAA audits must note that DCAA does not have an external opinion on its
quality control system under General Accepted Government Accounting Standards.
Should Congress appropriate funds to contract for non-federal audit services to perform
audits in line with GAGAS standards as a temporary measure?

Answer, DCAA was formed to provide uniformity in DoD contract audits. Using non-
federal audit organizations to perform DoD contract audits could result in inconsistent treatment
of similar issues at contractor locations. Inconsistencies would also negatively impact the
acquisition community and, therefore, the overall acquisition environment. Additionally, the
already strained DoD oversight resources would be spread between DCAA and the non-federal
audit organizations. Available funds would be best invested in additional DoD oversight
resources (e.g., more oversight auditors) to have the greatest chance of positively impacting the
quality of DoD contract audits in the shortest time possible.

2. Why has DOD IG not rescinded its clean opinion on the peer review of DCAA that
was completed in 2007?

Answer. We have not rescinded our opinion on the peer review of DCAA for the period
ended September 30, 2006, for various reasons. First, many of the findings regarding DCAA
deficiencies were the same in both the GAO report and the IG DoD’s opinion report. Secondly,
the 1G DoD opinion was based on a wider cross-section of audits as required by Government
Auditing Standards. Thirdly, we determined that the deficiencies were not sufficiently systemic
to warrant a lesser opinion. Finally, if the opinion report was rescinded, any reported
deficiencies would be removed from the official record. Regardless, as a result of the additional
questions and deficiencies identified by GAO in its July 2009 draft report, I terminated the May
2007 opinion and announced the next peer review for the year ending September 30, 2009.

3. Does DCAA always have to utilize the Washington Headquarters Services' office of
Legal Counsel when needing a legal opinion on its activities? Does DCAA need its own
Iegal counsel?

Answer. The DoD IG has not examined in detail the current arrangements between
DCAA and the Department of Defense regarding the provision of legal counsel. It is the
understanding of this office that the DCAA is assigned attomeys from the DoD Office of
General Counsel through the Defense Legal Services Agency (DLSA), which is a DoD agency
under the direction, authority, and control of the General Counsel of the Department of Defense
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(GC, DoD) that provides legal advice and services for the Defense Agencies, DoD Field
Activities, and other assigned organizations. It is our understanding that DCAA, like many other
DoD agencies, utilizes DLSA attorneys assigned to the Washington Headquarters Service for its
internal personnel matters.

4. In your opinion, does "additional training” for senior audit supervisors who fail to
conduct audits properly send the proper message to an organization that a failure to
adhere to standards will result in meaningful consequences?

Answer. Additional training can be one step in sending the message that a failure to
adhere to standards will be addressed on an individual employee basis when necessary. The rest
of the solution needs to come from strong leadership through which DCAA managers emphasize
the importance of conducting quality audits to the DCAA workforce. DCAA can promote a
culture of excellence by identifying best leadership practices that enable DCAA employees to
challenge existing processes that impede the conduct of quality audits, allow DCAA employees
to develop competencies that would improve the quality of DCAA audit work, and encourage
open communication between DCAA managers and employees.
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Post-Hearing Questions for the Kecord
Submitted to the Honorable Robert F. Hale
From Senator Joseph 1. Lieberman

“Defense Contract Audit Agency: Who is Responsible for Reform?”
September 23, 2009

Based on the testimonies of GAO and the DOD IG about the problems at the Defense
Contract Audit Agency (DCAA) and the steps Ms. Stephenson has taken to address those
problems, what are the most pressing reforms that you think are still needed at DCAA?

Answer: The most pressing reform issue at DCAA relates to assessing the number and types
of audits performed by DCAA and as to whether all audits currently required by acquisition
laws and regulations are appropriate. USD(C) has asked the DCAA oversight committee to
establish this as the top priority. DCAA has already taken the first step in this process by
instituting a revised process for determining the FY 2010 audit requirements utilizing a risk-
based approach consistent with the GAO and Defense Business Board recommendations.
Based on the audits required under laws and regulations and an estimate of the audits
required to meet contracting officials’ demand requests, DCAA developed the hours
necessary to accomplish the workload, taking into consideration the risk of the various
contractors, the skill level of the audit staff and an estimate of the hours required to comply
with the auditing standards. Based on this assessment, DCAA established the FY 2010
priorities considering current staffing based on the audits of highest risk. DCAA engaged the
Army Force Management Support Agency to evaluate DCAA’s process for planning FY
2010 audit needs as well as our staffing requirements. My oversight committee will review
these actions and perform an independent assessment and provide me recommendations. To
assist in this assessment, DCAA has arranged to brief Mr. Shay Assad, Director, Defense
Procurement and Acquisition Policy (DPAP), and a key member of my senior USD(C) staff
on the current workload requirements.

Another major reform relates to assessing improvements in the process for resolving
DCAA audit results to ensure audit findings are fully considered during contracting officer
deliberations. The independent DCAA voice must be heard in the contracting process to
ensure the public interests are protected. USD(C) is working with DPAP to develop policy
that provides for elevating major disagreements between DCAA and the acquisition officials.
The procedures will call for bringing the issues to USD(C) and the USD (AT&L) if they
cannot be resolved at a lower level.

The third area of concern needs to be the continuous focus on improving the quality of
audits, especially the approach to auditing contractor business systems. We know how
important this is to the credibility of the DCAA audits and to the importance of protecting the
taxpayers’ dollars. This will continue to be a top DCAA area of interest which is why they
did a quick fix to address the issue in the training arena and issued several memos based on
current policy. DCAA also has a project that is assessing the audit approach to each system
that is being completed over the next few years. We know this is not a one-time fix, but it is
a systems-by-systems revised audit approach.
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2. In light of the high volume of audits performed by DCAA, one of the major
recommendations of both GAO and the Defense Business Board is for DCAA to move to a
more risk-based auditing approach.

a. What do you see as the role of the Comptroller in deciding where DCAA’s focus
should be?

Answer: My main role is to support a Director who can provide focus to DCAA,
My other role is to support the Director. See also response to QFR #1. As stated
above, this is the most pressing reform issue also at DCAA. The DCAA oversight
committee will provide guidance and oversee the actions that DCAA and the
acquisition community take in this area.

b. Do you agree with GAO that DCAA is simply doing too many audits per year —
usually around 30,000 audits per year — with the level of auditors it has, which is now
around 38007

Answer: Yes. However, a study has to be conducted to ascertain what are the right
audits for DCAA to perform to protect the public’s interests.

3. Both GAO and the IG found that supervisory auditors in DCAA’s Western Region changed
audit findings without support documenting a basis for those changes. My understanding is
that the only thing that has happened to those people is that they were sent to training and, in
fact, some of those people had been promoted before our hearing last year. In light of Ms.
Stephenson’s view that legally she cannot take action to demote these people or to take other
disciplinary action, do you believe these supervisors in the Western Region should be under
closer scrutiny to ensure that they adhere to Generally Accepted Government Auditing
Standards and do not continue the problems cited by GAO and the IG?

Answer: The Under Secretary of Defense (Comptroller) continues to press the lawyers to
accomplish appropriate disciplinary actions and has assigned a member of his staff to assist
in this process. The Director of DCAA has made several visits to the Western Region
emphasizing audit quality and that it will not be sacrificed for any reason. In addition,
DCAA has issued several guidance memorandums clarifying its policies for strengthening its
compliance with GAGAS. As I believe the GAO agrees, the root causes for many of the
GAGAS noncompliance’s related to the prior DCAA performance measures that contributed
to a “production” approach to auditing. As the GAO acknowledges, in September 2008,
DCAA took aggressive action by revising the performance measures to promote quality
audits.

4. Although you pointed out in your testimony the three main issues you think DCAA must
address, you did not discuss the specific actions your office will take.

a. Recognizing that your office has conducted a “tiger team” review of DCAA and has
facilitated the movement of money from DOD’s Acquisition Workforce Development
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Fund to help DCAA hire new auditors, what other specific steps are you taking to
help DCAA go through the cultural transformation it needs?

Answer; The Under Secretary of Defense (Comptroller) recently appointed a new
DCAA Director to bring fresh eyes and aid in cultural transformation. The cultural
transformation is an on-going process that is encouraged by the Department in several
ways. As discussed above, we have engaged the Director (DPAP) to work with my
staff and DCAA to work on these major reform issues facing DCAA. Additionally, |
will continue to ask for feedback from DCAA leadership on how their training
programs emphasize the needed increase for audit quality, with particular focus on
auditing contractor business systems and sampling techniques. These reforms and
changes will be coupled with the work being done by the Center for Defense
Management Reform at the Naval Postgraduate School. The cultural changes are
addressed and discussed at the quarterly DCAA Executive Steering Committees
(ESCs), and I send a senior staff member, who has DCAA oversight responsibilities,
to these ESCs. Finally, the DCAA Oversight Committee (DOC) is charged with
giving me advice on the strategic cultural changes.

b. What role will you personally play in overseeing the transformation of DCAA?

Answer: My main role is to appoint astron g Director and provide that person
support. In addition to the daily or weekly phone/email contacts with the DCAA
leadership I meet on a regular basis with the DCAA Director, and [ am briefed on the
various issues and concerns. [ also meet with the DCAA Oversight Committee
(DOC) and will take prompt actions on their recommendations. In addition, I will
participate in settling significant disagreements between DCAA and the acquisition
community to ensure the independent audit voice is heard and issues are addressed. I
have assigned a senior member of my staff with DCAA oversight responsibility, and
she has direct and prompt access to me on a daily basis.

5. The Defense Business Board recommended that DCAA’s mission statement be revised to
make clear that protecting the taxpayer’s interest is a key part of DCAA’s mission. My
understanding is that the new mission statement is pending approval by the Office of the
Secretary of Defense. What is the basis for the delay? When do you expect the new mission
statement to be approved? What action can you take to expedite this process?

Answer: The Department is currently seeking final coordination on a revised DCAA
mission statement which is included in an updated DoD Directive 5105.36, DCAA. We are
working with the specific offices that have not yet coordinated on the final draft. I have
tasked my DCAA oversight staff member to give me regular updates on the status of the final
coordination process until the directive gets a final approval signature.

6. The Defense Business Board concluded that DCAA’s decentralized structure dilutes the
effectiveness of managerial oversight and affects audit quality. The Board made some
specific recommendations for DCAA to create a Chief Operating Officer and a Chief
Planning and Quality officer, as well as a Chief of Internal Review who would serve as an
ombudsman between DCAA staff and management.
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a. What do you think of these recommendations?

Answer: | believe portions of the recommendations have merit while other portions
need further study by the new DCAA Director. In fact, DCAA has already
established an SES-level position for the Chief of Integrity and Quality Assurance.
On October 9, 2009, DCAA submitted a request for a new Senior Executive Service
position for a Chief of Internal Review/Ombudman. DCAA has already assigned a
dedicated team to the ombudsman function within the Agency. Last year, DCAA
established an anonymous web site and ombudsman program for employees to report
inappropriate actions by management or other employees.

The recommendations to establish additional positions appear somewhat
duplicative of the positions already established at DCAA. This recommendation will
require further study considering the amount and type of audits DCAA performs.
Once the oversight committee substantively accomplishes our primary project for
assessing the number and types of audits DCAA performed, I will ask my oversight
committee to look into the feasibility of creating other positions as described by the
Defense Business Board.

b. Do you think you have a responsibility to determine what organizational changes
should be made within DCAA?

Answer: Yes. USD(C) has the responsibility to make the necessary organizational

changes at DCAA. As you know, the USD(C) recently took the major step of
appointing a new director for DCAA.
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Post-Hearing Questions for the Record
Submitted to the Honorable Robert F. Hale
From Senator Claire McCaskill

“Defense Contract Audit Agency: Who Is Responsible for Reform?”
September 23, 2009

Can you explain why DCAA should not have access to truly independent legal advice? How
can an attorney who is part of DOD General Counsel truly represent the interests of DCAA?

Answer: The mission of the DCAA Office of General Counsel is to provide a full range of
legal services to the Agency in support of the Agency’s audit mission for the Department of
Defense. These legal services include: advice on the audit mission (contract questions that
arise during the audit); audit policy; litigation support to DoD, the Services and the
Department of Justice on audit issues; ethics advice; personnel and labor advice; FOIA and
Privacy Act issues; fiscal law; security; and administrative Jaw. The General Counsel is the
chief legal advisor for DCAA and renders independent legal advice to the senior
management of DCAA through the various directorates of the Agency. The DCAA General
Counsel only coordinates with the Pentagon on those matters that are assigned by the
Pentagon (litigation) and on matters that affect DoD as a whole. Otherwise, the DCAA
General Counsel’s mission is to independently render legal advice that represents the
interests of DCAA.

At the hearing you mentioned that the newly formed DCAA Oversight Committee should
pay careful attention to the Director of Defense Procurement and Acquisition Policy, D-PAP,
as the “key customer for DCAA,” further stating that “we want to keep them in mind as we
work to improve the agency's performance.” Who do you believe is DCAA’s primary client?
Do you feel DCAA maintains the independence and objectivity it needs to achieve the goal
of an audit?

Answer: We fully understand that the public is the primary client of DCAA, and in order to
support the public, DCAA must provide independent and objective audit assessments.
USD(C) concurs with the Director, DPAP, in that DCAA plays a vital role in the acquisition
process. USD(C) has identified an initiative to assist DCAA in its cultural transformation
relating to assessing improvements in the process for resolving DCAA audit results to ¢nsure
audit findings are fully considered during contracting officer deliberations. The independent
DCAA voice must be heard in the contracting process to ensure the public interests are
protected. USD(C) is working with Shay Assad, the Director, DPAP, to develop policy that
provides for elevating major disagreement between DCAA and the acquisition officials. The
procedures will call for bringing the significant issues to USD(C) and the USD (AT&L) if
they cannot be resolved at a lower level.

What is the status regarding the proposed changes to the DCAA mission statement?

Aps»yer: The Department is currently seeking final coordination on a revised DCAA
mission statement which is included in an updated DoD Directive 5105.36, DCAA, We are
working with the specific offices that have not yet coordinated on the final draft. I have
tasked my DCAA oversight staff member to give me regular updates on the status of the final
coordination process until it gets a final approval signature.
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Post-Hearing Questions for the Record
Submitted to the Honorable Robert F. Hale
From Senator Tom Coburn

“Defense Contract Audit Agency: Who is Responsible for Reform?”
September 23, 2009

. Is the direct billing system, by which defense contractors submit invoices directly to the

Department of Defense for payment without government review, used for the convenience of
the government, the taxpayer, or the defense contractor?

Answer: All three entities benefit from the direct billing program. The intent of the direct
billing program is to streamline the billing process for contractors with an acceptable billing
system. It eliminates the use of Government resources (saving the Govemment and
taxpayers) to provisionally approve interim invoices that are subject to later audit when an
acceptable contractor’s billing system reduces the risk of overpayments. It should be noted
that whether the contractor is eligible for direct bill or not, all costs billed under cost
reimbursement contracts are subject to a final andit. In addition, even when a contractor is
on direct billing, DCAA performs annual testing of contractor’s billings.

. If there are risks from utilizing the direct billing system, are they borne by the govemment,

the taxpayer, or the defense contractor?

Answer: If there are risks with the direct billing program, the risks are borne by all three
parties. For example, the major risk would stem from a contractor that possesses an
inadequate system of billing internal controls. Due to the lack of controls, the risk that the
contractor may significantly overbill or under bill increases depending on the nature of the
control deficiency.

What would be the practical effect of ending or phasing out the direct bill program utilized
by the Department of Defense?

Answer: The practical effect of ending the direct bill program would be a significant
increase in Government resources required to review and process provisional payments that
are subject to later audit. The benefit derived from these additional resources/costs is
questionable when the risk of overpayment is reduced when a contractor system implements
the necessary billing system controls to protect the Government.

. How often has your DCAA Oversight Committee met? Do they monitor progress on

adopting recommendations by GAO and others? Do they provide specific direction to the
DCAA director on day-to-day activities?

Answer: The DCAA Oversight Committee (DOC) was established on March 16, 2009, and
had its first meeting in early April 2009. Subsequently the DOC had three additional
meetings and a field trip to a local DCAA office in northern Virginia for a total of five
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meetings, The DOC has reviewed the recommendations by GAO and others and will be
making recommendations to the Under Secretary of Defense (Comptroller). The DOC
members received detailed updates at the meetings to include the status of DCAA actions
taken. As for specific direction to the DCAA director on day-to-day activities, the DOC’s
focus is to help the USD(C) guide DCAA on strategic remedies for overcoming the issues
highlighted by GAO, DoD IG and others — not with a focus of how to run DCAA on a daily
basis.

. Please explain the rationale by which supervisors responsible for deficient audits were

promoted and not disciplined. Why did the Office of General Counsel recommend that no
action be taken?

Answer: We were informed by attorneys in the DoD General Counsel’s office and the
Washington Headquarters Services that adjustments to prior performance ratings would not
be appropriate and since the assignments where completed in past performance periods, the
FY 2009 performance rating should not be adjusted.

. According to DCAA’s website it claims that it “audited $130 billion in costs incurred on

contracts... Approximately $3.3 billion in net savings were reported as a result of audit
findings.” Is this statement reliable in light of GAO’s recent report? Does this imply that
DCAA could find even more savings if it functioned properly?

Answer: DCAA believes this is a reliable statement. However, DCAA is performing
several audits to follow-up on the rescinded reports and will ensure any appropriate
overpayments are reimbursed to the Government.

. Who denied the request by DCAA for a Senior Executive Service (SES) level position for the

Integrity and Quality Assurance function submitted by DCAA in September 20087 What
was the justification behind this decision? Why did it take four months for the request to be
denied and then six months for it to be reversed?

Answer: On January 27, 2009, the Chairman of the Resource Allocation Committee, DoD,
denied the SES position for Assistant Director, Integrity and Quality Assurance. No reason
was provided for the denial. Subsequent to the denial, the DCAA Director submitted another
request and in July 2009, the request was approved. We do not know why there was a
significant length of time between the requests and the denial or approval

. Does DCAA always have to utilize the Washington Headquarters Services’ office of Legal

Counsel when needing a legal opinion on its activities? Does DCAA need its own legal
counsel?

Answer: Normally, DCAA does not receive its legal advice from Washington Headquarters
Services’ office of Legal Counsel and receives its legal advice from the DCAA Office of
General Counsel. In unusually circumstances, where there is representational conflict,
matters may be assigned to the Washington Headquarters Services’ office of Legal Counsel,
in coordination with the DoD General Counsel, to safeguard the due process rights of the
parties involved. Such a circumstance did occur with the Office of Special Counsel
investigation. We believe that the Office of the General Counsel should continue to provide
lawyers to DCAA in order to ensure training and consistent legal opinions throughout the
Department.
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Post-Hearing Questions for the Record
Submitted to April G. Stephenson
From Senator Joseph 1. Lieberman

“Defense Contract Audit Agency: Who is Responsible for Reform?”
September 23, 2009

. Based on the testimonies of GAO and the DOD IG about the problems at the Defense

Contract Audit Agency (DCAA) and the steps you have already taken to address those
problems, what are the most pressing reforms that you think are still needed at DCAA?

Answer: A significant reform or challenge for DCAA is balancing the contracting officer’s
need for timely audit reports while complying with the Generally Accepted Government
Auditing Standards (GAGAS). Contracting officers are often called upon to award contracts
quickly in order to get needed goods and services to the war fighters. DCAA is sensitive to
the contracting officer’s need for rapid turnaround of audits, but has little flexibility; it must
comply with the auditing standards. Those standards require that DCAA (i) adequately plan
the audit, (ii) gain an understanding of the system of internal controls, and (iii) obtain
sufficient evidence as a basis for any opinion the auditors will render.

DCAA is required by the auditing standards to perform sufficient testing. The
need for this level of testing under the auditing standards is often at odds with the contracting
officer need for a timely audit. We have instituted a number of processes to ensure we
perform our audits in accordance with GAGAS. We are continuously working with
contracting organizations to better educate them on the time necessary for adequate audits.
Although progress has been made in FY 2009, balancing the needs for compliance with the
auditing standards and the quick turnaround for contracting officers will continue to be ¢
challenge for DCAA and the procurement community.

Another significant reform will be to ensure DCAA has adequate staffing to perform the
necessary audits to protect the taxpayer’s interests. Consistent with the Defense Business
Board and GAO’s recommendations, we instituted a revised process for determining the
audit requirements for FY 2010. Based on the audits required under laws and regulations and
an estimate of the aundits required to meet contracting officials’ demand requests, the field
audit offices developed the hours necessary to accomplish the workload, taking into
consideration the risk of the various contractors, the skill level of the audit staff and an
estimate of the additional hours required to comply with the auditing standards. Based on the
hours, we developed Agency-wide priorities. Since our funding provides for only about 65%
of the resources required to perform all needed audits, we based the FY 2010 priorities on the
audits of highest risk. We engaged the Army Force Management Support Agency to
evaluate DCAA’s process for planning FY 2010 audit needs as well as our staffing
requirements. This effort is expected to be completed by the end of October 2009.

Changing our culture is another pressing reform that we must take to address the issues
raised by the GAO and DOD IG. Over the course of several years, we inappropriately

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00118 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.084



VerDate Nov 24 2008

115

implemented a productivity based culture driven through our metrics. Re-institutionalizing
quality expectations over productivity will take time. To assist with this transformation, we
have sought the assistance of the Center for Defense Management Reform at the Naval
Postgraduate School. This is a long-term project which we anticipate to be completed over
the next few years.

In light of the high volume of audits performed by DCAA, one of the major
recommendations of both GAO and the Defense Business Board is for DCAA to move to a
more risk-based auditing approach, in which the selection of which contractors to audit is
based on risk, in addition to which systems are audited. What are the challenges in the type
of risk-based approach that the Defense Business Board and GAO recommend?

Answer: We generally agree with the GAO recommendation and are examining whether
DCAA can perform fewer audits while meeting public needs. DCAA already employs a
comprehensive risk based audit requirements planning process. As stated above, we
instituted a revised process for determining the audit requirements for FY 2010. Based on
the audits required under laws and regulations and an estimate of the audits required to meet
contracting officials’ demand requests, the field audit offices developed the hours necessary
to accomplish the workload, taking into consideration the risk of the various contractors, the
skill level of the audit staff and the hours required to comply with the auditing standards.
The significant challenge with this approach will be to ensure DCAA has sufficient staffing
to address the audit priorities. Since our funding provides for only about 65% of the
resources required to perform all needed audits, we based the FY 2010 priorities on the audits
of highest risk. The staffing situation will worsen before it gets better as the audits
comprising the remaining 35% are being deferred to FY 2011. Without adequate funding in
future years, the backlog of audits will continue to grow.

This process is consistent with the GAQ’s recommendation of performing a risk-based
approach to auditing rather than “production line” auditing. We engaged the Army Force
Management Support Agency to evaluate DCAA’s process for planning FY 2010 audit needs
as well as our staffing requirements. This effort is expected to be completed by the end of
October 2009.

Another challenge would be the potential barriers in revising existing regulations that
would be necessary to implement the Defense Business Board recommendation. The
Defense Business Board recommendation was at least partially grounded on its belief that
DCAA should be self initiating audits on competitively awarded contracts. The Defense
Business Board believed that these awards have high rates of potential for fraud, waste and
abuse, along with the potential for higher rates of retum to the taxpayer. While we do not
necessarily disagree with the Defense Business Board on the increased potential for fraud,
waste, and abuse, the regulations simply do not require contractors to provide cost data in
support of their estimates. Simply put, no cost data requirement means that DCAA is unable
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to perform an audit. Therefore, regulations would have to be changed in order for DCAA to
meet the expectations of the Defense Business Board in this respect.

We are also working with Defense Procurement and Acquisition Policy, as well as the
Comptroller’s office to assess DCAA’s current audit requirements. We expect the
assessment will consider whether regulatory changes or congressional actions would be
beneficial to better align contract audit oversight activities with those areas which pose the
highest risk while eliminating and/or reducing the number of required audits. For example,
DCAA is currently authorized to perform desk reviews at low risk contractors for the annual
audit of cost reimbursable contracts (e.g., those contractors with less than $15 million in
costs reimbursable work) on a cyclical basis. Desk reviews are not an audit under the
auditing standards and are comprised of only a few procedures and are performed in the
office and not the contractor location. We are assessing whether an increase in this particular
threshold may reduce the number of audits required with minimal risk to the taxpayer. This
assessment is necessary given that DCAA’s 2010 bottoms-up requirements plan revealed that
current funding and associated staffing will permit that only 65% of the audit requirements
will be accomplished.

In your testimony you mentioned that audit priorities are established based on the audits
required under Jaws and regulations. What specific laws and regulations direct the audits
DCAA performs?

Answer: Overall, 10 USC 2313 is the key law that authorizes DCAA to perform an audit of
a contractor’s books and records. Contract clause FAR 52.215.2, Audit and Records —
Negotiation, implements the statute by identifying the contracting officer or an authorized
representative the right to examine contractor records. FAR 42.101 states that the auditor is
responsible for “(1) submitting information and advice to the requesting activity, based on
the auditor’s analysis of the contractor’s financial and accounting records or other related
data as to the acceptability of the contractor’s incurred and estimated costs, (2) reviewing the
financial and accounting aspects of the contractor’s cost control systems; and (3) performing
other analyses and reviews that require access to the contractor’s financial and accounting
records supporting proposed and incurred costs.” FAR 42.101(b) states, “Normaily, for
contractors other than educational institutions, the Defense Contract Audit Agency (DCAA)
is the responsible Government audit agency. ...”

The applicable regulatory requirements for DCAA’s major audits are discussed below,

Before Contract Award — Audits of Pricing Proposals

Federal Acquisition Regulation (FAR) Part 15, Contracting by Negotiation, requires the
contracting officer to purchase supplies and services at fair and reasonable prices. FAR
15.404-2 requires the contracting officer to request field pricing assistance (which may
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include an audit) when the information at the buying command is inadequate to determine a
fair and reasonable price.

After Contract Award - Incurred Cost Audits

The contract clause at FAR 52.216-7 Allowable Cost and Payment requires the contractor to
submit a final indirect cost rate proposal to the contracting officer and auditor within 6
months following the end of its fiscal year. The clause also allows the audit of the
contractor’s invoices, vouchers, and statements of cost audited at anytime before final
payment.

FAR 42.7 provides policies and procedures for establishing billing rates and final indirect
rates and FAR 42.705 establishes procedures for contracting officer determined rates and
auditor determined rates which both require an audit of the contractor’s final indirect cost
rate proposal.

Requirements for Adequate Business Systems — Government Contracts

DCAA audits contractor accounting systems before and after contract award to assess
whether the systems are adequate for accumulating and billing costs compliant with contract
requirements and to provide the contracting officer with information needed to meet his/her
regulatory responsibilities under the regulations, some of which are discussed below. In
addition, for major contractors, DCAA audits contractor internal control systems as a basis
for relying on those systems during other DCAA audits that, as discussed above, are required
under the FAR, e.g., audits of proposed or incurred costs.

The overarching requirement for contractor systems for DoD contractors is Defense
Federal Acquisition Regulation Supplement (DFARS) 242.75, Contractor Accounting
Systems and Related Controls, which states in part:

Contractors receiving cost-reimbursement or incentive type contracts, or contracts
which provide for progress payments based on costs or on a percentage or stage of
completion, shall maintain an accounting system and related internal controls
throughout contract performance which provide reasonable assurance that—

(a) Applicable laws and regulations are complied with;

(b) The accounting system and cost data are reliable;

(c) Risk of misallocations and mischarges are minimized; and

(d) Contract allocations and charges are consistent with invoice procedures,

FAR 16.1, Selecting Contract Types, requires contracting officers to ensure the adequacy of
the contractor’s accounting system before agreeing on a contract type other than firm-fixed-
price type contract. The contractor’s accounting system shall permit timely development of
all necessary cost data in the form required by the proposed contract type.

In addition to the overarching requirements for adequate business systems, the
regulations specifically address certain business systems in more detail. Examples of the
estimating system follow.
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Cost Estimating System

DFARS 252.215-7002, Cost Estimating System Requirements, requires contractors to have
an “acceptable estimating system” that:
(1) Is maintained, reliable, and consistently applied;
(2) Produces verifiable, supportable, and documented cost estimates that are an
acceptable basis for negotiation of fair and reasonable prices;
(3) Is consistent with and integrated with the Contractor’s related management systems;
and
(4) Is subject to applicable financial control systems.

DFARS 215.407-5-70(c)(3) states the cognizant auditor, on behalf of the ACO, serves as the
team leader in conducting estimating system reviews.

Compliance with Cost Accounting Standards

FAR 30.202-6(c) states that the cognizant auditor is responsible for conducting reviews of
contractors’ Cost Accounting Standards Disclosure Statements for adequacy and compliance.
FAR 30.202-7 states that the auditor shall conduct a review of the disclosure statement to
ascertain whether it is current, accurate, and complete and conduct a review of the
contractor’s disclosed practices to determine compliance with CAS and the Federal
Acquisition Regulations and report the result to the contracting officer.

One concern our Committee has heard is that small businesses don’t want to be left behind if
you re-prioritize your audits. For cost-type contracts, DCAA has to audit companies before
they can get reimbursed by the government for all costs. We are already hearing from some
small businesses that it takes a long time for DCAA to get around to auditing some of the
smaller contractors, and that by the time the audits are completed, it is one or two fiscal years
later and the agencies don’t have the money to pay up. What kind of process can you put in
place to make sure there isn’t a backlog with small businesses?

Answer: The regulations include procedures that allow the contractor to be reimbursed for
all costs incurred up to the contract ceiling amount prior to a final audit and rate settlement.
Consequently, contractors, including small businesses, are generally paid 100% for the costs
incurred (subject to the total contract ceiling) pending completion of the audits. Until the
audits are completed, the risk is on the Government as the audits with findings generally
result in contractors reimbursing the Government rather than the Government reimbursing
the contractor. FAR 42.704 provides for adjusting a contractor’s billing rates to reflect the
unaudited actual rates once the contractor submits its certified final indirect cost rate
proposal, until the proposal can be audited and the rates are settled. That provision states:

When the contractor provides to the cognizant contracting officer
the certified final indirect cost rate proposal in accordance with
42.705-1(b) or 42.705-2(b), the contractor and the Government
may mutually agree to revise billing rates to reflect the proposed
indirect cost rates, as approved by the Government to reflect
historically disallowed amounts from prior years audits, until the
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proposal has been audited and settled. The historical decrement
will be determined by either the cognizant contracting officer
(42.705-1(b)) or the cognizant auditor (42.705-2(b)).

5. Both GAO and the IG found that supervisory auditors in DCAA’s Western Region changed
audit findings without suppori documenting a basis for those changes. My understanding is
that the only thing that has happened to those people is that they were sent to training and, in
fact, some of those people had been promoted before our hearing last year. In light of your
view that legally you cannot take action to demote these people or to take other disciplinary
action, what actions are you taking to monitor these individuals and the Western Region in
general to ensure that the problems cited by GAO and the IG do not continue?

Answer: The Office of Special Counsel is conducting an investigation of inappropriate
actions by some supervisors and managers in the Western Region. The investigation is still
in process and under the Office of Special Counsel statute, we are prohibited from taking
disciplinary action against the people named in the investigation until the investigation is
complete and the investigation determines wrong doing. We have requested permission from
the Office of Special Counsel to proceed with disciplinary action on the executive involved
with the EELV issue, however, the Office of Special Counsel will not grant permission to
proceed until they review the proposed disciplinary action. The proposed action is currently
under review by the attorneys at Washington Headquarters Services.

Of the 13 cases addressed by the GAO in July 2008, the manager on 11 of the cases
retired several years ago. When the GAO issued its report in July 2008, the DCAA General
Counsel researched and consulted with attorneys from the DoD General Counsel’s Office to
determine whether action could be taken against a retired employee and it was determined
that no action could be taken for the issues cited by the GAO.

One of the 13 cases is the Boeing EELV issue in which the DoD Inspector General
recently determined that the regional audit manager inappropriately changed the audit
findings of the supervisor and manager, so no action against the manager or supervisor would
be appropriate in this case. We are pursing disciplinary action against the then regional audit
manager (now the deputy regional director as mentioned above).

On the last case, the issue involved two supervisors who retired several years ago that
stated that they did not have time to adequately review working papers and as a result, stated
that they issued reports without an adequate review, although their initials on the workpapers
indicated otherwise. This was one of the cases reviewed by the DoD IG during its follow-up
review performed in 2009 and the IG did not conclude that actions by the manager were
inappropriate in this case (DoD 1G report issued in August 2009).

When DCAA received the draft GAO report in early August 2009, the Director requested
the assistance from the DoD General Counsel’s office in assessing whether the promotions
were appropriate and if not, what actions could be taken. On August 27, 2009, the Director
received the legal opinion from an attorney at Washington Headquarters Services. The
opinion stated that the promotion of Angie Thomas on October 14, 2007, was appropriate
under the circumstances (which are described in the legal response). The selection of Sharon
Kawamoto for a manager position in July 2008 is on hold pending the results of the Office of
Special Counsel investigation. The attorneys determined that neither the recommending nor
selecting officials were aware of Ms. Kawamoto’s involvement in the GAO’s investigation.
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If the Office of Special Counsel investigation concludes that Ms. Kawamoto took
inappropriate actions, the selection will be withdrawn.

The Washington Headquarters Services attorney’s legal opinion also concluded:
“Promotions cannot be retroactively cancelled unless the promotion was in error or contrary
to law or regulation. Subsequent discovery of derogatory information does not constitute a
legal or regulatory basis to rescind a promotion.”

Regarding “re-evaluating” the performance of the other employees, the Director, DCAA
and the DoD Comptroller met with attorneys from the DoD General Counsel’s Office and
Washington Headquarters Services on April 20, 2009. At that meeting, the Director
requested an assessment on whether prior performance appraisals could be adjusted for the
audit completed in prior years that were reported as deficient by the GAO or whether this
prior effort could be reflected in current performance appraisals. The Director, DCAA
received an opinion in late April 2009 from the Washington Headquarters Services attorneys
that stated we could not adjust prior or current appraisals nor could we take any actions
concerning prior cash awards.

The Washington Headquarters Services attorneys reiterated their position in the August
2009 response and stated: “The Agency is prohibited from retroactively adjusting
performance ratings to reflect the performance criticized by the GAO and DoD/IG. 5 C.F.R.
Section 430.208(h) requires that a performance rating shall be based on the evaluation of
actual job performance for the designed rating period....”

The attorneys concluded: *...there is no applicable statutory or regulatory basis to
retroactively adjust prior performance ratings or to evaluate an employee during a current
performance rating period for unsatisfactory performance during a prior rating period.”

Consequently, the attorneys informed the Director that it would be illegal to take any
“performance” related action against the employees involved in the GAO report because the
deficient audits were accomplished in prior rating periods. However, “conduct” issues may
be taken if the Office of Special Counsel concludes that the individuals took inappropriate
actions.

The two supervisors mentioned in the recommendation will re-take the supervisory
courses at our Defense Contract Audit Institute. The Regional Director, Western Region,
will also examine external courses that may be of assistance in further developing their
management skills. All DCAA employees should be held accountable for their
performance. However, the first step in holding someone accountable is to ensure that they
have an appropriate understanding of the objectives that they are expected to achieve in
addition to ensuring that they have the proper tools to do the job right. It has become clear
that as an Agency, DCAA drove inappropriate behavior as we unintentionally emphasized
productivity over audit quality. While DCAA has eliminated the productivity based metrics
and implemented quality based measures the retraining of our workforce and unlearning past
habits that have become engrained in our culture will take time.

By requiring at least two levels of review for all reports and careful monitoring by the
regional audit managers of managers and supervisors in all regions, we believe we have
improved the oversight of not only the supervisors mentioned in the GAO report, but all
supervisors across the Agency. We have also more the doubled the number of audits
reviewed by the Quality Assurance directoratc. The increased oversight on a real-time basis
coupled with the increase in quality assurance, reinforced by a change in expectations, should
result in audits performed in compliance with the auditing standards.
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In addition, in July 2008, DCAA revised its policy for resolving differences in audit
results and opinions to elevate these differences within the management structure up to the
Deputy Regional Director for resolution. For the oversight of Western Region, the DCAA
Director has taken every opportunity to promote and emphasize her philosophy and
expectation that audit quality will not be sacrificed for any reason. During FY 2009, the
Director has made several management visits to the Western Region communicating her
expectation on audit quality and compliance with GAGAS.

6. One concemn our staff has heard from DCAA employees is that they do not trust either
DCAA headquarters or the 1G’s office to adequately follow up on their concerns.

a. Are you aware of this distrust, and if so, what are you doing to restore the trust that
employees have in your offices?

Answer: We are aware that there are some DCAA employees that do not trust DCAA
Headquarters or the DoDIG to adequately follow up on their concemns. Prior to the
issuance of the first GAO report, DCAA changed our practice to ensure that someone
independent of the allegations performed the investigation. Soon after the issuance of
the first GAO report, DCAA established a separate team, made up of GS-14
equivalent positions and a senior Chief at the GS-15 level, to conduct the
investigation of complaints for the Agency. This team reports directly to a senior
executive (SES tier 2). We established a website for employees to report complaints
in an anonymous manner, and we provided the workforce clarification in various
memorandums on how the Agency maintains the process in an anonymous manner.
During investigations, the Ombudsman team attempts to communicate with as many
people as possible to try to begin trust in the team’s objectivity and independence.
All complaints involving SES are referred to the DoDIG office for investigation to
avoid the appearance that the senior executive in charge of the Ombudsman team
would not be independent to other senior executives. The senior executive in charge
of the Ombudsman team has made numerous visits throughout DCAA to explain the
process.

At the same time we are working hard to establish independent and objective
policies and procedures. We believe our actions are the best method to earn trust. As
we investigate complaints and remedies are implemented, we demonstrate by our
actions that the Ombudsman team can be trusted to follow-up on employee concerns.
We believe that the increase in contacts to the Ombudsman team shows that this
method is having some success already. For example, the Ombudsman team receives
many non-anonymous complaints from individuals already and this continues to
grow.

b. As you know, in some small DCAA offices, it would be pretty easy to figure out who
complained, even if the name is not revealed. I am sure you recall that last year the
Committee was extremely concerned that the IG had not protected the identity of one
auditor who had contacted your hot-line. What are you doing to ensure that those
who lodge complaints are protected from retaliation?
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Answer: We agree that resolving a specific issue often reaches a point where the
identity of the complainant can be discerned by others. The Ombudsman team takes
great effort to protect the identity of complainants and to protect them from
retaliation. When we begin an investigation, we often interview significantly more
people than are involved in the complaint because even though this is more work for
the Ombudsman team, it helps to protect the complainant from discovery.
Throughout the process, when we reach a point where the risk of someone being able
to discern the complainant’s identity increases we coordinate with the complainant
again to make sure that they want to proceed. We let the complainant (if we know
who it is) know that we will protect them from retaliation. To date, we have only had
one specific complaint of retaliation because the employee talked to the Ombudsman
team. In this case, the senior executive of the Ombudsman team immediately
contacted the Regional Director and the person who is alleged to have retaliated was
immediately transferred to a different physical office and removed from contact with
the complainant pending the outcome of the retaliation investigation.

7. Contractors should be treated fairly and professionally by government auditors. One issue
that of concern is DCAA’s decision to eliminate the category of “inadequate in part”
opinions, and to rely on just two categories, “inadequate™ or “adequate.” GAO’s report
points out that this decision could unfairly penalize contractors whose systems have less
severe deficiencies by giving them the same opinion — “inadequate” — as contractors having
material weaknesses or serious deficiencies. What is your view of GAO’s concern?

Answer: We do not believe contractors are being penalized with the removal of “inadequate
in part” opinion as auditors are only to report those deficiencies that have a potential
significant impact on Government contracts. However, we are in the process of reassessing
the entire approach to auditing business systems. We anticipate that our analysis will be
completed by the end of December. This process will focus on real-time testing of
transactions and real-time reporting of deficiencies in the contractors’ systems. It may or
may not involve the expressing of an opinion on the adequacy of the contractor’s systems.
Consequently, until we have completed this assessment, we will continue to issue audit
opinions on internal controls with two opinions — adequate and inadequate. It wili be
counter-productive to revise the process for a month or two and then revise it again at the end
of the calendar year when we complete our analysis of the new auditing process and
procedures.

However, if we decide to continue to issue opinions on contractor business systems, we
believe that the two opinions are sufficient. We believe the inadequate-in-part opinion
masked the significance of the reported deficiencies and led contracting officers to conclude
that deficiencies reported in a report with an opinion of inadequate-in-part are not as serious
as deficiencies contained in a report with an opinion of inadequate. Such a conclusion is not
appropriate.

In accordance with DCAA policy, auditors are only to report those deficiencies that have
a potential significant impact on Government contracts. As such, all reported deficiencies
require appropriate contracting officer attention to protect the Government’s interests while
ensuring that contractors implement corrective actions. The regulations require the
contracting officer to follow certain procedures whenever there is a reported significant
deficiency, even if the deficiency affects only a portion of the contractor’s system.
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Previously, when a deficiency impacted only a portion of a particular system, that system
was deemed by DCAA to be inadequate-in-part. However, our experience has shown that
the opinion of inadequate-in-part did not receive sufficient attention and corrective action
from contractors and contracting officers even though the reported deficiencies were serious.

The inadequate-in-part opinion caused confusion and diluted the significance of an
internal control deficiency/material weakness in the contractor’s system. For example, past
experience would show that withholdings against contractor billings would generally only be
considered when the system was deemed to be inadequate rather than taking into
consideration the seriousness of the reported deficiencies when the opinion was inadequate-
in-part. Our review of the auditing standards indicated that there is no requirement to report
inadequate-in-part opinions. Therefore, to ensure contractors take the appropriate corrective
actions and contracting officers implement actions to mitigate overcharges on Government
contracts, DCAA maintains its position to have only two opinions -- adequate and
inadequate.

The Defense Business Board concluded that DCAA’s decentralized structure dilutes the
effectiveness of managerial oversight and affects audit quality. In addition, it is our
understanding that promotion decisions and decisions whether to rescind audit reports reside
with the regional management. The Board made some specific recommendations for DCAA
to create a Chief Operating Officer and a Chief Planning and Quality officer, as well as a
Chief of Internal Review who would serve as an ombudsman between DCAA staff and
management. What plans do you have to act on these recommendations regarding the
balance of power between headquarters and the regions?

Answer: DCAA has already implemented portions of the Defense Business Board
recommendations. Last year, DCAA established a website for complaints to be submitted in
an anonymous manner and ombudsman program for employees to report inappropriate
actions by management or other employees. We have assigned a dedicated team to the
ombudsman function within the Agency. On October 9, 2009, DCAA submitted a request
for a new Senior Executive Service position for a Chief of Internal Review/Ombudsman.

In January 2009, the DCAA Director established a Senior Advisory Council for
Improvement. The Council is led by the Director and comprised of Headquarters senior
executives. The Council’s primary purpose is to establish and monitor the actions in
response to the Defense Business Board’s report issued in January 2009 and the findings
from the GAO and DoD IG reviews. The establishment of this Council exemplifies the
Director’s efforts in ensuring key Agency-wide actions are managed at the Headquarters
level versus the regional level.

As reported previously, last year DCAA established its new Integrity and Quality
Assurance Directorate — essentially a new quality assurance organization that reports directly
to the Director/Deputy Director. In addition, DCAA revised its quality assurance program
for reporting GAGAS noncompliances which requires the regional director to provide a
corrective action plan that address all GAGAS noncompliances reported at a particular audit
office. In the past, corrective action plans were required only for non-compliances which
resulted in a failing grade for the particular audit office. The Headquarters Quality
Assurance organization will follow-up on each systemic noncompliance to ensure the field
audit offices have corrected their processes. In July 2009, DCAA was authorized a Senior
Executive Service position to lead the new Integrity and Quality Assurance Directorate,
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We believe that the establishment of the website for anonymous complaints and
ombudsman function, the DCAA Headquarters Senior Advisory Council for Improvement,
and the re-alignment of the Quality Assurance Program to report directly to the
Director/Deputy Director, results in significant progress toward addressing the Defense
Business Board and GAO’s concerns with DCAA’s “decentralized structure that has fostered
a culture of DCAA region autonomy.”

DCAA has over 100 field audit offices (FAO) geographically dispersed all over the world
because contractors perform on contracts and maintain their records in these various
locations. This structure facilitates accomplishing the large numbers of audits for which
DCAA is responsible. Each of these field audit offices is headed up by a manager (FAO
Manager) and each of these managers is authorized to issue audit reports and/or rescind audit
reports.

The five regional offices are located out amongst these various FAOs and manage about
20 FAOs each, providing day to day technical support and oversight. Any level of
management above the FAO Manager up to and including DCAA Headquarters can make the
decision to rescind a previously issued audit report, provided there is a justifiable reason. So,
the decision to rescind audit reports does not solely rest with regional management.

Similarly, decisions to promote employees are based on grade-level and therefore vary by
position. For example, FAO Managers make hiring and promotion decisions within their
offices up to the GS-12 working grade level; regions make similar decisions for the regional
office up to the GS-13 supervisory level and they select the FAO supervisors; and DCAA
Headquarters makes similar decisions for Headquarters plus they select all positions above
the GS-13 to include FAO and/or Regional Managers. Therefore, promotion decisions are
not solely regional management decisions.

The Defense Business Board (DBB) studied the structure of DCAA and recommended
that DCAA establish an organizational structure designed to provide consistent governance,
control, and quality across DCAA. The DBB gave as an example the addition of three
positions to DCAA Headquarters (Chief Operating Officer, Chief Planning and Quality
Officer, and Chief of Internal Review). The DBB had no specific recommendations for the
FAO or regional structure. As stated above, the centralization of the quality assurance
function and the establishment of a Quality Assurance Division at DCAA Headquarters has
been accomplished. We have also established an ombudsman and internal review function at
DCAA Headquarters.  While these functions are slightly different than the DBB
recommendations, we believe they substantially achieve the DBB desired results.

. During the hearing, you stated that all DCAA employees are hired at an entry level. Su;:h a

policy creates an insular environment that does not nurture new ideas.

a. Do you plan to fill the new DCAA Quality Assurance SES position by selecting an
expert from outside DCAA? If not, why not?

Answer: The Director’s response about hiring at only the entry level was tied to her
response regarding the funds provided in FY 2009 under the Defense Acquisition
Workforce Development Fund. Under this fund, DCAA was authorized to only hire
interns (auditor trainees at the entry level). When the current Director took over in
February 2008, all senior executive positions were advertised open to all applicants
inside and outside the Federal Government. We have received very few applicants
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for senior executive positions. Of the applicants received from outside DCAA, nearly
all did not meet the technical qualification as most did not have experience in
accounting or the required accounting college credits. For the Quality Assurance
position, we have filled it from within DCAA. For this position, three applicants
were referred to the selecting official and the individual selected was determined to
have the required background and experience for the position. We will continue to
advertise positions open to all applicants.

. What plans, if any, do you have to integrate upper level managers from outside

DCAA into the DCAA workforce?

Answer: For open auditor positions, we have decided to expand our recruiting efforts
and hire at the senior auditor level using our appropriated funds since the Defense
Acquisition Workforce Development fund only provides funding for interns. We
have advertised these positions open to all applicants. We have previously hired
employees at the senior auditor level from other organizations under the priority
placement program.
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Post-Hearing Questions for the Record
Submitted to April G. Stephenson
From Senator Claire McCaskill

“Defense Contract Audit Agency: Who Is Responsible for Reform?”
September 23, 2009

One of the areas reviewed by GAO involved cost assignments related to overpayments. In
all ten overpayment assignments reviewed, GAO found that, despite the fact that DCAA
guidance specifies that such assignments are supposed to comply with Generally Accepted
Government Auditing Standards (GAGAS), none of them did, or even claimed that they did.
What steps have you taken to ensure that these types of assignments will comply with
GAGAS in the future? What steps do you intend to take to remedy the current situation?
Will you re-perform these assignments?

Answer: DCAA has rescinded direct billing authority at the majority of the contractors
where these overpayment assignments were performed and, in these cases, DCAA is
performing prepayment review of contractor billings. During the GAO review, DCAA
initiated new billing system audits at the majority of the contractor locations and these billing
system audits incorporate the testing for overpayments.

Agency policy does not require that these assignments to be performed’in accordance
with GAGAS. Several of the assignments were not performed and did not report that they
were performed in accordance with GAGAS. However, DCAA is in the process of
reassessing the entire approach to auditing contractor business systems. We have recently
completed our assessment of the process for evaluating contractor billings and we plan to
begin field testing the revised approach this month. We have briefed the DoDIG on our
revised approach. The overpayment effort required in these assignments is being
incorporated into the new approach and includes focusing on performing real-time testing of
contractor billings and key characteristics of the billing process. The new approach will
replace current assignments related to contractor billings, including those related to
overpayments. Therefore, DCAA will not re-perform these audits as the procedures will be
incorporated into DCAA’s new process.

While your testimony mentioned that DCAA has hired the Center for Defense Management
Reform at the Naval Postgraduate School to assist with cultural transformation across the
Agency and re-examine how DCAA structures its audits, the Agency is silent on the
possibility of seeking advice and working with any entities operated outside of the
Department of Defense. What steps have you taken to reach outside of DOD as you face the
immense task of reforming DCAA?

Answer: When the GAO issued the report in July 2008, we undertook an initiative to assess
assistance from organizations external to DCAA and the Department. However, nearly alt of
the organizations including private firms, are audited by DCAA. DCAA would impair its
independence by hiring an organizational that is audited by DCAA to assist with “cultural
transformation.” The Naval Postgraduate School Center for Defense Management Reform
was the only organization we discovered that specialized in reforming an organization that
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was not audited by DCAA. Consequently, we contracted with the Center for Defense
Management Reform to assist us with various initiatives for several years (longer if needed).

The Defense Business Board recommended that we seek outside assistance in two areas —
cultural transformation and an independent assessment of resources needed. As noted, we
are using the Naval Postgraduate School to assist us in transforming the culture of DCAA,
and they are actively supporting us today. We are also in the process of working with the
Army Force Management Support Agency regarding the adequacy of staffing for our
mission.

. For the past year this Committee has asked to be kept abreast of what actions you have taken

related to the managers involved in the unprofessional and unacceptable conduct discovered
by the GAO in last year’s report. We have constantly been told that “nothing can be done’
while investigations by the DOD IG and the Office of Special Counsel are involved.
However, those investigations should only prevent DCAA from addressing the allegations of
harassment. Nothing has legally prevented DCAA from taking action to remediate the
complete failure to follow acceptable government auditing standards. In the past year, what
specific steps have you taken in relation to the managers involved in the fourteen audits
contained in last year’s GAO report to teach these auditors professional auditing standards
and ensure these standards are followed? If these managers have undergone professional
training, has any of that training been performed by persons or entities outside of DCAA or
DOD?

Answer: The Office of Special Counsel is conducting an investigation of inappropriate
actions by some supervisors and managers in the Western Region. The investigation is still
in process and under the Office of Special Counsel statute, we are prohibited from taking
disciplinary action against the people named in the investigation until the investigation is
complete and the investigation determines wrongdoing. We have requested permission from
the Office of Special Counsel to proceed with disciplinary action on the executive involved
with the EELV issue, however, the Office of Special Counsel will not grant permission to
proceed until they review the proposed disciplinary action. The proposed action is currently
under review by the attorneys at Washington Headquarters Services.

Of the 13 cases addressed by the GAO in July 2008, the manager on 11 of the cases
retired several years ago. When the GAO issued its report in July 2008, the DCAA General
Counsel researched and consulted with attorneys from the DoD General Counsel’s Office to
determine whether action could be taken against a retired employee and it was determined
that no action could be taken for the issues cited by the GAO.

One of the 13 cases is the Boeing EELV issue in which the DoD Inspector General
recently determined that the regional audit manager inappropriately changed the audit
findings of the supervisor and manager, so no action against the manager or supervisor would
be appropriate in this case. We are pursuing disciplinary action against the then regional
audit manager (now the deputy regional director as mentioned above).

On the last case, the issue involved two supervisors who retired several years ago that
stated that they did not have time to adequately review working papers and as a result, stated
that they issued reports without an adequate review, although their initials on the workpapers
indicated otherwise. This was one of the cases reviewed by the DoD IG during its folow-up
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review performed in 2009 and the IG did not conclude that actions by the manager were
inappropriate in this case (DoD IG report issued in August 2009).

When DCAA received the draft GAO report in early August 2009, the Director requested
the assistance from the DoD General Counsel’s office in assessing whether the promotions
were appropriate and if not, what actions could be taken. On August 27, 2009, the Director
received the legal opinion from an attorney at Washington Headquarters Services. The
opinion stated that the promotion of Angie Thomas on October 14, 2007, was appropriate
under the circumstances (which are described in the legal response). The selection of Sharon
Kawamoto for a manager position in July 2008 is on hold pending the results of the Oftice of
Special Counsel investigation. The attorneys determined that neither the recommending nor
selecting officials were aware of Ms. Kawamoto’s involvement in the GAO’s investigation.
If the Office of Special Counsel investigation concludes that Ms. Kawamoto took
inappropriate actions, the selection will be withdrawn.

The Washington Headquarters Services attorney’s legal opinion also concluded:
“Promotions cannot be retroactively cancelled unless the promotion was in error or contrary
to law or regulation. Subsequent discovery of derogatory information does not constitute a
legal or regulatory basis to rescind a promotion.”

Regarding “re-evaluating™ the performance of the other employees, the Director, DCAA
and the DoD Comptroller met with attorneys from the DoD General Counsel’s Office and
Washington Headquarters Services on April 20, 2009. At that meeting, the Director
requested an assessment on whether prior performance appraisals could be adjusted for the
audit completed in prior years that were reported as deficient by the GAO or whether this
prior effort could be reflected in current performance appraisals. The Director, DCAA
received an opinion in late April 2009 from the Washington Headquarters Services attorneys
that stated we could not adjust prior or current appraisals nor could we take any actions
concerning prior cash awards.

The Washington Headquarters Services attorneys reiterated their position in the August
2009 response and stated: “The Agency is prohibited from retroactively adjusting
performance ratings to reflect the performance criticized by the GAO and DoD/IG, 5 C.F.R.
Section 430.208(h) requires that a performance rating shall be based on the evaluation of
actual job performance for the designed rating period....”

The attorneys concluded: *...there is no applicable statutory or regulatory basis to
retroactively adjust prior performance ratings or to evaluate an employee during a current
performance rating period for unsatisfactory performance during a prior rating period.”

Consequently, the attorneys informed the Director that it would be illegal to take any
“performance” related action against the employees involved in the GAO report because the
deficient audits were accomplished in prior rating periods. However, *conduct” issues may
be taken if the Office of Special Counsel concludes that the individuals took inappropriate
actions.

The two supervisors mentioned in the recommendation will re-take the supervisory
courses at our Defense Contract Audit Institute. The Regional Director, Western Region,
will also examine external courses that may be of assistance in further developing their
management skills. All DCAA employees should be held accountable for their
performance. However, the first step in holding someone accountable is to ensure that they
have an appropriate understanding of the objectives that they are expected to achieve in
addition to ensuring that they have the proper tools to do the job right. It has become clear
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that as an Agency, DCAA drove inappropriate behavior as we unintentionally emphasized
productivity over audit quality. While DCAA has eliminated the productivity based metrics
and implemented quality based measures the retraining of our workforce and unlearning past
habits that have become engrained in our culture will take time.

By requiring at least two levels of review for all reports and careful menitoring by the
regional audit managers of managers and supervisors in all regions, we believe we have
improved the oversight of not only the supervisors mentioned in the GAO report, but all
supervisors across the Agency. We have also more the doubled the number of audits
reviewed by the Quality Assurance directorate. The increased oversight on a real-time basis
coupled with the increase in quality assurance, reinforced by a change in expectations, should
result in audits performed in compliance with the auditing standards.

In addition, in July 2008, DCAA revised its policy for resolving differences in audit
results and opinions to elevate these differences within the management structure up to the
Deputy Regional Director for resolution. For the oversight of Western Region, the DCAA
Director has taken every opportunity to promote and emphasize her philosophy and
expectation that audit quality will not be sacrificed for any reason. During FY 2009, the
Director has made several management visits to the Western Region communicating he:
expectation on audit quality and compliance with GAGAS.

DCAA has taken positive action by rescinding 80 audits as a result of GAO’s work. How
much taxpayer money has been paid out in contracts where these audits were involved?

Answer: We do not have this information as we are performing follow-up audits on the
majority of these reports and several of these follow-up audits are in process. Some of these
audits have disclosed internal control deficiencies and overpayments. For example, we are
following up on the issues relating to the proposal audit for the Expanded Evolved
Expendable Launch System. In October 2008, we requested the Air Force to suspend any
future payments on the program until our audits are completed. DCAA is currently
evaluating the contractor’s accounting practices to assess compliance with the Cost
Accounting Standards for deferred program management and hardware support and
production support costs. We expect to complete these audits by December 31, 2009. The
final determination of CAS compliance will be made by the cognizant contracting officer.
However, if the DCAA concludes the contractor’s practice is noncompliant with the Cost
Accounting Standards and the cognizant contracting officer concurs with the DCAA position,
the contractor will be required to repay any amounts relating to the deferred program
management and hardware support costs.

Much of last year’s hearing focused on a memo signed by Sharon Kawamoto, an audit
manger, but drafted by one of the attorneys DCAA uses. Where is that attorney now? Are
you still required to seek his legal advice on matters involving DCAA auditors? Has he been
reprimanded in any way?

Answer: The attorney who drafted the Memorandum is located in the Office of General
Counsel at DCAA. The attomey was reassigned from representing Western Region and
assigned to represent different Regions in the Agency not related to the Office of Special
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Counsel (OSC) investigation. Disciplinary action will be considered once the OSC report is
issued.

After the hearing last year, did DCAA ever attempt to determine whether any other auditors
had received similar memos or other messages meant to stifle their cooperation with GAO or
Special Counsel? If not, why not?

Answer: Two days after the September Hearing 2008, the DCAA Office of General Counsel
drafted a rescission memorandum of the “GAG Memo” that was issued to Ms. Le. The
rescission memorandum was given to Ms. Le by her supervisor Jan Findley. Additionally,
the General Counsel, DCAA took immediate action and directed that all personnel actions
Agency wide be reviewed to ensure that all the offensive language similar to that contained
in the GAG Memorandum was removed from the personnel notification letters. This action
was completed by the Regional HR offices, the offensive language was removed, and the
personnel attorneys in the Office of General Counsel continue to review all pending
personnel notification letters to ensure the offensive language was removed.
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Post-Hearing Questions for the Record
Submitted to April G. Stephenson
From Senator Tom Coburn

“Defense Contract Audit Agency: Who is Responsible for Reform?”
September 23, 2009

. What is your assessment of the performance of the Western Region office of DCAA?

Answer: The Western Region has its challenges as it has experienced high turnover in the

last 10 years or so. Such turnover in the auditor ranks is not unique to Western Region as
regions that have offices in large metropolitan areas with many career opportunities generally
experience higher auditor turnover. However, the Western Region is different in that the
region also experienced high turnover in the management and executive ranks resulting in a
somewhat less experienced management team than the other regions. Through careful and
continuous oversight by the Director and Deputy Director, the region is improving.

Does DCAA always have to utilize the Washington Headquarters Services’ office of Legal
Counsel when needing a legal opinion on its activities? Does DCAA need its own legal
counsel?

Answer: Normally, DCAA does not receive its legal advice from Washington Headquarters
Services’ office of Legal Counsel and receives its legal advice from the DCAA Office of
General Counsel who is assigned to Defense Legal Services. In unusual circumstances,
where there is representational conflict, matters may be assigned to the Washington
Headquarters Services” Office of Legal Counsel, in coordination with the DoD General
Counsel, to safeguard the due process rights of the parties involved. Such a circumstance did
occur with the Office of Special Counsel investigation.

. In your opinion, does “additional training” for senior audit supervisors who fail to conduct

audits properly send the proper message to an organization that a failure to adhere to
standards will result in meaningful consequences?

Answer: It depends. There were two primary root causes that led to audits cited by the
GAOQ that did not comply with the auditing standards. First, in the report issued in
September 2009, many of the deficiencies related to insufficient testing and was the result of
a shortcoming in DCAA policy, rather than a shortcoming in the auditors that followed the
policy. The DoDIG had previously reviewed DCAA’s policy during its peer reviews and did
not take exception to the testing policy. Consequently, development of a new policy in light
of the GAO’s findings and training the workforce on the new policy would be appropriate.
Second, in the report issued in July 2008, many of the deficiencies related to the staff having
insufficient time to properly perform the audits and as a result, the staff took short-cuts when
documenting auditing findings and working papers. In these instances providing appropriate
staffing and budget hours to complete the audits is a must and has been done in FY 2009.
Providing the workforce the appropriate tools, budget hours, and training is appropriate under
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such circumstances. However, in the case cited by both the GAO and DoDIG involving
inappropriate actions of a senior executive related to the EELV issue, disciplinary action is
appropriate and we are in the process of taking such action.

Does DCAA select its leaders and supervisors (GS-14 and up) entirely from within the
organization? Does DCAA hire senior auditors from the private sector? Should it?

Answer: When the current Director took over in February 2008, all senior executive
positions were advertised open to all applicants inside and outside the Federal Government.
We have received very few applicants for senior executive positions. Of the applicants
received from outside DCAA, nearly all did not meet the technical qualifications as most did
not have experience in accounting or the required accounting college credits. For the Quality
Assurance position, we have filled it from within DCAA. For this position, three applicants
were referred to the selecting official and the individual selected was determined to have the
required background and experience for the position. We will continue to advertise positions
open to all applicants.

For open auditor positions, we have decided to expand our recruiting efforts and hire at
the senior auditor level using our appropriated funds since the Defense Acquisition
Workforce Development fund only provides funding for interns. We have advertised these
positions open to all applicants. We have previously hired employees at the senior auditoi
level from other organizations under the priority placement program.

Given that positive performance ratings were written for supervisors who approved non-
compliant audits, what is DCAA doing to revise its performance ratings system?

Answer: In February 2009, we revised the job objectives/performance plans to reflect the
DCAA'’s revised performance measures focusing on performing audits in compliance with
GAGAS and removed language that focused on the “production -oriented” concept. In
response to the Defense Business Board recommendation, DCAA is currently performing a
complete assessment of its performance standards and rewards program to ensure it will be
aligned with DCAA’s new strategic plan and focuses on audit quality.

The DOD 1G found that the regional audit manager for DCAA’s Resident Office at Boeing,
Huntington Beach, Califronia was not free from external impairments to independence as
requred by General Accepted Government Auditing Standards and DCAA audit policy. Is
this person still serving as Deputy Director of the Westemn Region?

Answer: Yes. Shortly after the issuance of the GAO report in July 2008, the Director
sought legal advice from the DoD General Counsel’s office on the actions that could be taken
against the senior executive. The Director was informed that since the GAO did not provide
specific action items, the Director could not take action against the executive until the
DoDIG completes an investigation of the executive. With the completion of the investigation
by the DoD IG in September 2009, we are now in a position to take a conduct action against
the individual. The proposed action is currently under review by the attorneys at Washington
Headquarters Services.
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However, approval by the Washington Headquarters Services is not enough to proceed.
The - Office of Special Counsel has requested to review the proposal before granting
permission to provide the executive with the proposed notice. Since the executive is also part
of the Office of Special Counsel investigation, we have been informed by the investigator
that we must obtain their approval before proceeding with disciplinary action as premature
discipline may compromise their investigation. In February 19, 2009, we requested
permission from the Office of Special Counsel to proceed with disciplinary action against the
executive based on the oral results provided by the DoD IG in late January 2009. However,
on February 25, 2009, the Office of Special Counsel stated that we could not proceed until
the DoD IG investigation was completed and only once the Office of Special Counsel
investigation reviewed the proposed notice. This opinion was supported by the DoD General
Counsel’s Office.

Although it has been the Director’s desire to take action regarding conduct issues against
the executive since at least January 2009 when we received confirmation from the DoD IG’s
office that the executive compromised her independence, the input from attorneys in the DoD
General Counsels’ office, Washington Headquarters Services and the Office of Special
Counsel have stated that it would be a violation of the Office of Special Counsel law if we
took disciplinary action until approved by the Office of Special Counsel. The DoD
Comptroller agreed with the Director’s actions and agreed that she could not violate the
Office of Special Counsel law.
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DCAA AUDITS

Widespread Problems with Audit Quality Require
Significant Reform

What GAO Found

GAO found audit quality problems at DCAA offices nationwide, including
compromise of auditor independence, insufficient audit testing, and
inadequate planning and supervision. GAO’s conclusions stem from a review
of 69 audit assignments supporting contract award and administrative
decisions; an assessment of DCAA’s audit quality assurance structure, which
found similar audit quality problems but gave satisfactory ratings to deficient
audits; and DCAA’s rescission of 80 problem audit reports. The rescinded
audits supported decisions on pricing and contract awards and impacted the
planning and reliability of hundreds of other DCAA audits, representing

billions of dollars in DOD e@endimres. GAO fmdings include the following.

Selected Detalls of Audits GAD Reviewed

Contractor  Audit Significant case study issues

Research and Billing « DCAA auditors spent 530 hours to support an audit of a

development  system nonexistent billing systerm and reported adequate system controls.

grantee « instead, DCAA should have relied on the Single Audit Act report on
the grantee’s cash management system. DCAA agrees.

Combat Biliing + This was a new systemn and therefore high risk, but auditors

systems system deleted key audit steps related to contractor policies and internal

controls over progress payments without explanation.

» One auditor told GAQ he did not perform detailed tests because
“the contracior would not appreciate it.”

« DCAA aliowed the contracior 7 months to address 8 significant

, dropping 2 and the other 4.
» DCAA rescinded this audit report following GAQ's reviaw.
haq Accounting «  Contractor objected to drafl report, which included 8 significant
reconstruction system deficiencies in the accounting system.
»  Auditors dropped 5 signi iencies and 3

others to suggestions to improve without performing new work.

»  Supervisory auditors directed audit staff to delete some audit
documents, generate others, and in one case, copy the signature
of a prior supervisor onto new documents making it appear that the
prior supervisor had approved a revised risk assessment.

= Supervisory auditor who approved aktered documents was later
promoted to westem region quality assurance manager, where he

served as quality controt check over thousands of audils.

Source: GAO.

GAO found DCAA’s management environrent and quality assurance structure
were based on a production-oriented mission that put DCAA in the role of
facilitating DOD contracting without also protecting the public interest. DCAA
has taken several positive steps. However, DOD and DCAA have not yet
addressed fundamental weaknesses in DCAA's mission, strategic plan,
metrics, audit approach, and human capital practices that had a detrimental
effect on audit quality.

To improve DCAA oversight, the DOD Comptroller requested Defense
Business Board and “tiger team” reviews and established a DCAA Oversight
Committee. In addition, in the short-term, Congress could provide DCAA with
certain legislative protections and authorities similar to those available to 1Gs.
In the longer term, Congress may wish to consider organizational changes to
elevate DCAA to a component agency reporting to the Deputy Secretary or to
establish an independent governmentwide contract audit agency.

United States A Office
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United States Government Accountability Office
‘Washington, DC 20548

September 23, 2009

The Honorable Joseph L. Lieberman
Chairman

The Honorabie Susan M. Collins
Ranking Member

Committee on Homeland Security and
Governmental Affairs

United States Senate

The Honorable Claire C. McCaskill
Chairman

Subeommittee on Contracting Oversight
Committee on Homeland Security and
Governmental Affairs

United States Senate

This report addresses audit quality problems and independence issues at
the Defense Contract Audit Agency (DCAA). In a September 2008 hearing
before the Committee, we testified’ that DCAA failed to meet professional
audit standards at three locations in California. Specifically, we found that
the audit docuwmentation for 14 selected audits at two locations did not
support reported opinions, that DCAA supervisors dropped findings and
changed audit opinions without adequate audit evidence for their changes,
and that sufficient audit work was not performed to support audit
opinions and conclusions. Further, we found that contractor officials and
the Department of Defense (DOD} contracting community improperly
influenced the audit scope, conclusions, and opinions of several audits,
including forward pricing audits at a third location—a serious
independence issue. During our investigation, DCAA managers took
actions against their staff at two locations that served to intimidate
auditors and create an abusive work environment. For example, we
learned of verbal admonishments, reassignments, and threats of
disciplinary action against auditors who spoke with or contacted our
investigators, DOD investigators, or DOD contracting officials,

* GAO, DCAA Audits: Allegations That Certain Audits at Three Locations Did Not Meet
Professtonal Standards Were Substantiated, GAQ-08-993T (Washington, D.C.: Sept. 10,
2008).
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At the time of the Septemnber 2008 hearing, we were conducting a broad
assessment of DCAA’s management environment and audit quality
assurance structure at DCAA offices nationwide. Given the evidence
presented at this hearing, you requested that we expand our ongoing
assessment. This report therefore presents (1) an assessment of DCAA’s
management environment and quality assurance structure; (2) an analysis
of DCAA’s corrective actions in response to our July 2008 report,’ the
Under Secretary of Defense { Comptrolier/Chief Financial Officer)’ “tiger
team” review,* and the Defense Business Board study;® and (3) potential
legislative and other actions that could improve DCAA’s effectiveness and
independence.

To assess DCAA's overall management environment and quality assurance
structure, we analyzed DCAA's mission staterent and strategic plan,
performance metrics, policies and audit guidance, and system of quality
control. We also reviewed audit documentation for selected audits at
certain field audit offices (FAO) in each of DCAA's five regions for
cormpliance with generally accepted government auditing standards
(GAGAS)* and other applicable standards. We selected 37 audits of
contractor internal control systems performed by seven geographically
disperse DCAA field offices within the five DCAA regions during fiscal
years 2004 through 2006.” These were the most recently completed fiscal
years at the time we initiated our audit. Our approach focused on DCAA
offices that reported predominately adequate, or “clean,” opinions on
audits of contractor internal controls over cost accounting, billing, and

* GAQ, DCAA Audits: Allegations That Certain Audils al Three Locations Did Not Meet
Professional Standards Were Substantiated, GAQ-08-857 (Washington, D.C.: July 22, 2008).

® Hereafter referred to as the DOD Comptroller/CFO.

* Under Secretary of Defense—Comptroller, Memorandum for Director Defense Contract
Audit Agency, Subject: Immplementation of Corrective Actions, {Washington, D.C.: Aug. 20,
2008).

* Defense Business Board, Report to the Secretary of Defense: Independent Review Panel
Report on the Defense Contract Audit Agency, October 2008,

® GAQ, Generally Accepted Government Auditing Standards, GAO-03-673G (Washington,
D.C.: June 2003) and GAG-07-731¢; (Washington, D.C.: July 2007).

7 In the case of follow-up audits, we also reviewed the documentation for the previous audit
to gain an understanding of the scope of work and deficiencies identified in the prior audit.
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cost estimating systems issued in fiscal years 2005 and 2006.° We selected
DCAA offices that report predominately adequate opinions on contractor
systems and related internal controls because contracting officers rely on
these opinions for three or more years to make decisions on pricing and
contract awards, and payment. For example, audits of estimating system
controls support negotiation of fair and reasonable prices.’ Also, the FAR
requires contractors to have an adequate accounting system prior to award
of a cost-reimbursable or other flexibly priced contract.” Billing system
internal contro} audit results support decisions to authorize contractors to
submit invoices directly to DOD and other federal agency disbursing
offices for payment without govemment review." In addition, DCAA uses
the results of internal contro} audits to assess risk and plan the nature,
extent, and timing of tests for other contractor audits and other
assignments, When a contractor has received an adequate opinion on its
systems and related controls, DCAA would assess the risk for subsequent
internal contro! and cost-related audits as low and would perform less
testing on these audits. Although our selection of the seven offices and 37
internal control audits was not statistical, it represented about 9 percent of
the total 76 DCAA offices that issued audit reports on contractor internal
controls and nearly 18 percent of the 40 offices that issued 8 or more
reports on contractor internal controls during fiscal year 2006. Of the 37
internal control audits we reviewed, 32 reports were issued with adequate
opinions and 5 reports were issued with inadequate-in-part opinions.

At the same seven DCAA field offices, we selected an additional 32 paid
voucher, overpayment, request for equitable adjustment, and incurred cost
assignments that were completed during fiscal years 2004 through 2006 for
review of supporting documentation to determine whether DCAA auditors
were identifying and reporting contractor overpayments and billing

® In selecting the seven DCAA offices, we considered a 2-year history of internal control
audit results. The seven DCAA offices we selected reported adequate opinions on 89
percent or more of the internal control reports they issued during fiscal year 2006. During
fiscal year 2005, 4 of the 7 offices reported adequate opinions in 85 percent or more of the
internal control reports they issued, and the other 3 offices issued adequate opinions in 50
to 69 percent of the internal control audit reports they issued.

° DCAA, Contract Audit Manual (CAM) 5-1202.1a and Defense Federal Acquisition
Regqulation Supplement (DFARS) 215.407-5.

' FAR §§ 16.104(h) and 16.301-3(a)(1).
" FAR § 42.101 and DFARS § 242.803,
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errors.” In total, we reviewed 69 DCAA audits and cost-related
assignments.” To address our second objective, we assessed the status
and analyzed several key actions that DCAA initiated as a result of our
earlier investigation, including changes in performance metrics and policy
and procedural guidance, as well as DCAA efforts in response to DOD
Comptroller/CFO and Defense Business Board" recomamendations, To
achieve our third objective to identify potential legislative and other
actions that could improve DCAA's effectiveness and independence, we
considered DCAA’s current role and responsibilities; the framework of
statutory authority for auditor independence in the Inspector General Act
of 1978, as amended; " best practices of leading organizations that have
made cultural and organizational transformations; our past work on DCAA
organizational alternatives; GAGAS criteria for auditor integrity,
objectivity, and independence; and GAO’s Standards for Internal Control
In the Federal Government' on managerial leadership and oversight.

Throughout our audit, we met with the DCAA Director and DCAA
headquarters policy, quality assurance, and operations officials and DCAA
region and FAO managers, supervisors, and auditors. We also met with
DOD Office of Inspector General (OIG) auditors responsible for DCAA
audit oversight and DOD OIG hotline office staff. We conducted this
performance audit from August 2006 through December 2007, at which
time we suspended this work to complete our investigation of hotline
complaints regarding audits perforrned at three DCAA field offices. We
resumed our work on this audit in October 2008 and performed additional

" Contractor overpayments can occur as a Fesult of errors made by paying offices, such as
dupli and pay in excess of amounts billed, and contractor billing
errors, such as using the wrong overhead rate, failing to withhold designated amounts on
progress payments, duplicate billings, or billing for unallowable cost. Recoveries of
overpay can be acct through refunds, subsequent bllling offsets, or other
adjustments to correct billing errors.

* Although we selected 73 assignments for review, two internal control assignments were
assist audits and two cost related assj were not comp i Asa
result, we did not ider these four assi in our anal; and we discuss the
resuls of our analysis of the 69 completed assi that we 8

¥ On August 19, 2008, at the request of the DOD Defense, Comptrolier, the Deputy
Secretary of Defense established an independent review panel under the Defense Business
Board (DBB) to review DCAA operations and make rec dations for impr

¥ Codified in an appendix to Title 5 of the United States Code (hereafter 5 U.S.C. App.).

*® GAO, Standards for Internal Control in the Federal Government, GAO/ATMD-00-21.3.1
(Washington, D.C.: November 1999).
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work through mid-September 2009 to evaluate DCAA’s quality assurance
program during fiscal years 2007 and 2008, assess DCAA corrective actions
on identified audit quality weaknesses, and consider legislative and
organizational placement options. During our assessment of DCAA
corrective actions and analysis of legislative and organizational placement
options for DCAA, we met with the former DOD Comptroller/CFO to
discuss plans for Office of Comptrolier/CFO and Defense Business Board
reviews, and we continued to meet with and obtain information from the
new DOD Comptroller/CFO and his staff. We also met with Comptroller’s
new DCAA Oversight Committee, which includes the Auditors General of
the Army, the Navy, and the Air Force; the DOD Director of Defense
Procurement and Acquisition Policy; and the DOD Deputy General
Counsel for Acquisition. We obtained DOD and DOD OIG comments on a
draft of this report. DOD and DOD IG comments are summarized in the
Agency Comments and Our Evaluation section of this report. DOD
conunents are reprinted in appendix IV and DOD OIG comments are
reprinted in appendix V. We conducted our audit in accordance with
generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for findings and conclusions based on our
audit objectives. We performed our investigative procedures in
accordance with quality standards set forth by the Council of the
Inspectors General on Integrity and Efficiency (formerly the President’s
Council on Integrity and Efficiency). A detailed discussion of our
objectives, scope, and methodology is included in appendix JIL

Background

DOD contract management continues to be a high-risk area for the
government.”” With hundreds of billions of taxpayer dollars at stake,
strong controls are needed to provide reasonable assurance that contract
funds are not lost to fraud, waste, abuse, and mismanagement. Downsizing
of contract administration personnel during the 1990s coupled with
increased contract spending since 2000 have exacerbated the risks
associated with DOD contract management. Our work continues to

' GAO, High-Risk Series: An Update, GAO-9-271 (Washington, D.C.: January 2009).
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identify significant problems with federal agency contract payments® and
contract management. ™

DCAA is charged with a critical role in DOD contractor oversight by
providing auditing, accounting, and financial advisory services in
connection with the negotiation, administration, and settleraent of
contracts and subcontracts. DCAA also performs contract audit services
and payment reviews for other federal agencies, as requested, on a fee-for-
service basis. DCAA contract audit services are intended to be a key
contro! to help assure that prices paid by the government for needed
goods and services are fair and reasonable and that contractors are
charging the government in accordance with applicable laws, regulations
(e.g., Federal Acquisition Regulation (FAR) and Defense Federal
Acquisition Supplement (DFARS), standards (e.g., Cost Accounting
Standards (CAS)), and contract terms.

DCAA is headed by a director who reports to the Under Secretary of
Defense (Comptrolier/CFO). DCAA’s placement provides the DOD
Comptroller/CFO with access to financial information on defense
contracts and allows the Comptroller/CFO to make this information
available to the Secretary and Deputy Secretary of Defense. In addition, it
permits the Comptroller/CFO to elevate policy issues concerning the
scope of DCAA’s authority and level of resources. The DCAA Director is

® GAQ, Global War on Terrorism: DOD Needs to More Accurately Capture and Report the
Costs of Operation Iragi Freedom and Operation Enduring Preedom, GAQ-08-302
(Washington, D.C.: Mar. 17, 2009); Centers for Medicare and Medicaid Services: Internal
Control Deficienci in Milli of Dollars of Questionable Contract F
GAO-08-54 (Washington, D.C.: Nov. 15, 2007); Defense Contract Management: DOD’s Lack
of Adherence to Key Coniracting Principles on Frag Oil Contract Put Government
Interests at Risk, GAO-07-839 (Washington, D.C.: July 31, 2007); Hanford Waste Treatment
Plant: Department of Energy Needs to Strengthen Controls over Contractor Payments
and Project Assets, GAQ-07-868 (Washington, D.C.: July 20,2007); Irag Contract Costs:
DOD Consideration of Defense Contract Audit Agency’s Findings, GAO 06-1132
(Washington, D.C. Sept. 25, 2008); Department of Energy, Office of Worker Advocacy:
Deficient Controls Led ta Millions of Dollars in Improper and Questionable Payments to
Contractors, GAO-06-347 (Washington, D.C.: May 31, 2006); and Federal Bureau of
Investigation: Weak Controls over Trilogy Project Led to Payment of Questionable
Contractor Costs and Missing Assets, GAQO-08-306 (Washington, D.C.: Feb. 28, 2006).

¥ GAOQ, Defense Acquisitions: Assessments of Selected Weapon Programs, GAO-KS3265P
{Washingron, D.C.: Mar. 30, 2009); Defense Management: Actions Needed to Overcome
Long-standing Challenges with Weapon Systems Acquisition and Service Contract
Management, GAO-08-362T (Washington, D.C.; Feb. 11, 2009); and Defense Acquisitions:
DOD’s Increased Reliance on Service Contractors Exacerbates Long-standing Challenges,
GAO-08-621T (Washington, D.C.: Jan. 23, 2008).
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responsible for day-to-day management of DCAA, development of strategic
plans, audit guidance and procedures, and the quality of DCAA’s audit
services, DCAA's Contract Audit Manual (CAM)® prescribes the
standards, policies, and techniques to be followed by DCAA personnel in
conducting contract audits. DCAA emphasizes and supplements CAM
guidance through policy memorandums and other written notices, as well
as through training and oral communications.

The IG Act gives the DOD IG broad responsibilities to provide policy
direction for and to conduct, supervise, and coordinate audits and
investigations in DOD and in contractor operations, if warranted. DOD IG
duties pertaining to DCAA include (1) providing policy direction for all
DOD audits; (2) investigating fraud, waste, and abuse uncovered as a
result of audits; (3) monitoring and evaluating adherence by all DOD
auditors to audit policies, procedures, and standards; and (4) requesting
assistance as needed from other auditors in DOD. As part of its audit
policy and oversight responsibilities, the DOD 1G reviews DCAA’s system
of audit quality control on a 3-year basis that is intended to meet the
requirements under GAGAS for a peer review.

DCAA History and
Organizational Structure

Audits of military contracts can be traced back to at least the World War {
era. Initially, the various branches of the military had their own contract
audit function and associated instructions and accounting rulings.
Contractors and government personnel recognized the need for
consistency in both contract administration and audit. The Navy and the
Army Air Corps made the first attempt to perform joint audits in 1939. By
December 1942, the Navy, the Army Air Corps, and the Ordnance
Department had established audit coordination committees for selected
areas where plants were producing different items under contracts for
more than one service. On June 18, 1952, the three military services jointly
issued a contract audit manual that later became the DCAA CAM.

In May 1962, Secretary of Defense Robert S. McNamara instituted “Project
60" to examine the feasibility of centrally managing the field activities

® DCAA, Coniract Audit Manuat (CAM), DCAAM 7640.1.
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concerned with contract administration and audit.* An outcome of this
study was the decision to establish a single contract audit capability within
DOD and DCAA was established on June 8, 1965.% At that time, DCAA's
mission to perform all necessary contract audits for DOD and provide
accounting and financial advisory services regarding contracts and
subcontracts to all DOD components responsible for procurement and
contract administration was established. The former Deputy Comptroller
of the Air Force was selected as the DCAA Director and the former
Director of Contract Audit for the Navy, was selected as the Deputy
Director. DCAA was placed under management control of the Under
Secretary of Defense (Comptroller), where it remains today.

DCAA consists of a headquarters office at Fort Belvoir, Virginia, and six
major organizational components—a field detachment office, which
handles audits of classified contracting activity, and five regional offices
within the United States. The regional offices manage field audit offices
(FAQ), which are identified as branch offices, resident offices, or
suboffices. Resident offices are located at larger contractor facilities in
order to facilitate DCAA audit work. In addition, regional office directors
can establish suboffices as extensions of FAOs to provide contract audit
services more economically. A suboffice depends on its parent FAQ for
release of audit reports and other administrative support. In total, there
are more than 300 FAOs and suboffices throughout the United States and
overseas. During fiscal year 2008, DCAA employed about 3,600 auditors at
more than 300 FAOs throughout the United States, Europe, the Middle
East, and in the Pacific to perform audits and provide nonaudit services in
support of contract negotiations related to approximately 10,000
contractors.

DCAA Audit and Nonaudit
Services

DCAA'’s mission encompasses both audit and nonaudit services in support
of DOD contracting and contract payment functions. FAR subpart 42.1,
“Contract Audit Services,” and DOD Directive 5105.36, Defense Contract

o Project 60 also resulted in consolidation of the military services’ contract management
activities under the Defense Contract Management Agency (DCMA), formerly the Defense
Contract Management Command (DCMC) within the Defense Logistics Agency. On March
27, 2000, DCMC was established as DCMA under the authority of the Under Secretary of
Defense (Acquisition, Technology, and Logistics).

% DOD, General Plan: Consolidation of Department of Defense Contruct Audit Activities
into the Defense Contract Audit Agency (Feb. 17, 1965).
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Audit Agency (DCAA), establish DCAA as the department’s contract audit
agency” and set forth DCAA’s responsibilities,

FAR 42.101 prescribes contract audit responsibilities as submitting
information and advice to the requesting activity, based on the analysis of
contractor financial and accounting records or other related data as to the
acceptability of the contractors’ incurred and estimated costs; reviewing
the financial and accounting aspects of contractor cost controi systems;
and, performing other analyses and reviews that require access to
contractor financial and accounting records supporting proposed and
incurred costs. DOD Directive 5150.36 lists several responsibilities and
functions that shall be performed by the DCAA Director,” including:

+ “Assist in achieving the objective of prudent contracting by providing
DOD officials responsible for procurement and contract
administration® with financial information and advice on proposed or
existing contracts and contractors, as appropriate.”

» “Audit, examine, and/or review contractors’ and subcontractors’
accounts, records, documents, and other evidence; systems of internal
control; {and} accounting, costing, and general business practices and
procedures; to the extent and in whatever manner is considered
necesgary to permit proper performance of other functions ....” These
other functions cover contract audit and nonaudit services. In addition,
the Directive states that the DCAA Director shall perform such other
functions as may be assigned by the Secretary and Deputy Secretary of
Defense or the Under Secretary of Defense (Comptroller/CFO).

* “Approve, suspend, or disapprove costs on reimbursement vouchers
received directly from contractors, under cost-type contracts,
transmitting the vouchers to the cognizant Disbursing Officer.”

DCAA uses the term audit to refer to a variety of evaluations of various
types of data.” In fiscal year 2008, DCAA reported that over 97 percent of
its service work hours were spent on audits, meaning that DCAA has opted
to provide nearly all of its services to the contracting and finance

# DODD 5105.36, paragraph 4.2, reissued on February 28, 2002.
* DODD 5105.36, paragraphs 5.1 through 5,14,

* Contract administration responsibilities are set forth in FAR Subparts 42.2 and 42.3.
* CAM 2-001.
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communities under applicable auditing standards, as discussed below.
Table 1 lists several audit and nonaudit services provided by DCAA during
the three phases of the contracting process—pre-award, contract
administration, and close-out—and cites the statutory and regulatory
provisions that authorize or establish the need to have DCAA perform the
service. DCAA audits also support the contract payment process both
directly and indirectly. For example, audits of contractor incurred cost
claims and voucher reviews directly support the contract payment process
by providing the information necessary to certify payment of claimed
costs. ¥ Other audits of contractor systems, includimg audits of contractor
internal controls, CAS compliance, and defective pricing, indirectly
support the payment process by providing assurance about contractor
controls over cost accounting, cost estimating, purchases, and billings that
the agency may rely upon when making contract decisions, such as
determinations of reasonable and fair prices on negotiated contracts. For
example, an accounting systerm deemed to be adequate by a DCAA audit
permits progress payments based on costs to be made without further
audit.”

Table 1: Examples of DCAA Audit and Nonaudit Services

Payment support
Contract phase and Contracting
assignment Audit and Nonaudit services support Direct Indirect
Pre-award phase:
Accounting system®  Audit: DCAA determines adequacy of the contractor's accounting X X

system prior to award of a cost-reimbursable or other flexibly
priced contract. FAR § 16.301-3(a)(1).

Contractor accounting Audit: DCAA reviews the contractor's Disclosure Statement for X X
disclosure statements  adequacy and CAS compliance and determines whether the

contractor's Disclosure Statement is current, accurate, and

complete. DCAA also reviews Disclosure Statements during the

post award phase if contractors revise themn. FAR §§ 30.202-6(c),

30.202-7 and 30.601(c).

Estimating system * Audit: DCAA determines adequacy of contracior estimating X X
systems. FAR § 15.407-5 and DFARS § 252.215-7002(d), {e).

* Disbursing officers are authorized to make payments on the authority of a voucher
certified by an authorized certifying officer, who is responsibie for the iegality, accuracy,
and propriety of the payment. 31 U.5.C. §§ 3325, 3521(a), and 3528(a).

*FAR § 325034,
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Payment support

Contract phase and Contracting
assignment Audit and Nonaudit services support Direct Indirect
Contract price Audit: DCAA examines coniractor records to ensure that cost o X X
proposais and forward pricing data is accurate, current, and complete and supports the
pricing proposals® determination of fair and reasonable prices. 10 U.S.C. §§ 2308a

and 2313 {DOD) and 41 U.S.C. § 254d {other agencies): FAR

Subpart 15.4 (esp. FAR § 15.404-2(c)) and § 52.215-2(c); and

DFARS § 215.404-1.
Financial liaison Nonaudit: DCAA Director estabiishes and maintains liaison X X
advisory services® auditors and financial advisors, as appropriate, at major procuring

and contract administration offices. These services are also

provided during the post-award phase, as needed. DODD

5105.36, paras. 7.1.1 and 5.9.
Post award/administration phase:
internal control system Audit: DCAA reviews the linancial and accounting aspects of the X X
audits {generatly} contractor's ¢ost control systems, including the contractor's

internai control systems. FAR § 42.101(a)(3) and DFARS §

242.7501.
&iiling system audits’  Audit: DCAA determines adequacy of contractors’ billing system X X

controls and reviews accuracy of paid vouchers. DCAA uses audit

results to support approval of contractors to participate in the

direct-bill program. FAR § 42.101 and DFARS § 42.803 (b}(i{C).
Purchasing system Audit: DCAA determines adequacy of a contractor’s of X X
review b subcontractor's purchasing system. FAR Subpan 44.3.
Progress payments®  Audit: DCAA verifies amount claimed, determines altowability of X X

contractor requests for cost-based progress payments, and
determines if the payment will result in undue financial risk to the
government. FAR §§ 32.503-3, 32.503-4, and 52.232-16.

incurred cost claims®  Audit: DCAA determines acceptability of the contractors’ claimed X X
costs incurred and submitted by contractors for reimbursement
under cost-reimbursable, fixed-price incentive, and other types of
flexibly priced contracts and compliance with contract terms, FAR,
and CAS, if applicable. FAR §§ 42.101, 42.803(b), and DFARS §
242.803.

Billing rates and final  Audit: DCAA establishes bilfing rates for interim indirect costs and X X
indirect cost rates’ finat indirect cost rates. FAR §§ 42.704, 42.705 and 42.705-2 and
DFARS § 42.705-2.

Defective pricing” Audit: DCAA determines the amount of cost adjustments related X X
to defective pricing. See above authorities to audit contractor cost
and pricing data and FAR § 15.407-1.

CAS compfiance” Audit: DCAA determines contractor and subcontractor compliance X X
with CAS set forth in 48 CFR § 9903.201 and detenmines cost
impacts of noncompliance. FAR §§ 1.602-2, 30.202-7, and
30.601C}).

Other specially Audit and nonaudit services: DCAA conducts performance audits X X
requested services and other audits based on requests from DOD components and

requests from other federal agencies. DOD Directive 5105.36,

Sec. 5.
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Payment support

Contract phase and Contracting
assignment Audit and Nonaudit services support Direct  iIndirect
Paid voucher reviews® Nonaudit services: DCAA reviews vouchers afier payment to X X

suppon continued contractor participation in the direct bilt

program. CAM 6-1007.6; FAR § 42.803; DFARS § 242.803;

DODD 5105.36, paras. 5.4 and 5.5; and DOD Financial

Management Regulstion {FMR}, vol. 10, ch. 10, para. 100202.
Approval of vouchers  Nonaudit: DCAA reviews and approves conlractor intenm X X
prior to payment” vouchers for payment and suspends payment of questionable

costs. FAR § 42.803: DFARS § 242.803(bj{(i}(B); DOD Directive

5105.36, paras. 5.4 and 5.5; and DOD FMR vol. 10, ch. 10, para.

100202,
Qverpayment reviews® Non audit services: At the request of the contracting officer, DCAA X X

reviews contractor data to identify potential contract

overpayments. FAR §§ 2.605, 52.216-7{(g}, (h)2.
Close-out/termination phase:
Contract close-out Audit: DCAA reviews finai completion vouchers and the X X
procedures and cumulative allowable cos! worksheet and may review contract
audits® closing statements. DFARS § 242.803(b){i}{(D).

Souice. GAQ analysis.

“Indicates DCAA audit and nonaudit services covered in this audit.

“indicates types of audits covered in our prior investigation (GAQ-08-857), We reviewed progress
payment and contract close-out audits that related to audits in cur earlier investigation or this audit
where the auditors considered the evidence in those audits.

Importance of Audits in
Accordance with GAGAS

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00154 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

DCAA policy states™ that it follows GAGAS™ when conducting audits.
These standards provide a framework for conducting high quality
government audits and attestation engagements. These standards also
provide guidelines to help government auditors maintain competence,
integrity, objectivity, and independence in their work and require that they
obtain sufficient evidence to support audit conclusions and opinions.
When auditors are required to follow GAGAS or are representing to others
that they followed GAGAS, they should follow all applicable GAGAS
requirements and should refer to compliance with GAGAS in the auditor’s
report.” Most DCAA audits are performed as attestation audits under
GAGAS. For attestation audits, GAGAS incorporates the American

® CAM, 2-101. Except where stated otherwise in this report, various types of evaluations
entailing different levels of assurance that DCAA refers to as audits—such as examinations,
attestations, and reviews—were subject to GAGAS.

PGAO03-673G, §1.01, and GAO-07-731G, §1.03,

B GAQO7-71G, § LIL
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Institute of Certified Public Accountants (AICPA) general standard on
criteria, and the field work and reporting standards and the related
Statements on Standards for Attestation Engagements (SSAE), unless
specifically excluded or modified by GAGAS.™ DCAA also conducts
performance audits upon request. This report addresses DCAA attestation
audits and related supporting assignments.

GAGAS state that the public expects auditors to observe the principles of
serving the public interest and maintaining the highest degree of integrity,
objectivity, and independence in discharging their professional
responsibilities. Serving the public interest and honoring the public trust
are critical when performing government audits. Auditors increase public
confidence when they conduct their work with an attitude that is
objective, fact-based, nonpartisan, and non-ideological with regard to
andited entities and users of the auditors’ reports. Auditors also should be
intellectually honest and free of conflicts of interest in discharging their
professional responsibilities.” Management of the audit organization sets
the tone for ethical behavior throughout the organization by maintaining
an ethical culture, clearly communicating acceptable behavior and
expectations to each employee and creating an environment that
reinforces and encourages ethical behavior throughout all levels of the
organization, * The credibility of auditing in the govemment sector is
based on auditors’ objectivity and integrity in discharging their
professional responsibilities.*

@ GAOD3-673G, § 6.01, and GAO-07-731G, § 6.01.
B GAD-7-T31G, §§ 2.06 through 2,10,

* GAOWT-7316, § 2.01

® GAOOT-T3G, § 2.10.
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Nationwide Audit
Quality Problems Are
Rooted in DCAA’s
Poor Management
Environment

We found audit quality problems at DCAA offices nationwide, as
demonstrated by serious quality problems in the 69 audits and cost-related
assignments we reviewed, DCAA's ineffective audit quality assurance
program, and DCAA’s rescission of 80 audit reports in response to our
work. ® Of the 69 audits and cost-related assignments we reviewed for this
report, 65 exhibited serious GAGAS or other deficiencies similar to those
found in our prior investigation, including compromise of auditor
independence, insufficient audit testing, and inadequate planning and
supervision. Although not as serious, the remaining four audits also had
GAGAS compliance problems. The 69 audits and cost-related assignments
we reviewed included 43 audits that DCAA reported were performed in
accordance with GAGAS and 26 non-GAGAS cost-related assignments,
including 10 overpayment and 16 paid voucher assignments. According to
DCAA officials, DCAA rescinded the 80 audit reports because the audit
evidence was outdated, insufficient, or inconsistent with reported
conclusions and opinions and reliance on the reports for contracting
decisions could pose a problem. Nearly one third (24) of the 80 rescinded
reports relate to unsupported opinions on contractor internal controls,
which were used as the basis for risk-assessments and planning on
subsequent internal control and cost-related audits. Other rescinded
reports relate to CAS compliance and contract pricing decisions. Because
the conclusions and opinions in the rescinded reports were used to assess
risk in planning subsequent audits, they impact the reliability of hundreds
of other audits and contracting decisions covering billions of dollars in
DOD expenditures, We found that DCAA's focus on a production-oriented
mission led DCAA management to establish policies, procedures, and
training that emphasized performing a large quantity of audits to support
contracting decisions over audit quality. An ineffective quality assurance
structure compounded this problem.

Audit Quality Problems
Found in All Audits GAO
Reviewed

We found audit quality problems, including GAGAS compliance problems,
with all 37 audits of contractor internal controls and the 4 incurred cost
and the 2 request for equitable adjustment audits we reviewed at 7 FACs
across the 5 DCAA regions covered in this audit. In addition, none of the
26 cost-related assignments we reviewed from these same FAOs included
sufficient testing to identify contractor overpayments and billing errors.

* According to documentation provided by DCAA as of the end of July 2009, the 80
rescinded reports include 62 reports related to findings in our July 2008 investigative report
and 18 reports related to this audit.
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Internal Control Audits

For additional details on our analysis of these DCAA audits and
assignments, including narrative case-studies, see appendixes Tand Il

DCAA performs attestation audits of contractors’ systems for cost
accounting, estimating, and billing to gather evidence to express an
opinion on the adequacy of the contractor's systems and related internal
controls for compliance with applicable laws and regulations and contract
terms. A contractor must have an adequate accounting system to be
awarded a government cost-reimbursement contract, an adequate billing
system to submit invoices for payment without government review, and an
acceptable estimating system to support a contracting officer’s approval of
pricing proposals. A secondary objective of DCAA’s audits of contractor
systems and controls is to determine the degree of reliance that can be
placed on the contractor’s internal controls as a basis for planning the
scope of other related audits. For example, if a contractor receives an
adequate opinion on various systeras control audits, auditors assess risk as
low and reduce the level of testing on subsequent internal control and
cost-related audits, including audits of contractors’ annual incurred cost
claims. Although the reports for all 37 audits of contractor intemal
controls that we reviewed stated that the audits were performed in
accordance with GAGAS, we found GAGAS compliance issues with all of
these audits. Examples of GAGAS compliance issues we found included:

Independence issues. For 7 audits we reviewed, DCAA independence
was compromised because auditors provided material nonaudit services
to a contractor they later audited; experienced access to records problems
that were not fully resolved; or significantly delayed report issuance in
order to allow the contractors to resolve cited deficiencies. GAGAS state
that auditors should be free from influences that restrict access to records
or improperly modify audit scope.”

Insufficient evidence, We found that 33 of the 37 internal control audits
did not include sufficient testing of internal controls to support auditor
conclusions and opinions. GAGAS for examination-leve] attestation
engagements require that sufficient evidence be obtained to provide a
reasonable basis for the conclusion that is expressed in the report.”
However, our review of andit documentation often found that oniy two,
three, or sometimes five transactions were tested to support audit

¥ See GAO-03-673G, § 3.19, and GAOLDT-781G, § 3.10.
* GAQ-03-673G, § 6.04b.
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conclusions, and the audit documentation did not contain a justification
for the small sample sizes selected for testing. For internal control audits,
which are relied on for 2 to 4 years and sometimes longer, the auditors
would be expected to test a representative selection of transactions across
the year and not transactions for just one day, one month, or a couple of
months.” For many controls, the procedures performed consisted of
documenting the auditors’ understanding of controls, and the auditors did
not test the effectiveness of the implementation and operation of controis.

Generally, the basis for an auditor’s determination of sufficient testing
should include (1) an adequate risk it, taking into consideration
any auditor alerts arising from related audits, past findings, and corrective
actions; (2) the contractor’s overall control environment; and (3) the
nature and volume of transactions and associated materiality and risk of
error. For example, decisions on sufficient testing of contractor internal
controls would include consideration of the number and types of contracts
or proposals; the nature, dollar amount, and volume of transactions; and
key control attributes or special characteristics of the transactions.
Further, a representative selection would include a representative number
of transactions from a population of transactions representing a
reasonable period of time, in order for test results to support conclusions
and opinions on the overall adequacy of the contractor’s systems and
effectiveness of the related controls. For example, under the GAO/PCIE
Financial Audit Manual,” the minimum sample size for an attribute
sample of a control would be 45 items.

Reporting problems. According to GAGAS, audit reports should, among
other matters, identify the subject matter being reported and the criteria
used to evaluate the subject matter. Criteria identify the required or
desired state or expectation with respect to the program or operation and
provide a context for evaluating evidence and understanding the findings.*
None of the 37 internal control audit reports we reviewed cited specific
criteria used in individual audits. Instead, the reports uniformly used
boilerplate language to state that DCAA audited for compliance with the
“FAR, CAS, DFARS, and contract terms.” As a result the user of the report

* AICPA S on Auditing Standards, AU 350, and Audit and Accounting Guide:
Audit Sampling, §§ 3.14, 3.29-3.34, 3.58, and 3.61.

“ GAO/PCIE, Financial Audit Manual, GAD-08-585(: (Washington, D.C.: July 2008).
M GAONT-TBIG, §4.15.
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does not know the specific Federal Acquisition Regulation (FAR), Cost
Accounting Standards (CAS), or contract terms used as criteria to test
contractor controls. This makes it difficult for users of the reports to
determine whether a particular report provides the level of assurance
needed to make contracting decisions.

The lack of sufficient support for the audit opinions on 33 of the 37
intemal contro} audits we reviewed rendered them unreliabie for decision
making on contract awards, direct billing privileges, the reliability of cost
estimates, and reported direct cost and indirect cost rates. For exarple,
the FAR requires® government contracting officers to determine the
adequacy of a contractor’s accounting system before awarding a cost-
reimbursement contract. Of the 9 audits of contractor accounting system
internal controls that we reviewed, only two of the audits included
sufficient testing to support DCAA’s audit opinion that internal controls
over the contractors’ accounting systems were adequate. In addition, none
of the 20 audits of contractor billing system intemal controls we reviewed
contained sufficient testing of controls to support the reported opinions.
Adequate opinions on billing system audits are the basis for DCAA
decisions to approve contractors for the direct bill program, whereby
contractors submit invoices directly to a government disbursing office
without prior review.* Four of the 6 andits of contractor estimating
system controls that we reviewed did not include sufficient testing to
support the reported opinions. DOD requires* that large contractors have
acceptable estimating systems. Opinions on contractor estimating systems
support DCAA decisions on the extent of testing performed on contract
proposals. Neither of the two internal control audits of contractor indirect
and other direct costs we reviewed included sufficient testing to support
reported opinions. As shown in figure 1, at the time these audits were
performed, DCAA policy guidance provided for three categories of
opinions on internal control audits. This policy provided for different
opinions and criteria for judging them based on the severity of the
problems identified. Professional standards have long recognized different
levels of severity with regard to reporting deficiencies and material
weaknesses in intermal controls,

 PAR $§ 16.104(h) and 16.301-3(a)(1).
“PAR § 42.101 and DFARS § 242.803(b)(1)(C).
“ DFARS § 215.407-5-70; see FAR § 15.407-5.

Page 17 GAO0-09-468 DCAA Audit Environment

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00159 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.125



VerDate Nov 24 2008

156

Figure 1: DCAA Opinions on Contractor internat Controi Systems Audits

inadeduatein part

Risk  DCAA ppinion Criteria Resuitant actions
Adequate No significant Scope of future audits will be decreased based on assurance provided by
deficiencies were adequate controls,

identified in the audit

 Auditors identified o Contractor s réquired o firake improvesmerits, and DCAA 1§ o perform follow-up

OF oPe significant : testing within 6 manths. .

deficiencies that affect - Inadequate in-part opinion Algo requires exparided audit scopes-on future and
parts-of the! s : it-aiidits Until the “s-corrective actions are confirmed by
system e suditors §

Source: GAD analysis of DCAA polc

Supervisors of the DCAA internal control audits we reviewed dropped
auditor findings of significant deficiencies from the audit reports or
treated them as suggestions for improvement without adequate support,
including instances of FAR noncompliance that should have been reported
as material weaknesses. In some cases, auditors reported “inadequate-in
part” opinions when the severity of the deficiencies or material
weaknesses identified would have called for “inadequate” opinions.

On December 19, 2008, DCAA revised its policy to eliminate the
“inadequate-in-part” opinion and the requirement to report suggestions for
improvement.® The new DCAA policy defines “significant
deficiency/material weakness” as an internal control deficiency that

(1) adversely affects the contractor’s ability to initiate, authorize, record,
process or report government contract costs in accordance with
applicable government contract laws and regulations; (2) resuits in a
reasonable possibility that unallowable costs will be charged to the
government; and (3) the potential unaliowable cost is not clearly
immaterial. The new DCAA policy also establishes new guidance on

“DCAA, “Audit Guidance on Significant Deficiencies/Material Weak and Audit
Opinions on Internal Control Systems,” 08-PAS-043R (Dec. 19, 2008).
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reporting audit opinions on contractors’ internal control systems. For
example, the new DCAA policy states that audit reports that identify any
significant deficiencies/material weaknesses in contractors’ internal
control systems will include opinions that the systems are “inadequate.”
The policy notes that the contractor’s failure to accomplish any contro}
objective tested in DCAA’s internal control audits will or could ultimately
result in unallowable costs being charged to government contracts, even
when the control objective does not have a direct relationship to charging
costs to government contracts. As an example, the policy notes the control
objective related to ethics and integrity is not directly related to charging
costs to government contracts, but that the contractor’s failure to
accomplish the control objective creates an environment that could
ultimately result in mischarging to government contracts.

By eliminating the “inadequate-in-part” opinion, the new policy does not
recognize different levels of severity and could unfairly penalize
cortractors whose systems have less severe deficiencies by giving them
the same opinion—"inadequate"—as contractors having material
weaknesses or serious deficiencies that in combination would constitute a
material weakness.

At the time we finalized our draft report for DOD comment, DCAA had
rescinded 18 of the 33 audits of contractor internal conirols that we
determined did not contain sufficient testing to meet GAGAS.* Unreliable
audit opinions on contractor internal controls pose a significant risk
because DCAA generally performs these audits on a 2- to 4-year cycle and
the audit results are relied on for several years to make decisions on
testing in various audits of contractor internal controls and cost-related
assignments. In response to our earlier investigation in November 2008,
DOD added DCAA audits not meeting professional standards to its list of
material weaknesses.” Table 2 provides details on five case studies that
are typical of the flawed internal control audits that we reviewed during
the course of our work. For more detail on the internal control audits we
reviewed, see appendix I.

“ Under its d ized DCAA headquarters obtains field
office agreement to rescind audit reports that do not meet GAGAS.

" DOD, Fiscal Year 2008 Agency Financial Report, Department of Defense (Washington,
D.C.: Nov. 17, 2008).
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Table 2: Summary of Five Selected Internal Controt Audits

Case Region Audittype Case details

1 Western  Billing system (2004}  +

DCAA auditors inappropriately ptanned and performed a billing system audit of a
federally funded research and developmen center (grantee) with $1.5 billion in annual
funding. The grantee does not have a "billing system.”

The grantee is funded by a line of credit, which provides for cash draws and
transaction reporting by the grantee’s accounting system,

DCAA augditors spent 530 hours revising Singie Audit Act cash management audit
documentation to address procedures required in DCAA's standard audit program for
billing system internal controls and developed a billing system audit report, when the
auditors could have simply forwarded the results of work on the grantee’s cash
management system performed under the Single Audit Act to the federal agency's
buying command.

As a result of our review, DCAA reassessed the need to perform a billing system audit
for the grantee and determined that it would rely on the Singie Audit reports in the
future.

2 Western  Accounting sysiem .

This audit invoiving accounting controls for one of the five largest DOD contraclors
working in iraq was initiated in November 2003.

in September 2005, after nearly 2 years of audit work, DCAA provided draft findings
and recommendations to the contractor that included 8 significant deficiencies in the
contractor’s accounting design and operation.

The contractor objected to the findings, stating that the auditors did not fulty
understand its new policies and procedures, which were just being developed for the
fast track effort in #raq.

Foliowing the contractor's objections, various supervisory auditors directed the
auditors to revise and delete some workpapers, generate new workpapers, and in one
case, copy the signature of a prior supervisor onto new workpapers making it appear
that the prior supervisor had approved a revised risk assessment,

On August 31, 2006, after dropping 5 significant deficiencies and downgrading 3
significant deficiencies to suggestions for improvement, DCAA reported an "adequate”
opinion on the contractor's accounting system without adequate audit evidence for the
changes.

The interim audit supervisor, who instructed the lead auditor to copy and paste the
prior supervisor's name onto key risk assessment workpapers, was subsequently
promoted to be the Westem Region's quality assurance manager where he served as
quatity controf check over thousands of audits, inciuding those GAO reported on last
year.

in April 2007, the Special IG for raq Reconstruction {SIGIR) reported that despite
being paid $3 mitlion to complete the renovation of a building in Irag, the contractor's
wark fed to piumbing failures and electrical fires in a building occupied by the tragi
Civil Defense Directorate.

DCAA rescinded the audit report on December 2, 2008,
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Case Region Audit type Case details

3 Eastern  Billing system (2005) =

In May 2005, DCAA reponed an inadequate-in-part opinion on the bilfing system
internal controls of a second of the five {argest DOD contractors.

After issuing the report, DCAA auditors helped the contractor develop policies and
procedures related to accounts receivable, overpayments, and system monitoring
before performing a required follow-up audit—a serious impairment to auditor
independence.

in June 2006, DCAA reported an adequate opinion on the contractor's billing system
interna} controls, including the policies and procedures DCAA helped the contractor
develop.

As a result of GAO's review, DCAA rescinded the foliow-up audit report on March 6,

4 Central  Billing system .
{2005}

This audit, which was initiated in July 2005, covered a new billing system al a
business segment of another of the Tive largest DOD contractors. Although DCAA
considers new systems 1o be high-risk and requires increased testing, auditors
deleted key audit steps related o contractor policies and internal controls over
progress payments from the standard audit program without explanation and
performed little or no testing of the contractor's billing controls.

The comractor objected to requests for documentation to test whether billing clerks
had received necessary training.

One auditor told GAQ he did nat perform other tesis because "the coniractor would
not appreciate it,”

The auditors provided draft findings and recommendations to the contractor in
February 2006 that included six suggestions to improve the system related to the
need for internat audits, oversight of subcontractor accounting systems, and
improvements in policies and procedures and desk instructions.

instead of issuing the repont, when audit work was compieted and noting the status of
any contractor actions to address identified control weaknesses, the auditors
monitored contractos corrective actions for 7 months, dropping the two suggestions for
improvement related to internal audits and monitoring subcontractor accounting
systems. The failure to monitor subcontractor accounting systems shoutd have been
considered a significant deficiency.

On September 15, 2006, DCAA reported an "adequate” opinion on the contractor's
bilting system.

Following GAO's review of this audit, DCAA rescinded the audit report on February
10, 2009.
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Case Region Audit type

Case details

5 Central  Billing system (2006)

+  Afraud investigation by the Army's Criminal investigative Division was under way at
the time DCAA performed this contractor's bilfing system audit. The FAQ was aware
of the substance of the Army's investigation.

«  The auditor requested increases in budgeted audit hours to perform increased testing
because of fraud risk and the contractor's use of temporary accounts for charging
costs that had not yet been authorized by \he contracting officer.

+  The auditor drafied an “inadequate” opinion on the contractor’s billing system, which
was overturned by the supervisor and FAQ manager. .

+  Despite a reported $2.8 million in fraud for this contractor, DCAA reported an
“inadequate-in-part” opinion related 10 3 significant deficiencies in the contractor's
billing system on August 31, 2005, and an "adequate” opinion on September 11,
2006, related to a follow-up audit.

+  The auditor, whose performance appraisal was lowered for performing oo much
testing and exceeding budgeted audit hours, was assigned to and then removed from
the foliow-up audit. The auditor left DCAA in March 2007.

«  Foliowing GAO's review, DCAA rescinded both audit reports on November 20, 2008.

Cost-Related Assignments

Source: GA anatysis of DCAR audH GOCUMENLEION and Judor interviews.

The 32 cost-related assignments we reviewed did not contain sufficient
testing to provide reasonable assurance that overpayments and billing
errors that might have occurred were identified. As a result, there is little
assurance that any such errors, if they occurred, were corrected and that
related improper contract payments, if any, were refunded or credited to
the government. Contractors are responsible for ensuring that their
billings reflect fair and reasonable prices and contain only allowable costs,
and taxpayers expect DCAA to review these billings to provide reasonable
assurance that the government is not paying more than it should for goods
and services, Further, we found that DCAA does not consider some cost-
related assignments to be GAGAS audits, even though these assignments
are used to provide assurance of the reasonableness of contractor billings,
for example:

Paid voucher reviews. DCAA performs annual testing of paid vouchers
(invoices) to determine if contractor voucher preparation procedures are
adequate for continued contractor participation in the direct-bill
program.* Under the direct-bill program, contractors may submit their
invoices directly to the DOD disbursing officer for payment without
further review. Although DCAA does not consider its reviews of contractor

“ DCAA does not perform paid voucher reviews during the year that it performs an audit of
the contractor’s billing system internal controls.
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paid vouchers to be GAGAS engagements; it has not determined what
standards, if any, apply to these assignments. In addition, for the 16 paid
voucher assignments we reviewed, we found that DCAA auditors failed to
cornply with CAM guidance.” Rather than documenting the population of
vouchers, preparing sampling plans, and testing a random (statistical)
sample, auditors generally did not identify the population of vouchers, did
not create sampling plans, and made a small, nonrepresentative selection
of as few as one or two invoices for testing to support conclusions on their
work. Even when DCAA auditors tested 20 or 30 invoices, they did not test
billing controls or review supporting documentation for goods and
services purchased. Instead, the auditors performed limited procedures
such as determining whether the vouchers were mathematically correct
and included current and cumulative billed amounts. Based on this limited
work, the auditors concluded that controls over invoice preparation were
sufficient to support approval of the contractors’ direct bifling privileges.
However, the lilnited work performed does not provide assurance that
contractor billings are accurate and comply with applicable laws, the FAR,
CAS, and contract terms. This is of particular concern because we
determined that Defense Finance and Accounting Service (DFAS)
certifying officers rely on DCAA voucher reviews, and they do not repeat
review procedures they believe to be performed by DCAA.

Professional literature contains guidance to help auditors determine the
level of testing that should be performed to obtain sufficient, appropriate
evidence to support a conclusion that internal controls are effectively
designed, implemented, and operating effectively. Inquiry alone does not
provide sufficient, appropriate evidence to support a conclusion about the
effectiveness of a control. Some of the factors that affect the risk
associated with a control include

» the nature and materiality of misstatements that the control is intended
to prevent,

= the inherent risk associated with the related account(s) and
assertion(s),

* whether there have been changes in the volume or nature of
transactions that might adversely affect control! design or operating
effectiveness,

* CAM 6-1007.
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» the degree to which the control relies on the effectiveness of other
controls (i.e., information technology controls),

« the competence of personnel who perform the control or monitor its
performance, and whether there have been changes in key personnel
who perform the control or monitor performance, and

» whether the control relies on performance by an individual or is
automated (an automated control would generally be expected to be
lower risk if relevant IT general controls are effective).*

Professional standards™ state that the auditor should focus more attention
on the areas of highest risk. As the risk associated with the controi being
tested increases, the evidence that the auditor should obtain increases. In
addition, the GAO/PCIE Financial Audit Manual provides guidance on
sampling control tests that would be relevant to DCAA testing of
contractor invoices.* The auditor should assess risk in determining the
control attributes to be tested and select a sample that the auditor expects
to be representative of the population. Atiribute sampling requires random
or systematic, if appropriate, selection of sample items without
considering the transactions’ dollar amount or other special
characteristics. To determine the sample size, the auditor uses
professional judgment to determine three factors—confidence level,”
tolerable rate (maximum rate of deviations from the prescribed control
that the auditor is willing to accept without altering the preliminary
control risk), and expected population deviation rate (expected error
rate).™

* AU § 350.19 and SSAE §§15.64 and 15.69.
* AU §§ 350.07 through 350.14.
# GAONS-5850, § 450.

* Confidence interval is the probability associated with the precision, that is, the
probability that the true misstatement is within the confidence interval.

™ For example, for a confidence level of 30 percent and a tolerable rate of 5 percent, a
sample size of 45 transactions would have an acceptable number of deviations of zero and
a sample size of 78 wransactions would have an acceptable number of deviations of one. For
the same confidence level of 90 percent and a tolerable rate of 10 percent, a sample size of
45 would have an acceptable number of deviations of one and a saraple size of 78 would
have an acceptable number of deviations of four.
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Finally, the American Institute of Certified Public Accountants (AICPA)
Audit and Accounting Guide: Audit Sampling™ (Audit Guide) contains
attestation guidance on the application of SSAEs in specific
circumstances, including engagements for entities in specialized
industries. The Audit Guide states that an auditor using nonstatistical
sampling is not required to compute the sample size using statistical
theory. However, sample sizes of statistical and nonstatistical samples
ordinarily would be comparable when the same sampling parameters are
used.®

Overpayment assignments. DCAA intends these audits to verify that
contractors have billing procedures and internal controls in place to
identify and resolve contractor overpayments in a timely manner. DCAA
guidance states that these engagements should be conducted in
accordance with GAGAS to the extent applicable under the
circumstances.” However, none of the 10 overpayment assignments we
reviewed were performed or reported as GAGAS engagements. We found
that auditor judgments about the population and selection of transactions
for these assignments did not provide a representative basis for testing
and concluding on contractor controls over billings and payments
received. For example, for the 10 assignments we reviewed, the auditors
selectively reviewed an accounts receivable aging report to identify
overpayments and determine if they had been resolved. The auditors did
not attempt to identify the population of transactions subject to
overpayments and over billings during the year, and they did not
document their rationale for selecting a particular dollar threshold,
number of transactions, or time period for testing contractor invoices. Qur
assessment of these assignments includes the same concerns regarding
insufficient evidence to support the auditors’ conclusions as discussed
above for annual testing of paid vouchers. As aresult, this work does not
provide reasonable assurance that contractors have adequate controls in
place to identify and correct overpayments and billing errors and make
appropriate, timely refunds and adjustments.

* The AICPA Audit Guide is an interpretive publication pursuant to AT section 50, SSAE
Hierarchy (AICPA, Professional Standards, vol, 1).

* AICPA Audit Guide § }-17, and AU § 350.23. on Auditing Standards (SAS) 39
is referred to as AU 350.

" DCAA, “Audit Program: Audit of Contractor Overpayments,” (Activity Code 17310), April
2004, September 2007, and May 2008.
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Incurred cost audits. The purpose of incurred cost audits is to examine
contractors’ cost representations and opine on whether the costs are
allowable, allocable to government contracts, and reasonable in
accordance with the contract and applicable government acquisition
regulations. *® DCAA performs these audits as GAGAS attestation
engagements. For the four incurred cost audits we reviewed, we found
that the auditors did not adequately document their judgments about
control risk or the sampling and test methodologies used. In addition, we
found that the auditors traced claimed pool and base costs (indirect costs)
to the contractor’s accounting books and records to determine their
accuracy and allowability. However, the auditors did not perform
sufficient, detailed testing of support for claimed indirect and direct costs.
The scope of work performed was not sufficient to identify claimed costs,
if any, that were not adequately supported or unallowable costs, if any,
that should have been questioned.

In addition to the testing failures we identified on the 32 cost-related
assignments, several additional issues came to our attention during our
review:

Exempting from professional standards certain assig ts that
were used as support for internal control system audits. We noted
that paid voucher reviews and overpayment assignments, which were used
to support direct-bill decisions and billing system audits, were not
performed under GAGAS, even though some of them used the same
terminology as GAGAS engagements to describe the work performed,
including “comprehensive examination” and “audit.” According to DCAA’s
CAM and DCAA officials, paid voucher reviews and most overpayment
assignments are not intended to meet GAGAS standards. However, paid
voucher reviews are intended to serve as audits of contractor payments,
and DCAA's standard audit program for overpayment assignments states
that the assignments are to be performed in accordance with GAGAS,
unless there are specific exceptions. When these types of assignments are
not conducted under professional standards, it is important for the report
to clearly state the procedures performed and the intended uses of the
report, such as verifying compliance with certain FAR requirements, in
order to provide context for understanding the stated conclusions of the
work and avoid misleading users of the report.

* CAM 6-102.
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Auditor objectivity issues. We also determined that DCAA’s role with
regard to making decisions to approve contractors for participation in the
direct-bill program® presented an impairment to auditor objectivity—
which includes being independent in fact and appearance when providing
audit and attestation engagements.” The objectivity impairment relates to
DCAA’s audit role in authorizing contractors to participate in the direct-
bill program, which places it in the position of making decisions that
impact its nonaudit workload related to the review of contractor invoices
prior to payment. For example, when contractors do not have direct billing
privileges, DCAA acts as the authorized representative of the DOD
contracting officer in reviewing contractor invoices prior to submission
for payment. However, if DCAA auditors determine that a contractor has
an adequate billing system, DCAA may authorize a contractor to
participate in the direct-bill program, thereby eliminating workload related
to review of the contractor’s invoices prior to payment. In addition, the 20
billing system audits and follow-up audits we reviewed lacked sufficient
testing to support reported opinions, or the opinions reported were
inconsistent with the audit evidence, DCAA had approved all but 2 of the
16 contractors involved in these audits for the direct bill program.

At the end of our audit, DCAA had not rescinded any of the memorandums
or reports on the results of the cost-related assignments we reviewed.
Table 3 provides details on five selected case studies of flawed cost-
related assignments that we reviewed during the course of our work.

 FAR 42.101, DFARS 242.803(b)(1)(c), and CAM 6-1007.
M GAO-O3-6736, §§ 3.03 through 3.18,
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Table 3: Summary of Five Selected Cost-Relfated Assignments

Type of

Case Region assignment Case details

1 Eastern Paid voucher review *
(2004} .

Non-GAGAS

This contractor generates $1.1 billion in annual biflings to the government.

The auditor assessed risk as low for this assignment without documenting the basis
for the decision. The auditor then judgmentally selected 3 vouchers totaling $88,000
for testing out of a total of 222 vouchers submitted to the government for payment
from March 2003 through February 2004.

The auditor tested the first voucher selected and performed limited testing on the
remaining 2 vouchers. The workpapers do not include any evidence to show that the
auditor performed most of the audit steps required in the standard audit program.
Despite limited testing, on March 31, 2004, DCAA prepared a Memorandum for the
Record, stating “continued refiance can be placed on the contractor's procedures for
the preparation of interim vouchers.,.” and “the contractor has met the criteria for
continued participation in the direct biffing program.”

2 Mid-Adantic  Paid voucher review *

Non-GAGAS .

in 2004, DCAA reviewed interim vouchers submitted by a contractor with $40 million
in annual sales.

The auditor chose a nonrepresentative selection of 3 vouchers totaling $621,000
from a 3-month period. The auditor should have used a population covering a 12-
month period because this assignment was designed to cover a 1-year period.

The auditor did not document the sample selection methadoiogy as required by
DCAA's CAM. Although testing of 3 vouchers is not sufficient to supporl a
conclusion on the effectiveness of the contractor’s controls over preparation of
interim vouchers, the auditor removed one of the 3 vouchers from testing and did not
document a reason.

The auditor did not identify any errors in testing the two remaining vouchers.

On August 31, 2004, DCAA reporied “continued refiance can be placed on the
contractor's procedures for the preparation of interim vouchers” and “the contractor
had met the criteria for continued participation in the direct billing program.”

3 Western Paid voucher .
review (2005)
Non-GAGAS

This DOD coniractor with over $1 billion in annual billings to the government was
one of several contractors that performed work to support the FBI's Trilogy
investigative systems upgrade project.

The auditor tested less than 20 vouchers of 5,530 vouchers issued in a 12-month
period.

On April 14, 2005, DCAA issued a Memorandum for the Record, stating “continued
reliance can be placed on the contractor's procedures for the preparation of interim
vouchers” and “the contractor has me the criteria for continued participation in the
direct-bift program.

One year later, a GAQ audit report revealed that during the time of this DCAA
assignment, the contractor had over billed the FBI by over $400.000 in labor and
improper first-class travei costs.
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Type of
Case Region assignment

Case details

4 Central Qverpayment
assignment (2005}

Non-GAGAS

«  This DCAA assignment covered one of the five largest DOD coniractors.

»  The auditor tested 4 transactions from a listing of potential underpayments and
overpayments prepared by the contractor. The audior did not independently verify
the accuracy or completeness of the contractor’s fisting.

«  The audit program required the auditor 1o determine whether the contractor monitors
the bilings submitted by is top 3 to 5§ subcontractors. However, the auditor
performed this procedure for only 1 subcontractor based on "auditor judgment” and
did not document the basis for this judgment in the audit documentation.

»  The auditor also relied on the unverified contractor-provided fisting to identify
refunds to the government. The auditor then ‘judgmentally selected” 2 refunds for
1esting from the contractor’s fisting.

«  The auditors’ conclusions that the contractor’s controls are sufficient to detect and
correct billing errors and overpayments were not supported by sufficient testing or
other independent evidence.

5 Western Incurred cost
audit (2004}
GAGAS

»  This audit covered a $516 million incurred cost ciaim submitted by a contactor
performing reconstruction work in Iraq.

«  The auditors reported about $6 million in guestioned costs and about $83 million in
unsupported costs based on assist audits {portions of the audit performed by other
FAOS} that had not been received by the report issue date.

«  Although the auditors charged 2,292 hours to this assignment, GAQ determined that
the auditors did not perform sufficient work to support the audit opinion. For
example, the auditors traced claimed pool and base costs to the contractor's
accounting books and records using a threshold of $5 million for cost-type contracts
and $2 miilion for time and materials contracts, but did not perform detailed testing
of suppont for transactions. Tracing amounts lo the general ledger is not sufficient
work to support an examination-level opinion and the auditors did not document the
basis for the judgment used to determine the multimitiion doliar thresholds.

»  Further, the auditors relied on testing performed in a related accounting system
audit, which DCAA rescinded on December 2, 2008, in response to GAD concerns.

«  As aresult, the auditor's risk assessment used to plan the incurred cost audit is no
fonger supported.

Source: GAQ amalysis of DCAA sudit documentalion and auddor interviews.

We did not attempt to re-perform these assignments to find out whether
actual overpayments or billing errors existed. For additional details on the
cost-related assignments we reviewed, see appendix I1.

Poor Management
Environment and Quality
Assurance Structure at
DCAA Impacted Audit
Quality
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We found that a management environment and agency culture that
focused on facilitating the award of contracts and an ineffective audit
quality assurance structure are at the root of the agencywide audit failures
we identified. DCAA’s mission and management goals focus on producing
a large quantity of audits to support procurement and contract
administration rather than assuring proper contract costs that help save
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DCAA's Mission Statement and
Strategic Plan Do Not Focus on
the Public Interest

taxpayer dollars. In addition, an ineffective audit quality contro} system
and a “clean” peer review opinion compounded the problem, hindering
DCAA management from identifying and correcting agencywide audit
quality problems.

DCAA’s current ruission statement does not address protecting the public
interest in the manner in which it carries out audits to help assure that
contractors charge fair and reasonable prices that comply with applicable
laws and regulations, cost accounting standards, and contract terms.
Instead, DCAA's mission statement calls for it to perform all necessary
contract audits for DOD and provide accounting and financial advisory
services regarding contracts and subcontracts to all DOD components
responsible for procurement and contract administration. Similarly,
DCAA’s 2006 strategic plan focused on various processes and outputs.
DCAA'’s strategic plan contains the following five strategic goals with
targeted completion dates from 2006 through 2008:

1. fostering a quality work-life environment that promotes trust,
teamwork, mutual respect, superior job performance and high morale;

2. assuring customer satisfaction by providing timely and responsible
audits and financial services that meet or exceed customer
requirements and expectations;

3. attaining the highest level of professional competence through
continuous improvement in the management and performance of
audits and services;

4. providing best value audit and financial services through continuous
evaluation and improvement of audit and administrative processes;
and

5. providing an integrated information technology structure that
promotes effectiveness and efficiency in providing services for internal
and external customers.

DCAA objectives under each strategic goal focus on process
improvements and do not contain a clear plan for achieving the respective
goal or adequate quantitative and qualitative measures for determining
success, for example:

+ One DCAA quality of work-life objective is to assess whether the
participative work team concept is the best model for facilitating
continuous process improvement. The underlying activities include
internal meetings and brainstorming sessions, literature reviews, and
developing recommendations for executive committee review. None of
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the activities included refer to identifying best practices or working
with outside experts.

» Another objective is to hold or lower attrition in high turnover areas.
DCAA activities in this area include analyzing causes of attrition, and
conducting surveys of new hires and departing employees. None of the
related activities include surveys of like organizations, consideration of
best practices, or identifying and addressing causes of high attrition.
Moreover, in response to our requests for attrition data, DCAA
provided high-level suramaries without any analysis.

* DCAA’s strategic goal for customer satisfaction, included the objective
of increasing by 20 percent annually the number of incurred cost audit
reports issued with contractor cumulative allowable cost worksheets,
completing 100 percent of identified incurred cost audits necessary to
accomplish Defense Contract Management Agency (DCMA)
performance goals for contract close-out and canceling funds.®
DCAA’s strategic plan contains no explanation of the importance of
these objectives or how they link to DCAA’s mission,

+ A key goal related to best value audit services is for DCAA to manage
its cost per direct audit hour at a level sufficient to maintain DCAA’'s
competitive advantage over the comparable national public firm
composite rate. One of the ways DCAA has achieved a low cost per
audit hour is to maintain a pay structure that caps journey-level
auditors at the GS-12 level. In addition, our work identified numerous
instances where entry-level auditors with little or no experience often
perform audit assignments by themselves. However, lower grade levels
and limited experience can place auditors at a disadvantage when
dealing with contractor officials.

The Government Performance and Results Act of 1993 (GPRA)® directed
federal agencies to shift their focus from traditional concerns of staffing
and activity levels to a broad focus on outcomes or results by (1) defining
a clear mission and desired outcomes instead of outputs, (2) measuring
performance to gauge progress, and (3) using performance information as
a basis for decision making. The act required agencies to meet with
Congress and key stakeholders to clearly define their mission and develop

° Canceling funds refers to the point in time at which the availability of a fixed-year
appropriation cancels and is no longer available for recording, adjusting, and liquidating
bligations properly ch ble to the appropriation. (31 U.S.C. §§ 1552(a) and 1553(b)).

“ Pub. L. No. 103-62, 107 Stat. 285 (Aug. 3, 1993).
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Performance Metrics Were
Designed To Measure Output

DCAA’s Audit Quality
Assurance Program Was
Ineffective

long-term strategic goals as well as annual goals that were linked to them.
Although these legislated requirements were directed at federal agencies,
including DOD, DCAA’s mission statement and strategic plan were not
revised to conform to GPRA requirements.

GPRA also requires that once federal agencies establish their strategic
goals they are to develop results-oriented es for ing
performance in meeting those goals and publicly report on how well they
are doing. However, most of DCAA's performance metrics continued to
focus on output. Several DCAA managers noted that fear of outsourcing
the contract audit function led DCAA to emphasize performance metrics
that demonstrated high productivity and low cost. In fiscal year 2008,
DCAA reported some results-oriented performance measures, such as
return on investment and net savings related to questioned cost. However,
most of DCAA’s metrics focused on production and audit cost, inciuding
cost per direct audit hour, 30-day cycle time on forward pricing audits, and
dollars audited per hour. In addition, DCAA's focus on completing over
30,000 assignments annually with about 3,600 auditors continued to
emphasize production of audits instead of performing quality audits that
assured taxpayers that the government was paying fair and reasonable
prices for contracted goods and services.

DCAA’s audit quality assurance program was not properly implemented,
resulting in an ineffective quality control process that accepted audits with
significant deficiencies and noncompliance with GAGAS and DCAA policy.
Moreover, even when DCAA'’s quality assurance documentation showed
evidence of serious deficiencies within individual offices, those offices
were given satisfactory ratings. GAGAS require that each audit
organization performing audits and attestation engagements in accordance
with GAGAS should have a system of quality control that is designed to
provide the audit organization with reasonable assurance that the
organization and its personnel comply with professional standards and
applicable legal and regulatory requirements, and have an external peer
review at least once every 3 years.®

Qur analysis of DCAA audit quality review documentation for 14 of 48
offices covered in audit quality reviews during fiscal years 2004 through
2006—the period covered in the last DOD OIG peer review-—found that
although DCAA gave satisfactory ratings to 13 of the 14 FAOs, DCAA

BGAONT-T31G, §§ 3.508.52.
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reviewers reported that 10 of these offices had 2 or more instances of
serious GAGAS noncompliance, including inadequate planning, lack of
proper supervision, and insufficient support for reposted conclusions and
opinions. However, DCAA gave only | of the 14 FAOs reviewed an
unsatisfactory rating. The failed FAO had 5 of 9 assignments reviewed with
at least two significant instances of noncompliance with GAGAS or DCAA
policy. Further, although DCAA headquarters performed a follow-up
review to confirm that problems identified at the failed office were
corrected, DCAA headquarters officials told us they did not perform
follow-up reviews to assure that the problems identified at other offices
were corrected.

In response to a DOD IG finding that DCAA quality assurance reviews did
not cover a sufficient number of intermal control system audits, DCAA
increased the number of audits covered to date in its fiscal year 2007 and
2008 quality assurance reviews. However, DCAA continued to
inappropriately conclude that audits “demonstrated professional
judgment,” allowing reviewers to disregard serious deficiencies with
GAGAS in concluding on overall audit quality.” DCAA failed only 1 of the
40 FAOs as a result of its fiscal year 2007 and 2008 audit quality reviews.
Our analysis of DCAA’s audit quality results showed that 19 of the 40
FAO'’s had two or more audits with at least 2 instances of significant
noncompliance with GAGAS or DCAA policy. However, 18 of these FAOs
received a satisfactory rating, DCAA headquarters has not yet followed up
with offices that had deficient audits.

The examples in table 4 show the disparity between DCAA quality
assurance reports of a “satisfactory level of compliance” and actual results
documented by quality assurance reviewers. The examples below also
illustrate the long-term nature of this problem,

“In using professional judgment, GAGAS (GAQ-07-7T31G, §§ 3.32 and 3.35) require auditors
to act diligently in accordance with applicable professional standards and ethical principles
in all aspects of carrying out their professional responsibilities.
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Table 4: Summary of Selected DCAA Audit Quality Review Resuits

Regian

Number and type
of audits

DCAA audit quatity review canclusions and findings

Eastern

5 incurred cost
audits

On October 28, 2008, DCAA reported a salisfactory level of compliance for the FAO reviewed.
Supporting documentation showed that reviewers found that 2 of 5 audits reviewed had at feast
2 instances of significant noncompfiance with GAGAS and DCAA policy, including insufficient
supervisory involvement and inadequate workpaper documenttation to support significant auditor
Jjudgments and conclusions.

North-eastern

8 forward pricing
audits

On September 27, 2007, DCAA reported satisfactory compliance by the FAQ reviewed.
Supporting documentation showed that reviewers found that 4 of 8 audits had at least 2
significant instances of noncompliance with GAGAS or DCAA policy and 2 of the 4 audits had 3
instances of noncompliance, including inadequate planning and supervision and failure to
exercise reasonable professionat judgment.

Central

8 other {various)
assignments

On Aprit 4, 2006, reviewers gave the FAO reviewed a satisfactory rating. However, supporting
documentation showed that audit quality reviewers found that 2 of 8 assignments had at least
two significant deficiencies related 1o noncompliance with GAGAS and DCAA poliicy, including
inadequate planning on 3 assignments and inadequate supervision on 2 assignments.
Reviewers afso determined that the auditor on one other assignment had not met the annual
requirement for continuing professionat education.

Western

5 incurred cost
audits

On April 26, 2005, reviewers gave the FAQ a satisfactory rating. Although the audit quality
review documentation identified only 1 audit that had at Jeast 2 instances of significant
deficiencies, the documentation noted limited testing and stated that statistical sampling was not
used, as required. The reviewers aiso found that audit working papers did not support the
conclusions in the audit report. The reviewers noted that insufficient supervisory involvement
was responsible in part for the deficiencies found in the audit.

Mid-Atlantic

6 incurred cost
audits

On September 29, 2008, revi s reponied a satisfactory level of compliance for this FAO.
However, supponling documentation showed that 4 of the 6 audits had at least 2 significant
deficiencies related to noncompliance with GAGAS and DCAA policy. For example, audit quality
reviewers noted that the risk assessment for one assignment inappropriately stated the
contractor's accounting system was adequate. In addition, reviewers stated that conclusions and
opinions in reports for three audits were not based on sufficient evidence. Reviewers also noted
that three audits had significant deficiencies, including insufficient testing, inadequate
procedures to identify illegal acts and noncompiiance with laws and regulations, and reporting
problems. Reviewers also found inaccuracies in reporting on three audits and stated that reports
on 2 of the audits shouid not have been issued and a reporled quaiification in the repost for the
third audit was worded incorrectly and impiied that work had been performed when the related
assist audits had not been completed.

Eastern

6 internat conirol
audits

On June 8, 2004, DCAA reported satisfactory compliance by the FAO reviewed. However,
supporting documentation showed that 2 of & audits reviewed had at least 2 instances of
significant noncompliance with GAGAS and DCAA policy, including inadequate supervision,
missing workpapers on the contractor’s controf environment, and insufficient and incomplete
workpaper evidence 10 support conclusions in the audit reports.

North-eastern

8 forward pricing
audits

On June 26, 2003, DCAA reviewers reporied satisfactory level of compliance by the FAD
reviewed. Audit quality review documentation showed that reviewers found that 6 of the 8 audits
had at feast 2 instances of significant GAGAS or DCAA policy noncompliance. For example, 2
audits were not adequately planned and 4 audits had inadequate supervisory involvement. In
addition, supervisory review was performed 10 days after the report was issued on one audit,
and audit work did not support the reported opinion on a second audit.
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DOD IG Peer Review Opinion
on DCAA’s Audit Quality
Control System Is Inconsistent
with the Underlying
Deficiencies Reported

In March 2009, DCAA officials advised us that going forward, DCAA plans
to report all audit quality review findings along with recommendations for
corrective action and follow-up to assure that FAOs have taken
appropriate corrective action.

The DOD IG reported an adequate (“clean”) opinion on DCAA’s most
recent peer review results although the reported evidence indicated that
numerous audits had serious defictencies in audit quality.® In conducting
DOD’s audit oversight review of DCAA audits for fiscal year 2006, DOD IG
audit oversight reviewers considered the same results of DCAA’s internal
audit quality assurance reviews that we analyzed and reviewed numerous
additional audits, which also identified significant GAGAS noncompliance
as evidenced by DOD IG peer review findings and recommendations.
Although the DOD IG report contained evidence of significant, systemic
noncompliance with professional standards throughout DCAA audits that
OIG staff reviewed, and the IG report included numerous findings and
recommendations related to those issues, the DOD IG gave DCAA a
“clean” peer review opinion,* concluding that:

“In our opinion, the DCAA system of quality control for audits and
attestation engagements performed during the FY ended September 30,
2006, was designed in accordance with quality standards established by
Government Auditing Standards (GAS). Further, the internal quality
control system was operating effectively to provide reasonable
assurance that DCAA personnel were foliowing established policies,
procedures, and applicable auditing standards. Accordingly, we have
determined that the DCAA system of quality contro} used on audits and
attestation engagements for the review period ended September 30,
2006, is adequate.”

The overall report conclusion in the DOD IG report is not consistent with
the detailed observations in the report, which indicate numerous
significant deficiencies in DCAA's system of quality control. Furthermore,
based on DCAA’s actions to rescind dozens of audit reports® related to our

% All 10 categories of recommendations in the DOD IG's report related to GAGAS
compliance problems.

“ DOD Inspector General, Oversight Review: Review of the Defense Contract Audit
Agency Quality Control System, Report No. D-2007-6-006 (Arlington, VA: May 1, 2007).

" Of the 80 rescinded audit reports, 39 reports were issued in fiscal year 2006—the period
covered in the DOD 1G peer review report on DCAA.
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DCAA Lacks a Risk-Based
Audit Planning Approach

prior investigation and this audit and our analysis of DCAA's internal audit
quality review procedures and documentation—all of which relate to the
period covered by the DOD IG peer review—we concluded that DCAA’s
quality control system for the period covered by the last DOD IG peer
review was not effectively designed and implemented to provide
assurance that DCAA and its personnel comply with professional
standards. The DCAA audits performed during fiscal years 2007 and 2008
were performed under the same policy guidance and production-related
performance metrics as the earlier audits and had the same types of
GAGAS noncompliance, as indicated by DCAA’s internal audit quality
review findings for audit reports issued in fiscal years 2007 and 2008.

In the absence of a risk-based audit planning approach, DCAA has
historically performed 30,000 to 40,000 audits annually to support
contracting community decisions on contract awards, administration, and
close-out using 3,000 to 4,000 auditors—an average of about 10 audit
reports per year for each auditor. The large number of assignments has
contributed to the production-oriented environment and widespread
problems we have identified with audit quality. The failure to perform
quality audits leaves government contracting officers and disbursing
officers with inadequate information, ultimately putting taxpayers at risk
of improper contract payments and fraud, waste, abuse, and
mismanagement. GAO’s Standards for Internal Control in the Federal
Government® require federal agency managers to identify and assess
relevant risks the agency faces from external and internal sources
associated with achieving agency objectives, such as those defined in
strategic and annual performance plans developed under the GPRA. To do
this, management needs to consider all significant interactions between
the entity and other parties as well as internal factors at the agency and
activity levels. The specific risk analysis methodology used can vary by
agency because of differences in agency missions and the difficulty in
qualitatively and quantitatively assigning risk levels. For example, DCAA
would need to consider requirements in law and federal regulation to audit
contractor cost, price, schedule, systems, and compliance with laws,
regulations, cost accounting standards, and contract terms, DCAA also
would need to consider risks associated with contractor activity and the
materiality of contractor costs. Once risks have been identified, sound
management controls require that they should be analyzed for their

® GAQ, Standards for Internal Control in the Federal Government, GAO/ATMD-00-21,3.1
(Washington, D.C.: November 1999).
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possible effect, and management should decide how to manage the risk
and what actions should be taken.

A risk-based audit approach would help identify and prioritize which
audits are the most important ox have the highest return on investment
and determine what constitutes appropriate testing for various audit and
nonaudit services. Basing future audit plans on historical DCAA audit hour
data is problematic because DCAA has not yet determined the time and
effort that would be needed to perform quality audits. For example,
historical audit hour data do not accurately reflect either the time needed
to complete a quality audit or the hours actually worked on various audits
because many auditors performed limited procedures or they performed
audit procedures on their own time to meet budgeted audit hour metrics.
In addition, some audits may not be necessary. For example, we
concluded that 3 of the 37 internal contro! audits that we reviewed were
not necessary. For one of the three audits, DCAA could have relied on the
audit of a grantee that was performed under the Single Audit Act.® DCAA
agreed with our conclusion. Two other unnecessary audits involved
estimating systems of contractors that only have one contract with the
government. Because contract proposals, which would be tested as part of
the estimating system audit for these contractors, are separately audited
when they are submitted, we questioned the need for separate estimating
system audits for these contractors. DCAA officials told us they would
reconsider the need for separate estimating system audits in such cases.

Developing a risk-based audit approach that considers the risk of
improper contract payments and available resources would also be a first
step in determining the level of audit resources and training needed to
accomplish effective contract audits. In addition, determining appropriate
roles and responsibilities for nonaudit assignments would further clarify
DCAA audit resource needs as well as needed job skills and funding for
buying commands and DCMA.

The most pervasive audit deficiency we identified was insufficient testing
to support DCAA's reported conclusions and opinions. Limited audit
testing was directly related to DCAA's goal of performing 30,000 or more

® Codified, as amended, at 31 U.S.C. ch. 75. The Single Audit Act requires that a state, local
government or non-profit organization that expends more than $500,000 in a fiscal year
undergo a single andit, which ircludes an audit of the entity's financial statements and
Schedule of Expenditures of Federal Awards, as well as testing of and reporting on certain
internal controls.
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DCAA Lacks Effective Human
Capital Management

audit assignments annually. Achieving a goal of performing quality audits
will depend, in part, on appropriate guidance on testing coupled with
adequate training and supervision. Quality audits will also be dependent
upoh contracting community support of a risk-based audit approach and
an appropriate delegation of nonaudit contract administration activities
and audit responsibilities among DCMA, buying commands, and DCAA. As
noted above, DCAA provides nearly all of its services to the contracting
and finance communities as GAGAS audits. However, a risk-based audit
approach may require these communities to re-evaluate whether all such
services should be provided as audits and whether DCAA, as an
independent audit organization would perform any nonaudit services.

DCAA’s deficiencies in audit quality are directly related to its human
capital management. Effective, efficient contract audits and oversight are
dependent on a workforce that has the required skills to meet
organizational goals and perform quality audits that serve the public
interest, especially the taxpayer. Both GAGAS and GAQ's Internal Control
Standards™ require that personnel possess and maintain a level of
competence that allows them to accomplish their assigned duties, GAGAS
specifically requires that the staff assigned to conduct audit or attestation
engagements under GAGAS must collectively possess the technical
knowledge, skills, and experience necessary to be competent for the type
of work being performed before beginning that assignment.” GAGAS also
requires attestation engagements to be properly supervised.” Accordingly,
agency management has a responsibility to identify appropriate
knowledge and skills needed for various jobs and provide needed training,
as well as candid and constructive counseling, and performance
appraisals. DCAA’s human capital management practices of hiring auditors
at the entry-level and assigning them to complex audits with little
classroom training or on-the-job experience and minimal supervision have
contributed to the audit problems we identified.

Inadequate training and supervision. DCAA headquarters officials
acknowledged that the agency could improve developmental training and
that it does not have continuing training for DCAA auditors throughout
their career, referred to by DCAA as life-cycle training. Given the

™ GAO-07-TALG §§ 3.40 through 3.49, and GAO/AIMD-00-21.3.1,
" GAO-O7-T31G, §3.43.
™ GAQ-03-673, § 60.04n, and GAO-0T-731G, § 6.04a.
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complexity of contract audits and identified DCAA audit quality problems,
timely and effective training and appropriate supervision are critical to
achieving effective audits. Auditors also should understand the
professional standards they are required to follow.

In addition, we found that on-the-job-training and supervision, which are
key components of developmental training, were not consistently provided
to new auditors. On-the-job training for new auditors varied by supervisor
and by DCAA field office. For example, we previously reported” that one
of the offices in our hotline investigation had addressed this training need
by assigning one supervisor to oversee trainee auditors and assigning
trainee auditors to senior auditors who provided them on-the-job training
during a particular audit. However, we identified 13 CAS compliance
audits at this same office to which trainee auditors were assigned with
little or no training or supervision. In addition, documentation for one of
the team performance awards that we recently obtained from this office
contained evidence that some trainee auditors were immediately given an
audit assignment to carry out on their own. The performance award
documentation stated as an achievement that “new hires were purposely

d their own assigr 1ts as early as deemied appropriate in order to
instill in them early the concept that they are responsible for the planning
and conduct of their assigned audits. The supervisory and senior
auditor...made a conscious decision to do this to avoid dependency issues
with the new auditors.”

Our discussions with auditors in DCAA’s 5 regions provide anecdotal
examples of the training problems we found. For example, one auditor
told us that entry level training is a “one-size-fits-all” approach that does
not provide the right training at the right time, while four auditors told us
they were not given enough time to develop their skills. One consistent
comment from auditors was that on-the-job training was key to auditor
effectiveness, but DCAA provided little or no opportunity for new auditors
to obtain this developmental experience. Several auditors told us that
trainees in their offices are given assignments to do on their own and that
while trainees may work with a senior level auditor, sometimes these
senior auditors do not take a leadership role that would provide a learning
experience for trainees. In addition, several auditors described DCAA's
internal training courses as “good,” but noted that the courses covered
high-level conceptual and technical information and did not provide the

™ GAQDS-857.
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detailed knowledge on how to apply this information when performing a
particular contractor audit. Some FAO managers share this concem.

Supervisors responsible for deficient audits identified in GAQ’s
prior investigation were promoted, At the September 2008 hearing,
Committee Members expressed concems about DCAA promaotions of
supervisors who were responsible for improperly dropped audit findings,
unsubstantiated changes in audit opinions, and abusive management
actions against whistleblowers at locations covered in our investigation.
Best practices of leading organizations making organizational and cultural
changes include top leadership who set the direction, pace, and tone and
provides a clear, consistent rationale that unites staff together behind a
single mission. Agency management plays a key role by setting and
maintaining the organization’s ethical tone, providing guidance for proper
behavior, removing temptations for unethical behavior, and providing
discipline, when appropriate. Our review of GAQ hotline allegations
received since our investigation showed that meeting metrics related to
producing reports within budgeted hours and planned time frames
resulted in performance awards for auditors who performed deficient
audits with little or no testing and lower performance ratings and
personnel actions that resulted in downgrades and termination of auditors
who did not meet these metrics, Further, our analysis of performance
appraisals and performance award information for auditors and
supervisors at the location in our investigation where supervisors had
been promoted™ showed that the supervisory auditors responsible for
deficient audits at this location were rewarded with high performance
appraisals, cash awards, and promotions.

We obtained performance evaluations and performance award
documentation for auditors and supervisors involved with 12 audits that
had serious deficiencies at the first location we investigated in our prior
work. The DCAA Director told us that there are legal issues associated
with holding employees, such as the supervisory auditors, accountable for
actions that were identified after-the-fact. However, the two supervisory
auditors responsible for the deficient audits were approved for promotion
even though Western Region managers who made promotion decisions
were aware of the GAGAS compliance problems. DCAA’s Western Region
management had received the DOD IG’s January 24, 2007, memorandum of
investigation covering 10 audits performed at this location that did not

™ GAO-0S-857.

Page 40 GAO0-08-468 DCAA Audit Environment

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00182 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.148



VerDate Nov 24 2008

179

meet GAGAS. Further, during the summer of 2007, Region management
was responding to issues identified in our hotline investigation, which
mirrored the IG's concemns and raised concerns about GAGAS compliance
with four additional audits. Despite these findings, we found no evidence
that supervisors and auditors who did not follow GAGAS and DCAA policy
were disciplined, counseled, or required to take additional training.
Instead, our review of performance appraisal and awards documentation
showed that the supervisors and auditors responsible for the deficient
audits received performance appraisals ranging from “exceeds fully
successful” to “outstanding” along with numerous cash awards. One of the
two supervisors responsible for inappropriate decisions to drop audit
findings and change opinions without supporting evidence was promoted
on October 14, 2007, and the second supervisor was selected for
promotion on July 25, 2008—3 days after our investigative report was
issued. DCAA placed a hold on the second supervisor's promotion pending
further investigation. In addition, a senior auditor who dropped audit
findings without support at the direction of the second supervisor was
promoted to a supervisory auditor position on January 6, 2008. In contrast,
the performance appraisal of the senior auditor witness from that office
who testified at the Committee’s September 2008 hearing was lowered two
levels from “outstanding” to “fully successful” following the submission of
her hotline complaint, and she received no cash awards. DCAA has
rescinded all 12 audit reports and re-performed the 12 audits associated
with our investigation at this field location.

Allegations about abusive management actions have continued. We
found that DCAA’s current organization is highly decentralized, fostering a
culture of region autonomy. Within this culture, DCAA’s Western Region
appears to have continuing problems with unresolved allegations of
abusive management actions. For exarmple, 21 of the 34 DCAA hotline
allegations we received since our July 2008 report,” include examples of
abusive management actions, such as auditors being penalized for
attempting to perform what they believe was sufficient testing to support
audit opinions and auditors not completing work within established
timeframes. Nine of these 21 allegations relate to DCAA's Western
Region—the subject region in our prior hotline investigations. Seven of the
9 allegations relate to current problems in the Western Region. Our review

™ We spoke to the and reviewed doc ion they provided. To the extent that
the auditors also subnitted cc ints to DCAA’s Web site, we tevi d
DCAA’s handling of their complaints.
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of DCAA anonymous Web site contacts as of the end of May 2007 showed
that over 40 percent (65 of 152) of the DCAA contacts also relate to the
Western Region, including several that pertain to abusive management
actions.™ Although DCAA headquarters officials have followed up on some
of the complaints about management abuse that they received, decisions
on disciplinary or corrective action typically have been delegated to region
management. DCAA headquarters officials explained that in several cases,
Western Region management has not agreed to take disciplinary or other
available corrective actions. The officials told us that DCAA hotline staff
have no recourse in these situations.

DCAA Has Made
Progress, but
Correcting
Fundamental
Problems in Agency
Culture That Have
Impacted Audit
Quality Will Require
Sustained Leadership

Although DCAA has taken several positive steps, much more needs to be
done to address widespread audit quality problems. DCAA'’s production-
oriented culture is deeply imbedded and likely will take several years to
change. Under the decentralized management environment, there has been
little headquarters oversight of DCAA regions, as demonstrated by
nationwide audit quality problems. Further, DCAA'’s culture has focused
on hiring and promoting from within the agency and most training has
been conducted by agency staff. This has led to a very insular culture
where there are limited perspectives on how to make effective
organizational changes. In response to our July 2008 investigative report,”
DOD’s former Comptroller/CFO and Defense Business Board (DBB)
conducted reviews™ of DCAA operations and made recommendations for
corrective actions. The recommendations of the DBB are consistent with
many of the recommendations discussed }later in this report. DCAA has
taken actions to revise performance metrics, change certain policy
guidance, and obtain an independent organizational assessment (staff
survey); however, DCAA has not yet addressed the fundamental
weaknesses in its mission, strategic plan, audit approach, and human
capital practices. Moreover, DCAA actions to date have focused on

™ After we provided our report to DOD for comment, we received updated information on
DCAA anonymous Web site complaints. As of the end of July 2009, DCAA had established
209 cases. Eight of those cases were immediately referred to the DOD IG for investigation.
Of the 209 cases, 82 were for the Weslern Region.

T GAQ-08-857.

™ Based on audit quality problems identified in our July 2008 report, in August 2008, the
DOD Comptroller/CFO conducted a tiger team review in August 2008 and also asked the
Secretary of Defense for support in conducting a study of DCAA. With the Secretary's
approval, the DOD Advisory Panel determined that the Defense Business Board would
perform this study.
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process and have not addressed the agency's decentralized organizational
structure that has fostered a culture of DCAA region autonoray. On
October 23, 2008, the DBB discussed its preliminary findings and
recommendations at a public meeting, and on January 22, 2009, the DBB
released its DCAA study report, which conciuded that:

« DCAA’s mission focused primarily on supporting the procurement
community with no mention of protecting taxpayer interest. The
current mission statement also provided for advisory services that
raised serious questions about DCAA’s independence and objectivity
under GAGAS.

« DCAA's strategic plan did not address essential elements required by
GPRA, and it did not address emerging issues that could affect mission
accomplishment or contain a human capital strategic plan despite
spending 80 percent of its budget on personnel.

« None of DCAA’s 24 performance measures addressed audit quality,
such as conformance to GAGAS, and only 8 could be tied to DCAA's
strategic plan.

« DCAA’s decentralized organizational culture dilutes effectiveness of
managerial oversight and affects GAGAS compliance and audit quality.

« DCAA has not established a human capital strategic plan as a key tool
to facilitate human capital management and workforce development in
support of DCAA’s mission and implementation of its strategic plan.

The following discussion summarizes the status of DCAA corrective
actions on identified weaknesses, including actions on key DBB and DOD
Comptroller/CFO recommendations.

DCAA’s Mission Statement
and Strategic Plan Have
Not Yet Been Revised

The DBB report, released in January 2009, pointed out that DCAA had five
versions of a mission statement, noting that each version focused
primarily on supporting the procurement community. The Board
concluded that DCAA’s mission should be refocused to protect the
taxpayer's interests, writing: “The mission fostered the culture of
supporting contracting officials, and the value system was one of quantity
(number, cost, and timeliness of audits) over quality... which was further
reinforced by the performance metrics that drove the organization.” In
addition, the Board reported that instead of complying with GPRA
strategic planning requirements for long-term goals and objectives for
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The Secretary of Defense Has
Not Yet Developed a DCAA
Mission Statement That
Focuses on Protecting the
Public Interest

DCAA Has Not Yet Developed a
Strategic Plan To Provide a
Framework for Organizational
and Cultural Reform

major operations and functions, DCAA’s plan resembled a short-term
process improvement checklist and did not address enterprise risk,
external factors, or emerging issues that could affect mission
accomplishment. In addition, the Board noted that DCAA's strategic plan
did not include an adequate human capital strategy to facilitate workforce
development, recruiting, retention, and succession planning.

The DBB report recommended that the Secretary of Defense revise
DCAA’s mission to focus on protecting the interest of taxpayers, with the
taxpayer as the primary customer, and that DCAA establish a core value of
performing high quality, independent, and objective contract audits that
adhere to GAGAS and ensure that taxpayer dollars are spent on fair and
reasonable contract prices. The DBB did not address any amendments that
might need to be made to the FAR, DFARS, and DOD Directives and policy
documents that reflect DCAA’s primary role as an advisor to government
contracting officers and disbursing officers.”

Leading organizations that have undergone cultural and organizational
transformation have identified top leadership involvement in developing a
mission statement and strategic plan as a best practice. These
organizations consider top leadership commitment in setting the direction,
pace, and tone for the transformation as essential to provide a clear,
consistent rationale that unites agency components behind the mission to
guide the transformation. In meetings with DCAA officials, we expressed
our coneern that the Secretary of Defense had not taken action to revise
DCAA’s mission statement. On March 12, 2009, following a discussion on
the preliminary results of our audit, the DCAA Director submitted a
proposed revision to DCAA’s mission statement to the Comptroller/CFO
for review. The proposed revision inserted phrases that refer to “...serving
the public interest” and “...ensure taxpayer dollars are spent on fair and
reasonable contract prices.” Although the revised mission statement had
not been approved by the Secretary of Defense as of the end of July 2009,
these changes would be positive.

The DBB also recommended that DCAA develop a strategic plan that
cascades from the revised mission statement and concurrently develop (1)
an annual performance operating plan and a balanced scorecard tied to
the strategic plan and (2) a human capital strategic plan. In addition, the

™ On most contracting matters with DCAA i , the i agency ing
officer makes final decisions based on DCAA’s findings and recommendations.
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DBB recommended that DCAA obtain an independent assessment of
resource needs and engage an external professional organization to assist
in a cultural transformation.

DCAA officials told us they are having difficulty identifying an
independent external professional organization to assist the agency in
developing a strategic plan because DCAA audits most of the organizations
that should be able to provide this type of assistance. In her February 27,
2009, response to the DBB report, the DCAA Director stated that DCAA
expects to complete action on this recormendation by September 2009.
With regard to the recommendation to develop a balanced score card, the
DCAA Director reported that based on agreements with prior DOD
Comptroller/CFOs, DCAA plans to use a monthly status report of agency
performance measures rather than developing a balanced score card.
Together with the change in performance measures for fiscal year 2009,
DCAA implemented the monthly performance report in October 2008, The
DCAA Director stated that DCAA will refine the annual performance plan
in accordance with development of a revised strategic plan.

The DCAA Director also stated that DCAA initiated a process to
reengineer its human capital strategic plan in November 2008. The
Director stated that DCAA obtained example plans from other
organizations and attended training on human capital plan preparation and
maintenance. DCAA is also seeking assistance from external organizations
in reengineering its human capital plan.

DCAA's Director Took
Immediate Action To
Eliminate Production
Metrics, but Concerns
about Audit Quality
Measures Remain

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00187 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

The Committee’s September 2008 DCAA oversight hearing raised concerns
that DCAA's performance metrics focused on producing reports rather
than performing quality audits and that auditors who attempted to perform
quality audits were penalized for not meeting production goals, The DCAA
Director acknowledged problems with the agency's metrics and stated that
she had initiated a project to assess the agency’s use of performance
measures that would be completed by September 30, 2008. Performance
metrics provide the basis for measuring achievement of agency mission
and strategic goals. Accordingly, performance measures should be
consistent with agency strategic goals. Although DCAA’s mission
statement and strategic plan have not yet been revised to provide new
goals, the DCAA Director took action in September 2008 to eliminate
production-oriented performance measures. On September 30, 2008, the
Director issued a policy memorandum that eliminated 18 performance
measures, identified 9 performance measures with goals for use in fiscal
year 2009, and clarified the use and level of reporting on the revised
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New Performance Metrics
Intended To Focus on
Achieving Quality Audits

measures, Some of the new performance metrics focus on outcomes,
while others continue to focus on producing low cost audits in fixed time
frames.

The DOD Comptroller/CFO required DCAA to develop standard metrics to
measure and re-enforce compliance with GAGAS and CAM across DCAA
by February 28, 2009. The DCAA Director reported that the new metrics
established on September 30, 2008, met this requirement. DCAA identified
the following six new performance metrics as focusing on the intended
outcome-related goal of achieving quality audits that comply with
GAGAS.”

1. Obtaining an unqualified DOD IG peer review opinion.

2. DCAA’s internal quality assurance program results show that 100
percent of the audits reviewed reflected professional judgment.

3. Checklist confirmation that issued reports did not include serious
deficiencies.

4. A goal that 45 percent of audit reports will have findings as an
indication of the tangible value of the audit work performed.

5. A goal that 15 percent of the audits will use quantitative methods to
measure the extent to which advanced level audit techniques are used.

6. A goal that auditors will meet 100 percent of their continuing
professional education requirements on time.

Only metrics number 1, 3, and 6 have a direct relationship to audit quality.
Although metric number 2 could improve audit quality if properly
implemented, DCAA gave passing scores to deficient audits. Given the
problems with DCAA's ineffective quality assurance program and DOD IG
peer review results, for these three metrics to achieve the intended andit
guality goal, significant changes will be needed in policy guidance and
training on audit standards, appropriate procedures, and audit
documentation in order to comply with GAGAS. The fourth goal that 45
percent of DCAA audit reports will have findings is approximately the
same as the actual percentage of 41 percent of the reports in 2008.
Because findings would support recommendations for corrective action,
this metric could contribute to irnprovements in accountability over
contractor cost and billings. Regardless of the goal, findings should be
reported as appropriate based on the completion of quality audits. Further,
the use of quantitative methods of analysis in audit reports needs to be

% DCAA also established contracting officer sustention rates related to questioned cost and
net savings as an informational goal to show return to the taxpayer.
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Performance Metrics That
Continue To Measure Output

supported by training on the appropriate methods for sampling and testing
contract costs, controls, and compliance to help auditors perform
sufficient testing to support audit conclusions and opinions.

Although three of DCAA's fiscal year 2009 metrics are important in that
they address responsiveness to contracting officer requests for audits, if
not properly managed, they could impact the effectiveness of DCAA’s new
audit quality metrics. In the past, DCAA’s efforts to meet contracting
officer requests for audits within specified time frames caused auditors to
sacrifice audit quality. The following three performance metrics continue
to address issuing reports within specified times to support contract
awards and closeouts.

+ A forward-pricing audit timeliness goal of 95 percent based on
agreement with requesters.

+ Incurred cost audit timeliness goals of 90 percent of corporate audits
completed within 12 months, 90 percent of major contractor audits
comapleted in 15 months, and 95 percent of non-major contractor audits
completed in 24 months.

« Anefficiency goal of cost per direct audit hour of less than $113.45 to
be monitored at the agency level only.

It is critical that agreements with the contracting community on timeliness
goals for forward-pricing and incurred cost audits allow performance of
sufficient audit procedures to help contracting officers ensure that prices
paid by the government are fair and reasonable, and that contract costs
comply with applicable laws, regulations, cost accounting standards, and
contract terms. In addition, keeping cost per direct audit hour in line with
past practices indicates that DCAA likely would continue to use trainee or
Jjunior auditors on assignments without senior auditor or supervisory
auditor involvement. GAGAS requires that staff assigned to perform the
audit or attestation engagement must collectively possess adequate
professional competence for the tasks required.” Moreover, DCAA has not
agreed to develop a risk-based audit approach to address how it will
perform required audits with available audit resources, reassess the need
to perform 30,000 or more audits annually, and establish priorities for
performing quality audits that meet GAGAS within available resources.

B GAQ-07-731¢, § 3.40.
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Inconsistent Implementation
and Training on New Metrics

On October 30, 2008, DCAA required regional audit managers to provide
training on changes in performance metrics to all FAOs by December 31,
2008, as part of the effort to get the word out that DCAA’s mission should
be to protect taxpayer interest and that auditors should perform quality
audits that meet GAGAS. The DCAA Director stressed to us that budgeted
audit hours would be captured for planning purposes, but they were never
intended and should not have been used to evaluate auditor performance.
The DCAA Director also told us that DCAA auditor performance
appraisals should not have considered exceeding budgeted audit hours as
a performance failure. In addition, DCAA implemented an anonymous Web
site for capturing feedback on inappropriate use of the new performance
measures and abusive management actions.

During random telephone calls made to 17 auditors across 15 FAOs in the
five DCAA regions, we found mixed results on FAO implementation of
DCAA'’s new performance metrics. DCAA’s Assistant Director of
Operations told us she also had become aware of some problems with
regional audit managers meeting the requirement to provide training to
FAOs on implementation of the new DCAA performance metrics. The
Operations Assistant Director told us that she planned to follow-up with
all FAOs in this regard. In response to our telephone calls, for example:

» Auditors at 13 of the FAOs told us that metrics related to meeting
budget hours for completing audits have been relaxed. Although most
of these auditors were not aware of audit completion dates in fiscal
year 2009 program plans for their offices, two auditors told us that
audit completion dates had been pushed back to aliow more time for
performing individual audits. An auditor at a Northeast Region FAQ
told us the use of budget hours was flexible before the metrics
changes, so there was no noticeable difference. An auditor at a
Western Region FAO said that although budget hours are no longer a
metric for individual auditor performance, there is still a lot of pressure
on auditors to meet budgeted hours.

» Auditors at 5 of the 15 FAOs told us they had received the mandatory
training on changes in performance metrics prior to December 31,
2008. However, auditors at 4 FAOs told us they received the mandatory
training after December 31, 2008, including two auditors at one Eastern
Region FAO who told us they did not receive the required training until
February 13, 2009. Auditors at the other 6 FAOs told us they received
the metrics training, but they could not remember the dates of the
training. .
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« Auditors at 5 FAOs told us they were permitted to charge from 1 to 2
hours of administrative time per pay period for reading e-mails on
DCAA policy changes and new policy memorandums. Auditors at 2
FAQs said they were not given an administrative code for this purpose.
One of these auditors told us they read the policies on their own time.
Auditors at the remaining 8 FAOs did not mention a time limit for
reading DCAA policy memoranda. DCAA headquarters officials told us
that auditors should be permitted to charge administrative codes for
this purpose and that they are working to resolve this issue across
DCAA.

The DCAA Director advised DCAA employees that the new performance
metrics would be revisited after 6 months to determine if changes are
needed. On February 11, 2009, DCAA revised its fiscal year 2009 job
objectives/performance pians to reflect the new perforrnance measures,
and DCAA's Deputy Assistant Director of Operations advised us that
DCAA initiated an assessment of the new performance metrics in April
2009.

DCAA Has Centralized, but
Has Not Yet Restructured
Its Audit Quality
Assurance Program

DCAA has taken some actions to improve its quality assurance program.
However, staffing difficulties and other issues have left the outcome of this
important initiative uncertain, As previously discussed, GAGAS require
that each audit organization performing audits and attestation
engagements in accordance with GAGAS should have a system of quality
control that is designed to provide the audit organization with reasonable
assurance that the organization and its personnel comply with
professional standards and applicable legal and regulatory requirements,
and have an external peer review at least once every 3 years.” In addition,
considering the large number of DCAA audit reports issued annually and
the reliance the contracting and finance communities have placed on
DCAA audit conclusions and opinions, an effective quality assurance
program is key to protecting the public interest. Such a program would
report review findings along with recommendations for any needed
corrective actions; provide training and additional policy guidance, as
appropriate; and perform follow-up reviews to assure that corrective
actions were taken. When we briefed DCAA on our preliminary findings in
March 2009, DCAA had not yet taken action to correct serious deficiencies
in its quality assurance program, including problems with DCAA’s
application of the professional judgment standard, whereby quality

= GAQ-07-73143, §§ 3.493.52.

Page 49 GAO-09-468 DCAA Andit Environment

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00191 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.157



VerDate Nov 24 2008

188

assurance program officials gave satisfactory ratings when significant
noncompliance with GAGAS had been identified by reviewers.

In response to our previous report, on August 20, 2008, the DOD
Comptroller/CFO required that DCAA take certain actions to improve
audit quality, which included a restructuring of DCAA's quality assurance
function. Accordingly, on August 22, 2008, DCAA established a new
headquarters Directorate for Quality Assurance and Integrity, which
centralized the quality assurance function at DCAA headquarters. The
DOD Comptroller/CFO directed that the new Quality Assurance
Directorate be headed by a Senior Executive Service (SES) Deputy
Director. Because DOD did not grant DCAA an additional SES position for
this purpose, the DCAA Director assigned responsibility for leading
DCAA’s quality assurance function to a level GS-15, Assistant Director for
Integrity and Quality Assurance. Under DCAA’s management environment
and culture, which continue to foster autonomous regions headed by SES-
level directors, the grade level and experience of the GS-15 equivalent
Assistant Director for Integrity and Quality Assurance pose a challenge
when dealing with SES-level regional directors, deputy directors, and
regional audit managers. For example, when presented with our findings
and conclusions that various audits did not comply with GAGAS, DCAA
headquarters policy and quality assurance managers allowed regions and
FAOQ's to decide whether to rescind the subject audit reports. In March
2009, DCAA officials advised us that the GS-15, Assistant Director for
Integrity and Quality Assurance position is an intended SES position and
that two GS-15 Assistant Directors will perform as Chief of Integrity and
Chief of Quality Assurance.

In centralizing the quality assurance program, DCAA’s new quality
assurance organization provides for five GS-14 senior quality assurance
auditors at DCAA headquarters and up to 27 GS-13 quality assurance
auditors in the field assigned across the 5 DCAA regions. However, a
headquarters requirement that all senior quality assurance staff relocate to
DCAA headquarters at Fort Belvoir, Virginia, resulted in all but one of the
five senior staff accepting other positions within DCAA because they did
not wish to relocate. It took several months to recruit DCAA staff for the
senior quality assurance positions at DCAA headquarters, On July 10, 2009,
a DCAA headgquarters official advised us that DCAA had selected staff to
fill the two remaining vacancies, and these staff would be reporting for
duty in the next few weeks.

In response to our concerns that DCAA’s quality assurance program has
not resulted in audits that comply with GAGAS, DCAA officials advised us
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that going forward, DCAA will no longer rate an FAQ's overall compliance
with GAGAS and DOD policy. The officials told us that instead, DCAA
headquarters plans to (1) report the detailed results of the audit quality
reviews, (2) make recommendations to FAQOs for any needed corrective
actions, (3) conduct follow-up reviews for all FAOs with identified audit
deficiencies to ensure that corrective actions are taken, and (4) provide
training and policy guidance, as appropriate. If properly implemented,
these procedures would help to assure an effective audit quality assurance
program.

DCAA Disagrees with the
DBB Recommendation for
a Risk-Based Audit
Planning Process

The DBB recommended that DCAA establish a risk-based planning
process that expands DCAA self-initiated audits and increases the
potential for identifying fraud, waste, and abuse, and higher rates of return
to the taxpayer by April 2009. The DBB intended for DCAA to audit any
and all contracts awarded by the department. On February 27, 2009, in
responding to the DBB recommendation, the DCAA Director stated that
(1) DCAA’s practice of auditing only certain contracts was due to
regulation or statute and (2) absent the DCAA access-to-records clause in
certain types of contracts, DCAA has no legal basis to obtain cost data
from a contractor. The DCAA Director suggested that the DBB
recommendation should be directed to the Under Secretary for
Acquisition, Technology and Logistics, who oversees DCMA, and not
DCAA. The DCAA Director told us that she believes that DCMA should
address this recommendation because DCMA decides what audits DCAA
should perform to support contracting decisions and DCMA would need to
initiate action to change audit-related FAR requirements.

Generally, DCAA, as the agent of the Secretary of Defense, has authority*
to examine records of (1) a contractor performing any cost-
reimbursement, incentive, time-and-materials, labor-hour, or price re-
determinable contracts and subcontractors performing such contracts of
the contractor and (2) to evaluate the accuracy, completeness, and
currency of certified cost or pricing data required to be submitted
pursuant to law, all records of the contractor or subcontractor related to
the proposal, and discussions conducted on the proposal, pricing of the
contract or subcontract or performance of the contract or subcontract.
This authority is implemented by insertion of the Audit of Records clause
in solicitations for negotiated contracts.* In addition, the Director of

¥ 10 U.S.C. § 2313 and § 2306a.
® FAR §§ 52.214-26, 52.215-2,
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DCAA may require by subpoena the production of any records of a
contractor that the Secretary of Defense is authorized to audit or examine.
While DCAA does not have access to the records of all DOD contractors or
statutory rights of access to contractor officials, we believe it has
sufficient authority to undertake a risk-based audit approach consistent
with its existing authority. Therefore, we believe the DBB
recommendation for DCAA to develop a risk-based audit planning
approach is appropriate. DOD acquisition officials we met with agree.
Further, as previously discussed, a risk-based audit approach would
provide a basis for determining audit resource requirements.

DCAA has selected the Army Force Management Support Agency® to
perform its staffing study, However, DCAA is conducting a staffing study
as a stand-alone effort rather than performing the study in concert with an
effort to establish a risk-based planning process. To provide useful
information for decision making, it is important that the staffing study and
risk-based audit planning approach are conducted as integrated efforts. It
is also important for the DOD contracting and finance communities to be
involved in the staffing study analysis and planning process because, as
discussed earlier, a risk-based audit approach may require these
communities to re-evaulate whether ali DCAA services should be provided
as audits and whether DCAA, as an independent audit organization, should
perform any nonaudit services.

To address immediate staffing needs, DCAA requested funds for additional
audit staff and training from the Defense Acquisition Workforce
Development Fund,” including 300 positions for fiscal year 2009 and
another 200 positions in 2010, DCAA received approval of this request in
December 2008. In May 2009, as part of DOD’s request for an additional
9,000 positions for contract management and oversight, the DCAA request
was increased from 500 to 700 new positions that are to be phased in from

* The Army Force Management Support Agency’s mission i providing

studies and staffing analysis as well as determining whether organizations have the
appropriate staff to carry out their mission. The Army Force Management Support Agency
also provides services to DOD corponents.

% Pub. L. No. 110-181, §1705, 122 Stat. 3 (Jan. 28, 2008), the National Defense Authorization
Act for Fiscal Year 2008, authorized the Secretary to establish the Department of Defense
Acquisition Workforce Fund, in addition to other funds that may be available, for the
recruitment, training, and retention of department acquisition personnel. The fund is
managed by the Under Secretary of Defense for Acquisition, Technology, and Logistics.
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fiscal year 2009 through 2011.¥ As previously discussed, without
developing a risk-based audit approach, it is difficult to determine the level
of resources needed to perform effective, quality contract audits.
However, federal acquisition and contract audit resources have not kept
pace with the growth on federal procurements, As shown in figure 2,
although procurement obligations related to greater reliance on
contractor-provided services and support of the Global War on Terrorism
have more than doubled since fiscal year 2002, DCAA audit resources have
remained about the same. In addition, contractor and subcontractor
relationships have become more complex, increasing the complexity of
contract audits. These changes underscore the need for a risk-based audit
plan and assessment of auditor resource and training needs.

o e T Y T, e )
Figure 2: Comparison of DOD Contract Obligations and DCAA Worktorce for Fiscal

Years 2002 through 2008
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# According to a DOD Comptroller official, DCAA will receive an additionat 300 positions
in fiscal year 2009 and additional 200 positions in each of fiscal years 2010 and 2011,
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Although DCAA has undertaken certain initiatives to improve the
effectiveness of audits of contractor billings and intemal control systems,
these efforts are not targeted for completion until September 2010 and
September 2012, respectively, and they are not part of a comprehensive
audit strategy or framework. Once decisions are made on changes in
various audit procedures for these andits, related audit guidance and
training would be needed to help ensure the new procedures are
effectively implemented.

DCAA Issued Revised
Policy Guidance To
Address Auditor
Independence, Assure
Management Involvement
in Key Decisions, and
Address Audit Quality
Issues

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00196 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

Our investigation and audit identified problems and concems related to
auditor independence, the need for management involvement in key
decisions, and audit guality. In response to our work, the DBB and DOD
Comptroller/CFO made several recommendations for DCAA actions to
address these concerns. Specific DCAA actions and our assessment
include the following,

Auditor independence. The DBB recommended that DCAA address
advisory-type (nonaudit) services by (1) discontinuing participation on
Integrated Product Teams and Source Selection Evaluation Boards, both
of which impair auditor independence in fact and appearance under
GAGAS; (2) reevaluating the role and number of Financial Liaison
Advisors (FLA) to ensure independence and objectivity in both fact and
appearance; and (3) working with the DOD acquisition leadership to
explore alternatives for providing technical advice and support to the
contract management community while adhering to the auditor
independence standards in GAGAS.

The DCAA Director responded that DCAA discontinued participation in
Integrated Product Teams on August 4, 2008, and Source Selection
Evaluation Boards on September 12, 2008. On November 23, 2008, DCAA
realigned all FLAs te report directly to DCAA headquarters and completed
an assessment of the number of advisors. DCAA is continuing to assess the
functions perfermed by FLAs to assure their independence. The DCAA
Director stated that if there is a significant change in the advisory
functions, DCAA will initiate discussions with DOD acquisition leadership.
We support efforts to reevaluate DCAA’s nonaudit advisory services given
the problems identified in our investigation. Although our review of
DCAA’s CAM guidance found that DCAA had established appropriate
guidelines to avoid independence issues, we found that the auditors had
not followed DCAA policy. According to the DCAA Director, the DBB's
primary concern is that DCAA participation in these advisory services
created the appearance of a lack of independence.
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Requirement for DCAA t involv t in key a

DCAA issued policy memorandums requiring that (1} FAO managers sign
all audit reports issued by the FAO; (2) auditors elevate memorandums on
disagreements with supervisors and FAO managers on draft audit opinions
to the highest level necessary, including the DCAA Director, for resolution;
and (3) auditors elevate problems in accessing contractor records to FAO
managers, contracting officers, and regional offices for appropriate
handling.

DCAA action to require FAO managers to sign all audit reports issued by
the FAQ addresses concerns identified in our investigation that
supervisors could inappropriately issue reports with adequate (“clean”)
opinions without review by FAQ managers. Similarly, the policy to elevate
disagreements on changes to audit opinions responds to findings in our
investigation that supervisors ignored auditors’ objections to dropped
findings and changed opinions, and the auditors had no opportunity to
elevate their disagreement beyond the supervisors. The access-to-records
policy clarified actions required when auditors are denied access to
records and required FAO managers to brief their staff on the revised
guidance. The revised policy guidance emphasized that auditors (1) should
follow procedures for addressing denial of access to records, which
include notifying the FAO manager, contracting officer, and DCAA region;
(2) take appropriate actions to effect a suspension or withholding of any
unsupported costs billed to the government until the data are received and
a determination is made regarding the allowability of the costs; and (3)
question the unsupported costs in the audit report if the supporting
documentation is not received prior to the completion of fieldwork.
Although our work identified some access-to-records problems, in these
cases, there was no evidence that DCAA supervisors elevated the issue to
management or to procurement officials to initiate enforcement action, as
set out in existing DCAA policy.

Guidance to improve audit quality. On August 6, 2008, the DCAA
Director requested that each FAO hold a stand-down day (where staff
were relieved of assigned duties to take mandatory training) to discuss
audit quality and the requirement to comply with GAGAS requirements for
competence, integrity, objectivity, and independence in performing
contract andits. In addition, DCAA issued policy guidance on adequate
audit docuraentation and testing, including the following guidance that
applied to assignments we reviewed for this report:

+  “Workpaper Documentation of Judgmental Selections”-—requires a
description of the universe (population) from which items are selected
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for testing, identification of items and attributes to be tested, and an
explanation to support that the judgmental selection will result in
adequate audit coverage.

Emphasizing the requirement that audit documentation include a
description of the population used for sampling and identification of
items and attributes to be tested is appropriate. However, the
requirement for an explanation in the audit documentation that the
Judgmental selection will result in adequate audit coverage needs to be
sufficiently justified. GAGAS and AICPA standards require that
auditors document significant decisions affecting the audit objectives,
scope and methodology, findings, conclusions, and recommendations
resulting from professional judgment.®

+ “Audit Guidance for Annual Testing of Contractor Eligibility for Direct
Bill,” which is intended to determine whether continued reliance can
be placed on the contractor’s procedures for preparation of interim
vouchers. This policy change clarified and consolidated audit steps
related to the contractor’s compliance with contract provisions, added
audit steps for reviewing vouchers under time-and-material and labor-
hour contracts, and removed the requirement to verify that the
contractor’s Central Contractor Registration is current. The policy
memorandum states that this scope of work performed does not
constitute an audit or attestation engagement under GAGAS.

It is within DCAA’s purview to determine whether these procedures
constitute an audit. However, because direct-bill decisions present a
risk of undetected improper contract payments, prudent decisions to
continue a contractor’s direct-bill authorization would necessarily be
based on testing a statistical sample of invoices® and include a review

® (GAO-07-731G, §3.98 and AU § 330.12.

® Disbursing officers are authorized to make payments on the anthority of a voucher
certified by an authorized certifying officer, who is responsible for the legality, accuracy,
and propriety of the payment. 31 U.S.C. §§ 3325, 3527(c). DOD 7000.14-R, Department of
Defense Fis ial M i Reg iont (DFMR), Vol. 5, Ch. 11 (March 2009}, paras.
110102, 110203, In general, certifying officers designated in writing by the agency are
financially liable for any improper, illegal, or incorrect payment made, and each payment
made must be audited (or “examined”). 31 U.S.C. §§ 3521(a), 3528(a). DFMR, Vol. 5, Ch. 33
(April 2005), para, 330303. However, 31 US.C. § 3521(b) authorizes heads of agencies to
carry out a statistical sampling procedure, within certain parameters, 1o audit vouchers
‘when the head of the agency determines that economies will result. Further, 31 US.C. §
3521{¢) provides that certifying and disbursing officials are not, liable for payments that are
not audited if they were made in good faith under a statistical sampling procedure. See 68
Comp. Gen. 618 (1989); also see generally, GAO, Policy and Procedures Manual for
Guidance of Federal Agencies, title 7, §§ 6.5, 7.4, and 7.5 (Washington, D.C.: May 18, 1993).
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of supporting documentation, including documentation to confirm the
government received goods and services noted on the billing invoice.
We confirmed that Defense Finance and Accounting Service certifying
officers rely on DCAA reviews, and they do not repeat review
procedures they believe to be performed by DCAA.

Human Capital
Management and Cultural
Transformation

- The DBB made two recommendations to improve DCAA human capital

management and agency culture, namely that DCAA (1) develop a human
capital strategic plan as a key tool to facilitate human capital management
and workforce development and (2) engage an external professional
organization to assist in a cultural transformation that includes
emphasizing core values such as quality, independence, ethics, and
objectivity rather than a mindset focused on quantity and productivity.
DCAA has not yet developed a human capital strategic plan as a key tool
to facilitate human capital management and workforce development. In
May 2009, DCAA finalized an agreement with the Naval Post Graduate
School, Center for Defense Reform, for assistance on cultural reform.
According to GAO’s Internal Control Standards,™ operational success is
possible only when the right personnel for the job are on board and are
provided the right training, tools, structure, incentives, and
responsibilities. Accordingly, management should ensure that skill needs
are continually assessed and that the organization is able to obtain a
workforce that has the required skills that match those necessary to
achieve organizational goals. In addition, training should be aimed at
developing and retaining employee skill levels to meet challenging
organizational needs; qualified and continuous supervision should be
provided to ensure that intemal control objectives are achieved; and
performance evaluation and feedback, supplemented by an effective
reward system, should relate employee performance to the organization’s
success.

Lack of a human capital strategic plan. The lack of a human capital
management strategic plan has limited the effectiveness of DCAA's hiring,
training, and staff development efforts. DCAA officials told us they view
contract auditing as a highly specialized profession that requires
knowledge of acquisition law and regulations and government
procurement and contract management processes. As a result, DCAA
officials believe that auditors must be hired at the entry level and trained

® GAO/AIMD-00-21.3.1.
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to perform contract audits. The officials also believe that because DCAA is
the only contract audit agency in the federal government and it operates
the only federal contract audit training institute, DCAA is in the best
position to train contract auditors. However, DCAA is not the only agency
that performs contract audits. Many IG offices, including the DOD IG, the
military service audit agencies, several executive agency IGs, and GAO all
perform contract audits. Further, DCAA has not provided training that is
designed to develop contract audit skills at successively higher levels, and
it has not provided adequate or continuous supervision of audit staff.
Moreover, our work has shown that performance evaluations and
feedback have not always related performance to the agency’s success, as
was the case when supervisors who were responsible for improperly
dropping audit findings and changing draft audit opinions received high
performance evaluations and cash awards.

At the September 2008 hearing, the DCAA Director acknowledged the
need to develop revised training to address audit quality issues. However,
it will take considerable time to develop a revised training program to
address the range of changes in audit policies, processes, and procedures
for performing quality audits in accordance with GAGAS. However, on
April 8, 2009, DCAA revised its Supervisory Development Training
Curriculum to emphasize leadership skills and better reflect the day-to-day
activities performed by supervisors. This revision was based on feedback
received through DCAA'’s suggestion program, anonymous Web site
contacts, and focus groups and is not based on a study or expertise of an
outside professional organization. In addition, DCAA has begun a
reassessment of the 2-week technical indoctrination class for new hires.

Although it is appropriate to consider staff input in developing training
courses, the development of in-house training by agency personnel may
not result in a design that encourages participants to develop more critical
analysis of the underlying principles or ways to bring about organizational
change. Qutside expertise helps ensure that an organization benefits from
outside subject matter experts as well as education and training
professionals who have a broad perspective on innovative approaches to
best practices or best learning design.

DCAA has difficulty identifying an independent professional
organization to assist in cultural transformation, According to the
DCAA Director, DCAA faces challenges in engaging a professional
organization to assist with cultural change because (1) many external
organizations that provide this service are audited by DCAA and to
preserve the appearance of independence under the auditing standards,
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DCAA cannot engage organizations that it audits and (2) based on initial
discussions with various organizations, DCAA believes this effort could
cost from $1 to $2 million or perhaps more and DCAA would need
additional funding to pay for this assistance. However, based on an
assumption that DCAA would receive funding for this effort, the Director
established a completion date of January 2010 with training of the
workforce potentially extending into fiscal years 2011 and 2012. In the face
of these challenges, the DCAA Director took action on three other
initiatives related to cultural change. The DCAA Director stated that
shortly after issuance of our July 2008 report, DCAA initiated a 1- to 2-year
project to accomplish an organizational assessment using the Baldrige
National Quality Program” criteria with assistance from Baldrige experts
within the Army. In addition, as required by the DOD Comptroller/CFO in
September 2008, the Director asked the Office of Personnel Management
to conduct an independent organizational survey of DCAA. As previously
discussed, to help ensure that DCAA’s new performance metrics resulted
in appropriate cultural change with regard to the new emphasis on audit
quality, DCAA established an anonymous Web site for obtaining feedback
on the inappropriate use of the performance measures.

In May 2009, DCAA asked the Naval Postgraduate School, Center for
Defense Reform to assist DCAA with cultural transformation as
recommended by the DBB. The Center began work in June 2003 to help
DCAA identify issues facing the organization and develop an action plan,

Delay in reporting results of DCAA's organizational survey. DCAA's
independent organizational survey was completed during the fall of 2008,
and DCAA officials said the assessment results would be finalized in
March 2009, but then amended the date for completing the assessment of
the survey results to late July 2009. Therefore, the survey results were not
available to us for review.

DCAA’s anonymous Web site contacts underscore the need for a
separate hotline office. DCAA’s anonymous Web site was established as
a mechanism for monitoring compliance with DCAA’s new performance
moetrics; however, it has become an intemnal hotline, with many auditors

*'The Baldrige National Quality Program is named for Malcolm Baldrige, a former
Secretary of Commerce, who was a proponent of quality management as 4 key to national
prosperity and ong-term strength. The seven Baldrige performance excellence criteria are:
leadership ic planni and market focus; measurement, analysis, and
knowledge management; workforce focus; process management; and results.
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reporting the same issues as those presented in hotline complaints
received by GAO. The DBB report stated that DCAA would benefit from
the establishment of a Chief of Internal Review to perform critical
inspector general functions, such as performing periodic reviews and
evaluations, serving as an ombudsman between staff and DCAA
management, and addressing hotline complaints. Instead of establishing a
separate Internal Review function, in March of 2009, the DCAA Director
divided responsibilities of its Operations Directorate between the
Operations Assistant Director and Deputy Assistant Director to provide
dedicated staff to handle auditor concerns reported to the internal DCAA
anonymous Web site. DCAA’s Assistant Director of Operations along with
a Division Chief and three program managers were made responsible for
the DCAA hotline function, and the Deputy Assistant Director of
Operations was given responsibility for day-to-day operations.

Our review of DCAA headquariers handling of DCAA auditor concerns and
hotline allegations sent to DCAA's anonymous Web site determined that
internally reported DCAA auditor concerns represent problems across all
five DCAA regions. As with GAO hotline complaints, the largest number of
problems reported to DCAA’s anonymous Web site related to DCAA's
Westermn Region. Our review of DCAA documentation and discussions with
auditors and DCAA officials indicate that current handling of intemally
reported DCAA auditor concerns and allegations appears to be timely,
objective, and fact-based. The Assistant Director of Operations has made
good progress in establishing credibility and trust in the DCAA hotline
function. It will be important for any future inspector general or
ombudsman to carry forward in this role. The DCAA Director’s response
to the DBB report did not address the recommendation to establish a
Chief of Internal Review. We agree with the DBB recommendation. It is
important for DCAA to have a hotline function that is separate from
management and operations. Currently, the Operations Assistant Director
has been reassigned to handle this function on a temporary basis.
However, given the size of the DCAA organization, the extensive number
of internal DCAA hotline complaints—which totaled about 150 at the end
of May 2009—and the likelihood of continuing hotline contacts that would
need to be addressed as DCAA undergoes its cultural transformation, a
permanent intemnal review or inspector general function is warranted.
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Legislative and Other
Actions To Improve
DCAA's Effectiveness
and Independence

In addition to correcting the fundamental weaknesses in mission and the
overall management environment discussed above, certain legislative and
other actions, such as changes in organizational placement, could enhance
DCAA'’s effectiveness and independence. Successful management
initiatives for cultural and organizational change in large private and
public sector organizations can often take several years to accomplish.
Changing DCAA’s organizational placement without first correcting
fundamental weaknesses in mission and the overall management
environment would not assure effective audits. Given this time frame and
pursuant to your request, we identified legislative and other actions that
decision makers can consider to improve DCAA’s effectiveness. In the
short term, Congress could enhance DCAA’s effectiveness and
independence by granting DCAA certain authorities and protections
similar to those offered to presidentially appointed inspectors general
under the Inspector General Act of 1978, as amended™ (1G Act). The IG
Act contains provisions that enhance the independence of presidentially
appointed IGs, including protections from removal without congressional
notification, access to independent legal counsel, public reporting of audit
results, rights to take staternents from contractor and other personnel, and
budget visibility. These provisions would enhance the important DCAA
initiatives currently under way. Continued monitoring and oversight will
be essential to assuring the successful implementation of DCAA’s
management initiatives. In the longer term, Congress could consider
changes in organizational placement after current reform efforts have
been effectively implemented. However, moving DCAA as an organization
would require careful analysis and planning before implementation.

Short-Term Legislative
Actions

In addition to DCAA management reforms already under way and our
additional recommendations, we identified certain legislative protections
and authorities under the IG Act that could enhance DCAA'’s effectiveness.
Legislation would be needed in order to grant DCAA such protections and
authorities.

Leadership. The IG Act provides for the President to appoint the IG, with
Senate confinmation, at many federal agencies.® Under the act, Congress
must be notified in advance of removing the IG, and only Congress can

¥ Codified in an appendix to Title 5 of the United States Code (hereafter 5 U.S.C. App.).

% The IG Act also requires the heads of many “designated federal entities” to appoint an
inspector general for each entity. 5 U.S.C. App. 8G.
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eliminate the office of an IG. Currently, the head of DCAA is appointed and
can be removed by the Secretary of Defense. Further, DCAA was created
and can be reorganized or r igned by depart tal order without
notice. IG Act protections Congress could grant to DCAA would therefore
include (1) Senate confirmation of a presidentially appointed DCAA
Director™ and (2) removal of the DCAA Director conditioned on
congressional notification. * Specifically, the act provides that an
inspector general may be removed from office by the President and any
removal is to be reported to both Houses of Congress 30 days prior to the
removal. In addition to these IG Act protections, Congress could build
additional provisions into legislation, to include the following:

* Requirements that the DCAA Director possess the appropriate
professional qualifications. For exampie, provisions for appointment of
the DCAA Director could require selection from among individuals
who possess demonstrated ability in managing and leading
organizations, specific accounting or auditing background, general
knowledge of contract management, and knowledge of and extensive
practical experience in financial management practices in large
governmental or business entities.

+ A mandate permitting the DCAA Director to hold a renewable term
appointment for between 5 to 7 years. Legislation should provide that
the DCAA Director can be removed only for cause or other stated
reasons. These protections would allow the head of DCAA to provide
stability and continuity of leadership that span presidential
administrations and prevent removal except for cause or other
disclosed reasons.

+» Conflict of interest provisions for the DCAA Director and other key
staff in addition to those provisions currently in law. This would be
intended to ensure that selection of the audit agency head would not
involve a “revolving door” situation between contractors and the
contract audit agency.

Access to independent legal 1. The IG Act provides for
independent legal advice for 1Gs rather than requiring the use of agency

5 U.S.C. App. § 3(a).
%5 U.5.C. App. § 3(b).
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legal counsel.” Currently, DCAA relies upon DOD legal counsel. DCAA
officials told us that the DCAA Director has not always been apprised of
legal decisions by DOD counsel that have impacted DCAA operations.
Further, according to the DCAA Director, the lack of independent counsel
led to a situation where DOD attomeys provided questionable legal
counsel to a DCAA field office supervisor without the DCAA Director’s
knowledge. Obtaining independent legal counsel would avoid conflicts of
interest between DOD and DCAA, thereby helping to improve DCAA's
effectiveness.

Budget. The 1G Act requires separate budgets for Offices of Inspector
General (OIG) within agency budgets, allowing Congress to review IG
budget requests separately. DCAA currently does not have this protection.
1Gs that are appointed by the President with Senate confirmation receive a
separate appropriation, preventing agencies from reprogramming IG funds
to other programs and activities. However, there is currently little visibility
of DCAA’s budget because it is funded under the Operations and
Maintenance, Defense-wide appropriation, which includes numerous DOD
agencies, such as the Defense Contract Management Agency (DCMA), the
Defense Logistics Agency, the Defense Finance and Accounting Service,
and some buying command activities. Therefore, DCAA’s share of annual
appropriations is subject to reprogramming, sometimes without
congressional notification. According to the DCAA Director and
documentation provided by the Director and Office of Comptroller/CFO,
in the past, DOD has reprogrammed funding between DCAA and other
DOD activities on numerous occasions. Because these reprogrammmings
were below the $15 million threshold for congressional notification,
Congress did not have notice of these funding decreases at the time they
occurred. For fiscal year 2009, DOD reprogramming increased DCAA’s
funding by $3.5 million, Legislation similar to the 1G Act could grant DCAA
a separate budget” to provide visibility and protections from
reprogramming of funds to other agency priorities.

Increased authority and independence. Legislation could strengthen
DCAA’s audit authority by providing the same level of access to records
and personnel available to IGs.” Currently, DCAA has statutory rights of

%5 U.S.C. App. § SF(4)(A).
¥ 5U.S.C. App. § 6(D(1).
® 5 U.5.C. App. § 6(a)(1), (4), and (5).
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access to certain records related to cost-type contracts or those that
contain cost and pricing data, but not to contractor personnel. As a resuit,
DCAA's subpoena power is limited to certain records and does not cover
contractor personnel. While we recognize that DCAA auditors have
ongoing discussions with contractor personnel, they do not have statutory
authority to compel contractor officials to meet with them and submit to
interviews. IGs have authority, including subpoena power, to access all
records, reports, audits, reviews, documents, papers, recommendations, or
other material available that relate to programs and operations for which
the 1G has responsibilities. Further, IG subpoena authority extends beyond
access to records and documents in that IG auditors can administer or
take an oath in order to obtain information. Qur discussions with DCAA
auditors and reviews of audit documentation identified numerous
instances where requests for contractor records were not met.” Obtaining
increased access to contracting companies, especially their staff and
documentation, would be an important provision to improve the
effectiveness of DCAA audit staff.

Reporting and oversight of audit results. The 1G Act provides for
semi-annual reports to the agency head and appropriate commitiees of
Congress summarizing results of significant audits and investigations.'®
DCAA currently has no external reporting requirement, reducing
opportunities for oversight and transparency. Congress could mandate
some form of external DCAA reporting in legislation similar to the 1G Act.
Moreover, DCAA does not currently provide copies of its audit reports to
other federal agencies that use the same contractors that DOD uses.
According to the DCAA Director, DCAA’s appropriations are specific to
DOD contractor audits, and unless federal agencies request and reimburse
DCAA for audit services, DCAA cannot provide them with copies of its
audit reports even though its DOD audits of systems and related internal
controls, cost accounting system compliance, etc. may cover their
contractors. Legislation could also expressly allow DCAA to provide audit
results to other agencies, a step that would improve its visibility and
effectiveness for the government as a whole.

* As noted previously, in these cases, there was no evidence that DCAA supervisors
i d the issue to or to procurement officials to initiate enforcement
action, as set out in DCAA policy.

™5 U.S.C. App. § 5(a).
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Legislation to grant DCAA similar protections and authorities as those
provided in the IG Act could enhance reform efforts that are already under
way. Although we found that a lack of DOD Comptroller/CFO and IG
oversight has impaired DCAA’s effectiveness, DOD has begun work to
provide improved oversight of DCAA's operations. In August 2008, the
DOD Comptroller/CFO conducted a “tiger team” review of DCAA's audit
quality assurance program, and DOD approved a more comprehensive
Defense Business Board (DBB) study. The new DOD Comptroller/CFO
recognized the need for DCAA oversight and on March 16, 2009, approved
the charter for a DCAA Oversight Committee. Committee members include
the Auditors General of the Army, the Navy, and the Air Force; the DOD
Director of Defense Procurement and Acquisition Policy; and the DOD
Deputy General Counsel for Acquisition and Technology. The Committee
held its first meeting in early April 2009. During May 2009, the DCAA
oversight committee members reviewed selected DCAA audits and visited
a DCAA field office. In addition, the committee members have indicated
that they plan to review this report, our earlier investigative report, the
DOD Comptroller/CFO “tiger team” report, the DBB report, and the
upcoming DOD IG report that follows up on issues from our July 2008
report. The committee plans to assess DCAA actions on recomnmendations
in these reports and identify any gaps for further action. We note that
DCAA has already taken numerous actions to respond to our injtial
investigative report as well as DOD Comptroller/CFO and DBB
recommendations.

Long-Term Legislative
Actions To Move DCAA

Most of the impairments to DCAA effectiveness that we identified can be
addressed within DCAA's current organizational placement. However, to
address the Committee’s interest in how changes in DCAA’s organizational
placement could improve DCAA effectiveness and independence, we
considered potential approaches to moving DCAA. During the 1980s, there
were numerous proposals to reorganize DCAA’s organizational structure,
including legislative proposals that would have placed DCAA in the Office
of the Under Secretary of Defense (Acquisition), or in the DOD Office of
Inspector General (OIG), or placed only DCAA's post-contract audits in
the OIG. We analyzed these proposals in an April 1991 report™ and
concluded that they were not workable because they posed conflict of
interest or duplication of effort issues.

¥ GAO, Defense Contract Audits: Current Organizational Relationships and
Responsibilities, GAO/AFMD-91-114 (Washington, D.C.: Apr. 3, 1391).
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Elevating DCAA within DOD

We believe that it is prudent to consider changes in organizational
placement after DCAA has had sufficient opportunity to effectively
implement current reform efforts necessary to address fundamental
operational issues. Legislation to move DCAA as an organization would
require careful analysis and planning before implementation. Moving
DCAA at this time would be a bold step with possible unintended
consequences, and decision makers would need to carefully weigh the
costs and benefits of moving DCAA before the fundamental operational
issues are addressed. As discussed below, regardless of its ultimate
placement in the government, DCAA still needs to address the
fundamental weaknesses in its mission, strategic plan, metrics, audit
approach, and human capital management.

Elevating DCAA within DOD as a separate component reporting to the
Deputy Secretary of Defense could give more authority to the DCAA
Director and increase visibility of the organization both within and outside
of DOD.™ Because DOD positions reporting to the Secretary level are
established by law, moving DCAA to the department level would require
new legislation. To avoid any ambiguities or questions about whether the
Secretary of Defense currently possesses the statutory authority to
transfer the supervision of DCAA to the Deputy Secretary, we believe
additional legislation that sets out appropriate relationships would be the
best approach.’ In addition, this option would require some level of
administrative change. For example, management and oversight of the
contract audit function would become the responsibility of Deputy
Secretary, a separate appropriation would need to be established, and
some form of periodic external reporting to Congress would be
appropriate. We note that authorizing legislation to move DCAA could also
include similar protections and authorities as those under the IG Act if
these provisions have not already been enacted.

'™ The Deputy Secretary of Defense is appointed by the President after confirmation by the
Senate, 10 U.S.C. § 132(a). Among other duties as assigned by the Secretary of Defense and
in statute, the Deputy Secretary serves as the Chief Management Officer of the department
with primary responsibility for “effectively and efficiently organizfing} the business
operations of the Department of Defense.” Pub. L. No. 110-181, div A, title IX, § 904(a)(2)
(Jan. 28, 2008). In that capacity, the Deputy Secretary is to be assisted by a Deputy Chief
Management Officer, who also is appointed by the President after confirmation by the
Senate, and who supervises the Defense Business Transformation Agency. 10 U.S.C. §§
132(c), 192(e).

' Current provisions of law relevant to the Secretary of Defense establishing and assigning

defense agencies and defense field activities within the Office of the Secretary of Defense
include 10 U.S.C. §§ 125(a), 131(b), 191(b), 192(a), and 194.
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Establishing an Independent,
Governmentwide Contract
Audit Agency

Although this option could enhance DCAA auditor objectivity and
independence, under this organizational placement, DCAA would still
need to resolve the mar t envirc t and cultural problems that
have had a negative irapact on audit quality, including pressure by
contractors and contracting officers on audit scope and findings,
conclusions, and recommendations. DCAA also would need DOD
commitment to strengthening DCAA’s contract audit function through
continued monitoring and oversight. Leadership from the Deputy
Secretary of Defense would be critical to help DCAA address these
matters. A key factor will be whether the Deputy Secretary has the
necessary time to focus on DCAA. The amount of time needed should be
less once the fundamental improvements are accomplished.

Numerous governmentwide acquisition management reform efforts are
currently under way that could impact the contract audit function. These
efforts include congressional oversight and reform legislation and
Presidential direction on developing governmentwide guidance for
reviews of existing contracts to identify contracts that are wasteful,
inefficient, or otherwise unlikely to meet agencies’ needs, and to formulate
corrective action in a timely manner, as well as interest group studies. For
example, in the National Defense Authorization Act for Fiscal Year 2008,
Congress created the Comrnission on Wartime Contracting to study
federal agency contracting for the reconstruction, logistical support of
coalition forces, and the performance of security functions in Iraq and
Afghanistan. The Senate Committee on Homeland Security and
Governmental Affairs also recently created a new Subcommittee on
Contracting Oversight. Several Members of the House Oversight and
Government Reform Committee created the Clean Contracting Coalition
to take a similar governmentwide approach. The House Oversight and
Government Reformn Committee also has been very active in this area. In
addition, the House Armed Services Committee established an acquisition
panel to evaluate DOD's current acquisition system, analyze the root
causes of project or program failures, and the administrative and cuitural
pressures that acquisition and program personnel face. The House and
Senate Armed Services Committees also led the effort to enact the
Weapon Systems Acquisition Reform Act of 2009, which requires
oversight of cost estimation, systems engineering, and performance
assessment; promotes competition; and limits organizational conflicts of
interest.

® pub. Law No. 111-23, 123 Stat. 1704, May 22, 2009.
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On March 4, 2009, the President issued a memorandum directing executive
agencies to (1) increase the use of fixed-price contracts, (2) enhance the
capacity of the acquisition workforce, (3) maximize competition, and

(4) rationalize the choice of govermment or contractor resources to
perform required services. In addition, the Federal Acguisition Innovation
and Reform Institute—a nonpartisan, nonprofit organization led by leaders
in acquisition and supply manag t—has called for acquisition
workforce reforms, including a single acquisition job series that
encompasses at a minimurm, three functions—program management,
contracting, and a new function called requirements management—and is
considered a professional “super COTR” (contracting officer’s technical
representative) position. Over the next several years, these reform
initiatives likely will have a significant impact on government contracting,
including the roles and relationships of contract auditors and the
contracting, program, and finance cornunities.

Depending on the outcome of the various contract reform initiatives and
the successful imp} ation of DCAA manag 1t reforms, Congress
may also want to consider increasing the efficacy of these reforms by
establishing an independent governmentwide contract audit agency. The
creation of a statutory governmentwide contract audit agency could
enhance contract auditor effectiveness and independence by placing the
audit agency outside DOD and other federal agencies that make
procurement and contract management decisions. Centralizing the
contract audit function and mandating its use by all federal agencies also
could provide for consistent audit coverage and bring efficiencies and
economies of scale to the contract audit process across the government.
However, this would likely entail significant costs and operational and
accountability considerations and would be an extremely costly option
involving significant infrastructure and reorganization and would require
substantial planning and analysis before deciding whether to proceed and
how to implement any changes. Some of the issues that would need
further study and analysis include the following:

Governance. Governance is the framework of rules and practices by
which a governing body, such as a board of directors, ensures
accountability, faimess, and transparency in the entity’s relationship with
all of its stakeholders, including management, employees, and
government. In order to improve govemance and accountability at federal
agencies, a variety of laws covering a range of management and
administrative practices and processes have been enacted. Consideration
of such provisions for a governmentwide contract audit agency should
include application of general laws related to funds control, performance
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and financial reporting, accounting and internal control systems, human
resources management, and recordkeeping and access to information,
among others. Further, governance issues unique to a contract audit
agency, such as its relationships to agency contracting officers and the
Congress, should be assessed.

Scope of Work. Scope of work considerations would include roles,
responsibilities, and relationships of the governmentwide contract audit
agency and IGs with regard to contract audits. Another consideration
would be whether the new agency would be available for consultation as
an outside expert on federal agency pre-award issues. In addition, a
determination would need to be made on the handling of fraud referrals.
For example, the central new agency could have an investigative division
or it could refer potential contract fraud to federal agency IGs for further
investigation.

Funding. Congress would need to determine how to fund the new
contract audit agency. For example, funding could be provided through
appropriations or from reimbursement by federal agencies. This decision
would likely be tied to decisions on the governmentwide contract audit
agency's mandate and scope of work and any realignment of contract
audit resources.

Further study and analysis of this option would involve input from the
federal agency IGs and agency contracting and finance communities as
well as government contractors and public interest groups. Numerous
additional issues would potentially be identified and require substantial
time and cost for effective consideration and resolution.

Conclusions

Successful accomplishment of DCAA reforms wili require focused and
committed leadership at the highest levels of DOD and DCAA as well as
fundamental changes in DCAA’s culture and possibie congressional action.
Without leadership commitment to a strong contract audit function and
substantial changes to DCAA’s mission, strategic plan, and management
environment and culture, DCAA will continue to be challenged in its
ability to perform quality audits that protect the public interest. Many
needed changes are planned or under way and can be completed in the
short-term, including revising DCAA's mission statement, strategic plan,
and monitoring, and adjusting performance metrics. Fundamental
structural and cultural changes related to developing and implementing a
comprehensive, risk-based approach for contract audits that comply with
professional auditing standards and identifying staffing, training, and
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resource needs will take several years to accomplish and implement.
However, unless the overall problems with DCAA’s culture and
management environment that resulted in pervasive contract audit failures
are resolved, billions of taxpayer dollars will continue to be at risk for
fraud, waste, abuse, and mismanagement.

Recommendations for
Executive Action

We are making 15 recommendations to the Secretary of Defense to
improve the quality of the agency’s audits and strengthen auditor integrity,
objectivity, and independence, including recommendations for actions on
findings in this report that are aligned with certain Defense Business
Board (DBB) findings and recommendations.

First, we recommend that the Secretary of Defense revise DCAA’s mission
statement to reflect the need for quality contract audits and related
nonaudit services that take into account serving the public interest.

We also recommend that the Secretary of Defense require the Under
Secretary of Defense (Comptroller/CFQ) to establish milestones for
completing DCAA corrective actions and monitor and regularly report on
DCAA progress to assure timely completion of critical actions.

In addition, we recommend that the Secretary of Defense direct the Under
Secretary of Defense (Comptroller/CFOQ) to require the Director of the
Defense Contract Audit Agency (DCAA) to take the following 13 actions.

The following five recommendations cover actions to address our findings
that are similar to DOD Comptroller/CFQ and DBB findings.

» In concert with the revised mission statement, develop a strategic plan
with short-term and long-term outcome-related goals.

« To measure progress in achieving strategic goals, ensure that metrics
are tied to the revised mission statement and strategic plan and
support the agency’s annual work plan.

» Consult with DOD stakeholders and engage outside experts to develop
arisk-based contract audit approach that identifies resource
requirements and focuses on performing quality audits that meet
generally accepted government auditing standards (GAGAS).
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« Establish an SES-level position with responsibility for audit quality
assurance that requires demonstrated knowledge and experience in
applying professional audit standards.

« Consistent with DBB report observations, establish a separate DCAA
internal review organization to conduct critical internal inspector
general functions, including performing periodic internal evaluations
and reviews and addressing DCAA hotline complaints.

The following eight recommendations relate to specific GAO findings in
this report.

» In consultation with DOD stakeholders, review DCAA's current
portfolio of audit and nonaudit services to determine if any should be
transferred or reassigned to another DOD agency or terminated in
order for DCAA to comply with GAGAS integrity, objectivity, and
independence requirements.

« Based on the risk-based audit approach, develop a staffing plan that
identifies auditor resource requirements as well as auditor skill levels
and training needs.

+ Establish a position for an expert on auditing standards or consult with
an outside expert on auditing standards to assist in revising contract
audit policy, providing guidance on sampling and testing, and
developing training on professional auditing standards.

« Revise DCAA audit policy to provide appropriate guidance on what
constitutes sufficient testing to corply with GAGAS. Update DCAA's
Contract Audit Manual, as appropriate.

« Develop agencywide training on government audit standards. This
training should emphasize the level of assurance intended by the
various types of engagements and provide detailed guidance on auditor
independence, planning, fraud risk, level of testing, supervision,
auditor judgment, audit documentation, and reporting.

+ Conduct a comprehensive, independent review of DCAA’s revised audit
quality assurance function. This review should focus on the consistent
application of criteria used for assessing audit quality and assuring
timely, consistent, and appropriate reporting of review results.

» Make appropriate recommendations to address annual quality
assurance review findings of serious deficiencies and GAGAS
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noncompliance, provide training, and follow-up to assure that
appropriate corrective actions have been taken.

» Establish policies and procedures to ensure that auditors who make
direct bill decisions are independent of DCAA employees who perform
a DOD management function by reviewing vouchers of contractors not
eligible for the direct billing program, thereby reducing situations
where DCAA auditors are encouraged to reduce their office workload
by approving contractors for the direct-bill program.

Further, we recommend that the Department of Defense Inspector General
take the following two actions.

+ Reconsider its overall conclusions in the May 2007 DOD 1G report on
the audit of DCAA’s quality control system in which it reported an
adequate (“clean”) opinion on DCAA system of quality control in light
of the serious deficiencies and findings included in that report and the
additional evidence identified in our audit.

+ Based on the above, determine whether the report should be rescinded
or modified.

Matters for
Congressional
Consideration

In addition to our recommendations to DOD for improving DCAA audit
quality and auditor objectivity, integrity, and independence, Congress may
wish to consider the following legislative actions for enhancing DCAA’s
effectiveness and independence. In considering these options, the
Congress would need to weigh DCAA’s ability to accomplish significant
reforms within its current environment and the cost and administrative
effort involved with the alternative options along with the potential
benefits. Timing would also need to be considered, given significant
reforms that DCAA is already undertaking and the additional burden that a
change in organizational placement would add at this time.

« Inthe short term, as DCAA makes progress in correcting fundamental
weaknesses that have impacted audit quality, Congress could consider
enhancing DCAA reform efforts by enacting legislation to grant it
protections and authorities similar to those embodied in the Inspector
General Act, as amended.

* In the medium term, Congress could consider elevating the contract
audit function within DOD by moving DCAA from under the DOD
Comptroller/CFO and placing it under the Deputy Secretary of
Defense.
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+ In the longer term, depending on the outcome of acquisition
management reform initiatives under way and the success of DCAA
management reforms, Congress could consider creating an
independent, governmentwide contract audit agency. Legislation to
move DCAA should incorporate the protections and authorities similar
to those embodied in the Inspector General Act, if these have not
already been granted to DCAA.

Agency Comments
and Our Evaluation

We made a total of 17 recommendations, including 15 recommendations to
DOD to improve DCAA’s management environment, audit quality, and
oversight; and we made 2 recommendations to the DOD IG regarding
DCAA’s last peer review. We received written comments from the
Department of Defense (DOD) on September 8, 2009, and we received
written comments from the DOD Inspector General (IG) on September 3,
2009. DOD stated that the department concurs with all but one of our 15
recommendations. DOD also stated that the Department and DCAA are
committed to taking the necessary corrective actions to address our
findings and that the department will continue to monitor DCAA to ensure
timely completion of critical actions to address our recommendations.
DOD also provided comments on our matters for congressional
consideration. Although DOD disagreed with the matters we discussed, we
continue to believe these are valid matters for congressional
consideration. The DOD IG concwrred with our recommendation to
reconsider the conclusions in its May 2007 peer review report on DCAA;
the IG did not concur with our recommendation to determine whether to
rescind or modify its peer review report. DOD’s written comments are
reprinted in appendix IV, and the DOD IG's written comments are
reprinted in appendix V. We summarize and evaluate the DOD and DOD IG
comments and responses to our recommendations below. We made
technical corrections and clarifications suggested by DOD in the body of
our report, where appropriate,

DOD Comments and Our
Response

DOD'’s written comaments include (1) comments on our 15
recoramendations, (2) comments on matters we presented for
congressional consideration, (3) a list of DCAA corrective actions,

(4) DCAA clarifications, and (5) comments from the Director, Defense
Procurement and Acquisition Policy. DOD officials fully concurred with 13
of our 15 recommendations for improving DCAA audits, partially
concurred on one recommendation, and did not concur with one
recommendation. We view DOD comments as being generally responsive
to the intent of our recommendations. Our discussion of DOD's response
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to our matters discussion and our findings and recommendations follow.
We provide additional comments on specific sections of the DOD response
letter in appendix IV.

With regard to the matters we presented for congressional consideration,
DOD stated that it generally opposes providing DCAA with authorities
similar to those contained in the Inspector General Act. DOD stated that it
specifically opposes certain recoamendations based on the IG model if
DCAA remains within DOD, including (1) a Presidentially-appointed and
Senate-confirmed DCAA Director, unless DCAA is independent of DOD,
(2) fixed terms for the DCAA Director, (3) an independent budget, and (4)
mandatory public reporting. DOD also stated that it plans to take steps to
strengthen DCAA’s independence by establishing an appeals process that
permits DCAA to seek resolution when there are differences of opinion as
to the resolution of its audit findings. Finally, DOD opposes moving DCAA
from under the DOD Conptroller/CFO and placing it under the Deputy
Secretary. DOD pointed out that the Deputy Secretary is the Chief
Management Officer of one of the world’s largest organizations and backs
up the Secretary in the wartime chain of command, and he does not have
the time to provide oversight and support to individual defense agencies.

Although DOD did not agree with these matters, we believe they provide
important information for Congress to consider. For example, the
Inspector General Act provides many important authorities and
protections for IG’s that could enhance DCAA's independence and
effectiveness. DOD disagreed with the Presidential appointment and
Senate confirmation provision because it believes this would inject a
political element into DCAA that is not appropriate and could create
lengthy periods where there is no Director. DOD also opposes fixed terms
for the DCAA Director because it believes the Secretary of Defense must
have the ability to choose an appropriate Director. Our position with
regard to appointinents of IGs has been that Presidential appointments
with Senate confirmation enhance their independence from the entities
they audit and investigate. We recognize that DCAA serves a different role
than IGs. We looked to the IG Act model to identify provisions that
enhance the independence of auditors. A political appointment would
elevate the status of the Director among DCAA’s stakeholders and, as a
consequence, give DCAA more authority to respond to actions taken by its
stakeholders to influence its independent audit work. A fixed term would
provide stability, especially during a time of organizational change. DOD
also questioned the wisdom of an independent budget because it would
limit its ability to move money into DCAA, as is occurring now based on
funding from the Defense Acquisition Workforce Development Fund,
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Separate appropriations are a key independence provision for 1Gs. The
ability to reprogram funds within the Defense-wide Operations and
Maintenance appropriation can involve both increases and decreases. Our
analysis of DCAA reprogrammings over the last three years showed that
funds were also moved from DCAA to other DOD organizations within the
Defense-wide operations and maintenance appropriation. In DCAA's case,
the reprogrammings to reduce funding generally related to large
unobligated balances—showing that DCAA under executed its budget. We
believe this is important information that Congress would want to know.
Further, we do not see a reason why DOD could not receive approval to
transfer funds to DCAA from another fund if it had a separate budget. For
example, providing DCAA with funds from the Defense Acquisition
Workforce Development Fund constitutes a transfer (not a
reprogramming), the authority for which is provided in the legislation
governing the Fund, 10 U.5.C. § 1705(e). DOD also opposed mandatory
public reporting by DCAA. We believe that periodic reporting to Congress
and the public on the results of DCAA's work will enhance accountability
over DCAA. As discussed in our report, DCAA needs time to address the
fundamental weaknesses in mission and the overall management
environment. However, if DCAA is not successful in resolving these
problems under its current organizational placement, it will be necessary
to consider additional actions. In this regard, it may be worthwhile to
consider elevating DCAA as a component agency reporting to the Deputy
Secretary because this could enhance DCAA's independence by providing
it more authority within DOD and increase DCAA's visibility both within
and outside of DOD.

DOD partially concurred with our recommendation that DCAA consult
with DOD stakeholders and engage outside experts to develop a risk-
based contract audit approach that identifies resource requirements and
focuses on performing quality audits that meet GAGAS. DOD stated that
DCAA already has a risk-based contract audit approach in identifying
resource requirements and considers audit risk in planning various
assignments. DOD stated that DCAA will coordinate with the Under
Secretary of Defense for Acquisition, Technology, and Logistics (USD
(AT&L)) to assess DCAA audit requiremenis." DOD also noted that one of
DCAA’s cultural transformation projects is identifying and resoiving

'% The USD(AT&L) is responsible under 10 U.S.C. § 133 for establishing DOD policies
related to the negotiation, award, and administration of contracts, such as those related to
the use of contract audit services, and for coordinating contract audit activities within
DOD.

Page 75 GA0-09-468 DCAA Audit Environment

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00217 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.183



VerDate Nov 24 2008

214

differing stakeholder expectations while ensuring DCAA performs quality
audits that meet GAGAS. DOD expects to complete its assessment of
stakeholder needs based on regulatory and statutory requirements by
December 2010. We appreciate these steps; however, we remain
concerned that DCAA’s current approach of performing 30,000 to 35,000
audits and issuing over 22,000 audit reports with 3,600 auditors
substantially contributed to the widespread audit quality problems we
identified. Generating that many reports and doing that many audits with
3,600 auditors leaves very little time to perforn in-depth, complex audits
of contractors. While the Director of Defense Procurement and Acquisition
Policy commented that contract audits need to be completed “in time to be
useful,” to assure timely, quality audits, DCAA will need a risk-based
approach to determine the appropriate level of audit and nonaudit effort
and staffing.

DOD did not concur on our recommendation to develop policies and
procedures related to direct-billing decisions, stating that (1) the
department believes that a review of the contractor’s interim public
vouchers is an integral function of DCAA’s continual assessment of a
contractor’s billing system (2) DCAA is in the best position to review and
approve contract interim billings based on its thorough understanding of
the contractor’s system, (3} DOD believes that our concerns are mitigated
based on the comprehensive supervisory and audit manager reviews, and
(4) DCAA does not believe that the approval of interim vouchers along
with the approval for contractors to be on direct billing resuits in a lack of
auditor objectivity.

We continue to believe that DCAA’s management (nonaudit) responsibility
to perform prepayment reviews of contractor vouchers for DOD and the
auditor’s decision making role of approving contractors for direct billing
privileges based on its audit conclusions about the strength of the
contractor’s system of internal controls, create audit objectivity issues. We
revised our findings discussion and our recommendation to clarify this
point. Under normal circumstances, DCAA must review contractor
vouchers prior to payment—a management support function for DOD
generally performed by DCAA field office administrative staff. By
obtaining direct billing privileges, contractors can receive payment for
goods and services without a voucher review by DCAA prior to payment.
Because we found that this situation provides an incentive for DCAA to
reduce its administrative workload by recommending that contractors are
placed on direct billing, we recommended that DCAA develop new policies
and procedures to ensure a separation between staff reviewing vouchers
and staff making direct-bilt decisions. In addition, DCAA has not explained
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the basis for its belief that administrative staff have a thorough
understanding of the contractors’ systems. Further, we disagree with
DOD’s statement that our concerns are mitigated based on the
comprehensive supervisoty and audit manager reviews because this is not
supported by our findings. The fact that DCAA approvals of contractor
direct-bill privileges were not based on sufficient audit procedures as
demonstrated by our work and DCAA’s removal of over 200 contractors
from the direct-bill program since our July 2008 report'™ support our
concern that the existence of such an incentive presents an objectivity
impairment.

DOD provided additional comments on findings in its transmittal letter.
DOD stated that it disagrees with the suggestion in our report that the
department has not yet begun to address the weaknesses we identified.
Qur report neither states nor implies that DOD has not yet begun to take
action. In fact, one of our objectives was to analyze steps DOD has taken
so far, and our report describes in detail the progress made. Qur report
acknowledges that several positive steps have been taken by DCAA, but
much more needs to be done to address the fundamental problems. Thus,
solutions to the problems documented in this report will take time to first
implement and then will have to be independently assessed to make sure
they are effective. Our report also notes that fundamental changes have
not taken place. For example, to date DOD has not revised DCAA’s
mission statement to reflect the need to consider the public interest as a
key component of its work, In addition, DCAA has yet to assess the
feasibility of 3,600 auditors issuing over 20,000 reports in one year (22,349
in fiscal year 2008) and the appropriateness and need for the current
combination of audit and non-audit services that drives this workload.
Until these and other key steps are further along, it will be too early to
assess whether DCAA has fundamentally changed or whether past
practices continue.

The DOD comments noted that one of our major findings is the lack of
sufficient testing to support conclusions when giving an opinion on
contractor internal control systems. The comments incorrectly refer to the
requirement for sufficient testing as a GAO requirement and state that
planned staffing increases may not be enough to accomplish audits
required by regulation in light of additional testing stipulated by GAO.
Professional audit standards have always required auditors to obtain

8 GAO08-857.
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sufficient evidence to provide a reasonable basis for the conclusion
expressed in the report. As stated in our report, testing methodologies are
a matter of professional judgment and can involve many factors. However,
our findings reflect more than a difference of opinion with DCAA auditors
on their exercise of professional judgment as reflected, in part, by the
nuraber of audit reports DCAA rescinded for insufficient testing. For
example, we found insufficient documentation to support the
methodology chosen and insufficient reasons for minimal testing, such as
being told by a DCAA auditor that a “file size was too large” to test more
than two recent vouchers. Again, DOD must address the feasibility of 3,600
auditors issuing over 22,000 reports annually, most of which were
reportedly performed under auditing standards. This may entail not only a
risk-based audit approach but also exploring changes to the regulations
that DOD represents require tens of thousands of these audits.

DOD also disagreed with our position on the status of actions to
strengthen DCAA's quality assurance program. DOD stated that DCAA has
been proactive in standing up its new Integrity and Quality Assurance
Directorate. DOD also stated that it believes the extensive overhaul of the
quality assurance function accomplished in fiscal year 2009 will mitigate
the prior shortcomings in audit quality that we cited. Although DOD's
comments imply that DCAA has resolved its quality assurance problems,
DCAA has acknowledged that it is not ready to undergo another peer
review at this time. On September 1, 2009, we received a letter from the
DCAA Director, stating that although improvements were put in place in
fiscal year 2009, several significant improvements will be accomplished in
fiscal year 2010. To allow sufficient time for DCAA to fully implement the
necessary corrective actions, DCAA contacted us for guidance on (1)
deferring its external quality control review for 2 years and (2) requesting
that the next external peer review to cover assignments to be completed in
fiscal year 2011. We agree with DCAA that it is not cost-effective to
undergo an external peer review until an adequate system of quality
contro} is in place. Expending substantial DOD 1G resources when DCAA
acknowledges that several years are necessary for improvements to be
fully implemented is, in our view, an inefficient use of resources. DCAA
has already begun to appropriately disclose in its reports that its audits do
not comply with GAGAS external peer review requirements.

The Director of Defense Procurement and Acquisition Policy (DPAP)
provided additional comments. The Director stated that our report
impugns DCAA’s audits and that we adopt the position that because DCAA
is serving the interests of contracting officers, DCAA is therefore not
auditing in the interest of the public. The Director further asserts that
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DCAA serves the public interest by providing useful and timely
information to contacting officers, and that it is erroneous to imply that
contracting officers do not seek to protect the public interest. Also, the
Director states that GAO agrees with the Defense Business Board's
recornmendation to revise DCAA’s mission to reflect a focus on the
taxpayer as the primary customer. Finally, the Director suggests that our
criticism of DCAA’s “production-oriented auditing” sets up a dichotomy
between quality and timely audits. We disagree with these
characterizations of our report.

DPAP'’s statements that our report impugns DCAA'’s audits and that we
take the position that when DCAA is serving the interests of contracting
officers, it is not auditing in the interest of the public relate to our
summarization of the Defense Business Board (DBB) report and not our
findings. Our report does not endorse the specific recommendations of the
DBB to focus on the taxpayer as the primary customer. As our report
points out, this recommendation does not take into account the regulatory
and policy requirements that establish DCAA’s primary role as an advisor
to government contracting officers and disbursing officers. However, we
agree with the DBB that DCAA should consider the public interest when
carrying out GAGAS engagements. For audits and attestation engagements
conducted under GAGAS, the aunditor is expected to objectively and
independently acquire and evaluate sufficient, appropriate evidence, and
report on the results, consistent with the guidance in GAGAS."™ GAGAS
states the principle that “observing integrity, objectivity, and
independence in discharging {auditors’] professional responsibilities
assists auditors in meeting the principle of serving the public interest and
honoring the public trust.”™

DPAP also stated that the contracting officer is bound by regulation to
meet the public interest in the broadest sense, for the entire matter
surrounding a contract and that this includes factors other than DCAA
audit findings and recommendations. As reflected in the extensive
background discussion and elsewhere throughout our report, we
recognize that contracting officers make final contracting decisions, and
DCAA engagements support contracting officers in that process. Because
we did not review the standards that contracting officers must follow, we
did not include references to the requirements for contracting officers to

Y See GAQ-O7-731G, § 1.08.
"% GAONT-TIIG, § 2.06.
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protect the public interest in their actions. Our report also states that
DCAA contract audit services are intended to be a key control to help
assure that prices paid by the government for needed goods and services
are fair and reasonable and that contractors are charging the government
in accordance with applicable laws, regulations (e.g., Federal Acquisition
Regulation. (FAR) and Defense Federal Acquisition Supplement (DFARS),
standards (e.g., Cost Accounting Standards (CAS)), and contract terms. In
providing this assurance, DCAA audits would necessarily take into
account serving the public interest. However, when DCAA audits do not
meet GAGAS, they do not provide this assurance and thus are not serving
the public interest. We found that DCAA auditors Jacked objectivity and
independence when performing GAGAS audits and engagements. In many
cases, this was a result of auditors’ focus on expediency to support client
needs and, as the Director also observes, human capital shortages and
poor management decisions. We do not question the need for contracting
officers to use the services of advocates and assistants in carrying out
their duties. However, when contract auditors represent that they are
performing engagements under GAGAS, their primary focus should be on
the integrity, objectivity, and independence of their work, which serves
both contracting officers and the public interest. Further, the quality of
DCAA audits impacts the quality of information available for contracting
officer decisions. Whether DCAA can adhere to GAGAS on contract audits
that provide minimal time to perform the work is a factor that USD
(AT&L) should consider when establishing requirements for contract audit
services. As we recommended, DOD should reconsider the mix of audit
and non-audit services that it needs.

DOD IG Comments and
Our Response

The DOD IG concurred with our recommendation to reconsider its overall
conclusions in the May 2007 report on the andit of DCAA'’s quality control
system in which it reported an adequate (“clean”) opinion on DCAA's
system of quality control in light of the serious deficiencies and findings
included in that report and the additional evidence identified in our audit.
The IG also stated that it did not concur with our recommendation to
rescind the report and, because of that statement, we believe the IG
misconstrued our recommendation as expressly calling for a rescission or
modification of its peer review report. Our recommendation was for the IG
to determine, based on the results of our recommended reconsideration of
the [G's conclusions, whether it should rescind or modify the peer review
report.

The DOD IG also states that it took alternative action that conformed to
the intent of our recommendation. The DOD IG comments state that it
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notified DCAA on August 24, 2009, that the May 2007 “adequate” opinion
on DCAA'’s system of quality control would expire on August 26, 2009. In
addition, the IG stated, “We have determined that it is not prudent to allow
the adequate opinion from our May 2007 report to carry forward.”
However, peer review opinions neither “expire” nor “carry forward”
beyond the period covered by the peer review. Peer review opinions cover
the period to which the opinion applied—in DCAA's case, as of the end of
fiscal year 2006—and the peer reviewed audit organization need not
undergo another peer review during the next 2 years.” Because it has
been more than 3 years since DCAA's last peer review, DCAA is no longer
in compliance with the GAGAS requirement for an external peer review,
and DCAA has taken appropriate action to disclose this noncompliance in
its reports.

As stated in our report, the overall conclusion in the DOD IG report is
inconsistent with the detailed observations in its report, which indicate
numerous significant deficiencies in DCAA’s system of quality control.
Further, based on DCAA's actions to rescind 80 audit reports, 39 of which
were issued in fiscal year 2006—the period on which the IG conclusions
are based—and the findings in our audit, we concluded that DCAA's
quality control system for the period covered by the DOD 1G peer review
was not effectively designed and implemented to provide assurance that
DCAA and its personnel comply with professional standards.

As agreed with your office, unless you publicly announce the contents of
this report, we plan no further distribution for 30 days from the report
date. At that time, we will send copies of this report to the Secretary of
Defense; the Under Secretary of Defense (Comptroller/CFO); the Under
Secretary of Defense for Acquisition, Technology, and Logistics; the DOD
Director for Defense Procurement and Acquisition Policy; the Deputy
General Counsel for Acquisition; the Secretary of the Army; the Secretary
of the Navy; the Secretary of the Air Force; the Director of DCAA, the
Director of DCMA; the DOD Inspector General; and the Director of the
Office of Management and Budget. In addition, this report will be available
at no charge on the GAO Web site at http://www.gao.gov. Contact points
for our Offices of Congressional Relations and Public Affairs may be found
on the Jast page of this report.

1 GAOOT-T31G, § 3.55.
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If you or your staff have any questions concerning this report, please
contact me at (202) 512-7922 or kutzg@gao.gov or Gayle Fischer, Assistant
Director, Financial Management and Assurance at (202) 512-9577 or
fischerg@gao.gov.

o D S

Gregory D. Kutz
Managing Director
Forensic Audits and Special Investigations
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Appendix I: Internal Control System Audits
Did Not Meet Professional Standards

In performing its audits, the Defense Contract Audit Agency (DCAA) states
that it follows generally accepted government auditing standards
(GAGAS)' As part of our assessment of DCAA's overall management
environment and quality assurance structure, we reviewed documentation
for selected DCAA audits of contractor systems controls for compliance
with GAGAS. We focused on internal control audits because contracting
officers rely on DCAA audit opinions on contractor system controls for 3
or more years to make decisions on pricing and contract awards and
DCAA uses the audit opinions to assess risk when planning subsequent
audits. We selected seven DCAA field audit offices (FAO) across the five
DCAA regions that reported predominately adequate (“clean”) opinions on
contractor controls. For the seven FAOs, we reviewed 37° selected audits
of contractor internal control systems, including accounting, estimating,
billing, and indirect and other direct cost systems. As shown in table 5, we
assessed these audits for compliance with eight key areas of GAGAS
requirements; (1) auditor independence;® (2) adequate planning; (3)
auditor understanding of controls; (4) design of procedures to detect risk
of fraud, abuse, mismanagement, and contract terms; (5) documentation
of sampling and testing; (6) audit evidence supports conclusions and
opinion; (7) proper supervision; and (8) timely reporting and disclosures.*
We also considered GAGAS requirements for protecting the public interest
when using auditor judgment.® As discussed in the body of this report, the
37 audits we reviewed did not comply with GAGAS in one or more of these
areas. However, we determined that 4 of the 37 audits included sufficient
testing to support reported conclusions and opinions, Because the
conclusions and opinions in the deficient audits were used to make risk
assessments and determine the level of testing in other DCAA audits, such
as annual audits of contract or incurred cost claims, audits of contract
proposals and contractor forward pricing proposals, progress pay audits,
and contract close-out audits, the audit quality issues related to the

' CAM 2-101(a) and 2-103¢(1).

* We originally selected 39 internal control audits for our review. Because two audit
assignments were perfarmed as assist audits to an internal control audit in our selection,
we considered these three assignments as one audit, and therefore, we reviewed a total of
37 audits of contractor system internal control audits.

* GAO-03-673G, Chapter 3, especially §§ 3.03, 3.04, and 3.13-3.17,

 GAGAS for attestations audits related to requirements 2 through 8 are covered in
GAO3-6734G, §§ 6.04a; 6.13-6.14; 6.24a & ¢; 6.15a, and 6.16-6.20; 6.02a, 6.04b, 6.22.and 6.24;
and 6.28-6.54.

* GAD-03-673G, § 3.33-9.38.
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Appendix ¥: Internal Control System Audits
Did Not Meet Professional Standards

GAGAS noncompliance we identified potentially impacts hundreds of
other audits and contracting decisions covering billions of dollars in DOD

expenditures.

Table 5: GAGAS N pii on 37 Sel d Audits of C tor C.
DCAA regions
Northeast Mid-Atlantic  Eastern Central Western Alt

Reasons for GAGAS noncompliance {FAO #1) {FAO #2)} (FAOM3) (FAO#4&5) (FAOs#6&T7) regions
independence impairments 0 0 1 2 4 7
inadequate planning 0 4 1 5 7 17
inadequate auditor understanding of controis 1 4 0 2 5 12
Lack of fraud risk detection procedures 4 5 6 1 9 35
insufiicient dogumentation on sampling 3 5 6 9 4 27
methodology
In§ufﬁcient evidence 1o support conclusions and 3 5 6 n 8 33
opinion
fmproper Supervision 0 0 2 5 6 13
Reporting problems 4 5 6 12 10 37
Total GAGAS noncompliance issues 15 28 28 57 53 181
Number of audits 4 5 6 12 10 7
Rescinded reports 1 3 3 7 4 18

Source: GAQ analysis of selected DCAA audits.

Note: Because of the large size of the Central and Western regions, we (ested audits at more than

one flield audit office in these regions.

The following discussion includes examples of GAGAS noncompliance

from specific audits we reviewed.
Independence GAGAS state that the audit organization and the individual auditor should
Impairments be free, both in fact and appearance, from personal, extemal, and

organizational impairments to independence.® Qur review of 37 audits of
contractor internal controls found evidence in documnentation for 7 audits
that DCAA independence was compromised because auditors provided
material nonaudit services to a contractor they later audited; experienced
access-to-records problems that were not resolved; delayed report
issuance, which allowed the contractor to resolve cited deficiencies,

® GAD-03673G, § 3.03, and GAO-O7-731G, § 3.02,
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Appendix I Internal Contrel System Audits
Did Not Meet Professional Standards

without proper reporting; and performed test work on billings the
contractor selected for testing. GAGAS state that auditors should be free
from influences that restrict access to records or improperly modify audit
scope.” GAGAS also state that audit organizations should not audit their
own work or provide nonaudit services if the services are significant or
material to the subject matter of the audit.® The following exarples
describe a situation where auditors assisted a Department of Defense
(DOD) contractor in developing billing system policies and procedures
after identifying five significant deficiencies and then reviewed their own
work during a follow-up audit.

DCAA Auditors Issued an Adequate Opinion on Controls They Helped Design

DCAA auditors impaired their independence by performing nonaudit services for one of
the top five DOD contractors in terms of dollars when they heiped the contractor develop
policies and procedures that were material to the billing system they were auditing.

On May 12, 2005, DCAA reported an inadequate-in-pari opinion on the contractor's
bifling system internat controls. The report included five significant deficiencies, including
a failure to maintain current, adequate billing system policies and procedures. After
issuing the report, DCAA auditors helped the contractor develop adequate policies and
procedures related to accounts receivable, overpayments, and monitoring of the billing
system before performing the required follow-up audit—an impairment to auditor
independence. A year later, after performing the follow-up audil, DCAA auditors
concluded that the contractor had performed adequate actions to correct all of the billing
system deficiencies previously reporied. On June 28, 2006, DCAA reported an adequate
opinion on the contractor’s billing system internal controls.

Following GAQ's review of these audits, on March 6. 2009, DCAA rescinded the billing
system audit follow-up report.

We also noted instances of denials and limitations on access to records by
contractors that were not handled properly. For example, during a billing
system audit of one of the top five DOD contractors, an e-mail message
documented in the audit workpapers showed that the auditors were
challenged by a contractor official when they requested documentation to
test whether billing clerks had received required training, The contractor's
e-mail stated, “Here’s a question for you. Can you tell me who and what
requirernent is making this part of the {audit}. This is a question that {is}
being asked by {the Cash Manager].” The auditors eventually obtained
limited training documentation from the contractor. Audit documentation
and our interviews with the auditors revealed that the auditors also limited

7 See GAO-03-673G, § 3.19 and GAO-07-7816, § 3.10,
® GAO-03-673G, § 3.18.
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testing in several other areas “because the contractor would not
appreciate it.” Access to records problems and strong external influence to
limit testing are both impairments to independence according to GAGAS.”

Inadequate Planning

GAGAS for attestation engagements state that the work shall be
adequately planned.” Auditors should communicate information regarding
the nature, timing, and extent of planned testing and reporting to officials
of the audited entity and to the individuals contracting for or requesting
the attestation engagement. Auditors should also plan work to follow up
on actions to address significant findings and recommendations in
previous audits and assess areas of risk in planning the engagement.
However, our review of the audit documentation determined that 17 of the
37 internal control audits we reviewed were not adequately planned.

« In five audits, auditors failed to consider risk associated with new
systems that had not yet been audited or systems that had not been
audited in more than 4 years. These audits should have been ascribed a
higher risk level according to DCAA CAM guidance and testing should
have been increased." DCAA has rescinded three of the five audits and
is planning new audits, as appropriate.

» Without documenting the basis for their decisions, auditors deleted
audit steps from standard audit programs or did not perform all audit
steps for three of seven audits we reviewed at one FAO. When we
asked the auditors why they omitted key audit procedures in their
work, the auditors told us they used “auditor judgment.” However, the
auditors would not explain the basis for their judgments to us or their
rationale for omitting key procedures, such as assessing the
contractor’s control environment and testing the implementation of a
contractor’s policies and procedures. Because we did not find any
justification for omitting key audit procedures in these three audits, we
determined that they were inadequately planned.

The following case discussion illustrates deficiencies in audit planning as
well as a lack of auditor understanding of contractor processes and
controls.

* See GAO-: G, § 319, and GAO-07-791G, § 3.10,
¥ GAD-OIG73G, §§ 6.042, 6.06, and 6.11.
' CAM 5-103.
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DCAA Erroneously Performed an Audit over a Bilting System That Did Not Exist

In 2004. a Westemn Region FAO planned a billing system audit of a federally funded
research and development center {grantee) that receives $1.5 billion annually for
research services. However, the pianning for this biling system audit did not take into
account the fact that grantees are funded through letters of credit and do not aciually
bill the government. This financial relationship is very different——and much less
complicated-—than a situation where a contractor bills the government for contract costs
in accordance with Cost Accounting Standards and the Federal Acquisition Regulation.
For example, under a letter of credit financing arrangement, grantees draw funds as
disbursements are made and are required to prepare reports of transactions on their
use of the funds and submit them to the funding agency. Despite this obvious mistake,
on May 6, 2005, DCAA auditors issued a report stating that the grantee had an
"adequate biliing system.”

Another report issued by the same DCAA office on June 25, 2004, reviewed the
grantee’s cash management practices under the Single Audit Act for another federal
agency. The auditors could have simply forwarded this report to the DOD contracting
officer—a task that would take an hour at the most to complete. Instead, DCAA auditors
charged over 530 staff hours to generate decumentalion to meet DCAA’s bilfing system
audit requirements, even though there was na related "billing system.” As a result of our
review, DCAA reassessed the need to perform a billing system audit for the grantee
and determined that it would rely on the Single Audit Act reports in the future. DCAA
has not rescinded the audit report even though it expresses an opinion on a nonexistent
system.

Auditors Did Not Properly
Document Understanding
of Controls for Several
Audits

GAGAS require that in planning examination-level attestation
engagements, auditors should obtain a sufficient understanding of internal
control that is material to the subject matter and design procedures to
achieve the objectives of the audit.” The subject matter or assertion the
auditor is testing may relate to the effectiveness and efficiency of
operations, including the use of an entity’s resources; the reliability of
financial reporting, including reports on budget execution and other
reports for internal and external use; compliance with applicable laws and
regulations, provisions of contract, or grant agreements; and safeguarding
of assets." Although most of the 37 internal control audits we reviewed
met this standard, 12 audits did not. The following case study shows an
example of insufficient understanding of controls.

« On five audits, auditors overstated the strength of the contractor's
contro} environment in the audit documentation and used this
information to justify performing little or no testing of controls for

2 GAO-03-673C, §86.13-6.14.
B GAOD3-673C, §86.13 and 6.14.
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accounting and billing system control audits. On two of the five audits,
a Mid-Atlantic Region auditor admitted that he included inaccurate
statements in the andit doc tation. These stat, its indicated
that the contractor performed internal audits and had a formal
management-level monitoring process over accounting and billing
functions. When we requested copies of the internal audits and
management reviews, the auditor admitted that these statements were
not true and that he had made “mistakes.” He entered the factually
incorrect information in the audit documentation to justify performing
little or no testing. The auditor was a G5-13 technical specialist who
reviewed the work of other auditors and provided them audit guidance.
DCAA has rescinded four of the five audits and is planning or initiating
new audits.

»  On another audit involving a business segment of a third contractor of
the top 5 DOD contractors, auditors did not consider the contractor’s
control environment in planning an audit of a new accounting
system-—a significant factor that resulted in insufficient testing.
Further, after identifying significant accounting system deficiencies,
including that certain contract costs are manually processed, are not
processed timely, or are not adequately reconciled to actual incurred
costs, the auditors delayed issuance of the audit report for about 16
months, waiting to see if the contractor would take corrective actions
on the identified deficiencies. Although test procedures were applied
from February 25, 2004, to September 15, 2004, DCAA reported an
“inadequate-in-part” opinion on the contractor’s accounting system on
March 14, 2006—nearly 1-1/2 years later, without performing any
additional testing. Following discussions with GAQ, DCAA rescinded
this audit report on Noverber 20, 2008.

In the audit described below, the auditor relied on the contractor to
document the auditor’s understanding of controls.
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DCAA Auditors Relied on the C: tor to D i 1 G Is without
Testing the Accuracy of the Documentation

This case invoives a billing system audit DCAA conducted in 2006. The last time DCAA
had tested the billing system for this contractor was in 2000—a clear indication that new
tests should be performed. At that time, DCAA's CAM required that contractor internal
control systems be audited every 2 to 4 years. However, rather than re-testing the
billing system, DCAA auditors provided the contractor’s Information Systems Manager
with 6-year-old documentation obtained during a DCAA auditor's watkthrough of the
billing process in the prior audit. The DCAA auditors asked the Information Systems
Manager to update the documentation by making edits where necessary. According to
the audit workpapers, the 6-year-old documentation was “edited by the contractor” and
provided back to the DCAA auditor. Based on the contractor’s documentation of the
billing system internal controls, the auditor concluded “we can fimit our testing of
management reviews, policies and procedures, and implementation of policies and
procedures.” The auditor then traced one paid voucher through the biling process. This
procedure relates to delermining whether the auditor's understanding of the process is
correct and is not substantive testing (i.e., detailed tests of transactions and balances
and anaiytical review procedures.}

The auditor told GAQ that she used this “low-risk approach” because she felt that the
contractor's system was “strong” and did not warrant a higher nisk approach. However,
according 1o the documentation GAQ reviewed, the biling system was a sofiware
package that downioads accaunting System data to spreadsheets. Manuai caiculations
were then used to develop invoice amounts—a process that is prone to errors and does
not provide assurance of cansistent systematic processing of invoices, Further, since
DCAA's earfier walkthrough in 2000, the contractor had experienced significant
downsizing and restructuring.

The auditor performed no testing of the contractor’s bilfing system controls in order to
determine whether the system was operating effectively at the time of the audit. The
audit report that was issued on June 27, 2006, with an adequate opinion was not based
on sufficient audit procedures to provide assurance over approximately $76 million in
sales to the government. After GAQ raised concerns about this audit, DCAA rescinded

the audit report on March 3, 2009.

Failure to Design and
Perform Procedures to
Detect Fraud Risk

For DCAA examination-level attestation audits of contractor controls that
we reviewed, GAGAS requires auditors to design and perform audit steps
to obtain reasonable assurance of detecting fraud, illegal acts, or
violations of provisions of contracts that could have a material effect on
the subject matter of the engagement or internal control.” DCAA
management asserts that its examination-level audits are designed to
provide this assurance, and DCAA internal guidance requires auditors to
consider a list of fraud indicators included in DCAA’s CAM* or the DOD

M GAO-O3-673G, §6.15a.
15 CAM, Figure 4-7-3.
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Inspector General’'s Handbook on Fraud Indicators” in planning and
performing their work. However, for 35 of the 37 internal control audits
we reviewed there was no evidence that DCAA auditors designed specific
procedures to identify risk of fraud, illegal acts, violations of contract
terms, or other improprieties. Further, our analysis of audit workpapers
showed that DCAA auditors lacked an understanding of fraud indicators
associated with weak internal controls. For example, although segregation
of duties is a key fraud-prevention contro}, in the seven audits where
workpapers identified segregation of duties issues, the auditors did not
consider a lack of segregation of duties to be a fraud risk in 6 of the audits.
The auditors did not ook for a compensating control or perform
additional procedures to determine whether the lack of segregation of
duties had allowed fraud to occur. Occurrences of duplicate invoices also
would increase the risk of fraud. However, DCAA's audit program for
testing contractor billing system controls does not include specific
procedures to test for duplicate contractor invoices. We found evidence of
testing related to duplicate invoices in only 2 of the 37 internal contro}
audits we reviewed. Moreover, in the audit described below, DCAA FAQ
managers ordered an auditor to ignore significant fraud risks during an
audit.

DCAA FAOQ and Region Management Prevented an Auditor from Pursuing
Significant Fraud Risks during a Billing System Audit

During a fiscal year 2003 incurred cost audit of a major defense contractor, a DCAA
Central Region auditor learned of a fraud investigation initiated by the Army’s Criminai
Investigative Division (CID) in response to allegations of contractor fraud reported in
August 2002. in July 2004, during a billing system audit of the same contractor, the
auditor contacted the Army CID investigator to discuss the ongoing fraud investigation
and learned that the fraud related to improper hillings. As a result of this elevated fraud
risk, the auditor requested several nominat increases in budget hours to perform
additional testing to determine the exient of the fraud. The auditor had prior DOD
contract administration expenence and intended 10 use this experience in applying her
audit testing procedures. After approving increases in budgeted hours for this
assignment, the regional audit manager told the auditor that her concerns were not
valid and to remove her "contracting hat.”

Eight months later, on April 28, 20085, the auditor submitted a draft audit report to her
supervisor. She conciuded that the contractor’s billing system was inadequate—a
finding that would have resulted in the contractor losing its direct-billing privileges. The
auditor noted several deficiencies and concerns, including (1) the lack of billing policies
and procedures, (2} a Jack of training for contractor employees responsible for
preparing invoices, (3) indications that the contractor may have bilted the government

for unapproved and unfunded work, and (4) evidence of an ongoing criminal

'* DOD Inspector General, Handbook on Fraud Indicators for Contract Auditors, Section
.4 (JGDH 7600.3 APO, March 31, 1993),
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investigation by the Army CID, After reviewing the report, the supervisor and FAQ
manager directed the auditor to change the opinion from inadequate to inadequate-in-
pant because the auditor had not identified any excess or unaflowable costs. The audit
report, issued on August 31, 2005, reported an inadequate-in-part opinion and
combined the first two deficiencies, reponting a total of three significant deficiencies.
However, DCAA did not remove the contractor from the direct-bill program, whereby
contractors are authorized to submit invoices directly to a government paying office
without prior review,

The auditor assigned to the original audit was also assigned to the billing system follow-
up audit, but she was subsequently removed from the follow-up audit because,
according to her supervisor, she was documenting her audit in {oo much detail. in
January 2006, during the follow-up audit, Army CID concluded its fraud investigation,
The contracting officer's technical representative (COTR) and several contractor
employees were convicted of fraudulently billing the government using the billing
system that DCAA later deemed adequate. The investigation found that the COTR and
the contractor employees were charging the government for travel 1o contract-related
conferences and arranging the trips so they could attend 2 NASCAR race at
government expense. They took government cars on the trips and various contractor
emplayees each charged the government for use of their personal cars, with the COTR
approving the travel vouchers. In addition, the COTR had confractor employees cut
scrap iumber on government land and stack it at his home for use as firewood. The
government was billed for the contractor employees’ time on behalf of the COTR. in the
January 2006 settiement, which totaled over $2.8 mitlion, the COTR and contractor
employees paid fines and restitution, and the COTR also served jail time,

The Army CID Special Agent in charge of the fraud investigation told us that he had
tried on numerous occasions to get the DCAA FAQ manager 10 stop issuing incurred
cost audit reports with “clean” opinions because the opinions would be contradicted by
the findings in the ongoing fraud investigation. The FAQ issued the 2002 incurred cost
audit report on January 5, 2005, stating its opinion that except for the qualification that
the ongoing fraud investigation had developed information which may impact the costs
and transactions in this report, the claimed direct costs are acceptable and are
provisionally approved, pending final acceptance. DCAA did not include a cautionary
note or simitar qualification in the bilfing system audit report, in September 2006, DCAA
reponed an adequate {"clean”) opinion in the fofiow-up audit repont on the contractor's
bitling system controls without performing work 10 confirm that the contractor's biling
system policies and procedures were effectively implemented.

Following GAQ's review of these audits, on November 20, 2008, DCAA rescinded both
reports because the audit documentation did not support the reported opinions and
initiated a new audit of the contractor's bifling system controls.

Insufficient
Documentation of
Sampling and Testing
Methodology

Testing is a critical auditing procedure that allows auditors to determine
whether controls are operating effectively. Although some testing can
involve statistical samples, such samples are not required under GAGAS.
Instead, GAGAS require that auditors prepare attest documentation in
sufficient detail to enable an experienced auditor, having no previous
connection to the audit, to ascertain from the attest documentation that
the evidence supports the auditors’ significant judgments and conclusions.
Under GAGAS, attest documentation should contain the objectives, scope,
and methodology of the attestation engagement, including any sampling

Page 91 GAO-09-468 DCAA Audit Environment

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00233 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.199



VerDate Nov 24 2008

230

Appendix I: Internal Control System Audits
Did Not Meet Professional Standards

and other selection criteria used.” Of the 37 internal control audits we
reviewed, 27 audits did not contain workpaper documentation to
demonstrate that the auditors’ nonstatistical samples met these
requirements. for example:

» On one billing system audit, the auditor performed testing on two
vouchers. The auditor did not document how he selected the two
vouchers, and he did not document the population of contractor
vouchers in the workpapers or the basis for his judgment on selecting
the two vouchers for testing. When we asked the anditor why he
selected two most recent vouchers for testing and did not document
the voucher population, the auditor told us it was because “the file size
was too large,” and he saves the population files on his desktop
computer.

» On a billing system audit of one of the five largest DOD contractors we
asked the auditor why he tested only one voucher to assess the
contractor’s controls for subcontractor accounting and billing. The
auditor said this was reasonable because DCAA “had tested so many
vouchers before.” Other workpaper documentation noted testing was
not performed on the direct-bill section of the audit program. When we
asked the auditor why these procedures were not performed, the
auditor told us that testing was performed by another FAO when the
contractor implemented a new system 2 months earlier, and he decided
not to do testing again because “the contractor would not appreciate
it”—an indication of an auditor independence problem. Moreover, tests
of new billing systems focus on data processing controls and would not
take the place of tests of invoices for compliance with CAS, FAR, and
contract terms.

Although the CAM includes guidance on sufficient testing,” auditors
appeared to follow general guidance throughout the manual that advises
auditors to use their judgment “to ‘test check’ a procedure, to make
verifications ‘on a selective basis,’ or to review a ‘representative number’
of transactions or items.” Several auditors, field office managers, and
DCAA headquarters officials told us that they believed “spot checks” were
sufficient testing to conclude on controls overall and they did not believe
they were required to document their sampling plans,

T GAO-G3-673G, §§ 6.04b, 6.22, and 6.24a,
'® CAM 4-600 and Appendix B.
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DCAA Relied on Faulty Auditor Jud, to Approve C C i

An Eastern Region auditor performed minimal testing in an audit of controls over
indirect and other direct cost for a business segment of one of the top five DOD
contractors that billed the government for about $1 billion during 2006. The auditor did
not use statistical sampling or test a representative selection of accounts payabie
transactions. Instead, without documenting the reasons for his judgments, the auditor
tested 6 of 16,000 accounts payable transactions {$86 of $50 million), 3 of 4,500 travel
transactions (32,700 of $15 million), and 3 of 1,600 interdivisionai Iransactions {35,000
of $16 miffion). On September 27, 2006, DCAA reported an adequate opinion on the
contractor’s cantrols over direct and indirect costs. However our review of the audit
workpapers revealed
«  no explanation of why so few transactions were tested,
»  no rationale for why lransactions selected for testing covered the months of May
through July 2005, when transactions occurred throughout the year, or
+  how the auditor concluded that the system was adequate based on testing 12 out
of about 22,000 transactions.
When we asked the auditors to explain the basis for their selection of transactions used
for testing, FAO management said the selection was based on auditor judgment:
implying auditors could use their professional judgment without the need to meet any
specific criteria in doing s0. GAGAS section 3,34 {GAD-03-673G) states that auditors
should consider the need to protect the public interest when making professionat
Judgments. GAGAS seclion 6.02a requires auditors to perform sufficient testing to
support audit conclusions and opinions on controls. Determining what is sufficient
testing requires auditors to determine an appropriate sample size considering risks,
expectation of misstatements or deviations, and iality, and select a repi i
sampie from the popuiation, meaning that ali transactions have a known chance of
being selected. GAGAS section 6.24 a. and c. require auditors to document the
sampling plan and auditor judgments made in sampling and testing. This audit did not
meet these GAGAS requirements.

Insufficient Evidence to
Support Audit Conclusions
and Opinions

We found that audit procedures for most of the 37 internal contro} audits
we reviewed documented the design of controls but did not test the
implementation of controls. As a result, the audits lacked sufficient
evidence to support audit opinions that covered both the design and
implementation of controls. GAGAS for examination-level attestation
engagements require that sufficient evidence be obtained to provide a
reasonable basis for the conclusion that is expressed in the report.”
GAGAS state that attest documentation serves to (1) provide the principal
support for the auditor’s report, (2) aid auditors in conducting and
supervising the attestation engagement, and (3) allow for the review of the
quality of the attestation engagement. The preparation of attest
documentation should be appropriately detailed to provide a clear

2 GAO-03-673G, §6.04b.
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understanding of its purpose and source and the conclusions the auditors
reached, and it should be appropriately organized to provide a clear link to
the findings, conclusions, and recommendations contained in the auditors’
report.”

Overall, we found that 33 of the 37 internal control audits did not include
sufficient testing of internal controls to support auditor conclusions and
opinions. Our review of audit workpapers often found that only two, three,
or sometimes five transactions were tested to support audit conclusions,
for example:

s On several audits, DCAA concluded that a contractor had adequate
controls for removing system access for terminated or transferred
employees. However, the auditors did not document the employee
population from which individual employees were selected for testing
system access, or the methodology used to select them, On none of
these audits did we see evidence that DCAA auditors checked
alphabetical listings of individuals having system access to lists of
current personnel to confirm that access was removed when
employees transferred or left the company. Without documentation of
sampling and testing methodologies, there is no way to ascertain how
the auditors came to their conclusions that controls were adequate or.
that sufficient testing was done to support audit conclusions.

» For many controls, DCAA did not perform any testing at all. For
example, at least 6 of the 9 accounting audits we reviewed did not
include procedures for testing contractor segregation of allowable and
unallowable cost; 20 of 22 billing system audits we reviewed did not
include tests to identify duplicate invoices, and 10 of the 22 billing
system audits of contractors that relied on manual procedures to
prepare invoices from accounting system data queries did not check
for compensating controls. For one audit, DCAA issued an adequate
opinion on the accounting system for a major DOD contractor after
performing a walkthrough of the accounting process and interviewing
two employees.

® GAO-03-673, $6.24,
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Adequate Opinion on Contractor Billing System Was Based on Spot Checks of 4
Vouchers Generated on the Same Day

A Mid-Atiantic Region auditor used interviews with contractor staff and fimited testing as
evidence that billing system controls were adequate for a DOD contractor with about
$40 mitfion in annuat government sales. Workpapers documenting audit procedures on
key internal controls referred to "discussions with the contracter” rather than
independent auditor verification, including (1) verification of periodic reviews of
contractor policies and procedures, (2) implementation and effectiveness of policies
and procedures, {3) frequency and sufficiency of the coniractor's management reviews,
{4) imely processing of offsets, and (5) exclusion of non-bilfable items from govemment
biflings. Aithough the audit was performed from November 2004 through July 2005,
according to the workpapers, the auditor tested a nonstatistical selection of four
vouchers {invoices) totaling $2.3 million that were all processed on the same day—
February 28, 2005. The workpapers contained no documentation on the population of
invoices or the basis for Setecting four vouchers for testing that were all processed on
the same day out of the 8-month period covered by the audit. GAO also determined
that the auditors performed no testing of the contractor’s billing system information
technology {electronic data processing) controls. As a result, this audit can not be refied
on for assurance that the contractor's billing system and refated internai controf poficies
and procedures were adequate as of June 16, 2005.

Audit Supervision
Problems

GAGAS require that assistants (audit staff) be properly supervised and that
audit documentation contain evidence of supervisory reviews of the work
performed that supports findings, conclusions, and recommendations
contained in the report before the report on the attestation engagement is
issued.” Although workpaper documentation for the majority of the 37
audits of contractor internal control systems we reviewed evidenced
supervisory review, we found:

»  Alack of proper documentation of supervisory review in 13 audits. For
example, for an Eastern Region accounting system audit, the
supervisory auditor who signed the audit report did not review key
workpapers related to accounting system transaction processing and
transaction testing and cost allocations until 1 to 2 days after the audit
report was issued. This was sirilar to a situation we found in our prior
investigation, when supervisors at one DCAA field office frequently
reviewed the workpapers for forward pricing reports after the reports
were issued. The auditors aiso performed insufficient testing on this
audit.

*  Audit steps were deleted from the standard audit program in an
accounting system audit and a billing system audit after the supervisors
approved the audit programs. The supervisors did not ensure that the
deleted steps were addressed or that documentation was added to the

# GAO-03-673G, §§ 6.04a and 6.2de.
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workpapers to explain the reasons why the related audit procedures
were not performed.

« For six other audits, audit documentation shows that the supervisors
and FAO managers extended the audit tine frames while contractors
took actions to correct significant deficiencies. The audit reports were
issued 1 to 2 years later with adequate (“clean”) opinions on controls.
Although this raises serious auditor independence and reporting issues
because identified deficiencies were not reported, we are highlighting

" these cases under our discussion of poor supervision to also
demonstrate the importance of “tone at the top.”

DCAA Extended Audit and “Scrubbed” Audit D ion after Contract:
Objected to Findings

A DCAA Western Region FAQ failed to provide proper supervision of auditors throughout
an accounting system audit of one of DOD's five largest contractors working in iraq. For
contractor fiscal year ended December 31, 2004, the contractor reported over $900
miffion in sales of which 98 percent related to government coniracts, including $250
million for work in iraq. The 2004 audit, which was initiated in November 2003, was
transferred among several auditors and at least three supervisors before its completion
and August 2006 publication. In September 2005, the contractor objected to draft
findings and recommendations that included eight significant deficiencies in the design
and operation of the contractor's accounting system, including inadequate system
access controls, lack of policies and procedures for segregation of duties, lack of
periodic reconciiations of cost accounts to the general ledger, and insufficient cost
tedger information on total base costs by contract and cost elements for applying indirect
rates. The contractor stated that the auditors did not fully understand the new policies
and procedures that were just being developed for the fast track effort in lraq.

Following the contractor's objections, the auditors revised and deieted some workpapers
and created new workpapers. GAQ's review of the audit documentation identified several
workpapers that were indexed to supporting documentation that no longer existed.
Further, the auditors told GAQ that because they had difficulty finding suppont for fraq
vouchers, they refied on voucher reviews performed under other DCAA audits. GAO also
found evidence in the audit documentation that the final supervisor instructed the finat
lead auditor to insert the signature of a prior supervisor on an electronic workpaper after
it had been revised, thereby making it appear that the prior supervisor had approved the
workpaper revisions.,

On August 31, 2006, after "scrubbing” the audit documentation at the supervisor's
request, dropping five significant deficiencies and downgrading three significant
deficiencies to suggestions for improvement, DCAA repored an adeguate {"clean”)
opinion on the contractor's accounting systern. Waiting to review audits with significant
deficiencies untit the end of the job after the work has been compieted, raises questions
aboun proper and timely supervision. The audit supervisor, who authorized the electronic
recording of the prior supervisor's name on the audit documentation and supervised the
issuance of the audit report, was subsequently promoted to be the Western Region
Quality Assurance Manager, where he went on 1o act as a quality control check over
thousands of audits—inciuding several of the audits investigated in GAQ's prior work.
Following GAQ's review, DCAA rescinded the audit report on December 2, 2008.
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Reporting Problems

Audit reports are DCAA’s principal work product. According to GAGAS,
audit reports should, among other criteria, (1) identify the subject matter
being reported, the criteria used to evaluate the subject matter, the
conclusion or opinion, and state that the opinion was as of a certain date;
(2) include a statement of the nature and scope of the work performed and
state that the audit was performed in accordance with GAGAS; (3)
disclose any reservations about the engagement, including any scope
limitations; (4) state the intended use of the report, if limited; and (5) state
the time frame® covered by the audit. Our review of audit documentation
and DCAA final audit reports determined that none of the 37 DCAA
reports on contractor systems internal controls met these reporting
standards, for example:

« The reports did not cite the specific criteria used in individual audits.
Criteria represent the laws, regulations, contracts, grant agreements,
standards, measures, expected performance, defined business
practices, and benchmarks against which performance is compared
and evaluated. Criteria identify the required or desired state or
expectation with respect to the program or operation and provide a
context for evaluating evidence and understanding the findings.”
Instead, the DCAA reports uniformly used boilerplate language to state
that DCAA audited for compliance with the “FAR, CAS, DFARS, and
contract terms.” As a result the user of the report does not know the
specific Federal Acquisition Regulation (FAR), Cost Accounting
Standards (CAS), or contract terms used as criteria to test contractor
controls. This makes it very difficult for users of the reports to
determine whether the report provides the level of assurance needed
to make contract management decisions. In addition, audit
documentation for many of the audits we reviewed did not identify the
audit work performed to provide assurance that contractors complied
with specific requirements in CAS, FAR, DFARS, or contract terms.

« Six of the 37 audit reports were not issued at the time* the work was
completed. These reports were issued from 8 months to over 2 years
after the audits were completed. Frequently, we found that the delays
were the result of serious findings, which led DCAA to withhold

% AICPA, Standards for Attestation Engagements, AT §101.63 incorporated by reference
in GAO-03-673G, § 6.01, and GAO-UT-731G, § 6.01.

2 GADOT-TIIG, § 7.37.
* GAO-03-673G, §§ 6.50 and 6.24, and GAOWT-731G, § 6,.24.
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issuance of the report while the contractor addressed the problems.
Because testing was not updated or was not sufficiently updated, the
reported audit opinions, which related to controls at the time the
reports were issued, were not adequately supported and may have
been inaccurate.

» The audit reports stated the period during which the audit was
performed but did not disclose the scope and timing for tests of
vouchers, transactions, or control attributes. Some tests covered a few
days in only one month or a 3-month period and did not test controls
across the year audited. As a result, testing did not support the
reported audit opinions as of the report dates.

« Contractors imposed restrictions on the scope of four audits by
denying DCAA access to certain records. The access-to-records issues
were not fully resolved or disclosed by the auditors.

« The scope of 33 audits was limited by DCAA imposed, or implied,
restrictions, including inadequate audit resources, unclear audit
guidance on nature and extent of testing, and time constraints that
prevented auditors from performing sufficient work to support
reported opinions on contractor internal controls. DCAA officials told
us that DCAA does not have sufficient resources to perform full-scope
audits of contractor internal controls.

Failure to issue reports when sufficient evidence has been obtained to
support an auditor’s conclusion puts decision makers at risk of relying on
out-dated or inaccurate information. Also, when DCAA auditors do not
perform the scope of work necessary to support the reported audit
opinions, the audit reports provide a false level of assurance. Following
our discussion of these audits with DCAA headquarters officials, DCAA
rescinded 4 of the 6 audit reports that did not accurately relate the period
of testing to the audit opinion, and it rescinded 18 audit reports where the
scope of work did not support the audit opinions. The discussion below
describes a particularly egregious example of this problem.

Page 98 GA0-09-468 DCAA Audit Environment

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00240 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.206



237

Appendix & Internal Control System Audits
Did Not Meet Professional Standards

Two Years after Testing Controis, DCAA Reported the Results of an Audit of a
Muttibillion Dollar Contractor’s Billing System

In July 2003, DCAA initiated a billing system audit of a contractor doing business in iraq
with sales of $6.3 biilion at the two divisions under audit. More than 2 years after
performing test procedwes and after spending 1,025 hours on the audit, the FAO
issued an opinion that the contractor's billing system controls were adequate as of
August 31, 2005, without updating the testing.

in 2003, DCAA auditors tested 38 vouchers submitted for payment within a 12-day
period. DCAA auditors identified numerous billing errors, including two instances where
billings did not comply with the Federal Acquisition Regulation (FAR}. On August 12,
2004, DCAA auditors prepared a draft report with an adequate opinion and three
suggestions for improvement. DCAA auditors did not perform testing in 2004 or in 2005
despite the number of errors found as a result of limited test procedures performed in
2003. As a result, the evidence does not support the opinion thal the contractor’s billing
system controls are adequate as of August 31, 2005. Additionatly, there is no evidence
in the workpapers that the contractor resolved the errors DCAA identified and the
underlying system deficiencies that caused those errors. This is of special concern
because billing errors and system deficiencies at this contractor put muitiple agencies
atrisk. For example, this contractor does work not only for DOD but also for the
Departments of Agriculture, Commerce, Interior, and NASA, and severat other
agencies.

The fead auditor told us that this audit was delayed because numerous auditors were
assigned over the course of this audit. and the contractor’s work in Iraq took
precedence over this audit. However, we found no evidence supporting a decision not
to issue this report when the testing was completed in 2003. Foliowing GAQO’s review,
DCAA rescinded the audit report on April 7, 2009,
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DCAA performs assignments that are designed to test various contractor
costs as allowable, reasonable under the related contracts, the Federal
Acquisition Regulation (FAR), and Cost Accounting Standards (CAS).
Although DCAA uses the term “andit” generically, some of these
assignments are audits and other assignments relate to financial and
advisory services, We reviewed 32 cost-related assignments' performed by
seven geographically disperse field audit offices (FAO) across the five
DCAA regions (the same offices as in appendix I) to assess whether (1) the
tests of contractor costs, billings, and payments were effective in
identifying overpayments, billing errors, and unallowable cost? and

(2) DCAA identified and reported unallowable and unsupported costs,
overpayments, and billing errors so that the government was in a position
to collect or recover improper costs and billings through refunds, contract
adjustments, or offsets. The 32 DCAA cost-related assignments we
reviewed included 16 paid voucher reviews, 10 overpayment assignments,
4 incurred cost audits, and 2 request for equitable adjustment (REA)
audits.” Although DCAA performs incurred cost and REA audits as
engagements in accordance with generally accepted auditing standards
(GAGAS), DCAA does not consider paid voucher reviews or overpayment
audits to be GAGAS assignments. DCAA performed the paid voucher
reviews to assess the accuracy of contractor billings to support decisions
to approve contractors for participation in the direct-bill program,*
whereby the contractor submits invoices directly to a federal agency
paying office without government review of the invoices prior to payment.
Overpayment assignments review contractor controls for identifying and

! We initially selected 34 cost-related audit assignments for review. After reviewing the
audit documentation, we determined that one assignment only covered part of an audit and
the other assignment was terminated and the procedures were incorporated into a related
billing system audit. Therefore, we reviewed a total of 32 completed cost-related
assignments.

2 Concractor overpayments can occur as a result of errors made by paying offices, such as
pay and p in excess of amounts billed, and contractor billing

errors, such as using the wrong overhead rate, failing to withhold designated amounts on

progress payments, duplicate bxl.lmgs, or billings for unallowable cost. Recoveries of

over can be accompli through refunds, subsequent billing offsets, or other
adjustments o correct billing errors. Unallowable costs include lobbying cost, certain legal
expenses, ive and , fuxury items, and certain overhead costs.

* REA relates to contracior requests to adjust contract terms for rates and payments
resulting from contract modifications. In the case of the two REA audits, contract
maodilications related to requests for increased hours of service and related labor and
materials.

‘ FAR § 42.101 and DFARS § 242.803.
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refunding, offsetting, or adjusting contract overpayments and billing
€eITOrs.

Similarly, DCAA performs overpayment assignments at the request of
contracting officers to determine (1) whether contractor controls are
effective in identifying overpayments made by disbursing officers or over
billings and billing errors made by contractors and (2) if contactors are
making timely refunds, offsets, or adjustments,

At the time the 32 cost-related assignments were performed, FAR § 52.232-
25(d) imposed a requirement on contractors to immediately notify the
contracting officer and request instructions for disposition of any
overpayment when the contractor becomes aware of a duplicate or
overpaid contract financing or invoice payment.® Also, FAR 32.604(b)(4)
provides that contractors shall repay debts under a demand letter within
30 days, excepl for certain debts covered by specific terms of the
contract.® This time period is incorporated into most contracts under FAR
Clause 52.232-17(a). We found that DCAA auditors are not consistent
when assessing the timeliness of refunds and offsets. Specifically,
although DCAA’s overpayment work program cites 30 to 60 days after the
overpayment occurred as timely,” some DCAA auditors considered 90 days
as timely which effectively minimized the impact on the contractors’ cash
flow.

We also found limited testing in the four incurred cost audits we reviewed.
DCAA considers incurred cost audits to be GAGAS attestation
engagerents. Incurred cost audits examine contractors’ annual claims for
paymaent of cost incwred. DOD contracting officers rely on DCAA incurred
cost audits to approve contractor claims for payment.* DCAA incurred
cost audits and proposal audits are the source of most DCAA questioned
costs and dollar recoveries. Dollar recoveries are based on contracting

* FAR 52.232-25(d) was amended in October 2008 to require contractors to monitor for and
make adjustments to correct overpayments they may receive, but it still does not specify a
timeframe for making any needed adjustments.

° FAR 32.606(a).

“ DCAA, Audit of Contract Overpayments Audit Program, version 2.1, October 2006,

8 Although the government pays contractor invoices on a provisional basis when they are

submitted for payment, DCAA incurred cost audits provide the basis for final approval of
contractor incurred costs claims.
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officer agreement with DCAA questioned costs.” DOD contracting officers
are responsible for enforcing DCAA recommendations to disallow
questioned cost. Figure 3 provides a comparison of costs questioned by
DCAA auditors and questioned costs sustained (recovered) by DOD
contracting officers.

5
Figure 3: DCAA O ioned Costs and A dby C ing Officers

Dollars (in biiens)

0
2000 2001 2002 2003 2004 2005 2006 2007 2008
Flscal year
@ w = Questioned costs
e QuEstioned costs sustained
Source: GAQ analysis of DCAA date.

For one of the four incurred cost audits we reviewed, DCAA rescinded the
related accounting system audit report in response to concerns we
identified with that report. For a second incurred cost audit we reviewed,
DCAA rescinded the related billing system report. Risk assessments for
determining the nature, extent, and timing of testing for incurred cost
audits are based in part on the results of accounting and billing system
audits. Therefore, a rescission of an accounting or billing system audit

® Questioned costs include costs questioned by DCAA auditors as unaliowabile or
unsupported.
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would call into question the risk assessment performed for the related
incurred cost audits.

The case study examples in table 6 illustrate significant problems we
identified with the DCAA cost-related assignments we reviewed. As
previously discussed, the level of testing in these assignments was not
sufficient to identify all potential contractor billing errors and
overpayments.

Table 6: Case Studies of Problem DCAA Cost-Related Assignments

Region  Type of assignment Details of review
Central  Paid voucher review (2006) +  For this review of paid contractor invoices, the auditor relied on the results of DCAA's
Non-GAGAS 2005 billing system audit and did not test any invoices. The workpapers stated that the

auditor also refied on the results of the 2005 paid voucher assignment. However, that
assignment did not test any 2006 invoices.

»  Furhey, as a resuit of GAO's work, DCAA had rescinded the 2005 billing system audit
report on February 10, 2009.

+ Asaresul, there is no audit support for DCAA’s approval for this contractor to directly
bill the government.

Central  Paid voucher +  Inplanning this work, the auditor improperly assessed risk as low and deleted severat
review (2005) steps from the standard “audit” program.
Non-GAGAS »  The auditor did not identify the population of vouchers (invoices) and selected two

invoices for testing, but only tested one of them.

«  The auditor tested one invoice to see if the payment received by the contractor
matched the amount bitled.

+  OnJanuary 23, 2006, DCAA issued a Memorandum for the Record, stating “reliance
can be placed on the contractor’s procedures for preparation of interim vouchers.
Accordingly, the contractor has met the criteria for continued participation in the direct
billing program.”

Western  Paid voucher +  Without documenting the popuiation of vouchers or the tota doltars billed during the
review {2005) contractor's fiscal year, the auditor tested 8 of 734 vouchers issued from Apnit 16, 2004,
Non-GAGAS through March 25, 2005,

on- »  The supervisor incosrectly directed the auditor to test a final voucher. Paid voucher
assignments focus on interim vouchers as a basis for making direct-bifl decisions. Final
vouchers are submitied to close out a contract.

+  The auditor did not identify any errors in the vouchers tested.

»  On September 30, 2005, the auditor prepared a Memorandum for the Record, stating
that "continued refiance can be placed on the contractor’s procedures for preparation of
interim vouchers. Accordingly, the contractor has met the criteria for continued
participation in the direct billing program.”

Page 103 GA0-09-468 DCAA Audit Environment

VerDate Nov 24 2008  13:37 Apr 18, 2011 Jkt 053841 PO 00000 Frm 00245 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.211



VerDate Nov 24 2008

242

Appendix 1I: DCAA Does Not Perform
Sufficient Work to 1dentify and Collect
Contractor Overpayments

Region

Type of assignment

Details of review

Eastern

Paid voucher review {2004)
Non-GAGAS

Although the contractor generated $1.7 billion in annual billings to the government, the
auditor assessed risk as low for this assignment. Without documenting the basis for the
risk assessment, the auditor judgmentaily selected 3 vouchers totaling $88.000 for
testing out of a total of 222 vouchers submitted to the government for payment from
March 2003 through February 2004.

The auditor tested the first voucher selected and performed fimited testing on the
remaining 2 vouchers.

The workpapers do not include any evidence to show that the auditor performed most
of the audit steps required in the standard audit program,

Despite limited testing, on March 37, 2004, DCAA prepared a memorandum for the
record, stating “continued refiance can be placed on the contractor’s procedures for the
preparation of interim vouchers™ and "the coniractor has met the criteria for continued
participation in the direct billing program.”

Source: GAO anstysis of DCAA 3udit dotumentstion.
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Pursuant to a request from the Chairman and Ranking Member of the
Senate Committee on Homeland Security and Governmental Affairs, we
conducted an agencywide performance audit to assess the effectiveness of
Defense Contract Audit Agency (DCAA) audits for helping to assure that
prices paid by the government for needed goods and services are fair and
reasonable and that contractors are charging the government in
accordance with applicable laws, regulations, cost accounting standards,
and contract terms, The overall objectives of our work were to (1) conduct
a broad assessment of DCAA’s management environment and quality
assurance structure, (2) evaluate DCAA corrective actions in response to
our prior investigation' and DOD Comptroller/CFO “tiger team” and
Defense Business Board (DBB) studies, and (3) identify potential
legislation and other actions that could improve DCAA’s effectiveness and
independence.

To address our first objective, we evaluated DCAA’s contract andit
guidance and policies and its quality assurance program and assessed the
quality of a nationwide selection of DCAA audits. We evaluated the resuits
of internal DCAA audit quality assurance reviews on audits issued from
fiscal year 2003 through 2008. We also reviewed a total of 69 DCAA audits
and cost-related assignments.’ In reviewing DCAA audits, we used
generally accepted government auditing standards as our criteria.® The 69
DCAA audits and cost-related assighments we reviewed included 37 audits
of contractor internal controls and 32 cost-related audits and assignments.
We did not assess a statistical sample of DCAA audits. Rather, we focused
on DCAA offices that reported predominately adequate, or “clean,”
opinions on audits of contractor internal controls over cost accounting,
billing, and cost estimating systems issued in fiscal years 2005 and 2006.*
We selected DCAA offices that reported predominately adequate (“clean™)

' GAO-08-857.

* As stated in DCAA’s Contract Audit Manual, CAM 2-100, DCAA uses the term audit to
refer to a variety of audits, evaluations, reviews, assessments, and analyses.

* GAO, Government Auditing Standards; 2003 Revision, GAO-03-673G {Washington, D.C:

June 2003) and Government Auditi dards: 2007 Revision, GAO7-731G
{Washington, D.C: July 2007).

‘In selecting the seven DCAA offices, we considered a 2-year history of internal control
audit results. The seven DCAA offices we selected reported adequate opinions on 89
percent or more of the internal control reports they issued during fiscal year 2006. During
fiscal year 2005, four of the seven offices reported adequate opinions in 85 percent or more
of the internal control reports they issued, and the other 3 offices issued adequate opinions
in 50 to 69 percent of the internal control audit reports they issued.
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opinions on contractor systems and related internal controls because
contracting officers rely on these opinions for three or more years to make
decisions on pricing and contract awards, and payment. For example,
audits of estimating system controls support negotiation of fair and
reasonable prices.” Also, the Federal Acquisition Regulation (FAR)
requires contractors to have an adequate accounting system prior to award
of a cost-reimbursable or other flexibly-priced contract.® Billing system
internal contro! audit resuits support decisions to authorize contractors to
submit invoices directly to DOD and other federal agency disbursing
offices for payment without government review.” In addition, DCAA uses
the results of internal control audits to assess risk and plan the nature,
extent, and timing of tests for other contractor audits. When a contractor
has received an adequate opinion on its systems and related controls,
DCAA would assess the risk for subsequent internal controt and cost-
related audits as low and would perform less testing on these andits.

Using this approach, we identified seven geographically disperse DCAA
field offices within the 5 DCAA regions and targeted 39 audits of
contractor cost accounting, billing, and estimating system controls issued
during fiscal years 2004 through 2006 for review.’ These were the most
recent completed fiscal years at the time we initiated our audit. Two of the
39 internal control audits we identified were performed as assist audits to
a billing system audit and we considered them as part of the billing system
audit we reviewed. Therefore, we reviewed a total of 37 audits of
contractor internal controls for compliance with GAGAS and DCAA
policy. We also considered whether DCAA adequately applied internal
control standards in its audits that are applicable to the private sector.” We

* DCAA Contract Audit Manual (CAM) 5-1202. 1a and Defense Federal Acquisition
Regulation Supplement (DFARS) § 215.407-5.

SFAR § 16.301-3(a)(1).
"FAR § 42.101, and DFARS § 242.803.

* In the case of follow-up audits, we also reviewed the documentation for the previous andit
to gain an understanding of the scope of work and deficiencies previously identified.

® The Internal Control Integrated Framework developed by the Committee on Sponsoring
Organizations (COSQO) of the Treadway Cc ission, Sep 1993, are applicable to
private sector entities. We considered whether DCAA audits addressed contractor controis
related to the five key control activities: (1) contractor control environment; (2) contractor
risk assessment; (3) control activities, including policies and procedures and segregation of
duties; (4) information and communication (i.e., information system processing controls);
and (5) monitoring.
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did not review classified audits performed by DCAA's field detachment
office. Although our selection of the seven offices and 37 internal control
audits was not statistical, it represented about 9 percent of the total 76
DCAA offices that issued audit reports on contractor internal controls and
nearly 18 percent of the 40 offices that issued 8 or more reports on
contractor internal controls during fiscal year 2006. Of the 37 internal
control audits we reviewed, 32 reports were issued with adequate opinions
and 5 reports were issued with inadequate-in-part opinions. Table 7
summarizes the number and types of contractor internal control audits we
reviewed for seven FAOs across the 5 DCAA regions.

Table 7: Summary of DCAA Audits Reviewed for GAGAS Compliance

Type of internal control audit

Indirect & other Estimating  Total internal
Region/FAO Accounting system direct cost Billing system system  control audits
Northeast
FAO #1 — — 3 1 4
Mid-Atlantic
FAO #2 2 — 3 — 5
Eastern
FAO #3 1 1 3 1 6
Central
FAO #4 2 — 2 1 5
FAO #5 2 —_ 5 — 7
Western
FAO #6 — 1 3 1 5
FAO #7 2 — 1 2 5
Total 9 2 20 6 37

Source: GAD analysis of DCAA management information system 0ata.

At the same seven DCAA field offices, we selected 34 cost-related
assignments performed during the same period as the intemal control
audits we reviewed and analyzed supporting documentation to determine
whether the assignments included sufficient testing to assess whether
(1) the tests of contractor costs, billings, payments were effective in
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identifying overpayments, billing errors, and unallowable cost™ and

(2) DCAA reported overpayments, billing errors, and unallowable and
unsupported costs, so that the government was in a position to recover
improper payments through refunds, contract adjustments, or offsets and
avoid payment of unsupported and unallowable costs. Upon reviewing
documentation for the 34 cost-related audits, we determined that one of
these assignments covered the risk assessment portion of an incurred cost
audit and was not a complete audit. Documentation for a second
assignment to test for overpayments was terminated and the audit
procedures were rolled into a billing system audit. Consequently, as shown
in table 8, we reviewed a total of 32 cost-related DCAA assignments. These
assignments included paid voucher reviews and overpayment control
assignments and audits of requests for equitable adjustment (REA)" and
contractor incurred cost claims.

Table 8: Summary of DCAA Cost-Related Assignments Reviewed

Type of Assignment
Over payment

Region/FAQ Paid Voucher review assignment REA audit Incurred Cost audit Total assignments
Northeast
FAO #1 — 1 2 2 5
Mid-Atlantic
FAO #2 4 1 — 1 6
Eastern
FAOQ #3 3 3 - — 6
Central
FAO #4 1 1 — — 2
FAQ #5 5 2 — — 7

** Contractor overpayments can occur as a result of errors made by paying offices, such as
duplicate payments and payments in excess of amounts billed, and contractor billing
errors, such as using the wrong overhead rate, failing to withhold designated amounts on
progress payments, duplicate billings, or billing for unallowable cost. Recoveries of

overpay can be acec ished through refunds, subseguent billing offsets, or othey
adjustments to correct billing errors. Unallowable cost include lobbying cost, certain legal
executive and bonuses, luxury items, and certain overhead costs.

' REA audits relate to reviewing contractor requests for adjustments in billing rates
pursuant to contract modifications. For example, if a contractor is asked to provide
additional services or expand hours of service, contract costs would need to be
recalculated and adjusted rates verified. REA audits relate to audits of contractor
estimating system controls.
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Type of Assignment

Over payment
Region/FAQ Paid Voucher review assignment REA audit Incurred Costaudit Total assignments
Western
FAO #6 3 1 — — 4
FAO #7 — 1 — 1 2
Total 16 10 2 4 32

Sotrce: GAQ analysis of DCAA management informalion Sysiem def.

The details of our assessments of DCAA audits of contractor internal
control systems and cost-related audits and assignments are included in
appendixes I and II, respectively. Examples of our findings are included in
the body of this report to help illustrate the effect of our findings related to
DCAA’s management environment.

To assess DCAA’s management environment and gquality control system,
we reviewed DCAA’s mission statement, strategic plan, performance
metrics, quality assurance program, audit planning and policy guidance,
and human capital manag t. We evaluated the results of internal
DCAA audit quality assurance reviews on audits issued from fiscal year
2004 through 2008. We used requirements in the Government Performance
and Results Act,” GAGAS,™ and GAO’s Standards for Internal Control in
the Federal Government" as our criteria.

We analyzed the findings, conclusions, and recommendations in the DOD
Inspector General's (IG) 2007 report on its oversight review of DCAA,*
which serves the purpose of a peer review. We did not review DOD 1G
documentation for the oversight review. In assessing the DOD IG peer
review conclusions and opinion, we considered the inconsistencies
between the findings and recommendations in the IG report. In addition,
we considered the results of our analysis of DCAA audits in our prior
investigation; our review of the 69 DCAA audits and related assignments

2 Pub. L. No. 10362, 107 Stat. 285 (Aug. 3, 1993).
¥ GAQ-03-673G, and GAD-07-731G.

* GAO, Standards _for Internal Control in the Federal Government, GAO/AIMD-21,32.1
(Washington, D.C.; November 1999).

'* DOD Inspector General, Oversight Review: Review of the Defense Contract Audit
Agency Quality Control System, Report No. D-2007-6-006 (Arlington, VA: May 1, 2007).
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covered in this report; the resulis of DCAA's internal quality assurance
reviews; and DCAA's actions to rescind 80 audit reports.

To achieve our second objective, we reviewed the status of several key
actions that DCAA initiated as a result of our earlier investigation,
including efforts to

« revise DCAA’s mission statement and strategic plan to focus on
protecting the public interest;

« change performance metrics to focus on audit quality instead of
performing large quantities audits;

» end DCAA involvement with integrated product teams, which we
identified as an irapairment to DCAA’s independence;

¢ improve audit quality by revising audit policy guidance and realigning
DCAA'’s audit quality assurance structure; and

» update training courses to reflect changes in DCAA's mission, metrics,
and audit policy.

Although the October 2008 Defense Business Board report recommended
that the Secretary of Defense revise DCAA’s mission statement to focus on
protecting the public interest, at the time we completed our work in July
2009, DCAA's mission statement had not yet been revised. To assess
changes in performance metrics, we analyzed DCAA's new metrics and
determined whether changes made in September 2008 were effective in
shifting DCAA focus from report production to performing quality audits
and if the new metrics had been integrated into DCAA’s performance
plans, auditor expectations, and performance appraisal standards. In
addition, we made selected calls to one or more auditors in 15 selected
DCAA offices that were separate from the offices we visited to review
audit documentation and interviewed auditors about their experience with
changes in DCAA policies and performance metrics. We also considered
34 additional hotline allegations we received from auditors across the §
DCAA regions after our investigative report was issued. We used GAGAS
criteria® to assess the effectiveness of DCAA policy changes and DCAA's
centralization of the audit quality function aimed at improving auditor
independence and audit quality. We used GAQO’s Internal Control

' GAO-03-673G, and GAQ-DT-TIG.
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Standards as our criteria for assessing DCAA’s t enviro t
culture, need for a risk-based audit approach, and human capital practices.

To achieve our third objective to identify potential legislative and other
actions to improve DCAA's effectiveness, we considered DCAA's current
role and responsibilities; the framework of statutory authority for auditor
independence in the Inspector General Act of 1978, as amended;"” best
practices of leading organizations that have made cultural and
organizational transformations; our past work on DCAA organizational
altermatives;"® GAGAS criteria for auditor integrity, objectivity, and
independence; and GAO’s Standards for Intermal Control” on managerial
leadership and oversight. We identified potential short-term and longer
term legislative actions and organizational changes that could enhance
DCAA's effectiveness and independence.

Throughout our audit we met with the DCAA Director and DCAA
headquarters policy, quality assurance, and operations officials and DCAA
Region and FAO managers, supervisors, and auditors. We also met with
DOD Office of Inspector General (OIG) auditors responsible for DCAA
audit oversight and DOD IG hotline office staff. We assessed the reliability
DCAA data used in our work by reviewing DCAA procedures for assuring
the reliability of reported performance data, discussing the compilation
and use of these data with DCAA operations personne}, and performing
analytical procedures to determine the reliability of specific data used in
our analysis. For example, we determined that DCAA assignments
initiated in one year and completed in the second year were double
counted, We eliminated duplicate records from data used for our analysis.
We also met with the formmer DOD Comptroller/CFO to discuss plans for
the Office of Comaptroller/CFO and Defense Business Board reviews, and
we continued to meet with and obtain information from the new DOD
Conptroller/CFO and his staff. We also met with the Comptroller's new
DCAA Oversight Committee, which includes the Auditors General of the
Army, the Navy, and the Air Force; the DOD Director of Defense
Procurement and Acquisition Policy; and the DOD Deputy General
Counsel for Acquisition.

"5 U.8.C., App.

8 GAQ, Defense Contract Audits: Current Organizational Relationships and
Responsibilities, GAO/AFMIN81-14 (Washington, D.C.: Apr. 3, 1991).

¥ GAOTAIMD-00-21.3.1.
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We conducted this performance audit from August 2006 through
December 2007, at which time we suspended this work to complete our
investigation of hotline complaints regarding audits performed at three
DCAA field offices. We resumed our work on this audit in October 2008
and performed additional work through July 2009 to evaluate DCAA's
quality assurance program during fiscal years 2007 and 2008, assess DCAA
corrective actions, and consider organizational placement options. We
conducted our audit in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objectives. We
believe that the evidence obtained provides a reasonable basis for findings
and conclusions based on our audit objectives. We performed our
investigative procedures in accordance with quality standards set forth by
the Council of the Inspectors General on Integrity and Efficiency (formerly
the President’s Council on Integrity and Efficiency).
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Note: GAO comments
supplementing those in
the report text appear at
the end of this appendix.

UNDER SECRETARY OF DEFENSE
§ 100 DEFENEE PENTAGON
WABHINGTON, DC 20301-1 100

SEP 4 2E
courmroLER

Mr, Gregory Kutz

Mansging Director, Forensic Audils and Special Investigations
Govemment Accountability Office (GAO)

441G, S, NW

Washington, DC 20548

Dear Mr. Kutz:

This is the Department of Defense (DoD} response to the GAO draft report GAO~
09468, “DCAA AUDITS: Widespread Probiems with Audit Quality Require
Significant Reform,” dated July 31, 2009 (GAO code 195099). We thank you for the
oppottunity to respond ta the GAO draR report and recommendations. Those
recommendations directed to the DoD Inspector General will be provided directly by that
office under separate cover,

The Department concurs with all but one of the GAO recommendations
(Enclmln 1). We dnsagrec wu.h some of GAO comments for Congressional
2. k 3 contains a listing of corrective astions DCAA
has implemented since 2008. As part of our review of the GAO draft report, we noted
cwnl greas where we believe further clarification lnd explanutmn are needed so the

can be d The are provided in
Enclosure 4. Comments from the Director, Defense Procutemem and Acquisition Policy
are provided a3 Enclosure 5.

The Department and the Defense Contract Audit Agency (DCAA) are commitied
to taking the necessary comrective actions to address the GAO findings. This office will
continue to monitor DCAA 1o ensure timely completion of critical actions to address the
GAO’s reccommendations. To assist with this monitoring, in March 2009, I established a
DCAA Oversight Committee to provide my office advice and recommendations reiated
to the oversight of DCAA. This commitiee includes Auditors General of the Army, the
Navy, and the Air Force; the Director of Defense Procnremml and Acquisition Pohcy,
and the DoD Deputy General Counse] for Acquisition and Tt The
will assess DUAAs activilies, its corrective actions taken to this and cther oversight
repons, and identify any gaps. } have also assigned a member of my senior staff to assist
in the oversight efforts.

We acknowledge that the draft GAO report raises serfous fssues thet we need to
continue to eddress. We wilf continue to improve audit quality, especially for intemnal
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control audits, We will reassess the number of audits that DCAA performs and ensure
that adequate staffing is available to conduct those audits in sccordance with generally
accepted govemnment auditing standards (GAGAS). We will ensure that DCAA has
adequate independence. We will aiso ensure that an appeals mechanism is created to
provide a process for resoiving disputes between DCAA and the contracting
organizations.

While we acknowledge that continued work on these serious issues is required, we
disagrec with the suggestion in the GAO report that we have not yet begun to address the
weaknesses. The GAO report states that “DoD and DCAA have not yet addressed the
fundamental weaknesses in DCAA’s mission, strategic plan, metrics, audit approach, and
human capital practices that have had a detrimental effect on audit quality.” We believe
that we have begun to address these issues. The audit assignments covered by this review
were completed 3-5 years ago, several years before DCAA implemented a series of
corrective actions beginning in late 2008. Aithough a significant pumber of short-term
actions have been completed, DCAA has many long-term actions still in-process. It may
take several years to experience the full effect on the execution of the DCAA audits.
Enctosure 3 contains the list of corrective actions DCAA has implemented in late 2008
and to-date in 2009,

‘While we acknowledge GAO's findings are serious, DCAA has and continues to

play a vital role in suppont of the oonmnng process n ensurmg that DoD pays a fair and
price in d with

doltars. In FY 2008 slone, DCAA sudits ded in ) ot billed
costs of $17.9 billion {referred to as questioned costs) and $7.2 billion in estimated costs
where the contractor did not provide sufficient information to explain the basis of the
estimated amounts {referred to as unsupported costs). Additionally, the current Director
of Defense Procurement and Acquisition Policy, a key DCAA stakeholder, has siated that
he finds DCAA's work critical to the acquisilion process {Enclosure 5.

DCAA’s imponant work was showcased in three hearings of the Commission on
Wartime Contracting in 2009. One hearing focused on contractor business systems, a
type of auwdit that is the subject of the GAO report, Through June 2009, DCAA has cited
deficiencies in contractor systems in over half of the 2(}0 audits performed on the

contractors petforming effort in-theater. The Ci that hundreds of
miliions of doliars h:ve been recovered as a result of DCAA’s audits and thar DCAA’s
efforts were idering the per of audits in a war zone. Several

of the Commissioners mmrkcd during a recent hearing that DCAA was the finest audit
organization they had worked with and the most forthright and responsive of afl the
ions that have i with the C: ission to date.
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Several of the key actions DCAA has taken to address DCAA’s management
environment involved the use of external organizations to guide DCAA through its
“cultural fransformation.” For example, DCAA has engaged the Naval Post Graduate
School’s Center for Defense Management Reform to assist with the development and

ion of various fong: izational impy projects. These projects
address the following questions:

1. How can DCAA put people first to guide its decisions, actions and
valves? For example, how can DCAA place an increased emphasis on
“soft skils™ such as building morale and developing employees {in

Fici 7

terms of a broad und ding as well as technical p

2. How can DCAA develop leaders to serve the employees and the
organization?

3. How can DCAA structure the ization to facilitate compli with
GAGAS, imize audit oni (ROI), end better

align Agency workload/resources?

4. How can DCAA identify and resoive differing stakeholder expectations
with contracting officers, contractors, the public (Congress), and
external review organizations?

DCAA has also engaged the Army Force Management Support Agency (AFMSA)
10 assess DCAA’s risk-based audit requirements planning process for FY 2010. AFMSA
will also assist in transiating the requirements planning into staffing needs.

One of the majer findings reported by the GAOQ is the lack of suificient transaction
testing to support the conclusions when giving an opinion on contractor internal control
systems. We concur that many of the assignment working papers did not reflect the fevel
of testing required by the GAOQ 1o opine on the system of intemal controls. DCAA has
rescinded audit reports and initiated full scope internal control audits et these locations,
In light of the GAO’s findings, DCAA will be assessing the need to opine on confractor
internal controls or whether an opinion on the sufficiency of the contractors’ business
systems for Govemnment contracting purposes is appropriate. We suggest that the GAQ
and the DoD Inspector General (1G) work closely with DCAA in its assessment and
redesign of testing procedures for opining on contractor business systems.

1t is worth noting that the additional transaction testing will require an increase in

audit staff at DCAA. Some of the increase is aiready underway through the use of the
Defense Acquisition Workforce Development Fund. Using this fund, DCAA has

3
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increased staffing by 300 in FY 2009 and plans to increase by an additional 200 each in
FYs 2010 and 2011, with 8 total increase of 700 by the end of FY 2011, However, this
may not be enough 10 accomptish the audits required by regulation in tight of the
additional testing stipulated by the GAO. We will continue to monitor the staffing
situation at DCAA. But to accomplish the significant increase in testing during internat
contro} audits, DCAA will be required to defer lower risk assignments to FYs 2010 and
2011, which could have a negative impact on the timely closing of contracts prior to the
cancelation of funds. The overalf issue of risk asscssment, as outlined in the GAO draRt
report, is one of the main discussion topics I have assigned to the DCAA Oversight
Committee.

The Department concurs with the GAO that the root causes for many of the
GAGAS noncompliances related to the prior DCAA performance measures. As the GAQ
acknowledges, in September 2008, DCAA took aggressive action by revising the
performance measures to promote quality audits. During FY 2009, DCAA has

ily assessed the per by conducting focus groups in several
regions (inciuding the DCAA Westem Region). In general, the focus groups confirmed
that there was much less emphasis on per than in the past.

The GAQ drafi report states that DCAA has taken some actions to improve its
quality assurance program; however, it stated that staffing difficulties and other issues
have left the outcome of this important initiative uncertain, We disagree. DCAA has
been proactive in standing up its new Intcgrity and Quality Assurance Directorate —
essentially a new quality assurance organization that reports directly to the
Director/Deputy Director. DCAA has revised ils quality assurance program for reporting
GAGAS noncompliances and requires audit offices to provide corrective action plans that
address all GAGAS pli reported. The H: Quality A
organization will follow-up on cach systemic noncompliance to ensure the field audit
offices have comrected their processes. In July 2009, DCAA was authorized a Senior
Executive Service position to Jead the Quality Assurance Directorate. We believe the
extensive overhaul of the quality assurance function accomplished in FY 2009 will
mitigate the prior shoricomings in audit quatity cited by the GAO.

In January 2009, the DCAA Director established a Senior Advisory Councit for
Improvement which is fed by the Director and comprised of Headquarters senior
executives. The Council’s primary purpose is to establish and monitor the actions in
response 10 the report issued in January 2009 by the Independent Review Panel 1o the
Defense Business Board and findings from the GAO and DoD IG reviews. The

i of this councif ifies the Director’s efforts in ensuring key Agency-
wide actions are managed at the Headquarters level versus the regional level. We believe
the establishment of this DCAA Headquarters council, in addition to re-aligning the

4
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Quality Assurance Program to report directly to the Director/Deputy Director, results in
significant progress toward addressing the GAO’s concerns with DCAA’'s “decentralized
structure that has fostered a culture of DCAA region autonomy.™

The GAO drafi report states that the supevvisors responsible for deficient audits
|denuﬁcd in GAO’s pnor investigation were promated even though the GAO
ifi GAGAS li with the audits they

supervised. The GAO staies that “despite these findings, we found no evidence that
supervisors and suditors who did not follow GAGAS and DCAA policy were disciplined,
counselexd or required to tske nddmonnl training.” DCAA has required several of the
supervisors to take additi per y and training courses. They have
completed somie of these courses and arc scheduled to take additional training in the next
fiscal year. Based on advice provided by the Dol Washington Headquarters Services
Office of General Counsel, DCAA did not mkepcrfonnma or conduct mons against
these supervisors, Additionally, all DCAA emp the employees invoived
in the GAQ's 2008 holine i lnvsuganon, have compleied annuat training on auditor

“independence” and training in audit quality, including GAGAS, at mandatory stand-
down days in August 2008 and 2009.

We sppreciate the recommendations made by the GAO. We believe the
ion of these dations along with the many actions that the
Department and DCAA have slready completed will improve DCAA culture and
mianagement environment (o ensure taxpayer doflars are protecied and DoD audit reeds
are met. DoD> and DCAA leaders are committed to maintaining a strong contract sudit
function.

My point of contact on this matter is Mr. M. Wayne Goff. He can be reached by
e-mail at wayne goff@osd.mil or by telephone a1 703-602-0374.

Sincerely,
Robert F. Hale
Enclosures:
As stated
5
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GAO DRAFT REPORT DATED JULY 31, 2009
GAO-09-168 (GAQ CODE 195099)

“DCAA AUDITS: WIDESPREAD PROBLEMS WITH AUDIT QUALITY
REQUIRE SIGNIFICANT REFORM™

DEPARTMENT OF DEFENSE COMMENTS
TO THE GAO RECOMMENDATIONS

RECOMMENDATION 1: The GAO recommends that the Secretary of Defense revise
the Defense Contract Audit Agency’s (DCAA) mission statement 1o reitect the need for
quality contract audits and related nonsudit services that take into account serving the
public interest.

DOD RESPONSE: Concur. The Department is curvently secking final coordination on &
revised DCAA mission siatement which is included in an updated DoD Directive
3105.36, DCAA.

RECOMMENDATION 2: The GAO recommends that the Secretary of Defense require
the Under Secretary of Defense (Comptrotler/CFO) to establish milestones for
completing DCAA corrective actions and monitor and regulerly report on DCAA
progress (o assure timely completion of critical actions,

DODR RESPONSE: Concwr. The Dapartment will continue to establish milestones for
completing DCAA corrective actions. DCAA slready provides USD(C) a monthly status
report of the actions taken in response to the ions mads by the

Review Panei of the Defense Business Board as well ag recommendations from various
GAQ and DoD IG reviews. DCAA will expand its improvement plan 1o incorporate the
GAO's recommendations. USINC) has assigned a senior staff member 1o assist in
oversight and has creatcd the DCAA Oversight Committee, including all thres auditors
gencra) from the Services, the OSD Deputy General Counsel for Acquisition and
Logistics, and the Director of Defense Procurement and Acquisition Policy, 1o assistin
oversight efforts.

RECOMMENDATION 3: The GAO recommend that the Secretary of Defense direct
the Under Secretary of Defense (Comptrolier/CFO) 1o require the Director of the Diefense
Contrmct Audit Agency (DCAA) in concert with the revised mission statement, develop a
Strategic Plan with short-term and long-tenn outcome-related goals.

DOD RESPONSE: Concur. DCAA has already started developing a revamped Strategic
Plan with sh and Jong-term outs lated goals that is in concent with the
proposed mission statement. Assuming the revised mission statement will be spproved
by about October 2009, DCAA is expected to complete its swalegic plan by November

30, 2009 for i o the DCAA
Encloswre §
Page [ of 5
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RECOMMENDATION 4: The GAO recommends that the Secretary of Defense direct
the Under Secrctary of Defense {Comptrollet/CFO} to require the Director of the DCAA
10 measure progress in echieving srategic goals, ensure that metrics tie to the revised
mission statement and strategic plan and support the agency’s annual work plan.

DOD RESPONSE: Concur. USIXC) will require DCAA to measure progress in
achieving stategic goals. Once DCAA’S revised mission staiement and strategic plan are
fmalmd,USD(C)wullmquueDCAAloummmDCAApufunnmumus\mucw
the revised rission statement and strategic plan and support the Agency’s annual work
plan.

RECOMMENDATION 5: The GAO recommends that theSeaehryofDefﬂmdim
the Under Secretary of Defense (Comptrotler/CFO) to require the Director of tho DCAA
to consult with DoD stakeholders and engage outside experts to dcvelop a nsk-bued
contract audit spprosch that identifies resource il
quality sudity thal meet generally acoepted goverament -udmng sundnds (GAGAS).

: Partially Concur. The majority of DCAA eudits and other services
are required by laws and regulations as outfined in the GAO draft report. DCAA already
has 2 risk-based contract audit approsch in identifying resource requirements. DCAA
performs anvual mudit requi planmng blish staffing

based on audit i and audit risk. An
example of DCAA’s mk-hsed audit appmlch for man-md cost sudit requircments is
DCAA’s performance of desk reviews of the bow risk contractor’s incurred costs on a
cyclical basis in liev of performing a full incurred cost audit every year. Nevertheless,
USD(C}) will task DCAA 10 coordinate with the Under Secretary of Defense for
Acquisition, Technology, and Logistics to assess DCAA audit requircments since any
significant change in DCAA audit requirements would involve a change in acquisition
policy. In addition, DCAA has engaged the Naval Post Graduate School to assist in its
“cultural transformation.” One of the projects is identifying and resolving differing
suakeholder expoctations while ensuring DCAA performs quality audits that meet
GAGAS. DCAA’s efforts will include consulting with DoD stakeholders and engaging
outside expests as part of this project. The Department will complete its assessment by
December 2010.

RECOMMENDATION 6: GAO recommends that the Secretary of Defense direct
the Under Secretary of Defense (Cmnptmllcr/CFO) 1o require the Director of the DCAA

to establish an SES-level position with for sudit quality assurance that
requires and in applying professional audit
standards. .

DOD RESPONSE: Concur. in August 2008, DCAA cstablished the position of
Assistant Director, Integrity and Quality Assurance with responsibility for DCAA’s
quakity assurance program. Om July 9, 2009, this position was approved as an SES-level

Enclosure {
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position and the job announcement has been published. DCAA expects to fill this
position by October 2009.

RECOMMENDATION 7: The GAQ recommends that the Secretary of Defense direct
the Under Secretary of Defense (CempnollarlCFO) 10 require the Direcior of the DCAA
0 establish p separate DCAA imemal review organization to conduct eritical lnlernl]
inspector geoeral funclions, including ing periodic internal i

reviews and addressing DCAA botline complaints,

POR RESPONSE: Concur. DCAA will esiablish 8 scparate interal review
organizetion to conduct critical internal inspector general functions, including performing
periodic internal evaluations and reviews and addtessmg DCAA hotline complaints and
mlsmeAgencyﬂ The new s ished by
December 2009,

RECOMMENDATION 8: The GAO recommends that the Secretary of Deefense direct
the Under Secretary of Defense (Comptrolles/CFO} to require the Direstor of the DCAA
1o review DCAA's current portfolio of audit and nonaudit services to determine if any
should be transferred, or reassigned to another DoD agency, ox xmmnuled xmmin for

DCAA 1o comply with GAGAS integrity, obj and indep
DPOD RESPONSE: Concur, USD(C) will require DCAA 1o assese its current portfolio

of audit and nonaudit services to determine if any should be transferred, or reassigned to
another DoD agcncy‘ of terminated in order for DCAA 10 comply with GAGAS integrity,
DCAA will report the results of its
assessment to USD(C) by March 2010. However, as stated above, l.he majority of DCAA

audits and non-audit services are required by ion or statute. A by
hGADmmmDCMhsahudypafonnedmmeofmsmessﬂwmmmngm
ion of DCAA auditor participation as members of L Product Teams

und Source Selection Evalustion Boards.

RECOMMENDATION 9: The GAO recommends thal the Secretary of Defense direct
the Under Secretary of Defense {Comptroller/CFO) 1o require the Director of the DCAA
based on the risk-based audit spproach W develop a staffing plan that identifies auditor
respurce cequirements as welt as auditor skilt levels and training needs.

DOD RESPONSE: Concur. DCAA is entering into an agreement with the Army
Management Suppont Agency to evaluste DCAA’s requitements planning process and
resulting swffing assessment for FY 2010. The Anmy wilt also provide an overall
oplrion on the sufficiency of DCAA staffing to provide audit coverage in Line with its
mission and strategic plan and fully comply with Generally Accepled Govermment
Auditing Swendsrds, In addition, DCAA has an internal education specialist (o provide
expert advice on DCAA training and an internal statistician to provide expert advice on
Statisticat sempling audit techniques and training.

Enclosure 1
Pege 3 of §

Page 120 GA0-09-468 DCAA Audit Environment

VerDate Nov 24 2008  13:37 Apr 18, 2011 Jkt 053841 PO 00000 Frm 00262 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.228



259

Appendix IV: Comments from the Department
of Defense

RECOMMENDATION 10: The GAO recommends that the Secretary of Defense direct
the Under Secretary of Defense (Comptroller/CFO) to require the Director of the DCAA
to establish 2 position for an expert on auditing standards or consult with an outside
expert on auditing standards to assist in revising contrast nudn pohl:y. providing guidance
on sampling and testing, and developing training on d suditing 3

DOD RESPONSE: Concur. The USIHC) will require DCAA to congult with an outside
expert on auditing standards 10 assint in revising contract awdit policy, providing guidance
on sampling and testing, and developing training on professional euditing standards.

RECOMMENDATION i1: The GAO recommends that the Secretary of Defense direct
the Under Secretary of Defense (Compiroller/CFO} to require the Director of the DCAA
1o revise DCAA audit policy to provide appropriate guidance on what constitutes
sufficient testing to coreply with GAGAS. Update DCAA's Coatract Audit Manual, as
appropriate.

DOD RESPONSE: Concur. USIXC) will require DCAA to issue sudit policy on what
constitutes sufficient testing 10 comply with GAGAS and update DCAA's Contract Audit
Manual. DCAA wili compleie this action by December 2009.

RECOMMENDATION 12: The GAO recommends that the Secretary of Defense direct
the Under Secretary of Defense {Comptrolier/CFO) 10 require the Director of the DCAA
to develop agency wide training on government audit standards. This iraining should
emphasize (he level of assurance intended by the various types of engagemems and
provide detailed guidance on auditor independence, planning, fraud risk, level of testing,
supervision, suditor judgmen, audit documentation, and reporting.

POD RESPONSE: Concur. IICAA is currently developing a revised training course on
Geacrally Acceptod Government Auditing Slandards. This course will emphasize the
ievel of assurance intended by the various types of engagements and provide guidance on
auditor independence, planning, fraud risk, level of 12sting, supervision, auditor
Jjudgment, audit documesiation, and reporting. All DCAA employees have been notified
that they will be required o take this course in FY 2010, DCAA is also increasing e
Jevel and complexity of GAGAS training in all courses.

RECOMMENDATION 13: The GAQ recommends that the Secretary of Defense direct
the Under Secretary of Defense (Comptroiler/CFO) ta require the Direclor of the DCAA
10 conduct a comprehensive, independent review of DCAA's revised audit quality
assurance finction. This review should focus on the consistent application of criteria
used for assessing audit quality and assuring timely, consistent and appropriste reporting
of yeview results,

POD RESPONSE: Concur. On July 30, 2009, DCAA requested the DoDIG to perform
it extcrnal quality review of DCAA’s Quality Controf System for sudits and attestation
engagements for the period ending September 30, 2009,

Enclosure
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RECOMMENDATION {4: The GAO rccommends that the Secretary of Defense direct
the Under Secretary of Defense {Comptroliet/CFO} to require the Director of the DCAA
to make appropriate recommendations to address annual quality assurance review
findings of scrious tencies and GAGAS i provide training, snd
follow-up Lo assure that appropriate corrective actions have been taken.

DOD RESPONSE: Concur. The DCAA Integrity and Quality Assurance orgasization
has already established 8 process for making recommendations to address amual quality
assurance review findings of seri iencies and GAGAS i tothe
Director DCAA on 8 real-time basis. Based on these recommendations, DCAA wil}
ensure that any aecessary training is provided and appropriate corrective actions have
been taken.

RECOMMENDATION 15: The GAO recommends that the Secretary of Defense direct
the Under Secretary of Defense (Comptrotier/CFO) to require the Director of the DCAA
1o establish policies and procedures to ensure that auditors who make direct bill decisions
are inde dent of p who review vouchers of contractors not
eligible for the direct bill program, thereby reducing situations where DCAA auditors are
encouraged to reduce their workload by approving contractors for the direct bill program.

ROD RESPONSE: Noncoocur. The Department believes that a review of the
contractor’s interim public vouchers is an integral function of DCAA’S contivual
assessment of a contractor’s billing system. A DCAA auditor who sudits the contractor’s
biiling sysiem (and potential subsequent approvel fox direct bill) is in the best position to
review and approve contract interim billings based on their thorough understanding of the
contractor’s system. In regards to the GAO concemn that DCAA auditors may not report
findings 1o reduce their workload by approving contractors for the direct bilt program, the
Department believes the GAO's concerms are mitigated based on the comprehensive
supervisory and gudit manager reviews. DCAA do¢s not believe that the approval of
interim vouchers along with the approval for contractors to be on direct bill ceults ina
{ack of auditor objectivity (see Enclosure 4, Comment 8). ft should also be noted that
since July 2008, the sumber of contractors on the direet bil) program have been reduced
by over 200 contractors and segments of many of the largest defense contraciors have
been removed from the direct bill program in FY 2009, In October 2008, DCAA issued
clanifying guidance on contractor eligibility Lo participate in the direct bift program. This
memorandum includes guidance on casuring sufficient testing is performied when
determining a contractor is eligible for direct bill.

Encloswre
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GAO DRAFT REPORT DATED JULY 31, 2009
GAO-09-468 (GAD CODE 195099)

“DCAA AUDITS: WIDESPREAD PROBLEMS WITH AUDIT QUALITY
REQUIRE SIGNIFICANT REFORM™

DEPARTMENT OF DEFENSE COMMENTS
TO THE GAO RECOMMENDATIONS FOR CONGRESSIONAL CONSIDERATION

RECOMMENDATION |: in the short termn, 3s DCAA makes progress in comrecting
fundamental weaknesses that have impacted audit quality, Congress could consider
enhancing DCAA reform efforts by enacting kegistation to grant it protections and
authorities similar o those embodied in the Inspector Generat Act, as amended.

DOD RESPONSE: Nonconcur. DoD generally opposes providing DCAA with
authorities similar to those coptained in the Inspecior General Act. DoD specifically
oppases certain recommendations based on (e 16 model. We do not believe that the
DCAA Director should be a Senate confirmed position unless DCAA is independent of
DoD. Presidentis i and Scnate on injects a political element into
DCAA that is not appropriatc and inevitably creates lengthy periods when there is no
Dircctor. We also oppose fixed terms for the DCAA Director. If DCAA remains part of
DoD, the Secretary of Defense must have the ability to choose an appropriate Director.
We also question the wisdom of an independent budget (which would prevent or limit our
ability to move money into DCAA, as is occurring now based on funding from the
Defense Acquisition Workforce Development Fund). Nor do we support mandatory
public reporting, an additional burden on an agency that is already struggling to meet its
many mission .

While we do not support independence bascd an the IG model, we plan to ake steps o

then DCAA's i by ishing an sppeals process that permits DCAA
10 seek resolinion when there are differences of opinion as to the resolution of its audit
findings. Under this process, DCAA could sppeal differences first 1o the Director of
Defense Procurement and Acquisition Policy (DPAP), I DCAA disagreed with the
DPAP decision, DCAA would be permitted to appeal to the Under Secretaries of
Acquisition, Technology, and Logistics and Comptroller, acting as a team. We expect
that appeals sl the Under Secretary lcvel would be rare and would involve only the most
important issues.

RECOMMENDATION 2: In the meditum term, Congress could consider clevating the
contract audit function within DOD by moving DCAA from under the DOD
Comproller/CFO and placing it under the Deputy Secretary of Defense.

'ONSE: Nonconcur. DoD strongly opposes this recommendation. The
Deputy Secretary is the Chiclf Management Officar of one of the world’s largest
organizalions and backs up the Secretary in the wartime chain of command. The Deputy

Encloswe 2
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simply does not have the time to provide aversight and suppert to individual defense
agencies.
Enclosure 2
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DCAA Actions Taken Since the Issnance of GAO Report GAD-03-887

Stracture

* Approved Agency-wide reduction in supervisory span of contro} {(June 2008},

® Approved 25 new field audit offices and 5 new Regional Audit Managers lowering the
span of cootrol (May ~ February 2009).

* Completed Agency-wide staffing asscssment and requested staffing increase to
Comptroller on September 10, 2008. Updates on staffing shortfulls were provided to the
Comptroller s regular intervals thiroughout FY 2009,

* Realigned Quality Assurance to report directly to the Deputy Director (August 2008}

o Submitted request to OSD for SES level pasition for the Integrity and Quality
Assurance (QA) function (September 2008). Request was initially denied by
Dol in January 2009 and the position was filled at the GS-15 level. However,
afier another attempt by the Director for a SES position, DCAA received spproval
in July 2009 and a job anrouncement was issued shorily thereafter.
© Expanded the next round of QA reviews,
Revised process for tracking and following-up on QA findings.
o Revised process for next 3-year cycie 10 ensure ali audit offices are covered, aficr
comsultation with the Do 10,
Campleted assessment on leve! of QA staffing,
Issued revised comprehensive insiruction on DCAA’s QA program (December
2008).

°

o0

Submitted request for funds under Section 852 acquisition workforce fimd in December
2008. Under the Defense Acquisition Workforce Development Fund, DCAA has
received $17.2 miilion o date (allotments in March, April, and August).
© DCAA brought on-board 245 new interns by the end of July and have many offers
with on-board dates in tate FY 2009. As a result, DCAA wili easily meet the goal
0f 300 by the end of September and will probably exceed it.
Realigned at Financial Liaison Advisors from the Field Detactunent region {region that
hmdl:salTonSecmmdm)loHndqmmmnvmdlhuWofa lack of
independonce. As of November 2008, alt Financial Liaison Advisors report directly to
He
¢ At the request of the Director, the DTAA point of contact for the Office of Special
Counsel investigation was moved from the DCAA General Counsel 1o the DoD General
Counsel's office due to the investigation being expanded.

Culture

Revised poticy for resolving différences in audit results and opinions - elevate within
managemmt structure from two to four levels (July 2008).

® Ceased patticipalion ay members of integrated Product Teams (IPTs) to avoid the
appearanoe of a Jack of independence (August 2008).

Revised paformance measures - efiminated |8 measures and added § messures

(September 2008).
Enclosure 3
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« E website for emp to voice concems with the
mnppmpm\e use of performance measures and other inappropriate sctions {Sepiember
2008).

Engaged OPM to conduct an organizational assessment survey and are assessing results
of the survey conducted by OPM — the working group is cviluating results and
developing ections {assessment due August 2005).

« Ceased partjcipation as members of Source Selection Evaluation Boards to avoid the
appearance of 2 Jack of independence - requesied audits will still be provided (November

2008).
* Di Director staff | ize the need 1o perform quality audits
wmpﬁmm(vmmmmmwzmm 2009).

» Established o Senior Advisory Council for Improvement chaired by the Director to
overste the implementation of improvemenits as a result of the Defense Business Board
recommendations (reyon issued Jamlm'y 22 2009)

® Isqued severa) of cooperating with GAO, IG
and other reviewsrs/invostigators.

»  Held stand down day for audit quality at all DCAA locations (August /September 2008
and again in August 2005)

Compieted annual indcpendcnee training (September 2008).

Held focus groups to obtain feedback on implementation of performance measures issued

in September 2008 which revealed minimal problems with implementation of new

meastges (February/March 2009)

. The Director mmred ol r:gmns m assess whether exceeding budget howrs on individual

used 1o lower ratings, The regions

completed the sssessments and, where needed, have implemented corrective actions
{December 2008).

«  Established mew process (o obtain input regarding the new hire employment expericnce
and to identify reasons why employees feave DCAA (November 2008).

Revised job objectives/performance plans for the 0511 (audilor) posilions 1o efiminate the

ianguage on roseting audit budget hours and productivity measures and added language

strengthening the need to execute andits in accordance with the auditing standards and

Agency poticy (February 2009),

Revised supervisory development curriculum based on feedback from focus groups and

other feedback mechanisms to emphasize leadership skills and the more common day-to-

day activities which supervisors perform (April 2009).

Processes

o Issued memorandum on adcquate working paper documentation {July 2008).

= Completed Agency-wide assessmenl to determine whether GAQ's findings are systemic
across DCAA. Six of the forty assignments reviewed contained noncompliances.
Actions being wken to address issues (September 2008).

® Raised the field audit office signeture authority for all audit reports <o the level of the
manager or higher (Auguss 2008).
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« Revised policy for the monthly quality review of issued audit reports from regions to the

Headquarters Qualily Assurance division {October 2008).

Revised DCAA Qu-hty Checklist for Review of Audit Working Papers (checklist is used

by suditors and supervisors prior to report issuance} (December 2008).

« Issued guidance clarifying DCAA's process for pursiting access 10 contractor records and
initiating a subpoena (Deceraber 2008).

»  Issued clarifying guidance on what i @ signil i in
interpal contro} systemns (Dccembes 2008).

» Revised policy on reporting results of ibe review of contracior systems and related
intevoal controls to eliminate the inadequaie in-part opinion so that the overalt opinion on
the system is either edequate or inadequale (December 2008).

® Issued guidance on performing and repoting on limited scope internal contro} sudits
(December 2008).

o lssued guidance reminding auditors to report suspected contractoy fraud and other
ivegularitics encountered dunng the audit and emphasized that managers do not approve
the Form 2000, but rather review it for clarity (February 2009).

« Issued guidance on documentation of judgmental sampling (February 2009).

»  Revised guidance for reponing unsatisfectory conditions related to actions of
Government officials wherein certain unsstisfactory condilions wilt be reporied directly
w the DoDIG in licu of reporting the conditions to a bigher level of management
(March 2009),

»  lssued guidance clarifying requi for cligibility to participate in the
direct bill program (Aprit 2009).

 lssued guidance 1o remove major contractors from direct bifling where contractor has
implemented a new billing system ot accounting systesn that significantly impacts
Government billings and the new system bas not been examined (April 2009).

®  Revised a self-sndy training course (CMTL 1326) to include new guidance on
idextifying key elemenis of an effective intemal controd audit report and the requirements
for issuing & real-time (flash) report (Mly 2009).

» Issued an audit alert emphasizing existing guidance which requires that a separate cost
zccounting standards (CAS) noncompliance sudit report wiil be issued when & CAS
noncompliance iz found during any audit (June 2009),

«  Issued an audit alert 1o clarify thal forward pricing dus dates should be based on the
realistic assessment of risk factors for each specific contractor and proposal under review
{une 2009).

o Issued guidance on contract audit closing sistement reviews in July (after receipt of DoD
1G comments). This completes the last action item from the peer review.

Long-Term Planned Actions

© Obtained the services of the Naval Postgraduate School, Center for Defense Management
Reform to assist with the Agmy-wndecmm transformation, The initial effort started
June 2™ with the DCAA executive tcam. As a result, four major initiatives were adopted
for incorporation in the DCAA Stategic Fan, Teams of executives were assigned to
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each initiative (o further develop the milestone plan for executing the objective. The four
items arc;

. How can DCAA put people first to guide its decisions, actions and values? For
exampie, how can DCAA place an increased emphasis on “soft skills” such as
building morale and developing employees (in terms of » broad understanding as well
as technical proficiency)?

5

. How can DCAA develop leaders to serve the employees and the organization?

. How can DCAA structure Lhe organization to facilitate compliance with GAGAS,
maximize audit results/ROI, and better align Agency workload/resources?

w

4. How can DCAA identify and resolve differing stakeholder expectations with
contracting officers, contractors, the public (Congress), and extermal review
organizations?

These ilems will be wosked for about the next three years. Once the milestone plan for

each of the four initiatives is developed, it is envisioned that each cbjective will have

various completed actions throughout the next three years. Once the milestont plans are
e objectives will be icated

Performing a comprehensive assessment and revision 1o DCAA training by instinning a
life-cycle training process, Effort started in FY 2008 and will conclude in about three
years,

» C inga i izational (based on Baldrige). Estimated
completion in FY 2010,

Performing a comprehensive review of DCAA’s spproach for performing internal contro)
audits. Estimated completion of baseline eudit opinions in FY 2010.

Engaging the Army Force Management Support Agency (o evaluate DCAA’s process for
planning FY 2010 avdit needs as well as staffing requirements. The effon is expecizd to
be completed by the end of September.
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See comment 1.

GAO DRAFT REPORT DATED JULY 33, 2009
GAO-09-468 (GAO CODE 195099)

“DCAA AUDITS: WIDESPREAD PROBLEMS WITH AUDIT QUALITY
REQUIRE SIGNIFICANT REFORM™

DEPARTMENT OF DEFENSE COMMENTS
TO THE GAO REPORT NARRATIVE

1. GAQ NARRATIVE: Nationwide audit quality problems are rooted in DCAA’s poor
management environment (page 11).

§: GAO stated about hal( of the rescinded reports relate to unsupparted
opinions on contractor internal controls. This is incomect. The majority of the rescinded repors
relate to forward pricing reports bascd on the prior GAO investigation report issued in 2008.

2. GAO NARRATIVE: Audit Quality Problems Found in All Audits GAO Reviewed,
Independence Issues (page 12).

DOD COMMENTS: GAO stated that in 8 audits they reviewed, DCAA independence was
compromised because auditors provided material nonaudit services to a contractor they fater
audited; experienced access to records probiems that were not fully resolved; or significantly
delayed report issuance in order 1o allow the contractars 10 reselve cited deficiencies. The
Department understands the GAQ’s concerns, however, we believe the suditors’ intent of
providing preliminary audit results and discussing draft policies and procedures was generally an
atiempt to ensure the evidence was scourate and to expedite contracior actions so that contraclor
systems would be corrected promptly to minimize the risk of overpayments. DCAA
acknowledges that significant time fapsed in several of these assignmenis between the time the
contractor was provided the draft findings and the issuance of the final audit report. DCAA
concurs that auditors should not provide input to contractors on drafl policies and procedures and
that the reports shoutd identify ali deficiencies found even though they have been corrected ot the
time of report issuance. In memorandums issued in August and September 2008, DCAA issued
guidance prohibiting suditors from providing input to contractors on such items as draft
proposals, draft policies and p and draft disc and to require auditors
10 report all deficiencies found even when the contractor corrects the deficiencies during the
audit.

3. GAD NARRATIVE: Audit Quatity Problems Found in Al Audits GAQ Reviewed,
Insufficient Evidence (page 12).

M : GAO stated that 33 of the 37 intemal contro! audits did not include
sufficient testing to support auditor conclusions and opinions. GAO stated that GAGAS for
ination-level i require that sufficient cvidence be obtained to provide

a basis for the fusion that is inthe report. We agree with GAO that in
Enclosure 4
Page  of 5
Page 129 GAO0-09-468 DCAA Audit Environment

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00271 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.237



VerDate Nov 24 2008

268

Appendix IV: Comments from the Department
of Defense

See comment 2.

See comment 3.

See comment 4.

several cases the testing was insufficient. The level of testing was based on the auditor’s
judgment and the total audit concept - drawing on an o ige and
mevmusly gained ai the coniractor basad on andumg that contractor on a continual basis,

ledges the testing was fficient to support an intemal control
audit opmmn‘ and therefore, has rescinded several of these reports, increased the level of testing
an related audits and commenced new full scope internal contro! audits st these locations.

4. GAONARRATIVE: Table 2, Summary of Five Selecied Intemal Control Audits, Eastern
Region ~ Billing System Audit (page 16).

MENTS: GAQ stated that the subject audit had an impairment to auditor
independence because the auditors helped the contractor develop policies and procedures. We
genetally concur with the GAQ in that the FAO was performing IPT type effort in providing the
contractor comments on draft policies and procedures. DCAA believes the intent of these
actions was to expedile contractor corrective action so that the contractor’s system would be
corrected to minimize the risk of overpayments and protect the taxpayer's interests. DCAA

ized the potential app of a lack of i refated to this kind of effort and
on August |1, 2008, issued audit guidance that prohibited auditors fmrn pmvldmg ioput to
contractors on such isems as draft policies and p

IVE: Table 2, Summary of Five Selected Internal Controi Audits, Central
Reglon Bitling System Audit {page 16).

DOD COMMENTS: GAOQ stated that the subject audit had an impairment to auditor
independence because the auditors monitored contractor comective action for 7 months instead of
issuing the audit report when the work was completed. DCAA concuss with the GAC that the
significant lapse of time from the date the draft results were provided to the eontractor and the
date the audit report was issued gives the of a lack of i di However, the
field audit office does not believe it intentionally delayed ihe issuance of the report to allow the
conlractor 10 correct the system. Staffing issues and an increase in higher risk assignments
played a significant roie in the delay.

6. GAC NARRATIVE: Table 2, Summary of Five Selected Internal Control Audits, Central
Region - Billing System Audit (page 16/17).

DOD COMMENTS: The GAO narrative appears to imply that DCAA was not aggressive in
pursning the potential fraud at this contrector. {t should be noted that the DCAA Investigative
Suppon Team was instrumental in assisting in this fraud investigation that resulted in recovering
more than $2.8 mitlion dotlars in a civil case serttement,

7. GAONARRATIVE: Cost Related Assignments (page 17).

DOD COMMENTS: GAO stated that the 32 cost-related assignments did not contain sufficient
testing to provide that and billing erors that might have
occurred were identified. 1t appears that the GAQ is holding DCAA 1o the GAGAS
requizements for these assignments even though the majority is not GAGAS-type andiis based on
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See page 76.

Agency policy. DCAA does not agree that alf of the 32 cost-related assignments contained
insuflicient testing, however, DCAA is continuing to assess the GAQO’s comments and will
develop an appropriate action plan.

8. GAONARRATIVE: Audilor abjectivity issues (page 20).

DOD COMMENTS: GAO stated that DCAA 's role in approving for participation in
l.he direct bilt program an i xo auditor objectivi y- which inclhudes being
in fact and ap when p: g sudit and The

GAO poted that GAGAS state that audit orgnmmrons should not authorize an entity’s
transactions or audit their own work. GAO further stated that DCAA s role in authorizing
contractors to participate in the direct bilf program places it in the position of making decisions
that impact its own workioad related to review of contractor invoices prior to payment.
Although not explicitly stated, the GAO seems to imply that when DCAA performs an audit of
the contractor’s bitling system (and potentially approves the contractor for the direct bill
pmgnm) wmle also having the responslbmty for approving interim vouchers, DCAA is

and it is auditing its own work. In addition, the GAQ
seems o xmply that DCAA’s objectivity is impaired and DCAA auditors may overlook findings
to reduce their workload by approving contractors for the direct bill program. DCAA disagrees
with both implications.

DCAA is not authorizing a contractot’s transaction or auditing its own work either when
it approves the contractor for direct bill or approves an interim voucher for payment. GAOAS
1.14 {GAD-03-673G) defines authorizing an eality’s transactions ss an example of performing
management functions or making management decisions. When DCAA approves a contraclor's
voucher for payment it is not acting on behalf of the {ie, a
management function) but acting as a representative of the Government in its role as an
independent external oversight arganization based on the authority provided for in DFARS
242.803. The contractor’s interim vouchers submitied to the Govemument for payment are
prepared by ployees and ized by

DCAA also does not believe that performing the function of an extemal oversight

's interim vouchers or approving the contractor for the
direct bill program places DCAA in the position of auditing its own work when it later audits the
contractor's billing system. These functions do not involve developing the contractor’s biliing
system policies and procedures and intemal controls. In addition, as staled above, DCAA also is
not involved in preparing the contractor’s vouchers. Thercfore, approving contractos’s inlerim
vouchers or approving the contractor for the direct bill program and subsequently auditing the
contractor’s billing system does not result in DCAA auditing its own work. Funhermore, DCAA
believes that its role in reviewing and approving interim vouchers falls within the category of
nonaudit services discussed in GAGAS A3.02 and A3.03 (GA0-07-731G) that do not impair
independence.

We also disagree that DCAA’s role in authorizing contractors to participate in the direct
bill program results in 2n impairment to independence because performing that function pleces
DCAA in the position of making decisions that impact its own workload. In our opinion the
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GAGAS independence standards do not preclude the auditor from performing such functions. In
fact, conclusions reached in many of the audits and other functions typicaily performed by
auditors have the potential to impact the audit organization’s workioad. For exampie, a qualified
or ndversc opinion on the company’s financial statements could prompt the company to replace

public (IPA} that d the audit; thereby negatively impacting
lhe IPA’s future workload and revenue. The GAO’s concerns are mitigated by the fact that
DCAA supervisars are actively invoived in all aspects of the audit including review and approvai
of the risk assesgment, interim reviews as needed, and a final comprehensive supervisory review
of the working papers and drafi report. Technical specialists may also review the risk assessment
and audit conciusion. In addition, field audit office managers review sensitive and high risk
sudits and may elevate them for regional management review prior to report issuance.

GAQ stated that DCAA had approved direct bilting on all but 2 of the 16 contractors they
reviewed. GAO reviewed 20 billing system audits covering 17 contractors, only 2 of those
contractors are still on direct bitling. It should also be noted that since July 2008, the number of
contractors on the direct bill program have been reduced by over 200 contractors.

9. GAONARRATIVE: DCAA's audit quality assurance program was ineffective (page 25).

See page 78. DOD COMMENTS: GAO stated that DCAA's audit quality assurance program was ot
pmperly 1mplemanled resulnng in an ineffective quality controi process that accepted audits
with si and Lt with GAGAS and DCAA policy. Wedo not

agree with the statement that the quality assurance process accepted audits with significant
deficiencies. As the GAO states in its report, the quality assurance reviews did identify
significant GAGAS noncompliances which they reported to the field audit office for corrective
action - they did not “accept” Whese audits. DCAA has recently made several i improvements 10
lhe quahty essurance program to inchude § ing the level of for

ping a ive action plan. The cuirent program requires the
Regional Director to ensure comective actions have been taken and ait corrective actions will be
tested by the Headquarters quality assurance staff to ensure the noncompliances have been
corrected.

10. GAONARRATIVE: DCAA lacks a risk-based audit planning approach (page 28).

See page 75. DOD COMMENTS: GAO stated that DCAA lacks a risk-based audit planning approach. We
do not sgree with this statement. DCAA has a risk-based contract sudit approach in identifying

resource requirements. DCAA performs annual audit requirements planning procedures to

establish staffing requirements based on its regulatory/statutory audit requirements and audit

risk.
11, GAONARRATIVE: Al ions about abusive actions have inued (page
323
DOD COMMENTS: The GAO states that ions about abusive actions have

continued. The report further states that “DCAA Headquarters officials explained that in several
cases, Western Region management has not agreed 1o take disciplinary or other available
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See comment 5.

See comment 6.

See comment 3.

comective action. The officials told us that DCAA hotline staff has no recourse in these
situstions.” The DCAA hotline group functions as a finder of fact, and they recommend
corrective actions. While it is true that the DCAA hotline group has no authority to take
disciplinary action itself or to require corrective action, any disagreement between the hotline
team and the region may be resolved by the DCAA Director or Deputy Director. The Western
Region management has agreed with the recommended actions provided by the hotline team ina
fina} formal report. Several cases are still in the investigative stage and although interim
recommendations may not have been adopted yet by the region, we fully expect the Westem
Region management to support the recommendations made in a final report.

12. GAONARRATIVE; increase authority and independence (Page 50).

: GAO stated that fegislation could strengihen DCAA '3 audit autherity by
providing the same level of access 1o records and personnel available 10 1Gs. GAO goes on to
state that currently, DCAA has access o cenain records related to cost-type contracts or thal
contain cost and pricing data, but not to contractor personne}. We do not agree with the
statement that DCAA does not have access to DCAA i with
contractor employees during ali phases of the audit, which include interviews, inquiry,
observation as welf as providing drafi audit resuits for comment and verification of factual
content.

13. GAQNARRATIVE: Independence Impairments, (Pages 60-61),

DOD COMMENTS: The GAO provides an example in this namtive section where the GAQ
contends that the ficld audit office experienced an access 1o records issue. The GAO concludes
that since the contractor inquired regarding the auditor's need for certain data, there was an
access 0 records issue. DCAA routinely encounters “push back” from contvactors, this does not
<constitute an access to records impairment if the auditor does not succumb to the pressure and
obtains the requesied data. The ficld audit office does not believe its sceess 1o data relating to
the training records was denied by the contractor as cited by the GAO. The contractor
subsequently provided the requested data to the auditor.

14, VE: Faiture to Design and Perform Procedures to Detect Fraud Risk
(Pages 64-66).

DOD COMMENTS: The GAO provides an exampie in this narrative section where the OAO
<contends the FAO manager and supervisor ordered an auditor to ignore significant fraud risks
during the audit. DCAA does not agree with this conclusion and has not been provided evidence
to support this assertion, It shonld be noted that the DCAA was instrumental in assisting in this
fraud investigation that resulted in recovering more than $2.8 miltion doflars in a civil case
senlement.
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Defense Procurement and Acquisition Policy (DPAP)
Coltatera} Action Officer's Comments on GAQ Drafl Report;
“DCAA Audits: Widespread Problems With Audit Quality Require i Reform”

Following are the DPAP’s. Collz(eml Acunn Officer's (CAO's) technical
regarding the Gi Office’s (GAO's) July 31, 2009
Draft Report GAQ-09-468 (GAO Code 195099) “DCAA Audits: Widespread Problems
With Andit Quality Require Significant Reform™.

1. Auditing in the Public Interest

The report, in part, impugns DCAA’s audits stating, “DCAA’s management
environment ... pu DCAA in the role of facilitating DoD contracting without also
protecting the public interest.™ Likewise, (he GAO mentions that the “DCAA mission
should be refocused to protect the taxpayer intevest ...” compared to the current mission
that “fostered the culture of supporting contracting officials .."2 Asaresult, the GAO
agrees with the Defense Business Board's recommendation Lo “revise DCAA’s mission to
focu; on protecting the interest of taxpayers, with the taxpayer as the primary customer

See page 78.

The report adopts a position that because DCAA is serving the interests of
Contraelmg Officers, that DCAA is not auditing in the interest of the public. DCAA isa
service organization created to pravide financial information, audits, and advice lo
suppon decision making by DoD Contracting Officers. DCAA serves the public interest
by providing timely and useful information to Contracting Officers. It is erroneous to
imply that contracting officers do not seek to protect the public interest.

The contracting officer is bound by regulation to meef the public interest in the
broadest sense, for the entire maiter surrounding a coniract. The contrecting officer, in
the award and administration of a contract, is the gavemmem oﬂicml respansible for
msunng that al} i of faw, tive orders, and all other

d including and app: . have been met. Any logic that
pfesumes that by focusing on supporting contracling omcnals DCAA somchow failed 1o
act in the public interest is flawed in our view. Someone trained and named in both faw
and regulation has to ook a1 the larger picture, and niot just the audit, if the public interest
is to be served—the contracting officer is thal person.

Numerous provisions of the Federal Acqmsmon Regulahcns {FAR), for i mslance
speak 10 the issue of alf members of the and
serving the public interest:

! Exccutive Summary

? page 34
11D
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See comment 7.

An essential consideration in every aspect of the Systern is maintaining the
public’s trust, Not only must the System have integrity, but the actions of
each member of the Team must reflect integrity, faimess, and openness.
The foundation of integrity within the System is a competent, experienced,
and wel-trained, ional A i each member of
the Team is responsible and accauntable for the wise use of public
resources as well as acting in a manner which maintains the public's
trusy. Faimess and openness require open communication among team
members, iniemal and exiemal customers, and the public. M

Specifically 1o contracting officers, FAR states:

Contracting officers are responsibie for ensuring performance of all
necessary actions for effective contracting, ensuring compliance wilh the
terms of the contracs, and safeguarding the interesis of the United States in
its comtractual relationships. In order to perform these responsibilities,
contracting officees should be aliowed wide fatitude to exercise business
judgment.”

By serving the interests of Contracting Officers well, DCAA does serve the public
interest. 1t is not one or the other as might be interpreted in the report.

2. Production Auditing

Throughout the report, the GAO implies and in some instances states that the
problem is “Production-Oricoted Auditing” and that audits have been rushed by
contracting officer requirements. This sets up a dichotomy between “quality” audits and
timely audits. We strongly wge the GAO to consider that an audit not delivered in time
to be useful, is of timited vaiue to the Government.

For example, a proposal review delivered after negotiation has staried and
decisions have already been made is of greatly diminished usefulness. Likewise, an
incurred cost review that is not completed in a reasonable period after the costs are
incurred loses ppo; pl of the and the
Govermnment leave, some records are lost or are placed in deep storage. Similarly,
business system reviews need to be issued while a problem is still subject to correction
before the fact o protect the Government's inlerests, not two and three years later.

Timeliness is a critical element of quality. Delays in award have consequences t0
the warfighter. Contracting officers are required to consider those consequences and
hence, they are very concemned that DCAA hes not been abie 1o consistently deliver

4 FAR 1.102-2 (cX(1) Performance sandards.

* FAR 1.602-2 Responsibilities
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timely reports and advice. The GAO has previously ized there are i
award defays:®

“Although federal regulations do not specify how long the contract award
process should take, the regulations state that the purpose of planning the
comtract award process is to ensure that the government obiains the needed
goods or services in the most effective, economical, and timely manner.
Therefore, written plans for carrying out the award process must include
milestones for completing the sieps in the process, such as when the agency
plans 1o solicit and evaluate Is and make the sward, Developing and
adhering to these schedules can help ensure that the depariment conducts
the process cfficiently and can help companies make informed business
decisions ing the ion of their and whether to
compete for a contract.™

“Delays in awarding contracts could increase costs. .. and could also affect
the willingness of companies (o compete for future. . .contracts....
Specifically, in addition to investing time and resources in developing
propasais, once 2 company submits a propasal. .. the company is generaily
required to ensure that the key personnel identified in the proposal
continve to be available untif the decision is made and the contract
awarded. ...Increased casts and the length of time it takes...to award a
contract also have the potential to affect competition for future. ., work."

GAO’s recogaition of this fact in the joned report, while i is
still a comparstively limited view of imeliness compared 10 a contracting officer’s point
of view. A contracting officer knows that delays can impact funding decisions and
disrupt program management plans. Conleacts are often interrelated and codependent,
such that a delay in awarding one contract can defay an entire system and put off Gelding
dates, with i and ing through a range of other contracts and
plans, and might ultimately result in mission failure. The contracting officer, also by
regulation, has 10 consider and respect the opinions of other specialists thal he works
‘with, and not jusi that of the auditor. A good audil in time is better than an exwaordinary
audit that is latc and never used. An audit is a tool the contracting officer uses to
negotiate and administer a contract, but in order to realize the benefits of the auditor’s
work, the audi must be timely.

3. Generally Accepted Government Auditing Standurds (GAGAS)

See comment 8. As the GAO correctly points out, DCAA performs most of its audits and reviews
in conformance with GAGAS. We believe that for some reviews and financial advice
provided by DCAA, it is possible that it may not be necessary to provide a fully
conforming GAGAS audit report to support certain coatracting officer functions (e.g.,

* GAO-06-722, DOE CONTRACTING, Better Performance Measures and Management Needed to Address.
Delays in Awarding Contracts, lune 30, 2006

Enclosure 5
Page3of 5
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See comment 9.

See page 74.

See page 75.

providing an itestation review rather than a financial audit). DCAA should use auditing

dards and i that produce i i ion that can be relied upon by
the contracting community in the awarding and administrating of contracts. However, we
believe that al} types of DCAA reports and reviews should be examined io determine if
1he standerd being applied and reported by DCAA is the appropriate standard given the
requirement causing the audit or review (o be performed.

4. Staffing

While the report ciles exampiles of poor quality audits and some poor decisions
made by DCAA management, most would seem to be heavily influenced by fack of
adequate staffing, Based on cur discussions with ing officers, and
auditors, some and possibly most of the reductions in audit scope and responsiveness by
DCAA is a direct result of the staffing drawdown while workload increased. Until the
siaffing issues are resolved, it will not be possible for DCAA to perform at the level of
quality and efficiency that is desired. ilding the DCAA while a chatl
can and must be dooe. The workforce build-up will require years of effort to hire and train
the staff required to do the work envisioned by the GAQ audit.

5. Placement of DCAA in the Execative Branch

The report raises the question of DCAA'’s placement within DoD o the Executive
Branch. Cwrently DCAA performs most of the contract auditing functions within the
Executive Branch. Even if DCAA performed the remaining contract audits it cumrently is
ot performing, DoD would remain by a large factor the majority user of the DCAA
services. We do not believe that any usefu! purpose would be served by moving DCAA
outside DoD. DoD has the most vested interests in 3 wef! functioning DCAA.

In our view, in reporting to the Comprotier, DCAA is insulated from direct
influence from contract and conuact administration offices. For similar
reasons DCMA is in the AT&L chain of command to insulate it from pressures it might
have placed on i, if it were in the same chain of command as the procureraent offices.
The Comptroller is in the best position fo understand the DCAA requiremenis while
maintaining its independence from the audit report users.

6. Risk Based Auditing

According 1o the DCAA Contract Audit Manual’, all audit planning is risk based.
‘This applies 10 both the annual planning for types of audits and stall requirements as well
as for the planning of specific audits. The Audit Manual is quite clear that the final
budget set for the assignment is 1o be based on the circumstances and risk attached to the
assignment being planned. Further, it aiso clearly sets out that as circumstances change
o the risk is found to be different than considered during the planning stage, that budget
changes should be made.

"Chapter 3, Section 100

Encloswre 5
Page 4 of 5
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We are faced in the GAO report with the finding that budgeted hours do not
reflect the risk and that changed risk found during the field work has not resulted in
changed budgets. This is obviously not a poficy matter of DCAA not doing risk-based
auditing, since the findings arc clearly at odds with the DCAA policy. We believe that
1he failure to fottow the policy is a resul! of staffing constraints that mede it impossible
for DCAA to perform ail the assigned review requirements to the standards expecied.

7. Direct Billing
See page 76.

This GAO draft report scems to misunderstand the Direct Billing program and the
problems noled in DCAA administration of voucher reviews. Direct Billing approval was
not designed to reduce review of vouchers. It was designed to administratively take
advantage of technology to better process vouchers in an efficient manner and fo better
comply with the Prompt Payment Act. In appropriate circumstances using risk-based
analysis of contractor past performance and the quality of its business systems, contractors
were 10 be aflowed to be paid before review of vouchers instead of requiring review of the
vouchers before payment.

‘The nature of the review program for any given contractor should not have
changed due to placement on Direct Bitling, The DCAA guidance requires voucher
reviews of ali contractors every year that the contractor has Direct Billing authority.
Where DCAA believed based on past perfarmance or poor systems that there was a
significant chance of improper bifling, the contractor was not to be inciuded in the Direct
Billing program. The review program for the contractors sheuld have been the same as it
would have been based on nisk factors even if there was no Direct Billing program.

The problem with voucher reviews both before the Direct Billing program and
after the initiation of the program is that DCAA did not have sufficient staff to perform
the reviews required by the risk-based analysis. New contractors ard problem coatractors
should have voucher reviews before payment just as required by DCAA policy.
Established contractors with adequate past performance should have vouchers reviewed
after payment using a reasonable plan tailored to the contractor’s circumstances just as
required by DCAA guidance. Changing the decision authority for participation in Direct
Billing should have no impact on what vouchers are reviewed. Taking a contractor off of
the program does not ensure that the vouchers wiil be properly reviewed prier to payment
if there is not sufficient stafT to perform the reviews.

Enclosure 5
Page 5 of 5
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The following are GAO's comments on the U.S. Department of Defense
letter dated September 4, 2009.

GAO Comments

1. Rescinded reports. DOD stated that we were incorrect in stating that
about half of the rescinded reports relate to unsupported internal control
reports. DOD is correct. Of the 80 rescinded audit reports, 24 (31 percent)
relate to unsupported opinions on contractor internal controls, 47 (61
percent) relate to forward pricing reports, and 6 (8 percent) relate to
defective pricing, compliance with cost accounting standards, and a labor
floor check. We have corrected this information in the body of our report.

2, Central Region billing system audit. DOD stated that the DCAA field
audit office does not believe that it intentionally delayed issuance of the
report to allow the contractor to correct the system. Audit documentation
clearly shows that the auditors monitored the contractor’s actions for 7
months and issued the audit report 9 months after the exit conference,
once the contractor had prepared “written desk procedures to ensure
liquidation progress billings would be handled correctly.” Opinions should
be based on the findings at the end of the audit, and reports shouid be
issued when the audit is completed.

3. Central Region billing system audit during frand investigation.
DOD stated that our report appears to imply that DCAA was not aggressive
in pursuing the potential fraud at this contractor and noted that the DCAA
Investigative Support Team was instrumental in assisting in the fraud
investigation that recovered over $2.8 million in a civil case settlement.
The audit documentation shows that the Regional Audit Manager, in the
presence of the field office manager and the supervisory auditor, directed
the auditor not to pursue contractor charges of costs to future-year,
unfunded contract lines and to forget what she learned in her previous
DOD contract administration job where she had been responsibie for
reviewing similar types of contracts. In addition, after reassignment of the
first supervisor, the second supervisory auditor instructed the auditor to
stop “over documenting” her audit, to complete the assignment, and issue
the report. Moreover, the DCAA auditors who investigated the fraud
worked with the Army Criminal Investigative Division special agent and
Department of Justice Attorneys, not the DCAA field audit office. Finally,
we did, in fact, discuss additional docurentation we received from the
investigative auditors with DCAA headquarters officials and provided
them a summary of the key audit-related issues that we obtained from the
investigators.
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4, Insufficient testing in cost-related assignments. DOD stated that it
appears that GAO is holding DCAA to the GAGAS requirements for these
assignments even though the majority of these audits are not GAGAS-type
audits. As discussed in our report, DCAA does not consider its paid
voucher reviews and overpayment assignments to be GAGAS assignments.
However, this is important work intended to assure the reliability of
contract payments. Specifically, DCAA paid voucher reviews are relied on
for making billions of dollars in continuing contract payments without
prior review by the government. The Defense Finance and Accounting
Service (DFAS) relies on DCAA voucher reviews, and DFAS certifying
officers do not repeat review procedures they believe were performed by
DCAA. Because paid voucher reviews constitute a payment audit, they
require sufficient testing to support reported DCAA conclusjons that the
government can rely on contractor controls over preparation of interim
vouchers to continue to make contract payments without prior review. In
addition, DCAA’s overpayment audits are intended to determine whether
the contractor has adequate controls in place to detect and correct causes
of overpayments and billing errors and make timely refunds and
adjustments. The limited testing we observed in our work does not
provide the intended assurance.

5. Increase authority and independence. DOD stated that it did not
agree with our statement that DCAA does not have access to contractor
personnel. The discussion in our report is based on DCAA’s authority in 10
U.8.C. 2313(a)(B)(2), which gives DCAA legal access to certain contractor
records but not access to contractor personnel. Further, DCAA subpoena
authority in 10 U.S.C. 2313(b) is specific to the production of contractor
records that DCAA is authorized to audit or examine and does not cover
contractor personnel. We agree that in practice, DCAA auditors have
numerous ongoing discussions with contractor personnel. However, if a
contractor official refuses to talk to an auditor, DCAA does not have legal
authority to compel contractor officials to meet with or talk to DCAA
auditors. Our point is that under authority similar to the IG Act, DCAA’s
authority to interview contractor officials would be enhanced.

6. Independ. impain ts. DOD stated that DCAA routinely
encounters “push back” from contractors and that the DCAA field office
subsequently received training records from the contractor. We recognize
that the field office received some training records from the contractor.
However, we saw a pattern throughout this audit where the auditor limited
requests for contractor documentation and also performed little or no
testing in various areas because “the contractor would not appreciate it” if
he did more testing. The audit documentation shows that the auditor
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performed limited testing of selected billing clerk training. Additionally,
documentation on testing of the contractor's review of subcontractor
costs shows that although the auditor should have tested cost data for
three of the top five subcontractors, the auditor asked the contractor to
“provide a list of the top 3-5 subcontracts, including subcontract values....
Three subcontractors would be fine.” This indicates that the auditor not
only accepted data the contractor was willing to provide for testing, but he
also let the contractor select the data to be used for testing. The auditor
then tested costs of only one subcontractor. The pattern of backing off on
requests for documentation and limiting the extent of testing based on
concerns about the contractor’s reaction indicates that the auditor was
influenced by the contractor and limited his audit procedures as a result—
a clear independence impairment. DCAA rescinded the audit report on
February 10, 2009.

7. Production auditing. USD AT&L comments suggest that there is a
trade-off between audit timeliness and audit quality. We view both quality
and timeliness as critical to effective contracting officer decision making.
However, timely audits that do not meet professional standards are not
quality audits and could be misleading or impair important contract
decisions. For example, our audit identified three contractor internal
control audits—an accounting system audit and two billing system
audits—that were completed in 9, 13, and 15 days, respectively—all with
adequate opinions on the contractor’s internal controls. Apparently, the
contracting officers involved thought these audits were timely and met
their needs because there was no audit documentation to the contrary.
However, in response to our work, DCAA has rescinded all three of these
audits. USD AT&L comments also stated, “A good audit in time is better
than an extraordinary audit that is late and never used.” Qur report did not
call for extraordinary audits. DOD has determined that certain DCAA
audits should comply with professional standards. When audit
organizations state that their audits comply with professional standards,
they must follow these standards. Further, until DCAA and AT&L address
the need for DCAA to perform 30,000 assignments and issue over 20,000
reports annually, DCAA will continue to face audit quality and timeliness
problems.

8. Contract audits in conformance with GAGAS. USD AT&L states
that it believes that for some reviews and financial advice provided by
DCAA, it is possible that it may not be necessary to perform GAGAS work
to support certain contracting officer functions. We agree. As discussed in
our report, a risk-based audit approach may require an appropriate
delegation of nonaudit contract administration activities and audit
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responsibilities among DCMA, buying commands, finance community, and
DCAA. An effective risk-based approach would include an effort by these
communities to re-evaluate whether all such services should be provided
as audits and whether DCAA, as an independent audit organization, would
perform any nonaudit services.

USD AT&L also stated that DCAA may be able to support contracting
officer functions through an attestation review rather than a financial
audit. However, DCAA does not perform financial audits. Instead, DCAA
performs examination-level attestation audits and reports conclusions and
opinions on subject matter as a whole. Examinations provide the highest
level of assurance, and they must be based on sufficient evidence, often
referred to as positive assurance work. For an attestation review, GAGAS
require auditors to perform sufficient testing to form a conclusion based
on the work performed. It is important to note that GAGAS prohibit
auditors from performing review-level attestation work for reporting on
internal control or compliance with laws and regulations.

9, DCAA staffing. USD AT&L stated that “the [DCAA] workforce build-up
will require years of effort to hire and train the staff required to do the
work envisioned by the GAO audit.” We did not call for a build-up of the
DCAA workforce, Instead, we noted that DCAA production metrics had a
direct impact on audit quality. Therefore, it will be important to perform a
risk-based analysis of FAR requirements and determine the mix of audit
and nonaudit services that will best meet these requirements with
consideration of appropriate roles and responsibilities of the contracting
and finance communities.
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 AAMY NAVY Di

E
ARLINGTON, VIRGINIA 22202-4704

Stp
Gregory D. Kutz 3 209
Managing Director
Forensic Audits and Special Investigations
Government Accountability Office
441 G Swreet, NW
Washington, DC 20548

Re: GAO Draft Report, “DCAA AUDITS: Widespread Problems with Audit Quality
Require Significant Reform,” dated July 31, 2009 (GAO Code 195099/GAQ-09-468)

Dear Mr. Kutz:

Thank you for the opportunity to respond to the subject draft report. We recognize the
critical role that the Defense Contract Audit Agency {DCAA) plays in contractor aversight
inside and outside the Department of Defense, and we take very seriousty concems about
compliance with penerally accepted government auditing standards (GAGAS) by DoD audit
organizations,

Our narrative response {0 your recommendations are included at Enclosure 1. As sn
alternative to the recommendation that this office rescind or modify our May 2007 External
Review of the DCAA Quality Control System opinion report, we instead notified DCAA on
August 24, 2009, that our May 2007 “adequate” opinion on the DCAA system of quality
control would expire an August 26, 2009 (See Enclosure 2). On the basis of our action,
DCAA hag begun to qualify its GAGAS pliant audits with a noting an
exception to compliance with the Quality Control and Assurance Standacd. In addition, it
was recommended that DCAA publicly disclose the concerns of your offics to include
questioning the reliability of audit reports issued during the period covered by our May 2007
opinion. Our August 24, 2009, memorandum to the DCAA will be made public upon the
release of your report.

Please contact Ms. Caroiyn R. Davis at (703) 604-8877 if you have any questions,

Sincerely,
Condon S. Q’W
Gordon S. Heddell
Enclosures:
As stated
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GAOQ DRAFT REPORT DATED JULY 31, 2009
GAO-09-468 (GAO CODE 195099)

“DCAA AUDITS: WIDESPREAD PROBLEMS WITH AUDIT QUALITY REQUIRE
SIGNIFICANT REFORM"

DEPARTMENT OF DEFENSE INSPECTOR GENERAL COMMENTS
TO THE GAO RECOMMENDATIONS

RECOMMENDATION 1: The GAO recommends that the Department of Defense
Inspector General (DoD IG) reconsider its overall conclusions in the May 2007 DoD IG
report on the audit of DCAA’s quality control system in which it reported an adequate
{“clean™) opinion on DCAA system of quality controt in fight of the sesious deficiencics
and [indings incfuded in that report and the additiona} evidence identified in our audit.
{Page 57/GAO Droft Report)

DODIG RESPONSE: Concur,

RECOMMENDATION 2: The GAO recommends that the Department of Defense
Inspector General based on the above, determine whether the report should be reseinded
or modified, (Page 57/GAO Draft Report)

JODIG RESPONSE: N In 1o your dation that we
rescind or modify our May 2007 External Review of the DCAA Quality Control System
opinion report, we have taken an alternative action that conforms to the intent of your
recommendations. The DoD IG has taken the extraordinary action of notifying DCAA
that our “adequate” opinion on DCAA’s system of quality control as detailed in the
May 2007 External Review of the Defense Contract Audit Agency (DCAA) Quality
Contro} System report will expire as of August 26, 2009 (See Enclosure 2),

Our action recognizes that our May 2007 report was based upon a quality review
hodology that differed ially from your audit, but acknowledges that additional
concerns about DCAA quality controls must be addressed. On August 5, 2009, we
announced a project under the title “Evaluation of the Defense Contract Audit Agency
Quality Assurance Program” (Project No. D2009-DIPOAC-0283), The resuts of this
evaluation will be used in formuleting our next opinion on the DCAA external quality
control system for the period ending September 30, 2009. The overall opinion will take

Enclosure |
Page 1 of 2
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into ideration repeated 1 with G Auditing Standard:

identified in our May 2007 and December 2003 opinion repoxts on the DCAA quality
control system. By not rescinding our May 2007 repori, we can also use the repeat
deficiencies in formulating our next opinion,

Placing an expiration date on the opinion means that after August 26, 2009, DCAA
will be operating without an opinion on its system of quality control, We have
recommended to the Director, DCAA, that her agency immediately begin to qualify its
GAGAS-compliant audits with a modified GAGAS noting an ion to
coinpliance with the Quatity Control and Assurance Standard. Additionally, we have
recommended that DCAA publicly disclose on its official website your concerns,
including the questioning of the reliabifity of audit reports issued during the period
covered by this office’s May 2007 opinion.

QOur May 2007 report and the GAQ July 2009 draft report focused on the period
ended September 30, 2006.  believe it is paramount that we move forward and critically
analyze the existing DCAA envi its izati ¥ , and the quality
of its recent sudit work. Given the critical mission of DCAA, we plan to focus our
attention and resources on a current analysis to yield real-ti ffecti dati
to improve DCAA audit quality.

Enclosure |
Page20f2
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE AUG 2 4 2003
ARLINGTON, VIRGINIA 22202-4704

MEMORANDUM FOR DIRECTOR, DEFENSE CONTRACT AUDIT AGENCY

SUBJECT: Review of the Defense Contract Audit Agency Quality Control System (OIG
Report No. D-2007-6-006) and GAO Draft Report, “DCAA Audits:
Widespread Problems with Audit Quality Require Significant Reform”
{GAO-09-468)

Our May 2007 External Review of the Defense Contract Andit Agency (DCAA)
Quatity Controf System provided DCAA with an adequate opinion on its internal quality
control syster while still identifying signi audit quality probl However, our
significant findings in 2007 coupjed with the results of the July 2009 Govemment
Accountsbility Office (GAQ) draft report, “DCAA Audits: Widespread Problems with

Audit Quality Require Significant Reform* (GAQ-09-468), necessitates that we lake
further action. We have determined that it is not prudent to alfow the adequaie opinion
from our May 2007 report to carry forward. Therefore, cffective Auguat 26, 2009, our
adequate opinion will no Jonger apply to the DCAA system of quality controf and will
require further actions on your part. Specifically, we recommend the following be
implemented immediately:

1. After August 26 2009, all DCAA audits identified as being in compliance with

auditing standard. (GAGAS) must be qualified

with a modift 4 GAGAS noting an i i with the
Quatity Control and Assurance standard.

~

. DCAA should publicly disclose on the DCAA website GAO’s concems regarding
the reliability of DCAA audit reports issued during the period covered by this
office’s May 2007 apinien.

As requested by your Tuly 30, 2009, letter to my office, we have started preparing
for the externa quality confrol review (“peer review”) of DCAA for the period ending
September 30, 2009. On August 5, 2009, we aunounced that project under the title
“Bvafuation of the Defense Coniract Andi¢ Agency Quality Assurance Program” (Project
No. D200%-DIPOAC-0283.000). The results of this evaluation will be used in
futmulaung our overall opinion of the DCAA quality cmtmi system. The overalf
opinion will also take into ideration repeated with G
Auditing Standards identified in onr May 2007 and December 2003 opinion reports on
the DCAA quality controf system.

Enclosure 2

Page 146 GA0-08-468 DCAA Audit Environment

13:37 Apr 18,2011 Jkt 053841 PO 00000 Frm 00288 Fmt6601 Sfmt6601 P:\DOCS\53841.TXT SAFFAIRS PsN: PAT

53841.254



VerDate Nov 24 2008

285

Appendix V: G from the D
of Defense Inspector General

This action is necessary to maintain the integrity of this office’s oversight
responsibilities for audits conducted by Department of Defense agencies. This
memorandum is being distributed to the recipients of our May 1, 2007, opinion report,
and will be posted with the May 2007 opinion report on cur DoDIG website.

Pilease contact me or Mr. Charles W. Beardall at (703) 602-1017 or
Ms. Carolyn R. Davis at (703) 604-8877 if you have any questions.

Gollen X 2022

Gordon S. Heddell

cc: Under Secretary of Defense
(Comptroller)/Chief Financial Officer

Enclosure 2

(195099)
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