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CHARTING A PATH FORWARD:
THE HOMELAND SECURITY DEPARTMENT’S
QUADRENNIAL HOMELAND SECURITY
REVIEW AND BOTTOM-UP REVIEW

WEDNESDAY, JULY 21, 2010

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY AND
GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:06 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber-
man, Chairman of the Committee, presiding.

Present: Senators Lieberman, Kaufman, Collins, Brown, McCain,
and Voinovich.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. The hearing will come to order. Thanks
very much to everyone for being here. In particular, welcome, of
course, to the Deputy Secretary of the Department of Homeland Se-
curity (DHS), Jane Holl Lute.

In the 9/11 Recommendations Act of 2007, Congress mandated
that the DHS carry out a Quadrennial Homeland Security Review
(QHSR) as a way to develop and update strategies for homeland se-
curity within the Federal Government and ensure that the Depart-
ment’s programs and activities were aligned with that homeland
security strategy. The Act required that the initial QHSR be pro-
vided to Congress by the end of 2009.

The QHSR was modeled on the Quadrennial Defense Review
(QDR) that was put in place in the 1990s to ensure that the leaders
of the U.S. military would focus on emerging national security
threats, that to some extent the requirement to do the QDR would
force them to look above the pressing events of the day, over the
horizon to the challenges that were ahead, and then to develop and
present to Congress and the public the strategies and resources to
counter them.

The QHSR report, which was completed in early February, and
the follow-on Bottom-Up Review (BUR) report, which was com-
pleted and issued just a few weeks ago, are meant to serve the
same purpose for homeland security. They have the potential, I
think, to be the catalyst for ongoing transformation and improve-
ment of the Department, as well as across our entire homeland se-
curity community outside of the Department, and in that sense, we
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are very fortunate to have Ms. Lute with us because I know that
she oversaw these two reports.

This morning we want to hear about the results of the process,
including the impact that it is having on strategic planning more
broadly within the Department and at other homeland security
agencies.

I would like to hear about the steps that will be taken to imple-
ment the initiatives described in the BUR report, including how it
will impact the Department’s budget priorities in future years and
how the Department intends to work with Congress on 1nitiatives
that may require statutory changes.

Forty-four initiatives are described in the BUR report, in areas
such as information sharing, management integration, DHS re-
gional alignment, and the organizational framework for cybersecu-
rity. In fact, cybersecurity, in a noteworthy change, has now made
its way into the top five mission areas of the DHS, and I applaud
that placement because that is exactly where I think it belongs.

The Bottom-Up Review is also a broad narrative of the Depart-
ment’s key missions—I will say for myself too broad at least in its
first iteration and various of its parts—and its goals for improving
those missions, which sometimes in the report seemed too vague to
me as I read them. I hope, Ms. Lute, that you will be able to de-
velop those in some more detail today and in follow-on documents.

When Congress created the Department of Homeland Security
out of 22 different Federal agencies in 2002, we knew it would take
time for it to mature into a cohesive agency that could focus its
many parts on its two main missions, which are to take the lead
in our Nation’s fight against the Islamist terrorists who attacked
us on September 11, 2001, and also to be able to respond better to
natural disasters. I think overall, as I have said here many times
before, the Department has done very well at achieving those mis-
sions, but it still has a way to go as we all acknowledge.

The QHSR and the BUR are important steps on the path to
achieving that goal, and I have questions that I am going to ask
about that.

I do want to say that we hold this hearing against the backdrop
of a series of articles that has been in the Washington Post called
“Top Secret America” that examines the new institutions and pro-
grams created after September 11, 2001, particularly focused on in-
telligence, but also including the Department of Homeland Secu-
rity. So it makes this oversight of the QHSR and the BUR particu-
larly timely.

I think the Washington Post series has raised important ques-
tions about the big changes in our government since September 11,
2001. For instance, is too much of our war against the terrorists
who attacked us on September 11, 2001, being outsourced to pri-
vate contractors? That is a big question raised by the Washington
Post series; it is one that has been of concern to this Committee
for some significant period of time, actually going back to October
2007, when we held a hearing on the Department’s reliance on con-
tractors. At that hearing, the Government Accountability Office
(GAO) presented the results of a review that they conducted at the
request of Senator Collins and myself. We have consistently
pressed the Department on this issue in the context of our over-
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sight of specific programs since then, such as SBInet and cyber
functions, for example, where there continue to be a significant
number of private contractors involved. The former Under Sec-
retary for Management, Elaine Duke, I think, tried to dig into this
issue toward the end of the last Administration but did not get
very far, and I am not sure she had much support from people
above her.

I am pleased to say that it does seem to me that a serious review
of the contractor workforce is underway now under Secretary Janet
Napolitano and Deputy Secretary Lute. At a briefing in December,
we heard for the first time that DHS is trying to quantify the num-
ber of contract employees. The numbers that we have received are
really quite remarkable. At an oversight hearing on this question
a while ago, I was shocked to hear the number 200,000 contract
employees that are working for the Department of Homeland Secu-
rity, as compared to 188,000 full-time civilian employees.

After that hearing, Senator Collins and I wrote to Secretary
Napolitano to ask for a more detailed breakdown on the contractor
workforce so we could determine whether those contract employees
were doing inherently governmental work in violation of the law.
It is hard to imagine with so many that some of them were not,
and I think we have to face that problem and deal with it so that
the reality comes into conformance with the law.

While we have been assured repeatedly by the Department that
a review is underway, we still, as of this morning, do not have a
timetable for when that review will be complete or a specific break-
down at the program level of the current full-time employee to pri-
vate contractor ratios.

I hope, Ms. Lute, that you will be able to help us answer some
of these questions today, and if not today, then as soon as possible.
In my opinion, a lot of the growth of the homeland security and in-
telligence community of the U.S. Government after September 11,
2001, was necessary, and I do not know if the series in the Wash-
ington Post intends to say that the system is out of control, but I
do not find from my inquiry that it is out of control, both because
of the creation of the Department, which is exercising management
and coordination authority, and also in the intelligence area be-
cause of the creation of the Director of National Intelligence who
is doing the same.

But there has been a lot of growth, and it has happened quickly.
It is part of why we have been relatively fortunate since September
11, 2001, that, thank God, and thanks to all the employees of the
government who have helped us do that, we have not been hit
again with anything like September 11, 2001. But the facts in the
Washington Post series, and all that we have been working on over
the last 3 years here in the Committee, say that we cannot just let
the machine operate without control from the Executive Branch
and oversight from the Legislative Branch so that we are sure that
we are spending taxpayer dollars in a cost-effective way.

I look forward to discussing this and all the other topics that the
QHSR and the BUR raise with you this morning. I appreciate your
being here.

Senator Collins.
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OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman. Thank you for hold-
ing this hearing on the need to establish clear priorities for the De-
partment of Homeland Security, the Federal entity created to help
protect our country from terrorism and other threats.

As has been stated many times, if you try to protect everything,
you end up protecting nothing. So it is incumbent upon the Depart-
ment, particularly when budgets are tight, to set detailed priorities
to improve the preparedness and security of our Nation.

The Department’s Quadrennial Homeland Security Review is a
good first attempt to outline strategic homeland security missions
and goals. Yet, the Department itself acknowledged that the QHSR
was incomplete, so it then conducted a follow-on review. As the
Chairman has indicated, this assessment, known as the Bottom-Up
Review, was intended to set priorities for security initiatives and
reorganization at the Department.

While I appreciate the Department’s effort to undertake such a
comprehensive analysis, the results are disappointing. Indeed, the
two reviews simply do not compare to the level of analysis and
planning that goes into the Quadrennial Defense Review and sup-
porting documents. Let me give an example.

In the QDR and in the Navy’s shipbuilding plan, the Department
of Defense outlined specific measurable goals, such as a 313-ship
Navy. The 30-year shipbuilding plan includes a force structure,
construction plan, funding assumptions, and a specific articulation
of the risk inherent in the force projections. By comparison, the De-
partment of Homeland Security’s reviews amount essentially to
high-level strategy documents that provide little in the way of con-
crete goals or the actions needed to achieve them.

For example, the Department of Homeland Security reviews set
some goals to eliminate unnecessary duplication, to decrease oper-
ational inefficiencies, and to promote cybersecurity. But without
specific measurable plans, how can Congress hold the Department
accountable for meeting these goals?

In these documents, the Department highlights the critical need
to address the threat of a cyber attack and indeed lists cybersecu-
rity as one of five strategic “pillars.” I agree with that priority, but
that seems inconsistent with the President’s budget request for fis-
cal year 2011, which cut the Department’s cybersecurity budget by
$19 million. How can the Department shoulder even the general re-
sponsibilities of an entire pillar while cutting the associated budg-
et? The documents do not explain that contradiction, nor do they
outline how the Department plans to do more with less.

As co-author with the Chairman of a comprehensive bipartisan
cybersecurity bill, I am disappointed that the Department’s reviews
do not identify the authorities and resources that DHS will need
to enhance its cybersecurity capabilities. The legislation this Com-
mittee approved last month would fill that gap.

The Bottom-Up Review also fails to provide any specificity, as
the Chairman has indicated, on how the Department will reduce its
troubling overreliance on contractors. This is a concern that I have
raised repeatedly with the Secretary, as has the Chairman and
other Committee members. As the Washington Post investigation
revealed, six out of 10 employees at the DHS Office of Intelligence
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and Analysis (I&A) are from private industry. This is on top of the
revelation that an astonishing 50 percent of the DHS workforce are
contractors. This is unacceptable.

Now, let me emphasize that I recognize that contractors play an
important role in augmenting the Federal workforce in helping to
meet a one-time need, but they cannot displace the need for perma-
nent, well-trained government employees.

But what does the DHS report say about this? Simply that “DHS
will continue to build on contractor conversion efforts at an even
more aggressive pace.” That is not a plan. It is simply a platitude.

Like a compass, the QHSR should aid the Department in align-
ing its budget requests with homeland security priorities, and in
turn, these priorities would help Congress evaluate the President’s
budget request against measurable goals. The reviews that the De-
partment has presented to Congress accomplish none of these
tasks. They do not include a budget plan for the Department, nor
do they assess how the organizational structure can better meet
the national homeland security strategy.

I also have to mention an issue that the Chairman and I have
mentioned repeatedly about documents presented to the public and
our Committee. The QHSR slights the strategic threat posed by
violent Islamist extremists by refusing to call that real and present
danger what it is. This is ironic considering that the introduction
to the QHSR discusses the Christmas Day attack, an attack con-
ducted by a violent Islamist extremist. The review does not ref-
erence “violent Islamist extremism” or any variation of that phrase
in the entirety of its 108 pages, and it refers to “homegrown ex-
tremists” only once. That is astonishing given the alarming in-
crease in the number of homegrown terrorist plots last year. In
sharp contrast, the October 2007 National Strategy for Homeland
Security uses the word “Islamic” 15 times and the word “home-
grown” eight times.

The Bottom-Up Review fails to describe how the Department will
confront the threat of home-based terrorism. If DHS does not ac-
knowledge in a forthright way the nature of the threat or explain
how the Department intends to counter it, it is impossible for Con-
gress and the American people to judge the Department’s counter-
terrorism plans and whether they are adequately reflected in its
budget and priorities.

I look forward to hearing more from the Department’s Deputy
Secretary about how more concrete and actionable plans will be de-
veloped. That planning is essential to improve the efficiency of de-
partmental operations and to build sensible budget plans. Only
then will the time and effort—and I recognize there was tremen-
dous time and effort put into these projects—spent on these re-
views pay dividends in the form of a usable road map to better pro-
tect the American people.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you very much for that statement,
Senator Collins.

Ms. Lute, again welcome. Thanks for all your good work for our
country, and we look forward to your statement now.
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TESTIMONY OF HON. JANE HOLL LUTE,! DEPUTY SECRETARY,
U.S. DEPARTMENT OF HOMELAND SECURITY

Ms. LUTE. Thank you very much, Mr. Chairman, Ranking Mem-
ber Collins, and Members of the Committee. I am happy to be here
today to discuss the Department’s Quadrennial Homeland Security
Review and the Bottom-Up Review and, in particular, how the De-
partment of Homeland Security plans to implement the initiatives
set forth in these two efforts.

As you know, and as you have pointed out, the submission of the
QHSR report to Congress earlier this year marked an important
first step in a multi-step process to examine and address funda-
mental issues that concern the broadest perspective of what is
called the homeland security enterprise.

The Bottom-Up Review was initiated in November 2009 as an
immediate follow-up to complement the work of the QHSR with the
aim to align the Department’s programmatic activities and organi-
zational structure with the broader strategic and mission direction
identified in the QHSR. The BUR report itself reflects that endeav-
or and represents an intermediate step between the QHSR report
and the President’s fiscal year 2012 budget request and future
years, which will propose specific programmatic adjustments based
on the QHSR strategic framework.

The QHSR resulted in the articulation of a strategic framework
and a positive, forward-looking vision for homeland security. In-
deed, one of the initial challenges that we faced is that while home-
land security had broad and widespread and extensive name rec-
ognition, brand recognition, there was less of a handle on what it
meant to talk about a secure homeland. The QHSR lays out a vi-
sion for homeland security that says, very simply, we are trying to
build a safe, secure, and resilient place against terrorism and other
hazards where the American way of life, interests, and aspirations
can thrive.

Informed by this conception of homeland security that is a posi-
tive, forward-looking vision, the report also places emphasis on the
fact that it takes an enterprise, the homeland security enterprise,
a more complete and comprehensive understanding of the home-
land security threats, and the need to achieve balance across the
efforts related to security, resilience, and the important elements
of customs and exchange.

The QHSR strategic framework grounds homeland security, the
achievement of this vision, in the accomplishment of five missions,
and those missions are: Preventing terrorism and enhancing secu-
rity; securing and managing our borders; enforcing and admin-
istering our immigration laws; safeguarding and securing cyber-
space; and ensuring resilience to disasters. We believe that if we
achieve these five missions and execute these five mission sets, we
will go a long way toward achieving a safe, secure, and resilient
place where the American way of life can thrive.

The Bottom-Up Review is the second major step of a three-part
process that began with the QHSR. The BUR began with an activi-
ties inventory of all of the things the Department does on a daily
basis. Of the 230,000 people that comprise the Federal workforce

1The prepared statement of Ms. Lute appears in the Appendix on page 33.
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of the Department of Homeland Security, 225,000 of them are in
the operating agencies. This is an operating Department. What do
we do every day? And how do those activities every day contribute
to the five missions we have identified as essential to building a
safe, secure, and resilient place for the American way of live to
thrive?

The BUR went beyond this taxonomy of the activities inventory
and resulted in a clear sense of priorities across three main cat-
egories: One, how do we enhance our mission performance in the
five areas I laid out? Two, how do we improve the way we run our-
selves? And, three, how do we increase accountability for the re-
sources that have been entrusted to us?

We have laid out a number of priorities in the Bottom-Up Re-
view, and these are priorities that we believe should be imple-
mented by the Department over the coming quadrennial. This is a
4-year list of priorities. We will not accomplish all 44 of the initia-
tives and enhancements in fiscal year 2012.

Several key themes emerged out of the QHSR and the Bottom-
Up Review process. All of these are set forth in the Executive Sum-
maries of the two reports, but I want to emphasize a few things
that the QHSR and the BUR processes have brought forward.

First, an emphasis on the importance of the resilience of individ-
uals and communities to our Nation’s security.

Second, as the Ranking Member mentioned, the promotion of cy-
bersecurity as a key homeland security mission.

Third, the recognition in a set of strategic documents that home-
land security is a shared responsibility and that all of us—citizens,
businesses, communities, Federal, State, local, territorial, and trib-
al governments, nongovernmental organizations, and the private
sector—are part of the larger homeland security enterprise.

Fourth, the development through the Bottom-Up Review of a set
of tools that will allow the Department for the first time to look at
all of our activities across the five homeland security missions and
assess their importance and contributions, not just from the per-
spective of the individual operating component, whether the Trans-
portation Security Administration (TSA), the Federal Emergency
Management Agency (FEMA), or the Coast Guard, but to each mis-
sion and to each specific set of critical functions. This will allow us
to be better stewards of taxpayer dollars and to better manage the
performance of our mission activities.

And, finally, that the initiatives and enhancements that have
emerged from the QHSR and the Bottom-Up Review will materially
benefit the citizens of this country and their communities.

It is unusual for a Federal department to have the opportunity
to engage in the first principles that established it as a Federal
agency and to engage in a comprehensive study of its missions
from the bottom up and to evaluate each of its activities against
priorities that have been identified from a thoroughgoing and
broadly inclusive process. And DHS has benefited greatly from the
experience.

Finally, Mr. Chairman, we have learned a few lessons in this
process, and as we look forward to the next QHSR, I would like to
share with you a few of those lessons.
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First, senior leadership and engagement is critical. The support
of Congress is equally critical as well, and the Department has ben-
efited greatly from the support of this Committee and from other
Members of Congress through this entire 18-month exercise that
brought us to today.

Second, timing is important. The QHSR was conducted over a
transition year. We lost valuable time in terms of consolidating the
work that had been done in an effort to address all of the require-
ments that Congress laid out for us. This is why we took the ap-
proach we did to break it into three parts: The QHSR, the Bottom-
Up Review, and the submission of the budget for fiscal year 2012.

Third, you must oblige yourself to take account of what has gone
on before you. The Department of Homeland Security is 7 years
old. I have said in many forums that this is good news. It is not
1 year old for the seventh time. There has been an enormous
amount of work, thought, discipline, and activity that have gone on
that we have been able to build on, expand on, and move on from
this point forward.

In addition, the other major quadrennial reviews, including the
QDR, and the first ever Quadrennial Diplomacy and Development
Review, among others, must be synchronized, and the Administra-
tion made a concerted attempt to do just that. Today’s security en-
vironment demands whole of government solutions and flexible and
adaptable policy responses to difficult challenges.

Thank you again, Mr. Chairman, for the opportunity to come
speak with you today about implementation of the QHSR and Bot-
tom-Up Review and the lessons learned for the future. I have sub-
mitted my full testimony for the record and look forward to the
questions of the Committee.

Chairman LIEBERMAN. Thanks very much, Ms. Lute, for that
opening statement. Let me say we will do 7-minute rounds of ques-
tions. Senator Collins left, but she will be back. She has an Appro-
priations Subcommittee meeting that she has to attend.

Let me begin with the question, which is somewhat off the
QHSR, but not really—which is about the private contractor work-
force in DHS. I will give an example of some specific areas for con-
cern.

In the office overseeing the National Cybersecurity Protection
System, there are 122 contract support staff but only 11 govern-
ment employees. The latest numbers for the Intelligence and Anal-
ysis Section of the Department show that about 53 percent of its
workers are contractors.

In the Department’s fiscal year 2011 budget submission, there
were identified approximately 3,300 contractor positions that would
be converted to Federal employees. Of course, at that rate it is
going to be a long time, a lot of decades before we get the number
of private contract employees down.

In May, our Subcommittee headed by Senator Akaka and Sen-
ator Voinovich held a hearing, and the Chief Human Capital Offi-
cer reported on the broader process that the Department is under-
taking through its Balanced Workforce Initiative to achieve the ap-
propriate balance between full-time Federal employees and contrac-
tors. The BUR again notes that the Department will continue to
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blilﬂil:l on these efforts, although no details on the review are pro-
vided.

So let me ask you to address yourself to this question. The first
really is process. When will we see the specifics of the Depart-
ment’s review of its private contractor workforce in relationship to
the full-time Federal employees?

Ms. LuTE. Thank you, Mr. Chairman. We are working inten-
sively on this issue. As you know, certainly, and Members of this
Committee know well, the Department was stood up in part with
an explicit reliance on a contract workforce to be able to get the
Department up and running, and we continue to rely on hard-
working contractors who come to work believing in the mission and
the purpose of homeland security every day.

The Balanced Workforce Initiative—and I just issued a series of
instructions earlier this month to the leadership of the operating
components regarding their personal association with the Balanced
Workforce Initiative—is designed to give us a handle on strategic
workforce planning. In order to do that, Mr. Chairman, what we
also did as part of the Bottom-Up Review process was begin a pro-
cedure to allow us to align our accounting properly so that we could
tell personnel costs across the operating component because they
were all counted differently. So before we could run, we needed to
walk; and before we could walk, we needed to crawl. And we are
doing these things somewhat simultaneously. So we are getting a
handle exactly on where our workforce and personnel are assigned,
how they are assigned to the critical missions that are the sub-com-
ponents of each of the missions outlined in the QHSR, and then we
are moving through systematically on a priority basis to see where
contractors are present and work aggressively to convert them.

Chairman LIEBERMAN. Do you have a timeline, a goal by which
you hope to finish this review and report to us?

Ms. LUTE. Yes, we certainly hope to finish it this year, Mr.
Chairman, and map our way forward.

Chairman LIEBERMAN. So you are saying this calendar year. I
guess the question is whether as a result you may be able to under-
take a significant realignment of the workforce for the fiscal year
2012 budget.

Ms. LUuTE. We certainly hope to do that, Mr. Chairman.

Chairman LIEBERMAN. Let me ask you just for a quick response
because you had a lot of experience in governmental administra-
tion. There is nothing inherently wrong with a private contractor
being retained by a government agency. It has happened probably
since the beginning of our government. But I wonder if you would
talk a little bit about the balance there.

For instance, on average, what is your sense of whether it costs
us more, taking all the costs in mind and account, for a private
contract employee or for a full-time Federal employee?

Ms. LuTE. It depends on the circumstances, Mr. Chairman. If it
is for a short-term requirement, it may be more cost efficient to
have contractors. For longer-term steady state need——

Chairman LIEBERMAN. More efficient because you are not build-
ing in the long-term commitment that comes with retaining a full-
time employee.

Ms. LuTE. Exactly.
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Chairman LIEBERMAN. Yes. I hope that will be part of your re-
view. You are right that we expected in standing up the Depart-
ment that, particularly in getting into areas that we had not been
in before, like cybersecurity, there would be a lot of contract em-
ployees hired. But certainly the numbers are stunning, the number
of contract employees larger overall than the number of full-time
Federal employees. And I think this cries out for just what you
have said in the title of the review, which is to balance the work-
force consistent with the law.

Let me leave that there and go on to a question about intel-
ligence and analysis.

The Washington Post series—I will lead into it with this—talks
about a growth in not just contractors but people involved in intel-
ligence. And, of course, in creating the Department of Homeland
Security, we created an entire new intelligence operation, which we
hoped would have a kind of value-added to it, a unique aspect to
it. And, again, I know that a lot of the employees of I&A at the
Department of Homeland Security are contract employees. So I
want to ask you two questions.

First, if somebody reading the Washington Post series asked if
you are just duplicating in this intelligence department at the De-
partment of Homeland Security what exists elsewhere, what would
you say?

And second, I trust that you are trying to bring on more full-time
Federal employees in the intelligence section of the Department of
Homeland Security so that this imbalance of more contractors than
full-time workers will be eliminated.

Ms. LuTte. Well, thanks, Mr. Chairman. First what I would say
is no, we are not duplicating it. One of the things that we have
been able to do over the past year and a half is really drill into
what the value proposition of the headquarters of the Department
of Homeland Security is, and I&A is a vital part of that.

The value proposition of I&A is to equip the entire homeland se-
curity enterprise with the information and intelligence it needs to
discharge all of the homeland security missions. There is no other
part of the intelligence community that is oriented on that chal-
lenge, and I&A performs that function critically in support of all
of the operating components. So that is what I would say primarily.

Chairman LIEBERMAN. So you would say that I&A in DHS is
drawing from the rest of the intelligence community information
that it is producing, but I&A is producing its own information that
is also being shared with the rest of the community.

Ms. LUTE. Yes.

Chairman LIEBERMAN. One of our hopes when we created the De-
partment was that a lot of the intelligence work that is naturally
done by components of DHS, including the Coast Guard or the kind
of information that Customs and Border Protection (CBP) comes up
with, would be fed more routinely into the pool of intelligence from
which everybody can draw, and also, of course, that DHS would
play a unique role here in drawing intelligence from State and local
law enforcement officials and also returning intelligence in acces-
sible packages to them. Is that latter function being carried out by
1&A at this point?
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Ms. LUTE. It is, Mr. Chairman, and, in fact, this is an area where
we really want to emphasize in building up the fusion centers that
exist precisely for that purpose.

I would back up and say, Mr. Chairman, with respect to the
issue of terrorism and combatting terrorism and the potential for
a terrorist strike in this country, the Department of Homeland Se-
curity has, through its border agencies and other agencies, daily
interaction with the global movement of people and goods and sub-
stantial amounts of information regarding that movement in order
for us to properly identify dangers where they exist and expedite
legitimate trade and travel, which must go on. And we certainly
are vibrant and active members of the entire whole of government
approach in that regard.

And, finally, Mr. Chairman, if I might, a word on the numbers
with respect to I&A. Not surprisingly, you will hear me say that
the Washington Post is wrong in saying that——

Chairman LIEBERMAN. You are not going to be punished in this
room for saying that. [Laughter.]

Ms. LUTE. And, in fact, if all of our full-time Federal employees
were on hand in I&A, the number would be closer to four out of
10 rather than six out of 10, and so this is an issue we are working
on.
Chairman LIEBERMAN. Good. I appreciate it. You made a very
important point at the end, which I just want to put an excla-
mation point next to. I know that the Committee knows that, for
instance, in the really remarkable work done to apprehend
Najibullah Zazi and David Coleman Headley before they were able
to carry out terrorist acts, the intelligence sections, particularly the
databases that Customs and Border Protection has, for instance,
were critically important in apprehending those two. And, of
course, it was CBP that stopped ultimately Faisal Shahzad before
he left America on that plane after attempting to blow up the bomb
in Times Square. So I thank you for that.

Senator Voinovich.

OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. Thank you, Mr. Chairman.

First of all, before I get into some of my comments and questions,
I have been trying since February, again in March, and as recently
as last week, to get an answer from the Department on whether
or not the Biometric Air Exit Program should be decoupled from
further expansion of the Visa Waiver Program. I am very frus-
trated about that kind of turnaround on a response to a Member
of the U.S. Senate. I am the sponsor of the legislation on the visa
waiver program. I have asked for that response time and time
again, and I cannot get it, and I am very upset about it. And I am
telling you about it, and you should tell the Secretary that I am
about ready to go to the floor to talk about the incompetence of
your Department in not being able to get back to a Member of Con-
gress with a simple answer to a question, and you have had plenty
of time to look at it.

Second of all, this Department has been on the high-risk list
since 2003—22 agencies, 210,000 employees, 225 contractors, 45-

VerDate Nov 24 2008  10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000015 Fmt06633 Sfmt06633 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT



12

percent increase in the budget—and I have not heard anything
about more with less or we are working harder and smarter.

We have a very difficult budgetary environment right now. I hap-
pen to be the Ranking Member on the Appropriations Subcommit-
tee on Homeland Security, and we are trying to get the overall
spending level down. And it appears to me that what may have
been the Federal role in the aftermath of September 11, 2001,
seems increasingly less appropriate when you give considerations
to some of the things that we are doing in the Department.

The Committee has learned time and time again that FEMA
does not employ performance metrics that adequately assess the re-
sults of grant program funding. The few metrics that do exist are
output-based rather than outcome-based. As my colleagues know,
measuring a program’s outputs provides little insight into its effec-
tiveness.

FEMA also persistently fails to allocate State Homeland Security
Program and Urban Area Security Initiative funding according to
risk. A June 2008 Government Accountability Office report found
that when determining grant allocations, FEMA assigns the same
vulnerability rating to all localities regardless of their unique fea-
tures. And that arrangement remains in place today.

One of the things that I remember clearly when the 9/11 Com-
mission came back with their recommendations, they said home-
land security assistance should be based strictly on assessments of
risks and vulnerability, and not according to a general revenue-
sharing arrangement like the kind that exists today. And I know
that when September 11, 2001, occurred, I said we are going to
have to spend more money, but we have to be careful—and I said
this as a former governor and mayor—that it not turn into a rev-
enue-sharing program.

So I am looking at your budget now to figure out some ways,
maybe, that we can reduce some of the funding that is in that
budget.

For example, we have the firefighter grants. We still have $150
million in unobligated funds from the 2009 budget. We have not
spent a dime of the $810 million in this fiscal year’s budget. It
would seem to me that in light of that we could just say put noth-
ing in the 2011 budget when you have over $1 billion hanging out
there that nobody has even made application for.

The Urban Area Security Initiative grants—at one time, in 2003,
we had 29. Today we have 64 of them. And instead of sending
money to every city in America, we should restrict funding to the
top cities that face the threats. We are in a tight budgetary situa-
tion today, and the Department ought to be looking at these pro-
igragls and saying are these really relevant to securing the home-
and.

Our homeland security grants—today we spend $950 million on
those, and the program gets funded year after year without anyone
having an idea if these dollars are being used effectively to reduce
risk in this country.

So we have this whole business of evaluating and looking at risks
and where is the money going to. When are you going to start to
look at these things? One of the things that I thought the Depart-
ment did several years ago is that you did an assessment of inter-

VerDate Nov 24 2008  10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000016 Fmt06633 Sfmt06633 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT



13

operability in the various States. That was terrific for me because
I read the report, I went out to the four areas in Ohio, went to the
cities, visited with them, spent a day asking what are you doing
with interoperability, how is it working and so forth. You just can-
not keep going the way you are going. And what are you going to
do to start looking at some of this stuff? You are going to have a
tighter budget, and it is going to get worse as time goes on. What
are you going to do about this?

Ms. LUuTE. Thanks, Senator. A couple of things.

We recognize that we are in different budgetary times than the
Department has experienced since its founding. Congress has been
very generous to the Department of Homeland Security and expec-
tations have grown equally. The mandate and responsibilities given
to the Department are extraordinary, as this Committee well
knows. But we must get a tighter rein on our spending, and we
have tried to do that through the BUR process and doing what I
have been calling the plumbing and wiring of institution strength-
ening so that we can be responsible stewards for the resources that
have been given to us and that we can manage ourselves more ef-
fectively.

Part of the BUR process has included, as I mentioned, an activi-
ties inventory. What are we doing every day and do those activities
match to the missions, to the goals, and to the objectives that we
say are most important? If they are not, we should really stop
doing them or look at alternative ways to achieve what they were
designed to do in support of those missions, goals, and objectives.

Second, we are trying to align our account structure so that we
can compare personnel across the Department, which we currently
cannot do, so that we can compare investments across the Depart-
ment, operating and maintenance costs across the Department, and
understand the value proposition of applying in a border region, for
example, the resources of CBP, TSA, Immigration and Customs En-
forcement (ICE), and the Coast Guard appropriately, and do that
in a way that is rationalized, as you mentioned, to risk.

But I want to spend a moment on performance measures because
the performance measures that we have been operating with in the
Department do not reveal to the American public, or surely to this
body or even to ourselves, the kinds of things that we need to see
to know that, in fact, the United States is becoming more secure,
that we are achieving our mission sets.

Senator VOINOVICH. Let me just say this, as a simple matter.
Some of this stuff is not real complicated, and I am familiar with
what you have done on the border. I have had some problems with
your buying airport screening machinery with body imaging capa-
bilities. I have been briefed. You have done a good job of convincing
me that it is needed. There are other things that are needed in the
Department, but do you need to put another almost $800 million
into the firefighter grants when you have not spent $150 million
of the 2009 and 2010 money? There is an area, it seems to me, that
could be looked at, where you could say to our Committee that you
do not need this money right now. If you did not get this money,
you could reduce your overall cost. You could, for example, replace
a helicopter that you are going to need because one went down out
in California. The urban security grants, giving all this money out
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all over the country to people—for what reason? Why are we doing
it? What are you getting out of it?

It just seems to me that you have an obligation to start looking
at these programs and coming back to Congress and saying this is
not needed right now. Even some of the areas that got a whole
bunch of money in the beginning, they did the infrastructure, they
put in the cameras, they put in all of the stuff that is necessary,
and yet they are still getting about the same or even more money
than they were getting before they made these capital expendi-
tures.

Now, I understand if they want to argue and say we need that
money so that we can hire more people to do something that we
would not ordinarily do, but we have to have some rationale about
this. And your people ought to be getting at it.

Ms. LUuTE. We agree, Senator. We are looking at all of our risk
frameworks and approaches across the entire Department, not only
in the context of the challenges and threats that we currently face,
but also in the context of the investments and expenditures that
have gone on before. We are very mindful of this, and we are also
very mindful that as we outlined in the QHSR

Senator VOINOVICH. Let me say this to you: It was not reflected
in the budget that you submitted to the U.S. Senate this year.

Ms. LUTE. What I can say to you, Senator, is that, as we have
said in the QHSR, the security of the American homeland takes an
enterprise. It takes informed individuals, it takes capable commu-
nities, and it takes a responsive Federal system all working to-
gether to achieve a secure homeland, and we recognize that the De-
partment plays a key role in leading the Federal effort in this re-
gard together with State and local officials.

We are looking at all of our expenditures in the current fiscal cli-
mate and assessing all of our risk frameworks, and we believe we
can and will do better.

Chairman LIEBERMAN. Thanks, Senator Voinovich.

Secretary Lute, I do not think I heard you respond to Senator
Voinovich’s concern about a lack of a response to his questions
about the Visa Waiver Program.

Ms. LurTe. I apologize, Senator. Inordinate delay is unacceptable.
I will not offer an excuse. I believe the Secretary signed earlier this
week a response to you.

Senator VOINOVICH. We have talked about this.

Chairman LIEBERMAN. Yes, for sure.

Senator VOINOVICH. You helped draft the legislation, and they
put no money in the budget to pay for establishing a biometric air
exit program.

Chairman LIEBERMAN. Right.

Senator VOINOVICH. And I said, well, if you do not think it is nec-
essary—and they said they do not think it is necessary—then you
ought to get back to us and say that we do not think it is nec-
essary, that we are tracking this in some other fashion, and allow
us to get rid of that provision and go back to the 10 percent rather
than the 3 percent today.

Chairman LIEBERMAN. Yes, this is really important.

Senator Voinovich speaks for the whole Committee on this, so I
look forward to seeing what the Secretary’s response is because as
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he said, we required that the biometric be in place before we al-
lowed anyone to come into the program if they were over that 3
percent, and we actually put a waiver of 10 percent into the law,
but we have suspended that pending the coming of the biometric.
So that is a very important letter to have answered. Thanks for
raising it, Senator Voinovich, and thanks for your response, Ms.
Lute. And so please do everything you can to make sure that letter
gets to Senator Voinovich quickly.
Senator Brown, welcome.

OPENING STATEMENT OF SENATOR BROWN

Senator BROWN. Thank you, Mr. Chairman. It is good to be here.
I am going to have a few questions, and I will submit a couple for
the record because I have a couple of other hearings. I am bouncing
back and forth, too, so thank you.

What do you think DHS has learned from this review that will
translate to 2013? Are there any lessons that you can share with
us?

Ms. LUTE. Leaders have to be engaged. This is a leadership exer-
cise, and it has to be led from the top.

Second, the timing of the review is important. Transition years
are difficult to manage efforts like this if you are looking for as
comprehensive an analysis of the homeland security enterprise as
you are.

The third lesson that I have learned is kind of a personal lesson,
I suppose. Homeland security is very different from national secu-
rity where I have spent my whole career. National security is cen-
tralized, strategic, and top-driven. Homeland security is decentral-
ized; it is operational, and it is drive from the grass roots up. It
is an enterprise that involves every American, every community,
every State, territory, and tribal entity as well. So we need to have
an inclusive process and opportunities for voices to be heard on
these critical issues. We tried to do that in the QHSR. I would urge
that this lesson be replicated the next time this occurs.

Fourth, you must learn from what has gone on before you. Do
not make the mistake of thinking that you are discovering things.
Learn to distinguish what is new from what is new to you. Build
on the work that has gone on thus far. Look at where the invest-
ments have been made. Understand the rationales. Build out the
capabilities. Be explicit in understanding what it will take to
achieve the missions that you say are so central to the vision you
are trying to create. In our case, we articulate a safe, secure, and
resilient place where the American way of life can thrive. We think
it takes five missions: Preventing terrorism, securing our borders,
enforcing our immigration laws, ensuring our cybersecurity, and
ensuring resilience of the American society against all hazards.

How will we know if we have achieved those objectives? The
QHSR lays that pathway out. And have nerves of steel because
there will be people who will challenge you and question you. It is
their right to do so, and the outcome will be the better and richer
for it if you face the big league pitching of the best ideas that are
out there.

Senator BROWN. Thank you for that response. You talked about
leadership and grass roots. Well, I think leadership starts from the
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top. I know I am new here, but taking so long to respond to Sen-
ator Voinovich’s and Senator Lieberman’s pretty simple request is
really unheard of. And the thing that I am noticing is that there
is a disconnect sometimes between the Senate and the Administra-
tion by not addressing very basic concerns because we are not mak-
ing this stuff up. We usually get questions from our constituents
who put us in office, who ultimately put people in the Administra-
tion in office, and we need to have the answers to a lot of these
questions. And we do not need them in months. We need them usu-
ally in a day or two.

And so I would encourage you and every other department in the
Federal Government to get with it and start getting us the answers
we need so we can respond properly.

I also, as you may or may not know, am the Ranking Member
on the Contracting Oversight Subcommittee, and we have had a lot
of hearings, and I tell you that Senator Voinovich was right on the
money. You have not used money, yet you are asking for more
money. And we are using contractors, and we are giving them bo-
nuses when they mess up and when they are in default, or they
owe us money that they have owed us for years. So I do not if it
is a question or a comment, but I would encourage you, because we
are at $13 trillion and counting, if there is any streamlining, con-
solidation, or eliminating of overlap that you can do in your De-
partment to save the taxpayers some good funds, that would be
greatly appreciated.

Ms. LUTE. Senator, I would just say that I absolutely agree with
that. I certainly agree with that. One of the initiatives that we are
pursuing in the Department, and have been and now are reaching
a point where we will greatly accelerate our work, is looking at our
whole acquisition process. Can we improve our ability to set re-
quirements in reliable ways that allow effective contract mecha-
nisms? Do we have the kind of program management and oversight
for those contracts as well, again, building on work that has been
done previously.

So what I can tell you is that through efficiency reviews that the
Secretary has ordered over the past 18 months, we have saved over
$100 million, and we look forward to sharing those details shortly.

Senator BROWN. Well, the comment, can you do this, yes, you can
do it. You can do these things. Every agency can do these things.
I tell you, the rhetoric—we have saved $100 million here—with all
due respect, $100 million in Washington is nothing. We are talking
billions here. I would like to see some real savings. And can you
do it? Yes, you should do it, and so should every other agency make
it their No. 1 priority to start saving taxpayer dollars and putting
them where it is effective.

And with regard to closing borders, yes, you should jump on Ari-
zona and get that squared away right away because until the bor-
ders are secure in our country, how do we address all the other
issues that flow down from that?

I thank you, Mr. Chairman. I have other questions, but I have
to get to the other hearing.

Chairman LIEBERMAN. Thanks, Senator Brown, very much for
coming by and for asking those questions, and we will enter your
other questions in the record.
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We will go to a second round of questions now.

Ms. Lute, I know you have explained that the Bottom-Up Review
includes 44 initiatives and enhancements that have been recog-
nized by the Department as priorities for the next 4 years. I under-
stand, of course, that not every worthwhile project can be included
in the list of priorities, but there are a couple that are omitted that
are troublesome to me, and the one that I particularly want to ask
about is rail and transit security because the fact is it seems to me
that the Secretary and now John Pistole coming in at TSA have
pledged to give more attention than has been the case in the past
to rail and transit security. So I want to ask you why rail and tran-
sit security was not highlighted by either the QHSR or the BUR
and what DHS plans to do to address those non-aviation forms of
transportation, which, of course, in other countries have been at-
tacked by terrorists and in our country in the case of Zazi were in-
tended targets for attack?

Ms. LuTE. Mr. Chairman, we think we do identify mass transit,
rail, and other transportation infrastructure as key, obviously, to
the security of this country. We also highlight the vulnerability of
these systems, recognizing that many of the systems exist in pri-
vate sector hands. We highlight our awareness of the vulner-
abilities of these systems to terrorist attacks. We have been and we
will continue to work with the private sector in a concerted effort
and also with the American public. The launching of the nation-
wide campaign built on the New York model of “See something, say
something” is precisely designed to enlist the extraordinary capac-
ity of the American public as well. And so we do believe that trans-
portation security involves far more than aviation. Aviation is a
priority. It will be something that we are stressing. The Secretary
has been working, as you well know, through the beginning of this
year on a stronger international aviation security regime because
we know that if you have access to any part of the system, you po-
tentially have access to the entire system, and we need to work on
that as a priority matter.

Chairman LIEBERMAN. I appreciate that. So I take from your
statement that rail and transit security, notwithstanding the par-
ticulars of those 44, remains a priority for the Department.

Ms. LUTE. Absolutely.

Chairman LIEBERMAN. Let me ask you about a couple of the
structural changes that are called for in the Bottom-Up Review,
which I found interesting. The first is the call for a “single coordi-
nating entity” across the Department for counterterrorism activi-
ties. I know that in March of this year, Secretary Napolitano des-
ignated the Under Secretary for the National Protection and Pro-
grams Directorate, Rand Beers, as the DHS Coordinator for
Counterterrorism.

I wanted to ask you just to talk a little bit about why the BUR
and you conclude that this is necessary and how you think it will
help the Department achieve its mission of protecting our home-
land security.

Ms. LUTE. Thanks, Mr. Chairman. What we are trying to achieve
in our preventing terrorism and counterterrorism agenda is an
ability to leverage all parts of the Department as relevant for ad-
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dressing the terrorism threat and also to leverage in turn a whole
of government approach where necessary to do so.

It is very clear to us that beneath the level of the Secretary and
myself, there does need to be a coming together and an ability to
coordinate the various activities—CBP, TSA, etc. This is something
that the Secretary takes very seriously, I take very seriously, and
an enormous amount of our time is spent on ensuring that this
country is protected against another terrorist attack.

We believe also that we need to look in a very deliberate way at
the tools that are available to us to prevent terrorism here domesti-
cally. We have our border tools. These are key and essential, as I
mentioned earlier. We have law enforcement tools, not only the law
enforcement resources that exist in our Department and the FBI
and other parts of the Federal system, but also, importantly, the
800,000 State and local law enforcement entities as well. We have
intelligence and information sharing, as we previously discussed,
and we have the American public.

So pulling all of these things together is something that we are
working on. The designation of a coordinator is an interim solution
pending a final review of how best to organize the Department to
achieve these synergies.
hChairman LIEBERMAN. Good. Keep us posted on your work on
that.

The other proposal that I wanted to talk about, which I think
makes sense and yet I also think will have some problems in being
implemented, is the idea of realigning the various regional configu-
rations within the components of the Department of Homeland Se-
curity into a single Department of Homeland Security regional
structure. So what are we talking about? DHS units have seven
different regional structures. The Coast Guard may have one, CBP
may have another, and FEMA may have another.

Obviously, one of the challenges in creating a single regional sys-
tem for the Department is that the components’ distinct organiza-
tions may in some cases have developed particular organizational
needs. For instance, the Coast Guard’s districts are typically fo-
cused on the coastal United States with a single large district cov-
ering much of the inland United States, while Customs and Border
Protection’s regions obviously reflect the importance of the border.

In carrying out this recommendation, how are you going to bal-
ance these two public interests?

Ms. LUTE. You are absolutely right, Mr. Chairman. On the one
hand, the existence of seven separate, different regional structures
in addressing homeland security issues in the United States seems
excessive. On the other hand, we do not believe in a simple one size
fits all approach, unmindful of the particular needs, and you men-
tioned the two components that are the most geographically fixed.

Chairman LIEBERMAN. Right.

Ms. LUTE. So as we proceed forward, we would look to work
closely with this Committee and other Members of Congress to
achieve the kind of regional structure and approach that allows us
to achieve the integration of homeland security efforts and mission
accomplishment, mindful of the realities on the ground.

Chairman LIEBERMAN. So it is probably going to be hard to have
a single departmental regional structure.
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Ms. LuTE. It may be hard——

Chairman LIEBERMAN. Although you can certainly have less than
seven.

Ms. LUTE. But we think certainly it is something that we need
to look at.

Chairman LIEBERMAN. I appreciate that. Thank you. My time is
up.
Senator Collins, welcome back from the Appropriations Sub-
committee meeting.

Senator COLLINS. Thank you, Mr. Chairman, and thank you for
explaining my absence as well.

Ms. Lute, let me start where the Chairman just left off. I do be-
lieve that there are efficiencies and cost savings that can be
achieved by consolidating some of the regional offices of DHS. But
the Chairman’s point about the Coast Guard is a very important
one.

Obviously, there are some regional offices where the Coast
Guard’s role is minimal, but on the coasts of this country, the
Coast Guard is absolutely essential, and trying to shoehorn the
Coast Guard into a broader DHS office may end up costing money
and decreasing the effectiveness of the Coast Guard.

Another agency, however, that you also need to take a close look
at what you are doing in that area is FEMA. One of the lessons
of the extensive investigation we did into the failed response to
Hurricane Katrina was that there needed to be a regional FEMA
presence that worked collaboratively all year round with its State,
local, and other Federal partners and with the private sector, exer-
cising together, planning together. As we found out during Hurri-
cane Katrina, in the midst of a disaster is no time for people to be
meeting each other for the first time, and yet that is exactly what
we found. And that is why, as part of our FEMA reform bill, we
specifically established FEMA regional offices.

How do you see FEMA fitting into your consolidation of regional
offices?

Ms. Lutk. Thanks, Senator. Craig Fugate and I have talked a lot
about this because I could not agree with you more. When I was
in the Army, we used to say that you fight like you train, and that
is certainly true for crisis response. A crisis is no time to put to-
gether an ad hoc organization in haste. Relationships matter and
an understanding of capabilities matters and an understanding of
the geography, the access, the particular needs of a community
matters, and regions will not substitute for the State and local
knowledge that exists, but these regions have to be important com-
plements and points of synergy and leverage, as this Committee
knows very well.

I have asked CBP and Coast Guard to begin the process of look-
ing at whether and how we could consolidate some of our regional
structures together with FEMA. Obviously, this bears on all of the
operating components, as well, because they all have regional
structures. But we do believe that we can consolidate some of the
literally thousands of facilities that DHS has across the country.

Senator COLLINS. I think that is absolutely the case, and you can
save money and actually enhance efficiency if the agencies are co-
located in many cases. But I would caution you against assuming
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that what works in Arizona for a regional office will work in New
England. The needs and the roles of the various DHS agencies are
e)étremely different depending on what region you are talking
about.

One of my frustrations with the Department and, frankly, with
the Bottom-Up Review is that there are longstanding problems,
which precede this Administration, that the Department still is not
tackling and solving. And I want to give you two examples.

At a hearing that our Committee held last month, the GAO testi-
fied that the Department still lacks a strategic plan for the screen-
ing of illicit nuclear and radiological materials that could come
across our borders. The GAO first identified this necessity more
than 7 years ago.

Now, the QHSR does state that one of the Department’s goals is
to “prevent the unauthorized acquisition or use” of nuclear and ra-
diological materials along with biological and chemical weapons.
But the Bottom-Up Review does not provide the kind of strategic
direction that GAO identified 7 years ago and that our Committee
has repeatedly pushed. And the lack of that plan has directly
caused DHS to waste money, hundreds of millions of dollars, and
to go off in one direction 1 year and another direction the other
year.

It disappoints me that rather than completing this plan, the Bot-
tom-Up Review just states that DHS will “leverage the full range
of capabilities” and “increase its leadership role.”

Those are just buzz words. They do not substitute for the kind
of plan for which the GAO has been calling for 7 years.

When will DHS complete that important strategic plan? It is
hard to think of something more pressing than making sure that
radiological, nuclear, chemical, and biological weapons are not
smuggled into this country.

Ms. LUTE. Senator, I agree with you. The BUR does identify as
an initiative that we will increase efforts to detect and counter
these dangerous weapons and dangerous materials, but how we
will do that is the heart of your question.

I have just convened a series of meetings on exactly this issue.
I will chair a working group within the Department to generate a
concrete plan for us to present—and we look forward to working
closely with this Committee on that plan—on how the Department
can play its role in reducing the risk of nuclear terrorism, the ter-
rorism associated with these most dangerous weapons.

In order to do that, we know that we must anticipate threats and
protect against hostile use. In order to do that, we know we must
ask: Who are the individuals seeking to acquire this? Where does
this material exist? What are the lines of communications? What
are the methods by which these individuals would seek to bring
this material into this country? And what are the right strategies,
leveraging, again, all of the resources that exist in the United
States to protect against that?

Senator COLLINS. So when will the plan be completed?

Ms. LUTE. We are in the process of working on it, Senator. I can-
not give you a precise month, but I will go back and as a matter
of urgency set a timeline and be in touch with you.

Senator COLLINS. Thank you.

VerDate Nov 24 2008  10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000024 Fmt06633 Sfmt06633 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT



21

Chairman LIEBERMAN. Thanks very much, Senator Collins.
Senator McCain, good morning.

OPENING STATEMENT OF SENATOR MCCAIN

Senator MCCAIN. Good morning, Mr. Chairman.

I was just looking at Appendix 1, the list of Bottom-Up Review
initiatives and enhancements, and I must say that it is a wonderful
and impressive list.

For example, I guess, one is enhance the DHS workforce. That
is a good idea. Increase analytic capability and capacity. That is a
good idea. There are really a lot of great ideas here, I would say
to the witness, and I would love to see some actual accomplish-
ments that have been achieved over the last 7 years or the last
year and a half of this Administration as to how “enhance the DHS
workforce” has taken place.

And I was struck by, for example, number 17, comprehensive im-
migration reform. Now, maybe you could fill me in on what your
agency is going to do as its initiative or enhancement of com-
prehensive immigration reform.

Ms. LUTE. Senator, as you know, the President has made clear
his desire to pursue comprehensive immigration reform. The Sec-
r%tary has talked about it equally. The enhancements that we talk
about

Senator MCCAIN. So is that an initiative or an enhancement?

Ms. LUTE. The comprehensive immigration reform is an initiative
of the Administration. If I were to talk about the enhancement of
the——

Senator MCCAIN. I thought this was not an Administration ini-
tiative. I thought this was a Bottom-Up Review of the homeland se-
curity initiatives and enhancements. So you are just saying that is
an overall Administration goal, so, therefore, it is your goal. Is that
what you are saying?

Ms. LuTE. The Department discharges the responsibility for ad-
ministering and enforcing the immigration laws of this country,
Senator, as you well know, and this is an important feature of the
way going forward

Senator McCAIN. That is your job, to enact comprehensive immi-
gration reform? That is your initiative?

Ms. LuTE. No. I apologize if I misspoke. What I said is we have
the responsibility to administer

Senator MCCAIN. To administer.

Ms. LUTE [continuing]. And enforce the immigration laws.

Senator MCCAIN. But not take the initiative.

Look, the point is that this list here is really entertaining.
Strengthen aviation security, create an integrated departmental in-
formation-sharing architecture. I would like to know what has been
done in the last 7 years of these lists of initiatives and enhance-
ments. Dismantle human smuggling organizations. There is noth-
ing in this that anyone could argue with except that we would like
to see some results. Apparently, the size of your organization con-
tinues to grow, and there seems to be arguments that our border
is “as secure as it ever was” while the terrorism and violence on
the other side of the border continues to grow, the latest being the
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car bombing in Juarez. And so these are enhancements and initia-
tives.

What I would like to see, Mr. Chairman, is what the Homeland
Security Department has done to carry out these motherhood-and-
apple-pie initiatives and enhancements. And for you to come before
this Committee and say that this is a list of initiatives and en-
hancements, I think, is laughable. And I would hope that maybe
we would, as a Committee, demand that we know what the actual
results are of these motherhood-and-apple-pie initiatives.

If I were you, I would be a little embarrassed to come before this
Committee with this kind of a list of initiatives and enhancements,
which are, at least according to your testimony so far, that we all
agree that we ought to do better. I have not heard yet a single con-
crete example of what you have done to make these initiatives and
enhalcicements a reality. And maybe you could supply those for the
record.

Ms. LuTE. I would be happy to, Senator.

Chairman LIEBERMAN. Senator McCain, as you can hear from
statements that I made earlier, and Senator Collins did, too, the
BUR statements are general, they are vague. Let me ask you be-
cause it is my understanding, both from what you have implied
here today and what the Department has said to our staff, that
there are implementing directives to all 44 of these that are being
circulated in the Department. Is that right?

Ms. LuTE. We are working on all of these initiatives, Senator, to
give a concrete path forward on them, some of which, as I men-
tioned earlier, we will prioritize for the 2012 budget submission
when the President presents that. These are initiatives that we be-
lieve over the quadrennial speak to areas that would be high-pri-
ority areas of focus for us in strengthening our ability to execute
the mission sets that we have outlined in the QHSR, which we
think are central to achieving the vision that we have outlined.

Chairman LIEBERMAN. There is nothing classified about those
implementation plans. So as you get them together, I think it real-
ly would be helpful to the Committee if you would send us copies
of them because the state of the document now is unsatisfying be-
cause it is unclear because of its lack of detail.

Senator McCAIN. Mr. Chairman, could I also suggest that maybe
the Department of Homeland Security should look at what the De-
partment of Defense does on the Quadrennial Defense Review
where there are specifics as to what initiatives need to be taken,
what action has been taken, and what needs to be done. I have
been around here a long time. This is one of the more remarkable
things that I have ever seen, and, frankly, it is kind of disrespectful
to the jurisdiction of this Committee to hand us a paper like this
and expect that to be in any way helpful to us in our oversight re-
sponsibilities of what is now growing to be one of the largest agen-
cies of government.

Chairman LIEBERMAN. The idea of the comparison to the QDR is
an important one. Actually, Senator Collins mentioned it in her
opening statement, and I would urge you to take a look at that and
respond.

Senator Collins, you missed a round, so I want to give you the
opportunity to ask some more questions at this point.
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Senator COLLINS. Thank you so much, Mr. Chairman. Most of
them I will submit for the record so that I am not holding everyone
up, but there are a few that I do want to pursue.

Ms. Lute, I mentioned my disappointment at the lack of a spe-
cific plan for dealing with the nuclear and radiological weapons
smuggling. But I want to give you another example of an area that
this Committee identified first in June 2008, again in 2009, and
again, the two reports you have provided do not have any specifics
for correcting the problems. It is very frustrating that over and
over this Committee has brought to the Department’s attention se-
vere shortcomings, and yet there is no sense of urgency on the part
of the Department.

In this case, it has to do with the Federal Protective Service, and
what we found is that GAO did a series of covert tests that re-
vealed serious security vulnerabilities of Federal buildings with ex-
plosive devices easily being smuggled into 10 Federal buildings.
And it is now 2010, 2 years later from when these problems were
first brought to the Department’s attention, and yet all that DHS
says in the BUR report is that it “now proposes to undertake a
major redesign of the Federal Protective Service.”

It is extremely frustrating to me to have a serious problem
brought to the attention of the Department 2 years ago and all that
is in the BUR is a statement saying that the Department now pro-
poses to undertake a redesign. Why are we not further along?

Ms. LUTE. Senator, I hear your frustration on the issue of why
we are not further along. I can assure you that the Secretary and
I and the leadership of the Department come to work every day
with a sense of urgency about all of the missions that we have in
homeland security. The Federal Protective Service, as you know,
was just placed into the National Protection and Programs Direc-
torate (NPPD), and as a consequence of that movement, of these
reports that have come to light, and of our sense of the importance
of the mission, the organization, the nature of the workforce, the
training, etc., we have an obligation to present a comprehensive
plan to bring the Federal Protective Service to the level of perform-
ance that everyone has a right to expect.

Senator COLLINS. Well, again, I want to see specific action in
that area as well.

Let me switch to cybersecurity, an issue that I think is of great
priority, and I was pleased to see that it is identified as one of the
five primary missions of DHS by your review.

Do you agree that the Department needs new authorities and re-
sources to perform its cybersecurity mission?

Ms. LuTE. We do think that the Department’s ability to dis-
charge its cybersecurity mission would be enhanced by those, yes.

Senator COLLINS. The Department’s budget request for the cyber-
security division for fiscal year 2011 is $19 million less than it was
funded for this fiscal year. Do you anticipate that the Department
will request additional funding for cybersecurity for the fiscal year
2012 budget so that you can fulfill this mandate?

Ms. LuteE. Without giving you a specific answer, Senator, we
could. What we want to look at in our cybersecurity mission is pre-
cisely how do we fill out the space that we have been given with
respect to responsibilities for securing the dot-gov and extending
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into the dot-com domain as well. How do we leverage the resources
and existing capabilities across the Department? How do we work
most effectively with the private sector in this regard?

I mentioned earlier that doing something like the QHSR and the
BUR takes nerves of steel. When we elevated cybersecurity to one
of the five key missions of Homeland Security, there was quite a
reaction—surprise.

Senator COLLINS. From whom?

Ms. LUTE. From a number of stakeholders across the country.
Surprise—as if people had not really been thinking about it as an
element of our homeland security. And so the simple articulation
of the mission alone achieved a kind of effect we were hoping to
achieve, which is to create a culture of awareness, a culture of re-
sponsiveness and engagement on this important and critical mis-
sion. So as we build out the Department’s capabilities in this re-
gard, again, understanding that we are largely an operational De-
partment, we will prioritize what our requirements are in the 2012
budget.

Senator COLLINS. And, finally, I know that the Chairman
brought up concerns about the Intelligence and Analysis Office’s re-
liance on contractors. I want to talk about another issue with that
office. A very important function of that office is to share informa-
tion with State and local officials and first responders.

As you may be aware, the Appropriations Committee put a rider
on the office that fences in some of the spending and, more trou-
bling to me, attempts to limit what the office can do by saying that
it should only produce reports that are unique—I am overstating
it slightly, but it constrains the ability of the office to serve its cus-
tomers because it says if there is any duplication, someone else
should do it.

Have you looked at that language?

Ms. LUTE. I have, Senator.

Senator COLLINS. And do you have concerns about it?

Ms. LuTE. I do have concerns, Senator. The value proposition of
our I&A office is to equip the homeland security enterprise with
the information and intelligence it needs throughout the whole en-
terprise, including State and local officials, and that important, as
the Chairman mentioned earlier, two-way sharing of information is
so essential to the discharge of our missions.

Senator COLLINS. I would strongly encourage you and the Sec-
retary to put your concerns in writing to Senators Dianne Feinstein
and Christopher Bond, who initiated the proposal. Unfortunately,
it was not cleared with our Committee, but we are going to work
with the sponsors and with other members of the Appropriations
Committee to try to clarify it. It would be helpful for us to have
a letter from you expressing the concerns and for the appropriators
to have it as well. And as someone who sits on both committees,
as does Senator Voinovich, I think you can be assured that we
would attempt to try to resolve these issues.

Ms. LuTE. Thank you.

Senator COLLINS. I will speak for myself actually on that, but I
know the Chairman and I have discussed it.

Ms. LuTE. Thank you.

Senator COLLINS. Thank you. Thank you, Mr. Chairman.
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Chairman LIEBERMAN. Well, as usual, you can speak for me, too.
I agree. It was actually a misunderstanding between me and one
of the members of the Appropriations Committee, and I believe it
was reflected at the Appropriations Committee markup that I sup-
ported this amendment, which I did not. And I am worried that it
actually conflicts with existing law in terms of the authorities of
the intelligence section of the Department of Homeland Security
and will inhibit the capacity of the Office of Intelligence and Anal-
ysis at DHS to be of help to the Secretary, you, the other compo-
nents of the Department, and most critically, as we have talked
about, State and local law enforcement officials around the country.

So I think I am going to work with Senator Collins and our col-
leagues on the Committee on this, but I want to second her request
that the Secretary and you send a letter to the appropriators to let
them know that this is not a good move on their part.

Ms. LuTE. Thank you.

Senator COLLINS. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Collins.

I think we have cross-examined you enough generally within the
Geneva Convention. I think we have not gone beyond those rules.
Thanks for your effort on this. I think you have done a lot of con-
structive work, but on the BUR, the take-away is we really need
more details. I think you are heading in a good direction, but it is
hard for us to really judge until we see those implementing plans.

I gather that the third part of this three-part approach to the
look forward is the details that will come with the fiscal year 2012
budget, right?

Ms. LUTE. Yes.

Chairman LIEBERMAN. And that is where you hope to show us
how you are going to implement it.

Ms. Lutk. Exactly, Mr. Chairman. As I mentioned earlier, one of
the lessons learned is that the timing of a QHSR exercise, like such
as was envisaged, is important. And we are conforming to the
budget submission process, and then that is, as we have spoken
about over 18 months, the third part of the exercise.

Chairman LIEBERMAN. I really want to ask that as you make
more specific the implementation plans for these 44 initiatives and
enhancements, you send copies to Senator Collins and me, and we
will circulate them to the Committee, so that we will not have to
wait until the budget is submitted next year to understand how
you are going forward with some of these.

Ms. LUTE. We look forward to working very closely with both of
you and with the Committee.

Chairman LIEBERMAN. Thank you.

The record of the hearing will stay open for 15 days for addi-
tional statements and questions. With that, I thank you, Ms. Lute,
and adjourn the hearing.

Ms. LuTe. Thank you.

[Whereupon, at 11:35 a.m., the Committee was adjourned.]
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APPENDIX

Opening Statement of
Chairman Joseph 1. Licberman

“Charting a Path Forward: The Homeland Security Department’s Quadrennial Homeland
Security Review and Bottom Up Review”
July 21, 2010

The hearing will come to order. Good morning and welcome to the Deputy Secretary of
the Department of Homeland Security, Jane Holl Lute. In the 9/11 Recommendations Act of
2007, Congress mandated that the Department of Homeland Security carry out a Quadrennial
Homeland Security Review, a QHSR, as a way to develop and update strategies for homeland
security within the federal government and ensure that the Department’s programs and activitics
were aligned with that homeland security strategy.

The Act required that the annual QHSR be provided to Congress by the end of 2009,

The QHSR was modeled on the Quadrennial Defense Review (QDR) that was put in
place in the 1990s to ensure that the leaders of the United States military would focus on
emerging national security threats, that to some extent the requirement to do the QDR would
force them to look above the pressing events of the day, over the horizon to the challenges that
were ahead and then to present to Congress and the public the strategies and resources to counter
them.

The QHSR, which was completed in early February, and the follow-on Bottom Up
Review — or BUR - which was completed and issued just a few weeks ago are meant to serve the
same purpose for homeland security. They have the potential to be the catalyst for ongoing
transformation and improvement of the Department, as well as across our entire homeland
security community outside of the Department. In that sense we’re very fortunate to have
Secretary Lute with us because | know that you oversaw these two reports.

This morning we want to hear about the results of this process, including the impact that
it is having on strategic planning more broadly within the Department and at other homeland
security agencies.

1°d like to hear about the steps that will be taken to implement the initiatives described in
the report - including how it will impact the Department’s budget priorities in future years and
how the Department intends to work with Congress on initiatives that may require statutory
changes.

Forty-four initiatives are described in the BUR report, the Bottom Up Review, in areas
such as information-sharing, management integration, DHS regional alignment, and the
organizational framework for cybersecurity. In fact, cybersecurity—in a noteworthy change—
has now made its way into the top five mission areas of the Department of Homeland Security
and [ applaud that placement because that’s exactly where I think it belongs.

(27)
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The BUR is also a broad narrative of the Department’s key missions, too broad at least in
its first iteration and various of its parts, and its goals for improving those missions, which
sometime in the reports were too vague to me as | read them. [ hope, Madam Secretary, that
you’ll be able to develop those in some more detail today.

When Congress created the Department of Homeland Security out of 22 different federal
agencies in 2002, we knew it would take time for it to mature into a cohesive agency that could
focus its many parts on its two main missions — take the lead in our nation’s fight against the
Islamist terrorists who attacked us on 9/11 and then be able to respond better to natural disasters.
And overall as I’ve said here many times, the Department has done very well at achieving those
missions, but it still has a way to go as we all acknowledge.

The QHSR and the BUR are important steps on the path to achieving that goal and [ have
questions that I’'m going to ask about that.

1 do want to say that we hold this hearing against the backdrop of a series of articles
that’s been in “The Washington Post” called “Top Secret America” that examines the new
institutions and programs created after 9-11, particularly focused on intelligence, but also
including the Department of Homeland Security. So it makes this oversight of the QHSR and
the BUR particularly timely.

The Post series has raised important questions about the big changes in our government
since 9/11.

For instance: Is too much of our war against the terrorists who attacked us on 9/11 being
out-sourced to private contractors? That’s a big question raised by the Post series and one that
has been a concern of this Commitice for some significant period of time.

Going back to October of 2007, we held a hearing hearing on the Department’s reliance
on contractors. At that hearing, the GAO presented the results of a review that they conducted at
the request of Senator Collins and myself. We’ve consistently pressed the Department on this
issue in the context of oversight of specific programs, such as SBInet and cybersecurity for
example, where there continue to be a number of private contractors involved. The former
Under Secretary for Management Elaine Duke I think tried to dig into this issue towards the end
of the last administration, but didn’t get very far and I’m not sure there was support from people
above her.

I am pleased to say that it does seem to me that a review of the contractor workforce is
underway now under Secretary Napolitano and Deputy Secretary Lute. At a briefing in
December, we heard for the first time that DHS is trying to quantify the number of contract
employees. The numbers that we've receieved are really quite remarkable. At an oversight
hearing on this question a while ago, 1 was shocked to hear the number 200,000 contract
employees working for the Department of Homeland Security, as compared to 188,000 full-time
civilian employees.

After the hearing, Senator Collins and I wrote to Secretary Napolitano to ask for a more
detailed breakdown on the contractor work force so we could determine whether those contract
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employees were doing inherently governmental work, in violation of the law. It’s hard to
imagine with so many of them that some of them were not and I think we’ve got to face that and
deal with it so that the reality comes into performance with the law.

While we have been assured repeatedly by the department that a review is underway, we
still as of this morning don’t have a timetable for when that review will be complete or a specific
breakdown at the program level of the current full-time employee to private contractor ratios.

I hope, Secretary Lute, that you'll be able to help us answer some of these questions
today, and if not today then as soon as possible. While, in my opinion, a lot of the growth of the
homeland security and intelligence community of the U.S. government after 9/1 I was necessary
and I don’t know if the series in the Post intends to say that the system is out of control, I don’t
find from my inquiry that it’s out of control, both because of the mission of the Department and
also because of the creation of the Director of National Intelligence doing the same.

But there’s been a lot of growth, it happened quickly and it’s part of why we’ve been
relatively fortunate since 9/11, thank god, and thanks to all the people who have helped us do
that, that we have not been hit again with anything like 9/11. But the facts in the Post series, and
all that we’ve been working on over the past three years here in the Committee, say that we can’t
just let the machine operate without control from the executive branch and oversight from the
legislative branch so that we make sure that we’re spending taxpayer dollars in a cost-effective
way.

I look forward to discussing this and all the other topics that the QHSR and BUR raise
with you this morning. [ appreciate you being here.
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Opening Statement of
Senator Susan M. Collins

“Charting a Path Forward: The Homeland Security Department's
Quadrennial Homeland Security Review and Bottom-Up Review”
July 21, 2010

Thank you, Mr. Chairman, for holding this hearing on the need to
establish clear priorities for the Department of Homeland Security, the federal
entity created to help protect our country from terrorism and other threats. As
has been stated many times, if you try to protect everything, you end up
protecting nothing. So, it is incumbent upon the Department - particularly
when budgets are tight - to set detailed priorities to improve the preparedness
and security of our nation.

The Department’s Quadrennial Homeland Security Review (QHSR) was a
good first attempt to outline strategic homeland security missions and goals.

Yet, the Department acknowledged that the QHSR was incomplete, so it
conducted a follow-on review. This assessment, known as the “Bottom-Up
Review” (BUR) was intended to set priorities for security initiatives and
reorganization at the Department.

While I appreciate the Department’s effort to undertake such a
comprehensive analysis, the results are disappointing. Indeed, the two reviews
simply don’t compare to the level of planning and analysis that goes into the
Quadrennial Defense Review and supporting documents.

For example, in the QDR and the Navy’s shipbuilding plan, the
Department of Defense outlines specific measurable goals - such as a 313-ship
Navy. The 30-year shipbuilding plan includes a force structure, construction
plan, funding assumptions, and specific articulation of risk inherent in the
force projections.

By comparison, the QHSR and BUR amount essentially to high-level
strategy documents that provide little in the way of concrete goals or the
actions needed to achieve them.

For example, the reviews set some DHS goals to eliminate unnecessary
duplication, to decrease operational inefficiencies, and to promote cyber
security. But, without specific, measurable plans, how does Congress hold the
Department accountable for meeting these goals?
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In these documents, the Department highlights the critical need to
address the threat of a cyber attack and indeed lists cyber security as one of its
five strategic “pillars.” Nevertheless, the President’s budget request for fiscal
year 2011 cut the Department’s cybersecurity budget by $19 million. How can
the Department shoulder even the general responsibilities of an entire “pillar”
while cutting the associated budget? The documents do not explain this
contradiction, nor outline how the Department plans to do more with less.

As co-author with the Chairman and Senator Carper of comprehensive
and bipartisan cyber security legislation, I am disappointed that these reviews
do not identify the authorities and resources that DHS will need to enhance its
cyber security capabilities. The legislation this Committee approved last month
would fill that gap.

The BUR also fails to provide any specificity on how the Department will
reduce its overreliance on contractors. I have raised this concern with the
Secretary repeatedly. A recent Washington Post investigation revealed that “six
out of 10 employees” at the DHS Office of Intelligence and Analysis are from
private industry. This is on top of the revelation that an astonishing 50 percent
of the DHS workforce are contractors. This is unacceptable.

While contractors play an important role in augmenting the federal
workforce, they cannot displace it. But what does the DHS report say? Simply
that “DHS will continue to build on [contractor conversion] efforts at an even
more aggressive pace .. ..” That is not a plan; it's a platitude.

Like a compass, the QHSR should aid the Department in aligning its
budget requests with homeland security priorities. And, in turn, these
priorities would help Congress evaluate the President’s budget requests against
measurable goals.

The reviews that the Department has presented to Congress accomplish
none of these tasks - they do not include a budget plan for the Department nor
assess how the organizational structure can better meet the national homeland
security strategy.

The QHSR also slights the strategic threat posed by violent Islamist
extremists by refusing to call that real and present danger what it is. This is
ironic considering that the introduction to the QHSR discusses the Christmas
Day attack - an attack conducted by a violent Islamist extremist.

The Review does not reference “violent Islamist extremism” or any
variation of that phrase in the entirety of its 108 pages. And it refers to
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“homegrown extremists” only once. That is astonishing given the alarming
increase in the number of homegrown terrorist plots last year. In sharp
contrast, the October 2007 National Strategy for Homeland Security uses the
word “Islamic” 15 times and the word “homegrown” eight times.

The BUR fails to describe how the Department will confront the threat of
home-based terrorism. If DHS does not acknowledge the nature of the threat or
explain how the Department intends to counter it, Congress and the American
people cannot judge how the Department’s counterterrorism efforts are
reflected in its budget and priorities.

1 look forward to hearing from the Department’s Deputy Secretary about
how more concrete and actionable plans will be developed. Such planning is
necessary to improve the efficiency of Department operations and to build
sensible budget plans. Only then will the time and effort spent on these
reviews pay dividends in the form of a usable roadmap to better protect the
American people.
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Good morning Chairman Lieberman, Ranking Member Collins, and members of the committee.
It is my distinct honor to appear before you today to discuss the Quadrennial Homeland Security
Review (QHSR) and Bottom-Up Review (BUR), and in particular how the Department of
Homeland Security (DHS) plans to implement the initiatives set forth in these two efforts; how
they will improve the performance of DHS and enhance the nation’s homeland security; and
lessons learned that can inform the next QHSR.

As you know, the submission of the QHSR Report to Congress on February 1, 2010 marked an
important first step in a multi-step process to examine and address fundamental issues that
concern homeland security. The QHSR Report described the Nation’s homeland security
interests, identified the critical homeland security missions, and defined a strategic approach to
those missions by laying out the principal goals, essential objectives, and key strategic outcomes
necessary for that approach to succeed.

The bottom-up review (BUR) was initiated in November 2009 as an immediate follow-on and
complement to the congressionally mandated QHSR with the aim to align the Department’s
programmatic activities and organizational structure with the broader mission sets and goal
identified in the QHSR. The BUR Report reflects that endeavor and represents an intermediate
step between the QHSR Report and the DHS FY 2012-2016 Future Years Homeland Security
Program (FYHSP), which will propose specific programmatic adjustments based on the QHSR
strategic framework. Together, these three elements—the QHSR, the BUR, and the DHS FY
2012-2016 FYHSP—will address the primary legislative requirements set forth in Section 707 of
the Homeland Security Act.

The QHSR

The QHSR resulted in a new strategic framework and a positive, forward-looking vision for
homeland security: A homeland that is safe, secure, and resilient against terrorism and other
hazards where American interests, aspirations, and way of life can thrive. The QHSR strategic
framework grounds homeland security in five missions and their associated goals and objectives,
informed by a new conception of homeland security that places emphasis on: (1) the homeland
security enterprise; (2) a more comprehensive and complete understanding of homeland security
threats; and (3) the need to achieve balance across efforts related to Security, Resilience, and
Customs and Exchange.
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Tission 1: Preventing Terrorism and Enlimm’ng Seeurity

Mission 2: Seruring and Managing Our Borders

Mission 3: Enforcing and Administering Our Immigration Laws

Mission 4: Safesuarding and Securing Cyberspace

Mission 5: Ensuring Resilience to Disasters

The QHSR outlined this strategic framework 1o guide the activities of the members of the
homeland security enterprise toward a common end.

The BUR

The BUR is the second major step of a three-step process that began with the QHSR and will
culminate in the President’s Fiscal Year 2012 budget request and the accompanying Fiscal Year
2012-2016 FYHSP. The BUR provided a DHS-specific review of the Department’s
responsibilities and authorities within each homeland security mission set forth in the QHSR, and
the programs and activities required to effectively execute the Department’s responsibilities
within those missions. As required by the QHSR statute, the BUR included an assessment of the
organizational alignment of the Department with the homeland security missions—including the
Department’s organizational structure, management systems, procurement systems, and physical
and technical infrastructure—and a review and assessment of the effectiveness of the
mechanisms of the Department for turning the requirements developed in the QHSR into an
acquisition strategy and expenditure plan for the Department.

The BUR had four specific aims:

(1) To gauge how well current activities and departmental organization align with mission
priorities and goals as outlined in the QHSR,;
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(2) To identify ways to achieve better programmatic and budgetary alignment across the
entire department;

(3) To identify areas for enhanced mission performance; and

(4) To prioritize initiatives to strengthen existing programs and organization, address
shortfalls, and establish a foundation for innovation and advancement.

While the robust portfolio of DHS’s component agencies could not be completely represented in
a 40-page report, the BUR Report discusses the Department’s core role in each of the homeland
security missions, considers the additional statutory responsibilities of DHS component agencies,
and outlines enhancements and initiatives that address three principal areas of emphasis:

¢ Strengthening and Maturing DHS—There is a need to strengthen the Department’s
ability to execute its mission responsibilities, run itself, and account for the resources that
have been entrusted to it.

¢ Enhancing Partner Capability and Capacity—Responsibilities for homeland security
extend beyond DHS and indeed, beyond the Federal government. For that reason, there
is a need to strengthen the ability of partners in the homeland security enterprise—in
particular, State, local, tribal, and territorial governments, and the private sector—to
execute important aspects of core homeland security mission activities.

¢ Deepening International Engagement-—Security of our homeland begins far from our
shores. We must work with key international partners to improve the critical partnerships
and activities that affect the homeland security mission space, consistent with the broad
range of U.S. Government international priorities and in consultation and coordination
with the Department of State and the U.S. Chiefs of Mission stationed in foreign
countries.

The BUR Process

Beginning in November 2009, each DHS directorate, component, and office subdivided its
programs into activities, and categorized those activities as mission activities, mission support
activities, or business support activities. Each mission activity was then given a primary
mapping to one of the five homeland security missions articulated in the QHSR Report, as well
as to one of the six functional capability portfolios set forth in the Homeland Security Enterprise
Architecture.’

The activities inventory resulted in a comprehensive catalogue of DHS activities across the
homeland security missions. The three basic aims of the activities inventory were to: (a) increase
comparability within and across Components; (b) improve measurement of mission outcomes
and the contribution of particular programs to those outcomes; and (c) attain better cost

" The six functional capability portfolios in the Homeland Security Enterprise Architecture are Screening, Securing,
Law Enforcement, Domain Awareness, Benefits Administration, and Incident Management. These mappings were
done to facilitate functional capability portfolio reviews that are being conducted separately from the BUR.
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estimating of missions, programs, and activitics. The activitics alignment allowed DHS
leadership to view the full panoply of DHS activities within each mission, in order to enhance
the accomplishment of the mission priorities identified in the QHSR through alignment and
prioritization of DHS programs and resources.

As the activities inventory progressed, Department leadership began identifying policy,
legislative, and organizational implications arising out of the QHSR mission goals and objectives
and the activities inventory. I personally held several meetings with the leadership of the
Department’s directorates and operating components, as well as key offices, to discuss priority
initiatives and enhancements in each of the five homeland security missions, as well as in the
categories of Improving Department Management and Increasing Accountability. Those
meetings resulted in an initial list of over 300 potential initiatives and enhancements. Through
further discussion and analysis, that list was reduced to the 44 initiatives and enhancements that
are described in the BUR Report.

BUR Results

The BUR resulted in priorities across three main categories: {1) Enhancing Mission
Performance; (2) Improving Department Management; and (3) Increasing Accountability. It
should be noted that these are four-year priorities; DHS will not accomplish all 44 of the
initiatives and enhancements in Fiscal Year 2012. Instead, DHS will begin work on the highest-
priority initiatives now, propose the initiation of others in the President’s Fiscal Year 2012
budget proposal, and accomplish others through the Fiscal Year 2012-2016 time frame of the
FYHSP.

Enhancing Mission Performance

Mission 1: Preventing Terrorism and Enhancing Security

Protecting the United States and its people from terrorism is the cornerstone of homeland
security. DHS shares leadership roles and responsibilities in the U.S. government’s efforts to
prevent terrorist attacks with several Federal departments and agencies. DHS’s responsibilities
focus on three goals: preventing terrorist attacks; preventing the unauthorized acquisition,
importation, movement, or use of chemical, biological, radiological, and nuclear (CBRN)
materials and capabilities within the United States; and reducing the vulnerability of critical
infrastructure, key leadership, and events to terrorist attacks and other hazards. To improve
performance in this mission area, the Department will:

s Strengthen counterterrorism coordination across DHS;

» Strengthen aviation security by bolstering the international aviation security system,
improving security processes and technologies, and encouraging partnerships with
industry;

o Create an integrated Departmental information sharing architecture and link that
architecture to interagency efforts to prevent terrorism while protecting privacy, civil
rights and civil liberties;
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« Deliver infrastructure protection and resilience capabilitics to the field, in conjunction
with efforts to “design in” greater resilience in critical infrastructure;

o Set national performance standards for identification verification;

e Increase efforts to detect and counter nuclear and biological weapons and dangerous
materials;

e Standardize and institutionalize the National Fusion Center Network;

* Promote safeguards for access to secure areas in critical facilities, including through
increased risk-informed screening and recurrent vetting;

¢ Establish DHS as a center for excellence for canine training and deployment; and
¢ Redesign the Federal Protective Service to better match mission requirements.
Mission 2: Securing and Managing Our Borders

DHS is responsible for secure, well-managed borders that not only protect the United States
against threats from abroad, but also expedite the safe flow of lawful travel and commerce.
Achieving this outcome rests on three interrelated goals: effectively securing U.S. air, land, and
sea borders; safeguarding lawful trade and travel; and disrupting and dismantling transnational
criminal and terrorist organizations. To strengthen efforts to achieve these goals, the Department
will:

¢ Expand joint operations and intelligence capabilities, including enhanced domain
awareness;

e Enhance the security of the global trade and travel systems responsible for the secure
movement of people and goods, including enhanced container and maritime security and
prioritization of immigration and customs investigations relating to global trade and
travel systems;

¢ Strengthen and expand DHS-related security assistance internationally (e.g. border
integrity and customs enforcement security assistance) consistent with U.S. government
security and foreign assistance objectives in consultation and coordination with the
Departments of State and Defense; and

» Work closely with the governments of Canada and Mexico to enhance North American
security.

Mission 3: Enforcing and Administering Our Immigration Laws
Smart and effective enforcement and administration of our immigration laws allows the

government to facilitate lawful immigration while identifying and removing those who violate
our laws. To support this mission arca, DHS will:
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e Pursue comprehensive immigration reform;

o Strengthen and improve the Department’s immigration services process;

e Prioritize national security and fraud detection vetting in immigration services processes;
o Target egregious employers who knowingly exploit illegal workers;

s Dismantle human smuggling organizations through concerted law enforcement activity;

¢ Improve the detention and removal process by increasing non-investigatory law
enforcement staffing and expanding Secure Communities and the Criminal Alien
Program;

e Work with new Americans so that they fully transition to the rights and responsibilities of
citizenship; and

¢ Build and maintain a mode] immigration detention system.
Mission 4: Safeguarding and Securing Cyberspace

Cyber infrastructure forms the backbone of the Nation’s economy and connects every aspect of
our way of life. While the cyber environment offers the potential for rapid technological
advancement and economic growth, a range of malicious actors may seek to exploit cyberspace
for dangerous or harmful purposes, disrapt communications or other services, and attack the
Nation’s infrastructure through cyber means. By statute and Presidential directive, DHS has the
lead for the Federal government to secure civilian government computer systems, works with
industry to defend privately-owned and operated critical infrastructure, and works with State,
local, tribal and territorial governments to secure their information systems. In pursuing these
initiatives and enhancements to strengthen the Department’s capabilities in cybersecurity, DHS
will:

» Better integrate and focus DHS cybersecurity and infrastructure resilience operations;
¢ Strengthen DHS’s ability to protect cyber networks;

¢ Increase predictive, investigative, and forensic capabilities for cyber intrusions and
attacks; and

» Promote cybersecurity public awareness through the cyber awareness program and the
planned implementation of a national public awareness and education campaign.

Mission 5: Ensuring Resilience to Disasters

Ensuring domestic resilience to disasters is grounded in the four fundamental elements of
emergency management: mitigating hazards, increasing our Nation’s preparedness, effectively
responding to emergencies, and supporting community recovery. During domestic disasters, the
Department’s role, largely executed through the Federal Emergency Management Agency

6
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(FEMA), is principally one of coordinator, working closely with our State, local, regional, tribal,
and territorial partners, as well as nongovernmental organizations and the private sector, to
enhance preparedness, build and sustain capabilities, and act as an aggregator of resources from
across the Federal government. DHS, through FEMA, also has specific direct responsibilities,
including disaster preparedness, response, recovery, and mitigation, including field coordination,
disaster logistics, individual and public assistance programs, as well as national continuity
programs. DHS maintains a significant first responder capability for disasters in the maritime
domain through the U.S. Coast Guard (USCG), and also ensures the resilience of critical
infrastructure to disasters through the National Protection and Programs Directorate. In order to
strengthen mission performance, DHS will:

¢ Enhance catastrophic disaster preparedness through shared objectives and capability
standards at the Federal, State, local, regional, tribal, territorial, nongovernmental, and
private sector level, developed in close collaboration with all partners and based on
planning assumptions that address risk-based worst case scenarios (maximums of
maximums);

» Improve the capabilities of DHS to lead in emergency management through a new
strategic approach to developing FEMA’s workforce, creating an emergency
management career path, and harmonizing emergency responder training across DHS;

¢ Explore opportunities with the private sector to “design-in” greater resilience for critical
infrastructure; and

» Make individual and family preparedness and critical facility resilience inherent in
community preparedness.

Complementary Department Responsibilities and Hybrid Capabilities

DHS also performs a number of services and functions that are complementary to its homeland
security mission responsibilities, including marine safety, stewardship, and environmental
protection, and certain categories of law enforcement activities. These services and functions are
typically performed with hybrid capabilities—assets and resources capable of performing
multiple missions—which are a hallmark of homeland security. For example, the same assets
and personnel that patrol our borders, enforce our immigration laws, and respond to major oil
spills also enforce safety regulations, assist travelers, and safeguard natural resources. These
complementary activities are critical to fulfilling other national interests and are often
intertwined with and mutually supporting of homeland security activities.

Improving Department Management

The integration of 22 different Federal departments and agencies into a unified, integrated
Department of Homeland Security continues to represent a significant public policy and
management challenge. Over the course of its brief history, DHS has evolved to its current
structure, which includes seven operating components, four headquarters directorates, and over
15 additional supporting offices, many of which combine responsibilities for policy,
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management, operations, acquisition, external affairs, and research and development. In order to
improve department management, DHS proposes to:

o Seek restoration of the Secretary’s reorganizational authority for DHS headquarters to
address new threats and realize greater efficiencies;

¢ Realign component regional configurations into a single DHS regional structure;
s Improve cross-Departmental management, policy, and functional integration;

s Strengthen DHS internal counterintelligence capabilities and internal intelligence sharing
and distribution;

¢ Enhance the Department’s risk management capability;

s Invest in the DHS workforce and improve retention and morale by strengthening
employee health and wellness and other human resources programs;

o Strengthen coordination within DHS through cross-Departmental training and career
paths;

e Increase diversity in the DHS workforce, especially at senior levels; and

¢ Balance the DHS workforce by ensuring strong federal control of all DHS work and
reducing reliance on contractors as needed to enhance competency and meet long-term
mission requirements,

Increasing Accountability

To enhance mission performance and improve Departmental management, DHS must increase
accountability across the organization. While accountability cuts across all aspects of the
organization’s operations, our initial focus will be to maximize the performance and resource
data we collect to support strategic and risk-informed decision-making. The initiatives described
below are intended to improve the effectiveness of the Department in turning the requirements
developed in the QHSR into an acquisition strategy and expenditure plan. DHS proposes to:

o Increase its analytic capability and capacity by enhancing strategic planning, resource
allocation, risk analysis, net assessment, modeling capabilities, statistical analysis, and
data collection;

e [Improve performance measurement and accountability by increasing the quality of the
Department’s performance measures and linking those measures to the mission outcomes
articulated in the QHSR Report; and

s Strengthen acquisition oversight by strengthening the Department’s independent cost
estimation capability.
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Implementing the BUR and the Path Forward

BUR implementation began on April 19 with the submission of resource allocation plans by
DHS directorates, components, and offices. The resource allocation plan submission process
was restructured to show resources in a common set of expenditure categories according to the
activities identified in the BUR. By collecting the data in this way, DHS has been able to
systematically look at costs associated with salaries (people), expenses, investments (planning,
acquisition, and maintenance), research and development, and assistance payments (grants)
across components, which DHS has never been able to do before. From this, DHS directorates,
components, and offices were able to construct a more unified FYHSP program structure based
on the activities. That programmatic structure facilitates much easier evaluation of resource
prioritization and a clearer understanding of the alignment of program outcomes with the overall
mission goals and objectives set forth in the QHSR Report. DHS is currently evaluating the
resource allocation plans through its Program Review Board, and the final decisions on the
resource allocation plans will ultimately be set forth in the President’s Fiscal Year 2012 budget
proposal and the accompanying Fiscal Year 2012-2016 FYHSP.

In addition, each of the 44 initiatives and enhancements set forth in the BUR Report have been
assigned to a DHS directorate, component, or office, to lead Department-wide efforts to
implement the initiative. Some of the initiatives will require programmatic or budgetary activity,
and the Administration’s proposals for those initiatives will be included in the President’s Fiscal
Year 2012 budget proposal and the accompanying Fiscal Year 2012-2016 FYHSP. Other
initiatives involve policy, legislative, and organizational activities. DHS will evaluate policy
alternatives and change policy as appropriate, and those legislative and organizational proposals
for Fiscal Year 2012 will be proposed either within the President’s Fiscal Year 2012 budget
proposal and the accompanying Fiscal Year 2012-2016 FYHSP or another venue as appropriate.

DHS will also undertake, in coordination with appropriate interagency partners, additional
efforts in support of the QHSR, including the development of requirements for intelligence,
science and technology, support to civil authorities, and other clements described in the QHSR
and BUR reports.

Lessons Learned

As we look toward the next QHSR, I would like to share with you a few lessons learned. First,
future QHSRs should not be conducted in transition years. Senior leadership engagement and
support is critical to any planning process of this scale, and the timeline of the transition process
creates significant challenges in the critically important conceptualization and launch phases of a
review. Based on the foundation set by the 2009 QHSR, the next QHSR will involve significant
analytics during both the preparatory and early phases of the review, which must be conducted
with full buy-in and awareness of senior leadership.

In addition, the other major quadrennial reviews, including the Quadrennial Defense Review and
Quadrennial Diplomacy and Development Review, among others, must be synchronized.
Today’s security environment demands whole of government solutions and flexible and
adaptable policy responses to difficult challenges. Quadrennial reviews offer an important
opportunity to pause and ensure the strategy is right and the organization is aligned. We must
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find ways to do this in a way that meaningfully leverages the knowledge of each relevant
department and agency, as well as stakeholders beyond the federal government.

Lastly, though the QHSR succeeded in breaking down bureaucratic and other barriers to large-
scale engagement with the public, there is still more we can do. The technology and the tools are
there for government to significantly enhance representative policymaking and we must facilitate
the use of such tools across the government.

Conclusion

Thank you again for the opportunity to speak with you today about implementation of the QHSR
and DHS Bottom-Up Review, and lessons learned for the future. Ilook forward to your
questions.
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Post-Hearing Questions for the Record
Submitted to the Honorable Jane Holl Lute
From Senator Joseph 1. Lieberman

“Charting a Path Forward: The Homeland Security Department’s Quadrennial
Homeland Security Review and Bottom-Up Review”
July 21, 2010

Question#: !

Topic: | NHSS

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: The provision of law mandating the QHSR required that the review should
“delineate and update, as appropriate, the national homeland security strategy...” Does
the QHSR report replace the National Strategy for Homeland Security issued by
President Bush in October 2007, or is the QHSR a complementary document to it?

Response: The QHSR Report is currently the prevailing source of strategic guidance for
homeland security. It establishes a mission-based strategic framework for homeland
security based on five missions: Preventing Terrorism and Enhancing Security; Securing
and Managing our Borders; Enforcing and Administering our Immigration Laws;
Safeguarding and Securing Cyberspace; and Ensuring Resilience to Disasters. These five
missions are the priority, critical homeland security missions of the Nation.

QHSR differs from previous strategy in four primary ways:
1. Outlines a comprehensive mission framework that captures the universe of
homeland security activities in a rational and clearly understandable construct.

2. Incorporates critical homeland security mission activities that were not explicitly
identified as part of homeland security in previous strategies—namely,
immigration enforcement and administration; cybersecurity; and emergency
management.

3. Broadens the understanding of homeland security threats and hazards to
specifically include high-consequence weapons of mass destruction, Al-Qaeda
and global violent extremism, mass cyber attacks, intrusions, and disruptions,
pandemics and natural disasters, and illegal trafficking and related transnational
crime; and

4. Shifts emphasis away from “Prevent, Protect, Respond, and Recover” as the
primary strategic architecture towards the concepts of “Security, Resilience, and
Customs and Exchange” upon which the foundations of homeland security rest.
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Questionti: | 2

Topic: | recommendations

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph [ Licberman

Committee: | HOMELAND SECURITY (SENATE)

Question: The Quadrennial Homeland Security Review was mandated by Section 2401
of the Implementing the Recommendations of the 9/11 Commission Act of 2007 (P.L.
110-53). Please provide your assessment of the feasibility of the following requirements
of Section 2401, in light of the experience of carrying out the QHSR and BUR in 2009-
2010, as well as any other recommendations for clarifications or improvements to the
statute:

The timing of the review, due currently at the end of the first year of each Presidential
term;

Response: Future QHSRs should not be conducted in transition years. Senior leadership
engagement and support is critical to any planning process of this scale, and the tuneline
of the transition process creates significant challenges in the critically important
conceptualization and launch phases of a review. Based on the foundation set by the
2009 QHSR, the next QHSR will involve significant analytics during both the
preparatory and early phases of the review, which must be conducted with full buy-in and
awareness of senior leadership.

Question: The requirement that the review be led by DHS but looking at homeland
security broadly, beyond the scope of the missions and activities carried out by the
Department of Homeland Security;

Response: Homeland security is most appropriately viewed from an enterprise
perspective, reflecting the shared responsibility of Federal, State, local, tribal, territorial,
nongovernmental, and private sector partners—as well as individuals, families, and
communities—for ensuring a safe, secure, and resilient homeland.

Question: The requirement for a budget plan that provides sufficient resources to
successfully execute the missions called for in the national homeland security strategy;

Response: The requirement for a budget plan to provide sufficient resources to execute
homeland security missions is feasible and desirable. For DHS, that budget plan exists in
the form of the DHS Future Years Homeland Security Program (FYHSP), which is a
five-year budget plan. The QHSR guides development of the FYHSP,

Question: The requirement for a discussion of the status of cooperation among Federal
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Question#: { 2

Topic: | recommendations

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph L. Lieberman

Committee; | HOMELAND SECURITY (SENATE)

agencies;

Response: A specific review of the status of Federal cooperation is a critical element to
ensuring the Nation’s homeland security; however, such a roles and missions review is
most appropriately conducted by the White House and is beyond the scope of what DHS
can complete in a strategic review. The concept of the homeland security enferprise
established in the QHSR explicitly acknowledges the fundamental role that other Federal
partners play in homeland security. The QHSR makes specific recommendations on how
to strengthen and mature the homeland security enterprise, including mechanisms to
enhance unity of effort across multiple homeland security partners and stakeholders,

Question: The requirement for a discussion of the status of cooperation between the
Federal government and State, local and tribal governments in preventing terrorist attacks
and responding to threats to national homeland security.

Response: A specitic review of the status of Federal, State, local, and tribal government
cooperation is a critical element to ensuring the Nation’s homeland security; however,
such a roles and missions review is most appropriately conducted by the White House
and is beyond the scope of what DHS can complete in a strategic review. The concept of
the homeland security enterprise established in the QISR reflects explicit
acknowledgment of the fundamental role that Federal, State, local, tribal, territorial,
nongovernmental, and private sector partners—as well as individuals, families, and
communities—play in homeland security. The QHSR makes specific recommendations
on how to strengthen and mature the homeland security enterprise, including mechanisms
to enhance unity of effort across multiple homeland security partners and stakeholders,
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Question#: | 3

Topice: | costs

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: How much did the Department spend to develop the QHSR and BUR,
including costs related to (a) full-time headquarters personnel, (b) detailees and/or
participants (reimbursable or non-reimbursable) from DHS components or other
Departments or agencies, (¢) use of Department FFRDC’s, (d) use of other contractors,
and (e) other costs? Please provide a detailed breakout of costs by activity, office, fiscal
year, and segment of the process (i.e. distinguish between QHSR costs and BUR costs).

Did the Department have sufficient resources to carry out the QHSR and BUR in a way
that would satisfy the statutory requirements of the review? If not, what steps is DHS
taking or planning to take to more accurately estimate costs and budgetary requirements
for the next QHSR?

Response: Office of Strategic Plans had responsibility for the funding and conduct of the
Quadrennial Homeland Security Review. The following is a breakdown of the requested
QHSR costs:

FY HQ Intra/Inter FFRDC Contractor Total (FY)
Personnel Agency (HSSAD Support
Costs Personnel Costs
2008 915276 Not Tracked 434,575 739,795 $2,089,646
2009 1,315,771 3,913,351 7,149,000 1,219.895 | $13,598,017
Total 2,231,047 3,913,351 7,583,575 1,959,690 | $15,687,663

Program Analysis and Evaluation had responsibility for conduct of the Bottom Up
Review. The following is a breakdown of the requested BUR costs:

FY HQ Intra/Inter FFRDC Contractor Total (FY)
Personnel Agency (HSSAI) Support
Costs Personnel Costs
2010 1,253,900 0 0 314,800 1,568,710

DHS applied sufficient resources to conduct these reviews and satisfy statutory
requirements. DHS will program additional resources internally as needed for future

reviews.
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Question#: | 4

Topic: | studies

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: Please provide a complete list of studies and reports undertaken since January
2008 by DHS, and by external entities for DHS, in support of the QHSR and BUR,
including the full name of the study, date of study, and the entity that produced the study,
as applicable.

Response: The QHSR was supported by seven study groups. Four of the groups
addressed the purpose and objectives of the four homeland security mission areas, and
three of the groups analyzed mission support tools—namely, homeland security national
risk assessment, homeland security planning and capabilities, and DHS strategic
management. The study groups convened from May 2009 through September 2009 and
resulted in specific recommendations that were then considered by senior leadership.
These study groups, consisting of over 200 participants from 42 DHS directorates,
components and offices, represented the core of the QHSR effort. The study groups were
convened by the Office of Strategic plans and supported by the Department’s Federally
Funded Research and Development Center, the Homeland Security Studies and Analysis
Institute (HSSAIL).
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Question#: | §

Topic: | plans

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph 1. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: At the Committee hearing I requested copices of the 44 Strategic
Implementation Plans that have been developed to implement the Bottom Up Review
(BUR) findings and recommendations.

Please provide the Committee with copies of all of the 44 Strategic Implementation
Plans, as requested at the hearing, and any overarching documents that outline the
Department’s timetable for implementation of these plans.

Response: The strategic implementation plans are an evolving product internal to the
Administration. Each BUR initiative was tasked to a lead organization within DHS that
developed one-page strategic implementation plan executive summaries, completed on
July 2, 2010. That material was reviewed by DHS leadership and programmatic
initiatives became the subject of Program Review Board deliberations throughout July as
part of the DHS resource allocation process. Policy, organizational, and legislative
initiatives are the subject of additional review by the Assistant Secretary for Policy and
Under Secretary for Management throughout August. The programmatic implications of
these initiatives will be evident in the Fiscal Year (FY) 2012 President’s Budget
submission in February, 2011, and in the associated five-year FY 2012-2016 Future
Years Homeland Security Program (FYHSP).
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Question#: | 6

Topic: | report

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph 1. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: Section 874 of the Homeland Security Act requires that DHS submit to
Congress a Future Years Homeland Security Program (FYHSP) at or about the same time
as the annual budget request that provides a five-year budget outlook for key programs
and activities of the Department. This report is intended to emulate the Future Years
Defense Program (FYDP), which is a key source of information for the Armed Services
Committee’s efforts to pass a Defense Authorization bill each year. The FYHSP is
similarly intended to give the Committee information that it needs in order to authorize
funding for the Department.

This Committee did not receive an FYHSP report in 2009 to accompany the FY 2010
budget request. And this Committee has not yet received an FYHSP report this year to
accompany the FY 2011 budget request. It is my understanding that these reports have
been completed, but that decisions have been made to prevent their release to Congress,
in contravention of Section 874 of the Homeland Security Act.

What is the current status of the FY 2010-2014 FYHSP report? What has prevented its
release to date?

Response: The Administration released a FY 2010 Policy Budget to the Congress in
February 2009 which was followed by a more complete congressional justification and
President’s Budget in May 2009. Typically, issuance of the FYHSP report would occur
within 60-90 days following release of the President’s budget. However, by the time the
FY 2010-2014 FYHSP report was completed and reviewed with DHS leadership and
OMB, a joint determination was made not to release the report. Given the timing, the
report would have coincided with the Administration’s review of FY 2011 budget
justifications from Agencies, making the material in the report indicative of then ongoing
pre-decisional budget deliberations for FY2011.

Question: What is preventing the release of the FY 2011-2015 FYHSP report? What has
prevented its release to date?

Response: The FY 2011-2015 FYHSP report was completed and reviewed with DHS
leadership and OMB in March, 2010. Unfortunately the timing of this report, shortly after
the Quadrennial Homeland Security Review and in the midst of the Bottom-Up Review,
did not allow incorporation of performance measures that adequately represent the
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Questiont: © 6

Topic: | report

Hearing: | Charting a Path Forward: The Homeland Security Department’s Quadrennial
Homeland Security Review and Botiom-Up Review

Primary: | The Honorable Joseph 1. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Department’s contribution to the new mission areas and program structure under
development at that time.

Question: Please provide a copy of the current versions (as of the date of the submission
of these questions) of the FY 2010-2014 and FY 2011-2015 FYHSP reports to the
Committee. If you are unable or unwilling to provide these reports upon the receipt of
this question, please explain the reasons why.

Response: The rationale for not releasing these reports is described above,

Question: How will activities undertaken as part of the QHSR and BUR process
(including the BUR Activities Inventory) be used to improve or inform the FY 2012-
2016 FYHSP and subsequent FYHSPs?

Response: The FY 2012-2016 FYHSP will include new performance measures
developed over the course of the Bottom-Up Review which are reflective of the
objectives of the Quadrennial Homeland Security Review. The Department-wide
Activities Inventory will enable the Department to advance in three primary focus areas:
o Comparability of our programs, activities, and resources within and across
components;
o Contribution of our programs, activities, and resources to mission outcomes;
and
o Alignment of activities to missions, identification of the cost elements/drivers
of activities, aggregation of activity costs to programs and missions, and
promotion of consistency between planned activities and execution.

The activities inventory provides visibility into the various activities that comprise the
programs that contribute to the missions of the QHSR. It allows for new programs to be
introduced in our Annual Performance Report and Fiscal Years (FY) 2012-2016 Future
Years Homeland Security Program. The comparability and granularity provided will
continue to be an important element required in the annual internal DHS resource
allocation process and analysis provided by cross-Component issue teams in each year's
Program Review.
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Question#: | 7

Topic: | approach

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: A recent report from the Homeland Security [nstitute (HSI), one of the
Department’s FFRDC's, indicates that “no method exists to determine what or how many
strategic resources are needed to accomplish the goals and objectives” described in the
QHSR, and adds that “no methodology has been designed to optimize these resources
once they are defined.” HSI is now developing a Capability and Capacity Model in
response to this deficiency.

How great of a risk is it to the Department’s effectiveness that it currently has no
methodology for strategic resource allocation and optimization? What is the
Department’s approach to addressing this deficiency?

Response: While many DHS components have methodologies for determining needed
capabilities and capacities in order to help guide strategic resource allocation, DHS has
recognized that no standardized method exists across all missions. DHS is working to
develop such a method, and the Homeland Security Institute (HSI) is playing a
supporting role. This effort is intended to work in harmony with other analytic efforts
across the Department, including the Risk Management and Analysis office's work on
risk analysis and FEMA's work on national preparedness.
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Question#: | 8

Topic: | measurement

Hearing: | Charting a Path Forward: The Homeland Security Department’s Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Licberman

Committee: | HOMELAND SECURITY (SENATE)

Question: The BUR lists as one of its priority initiatives as “Improve Performance
Measurement and Accountability.” DHS has been working with OMB and GAO for
years to develop better quality performance measures to assess how well the Department
is fulfilling its mission, but so far its efforts have mostly fallen short.

What specifically does DHS plan to accomplish in this initiative and what is your
timetable? What does DHS plan to have completed a year from now? In four years?

How are the efforts to improve performance measures as the result of the QHSR and
BUR drawing on the Department’s ongoing dialogue and interaction with GAQO on this
issue?

Response: The Quadrennial Homeland Security Review (QHSR) strategic framework
and the analytical work provided with the Bottom-Up Review (BUR) resulted in a large-
scale effort to develop strategic-level performance measures that address contribution to
the objectives of the QHSR. These outcomes delineated in the QHSR effort are the basis
for driving towards a set of strategic performance measures. DHS leadership directed
that the entire suite of measures be reexamined in light of this new strategy. Currently, 17
cross-Component teams are working to develop strategic-level measure across the 43
objectives of the QHSR, as well as evaluating and recommending changes to the existing
measure suite. Teams are expected to report back to DHS leadership to provide new fully
developed measures and measurement concepts in September 2010. Each of these
measure proposals will have a timetable indicating how long it will take to begin official
tracking on these measures. Some of these measures we will be able to implement
immediately; others will take additional time to develop. Performance measure
development is an ongoing and iterative process internally within DHS as we seek
continuous improvement in how the Department assesses the effectiveness of programs.
In addition to review by the department, OMB and GAO are both involved partners to
review measures as they are developed.
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Question#: | 9

Topic: | program reviews

Hearing: | Charting a Path Forward: The Homeland Security Department’s Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: In February 2010 the Committee requested copies of reports resulting from
Program Reviews carried out by the DHS Office of Program Analysis and Evaluation.
The After-Action Report for the Department of Homeland Security’s FY 2010-2014
Program Review (available at http:/www.dtic.mil/cgi-
bin/GetTRDoc?Location=U2&doc=Get TRDoc.pdt& AD=ADAS03010) indicates that
major reviews were carried out in areas such as People Screening, Cargo Screening,
Interior Immigration Enforcement, Facilities Consolidation, Biowatch, IT, Intelligence,
and Border Security.

Please provide the Committee with copies of reports resulting from these reviews,
including on the topics mentioned above, and other similar program reviews conducted in
the last three years.

Response: No formal reports were compiled. Program Reviews conducted as part of the
internal DHS resource allocation process represent an internal pre-decisional deliberation
among DHS leadership to help shape budget justifications for the Administration. These
reviews resulted in a series of briefings covering each of the areas that set forth resource
alternatives and tradeoffs. Executive Branch communications that led to the President's
budgetary decisions are not disclosed by the agencies that prepared the budget.

Question: How are these reviews used by DHS to improve the effectiveness and
efficiency of the Department’s activities?

Response: The Program Review and analytical work of assigned cross-Component issue
teams relate to major multi-year programmatic issues directed by leadership and are
presented to the Program Review Board (PRB). The board is chaired by the Deputy
Secretary and provides discussion/decision on alternative resource options and tradeotfs.
These reviews increase cross-component coordination and communication which aid
identification of gaps and overlaps in DHS activitics across components as well as within
components.

Question: How will the Activities Inventory developed as part of the Bottom-Up Review
be used to support future Program Reviews within the Department?
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Question#: | 9

Topic: | program reviews

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Response: The development of the Department wide Activities Inventory was one of the
several tasks comprising the Bottom-Up Review to enable the Department to advance in
three primary focus areas;
o Comparability of our programs, activities, and resources within and across
components;
o Contribution of our programs, activities, and resources to mission outcomes;
and
o Alignment of activities to missions, identification of the cost elements/drivers
of activities, aggregating activity costs to programs and missions, and
promoting consistency between planned activities and execution.

The activities inventory provided a fresh look at the underpinning elements of the
programs DHS uses to describe the outcomes it provides the public in the context of the
missions detailed in the Quadrennial Homeland Security Review (QHSR) without
presupposing whether the current structure is optimal. As a result you will see new
programs introduced in our Annual Performance Report and Fiscal Years (FY) 2012-
2016 Future Years Homeland Security Program. The comparability and granularity
provided will continue to be important elements in the annual internal DHS resource
allocation process and in the analysis provided by cross-Component issue teams in cach
year’s Program Review.
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Question#: | 10

Topie: | timeliness

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph |. Lieherman

Committee: | HOMELAND SECURITY (SENATE)

Question: In order for the Committee to conduct fair and constructive oversight over
DHS, it is imperative that DHS provide timely responses to legitimate Committee
inquiries. In particular, our oversight of DHS acquisitions requires the Department to
provide us timely and detailed reports on the status of projects, as well as a clear
understanding of DHS goals and its acquisition strategies. On March 23, Senator Collins
and I wrote to the Secretary to ask a series of questions about CBP’s plans for
modernization of the Traveler Enforcement Compliance System, or TECS, a multi-year
initiative, projected to exceed $360 million, to modernize the database system used by
CBP and ICE to manage law enforcement actions, including efforts to stop terrorists from
traveling. In addition to mailing the letter, our staff circulated an electronic copy of the
letter to DHS and CBP legislative affairs offices on March 23. Since March 23, our staff
has repeatedly inquired about the status of a response, each time attaching another copy
of the letter to the inquiry. We were dumbfounded to receive a response from the
Executive Secretary dated July 22, stating that the letter was received on July 14, and
indicating that the Department needed additional time to provide a detailed response.

Do you think it is acceptable for the Department to take nearly four months to respond to
a letter from the Committee, and then to inform the Committee that the Department
requires additional time to formulate a response?

When can the Committee expect to receive a response to our March 23 guestions about
the TECS modernization initiative?

How can the Committee have confidence that the Department is addressing weaknesses
in its acquisition system when it takes longer than four months to provide fundamental
information on its major acquisitions?

Response: DHS agrees that TECS modernization is a critical project and assures you that
the DHS is closely monitoring it to ensure that the critical functions provided by TECS
are successfully improved and extended into the future. Attached is a white paper with
specific answers regarding the TECS modernization.
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ATTACHMENT - QFR #10

U.S. Department of Homeland Security
U.S. Customs and Border Protection
Answers regarding the TECS modernization

Program Management Office Staffing

Both the DHS Chief Information Officer (CIO) and Acquisition Program Management Division
(APMD) provide oversight to the performance of the TECS modernization program and its
program management office (PMO). The DHS CIO and APMD staffs interact with the PMO on
an ongoing basis in addition to the formal reviews conducted by each office. Based on the
concern expressed by the DHS CIO, U.S. Customs and Border Protection (CBP) developed a
staffing plan that included adding more government staff and reducing the number of contractor
staff. CBP has implemented a staff increase according to the plan with periodic updates to the
DHS CIO. The TECS modernization PMO currently consists of 43 staff members, of which

10 are government employees.

Contracting Strategy

CBP revised the contracting strategy and is focusing on obtaining two long-term contracts.

Over the last eight years, the application work within CBP’s Passenger System Program Office
(PSPO) has expanded beyond TECS, while the TECS system has also expanded through
programs such as US-VISIT and the Western Hemisphere Travel Initiative. Based on the
tremendous growth of the PSPO systems, a strategy was developed to divide the PSPO work
among four application services contracts and an overarching project support contract. The four
application services contracts would have divided the work into logical divisions, while the
overarching contract would provide the project support for all PSPO work, including
requirements management, processes, configuration management, and security for all the PSPO
application work.

CBP also recognized that having four application services contracts would require a great deal of
coordination and increased the risk for key interfaces and interdependencies between projects.
For these reasons, CBP decided to change this strategy and pursue one large application services
contract to handle all PSPO application work including TECS modemnization. This will provide
CBP with one contract for closely-related application efforts. However, CBP will award a
separate contract for project support, as originally planned, which will include requirements
management, processes, configuration management, and security for the PSPO application work.
A separate contract for project support activities is critical to maintaining quality control, as it
provides a separation of duties between the application development contractor and the project
support contractor.

Governance and Oversight
TECS modernization oversight is provided both by DHS and CBP:

o The DHS CIO provides technical architecture oversight to the program through reviews
at each stage of the lifecycle. TECS modernization has been through these reviews and

August 2010
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received approval. Additionally, the DHS CIO conducted a special review of the
technical approach of TECS modernization before the DHS Acquisition Review Board in
September 2009. The DHS CIO concurred with the technical approach and CBP is
currently addressing recommendations made by the DHS CIO.

o The DHS Chief Procurement Office (CPO) provides support and oversight for the
procurement activities. The DHS CPO provides guidance and review, and will have final
approval of the request for proposal for the TECS modernization contract before it is
released to vendors to bid on.

o The DHS Acquisition Review Board reviewed the CBP TECS modernization in
September 2009. The overall program received approval for Acquisition Decision Event
(ADE) 1, which provides the overall authority to proceed with the program. Based on
completing the action items outlined in the Acquisition Decision Memorandum (ADM),
the Secondary Inspection was approved for ADE 2A/2B, which allows them to complete
development and deploy to five sites for conducting operational testing and evaluation.
High Performance Query received an ADE 2A approval which allowed for development
activities to begin. The ADM from the Acquisition Review Board is enclosed. The CBP
TECS modemization is scheduled for another Acquisition Review Board in
September 2010.

As part of the acquisition review process within DHS Headquarters, the CBP has
prepared all the documents required for acquisition approval. DHS Headquarters has
approved the Test Evaluation Master Plan, Additionally, CBP has approved the Mission
Needs Statement and it is being reviewed for final approval. The other required
documents are currently in CBP’s signature process and should be submitted to DHS
Headquarters in late August. The acquisition documents provide the overarching
requirements and plans for TECS modernization.

e The TECS Modernization Executive Steering Committee (ESC) is co-chaired by the CBP
Deputy Commissioner, the Deputy Assistant Secretary of U.S. Immigration and Customs
Enforcement (ICE), and the Deputy Director of U.S. Citizenship and Immigration
Services (USCIS). ESC ensures the appropriate strategic business needs are addressed
and the program is on course to deliver essential functionality in a timely and cost
effective manner. ESC also sponsors the Integrated Governance Committee (IGC),
which has members from all the major TECS modernization stakeholders, including
CBP, ICE, USCIS, other DHS Components, the Department of State, and the Federal
Bureau of Investigation. The IGC’s purpose is to ensure no degradation of TECS
functionality during the modernization effort by facilitating cross organization
dependencies and change management along with high level program risk mitigation and
communications.

Conclusion

The TECS modernization effort is following all of the established review and decision protocols
within both CBP and DHS Headquarters. These reviews ensure the program is being correctly
monitored and administered. TECS modernization is proceeding on a sound, realistic plan to
bring critical TECS functionality into a sustainable technology for the future. DHS will continue
to closely monitor TECS modernization.
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Question#: | 11

Topie: | HQ services

Hearing: | Charting a Path Forward: The Homeland Security Department’s Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph 1. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: The BUR report indicates that “DHS will examine the creation of a
Headquarters Services Division within the Management Directorate from the existing
service functions of the business chief that will provide day-to-day business support
functions to DHS headquarters elements.”

What arc the key criteria that will be evaluated in the process of deciding on whether to
create a Headquarters Services Division? What is the timeline for this evaluation?

If the Department decides to create a Headquarters Services Division, what statutory
changes (if any) would be needed to facilitate its development?

Response: Subsequent to the BUR report identifying the need for an increased focus on
service functions of the Management business chiefs, the Under Secretary for
Management has created the Management Service Council (the Council) to foster
integration and communication between management service providers for the purpose of
improving service to Headquarters customers. Service areas include acquisition and
procurement; human capital and human resources management; accounting and financial
management; information technology; employee and physical security; and facilities,
property, equipment, and other administrative services. The Council is chaired by the
Deputy Under Secretary for Management and includes Executive Directors responsible
for providing the day-today business support functions. Specifically, the Council will do
the following:

* Assist management in implementing a service-oriented framework and fostering
an organizational environment that supports the provision of efficient, effective
management services;

» Serve as a forum to convey information and to discuss issues of mutual concern;
and

*  Work together and coordinate efforts to resolve common challenges and address
issues.

The coordinated council approach will provide senior management level oversight and
accountability regarding the provision of operational services to Headquarters offices.
No additional statutory changes are needed to institute this approach to managing service
delivery business functions.
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Question#: | 12

Topic: | career paths

Hearing: | Charting a Path Forward: The Homefand Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

VerDate Nov 24 2008

Question: The BUR report states that “DHS will strengthen Department unity by
developing DHS career paths that provide mobility within the Department and span
headquarters and operational components.”

What are the most significant impediments to career mobility within the Department
today?

Response: The most significant impediments to career mobility within the Department
today include the lack of:

e A consistent methodology to cross-walk DHS-wide competencies;

s Aneffective process to analyze and identify cross-occupational competencies that
lend themselves to the successful transitioning from one occupation to another;
and,

¢ Tools and processes designed to effectively and consistently measure program
activity and success.

Question: What is the leadership of the Department doing today, or intending to do in the
near-term, to increase career mobility within the Department?

Response: The DHS Career Paths Program focuses on facilitating the movement of DHS
employees between occupational groups, with a special emphasis on crossing Component
lines. Currently, the Program focuses on certain law enforcement occupations, which
lend themselves to cross-Component movement.! We have also identified three other
occupations for inclusion in the Program. The Department plans to establish a cross-
Component workgroup designed to examine the Career Paths Program and identify
opportunities for expansion.

! For example, 1,664 DHS employees from other components were selected for Border Patrol and CBPO
positions from 2007 to 2009.
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Question#: | 12
Topic: | career paths
Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review
Primary: | The Honorable Joseph 1. Lieberman
Committee: | HOMELAND SECURITY (SENATE)

Question: How will the Department address any structural or long-term impediments to
career mobility (as identified in the response to part ‘a’)?

Response: The Career Paths workgroup will continually evaluate and assess the program
effectiveness; identify opportunities to enhance the Program; and develop effective
strategies to address any identified impediments.
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Question#: | 13

Topic: | authority

Hearing: | Charting a Path Forward: The Homeland Security Department’s Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph L. Licberman

Committee: | HOMELAND SECURITY (SENATE)

Question: When the Homeland Security Act of 2002 was originally enacted, it included a
provision ~ section 872 ~ that allowed the Secretary broad authority to reorganize the
Department, as long as the Secretary provided Congress with 60 days notice. The first
two Secretaries of the Department made liberal use of this provision to combine, divide,
create and move offices and functions within the Department. However, Congress,
concerned that the Department was suffering from frequent and repeated reorganizations,
has included in appropriations bills for the last number of years a provision prohibiting
the Secretary from exercising her reorganization authority under section 872. The BUR
lists as its first priority initiative to improve the Department’s management the restoration
of the Secretary’s reorganization authority — at least with respect to DHS headquarters.

What is meant by the suggestion in the BUR that reauthorization authority is being
requested only with respect to DHS headquarters? To which parts of the Department
specitically would the Secretary’s reorganization authority extend?

Only three other Department heads — the Secretary of Defense and, to a lesser extent, the
Secretaries of Education and Energy — have any statutory reorganization authority
beyond the implicit authority that all Cabinet Secretaries have to manage their
departments. And none of these three has been given authority that approaches the
breadth of that given to the Secretary of DHS under section 872. It may have made sense
initially to include section 872 in the Homeland Security Act, as there would almost
inevitably need to be some modifications to the structure of a Department that sought to
integrate 22 different agencies. Why do you think it is still necessary, 7 Y years after the
Department was created, that the Secretary have such broad authority? Do you believe
that the Secretary of Homeland Security should have broader reorganization authority
than other Cabinet Secretaries, including the Secretary of Defense?

If section 872 authority is restored, what initial changes do you anticipate the Secretary
making? In the absence of 872 authority, why has DHS not sought Congressional
authorization directly for these changes?

Response: At its founding DHS was authorized to conduct reorganizations of
Department functions upon 60 days notice to Congress, with the exception of USSS and
USCG. Through subsequent appropriations language, this authority has been rescinded,
and legislation such as the Post-Katrina Emergency Management Reform Act of 2006 has
specifically added other DHS operational components (in that case, FEMA) to the
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original list of exempt organizations. DHS's proposal acknowledges that Section 8§72
authority is most appropriate for the Department's headquarters, as opposed to its
operational components. However, it is imperative the Secretary have the flexibility to
realign and restructure the Department's headquarters in the most efficient way to help
align and unify departmental functions, especially as threats and challenges evolve over
time. Section 872 authority does not obviate the need for notice and dialogue with
Congress over DHS headquarters realignment and restructuring; however, it
acknowledges that DHS's dynamic mission environment and continuing efforts to mature
its Departmental operations require the Secretary to have the ability to evolve the
Department headquarters structure to meet mission needs and drive forward
Departmental maturity.
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Question: As the BUR notes, the primary vehicle for enhancing preparedness at the state
and local level is the Department’s homeland security grant programs, which provide
almost $4 billion annually to states, localities, {irst responders, and others. Both the Post-
Katrina Emergency Management Reform Act of 2006 and the Implementing
Recommendations of the 9/11 Commission Act of 2007 include a number of provisions
designed to ensure that these grant funds are spent effectively and are increasing state and
national preparedness, including requirements for the development of performance
metrics. GAO has estimated that from FY 2008 to FY 2010, FEMA budgeted roughly
$58 million to develop and implement several different evaluation efforts. Despite this,
FEMA still cannot provide basic information on how these grants are being used or
effectively measure how preparedness is increasing as a result. Recently, FEMA
announced it was abandoning the development of its “Cost-to-Capabilitics” system, the
Department’s latest effort to track and measure the capabilities being achieved through its
homeland security grant programs.

Given the importance of these programs to state and local governments and first
responders and the national need to better assess our preparedness, why did DHS decide
not to include a performance measurement system for homeland security grant programs
as a priority initiative or enhancement in the BUR? As an initiative not designated a
priority, what resources and attention can we realistically expect DHS to devote to this
effort?

Response: FEMA is committed to putting a system in place to measure State and local
capacity and preparedness in an effective, coordinated manner by integrating existing
assessment systems and considering grant effectiveness as part of the overall assessment
of preparcdness. A homeland security grant performance measurement system is an
integral part of FEMA’s preparedness assessment efforts.

Cost-to-Capabilities (C2C) was intended to be a tool to help grantees prioritize their
investments and identify gaps in capability. Though the C2C project yielded valuable
lessons learned, the pilot did not produce results that merited institutionalizing this
particular approach. Lessons learned will be incorporated into FEMA’s present efforts
on assessment.

A review of the Department’s efforts on State and local preparedness assessment revealed
the existence of multiple federal assessment efforts. FEMA is integrating and improving

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000068 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.036



VerDate Nov 24 2008

65

Question#: | 14
Topic: | system
Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review
Primary: | The Honorable Joseph 1. Lieberman
Committee: | HOMELAND SECURITY (SENATE)

existing tools, like the State Preparedness Report, a web-based, streamlined, quantitative

survey.

Before identifying a final assessment solution, FEMA is working to coordinate, integrate
and streamline current efforts. FEMA has stood up a Congressionally-mandated
Preparedness Task Force, which is comprised of Federal, State, Tribal, local, and private
sector experts and charged with, among other duties, making recommendations as to the
best system that should be implemented to measure national preparedness. Through the
Task Force recommendations and better data collection and analytical products, FEMA
will be able to deliver meaningful, useful, standards-based assessments of all-hazards

preparedness.

Establishing a consolidated framework for the measurement of preparedness—that
includes grant effectiveness—is a priority.
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Question: The QHSR notes that interoperability is a critical capability for first
responders, and achieving interoperability for first responders is a major, unfinished
recommendation of the 9/11 Commission. We have made some progress in bringing
greater focus to the issue, including creation in the Post-Katrina Emergency Management
Reform Act of the DHS Office of Emergency Communications, which has produced a
National Emergency Communications Plan laying out broad goals for achieving
interoperability and has helped States draft their own interoperability plans. But many
obstacles remain, which relate partly to technical challenges but also to the need for
better coordination at all levels of government on how to make different communications
systems compatible. Unfortunately, there is reason to believe that if we had a Katrina-
like disaster today, we would see many of the same communications problems we saw
five years ago after Katrina.

Why did this issue not rank as something specific to mention in the BUR? What major
initiatives is DHS undertaking right now to advance interoperability?

Response: Interoperable communications is referenced in the BUR as part of the DHS
responsibilities for ensuring effective disaster response within the overall mission of
Ensuring Resilience to Disasters. Several major initiatives are under way now to advance
interoperability.

Established in 2007, the DHS Office of Emergency Communications (OEC) coordinates
policy and assists in the development and implementation of interoperable and operable
emergency communications capabilities for emergency responders at all levels of
government—Federal, state, local, tribal, and territorial. OEC leads on a number of
major DHS initiatives to advance interoperability and provides more than 100 technical
assistance visits to state and local partners each year. These initiatives include:

¢ National Emergency Communications Plan (NECP)

o Updating the NECP to address the use of broadband and other emerging
technologies by first responders.

o Evaluating NECP Goal 1, which states by the end of 2010, 90 percent of all
high-risk urban arcas designated within the Urban Areas Security Initiative
(UASI) are able to demonstrate response-level emergency communications
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within one hour for routine events involving multiple jurisdictions and
agencies.

o Planning to evaluate the compliance with NECP Goal 2 by 2011, which states
that 75 percent of non-UASI jurisdictions are able to demonstrate response-
level emergency communications in the event of a significant incident, as
outlined in national planning scenarios, within three hours.

s  Emergency Communications Preparedness Center (ECPC)

o Serving as the interagency focal point for coordinating Federal efforts to avoid
unnecessary duplication and hindrances to emergency communications among
the participating Federal Departments and Agencies.

o ECPC Focus Groups develop products to address legal and regulatory barriers
and the coordination of grant administration.

o Continuing to coordinate interdepartmental efforts that drive implementation
of the ECPC’s Strategic Objectives, including development of capability
mapping products.

¢ The One DHS Emergency Communications Committee

o Working towards the overall DHS Emergency Communications Strategy and
initiation of governance and acquisition action plans across DHS.

o Focusing on the implementation of One DHS Emergency Communications
Strategy actions, including consolidation of emergency communications
investments across the Department and integration of voice, video and data
capabilities.

s Border Interoperability Demonstration Project (BIDP)

o Awarding grants anticipated for September 2010 in coordination with DHS
Management Directorate. These grants will be used for monitoring and
project implementation as well as conducting technical assistance to the States
awarded the grants.

¢ Regional Coordinators
o Coordinate and support Federal, state, local and tribal emergency

communications activities, in addition to serving as liaisons to and from all of
OEC.
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o OEC is developing roles and respousibilities for the Regional Coordinators.

¢ SAFECOM is a communications program of DHS. SAFECOM provides research,
development, testing and evaluation, guidance, tools, and templates on interoperable
communications-related issues to local, tribal, state, and Federal emergency response

agencies.

o Developed the Guidance for Federal Grant Programs, which provides
consistent policy guidance on equipment, planning, and training standards.

o Continues to share information by convening meetings for the Executive
Committee, Emergency Response Council, and the Statewide Interoperability
Coordinator Council to share challenges and solutions and to support OEC’s
achievement of NECP Goals and Milestones.

o Provided Statewide Communication Interoperability Plan (SCIP) workshops
to the states and territories to help them move towards fulfilling goals set forth
in the NECP.
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Question: One key enhancement identified by the BUR is expanding the Department’s
ability to provide security assistance and training for our international partners abroad.
This issue has been especially important with the government of Mexico, which is
courageously fighting the narco-terrorist cartels and which needs all the assistance we can
provide. This Committee has held a series of hearings analyzing this conflict and our
government’s efforts to secure the border. And I must say that I was surprised to learn
that DHS is unable to provide direct training for Mexico’s border authorities without
going through the State Department, a cumbersome process that takes a long time and is
costly. While the Committee is encouraged by the BUR’s commitment to expanding
DHS’ ability to provide international assistance, we are concerned that the Department
did not request legislation to allow it to provide this kind of assistance directly to our
foreign partners.

Do you believe that this kind of legislation would be useful for the Department and
would help us better prepare our foreign partners for the all-too real security threats that
they are facing?

Response: As noted in the Quadrennial Homeland Security Review, the Department’s
responsibilities “[require] international engagement.” Indeed, international engagement
and partnership is a priority for DHS and a key part of the Homeland Security enterprise.
DHS continues to work closely with the Departments of State and Defense to use their
foreign assistance authorities to provide, within the limits of their budgetary resources,
assistance to our international partners. This includes specifically providing training for
Mexican officials and officers through the Merida Initiative and Narcotics Affairs
Section, among other sources, and advising DOS on the procurement of homeland
security-related technology purchases. DHS looks forward to continuing and
expanding—in collaboration with DOS and DOD—our international engagement.
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Question: The BUR and the QHSR draw distinctions drawn between activities within
DHS that aim to prevent terrorism and those that aim to secure our borders. The
Committee is somewhat concerned that this distinction may be overly simplistic. For
example, according to the BUR the TSA is aligned with preventing terrorism and
enhancing security, while CBP is aligned with border security. The recent attempted
attacks on Christmas Day and on Times Square have shown that these distinctions are
entirely non-existent. It was CBP, after all, that apprehended Faisal Shazhad as he tried
to flee the United States. And CBP had identified that Umar Farouk Abdulmutallab
warranted additional screening as he was in the air bound for Detroit.

Can you explain what exactly the distinction is at DHS between preventing terrorism and
securing the border?

In the aftermath of the Christmas Day attempted attack, there were some indications that
TSA and CBP were not on the same page when it came to the pre-screening of
international travelers bound for the United States. The BUR and the QHSR s distinction
between preventing terrorism and securing the border may undermine these agencies’
ability to effectively work together to prevent terrorists from entering the country. Can
you explain what DHS is doing to ensure that this is not occurring?

Response: Counterterrorism cuts across all of the homeland security missions.
Homeland security relies on our shared efforts to prevent and deter attacks by identifying
and interdicting threats, denying hostile actors the ability to operate within our borders,
and protecting the Nation’s critical infrastructure and key resources. A safe and secure
homeland requires that we maintain effective control of our air, land, and sea borders;
that we safeguard lawful trade and travel; and that we disrupt transnational organizations
that engage in smuggling and trafficking across the U.S. border. Both CBP and TSA
prevent terrorism as a result of successfully executing these functions, in addition to
engaging in specific activities aimed at countering terrorism.

Effectively controlling U.S. air, land, and sca borders is just one of many objectives that
support preventing terrorist attacks. Others include:

e Managing risks to critical infrastructure, key leadership, and events;

s Safeguarding lawtul trade and travel;

s Preventing unlawful immigration;

* C(reating a safe, secure, and resilient cyber environment; and
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¢ Ensuring the protection of privacy, civil rights and civil liberties.

Our borders are not our first line of defense against global threats; they are an integral
part of any strategy to counter terrorism as key nodes in global systems that carry people,
goods and data around the world. These systems underpin a strong and competitive U.S.
economy, but are also vulnerable to exploitation by our adversaries, terrorists, and
criminals. We must work to confront this exploitation at every opportunity along the
supply chain, including border crossings and aviation security checkpoints. Security and
expediting and enforcing lawful trade, travel, and immigration are mutually reinforcing
and inextricably intertwined through actions such as screening, authenticating, and
maintaining awareness of the flow of people, goods, and information around the world
and across our borders.

Ensuring that DHS Operational and Support Components are coordinating towards all of
the QHSR Mission areas (including preventing terrorism and securing our borders)
requires planning at all levels.
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Question: The Committee was encouraged by the QHSR’s focus on looking “beyond our
borders to identify and disrupt threats well before they reach our shores,” and its
emphasis on working with our international partners to enhance the security agreements
that are in place to prevent terrorists from traveling. It is vital to our homeland security
for DHS to have access to the specific identifying information that it needs to match
individuals on the terrorist watch list to passenger manifests well before those individuals
reach the airport.

Although the BUR includes a goal of strengthening aviation security, it focuses more on
physical screening and does not mention the importance of international agreements that
was a focus of the QHSR. Can you explain in the context of the BUR how the
Department will be working to enhance our ability to pre-screen international travelers
bound for the United States?

Response: DHS, including U.S. Customs and Border Protection (CBP), administers a
number of overlapping programs designed to screen international travelers bound for the
United States in advance of arrival.

US Customs and Border Protection (CBP) administers the Immigration Advisory
Program (IAP), which is a partnership between CBP, foreign governments, and
commercial air carriers to identify and prevent high-risk and improperly documented
travelers from boarding US-bound flights. [AP is operational in ten locations in eight
countries: Amsterdam, Frankfurt, Inchon (Seoul), London (Heathrow and Gatwick),
Madrid, Manchester (UK), Narita (Tokyo), Paris, and Warsaw.

IAP teams have excellent relationships with host country authorities, allowing them to
receive information regarding local trends in fraudulent document and mala fide traveler
intercepts. CBP officers working on IAP teams are able to intercept and coordinate with
foreign authorities to prevent a passenger from boarding a flight when the passenger
presents a security concern, is attempting to travel on fraudulent documents, or is likely
to be found inadmissible on arrival in the U.S. Privileged access to the airside passenger
areas of the airports enables IAP to provide an unprecedented level of support to air
carriers, host governments, U.S. embassies, and DHS Attachés. Furthermore, as CBP
continues to hone its scenario- and intelligence-based targeting rules, previously
unknown individuals identified by these rules will be referred to IAP locations. Officers
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on-site can then assess the perceived threat posed by such individuals and work with
foreign authorities and carriers to take the appropriate action.

Additionally, CBP works closely with Mexican Authorities through the Joint Security
Program to identify high risk travelers. CBP officers on site at the Mexico City airport
work in conjunction with Mexico Immigration, Federal Police and Intelligence Agencies
on identifying travelers who do not possess the proper documentation to enter or transit
the United States or Mexico, or who may otherwise be inadmissible upon arrival in the
United States or Mexico.

On January 10, 2010, CBP also began pre-screening passengers traveling from non-IAP
locations. To accomplish this goal, the National Targeting Center, Passenger (NTC-P)
works in coordination with CBP officers assigned to the Regional Carrier Liaison Groups
(RCLG) who are CBP’s regional points of contact and coordination between international
carriers, foreign immigration authorities and other DHS entities. CBP officers at the
NTC-P work with the RCLG officers to make recommendations to carriers in foreign
locations that boarding be denied (off-loads) to individuals traveling to the United States
who have been identified as being national security related threats, ineligible for
admission or who are traveling on fraudulent or fraudulently obtained documents prior to
boarding a flight to the United States. CBP also coordinates with ICE Attaches and Legal
Attaches and Air Carrier Security Offices on high risk passengers.

CBP’s Preclearance program is another program in which CBP partners with foreign
governments and commercial air carriers to pre-inspect travelers and includes the full
range of vetting and screening that occurs at any U.S. port of entry, except it is conducted
on foreign territory. In most instances, a foreign government requests consideration of
initiating preclearance operations. In response to a request, the Department of Homeland
Security (DHS), in collaboration with the relevant component agency, conducts a
thorough review of the proposal to determine feasibility of meeting established
operational requirements prior to entering into exploratory discussions with the host
government; which may lead to negotiation of a Preclearance agreement between the
U.S. government and the foreign government to initiate preclearance operations once
requirements are met. The agreements vary by country and these agreements are often
classified.

CBP is mindful of the significant resource implications associated with preclearance
operations; and at this time is not looking to further expand the preclearance program.
Section 711 of the “Implementing the Recommendations of the 9/11 Commission Act of
20077 (P.L. 110-53; 9/11 Act) created mechanisms to expand membership and enhance
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the security of the Visa Waiver Program (VWP). In response to this requirement, CBP,
in consultation with the Department of State (DOS), developed Electronic System for
Travel Authorization (ESTA) program to collect and screen biographic information and
responses to VWP eligibility questions from VWP citizens or nationals to determine their
eligibility to travel to the United States under the VWP. The development and
implementation of ESTA represents a major change in visa-free travel to the United
States. CBP, in coordination with other U.S. Government partners, has made great
strides in communicating the ESTA requirement to VWP stakeholders. CBP remains
committed to continuing to work with the VWP traveling public, air and sea carriers, and
the travel industry to further ensure stakeholder buy-in and commitment and to facilitate
100-percent compliance with the ESTA requirement.

DHS continues to work with interested foreign governments on collaborative
arrangements; the purpose of these efforts is to identify higher-risk travelers intending to
travel to the United States prior to their actual departure from overseas locations.

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000078 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.046



VerDate Nov 24 2008

75

Question#: | 19

Topice: | CIS

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph . Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Question: The BUR highlights the need for enhanced catastrophic disaster preparedness
and emphasizes that planning assumptions must address worst case scenarios. The need
for catastrophic planning has never been clearer as we approach the five year anniversary
of Hurricane Katrina and as we watch the Gulf Coast struggle again — this time to
recuperate from the catastrophic Deepwater Horizon oil spill. While it was good to sce
catastrophic disaster preparedness included in the BUR, there was little description of this
initiative in the BUR. For instance, DHS still has not completed revising the
Catastrophic Incident Supplement — an action required by the Post-Katrina Act passed
into law in October 2006. The failure to complete this essential plan puts the nation at
great risk.

When will the Department finalize an updated Catastrophic Incident Supplement? Given
that the Catastrophic Incident Supplement was not mentioned in the BUR, is completion
of the revised Catastrophic Incident Supplement a priority for DHS?

Response: The Catastrophic Incident Supplement (CIS) has not been updated. The
revision to the CIS was placed on hold because of the rewrite of HSPD-8 and the ultimate
replacement of HSPD-8 with the soon to be issued White House Presidential Policy
Directive (PPD) on National Preparedness. Because the new PPD on National
Preparedness will have such a significant impact on future planning activities, the
decision was made to place on hold any further revision to the CIS. Once the new
National Preparedness PPD is issued, a determination will be made on whether the CIS
will ultimately be revised as a stand-alone document or incorporated into the larger
planning effort that will be required by the new PPD. The new PPD incorporates the
framework of mitigation with the prevention, protection, response and recovery
frameworks.

At the same time, FEMA is also undertaking a “Whole Community Catastrophic
Response” initiative as one of the Administrator’s strategic priorities. This initiative will
focus on critical disaster response operations needed in the first 72-hours following an
extreme disaster that overwhelms the existing federal-state-local emergency support
capacity. The results of this initiative will also be used in addition to the new PPD to
help inform future decisions on the best course of action for revising the CIS or
incorporating it into the new planning efforts.
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Question: When DHS released the QHSR, we were told by DHS that more details were
coming in the format of a bottom-up-review, the BUR. But now that the BUR has been
released, many are still wondering where the details are, particularly with regard to
improving the nation’s resiliency to disasters. While the QHSR recognizes that FEMA
must continue to make strides in its capabilities, the BUR doesn’t go far enough in
providing details on how the department will accomplish this. The Post-Katrina
Emergency Management Reform Act authored by Senator Collins and myself creates a
new FEMA with missions and authorities far exceeding the old FEMA. Complete
implementation of the Post-Katrina Act is something that will still require sharply
focused initiatives and hard work.

Can you provide more specifics of FEMA initiatives for the next few years that will
ensure complete implementation of the Post-Katrina Act?

Response: FEMA remains committed to continuing to implement the provisions of the
Post-Katrina Emergency Management Reform Act (PKEMRA) and to ensuring the
authorities and flexibilities in the law are implemented as well. Substantial progress has
already been made, and several of the outstanding deliverables are nearing completion.
The following are some examples of FEMAS progress and plans moving forward to
complete implementation of PKEMRA.

National Advisory Council — FEMA has greatly benefitted from the establishment of the
National Advisory Council, which provides valuable advice on a number of initiatives
early in the concept development phase, in order to solicit feedback and gain stakeholder
buy-in before initiatives are completed. The NAC is comprised of a diverse group of
emergency management leaders and partners.

National Disaster Housing Strategy — PKEMRA mandated that FEMA create the

National Disaster Housing Strategy (Strategy). The Strategy, published in January 2009,

calls for the establishment of a National Disaster Housing Task Force (NDHTF) to
provide a full-time, multi-agency focus on disaster housing related issues, to elevate the
significance of disaster housing preparedness in all jurisdictions, and to oversee
implementation of the Strategy.

The NDHTF, staffed and led by FEMA, is made up of multiple key Federal agency
partners including DHS, DOJ, DOL EPA, GSA, HHS, HUD, NCD, SBA, USACE,

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000080 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.048



VerDate Nov 24 2008

77

Question#: | 20

Topic: | FEMA

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

USDA, VA and the U.S. Access Board. The NDHTF developed an Implementation Plan
for the Strategy which describes how members of the Task Force will move toward
connecting critical programs with interagency, intergovernmental, and non-governmental
organizational efforts in order to accomplish the goals of the Strategy, and will help to
ensure that the Strategy is effectively incorporated into existing emergency plans,
procedures, and policies by providing measurable objectives, specific actions, and
achievable milestones. Additionally, the NDHTF facilitates interagency disaster housing
planning efforts, encourages preparedness and planning activities by State and local
governments, private sector and non-governmental agencies.

The NDHTF is currently focused on finalizing a disaster housing Concept of
Operations (CONOPS) and a Disaster Housing Practitioners’ Guide through a
collaborative process among the various local, State, tribal and Federal partners,
nongovernmental organizations, and the private sector to meet the needs of all disaster
survivors. The CONOPS lays out how the range of Federal agencies involved in disaster
housing coordinate response efforts and explains the Federal Government's housing
support role to State and local partners in operational terms for the normal range of
disasters, along with the responsibility to maintain readiness to assume a greater role in
housing disaster survivors in response to catastrophic events. Additionally, the CONOPS
will convey national guidance, operating principles, and a vision for public (Federal,
state, tribal, local), private, and non-profit cooperation in providing disaster housing
assistance. It defines the roles, programs, authorities, and responsibilities of all entities,
detailing shared responsibilities and emphasizing the cooperative efforts required to
provide disaster housing assistance.

The Practitioners’ Guide will serve as a guide for State, local, tribal, and territory disaster
housing assistance practitioners to establish their own State-Led Disaster Housing Task
Forces and to develop disaster housing strategies that improve disaster responsiveness
and consider the unique needs of all people displaced by disasters. The Practitioner’s
Guide will provide tools for individual entities, such as the State-Led Disaster Housing
Task Forces, and local governments to operate or to create housing plans. The
Practitioners’ Guide also identifies preparedness and mitigation measures that enable
State, local, tribal, and territory governments to better prepare for, respond to, and
recover from different types and levels of disasters and resulting housing needs.

To ensure consistency, the completion of the NDHTE"s CONOPS, Charter, and the
Disaster Housing Practitioners’ Guide are set to coincide with the release of the National
Disaster Recovery Framework (NDRF).
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Following development of these guiding documents, the NDHTF will shift focus to
seeking improvements in the delivery of disaster housing assistance, and ensuring
coordination between partners to improve the entire continuum of disaster housing, from
sheltering to permanent housing.

Reducing Waste, Fraud, and Abuse - PKEMRA created several provisions in order to
prevent waste, fraud and abuse in the contracting and relief aid processes. To this end,
FEMA implemented new software in 2007, communicating real-time data to caseworkers
in order to prevent duplicate housing payments. FEMA also implemented checks in the
National Emergency Management Information System (NEMIS) that trigger additional
review for ‘high risk” recipients before assistance is delivered, in order to prevent
potential fraud. These actions allow FEMA to balance the need to quickly provide
disaster aid to victims with our responsibility to be good stewards of the Disaster Relief
Fund, ensuring that federal funds are used properly.

National Emergency Family Register and Locator System — FEMA has established a
national emergency family register and locator system and a national emergency child
locator center to help displaced persons find their loved ones. FEMA has worked with its
partners to provide basic hife support, first aid, and education, as well as all-hazards
preparedness training to children in grades one through seven, caregivers, parents, and
responders. The agency also supports team community emergency response training for
high school students. Additionally, FEMA has placed significant focus on planning for
all members of affected communities, including infants, children, and the disabled.

Private Sector Integration — PKEMRA has helped FEMA to integrate the private sector
into preparedness, response and recovery efforts. In 2007, FEMA established a Private
Sector Division of External Affairs, in response to recommendations in PREMRA.
FEMA’s Private Sector Division facilitates full engagement of the private sector —
including business and industry, academia, non-profit and other non-governmental
organizations — as a key player in disaster preparedness, response and recovery.

Comprehensive Preparedness System — In terms of Subtitle C of PKEMRA,
Comprehensive Preparedness System, the new Presidential Preparedness Directive (PPD)
on National Preparedness, FEMA is involved with an interagency group that is drafting
an updated PPD that is anticipated to address the call for an update of the National
Preparedness Goal (PKEMRA Section 643). Since the formal implementation of the
NPG in September 2007, FEMA’s understanding of the nation’s risks and capabilities has
evolved, and national preparedness concepts, policy, doctrine, and target capabilities have
matured. Once the PPD is finalized and signed, FEMA is expected to conduct a
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comprehensive review, update the NPG, and develop a schedule to identify and
synchronize major preparedness program activities, a clear delineation of roles and
responsibilities, and specific supporting courses of action across each element of the
preparedness cycle (i.e. plan, organize and equip, train, exercise, evaluate, and improve).
This update will describe the process for incorporating developments in policy, doctrine,
and lessons learned into preparedness activities, as well as how exercises, evaluations,
and assessments evaluate risks, capabilities, and needs to advance national preparedness.

Finally, PKEMRA enabled FEMA to strengthen its partnerships within the entire
emergency management community through the establishment of a small state and rural
advocate and a national disability coordinator. The national disability coordinator’s
office has subsequently been expanded to an Office of Disability Integration and
Coordination.

While completing implementation specific actions mandated by PKEMRA s a priority,
we also must continuously work to ensure that our policies are consistent with the
PKEMRA, and maximize the tools available to us under the FEMA’s authorities in order
to effectively respond to the needs of individuals and states following a major disaster.
FEMA recently completed an aggressive review of all disaster assistance policies in the
Individual Assistance (IA) and Public Assistance (PA) Divisions apart from the three-
year cyclical review. In addition to these efforts, the National Advisory Council has
placed priority on identifying areas where changes in the PKEMRA-implementing
regulations and policy can most quickly and directly result in greater flexibility in
providing assistance.

The QHSR and the Bottom Up Review report complement PKEMRA and provide a
framework for FEMA’s efforts to “Ensure Resilience to Disasters.” The following
provides additional information regarding FEMA BUR initiatives that are consistent with
PKEMRA and will help build national resilience.

BUR Initiative #29: Enhance Catastrophic Disaster Preparedness.
The FEMA Administrator has directed FEMA staff to first define and then implement a

“whole of community” focused preparedness and response national-level capacity to
improve our resilience to extreme disasters, and enhance our ability to save and sustain
lives following a catastrophic event, with the additional goal of stabilizing the event
within 72 hours. By the start of FY 2012, FEMA expects to have developed key doctrine
and procedures and prioritized disaster outcomes for each representative catastrophic
meta-scenario. The focus of FY 2012, efforts will be on implementation of this initiative,
in coordination with “whole of community” partners, through training, planning projects,
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exercises, and supporting policies and documents (e.g., pre-scripted mission
assignments). For example, one significant current planning effort is the formulation of a
plan to address a catastrophic earthquake impacting eight states in the New Madrid
Seismic Zone. This initiative integrates plans at all levels of government with an
overarching national-level earthquake plan and provides the basis for a fundamental re-
tooling of all-hazards catastrophic incident guidance. The experience from this planning
effort is being applied to other key planning activities.

BUR Initiative #30: Improve DHS’ ability to lead in emergency management.
FEMA is exploring opportunities to improve the lifecycle of FEMA’s workforce, from

recruitment through professional growth into the most senior levels of leadership. The
core objective is to create an improved work environment for FEMA’s current and future
employees, including interns. The objective will be substantially achieved through
enhanced recruitment, hiring, and developmental initiatives and opportunities. In FY
2012 FEMA will complete strategic workforce planning efforts and present
implementation strategies to support development of both FEMA’s workforce and across
the entire field of emergency management. Leadership will then be able to make
decisions regarding any future resource implications and begin to implement resource
neutral options as appropriate.

BUR Initiative #32: Make individual and family preparedness and critical facility
resilience inherent in community preparedness.

Numerous offices and divisions within FEMA and DHS have initiatives and programs
that support this goal through technical and social science research, partnerships with
government and civic organizations at all levels, and tools and resources for state, tribal,
local, family and individual execution. In addition, the proposed new Presidential Policy
Directive (PPD) on National Preparedness is expected to require DHS and FEMA to
develop a national strategy that promotes and enables “whole of community™
participation and involvement in national preparedness. This strategy should be
completed by the start of FY 2012 and include five components: National Leadership
Voice and Collaborative Partnerships; Doctrine, Policy, Strategic Planning; Public
Outreach and Training; Tools and Resources for local implementation; Evaluation and
Recognition of Success. The focus of FY 2012 efforts will be on continued
implementation of these strategies and expanded use of the Citizen Corps and Ready.Gov
programs.
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Question: The Implementing Recommendations of the 9/11 Commission Act of 2007
required DHS to implement a voluntary program to certify the preparedness of private
sector companies not later than 210 days after enactment. Unfortunately, the previous
Administration missed the statutory deadline for implementation and failed to widely
promote the program. To date the program still has not been implemented, nor has it been
promoted as required by the law. Although [ was pleased that this program was
mentioned in the BUR and pleased that the Department recently announced the standards
that will be used for the program, the Department’s failure to completely implement the
program is regrettable. Given that the private sector controls 85 percent of the critical
infrastructure in the Nation, the importance of enhancing private sector preparedness
cannot be understated. The 9/11 Commission found that the private sector remains
largely unprepared for disasters, and the recent devastating oil spill in the Gulf of Mexico
serves as a painful reminder of why private sector preparedness is so important.

When will DHS have the program fully implemented? Please describe your plan for the
future promotion of this program.

Response: DHS will begin an aggressive campaign to raise awareness of the PS-Prep
Program and how private sector organizations can participate to coincide with National
Preparedness Month in September 2010. DHS plans to roll-out a small business-specific
certification initiative in the fall of 2010.
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Private Sector Preparedness in the DHS
QHSR

PS-Prep is recommending the following performance measures to be added to the DHS QHSR missions,
goals, and objectives that are specific to private sector preparedness.

1. Recommended Private Sector Preparedness Outcome Measures
We recommend outcome measures specific to private sector preparedness for the following goals and
objectives under Mission 5: Ensuring Resilience to Disasters.*

Goal 5.4: Rapidly Recover
s Objective 5.4.1: Enhance recovery capabilities
s Objective 5.4.2: Ensure continuity of essential services and functions

OQutcome Measures {Applicable for Goals 5.1 and 5.4}
+ Developing measures on level of voluntary nationwide participation in Private Sector
Preparedness Accreditation and Certification Program {PS-Prep). One element of
Accreditation will be a business continuity plan.

Goal 5.2: Enhance Preparedness
e Objective 5.2.2: Strengthen capabilities

Outcome Measures:

* Percent of private sector organizations that are engaged in preparedness activities such
as education and training, organizational development, and or assessment.

* Percent of private sector organizations reporting they are or plan to formally certify to
one or more DHS adopted preparedness standards through the PS-Prep Program.

* Percent of private sector organizations reporting they are utilizing one or more DHS
adopted preparedness standards outside of the formal PS-Prep Program conformity
assessment processes,

o Percent of private sector organizations reporting their known or desired impact
on community, individuals, business operations, or supply chain based on the
formal PS-Prep Program conformity assessment activities in which they are
engaged.

* There are five missions outlined in the QHSR: Mission 1- Preventing Terrorism and Enhancing Security, Mission 2-
Securing and Managing Our Borders, Mission 3- Enforcing and Administering Our Immigration Laws, Mission 4-
Safeguarding and Securing Cyberspace, and Mission 5- Ensuring Resilience to Disasters.
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Goal 5.3: Ensure Effective Emergency Response
e Objective 5.3.1: Provide timely and accurate information to the public
e Objective 5.3.2: Conduct effective disaster response operations
*  Objective 5.3.3: Provide timely and appropriate disaster assistance

Outcome Measures:

e Percent of private sector organizations that have public crisis communications plan.

o Percent of private sector organizations that have trained relevant staff to the public
crisis communication plan.

» Percent of private sector organizations reporting they have or plan to exercise their
business continuity plan in coordination with local/state officials, supply chain, and
other applicable public and private sector partners,

¢ Percent of private sector organizations reporting that they have or plan to utilize
lessons learned and after action report outcomes to update and enhance their business
continuity plan.
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Question: In September 2009 a Task Force of the Homeland Security Advisory Council
completed a review of the Homeland Security Advisory System (HSAS) that had been
requested by the Secretary in July 2009. Since the completion of that review, no changes
have been made (at least publicly) to the HSAS.

What is the status of efforts to modify the Homeland Security Advisory System following
the September 2009 HSAC review? Have any changes been made to the HSAS since
September 20097

Response: The task force helped to develop actionable recommendations regarding
potential changes to the Homeland Security Advisory System. The recommendations and
any potential changes to the system are currently being discussed in the interagency
process.
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Question¥: | 23

Topic: | PMO

Hearing: | Charting a Path Forward: The Homeland Security Department’s Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Claire McCaskill

Committee: | HOMELAND SECURITY (SENATE)

Question: One of the 44 initiatives identified in the Bottom-Up Review (BUR) is to
reduce DHS’ reliance on contractors, and I understand that DHS is creating a specific
Program Management Office (PMO) to handle a Workforce Balance assessment, but [
am concerned about the timeliness of these initiatives. For example, in December 2009,
DHS stated that 3,500 contractor positions had been identified as being more appropriate
for performance by Federal employees and that conversions would take place by the end
of FY10, but in April 2010 DHS stated that these conversions may carry over info
FY2011. Then in May 2010, DHS stated that there were delays and favorable
miscalculations, and now the Department estimates that 700 of these positions will be on
board by the end of FY10. There are thousands of contractors that this PMO will
potentially identify for conversion in the near future. What will DHS do to ensure a more
efficient and effective process? Can Congress do anything to enable a more efficient
conversion process? Please explain.

Response: The initial effort to address potential contractor over-reliance was based on a
March 2009 data call that asked components to identifying contracts that potentially
included “inherently governmental” or “closely associated with inherently governmental”
work. This data call, and the components’ responses, took place prior to OMB’s issuance
of the Memorandum on the Multi-sector Workforce, which provided direction to
executive agencies on determining the proper balance between federal and contractor
workforces,

As a result of the March 2009 data call, the then Under Secretary for Management
approved the conversion to Federal service of 3,500 positions. As insourcing progressed,
the Department learned numerous lessons, including the need for:

s More comprehensive guidance to the components;

o Greater standardization of processes and documentation of decisions;
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Increased, habitual senior-level attention, particularly at the component level:
Regularly scheduled, consistent reporting on progress and results;

Clearly defined outcomes; and

Shift in primary focus on the number of contractor positions eliminated; as
opposed to a one for one conversion from contractor to federal positions. This
became evident as a result of an analysis which revealed the work of some
contractor positions was absorbed by existing Federal employees and multiple
part-time contractor positions were filled via full-time federal employment.

* 8 & @

The Balanced Workforce Program Management Office was established in March 2010
and has since accomplished the following:

o Issued preliminary Balanced Workforce Strategy Guidance on July 13, 2010, and
final Guidance on August 2, 2010, which outlines a 3-step process to determine
the appropriate workforce mix, and includes detailed instructions;

+ Conducted a day-long training event for Department level senior executives on
the Balanced Workforce Strategy on July 13, 2010;

¢ Organized and held the first meeting of the Balanced Workforce Executive
Steering Group composed of a senior executive component representatives on
August 3, 2010;

¢ Deployed an intranet web site to provide background materials and guidance
information for use by components as they implement the Balanced Workforce
Strategy;

e Developed a methodology for prioritizing service contracts and issued a timetable
for contract review to members of the Executive Steering Group; and

* Designed a survey tool, currently undergoing in-depth technology testing, to serve
as the “repeatable process” to conduct the analysis of federal and contractor work.

The process to analyze and make determinations of the proper workforce balance has

been developed. We will gauge the implementation effort as we go forward, which
will enable us to notify the Congress if specific assistance is needed.
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Question: The DHS/Chief Human Capital Officer (CHCO) also mentioned as part of
their response of why so few positions are planned to be converted by the end of FY2010
was because “some of the functions and activities previously performed by contractors
were absorbed by existing Federal employees, a result not anticipated by the Components
when they identified the 3,500 positions.” How many of these positions were absorbed
by existing Federal employees? Does DHS plan to track the cost savings realized from
this review and conversion process? What does DHS plan to do with the cost savings
once identified?

Response: As of August 14, 2010, of the 3,500 contractor positions identified for
conversion, a total of 1,596 have been eliminated. As a result, a total of 1,323 new
Federal positions have been established from dollars formerly dedicated to contracts of
which 843 of those positions have been filled with Federal employees. As part of this
initiative, the workload that was previously performed by contractors that may have been
absorbed by existing Federal employees has not been recorded.

The Department will detail the cost savings from converting and eliminating contractor
positions in the Congressional Budget Justification.

Once identified, the Department intends to use conversion-related savings to fund other
areas of the Department critical to our mission.
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Question: The Chief Human Capital Officer (CHCO) stated that it will cost $1.38
million (salaries, benefits, and shared services) in FY11 for six resources; one Senior
Executive Service (SES), one GS-15, and four Full Time Equivalents (FTEs) for this new
PMO dedicated to determining the optimum federal employee-to-contractor ratio. CHCO
stated that the FY 11 Budget request alone for the four FTEs was $900,000. Are these
positions going to be mid-grade level federal employees since an SES and a GS-15 are
being paid for out of existing baseline funds? It so, why does a mid-level federal
employee cost an average of $225,000?7 Please provide a breakout per employee of this
$900,000 cost estimate.

Response: The FY 2011 budget request for the Office of the Chief Human Capital
Officer PPA requested 108 FTP/FTEs and $24.999 million which includes $900,000 to
support the Balanced Workforce Strategy. The $900,000 supports the salaries, benefits,
expenses and Working Capital Fund shared services of three GS-14 positions, one GS-13
position and minimal funding for contractor support to assist the program office during
the first quarter of the fiscal year. A breakout of the $900,000 is provided below:

Salaries and benefits for (3) GS-14s (assumes a step 5 $464,283
and 1.4% pay inflation)

Salaries and benefits for (1) GS-~13 (assumes a step 5 and $130,965
1.4% pay inflation)

WCF Shared Services (4 positions) $180.000
Expenses (travel, training, supplies, awards, etc) $31,000
Contractor Support (1st quarter FY 2011) $93,700
Total $899,948
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Question: The Office of Chief of Human Capital Officer (CHCO) stated that in the near
term, the balanced workforce strategy will address pressing issues related to the
appropriate balance of federal staff to contractors, and over time, the balanced workforce
strategy will evolve into the department’s overall workforce planning model. What is the
timeframe for determining the optimum federal government-to-contractor ratio? What
are the specific plans for this PMO after this optimum federal staff to contractor’s ratio
level is achieved?

Response: At this time, we do not anticipate that the Balanced Workforce Strategy will
produce an overall “optimum federal staff to contractor ratio.” It is possible that, as work
is analyzed, an “optimum federal staff to contractor ratio” may be an output of the
Balanced Workforce Strategy process. However, as currently structured, not every
service contract can be quantified as consisting of a specific nhumber of contractor
positions. We would need that information in order to create a ratio.

A full-scale Balanced Workforce review of contracts and federal work will take
approximately three fiscal years. Our initial focus is on high priority service contracts.
We will then expand the analysis to all aspects of DHS work. As DHS components,
managers, and business support organizations gain more experience with the Balanced
Workforce process, we expect to move more quickly in conducting the analyses and then
implementing any needed adjustments to the workforce balance.

Once the initial round of analysis is completed, the PMO will be needed to update policy,
guidance, and processes on a regular basis, and also provide oversight and reporting on
the workforce. We also anticipate that additional workforce planning actions, such as
designation of mission critical occupations and identification of needed competencies and
skills will be incorporated logically into the PMO. The PMO has already begun work on
revising the DHS Workforce Planning Guide to incorporate the Balanced Workforce
Strategy guidance.
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Question: The Chief Human Capital Officer (CHCO) recently provided me a bre: akout
dollar figure of the FY09 support service contractors from the Federal Procuremer 1t Data
System (FPDS). It showed ~$10.97 billion was executed on service support contr ‘actors
and over 33% (~$3.68 billion) of this was executed on professional, administrativ: e, and
management support services. The next two categories were IT-related support at . $2.22
billion (~20%) and Utilities and Housekeeping at $1.51 billion (~14%). This $3.¢ 18
billion does not include research and development support, architecture/engineer
services, education/training services, medical services, maintenance/building repa ir, or
quality control, test and inspection support services. Please explain a little further what
these professional, administrative, and management support services are being use :d for
that costs $3.68 billion?
Response: The Chief Procurement Officer (CPO) indicated that the $3.68 billion
includes the following services:
FY09 Professional Services (R SERVICES (other than Research and Develop 'ment))
PSC Code (Description) Total Dollars % Tot: al
Dollars

R499 (OTHER PROFESSIONAL SERVICES) $880,666,544.41 | 23.886! 3%
R408 (PROGRAM MANAGEMENT/SUPPORT | $875,390,243.57 | 23.743¢ 1%
SERVICES)
R425 (ENGINEERING AND TECHNICAL $568,805,915.68 | 15.427¢ 3%
SERVICES)
R799 (OTHER MANAGEMENT SUPPORT $435,411,412.54 | 11.809¢ 3%
SERVICES)
R414 (SYSTEMS ENGINEERING SERVICES) | $148,716,488.48 | 4.0337¢ %
R699 (OTHER ADMINISTRATIVE SUPPORT | $140,795,464.80 | 3.8188¢ %
SVCS)

| R421 (TECHNICAL ASSISTANCE) $70,656,305.61 1.9164¢ %
R426 (COMMUNICATIONS SERVICES) $64,976,961.37 1.7624° %
R710 (FINANCIAL SERVICES) $62,002,813.35 1.6817% %
R707 (MGT SVCS/CONTRACT & $56,305,776.82 1.5272¢ %
PROCUREMENT SUP)
R706 (LOGISTICS SUPPORT SERVICES) $46,940,225.13 1.2732% %
R701 (ADVERTISING SERVICES) $46,244,296.25 1.2543% %
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Question#: | 27

Topic: | detail

Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial

Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Claire McCaskill

Committee: | HOMELAND SECURITY (SENATE)

R419 (EDUCATIONAL SERVICES) $36.476.74791 | 0.9894%
R703 (ACCOUNTING SERVICES) $27,269,410.86 | 0.7396%
R402 (REAL ESTATE BROKERAGE $26,395,992.23 | 0.7159%
SERVICES)

R604 (MAILING AND DISTRIBUTION $26,021,642.95 | 0.7058%
SERVICES)

R407 (PROGRAM EVALUATION SERVICES) | $18.954,954.00 | 0.5141%
R603 (TRANSCRIPTION SERVICES) $17,270,326.70 | 0.4684%
R423 (INTELLIGENCE SERVICES) $15,944,916.00 | 0.4325%
R612 (INFORMATION RETRIEVAL) $14,533.987.54 | 0.3942%
R405 (OPERATIONS RESEARCH & $14,053,403.06 | 0.3812%
QUANTITATIVE)

R409 (PROGRAM REVIEW/DEVELOPMENT | $13,145,178.18 | 0.3565%
SERVICES)

R608 (ADMIN SVCS/TRANSLATION-SIGN $11,896,625.94 | 0.3227%
LANGUAG)

R708 (PUBLIC RELATIONS SERVICES) $8,700,442.02 0.2360%
R702 (DATA COLLECTION SERVICES) $6.861,477.58 0.1861%
R415 (PROF SVCS/TECH SHARING-UTIL) $5,920.881.95 0.1606%
R420 (CERTIFICATIONS & ACCREDIT PROD | $5,101.879.73 0.1384%
&IN)

R704 (AUDITING SERVICES) $5,085,692.80 0.1379%
R498 (PATENT AND TRADEMARK $4,520,919.93 0.1226%
SERVICES)

R411 (PROF SVCS/REAL PROPERTY $4,230,466.17 0.1147%
APPRAISALS)

R497 (PERSONAL SERVICES CONTRACTS) | $3.840,672.62 0.1042%
R406 (POLICY REVIEW/DEVELOPMENT $3,728,316.00 0.1011%
SERVICES)

R607 (WORD PROCESSING/TYPING $3.453,021.39 0.0937%
SERVICES)

R418 (LEGAL SERVICES) $3,258,728 34 0.0884%
R416 (VETERINARY/ANIMAL CARE $3,001,149.62 0.0814%
SERVICES)

R428 (INDUSTRIAL HYGIENICS) $2,411,621.12 0.0654%
R605 (LIBRARY SERVICES) $1,745,443.10 0.0473%
R611 (CREDIT REPORTING SERVICES) $1.524,906.10 0.0414%
R602 (COURIER AND MESSENGER $1.387,892.09 0.0376%
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Question#: | 27
Topic: | detail
Hearing: | Charting a Path Forward: The Homeland Security Department's Quadrennial
Homeland Security Review and Bottom-Up Review
Primary: | The Honorable Claire McCaskill
Committee: | HOMELAND SECURITY (SENATE)
SERVICES)
R709 (ONGOING AUDIT OPERATIONS $1,182,517.64 0.0321%
SUPPORT)
R422 (MARKET RESEARCH & PUBLIC $651,347.28 0.0177%
OPINION SE)
R412 (SIMULATION) $399,424.88 0.0108%
R614 (PAPER SHREDDING SERVICES) $310,347.00 0.0084%
R606 (COURT REPORTING SERVICES) $187,496.98 0.0051%
R413 (SPECIFICATIONS DEVELOPMENT $173,151.40 0.0047%
SERVICES)
R711 (BANKING SERVICES) $154,162.76 0.0042%
R613 (POST OFFICE SERVICES) $54,449.79 0.0015%
R424 (EXPERT WITNESS) $41,500.00 0.0011%
R401 (PERSONAL CARE SERVICES) $21,730.78 0.0006%
R404 (PROF SVCS/LAND SURVEYS - $15,537.83 0.0004%
CADASTRAL)
R609 (STENOGRAPHIC SERVICES) $11,027.12 0.0003%
R610 (PERSONAL PROPERTY $10,000.00 0.0003%
MANAGEMENT SERVIC)
R712 (COIN MINTING) $8,280.00 0.0002%
R427 (PROF SVCS/WEATHER RPT-OBSERV) | $3,300.00 0.0001%
Total $3,686,873,417.49 | 100.00%
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Question#: | 28

Topic: | contractors

Hearing: | Charting a Path Forward: The Homeland Security Department’s Quadrennial
Homeland Security Review and Bottom-Up Review

Primary: | The Honorable Claire McCaskill

Committee: | HOMELAND SECURITY (SENATE)

Question: 1 chaired a hearing for the Homeland Security and Governmental Affairs
Subcommittee on Contracting Oversight on Counternarcotics Contracts in Latin America
in May of this year. In preparation for this hearing I had requested documents from the
Defense Department (DoD) and in order to respond, DoD hired a contractor to respond to
our request. They paid the contractor almost $50,000 to respond to a request from
Congress; the contract ceiling was for $150,000. Does DHS hire outside experts to
respond to requests from Congress? Do you think that there are situations in which DHS
should hire contractors to respond to requests from Congress? Please explain.

Response: Contractors are strictly prohibited from performing inherently governmental
functions. Federal Acquisition Regulation § 7.503(c) provides a non-exhaustive list of
examples of functions considered to be inherently governmental functions or which shall
be treated as such. FAR § 7.503(c)(20) includes “[t}he drafting of Congressional
testimony {and] responses to Congressional correspondence” as examples of inherently
governmental functions. Supplementary Department-wide procedures in the Homeland
Security Acquisition Manual (HHSAM) sections 3007.502 and 3007.503 re-aftirm FAR §
7.503(c)’s prohibitions.

There are, however, limited instances in which it may be appropriate for the Department
to engage contractors for the purpose of supporting Federal employees drafting testimony
and or responses to requests from Congress. The Department strives to provide Congress
with complete, accurate, and timely responses to its requests. In order to achieve this
important goal, it is occasionally necessary to enlist the labor of contractors in a support
capacity, performing tasks such as research and data collection. In all cases, however, the
drafting of testimony and responses to congressional questions and requests are
conducted entirely by Federal employees.
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el

LS, Department of Homeland Security
Washington, DO 20528

Homeland
Security

Pursuant to the fmplementing Reconunendations of e 911 Cononission Act of 2007 1 am pleased
<ubmit the first Quadrennial Homeland Sceurity Review 1QHSR),

Since the torrorist attacks of September 11, 2003 this Nation has recognized how remote threats and

srs (o our shores. We have Tearned as a Nation that we

distant trouble can pose near and present das

gainst new threats and

must maintain a constant. capable. and vigilant posture to profect ourselves
evolving hazards. But we have also fearned that vigitance and protection are notends inand of

themselves, but rather pecessary tools in the service of our national purpose.

Fust as today’s threats o our national security and strategic imerests are evolving and interdependent. so
tao must our efforts to ensure the secutiny of our homeland refeet these same characterisies, Aswe
develop new capabilitios and technologies, our advepsarios sl seek to evade them. as was shown by the

attempled terrorist attack on Flight 233 on December 250 2009 We must constantly work o stay shead of

our adversaries.

This homcland security review addresses both the thrents presented and the tramework for our strategic

response. The QHSR identifies the importance of what we refer to as the homeland security enterprise-

that is. the Federal, State, local. tribal. territorial, nongovernmental, and private-sector entities. as well as
individuals, famities. and communities who share a common national interest in the safety and security of
America and the American population, The Department of Homeland Security (DHS) s one among
many components of this national enterprise. I some areas, Hike securing our borders or managing our

ration system. the Department possesses unigue capabilities and. henee, responsibitities. Iy other

arcas, sueh as critical infrastracture protection of emergency management, the Depariment’s role is
largely one of teadership and stewardship on behali of those who have the capabilities to get the job done.
I still other arcas. such as counterterrorism, detense, and diplomacy, other Federal departments and
agencies have eriticat rofes and responsibilities, inciuding the Departments of Justice, Defense. and State,
the Federal Bureaw of Investigation, and the National Counterterrorism Center. Homeland securby wifl
only be optimized when we fully leverage the distributed and decentradized natare of the entire enterprise

in the pursuit of onr common goals.

The purpese of this QTSR is o outdine ihe strafegic tramework to guide the activities of participants in
hoameland security toward a common end. With respect 1o DS specitically, the QHSR has Ted directly o
Quadrennial Homeland Seeurity Review Report Page il
bebruary 20140
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an examination of DHS s own activities from the bottom up in order to make recommendations regarding

programs. assets. and capabilities, as well ax policies. autherities, and organizational effectiveness. in its
fiscal vear 2012 budget submission. Thus. the QTSR will be followed by subsequent submissions to

Congress that address programimatic, budgetary. and o

nizational aligmment as called for by statute.
The QSR sets the stage by deseribing the breadth and depth of an coterprise-wide approach o homeland

security,

In preparing the OHSR, the Department has benellied from the construetive engagement of thousands of

« individuals from geross the country and. indeed. around the globe, Although numbers alone
cannot capture the depthy and vibraney of the debates and discussions that oceurred throughout the process
of preparing the QHSRC more than 10U stakeholder associations and more than 300 experts from

vovernment at all fevels, as well us academic and the private sector, have been enpaged in this process.

Our enline National Dialogues had more than 20000 visits, swath over 3.000 comiments submitted.

The OHSR reflects the most comprehensive assessment and analysis of homeland security to date. DHS
worked closely with the White House, National Security Staffl and other Federal departments and
agencies to refine the QHSR and ensure consistency with the President’s 2010 National Security Strategy
and other major security reviews, including the Quadrennial Defense Review and the Quadrennial

Diplamacy and Development Review, This inepagency ong

nent. at the Teadership and statt levels.
fas helped to ensare that the QHSR represents the whole-of-zovernment approach to national security

envisioned by the Obama Administration,

Indeed. every day. ensuring the security of the homeland requires the interaction of muhiple Federat
departments and agencies. as well as operational coltaboration across Federal, State, local. tribal. and
territorial governments, nongovermmental organizations. and the private sector. This cotlaboration and
cooperation undergirds our sceurity posture at our borders and ports. our prepareduess in our
communitics, and our ability to effectively react to crises. The QHSR makes specific recommendations
on how to strenathen and mature the homeland security enterprise. including mechanisms to enhance

unity of eflort across multiple hometand seeurity partiers and stikcholders.

Finally s in presenting this first-ever QHSRL T betic

¢t important 1o acknowdedge the efforts and

commitment of my predecessors i this office, the men an! women of the Department of Homeland

Security, and the many thousands of Ly entorcemaent personnel, Tt responders, emorgenoy makgen.,
and other homeland secwrity professionals across the countey who have worked tirelessiy o make this
Nation secure. On their behalf. and on behail of those who continue to serve, Tam pleased 1o deliver this

Irst Quadrennial Homeland Security Review.

Seeretary fanct Napolitano

Page iv Quadrennial Homeland Security Review Report
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PREFACE

The firsteever Quadrennial Homeland Sceurity Review (QHSR) comes

O

amid much expectation and interest Homelond security encompe
the most sweeping reform in govermuent in nearly halla century. and
makes explicit the realization that the evelving international security

landscape bears directly on our domes

i¢ security. Butwe have also
fearned that security is notan end in fselfy rather, 1 is an important
means to avitd end: preserving the values. principles. and way of life

Wu pursue as Americans,

A review of homeland security could take many forms—-from a

retrospective and assessment of the past. to an analysis of current programs and

activities. to a view of what the tuture might bring. Nonetheless. Congress made
clear in its direction to the Department of Homeland Security (DHS)L the principal

author of this report. that the QHSR should detineate o homeland security strategy .

including an outline of priority pission areas. not simply for DHS. but tor the

homeland seeurity enterprise as a whole-embracing Federall Stne, local, wribal, and
fermitorial covernments, nengovernmental organizations, the private sector, as well
as individals, familics and compumitios. Such o strategic wnabosis would then senve

as u hasis for o deeper review of the ma

v programs and budgets required to execute
the full range of homeland seeurity missions.

Congress also sought to better understand the resource and organizational
implications of an evolving strategic view of homeland security. What was clear
from the §

however. is that any articulation of strategy or analvsis of specific
progranumatic or resource radeoffs—cither within DHS or across the broader
homeland security enterprise-—had 1o be firmly rooted within a comprehensive
strategle understanding of homeland seeurity, For example. “What is hometand
seeurin?” CHow 1s the hemeland best made secure?” “What does itmean to be
prepared? Fight vears atier 9711 these gquestions still echo widely among the many
homeland securiny stakeholders.

Fhe QHSR marks the beginning of a multi-step process to answer these questions, It
offers a vision [or a secure homeland. specifies key mission priorities. outlines goals
tor each of those mission areas, and lays the pecessary groundwaork tor subsequent
analvsis and recopunundations. As an immediate follow-on and complement to the
QUHSR. an tmportant “bonom-up”™ revicw of DS was begun in November 2009 that

w il Took o alion the Deportment’s progranumatic activides and o

sanizational

techin the OMSR Tt revien iy

seheduled to be completed inthe Birst calendar guarter of 2010,

structre with fhe mis

Fony sets and goals des

Quadrennial Homeland Security Review Report
February 2010
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PREFACE

While the primary purpose for the QHSR s o outline the strategic framevwork o
euide the activities of participants in hometand security toward a common end. it is
equally important to note what the QHSR is por. The report is not a resource
prioritization document. although in identifving key mission areas for priority focus,
it is highly indicative of where those priorities should lie. Nor does the QHSR detail
the roles and responsibilities of Federal or other institutions for each mission arca.
Instead, the QHSR funciions as a strategic document that seeks o answer the most
fundamental guestions that mamy Americans still ask about homeland security. By
deseribing a forward-looking homeland security vision for the Nation and the
reguisite set of ey mission areas. goabs. objectives. and outcomes, integrated across
the breadih of the homeland security Tandscape. it also sl serve as a roadmap 1o

heep America safe, secures and resilient in the years ahead.

Page vi Quadrennial Homeland Security Review Report
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EXECUTIVE SUMMARY

The purpose of the frst-ever Quadrennial Homeland Security Review
(QHSR) s 10 owtling the strategic framework o guide the activities of
participants in homeland secunity oward a common end. A sate and seeure
hometand must mean more than preventing terrorist attacks from being

carried out. 1 must abso ensure thar the herties of ail Anericans are

assured, privacy s profe and the means by which we fnerchanee with

wree. ind

tion, e, vom

the world throsed i awdul imiyg

exchange ~are secored.

anee of preventing another terrorist auack inohe

th addition, white the impor

Uinited States vemains undiminished. much has been Jearned sinee Seplember

11, 2001, about the tange of challenges we face. Hurricane Natrina, widespread

soand

inmernational cyber attacks. the expansion of transnational eriminal activ

THINT influcnza are examples of theeats amd haods that are central to homeland

seeriiy . requ anequathy wide varieny of capabilitios to addross them,

sple il

The OHSR onot s “sion ol

roles and PSP gt

The ISR act

VAT

meland Secarty (D

Departent o B

velationships, veles, and rosporsibilines, and soeks 1o set fortdu shared vision of

of purpase. Fhe Nation’s

homeband seeurity inorder o achiove

takes as it aim a viston for o homeland as safe, secure. ¢

Today's Security Environment

The accelerated Now of feas, poods, aud people around the world white visal to

supporting and advaneing America’s inierests, also ereates security challenges that are

increasingly borderiess and unconventional. To a greater degree than ol any point in

histors. individeals and small grovps- from nongavermnental organizations (NGOsg

i the one and o orimisad networks and wirorisi o izations on the other- have

the ability to engage the workd with effects. inchoding those that are

disruptive and destraciive,

Among the forees that threaten the United States and s interonts are those that biead

' §

with the poveer and

the Jothatity and bigheeh capabifitics of modern weape

opportnnin of asvmmetnic tictios such s errovian i vvher warfare, We e

CSection 707 ol the Homehanl Sceurits et of 20020 as amended
Homeland Securinv. m cach quadrennial revien, o ~delineate and update. as appropiate.
oL and o outdine and prioritze the full vange of the criviead
{the Nation.”

reubres the Seere

national homeland secarity steate

homeland security missio

Quadrennial Homeland Security Review Report Page vii
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EXECUTIVE SUMMARY

challenged not onby by rover empiovinent of conventional seapones. but also by the
hybrid natre of these threats. We have seen their effects on the American homeland
Moreover, we must remember that we fuce a determined and constantly adapiing

adversary, The attempted terrovist attack on Flight 253 on December 25 2009 s 4

poverfid iHustration that terrorists will poyo grent fengths to o derear the seeurin

meastres that e been par i place sinee 941

Fioure B8-1. Threats, Hazards, and Long-Term Globul Challenges

sl Treads

Threats and ﬂazai’ﬁs . Global Challenges and Trends

Defining and Framing Homeland Security

s the itersection of ovalving threats and hazards with

Flomeland scewrity dosertns

fradivional governmental and civic responsibilities tor civil defonse, emergenay
response. kny enforcement. cushans, border controll and imavgration. In combining
these responsibilines under one overarching concept, honeland security breaks down
Tongstanding stovepipes of activity thot have been and could st be expioited by those
seeking to harm America. Homeland seeurity also creates a greater emphasis on the
need for joint actions and eflorts across previousty diserete elements of government

and socicty,

Homeland sceurity is aowidely distributed and diverse—-but unmistakable— national
enterprise. The termy “enterprise” refers 1o the collective efforts and shared
responsibifities of Federal. State. focal. tribal. territorial. nongovernmental. and
private-sector partners--as well as individualse families. and communities—1o
maintain critcal homeland security capabititics. The use of the term connotes a
broad-based community with a common interest in the public safety and well-being of

Awmerica and American society that is composed ot multiple actors and stakeholders

Page viii Quadrenmal Homeland Security Review Report
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EXECUTIVE SUMMARY

whose roles and respousibilities are distributed and shared. As the Commander-in-
Chief and the leader of the Executive Branch, the President of the United States is
uniquely responsible for the safety, security. and resilience of the Nation, The White
House Teads overatl homeland sceurity policy divection and coordination. tndividual
Federal agencios, inturn, are empowered by Jaw and policy to fulfill various aspects
ol the homeland security mission. The Secretary of Homeland Security leads the
Federal agencey as defined by statute charged with homeland security: preventing
terrorism and managing risks to eritical infrastructure; securing and managing the
border: enforeing and administering immigration laws: safeguarding and securing
evberspace: and ensuring restlience o disasters. However, as a distributed system, no

single entity is responsibie for or directly manages all aspects of the enterprise.

There are three kev concepts that are essential to. and form the foundation for o

comprehensive approach o homeland securny

Security: Protect the United States and its people, vital interests, and way of
life:

Resilience: Foster individual, community, and system robustness,

adaptability, and capacity for rapid recovery; and

Customs and Exchange: Expedite and enforce lawful trade, travel, ¢
immigration.

All homeland securiiy activities must be bailt upon a toundation of ensuring securin
and resitience. ax well as faciliating the normal, daily activities of society and

interchange with the world.
The Homeland Security Missions

The QHSR outlines the Nation™s homeland security missions, os broad arcas of

activity around which the homeland security enterprise is oriented. These missiony

are wid ot limited (o the Department of Homeland Securin:
Hundreds of thousands of people {rom across the Federal Government. State. local.
tribal. and rerritorial governments, the private sector, and other nongovernmental
organizations are respousible for exceuting these missions. These homeland securinn
professionals muast have a clewr sense of what it takes to achieve the overarching

vision,

Quadrennial Homeland Security Review Report Page ix
Febroary 2010
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EXECUTIVE SUMMARY

There are five hometand security missions, The missions and associated goals are as

follows:

Mission 1: Preventing Terrorism and Enhancing Security

Mission 2: Securingand Managing Qur Borders

Mission 3: Enforcing and Administering Our Immigration Laws

Mission 4: Safeguarding and Securing Cyberspace

Mission 8: Ensuring Resilience to Disasters

In addition, we must specifically focus on maturing the homeland security enterprise
itself. Maturing and strengthening the hometand security enterprise includes
enhancing shared awareness of risks and threats, building capable communities.
fostering unity ol effort. and fostering innovative approaches and solutions through
teading-edge science and technology.

By defining the homeland secwiny missions and setting priorvitized goals. objectives.
and strategic outenme statements for cach mitssion, we chart a course tor action over

the next 4 years.

Page x Quadrennial Homeland Security Review Report
Februars 2010
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[. INTRODUCTION

The story of homeland security is inextricably linked to the story of
9711, The vivid images ol the World Trade Center, the Pentagon, and
smoldering fields in Shanksvilie. Pennsyivania. portrayed a Nation
obviously shaken by the catastrophic surprise attacks that had occurred
on iis soil. Yeton that same day there were otier images--of
firefighters racing up the stairs of the Twin Towers. of police and first
responders rushing aid to those in need at the Pentagon, and of ordinary
Americans. indeed total strangers, coming together to help cach other
cope with challenges large and small. These images of American
resitience portrayed a Nation determined o do whatever it might take
to recover from this disaster and to prevent such attacks from occurring

again,

I the closing day s of 2001, the Tirst narrative describing homeland seeurity began to
take shape: that despite the dramatic changes since the end of the Cold War, the
world was stifl very much a dangerous place. The terrorists that had targeted this
cauntny clearly were determined to attack Americans athome. American interesis
anywhere, and our friends and allies evervwhere, As the central part of this first
narrative. our Nation believed that it needed o improve its vigilance. increase its
preparcdness, reduce #ts vulnerabilities, and strengthen its guard againstany luture
attack in order to confront this threat.

The Federal Government began to institutionalize these priorities with a series of
initiatives under the banner of fomcland securing: o Presidential advisor and advisory

council were appointed, a series of national-tevel policies were issued. new statutory

authorities were enacted by Congress, and in 2003, 4 new Federal agency was
established—the Department of Homeland Sceurity (DHS), These initatives—in
particular. the newly established DHS—linked the imperarive of safeguarding the
Nation to keyv operational responsibifities that were principally focused on securing
the Nation's borders and air transportation system, while enhancing the Nation's

proparedness to confrant ferrorism

in the vears since 911 homeland security has become commonlty and broadly Anown
as both a term and as a Federal department. Less well understood. however, has been

its ongoing purpose and function. What = homcland securiy?

s it more tuan
preventing terrorism? {1 w0, what else does it wke to achieve a saft and secure

!

homeland? What risks are we witling 1o aceept? Who has the responsibiling.

authority. capabilities. and resources to do alf that needs doing?

The attempted terrorist attack on Flight 233 on December 25, 2009, demonstrates that

al-Qacda continues o plot against us, and thus, the importance of preventing another
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{errorist attack in the United States remains undiminished. However. much has been
Jearned since 9711 about the range ol additional challenges we face. Hurricane

and response

Katrina powerfully illustrated the overall impact of weak preparedn
in the face of extreme natural disasters. Widespread international ey ber attacks
from some of the most sophisticated denial-of=service efforts w persistent and rising
attacks on ULS, Government ovber systems . reflect the increasing importance of

vy lifeblood of so much of our eritical

securing the nformation svstams that are the v

energy. financial, health, commerce. and transportation infrastructure, Transnationol
criminal organizations that has e expanded efforts o cross onr borders with ihicit
goods, currency. and trafticked persons represent a growing threat to the prosperity.
security. and quality of life of LIS, citizens at home and abroad. As we have seen
with HINT influenza. the rapid elobal spread of infectious diseases can cause greal
disruptions al home, Preventing these and other dangers from threatening our Nation

has atso become contral to homatand security,

At the same time. we have fearned that it is not possible to secure the American
homeland simphoswith physical protections or throogh strategies that reinforee foar or
isolation. Nor is this country made safe by substantially curtailing the very rights and
liberties that define the free and diverse society we seek w protect. or by excluding
visitors and law ful immigrants. Indeced. homeland security is as much about
protecting the American way of JHe as 1t s sbout protecting this country from future

attacks.

Thus. a sate and secure homeland must mean
. ) . “ .
more than preventing ecrorist attacks from We reject as false the

hei

ried oul. TEmust also ensure that the choice between our safety
fibertios of all Americans are assured.

and our ideals. Our Founding

privacy is protecteds and the means by which

we interchange with the world - throagh Fathers, faced with perils we can
rravel lawtul immigration. trade. commerce. scarcely imagine, drafted a chatter to
and exchange—are secured, Utimately. assure the rule of law and the rights of
homeland securtty is about eftectively man, a charter expanded by the blood
managing risks to the Naton™s security, As of generations. Those ideals still light
suich, an effective strategy for homeland the world, and we will not give them
security forms an important component of up for expedience’s sake.”

owr overarching national secarity strategy.

— President Barack Obama
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The purpose of this first-ever Quadrenninl Homeland Security Review (QUHSR) s to
elaborate upon this broader vision by eutlining the strategic framework to guide the
activities of participants in homeland security toward a common end. And in this
regard. it is important 1o note that this is not a review confined to the roles and
responsibilities of DI 1S Homeland security encompasses a much broader scope.
with vital contributions from all Federal agencies, State. local. tribal. and territorial
governments. businesses. and nongovernmental organizations. as well as individuals,
families. and communitics. International partnerships ace also essential (o success.
Thus, this QHSR will describe more comprehensively the Nation’s homeland security
imerests, identity more clearly the eritical homeland security missions, and define

more completely a strategic approach 1o those missions by laying out the principal

goals, exsential objectives, and ko strategic outcomes necessary tor that strategic
approach 1o succeed. The QHSR acknowledues existing relationships and roles and
responsibilities. and sechs to set forth o shared vision of hometand security in order w

achieve unity of purpose sorng orward.

When we recall the events 0 971 we are reminded of the destruction of those attacks
1o be sure. However. as we look forvard from this vantage point. it is essential that
we elevate the importance of the extraordinary acts that also took place when New
York firctighters marched up tower stairs, when passengers of United Flight 93
stormed the cockpit and sacrificed their lives, and when countless fellow citizens
across the country yolunteered their tiime for days and months on end 1o help others
heal, These stories of the bravery. courage. and resolve of the American people tefl

the story of honieland security.

Fhese acts of courage also demonsirate the simple yet protound truth: that homeland
sectrity s not simphy about 2overnment action alone. but rather about the collective
strengrh of this entire country, The Nation's first QSR builds on the conviction that
this country can protect itselt and takes as its aim a vision tor our homeland as safe.
secure. and resilient agatnsterrorisin and other hazards where American interests.

aspirations. and way of fife can thrive.

Section 707 of the Homoehimd Security Actof 2002,
Hometand Security, in cach quadrennial review. 1o defineate and update. as appropriate. the
Tand w0 towthine and prioritize the full range of the eritical
harctand security mission areas of the Nation.”

samended, requires the Secretary of

national homeland sccarity stre
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r Homeland Secur;ty
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II. TODAY’S SECURITY
ENVIRONMENT

The interconnected nature of people. cconomies, and international
infrastructure around the world can infuse seemingly isolated or
remote events with plobal consequences. Eyvents at home and abroad
generate rapid effects. often in an interconnected fashion. driven by
breathtaking technological change and speed-of-light international
communications. This accelerated flow of ideas, goods, and people
around the world. while vital to supporting and advancing America’s
interests. also creates security challenges that are increasingly

bordertess and unconventional.

In many parts of the world. states no tonger have a monopoly on the

use of force, although they continue to hold a large mujority of power.

Globally. natural hazards have increased inscale and impact. and emerging discases

mave effortless ross borders and expansively through global movement systems.

Toa greater degree than at any point tn history, individuals and small groups---from

nongovernmenial organizations (INGOs) on the one hand. to criminal networks and
terrorist organizations on the other——have the ability to engage the world with far-

reaching effects, inchuding those that are disruptive and destructive.

Homeland security, as an essential element of our Nation™s security. must be firmb
embedded in and linked 1o broader national security concerns. Against this backdrop.
we must pursue a homeland security agenda linked to America’s national security

interests, Such interests reflect the Nation™s highest order priorities.

America’s interests are inexteicably finked to the integrity and resilience of the

international system, Chiet aniong these interests are security, prosperity. broad
respect Tor universal values, wid an international order that promotes cooperative
action. Consistent with the President’s vision, the Pinited States will advance these

wterests by strenathenmg onr domestic Toundation and integrating ol clemoems of

national power. cogaging abroad on e basis of mutual interest and mutual respect.

and promoting an mtermatonal order that veintorees the

hisand responsibilities of

all nations,
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1. TODAY'S SECURITY ENVIRONMENT
Among the forces that threaten the United

Hybrid threats refer o the ability

of adversaries—lone attackers, criminals,

States and its mrerests are those that blend
the lethality and high-teeh capabilities of

modern weaponny with the power and transnational terrorist organizations, even

apportunity of asymimetric tactics such as nation-states—to employ combinations

of tactics, technologies, and capabilities
to gain an asymmetric advantage.

terrovism and evber warfare. We are

challenged not only by novel employment of

conventional weaponry, but also by the

hybrid nature of these threats. Countering such threats requires us 1o adapt traditional
rojes and responsibilities across the national security spectrum and craft sofutions that
leverage the capabilities that exist both inside and outside of government. The
attempted terrorist atlack on Flight 233 on December 23, 2009, powerfully illustrates
that terrorisis will go (o great lengths 1o try 1o defeat the security measures that have

been put in place since 9711

More specificaliv, the threats and hazards that challenge ULS. interests from a

homeland seeurity perspective iclude:

e Hligh-consequence weapons of mass destrietion (WMD) in particutar, improvised

nuchear devices and high-conscquence biological weapons, which would have the

catest poteniial effects i used against the Undted States. We koow that non-
state actors actively seek to nequire, buitd, and use such weapons and
technotogivs. and thar foreion states continue W develop high-conseguence
weaponry with the intent 1o inumidate or Blackmail the international community
and proliferate 1o other potentially hosule state or non-state actors, Dapgerous
materials, technology, and know-how circulate with case in our globalized
cconomy and are controlled uncvenly around the world, raising the possibility of

theft or accidental use and making it dihcult o track and prevent proliferation,

e AlQuacdg and

ulobal violent estremisn.

RENAE “We will . . . relentlessly

wehich divectly threaten the

and ity allioa. Terrorist netwaorks exploi confront violent extremists

caps in povernance and seeurity within

who pose a grave threat to our security—

hoth weak ad advineed states. Some . R
. o ) o because we reject the same thing that
ferrorist organtzatons henehit Irom ~ - . . erye ~
. ) . people of all faiths reject: the killing of
active state-sponsorship and from the . . -
O ) innocent men, women, and children.

faitture of other states to counter known

terrorist organtzations or sourees off — President Barack Obama

support within their borders. Terronst

arganizatons have expressed the mtent o amploy mass-casualy WMD) aswell as

teal ceonomic, and infrastructure

NS prominent pol

sy o soade stk

prgets i the Unired States and around the world,
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s altacks. intrusions, disruptions, and

o igh-conseyue

I when used by hostile state or non-state actors. could

exploitations. whi
massively disable ar impair critical international financial. commercial, physical.
and other intvastructure. This i turn could eripple the global movement of peaple
and goods worldwide and bringing legitimate and vital social and economic
processes to a stands il These cyvber attacks involve individuals and groups who
conduct intrusions i search of miormation o use against the United States. and
those who spread mabicious code in an attempt to disrupt the national information

forasructue,

Cwhich can result in massive foss

o Pundemics, major accidents, and nawral by

o or preater than many deliberate malicious attacks.

of Hite and hvelibood «
Cortain public health threars., such as discise outbreaks and natoral hazards (e

hurri Hoods), occur orgaricatly . Others can he inroduced into the

Uinited States through the movement of people and goods across our borders.

o Ulicit ratlicking and related tansnational crime, which can undermine eifective

governance and security, corrupt st eally vital markets. slow economic

growth, and destabilize weabher states. Pransnagional crime and tralficking
facilitate the movement of narcotios. people. funds. arms, and other support 1o
hostile actors. imcluding terrorist netsorks, Importantly for the American
homelind. the dramatic detrimental effect of ilegal tratticking and transnational

criminal organizalions is apparent i socictios within the Westem Hemisphere,

o Smaller scude tercorism., which may include violent extremists and other state or

non-state actors conducting small-scale explosive and cyvber attacks and intrusions

auainst population comers, important symbolic targets, or crivical infrastructure.

i

threatened by elobat challenges and long-tery trends. These nclude:

I addition to these specifie threats and hazards, America’s national interests are also

| siabiling that can undermine confidence inthe

o Lcopomic and finw

international order. fuel wlobal political nurbulence, and induce social and political

instability in weak states abroad.

e Dependence pn fossil Tuely and the threat of clobal elimate change thut canopen

the United States o disruptions and manipulations iy energy supplies and to

wues i our nataral onvironment on an unprecedented seale. Climate change is
expected o moreine the severin and Trequeney of weather-related hazards. which

conld. ti turn, result v social and political destabilization. international contlict.

OF MAsy mgraiiogs,
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s that can threaten TS, secrin

LMty o134 1k

o Nal

inte

v by sponsoring errorism. encouraging WD

Sddivectlv orindirectd | ‘ [
profiferation, serving as a source of eyber disruptions, committing human rights
atrocities, or providing safe haven o tramsnational ariminal networks,

o Sophistivated and brogdly s aiiable fechnole which empowers our adversarios.

We mast adapt our inteliioence and counterimelligence practices o defeat hostle

o tradecraft by small groups and individw

operations and the use ol

v desirgetive atacks asainst the homeland,

planni

e Onherdrivers ol Hlicit & rous, or uneontrodled movement of people and goeds,

imcluding fragile and fuiling statess regional instability, competition for resources.
demographic shilts, environmenial degradation. genocide, and other gross

violations of human Fhese same drivers can also foster errorism and

violent extremiat ideolooy . bread rransnationad erime. and facilitate the

profiferation o high-conscquence weaponry,

The nattonal security of the United States depends ona comprehensive approach 1o
preserve and advance our interests while munaging the risky posed by the threats
outlined above. An effective strateoy for hometand security forms wy imporiant
component of our overarching national securily strategy. and thyee assumptions in

particular shape its deselopiment

First. rapid technological change will continue o alter social. economic. and political
farces, rapidly disperse information. and provide new means for our adversaries and
competitors to challenge us. The increasing interconnectivity of infrastructure and its

dependence on eyber systems ereates opportunities for adversaries to use cyber tools

to attack critical infrastructure and gain access w government. business. and personal
information svstems. Second. multiple simultancous crises will hikely chatlenge the
Nation and its resources. requiring ail stakeholders to be capable of managing crises
{
!

inchuding some for exrended periods. Multiple simultaneous erises will also place a

premium on all sudkeholders” Know

> aband ability to use incident management
protocols and procedures, and wil] chatlenge national priority setting and resouree
allocation demands, Finath . we must goard against the danger of complacency as
memories of the 9711 attacks and other major crises recede. The tailed airline plot of
Decomber 2502009, serves to hoighten our vigitance, but we know that readiness is

costly and reguires sustained commitment.
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Assumptions Concerning the Security Environment
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[II. DEFINING AND FRAMING
HOMELAND SECURITY

Because the term is in such widespread use. it may be easy today to overlook

the fact that hamelundd securin: is a vefatively new concept. Yet it is one that

can trace ils roots to traditional fanctions such as ¢ivil defense. emergeney

border control, and immigration.

rexponse, faw erforcement. vuston

Homelamd securiny captures the offor e adapt these waditionad funetions to

confront new threars wnd wvols g havzards

White homeland secority is still relatively new. it may be seful 1o recall that

the concept of matinnad security was also little known until the 1930s and was
only formally established as an organizing principle after World War 1l The
Nationul Securine et of 1947 brought together the Department of War and the
Department of the Navy into a single imegrated entity that became the
Department of Detense. The act also ereared the National Security Council
and a position o the President™s staft that would tater become the National
Security Advisor. The innovation was to bring together under one overall

concept the consideration of for affairs and militey policy. which had

been, up unti! that thne, two largely separate governmental domains, Over the

decades, aspects of economic policy. trade policy, energy policy. and
countering transnational threats were also drinen into the ambit of national
Security .

ate the various elements of

In 2002, the Homeland Securiny Aot sought 1o integ
hometand security in a similar manner. creating both the Department of
Homeland Securiny and the Homeland Seeurity Council. In effect the 2002
Homeland Seewrine Act added athind coneept o the mititary and foreign affairs
pitlars of nationat security by associating domesiie security concerns with

national scourits.

Flomeland seeurity describes the intersection of evolving threats and hazards

with the traditional governmental and civie responsibifities of civil defense,
emergeney response. law enforcement, customs, border control. and
immigration. In vombining these responsibilitios under one overarching
concept. homeland seeurity breaks down longstanding stovepipes of activity
that could be exploited by those seeking to harm America, Homeland seeuriny
abso creates a greater emphasis on and need for joint actions and efforts across

proviously diserete elements of government and society.
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SECURITY

The Homeland Security Enterprise

Given this historical context, the question “What is homeland security?” recognives
that. in fact, securing the United Siates and its people represents an overarching
national objective. Bqually important. and axide from obviously identilying a
Cabinet-level department of the Federal Government. homeland security s a widels

distributed and diverse-—but unmistakable-—national enterprise.

The term “enterprise” refers

to the collective efforts and The homeland security “enterprise”

shared responsibitities of refers to the collective etforts and shared responsibilities of
Federal. State. local, tribal. Federal, State, local, tribal, territorial, nongovernmental,

territosial. and private-sector partners—as well as individuals,
nongovernmental. and families, and communities—to maintain critical homeland
private-seetor partners-—as security capabilities. It connotes a broad-based community
UEERIRDSIUE O IHEE N vith a common interest in the safety and well-being of

and communities o America and American society.

mai critical homeland

security capabilities. Iy

connotes a broud-based conumunity with a common interest in the public safety and
well-heing of America and American society and is composed of multiple partners
and stakeholders whose roles and responsibilitics are distributed and shared. Yet it
is important to remember that these partners and stakeholders face diverse risks.
needs, and priorities. The challenge for the enterprise. then. is to balance these
diverse needs and priorities. while focusing on our shared interests and

responsibifiiics to collectively secure our homeland.

As the Commander-in-Chief and the feader of the Lxecutive Branch, the President of
the United States is uniguely responsible for the safety. seewrity. and resilience of
the Nation., The White House leads overall humeland seeurity policy direction and
coordination. Individual Federal agencies. in tumn. are empowered by faw and palicy
1o ful Gl varions aspects of the homeland security mission. The Secretary of
Homeland Security leads the Federal agency as defined by statute charged with
homehand security: preventing terrorism and managing risks to critical
infrastructure: securing and managing the border: enforcing and administering
inmmigration lavws: safeguarding and secaring ey berspace: and ensuring resilience o
disasters. I some areas. like securing our borders or managing our immigration
svetenn the Department of Homeland Security possesses unique capabititics and.
hence. responsibilities, T other areas. such as critical infrastructure protection or
emergency management, the Department’s role is largely one of leadership and
stewardship on behalf of those who have the capabilities to get the job done. In still

other areas, such as counterterrorizm. detense. wd diplomacy. other Federal
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1. DEFINING AND FRAMI
SECURITY

departments and agencies have eritical feadership roles and responsibilities.
including the Departments of Justice, Delense, and State. the Federal Bureau of
Investigation, and the National Counterterrorism Center. State, local. tribal, and
territorial poverniments afl play vital roles in protecting the homeland, Homeland
security will only be successtul when we fully leverage the distributed and

decentralized nature of the entire enterprise in the pursuit of our common goals,

Pheretore. key teadership responsibilities 1o achieve our homeland security missions
e dischareed through engagement and collaboration with the vast array of
homeland security enterprise partners and stakeholders. As a distributed system. no
le entity is responsible for or divectly manages all aspects of the enterprise.

sy

Different agencies and offices direct and lead specific homeland security activities at
the Federal, State. focal, teibal. and territorial fevels, as well as within the private
sector——and hetween and among all of these entities——for the full range of hometand
security purposes, And because responsibilities are distributed, entities that provide
direction and leadership in one instance may play supporting roles in another,
Appendix A reflects the current alignment of roles and responsibilities across the

enferprise.

With the establishment of hometand security, and the linking of domestic seeurity
concerns to broader national seeurity interests and institutions, there is a emptation
1o view homeland security so broadly as to encompass all national security and
domestic policy activities. This is not the case. Homeland security is deeply rooted
in the security and resilience of the Nation, and facititating lawful interchange with
the workd, As such, 1t nterseors with many other functions of povernment.

flomeland security is built unon eritical faw enforcement functions. but is nol about

preventing all erimes or administering our Nation™s judicial system. Teis deceply
embedided in trade activities, but is neither tade nor economic policy. 1 requires

imernational ¢ cment, hut s not responsibie for foreign alfairs, Rather,

homeland security s meant to connote a concerted. shared effort to ensure o
hometand that is sate, sevure, and resifient against werrosisi and other hazards where

American interests, aspirations, and way of lite can thrive,

Homeland security is a concerted national effort to ensure a homeland that
is safe, secure, and resilient against terrorism and other hazards where

American interests, aspirations, and way of life can thrive.

e
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The Evolution of Homeland Security

As noted carlier. although the integrated concept of homeland security arose at the
wrn of the 217 century, homeland security traces its roots to concepts that originated
with the founding of the Republic. Homeland security describes the intersection of
new threats and evolving hazards with traditional governmental and civic
resporsibilities for civil defense. emergency response. customs. border control. law

entorcement. and immizration. Homeland security draws on the rich history. proud

|
traditions. and fessons leamed from these historical functions to fulfill new
responsibilities that require the engagement of the entire homeland security

enterprise and multiple Federal depariments and agencies.

Figure 1. The Evolution of Homeland Security

e Threaws and Evolving
Wespons of

The Key Concepts of Homeland Security

For the past 7 vears. homeland security has rested on tour key activities
prevention. protection. response. and recovery—-oriented principally against the
threar of tervorism. Preventing a tervorist attack in the Unijted States remains the
cornerstone of homeland scearity. 1 s clears however, that this emphasis on
terrorisim does not capture the full rance of interconnected threats and challenges
that characterize aday '~ workd. A robust notion ol homeland security must take
account of our essential need to safely, securely o and intensively engage the rest of
the world-~through trade. travel. and otier exchanges. In other words, a place
where the American was of ite can thrive.

Three key concepts torm the weneral foundation for a comprehensive approach to

homeland security going forward: Security. Resilience, and Customs and Exchange.,
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Seeuritv: Protect the United States and its people, vital interests, and way of
life. Homeland sccurity relies on our shared efforts to prevent and deter attacks by
identifying and interdicting threats. denying hostile actors the ability to operate
within our borders. and protecting the Nation's eritical infrastructure and key
resources. Initiatives that strengthen our protections. increase our vigilance. and
reduce our vidnerabilities remain important components ol our seeurity. This is not
to sav. however, that security s a static unduertaking, We know that the global
systems that carny people. goods, and data around the globe also facilitate the
movement of dorzerons people. goods, and data. and that within these systems of
transportation and transaction. there are key nodes—tor example, points ot origin
and wanster. or border crossings-—
that represent opportunities for “The terrorists have used our

interdiction. Thus, we must work to

open society against us. in

confront threats at every point along . X
wartime, government calls for greater powers,

their supply chain-—supply chains
that often hegin abroad. To ensure and then the need for those powers recedes
our homeland security then. we after the war ends. This struggle will go on.
Therefore, while protecting our homeland,
Americans should be mindful of the threats to
vital personal and civil liberties. This

balancing is no easy task, but we must

must engage our international atlies,
and emplov the full breadth of our
national capacity-~from the Federal

Government, to State, local. tribal.

constantly strive to keep it right. This shift of
power and authority to the government calls
for an enhanced system of checks and balances

and territorial police. ather faw
enforeement entities. the

Intelfigence Community, and the )
privite sector—and appropriatels to protect the»pucnous liberties that are vital to
- our way of life.”

entist the abilities of millions of

American citizens, — The 9/11 Commission Report

Resilience: Foster individual,

community, and system robustness, adaptability, and capacity for rapid
recovery. Our country and the world are underpinned by interdependent networks
along which the essential elements of cconomic prosperitv-—people, goods and
resources. money, and information—-all flow. While these networks retlect progress
and increased efficiency, they are also sources of vulnerability, The consequences
of events are no longer contined 1o a single pointt a disruption in one place can
ripple through the system and have immediate. catastrophic, and multipiving

consequences across the country and around the world,

Despite our best etforts, some attacks. accidents. and disasters will occur,
Theretore. the challenge is 1o Toster a society that is robust, adaptable. and has the
capacity for rapid recovery. In this context. individuals, {amilies. and

cammunities——and the svstems that sustain them-—must be informed. trained, and
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materially and psyehologically prepared to withstand disruption. absorb or tolerate
disturbance, know their role in a crisis, adapt to changing conditions. and grow

SUPORZEr Over tine.

“ s copt is not new. and different eras in our history
Our goal 15 10 ensure a more reflect an unwavering locus on building national

resilient Nation—one in which resitjence. The history of civil detense in the Uinited

individuals, communities, and our States. for example. s marked by sweeping national

economy can adapt to changing debates about concepts thal. if not by name. were
conditions as well as withstand and nevertheless entively about resilience. Notable among
rapidly recover from disruption due to these was the debate spanning the Truman and Eisenhower

emergencies.”

administrations about whether to expend resources on
cesident Barack Obama shettering individuals in the face of nuclear attack or to
focus investments in a national highway system to
facilitate mass evacuation of urban populations. These Issues were beset with the
same chatlenges that confront us today L including how 1o foster o decentralized
approact 1o seeurity, and how o best meet the challenge of helping our citizens
prepare psychotogicatty and materially for attacks and disasters that do occur. the
rapid evolution of national security threats and the arrival of the information age
have increased the urgency of building up—and reemphasizing—our historicatly

resilient posture.

Customs and Exchange: Expedite and enforce lawful trade, travel, and

immigration, The partners and stakeholders of the homeland security enterprise are
responsible for facilitating and expediting the lawful movement of people and goods
into and vut of the United States. This responsibility infersects with and is deeply
tinked 1o the enterprise’s secariny function. We need a smarter. more holistic
approach that embeds security and resitionce directly into global movement systems.
Strepgthening our ceonomy and promoting lawtvl trade, vavel, and immigration
must include security and restiionce, just as security and resilience must include
promoting a strong and competitive U8, cconomy. welcoming lawiul immigrants,
and protecting civil Hiberties and the rule of law. We view security along with
customs and exchange as mutuaily reinforcing and inextricably intertwined through
actions such as screening. authenticating. and maintaining awareness of the flow of

people. goads, and information around the world and across our borders.
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Customs in Historical Context
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V. OVERVIEW OF THE
HOMELAND SECURITY MISSIONS

The vision ol homeland security 18 1o ensure a homeland that is safe. secure.

and resilient against terrorism and other hazards where American interests,

aspirations, and way of {ife can thrive.

As noted carlier, three key concepts Torm the foundation of our national
homeland sceurity strategy designed o achieve this vision: Sceurity.
Resilience. and Customs and Exchange. In turn, these key concepts drive

broad areas of activity that the QTSR process defines as homeland security

missions, Theve ndssions are ¢ aned not limited to the

Depertment of Homeland Secarity, These mi

sions and their associated goals
and objectives teli us in detall what I means o prevent, to protect, 1o respond.
and to recover. as well as to huild insecurity. to ensure resitience. and o
facilitate customs and exchange. Flundreds of thousands of people from
across the Federal Government. State. local. tribal. and territovial
covernments, the private sector, and other nongovernmental organizations are
responsihle Tor executing these missions, These are the people who regularh

interact with the public, who are respansible for public sutety and security.

Sab intrasireiures and servives, who

who own and operate our Nation’s ¢riy
perforny researeh and develop technelogy. and who keep saaeh, prepare for
and respond 10 emerging threats and disasters, These homeland security
professionals must have @ clear sense of what it takes to achieve the

overarching vision articulated above,

The Core Missions

In addition. we must specifically focus on mataring and strengthening the

homeland securiny enterprise itselr

Quadrennial Homeland Sceurity Review Repeort Page 19
February 2010

VerDate Nov 24 2008  10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000128 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.093



VerDate Nov 24 2008

125

V. OVERVIEW OF THE HOMELAND SECURITY
MISSIONS

For each mission. the following discussion. supported with additional material set
forth in Section V, details specitic goals and objectives that outline what is required
for success. These mission goals and objectives reflect the considered analysis
conducted through the QHSR process. Thisanalysis included Hiterature reviews,
suhject-matter expert consultation. public comment. and testing of conclusions
against prefiminary analvtic models. Appendix B provides an overview of the
QHSR process. The goals and objectives set the stage for developing and applying
risk management wols o establish programmatic priorities. develop more specific
performance measures, and pursue greater integrated planning across the homeland

SECUTItY nterprise.
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MISSION 1: PREVENTING TERRORISM AND ENHANCING
SECURITY

d States remains the cormerstone of

Preventing a terrorist attack in the Ui
homeland security, Our vision s a sccure and resifient Nation that effectively
prevents terrorism in wavs that proserve our frecdom and prosperity . Achieving this
vision requires us o focus on the core goal of preventing terrorist attacks,
highhghting the challenges of preventing attacks using chemical, biological,
radictogical. and nuclear (CBRN) weapons and managing risks to critical

infrastructure.

We must be vigitant against the use of

terrorist tactics emploved by malicious actors

“We are at war against al-

seeking to harm the United States. Thos. a Qaeda, a far-reaching network of

hey clement of preventing ierroriam is (o .
hey srement oty e ) violence and hatred that attacked us on

hat currently 9/11, that killed nearly 3,000 innocent

wnderstand not only the thr

confronts us--tor example. the terrorist use of

people, and that is plotting to strike us

explosives—but also evolving and emerging X . .
e s U again. And we will do whatever it takes to

threats. We must actively monitor those N .
- ) { o defeat them.”

threats and put them inan appropriate context
50 we can apply the most effective threat ~ President Barack Obama

mitigation strategies possible. including
understanding how best o pratect against terrorist capabifities and deter and disvupt
operations of those who would use terrorist tactios to advance their aims. We must
develop a comprehensive understanding of the threats and malicious actors that have
the desire and abilin to harm the Untted States. These include individuals, terrorist
organizations. hostile foreign intelligenee services, those seeking to proliferate
weapons of mass destruction. and criminal enterprises, Beyond these efforts,
however. we must also stop the spread of violent extremism. In this regard. itis

important that we actively engage communitics across the United States.

CBRN weapons. especially high-conseguence nuclear and biological weapons, pose
a particular challenge to our securtty. We mustanticipate emerging CBRN threats,
control both access 1o and movemont of CBRN. and expand and strengthen our

capubilities 1o detect, protect against, and deter hostife use.

In addition, we must eftectively manage terrorist-based as well as other risks to
critical infrastructure, The security and resilience of the eritical systems. services.
and resources that sustain our daily Hives wre vital to ensuring that our Nation
continues to prosper and thrive. We must deepen our understanding of the nature of
the risks 10 these mirastactures and etfectively prioritize cur effonts to reduce

vidnerabilities, I addition o protecung intrastructure and eritical facilities and
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networks, we must also work to make erivical infrastructure restlient. including not
only stand-alone facilities, but also inerdependent systems and networks within and

across oritical infrastructure sectors.,

Finally. one of America’s underlving strengths is the ability of the democratic
process to withstand the test of time and persevere regardless of efforts to disrupt it
Ensuring the continuity of govermnment and government operations, and protecting
our national feaders. is essential to preserving the framework established in the

Constitition.

These mission goals and objectives retlect the continued primary importance placed
on proventing terrorisen, They also retlect g continuing emphasis regarding CBRN
materials and weehnofogios, as well as entical infrastructure and key resources, The
mission goals and objectives set forth here reflect the President’s emphasis on
preventing introduction and use ol high-consequence weapons of mass destruction.
the continued fight against al-Qaeda and the imperative to increase not only sceurity

but also resilience of America’s eritical infrastructure and key resources.

As noted ecarlier. the nature of the homeland sccurity enterprise demands that these
voals are executed in the contest of extensive collaboration at every level of the
homeland security enterprise through cooperation with State, local. wribal. and

territorial governments, nongoyvernmental entitivs. and the private sector.
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Preventing Terrorism and Enhancing Security
Mission Goals and Objectives
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ANAGING OUR BORDERS

VHSSION 2: SECURING AND

A sale and secure homeland vequires that we maintain effective control of our air.
land. and sea borders. Secure, well-managed borders must not only protect the
United States against threats from abroad; they must they must also expedite the safe
flow of lawful travel and commerce. Achieving this vision requires that we focus on

three interrelated goals.

First, we must achieve effective controb of the physical borders and approaches to
the United States. Achieving this aim means not only that we are able to prevent the
itlegal entry of Inadmissible persons and contraband and the illegal exit of dangerous
voods, proceeds of erime. and malicious actors. but also that we can securely
expedite the cross-border fow of lawful immigration. travel. and commerce at our
borders. Indeed. these “twin goals™ mutually reinforce cach other. The more we use
technology, information. and training to support operations that identify and
expedite Tawful ravel and commeree across our borders, the more ofticials at the
border can focus on the known threats that require more serutiny, We must and can

achicve hofi greater security and greater interchange with the world.

Second. to secure our Nation. we must work

“We will strengthen our

togcther to look bevond our borders to identify

and disrupt threats swell betore they reach our defenses’ but we will not

shores. Accordingly, we must work with our R
P

international partners and with the private succumb to a siege

sector to prevent the exploitation of the mentality that sacrifices the open

interconnected trading, transportation, and society and liberties and values that we

transactional systems that move people and .
ransactional systems that move people anc cherish as Americans, because great

ommerce throughout the global economy and .
commerce throughout the global ¢ e and proud nations don’t hunker down

across our borders. AL the same lime, we must . . . "
faerens P ihe same AR and hide behind walls of suspicious

abso svork swith those same partners 1o enpsure . .
thso work with thase same parthers fo ensure and mistrust. That is exactly what our

the security and resilience of those svstems n

) adversaries want.
order to expedite and reduce unnecessary
encumbrances to kwtul travel and trade tha — President Barack Obama

may impair economic vitality. America must
remain open for business and exchanges with the world, must remain vue to ity
principles of privacy. civil rights. and civil liberties. and must be welcoming of

fawful visitors and timmigrants.

Phird. achieving this vision afso requires disrupting and dismantling mransnational
criminal and terrorist organizations that smuggle or traffic people. illicit goods. or
the proceeds of erime across the LS. border, and commit vielent acts.
Transnational cruninal and terrorist organizations present a dual threat that must be

countered. These organizations seck to exploit lawtul movement systems for
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harmiul or dangerous purposes while also secking to establish alternative illicit

pathwayvs through which people and illegal goods—{rom narcotics to terrorists to

itlicit tunds to dangerous weaponry-can cross LLS. borders. These organizations
may also intend to destabilize governments. commit violence, and intimidate
innocent people. In order 1o secure our homeland. therefore, we must also focus on
distupting and dismantling these organizations that seck to exploit the global trade

and travel systems that transcend and permeate our borders.

I'he inclusion of border security and management in its entirety represents an
evolution of thinking in homeland secwrity, bevond simply border security. This
approach to horder security and management also recognizes thal while aviation

security, maritime security. and land border security are all critical clements of

homeland securitv, we must consider these elements together as an integrated set of
concerns. so as not to allow stovepipes and divisions to develop between our
security approaches within each of these domains of activity. Moreover. the three-
pronged approach set forth here goes bevond the traditional concern with the border
itself. This approach emphasizes securing fawiul rade and ravel through global
movement svstems, to prevent actions like the attempted terrorist attack on Flight
253 on December 23, 2009, which used the Tawtul global travel system as a vector
for attack. This approach also focuses on distupting eriminal and terrorist
organizations that engage in smuggling and tralticking across the 1S, border.
These organizations exploit our lawful trade and travel sy stems for malicious ends.

and create Hlicit smuggling and tafficking pathways that present a threat to our

security and economic well-heing.

This three-pronged approach to securing and managing our borders can only be

achieved by cooperative efforts among Federal departments and agencies. our

international partners, and global transnational private-sector partners to establish
secure and resitient global trading. transportation. and transactional systems that
tacilitate the flow of lawiul rravel and commerce. This approach also depends on
partnerships with Federal, State. Jocal. wibal. tervitorial, and international law
enforcement agencics 1o share information and conduct coordinated and integrated
operations. In working together, we are safer. stronger. and can more effectively
achieve our shared vision of secure. well-managed borders that protect our people.

expedite fawtul travel and commerce, and preserve our freedoms and way of life.
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Securing and Manéging Our Borders
Mission Goals and Objectives
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MISSION 3 ENFORCING AND ADMINISTERING OUR
IMMIGRATION LAWS

Virtually all Americans are afiected by our immigration system. A fair and effective
immigration system enriches American society. unifies families. and promotes our
seeurity. Conversely. persistert problems in immigration policy can consume
valuable resources needed w advance other security objectives. undermine
confidence in the rule of faw, and make it harder to focus on the most dangerous
threats facing our country. In short, the success of our Nation™s immigration policy
plays a critical role In advancing homeland security. and our overall homeland
security policy must be implemented in a manrner that supports an immigration

svstem that succeeds in advancing American interests,

At the heart of any Nation's immigration regime is the imperative to know who lives
and works within its national borders. Immigration policy must deter immigration
violations, help eliminate the conditions that foster illegal immigration. and improve
svstem efficiency. (airness. and integrity. This vision reflects an emphasis on both
immigration enforcement and inumigration services. allowing the government o
etficienthy faciitate leful immieration while identifving and removing those who
violate our Jaws. Finabiy. the integravion of Tawful immigrant commumities into
American sociely iy central 1o establishing a sate and secure homeland where oll
Americans can thrive, The American tradition of welcoming Tawtul immigrants s
not merely a reflection of America’s founding values—it also provides natonal and

community henelits in increased seeurity and prosperity.

Successtul immigration management will requite a unified approach that employs
shared policy and priorities, a common understanding and respect for stakeholder
roles. as well as improved sharing of information and analysis. As part of this
process. the United States must establish effecuve faws and policies 1o govern the
immigration system.

Ihe strategic aims and objectives set forth below address the key Factors needed to

immigration. combat illegal mmmigration. and ettfectively administer

promote lega

and enforce our imnyigration faws,
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Enforcing and Admiiﬁstéring Onr’lmmigmtion Laws
Mission Goals and Objectives
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MISSION 4: SAFEGUARDING AND SECURING CYBERSPACE

Qur economic vitality and national security depend today on a vast array of
interdependent and critical networks, svstems. services, and resources. We know
this interconnected world as cvberspace, and without it we cannot communicate.
travel power our homes, run our cconomy. or obtain government services. s

henetits are tremendous,

Yet as we migrate ever more of our economic and societal transactions to
cyberspuce. these benefits come with increasing risk, Not only is evberspace
inherenthy insecure as built, but as a Nation we lace a variety of adversaries who are
working day and night 10 use our dependence on cyberspace against us.
Sophisticated cyvber eriminals and nation-states. among others, are among the actors
in cyberspace who now pose great cost and risk both 1o our economy and national

seeurity. They exploit vulnerabilities in cybers to steal money and information.

and Lo destroy, disrupl, or threaten the delivery of eritical services,

For this reason. safeguarding and securimg evberspace has become one ot the
homedand security community” s most important missions, Our vision is a
cyberspace that supports a secure and resilient infrastructure. that epables innovation
and prosperity. and that protects privacy and other civil liberties by design, 1tis one
in which we can use cyvberspace with confidence o advance our economic interests

and maintain national security under all conditions.

We will achieve this vision by focusing on two goals: (1) helping to create a sale.
secure. and resilient evber environment: and (25 promoting cvbersecurity knowledge
and innovation, We must enhance public awareness and ensure that the public bath

thom. We must

recognivzes eybersecurity challenges and is empowered 1o address
create a dynamic cyber workforce across government with sufficient capacity and
eapertise o manage current and emerging risks. We mustinvest in the innovative
technologies, techniques. and procedures necessary to sustain a safe, secure. and
resilient cyber environment, Government must work creatively and collaboratively
with the private sector to identify solutions that take into account both public and
private fnterests. and the private sector and academia must be fullv empowered o

see and solve ever larger parts of the proablem set. Finally, beciuse evberseeurity s

arrenceedingiy dynamic fields soe must make spoecitic ¢iforis o ensure that the

Nation s prepared tor the evber threars and ¢f

renyes of tomorrase, not only of
today. To do this, we must promote evbersecurity knowledge and innovation.
Inovation in technology. practice. and policy must further protect—not crode

privacy and civil liberties.
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Safeguarding and Securing Cyberspace
Mission Goals and Objectives
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MISSION 5: ENSURING RESILIENCE TO DISASTERS

Despite ongoing vigiance and etforts 1o protect this country and its citizens, major
accidents and disasters. as well as defiberate attacks. will occur. The challenge is 10
build the capacity of American society to be resilient in the tace of disruptions.
disasters, and other crises. Our vision is a Nation that understands the hazards and
risks we face: is prepared for disasters: can withstand the disruptions disasters may
cause: can sustain social trost, cconomic, and other functions under adverse
conditions: can manage itself effectively during a crisis; can recover quickly and

effectively: and cancadapt o conditions that have changed as a result of the event.

The stratcgic aims and objectives for this mission are grounded in the four
traditional elements of emergency management: hazard mitigation. enhanced
preparedness, effective emergeney response, and rapid recovery, Together. these
elements ereate the resilionce to disasters so necessary 1o the functioning and

prosperity ol this Nation.

Achieving restlionce will require a significant change in LS emergency
management from a primary focus on response and recovery to one that takes o
wider view, balancing response and recovery with mitigation and preparedness. in
addition. we must more Tully incorporate a comprehensive understanding ol risk to
establish priorities and inform decisionmaking. Resilience witl also require a shift

from a refiance on top-down emergency management to a process that engages all

stakeholders—tocal tribal, territorial, and State

overnments. Federal departments

and agencics, as well as nongovernmental organizations, the private sector. and

individuals. families, and communities,

Disasters. by their very nature. ocewr locally—in communities very often tar
removed from Federal assets. The clements of the homeland security eaterprise
veared toward responding to disasters are thus widely distributed, Bxperience shows
that the first Hine of defense rests with individuals, tamilies, and communities. who

must take responsibitity for thelr own safety and must be prepared 1o respongd to and

possibly endure a crisis when disaster strikes. Statel Jocal. territorial. and tribal
responders will usually be the first official presence on the scene. while the bederal
Govermment witl provide support when effective response exceeds their capabilities,
Nongovernmental organizations are also kev nartners and provide essential
humanitarian and relief services. white the privaie sector is respansible for the
ceonomic weltare of areas alfected by disasters and for much of the Nation's critical
infrastructure.

Disasters such as 9711 and Hurricane Katrina have demonstrated thar despite
occurring in specific locations, catastrophes have pational consequences whose

hurdens we all share. Disasiers have also ilfustrated the ability and importance off
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comnunities to come together to help one another through difficult times and of
effective information sharing and situational awareness. Fhe strategic aims and
objectives for this mission reinforee the importance of the traditional emergency
management activities— preparing individuals, communities. organizations, and
sovermments 1o be able w respond 1o and recover from all threats and hazards-— but
also advance the importance of taking @ more holistic approach when considering

these activities o ensure greater resilience in our communities and for our Nation.
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Ensuring Resilience to Disasters
Mission Geals and Objectives
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MATURING AND STRENGTHENING
THE HOMELAND SECURITY ENTERPRISF,

This QTSR has draswn on cur Nation’s experience i the years sinee 911 1o
Bightivhtthe importance of joining ciforts across alt fevels of socieny and
covernment i a common homeland security emarprise. Looking forvward, and as
we consider the evolution of hometand sceurity and this enterprise. we recognize
that the enterprise itself requires active stewardship. In this regard. we have

identificd several kev arcas for strengthening: shured awareness of risks and threats:

community capability and readiness: unitv ol effort across all participants in the
homeland security enterprise; and innovation through active application of leading-

edge science and technology.

The offort o sitengthen the homeland security enterprise must begin with an
evolution in how we think about homeland security itselt. All of the most adhvanced.
high-tech tools in the world will not ransform our security unless we change our
way of thinking, the way we approach individual. family. and community
preparedness, the way we organize. train., and equip our professional capabilities.
and the way all of these elements interact. Today. we must counter myriad threats
that range from hostile aireraft entering our airspace 1 people carrying backpacks to
suspicious packages left on subways. For other hazards-——major accidents, natural
disasters——we must be better able to respond to erises. while recouniving that the
Federal Government sl notalways serve as the primar Tead. We must also 1ind

better wavs o mitigate common hazards and reduce systemic vulnerabilitios.

We must shorten the cveles of identiiving possible threats to addressing them--
whether by interdicting hostile actors. stopping dangerous cargoes. or detecting
releases of deadly chemical or biological weapons and quickly providing antidoles
or treatments. This means building greater real-time, shared threat information
analysis and situational awareness. 1Umeans aggressively identifving. countering.
and defeating hostile intelligence activities agminst the homeland. It also means
building stronger. more capable communitios to address threats betore they manifest

themsehves and to shorten the erisis-to-care timelines folowing a disaster,

We must avold stovepipes that hinder appropriate information sharing and analysix.
and we must foster greater information sharing without undermining privacy
protections or civil fiberties. Moving trom a top-down, command and control model
to a more bottom-up approach in homeland sccurity will require greater dynamic
coordination—where individuals, communitics, and other stakeholders atall levels
understand their roles and are empowered with information, resounrces. and the

capability 10 be part of cur national elfort to protect ourselves.
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We must also strengthen communities so that they have the information, raining.
and equipment they need to respond ctfectively inthe immediate tace of o warning
or crisis event, Creating capable communitics will requive that we establish clear
standards for readiness, promulgate accurate and tmely information 1o communicate
rishs. make opportunities tor raining, education. and exercises available. and ensure
that critical capabilities——such as effective interoperable communications—are in
place and functional. Achieving this goal will demand active partnering among all

levels ot government.

in addition, there is a need to enhance the skills and abilities of homeland sccuriny
professionals as part of the larger national security professional development eftfors,
expand the parterships upon which the homeland security enterprise depends.
develop technologies that support the achicvement of homeland security mission
voals and objectives, and instiiutionalize processes that will support effective wind
informed decikionmaking and unity of effort within the enterprize. Fach of these
aims strengthens decistonmaking, identficaton of prioritios. and succosstul

execution of the homeland security missions.

The strategic aims and objectives for maturing and strengthening the homeland
security enterprise are drawn {rom the common themes that emerge from ecach of the
homeland security mission areas. Ensuring shared awareness of risks and threats,
building capable communities, creating unity of effort. and enhancing the use of’
science and technology underpin our national efforts 1o prevent terrorism and
enhance security. secure and manage our borders, entoree and administer our
immigration faws. safeguard and secure evberspace. and ensure resilionce to

disasiers.

sd
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‘Matnring and Strengthening the Homeland Security Enterprise
Goals and Objectives
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This section elaborates the goals and objectives for each of the five hometand
security missions. as well as for maturing and strengthening the homeland security
enterprise. As noted above. these missions and their associated goals and objectives
tell us in detail what it means fo prevent, o protect, to respond, and (o recover. as
well as 1o buikd in security. o ensure resilience. and to facilitate customs and
exchange. These missions are enterprise-wide. and not limited to the Department of
Homeland Security. Five selected strategic outcomes are identified tor cach

mission, along with key actions for cach of the mission ohjectives.

Mission 1: Preventing Terrorism and Enhaneing Security

Securing and Mémagmg Our Borders ‘

Mission 3: Enforcing and Administering Our Immigration Laws

Séfegitarding and Securing Cyberspace

| Mission 5: Ensuring Resilience to Disasters

4.
AN
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MISSION | PREVENTING TERRORISM AND ENHANCING
SECURITY

Preventing tecrorism in the United States 1s the cornerstone o homeland seeurity,
Lasuring that nialicious actors cannot conduct terrorist attacks within the United
States. preventing the ilticit or hostile use of chemical. biologicall radiological, and
nuclear (CBRN) materials or capabilitics within the Unites States. and managing

risks 10 our eritical infrastructure and key resources helps us realize ouwr vision of'a

secure and resitient Nation.

Goal 1.1: Prevent Terrorist Attacks

Malicious actors are unable to conduet terrovist attacks within the United
States. Success inachieving this goal rests on our ability to strengthen public- and
private-sector activities designed to counter werrorist efforts to plan and conduct
attacks. Success also depends on strengthening our ability w investipate and arrest
perpetrators of terrorist crimes and to collect intelligence that will help prevent

future terrorist activities.
Objectives

»  Understand the threat: Acquire, analyze, and appropriately share

intelligence and other information on current and emerging threats.
Homeland security partners vequire a shared understanding of the carrent and
emerstine threats from terrorists and other mabicious actors 1o inform the

development of visk management sutesies. As has fong been recounized.

information and mtellipence regarding cmereing threats must be collecred.
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analvzed. and disseminated appropriately and prompily, Homeland security
partners must use compatible information arehitecture and data standards where
possible o maximize the gequisition. access, retention. production, usc,

management. and appropriate satepuarding of this information.

* Deter and disrupt operations: Deter, deteet, and disrupt surveillance,

rehearsals, and execution of operations by terrorists and other malicious
actors. We muast deter and disrupt malicious actors and dismantie support
wetworks at every step of their operations. This objective also includes
identitying and disrupting efforts to corrupt cvber or movement systems, breach
contidentialine, or demy authorized accoss, Promptand appropriate v

caforcement and fegal action :

¥

Hnst verpenators and dismantiing of their

support networks will putigate hostile aubions,

e Protect against terrorist capabilities: Protect potential targets against the

capabilities of terrerists, malicious actors, and their support networks to
plan and conduct operations. We must be able to protect against the
capabilities that malicious actors might vse to conduet terrorism against the
United States. This objective includes detecting, disrupting, and preventing the
ability of malicious actors intent on using terrorism to rain plan, wavel, finance
their operations. communicate, and acquire weapons—including high-vield
explosives. We must protect agaimst the full range of these capabitities in order

o reduce the likelihood of a suceessful attack against the Unied Stares.

»  Stop the spread ol violent extremism: Prevent apd deter violent extremism

and radicalization that contributes to it. Reducing violent extremism will
frastrate terrorist efforts to recruit operatives, finance activities. and incite
viotenwe. b particudar, efforts must focus oot only al the community level, bt

also on evberspace.

»  Dneage communitics: Increase communily participation in efforts to deter

terrorists and other malicious actory and mitigate radiealization toward
violence. Individual citizens and cobesive communities are key partners in the
homeland security enterprise and have an essential role to play in countering
terrorism, Mechanisms for identitving and reporting suspicious activities must
be made clear and accessible. Moreover. enhanced public preparedness and
efICCtve Warning SVSInis can cmpower conununities, help mininize fear, and

dininishothe effecty caess ot terrarist mctios,
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Goal 1.2: Prevent the Unauthorized Acquisition or Use of CBRN Materials
and Capabilities

VerDate Nov 24 2008

Malicious actors, inciuding terrorists, are unable to acquire or move dangerous
chemical, biological, raciological, and nuclear materials or capabilities within
the United States. Although the Nation remains commitied to preventing all attacks
by terrorists and other malicious actors. certain chemical, biological. radiological.
and nuclear attacks pose & far greater potential 1o caune catastrophic consequences.

Consequently. particular attention must be paid 1o the security of dangerous

chemical. biological. radiological. and nuclear matertals and technologies.
Objectives

*  Anticipate emerging threats: Tdentifv and understand potentially

dangerous actors, technologics, and materials. [t iy incambent upon us to
identify changing capabilities hejore their fivst use so that appropriate risk

maragement strategies can be developed and excented. Homeland security

partners must identifv, characterize, and have tmely and appropriate

information and analvsis on umerging and potentially dangerous wehnologios
and materialss Information and analvsis on emereing threats must be

appropriatety and etfectively <hared among hos

Sand securiny partaers,

o Control access to CBRN: Prevent terrorists and other malicious actors

from gaining access to dangerous materiads and technologies, American
industry transtorms raw materials and technologices into cconomic progress. but
i the wrong hands. such materials and capabiliies pose eritical threats to public
fealth and safetv. Controlling access to CHRN materials and technologies is an
ossentiad step i preventing their iHicit use. Access to these materials and
technologies must be limited 1o Jegitimate users, Industries that manufacture.
store. or seli porentiaty dangerous materials, and experts with knowledee of
their use. st maintain awareness of the status of CBRN muaterials and
technofogics and assume responsibitity for their seeurity and control, Personned

surety programs must be strengthened. Fmalls . the manufacturing. srorage. and

transter of danperous materialy nust be protected by physical and ey bersecurin

meEsures commensiaie with the

sk they pose.

o Control muvement of CBRN: Preveat the Hlicit movement of dangerous

auteriats and technologios, Should malicions actors obtain CBRN attacks can

b prevented or deterred o moveniont of CHBRN is more effectively controllod

Diterentiating betwecn the Heitaund tict movement of dangerous muterials md

technolouios with require the conperation of public- and privae-sector homeland
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security enterprise partners o ensure such materials and technologies are secure
and accounted for, and their movement is known to appropriate authorities,
Ferrorists and other malicious actors must be impeded in their alnliny o move
dangerous materials, technologies. and expertise into, within. or out of the
United States through appropriate sereening. detection, and inspection regimes,

and through etforts o prevent the financing of their activities.

*  Protect against hostile use of CBRN: [dentify the presence of and

ctfectively locate, disable, or prevent the hostile use of CBRN. Measures
must he i phice W discover the presence of CBRNL as well as o rapidhy apph
the technofogs and expertise necessary 1o locate, disablel or otherwise proven

v o CBRN weapons,

Goal 1.3: Manage Risks to Critical Infrastructure, Key Leadership, and
Events

Key sectors actively work to reduce

vulnerahility to attack or disruption. The Homeland security
American way ol life depends upon the includes the unique

etivetive tunctioning ol the Nation's critical

responsibility of

infrastructure and key resources. and the

protection of key leadership and events. protecﬁng the President of
Although considerable advances have been .
the United States, the vice

President, visiting heads of state, and the

made in identifving eritical infrastruciure

assets and systems, and understanding the

current. emerging. and future risks to those Presidential campaign process, as well as
infrastructures. the breadth of the ensuring the continuity of national

intrastructure, its increasing reliance on leadership. At the Federal level, the U.S.
evberspace. and it criticatity necessitares Secret Service assumed this

. ‘ ' responsibility after the assassination of
President William McKinley in 1901. At
Objectives the State, tocal, tribal, and territorial

levels, law enforcement agencies and

contited difizence.

o Understand and prioritize risks to

eritical infrastructure: Hdeatify, protective services provide similar

attribute, and evaluate the most functions.

dangerous threats to critical
infrastruciure and those categories of critical infrastructure most at risk.
Homeland security partners and stakeholders need a shared understanding of the

risks to and the interdependencios that connect the Nation's ¢ritical
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infrastructire and ey resources. Tometand seeurity partners must provide and
receive information and assessments on current und emerging risks intime to
carry out thetr risk management responsibilities. while enjoying access to the
data. tools, and expertise to make informed risk management decisions.
Acyuisition, access. retention. production. use. and management of threat and
risk infermation must be maximized through compatible information
architectire and data standards. Risk management decisions made by homeland
security partners must accownt for interdependencies across seetors and

jurisdictions.

e Protect erifical infrastructure: Prevent high-consequence events by

securing eritical infrastructure assets, svstems, networks, or functions—

invluding linkages through eyberspace—{rom attacks or disruption.
Homeland sceuriny partiers st be aware of the risk profiles of and risk
Management strategices foe eritical infrastructure. 1o include key governmental

sites that have national symbolic importance as well as serve as vitad functions

G our demonratic institutions, Measores o controlo and in some cases deny.
dccess o oritical infrastraviure assels, systems, and networks wmost be
consistenthy implemented. nperaded. and enforced. These measures must also
continuoushy adapt based o an inproved understanding of changing threats and

risks. Additionallv. business processes and infrastructure operations must he

changed or reyised and technolopics incorporated 1o reduce the risk of high-

CONSEGUENTe events.

e Make eritical infrastructure resitient: Fnhance the ability of eritical

infrastructure syvstems, nctworks, and functions to withstand and rapidly
recover from damage and disruption and adapt to changing conditions.

Fhe Nation cannot rely an protection strateghes alone to ensure the continuity of
eritical functions, particularhy those necessary Tor public health and satety.
Homeland secirity partners must develop, promulgate, and update guidelines.
codes. rules. regatations, and accepted standards when appropriate. that
incasurably reduce the risk of damage and disruption to critical functions.
networks, and systems, and ensure thedr resilience. Design of new infrastructure
andd infrastructure improvemaents must anticipate change in the risk environment.
fncorporate fessons rom past ovenes and exercises, and consider and build in

sectieiy and resthicnce from the

Pl askilled workforce with

sutficient capacity an

Snperiae i ecessary i order o ensare the Bmcetion:

e critical intrastracthre,
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o Proiect governmental leaders, fucilities, and special events: Preserve

continuity of government and ensure security at events of national

significance, Proserving continuty of government is essential to the stability of

the Nation. Detecting. disrupting. and responding to crises under any
contingency tequires collaboration throughout the homeland security enterprise.

Jdentifving. analy zing, and disseminating protective intelligence information

pertaining o indivic L groups. and teekmologies that pose a danger to our

Nation™s feadership and visiting hoads o state and government is imperative 1o

safegrarding our Nation's interests, Su oo is actual proteciion of povermment

Iy aeddition, | e toual reibal, and rerritenial homeland

OO Ot

Amerivin ciligs
!

address the threat spectrum. Developing and Tostering critical coalitions such as

oAb events of ke s

Hicanve, Homeland seourin

stakeholders play o oriticad role i the excomtion of favered secunts measures to

task forces. fusion centers. and working groups rebiiorees strate

investigative

alliances

aids i bdentitving patierns and brends. and allows sharing of emerging

technologies, systems, and imethodologies.
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MISSION 2: SECURING AND MANAGING OUR BORDERS

A safe and secure homeland reguires that we maintain effective control of our air.
fand. and sca borders; that we safeguard lawful trade and travel: and that we disrupt
transnational organizations thai engage in simuggling and tratticking across the TS,
border. This three-praneed approach w securing and managing our borders can only
be achioved by working with partners from across the homeland security enterprise
o eslablish secure and resilient global rading. transportation. and transactional
systems that tacilitate the How of fawtul travel and commerce. This approach also
depends on partnerships with Federall States local. wihall territoriall and international
law enforcement agencios 1o share information and conduct coordinated and
integrated operations. In working together, we can more effectively achieve our

shared vision and preserve our freedoms and way of life.

Key Stx-afeg Onteome:

Goal 2.1: Effectively Control U.S, Air, Land, and Sea Borders

Preveat the ilfegal flow of people and goods across VLS. air, land, and sea
borders while expediting the safe flow of lawful travel and commerce. Koy o
achieving secure and well-managed borders are the broad legal authorities utilived
by trained officers to conduct approprictte searches, seizures, arrests. and other key
entorceruent activities. These security and enforcement activities are balanced.
however. by the need to facilitate the fuwlul transit of people and poods across our
borders. Through the cotlection, analysis. and proper sharing of information. the use
of serecning and identiticution verification technigues. the employment of advanced
detection and other technologies, the use of “trusted traveler™ or trusted shipper™

approaches. and cooperation with our international partners and the private sector,

Page - Quadrennial Homeland Security Review Report

Febroan 2010

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000153 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.118



150

V. MISSIONS, GOALS, AND OBJECTIVES OF
HOMELAND SECURITY

we can achieve security at our borders. enforce the faws. and ensure our prosperity
and freedom by speeding lawlul travel and commerce.

Objectives

o Prevent illegal entry: Prevent the iHegal entry of people, weapons,
dangerons goods, and contraband, and protect against cross-bhorder threats
to health, food, environment, and agricuitare, while facilitating the safe
flow of lawful travel and commerce. Central 1o the mission of controlling our
Borders is preventing the illegal entry of dangerous persons. contraband. or other
iHicit goods—whether they ave terrorists, highly dangerous weapons, illicit
drogs. dungerous pathogens. invasive species. or counterfeit soliware.

Preventing iHlegal entry must be accomplished both at ofticial pons of entry---in

concert with facilitating the sate flow of Tawful wavel and commerce-—and in

the Tong stretehes benween these points, as well as along our mavitime borders

and across our air boundaries, We must substantially increase sitzational
awareness at our borders and approaches inorder 1o help detect and classify
potential threats and cffectively resolve them, We must positively identify

ndividuads cnconntered to determine thedr risk to the country L and expedite the

cotlection, sharing. and anatvsis of wll relevant information so that border

officers can make accurate security determinations. reduce unknowns in the
svstem. and expedite fow-risk individuals and commerce. We must enhance
measures aimed at deterring illegal migration and contraband smuggling.

] fae

thereby reducing tors that drass unlawful migrants and dangerous

coods. Finally, wo must build on onr oxisting partnerships with our North

i order 1o collaboratively address theeats 1o the continent

American neighbor
and approaches and more etfectively expedite and secure the s fud How ol

rrave] and commerce within the North American community

o Prevent illegal export and exit: Prevent the illegal export of weapons,

procecds of erime, and other dangerous goods, and the exit of mulicious

actors. Gaining controb of the borders also means gaining betier controt ol what

feaves our couniry. Indeed. violent international drug traiticking organizations

are Tucled by the procecds of drug sales smuggled out of the United States. and

armoed by weaponse some of which are obtained in this country and smuggled

across our horders. Hostile and eriminal actors seek 10 smugele weapons.

weapons comporents, bulh cashe and controlled technologies our of the United

based fnancing Tor thelr activities, o address these

athorties mast identify and assess the risk ot all commerein

Uimtted States throueh official echannels, and known or

sempected terrorsts or orinspals must be prevented Sony departn

Quadrennial Homeland Security Review Report Pape 45

February 2010

VerDate Nov 24 2008  10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000154 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.119



151

V. MISSIONS, GOALS, AND OBJECTIVES OF
HOMELAND SECURITY

States. Additonally, onthoand snmepling must be reduced throu

coltaboration wity international and private-sector partners, both at home and
overseas. Finally, authorities throughout the homeland security enterprise must

identify, share, and act upon information @ prevent all known or suspected

terrorists and wanted criminals from feaving the United States or seeking to

enter neighboring countries.

Goal 2.2: Safeguard Lawful Trade and Travel

VerDate Nov 24 2008

Fnsure security and resilience of global movement systems. The global cconomy

is ncreasingly a scamless cconomic environment connected by systems and
networks that wanscend national boundaries. The United States is deeply inked 1o
other countries through the How of goods and services. capital and labor. and
information and technology into and across our borders. Axmuch as these global
svstems and netwarks are eritical to the United States and our prosperity. their
elfectiveness and etficiency also make thenr attractive targets for exploitation by our
adversaries. terrorists, and eriminals. Thus, border security cannot begin simphy at
our borders. The carlier we can identifv. understand. interdict, and disrupt plots and
illegal operations. the safer we will be at home. In other words. our borders should
not be our first line of defense against global threats. This premise demands a focus
on using our national leverage 1o build partnerships to secure key nodes and
convevances in the global wading and ransportation networks, as well as o manage
the risks posed by people and goods in transit,. Morcover, US0 national interests—in
acompetitive TES, eeonomy and a stuble global trading svstem - require us 1o work
with iternational partners and the private sector to secure elobal movement
svstemns, These same national interests are also served by ensuring the tree, faw ful
movement of people and commerce through the global cconomy and across LS.
borders in a manner that does not impatr cconomic vitahity, while at the same time

safeguarding privacy. civil vights, and civil libertics.
Objectives

o Scenre hev podes: Promaote the seenrify and resilience of key nodes of

transaction and exchange within the global supply chain, A varieny of actors

A O el

the complen process of o

coods and people through the

o fmad destiation. bach nodal ranster - suich

alobal sopphy chain from o

we fronin one international airpert or seaport 1 another, o Fom v entn

RONEpreserits adversarios with o new opportuiihy o miroduce o e tite

alobai supply chain ov explait this systeni Yor their own purposes. These ke

nodes and oxehange points must be sccured from threms and made able w

withstand disroption. fo addition, advance intormation and sophisucated
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analviic capabilities must be used to reduce unknowns in the system. so that

inierventions can focus on identified threars or higher risks. Finally, the US.

Gevernment mast work with its international partners and the private sector o

forts to develop, strengthen. and imploment international

build on existing ¢

[

stnndards for securing the key systems ot the global economy and more

ctfectvedy facihimanyg the Sow of bewfud travel and commeree throughout the

world and across TS horders,

e Sceure convevances: Promote the security and restlience of convevances in
the key global trading and transportation networks, A Koy component of
alobal movement systems are the conveyances -the forms of ransit used to
e people and goods from a point of origin toward a final destination-—and
the operators in that system. including air carriers. cruise ship operators.
caporters, cargo carriers. importers, manufacturers, and longshoremen, among
others. Operators and the conveyanees used to move people and goods from an
origin toward a final destination wust be dentified and determined notto pose a

threat o the United States or the farger global movement system. fn addition.

aperalors nust ensare aganist the misuse of squipoient or transportation that

would aliow for the tnroduction ot dangerous or ilegal contents o the

svstem, Prvallys conveyances or shipments approaching or entering the U nied
States throngh a port of entry st be assessed to determine i they mun fegalh
citer the United States or whether they should be subject 1o additionald
inspection it deemad s poteanal dweat ar i aathorities otherwise belicve
approprisie.

e Manage the risk posed by people and goods in transit. People secking 1o

come to the United States, as well as goods i transit, must be positively
identitied and determined not o pose a threat o this country or the larger global
movement systen as far in advance as possible. For movement of people. this
assessnient can be performed carly tirough visa processes. online application ty

vy el authorizition. and advance provision ol passeiger biographical

mformation. in ordher 1o oxpedite the How of intermationad ran el T or oy ement
of goods. the assessent o ideath done weldl before shipment to the United

States. orava e i the supphy chaing m conjuncion with privagessector

entities and niternational parinees. lentifving people and goods that pose

mininaal riskoas carly nihe process as possible and securely expediting their
tran o toaid through the United States also fucifitares the flow of Taw tul ravel
and commetce and reduces metion i the global cconomy. Supporting networks
to share information and analysis regarding people and goods must be robusy

and offective while protecting privacy and eivid liberties, Lahanced global

d
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standards for information collection and sharing increase the effectiveness of
these tisk assessment efforts, Those activities are key to ensuring the safe.

LOOUS

fawful flon of commerce. reducing processing thnes for individuals an

secking b ful ey o the countrys and ensuring that the United States renunine

open tor business o e world and welcoming of international visitor,

Goal 2.3: Disrupt and Dismantle Transnational Criminal Organizations

Disrupt and dismantle transnational organizations that engage in smuggling
and trafficking across the U.S. border, We have also Jearned in the years since
91 that 1tis not enough t simply interdict trouble at the border or enhance the
protection of glohal svaems for trade and tavel. Cominals, terrorist neiworks, and
other malicious actors will seek to exploit the same inerconnected systems and
netnarks of the global cconomy Tor netarious parpases, or create their onwn dilicit
pathways for smuggling and tratficking- -of Dlegal drugs, illegal migrams, errorists,
or even highly dangerous weapons, When these organizations or actors are
successiul, they also may increase corruption and engage in a wide variety of other
criminal activitics such as money haundering, bulk cash smuggling, and intellectual
property crime. which threaten the rule of taw, potentially endanger lives. and
generate wider destabitization. Thus. our border strategy must also focus on
reducing the power and capabitity of these transnational criminal and terrorist

arganizabions.
Objectives

o identifv. disrupt, and dismantle transnational eriminal and terrorist

organizations: Disrupt transnational eriminal or terrorist ovganizations

involved in cross-border smuggling, trafficking, or other cross-border
crimes, dismauntle their infrastructure. and apprehend their leaders.
sriminal and ferrorist organizations

fdentify g, disrupting, and dismuantling

transectiids any one Fuedesal ecal tribal or wrrttorial law

enforcement cr. Suecess will reguire

ey, or fite we Communin p

ey hev activities, First all red information hield by awthorities
concerning hiown o suspected terrorists, eriminads, iHicl organizations and
setwarks, and madnissible Toreign natonals must be appropriatels shared

among agencies so madicious actors are interdicted by authorities. Working

together, the operations of the major tansnational eriminal and terrorist
organizations must be disrupted. and supporting organizations. networks, and
intrastructure must be substantaily dismanted, Vhe leaders of these

organizations must be apprehended and brought to justice.
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e Disrupt illicit pathways: Identify, disvupt, and dismuantle illcit pathways
wsed by eriminal and terrorist organizations. I addivon o exploiting lawiul

systems for elobal vavel and trade. eriminal and terrorist organizations crente

their own itleeal patlivay s for smuggling and waltiching people mnd goods
across internationst borders. While these pouies and comesances may be ised
today to transport iHicit narcotics or Jaciitate tegal iigration. the sume routes
may also be used W sinuggle werrorists and their tools and finances. or even
lighly dangerous weapons and materiads. Working appropriately with domestic
law enforcement partners, the Intelligence Community, and foreign partners, we
must tdentify these ilicit pathways, understand thely nodes and conveyvances.
monitor thelr use, and effectively intervene to stop dangerous peaple or goods in

rransit and dismantle the pathways thenmselves,
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MISSION 3: ENFORCING AND ADMINISTERING OUR
IMMIGRATION LAWS

A tair and effective immigration system must protecet the public while also enriching
American socich and promoting cconomiv prosperity. At the same time. it must
also deter immigration violations. work to eliminate the condivions that foster itlegal
immigration. and improve the efficieney. fairmess, and integrity of our immigration

SyStem.

Key Strategic

Goal 3.1: Strengthen and Effectively Administer the Immigration System

Promote lawful immigration, expedite administration of immigration services,
and promote the integration ol awful immigrants into American society.
titective administration of the immigration system depends on ensuring that
mmnnigration decisions are fain lawful and sound: that the immigration systemis
interactive and user friendhve that policy and procedural gaps are systematicaliy
identitied and corrected: and that vulnerabititios that would allow persons 1o exploit
the svstem are eliminated. Iy addition. efiectively administering the immigration

syston inctisdes efforts o megrate aw fud immigrants into American society.
Objectives

s Promote Iawiul inmigration: Clearly communicate with the pablie about

immrgration services and procedures. Lawtud mmmigration contributed
areatly to the building of America and continues o enrich our sociely, our
economy. and o way of fite. Promoung bewful inmimicration reguires
transparent procedures and sustained cforts o intorm the pablic abou

immigration programs and pelicies. Thaso o promote lawtul immigration, all
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appropriate information regarding immigration programs, cligibifity
requirements, application mstructions. and status updates must be available o
external users througl multiple user-friendly avenues. including mn interactive.
Web-based portal. Feedback from stokeholders must be obtained and assessed
in an integrated manner, and solutions, current policies and policy changes must

he clearly communicated to stakcholders and 1o the public,

s Effectively administer the immigration services systenmy: Create o user-

friendly system that ensuares fair, consistent, and prompt decisions,
Applications for immigration services must be efficiently and effectively
received and managed. All information needed to make immigration decisions
must he available to appropriate agencies clectronieally and i real-time.

idual case files and biometric information. In addiion,

inctuding active i

vaps and inconsistencies in policies and procedures must be identified and

corrected. while poticy vuldance must be effectively communicated to the field.

Finally, policy implementation must be evaluated 1o ensure compliance and

consisteney i the fekl

s Promote the inteeration of lawliul immisrants into American societv:

Provide leadership, support, and opportunities to awful immigranis to
factlitate their integration into American socicty and foster community

cohesion. Homehud securiny partners and staheholdors must work colfectnehy

fos that respeat

neweomers while encouraging and Promoting integration

o provide strat

assisting eligible inimiurants 1o neturalize. reinforces a resilient public where all
Communities that are home to taw ful people belong. are secure in their
immigrants must have the necessary wols rights, are confident to exercise their
1o engage Law ful immigrants el civil liberties, and have opportunities
activities and community issues, New to be full participants in America. T}
Taw vl immigrant comprunities should be integration process ensures a stronger
cnconriged o become an integral pan of and more cohesive American society
American hile. Forthen par new fawiul by inviting newcomers from every
imnrigranis must obey all apphicable kiws background to share in our core beliefs
and tahe atfirmative sieps to fully join and be able to embrace the rights and

thefr pow society, This ncludes feaming responsibilities of citizenship.
Pnghish and the evie principles that form

the foundation ol responsible citizenship.
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Goal 3.2: Prevent Unlawful Immigration

VerDate Nov 24 2008

Reduce conditions that encourage foreign nationals to illegally enter and
remain in the United States, while identifving and removing those who violate
our laws, To prevent illegal immigration. ali agencies charged with immigration
administration and enforcement activities must address conditions and factors that
create incentives for those ilegadly entering and staying within the United States.
This effort includes identitying the conditions and addressing gaps in carrent laws,
policies. and procedures that foster illegal immigration. Lnforcement efforts must
priovitize the identification and remeoval of dangerous foreign nationals who threaten
our national seeurity or the safeny of our communities and must inctude safe and

huonane ¢

ention conditions and respect tor due process and civil rights as accorded

byl
Objectives

o Reduce demand: Fliminate the conditions that encourage illegal

emplovment, Reducme demand tor unauthorized workers is essential to

cal inmigration. An emplovment eligibility verification systenn is

critical in idendiving emplovers whose business model depends on the abuse of

preventing tle

workers without fegal status. Fhis verification system must be implemented

with appropriste regard to privacy and cvil rights. Furthermore. only a strong

enforcement program that identifies and punishes employers who knowingly

employ unauthorized workars as part of thetr business model will serve as an

eilecnve deterrent. Developing a collaborative. interagency approach to bring

the combined authorities and enforcement resources of Federal, State, local,
ribal, and territorial partners to target abusive employers will reduce demand lor
shauthorized workers by imoreasig te penadties apainst those who exploi

thom

e Fliminate systemic vadncerabilitivs: Prevent fraud, abuse, and exploitation,

and climinate other xystemic vulperabilities that threaten the integrity of
the immigration system. Systemic vulnerabilities that threaten the integrity of
the immigration system must be eliminated by identifving and targeting system
deticiencies and the roor causes of system misuse, Fraud facilitators. criminal

and terrorist org ging in

anizations. and mdividuals must be prevented from enge

hnnigration fraud and vielators must be prosecuted, Targeting systemic

sudperabilities iy require chan provesses, amending regulations,

collaborating with other partner avencies, or working with the Congress o

stensthen o lanve Information sharing on fraud schomes, trendss immigration

crime suhjeats, amd mieihgence among Federall State. focall tribab. and rerritorial

T
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law enforcement partners helps drive decisions and. thus, is a key component of
this approach. Timehness, clarity, and completeness of mformation wre vital to

sereening operations. immigration decisionniaking. and combating fraud,

e Prevent entry or sdmission: Prevent entry or admission of criminals,

fugitives, other dangerous foreign nationals, and other unauthorized
entrants. Homeland sccurity efforts must focus on heeping criminal, fugitive,
and other dangerous foreiun nationals from entering the United States. The use
of technology and intormation <haring among key Federal partners is essential

so that dangerous individuals are detected betore they are granted an

mumigration beneldt or visa or are admitted ata port of entry - Threal sereening

brometric identification. and tmely access 1o information on trends

[REARIRVE I

and fraud must all be suengihened 1o enhance their clfectiveness,

o Arrest, detain, prosecute, and remover Arrest, detain, prosecute, and

remove eriminal, fugitive, dangerous, and other unauthorized foreign
nativnals consistent with due process and civil rights protections,
Dy i

who the

srous eriminal alionss human rights viclators, and other foreign nationals

o our pational secarity must be ahigh prioriny for faw enforeement.

this prin salso apphics when assiening detainees to higher or fower secw

detention facilitios, o when providing altormatives te detention. Arrosted

individuals mustbe sereened o identiy victhus of traflicking, refugees. and

exploited persons. and they must be provided with access o lewal resources,
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CURING CYBERSPACE

MISSION 4: SAFEGUARDING A

Our seeurity and way of life depend upon a vast array of interdependent and critical
networks., systems. services, and resources. To have an infrastructure that is secure
and resifient. enables innovation and prosperity. and protects privacy and other civil
liborties by design, we must seeure ¢ berspace and manage other risks to its sale

Use,

gic Quicomes

Goal 4.1: Create a Safe, Secure, and Resilient Cyber Environment

VerDate Nov 24 2008

Fnsure malicious actors are unable to effectively exploit cyberspace, impair its
safe and secure use, or attack the Nation’s information infrastructure, Cvber

infrastructure forms the backbone of the Nation™s cconamy and connects every

aspevt of our way of fife. While the exber environment offers the potential for rapid
technological advancement and economic growth. a range of malicious actors may
seeh o exploit evberspace for dangerous or harmiud purposes. cause mass disruption
of communications or other services. and attack the Nation's infrastructure through
evber means. We must secure the systen of networks and information upon which
our prosperity relies while promoting economic growth. protecting privacy, and
sustaining civil Hiberties. Botl public- and private-sector efforts are required to
achieve these aims. In addition. a robust Taw enforcement and counterintelligence

capability s essential Lo the success of our evbersecurity etforts.
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Objectives

Understand and priovitize cvber threats: fdentify sod evaluate the most

dangerous threats to Federal civilian and private-seclor networks and the
Nation. The speed of innovation in the evber reabim requives that sharing of
information and anabysis occur before malicious actors can exploit
vulnerabilities, We must continuously sharpen our understanding of risks to our
critical information infrastructure. Risk management decisions must incorporate

aical as well ax nontechpological Factors, and must

cvber risks based on technol
address the ditfering levels of security required by different activities.
Intormation and intehigence regarding emerging cyvber threats and
vilnerabilities must be collected, analyrzed, and shared appropriately and
promptiy, Homeland sccurity partners must provide and receive information
and assessments on risks o and incidents involving information systems.

networks, and data in tme to carry out thelr risk management responsibitities.

Finally, homeland security parners must use compatible information
architecture and Jara standards to maximize the appropriate acquisition. access,

setention. production. use, management, and satfeguarding of dsk information.

Mupage risks 1o evberspuce: Proteet and make resiliont informition

sysiems, networks, and personal and sensitive data, s with uther aspects ol
homeland security, we cannot close every valnerability and mitigate every risk.

Instead. we must develop a risk management approach that accepts cortain risks.

reduces others, and concentrates on the most consequential. Developing and

implementing cffective risk management strategies incorporating both

protection and vesilience for eyber mirastructure witl require partnership.
coordination. and cooperation across all elements of the homeland seeurity
crterprise, Homeland scourity partners must develops promuigae, and update
cuidelines. codes, rules regelations, and accopted standards when appropriate.
that ensnire the confidentinlity, Tnteeritv, and avatlabiling of sy stems networks,
and dotawithout impairing innovation. and while enbancing privacs,
Govertnent must focus onand address strategie vulnerabifitios nevberspace.

Government must also fead by example. effectively securing its own netwarks.

Hlowever, both eritical infrastructure sectors and government agencies must
mieet accepted standards that measurably reduce risk of evber attuck or

disruption to pubilic health and satety, crivical gavernment services, and essential

SOOI

WIS, SECUrTY COnrols on Imformation svaiems, neivorks, anmd

it mast be consintenthy implemented monitared, uperady
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e Prevent cvher crime and other malicious uses of evberspace: Disrupt the

criminal organizations and other malicious actors engaged in high-
conseqguence or wide-seale evber erime. The cyber environment presents the
potential for sophisticated o ber threats. evber espionage. and cyber attacks. We
must identily and mitigate cyber threats by coordinating and integrating robust
counterintelligence. counterterrarisim, infelligence. and law enforcement
activities to provent attacks, disruptions. and exploitations. Through faw
erforcement elforts, we must dentits and tocate domestic and international
evber erininais lovobved i stgnificant oy ber intrusions, wdentny thelt tinancial

erime. and natfonal seearitv-related crimes committed utilizing the Internet. We

ations engaged in high-conseguence or wide-

niast ensure that eriminat orgamyz,
seale cvber erime are aggressively investigated and disrupted, and their feaders
arrested. indicted. and prosecuted. Through coanterinteigence citorts, we must

nee coltection activities and other ey ber

idently and thwart hostle et

threats divected against the Nation

o Develop a robust public-private evber incident response capability:

Manage cyber incidents from identification to resolution in a rapid and
replicable manner with prompt and appropriate action. The evolving nuture
of eyber threars necessitates that we recognize and respond to evber incidents in
wcomprehensive and coordimated fashion involving both the public and private

ns o attacks ust be identified in tme for a

sectors, Cyber disrup
comprehensive response. and homeland security partners must develop and
improve oy bar incident vontingency plans, Additionalive cober incidents nust

be managed naceordanee vath g commonty understood and Integrated response

Pramoworke and real-iime analyds capabititios and processes must mitizate these

incidents with an appropriate response. Finadles oritical services mast |
th

restored and conseguences mint be mitigated tollowing cvber incidents

Goal 4.2: Promote Cybersecurity Knowledge and Innovation

Ensure that the Nation is prepared for the eyber threats and challenges of
tomorrow. Cybhersecurity is a dynaniic field, and cvber threats and challenges
evolve at breathtaking speed. Education. raining. awareness. science. wehnology.
and innovation must flourish in order to meet this ehallenge. While we must protect
the Nation from cyber attachs that occur today, we must also prepare now 1o
mitigate the most conseguential evbersecurity visks that the United Staies and s
peoaple will face in 3. 100 and 20 sears. We must make long-termy investments that

sustain g safe, secare, and reliable cvber environment, enable prosperity, further
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social and community uses ol the Infernet. and facilitie transactions aind trade.

while sateguarding privacy and civit liberties.
Objectives

* Enhance public awareness: FEnsure that the public recognizes eybersecurity

challenges and is empowered to address them. As we have seen in other
homeland security mission areas. an aware and empowered public is our best

defense against threats. and our greatest resource in building resilionce and

fostering innovation. Fach individual, every business enterprise. and cach

sovernment ageney fios a vital role ta perform i evberspace is o readize its tull

potential, For the Nation 1o remain secure and prosperous. g

vernmaent must pot

only saceeed at its own ey bersecurity mission but must also empower others to
steceed intheirs, Commiumications o the public must emphasize their role in
cvbersecurity, Leaders in the public and private sectors muast be more informed

of the security implications ol their decisions with respect to ¢yvberspace.

o Foster a dynamic workforce: Develop the national knowledge base and

human capital capabilities to enable success against current and future

threats, A capable works InEeNIsE Lo protect evber infrastracture from
f f )

currentc emereing, and futeee rishas A Rnowledgeable cvbersecurity workforee

st enist across covernment withosufficiont capaciiy and expertise toamunage
i i ) | 2

current and amerging riske. We must better understand our own oy ber strenaths

and weaknesses anmd those of our adversaries. Through learning, we cin adapt

and recalibrute our approachos, our arcas ol emphasis, and ow operational

objoctives,

e fovest in innovative fechnologies, technigues, and procedures: Create and

enhance science, technology, governance mechanisms, and other elements
necessary to sustain a sale, secure, and resilient cyber environment.
Cyberspace™s inherent characteristios demand constant innovation in order to
cffectively counter treats, Small vulnerabilities can lead to severe challenges in
seeuring the Naton™s vast - and vastly eritical-~information infrastructuve.
Retatively soall investiments in adversary attack capabilities can require

disproportionately farge mvestments in defense. Technolowy wili assist us, and

better wavs of aaivig teehnology and people will allow us 1o bring capabilities (o

bear more effectively . Thare must be continuous emphasis on ¢

development. innoyvation, and interoperabilitn . swhich deives advances i
techiologies, wohnngues, and procedures. s part of the homeland ey

enterprise. governmuont should work ereatively and collaboratively withi the

private sector W identiny wilored solutions that both take into account the need
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1o proteet public and private interests and take an integrated approach to
achicving clear objectives, proventing mass disruptions and exploitations ot
sovernment systems and oritical infrastructure through evberspace. We must

prioritize investment in programs that demonstrate the best opportunity 1o help

mitigate national oy ber risk, mnovation in teehnology . practice. and policy must

frrther protect —noperode - privacs @
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MISSION 5: ENSURING RESILIENCE TO DIS;

ERS

The strategic aims and objectives for ensuring resilience to disasters are grounded in
the four traditional elements of emergency management: hazard mitigation,
enhanced preparedness, effective emergency response, and rapid recovery,
Vogether. these elements will help create a Nation that understands the hazards and
risks we face. is prepared tor disasters, and can withstand and rapidly and effectively

recover Trom the disruptions they cause,

Key Strategic Ontcomes

Goal 5.1: Mitigate Hazards

Strengthen capacity at all levels of socicty to withstand threats and hazards,
Though the occwrence of some disasters is inevitable, 1118 possible o take steps to
reduce the impact of damaging events that may oceur. The Nation™s ability

withstand threats and hazards requires an undesstanding ot risks and robust effons wo

reduce vulnerabititios, Mitigation provides a eritical foundation to reduce toss of life
and properts by closing vulnerabilities and avoiding or lessening the impact of i
disaster. thereby creating saler communities. Mitigation secks to break out oi'the
cyele of disaster damage. reconstruction. and repeated damage. Mitigating
vulnerabilities reduces both the direct consequences and the response and recoven

requirements of disasters
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Objectives

o Reduce the valnerability of individuals and families: Improve individual

and family capacity to reduce vulnerabilities and withstand disasters.
Individuals and families must be a focal point of mitigation efforts, as they are
hest positioned to reduce their own vuhierabilities. Promoting individual and
family mitigation requires identity tng the factors that influence the

psy chofogical and social resthience ot individuals, Government must activehy
engage 1o help individuals anderstand the risks that their conymunities face. the

resources available to them, and the ¢

:px they can take o prepare themselves,

their homes. and their businesses.

o Mitigate visks to communities: Improve community capacity to withstand

disasters by mitigating known and anticipated hazards, Community -level

ication measures have historicatly proven success{ul in reducing the offects

o disasters. Standards for general commuanity hazard mitigation. such as
bailding codes and fand and water use policies, must be in place and entoreed

undd the country, In addition. measures 1o reduce the consequences of

disasters on eritical infrastructure and essential systems and services: including
supply chains, health care systems, communications networks. and
transportation svstems, must be incorporated into development planning.
Isurance policies-—including those offered or otherwise supported by the

Foderal Government—-should include Buvard mitication imeontives,

Goal 5.2: Enhance Preparedness

VerDate Nov 24 2008

Fngage all fevels and segments of society in improving preparedness, Active
Pty kel B ~
participation by all segments of society in planning. training. organizing, and

hetghtening awareness is an essential component of national preparedness. While

efforts have wraditionally focused on the preparedness of government and official
first responders. individuals prepared to care for themsebves and assist their
neighbors in emergencies are important partners in communify preparedness eflorts.
Because neighbor-to-neighbor assistance. when done safely. decreases the burden on
first responders, individuals should be seen as foree multipliers who may afso otfer

specialived knewledoe and skills.
Objectives

o mprove individual, amily, and community preparedness: Ensure

individual, tamily. und community planning, readiness, and capacity-

huilding for disasters, Prepured individuals and famibos enhance overall
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commumity resilience and reduce the burden on government emergency
responders. Individuals and families must he prepared to cave For themselves for

arcasonable period of time afler a disaster-some experts have suggested the

first 72 hours—-and assist their nel

fthors, reserving scarce public resources 1o

assist those who are injured, incapaciiated. or otherwise wmble to care for

themsedves, The public must be engaped i order 1o bakd a cotlectine
understanding of their risks. the resourees available o assist thely preparations.

and their rofes and responsibilities in the event of wilisaster. Partic

ation in

community disaster response programs such es Community Fmergency

Response Teams (CERTs )y other Cltizen Corps progranes. and simitar volunteer
woams maintained by nongovernmental organizations must be enhanced. and
communiny -based ratning and exerclses must be incremsed. 1o help idividuals
wain the skifls necessary o respond o disasters safely and in coordination with

nanbaions, inciudi

loval wuthorities, Community o »ocal NGOs. faith-based

srovps. und advocacy ups for vielnerable populations — otlen commerstones of

commumities. bui not traditionathy yivelved ineme

N MARREN NS st
be integrated Into community planning, risk reduction. and preparedness

activities,

e Sirengthen capahilities: Fnhance and sustain naiionwide disaster

preparedness capabilities, to include life safety, law enforeement, mass

evacuation and shelter-in-place, pablic health, muss care, and public works.

dsecurity partiiers nust be prepared Jor the varieny of requirements
resulting trom a disaster, Joint hazand identificaton and visk unaly sis can help
determine consensus-based. tiered preparedness standards for States, regions,
and Tocalitios. These preparedness standards wil then atlow us to develop
nationally the capabilities we will need w addeess the full range of threats and
hazards that we face.
Hovn

cuanse steeess i dav-to-day operatons often forashadows suceess in la

weidents, crineal emergency response capabilities must he enhanced and all

organizatons with invident smanagement responsibiiites must be encowraged 1o

o Uy G o

fo s mtent Codplinng

soith the Nordona! e

fddont Management Sesion for das <tosdan cnerpe
addition. woe must evaluate o perfororance inexorcises aud fear from our
responses o actual meidents tooadentity and close capability and capacity gaps

and improve response and recovery operations,
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V. MISSIONS, GOALS, AND OBJECTIVES OF

HOMELAND SECURITY

Goal 5.3: Ensure Effective Emergency Response

Strengthen response capaeity
nationwide, Bocouse itis
impossible 1o eliminae all risks. a
restient Nation must have a robuest
capucity to respond when disaster
strikes. Such response must be
effective and efficient and grounded
in the basic elements of incident
management. When an incident
oceurs that is bevond local response
capabilities, communities st be
able 1o obtany assistance from
neighboring jurisdictions and

regional parters quickly, making ¢

robust regional capacity vital to

Less than three minutes after
American Airlines Flight 77 crashed into
the Pentagon, Arlington County Fire
Department officials were on scene, leading
the effort to establish a unified command and
control structure under protocols set forth in
the Incident Command System (now part of
the National Incident Manugement System)
and the Federal Response Plan (a predecessor
to today’s National Response Framework).
These interagency emergency management
frameworks were well known to first
responders because of common regional use,

extensive training, and operational
experience in the field. In the hours

following the attack, thousands of personnel
from some 50 public safety agencies at the
Ohjectives Federal, State, and local levels arrived on site
and at nearby staging areas and emergency
operations centers. Their decades of joint

effective emergency response.

o Provide timely and accurate

information to the public: planning, training, exercising, and operations
Establish and strengthen had built the foundations of a regional

pathways for clear, reltable, homeland security community, which
ensured a universal understanding of roles
and responsibilities and allowed for a near-
seamless integration of multiple agencies into
a unified and effective response.

and current cmergency
information, including
effective use of new media,

Fimels . appropriate. and reliable

cannmunication with the public

betore, during, and inmedialel atter disasters is akey component of societul

resthience. Intaday s environment of speed-of-light communications and

pervasive sneiad networking technologies. homeland security partners must take

fall advantage of cuning-ody

ools and capabilities to promote widespread
sttuational anwareness. As such, nformation shaving and public alert and
wariing must be viewed as mutually supportive efforts in seeking to combine
the netwarked poser of new mediand ~Web 2,07 technologies with existing

fomelund security information-sharing capabilities such as Tusion centers,

CHICTEenCy operaiions conters, and joint terrorism task forees, Morcover,

nes infarmation st b

Ty

ceessible through as many pathways as
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"IVES OF

hassible, o include multipie tanguages, through social networks in low-income
| i AR =

arcas. and to those with special neds.

o Conduct effeciive disaster response operations: Respond to disasters in an

effective and unified manner. An effective response requires that incident
management organizations atall fevels of government embrace common
doctrine, undertake joint planning and training, and work to establish
interoperable communications and equipment capabilities across jurisdictions,
providing the flexibilive, adaptability. and scalability necessary 1o maich the
complexity of many modemn disasters. This cohesion will allow responders to
improvise effectively inthe face of unforeseen circumstances. First responders
must be able to use the op-scene command, resource management, and
communications and information management elements of the Nevional ncidem
Yormagemens Svseem. Jurisdictions across the Nation must have the abiliny o

accurately charoctere nidents and track the status of personnel and resources

posponding o major Jieaders aod omergencies.,

o Provide timely and appropriate disaster assistance: Improve

governmental, nongovernmental, and private-sector delivery of disaster

assistance. Dilectively delivering disaster assistance requires improved
coordination and preparcdness among governmental. nongovernmental. and
private-sector resources, including focal businesses and faith-based and

community organizations. Humanitarian relief services such as emergency

sheltering and fndividunl finmcial assistance must be efficiently and etfectively
administered. Effcctve operations during disasters require integration of

nongovermmetial assels iy planning, training, and exercises.

soal 5.4: Rapidly Recover

VerDate Nov 24 2008

Improve the Nation's ability to adapt and rapidly recover. Major disasters and
catastrophic events produce changes in habitability. the environment. the economy.
and even in geography that can often preclude a return to the way things were. We

miust anticipate such chanees and develop appropriate wols, knowledpe. and skills to

adapt, improve sustaimabiting, and maintain our way of'life in the afiermath ot
disaster. Recent events have highhuhted the chailenges we face in dealing with
disaster recovery, Prom sheltering and rehousing displaced survivors to
reconstituting eritical infrasirnciure and reestablishing the economic base of
devastated areas. the chatlenges are profound. Individuals, businesses. nonprofit

organizations, Jocal, tribal. Stare, and Federal governments all have responsibilities
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in disaster recovery. underscoring the need to improve coordination and unity of

eltort,
Objectives

»  Eahance recovery capabilities: Establish and maintain nationwide

capabilities for recovery from major disasters. Nationwide-—at all fevels of
vovernment and i nonpovernmental organizations-—sufficient capabilities for
disaster recovery musi be developed and maintained, While na government
program can make comrmunities and individuals whole, we must do a beter job
with the Himited resources we have, This requires the development of a national
strategic approach Tor disaster recovery and the use of standards for enhanced

recovery capabilities. Foderal roles and responsibilities must be claritied. and

isdictions mast mainiain and exercise recovery plans,

e Ensure continoity of esseatinl services and functions: Improve capabilities
of families, communitics, private-sector organizations, and all levels of
government to sustain essential services and functions. Communitics.

goverpment entities. and private-sector organizations must develop and exercise

continaity plans. Business continuity standards and practices must continue to

vain gueeplance, During a disaster, families and communities. as well as

hesinesses and governmenta! entitios, must he able o sustin enitical capabilities

aned restore esseptial seovices T aimely manner,
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VI. MATURING AND STRENGTHENING
THE HOMELAND SECURITY ENTERPRISE

he strategic aims and objectives for maturing and strengthening
the homeland security enterprise are drawn front the common
themes that emerge from ecach of the mission arcas. Ensuring a
shared awareness and understanding of risks and threwts, building
capable communities. creating unity of effort. and enhancing the
use of science and technology underpin our national etforts 1o
prevent terrorism and enhance security. secure and manage our
borders. enforce and administer our immigration laws. safeguard

and secure eyberspace. and ensure resiticnce 1o disasters,

Enhance Shared Awareness of Risks and Threats

Establish a comprehensive system for building and sharing awareness of risks

and threats. The engine behind a distributed hometand security effort is a shured
awareness ol the visks and threats among all key stakeholders, To be ettective. the
homeland security enterprise requires a comprehensive information strategy thit
respects the privacy and civil Hiberties of individuals, as well as the diversity of
information needs across the different missions. Although much has been done 1o
improve information sharing sinee the 9711 attacks. more work remains. Toward
that end. the following key objectives are a priority: national-level homeland

security risk as

sments: ols and institutional arrangements for effective and
tmely sharing of information and analysiss a robust approach to screening and
identification verification that saleguards individual privacy and oivil rights:
cnhanced knowledge management tools; improved domain awareness. including the
expanded use ol sensorss detectors, and other unmanned svstems across g wide range

ot hometand security activites: and aggressive activities 1o identity and defeat

ehiors by adversaries o conduct sany il dnst homek

s and exploi
any weakiesses. hese objectives must culmingde inacconnmon understanding of

security as a shared responsibility.
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Ohjectives

o [stablish an approach to national-ievel

homeland security risk assessments:

Develop and implement a methodology
to conduoct national-tevel homeland

security risk assessments. Corstructing

nationwide approach 1o homeland security
requires a deliberate analytic method
evaluate the risks posed by various hazards
and threats 1o national strategic interests

and establish strategic guidance tor

homeland security prioritization. Given
fiited resources and the prospect of a
seermingly infinite possibilivy of threats and
valnerubilines o consider. we must make
Jitticult decisions about how to priveitize
homeland secarity efforts. A national
homeland security risk assessment wiil

provide the Nation's homeland security

feaders with an assessment of risks to our
strategic interests from the {ull range of

threats, hazards, challenges. and tong-term

A Homeland Security
National Risk
Assessment will provide the

Nation’s homeland security leaders
with an assessment of homeland
security risks to our national strategic
interests from challenges that include
weapons of mass destruction, global
terrorism, mass cyber attacks,
pandemics, major accidents and
natural disasters, illegal trafficking
and related transnational criminal
activity, and smaller scale attacks.
Such a risk assessment will help
homeland security decisionmakers

determine the most promising strategic

opportunities to manage risks across
the homeland security enterprise.

rends, Understanding the risks and the ability of DHS and partners and

stakeholders across the homeland secirity enterprise to reduce and manage these

risks is o fundamental step toward informing our priorities and the allocation of

resources. The Federal Government should develop a methodology for a

homeland security national-level risk assessiment. This national-level risk

assessment should inciude threat assessments produced by the Intetligence

Community, as well as the mformation and expertise concerning vulnerabilities

and consequences resident across Federal depariments and agencies and the

homeland security enterprise. Nationad-level homeland sccurity risk

assessments witl enable DHS and homeland security partners and stakeholders

to ke the nest step toward truty risk-informed decisionmaking.
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VI. MATURING AND STRENGTHENING THE
HOMELAND SECURITY ENTERPRISE

o Shareinformation and analvsis:

Fohance eritical tools and Effective, timely
institutionalize arrangemoents for . .. .
timely access and effective sharing sharlng of information

of information and analysis. The and analysis is essential to
ability to more etfectively share . .
DR R homeland security. Fusion centers
information among local, tribal, Lo .
o = - are the State and major city entities
territorial, State, and Federal o
) o . that were recommended in the

homeland security practiioners is Implementing the 9/11 Commission

al to improving collaboration and

o Recommendations Act of 2007 as the

for Federal, State, local,
tribal, and territorial governments

decisiommaking during day -to-day

operations wd L

criergetivies, Intearating existing

and the owners and operators of
critical infrastructure to share
information and intelligence about

weehnelogies and using tools such as

1 insiom

State and miajor urban aree

conters provide eritical delivery . .. .
- prav. e terrorist threats, criminal activity,

and other hazards. Since 2006,
States and major cities have stood up

wehictes for homeland security
ntelligence and intormation. We

must continue w strengthen baseline .
' = some 70 fusion centers across the

country, with the Federal
Government contributing personnel,

capabifitics and analyvtic capacity to

operate consistently. rapidly identily
and disseminate mformation. and . .
) X o ‘ financial, and technical support.
support and enhanee a State and urban

arca mietivence platform for rish-

based. informaton-driven decisiommaking by homeland security stakeholders.

o Secrecnand verify identity: Establish a robust approach to identity

verification that sufeguards individual privacy and civil rights. Robust
procedures to sereen and verify identitios are eritical to helping accuratels
wdentify people and assess risk, Future svstems witl need to be increasingly
sectre, clicient. easy to use. and {Texible. Ongoing research into emerging
technologies witl help to expund sereening and verification capabilities. At the
same tme. we muost adhere w privacy standards and ensure that we tully respect
individual rights and liborties. Intormation needed to achieve homeland security

objectives must be colfected and used consistent with applicable law and policy.

raining, a cand other oversigh

mechanisms are essential to ensuring

miormation bousad Tawfuth and appropriately.
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o Enhance domain awareness: Ensure
shared situational awareness in the air, Hybrld Capabllitles and
i:md,vzmd n'm.r‘mmc domuins, | }\nvnclund Complementary
security activities depend upon having
shared situstional awareness weross a Activities. Hybrid
range of complex and dynamic capabilities—assets and resources
operational environments, Awarciess of capable of performing multiple
aireraft. vehicles, and vessels in LS, missions—are a hallmark of
atrspace and the airs land, and maritime homeland security. In sonie cases,
approaches o the United States. along the same assets and personnel that
with Federal, State, Tocal, mibal, territorial, SR RUTTRNRe S ER S (N TR
and inernational resources 1o address immigration laws, and respond to
threats and havards, is criiie major oil spills, for example, als
abilily Lo take etfective action. Sensors, enforce safety regulations, a
detectors, and other unmanied systems travelers, and safeguard natural
can play a vital role in supporting resources. These complementary
decisions about whether threats are activities are critical to fulfilling
present and when to intervene. Numerous ISR RIS o AR T R
unmaneed systems are in use or intertwined and mutually supporting
development across the homelond seeurity R B T LT BTSN eIl S N
cnterprise. including svsems for Homeland security partners and
monitoring the wieesn of stipping stakeholders—both within DHS and
containers from the point of conselidation meland security
e point of deconsolidation: o ~lab-in- enterprise—-often maintain hybrid
a-boxT capabic ofierosol collection. capabilities to fulfill multiple
molecular identificaion, and reporting on missions.
biotogical threats: imaging and radar
systems designed to detect. wack, and classily contaets; sensors to monitor the
vital signs and establish the physical health of fivst responders: and a first
responder focating system o enable incident commanders to visually track
persontel, We must morease our domain awareness efforts consistent with our
e interests of privacy wad civil Hborties.

e lntegrate counterinteliigence: Use and integrate counterintelligence in all
aspects of homeland security to thwart attacks against the homeland. The
foretgn intethipenee threat 1o the United Staies—{rom states, non-state actors,
and terrord groups i pervasive, miricate, far reaching, and growing.
Globalization has made communicanon technology widely available, which our
ctimies can mwipulate B sain advaniages in the international marketplace and
agabnst e nemeland ichading onr aritical infrastructure, Because terrorists or
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other adversaries otten employ intelhigence tradecralt o identify targets and
prepare their attacks. counterimelligence can provide a critical means to

understanding current and evolvin . Counterintelligence also provides a

suite of toeds and skills o identf deceives exploit. or disrupt these preparations
and operations. Bltorts to prevent terrorisi and enhance the security of the
homeland rely. in part, on effective counterintelligence. We must disrupt hostife
evber activities. identiy hostile imtelligence collection activities, deteet insider
threats. and expand aswareness ol var adversaries” intelligence threats and

capabilities.

e [stablish a common security mindset: Promote a common understanding

of security as a shared vesponsibitity. Homeland security is a shared
responsibility for which all elemonts of socicty—{ront individuals and
communities. to the private sector. to State. local, tribal, and territorial
covernments, 1o nongoveriamental organizations, to the Federal Government—
have a vital vole to plav. The Pederal Government cannot be everywhere, nor
can it adone ensure rosilience o thwart every threat, despite best efforts. Private
individuals, commumitios. mad other nongovernmental actors must be

empowerad woahe action. The American people hold a strong sense of

community . a belie! in colicerive responsibifity, and a willingness o do what is
required of them to contribite 1o ur common securily and sustain our way of
fie. The highest calling of the homeland security enterprise is to empower
Americans Lo contribute to vur Couin s seeurity—to embrace a unity of
purpose. Empowered individuals with a mindset of shared responsibility are
uniguely capable of disrupting threats and ensuring the security of the

tterdependent svstems that make up society, Individuals and communities are

the focal point of socivwal resitionce. enhancing public preparedness and thus

dimminhimg e cfecneness ol wrranst ictios,

Build Capable Communities

Foster communities that have information, capabilities, and resources to
prevent threats, respond to disruptions, and ensure their own well-being.
Individuals, familics. and communitios are essential partners in the homeland
security enterprise. Building and sustaining capability at the community level is
essential to meeting homeland security strategic aims and realizing our vision tor a

secure homeland
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VI. MATURING AND STRENGTHENING THE
HOMELAND SECURITY ENTERPRISE
Objectives

e Set capability and capacity standards: {dentify core capability and capacity

targets to guide homeland security investments and activities across the
enterprise. We must focus on building and maimaining capabilities 1o address
challengex across all homeland security missions. To do thiso we must jointly,

thraueh cross-governmental collaborative mechanisms. set clear. measurable

rarpot lovels of capabilivy and capacity for enterprise partners across all missions

and develop a system for assessing progress toward these targets. Inorder o

succeed. we must focus oar eiforts on conerete. specitic, and measurable -
abpectives, setting clear, measurable wreet levels of capability and capacity tor
enterprise partiers. Commitment to such a process is essential to our ability to

sapend simarter” in an envirenment of tightening resources.

o Enhance systems for (raining,

State, local, tribal, and

exercising, and evaluating
capabifities. Training provides first territorial governments

responders homelind <ty officias,

are on the front lines of our efforts to
secure our homeland, and are the
first responders to incidents of all

CICFUCNCY MGnageinies
nongovernmental and private-sector

arore her personnel wi " .
partiers. and other personnel with th types. A coordinated approach that
promotes unity of effort will provide
the strongest foundation for the

knowledge. skills, and abilities needed
to perform key tasks required by

specific capabifities. bxercises provide  RTSRORE security enterprise’s
avital ol for homukand seeuriy efforts to combat current, emerging,

- S Firal resr S
personnel. from firs respondersio and future threats to the homeland.

senor officials, W prachice vperational To achieve unity of effort. partners
will need clearly defined roles and
responsibilities, access to
information, and a shared

activities and decisionmaki

DIOCRSSES
o resdistic bul vish-free envirennont
We must build on current efforis to
coordinate and integrate exereises understanding of how risks are
managed and prioritized to inform
the allocation of limited resources.
In addition, Federal, State, local,
tribal, and territorial partners will

nationatiy, and emphasize the
importance of exercising both steady-
state and contingency -based mission
activities in order o achicve

meastrable improsenient. Bacoises need a conimon framework to
st atso be vatuable ools for

understand threats, assess risks, and

Ansassing atnb improving perionnane,

share information.
white demenstrating connnugin

sesolve Lo prepare Tor major ncidents, We must strive for assessments of

Pa

~1
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VI. MATURING AND STRENGTHENING THE
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capabititios across all fovels that minimize the volume of reporting requirements

and wore efficientdy cotlect necessary data on homeland security capabilities.

o Maintain and sustain equipment and capabilitics: Promote smart

investment in operational capabilities, Homeland security equipment and
capabilities are eritically important yet resource-intensive investments for
stakeholders across the enterprise. In a resource-constrained environment. itis

tamment of capabilities is done in the most

critical that the maintenance and s

cost-elfective manner possible. We must promote and support long-term

¢

i estiments in capabifities through our grant programs and other funding

mevhaniame, Our goal s 1o help create capable communities. and we should
promote the dost etficieat and pricient sweans of achieving and sustaining that

poal,

Foster Unity of Effort

VerDate Nov 24 2008

Foster a broad uational culture of cooperation and mutual aid. Unity of effort is
the ulthimate goal for maturing and strengthening the homeland security enterprise.
Cooperation and mutual aid are cornerstonges of suceess for effective joint activity,

A coordinated approach that promotes unity of effort will provide the strongest
foundation 1o combat current, emerging. and fuure threats to the homeland. To
achieve unity of etfort, partners will need clearly defined roles and responsibilities,
access to mformation, and a shared understanding of how risks are managed and
prioritized to infonm the wllocation of fimited resources. In addition. public-sector
agencies and their private-sector partiers will need an integrated framework to share

information. understand threats, and assess and manage risks.
Objectives

e Build a homeland secarity professionad discipline: Develop the homeland

security community of interest at all levels of government as part of a cadre
of national security professionals. A woll-documented necd within the
national seenrity copumuniy 18 a professional development program that fosters
a stable and diverse community of professionals with the proper balance of
refevant skills. auributes. experiences, and comprehensive knowledge.

Executive Order 134340 "National Sccurity Professional Development,” injtated
a program for developing imeragency national security professionals through
aceess o an integrated framework of training. education. and professional
experience opportunities. We must work together with our national security
partners inchrnging that important wea to fruition. As part of that effort. we

wust take steps to ereate ahomeland security community of interest across the
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enterprise. Three elements of protessional development are education, training.
and experience via developmental asstunments. Stated Jocal. tribal, and
territocial governnnts, DHS and other Federal agencies. and academic
institutions have taken important steps o build programs to support these key
areas and witl continue to emphasize enterprise-wide approaches to enhancing

homeland security professional development.
¥ i

¢ Promote recional response capacity: Promote mutual aid agreements for

response requirements that exceed local eapacity. As previously mentioned.
Jisasters rarely recognize jurisdictional boundaries and often overwhelm local
response capabilities. For these situations. regional plans should be developed
o address operational interdependencies and local. regional, and interstate
mutual aid agreements must be in place. To ensure interoperability, tcident
management organizations at all levels of government should employ elements
of the Netional Incident Munagemen System and conduct regional joim
assessments, planning, and raining, This objective builds on the foundation

eatablished in Misston 30 Bosuring Resilionce to Disasters,

o Institutionatize homeland security planning: Develop a planning system to

execute homeland security activities. A homeland security planning system iy
easaitiad and indispensible to homeland

stems Unity of effort s the key to

address onlv portions of overall

security. Current planning

operational success in homeland
BUIEEEHNERN R NI TN E sccurity. Jointness and multiagency

better integration across all levels of coordination principles underpin both
covernment and with nongovernmental military and civilian mechanisms for
entities. Through fully considered achieving unity of effort. The
teragenes and intergovernmental National Response Framework and

National Incident Management System

discussions, we must integrate current
facilitate unity of effort for disaster
response and emergency services
activity. The Muritime Operational
Threat Response Plan and the Joint
Interagency Task Force concept are
used to achieve unity of effort for
cotlaboratively and ensure thar homeland preventing terrorism, securing

seenrity seiivities achiove onrshared cyberspace, and effectively controlling
NIENTES U.S. land, air, and sea borders.

planning practices and. drawing from
Bt pravtices agross the hometand

securitny enterprise, create & planning
svstem that allows homeland security

partners and stakeholders o plan

o Further enhance the military-homeland security relationship: Strengthen

unity of effort between mititary and civilian activities tor homeland
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» THE

security. We must work together to develop and expand models of coordination
and cooperation berwean military and civilian authorities, and revise strategy
and doctrine accordingly. Vhe Nwinnal Response Framework and the National
Inc

between civilian wwd m

i Meragement Susten provide mechanisms (o ensure unity of eftort

v authorities tor disaster response. We must
continualiy reline aud enhance the framework tor providing defense support 1o

civil antharitios for af! homeland security mission activities, In addivon, Federal

departments and agencies should jointy conduct planning and analysis for
homeland sevnrity and rebated defonse acividies, including developing joint
strategic plaming and anabytic wools Tor determining capability requirements. as
well as conducting joint national-fevel risk assessments in arcas of shared
interest. Federal departments and sgencies must also explore wayvs to jointl

develop vapabilities necessany for both defense and homeland security,

e Strengthen the ability of Federal departments and agencies to support

homeland security missions. While some Federal departments und agencies

have broad homeland scouriiv responsibilities. others have smalfer. but still
critical, homeland security roles or capabilities associated within their own
statutorily authorized programs. which may be feveraged for homeland security
purposes, Pederal departments and agencies with smaller, but eritical, homeland
security roles must be adequately resoureed 1o meet homeland security mission

requirements,

o Expand and extend sovernmental and private-sector international

partnerships

friternational part

Transform how government and the private sector interact.

<aare ke participants o the homeland security enterprise.

¢ of workd coonaniies and international infrasiruchre

Phe b Ched nnl

e that seemii

oisolated events olien have transnational oripis and glohal

CONSCYULTILES, cration v the Hows of ideas. gouds, and peophe around

the soorld and across LS borders generally advances America’s interests, bt

also creates security chadlenges dun are increasingly borderless and
imconventional, International partners are eritical 1o the etfort to secure the
fomeland agaimst treats that wansceend jurisdictionat and geographic
boundaries. International vneagement enhances the transparency of threat
traectories and increases our capacity o understand. investigate, and interdict
threats al the earliest possible point, wdeally before they become manifest. reach

orr shores, or disrupt the eriticatl networks on which we depend. The Lnited

States must work with ity internationad partiers to increase global security

s
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against terrorism and violent extremism. the spread ol infectious discases. and

the comequences of naturat disasters.

*  Mature the Department of Homeland Security: Tmprove DHS s

organizational and programmatic alignment and its management systems
and processes. DHS must fead by example. Ensuring unity of effort across the
homeland security enterprise requires unity of effort within the Department,

Critical o unifving DHS 15 improved organizational alignment. particularly

ameng DS headguarters components, enhanced programmatic alignment to the
homeland secunty misstons and more eficientand effective managenient
processes. including strategic planning. performance managemient, and
accounting structure. DEES mast complete a thorough review ol its oun
organizational structures and programmatic activities, align programs and
budgets o homeland security missions. and strengthen its management
processes, This work began durmg the QHSR pracess and continues through

the Departpent’s botton-up review,

Foster Innovative Approaches and Solutions Through Leading-Edge Science
and Technology

Ensure scientifically informed analysis and decisions are coupled to innovative
and effective technological solutions. We must be able o address a highly
dynamic. broad. and ever-changing specirum of threats. vulnerabilities, and disaster
sceparios and to design and implement cost-efTective operational and technological
solutions across a wide array of operational contexts, in a manner that protects
Amertean values. Although many of the sceurity threats now confronting the United
States are driven by the global diftfuston of technology, science and tweehnology can
also provide new and more effective methods for preventing and mitigating these
threats. as well as natural disasters. The Federal Government must have a robust
researcheffort in homeland security that s grounded in sound science, and a
rigerous and disciplined approach to technology development. acquisition. and

deployvment,
Objectives

o Scientifically study threats und voulperabilities: Pursue a rigorous scientific

understanding of carrent aad futare threats to homeland security and the
possible means to thedr prevention and mitgation. A\ comprobonsive and
vivid understanding ot the prababiline and potential consequences of homeland
sevurity threats and hasards and the relaive risk they pose forms the strategic

Toundation of the homeland security enterprise. Ongoing analvses of threats,
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vulnerabilities. and the efficacy of our countermeasures by both the public and

private sectors will inform homeland security priorities and help ensure that

investments and operations foeus on the most urgent problems and the most

elfective means for addressing then,

Develop imnovative approaches and effective solutions: Encourage and

cnable innovative approaches to ceitical bomeland security challenges,

fostering collaborative efforts imvolvin

private sector. Achieving the pouls of

the core homeland securits missions will
require scientific research to discover
new knowledpe and metheds that can be
applied o homeland <ecurity challenges,
and the creation ol new technologics and
new wavs of thinking about problems
anid possible solutions, Technological
ll‘\ﬁ\‘:l‘i“'&y\, <‘»§M?!‘z%lm}m§ 3\‘&;&!it’n'll‘f\‘lri\,
waining needs, and financial
sustinabibing must all be considered in

developing and deploying nes

rechnologios, We nist seeh 1o i

rich aid svide-ranging capacity 1o

vvernment, academia, and the

DHS and the
Department of Energy—
including the National
Laboratories—have
established a partnership

on aviation security in order
to develop new and more effective
technologies to deter and disrupt
known threats and proactively
anticipate and protect against new
ways by which terrorists could seek to

identify and think through complex and board an aircraft.

unfamilior problent and w tormulate

cifective and inventive sofutions spanning many diflicult and varied operational

contests, We must engage a wide i of stakeholders in this endeavor.

sovernment fabs, tive

including ties, federatly funded rescarch and

development comers, and the private sector
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VII. CONCLUSION: THE PATH
FORWARD

‘The Quadrennial Homeland Security Review report sets forth a broad
vision for homeland sccurity. We have feamed that our Nation™s security
is more than building protections. securing our borders, or preventing
terrorism. afthough these measures are all central to homeland security.
Homeland scewrity is also about protecting the American way of Hife and

ensuring our resilience ina challenging world.

The QHSR process (elaborated at Appendix By and resulting report were

designed 1o serve as a catalyst o spur the continued evotution and
maturation of our Nation's homeland seeurity enterprise——the diverse and
distributed set of public and private actors from all corners of this Nation. Through

this effort. we seek 1o foster a greater understanding of our shared responsibility and
growing capability 1o protect aurselves from a range of threats and hazards,
v the vears ahead. the world will be {illed with breathtaking technological changes.

social advances, and an accelerating flow of'ideas. goods, and people around the

world, These advancements and global interactions will enrich and improve our
fives, but they may also be exploited by or may contribute to violent extremism.
terrarist alineks, health threats. proliferation concerns, natural disasiers. and evber

attacks-with many of these occurring, perhaps. at the same time.

Fhie QHSR has ser the stage tor deailod analvsex ot homeland security capabilitios

and requirementy across the homeland seeuriy enterprise. Stakeholders mast now
work 1o priorvitize and identify the capabilities necded to achieve the goals,
objectives. and outcomes identified in the QUSRL tie these requirements to resource
allocation priorities. set performance eriteria. and validate the allocation of roles and

responsibilities.

The division of operational roles and vesponsibilities amnong Federal departments

amd agencies for various homeland security mission goals and objectives emerged as

@NHOT ared reqL

wrther study following the QHSRD Going forward. an

analysis of roles and responsibilities across the homeland seeurity missions would
help resolve paps or pnnecessary redundancies between departiments and agencies.
Meaningful eogageient by representative stakeholders from across the homeland

secinity enterprise, including State, locall ribal, and erritorial governments. must be

part of the process.
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The Department of Homeland Securiny has begun a comprehensive examination of
the Department’s activities and resources. This bottom-up review is a major step
forward in DHS s ongoing effort to systematically link strategy to program to
budget. The objective of this sequence of reviews is a linked strategy, set of
programs, and budget that will strengthen the Department. The QHSR. the bottom-
up review. and the budget proposals that will follow are important steps in maturing
DHS into a truly strategy-driven organization. Additionally. the bottom-up review

will advance the Department’s functionality in three wavs:

Increased comparability of programs. activities. and resources within and

ACTONS Components:

2. dmproved measurement of desived mission outcomes and the contribution of

programs. activities. and resources to these mission outcomes: and
3.0 Bener cost estimating of programs and activities.
Uhis exervise entatls mapping existing activities o QHSR missions, identifving gaps
and overlaps in these activities. improving the Department’s ability to analy tically
relate activities o mission outecomes, and reassessing how o organize and group

these activities into programs.

Uhe path forward foliowing the QHSR is clear—we must move with a sense of
urgency and purpose to achiove onr shared interest and common vision of a safer,
more secure and resitient America. Fach of us —government. business enterprise.
and tndividual alike-~has a role to plax. contributing 1o the collective strength of
this county . The message is cleart This Nation can protect sl Butwe must all

play arole—and in the commitment of cach, wo will seeure the homeland tor sll,
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APPENDIX A: ROLES AND RESPONSIBILITIES
ACROSS THE HOMELAND SECURITY ENTERPRISE
Homeland security spans the authorities and responsibilities of Federal departments

and agencics. State. local. ribal and territorial governments, the private sector, as

well as private citizens and communities, For this reason. coordination and

cooperation are esseritial to successiully camrving out and accomplishing the
homeland sceurity misstons, Documems such as the Nedonad Infraseencur
! Ke

documents prodaced by the Nutional Counterterrorism Center, spell out roles and

penise Froumework (NRE ) as well as

Progection Plar (NTPPy and Nadon

respousibilities for various aspeets of homeland seeurity. The tollowing discussion
highlights key current roles and responsibifities of the many actors across the
homeland sccurity enterprise. They are derived baeely from statutes, Presidential

directives, and other authorities, as well as ftrom the NIPP and NRF.

o The President of the United States s the Commuander in Chieland the feader
of the baecutive Branch ol the Federal Govermment, The President. through the
Nationa! Secwrin and Homeland Security Councils and the National Security
Statt.

wovides overatl homelund security policy direction and coordination. As

wresult of Presidenuat Stady Divective TE2009), which divected an examination

afwass to reform the White House oreanizaton for counterterrorism and

homeland security. the White House merged the stat?s of the National Securin

Counetl and the Homeland Seceuriny Council into a single new integrated

Nitional Securtts Sut

e The Seevetary of Homeland Security leads the Federa) agoney asdetined by

statuee charged with Bomelard socurity s presenting wrrarism and managing

pishy o critical infras s lure: sectring and managing te borders enforcing and

administering inmugrdion faw st sali ding and securing ey berspace: and

ensuring resilienee o disasiers.

s The Attorpey General has fead responsibility for eriminal Tnvestizations of
errorist acts or teprartst threars by individuals or grovps fastde the United States,

or directed an United Swarcs oitbzons o Bestiabons abroad. as woell as for related

mellivence collection avivitios within the United States. Followiig a terrorist

threat or an actuad wihat talls within the enminal jurisdiction ol the
.

United States. the Attorney General identities the peepetrators and brings them

o justice, The Attormney General Jeads the Department of Justice. which also
inchades the Federal Bareauw of Investigation. Prug Enforcement
Administration. and Bureau of Aleohol, Tobacco, Firearms, and Explosives.

cach ol which has kev homeland security responsibilities,

e The Secretary of State hos the responsibiline 1o coondinate activities with

foreipn gove e and intermational oreganizations refated o the proventon.
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ACROSS THE HOMELAND SECURITY ENTERPRISE
preparation. response. and recovery from g domestic incidont. and for the
protection of ULS. eitizens and LLS. interests overseas. The Department of State

also adiadicoes and soreens visa applications abroad.

o The Seerctary of Defense leads the Deparument of Defense (DOD), whose

military seevices, defense apencies, and geographic and functional commands

defend the United States from direct attack. deter potential adversarics, foster
regional stability, secure and assure access o sea. air space, and cvberspace.
and build the security capacity of key partners. DOD also provides a wide range
of support to civil authorities at the direction of the Seeretary of Defense or the

President when the capabilities of State and focal aathorines w respond

sotive vt eve it e oversheled,

o the Seeretary of Health and Human Services leads the coordination of all
functions refevant w Public Health Uinergency Proparedness and Disaster
Medical Response. Addiionally, the Department of Healh and Human Services
(HHSy mcorporates stendy-state and incident-specitic activities as described in
the National Health Security Strategy. HHS is the coordinator and priman
agency for Fmergency Support Function {FSF) 48 - Public Health and Medical
Services. providing the mechanism for coordinated Federal assistance o
supplement States Tocal, tribal, and territorial resources jn response e a public
health and medival disaster, potential or aciual incident requiring a coordinated

Federal response. andror during a doveloping potential health and medical

cmergenoy s TS s also the Seetor-Specitic Agency for the Healtheare and

Pubdic Health Sector

e 1he Secrctary of the Treasury works to safeguard the ULS, financial sy stem,
combat financial erimes. and cut ol Hinancial support 1o terrorisis, WMD

profifermors, drug ralfickers, and other national security threats.

o The Secretary of Agricultare provides leadership on feod. ageicahare, nataral
vesouress, rural devetopment, sid refated wsies based o sound public policy.
the best available science. and efficient management. The Department of
Agriculre (HSDA Y is the Sector-dSpecitic Avency for the Food and Agriculture
Sector, a responsibiiiy shared with the Food and Dyug Adminisiration with

4

respect 1o Tood safety and defense, In addition, USDA is the coordinator and

priman agency for two Emergency Support Functions: ESF 4 - Firefighting

and ESE 21T Apricabiare and Natarad Resourees, USDAL wopcther with

Department oUthe berior. also operates the Natfonal nterageney Five Conter,

o
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The Director of National Intelligence serves as the head of the Inteligence

Community (01 acts as the prine W isar o the President and National

Seeurits Council for ntelligence matters refuiing to national seearity. and

pversees and divects implementation of the National Latellizence Program. The
1O, composed of 1o elements across the LLS Goverpiment, functons consistent

with faw. Eaceutive order, regulations. and policy 1o support the national

securitnv-retated missions of the U S, Gevernment, I provides a range of
analyviic products that assess threas to the homeland and inform planning.
capability development. and operational activities of homeland SeCHrity
enterprise partners and stakeholders. Inaddition o 1C elements with specific
homeland securits missions, the Office of the Divector of National Intelligence
maimains a number of mission and support conters it provide unique
capahilities Tor homeland security parters, including the Nationat
Connterterrorism Center (NCTCh Natenal Counterprofiferation Center. and
Nationa! Counterintelligence Eeeutive, NOTC serves as the primary ULS,

COVETTINENT organization

analvang and integrating all intelligence pertaining

o terrorism and counterterrorism. and conducts stratepie operational planning

for imegrated counenerorism activities,

The Seeretary of Commerce. supportive of national economic seeurity interests
and responsive 1o Public Law and Pxecutive direction. is responsible for

promuleating Federal informagon techiotoay and oy hersecurity standards:

regiating export of securing 16 preseatng LS industey on

intermational rade poliov and conpereial dati flow matiersy securniny wid

privacy policies thatapphy o e Bitormet s donsi e system: protesting

' t

intellectual property: conducting vyvbersecurity rescarch and development: and

assuring timely avaitabifity of industvial productss nuerials, and services 1o

meet homeland security requirements,

'he Secretary of Education oversees discretionary grants and technical
assistance Lo help schools plan for and respond w emergencics that disrupt

teaching and fearni

The Departnient of Education is a supporting Federal

apency inthe response and management of emergencies under the Marfonal

Rospsiise Fraanonork,
/

Phe Secretary of Epergy mmnains stesandahip ol vital national securiny

S.Hrant nueledr weapoin 1o e

capabi ¢ edpe resvarch and developrent

progrivms. The Departmen of s DOE T s the desienated Federal

LUTiIvY

o proy e wounitving straciuee tor the iegrition of Federal critical

infretructure and key resonrees protection effurts specificaliy for the boer
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Sector. 1 is also responsible for maintining continuous and reliable energy

supplies Tor the United States through preventive measures and restoration and
recovery actions. DO ix the coordinaior and primary ageney for ESE #12

Pnerey when mncldents reguire o coordinaied Federal response to facifitate the

restoration of daminged energy svsicts and components.

. he Administrator of the Environmental Protection Agency (EPA) leads the
EPA.which is charged with protecting human health and the environment. For
certain incidents. EPA s the coordinator and primary ageney for BSE #10 - O
and Hazardous Materials Response, ioresponse 1o an actual or potential
discharge and or uncontrotled release of oil or hazardous materials. FPA s the

f the Water Sector

Auveney for seeurn

Sector-Specilt

e he Secretary of Housing and Urban Development is the coordinator and

pritnary ageney Tor ESE &1 - Long-Term Community Recovery. which

provides a mechanism Tor coordinating Foderal support to State, wibal. vey
and focal governments, nongovernmental orpanizations (NGOs ). and the private
sector 1o enable commuiity recovery from the long-terin consequences of

extroordinary disasters.

e The Secrctary of the hnterior develops pobicies and procedures for afl vpes of

hazards and emergencies that impac

Foderal lands, facHities, infrastructure. and

resotrecs: tibal fands: and insular arcas. Phe Department of the Interior (DO
iy 8o primary agency for BSE s9 - search and Rescue, providing specialized
fifesaving assistanee to State. tribal, and tocal anthorities when activated for
icidents or potential incidents requiring a coordinated Federal response. DOL
together with the Department of Agriculture. also operates the National

hite ev Fire Center,

i

o Dhe Seeretary of Transportation colluboraes wish DEHN on all matiers rebning

P TEns PO o seUTriy ransRortaio niastruc e protecion and in

reaubiing e ransporiclien of azardous materiabs by all medes aocluang

prpetinesy. Phe Scorctary of Pransportation bs responsioie for operating the

sational alrspaee svaten,

o Other Federal Agencies are alsapart of the homeland security enterprise and

contribute to the homeland scenriny mission ina variety of wavs, This includes

agencics with responsibilities (o

egutaning elements of the Nation™s coriti

infrasiructure 1o assure public ealth, safeiy . and the comimon detense.

doveloping and inplementing pertinent public policy . supporting efforts to
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aastre a resitient homeland, amnd colfaborating with those depariments and

agencies noted above i their efforts 1o secure the homeland.

e Critical Infrastructure and Key Resource (CTKR)Y Owaners and Operators

R assebs,

dovelop protective programs amnd measuros 1o ensure that systens

whether physical or virtual, are secure from and resilient o cascading. disruptive

impacts. Protection includes actions to mitigate the overatl risk to CIKR assets,

svstems, networks, functions, or their interconnecting links. including actions to

deter the threat, mitigate vulnerabilities, or minimize the conseguences
associated with a terrorist attack or other incident, CIKR owners and operators
also prepare business continuity plans and ensure their own ability o sustain
canential services and functions,

o Muajor and Muhlinational Corporations operate wn all sectors of trade and
conmerce that foster the American way of fite and support the operation.

voand resilicaoee of global movement systenes. They ke neton to

NUCEH

support riskomanagenent phmning and Ivestmenis in security as o necessan

component of prudent business planning and operations, They contribute 1o

I

doveioping the ideas, seiences and technology thay underlic innovation in

homeland security, During times ot disaster, they proside response resources

cdorated o compersated b—ineluding speciatizod teams, ossential service

providers, oquipments and advanced iechnolozies—through public-privaie

crnergenes plans/parinenships ormutunt atd and assistance agreenenis. or in

respunse 1 requests fromt covernmoent and nongovernmental-volupteer

mithtives.

o Small Businesses contribute to all aspects of hameland seeariny and emp

more tn hall ol all private-sector workers, Fhey support response efforts by
developing contingency plans and working with focal planners o ensure that
iy ples are consistent with perlinent response procedures, W hon small
bustnesses can survive and gquickly recover from disasterss the Nadon and
ceonony are more secure and maore resifient. They pertonm reascarch and
development. catalvze new thinking, and serve as engines of innovation for

development of new solutions 1o key chalienges in hometand security.

o Governors are responsibie [or oversecing their State’s threat prevention

activities as well the Stae’s response @ any emergency or disaster. and take an

active rofe v ensuring thal other State ofticials and agencios address the ranpe

aF nomeland security threats, Bivards, and chalfenzes Durine ap on

AN (N

Crovernors sl play womiber o roles mchiding Staie s chied copmmunicator
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and primary source of information on the need for evacuations. the scope of the

disaster, and the availability of assistance. Governors are commanders of their

State active duny

National Guards and are able to call them up to assist und \

Jiring a disaster. and also retain command over their National Guard under Title

atvs, Dunn saster. Governors also will need to make decisions

ad

arding the declaration al emergencies or disasters, requests {or mutual aid,

and calls for Federal assistance.

«  State and Territorial Governments coordinate the activity ol eities. countios,

and intrasive regions, States adiminister Federal homeland security grants o

vesaurees o babuer vl prosention and preparediiess capunit

agencies conduct law enforcoment and security activi

L protest the Governo

and other executive feadership. and administer Swate pr m that acddress the

runge of homeland securny threats, hazards, and challenges. States govemment
officials Tead statew ide disaster and mitigation planning. During response.
States coordinaie resources and vapabitities throughout the State and are
responsible Tor requesting and obtaining resources and capabilities from
surrounding States, States oficn mobilize these substantive resources and

capabilities to supplement the ocal efforts before. during. and after incidents,

o Tribal Leaders are responsible for the public safets and weltare of thelr

membership, They can serve as barh key deeistonmakers and trusted sources off

public wformation during incid

!

trentics, ensure the provision ol essentiad services tomembers within theh

o Tribal Governments. which have a special states under Fedoeral Faws and

comummitios. and are responsible for developing emergeney response and

mitigation plass Tribad govenunents may coordinate resources and capabilities

dehboring jurisdiciions, and estahlish mutaal aid agreements wath oiher
tribal gonernments, Jocal jurisdictions, and State governments. Depending on
focation. land base. and resources. ribal governments provide law enioreement.

fire. and cimergeney serviees as well as public safety 1o their merbers,

e Wayors and other locad clocted and appeointed officials tauch as ity managers)

are responsible tor cisaring the public safety and welture of their residents.

rrovisdichon’s

SOPS TR s

vel communivator and o priminy source ol

information for hometand secuwrity-related information. and ensuring ther

sovernments are abile 1o carry out emergeney response activitios. Thay serve as

Page A-6 Quadrennial Flomeland Security Review Report
February 2010

VerDate Nov 24 2008  10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000193 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.158



190

» RESPONSIBILITIE!
TERPRIS

APPENDIX A: ROLES A
ACROSS THE HOMELAND SECURITY E

both key decisionmahers and trusted ~ources of public information during

incidents,

e Local Governments provide front-lne feadership for local faw enforcement.
fire. public satety, environnental response. public health. and emergencs
medical services Tor all manner of hazards and eniergencies. Through the Lrban
Areas Security Inftiative (UASH program. cities (along with counties in man

sisdictional planning and operations, equipment support

cases) address mult
and purchasing. and training and exercises sn support of high-threat. high-

density urban arcas, VAST granits assist local povernments it building and

sustaining homeland security capabilitios, Docal governments coordinate

resourees and capubilities during disasters with neighboring jurisdictions.

NGOs, the State. and the private sector,

e County Leaders serve as chiel operating officers of county 2overnments, both
rural and wban, This includes supporting and enabling the county governments

y constitaents, including public safen and

o tulfill their responsibilities

security, In some States, elected county oitficials sucly as sherits or judges also

serve us emersenes managers, search and rescue officials, and chiet faw

enforcoment oircer.,

¢« County Governments provide front-line feadership for Jucal faw enforcement.

aterv. envirommentad rospoensa, public health, and emergency

tire. public g
medical services for all manaer of haverds and emorgencies. nmany cases.
county government olficials participare in UASES with other urban jurisdictions
1o assist local governmenis in building and sustaining capabilities to prevent,
profect ggainst. respond . and recover from threats or acts of terrorism.
County governmenis coordinate resources and capabilities during disasters with

thoring jurisdictions, NGOs, the Suue, and the private sector.

s he American Red Cross 1€ asupporting ageney to the mass care functions of
and Human Services

[SE #6 - Mass Care, Lmergencs Assisance. Hlousing
under the NREF. As the Naton s fargest mass care service provider. the
American Red Cross provides sheltering, feeding, bulk distribution of needed
e, basic firstatds welfare intformaton, and casework. among other services.

Y Red

at the Jocal fovel as necded. i vole as a service provider. the Amert

WerNMCNIs 1o provide mass

Cross ssorks closely soith bocall triibadsand St

Wit of cueny d

and soaadd seoan afteced arcs

s
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e National Veluntary Organizations Active in Disaster (National VOAD) is a
consortium of approximately 50 national organizations and 33 State and territors
cquivalents that typically send representatives to the Pederal Bmergency
Management Avencey’s National Response Coordination Center to represent the
voluntary organizations and assist in response coordination. Members off
National VOAD form a coalition of nonproiit orvanizations that respond 1o

disasters as part of their overall mission.

e Nongovernmental Qrganizations (NGOs) provide sheltering, emergeney food
supplios, voamseling services, and other vital support services 1o support
response and promote the recovery of disaster victims. They often provide
specialized serviees that help individuals with special needs. including those
with disabifities, and provide resettlement assistance and services to amiving
refugees. NGOs also play hey roles in engaging communities 1o integrate lawiul
immigrants into American society and reduce the marginalization or
radicalization of these groups

o Communities and community organizatons toster the development off

organizations and organizational capacity that act towvard a common goal (such

as Neighborhood Watch, Community Emergency Response Teams. or providing
emergency Tood or sheltery. These groups may possess the knowledge and
understanding of the threats, focul response capabilities, and special needs
within thelr jurisdictions and have the capacity necessary to alert authorities of
those threats, capabilities, or needs. Additionallv. during ancincident these
craups may be eritical iy passing alovsg vital wcident communications
mdividuals and families, and w0 supponing critical response activities in the

ritial stawes of a orisis

o Individuais and Families (ibe o Coeneives for

Csteps o propa

emergencies, including understanding the threats aind bazards that they may
face. reducing hazards i and around their homes, preparing an emergene
suppls kit and household emergencey plans (that include care for pets and service
animals). monitoring emergeney communications carefully. volunteering with
estabhished organtvations. mobiliving or helping to ensure communin
preparedness. enrolling in raining courses. wd practicing what 1o do in an
emergency . Fhese individuat and family preparedness activities strengthen

community resitivnee and mitgate the impact of disastors, In wddiion.

mdividual vigianee and soavareness can help communitios remain sater and

holsiar provention cilorts,
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ND RESPONSIBILITIES

Figure A-1, FEmergency Support Functious and ESF Coordinators
(Source: National Response Frameworky

ESF #1 = Transportation
ESF Coordinator:. Dopartment of Transpoviation

ESF #2m Communications
ESFCoordinator: DHE (N

ESF #3 = Public: Works and Englneering
ESF Coordinator:: Department of Doefonse {USA

ESF #4 - Firefighting

ESE Conrdinator: Deparimant of Agriculture (U.S, Forest
Bervi

ESF #5 Emergency Management
ESF Coordinator: DHS (FEMA)

ESF #8 - Mass Care Emprgency Assistand
Human Services

ESE Cooidinator:

ESF #7 « Logistics Management and Resource Support

SE #8 .~ Public Health and Madical Sarvices

ervices
1 ESF #9 - Sparch and Rescue
ESFE Coordinator:  DHS (FEMA

- ESF #10~ Ol and Hazardous Materfals Responss
ESF Coordinator: ' Environmental Prot

[ ESF#11 + Agriculture and Natural Resources
| ESF Coordinator Department of Agriculturs

ESF#12~Energy
1 ESF Coordinator; - Departiment of Energy

| ESF #13 - Public Safoty and Security
ESF Coordinator: - Department of Justice

ESF #14 = Long-Term Community Recovery
|-ESF Coordinator, DHS (FEMA)

| ESF#18 - External Affairs

ESE Coordinator: -General Services Administration and DHS | ESF Coordinator;

Quadrennial Homeland Security Review Report

February 2010

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000196 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

| ESF Coordinator: Depariment of Health and Human
&

Page A-9

58402.161



VerDate Nov 24 2008

193

APPENDIX A: ROLES AND RESPONSIBILITIES
ACROSS THE HOMELAND SECURITY ENTERPRISE

Figure A-2, Sector-Specific Agencies
(Source: National Infrastructure Protection Plan)

Sector-Specific i Critical Infrastructure and Key Resources
Sector

a The Department of Agriculfure is responsible for agnoulture and food imeat. poultrty. end egg products)
b The Department of Health and Human Services is responsible for food other than meat. poullry. and egg products

¢ Nothing in this ptan impairs or otherwise affects the authority of the cretary of Defense over the € rtment of
Defense. inciuding the chain of command for military forces from the President as Commander in Chief to the Secretary of
Defense. to the commandar of military forces. or military command and control procedures

d The Energy Sector includes the production. refining, storage. and distnbution of ail. gas. and electric power. except for
commercial nuclear power facilities

e The Water Sector includes drinking water and wastewater systems

¢ The Department of Education s the SSA for the Educaton Facililies Subsector of the Government Facifibes Sector
g As stated in Homeland Secunty Presidential Directive 7, the Departrment of Transportation and the Department of
Hometand Secunty will collahaorate on all matters refating 1o transportation security and transportation infrastructure
protection

s The U.S Caast Guard s the SSA for the maritime transportation mode
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APPENDIX B: QUADRENNIAL HOMELAND
SECURITY REVIEW PROCESS

Review Approach: Engagement Through Transparency and Colluboration

Section 2401 of the Implementing Recommendations of the 911 Commission Act of
2007 amends Tide VI of the Homeland Security Act of 2002 10 require the
Secretary of Homeland Security to conduct a Quadrennial Homeland Security
Review (QFSR) every 4 vears beginning in 2009, In doing so. the Depurtment of
Homeland Sceurity (DHS ) was divected o consult with (A the heads of other
Federal agencies. including the Atorney General, the Sceretary of State. the
Seeretary of Defense, the Seeretary of Health and Human Services, the Secretary of
the Treasury, the Seerctary of Agriculture. and the Director of National Intelligence:
(B key officials of the Department: and (C) other relevant governmental and
nongovernmental entities. including State. tocal. and ribal government officials,
Members of Congress, private-sector representatives, academics. and other policy

experts.

Ax noted in the QHSR report, homeland security is a distributed and diverse national
enterprise, The werm menterprise” refers to the coliective efforts and shared
respotsibititios of Federal, State, focall tniball territorial, nongovernmental, and
private-sector partners --as well as wdividuals, familios, and communities - 1o
maintain eritical hometand secunty capabilines. recognizes the diverse visks,
necds. and priorities of these difterent stakeholders. and connotes a broad-based
community with & common interest in the public safety and well-being of America
and American society. Substantive and consistent engagement of stakeholders

across the enterprise was therefore a requirement of conducting the first QHSR.
Figure B-1. Constituency Participation in the QHSR

231 Study Group participants from 42
DHS Components/ Offices

37 IPC/ Sub- 1PC mertings involving 194
participanis from 26 Federal departiments
and agencivs

Serdivited 118 stakeholder assodiations and
received 43 white papers. Received miore than
3,000 comments from participants across 3
National Dulogues on the QHSR. Convened
Executive Committee of senior leadership rom
staheholder associations to provide fredback
directly 1o Secretary Napolitano on QHSR resubs.
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In preparing the QHSR. the Department has benefited from the constructive
engagement of thousands of dedicated individuals from across the country and.
indeed, around the globe. including the key officials of DS, the heads of other
Federal agencies. and other relevant governmental and nongovernmental entities,
including State. local. tribal. and territorial governments, as well as the broader
public at large. Although numbers alone cannot capture the depthoand vibrancy of
the debates and discussions that vecurred throughout the process of preparing the
QHSR. the last § months engaged more than 100 stakeholder associations and more
than 300 experts [rom government at all levels, as well as academia and the private
sector, Our online National Dialogues had over 20,000 visits. with over 3.000

comments submitted,
Department of Homeland Securify

The core of the QHSR approach was the formation of seven study groups that
consisted of representatives from across DHS. The study groups were each led by a
DHS official and facilitated by an independent subject-matter expert. hoth of whom
ensured that all viewpoints were aired and that divergent opinions were brought
forward. Consensus was not the object of the study group process: rather, it was 1o
define the nature and purpose of the homeland security missions. describe the
primary national tools reyuired to enable those missions, and identipy and bring
forward any major divergent paints of view regurding the mission areas or national
tonls. Specilically, the mission arca study groups defined major goals. objectives,
and key strategic outcomes for cach of the homeland security mission arcas. Three
additional study groups examined homeland seeurity national risk assessment,

homeland security planning and capabilities. and DHS stratcgic management.

o Study Groups: I keoping with e iclustve approach of the roview . over 2

participants ron 42 DHS directorates, components. and offiees

made up the

bulk of the stgdv groups. The work of the DHS studs group participants was
supported by 33 subject-matter experts and rescarch analyst< from the Homeland
Secarity Studies and Anabvsis Institute (HISSAD, the Department’s federalhy
Tunded rescarch and developmem center. The study groups conducted their
analysis over a 3-month period, with work products being consistently shared

with the other stakeholder groups via different colfaboration processes.

e Steering Committee: A Steering Committee. chaired by the Deputy Assistant
Secretary for Poticy (Strategic Plansy and composed of the DHS feads and
independent facilitators ol cach of the study groups. as well as the Director off
Program Anaiyvsis and Fyaluation and representatives Trom the DEHS Office of

Intergovermmental AtTairs, the Seience and Jechnelogy Dircctorate. the Ottice

of lernational Aty the Otfice of Generad Connsell andd the Oftice ot
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tntelligence and Analysis. convened weekly in person and by teleconference

£e]

ensure integration and consistency across the various studies. [n addition. the

Steering Committee held tormal imonthly in-progress reviews, during which
each study group presented its progress wowards developing its
recommendations and brought forward unreselved questions and issues that

required leadership consideration and decision.

o DHS Senior Leadership Meetings: More than a dozen DHS Deputy
Secretary-led senior eadership meetings were held at the end ol the study ar
detiberation period o review and concur on study group recommendations,
Final decisions on the recommendations reflected depurtmental
acknowleduement ofthe major themes around which the QHSR veport was

writtert,
Other Federal Departments and Agencies

DS engaged with the White House National Seeurity Staft to ensure robust

inputwas garnered through the following:

i

interagency engagement and involvement with the QHSRC Specificatlyv, interagenay

Sub-fnteragency Policy Committeos (Sub-1PCsy: Six special sub-1PCs were
established by the National Security Staft to align with six of the QHSR study

eroups (the seventh study group. on DHS Sirategic Management. was internalls

focused on DHS and theretore did not require a special sub-1PC) (see Figure B-

230 The sub-1PCs were not verues for ineraveney decivinnmeking on ke

Pssties: rather, they provided a forum tor study eroups 1o gather interagency
P S H : N N

input as stody group content was developed. Over the course of the review.,

study proups held over 35 mcet it inchuded approsimatehy 294 Federad

participants from 26 Federal departments and agencies through the special sub-

IPCs thereby ensuring interagencey perspectives were solicited and represented

i final study gronp recommendations,

o Strategy Coordination Group: In addition to the sub-1PCs. a special
o) [ i

interageney Strategs Coordination Group was created to provide steategy and

policy planpers From across the inlermgeney conmuniny an opportunity o sy

monthl, the farmm

i teedback and Nering

e acress mulupios s

absa allowed particeans by wl ST

strateuic roviewes ot te shary fossons lowrned and |

SEpractices on bl

FESPECTIVE TOVICWS 2l PRIITNG provesses

Quadrennial Homeland Security Review Report Page
February 2010

W

[

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000200 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.165



VerDate Nov 24 2008

197

APPENDIX B: QUADRENNIAL HOMELAND
SECURITY REVIEW PROCESS

o interagency Processes: The final QHSR report required veuing by interagency
principals prior to delivery to Congress, Several Deputies Committee meetings
were convened by the National Security Staft to discuss QUHSR findings prior to
the formal Office of Managenent and Budget {OMB) clearance process.
atlowing DHS 1o address major co

cerns hetore final interaveney review. The

OMB review process allowed Federal depaniments and agencies to formalix

comment on the QUSR report.

Figure B-2. Sab-Interagency Policy Committees and Interageney Participation

Maturing and Unifving
Missions | DHS and the Homeland
‘ Security Enterprise

T T
Homaland See:
Hationsl A

Congressional Engugement

Congressional engagement began during the prepavatory phases of the QUSR and
continued troughout the study period. DHS submitted an initial QHSR Resource
Plan to Congress in earty 2008, and the Deputy Assistant Seeretary for Policy
{Strateyic Plansy testified before the House Homeland Secarity Commitiee.
Subcomnmittes on Management. Investigations. and Oversight in fuly 2008, The
DHS Office of Policy. together with the DHS Office of Program Analysis and
Evaluation, also bricfed stait from the Honse Homeland Secarity Commitee, the
Sepate Homeland Security and Government Aftairs Commitiee, and the Houase and
Serte Appropriations Subcommittees on Homeland Security in 2008 regarding
QHSR preparations.

I 2000, the DHS Office of Policy. together with the DHS Office of Program
Analysis and Evaluation. conducted 17 brietings 1o congressional stalT on QHSR
suatus and process. including multiple briefings o staff tfrom the House Homeland
Security Committee. the Senate Homeland Security and Government Affairs

Committee. and the House and Senate Appropriations Subcommittees on Homeland
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Security, as well as briefings 1o staft from the House Energy and Commerce
Committee. the House Judiciary Committee. the House Transportation and
Infrastructure Committee, the Senate Commerce Committee. and the Senate

Judiciary Comimittee.
State, Local, Tribal, and Territorial Partrers and Other Stakeholders

Several mechanisms were established to ensure the broadest possible outreach o

critical State. tocal. and wibal partners as well as the general public.

o Stakeholder Calt for Comment: The Secretary of Homeland Seeurity began
the QSR study period with a letter to 118 homeland security stakeholder
orgmizations representing State. local. tribal. territorial. nongovernmental,
private-sector, and professional fnterests having roles and responsibilities in

homeland security activities, inviting these arganizations to submit papers and

other materials relating o the QSR studs areas, Over 30 position papers swere

recen ed and disseinated o stods croups, and these papers helped o frame and
infarm the deliberations of the stads groaps. This curdfc cnvagement of

hamehind scarity stakeholders at the beginning ot the roview process wis i

critical clement of the QHSR,

o National Dialogue on the QHSR: Susraincd enzagement of the sakeholder
community was another eritical element of the QHSRL T groundbreaking
initiative, DHS held thirce ontine, collaborative “Nanonal Didogue on the
OHSR™ sessions o capture the direct inpul and perspectives of a wide array of

participants in the homeland secority enferprise, Bach National Dialoeue

'

presented stidy wroup materials that were posted for a period of 7 o 10 days for

dindogue preticipants to rate and provide commoent. The National Dialogues

apen o anvone who wanted to provide input on QHSR content. although

the Department engi

ged in deliberate vurreach o several hundred organizations
with interests i homeland seeuritys Over the course of 3 dialogues, more than
20000 visits were logged. resulting in over 3,008 comments on study group
material. National Dislogue comments and contont vatings were provided to the
study groups who used the information (o jnform thei iterative deliberations
throughout the anaivtic pertod of the review. Revised study group materials
were posted on each subsequent disfogue, demwonstrating how materials cvohved

over the cowrse of the review and showing participants how thelr comments

wd study group work
e Executive Committee: 1t would not have been possible to meaningfuliy

cotnvene reproseatatives from all individual States, counties, cities. tribes. and

werritories to discuss QUSR findings. Thercfore, DEHS invited the teadership o
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10 kev stakeholder associations that are broadly representative of State. focal,
ribal. aud rerritorial governments 1o form the “virtual” QHSR Execuative
Commitiee, The Pxeontive Commiittee consisted of the eaders of the tollowing
organizations: the National Governors Association, the Council ol State
GCiovernments. the LLS, Conterence of Mavors: the National League of Chiies. the
National Association of Counties, the National Couneil of State Legislatures. the
National Congress of American Indians. the International Cinv/County
Management Assectation. the National Emergency Management Association.
and the International Association of Emergeney Managers. DHS held monthly
teleconferences with the participating organizations throughuout the analytic

phase of the review o Keep these organizations appraised of review progress,

Phese organizations also participated in the collubontive events DHS held
troughout the review. such as the Sceeretany s call for comment at the beginning
of the veview and the three National Dralogue sessions. Finath . on November
19, 2000 the sceretary of Homeland Security met in person with leadership
represeitatives of the Executive Committee organizations to share kev findings
and recommendations of the QHSR. This in-person meeting provided key
stakeholder associations the opportunity 1o comment on QHSR findings and
recommendations ina similar manner to, and at a similar thime as. Federal

department and ageney leadership.
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CBRXN Chemical. Biological. Radiological, and Nuciear
CEA Council of Economic Advisors

CERT Community Emergency Response Team

CIKR Critical ntrastructure and Key Resource

DHS Department of Homeland Seeurin

DOD Dieparument of Delense

DO Department of Energy

DOV Department of Justice

DOL Department of Labor

DOT Department of Transportation

BPC Domestic Policy Councl

LD Diepartment of Educanion

EPA Environmental Protection Ageney

LSk Fnergency Support Function

FEMA Federal Dmergeney Management Ageney

GSA General Services Administration

HHS Department of Health and Fluman Services
HSSAL Homeland Security Studios and Analysis Iostitute
HUD Department of Hlousing and Urban Development
C Intelligence Community

e Interagency Policy Committee

NCTC National Counterterrori-m Center

NP4 Nattonad Feonensie Councd

NGB Natona) Gaard Boreau

NGO Nongovernmental Organtzaion

NiPP Natiotal fnfrastructure Protection Plan

NIST National Institute of Stundards and Technologs
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NRC Nuclear Regulatory Commission

NRF National Response Framework

NSS National Sceariny Strategy

ObN Oftice of the Direcror of Nattonal Inteligence

OGMSA Office of Global Murttime Ntuational Awareness

OMB Office of Management and Budgpet
OPM Office of Personnel Management

OsTP Office of Scienee and Technology Policy
QISR Quadrennial Homeland Security Review
SSA Sector-Specific Agency

UAS] Lirban Aveas Sceurity Inttistive
HSACT: ULS Ay Corps of Engineers

LSDA Department ot Aericallure

LISGS LLS. Geological Survey

LSPS LS. Postal Serviee

USTR LS. rade Representative

VA Department of Veterans Affairs

[Nattonal]  Voluntary Organizations Active in Disaster

VOAD
WMD Weapon(sy of Mass Desyruction
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Necretiry

118, Department of Homeland Security
Washington, DC 20528

@/ Homeland
¢ Security

In February 2010, the Department of Homeland Sccurity published our Nation’s first ever
comprehensive review of America’s strategy for homeland security—the Quadrennial Homeland
Security Review (QHSR). The QHSR was the first step in setting forth the strategic path
forward to guide the activities of the homeland security enterprise toward a common end: a
homeland that is safe, secure, and resilient against terrorism and other hazards where American
interests, aspirations, and way of life can thrive. The QHSR accomplished this by laying out a
vision for a secure homeland, key mission priorities, and specific goals for each of those mission
areas. The QHSR is consistent with, and expands upon, the recently-released National Security
Strategy.

At the same time, the QHSR and the bottom-up review (BUR) processes reflect the enormity of
the ongoing challenge of building OneDHS from previously separate organizations and entities.
The QHSR and BUR processes intentionally challenge us to consider difficult questions
regarding the mission, organization, and priorities of homeland security. Forging a single
integrated and optimized Department out of components extracted from previously fully-formed
and functioning agencies has been a great challenge for every leadership team at DHS since its
founding.

The QHSR identified five core mission areas of homeland security—preventing terrorism and
enhancing sccurity, securing and managing our borders, enforcing and administering our
immigration laws, safeguarding and securing cyberspace, and ensuring resilience to disasters.
These missions, and the associated goals defined in the QHSR, comprise the backbone of what it
takes to keep America safe, secure, and resilient. The QHSR was a first and essential step of a
multi-step process to answer key questions regarding what must be done to accomplish the
missions of homeland security. The underlying premise of the BUR was the need to also
examine programs, plans, structures, and resources from the bottom up.

The BUR provides the results of an unprecedented Department-wide assessment of DHS, begun
in November 2009, to align the Department’s programmatic activities and organizational
structure with the mission sets and goals identified in the QHSR. The BUR report focuses on the
following questions:

e How can we strengthen the Department’s performance in each of the five mission areas?

¢ How should we improve Departmental operations and management?

iii
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» How can we increase accountability for the resources entrusted to DHS?

The BUR will serve as a road map for these questions. First and foremost, it provides direction
for reinforcing the cornerstone of homeland security: preventing terrorism. The BUR also
focuses on combating cybersecurity threats, ensuring resilience to all hazards, and the critical
need to reform our immigration system. 1t also provides new emphasis on the importance of
enhancing the security and resilience of the global systems that are responsible for the movement
of people and goods across our borders. Finally, the review lays a foundation for improving
Departmental operations and management and increasing accountability for the resources
entrusted to DHS.

1 am very proud of the work done every day by the men and women in the Department of
Homeland Security as well as the hundreds of thousands of Federal, State, local, tribal, and
territorial officials, private citizens, and businesses with whom we partner to keep America safe,
secure, and resilient. We have accomplished much and have much more to accomplish together
in the years ahead. The QHSR and the resuits of the BUR in this report will guide these
important efforts.

Secretary Janet Napolitano
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Preface

In 2007, the Homeland Security Act of 2002 was amended to require the Department of
Homeland Security (DHS) to initiate implementation of a Quadrennial Homeland Security
Reviews (QHSR) in 2009, and to conduct subsequent reviews every four years thereafter. The
purpose of the QHSR was to describe the threats to the national security interests of the Nation,
outline and prioritize the full range of homeland security missions, and update the national
homeland security strategy. It would also assess the alignment of the Department to the
strategy, promote mechanisms for turning strategic requirements into an acquisition strategy and
expenditure plan, and identify the budget plan for successfully executing the homeland security
missions.

DHS conducted the first QHSR in 2009, and delivered the QHSR Report to Congress on
February 1, 2010, The QHSR was a comprehensive examination of the homeland security
strategy of the Nation and included recommendations regarding the long-term strategy and
priorities of the Nation for homeland security. The QHSR Report included the results of the
QHSR, a national homeland security strategy, a description of the critical homeland security
missions of the Nation, and an explanation of the underlying assumptions used in conducting the
review, The QHSR is consistent with, and expands upon, the recently-released National Security
Strategy.

A bottom-up review (BUR) of the Department of Homeland Security was initiated in November
2009 as an immediate follow-on and complement to the QHSR. The BUR included an
assessment of the organizational alignment of the Department with the homeland security
missions set forth in the QHSR, including the Department’s organizational structure,
management systems, procurement systems, and physical and technical infrastructure. The BUR
also included a review and assessment of the effectiveness of the mechanisms of the Department
for turning the requirements developed in the QHSR into an acquisition strategy and expenditure
plan within the Department.

The BUR resuited in a comprehensive catalogue of DHS activities across the homeland security
missions, as well as a list of over 300 potential initiatives and enhancements. The BUR Report
distills the results of this analysis, describing the alignment of the Department with the homeland
security missions, and setting forth the Department’s priority initiatives and enhancements to
increase mission performance, improve Departmental management, and increase accountability
over the next four years. The BUR Report includes recommendations for improving the
organizational alignment of the Department and enhancing its business processes.

The BUR is the second step of a three-step process. The Department’s FY 2012 budget request
will begin the process of implementing the BUR initiatives and enhancements, and the
cotresponding FY 2012-2016 Future Years Homeland Security Program will set forth the budget
plan required to provide sufficient resources to successfully execute the Department’s
responsibilities across the full range of homeland security missions as described in the QHSR,
with a priority placed on the initiatives and enhancements set forth in the BUR Report. As such,
the BUR Report is not a budget request and does not describe specific budget requests for FY
2012 or for subsequent years. Nor is the BUR Report a strategic plan. Consequently, it neither
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includes performance measures nor attaches resources to strategic goals and objectives, nor does
it describe the sequence in which DHS will seek to implement the initiatives and enhancements
described herein. Instead, the BUR Report sets forth DHS’s conclusions concerning the priority
initiatives and enhancements necessary to strengthen existing programs and address priority
capability and capacity gaps over the FY 2012-2016 period, in order to set a foundation for
future success.

vi
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Executive Summary

The Department of Homeland Security (DHS) was formed in the wake of the terrorist attacks of
September 11, 2001, as part of a deliberate and determined national effort to safeguard the
United States against terrorism. DHS became the third-largest Federal department, bringing
together 22 different Federal agencies, each with a role in this effort. Integrating these many
disparate entities—some with long histories of independent or autonomous operations, and all
with distinct operational cultures—while maintaining their unique strengths and capabilities has
presented significant public policy and management challenges.

The submission of the Quadrennial Homeland Security Review (QHSR) Report to Congress on
February 1, 2010 marked an important first step in a multi-step process to examine and address
fundamental issues that concern homeland security. The QHSR Report described the Nation’s
homeland security interests, identified the critical homeland security missions, and defined a
strategic approach to those missions by laying out the principal goals, essential objectives, and
key strategic outcomes necessary for that approach to succeed. A bottom-up review (BUR) of
the Department of Homeland Security was initiated in November 2009 as an immediate follow-
on and complement to the congressionally mandated QHSR with the aim to align the
Department’s programmatic activities and organizational structure with the broader mission sets
and goal identified in the QHSR. This report reflects that endeavor and represents an
intermediate step between the QHSR Report and the DHS FY 2012-2016 Future Years
Homeland Security Program (FYHSP), which will propose specific programmatic adjustments
based on the QHSR strategic framework. Together, these three elements—the QHSR, the BUR,
and the DHS FY 2012-2016 FYHSP—will address the primary legislative requirements set forth
in Section 707 of the Homeland Security Act.

The aims of the BUR were several-fold: first, to gauge how well current activities and
departmental organization align with mission priorities and goals as outlined in the QHSR;
second, to identify ways to achieve better programmatic and budgetary alignment across the
entire department; third, to identify areas for enhanced mission performance; and fourth, to
prioritize initiatives to strengthen existing programs and organization, address shortfalls, and
establish a foundation for innovation and advancement. DHS conducted extensive analysis of its
current activities and organization in light of the mission goals and objectives set forth in the
QHSR Report. The BUR Report describes DHS’s current activities within each of the homeland
security missions based on current authoritics and roles and responsibilities, and sets forth DHS’s
conclusions concerning the priority initiatives and enhancements necessary to strengthen existing
programs, address shortfalls, and set a foundation for future success.

While the robust portfolio of DHS’s component agencies cannot be completely represented, this
report briefly discusses the Department’s core role in each of the homeland security missions,
considers the additional statutory responsibilities of DHS component agencies, and outlines
enhancements and initiatives that address three principal areas of emphasis:

» Strengthen and Mature DHS—There is a need to strengthen the Department’s ability to
execute its mission responsibilities, run itself, and account for the resources that have
been entrusted to it.

vii
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¢ Enhance Partner Capability and Capacity—Responsibilities for homeland security are
broader than those of DHS and indeed broader than those of the Federal government. For
that reason, there is a need to strengthen the ability of partners in the homeland security
enterprise—in particular, State, local, tribal, and territorial governments, and the private
sector—to execute important aspects of core homeland security mission activities.

» Deepen International Engagement—Security of our homeland begins far from our shores.
We must work with key international partners to improve the critical partnerships and
activities that affect the homeland security mission space, consistent with the broad range
of U.S. Government international priorities and in consultation and coordination with the
Department of State and the U.S. Chiefs of Mission stationed in foreign countries.

DHS used three criteria to evaluate initiatives and identify enhancements:

* Does the initiative offer the opportunity to advance the safety, security, and resilience of
the homeland beyond incremental improvements to current activities?

» Is the initiative sufficiently defined to permit the identification of performance objectives,
measures, and targets?

e Can the initiative be achieved within the FY 2012-2016 timeframe?
Mission 1: Preventing Terrorism and Enhancing Security

Protecting the United States and its people from terrorism is the cornerstone of homeland
security. DHS shares leadership roles and responsibilities in the U.S. government’s efforts to
prevent terrorist attacks with several Federal departments and agencies. DHS’s responsibilities
focus on three goals: preventing terrorist attacks; preventing the unauthorized acquisition,
importation, movement, or use of chemical, biological, radiological, and nuclear (CBRN)
materials and capabilities within the United States; and reducing the vulnerability of critical
infrastructure, key leadership, and events to terrorist attacks and other hazards. To improve
performance in this mission area, the Department will:

¢ Strengthen counterterrorism coordination across DHS;

¢ Strengthen aviation security by bolstering the international aviation security system,
improving security processes and technologies, and encouraging partnerships with
industry;

¢ Create an integrated Departmental information sharing architecture and link that
architecture to interagency efforts to prevent terrorism while protecting privacy, civil
rights and civil liberties;

s Deliver infrastructure protection and resilience capabilities to the field, in conjunction

with efforts to “design in” greater resilience in critical infrastructure;

viii
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e Set national performance standards for identification verification;

» Increase efforts to detect and counter nuclear and biological weapons and dangerous
materials;

* Standardize and institutionalize the National Fusion Center Network;

¢ Promote safeguards for access to secure areas in critical facilities, including through
increased risk-informed screening and recurrent vetting;

e Establish DHS as a center for excellence for canine training and deployment; and
e Redesign the Federal Protective Service to better match mission requirements.
Mission 2: Securing and Managing Our Borders

We are responsible for secure, well-managed borders that not only protect the United States
against threats from abroad, but also expedite the safe flow of lawful travel and commerce.
Achieving this outcome rests on three interrelated goals: effectively securing U.S. air, land, and
sca borders; safeguarding lawful trade and travel; and disrupting and dismantling transnational
criminal and terrorist organizations. To strengthen efforts to achieve these goals, the Department
will:

» Expand joint operations and intelligence capabilities, including enhanced domain
awareness;

¢ Enhance the security of the global trade and travel systems responsible for the secure
movement of people and goods, including enhanced container and maritime security and
prioritization of immigration and customs investigations relating to global trade and
travel systems;

e Strengthen and expand DHS-related security assistance internationally (e.g. border
integrity and customs enforcement security assistance) consistent with U.S. government
security and foreign assistance objectives in consultation and coordination with the
Departments of State and Defense; and

e Work closely with the governments of Canada and Mexico to enhance North American
security.

Mission 3: Enforcing and Administering Our Immigration Laws
Smart and effective enforcement and administration of our immigration laws allows the

government to facilitate lawful immigration while identifying and removing those who violate
our laws. To support this mission area, DHS will:
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» Pursue comprehensive immigration reform;

s Strengthen and improve the Department’s immigration services process;

s Prioritize national security and fraud detection vetting in immigration services processes;

» Target egregious employers who knowingly exploit illegal workers;

+ Dismantle human smuggling organizations through concerted law enforcement activity;

* Improve the detention and removal process by increasing non-investigatory law
enforcement staffing and expanding Secure Communities and the Criminal Alien

Program;

o Work with new Americans so that they fully transition to the rights and responsibilities of
citizenship; and

¢ Build and maintain a mode! immigration detention system.
Mission 4: Safeguarding and Securing Cyberspace

Cyber infrastructure forms the backbone of the Nation’s economy and connects every aspect of
our way of life. While the cyber environment offers the potential for rapid technological
advancement and economic growth, a range of malicious actors may seek to exploit cyberspace
for dangerous or harmful purposes, disrupt communications ot other services, and attack the
Nation’s infrastructure through cyber means. By statute and Presidential directive, DHS has the
lead for the Federal government to secure civilian government computer systems, works with
industry to defend privately-owned and operated critical infrastructure, and works with State,
local, tribal and territorial governments to secure their information systems. In pursuing these
initiatives and enhancements to strengthen the Department’s capabilities in cybersecurity, DHS
will:

o Better integrate and focus DHS cybersecurity and infrastructure resilience operations;
» Strengthen DHS ability to protect cyber networks;

¢ Increase predictive, investigative, and forensic capabilities for cyber intrusions and
attacks; and

* Promote cybersecurity public awareness through the cyber awareness program and the
planned implementation of a national public awareness and education campaign.

Mission 5: Ensuring Resilience to Disasters

Ensuring domestic resilience to disasters is grounded in the four fundamental elements of
emergency management: mitigating hazards, increasing our Nation’s preparedness, effectively
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responding to emergencies, and supporting community recovery. During domestic disasters, the
Department’s role, largely executed through the Federal Emergency Management Agency
(FEMA), is principally one of coordinator, working closely with our State, local, regional, tribal,
and territorial partners, as well as nongovernmental organizations and the private sector, to
enhance preparedness, build and sustain capabilities, and act as an aggregator of resources from
across the Federal government. DHS, through FEMA, also has specific direct responsibilities,
including disaster response and field coordination, disaster logistics, individual and public
assistance programs, as well as national continuity programs. DHS maintains a significant first
responder capability for disasters in the maritime domain through the U.S. Coast Guard (USCG),
and also ensures the resilience of critical infrastructure to disasters through the National
Protection and Programs Directorate. In order to strengthen mission performance, DHS will:

* Enhance catastrophic disaster preparedness at the Federal, State, local, tribal, and
territorial levels, as well as within nongovernmental organizations and the private sector,
through nationally agreed-upon, risk-based preparedness standards;

e Improve the capabilities of DHS to lead in emergency management through a new
strategic approach to developing FEMA’s workforce, creating an emergency
management career path, and harmonizing first responder training across DHS;

o Explore opportunities with the private sector to “design-in" greater resilience for critical
infrastructure; and

¢ Make individual and family preparedness and critical facility resilience inherent in
community preparedness.

Complementary Department Responsibilities and Hybrid Capabilities

DHS also performs a number of services and functions that are complementary to its homeland
security mission responsibilities, including marine safety, stewardship, and environmental
protection, and certain categories of law enforcement activities. These services and functions are
typically performed with hybrid capabilities—assets and resources capable of performing
multiple missions—which are a hallmark of homeland security. For example, the same assets
and personnel that patrol our borders, enforce our immigration laws, and respond to major oil
spills also enforce safety regulations, assist travelers, and safeguard natural resources. These
complementary activities are critical to fulfilling other national interests and are often
intertwined with and mutually supporting of homeland security activities.

Improving Department Management

The integration of 22 different Federal departments and agencies into a unified, integrated
Department of Homeland Security continues to represent a significant public policy and
management challenge. Over the course of its brief history, DHS has evolved to its current
structure, which includes seven operating components, four headquarters directorates, and over
15 additional supporting offices, many of which combine responsibilities for policy,

xi
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management, operations, acquisition, external affairs, and research and development. In order to
improve department management, DHS proposes to:

e Seek restoration of the Secretary’s reorganizational authority for DHS headquarters to
address new threats and realize greater efficiencies;

* Realign component regional configurations into a single DHS regional structure;
s Improve cross-Departmental management, policy, and functional integration;

o Strengthen DHS internal counterintelligence capabilities and internal intelligence sharing
and distribution;

» Enhance the Department’s risk management capability;

o Invest in the DHS workforce and improve retention and morale by strengthening
employee health and wellness programs;

e Strengthen coordination within DHS through cross-Departmental training and career
paths;

o Increase diversity in the DHS workforce, especially at senior levels; and

* Balance the DHS workforce by ensuring strong federal control of all DHS work and
reducing reliance on contractors as needed to enhance competency and meet long-term
mission requirements.

Increasing Accountability

To enhance mission performance and improve Departmental management, DHS must increase
accountability across the organization. While accountability cuts across all aspects of the
organization’s operations, our initial focus will be to maximize the performance and resource
data we collect to support strategic and risk-informed decision-making. The initiatives described
below are intended to improve the effectiveness of the Department in turning the requirements
developed in the QHSR into an acquisition strategy and expenditure plan. DHS proposes to:

* Increase its analytic capability and capacity by enhancing strategic planning, resource
allocation, risk analysis, net assessment, modeling capabilities, statistical analysis, and
data collection;

* Improve performance measurement and accountability by increasing the quality of the
Department’s performance measures and linking those measures to the mission outcomes
articulated in the QHSR Report; and

s Strengthen acquisition oversight by strengthening the Department’s independent cost
estimation capability.

xii
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1. Introduction

The submission of the Quadrennial Homeland Security Review (QHSR) Report to Congress on
February 1, 2010 marked an important first step in a multi-step process to examine and address
fundamental issues that concern homeland security. The QHSR Report described the Nation’s
homeland security interests, identified the critical homeland security missions, and defined a
strategic approach to those missions by laying out the principal goals, essential objectives, and
key strategic outcomes necessary for that strategic approach to succeed.

Figure 1. Homeland Security Missions and Goals

Mission 1: Preventing Tervovism and Enhancing Security

Mission 2: Securing and Managing Our Borders

Mission 3: Enforcing and Administering Qur Immigration Laws

Safeguarding and Secoring Cyberspace

Ensuring Resilience tn Disasters

This comprehensive, enterprise-wide strategic framework for homeland security provided the
foundation for the next step: a deeper, bottom-up review of the Department of Homeland
Security {DHS) programs and activities required to execute the homeland security missions. The
bottom-up review (BUR) of DHS was initiated in November 2009 as an immediate follow-on
and complement to the QHSR with the aim to align the Department’s programmatic activities
and organizational structure with the broader mission sets and goals identified in the QHSR.

This report is one result of that effort and represents an intermediate step between the QHSR
Report and the DHS FY 2012 budget submission and corresponding FY 2012-2016 Future Years
Homeland Security Program to Congress, which will propose specific programmatic adjustments
based on the QHSR strategic framework. It provides the bridge between the homeland security
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enterprise-level discussion in the QHSR Report and DHS responsibilities as they relate not only
to the homeland security missions, but also to a number of other Departmental responsibilities as
executed principally through several of its key operating components.

Approach to the Bottom-Up Review

The bottom-up review process gave DHS the opportunity to review its programmatic activities
and organizational structure in depth. The aims were several-fold: first, to gauge how well
current activities and departmental organization aligned with mission priorities and goals as
outlined in the QHSR; second, to identify ways to achieve better programmatic and budgetary
alignment across the entire department; third, to identify gaps in mission execution; and fourth,
to prioritize initiatives to strengthen existing programs and organization, fill key gaps, and
establish a foundation for innovation and advancement.

Three questions guided our work:

* How can we strengthen the Department’s mission performance?

e How should we improve Departmental operations and management?

+ How can we increase accountability for the resources entrusted to DHS?
DHS conducted extensive analysis of its current activities and organization in light of the
mission goals and objectives set forth in the QHSR Report. The BUR Report describes DHS’s
current activities within each of the homeland security missions based on current authorities and
roles and responsibilities, and sets forth DHS’s conclusions concerning the priority initiatives
and enhancements necessary to strengthen existing programs, fill shortfalls, and set a foundation

for future success.

DHS used three criteria to evaluate mission, management, and accountability initiatives and
identify enhancements:

o Does the initiative offer the opportunity to advance the safety, security, and resilience of
the homeland beyond incremental improvements to current activities?

e s the initiative sufficiently defined to permit the identification of performance objectives,

measures, and targets?
s Can the initiative be achieved within the FY 2012-2016 timeframe?

In identifying initiatives across the homeland security mission space, three principal areas of
emphasis became clear:

o Strengthen and Mature DHS—There is a need to strengthen the Department’s ability to
execute its mission responsibilities, run itself, and account for the resources that have
been entrusted to it.

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000220 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.185



VerDate Nov 24 2008

217

o Enhance Partner Capability and Capacity—Responsibilities for homeland security are
broader than those of DHS and indeed broader than those of the Federal government. For
that reason, there is a need to strengthen the ability of partners in the homeland security
enterprise—in particular, State, local, tribal, and territorial governments, and the private
sector—to execute important aspects of core homeland security mission activities.

e Deepen International Engagement—Finally, the security of our homeland begins far from
our shores. We must work with key international partners to improve these critical
partnerships and the activities that span the entire homeland security mission space,
consistent with the broad range of U.S. Government international priorities and in
consultation and coordination with the Department of State and the U.S. Chiefs of
Mission in foreign countries.

The QHSR statute required an assessment of the organizational alignment of the Department
with the national homeland security strategy and homeland security missions set forth in the
QHSR Report. The BUR included this assessment. The BUR Report sets out initiatives and
enhancements concerning DHS organization arising out of that assessment.

II. The Mission of the Department of Homeland Security

The Department of Homeland Security was formed in the wake of the terrorist attacks of
September 11, 2001 as part of a deliberate and determined national effort to safeguard the United
States against terrorism. In March 2003, DHS became the third-largest Federal department,
bringing together all or part of 22 different Federal agencies, each with a role in safeguarding the
United States against terrorism.

From the outset, however, the Department’s mission responsibilities went well beyond
preventing terrorism, and included response to and recovery from natural disasters, customs
enforcement and collection of customs revenue, administration of legal immigration services,
safety and stewardship of the Nation’s waterways and marine transportation system, as well as
other legacy missions of the various components of DHS. This breadth of mission
responsibilities reflects the richness, history, and diversity of DHS components and the need to
safeguard this country from a variety of threats and hazards.

In addition to combining 22 separate pre-existing entities, the creation of DHS included the
establishment of a headquarters that includes management, science and technology, intelligence
and analysis, policy, operations, and legal functions, specialty expertise in health affairs,
domestic nuclear detection, and counternarcotics enforcement coordination, a citizenship and
immigration services ombudsman, and the Federal Law Enforcement Training Center. DHS also
placed a strong emphasis on cybersecurity and infrastructure protection within the National
Protection and Programs Directorate. Annex A describes the main elements of the DHS force
structure within the seven DHS operational components.

DHS headquarters also includes several offices with critical responsibilities for internal DHS
coordination as well as communication and connection with the Department’s external
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stakeholders, including public affairs, legislative affairs, intergovernmental affairs, State and
local faw enforcement, and the private sector, as well as offices focused on privacy, civil rights,
and civil liberties. At DHS, clear and consistent communication with the general public, State,
local, tribal, and territorial governments, as well as Congress is critical to advancing our
priorities across a diverse and complex mission space from counterterrorism and countering
violent extremism to individual, family, and community preparedness and resilience. Equally
important, these offices ensure the Department’s commitment to the preservation of privacy,
civil rights, and civil liberties with respect to homeland security activities.

The mission of DHS is carried out through the tireless and dedicated efforts of more than
200,000 men and women who serve at the Department. As we act to strengthen and mature DHS
and enhance our capability, DHS will ensure that its workforce is engaged in our mission,
resilient, and properly trained. DHS will also continue to foster an environment where our
employees understand the critical importance of their work and how their efforts contribute to
the Department’s goals. Annex B sets forth the range of DHS activities on any given day.

Integrating the many disparate entities of DHS—some with long histories of independent or
autonomous operations, and all with distinct operational cultures—while maintaining their
unique strengths and capabilities has presented significant public policy and management
challenges. DHS recognizes the difficulty of this task, and through the QHSR and BUR
processes has sought to deliberately and incrementally move DHS towards a more unified and
integrated posture.

II1. Enhancing Mission Performance
A. Preventing Terrorism and Enhancing Security
Current Authorities

Under the Homeland Security Act of 2002, the primary mission of the Department of Homeland
Security begins with preventing terrorist attacks within the United States and reducing the
vulnerability of the United States to terrorism. The Homeland Security Act specifies that the
Secretary of Homeland Security is responsible for preventing the entry of terrorists and the
instruments of terrorism into the United States. The act requires the Secretary to access, receive,
and analyze law enforcement information, intelligence information, and other information from
agencies of the Federal government, State and local government agencies {including law
enforcement agencies), and private sector entities, and to integrate such information, in order to
identify and assess the nature and scope of terrorist threats to the homeland; detect and identify
threats of terrorism against the United States; and understand such threats in light of actual and
potential vulnerabilities of the homeland.

The Homeland Security Act also makes the Secretary of Homeland Security responsible for
coordinating overall efforts to manage risk to critical infrastructure and key resources; Homeland
Security Presidential Directive 7 reinforces and describes this authority. The Secretary of
Homeland Security is also vested with a range of authorities relating to chemical, biological,
radiological, and nuclear (CBRN) countermeasures, biosurveillance, domestic nuclear detection,
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transportation of hazardous materials, chemical facility security, as well as broad customs
authorities to prevent the importation of dangerous materials, including CBRN weapons and
materials. The Aviation and Transportation Security Act of 2001, the Maritime Transportation
Security Act of 2002, the Intelligence Reform and Terrorism Protection Act of 2004, and the
SAFE Port Act of 2006 authorize a range of aviation, maritime, and surface transportation
system security activities aimed at the deterrence, detection, and disruption of terrorist activities
against the transportation sector, and Title 18 of the United States Code vests the Department,
through the U.S. Secret Service, with responsibilities for protecting the President, the Vice
President, national leaders, foreign heads of state and government, as well as certain facilities
and events.

Overview of the DHS Role

Protecting the United States and its people from terrorism is the cornerstone of homeland
security. This mission includes three goals:

(1) Preventing terrorist attacks;

(2) Preventing the unauthorized acquisition or use of CBRN materials and capabilities within
the United States; and

(3) Reducing the vulnerability of critical infrastructure to terrorist attacks and other hazards.

DHS shares the responsibility to prevent terrorist attacks with several Federal departments and
agencies. The Departments of State, Justice, and Defense, the Federal Bureau of Investigation
(FBI), and the National Counterterrorism Center (NCTC) all have leadership roles and
responsibilities in the U.S. government’s efforts to prevent terrorist attacks. For example, the
NCTC maintains the Terrorist Identities Datamart Environment (TIDE). The FBI administers
the Terrorist Screening Center, which determines which individuals will be placed into the
Terrorist Screening Database—the comprehensive terrorist watchlist—and administers the
process by which the No Fly and Selectee lists are derived. The FBI and the Department of
Justice also lead terrorism investigations; coordinate law enforcement efforts to detect, prevent,
and disrupt terrorist attacks against the United States; and are responsible for the related
intelligence collection activities within the United States. DHS operates as a principal consumer
of NCTC and FBI watchlist products for DHS border and aviation security operations and
vetting of key transportation workers. Also, DHS is a partner in data sharing and threat analysis,
and supports the NCTC and national network of the FBI Joint Terrorism Task Forces. DHS
intelligence entities—including intelligence elements within several DHS operational
components—gather, share, and disseminate intelligence between the field and the larger
Intelligence Community.

In support of several recent, high-profile counterterrorism investigations, DHS institutionalized
an integrated DHS Threat Task Force (DTTF), composed of staff from muitiple operational
components of the Department who work alongside analysts from the Office of Intelligence and
Analysis. The DTTF directly supports FBI investigations, ensures coordination across DHS,
expedites cross-checking of Departmental data holdings for the National Targeting Center and
other purposes, and provides time-urgent threat information to DHS leadership and, in
coordination with the FBI, frontline law enforcement.
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Preventing Terrorist Attacks

Within the context of coordination and collaboration with State, local, tribal, and territorial
governments, nongovernmental organizations, and the private sector, the Department is charged
with assisting State, local and private sector entities in disrupting potential terrorist activity and
denying terrorists access to the United States at our land, air and sea ports of entry, as well as
travel networks into and within the country.

DHS has adopted a multi-faceted approach to enhance aviation security capabilities both at home
and abroad. DHS has the lead in three areas: (1) pursuing enhanced screening technology,
protocols, and procedures, especially regarding aviation and other transportation sectors,
consistent with privacy rights, civil rights, and civil liberties; (2) strengthening international
partnerships and coordination on aviation security issues; and (3) developing recommendations
on long-term law enforcement requirements for aviation security in coordination with the
Department of Justice. In addition, DHS supports the Intelligence Community’s efforts to re-
evaluate and modify the criteria and processes used to create watchlists.

DHS devotes significant frontline resources to preventing terrorists from traveling to and within
the United States and seizing prohibited materials that they may use in an attack. Through such
activities as terrorist watchlists and targeting systems for vetting of passengers, physical
screening of passengers and crew, baggage, and cargo, patrol and surveillance of our nation’s
borders, and counter proliferation and financial crimes investigations and substantial support to
the FBI Joint Terrorism Task Forces, DHS attempts to deter, detect, mitigate, and prevent
terrorist attacks on the homeland. TSA is working to improve security in the surface modes of
transportation by performing risk assessments, closing vulnerability gaps, vetting key workers,
providing training, conducting exercises, and deploying Visible Intermodal Prevention and
Response teams (VIPRs).

DHS responsibilities for preventing terrorist attacks include assisting State, local, tribal, and
territorial governments to obtain the information and capabilities to address threats. To this end,
DHS awards almost $4 billion annually to State, local, tribal, and territorial governments through
the State Homeland Security Grant Program, the Urban Areas Security Initiative, and other grant
programs. These grant programs help State, local, tribal, and territorial governments build and
sustain capabilities necessary to prevent terrorist attacks, as well as address other threats, prepare
for, respond to, and recover from all hazards, and build additional public safety capability.

One prime example of these State, local, tribal, and territorial capabilities are fusion centers,
which receive pertinent threat and risk information and analysis from the Intelligence
Community and other Federal entities while also helping States and major municipalities collect,
aggregate, fuse, and disseminate homeland security-related intelligence, law enforcement, and
risk information to frontline officers and first responders, as well as back to the Intelligence
Community and other Federal partners. In close partnership with this network of fusion centers,
DHS plays a key role in preventing terrorist attacks that originate from within the United States.
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Preventing the Unauthorized Acquisition or Use of CBRN Materials and Capabilities

While a variety of Federal departments and agencies are responsible for preventing the
unauthorized acquisition or use of CBRN materials and capabilities, DHS plays a critical role in
integrating these activities through programs implemented by U.S. Customs and Border
Protection {(CBP), the U.S. Coast Guard (USCG), the Domestic Nuclear Detection Office
{DNDO), the Science and Technology Directorate (S&T), and other Departmental elements.
DHS secures global trade and travel systems, investigates criminal activities involving the
unfawful import and export of CBRN materials, technologies and capabilities, and detects and
counters the importation and movement of CBRN weapons and materials into or already within
the United States. In particular, the threat of nuclear terrorism is fundamentally unlike any of the
other threats that DHS must prevent. The potential consequences of an attack using an
improvised nuclear device require that the Department maintain a continued focus on prevention.

DHS prevents weapons of mass destruction and weapons of mass effect from entering the United
States at and between ports of entry, investigates violations relating to the importation of CBRN
materials, and regulates the security of high-risk chemical facilities. DHS has a specific focus on
coordinating Federal efforts to detect and protect against the unauthorized importation,
possession, storage, transportation, development, or use of a nuclear explosive device, fissile
material, or radiological material in the United States. In addition, through the BioWatch
program, which deploys sensor technology to detect the presence of biological agents, DHS
coordinates with Federal, State, local, tribal, and territorial partners for management of biological
attacks. DHS also provides substantial financial support and technical assistance to State, local,
tribal, and territorial governments through grant programs for CBRN detection.

Managing Risks to Critical Infrastructure, Key Leadership, and Events

DHS has national leadership responsibilities for managing risks to critical infrastructure, key
resources, and events. The Secretary of Homeland Security is vested by statute and Presidential
directive with coordinating national efforts to secure and protect critical infrastructure and key
resources, which the Department does currently through the National Protection and Programs
Directorate (NPPD). Through communication and coordination with governmental and private
sector partners, DHS leads the national effort to mitigate terrorism risk to, strengthen the
protection of, and enhance the all-hazard resilience of the Nation’s critical infrastructure across
the identified 18 sectors. DHS is also the Sector-Specific Agency for 11 of the 18 critical
infrastructure sectors set forth in the National Infrastructure Protection Plan: Chemical,
Commercial Facilities, Communications, Critical Manufacturing, Dams, Emergency Services,
Government Facilities, Information Technology, Nuclear Reactors, Materials and Waste, Postal
and Shipping, and Transportation Systems. The U.S. Secret Service (USSS) has critical
responsibilities for criminal investigations relating to the integrity of the financial system and the
counterfeiting of U.S. currency. In addition, U.S. Immigration and Customs Enforcement (1CE)
targets the underlying cross-border financial systems that terrorist and transnational criminal
organizations may exploit in raising, moving, and storing illicit funds. TCE also seeks to deny
transnational criminal organizations access to these systems. Annex E sets forth the 18 critical
infrastructure sectors and the Sector-Specific Agency for each.
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Through the Secret Service, DHS also has the unique responsibility to protect the President, the
Vice President, visiting heads of state, and major Presidential candidates, as well as to ensure the
continuity of national leadership. Protection includes all activities related to identifying threats,
mitigating vulnerabilities, and creating secure environments wherever protectees work, reside,
and travel. The Secret Service also coordinates protective intelligence investigations through its
network of field offices and leads the design and implementation of operational security plans
and protective activity for National Special Security Events. The Secret Service also has critical
responsibilities for criminal investigations relating to the integrity of the financial systems and
counterfeiting of United States currency.

Initiatives and Enhancements

The QHSR and BUR analyses suggest several priority initiatives, as well as enhancements to
current programs, in order to better prevent terrorism and enhance security. Innovations like the
DTTF represent a major step forward in coordinating counterterrorism activities, but DHS must
find ways to further centralize coordination to leverage operational, intelligence, and strategic
synergies across the department. Similarly, DHS must better leverage the critical information it
receives across a wide range of mission-based and functional activities, while protecting privacy,
civil rights, and civil liberties. Recent aviation security successes have laid the groundwork for
further and necessary improvements in technology, process, and partnerships, and these efforts
must remain an urgent mission priority. As threats evolve and complexity increases across the
homeland security enterprise, standardization has become critically important. While our
partnerships for critical infrastructure protection remain strong and continue to grow, we must
strive to more effectively push information and knowledge out to the field where it is most
urgently needed.

To address these challenges, the Department will strengthen counterterrorism coordination
across DHS, strengthen land, maritime, and aviation security both domestically and abroad,
create an integrated Departmental information sharing architecture, deliver infrastructure
protection and resilience capabilities to the field, set national performance standards for identity
verification, and increase efforts to detect and counter nuclear and biological weapons and
dangerous materials. We will also enhance partner capability and capacity—particularly at the
State, local, tribal, and territorial level—by standardizing and institutionalizing the National
Fusion Center Network, pursue initiatives to safeguard access to secure areas in critical facilities,
make DHS a center of excellence for canine training and deployment, and redesign the Federal
Protective Service (FPS) to become a model critical infrastructure protection and law
enforcement agency for the government sector and better match mission requirements.

*  Strengthen counterterrorism coordination across DHS. Although DHS is one of the
Federal government’s key counterterrorism agencies, beyond the Secretary and Deputy
Secretary, DHS did not have a single coordinating entity for counterterrorism activities.
DHS recently designated a Coordinator for Counterterrorism who is responsible for
coordinating all counterterrorism activities for the Department and across its directorates,
components, and offices. DHS will continue to evolve the Counterterrorism coordination
function in consultation with Congress.
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Strengthen aviation securify, The attempted terrorist attack on Flight 253 on December
235, 2009, itlustrates the continuing and evolving nature of the threat to the aviation
transportation system. DHS has lead responsibilities for aviation security and is also
embarking on a major global initiative to improve aviation security technology and
processes around the world. DHS is also partnering with the Department of Energy—
including the National Laboratories—and private industry to develop new and more
effective technologies to deter and disrupt known threats and proactively anticipate and
protect against new ways by which terrorists could seek to board an aircraft. DHS will
also collaborate with the aviation industry to use a risk-based approach to inform
decisions about changes to operations, business processes, and aircraft development. In
all cases, DHS will use current intelligence-derived threat information to drive day-to-day
operations, DHS will also work with other Federal, State, local, tribal, and territorial law
enforcement partners and airport authorities to implement long-term, sustainable aviation
security law enforcement. State, local, tribal, and territorial law enforcement and airport
authorities play a critical role in our aviation security success.

Create an integrated Departmental information sharing architecture. Given its daily
interaction with the global movement of people and goods, DHS is uniquely authorized
and positioned to fuse and analyze intelligence, law enforcement, screening, and other
information gathered through encounters with travelers and commercial entities in order
to prevent terrorist travel, finance, and operations. While the establishment of the DHS
Threat Task Force was a step forward in data sharing, more work can be done to enhance
DHS? ability to access information in near-real time and use it to identify people and
goods posing high risk to the United States while protecting privacy, civil rights, and civil
fiberties. In order to accomplish this goal, DHS will create an information sharing
architecture to consolidate and streamline access fo intelligence, law enforcement,
screening, and other information across the Department. That architecture will include
the capability for automated recurrent screening and vetting for individuals to whom
DHS has provided a license, privilege. or status (including immigration status) so that, as
new information becomes available, DHS can assess whether the individual is no longer
eligible for the benefit or presents a threat. It will also include the capability to conduct
scenario-based automated targeting of individuals and other entities using intelligence-
driven criteria.

Deliver infrastructure profection and resilience capabilities to the field. Develop, deliver
and continuously update a portfolio of DHS and Federal agency-wide capabilities, tools
and products (e.g. from our partners in the Sector Specific Agencies) for critical
infrastructure protection and resilience to State, local, tribal and territorial government
and their local and regional partners and the private sector, tailored and supported based
on regional and local needs. DHS will conduct these activities as it explores
opportunities with the private sector to “design-in” greater resilience for critical
infrastructure as described in “Ensuring Resilience to Disasters.” below.

Set national performance standards for identification verification. In order to meet the
9/11 Commission’s recommendation regarding the security of State drivers’ licenses and
identification cards, DHS has supported the efforts of Governors and Congress to enact
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the Providing for Additional Security in States’ Identification Act (PASS ID). PASS 1D
puts States on the path to implementing national standards for identification documents
and will strengthen security across the country while enhancing privacy safegnards and
protection of personally identifiable information. Although the May 2011 deadline for
fuli compliance with the REAL 1D Act remains in effect, legislative action is needed to
address systemic problems with REAL 1D to advance our security interests over the long
term. DHS is committed to moving forward both administratively and with Congress to
implement this key 9/11 Commission recommendation to help prevent terrorism, reduce
fraud, and improve the reliability and accuracy of personal identification documents.

Increase efforts to detect and counter nuclear and biolegical weapons and dangerous
materials. DHS will prioritize nuclear detection research and development and also work
with the Intelligence Community to develop intelligence and analysis capabilities relating
to improvised nuclear devices and radiological dispersal devices, to include developing
the capability to detect and react to pre-detonation cues or signatures to provide early-
warning indicators of an imminent or credible threat of a terrorist attack using a nuclear
weapon, DHS, working with its partners in the interagency, will also use the most
advanced tools to facilitate investigations against vendors, buyers, and traders who
violate export control laws and unlawfully transfer nuclear and biological technology
over the Internet or controlled material of select agents anywhere. In addition, DHS will
place greater emphasis on biclogical detection and countermeasures and accelerate
development of forensics capabilities for biological weapons in order to help attribute
those attacks to a particular country or group. These efforts will include increasing the
capabilities of the DHS Naticnal Biodefense Analysis and Countermeasures Center
(NBACC), which carries out many of these activities. DHS will also look to increase its
international capabilities to track the evolution and migration of potentially high-
consequence human, animal, and plant diseases.

Leverage the full range of capabilities to address biological and nuclear threats, As
noted above, in addition to increasing efforts to detect and counter nuclear and biological
weapons and dangerous materials, DHS will increase its leadership role in protecting
against biological and nuclear threats more generally. The DHS Office of Health Affairs
(OHA} and the Domestic Nuclear Detection Office (DNDO) each bring critical
capabilities to this effort. OHA concentrates mainly on chemical and biological threats
and their consequences. DNDQ focuses on detecting the presence of nuclear weapons
and materials through implementation of the Global Nuclear Detection Architecture and
assistance with attribution of interdicted nuclear material through the National Technical
Nuclear Forensics Center. DHS will leverage these capabilities, while enhancing
coordination with Federal, State, local, tribal, territorial, nongovernmental, and private
sector partners on CBRN issues.

Standardize and institutionalize the National Fusion Center Network. Since 2003, a
national network of fusion centers has developed at the State, local, tribal, and territorial
level, supported by funding, training, exercises, and technical assistance from DHS and
the Department of Justice. However, to date, there has been no systematic effort to
ensure that these centers establish and maintain a baseline level of capability so that they
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are able to become fully integrated into national efforts to gather, analyze, and share
information needed to protect our communities. DHS has proposed a new National
Fusion Center Program Management Office to assess the current level of capability of
fusion centers and to support their meeting defined outcomes, national standards, and
baseline levels of capability with Federal, State, local, tribal, and territorial partners, and
the private sector.

Promote safeguards for access to secure areas in critical facilities. Employees or other
trusted or credentialed individuals who harbor malicious intentions present a pernicious
challenge to safeguarding access to secure areas in critical facilities such as airports. To
protect against this threat, DHS will expand risk-informed screening and recurrent vetting
in the transportation sector to include additional populations of aviation and surface
transportation workers in order to validate both the identity and the integrity of
individuals with access to critical or sensitive infrastructure. DHS will also implement
processes to recurrently vet all Federal employees, contractors, and Federal secure
identification credential holders.

Establish DHS as a center of excellence for canine training and deployment. Canines
serve essential roles in homeland security. Specially-trained canines and their handlers
are essential elements of terrorism prevention efforts at the Federal, State, local, tribal,
and territorial levels and in the private sector. Canines also serve essential roles in
detecting narcotics at the air, sea, and land ports of entry, and in search and rescue
activities following disasters. DHS will increase specialized breeding activities for
canines, enhance its training and certification of canines and handlers, and become a
center of excellence for employment of canines across the homeland security missions.

Redesign the Federal Protective Service (FPS) to better match mission requirements.

FPS is responsible for protecting most facilities occupicd or secured by the Federal
government and the people in those facilities through the application of law enforcement
and physical security authorities. {FPS is not responsible for certain Federal facilities,
including military facilities such as the Pentagon.} In 2009, DHS transferred
responsibility for FPS from ICE to NPPD. DHS now proposes to undertake a major
redesign of FPS, in coordination with the U.S. General Services Administration, to set the
future vision for FPS and define roles and responsibilities consistent with the fulfillment
of this vision. The FPS redesign will create functional alignment within FPS and
between FPS and other elements of DHS, better match mission requirements to the risk
profiles of both leased and owned public buildings and infrastructure nationwide, and set
FPS on a course to become a model critical infrastructure protection and law enforcement
agency. Such an effort enlails the realignment of the workforce to better match mission
needs and customer expectations. Inherent in this effort is the need for a more capable
Federal workforce, exploration of additional authorities, an increased use of innovative
security technologies, and an examination of the optimal funding mechanism for securing
and protecting facilities occupied by the Federal government.
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B. Securing and Managing Our Borders
Current Authorities

Under the Homeland Security Act, the Secretary of Homeland Security is responsible for
securing the borders, territorial waters, ports, terminals, waterways, and air, land, and sea
transportation systems of the United States. This authority includes administration of the
customs laws of the United States, and responsibility for ensuring the speedy, orderly, and
efficient flow of people, goods, and information. The DHS is also responsible for monitoring
connections between illegal drug trafficking and terrorism, coordinating efforts to sever such
connections, and otherwise contributing to efforts to interdict illegal drug trafficking and its ill-
gotten proceeds. The Immigration and Nationality Act of 1952, as amended, provides authority
for the enforcement of the immigration laws to include immigration inspections and human
smuggling interdiction at ports of entry as well as for the U.S. Border Patrol, part of CBP. Titles
14 and 19 of the United States Code provides broad customs enforcement authorities for securing
and managing the movement of merchandise, people, conveyances, containers, and mail into and
out of the United States, and the Tariff Act of 1930, as amended, provides that Customs officers
enforce all laws relating to the assessment and collection of customs duties and related
responsibilities. The Ports and Waterways Safety Act of 1972 and the SAFE Port Act of 2006
provide authorities for securing seaports and the international supply chain, as well as broad
authority for the interrelated functions of promoting vessel safety and the protection of the
marine environment; the Aviation and Transportation Security Act of 2001 provides authorities
to protect the air transportation system. Homeland Security Presidential Directive 11 vests the
Secretary of Homeland Security with leadership responsibilities for coordinating screening of
people and cargo, and Homeland Security Presidential Directives 13 and 16 vest the Secretary of
Homeland Security with leadership responsibilities for maritime and aviation security,
respectively.

Overview of the DHS Role

We are responsible for secure, well-managed borders that not only protect the United States
against threats from abroad, but also expedite the safe flow of lawful travel and commerce.
Achieving this outcome depends on achieving three interrelated goals: (1) effectively securing
U.S. air, land, and sea borders; (2) safeguarding lawful trade and travel; and (3) disrupting and
dismantling transnational criminal organizations.

Working with our partners both nationally and internationally, our strategy is to manage and
secure our Nation’s borders by employing and enhancing our layers of security through the
continuum that impacts our borders—starting from the point of origin overseas where people and
cargo originate, through transit to the United States, the arrival and entry at our borders, then on
to the routes of egress away from the border and ultimately to the final destination within the
United States. This strategy relies upon using increased intelligence and risk management
strategies in order to segment, sort, target, triage, and expedite the movement and flow of
travelers and trade. We must constantly reevaluate and improve our effectiveness along cach
step of this continuum to ensure that we continue to be proactive in our approach to the security
of our Nation.

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000230 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.195



VerDate Nov 24 2008

227

Effectively Securing U.S. Air, Land, and Sea Borders

The border environment is characterized by three different areas of activity: (1) ports of entry,
such as airports, seaports, and land border crossings; (2) areas between ports of entry; and (3) the
approaches to our borders—the areas leading up to and surrounding U.S. borders. The border
environment also includes those areas over which DHS components assert, exercise, and enforce
legal jurisdiction (e.g. U.S. Territorial Sea, Contiguous Zone, Exclusive Economic Zone, and on
U.S. vessels on the high seas). DHS relies on a combination of people, technology, and
infrastructure (e.g. roads, fences) across DHS operating components to secure the border.

Through CBP and the U.S. Coast Guard (USCG), DHS is responsible for securing and enforcing
U.S. law at the Nation’s international borders, as well as at the over 300 official Ports of Entry,
international mail facilities, and other points of entry to the United States. Along these borders
and at these entry points, DHS is the key interface for America’s international trading partners,
for travelers seeking to enter or leave the United States, and for businesses seeking to import or
export goods into or out of the United States. DHS also defends against transnational criminal or
terrorist organizations seeking to exploit vulnerabilities in our open society, smuggle dangerous
people, weapons, or goods into or out of our country, or attack critical border infrastructure.

At ports of entry in the air domain (airports with international flight arrivals), land domain (land
border crossings), and maritime domain (seaports), DHS is responsible for physically screening
people and goods upon their arrival to the country. DHS’s work begins well before people and
goods arrive at our borders. Using a variety of intelligence, automated tools, and information
collected in advance of arrival for passengers and cargo, DHS works to screen, identify, and
intercept threats at points of departure before they reach our shores. DHS conducts these
activities in conjunction with international partners and the private sector through CBP-led
programs such as the Container Security Initiative and Immigration Advisory Program.
Similarly, through USCG, the Department ensures vessel security and compliance with both
domestic and international safety and security standards through imposing Conditions of Entry
on vessels and enforcing 96-hour Advance Notice of Arrival requirements. These programs
ensure the sceurity and resilience of the key global systems and networks essential to the U.S.
and global economies.

Between ports of entry—where in the land domain all flows are by definition illegal—agents,
technology, and infrastructure combined with a defense in-depth enforcement strategy are all key
components of effective border security. DHS uses air, land, and marine assets to patrol and
secure U.S. borders, as well as sophisticated systems to effectively detect and interdict potential
threats beyond our borders. USCG provides air and maritime patrols along the U.S. border,
including seacoasts, lakes, and rivers, where USCG and CBP have explicit legal authorities to
enforce a broad array of U.S. laws designed to safeguard, secure, and protect U.S. citizens,
vessels, and resources. In the approaches to the United States, CBP and USCG both maintain
domain awareness efforts to establish and maintain situational awareness and a common
operating picture of people, vehicles, aircraft, and marine vessels approaching our borders.
Additionally, larger, more capable USCG afloat and air assets maintain an offshore presence to
actively monitor offshore activity and engage when necessary to execute a layered approach to
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securing our maritime borders. DHS works closely with other Federal departments and agencies,
such as the Departments of Justice, Transportation, and Defense, in conducting these activities.
Effective, real-time coordination of interagency activities is critical for success in this cross-
domain environment.

Safeguarding Lawful Travel and Trade

DHS plays an essential role in safeguarding lawful travel and trade. To do so most effectively,
we must seek ways to interdict threats at the carliest point through international partnerships,
better use of technology, and increased intelligence. Equally critical to ensuring the health of our
economy is the need to enable the secure, lawful flow of people and goods into and out of the
United States. DHS efforts entail both foreign and domestic activities and focus on the global
trade and travel system and the risk posed by people and goods in transit.

Through the Transportation Security Administration (TSA), USCG, ICE, and CBP, DHS is
active in global standard-setting organizations—such as the International Civil Aviation
Organization, the International Maritime Organization, and the World Customs Organization—to
create global standards for security and resilience of global trade and travel systems. [In addition,
TSA conducts inspections of foreign airports with direct flights to the United States in order to
ensure adherence to international and TSA aviation security standards. Domestically, TSA
regulates security of airports, including those with international arrivals, and CBP and USCG
secure seaports and land ports of entry. USCG works closely with foreign navies and coast
guards to enhance the inherent maritime port security capabilities of trading partners, in addition
to regularly visiting foreign ports to ensure port facility security measures meet international
standards.

CBP works with international customs and border agencies, as well as the trade community
(including shippers, importers, brokers, and bonding companies), to ensure the security and
integrity of foreign transactions and exchanges along global supply chains. This includes
facilitating the flow of legitimate trade across U.S. borders while securing our borders and
helping to protect the American economy from illicit commercial enterprises. This includes
helping to protect American businesses from theft of intellectual property and unfair trade
practices, enforcing trade laws related to admissibility, and protecting the American public from
health and public safety threats.

DHS components work to secure modes of transportation and their crews. TSA works with
domestic and foreign airlines, as well as aircraft manufacturers, to ensure the integrity of aircraft
and air crews, and works with the air cargo supply chain to ensure the integrity of cargo
transported on passenger aircraft. USCG regulates vessel owners and operators and conducts
regular inspections for safety and security purposes. CBP works with shippers to ensure the
integrity of international shipments and cargo containers and vets crew members of vessels and
passenger ships.

DHS also plays an important role in managing the risk of people and goods in transit to the
United States. DHS maintains databases of information consistent with privacy, civil rights, and
civil liberties safeguards, enforcing security standards for travel documents, and detecting the use
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of fraudulent documents in order to identify terrorists, criminals, and other risks. Through the
Secure Flight program, DHS will ensure consistency in the vetting of domestic and international
passengers against terrorist databases. Through resources such as the National Targeting Center,
DHS screens people, goods, and conveyances bound for the United States through air, land, and
sea routes, and provides information to agents and officials on the ground to intercept known and
suspected threats. DHS also posts officers to foreign ports and works collaboratively with
foreign countries, port operators, and shipping companies to screen cargo, investigate visa
applications, and collaborate on aviation security. While the Department of State adjudicates
and issues visas abroad, DHS—primarily through its visa security units—works closely with the
Department of State in many countries where applicants present the highest threat in order to
reduce the risk of terrorist or transnational criminals receiving a visa.

Through an automated risk assessment process, CBP screens 100 percent of all arriving cargo
using advanced manifest data. Shipments posing a potential risk are identified prior to departure
for maritime cargo, and prior to arrival into the U.S. port of entry for air and land cargo.
Maritime cargo identified as high risk may be examined overseas, as part of the Container
Security Initiative, which is in operation at 58 seaports worldwide, representing over 80 percent
of the maritime cargo destined for the U.S. worldwide. At U.S. ports of entry, CBP uses
radiation portal monitors to scan arriving cargo for radiation. Currently, 100 percent of the cargo
and vehicle traffic at our land ports of entry and 99.3 percent of containerized maritime cargo at
our seaports are scanned. TSA will implement 100 percent screening of air cargo on passenger
aircraft traveling point-to-point domestically and departing from the U.S. for foreign destinations
by August 2010, and is working with the international air cargo community to increase screening
of air cargo on inbound international passenger aircraft.

As an interrelated function with respect to lawful trade, the Department, through CBP, aiso
proactively facilitates trade and collects over $34 billion in customs revenue each year for the

United States treasury.

Disrupting and Dismantling Transnational Criminal and Terrorist Organizations

DHS is the Federal government’s largest law enforcement department. CBP and ICE have broad
investigatory and enforcement authorities that cover not only immigration violations but also a
wide range of border-related crime, including violations of U.S. customs, import, and export
control laws. ICE investigates violations of over 400 statutes that protect the U.S. against the
unlawful entry and export of people, goods, and monetary instruments. ICE works closely with
other DHS law enforcement agencies, such as CBP, TSA, and USSS, as well as with other
Federal law enforcement agencies, such as the FBI, the Drug Enforcement Administration, the
Bureau of Alcohol, Tobacco, Firearms, and Explosives, and the U.S. Postal Inspection Service to
investigate transnational criminal organizations that engage in smuggling and trafficking across
the U.S. border. Human smuggling and trafficking, child sex tourism, counter proliferation,
financial, intellectual property, weapons trafficking, and narcotics investigations are among
ICE’s top investigative prioritics. DHS conducts investigations through its Border Enforcement
Security Taskforces (BESTs) and Integrated Border Enforcement Teams (IBETs) that combine
CBP and ICE agents and officers with Federal, State, local, tribal, and territorial law enforcement
partners, as well as international partners, to interdict illegal drug trafficking, detect and disrupt
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illicit pathways used by transnational criminal and terrorist organizations, and arrest foreign
nationals attempting to enter the United States illegally.

Initiatives and Enhancements

The QHSR and BUR analyses presented several opportunities for improvement. While effective
mechanisms exist for interagency and intra-Departmental operational and intelligence
coordination, we must fearn from the successes of Joint Interagency Task Force-South (JIATF-
South) and other similar constructs to further integrate and enhance domain awareness across our
efforts to secure the border and expedite lawful travel and trade. Our investigations portfolio
focused on transnational criminal and terrorist organizations must reflect our priorities and adopt
a more proactive posture. We must do more to directly support key international partners in their
efforts, both with respect to training and technical assistance, and direct coordination,
information sharing. and joint risk assessments.

Therefore, in order to strengthen efforts to secure and manage our borders, the Department will
seek to expand joint operations and intelligence capabilities, including enhanced domain
awareness, prioritize immigration and customs investigations on the security of global trade and
travel systems, enhance the security of global trade and travel systems, expand DHS
international border integrity and customs enforcement security assistance, and work closely
with the governments of Canada and Mexico to enhance North American security.

e Expand joint operations and intelligence capabilities, including enhanced domain
awareness. DHS will unify the uses of technology, surveillance capabilities, and related
resources across air, land, and maritime domains, with an increased emphasis on data
collection, data processing, and integrating sensors across domains. DHS will harmonize
operations and intelligence—utilizing concepts and structures modeled after JTATF-
South, as appropriate—for the geographical approaches not covered by JIATF-South,
such as the southwest border, as well as for arrivals of people and goods into the United
States. Working with its partners, including the Department of Justice and the Office of
National Drug Control Policy, DHS also will build upon the successful models
established as part of our interagency counternarcotics infrastructure—including the Air
and Marine Operations Center, the El Paso Intelligence Center, and other DHS and U.S.
government operations centers—to apply those models more broadly to the spectrum of
homeland security challenges across the air, land, and maritime domains. Finally, DHS
will establish and coordinate cross-domain operational threat analysis and response
protocols in order to ensure greater effectiveness of interagency and intergovernmental
response to threats across air, land, and maritime domains.

e Prioritize immigration and customs investigations on the security of global trade and
travel systems. DHS law enforcement agencies have substantial authorities to disrupt and
dismantle transnational criminal and terrorist organizations that seck to exploit lawful
trade and travel systems and establish illicit pathways for the movement of people and
goods. DHS will strategically prioritize investigations to focus proactively on security of
the global trade and travel system that directly affect immigration and customs activity
across U.S. borders. Priorities within this proactive investigative portfolio will include
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human smuggling and trafficking, child sex tourism, counter proliferation, financial,
intellectual property, weapons trafficking, and narcotics investigations.

Enhance the security and resilience of global trade and travel systems. As described in
the QHSR Report, securing and managing our borders is about more than the physical
border environment. We must enable the secure, lawful flow of people and goods into
and out of the United States. To that end, DHS will continue the development and
implementation of trusted traveler and trusted shipper programs in order to increase our
knowledge of people and goods that pose fow risk traveling or transiting in global trade
and travel systems. DHS will also enhance the sophistication of its information sharing
architecture in order to evaluate the risk posed by people and goods in transit while
safeguarding privacy, civil rights, and civil liberties. Trusted traveler and shipper
programs and a more sophisticated information sharing architecture will allow DHS and
its partners to focus information collection, targeting, and interdiction efforts on people
and goods known or believed to pose high risk to the United States. To support these
efforts, we will strengthen international information sharing agreements regarding
criminals, terrorists, and individuals with suspected tics to terrorists and collaborate with
the Department of State to institutionalize enhanced visa security programs at high-risk
visa adjudication posts.

Strengthen and expand DHS-related security assistance infernationally (e.g. border
integrity and customs enforcement security assistance) consistent with U.S. government
security, trade promotion, international travel, and foreign assistance objectives. Our
national security depends on the ability of foreign governments to effectively combat
terrorism and other threats within their own borders. DHS has substantial capability and
capacity to help implement assistance and training to foreign governments in areas such
as biometrics, document fraud, aviation security, port and maritime security, cargo
security, bulk cash smuggling, customs enforcement, and human smuggling and
trafficking. The U.S. government, through the Departments of State and Defense,
provides security assistance and foreign assistance to legitimate members and
representatives of foreign security forces and civilian institutions. This includes
providing resources to institutions related to homeland security in foreign countries—
including land and maritime border integrity and customs enforcement functions. DHS
believes that training and technical assistance for international security partners in the
areas of border integrity and customs enforcement must be increased. DHS also supports
the strengthening of security to facilitate travel and commerce for legitimate travelers and
goods. DHS will work in consultation and coordination with the Departments and State
and Defense, as well as with Congress, to ensure adequate resources to support these
purposes. DHS will also coordinate a proposal with the Department of Defense (DOD)
to post DHS liaison officers in each of the DOD geographic commands to coordinate and
integrate homeland security-refated assistance funding aims. Finally, DHS will explore
the expansion of additional international partnerships for homeland security-related
activities as appropriate, in consultation and coordination with the Department of State
and, where appropriate, DOD, including current activities such as visa security and
international law enforcement training.
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*  Enhance North American security. Our efforts to secure and manage our borders will be
most effective when we work collectively with our North American partners, Canada and
Mexico. To that end, DHS will enhance information sharing with Federal, State, local,
tribal, nongovernmental, private sector, and international partners along the Northern and
Southern borders. DHS will also foster cross-border threat and risk assessments and
enhanced coordination and cooperation on securing the transnational flow of people and
goods through expanding joint efforts and shared resources.

Our efforts to strengthen DHS intelligence and information sharing capabilities described above
in the “Preventing Terrorism and Enhancing Security” section will also assist these efforts.

C. Enforcing and Administering Our Immigration Laws
Current Authorities

Pursuant to the Homeland Security Act, the Secretary of Homeland Security is responsible for
establishing national immigration enforcement policies and priorities and administering the
lawful immigration system, including establishing and administering rules governing the
granting of visas, refugee, and asylum or other forms of permission to enter the United States.
The Immigration and Nationality Act of 1952, as amended (INA), provides the Secretary with
authority to administer the immigration laws of the United States as well as authority to arrest,
detain, prosecute, and remove unauthorized foreign nationals present in the United States,
especially those identified as criminals, fugitives, and otherwise dangerous. The INA confers
authority to investigate civil and criminal violations of immigration laws, including human
smuggling and fraud investigations.

Overview of the DHS Role

Smart and effective enforcement and administration of U.S. immigration laws allows the
government to facilitate fawful immigration while identifying and removing those who violate
our taws. Enforcing and administering our immigration laws depends on (1) strengthening and

effectively administering our immigration system; and (2) preventing unlawful immigration.

Strengthening and Effectively Administering the Imimigration Services System

As noted above, the Homeland Security Act of 2002 vests the Secretary of Homeland Security
with the authority to set immigration and visa policy and administer the immigration system,
with the INA serving as the basic immigration law of the United States. DHS works with other
Federal departments and agencies in discharging these responsibilities, including the
Departments of State, Justice, and Labor.

Multiple components within DHS share responsibility for executing immigration and visa policy.

CBP, ICE, and U.S. Citizenship and Immigration Services (USCIS), along with USCG, the US-
VISIT program within NPPD, and other organizational elements execute these responsibilities.
Strengthening and effectively administering immigration services and adjudicative decisions—
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whether they include determinations of eligibility, admissibility, or removability—requires
collaborative efforts by all partners.

DHS, through USCIS, provides immigration and naturalization benefits, as well as asylum and
other services to immigrants. The Citizenship and Immigration Services Ombudsman in DHS
headquarters works to improve the delivery of immigration and citizenship services and assists
the public in resolving difficult cases.

USCIS plays the principal role in adjudicating immigrant and nonimmigrant visa petitions,
applications for adjustment of status, and requests for extensions of stay for tourists, students,
business visitors, and other visitors. In addition, USCIS adjudicates applications for asylum and
refugee status, petitions for intercountry adoption, and administers immigration benefits for other
vulnerable populations such as victims of human trafficking, violent crimes, armed conflict,
environmental disaster, and domestic violence. Effective administration of the immigration
system depends on ensuring that immigration decisions are fair, lawful, and sound. In addition,
the Department works with communities, other Federal departments and agencies, and
nongovernmental organizations to promote the integration of lawful immigrants into American
society. USCIS works with the Departments of Health and Human Services, Labor, State, and
Housing and Urban Development on issues with overlapping jurisdiction.

Preventing Unlawful limmigration

In addition to administering the immigration system, DHS plays the lead role in preventing
unlawful immigration. These activities include DHS’s efforts to effectively secure U.S. air, land,
and sea borders (discussed above), while removing foreign nationals who pose national security-
related and other threats to the United States, or who are otherwise in the United States illegally.

ICE, working with USCIS and CBP, also plays a key role in preventing unlawful immigration
through its investigative, intelligence, deterrence, and enforcement functions. But because
barriers, screening, and enforcement operations alone cannot completely stop illegal
immigration, systematic efforts to reduce the jobs magnet are necessary. Employers continue to
hire workers who are not authorized to work—some knowingly and others unknowingly—-
because workers present fraudulent documents. Recent technological advances have improved
identification of fraudulent documents and provide employers with tools to verify the work
authorization status of newly hired employees.

DHS works to reduce demand for illegal immigrants by conducting inspections, audits, and
investigations of employers who hire illegal immigrants and administers tools such as E-Verify
and the Systematic Alien Verification for Entitlements (SAVE) system to facilitate compliance
with immigration laws. The Department also works to eliminate systemic vulnerabilities by
combating fraudulent applications for immigration services and by investigating fraudulent use
of immigration documents to obtain other benefits or government services.

DHS works to prevent illegal entry by partnering with the Department of State both domestically
and overseas to ensure that visas to enter the United States are not granted to foreign nationals
who pose a threat to public safety or national security. These efforts complement U.S. border
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security efforts that prevent illegal entry both at and between ports of entry, described in the
above section. DHS also works closely with the Departments of Justice and State as well as
foreign governments and nongovernmental partner entities to share information used to combat
alien smuggling and human trafficking.

Finally, ICE administers the detention and removal system by which foreign nationals found to
be national security or public safety threats, criminals, or otherwise unlawfully present in the
United States are arrested, detained, and removed from the United States. The Department
works with the Department of Justice to ensure timely hearing of immigration cases and appeals,
and with the JTTF with respect to foreign nationals who pose a national security threat.

Although immigration enforcement is constitutionally vested with the Federal government, DHS
partners with State, local, tribal, and territorial law enforcement officers through the Secure
Communities program to assist in identifying criminal foreign nationals and foreign nationals
posing national security threats who are incarcerated. In addition, under the INA’s Section
287(g) program, State, local, tribal, and territorial law enforcement agencies are granted limited
authority, under Federal supervision and monitoring, to enforce Federal immigration {aws,

Initiatives and Enhancements

The QHSR and BUR analyses make clear that achieving success in enforcing and administering
our immigration laws will demand enhanced policies, targeted enforcement, and improved
management of the system. Comprehensive legislative reform remains a fundamental necessity.
We must continue to move beyond a paper-based application process and seek ways to
standardize services, policies, and implementation throughout the system. Our ability to quickly
analyze information, identify high-risk cases, and focus on fraud and national security concerns
must continue to improve. We must continue to improve E-verify and find ways to promote and
incentivize voluntary employer compliance. We must address fundamental issues related to our
detention and removal efforts and build the detention system commensurate with the risk.
Finally, new Americans need greater opportunities to become full members of their
communities.

Based on DHS’ responsibilities in this area, DHS will pursue comprehensive immigration
reform, improve DHS immigration services processes, focus on fraud detection and national
security vetting, target egregious employers who knowingly exploit illegal workers, dismantle
human smuggling organizations, improve the detention and removal process and emphasize
Secure Communities and efforts to identify and deport criminal aliens, ensure the integration of
our newest Americans so that they become fully vested members of our Nation, and build and
maintain a mode! detention system.

o Comprehensive immigration reform. Effective enforcement and administration of our
immigration laws can best be built on comprehensive legislative reform that: (1) bolsters
border security and interior enforcement; (2) mandates a nationwide employment
verification program to stem the demand for illegal immigration and hold employers
accountable for hiring unauthorized workers; (3) provides a mechanism to help clear
family and employment visa backlogs; (4) recasts the legal migration provisions to better
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match the needs of the twenty-first century, for both high-skill and low-skill workers; and
(5) carefully crafts a tough but fair program under which illegal immigrants will register,
record biometrics, pass a criminal background check, pay any back taxes, pay a fine,
learn English, and in return, be allowed to remain legally in the country and earn the
opportunity for lawful permanent residence. Working closely with interagency partners
and Congress, and in ongoing dialogue with external stakeholders from across the
country, DHS will continue to develop and advance comprehensive immigration reform
legislation.

Improve DHS immigration services processes. Effective administration of the
immigration system depends on fair, user-friendly processes and the identification and
correction of vulnerabilities in real time. DHS will expedite the transformation of the
immigration services system from a paper-based to an electronic-based application
process. The Department will also ensure the standardization of immigration services
policies and implementation across regions, offices, and agencies where applicable. DHS
will also explore restructuring funding for USCIS to address variability in demand,

Focus on fraud detection and national seeurity vetting. DHS immigration authorities are
powerful tools used against terrorists and other foreign nationals posing national security
threats. DHS will improve its ability to analyze information, especially in identifying
high risk cases, to better address fraud and national security concerns, DHS wil]
strategically prioritize and manage investigations of interior immigration violations and
visa overstays to target and remove criminal aliens and foreign nationals who pose a
threat to national security, and increase intelligence relating to analysis of entry, exit, and
stay information.

Target egregious employers who knowingly exploit illegal workers. Preventing unlawful
immigration depends in part on reducing the demand for illegal labor. DHS will seek
legislative authority to increase civil and criminal penalties for employers who knowingly
ermploy illegal aliens. Enhancing and expanding the E-Verify system is a critical
component of ensuring a legal workforce. Additional work is underway to improve the
accuracy of the system, combat identity fraud, address employer misuse, ensure that
employees understand their rights, and allow employees fo correct government records.
While implementing E-Verify improvements and enhancing efforts to promote voluntary
employer compliance, DHS will focus worksite enforcement on egregious employers
who knowingly exploit illegal labor and critical infrastructure sites.

Dismantle human smuggling organizations. 1llegal immigration is facilitated by
transnational criminal organizations that smuggle aliens internationally, across U.S,
borders and within the interior of the country. DHS will enhance efforts to conduct
investigations to dismantle these criminal organizations and will work with the
Department of Justice to ensure successful prosecution of their leadership and forfeiture
of their profits and other non-monetary assets or infrastructure, DHS will also work with
the Department of Health and Human Services and other partners to implement best
practices for processing undocumented, unaccompanied alien children who present
themselves at the border.
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Improve the detention and removal process. As described above, DHS administers the
detention and removal process through ICE in partnership with the Department of Justice.
To improve the efficiency of this process, particularly as applied fo criminal and other
dangerous foreign nationals, DHS will increase non-investigatory law enforcement
staffing for detention and removal operations to focus law enforcement on criminal
investigations. DHS will continue to institutionalize the Secure Communities program {o
ensure enforcement resources are targeted based on risk, ensuring that criminal aliens are
identified and processed efficiently for removal. DHS will also expand the Criminal
Alien Program (CAP) at State, local, tribal, and territorial detention facilities to increase
the number of criminal aliens who have removal orders by the time they complete their
criminal sentence, removing the burden in detaining these aliens beyond their criminal
sentences while awaiting removal orders. DHS will also seek to strengthen staffing at
existing CAP sites, equip additional sites, and will work with DOJ to ensure that State,
local, tribal, and territorial receipt of Federal detention funding is tied to participation in
the Secure Communities (also known as a Comprehensive Plan to identify and Remove
Criminal Aliens (CIRCA}) and CAP programs.

Work with new Americans so that they fully transition to the rights and responsibilities of

citizenship. Effective integration of lawful immigrants supports an America where all
individuals are secure in their rights, can exercise their civil liberties, and have
opportunities to become full participants in their communities, Promoting integration
also fosters a resilient public resistant to the enticements of extremism. DHS, with our
interagency partners and stakeholders, will develop strategies that help new citizens
integrate and assist eligible immigrants with naturalization. This includes core programs
already underway in the public and nonprofit sectors, such as those provided by the
Departments of Education and Health and Human Services. DHS will also increase its
efforts to encourage legal permanent residents to become naturalized American citizens.

Maintain a model detention system commensurate with visk. DHS will operate its
detention system to ensure that the level of detention is commensurate with the risk posed
by the detainees in its custody. Together with its partners and stakeholders, DHS will
revise national standards for detainee care and treatment, inchuding the treatment of
families, minors, and those needing continuing medical treatment, ensure that detention
facilities housing immigration detainees meet or exceed these standards, and cancel the
contracts at facilities that receive deficient ratings. DHS will also take other steps in the
near and long term to materially improve the immigration detention system. Those steps
include: reducing the number of facilities DHS uses, issuing requests for proposals for
new facilities commensurate with the risk posed by detainees, developing a detainee
locator system o maximize communication between detainees and their families,
strengthening the system that monitors the conditions within detention facilities, and
cnsuring the detainee health care system provides detainees with adequate and timely
access to necessary care. DHS will also support increased funding for Alternatives to
Detention (ATD).
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D. Safeguarding and Securing Cyberspace
Current Authorities

As noted above, pursuant to the Homeland Security Act of 2002, the Secretary of Homeland
Security is responsible for coordinating overall efforts to manage risk to critical infrastructure
and key resources, including enhancing non-Federal cybersecurity. Homeland Security
Presidential Directive 23, Cybersecurity Policy, provides that the Secretary shall lead the
national effort to protect, defend, and reduce vulnerabilities of Federal systems (excluding
civilian national security systems), and shall provide consolidated intrusion detection, incident
analysis, and cyber response capabilities to protect Federal agencies’ external access points. The
May 2009 Cyberspace Policy Review outlined specific cybersecurity responsibilities to DHS.
Additionally, the U.S. Secret Service is authorized by law to prevent, detect, and investigate
electronic financial crimes, working closely with state and local law enforcement. The support
for the Department’s cybersecurity efforts is also embedded in the missions of Intelligence and
Analysis, Science and Technology, and other offices and components.

Overview of the DHS Role

Cyber infrastructure forms the backbone of the Nation’s economy and connects every aspect of
our way of life. While the cyber environment offers the potential for rapid technological
advancement and economic growth, a range of malicious actors seek to exploit cyberspace for
dangerous or harmful purposes, disrupt communications or other services, and attack the
Nation’s infrastructure through cyberspace. We must secure the system of networks and
information while promoting economic growth, protecting privacy, and sustaining civil rights
and civil liberties.

Creating a Safe, Secure. and Resilient Cyber Environment

DHS leads the national effort to protect civilian government computer systems, in cooperation
with the Office of Management and Budget (OMB) and the National Institute of Standards and
Technology (NIST). DHS also works with industry to defend privately-owned and operated
critical infrastructure and with State, local, tribal, and territorial governments to secure their
systems.

To protect against current threats, DHS has the primary responsibility for working with civilian
agencies and cyber centers across the Federal government, with State, local, tribal, and territorial
governments, and with the private sector, to share information and collaborate to enable
understanding of the threat, provide indications and warnings, and create common situational
awareness utilizing and strengthening the public private partnership model established under the
National Infrastructure Protection Plan. DHS collects and analyzes a wide variety of
information regarding current and emerging cybersecurity threats and threat actors, and
disseminates products to help improve the defensive posture of Federal agencies. DHS operates
the National Cybersecurity and Communications Integration Center, which receives and analyzes
reports of cyber incidents on Federal agency networks and provides warnings to Federal
agencies, State, local, tribal, and territorial governments, and critical infrastructure owners and

23

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000241 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

58402.206



VerDate Nov 24 2008

238

operators. DHS also operates the National Cyber Security Center, which promotes coordination
and common situational awareness across Federal cybersecurity operations centers. Working
through the councils of the National Infrastructure Protection Plan’s Sector Partnership, other
Critical Infrastructure Partnerships and their unified public-private Information Sharing
Environment, DHS, other Federal agencies, and State, local, tribal, and territorial governments,
collaborate and share cybersecurity information with critical infrastructure owners and operators,
to enhance understanding of the threat, situational awareness, prevention, and incident response.
DHS also maintains an area of focus on the security of contro! systems, which manage the basic
functions of significant elements of our infrastructure, in order to further resilience.

Similarly, DHS has the responsibility to support cyber risk management and reduction in the
Federal civilian (excluding civilian national security systems) and State, local, tribal, and
territorial government domains as well as in the private sector, to support their efforts to protect
information systems, networks, personal and sensitive data, and to make systems and networks
more resilient. Through the Trusted Internet Connection, EINSTEIN, and other programs, DHS
is strengthening the defenses of Federal agency networks and enhancing protection of privacy by
reducing their exposure to attacks, setting standards for security and network operations centers,
and deploying intrusion sensors to detect and prevent attacks. In cooperation with the
Department of Commerce and OMB, DHS develops and issues advisories and best practices to
Federal agencies, helping to ensure that known vulnerabilities are addressed quickly and that
preparations are made to mitigate emerging threats. Going forward, DHS will continue to
support Federal civilian agencies and the private sector in meeting national and homeland
security-related cybersecurity requirements—derived from standards, policy, and an
understanding of the threat and necessary responses.

DHS is responsible for creating and maintaining a robust public-private cyber incident response
capability to manage cyber incidents from identification to resolution in a rapid and replicable
manner with prompt and appropriate action. DHS is responsible for coordinating effective
response by Federal civilian agencies—as well as military and intelligence agencies as
appropriate—and where necessary, directing appropriate mitigation; DHS also supports and
coordinates with the private sector to enhance its response. To serve many of these purposes,
DHS maintains the United States Computer Emergency Readiness Team (US-CERT), which is
charged with providing response support and defense against cyber intrusions and attacks for
Federal civilian networks (excluding civilian national security systems) as well as information
sharing and collaboration with State, local, tribal, and territorial governments, industry, and
international partners. US-CERT interacts with Federal agencies, industry, the research
community, State, local, tribal, and territorial governments, and others to disseminate reasoned
and actionable cybersecurity information to the public. US-CERT also provides a way for
citizens, businesses, and other institutions to communicate and coordinate directly with the
United States government about cybersecurity. DHS works closely with civilian, military, law
enforcement, and intelligence agencies to ensure an integrated and holistic response.

DHS shares responsibility with other government agencies to prevent cyber crime and other
malicious uses of cyberspace, by disrupting criminal organizations and other bad actors engaged
in high-consequence or wide-scale cyber crime. DHS law enforcement components—
particularly USSS and ICE—play key roles in investigating, disrupting, and deterring homeland
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security-related cyber crime, specifically, high-consequence or wide-scale crimes committed in
cyberspace or against cyber networks, particularly in the financial, child exploitation, and
intellectual property arenas, respectively, working closely with other Federal agencies and State,
local, tribal, territorial, and international partners to disrupt criminal activity affecting U.S.
assets. USSS has established a network of 29 domestic and international Electronic Crimes Task
Forces (ECTF) to combine the resources of academia, the private sector, and Federal, State,
local, tribal, and territorial law enforcement agencies to combat computer-based threats to U.S.
financial systems and critical infrastructure—a capability that has allowed ECTFs to identify and
address potential cyber vulnerabilities before criminals exploit them. ICE’s Cyber Crimes
Center investigates cyber crimes involving cross-border criminal activity, including child
exploitation, identity, document, and benefit fraud, thefts of intellectual property, money
laundering, commercial fraud, counterproliferation, and other cross-border criminal schemes.

In its efforts to promote cybersecurity, DHS benefits from the work of its Privacy Office and its
Office for Civil Rights and Civil Liberties. For example, the Privacy Office has conducted, and
made available to the public, reviews of the EINSTEIN program. Likewise, the Privacy Office
has conducted a classified Privacy Impact Assessment of the exercise involving enhanced
capabilities for the EINSTEIN program and information-sharing with the National Security
Agency, and has made available to the public an unclassified version of that assessment in
furtherance of the DHS commitment to transparency. Through the continuing work of these
offices, DHS will ensure that the initiatives it undertakes to promote cybersecurity will protect
privacy, civil rights, and civil liberties.

Promoting Cybersecurity Knowledge and Innovation

To protect against future threats, and to create a more secure cyber “ecosystem,” DHS works
broadly to raise awareness, build knowledge, drive innovation, and create the technical and
governance foundation of stronger network security. DHS will also lead the Administration’s
National Cybersecurity Public Awareness Campaign, and is working with other Federal
departments and agencies to build the cyber workforce of the future.

DHS plays a key role in supporting innovation by sponsoring technical and other research in the
public and private sectors. Perhaps most important, as part of DHS’ responsibility to enhance
the protection of critical infrastructure, including the government, DHS is driving efforts to make
the cyber ecosystem more secure by building standards and governance solutions that meet
national and homeland security requirements. This includes automation of security to facilitate
real-time response, interoperability to support security cooperation across sectors, and privacy-
enhancing authentication so we can effectively protect our systems.

DHS, in partnership with the private sector, State, local, tribal, and territorial governments, and
Federal agencies such as the Departments of Defense and Commerce, also encourages the
enhancement of the security and integrity of the hardware, software, services, and architecture
that will constitute a fundamentally more secure cyber ecosystem. DHS also supports research
and development of emerging cybersecurity products and processes, working closely with
industry and academia to bring promising new technology and techniques to increase the
Nation’s cybersecurity.
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Initiatives and Enhancements

Given DHS’s broad responsibility for Federal civilian (excluding civilian national security
systems) and private sector networks and the priorities outlined in the QHSR, DHS’s
cybersecurity activities must be consolidated, coordinated, and strong. The line between
physical and cyber critical infrastructure continues to blur, creating synergies across these
activities that must be accounted for when considering our organizational and operational
posture. Cybersecurity authorities across the Federal government have in many cases adapted
well to a more networked world, but work remains to ensure clear lines of authority and mission.
Adversaries continue to shift and refine tactics to penetrate our networks, placing high demand
on our ability to anticipate, attribute, and prosecute cyber threats. Finally, though much progress
has been made, efforts to maintain strong public awareness of the latest tactics and techniques
and the optimal means of thwarting them must be continuously honed and improved.

For these reasons, DHS will undertake the following initiatives and enhancements to strengthen
the Department’s capabilities in cybersecurity—including creating a cybersecurity and
infrastructure resilience operational component within DHS, strengthening DHS authorities and
capabilities to protect cyber networks, increasing DHS cyber predictive, investigative, and
forensic capabilities, and promoting cybersecurity public awareness.

e Increase the focus and integration of DHS'’s operational cybersecurity and infrastructure
resilience activities. DHS has substantial operational cyber security responsibilities,
which are inextricably intertwined with its responsibilities to manage all hazards risk to
critical infrastructure. DHS typically manages its operational responsibilities through
operating components. However, the majority of DHS’s operational activities relating to
cyber security and infrastructure protection and resilicnce are currently administered by
the NPPD, which is designated as a DHS headquarters element. DHS will focus NPPD’s
activities on operations and more closely align cyber and critical infrastructure protection
and resilience efforts, in cooperation with the private sector, to secure cyber networks and
make critical infrastructure resilient. DHS will examine ways to clarify NPPD’s
increasingly operational role as opposed to other elements of the DHS headquarters, as
well as NPPD)'s functions not related to cybersecurity or infrastructure protection and
resilience.

o Strengthen DHS ability to protect cyber networks. DHS is responsible for the protection
of Federal networks (the .gov domain}, excluding civilian national security systems,
However, further efforts are needed to effectively fulfill this responsibility. To this end,
DHS will increase its cybersecurity activities for Federal civilian networks (excluding
civilian national security systems) to ensure that national cybersecurity requirements are
met, as well as additional resources to develop the capabilities necessary to effectively
implement those authorities in close collaboration with other departments and agencies.
In order to keep pace with emerging threats and new technologies, DHS will also seek to
use new models for developing, acquiring, and disseminating cybersecurity technology,
including technology leasing arrangements, technical service agreements, and
development of secondary markets for cybersecurity technology among State, local,
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tribal, and territorial governments. Finally, DHS" effort to “design-in” greater resilience
for critical infrastructure to ensure national security requirements are met will include a
cybersecurity focus.

s Increase DHS predictive, investigative, and forensic capabilities for cyber intrusions and
attacks. The ability to predict the emergence of new cyber threats will help mitigate the
effects of such threats. Likewise, the ability to determine the source of a cyber attack,
intrusion, or disruption both increases the likelihood of a successful prosecution of the
attacker and creates a powerful deterrent effect against both state and non-state actors.
To that end, DHS will build a new predictive analytic capability that will work closely
with the law enforcement and intelligence communities and the private sector to improve
the identification of cyber adversaries, establish and advance deterrence strategies, and
promote a more accurate understanding of emerging cyber threats. To meet these goals,
DHS will enhance its efforts to recruit and develop an expanded cyber intelligence and
analysis team. DHS will also expand and prioritize investigative activities targeted at
high-consequence or wide-scale cyber attacks, intrusions, and disruptions, and associated
transborder cybersecurity-related crime, in cooperation with other law enforcement
agencies through the National Cyber Investigative Joint Task Force. DHS will establish
reliable mechanisms to categorize, store, and retrieve relevant cyber information from
DHS databases, consistent with protection of privacy, civil rights, and civil liberties.
Finally, DHS will develop and implement a robust process to share finished cyber
intelligence products and other information in a timely fashion within DHS and with our
Federal, State, local, tribal, territorial, and private scctor partners.

»  Promote cybersecurity public awareness. As the President’s Cyberspace Policy Review
found, people cannot value security without first understanding how much is at risk.
Therefore, DHS will enhance its own cybersecurity awareness program and continue to
lead the national cybersecurity public awareness campaign aimed at individual users of
the Internet, as part of the Administration’s National Initiative for Cybersecurity
Education. This campaign will empower and support citizens and organizations to use
the Internet securely and safely, protecting themselves and the cyber infrastructure.

E. Ensuring Resilience to Disasters
Current Authorities

DHS’s role in ensuring resilience to disasters is shaped primarily by the Robert T. Stafford
Disaster Relief and Emergency Assistance Act (Stafford Act), the Post Katrina Emergency
Management Reform Act (PKEMRA), and other Executive Orders and Congressional mandates.
The Homeland Security Act of 2002 identifies as primary mission of the Department the
responsibility to act as a focal point regarding natural and manmade crises and emergency
planning. Under Title V of the Homeland Security Act, as amended by PKEMRA, the Secretary
of Homeland Security, through the FEMA Administrator, is responsible for leading the Nation’s
efforts to prepare for, protect against, respond to, recover from, and mitigate against the risk of
natural disasters, acts of terrorism, and other man-made disasters, including catastrophic
incidents. The Stafford Act is the Nation’s primary authority for all-hazards emergency
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management; the FEMA Administrator exercises a variety of authorities under the Stafford Act
on behalf of the President and the Secretary of Homeland Security. Homeland Security
Presidential Directives 5, 8, and 20 make the Secretary of Homeland Security responsible for
domestic incident management and national preparedness, and national continuity operations and
activities, respectively; these functions are largely carried out by FEMA. Statutes such as the
National Flood Insurance Act of 1968, the Earthquake Hazards Reduction Act of 1977, and the
National Dam Safety Program Act vest FEMA with significant hazard mitigation authorities.
The Implementing the Recommendations of the 9/11 Commission Act of 2007 codify several of
the Department’s preparedness grant programs. The Federal Fire Prevention and Control Act of
1974 vests FEMA with a variety of fire prevention, preparedness, and response authorities.
Further, the Ports and Waterway Safety Act of 1972, amended by the Port and Tanker Safety Act
of 1978, authorizes the USCG to establish requirements for vessels and other port safety
controls, to minimize threats to the safety and security of U.S. citizens, facilities, vessels,
national assets, and the environment. The Comprehensive Environmental Response,
Compensation, and Liability Act, the Superfund Act, and the Oil Pollution Act of 1990 establish
broad Federal authority to respond to releases or substantial threats of releases of oil and
hazardous substances; these authorities are executed by the U.S. Coast Guard in conjunction with
the Environmental Protection Agency.

Overview of the DHS Role

Ensuring domestic resilience to disasters is grounded in the four fundamental elements of
emergency management: mitigating hazards, increasing our Nation’s preparedness, effectively
responding to emergencies, and supporting community recovery. The QHSR also highlighted
the overarching importance of resilience to the Nation’s ability to withstand and recover from
disasters. To that end, DHS will foster an approach to disaster management nationally that is
built upon a foundation of proactive engagement at the community level that builds community
resilience and supports local emergency management needs.

During domestic disasters, the Department’s role, largely executed through FEMA, is principally
one of coordinator, working closely with our State, local, tribal, and territorial partners, as well
as nongovernmental organizations and the private sector, to enhance preparedness, build and
sustain capabilitics, and act as an aggregator of resources from across the Federal government.
DHS, through FEMA, also has specific direct responsibilities, including disaster response and
field coordination, disaster logistics, individual and public assistance programs, as well as the
lead coordinating role for national continuity programs. DHS maintains significant first
responder and coordination capabilities for disasters in the maritime domain through USCG with
its broad Captain of the Port authority and role as Federal Maritime Security Coordinator and
Federal On-Scene Coordinator in the coastal zone. USCG provides multi-mission surface, air,
and shore assets that take action to save lives, minimize damage, and protect the environment.
DHS, through the National Protection and Programs Directorate, also ensures the resilience of
critical infrastructure to disasters.
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Mitigating Hazards

DHS is uniquely positioned not only to support communities during a disaster, but also enable
State, focal, regional, tribal, and territorial partners to take steps that will decrease risk and
mitigate future hazards before a disaster strikes. DHS works closely with our local and regional
partners to identify hazards, assess vulnerabilities, and develop strategies to manage the risks
associated with natural and man-made hazards. The Department works to reduce risk to life and
property through encouraging land use controls and adoption of building codes, while also
applying engineering and planning practices in conjunction with advanced technology tools. A
primary area of focus is reducing flood loss and damage, by ensuring that communities across
the country have access to affordable flood insurance while also encouraging communities to
adopt and enforce floodplain management regulations that mitigate the effects of flooding. DHS
also enhances structural resilience through interrelated stewardship and safety responsibilities,
particularly in the maritime sector.

Enhancing Preparedness

Increasing preparedness is a key responsibility of DHS. This responsibility includes working
collaboratively to increase the preparedness of our State, local, regional, tribal, and territorial
partners, as well as nongovernmental organizations, the private sector, and the general public.
DHS has responsibility for crafting a national preparedness goal and system and building
preparedness capabilities through planning, training, safety and security standards, technical
assistance, exercises and credentialing for homeland security partners and stakeholders at all
levels of government and industry. The primary vehicle for enhancing preparedness at the State,
local, regional, tribal, and territorial level are grant programs—notably the State Homeland
Security Grant Program and Urban Areas Security Initiative—which along with other grant
programs collectively provide almost $4 billion annually to State, local, regional, tribal, and
territorial governments. The Department is also the lead in providing guidance and resources to
aid in building preparedness at the local and regional level by encouraging individuals and
families, the private sector and community-based organizations to reduce vulnerabilities and
improve their capacity to withstand disasters through planning, readiness, and capacity-building
activities. To this end, DHS works closely with local and regional officials and first responders
encouraging public preparedness activities and awareness campaigns, and works with a number
of national networks of community based preparedness teams. Federally-administered training
programs—such as FEMA’s National Domestic Preparedness Consortium, Emergency
Management Institute, and Center for Domestic Preparedness—also play a critical role in
developing the knowledge, skills, and abilities of stakeholders in the private sector and at all
levels of government. DHS. through USCG, establishes and enforces safety and security
regulations on mariners, vessels, and maritime facilities to ensure all-hazard preparedness.
Finally, DHS improves catastrophic preparedness through the establishment of shared
preparedness and response objectives and planning for responding to extreme events.

Ensuring Effective Disaster Response

DHS, primarily through FEMA, acts as the Federal coordinator during disaster response,
supporting State, local, regional, tribal, and territorial governments while working closely with
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nongovernmental organizations and the private sector to help leverage the resources that they can
bring to bear. This coordination ensures that our Nation’s emergency response is functioning in
a comprehensive, unified manner. To meet disaster response requirements, FEMA maintains
Incident Management Assistance Teams, the National Urban Search and Rescue Response
System, Mobile Emergency Response Support Detachments, the National Response
Coordination Center and a network of Regional Response Coordination Centers, disaster
emergency and interoperable communications capabilities, a robust disaster logistics capability,
and recovery programs to provide public assistance and individual assistance to affected citizens.
DHS, through FEMA, also disseminates emergency alert information during an emergency
through the Integrated Public Alert and Warning System (IPAWS) which is designed to provide
a multi-faceted dissemination mechanism for alerts beyond traditional audio-only and television
warnings. The IPAWS program leverages technological advancements in how messages can be
disseminated as well as how, and on what types of devices, they can be received in the event of
an emergency. Through USCG, DHS also maintains robust multi-mission first responder assets
capable of saving lives, protecting property and the environment, and responding to all-hazards
disasters within the maritime domain. USCG, together with the Environmental Protection
Agency, coordinates the response to Spills of National Significance under the National
Contingency Plan for oil and other hazardous materials spills in navigable waterways.

Supporting Community Recovery

DHS plays a key role in facilitating community recovery following a disaster. Through FEMA’s
Public Assistance and Individual Assistance programs, DHS is able to support eligible
reconstruction projects and provide eligible disaster survivors with financial support as they
begin the road to recovery. In conjunction with the Small Business Administration and the
Departments of Housing and Urban Development, Agriculture, and other Federal agencies, the
Department also provides State, local, tribal, and territorial governments with access to subject
matter experts to assist local governments with planning and coordinating the rebuilding efforts.
In addition, FEMA serves in a key role to ensure government-wide continuity of operations in
the event of a disaster. USCG *first responder” assets quickly become recovery platforms
following a maritime disaster and play critical roles in restoring the Maritime Transportation
System and the flow of commerce through our ports and waterways. USCG and CBP have
substantial responsibilities for facilitating the restoration of trade following a major disruption
due to disaster.

The devastating effects of recent disasters have highlighted the need to reform our national
approach to long-term recovery. Communities devastated by a disaster, particularly large-scale
and catastrophic events such as Hurricane Katrina face complex and difficult challenges,
including restoring economic viability, rebuilding infrastructure and public services, and
establishing resilience against future hazards. To that end, in September 2009, the President
directed DHS and the Department of Housing and Urban Development (HUD) to co-chair an
interagency working group to strengthen long-term disaster recovery at the Federal, State, local,
tribal, and territorial levels. Following an extensive outreach effort with stakeholders across the
country, this effort will result in two documents in 2010: a National Disaster Recovery
Framework (NDRF) and a report to the President with specific recommendations to improve the
Nation’s capacity for effective long-term recovery. The NDRF, a companion document to the
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National Response Framework, will outline how community recovery is supported on a national
level. The report to the President will recommend improvements to the way in which
government at all levels, the private sector, non-profit organizations, communities, and
individuals prepare for and recover from a disaster. DHS’s efforts, through FEMA, will include
a particular focus on enhancing the delivery of recovery support functions for which FEMA is
directly responsible, such as funding for public infrastructure rebuilding.

Initiatives and Enhancements

The QHSR and BUR analyses show that DHS’s responsibilities in disaster resilience require
enhanced planning, management systems, resilience policies, and the promotion of individual,
family and community preparedness. Planning for catastrophic disasters must be more
coordinated and predicated on nationally agreed-upon, risk-based preparedness standards.
FEMA personnel must be developed to further enhance DHS's ability to lead in emergency
management. DHS must fead non-governmental sectors in setting infrastructure design
standards and get expanded authority to regulate high-risk assets. Finally, new mechanisms are
needed to enhance preparedness at the community, family, and individual levels.

Therefore, DHS will undertake the following initiatives and enhancements o enhance
catastrophic disaster preparedness, improve DHS’ ability to lead in emergency management,
explore opportunities with the private sector to “design-in” greater resilience for critical
infrastructure, and make individual and family preparedness and critical facility resilience
inherent in community preparedness.

e Enhance catastrophic disaster preparedness. Of particular importance to DHS is our
national preparedness for catastrophic events. National efforts to ensure resilience to
these events must focus on improving existing catastrophic preparedness. This requires
close collaboration with all partners to establish shared objectives and capability
standards at the Federal, State, local, regional, tribal, territorial, nongovernmental, and
private sector levels. We must engage and integrate the public as part of the solution to
achieving greater overall catastrophic preparedness. Planning assumptions must address
risk-based worst case scenarios (maximums of maximums) with resource thresholds that
are intended to challenge preparedness at all levels of government. These scenarios will
enable planners to seek innovative, non-traditional solutions to catastrophic events.
Partnerships in planning for these events will also extend beyond the traditional
coalitions, that involve Federal, State, local, regional, tribal, territorial, community
planners, the private sector, and nonprofit organizations. Plans will be supported by
training, technical assistance and grants, and ultimately be validated through robust
exercises designed to overload the system so additional capability shortfalls can be
identified and addressed.

o Improve DHS' ability to lead in emergency management. To improve overall
effectiveness in emergency management, FEMA will create a new strategic approach to
developing the agency’s current workforce, recruiting and hiring the best talent available
and strengthening skill sets across the workforce in support of FEMA’s core
responsibilities. DHS will create a career path for employees with emergency
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management responsibilities, including headquarters positions, field deployments, and
mobility assignments, and implement both paid and unpaid internship programs to
develop future emergency managers. FEMA will implement personne! exchanges
between headquarters and regional offices to enhance employee understanding of
headquarters and regional perspectives, as well as personnel exchanges between FEMA
and State governments through the Intergovernmental Personnel Act. DHS will reassess,
refine, and clarify roles and responsibilities for emergency management through the
National Response Framework revision process, which will help streamline the delivery
of effective disaster response. DHS will also promote access to emergency management-
related information by homeland security partners and stakeholders, in order to promote a
shared understanding of how risks are prioritized and managed and inform resource
allocation decisions. Finally, DHS will align FLETC State, local, regional, tribal, and
territorial law enforcement with training through FEMA’s National Domestic
Preparedness Consortium, Emergency Management Institute, and Center for Domestic
Preparedness in order to harmonize curriculums and take advantage of complementary
learning experiences. DHS will also enhance coordination of existing fellowship
programs that receive DHS support o ensure coordination and maximize the
effectiveness and utility of those programs.

Explore opportunities with the private sector to “design-in"" greater resilience for critical
infrastructure. Our efforts to reduce vulnerabilities to critical infrastructure and key
resources must include not only physical protection measures but also inherent resilience.
1t is more efficient and more effective to build in resilience by design than to retrofit for
resilience once facilities and networks are developed. To that end, DHS will work with
nongovernmental organizations that set infrastructure design standards to establish
commonly-agreed standards for critical infrastructure resilience. DHS will build upon
the standards adoption authority provided under Title IX of the Implementing the 9/11
Recommendations Act of 2007, and will seek to incorporate design standards for critical
infrastructure resilience into Federally-administered insurance and re-insurance
programs. DHS will also examine the need to set security requirements at high-risk
assets and in high-risk areas as appropriate, and to set standards for security practices in
critical infrastructure sectors as necessary. Finally, DHS will seek to obtain information
from the private sector with protections preventing such information from unnecessary
disclosure, in order to allow DHS to make determinations concerning risk.

Make individual and family preparedness and critical facility resilience inherent in
community preparedness. Preparedness and hazard vulnerability reduction must be
inherent in communities in the same way that protection and resilience must be built into
critical infrastructure by design. DHS will work with its Federal, State, local, tribal,
territorial, nongovernmental, and private sector partners to develop new mechanisms for
building in preparedness and hazard vuinerability reduction into urban planning,
community-provided education, and civic organizations.
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F. Complementary Department Responsibilities and Hybrid Capabilities

DHS also performs a number of services and functions that are complementary to its homeland
security mission responsibilities, including marine safety, stewardship, and environmental
protection and certain categories of law enforcement activities. These services and functions are
typically performed with hybrid capabilities—assets and resources capable of performing
multiple missions—which are a hallmark of homeland security. For example, the same assets
and personnel that patrol our borders, enforce our immigration laws, and respond to major oil
spills also enforce safety regulations, assist travelers, and safeguard natural resources. These
complementary activities are critical to fulfilling other national interests, and are often
intertwined with and mutually supporting of homeland security activities.

IV. Improving Department Management

As noted earlier, the integration of all or part of 22 different Federal departments and agencies
into a unified, integrated Department of Homeland Security continues to represent a significant
public policy and management challenge. In its seven years of existence, DHS has taken
significant steps to create a unified and integrated Department, and the bottom-up review process
has provided a unique opportunity to examine and improve the way the Department runs itself.

The DHS Efficiency Review

To unify the Department, the Secretary launched a major initiative to foster a culture of
responsibility and fiscal discipline, cut costs, and streamline operations through a series of
measures that are expected to lead to significant cost avoidances. Since its launch in March
2009, the DHS Efficiency Review program has implemented nearly two dozen separate
initiatives to achieve these aims while also promoting greater accountability, transparency, and
customer satisfaction. The Efficiency Review has led to improvements in how the Department
manages its resources in several areas, including its physical assets and support of its workforce,
as well as the day-to-day expenditures required to do business. As part of the Efficiency Review
and through other channels, DHS has also made improvements in how it supports its workforce.
An expanded discussion of Efficiency Review initiatives is set forth at Annex C to this report.

A DHS International Engagement Framework

The flow of people and goods around the world and across U.S. borders can advance America’s
interests, but can also create security challenges that are increasingly borderless and
unconventional. Within this environment, DHS has a core responsibility to ensure the safety,
security, and resiliency of the United States and the global trade and travel systems upon which
our Nation relies.

In order to fulfill its full range of missions, DHS must build on U.S. international partnerships to
enhance our ability to identify vulnerabilities and to understand, investigate, and interdict threats
at the earliest possible point, ideally before they become manifest, reach our shores, or disrupt
the critical networks on which we depend. To that end, DHS will be developing a strategic
framework for DHS international engagement to provide common policy objectives and
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priorities across the Department. The framework will prioritize the Department’s engagement,
activities, and footprint abroad, and advance DHS’s ability to meet future challenges around the
world. This international framework will be consistent with the broad range of U.S. Government
international priorities and in consultation and coordination with the Department of State and the
U.S. Chiefs of Mission in foreign countries.

The DHS international engagement framework will focus on the following areas of emphasis:

» Increased cooperation with international partners to identify, prevent, deter, investigate, and
disrupt threats, and manage homeland security risks through dynamic information and
knowledge sharing and cooperation in joint operations;

» Enhanced collaboration with international partners to develop norms, standards, and
regulatory environments that enhance international security activities relating to homeland
security, including aviation security, maritime security, and global supply chain security;

» Enhanced collaboration with international partners in technology development and
evaluation for homeland security applications; and

s Increased capacity building, training, and technical assistance in partnership with the
Departments of State and Defense to strengthen weak links in the global systems that move
people and goods.

Initiatives and Enhancements

The QHSR statute required an assessment of the organizational alignment of the Department
with the national homeland security strategy and homeland security missions set forth in the
QHSR Report. The BUR included this assessment. The assessment showed that six years since
its establishment as a Federal department, there remain critical opportunities to enhance
integration across DHS, including operationally by ensuring clear delineation of headquarters
and operational components; aligning the multiple regional structures that exist across
operational components nationally; strengthening training and career paths through emphasis on
mobility and cross-disciplinary experiences; and enhancing management and functional
integration. Currently, the Secretary of Homeland Security cannot reorganize DHS in the
manner envisioned by the Homeland Security Act, thereby severely limiting her ability to
manage the department through a rapidly evolving security environment. Though much progress
has been made in adopting a risk management posture and culture across DHS, there remains
work to be done in carrying out a national risk assessment and further inculcating risk
management principles and priorities throughout all DHS activities. Lastly, the health and
resilience of DHS employees must remain an urgent management priority, as should the
conversion of contractor to government positions.

At the core of DHS operations are its seven operating components: U.S. Citizenship and

Immigration Services (USCIS); the U.S Coast Guard (USCG); U.S. Customs and Border
Protection (CBP); the Federal Emergency Management Agency (FEMA); U.S. Immigration and
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Customs Enforcement (ICE); U.S. Secret Service (USSS); and the Transportation Security
Administration (TSA).

To improve Department management, DHS proposes to restore the Secretary’s reorganization
authority for DHS headquarters, realign component regional configurations into a single DHS
regional structure, improve cross-Departmental management and functional integration,
strengthen DHS intelligence and counterintelligence capabilities, enhance the Department's risk
management capability, increase coordination within DHS through cross-Departmental training,
enhance the DHS workforce through more developed career paths, and increased diversity,
especially at senior levels, and reduce reliance on contractors.

o Seck restoration of the Secretary’s reorganization authority for DHS headquarters. At
its founding, DHS was authorized to conduct reorganizations of Department functions
upon 60 days notice to Congress, with the exception of USSS and USCG. Over time,
Congress has limited that authority to a point where today the Secretary is restricted from
using that authority at all. To provide the Secretary with the authority to realign the
Department’s headquarters to meet new threats and realize greater efficiencies, DHS will
request that Congress remove current restrictions on the Department’s ability to use its
authority under Section 872 of the Homeland Security Act of 2002 with respect to its
headquarters.

*  Realign component regional configurations into a single DHS regional structure. Each
of DHS’s seven current operating components use a different regional structure for
locating offices, allocating resources, and conducting operations and planning across the
United States. To streamline operations nationally, increase efficiencies, and enhance
cross-training and rotational assignments, DHS will align the seven separate regional
structures currently in use by the operating components to a single, nationwide regional
structure. DHS is currently examining the best mechanism for harmonizing and
integrating its regional structure, including any recommendations regarding legislative
authority necessary to effectuate such an alignment.

» Improve cross-Departmental management, policy, and functional integration. DHS’s
business chiefs (e.g. Chief Financial Officer, Chief Information Officer) conduct cross-
Department management and oversight as well as perform day-to-day service functions
for DHS headquarters directorates and offices. In order to improve cross-Department
management, DHS will examine the creation of a Headquarters Services Division within
the Management Directorate from the existing service functions of the business chiefs
that will provide day-to-day business support functions to DHS headquarters elements.
In order to increase cross-Departmental policy development and coordination, DHS will
also seek to elevate the position of Assistant Secretary for Policy to an Under Secretary.

To transform and increase the integration of Departmental management functions, DHS
is concentrating on seven specific initiatives: Enterprise Governance; a Balanced
Workforce Strategy; Transformation and Systems Consolidation (TASC); Headquarters
Consolidation and St. Elizabeth’s; Human Resources Information Technology; Data
Center Migration; and Homeland Security Presidential Directive 12 Implementation.
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These initiatives will help drive fransformation to a “One DHS” culture through cohesive
horizontal and vertical integration and management of Department-wide initiatives,
improve the transparency and functionality of critical management systems, increase
cybersecurity of our networks through consolidation of data centers, effectively manage
real estate in the National Capital Region, and create commeon identification procedures
within DHS. Full implementation of Homeland Security Presidential Directive 12,
including a single DHS identification card and common operating procedures and
protocols for employee and contractor access, will ensure a single secure identification
credential for all of DHS,

Strengthen internal DHS counterintelligence capabilities. It is imperative for DHS to
have an effective and coherent counterintelligence effort. DHS will enhance its
counterintelligence capabilities and posture through increased training and reporting, pre-
briefing and de-briefing of employees traveling abroad and recurrent vetting programs for
contractor personnel. DHS will also develop a cyber counterintelligence capability to
complement existing information assurance activities. In addition, DHS will address
structural impediments to improving the counterintelligence function within the
Department by integrating currently separated counterintelligence activities into a unified
counterintelligence program.

Enhance the Department's risk management capability. As the QHSR identified,
uitimately homeland security is about effectively managing the risks to the Nation,
Employing an integrated risk management framework, DHS will enhance its capability to
inform strategies, processes, and decisions to enhance security and to work in a unified
manner with its homeland security partners to manage risks. DHS will continue building
this framework and invest in the governance, policy, guidance, processes, tools, training,
and accountability necessary to manage risk. DHS will also continue to work to evaluate
all hazards risks to the Nation, identify improved strategies for managing risks, and
measure performance in terms of risk reduction.

Strengthen coordination within DHS through cross-Departmenial training and career
paths. DHS’s most valuable resource is its people. Thus, any effort to achieve a unified
DHS must focus on the men and women who work at DHS. DHS will strengthen
Department unity by developing DHS career paths that provide mobility within the
Department and span headquarters and operational components. DHS will also increase
the number of DHS component personnel on rotation in headquarters directorates and
offices, and the number of DHS headguarters personnel on rotation in components. As
part of interagency national security and homeland security professional development,
DHS will also explore interagency and intergovernmental rofational assignments with
Federal, State, focal, tribal, and territorial partners.

Enhance the DHS workforce. The Department’s health, wellness, and resilience
programs are critical to employee retention and performance. DHS has created programs
such as the DHS Together Employee Initiative and the Organizational Resilience
Initiative to ensure that Department employees have the tools and resources fo manage
the stresses inherent in these occupations. DHS also plans to implement Workplace
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Wellness programs, including employee resilience training, to address the needs of the
Department’s diverse workforce. DHS will create a standardized, metrics-driven health
program that supports the unique needs of our operational workforce, and frontline
medical programs that support operational missions staffed and supported with
appropriate training and equipment. DHS will also expand TSA’s Idea Factory across the
Department in order to harness the insights and innovations of the DHS workforce.

In addition, the Department will pursue greater diversity in its workforce, especially at
senior levels. Given our critical homeland security mission, DHS must focus on the
diversity of its workforce to reflect the people it serves. The Secretary recently appointed
a senior-level steering committee, chaired by the Deputy Secretary, to direct a multi-year
effort to promote diversity. DHS has initiated a coordinated employee recruitment
initiative to improve diversity of applicant pools. This approach will emphasize targeted
recruitment to increase the number of women, minorities, and veterans applying to work
throughout DHS and enterprise recruitment efforts for Senior Executive Service
positions. We will also deploy a Department-wide exit survey to provide more reliable
information about employee attrition and to understand how this impacts diversity in the
Department.

e Balance the DHS workforce by ensuring strong federal control of all DHS work and
reducing reliance on contractors. DHS is strongly committed to a full re-examination of
its workforce needs and its current reliance on contractors. In 2009, all DHS directorates,
components, and offices were directed to examine current contracts and develop initial
contractor conversion plans. Over the past year, the Department has been actively
converting contractor positions to government positions. DHS will continue to build on
these efforts at an even more aggressive pace to put in place the appropriate federal
workforce required to oversee and carry out its mission responsibilities.

V. Increasing Accountability

To enhance mission performance and improve Departmental management, DHS must increase
accountability across the organization. While accountability cuts across all aspects of the
organization’s operations, our initial focus will be to maximize the performance and resource
data we collect to inform strategic and risk-informed decision-making.

Data and Performance Management

Seven years of Departmental operation have led to significant gains in cross-Departmental
relationships, particularly at the operational level, but significant differences still remain. These
differences can hinder effective decision-making and accountability,

For many of its early years, DHS did not have mature strategic planning, resource allocation,
execution oversight, and reporting processes. The QHSR was a major milestone in the
Department’s strategic planning process; it has demonstrated both internally and externally the
value of strategic planning and that strategic planning is possible within the homeland security
mission space. The last few years have seen increased maturity in resource allocation and
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execution oversight, particularly acquisition oversight. The Department has also systematically
improved its financial management by building a strong internal controls process and focusing
attention on the elimination of material weaknesses in financial audits.

Congressional Accountability

As the 9/11 Commission noted in its report, “Congress needs to establish for the Department of
Homeland Security the kind of clear authority and responsibility that exist to enable ... the
Defense Department to deal with threats to national security.” Both the House and Senate
Appropriations committees have consolidated all DHS jurisdiction into a single subcommittee
within each chamber. Each chamber has also designated one authorization committee with
primary oversight over DHS. However, DHS has had 86 committees and subcommittees
exercising jurisdiction over the Department in each session of Congress since 2003. As a result,
to date in the 111" Congress, DHS has provided testimony in more than 200 hearings from more
than 280 Department witnesses. Over the past year, DHS provided approximately 5,227
Congressional briefings, formal and informal. A diagram of Congressional oversight of DHS in
the 110th Congress is attached as Annex F. Streamlining Congressional oversight of DHS would
allow the Department to focus its time and resources much more effectively on its critical
missions, while preserving a full degree of accountability to Congress.

Initiatives and Enhancements

The QHSR established a foundation that will permit more effective and targeted analysis of DHS
mission effectiveness. The QHSR legislation also required a review and assessment of the
effectiveness of the mechanisms of the Department for exccuting the process of turning the
requirements developed in the QHSR into an acquisition strategy and expenditure plan within the
Department. DHS conducted this analysis. DHS does not have a cormmon analytic framework
like that of the Department of Defense, which facilitates cross-Departmental planning and
capability development. DHS will establish a common framework to effectively identify and
assess alternatives and support decision-making at all levels. Additionally, the performance
metrics that flow from department-wide analysis must be a priority for further development and
refinement, both at the strategic and program levels. Lastly, though the Cost Analysis Division is
an important step in the department’s improved acquisition oversight, there remains a vital need
for independent cost assessments of major programs. These initiatives are intended to improve
the effectiveness of the mechanisms of the Department for executing the process of turning the
requirements developed in the QHSR into an acquisition strategy and expenditure plan within the
Department.

o [ncrease Analytic Capability and Capacity. Increasing the Department’s analytic
capability and capacity will help Department leadership better understand the
implications of major decisions and the costs of alternative actions. DHS will enhance its
strategic planning processes, resource allocation processes, risk analyses, net
assessments, modeling capabilities, statistical analyses, and data collection in order to
effectively project capability and capacity requirements for DHS missions and functions.
DHS will take steps to develop common analytic frameworks and assumptions for use in
cross-Departmental analysis. similar to the Department of Defense’s Analytic Agenda
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initiative. DHS will also reform its budget account structure to increase its ability to
compare like costs across components and offices. As these reforms take shape, DHS
will seek Congressional approval to conform its appropriations structure to this reformed
account structure.

o Improve Performance Measurement and Accountability. Along with increased analytic
capability and capacity, the Department must increase the quality of its performance
measures and link those measures to the mission outcomes articulated in the QHSR
Report. DHS has been actively working with the Government Accountability Office to
address shortfalls in its current program performance measures, and the QHSR strategic
framework provides the foundation upon which to base new strategic outcomes and
measures. To that end, the Department will adjust its program-level performance
measures, and introduce new strategic-level performance measures for cross-
Departmental missions and functions. DHS will also expand program evaluation during
and after program execution.

s Strengthen Acquisition Oversight. DHS has made significant improvements in
acquisition oversight in the last two years; however, the Department needs to continue to
strengthen this process. Numerous audits conducted by the Government Accountability
Office and DHS Inspector General have highlighted significant program cost growth and
the inadequacy of the cost estimating process across DHS. DHS has established a Cost
Analysis Division (CAD) in the Office of the Chief Procurement Officer. Currently, the
CAD is responsible for validating Program Life Cycle Cost Estimates. As a next step in
its acquisition oversight process, DHS proposes to increase CAD’s capability to provide
independent cost estimates of major programs at major milestone points. This capability
will ensure program cost estimates are reasonable reflections of the program’s
requirements and can withstand the scrutiny of external reviews and audits. Reliable and
credible independent cost estimates will increase the Department’s capability for
informed investment decision making, budget formulation, progress measurement and
accountability. Rigorous analyses of operational requirements, technology alternatives
and disciplined testing and evaluation of technology acquisitions will be instituted to
ensure investments yield intended mission improvements.

V1. Conclusion

The Quadrennial Homeland Security Review, consistent with the National Security Strategy, was
the first step in setting forth the strategic foundation to guide the activities of the homeland
security enterprise toward a common end. This BUR report represents a second, DHS-focused
step, and comprehensive effort to align the Department’s programmatic activities and
organizational structure with the mission sets and goals identified in the QHSR. The BUR serves
as a road map for areas where additional emphasis, investment, and effort are needed to
strengthen mission performance, improve Departmental operations and management and
increase accountability for the resources entrusted to DHS.

The final step will be to execute the BUR. The BUR and QHSR will be implemented in the
DHS FY 2012-2016 Future Years Homeland Security Program to Congress, which will propose
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specific programmatic adjustments based on the BUR recommendations. DHS will also
undertake, in coordination with appropriate interagency partners, additional efforts in support of
the QHSR, including the development of requirements for intelligence, science and technology,
support to civil authorities, and other elements described in this report. Together, the QHSR, the
bottom-up review, and the budget proposals will serve as vital steps in maturing DHS into a truly
strategy-driven organization.

As noted in the QHSR, the over-arching message is clear: this is a strong and resilient Nation,
but one that must consistently adjust to an ever-changing threat environment. There are many
critical roles to play—at DHS, across the Federal government, in Congress, throughout State,
local, tribal, and territorial governments, within the private sector, and by families and in
communities across the Nation. Through the commitment of each, we will secure the homeland
for all.
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Annex A
DHS Component Composition

The Department of Homeland Security has a dynamic and complex mission and continually
evaluates its force needs to optimally secure the homeland. The current composition of DHS
forces is provided below. The QHSR and BUR results will be implemented in the FY 2012-

2016 Future Years Homeland Security Program (FYHSP), which may drive additional changes.

(Employec numbers are rounded)
Transportation Security Administration (TSA):

Headquarters and Supporting Resources
Operations Coordination Center
HQ Intelligence Office and Field Intelligence Officers
TSA Representation (19 countries)
Vetting and Credentialing Centers (primary and Back-up) (2)
Federal Flight Deck Officer Training Facilities (2}
Airport Passenger and Baggage Screening Operations (450 Airports)
Transportation Security Officers (45,000)
Behavior Detection Officers (3,000)
Bomb Appraisal Officers (400)
Canine Teams (165 Proprietary; 640 Agreements)
In-Flight Air Security
Federal Air Marshal Service
Surface and Multi-Modal Security
Multi-Modal Visible Intermodal Prevention and Response Teams (VIPR) (10)
Surface Transportation VIPR Teams (15)

U.S. Customs and Border Protection (CBP):

Headquarters and Supporting Resources
Air, Land, and Sea Ports of Entry (327)
Process Passengers and Pedestrians
CBP Officers (21,000)
Agricultural Specialists (2,000)
Border Security between Ports of Entry
20 Border Patro} sectors with 139 stations
Border Patrol Agents (20,000)
Air and Marine Operations (46 Air Units and 67 Marine Units)
Air Interdiction Agents (800)
Marine Interdiction Agents (350)
Assets
Aircraft (290)
Marine Vessels (235)

A-1
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U.S. Citizenship and Immigration Service (USCIS):

Headquarters and Supporting Resources
Immigration Benefits Processing
District Offices providing adjudication of applications and petitions (26)
Service Center Operations (4)
Asylum Offices providing adjudication of asylum applications (8 domestic offices)
Refugee Offices providing adjudication of refugee applications (over 70 global offices)
International Operations (30 field offices)
Application Support Centers (129)
Citizen Outreach
Information Call Centers
Fraud Detection and National Security
Immigration Officers vetting of fraud and national security concerns (650)

U.S. Immigration and Customs Enforcement (ICE):

Headquarters and Supporting Resources
Office of Investigations
Special Agents in Charge Offices (SACS) (26)
Criminal Investigators (6,600)
Office of Detention and Removal Operations
Field Office Directors (27)
Detention Officers (7,200)
Detention Beds (33,000)
Office of the Principal Legal Advisor
Division Chiefs (13)
Chief Counsel (26)
Attorneys (851)
Office of International Affairs
Attaché/Assistant Attaché Offices (63)
Special Agents (337)
Deportation Liaison Officers/ Detention & Deportation Officer (1801) (18)
Intelligence Research Specialists/Analysts (4)
Foreign Service Nationals (118)
Office of Professional Responsibility
Special Agents in Charge Offices (5)
Office locations nationwide (24)
Special Agents (323)
Office of Intelligence
Field Intelligence Directors (26)
Special Agents (66)
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U.S. Secret Service (USSS):

Headquarters and Supporting Resources

Headquarters Divisions/Offices (30)

Administrative, Professional, and Technical Personnel (1,800)
Protection and Investigations

Permanent Protective Details (8)

Special Agents (3,500)

Uniformed Division Officers {1,400)

Domestic Offices (116)

Foreign Offices (20)

Federal Emergency Management Agency (FEMA):

Workforce
A blended workforce of 16,590 with 4,200 permanent, 3,390 temporary and 9,000
reserve employees
Headquarters and Supporting Resources (1,988: 1,539 perm; 382 temp; 67 reserve)
Mount Weather Emergency Operations Center (837: 669 perm; 166 temp; 2 reserve)
National Emergency Training Center (NETC) training facility (243), includes:
Emergency Management Institute (EMI) (58 perm; 15 temp; 9 reserve)
National Fire Academy (NFA) (110 perm; 1 temp)
Center for Domestic Preparedness (CDP) training facility (50 perm)
Regional offices (10) and Area Offices (3)
Region 1 (100 perm; 17 temp; 570 reserve)
Region 2 (107 perm; 10 temp; 608 reserve)
Region 3 (101 permy; 14 temp; 519 reserve)
Region 4 (156 perm; 91 temp; 1311 reserve)
Region 5 (126 perm; 17 temp; 439 reserve)
Region 6 (126 perm; 85 temp; 912 reserve)
Region 7 (97 perm; 58 temp; 446 reserve)
Region 8 (89 perm; 20 temp; 433 reserve)
Region 9 (126 perm; 22 temp; 473 reserve)
Region 10 (97 perm; 15 temp; 585 perm)
Texas Transitional Recovery Office (1 temp}
Louisiana Transitional Recovery Office (1 perm; 485 temp)
Mississippi Transitional Recovery Office (276 temp)
Disaster Reservists (9,000)
Disaster Support Resources
National Response Coordination Center (NRCC) (1)
Regional Response Coordination Centers (RRCC) (10)
Federal Coordinating Officers (FCO) (1 perm; 37 temp)
National Incident Management Assistance Teams (IMAT) (2)
Regiona! Incident Management Assistance Teams (IMAT) (4)
Mobile Emergency Response Support (MERS) Detachments (6), each comprised of:
MERS Operations Centers (MOC)
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Incident Response Vehicle (IRV) capability
Mobile Emergency Operations Vehicle (MEOV) capability
Forward Communications Vehicle (FCV) capability
Logistics Distribution Centers (8)
Mobile Disaster Recovery Centers (MDRC) (60}

U.S. Coast Guard (USCG):

Workforce
A blended work force with 50,720 active duty and reserve military members, 7,773
civilians, and over 30,000 volunteer members of the Auxiliary.
Support Commands
Coast Guard Headquarters, 2 Area Commands, 9 District Offices, 6 Logistics and Service
Centers
Training Centers
6 Major Training Centers: Accession programs for cadets, officer candidates and new
recruits and specialized training for Coast Guard job performance.
Shore-Based Multi-Mission Forces
35 Sector Commands with broad maritime safety and security authorities
945 air and marine stations throughout the United States with 1,850 small boats.
Deployable Forces
I Maritime Security Response Team, 12 Maritime Safety and Security Teams, 8 Port
Security Units, 17 Law Enforcement Detachments, 3 Strike Teams
Air and Maritime Fleet
43 Major Cutters, 30 Buoy Tenders, 121 Patrol Boats, 9 Domestic lcebreakers, 3 Polar
lcebreakers.
143 Rotary Wing Aircraft, 56 Fixed Wing Aircraft
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Annex B
A Day in the Life of the Department of Homeland Security

The Department of Homeland Security uses many tools and areas of expertise to accomplish our
goal of securing the homeland. On any given day, we perform a variety of different tasks and
functions to make America safer and our citizens more secure. Although our responsibilities are
varied, we are united in a common purpose - 24 hours a day, 7 days a week. Below is a sampling
of what the men and women of DHS do in a typical day. (All numbers are approximate
averages.)

Transportation Security Administration will:

Screen 2 million passengers and their 1.8 million pieces of checked baggage before they
board commercial aircraft

Intercept 2,000 prohibited items from people and carry-on baggage including 1,200
knives, blades or other sharp objects and 2 firearms

Operate the National Explosives Detection Canine Team Program, which has 705
explosive detection canine teams deployed across the country

Deploy thousands of Federal Air Marshals to protect flights in the United States and
around the world

Oversee screening of approximately seven million pounds per day of air cargo on
domestic planes

Conduct 4-5 Visible Intermodal Protection and Reponses operations per day in passenger
rail and mass transit systems somewhere in the United States

U.S. Customs and Border Protection will:

Process over | million passengers and pedestrians

Inspect nearly 60,000 truck, rail and sea containers

Process $88 million in fees, duties and tariffs

Make 2,200 apprehensions between ports for illegal entry

Seize 6,600 pounds of narcotics

Seize 4,300 prohibited agricuitural items

Make 5,400 pre-departure seizures of prohibited agricultural items

U.S. Citizenship and Immigration Services will:

Naturalize 2,900 new immigrants

Conduct 135,000 national security background checks

Process 27,400 applications for immigrant benefits

Issue 7,200 permanent resident cards (green cards)

Capture 8,700 sets of fingerprints at {30 Application Support Centers
Welcome 3,200 new citizens and 3,300 new permanent residents
Adjudicate nearly 200 refugee applications from around the world
Grant asylum to 40 individuals already in the United States

U.S. Immigration and Customs Enforcement will:
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Make 63 administrative arrests and 89 criminal arrests
Make 11 currency seizures totaling $1.1 million
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Participate in 26 drug seizures each day, totaling 7,200 Ibs. of marijuana, 7 Ibs. of heroin,
and 960 ibs. of cocaine

[CE attorneys litigate 1,500 cases in immigration court and obtain 740 final orders of
removal; 90 of those final orders of removal are for criminal aliens

Screen 3,800 VISA applications

House 29,800 illegal aliens in facilities nationwide

United States Secret Service will;

.

Protect dozens of high profile government officials including the President, the Vice
President, visiting heads of state, and former Presidents

Seize $319,000 in counterfeit currency and suppress a counterfeit operation

Open 30 new financial crimes and counterfeit investigations and conduct 26 computer
forensic examinations

Seize $300,000 in assets

Arrest 25 individuals

Conduct 8 public education seminars on counterfeit recognition and financial fraud
schemes

Federal Emergency Management Agency will:

Obligate $39 million for disaster response, recovery, and mitigation activities

Help save $2.7 million in damages from flooding across the country through FEMA’s
Flood Plain Management

Help protect an additional 104 homes from the devastating effects of flooding through
flood insurance policies issued by the National Flood Insurance Program

Provide $181,000 for Fire Management Assistance grants, which aid state and local
efforts in the suppression of wildfires

Provide 11,300 publications through FEMA's U.S. Fire Administration to educate
citizens about how to stay safe from fire and help America's fire service to safely respond
to fires and other emergency incidents

Arrange for translation services for disaster victims in up to 173 different languages
through the National Processing Service Centers in Maryland, Puerto Rico, Texas and
Virginia

United States Coast Guard will:
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Save 13 lives, respond to 64 search and rescue cases and prevent loss of $260,000 in
property damage

Seize or remove 1,100 pounds of illegal drugs, with a street value of $19 million
Interdict 10 migrants attempting to illegally enter the United States via maritime routes
Conduct 135 armed waterborne patrols projecting presence near maritime critical
infrastructure and key resources

Conduct 57 inspections of U.S. Flagged Vessels and safety exams on commercial fishing
vessels

Conduct 67 container inspections, and investigate and respond to 10 pollution incidents
Issue 200 credentials to qualified merchant mariners to ensure the safety, security and
efficiency of the maritime supply chain
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Perform 47 safety, security and environmental protection inspections at maritime
facilities

Ensure compliance with U.S. and foreign ships with international and U.S. shipboard air
emission standards by conducting 32 exams

Manage 3,500 commercial vessel transits through the Marine Transportation System to
facilitate the safe and efficient movement of goods and people

Provide reliable visual aids to navigation throughout the United States and its territories
Conduct 14 fisheries boardings to ensure compliance with fisheries and marine protected
species regulations

Provide forces and capabilities to the Department of Defense to carry out U.S. national
security objectives

National Protection and Programs Directorate will:

Protect U.S. information systems through the United States Computer Emergency
Readiness Team (US-CERT) by monitoring Federal Executive Branch civilian networks
to identify emerging threats, ongoing trends, and intrusions; US-CERT detects and
responds to an average of 64 incidents and 3,750 alert events daily

Disrupt potential terrorist planning activities by conducting 5 Buffer Zone Protection
assessments with local law enforcement at critical infrastructure and key resources in
every sector across the Nation

Analyze biometrics data on 100,000 foreign visitors and compare to the Federal watch
list of 3.2 million known or suspected terrorists, criminals and immigration violators
Identify 40 criminal migrants illegally attempting to enter the United States from the sea
with biometric data and, through a partnership with the FBI, provide that information to
state and local law enforcement agencies

Use computer modeling and risk analysis to support critical decisions across the
Department and to help the Nation prevent, protect, respond, and recover from all hazards
Prevent 2,100 prohibited items from entering Federal facilities

Science and Technology Directorate will:

.

Lead 200 projects to provide solutions to protect us from chemical, biological, and
explosive attacks, provide security for our borders and shores, protect key parts of our
infrastructure, and mitigate the effects of natural disasters.

Assess 22 technology companies for product applicability to first responder customers,
develop standards for first responder technologies to ensure high quality transitions, and
provide test and evaluation services for DHS.

Office of Operations Coordination and Planning (OPS) will:

.

10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000265 Fmt06601 Sfmt06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT

Integrate department and interagency strategic level planning and operations coordination
across the spectrum of prevent, protect, respond and recover

Provide DHS with a joint operations coordination and planning capability at the strategic
level to support internal DHS operational decision-making and Department leadership
and participation in interagency operations

Provide situational awareness and a common operating picture for the entire Federal
government, and for State, local, and tribal governments as appropriate, in the event of a
natural disaster, act of terrorism, or other man-made disaster
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« Ensure that critical terrorism and disaster-related information reaches government
decision-makers

Management Directorate will:
e Hire and process 100 new employees through its human capital office
s Obligate $142 million through its finance office
« Issue 300 contracts through its procurement operations

Office of Intelligence and Analysis will:

» Review all-source intelligence information and produce analysis to distribute to Federal,
State, local, tribal, territorial, and private sector partaers regarding current and developing
threats and vulnerabilities, as well as providing recommendations for potential protective
measures

Domestic Nuclear Detection Office will:
» Provide radiation detection equipment to U.S. Customs and Border Protection to scan
70,000 cargo containers for radiological/nuclear material
» Train 12 State and local law enforcement officials on how to use preventive
radiological/nuclear detection equipment

Federal Law Enforcement Training Center wilk:
¢ Train 3,500 Federal officers and agents from more than 80 different Federal agencies, as
well as state, local, tribal and international officers and agents, in one or more of the 400
basic and advanced training programs available

Office of Health Affairs will:
o Retrieve samples from hundreds of BioWatch collectors that have been testing the air in
our major metropolitan areas for evidence of biological pathogens
+ Screen 350 sources of information from across multiple agencies and venues and assess
them for significance and early recognition of a potential bio-event of national
significance through the 24 hour watch of the National Biosurveillance Integration Center

Office of Policy will:

+ Develop DHS-wide policies, programs, and planning to promote and ensure quality,
consistency, and integration across all homeland security missions

« Provide thought leadership and analysis to the Secretary and other Departmental leaders
to facilitate decision-making

« Represent the consolidated DHS position at White House interagency policy committee
meetings

* Develop and articulate the long-term strategic view of the Department and translate the
Secretary’s strategic priorities into capstone planning products that drive increased
operational effectiveness through integration, prioritization, and resource allocation

o Lead departmental international engagement

e Serve as a single point of contact for experts in academia, the private sector, and other
external stakeholders to allow for streamlined policy development and management
across the Department
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Annex C
The DHS Efficiency Review

The DHS Efficiency Review has focused on improvements regarding physical assets, workforce

support, and day-to-day operations. A summary of Efficiency Review and related initiatives is
set forth below.

Physical Assets

Strategic refinements in how DHS manages its physical assets have led to savings and
improvements. For example, by using excess information technology equipment instead of
buying new equipment, DHS has, to date, avoided costs of nearly $3.9 million.
In the area of fleet management, DHS components are making great strides towards increasing
the percentage of hybrids and alternative-fuel vehicles in their fleets. Components are also
taking steps to encourage the use of alternative fuel instead of petroleum whenever possible.
Initiatives in this area include:

» Implementing an electronic tracking tool for fleet usage data to identify opportunities for

alternative fuel usage; heighten vigilance for fraud, waste or abuse; and optimize fleet

management;

e [nitiating acquisition/leasing of hybrid vehicles for administrative use and alternative-fuel
vehicles in cases where hybrids are not feasible;

* Implementing energy efficiencics in all facility management projects; and

o Utilizing wherever possible refurbished IT equipment (computers and mobile devices)
and redeploying the current inventory throughout DHS.

Workforce Support

Supporting our workforce by giving them the tools and training they need is good business, and
it translates into a more productive and efficient workforce.

Efficiency Review and other initiatives in this area include:

¢ Identifying and implementing Department-wide strategies to develop and retain our
talented workforce, such as providing leadership training to emerging leaders;

s Developing cross-component training opportunities for employees;

¢ Establishing Idea Factory across the Department to encourage all DHS employees to
contribute and rate ideas for improved operations;

C-1
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¢ Establishing an employee resilience program to help identify and reduce sources of
extreme job stress and promote employee wellness;

»  Working aggressively to reduce the Department’s reliance on contractors and contract
services, in turn strengthening our Federal workforce;

s Standardizing content for new-employee orientation and mandatory annual training
modules DHS-wide; and

* Focusing on achieving greater diversity in the leadership ranks of the Department.

Day-to-Day Operations

Changing the way the Department allocates resources, from acquiring office supplies to renting
facilities, has allowed DHS to significantly reduce those costs. To date, DHS has avoided over
$35 million in costs through improved travel and conference planning. In addition, DHS expects
to avoid costs of $2.1 million in fisca!l year 2010 by consolidating subscriptions for several
publications, as well as $138 million in software licensing and maintenance costs over the next
six years.

Initiatives in this area include:

* Consolidating subscriptions to professional publications and newspapers and reducing the
number of hard copies received by providing online access whenever possible;

s Maximizing the use of government office space for meetings and conferences in place of
renting facilities;

*  Minimizing the physical printing and distribution of reports and documents that can be
sent electronically or posted online;

e Leveraging buying power to acquire software licenses for Department-wide usagg;

* Eliminating non-mission critical travel and maximizing use of conference calls and web-
based training and meetings;

e Increasing usage of DHS-wide blanket purchase agreements for office supplies; and

o Converting printers, fax machines, copiers, and scanners into all-in-one machines as
replacements are needed.

[n addition, DHS employees submitted thousands of suggestions in response to the President’s
SAVE award campaign. Many of these suggestions will be incorporated into the Efficiency
Review initiatives in the coming year.

C-2
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Annex D
Alignment of Major DHS Programs to Homeland Security Missions

In addition to developing the initiatives discussed in the main text of this document, the bottom-
up review also conducted a detailed examination of DHS activities and the alignment of these
activities to the QHSR mission areas and other complementary Departmental responsibilities for
which DHS develops hybrid capabilities. This will facilitate a detailed evaluation of what DHS
does within each mission area and identify gaps and overlaps within and across mission areas.
This work is also building a foundation for a unified programmatic structure and strategic
architecture. This work is ongoing. To provide a view of preliminary alignment, a high-level
summary of selected major categories from DHS’s existing program structure is shown below.
Also shown is a preliminary alignment of DHS’s major investments with each mission. Note
that while many of these programs and investments cut across multiple mission areas, for display
purposes only one alignment is shown.

Preventing Terrorism and Enhancing Security:
o Major FYHSP Programmatic Activity:
o Aviation Security (TSA)
Surface Transportation Security (TSA)
Federal Air Marshal Service (TSA)
Transportation Threat Assessment and Credentialing (TTAC) (TSA)
Domestic Protectees (USSS)
Protective Intelligence (USSS)
Campaign Protection (UUSSS)
Foreign Protectees and Foreign Missions (USSS)
Infrastructure Protection (USSS)
Infrastructure Protection (NPPD)
Federal Protective Service (NPPD)
Domestic Nuclear Detection (DNDO)
Medical and Biodefense (OHA)
Chemical and Biological Research and Development (S&T)
Radiological and Nuclear Research and Development (S&T)
o Ports, Waterways and Coastal Security (USCG)
« Major Acquisitions and Investments:
o Electronic Baggage Screening Program (TSA)
Passenger Screening Program (TSA)
Secure Flight (TSA)
Transportation Worker Identification Credentialing (TSA)
Advance Spectroscopy Portals (DNDO)
Cargo Advanced Automated Radiography System (DNDO)
Infrastructure Information Collection and Visualization (NPPD)

Q0 0 0 0 0 C 0O 0 0 ¢ 0 0 0

o 0 0 0 0 0

Securing and Managing our Borders:
e Major FYHSP Programmatic Activity:
o Border Security and Control between Ports of Entry (CBP)
o Border Security Inspections and Trade Facilitation at Ports of Entry (CBP)
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Border Security Fencing, Infrastructure, and Technology (CBP)
Air and Marine (CBP)

Automation Modernization (CBP)

Drug Interdiction (USCG)

Migrant Interdiction (USCG)

US-VISIT (NPPD)

Border and Maritime Security Research and Development (S&T)

» Major Acquisitions and Investments:

o]

© 0 0 0 0 0 0 0 0C 00 0C 000 C 0000 0000 0 0 00

Strategic Air and Marine Plan (CBP)

Secure Border Initiative Net (CBP)

Border Patro! Facilities (CBP)

Non-Intrusive Inspection Systems Program (CBP)

Traveler Enforcement Compliance System Modernization (CBP)
Secure Border Initiative Tactical Infrastructure (CBP)

EWP Tactical Communications (CBP)

License Plate Reader (CBP)

Automated Commercial Environment / International Trade Data System (CBP)
Electronic System for Travel Authorization (CBP)

Secure Freight Initiative (CBP)

Advance Passenger Information System (CBP)

Western Hemisphere Travel Initiative (CBP)

Automated Targeting System (CBP)

Offshore Patrol Cutter (USCG)

National Security Cutter (USCQG)

HC-130 Conversion/Sustainment Project (USCG)

HH-65 Conversion/Sustainment Project (USCG)

HC-144A Maritime Patrol Aircraft (USCG)

Medium Endurance Cutter Sustainment (USCG)

Fast Response Cutter - B class (USCG)

Nationwide Automation Identification System (USCG)

HH-60 Conversion/Sustainment Project (USCG)

Unmanned Aircraft Systems (USCG)

Patrol Boat Sustainment (USCG)

HC-130J Fleet Introduction (USCG)

Response Boat — Medium (USCG)

United States Visitor and Immigrant Status Indicator Technology (NPPD)
ATLAS {ICE)

Enforcing and Administering our Immigration Laws:
« Major FYHSP Programmatic Activity:

O

O 0 0 o 0
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Adjudication Services (USCIS)

Information and Customer Service (USCIS)
Citizenship (USCIS)

Immigration Status Verification (USCIS)
Immigration Security and Integrity (USCIS)
Investigations (ICE)
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Detention and Removal Operations (ICE)
Automation Modernization (ICE)
International Affairs (ICE)
o Migrant interdiction (USCG)
« Major Acquisitions and Investments:
o Transformation (USCIS)
o Integrated Document Production (USCIS)
o Verification Information System / Employment Eligibility Verification (USCIS)
o Detention and Removal Modernization (1CE)

o 0 O

Safeguarding and Securing Cyberspace:
* Major FYHSP Programmatic Activity:
o Cyber Security and Communications (NPPD)
+ Major Acquisitions and Investments:
o Homeland Security Information Network (AO)
Homeland Secure Data Network (DHS)
National Cybersecurity and Protection System (NPPD)
Information Systems Security (NPPD)

O 0 0

Ensuring Resilience to Disasters:
e Major FYHSP Programmatic Activity:
Mitigation (FEMA)
National Preparedness (FEMA)
Disaster Operations (FEMA)
Disaster Assistance (FEMA)
Logistics Management (FEMA)
U.S. Fire Administration (FEMA)
National Continuity Programs (FEMA)
o Search and Rescue (USCG)
*  Major Acquisitions and Investments:
o BioWatch Gen-3 (OHA)
National Bio and Agro-Defense Facility (S&T)
National Biodefense Analysis and Countermeasures Center Facility (S&T)
Risk Mapping, Analysis and Planning (FEMA)
Housing Inspection Services (FEMA)
Risk Mapping, Analysis and Planning I'T (FEMA)
Total Asset Visibility (FEMA)
C4ISR — COP (USCG)
Interagency Operations Centers (Command 21) (USCG)
Rescue 21 (USCG)

0O 0 0 00 00

00 0000 Q000

Complementary Departmental Responsibilities and Hybrid Capabilities

As noted above, DHS also performs a number of services and functions that are complementary
to its homeland security mission responsibilities, including marine safety, stewardship, and
environmental protection and certain categories of law enforcement activities. These services
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and functions are typically performed with hybrid capabilities—assets and resources capable of
performing multiple missions—which are a hallmark of homeland security. For example, the
same assets and personnel that patrol our borders, enforce our immigration laws, and respond to
major oil spills also enforce safety regulations, assist travelers, and safeguard natural resources.
These complementary activities are critical to fulfilling other national interests, and are often
intertwined with and mutually supporting of homeland security activities. Some of these
activities include the following:

o Major FYHSP Programmatic Activity:
o Marine Environmental Protection (USCG)
Marine Safety (USCG)
Other Law Enforcement (USCG)
Living Marine Resources (USCG)
Search and Rescue (USCG)
Defense Readiness (USCQ)
Waterways Management: Aids to Navigation (USCG)
Waterways Management: Ice Operations (USCG)
Financial Investigations (USSS)

O 0 GO0 000

As the Department continues to evaluate its inventory of activities, it will gain increased insight
into those Departmental activitics that are complementary to its homeland security mission
responsibilities but remain vital and continue to be performed most effectively and efficiently by
DHS. This additional breakout will be provided in the President’s F'Y 2012 Budget and the
accompanying FY 2012-2016 Future Years Homeland Security Program.
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Annex E
Sector-Specific Agencies
(Source: National Infrastructure Protection Plan)

a The Department of Agriculture is responsible for agriculture and food (meat, pouitry, and egg products).

b The Department of Health and Human Services is responsible for food other than meat, poultry, and egg products.

< Nothing in this plan impairs or otherwise affects the authority of the Secretary of Defense over the Department of Defense
{DOD), including the chain of command for military forces from the President as Commander in Chief, to the Secretary of
Defense, to the commander of military forces, or mifitary command and control procedures.

d The Energy Sector includes the production, refining. storage. and distribution of oil, gas, and electric power, except for
commercial nuclear power facilities.

¢ The Water Sector includes drinking water and wastewater systems.

1 The U.S. Coast Guard is the SSA for the maritime transportation mode.

g The Department of Education is the SSA for the Education Facilities Subsector of the Government Facilities Sector,

h As stated in HSPD-7, the Depariment of Transportation and the Depariment of Homeland Security will collaborate on all
matters relating to transportation security and transportation infrastructure protection.
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Annex F
Congressional Oversight of DHS in the 116th Congress

Concressionat Oversicur or DHS

US. House of Representatives By 108 Comumittees and Subcommittees US. Senate
110th Congress
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