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HEZBOLLAH IN LATIN AMERICA—IMPLICA-
TIONS FOR U.S. HOMELAND SECURITY

Thursday, July 7, 2011

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON COUNTERTERRORISM AND INTELLIGENCE,
Washington, DC.

The subcommittee met, pursuant to call, at 2:54 p.m., in Room
311, Cannon House Office Building, Hon. Patrick Meehan [Chair-
man of the subcommittee] presiding.

Present: Representatives Meehan, Cravaack, Speier, Cuellar,
Higgins, and Hochul.

Also present: Representatives Duncan and Green.

Mr. MEEHAN. Good afternoon, and thank you for your patience
and your recognition of the requirement that the first responsibility
we have to do is to be on the floor to vote. But I am very appre-
ciative of all of our witnesses.

The Homeland Security Committee Subcommittee on Counterter-
rorism and Intelligence will come to order. The subcommittee is
meeting today to hear testimony on the threat to the U.S. home-
land as a result of Hezbollah operations in South and Central
America.

I would also like, before we begin, unanimous consent to sit and
question a witness. I ask unanimous consent that the gentleman
from Texas, Mr. Green be authorized to sit for the purpose of ques-
tioning witnesses during the hearing.

Okay. Today’s hearing is the fourth subcommittee hearing aimed
at educating Members of the myriad of terrorist threats to the
homeland from various parties of the world. So far we have heard
from experts that have—on the threat posed by AQAP in Yemen,
the terrorist threat emanating from Pakistan, and the ramifica-
tions of unrest in the Middle East and North Africa on U.S.
counterterrorism efforts.

Today we will dive deeper into Hezbollah’s growing operation in
Latin America and what the implications are for the United States
homeland security. Hezbollah is one of the most sophisticated glob-
al terrorist organizations in the world, and as Members of Con-
gress, particularly on this subcommittee and this committee, it is
incumbent upon us to do everything we can to understand that
threat.

As a former United States attorney in Philadelphia, I initiated
investigations into terrorist activities, but it included Hezbollah ac-
tivities that had a direct connection to Latin America. These inves-
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tigations exposed Hezbollah’s vast network throughout the region
and ended in convictions.

The U.S. intelligence community and law enforcement have been
concerned about the terrorist threat emanating from the Tri-Border
area which connects Argentina, Brazil, and Paraguay in South
America. So the nexus of Hezbollah to the U.S. homeland security
is certainly without question.

It is important to remember that before September 11,
Hezbollah, not al-Qaeda, was responsible for more American deaths
than any other terrorist organization. Doing everything we can to
ensure that Hezbollah does not have a staging ground and a safe
haven in Latin America is vitally important.

Indeed, it was former Homeland Security Secretary Michael
Chertoff who warned that while Hezbollah, “makes al-Qaeda look
like a minor league team,” it poses the greatest threat to American
National security.

We really want to hear the intentions and the impressions of the
panel here today to help us try to get a real accurate assessment
of what we think Hezbollah means in Latin America and its rela-
tionship to the United States. It is also worth noting that
Hezbollah has been operationally active in Latin America. Most no-
toriously is the group being implicated in the 1992 attack on the
Israeli Embassy in Buenos Aires, and 2 years later at the Argen-
tine Jewish Mutual Association building in Buenos Aires, attacks
which killed and injured hundreds of civilians.

Regardless of the circumstances which may lead Hezbollah to
launch an attack on the homeland, Hezbollah is already working
with like-minded allies and hostile regimes in Latin America to un-
dermine American National security by raising funds, spreading
anti-American and anti-Israeli propaganda, recruiting operatives,
laundering money, and smuggling weapons and drugs, all activities
that have a direct impact on the United States homeland security.

Moreover, the alliance between one of the most dangerous ter-
rorist organizations in the world, Hezbollah, the No. 1 state spon-
sor of terrorism in Iran, a sworn enemy of the United States, and
Venezuela, all in the backyard of the United States, when you put
that together, you have a fully functioning, easily accessible ter-
rorist network with a ready capacity to act, if so inclined.

So it is with this background in mind that we are attempting to
create awareness and to have a frank examination to gauge the full
threat of the nature of this threat to the homeland. So I look for-
ward to hearing from today’s witnesses.

I would like to do, as well, if she should come in to attendance,
I would like to acknowledge the newest Member of our sub-
committee, the gentlelady from New York Ms. Hochul, and I wel-
come her to the subcommittee.

I would also like to extend recognition that Congresswoman Ros-
Lehtinen and her Committee on Foreign Affairs have been looking
at much the same issue with great impact.

[The statement of Chairman Meehan follows:]

PREPARED STATEMENT OF CHAIRMAN PATRICK MEEHAN

Hezbollah is one of the most sophisticated global terrorist organizations in the
world. It is the responsibility of this subcommittee to examine threats of possible
terrorist attacks. We must remember that before September 11, Hezbollah—not al-
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Qaeda—was responsible for more American deaths than any other terrorist organi-
zation. Today’s hearing was a significant step toward enhancing awareness about
Hezbollah’s activities in Latin America and understanding this very serious threat
to Americans here at home.

Law enforcement and the intelligence community have long been concerned about
the terrorist threat emanating from the Tri-Border area connecting Argentina,
Brazil, and Paraguay in South America. It has been widely reported that Hezbollah
is working with like-minded allies and hostile regimes in Latin America to under-
mine American National security. Its activities include skirting United States sanc-
tions, raising funds, spreading anti-American and anti-Israeli propaganda, recruit-
ing operatives, laundering money, and smuggling weapons and drugs. The growing
nexus between international terror networks and drug-trafficking organizations
throughout Latin America is a dynamic and emerging issue facing the counterter-
rorism and intelligence community.

While serving as U.S. Attorney for the Eastern District of Pennsylvania, Con-
gressman Meehan initiated investigations into Hezbollah’s activities in Philadelphia
that had direct connections to Latin America. These investigations exposed
Hezbollah’s vast networks throughout the region and ended in convictions.

The witnesses at today’s hearing included: the Honorable Roger Noriega, Visiting
Fellow, American Enterprise Institute for Public Policy Research; Mr. Douglas
Farah, Senior Fellow Financial Investigations and Transparency, International As-
sessment and Strategy Center; Mr. Ilan Berman, Vice President, American Foreign
Policy Council; and Dr. Melani Cammett, Director, Middle East Studies Program,
Brown University.

This is the fourth hearing the subcommittee has held aimed at educating Mem-
bers about the myriad terrorist threats to the homeland from various parts of the
world. Earlier this year, the subcommittee heard from experts on the threat posed
by AQAP in Yemen, the terrorist threat emanating from Pakistan and the ramifica-
tions of unrest in the Middle East and North Africa on U.S. counterterrorism efforts.

Mr. MEEHAN. So at this point in time I would like to recognize
the Ranking Member of the subcommittee, the gentlewoman from
California, Ms. Speier, for any comments she may have.

Ms. SPEIER. Mr. Chairman, thank you, and thank you to our dis-
tinguished panelists for joining us today on a topic that I think is
very worthy of our consideration.

Hezbollah has been linked to some of the most horrific terrorist
attacks against the United States, including two bombings in 1983
against the U.S. Embassy and the U.S. Marine barracks in Beirut,
which together killed hundreds of Americans.

Hezbollah has close ties to Iran and Syria, two state sponsors of
terrorism, and many have accused the group of acting as an Ira-
nian proxy militia for attacks against Israel and other U.S. allies.
Just as troubling, Hezbollah makes extensive use of the large Leba-
nese communities in the Western Hemisphere to help finance its
operations through both legal and illegal means.

The group reportedly conducts extensive illicit financing activi-
ties in Latin America, including drug trafficking, counterfeiting,
and contraband smuggling. The epicenter of these activities is the
Tri-Border Area, an undergoverned border region where Brazil, Ar-
gentina, and Paraguay meet, where the local law enforcement au-
thorities have been unable to counter the activities of numerous
terrorists and criminal organizations.

While we know Hezbollah raises money in Latin America, we do
not know the true extent of its operations. How much funding does
Hezbollah truly receive from its activities, both legal and illegal, in
Latin America?

We also do not know the true impact of Iranian influence on
Hezbollah’s activities in the region, particularly in Venezuela,
where President Chavez continues to strengthen ties with Iran.
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We also know that Hezbollah’s activities are not confined to
South America. It has sympathizers that have been linked to a va-
riety of smuggling and fundraising activities here in the United
States. In 2002, for example, a large cigarette-smuggling ring in
North Carolina was disrupted. The cell had been sending proceeds
from its smuggling operations to Hezbollah since at least 1995.

More recently, in 2007, the Treasury Department imposed sanc-
tions against several “charitable” organizations in the United
States for serving as fronts to support Hezbollah and Iran.

These cases illustrate the broad network that Hezbollah has es-
tablished in the Western Hemisphere to finance its activities.
Though Hezbollah’s supporters continue to provide financial and
moral aid from the Western Hemisphere, it is worth noting that
the State Department’s 2009 Country Reports on Terrorism indi-
cate that there are no known Hezbollah-related operational cells in
this hemisphere. It is important to discover whether this is still the
case.

Back in Lebanon, Hezbollah continues to be important, inte-
grated into the Lebanese society, providing important social serv-
ices and holding key positions in government. At the same time,
four Hezbollah members were just indicted by the Special Tribunal
for Lebanon for their possible connection to the 2005 assassination
of former Prime Minister of Lebanon, Rafiq Hariri. We do not know
how these developments in Lebanon may disrupt the fragile peace
there, or whether they will encourage Hezbollah to turn to ter-
rorism and attack Israel.

In Syria, protests continue to threaten the Assad regime, a re-
gime that has been providing financial and logistical support to
Hezbollah for some time. As with the special tribunal, it is difficult
to gauge how the Syrian unrest may affect Hezbollah, if President
Assad is ousted, with a new regime less supportive of Hezbollah
and Iran provokes the group into action, particularly if the United
States supports peace efforts. Would regime instability in Syria in-
crease or decrease Hezbollah’s operational capabilities and influ-
ence in the region?

With all this uncertainty, we are left asking whether the group
is still the “A Team” of terrorists, as Deputy Secretary of State
Richard Armitage suggested in 2003, or whether it is evolving into
something else. Some of our witnesses’ testimonies suggest
Hezbollah is probably not currently directly targeting the U.S.
homeland. So the question then is, what events could change that
calculus among Hezbollah’s leaders?

As the events in the Middle East and the Arab Spring continue
to unfold, we must keep a close eye on Hezbollah’s strategies and
ensure we have the intelligence and resources to respond to the
changing threat environment here at home and globally.

So, again, I would like to welcome our distinguished witnesses,
and I look forward to gaining many insights from you. I also want
to welcome our newest Member, Ms. Hochul, from the great State
of New York, to our subcommittee. I yield back.

Mr. MEEHAN. Thank you, Ms. Speier.

Other Members of the committee are reminded that opening
statements may be submitted for the record.
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I would also like, at this time, to ask unanimous consent that the
gentleman from South Carolina, Mr. Duncan be authorized to sit
for the purpose of the questioning of witnesses during the hearing.

Hearing none, welcome, Mr. Duncan.

We are pleased to have four distinguished witnesses before us
today on this important topic. Let me remind each of you, we strive
to try to take this remarkably complex issue and put it down to 5
minutes. But I know you will do your best to summarize your testi-
mony. Ideally, we will be able to explore the concepts that you
raise.

Today’s first witness is former Ambassador Roger Noriega. Am-
bassador Noriega is a former U.S. ambassador to the Organization
of American States and also served as Assistant Secretary of State
for the Western Hemisphere Affairs in the George W. Bush admin-
istration. Prior to that he worked here in Congress on the staffs of
the House International Relations Committee and the Senate For-
eign Affairs Committee.

Presently he is a visiting fellow with the American Enterprise In-
stitute and has written exhaustively on a variety of issues in Latin
America and on AEI’'s Latin America Outlook series, using the
breadth of his experience to provide commentary on the pressing
regional and security issues and how they affect U.S. interests.

Ambassador Noriega, welcome back to Capitol Hill. You are now
recognized to summarize your testimony.

STATEMENT OF ROGER F. NORIEGA, VISITING FELLOW, THE
AMERICAN ENTERPRISE INSTITUTE

Mr. NORIEGA. Thank you very much, Mr. Chairman, Ranking
Member, Members of the subcommittee. I appreciate the oppor-
tunity to testify on this subject today. I thank the committee, sub-
committee for addressing this issue, which I think requires much
more attention than it is getting today.

Hezbollah, backed by Iran and Venezuela, is a determined and
deadly enemy of the United States that has made substantial
progress in the last 6 years to increase its activities in Latin Amer-
ica. This push is the result of a conscious offensive strategy to
spread its influence, legitimize its cause, and advance its violent
jihad and operational capabilities on our doorstep.

Unless our Government and responsible partners in Latin Amer-
ica act soon, I believe there will be an attack on U.S. personnel,
installations, or interests in the Americas, as soon as Hezbollah
leaders make a calculation that they are capable of carrying out
such an operation without implicating their Iranian masters in
that operation.

Of particular interest to this subcommittee, I am sure, are a se-
ries of published reports that Hezbollah operatives have provided
weapons and explosives training to drug-trafficking organizations
that operate across the U.S. border with Mexico. My conclusion is
that U.S. authorities know more than they are willing to say pub-
licly about this subject, and this Congress is right to insist on a
thorough explanation of the threat and of our effective counter-
measures.

Our research has identified at least two networks associated with
Hezbollah growing at an alarming rate in Latin America. One is
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operated by Hezbollah itself, aided by its collaborators, particularly
from Venezuela. Another is managed by a cadre of notorious
operatives on behalf of the Iranian Qods Force. These networks
conduct fund-raising, money laundering, narcotics trafficking, pros-
elytization, recruitment, and training in the Americas. We can
identify more than 80 operatives in at least 12 countries through-
out the region, with the greatest areas of concern being Brazil,
Venezuela, and the Southern Cone.

A key operative in the Hezbollah network in Latin America is a
man named Ghazi Atef Salameh Nassereddine Abu Ali. His photo-
graph is shown here with his brothers. He is a man who was born
in Lebanon, became a Venezuelan citizen just 10 years ago, and is
now Venezuela’s No. 2 diplomat in Damascus, Syria. Along with
these two brothers, Abdallah and Oday, Nassereddine manages a
network that raises and launders money and recruits and trains
operatives to expand Hezbollah’s influence in Venezuela and
throughout Latin America.

The individual who oversees the parallel Hezbollah network on
behalf of the Qods Force is Mohsen Rabbani, whose picture is
shown here. He is a high-ranking Iranian, wanted by prosecutors
in Argentina for his role in the terrorist bombings in Buenos Aires
in 1992 and 1994. Rabbani was posted in Argentina at the time as
the cultural attaché of Iran in Buenos Aires. Although Rabbani is
the object of an Interpol red notice, he travels frequently in the re-
gion. He was in Venezuela as recently as March 2011 and in Brazil
last September.

According to sources in Brazilian intelligence, who were cited by
the investigative journalist Leonardo Cortino in the important Bra-
zilian magazine VEJA, at least 20 operatives from Hezbollah, al-
Qaeda and Islamic Jihad operate in Brazil as a hub for terrorist
activity. Reportedly, Rabbani has recruited dozens of Brazilian fol-
lowers to his cause.

In addition, Rabbani taps a cadre of persons he has recruited in
Argentina to spread Hezbollah’s influence throughout Central and
South America.

Mr. Chairman, allow me to cite a few examples and show the po-
tency of this threat to the U.S. homeland. At least one member of
the terrorist network who was accused of plotting to detonate fuel
tanks and pipelines at JFK’s International Airport in 2007 met
with the man, Mohsen Rabbani, in Iran and was subsequently ar-
rested by U.S. authorities—I'm sorry, by Trinidadian authorities en
route to Venezuela, where he planned to board a Conviasa flight
to Tehran, a regularly scheduled flight from the Venezuelan airline
Conviasa to Tehran.

One of Rabbani’s principal collaborators in the Americas is the
Sunni radical imam in Brazil who, as far back as 1995, hosted al-
Qaeda leader Osama bin Laden and 9/11 mastermind Khalid Sheik
Mohammed.

In August of last year, President Hugo Chavez of Venezuela
hosted a secret summit in Caracas of some of the world’s most no-
torious terrorist leaders right here in our hemisphere, including
Hamas’ Supreme Leader Khaled Meshal, Hezbollah’s Chief of Op-
erations, and the Secretary General of the Palestinian Islamic
Jihad.
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In conclusion, recent public statements suggest that U.S. dip-
lomats, at least, are unaware of the increasing operations and
reach of Hezbollah in this hemisphere. By contrast, U.S. law en-
forcement, particularly the DEA, have made great efforts to assess
and to confront the threat. But this requires a whole-of-government
approach, including an interagency review of the problem, to un-
derstand, assess the transnational and multifaceted nature of this
threat; to educate friendly governments in the region about what
is happening; and to implement effective measures, unilaterally
and with willing partners, to disrupt and dismantle these oper-
ations.

Thank you, Mr. Chairman.

[The statement of Mr. Noriega follows:]

PREPARED STATEMENT OF ROGER F. NORIEGA

JuLy 7, 2011

Mr. Chairman, Members of the subcommittee, I very much appreciate this oppor-
tunity to testify before you today. I would also like to thank you and the committee
for your leadership on this very important issue that, quite frankly, does not get
the attention it deserves among the many competing foreign threats and policy pri-
orities.

It is well known that Hezbollah acts as a proxy for Iran—specifically, of the Qods
Force of the Iranian Revolutionary Guard Corps. These determined and deadly en-
emies of the United States have made substantial progress in the last 6 years to
expand their influence and operations in Latin America. Their expanding activities
are the result of a conscious, offensive strategy to carry their fight to our doorstep,
‘(’]V}}:i’(:h receives indispensable support from the regime of Venezuelan leader Hugo

avez.

Our research—from open sources, subject-matter experts, and sensitive sources
within various governments—has identified at least two parallel terrorist networks
growing at an alarming rate in Latin America. One is operated by Hezbollah, aided
by its collaborators, and another is managed by a cadre of notorious Qods
operatives. These networks cooperate to carry out fundraising, money-laundering
schemes, narcotics smuggling, proselytization, recruitment, and training. We can
identify more than 80 operatives in at least 12 countries throughout the region
(with the greatest areas of concern being Brazil, Venezuela, and the Southern Cone).

Of particular interest to this subcommittee, no doubt, are the several published
reports, citing U.S. law enforcement and intelligence sources, that Hezbollah
operatives have provided weapons and explosives training to drug trafficking organi-
zations that operate along the U.S. border with Mexico and have sought to
radicalize Muslim populations in several Mexican cities. The U.S. and Mexican gov-
ernments have declined to share information publicly on these cases. (Our inquiries
to at least one Mexican official about a specific arrest of a suspected Hezbollah oper-
ative in Mexico in June 2010 were met with the response, “Don’t ask about that.”)
It is clear that this is a potential threat that has captured the attention of authori-
ties on both sides of the border. This Congress and the American people have the
right to know how our Government is working with Mexico to meet this challenge
to our common security.

Hezbollah has a very clear modus operandi that it is applying in the Americas.
By infiltrating or establishing mosques or “Islamic centers” throughout the region,
Hezbollah is spreading its influence, legitimizing its cause, and advancing its violent
jihad on our doorstep. It also is raising funds through various criminal and commer-
cial operations, recruiting converts from among disaffected youth and others, and
developing its operational capabilities in our own Hemisphere.

Unfortunately, the Hezbollah threat in the Americas is not new: It is implicated
in the deadly terrorist bombings in Buenos Aires, Argentina, in 1992 (of the Israeli
Embassy) and 1994 (of a Jewish Community Center). However, today, Hezbollah’s
presence in Latin America is growing significantly with the support of the Chavez
regime in Venezuela. Chavez, who has a track record of supporting Colombian
narcoterrorists, has cooperated with Iran to provide political support, financing, or
arms to Hezbollah, Hamas, or Palestinian Islamic Jihad in this Hemisphere and
elsewhere. For example, Venezuela’s Margarita Island has eclipsed the infamous
“Tri-Border Area”—the region where Brazil, Argentina, and Paraguay come together



8

in South America—as a principal safe haven and center of Hezbollah operations in
the Americas.

A key operative in the Hezbollah network in Latin America is Ghazi Atef Salameh
Nassereddine Abu Ali, a man who was born in Lebanon, became a Venezuelan cit-
izen about 10 years ago, and now is Venezuela’s No. 2 diplomat in Syria. Along with
at least two of his brothers, he manages a network that raises and launders money
and recruits and trains operatives to expand Hezbollah’s influence in Venezuela and
throughout Latin America. Nassereddine was black-listed by the U.S. Department
of the Treasury in June 2008 for his fundraising and logistical support on behalf
of Hezbollah. However, testimony before the House Committee on Foreign Affairs
last month by State Department officials suggests that they are unaware of the very
impolrtant role he now 1s playing to expand that terrorist group’s reach beyond Ven-
ezuela.

Using his diplomatic status, Nassereddine has built and consolidated relation-
ships with Hezbollah officials in the Middle East, first in Lebanon and now in Syria.
Meanwhile, his brother Abdallah Nassereddine, maintains relationships in the
broader Islamic community via a multi-national organization known as the Federa-
tion of Arab and American Associations. (FEARAB has affiliates throughout South
America and the Caribbean with most regional meetings held in Sao Paulo or Bue-
nos Aires.) All the while, their younger brother, Oday Nassereddine, has established
a powerbase in Venezuela by setting up training operations on Margarita Island,
and is now recruiting adherents via the Circulos Bolivarianos in Barquisimeto, 170
miles southwest of Caracas. (The Circulos Bolivarianos are ubiquitous neighborhood
monitoring committees made up of the most radical followers of Hugo Chavez.)

The individual who oversees the parallel Hezbollah network on behalf of the Qods
Force is Mohsen Rabbani, a high-ranking Iranian wanted by prosecutors in Argen-
tina for his role in the 1992 and 1994 Buenos Aires attacks. At that time, Rabbani
was credentialed as a cultural attaché at the Iranian embassy in the Argentine cap-
ital. Today, he relies on a network of Argentine converts that he cultivated during
that period to recruit operatives throughout the region who are selected for
radicalization and terrorist training in Venezuela and in Iran (specifically, Qom).

Although Rabbani is wanted by Argentina and is the object of an Interpol “red
notice,” he travels periodically to the region. For example, Rabbani was in Ven-
ezuela in March 2011, and in Brazil last September, where he and his brother (who
lives in Brazil) have recruited dozens of followers to their radical cause. According
to sources in Brazilian intelligence, who were cited by an investigative article in the
important Brazilian magazine VEJA, at least 20 operatives from Hezbollah, al-
Qaeda, and the Islamic Jihad are using Brazil as a hub for terrorist activity.

Two of Rabbani’s favored Argentinean disciples are now operating in Chile. Sheik
Karim Abdul Paz, who studied under Rabbani in Qom, is the Imam of a cultural
center in Santiago, and Sheik Suhail Assad is a Professor at the University of
Santiago. Both have publicly stated that they are sympathetic to Hezbollah. Suhail
travels frequently throughout Central and South America, meeting with local Mus-
lim communities.

As recently as 2 weeks ago, a U.S. State Department official told this Congress
that Hezbollah activity in the Western Hemisphere was confined to “fundraising”—
as if that were comforting. The fact is, that assertion grossly understates the grow-
ing Hezbollah threat in our Hemisphere, as my foregoing testimony indicates.

Please allow me to provide some additional anecdotes to illustrate my contention
that Hezbollah is on the move in the Americas, and its activities represent a grave
and growing threat to the U.S. homeland:

e At least one member of the terrorist network plotting to detonate fuel tanks and
pipelines at New York’s JFK International Airport met with Mohsen Rabbani
in Iran; he was subsequently arrested en route to Venezuela where he planned
to board a flight to Teheran.

e One of Rabbani’s principal collaborators in the Americas is the Sheik Khaled
Razek Tak el-Din, a Sunni radical from the Sao Paulo Guarulhos mosque, which
is linked to members of the Treasury Department-designated Tri-Border net-
work that provides significant financial and logistical support to Hezbollah in
Lebanon. As far back as 1995, Tak el-Din hosted al-Qaeda leader Osama Bin
Laden and 9/11 mastermind Khalid Sheik Mohammed.

e Last spring, two Iranian Hezbollah operatives were conducting terror training
on Venezuela’s Margarita Island for persons brought there from other countries
in the region. Colombian authorities have reported to me that Hezbollah oper-
ates in areas of their country where the narcoterrorist group FARC (Fuerzas
Armadas Revolucionarios de Colombia) has a presence.

e The cocaine kingpin Walid Makled, several of whose companies did business
with the Hezbollah operative and Venezuelan diplomat Ghazi Nassereddine,
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confirmed in a televised interview on April 3 that Hezbollah conducts fund-
raising and operates cocaine labs in Venezuela with the protection of that gov-
ernment.

e On November 4, 2009, Israeli commandos intercepted a shipment of grenades,
Katyusha rockets, 500,000 rounds of ammunition, and other Russian and Ira-
nian arms aboard the cargo vessel, Francop, which was carrying these weapons
from the Venezuelan port of Guanta to Syria, where the intended recipient was
Hezbollah.

e Hugo Chavez hosted a terror summit of senior leaders of Hamas (“supreme
leader” Khaled Meshal), Hezbollah (unnamed “chief of operations”), and Pales-
tinian Islamic Jihad (Secretary General Ramadan Abdullah Mohammad
Shallah) in Caracas on August 22, 2010. That extraordinary meeting was orga-
nized at the suggestion of Iran, and the logistical arrangements were made by
Nassereddine. In addition to the summit, operatives from other countries gath-
ered in Caracas to meet with these terrorist chieftains.

e The Venezuelan airline, Conviasa, conducts regular flights between Caracas
and Damascus and Teheran. The Hezbollah networks use these flights and oth-
ers to ferry operatives, recruits, and cargo in and out of the region.

In summary, Mr. Chairman, due to the “official” support from some governments
in Latin America (Venezuela, Bolivia, Ecuador, Nicaragua, and others), and the un-
willingness of others to recognize the threat, we can expect to see the Hezbollah
presence in Latin America become more active and deadly in the coming years. The
apparent terminal illness of the Venezuelan dictator Hugo Chavez might reduce
that country’s risky support for Hezbollah; unfortunately, that terror network has
metastasized in the Americas, and our research indicates that the most tempting
target for Hezbollah in the region is Brazil, one of the world’s 10 largest economies
with an estimated population of 1 million Muslims.

As it stands today, I believe the Hezbollah/Iranian presence in Latin America con-
stitutes a clear threat to the security of the U.S. homeland. They have the motiva-
tion, and they have been steadily increasing their capacity to act. In addition to
operational terrorist activity, Hezbollah also is immersed in criminal activity
throughout the region—from trafficking in weapons, drugs, and persons—all of
which threaten our security.

The more broad implication for U.S. homeland security is that Hezbollah—via
Iran and Venezuela—has engaged the United States in an offensive strategy of
asymmetric warfare on our doorstep. It is aiming to win the mental battle of attri-
tion and the moral battle of legitimacy—particularly with the youth in Latin Amer-
ica. Unless our Government recognizes and responds to their efforts, our ability to
protect our interests and our homeland will be gradually and dangerously dimin-
ished.

U.S. and other government authorities have identified and sanctioned some of the
leaders of these networks. However, recent public statements suggest that U.S. dip-
lomats are unaware of the increasing operations and reach of the Hezbollah net-
work. By contrast, U.S. law enforcement agencies—led by the Drug Enforcement
Administration—have made great efforts to assess and confront this threat by build-
ing cases against foreign officials and sanctioning commercial entities that provide
support to this criminal terror organization. However, this dangerous network re-
quires a whole-of-government strategy, beginning with an inter-agency review to un-
derstand and assess the transnational, multi-faceted nature of the problem, to edu-
cate friendly governments on what is happening, and to implement effective meas-
ures unilaterally and with willing partners to disrupt and dismantle their oper-
ations.

If our Government and responsible partners in Latin America fail to act, I believe
there will be an attack on U.S. personnel, installations, or interests in the Americas
as soon as Hezbollah operatives believe that they are capable of such an operation
without implicating their Iranian sponsors in the crime.

Thank you, Mr. Chairman.
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Mr. MEEHAN. Thank you, Mr. Noriega, Ambassador Noriega.

Our next witness will be Mr. Douglas Farah, a senior fellow at
the International Assessment and Strategy Center who focuses on
financial investigations and transparency. Mr. Farah consults for
United States and European government agencies, specializing in
research writing and training on transnational organized crime,
terror-financed armed groups, and their effects on states, with par-
ticular focus on the Western Hemisphere and Africa. Bringing a
wealth of first-hand experience through his 30-year career as an in-
vestigative journalist, he has provided numerous expert testimonies
to Congressional committees.

A graduate with honors from the University of Kansas, Mr.
Farah’s most recent scholarly work is entitled Terrorist-Criminal
Pipelines and Criminalized States: Emerging Alliances. He has au-
thored two books: One, Blood from Stones: The Secret Financial
Network of Terror; and Merchant of Death: Viktor Bout and the
New World Order.

Mr. Farah, you are now recognized to summarize your testimony.

STATEMENT OF DOUGLAS FARAH, SENIOR FELLOW, THE
INTERNATIONAL ASSESSMENT AND STRATEGY CENTER

Mr. FARaH. Mr. Chairman, thank you very much. Members of
the committee, I agree with Ambassador Noriega. This is a very
important subject to which we pay insufficient attention to.

In order to understand the threat Hezbollah poses, it is impor-
tant to understand the regional context in which the group’s pres-
ence is growing. Its chief sponsors, as has been noted, Iran and
Syria, are designated state sponsors of terrorism, and they have
spent the last decade building ties into criminalized governments
in Latin America that also support violent terrorist groups.
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There is some concern about Venezuela providing the technology
for the increasingly sophisticated narco tunnels now being found
along the U.S.-Mexican border that strongly resemble the types
used by Hezbollah in Lebanon. Retired law enforcement officials
have publicly discussed the appearance in recent years of arrested
gang members entering the United States with Farsi tattoos and
?‘t}llgr items that are possible indicators of Iran’s influence in that
ield.

As a senior DEA official recently noted, cocaine proceeds entering
the coffers of Islamic radical groups such as Hezbollah can lead to
an “unlimited source of cheap and easy revenue to carry out poten-
tial terrorist attacks.”

A joint DHS and State Department symposium last year con-
cluded that the confluence of illicit networks and corruption in an
enabling environment can facilitate not only the movement of
drugs, arms, stolen, or pirated goods and trafficked persons, but
also smuggling of terrorists, weapons of mass destruction, WMD
materials, and other dangerous weapons. This trend is particularly
powerful when taken in concert with the increasingly blurred lines
between certain terror groups and criminal activities.

I think what you are seeing in Latin America is the creation of
this enabling environment that is discussed in this report and the
distinct blurring or the very visible blurring of lines between ter-
rorism and criminal activities in the group. Hezbollah’s presence in
this enabling environment has grown in scope and sophistication
over the past years as Iran has successfully built close alliances
with several governments in Latin America; not just the govern-
ment of Venezuela, but the governments of Nicaragua, Bolivia, and
Ecuador as well, the self-described “Bolivarian Alliance.” These al-
liances afford Iran and its proxy elements state control and effec-
tive immunity for its covert activities.

Hezbollah’s growing presence is a significant part of a larger and
more dangerous pattern of the criminalization of these Bolivarian
states closely allied with Iran. These countries, in turn, support an-
other designated terrorist organization that produces an estimated
70 percent of the world’s cocaine and 90 percent of the cocaine con-
sumed in the United States, the Revolutionary Armed Forces of Co-
lombia, or the FARC. The relationship between these alliances with
Venezuela, Ecuador, Bolivia, and Nicaragua with Iran seems para-
doxical. It is between groups espousing seemingly irreconcilable
world views, the theocratic Shiite Muslim fundamentalism and so-
cialism for the 21st Century. What binds it together is the common
aim of asymmetrical military defeat of the United States, according
to their own writings.

The criminalization of multiple states in our hemisphere acting
in concert is a threat, but the seriousness of the threat grows enor-
mously when the central element that the governments and their
nonstate proxies share is a hatred for the United States and a pub-
licly stated desire to inflict significant damage on the homeland.
These groups together have access to hundreds of millions of dol-
lars in illicit revenues annually.

The roots of this unlikely ideological combination can be found,
as I discuss in my written testimony, in the Iranian Revolution of
1979 and the writings of Ilich Sanchez Ramirez, better known as
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Carlos the Jackal, a Venezuelan citizen who, until his arrest in
1994, was the world’s most-wanted terrorist. In his 2003 book, Rev-
olutionary Islam, written from prison where he is serving a life
sentence, the Jackal praises Osama bin Laden and 9/11 as part of
a justified armed struggle of Islam against the West. “From now
on, terrorism is going to be more or less a daily part of the land-
scape of your rotting democracies,” he wrote.

Sanchez Ramirez and Chavez maintain a warm and public
friendship, and the repeated public praise of Chavez for the Jackal
can be seen as a crucial element of Bolivarian ideology.

As T further discuss in my written testimony, Chavez adopted as
official Venezuelan military doctrine this book, which is Peripheral
Warfare and Revolutionary Islam: Origins, Rules and Ethics of
Asymmetrical Warfare, by the Spanish politician and ideologue
Jorge Verstrynge. The tract is a continuation of the exploration of
Sanchez Ramirez’s thought, incorporating the explicit endorsement
of the use of weapons of mass destruction to destroy the United
States. Copies of this book have recently been found in FARC
training camps in Colombia for the first time, showing the cross-
pollination of this ideology from Venezuela into its proxies oper-
ating in Colombia and elsewhere.

It is important to note that the relationship Hezbollah has devel-
oped with criminal and terrorist groups in Latin America has esca-
lated from one of mutual accommodation and benefit in the spheres
of money laundering, contraband, and financing to more direct and
deadly forms of collaboration. Currently there are numerous cases
being prosecuted in the United States that shed new light on the
direct cocaine-for-weapons deals between Hezbollah and the FARC.

One case that illustrates the breadth of this emerging alliance is
Operation Titan, executed by Colombia and U.S. officials in 2008
and still on-going, although much of it is now classified. Colombia
and U.S. officials, after a 2-year investigation, dismantled a drug-
trafficking organization that stretched from Colombia to Panama,
Mexico, the United States, Europe, and West Africa. Most of the
drugs originated with the FARC in Colombia, and some of the pro-
ceeds were traced to Lebanese expatriate networks funding
Hezbollah directly. Other cases are cited in my testimony.

As cocaine trafficking shifts significantly to transit——

Mr. MEEHAN. Mr. Farah, could you do your best to try to——

Mr. FARAH. Yes.

Hezbollah’s presence in Latin America is growing, and the orga-
nization remains the premier terrorist organization in the world.
The core shared belief of these varied actors is that the United
States is the primary enemy that needs to be destroyed, that WMD
is a legitimate option to achieve that end, that the Iranian Revolu-
tion offers a model for defeating the United States, and the ability
to wage sophisticated asymmetrical warfare is the key to their fu-
ture. Because of that, I believe it is a real and growing threat in
the hemisphere.

Thank you.

[The statement of Mr. Farah follows:]
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PREPARED STATEMENT OF DOUGLAS FARAH

JuLy 7, 2011

Chairman Meehan, Ranking Member Speier, and Members of the subcommittee,
thank you for the opportunity to testify here today on a significant and growing
threat to U.S. security in the Western Hemisphere: The presence of Hezbollah and
its primary sponsor, the government of Iran, with its full arsenal of intelligence and
specialized military units of the Islamic Revolutionary Guard Corps (IRGC) and the
Qods Force. The threat is not limited to the region and the homeland alone, but
more broadly its aims include an ability to hold the United States at risk in terms
of exercising options in other theatres, most specifically with respect to Iran, Syria,
and the Middle East, including Israel.

In order to understand the threat Hezbollah poses it is important to understand
the regional context in which the group’s presence is growing. Its chief state spon-
sors—Iran and Syria who also are designated state sponsors of terrorism—are more
than a decade into developing a range of close ties to criminalizing states in Latin
America which also support violent criminal and terrorist groups.

In addition to its growing presence in Latin America, Hezbollah has a long-stand-
ing smuggling network in West Aftrica, traditionally used for moving contraband dia-
monds and other commodities and now involved in the trafficking of cocaine from
Latin America to Europe. It also has an established presence in the United States
1zind Canada, as the committee, intelligence, and law enforcement communities

now.

There is growing concern that Hezbollah is providing technology for the increas-
ingly sophisticated narco tunnels now being found along the U.S.-Mexican border,
which strongly resemble the types used by Hezbollah in Lebanon. Numerous former
intelligence and law enforcement officials have publicly discussed the appearance in
recent years of arrested gang members entering the United States with Farsi tat-
toos and other goods that could indicate a Hezbollah influence.!

As a senior DEA official recently noted, “There are numerous reports of cocaine
proceeds entering the coffers of Islamic Radical Groups (IRG) such as Hezbollah and
Hamas in Europe and the Middle East. The danger of DTO’s and IRG’s profiting
from the lucrative cocaine trade can lead to an unlimited source of cheap and easy
revenue to carry out potential terrorist acts.”?

The threat therefore is neither remote, discontinuous nor contained, nor is it as
well understood as it should be. This—and the overall criminal/terrorist/com-
promised state challenge of which it is a part—requires more integrated analytical,
intelligence, diplomatic, and security approaches driven by a strategic assessment
of the threat.

As a joint DHS and State Department symposium concluded:

“The confluence of illicit networks and corruption in an enabling environment could
facilitate not only the movement of drugs, arms, stolen or pirated goods, and traf-
ficked persons, but also smuggling of terrorists, weapons of mass destruction
(WMDs), WMD materials, and other dangerous weapons and technologies that
threaten global security. This trend is particularly powerful when taken in concert
with the increasingly blurred line between certain terror groups and the criminal
activities that fund them. For instance, organizations such as Hezbollah, Al Qaeda,
the Revolutionary Armed Forces of Colombia (FARC), the Taliban, the Kurdistan
Worker’s Party (PKK), have been known to engage in criminal enterprises for profit
or to advance a terror agenda.”

A strategy considering all aspects as part of a whole, rather than separated into
lanes such as terrorism, narcotics, WMD, threat finance, human and contraband
smuggling, energy, state corruption, and others, is necessary.

Over the past 2 years or so, ranking U.S. military and law enforcement leadership
have begun to articulate this complex threat, and the need for a more comprehen-
sive approach, implicitly one adequately resourced and comprising all elements of

1Rep. Sue Myrick, “Myrick calls for Taskforce to Investigate Presence of Hezbollah on the
U.S. Southern Border, dJune 23, 2010, http://myrick.house.gov/index.cfm?sectionid=22-
&itemid=558.

2 Statement of Anthony P. Placido, deputy administrator for intelligence, Drug Enforcement
Administration, Committee on Oversight and Government Reform Subcommittee on National
Security and Foreign Affairs, March 3, 2010.

3“Chair’s Report: Transpacific Symposium on Dismantling Transnational Illicit Networks,”
Department of State Bureau of International Narcotics and Law Enforcement Affairs, and De-
partment of Homeland Security U.S. Immigration and Customs Enforcement, February 2010,
p-3
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U.S. power—diplomatic, informational, military, and economic. The failure to so en-
gage will negatively affect the United States in each of those dimensions. It will un-
dercut a mainstay pillar of our security, reverse the democratic and economic gains
of the 1980s and 1990s Latin America democratization which we did so much to en-
able and significant cost, and it ultimately will cost U.S. lives, including possibly
terrorist attacks.

UNDERSTANDING THE ACTORS, RELATIONSHIPS, AND PIPELINES

As my submitted CV indicates, I was born of U.S. missionary parents in Latin
America, and have worked there as an investigative journalist, as a subject matter
expert, and an advisor and trainer on democratic governance and anti-corruption
issues for some 30 years. I bring broad cultural, historical, and operational under-
standing and strong networks across the political spectrum, from guerilla leaders
to Ministers of Justice. With this background, I must state that my fieldwork in
many different parts of Latin America over the past 3 years clearly established that
Hezbollah has developed a significant presence in the region, augmented by thou-
sands of sympathizers who contribute monetary and non-monetary resources to the
organization.

This presence has grown in scope and sophistication over the past years as Iran’s
Mahmoud Ahmadinejad has successfully built close alliances with several govern-
ments in Latin America, led by Hugo Chavez in Venezuela. These alliances afford
Iran and its proxy elements state cover and effective immunity for its covert activi-
ties. This includes: Unfettered access to global banking facilities, ports, and airports;
mining of precursor elements for WMD and advanced weapons systems fabrication;
and, a regional base for infiltration and contingency operations aimed at under-
mining the United States and its interests, while also abetting corruption and the
notable build-up in conventional arms manufacturing.

These corrosive activities, taken together, are accelerating the weakening of
states—hollowing-out of many of the first-generation democracies and their constitu-
tional and civil society processes, and setting a predicate for a reassertion of author-
itarian rule and ruin in these states and their neighbors. These states’ survival and
growth are critical to long-term regional and U.S. security.

Concurrently we see the further empowerment, training, and technological sup-
port of the oppressive security apparatuses in the increasingly undemocratic
Bolivarian states provided by the Iran-Hezbollah-ICRG/Qods forces combine. Other
outside powers, notably China and Russia further compound these problems (as
might, in the future, the still-nascent presence of radical Sunni groups related to
the Muslim Brotherhood). However Iran, Hezbollah, and the ICRG/Qods forces are
the sharpest edge of this sword at present, and the one most openly aimed at the
United States, and least tractable to diplomacy.

All of this comes at the expense of U.S. influence, security, and trade—including
energy security and hence economic and infrastructure security (Venezuela is the
4th-largest supplier of U.S. petroleum imports, just behind Mexico; indeed Latin
America is our 2nd-largest source of supply overall, only slightly behind the Middle
East). While this hearing focuses on Hezbollah, the non-state, armed branch of rad-
ical Shi’ite Islamists, one cannot ignore the direct relationship of this organization
to state sponsors. As the DIA noted last year:

“The Qods Force stations operatives in foreign embassies, charities, and religious/
cultural institutions to foster relationships with people, often building on existing
socio-economic ties with the well established Shia diaspora. At the same time, it en-
gages in paramilitary operations to support extremists and destabilize unfriendly re-
gimes. The IRGC and Qods Force are behind some of the deadliest terrorist attacks
of the past three decades, including the 1983 and 1984 bombings of the U.S. Em-
bassy and annex in Beirut, the 1983 bombing of the Marine barracks in Beirut, the
1994 attack on the AMIA Jewish Community Center in Buenos Aires, the 1996
Khobar Towers bombing in Saudi Arabia, and many of the insurgent attacks on Co-
alition and Iraqi Security Forces in Iraq since 2003. Generally, it directs and sup-
ports groups actually executing the attacks, thereby maintaining plausible
deniability within the international community.

“Support for these extremists takes the form of providing arms, funding, and para-
military training. In this, Qods Force is not constrained by ideology; many of the
groups it supports do not share, and sometimes openly oppose, Iranian revolutionary
principles, but Iran supports them because of common interests or enemies.

“The Qods Force maintains operational capabilities around the world. It is well es-
tablished in the Middle East and North Africa, and recent years have witnessed an
increased presence in Latin America, particularly in Venezuela [author emphasis].
As U.S. involvement in global conflicts deepens, contact with the Qods Force, di-
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rectly or through extremist groups it supports, will be more frequent and consequen-
tial.”4

It is within this context of the merging of state and non-state armed actors that
I would like to address the issue of Hezbollah in Latin America and the threat the
organization poses to the U.S. Homeland. Hezbollah’s growing presence is a signifi-
cant part of a larger and more dangerous pattern of the criminalization of the self-
described “Bolivarian” states in Latin America closely allied with Iran. These coun-
tries, in turn, support another designated terrorist organization that produces an es-
timated 70 percent of the world’s cocaine and up to 90 percent of cocaine in the
United States—The Revolutionary Armed Forces of Colombia (Fuerzas Armadas
Revolucionarias de Colombia—FARC).5

The relationship between these “Bolivarian states” (Venezuela, Ecuador, Bolivia,
and Nicaragua) and Iran is crucial to understanding the threat that Hezbollah in
Latin America poses. This relationship, among groups espousing and actively pur-
suing seemingly irreconcilable world views—theocratic Shiite Muslim fundamen-
talism and Socialism for the 21st Century—is bound by a common aim of the asym-
metric defeat of the United States, and a shared view in favor of an authoritarian
state that tolerates little dissent and encroaches on all aspects of a citizen’s life.
This constitutes a core element of the threat.

Hezbollah’s influence in Latin America extends to the nature of aggression and
diplomacy employed by Chavez and his Bolivarian comrades. Iran and Hezbollah
are among the foremost practitioners today of the franchising model of a state spon-
sor allocating certain elements of statecraft to non-state armed actors involved in
transnational organized crime and terrorist activities.

As one study noted,

“The Quds are also believed to play a continuing role in training, arming, and fund-
ing Hezbollah in Lebanon and to have begun to support Shi’ite militia and Taliban
activities in Afghanistan . . . The Quds has offices or ‘sections’ in many Iranian
embassies, which are closed to most embassy staff. It is not clear whether these are
integrated with Iranian intelligence operations or if the ambassador in each em-
bassy has control of, or detailed knowledge of, operations by the Quds staff. How-
ever, there are indications that most operations are coordinated between the IRGC
and offices within the Iranian Foreign Ministry and MOIS.”6

Recent headlines reaffirm that such Iranian proxy arming is a growing source of
lethal attacks against the United States in both Iraq and Afghanistan presently
with the new weapons shipments leading directly to the deaths of American troops.”

The nature of the threat to the United States, then, is not merely the drugs in
the criminal pipelines and multiple transnational criminal activities that directly af-
fect us every day. It is the establishment of political and financial influence and
military presence by Hezbollah, a terrorist organization that enjoys the state spon-
sorship of Iran and, to a lesser degree, Syria, in concert with states that are hos-
pitable to its movements and that are replicating its model, particularly south of
our border.

A central common element between Iran and its Bolivarian allies is the willing-
ness to use non-state allies participating in criminal and terrorist activities as in-
struments of statecraft. As the DIA noted, the Qods Force supports proxy forces
while retaining plausible deniability, and the primary force is Hezbollah. Venezuela,
in turn, also hosts not only the FARC, but the ETA Basque separatist terrorist orga-

4Lt. Gen. Ronald L. Burgess, Jr., Director, Defense Intelligence Agency, “Iran’s Military
Power,” Statement before the United States Senate Committee on Armed Services, April 14,
2010.

5“Top-ranking member of Colombian FARC Narco-Terrorist Organization Convicted on U.S.
Drug Charges, Drug Enforcement Administration, Department of Justice, February 20, 2007.
The DEA describes the FARC as a violent narco-terrorist guerrilla group operating in Colombia,
controls large portions of Colombia and finances its violent conflict with the Colombian govern-
ment by engaging in drug trafficking, augmented by other means including kidnapping and ex-
tortion. Drug trafficking is the lifeblood of the FARC because it enables the FARC to acquire
weapons, ammunition, and equipment necessary to carry on its violent attacks. DEA estimates
that the FARC controls approximately 70 percent of the Colombian cocaine trade, and approxi-
mately 80 to 90 percent of the cocaine shipped to the United States comes from Colombia. The
FARC produces and distributes thousands of kilograms per month for export to the United
States and other countries.

6 Anthony H. Cordesman, “Iran’s Revolutionary Guards, the al Quds Force, and other Intel-
ligence and Paramilitary Forces (Working Draft),” Center for Strategic and International Stud-
ies, August 16, 2007.

7See for example: Jay Solomon, “Iran Funnels New Weapons to Iraq and Afghanistan,” Wall
Street Journal, July 2, 2011, htip://online.wsj.com/article/SB100014240527023037634045-
76420080640167182.html?KEYWORDS=iran+weapons.
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nization, the Bolivarian Continental Movement (Movimiento Continental
Bolivariano—MCB).

The MCB is a FARC-founded political umbrella group made up of remnants of
Latin America’s violent Marxist movements and its allies in Europe, the United
States, and Latin America. The core mission of the group is to legitimize the FARC’s
internal and international image as a revolutionary army driven by ideology rather
than a criminal organization fuelled by the drug trade. It also is a staunch defender
of Chavez and his Bolivarian allies and a favorite forum for calling for armed action
against the United States and for armed revolution against the democratically elect-
ed government of Colombia.

One thing both Hezbollah and the FARC have is common is a demonstrated will-
ingness to work with outside groups that do not share their same ideology or the-
ology, but who share a common enemy.

An important element in the criminalized relationships among all these groups
are the “pipelines” or series of overlapping pipelines that these state and non-state
actors need to move products, money, weapons, personnel, and goods virtually any-
where and at anytime, without detection and for enormous profits.8

These pipelines are perhaps best understood as a series of recombinant chains
whose links can couple and de-couple as necessary to meet the best interests of the
networks involved. In the current context I am discussing state and non-state crimi-
nal/terrorist organizations who are able to move goods from Iran across the northern
tier of South America, through Central America and Mexico and penetrate our bor-
ders with impunity.

The criminalization of multiple states in our hemisphere, acting in concert, is a
threat across many obvious and less obvious fronts. But the seriousness of the
threat grows enormously when the central element these governments and their
armed non-state proxies Hezbollah and the FARC share is a hatred for the United
States and a publicly stated desire to inflict significant damage on the homeland.
This is the reality we face. These groups together, as have access to hundreds of
millions of dollars in illicit revenues annually, and billions of dollars more in state
revenues that are allocated without transparency or internal supervision and ac-
countability in respect of their nominally democratic host polities.

As I will describe in detail, they share a doctrine of asymmetrical warfare against
the United States that embraces the use of weapons of mass destruction, massive
civilian casualties as acceptable collateral damage and the underlying belief that the
acquisition of nuclear weapons to destroy the United States is a moral or religious
imperative. This is not a statement of capacity, but a clear statement of intention.

The first does not necessarily imply the ability to accomplish the latter, but it is
an indication that these intentions need to be taken seriously, particularly given the
level of resources available to them. Hezbollah, viewed by many in our intelligence
community as the most effective, well-structured, and militarily proficient terrorist
group in existence, brings a host of skills and abilities to bear in this regard. While
these capabilities had been deployed in our hemisphere before with lethal effect (the
1994 AMIA bombing), they have not been previously deployed under the protection
of a network of friendly governments, with access to diplomatic status and immu-
nity and operational freedom.

Last month a senior Venezuelan official publicly endorsed the Iranian position
that the United States “arms international terrorists and finances their activities.”
He added that “discrimination and humiliation of nations is the primary cause of
terrorism . . . the type of terrorism implemented by imperial powers attacks the
sovereignty of nations and the laws that regulate armed conflicts.”®

One need only look at how rapidly Iran has increased its diplomatic, economic,
and intelligence presence in Latin America to see the priority it places on this
emerging axis, given that it is an area where it has virtually no trade, no historic
or cultural ties and no obvious strategic interests. In Bolivia recently the Iranian
embassy reportedly asked for more than two dozen spaces for in the international
school for children of their newly-arrived diplomats there. This is an indication of
how rapidly the diplomatic mission is expanding despite having very few overt oper-
ations under way.

The gains—in financial institutions, bilateral trade agreements, state-to-state
shipping by land and sea that undergo no outside review, security forces and intel-

8For a fuller discussion of the criminalization of these states and the role of non-state armed
actors see: Douglas Farah, “Terrorist-Criminal Pipelines and Criminalized States: Emerging
Threats,” PRISM, National Defense University, PRISM 2, no. 3, pp 15-32.

9Frank Lopez Ballesteros, “Venezuela e Iran unen su vision sobre terrorismo,” El Universal,
June 27, 2011, accessed at: htip:/ /internacional.eluniversal.com /2011/06/27 | venezuela-e-iran-
unen-su-vision-sobre-terrorismo.shtml.
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ligence training, and state visits for Latin America (eight state visits between
Chavez and Ahmadinejad alone since 2006)—are almost entirely within the
Bolivarian orbit (although there are signs of involvement elsewhere in both Central
and Latin America, particularly efforts with mixed results to establish broad new
ties with Brazil).

What is of particular concern is that many of the agreements signed, such as the
agreement to create a dedicated shipping line between Iran and Ecuador, visa-free
flights to and from Caracas, Tehran, and Damascus, or the announced intention of
the internationally sanctioned Economic Development Bank of Iran (EDBI) to de-
posit $120 million dollars in the Central Bank of Ecuador, follow no normal eco-
nomic rationale.10

The OFAC designation of the Iranian bank states that:

“EDBI provides financial services to multiple MODAFL-subordinate entities that
permit these entities to advance Iran’s WMD programs. Furthermore, the EDBI has
facilitated the on-going procurement activities of various front companies associated
with MODAFL-subordinate entities. Since the United States and United Nations
designated Bank Sepah in early 2007, the EDBI has served as one of the leading
intermediaries handling Bank Sepah’s financing, including WMD-related payments.
In addition to handling business for Bank Sepah, the EDBI has facilitated financing
for other proliferation-related entities sanctioned under U.S. and U.N. authori-
ties.”11

The Bolivarian states have jointly declared their intention to help Iran break
international sanctions, holding a joint press conference in Tehran to announce their
determination to “continue and expand their economic ties to Iran” with confidence
that “Iran can give a crushing response to the threats and sanctions imposed by the
West and imperialism.”*2—by which they primarily mean the United States.

The multiple mining activities of radioactive elements, the significant investment
in financial institutions, the recruitment and training of personnel from across the
region by both Venezuela and Iran, and the constant high-level contact among the
Bolivarian leaders and Iran all indicate a desire on the part of both parties (Iran
and the Bolivarian states) to form a mutually beneficial and self-reinforcing alliance.

As noted above, of particular concern are the credible reports of on-going and ex-
tensive Iranian training and equipping of the intelligence services of the Boliviarian
states, particularly Venezuela, Bolivia, and Ecuador. This includes both equipment,
primarily for communications intercepts, and training trips of Bolivarian state offi-
cials and military-age youth cadres to Iran.

It is also notable that in Bolivia and Ecuador, knowledgeable sources reported a
significant increase in the Iranian military attachés being assigned to the region.
This is unusual as the countries have traditionally have had little military inter-
action, and an indication of the increasing military-to-military ties that are devel-
oping. It is also worth noting that Hezbollah’s entre into countries is often through
the offices of the military attaches under diplomatic cover, who often operate as a
separate entity within the embassies.

THE CHANGING NATURE OF THE TIES

Before going into the origins of this seemingly paradoxical alliance, it is important
to note that the relationships Hezbollah has developed with criminal and terrorist
groups in Latin America has escalated from one of mutual accommodation and ben-
efit in the spheres of money laundering, contraband, and financing to a more direct
and deadly forms of collaboration.

10For a more complete look at Iran’s presence in Latin America, see: Douglas Farah, “Iran
in Latin America: An Overview,” Iran in Latin America: Threat or Axis of Annoyance, Woodrow
Wilson International Center for Scholars, Cynthia J. Arnson et al, editors, June 2009, accessed
January 21, 2011, at: http://www.douglasfarah.com/ pdfs/20090620 DFIraninLatAm-
June2009-1 pdf For a look at the anomalies in the economic relations and banking relations,
see Douglas Farah and Glenn Simpson, “Ecuador at Risk: Drug, Thugs, Guerrillas and the ‘Citi
zens’ Revolution,”” International Assessment and Strategy Center, January 2010. The EDBI was
sanctioned by the U.S. Treasury Department’s Office of Forelgn Assets Control for violating
sanctions in regards to nuclear proliferation activities and aiding the IRGC.

11United States Department of Treasury, “Export Development Bank of Iran Designated as
a Proliferator,” Press office of the Office of Foreign Assets Control, October 22, 2008. OFAC also
designated a sister bank of EDBI operating in Venezuela as the Banco Internacional de
Desarrollo (BID). In the MOU between Ecuador’s central bank and EDBI, the EDBI offers to
open a branch office of BID in Ecuador as well.

12“Venezuela/Iran Alba Resolved to Continue Economic Ties with Iran,” Financial Times In-
formation Service, July 15, 2010.
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There has been significant and well documented reporting on Hezbollah’s financial
ties to the contraband center of the Tri-Border region of Paraguay, Argentina, and
Brazil, the contributions of the Lebanese diaspora communities on Isla Margarita
and elsewhere, and the significant profits Hezbollah has derived for some time by
taxing a range of illicit activities among the Lebanese diaspora communities.

This type of activity, in many ways, was little different from that of many other
transnational criminal networks, and was largely financial. However, the 1994 Ira-
nian government-sponsored bombing of the AMIA building in Buenos Aires, Argen-
tina, using Hezbollah operatives in the Tri-Border region, is a powerful reminder
that these groups can and do operate militarily in Latin America.

There is now-growing evidence of the merging of the Bolivarian Revolution’s
criminal-terrorist pipeline activities and those of the criminal-terrorist pipeline of
radical Islamist groups (Hezbollah in particular) supported by the Iranian regime,
This presages a series of new security challenges for the United States and its allies
in Latin America.

Currently there are cases being prosecuted in the United States that shed new
};i%}%gcon direct cocaine-for-weapons deals between Hezbollah operatives and the

One case that illustrates the breadth of the emerging alliances between criminal
and terrorist groups is Operation Titan, executed by Colombian and U.S. officials
in 2008 and still on-going. Colombian and U.S. officials, after a 2-year investigation,
dismantled a drug trafficking organization that stretched from Colombia to Panama,
Mexico, the United States, Europe, and the Middle East. Most of the drugs origi-
nated with the FARC in Colombia, and some of the proceeds were traced through
a Lebanese expatriate network, to the funding Hezbollah.13

Colombian and U.S. officials allege that one of the key money launderers in the
structure, Chekry Harb, AKA “Taliban”, acted as the central go-between among
Latin American drug trafficking organizations and Middle Eastern radical groups,
primarily Hezbollah. Among the groups participating together in Harb’s operation
in Colombia were members of the Northern Valley Cartel, right-wing paramilitary
groups and the FARC, demonstrating the ecumenical adaptive nature of Hezbollah’s
criminal associations and of the “recombinant networks” system.

Other recent cases include:

e In 2008, OFAC-designated senior Venezuelan diplomats for facilitating the

funding of Hezbollah.

One of those designated, Ghazi Nasr al Din, served as the charge d’affaires of
the Venezuelan embassy in Damascus, and then served in the Venezuelan em-
bassy in London. According to the OFAC statement in late January 2008, al Din
facilitated the travel of two Hezbollah representatives of the Lebanese par-
liament to solicit donations and announce the opening of a Hezbollah-sponsored
community center and office in Venezuela.

The second individual, Fawzi Kan’an, is described as a Venezuela-based
Hezbollah supporter and a “significant provider of financial support to
Hezbollah.” He met with senior Hezbollah officials in Lebanon to discuss oper-
ational issues, including possible kidnappings and terrorist attacks.14

e In April 2009 police on the island of Curacao arrested 17 people for alleged in-

volvement in cocaine trafficking with some of the proceeds then funneled
through Middle Eastern banks to Hezbollah.15

e A July 6, 2009 indictment of Jamal Youssef in the U.S. Southern District of

New York alleges that the defendant, a former Syrian military officer arrested
in Honduras, sought to sell weapons to the FARC—weapons he claimed came
from Hezbollah, and were going to be provided by a relative in Mexico.16

Such relationships between non-state and state actors provide numerous benefits
to both. In Latin America, for example, the FARC and its non-state allies such as
ETA, remnants of the Irish Republican Army and others gain access to Venezuelan
territory without fear of reprisals, gain access to Venezuelan identification docu-

13While much of Operation Titan remains classified, there has been significant open source
reporting, in part because the Colombian government announced the most important arrests.
See: Chris Kraul and Sebastian Rotella, “Colombian Cocaine Ring Linked to Hezbollah,” Los An-
geles Times, Oct. 22, 2008; and “Por Lavar Activos de Narcos y Paramilitares, Capturados
Integrantes de Organizacion Internacional,” Fiscalia General de la Republica (Colombia), Oct.
21, 2008.

14“Treasury Targets Hizbullah in Venezuela,” United States Department of Treasury Press
Center, June 18, 2008, http:/ /www.treasury.gov | press-center | press-releases | Pages | hp1036.aspx.

150rlando Cuales, “17 arrested in Curacao on suspicion of drug trafficking links with
Hezbollah,” Associated Press, April 29, 2009.

16 United States District Court, Southern District of New York, The United States of America
v Jamal Yousef, Indictment, July 6, 2009.
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ments, and, perhaps most importantly, access to routes for exporting cocaine to Eu-
rope and the United States while using the same routes to import quantities of so-
phisticated weapons and communications equipment. In return, the Chavez govern-
ment offers state protection and reaps rewards in the form of financial benefits for
individuals and as institutional and materiel benefits derived from the cocaine and
contraband trade.

Iran, whose banks are largely barred from the Western financial systems, benefits
from access to the international financial market through Venezuelan, Ecuadoran,
and Bolivian financial institutions, which act as proxies by moving Iranian money
as if it originated in their own, unsanctioned financial systems.1? Venezuela also
agreed to provide Iran with 20,000 barrels of gasoline a day—leading to U.S. sanc-
tions against the state petroleum company PDVSA earlier this year.18

While the ties between Iran and Hezbollah are generally accepted, there is a re-
luctance in some parts of the policy community to acknowledge the similar type of
relationship that Venezuela and other Bolivarian states have with the FARC.

There is abundant evidence establishing Chavez’s direct and personal involvement
with the FARC, along with senior military and political officials, I will list only
some of them.

OFAC has designated numerous senior Venezuelan officials, including the heads
of two national intelligence services, as terrorist supporters for direct support of the
FARC in the acquisition of weapons and drug trafficking.!® Among those designated
are Hugo Armando Carvajal, director of Venezuelan Military Intelligence; Henry de
Jesus Rangél, director of the Venezuelan Directorate of Intelligence and Prevention
Services; and Ramén Emilio Rodriguez Chacon, former minister of justice and
former minister of interior—were responsible for “materially supporting the FARC,
a narco-terrorist organization.”

The designation statement accused Carvajal and Rangél of protecting FARC co-
caine shipments moving through Venezuela, and said Rodriguez Chacin, who re-
signed his government position just a few days before the designations, was the
“Venezuelan government’s main weapons contact for the FARC.”20 In November
2010 Rangel was promoted to the overall commander of the Venezuelan armed
forces.21

Senior officials in Ecuador and Bolivia have also been publicly tied both to the
FARC and the FARC’s drug trafficking activities. In Ecuador, a senior cabinet offi-
cial met repeatedly with FARC leaders and there is strong evidence that the Correa
campaign received several hundred thousand dollars in donations from the FARC.22
In Bolivia, senior members of president Evo Morales’ MAS party have worked close-
ly with the FARC,23 and a senior police commander who ran the elite counter-nar-

17For a look at how the Ecuadoran and Venezuelan banks function as proxies for Iran, par-
ticularly the Economic Development Bank of Iran, sanctioned for its illegal support of Iran’s nu-
clear program, and the Banco Internacional de Desarrollo, see: Farah and Simpson, op cit.

18 Office of the Spokesman, “Seven Companies Sanctioned Under Amended Iran Sanctions
Act,” U.S. Department of State, May 24, 2011, htip:/ /www.state.gov/r/pa/prs/ps/2011/05/
164132.htm.

19 Among those designated were Hugo Armando Carvajal, director of Venezuela’s Military In-
telligence Directorate for his “assistance to the FARC, (including) protecting drug shipments
from seizure”; Henry de Jesus Rangél Silva, director of Venezuela’s Directorate of Intelligence
and Prevention Services for “materially assisting the narcotics activities of the FARC”; and
Ramon Emilio Rodriguez Chacin, at the time Venezuela’s minister of interior and justice, de-
scribed as “the Venezuelan government’s main weapons contact for the FARC.” See the full des-
ignation at: hitp:/ /treas.tpaq.treasury.gov | press/releases [ hp1132.htm.

20“Treasury Targets Venezuelan Government Officials Support of the FARC,” U.S. Treasury
Department Office of Public Affairs, Sept. 12, 2008. The designations came on the heels of the
decision of the Bolivian government of Evo Morales to expel the U.S. ambassador, allegedly for
supporting armed movements against the Morales government. In solidarity, Chavez then ex-
pelled the U.S. ambassador to Venezuela. In addition to the designations of the Venezuelan offi-
cials, the United States also expelled the Venezuelan and Bolivian ambassadors to Washington.

21“Chavéz Shores up Military Support,” Stratfor, November 12, 2010.

22For a more complete look at the documentation of the Correa and Chavéz ties to the FARC
see: “The FARC Files: Venezuela, Ecuador and the Secret Archive of ‘Raul Reyes,”” International
Institute for Strategic Studies, May 2011, http:/ /wwuw.iiss.org/publications/strategic-dossiers/
the-farc-files-venezuela-ecuador-and-the-secret-archive-of-ral-reyes /; Farah and Simpson, op cit.;
Francisco Huerta Montalvo et al, “Informe Comision de Transparencia y Verdad: Caso Angos-
tura,” December 10, 2009.

23 For details see: Douglas Farah, “Into the Abyss: Bolivia Under Evo Morales and the MAS,”
International Assessment and Strategy Center, June 17, 2009, http:/ /www.strategycenter.net/
research [ pubID.200/pub detail.asp.
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cotics unit was recently arrested for trafficking cocaine and extradited to the United
States.24

THE ORIGINS OF THE IDEOLOGICAL KINSHIP

As noted, the Chavez model of allying with state sponsors of terrorism such as
Iran while sponsoring violent non-state terrorist organizations involved in criminal
?ctivities and terrorism strongly resembles the template used by Hezbollah and
ran.

In order to understand the relationship, it is important to understand the think-
ing of two significant ideological influences in the world of Hugo Chavez about what
they view as the seminal event in goal of destroying the United States. That event
was the 1979 Iranian Revolution.

While Iran’s revolutionary rulers view the 1979 revolution in theological terms as
a miracle of divine intervention in which the United States, as the Great Satan was
defeated, the Boliviarians view it from a secular point of view as roadmap to defeat
the United State as the evil Empire.

Among the first to articulate the possible merging of radical Shi’ite Islamic
thought with Marxist aspirations of destroying capitalism and U.S. hegemony was
Illich Sanchez Ramirez, better known as the terrorist leader Carlos the Jackal, a
Venezuelan citizen who was, until his arrest in 1994, one of the world’s most-want-
ed terrorists. In his writings, Sanchez Ramirez espouses Marxism tied to revolu-
tionary, violent Palestinian uprisings, and, in the early 2000s after becoming a Mus-
lim, militant Islamism.

In his 2003 book Revolutionary Islam, written from prison where he is serving a
life sentence for killing two French policemen, Sanchez Ramirez praises Osama bin
Laden and the 9/11 attacks on the United States as a “lofty feat of arms” and part
of a justified “armed struggle” of Islam against the West. “From now on terrorism
is going to be more or less a daily part of the landscape of your rotting democracies,”
he wrote.?5

In this context, the repeated, public praise of Chavez for Sanchez Ramirez can be
seen as a crucial element of the Bolivarian ideology, and an embracing of terrorist
tactics to achieve justifiable ends. Chavez ordered his ambassador to France to seek
the release of Sanchez Ramirez and on multiple occasions, 1nc1ud1ng many times
after 9/11, referred to the convicted terrorist as a “friend” and “true revolu-
tionary. »26'In a 1999 letter to Sanchez Ramirez, Chéavez greeted the terrorist as a
“Distinguished Compatriot” and wrote that

“Swimming in the depths of your letter of solidarity I could hear the pulse of our
shared insight that everything has its due time: time to pile up stones or hurl them,
to ignite revolution or to ignore it; to pursue dialectically a unity between our war-
ring classes or to stir the conflict between them—a time when you can fight outright
for principles and a time when you must choose the proper fight, lying in wait with
a keen sense for the moment of truth, in the same way that Ariadne, invested with
these same principles, lays the thread that leads her out of the labyrinth . . .

“I feel that my spirit’s own strength will always rise to the magnitude of the dan-
gers that threaten it. My doctor has told me that my spirit must nourish itself on
danger to preserve my sanity, in the manner that God intended, with this stormy
revolution to guide me in my great destiny.

“With profound faith in our cause and our mission, now and forever!”27

In fact, the Bolivarian fascination with the militant Islamist thought and Marx-
ism did not end with the friendship between Chavez and the jailed terrorist. Aco-
lytes of Sanchez Ramirez continued to develop his ideology of Marxism and radical
Islamism rooted in their interpretation of the Iranian revolution.

Since 2005, Chavez has rewritten Venezuela’s security doctrine to scrub it of all
outside (meaning U.S.), “imperialist” influences. To replace the old doctrine, Chavez
and the Venezuelan military leadership have focused on developing a doctrine cen-
tered on asymmetrical warfare, in the belief that the primary threat to Venezuelan
security is a U.S. invasion.

24 Martin Arostegui, “Drug Scandal Shakes Bolivia,” Wall Street Journal, March 3, 2011.

25“‘Jackal’ book praises bin Laden,” BBC News, June 26, 2003.

26 See, for example: Associated Press, “Chavez: ‘Carlos the Jackal’ a ‘Good Friend’” June 3,
2006.

27Paul Reyes (translator) and Hugo Chavez, “My Struggle,” from a March 23, 1999 letter to
Illich Ramirez Sanchez, the Venezuelan terrorist known as Carlos the Jackal, from Venezuelan
president Hugo Chavez in response to a previous letter from Ramirez, who is serving a life sen-
tence in France for murder. Harper’s, October 1999, http:// harpers.org /archive/1999/10/
0060674.
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The emerging military doctrine of the “Bolivarian Revolution,” officially adopted
in Venezuela and rapidly spreading to Bolivia, Nicaragua, and Ecuador, explicitly
embraces the radical Islamist model of asymmetrical or “fourth generation warfare,”
and its heavy reliance on suicide bombings and different types of terrorism, includ-
ing the use of nuclear weapons. This is occurring at a time when Hezbollah’s pres-
ence in Latin America is growing and becoming more identifiable.28

The main book Chavez has adopted as his military doctrine is Peripheral Warfare
and Revolutionary Islam: Origins, Rules, and Ethics of Asymmetrical Warfare
(Guerra Periférica y el Islam Revolucionario: Origenes, Reglas y Etica de la Guerra
Asimétrica) by the Spanish politician and ideologue Jorge Verstrynge.2® The tract
is a continuation of and exploration of Sanchez Ramirez’s thoughts, incorporating
an explicit endorsement of the use of weapons of mass destruction to destroy the
United States.

Although he is not a Muslim and the book was not written directly in relation
to the Venezuelan experience, Verstrynge lauds radical Islam for helping to expand
the parameters of what irregular warfare should encompass, including the use of
biological and nuclear weapons, along with the correlated civilian casualties among
the enemy.

Central to Verstrynge’s idealized view of terrorists is the belief in the sacredness
of the willingness of the fighters to sacrifice their lives in pursuit of their goals. Be-
fore writing extensively on how to make chemical weapons and listing helpful places
to find information on the manufacture of rudimentary nuclear bombs that “some-
one with a high school education could make,” Verstrynge writes:

“We already know it is incorrect to limit asymmetrical warfare to guerrilla warfare,
although it is important. However, it is not a mistake to also use things that are
classified as terrorism and use them in asymmetrical warfare. And we have super
terrorism, divided into chemical terrorism, bioterrorism (which uses biological and
bacteriological methods), and nuclear terrorism, which means ‘the type of terrorism
uses the threat of nuclear attack to achieve its goals.’”30

Jorge Verstrynge

A

In a December 12, 2008 interview with Venezuelan state television, Verstrynge
lauded Osama bin Laden and al-Qaeda for creating a new type of warfare that is

28]n addition to Operation Titan there have been numerous incidents in the past 18 months
of operatives being directly linked to Hezbollah have been identified or arrested in Venezuela,
Colombia, Guatemala, Aruba, and elsewhere in Latin America.

29 Verstrynge, born in Morocco to Belgian and Spanish parents, began his political career on
the far right of the Spanish political spectrum as a disciple of Manuel Fraga, and served in sev-
eral senior party posts with the Alianza Popular. By his own admission he then migrated to
the Socialist Party, but never rose through the ranks. He is widely associated with radical anti-
globalization views and anti-U.S. rhetoric, repeatedly stating that the United States is creating
a new global empire and must be defeated. Although he has no military training or experience,
he has written extensively on asymmetrical warfare.

30 Verstrynge, op cit., pp. 56-57.
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“de-territorialized, de-stateized and de-nationalized,” a war where suicide bombers
act as “atomic bombs for the poor.”31

Based on this book, Verstrynge was invited by Chavez to give the keynote address
to military leaders in a 2005 conference titled “First Military Forum on Fourth Gen-
eration Warfare and Asymmetric Conflict” held at the Venezuelan military academy.
Following the conference Gen. Raul Baduel, the army commander and Chavez con-
fidant, ordered a special pocket-size edition of the book to be printed up and distrib-
uted g}zlroughout the officer corps with explicit orders that it be studied cover to
cover.

This ideological framework of Marxism and radical Islamic methodology for suc-
cessfully attacking the United States is an important, though little examined, un-
derpinning for the greatly enhanced relationships among the Bolivarian states and
Iran and their respective non-state proxies, most prominently Hezbollah. For Iran
the benefits are numerous, particularly in building alliances with nations to break
its international isolation. But it also affords the opportunity to mine strategic min-
erals for its missile and nuclear programs, position Quds Force and Revolutionary
Guard operatives under diplomatic cover, greatly expand and enhance its intel-
ligence gathering, and operate state-to-state enterprises that allow for the move-
ment of just about any type of goods and material, and more generally acclimate
to operations in Latin America, including those aimed toward the United States.

One glimpse at the type of shipments such a relationship can used for came to
light in 2009, when Turkish authorities randomly inspected some crates being
shipped from Iran to Venezuela at the port of Mersin. The 22 crates were labeled
“tractor parts” but in fact carried equipment for establishing a laboratory for manu-
facturing explosives.33

THE WEST AFRICA COCAINE PIPELINE: ANOTHER DANGEROUS NEXUS

As cocaine trafficking routes shift significantly to transit West Africa en route to
the European market, there is another avenue opening for Hezbollah in Latin Amer-
ica and potential ties to the FARC.

The movement of drugs, particularly cocaine, through West Africa is the product
of several developments in the overall drug trade, and the consequences are already
devastating, as shown by the new wave of political instability and the creation of
the continent’s first true “narco-states.”34

The FARC has a well-established network, including financial handlers, already
established in Europe, particularly in Spain, where a good portion of the cocaine en-
ters the European Union. The organization also maintains a presence on the ground
in West Africa to handle drug shipments, a role demonstrated in a high-profile se-
ries of busts by the DEA in Liberia.3> Hezbollah, as discussed below, has a long his-
tory in West Africa and controls most of the illicit trade pipelines in the region.

It is interesting to note that most of the largest cocaine busts in West Africa have
come aboard aircraft that departed from Venezuela.3¢ Since Chavez expelled the
Drug Enforcement Administration from Venezuela in 2006, and has halted all
counter-narcotics cooperation, U.S. officials describe Venezuela as a “black hole.”
Not only does the Venezuelan government’s attitude encourage drug trafficking by

31 Bartolomé, op cit. See also: John Sweeny, “Jorge Verstrynge: The Guru of Bolivarian Asym-
metric Warfare,” www.vcrisis.com, Sept. 9, 2005; and “Troops Get Provocative Book,” Miami
Herald, Nov. 11, 2005.

32For a more complete discussion of how Verstrynge’s concepts fit into Chavez’s concept of
the Bolivarian revolution see: Mariano César Bartolomé, “Las Guerras Asimétricas y de Cuarta
Generacion Dentro Del Pensamiento Venezolano en Materia de Seguridad y Defensa,” (Asym-
metrical and Fourth Generation Warfare In Venezuelan Security and Defense Thinking), Mili-
tary Review, January-February 2008, pp. 51-62.

33 “Turkey holds suspicious Iran-Venezuela shipment,” Associated Press, June 1, 2009. http://
www.ynetnews.com /articles/0,7340,L-3651706,00.html.

34For a more complete look at this trend see: Douglas Farah, “Confronting Drug Trafficking
in West Africa,” Testimony before the Senate Foreign Relations Committee Subcommittee on Af-
rican Affairs, June 23, 2009.

35See Farah, PRISM, op cit; and Benjamin Weiser and William K. Rashbaum, “Liberian Offi-
cials Worked with U.S. Agency to Block Drug Traffic,” The New York Times, June 2, 2010.

36 Among the largest was the May 1, 2007 seizure of 630 kilograms of cocaine aboard a Cessna
aircraft in Nouhabidou, Mauritania. The airplane’s GPS showed it had taken off from Ven-
ezuelan territory. See: “Cocaine Trafficking in Western Africa: Situation Report,” UNODC, Octo-
ber 2007, pg. 9. In July 2008 another aircraft with 600 kilograms of cocaine and using a false
Red Cross emblem on its tail, was seized in Sierra Leone. Another case in 2010 intercepted
4,000 kilos that was to be flown from Venezuela to Monrovia, Liberia. See: “Manhattan U.S.
Attorney Charges Three al-Qaeda Associates with Conspiring to Transport Cocaine through Af-
rica for the FARC,” PR Newswire, December 18, 2009; Farah, PRISM, op. cit.
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the FARC and others,37 but Venezuela’s geographic proximity to West Africa make
it an ifdeal launching pad. This is true for both maritime operations and the use of
aircraft.

In West Africa, Hezbollah has long maintained an operational presence and has
had a significant role in the blood diamond trade and many other illicit activities.
In addition, many in the Lebanese Diaspora community in West Africa, numbering
several hundred thousand, pay a portion of their earnings to support Hezbollah in
Lebanon, with the knowledge and acquiescence of the host government.38

The importance of this revenue stream was revealed when a charter flight bound
for Beirut from Cotonou, Benin, crashed on takeoff on Dec. 25, 2003. On board was
a Hezbollah “foreign relations” official carrying $2 million in contributions raised in
the region. The money was said to represent “the regular contributions the party
[Hezbollah] receives from wealthy Lebanese nationals in Guinea, Sierra Leone, Libe-
ria, Benin, and other African states.”39

Given the prominence of the Lebanese Diaspora community and its members’ con-
trol of most of the existing pipeline to import and export illegal commodities, it is
inevitable that those organizations and the drug trafficking groups will encounter
each other and mutually benefit from each other because each has something the
other wants and needs. Lebanese networks control the decades-old contraband net-
works and routes to Europe, while the drug traffickers offer a new and lucrative
product for the existing pipeline. Violent clashes may take place, but the history of
both groups indicates they will cooperate where useful.

Given Hezbollah’s long-established presence on the ground in the region and the
closeness of its operatives to that community, it is also reasonable to assume that
Hezbollah and the drug traffickers, operating in the same permissive environment,
will cross paths. It is precisely this type of environment that allows for the other-
wise unthinkable alliances to emerge.

Most are short-lived, centering on specific opportunities and operations that can
benefit both groups, but others are longer-lasting and more dangerous. The adaptive
nature of the actors and the networks make any number of recombinant forms and
outcomes possible. This at once makes their detection, real-time monitoring, and ef-
fective disruption or interdiction by the United States and other government and
international intelligence and enforcement system, as presently configured, nearly
impossible.

Drug trafficking in West Africa also directly strengthens those who seek not only
to harm the United States but also to strangle the struggling liberal democracies
in Latin America. These include Hugo Chavez in Venezuela, his allies in Iran, the
FARC, and Hezbollah. As noted above, the circumstances in West Africa are ideal
for allowing many of these non-state criminal and terrorist organizations to greatly
expand their cooperation. The money raised from the cocaine trade on the West Af-
rica route brings all these threats closer to the United States.

CONCLUSIONS

Hezbollah’s presence in Latin America is growing, and the organization remains
the premiere terrorist organization in the world. It is growing both in economic ca-

37The most dramatic recent revelations of the complicity of senior Venezuelan officials in the
cocaine trade came in the case of Walid Makled, the alleged link between the FARC and
Hezbollah for drug trafficking activities. Makled was a well-known financial supporter of Chavez
who was designated a major drug trafficking kingpin by the United States. Makled was arrested
in Colombia in October 2010, where he gave details of his monthly payments, totaling more than
$1 million, to senior Venezuelan military officials, family members of sitting cabinet officials,
and other senior officials. The Colombian decision to extradite Makled to Venezuela rather than
the United States caused significant tension between the two countries and probably means that
the bulk of the evidence he claims to possess will never see the light of day. Among the docu-
ments he presented in prison were checks of his cashed by senior generals and government offi-
cials and videos of what appear to be senior government officials in his home discussing cash
transactions. For details of the case see: José de Cordoba and Darcy Crowe, “U.S. Losing Big
Drug Catch,” The Wall Street Journal, April 1, 2011; “Manhattan U.S. Attorney Announces In-
dictment of one of World’s Most Significant Narcotics Kingpins,” United States Attorney, South-
ern District of New York, November 4, 2010.

“Makled: Tengo suficientes pruebas sobre corrupcion y narcotrafico para que intervengan a
Venezuela,” NTN24 TV (Colombia), April 11, 2011.

38 See: Edward Harris, “Hezbollah Extorting Funds From West Africa’s Diamond Merchants,”
Associated Press, 29 June 2004.

39 Hamid Ghiryah, “Hezbullah Officials Carrying Donations Reportedly Killed in Lebanese
Plane Crash,” al-Siyasah (Kuwait), Dec. 29, 2003. For a broader look at the role of the Lebanese
diaspora in West African illicit trade activities, see: Lansana Gberie, War and Peace in Sierra
Leone: Diamonds, Corruption and the Lebanese Connection, The Diamond and Human Security
Project, Occasional Paper 6, January 2003.
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pacity and in its placing of operatives in the region through the rapid expansion of
Iran’s diplomatic and intelligence missions, businesses, and investments.

The threat posed by Hezbollah in Latin America to the U.S. homeland centers not
only on the organization itself and its demonstrated capacity and willingness to at-
tack the interests of the United States and its allies. It centers also on the organiza-
tion’s relationship with a continuum of actors from states sponsors (Iran and Syria)
to hospitable states (Venezuela and its Bolivarian allies) to allied terror and crimi-
nal entities (the FARC and its allies in the MCB).

The core shared beliefs of these varied actors is that the United States is a pri-
mary enemy that needs to be destroyed; that WMD is a legitimate option to achieve
that end; that the Iranian revolution offers model for defeating the United States;
and that the ability to wage sophisticated asymmetrical warfare, which so far has
reached its pinnacle in the 9/11 attacks on the Homeland, is central to their military
doctrine.

These states have embraced the concept of using designated terrorist organiza-
tions as proxies for furthering their regional goals and as instruments of statecraft.
This has afforded state protection to these groups and accelerated the criminaliza-
tion of the states themselves while also spreading support to fellow radicals seeking
to subvert regional democracies toward similar ends.

This combination of relationships—Iran to Hezbollah, Iran to Venezuela and the
Bolivarian states; Venezuela’s ties to the FARC and the growing evidence of joint
Hezbollah and FARC drug transnational and transcontinental trafficking activity
combine to indicate that Hezbollah’s presence constitutes a significant threat to the
U.S. homeland. To view Hezbollah as an isolated actor gaining a small foothold in
Latin America, as is often done in policy circles, is to misunderstand the nature of
the threat, the meaning of the realities on the ground, and their potential con-
sequences.

Mr. MEEHAN. Thank you, Mr. Farah.

Our next witness is Mr. Ilan Berman. Mr. Berman is vice presi-
dent of the American Foreign Policy Council. He has been a former
consultant for the Department of Defense and the Central Intel-
ligence Agency, and provided expertise and counsel to a number of
other Government agencies and Congressional offices.

Mr. Berman also concurrently serves as associate faculty to the
Missouri State University’s Department of Defense and Strategic
Studies, a columnist for Forbes Magazine, and as editor for the
Journal of International Security Affairs.

Mr. Berman received his undergraduate degree from Brandeis
University and went on to obtain a master’s from American Uni-
versity, and his juris doctorate from Washington College of Law,
also at the American University here in Washington.

Mr. Berman, we look forward to your testimony.

STATEMENT OF ILAN BERMAN, VICE PRESIDENT, AMERICAN
FOREIGN POLICY COUNCIL

Mr. BERMAN. Mr. Chairman, thank you very much. Thank you
for the opportunity to come and testify before you today on this
issue, which is, I believe, of paramount importance to—not only to
our understanding of where we are and where we going in the
struggle against international terrorism, but also to the safety and
security of the U.S. homeland as well.

Let me start by referencing a quote that the Ranking Member
mentioned. A year after the September 11 attacks, then-Deputy
Secretary of State Richard Armitage made a telling assessment
when he called Hezbollah, rather than al-Qaeda, “the A-Team of
international terrorists.” What lies behind that assessment is, I
think, a rather stunning network in terms of its breadth and its
sophistication.
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Hezbollah today is active on 5 continents, in 40 or more coun-
tries. It has an operating budget of perhaps as much as $20 million
annually derived from various sources. Yet, despite this web of
money and this web of activity, Hezbollah’s global footprint is fairly
poorly understood. It is acknowledged here, as this hearing shows,
but it is fairly poorly understood both in terms of its scope and also
in terms of its potential impact on the United States and U.S. Na-
tional security.

In the Western Hemisphere specifically, Hezbollah has erected
what could be called a stronghold south of the U.S. border. The Tri-
Border Area, where Paraguay, Brazil, and Argentina intersect, is
obviously the most active, and, in fact, it is very lucrative in the
sense that it has been estimated that Hezbollah generates as much
as $20 million annually from its activities in the Tri-Border region
that go to finance and funnel the group’s activities throughout the
world.

But it is certainly not the only outpost that Hezbollah has cre-
ated in the region. You have incidents of narcotrafficking and
money-laundering enterprises in Colombia. You have instances of
training camps and government assistance, including financial as-
sistance, from Venezuela. You have, in Mexico, just south of the
U.S. border, you have instances not only of the country serving as
a fund-raising hub and a financial conduit to Hezbollah, but also
as a base for infiltration into the United States.

As this committee itself noted 5 years ago, Hezbollah agents and
Hezbollah operatives have used the porous border between the
United States and Mexico in the past to infiltrate. Although we
don’t quite know the scope of that activity, what seems clear from
on-going FBI investigations and on-going border security apprehen-
sions is that that activity is still on-going.

But, Mr. Chairman, you mentioned Hezbollah activity specifically
in Latin America. I wanted to broaden the scope a little bit if I
could and talk a little bit about the United States and Canada, be-
cause the footprint of Hezbollah extends not just south of our bor-
der, but also within the United States and north as well.

Today, in the United States, law enforcement agencies believe
that Hezbollah is present in active cells in no fewer than 15 cities,
spanning from Los Angeles to New York, and that the organization
not only has a fund-raising base in this country, but also has the
capability, the operational capability, to strike targets if it chooses
to do so. There is obviously an assessment that, because of the lu-
crative nature of Hezbollah’s activities in the United States, this
isn’t a high priority at the moment. But there are precipitating fac-
tors that could change this calculus, among them a change of cir-
cumstance for Iran in the international standoff over its nuclear
program.

In Canada, you have also seen significant fund-raising activity
from Hezbollah centering in Ottawa, in Montreal, in Vancouver
and in Toronto, the latter specifically because of its proximity to
the United States. And as a result, experts believe that Hezbollah
is better-positioned in North America than any other terrorist
group in the world, including al-Qaeda, which is, I think, a signifi-
cant assessment.
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I would note in closing that it is very hard to make an accurate
assessment of both Hezbollah’s capabilities and Hezbollah’s inten-
tions without taking into account the Islamic Republic of Iran.
Hezbollah is an Iranian creation, and Hezbollah, in its charter,
which was articulated publicly in 1985, pledged allegiance to the
Velayat-e-faqih, the rule of the jurisprudent that governs the Ira-
nian—the Islamic Republic of Iran. And as a result, a lot of what
Iran is doing in the region is consistent with and, in turn, rein-
forced by Hezbollah’s activities in the region.

Iran now is looking at Latin America specifically for three inter-
locking goals. It looks at Latin America as a way to ease its inter-
national isolation. Iranian officials understand very well that their
nuclear program could leave them isolated, and so they are looking
for international partners. It seeks access to critical resources, such
as raw uranium, for example, through its partnership with Ven-
ezuela. It seeks to create an anti-American coalition that would
further its objective of diminishing American power abroad. In all
of these fronts, Hezbollah has served as an asymmetric proxy and
as a force multiplier for Iranian interests.

In closing, let me say that Hezbollah activities can properly be
assessed today in the Western Hemisphere as support activities,
activities that represent potential political, economic, organiza-
tional gain for the organization at large. But Hezbollah constitutes
a significant potential threat. If political circumstances in Lebanon,
political circumstances internationally with regard to Iran change,
Hezbollah and the foothold that it has established on this hemi-
sphere could potentially become a serious threat to U.S. National
security directly.

Thank you.

[The statement of Mr. Berman follows:]

PREPARED STATEMENT OF ILAN BERMAN

JuLy 7, 2011

Chairman Meehan, distinguished Members of the subcommittee: Thank you for
the opportunity to appear before you today to discuss the Hezbollah terrorist organi-
zation, its capabilities, and its activities in the Western Hemisphere. It is an issue
of critical importance to the on-going struggle against international terrorism, and
to the safety and security of the U.S. homeland.

A year after the 9/11 attacks, then-Deputy Secretary of State Richard Armitage,
in contextualizing the terrorist threat facing the country, made a telling assessment.
“Hezbollah may be the A-team of terrorists,” Mr. Armitage told an audience at the
United States Institute of Peace in Washington, DC, “and maybe al-Qaida is actu-
ally the B-team.”! The description was apt, and remains so. With a presence in an
estimated 40 countries on 5 different continents, the Lebanese Shi’ite militia rep-
resents one of the very few terrorist groups active today that possess a truly global
presence and reach.

This footprint extends not only to the greater Middle East and Europe, but to the
Western Hemisphere as well.2 Over the past quarter-century, Hezbollah has devoted
considerable energy and resources to establishing an extensive network of oper-
ations throughout the Americas. Today, its web of activity in our hemisphere
stretches from Canada to Argentina, and encompasses a wide range of illicit activi-

1Richard Armitage, “America’s Challenges in a Changed World,” remarks to the United States
Institute of Peace, Washington, DC, September 5, 2002, http://web.archive.org/web/
20020917202341 | www.state.gov /s/d/rm /2002 [ 13308pf.htm.

2For a detailed overview of Hezbollah’s global activities, see the “Hezbollah” chapter of the
American Foreign Policy Council’s World Almanac of Islamism, which is accessible on-line at
http:/ |almanac.afpc.org | hezbollah.



29

ties and criminal enterprises, from drug trafficking to recruitment to fundraising
and training.

A STRONGHOLD SOUTH OF THE BORDER

It is something of a truism of American politics that policymakers in Washington
pay only sporadic attention to the happenings in their own geopolitical backyard.
The relatively low profile of Latin America in our National security policymaking
is deeply counterintuitive, given the region’s proximity to the U.S. homeland. It is
also potentially dangerous, because its political environment—marked by large
ungoverned areas and typified by widespread anti-American sentiment—has created
a fertile operating environment for a range of radical groups, including those from
the greater Middle East. According to U.S. Government estimates, no fewer than six
Islamic terrorist groups (including al-Qaeda and the Palestinian Hamas movement)
are now active in Latin America.3

Hezbollah, however, is far and away the most prominent. Its presence in the re-
gion stretches back to the 1980s, when operatives—taking advantage of weak re-
gional governance and with support from Iran—began to expand the organization’s
already-substantial international drug-trafficking and smuggling activities from
Lebanon’s Beka’a Valley to the “Tri-Border Region” at the intersection of Argentina,
Brazil, and Paraguay.* Hezbollah’s regional presence and capabilities were dramati-
cally demonstrated in March of 1992, when the organization carried out a suicide
bombing against Israel’s embassy in Buenos Aires, Argentina, killing 29 and injur-
ing 242 others. Two years later, in July 1994, the group struck again, bombing the
Argentine-Israel Mutual Association (known as AMIA) in Buenos Aires. These at-
tacks, which still rank as the most devastating in South American history, led U.S.
officials to conclude that Hezbollah had become “the major international terrorist
threat” in the region.5

More than a decade-and-a-half later, Hezbollah’s footprint in the region remains
extensive. It encompasses:

The Tri-Border Region.—The lawless territory where Argentina, Paraguay, and
Brazil meet continues to serve as the epicenter of Hezbollah activity in Latin Amer-
ica. Since the 1980s, the organization has exploited the region’s permissive political
atmosphere and lack of governmental controls for a broad range of illicit activities,
including smuggling, extortion, and narcotics trafficking. These enterprises are
highly lucrative; the RAND Corporation has estimated that Hezbollah cumulatively
nets some $20 million annually from the Tri-Border Region alone.® As a result, ex-
perts say, the area constitutes the organization’s most significant source of inde-
pendent funding.?

Colombia.—In 2008, U.S. and Columbian investigators capped a 2-year investiga-
tion by successfully dismantling a major transnational cocaine smuggling and
money laundering ring originating out of Bogota, Columbia. The illicit network, run
by Lebanese national Chekry Harb, was found to have funneled at least part of its
profits to Hezbollah.8 Columbia, however, is more than simply a fundraising hub for
Hezbollah; the organization is also known to have formed cells in the country, ex-
ploiting the sizeable Shi’ite Muslim community there.® And, as a result of its nar-
cotics trafficking activities, Hezbollah is also believed to have forged close and col-
laborative ties to the country’s premier terrorist group, the Revolutionary Armed
Forces of Columbia, or FARC.10

Paraguay.—Paraguay, with its lack of comprehensive counterterrorism laws, simi-
larly has emerged as a major fundraising hub. Hezbollah was estimated at one time

3Rex Hudson, Terror and Organized Crime Groups in the Tri-Border Area (TBA) of South
America, Library of Congress, Federal Research Division