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UNITED STATES DEPARTMENT OF JUSTICE

THURSDAY, JUNE 7, 2012

HOUSE OF REPRESENTATIVES,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to call, at 9:39 a.m., in room 2141,
Rayburn House Office Building, the Honorable Lamar Smith
(Chairman of the Committee) presiding.

Present: Representatives Smith, Sensenbrenner, Gallegly, Good-
latte, Lungren, Chabot, Issa, Forbes, King, Franks, Gohmert, Jor-
dan, Poe, Chaffetz, Griffin, Marino, Gowdy, Ross, Adams, Quayle,
Conyers, Berman, Nadler, Scott, Watt, Lofgren, Jackson Lee, Wa-
ters, Cohen, Johnson, Pierluisi, Quigley, Chu, Deutch and Sanchez.

Staff Present: (Majority) Travis Norton, Counsel; Holt Lackey,
Counsel; (Minority) Perry Apelbaum, Staff Director and Chief
Counsel; Danielle Brown, Counsel; and Aaron Hiller, Counsel.

Mr. SMITH. The Judiciary Committee will come to order. Without
objection, the Chair is authorized to declare recesses of the Com-
mittee at any time.

I will recognize myself and then the Ranking Member for an
opening statement.

Welcome, Attorney General Holder, to today’s oversight hearing
of the Department of Justice.

Regrettably the Obama administration has shown a disregard for
the Constitution and rule of law in an effort to impose their agenda
on the American people, and there are many examples. Efforts to
block congressional inquiries about the Administration’s actions
undermine the balance of power on which our Nation is founded.

The Department of Justice still has not provided enough informa-
tion about Operation Fast and Furious so that the American public
and Congress can judge who in the Department bears responsi-
bility for the decisions that led to Agent Brian Terry’s death. The
Justice Department refuses to comply with Congressional sub-
poenas that may shed light on why this program was authorized
and who had knowledge of the inappropriate tactics.

The Department of Justice also has failed to provide relevant in-
formation that would have revealed the extent of Justice Kagan’s
involvement in the development of the Affordable Care Act when
she was Solicitor General. If she did give counsel on the healthcare
bill, which was her job, then she should recuse herself rather than
evaluating the law as a member of the Supreme Court. The Justice
Department has refused to let us interview her former assistants.
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Neglecting to enforce or defend the law as enacted by Congress
is another violation of the Administration’s constitutional obliga-
tion to the American people. Under this President, the Justice De-
partment has engaged in a pattern of selective enforcement of the
law in order to advance its own partisan agenda. For instance, the
Obama administration has sought to prevent State and local au-
thorities from enforcing immigration laws. At the same time, the
Justice Department has refused to bring cases against sanctuary
cities that violate Federal law by prohibiting their officials from
communicating with the Department of Homeland Security about
illegal immigrants they encounter. Such sanctuary cities directly
challenge the Federal Government’s authority to enforce immigra-
tion laws. The Administration’s unwillingness to uphold immigra-
tion laws has led to injuries and even death.

The Administration refuses to defend the Defense of Marriage
Act, a law enacted by Congress and signed by then-President Bill
Clinton. This was a significant piece of legislation that was ap-
proved by a vote of 342 to 67 in the House and 85 to 14 in the Sen-
ate. Regardless of how one feels about the substance of the bill, the
Department of Justice has an obligation to defend the laws of the
land.

Efforts by the Administration to override election laws enacted
by States also raise constitutional concerns. Instead of acting to
prevent voter fraud, the Department of Justice has challenged com-
mon-sense voter ID laws that require voters to identify themselves
before they are allowed to vote. The Department of Justice recently
moved to block implementation of voter ID laws enacted by legisla-
tures in Texas and South Carolina. The Texas proposal was based
on a similar law passed by the Indiana Legislature which was
upheld by the Supreme Court in 2008. The Justice Department’s
challenge to the law ignores Supreme Court precedent that affirms
a State’s right to enact laws to protect the integrity of its elections.

The Department of Justice even threatened to sue Florida for
trying to remove ineligible non-citizens from its voter rolls. Why
would the Department of Justice not want States to remove ineli-
gible felons, ineligible non-citizens and the dead from their voter
rolls? The Administration’s actions aren’t just wrong, they are arro-
gant, undemocratic and an insult to the rule of law.

The Administration’s disregard for the Constitution and rule of
law not only undermines our democracy, it threatens our national
security. The Justice Department has not taken the initiative to
prosecute leaks of national security secrets. Recent leaks about a
foiled bomb plot out of Yemen and a cyberattack against Iran are,
in the words of Senate Intelligence Chairwoman Dianne Feinstein,
quote, “very detrimental, very concerning, and hurt our country,”
end quote.

The past 3%z years, this Administration has engaged in a pattern
of obstructionism, unaccountability and partisanship. The Amer-
ican people should have confidence that the Department of Justice
fairly enforces laws. That confidence is lacking today. This hearing
will explore how that confidence can be restored.

That concludes my opening statement, and the gentleman from
Michigan, the Ranking Member of the Judiciary Committee, is rec-
ognized for his.
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Mr. CONYERS. Thank you, Chairman Smith.

And welcome, Attorney General Holder.

The opening statement is an opportunity for both of us here to
set the tone for this hearing, but never in the career of Chairman
Smith as the Chair of this Committee have I heard so many erro-
neous statements, and having never heard them before, I can as-
sure him and you that I will be going over his statements and help
him arrive at a more factual and impartial conclusion.

Now, having said that, we welcome you once again to the House
Judiciary Committee. This, by my count, is the eighth time this
Congress that the Attorney General has made himself available for
questioning, and this level of access is extraordinary, particularly
when we compare your record to that of your immediate prede-
cessor.

Now, with respect to the continuing investigation into Operation
Fast and Furious, I want to thank you for your patience and dili-
gence. To date, the Department of Justice has provided over 7,600
pages of documents to the Congress. You made additional law en-
forcement-sensitive materials available to us in dozens of briefings.
You have permitted us to question senior Department officials in
hearing and in transcribed interviews. And you yourself have ap-
peared before this Committee once every 6 months since the con-
troversy became public. I hope that the tone of today’s discussion
reflects the many courtesies that you and the Department of Jus-
tice have shown us in the past months.

And T also want to commend you and the Department of Justice
on a series of important accomplishments in the field of civil rights
and voting rights, a couple of issues that I have paid special atten-
tion since I first became a Member of the House Judiciary Com-
mittee.

Enforcing section 5 of the Voting Rights Act. The Department
has aggressively enforced section 5, which ensures that States with
a history of discrimination can’t create additional barriers to minor-
ity access to the ballot box. The Department has already blocked
discriminatory voter IDs laws in Texas and South Carolina, and I
would encourage you to look at other similar troubling laws taking
effect across the country.

Stopping illegal purges of the voting rolls. Last week the Voting
Section wrote to the State of Florida demanding that they cease
and desist from purging voters from the rolls. The practice was not
submitted to the Department under section 5 and would not have
been approved if it had been.

Protecting the rights of members of the armed services in terms
of their voting. The Department has secured court orders and con-
sent decrees in 14 jurisdictions to better enforce the Military and
Overseas Voter Empowerment Act, MOVE.

Restoring the integrity of the Civil Rights Division. After the Of-
fice of the Inspector General and the Office of Professional Respon-
sibility completed their review of illegal, partisan hiring practices
under another Administration, their final report included rec-
ommendations for improved transparent hiring process at the Civil
Rights Division itself. And under the leadership of Assistant Attor-
ney General Tom Perez, the Division has fully adopted each of
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those recommendations and is now predominantly staffed by attor-
neys with actual experience in the field of civil rights law.

Enforcing the Fair Housing Act and the Equal Credit Oppor-
tunity Act. The Department’s $335 million settlement with Coun-
trywide Financial last December compensated families who were
charged higher fees and interest rates because of their race or na-
tional origin. This enforcement action makes clear the Department
will not hesitate to hold financial institutions accountable for lend-
ing discrimination.

There are, of course, areas which we hope the Department will
improve. But today, 4 years after the worst economic upheaval
since the Great Depression, we are still looking to hold some of
those Wall Street barons accountable. And according to one—well,
let me conclude. My time has ended, and I thank the Chairman.

And yet what we want to do here today is have a thorough and
fair discussion. And I am going to ask that our colleagues on this
Committee conduct themselves in a manner that is worthy of the
Attorney General’s present appearance here. I thank the Chair,
and I yield back the balance of my time.

Mr. SmITH. Thank you, Mr. Conyers.

Our only witness today is United States Attorney General Eric
H. Holder, Jr. On February 3, 2009, Attorney General Holder was
sworn in as the 82nd Attorney General of the United States.

Attorney General Holder has enjoyed a long career in both the
public and private sectors. First joining the Department of Justice
through the Attorney General’s Honors Program in 1976, he be-
came one of the Department’s first attorneys to serve in the newly
formed Public Integrity Section. He went on to serve as a judge of
the Superior Court of the District of Columbia and the U.S. Attor-
ney for the District of Columbia.

In 1997, Mr. Holder was named by President Clinton to be the
Deputy Attorney General. Prior to becoming Attorney General, Mr.
Holder was a litigation partner at Covington & Burling, L.L.P., in
Washington, D.C.

Mr. Holder, a native of New York City, is a graduate of Columbia
University and Columbia Law School.

Mr. Holder, we appreciate your presence today, look forward to
your testimony, and please begin.

TESTIMONY OF THE HONORABLE ERIC H. HOLDER, JR.,
ATTORNEY GENERAL, U.S. DEPARTMENT OF JUSTICE

Attorney General HOLDER. Well, good morning, Chairman Smith,
Ranking Member Conyers, and distinguished Members of this
Committee. I appreciate the chance to discuss some of the key ac-
complishments that have distinguished the Department’s work
throughout this Administration and to outline our plans to build
upon this particular record of achievement.

In particular I am proud of the work that has been done by the
Department’s 116,000 employees, as well as our government and
law enforcement partners worldwide to help fulfill the promises
that I made before this very same Committee about 3 years ago.

Shortly after I became Attorney General, I pledged to strengthen
the Department’s efforts to protect the American people from ter-
rorism and other national security threats, to ensure that every de-
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cision, and every investigation, and every prosecution would be
guided by the facts and by the law and by nothing else. I also re-
affirmed my commitment to move aggressively to prevent and com-
bat violent crime and financial fraud, to seek justice for victims, to
protect the most vulnerable among us, to safeguard the environ-
ment, and to uphold the civil rights of all of our citizens.

In each of these areas, the Department has made tremendous
and, I think, in many case historic progress. Nowhere is this more
evident than in our national security efforts. In the last 3 years,
the Department has secured convictions against scores of dan-
gerous terrorists. We have identified and we have stopped multiple
plots by foreign terrorist groups as well as homegrown extremists,
and we have strengthened essential surveillance and intelligence-
gathering capabilities in a manner that is consistent with the rule
of law and our most treasured values.

Just last month we secured our seventh conviction in our Article
IIT civilian courts in one of the most serious terrorism cases that
our Nation has faced since 9/11, an al Qaeda-sponsored plot to con-
duct coordinated suicide bomb attacks in the New York City sub-
way system. And roughly 2 weeks ago, we obtained a guilty verdict
in the case of a former member of the U.S. Army who intended to
bomb U.S. soldiers in a restaurant in Killeen, Texas. On the same
day another Texas man was sentenced to 20 years in prison for at-
tempting to become a part of al Qaeda in the Arabian Peninsula.

Now, in addition to our national security successes, the Depart-
ment has made meaningful, measurable strides in protecting Amer-
icans from violent crime. Through innovative programs, such as our
Defending Childhood Initiative and the National Forum on Youth
Violence Prevention, we developed comprehensive, collaborative ap-
proaches to addressing the causes and remedying the consequences
of violence among and directed toward our Nation’s young people.

By forging and strengthening partnerships between our United
States attorneys’ offices and Federal, State, local and tribal, and
international law enforcement officials, we are combating gun,
gang and drug-fueled violence more effectively than ever before.
Alongside key law enforcement allies and our counterparts in Mex-
ico and other countries, we have orchestrated a series of coordi-
nated strikes against violent drug cartels, arresting thousands of
cartel members and seizing billions of dollars in assets.

We are also implementing strategic, desperately needed plans to
address the shocking rates of violence that plague American Indian
and Alaska Native women through tribal communities. And we are
using every resource and tool as our disposal, including the power
of research and scientific analysis, to protect our Nation’s law en-
forcement community, which in recent years has seen an unfortu-
nate and totally unacceptable rise in the line-of-duty deaths.

Many of you worked to raise awareness about the tragic fact that
violence against law enforcement offices is approaching the highest
level that we have seen in nearly two decades. As Attorney General
and as the brother of a retired police officer, I am proud that the
Department has responded to this recent crisis with resolve and
with robust action.

Just last week I met with the Major Cities Chiefs Police Associa-
tion at its summer meeting to discuss the ways we have developed
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and implemented the host of important programs, such as the land-
mark VALOR Initiative, which is providing our law enforcement
partners with the latest in training tools and resources, as well as
the Bulletproof Vest Partnership Program, which has helped more
than 13,000 jurisdictions purchase lifesaving bullet- and stab-re-
sistant equipment in order to help protect those who risk their
lives to keep us safe. But simply, our commitment to officers’ safety
has never been stronger, and as recent achievements prove, the
same can be said of our resolve to protect American consumers.

Since the start of this Administration, the Justice Department
has signaled an unwavering commitment to preventing and com-
bating a wide range of financial and healthcare fraud crimes. We
have taken bold steps to address the contributing factors and con-
sequences of the recent economic crisis, and this work is paying
dividends.

Last year alone the Department’s Consumer Protection Branch,
working with U.S. Attorneys’ offices across the country, obtained a
95 percent conviction rate; secured more than $900 million in
criminal and civil fines, restitution and penalties; and obtained
sentences totaling more than 130 years of confinement against
more than 30 individuals.

In cooperation with our partners at the Department of Housing
and Urban Development and a bipartisan group of 49 State attor-
neys general, we achieved a $25 billion settlement with five of the
Nation’s top mortgage servicers, the largest joint Federal-State set-
tlement in the history of the United States of America. Through
the efforts of the President’s Financial Fraud Enforcement Task
Force, which was launched in 2009, we obtained prison sentences
up to 60 years in a variety of fraud cases, including multimillion-
dollar Ponzi schemes and the largest hedge fund insider trading
case in the history of this country.

We have established two new working groups to enhance civil
and criminal enforcement of consumer fraud and to bring Federal
and State authorities together in investigating and prosecuting
misconduct by financial institutions in the organization,
securitization and servicing of mortgages that contributed to our fi-
nancial crisis. And we have continued to make tremendous gains
in our work to combat healthcare fraud. In fact, over the last fiscal
year, in cooperation with the Department of Health and Human
Services and my partner Kathleen Sebelius, by utilizing authorities
provided under the False Claims Act and other essential statutes,
we have recovered nearly $4.1 billion in cases involving fraud or in
Federal healthcare programs. That is the highest amount ever re-
corded in a single year. And for every dollar that we have spent
combating healthcare fraud, we have returned on average $7 to the
U.S. Treasury, the Medicare Trust Fund, and others.

The Department has also taken crucial steps forward in pro-
tecting the most vulnerable members of our society and ensuring
the civil rights of all of our citizens. Over the past 3 years, our
Civil Rights Division has filed more criminal civil rights cases than
ever before, including record numbers of human-trafficking cases,
in an effort to ensure that in our workplaces and our military
bases, in our housing and lending markets, in our schools and
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places of worship, in our immigrant communities, and in our voting
booths the rights of all Americans are protected.

In addition, we are working to strengthen the rule of law across
both the country and around the world and beyond our borders es-
tablishing the global alliance that is necessary to combat
transnational organized crime as outlined in the President’s strat-
egy. This includes combating intellectual and financial property
crimes, child pornography rings, organized criminal networks, and
criminal facilitation of terrorist activities. And we have partnered
effectively with Members of Congress to advance important
changes in policy and legislation, from landmark hate-crimes legis-
lation to the reduction of the unjust and unfair crack/powder co-
caine sentencing disparity.

This work goes on today in our efforts to help ensure the reau-
thorization of the Violence Against Women Act, a critical law that
has transformed our Nation’s response to crimes against women
and enhanced our ability to achieve justice for victims, while hold-
ing offenders accountable. It goes on in our strong support for the
renewal of essential authorities, such as those included in the For-
eign Intelligence Surveillance Act amendment of 2008. And it en-
dures in our determination to build upon the extraordinary accom-
plishments that have defined the past 3 years; to take our fight
against terrorism, crime, fraud and other threats to a new level.

I am proud of these and the Department’s many other achieve-
ments, and I hope to spend most of our time today discussing how
we are working to build on this progress. However, I would like to
briefly address the ongoing investigations into the ATF gun-traf-
ficking operations along the southwest border.

As a result of concerns raised by ATF agents, we now know of
several Arizona-based investigations that occurred under this Ad-
ministration and the previous one where inappropriate tactics were
used in an attempt to stem the flow of illegal guns across the
southwest border. Although these law enforcement operations were
focused on the laudable goal of dismantling illegal gun-trafficking
networks, they were flawed both in concept and execution. I share
your concerns about how these operations were developed and how
they were implemented, and that is why, just as congressional
leaders have called for answers, I asked the Department’s inspector
general to conduct a comprehensive investigation as well.

I also put in place new leadership at ATF, which has taken
steps, including the implementation of a stricter oversight proce-
dure for all significant investigations, to prohibit the flawed tactics
employed in these operations.

Now, many of the key enhancements implemented by the Depart-
ment are set out in the Deputy Attorney General’s letter to the
Committee that is dated January 27th of this year. Even since the
date of that letter, however, we have continued to refine the Title
IIT process. For example, our Office of Enforcement Operations now
requires that before it even accepts a request for a wiretap inter-
cept from a United States attorney’s office, a supervisor in the rel-
evant U.S. Attorney’s office must personally approve that request.

Now, I would be remiss if I did not point out that the ATF agents
who testified before Congress have also asked that law enforcement
be provided with the tools that it needs to effectively combat gun
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trafficking on the southwest border. And I want to reiterate my
commitment to working with congressional leaders to meet the
needs of our law enforcement partners and to help address serious
national security challenges on our borders.

Finally, I want to make clear that we welcome the recent engage-
ment of congressional leadership in the Department’s continued ef-
forts to satisfy the legitimate goals of congressional oversight, while
at the same time reserving the integrity and the independence of
the Department’s ongoing criminal investigations and prosecutions.

The leadership’s recent letter represented, I think, a promising
step toward reaching a resolution as it accomplished two things.
First, it narrowed the universe of documents still in dispute be-
tween the Justice Department and the House Oversight Com-
mittee. Second, it identified the specific questions that remain of
concern to leadership.

We are confident that the constructive discussions that have oc-
curred since this letter can result in a mutually acceptable resolu-
tion. In all of these efforts, I am grateful for your continued sup-
port, and I would be happy to answer any of the questions that you
might have. Thank you.

Mr. SMITH. Thank you, Mr. Attorney General.

[The prepared statement of Mr. Holder follows:]
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Statement of
Eric H. Holder, Jr.
Attorney General
U.S. Department of Justice

Committee on the Judiciary
U.S. House of Representatives

“Oversight of the U.S. Department of Justice”
June 7, 2012

Good morning, Chairman Smith, Ranking Member Conyers, and distinguished members
of the Committee. Thank you for the opportunity to appear before you today — and for your
continued support of the Justice Department, and the goals that we share. I appreciate the chance
to discuss some of the key accomplishments that have distinguished the Department’s work
throughout this Administration — and to outline our plans to build upon this record of
achievement.

In particular, I am proud of the work that’s been done — by the Department’s 116,000
employees, as well as our government and law enforcement partners worldwide — to help fulfill
the promises that I made before this Committee more than three years ago. Shortly after I
became Attorney General, I pledged to strengthen the Department’s efforts to protect the
American people from terrorism and other national security threats; and to ensure that every
decision — and every investigation and prosecution — would be guided by the facts and the law. 1
also reaffirmed my commitment to move aggressively to prevent and combat violent crime and
financial fraud, to seek justice for victims, to protect the most vulnerable among us, to safeguard
the environment, and to uphold the civil rights of a// citizens.

In each of these areas, the Department has made tremendous — and, in many cases,
historic — progress. Nowhere is this more evident than in our national security efforts. In the last
three years, the Department has secured convictions against scores of dangerous terrorists.
We've identified — and stopped — multiple plots by foreign terrorist groups, as well as
homegrown extremists. And we’ve strengthened essential surveillance and intelligence-
gathering capabilities.

Just last month, we secured our seventh conviction in one of the most serious terrorism
cases our nation has faced since 9/11: an al-Qaeda-sponsored plot to conduct coordinated suicide
bomb attacks in the New York subway system. And roughly two weeks ago, we attained a guilty
verdict in the case of a former member of the U.S. Army who intended to bomb U.S. soldiers at a
restaurant in Killeen, Texas. On the same day, another Texas man was sentenced to 20 years in
prison for attempting to become part of al-Qaeda in the Arabian Peninsula.

In addition to our national security successes, the Department has made meaningful,
measurable strides in protecting Americans from violent crime. Through innovative programs
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such as our Defending Childhood Initiative and National Forum on Youth Violence Prevention,
we’ve developed comprehensive, collaborative approaches to addressing the causes and
remedying the consequences of violence among, and directed toward, our nation’s young people.
By forging and strengthening partnerships between our United States Attorneys’ Offices and
federal, state, local, tribal, and international law enforcement officials, we’re combating gun-,
gang-, and drug-fueled violence more effectively than ever before — and nationwide, the steady
decline of violent crime rates reflect this fact. Alongside key law enforcement allies — and our
counterparts in Mexico and other countries — we’ve orchestrated a series of coordinated strikes
against violent drug cartels, arresting thousands of cartel members and seizing billions of dollars
in assets. We’'re also implementing strategic, desperately-needed plans to address the shocking
rates of violence that plague American Indian and Alaska Native women throughout tribal
communities. And we’re using every resource and tool at our disposal — including the power of
research and scientific analysis — to protect our nation’s law enforcement community, which — in
recent years — has seen an unfortunate, and unacceptable, rise in line-of-duty deaths.

Many of you have worked to raise awareness about the tragic fact that violence against
law enforcement officers is approaching the highest level we’ve seen in nearly two decades. As
Attorney General — and as the brother of a retired police officer — I am proud that the Department
has responded to this recent crisis with resolve and robust action. Just last week, | met with the
Major Cities Police Chiefs Association at its summer meeting to discuss the ways we’ve
developed and implemented a host of important programs, such as the landmark VALOR
Initiative, which is providing our law enforcement partners with the latest in training, tools, and
resources — as well as the Bulletproof Vest Partnership Program, which has helped more than
13,000 jurisdictions purchase lifesaving bullet- and stab-resistant equipment — in order to help
protect those who risk their lives to keep us safe.

Put simply, our commitment to officer safety has never been stronger. And — as recent
achievements prove — the same can be said of our resolve to protect American consumers.

Since the start of this Administration, the Justice Department has signaled an unwavering
commitment to preventing and combating a wide range of financial and health-care fraud crimes.
We’ve taken bold steps to address the contributing factors and consequences of the recent
economic crisis. And this work is paying dividends.

Last year alone, the Department’s Consumer Protection Branch — working with U.S.
Attorneys” Oftices across the country — attained a 95 percent conviction rate; secured more than
$900 million in criminal and civil fines, restitution, and penalties; and obtained sentences
totaling more than 130 years of confinement against more than 30 individuals. In cooperation
with the Department of Housing and Urban Development and a bipartisan group of 49 state
attorneys general, we achieved a $25 billion settlement with five of the nation’s top mortgage
servicers — the largest joint federal-state settlement in history. Through the efforts of the
President’s Financial Fraud Enforcement Task Force — which was launched in 2009 — we’ve
obtained prison sentences of up to 60 years in a variety of fraud cases — including mulitimillion-
dollar Ponzi schemes and the largest hedge-tfund insider-trading case in U.S. history. We’ve
established two new Working Groups to enhance civil and criminal enforcement of consumer
fraud and to bring federal and state authorities together in investigating and prosecuting
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misconduct by financial institutions in the origination, securitization and servicing of mortgages
that contributed to our financial crisis. And we’ve continued to make tremendous gains in our
work to combat health-care fraud.

In fact, over the last fiscal year — in cooperation with the Department of Health and
Human Services and other partners, and by utilizing authorities provided under the False Claims
Act and other essential statutes — we recovered nearly $4.1 billion in cases involving fraud on
federal health-care programs. That’s the highest amount ever recovered in a single year. And
for every dollar we’ve spent combating health-care fraud, we’ve returned an average of seven
dollars to the U.S. Treasury, the Medicare Trust Funds, and others.

The Department also has taken crucial steps forward in protecting the most vulnerable
members of society — and ensuring the civil rights of all citizens. Over the past three years, our
Civil Rights Division has filed more criminal civil rights cases than ever before — including
record numbers of human trafficking cases —in an effort to ensure that — in our workplaces and
military bases; in our housing and lending markets; in our schools and places of worship; in our
immigrant communities and our voting booths — the rights of a// Americans are protected.

In addition, we’re working to strengthen the rule of law both across the country and
beyond our borders — establishing the global alliances necessary to combat transnational
organized crime as outlined in the President’s strategy. This includes combating intellectual and
financial property crimes, child pornography rings, organized criminal networks, and criminal
facilitation of terrorist activities. And we’ve partnered effectively with Members of Congress to
advance important changes in policy and legislation — from landmark hate crimes prevention
legislation to the reduction of the unjust and unfair crack/powder cocaine sentencing disparity.

This work goes on today in our efforts to help ensure the reauthorization of the Violence
Against Women Act — a critical law that has transformed our nation’s response to crimes against
women, and enhanced our ability to achieve justice for victims while holding offenders
accountable. It goes on in our strong support for the renewal of essential authorities such as those
included in the Foreign Intelligence Surveillance Act Amendments of 2008. And it endures in
our determination to build upon the extraordinary accomplishments that have defined the past
three years; to take our fight against terrorism, crime, fraud, and other threats to a new level; and
to join with members of this Committee in advancing the mission that remains our common
cause — and making good on our nation’s founding promise of equal justice under law.

T am proud of these and the Department’s many other achievements, and T hope to spend
most of our time today discussing how we are working to build on this progress. However, |
would like to briefly address the ongoing investigations into ATF gun trafficking operations
along the Southwest Border.

As aresult of concerns raised by ATF agents we now know of several Arizona-based
investigations that occurred under this administration and the previous one where inappropriate
tactics were used in an attempt to stem the flow of illegal guns across the Southwest Border.
Although these law enforcement operations — which include Wide Receiver, Medrano,
Herandez, Fast and Furious, and others — were focused on the laudable goal of dismantling
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illegal gun trafficking networks, they were flawed in both concept and execution. T share your
concerns about how these operations were developed and implemented. That’s why — just as
Congressional leaders have called for answers — | asked the Department’s Inspector General to
conduct a comprehensive investigation as well.

1 also put in place new leadership at ATF, which has taken steps — including the
implementation of stricter oversight procedures for all significant investigations — to prohibit the
flawed tactics employed in these operations. Many of the key enhancements implemented by the
Department are set out in the Deputy Attorney General’s letter to the Committee dated January
27, 2012. Even since the date of that letter, however, we have continued to refine the Title ITT
process. For example, our Office of Enforcement Operations now requires that, before it even
accepts a request for a wiretap intercept from a United States Attorney’s Office, a supervisor in
the relevant United States Attorney’s Office must personally approve that request.

I would be remiss if I did not point out that the ATF agents who testified before Congress
also have asked that law enforcement be provided with the tools it needs to effectively combat
gun trafficking on the Southwest Border. And T want to reiterate my commitment to working
with Congressional leaders to meet the needs of our law enforcement partners — and to help
address serious national security challenges on our borders.

Finally, I want to make clear that we welcome the recent engagement of Congressional
leadership in the Department’s continued efforts to satisfy the legitimate goals of Congressional
oversight while, at the same time, preserving the integrity and independence of the Department’s
ongoing criminal investigations and prosecutions. Leadership’s recent letter represented a
promising step toward reaching a resolution, as it accomplished two things: first, it narrowed the
universe of documents still in dispute between the Justice Department and the House Oversight
Committee; second, it identified the specific questions that remain of concern to Leadership. We
are confident that the constructive discussions that have occurred since this letter will resultin a
mutually acceptable resolution.

In all of these efforts, T am grateful for your continued support. Tlook forward to
working with each one of you. And I would be happy to answer any questions you may have.

Mr. SMITH. Let me remind Members that the Attorney General
is with us until 1:30 this afternoon, and in order for all 40 Mem-
bers of the Committee to be able to make comments and ask ques-
tions, we are going to need to adhere strictly to the 5-minute rule.

And I will recognize myself for questions.
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Mr. Attorney General, the Foreign Intelligence Surveillance Act
amendments, which help protect our country from terrorists, ex-
pires the end of this year. Do you support the extension of those
amendments?

Attorney General HOLDER. We do support them. It is the most
important legislative concern of the Intelligence Community, and
we hope that Congress will pass that reauthorization before the ex-
piration at the end of the year.

Mr. SMITH. Okay. Now, let me go to Operation Fast and Furious
you mentioned in your testimony. Mr. Attorney General, who is the
highest-level official in this Administration who knew that these
tactics were being used? And I am talking about knew the tactics
were being used before the death of Agent Brian Terry on Decem-
ber 15, 2010.

Attorney General HOLDER. Well, we know that the operation
began in the field office in Arizona, both the U.S. Attorney’s office
and in the ATF office there. The inspector general is in the process
of examining the way in which——

Mr. SMITH. To your knowledge, who was the highest-ranking offi-
cial in the Administration who knew about the tactics?

Attorney General HOLDER. At this point I can say that it started
in Arizona, and I am not at all certain who beyond that can be said
to have been involved with regard to the use—now, there was
knowledge of it, but with regard to the use of the tactics, I cer-
tainly don’t——

Mr. SMITH. No one other than ATF officials in Arizona, you are
saying, knew about the tactics used in Operation Fast and Furious
before December 15, 2010; is that right?

Attorney General HOLDER. I think that in terms of knowledge of
the tactics as opposed to the operation itself, I don’t think that any-
bfqdy in Washington knew about those tactics until the beginning
0

Mr. SMITH. Speaking of those tactics, when were you first told or
became knowledgeable about U.S. officials allowing firearms to be
sold to the drug cartels in Mexico? And I would like a specific date,
if you can give it to us.

Attorney General HOLDER. I don’t have a specific date. I got a
letter from Senator Grassley at the end of January of 2011. I think
I became aware of tactics themselves probably in February of 2011,
?Sdl have indicated in the seven previous times that I have testi-
ied.

Mr. SmiTH. Okay. And it wasn’t until that letter from Senator
Grassley that you knew about the firearms being allowed to be
transferred to the drugs cartels in Mexico.

Attorney General HOLDER. No, it was not in the letter. The letter
directed my attention to the area that ultimately led to my under-
standing about the tactics. But the letter itself did not mention Op-
eration Fast and Furious.

Mr. SMITH. Okay. And so once again, when did you learn about
the tactics that were being used?

Attorney General HOLDER. As I said, the early part of 2011.

Mr. SmiTH. Okay. And that was immediately after—several
weeks after the death of Brian Terry?

Attorney General HOLDER. That happened in December 2010.
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Mr. SMITH. Okay. And is that the same date that you found out
that these firearms that were connected to Fast and Furious were
found at the murder scene of Brian Terry, or did you find out about
that before?

Attorney General HOLDER. I don’t know when I found out
about—I don’t remember when I found out about that particular
fact. I would guess it would also be sometime in the early part of
2011.

Mr. SmITH. Why was it do you think that individuals who worked
for you who were in this Administration would not have made it
known to you or others outside of Arizona that firearms that were
allowed to be given to drug cartels in Mexico by U.S. officials? Why
did it take so long for you to learn or for others to tell you? Was
there a coverup going on, or what was the explanation for you in
your position not knowing more about the tactics?

Attorney General HOLDER. Well, I think the answer is found in
your question. No one knew about the tactics at the time of that
initial discovery. It wasn’t until the tactics were discovered that
people started to understand that we had a problem here. But for
those tactics, Fast and Furious was a midlevel regional investiga-
tion that from all reports was going on pretty successfully.

Mr. SMITH. But again, you didn’t find out about those tactics
until, say, 6 weeks or 2 months after the death of Brian Terry; is
that correct?

Attorney General HOLDER. Sometime in February. I think Agent
Terry was killed December 10th or 14th, I believe, of December.

Mr. SMITH. When was anyone in the White House first informed
abo{l)l‘c the tactics that were used under Operation Fast and Furi-
ous?

Attorney General HOLDER. I don’t know.

Mr. SMITH. Did you yourself not inform anyone in the White
House about Operation Fast and Furious?

Attorney General HOLDER. I am sure there was contact between
staff, and the Justice Department probably, and the appropriate
people in the White House about Fast and Furious. I don’t remem-
ber myself ever sharing that information with

Mr. SMITH. How would anyone in the White House have learned
about it, and who would have learned about it under the normal
chain of command?

Attorney General HOLDER. I am sorry?

Mr. SmiTH. How would the White House have learned about Op-
eration Fast and Furious if not from you?

Attorney General HOLDER. Well, through my staff and the inter-
actions that we have with the White House Counsel’s Office. That
is the nature of—

Mr. SMITH. When did your staff inform the White House about
Operation Fast and Furious?

Attorney General HOLDER. I don’t know.

Mr. SMITH. Were you ever curious about that?

Attorney General HOLDER. My focus was on dealing with the
problems associated with Fast and Furious.

Mr. SMITH. It seems to me that you would want to know—would
want White House officials to know what was going on in order to
correct the problem.
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My time——

Attorney General HOLDER. My focus was on the tactics and try-
ing to solve the problem, and not awfully concerned about what the
knowledge was in the White House. That is my responsibility.

Mr. SMITH. I understand, but I still think the White House would
have been informed.

Thank you, Mr. Holder.

The gentleman from Michigan Mr. Conyers, the Ranking Mem-
ber, is recognized for his questioning.

Mr. CoNYERS. Thank you, Chairman Smith.

Attorney General Holder, would you pull your mic up just a little
bit closer, please?

You have made reference to the ATF Multiple Sales Reporting
program for certain types of rifles in States along the southwest
border. This rule is intended to get at the real problem of gun vio-
lence on the border of Mexico. In your view, has the program been
effective? Have we been stopping guns and saving lives?

Attorney General HOLDER. Yeah. The rule simply says that for
the multiple sale of certain kinds of weapons, including AK-47s, if
somebody buys more than one over the space of 5 days in four bor-
der States, that that information has to be reported to the ATF.
That has led to actionable leads. It is a very measured, responsible
regulation that has been upheld by a court that has considered it
and said that it is appropriate. And it is also totally consistent with
what we do right now and have for the last 30 years with regard
to the sale of multiple handguns.

Mr. CONYERS. And by the way, I think we repealed the assault
weapon ban, and that has led to a proliferation of weapons that I
think we need to take another look at here in our Legislature.

Let us talk about the Mortgage Fraud Task Force of the Presi-
dent and how it is coming along. You know the effect this has had
in our economy and on foreclosures and on families from one end
of the country to the other. How is your staffing and resources pic-
ture in this context?

Attorney General HOLDER. Well, I think we are doing pretty well.
We have about, I think, 100 people or so who are presently in-
volved in that task force. Subpoenas have been sent out; investiga-
tions are under way. We are working, I think, very effectively with
a number of U.S. Attorneys as well as our partners on the State
side, I think principally the attorney general from New York, Eric
Schneiderman, as well as other State attorney generals. So I think
the progress we are making there is very good.

Mr. CoNYERS. Thank you.

In 2009, you created a working group to review the Department’s
profiling guidance that came out in 2003 under then-Attorney Gen-
eral Ashcroft. In April of this year, 64 Members of Congress wrote
to urge you to revise that guidance. What is the status of the work-
ing group? And are there going to be changes to the guidance? And
if you can, what would some of those changes be?

Attorney General HOLDER. We are in the process of looking at
that earlier policy and seeing if in light of experience there are
changes that need to be made. I had a meeting concerning this
issue, I think, over the last 2 weeks. It would be my expectation
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that to the extent that changes are to be made, that those would
happen relatively soon.

We are certainly working within the Justice Department, then I
suspect we will have to have an interagency group, because there
are a number of agencies whose equities are implicated by the pro-
spective change. But it is something that we continue to look at
and something in which I have been personally involved over the
last 2 to 3 weeks.

Mr. CoNYERS. And what was the goal of the so-called profiling
guidance?

Attorney General HOLDER. Well, to try to make sure that we did
not hamper law enforcement, but at the same time that we had in
place rules, regulations, guidance to those in law enforcement that
did not—so that we did not engage in racial profiling, which is sim-
ply bad law enforcement.

If one looks at al Qaeda, they understand that if we engage in
profiling, they will be more successful. They look for—and this has
been reported—people, as they call it, with clean skin, people who
do not fit a particular profile. Those are the ones who they are try-
ing to send to harm this Nation, and that is why profiling certainly
in the national security context as well as, I would say, with regard
to domestic law enforcement is such a bad idea.

Mr. CONYERS. Let me squeeze in my last question. Can you talk
a little bit about the charges of selective enforcement of immigra-
tion law? I don’t know if you have heard of any of those kinds of
complaints, but can you respond to that for me, please?

Attorney General HOLDER. Selective immigration?

Mr. CONYERS. Selection enforcement of immigration law.

Attorney General HOLDER. You mean, by the Federal Govern-
ment or

Mr. CONYERS. The Arizona law and other——

Attorney General HOLDER. The States.

Mr. CONYERS. At the State level.

If I can finish this question, Mr. Chairman.

Mr. SMITH. Please, answer the question.

Attorney General HOLDER. We have filed suit against immigra-
tion laws that have been passed by a variety of States. The Su-
preme Court has obviously heard argument in connection with the
Arizona law.

The concern that we have is that this is inherently a Federal re-
sponsibility, and that if we allow these State laws to proliferate, we
will have a patchwork of laws that will make ultimate enforcement
of our immigration laws impossible.

Having said that, I understand the frustration that many States
feel. I think it points out the need for a comprehensive solution to
this problem.

Mr. CoNYERS. Thank you very much.

Mr. SmiTH. Thank you, Mr. Conyers.

The gentleman from Wisconsin Mr. Sensenbrenner is recognized
for his questions.

Mr. SENSENBRENNER. Thank you very much, Mr. Chairman.

Mr. Attorney General, I do want to echo Mr. Conyers’ commenda-
tion of you for coming before us on a very regular basis. I know
it takes a lot of your time to prepare. I also know that you don’t
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know what is going to get thrown at you, and sometimes there will
be curveballs and beanballs. I hope mine is a curveball.

I want to talk a little bit about the Florida voter registration
case. And it appeared in The New York Times yesterday, there was
an article there about the State defending its search for ineligible
voters. And Secretary of State Ken Detzner of Florida has sent a
letter to Mr. Herren of the Voting Section of the Civil Rights Divi-
sion talking about the problem. And the problem is simply this,
and that is as Florida is trying to purge its voter registration rolls
of noncitizens, including illegal immigrants, people who are clearly
not eligible to vote, and the Department of Homeland Security has
had a 9-month delay in giving the national voter registration laws
to the State, and now Mr. Herren appears to be taking the position
that Florida can’t do anything after the Federal Government has
delayed giving Florida the information that it needs to do. What
can be done to solve this problem?

Attorney General HOLDER. Well, the problem with the Florida ef-
fort is that it runs counter to the National Voter Registration Act,
which says you can’t do this within 90 days of an election. You can
successfully do that which Florida is trying to do as has been done
and has been approved by the Justice Department in North Caro-
lina and Georgia. They did it the right way.

The database that I think Florida is requesting is not necessarily
the answer to these problems. That database, as I understand it,
which is a DHS database, does not contain on its rolls or within
that database people who were born in the United States. That
database will therefore be flawed and could result in the exclusion
of people from voting who are native-born Americans.

Mr. SENSENBRENNER. Well, the State of Florida has attempted to
obtain this database for 9 months so that it could do its thing prior
to the 90-day shutoff in the national voter registration law. And I
have a copy of the letter from Secretary of State Detzner that talks
about the due process protections, such as a notification by certified
mail; return receipt; 30 days to respond; hearing if requested; if the
mail notice is returned as undeliverable, then the names and ad-
dresses appear in a newspaper of general circulation; an additional
30 days, at the conclusion of the notice-and-hearing process, the
registrar is supposed to make a final determination based upon the
preponderance of the evidence and allow for an appeal of any deter-
mination of ineligibility to a State circuit court.

Now, you know, this is probably due process times 3 or 4, maybe
even 5 times. I would like to know what rights do noncitizens, and
particularly illegal immigrants, you know, have to the protection of
the Voting Rights Act and the National Voter Registration Act?

Attorney General HOLDER. They have no rights, and I stand with
any State official, Federal official who wants to make sure that our
voting system is done in an appropriate way, and that people who
are not allowed to vote in fact do not vote.

But as a result of the way in which Florida has carried this out,
I saw a report that an election official in southern Florida indicated
that about 450 people on the list that—I believe it was a woman—
that she got were indicated to be people who were not eligible to
vote, who, in fact, were eligible to vote, and I think that points out
the problem in the process that Florida is engaged in.
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Mr. SENSENBRENNER. With all due respect, Mr. Attorney Gen-
eral, there is a problem. And any ineligible voter or fraudulent
voter who has a ballot placed in the same ballot box as hundreds
of legitimate voters ends up diluting the votes of the legitimate vot-
ers, and the Federal law is very clear on that.

And, you know, here the Department of Homeland Security
hasn’t given Florida the means to start the process out with all of
these protections that I have just listed. And it seems to me that
if your job is to uphold the law, you know, the law sets out a proc-
ess to give the States time to do this, but we have another agency
of the government that you are supposed to be advising as Attorney
General that has prevented the State of Florida from doing this.

Attorney General HOLDER. I would say I respectfully disagree,
and I point to you, as I said, other States that have—I don’t know
all the ways in which they did it, but who successfully have imple-
mented a policy that I would agree with. I don’t think we should
have people who don’t have the ability, who don’t have the right
to vote casting votes in our Nation. North Carolina, Georgia did it.

Mr. SENSENBRENNER. Well, then, please help Florida to do it, be-
cause apparently there has been a roadblock here in Washington.
And my time is up.

Mr. SMITH. Thank you, Mr. Sensenbrenner.

The gentleman from New York Mr. Nadler is recognized.

Mr. NADLER. Thank you, Mr. Chairman.

Mr. Attorney General, we have made several requests to you to
allow us to review the Office of Legal Counsel memo that report-
edly provides the legal justification for the lethal targeting of U.S.
citizens who are terror suspects. The Department has sought dis-
missal of cases seeking judicial review of lethal targeting by argu-
ing, among other things, that the appropriate check on executive
branch conduct here is Congress, and that information is being
shared with Congress to make that check a meaningful one. Yet we
have yet to get any response to our request. Will you commit to
providing that memo to us and to providing a briefing?

Attorney General HOLDER. We certainly want to provide informa-
tion to the extent that we can with regard to the process that we
use in selecting targets. I gave a speech at Northwestern Univer-
sity. Mr. Brennan gave a speech here, I believe——

Mr. NADLER. Excuse me. Will you commit to providing a copy of
the briefing—a copy of the legal memo from OLC?

Attorney General HOLDER. We will certainly look at that request
and try to determine whether——

Mr. NADLER. And a briefing to the Members of this Committee?

Attorney General HOLDER. And we will certainly consider the
possibility of a briefing.

Mr. NADLER. The possibility? You won’t commit to giving a brief-
ing to this Committee?

Attorney General HOLDER. I think that we are going to probably
be in a position to provide a briefing, but I would like to hear from
the involved people in the Intelligence Community as well as peo-
ple at OLC about how we might structure

Mr. NADLER. You will get back to us on that within, let us say,
a month?

Attorney General HOLDER. We can do that.
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Mr. NADLER. Thank you.

When running for President and talking about medical mari-
juana being legally used around the country in certain jurisdic-
tions, President Obama said the following, quote: “I am not going
to be using Justice Department resources to try to circumvent
State laws on this issue,” closed quote. Apparently the Department
has not followed the President’s admonition. Since 2009, DOJ has
conducted around 200 raids on medical marijuana dispensaries and
growers and brought more than 60 indictments. It is my under-
standing that the Department has a more aggressive record on
prosecuting these cases in this Administration than under the pre-
vious Administration.

The President clearly did not want to prioritize prosecutions in-
volving medical marijuana. And while I understand selling and
possessing marijuana remains against Federal law, the citizens of
17 States and the District of Columbia believe its medical use
should be legal.

Given these facts, why is DOJ focused so extensively on inves-
tigating and punishing those who legally grow and sell marijuana
legally under local law, contrary to the apparent intent of what the
President said on this subject?

Attorney General HOLDER. See, this is inconsistent with these lit-
tle things called the facts. The Justice Department indicated in a
memo that went out by the Deputy—then-Deputy Attorney General
that we were not going to use the limited resources that we have
to go after people who are acting in conformity with State law, peo-
ple who had serious illnesses, people who were acting, as I said,
consistent with State law.

But one has to deal with the reality that there are certain people
who took advantage of these State laws and a different policy that
this Administration announced than the previous Administration
had, and have come up with ways in which they are taking advan-
tage of these State laws and going beyond that which the States
have authorized. Those are the only cases that we

Mr. NADLER. So you are saying that you are not targeting people
who are growing and distributing marijuana only for medical pur-
poses and following the applicable State law?

Attorney General HOLDER. Yes. We limit our enforcement efforts
to those individuals, organizations that are acting out of conformity
with State laws, or, in the case of instances in Colorado, where dis-
tribution centers were placed within close proximity to schools.

Mr. NADLER. Okay. On September 23, 2009, you issued a memo
setting forth policies and procedures governing the executive
branch’s invocation of the state secrets privilege. That policy re-
quires your personal approval for the Department to defend asser-
tion of the privilege in litigation. In how many cases since Sep-
tember of 2009 have approved personally invocation of the privi-
lege?

Attorney General HOLDER. I would have to look at that. There
have not been many. I think one, two, three, something along those
lines. I am not sure.

Now, those numbers get skewed a little bit because in the second
circuit, in order to use the SEPA statute, the second circuit has a
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rule that says we have to invoke the state’s privilege, but I don’t
think that is the same——

Mr. NADLER. I have a number of other more specific questions on
this that I am going to submit to you, but I see I am coming to
my end of time, so I have one further question on this.

You do not indicate in this policy whether the Administration
will agree to judicial review of the basis for invoking the privilege.
The prior Administration took the position that information could
not even be disclosed in camera to an Article III judge, thus ensur-
ing that there was no judicial review of whether the privilege was
being properly invoked.

What is your position as to judicial review of the information
that the government seeks to withhold in two key respects: One,
can a judge review the allegedly privileged information; and two,
can the judge disagree with the executive branch’s decision as to
whether the privilege is properly invoked?

Attorney General HOLDER. Well, I think that we have shared in-
formation with Article IIT judges, but the way in which the privi-
lege is set out, it is, I think, at the end of the day for the executive
branch to make that determination. But we have put in place a
process that requires multiple levels of review.

Mr. NADLER. Within the executive branch. But you are saying
that you do not agree that ultimately a decision should be subject
to judicial approval or disapproval as to invocation of the privilege?

Attorney General HOLDER. Ultimately a judge, I think, would
probably override our assertion of the privilege, and then we would
have to decide whether or not we wanted to dismiss the case. But
our hope is that through the process that we go through, we only
invoke the privilege where it is absolutely necessary. And I think
if we look at the statistics, we would probably see that we have in-
voked the privilege far fewer times than our predecessors.

Mr. NADLER. I hope you will share those statistics with us.
Thank you.

Mr. SmiTH. Thank you, Mr. Nadler.

The gentleman from California Mr. Gallegly is recognized.

Mr. GALLEGLY. Thank you very much, Mr. Chairman.

Good to see you again, Attorney General Holder.

On your last visit here, we asked about a few issues that we
would like to get a response from. In fact, I am disappointed that
to date your office has been unable to provide answers to what I
consider some very simple questions that we asked in that meeting
having to do with prosecutions of worksite enforcement cases. I am
especially interested in the number of DOJ worksite enforcement
prosecutions for each of the last 4 years, the number of prosecu-
tions of illegal workers who have been using fraudulent documents.
When can I realistically expect to get a response on that?

Attorney General HOLDER. I was under the impression that we
had responded to all of the questions that were put to me either
during the hearing or as I guess we call “Q-fers.” If that is not the
case, I will make sure

Mr. GALLEGLY. I have not received them. In fact, we will be
happy to reiterate with specificity what those were, but it is pretty
straightforward.
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Attorney General HOLDER. All right. We will get you those num-
bers, and I apologize if you have not gotten them.

Mr. GALLEGLY. Okay. We will work with your office.

You know, we all know that many illegal immigrants are using
fraudulent Social Security numbers or individual taxpayer numbers
to take jobs from American citizens. I don’t think there is any ques-
tion about that in anyone’s mind. They also receive taxpayer bene-
fits such as child tax credits, earned income tax credits. There have
been reports that some illegal immigrants are claiming tax credits
for children not even living in the United States.

What specific—and I want to emphasize the word “specific’—
steps are being used by DOJ to stop this fraud, recover taxpayer
money, deport the illegal immigrants who have committed the
criminal fraud?

Attorney General HOLDER. Well, you know, we work with our
partners at DHS to come up with a number of ways in which we
try to make sure that people, through worksite enforcement,
through reaching out to employers, to make it clear what the poli-
cies are, what the law is. We use a variety of techniques to try to
make sure that the kinds of people you are talking about are not,
in fact, getting benefits to which they are not entitled. It is some-
thinsg that we have worked, I think, pretty effectively with with
DHS.

Mr. GALLEGLY. Would this group of individuals that I am speak-
ing about, those that have clearly committed fraud, are these folks
on a priority list for deportation, or are they among those that have
beeél? given an exemption or a review to get a temporary green
card’

Attorney General HOLDER. No. I mean, I think that we look—we
certainly have prioritized those people for deportation, and we have
tried to place at the head of that list people who potentially pose
criminal problems for those of us in the United States or in the im-
migrant community, people who have engaged in violent acts.
Those are the ones we are emphasizing. It doesn’t mean that those
further down the list are not also people who we are trying to de-
port——

Mr. GALLEGLY. Well, we know, and I am glad to hear, that acts
of violence by criminal aliens are at the top of the list, but the
fraud issue, to me, is also an offense that should be very close to
the top of the list when they are stealing the taxpayers’ dollars
that could otherwise be used to help your Department, for instance.

Also back in December, we talked about DOdJ addressing the
issue of Medicare fraud. And we know by many accounts there is
as much as $60 billion a year that has been used as being stolen
from our Medicare program fraudulently. What steps is DOJ taking
to increase prosecutions on Medicare and also Medicaid fraud?

Attorney General HOLDER. I am sorry. We are working with our
partners at DHS, Kathleen Sebelius, the Secretary at HHS, have
been going around the country and expanding what we call the
Heat Strike Force teams to increase the Federal presence in our in-
vestigative capacity in those cities where we have identified these
problems. And what we have seen is that we have received in the
settlements in the prosecutions that we have brought record
amounts of money brought back into the Federal Government. As
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I indicated in my opening statement, for every dollar that we spend
in enforcement, we bring back $7 to the Federal Government. And
it is something that I think should be funded at as high a level as
we possibly can.

Mr. GALLEGLY. One closing question. Could you provide informa-
tion to the Committee on what specific enforcement is taking place
in this area in California, specifically southern California, and
more specifically in and around the area of Los Angeles and areas
like Glendale, California?

Attorney General HOLDER. We can do that. I can certainly make
clear to you what we are doing generally with regard to all the cit-
ies that we have targeted, but I can also share with you what we
are doing in California, in the area of California.

Mr. GALLEGLY. Thank you, Mr. Chairman. I yield back.

Mr. SmITH. Thank you, Mr. Gallegly.

The gentleman from California Mr. Berman is recognized.

Mr. BERMAN. Thank you very much, Mr. Chairman, and wel-
come, Attorney General.

I want to start by commending you and the Department for your
diligent work defending U.S. taxpayers against fraud by govern-
ment contractors. Every year I watch the total amount recovered
for taxpayers under the False Claims Act increase, and I am grate-
ful for the work that the Department and whistleblowers do to-
gether to protect our tax dollars. I think we are now up to some-
thing just over $30 billion. And a lot of my colleagues today are fo-
cusing on their beefs with you today. I want to talk about this sub-
ject, because here I think here the Justice Department and you are
doing this right, and it seems the law is quite effective, and I would
like to make sure it stays that way.

Earlier this year you invited me to take part in the commemora-
tion of the 25th anniversary of the False Claims Act, and though
I wasn’t able to participate in the panel discussion that followed
the main event, I am told that one of the issues discussed on that
panel was whether or not we should change how relators are com-
pensated for their efforts and recovery on behalf of the taxpayers.

In October of last year, the United States Chamber of Commerce
put out a report suggesting that a hard cap of $15 million would
be adequate to compensate any relator. Their logic seemed to be
that that amount would cover most people’s future earnings if their
efforts as a whistleblower kept them from working again. The re-
port also suggests that such a cap would not deter whistleblowers
from pursuing qui tam cases, because in their study of 26 cases,
the whistleblowers responded to a question about why they would
be willing to bring suit, and most of them said that they did it be-
cause it was the right thing to do.

I believe that, but I also know for a fact that the whistleblowers
put themselves at tremendous risk when they make the decision to
file suit and try to recover on behalf of the government and the
American taxpayer. These cases are expensive to pursue, and they
can last for years. They require commitment, and I don’t know if
a general good feeling about, quote, “doing right” is what will make
someone remain committed to the cause for the long haul.

Right now relators can be awarded a percentage between 15 and
30 percent depending upon the certain factors such as whether or



24

not the government joined the relators as plaintiffs. In my mind,
and I think the history of the act bears this out, this percentage
share encourages a relator to pursue a case until they can recover
an amount equal to the entire impact of their fraud as opposed to
settling when the case goes too long, perhaps because they know
there is a hard cap, and they can only recover so much money.

Though the Chamber argues that a hard cap would save the gov-
ernment money, I have to wonder how many cases it would deter
or at least reduce the recovery for the taxpayers. In today’s world,
where some of these cases recover billions of dollars, if a hard cap
deterred even one such case, it would be a very costly endeavor for
taxpayers.

When we consider the False Claims Act amendments in 1986
and in revisions since, proposals to enforce a hard cap have not
been well-received. Of course, there are reasons that defendants
fighting qui tam suits would want to limit damages, but I am more
focused on what works best for the taxpayer. I believe what we
have now is working well.

I sent you a letter on this subject earlier this month, but I won-
der if you could share some thoughts with me now about whether
the Department remains committed to relaters being awarded a
percent share or if you support a shift to a hard cap.

Attorney General HOLDER. Well, I have to say that I am not to-
tally familiar with the proposal that you have described. But I can
say that the act, as it is presently constructed, is working ex-
tremely, extremely well. And you are right, we asked you to come
to the Justice Department to celebrate the success that we have
had over the past 25 years with regard to an act that you were in-
strumental in passing.

Over the past 25 years, we have had nearly 8,000 qui tam cases
that have filed that have yielded more than $21 billion in recov-
eries—$21 billion in recoveries—for the United States, $3.4 billion
in awards to relaters. In fiscal year 2011 alone, the Department re-
covered more than $2.78 billion in qui tam cases; relaters received
about $530 million as their statutory shares.

The statute as it is presently constructed works, and works quite
well. I would be reluctant to fool around with a formula that for
the past 25 years has shown to be an effective tool in getting at
fraud and incentivizing people to stay involved in the process and
working with government as partners. Now, again, I will look at
it, but I have to tell you that, on the basis of my examination of
the regulation as it exists, the statute as it exists, I would be ex-
tremely reluctant to tamper with it.

Mr. SmiTH. Thank you, Mr. Berman.

The gentleman from Virginia, Mr. Goodlatte, is recognized.

Mr. GOODLATTE. Thank you, Mr. Chairman.

General Holder, both the Criminal Division head Lanny Breuer
and his deputy, Jason Weinstein, had knowledge that the ATF let
a bunch of guns walk, and some were recovered in Mexico, all re-
lated to the Fast and Furious scandal.

In a prior operation, when they reviewed the February 4, 2011,
letter that falsely denied the ATF knowingly allowed the sale of as-
sault weapons to a straw purchaser who transported them to Mex-
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ico, do you think it is a serious offense for an individual to mislead
the Congress?

Attorney General HOLDER. Well, first, with regard to the ques-
tion, I think you have it a little off there. The two individuals who
you talk about, Mr. Weinstein and Mr. Breuer, did not know about
the tactics used in Fast and Furious until the beginning of last
year. The——

Mr. GOODLATTE. But they did acknowledge that, quote, “ATF let
a bunch of guns walk,” and, quote, “some were recovered in Mex-
ico,” end quote.

Attorney General HOLDER. That was in connection, I believe,
with Operation Wide Receiver that occurred——

Mr. GOODLATTE. Correct.

Attorney General HOLDER [continuing]. In the prior Administra-
tion.

Mr. GOODLATTE. Correct. Correct. But they did not acknowledge
that in their communication with the Congress. So my question to
you is, do you think it is a serious offense for an individual to mis-
lead the Congress about what they know about what is going on
in your department?

Attorney General HOLDER. Well, to the contrary, they did ac-
knowledge to Congress that they did have that information about
Wide Receiver and said that it was a mistake on their part not to
share it with the leadership of the Department, that prior knowl-
edge. Also indicated that it was a mistake on their part not to use
that prior knowledge when they were looking at Fast and Furious
to try to understand that they should have been more sensitive to
what was going on with regard to Fast and Furious.

Mr. GOODLATTE. What consequences have they faced as a result
of that?

Attorney General HOLDER. Well, they are certainly—they have
apologized. They have been——

Mr. GOODLATTE. An apology is a good thing, but it is not a con-
sequence for gross mismanagement of an operation that cost the
life of one border security guard. Why haven’t these two most sen-
ior political attorneys in the Criminal Division faced any con-
sequences at all for their participation in this lack of being forth-
coming to the Congress and to others and for not putting a halt to
the subsequent activities that took place?

Attorney General HOLDER. Well, again, I think your premises are
wrong. They have been forthcoming to Congress. They have testi-
fied or been interviewed in a way that I think is consistent with
the facts. They have been very forthright about

Mr. GOODLATTE. But what about the underlying decision of al-
lowing this to go forward?

Attorney General HOLDER. And that is the another part of, I
think, your premise that is not right. They were not in charge of,
they did not have operation control of Operation Fast and Furious.

Mr. GOODLATTE. But when they knew about it, what did they do
about it?

Attorney General HOLDER. Well, that happens about the same
time everybody in Washington finally hears about these tactics.
They were assured by the people in Arizona that the gun-walking
in fact did not occur. That is the information that they got. If you
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look at the materials that we submitted to Congress, the delibera-
tive materials that we submitted to Congress around the February
4th letter, you will see that neither Mr. Breuer nor Mr. Weinstein
had information about the use of—they were, in fact, assured that
gun-walking tactics were not employed with regard to Operation
Fast and Furious.

Mr. GOODLATTE. Now, with regard to the prosecution of Senator
Ted Stevens in Alaska, in that case Senator Stevens was falsely
prosecuted. His reputation was ruined; he was not re-elected to the
United States Senate. And it was determined that the U.S. pros-
ecutors were engaged in outright fabricating of some evidence, de-
liberately withholding information that revealed the Senator’s inno-
cence. And, ultimately, they were held in contempt of court, and
the charges against Senator Stevens were dismissed.

But what consequences have they faced? To my knowledge, the
only consequences for engaging in the outright fabrication of evi-
dence and deliberately withholding exculpatory evidence that
would have revealed the Senator’s innocence was that one of them
was suspended without pay for 40 days and the other for 15 days.
Why were not these individuals fired?

Attorney General HOLDER. Well, there——

Mr. GOODLATTE. Some would say they should have been dis-
barred for that activity. That is not the purview of the Justice De-
partment, but, certainly, no longer having them on the payroll of
the Justice Department would be a good step in the right direction,
wouldn’t it?

Attorney General HOLDER. Well, again, there are a number of
premises there that are inconsistent with the facts.

This is a case that was brought by the prior Administration. It
was not dismissed by the court. I dismissed the case, this Attorney
General dismissed that case after I had concerns about the way in
which we had failed to turn over information that the defense had
a right to.

The OPR report looked at the matter and made a determination
that they did not do so intentionally. It is inconsistent or it is at
tension with the report that was done by Mr. Schuelke and the rec-
ommendation made by those people charged with the responsibil-
ities that those penalties should be imposed, I guess 40 days and
15 days.

This is not something that the Attorney General, the Deputy At-
torney General is involved in, the determinations as to how those
cases—what punishment should be made or findings of fact is done
by people who are career within the Department. The same thing
happened with regard to the determination concerning Mr. Yoo and
the creation of those OLC memos involving interrogation tech-
niques. Whether or not the Attorney General agrees or disagrees
with what the career people do, the tradition in the Department is
that that is something for career people charged with that respon-
sibility to ultimately determine.

Mr. GOODLATTE. Mr. Chairman, I would ask that a letter dated
February 4, 2011, signed by Ronald Weich, Assistant Attorney
General, which I think rebut the statements made by the Attorney
General with regard to what was known and what was not known
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about Operation Wide Receiver and Operation Fast and Furious, be
made a part of the record.

Mr. SMITH. Without objection, the documents will be made a part
of the record.

[The information referred to follows:]

U.S, Department of Justice

Offive of Legishative Afiairs

30T ee o AR Y VO Wannfilpgtena D300 AR

February 4, 2011

The Honorable Charles E. Grassley
Ranking Minority Member
Commitiee on the Judiciary

United States Senate

Washington, DC 20510

Dear Senator Grassley:

“This responds 1o your letters, dated January 27, 20171 and January 31, 20115 10 Acting
Director Kenneth Melson of the Department’s Burean of Alcohol, Tobuceo, Firearms, and
Explosives (ATEF). regarding Project Gunrunner, We appreciate your strong support for the
Depariment’s law caforcement mission.

At the outset, the allegation described in your January 27 letter—that ATT “sanctioned”
or otherwise knowingly allowed the sale of assault weapons o a straw purchaser who then
transported them into Mexico—is false. ATF makes every effort 1o interdict weapons that have
been purchased illegally und prevent their transportation 1o Mexico. Indeed, an important goat-of
Project Guarunner is 1 stop the flow of weapons from the United States to drug cartels in
Mexico. Since its inceplion in 2006, Project Gunrunner investigations have seized in excess of
10,000 Hrearms and 1.1 million rounds of ammunition destined for Mexico, Hundreds of
individuals have been convicted of criminal offenses arising from these investigations and many
others are on-going, A'TF remains commitied to investigating and dismantiing firearms
wafficking orpanizations, and will continue to pursue those cases vigorously with all available
wmvestigative resources.

In this vein, the suggestion that Project Gunrunner focuses simply on straw purchasers is
incorrect. The defendants named in the indiciments referenced in your January 27 letter include
leaders of a sophisticated gun trafficking organization, One of the goals of the investigation that
fed to those indictments is to dismantle the entire trafTicking organization, not merely to arrest
straw purchasers,

I also want to assure you that ATF has made no attempl o retaliste againstany of its
agents regarding this matter. We recognize the importance of protecting employees from
retaliation relating to their disciosures of waste, fraud, and abuse, ATF employees receive
annual training on their tights under the Whistleblower Protection Act, and those with
knowledge of waste, fraud, or abuse are encouraged to communicale directly with the
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The Honorable Charles E. Grassley
Page Two

Department’s Office of Inspector General. These protections do not negate the Department’s
legitimate interest in protecting confidential information about pending criminal investigations.

We also want to proteet investigations and the law enforcement personnel who directly
conduct them from inappropriate political influence. For this reason, we respectfully request that
Committee staff not contact law enforcement personnel seeking information about pending
criminal investigations, including the investigation into the death of Custems and Border Patrol
Agent Brian Terry. Like you, we are deeply concerned by his murder, and we arc actively
investigating the matter. Please direct any inquiry into his killing to this office,

The Department would be pleased o provide a briefing 1o Committee siaff about Froject
Gunrunner and ATF's cfforts to work with its law enforcement parfners to build cases that will
disrupt and dismantle eriminal organizations. That briefing would not address the on-going
criminal investigation referenced in your letter. As you know, the Department has a Jong-
standing policy apainst the disclosure of non-public information about pending criminal
investigations, which protects the independence and effectivencss of our law enforcement efforts
as well as the privacy and duc process interests of individuals who may or may not ever be
charged with criminal offenses.

We hope that this information is helpful and look forward to briefing Committec staff
about Project Gunrunner. Please do not hesitate to contact this office iff we may provide
additional assistance about this or any other matter,

Sincerely,
VLGN

Ronald Weich
Assistant Attorney General

cc:  The Honorable Patrick J. Leahy
Chairiman

Mg SMITH. The gentleman from Virginia, Mr. Scott, is recog-
nized.

Mr. Scort. Thank you. Thank you, Mr. Chairman.

And thank you, Mr. Attorney General, for being with us today.

Mr. Holder, you have been criticized for not turning over infor-
mation upon request to one of the Committees. Did some of those
requests involve information pertaining to confidential informants
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and wiretaps under seal, court-ordered seal, and information re-
lated to ongoing investigations?

Attorney General HOLDER. Yes, that is true, but we have turned
over a very significant amount of information. We have collected
data from 240 custodians. We have processed millions of electronic
records. We have turned over 7,600 pages on 46 separate produc-
tions. We have——

Mr. Scort. Well, could you tell us, what is wrong with handing
over information involving confidential informants, wiretap infor-
mation under court seal, and information related to ongoing inves-
tigations?

Attorney General HOLDER. We are, by law, prohibited from dis-
cussing or turning over the contents of wiretap-related material.
There is a criminal provision that has a 5-year penalty that pre-
vents us from doing that.

And there is also a very practical reason. There are concerns that
one would have about people who are involved in these matters.
You might put victims’ safety at risk. You might put at risk the
success of a prosecution.

Those are all the reasons why there are very tight restrictions
on the provision of material connected to wiretaps.

Mr. ScotT. Thank you.

Mr. IssAa. Would the gentleman yield?

Mr. ScotT. I have very little time.

Mr. IssA. I will be very brief.

Mr. Scott. Go ahead.

Mr. Issa. We did not request any wiretaps under seal, since I am
the person who signed the subpoenas.

Mr. Scort. Thank you.

Reclaiming my time, Mr. Attorney General, Section 5 is there to
prevent discriminatory election practices from going into effect. If
you didn’t have Section 5, discriminatory voting changes could go
into effect until the victims of discrimination raised enough money
to get into court to get an injunction. Those who benefit from the
discrimination would get to legislate until the law is overturned.
And when overturned, they would get to run with all the advan-
tages of incumbency as a result of their discrimination.

And so there is an incentive to keep discriminating. But under
Section 5, the burden is on covered States to demonstrate that an
election change does not have a discriminatory effect and purpose.
Section 5-covered States were not selected randomly; they were
covered the old-fashioned way: They earned it, with a history of
discrimination.

Now, how is the Department of Justice using Section 5 to pre-
vent discriminatory voting practices? And, specifically, what are
you doing in Florida to prohibit purging of voters, according to
press reports, that include decorated war veterans clearly eligible
to vote?

Attorney General HOLDER. Well, I think firstly, just a bit of an
overview. And this will take just a second.

You have to understand that over the course of the time in which
I have been Attorney General, we have looked at about 1,800 re-
quests for preclearance under Section 5. We have opposed 11—11.
Eighteen hundred requests, we have opposed 11. Now, included
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among those is what Florida has been trying to do with regard to
the Section 5-covered counties, that one of which—one of those
changes which a Federal judge has already said is inappropriate.

Section 5 was reauthorized by a near-unanimous Congress,
signed by President Bush, findings made by this Congress that the
need for Section 5 continues, reauthorized, I believe, until 2031. It
is the position of this Department of Justice and certainly this At-
torney General that we will vigorously defend and vigorously use
Section 5. The need for it is still there.

Mr. ScotT. Thank you.

The first bill this President signed was the Lilly Ledbetter Act
dealing with discrimination in employment. One of the things that,
in talking about discrimination in employment, in 1965 President
Johnson signed an Executive order prohibiting all discrimination in
employment with Federal contracts. I understand this Administra-
tion still allows discrimination in Federal contracts based on reli-
gion, if it is a so-called faith-based group.

My question is, do they need permission, a certification to qualify
for the right to discriminate? Or do they just get the right to dis-
criminate based on the fact that they are faith-based organizations
using Federal money?

Attorney General HOLDER. Well, I think we are committed to en-
suring that we partner with faith-based organizations in a way
that is consistent with our laws, our values. And the Department
will continue to evaluate legal questions that arise with respect to
these programs and try to ensure that we—make sure that we en-
sure that we fully comply with all of the applicable laws.

Mr. ScoTT. Does that mean they can discriminate?

Mr. SMITH. The gentleman’s time has expired.

Mr. Scott. I think it was a yes-or-no answer.

Mr. SMITH. Okay.

Mr. Attorney General, go on. If you would, answer the question.

Attorney General HOLDER. As I said, we try to do this—we look
at the policies and try to make sure that they act in a way that
is consistent with law.

Mr. SmiTH. Okay. Thank you, Mr. Scott.

The Chairman from California, Mr. Lungren, is recognized.

Mr. LUNGREN. Thank you very much, Mr. Chairman.

Mr. Attorney General, I would just follow up on what my friend
from Virginia, Mr. Goodlatte, had to say with respect to the Ste-
vens case. I realize that you reassigned people after that. I realize
it was an investigation and indictment that came before you were
Attorney General. That is not the point. The point is, if you have
no real consequences now, you are going to have no real changes
in the future.

That was conduct that was stated by the judge to be outrageous.
He held a hearing as to whether a new trial ought to be called. Be-
fore he made a ruling, you did come forward with a motion to dis-
miss, recognizing the problems internally. The investigations
showed widespread misconduct among the whole team, and yet I
am unaware of anybody that was fired.

And Senator Stevens lost his election, but, more importantly, he
lost his reputation. And I happen to think that in the absence of
serious action taken against employees of either the Department of
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Justice prosecutorial corps or the FBI, that, frankly, the message
is not seriously received. So I would just like to state that for the
record.

And now, Mr. Attorney General, if I were lucky enough to be in-
vited down to meet you or see you at your office at the Justice De-
partment, wouldn’t I have to show a government-issued photo ID
to get in to see you?

Attorney General HOLDER. You might.

Mr. LUNGREN. If I were to go to the Federal courthouse here in
D.C. either as a party or as an attorney, wouldn’t I have to show
a government-issued photo ID?

Attorney General HOLDER. That has not been my experience here
in D.C. I don’t—you know.

Mr. LUNGREN. Some Federal courts—are you aware that that is
required in some Federal courts in this land?

Attorney General HOLDER. I don’t know.

Mr. LUNGREN. Are you aware that if I have to come here from
California to exercise my constitutional right of travel and as an
ordinary citizen petition the government for a redress of my griev-
ances, I have to show a government-issued photo ID, do I not?

Attorney General HOLDER. That one, yes. To get on a plane, you
have to have a photo ID.

Mr. LUNGREN. Okay. And that does involve the constitutional
right of travel among the States, correct?

Attorney General HOLDER. Yep. The Supreme Court has said
that the right to travel is of constitutional dimension.

Mr. LUNGREN. So is your Justice Department investigating the
discriminatory effect of those laws with respect to someone’s con-
stitutional right to travel or constitutional right to visit you? I
mean, the Constitution doesn’t say, petition the government for re-
dress of grievances only goes to some people. I mean, if I have a
complaint with the Justice Department and want to come to the
Justice Department, are you inhibiting me, affecting my constitu-
tional right by requiring me to show a government-issued photo
1D?

Attorney General HOLDER. No, but let’s get to the bottom line
here. That——

Mr. LUNGREN. Well, no, this—my question is

Attorney General HOLDER. All right. Well, I will give you an an-
swer. The answer

Mr. LUNGREN. Well, that is all I am asking.

Attorney General HOLDER. The answer is that, with regard to
the limited things that you have discussed, it might not have an
impact on your constitutional right, but that some of the laws that
we have challenged do have an impact on a person’s ability to exer-
cise that most fundamental of constitutional rights, and that is the
right to vote.

Mr. LUNGREN. It is a fundamental right to petition the govern-
ment to redress my grievances. Don’t you think that is as impor-
tant as, quote/unquote, the “right to vote”?

Attorney General HOLDER. I would agree with President John-
son, with what he said after the 1965 Voting Rights Act was
passed, that voting is the most important right that we have as
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American citizens. It is what distinguishes this country and makes
it exceptional as compared to other Nations around the world.

Mr. LUNGREN. Okay. I also happen to think it is important that
we have the opportunity to petition the government to redress the
grievances. I think that is as fundamental a concept.

Attorney General HOLDER. But through the vote, I can change
the government. I have that ability through my right to vote.

Mr. LUNGREN. Well, you can sue me in court. You can threaten
to sue me in court. And as a proud individual American citizen, I
suppose I have a right to at least talk to you about whether you
are going to bring me before the court and bring the majesty of the
government against me. And I would think that that is as impor-
tant a right.

Now

Attorney General HOLDER. Well, I certainly have that ability to
talk to you. But if I disagree with you, at the end of the day, I have
the ability to cast a ballot——

Mr. LUNGREN. But I can’t even come in and talk to you unless
I show a government-issued photo ID, is my point.

Now

Attorney General HOLDER. No, that is not true in the govern-
ment. That is not true at the Justice Department. If you were to
show up at the Justice Department, somebody could vouch for you
and you could come into the Department and we could have a very
civil, I am sure, conversation.

Mr. LUNGREN. Is that right? Okay. I haven't tried that with TSA.
That doesn’t work very, very well in terms of being able to get on
an airplane to fly back here to knock on your door to get to see you.

Attorney General HOLDER. Well, there are terrorists who are try-
ing to bring down planes, as we have seen over the course of the
last, I guess, 12 years.

Mr. LUNGREN. And there are people who cheat about voting
when they don’t have a right to vote.

Attorney General HOLDER. We do not see that to the proportions
that people have said, you know, in an attempt to try to justify
these photo ID laws. All of the, I think, empirical and neutral evi-
dence shows that questions of vote fraud do not exist to the extent
that people say that it does exist.

Mr. LUNGREN. So the Supreme Court was wrong in its decision
in 2007 when it said that States have a legitimate interest in re-
quiring photo IDs for voters even absent evidence of widespread
fraud in order to inspire confidence in the electoral system? You
disagree with the Court on that?

Attorney General HOLDER. You know, what is interesting there—
and please expand

Mr. SMITH. If you will, answer the question, and then we will
move on.

Attorney General HOLDER. Sure.

The Supreme Court—the Crawford case is fundamentally dif-
ferent from that which we are talking about now. That was not a
Section 5 case. Indiana is not covered by Section 5 of the Voting
Rights Act.

And I would just—with all due respect, Attorney General
Mukasey talked about the Crawford decision, the Indiana decision,
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and this tells how it is different. He says that “the Court acknowl-
edged the undeniable fact that voter ID laws can burden some citi-
zens’ right to vote. It is important for States to implement and ad-
minister such laws in a way that minimizes that possibility.” He
then said, “We will not hesitate to use the tools available to us, in-
cluding the Voting Rights Act, if these laws, important though they
may be, are used improperly to deny the right to vote.”

That is Michael Mukasey talking about the Indiana Crawford de-
cision—Michael Mukasey, not Eric Holder, Michael Mukasey.

Mr. SMITH. Thank you, Mr. Lungren.

The Chairman from North Carolina, Mr. Watt, is recognized.

Mr. WATT. Thank you, Mr. Chairman.

Let me start by just expressing my disappointment that some of
my colleagues are spending so much time advancing the notion
that we should be disqualifying people from exercising the most
basic right that they have in our democracy, the right to vote. And
that this is the Judiciary Committee in which these arguments are
being advanced is just disappointing to me.

Second, I want to applaud the Justice Department for some work
that they are doing in my congressional district in particular, some
very high-level cases fighting drug trafficking, protecting against
child predators, a bunch of money we spent on the COPS program.
And the most vigorous supporters of the COPS program are the
most conservative sheriffs in my congressional district because they
have been able to access funding to beef up their law enforcement
capacity.

So I won’t go back to the voting rights part of this because I
think I will get too emotional about that. Let me deal with the
thing that is under my Subcommittee’s jurisdiction, the one that I
am the Ranking Member on, and that is, we have made some ef-
forts to try to do something about piracy. We were not successful
legislatively, but the problem has not gone away.

A recent article in USA Today notes the proliferation of dan-
gerous counterfeit products that pose safety concerns for the Amer-
ican public. Many of these products, including counterfeit pharma-
ceuticals, are available online and come from foreign sources.

In January of this year, the Department of Justice issued indict-
ments against Megaupload, a foreign-based Web site that was
charged with illegally infringing the copyrights of American busi-
nesses. And now I note that some group has—what is it called,
Anonymous—unleashed a series of cyber attacks in the aftermath
of the indictments against Megaupload. So now there is a connec-
fliondbetween piracy on the one hand and cybersecurity on the other

and.

Can you just talk to us about the real threats that we have in
that area, both on the piracy side of this issue and on the
cybersecurity, and their connections just a little bit so we will have
some background that at least informs the American people of how
serious the problem is?

Attorney General HOLDER. I mean, the piracy issue has a num-
ber of dimensions to it. It is an economic issue, it is a jobs issue.
When the theft of our intellectual property or the methods that we
use to produce things is stolen by other organizations or by other
countries, it has a direct impact on our economy.
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There is also a safety factor. Health items, medicines that are
produced in a way that are inconsistent with the great standards
we have in the United States, then sold back to the United States
or sold in other countries, can put people at risk. The whole ques-
tion of various parts that can be used in airplanes. Other things
that are not done in a way consistent with the way in which our
intellectual property standards are done can have a negative im-
pact on safety in that way.

So the piracy question is one that has economic consequences as
well as safety consequences. If one looks at the whole cyber issues,
again, these are national security issues. The ability of foreign
countries or organizations to have an impact on our infrastructure,
to use cyber tools to ferret out secret information from the United
States, all puts our Nation at risk and is worthy of the attention
of, I think, this Committee, this Congress, and the executive
branch. And I would hope that we would be able to work together
to come up with a way in which we could craft tools to deal with
what is truly a 21st-century problem.

Mr. WATT. I thank you. And at the risk of not going over time
like some of my colleagues have, I will just stop there, because any
other question I could ask would be well over into the next person’s
time.

So I will yield back, Mr. Chairman.

Mr. SMITH. Thank you, Mr. Watt.

The gentleman from California, Mr. Issa, is recognized.

Mr. IssA. Thank you, Mr. Chairman.

Attorney General, December 14, 2010, Brian Terry was gunned
down, and we began knowing more about Fast and Furious shortly
thereafter. But you have said, people representing you have said
repeatedly that you didn’t know about it before then.

I have sent you a number of letters. Senator Grassley has sent
you a number of letters. You mentioned in your opening statement
the Speaker’s letter. The Speaker did not limit the scope of the sub-
poenas you are under an obligation to respond to. He simply asked
you for a response to two key areas. He did not revoke any sub-
poenas.

However, you implied that we were working together, when, in
fact, since May 18th, nothing—nothing—has come from your de-
partment, not one shred of paper.

I want to ask you first of all today, have you and your attorneys
produced internally the materials responsive to the subpoenas?

Attorney General HOLDER. We believe that we have responded to
the subpoenas

Mr. IssA. No, Mr. Attorney General, you are not a good witness.
A good witness answers the question asked. So let’s go back again.
Have you and your attorneys produced internally the materials re-
sponsible? In other words, have you taken the time to look up our
subpoena and find out what material you have responsive to it? Or
have you simply invented a privilege that doesn’t exist?

Attorney General HOLDER. You are saying internally, have
we——

Mr. IssA. Internally, have you pulled all that information?
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Attorney General HOLDER. We have looked at 240 custodians, we
have processed millions of electronic records, and we have reviewed
over 140,000 documents and produced to you about 7,600

Mr. IssA. So, 140,000 documents. How many documents are re-
sponsive but you are withholding at this time?

Attorney General HOLDER. Well, we have produced 7,600——

Mr. IssA. Look, I don’t want to hear about the 7,600.

Ms. JACKSON LEE. Mr. Chairman, I would beg to allow——

M&' IssA. The lady is out of order. Would the lady please sus-
pend.

Ms. JACKSON LEE. Mr. Chairman, a

Mr. IssA. This is my time.

Ms. JACKSON LEE [continuing]. Parliamentary inquiry. Excuse
me, Mr. Chairman. I would beg to allow the Attorney General to
be able to finish his answer.

Mr. SMITH. The Attorney General will be allowed to answer the
question.

Ms. JACKSON LEE. I thank the Chairman.

Mr. SMITH. And the Attorney General will have more time to do
that if we don’t have interruptions.

Mr. IssA. And I would like my time reclaimed that was used up
by the gentlelady.

Mr. SMITH. You will be given additional time

Mr. WATT. Mr. Chairman, I suggest we take back the time that
Mrd Lungren used, the 2 minutes over his time that he used,
and——

Mr. IssA. If you want to give me an additional 2 minutes, I am
fine with it.

Mr. WATT. No, I am going to give you the 45 seconds I yielded
baclk. But if we are going to apply a rule on one side of this
aisle——

Mr. SMITH. Let’s get back to——

Mr. WATT [continuing]. Then we ought to apply the rule consist-
ently. That is the point I am trying to make.

Mr. SMITH. Let’s get back to regular order. The gentleman from
California has the time, and the Attorney General will be allowed
to answer the question.

Mr. IssA. Isn’t it true, Mr. Attorney General, that you have not
produced a log of materials withheld, even though our investigators
have asked for it?

Attorney General HOLDER. I know that—I am not sure about
that. I know that the——

Mr. Issa. Okay. I am sure you didn’t. So let’s move on.

March 15, 2010, before Brian Terry was gunned down; April 19,
2010, before Brian Terry was gunned down; May 7, 2010, before
Brian Terry was gunned down; May 17, 2010, before Brian Terry
was gunned down; June 2, 2010, before Brian Terry was gunned
down; July 2, the real date of our independence, 2010—obviously
earlier—before Brian Terry was gunned down.

These wiretap applications which we did not subpoena but which
were given to us by a furious group of whistleblowers that are tired
of your stonewalling indicate that a number of key individuals in
your Administration in fact were responsible for information con-
tained in here that clearly shows that the tactics of Fast and Furi-
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ous were known. They were known and are contained in these
wiretaps.

I understand you have read these wiretaps since we brought
them to your attention. Is that correct?

Attorney General HOLDER. I have read them. And I disagree with
the conclusion you have just reached.

Mr. IssA. So let me go through a very simple line of questioning,
if I may, Mr. Attorney General.

James Cole, Deputy Attorney General, has written that the De-
partment has a greater obligation than just checking the legal suf-
ficiency in approving wiretap application. He thinks that applica-
tions also have to comply with DOJ policy. Is that correct?

i&ttg}rney General HOLDER. Applications have to agree with DOJ
policy?

Mr. IssA. That is what he said.

Attorney General HOLDER. Sure.

Mr. IssA. Okay.

During a transcribed interview, Deputy Assistant Attorney Gen-
eral Jason Weinstein testified that senior officials approving the
wiretap applications do not read the wiretap applications. Is this
practice acceptable to you?

Attorney General HOLDER. They read summaries of the applica-
tions, and that is a process that has been used by this Administra-
tion and by all previous Administrations. It is the way in which the
Office of Enforcement——

Mr. IssA. And are you aware that Federal

Attorney General HOLDER. Let me answer the question.

Mr. IssA. Are Federal judges, to your knowledge

Attorney General HOLDER. Can I answer my question, the ques-
tion you have asked me?

Mr. IssA. No. You have given me a sufficient answer considering
the amount of questions I have and the amount of time I have.
hYou are okay with that practice? You have already answered
that.

So would you agree that senior officials are responsible for docu-
ments they signed? I would assume the answer is yes.

So now let me ask you the question. Jason Weinstein, is he re-
sponsible for what is in these wiretaps?

Attorney General HOLDER. Is he responsible

Mr. IssA. He is a responsible officer under statute. Is he respon-
sible for them even if he only read a summary?

Attorney General HOLDER. He did not create those affidavits. He
did not create that material. He would have been a person, as a
Deputy Assistant Attorney General, who would review the

Mr. IssA. So when Congress writes a statute requiring certain in-
dividuals be responsible, such as Jason Weinstein, Lanny Breuer,
and yourself——

Mr. WATT. Regular order, Mr. Chairman. Regular order, Mr.
Chairman.

Mr. IsSA. I am in the middle of a question.

Mr. SMmiTH. The Attorney General will be allowed to answer this
question.

Mr. WATT. He hasn’t asked the question, Mr. Chairman.

Mr. Issa. I am halfway through it if you will quit interrupting.
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If in fact the statute says they are responsible, and if in fact they
are not read, then in fact

Mr. WATT. Regular order, Mr. Chairman.

Mr. IssA [continuing]. How are the American people to under-
stand who is

Mr. WATT. Regular order, Mr. Chairman.

Mr. IssA [continuing]. Responsible for what is contained in these
documents——

Mr. SMmiTH. The Attorney General will be allowed to answer this
question.

Mr. IssA. Because anyone of ordinary reading, including the ATF
director, former director, Melson, anyone reading these, according
to him, would be sick to their stomach because they would be im-
mediately aware

Mr. WATT. Does he have a question, Mr. Chairman?

Mr. IssA. So who is responsible, Mr. Attorney General?

Attorney General HOLDER. All right. You have really conflated a
bunch of things here.

The responsibility

Mr. IssA. You have delivered so little in

Mr. WATT. Regular order now, Mr. Chairman. Will he be allowed
to answer the question now?

Mr. SMITH. The Attorney General will be allowed to answer the
question, but I would appreciate no more interruptions so the AG
can answer the question.

Attorney General HOLDER. The responsibility about which you
speak is, in fact, the responsibility of a Deputy Assistant Attorney
General looking at those summaries to make sure that there is a
basis to go into court and to ask that court to grant the wiretap
based on a determination that a responsible official makes that
probable cause exists to believe that a wire facility has been used
in the commission of a crime. They do not look at the affidavits to
see if, in fact—to review all that is engaged, all that is involved in
the operation.

I have read those now. I have read those. I have read those; I
have read them from Wide Receiver, as well. And I can say that
what has happened in connection with Fast and Furious was done
in the same way as wiretap applications were done under the pre-
vious Administration in Wide Receiver. I have looked at the sum-
maries, and they acted in a way that is consistent with the practice
and the responsibility that they have as defined by the statute.

Mr. SmITH. Thank you, Mr. Issa.

The gentlewoman from California, Ms. Lofgren, is recognized.

Mr. CONYERS. Mr. Chairman? Before——

g/Ir.? SMITH. Does the Ranking Member wish to speak out of
order?

Mr. CoNYERS. If I may, please.

Mr. SmITH. The gentleman is recognized.

Mr. CONYERS. I think that the previous questioning was the first
note of hostility and interruption of the witness that I think has
been uncharacteristic of what we have been doing here so far
today. And I would like to ask the Chair to admonish all the wit-
nesses from here on out to please try to—all of the Members from
here on out to please allow the witness to finish his answers.
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Mr. IssAa. Would the gentleman yield?

Mr. CoNYERS. Of course.

Mr. IssA. You know, I appreciate that there was hostility be-
tween the Attorney General and myself.

Attorney General HOLDER. Just for the record——

MI(‘1 IssA. T would hope that the Ranking Member would under-
stand——

Attorney General HOLDER [continuing]. There was no hostility on
my part.

Mr. IssA [continuing]. That, in fact, most of it was produced by
the fact that I have a great many questions and a relatively little
period of time in which to get answers, and that for a year and a
half my Committee, through subpoena and interrogatories, has
been attempting to get answers for which this witness has basically
said he asserts a privilege without

Mr. WATT. Parliamentary inquiry, Mr. Chairman.

Mr. SMITH. The gentleman from Michigan has the time.

Mr. WATT. Parliamentary inquiry, if the gentleman will yield.

Mr. CoNYERS. I would like to yield to the Attorney General at
this point, please.

Attorney General HOLDER. Well, with all due respect to Chair-
man Issa, he said there is hostility between us. I don’t feel that,
you know. I understand he is asking questions; I am trying to re-
sponded as best I can. I am not feeling hostile at all. I am pretty
calm. I am okay. So, you know.

Mr. SMITH. Let me assure the gentleman from Michigan that the
Attorney General will be allowed to answer future questions.

And the gentlewoman from California, Ms. Lofgren, is recognized
for her questions.

Ms. LOFGREN. Thank you, Mr. Chairman.

And, Mr. Attorney General, thank you for being here with us.

When you were last before us in December, I asked you about
a case involving the seizure of a domain name called Dajazl.com
for alleged copyright infringement. In December, you said you were
unfamiliar with the case but that you would certainly look into it
and get back to me. Since that hearing, not only have I not heard
from you but new details have surfaced. And, therefore, I would
like to revisit the issue.

To refresh everyone’s memory, Dajazl is a blog. It is a blog dedi-
cated to discussion of hip-hop music. And in November of 2010, the
domain name of the site was seized as part of ICE’s Operation In
Our Sites and on an application by prosecutors in your department.
After the government seized the domain name, the owners filed a
request for the government to return it to them, and under the law
the government had 90 days to initiate a full forfeiture proceeding
against the domain or else return the property.

However, in this case, that deadline passed with no action. When
the Web site’s lawyer inquired with the Department’s lawyers, he
was told the government had filed an extension but under seal. The
Web site was given no notice, and they were never given an oppor-
tunity to appear in court and to respond.

And I have talked to the representative of the Web site, and he
assures me that he made diligent efforts to try and actually appear
and make his case. When he asked for proof that the extension ex-
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isted, your department’s lawyers basically said that he would have
to trust them.

Now, this happened two more times. Finally, in December of last
year, more than a year after the original seizure, the government
decided that it didn’t, in fact, have probable cause to support the
seizure and returned the domain.

Now, we now have unsealed court records, and we know that
ICE and your department were actually waiting for the Recording
Industry Association of America, which made an initial allegation
of infringement, to provide detail, apparently proof. And I have re-
viewed the affidavit—which I would ask unanimous consent to put
into the record—that in September of 2011, 10 months after the
seizure, the ICE agent was still waiting for information from RIAA
to give probable cause.

Now, here is the concern I have. Blogs are entitled to First
Amendment protection. And I think it is the law that you have to
have probable cause before you seize things. You can’t seize things,
have secret proceedings in the Federal court, and then a year later
come up with probable cause.

So here is my question for you. It looks to me—and, I would say,
another issue as to Web sites. I mean, this isn’t like a car that is
stolen and is going to disappear, or a bag of cocaine. It is a Web
site, so the evidence can be completely preserved even without sei-
zures. So I think the issue of seizure does need to be visited with
us.
But I want to know what the Department’s posture is if an ICE
agent is behaving recklessly in an investigation, as it seems to be
in this case. Don’t the prosecutors in your department have an obli-
gation to reject faulty affidavits? Do you think that the ex parte
process that was included here is proper and consistent with the
First and Fifth Amendments, to seize a domain name that has
First Amendment protection for a year without any opportunity for
the owner to be heard?

Attorney General HOLDER. As with all domains that are seized
or were seized, I guess, in Operation In Our Sites, I believe that
the seizure that you reference was conducted pursuant to a lawful
court order, and the procedures that the Department followed in
that case, including the ex parte procedures you mentioned, were
consistent with the statutes that authorize the seizure and for-
feiture and also consistent with due process protections that those
statutes provide.

Ms. LOFGREN. So you are suggesting that the representation,
which turned out to be false, under the initial affidavits—which I
again would ask to be made a part of the record—those false affida-
vits were sufficient to have ex parte communications and secret
proceedings in the Federal court to suppress this speech for over
a year?

Attorney General HOLDER. No, I mean, clearly, if material was
submitted that was false in an underlying affidavit

Ms. LOFGREN. Or at least misleading.

Attorney General HOLDER [continuing]. Or misleading, that
would not be an appropriate basis for action on behalf of the gov-
ernment.
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The seizure and forfeiture of property is a really powerful tool
that the government has, and it has to be used judiciously. And to
the extent that there are problems along the lines that you have
described, that would be of great concern. We should not be in
court trying to do the kinds of things that I have described here—
domain name seizures—if the underlying material is not consistent
with the facts. That is something we shouldn’t be doing.

Ms. LOFGREN. Well, as I say, last December you were going to
get back to me, and I know you have many things to do. But I
would appreciate, and I will ask again, if I could get a report on
this specific case. And, certainly, as my colleague, Mr. Watt, has
mentioned, there are important enforcement issues that need to go
on. I do not disagree with that. But we also have to be very careful
about the First Amendment and the Fifth Amendment, and I hope
that you do not disagree with that.

Mr. SMmITH. All right. Thank you, Ms. Lofgren.

And, without objection, the documents that the gentlewoman re-
ferred to will be made a part of the record.

[The information referred to follows:]
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United States Attorney

ROBERT E. DUGDALE

Assistant United States Attorney

Chief, Criminal Divisicn

STEVEN R. WELK {CBN 149883)

Assistant United States Attorney

Chief, Asset Forfeiture Section
Federal Courthouse, 14th Flooxr
312 No. Spring Street
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United States of America

UNITED STATES DISTRICT COURT
FOR THE CENTRAL DISTRICT OF CALIFORNIA
WESTERN DIVISION

IN. THE MATTER OF THE SEIZURE) CR MISC. NO. 11-00110-.

OF THE INTERNET DOMAIN NAME )}

*DAJAZ1.COM” 3 EX PARTE APPLICATION FOR.CRDER
EXTENDING FOR SIXTY DAYS THE
DEADLINE FOR. FILING COMPLAINT
FOR FORFEITURE; MEMORANDUM OF
POINTS AND AUTHORITIES;
DECLARATION OF SPECIAL AGENT
ANDREW T. REYNOLDS

[UNDER SEAL)

The United States of America. {(*the government”) hereby
é.pplies to this court for an order extending for sixty days the
time within which teo file a civil forfeiture complaint against
the asset listed above (the “seized asset”); which was seized on
November 24, 2010. -This application is made pursuant to the

Court ‘s inherent authority to control its dockets and 18 U.S5.C.

§ 983.
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As explained below, there is an on-going criminal
investigation concerning the above-listed asset that arises out
of the 'same facts which supported the seizure of the asset.. See
Reynoids Decl. There is currently a deadliné of September- 13,
2011 for the filing of a civil forfeiture complaint against the
asset.! However, the government believes‘that the filing of a
complaint while the criminal investigation is on-going will have
an adverse effect on the investigation. ' The government requests
a gixty-day extension of the filing deadline (to November 11,
2011) in or¥der to protect the criminal investigation.

This application is wade gx parte and under seal so as not
to expose the existence and scope of the criminal investigation,
which would likely be setibusly jeopardized by the filing of a
forfeiture complaint.

DATED: September 8, 2011 Respectfﬁlly submitted,
ANDRE BIROTTE JR.

~ United States Attorney
ROBERT E. DUGDALE

Assistant United States Attorney
Chief, Criminal Divisio

——e

STEVEN R. WELK
Assigtant United States Attorney
Chief, Asset Forfeiture Section

7

Attorneys for Plaintiff
United States of America

Y On July 18, 2011, the Court granted the government’s ex
patte application to extend the time within which to file a civil
forfeiture complaint from July 15, 2011 to September 13, 2011.
See, In the Matter of the Seizure of the Internet Domain Name
*DAJAZ].com®, CR Misc. No. 11-00110.

2




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

28

43

Case 2:11-cm-00110-UA” Document 8 Filed 09/08/11 - Page 3 of 8 - Page 1D #:26

MEMORANDUM OF POINTS AND AUTHORITIES
; I,
INTRODUCTION AND STATEMENT OF FACTS
By this application, the United States of America {“the

government*)- requests a.sixty {60} day extension of the deadline
to file a judicial complaint for- forfeiture against the domain.
name *“DAJAZ1.com,”-which was seized pursuant to a federal seizure
warrant on Névember 24, 2010 in connection with what is believed
to have been serious and repeatedkviolations of federal law

relating to the distribution of copyrighted. intellectual property

{the “seized asset” or “domain name”).

Following the seizure of the domain name by agents of
Immigration and Customs Enforcement ~(“ICE”),:the Department of
Homeland Security, Customs and Border Protection (“CBP")
initiated administrative forfeiture proceedings against it, ' The
owner of éhe domain name, Andre Nasib, submitted a claim in the
administrative proceedings, requesting that the matter be
referred to the U.S. Attorney’s Office in this district (the
“USAQ®) for judicial forfeiture proceedings. . In the meantime,
ICE continued its investigation. ’

The ‘USAQ has determined that further criminal investigation
is appropriate ‘and so the ihvestigation is still on-going.. The
current deadline for the filing of a civil forfeiture complaint
is ‘September 13, 201l. The governing statute, discussed below,
authorizes the eourt to extend the filing deadline where the
filing of the complaint would have an adverse effect on-a related

criminal investigation. The requested deadline would be November
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11, 2011,
IT.
ARGUMENT

There are two potential grounds for granting the relief
requested by the government here. First,ythe Court possesses the
inherent authority to extend filing deadlines because it has the
power to control the disposition'of the. causes on iﬁé docket with
economy of time and effort for’itself, counsel -and litigants.
See, e.q., Landis v. North American Co., 299 U.S. 248, 254, 57 S5.
Ct. 163, 81 L.Ed 153 (1936). In addition, 18 U.S.C. § 983(a),
which governs the procedural aspects of federal administrative
and judicial ¢civil forfeiture proceedings, provides specific
authority for the ‘extension of a deadline for the filing of a
judicial civil forfeiture complaint. . Section 983(a) (3} (A)
provides that

Not later than 90 days after: [an administrative] blaiﬁ

has been filed, the Government shall file a complaint

for forfeiturel,] . . . except that a court in the

district in which the complaint will be filed may

extend the period for filing a complaint for good cause

shown or upon agreement of the parties.

Generally speaking, where the government seéizes property fér
forfeiture, the séizing agency is reguired to- send notice of the
seizure and the agency'’'s intent to commence administrative- (i.e.,
non-judicial) forfeiture proceedings within 60 days. . An owner of
the seized property who wishes to contest the forfeiture may
submit an administrative claim to the agency, which filing has
the effect of suspending the administrative proceedings so that
the matter-may be referred to the USAO of the district in which

the seizure occurred. The quoted provision above reguires the
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governmeﬁt to file a complaint within 90 days of the submission
of the administrative claim,

Here, -claimant Nasib submitted an administrative claim on
February. 15, 2011, making the government’s complaint due on May
16, 2011. -However, the filing of a complaint would require the
government. to reveal, not only in the complaint itself but in the
disclosures that necessarily would follow, information'cohcerning
the on-going criminal investigation. - The disclosure of that
information would likely have an adverse effect on the
investigation, if for no other reason than it would indicate the
direction and scope of the investigation.

_ Under the‘circumstances, good cause exists fér the requested
sixty day extension. While “good cause” is not defined in § 983
{a) (3) (A}, another extension provision in § 983 {authorizing
extension of the administrative notice deadline) includes
specific examplesvof proper bases for an extension, including
situations. where sending notice to the owner "may have an adverse
result, including . . . seriously jeopardizing an investigation.:

L. 2" §7983(a) (1) (D) {v)y. ?

18 U.S5.C. §.983(a)(1){C) and (D} provide:

{C) Upon motion by the Government, a court may extend the
period for sending notice under subparagraph (A) for a
period not' to exceed 60 days, which period may be further
extended by the court for 60-day periods, as necessary, if
the court determines, based on a written certification of a
supervisory official in the headquarters office of the
geizing agency, that the conditions in subparagraph (D) are
present.

(D) The period for seénding notice under this paragraph may
be extended only if there is reason to believe that notice
may have an adverse result, including-
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For the foregoing reasons, -the government‘requests that the

court grant a sixty day extension [from September 13, 2011 to

November 11, 2011) of the. time within which the government is

DATED:. September 8, 2011

‘required to file a forfeiture complaint against the seized asset.

Regpectfully submitted,

ANDRE. BIROTTE. JR. .
United Staktes Attorney
ROBERT E. DUGDALE :

Assistant United States Attorney
Chief, Criminal Division

e /)

STEVEN R. WELK
Assistant United States Attorney
Chief, Asset Forfeiture Section

" Attorneys for Plaintiff

United States of America

(i) “endangering the life or physical safety of an

individual;

(ii) flight from prosecution;

(iii) destruction of or tampering with evidence;

(iv) intimidation of potential witnesses; or

{v) otherwise seriously jeopardizing an investigation
or unduly delaying a trial.

3
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Case 2:11-cm-00110-UA- Document 8 Filed 09/08/11 Page 7 of 8 Page ID#:30

DECLARATION OF SPECIAL AGENT ANDREW T. REYNOLDS

1, Andrew T. Reynolds, deciare:

1. [ 'am a Special Agent with the U.S. Department of Horﬁeland Security (DHS),
Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HST) and am
currently assigned to the Office of the Special Agent in Charge, Los Angeles (SAC/LA)
Intellectual Property Rights group. )

2. This declatation is submitted in support of the Govemment’s ex parte application for a
court ordered extension of the 60 day notice petiod, as required by 18 U.S.C. § 983(a)(1)(A)()-
The facts stated below are within my personal knowledge and 1 believe all the information to be
true. This affidavit does not purpert to set forth all of my knowledge of, or investigation into, ‘

this matter. :
3.. HSI initiated an investigation into websites that allow the unauthorized downloading

of copyrighted music and motion picture files by members of the general public. The domain
name “DAJAZ!.com” was seized pursuant to a federal seizure warrant on or about November
24, 2010 in'connection with what the investigation revealed to be serious and repeated violations
of federal law relating to the distribution of copyrighted intellectual property.

4. HSI continues its investigation in locating records of material, purported to be
infringing and removed due to its rights-holder request, connected to DAJAZ1.com; identifying
revenue associated with the DAJAZ1.com website; identifying DAJAZ1.com administrator(s), k
“associates and business partners; and locating and evaluating material being distributed by
DAJAZ1.com associates-and affiliates.

5. A sampling of content obtained from the DAJAZI1.com website and its purported
affiliate websites was submitted for rights holder evaluation and has yet to be returned to HSI,
SAC/LA. Additionally, a representative with the Recording Industry Association of America
(RIAA) has stated that he will provide a very comprehensive statement to ICE’s and CBP’s
outstanding questions, in coordination with correspending rights holders; which will be

- forthcoming in approximately 30 days.
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6. The filing of a civil forfeiture complain while the criminal investigation is an-going
will have an adverse effect on the investigation. Persons being investigated would leam the
nature, scope: and history of the Government's investigarion. - Individuals ¢onnected 1o this
investigation could flee, destroy evidence of their criminal activity, dissipate assels, or otherwise
obstruct the purposes of this uny-going investigation.. Moreover, the disclosures required by the
initiation of'a civil forfeiture action would make it difficult to continue the covert elements of the
investigation,

7.. 1 declars under penalty of perjury under the taws of the U.S. that the foregoing is true

and correct.

/ - Reyrolds, Special Agent
Homeland Security Investigations
Immigration and Customs Enforcement
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. .. ORIGINA
United States District Court

CENTRAL DISTRICT OF CALIFORNIA

In the Matter of the Seizure of

{Address or Brief description of property or premises to be seized)

THE FOLLOWING DOMAIN NAMES: APPLICATION AND AFFIDAVIT
FOR SEIZURE WARRANT

RAPGODFATHERS.COM,

TORRENT-FINDER COM,

RMX4U.COM, CASE NUMB‘fO - 2 8 2 2 M

DAJAZLCOM, and .

ONSMASH.COM

I, ANDREW REYNOLDS, being duly sworn depose and say:

1am a Special Agent with the Homeland Security I igati Immigration and Customs Enforcement and have reason to
believe that in the CENTRAL District of CALIFORNIA
there is now egncealed a cerfain person or property, namely the following Internet domain names; (describe the person or property to be seired)
= b}
—_ .LCOM, registered with Enom, Inc., which has its headquarters at
et {Betlevue, Washington 98008;
o g o S
S -COM registered with Blue Razor Domains, Inc., which has its headquarters at | §1on Norih HaHEFw5s "%
] gdale, Arizona 85260; i A - A
o RS § FILED
| RVXED.COM Fégistefed with Enom, Inc. which has its headquarters at 15801 NE | CLEBK US 0ISTRICT coypr
24th Siieet, Bellevue, Washington 98008; i
2L &
= >
DAJAZLCOM registéred with Fast Domain, Inc., which has its headquarters at
1958 South 950 East, Prove, Utah 84606; and
%
ONSMASH.COM registered with Godaddy.com, lnc., which has its headquarters at ;
14455 N. Hayden Road, Suite 219, Scotisdale, Arizona 85260,
WhiCh IS (tate one or more tases or seizare under United States Cauey AN
subject to seizure and civil forfeiture under 18 U.S.C. §§ 2323(a)(1)(B) and § 981(b); -

concerning a violation of Title 17, United States Code, Section 506(a) and Title 18, United States Code, Section 2319,
The facts to support a finding of Probable Cause for issuance of a Seizure Warrant are as follows:
Continued on the attached sheet and made a parthereol. X Yes _ No

—

Bt palpgew T. REYNOLGS
SPECIAL ASEMT
Sworn to before me, and subscribed in my presence \M\“GM“ON Aok u:\.ﬂ"ﬂ%
. ENFIRLEMENT HoMELAMD
hzfio SECLLRATY INVESTIGATIGNS
Date’ ’

Los Angeles, Califomnia
ity and.State

Warqaret 4. 71&42&
ignature ofdicial Officer  {_J
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AFFIDAVIT

I, Andrew Reynolds, being duly sworn, hereby state as

follows:
I.
INTRODUCTION
1. I am employed as a Special Agent (“Sa”) with
the Department of Homeland Security (“DHS”), United States
Immigration and Customs Enforcement (“ICE”), Homeland Security

Investigations ("HSI”) and have been so employed since August
2009. I am currently assigned to the Office of the Special Agent
In Charge, Los Angeles (“SAC/LA”) 1Intellectual Property Rights
("IPR”) group. While a SA with ICE HIS, I have investigated and
assisted other agents in investigating numerous investigations
involving violations regarding fraud and Intellectual Property
Rights (IPR). Prior to my employment with ICE HSI as a SA, I
served as a Student Trainee {Criminal Investigator) with ICE for
approximately one year at the SAC/LA Border Enforcement Security
Task Force (BEST), SAC/LA Narcotics and Smuggling groups. My
duties included assisting agents in investigating narcotics
trafficking and human smuggling violations. Furthermore as an ICE
student trainee, I participated and assisted other state and

federal agencies in a wide variety of investigations.
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II.

PURPOSE OF AFFIDAVIT

2. I make this affidavit in support of the government’s

application, pursuant to Title 18, United States Code, Sections

2323{a) (1) (a) - (B) and 981, for warrants to seize the following

property (in this case, website domains) :

a.

The domain name WWW.RAPGODFATHERS.COM, registered
with Enom, Inc., which has its headquarters at
15801 NE 24th Street, Bellevue, Washington 98008;

The domain name WWW . TORRENT~ FINDER . COM registered
with Blue Razor Domains, Inc., which has its
headquarters at 14455 North Hayden Road, Suite
226, Scottsdale, Arizona 85260;

The domain name WWW.RMX4U.COM registered with
Enom, Inc. which has its headquarters at 15801 NE
24th Street, Bellevue, Washington 98008;

The domain name WWW.DAJAZ1.COM registered with
Fast Domain, Inc., which has its headquarters at
1958 South 950 East, Provo, Utah 84606; and

The domain name WWW.ONSMASH.COM registered with
Godaddy.com, Inc., which has its headquarters at
14455 N. Hayden Road, Suite 219, Scottsdale,
Arizona 85260

(collectively referred to as “THE SUBJECT DOMAIN NAMES”) .

3. The procedure by which the govermment will seize the

SUBJECT DOMAIN NAMES is described in Attachment A hereto and

below.
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4. As set forth below, there isg probable cause to believe
that the SUBJECT DOMAIN NAMES are property used, or intended to
be used to commit or facilitate criminal copyright infringement,
in violation of 18 U.8.C. § 2313 and 17 U.8.C. § 506(a), and
are subject to seizure and forfeiture pursuant to 18 U.S.C.

§ 2323 (a).

5. The facts set forth in this atfidavit are based upon my
personal observations, my training and experience, and
information and reports obtained from other agents and
individuals. This affidavit is intended to show merely that
there is probable cause for the requested seizure warrants and
does not purport to set forth all of my knowledge of or
investigation into this matter.

) III.
TECHNICAI. BACKGROUND

6. Based on my training and experience and information
learned from others, I am familiar with the following terms:

a. Internet Protocol Address: An Internet Protocol
address (IP address) is a unique numeric address used by
computers on the Internet. An IP Address is a series of four
numbers, each in the range 0-255, separated by periods (e.q.,
121.56.97.178) . Every computer attached to the Internet must be

assigned an IP address so that Internet traffic sent from and
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directed to that computer may be directed properly from its
source to its destination. An IP address acts much like a home
or business street address -- it enables computers connected to
the Internet to properly route traffic to each other. The
assignment of IP addresses to computers connected to the Internet
is controlled by ISPs.

b. Domain Name: A domain name is a simple, easy-to-

remember way for humans to identify computers on the Internet,
using a series of characters {e.q., letters, numbers, or other
characters) that correspond with a particular TP address. For
example, “usdoj.gov” and “cnn.com” are domain names.

c. Domain Name System: The domain name system
{“DNS") is, among other things, a hierarchical convention for
domain names. Domain names are composed of one or more parts, or
“labels,” that are delimited by periods, such as
"www.example.com.” The hierarchy of domains descends from right
to left; each label to the left specifies a subdivision, or
subdomain, of the domain on the right. The right-most label
conveys the “top-level” domain. For example, the domain name
"www.example.com” means that the computer assigned that name is
in the *.com” top-level domain, and the “example” second-level

domain, and that same computer is the web server.
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d. Domain Name Servers: DNS Servers are computers
connected to the Internet that convert, or resolve, domain names
into Internet Protocol (“IP”) addresses. For each top-level
domain (such as “.com”), there is a single company, called a
“registry,” that determines which second-level domain resolves to
which IP address. For example, the registry for the “,com” and
".net” top-level domains is VeriSign, Inc., which has its
headquarters at 21355 Ridgetop Circle, Dulles, Virginia.

e, Registrar & Registrant: Domain names may be

purchased through a registrar, which acts as the intermediary
between the registry and the purchasers of the domain name. The
individual or business that purchases, or registers, a domain
name is called a “registrant.” Registrants control the Ip
address, and. thus the computer, to which their domain name
resolves. Thus, a registrant may easily move a domain name to
another computer anywhere in the world. Typically a registrar
will provide a registrant with the ability to change the IP
address a particular IP address resolves through an online
interface. Registrars typically maintain customer and billing
information about the registrants who used their domain name

registration services.
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£. Internet Service Provider (“ISp”): Many
individuals and businesses obtain access to the Internet through
businesses known as Internet Service Providers ("ISPs"). ISPs
provide their customers with access to the Internet using
telephone or other telecommunications lines; provide Internet e-
mail accounts that allow users to communicate with other Internet
users by sending and receiving electronic messages through the
ISP's servers; remotely store electronic files on their
customers' behalf; and may provide other services unique to each
particular ISP. ISPs maintain records pertaining to the
individuals or businesses that have subscriber accounts with
them. Those records often include identifying and billing
information, account access information in the form of leog files,
e-mail transaction information, posting information, account
application information, and other information both in computer
data and written record format.

g. WhoIsg guery: A standardized query or method for
identifying a particular computer on the Internet by obtaining
information from a registry database that identifies the
registrar for a particular IP address. For example, if you enter
a domain name such as "microsoft.com," Whois will return the name

and address of the domain's owner (in that case, Microsoft
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Corporation). A “Whoisg” query can be found on numerous different
websites, including www.domaintools.com.

h. Cam: The term “Cam” is a term used to describe
multimedia video and audio content which is illegally recorded in
a cinema or theater where films are shown. After the content is
illegally recorded, the multimedia video and audio is then
enhanced in preparation for illegal distribution.

i. Screener: A screener, also known as a work print,
normally refers to a Digital Video Disc (“DVD") containing a full
length motion picture that is specifically prepared for and sent
to movie eritics and censors for reviewing purposes before that
content is available to the public. It is common practice for
"screener” footage to contain watermarks or subtitles which
reflect the copyright holder’s ownership over the material.
Screeners, however, are sometimes illegally obtained and copied
or “downlcaded” to digital format to allow for illegal
distribution. W®hen diverted before or during a motion picture's
theatrical release, a screener DVD provides a significantly
higher quality of pirated motion picture content compared to
content that is obtained through the use of a camcorder in a
movie theater. This level of quality is normally not available

until the official release date of the motion picture's DVD,
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which normally occurs between 60 days and six months .after
theatrical release.

J. Internet Forum: An “Internet forum,” “message

board,” or “forum” is an online discussion webpage where people
can held conversations in the form of posted messages. They
differ from chat rooms in that messages are stored on the server
or computer of the website that displays them. Depending on the
access level of a user and/or the forum set-up, a posted message
might need to be approved by an administrator before it becomes
visible to the general public. It is common for forums to
require that the general public register with the website in
order to become a forum “user” who is able to post messages in
the forum. Forums have their own language; e.g. a single
conversation is called a “thread.” A forum is hierarchical or
tree-like in structure: forum — subforum - topic - thread -
reply.

//

//

//

//

//

/!

//
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Iv.

SUMMARY OF INVESTIGATION AND EFFECT OF INTERNET PIRACY

T —e=asealdON AND RFFECT OF INTERNET PIRACY

7. This application arises from an ongoing nation-wide
investigation into websites that illegally distribute copyright-
protected content, particularly movies, songs, albums and
computer software, over the Internet.

8. T know from my participation in the investigation that
the Motion Picture Association of America (MPAA) is an industry
trade group that represents various major United States motion
Picture studios that own the rights to the movies that are
discussed in this affidavit, and provides investigative analysis
and evaluation services for products owned and maintained by
their member representatives. According to statistics compiled
by the MPAA for 2008, the motion picture and television
production industries (the “industry”) employ approximately 2.4
million people and paid over $140 billion in total wages. Over
450,000 of those jobs are in related businesses that distribute
motion pictures and television shows to consumers. The industry
employs more than 95,000 businesses in all 50 States, businesses
such as caterers, dry cleaners, florists, hardware and lumber
suppliers, and retailers, to name a few. Approximately $15.7
billion in federal taxes were collected in 2008 as a result of

the industry’s activities.
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9. Based on my participation in the investigation, T have
learned that there is. a “domino effect” to online piracy. Online
piracy deprives the industry of revenue derived from the
"downstream” distribution of movies, software, music and
television shows after those pProducts are released in theaters or
on television. Downstream revenue funds are used, among other
things, to further investment in the industry and to fund pension
and healthcare plans for unionized workers in the industry.
According to the MPAA, 75% of a motion picture’s revenue comesg
from markets after the initial theatrical release, and more than
50% of scripted television revenues are generated after the first
run on television. Domestic industries lose approximately $25.6
billion a year in revenue to piracy, the domestic economy loses
nearly 375,000 jobs either directly or indirectly related to
online piracy, and American workers lose more than $16 billion in
annual earnings as a result of copyright infringement.

10. As a result of statistics and yearly reports from the

International Federation of the Phonographic Industry (IFPI)!, T

_—

'The IFPI represents the interests of international musical
artists and recording industry (“member”) companies and firms.
The IFPI's mission is to promote the value of recorded music by

10
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have also learned that in 2008, the digital music business
internationally grew by approximately 25 percent to $3.7 billion.
Digital platforms now account for about 20 percent of recorded
music sales up from 15 percent in 2007. The recorded music
industry generates a greater proportion of its revenues through
digital sales than the film industry by a five to one ratio. The
United States is the world leader in digital music sales,
accounting for some 59 bercent of the global digital music market
value. Single track downloads crossed the one billien mark for
the first time in 2008, totaling 1.1 billion; and digital album
sales totaled 66 million. IFPI estimates that more than 40
billion files were illegally file-shared in 2008, giving a piracy
rate of around 95 percent.

11. Many of the websites that are involved in the illegal
distribution of copyright-protected content ©over the Internet may
be divided intc three classes: "linking” websites, “cyberlocker”
websites and “Bit torrent” websites.

//
/!
/7
//
//
//
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12. T know from my participation in the investigation that
“linking” websites generally collect and catalog links? to files
on third party websites that contain illegal copies of
copyrighted content, including movies, television shows, software
and music.’ Linking websites organize these links by, for
example, movie title or genre, to make them easily accessible.
Users simply click on a link to begin the process of downloading
or streaming (real-time viewing/listening) to their own computer
an illegal copy of a movie, television show, software program or
music file from the third party website at which it is stored.
Linking websites are popular because they allow users to quickly
browse content and locate illegal copies that would otherwise be

more difficult to find through manual searches of the Internet.

* For purposes of this affidavit, a “link” is code which
specifies a particular webpage or file on the Internet. If
clicked on by a user, a link can, for example, bring up the
relevant web page in an Internet browser Or run a program. For
example,
“http://movies.nytimes.com/2010/06/18/movies/1Btoy.html?scp:l&sq:
toy%20story%203&st=cse” is a link to a webpage containing the New
York Times’ review of the movie *Toy Story 3.7 A “link” may also
be referred to as a “Uniform Resource Locator” or “URL.”

* I know from my participation in the investigation that illegal
copies of motion pictures are frequently wade by surreptitiously
videotaping movies while they are being shown in theaters. These
infringing copies are then quickly distributed over the Internet,
sometimes within hours of a movie’s initial release. Illegal
copies of motion pictures are also made by illegally copying
authorized DVD’'s of those movies.

12 -



62

Linking websites also often allow users to post links to
infringing content. Some linking websites are “forum-based, ”
meaning that the links to pirated content are contained in the
website's Internet forum.

13. I also know from my participation in the investigation
that the third party websites on which the illegal copies of
movies and television shows are stored for later downloading or
streaming are sometimes referred to as “cyberlocker” websites.
Cyberlockers allow users to upload infringing content and often
feature high-capacity data connections that allow users
conveniently to download or stream that content relatively
quickly. Cyberlocker websites also may allow users to search for
and download specific content directly without first going
through a linking website. Finally, a cyberlocker may use
different servers to host its webpage, receive uploads, and
handle downloading or streaming content. Each computer server
connected to the Internet is identified by one or more TP
addresses.

14. I also know from my participation in the investigation
that the websites through which illegal copies of movies and
television shows are shared and transferred are known as “Bit
torrent” websites. A Bit torrent (referred to in short as

“torrent” or “torrent file”) is a files distribution system used

13
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for transferring files across a network of people. As you
download a file to your computer, Bit torrent makes what you
download available for other people to download straight from
your computer; when multiple people are downloading the same file
at the same time, they provide (or “upload”) pieces of the file
to each other. Bit torrent pieces together the file you are
downloading, so it does not matter whether you have the first
part of the file or the last part of the file, or in what order
you download it. As you continue to retrieve the file, Bit
torrent also prioritizes how to connect people to one another for
file sharing based on the pieces of the file they have obtained.
For example, a person with 98 percent of the file done is
directed to the people with the 2 percent of the file they still
need. Bit torrent websites allow users to upload infringing
content and often feature high-capacity files while allowing
users conveniently to download or stream that content relatively
quickly from large numbers of other people also downloading the
file. Bit torrent websites also may allow users to search for
and download Bit torrent files through a linking site. Finally,
a Bit torrent website may use different servers to host its
webpage, receive uploads, and handle Bit torrent content. Each
computer server connected to the Internet is identified by one or

more IP addresses.
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15. This investigation has identified five linking,
cyberlocker or Bit torrent websites that are among the most
popular such websites on the Internet for distributing illegal
copies of movies, television shows, software and music files.
These websites are: (1) RapGodFathers.com (hereinafter
"RAPGODFATHERS.COM") ; (2) torrent-finder.com {(hereinafter
"TORRENT-FINDER.COM", (3) RMX4U.COM (hereinafter "RMX4U.COM") ,
(4) dajazi.com (hereinafter "DAJAZ1.COM"), and (5) onsmash.com
(hereinafter "ONSMASH.COM") . Based on the facts set forth below,
I believe that each of these websites are actively facilitating
the distribution of pirated content. Based on the investigation,
it appears that website administrators and/or representatives
from each of these five websites supply access to, and
advertising for, the pirated content via their websites and/or
provide access for any Internet users to download such pirated
content.

//
/7
/7
/7
/7
7/
7/

15
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v.
PROBABLE CAUSE FOR SEIZURE AND FORFEITURE
16. During the course of this investigation, I have
reviewed the below linking sites, Bit torrent gites cyberlockers
using computers located in Long Beach, in Los Angeles County,
California, and have used those websites to download multiple
illegal copies of copyrighted motion pictures, software and

music, as described below.

The RAPGODFATHERS.COM Website
A. General Description
17. Based on my review of webpages that are available at
the RAPGODFATHERS.COM website, I have learned the following:
a. RAPGODFATHERS.COM is a forum-based *linking”
website. According to the site's "Terms of Service” page:

The service is offered to you conditioned on your
acceptance without modification of the terms,
conditions, and notices contained herein. By visiting
and using RapGodFathers.com or any of its affiliate
sites and services, you are acknowledging your full
compliance to the terms listed here.

RapGodFathers.com is based on its links to third party
sites. The linked sites are not under the control of
RapGodFathers.com and RapGodFathers.com is not
responsible for the content of any linked sites or
links contained in a linked site. . . -The links are
gathered automatically

We do not manually check every file for copyright

issues, and therefore we do not assume any
responsibility or liability for the contents of the

16
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file, from completeness to legalities including, but
not limited to copyright issues. However,
RapGodFathers.com is sensitive to the rights of
copyright owners. You may not use this site to
distribute or download any copyrighted material in
which you do not have the legal rights to do so..
RapGodFathers.com user agrees that RapGodFathers.com is
hereby absolved from any and all liabilities. Losses,
costs and claims, including attorney‘s fees asserted
against RapGodFathers.com, its agents, officers,
employees, or associates, that may arise or result from
any service provided,  performed, be agreed to be
performed by RapCGodFathers.com.

b. Based on my participation in the investigation and
my discussion with MPAA and RIAA representatives, I know that
despite the disclaimer displayed in its “Terms of Service” page,
the webpage still lists terms which indicate the production and
distribution of pirated content.

c. On September 30, 2010 and October 5, 2010, I
accessed the homepage of RAPGODFATHERS.COM and learned that the
website contained several sections including: “News,”
“Downloads,” “Singles,” “RCF! TV,” and “Forum.” As set forth in
further detail below, by further searching this website, it

appeared to me that the website contained links to thousands of

songs and hundreds of movies.

* “RGF” is apparently an acronym for RapGodFathers.

17
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d. RAPGODFATHERS.COM also included an Internet forum,

located at WWW.RAPGODFATHERS.COM/FORUM, which consisted of

several subforums, topics and descriptions including the
following:
Download Zone

- The Studio: Get your latest music downloads or
share your links with the community.

- Other Genres: Post your Pop, rock, reggae, techno
Oor any other types of music here.

- The Lab: Download Applications, Games, TV Shows,
Books, etc.

- Movie Downloads
- Champagne Room: The champagne room, otherwise
known as the XXX porn room / picture room (18+

ONLY) .

- Request Spot: Drop by to request anything you
want. Minimum 50 posts required.

e. Upon further examination of the “Download Zone”
subforum, I clicked on the link “The Lab,” which consisted of the
following topics and descriptions:

- Applications: Get all your applications bootlegs
here. (Emphasis added.)

- Games: Your source for games, of course all
bootlegged. (Emphasis added.)

- v
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f. Based on my training and experience, I know
that the above-referenced terms “bootlegs” and “bootlegged” refer
to pirated material, i.e. illegally copied multimedia that is
copyrighted. Based on my training and experience, only website
administrators and other Internet users with administrative
control of the RAPGODFATHERS.COM website could have created these
subsections and description titles listed on the website.

g. Advertisements appear on various portions of the
website, including on pages that are accessed, as pop-up and
banner advertisements. I know from my particiéation in the
investigation that companies which place advertisements on a
website typically pay a fee to the website’s owner{s) based on,
among other things, the number of website users who view the
advertisement, as well as the number of times users click on the
advertisement. Both of these figures depend on, among other
things, the website’s popularity and its overall number of users.
B. Pirated Songs via RAPGODFATHERS.COM

18. Upon further examination of the “Downloads” section of
the homepage, it contained a directory of copyrighted music
albums which users could browse and download, listed in date
order when they were uploaded to the website. (The most recent
ones are first on the list.) For example, on November 9, 2010

the first five album titles listed on the RAPGODFATHERS . COM

19
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website were: (1) Nelly - *5.0,7 (2) Kanye West - “My Beautiful
Dark Twisted Fantasy,” (3) Rihanna - “Loud,” (4) Trey Songz -
“Trigga Trey,” and (5) Lil B - “Red Flame.”

a. Each album selection was linked to a corresponding

web page which contained the album’s title, a photograph of the
album cover or artist, and a track list of all the song titles
contained in the album. Below the track list was a downleocad link
that transferred the user to a cyberlocker website where the user
could illegally download the corresponding album. The
cyberlocker listed the size of the file, the user who uploaded
the file to the cyberlocker, the date the file was uploaded, the
number of times the file was downloaded by others, and a
description of the file. On November 14, 2010, the directory
contained in the “Downloads” section of RAPGODFATHERS .COM was 93
pages long, with 50 links per page, meaning that the website
appeared to contain more than 4,600 albums available for download
in its directory.

b. Based on my review of public records listings, as
well as my conversations with representatives of the Recording

Industry Association of America (RIAA)S and my review of public

° The RIAA represents large companies that oversee the recording
and distribution of music in the US. The RIAA protects the
copyrighted content of the above-referenced music recording and
distribution share-holders by working with law enforcement to

20
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recordings listings and release dates, I know that several of the
above-referenced aibums were yet to be released, were
copyrighted, and that the copyright holders did not authorize
their third party distribution over the Internet by
RAPGODFATHERS.COM or any other website.

C. Pirated Movies via RAPGODFATHERS.COM

19. On October 15, 2010, I viewed the RAPGODFATHERS . COM
forum and explored the subforum “Movie Downloads,” focusing on
the topic titled *“DVDScr/R5/Screener”® {emphasis added) .

20. I viewed the “DVDScr/R5/Screener” topic, which appeared
to contain hundreds of movies available for downlead, and located
a number of forum threads which were isolated from the other
threads in the forum. (A screen shot of this Page, as it existed
on October 15, 2010, is attached hereto as Exhibit A.) These
isclated threads were marked with the word “sticky,” a term used
to differentiate threads which are set apart at the top of the

forum and do not defer to newly posted threads or postings.’

promote copyright protection and disruption of internet piracy
organizations.

® Again, as noted above, based on my training and experience,
only website administrators and other Internet users with
administrative control of the RAPGODFATHERS.COM website could
have created this forum and its description title.

’ Normally, in the context of website forums, as new posts are
made, they are posted above older posts, in reverse chronological
order, based on the date the posts are created. 1In other words,
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Administrative access is required to designate a forum post or
thread as “sticky,” and six out of seven of the isolated threads
marked “sticky” had been created by the forum user “T.” Below
the name “T” was the title “v.i.p.” highlighted in orange, unlike
the titles of normal users which are not highlighted in color and
are not denoted “v.i.p.” The “signature”® of each post by wT#
contained the phrase “will get you banned” in red and depicted a
post by the forum user "JrRyder88” in which "JrRyder88” had
posted the gibberish “sadfsadf” as a substitute for the “thanks”
required to view download links. Under the name “JrRyder8s8” was
the word “Banned” indicating that user JrRyder8g had, in fact,
been banned from that web forum. Administrative access is

required in order to “ban” forum users.

as a new post is made, the older posts “defer” to the new post
and move downward on the page. However, if a post is marked
“sticky,” it does not move and remaing at the top of the page.
Only an administrator of the website forum Oor an Internet user
with administrative control of the webgite forum can designate a
post as “sticky.”

* This is similar to the “signature” of an email user, in which
every time the person writes an email, his or her name, title and
contact information ig displayed at the bottom of the email. But
here, the signa&ure of “T“ is not his contact information, but
rather, a copy of another user’s post, JrRyder88, in which
JrRyder8g didn’t follow the rules of RAPGODFATHERS . COM by saying
“*thanks” and thus, he was banned from the website, thug
explaining thé top of the signature stating, “Will get you
banned.” Adwministrative access is required in order to ban users
of the website’s forums.
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21. The access capabilities of the forum user “T,”
specifically, that he placed a “sticky” .on multiple forum threads
that he posted, that he banned a web forum user, and his title
reflected as “v.i.p.” reflected the capacity of a forum
administrator, or a user which represents and acts on behalf of
the website RAPGODFATHERS.COM. Thus, I believe that forum user
"T” is a RAPGODFATHERS.COM administrator and/or representative
who is directly making pirated content available for download on
the website’s Internet forum.

D. Pirated Computer Software via RAPGODFATHERS . COM

22. On or about October 12, 2010, I accessed the above-
referenced forum topic titled "Applications” and located a post
titled “Windows Essential Applications,” which had been created
on or about September 19, 2010 by the forum user
“/|{GunMetalGr3G|\”. Based on the description below the user’s
avatar, the user “/]GunMetaLGrBGl\" had created approximately 535
forum posts since “joining” or registering with the website forum
on or about September of 2009. (A screen shot of this page on
RapGodFather.com as it appeared on October 12, 2010, is attéched
hereto as Exhibit B.)

23. In order for the general public to be able to view the
download links posted by forum users, a person is required to

register with the Internet forum orl RAPGODFATHERS.COM. After
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completing the registration process, that person is alsc required
to post a “thank you” message to view any download links. Based
on my training and experience, I know that requiring the general
public to register with an Internet forum in order to post thank
you messages increases the amount of “views” or website traffic
and consequently increases the website’s popularity.

24. After registering as a forum user and posting a thank
you message, I was able to view the links to the “bootleg”
(pirated) computer software, which included, in part, the
following:

- Sony “Vegas HD Platinum 10 3D Edition”
- Google “SketchUp Pro”
- Adobe “Photoshop CS5"

25. When I clicked on the download links for the above
bootleg computer software, however, I was forwarded to a
cyberlocker which indicated that the downloads were no longer
available. Thus, I was unable to obtain any of the above-
referenced pirated computer software.

E. Downloads of Infringing Content via RAPGODFATHERS . COM

26. On or about October 14, 2010, I used the uppermost

thread which forum user “T” (as noted above, who I believe is an

administrator or representative of the website) had created on or
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about October 14, 2010, titled "Red.2010.DVDSCR” to link to the
cyberlocker megaupload.com. On or about the date listed in the
chart below, I clicked on the links for the below-listed movie on
the RAPGODFATHERS.COM website, selected the limk
http://www.megaupload. com/?d=HP3R636U to download the movie from
the below-mentioned cyberlocker site, and downloaded a copy of
the movie “Red” from the relevant cyberlockér in a manner that
indicated that the entire movie had been uploaded and made
available to RAPGODFATHERS.COM forum users (*the Red movie

file}.?

% 7 Ty = s
Dot T 7 . 3 R
ek 2 L i 3 2 = i

10/15/2010 . . JEKYLL.avi http://www.megaupload. com/ ?

(2010)

27. While downloading the Red movie file, I noticed the
“File description” on the megaupload.com cyberlocker was
“http://www.rapgodfathers.com/forum.” Based on my training and
experience, I know that at the time a file is uploaded, the
uploader is able to input a file description for the referenced
file download. Whenever someone downloads the file, the "file
description" listed will show the website “URL~
http://rapgodfathers.com/forum”. TIf the downloader were to

follow this “URL,” it would lead to the RAPGODFATHERS.COM forum.

* I downloaded the entire movie, at the beginning, middle, and
end to ascertain whether the uploaded content was the complete
theatrical production.
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28. Upon viewing the Red movie file, I noticed the subtitle
“Property of Summit Entertainment” in white lettering at the top
of the footage. Based on my training and experience, T know that
such white lettering reflects that the Red movie file is a
screener and is not intended for public or Internet release. Oon
or about Octcber 18, 2010, I submitted a sample of the Red movie
file for evaluation to Michael Radziewicz, an MPAA investigator.

29. Based on my review of public movie listings, the
evaluation of examination by investigator Radziewicz, as well as
conversations with representatives of the MPAA and other movie
studios, I know that as of October 15, 2010, the above-referenced
movie “Red” was playing in theaters, was copyrighted, was
confirmed to be a screener, and that the copyright holders did
not authorize its third party distribution over the Internet by
RAPGODFATHERS.COM or any other website.

30. On or about November 15, 2010, I also used the
RAPGODFATHERS.COM website. to link to cyberlockers and download
illegal copies of pirated albums. oOn or about the dates listed
in the chart below, I clicked on links for the below-listed songs
on the RAPGODFATHERS.COM website and downloaded the albums from
the below-listed cyberlocker sites. Beneath each of the download
links for the below-referenced albums was listed a link to the

RAPGODFATHERS.COM forum, titled “More Downloads on RGF Forum.”
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F. ISP Representative’s Statements Relating to RAPGODFATHERS.COM

32. On or about October 18, 2010, I emailed Colocate USAM
at its email address of company@colocateusa.net to request a
point of contact in connection with this investigation; I did not
provide details of the investigation. On or about October 20,
2010, I received a phone call from Colocate USA Director of Sales
Ray Womack, who requested that I call him back at telephone
number Xxx-XXx-5010.

33. On or about October 22, 2010, at approximately 8:43
a.m., I called Womack at the number he gave me and spoke with
him. During our conversation, and without me giving him any
information regarding which website was the focus of our

investigation, Womack made the following spontaneous statements:

a. “Just tell me who you're serving... ig it
rapgodfathers?"
b. "Between you, me and the fifth folks', who are you

going to serve?n
€. "We can cut a lot of the bullshit out if you just

tell me who it is because. . . looking at paperwork, I am

" Colocate USA is an Internet Service Provider (ISP) owned and
operated in Texas, which serves as the hosting ISP for
RAPGCDFATHERS . COM.

" By mentioning “the fifth folks,” Womack was apparently
referring to the Fifth Amendment.
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probably sure it’s rapgodfather. It’s the only IP complaint that
we have on our books and we try in our due diligence to work with
those clients. To forewarn them and to work with them."

G. The RAPGODFATHERS.COM Domain

34. According to valuethewebsite.com, as of on or about
November 12, 2010:

a. The Alexa.com'’ ranking for RAPGODFATHERS .COM
shows it was the 15,150 most popular website in the United
States;

b. RAPGODFATHERS.COM had 24,708 daily page views;

c. RAPGODFATHERS.COM had an estimated worth of
5 129,652.00

35. A search of publicly available Whols domain name
registration records revealed that the RAPGODFATHERS . COM domain
was registered on or about April 13, 2005 through the registrar
Enom, Inc. which has its headquarters at 15801 NE 24th Street,
Bellevue, Washington 98008. The publicly available WHOIS

database lists the registrant of the RAPGODFATHERS.COM as

" Alexa.com is a “web traffic metric service,” meaning that it

performs a function similar to the traditional Nielsen television
ratings service. Among other things, Alexa.com measures the
amount of visitors to a particular website relative to other
websites on the Internet, provides an overall ranking of the
website’s popularity, and collects other information relating to
the website, including the number of other websites that link to
it.
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WhoisGuard.com, a company which protects the identity of domain
registrants by placing their information in WHOIS and providing
an option to redirect email and regular mail to the customer's
real address.

36. Publicly available WHOIS records also revealed that the
RAPGODFATHERS.COM site is hosted omn a computer assigned IP
address 67.216.80.3, which is owned by ColocateUSh, located at
2327 Wise Road, Grand Prairie, Texas 75052.

The TORRENT-FINDER.COM Website

a, General Description
37. Based on my review of web pages that are available at
the TORRENT-FINDER.COM website, I have learned the following:

a. TORRENT-FINDER.COM is a linking and Bit torrent
website. According to a disclaimer located at the bottom of the
site’s web pages, “Torrent Finder is a 100% legal website, in
strict compliance with all local laws and copyright agreements.”
The website’s home page also explains that “Torrent Finder is a
Bit Torrent Multi Search Bngine which searches 165 torrent sites
and trackers from one page. . . Protect yourself from your ISP,
Hide your personal activity while downloading torrentg.”

b. Based on my participation in the investigation and
my discussion with MPAA representatives, T know that despite this

disclaimer, the webpage still lists terms which indicate the
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production and distribution of pirated content as well as the
concealment of the user’s identity while downloading pirated
content.

c. On or about October 15, 2010, the website's
homepage displayed several “High Speed Downloads,” the first of
which was titled “Secretariat Ripped.” Based on my training and
experience, queries of public movie listings and my discussion
with MPAA representatives, I know that "Secretariat” is a first-
run movie that was released in theaters on or about Octcber 8,
2010 and was not yet released to the general public for home-
viewing. I also know that in the above-referenced context, the
term “Ripped” refers to a pirated copy of a movie which was
created - i.e. ripped from - the original digital source
material, often after the security protection on the original
digital source is removed.

d. The top of the site’s home page includes the logos
and titles of other torrent websites which are links available

through TORRENT-FINDER.COM, The titles of these torrent websites

included the following: “PSP Pirates,” “Pirateeuropa, ”
“ThePirateBay,” “Kick Ass Torrents,” “FileMP3.org,”
“Opensharing,” and “MoviesDVDR.”” (Emphasis added.)

e. The first page a user sees when accessing the site
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contains a search text-box, in which a user is able to enter any
keyword or phrase to initiate a search of links available on
TORRENT-FINDER.COM which lead to downloadable content .,
B. Pirated Movies via TORRENT - FINDER . COM

38. On or about November 10, 2010, I used the above-
referenced search text-box to search for download links which
contain the keyword “Cam” in the file title. {As explained in
the technical definition section above, “Cam” refers to movies
that have been recorded with camcorders while the movie ig
playing in theaters. Movie files created in this way frequently
have the term “cam” in the file title.) The result of my search
consisted of 1,000 pages with 30 download links per page,
equaling 30,000 links. The results were listed beginning with
the most popular links which contained the keyword “Cam;” the
listings also showed how many computers were currently accessing
(“Seeding” or “leeching”) the torrent file and whether or not the

links were “verified torrents”?:

¥ In the above-referenced context to Bit torrent files, a “seed”
is a computer that has an entire copy of the torrent and offers
it for upload. The more seeders there are, the better the
chances of getting a higher download speed. If the seeder seeds
the whole copy of the download they should get faster downloads.
A “leech” is a computer that either does not have 100 percent of
the data or who has a negative effect on the download speed by
downloading much more of the file than they upload. A “verified~”
Bit torrent file is a file that has been checked and approved by
the evaluators of the website ({which can either be people or an
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- Paranormal Activity 2 2010 CAM Xvid-REVIVE
[verified], [approximately 3,820 seeds / leeches]

- Inception.2010.CAM.XviD-TA (FULL MOVIE) {verified],
fapproximately 3,738 seeds / leeches]

- Jackass 3D 2010 Cam H264 Feel-Free [verified],
[approximately 3,531 seeds / leeches]

- The Social Network CAM XViD - IMAGiNE fverified],
[approximately 3,178 seeds / leeches]

- DUE DATE 2010 Cam XviD Feel-Free [verified]
[approximately 3,597 seeds / leeches])

- Megamind 2010 Cam-CLASSiFiED [verified]
lapproximately 2,311 seeds / leeches

39. I know that once a user selects a movie and clicks on
the corresponding link, a new webpage listing numerous details
about the movie file' as well as links to download the movie
file from cyberlocker websites or as a Bit torrent file appears.
A user can then click on one of the links to download the movie
from the relevant website.

40. Based on my participation in the investigation, review
of public movie listings and my discussions with MPAA
representatives, I know that the above-referenced titleg reflect

several movies which are currently unreleased on DVD, unavailable

automated computer function) which attaches the term to the Bit
torrent file link. |

" Details to include pictures, cover art, cast, screenshots,
descriptions and reviews.
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for public home-viewing and the copyright holders did not
authorize their third party distribution over the Internet by
TORRENT-FINDER.COM or any other website.

41. On November 15, 2010, I did the same search for keyword
"cam” and the result again consisted of 1,000 pages containing 30
links per page, equaling 30,000 matches. This time, I reviewed
the first 10 pages of results and it appeared that approximately
80% of the results on those 10 pages contained movies with the
term “cam” in the digital file title.’® Some of the movie titles
listed on the first page (hence, the most popular downloaded
movies) were the following:

- Due Date 2010 Cam XviD Feel-Free [verified},
[approximately 5,860 seeds / leeches

-- Paranormal Activity 2 2010 CAM-XviD-REViVE
[verified], fapproximately 4,719 seeds / leeches

-- Megamind 2010 Cam-CLASSiFiED [verified]
[approximately 2,627 geeds / leeches]

-- The Social Network CAM XViD - IMAGiNE [verified]
[approx 2,517 seeds / leeches]

- Saw 7 2010 CAM XviD - danytheone (NEWVIDEQSOURCE)
{verified] [approximately 3,041 seeds / leeches)

'* The other approximately 20% of the results contained “cam” in
the file title for some other reason, such as the actress Cameron
Diaz being listed in the file title.
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C. TORRENT-FINDER.COM Forum Posts by Forum User “Torrent Finder”

42. Users of the torrent-finder.com website can click tabs
at the top of each webpage to browse categories such as “Search”
“"Forums,"” and “News.” On October 26, 2010, I accessed the
portion of the website called “Forums” which allowed users to
post comments about movies, software, video games, music,
participate in forum discussions with other users, and create
messages which link to other Bit torrent websites.

43. I was able to view several posts by the user
“Torrent Finder,” including “"Top 10 Most Pirated Movies on
BitTerrent,” “Piracy in the Music Industry,” “Piracy Can Boost
Book Sales Tremendously,” “The First Episode of ‘The Walking
Dead’ Leaks to BitTerrent,” and “Piracy domain seizure bill gains
support.”

44. From reviewing these posts by the user “Torrent
Finder,” I learned that the above-referenced postings contained
links and information to pirated movies including “Wall Street:
Money Never Sleeps,” “The Social Network,” “Red,” and other
movies. (A screen shot, as it existed on October 26, 2010, is
attached hereto as Exhibit C.) Based on my conversations with
MPAA representatives and my review of public movie listings, I
learned that as of October 26, 2010, these movies were playing in

theaters and the copyright holders did not authorize their third
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party distribution over the Internet by TORRENT-FINDER.COM or any
other website.

45. During my investigation, I further concluded that the
user “Torrent Finder” is an Administrator and representative of
TORRENT-FINDER.COM. I came to this conclusion based on two
significant facts. First, the title "Admin” is located below the
user’'s name. Based on my training and experience, I know that a
forum user’s title can only be created by the website, not the
user. Second, the words “Torrent Finder Admin” and the Torrent
Finder.com logo are listed in the user’s “signature.”¢
D. Downloads of TInfringing Content via TORRENT-FINDER.COM

46. On October 15, 2010, I searched TORRENT-FINDER.COM for
the movie “The Town” and received four results which contained
the word “Cam” in the file title. At the time of this search,
the movie “The Town” was still playing in theaters and was not
yet released to the general public for home viewing. I clicked
on the link to the torrent file listed as “The Town CAM AC3 XViD
{READ NFO} - IMAGINE - {GalaxyRelease}” (hereinafter “The Town

movie file”) which displayed the torrent file hosting website

' In the above-referenced context to Internet forums, the term
“gignature” refers to the sigmature block or block of text
automatically appended at the bottom of an email message, forum
post or. other Internet-based discussion.
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“Kick Ass Torrents.” At this point, T was still on the Torrent
Finder website, but was able to see a page of the Kick Ass
Torrents website associated with The Town movie file. The page
contained a detailed description of The Town movie file which
included a copy of an advertising poster for “The Town”’ film,
screenshots of The Town movie file, an Internet Movie Database
(IMDb) " 1ink and description, cast listings, the term “Cam”
listed under “Detected Quality” as well as a list of the files
stored within the torrent file.

47. Towards the bottom of the webpage, under a text box
labeled “IMAGINE NOTES,” were listed the following comments:

VIDEO: Thanks to a very good friemd. . . . :)

AUDIO: Thanks to a very good friend. . . . :)

Video on this was pretty good other than the odd auto

focus issues. First was the colors, we messed about

with the . . . colors and also brightened it up a bit,

-« . and . . . dulled the real bright spots

gounds fairly good for cam audio. You can hear the odd

laughing and such, but not bad at all. Sample was made

so you could hear the laughter at one certain spot.

48. Based on my training and experience, the above comments

" The Internet Movie Database (IMDb) is an online database of
information related to movies, actors, television shows,
production crew personnel, video games, and fictional characters
featured in vigual entertainment media.
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E. Advertising Revenue Paid to TORRENT-FINDER.COM

53. Advertisements appear on various portions of the
TORRENT-FINDER.COM website, including on pages that include
download links to movies, music, and computer software. As noted
above, I also know from my participation in the investigation and
as a result of information obtained from, and my discussions
with, representatives of Value Click,!® that companies which
place advertisements on websites typically pay a fee to the
website’s owner based on, among other things, the number of
website users who view the advertisement as well as the number of
times users click on the advertisement.

54. Baéed upon information I received from Value Click, the
following chart reflects advertising revenues that Value Click
paid to the owners of the TORRENT-FINDER.COM website for
advertisements appearing on various portions of the TORRENT-
FINDER.COM website, corresponding to the number of people that

view and interact with the website?®?:

¥ ValueClick, based in Westlake Village, California, is an online
advertising company which provides online advertising campaigns
and programs for advertisers and advertising agency customers in
the United States and internationally.

¥ It is significant to note that ValueClick is only one of
multiple online advertising companies that TORRENT-FINDER.COM
uses on its website and thus is not the only advertising company
which provides revenue to the TORRENT-FINDER.COM website owners.
Thus, the above advertising revenues reflect only a portion of
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F. The TORRENT-FINDER.COM Domain

55. According to valuethewebsite.com, as of on or about
November 12, 2010:
a. The Alexa.com ranking for TORRENT-FINDER.COM shows
it was the 4,980% most popular website in the United States;
b. TORRENT-FINDER.COM had 103,978 daily page views;
c. TORRENT-FINDER.COM had an estimated worth of
$ 373,678.00
56. A search of publicly available WhoIs domain name
registration records revealed that the TORRENT-FINDER.COM domain
was registered on or about August 22, 2004 through the registrar
Blue Razor Domaing, Inc. which has its headquarters at 14455
North Hayden Road, Suite 226, Scottsdale, Arizona 85260. The
publicly available WhoIs database lists the registrant of the
TORRENT-FINDER.COM as W7 Media, a company which protects the
identity of ‘domain registrants by placing their information in
Whols, providing an option to redirect email and regular mail to
the customer's real address as well as providing a number of IP
related services to its clients.
57. Publicly available Whols records also revealed that the
TORRENT-FINDER.COM site is hosted on a computer assigned IP
address 208.87.34.18, which is owned by Secure Hosting, located

at Robinson & Marathon Roads, P.O. Box CB13862, Nassau, Bahamas.
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The RMX4U.COM Website

A, General Description
58. Based on my review of webpages that are available at

the RMX4U.COM website, I have learned the following:

a. RMX4U.COM is a German Internet forum-based
"linking” website. The site’s homepage displays album covers and
links to several different subforums and topics.?® (A screen
shot as it existed on October 25, 2010 is attached hereto as
Exhibit B.) Upon clicking on one of the topics, such as “GFX
Resources / Appz / Help”?, the user is directed to a new page
containing a list of threads created by forum users which are
organized in reverse chronological order corresponding to the
date and time the thread was created. (A screen shot as it
existed on October 25, 2010 is attached hereto as Exhibit E.)

b. The RMX4U.COM subforum “Music Zone” was organized
into topics in which each topic corresponded to a specific genre
of music: “RnB Tracks,” “Electronical Tracks/Mixes 2010,” “German

Tracks/Remixes,” “"Music Clips Reguest” and others. Within each

* The subforums were called “zones,” and contained several topics
in which registered forum users were able to post threads and
messages.

* The acronym GFX, as used in the above-referenced context,
refers to the term “graphics” which corresponds to photo editing
software such as Adobe Photoshop.
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of these topics, a registered forum user is able to create new
threads as well as post replies to already created threads or
posts.

B. Pirated Music Albumg via RMX4Y.COM

59. Based on my review of the RMX4U.COM forum, I discovered
that the forum provided registered users with the ability to
obtain or distribute music files through the above-referenced
forum threads.

60. On or about October 26, 2010, I viewed a thread titled
“Joe Discography” within the subforum “Black Zone” and the topic
"0ld But Gold Alben.” The initial post contained several album
titles beneath which was a picture of the album cover, a
description of the album, a track list for the album and one or
more download links to obtain the pirated album files. The
download link transferred the user to a cyberlocker hosting
website at which the user could illegally download the
corresponding file:

//
//
//
//
//
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BT ST R g
Zoty L & i o
Everything {19 Mercury
All That I Am Jive
{1997)
My Name Is Joe Joe Zomba Records http://ul.to
{2000) Singapore/ BMG

Recoxds
Better Days (2001) | Joe Jive/Zomba http://ul.to
And Then.. (2003) Joe Jive http://ul.to
And Then (Dutch Joe Jive Records http://ul to
Bonus Tracks)
The Best of Joe Joe N/A http://ul.to
(2006)
Ain’t Nothin’ Like | Joe RCA http://ul . to
Me (2007)
Joe Thomas New Man | Joe Kedar Ent. http://ul . to
(2008}

61. Beveral of the pirated album files went so far as to
list the “Ripper” as well as the “"Supplier” of the original
album’s content.?

62. Based on my review of public record listings, as well
as conversations with representatives of the RIAA, I know that as
of October 26, 2010, the above~referenced albums were
copyrighted, and that the copyright holders did not authorize
their third party distribution over the Internet by RMX4U.COM or

any other websites.

* Based on the above-referenced context, the term “Ripper” refers
to the person who “ripped” or illegally copied the album or CD.
The term “supplier” refers to the source from which the original
album was obtained.
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C. Pirated Computer Software Programs via RMX4U ., COM

€3. On or about October 25, 2010, I accessed the
RMX4U.COM website and explored the subforum titled “Photoshop
Zone,” specifically targeting the topic “GFX Resources / Appz /
Help.” I know that the term “Appz” refers to the word
applications, which often include software and other relafced
computer programs in the above-referenced context of graphics
{“GFX") .

64. Upon further examination, I observed several threads
whose titles reflected photo editing software owned and
maintained by the company Adobe, including the following:

- "Adobe Photoshop Lightrcom 3.2.0 Finals”

- “Adobe Illustrator v10.0.128.0.00"

- “Adobe Photoshop CS5 Extended v12.0 Final +
Portablesg”

- “Adobe Flash Professional CS4 v10.0.0”

- “"Photoshop CS5 Portable Plus Topaz Plug-In
Bundles”

65. I clicked on the thread titled “Adobe Illustrator
v10.0.128.0.00,” which had been created on or about October 17
2010 by the forum user “yoannl02.” T noticed that the user’s
name had been crossed out by a line and was described by the word

"Banned” which was depicted beneath the user’s name. The post
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Resources / Appz / Help” topic of RMX4U.COM and selected the
thread titled “Adobe Photoshop CS5 Extended v12.0 Final +
Portables,” which had been created on or about October 17, 2010
by the user yoanni02. I noticed that the user’s name had been
crossed out by a line and was described by the word “Banned”
which was depicted beneath the user’'s name. Upon further
examination, I noticed the following text at the end of the post:
“Gedndert von .soulvocals (26:10:2010 um 18:18 Uhx) Grund: icon
added.” The text indicated that the post had been adjusted,
changed or modified on or about October 26, 2010 by the Internet
user represented by the username “soulvocals.” Based on my
training and experience, I know that Administrative user accesgs
is required in order for a forum user to modify a post created by
another forum user.

68. On or about the dates listed in the chart below, I
clicked the links for the below-listed files on the RMX4U. COM
website, selected the links to download the files from the below-
listed cyberlocker sites, and downloaded copiés of the files
comprising the below-listed computer software.

/7
/1
/7
I
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Date Computer Filename Cyberlocker
software
Title

1072672010 Adobe EDK_Adobe . Photoshop. C55. Extended. Full, | Filaserve.com

Photoshop CS5 | Keymaker UDS

Extended

1072672010 Adobe EDK_adobe . Photoshop . 85 . Extended . Full. | Fllaserve. com
Photoshop CS5 | Keymaker UDS

Extended

10/26/2010 Adobe EDK_Adobe . Photoshop . C85. Extended.Full. | Fileserve.com
Photoshop CS5 | Keymaker_UDS

Extended

10/26/2010 Adobe EDK_Adobe . Photoghop . CS!

@

“Exteénded. Full. | Fileserve. com
Photoshop €S5 | Keymaker UDS

Extended

1072672010 Adcbe EDK_Adobe . Photoshop. CS5 . Extended. Full. | Fileserve.com
Photoshop CS5 | Keymaker UDS

Extended

10/26/2010 Adobe EDX_Adobe . Photoshop.CS5 . Extended. Full. | Fileserve.com
Photoshop €85 | Keymaker UDS

Extended

10/26/2010 Adobe B EDK_Adobe. Photoshop . CS!

&

“Extended.Full. | Fileserve.com
Photoshop €85 | Keymaker_UDS

Extended

10/26/2610 Adobe EDK_Adobe . Photoshop. CS5 . Extended. Full. | Fileserve.com
Photoshop CS5 | Keymaker_UDS

Extended

10/2672010 Adobe EDK_adobe . Photoshop. C85.Extended. Full. | Filsserve.com
Photoshop CS5 | Keymaker_uDs

Extended 4¥4J

63. On October 27, 2010, I submitted a sample of the

above-listed computer software files on a recordable DVD {DVD-R)
to Adobe Systems Inc. Anti-Piracy Enforcement Manager Chris

Stickle for evaluation.
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70. On or about November 3, 2010, Stickle examined
samples of the above-referenced pirated computer software that T
downloaded from RMX4U.COM. Stickle informed me that the
downloaded program files were fully functioning versions of the
Adobe computer software and Adobe did not authorize their third
party distribution over the Internet by RMX4U.COM or any other
website. Stickle additionally informed me that the pirated
computer program file titled “Photoshop CS5 Extended” contained
counterfeit Adobe serial number 1325-1558-5864-4422-1094-1126.
Finally, Stickle informed me that the MSRP ({Manufacturer's
Suggested Retail Price) for “Illustrator 10" is $399.00 and
"Photoshop CS5 Extended” is $999.00.

E. Forum Posts by Forum User “soulvocals” on RMX4U.COM

71. During the course of the
EDK_Adobe,Photoshop.CSS.Extended.Full.Keymaker_UDS.partOS.rar
file download, I searched the RMX4U.COM Internet forum for the
username “soulvocals” and clicked on the above-referenced forum
thread titled “Joe Discography”; a message which depicted

download links for several pirated MpP3* files, including *“Joe-

* MP3 is an acronym for the term MPEG-1 Audio Layer 3, an audio
file format commonly used for mobile audio / music listening
devices.
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The Best Of Joe_(Mixed by DJ_Finesse)-Bootleg-2006%2. (Emphasis
added.) The forum user represented by the username “soulvocals”
posted the following reply to the above-referenced message on or
about “06.07.2009” and at approximately “11:157: “wuhuu.danke dir
!"27

72. I noticed that the “soulvocals” user’s name had been
highlighted in blue and was described by the word “Moderatorin”?®
which was depicted beneath the user’s name. During my
investigation, I concluded that the user “soulvocals” is an
Administrator and representative of RMX4U.COM. T came to this
cenclusion based on two significant facts. First, “soulvocals”
reviewed and modifjed the message titled “Adobe Photoshop CS5
Extended v12.0 Final + Portables” which later contained pirated
computer software files of the pirated copyrighted computer
program “Adobe Photoshop CS5 Extended.” Based on my training and

experience, I know that Administrative user access 1s required in

* As noted earlier, the term “bootleg” refers to something, such
as a recording, which is made, reproduced, or sold illegally or
without authorization.

¥ In the above-referenced context, the phrase “danke dir” is
German for “thank you.”

#* In the above-referenced context, the phrase “Moderatorin” is
German for “Moderator.” Based on my training and experience, I
am aware that the term “Moderator” refers to the person who
controls an Internet forum.
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order for a forum user to modify a post created by another forum
user. Second, I noticed that the “soulvocals” username had been
highlighted in blue and was described by the word “Moderatorin,”
meaning “Moderator,” which was depicted beneath the user’s name.
Based on my training and experience, I know that a forum user’s
title can only be created by the website, not the user. Since
the title listed below “soulvocals” means “Moderator” and since a
Moderator controls an Internet forum, I believe that the user
"soulvocals” is an administrator or representative of the
website.

F. The RMX4U.COM Domain

73. According to valuethewebsite.com, as of on or about

November 12, 2010:
a. The Alexa.com ranking for RMX4U.COM shows

it was the 57,948 most popular website in the United States;
b. RMX4U.COM had 4,358 daily page views;
c. RMX4U.COM had an estimated worth of

$ 31,753.00.

74. A search of publicly available WhoIs domain name
registration records revealed that the RMX4U.COM domain was
registered on or about December 17, 2006 through the registrar
Enom, Inc. which has its headquarters at 15801 NE 24TH Street,

Bellevue, Washington 98008. The publicly available WHOIS
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database lists the registrant of the RMX4U.COM as whoisGuard.com,
a company which protects the identity of domain registrants by
placing their information in WhoIs and providing an option to
redirect email and regular mail to the customer's real address.

75. Publicly available WhoIs records also revealed that the
RMX4U.COM site is hosted on a computer assigned IP address
212.117.166.2, which is owned by “root SA,” located at 35, Rue
John F. Kennedy, 7327 Steinsel, Luxembourg.

The DAJAZ1.COM Website

A. General Description

76. Based on my review of webpages that are available at
the DAJAZ1.COM website, I have learned the following:

a. DAJAZ1.COM is a linking website. The site’s
homepage displays album covers and recording artist photographs,
short descriptions, and links for numerous pirated songs. For
example, on or about October 26, 2010, the DAJAZ1.COM homepage
displayed album covers and recording artist photographs,
descriptions and links for, among other songs, “Jamie Foxx ft.
Drake- Fall For Your Type,” “High Off Life - Cassidy feat Jr.
Reid,” “I Can’t Help It - T.I. feat Rocko,” and “Purified
Thoughts - Ghostface.” I was also able to click on a link titled

“Older Entries” which allowed me to individually view prior home
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pages from the website; these home pages, taken together,
included what appeared to be hundreds of links to pirated songs.

b. On the initial DAJAZ1.COM homepage is a
section titled “About Me” which contained the (alleged) website
administrator’s contact information:

Location: Queens, New York, United States

DAJAZ1.COM (DUH-JAZZ-ONE)

Twitter - @splash dajazl

Bigsplashl024@aol.com

Splashmixtapes@tmail.com

Splash.Dajazle@gmail.com

MYSPACE . COM/MIXTAPESPLASH

c. The DAJAZ1.COM website homepage contained a
link titled “MP3 Downloads.” Upon clicking the “MP3 Downloads”
link, the user is directed to a new page which displays
additional album covers and recording artist photographs, short
descriptions, and links for numerous pirated songs. For example,
on or about October 26, 2010, the DAJAZ1.COM “MP3 Downloads” web
page displayed album covers and recording artist photographs,
descriptions and links for, among other songs, “Jamie Foxx ft.
Drake- Fall For Your Type,” “Long Gone - Nelly feat Chris Brown
and Plies,” “Making a Movie - Ne-Yo,” and “T.I. - Ya Hear Me.”

77. Upon clicking a link for omne of the songs, the user

is directed to a new page containing the title of the song, the

artist(s) who produced it, a description, the date which it was

posted on the website, a photograph of the artist or album which
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featured the song, the administrative user responsible for
uploading the file or message and multiple download links.

78. On or about Oc¢tober 26, 2010, I noted that
approximately 14 administrative message postings had been creéted
by the website administrator with the username "Splash.” During
my investigation, I concluded that the user “Splash” is an
Administrator and representative of DAJAZL.COM. I came to this
conelusion based on two significant facts. First, “Splash”
created the above-referenced DAJAZL.COM message postings which
later contained pirated song files.  Based on my training and
experience, I know that Administrative user access is required in
order for a message to be created and viewable on the DAJAZL.COM
homepage and “MP3 Downloads” webpage. Secondly, I noticed that

- the “Splash” username matched the name listed in the “About Me”
section of the DAJAZ1.COM homepage and was further contained in
several of the email addresses listed on the DAJAZ1.COM homepage .
Based on my training and experience, I know that administrator
access 1s required to create and modify sections of websites and
webpages, such as the above—reﬁerenced “About Me” section.

B. Downloads of Infringing Content via DAJAZL.COM

79. I used the DAJAZ1.COM website to link to cyberlockers

and stream and/or downléad illegal copies of songs. On or about

the dates listed in the chart below, I clicked on links for the

55



105



106

82. On or about October 28, 2010, Linares examined samples
of the pirated songs that I obtained from DAJAZL.COM. Linares
informed me that the pirated songs were unauthorized copies of
rights holder’s works.

C. Advertisements on DAJAZI1.COM

83. Advertisements appear on various portions of the
DAJAZ1.COM website, including on pages that include download
links to pirated music.

84. On or about October 28, 2010, I obtained information
from valueClick, Inc. indicating that an account had been created
for the DAJAZ1.COM website. The account was established on or
about September 24, 2010 but “no money [had been] earned yet.”
According to documents produced by ValueClick,
bigsplashl024@acl.com was the contact email address for the
account listed under “Account Information” and held the status of
“Superuser” and the title of “Owner”.?’ The information obtained
from Value Click indicates that while DAJAZ1.COM had not yet

earned any advertising revenue because its account was recently

* Bigsplashl024@aol.com contained the above referenced DAJAZ1.COM
administrative username “Splash” and is one of the email
addresses listed under the “About Me” section of the DAJAZI.COM
homepage .
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opened, the website is set up to eazn advertising revenue from
ValueClick in the future.

D. The DAJAZI1.COM Domain

85. Accérding to valuethewebsite.com, as of on or about

November 12, 2010:
a. The Alexa.com ranking for DAJAZ1.com shows

it was the 71,024 most popular website in the United States;
b. DAJAZ1.com had 3,555 daily page views;
c. DAJAZI .com had an estimated worth of

$ 25,907.00.

86. A search of publicly available WhoIs domain name
registration records revealed that the DAJAZ1.COM domain was
registered on or about February 29, 2008 through the registrar
Fast Domain, Inc. which has its headquarters at 1958 South 950
East, Provo, Utah 84606. The publicly available WHOIS database
lists the registrant of the DAJAZI.COM gite as HostMonster.Com, a
company which protects the identity of domain registrants by
placing their information in WhoIs and providing an option to
redirect email and regular mail to the customer's real address.

87. Publicly available WhoIs records also revealed that the
DAJAZ1.COM site is hosted on a computer assigned IP address
74.220.215.217, which is owned by Bluehost, Inc. located at 1958

South 950 East, Provo, Utah 84606.

58



108

The ONSMASH.COM Website

A. General Description

88. Based on my review of webpages available at
the ONSMASH.COM website on October 12 and October 26, 2010, I
have learned the following:

a. ONSMASH.COM is a linking website. The site’s
homepage displays album covers and recording artist photographs,
short descriptions, and links for numerous pirated songs.

b. The ONSMASH.COM website homepage contained a 1link
titled *“Music.” Upon clicking the Music link, the user is
directed to a new page which displays additional album covers and
recording artist photographs, short descriptions, and links for
numerous pirated songs. For example, on or about October 26
2010, the ONSMASH.COM "Music”: webpage displayed album covers and
recording artist photographs, descriptions and links for, among
other songs, “CASSIDY -~ HIGH OFF LIFE (FEAT. JUNIOR REID) o
"JAMIE FOXX - FALL FOR YOUR TYPE (FEAT. DRAKE} ;" and “KID CUDI -
MR. RAGER.” I was also able to click on a link titled “Next
Page” which allowed me to individually view prior home pages from
the website; these home pages, taken together, included what
appeared to be hundreds of links to pirated songs.

c. Upon clicking a link for one .of the songs, the

59



109

user is directed to a new page containing the title of the song,
the artist(s) who produced it, a description, the date which it
was posted on the website, a photograph of the artist or album
which featured the song, the administrative user responsible for
uploading the file or message and multiple streaming and/or
download links.

d. On or about October 26, 2010, I noted that
approximately 12 administrative message postings had been
created, by the website administrator with the username
"thekidLEGEND. #

e, During my investigation, I concluded that the user
“£hekidLEGEND” is an administrator and/or representative of
ONSMASH.COM. I came to this conclusion based on the significant

- fact that “thekidLEGEND” created the aforementioned ONSMASH.COM
message postings which later contained pirated song files. Based
on my training and experience, I know that administrative user
access is required in order for a message to be created and
viewable on the ONSMASH.COM homepage and “Music” webpage.

£. When a user clicks on the link for the particulax
song file, for example “KiD CuDi - Mr. Rager”, the user is
directed to a webpage that features more descriptions by the
administrator “thekidLEGEND.” The message which was posted

beneath the album cover and above the download link for the
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above-referenced “KiD CuDi” song contained the following
information:

This track actually leaked a couple months back, back

when a couple CuDi songs were hitting the nets a bit

early but this is the final version of the title track

from Man On The Moon II: The Legend of Mr. Rager. We

must have to say, this might be one of the mere

anticipated albums we're looking forward to in the ath

quarter.. You can pre-order the album on iTunes tomorrow

& receive a bonus track on the day of releage.?®

89. A picture of the cover art for the “Man On The Moon II:
The Legend of Mr. Rager” album was included above the above-
referenced description and depicted the registered certification
mark “PARENTAL ADVISORY EXPLICIT CONTENT” .3t
B. Downloads of Infringing Content via ONSMASH.COM

90. T used the ONSMASH.COM website to link to cyberlockers
and stream and/or download illegal copies of songs. On or about
the dates listed in the chart below, I clicked on links for the

below listed songs on the ONSMASH.COM website and streamed and/or

downloaded the songs from the below-listed cyberlocker sites.

* The term "Leaked,” as used in the above description, refers to
the unauthorized disclosure of copyrighted multimedia content.

' According to the USPTO, the certification mark PARENTAL
ADVISORY EXPLICIT CONTENT is a registered trademark assigned to
the registrant Recording Industry Association of America, Tnc.
Corporation New York 1025 F Street, N.w., 10 Floor, Washington
D.C. 20004. The serial number of the mark is 78142196, the mark
was registered on or about January 6, 2004 and the mark is active
and live.
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Dat BT A z L i SV TR
10/21/2010 Last Wish Ray J SRC Records Mediafire.com
10/21/2010 In for the La Rouxe ft. Interscope Mediafire.com
Kill (remix) Kanye West
10/21/2010 Wet Wet Ace Hood Island Def Jam | Mediafire.com
10/21/2010 Dollar Signs Three 6 Mafia Columbia Mediafire.com
10/21/2010 Wallstreet Romeo No Limit Mediafire.com
Records
10/21/2010 Alphabet Boys Conseguence Motown Mediafire.com
16/21/2010 Today My Life Bruno Mars Elektra Mediafire.com
Begins
10/21/2010 The Bizness Ca$his Shady Mediafire.com
Aftermath
10/26/2010 Fall For Your | Jamie Foxx RCA Hulkshare.com
Type
10/26/2010 Mr. Rager Kid cudi UMG Hulkshare.com

91. Based on my review of public records listings, as well
as conversations with representatives of the RIAA, I know that as
of October 26, 2010, all except one of the above-referenced songs
were determined to be “Pre-release” or not yet released for
purchase to the general public, all were copyrighted, and the
copyright holders did not authorize their third party
distribution over the Internet by ONSMASH.COM or any other
website,

92. On October 27, 2010, ICE agents submitted samples of
the above-referenced multimedia files to RIAA Vice President of
Anti-Piracy Legal Affairs Carlos Linares.

93. On or about October 28, 2010, Linares examined samples
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of the pirated songs that I obtained from ONSMASH.COM. Linares
informed me that the pirated songs were unauthorized copies of
rights holder’s works.

c. Advertisements on DAJAZI.COM

94. Advertisements appear on various portions of the
ONSMASH.COM website, including on pages that include download
links to pirated music.

95. On or about October 28, 2010, T received information
from valueClick, Inc. indicating that an account had been created
for the ONSMASH.COM website. The account was established on or
about January 10, 2008 and “makes $200-$400 [per] month”.
According to documents produced by ValueClick, Complex Magazine
was the name listed for the account listed under “Account
Information” and held the status of “Superuser,” and the title of
“Operator”. Information returns from Value Click indicated the
following information reflecting advertising revenues being paid
to the owners of ONSMASH.COM for advertisements appearing on
various portions of the ONSMASH.COM website, corresponding to the

number of people that view and interact with the website.?®?

* It should be noted that ValueClick is only one of multiple
online advertising companies that ONSMASH.COM uses on its website
and thus is not the only advertising company which provides
revenue to the ONSMASH.COM website owners. Thus the above
advertising revenues reflect only a portion of the advertising
profits that the owners of ONSMASH.COM are receiving.

63



113



114

their information in Whols and providing an option to redirect
email and regular mail to the customer's real address.
Publicly available WhoIs records also revealed that the
ONSMASH.COM site is hosted on a computer assigned IP address
207.58.138.102, which is owned by ServInt located at 6861 Elm
Street 4th Floor, McLean, Virginia 22101.
VI.

STATUTORY BASIS FOR SEIZURE AND FORFEITURE

98. Title 18, United States Code, Section 2323(a) (1) (A) and
(B) provide, in relevant part, that any property used, or
intended to be used to commit or facilitate criminal copyright
infringement (18 U.S.C. § 2319; 17 U.S.C. § 506(a)), or
constituting or derived from proceeds obtained directly or
indirectly from the violation of Title 18, United States Code,
Section 2319 and/or Title 18, United States Code, Section
2319(d) (1) are subject to both civil and criminal forfeiture to
the United States govermnment.

99. Title 18, United States Code, Section 2323(a) (2)
provides that the procedures set forth in Chapter 46 of Title 18
{18 U.8.C. § 981, et seq.) shall extend to civil forfeitures
under Section 2323(a). Title 18, United States Code, Section
981 (b) (1) authorizes seizure of property subject to civil

forfeiture based upon a warrant supported by probable cause.
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Title 18, United States Code, Section 981 {b) (3) permits the
issuance of a seizure warrant by a judicial officer in any
district in which a forfeiture action against the property may be
filed and may be executed in any district in which the property
is found.

100. Neither a restraining order nor an injunction is
sufficient to guarantee the availability of the SUBJECT DOMAIN
NAMES for forfeiture. By seizing the SUBJECT DOMAIN NAMES and
;edirecting them to another website, the Government will prevent
third parties from acquiring the names and using them to commit
additional crimes. Furthermore, seizure of the SUBJECT DOMATIN
NAMES will prevent third parties from continuing to access the
five websites listed above.

101. As set forth above, there is probable cause to believe
that the SUBJECT DOMAIN NAMES are subject to both civil and
criminal forfeiture because they were used in the commission of
criminal copyright infringement and conspiracy to commit criminal
copyright infringement.

//
//
//
/7
/7
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VII.

SEIZURE AND FORFEITURE PROCEDURE

102. As detailed in Attachment A, upon execution of the
seizure warrant, the registry for the “.net” and
“.com” top-level domains, Verisign, Inc., headquartered at 21355
Ridgetop Circle, Lakeside III, Dulles, Virginia 20166
(“Verisign”), shall be directed to restrain and lock the SUBJECT
DOMAIN NAMES pending transfer of all right, title, and interest
in the SUBJECT DOMAIN NAMES to the United States upon completion
of forfeiture proceedings, to ensure that changes to the SUBJECT
DOMAIN NAMES cannot be made absent court order or, if forfeited
to the United States, without prior consultation with ICE.

103. In addition, upon seizure of the SUBJECT DOMAIN NAMES
by ICE, Verisign will be directed to point the SUBJECT DOMAIN
NAMES to a pérticular IP address, which will display a web page
notifying users, including the registrants, of the seizure of the
SUBJECT DOMAIN NAMES.

104. Registrars also maintain certain records relating to
the owner of each domain name for which it is the top-level
registry, including the SUBJECT DOMAIN NAMES (the “Domain Name
Records”). Certain of these records are available to the public
through a “Whois” lookup through a web browser, among other

means. At the time the SUBJECT DOMAIN NAMES are seized, the
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relevant registrars will be directed to change the “Technical
Contact” and “Administrative Contact” fields of the Domain Name
Records for the SUBJECT DOMAIN NAMES to contact information
relating to ICE to reflect the fact that the SUBJECT DOMAIN NAMES
have been seized; and to change the name server fields of the
Domain Name Records to effect the forgoing changes. All other
fields will be changed so that they do not reflect any individual
or entity.

105. Upon completion of forxfeiture proceedings, all Domain
Name Records for the SUBJECT DOMAIN NAMES will be changed to
reflect the transfer of ownership to the United States.

VIII.
CONCIUSION

106. Based on the information contained in this affidavit
there is probable cause to believe that the SUBJECT DOMAIN NAMES
are property that has been used, or are intended to be used to
commit or facilitate criminal copyright infringement.
Accordingly, the SUBJECT DOMAIN NAMES are subject to civil
forfeiture under 18 U.S.C. § 2323(a) and seizure pursuant to
18 U.S.C. § 981(b).
174
174
/7
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Accordingly, it is requested that the seizure warrants be
issued for the following SUBJECT DOMAIN NAMES:

RAPGODFATHERS . COM,
TORRENT-FINDER.COM,
RMX4U. COM,
DAJAZ1.COM, and
ONSMASH. COM.

C}gp@ T. Reynolds

pecial Agent
Immigration and Customs Enforcement,
Homeland Security Investigations

Subgcribed and sworn to before
wme on this |7th day of November 2010.

THE HONOWABLE MARGAREZ A. NAGLE
UNITED STATES MAGISTRATE JUDGE
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ATTACHMENT A
I. Seizure Procedure

A, The seizure warrant will be presented in person or
transmitted via facsimile or email to personnel of the domain
name registry listed in Section II (“*Subject Registry”) and the
domain name registrars listed in Section III {“Subject
Registrars”) who will be directed, for the domain names listed in
Section IV (“Subject Domain Names”) for which it serves as the
top-level domain registry, to make any changes necessary to
restrain and lock the domain names pending transfer of all
rights, title, and interest in the Subject Domain Names to the
United States upon completion of forfeiture proceedings.

B. Upon seizure of the Subject Domain Names, the Subject
Registry shall point the Subject Domain Names to IP address
74.81.170.110, at which the Government will display a web page
with the following notice:

This domain name has been seized by ICE - Homeland
Security Investigations, pursuant to a seizure warrant
issued by a United States District Court under the
authority of 18 U.S.C. §§ 981 and 2323.

Willful copyright infringement is a federal crime that
carries penalties for first time offenders of up to
five years in federal prison, a $250,000 fine,
forfeiture and restitution (17 U.S5.C § 506, 18 U.S.C.
§ 2319). Intentionally and knowingly trafficking in
counterfeit goods is a federal crime that carries
penalties for first time offenders of up to ten years
in federal prison, a $2,000,000 fine, forfeiture and
restitution (18 U.S.C. § 2320).

C. Upon seizure of the Subject Domain Names, the Subject
Registry shall take all steps necessary to restrain and lock the
domain at the registry level to ensure that changes to the
Subject Domain Names cannot be made absent a court order or, if
forfeited to the United States government, without prior
consultation with United States Immigration and Customs
Enforcement. The DNS record should be altered to remove any
applicable name servers.
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D. Upon seizure of the Subject Domain Names, the Subject
Registrars shall modify any records, databases, tables, or
documents that are used by the Subject Registrars to identify the
owner of the Subject Domain Names to reflect the seizure of the
Subject Domain Names. These changes relate to the following
records, if they exist:

1. The “Technical Contact” and “Administrative
Contact” fields will reflect the following information:

a. Name: U.S. Immigration and Customs
Enforcement

b. BAddress: National Intellectual Property
Rights

500 12th Street sw
Washington, DC 20024

¢. Country: Uusa

d. Telephone: 1-866-IPR-2060 (477-2060)

e. Email: IPRCenteredhs.gov
£. Fax: 202-307-2127
2. Any remaining fields will be changed so they do

not reflect any individual or entity.

E. The Subject Registry shall take any steps required to
propagate the changes detailed in Section D to any applicable DNS
servers.

II. Subject Registr

Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia 20166
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IIT. Subject Registrars

Iv.

Enom, Inc.,
15801 NE 24th Street
Bellevue, Washington 98008

Blue Razor Domains, Inc.
14455 North Hayden Road, Suite 226
Scottsdale, Arizona 85260

Godaddy.com, Inc.
14455 N. Hayden Road, Suite 219
Scottsdale, Arizona 85260

Fast Domain, Inc.
1958 South 950 East
Provo, Utah 84606

Subtiject Domain Names

RAPGODFATHERS . COM,
TORRENT~FINDER. COM,
RMX4U.COM,
DAJAZ1.COM, and
ONSMASH. CCM
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Top 10 Most Pirated Movies on BitTorrent

Ernesta

The top 30 most downloaded movies on itTorrort, "Well Strest: Money Maver
Sloops” tops tho chart this ok, followsd by ‘Rosidont EVIl: Aftortifa”. *Red”
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Ms. JACKSON LEE. Mr. Chairman, I have a parliamentary in-
quiry, please.

Mr. SMITH. The gentlewoman will state her parliamentary in-
quiry.

Ms. JACKSON LEE. I appreciate it very much, Mr. Chairman.

The gentleman from California in his statement about his own
subpoena mentioned today that he did not request wiretaps under
seal. And in Mr. Issa’s contempt citation, the wiretap applications
document the extensive involvement of the Criminal Division in
the Fast and Furious
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Mr. SMITH. Would the gentlewoman state her parliamentary in-
quiry?

Ms. JACKSON LEE. Yes, I will. My question is, did anyone review
with the Justice Department before this hearing

Mr. SMITH. That is not a parliamentary inquiry.

Ms. JACKSON LEE.—whether the use of this leaked information
will harm the Department’s ability to bring justice to those who
violated our laws?

Mr. SMITH. Ms. Jackson Lee, that is not a parliamentary inquiry.

Ms. JACKSON LEE. It refers to the questioning of Mr. Issa in this
hearing. If not, how do we know that the use of the information
during this hearing, if asked, is consistent with——

Mr. SMITH. Ms. Jackson Lee, we are going to have to deduct this
from your time if you continue. That is not a parliamentary in-
quiry.

Ms. JACKSON LEE. I believe it is, Mr. Chairman. But I hope that
we have reviewed——

Mr. SMITH. The gentleman from Virginia, Mr. Forbes, is recog-
nized for his questions.

Mr. FORBES. Thank you, Mr. Chairman.

General, thank you for being here today.

And 1 think, despite all the rhetoric, we know that this Com-
mittee is not asking you to break the law regarding what you say
or information you provide to Congress. It is just, as you know, it
doesn’t matter if you appear in Congress 7 times or 70 times, if,
when you are asked, you say “I don’t know” to the questions that
are most pertinent. Or it doesn’t matter if you supply 7,000 pages
or documents or 700,000 pages if they are not the proper papers
to answer key questions.

So I want to begin where you began, and that was the standard
that you said that you have in the Department, which is that every
action is guided by law and facts and nothing else. I think I stated
that correctly. Is that fair?

Attorney General HOLDER. Well, certainly when we are at our
best, that is what happens.

Mr. FOrRBES. We know that every Cabinet Secretary doesn’t ad-
here to that standard. In fact, we have in a paper today the fact
that several Cabinet members were required to come to a meeting
at the Democratic National Committee headquarters, where the
campaign manager, the top strategist for the campaign, the execu-
tive director of the Democratic National Committee, was there tell-
ing them the actions that they should take in four items: to help
the President win re-election, regarding the campaign structure,
the importance of the Electoral College, and the importance of stay-
ing on message.

The question I want to ask you this morning is, I know that you
are familiar with David Axelrod, who is Obama’s top campaign
strategist. And to the best of your knowledge, has Mr. Axelrod or
anybody on his behalf or anybody on behalf of the campaign had
any discussions with you or members of the Justice Department re-
garding actions that you should or should not take, messaging that
you should or should not make, or hiring decisions that you should
or should not support?
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Attorney General HOLDER. Absolutely not. I mean, one of the
things that I like a great deal about my interaction with people in
the White House is that—and I think they take their lead from the
President—is that they have respected what I would call a wall
that has to exist between the Justice Department and the political
operation that goes on in the White House. I have not had any of
that kind of interaction.

Mr. FORBES. So there have been some publications out, and, of
course, we never know whether these publications are accurate or
not, but at least in one book that claims that you and Mr. Axelrod
had some type of confrontation when he was trying to get you to
hire someone. And you are saying that is not accurate at all; you
have never had any kind of meetings with him regarding any hir-
ing decisions at the Department of Justice.

Attorney General HOLDER. No, we talked about, not a hiring de-
cision, we talked about ways in which we might improve the ability
of the Justice Department to respond to political attacks that were
coming my way.

David Axelrod and I are good friends. He is a close friend of
mine. We have a great relationship. He is a person I respect a
great deal. We worked together on the campaign while he was at
the White House. But he has never done anything that I would
consider inappropriate.

Mr. FORBES. But, then, what you are saying is you have had con-
tact with Mr. Axelrod, campaign strategists, about how you should
handle different attacks coming to you as Attorney General, cor-
rect?

Attorney General HOLDER. Yeah, I mean, there is a political di-
mension to the job that I have as Attorney General. I mean, the
reality is that I don’t sit up in an ivory tower and just do law en-
forcement. I am the subject of attacks. I am a person who was seen
by some as pretty controversial. And there are times, or at least
thelc‘le was that time, when I was looking for some help in that re-
gard.

Mr. FORBES. So you have had those discussions. Did he ever try
to encourage you to hire or put any particular person at the De-
partment of Justice?

Attorney General HOLDER. No.

Mr. ForBES. With Fast and Furious, there has been a lot of dis-
cussions about it, and we know that is a big item not just for us,
but the Ambassador to Mexico has said that that operation, which
took place under your watch, has poisoned the Mexican people and
really put a strain on strides we have made in two successive Ad-
ministrations in the United States. He has been concerned that the
investigation hasn’t been completed.

Have you ever had any consultation with the White House or
anyone with the campaign or with Mr. Axelrod about messaging re-
lated to Fast and Furious?

Attorney General HOLDER. About messaging with regard to Fast
and Furious?

Mr. ForBES. Yes. Comments that were made, how you were
going to message it, any of that.

Attorney General HOLDER. Well, we have certainly talked about
the way in which we could deal with the interaction between the
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Justice Department and Congress, about ways in which I would,
we would

Mr. FORBES. But nothing about press messaging at all?

Attorney General HOLDER. Well, I mean, in terms of trying to get
a message out that was consistent with the facts and make sure
that it was done in an appropriate way, I have had conversations
like that with people in the White House Counsel’s Office.

Mr. FORBES. Okay.

Just two other quick questions. I know that you have filed ac-
tions against Arizona, South Carolina, Utah, and Alabama—all Re-
publican Governors. My time is up. Would you give us a list of any
similar actions of a similar profile you have filed against any
Democratic Governors—States with Democratic Governors.

And, also, the final thing is, if you will let us know if you had
any relationship or meetings with the White House and members
of the campaign about any of the messaging or any of these actions
that took place on that.

And, Mr. Chairman, my time has expired.

Mr. SMITH. Thank you, Mr. Forbes.

Attorney General HOLDER. One thing in regard to the question
of the Governors, I am not sure that there has been a photo ID at-
tempt made by a State run by a Democratic Governor.

Mr. FORBES. No, no, I wasn’t asking about photo IDs. I think, if
you look at these States, they were regarding, I think, immigration
policies. But any action that you have taken against a Democratic
Governor of a similar high profile with an investigation

Attorney General HOLDER. Well, I think with regard to the immi-
gration laws, as I understand it—and I can check, but I don’t think
that there has been a similar immigration attempt made by States
run by Democratic Governors, which would be the reason why we
have not opposed them. But I will check, and we will share that
information with you.

Mr. FORBES. And, also, Mr. Attorney General, when you check,
if you would make sure you let us know the contacts you had with
Mr. Axelrod regarding any messaging or anything that might come
regarding those actions.

Thank you.

Mr. SMITH. Okay. Thank you, Mr. Forbes.

The gentlewoman from Texas, Ms. Jackson Lee, is recognized for
questions.

Ms. JACKSON LEE. I thank the Chairman, and I thank the Rank-
ing Member. And I certainly thank the Attorney General for his
service.

I just wanted to add what I don’t think, very quickly, was in the
introduction of the Attorney General. And then my series of ques-
tions, Mr. General, without any disrespect will be bullet-like, not
toward you but questioning, so that I can get a series of questions
in

But I did note that you were a Deputy Attorney General under
the Bush administration. You continued to serve, I think, through
the time that you were appointed under President Obama. Is that
correct? Did you remain during that time?

Attorney General HOLDER. Little-known fact: I was George
Bush’s first Attorney General.
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Ms. JACKSON LEE. I think that should be made clear for the
record, because you have had a continuous public service commit-
ment. You were in the private sector for a moment, but between
a judgeship and the superior court, that I understand you were ap-
pointed by President Ronald Reagan at that time. Is that correct,
Mr. Attorney General?

Attorney General HOLDER. That is correct.

Ms. JACKSON LEE. Let me thank you again for your service and
ask a series of questions.

I will be giving to you today, June 7th, a letter to ask for the
investigation of the State of Texas for its purging of 1.5 million vot-
ers. And I encourage and hope that there will be a speedy review
inasmuch as we are in a process of election, a November 2012 elec-
tion. And I do want to just ask the questionon this issue of voting.
And my good friend from California wanted to establish certain
rights, egress, ingress, but the protection of access under the First
Amendment.

And I want to just focus, if you wanted to petition your govern-
ment and use no government ID, most could either take their vehi-
cle, hitch a ride, but they would not be totally prohibited from exer-
cising that constitutional right. And you made a point about funda-
mental right, but if you were denied the right to vote, there is no
alternative, is there not? There is no other way—maybe you could
get a bullhorn in the middle of the street, but there is no way that
you could impact the choice of those who will govern.

Could you just be very quick on that answer, please?

Attorney General HOLDER. No, I think that is right. If you want
to directly impact governmental policy, who is setting those poli-
cies, that is directly tied to the ability to vote, to cast a ballot.

Ms. JACKSON LEE. So do you believe it is a legitimate duty, ac-
tion of the Division on Civil Rights of the Department of Justice,
operating under existing current law, to assess issues of purging or
the impact of the voter ID law?

Attorney General HOLDER. Absolutely. We apply the law that
was passed by this Congress as early as 1965, reauthorized as re-
cently as 6 years ago, overwhelmingly by Congress——

Ms. JACKSON LEE. Are you going outside the bounds of the law
when you, in essence, review Florida or Texas or Ohio or Indiana,
the case preceding the Indiana case? Are you outside the bound-
aries, as you can assess?

Attorney General HOLDER. All we are doing is applying the law
that exists and has existed for over 40 years now.

Ms. JACKSON LEE. With respect to the affordable care decision
which is pending, but I just want a simple question. Do you feel
that there was an adequate review—and the decision ultimately
rested with the Supreme Court, which I think has done a decent
and fair job on recusals with respect to Justice Kagan. Could you
have done anything more than what was appropriately done by the
Justice Department?

Attorney General HOLDER. With regard to the recusal issue?

Ms. JACKSON LEE. Yes.

Attorney General HOLDER. I don’t think that we should have
done any more. The question of recusal, I think, is something best
brought up by the litigants in the case. They had that opportunity;
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I don’t know if they raised it or not. But I think the Justice Depart-
ment has done all it can, certainly responding to FOIA requests.
And all information that I think appropriately can be shared has
been shared.

Ms. JACKSON LEE. I appreciate it.

We are certainly saddened by the loss of life that was resulted
by the Fast and Furious. I think you have said that often. And are
you aware of the report produced by Ranking Member Elijah
Cummings?

Attorney General HOLDER. Yes.

Ms. JACKSON LEE. And were you aware that in the—do you be-
lieve that under this report that his staff and Ranking Member
Cummings of the Oversight Committee extensively reviewed either
the 7,600—or at least the whirl of information that was given?

Attorney General HOLDER. Yes, I think they did a good job of re-
viewing the information. They produced a good report that contains
a number of reforms that we have tried to implement.

Ms. JACKSON LEE. Quickly, the statement says that they found
no politically motivated operation, that Fast and Furious was not
conceived and directed by high-level Obama administration polit-
ical appointees at the Department of Justice. Would you concede
that they would have the basis to say that?

Attorney General HOLDER. I think if one looks at the documents,
that statement is manifestly true.

Ms. JACKSON LEE. Can I ask you, as well, to investigate and are
you concerned or have you seen the impact of single-race-based ju-
ries in a number of cases? This has been an issue in a number of
areas, particularly in the South, in cases that are particularly sen-
sitive.

I am going to ask you to investigate the Chad Holley case, which
is a beating incident that occurred in Houston, Texas, and the se-
ries of trials that are coming forward. But, in particular, one case
was tried by a single-race jury and, of course, resulted in the ac-
quittal. Would you please take this as an official request for the
Justice Department to investigate the beating and the resulting
trial that was a single-race jury in the case of Chad Holley?

Attorney General HOLDER. I mean, the Supreme Court has recog-
nized that the selection process—that a deliberate attempt at cre-
ating a jury of a single race, under the Batson case, is not appro-
priate.

I am familiar with the Holley case, not intimately familiar with
it, but I am familiar with the Holley case. And that is something
that we are in the process of determining what course of action we
should take.

Mr. SMITH. Mr. Attorney General, a number of Members today
have made requests from you of information. When can they expect
those requests to be responded to? Within 2 weeks or so?

Attorney General HOLDER. We will do the best that we can, and
quickly as we can. I am a little surprised that we have not re-
sponded at least to some of the things that have been raised in con-
nection with the last time that I was here

Mr. SMmITH. Uh-huh.

Attorney General HOLDER [continuing]. But we will try to do a
better job than that.
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Mr. SMITH. Okay.

Ms. JACKSON LEE. I thank the Chairman.

Thank you, Mr. General.

Mr. SMITH. Thank you, Ms. Jackson Lee.

The gentleman from Iowa, Mr. King, is recognized.

Mr. KiNG. Thank you, Mr. Chairman.

Thank you, Attorney General, for being here to testify today.

Just in picking up on the Chairman’s remarks, I would point out
that I had a series of questions that I asked December 8th here.
And although we haven’t pressed relentlessly for those responses,
I haven’t seen them. And so I am going to be submitting a new re-
qlée?t from December 8th and then additionally here for this today,
I believe.

But I think, first of all, there is one piece left on the Fast and
Furious I would just ask you, that—can you tell me when you first
started to doubt that the original letter was inaccurate? Can you
tell me what piece of information caused you to do that?

Attorney General HOLDER. Yeah, I mean, I think my first doubts
happened just before, or just about the same time that I asked for
the inspector general to conduct a report. As I listened to media re-
ports and things I was getting from Senator Grassley, I had some—
that is when I think my doubts first began about the accuracy of
the February 4th letter.

Mr. KING. Was there a piece of information, though, in particular
in those media reports that caused you to doubt, or just the infor-
mation itself? You thought you had to look into it?

Attorney General HOLDER. I am not sure I can remember any-
thing specific. But I do remember that the reports were incon-
sistent with what I was hearing from people within the Depart-
ment and also inconsistent with what Senator Grassley was telling
me in a letter I think that he sent to me, like, on February 9th or
something like that.

Mr. KiNG. Okay. Yeah, I have a February 4th letter denying ATF
ever walked guns. That was from 2011. I don’t have the date of
Senator Grassley’s letter, but that letter was formally withdrawn
on December 2, 2011. That is consistent your testimony, though, I
recognize. And I thank you.

And then I would take us back to the Pigford issue and the dis-
crimination issues that we discussed the last time, General Holder.
And now—we discussed Pigford then, and I posed the question
that, in the farm bill of 2008, consistent with, I believe, your testi-
mony and also a statement made personally to me by Secretary
Vilsack, that the farm bill authorized the negotiations in the agree-
ment that ultimately lays out in the terms of $1.25 billion to be
distributed to Black farmers who have claims of discrimination.
And the authorization within the farm bill is $100 million, and that
is to cap that for all of the settlements that are there.

And now I see that not only is it not capped at $100 million, it
has been expanded to $1.25 billion, and that we have three other
cases out here since that period of time: Garcia v. Vilsack,
Keepseagle v. Vilsack, Love v. Vilsack. And when I total them up,
it is $1.33 billion in this order, Garcia; $760 million, Keepseagle;
$1.33 billion, Love—coincidence, I suppose, $1.25 billion, Pigford;
for a total of, all together, $4.93 billion poised to—either having
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been distributed or poised to be distributed under these discrimina-
tion cases, a lot of it, $3.58 billion, coming out of the judgment
fund.

And can you tell me how much is in the judgment fund, and is—
I am going to ask you to produce a report of the funds that come
in and the funds that are distributed out of the judgment fund. I
think this Congress needs an oversight if we are dealing with num-
bers that are approaching $5 billion.

Attorney General HOLDER. What I can say is that those settle-
ments that were reached, we set pools of money that can be tapped
if people can prove that, in fact, they were discriminated against.
There is certainly an unfortunate history of discrimination that I
think everybody acknowledges exists between the Department of
Agriculture in dealing with farmers of a variety of ethnicities and
genders, and the attempts at structuring these settlements was to
deal with, redress those wrongs.

Mr. KING. But $5 billion in round figures, 4.93 billion, that is a
big chunk of money to be distributed without congressional over-
sight. And do you have any resistance to Congress taking a look
at that data, the contingency fees and the distributional amounts,
and the sources of that money and the amounts?

Attorney General HOLDER. No, I mean, I think that is legitimate
oversight to talk about the way in which the cases were settled,
how it impacts the judgement fund.

Mr. KiNG. Thank you. But then I will follow up with a more spe-
cific question, but I want to also ask you about your reaction when
you saw the video of the young man who claimed your ballot here
some months ago, and your reaction toward requirement for a
photo ID after you saw that video.

Attorney General HOLDER. Yeah, I mean, it is an attempt to
show something, I suppose, but I think what I drew from that
video was that that guy was very careful not to say he was Eric
Holder, not to actually get a ballot. He didn’t do the kinds of things
that would have subjected him to criminal prosecution.

Mr. KING. And I am not worried about that, but he could have
obtained your ballot with ease. It was offered to him. And so I just
suggest this, that it may not be impossible, but I think it has been
determined here today in the questioning of Mr. Lungren that vis-
iting a Federal building, even your building, is maybe not impos-
sible, but difficult without a picture ID. And if it is difficult or im-
possible to visit a government building without a photo ID, then
how can we allow someone to help choose our government without
a photo ID?

Attorney General HOLDER. I think the question is if you look at,
for instance, South Carolina, they had in place measures that pro-
tected the integrity of the ballot before they went to the photo ID.
And I don’t per se say that photo IDs are necessarily bad. The
question is how the structure is put in place, how they are distrib-
uted, whether or not it has a disproportionate impact on people of
a certain race, certain ethnicity, a certain age group.

Mr. KiNnG. Well, why would it?

Mr. SMITH. The gentleman’s time has expired. Thank you, Mr.
King.

The gentlewoman from California Ms. Waters.
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Ms. WATERS. Thank you very much.

We would like to welcome you, Mr. Attorney General. I have a
number of questions I wanted to ask you, but my attention has
lloeen diverted to the line of questioning from Congressman Good-
atte.

It is well known that you dismissed the charges that were placed
against Senator Stevens following your investigation that indicated
that certain exculpatory evidence had been withheld. Now, was
there just one thing or were there several things that were done
that you disagreed with that caused you to dismiss?

Attorney General HOLDER. The thing that was the main
motivator for my decision to dismiss the case was I thought the
pretty solid evidence that we had uncovered, Brady material, excul-
patory material, had not been shared with the defense. And I think
that was the basis, the main motivation for my deciding to dismiss
the case.

Ms. WATERS. And it seems that—I think his name is pronounced
Mr. Schuelke, S-C-H-U-E-L-K-E.

Attorney General HOLDER. Ed Schuelke.

Ms. WATERS. Agreed with you basically, but the punishment now
does not seem to match the crime, prosecutorial misconduct. And
a lot of people are wondering how does the Office of Professional
Responsibility literally dispute the seriousness of the withholding
of the exculpatory evidence? How do you account for that?

Attorney General HOLDER. I wouldn’t agree that they don’t take
it seriously. Mr. Schuelke, who I know and respect as a good law-
yer, came up with a report and said that he thought the material
was withheld intentionally. The OPR report, which was about 700
pages long, says the information was withheld, but says it was
done recklessly, not intentionally. And it was on that basis that the
OPR recommendation was made as to what the appropriate sanc-
tion was.

Mr. Schuelke never made a recommendation as to what he
thought the appropriate sanction should be, because I think, as
Judge Sullivan said, there was not an order that he could actually
point to so that he could find contempt or something like that.

So I think that is the difference between the Schuelke report and
the OPR report, the state of mind of the person who was engaged
who did not turn over the information, or people who didn’t turn
over the information.

Ms. WATERS. So in your opinion, do you believe that the rec-
ommendations for punishment by the Office of Professional Respon-
sibility, are those recommendations basically in line with the unin-
tentional withholding, or perhaps it could have been stronger?
What do you think?

Attorney General HOLDER. Well, I think it is appropriate for the
Attorney General not to comment on these determinations because
it is something that is not my responsibility to do. We put that in
the hands of the career people. We have a great OPR, great Office
of Professional Responsibility. We have a structure in place so that
people outside of OPR look at the findings of OPR and then make
a determination as to what the appropriate sanctions should be,
and the people who are political in nature are really insulated from
that process.
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Ms. WATERS. So I suppose what we can conclude is that you dis-
missed; you felt that the withholding of the information was seri-
ous enough to dismiss?

Attorney General HOLDER. Yes.

Ms. WATERS. And I asked, I think, earlier was there leaking of
information, was there sharing of information with others that it
should not have been shared with in addition to the withholding
of information?

Attorney General HOLDER. No. As I remember it, the concern
that I had was with the nonproviding of information that the de-
fense was entitled to. That was the concern that I had.

Ms. WATERS. And so clearly you addressed that concern, but,
again, after having addressed it, the Office of Professional Respon-
sibility had the responsibility to determine what the punishment
should be, and you have no hand in that; is that right?

Attorney General HOLDER. That is correct.

Ms. WATERS. Okay. Well, I just wanted to get on the record that
the withholding of the evidence was a serious matter, and that you
made a decision based on that.

Attorney General HOLDER. I would agree with you. Whether you
agree with Mr. Schuelke or OPR, whether it was intentional, or
reckless, negligent, it was serious and I think necessitated the dis-
missal of the case, which is what I did.

Ms. WATERS. Thank you very much.

I yield back the balance of my time.

Mr. SmiTH. Thank you, Ms. Waters.

Does the gentleman from Virginia Mr. Scott have a unanimous
consent request?

Mr. Scott. Yes, thank you, Mr. Chairman.

Mr. Chairman, I ask unanimous consent to enter into the record
letters from the National Organization for Black Law Enforcement
Executives, City of Philadelphia Police Department, Boston Police
Department, and Association of Prosecuting Attorneys on behalf of
the Attorney General; and also a copy of the draft contempt cita-
tion—we were questioning what had been asked for—draft con-
tempt citation offered by the Committee on Oversight and Govern-
ment Reform, which says in part, “The wiretap applications docu-
ment extensive involvement of the Criminal Division in Fast and
Furious, yet the Department of Justice has failed to produce them
in response to the Committee’s subpoena,” so that we know exactly
what was asked for.

Mr. SmiTH. Without objection, those documents will be made a
part of the record.

[The information referred to follows:]
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Office of the Police Commissioner 1 Schroeder F‘Iozc, Bostan, MA 02120-2014

May 10, 2012
The Honorable Patrick Leahy
United States Senate
437 Russell Senate Building
Washington, DC, 20515
The Honorable Darrell Issa The Honorable Lamar Smith
U.S. House of Representatives U.5. House of Representatives
2409 Rayburn House Office Building 2409 Raybum House Office Building

Dear Chairman Leahy, Chairman Smith, and Chairman Issa:

As a member of the Major Cities Chiefs Association I am writing to express my strong
support for Attorney General Eric Holder and the progress that has been made on behalf of law
enforcement under his leadership of the Department of Justice, We are extremely concerned
about threats to find the Attomey General in contempt of Congress in part for his commitment to
protecting information related to ongoing criminal investigations from public disclosure.

We urge you to consider the pressing matters that Americans are confronting each and
every day. In our cities, crime prevention and suppression are our highest priorities and our
efforts have been aided by Attomey General Holder’s unwavering support for our departments
and our officers. The Department of Justice under Attorney General Holder has prioritized
support for state and local law enforcernent through improvements in the COPS Hiring Program,
the Attorney General’s Officer Safety Initiative and the VALOR Program, These programs
ensure that our departments and officers receive the federal support that we need in order to keep
our cornmunities safe,

The ongoing Congressional inquiry to determine the facts in a tragically flawed
operation, spanning at least two Administrations is understandable. The inquiry, however, has
also distracted the Department of Justice in its efforts to assist state and local law enforcement -~
particularly in the area of viclent crime prevention and suppression. This causes us deep
concem. Therefore, we ask that you respect the Department’s tradition of withholding
information related to ongoing law enforcement operations, rather than seeking to cite Attorney
General Holder for conternpt for standing up for this important principle.

Sincerely,

Polise Commissioner
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Further, it is common practice for prosecutors to refuse to disclose the identity of their
informants as well as the identity and whereabouts of key witnesses who are likely to be
executed by the accused or his criminal enterprise. Every effort is made by prosecutors
to comply with criminal discovery yet ensure the legal protections our justice system
affords.

Therefore, in cases where witnesses may be intimidated by Mexican drug cartels, where
informants may be compromised (thereby jeopardizing ongeing criminal investigations
and prosecutions, ag well as future leads), and where releasing photogiaphs and other
sensitive information may hinder prosecutors’ ability to proceed in a current criminal trial
or be unable to file future cases, it is logical to delay release of information until all of the
related investigations are closed and related cases have been finally adjudicated.’ Not
only is it necessary, we have been provided the legal basis that it is indeed against the law
to disclose core investigative materials, such as transcripts of grand jury proceedings and
wiretap applications, from ongoing criminal investigations and pmsecutions.z Asa
former California prosecutor, T am fully aware that ethical prosecutors are prevented from
publically releasing evidence pre-trial. This preclusion includes information concerning
confidential informants, photographs, and wiretaps. Prosecutors are only allowed to
release the name of the accused, the charges and the maximum penalty.” They are
forbidden to discuss the evidence or provide information which is not contained in the
charging document or included in a public record. The discussion about the case, the
investigation, and other critninal acts by the accused is only proper after verdict and
sentencing.

As prosecutors, we are accustomed to doing the public’s business in the public,
Prosecutors’ offices throughout the country respond to requests for information, hold
press conferences, testify before grand jurics and appear before committees and
commissions. It is important that those with oversight responsibility are fully informead
as to the basis for the actions of the public prosecutor’s oftice. However, since
“providing open investigative files in response to a congressional subpoena could give
rise to a claim, by defense counsel or others, of improper congressional influence over the
criminal justice process . .. | we at the APA encourage congress to delay thosc aspects
of its investigation that necessitate disclosure of trial-related documents until all related
investigations and prosecufions have been finally adjudicated.

! See Letter from James M. Cole, Deputy Attorngy General, to Darrell F. Issa, Chairman, Committes on
Oversight and Government Reform (May 15, 2012), at 1.
PId at5.
3 Ag the Terry trial is set to commence in California, federal prosecutors are bound to California’s
rules of ethics. 28 CFR 77.2. (“In all criminal investigations and prosecutions . . . attorneys for the
government shall conform their conduct and activities to the state rules and laws . .. governing
attorpeys in each State where such attorney engages in that attorney's duties, to:the sama extent and
in the same manner as other attorneys in that State.”)
*1etter from Janet Reno, Attorney General, to Omrin Hateh, Chairman, Commitiee on the Judiciary (May
17, 2600},

Our mission is to support and enhance the effectiveness of prosecutors in their efforts

fo create safer communities.
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Thank you for your consideration of this important matter and please feel free to contact
me or my stafl if we may be of any assistance.

“David LaBahn
President and CEQ

Our mission is fo support and eabience the effeciiveness of prosecutors in their efforis
i create sqfer communities.

Mr. SmiTH. The gentleman from Arizona Mr. Franks is recog-
nized for questions.

Mr. FRANKS. Well, thank you, Mr. Chairman.

Thank you, General.
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Mr. Holder, on April 27, 2011, Members of this Committee asked
you to give us information surrounding the decision by Justice to
forego prosecution of the unindicted coconspirators in the Holy
Land Foundation case. This is the largest terrorism finance case,
of course, in U.S. history. You refused to comply with this request,
and you still have not produced, or you are still not prosecuting de-
spite there being what many consider to be a mountain of evidence
against these Jihadist groups, at least one of which now says it is
working inside your agency to help advise on the purge of
counterterrorism training materials.

We are told that this mountain of evidence which outlines the
Jihadist network within the United States amounts to 80 bankers’
boxes full of documents. This evidence was turned over to the
court, and much of it was given to the Jihadist defense lawyers.

Members of this Committee and other Committees would like to
review this evidence, whether it has to be on a classified basis or
not. Would you commit today to give us and provide us with those
documents which comprised the government’s case in the Holy
Land Foundation trial?

Attorney General HOLDER. It is hard for me to answer that ques-
tion. I don’t know

Mr. FRANKS. No, it is not to answer, it is just will you, or will
you not.

Attorney General HOLDER. I don’t know what the nature of the
evidence is. I don’t know if it is grand jury material, I don’t know
if it is wiretap information. There are a variety of things that I
would have to look at.

I can certainly take your request, and we can check to see what
the nature of the evidence is and make a determination about
whether it is appropriate for that material to be reviewed. I just
don’t know.

Mr. FRANKS. Well, we made the request on April 27 of last year,
and so far it hasn’t happened. So I would like to make the request.
And would you give us your best efforts basis that—your good-faith
effort that you would give that information to us if you can do so?

Attorney General HOLDER. I will certainly make a good-faith ef-
fort to look at the request that you have made and see whether or
not it can be complied with.

Mr. FRANKS. Well, I guess I would hope that you would also give
?s some explanation as to why the request has been ignored thus
ar.

Let me shift gears on you here. It has been reported that mul-
tiple agencies, including the FBI, are now purging counterterrorism
training materials of information outside groups might find offen-
sive, including discussion of things as fundamental as that, quote,
“al Qaeda is a group that endorses violent ideology that should be
examined,” unquote. That is one example.

Per the new guidelines FBI agents may no longer discuss this in
their training sessions because it offends some people, and it has
been purged. And this strikes me as the sacrificing of vital national
security, the muzzling of our national security apparatus on the
altar of political correctness. And this concern, I think, General,
seems warranted given that the bipartisan Senate report on the
Fort Hood massacre, to quote them, “the worst terrorist attack on
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U.S. soil since 9/11,” found that, quote, “political correctness inhib-
ited officials from taking actions that could have stopped the at-
tack.”

Now, members of multiple Committees are now investigating.
Has anyone inside your agency coordinated with any other Federal
agencies such as DOD, DHS or the Department of State to carry
out this review of counterterrorism training materials?

Attorney General HOLDER. Well, let me say first off that the deci-
sions that were made by the FBI with regard to what use would
be made of certain materials is not based on political correctness
or whether or not something is offensive. The search was for mate-
rials that were simply incorrect, that stated—had assertions about
particular things that were simply wrong, and we didn’t think that
was appropriate to be included in the training materials.

Bob Mueller has taken this very seriously. But I can tell you, if
anybody knows Bob Mueller, he is not making the determinations
on the basis of what is either offensive or politically correct. That
is not the driver in this attempt to make sure that our training ma-
terials are accurate.

Mr. FRANKS. So has anyone inside your agency coordinated this
effort such as it is, whatever it might be, with DOD, or DHS or the
State Department?

Attorney General HOLDER. Well, I am not sure that we nec-
essarily have to. We obviously interact with our partners all the
time in a variety of ways. The Deputy Attorney General issued
some guiding principles to all DOJ component heads and U.S. At-
torneys to make sure that these training materials were accurate.

We interact with our partners all the time, and it is on that
basis, among other things, that we have an ability to decide what
materials are accurate.

Mr. FRANKS. Well, it is one of two things. Either your position
is that no one in your agency has spoken with or met with other
agencies or the White House in carrying out this purge of vital
counterterrorism materials, or they have. And if they have, who di-
rected that these agencies in general to purge these materials? And
what outside groups are advising the Department on the issue?

Attorney General HOLDER. This is an internal process being done
by members of the FBI, members of the Justice Department who
are steeped in this——

Mr. FRANKS. Can you tell us what outside groups are advising
you on this process?

Attorney General HOLDER. This is something that is being run
primarily out of the FBI. I mean, to the extent there are outsiders
who are involved, who we are trying to interact with, perhaps we
can try to get you those names.

Mr. FrANKS. I will leave it right there. I just respectfully offi-
cially ask you to give us the list of who the outside groups are that
are working with you on the process, because one of them is a
Jihadist group that says they are working with you on it. And I
just want to make that——

Attorney General HOLDER. I don’t believe that exactly. But I will
relay the request to the FBI.

Mr. FRANKS. All right. Thank you, Mr. Chairman.

Mr. SmiTH. Thank you, Mr. Franks.
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The gentleman from Illinois Mr. Quigley is recognized for ques-
tions.

Mr. QUIGLEY. Thank you so much, Mr. Chairman.

Sir, it is, as you know, very hard to minimize or diminish the
tragedy that is Fast and Furious, a horribly ill-conceived program
that led to the loss of life of an agent, endangered others. And as
you agree, there must be a continued thorough, independent inves-
tigation. Justice must be done; corrections must be made, and I be-
lieve have been made.

But with the greatest respect, I would say that I believe that the
effort here has become politically motivated in an attempt to em-
barrass the Administration, and that diminishes the process. The
operative phrase that comes to mind since “bad witness” has been
used is “Pay no attention to the man behind the curtain.”

Mr. Attorney General, welcome to Oz. Pay no attention to the
fact that this process began under a previous Administration. Pay
no attention that the agencies lack sufficient resources. Pay no at-
tention that the head of the ATF hasn’t been allowed to be ap-
pointed. Pay no attention that the laws are inadequate to protect
agents and citizens on both sides of the border; even more specifi-
cally that in Arizona any citizen may purchase an unlimited num-
ber of AK-47s and transfer them within the State in private sales;
that Special Agent Peter Forcelli in the Phoenix Field Division tes-
tified at a pervious hearing that as it relates to straw purchasers
and punishments, he used the expression, quote, “Some people
view this as no more consequential than doing 65 in a 55.”

And as it relates to the gun show loophole, we recognize the
fact—and others would ask you to pay no attention—you can buy
any type of gun you want without any background check. You could
be adjudicated as dangerously mentally ill, you could be a felon,
you could be on your third order of protection, you could be on a
terrorist watch list, and you can buy what you want.

In terms of resources, the Washington Post said in 2010 the ATF
has the same number of agents it had in 1970, while the FBI has
grown by 50 percent and DEA by 233 percent. I am glad those
agencies got the growth they need because they make us safer, but
ATF does as well.

And finally, pay no attention to the fact that Special Agent Peter
Forcelli of the ATF said, I have less than 100 agents assigned to
the entire State of Arizona. That is 114,000 square miles. Do we
have the resources? No, we don’t. End of quote: We desperately
need them.

So, Mr. Attorney General, life is unfortunately, even after trag-
edy, is about moving on. I ask you in a perfect world what other
situations and resources that you and other agencies have to com-
bat the threats that are still going on, the fact that people are still
dying from gun violence in the border area?

Attorney General HOLDER. Yeah, it is an issue that we have to
confront. Recent studies have shown that of the 94,000 guns that
were seized in Mexico, 64,000 of those guns can be traced back to
the United States.

I think there are a number of steps that Congress could take to
help us in connection with this fight. We need a comprehensive
firearms-trafficking statute. We need tougher sentences for straw
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purchasers, so you don’t have that 65-, 55-mile-an-hour thought.
We need to give ATF the resources that it needs. In fiscal year
2011, Congress cut our request for 14 project gunrunner teams in
half. It decreases our capacity to do these kinds of things. And I
think that Congress should not attempt to block the long gun re-
porting requirement that has recently been upheld by a Federal
court that would require somebody buying multiple AK-47s over a
5-day period to have that information simply shared with the ATF.
That is a valuable intelligence tool and has helped us while it has
been in place in only four border States to develop leads and deal
with the situations that you have described.

Mr. QUIGLEY. If I might switch gears briefly, I come from Illinois,
I come from Chicago. It is important to recognize the gentleman
stepping down from the attorney general’s position in Chicago has
left an extraordinary legacy. I want to commend his efforts, and I
will give you the opportunity to do the same if you will.

Attorney General HOLDER. I have known Pat Fitzgerald since he
was a line lawyer in the Southern District of New York and work-
ing on really consequential and important terrorism cases. I ad-
mired his work then. He has been an outstanding U.S. Attorney in
two Administrations. He is a true patriot. He has been a great U.S.
Attorney. He has focused on public corruption matters as well as
national security matters. He has, in fact, been a model U.S. Attor-
ney and somebody who is going to be sorely missed by us in the
Justice Department.

Mr. QUIGLEY. Thank you, sir.

I yield back.

Mr. SMITH. Thank you, Mr. Quigley.

The gentlelady from Texas Ms. Jackson Lee is recognized for a
unanimous consent request.

Ms. JACKSON LEE. Mr. Chairman, thank you for your courtesies.

Unanimous consent to submit into the record a report of the mi-
nority staff of the Oversight and Government Reform dealing with
Fast and Furious. I ask unanimous consent a statement on the
draft contempt citation of the oversight committee, a letter regard-
ing the purging of voters, and a letter regarding race-based juries.
I ask unanimous consent to submit it into the record.

Mr. IssA. Reserving the right to object.

Mr. SMITH. The gentleman reserves the right to object and can
be heard on his objection.

Mr. IssA. I have no objections to the latter material, but in the
case of the former material, I would ask unanimous consent that
if we are going to enter one side of any document from another
Committee if you want it into the record, that corresponding docu-
ments be allowed to be paired in so as to give a complete report.

Mr. SmiTH. Without objection, the documents mentioned by the
gentlewoman

Ms. JACKSON LEE. And I have no objection.

Mr. SMITH [continuing]. From Texas will be made a part of the
record, and the documents referred to by the gentleman from Cali-
fornia will be made a part of the record.

[The information referred to follows:]
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Material submitted by the Honorable Sheila Jackson Lee
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ONE HUNDRED TWELFTH CONGRESS

Eongress of the Tnited States

Hhouge of Representatives
CORMITFEE ON OVERSIGHT AND GOVERNIENT AEFORM
2157 BavBuRn House Orres BunmiG
WasHinaTon, DG 20515-5143

January 30, 2012
Dear Membirs of the Cotmmitfee on Oversight and Government Reform:

On December 15, 2010, Brian Terry, an Agent in an elite Customs and Border Protection
tactical unit, was killed in a gunfight 18 miles from the Mexican border. Two AK-47 variant
assault rifles found at the scene were traced back to purchases by one of the targets of an
investigation called Operation Fast and Furious being conducted by the Bureau of Alcohol,
Tobacco, Firearms and Explosives (ATF). When he purchased these weapons, the target had
already been identified as a suspected straw purchaser involved with a large network of firearrris
traffickers illegally smuggling guns to deadly Mexican drug cartels. Despite knowing about
hundreds of similar purchases over a year-long period, ATF interdicted only a small number of
firearms and delayed making arrests.

Last June, I pledged to Agent Terry’s family that I would try to find out what led to this
operation that allowed hundreds of firearms to be released into communities on both sides of the
border. Following the Committee’s year-long investigation of this matter, I directed my staff to
compile this report to provide some of those answers. [ instructed them to focus on the facts we
have discovered rather than the heated and sometimes inaccurate rhetoric that has characterized
much of this investigation. '

As a result, this report tells the story of how misguided gunwalking operations originated
in 2006 as ATF’s Phoenix Field Division devised a strategy to forgo prosecutions against low-
level straw purchasers while they attempted to build bigger charges against higher-level cartel
members. Unfortunately, this strategy failed to include sufficient operational controls to stop
these dangerous weapons from getting into the hands of violent criminals, creating a danger to
public safety on both sides of the border.

The report describes how, rather than halting this operation after its flaws became evident,
ATF's Phoenix Field Division launched several similarly reckless operations over the course of
several years, also with tragic resuits. Operation Fast and Furious was the fourth in a series of
operations in which gunwalking —the non-interdiction of illegally purchased firearms that could
and should be seized by law enforcement—occurred since 2006.

This report also details complaints by ATF line agenis and senior officials in Washington,
who told the Committec that these failures were aggravated and compounded by the Arizona
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U.5. Attorney’s Office, which failed to aggressively prosecute firearms trafficking cases, and
Federal courts in Arizona, which showed leniency toward the trafficking networks that fuel armed
violence in Mexico.

This report debunks many unsubstantiated conspiracy theories. Contrary to repeated
claims by some, the Comumittee has obtained no evidence that Operation Fast and Furious was
a politically-motivated operation conceived and directed by high-level Obama Administration
political appointees at the Department of Justice. The documents obtained and interviews
conducted by the Committee indicate that it was the latest in a series of reckless and fatally
flawed operations run by ATF’s Phoenix Field Division during both the previous and current
administrations.

Although this report provides a great amount of detail about what we have learned to date,
it has several shor tcomings. Despite requests from me and others, the Committee never held a
hearing or even conducted an interview with former Attorney General Michael Mukasey. The
Cominittee obtained documents indicating that in 2007 he was personally informed about the
failure of previous law enforcement operations involving the illegal smuggling of weapons into
Mexico, and that he received a proposal to expand these operations. Since the Committee failed to
speak with Mr. Mukasey, we do not have the benefit of his input about why these cperations were
allowed to continue after he was given this information,

The Committee also rejected my request to hold a public hearing with Kenneth Melson, the
former Acting Director of ATF, the agency primarily responsible for these operations. Although
Committee staff conducted an interview with Mr. Melson, the public has not had an opportunity
to hear his explanations for why these operations continued for so many years without adequate
oversight from ATF headquarters.

Asg its title indicates, the Committee on Oversight and Government Reform has two
primary imissions. Not only are we charged with conducting oversight of programs to root out
waste, fraud, and abuse, but we are also responsible for reforming these programs to ensure that
government works more effectively and efficiently for the American people. For these reasons,
this report sets forth constructive recommendations intended to address specific problems
identified during the course of this investigation.

Abaove all, in offering this report and these recommendations, I recognize and commend the
contributions of hundreds of thousands of law enforcement agents across our government who
risk their lives on a daily basis in the pursuit of public safety and in defense of this nation,

Sincerely,
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On December 15, 2010, Customs and Border Protection Agent Brian Terry
was killed in a gunfight in Arizona, and two AK-47 variant assault rifles found at
the scene were traced back to purchases by one of the targets of an investigation
called Operation Fast and Furious being conducted by the Bureau of Alcohal,
Tobacco, Firearms, and Explosives (ATF). The target already had been identified as
a suspected straw purchaser involved with a large network of firearms traffickers
smuggling guns to deadly Mexican drug cartels.

At the request of the Committee’s Ranking Member, Rep. Elijah E. Cummings,
this report describes the results of the Committee’s year-long investigation into the
actions and circumstances that led to this operation.

The report finds that gunwalking operations originated as early as 2006
as agents in the Phoenix Field Division of ATF devised a strategy to forgo arrests
against low-level straw purchasers while they attempted to build bigger cases
against higher-level trafficking organizers and financiers. Rather than halting
operations after flaws became evident, they launched several similarly reckless
operations over the course of several years, also with tragic results. Each
investigation involved various incarnations of the same activity: agents were
contemporaneously aware of illegal firearms purchases, they did not typically
interdict weapons or arrest straw purchasers, and firearms ended up in the hands of
criminals on both sides of the border.

Operation Wide Receiver (2006-2007)

In 2006, ATF agents in Phoenix initiated Operation Wide Receiver with
the cooperation of a local gun dealer. For months, ATF agents watched in real-
time as traffickers purchased guns and drove them across the border into Mexico.
According to William Newell, the Special Agent in Charge of the Phoenix Field
Division, these suspects told the gun dealer that the “firearms are going to his boss
in Tijuana, Mexico where some are given out as gifts.” Although ATF officials
believed they had sufficient evidence to arrest and charge these suspects, they
instead continued surveillance to identify additional charges. As one agent said at
the time, “we want it all.”

Paul Charlton, then the U.S. Attorney in Phoenix, was informed that
firearms were “currently being released into the cormmunity,” and he was asked
for his position on allowing an “indeterminate number” of additional firearms to
be “released into the community, and possibly into Mexico, without any further

-1-
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ability by the U.5. Government to control their movement or future use.” As his
subordinate stated, “[tjhis is obviously a call that needs to be made by you Paul.”

Over the next year, ATF agents in Phoenix went forward with plans to
observe or facilitate hundreds of suspected straw firearm purchases. In 2007, a year
after the investigation began, ATF initiated attempts to coordinate with Mexican
officials. After numerous attempts at cross-border interdiction failed, however, the
lead ATF case agent for Operation Wide Receiver concluded: “We have reached that
stage where I am no longer comfortable allowing additional firearms to ‘walk’.”

In late 2007, the operational phase of Operation Wide Receiver was
terminated, and the case sat idle for two years. When a Justice Department
prosecutor reviewed the file in 2009, she quickly recognized that “a lot of guns seem
to have gone to Mexico” and “a lot of those guns ‘walked’.” The defendants were
indicted in 2010 after trafficking more than 450 firearms.

The Hernandez Case (2007)

ATF agents in Phoenix attempted a second operation in 2007 after identifying
Fidel Hernandez and several alleged co-conspirators who “purchased over two
hundred firearms” and were “believed to be transporting them into Mexico,”

After being informed of several failed attempts at coordinating with Mexican
authorities, William Hoover, then ATF’s Assistant Director of Field Operations,
temporarily halted operations, writing:

1 do not want any firearms to go South until further notice. I expect

a full briefing paper on my desk Tuesday morning from SAC Newell
with every question answered. Iwill not allow this case to go forward
until we have written documentation from the U.5. Attorney’s Office
re full and complete buy in. 1 do not want anyone briefed on this case
until I approve the information. This includes anyone in Mexico.

In response, Special Agent in Charge Newell wrote to another ATF official,
“I'm so frustrated with this whole mess I'm shutting the case down and any further
attempts to do something similar.” Nevertheless, ATF operational plans show that
additional controlled deliveries were planned for October and November of that
year.

In the midst of these operations, Atiorney General Michael Mukasey received
a briefing paper on November 16, 2007, in preparation for a meeting with the
Mexican Attorney General. It stated that “ATF would like to expand the possibility
of such joint investigations and controlled deliveries—since only then will it be
possible to investigate an entire smuggling network, rather than arresting simply a
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single smuggler.” The briefing paper alsc warned, however, that “the first attempts
at this controlled delivery have not been successful.” Ten days later, ATF agents
planned another operation in coordination with Mexico, again without success.

Hernandez and his co-conspirators, who had purchased more than 200
firearms, were arrested in Nogales, Arizona on November 27, 2007, while attempting
to cross the border into Mexico. They were brought to trial in 2009, but acquitted
after prosecutors were unable to obtain the cooperation of the Mexican law
enforcement officials who had recovered the firearms.

The Medrano Case (2008)

In 2008, ATF agents in Phoenix began investigating a straw purchasing
network led by Alejandro Medrano. Throughout 2008, ATF agents were aware that
Medrano and his associates were making illegal firearms purchases from the same
gun dealer who cooperated with ATF in Operation Wide Receiver.

An ATF Operational Plan describes an instance on June 17, 2008, in which
agents watched Medrano and an associate illegally purchase fircarms and Ioad
them into a car bound for Mexico. According to the document, "Agents observed
both subjects place the firearms in the backseat and trunk,” and then “surveilled the
vehicle to Douglas, AZ where it crossed into Mexico.”

Agents from U.S. Immigration and Customs Enforcement (ICE) balked
when they learned about these tactics. After an interagency planning meeting in
August 2008, the head of ICE's Arizona office wrote to ATF Special Agent in Charge
Newell that, although ICE agents “left that meeting with the understanding that
any weapons that were followed to the border would be seized,” ATF agents later
informed them that “weapons would be allowed to go into Mexico for further
surveillance by LEAs [law enforcement agents] there.”

On December 10, 2008, Federal prosecutors filed a criminal complaint
that appears to confirm that ATF agents watched as Medrano and his associates
smuggled firearms into Mexico. Describing the incident on June 17, 2008, for
example, the complaint asserts that the suspects “both entered into Mexico with at
least the six (6) .223 caliber rifles in the vehicle.” Medrano and his associates were
sentenced to multi-year prison terms after trafficking more than 100 firearms to a
Mexican drug cartel.

Operation Fast and Furious (2009-2010)

In Operation Fast and Furious, ATF agents in Phoenix utilized gunwalking
tactics that were similar to previous operations. In October 2009, ATF agents had
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identified a sizable network of straw purchasers they believed were trafficking
military-grade assault weapons to Mexican drug cartels. By December, they had
identified more than 20 suspected straw purchasers who “had purchased in excess
of 650 firearms.”

Despite this evidence, the ATF agents and the lead prosecutor in the case
believed they did not have probable cause to arrest any of the straw purchasers. As
the lead prosecutor wrote: “We have reviewed the available evidence thus far and
agree that we do not have any chargeable offenses against any of the players,”

In January 2010, ATF agents and the U.S. Attorney’s Office agreed on a
strategy to build a bigger case and to forgo taking down individual members of the
straw purchaser network. The lead prosecutor presented this broader approach in
a memo that was sent to U.S, Attorney Dennis Burke. The memo noted that “there
may be pressure from ATF headquarters to immediately contact identifiable straw
purchasers just to see if this develops any indictable cases and to stem the flow of
guns.” In the absence of probable cause, however, the U.S. Attormey agreed that
they should “[hjold out for bigger.” Over the next six months, agents tried to build a
bigger case with wiretaps while making no arrests and few interdictions.

After receiving a briefing on Operation Fast and Furious in March 2010, ATF
Deputy Director William Hoover became concerned about the number of firearms
involved in the case. Although he told Committee staff that he was not aware of
gunwalking, he ordered an “exit strategy” to take down the case and ready it for
indictment within 90 days. ATF field agents chafed against this directive, however,
and continued to facilitate suspect purchases for months in an effort to salvage the
broader goal of the investigation. The case was not indicted until January 2011, ten
months after Deputy Director Hoover directed that it be shut down.

No evidence that senior officials authorized gunwalking in Fast and
Furious

The documents obtained and interviews conducted by the Committee reflect
that Operation Fast and Furious was the latest in a series of fatally flawed operations
run by ATF agents in Phoenix and the Arizona U.S. Attorney’s Office. Far from a
strategy that was directed and planned by “the highest levels” of the Department
of Justice, as some have alleged, the Committee has obtained no evidence
that Operation Fast and Furious was conceived or directed by high-level political
appointees at Department of Justice headquarters.

ATF's former Acting Director, Kenneth Melson, and ATF’s Deputy Director,
William Hoover, told Committee staff that gunwalking violated agency doctrine,
that they did not approve it, and that they were not aware that ATF agents in
Phoenix were using the tactic in Operation Fast and Furious. They also stated that,
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because they did not know about the use of gunwalking in Operation Fast and
Furious, they never raised it up the chain of command to senior Justice Department
officials.

Apart from whether Mr. Hoover was aware of specific gunwalking allegations
in Operation Fast and Furious, it remains unclear why he failed to inform Acting
ATF Director Melson or senior Justice Department officials about his more general
concerns about Operation Fast and Furious or his March 2010 directive for an “exit
strategy.” During his interview with Committee staff, Mr. Hoover took substantial
personal responsibility for ATF’s actions, stating: “I have to take responsibility for
the mistakes that we made.”

Former Phoenix U.S. Attorney Dennis Burke told Committee staff that
although he received multiple briefings on Operation Fast and Furious, he did not
approve gunwalking, was not aware it was being used, and did not inform officials
in Washington about its use. He told Comunittee staff that, at the time he approved
the proposal for a broader strategy targeting cartel leaders instead of straw
purchasers, he had been informed that there was no probable cause to make any
arrests and that he had been under the impression that ATF agents were working
closely with Mexican officials to interdict weapons. Given the number of weapons
invelved in the operation, Mr. Burke stated that he “should have spent more time”
focusing on the case. He stated: “it should not have been done the way it was done,
and I want to take responsibility for that.”

Gary Grindler, the former Acting Deputy Attorney General, and Lanny
Breuer, the Assistant Attorney General for the Criminal Division, both stated that
neither ATF nor the U.S. Attorney’s Office ever brought to their attention concerns
about gunwalking in Operation Fast and Furious, and that, if they had been told,
they “would have stopped it.”

When allegations of gunwalking three vears earlier in Operation Wide
Receiver were brought to the attention of Mr. Breuer in 2010, he immediately
directed his deputy to share their concerns directly with ATF’s leadership. He
testified, however, that he regretted not raising these concerns directly with the
Attorney General or Deputy Attorney General, stating, “if I had known then what I
know now, I, of course, would have told the Deputy and the Attorney General.”

The Committee has obtained no evidence indicating that the Attorney General
authorized gunwalking or that he was aware of such allegations before they became ~
public. None of the 22 witnesses interviewed by the Committee claims to have
spoken with the Attorney General about the specific tactics employed in Operation
Fast and Furious prior to the public controversy.
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Testifying before the Senate Judiciary Committee, the Attorney General
stated:

This operation was flawed in its concept and flawed in its execution,
and unfortunately we will feel the effects for years to come as guns that
were lost during this operation continue to show up at crime scenes
both here and in Mexico. This should never have happened and it
must never happen again.

The strategy of forgoing immediate action in order to build a larger case is
common in many law enforcement investigations, and the Committee has obtained
nio evidence to suggest that ATF agents or prosecutors in Arizona acted with
anything but a sincere intent to stem illegal firearms trafficking.

Nevertheless, based on the evidence before the Committee, it is clear that ATF
agents in Phoenix and prosecutors in the Arizona U.S. Attormey’s Office embarked
on a deliberate strategy not to arrest suspected straw purchasers while they
attempted to make larger cases against higher-level targets. Although these officials
claimed they had no probable cause to arrest any straw purchasers at the time,
allowing hundreds of illegally purchased military-grade assault weapons to fall into
the hands of violent drug cartels over the course of five years created an obvious and
inexcusable threat to public safety on both sides of the border.
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Over the past year, the Committee has conducted an investigation into
firearms trafficking investigations run by the Phoenix Field Division of the Bureau
of Alcohol, Tobacco, Firearms and Explosives (ATF). This inquiry was originally
brought to the Committee’s attention by Senator Charles Grassley, the Ranking
Member of the Senate Judiciary Committee, who had asked ATF to respond to
allegations that agents had knowingly allowed the sale of firearms to suspected
straw purchasers during Operation Fast and Furious. The Committee has been
joined in its investigation by Majority and Minority staff of the Senate Judiciary
Committee.

To date, there have been nine congressional hearings relating to these topics;
including three before this Commiittee. Attorney General Eric Holder has agreed
to testify before the Committee on February 2, 2011. He has testified previously on
five other occasions regarding these issues, including before the Senate and House
Judiciary Committees in November and December 2011, respectively.

Committee staff have interviewed 22 witnesses from the ATF Phoenix Field
Division, the U.S. Attorney’s Office for the District of Arizona, ATF headquarters,
and the Department of Justice. Committee staff have also interviewed multiple
Federal firearms dealers. The Department has made numerous officials available
for briefings, transcribed interviews, and hearings, including the former Deputy
Attorney General, the Assistant Attorney General for the Criminal Division, the
Deputy Assistant Attorney General for the Criminal Division, and the U.S. Attorney
for the District of Atizona. The Department has also organized briefings during the
course of the investigation, incdluding with senior leaders from the Federal Bureau of
Investigation (FBI) and Drug Enforcement Agency (DEA).

In March 2011, the Committee sent letters to ATF and the Department of
Justice requesting documents and communications. Committee Chairman Darrell
Issa subsequently issued subpoenas for these documents in March and October
2011, and he has issued numerous document requests to other agencies, including
the FBI and DEA.

The Committee has now obtained more than 12,000 pages of internal emails,
reports, briefing papers, and other documents from various Federal agencies,
whistleblowers, firearms dealers, and other parties. The Department of Justice has
produced approximately 6,000 pages of documents to the Committee, including
sensitive law enforcement materials related to the pending prosecution of the
defendants in the underlying Fast and Furious case.
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The Department has declined to produce some documents, including “reports
of investigation” and prosecutorial memoranda in the underlying cases. The
Department has stated that providing these particular documents at this time could
compromise the prosecution of 20 firearms trafficking defendants scheduled for trial
in September. In addition, the Department has not provided documents related
to its internal deliberations about responding to this congressional investigation,
with the exception of documents and correspondence related to the drafting of
the February 4, 2011, letter to Senator Grassley, which the Department formally
withdrew on December 2, 2011. The Deputy Attorney General explained this policy
in a letter to the Committee:

The Department has a long-held view, shared by Administrations of
both political parties, that congressional requests seeking information
about the Executive Branch’s deliberations in responding to
congressional requests implicate significant confidentiality interests
grounded in the separation of powers under the U.S. Constitution.!

The letter stated that the Department made an exception to this policy
and provided documents relating to the drafting of the February 4 letter because
Congress had unique equities in understanding how inaccurate information had
been relayed to it.2

On November 4, 2011, Ranking Member Elijah Cummings requested a
hearing with former Attorney General Michael Mukasey in light of documents
obtained by the Committee indicating that the former Attorney General was briefed
in 2007 on an unsuccessful coordinated delivery operation, as well as a proposal to
expand such operations in the future. Ranking Member Cummings wrote:

Given the significant questions raised by the disclosures in these
documents, our Committee’s investigation will not be viewed as
credible, even-handed, or complete unless we hear directly from
Attorney General Mukasey.?

The Committee has not held a hearing with Mr. Mukasey, nor has it
conducted an interview with him, depriving the Committee of important
information directly relevant to the origin of these operations.

In addition, on October 28, 2011, Ranking Member Cummings requested a
public hearing with Kenneth Melson, the former Acting Director of ATF. He wrote:

Since the Attorney General has now agreed to appear before Congress
in December, [ believe Members also deserve an opportunity to
question Mr, Melson directly, especially since he headed the agency
responsible for Operation Fast and Furious.*
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Congress that, of the 75,000 guns and assault weapons recovered in Mexico over the
past three years, more than 80% were traced back to the United States.®

ATF is the primary U.5. law enforcement agency charged with combating
firearms trafficking from the United States to Mexico. ATF enforces Federal firearms
laws and regulates the sale of guns by the firearms industry under the Gun Control |
Act of 1968."! ATF reports to the Attorney General through the Office of the Deputy
Attorney General.? ATF is organized into 25 Field Divisions led by Special Agents
in Charge who are responsible for multiple offices within their jurisdiction.”® In
Phoenix, the Special Agent in Charge is currently responsible for offices in Phoenix,
Flagstaff, Tucson, and Yuma, Arizona, as well as Albuquerque, Las Cruces, and
Roswell, New Mexico. "

The U.5. Attorney for the District of Arizona is the chief Federal law
enforcement officer in the State of Arizona. The District of Arizona has
approximately 170 Assistant United States Attorneys and approximately 140 support
staff members split equally between offices in Phoenix and Tucson.’® As part of its
responsibilities, the U.S Attorney’s Office has primary responsibility for prosecuting
criminal cases against individuals who violate Federal firearms trafficking laws in its
region.'®

Attorneys from the Department’s Criminal Division in Washington, D.C.
serve as legal experts on firearms-related issues and assist in prosecuting some
firearms trafficking cases.”” In addition to developing and implementing strategies
to attack firearms trafficking networks, Criminal Division attorneys occasionally
assist the U.5. Attorneys’ offices in prosecuting firearms trafficking cases.’®

In 2006, ATF implemented a nationwide program called Project Gunrunner
to attack the problem of gun trafficking to Mexico.” Project Gunrunner is part of
the Department's broader Southwest Border Initiative, which seeks to reduce cross-
border drug and firearms trafficking and the high level of viclence associated with
these activities on both sides of the border.?

In June 2007, ATF published a strategy document outlining the four key
components to Project Gunrunner: the expansion of gun tracing in Mexico,
international coordination, domestic activities, and intelligence. In implementing
Project Gunrunner, ATF has focused resources on the four Southwest Border States.
Additionally, Attorney General Holder has testified that, since his confirmation in
2009, the Department of Justice has made combating firearms trafficking to Mexico a
top priority.”!

In November 2010, the Department of Justice Inspector General issued a

report examining the effectiveness of Project Gunrunner in stopping the illicit
trafficking of guns from the United States to Mexico. The Inspector General found
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Although the operational phase of the investigation ended in 2007, the case
was not prosecuted for more than two years, during which time no arrests were
made and the known straw purchasers remained at large. A prosecutor from the
Criminal Division of the Department of Justice who was assigned to Operation Wide
Receiver in 2009 and reviewed the case file raised concerns that many guns had
“walked” to Mexico.

ATF-Phoenix monitered gun dealer selling to straw buyers

In March 2006, ATF-Phoenix agents received a tip from a Federal Firearms
Licensee (FFL) in Tucson, Arizona, that a suspected straw purchaser had purchased
six AR-15 lower receivers and placed an order for 20 additional lower receivers.®
The agents opened an investigation of the purchaser because the nature of the
transaction suggested a possible connection to illegal firearms trafficking.”

Some military-style firearms consist of an upper and lower receiver, with the
lower receiver housing the trigger mechanism, and the upper receiver including
the barrel of the firearm. According to a memorandum from the U.S. Attorney’s
Office, ATF had information that the suspects were obtaining both receivers and
assembling them to create illegal firearms.® The firearms were illegal because the
barrels were 10.5 inches in length, and rifles with barrels shorter than 16 inches must
be registered and licensed with ATE.”

According to summaries prepared subsequently by a Department of Justice
attorney prosecuting the case, “The FFL agreed to work with ATF to target the
persons who were interested in purchasing large quantities of lower receivers
for AR-15s.” Specifically, “The FFL agreed to consensual recordings both of the
purchases and phone calls.” Soon thereafter, ATF-Phoenix briefed prosecutors
in the Arizona U.S. Attorney’s Office that several suspicious individuals were
purchasing “large quantities of lower receivers” from a Tucson FFL.3

In a June 22, 2006, memorandum, the Special Agent in Charge of ATF-Phoenix
explained that the three suspects in the case had purchased a total of 126 AR-15
lower receivers. According to the memo, one of the suspected straw purchasers
“advised the CS [confidential source] that he takes the firearms to a machine shop
at or near Phoenix, AZ and they are converted into machine guns.” The ATF agents
also suspected that these firearms were making their way to Mexico and into the
hands of a dangerous drug cartel. Specifically, the Special Agent in Charge wrote
that, “ATF just recently tracked the vehicle to Tijuana, Mexico,”and one suspected
straw purchaser “stated that these straw purchased firearms are going to his boss in
Tijuana, Mexico where some are given out as gifts.”®

ATF agents learned that the suspected straw purchasers were seeking a new
supplier of upper receivers:
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The purchasers have asked the FFL to provide the uppers to them as
well, indicating that they are not pleased with their current source

for the uppers. The FFL has expressed reluctance to the purchasers
regarding selling them both the lowers and the 10.5 inch uppers, as
that would look very suspicious as if he was actually providing them
with an illegal firearm, The purchasers are well aware that it is illegal
to place a 10.5 inch upper on the lowers they are purchasing from the
FFL. The FFL has indicated that he could try to find another 3rd party
source of uppers for the purchasers.®

According to legal research provided by ATF counsel to attorneys in the U.S.
Attorney’s Office, it is illegal to possess both the upper and lower receivers, even if
they are not assembled: “The possessor does not have to assemble the lower and the
upper so long as the firearm is in actual or constructive possession of the offender,
and can be ‘readily restored’ to fire.”*

Despite evidence that the suspects illegally possessed both upper and lower
receivers, were assembling them, and were transporting them to Mexico, ATF
did not arrest the suspects. On March 31, 2006, the Resident Agent in Charge of
the Tucson office—a local office that reports to the Special Agent in Charge of the
Phoenix Field Division—wrote an email explaining that they had enough evidence
to arrest the suspects, but that they were waiting to build a bigger case. He wrote:

We have two AUSA assigned to this matter, and the USAQO @ Tucson
is prepared to issue Search and Arrest Warrants. We already have
enough for the 371 and 922 a6 charges, but we want the Title I
manufacturing and distribution pieces also—we want it all.®

ATF-Phoenix sought U.S. Atterney’s approval to walk guns

The evidence indicates that, rather than arrest the straw buyers, the ATF
Phoenix Field Division sought the approval of the U.S. Attorney’s Office to let the
guns walk in June 2006. The prosecutors handling the case wrote 2 memorandum to
Paul Charlton, U.S. Attorney for the District of Arizona, which cutlined the request.
They wrote:

ATF is interested in introducing a CI [confidential informant] to act

as this source of uppers. This would further the investigation in that

it would provide more solid evidence that the purchasers are in fact
placing illegal length uppers on the lowers that they are purchasing
from the currently-involved FFL. It may also lead to discovery of more
information as to the ultimate delivery location of these firearms and/
or the actual purchaser.®
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ATF-Phoenix and the Arizona U.S. Attorney’s Office both understood that
ATF was already letting firearms walk by working with a cooperating FFL to provide
“lower receivers” to straw purchasers trafficking them to Mexico. According to the
prosecutors’ memorandum to U.S. Attorney Charlton:

[The ATF Agent] pointed out that these same exact firearms are
currently being released into the community, the only difference being
that at this time ATF is only involved in providing the lower receiver.
We know that an illegal upper is being obtained from a third party, but
the government is not currently involved in that aspect.¥

The memo to U.S. Attorney Charlton then relayed ATF-Phoenix’s request:

The question was posed by RAC [Resident Agent in Charge] Higman
as to the U.5. Attorney’s Office’s position on the possibility of allowing
an indeterminate number of illegal weapons, both components of
which (the upper and the lower) were provided to the criminals

with ATF’s knowledge and/cr participation, to be released into the
community, and possibly into Mexico, without any further ability by
the U.5. Government to control their movement or future use.

The memo further stated that the proposed tactics were controversial and
opposed by ATF’s legal counsel:

[The ATF agent] indicated that ATF’s legal counsel is opposed to

this proposed method of furthering the investigation, citing moral
objections. Recognizing that it will eventually be this office that will
prosecute the individuals ultimately identified by this operation,

RAC Higman has requested that we ascertain the U.5. Attorney’s
Office’s position with regard to this proposed method of furthering the
investigation.®

When the Chief of the Criminal Division in the U.S. Attorney’s Office sent the
prosecutor’s memo to U.S. Attorney Charlton, she accompanied it with an email in
which she stated that it “does a very good job outlining the investigation and the
potential concerns. This is cbviously a call that needs to be made by you Paul.”®
U.5. Attorney Charlten responded the next day: “Thanks—I'm meeting with the
ATF SAC [Special Agent in Charge William Newell] on Tuesday and I'll discuss it
with him then.”*

Although the Committec has obtained no document memorializing the
subsequent conversation between U.S. Attorney Charlton and the Special Agent
in Charge, documents obtained by the Committee indicate that ATF-Phoenix went
forward with their plans to observe or facilitate hundreds of firearms purchases by
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AR-15 type lower receivers on two separate purchases.”# He also wrote that, during
those transactions, the suspect told the confidential source that he was taking the
firearms to Mexico and would soon be ordering an additional 50 lower receivers.’
Special Agent in Charge Newell wrote that the Tucson field office was planning to
secure the cooperation of Mexican authorities:

The Tucson II Field Office has maintained contact with the ATF Mexico
City Country Office in an effort to secure the cooperation and join
investigation with the Agencia Federal de Investigacién (Mexico).
Three Tucson I Field Office SA have obtained official U.S. Government
passports in anticipation of a coordination meeting with the AFT early
during calendar year 2007.%

On February 23, 2007, ATF agents planned to conduct a traffic stop of one
suspected straw purchaser “with the assistance of the Tucson Police Department.”*
Although the Operational Plan indicated that “[pjrobable cause exists to arrest [the
suspect],” the agents’ goal was to lawfully detain him at the traffic stop and bring
him to the ATF office for questioning.* According to a memorandum from Special
Agent in Charge Newell, between February 7 and April 23, 2007, the suspect and
co-conspirators together purchased and ordered 150 firearms, including AK-47 and
AR-15 rifles and pistols.® Although ATF apparently had probable cause for arrest,
on February 27, 2007, the subject was interviewed by ATF agents and released.” The
documents do not indicate why he was not arrested and prosecuted at that time.

ATF agents unsuccessfully attempted to coordinate with Mexico

The documents indicate that, although ATF had sufficient evidence to arrest
the suspected straw purchasers, the agents continued to press forward with plans
to attempt coordinated surveillance operations with Mexico. In April 2007, the
ATF agents in charge of Operation Wide Receiver were unsure whether they could
successfully coordinate surveillance with their Mexican counterparts. On April 10,
2007, the case agent for Wide Receiver wrote to a Tucson Police Department (TPD)
officer:

Assuming that the MCO [ATF’s Mexico Country Office] can coordinate
with the Mexican authorities, we anticipate that Tucson VCIT will
hand off his surveillance operation at the U.S. / Mexican border.

No ATF SA or local officers working at our direction will travel

into Mexico. Through MCO we have requested that the Mexican
authorities pick up the surveillance at the border and work to ideritify
persons, telephone numbers, “stash” locations and source(s) of money
supply in furtherance of this conspiracy.”
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According to an ATF Operational Plan, just one day later, ATF agents and
Tucson Police officers conducted surveillance and recorded the “planned arrival
of [the suspect] and other persons at the FFL.”® The Operational Plan stated
that U.S. law enforcement would watch the “firearms cross international lines
and enter Mexico. ... If the Mexican authorities decline or fail to participate in
this operation the firearms traffickers will be arrested prior to leaving the United
States.”™ Although the agents obtained an electronic record of the sale and initiated
surveillance, the plan failed according to a summary prepared by one agent:

ATF agents in conjunction with TPD VCIT Task Force Officers
conducted a surveillance of suspected firearms traffickers in
furtherance of this investigation. Suspects purchased 20+ firearms
which totaled over $35,000.00 in retail cost. The surveillance
successfully obtained electronic evidence of the transaction, further
identified the traffickers and additional suspect vehicles. The
traffickers were followed to a neighborhood on the Southside of
Tucson and then later lost. The suspects are planning on making a
purchase of 20-50 M4 rifles and are negotiating this next deal. The
investigation continues.*

Despite the surveillance of the straw purchase and other evidence collected
during the April 11, 2007, operation, the suspects were not arrested even after they
were later located. Instead, more operations were planned.

An April 23, 2007, meme from Special Agent in Charge Newell to the Chief
of Special Operations requesting additional funding for Operation Wide Receiver
documented the failure to coordinate surveillance with Mexican law enforcement
and public safety risks associated with continuing on that course:

To date, the Tucson 1 Field Office and TPD SID have been unable

to surveil the firearms to the International border. From contact

with those offices, the Mexican Federal law enforcement authorities
understand that the surveillance is difficult and that several firearms
will likely make it to Mexico prior to a U.S. law enforcement successful
surveillance of firearms to the international border.*®

Two weeks later, on May 7, 2007, ATF agents and Tucson Police conducted
surveillance of another “planned arrival” of a suspected straw purchaser and his
associates at an FFL.¥ The Operational Plan shows that ATF agents had advance
notice that the suspect had contacted the FFL to arrange the purchase of more than
20 firearms, planned to purchase the firearms from the FFL later in the day, and
had made arrangements for a vehicle to transport the weapons into Mexico that
night.*® The Operational Plan indicated that “[i]f the Mexican authorities decline
or fail to participate, the firearms traffickers will be arrested prior to leaving the
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United States.”® ATF agents contacted Mexican law enforcement in advance of the
operation and they agreed to assist with surveillance of the suspects if they entered
Mexico.® According to a subsequent summary of these events:

[The suspecis] were scheduled to purchase the ordered firearms.
[Redacted] cancelled at the last minute, but [the suspect] purchased 15
firearms and was surveilled to his residence at [redacted]. Surveillance
was discontinued the following day due to neighbors becoming
suspicious of surveillance vehicles.”!

The suspects were not arrested, the firearms were not interdicted, and the
investigation continued in anticipation of the suspects’ next major purchase.

ATF agents expressed concern about gunwalking

Agents in ATF's Phoenix Field Division began to express concern that
Operation Wide Receiver was not yielding the desired results. In a June 7, 2007,
email, one special agent on the case wrote to his supervisor:

We have invested a large amount of resources in trying to get the load
car followed to Mexico and turning it over to PGR [Mexican federal
prosecutors] and are preparing to expend even more. We already have
numerous charges up here and actually taking in to Mexico doesn’t
add to our case specifically at that point. We want the money people

in Mexico that are orchestrating this operation for indictment but
obviously we may never actually get our hands on them for trial, so
the real beneficiary is to PGR.#

Despite the agent’s concerns, Operation Wide Receiver remained on the
same course with another “planned arrival” attempted on June 26, 2007.% The
Operational Plan indicated that ATF agents had advance notice that the suspect
had been in contact with the FFL, that the suspect was “extremely anxious” to
purchase more firearms, and that firearms are to be purchased and then continue to
“unknown locations throughout Tucson and Southern Arizona.”® Documents show
that ATF agents and Tucson police were unable to follow the firearms to the Mexican
border.®

In an email sent on June 26, 2007, as the surveillance operation was set to
begin, the ATF case agent for Operation Wide Receiver expressed reluctance about
the repeated failures to coordinate surveillance of firearms traffickers with Mexican
law enforcement.® He wrote to a prosecutor at the Texas U.S. Attorney’s Office:

We anticipate surveillance this evening where the subject(s) of interest
are scheduled to purchase approx. $20K of associated firearms for
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further shipment to Caborca, Mx, and we are coordinating with the
Mexican authorities in the event that the surveillance is successful. We
have reached that stage where I am no longer comfortable allowing
additional firearms to ‘walk,’ without a more defined purpose.”

Criminal Division took over prosecution and found gunwalking

In late 2007, the operational phase of Operation Wide Receiver was
terminated, and the case was passed to the U.S. Attorney’s Office for prosecution.
The case then sat idle for nearly two years without indictments or arrests. The
first prosecutor assigned to the case became a magistrate judge, and the second
prosecutor did not open the case file for more than six months.%

In 2009, the Department of Justice’s Criminal Division in Washington, D.C.
offered to assign prosecutors to support firearms trafficking cases in any of the five
border-U.5. Attorneys’ offices.*” The U.S. Attorney’s Office in Arizona accepted the
offer and asked for assistance with the prosecution of targets in Operation Wide
Receiver.”” In September 2009, the Criminal Division assigned an experienced
prosecutor to take over the case.”

After reviewing the investigative files from 2006 and 2007, the Criminal
Division prosecutor quickly realized that there were serious questions about how
the case had been handled. On September 23, 2009, she wrote an email to her
supervisors giving a synopsis of the case and its problems: “In short it appears that
the biggest problem with the case is its [sic] old should have been taken down last
year AND a lot of guns seem to have gone to Mexico.””

As she prepared the case for indictment, she continued to update her
supervisors as new details emerged from the case file. On March 16, 2010, she sent
an email to her supervisor:

It is my understanding that a lot of those guns “walked.” Whether
some or all of that was intentional is not known. The AUSA seemed
to think ATF screwed up by not having a mechanism in place to seize
weapons once they crossed the border.”

The prosecutor also found evidence that guns involved in Operation Wide
Receiver were connected to crime scenes in Mexico. She wrote that “13 of the
purchased firearms have been recovered in Mexico in connection with crime scenes,
including the April 2008 Tijuana gun battle” and that “[t]lwo potential defendants
were recently murdered in Mexico.”™

The Criminal Division proceeded with prosecutions relating to the
investigation. In May 2010, one suspect pleaded guilty to forfeiture charges pre-
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of approximately 19 firearms (including assault rifles and pistols)

and were planning a firearm smuggling trip into Mexico. The
surveillance operation was coordinated with Tucson I Field Office and
the ATF Mexico Couniry Attaché. The plan, agreed to by all parties
and authorized by the Phoenix SAC, was to follow these subjects

to the border crossing in Nogales, Arizona while being in constant
communication with an ATF MCO [Mexico Country Office} agent
who would be in constant contact with a Mexican law enforcement
counterpart at the port of entry and authorized to make a stop of the
suspects’ vehicle as it entered into Mexico.

On September 27, 2007, at approximately 10:00 pm, while the Phoenix
agents, an MCO agent and Mexican counterparts were simultaneously
on the phone, the suspects’ vehicle crossed into Mexico. ATF agents
observed the vehicle commit to the border and reach the Mexican side
until it could no longer be seen. The ATF MCO did not get a response
from the Mexican authorities until 20 minutes later when they
informed the MCO that they did not see the vehicle cross.”

ATF headquarters raised concerns about operational safeguards

Failed attempts to coordinate with Mexican authorities to capture suspected
firearms traffickers as part of controlled deliveries raised serious concerns at ATF
headquarters. On September 28, 2007, the day after the failed attempt, Carson
Carroll, ATF's then-Assistant Director for Enforcement Programs, notified William
Hoover, ATF’s then-Assistant Director of Field Operations, that they had failed in
their coordination. Mr. Carroll stated that when the suspected fircarms traffickers
were observed purchasing a number of firearms from an FFL in Phoenix, Arizona,
ATF officials “immediately contacted and notified the GOM [Government of Mexico]
for a possible controlled delivery of these weapons southbound to the Nogales, AZ.,,
US/Mexice Border.”® Mr. Carroll continued:

ATF agents observed this vehicle commit to the border and reach the
Mexican side until it could no longer be seen. We, the ATF MCO did
not get a response from the Mexican side until 20 minutes later, who
then informed us that they did not see the vehicle cross.®

According to internal ATF documents, ATF agents attempted a second
cross-border controlled delivery with Mexican authorities on October 4, 2007. That
operation also failed to lead to the successful capture of the subject in Mexico.*?

That same day, Assistant Director Hoover sent an email to Assistant Director

Carroll and ATF-Phoenix Field Division Special Agent in Charge William Newell
demanding a call to discuss the investigation:
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Have we discussed the strategy with the US Attorney’s Office re
letting the guns walk? Do we have this approval in writing? Have
we discussed and thought thru the consequences of same? Are we
tracking south of the border? Same re US Attorney’s Office. Did we
find out why they missed the handoff of the vehicle? What are our
expected outcomes? What is the timeline?™®

The next day, Assistant Director Hoover wrote Mr. Carroll again:

I do not want any firearms to go South until further notice. I expect

a full briefing paper on my desk Tuesday morning from SAC Newell
with every question answered. I will not allow this case to go forward
until we have written documentation from the U.S. Attorney’s Office
re full and complete buy in. I do not want anyone briefed on this case
until I approve the information. This includes anyone in Mexico.®

Mr. Hoover’s concerns seem to have temporarily halted controlled delivery
operations in the Hernandez investigation. On October 6, 2007, Special Agent in
Charge Newell wrote to Assistant Director Carroll:

I'm so frustrated with this whole mess I'm shutting the case down and
any further attempts to do something similar. We’re done trying to
pursue new and innovative initiatives —it's not worth the hassle ®

Nevertheless, Mr. Newell insisted that he did have approval from the U.S.
Attorney’s Office. He wrote:

We DO have them [the U.5. Attermney’s Office] on board and as a matter
of fact they (Chief of Criminal John Tucchi) recently agreed to charge
the firearms recipients in Mexico (if we could fully [ID] them via a
controlled delivery) with a conspiracy charge in US court.®

Despite the concerns expressed by Assistant Director Hoover, ATF
operational plans show that additional controlled deliveries were planned for
October 18, November 1, and November 26-27, 2007.% The documents describe
ATF plans to observe the purchases at the FFL, follow the suspects “from the FFL in
Phoenix, AZ to the Mexican port of entry in Nogales, Arizona,” allow the suspects to
“cross into Mexico,” and allow “Mexican authorities to coordinate the arrest of the
subjects,”?

Attorney General Mukasey briefed and asked to “expand” operations

In the midst of these ongoing operations, on November 16, 2007, Attorney
General Michael Mukasey received a memorandum in preparation for a meeting
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with Mexican Attorney General Medina Mora. The memo described the Hernandez
case as “the first ever attempt to have a controlled delivery of weapons being
smuggled into Mexico by a major arms trafficker.”® The briefing paper wamed

the Attorney General that “the first attempts at this controlled delivery have not
been successful.”® Despite these failures, the memorandum sought to expand such
operations in the future:

ATF would like to expand the possibility of such jeint investigations
and controlled deliveries—since only then will it be possible to
investigate an entire smuggling network, rather than arresting simply
a single smuggler.”

This briefing paper was prepared by senior officials at ATF and the
Department of fustice only weeks after Assistant Director Hoover had expressed
serious concerns with the failure of these tactics.”

The emails exchanging drafts of the Attorney General's briefing paper
also make clear that ATF officials understood that these were not, in fact, the
first operations that allowed guns to “walk.” Assistant Director Carroll wrote to
Assistant Director Hoover: “I am going to ask DOJ to change ‘first ever’... there
have [been] cases in the past where we have walked guns.””® That change never
made it into the final briefing paper for Attorney General Mukasey.

Ten days after Attorney General Mukasey was notified about the failed
surveillance operations and was asked to expand the use of the cross-border gun
operations, ATF agents planned another surveillance operation in coordination with
Mexico. The Operational Plan stated:

1) Surveillance units will observe [redacted] where they will attempt to
confirm the purchase and transfer of firearms by known targets.

2) Once the transfer of firearms is confirmed through surveillance,
units will then follow the vehicle and its occupants from the FFL in
Phoenix, AZ to the Mexican port of entry in Nogales, Arizona. Once
the subjects cross into Mexico, ATF attachés will liaison with Mexican
authorities to coordinate the arrest of the subjects.

3) ATF agents will not be involved with the arrest of the subjects in
Mexico but will be present to coordinate the arrest efforts between
surveillance units and Mexican authorities as well as to conduct post-
arrest interviews.
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As part of this operation, surveillance units were monitoring the FFL during
normal business hours in order to observe large firearms transfers by their known

targets.”

The Committee has not received any documents indicating that ATF-Phoenix

agents were able to successfully coordinate
with Mexican law enforcement to interdict
firearms in the Hernandez case. During

the course of the investigation, Hernandez
and his co-conspirators purchased more
than 200 firearms. In multiple instances,
ATT agents witnessed Hernandez and his
associates take these weapons into Mexico.”

Hernandez and his associate were
arrested in Nogales, Arizona on November
27, 2007, while attempting to cross the
border inte Mexico.” The defendants
were charged with Conspiracy to Export
Firearms, Exporting Firearms, and two
counts of Attempted Exportation of
Firearms. The defendants were brought to
trial in 2009, but acquitted after prosecutors
were unable to obtain the cooperation
of the Mexican law enforcement officials
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who had recovered firearms purchased by

Hernandez. An ATF briefing paper from 2009 sumimarized the result:

The judge also would not allow us to introduce evidence of how the
guns were found in Mexico unless we could produce the Mexican

Police Officials who located the guns. We were unable to obtain the
cooperation of Mexican law enfercement to identify and bring these

witnesses to trial to testify.®

At the conclusion of the trial, the jury was unable to reach a verdict on three
counts of the indictment, and the defendants were acquitted on a fourth charge.®
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In the two months following these surveillance operations, Medrano and
his co-conspirators purchased several additional firearms at gun shows and from
FFLs in the Phoenix area.’” The suspects also continued to travel back and forth te
Mexico.'® The ATF Operational Plan also stated:

The group particularly targeted gun shows where several members
purchased firearms from various FFL'S. According to TECS [the
Treasury Enforcement Communications System, a government
database used to track individuals’ travel patterns], identified subjects
routinely crossed into Mexico prior to and following a large number
of firearms purchases. While only purchasing a small number of
firearms, MEDRANO crossed into Mexico utilizing several vehicles
that were not registered to him or his immediate family. MEDRANO
routinely returned to the US on foot while other identified subjects
drove a vehicle into the US. It is believed that identified subjects
entering the US on foot were carrying bulk cash to pay for future
firearms.'®

According to the Operational Plan, multiple firearms connected to the
network were recovered in Mexico, some very soon after they were sold:

Hernan RAMOS purchased a 7.62 caliber rifle in February 2008 that
was recovered in June 2008. Jose ARIZMENDIZ purchased twa pistols
that were recovered at the same location in Mexico. One of the pistols
had a time to crime of fifteen (15) days."™

ICE agents raised concerns

Decuments obtained by the Committee indicate that in the summer of 2008,
ATF agents handling the Medrano investigation met with ICE agents to coordinate
surveillance of another cross-border smuggling attempt. At this meeting, ICE agents
balked when they learned about the tactics being employed by ATF-Phoenix. On
August 12, 2008, the head of ICE’s offices in Arizona wrote to ATF Special Agent in
Charge Newell asking for an in-person meeting about the dispute among agents
over ATF operational plans to allow straw purchased guns to cross the border:

One of [the ICE] groups worked with your guys over the weekend on
a surveillance operation at a Tucson gun show. While we had both
met in advance with the USAQ, our agents left that meeting with the
understanding that any weapons that were followed to the border
would be seized. On Friday night, however, our agents got an op
plan that stated that weapons would be allowed to go into Mexico for
further surveillance by LEAs [law enforcement agents] there1%
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In his response, Mr. Newell acknowledged that letting guns cross the border
was part of ATF’s plan, but stated that he needed more information about what had
happened:

Ineed to get some clarification from my folks tomorrow because [ was
told that your folks were aware of the plan to allow the guns to cross,
in close cooperation with both cur offices in Mexico as well as Mexican
Feds, %

Although the subsequent correspondence does not explain how this dispute
was resolved, the Medrano trafficking network reportedly supplied over 100
assault rifles and other weapons “to a member of the Sinalean drug cartel known as
‘Rambo.”1%7

Criminal complaint also confirms “gunwalking”

On December 10, 2008, Federal prosecutors filed a complaint in the United
States District Court for the District of Arizona that describes in detail gun
trafficking activities conducted by Medrano and his associates that involved more
than 100 firearms over the course of the year. The complaint confirms that ATF
agents watched as Medrano and his associates trafficked illegal firearms into Mexico.
For example, the complaint discusses the incident on June 17, 2008, discussed above,
in which ATF agents observed the suspects purchase weapons, load them in their
car, and drive them to Mexico. The complaint states:

On or about June 17, 2008, at or near B R
Tucson, Arizona, Alejandro Medrano A ) Bt
and Hernan Ramos went together ;
to Mad Dawg Global, a federally

12

licensed firearms dealer, where SEALED
3 LNTTED STATES DISTRICT QOURT
Hernan Ramos purchased six (6) ot s
.223 caliber rifles for approximately R P ) 1018538
$4800.00 and falsely represented o . e
ol sty b
on the 4473 that he was the actual of ik [ e il
. iy ina Barts. ey s Dnreads Foler’
purchaser. Both Alejandro Medrano " %ﬁﬁ%@ | R
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(6) rifles in the back seat of their e
vehicle.!%® il emts
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The complaint then explains that the
suspects drove these firearms across the
border. It states:
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It should also be noted that the pace of firearms procurement by this
straw purchasing group from late September to early December, 2009
defied the “normal” pace of procurement by other firearms trafficking
groups investigated by this and other field divisions. This “blitz” was
extremely out of the ordinary and created a situation where measures
had to be enacted in order to slow this pace down in order to perfect a
criminal case.'®

The Briefing Paper stated that the investigation had identified more than 20
individual straw purchasers, all connected to the same trafficking ring, who “had
purchased in excess of 650 firearms (mainly AK-47 variants) for which they have
paid cash totaling more than $350,000.00"%

Prosecutors claimed no probable cause to arrest siraw buyers

According to documents obtained by the Comurittee, on January 5, 2010,
ATF-Phoenix officials working on the investigation had a meeting with the lead
prosecutor on the case, Arizona Assistant U.5. Attorney Emory Hurley. The ATF
agents and the prosecutor wrote separate memos following the meeting reflecting
a consensus that no probable cause existed to arrest any of the straw purchasers
despite the significant number of firearms that had been purchased. The ATF-
Phoenix Briefing Paper, prepared three days after the meeting, stated:

On January 5, 2010, ASAC Gillett, GS [Group Supervisor] Voth, and
case agent SA MacAllister met with AUSA Emory Hurley who is the
lead federal prosecutor on this matter. Investigative and prosecutions
strategies were discussed and a determination was made that there
was minimal evidence at this time to support any type of prosecution;
therefore, additional firearms purchases should be monitored and
additional evidence continued to be gathered. This investigation was
briefed to United States Attorney Dernis Burke, who concurs with the
assessment of his line prosecutors and fully supports the continuation
of this investigation.'”

Similarly, the prosecutor wrote a memo to his direct supervisor, stating: “We
have reviewed the available evidence thus far and agree that we do not have any
chargeable offenses against any of the players.”*?

During a transcribed interview with Committee staff, the ATF-Phoenix Group
Supervisor who oversaw the operation and participated in the meeting explained

that he had to follow the prosecutor’s probable cause assessment:

I don't think that agents in Fast and Furious were forgoing taking
action when probable cause existed. We consulted with the U.S.

-34-



188

Attorney’s Office. And if we disagree, I guess we disagree. But if the
U.S. Attorney’s Office says we don't have probable cause, I think that
puts us in a tricky situation to take action independent, especially if
that is contradictory to their opinion.™

In another exchange, the Group Supervisor explained the prosecutor’s
assessment with respect to Uriel Patino, the single largest suspected straw purchaser
in the Fast and Furious network:

2 Does that meet your understanding of probable cause to
interdict a gun when Uriel Patino goes in for the fifth or sixth
or 12th time to purchase more and more guns with cash?

A We talked that over at the U.5. Attorney’s Office, and the
conclusion was that we would need independent probable
cause for each transaction. Just because he bought 10 guns
yesterday doesn’t mean that the 10 he is buying today are
straw purchased. You can’t transfer probable cause from
one firearm purchase to the next firearm purchase. You need
independent probable cause for each occurrence.

Q: And it doesn’t matter not just that he bought 10 last week
and 20 the week before, but that five of them ended up in
Mexico at a crime scene, at a murder?

A:  Again, in talking to the U.5. Attorney’s Office, unless we
could prove that he took them to Mexico, the fact that he
sold them or transferred them to another [non-prohibited]
party doesn’t necessarily make him a firearms trafficker. If
he sells them to his neighbor lawfully and then his neighbor
takes them to Mexico, it is the neighbor who has done the
illegal act, not Patino, who sold them to his neighbor.™

Although the determination of whether sufficient probable cause existed
to make arrests ultimately rested with the prosecutor, documents obtained by the
Committee indicate that all of the participants agreed with the strategy to proceed
with building a bigger case and to forgoe taking down individual members of the
straw purchaser network one-by-one. The ATF Briefing Paper stated:

Currently our strategy is to allow the transfer of firearms to continue
to take place albeit, at a much slower pace, in order to further the
investigation and allow for the identification of additional co-
conspirators who would continue to operate and illegally traffic
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firearms to Mexican DTOs [drug trafficking organizations] which are
perpetrating armed violence along the Southwest Border.'®

During his transcribed interview with Committee staff, Special Agent in
Charge Newell explained:

[TThe goal was twofold. It was to identify the firearms-trafficking
network, the decision-makers, and not just focus on the straw
purchasers. We would go after the decision-makers, the people who
were financing.’

He stated that it was critical to identify the network rather than arresting
individual straw purchasers one-by-one:

The goal of the investigation, as I said before, was to identify the whole
network, knowing that if we took off a group of straw purchasers this,
as is the case in hundreds of firearms trafficking investigations, some
that I personally worked as a case agent, you take off the low level
straw purchaser, all you're doing is one of — you're doing one of two
things, one of several things. You're alerting the actual string-puller
that you're on to them, one, and, two, all they are going to do is go out
and get more straw purchasers.

Our goal in this case is to go after the decision-maker, the person at the
head of the organization, knowing that if we remove that person, in the
sense of prosecute that person, successfully, hopefully, that we would
have much more impact than just going after the low-level straw
purchaser.””

Prosecutor encouraged U.S, Attorney to “hold out for bigger” case

In addition to finding no probable cause to arrest suspected straw
purchasers who had already purchased hundreds of firearms, the lead prosecutor
recommended against employing traditional investigative tactics against the
suspects. In a memorandum to his supervisor on January 5, 2010, Mr. Hurley wrote:

In the past, ATF agents have investigated cases similar to this by
confronting the straw purchasers and hoping for an admission that
might lead to charges. This carries a substantial risk of letting the
members of the conspiracy know that they are the subject of an
investigation and not gain any useful admissions from the straw buyer.
In the last couple of years, straw buyers appear to be well coached

in how to avoid answering question about firearms questions. Even
when the straw buyers make admissions and can be prosecuted, they
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are easily replaced by new straw buyers and the flow of guns remains
unabated.™

The lead prosecutor noted that ATF-Phoenix was aware that ATF
headquarters would likely object to both the strategy of trying to build a bigger case
and the proposal to forgo using traditional law enforcement tactics:

ATF [Phoenix] believes that there may be pressure from ATF
headquarters to immediately contact identifiable straw purchasers
just to see if this develops any indictable cases and to stem the flow
of guns. Local ATF favors pursuing a wire and surveillance to build
a case against the leader of the organization. If a case cannot be
developed against the hub of the conspiracy, he will be able to replace
the spokes as needed and continue to fraffic firearms. 1am familiar
with the difficulties of building a case only upon the interviews of a
few straw purchasers and have seen many such investigations falter
at the first interview. I concur with Local ATF’s decision to pursue a
longer term investigation to target the leader of the conspiracy.’®

Later the same day, January 5, 2019, the lead prosecutcr’s supervisor
forwarded the memorandum to U.S. Attorney Dennis Burke, recommending that he
agree to both the strategy and tactics. The supervisor’s email to Mr. Burke stated:

Dennis— Joe Lodge has been briefed on this but wanted to get you

a memo for your review. Bottom line — we have a promising guns

to Mexico case (some weapons already seized and accounted for),
local ATF is on board with our strategy but ATF headquarters may
want to do a smaller straw purchaser case. We should hold out for
the bigger case, try to get a wire, and if it fails, we can always do the
straw buyers. Emory’s memo references that this is the “Naco, Mexico
seizure case” —you may have seen photos of that a few months ago.'®

Mr. Burke responded two days later with a short message: “Hold out for
bigger. Let me know whenever and w/ whomever I need to weigh-in,”™*

Although Mr. Burke agreed with the proposal to target the organizers of the
firearms trafficking conspiracy, he told Committee staff that neither ATF-Phoenix
nor his subordinates suggested that agents would be letting guns walk as part of the
investigation. As discussed in Section C, below, Mr. Burke stated in his transcribed
interview that he was under the impression that ATF-Phoenix was coordinating
interdictions with Mexican officials. Mr. Burke stated:

I was under the opposite impression, which was that based on his [Mr.
Newell’s] contacts and the relationships with Mexico and what they
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were doing, that they would be working with Mexico on weapons
transferred into Mexico.'”

According to documents obtained by the Committee, Mr. Burke also received
explicit assurances from the lead prosecutor on the case, Mr. Hurley, that ATF-
Phoenix agents “have not purposely let guns ‘walk.””'3

ATF-Phoenix sought funding and wiretaps to target higher-level
suspects

To secure additional resources for Operation Fast and Furious, including
agents, funding, and sophisticated investigative tools, ATF-Phoenix requested
funding from the Organized Crime Drug Enforcement Task Forces (OCDETF)
Program, which provides funding “to identify, disrupt, and dismantle the most
serious drug trafficking and money laundering organizations and those primarily
responsible for the nation’s drug supply.”™

In January 2010, ATF-Pheenix submitted an investigative strategy in its
application for funding from OCDETE."® ATF-Phoenix and the U.S. Attorney’s
Office used evidence gathered from another agency’s investigation to draft its
proposal.?® The application explained that the goal Operation Fast and Furious was
to bring down a major drug trafficking cartel:

The direct goal of this investigation is to identify and arrest members
of the CONTRERAS DTO [Drug Trafficking organization] as well as.
seize assets owned by the DTO. Based upon the amount of drugs

this organization distributes in the US it is anticipated that the
investigation will continue to expand to other parts of the US and
enable enforcement operations in multiple jurisdictions. In addition
to the CONTRERAS DTO, this investigation is intended to identify
and expand to the hierarchy within the Mexico-based drug trafficking
organization that directs the CONTRERAS DTO. ¥

ATF-Phoenix’s proposal for Operation “The Fast and the Furious” was
approved by an interagency group of Federal law enforcement officials in Arizona in
late January 2010,

ATF-Phoenix also drafted a proposal to conduct a wiretap with the goal of
obtaining evidence to connect the straw purchasers to the leaders of the firearms
trafficking conspiracy.'® During his transcribed interview with Comumittee staff, U.S.
Attorney Burke explained the purpose behind this wiretap application:

[Tlhe belief was, at least in I think January 2010, was when they first,
my recollection is that they first started referencing the interest in
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getting the [wiretap]. But the point being that they were going to try to
reach beyond just the straw purchasers and figure out who the actual
recruiters were and organizers of the gun trafficking ring.'®

ATF-Phoenix submitted its wiretap application with the necessary affidavits
and approvals from the Department of Justice, Cffice of Enforcement Operations,
and received federal court approval for its first wiretaps.'*!

ATF-Phoenix agents watched guns walk

Documents obtained by the Committee indicate that while ATF-Phoenix
and the U.S. Attorney’s Office pursued their strategy of building a bigger case
against higher-ups in the firearms trafficking conspiracy, ATF-Phoenix field agents
continued daily surveillance of the straw purchaser network. With advance or real-
time notice of many purchases by the cooperating gun dealers, the agents watched
as the network purchased hundreds of firearms. One ATF-Phoenix agent assigned
to surveillance described a common scenario:

[A] situation would arise where a known individual, a suspected straw
purchaser, purchased firearms and immediately transferred them or
shortly after, not immediately, shortly after they had transferred them
to an unknown male. And at that point I asked the case agent to, if we
can intervene and seize those firearms, and I was told no.*?

When asked about the number of firearms trafficked in a given week, one
agent answered:

Probably 30 or 50. It wasn't five. There were five at a time. These
guys didn’t go to the FFLs unless it was five or more. And the only
exceptions to that are sometimes the Draco, which were the AK-variant
pistols, or the FN Five-sevelN pistols, because a lot of FFLs just didn’t
have ... 10 or 20 of those on hand.'®

Agents told the Committee that they became increasingly alarmed as this
practice continued, which they viewed as a departure from both protocol and their
expectations as law enforcement officials. One agent stated:

We were walking guns. It was our decision. We had the information.
We had the duty and the responsibility to act, and we didn't de so.
So it was us walking those guns. We didn't watch them walk, we
walked.'#
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ATF Deputy Director Hoover ordered an “exit strategy”

The documents obtained and interviews conducted by the Committee
indicate that, following a briefing in March 2010, ATF Deputy Director William
Hoover ordered an “exit strategy” in erder to extract ATF-Phoenix from this
operation. At the March briefing, the ATF Intelligence Operations Specialist and
the Group Supervisor made a presentation regarding Operation Fast and Furious
that covered the suspects, the number of firearms each had purchased, the amount
of money each had spent, the known stash houses where guns were deposited,
and the locations in Mexico where Fast and Furious firearms had been recovered.
The briefing also included Assistant Director for Field Operations Mark Chait and
Deputy Assistant Director for Field Operations William McMahon, four ATF Special
Agents in Charge from ATF’s Southwest border offices, and others.

In his transcribed interview with Committee staff, Deputy Director Hoover
stated that he became concerned sometime after the briefing about the number of
guns being purchased and ordered an “exit strategy” to close the case and seek
indictments within 90 days:

Q It's our understanding that you and Mr. Chait, in March
approximately, asked for an exit strategy for the case?

That is correct. ...
And if you could tell us what led to that request?

A: We received a pretty detailed briefing in March, I don't
remember the specific date, I'm going to say it’s after the
15th of March, about the investigation, about the number
of firearms purchased by individuals. ... That would have
been by our Intel division in the headquarters. ... During
that briefing I was, you know, just jotting some notes. And [
was concerned about the number of firearms that were being
purchased in this investigation, and I decided that it was
time for us to have an exit strategy and I asked for an exit
strategy. It was a conversation that was occurring between
Mark Chait, Bill McMahon and myself. And I asked for the
exit strategy 30, 60, 90 days, and I wanted to be able to shut
this investigation down.

(. And by shutting the investigation down, you were interested
in cutting off the sales of weapons to the suspects, correct?

A That’s correct.

-40-



194

Qr And you were worried, is it fair to say, that these guns were
possibly going to be getting away and getting into Mexico
and showing up at crime scenes?

A I was concerned not only that that would occur in Mexico,
but also in the United States.!*®

Other than requesting an exit strategy, Mr. Hoover did not recall making any
other specific demands because he generally “allowed field operations to run that
investigation.”1%

ATF-Phoenix did not follow the 90-day exit strategy and continued
the operation

In April 2010, more than one month after Deputy Director Hoover’s demand
for an exit strategy, ATF-Phoenix still had not provided it, and Special Agent in
Charge Newell expressed his frustration with perceived interference from ATF
headquarters that he believed could prevent him from making a larger case. Inan
April 27, 2010, email to Deputy Assistant Director McMahen, he wrote:

I don’t like HQ driving our cases but understand the “sensitivities”

of this case better than anyone. We don't yet have the direct link to

a DTO that we want/need for our prosecution, [redacted]. Once we
establish that link we can hold this case up as an example of the link
between narcotics and firearms trafficking which would be great ona
national media scale but if the Director wants this case shut down then
so be it.*¥

Although Mr. Newell delivered an exit strategy that day at Mr. McMahon's
reminder, the operation continued to grow and expand rather than wind down over
the months to follow.® In June 2010, three months after Deputy Director Hoover’s
directive, the operational phase of the case was still continuing. On June 17, 2010,
the ATF-Phoenix Group Supervisor received an email from a cooperating gun dealer
raising concerns about how the firearms he was selling could endanger public safety.
The dealer stated:

As per our discussion about over communicating I wanted to share
some concerns that came up. Tuesday night I watched a segment of
a Fox News report about firearms and the border. The segment, if
the information was correct, is disturbing to me. When you, Emory
and I met on May 13" [ shared my concerns with you guys that I
wanted to make sure that none of the firearms that were sold per our
conversation with you and various ATF agents could or would ever
end up south of the border or in the hands of the bad guys. TguessI
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am looking for a bit of reassurance that the guns are not getting south
or in the wrong hands. I know it is an ongoing investigation so there

is limited information you can share with me. But as I said in our
meeting, I want to help ATF with its investigation but not at the risk of
agents safety because I have some very close friends that are US Border
Patrol agents in southern AZ as well as my concern for all the agents
safety that protect our country.™

A month later, on July 14, 2010, Special Agent in Charge Newell sent an email
to an ATF colleague in Mexico stating that ATF was “within 45-60 days of taking
this [Operation Fast and Furious] down IF the USAQO goes with our 846/924(c)
conspiracy plan.”*® At that time, the case was still months away from indictment.

In August 2010, the operation continued, with another cooperating gun dealer
writing to the ATF-Phoenix Group Supervisor seeking advice about a large purchase
order made by Uriel Patino, who personally purchased more than 600 assault
weapons from a small handful of cooperating gun dealers. The dealer stated:

One of our associates received a telephone inquiry from Uriel Patino
today. Uriel is one of the individuals your office has interest in, and he
looking to purchase 20 FN-FNX mm firearms. We currently have 4 of
these firearms in stock. If we are to fulfill this order we would need to
obtain the additional 16 specifically for this purpose.

I am requesting your guidance as to weather [sic] or not we should
perform the transaction, as it is outside of the standard way we have
been dealing with him.™*

The Group Supervisor wrote back requesting that the gun dealer fulfill the order:

[Olur guidance is that we would like you to go through with Mr.
Patino’s request and order the additional firearms he is requesting,
and if possible obtain a partial down payment. This will require
further coordination of exact details but again we (ATF) are very much
interested in this transaction and appreciate your [] willingness to
cooperate and assist us.'*?

During a transcribed interview with Committee staff, another cooperating
gun dealer explained that ATF agents had promised to address the concerns he
raised about their capability to interdict these weapons:

I was assured in no uncertain terms—and let me be straight about this;

She assured that they would have enough agents on sight to surveil the
sale and make sure that it didn"t get away from them, as it was stated
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to me. ... To continue, we went along with these sales at their request.
ATF would want us to continue with them, and we did so.'®

Indictments delayed for months

By August 2010, rather than indicting the suspects in Operation Fast and
Furious, ATF-Pheenix and the prosecutor were still in the process of compiling
evidence to make indictment decisions. During his transcribed interview with
Committee staff, Special Agent in Charge Newell stated:

Well, the next phase in the investigation, it really moves from an
investigation phase to prosecution phase at that point in the sense

of getting the case ready for indictment. So I know that the case

agent ... as well as the others were meeting regularly with the AUSA
Emory Hurley, compiling all the different pieces of evidence specific

to each individual prospective defendant, to get to a point where we
met what we felt in conjunction with the U.S. Attorney’s Office, in
coordination with them, that met the burden of proof to be able to seek
an indictment.’*

Mr. Newell stated that he understood that this process of ”“compiling”
evidence takes significant time and, as a result, “we were hoping to get indictments
in, as I recall, I think it was maybe October, November roughly.”'® Mr. Newell
attributed the delay in the indictments to “a combination of workload [at the U.S.
Attormey’s Office] and the fact that there was a lot of work that needed to be done as
far as putting the charges together.”**

In contrast, U.S. Attorney Burke informed Committee staff that the delay in
the indictments was because ATF-Phoenix failed to produce to the prosecutor the
completed case file until October 2010:

There is a formal process when an agency gives us a case with their
cover, and the actual full documentation of the case was given to us,
our office in October 2010, and I believe it was represented that it was
given to us in August 2010.7

On January 19, 2011, ten months after Deputy Director Hoover ordered an
exit strategy, the U.5. Attorney’s Office filed an indictment against Manuel Celis-
Acosta and 19 straw purchasers that included counts for conspiracy, dealing in
firearms without a license, conspiracy to possess a controlled substance with intent
to distribute, possession with intent to distribute marijuana, conspiracy to possess
a firearm in furtherance of a drug trafficking offense, false statements in connection
with acquisition of firearms, conspiracy to commit money laundering, money
laundering, and aiding and abetting.®
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B. CHALLENGES SPECIFIC TO THE ARIZONA
U.S. ArTorNEY'Ss OFFICE

Numerous ATF agents in Phoenix and senior ATF officials in Washington,
D.C. informed the Committee that the U.S. Attorney's Office in Arizona historically
has been reluctant to prosecute firearms traffickers. Due to the Federal prosecutors’
analysis of heightened evidentiary thresholds in their district, agents reported that
they faced significant challenges over the course of many years getting the U.5.
Attorney’s Office in Arizona to arrest, prosecute, and convict firearms traffickers.

“Viewed as an obstacle more than a help”

) In testimony before the Committee, ATF Special Agent Peter Forcelli stated
that within a few weeks of transferring to the Phoenix Field Division from New York
in 2007, he noticed a difference in how Federal prosecutors in Arizona handled gun
cases:

In my opinion, dozens of firearms traffickers were given a pass by the
U.S. Attorney’s Office for the District of Arizona. Despite the existence
of “probable cause” in many cases, there were no indictments, no
prosecutions, and criminals were allowed to walk free.™™

Special Agent Forcelli testified that “this situation wherein the United States
Attorney’s Office for Arizona in Phoenix declined most of our firearms cases, was at
least one factor which led to the debacle that's now known as ‘Operation Fast and
Furious.””’® He added that little improvement has been made to date:

1 would say, if anything, we have gone from a ‘D-minus’ to maybe a
‘D.” Tt is still far from, again, effective or far from what, you know, the
taxpayers deserve. But it is still very bad. I mean Iwouldn't say it is
effective. ... Guns in the hands of gang members or cartel traffickers,
that’s pretty concerning.'®!

He added: “the U.S. Attorney’s Office is kind of viewed as an obstacle more
than a help in criminal prosecutions here in Arizona, here in the Phoenix area.”*®

In his transcribed interview with Committee staff, Acting ATF Director
Kenneth Melson stated that Arizona historically has been a very difficult place to
prosecute firearms traffickers. He stated:

A We have had, as Peter Forcelli said, a long history with the

District of Arizona going back to Paul Charlton, if not earlier,
where it was difficult to get these cases prosecuted. Diane
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Humetewa was the second U.S. Attorney there who had
issues with our cases and wouldn't prosecute. I was head of
the Executive Office for U.S. Attorneys at the time. [ know
exactly what was going on there and the issues we had with
getting cases prosecuted in the District of Arizona.

What was going on there?
Well, they—

Were they prosecuting gun cases?

e 0 2o

No, no. And they had a limit—for example, they wouldn’t
take any case that had less than 500 pounds of marijuana
coming across the border with pecple in custody of it. We
had to take some of cur most significant cases to the state
courts to tey because they wouldn't take them.

Q: So is it fair to say there was a frustration—1I believe you said
earlier there was a frustration and aggravation with the
Arizona U.S. Attormey’s office, is that fair?

A: Yes, I think there was a frustration. Peter Forcelli said it
really like it was. Let me say it, Dennis Burke has really
made a change in the office. And he has turned that office
around, maybe not 180 degrees but he’s getting there.

He’s at least at 45 or 50 degrees. We have gotten more
prosecutions out of his office than before, but historically, we
have had a real hard time getting prosecutions. And when
we do, we get no sentences. The guidelines are so low.’®

Evidentiary thresholds in Arizona

According to ATF officials, prosecutors in the Arizona U.5. Attorney’s Office
insisted that they could not prosecute firearms cases without physical possession
of the firearms at issue. The prosecutors referred to this as the doctrine of corpus
delicti (“body of the crime”).'** Because it was difficult to get Mexican authorities
to cooperate in returning recovered firearms from that country, agents claimed that
this created an effective bar to prosecution of many trafficking suspects. Agents told
the Committee that prosecutors in the Arizona U.S. Attorney’s Office applied the
corpus delicti doctrine to refuse to prosecute cases even when suspects confessed to
committing the crime.!®

ATF counsel strongly disagreed with the U.5. Attorney’s Office that firearms
had to be present to prove that straw purchasers had lied on the Federal forms they
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filled out when purchasing firearms. According to Special Agent in Charge Newell,
the other other U.S. Attorneys’ offices in his jurisdiction—New Mexico, Colorado,
Wyoming, and Utah—did not share Arizona’s interpretation of this evidentiary
standard.’

On February 24, 2010, ATF counsel prepared a memorandum criticizing
the corpus delicti doctrine as interpreted by the Arizona U.S. Attorney’s Office. The
memo stated:

In furtherance of ATF's primary investigative authority and the
Southwest Border Initiative, ATF agents spend a very significant
number of hours—and often place themselves in dangerous
circumstances —investigating alleged straw transactions as part of
tirearms trafficking cases. In recent years, few of these investigations
have resulted in Federal prosecutions in the District of Arizona. It

is our desire to work with your office to adjust the scope of our
investigations and/or our investigative procedures to provide straw
purchaser cases that fall within the prosecution guidelines of your
office.’™

According to ATF agents in Phoenix, the U.S. Attorney’s Office also
established additional evidentiary hurdles that made prosecuting firearmis cases
difficult, including requiring independent evidence of illegality for each firearms
transaction. According to ATF agents, prosecutors would not build a case based on
a pattern of multiple successive firearms purchases followed in quick succession
by trips to Mexico. Instead, agents had to prove that each transaction, standing by
itself, was illegal. The ATF-Phoenix Group Supervisor for Fast and Furious told the
Committee how this pelicy applied:

We talked that over at the 1.5, Attormey’s Office, and the conclusion
was that we would need independent probable cause for each
transaction. Just because he bought 10 guns yesterday doesn’t
mean that the 10 he is buying today are straw purchased. You

can'’t transfer probable cause from one firearm purchase to the next
firearm purchase. You need independent probable cause for each
occurrence. '

The ATF Group Supervisor explained that application of this requirement
meant that agents could not rely on prior actions as the basis for arresting suspected
straw purchasers or interdicting weapons.’®

ATF agents also informed the Committee that the Arizona U.S. Attorney’s

Office required proof, by dear and convincing evidence, that every person in a chain
of people who possessed the firearm had the intent to commit a crime.”® Agents
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understood this to mean that they would not have sufficient probable cause to arrest
a suspect or interdict weapons when suspects transferred guns to non-prohibited
persons who then trafficked the guns to Mexico.'”

DEA photo from announcement of Faat and Furious indictments
(January 2011)
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both here and in Mexico. This should never have happened and it
must never happen again.’”

Testifying before the House Judiciary Commiittee, the Attorney General
rejected the allegation that senior leaders at the Department of Justice approved of
gunwalking in Operation Fast and Furious:

I mean, the notion that pecple in the —in Washington, the leadership of
the Department approved the use of those tactics in Fast and Furious is
simply incorrect. This was not a top-to-bottom operation. This was

a regional operation that was controlled by ATF and by the U.S.
Attormney’s Office in Phoenix.'™

The Committee has obtained no evidence indicating that the Attorney General
authorized gunwalking or that he was aware of such allegations before they became
public. None of the 22 witnesses interviewed by the Committee claims to have
spoken with the Attorney General about the specific tactics employed in Operation
Fast and Furious prior to the public controversy.

To the contrary, the evidence received by the Committee supports the
Attorney General’s assertion that the gunwalking tactics in Operation Fast and
Furious were developed in the field. The leaders of the two components with
management responsibility for Operation Fast and Furious— ATF and the U.S.
Attorney’s Office~informed the Committee that they themselves were not aware of
the controversial tactics used in Operation Fast and Furious and did not brief anyone
at Justice Department headquarters about them. Similarly, the Attorney General's
key subordinates—the Deputy Attorney General and the Assistant Attorney General
for the Criminal Division—informed the Committee that they were never briefed on
the tactics by ATF or the U.S. Attorney’s Office and never raised concerns about the
operation to the Attorney General.

In 2010, the Office of the Attorney General received six reports from the
National Drug Intelligence Center that contained a brief, one paragraph overview of
Operation Fast and Furious. None of the information in the documents discussed
the controversial tactics used by ATF agents in the case. One typical paragraph read:

From August 2 through August 6, the National Drug Intelligence
Center Document and Media Exploitation Team at the Phoenix
Organized Crime Drug Enforcement Task Force (OCDETF) Strike
Force will support the Bureau of Alcohol, Tobacco, Firearms, and
Explosives’ Phoenix Field Division with its investigation of Manuel
Celis-Acosta as part of OCDETF Operation Fast and the Furious. This
investigation, initiated in September 2003 in conjunction with the Drug
Enforcement Administration, Immigration and Customs Enforcement,
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and the Phoenix Police Department, involves a Phoenix-based firearms
trafficking ring headed by Manuel Celis-Acosta. Celis-Acosta and
[redacted] straw purchasers are responsible for the purchase of 1,500
firearms that were then supplied to Mexican drug trafficking cartels.
They also have direct ties to the Sinaloa Cartel which is suspected

of providing $1 million for the purchase of firearms in the greater
Phoenix area.'””

In his October 7, 2011, letter, the Attorney General explained that he never
reviewed the reports and that his staff typically reviews these reports. He also
testified that even if he had reviewed them personally, they did not indicate
anything problematic about the case because “the entries suggest active law
enforcement action being taken to combat a firearms trafficking organization that
was moving weapons to Mexico.”*

Documents provided to the Committee indicate that in December 2010, the
Arizona U.S. Attorney’s Office was preparing to inform the Attorney General's Office
about the general status of upcoming indictments in Operation Wide Receiver when
news of Agent Terry’s death broke.

On December 14, 2010, Monty Wilkinson, the Attorney General’s Deputy
Chief of Staff, sent an email to U.S. Attorney Burke asking if he was available for
a call that day."” The next day, U.S. Attorney Burke replied, apologized for not
responding sooner, and said he would call later in the day.'”® He also stated that the
U.S. Attorney’s Office had a large firearms trafficking case he wanted to discuss that
was set to be indicted in the coming weeks."””

Several hours later on December 15, 2010, U.S. Attorney Burke learned that
Agent Terry had been murdered.® He alerted Mr. Wilkinson, who replied, “Tragic,
I've alerted the AG, the Acting DAG, Lisa, etc.”®

Later that same day, U.S. Attorney Burke learned that two firearms found
at Agent Terry’s murder scene had been purchased by a suspect in Operation Fast
and Furious. He sent an email to Mr. Wilkinson forwarding this information and
wrote: “The guns found in the desert near the murder |sic] BP officer connect back
to the investigation we were going to talk about—they were AK-47’s purchased at a
Phoenix gun store.”'® Mr. Wilkinson replied, “I'll call tomorrow.”'®

In his interview with Committee staff, U.S. Attorney Burke stated that he did
not recall having any subsequent conversation with Mr. Wilkinson that “included
the fact that Fast and Furious guns were found at the scene” of Agent Terry’s
murder.”™ In a November 2011 hearing of the Senate Judiciary Committee, Senator
Charles Grassley asked Attorney General Holder, “Did Mr. Wilkinson say anything
to you about the connection between Agent Terry's death and the ATF operation?”
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Deputy Attorney General about gunwalking in Operation Fast and Furious because
he did not know about it himself:

A:  Well, there’s been reporis that the Deputy Attorney General’s
office was aware of the techniques being employed in Fast
and Furious, and that’s not the case, because I certainly
didn't brief them on the techniques being employed in Fast
and Furious.

Q:  Because you didn’t know?
Az Right!™

When asked whether he ever discussed his briefing on Operation Fast and
Furious with the Attorney General, Mr. Grindler said, “I don’t have any recollection
of advising the Attorney General about this briefing in 2010.7%%

Acting ATF Director Melson

In an interview with Committee staff on July 4, 2011, then-Acting ATF
Director Kenneth Melson stated that he was not aware of the controversial tactics
that the ATF-Phoenix Field Division employed, never authorized them, and never
briefed anyone at the Department of Justice about them. Mr. Melson stated:

I don’t believe that I knew or that [Deputy Director] Billy Hoover
knew that they were—that the strategy in the case was to watch
people buy the guns and not interdict them at some point. That issue
had never been raised. It had never been raised to our level by the
whistleblowers in Phoenix— that stayed in-house down there. The
issue was never raised to us by ASAC [Assistant Special Agent in
Charge] Gillett who was supervising the case.

It unfortunately was never raised to my level by SAC [Special Agent in
Charge] Newell who should have known about the case, if he didn’t,
and recognize the issue that was percolating in his division about the
disagreement as to how this was occurring. Nor was it raised to my
level by DAD [Deputy Assistant Director] McMahon who received the
briefing papers from [Phoenix Group Supervisor] Voth and may have
had other information on the case. Nor was it given to me by a Deputy
Assistant Director in OS], the intel function, when he briefed this case
the one time I wasn't there and he raised an objection to it and saw
nothing change.™
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Director Melson also denied that Department of Justice or senior ATF officials
devised or authorized those tactics:

Q: Did you ever use or authorize agents to use a tactic of non-
intervention to see where the guns might go?

Az I don't believe [ did.

Q& Did you ever tell agents not to use or authorize agents not
to use other common investigative techniques like “knock
and talks” or police pullovers in order to see where the guns
might go int this case?

No.

Q:  Did anyone at the Department of Justice ever tell you or
tell anyone else at headquarters and it got to you that those
tactics were authorized as part of a new strategy in order to
follow the guns, let the guns go, see where they might end
up?

A No.*

Doctiments obtained by the Committee indicate that Mr. Melson received
three briefings regarding Fast and Furious in the early months of the operation
and had regular status updates thereafter. He stated that “the general assumption
among the people that were briefed on this case was that this was like any other
case that ATF has done.”'* In addition to stating that he was not aware of the
controversial tactics in Operation Fast and Furious, Mr. Melson stated that he did
not know the full scope or scale of criminal activity by suspects until after concerns
about gunwalking became public.

After the public controversy broke, Mr. Melson requested copies of Operation
Fast and Furious case files to review for himself. He told Committee staff that he
became extremely concerned after reviewing them:

I think I became fully aware of what was going on in Fast and Furious
when [ was reading the ROIs. And I remember sitiing at my kitchen
table reading the ROIs, one after another after another, I had pulled out
all Patino’s—and ROIs is, I'm sorry, report of investigation—and you
know, my stomach being in knots reading the number of times he went
in and the amount of guns that he bought.
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And this is why I wish the people in Phoenix had alerted us during
this transaction to exactly this issue, so we could have had at least
made a judgment as to whether or not this could continue or not.'”

ATF Deputy Director Hoover

During his interview with Committee staff, then-Deputy Director William
Hoover stated that he had not been aware of the tactical details in Operation Fast
and Furious and had not raised any concerns with Acting ATF Director Melson or
anyone at Justice Department headquarters.”® Deputy Director Hoover rejected
the suggestion that senior management officials at ATF or the Department of Justice
were responsible for any of the controversial tactical decisions made in Operation
Fast and Furious:

Q:  Butyou don't believe that this is some sort of top-down—it
wasn't a policy or some tactical strategy from either ATF
management or main Justice to engage in what happened
here in Phoenix in Fast and Furious?

A: No, sir. It’s my firm belief that the strategic and tactical
decisions made in this investigation were born and raised
with the U.S. Attorney’s Office and with ATF and the
OCDETF strike force in Phoenix.'”

Mr. Hoover's subordinates also informed the Committee that they did not
warn him about gunwalking allegations in Operation Fast and Furious because they
were unaware of them. Assistant Director for Field Operations Mark Chait told the:
Committee that he was “surprised” when he learned of allegations that gunwalking
occurred in Operation Fast and Furious in February 2011 Deputy Assistant
Director for Field Operations William McMahon, the supervisor above the Phoenix
Field Division, stated:

I don't think at any point did we allow guns to just go into somebody’s
hands and walk across the border. I think decisions were made to
allow people to continue buying weapons that we suspected were
going to Mexico to put our case together. ButI don't believe that at any
point we watched guns going into Mexico. I think we did everything
we could to try to stop them from going to Mexico.'®

Although Mr. Hoover stated that he was unaware of gunwlking allegations in
Operation Fast and Furious prior to the public controversy, he informed Committee
staff that he became concermned in March 2010 about the number of guns being
purchased.®™ As discussed above, Mr. Hoover received a briefing in March 2010
during which ATF officials described the suspects, the number of firearms, the
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amount of money each had spent, known stash houses, and the locations where
tirearms had been recovered. Mr. Hoover told the Committee that he ordered an
“exit strategy” to close the case and seek indiciments within 90 days.

Apart from whether Mr. Hoover was aware of specific gunwalking allegations
in Operation Fast and Furious, it remains unclear why he failed to inform Acting
ATF Director Melson or senior Justice Department officials about his more general
concerns with the investigation or his directive for an exit strategy.

During his interview with Committee staff, Deputy Director Hoaver took
substantial personal responsibility for ATF’s actions in Operation Fast and Furious:

He stated:

I blame no one else. 1blame no one else — not DEA, not the FBI, not the
U.S. Attorney’s Office. If we had challenges, then we need to correct
those challenges. Iam the deputy director at ATF, and, ultimately, yoit
know, everything flows up, and I have to take responsibility for the
mistakes that we made ™

United States Attorney Burke

During an interview with Commiittee staff, Arizona U.S. Attorney Dennis
Burke stated that neither he nor anyone above him ever authorized non-interdiction
of weapons or letting guns walk in Operation Fast and Furious:

Q:

> 0 »

To your knowledge as the U.S5. Attorney for the District of
Arizona, did the highest levels of the Department of Justice
authorize [the] non-interdiction of weapons, cutting off of
surveillance, as an investigative tactic in Operation Fast and
Furious?

I have no knowledge of that.

Do you believe you would have known if that was the case?
Yes.

Did you ever authorize those tactics?

No.

Did anyone ever discuss—from the Department of Justice
main headquarters—your supervisors—ever discuss with
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you or raise to your attention that there was a new policy
with respect to interdiction of weapons or surveillance of
firearms?

No. Not that [ can recall at all.

And did anyone ever—from the Department of Justice, Main
Justice I will call it, ever tell you that you were authorized

to allow weapons to cross the border when you otherwise
would have had a legal authority to seize or interdict them
because they were a suspected straw purchase or it was
suspected that they were being trafficked in a firearms
scheme?

I have no recollection of ever being told that.®

Although U.5. Attorney Burke agreed with ATF-Phoenix’s proposal to build a
“bigger” case that targeted the organizers of the firearms trafficking conspiracy, he
stated that ATF-Phoenix never indicated that agents would be letting guns walk as
part of the investigation:

Q:

Did you ever discuss with him [Special Agent in Charge
Newell] a deliberate tactic of non-interdiction to see where
the weapons ended up? To see if they ended up with the
DTO in Mexico?

1 do not recall that at all.

Would that stick-out in your mind at this point if he had said
we're going to let the guns go, find them in crime scenes in
Mexico, and then use that to make a connection to a DTO?

I don’t recall that at all. I was under the opposite impression,
which was that based on his contacts and the relationships
with Mexico and what they were doing, that they would be
working with Mexico on weapons transferred into Mexico.™®

Emails from Special Agent in Charge Newell touting recent seizures of
firearms in both the United States and in Mexico are consistent with U.S. Attorney
Burke’s statement that he believed ATF-Phoenix was coordinating interdiction with
appropriate law enforcement agencies on both sides of the border. For example, on
June 24, 2010, Mr. Newell sent an email to Mr. Burke with a picture of a .50 caliber
weapon that had been recovered, stating: “Never ends ... our folks are working non-
stop around the clock 7 days a week. But they are making some great seizures and
gleaning some great Intel.”?
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request rather than to conduct oversight of investigative tactics in law enforcement
investigations. He stated:

[Als Congress made clear, the role of the reviewers and the role of the
deputy in reviewing Title IIl applications is only one. It is to ensure
that there is legal sufficiency to make an application to go up on a wire
and legal sufficiency to petition a Federal judge somewhere in the
United States that we believe it is a credible request. But we cannot—
those now 22 lawyers that I have who review this in Washington, and
it used to only be 7, cannot and should not replace their judgment, nor
can they, with the thousands of prosecutors and agents all over the
country.

Theirs is a legal analysis: Is there a sufficient basis to make this
request? We must and have to rely on the prosecutors and their
supervisors and the agents and their supervisors all over the country
to determine that the tactics that are used are appropriate ™

Criminal Division response to Wide Receiver

Cuestions have been raised about whether Mr. Breuer or Mr. Weinstein
should have been aware of gunwalking in Operation Fast and Furious because
they learned about similar tactics in a different case dating back to 2006 and 2007,
Operation Wide Receiver. Documents obtained by the Committee indicate that as
soon as they learned about gunwalking during the previous Administration, Mr.
Breuer and Mr. Weinstein took immediate steps to register their concerns directly
with the highest levels of ATF leadership, but they did not inform the Attorney
General or the Deputy Attorney General.

In March 2010, a Criminal Division supervisor sent an email to Mr. Weinstein
regarding the Wide Receiver case stating that, “with the help of a cooperating
FFL, the operation has monitored the sale of over 450 weapons since 2006.”%¢ In
response, Mr. Weinstein expressed concern, writing: “I'm locking forward to
reading the pros[ecution] memo on Wide Receiver but am curious—did ATF allow
the guns to walk, or did ATF learn about the volume of guns after the FFL began
cooperating?”?” The supervisor inaccurately responded: “My recollection is
they learned afterward.””® As discussed above, ATF Operational Plans and other
documents provided to the Committee show that ATF agents in Arizona were
contemporaneously aware of the illegal straw purchases.

The next month, Mr. Weinstein received and reviewed a copy of the

prosecution memorandum prepared by the criminal prosecutor in the Wide Receiver
case.™ On April 12, 2010, Mr. Weinstein wrote to the prosecuttors stating:
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ATF HQ should/will be embarrassed that they let this many guns
walk—I'm stunned, based on what we’ve had to do to make sure not
even a single operable weapon walked in UC [undercover] operations
I've been involved in planning—and there will be press about that.®

In his interview with Committee staff, Mr. Weinstein explained that “there
was ne question from the moment those sales were completed that ATF had a lot
of evidence that those sales were illegal. That's pretty rare. And it’s that specific
fact that set me off on Wide Receiver.”” He also stated that the gunwalking tactics
used in Wide Receiver “were unlike anything I had encountered in my career as a
prosecutor.”?? As a former prosecutor in the U.S. Attorney’s Office in Baltimore, he
added:

One of my pricrities in all of the work I did in Maryland was te

stop guns from getting to criminals and get guns out of the hands of
criminals who managed to get their hands on them. But I was very
sensitive about any situation or any operation that might result in law
enforcement, however inadvertently, putting a gun into the hands of a
criminal. And so all of the operations that I participated in designing,
and I referred to this in the email, were designed to make sure that not
even a single operable weapon got in the hands of a criminal >

After reading the prosecution memorandum, Mr. Weinstein contacted
his supervisor, Assistant Attorney General Breuer. On April 19, 2010, they met
to discuss Mr. Weinstein’s concerns about ATF-Phoenix’s handling of the case.”
According to Mr. Weinstein, Mr. Breuer shared his shock about the gunwalking
tactics used in Wide Receiver:

{Tlhere’s no question in my mind from his reaction at the meeting
that Mr. Breuer shared the same concerns that I did. As [indicated in
my opening, Mr. Breuer has made helping Mexico and stopping guns
from getting to Mexico a top priority. I had commented to somebody
in my office that I traded when I came from Baltimore to the Criminal
Division, I traded having a boss come into my office every day and
ask me what am [ doing to keep the murder rate down, to a boss
who is asking me virtually every day, what am I doing to stop guris
from going to Mexico? So when he heard about this he had the same
reaction [ did.?®

According to Mr. Weinstein, Mr. Breuer directed him to immediately register
their concerns “directly with the leadership of ATF.”*¢ The next day, Mr. Weinstein
contacted ATF Deputy Director Hoover to request a meeting.”” On April 28, 2010,
Mr. Weinstein and Mr. Hoover met and were joined by the Acting Chief of the
Organized Crime and Gang Section at DOJ, James Trusty and ATF Deputy Assistant
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Director William McMahon.?? Mr, Weinstein told the Committee that he expressed
his serious concerns about ATF-Phoenix’s management of Wide Receiver and the
fact that so many firearms had been allowed to walk. Notes taken at that meeting
indicate that of 183 guns sold in the first part of Operation Wide Receiver, the “vast
majority walk[ed]” and were linked to “violent crime.”* Mr. Weinstein stated:

[A]t the meeting the first topic on the agenda was to talk about the
tactics. And so Mr. Trusty and I went through the facts of the case and
I explained my concerns about the tactics. The meeting was nearly

2 years ago now, and as I sit here today I just can't recall the specific
words used, but my strong memory from that meeting is that Mr.
Hoover had the same reaction I did; that is, that he shared my concerns
about the tactics. And Iwalked away from that meeting being satisfied
that although this had happened in ‘06 and ‘07, this was not the kind
of thing that would be happening under Mr. Hoover’s watch. I wish

I could remember the exact words used, but that's the strong sense [
walked away with.*®

Although neither Mr. Breuer nor Mr. Weinstein had direct supervisory

authority over ATF, Mr. Weinstein told the Committee that the seriousness of issue
compelled them to request the meeting. Mr. Weinstein stated:

Iraised this with Mr. Hoover because I knew it was something he
would be concerned about, and he was concerned about it. I didn't
direct him. It's not my place to direct him. I didn't ask him to do
anything in particular. His reaction, as I said, was exactly what I
expected, which was concern about the tactics. And so I just walked
away. I walked away feeling there was no reason to worry that this
was the kind of thing that he would tolerate.?”

Mr. Weinstein stated that he relayed the details of the meeting to Mr. Breuer,

and at that time both of them believed that they had satisfied their duty to address
the issue with the appropriate managers.” Mr. Weinstein also noted that he
believed the gunwalking in Wide Receiver was an “extreme aberration from years
ago.”*®

Despite raising these concerns about gunwalking in Operation Wide Receiver

immediately with senior ATF leadership, Mr. Breuer later expressed regret for
not raising these concerns directly with the Attorney General or Deputy Attorney
General. During an exchange at a hearing with Senator Grassley, Mr. Breuer stated:

Iregret the fact that in April of 2010, I did not. At the time, I thought
that we—dealing with the leadership of ATF was sufficient and
reasonable. And frankly, given the amount of work I do, at the time,
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I thought that that was the appropriate way of dealing with it. ButI
cannot be more clear that knowing now —if I had known then what 1
know now, [, of course, would have told the Deputy and the Attorney
General »*

Criminal Division interactions with Mexican Officials

According to documents obtained by the Committee, Assistant Attorney
General Breuer met with senior officials from the Mexican government in Mexico
on February 2, 2011, to discuss potential areas of cooperation to fight transnational
organized crime and drug trafficking. > According to a summary, the group
discussed a wide range of issues including U.S. extradition requests to Mexico,
firearms trafficking, and a cooperative security agreement between the United
States, Mexico, and countries in Central America. ™

With respect to combating firearms trafficking, the Mexican Undersecretary
for North America explained that “greater coordination and flow of information
would be helpful to combat arms trafficking into Mexico.”?” Mr. Breuer responded
by telling the Mexican officials that the Department had sought to increase penalties
for straw purchasers and desired their support for such measures. According to the
summary, Mr. Breuer also made a suggestion about one way the two countries could
increase coordination:

AAG Breuer suggested allowing straw purchasers cross into Mexico
so SSP [Mexican federal police force] can arrest and PGR [the

Mexican Attorney General’s Office] can prosecute and convict. Such
coordinated operations between the US and Mexico may send a strong
message to arms traffickers.®?

Documents produced to the Committee indicate that this summary of Mr.
Breuer’s meeting was shared with Acting ATF Director Melson in anticipation of
his February 8, 2011, meeting with the U.S. Ambassador to Mexico.™ According
to a summary of this latter meeting, Mr. Melson discussed with the Ambassador
the possibility of controlled firearms deliveries, but the Department of Justice
Attaché who was also present raised concern about the “inherent risk” of such joint
operations:

Melson and the Ambassador discussed the possibility of allowing
weapons to pass from the US to Mexico and US law enforcement
coordinating with S5P and PGR to arrest and prosecute the arms
trafficker. Iraised the issue that there is an inherent risk in allowing
weapons to pass from the US to Mexico; the possibility of the GoM
[Government of Mexico] not seizing the weapons; and the weapons
being used to commit a crime in Mexico 0
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The documents obtained by the Committee do not indicate that any action
was taken after this meeting regarding efforts to coordinate operations with Mexican
authorities.

As described in the section above on the Hernandez case, the memo prepared
for Attorney General Mukasey in 2007 similarly explained that “ATF would like to
expand the possibility of such joint investigations and controlled deliveries—since
only then will it be possible to investigate an entire smuggling network, rather than
arresting simply a single smuggler” The memo provided to Attorney General
Mukasey was explicit, however, in warning that previous operations “have not been
successful.”?
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D. DerartMmENT RESPONSES TO GUNWALKING
iN OpreraTiON Fast anD FUurious

Inaccurate information initially provided to Congress

On January 27, 2011, Senator Charles Grassley wrote a letter to the
Department of Justice relaying allegations from whistleblowers that ATF-Phoenix
had walked guns in Operation Fast and Furious?® COn February 4, 2011, Ron Weich,
the Assistant Attorney General for Legislative Affairs, sent a written response that
stated:

[Tlhe allegation described in your January 27 letter —that ATF
“sanctioned or otherwise knowingly allowed the sale of assault
weapons to a straw purchaser who then transported them into
Mexico” —is false. ATF makes every effort to interdict weapons that
have been purchased illegally and prevent their transportation to
Mexico.

As this report documents, it became apparent during the course of the
Committee’s investigation that this statement in the Department’s letter was
inaccurate and, on December 2, 2011, the Deputy Attorney General formally
withdrew the Department’s February 4th letter.?*® On the same day, the Department
provided the Committee with more than 1,000 pages of internal emails, notes, and
drafts from all of the parties involved in the drafting of the February 4 letter, as well
as a lengthy explanation of how the inaccurate information was included in the
letter. According to the Department:

Department personnel, primarily in the Office of Legislative Affairs,
the Criminal Division and the Office of the Deputy Attorney General,
relied on information provided by supervisors from the components
in the best position to know the relevant facts: ATF and the U.S.
Attomey’s Office in Arizona, both of which had responsibility

for Operation Fast and Furious. Information provided by those
supervisors was inaccurate.*

The documents obtained by the Committee and the interviews conducted by
Committee staff support this explanation.

Documents obtained by the Committee indicate that, during the drafting
of the letter, senior ATF officials insisted that ATF-Phoenix had not allowed guns
to walk in Operation Fast and Furious. Detailed notes of a meeting with Acting
Director Melson taken by a Department of Justice official state that ATF “didn't let
a guns {sic] walk,” and “didn’t know they were straw purchasers at the time.”?¥
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Additional notes taken of a meeting with Deputy Director Hoover state that
“ATF doesn’t let guns walk,” and “we always try to interdict weapons purchased
illegally.”28

Both Acting ATF Director Melson and ATF Deputy Director Hoover told the
Committee that they did not intend to mislead the Department or Congress and that
they sincerely believed that guns had not walked in Operation Fast and Furious at
the time the letter was drafted.”

The U.5. Attorney’s Office in Arizona also adamantly denied allegations of
gunwalking. On January 31, 2011, U.S. Attorney Burke wrote to senior Department
officials that the allegations “are based on categorical falsehoods.””" Mr. Burke and
the Chief of the Criminal Division at the U.S. Attorney’s Office sent a series of emails
over the course of that week continuing to deny the allegations and pressing for a
strong response.?!

In his interview with Committee staff, U.S. Attorney Burke stated that, after
later learning about the scope of gunwalking in Operation Fast and Furious, he
deeply regretted conveying “inaccurate” information to senior Department cfficials
drafting the February 4 response, but that it “was not intentional.”??

The Committee was not able to interview one witness from the U.S. Attorney’s
Office, the former Criminal Chief, Patrick Cunningham. In a letter on January 19,
2011, Mr. Cunningham’s attorney informed the Committee that he was exercising his
Fifth Amendment right against self-incrimination. The letter stated:

T am writing to advise you that my client is going to assert his
constitutional privilege not to be compelled to be a witness against
himself. The Supreme Court has held that “one of the basic functions
of the privilege is to protect innocent men.” Grunewald v. United States,
353 U.S. 391,421 (1957); see also Ohic v. Reiner, 532 U.S.17 (2001) (per
curiam). The evidence described above shows that my client is, in fact;
innocent, but he has been ensnared by the unfortunate circumstances
in which he now stands between two branches of government. I will
therefore be instructing him to assert his constitutional privilege.”®

During his interview with Committee staff, U.S. Attorney Burke stated that
Mr. Cunningham adamantly denied that gunwalking occurred in Operation Fast
and Furious.” Similarly, Deputy Assistant Attorney General Weinstein informed
Committee staff that Mr. Cunningham continued to assert that gunwalking had not
occurred in Operation Fast and Furious after the February 4, 2011, letter.

Within the Criminal Division, Mr. Weinstein informed the Committee that he
offered to assist in the drafting of the February 4 letter “to be helpful,” but that he
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had no independent knowledge of Operation Fast and Furious and relied on ATF
and the U.5. Attorney’s Office for information. He stated:

As the Department prepared its response, I and others in Main Justice
were repeatedly and emphatically assured by supervisors in the
relevant components who were in position to know the case best —that
is the Arizona U.S. Attorney’s Office and ATF leadership —that no guns
had been allowed to walk in connection with Fast and Furious; and it
was on that basis that the Department provided inaccurate information
to Congress in the February 4th letter,

Now much attention has been paid to the sentence in that letter that
reads, “ATF makes every effort to interdict weapons that have been
purchased illegally and prevent their transportation to Mexico.” As
the documents you've received made clear, I and others at Main Justice
received multiple assurances from the U.S. Attorney’s Office and from
ATF that this statement, like the other information in the letter, was
true. ...

Given what I know now, of course, [ wish I had not placed such faith in
the assurances provided to me by the leadership of the U.S. Attorney’s
Office and ATF. But given what I knew then and given the strength of
those assurances I believed at the time that it was entirely appropriate
to do so. Itrusted what was said to me and I firmly believed at that
time that in fact ATF had not let guns walk in Fast and Furious.
Obviously, time has revealed the statements made to me and others to
be inaccurate, and that is beyond disappointing to me.>*

Mr. Weinstein also explained why he did not raise concerns about
gunwalking during the previous administration in Operation Wide Receiver in 2006
and 2007. During his interview with Committee staff, he stated:

Now some have said that because I knew about Wide Receiver at the
time I assisted with the February 4th letter, I knew that statement to be
untrue, and that is just not correct. Let me explain why.

Wide Receiver was an old case in which inappropriate tactics had
been used in the investigative phase years earlier. This occurred
under a prior administration, under a different U.S. Attorney’s Office
management and different ATF management. Because of the repeated
assurances I and others received in February 2011, from the then
current leadership of the U.S. Attorney’s Office in ATF that guns had
not walked in Fast and Furious and from ATF that it was making
every effort to interdict guns, I did not make any connection between
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Wide Receiver and Fast and Furious. For that reason, I simply was not
thinking about Wide Receiver as I assisted with the February 4th letter
which I understoed to be about Fast and Furious.®™

Mr. Weinstein also rebutted the allegation of an intentional cover-up:

Q Mr. Weinstein, during the drafting of the February 4th letter,
did you intentionally try to mislead Congress?

Absolutely not.

To your knowledge, did Mr. Breuer ever try to intentionally
mislead Congress?

Absolutely not.

Q: To your knowledge, did anyone else at Main Justice, during
the drafting of the February 4th letter, intentionally try to
mislead Congress?

Ay Absolutely not.®*

Request for IG investigation and reiteration of Department policy

Soon after the Attorney General became aware of allegations relating
to gunwalking in Operation Fast and Furious, he took several steps to address
them. First, the Attorney General requested that the Inspector General investigate
Operation Fast and Furious and the Department’s response to Senator Grassley's
letter.™ Testifying before a Senate Appropriations Subcommittee, the Attorney
General stated:

It is true that there have been concerns expressed by ATF agents
about the way in which this operation was conducted, and on that [
took those allegations, those concerns, very seriously and asked the
Inspector General to try to get to the bottom of it. An investigation, an
inquiry is now under way.

I've also made clear to people in the Department that letting guns
walk—I guess that's the term that the people use—that letting gurnis
walk is not something that is acceptable. Guns are—are different than
drug cases or cases where we're trying to follow where money goes.

We cannot have a situation where guns are allowed to walk, and I've

made that clear to the United States Attorneys as well as the Agents in
Charge in the various ATF offices.”
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On March 9, 2011, Deputy Attorney General James Cole hosted a conference
call with Southwest Border United States Attorneys in which he reiterated the
Department’s policy against gunwalking. After the call, Mr. Cole followed up with
an email summarizing the conversation:

As I said on the call, to avoid any potential confusion, I want to
reiterate the Department’s policy: We should not design or conduct
undercover operations which include guns crossing the border. If
we have knowledge that guns are about to cross the border, we must
take immediate action to stop the firearms from crossing the border,
even if that prematurely terminates or otherwise jeopardizes an
investigation.”!

Personnel actions

Justice Department officials have explained that, although they are awaiting
the findings from the Inspector General’s investigation before making any final
personnel determinations, they have removed the key players in Operation Fast and
Furious from any further operational duties.

At the U.5. Attorney’s Office for the District of Arizona, all of the key
personnel have resigned, been removed, or been relieved of their relevant duties
in the aftermath of Operation Fast and Furious. On August 30, 2011, Dennis Burke
resigned as the U.S. Attorney®? In January 2012, the Chief of the Criminal Division,
Patrick Cunningham, resigned his position and left the 1.5. Attorney’s Office.
The Section Head responsible for supervising Operation Fast and Furious resigned
his supervisory duties in the fall of 2011, and the Assistant U.S. Attorney who was
responsible for managing Operation Fast and Furious was moved out of the criminal
division to the civil division.?**

On August 30, 2011, the Justice Department removed Kenneth Melson as the
acting head of ATF and reassigned him to a position as a forensics advisor in the
Department’s Office of Legal Policy*> On October 5, 2011, ATF removed Deputy
Director William Hoover from his position and subsequently reassigned to a non-
operational role.? Also on October 5, 2011, ATF removed Assistant Director for
Field Operations Mark Chait from his position and subsequently placed him in
a non-operational role as well.® Deputy Assistant Director for Field Operations
William McMahon was also reassigned as a Deputy Assistant in the ATF Office of
Professional Responsibility and Security Operations on May 13, 2011, and was later
reassigned to a non-operation positiorn.”

ATF supervisors from the Phoenix Field Division have also been reassigned.

Special Agent in Charge William Newell was reassigned to an administrative
position as a special assistant in the ATF Office of Management.® Assistant Special
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Agent in Charge George Gillett was reassigned as a liaison to the U.5. Marshal’s
Service? The former Supervisor of Group VII, David Voth, was reassigned to ATF’s
Tobacco Division.?”

Agency reforms

On January 28, 2011, Deputy Attorney General James Cole sent a letter to
Congress explaining that the Department was “undertaking key enhancements to
existing Department policies and procedures to ensure that mistakes like those that
occurred in Wide Receiver and Fast and Furious are not repeated.”?? The letter
detailed numerous reforms, including:

« Implementing a new Monitored Case Program to increase coordination
between ATF headquarters and the field for sensitive investigations
and to improve oversight;

e (Clarifying the prohibition on gunwalking and providing guidance on
responding to a gun dealer concerns about suspicious purchasers;

e Revising ATF’s Confidential Informants Usage Policy and its
Undercover Operations Policy and establishing committees on
undercover operations and confidential informants;

s Providing training to personmnel in ATF’s Phoenix Field Division to
address U.S.-Mexico cross-border firearms trafficking issues, improve
techniques and strategies, and educate agents on the applicable law;
and

e Restructuring ATF’s Office of the Ombudsman by appointing a senior
special agent as Chief ATF Ombudsman and adding a full-time special
agent to handle agent complaints.*

Deputy Attorney General Cole also outlined key improvements to ensure
the “accuracy and completeness” of the information the Department provides to
Congress. The Department issued a directive requiring the responding component
to ensure that it supplies Congress with the most accurate information by soliciting
information from employees with detailed personal knowledge of the relevant
subject matter. Ultimate responsibility for submitting or reviewing a draft
response to Congress is assigned to an appropriate senior manager, according to
the new directive. Finally, the directive emphasizes the importance of accuracy
and completeness of the information provided to Congress over the timeliness of
responding to requests.”
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__V. RECOMMENDATIONS

As its title indicates, the Committee on Oversight and Government Reform
has two primary missions. Not only is it charged with conducting oversight of
programs to root out waste, fraud, and abuse, but it is also responsible for reforming
these programs to ensure that government works more effectively and efficiently
for the American people. For these reasons, set forth below are ten constructive
recommendations intended to address operational problems identified during the
course of this investigation.

These recommendations for both Executive and Congressional action are
not intended to be comprehensive or exhaustive, and some already may be under
consideration or in various stages of implementation at the Department of Justice
and ATF.

Strictly Enforce the Prohibition on Gunwalking Across Law Enforcement
Agencies. Documents obtained by the Committee indicate that ATF lacked
sufficient clarity regarding its operational policies and training for firearms
trafficking cases. Following the public controversy over Fast and Furious,
Acting ATF Director B. Todd Jones issued a memo strongly stating the
Department’s policy against gunwalking, and the Attorney General has used
his position to publicly reiterate this prohibition. These measures should

be complemented by efforts within each Federal law enforcement agency to
establish clear operational policies with respect to suspect firearms transfers
and provide appropriate training for field agents and supervisors.

Improve Management and Oversight of ATF Trafficking Investigations,
Documents obtained by the Committee reveal a lack of adequate
communication between ATF field offices and headquarters about significant
trafficking investigations. In several cases, deficient communication was
magnified by disagreements between the field and headquarters about tactics
and strategy. ATF should improve its management of investigations by
requiring operational approval of all significant gun trafficking investigations
by senior ATF officials in order to ensure consistent application of ATF
policies and procedures.

Reguire “Operational Safety Strategy” in Trafficking Investigations. As
part of its broader effort to improve management and oversight of significant
trafficking investigations, ATF should require that each Operational Plan
developed in the field include an Operational Safety Strategy that analyzes
the risks to agents and the public of firearms potentially being released into
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the community and sets forth appropriate operational safeguards. Senior
ATF offidals should approve these plans in order to ensure that each specific
operation has sufficient resources to irnplement the safeguards intended to
protect agent and public safety.

Enhance the Accessibility and Responsiveness of the ATF Ombudsman.
Documents obtained by the Committee indicate that Operation Fast and
Furious was one of several deeply flawed operations run by ATF's Phoenix
Field Division since 2006. Line agents reported to the Committee that they
made their concerns about these controversial tactics public only after raising
them first with their supervisors, but they stated that their concerns were not
heeded. To ensure agents’ concerns are communicated to ATF leadership,
ATF should consider ways te improve its Office of the Ombudsman to make
it more accessible and responsive to ATF line agents.

Conduct a Review of the U8, Atorney’s Office in Arizona. Documents and
testimony received by the Committee indicate that the legal interpretations
and prosecutorial decisions regarding firearms cases made by officials in

the U.S. Attorney’s Office in Arizona may differ substantially from those of
other U.5. Attorneys’ offices. Because it remains unclear to what extent these
differences are the result of judicial, prosecutorial, or individual decisions,
the Department of Justice should direct the Executive Office for United States
Attorneys to conduct a thorough review of the Arizona U.S. Attorney’s Office
to enstrre that it is doing everything it can to keep illegal guns off the streets
and out of the hands of criminals.

Expand the Multiple Long Gun Sales Reporting Requirement. Numerous
law enforcement agents testified before the Committee that obtaining reports
on multiple purchases of long guns, including AK~47 variant assault weapons
and .50 caliber semi-automatic sniper rifles that are now the “weapons of
choice” for international drug cartels, would provide them with timely and
actionable intelligence to help combat firearms trafficking rings. In July 2011,
the Department of Justice issued a rule requiring such reports for weapon
sales in certain states. Earlier this month, a Federal District Court upheld

the rule, finding that “ATF acted rationally.”*® ATF should now expand the
reporting requirement to apply to other states in which firearms trafficking
networks are particularly active.

Confirm or Appeint a Permanent ATF Director. Consistent and strong
leadership is vital to strengthening ATF and ensuring that policies and
procedures are applied consistently. For six years, however, ATF has been
forced to contend with temporary leadership because individual senators
have blocked the confirmation of a permanent director. The Senate should
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confirm a permanent director for ATF as soon as possible, and the President
should consider a recess appointment if the Senate fails to do so.

Enact a Dedicated Firearms Trafficking Statute, During the Committee’s
investigation, multiple law enforcement agents warned that there is currently
no Federal statute that specifically prohibits firearms trafficking and, as a
result, prosecutors often charge traffickers with “paperwork violations”

such as dealing in firearms without a license. The agents testified that

these cases are difficult to prove and that U.S, Attorneys’ offices frequently
decline to prosecute. They stated that a Federal statute specifically dedicated
to prohibiting firearms trafficking would help them disrupt, defeat, and
dismantle firearms trafficking organizations. In July 2011, Ranking Member
Elijah Cuminings and Representative Carolyn Maloney introduced legislation
in the House to establish such a firearms trafficking statute. Senator Kirsten
Gillibrand has introduced a similar bill in the Senate. Congress should
consider and pass this legislation without delay.

Provide ATF with Adequate Resources to Combat Illegal Gun Trafficking.
Documents and testimony obtained by the Committee revealed that ATF line
agents were drastically under-resourced, resulting in deficient surveillance of
suspected straw purchasers and firearms traffickers. Over the past decade,
ATF’s budget has not kept pace with its law enforcement responsibilities,
particularly in light of the exponential growth in illegal firearms trafficking to
Mexico. Congress should appropriate the additional resources ATF needs to
perform its mission and combat gun trafficking along the Southwest Border.

Repeal the Prohibition Against Reporting Crime Gun Trace Data. To
increase transparency by ATF and oversight by Congress, Congress should
repeal the prohibition against reporting crime gun trace data and require ATF
to provide yearly reports to Congress that include aggregate statistics about
crime gun trace data categorized by State and Federal Firearms Licensee,

as well as aggregate gun trace data for guns that are recovered in Mexico,
categorized by State and Federal Firearms Licensee. This information will
assist Congress in understanding the problem of gun trafficking along the
Southwest Border and assessing ATF’s progress in fighting it.
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The Honorable Eric Holder

U.S. Attorney General

United States Department of Justice
Robert F. Kennedy Building

950 Pennsylvania Ave., N.W.
‘Washington, DC 20530

Dear Attorney General Holder:
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fam deeply concerned about the systemic and possibly illegal voter purge happening in Texas right now.
This comes on the heels of restrictive voter photo identification legislation pending or already signed into
law in Texas. In my opinion, these actions by the Texas Secretary of State’s Office have only one purpose:
to disenfranchise certain voters. ¥ am requesting immediate action because of the broad implications that
the voter purging has on ongoing and future state, loca), and federal elections.

According to a recent article in the Houston Chronicle, more than 306,000 valid voters were notified that
they could be removed from the Texas voter rolls from November 2608 to November 2010, This overt
purging is done under the guise of reducing voter fraud and updating voter registration rolls. The article
noted that more than 1.5 million Texas voters could have their registrations canceiled.

As with legislation infroduced in various states around the country the trus purpose of the purging is the
disenfranchisement of eligible voters especially the elderly, young voters, students, minorities, and low-
income voters. Approximately 2 percent of voting-age citizens in the country-or more than 20 million
individuals- lack government-issued pheto ideatification.

I urge you to protect the wotmg rights of Americans by using the full power of the Department of Justice
P

to review the voter purging in Texas and scrutinize the broader imy s and imy n

The Voting Rights Act vests significant authority in the Department to ensure laws are not implemented
in a discriminatory manner. Section 5 of the Voting Rights Act requires preclearance by the Department
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when there is an attempt to change any voting qualification or prerequisite to voting, or standard, practice,
or procedure with respect to voting in covered jurisdictions.

In Section 5 jurisdictions, such as Texas, whenever photo identificaticn legislation is considered, the
Department should closely monitor the administrative and legisiative process to track any unjawful intent
evinced by the proceedings, which I believe is occurring in my state.

Restrictive voter photo identification legislation, and the subsequent purging of voter rolls has the
potential to block millions of eligible American voters in Texas and other states, and thus suppress the
right to vote. [ urge you to exercise your autharity to examine the law acd brash actions by the State of
Texas so that voting rights are not jeopardized.

1 also request that you brief me on the fforts the Department is undertaking to snsure these actions &re

implemented in accordance with Texas state law, the United States Constitution, and the Voting Rights
Act.

Very Truly Yours,

Sheila Jackson Lee
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June 7,2012

The Honorable Eric Holder

U.S. Attorney General

United States Department of Justice
Robert F. Kennedy Building

950 Pennsylvania Ave., N.W.
Washingten, DC 20530

Dear Attorney General Holder:

I am deeply troubled about the continued ineidents of race in jury selection that are ongoing and
systemic in Texas and likely in other states, particularly in the South. It is only part of a recent
trend in racial comments and invective filling up our airwaves, dominating blog discussions, and
seemingly ubiquitous in the comrentary sections of major newspapers and websites. I request
the Department of Justice act expeditiously to ensure that instances of race-based jury selection
in the State of Texas are dealt with to the fullest extent of the law.

In Houston, Texas just this year, one officer was acquitted in the case of Chad Holley.

As T referenced in a letter I wrote to you recently, in the [irst tria! on this matter Officer Blomberg
was found not guilty on May 16,2012, 1asked that aspects of this casc be investigated to determine
whether Mr. Holley's civil rights were violated. Also it should be determined whether this is a
practice and pattern of the Houston Police Department. Further issues with law enforcement in Harris
County will also be submitted.

As yow’ll recall from the holding of the Batson case the Court held that if the trial court decided
that the facts established prima facie, purposeful discrimination and that the prosecution did not
proffer a neutral explanation for its actions, petitioner's conviction had to be reversed. The Court
overruled Swain v. Alabama, holding that “to the extent that it required petitioner to establish a
systematic pattern of discrimination in jury selection.”
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It is a travesty that in this day and age incidents like this are still occurring. Was the Chad Holley
case Houston’s Rodney King moment? I certainly hope not. Chad Holley and his family deserve
a fair and just federal civil rights investigation. We must not altow the actions of some officers to
become the image of the entire department.

Turge you to protect the rights of Americans by using the full power of the Department of Justice
to review acts, real and perceived which demonstrate purging of certain individuals from juries
in Texas and scrutinize the broader implications and implementation,

As a Member of the Judiciary Committee, I have an obligation to do all that is possible to
prevent alt forms of bias, especially in the implementation of the law and by those entrusted to
protect our citizens and ensuring the preservation of equality and justice in our criminal justice
system. Thank you in advance for your consideration of this issue. We all share a commitrment
to ensuring that our nation's law enforcement epitomizes the ideals of equality under the law
enshrined in our Constitution.

I also request that you brief me on the efforts the Department is undertaking to ensure these
actious are implemented in accordance with Texas state law, the United States Constitution; and
all applicable penal laws.

Very Truly Yours,

et

Sheila Jackson Lee

CC: Assistant Attorney General Thomas Perez
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Material submitted by the Honorable Darrell Issa

ONE HUNDRED TWELFTH CONGRESS

Congress of the nited States

House of Repregentativies
COMRMITTEE ON CVERSIGHT AND GOVERNMENT REFORM
2157 Ravourn House OFace BuLDiNG
WagHieTon, DC 20515-6143

oy
EONRECTIHT
iy

MEMORANDUM
To: Members, Committee on Oversight and Government Reform
From: Darrell Issa, Chairman
Date: May 3, 2012
Re: Update on Operation Fast and Furious

Since February 2011, the House Oversight and Government and Government Reform Committee
has been conducting a joint investigation with Senate Judiciary Committee Ranking Member
Chuck Grassley (R-TA) of reckless conduct in the Justice Department’s Operation Fast and
Furious. The committee has held three hearings, conducted twenty-four transcribed interviews
with fact witnesses, sent the Department of Justice over fifty letters, and issued the Department
of Justice two subpoenas for documents, The Justice Departiment, however, continues to
withhold documents critica! to understanding decision making and responsibility in Operation
Fast and Furious.

This memo explains key events and facts in Operation Fast and Furicus that have been
uncovered during the congressional investigation; remaining questions that the Justice
Department refused to cooperate in helping the Committee answer; the ongoing relevance of
these questions; and the extent of the harm created by both Operation Fast and Furious and the
Deparimeni’s refusal to fully cooperate. The memo also explains issues for Commitice Members
to consider in making a decision about holding Attorney General Eric Holder in contempt of
Congress for his Department’s refusal to provide subpoenaed documents.

Attached to this memo for review and discussion is a draft version of a contempt report that the
Comunittee may censider at an upcoming business meeting.

Introduction t¢ Fast and Furious

In the aftermath of a federal agent’s death, on February 4, 2011, the United States Department of
Justice sent a letter to Congress denying whistichiower allegations that the Justice Department
had facilitated the illegal transfer of weapons to Mexican drug cartels. The Justice Department
insisted that federal authorities always make, “every effort to interdict weapons that have been
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purchased illegally and prevent their transportation to Mexico,” and rejected accusations that two
assault rifles found at the Arizona desert murder scene of a U.S. Border Patrol agent resulted
from a Bureau of Alcohol, Tobaceo, Firearms, and Explosives (ATF) case known as Operation
Fast and Furious.

Nearly ten months later, on December 2, 2011, the Justice Department sent Congress a new letter
rescinding the previous written denial and acknowledging that Operation Fast and Furious was
“fundamentally flawed.”

The Congressional investigation into this dangerously flawed operation has focused on ensuring
accountability for reckless conduct that contributed to deaths and continues to jeopardize public
safety. More than a vear later, the family of a murdered Border Patrol agent, federal agents
facing retatiation for blowing the whistle on reckless conduct, and the citizens of one of
America’s most important and growing trade partners continue to demand the full truth. The
Justice Department’s refusal to fully cooperate with this investigation has outraged many
Americans and left Congress with the choice of challenging or accepting the Justice
Department’s insistence that it only face an internal investigation of itself.

While field operations for Fast and Furious began in September 2009 and ended in January 2011,
the scandal began to unravel in the early morning hours of December 15, 2010, when a warrior
and patriot fost his life defending the United States.

A Tragic Death Leads to Whistleblowers

Late in the evening of December 14, 2010, Border Patrol Agent Brian Terry, a native of
Michigan and Marine veteran, was on patro! with three other agents in Peck Canyon, near Rio
Rico, Arizona. The agents spotted a group of five suspected illegal aliens — at least two were
carrying rifies, As the agents approached, at least one of the suspects fired at them. The agents
returned fire. In the midst of the gunfight, Agent Terry was struck by a bullet. Most of the
suspected aliens fled the scene, though one of them had been wounded and was unable fo flee.
Though Agent Terry was fully conscious after being wounded, his bleeding could not be stopped
and he died in the desert during the early morning hours of December 15 while the group waited
for medical assistance to arrive.

When help finally did arrive, investigators recovered two AK-47 variant rifles at the scene.
Traces conducted later that day showed the two weapons had been bought on January 16, 2010,
by a then 23 year old — Jaime Avila of Phoenix, Arizona, The traces also showed investigaiors
something else.

ATF had entered Avila as a suspect into the database more than a year earlier on November 25,
2009, as part of Operation Fast and Furious — the Department of Justice’s largest ongoing
firearms trafficking case at the time. Avila was a low-level straw-buyer in a weapons trafficking’
organization — a seemingly legal purchaser of firearms who conducted transactions with the
illegal motive of buying them for someone else. In Avila’s case, the real purchaser of the
weapons he procured was a Mexican drug cartel.

)
Z
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In the wake of the Terry murder, law enforcement agents quickly located and arrested Avila. The
U.S. Attorney’s Office in Arizona indicted Avila on three counts of “lying and buying”—
charges made primarily on the grounds that he had falsely indicated that weapons had been
purchased for his own use.

The news of Terry’s death quickly made its way back to the ATF agents working on Operation
Fast and Furious. This news was the nightmare agents working the case had long dreaded, even
expecied. Two ATF agents, John Dodson and Larry Alt, described their feelings:

Agent Dodson:

We knew Jaime Avila was a straw purchaser, had him identified as a known straw
purchaser supplying weapons to the cartel .... And then in May, we had a recovery where
Border Patrol encounters an armed group of bandits and recovered an AK variant rifle
... purchased during the time we were watching Jaime Avila, had him under surveillance,
and we did nothing,

Then on December 14th, 2010 Agent Brian Terry is killed in Rio Rico, Arizona. Two
weapons recovered from the scene . . . two AK variant weapons purchased by Jaime
Avila on Jarmary 16th, 2010 while we had him under surveillance, afier we knew him to
be a siraw purchaser, after we identified him as purchasing firearms for a known
Mexican drug cartel.

Agent Alt:

I have loved working for ATF since I have been hired here. I came here fo refire from
ATF ... I am not -~ I am embarrassed here. I regrei the day that [ set foot into this field
division because of some of the things that a few people have done and ... the impact it
has had on the public and safety and Agent Terry.

Although agents indicated they had already complained to supervisors that the reckless tactics
used would result in tragedies, Agent Terry’s senseless death left the impression on some agents
that more needed to be done. These agents again appealed to unsympathetic supervisors, but
pleas fell on deaf ears and efforts to look outside ATF for help began. One agent indicated that
he tried to alert the U.S. Department of Justice Inspector General’s office as a whistleblower but
got nowhere,

By January 2011 — just a month after Agent Terry’s tragic murder - blogs, media outlets, and a
United States Senate office had picked up on the agents’ concerns and helped bring their
allegations about Operation Fast and Furious to a national audience. On February 4, the
Department of Justice, insinuating that the whistleblowers were lying, formally denied the
allegations in a letter to Congress.
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Fast and Furious Conceived

The ATF Phoenix Field Division began Operation Fast and Furious in the fail of 2009 afier
suspicious weapons purchases led agents to the discovery of an apparent Phoenix-based arms
trafficking syndicate. Having been encouraged to devise grander strategies to stop the transfers
of weapons to Mexican drug cartels, the Phoenix based agents devised a strategy that went
beyond simple arrests or weapons confiscations. They weuld allow the U.S.-based assoeiates of
a Mexican drug cartel to continue acquiring firearms uninterrupted. In doing so, they hoped the
weapons, afier they were recovered at crime scenes in Mexico, could be traced and linked to
cartel operatives including possible high-level financiers, suppliers, and possibly even king-pins.

The operation sought to achieve its lofty goals by focusing on the ringleader of the weapons
smuggling syndicate they had identified: Manuel Celis-Acosta. Celis-Acosta was using a then-
unknown number of siraw-purchasers, including Jamie Avila, to purchase weapons.

In January 2010, ATF partnered with the U.S. Attorney’s Office for the District of Arizona and
applied to Justice Department headquarters in Washington for funding through the Department’s
Organized Crime Drug Enforcement Task Force (OCDETF) prograni. As senior Justice
Department officials in Washington felt the operation had great promise, it won approval and
additional funding. Operation Fast and Furious was reorganized as a Strike Force including
agents from ATF, FBI, the Drug Enforcement Administration (DEA), and the Immigration and
Customs Enforcement (ICE) component of the Department of Homeland Security. ATF Agent
John Dodson, who would later help blow the whistle on what occurred, was among the agents
transferred to Phoenix 1o help with the operation as a result of the designation.

The Strike Force designation also meant that the U.S. Attorney’s Office — rather than ATF -
would run Fast and Furious. At the time, the U.S. Attorney’s Oflice in Arizona was led by
Dennis Burke, a new political appointee who had previously served as Chief of Staff to then
Arizona Governor and now Homeland Security Secretary Janet Napolitano. Earlier in his career,
Burke had worked with former White House Chief of Staff Rahm Emanuel on gun control
legislation as a U.S. Senate staff member,

The newly organized Strike Force, led by the U.S. Attorney’s office, gave Operation Fast and
Furious a chance to utilize sophisticated law enforcement techniques such as federal wire
intercepts — more commonly known as wiretaps. The use of advanced techniques like wiretaps,
which require a court order, also meant that Justice Department officials in Washington, D.C.,
would have to play a critical role. Federal law requires certain senior officials to review
evidence and certify the necessity of wiretaps and other techniques.

During Fast and Furious, ATF agents were directed to monitor actual transactions between
Federal Firearms Licensees (gun stores) and straw purchasers like Jamie Avila. After the
purchases, ATF sometimes conducted surveillance of these weapons with assistance from local
police departments. Such surveillance included following the vehicles of the straw purchasers.
Frequently, the straw purchasers transferred the weapons they bought 1o stash houses. In other
instances, they transferred the weapons to third parties.

4
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To achieve the goal of letting weapons lead law enforcement to senior criminal figures,
Operation Fast and Furious embraced a controversial tactic that outraged some veteran ATF
agents: gunwalking. In Operation Fast and Furious, it was not that some weapons got away from
agents, but rather that agents were purposefully directed to allow the flow of guns from straw
purchasers to third parties. Instead of trying to interdict the weapens, ATF purposely avoided
contact with known straw purchasers or curtailed surveillance, allowing the guns to fall into the
hands of criminals and bandits on both sides of the border. ATF agents have explained that this
practice was at odds with their core training. As one agent explained:

When we should have done something and it wasn't, you have let it walk. There has to be
an active decision . . . a choice is made to allow it to walk, It is not like something got
away from you or you lost it. If a suspect beats you in a foot chase and he gets away, you
didn’t let him walk, you just lost the chase. So that's what walking is.

During Qperation Fast and Furious, law enforcement agents assigned to the task force allowed
approximately 2,000 illegally purchased weapons walk away from gun stores, 1 n some instances
over the vear and a half that Fast and Furious was conducted in the field, gun store owners
expressed concern to ATF that they felt uncomfortable making repeated sales to individuals they
suspected or knew were involved in criminal activity. ATF agents and prosecutors from the U.S.
Attorney’s office repeatedly reassured store owners that weapons were being actively tracked
and their sales not only posed no danger to the public, but would actually assist law enforcement
in bringing dangerous criminals to justice. They were never told of the operation’s real strategy
and were encouraged to continue making sales to known straw-buvers and contacting ATF with
details after sales occurred.

Extent of Fast and Furious® Failure Known at Its Conclusion

Shortly after Operation Fast and Furious began in the fall of 2009, ATF had identificd a niiniber
of suspected low-level straw-purchasers and the smuggling syndicate’s ringleader, Manuel Celis-
Acosta. Although some field agents and officials in Washington had long ago begun to feel
uncomfortable with Operation Fast and Furious, it was not until after the death of Border Patrol
Agent Brian Terry that its field operations finally ended.

Washington-based Justice Department officials had earlier discussed bringing Attorney General
Eric Holder to Phoenix for a triumphant press conference with Arizona 1.8, Attorney Dennis
Burke to herald the conclusion of the Department’s flagship firearms trafficking case. In the
aftermath of Agent Terry’s death, the task of announcing indictments at a press conference fell to
ATF Phoenix Division Special Agent in Charge William Newell and Burke, Holder did not
attend.

At the press conference on January 25, 2011, Newell triumphantly announced the indictment of
twenty members of an arms trafficking syndicate that had been supplying weapons to the Sinaloa

5
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Cartel — Mexico's largest and most powerful cartel led by the notorious Joaquin “El Chape”
Guzman. The indictments included the syndicate’s ringleader, Manue] Celis-Acosta and
nineteen low-level straw-buyers, What Newell did not mention, however, was that agents were
aware of Celis-Acosta’s role almost from the beginning, as well as that of his lower-level
subordinates who had also been indicted. Newell also did not discuss Operation Fast and
Furious’ other shocking failures, of which by this time he was also aware.

Following Celis-Acosta’s arrest, ATF finally had the chance to confront the syndicate’s
ringleader with the trouble he faced and begin the deal making process intended to ensnare his
higher level cartel associates — the links that ATF believed could fulfili the goals of bringing
senior figures in the Sinaloa Cartel to justice.

When Celis-Acosta informed ATF of the names of the two cartel contacts for whom he had been
working, agents quickly came to learn that these two U.S.-based cartel contacts were already
known to the Department of Justice. The DEA and FBI had jointly opened a separate
investigation specifically targeting these two cartel associates, and, by January 2010, had
collected a wealth of information on them - including their dealings with Manue! Celis-Acosta.

In exchange for one associate’s guilty plea to a minor charge of “Alien in Possession of a
Firearm,” both of these cartel associates became FBI informants and were considered essentially
unindictable well before Operation Fast and Furious concluded. One ATF official would later
say that the discovery that the primary targets of their investigation were not indictable was a
“major disappointment.” Adding to the information-sharing failure, DEA had actually provided
Celis-Acosta’s cartel connection to ATF in December 2009 in an effort to ensure that ATF’s
efforts in Operation Fast and Furious were not duplicative.

Newell shocked colleagues by telling the public the exact opposite of what had eccurred in the
operation. As reports about gunwalking had surfaced after Agent Terry’s death, when asked at
the press conference whether ATF had allowed guns to walk, Newell offered 2 memorable
response: “Hell, no.” ATT agents who blew the whistle on Operation Fast and Furious have
described their reaction to this denial in no uneertain terms:

ATF Agent Peter Forcelli:
Twas appalled, because it was a blatant lie,
ATF Agent Larry Alt:
Candidly, my mouth fell open. I'was asked later by the public information officer for our

division . . . and I told him that I thought that — I was just astounded that he made that
statement.
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The Department of Justice’s Contempt Against the American People

Much of Operation Fast and Furious remained a mystery when the Department of Justice
forcefully dismissed whistleblower accusations and denied that anything improper had occurred
to Congress on February 4, 2011. Why, after all, would anyone be so stupid as to think arming
drug cartels was a good idea?

A congressional investigation and reports by journalists utilizing whistleblowers and other
sources have shed immense light on what occurred and why. Little of what is known today,
however, came as a result of formal Justice Department disclosures. Instead, most of the
information about what happened has come [rom whistleblowers and other sources with
documentation that investigators have used to piece together the facts and confront officials who
had responsibilities in Operation Fast and Furious.

Still, some imporiant areas remain cloaked in secrecy:

* How did the Justice Department finally come to the conclusion that Operation Fast
and Furious was “fundamentally flawed”?

On February 4, 2011, the Department of Justice denied whistleblower allegations that
guns in Operation Fast and Furious had been allowed to “walk™ to Mexico and defended
the Operation itself. Ten months later, on December 2, 2011, the Justice Department
formally withdrew this denial and acknowledged that Fast and Furious was
“fundamentally flawed.” Tn responding to Congress, however, the Justice Department
has taken the position that it will not share its internal deliberations related to Operation
Fast and Furious that occurred after it denied anything inappropriate occurred on
February 4, 2011, This position effectively denics Congress and the American people
information aboui:

o The Justice Department switching its view from denying whistieblower allegation
to admitting they were true.

o Hiding the identity of officiais who led the charge to call whistleblowers liars and
retaliated against them.

o The reactions of top officials when confronted with evidence about gunwalking in
Fast and Furious, including whether they were surprised or were already aware.

o The Justice Department’s assessinent of responsibility for officials who knew
about reckless conduct or were negligent.

o Whether senior officials and political appointees at fault in Operation Fast and
Furious were held to the same standards as lower leve! career employees whom
the Department has primarily blamed.

7
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While the Department of Justice claims that divulging this information would have a
“chilling effect” on future internal deliberations, virtually any agency could use this bland
argument on nearly any topic. Congress, under both Democratic and Republican
leadership, has never recognized internal agency discussions as privileged and protected.
This claim by the Department of Justice is also at odds with a previous decision to make
internal deliberations available to Congress in the midst of a 2007 investigation inio the
dismissals of several U.S. Attorneys.

No one disputes that the Justice Department has this critical information — the Justice
Department’s flimsy rationale for withholding this information is simply about avoiding
accountability for what occurred.

What senior officials at the Department of Justice were told about or approved the
controversial gunwalking tactics that were at the core of the operation’s strategy?

Operation Fast and Furious was not a local effort. It was the Justice Department’s
flagship arras trafficking investigation for a year and a half. Justice Department
headquarters in Washington approved it as part of the Department’s Organized Crime
Drug Entorcement Task Force (OCDETF) program that put it under the control of the
Arizona U.S. Attorney’s office. The OCDETF designation also meant Fast and Furious
would be able to use advanced investigative techniques, such as wirctaps, which by law
required senior headquarters officials to review operational details.

Although they helped write the February 4, 2011, letter to Congress denying that ATF
allowed gunwalking to oceur, some senior officials - after being confronted with
evidence — have had to acknowledge that they did know about gunwalking, They have,
however, consistently denied that they knew critical details about the gunwalking thar
took place in Operation Fast and Furious.

These denials are peculiar because top officials across the Justice Department received
briefings on Operation Fast and Furious that included both information on surveillance
technigues and the fact that hundreds of weapons were turning up at crime scenes in
Mexico. Adding to suspicion that senior Justice Department officials knew far more than
they have admitted, the Justice Department has refused to turn over documents from ths
field that were supplied to senior officials in Washington, While the Depariment has
argued that turning over such materials to Congress could jeopardize prosecutions, it has
offered no mutually agreeable accommodation for reviewing them — such as making them
available to be reviewed but not copied, or giving Congress a complete list and brief
description of responsive documents. After repeated false denials about Operation Fast
and Furious, the Justice Department’s unwillingness to work with Congress casts doubt
on its motives.
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¢ How did inter-agency cooperation in a nationally designated Strike Force fail so
miserably in Operation Fast and Furious?

Operation Fast and Furious tried to use outrageous gunwalking tactics in an effort to
identify top cartel associates. Although the operation let nearly 2,000 weapons walk out
of Phoenix area gun stores to the Sinaloa Cartel in furtherance of this goal, it never had a
chance of success. While some senior Justice Department officials, including Assistant
Attorney General Lanny Breuer, head of the Department’s Criminal Division, embraced
the view that gunwalking could be justitied, even they would now have to agree that Fast
and Furious never had a chance. The reason; the Justice Department already knew about
the cartel contacts for Manuel Celis-Acosta’s smuggling syndicate, and the contacts were
on their way to becoming essentially unindictable FBI informants. Even more blatant,
the DEA had told ATF about Celis-Acosta’s cartel connections at the beginning of Fast
and Furious as these contacts were targets of a separate investigation.

The reforms born out of the tragic September 11th terrorist attacks were designed to put a
stop to the problem of federal agencies “stove-piping” information. In a Strike Foree
operation like Fast and Furious that was specifically designed by the lustice Department
to bring together resources from its component agencies including ATF, FBI, DEA, and
Justice Department headquarters, the failure of coordination and information sharing in
Operation Fast and Furious indicates a likelihood of monumental management
dysfunction. To date, the Justice Department has not indicated what official had the
respensibility to coordinate and de-conflict taw enforcement efforts across agencies.

A core goal of congressional oversight is to identify agency mismanagement and ensure
that appropriate legislative or administrative adjustments are implernented. Until now,
the Justice Department’s desire to protect senior officials from embarrassment from
Operation Fast and Furious has superseded its willingness to werk cooperatively with
Congress to address a massive information sharing and agency coordination problem that
Congress and the Bush Adminisiration worked together to solve a decade age.

Despite a subpoena, the Justice Department has refused to produce documents refated to
how this clear failure occurred through multiple agencies and the invoivement of top
Justice Officials who had responsibilities to monitor multi-agency efforts. While the
Justice Department has maintained that it is concerned about exposing cartel associates
with informant status to scrutiny, the Department has rebuffed Committee efforts to
examine the decisions and failures of officials without locking at the informants
themselves. The fact that the Committee has already learned the identity of the associates
and the outrageous crimes they committed before being given informant status, stands in
conirast to the Department’s suggestion that its reason for non-cooperation is the
informants® weli-being.

When the Committee issued a subpoena to U.S. Attorney General Eric Holder on Octeber 12,
2011, for Justice Department documents, the Committee specified 22 categories of documents it
required the Department to produce. Department representatives specifically confirmed their

9
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understanding of each category. To date, the Department has not produced any responsive
documents for 12 of the 22 categories, The Departient has not completely fulfilled any of the
10 categories for which documents have been produced.

For over a year, the Department has issued false denials, given answers intended to misdirect
investigators, sought to intimidate witnesses, unlawfuily withheld subpoenaed documents, and
waited to be confrented with indisputable evidence before acknowledging uncomfortable facts.
The Justice Department’s demonstrable contempt for the congressional investigation has
inflicted harm on the people of two nations seeking the truth — and very pointedly on the family
of fallen Border Patrol Agent Brian Terry and ATF whistleblowers who now face retaliation in
the wake of their own heroic efforts to expose wrongdoing.

Answers for the Family of Border Patrol Agent Brian Terry

Three days atter his murder in Arizona, on December 18, 2010, Brian Terry’s body arrived back
in Michigan for burial. His family waited on the tarmac in Detreit. Bagpipes played as Brian’s
casket was unloaded from the plane, then loaded into a hearse for a police escort to the funeral
home. This was not the holiday homecoming that the Terry family had envisioned for Brian. In
the words of his family:

Brian did ultimately come home that Chyistmas; we buried him not far from the house
that he was raised in just prior to Christmas day. The gifis that Brian had picked out with
such thought and care began to arvive in the mail that same week. With each delivery, we
Jelt the indescribable pain of Brion's death, but at the same time also remembered his
amazing love and spirit.

One month later, federal officials offered the Terry family scant details about Brian’s death and
refused to answer many questions. Brian’s brother and stepmother walked out of the meeting
with faw enforcement officials, believing that the government was not being honest with them
about Brian’s death.

The following week, it became clearer to the Terry family why the Department of Justice had
acted evasively. News reports began to emnerge that the weapons found at Brian’s murder scene
had linked back to something they had never heard of before: Operation Fast and Furious. As
Brian Terry’s mother cxplained, “{We] never really got a call about anything like that until it was
brought out in the newspapers . . . [ was — just flabbergasted. [ didn’t believe itat first.”

The Tetry family wanted answers, but no one in federal law enforeement would help. Brian’s
cousin, a Secret Service agent, testified at a June congressional hearing that “there is a level of
frustration for the family.” Terry’s mother, when asked what she would say to the person who
authorized Operation Fast and Furious, responded, “I don’t know what I would say to them, but 1
would like to know what they would say to me.”

In August 2011, the Terry family made a motion to intervene as crime victims under the Crime
Victims’ Rights Act as a party in the case against Jamie Avila, the straw-purchaser of the
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weapons found at the scene of Agent Terry’s murder. Inexplicably, the Justice Department filed
a highly unusual motion against the Terry family, claiming that the defendant’s “offenses are too
factually and temporally attenuated from the murder — if connected at all.” Only after monihs of
pressure from Congress and the public did the Department finally withdraw its objection to the
Terry family’s motion.

In October 2011, the Terry family again wrote to Congress secking answers and explaining that
the “family remains unsatisfied with the answers provided by government officials to date, not
only about the genesis and operation of Fast and Furious, but what actually occurred
precipitating Brian’s death.”

Three weeks later, Attorney General Eric Holder testified before the Senate Judiciary
Commiittee. Instead of providing answers, the Attorney General’s testimony brought additional
pain to the Terry family when, despite evidence to the contrary, he stated, “it’s unfair to assume
that mistakes from Fast and Furious directly led to the death of Agent Terry.” He also declined
to apologize to the Terry family when asked by a Senator if he betieved he should do so.

The testimony was certainly not what the Terry family had hoped to hear. Brian’s mother “sat in
a chair and cried” upon watching it, the family said. Brian’s father said, “I think they are liars
and T would teil them that. What would I say to Eric Holder? They would not be nice werds.”
Brian’s father also said, “Nobody wants to outlive their son, It’s just hard. Ican’t sleep, just
thinking about him — I love him very much.”

In March 2012, as more details emerged about how a lack of coordination within the Justice
Department had further botched Fast and Furious, the Terry family again fearned these new facts
through media reports - not from Department officials. This information “sickened” the family,
who observed that had “this simple piece of information been shared among the different law
enforcement agencies in Arizona . . . U.S. Border Patro] Agent Brian Terry would still be alive.”

While the Justice Department’s admissions have largely eome as a result of being confronted
with indisputable facts, the painfully slow process of getting the truth has been a continuing
frustration for the Terry family. They stiil do not have the all the facts about the circumstances
surrounding Brian Terry’s murder,

In life, many of Brian’s friends knew him as “Superman.” The local gym in Arizona where
Brian worked out had to order special, 150 Ib. dumbbells for him, due to his impressive strength.
The dumbbells arrived at the gym the week following Brian’s death, and now sit in a corner of
the gym, in a shrine to Brian, not for use by others.

In death, Brian, a Marine veteran, stands as a herc who gave his life for his country. The tragic
circumstances surrounding his murder, however, remain unresolved due to the Justice
Department’s stubborn refusal to provide critical documents and fully cooperate with the
investigation of Operation Fast and Furious. As Brian’s sister said of his family’s desire to know
the full truth, “Brian was about making a difference and justice. And I just feel that this country.
owes it to him, because he spent his whole life fighting for this country some way or another.”
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Whistleblowers Left to Twist in the Wind

ATF agents distraught in the aftermath of Agent Terry’s death started blowing the whistle in an
effort to stop the reckless tactics of Operation Fast and Furious and reveal what had happened.
ATF Special Agent John Dodson was the first to contact Congress, reaching out to the office of
Senator Chuck Grassley in January 2011 with allegations of gunwalking.

Upon learning of Agent Dodson’s contact with Senator Grassley’s staff in late January 2011,
ATF officials were clearly displeased. They ordered him to write 2 memo to ATF leadership
detaiting exactly what he told Senator Grassley’s staff. His supervisors called him on his cell
phone, his home phone, and even contemplated personally visiting his home late Friday night in
an attempt to manage the impaet of his allegations. Only after Senator Grassley learned of this
harassment and wrote to the Justice Department the following Monday did ATF leadership drop
its demand for Dodson to write a summary of his contact with Senator Grassley’s staff. Under
federal law, no one can interfere with such an effort to contact Congress.

One confidential witness told Congress that he overheard Scot Thomasson, chief ATF
spokesman, say early on in the congressional inquiry into Fast and Furious: “We need o get
whatever dirt we can on these guys [the whistleblowers] and take them down.” The actions-of
the Department of Justice towards the whistleblowers over the next year indicate that these
words were part of a concerted effort at retaliation,

On June 29, 2011, a reporter asked the Committee to comment on documents he had received
related to Agent John Dodson during the time period when Fast and Furious oceuwrred. The
Department of Justice had yet to provide these documents to the Committee pursuant to the
March 31, 2011, subpoena of ATF, but had apparently provided them to a reporter in an attempt
to undermine Dodson’s credibility. The Committee worked with the reporter and his news
organization to examine the claims the doeumients purportedly supported and made the argument
that the doeuments were part of an underhanded strategy to smear a whistleblower. The news
organization eventually decided against running the story.

Congressional investigators later determined that the individual who was behind the leaked
documents was the U.S, Attorney for the District of Arizona, Dennis Burke — the Obama
Administration pelitical appointee who led the office in charge of Operation Fast and Furious.
Burke later testified that the reporter eontacted him, and that he believed the reporter had already
seen the documents or had them read to him from someone else in the Department of Justice.
Instead of e-mailing the documents to the reporter in Washington, Burke, who was in Arizona at
the time, e-mailed them 1o a friend of his in Washingion, who then printed out the documents
and then delivered them to the reporter personally. These efforts successfully kept Burke’s
fingerprints off of the leak until he publicly admitted his role more than two months after his
August 2011 resignation as blame for Fast and Furicus spread,

Since Dodson hecame a whistleblower, ATF has transferred him to Greenville, South Carolina,
where he eurrently serves as an investigative agent. A confidential witness has told the
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Committee that ATF made the unusual decision not to reimburse him for $36,000 in moving
expenses. The real motive for this decision remains unknown.

On April 25, 2011, Commitice investigators subpoenaed another whistleblower, Special Agent
Larry Alt, to provide testimony about Operation Fast and Furious. Agent Alt notified his
superiors about his impending testimony. The next day, ATF Internal Affairs notified Alt that
they wanted to talk with him about another matter. On May 5, 2011, Agent Alt met with ATF
interna! affairs investigators about allegations that Alt downloaded two prohibited applications to
his government-issued phone. The total cost of these applicaiions was eight doliars.

Agent Alt adamantly denied knowingly downloading the applications. Internal Affairs
investigators searched Alt’s phone and were unable to find either of them, The applications were
also not compatible with the make and modei of the phene issued to Alt. The timing of the
Internal A ffairs investigation into Larry Alt, and the apparent lack of evidence regarding the
allegations against him, makes the motivation for the inquiry suspect at best. Alt was prevented
from transferring oftices and his eligibility for promotions and pay raises barred during the
pendency of the investigation - all supposedly over eight doilars in phone applications,

Special Agent Peter Forcelli, a Group Supervisor in the ATF Phoenix Field Division, also
experienced retaliation by the Department of Justice for his role in blowing the whistle on Fast
and Furious. During his June 15, 2011 testimony before Congress, Special Agent Forcelli
testified candidly about the difficulties he encountered in getting the U.S. Attorney’s Office in
Arizona to prosecute certain ATF cases. The Justice Department confirmed Agent Foreelli’s
concerns by transferring three high-profile cases invoiving ATF out of that U.8. Attorney’s
Office.

During Agsnt Forcelli’s June 15 testimony, the Chief of the Criminal Division of the Arizona
U.S. Attorney’s Office, Patrick Cunningham — who had been tasked by the Department of Justice
with examining the truthfulness of the whistleblowers’ allegations — was at ATF headquarters in
Washington, D.C. mining Forcelli’s testimony for inaccuracies. Cunningham alleged to senicr
officials that Forcelli was being untruthful during his testimony. Over the next several months,
the lustice Department began publicizing documents relating to cases Forcelli had previously
investigated at ATF in an effort to smear his character and integrity as a Special Agent. These
cases had nothing to do with Fast and Furious.

In August 2011, the Office of the Tnspector General began investigating Forcelli about oneof the
cases that the Department had publicized. In preparation for an interview with the OIG, the
Arizona U.S. Attorney’s Office created a memo, dated August 10, 2011, about a meeting its
prosecutors had had with Forcelli three months earlier. The memo, written well-after-the-fact,
characterized him as “visibly angry” during the earlier interaction.

In the midst of this saga, during a phone call with the U.S, Attorney’s Office in August 2011,
prosecutors notified Agent Forcelli that any contact between him and any prosecutor in the U.S.
Adftorney’s Office would need to be reported up the chain of command. Such a policy made it
practically impossible for Agent Forcelli to work with federal prosecuters in Arizona.
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Due 1o this situation, ATT transferred Forcelli from the ATF Phoenix Field Division to ATF
headquarters. Despite facing a considerable loss in the sale of his house Forcelli puiled his two
chifdren out of school and moved with his family to Virginia in March 2012 to assume a desk
job.

In addition to stark individual experiences, the ATF whistleblowers have collectively described a
climate of hostility and fear of reprisals since their deeisions to speak up about Operation Fast
and Furious, Some have even learned that deeply personal information, unrelated to their jobs,
has been dug up and placed in the hands of reporters and others. During a November 2011
hearing, Senator Chuck Grassley asked Attorney General Holder to reveal the identity of a
Justice Department official who had been caught participating in the leaking of doeuments to
smear an ATF whistleblower. Instead of naming the official at the hearing, Holder decided 1o
protect his identity and refused to answer the question,

Brave whistleblowers at ATF, and gun store owners who were lured by federal authorities into
making repeated sales to criminals during Operation Fast and Furious, must live in fear as a
result of retaliation by Justice Department officials who have yet to be publicly exposed for their
role in Operation Fast and Furious, Until the truth is exposed about responsibility for bad
decisions and a lack of leadership in Gperation Fast and Furious, whistleblowers who came 1o
Congress wili continue to face fear of reprisals.

The Relationship with Mexico

Ciudad Juarez, across the border from El Paso, Texas, is the most dangerous city in the world.
Fourteen hundred people were murdered in Juarez in 2008 — three times more than the highest
number in any U.S. city - and this number increased to over 2,600 murders in 2009. On October
20, 2009, Ciudad’s Juarez’s leading newspaper proclaimed in wonderment: “Not One Person
Murdered Yesterday.” That day, however, nine murders occurred in Juarez.

In 2010, there were over 3,00 murders in the city. The violence in Juarez, and across Mexico,
was increasing.

Ciudad Juarez is considered “ground zero” in the drug war. Control of the trafficking routes in
Juarez affords easy access to the United States. In 2008, the Sinaloa Cartel, headed by Joaquin
“FI Chapo” Guzman, moved into Juarez in an attempt to wrest control of the lucrative routes
from the Juarez cartel. Forbes magazine labeled Guzman as its 55" most powerful person in the
world, and Guzman once paid some $2.5 million in bribes to prison officials to make a daring
escape from a maximum security Mexican prison.

In 2010, Guzman’s regional enforcer in Juarez for the Sinaloa Cartel was Jose Antonic Torres
Marrufo, also known as “El Jaguar.” El Jaguar has a history of violent acts against those who
crossed the Sinaloa Cartel. He orchestrated an attack on a drug treatment clinic center in Juarcz
where he suspected rival cartel members were hiding. El Jaguar’s hooded gunmen forced clinic
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patients into a corridor, lined them up, and shot 18 of them. As an ominous threat to members of
the rival Juarez cartel, El Jaguar's men once skinned a rival cartel member’s face and stitched it
onto a soccer ball,

Three months into Operation Fast and Furious, El Paso had emerged as a central hub for the
transport of weapons being smuggled by Manuel Celis-Acosta’s syndicate. Since the beginning
of Fast and Furious, ATF intelligence analysts had noticed an eastern shift in weapons crossing
the border — from Tijuana and Arizona to Fi Paso and Juarez. ATF leadership knew that Fast
and Furious weapons wers heading to the Sinaloa Cartel, and Attorney General Holder was sent
several memos in 2010 notifying him that the Sinaloa Cartel was buying them. As one ATF
agent in Mexico who understood what was cecurring observed, “Chapo is arming for war.”

By the spring of 2010, six months after Fast and Furious began and intense weapons purchases
by the Sinaloa Cartel, El Jaguar’s men had won the battle with the Juarez Cartel and took control
of trafficking routes through Ciudad Juarez.

In October 2010, carte! members kidnapped Mario Gonzalez Rodriguez, the brother of the
Attorney General for the Mexican state of Chihuahua, where Juarez is located. The cartel posted
a video of the kidnapped Rodriguez online, in which he alleged, under duress, that his sister had
ordered kiilings at the behest of the Juarez cartel. The video went viral and became a major
news stary in Mexico, Two weeks later, Mexican authorities found Rodriguez’s body ina
shallow grave. In a subsequent shootout with cartel members responsible for the murder, poliee
arrested eight and recovered sixteen weapons. Two of these weapons traced back to Operation
Fast and Furious.

Although the Department of Justice learned that these weapons traced back to Fast and Furious
almost immediately, no one informed the Mexican government. Not until congressional
investigators were on the verge of Jearning the truth about the connection did an ATF agent in
Mexico finally tell the Mexican Attorney General in June 2011 — seven months after Rodriguez’s
murder,

In May 2011, carfel members fired a powerful Barrett .50 caliber rifle at a Mexican Federal
Police helicopter in the state of Michoacan, forcing it to make an emergency landing, The attack
wounded two of the officers on board. A subsequent raid on those responsible for shooting
down the helicopter resulted in the deaths of 11 cartel members and the arrest of 36 more. A
cache of more than 70 rifles were recovered at the seene, including several that traced back to
Operation Fast and Furious.

Though the President of Mexico, Felipe Calderon has been cutspoken about demanding the
United States curb the flow of its firearms into Mexico, he has taken a diplomatic approach in
responding to Fast and Furious given the U.S. role as a key trading partner for Mexico. The
United States is the largest source of foreign direct investment in Mexico, and the United States
is, by far, Mexico’s largest trading partner — over 80% of Mexican exports are sent to the United
States. Mexico’s continued growth also has great potential to help increase U.S. exports that
create American jobs.
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Other Mexican officials, though, have been more pointed with their deep concerns about what
the Justice Department allowed to occur. The president of the Mexican Congress, the Chamber
of Deputies, has said that Fast and Furious was “a setious violation of international law.” The
Chairman of the lustice Committee in the Chamber of Beputies commented that there were “150
cases of injuries and homicides™ from weapons that ATF agents allowed to walk into Mexico.
And over a year after Fast and Furious was first exposed, the program still remains on the minds
of the Mexican press. In April, the very first question from the Mexican press during a trilateral
joint press conference with President Calderon, President Obama, and Prime Minister Stephen
Harper of Canada was about the tratficking of weapons from the U.S. to Mexico.

The people of Mexico have suffered tremendous loss due to carte! violence. A U.S, operation —
kept secret from Mexican authorities — that sought to arm cartels has created justifiable outrage
among our neighbors to the south who seek the truth about what happened and who was
responsible.

Congress Faces v Chotee ns Integrity Questinns Loagm Over Justice Depuyimeni

"The congressional investigation into Operation Fast and Furious has yielded significant results.
It forced the Department of Justice to withdraw its false denial of whistleblower allegations.
Dennis Burke — the U.S. Attorney for Arizona who headed the office that led Operation Fastand
Furious — was forced to resign. Attorney General Eric Holder now admits the operation was
“fundamentally flawed” and that guns from the operation will continue to show up at crime
scenes in Mexico and the United States “for years to come.” Attorney General Holder has also
cotnmitted to ensuring that such an operation will never happen again.

Nevertheless, Operation Fast and Furious® outrageous tactics, the Justice Department’s refusal to
fully cooperate with the investigation, and efforts to smear and retaliate against whistleblowers
have tainted the institutional integrity of the Justice Department. Only 567 of the nearly 2,000
weapons from the operation have been recovered and, as the Attorney General admits, the effects
from Fast and Furious are far from over.

The Justice Department’s initial denials that anything inappropriate occurred, and its insinuation
that whistleblowers were not telling the truth, indicated an early mindset of a Department more
concerned about appearances than actual truth, Making matters worse, a pattern of questionable
behavior ensucd that heightened concerns. Attomney General Holder initially expressed
puzzlement when asked when he first heard of Operation Fast and Furious at a congressional
hearing, but neither he nor his staff ever acknowledged that memos on the flawed operation had
been addressed to him until they were publicly uncovered several months later. Even later in the
investigation, senior political appointees in the Department’s Criminal Division were forced to
acknowledge evidence that they had known about reckless gunwalking — and did nothing about it
— even though the Attorney General had insisted that such tactics had always been against
Department policy. Several other senior officials who attended briefings on Operation Fast and
Furious repeatedly insisted they could not recall key details about what they knew. In an
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interview, Attorney General Holder’s former Deputy Chief of Staff stated thai he could not recall
specific incidents or even his own actions 82 times over the course of a three hour interview.

Perhaps the most damning assessments of the Department’s handling of the fallout from
Operation Fast and Furious have come from two Justice Department officials, Kenneth Melson,
the former Acting AFT Diirector during the pendency of Fast and Furious, told Congress that, “it
appears thoroughly to us that the department is really trying to figure out a way to push the
information away from their political appointees at the department.” Patrick Cunningham, who
had been tasked by the Justice Department with investigating ATF whistleblower allegations of
gunwalking, would later invoke his Fifth Amendment privilege against self-incrimination in
refusing to answer questions about his work.

The suggestion of veteran Justice Department officials that a cover-up potentially involving
criminal conduct may have occurred, even after Fast and Furious’ field operations ended,
underscores the Justice Department’s inability to investigate itself or decide what information
should be withheld from the Congressional investigation.

In dealing with a prostitution scandal in Cartagena, Columbia, the Secret Service has
demonstrated that agencies can conduct investigations swiftly, determine responsibility, and act
decisively to hold wrongdoers accouniable. The Justice Department’s response, however, has
been the polar opposite. More than a year after field operations of Fast and Furious ended, the
Attorney General still insists he needs more facts before holding individuals responsible for
facilitating the transfer of weapons to Mexican drug cartels to account. To many Americans; this
inaction creates the impression that the Department is trying to run out the clock on the relativ