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PERSPECTIVES ON THE FUTURE NATIONAL SECURITY
ENVIRONMENT: TECHNOLOGICAL, GEOPOLITICAL,
AND ECONOMIC TRENDS AFFECTING THE DEFENSE
STRATEGIC GUIDANCE

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,
SUBCOMMITTEE ON INTELLIGENCE, EMERGING THREATS AND
CAPABILITIES,
Washington, DC, Wednesday, February 13, 2013.

The subcommittee met, pursuant to call, at 2:05 p.m., in room
2118, Rayburn House Office Building, Hon. Mac Thornberry (chair-
man of the subcommittee) presiding.

OPENING STATEMENT OF HON. MAC THORNBERRY, A REP-
RESENTATIVE FROM TEXAS, CHAIRMAN, SUBCOMMITTEE ON
INTELLIGENCE, EMERGING THREATS AND CAPABILITIES

Mr. THORNBERRY. The hearing will come to order. I think Mr.
Langevin is on his way, but we have been asked to go ahead and
get started. So let me just take a moment to welcome our members,
witnesses, and guests to the first hearing of the 113th Congress for
the newly renamed Subcommittee on Intelligence, Emerging
Threats and Capabilities. I think this added portion of our respon-
sibilities dealing with military intelligence oversight is a perfect fit
with this subcommittee’s charge to look ahead at national security
challenges facing our Nation in the future.

And I am particularly pleased, and I can say this since he is not
here, that I have the opportunity to continue to work with Mr.
Langevin. Both of us being on the Intelligence Committee as well
as this committee I think is a real asset to fulfilling those new re-
sponsibilities.

Today we start our hearings with a broad look at global trends
that may affect our national security. Recently the National Intel-
ligence Council released publicly its latest installment of their
Global Trends publication, which received a fair amount of atten-
tion in the press, and it seems to me that our witnesses today have
valuable but also varied perspectives to help stimulate our thinking
about the challenges that our country faces in the future. And
1agakin, that is exactly what this subcommittee has been asked to
ook at.

Unless the gentleman from Georgia would like to make an open-
ing statement, I can reserve until Mr. Langevin comes and let him
do it when he arrives. It is up to you all.

Mr. JOoHNSON. I would like the opportunity, but I think it is best
to wait for Mr. Langevin.

o))
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Mr. THORNBERRY. Okay. I will let him make whatever statement
he wants to and then his questions.

So anyway, again, thank you all very much for being here. Let
me now turn to our witnesses. They include Mr. Frank Hoffman,
senior research fellow at National Defense University; Dr. Mark
Lewellyn, director, National Security Analysis Division at Johns
Hopkins University Applied Physics Laboratory; and Mr. David
Berteau, senior vice president, director of the International Secu-
rity Program for CSIS, Center for Strategic and International Stud-
ies.

Again, thank you all for being here. Without objection, your full
statement, written statements will be made part of the record, and
at this time we would be delighted for you to summarize or offer
such other comments as you would like.

Mr. Hoffman.

STATEMENT OF FRANCIS G. HOFFMAN, SENIOR RESEARCH
FELLOW, INSTITUTE FOR NATIONAL STRATEGIC STUDIES,
NATIONAL DEFENSE UNIVERSITY

Mr. HOFFMAN. Thank you, Mr. Chairman and other members. It
is great to be here today, an honor to appear for you, this sub-
committee, once again. It has been a long time. I am also very hon-
ored to be here with two very prominent experts who are long-
standing old friends of mine.

I would like to offer a much broader statement than my written
statement, which was reflective of my previous work and keeping
with where I think you want to go today with this particular com-
mittee. So I would like to talk about broader trends beyond the cur-
rent defense guidance.

There is a pernicious concept floating around Washington, D.C.,
right now that the tides of war are receding and that the United
States can retrench without risk. There is what I call a new peace
theory floating around town, reflected in prominent journals and
think tanks here in town. Recently one commentator from a think
tank here in Washington said that, “There is no single causal fac-
tor at work, but all point in one direction. We are nearing a point
in history when it is possible to say that war as we know it has
disappeared.”

That is a bold and very dangerous statement and one I do not
agree with. Great progress has been made in the last decade, but
the notion of a dramatic change in human nature or a significant
shift outweigh 2,000 years of recorded history is tenuous at best.
I have spent 35 years in the Department of Defense, most of my
career looking forward, casting headlights out with some distance
to gain some foresight about the future, and I see things through
a much darker lens than that. I think the new peace theory crowd
is confusing correlation of data with causation.

Now, there are five reasons to be satisfied today about our cur-
rent security situation if one is just looking backwards over the last
10 years. These five include our current status as a world super-
power, applying our stability and leadership to the world. There is
a consensus on a Western model based upon rule of law, economic
prosperity on a capitalistic model and a representative government.
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That also includes globalization’s shared and equal economic
progress.

Since 1991 we have enjoyed a lack of major power competition.
We have had extensive peacekeeping support from the inter-
national community, to include the UN [United Nations], that has
been very helpful. And, fifth, there is a growth and a continued
contribution from the conflict resolution community, the I0s [inter-
national organizations], the PVOs [private volunteer organizations]
and the NGOs [nongovernmental organizations], that has been
very useful. And these five conditions clearly cause positive assess-
ments looking back over the last 10 years.

But the Emerging Threats Subcommittee, and this committee
has a reputation for not driving by a rearview mirror, you are re-
quired to look forward, as some of us are in the Pentagon, and
there is a number of reasons looking at things from a future tense
that should make people have some pause. And the first one is,
most significant I think for you and for this Congress, is the per-
ceived hegemonic retrenchment of the United States due to some
perceived decline in our capabilities or interest in sustaining our
position in the world.

The second reason is the rise of emerging powers. History sug-
gests some caution when new emergent, non-status-quo powers
arise and create disequilibrium by seeking to restore either their
previous status or some perceived slights. I won’t have to mention
which state I am referring to.

The third reason is continued or reduced international support.
I suspect that over the next decade we are going to see a degree
of peace support fatigue or simply a lack of domestic support for
many allies and other agencies that have been very useful in
allying with us and keeping instability down.

The fourth reason is, and I am someone who is spending a lot
of time in Europe these days working on my education, but there
is a lot of discussion about the decay or the dissolution of impor-
tant alliances to us and important alliance partners. I am particu-
larly concerned about NATO’s [North Atlantic Treaty Organization]
self-disarmament. It is a group of states that has been allied with
us for a long period of time to great effect, but they are going to
be older, poorer, and less inclined to work with us in the future,
and that should be a pause for concern.

My fifth source of concern is proxy wars. These can be very cata-
Iytic in terms of conflicts. They are not intended to, but they can
produce a major war out of what is supposed to be a smaller con-
flict. And there is new forms of conflict which this committee is
very, very aware of in the cyber world in which attribution of the
attacker is very hard to identify, and that can create new forms of
conflict and also then catalytically lead to a more conventional kind
of conflict if we perceive the attack to have been directed and at-
tributable.

Number six, resource conflicts. I think energy, water, food, rare
materials, most of the time there is a body of evidence that sug-
gests these do not lead to conflicts, but they certainly can create
the tinder box for conflicts. I see actions in the South China Sea
by China and its efforts to secure energy resources and raw earth
assets as something to be taken seriously in this regard.
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There is an issue of demographic decline or demographic change
in many states around the world. We used to worry about youth
bulges, having very high numbers of young people in states in Afri-
ca and Asia that were unemployed or in the Middle East that
might lead to destabilizing things. I think we now instead of youth
bulges also have to worry about graying bulges in some areas, par-
ticularly in Southern Europe, where there are large numbers of
people who are going to be pensionless, underemployed or unem-
ployed for long periods of time. That will produce more disillusion-
ment and more angry people than I think we have seen in the past
that will lead to political instability and also allies who are more
insular in their orientation rather than in exporting security.

Eighth is the most obvious, is divided religions and religious ex-
tremism. The continued sacred rage coming from Islam is going to
make internal fights. I think the Arab Spring has a lot of hope in
it, but it is also going to produce some illiberal democracies, and
we will see some other forms of government emerge out of that.
And I am particularly concerned, of course, about Egypt, among
other areas. We are creating a lot of fertile ground for Al Qaeda
and its affiliated movements to take root in some places, and we
are not going to be happy with the results.

Number nine, disintegration of socio-economic stability. Again, I
am particularly concerned about southern Europe and northern Af-
rica, there is a great deal of distress, dissent, and discord there
from economic instability. We need to consider the conditions in
which the new normal in southern Europe where unemployment,
the new norm might be peaking out and stabilizing at 25 percent,
is not going to be allies and states that are going to be exporting
security for us or working with us in other places.

And finally, my last, my 10th point is the democratization of
means of conflict. Again, the diffusion of technology in lethal and
nonlethal forms is something that is creating not—I don’t go as far
as Thomas Friedman with super-empowered networks or super-
powered individuals, but we should think of super-empowered net-
works with means of mass disruption that can hit us in many,
many different ways.

So for those reasons, those 10 conclusions make my lens look a
little bit darker than some of the other people in the community
here in Washington, D.C.

Plato had it right. Only the dead have seen the end of war. We
may not face another bloody century like the last, which was pretty
bad, but the world remains a very dangerous place, and I know
General Dempsey has stressed to you in the past. Trends suggest
that the next decade is not going to be as placid as the last 10 or
20 were, and many of us don’t think that the last decade was that
great.

There are folks whose real agenda is cutting defense, not contrib-
uting to our security, and you need to consider that in looking at
their evidence. We have to be prepared for a much more broad-
ening array of actors and challenges rather than one singular one
that is very, very deep and of great challenge to us. We have to
be ready for a broad spectrum of conflicts that range from purely
irregular and terrorist at one end to perhaps rising powers with
conventional capabilities at the other, and then all the messy in the
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middle that my statement talked about, the converging of low-end
threats with high-end capabilities, producing hybrid threats.

This committee’s charge is at the cusp at what is emerging in the
national security arena and what is going to no doubt I think gen-
erate the greatest threats and the risk to our prosperity and secu-
rity in the next decade. It is a sobering responsibility. I am glad
to be able to help you with that to the greatest degree I can. Thank
you for the opportunity to discuss these challenges.

[The prepared statement of Mr. Hoffman can be found in the Ap-
pendix on page 41.]

Mr. THORNBERRY. Thank you.

Dr. Lewellyn.

STATEMENT OF DR. MARK T. LEWELLYN, DIRECTOR, NA-
TIONAL SECURITY ANALYSIS DEPARTMENT, JOHNS HOP-
KINS UNIVERSITY APPLIED PHYSICS LABORATORY

Dr. LEWELLYN. Congressman, I look forward to provide my views
that will shape the national security environment looking out to
2030 and how that might affect the path set by the 2012 defense
strategic guidance. The opinions stated are my own.

Mr. THORNBERRY. Excuse me, Dr. Lewellyn, would you pull the
mike a little closer or something, we are having

Dr. LEWELLYN. Good, sorry.

Mr. THORNBERRY. Oh, that is much better. Thank you.

Dr. LEWELLYN. Thank you.

So I was saying I look forward to giving you my opinion on how
the path set by the 2012 Defense Strategic Guidance will affect
things. The opinions I state are my own and do not necessarily re-
flect those of the Johns Hopkins University Applied Physics Lab-
oratory or its sponsors.

Will this strategy get the military capability we need in the near
term, especially in the context of declining funding for defense? The
strategy attempts to be comprehensive. However, there are some
areas where we may be falling short, and we must think through
an integrated response to address them.

The strategy identifies a range of missions that U.S. forces need
to address with the resources that are available and the threat en-
vironment in which the missions must be executed. Much of our
technical effort focuses on improving the capabilities of the sensor,
weapon, communications, cyber, and space systems that will be
used to address the emerging threats. Our work indicates there are
gaps in the capabilities we need to defeat emerging threats identi-
fied in the strategy, particularly the anti-access/area-denial threats
posed by Iran and China.

Kinetic weapons we are developing to counter threats launched
against our forces, while capable, should be supplemented by non-
kinetic systems to ensure we can deal effectively with large coordi-
nated attacks. Nonkinetic means to defeat these threats include
netted electronic warfare systems, integrated cyber-attack capa-
bility, lasers and other directed energy systems. In addition, we
should explore creative uses of existing weapons to counter threat
systems. We must also continue to explore ways to use electro-
magnetic weapons with their promise of large magazines of relative
inexpensive bullets to counter threat kinetic weapons.
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Maintaining our access to space is a real issue, and we must pur-
sue viable backups to counter attacks on our satellite communica-
tions networks close to denied areas and quickly reconstitute the
capability they provide. This includes the need to identify methods
to operate in environments where the global positioning system,
GPS, is denied.

We have an edge in the capability of our submarine force relative
to potential threats, and we must work to maintain it. The ambi-
guity posed by the unseen presence of a capable submarine can be
leveraged to our advantage. Exploring ways to operate unmanned
systems autonomously will allow the proven capability of these sys-
tems to be used in new ways.

Finally, we must ensure that our Special Operations Forces have
the technology they need to perform their critical missions. While
we work to improve the ability of our systems to defeat those of the
threat in war, we must also consider how we can better use these
systems to deter potential threats and win without fighting, much
as we did during the Cold War. In China, the United States has
a competitor with a coordinated strategy for achieving its national
objectives without needing to resort to war. In other words, to win
through shaping and deterrence, as evidenced by its development
of anti-access/area-denial capabilities.

To deter China effectively, the U.S. must employ an effective
countervailing strategy informed by an understanding of the impli-
cations of divergent U.S. and Chinese perspectives. We must in-
clude an understanding of these differing views as we operate our
current forces and as we develop, test, and employ new capabilities
to ensure that the messages we want to send to China are received
as we intend. The message China sent by demonstrating its ability
to shoot down a satellite several years ago was received clearly by
us.
So what does this mean for Congress? You should ensure that
our intelligence collection efforts remain strong and that as a gov-
ernment we encourage openness and transparency, drawing on in-
sights gained from social media and other information technologies.
Information is critical, and there is already evidence that in the
cyber world operations may be shifting beyond deterrence into
more direct competition. We must ensure that our cyber forces are
equipped with the appropriate technologies and rules of engage-
ment to win.

You should support the development of warfighting capabilities
that contribute to deterrence, such as the aforementioned efforts to
supplement our kinetic systems by developing complementary, non-
kinetic means to defeat threats. These include netted electronic
warfare systems, integrated cyber attack capability, lasers, and
other directed energy systems as well as electromagnetic weapons.
In addition, we need to maintain our edge in submarine warfare,
cyber operations, and special operations capability, and because
communications and intelligence are critical for deterrence, we
must work to maintain our access to space and identify ways to im-
prove resilience in our space systems.

A vibrant research and development base will be critical to sup-
porting these efforts, and I want to comment briefly on how reduc-
tions in funding for this base can be made reversible. It is impor-
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tant for each research and development organization to identify its
core competencies and protect them when funding reductions occur.
More important perhaps for us is to maintain a robust science,
technology, engineering, and mathematics education program, or
STEM program, to ensure a continual refresh of thinking about de-
fense from the brightest minds of our next generation. I personally
benefited from the National Defense Education Act when I was in
high school back in the 1960s.

Thank you for the opportunity to provide my comments. I am
prepared to address any questions you may have. Thank you.

[The prepared statement of Dr. Lewellyn can be found in the Ap-
pendix on page 58.]

Mr. THORNBERRY. Thank you.

Mr. Berteau.

STATEMENT OF DAVID J. BERTEAU, SENIOR VICE PRESIDENT
AND DIRECTOR, INTERNATIONAL SECURITY PROGRAM, CEN-
TER FOR STRATEGIC AND INTERNATIONAL STUDIES

Mr. BERTEAU. Thank you, Mr. Chairman, Mister, as we say it in
south Louisiana, Langevin, which is a more Cajun way of pro-
nouncing it than they do in Rhode Island, I suspect, members of
the committee. It is a high privilege to be here today, and I am
very grateful to you.

It is also nice to be in this room and to read Article I, Section
8 and the plaque that sits in front of us as witnesses. I teach three
times a year a graduate class in Congress and national security
policy, and virtually every session of every class comes back to that
one sentence in the Constitution, so it is a privilege to be sitting
here and reminding of that.

It is also a great privilege to be in this room and look at the men
whose pictures are on the walls around us here and realize the con-
tributions that this committee has made to the success of national
security over my entire lifetime.

I have submitted a written statement, as you have indicated it
is in the record in its entirety. I won’t repeat some of the things
that are in there, and I would like to emphasize just a couple of
points so we can get to the questions, if you will.

You spent the whole morning and a good chunk of the afternoon
actually on a lot of the budget and sequestration and economic-re-
lated issues, and I will be happy to get back to those during the
questions if you want, but there are a couple of key points that I
would like to make.

One is in the charts in my statement, and I will refer here to
chart 2, the second chart, is the result of a recent study—I am
sorry, I have got my charts out of order here. It is actually chart
5. In addition to all the challenges that DOD [Department of De-
fense] faces with sequestration, with the problems of the continuing
resolution, with the future impact of post-sequestration caps from
the Budget Control Act, there is an internal cost growth problem
in DOD, and that internal cost growth is illustrated here on this
chart.

We have just completed a project at CSIS [Center for Strategic
and International Studies], and we put our public briefing out last
week. We are going to put a report out later this month, and I will
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be glad to provide it to the subcommittee because I think you will
want to take a look at it, but it basically tracks the internal cost
growth of both military pay and benefits, including health care,
and of the operation and maintenance account, and the degree to
which that cost growth independent of the sequestration or the
budget caps will by the beginning of the next decade essentially
drive out all opportunity for investment costs, for R&D [research
and development], and for procurement. And absent either a dra-
matic increase in military spending or a dramatic reduction in force
structure and personnel, unless those costs are brought under con-
trol, they are going to basically squeeze out investment, and it will
be hard to sustain and maintain our edge, if you will, under those
circumstances. Be glad to go into that a little bit further.

The second point that I would like to make is on figure 7, con-
tract obligations for R&D. We do at CSIS annual reports on con-
tract spending across the Federal Government, and we do a specific
report on DOD. You know that this is, we are now in the middle
of our fourth drawdown in the last 60 years, post-Korea, post-Viet-
nam, post-Cold War, and today. I hate to call it post-BCA [Budget
Control Act] because that doesn’t quite have the same ring, if you
will. But one of the very big differences between the buildup that
we have had over the previous decade and previous buildups is in
R&D spending, and this probably applies to science and technology
across the board. In previous buildups R&D spending tends to go
up faster than the overall increase in DOD spending, and that cre-
ates a technology reservoir, if you will, from which we can draw as
we are drawing down and invest in periods of decline.

That did not occur in the decade of the aughts, where R&D
spending both as a percent of DOD’s budget and as a percent of
total contract dollars actually went down, and that is what this
chart depicts. We were at 15 percent in the late 1990s, we are
down to only 10 percent not of the budget, but of contract spending,
of money spent under contract. Now, this is unclassified R&D, it
does not include classified contracts, but the trend is the same for
the classified contracts as well. I just can’t reflect the data in an
unclassified document.

What that says is we have not invested in the future in the way
we typically do during a buildup. That is going to make it harder
during the drawdown. And I think for the S&T [science and tech-
nology] responsibilities of this subcommittee it is something that
will require some particular attention as we go forward as well.

Let me focus on my last of my comments, if you will, on what
does all this mean, what does it mean for industry, what does it
mean for innovation? Industry itself relies upon the Defense De-
partment for demand signals. Typically those demand signals come
from the budget and they come from the Future Year Defense Pro-
gram. One of the great strengths of the Defense Department is its
ability to do fiscally disciplined long-term programming and then
to use that as the baseline for execution. Obviously we modify it
each year, this committee pays a lot of attention to that Future
Year Defense Program to look at whether the investments being
made today will be sustained over time.

We haven’t had a good fiscally disciplined FYDP [Future Years
Defense Program] in a long time. We have been in two wars, we
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have had supplementals and overseas contingency operations ac-
counts to pay for anything you couldn’t fund in the base budget,
and frankly we have lost some of the internal skills in DOD to do
this and some of the processes. It is critical that those get restored.

Industry does need those just as much as you do because that is
their demand signals. That tells them where to invest, what kind
of skills to hire, what kind of workforce to retain, what kind of
technologies to be developing. Right now they are pretty much left
guessing. One of the most important things that could be done, ob-
viously there are benefits from dealing with sequestration and
Budget Control Act from an impact on readiness, but there is also
a big benefit from the long-term investment in industry in helping
them where to go.

Similarly with innovation, what we have seen is a historic shift
in the development of technology for national security. We have re-
lied for 60 or 70 years on new technology developed for national se-
curity, under DOD contract by defense contractors; DOD gets first
dibs at it. That is changing, and it is changing not only because we
are not investing as much as previous data show, but it is also
changing because where innovation is occurring now is often in the
global commercial market, not in the domestic national security
market, and we need to do a better job of both identifying those
kinds of technology developments, and this is everything from com-
munications and data management and sensors and data fusion to
nanomaterials and 3D [three dimensional] printing and a whole
host of other technologies that DOD is paying attention to but is
not the driver.

And we also are about to wrap up and will also have ready later
this winter and will be glad to provide to the committee some rec-
ommendations that CSIS is making on how DOD could do a better
job both identifying and ultimately taking advantage of global com-
mercial technology developments around the world.

With that, Mr. Chairman, I will conclude my remarks and I will
be happy to take your questions.

[The prepared statement of Mr. Berteau can be found in the Ap-
pendix on page 73.]

Mr. THORNBERRY. Thank you. And I appreciate all the comments
that all three of you made. Lots of food for thought and interesting
points to pursue. But at this point I will yield for any statement
anc%{ any questions the distinguished ranking member would like to
make.

STATEMENT OF HON. JAMES R. LANGEVIN, A REPRESENTA-
TIVE FROM RHODE ISLAND, RANKING MEMBER, SUB-
COMMITTEE ON INTELLIGENCE, EMERGING THREATS AND
CAPABILITIES

Mr. LANGEVIN. Thank you, Mr. Chairman, and I take this oppor-
tunity to welcome our witnesses. I apologize that I had run late.
I was tied up in another meeting, as often happens around here,
but I am looking forward to your testimony and to getting to the
question and answers.

But, Mr. Chairman, since this is our first subcommittee of the
113th Congress, I will start by saying how much I look forward to
working with you. I enjoyed looking with you in the last Congress
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and look forward to working with you in this as well. And I want
to also start by again welcoming our newest Members to Congress
and particularly to the subcommittee. I look forward to working
with these gentlemen and ladies as well, and look forward also to
our strong—their strong participation and valued input as we do
our part in shaping our Nation’s defense strategy.

As this subcommittee is charged with overseeing the Depart-
ment’s authorities and investments that are primarily focused on
addressing asymmetric threats as well as developing promising ca-
pabilities to address these varied and complex challenges, I am
sure that our first hearing will spur some thoughts about, among
our members, regarding the future national security environment
and how we should best prioritize our defense resources against the
backdrop of fiscal pressures and other concerns.

So over the past decade we have rightly vested in short-term de-
liverable-based acquisitions and related research, and we will con-
tinue to provide near-term capabilities to deter and defeat our ad-
versaries. However, as we will hear today, we must appropriately
prepare for future challenges. The Department of Defense, and our
interagency and international partners, confront a broad range of
challenges including cyber warfare; terrorism; weapons of mass de-
struction; homeland defense; space; anti-access/area-denial; insta-
bility; and humanitarian operations.

So I look forward to hearing more from our witnesses on how
best to shift our current short-term emphasis, particularly in inno-
vation, to one that might provide long-term benefits to our national
security.

As many of our past members know, I am always particularly in-
terested in hearing your thoughts on advancing our cyber defense
strategy and capabilities, which is going to become increasingly im-
portant as we go forward and will be more widely used and relied
upon, as well as the advancements of potentially game-changing
technologies such as directed energy, autonomous unmanned sys-
tems, and electromagnetic rail guns to name a few, some of which
you have already mentioned in your testimony here today.

So I also see that some of you are affiliated with universities,
and I believe the members of this subcommittee would benefit from
any comments you might have regarding the health of our innova-
tive pipeline, particularly addressing science and technology future
workforce needs of the Department.

So with that, I again welcome our witnesses. And Mr. Chairman,
look forward to working with you. Thank you.

Mr. THORNBERRY. Thank the gentleman. And I said the same
thing, but I got to say it before you got here. So would you like to
go ahead and question the witnesses?

Mr. LANGEVIN. I will yield to you first, Chairman, and then I will
go.
Mr. THORNBERRY. Well, I was just going to yield to other mem-
bers unless you want to.

Mr. LANGEVIN. That is okay, then I will yield.

Mr. THORNBERRY. Mr. Nugent.

Mr. NUGENT. Mr. Chairman, thank you so very much.

And this is my first subcommittee meeting on HASC [House
Armed Services Committee], so I appreciate our panel being here,
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and always interesting to hear your take in regards to where we
are intelligence-wise and the other.

But to Mr. Hoffman, and this relates to Pakistan. You know,
India is on track to have an economy, I believe, 16 times that of
Pakistan. And so the question—I have multiple questions, but one
is, how do we expect Pakistan to react to that in the climate that
they are in, and do you think they are going to promote a broader
terrorist activity to try to counter India’s growing power as it re-
lates to financially?

Mr. HOFFMAN. Sir, I am not an Asian expert or a South Asian
expert, but do have that kind of asset in my office. I can get you
a more specific answer.

[The information referred to can be found in the Appendix on
page 91.]

Mr. HOFFMAN. But in general I believe that Pakistan will con-
tinue doing what they have been doing for the last several years,
is a much more severe acceleration of their nuclear deterrent. The
scale in terms of size, population, and economic clout of India is
very daunting to Pakistan, and their idea of their national nar-
rative is, you know, that they are overwhelmed, and it gives them
a justification to invest in nuclear materials. They will still also
support on their perimeters the kind of alliances and proxy forces
that they have had in the past, which are largely, you know, terror-
istic in nature.

Mr. NUGENT. I understand that is not your subject area, but
what is the take in regards to, will Pakistan work with us, do you
think, as relates to trying to move to a more free market economy
which may, in fact, then counter India’s strength?

Mr. HorrMAN. I think they are trying to. I think, you know, the
ports, the activity in Karachi and the southern half, it definitely
would benefit from economic development, exports and imports,
and that would be an approach to take with them. But I think that
the overwhelming national narrative and the scale of their relation-
ship with India is still going to lean them towards retaining some-
thing that is the ultimate high ground for them, nuclear or some
other means.

Mr. NUGENT. Obviously, I mean, with the Taliban and as it re-
lates to Afghanistan and where they, you know, where they are po-
sitioned with Pakistan, it is concerning, to say the least, in regards
to where they move forward, particularly as they move forward
with the Taliban.

But to Mr. Berteau, you know, we heard a lot today earlier in
the HASC meeting reference to what is going to happen with se-
questration and obviously with the CR [continuing resolution]. But
how do we prioritize as it relates to prioritizing and maintaining
partnerships around the world? You know, we train with other or-
ganizations, and it sounds like we are going to be cutting back our
training and our ability to reach out and help.

Mr. BERTEAU. Mr. Nugent, that question really hits at the core
of I think the impact of both sequestration and the disconnects be-
tween budget requirements and the continuing resolution, but it
extends well beyond fiscal year 2013 as well.

I would actually start with your Pakistan-India question because
I think one of the lesser understood elements of that is the eco-
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nomic growth and the potential value and the need for the U.S. to
be both aligning itself with and actually investing intellectually
and sometimes from a capital point of view. One of the unsung ben-
efits of the way in which we have been evolving the economic strat-
egy in Afghanistan over the last couple years is to take advantage
of Indian investment in Afghanistan to bring the Pakistanis into a
better economic relationship, not cross-border, but in a regional
sense, and things like the TAPI pipeline, the Tajikistan-Afghani-
stan-Pakistan-India pipeline, goes a long way towards creating
some of that economic integration that is very difficult to do. This
is obviously outside the realm of the Defense Department in terms
of its requirements, but it is clearly part of the broader geopolitical
and geostrategic framework.

When we took a look last year at the pivot to Asia and what the
Pacific would respond, and CSIS did a report, I was co-director of
it, that was submitted to the Congress, we testified before another
subcommittee of this committee last year, one of the real things we
looked at was kind of the lower end of that spectrum, engagement
with countries, using training, using opportunities in humanitarian
assistance and disaster recovery, using the Pacific Command aug-
mentation teams from Special Operations Forces, et cetera, to build
that engagement at a low level, but across 30 countries in the re-
gion to create more of a dynamic, and training and exercise money
is a critical piece of that. It is pretty small in the overall defense
budget perspective, but it is critical not to let that slip away, and
yet under sequestration clearly it will.

The difficulty, and you heard this from Dr. Carter and General
Dempsey and the rest earlier today, is that as it is being imple-
mented, sequestration does not permit for the allocation of those
priorities. I would submit that they need that flexibility. One of the
ways in which the Congress, however, can give them that flexibility
is with an actual appropriations bill for the rest of the fiscal year
as opposed to a CR, but even if there is a CR, at least substantial
reprogramming and transfer authority within it. Even so, the ques-
tion of what priorities you would apply, which is really the basis
of your issue, remains somewhat unanswered from that point of
view.

Mr. NUGENT. Mr. Chairman, I yield back. Thank you. Thank you
very much.

Mr. THORNBERRY. Thank you.

Mr. Johnson.

Mr. JOHNSON. Thank you, Mr. Chairman.

This is a somewhat philosophical discussion we are having today,
and I will get a little philosophical. Heaven and hell, aspects of
human nature, high side, low side, every human being has it. It is
easy to dwell on that low side, which is fighting, cussing, trying to
conquer, control, greed, those kinds of conditions. There are other
conditions of living that are much higher: Altruism, compassion,
mercy, spirit to see everyone be happy. Some would say that that
is a utopian ideal that will never happen, and I agree that it will
never happen, and it certainly will never happen if we don’t work
towards it.

And so for the peaceniks and others who see nothing but peace
and happiness, we need that group, and we also need the group



13

that sees nothing but danger ahead, and both of those groups need
to look at the situation, try to do so through the same lens, and
maybe we can find somewhere in the middle where we can start
making good, rational decisions about defense and security in our
Nation, emerging threats. That means that the threats are there,
and they are always going to be there, but they change.

And so what kind of changes can we make in our defense strat-
egy to keep us from having to go to war? And so I think maybe
we could be reaching a point where we are moving away from the
hard power solutions to the soft power solutions. As people get
more educated and as we trade with each other more, we have less
time for fighting. And that doesn’t mean we don’t need to be pre-
pared for the fight.

And so I actually think that we should always be willing to ex-
pand our thinking about how to address the threats that we see
emerging, and soft power has to be, although it is not within the
domain of this particular committee, perhaps we should pay more
attention to it, perhaps there is a need for not income revenue,
shifting away from hard power assets such as nuclear weaponry
into things that will be more likely to happen, like cyber threats,
and you know.

So we have got to—I think what our tendency has been to do is
with respect to defense is we plan ahead 20, 30 years, we build out,
but we never do address the fact that the time has changed and
as there are new threats, do we need to continue doing what we
have been doing? Do we need as many personnel? Do we need that
many boots on the ground in light of the threats that we are likely
to face and the way that is most smart to address those threats?

So I would just challenge my colleagues to look at things not as
they have been but as how we want them to be. If we don’t try to
shape the world in a more peaceful way, then it will never get to
that point. So with that I will say that I very much enjoy service
on this committee, on this subcommittee, I enjoy my services on
Armed Services. I think this is one of the most bipartisan commit-
tees in Congress, and I enjoy serving on it, look forward to future
service. Thank you.

Mr. THORNBERRY. Mr. Hunter.

Mr. HUNTER. Thank you, Mr. Chairman.

Thank you, gentlemen, for being here today. First question is
this, Mr. Hoffman, you alluded to this when you talked about think
tank folks, really smart people, Ph.D.s, Secretaries of Defense of
the past, I would say, too, who have said that we are not going to
be in a big air war again, we are not going to be in any more
pitched naval battles, we are never going to have any peer-to-peer
anything anymore, warfare has changed.

I guess my question to you is, where is that school of thought
coming from? And I don’t want to be disrespectful of those previous
Secretaries or those super smart Harvard Ph.D.s that have said
this kind of stuff, but how could you be so, in my opinion, naive
and shortsighted that you look back a few thousand years and
think that human nature has really transformed in the last 50 to
where you are not going to have it anymore? I am just curious,
where do you see that coming from?
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Mr. HoFFMAN. Thank you, Mr. Hunter. A lot of people put a lot
of hope in the better angels of our nature. They aspire to and seek
and want to see us move forward to enjoy the prosperity that our
hard investments in security have created for ourselves.

There is a very strong statistical case in work by Joshua Gold-
stein, Steve Pinker, and others in the literature right now that sug-
gests that both the number of conflicts and the number of lethality
or casualties in conflict has statistically been going down for some
period of time. There is actually a factual basis for that. One can
quibble, and I have, I am doing research right now for the chair-
man on, you know, how good some of those statistics are, but there
is a general trend line. If you take World War I and World War
IT out of this thing, war is not a normal phenomenon. It does not
always occur. It creates these big disequilibriums, and if you can
invest smartly and avoid one, you would be very wise to do so.

The causality for why these lines have been going down, I believe
we, this body, has created with the investments and the sacrifice
that our Armed Forces have created for ourselves over the last 10
or 20 years. But what I think is some people want a policy aim,
and they are backing the data in to support what they want. They
want to reduce defense spending. They don’t understand that that
defense spending has actually created the security conditions and
the reduced number of wars and the reduced lethality of these
wars in our favor. And they don’t seek to sustain that.

Mr. HUNTER. Let me ask you, though, if you look pre-Cold War
you have got a few engagements in the last 100 years. If you look
post-Cold War you have dozens of engagements, but the lethality
has gone down, but the number of events has gone up. So we aren’t
having—there aren’t fewer hot spots than there were in the 1960s
or 1970s, there is more, but there is much less lethality in the wars
in Iraq and Afghanistan than there were in World War II, Korea,
World War 1. Would you agree with that or no? Do you see the
number of events going down?

Mr. HOFFMAN. The data for the number of events has gone down,
but they are generalized from global statistics, from numbers of
conflict in Asia and Africa in which United States had no interest
whatsoever. If conflicts go from, say, 100 a year down to 5, and all
5 of them deal with treaty partners or very close friends of the
United States, then I still have a cause for concern.

So the overgeneralization of statistics from a mass number of
global things that we never heard about and didn’t care about, and
if the only conflicts we care about are off Taiwan, the South China
Sea, Korea, the Middle East, Iran or Israel, then we have cause for
concern. So my problem is people are overgeneralizing global statis-
tics, and they are not getting down to the meat and specifics of
threats to friends and interests of the United States. And they are
wrong. We need to continue to invest in security, but smartly, and
we need a comprehensive approach that both prevents and deters
conflict.

Mr. HUNTER. Let me ask the other witnesses, too, a totally sepa-
rate question. Do you see a point in which technology and its ubig-
uity, and as the cost of technology gets lower and lower, it is offset-
ting our personnel problem at any point? Is there a tipping point
where you can say we don’t need as many people, we don’t need
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as many hospitals on base, we don’t need as many day care centers
because we have the ability to strike nonkinetically, we have the
ability to deter with other means besides manpower? And if you see
that, is there an actual tipping point there or do you think it is al-
ways going to take one and the other kind of hand in hand where
you have the choice between going kinetic or nonkinetic or using
high technology stuff versus stabbing people in the face when you
have to go door to door?

Mr. BERTEAU. Mr. Hunter, let me take a first crack at that. First
of all, with respect to are we having more hot spots now than be-
fore, from the U.S. perspective clearly yes, but I think one of the
biggest differences—and I think it permeates this whole discus-
sion—during the Cold War there were parts of the world we could
ignore. We and the Soviets essentially had agreed we will leave
those guys to sort their own thing out, it is not part of our fight.
Today there is no part of the world we can ignore. The nature of
a failed state, the nature of a vacuum in governance, the nature
of a vacuum in economics creates both an intelligence threat and
an opportunity for bad guys that is something we can no longer ig-
nore.

Part of that is because of the spread of technology. But your
point on can we trade technology for human beings, that is actually
been what we have been doing really for the last 30 or 40 years.
It clearly has a point in the curve where that will slow down. I
don’t think we yet know for the advanced unmanned systems that
we have in place today what the long-term tail requirements are
to support and sustain those, and you may trade military personnel
but not necessarily cost and investment, if you will, in terms of the
long-term ability to sustain and support that operation.

Ultimately I think it still needs to be a blend. I mean, time and
again we see that the human being in the loop is critical to mission
success at whatever level, squad, all the way up to theater. And I
don’t think we will ever bypass that part of the product. I don’t
know if Mark has anything to add to that.

Dr. LEWELLYN. I would say it is a matter of looking at over time
what mix we need. When you fire a kinetic weapon, it blows some-
thing up, you can see the effect. With some of the nonkinetic weap-
ons you don’t really know what effect you have had until either the
weapon from the other side doesn’t show up or it misbehaves. So
we need to have a spectrum of responses now and look for a cost-
effective mix.

In terms of costs, one thing I have been personally struggling
with over the last several years is figuring out how much a pound,
for want of a better term, a pound of cyber costs. You know how
many people it takes to man a weapon system and support it. To
get the level of cyber defense and attack capability we need, how
many people do we need? How do we do that equation? I think we
are very immature in that area in terms of understanding the per-
sonnel needs in that area, and we need to do more to do that over
time.

Mr. HOFFMAN. Could I add on to that?

Mr. HUNTER. I am so far past my time.

Mr. THORNBERRY. If you have something to add to that.
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Mr. HOFFMAN. Just add something. Mr. Hunter and I share a
background with bad haircuts and running clubs and stuff like
that, so I have to disassociate myself from any implication that I
might think that technology is the solution to a lot. We think of
warfare, unfortunately, in stovepipes called air, sea, land kind of
d}(l)mains, and we associate either institutions or technologies with
those.

To me the most decisive domain, the most important aspect of
the conflict spectrum is a human domain that cuts across all those,
and that would be my principal investment area, and technology is
not going to be—is always an enabler in the right context, em-
ployed properly with judgment, and that judgment comes from in-
vestment we have made in commanders and people who are work-
ing in that battle space that understand that. But the human do-
main is the most decisive domain.

Mr. HUNTER. Thank you, Mr. Chairman.

Mr. THORNBERRY. Thank you.

Mrs. Davis.

Mrs. Davis. Thank you, Mr. Chairman, and thank you all for
being here. And perhaps just going along with that line, Mr. Hoff-
man, and if that is the case, would you say—how would you char-
acterize our ability to organize ourselves and have a military strat-
egy around that? Is that where we are? It seems to me we are kind
of far from there, and how do we get there if you think that is ap-
propriate?

Mr. HOrFFMAN. No, I think our strategy in the past, at least in
my time of service and in the Department of the Navy, has been
to understand that we need to recruit, sustain, educate—where I
now work in an educational facility—retain and take care of the
All-Volunteer Force. And in the Defense Strategic Guidance, I am
surprised, you know, there is an element in there in which sus-
taining the All-Volunteer Force and treasuring that in the modern
sense is an important part of the strategy. Keeping that sustain-
abledis, you know, is an issue because of the cost that it has de-
rived.

But I think there is a recognition in the strategy and the build-
ing and the Services that, you know, the quality of the force is im-
portant, the investments in the human domain is important, but
all these investments are going to be prioritized and pressurized in
thde next few years, both on the civilian side and in the military
side.

Mrs. DAvis. Is that well organized to fight the hybrid wars that
we have now?

Mr. HOFFMAN. I believe we are organized to fight the hybrid
wars. The SOF [Special Operations Forces] community has made
a lot of developments over the last few decades, or at least the last
decade, which also needs to be sustained and examined relative to
the future. We have other investments, though, on the nonkinetic
and the cyber community, do we have the right workforce and how
do we sustain that workforce? We have done research at NDU [Na-
tional Defense University] on what does that mean in the Cyber
Command, what aspect of that needs to be in the military and
what needs to be civilianized. You can get a very nice clearance for
a military officer with 20 years in the Air Force or the Marine
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Corps, but some of the people we need in the cyber community are
like some of my daughters or some of the boyfriends that come into
my house that have—that wear jewelry in places that I don’t at-
tach, you know, things, and they are different. How you bring that
into the community, too, and sustain that so you have a very capa-
ble force? That might be an area to explore.

Mrs. Davis. Mr. Berteau, would you like to comment on that? I
mean, you seem to suggest that perhaps at least the way we orga-
nize our new defense strategy doesn’t necessarily comport with
what we are doing right now.

Mr. BERTEAU. Thank you, Congresswoman Davis. I think it is a
little bit hard to tell. You know, the redone strategic guidance
issued January a year ago was driven by the $487 billion over the
10-year period that came out from the first tranche of Budget Con-
trol Act cuts, and it was clearly, by the comments of DOD after-
wards, it was pretty close to the thin edge of what was sustainable
against those dollars, right? Because no sooner had it come out
then you had generals and DOD senior civilians saying if you cut
further we are going to have to rewrite the strategy.

Well, it is not a very robust strategy if you have to rewrite it
every time the number of dollars goes down a little bit. So you have
to say to yourself perhaps we need a slightly less fragile strategy.
But if it was at the thin edge then we haven’t really tested it, be-
cause what DOD did is they said we built the 2013 budget con-
sistent with that strategy. But if you look at the issues, most of
them were shoved into 2014 and beyond. We haven’t yet seen that
2014 budget or the Future Year Defense Program associated with
it, but right now the number that that is built to is not the number
that is consistent with the cap of the Budget Control Act. It is $50
billion too high, or $45 billion if you believe the latest reports.

It is awful hard to assess the disconnects or even lay out prior-
ities when you don’t have enough money to fund the basic piece of
it. But what is distressing is those priorities have not come into
play in the sequestration debate. There has been no argument back
that says forget this everybody takes the same percentage, let us
prioritize and put that in place through a priority process. Nobody
has made that argument. It is hard to tell whether it is because
we don’t know the answers or because it is just caught up in a
much broader net and DOD is just part of that trap, if you will.

Mrs. DAvis. Dr. Lewellyn, did you want to comment as well?
How do we fix this?

Dr. LEWELLYN. I think, you know, flexibility is the key. I have
spent a lot of my career working with Navy and Marine Corps, and
they are very much into task organization and flexibility. So I
think the more we can get away from standard ways and units of
approaching things the better. In my own line of work in research
and development, I think sharing and collaboration is being facili-
tated by information technology. I am amazed at the amount of
ideas that pass around among the younger folks that work for me.

One of the big problems I see, however, is sharing across classi-
fication boundaries, looking hard at what needs to be classified,
what doesn’t, so we can get the brightest minds working on the
hard problems, and that is a challenge we have to struggle with.
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Mrs. Davis. Thank you, Mr. Chairman. I will come back. Thank
you.

Mr. THORNBERRY. Dr. Heck.

Dr. HEcK. Thank you, Mr. Chairman.

Thank you all for being here this afternoon.

And, Mr. Hoffman, in your opening statement you referenced
our, the United States’ hegemonic position that we now hold across
the globe and the fact that we have really no near competitor. In
today’s earlier full committee, you know, we heard about the poten-
tial impacts of sequestration and those indiscriminate cuts, and
Chairman McKeon stated in his questioning that his concern, and
I believe rightfully so, is that as we make these cuts we may see
a decrease in our standing not just amongst potential adversaries,
but also amongst our allies as showing a sign of weakness.

The question is, my question is, where does that, where does se-
questration, where will it have an impact on those emerging
threats?

What types of threats may emerge due to the fact that we go into
sequestration and there is this potential perceived weakness now
of the United States in the loss of our hegemonic position? And
short of actually replacing the sequester, on which capabilities do
we concentrate our remaining resources to best deter those emerg-
ing threats?

Mr. HOFFMAN. Until you got to the last thing, I thought I could
answer the question. The impact of sequestration at a strategic
level is a torpedoing, I believe, of the perception that America is
interested and willing to lead. That literature in Tokyo, in Aus-
tralia and in London, where I do VI'Cs [video teleconferences] or
have visited in the last year, is commonly now referred to in white
papers, that America either doesn’t want to lead, doesn’t have the
will and the wallet to lead, even though the relative power balance
for us is we are in a rather significantly advantageous position
right now, particularly in the measures that we add—you know,
how much money we are spending into defense—which doesn’t nec-
essarily always equate to an output that is equal to the same thing.
But we focus on numbers like 535, 555, 575, and we think that
equates to something, and generally it does, but maybe not in re-
gions and other places where people are measuring things.

The Chinese have their own way of measuring aggregate na-
tional power, and they put other tangibles and intangibles into
that. They may perceive it. But in Australia and the government
in Japan, this idea that we are not able to come to an agreement
on the spending and the spending priorities and put our house in
order has already undercut us. And they talk about it in papers
and they talk about whether or not they need to be intimidated or
appease China in compensation for that the conventional deterrent
that we are offering, that extended deterrence, is somehow weak-
ened.

And the other impact on sequestration is, I think in both 2013
or 2014, we are going to torpedo the industrial base. It is far too
fragile. I spent 2 years as a political appointee in the Department
of the Navy working on naval industrial base and investments, and
I think we will hurt ourselves in that sense. And it can be rebuilt,
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but it is far easier to crash it than it is to rebuild it over a period
of time.

So the impact on the threats is not really the threats, it is our
allies and our perceived perception of who and what we are in the
world.

Mr. BERTEAU. Could I piggyback on that just a little, Dr. Heck?
You raised the question of potential enemies or adversaries show-
ing that America is weak because we can’t even get our own act
together, if you will. And I think that is a legitimate concern. You
know, the whispering that says, you see, you really can’t trust the
United States. They are going to pull back. They are going to leave.
They are not going to be here.

Dr. Kissinger in his seminal book on China recently said ulti-
mately all of those nations in the region that are not seriously al-
ready our allies really only want two things: Don’t make us choose,
but don’t leave. And anything that creates a signal that we are
leaving opens a vacuum, if you will. But it is equally true for our
allies and partners who won’t sustain what they have.

Mr. Hunter asked earlier about partnership capacity. And we
spent a lot, in fact this subcommittee has spent some time on
building partnership capacity and looking at the questions. But a
lot of that is at the low end of the spectrum, which is where the
threat is. There is also partnership capacity we already have in
high abundance with our serious allies, with Japan, with the Re-
public of Korea, with the United Kingdom, with France, with
NATO. We need to sustain that partnership capacity as well. And
whatever we do sends signals to them that it is okay for them to
do it as well.

You know, we have done some look at European defense spend-
ing, and of course, as you all know, it has been coming down dra-
matically and it is going to drop even further. But for the first dec-
ade of this century, European defense spending dropped but spend-
ing per soldier actually went up. Their technology investment was
sustained, if you will. Why? Because their force structure actually
came down faster than their spending did.

They protected their investment in research and development,
whereas we use it as a bill payer right off the top of the bat. Those
are the kinds of signals that are not only important internally, but
are important externally and globally as well.

Dr. LEWELLYN. I would just add to that, that I think looking
more over the long trend getting past sequester with defense fund-
ing coming down, the R&D community needs to look smartly at
how we are investing our skills and capabilities, looking across
mission areas about what is common technically across them to
make sure we maximize the commonality. And that is the way I
would answer your question and deal with the science and tech-
nical community and our allied countries so we convey to them
that, hey, we are thinking this problem through smartly and we
are going to come out the other end as good a position as we can
be.

Dr. HECK. Thank you. Mr. Chairman.

Mr. THORNBERRY. Mr. Carson, would you like to ask questions?

Mr. CARSON. Yes, sir. Thank you, Mr. Chairman.
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It is becoming increasingly clear that our offensive use of cyber-
space is pretty much a growing threat. While there are sophisti-
cated computer systems getting cheaper each and every day, it is
pretty easy to imagine that some countries or even terrorist organi-
zations would lack the resources and knowledge to really conduct
serious cyber attacks. As we develop increasingly sophisticated
countermeasures, do you believe that we will continue to see cyber
threats from around the world or will they be pretty much con-
tained to sophisticated governments like China?

Dr. LEWELLYN. I think there is certainly a sophisticated end, you
know, states can organize a lot more capability. That doesn’t mean
I dismiss so-called lone actors. I think we are still getting a handle
in some areas on the vulnerability over all of over systems. There
are industrial control systems on Navy ships that were bought be-
fore the days that we worried about cyber attack, and under-
standing those vulnerabilities, which the Navy is starting to do, is
important.

So I think there is work we need to do. We need to be careful
about the information we put out to share, to understand the vul-
nerability of that information, and be more sensitive to the way
cyber has infiltrated into all of our lives, both personal and from
the Government perspective and military perspective. So I am not
quite at the stage where I think it is going to be something that
we are going to have to worry about for some time.

Mr. BERTEAU. Mr. Carson, in many ways the cyber threat is the
ultimate of asymmetric threats, but it is a very scalable asym-
metric threat and can quickly become a symmetric threat, if you
will, because the vulnerabilities that we have continue to increase
almost at the same rate as in fact our ability to defend against and
respond to the threats of those vulnerabilities.

My own view—and this is not sustained by any particular re-
search but by long-term observation of it—is that the various roles
of the parts of the Government still remain to be resolved a bit.
You know, the President’s Executive Order that he announced last
night in the State of the Union that we got to read publicly yester-
day takes some modest steps in this direction, but clearly a lot
more is needed, and the role of the Congress in providing that more
is quite powerful.

Mr. CARSON. Thank you.

Thank you, Mr. Chairman. I yield back.

Mrs. HARTZLER. Thank you, Mr. Chairman.

I had an interesting discussion with a person on the plane ride
home last week. And he is a third-generation Latino, had relatives
along the southern border, and we had a lot of discussion about
many topics, but certainly one of them is the rise in narcoterrorism
on the border. And I see, Mr. Hoffman, that in your testimony you
mention that as one of the threats and the challenge of the gangs
you say as a disruptive force inside America and in Mexico portend
greater problems down the road. And certainly we are starting to
see more and more of it in our neck of the woods.

So could you describe more in detail the challenges that you
think might be faced with the Mexico scenario, from technical, in-
telligence, manpower, and others, and how might the U.S. deal
with it?
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Mr. HorrFMmAN. Excellent question. It is a little more speculative
aspect of my statement, but I didn’t like the trends over the last
number of years. More sophisticated forms of attacks. More plan-
ning of ambushes. More overt acts of terrorism against police. Am-
bushes against American officials. Body armor-piercing ammuni-
tion. The acceleration of learning curve on detonation means of
forms of IEDs [improvised explosive devices] in Mexico have been
going up. These are not good trends. So it is in the higher end of
the narcoterrorism category, not yet merging and converging with
kind of the conventional capabilities and the irregular tactics of the
hybrid threat, but it is on the trend line to get there.

There are a few open source indicators with Middle Eastern
sources, to include Hezbollah’s interest in Latin America and Mex-
ico,that would offer more learning curve increases that bother me
as a concern. I don’t have any validated intelligence on those what-
soever. When Admiral McRaven and maybe Judge Webster are
here at the HASC with their Intel overview it might be a question
to pull out in both classified and unclassified sessions.

But I have had some visits with Southern Command when Admi-
ral Stavridis was down there as well, and the development of sub-
marines. The sub kind of thing is, when we are talking about state
level capabilities being employed by narco-organizations is sort of
a hybrid capability that we are starting to see.

So you see this emerging. It is still somewhat speculative in my
mind. But we are now seeing this kind of activity, and the gross
acts of violent terrorism to clearly, if not eradicate, just make some
of the Mexican government irrelevant in certain areas is a source
of concern.

What has been going on with our intelligence sharing and the
training from both, I think, SOF and the FBI [Federal Bureau of
Investigation], there has, you know, there has been assistance
down there that is building partnership capacity that is perhaps on
the low end, as David suggested, but it probably has a significant
impact. The casualty totals from Mexico, you know, the lowest is
30, the highest is 60,000 dead. This kind of puts to shame the sta-
tistics that people are using in Foreign Affairs and big journals
right now to suggest that the world is getting rather placid. Those
people don’t count in the total. They are not considered to have
been casualties in a combatant conflict, but clearly these elements,
the nonstate actors in Mexico, who are doing this deliberately.

Mrs. HARTZLER. It is devastating. And you are right, I think a
lot of people don’t think about there is at least 35,000 that I have
heard, casualties, there. And I mean this is just south of us. This
is a war going on.

But I missed the first part of the hearing. So could you clarify
what you just said about submarines? Who is

Mr. HOFFMAN. Again I am trying to separate my time in the De-
partment of the Navy with the clearances I had in this particular
session, in this particular format.

Mrs. HARTZLER. You are saying the drug cartels down there are
building a submarine?

Mr. HOFFMAN. Yes, ma’am. I think the total number of captured
submarines now is somewhere between 9 and 12.

Mr. BERTEAU. That number is not for public.
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Mr. HOFFMAN. I have seen photographs of several that we have
and one of them is in fact framed and positioned in front of South-
ern Command’s headquarters. Admiral Stavridis mounted one of
these submarines in front of his command post.

Mrs. HARTZLER. In my 24 seconds I have left, what can we do
in the United States to counter this? What would you advise? I see
you talked about the intelligence sharing.

Mr. HOFFMAN. Intelligence sharing. I believe there is terrorist fi-
nancing and network analysis that is probably useful to the Mexi-
can authorities. The training. They have done much themselves.
They have been rather courageous in facing up to some of this.
There has been a lot of intimidation. It is very violent. It is very
sophisticated. It is the other southern states in Latin America that
have more of the submarine problem where the drug cartels are
sourcing the cocaine from for trips up into the United States. And
military assets and intelligence is necessary to help defeat that.
JIATF-South [Joint Interagency Task Force—South] is part of that,
which is an interagency, more of a comprehensive approach. Mixing
law enforcement and military assets together is probably the solu-
tion.

Mrs. HARTZLER. Okay. Thank you very much, Mr. Chairman.

Mr. THORNBERRY. Which makes it even more disturbing that
under sequestration the Navy says they are going to pull all the
ships out of Central and South America. And so you have got these
drug runners with these submarines or semi-submersibles, various
things, bringing drugs up and we are not going to have any ships
there.

Mr. Gibson.

Mr. GiBSON. Well, thanks, Mr. Chairman. I appreciate the panel
being here.

Broader question. Assuming American interest protecting our
cherished way of life and a flourishing form of life, thriving econ-
omy, in your research, in your reflection, in your perhaps modeling,
might there be other strategic approaches beyond the one that we
have certainly been engaged in since the Second World War, ini-
tially to confront communism and then since that time with regard
to hegemony and our presumed responsibilities and roles attendant
thereof? Are there other approaches that you have contemplated
beyond, say, combatant commands with responsibilities throughout
the globe and forward military ground forces? Might there be other
approaches that would secure our way of life and advance our econ-
omy?

Mr. BERTEAU. If I could, Mr. Gibson, start one minute on that
and then ask my colleagues here on the panel to comment. Mr.
Johnson raised earlier the idea of soft power. We looked at CSIS
about six years ago at something called smart power, which is real-
ly an amalgam, if you will, how do you integrate better across the
Government all of the capabilities, not just the military and kinetic
capabilities or even the intel capabilities.

I think that the question that Dr. Heck raised about the role of
technology in coming into play here, the question that Mrs.
Hartzler raised about narcoterrorism, points out to a host of seams,
if you will, that are inside. And the chairman alluded to the con-
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sequence of sequestration will actually exacerbate those dis-
connects, if you will.

It is a hard thing for the executive branch to work together in
a national security establishment, even in good times when every-
body has a lot of money. In bad times, when everybody is trying
to protect their money, they tend to hunker down around their core
business and not worry so much about everybody else.

So what you need is a scheme, if you will, that will let you rise
above the core competencies. It is much easier for you, because you
can be on one committee and another committee and cross jurisdic-
tions pretty quickly that way. It is much harder for them. And I
think that the difficulties are exacerbated in a time of sequestra-
tion and budget uncertainty.

I will leave these guys to come up with solutions.

Dr. LEWELLYN. I am reminded of a couple of years ago, when the
Navy had an advertising slogan called, “the Navy, a global force for
good,” that emphasized its role in providing relief in situations
after bad weather, tsunamis, protecting the sea lanes to encourage
trade, providing a framework of international agreement and law
so that economies can flourish. And I think that fundamental mis-
sion of alliances and strengthening and supporting economic
growth short of war, part of the shaping and deterrence that I
talked about in my statement, are critical. And, you know, cer-
tainly cheaper than fighting a lot of wars both in terms of cost of
weapons and lives. So I think we need to focus on that, the soft
power or smart power going forward.

Mr. HOFFMAN. I have been working on a grand strategy approach
to try to think through I think what is our need for a balanced and
sustainable grand strategy, and I have argued for something called
forward partnership. It is in the current issue of Orbis and the
January issue of the Naval Institute Proceedings, and the reason
it is in the Naval Institute Proceedings is it privileges naval forces.
I would declare victory in World War II and would declare victory
in the Korean War at this point in time and probably bring back
more ground force structure from overseas and maybe reduce that
and take a total force perspective on what our ground force require-
ments are.

We have a million-man land Army today, plus a 250,000-man
Marine Corps when you bring in the Reserve into the picture. So
I believe we have just postured ourselves differently and we need
to stop doing some things we have been doing. And I would use the
naval forces and SOF to generate the degree of engagement and
partnership that is forward. That I think we should do, but it is
going to have to be less static, less vulnerably positioned in one
fixed place, and we need more freedom of action to move around
the world from crisis to crisis, because we are not going to populate
every crisis with brigades or Marine forces, and then leave them
there for a decade or more.

So we need some more freedom of action, and the strategy of for-
ward partnership is my solution, which I can provide for the
record.

Mr. GiBSON. Thank you. I would be very interested in taking a
look at the article. My staff will probably pull it for me, though.
But thank you for those thoughtful comments.
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What comes to mind is, you know, we certainly saw the rise of
China’s involvement in Africa, and our response was I would say
pretty typical. I am not so sure it was effective. We created another
combatant command for it. And I wonder if we might be better
served leading with the State Department, certainly using assets
from across the Federal Government, to be sure. But when we con-
stantly lead with forward military presence, I wonder if we are not
fully achieving what it is we are trying to do and incurring the cost
that evidently is difficult for us.

Mr. BERTEAU. The question, the core of the question you raise,
sir, is at its heart, what is the boundary of what is DOD’s mission
and what is the military’s mission here? And if there is one impor-
tant lesson from the last 10 or 15 years, it is that DOD thinks it
knows where those boundaries are. But when the Nation needs
more in something else and it turns around and looks, okay, where
else in the Federal Government is this capability, and it turns out
it is not there, then the choice is either let the military do it or
have it not be done. And the military will say every time, send me,
I will get it done to the best of my ability. That is what happens.

We do need to look at that from a broader perspective. We need
to fund it and prioritize the resources so that capability is there,
and we need to make sure that at the national level that kind of
capability is in place. That is a hard thing to do. The Congress has
pushed for that a number of times. Twenty-seven years ago this
committee took the lead on creating jointness inside DOD through
the Goldwater-Nichols Defense Reorganization Act. However, that
is all under one Cabinet officer, and that starts in Title X with sub-
ject to the authority, direction, and control of the Secretary of De-
fense. It is pretty hard to look at the Federal Government and start
with that same sentence, because if you say subject to the author-
ity and direction and control of, ultimately we know who it is. It
is the President. But to organize and sustain that at a lower level
bureaucratically, institutionally, is a much tougher question. And
ultimately we turn back to DOD and DOD gets it done.

Mr. THORNBERRY. Let me back up from Mr. Gibson’s question I
guess one level. And I suspect I know Mr. Hoffman’s answer to this
because of the article he just referenced. But I guess one question
is, do we need a strategy? A lot of what you all have talked about
is the incredible amount of uncertainty in the world today. And I
think everybody can agree we are not going to be able to predict,
you know, this conflict or this situation. And my perception is that
largely we lurch from crisis to crisis, making decisions as we go.
My perception is we didn’t do that in the Cold War. There was at
least an outline of a strategy that was generally followed.

And so I don’t know, Mr. Hoffman, do we need a kind of larger
national strategy in such an uncertain world?

Mr. HOFFMAN. Yes, sir.

Mr. THORNBERRY. Why?

Mr. HOFFMAN. Emphatically.

Mr. THORNBERRY. Why?

Mr. HOFFMAN. You need to communicate to the American people
what treasure they are putting up and why to sell it and make it
sustainable. You need to shape the instruments of national power
relative to those that are either soft, medium, or hard. You need
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to articulate to future aggressors what those capabilities are and
you need to sustain them over a period of time.

I don’t know any way of doing that without a strategy. I had pre-
pared a statement—there is a book I particularly like by an author
named Rumelt, which Mr. Marshall in the building and Dr.
Krepinevich also likes, Good Strategy/Bad Strategy [Good Strat-
egy/Bad Strategy: The Difference and Why it Matters], and it has
got a couple good lines in there. But particularly this idea that
strategy is not a dog’s breakfast of everything you want to do just
piled up. It is focused effort, prioritized resources, which are trade-
offs. I am not comfortable with some of the tradeoffs in my own
strategy. One takes an Army below 500,000 and we start absorbing
risk. The Marine Corps goes down to a certain level in the 175s,
and for every 5, 10K, we start absorbing risk. But we are also ab-
sorbing risk by continuing to borrow the amount of money we are
borrowing. Very soon we will have interest debt payments that ex-
ceed the Department of Defense’s TOA [total obligation authority].
That is the ultimate limitation of strategic action, being constricted
by ourselves over time, because we are going to pay off old deci-
sions and choices and tradeoffs that we weren’t really willing to
make.

When it gets down into force planning and strategy, Professor
Colin Gray in Europe, one of my mentors in life, said there are only
two principles: Prudence and adaptability. And we need to be very
prudent about the risks that we are absorbing and very conscious
about those, and maybe perhaps adaptable is a better term than
flexibility. Flexibility is a force that can do a lot of things, you are
trading off some readiness. But adaptable is somebody that can
learn faster than the opponent. It is a football-soccer—or a soccer
fullback that finds himself in a football game playing fullback and
actually can learn the position fast. And that is the challenge we
had in 2003 to 2007 in Iraq. We might have been flexible but we
weren’t adaptable. We didn’t learn fast enough. But I believe a
strategy is essential.

Mr. THORNBERRY. Do you all have comments on that?

Dr. LEWELLYN. I would just add, I think, you know, I have spent
my career in the business of trying to help the Government develop
things the private sector isn’t developing on their own. And so I
think you need a strategy to guide defense Government investment
in technologies that wouldn’t naturally flow from the private sector
in the dealings in the marketplace. And so to the extent that it is
important to develop capabilities unique to the Government, you
need a strategy to guide that. And to the extent it is interlocked
with a diplomatic strategy so we take advantage of both soft and
hard power, I think that is good.

Mr. BERTEAU. Mr. Chairman, I have a predisposition that is in
line with the idea that maybe we don’t need a strategy. I am ulti-
mately a resources and management guy, and it is my belief and
my observation over 35 years that resources drive strategy way
more than strategy drives resources. But ultimately much of the
debate we have about where we are going to take our national se-
curity establishment, and particularly the technology investments
for that, is a fight between the past and the future. And in that
fight, the past is much more powerful than the future. It has all
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the champions, it has all the advocates, it has all the four-stars.
They are all lined up. And the strategy is the best hope that the
future has to be able to stand up in that fight and make it more
of a fair fight. And so I tend to lean back toward, yes, we probably
we do need a strategy, even though ultimately it is the budget that
matters.

Mr. THORNBERRY. Interesting perspective. By the way, I was on
that smart power commission 6 years ago, which I think was very
helpful, look at having this full array of tools. The Government is
not very well positioned to use them all.

Dr. Lewellyn, I wanted to get back to some things that you
talked about at the beginning. And I know this is an interest Mr.
Langevin and I certainly share about nonkinetic weapons of var-
ious kinds. And you mentioned them.

I would be interested in your evaluation of how well we are pur-
suing those things. Mr. Berteau talked about that a lot of innova-
tion these days is coming from the global commercial sector, not
from Government contracts. You know, I kind of wonder how that
applies to development of lasers and the other kinds of nonkinetic
sorts of things that you referenced. So kind of give me an evalua-
tion of how we are doing in pursuing those things.

Dr. LEWELLYN. My sense that the effort put into those areas is
greatly increased over the past few years as emerging threats in
the A2/AD, or anti-access/area-denial area, have grown. A lot more
cooperation in research between the Services and their research es-
tablishments and reaching out into the private sector to address
those things. So I see a lot more effort going into those areas. One
of the complicating factors is a lot of the capability is covered by
fairly strict classification guidelines, and overcoming those and
working within those guidelines is one of the challenges, I think.

Mr. THORNBERRY. Well, is another challenge what Mr. Berteau
just said: The past is fighting the future. The past is all about ki-
netics. They have got an advantage. And aren’t there real issues
of just in competing for increasingly scarce dollars about what
some people will consider pie-in-the-sky sorts of stuff?

Dr. LEWELLYN. My own view is that dealing with some of the
emerging threats strictly with kinetics is prohibitively expensive.
And so to deal credibly with the threats people are seeing, I think
you need the mix of capability. You need to be able to take advan-
tage of all the tools that are out there. Some of them are unproven
yet in the real world, and so we need to be sensitive to, you know,
backup capability, as I mentioned. One of the great advantages of
kinetic systems is you can immediately see their results. And so de-
veloping our abilities to understand how effective we have been
quilckly will be part of developing some of these new systems and
tools.

Mr. THORNBERRY. Mr. Hoffman.

Mr. HOFFMAN. Yes, sir, I think you put your finger on something.
In the business literature we refer to this as bringing about disrup-
tive change, and the barriers to entry culturally, psychologically,
the metrics that are available. In my time during the DON [De-
partment of the Navy] trying to bring around the electromagnetic
railgun, to kind of scale the power system is something that basic
technology can be developed in the civilian world. But the things
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that we really need in the Department of the Navy for the scale
of that kind of system, the power generation of 30 million joules or
something to launch something, once that technology comes about
it is going to go have to be induced by Government because of the
scale. But there are some great savings and great strategic utility.

But it is very hard to bring that about. The same thing goes on
with the UCLASS [Unmanned Carrier Launched Airborne Surveil-
lance and Strike] with the Department of the Navy trying to bring
unmanned systems. We have existing programs in the F-35 [Light-
ning II Joint Strike Fighter], and we have a future. We have a fair
idea what the cost of capability is going to be over time, and we
have a program, and we have all the pieces in place, and we have
another potential. And when do we shift over from 100%/0% to
some mix of manned and unmanned aircraft is a hard thing for
military cultures and institutions to bring about.

Mr. BERTEAU. Mr. Chairman, could I add one sentence to that?
I recognize the time constraint here. For many of these if we don’t
figure out how to take advantage of them and incorporate them,
somebody else will. And we need to take into our calculus and our
calculation as well, because otherwise we will be on the losing end
of the asymmetric advantage if we are not careful.

Mr. THORNBERRY. Well, and actually that is what I wanted to
ask you. So economies that are more controlled than ours, do they
have an advantage in developing some of these nonkinetic systems,
as an example?

Mr. BERTEAU. I think there is an advantage. And, you know, you
look at the Chinese economy, which has been a remarkable story
of economic growth and distribution internally. But much of it has
been essentially copying what others have done. I mean, if you look
at the ratio of new patents per country, if you will, you know,
China still trails far behind. But they are very good at taking what
is developed elsewhere and manifesting it and magnifying it con-
siderably. And I think they will continue to get better at that, if
you will.

Clearly our relationship with China from a geostrategic point is
way more complicated than we can go into in the context of this
hearing. And I think we are still looking for the recipe book of how
do we get a decent meal out of this? But nonetheless we have to
recognize that they can bring critical mass to bear on these kinds
of tasks, if you will, in a way that a free market economy often will
not do, because it is not just driven by market opportunities, it is
be driven by a longer-term view.

Mr. LANVEGIN. Thank you, Mr. Chairman.

And to our witnesses again, thank you. This has been a fas-
cinating discussion. And I would like to maybe turn back again to
the discussion we were having about soft power and where we tar-
get our resources. And one of the reasons why I thoroughly enjoy
serving on the Intelligence Committee and also serving here—and
I am very pleased that the committee has decided to roll the intel-
ligence portfolio into this subcommittee—is that good intelligence is
always going to be the pointy tip of the spear. You know where to
put your resources, you know where the enemies are, you know
where your adversaries are, you know where to focus your re-
sources. And that in and of itself becomes a force multiplier.



28

So what I want to know is how do we get better at predicting
and therefore targeting, you know, where the problems are before
they arise? It astounds to me that we haven’t gotten better at that.
In particular, you look at Mali, for example. The enemy there, the
universe of the enemy there, if you will, is in the hundreds. You
know, we are not talking about tens of thousands of enemy combat-
ants. It is in the hundreds. And yet you have a nation-state like
France has to, you know, come in with overwhelming power and
rout out the, you know, the enemy there.

It just seems it is such a disproportionate way to use resources,
if you will. If we could have gotten better at predicting that some-
thing like Mali would have arisen, a lot of these things could be
avoided. So how do we get better at that and where do we target
our resources in terms of developing that soft power capability so
it is both predictive, but also responsive?

Mr. BERTEAU. This is a question we have been wrestling with lit-
erally ever since the commission completed its work in 2007 and
CSIS issued their report. A lot of effort was focused on an organiza-
tional structure, if you will. How do you get a national security in-
frastructure in line that will wrestle with these questions? But that
almost falls into the category of you have got a different tree but
you have the same monkeys. The same problem, if you will, are
still there. Changing the tree doesn’t remove the problems.

Ultimately I think it comes back to an integration across the
branches of the Federal Government, and that is both on the execu-
tive branch side, where that is very difficult, where every institu-
tion is required to take care of itself, and on the legislative side,
where there are champions for each of those and the structure on
the legislative side is set that way.

The Intelligence Community actually offers an opportunity to off-
set that, and the creation of the Director of National Intelligence,
and that infrastructure, if you will, both to focus the sharing oppor-
tunities and to make sure that resource are allocated to the most
significant threats or payoffs was a very positive step in that direc-
tion. It is a long ways away from being successfully implemented,
but it is a core enabler, if you will, to move forward in that regard.
You probably need the equivalent infrastructure in other areas of
that enabling capability.

You are right about Mali. It is not only—only a handful of peo-
ple. They didn’t sneak up on anybody. I mean, we saw them coming
for years and we knew what was going to happen, we knew what
happened when it happened. And yet it takes—prevention would
have been far easier, if you will, than the cure now has turned out
to be. The issue seems to be can we do that for everywhere for ev-
eryone? And the answer to that is: Probably not. So then how do
we choose amongst those?

We don’t have a good structure in place to do that, either inside
the executive branch today or on the Hill for that matter. And
again the Intelligence Committee is about the only place where
those things come together, but the reach from there to the solu-
tions is bounded by the institutional structures that are in place.

I will have to think harder on that question. I mean, I think I
have actually helped you define the problem better than helping
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y}(l)u answer it here this morning—or this afternoon. I apologize for
that.

Mr. LANGEVIN. I appreciate your thoughts.

Anybody else want to comment.

Dr. LEWELLYN. I would agree that organization is the issue. And
this is illustrated by a story I recently heard during a military op-
eration. I heard from someone that they got some very useful infor-
mation from a former—from a naval officer who had student
friends from a former involvement with an overseas university who
was getting compiled Twitter feeds from the country of interest,
and it was leading in the intelligence by several hours. So, again,
taking advantage of all the information that is out there, it is an
organizational issue, I think is something we all have to struggle
with and understand how we can do that in a Government context
and take advantage of all the information that is available to help
us.

Mr. HOFFMAN. Very quickly, I am not sure that the solution is
technological in nature. It is about investing in people, relation-
ships, understanding foreign cultures, and understanding at a level
of detail which I don’t think we had in that particular case. And
I am always very concerned when I hear the word “predictive” and
strategy is based upon some sort of a forecast and some kind of a
logic. But the reason some of these people end up where they end
up is not because we didn’t predict, it is because they are human
on the other side, and we are in a competitive relationship and
they have gone where we are not or where their greatest advantage
is. I don’t know if we can anticipate that interaction all the time
over a long time. But we can make some forecasts about tech-
nologies and investments and move the ball down the field.

Mr. BERTEAU. Could I add one thing to that? The budget cycle
that we provide resources is so long and slow. The review board
that the Secretary of State put in place after the Benghazi incident
made a whole host of recommendations and they were presented up
here some months back. One of them was to create a fund that
would be available for the 20 most at-risk embassies and con-
sulates so that we could rush security to those when it came time.
But if the look at the lead time to put that funding into the budget,
for September of 2012, when the Benghazi attack occurred, it
would have had to have been in the 2012 budget, which the State
Department started putting together in the summer of 2010. So in
2010, somebody would have had to say, okay, let’s look at Libya.
Well, next year there will be an uprising, Gadhafi will fall, we will
be moving in, we will have a consulate in Benghazi, and it will be
at high risk, and therefore we have to put the money in the budget
right now.

Can you imagine them putting that money? Can you imagine
OMB [Office of Management and Budget] actually approving it?
And can you imagine the Appropriations Committee leaving it in
there? We have a real disconnect between the cycle time from
building the resources and the necessity to respond quickly and
with agility to evolving dynamics, and that is something that we
are going to have to wrestle with very clearly. That is much more
than an organizational question as well. It is really a very funda-
mental process question.
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Mr. LANGEVIN. Let me turn to another area that I spend a lot
of time on. That is on the cybersecurity issue. And obviously that
is—it is an issue that is going to be with us to stay for the foresee-
able future and it is going to become more and more challenging
and important as we go forward.

So the Pentagon right now is in the process of what could be a
major shift in how they are organized and how they defend and
also dealing with offensive and exploitation, as well as other
things. So how do we rightsize our cyber force, if you will, and our
cyber strategy? Obviously, the Pentagon hasn’t quite figured that
out either, although they are getting there and it is starting to coa-
lesce, if you will, around a structure. But we are not completely
where we need to be.

And in addition to that, as we saw on the news lately—and this
is something that Mac and I have—the Chairman and I have stud-
ied for a while—that we don’t nearly have the right personnel,
enough of the right personnel in the right places in terms of what
we actually need.

Mr. BERTEAU. It is very instructive to look back at Secretary Pa-
netta’s speech last October in New York, which was a sea change
in the way that the Defense Department was publicly character-
izing both its thinking about cybersecurity—he used the cyber
Pearl Harbor, et cetera, example—but more importantly about how
he saw and how the Department saw its role in this process. Be-
cause that statement very clearly said we have wrestling with
the—I am paraphrasing—we have been wrestling with the question
of, is it DOD’s job to defend DOD or is it DOD’s job to defend
America? And Secretary Panetta came out clearly and publicly
stated it is our job to defend America. That was the first time that
DOD had publicly laid that out.

The implications of that for the kinds of structure you need, for
the kinds of capability you need, for the kinds of people you need,
for the kinds of funding you need are still being sorted out. Wheth-
er they are going to be reflected in the fiscal year 2014 budget that
ultimately finds its way up here remains to be seen. The impact
of sequestration just on personnel alone, just as the economy is
starting to come back we are going to take all of the people we
have been struggling to rebuild the workforce that got gutted in the
previous drawdown and have finally started to get it back up, not
just in cyber but elsewhere, and now we are going to say to these
folks, well, take a day off a week without pay but keep doing 100
percent of your work, just with 80 percent of your pay and then we
will get back to you. Anybody who has got a better opportunity to
go work this somewhere else is clearly going to at least consider
that opportunity more strongly than they did before.

Dr. LEWELLYN. As I said earlier, I have been struggling person-
ally from an intellectual level about how to figure out how you re-
source cyber? How much do you need for a pound of cyber? I think
one of the key issues Mr. Hoffman alluded to is what is the right
mix of private sector, Government civilians, Government contrac-
tors, and military folks to deal with some of this stuff once you sort
out what the missions are going to be and what the responsibilities
are, as Mr. Berteau talked to.
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So I think—it is not a very satisfying answer—but I think we
need to do a lot more work at how we want to sort out those re-
sponsibilities and the amount of money it is going to cost to do so.

Mr. HOFFMAN. Sir, Mr. Thornberry and I worked on this par-
ticular problem more than a decade ago, kind of struggling with
this during the Clinton administration, whether or not certain
tasks belonged in the Commerce Department or the FBI. The Clin-
ton administration had gone with the law enforcement model and
most of the constituencies in telecommunications, banking, finance,
and the computer companies didn’t want to participate at that
time.

I don’t know if we have gotten to the recognition in the country
yet that the character and nature of the threat is so severe that
this is something we want the Pentagon to do beyond the military
sphere, so defending itself. That is a larger strategic issue of what
is important to the country and what political values and traditions
we want to adapt perhaps to a new reality.

A decade ago I would have been resisting. I resisted the FBI
model of the Clinton administration and we tried to create some-
thing else I don’t think has emerged with the right level of
robustness. Most of that comes, however, from the American popu-
lation and business leaders who are not interested in the Pentagon
running airports, running ports, or running networks necessarily.
That is a huge strategic issue.

For the committee, however, getting the right size and the struc-
ture of the organization, what needs to be a joint entity and what
needs to be repeated, and what I have seen is the proliferation of
cyber commands in the Services, that is a macro-level mission
issue, a Key West II kind of issue that I think does merit, just in-
side the Department of Defense and your committee, some serious
consideration, and from that you will get the right size and the
right population mix from that.

But that is an important thing to take on. I don’t have an answer
for you. I just noticed that we have been standing up something
that I don’t know can stand up to a management and strategy re-
view right now.

Mr. LANGEVIN. Well, on that point, I think this is an area where
you all could make major contributions in helping us to answer
these questions of what does the right size of a cyber force and
strategy actually look like. And hopefully we can continue our dis-
cussion.

With that I will yield back. Thank you, Mr. Chairman.

Mr. THORNBERRY. Mr. Gibson, do you have any other questions?

Mr. GIBSON. Thanks, Mr. Chairman.

While I have you, I am just curious your response on a few
things here. China. Given their economy, given their current in-
vestments in national security, do you think they are on a trajec-
tory to be aggressive and bellicose towards their neighbors? And
how do you think they view the debt that we have to them in rela-
tion to any of this?

Mr. BERTEAU. We did take a hard look at that in the study we
did on the Pacific and the pivot to Asia last year, and I will be
happy to provide you with that report, if you will.
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Many of the focuses were aimed at DOD, but obviously we had
to look at China as a big part of that.

The U.S. has an enormous opportunity today across the Pacific
Rim, in part because China overplayed its hand pretty heavily in
2009, 2010, 2011. It gave the opportunity for a number of countries
to encourage more U.S. engagement and more U.S. interaction with
them, if you will. We need to be careful, though, that we don’t build
the strategy on the assumption that China will always be more
heavy-handed than we are, because we can’t necessarily count on
them to play that out over time. So there is a rare opportunity for
us as a country to take advantage of building better relationships
with partners across the region.

But I think the question of the future trajectory of China is real-
ly one that is not predetermined by either the amount of money
they are spending—which is huge, they have quadrupled their de-
fense spending over the last 10 years, which has no country in the
world has done, and they are on a path to continue building that
up. They are a long ways away from being able to be seen as a peer
competitor to the U.S., but within the region in which they operate
that is not necessarily the standard that they have to aspire to.
But it is far from inevitable that that is the outcome that we are
going to play.

We became convinced—I certainly became convinced—I mean, I
am a cold warrior in the way I think about things because that is
the world I grew up in and it is what I was trained in, and it took
me a while realize that the old strategy that we applied to the So-
viet Union is not going to work with China, you know, and in the
long run the whole world may be worse off if we attempt to do that
as well as the region itself. But what we replace that with is still
evolving, if you will. How do we behave in such a way that it en-
courages China to become a viable participant in a global economy,
which is clearly in their interest in the long run but may not be
in the interest of the leadership in the short run, is a challenge we
haven’t begun to sort out yet.

There is a very strong military side to it, though. Every morning
when the Chinese wake up and they ask themselves the question,
is today the day that we should go confront the U.S., we want them
every day to answer that question, not today. And that is an impor-
tant part of the equation that I think we have to sustain all the
way through the process.

Dr. LEWELLYN. As someone who focuses on science and engineer-
ing, I like empirical things, okay, and one of the empirical things
about China is something that Mr. Hoffman mentioned, namely the
demographics, their aging society and the economic strain that it
is going to put on them. So I think in the long term I am not clear
where China is going in terms of their ability to put money at the
rate they have so far into defense.

To echo what Mr. Berteau has said, I think going forward we
need to maintain our edge, but we need to be very sensitive about
how the way we use our military force in the area is understood
by China. We don’t want to do anything in terms of a test of a sys-
tem or reaction in some way that we don’t understand that they
might not see it as, I wouldn’t say benign, but nonthreatening to
them, if it is not aimed at them.
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So I think there is a community of people looking hard at how
the leadership in China thinks and how the people react to that
leadership and we need to be sensitive to that going forward.

Mr. HOFFMAN. It is a crucial issue to try to get our hands
around. Again, I am not an Asian expert; I am more of a generalist.
But it is important to point out that this is not a monolithic entity,
that there are factions in there. The way the military is acting vis-
a-vis policy elites or the ruling class is somewhat different. This is
a command economy that we are dealing with.

I find military modernization to be significant, but not overly
concerned. I think as David pointed out, a peer standard is not nec-
essarily the standard. The investments seem to be smart. They
seem to be niched. They seem to be deliberately asymmetric, not,
you know, out of complete whack.

Dr. Lewellyn’s comment, he has got some good comments in
there about strategic culture, I am not sure we understand or have
invested enough to the same degree we did for those of us who
were Cold War warriors. We thought we understood the Soviet
Union and we had Russiantologists. I work with a China center at
NDU that was created by the Congress and we work at that, but
it is a small shop. It is worthy of thinking through.

My one caution with them, in thinking about them—and David
pointed out they have been a good strategist for us, they have cre-
ated more problems for themselves and have brought more of our
allies towards us, so that is a really good deal—but they got so ag-
gressive when their economy was one-third of the size of ours, and
it is now in the 40s going to about 50 percent, and depends on
where we are 5 or 10 years from now. If they got that aggressive
when they were one-third, what is it going to be like when they are
at half and two-thirds? And this gets to the comments you see in
the Japanese literature and the Australian white papers. Those
kind of trend lines and the crossover points are being watched by
people in the Pacific and it raises concerns to them.

Mr. THORNBERRY. Mr. Hoffman, going back to the work you have
done on hybrid warfare, it seems to me there is a trend toward
states using hybrid tactics, maybe through others or employing oth-
ers. The country may get organized crime to do their bidding or,
you know, that sort of thing. Not direct state action, but kind of
working in and through others, using a variety of tactics. Do you
think that is a trend that is happening and will we see more of it?

Mr. HOFFMAN. I do believe it is a trend. I do believe we are going
to see more of it. But a lot of it is going to come from the bottom
coming up. Smaller actors are finding lethal means cheaper, more
lethal and more effective for them. So that is kind of bringing the
lethality up to what used to be the low end of the conflict spectrum,
so Mexico, Latin America, Hezbollah, these other kinds of actors.

But I do believe that states are sending some of this technology
to the level. So I see things converging, the nonstate actors getting
state-like capabilities because of just the lower cost and the pro-
liferation, and then the Hezbollah, particularly the Iranian export
of this and the use of proxy forces by people like in Iran the Quds
Force. This is their art form. And they make things like EFP [ex-
plosively formed projectile] or they make the tactics and the train-
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ing to bear. So when it shows up in Venezuela or shows up in Latin
America or Mexico I have a cause for concern.

This is one of the issues with the work in the QDR [Quadrennial
Defense Review] and the DSG [Defense Strategic Guidance], is the
conversation in the Pentagon is that threats are diverging, we have
low-end threats and we have high-end threats. And my perspective
is the opposite. We have a convergence in the middle, which is why
my statement says—and RAND concurs with me—we need to mind
the middle. This is where the future is going in terms of more fre-
quency than we thought of in the past.

Mr. THORNBERRY. Yes. And kind of springing from there, Mr.
Berteau, you talked about CSIS’ work on internal cost growth with-
in the military. So X number of people are costing us more and
more, someday there won’t be anything left for investment. And yet
we have to look at this full array of challenges. How are we going
to—I don’t know, this is, I guess, the too difficult question to ask,
but you just have to think, how do we get from here to there with
the limited amount of investments and this battle between the
past, the future, all of that?

Mr. BERTEAU. And that convergence of both state and nonstate.
Nowhere is that probably going to be more evident than in the
realm of cyber, where in fact not only is it already sort of overlap-
ping, but we have our biggest challenge is identifying and charac-
terizing the source of the activity when it occurs and tracking it
back to anybody.

In terms of how do we get our arms around this, you know, it
is pretty easy to sit here and say we should be able to defend
America pretty darned well for $500 billion a year. And ultimately
if you started from the ground up and built the Defense Depart-
ment to be able to respond to all these threats, you probably
wouldn’t build the Department that you have today. So the real
question is, how do we evolve to what we need to have from where
we are right now? I characterize that as a battle of the past and
the future, but it is really more complicated than that. That sounds
way too binary, if you will.

I think it comes down to incentives. Where are the incentives
lined up that reinforce behavior that strengthens the status quo, or
that focuses on looking backwards, if you will, versus the incentives
that realigns towards strengthening the agility and the flexibility
to deal across the future?

One of the powerful forces of Goldwater-Nichols was it changed
the incentive structure, and it changed it at every level, from the
individual promotion all the way to the institutional alignments
and so on. I haven’t manifested that in kind of a portfolio of solu-
tions, but we have been spending some time wrestling with that
question of, how do you structure incentives? It would go all the
way from the 6.1 basic research at the universities and how do you
structure an inventive that will sustain and maintain that capacity
independent of return on investment kinds of figures, all the way
up to the broader institutional levels of how do you incentivize the
State Department, the U.S. Agency for International Development,
the Defense Department, the Treasury Department, the Justice De-
partment to cooperate more together in that global interaction, if
you will, at the lower end of the spectrum?
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So I think those incentive structures are the key, and it is what
we are going to try to focus our research on in the coming months.

Mr. THORNBERRY. Well, I think that is something that all of us
can work together on. Kind of back to money for just a second, re-
gardless of how sequestration and the CR come out, we are going
to having tight defense budgets as far as the eye can see. And yet
we can still have this internal cost growth that you are talking
about, we have this full array of challenges that are kind of con-
verging, and we have this need to put money into the future. And
to me that means we are going to have to figure out ways to get
more defense out of the dollars we spend. I think the full com-
mittee is going to be doing a variety of things in the future looking
at that. And needless to say, we need all the help we can get in
trying to sort through the right incentives. A lot of times passing
a law doesn’t get the job done. It determines the culture and the
incentives that go within that culture to really be successful.

So, anyway, I think that is it. Thank you all very much for your
testimony and for your statements. It has been very helpful and a
good way for this subcommittee to start. So thank you.

With that, the hearing is adjourned.

[Whereupon, at 3:55 p.m., the subcommittee was adjourned.]






APPENDIX

FEBRUARY 13, 2013







PREPARED STATEMENTS SUBMITTED FOR THE RECORD

FEBRUARY 13, 2013







Statement of

Francis G. Hoffman
Senior Research Fellow
Center for Strategic Research,
Institute for National Strategic Studies,
National Defense University

On

“Perspectives on the Future Security Environment”

Before the Subcommittee on Intelligence and Emerging Threats and Capabilities,

House Armed Services Comumittee,

U.S. House of Representatives

February 13, 2012

* The views expressed in this testimony are my own and do not necessarily reflect
the views of the Defense Department or the National Defense University.

(41)



42

Future Hybrid Threats: An Update

Thank you, and good afternoon Mr. Chairman and Mr. Ranking Member.

1t is an honor to have the opportunity to once again appear before this important and now
expanded committee. The scope of today’s hearing is broad, but it comes at a critical time for the
Nation as it approaches another round of strategic decisions with fewer and fewer resources. We need
to consider the future security environment holistically if we are to make the risk assessments and hard
tradeoffs required if we are to act strategically and secure our Nation’s interests.

The upcoming Quadrennial Defense Review, with Congressional oversight, will be a crucial test
of our capacity to demonstrate true strategic thinking and determine priorities for resources.

My written statement is provided pursuant to your request and provides a concise background on
the research on hybrid threats conducted now by many students of warfare, from Australia to here, and
over to the United Kingdom and Europe. This statement contains my personal views and does not
represent the official position of the Department of Defense, the Joint Staff, or the National Defense
University.

A number of defense scholars and Service chiefs have described the emerging character of
modern conflict as hybrid. This term attempts to capture the blurring and blending of previously
separate categorizations of different modes of conflict. Hybrid threats incorporate a full range of
different modes of warfare including conventional capabilities, irregular tactics and formations,
terrorist acts including indiscriminate violence and coercion, and criminal activity.

There are various definitions for hybrid wars. Instead of the modes of conflict, some analysts
focus on the motivation or clagsification of a conflict, for example whether it is a civil war or ethnic

war, Inmy view, these definitions add breadth and depth to the debate.
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My personal definition of a hybrid opponent is “4ny adversary that simultaneously and
adaptively employs a fused mix of conventional weapons, irregular tactics, terrorism, and criminal
behavior in the battlespace to obtain desired political objectives.!

The U.S. Army has incorporated the construct in its latest principal doctrinal publication,
defining hybrid opponents in terms of the force rather than the modes of conflict. For the Army,
hybrid threats are “The diverse and dynamic combination of regular forces, irregular forces, criminal
elements, or a combination of these forces and elements all unified to achieve mutually benefitting
effects.”? This definition stresses the combination of different types of forces rather than a single force
using different means and modes. Hezbollah’s example in the 2006 Lebanon war provides credible
evidence to support the Army’s perspective

The Chief of Staff of the U.S. Army has recently employed the term in an essay in Foreign
Affairs. General Raymond Ordierno noted that the Army “will also make sure it firmly embeds one of
the most costly lessons it has learned over the last decade: how to deal with the challenge of hybrid
warfare. Inthe future, it will be increasingly common for the army to operate in environments with
both regular military and irregular paramilitary or civilian adversaries, with the potential for terrorism,
criminality and other complications.™

1 believe the General has captured the essence of the challenge which expands the traditional

conception of war and the professional domain of the armed forces. His inclusion of this as one of his

! This definition varies slightly from Frank G. Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars.
Arlington, VA: Potomac Institute for Policy Studies, 2007, 14, 58. My updated version emphasizing the
simultaneity and deliberate fusion of these modes. Additional commentary and assessment can be found in F.
G. Hoffman, “Hybrid Threats Defined and Debated,” Armed Forces Journal International, October. 2009,
us. Army, Field Manual 3-0 Operations C-1, GPO, Washington, DC: February 2011, 15,

3 Raymond T. Odierno, “The U.S. Army in a Time of Transition,” Foreign Affairs, May/June 2012, 10.
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top three lessons from our ongoing operations implies how important it is. Other scholars,
professionals and analysts have also identified this aspect of the contemporary character of conflict.®

The hybrid threat is not entirely new or original.” However, the term has of late captured the
interest of many policymakers and numerous military leaders. The projected hybrid threat was cited
by then-Secretary of Defense Robert Gates, and has been repeated by his successor, The Honorable
Leon Panctta.® Both the Army and Marines have studied this emerging (or reemerging) threat in the
middle of the conflict spectrum for several years. Furthermore, Army and Navy leaders, as well as the
Joint community, have incorporated the concept into their estimates of the future security
environment.”

Our British allies and others in NATO are studying this phenomenon as well, and have

incorporated this challenge into their threat assessments and descriptions of future requirements.® The

* Clyde Royston, “Terrorist to Techno-Guerilla: The Changing Face of Asymmetric Warfare,” Joint Center for
Operational Analysis Jowrnal, December 2007; Mackubin T. Owens, "Reflections on future war," Naval War
College Review, Summer 2008, 61-76; David E. Johnson, Military Capabilities for Hybrid War: Insights from
the Israel Defense Forces in Lebanon and Gaza, Santa Monica, CA: RAND, OP-285-A, 2010; Nathan Freier,
"Hybrid Threats and Challenges: Describe...Don't Define,” Small Wars Journal, January 2010, accessed at
http://smallwarsjournal.com/blog/2010/0 1/hybrid-threats-and-challenges/.

3 The earliest scholar in this area is LtCol William. J. Nemeth, USMC, Future War and Chechnya: A Case for
Hybrid Warfare, Monterrey, CA: Naval Postgraduate School, June 2602.

© Robert M. Gates "The National Defense Strategy: Striking the Right Balance,” Joint Force Quarterly, 1%
Quarter 2009, 2-7; Leon Panetta, Remarks at the Woodrow Wilson Ceater, Washington, DC, October 11, 2011.
Accessed at http:/www .defense.gov/transcripts/transcript.aspx2transcriptid=4903 .

" General, James T. Conway, USMC, Admiral Gary Roughead, USN and Admiral Thad W, Allen, USCG, 4
Coaperative Strategy For Maritime Security, Washington, DC, October 2007, Admiral Gary Roughead, USN,
Remarks at the Current Strategy Forum, Naval War College, Newport, RI on June 16, 2009; James Conway,
Marine Corps Vision and Strategy 2025, Washington DC: Headquarters, U.S. Marine Corps, June 2008;ADM J.
C. Harvey, Commander, U.S. Fleet Forces, Remarks as written, Surface Navy Symposium, Washington, DC,
January 12, 2010, available at www.public.navy mil/usff/.. /bhybrid_warfare-sna_speech.doc. On the U.S.
Army, see General George C. Casey, "America's Army in an Era of Persistent Conflict,” Army Magazine,
October 2008, 28; General Martin Dempsey, U.S. Army “Versatility as an Institutional Imperative,” Small
Wars Journal, March 10, 2009. For the U.S. Marine Corps, see General James Amos, Commandant’s Planning
Guidance, November 2010,

8 In the UK, see General Richard Dannatt, “A Perspective on the Nature of Future Conflict,” Chief of the
General Staff’s Speech to Chatham House, May 15, 2009, prepared remarks; as well as General Sir David
Richard’s opening chapter, “A Soldier’s Perspective on Countering Insurgency,” in David Richards and Greg
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range of interest and the breadth of studies in this area is quite deep, with different twists and useful
insights offered by each participant.’

Several students of war, however, find more comfort in the term “asymmetric.” In the 1990s, we
explored this term, but it was found wanting and was ultimately dismissed. While it has returned to
use by some, it still does not describe what an adversary is actually doing, but merely reflects that he’s
doing something different in relation to us. Others find the term asymmetric to be sloppy and without
rigor, including Oxford Professor Hew Strachan who concluded that “Much of the debate about
asymmetry in war is historically naive: all enemies try to get under the other side’s guard by using
responses that are unpredictable. At one level therefore ‘asymmetry’ is inherent in strategy.”'?
Harvard Professor Joe Nye has made the exact same point in his latest book, and goes on to suggest
that the hybrid threat is a more meaningful term to capture what is actually oceurring and what is
projected to continue to develop.'!

Today's emerging operational demands include both very old and very new domains of warfare,
like cyber. They also include both traditional enemies and more advanced forms such as the “High
End Asymmetric Threats” cited in the Pentagon’s 2010 Quadrennial Defense Report‘]2 But we must
consider also an array of adversaries that is prepared to exploit all modes of human conflict including

lethal means at the state-level, catastrophic acts of mass terrorism, irregular or guerrilla tactics, and

Mills, eds., Victory Among People: Lessons from Countering Insurgency and Stabilising Fragile States,

London: Royal United Services Institute, 2011.

? John J. McCuen, “Hybrid Wars,” Military Review, April-May 2008, 107-113; and David Kilcullen, Accidental
Guerilla, New York: Oxford University Press, 2009; and Nathan Freier, Straregic Competition and Resistance
in the 21st Century: Irregular, Catastrophic, Traditional, and Hybrid Challenges in Context, Carlisle, PA.: US
Army War College, Strategic Studies Institute, 2007.

% Hew Strachan, The Changing Character of War, Lecture Delivered at the Graduate Institute of International
Relatmns, Geneva, November 9, 2006 18 Accessed at
http:www.europaeun. org/fi g

' Joseph S. Nye, Ir., The Future of Power, New York: Public Affairs, 2011, 34-35, 48.
12 Robert M. Gates, Quadrennial Defense Review, Washington, DC: Department of Defense, February 2010, 8,
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large-scale, systematic criminal behavior including extortion, kidnapping, and human or drug
trafficking. The diffusion of modern weaponry around the world, combined with the lessons learned
by our foes in Iraq and Afghanistan, will produce a steadily higher degree of lethality in contemporary
conflict. In particular, American military units will have to be prepared for very adaptive or protean
opponents with modern technologies.

This is not a hypothetical challenge. Israel faced this problem in 2006 in southern Lebanon when
it confronted Hezbollah’s admixture of advanced rockets, determined village defense forces, and its
Iranian-trained foreign fighters equipped with advanced anti-armor guided-missile systems.'> Many
excuses have been offered for the Israeli Defense Forces’ failure to perform effectively in this conflict,
but the most unforgivable is underestimating and misunderstanding one’s opponent.'*

Potential Hybrid Threat Scenarios

There are numerous scenarios that could be employed to explore the parameters of the hybrid
threat. While American policy makers may be focused on non-state actors, the emergence of hybrid
threats at the state level should not be discounted. One could examine the dissolution of Pakistan into
chaos, split between armed fundamentalists and existing political elites who may retain the loyalty of a
part of the Army.” Additionally, one could postulate another Russian expeditionary thrust into a

border state like the 2008 invasion of Georgia, where elements of hybrid warfare were manifested by

'* Andrew Exum, “Hizballah at War: A Military Assessment,” Washington, DC: Washington Institute for Near
East Policy, Policy Focus #63, December, 2006; Stephen Biddle and Jeffrey A. Friedman, "The 2006 Lebanon
Campaign and the Future of Warfare" Carlisle, PA: Strategic Studies Institute, 2008; David E. Johnson, Military
Capabilities for Hybrid War: Insights from the Israel Defense Forces in Lebanon and Gaza, Santa Monica, CA:
RAND, OP-285-A, 2010.

* Avi Kober, “The Israel defense forces in the Second Lebanon War: Why the poor performance?” Journal of
Strategic Studies, 31:1, 2008, 3-40.

'* For such an example see Andrew J. Krepinevich, 7 Deadly Scenarios, A Military Futurist Explores War in the
21 Century, New York: Bantam, 2009, 30-62.
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mixes of regular and irregular forces, although Russia’s combined arms attack was certainly the
decisive element.

Mexico’s expanding narco-insurgency is another potential scenario, where we have seen
extensive civilian casualties and terrorism, as well as a steadily growing degree of sophistication in the
use of military hardware. The challenge of gangs as a form of disruptive force inside America and in
Mexico portends greater problems down the road. '8 The plot for such a scenario might envision the
formation of a supra-cartel displacing the state or at least creating a regional entity, but that may be
regarded as a Black Swan scenario. |7 One could postulate a transplanted version of the Revolutionary
Armed Forces of Colombia (Fuerzas Armadas Revolucionarias de Colombia ot FARC). An Iranian-
trained, Venezuelan-funded force in South American or Panama is not far-fetched.'® While it is now
isolated, and losing critical leaders, the potential for the FARC to transform itself in the region should
not be ignored. A requiem for the FARC is extremely premature.'?

A far more likely scenario is a major stabilization operation in North Korea that is contested by
the former regime with a prepared resistance that is well resourced. The potential for a North Korean

implosion followed by a long-term resistance movement by ideological fanatics is not beyond

16 See Phil Williams, “Criminals, Militias and Insurgents: Organized Crime in Iraq,” Carlisle, PA: Strategic
Studies Institute, June 2009; Robert Killebrew and Jennifer Bernal, Crime Wars, Gangs, Cartels and U.S.
National Security, Washington, DC: Center for a New American Security, September 2010, David Danelo, “The
Border War,” Naval Institute Proceedings, October 2008,accessed at

http://www usni.org/magazines/proceedings/2008- 1 O/border-war .

' See also Mike Fowler, “Mexico: A Case of Hybrid Warfare,” in Paul Brister, William Natter, and Robert
Tomes, eds., Hybrid Warfare and Transnational Threats, Perspectives for an Era of Persistent Conflict,
Washington, DC: Council for Emerging National Security Affairs, 2011.

% Bill Gertz, “Iran boost Qods shock troops in Venezuela,” Washington Times, April 21, 2010. Accessed at
www washingtontimes.com/news/2010/apr/2 1/iran-boosts-gods-shock-troops-in-venezuela hmtl.

' Russell Crandall, “Requiem for the FARC?” Survival, August-September, 2011, 233-240.
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consideration. American policymakers and scholars are aware of the potential chaos that a North
Korean meltdown could produce, and are exploring potential “futures.”

North Korea has apparently taken many lessons from the insurgents in Iraq, Afghanistan, and
Hezbollah and adapted its military posture to include more hybrid methods. 2 Though speculative, a
collapse of the North Korean regime could set in motion a series of events that will prove far more
challenging than the take down of Saddam Hussein’s regime.” In such a scenario, Weapons of Mass
Destruction (WMD) security or elimination operations will be a high priority U.S. military mission,
followed by working with our South Korean allies on stability operations. However, the prospects of a
virulent resistance by North Korean special operations forces would increase the costs of these stability
operations and increase the risk to any allied forces operating in the north, as well as to any efforts to
secure facilities and personnel. North Korea, sometimes referred to as a Soprano State, has proven
itself capable of acting as a state-level hybrid threat, including official acts of criminal sovereignty.”

The most obvious scenario for a real rather than speculative hybrid threat is Iran, which is a
state committed to opposing U.S. interests. As such, it has both the will and the capability already of
serving as a full hybrid opponent. It is likely that policymakers would try indirect and standoff

approaches early in such a conflict. But it is possible that a major intervention of U.S. ground forces

2 Ferial Ara Saced and James J. Przystup, “Korean Futures: Challenges to U.S. Diplomacy of North Korean
Regime Collapse,” Washington, DC: Center for Strategic Research, Strategic Perspectives 7, September 2011.

2 «N. Korea Swiftly Expanding Its Special Forces,” Washington Post, October 9, 2009; “New Threat from N.
Korea's 'Asymmetrical' Warfare, The Chosun Ilbo, April 29, 2010.

2 See Bruce W. Bennett and Jennifer Lind, “The Collapse of North Korea Military Missions and
Reguirements,” Infernational Security, Vol. 36, No. 2, Fall 2011, 84-119; Bruce E. Bechtol, Jr. Defiant Failed
State: The North Korean Threat to International Security, Dulles, VA: Potomac Books, 2011.

 paul Rexton Kan, Bruce E. Bechtol, Jr., and Robert M. Collins, Criminal Sovereignty: Understanding North
Korea’s Hlicit International Activities, Carlisle, PA: Army War College, Strategic Studies Institute, March 2010,
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could be required to achieve the significant, even critical, U.S. interests in the region. Dr. Krepinevich
suggested such a scenario with what he called the “Streetfighter State.” #

The hope that moderates or pragmatists would gain the upper hand atop Iran’s power pyramid
has not been realized.”” The revolutionary clerics have strengthened their hand against the reformers,
but did so by allocating more power to their enforcers of the Iranian Revolutionary Guard Corps
(IRGC).26 The result has been the rise of the Pasdaran as the ultimate Guardians of the Revolution,
creating the potential for a Practorian Guard or a Practorian state.”” Future crises could arise in the
next decade as the result of succession challenges or in response to crackdowns against democratic and
moderate elements.”®

While Iran has been developing its strategic nuclear deterrent and a second tier deterrent of
ballistic missiles targeted against its regional neighbors, it has also begun to adapt the IRGC and its
internal security force cum militia, the Basij. This tier seeks to both suppress domestic resistance
and strengthen the Guard and Basij to better resist internal power struggles or any U.S. intervention.

The ideology of these forces has been focused into a culture that emphasizes Islamic virtue, jihad

and resistance, and heroic martyrdom.

* Krepinevich, 20-29.

® Marc Lynch, Upheaval: U.S. Policy Toward Iran in a Changing Middle East, Washington, DC: Center for a
New American Security, 2010, 10.

% Babak Rahimi, “The Role of the Revolutionary Guards and Basij Militia in Iran’s Electoral Coup,” Terrorism
Monitor, Vol. 7, Issue 21, July 17, 2009; Ray Takeyh, Guardians of the Revolution: Iran and the World in The
Age of the Ayatollahs, New York: Oxford University Press, 2009.

¥ Frederic Wehrey, et al., The Rise of the Pasdaran, Assessing the Domestic Roles of Iran’s Islamic
Revolutionary Guards Corps, Santa Monica, CA: RAND, 2009; Elliot Hen-Tov and Nathan Gonzalez, “The
Militarization of Post-Khomeini Iran: Praetorianism, 2.0,” The Washington Quarterly, 34:1, 45-59; Robin
Wright, “Elite Revolutionary Guard Broadens its Influence in Iran,” The Washington Post, April 1, 2007, A21;
Ali Alfoneh, “Changing of the Guards: Iran’s Supreme Leader Struggles to Control Military,” Middle Eastern
Qurlook, No. 1, April 2010; Abbas Milani, “Ahmadinejad vs. The Ayatollah,” The National Interest, June 21,
2011.

% Scenarios over the succession are examined in Alireza Nader, David E. Thaler, and S.R. Bohandy, The Next
Supreme Leader: Succession in the Islamic Republic of Iran, MG-1052-08D, Santa Monica, CA: RAND, 2011.
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Iranian ground tactics have evolved and reflect insights garnered from Hezbollah’s tactical
successes against Israel, and the lessons learned in Iraq.”® These lessons were used to update the
published and operative Mosaic Doctrine for Iran’s defense.®® U.S. analysts who have studied the
doctrine describe it as a hybrid model of protracted and layered defense in the event of an invasion.™
This doctrine should be seen as the third leg of Iran’s deterrent and defense strategy, after its nuclear
program and anti-access systems. Reports indicate that the IRGC has been systematically equipping,
organizing, and retraining its forces to fight this decentralized form of guerrilla warfare with high-tech
capabilities in urban areas and along Iran’s constricted lines of communication.” This evolution of
Tranian doctrine suggests a distinctly hybrid character.™

A series of large-scale exercises have been conducted over the past several years including the
Great Prophet series with over 20,000 troops employing mixed or hybrid tactics, anti-armor and anti-

helicopter defenses, autonomous tactical units, and night attacks in restricted terrain.*

* Marc Lindemann, “Laboratory of Asymmetry; The 2006 Lebanon War and the Evolution of Iranian Ground
Tactics,” Military Review, May-June 2010, 105-116.

*® On Iranian doctrine changes and strategy see Steve Ward, “Continuing Evolution of Iran’s Military Doctrine,”
Middle East Journal , Vol. 59, No. 4, Autumn, 2005, 573; Michael Connell, “Iran’s Military Doctrine,” in Robin
Wright, ed., The Iran Primer, Washington, DC: U.S. Institute for Peace, 2010, 5. Accessed at
http://iranprimer.usip.org/resource/irans-military-doctring. See also Anthony Cordesman, Iran’s Revolutionary
Guards, the Al Quds Force, and Other Intelligence and Paramilitary Forces, Washington, DC: Center for
Strategic and International Studies, August 16, 2007, S; Eiscustadt, 5; Wehrey, Rise of the Pasdarans, 45-46.

3 Michael Connell, “Iran’s Military Doctrine,” in Robin Wright, ed., The Iran Primer, Washington, DC: U.S.
Institute for Peace, 2010, 5.

2 On the IRGC see Alireza Nader in Robin Wright, ed., The fran Primer, Washington, DC: U.S. Institute for
Peace, at http://iranprimer.usip.org/resource/irans-miltiary-doctrine. On the Basij see Ali Alfoneh in Robin
Wright, ed., The Iran Primer, Washington, DC: U.S. Institute for Peace, at
http://iranprimer.usip.org/resource/irans-miljtary-doctring; Ali Alfoneh, “The Basij Resistance Force; A Weak
Link the Iran Regime?” Washington Institute for Near East Policy, Policy Warch, No. 1627, February 5, 2010.

* Steven R. Ward, “The Continuing Evolution of Iran’s Military Doctrine,” The Middle East Jowrnal, Autamn
2005; Steven R. Ward, ZImmortal: a military history of Iran and its armed forces, Washington, DC: Georgetown
University, 2009.

3 Lindemann, “Laboratory of Asymmetry,” 111-112.
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Iranian naval assets continue to evolve along the same lines as the land component, exploiting the
unique geographical advantage of Iran in the Gulf. ** Constricting if not denying access is possible
given the geography of the Gulf, and Iran’s diverse means to produce maritime disorder. Iranian
military doctrine suggests that they will employ highly irregular or hybrid tactics that exploit the
constricted geography of the Gulf and the advanced systems that they have acquired.3 6

The evolution of the IRGC navy (IRGCN) into a hybrid force capable of conducting a deadly
“guerilla war at sea.””’ Its force structure includes a small fleet of fast patrol craft and submarines
(including Ghadir midget boats and Hahang littoral subs).”® While it possesses roughly a dozen such
submarines today, more are being produced with modest regularity.” Iran possesses the world’s third
largest mine inventory, estimated at 5,000 mines.

IRGC naval doctrine applies a hybrid combination of conventional and irregular tactics and
weapons to pose a significant anti-access threat to both military and commercial shipping.*® The
swarming tactics of the late 1980s are now enhanced with modern speed boats and fast attack craft like
the low-signature North Korean-built torpedo boats. The IRGCN has upgraded its fleet to include the
modern Peykoop boats, Bladerunners, and Bavar stealth flying boats. This hybrid mixture of
submarines, midget submarines, mine-laying trawlers, and stealthy fast-attack craft with anti-ship

cruise missiles exploits the constricted terrain of the Guif. The new fleet of highly maneuverable

** See CDR Joshua Himes, Jran's Two Navies, A Maturing Maritime Strategy, Middle East Security Report I,
Washington DC: Institute for the Study of War, October 2011,

* Fariborz Haghshenass, Iran 's Asymmetric Naval Warfare, Washington, DC: The Washington Institute for
Near East Policy, Policy Focus #87, September 2008.

% On the implications of this particular threat from a maritime perspective see Frank Hoffman, “Hybrid Threats,
Neither Omnipotent Nor Unbeatable,” Orbis, 54, no. 3. Summer 2010, 441455,

3 Caitlin Talmadge, “Closing Time: Assessing the Iranian Threat to the Strait of Hormuz,” International
Security, Summer 2008, 82-117.

¥ Associated Press, “Iran’s Fleet Adds 3 Submarines,” Philadelphia Inquirer, November 28, 2011, 6.

“ Office of Naval Intelligence, “Iran’s Naval Forces: From Guerilla Warfare to a Modern Naval Strategy,”
Washington, DC, Fall 2009.
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attack boats now boast navigational systems and Command and Control assets that allow them to
coordinate their attacks and maximize the effects of concentrated missile attacks. They could also
function as improvised minelayers in shallow chokepoints along the 500-mile convoy route of the
Strait of Hormuz.

In addition to mines, the Iranian naval arsenal includes a modest inventory of improved anti-ship
cruise missiles, largely upgraded versions of the Chinese HY-2 Silkworm, and the Noor, which is an
upgraded copy of the Chinese C-802. The introduction of the Raad and Ghader missile is of interest.
With its 1,000-pound warhead and terminal maneuverability, the Raad could prove deadly to ltarge
warships. The Ghader missile represents a slight upgrade to the Noor missile perhaps with some extra
range (20-40 km). Tts low cost makes it ideal for volley firing in swarming attacks."!

Our forces in the Gulf are well aware of and prepared to address these Iranian developments.
Implications

Hopefully, the potential hybrid threat scenarios discussed here will not come to pass. But their
likelihood and shock value are proportional to our ignorance of their probability and impact.‘j‘2
Continuing to overlook the problems presented in this discussion will only increase the risk and
penalty.

Our future force structure must remain useful against a wide range of threats.® We should not
flee from reality or race toward our preferred template and technological predispositions. Many would

like to shy away from protracted challenges with failed states or irregular wars, but we cannot escape

# Galhran, “Iran's New Anti-Ship Missile,” Information Dissemination.com, September 28, 2011
2 Krepinevich, 7 Deadly Scenarios, 285-300.

* For force structure implications see Frank G. Hoffman, “Hybrid Threats: Reconceptualizing the Evolving
Character of Modern Conflict,” Strategic Forum 240, Washington, DC: Institute for National Strategic Studies,
April 2009; F. G. Hoffman, “Strategy and Future Threats,” Infinity Journal, Fall 2011, 10-15. Structure
recommendations are at Global Strategic Assessment, Washington, DC:: Institute for National Strategic Studies,
2009, 45-48.
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them or the reality of hybrid threats. * Of course, we can seek to work by and through others, and we
can be more discriminate and disciplined about where and how we apply our force with a broader
range of operational approaches to insurgencies.

Forces postured to respond across the full spectrum of conflict in the 21* century will have to be
ready againsta demanding mixture of opponents. In the words of former Army Chief of Staff General
George Casey some will be “neither fish nor fowl”*® A force prepared to address these hybrid threats
must be “brilliant in the basics”, with both a flexible doctrine and a modular force structure that can
mix and match interagency and combined assets from U.S. Government and allies.

While the hybrid threat construct has been most valuable in terms of force posture debates, there
remain numerous issues involved in the area of operational art.*® That area is ripe for research, and it
may substantially counter the effects of our limited appreciation of irregular warfare. The complexity
of such hybrid conflicts will demand extremely strong, adaptive and creative small unit leadership and
improved tactical skills. It requires a more decentralized command and control philosophy, one that
allows junior officers and well-trained sergeants to take the initiative and effectively respond to
challenges and opportunities that appear suddenly without recourse to hours or days of delay. This in
turn places a premium on cognitive skills to recognize and quickly adapt to the improbable or unknown
as the Chairman of the Joint Chiefs of Staff has stressed in his guidance for the development of Joint
Force 2020. Leaders must be trained and educated to conduct decentralized missions and make rapid

decisions under the highly ambiguous and complex conditions of battle. Effective leadership has been

* Nathan Freier, "The Defense Identity Crisis: It's a Hybrid World," Parameters, Autumn 2009, 82.

5 Chief of Staff of the U.S. Army, General G. Casey, Jr., dinner speech, Center for a New American Century,
April 1, 2010,

% Major Brian Fleming, “The Hybrid Threat Concept: Contemporary War, Military Planning and the Advent of
Unrestricted Operational Art,” Monograph, Ft. Leavenworth, KS: School of Advanced Military Studies, 2011.
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and will continue to be central to success in conventional or irregular forms of warfare, and everything
in between

The future also requires r general purpose forces to integrate with Special Operations and law
enforcement units. It will also call for rapid decisionmaking and the immediate application of lethal
force when needed, often in close proximity to noncombatants in densely populated urban
environments."” Heavy- or well-armored forces will have a role in this environment, as well as
infantry.48 Hybrid threats focus extensively on denying freedom of maneuver to intervening forces,
while simultaneously presenting a low signature themselves. Finding and identifying these elusive
elements is part of the daunting challenge presented by hybrid threats, as close engagements under
prepared conditions work to the defender’s advantage. This mandates very close combined arms
coordination to generate precision and tight “kill chains.” It also suggests that we need to go a lot
further with force protection for our ground forces, and that the dawning of the robotics age has come
just in time.
Conclusion

The hybrid threat construct was developed based on history, research drawn from foreign
sources, and recent combat experience. Building upon concepts like General Charles Krulak’s
“Stepchild of Chechnya™ with historical case studies and prudent projections, this sort of research and
foresight has fostered much innovative thinking about future threats and challenges. These
projections, in turn, have been borne out partially in the Middle East, especially Hezbollah’s actions in
Lebanon. The hybrid construct, has been further refined by subsequent gaming and analyses directed

by the most senior Joint and Service leadership. By being introduced into the lexicon of the debate

4 Richard J. Norton, “Feral Cities,” Naval War College Review, Autumn 2003, Vol. LVI, No. 4, 97-106,

*8 See also Dr. David E. Johnson, “Minding the Middle: Insights from Hezbollah and Hamas for Future
Warfare,” paper presented at the Naval Post-graduate School, Monterrey, CA. At
http://www.nps.edu/Academics/Centers/CCC/Research- Publications/Strategiclnsights/201 1/0ct/S1-v 1 0-
FoW pgl24-137 Johnson.pdf.
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over the character of future conflict, the concept of hybrid threats should help avoid the erroneous
belief that we face only the straightforward choice between optimizing forces for counterinsurgency or
just conventional conflict. That would be a false choice, and it misses the “messy middle” of the
conflict spectrum where some if not many adversaries will seek to gain an advantage. In the words of
Dr. Dave Johnson from RAND, we should “mind the middle.”

Thinking about the future is not impossible, nor is it easily done. The complexity of this problem
is not to be underestimated, but must be faced. Evaluating trends and prospective challenges of
performance against potential enemies is an acutely difficult problem of defense planning, but it is not
insolvable.*” The alternative approach, of waiting for events to unfold and then adapting afterwards, is
not without potentially high costs. A nation like ours— with global interests and a leadership
position—has a large “in box” of possible contingencies to prepare for. We cannot fulfill our role or
secure our interests with our eyes blinkered.

The hybrid threat is neither ten-feet tall nor a hypothetical boogeyman of epic martial
proportions. Opponents seeking operational or tactical advantage by blurring various conflict modes
are not necessarily a new challenge. Just as clearly, they reflect a challenge with growing frequency
and lethality that we have not yet created a solution for. Nor do [ think hybrid as a category or threat
doctrine sows confusion, quite the opposite.’” The enemy does “get a vote” and has little incentive to
meet us on our own terms. We can and should exploit history, including our own, to examine and

decisively address this threat.

“ Williamson Murray and Allan R. Millett, eds., Calculations: Net Assessment and the Coming of World War 11,
New York: Free Press, 1992, 1.

* Colin Gray, “Categorical Confusion,” Carlisle, PA: Strategic Studies Institute, April 2012.
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Over time, our country as a whole has not been very good at predicting the next fight.”! We can
and must do better at anticipating the evolving character of modern conflict. While we cannot predict
or prepare for every contingency, expanding our scenario set to incorporate the hybrid threat appears

necessary for the Nation’s overall strategic readiness.

' Antulio Echevarria, Ir., “Anticipating Contemporary War: How Well Did We Do?” Carlisle, PA: Army War
College, Strategic Studies Institute, September 11, 2011,
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Chairman Thornberry, Congressman Langevin, and Members of the
Subcommittee. Thank you for inviting me to provide my views on the important
trends that will shape the national security environment looking out to 2030 and
how they might affect the path set by the 2012 Defense Strategic Guidance. In
addition, you asked for an assessment of the guidance whether there are threats
or missions that are not adequately addressed and require greater attention. The
opinions stated are my own and do not necessarily reflect those of The Johns

Hopkins University Applied Physics Laboratory or its sponsors.

It is more than two decades since the U.S. concluded Operation Desert Storm.
Since that time — and especially since 9/11 — the U.S. has been involved almost

continuously in combat operations. Our involvement in these operations is now
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winding down, At the same time, the economic constraints on the investments
we can make in our military forces are increasing. The 2012 Defense Strategic
Guidance flowed from an assessment of how this changing security environment
along with changes in future threats would shape the U.S. defense strategy. The
strategy is intended to transition “our Defense enterprise from an emphasis on
today’s wars to preparing for future challenges, protect the broad range of U.S.
national security interests, advance the Department’s efforts to rebalance and
reform, and supports the national security imperative of deficit reduction through

a lower level of defense spending.”

Will this strategy get the military capability we need in the near term — especially
in the context of declining funding for defense? The strategy attempts to be
comprehensive. However, there are some areas where we may be falling short,

and we must think through an integrated response to address them.

The strategy identifies a range of missions that U.S. forces need to address with
the resources that are available and the threat environment in which the missions
must be executed. The resources needed to deal with the threats include the
ships, aircraft, ground vehicles, sensors, weapons, communications equipment,

cyber and space assets, and other materiel used by soldiers, sailors, airmen, and
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marines.

A starting point for determining the resources we need is the existing force
structure, which changes relatively slowly over time. Much of our technical effort
focuses on improving the capabilities of the sensor, weapon, communication,
cyber, and space systems that will be used to address emerging threats. Our work
indicates there are gaps in the capabilities we need to defeat emerging threats
identified in the strategy — particularly the anti-access and area denial threats
posed by Iran and China.

For example, maintaining our access to space is a real issue, but there are few
viable backups to counter attacks on our satellite communications networks close
to a denied area and quickly reconstitute the capability they provide. This
includes the need to identify methods to operate in environments where the
Global Positioning System (GPS} is denied. Also, the kinetic weapons we are
developing to counter threats launched against our forces, while capable, should
be supplemented by “non-kinetic” systems to insure we can deal effectively with
large, coordinated attacks. Non-kinetic means to defeat these threats include
netted electronic warfare systems, integrated cyber attack capability, lasers and
other directed energy systems. In addition, we should explore creative uses of

existing weapons to counter threat systems. We must also continue to explore

3
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ways to use electromagnetic weapons with their promise of large magazines of
relatively inexpensive “bullets” to counter threat kinetic weapons. We have an
edge in the capability of our submarine force relative to potential threats, and we
must work to maintain it. The ambiguity posed by the unseen presence of a
capable submarine can be leveraged to our advantage. Exploring ways to operate
unmanned systems autonomously will allow the proven capability of these
systems to be used in new ways. Finally, we must insure that our special
operations forces have the technology they need to perform their critical
missions.
U.S. strategy calls for forces to deter and defeat aggression, project power despite
anti-access/area denial challenges, operate effectively in cyber space and space,
and provide a stabilizing presence, therefore, we must consider the capabilities
we need in peacetime (to deter and provide presence) as well as in wartime (to
defeat and project power). While we work to improve the ability of our systems
to defeat those of the threat in war, we must also consider how we can better use
these systems to deter potential threats and “win without fighting” much as we
did during the cold war. {in the cold war, we did this by outspending the Soviet
Union. Given our current economic environment, we do not have this luxury

against today’s emerging competitors.)
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The following figure shows the phases of a notional operations plan {OPLAN) and
the relative level of military effort corresponding to each phase. Phase “0”
corresponds to shaping, which includes developing alliances, security
cooperation, and security assistance plans through diplomacy to support U.S.
goals in the area of interest. Phase “1” corresponds to deterrence. Deterrence
includes an element of responsiveness, and prepositioned and/or forward-
deployed forces help reduce the response time. Space and cyberspace assets
provide especially quick response with their persistence and speed-of-light
performance, respectively. As the figure shows, shaping and deterrenceina
particular theater demands a continuous, but relatively low, level of military

effort.

In the event deterrence fails, subsequent phases 2 through 5 demand increasing
levels of military effort to seize the initiative, dominate the threat, and provide
post-conflict forces to stabilize the area and enable the return of civil authority.
We saw this increase in the demand for military effort and its eventual decline

clearly during Operation {raqi Freedom.

To limit the level of military effort in a time of decreasing resources for defense, it

makes sense to focus our efforts to “win” through shaping and deterrence.
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Notional Operation Plan Phases versus Level of Military Effort
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Figure V-3. Notional Operation Plan Phases versus Level of Military Effort

Source: Joint Publication 3-0, Joint Operations

The defense strategy calls out two countries by name — China and Iran —~ for their
efforts to develop asymmetric means to counter U.S. power projection

capabilities indicating areas of the world where we will need to maintain
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responsive forces to deter and, if needed, defeat potential threats. The defense
strategy further calls for a rebalance toward the Asia-Pacific region in the context

of overall contribution of U.S. forces to global security.

Because of this rebalance toward the Pacific and, in particular, a focus on China,
we recently completed a small internally-funded research effort to understand
better how shaping and deterrence in the Western Pacific might work for naval
forces. Our interest was in figuring out ways to use the available military effort to
keep potential conflict from shifting from operations in Phases 0 and 1 to Phase 2
and higher where the demand for resources might outstrip our ability to provide

them.

Our work focused on the pre-conflict dimensions of the emerging competition
between the U.S. and China in the Western Pacific. It was motivated by a concern
that understanding the capabilities needed to defeat a potential threat, i.e.,
succeed in Phases 2 and 3, may not be sufficient to understand how these same
capabilities can deter that threat and shape the environment in which our forces

operate to support broader U.S. strategy.

In China, the United States has a competitor with a coordinated, whole-of-

government strategy for achieving its national objectives in the Western Pacific
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without needing to resort to war, i.e., to win in its version of Phases O and 1, as
evidenced by its development of anti-access, area denial capabilities. In turn, to
deter China effectively, the U.S. must employ an effective countervailing strategy
informed by an understanding of the implications of divergent U.S. and Chinese
perspectives. in short, the U.S. and China view the world through different
lenses. These affect how we: view each other; view other states in the region;
conduct diplomacy and commerce; develop and implement policy, strategy, and
plans; and conceive of conflict and wage war. We must include an understanding
of these differing views as we operate our current forces in the Pacific and as we
develop, test, and employ new capabilities to insure that the “messages” we want
to send to China are received as we intend. The “message” China sent by
demonstrating its ability to shoot down a satellite several years ago was received

clearly by us.

How can we do this? Our initial work suggests the following.

At the strategic level, we must ensure a continued whole of government strategy
for the Western Pacific that: coordinates the application of all elements of
national power to ensure that our peacetime policy goals are not undermined by

China’s “win without fighting” strategy; minimizes the risk that misperceptions
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will exacerbate crises; and balances the competing imperatives of shaping,
deterrence, and war-fighting. We must also broaden our investment in learning
about Chinese strategic culture, military culture, service cultures, and operational
cultures (including acquisition practices). Further, we should consider the use of
“cultural red teaming” to review the way our forces plan to operate in proximity
to China’s and develop consistent methods to understand how our actions are

perceived.

As an example the Navy is starting to deploy its new small combatant the Littoral
Combat Ship {(LCS) and plans to forward base the first of these ships in Singapore.
The LCS will therefore be a new Phase 0 — 1 asset available for use in the Western

Pacific. How will we use the LCS, and what messages to we want to send with it?

We must also ensure that our intelligence collection efforts remain strong and
that as a government we encourage openness and transparency drawing on
insights gained from social media and other information technologies.
Information is critical, and there is already evidence that in the cyber world
operations may already be shifting from Phase 1 into more direct competition.
We must ensure that our cyber forces are equipped with the appropriate

technologies and rules of engagement to win.
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What does all this mean for Congress? You should support the development of
capabilities that contribute to “winning” in Phase 0 — 1 including continued
development of warfighting capabilities that contribute to deterrence such as the
aforementioned efforts to compliment our kinetic systems by developing
complimentary non-kinetic means to defeat threats. These include netted
electronic warfare systems, integrated cyber attack capability, lasers and other
directed energy systems, as well as electromagnetic weapons able to fire larger
magazines of “bullets” to counter threat kinetic weapons. In addition, we need to
maintain our edge in submarine warfare, cyber operations, and special operations
capability. The latter will be critical to address continued threats from terrorism,
which are not directly aligned with emerging threats like China. And because
communications and intelligence are critical for operations in Phase 0 -1, we
must work to maintain our access to space and identify ways to improve

resilience in our space systems,

Thank you for the opportunity to provide my comments. | am prepared to

address any questions you may have.
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Statement of David J. Berteau
Senior Vice President and Director, International Security Program
Center for Strategic and International Studies
Before the Subcommittee on Intelligence, Emerging Threats and Capabilities
of the House Committee on Armed Services

February 13, 2013

Mr. Chairman, Congressman Langevin, and Members of the Subcommittee, I thank you for the
opportunity to appear before you this afternoon as part of this distinguished panel to offer my
views on the future national security environment and on some of the key issues that will affect
the Defense Strategic Guidance. My statement draws on a number of recent studies of the Center
for Strategic and International Studies, but both my written and oral statements are my own.
They do not necessarily represent the views of CSIS.

Strategic Framework

The issues of the moment, of budgets and deficits and sequestration and debt ceilings, dominate
our conversation. Just this morning the full committee heard from the Deputy Secretary of
Defense and the Joint Chiefs of Staff on the potential impact of the sequestration under the
Budget Control Act of 2011 (BCA). The immediate consequences — particularly as described by
senior defense officials — seem dire, but it is even more important to view the current situation
through a broader strategic framework. If I may, I would like to step back a bit and take that
broader view.

In 2010, Admiral Mike Mullen, then-Chairman of the Joint Chiefs of Staff, stated unequivocally
that the single biggest threat to U.S. national security is our national debt. Others have made
similar remarks, including at public events held last September at CSIS under the auspices of a
bipartisan coalition of former Members of Congress, ranging from Sam Nunn and Pete Dominici
to Dave McCurdy and Bill Frenzel. Our task this afternoon is not to fix the nation’s fiscal and
economic challenges but rather to examine what they might mean for defense, especially for the
technology and economic drivers and industrial base issues that this subcommittee will face in
the coming months,

The nation is entering its fourth major drawdown in defense spending in the last 60 years. As
you can see from Figure 1, all of the previous Department of Defense (DoD) drawdowns —
following the Korean War, the Vietnam War, and the Cold War — reflected higher percentage
reductions than the current projected drawdown. In addition, the lowest point for each of those
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three drawdowns were far lower level than current projections, even after sequestration and the
new caps on defense spending from the BCA.

Figure 1: Defense Drawdowns Compared
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Note: Topline in out-years includes the Congressional Budget Office (CBO) estimate of overseas contingency operations (OCO)

based on a phased drawdown to 30,000 troops in 2017 and remaining flat thereafter.

Sources: Department of Defense, National Defense Budget Estimates for Fiscal Year 2013 (Green Book), Office of the Under
Secretary of Defense (Comptrofler), March 2012; Congressional Budget Office, Long-Term Implications of the 2013 Future Years
Defense Program, July 2012, Analysis by CSIS Defense and National Security Group.

That last point bears repeating: in constant-dollar terms, the projected floor of the current
drawdown will be markedly (roughly 25 percent) higher than the three previous drawdowns (i.e.,
roughly $500 billion per year, including the Overseas Contingency Operations accounts,
compared to approximately $400 billion per year in the past).

Budget Figures Over Time

It may be that the cuts from sequestration and the impact of caps from the BCA will be replaced,
avoided, or mitigated through future legislation, but long term fiscal challenges will remain. The
growth over time in mandatory spending and in the publicly-held portion of the total federal debt
is reflected in Figure 2. This chart reflects the annual percentage of U.S. Gross Domestic Product
(GDP) since 1962 for six categories: defense spending, domestic discretionary spending, net
interest on the debt, spending for mandatory programs, total receipts of the U.S. Government,
and publicly-held federal debt.
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Figure 2: Federal Government Spending, Revenue and Debt (as a % of GDP)
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Source: Office of Management and Budget, Historical Tables, Tables 8.5 and 8.7, available at
hitp:/ivww.whitehouse.goviomb/budget/Historicals/; Gongressional Budget Office, Budget and Economic Qutlook: Fiscal Years
2013 to 2023, February 5, 2013, available at http://cbo.gov/ipublication/43907

There are two points worth highlighting from these particular data. First, the share of GDP
devoted to defense and domestic discretionary spending has been relatively flat roughly since the
end of the Cold War. Second, the growth in mandatory spending over the past five years has
been matched by a reduction in the percentage of total government receipts. In other words, U.S.
expenses have gone up as a percent of GDP while the percent of GDP paid to the government
has gone down. In fact, in 2008, total receipts covered only mandatory spending, as shown in
Figure 2.

Of course, Figure 2 addresses past spending, revenue, and debt. But what will the situation look
like going forward?

Figure 3 shows that, based on projections from the Congressional Budget Office and the Office
of Management and Budget, by 2040 there will be no funding available for any expenditures
other than mandatory programs and net interest on the debt.
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Figure 3: Pressure on the Defense Topline
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Note: Topline assumes that total federal spending from 2018 to 2040 grows at 3.1 percent above GDP (the average annual growth
rate planned for 2013-2017 in the FY2013 budget request).

Sources: Congressional Budget Office, Budget and Economic Outlook: Fiscal Years 2017 to 2021, January 2012, Office of
Management and Budget, Historical Tables, February 2012. Available at http:/Awww. whitehouse. goviomb/budget/Historicals ;
Department of Defense, National Defense Budget Estimates for Fiscal Year 2013 (Green Book), Office of the Under Secretary of
Defense (Comptroiler), March 2012. independent analysis based on CBO federal spending projections from 2022-2040

What does this mean for DoD? What actions can this subcommittee take to affect these
pressures? As compelling as the long-term problems are, today’s challenge is to deal with the
immediate budget problems, the fiscal year (FY) 2013 impact of sequestration and the BCA caps
for fiscal years 2014 through 2021.

Sequestration for FY 2013 will reduce DoD spending by $46 billion over the remainder of this
fiscal year, using the priority-free approach of equal percentage reductions to every account.
Those cuts have projected impacts which are becoming more apparent as DoD officials have
refined, and reported to Congress, planning and preparation for sequestration.

However, for the purposes of protecting future technology and preparing for future threats, one
must recognize that the post-sequestration BCA caps will take an additional $438 billion from
fiscal years 2014 through 2021. Those reductions are in addition to the $487 billion from the
initial August 2011 BCA caps .
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Internal DoD Cost Growth

As stated earlier, the defense budget is not going down as far as it has in the past, and on the
surface, that looks like good news. With 25 percent more funding, DoD should be able to afford
25 percent more capability.

However, CSIS research indicates that this may not be the case. In a “Preparing for a Deep
Defense Drawdown” briefing released on February 8", we found that for the past decade, cost
growth in Operation and Maintenance (O&M) and Military Personnel accounts has far exceeded
inflation.

As you can see from Figure 4, if those growth rates continue at their present pace, they will
adversely impact investment in Procurement and Research and Development (R&D) accounts:
by the start of the next decade, there will be almost no funding available for investment,
including in Science and Technology spending. It is important to note that this outcome would
happen even if FY 2013 sequestration is avoided and if BCA caps are lifted.

Figure 4: Internal Cost Growth and the Defense Topline
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In other words, even while sequestration and the BCA are drawing down the defense topline,
cost growth in O&M and military pay and benefits is reducing internal value of remaining
defense dollars. My CSIS colleague, Dr. Clark Murdock, has proposed a way to tackle this
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issue; we will be glad to provide to the subcommittee the document for that approach when it
becomes available later this month.

Impact on Defense Contracts

Those are projections for the future, but we can see the impact already of defense reductions
from the past three years. Since 2008, the total amount of defense spending has declined
slightly, and most of that decline has been in spending on contracts. CSIS produces an annual
report on Defense Contract Trends, and the charts below are excerpted from the most recent such
report. Because of the delay in access to data, our report goes through FY 2011, but we expect to
have an updated version for FY 2012 by April, and we will be glad to provide it to the
subcommittee when it is available.

Figure 5 shows total DoD spending from fiscal years 1990 through 2011. The vertical bars for
each year divide total defense spending into two categories. The bottom of each bar is total
obligations on contracts, as reported by DoD in the Federal Procurement Data System that is run
by the General Services Administration. This is the best public source of government-wide
contract data, as certified by each agency’s procurement officials. The top of each bar is non-
contract spending, which is principally pay and benefits for military and government civilian
personnel. The chart reports all spending in constant FY 2011 dollars, so inflation is taken out of
the data.

Figure 5: DoD Spending on Contracts and Personnel
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This chart clearly demonstrates the effects of the rising personnel costs. In FY 2011, total DoD
non-contract spending was $303 billion (mostly personnel). This is nearly the same as the $297
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billion in FY 1990, but the total force in 2011 (active military personnel and federal civilian
employees) was more than one third smaller than in 1990. We are paying the same amount for
one third fewer people.

Much of the growth in defense spending since September 11, 2001, has been in contract
obligations. In 2001, 50 percent of total defense spending was on contracts. That number rose to
about 62 percent by 2008, but it has fallen to 55 percent in 2011 and is expected to decline
further when we update this report in two months. (Note: The apparent flattening in 2011 is
largely the result of a one-time boost in Navy shipbuilding contracts, which we do not expect to
be repeated.)

Recent reports from the Commerce Department show that contract spending declined
dramatically in the fourth quarter of 2012, both from DoD and from across the federal
government. Obviously, if sequestration hits, these numbers will not go back up.

Impact on R&D

CSIS research breaks down these data into numerous categories. We look at spending by
military department, we look at the types of contracts and the level of competition, and we look
at the nature and size of the companies that are awarded these contracts.

We also look at contract spending on products, services, and R&D. Because of data limitations,
we cannot easily break down R&D spending into the Science and Technology (S&T) portions
covered by 6.1, 6.2, or 6.3a funding, but it might be useful nevertheless to examine the trends for
R&D (see Figure 6).

Figure 6: DoD Contract Obligations for R&D
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This figure shows that total DoD contract spending on R&D rose steadily after September 11,
2001, but it has declined in three of the past four years and is expected to decline further in 2012.

More importantly for this subcommittee, the percentage of total DoD contract spending on R&D
declined steadily even as the budget went up. In FY 2002, 15 percent of defense contract
spending was on R&D, but by 2011 that percentage had fallen to 10 percent. [This can be
partially explained by the growth in OCO, which had little R&D funding, but the reduction of
OCO does not seem to have reversed that trend so far.] As R&D spending on major platforms
migrates to procurement accounts [and OCO levels continue to decrease], we expect that trend to
continue.

1 should note that the numbers in these charts do not include classified contracts, because such
contracts are exempt from reporting in the Federal Procurement Data System. Our independent
assessment of other data shows that the trends would be roughly the same even if classified
contracts were included in the data.

Spending trends for S&T portions of the R&D budget do not necessarily follow the overall R&D
trends for any given year, and DoD officials have stated that they will try to protect S&T
spending in future budgets. Our expectation, however, is that over time, the budget pressures on
the overall R&D budget will likely drive S&T spending in the same direction. This is an issue
worthy of the subcommittee’s attention in the coming months,

Impact on the Industrial Base

Let us turn now to the Defense Strategic Guidance and its relevance to the impact of the defense
drawdown on the industrial base. Shortly after the guidance was issued on January 5, 2012,
CSIS conducted a conference on that issue. Let me summarize our views on that impact.

The U.S. defense industry depends on projections from DoD in order to invest, hire and retain
skilled technicians, and develop and sustain technology and supplier networks for future
demands. In other words, industry relies on DoD for its demand signals.

For the past few years, those demand signals have been absent. This has resulted from a
combination of two wars, a decade of supplemental funding (including Overseas Contingency
Operations), and a weaker long-term program from DoD (i.e., the Future Years Defense
Program, or FYDP).

The Defense Strategic Guidance of 2012 provided some initial indications of future demand
signals, and industry welcomed those. There are four key priorities in the Defense Strategic
Guidance:

. Counter the threats of violent extremists.

. Contribute to security globally but rebalance toward the Asia-Pacific region.
. Continue military presence and support in the Middle East.

. Evolve and rebalance the military in Europe.
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The Defense Department stated that the President’s FY 2013 budget request was aligned with
that Guidance, and there were some decisions that reflected that alignment. However, in some
cases, as revealed in the budget justification material provided to the Congress, the
implementation of the Defense Strategic Guidance was deferred to the F'Y 2014 budget and the
FY 2014-2019 FYDP. Because of budget uncertainty, we have yet to see that budget and
FYDP, so we cannot assess its implementation of the Guidance. What we do know is that the
execution of sequestration does not appear to permit the application of the priorities of the
Defense Strategic Guidance to the distribution of the reductions.

Industry is in that same situation: they cannot assess DoD’s priorities and therefore cannot know
where to invest or which workers are most important to hire or retain. The impacts of the FY
2013 Continuing Resolution and the potential impacts of sequestration, which was the subject of
hearings today and earlier this week, have made it harder for industry to make decisions.

For the DoD major prime contractors, this uncertainty, while hard to deal with, is manageable.
In their earnings calls with Wall Street, chief executive officers for major defense contractors all
expressed confidence in their ability to survive this uncertainty.

Smaller firms, including technology companies, have less confidence. Their cash position is
sometimes less favorable than the major prime contractors, and they are more dependent on
subcontracts for future work. The subcommittee could usefully pay close attention to the
survivability of such firms.

Impact on Innovation

Given the reductions in both total R&D spending and the share R&D has in the overall DoD
budget, a clear demand signal on how DoD will generate innovation is also needed. In words that
have been oft repeated: “We have run out of money. Now we have to think.” This is especially
true today. The identification, development, adoption and dissemination of innovation of all
types ~ technological but also budgeting, contracting, management, etc. — that would result in
improved national security capabilities will be critical if the U.S. national security enterprise is to
continue to meet its current and emerging missions on a tighter budget.

Fortunately, innovations for the warfighter can increasingly be generated outside the traditional
R&D/6.1-6.5 process. Unfortunately, as an upcoming CSIS report shows, DoD is not positioned
well to take advantages of innovations occurring within the Department, let alone in the
commercial world and overseas. DoD needs to better articulate who it will tumn to for future
innovations and what mechanisms it will use to do so. This too could be a topic worthy of the
subcommittees consideration. I think there is much room for improving how innovation is
identified, disseminated and adopted in the defense/national security enterprise.

Impact on the Workforce
My final point is that the future development and application of science and technology for

national security depends on a skilled technology workforce. It is bureaucratically
straightforward to use furloughs for cutting costs in FY 2013 to meet sequestration targets.

10
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Similarly, industry will lay off workers and may soon have to issue notices (called WARN Act
notices) to employees.

The long-term impact of workforce caps and cuts are less obvious. The lesson of the last
drawdown is that it is far easier to get rid of workforce than it is to rebuild it. DoD has been
rebuilding the acquisition and technical workforce for 12 years now, and it is still not back to the
sustainable demographic balance that was present at the end of the Cold War in 1989. I would
suggest that this subcommittee could usefully pay attention to this issue in the coming months.

Conclusion

Mr. Chairman, Congressman Langevin, Members of the Subcommittee, there is much more to
discuss and assess on all of these issues. The information presented above provides the
highlights of our work at CSIS over the past two years on these issues. We are happy to provide
you with additional material on these and other related issues, should you desire. Thank you for
the opportunity to appear today before the subcommittee, along with the other panel members. 1
welcome your comments and questions.



84

David J. Berteau

Center for Strategic and International Studies
Senior Vice President and

Director of international Security Program

David J. Berteau is senior vice president and director of the CSIS international Security Program,
which encompasses the entire range of national security programs, including defense policy
and resources, homeland security, nuclear arms issues, the development-security interface,
security economics, and defense and military strategy. He is also director of the CSIS Defense-
Industrial Initiatives Group, covering defense management, programs, contracting and
acquisition, and the defense industry. Recent projects include the CSIS study on U.S. forward
presence in the Asia-Pacific region and presentations on the impact of sequestration on
national security. In addition to CSIS, Mr. Berteau is an adjunct professor at Georgetown
University and at the Lyndon B. Johnson School of Public Affairs, a director of the Procurement
Round Table, and a fellow of both the National Academy of Public Administration and the
Robert S. Strauss Center at the University of Texas. Prior to joining CSIS, he was the faculty
director of Syracuse University’s National Security Studies Program, and he has 15 years of
senior corporate experience. He held senior positions in the U.S. Defense Department under
four defense secretaries. Mr. Berteau graduated from Tulane University in 1971 and received
his master’s degree in 1981 from the LBJ School of Public Affairs at the University of Texas.



85

DISCLOSURE FORM FOR WITNESSES
CONCERNING FEDERAL CONTRACT AND GRANT INFORMATION

INSTRUCTION TO WITNESSES: Rule 11, clause 2(g)(5), of the Rules of the U.S.
House of Representatives for the 113" Congress requires nongovernmental witnesses
appearing before House committees to include in their written statements a curriculum
vitae and a disclosure of the amount and source of any federal contracts or grants
(including subcontracts and subgrants) received during the current and two previous
fiscal years either by the witness or by an entity represented by the witness. This form is
intended to assist witnesses appearing before the House Committee on Armed Services in
complying with the House rule. Please note that a copy of these statements, with
appropriate redactions to protect the witness’s personal privacy (including home address
and phone number) will be made publicly available in electronic form not later than one
day after the witness’s appearance before the committee.

;:\ xy\ P ;‘.
Witness name: o iGN \ jpie '\"f‘ﬁ-'\/{

Capacity in which appearing: (check one)
___Individual
_ Representative

If appearing in a representative capacity, name of the company, associgtion or other
entity being represented: {‘etiicy Yoy 73T{OL\'€£X}C ¥ Deertpdionad Stuie s

FISCAL YEAR 2013
federal grant(s}/ federal agency dollar value subject(s) of contract or
contracts grant
N $06 COCGe SN
& Go O Caly
21 (AL A
Glag 21c. 75 515
FISCAL YEAR 2012
federal grant(s) / federal agency dollar value subject{s) of contract or
contracts grant
oy o, 554 Ca1s
LA ¥ 589,35 (515
o) * 372,172 CHS
RNCH B o) ¥ aq4913 (2
NeaicesUaliad teads 00D Vo) ) | D 60C Dy




86

FISCAL YEAR 2011
Federal grant(s) / federal agency dollar value subject(s) of contract or
contracts grant

Federal Contract Information: If you or the entity you represent before the Committee
on Armed Services has contracts (including subcontracts) with the federal government,

please provide the following information:

Number of contracts (including subcontracts) with the federal government:

@ 2 ;
i} .

Current fiscal year (2013):
Fiscal year 2012:
Fiscal year 2011:

Federal agencies with which federal contracts are held:

DD arch BT :
Vel ;

Current fiscal year (2013):
Fiscal year 2012:
Fiscal year 2011:

List of subjects of federal contract(s) (for example, ship construction, aireraft parts
manufacturing, software design, force structure consultant, architecture & engineering

services, etc.):

Current fiscal year (2013):%&5 ouck {;\n@\q‘@{g ;

Fiscal year 2012:
Fiscal year 2011:

Aggregate dollar value of federal contracts held:

Current fiscal year (2013): $L\ 2.2 | LAXL\S 7 S >
AN 2?393'(0 213 5

Fiscal year 2012:
Fiscal year 2011:




87

Federal Grant Information: If you or the entity you represent before the Committee on
Armed Services has grants (including subgrants) with the federal government, please

provide the following information:

Number of grants (including subgrants) with the federal government:
Current fiscal year (2013): 2 ;
Fiscal year 2012: | :
Fiscal year 2011: .

Federal agencies with which federal grants are held:

Current fiscal year (2013): DOD ;
Fiscal year 2012: QO—O ;

Fiscal year 2011:

List of subjects of federal grants(s) (for example, materials research, sociological study,

software design, etc.):

Current fiscal year (2013): 3\1&0&(63 CO(\C‘& Qﬂ&kuﬁai S

Fiscal year 2012:
Fiscal year 2011:
Aggregate dollar value of federal grants held:
Current fiscal year (2013): &\%7 O , oo ;
Fiscal year 2012: i {20, 000 5
Fiscal year 2011: .







WITNESS RESPONSES TO QUESTIONS ASKED DURING
THE HEARING

FEBRUARY 13, 2013







RESPONSE TO QUESTION SUBMITTED BY MR. NUGENT

Mr. HOFFMAN. Sir, as I understand the context behind your question, given the
disparity in relative national power between Pakistan and India, what do we expect
Pakistan to do?

As I noted before the committee, I would expect Pakistan to continue its nuclear
modernization program. By most expert accounts it is the fastest growing nuclear
weapons stockpile in the world, but admittedly, this is coming from a smaller base-
line than the major nuclear powers. Nuclear weapons have been and will continue
to be Pakistan’s principal strategic deterrent against what its military-intelligence
leadership views as an existential threat from its larger neighbor.

At the same time I would expect Pakistan’s military to continue developing a
broader range of capabilities to address the proximity and potency of an internal
militant threat that has already caused it to move a large amount of its conven-
tional military forces structure away from India and into its western border terri-
tories. While Pakistan’s civilian leadership periodically labeled the internal threat
as the nation’s most severe, it remains unclear whether Pakistan’s senior military
and intelligence leaders view the problem similarly. Nonetheless, I expect Pakistan’s
military will continue to improve its training and operations against military groups
in the west who formally oppose the state while retaining as much capacity as it
possibly can to counter India.

I do not expect Pakistan’s military-intelligence leadership will extend or expand
its longstanding practice of employing proxy forces or terrorist activities against
those neighbors it feels threatening. I am not aware of any evidence that Pakistan’s
security agencies have broken its links or financial support to select militant groups
it believes provide to the defense of Pakistan in some manner but have been labeled
as terrorist organizations. I would expect that Pakistan’s military-intelligence lead-
ership will continue to use all the tools it has to keep India off balance and safe-
guard its interests inside Afghanistan. [See page ??.]
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QUESTION SUBMITTED BY MR. FRANKS

Mr. FRANKS. 1) I would like to know from your perspective, do you feel the Nation
is currently facing a threat from an EMP attack? Do you feel that the Nation is pre-
pared to address this threat? And if not, how would you address mitigating this
threat. Further, do you feel the threat is grave enough to be reflected in our Na-
tional Strategic Guidance?

Mr. HOFFMAN. Sir, an EMP attack is an example of the sort of asymmetric ap-
proach we can anticipate from states or reasonably well-resourced nonstate actors.
I believe that the most likely contingencies would be overseas rather than a massive
attack in the homeland. Such attacks should be anticipated by our combatant com-
mands and the Services in their preparations and in the hardening and redundancy
of our various military C2 or ISR systems.

Such attacks could be large scale in nature, by a country that detonates a nuclear-
like system in the atmosphere to attempt to negate our intelligence and communica-
tions links that confer such an advantage to us. I could also imagine more tactical
EMP devices being used near bases where U.S. forces are operating or providing
ground-based missiles defenses to disrupt our access into a region at ports or air-
fields or to try to weaken our support to a coalition member or partner nation.

National guidance should reflect the nature of this threat consistent with its prob-
ability and consequence among all other contingencies. Both the Department of De-
fense and Department of Homeland Security should consider this threat grave
enough to incorporate into planning and acquisition requirements. Because of this
threat and other cyber threats, the ability to operate under degraded C2 levels after
an EMP attack is something we can and should train for. Enhancing network sys-
tem resiliency is a must.

Mr. FRANKS. 2) I would like to know from your perspective, do you feel the Nation
is currently facing a threat from an EMP attack? Do you feel that the Nation is pre-
pared to address this threat? And if not, how would you address mitigating this
threat. Further, do you feel the threat is grave enough to be reflected in our Na-
tional Strategic Guidance?

Dr. LEWELLYN. In principle, EMP (electromagnetic pulse) attacks could arise in
two cases. First, a nuclear conflict between regional powers could affect U.S. mili-
tary forces and U.S. citizens, allies, and commercial interests in the area. Second,
a nuclear attack aimed at U.S. forces or territory would have a direct effect on mili-
tary forces or the homeland. The EMP effects of a nuclear detonation could damage
electronic and other equipment including satellites, mobile and line communications,
consumer electronics, and power distribution systems. The magnitude of damage
from EMP would depend on the altitude of a nuclear weapon when it detonates, its
yield, the distance of the area of interest from the weapon at detonation, any inter-
vening geographical features such as mountains, the local strength of the Earth’s
magnetic field, and the level of protection or hardening from EMP of potentially vul-
nerable equipment. I believe the likelihood of such attacks is small and is mitigated
by our deterrence posture to include missile defense.

Although not attacks per se, geomagnetic storms resulting from solar activity can
cause effects similar to those resulting from a nuclear detonation. Solar activity oc-
curs in cycles, and we have seen an increase in solar activity over the past year.
Prior to this increase, the most recent significant activity occurred in 1989 when a
severe geomagnetic storm caused the collapse of a Canadian power grid. This pre-
dates the tremendous increase in the use of smart phones, tablets, and other elec-
tronic devices we see today, and it’s likely that a storm of similar magnitude in the
future would have some effect on these systems.

In my view, the Nation is not prepared fully to address this threat. Our military
forces are working to harden critical systems against the effects of EMP. Some sys-
tems developed originally during the Cold War retain some level of hardening. How-
ever, the aforementioned proliferation of modern electronics—especially in systems
using commercial-off-the-shelf (COTS) technology poses a problem. Some militarized
COTS have some hardening and/or reside in metal ship hulls, for example, that pro-
vide some degree of protection. Nevertheless, I do not believe we have a full under-
standing of the vulnerabilities of these systems to EMP attacks of various mag-
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nitudes. We need to develop this understanding and improve the resiliency of these
systems. At the same time, we should plan for alternative concepts of operation for
cases when the use of all or some of these systems is denied. In addition, we should
work to keep our deterrence posture strong to include our missile defense capability.

The Strategic Guidance includes countering weapons of mass destruction and
maintaining a safe, secure, and effective nuclear deterrent among the primary mis-
sions of the U.S. Armed Forces. EMP would be just one of the effects resulting from
a nuclear conflict between regional powers or a direct nuclear attack on the U.S.
forces or the homeland. For this reason, I believe countering EMP threat can be con-
sidered as a component of these primary missions.

Mr. FRANKS. 3) I would like to know from your perspective, do you feel the Nation
is currently facing a threat from an EMP attack? Do you feel that the Nation is pre-
pared to address this threat? And if not, how would you address mitigating this
threat. Further, do you feel the threat is grave enough to be reflected in our Na-
tional Strategic Guidance?

Mr. BERTEAU. [The information was not available at the time of printing.]
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