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ECPA (PART I): LAWFUL ACCESS
TO STORED CONTENT

TUESDAY, MARCH 19, 2013

HOUSE OF REPRESENTATIVES

SUBCOMMITTEE ON CRIME, TERRORISM,
HOMELAND SECURITY, AND INVESTIGATIONS

COMMITTEE ON THE JUDICIARY
Washington, DC.

The Subcommittee met, pursuant to call, at 10:02 a.m., in room
2141, Rayburn Office Building, the Honorable F. James Sensen-
brenner, Jr. (Chairman of the Subcommittee) presiding.

Present: Representatives Sensenbrenner, Goodlatte, Coble,
Gohmert, Labrador, Scott, Conyers, Bass, Richmond, and Chu.

Staff present: (Majority) Caroline Lynch, Chief Counsel; Anthony
Angeli; Counsel; Alicia Church, Clerk; (Minority) Bobby Vassar,
Minority Counsel; Joe Graupensperger, Counsel.

Mr. SENSENBRENNER. The Subcommittee on Crime, Terrorism,
Homeland Security, and Investigations will come to order.

The Chair recognizes himself for 5 minutes for an opening state-
ment.

The Electronic Communications Privacy Act of 1986, or ECPA, is
complicated, outdated, and largely unconstitutional. ECPA made
sense when it was drafted, but the role of the Internet and elec-
tronic communications in our daily lives is vastly different now
than it was during the Reagan administration. Needed reforms can
better protect privacy and allow the growth of electronic commu-
nications in the economy without compromising the needs of law
enforcement.

ECPA was drafted in 1986, the same year Fox News was
launched. That year, President Reagan ordered a strike against
Muammar Qaddafi. Arnold Schwarzenegger married Maria Shriv-
er, and at this time in 1986, Mark Zuckerberg was 1 year old. The
world is a different place. I think we all can agree on that. The
1986 law governing the Internet is like having a national highway
policy drafted in the 19th century.

Today’s hearing is the first in a series the Subcommittee will
hold to examine ECPA. Today we will explore the needs of Govern-
ment to access the contents of stored electronic communications
and the level of judicial review currently required to obtain them.

ECPA was the necessary response to the emergence and rapid
development of wireless communications services and electronic
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communications in the digital era. At that time, electronic mail,
cordless phones, and pagers were in their infancy.

The Federal wiretap statute has been limited to voice commu-
nications and addressed an area of communications for which there
is a Fourth Amendment right to privacy. ECPA extended the wire-
tap provisions to include wireless voice communications and elec-
tronic communications such as e-mail and other computer-to-com-
puter transmissions. It established a framework for law enforce-
ment to obtain the content of communications.

The evolution of the digital age has given us devices and capa-
bilities that have created conveniences for society and efficiencies
for commerce, but they also have created convenience and effi-
ciencies for criminals, as well as innovative new ways to commit
crimes. Fortunately, new ways to detect and investigate crimes and
criminals have also evolved.

At the intersection of all of these developments and capabilities
are the privacy rights of the public, economic interests in expand-
ing commerce, public policy of encouraging the development of even
better technologies, and the legitimate investigative needs of law
enforcement professionals.

We are eager to hear about the constitutional considerations that
would require changes to the level of judicial review for access to
stored communications. We must also consider the lawful access to
stored content by the Government in civil litigation, particularly
when the Government is a defendant.

Lastly, we must examine the effect that ECPA reform would
have on investigations at the State and local levels.

Today’s hearing will focus on the actual contents of electronic
stored communications. Email content is the body of a private elec-
tronic communication transmitted from the sender to one or more
recipients. The primary question is whether the Fourth Amend-
ment protections apply and to what type of stored communications.
Our ultimate goal is to enact reforms that will endure for decades.
This will give everyone the certainty they need to move forward in
the digital age.

It is no secret in the digital age privacy is harder to maintain,
but Americans should not have to choose between privacy and the
Internet. In 1986, if you wanted privacy, you might keep a personal
document in the filing cabinet instead of posted on a cork bulletin
board. Today, you would probably save the same document behind
the password in the Google account rather than to post it on your
Facebook wall.

But our expectations of privacy have not changed. The Fourth
Amendment protects more than just Luddites. If our laws fail to
recognize this, we needlessly risk stunting technological progress
and economic growth.

I look forward to hearing from all of our witnesses today.

And I now recognize the Ranking Member, the gentleman from
Virginia, Mr. Scott.

Mr. Scort. Thank you, Mr. Chairman.

Today the Subcommittee follows last week’s hearing about
cyberthreats and our computer crime laws with a hearing about
privacy of stored electronic communications content. Whether the
issue is countering the use of computers to commit crime or setting
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standards for law enforcement’s access to stored electronic informa-
tion in order to investigate crime, the pace of the technology
change has exceeded the limits of our statutes in these areas.

The Electronic Communications Privacy Act, a statute designed
in 1986 to govern law enforcement’s access to the then emerging
electronic and wireless technologies, is now outdated. Because of
the growth of the Internet and related technologies, most of our
private communications and other sensitive information are trans-
mitted online and are stored in computer networks. To the extent
that this has taken place and the ways in which technologies have
evolved, that was not envisioned by Congress when we adopted the
current statute. The result is that the standards for compelled dis-
closure under the statute are not adequate and their application is
inconsistent.

For example, under the statute a single e-mail or electronic docu-
ment could be subject to multiple legal standards in its lifetime
from the moment it is typed to the moment it is opened by the re-
cipient or uploaded into a user’s account in the cloud where it may
be subject to an entirely different standard. This occurs because
content may be stored in places governed by different statutory
definitions from moment to moment.

While a warrant is required to access the content of e-mails
while it waits in electronic communications service storage to be
read by the recipient, the instant the e-mail is opened by the recipi-
ent, it may lose that high standard of protection and become acces-
sible by subpoena rather than by a warrant.

Also, following the disclosure rules can prove difficult if the serv-
ice provider is unsure whether the data is stored by an electronic
communications service or a remote computing service. Indeed, the
distinction is made somewhat confusing because most network
services are multi-functional. They can act as providers of a com-
munications service in some context or a remote service in others
and neither in still others. And to address these concerns, we need
clarity, fairness of application, and appropriate protection of the
privacy rights expected by our citizens.

So I look forward to our discussion today from the various people
who have an interest in this, and I thank you for holding the hear-
ing.

Mr. SENSENBRENNER. Thank you, Mr. Scott.

The Chair now recognizes the gentleman from Virginia, Mr.
Goodlatte, the Chair of the full Committee.

Mr. GOODLATTE. Thank you, Chairman Sensenbrenner. I appre-
ciate your holding this hearing.

The dawn of the digital age and the explosive development of
communication methods have brought with it faster ways to com-
pile, transmit, and store information. These developments have
produced faster and more efficient ways to do everything from con-
ducting commerce to connecting with friends. Unfortunately, crimi-
nals have found ways to convert the benefits offered by new tech-
nology into new ways to commit crimes. At the intersection of these
activities are the privacy rights of the public, society’s interest in
encouraging and expanding commerce, the investigative needs of
law enforcement professionals, and the demands of the United
States Constitution.
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The Electronic Communications Privacy Act was designed to pro-
vide rules for Government surveillance in the modern age. The
technology of 1986 now seems ancient in comparison to today’s.
The interactive nature of the Internet now, including elements
such as home banking and telecommuting, has produced an envi-
ronment in which many people spend many hours each day online.
In this context, a person’s electronic communications encompass
much more than they did in 1986. Indeed, in 2013, a person’s elec-
tronic communications encompass much more than they did in
2000 when Congress acknowledged that much had changed since
the original ECPA of 1986.

ECPA reform must be undertaken so that despite the evolution
of technology and its use in the world, the constitutional protec-
tions reinforced by ECPA will endure. ECPA was intended to estab-
lish a balance between privacy and law enforcement. In addition,
ECPA sought to advance the goal of supporting the development
and use of new technologies and services. Those original tenets
must and will be upheld as this law is improved.

There are many investigations in which ECPA is working and
working well. Pedophiles who sexually assault children and dis-
tribute video recordings over the Internet have become increasingly
savvy. They encrypt their communications and use technologies to
hide their identities and whereabouts. Investigators routinely use
court orders under ECPA to identify these offenders, uncover
caches of child pornography that has been stored remotely in the
cloud, and develop probable cause to execute warrants and arrest
them.

ECPA reform is one of the top priorities of the House Judiciary
Committee. Technology will help us solve many of the pressing
problems our Nation currently faces. We need to make sure that
the Federal Government’s efforts are focused on creating incentives
that encourage innovation and eliminating policies that hinder it.
In updating a law passed before the creation of the Internet, the
modernization of ECPA needs to provide electronic communications
with protection comparable to their more traditional counterparts
and take into account the recent boom in new technologies like
cloud computing, social networking sites, and video streaming.

That is why we will modernize the decades’ old Electronic Com-
munications Privacy Act to reflect our current digital economy
while preserving constitutional protections.

This particular hearing focuses on issues related to the lawful ac-
cess to stored communications under the current law. It is becom-
ing clear that some reforms are necessary, but this Committee will
move toward modernization and reform after a thorough review
and with input from all stakeholders.

I look forward to working with all Members on both sides of the
aisle to modernize the Electronic Communications Privacy Act.

And I yield back to the Chairman.

Mr. SENSENBRENNER. Thank you, Mr. Goodlatte.

The Chair now recognizes the Chairman emeritus and Ranking
Member of the full Committee, the gentleman from Michigan, Mr.
Conyers.

Mr. CoONYERS. Chairman Sensenbrenner, Members of the Com-
mittee, we have heard in opening statements that we are all for
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modernizing. This hearing could be very important with our wit-
nesses telling us what kind of modernization do we want. That is
where this is all going, and I am glad to hear both the Chairman
of the Committee and the Chairman of the Subcommittee hit those
points along, of course, with our Ranking minority Member, Mr.
Scott.

I have a list of Digital Due Process Coalition members, some 80
or more organizations that are with us on this, and I would like
unanimous consent to include this in the record.

Mr. SENSENBRENNER. Without objection.

[The information referred to follows:]
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List of Digital Due Process Coalition Members

American booksellers Foundation for Expression
American Civil Liberties Union

ACT (international grassroots advocacy and education organization
which represents more than 5,000 small and mid-size app developers
and information technology firms)

Adobe

American Legislative Exchange Council
Amazon.com

American Library Association
Americans for Tax Reform

AOL

Association of Research Libraries
AT&T

Automattic

Autonet Mobile

Bill of Rights Defense Committee
Brennan Center for Justice

BSA

Campaign for Liberty

Computer and Communications Industry Association



Center for Democracy and Technology
Center for Financial Privacy and Human Rights
Center for National Security Studies
Century Link

Citizens Against Government Waste
Common Sense Media

Competitive Enterprise Institute

The Constitution Project

Consumer Action

Data Foundry

Distributed Computing Industry Association
Dell

Diaspora

Discovery Instifute

Dropbox

c¢Bay

Educause

Electronic Frontier Foundation

Engine Advocacy

Evernote

Facebook



Future of Privacy Forum
FreedomWorks

Google

Hackers and Founders

Hattery Labs

Hewlett Packard

Interactive Company
International Business Machines
Inflection

Integra Telecom

Intel

Intelius

Internet Association

Internet Infrastructure Coalition
Intuit

Information Technology and Innovation Forum
Joint Center for Political and Economic Studies
Lean Startup Forum

Liberty Coalition

Linden Lab

LinkedIn



Microsoft

Newspaper Association of America

The National Workrights Institute
NetCoalition.Com

Neustar

Open Technology Institute

Oracle

Pcrsonal

RStreet

Reddit

Records Preservation and Access Committee
Salesforce.com

Software & Information Industry Association
Sonic.net

TMobile

Tech America

Tech Freedom

TechNet

TechStars

Telecommunications Industry Association

TRUSTe
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Twitter
US Chamber of Commerce
Vaporstream

500 different start-up companies
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Individuals:

Patricia Bellia, Notre Dame Law School

David Berger, Wilson, Sonsini Goodrich & Rosati

Michael Carroll, American University, Washington School of Law
Fred Cate, Indiana University Law School

Danielle Keats Citron, University of MAryland School of Law
Ralph D. Clifford, University of Massachusetts School of Law
Susan Crawford, Universtiy of Michigan Law School

Susan Freiwald, University of San Francisco Law School

Eric Goldman, Santa Clara University School of Law

David Gray, Univeristy of Maryland Law School

James Grimmelmann, New York Law School

Robert A. Heverly, Michigan State University College of Law
Charles H. Kennedy, Wilkinson Barker Knauer, LLP

Liza Barry-Kessler, Privacy Counsel LLC

Mark A. Lemley, Stanford Law School

Jennifer Lynch, UC Berkeley Law School

Rebecca MacKinnon, Center for Information Technology Policy,
Princeton University

Deirdre Mulligan, UC Berkeley iSchool

Dan Hunter, Hunter '

Paul Ohm, Professor of Law, University of Colorado

Scott Parsons, Portland State University

Frank A. Pasquale, Seton Hall Law School

David G. Post, Beasley School of Law, Temple University

Ira Rubinstein, NYU Law School

Pam Samuelson, UC Berkeley Law School and iSchool

Peter Scheer, First Amendment Coalition

Katherine J. Strandburg, New York University Law School
Jennifer Urban, UC Berkeley Law School

Michael Zimmer, School of Information Studies, University of
Wisconsin-Milwaukee

Marc Zwillinger, Zwillinger Genetski LLP
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Mr. CoNYERS. Thank you.

And I conclude by raising the two issues that I will be looking
at most carefully, one, that the standard of probable cause should
apply to the Government’s ability to compel a communications pro-
vider to disclose the customer’s e-mail message no matter how old
the message is. And we have got the Warshak case that has now
come down. It makes no sense for the Government to need a sub-
poena to obtain e-mail messages that are older than 180 days.

And finally, the law does not adequately protect communications
stored in the cloud by third parties on behalf of consumers. And a
probable cause warrant should be required for Government access.

These are very important considerations, and I think we will be
observing the Fourth Amendment, the right to be free from unrea-
sonable searches and seizures, and still move into the 21st century.

I thank the Chairman, and I return any unused time.

Mr. SENSENBRENNER. Thank you, Mr. Conyers.

We have a very distinguished panel today, and I will begin by
swearing in our witnesses before introducing them. So could all of
you please stand and raise your right hands?

[Witnesses sworn.]

Mr. SENSENBRENNER. Let the record show that each of the wit-
nesses answered in the affirmative.

The first witness is Ms. Tyrangiel who currently serves as the
Assistant Attorney General for the Office of Legal Policy. She
joined OLP in 2009 and has served in various roles since then, in-
cluding chief of staff, deputy assistant attorney general, and prin-
cipal deputy. Ms. Tyrangiel worked in the Office of White House
Counsel before joining OLP. From 2000 to 2009, she was an assist-
ant United States attorney in the U.S. Attorney’s Office for the Dis-
trict of Columbia where she served as deputy chief of the Sex Of-
fense and Domestic Violence Section.

Ms. Tyrangiel graduated from Brown University and received her
law degree from the University of Michigan Law School.

Mr. Richard Littlehale, currently serves as the Assistant Special
Agent in charge of the Tennessee Bureau of Investigations Tech-
nical Service Unit. He coordinates and supervises the use of a wide
range of advanced technologies in support of law enforcement oper-
ations. This includes supervision of TBI's Internet Crimes Against
Children Task Force and TBI’s Joint Cybercrime and Child Exploi-
tation Task Forces with the FBI.

Mr. Littlehale and the TBI agents he supervises developed intel-
ligence and evidence from communications records in a wide range
of cases, including homicide investigations, the search for dan-
gerous fugitives, Internet crimes against children, computer intru-
sions, and child abduction responses.

He ensures that TBI agents are trained to use electronic surveil-
lance techniques in strict compliance with State and Federal law.
He also provides instruction to law enforcement officers at all lev-
els of government in techniques for obtaining and using commu-
nications evidence in support of criminal investigations and is ac-
tive in national groups of law enforcement technical and electronic
surveillance specialists.

He graduated from Bowdoin College and received his law degree
from Vanderbilt Law School.
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Professor Orin Kerr is a professor of law at George Washington
University where he teaches criminal law, criminal procedure, and
computer crime law. Before joining the faculty in 2001, Professor
Kerr was an honors program trial attorney in the Computer Crime
and Intellectual Property Section of the Criminal Division of the
U.S. Department of Justice, as well as a special assistant U.S. at-
torney for the Eastern District of Virginia.

He is a former law clerk for Justice Anthony M. Kennedy of the
U.S. Supreme Court and Judge Leonard I. Garth of the U.S. Court
of Appeals for the Third Circuit. In the summer of 2009 and 2010,
he served as special counsel for Supreme Court nominations to
Senator John Cornyn on the Senate Judiciary Committee.

He has been a visiting professor at the University of Chicago
Law School and the University of Pennsylvania Law School.

He received his bachelor of science degree in engineering from
Princeton and his master of science from Stanford. He earned his
juris doctor from Harvard Law School.

Mr. Salgado serves as Google’s Director of Information Security
and Law Enforcement Matters. He has also served as senior coun-
sel in the Computer Crime and Intellectual Property Section of the
U.S. Department of Justice. As a Federal prosecutor, he specialized
in investigating and prosecuting computer network cases such as
computer hacking, illegal computer wiretaps, denial of service at-
tacks, malicious code, and other technology-driven privacy crime.

He graduated from the University of New Mexico and received
his law degree from Yale Law School.

Each of you will be recognized for 5 minutes. Without objection,
each of your full written statements will appear in the record after
your statement has been completed.

And also without objection, all Members’ opening statements will
be placed in the record as well.

Ms. Tyrangiel, you are first.

TESTIMONY OF ELANA TYRANGIEL, ACTING ASSISTANT AT-
TORNEY GENERAL, OFFICE OF LEGAL POLICY, DEPART-
MENT OF JUSTICE

Ms. TYRANGIEL. Thank you. Chairman Sensenbrenner, Ranking
Member Scott, Chairman Goodlatte, Ranking Member Conyers,
and Members of the Subcommittee, thank you for the opportunity
to testify on behalf of the Department of Justice regarding the
Electronic Communications Privacy Act, or ECPA. This topic is
particularly important to the Department. We are pleased to en-
gage with the Subcommittee in discussions about how ECPA is
used and how it might be updated and improved.

Since its inception, ECPA has sought to ensure public safety and
other law enforcement imperatives, while at the same time ensur-
ing individual privacy. It is important that efforts to amend ECPA
remain focused on maintaining both of these goals.

During any discussions of possible changes to ECPA, it is impor-
tant to keep in mind its wide-ranging application and scope. The
typical scenario that comes to mind is a law enforcement agency
conducting a criminal investigation and seeking a target’s e-mail
from a service provider that makes its services available to the
public. And indeed, ECPA is critical to all sorts of criminal inves-
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tigations into murder, kidnapping, organized crime, sexual abuse,
or exploitation of children, identity theft, and more.

But the statute applies to all government entities, Federal, State,
and local when they seek to obtain content or non-content informa-
tion from a service provider. This means that the statute applies
not only to criminal investigators but also when the government is
acting as a civil litigator or even as an ordinary civil litigant. More-
over, the statute applies not only to public and widely accessible
service providers, but also to non-public providers such as compa-
nies that provide e-mail to their employees.

Although ECPA has been updated several times since its enact-
ment in 1986, many have noted—and we agree—that some of the
lines drawn by the statute have failed to keep up with the develop-
ment of technology and the ways in which we use electronic and
stored communications. We agree, for example, that there is no
principal basis to treat e-mail less than 180 days old differently
than e-mail more than 180 days old. Similarly, it makes sense that
the statute not accord lesser protection to open e-mails than it
gives to e-mails that are unopened.

Acknowledging these things is an important first step. The hard-
er question is how to update the statute in light of new and chang-
ing technologies while maintaining protections for privacy and ade-
quately providing for public safety and other law enforcement im-
peratives.

Personal privacy is critically important to all Americans and in-
dividuals around the world. All of us use e-mail and other tech-
nologies to share personal and private information, and we want it
to be protected appropriately.

Some have suggested that the best way to enhance privacy under
ECPA would be to require law enforcement to obtain a warrant
based on probable cause to compel disclosure of stored e-mail and
similar stored content information from a service provider. We be-
lieve that this approach has considerable merit, provided that Con-
gress consider contingencies for certain limited functions for which
this may pose a problem.

For example, civil regulators and litigators typically investigate
conduct that, while unlawful, is not a crime. But criminal search
warrants are only available if an investigator can show probable
cause that a crime has occurred. Lacking warrant authority, civil
investigators enforcing civil rights, environmental, antitrust, and a
host of other laws would be left unable to obtain stored contents
of communications from providers, if they could no longer use a
subpoena.

Reform efforts must also account for existing practices as to enti-
ties such as corporations that provide e-mail to their employees. In-
vestigations of corporate malfeasance, both civil and criminal, have
long been conducted by subpoena. For example, it is settled law
that a government investigator may use a subpoena to obtain cor-
porate records such as memoranda, letters, or even printed e-mails.
It would be anomalous for ECPA to afford greater protection to
electronic corporate records than to the identical records in hard
copy. To be clear, it is decidedly not our view that subpoenas are
blanket substitutes for warrants, but in the narrow context of cor-
porate investigations, it is important to remember that subpoenas
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are the norm for obtaining business records, and creating a dif-
ferent standard for different means of communications would ham-
per many such investigations.

Finally, we also believe that there are a number of other parts
of the statute that may merit further examination as you consider
ways to update and clarify the statute, and I have noted some of
them in my written statement.

The Department of Justice appreciates the opportunity to discuss
this issue with the Subcommittee and I look forward to your ques-
tions here today.

[The prepared statement of Ms. Tyrangiel follows:]
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Chairman Sensenbrenner, Ranking Member Scott, and Members of the Subcommittee,
thank you for the opportunity to testify on behalf of the Department of Justice regarding the
Electronic Communications Privacy Act (ECPA). This topic is particularly important to the
Department because of the wide-ranging impact the statute has on public safety and both criminal
and civil law enforcement operations. We are pleased to engage with the Subcommittee in
discussions about how ECPA is used and how it might be updated and improved.

ECPA includes the Pen Register Statute and the Stored Communications Act (SCA), as
well as amendments to the Wiretap Act. These statutes are part of a set of laws that control the
collection and disclosure of both content and non-content information related to electronic
communications, as well as content that has been stored remotely. Although originally enacted
in 1986, ECPA has been updated several times since, with significant revisions occurring in both
1994 and 2001.

lintend to focus the majority of my testimony on the SCA, which contains three primary
components that regulate the disclosure of certain communications and related data. First,
section 2701 of Title 18 prohibits unlawful access to certain stored communications: anyone who
obtains, alters, or prevents authorized access to those communications is subject to criminal
penalties. Second, section 2702 of Title 18 regulates voluntary disclosure by service providers of
customer communications and records, both to government and non-governmental entities.
Third, section 2703 of Title 18 regulates the government’s ability to compel disclosure of both
stored content and non-content information from a service provider; it creates a set of rules that
all governmental entities must follow in order to compel disclosure of stored communications
and other records.

Since its inception, the SCA has served multiple purposes. It provides the rules
goveming how providers of communications services disclose stored information—including
contents of communications, such as the body of an email, and non-content information—to a
wide variety of government entities. In doing so, it imposes requirements on the government and
providers to ensure that the privacy of individuals is protected. The statute thus seeks to ensure
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public safety and other law enforcement imperatives, while at the same time ensuring individual
privacy. ltisimportant that efforts to amend the SCA remain focused on maintaining both of
these goals.

L The Stored Communications Act Has a Broad Scope

Any consideration of the SCA must begin with an understanding of the statute’s
extremely broad scope. The paradigm that generally comes to mind in discussions of the SCA is
a law enforcement agency conducting a criminal investigation and seeking a target’s email from a
service provider that makes its services available to the public. And, indeed, the SCA is critical
to all sorts of criminal investigations into murder, kidnapping, organized crime, sexual abuse or
exploitation of children, identity theft, and more. As technology has advanced, appropriate
governmental access to certain electronic communications, including both content and non-
content information, has become even more important to upholding our law enforcement and
national security responsibilities.

Even within these criminal investigations, it is important to understand the kind of
information that the government obtains under the SCA as well as how that information is used.
Under the SCA, the government may compel service providers to produce both content and non-
content information related to electronic communications. It is clear that the contents of a
communication—for example, a text message related to a drug deal, an email used in a fraud
scheme, or an image of child pornography—can be important evidence in a criminal case. But
non-content information can be equally important to building a case.

Generally speaking, service providers use non-content information related to a
communication to establish a communications channel, route a communication to its intended
destination, or bill customers or subscribers for communications services. Non-content
information about a communication may include, for example, information about the identity of
the parties to the communication, and the time and duration of the communication. During the
early stages of an investigation, it is often used to gather information about a criminal’s
associates and eliminate from the investigation people who are not involved in criminal activity.
Importantly, non-content information gathered early in investigations is often used to generate
the probable cause necessary for a subsequent search warrant. Without a mechanism to obtain
non-content information, it may be impossible for an investigation to develop and reach a stage
where agents have the evidence necessary to obtain a warrant.

For example, the SCA has been critical to tracking down violent criminals. In one case, a
suspected serial killer who had killed more than ten people sent an anonymous letter to a
newspaper reporter that identified the location of a victim’s body with an “X” drawn on a map.
Investigators recognized the mapping website on which the serial killer generated the map. They
obtained from that website the IP address of the user who had generated the map and then used
ECPA process served on the user’s internet service provider to obtain the physical address of the
subscriber who had visited the mapping website. Using this information, the FBI and local
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police were able to arrest the suspect and stop his killing spree. ECPA process thus allowed law
enforcement to trace an anonymous printout from the Internet back to the physical location of the
target, in an extremely time-sensitive setting.

The SCA has broad effect in other ways as well. The statute applies not only to public
and widely accessible service providers but also to non-public providers, such as companies or
governments that provide email to their employees. Moreover, criminal investigations are only a
subset of the circumstances in which the SCA applies. The statute applies to aff government
entities—federal, state, and local—when they seek to obtain content or non-content information
from a service provider. This means that the statute also applies when the government is acting
as a civil regulator—or even as an ordinary civil litigant. For instance, the SCA applies in all of
the following circumstances that could arise, just within the Department of Justice:

o Civil Rights Enforcement: DOJ’s Civil Rights Division brings a civil suit against a
landlord who is sending racially harassing text messages to tenants. The target of the
messages deletes them, and the landlord denies ownership of the account from which they
were sent. The SCA governs the Division’s ability to obtain those messages from the
provider during civil discovery.

e False Claims Act: The DOJ Civil Division investigates a business for submitting
fraudulent claims to the Federal government. The Division has reason to believe that the
defendant’s employees used email messages sent via the business’s customer service
email accounts to orchestrate the fraud. However, the defendant claims that it did not use
email for business purposes. The SCA govemns the ability of the Division to compel the
internet service provider that hosted the company’s website to disclose the contents of the
business’s email account.

e Environmental Litigation: The Department’s Environment and Natural Resources
Division brings a civil enforcement suit under the Superfund statute, a company relevant
to the litigation has gone bankrupt, and the company’s cloud provider has the only copies
of that company’s relevant corporate email. The SCA governs the Division’s ability to
obtain that email during civil discovery.

e Antitrust Investigations: The Department’s Antitrust Division is conducting a civil
investigation of several companies for engaging in an unlawful agreement to restrain
trade. During the course of the investigation, DOJ attorneys discover that executives of
those companies are using their personal email accounts to continue communications
about the agreement. The SCA governs the Division’s ability to obtain that email from
the service provider.

e Tax Enforcement: The DOJ Tax Division investigates a tax preparation service that
advertises via social networking sites. The company fraudulently inflates the amount of
refunds due to the taxpayer and profits from taking a significant share of the fraudulent
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refund. Based on complaints about the preparer, the social networking site closes the
company’s account. The SCA governs the Tax Division’s ability to obtain the posts
advertising the company’s tax preparation services.

During any discussions of possible changes to the SCA and ECPA more broadly, itis
important to keep in mind its wide-ranging application and scope.

1L Modernizing the Rules for Compelled Disclosure of Email and Other Similar Stored
Content Information

As I'mentioned, ECPA was originally enacted in 1986—a time when the internet was still
a nascent technology and landline telephones predominated. Although ECPA has been updated
several times since its enactment, the statute—and specifically the portion of the SCA addressing
law enforcement’s ability to compel disclosure of the stored contents of communications from a
service provider—has been criticized for making outdated distinctions and failing to keep up
with changes in technology and the way people use it today.

Many have noted—and we agree—that some of the lines drawn by the SCA that may
have made sense in the past have failed to keep up with the development of technology, and the
ways in which individuals and companies use, and increasingly rely on, electronic and stored
communications. We agree, for example, that there is no principled basis to treat email less than
180 days old differently than email more than 180 days old. Similarly, it makes sense that the
statute not accord lesser protection to opened emails than it gives to emails that are unopened.

Acknowledging that the so-called “180-day rule” and other distinctions in the SCA no
longer make sense is an important first step. The harder question is how to update those outdated
rules and the statute in light of new and changing technologies while maintaining protections for
privacy and adequately providing for public safety and other law enforcement imperatives.

Personal privacy is critically important to all Americans—including those of us who serve
in the government. It is also of increasing importance to individuals around the world, many of
whom use communications services provided by U.S. companies. All of us use email and other
technologies to share personal and private information, and we want it to be protected
appropriately. We also know that companies in the United States and elsewhere depend on
privacy as a driver of innovation and competitiveness. Some have suggested that the best way to
enhance privacy under the SCA would be to require law enforcement to obtain a warrant based
on probable cause to compel disclosure of stored email and similar stored content information
from a service provider. We appreciate the appeal of this approach and believe that it has
considerable merit, provided that Congress consider contingencies for certain, limited functions
for which this may pose a problem.

For example, civil regulators and litigators do extremely important work. But they
typically are investigating conduct that, while unlawful, is not a crime. Criminal search warrants
are only available if an investigator can show probable cause that a crime has occurred. Lacking
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warrant authority, civil investigators enforcing civil rights, environmental, antitrust, and a host of
other laws would be left unable to obtain stored contents of communications from providers. As
increasing amounts of information are stored electronically, the amount of information that
would be unobtainable to government regulators and litigators will only increase. It is also not
the case that these civil regulators and litigators can ask criminal law enforcement officers to
obtain a warrant on their behalf. For them to do so would be inappropriate because it would
require the opening of a criminal investigation—a step that would be impermissible unless the
underlying conduct appeared to be criminal in nature.

Nor could civil litigators and regulators reliably obtain email and other content
information solely by serving a subpoena directly on a subscriber (rather than a provider). As
several of the examples described above demonstrate, serving a subpoena on a provider may be
the only way for civil law enforcement to obtain certain stored communications. For example,
where the subscriber no longer exists—as in the case of a bankrupt corporation or a deceased
individual—or a purported subscriber denies ownership of the communications and therefore
refuses to comply with a subpoena, civil litigators and investigators without the ability to
subpoena a provider would be unable to obtain relevant evidence. Moreover, many individuals
who violate the law may be tempted to destroy their communications rather than turn them over.
Serving a subpoena on the individual, rather than the provider, could serve to encourage such
illegal obstruction of justice. Thus, it is important that any proposed changes to ECPA take into
account the ability of civil regulators and litigators to compel disclosure of information from
providers.

Reform efforts must also account for existing practices as to entities, such as
corporations, that provide email to their employees. Investigations of corporate malfeasance—
both civil and criminal—have long been conducted by subpoena. For example, it is settled law
that a government investigator may use a subpoena to obtain corporate records such as
memoranda, letters, or even printed emails. It would be anomalous for the SCA to afford greater
protection to electronic corporate records than to the identical records in hard copy. In fact, the
voluntary disclosure provision of the SCA already recognizes that this context is different: non-
public providers may voluntarily disclose user communications without restriction. To be clear,
it is decidedly not our view that subpoenas are blanket substitutes for warrants. But, in the
narrow context of corporate investigations, it is important to remember that subpoenas are the
norm for obtaining business records, and creating a different standard for different means of
communications would hamper many such investigations.

Efforts to update ECPA can account for these considerations and, at the same time,
incorporate strong mechanisms that protect individual privacy and ensure appropriate judicial
oversight of government access to individual’s communications.

1II.  The Need for Additional Updates to the SCA and ECPA

Although discussions about updating ECPA have often focused on the standard for
governmental access to stored content information, we also believe there are a number of other
5
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parts of the statute that may merit further examination during any process updating and clarifying
the statute.

(4)  Clarifying Exceptions to the Pen Register Statute

First, Congress could consider clarifying the exceptions to the Pen Register statute. The
Pen Register statute governs the real-time collection of non-content “dialing, routing, addressing,
or signaling information” associated with wire or electronic communications. This information
includes phone numbers dialed as well as the “to” and “from” fields of email. In general, the
statute requires a court order authorizing such collection on a prospective basis, unless the
collection falls within a statutory exception. The exceptions to the Pen Register statute, however,
are not coextensive with the exceptions to the Wiretap Act. This creates an unnecessarily
complicated scheme where non-content information associated with a communication is subject
to more extensive protection than the content itself. Congress could consider harmonizing the
exceptions in these two sections of the statute. Moreover, the Pen Register Act’s consent
provision could helpfully be clarified to allow the user to provide direct, express consent for
implementation of a pen/trap device by the government.

(B) Clarifying the Standard for Issuing 2703(d) Orders

Second, Congress could consider clarifying the standard for the issuance of a court order
under § 2703(d) of the SCA, which can be used by criminal law enforcement authorities to
compel disclosure of various types of stored records. According to that provision of the statute,
“[a] court order for disclosure . . . may be issued by any court that is a court of competent
jurisdiction and shall issue only if the governmental entity offers specific and articulable facts
showing that there are reasonable grounds to believe that the [records] sought are relevant and
material to an ongoing criminal investigation.”

Until recently, no court had questioned that the United States was entitled to a 2703(d)
order when it made the “specific and articulable facts” showing specified by § 2703(d).
However, the Third Circuit has held that because the statute says that a § 2703(d) order “may” be
issued if the government makes the necessary showing, judges may choose not to sign an
application even if it provides the statutory showing. See In re Application of the United States,
620 F.3d 304 (3d Cir. 2010). The Third Circuit’s approach makes the issuance of § 2703(d)
orders unpredictable and potentially inconsistent; some judges may impose additional
requirements, while others may not.

() Treating Civil Discovery Subpoenas Like Other Subpoenas

Third, Congress could consider ensuring that—where and to the extent subpoenas are
already an acceptable means of obtaining information—courts treats civil discovery subpoenas
just like they already treat grand jury subpoenas, trial subpoenas, and administrative subpoenas,

in order to avoid unnecessarily impeding the government’s ability to conduct civil litigation.
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(1) Making the Standard for Non-content Records Technology-Neutral

Fourth, Congress could consider modernizing the SCA so that the government can use the
same legal process to compel disclosure of addressing information associated with modern
communications, such as email addresses, as the government already uses to compel disclosure
of telephone addressing information. Historically, the government has used a subpoena to
compel a phone company to disclose historical dialed number information associated with a
telephone call, and ECPA endorsed this practice. However, ECPA treats addressing information
associated with email and other electronic communications differently from addressing
information associated with phone calls. Therefore, while law enforcement can obtain records of
calls made to and from a particular phone using a subpoena, the same officer can only obtain “to”
and “from” addressing information associated with email using a court order or a warrant, both
of which are only available in criminal investigations. This results in a different level of
protection for the same kind of information (e.g., addressing information) depending on the
particular technology (e.g., telephone or email) associated with it. Congress could consider
updating the SCA to set the same standard for addressing information related to newer
technologies as that which applies in traditional telephony.

(E) Clarifying that Subscribers May Consent to Law Enforcement Access to
Communications Content

Fifth, Congress could consider clarifying the consent provision of the SCA. Under
section 2702, a provider may disclose the contents of communications with the consent of a user
or customer, but the provider is not required to do so. This has the impact of allowing the
provider to overrule its customer’s direction to disclose content associated with the customer’s
account. Thus when the victim of a crime seeks to share his or her own emails or other messages
that may provide evidence, providers can refuse to disclose that information to law enforcement,
even when provided with a written release from the account owner or subscriber.

(F)  Appellate Jurisdiction for Ex Parte Orders in Criminal Investigations

Sixth, Congress could consider clarifying that higher courts have appellate jurisdiction
over denials of warrants or other ex parte court orders in criminal investigations. Under existing
law, the government may have no mechanism to obtain review of the denial of a court order or
search warrant, even when the denial is based primarily on questions of law rather than questions
of fact. Congress may wish to consider clarifying that these denials are appealable so that the
disagreements among courts are resolved and the law becomes standardized.

* ok *

In conclusion, I would like to reemphasize that in discussing any efforts to modernize
ECPA, it is important to take into account the statute’s broad application. As technology
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continues to advance, ECPA’s importance to both criminal and civil law enforcement will only
increase.

The Department of Justice stands ready to work with the Subcommittee as it considers
potential changes to ECPA. We appreciate the opportunity to discuss this issue with you, and we
look forward to continuing to work with you.

This concludes my remarks. I would be pleased to answer your questions.

Mr. SENSENBRENNER. Thank you very much.
Mr. Littlehale.

TESTIMONY OF RICHARD LITTLEHALE, ASSISTANT SPECIAL
AGENT IN CHARGE, TECHNICAL SERVICES UNIT, TEN-
NESSEE BUREAU OF INVESTIGATION

Mr. LITTLEHALE. Chairman Sensenbrenner, Ranking Member
Scott, Chairman Goodlatte, and Ranking Member Conyers, Mem-
bers of the Subcommittee, thank you for inviting me to testify. My
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name is Richard Littlehale and I am Assistant Special Agent in
Charge of the TBI Technical Services Unit. I also serve on the
Technology Committee of the Association of State Criminal Inves-
tigative Agencies and am representing their position today.

I will make eight points very briefly, and I welcome your ques-
tions if you would like to explore them further.

First, setting the standard necessary for government to obtain
content is just the first step. We also have to make sure we can
actually get it. To date, much of the attention given to the question
of lawful access to stored content has focused on the level of proof
required for law enforcement to obtain it. The reality is that legal
barriers are not the only ones that keep communications records
out of our hands. Technological barriers and a lack of a mandatory
compliance framework regarding service provider response slow our
efforts as much or more as a change in the standard of proof might.
I urge you to ensure that whatever standard of proof you decide is
appropriate, you also ensure that law enforcement can access evi-
dence reliably and quickly.

Second, timeliness and quality of service must be addressed.
There is no requirement in current law that compels providers to
respond in a timely fashion to our legal demands. Some respond
relatively quickly but others do not. In particular, this sometimes
prevents us from efficiently processing large volumes of leads like
cybertips from the National Center for Missing and Exploited Chil-
dren. In those leads, there may be an emergency, but we cannot
know about it until we get the routine response back from the serv-
ice provider. Speed is important. A reasonable legal mandate for re-
sponsiveness should be considered as a part of any ECPA reform
proposal.

Third, emergency provisions. Law enforcement must have rapid
access to communications evidence in a life-threatening emergency,
but that is not always the reality. The emergency provision in to-
day’s ECPA is voluntary for the providers, not mandatory. Even
when emergency access is granted, there is no guarantee we will
get the records immediately. In some cases, there is insufficient
service provider compliance staff to process these requests quickly.
In other cases, providers have chosen never to provide evidence in
the absence of legal process no matter the circumstances, and the
current emergency provision does not preclude this.

Fourth, notification requirements. Requiring law enforcement to
seek additional process to prevent providers from informing cus-
tomers of the existence of a demand is a labor-intensive process.
We urge the Committee to carefully balance the need for notifica-
tion and reporting against the practical resource burden it places
on law enforcement.

Fifth, records retention. Some cellular service providers claim
they do not retain text messages for any time at all or retain them
for very short periods of time. Millions of texts are sent every day
and some contain key evidence about criminal activity. I urge you
to find a balance on retention policy that is not overly burdensome
to service providers but that ensures that law enforcement can ob-
tain access to critical evidence with appropriate legal process.

Sixth, preservation. Preservation under section 2703 has been of-
fered by some as an alternative to records retention, but some serv-
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ice providers have a stated policy of notifying customers of the de-
mand unless a court tells them not to. A 2703 preservation request
does not allow law enforcement to gain access to information but
merely ensures it exists when we serve appropriate process. There
should be no customer notice for preservation.

Seventh, the definition of content. Definitions of content and non-
content information need to be clear and comprehensive. If Con-
gress determines that any kind of content whatsoever requires a
probable cause standard of access, then ECPA should define con-
tent explicitly and not infer it from less explicit definitions in other
parts of the code.

Finally, the volume of law enforcement legal demands. Recent
media reports have expressed alarm that the number of law en-
forcement requests for communications evidence is growing. Of
course, the requests are growing because today a rapidly growing
percentage of the available evidence in any criminal case exists in
the digital world.

Google’s transparency initiative puts the volume of law enforce-
ment demands in perspective. In June of 2012, Google claimed 425
million individual account holders for its Gmail service. In the
U.S., Google reported just over 16,000 government requests affect-
ing over 31,000 accounts. That means a tiny fraction of 1 percent
of Google’s accounts were affected by government demands, and
given that there are 17,000 law enforcement agencies in the United
States, on average there was less than one request for information
per law enforcement agency per year for Google records. It is hard
to conclude from these numbers that law enforcement demands
were excessive.

I will close by reemphasizing the importance of ensuring that law
enforcement concerns about access to evidence become a central
part of this ECPA reform discussion. My fellow electronic surveil-
lance practitioners and I are well aware of the need to balance pri-
vacy and public safety, and we look forward to working with the
Subcommittee to get ECPA reform right.

Thank you for having me here and I look forward to your ques-
tions.

[The prepared statement of Mr. Littlehale follows:]
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Chairman Sensenbrenner, Ranking Member Scott, and members
of the subcommittee, my name is Richard Littlehale, and I am the Assistant
Special Agent in Charge of the Technical Services Unit of the Tennessee Bureau
of Investigation. We are the high-tech investigative unit of Tennessee’s statewide
criminal investigation agency. One of my unit’s most important responsibilities is
to help law enforcement agencies at all levels of government throughout
Tennessee use communications records in support of their criminal
investigations. I have used these techniques for the better part of eighteen years
in support in cases ranging from searches for violent fugitives to efforts to
recover abducted children.

I am grateful to the subcommittee for giving me the opportunity to share
a law enforcement electronic surveillance practitioner’s perspective on how
access to stored communications evidence can be invaluable in the most critical
of law enforcement investigations, and how improvements in the law can help
my colleagues and I work faster and more efficiently to bring the guilty to justice
and exonerate the innocent. My fellow practitioners and I especially appreciate
the signal sent by your invitation to today’s hearing, because state and local law
enforcement conducts the vast majority of investigations in this country. Our
community appreciates your recognition that our expert perspective should be a
central consideration of any update to ECPA.

I offer testimony here today both on behalf of my agency, and as a
representative of the Association of State Criminal Investigative Agencies
(ASCIA), led by President Ron Sloan, the Director of the Colorado Bureau of
Investigation. My agency’s chief executive, TBI Director Mark Gwyn, is a member
of ASCIA's Executive Board and a member of ASCIA’s Technology Committee. He
and the ASCIA Technology Committee chairman Steve Schierholt, Assistant
Superintendent of the Ohio Bureau of Criminal Investigation, have asked me to
serve as the ASCIA's subject matter expert on issues such as those before this
subcommittee today.

Access to Evidence in the Digital Crime Scene

The crime scene of the 21st century is filled with electronic records and
other digital evidence. The contents of this digital crime scene, including
electronic communications records, often hold the key to solving the case. They
also hold the key to ruling out suspects and exonerating the innocent. Law
enforcement’s ability to access those records quickly and reliably under the law is
fundamental to our ability to carry out our sworn duties to protect the public and
ensure justice for victims of crime.
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To date, much of the scholarly and media attention given to the question
of lawful access to stored content has focused almost entirely on the level of
proof required for law enforcement to obtain it, and to a lesser extent on
accountability considerations like customer notification and reporting
requirements. From the law enforcement perspective, a set of concerns that is
critical to our ability to use these records has been largely absent from the ECPA
reform debate. If Congress desires to update ECPA, it must do so in a way that
addresses these concerns.

The simple truth is that legal barriers are not the only ones that keep
communications records out of law enforcement hands. In many instances, we
are unable to utilize evidence that would be of enormous value in protecting the
public because the technologies used to carry and store that information are not
accessible to us, no matter what legal process we obtain. That may be because
of technological problems, but even more frequently it is because of logistical
hurdles. The companies that retain these records are many times unable or
unwilling to respond to law enforcement’s lawful demands in a timely manner.
The primary emergency disclosure provision in the section of ECPA that we use
to obtain stored content is voluntary for the providers, not mandatory, and even
where emergency access is granted to law enforcement, in some instances,
there is insufficient service provider compliance staff to process legitimate
emergency requests quickly.

If you or a member of your family were a victim of a crime, and law
enforcement needed timely access to electronic communications records to
identify and apprehend the offender, would you be satisfied with this reality?

As Congress considers simplifying the legal requirements for obtaining
communications records, and whether or not to change the standards law
enforcement must meet to obtain those records, these other barriers to access
must have a place in the discussion. I urge Congress to ensure that
regardless of the level of process it ultimately decides is appropriate,
steps are taken to guarantee that law enforcement will be able to
access the required communications transactional records reliably and
quickly once that process is obtained.

As we consider various law enforcement concerns, we must keep in mind
a simple fact that is nevertheless often overlooked in the public discourse on this
topic: we are talking about law enforcement’s ability to gather evidence. Not
“information” or “content” or “communications records,” but evidence. All
hammers are tools; a hammer only becomes evidence if it is relevant to a
criminal investigation. Similarly, law enforcement has no interest in
communications records unless they advance a criminal investigation, whether to
prove guilt or exonerate the innocent. The complete lack of a demonstrated
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pattern of misuse or abuse by law enforcement to access electronic
communications records bears out this truth.

A Law Enforcement Perspective on Lawful Access to Stored Content

Timeliness and quality of service provider response. The timeliness
and quality of service provider responses to lawful demands is of primary
importance to the law enforcement community. We continue to encourage a
thorough review of constructive measures to enhance service provider
responsiveness to legitimate law enforcement process requests to ensure that
investigative timelines are as short as possible. That is what we owe to the
citizens we protect. There is no requirement in current law — including search
warrant practice — for providers to respond in a timely fashion to lawful process
requests by governmental entities. Some providers routinely respond in a timely
way, but others do not. This has resulted in unnecessary investigative delays
that adversely impact public safety.

Any contemplated change in the law that would resultin a
lengthening of the investigative timeline — including moving to a
probable cause standard where it is not currently required — should be
accompanied by provisions that ensure accountability and prompt
response by service providers to legitimate law enforcement requests.
These responsiveness issues are important to address even in the
absence of an enhanced standard.

Service providers will often cite the high volume of law enforcement
requests as a reason for response times that stretch on into months, threatening
the underlying investigation. They say they do not have the staff necessary to
process the volume of requests more quickly. We would urge the committee to
consider that many of these companies are in the business of finding
technological solutions to just this sort of problem. Further, they are well
acquainted with monitoring customer service centers and determining adequate
staffing levels. It is not a matter of capability, but rather a matter of will.
Responding to law enforcement legal demands costs service providers money
and does not generate revenue, however, and so there is little financial incentive
to innovate or increase staffing levels. Therefore, a reasonable legal mandate for
responsiveness may be the best solution to this problem. Such a solution need
not be overly costly or burdensome to the providers. In a time when Congress is
reluctant to impose new regulations on private industry, I would argue that this
is one type of regulation that has a clear positive impact for the public. It
protects citizens and allows victims of crime to see justice done. It should be
addressed in any reform of ECPA, and we look forward to working with the
providers and this subcommittee to consider the best way forward.
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Notification provisions may put a greater burden on law
enforcement than an increased proof requirement. Several ECPA reform
proposals have borrowed language from wiretap law requiring notification of
customers of legal demands, or securing a series of separate court orders
delaying notification. These provisions risk diverting critical law enforcement
resources from investigations simply to comply with burdensome notification
provisions or delay orders that do not offer any additional constitutional
protections, and may actually threaten ongoing investigations. We urge the
committee to carefully balance the need for notification and reporting against the
resources it will drain away from a range of investigative priorities.

Concerns about the volume of law enforcement legal demands.
As I address the issue of volume of legal process and its effect on timeliness of
service provider response, I must also address a common talking point used by
those who would further restrict law enforcement access to stored content:
namely, that the number of law enforcement requests for this information is
growing. Our response is simple: of course it is. That is because in the digital
age, a growing percentage of the available evidence in any criminal case is going
to exist in the digital crime scene. Communications records have taken their
place alongside physical evidence, biological evidence, testimonial evidence, and
the other traditional categories. Laws and policy should reflect this reality and
ensure law enforcement access to evidence that by its nature can't make a
mistaken identification in a lineup or testify untruthfully.

Google has provided an excellent example of how law enforcement
demands truly relate to the new digital reality. Google now regularly publishes
statistics on the number of government requests for information that it receives,
broken down by the rate that it complies, proof standard, and a number of other
factors. Public reporting on these statistical releases has tended to focus on the
perception that law enforcement agencies are seeking access to this information
at an excessive rate.

I applaud Google for this transparency initiative, but I believe some
context is appropriate for the subcommittee’s understanding. In June of 2012,
Google claimed 425 million individual account holders for its Gmail product alone.
In 2012, it reported receiving over 40,000 government requests for
communications records worldwide, affecting about 68,000 users or accounts
globally. In the U.S., Google reported a total of just over 16,000 government
requests affecting just over 31,000 accounts. That means just a tiny fraction of
one percent of Google’s accounts were affected by government demands.

Consider that in the context of more than 17,000 law enforcement

agencies in the United States. This means that on average, there was less than
one request for information per law enforcement agency per year for Google
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records. Contrast that with crime reporting statistics, which reflect that in 2011,
more that 14,000 Americans were murdered, more than 83,000 were forcibly
raped, and there were over 350,000 robberies. It is hard to conclude from these
numbers that law enforcement demands for records are excessive.

My fellow professionals and I deal with cases like that every day, and
stored communications are a critical part of the constellation of evidence that
allows us to identify the guilty and keep the public safe. I encourage the
committee to keep these numbers in mind when some parties claim that law
enforcement is “snooping” without regard to privacy. When we request these
records, it is for a reason — we believe that the records constitute evidence that
will lead to identification of sexual predators, the recovery of kidnapping victims,
or the successful prosecution of a murderer. Any consideration of changes to
ECPA that will make obtaining communications records more time-consuming
and laborious should reflect an understanding of how those changes will impact
our ability to do our job, and whether or not the public would truly be upset
about the balance as it is currently struck.

Current emergency provisions within ECPA are not adequate to
allow law enforcement to respond effectively in all cases. Few dispute
that law enforcement should have rapid access to communications records in a
life-threatening emergency, but few outside of our community truly understand
how flawed the current emergency options are. The “emergency” provision in
current law (18 USC 2702(b)(8)) puts the decision to release records before legal
process is obtained, and about whether a situation is an “emergency,” in the
hands of the provider, rather that the law enforcement experts with their boots
on the ground. This has led to situations where responses to legitimate law
enforcement requests have been delayed. In some cases, providers make a
decision never to provide records in the absence of legal process, no matter the
circumstances.

We would further point out that 18 USC 2258, which has been erroneously
cited as an emergency option for law enforcement in child exploitation cases, is
in fact a requirement that service providers send information about online child
exploitation to the National Center for Missing and Exploited Children. Law
enforcement cannot use it as a means to obtain records directly. The service
providers still require legal process or an emergency declaration under 2702
before they will provide the evidence that generated the referral to law
enforcement.

Records retention is an issue that should be considered in any
effort to update ECPA. Certain types of widely used electronic communications
are not retained by some providers, which can hinder law enforcement
investigations. In particular, most cellular service providers do not retain stored

-5-
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text messages accessible to law enforcement for any time at all. Billions of texts
are sent every day, and some surely contain key evidence about criminal activity.
In some cases, this means that critical evidence is lost. Text messaging often
plays a big role in investigations related to domestic violence, stalking, menacing,
drug trafficking, and weapons trafficking. I am well aware that retention means a
cost for service providers. I would urge Congress to find a balance that is not
overly burdensome to service providers, but that ensures that law enforcement
can obtain access to critical evidence with appropriate legal process for at least
some period of time.

Preservation provisions under current law should be revisited to
ensure that law enforcement could prevent service providers from
notifying customers of the existence of the request. Some proposals for
ECPA reform would cause prior notification to law enforcement before a provider
notifies a customer or subscriber about the existence of a warrant, order, or
subpoena, and we believe that provision is important. However, a similar
provision relating to preservation should be considered. There are service
providers who have stated a policy of notifying customers of any government
inquiry unless they are in receipt of process ordering them not to do so. The
principle behind their stance is laudable, but the real-world impact can be
harmful to criminal investigations. Section 2705 offers a delay of notification
scheme for court orders and subpoenas, but does not address preservation
letters directly. If there is reason to believe that customer notification of the
existence of a warrant, subpoena, or court order may result in:

1) endangering the life or physical security of an individual;

2) flight from prosecution;

3) destruction of or tampering with evidence;

4) intimidation of potential witnesses; or

5) otherwise seriously jeopardizes and investigation or unduly delays a

trial,
then it seems that the ability to prevent early notification of the existence of a
preservation letter issued in the early stages of an investigation with the intent to
assemble a quantum of proof — such as probable cause — would be essential.

The definition of content must be clear and carefully considered.
Definitions of “content” and “non-content” information need to be clear and
comprehensive. Efforts to update ECPA should constrain the definition of content
so that it does not expand over time to cover parts of an electronic
communication that are ancillary to the actual purport, idea or intent of the
writing, such as signaling, addressing, routing or URL information.

Any move to alter the standard of proof required to access stored
content should be carefully considered in the broader context of the
concerns identified above. If governing law is changed to require probable
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cause for any type of location information, there will be a negative impact on the
time required for law enforcement to conduct certain types of investigations.
Some of this impact can be balanced by changes in the law with respect to
records retention and quality of service in response to law enforcement legal
demands. Any effort to modify the standard of proof for access to stored content
that does not address the concerns outlined above will lengthen law
enforcement’s investigative timeline, and therefore reduce our effectiveness and
negatively impact our ability to bring criminals to justice.

Conclusion

A robust debate about balancing personal privacy and security is beneficial
to all Americans, but the people and their representatives must be able to make
an educated judgment about what they are giving up and what they are getting.
There is no question that a growing number of personal details about all
Americans are moving around the digital world, and some of those details make
their way into digital crime scenes. Just as there is no question that people have
an interest in preserving the privacy of that information, there can be no
question that some of that information holds the keys to finding an abducted
child, apprehending a dangerous fugitive, or preventing a terrorist attack.
Whenever we move forward with the privacy/safety debate, we should be
mindful that any restriction of law enforcement’s access to that information,
whether by redefining legal barriers or allowing service providers to erect new
technological barriers, may well come at a price, and some of that price could be
paid by our most vulnerable citizens. We should be sure we are willing to require
them to pay it.

The thousands of law enforcement officers across this country who utilize
communications evidence in the course of their duties recognize that we are
guardians of a free society, a society that embraces in its founding law the
decision to elevate the rights of the individual above incremental increases in
public safety. The truth is that no one has put forward any evidence of pervasive
law enforcement abuse of ECPA provisions. Law enforcement professionals also
recognize that times are changing, and as a profession we are moving forward to
utilize all available evidence in a responsible and effective way.

Ours is also a society that requires an open exchange of ideas on topics
critical to the public interest, however, and we believe that the ECPA reform
debate has been largely one-sided to date. As I hope to have shown, redrafting
the laws governing law enforcement access to communications records raises
significant implications for law enforcement’s ability to protect the public. I urge
the members of this subcommittee to ensure that the law enforcement
community is given the opportunity to continue to share its perspective on the
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potential human implications of any proposed reform of the Electronic
Communications Privacy Act, so that all the competing factors may be balanced
appropriately.

I have always been proud of the Tennessee Bureau of Investigation
motto, borrowed from the United States Supreme Court in Berger v. United
States. It seems particularly appropriate in this context. The evidence in the
digital crime scene, now more than ever, will help law enforcement to ensure
“that guilt shall not escape, nor innocence suffer.”

Thank you for the invitation to testify and I look forward to working with
you on these important issues.
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Mr. SENSENBRENNER. Thank you very much.
Professor Kerr.

TESTIMONY OF ORIN S. KERR, FRED C. STEVENSON RE-
SEARCH PROFESSOR, GEORGE WASHINGTON UNIVERSITY
LAW SCHOOL

Mr. KERR. Chairman Sensenbrenner, Ranking Member Scott,
Members of the Subcommittee, thank you for the invitation to tes-
tify here this morning.

I wanted to focus on the constitutional issues raised by the
Stored Communications Act.

As several of you noted in your opening statements, the leading
cases so far in the lower courts indicate that the Fourth Amend-
ment fully protects the contents of e-mail and other remotely stored
files in the cloud, meaning that the constitutional standards or the
standards adopted by the statute in 1986 are currently below the
constitutional threshold. So one pressing reason to amend the stat-
ute is because the Constitution requires more privacy protection
than current statutory law requires.

The lower court case law is, as of yet, not fully developed. We
have one significant decision from the Sixth Circuit Court of Ap-
peals. We do not yet have a decision from the United States Su-
preme Court, and also we are still in the beginning stages of get-
ting case law on fact patterns beyond e-mail. So, for example, in
addition to storing contents, remotely stored contents by e-mail, in-
dividuals may have stored Facebook messages, Google documents
stored in the cloud, lots of information that is available on remote
servers that does not fit the specific category of e-mail. The lower
court cases so far suggest that they are also fully protected by the
Fourth Amendment’s warrant requirement, but as of yet, we do not
have a lot of case law in the lower courts to indicate whether that
is the case.

I think it is correct, though. I think it is difficult to distinguish
between e-mail, for example, and Facebook messages and docu-
ments in the cloud. In my view, they are all protected under the
Fourth Amendment under the reasonable expectation of privacy
test.

The difficulty then with the existing statute is not only that it
is below the constitutional threshold, but that because it is below
the constitutional threshold, it actually becomes significantly hard-
er for the constitutional protections to be recognized, thanks to the
good faith exception under the Fourth Amendment when the gov-
ernment relies on a statute that allows a search or seizure. The key
case here is another 1986 decision, Illinois v. Krull, which held that
when the government reasonably relies on a statute that might be
considered constitutional, the exclusionary rule does not apply
under the good faith exception.

What that means as a practical matter is that the existence of
ECPA actually makes it harder to recognize constitutional rights.
It actually cuts constitutional protection rather than adds privacy
protection because the government under current law can rely on
the good faith exception to rely on the statute to obtain contents
with less process than a warrant. As the case law becomes more
established, it will be harder for the government to do that. But
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ironically, the existing statute actually makes it harder for Ameri-
cans to recognize their constitutional rights and to get those con-
stitutional rights recognized in cases than there would be if there
were no statute at all.

Ultimately the ECPA statute was designed to fill in constitu-
tional protections where at the time in the 1980’s it was not clear
how the Fourth Amendment would apply. So it may be as we get
more and more case law establishing those Fourth Amendment
protections, there is less and less of a need for statutory protections
that regulate that same territory, and at the very least, it is impor-
tant for those statutory protections to not be below the threshold
of the constitutional protection in light of the good faith exception.

I also wanted to address a few aspects of the Justice Depart-
ment’s testimony. I think it is very significant that the Justice De-
partment is taking the view agreeing generally to the idea that
there needs to be a rewrite of the statute and that there is merit
to the idea of a general warrant requirement.

The Justice Department’s testimony suggests that there are two
potential exceptions to that, one of which I think is justified and
one of which I am skeptical about.

The one that I think is justified is allowing a subpoena authority
when the government is investigating a company and its own e-
mail services in the corporate crime context where traditionally the
Justice Department and State prosecutors as well have relied on
subpoena authorities to investigate, say, a company engaged in
some sort of white-collar crime. I think it makes a lot of sense to
have an exception to the general warrant requirement for that par-
ticular context.

On the other hand, I am skeptical about the idea of having civil
discovery subpoenas widely used in the ECPA setting. I do not
think we want to have our service providers turned into essentially
places where anyone who files a civil lawsuit can go and get some-
body else’s e-mail to look through in a routine civil investigation.
Maybe there are some reasons to treat Federal Government inves-
tigations differently in some cases, but I think it is dangerous to
allow providers to be used in this way. In general, in civil litiga-
tion, it should be the people go through the parties not through
service providers.

I thank you and I look forward to your questions.

[The prepared statement of Mr. Kerr follows:]
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United States House of Representatives
Subcommittee on Crime, Terrorism,
Homeland Security and Investigations

“ECPA Part 1: Lawful Access to Stored Content”
Tuesday, March 19, 2013
2141 Rayburn House Office Building, 10:00 a.m.

WRITTEN STATEMENT OF ORIN 8. KERR
FRED C. STEVENSON RESEARCH PROFESSOR
GEORGE WASHINGTON UNIVERSITY LAW SCHOOL

1t is my pleasure to testify this morning about the Electronic Communications Privacy
Act (“ECPA™), and specifically about the provisions of ECPA that regulate government
access to stored contents held by Internet providers. In my view, these important provisions
are badly flawed and badly outdated.

My testimony will focus on five major problems with the statute governing access to
stored contents under ECPA. First, the statute provides very weak protection for contents of
communications held for more than 180 days. Second, the statute appears to offer no
protection for search engine queries. Third, the scope of the statute’s warrant protection is
uncertain. Fourth, part of the existing statute does not satisfy the Fourth Amendment. And
fifth, the statute imposes no requirements of minimization, particularity, or non-disclosure for
contents obtained under its provisions_l

These five problems point to a pressing need for Congress to revisit ECPA’s
provisions on lawful access to stored contents. My testimony will begin by summarizing the
existing provisions of the law as they were enacted in 1986. T will then turn to the five major

problems with those provisions from the perspective of 2013.

! Paris of my teslimony arc adapied [rom a forthcoming article on ECPA reform (hat will be published
in Volume 162 of the University of Pennsylvania Law Review.
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Understanding ECPA’s Current Provisions on Compelled Access
to Contents of Communications

The provisions of ECPA governing lawful access to stored content are found in 18
U.S.C. § 2703(a)-(b), which was enacted in 1986. These provisions create statutory privacy
rights for “subscribers or customers” of two kinds of computer network services that existed
at the time. The first kind of service is an “electronic communications service” provider
(“ECS”), which is defined as “any service which provides to users thereof the ability to send
or receive wire or electronic communications.” 18 U.S.C. § 2510(15). Translated into plain
English, an ECS is any service that provides connectivity, e-mail, or text messaging services.
18 U.S.C. § 2703(a) identifies the rules that the government must follow to compel contents
of communications held by ECS providers. According to its provisions, the government
needs a warrant to compel contents from an ECS provider if the contents have been stored for
180 days or less. If the contents have been stored for more than 180 days, however, the
government can use lesser process pursuant to 18 U.S.C. § 2703(b).

The second type of Internet service regulated by the law is a “remote computing
service” (“RCS”), defined as “the provision to the public of computer storage or processing
services by means of an electronic communications system.” 18 U.S.C. § 2711(2). In
layman’s terms, an RCS is a remote storage service that any member of the public can use,
such as a cloud storage service. 18 U.S.C. § 2703(b) offers three ways that the government
can compel contents held by an RCS or contents held by an ECS for more than 180 days.
First, investigators can use a subpoena with either prior notice or delayed notice. Second,
investigators can use a “specific and articulable facts” court order under 18 U.S.C. § 2703(d)
with either prior notice or delayed notice. Third, investigators can use a warrant to obtain

contents and do not need to satisty a notice requirement.

Problem 1: No Warrant Protection for Storage More Than 180 Days
The current language of 18 U.S.C. § 2703(a)-(b) has five major problems. The first
problem is that the statute does not require a warrant for remotely—stored contents held for
more than 180 days. The government can compel contents held for more than 180 days with a
mere subpoena. This is a strange result because most people use their e-mail accounts as a

permanent storage site akin to a virtual home online. According to one recent report, a typical
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user of the popular Gmail e-mail service stores more than 17,000 e-mails in her account at any
given time.” Almost 12,000 of those e-mails are received e-mails stored in the inbox, and
almost 6,000 are sent e-mails directed elsewhere.® It is likely that most of those
communications have been stored for more than 180 days. Under ECPA, however, only e-
mails stored 180 days or less can receive statutory warrant protection. Anything stored for a
longer time can be accessed by the government without a warrant. I find that aspect of the
statute impossible to justify. It is a puzzling result that makes no sense for today’s Internet

and today’s Internet users.

Problem 2: No Protection for Search Engine Requests

A second problem with the current statute is that private communications held by
Internet services that do not fit within the definition of ECS or RCS receive no protection at
all. Search engine requests provide the most important example. According to one study,
search engines analyzed about 18.4 billion search requests from the United States in the
month of March 2012 alone.*  Search engine requests can reveal a person’s innermost
thoughts, and as a result such requests contain highly sensitive information. But it appears
likely that search queries stored with services like Google are not protected under current law
because they provide neither ECS nor RCS.

Search engines plainly do not provide ECS. They are destinations for communications,
not providers of connectivity or messaging. And search queries do not appear to provide RCS,
either. Recall that a remote computing service is defined by ECPA as a service that
provides the public “computer storage or processing services by means of an electronic
communications system.”> Users do not send their search queries to search engines for
storage purposes. Storage is a bug for users, not a feature. Whether ECPA protects
search queries therefore hinges on whether search engines provide “processing

services.” The relevant text and legislative history suggests that they do not. In the

2 See Mike Barton, How Auch Is Your Gmail Account Worth?,  Wired, available at
lulp://w»\;w .wircd.convinsights/2012/07/gmail-account-worth/

See id.

! See Press Rclease, comScore Releases March 2012 US. Search Engine Rankings.
http://www.comscore.convInsights/Press_Releases/2012/4/comScore_Releases_March 2012 _U.S._Search_Engi
ne_Rankings

518 US.C.§2711(2).
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context of computer data, the word “process” suggests operations on that data rather
than a response to a query. The Senate Report accompanying ECPA clarifies the point:
remote processing meant the outsourcing of tasks, such as number-crunching, that a
computer of the 1980s might not be able to complete easily.6 Search engines do not
appear to fit the mold, as users do not use search engines as substitutes for the storage
or processing powers of their own machines. For those reasons, it appears that likely that
search engine queries are not protected by current law. The issue is not free from doubt, and
courts have not ruled definitely on the issue.” But it appears that likely that search queties

receive no statutory protection at all from the compelled storage provisions of ECPA.

Problem 3: The Scope of the Warrant Requirement Is Uncertain
A third important problem with the current statute is its uncertain scope. The most
important example is opened e-mail stored for 180 days or less. Courts are presently divided
on whether opened e-mails stored on a server will generally be covered by the ECS rules
(which require a warrant) or the RCS rules (which do not). The source of the difficulty is the

complex definition of “electronic storage” in 18 U.S.C. § 2510(17), which is critical because

6 The Senate Report accompanying the passage of ECPA offered the following explanation of the
concept of a “remote computing service” :

In the age of rapid computerization, a basic choice has faced the users of computer technology.
That is, whether to process data inhouse on the user's own computer or on someone else's
equipment. Over the years, remote computer service companies have developed to provide
sophisticated and convenient computing services to subscribers and customers from remote
facilities. Today businesses of all sizes—hospitals, banks and many others—use remote
computing services for computer processing. This processing can be done with the customer or
subscriber using the facilities of the remote computing service in essentially a time-sharing
arrangement, or it can he accomplished by the service provider on the hasis of information
supplied by the subscriber or customer.

S. Rep. No. 99-541 (1986), at 10-11.

" Notably, Google has claimed that its search engine queries are covered by ECPA on the ground that it
provides RCS. In litigalion over the disclosure of Google scarch querics. Google made (he following argument
that its services are protected by the SCA:

Google processes search requests as directed by, and for, its users who in tum retrieve the search
results of their choosing [rom Google's index, or Google sends (he results by email or text
messages to individuals, to wireless phones or other designated mobile devices. Said in plain
language. users rely on the remote computer facilities of Google to process and store their search
requests and to retrieve by electronic transmission their search results.

Sce Google's Opposition o the Governient's Motion to Compel in Gonzales v. Google. 234 F.R.D. 674 (N.D.
Cal. 2006), available at 2006 WL 543697.
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only contents in “electronic storage” receive ECS protections. Some courts read the definition
to include opened e-mails in the statute’s ECS coverage on the theory that they are copies of
e-mails stored “for backup purposes” under § 2510(17)(b). See Theofel v. I'arey Jones, 359
F.3d 1066, 1075-76 (9th Cir. 2004). On the other hand, other courts have concluded that
opened e-mails are not covered by the ECS rules but rather are covered under the RCS rules
on the theory that a user stores opened e-mails like other remotely stored files. The
disagreement is presently the subject of a petition for certiorari before the United States
Supreme Court seeking review of a decision from the Supreme Court of South Carolina. See
Jennings v. Jennings, 736 S.E.2d 242 (S.C. 2012)F

Problem 4: The Statute Fails to Satisfy the Required Constitutional Standard

The fourth problem is the Fourth Amendment — or, more specifically, the statute’s
failure to measure up to constitutional standards. Existing lower court caselaw indicates that
the provisions of 18 U.S.C. § 2703(b) fail to satisfy constitutional standards because they
allow the government to obtain access to the contents of communications with less protection
than a warrant based on probable cause. The leading case is United Siates v. Warshak, 631
F.3d 266 (6th Cir. 2010), a Sixth Circuit decision involving government access to e-mails held
by Yahoo!. Investigators relied on 2703(b) to subpoena Yahoo! for the contents of stored e-
mails relating to a criminal enterprise. Yahoo! complied, and it gave investigators copies of
thousands of e-mail messages without a warrant. The Sixth Circuit held that obtaining the
contents of e-mails without a warrant was unconstitutional because users have a reasonable
expectation of privacy in their e-mails just like their letters and phone calls. As a result, the
provision of the SCA permitting the government to obtain e-mails with less process than a
warrant did not satisfy the required Fourth Amendment standard. See id. at 288 (“[T]o the
extent that the SCA purports to permit the government to obtain such emails warrantlessly,
[that portion of] the SCA is unconstitutional.”).

A number of courts have agreed with the Sixth Circuit since Warshak, including

federal courts in Kansas® and the District of Columbia,' and the state of Washington Court of

8 The Petition for Certiorari, Brief in Opposition, and an amicus brief filed before the United States
Supreme Court are available at http://www.scotusblog.con/case-files/cases/jennings-v-broome/.

?In rc Applicalions for Scarch Warrants for Informaltion Associaicd with Target Email Address. 2012
WL 4383917 at *5 (D.Kan. 2012) (“The Court finds the rationale set forth in Warshak persuasive and therefore
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Appeals.'’ Other courts have applied Warshak to find a reasonable expectation of privacy in
stored Facebook messages,'” text messages,"” faxes,'* and password-protected websites. '*
The case law is not entirely settled, to be sure. Only one federal court of appeals has squarely
addressed the issue. But the trend in the case law is to recognize fairly broad Fourth
Amendment protection, backed by a warrant requirement, for stored contents such as e-mails.

Further, in my view Warshak is correct. Government access to remotely stored
contents generally requires a warrant, meaning that the standards of § 2703(b) do not satisfy
the constitutional floor provided by the Fourth Amendment. See generally Orin S. Kerr,
Applying the Fourth Amendment fo the Internet: A General Approach, 62 Stan. L. Rev. 1005,
1017-31 (2010).

Problem 5: Disclosure to Law Enforcement Allows
All Disclosure Without Limits
The fifth problem with the current statute is that permitted disclosure comes without
limits. When a provider must disclose the contents of communications, there are no limits on
how many contents it can disclose or what the government can do with the contents it
receives. Recall that a typical Gmail user stores more than 17,000 e-mails in his account at

6 . .«
" If the government obtains a subpoena or even a warrant requiring a

. . 1
any given time.
provider to disclose contents in a suspect’s account, current law contains no limits on what

gets disclosed or used. The provider will send the government the entire contents of the

holds that an individual has a reasonable expeclalion of privacy in emails or [axes slored witlL sent lo, or
received thorough an electronic communications service provider.”)

!9 United States v. Ali 870 F.Supp.2d 10 (D.D.C. 2012)

1 State v. Hinton, 280 P.3d 476, 483( Wash. App. Div. 2 2012) (“While H'arshak docs not aid Hinton, its
comparison of e-mails with traditional forms of communication is helpful and we adopt it to hold that text
messages descrve privacy proleclion similar to (hat provided for Ictiers.”)

2R.S. exrel. §.8. v. Minnewaska Area School Dist. No. 2149 --- F.Supp.2d ----, 2012 WL 3870868 at
12 (D.Minn. 2012).

'3 State v. Hinton, 280 P.3d 476, 483(Wash. App. Div. 2 2012) (“While Warshak does not aid Hinton, its
comparison of e-mails with traditional forms of communication is helpful and we adopt it to hold that text
messages deserve privacy protection similar to that provided for letters.”)

" In re Applications for Search Warrants for Information Associated with Target Email Address, 2012
WL 4383917 at *5 (D.Kan. 2012)

!> United States v. D’ Andrea, 497 F. Supp.2d 117, 121 (D. Mass. 2007).

1® See Mike Barlon, ffow Much Is Your Gmail Adccount Worth?. Wircd, available at
http://www.wired.coninsights/2012/07/gmail-account-worth/
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account. The government then has access to all of those contents. Investigators can scan
through all of the contents of a person’s digital life without limit.

To phrase this problem in legal jargon, the existing statutory provisions contain no
requirement of particularity, minimization, or non-disclosure. Particularity requires the
government to specify which records it is seeking. Minimization requires the government to
set up a filtering system: One person can go through the records and pass on the pertinent
communications to investigators. And non-disclosure rules limit what the government can do
with communications it has obtained. The current statute contains no such limits. That
absence may be explained by the statute’s relatively ancient origin. In 1986, few remotely
stored records were kept.  But today it is common for computer users to store tens of
thousands of records of their daily life online. Remote storage has become cheap, allowing
users to store everything.

As a result, government access to stored records raises a needle-in-a-haystack
problem. The current statute allows the providers to simply hand over the entire haystack to
investigators. Investigators can then look through the haystack at their leisure without limits
and can use or disclose whatever they find regardless of its relevance to the investigation.
Given the highly sensitive information commonly found in a personal e-mail account, the
statute should take more care to protect the non-pertinent communications that ordinarily will
make up the bulk of the contents of communications found in an e-mail account. The Fourth
Amendment may already impose some of these limits, and statutory authorities from the
Wiretap Act adopt other limits when the government obtains a wiretap order.!” The same

protections should be written into the provisions for lawtul access to stored content.

Thank you for the opportunity to testify. Tlook forward to your questions.

"7 See, e.g, Tn 1e Applications for Search Warrants for Tnformation Associated with Target Email
Address, 2012 WL 4383917 (D. Kan. 2012) (imposing particularity requirements on a warrant for the contents of
an c-mail account under the Fourth Amendment): See Unitcd Stales v. McGuire, 307 F.3d 1192 (9th Cir. 2002)
(discussing minimization requirements for electronic communications under the Wiretap Act).
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Mr. SENSENBRENNER. Thank you very much.
Mr. Salgado.

TESTIMONY OF RICHARD SALGADO, DIRECTOR, LAW
ENFORCEMENT AND INFORMATION SECURITY, GOOGLE, INC.

Mr. SALGADO. Chairman Sensenbrenner, Chairman Goodlatte,
Ranking Member Scott, Ranking Member Conyers, and Members of
the Subcommittee, thank you very much for the opportunity to ap-
pear before you this morning.

I am Richard Salgado. As Director for Law Enforcement and In-
formation Security at Google, I oversee the company’s compliance
with legal requests for data, including those submitted under the
Electronic Communications Privacy Act of 1986, otherwise known
as ECPA.

In the past, I worked on ECPA issues in my capacity as senior
counsel in the Computer Crime and Intellectual Property Section
in the Department of Justice.

In 2010, I appeared before what was then the House Judiciary
Subcommittee on the Constitution, Civil Rights, and Civil Lib-
erties. When I spoke then, I highlighted the numerous ways in
which the Internet has contributed to our economy and our society
as a whole.

Today, not surprisingly, the impact is greater. In addition to the
millions of jobs that have been created, the Internet economy ac-
counts for almost 5 percent of our gross domestic product, accord-
ing to a recent Boston Consulting Group study. The Internet has
put information and opportunity at the fingertips of millions of
users, and we need updated laws to allow this ecosystem to con-
tinue growing.

On a nearly daily basis, I see the challenges created by ECPA.
In 2010, Google launched a Transparency Report which details the
volume of requests for user data that we receive from government
entities. In the last half of 2012, the number of requests Google re-
ceived from government agencies in the United States in criminal
cases more than doubled compared to the same period in 2009.

ECPA was passed in 1986 when electronic communications serv-
ices were in their infancy. With the dramatic changes that we have
seen since then, the statute no longer provides the privacy protec-
tion that user of these services reasonably expect. And one example
that the Committee may already be familiar with is from the ECPA
rules around compelled disclosure of e-mail. As a general rule, law
enforcement under the statute needs to obtain a warrant to compel
an electronic communications service provider to disclose content
that is held in electronic storage, as that term is defined in the
statute, for 180 days or less. Once that message becomes 181 days
old, it loses that level of statutory protection and a government en-
tity can compel its disclosure with a mere subpoena which, of
course, is issued on a much lower standard than a search warrant
and without any judicial review.

I will also note that the Department of Justice has taken the po-
sition that government can use a subpoena to compel the produc-
tion of e-mail that has been opened even if it is younger than 181
days. It is a position that has been rejected by one court of appeals
in the Federal system.
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If one could discern a policy rationale for this 180-day rule in
1986, it is not evident any longer and contravenes users’ reasonable
expectations of privacy. We are encouraged to hear that the De-
partment of Justice seems to acknowledge this as well.

In fact, the Sixth Circuit in the latter part of 2010 held that
ECPA violates the Fourth Amendment to the extent that it allows
government to use legal process less than a warrant to compel the
production of content from a service provider. Google believes this
is correct, and to the extent ECPA provides otherwise, it is uncon-
stitutional.

The 180-day rule reveals the gap between where the statute is
and where users’ reasonable expectations of privacy lie. The pri-
vacy protection afforded to e-mail content from law enforcement
should not vary based on a communication’s age or its opened
state. ECPA should be updated to require a warrant to compel the
production of any content. Updating ECPA should be a top privacy
priority for the 113th Congress.

And Google is not alone in taking this view. More than 80 com-
panies and organizations that span the political spectrum are now
members of the Digital Due Process Coalition which supports up-
dating ECPA. And these include Americans for Tax Reform, the
American Civil Liberties Union, the Center for Democracy & Tech-
nology, the Competitive Enterprise Institute, and the U.S. Cham-
ber of Commerce. Notably, these organizations do not always agree
on other privacy issues, but they are united in the effort to support
updated provisions in ECPA for the requirement of a warrant for
the production of content.

As the benefits of Internet computing become more obvious, in-
cluding the data security benefits, the growth of the Internet
should not be artificially slowed by outdated technological assump-
tions that are currently baked into part of ECPA. And the progres-
sion and innovation in technology should not be hobbled by pre-
Internet ECPA provisions that no longer reflect what users should
expect.

We look forward to working with the Subcommittee and the full
Judiciary Committee and Congress as a whole to update the stat-
ute.

Thank you for your time and consideration. I would be happy to
answer any questions.

[The prepared statement of Mr. Salgado follows:]



47



48

ECPA Reflects the Pre-Internet Computing Landscape of the 1980s

FCPA was enacted in 1986 — well before the web as we know it today even existed. The ways in
which people use the Internet in 2013 are dramatcally different than 25 years ago.

® In 1986, there was no generally available way to browse the World Wide Web, and
commercial cmail had yet to be offered to the general public. Only 340,000 Amcricans
subscribed to cell phone service, and not one of them was able to send a text message, surf
the webh, or download applications. To the extent that email was used, users had to
download messages from a remote server onto their personal computer, holding and storing

data was expensive, and storage devices were limited by technology and size.

® Tn 2013, hundreds of millions of Americans usc the web every day — to work, learn,
connect with friends and family, entertain themsclves, and more. Data transfer rates arc
significantly faster than when HCPA became law — making it possible to sharc richer data,
collaborate with many people, and perform more complicated tasks in a fraction of the
time. Video sharing sites, video conferencing applications, search engines, and social

networks — all the stuff of science fiction in 1986

are now commonplace. Many of

these services are [ree.

The distinctions that ECPA made in 1986 were foresighted in light of technology at the time. But
in 2013, FCPA frustrates us

that the documents they store online have the same Fourth Amendment protections as they do

reasonable expectations of privacy. Users expect, as they should,

when the government wants to enter the home to scize documents stored in a desk drawer. ‘There

is no compelling policy or legal rationale for this dichotomy.
The Internet is Now Part of Everyday Life

New forms of Internet computing, more popularly known as "cloud computing,” have emerged
since RCPA was first signed into law. This computing model is used today by significant numbers
of consumers, businesses, and the public sector. Companies like Google offer users the ability to
stare, process and access their data from servers located in offsite data centers, rather than on the
user’s premises. We provide our users with the ability to get work done on any device, store
impartant documents, casily sharc and collaborate, and reccive a servied’s latest innovations just

by refreshing your browser.

Tor example, Google’s services, including Google Search, Gmail, YouTube, Blogger, Google
Drive, and Google Calendar, allow our users to run programs and store data on our geographically
distributed and secured darta centers. Businesses are increasingly choosing to use such data centers
— managed by Google and many other technology companics — the same way they once used
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their desltop computers or on-premise file servers. In the process, they are saving money,

becoming more efficient, and improving their security.

Morc than five million businesses arc now running on Goaogle Apps and bencfiting from morc

modem technology at a lower cost. These include Global 500 companies

top American

universitics, and state and local agencics in 45 states. Hveryday processes and information that arc
typically run and stored on local computers — such as email, documents, and calendars — can

now be accessed sceurcly anytime, anywhere, and with any device through an Internet connection.

Internet computing also enables services like online video and shared document collaboration
among people across the country or around the world. As customer needs grow, the services they

use can be expanded on demand, without requiring slow and burdensome procurement processes.

Thesc services have created enormous and tangible value in the cconomy, spawning new
businesses and spurring innovation and further growth in the tech sector. As communications and
networks become faster and more data intensive, this scctor will continue to create new jobs and

more opportunities for investors, innovators, and small businesses.

It is increasingly difticult for individual business and organizations to keep up with the growing
sophistication of cyber attacks. However, web services leverage significant economies of scale to
bring both human and technology resources to bear in defense against such attacks. Google’s

services are delivered on a multi-billion dollar infrastructure that is designed and maintained with

sccurity as a top priotity. T'he latest sceutity updates can be pushed quickly across all of aur data

centers globally, protecting all of our customers in a morte cffective and uniform way than

traditional software would allow. We've also made the Internet safer for millions of users by

providing them with with free, strong-authentication mechanisms — such as two-step verification
— and secured connections through SSL encryption.

Information technology (IT) departments within companies and other organizations are vulnerable
to sophisticated attackers. Often underfunded and undermanned, these IT departments are further
susceptible to cuts when financial constraints require it. Removing artificial and counterproductive
lepal standards that hinder movement to services offered by providers like Google will help

strengthen our nation’s network sccurity.
ECPA Should be Updated

As the benefits of Internet computing become more obvious and widespread, its growth shouldn’t
be artificially slowed by the outdated technology assumptions that are currently baked into parts of
ECPA. Nor should the progression of innovation and technology be hobbled by pre-Internet
ECPA provisions that no longer reflect the way people use the services or the reasonable

expectations they have about government access to information they store on Internct services.



50

LCPA worked well for many years, and much of it remains vibrant and relevant. In significant
places, however, a large gap has grown between the technological assumptions made in ECPA and
the reality of how the Internet works today. This Ieaves us, in some circumstances, with complex

and baffling rules that are both difficult to explain to users and difficult to apply.

"The current complexity can be demonstrated by the requirements to compel production of
communications content such as email. KCPA provides that the government can compel a service
provider to disclose the contents of an email that is older than 180 days with nothing more than a
subpoena (and notice to the user, which can be delayed in certain circumstances). If the email is
180 days or newer, the government will need a search warrant. The Department of Justice also
takes the position that a subpoena is appropriate to compel the service provider to disclose the
contents of an email even if it is not older than 180 days if the user has already opened it. The
Ninth Circuit Court of Appcals has rejected this view.

In 2010, the Sixth Circuit held in Uwited States v. Warshak that ECP A violates the Fourth
Amendment to the extent that it does not require law enforcement to obtain a warrant for email
content. Google believes the Sixth Circuit’s interpretation in Warsba# is cotrect, and we require a
search warrant when law enforcement requests the contents of Gmail accounts and other services.
Warshak lays bare the constitutional infirmities with the statute and underscores the importance of
updating ECPA to ensure that a warrant is uniformly required when government entities seek to

compel production of the confent of electronic communications.

The inconsistent, confusing, and uncertain standards that currently exist under F.CPA illustrate
how the law fails to preserve the reasonable privacy expectations of Americans today. Morcover,
providers, judges, and law enforcement alile have difficulty understanding and applying the law to
today’s technology and business practices. By creating inconsistent privacy protection for users of
cloud services and inefficient, confusing compliance hurdles tor service providers, LCPA has
created an unnecessary disincentive to move to a4 more efficient, more productive method of
computing. ECPA must be updated to help encourage the continued growth of the cloud and our

economy.
Improving Transparency

We believe that better da