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CYBERSECURITY: AN EXAMINATION OF THE
COMMUNICATIONS SUPPLY CHAIN

TUESDAY, MAY 21, 2013

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMUNICATIONS AND TECHNOLOGY,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 2:02 p.m., in room
2123 of the Rayburn House Office Building, Hon. Greg Walden
(chairman of the subcommittee) presiding.

Members present: Representatives Walden, Latta, Shimkus,
Terry, Blackburn, Lance, Guthrie, Gardner, Long, Ellmers, Eshoo,
Matsui, Welch, and Waxman (ex officio).

Staff present: Carl Anderson, Counsel, Oversight; Ray Baum,
Senior Policy Advisor/Director of Coalitions; Neil Fried, Chief
Counsel, C&T; Debbee Hancock, Press Secretary; David Redl,
Counsel, Telecom; Charlotte Savercool, Executive Assistant, Legis-
lative Clerk; Kelsey Guyselman, Telecom; Roger Sherman, Demo-
cratic Chief Counsel; Shawn Chang, Democratic Senior Counsel,
Margaret McCarthy, Democratic Staff; Patrick Donovan, Demo-
i:ratic FCC Detail; and Kara Van Stralen, Democratic Policy Ana-
yst.

OPENING STATEMENT OF HON. GREG WALDEN, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF OREGON

Mr. WALDEN. We are going to call to order the Subcommittee on
Communications and Technology for our hearing on “Cybersecurity:
an Examination of the Communications Supply Chain.” And just
for the benefit of our witnesses—I don’t know if benefit is the right
word—but in about 10 minutes we are probably going to get called
to the House Floor for votes. So don’t flee when we do. We will plan
to return and be sure and get your testimony in and our questions.
But we will begin with our opening statements and, as you know,
things around here aren’t always certain so, who knows, we may
get everything done, but I doubt it. So we will go ahead and get
started, but we want to thank you all for being here and for sub-
mitting your testimony.

Our communications networks strengths—its ubiquity and inter-
connected nature—may actually also be a weakness. Those who
wish to harm our Nation, to steal money or intellectual property,
or merely to cause mischief can focus on myriad hardware and soft-
ware components that make up the communications infrastructure.
And they can do so anywhere in the design, the delivery, the instal-
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lation, or the operation of those components. So today’s hearing will
focus on securing that communications supply chain.

We are fortunate to have as a member of this subcommittee the
full chairman of the House Intelligence Committee, Chairman Mike
Rogers. The experience and resources he brings were invaluable to
the bipartisan Cyber Security Working Group last Congress, as
well as to this subcommittee’s three prior cyber hearings.

Many of us have concluded that promoting information-sharing
through the Cyber Intelligence Sharing and Protection Act, CISPA,
that he and Representative Ruppersberger have now twice assured
through the House with large bipartisan votes, is pivotal to better
securing our networks. It was also in large part this committee’s
2012 report on the communications supply chain that prompted
this hearing. Supply chain risk management is essential if we are
to guard against those that would compromise network equipment
or exploit the software that runs over and through it.

Understanding that you can never eliminate these risks, how do
you minimize them without compromising the interconnectivity
that makes networks useful? How secure is the communications
supply chain? Where are the vulnerabilities? How much should we
focus on securing physical access to components as they make their
way from design to installation? How much on the internal work-
ings of the components themselves? How do the risks and re-
sponses differ for hardware and software? What about for inter-
nationally sourced products as opposed to domestically sourced
products? What progress has been made through the public-private
partnerships, standards organization, and the development of best
practices, and what role should the government play?

These are among the questions we will examine in this hearing,
as well as through the bipartisan Supply Chain Working Group
that we launch today. Representative Mike Rogers and my col-
league and friend from California, Anna Eshoo, will co-chair this
group, which will also include Representatives Latta, Doyle, Terry,
Lujan, Kinzinger, and Matheson.

As I did last Congress, I will urge that we abide by a cyber Hip-
pocratic Oath and first do no harm as we consider the tools avail-
able to the public and private sectors in making our communica-
tions supply chain secure.

With that, I would yield to the vice chair of the subcommittee,
Mr. Latta.

[The prepared statement of Mr. Walden follows:]

PREPARED STATEMENT OF HON. GREG WALDEN

Our communications network’s strengths—its ubiquity and interconnected na-
ture—may also be weaknesses. Those who wish to harm our nation, to steal money
or intellectual property, or merely to cause mischief, can focus on myriad hardware
and software components that make up the communications infrastructure. And
they can do so anywhere in the design, delivery, installation or operation of those
ci)lmponents. Today’s hearing will focus on securing that communications supply
chain.

We are fortunate to have as a member of this subcommittee House Intelligence
Committee Chairman Mike Rogers. The experience and resources he brings were in-
valuable to the bipartisan cybersecurity working group last Congress as well as this
subcommittee’s three prior cyber hearings. Many of us have concluded that pro-
moting information sharing through the Cyber Intelligence Sharing and Protection
Act that he and Rep. Ruppersberger have now twice ushered through the House is
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pivotal to better securing our networks. It was also in large part his committee’s
2012 report on the communications supply chain that prompted this hearing. Supply
chain risk management is essential if we are to guard against those that would com-
promise network equipment or exploit the software that runs over and through it.

Understanding that you can never eliminate these risks, how do you minimize
them without compromising the interconnectivity that makes networks useful? How
secure is the communications supply chain? Where are the vulnerabilities? How
much should we focus on securing physical access to components as they make their
way from design to installation? How much on the internal workings of the compo-
nents themselves? How do the risks and responses differ for hardware and software?
What about for internationally sourced products as opposed to domestic ones? What
progress has been made through public-private partnerships, standards organiza-
tions and the development of best practices? What role should the government play?

These are among the questions we will examine in this hearing, as well as
through the bipartisan supply chain working group we launch today. Reps. Mike
Rogers and Anna Eshoo will co-chair the group, which will also include Reps. Latta,
Doyle, Terry, Lujan, Kinzinger, and Matheson. As I did last Congress, I will urge
that we abide by a cyber Hippocratic Oath and first do no harm as we consider the
tools available to the public and private sectors in making our communications sup-
ply chain secure.

# # #

Mr. LATTA. Thank you, Mr. Chairman, and I appreciate you
yielding and holding this hearing today on a very critical and im-
portant topic. I want to thank our witnesses for being here and I
look forward to your testimony today.

Not a day goes by that I don’t seem to pick up a newspaper and
read about a cyber attack or the vulnerability on the front page of
a newspaper. Cyber crime and cyber warfare can affect any indi-
vidual or business since we all depend on our interconnected com-
munication networks. This is an issue not just of national security
but economic security.

Again, I thank our witnesses for being here. I look forward to
your comments on the communications supply chain. I also thank
the Chairman for convening a bipartisan working group on this
topic and I look forward to being part of the start of a very
thoughtful and serious discussion on the threats of the supply
]cohali{n and possible solutions. And with that, Mr. Chairman, I yield

ack.

Mr. WALDEN. Anyone else on the Republican side seeking to
make a comment on the final minute-and-a-half of my time? If not,
I yield back the balance and recognize my friend, the ranking mem-
ber of this subcommittee, Ms. Eshoo, for 5 minutes.

OPENING STATEMENT OF HON. ANNA G. ESHOO, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Ms. EsHOO. Thank you, Mr. Chairman, and thank you for hold-
ing this very important hearing. Welcome to all of our witnesses.

Mr. Chairman, the implications of foreign-controlled tele-
communications infrastructure companies providing equipment to
the U.S. market, I think, really presents a very real threat to our
country. As the Office of the National Counterintelligence Execu-
tive has noted, “the globalization of the world economy has placed
critical links in the manufacturing supply chain under the direct
control of U.S. adversaries.”
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Just last month, despite press reports suggesting that Huawei
was leaving the U.S. market, the company now denies such reports
and has stated that, “Huawei has no connection to the cyber secu-
rity issues the U.S. has encountered in the past, current, and fu-
ture.” That is quite a statement.

These are not new threats. It in fact, more than 3 years ago as
a member of the House Intelligence Committee, I wrote to the di-
rector of National Intelligence asking for an assessment of the na-
tional security implications of Chinese-origin telecommunications
equipment on our law enforcement and intelligence efforts, as well
as on our switch telecommunications infrastructure. While I can’t
discuss, obviously, the results of that assessment in an unclassified
hearing, suffice it to say, the answers were troubling.

Since that time, I have reiterated my concerns with the FCC
Chairman Genachowski and in late 2011 I joined colleagues in re-
questing that the GAO study the potential security risks of foreign
manufactured equipment. The newly released GAO study recog-
nizes that multiple points within the supply chain can create
vulnerabilities for threat actors to exploit. But a combination of ini-
tiatives by both the public and private sector are being established
to fight back.

The President’s Executive Order issued in February is an exam-
ple. NIST has been tasked with developing a framework to reduce
cyber attacks to critical infrastructure, and as NIST undertakes the
development of this framework, supply chain security should be a
component. In fact, this morning, Chairman Walden and myself
raised this very issue with Dr. Gallagher.

Moving forward, I am very pleased to co-chair, at the chairman’s
request, the subcommittee’s newest working group focusing on sup-
ply chain security and integrity with Representative Mike Rogers,
who chairs the House Intelligence Committee. And through stake-
holder meetings, I think we will be able to better understand what
additional steps can be taken to protect U.S. telecommunications
infrastructure from inappropriate foreign control or influence.

So again, I thank each one of our witnesses that are here today
for your important testimony that you are going to give, the impor-
tant answers that you are going to give to our questions, and for
your steadfast commitment to securing the communications equip-
ment supply chain for our Nation.

And I yield back, Mr. Chairman.

Mr. WALDEN. If you want to yield to——

Ms. EsHOO. Does anyone want me to yield my remaining time to
them? Ms. Matsui or—OK. Sure.

Ms. MATsuL. Thank you very much, Ms. Eshoo. I would like to
also thank the chairman for holding today’s hearing.

This year alone, we have seen significant cyber breaches to our
economy. We know rogue states and skilled hackers are relentless
and continue to pose a real threat breaching sensitive information
stored by both the private and public sectors, as well as the Amer-
ican consumer.

To address the cyber threats I believe industry and government
must be partners. It is not a one-way street. We live in a digital
world where information is readily available on the internet and
can be accessed from just about anywhere. We also live in an inno-
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vative economy where America’s innovative spirit has led to new
devices, equipment, and communications that penetrate the global
marketplace.

This has also created an international supply chain of technology
components. Today, it is not surprising if a product and its compo-
nents originate from several different countries. That is why it is
critical for industry to continue to be vigilant in assuring their
manufacturing and distribution processes are not compromised. We
should also be mindful of hackers trying to circumvent the supply
chain by infecting botnets and malware onto popular mobile apps.

Addressing mobile security should be a priority moving forward,
particularly as millions of Americans download their favorite apps,
which in some cases includes personal information.

Again, I thank the chairman for holding today’s hearing and I
yield back the remainder of my time.

Mr. WALDEN. The gentlelady yields back the remainder of her
time. And seeing no one on our side seeking time, I would yield
now to the gentleman from California, Mr. Waxman, for 5 minutes.

OPENING STATEMENT OF HON. HENRY A. WAXMAN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Mr. WaxXxMAN. Thank you very much, Mr. Chairman, for holding
today’s hearing on cyber security risks in the communications sup-
ply chain.

This morning, our full committee heard a wide range of perspec-
tives on the cyber threats to our critical infrastructure, including
broadband networks.

While the Executive Order on cyber security protections for crit-
ical infrastructure was an important step forward, this morning’s
hearing demonstrated that there is much more work to be done to
protect the networks that undergird the American economy.

One key area of vulnerability—the long supply chains for com-
munications network equipment—is the subject of this afternoon’s
hearing. The globalization of the supply market for information and
communications technology has undoubtedly created many benefits
for our economy and coincided with incredible investment, competi-
tion, and innovation in the communications marketplace.

But it has also made it possible for our adversaries to exploit
weaknesses during the design, production, delivery, and post-in-
stallation servicing of communications network equipment.

Industry and the federal government are working to respond to
these threats.

As several of our witnesses this afternoon will discuss, companies
are taking action to respond to supply chain risks. Voluntary in-
dustry consortia and public-private partnerships are also seeking to
minimize these cyber exposures and I applaud these efforts.

But we should consider all options that could help minimize the
cyber threats in the supply chain.

I look forward to hearing from GAO about its analysis of what
other countries are doing in this area, as well as the potential ben-
efits and drawbacks of adopting new review processes for pur-
chases of foreign-manufactured communications equipment.
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And I am pleased, Mr. Chairman, that the Subcommittee is con-
vening a working group to examine supply chain security in more
depth. The co-chairs of the working group—Representative Mike
Rogers, who is the chairman of the House Intelligence Committee,
and Representative Anna Eshoo, who has served on that com-
mittee, as well as the ranking member on this subcommittee—have
great expertise from their service, as well as on both committees.

I look forward to our continued bipartisan work in this area. I
thank all of the witnesses for being here and for their testimony.
I want to apologize in advance that the conflict in schedule will
keep me from being here to hear everything that is said, but I have
staff listening in, I have got the testimony that I can review, and
when the questions are asked and answered, I will be able to get
a sense from those as well of the views that this very distinguished
group will be giving to our subcommittee.

Thank you for this opportunity to give an opening statement. I
thank all of you for being here today.

Mr. WALDEN. And the gentleman yields back the balance of his
time. The good news is the votes now aren’t going to come until
2:25 to 2:30, so we may actually get to hear from some of our wit-
nesses.

And so we are going to start with Mr. Goldstein, who is the di-
rector of Physical Infrastructure Issues for the Government Ac-
countability Office. Turn on your microphone, pull it close, and the
next 5 minutes are yours, sir. Thank you for your work.

STATEMENTS OF MARK L. GOLDSTEIN, DIRECTOR, PHYSICAL
INFRASTRUCTURE ISSUES, GOVERNMENT ACCOUNTABILITY
OFFICE; STEWART A. BAKER, PARTNER, STEPTOE AND
JOHNSON, LLP, FORMER ASSISTANT SECRETARY FOR POL-
ICY, DEPARTMENT OF HOMELAND SECURITY; JENNIFER
BISCEGLIE, PRESIDENT AND CEO, INTEROS SOLUTIONS,
INC.; ROBERT B. DIX, JR., VICE PRESIDENT, GOVERNMENT
AFFAIRS AND CRITICAL INFRASTRUCTURE PROTECTION,
JUNIPER NETWORKS, INC.; DAVID ROTHENSTEIN, SENIOR
VICE PRESIDENT, GENERAL COUNSEL AND SECRETARY,
CIENA; JOHN LINDQUIST, PRESIDENT AND CEO, ELEC-
TRONIC WARFARE ASSOCIATES; AND DEAN GARFIELD,
PRESIDENT AND CEO, INFORMATION TECHNOLOGY INDUS-
TRY COUNCIL

STATEMENT OF MARK L. GOLDSTEIN

Mr. GOLDSTEIN. I will try not to take all of it.

Thank you, Mr. Chairman and members of the subcommittee. I
am pleased to be here this afternoon to discuss issues surrounding
the communications supply chain.

The United States is increasingly reliant on commercial commu-
nications networks for matters of national and economic security.
These networks, which are primarily owned by the private sector,
are highly dependent on equipment manufacturers in foreign coun-
tries. Certain entities in the Federal Government view this depend-
ence as an emerging threat that introduces risks to the networks.
GAO has requested review actions taken to respond to security
risks from foreign manufactured equipment.
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This testimony addresses how network providers and equipment
manufacturers help ensure the security of foreign manufactured
equipment used in commercial communications networks, how the
Federal Government is addressing the risks of such equipment, and
other approaches for addressing those risks and issues related to
these approaches.

My testimony today is the public version of a national security
sensitive report that GAO issued in May 2013. Information that
the Department of Defense deemed sensitive has been omitted.

Let me briefly discuss the findings of the report that I may talk
about today. First, the network providers and equipment manufac-
turers GAO spoke with reported taking steps in their security
plans and procurement processes to ensure the integrity of parts
and equipment obtained from foreign sources. Although these com-
panies do not consider foreign manufactured equipment to be their
most pressing security threat, their brand image and profitability
depend on providing secure, reliable service.

In the absence of industry or government standards on the use
of this equipment, companies have adopted a range of voluntary
risk management practices. These practices span the lifecycle of
equipment and cover areas such as selecting vendors, establishing
vendor security requirements, and testing and monitoring equip-
ment. Equipment that is considered critical to the functioning of
the network is likely to be subject to more stringent security re-
quirements according to these companies.

In addition to these efforts, companies are collaborating on the
development of industry security standards and best practices and
participating in information-sharing efforts within industry and
with the Federal Government.

Second, the Federal Government has begun efforts to address the
security of the supply chain for commercial networks. In 2013 the
President issued an Executive Order to create a framework to re-
duce cyber risks to critical infrastructure, the National Institutes
of Standards and Technologies, responsible for leading this effort,
which is to provide technology-neutral guidance to critical infra-
structure owners and operators.

NIST published a request for information, which it is conducting
using a comprehensive review to obtain stakeholder input and de-
velop the framework. You heard testimony on this effort this morn-
ing. NIST officials said the extent to which supply chain security
of commercial communication networks will be incorporated into
the framework is dependant in part on the input that they receive
from stakeholders.

The Department of Defense considered the other federal efforts
GAO identified to be sensitive to national security, and I cannot
talk about them in a public forum.

And third, there are a variety of other approaches for addressing
potential risks posed by foreign manufactured equipment and com-
mercial communications networks. For example, the Australian
government is considering a proposal to establish a risk-based reg-
ulatory framework that requires network providers to be able to
demonstrate competent supervision and effective controls over their
networks. The government would also have the authority to use en-
forcement measures to address noncompliance.
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In the United Kingdom, the government requires network and
service providers to manage risks and network security and can
impose financial penalties for security breaches.

While these approaches are intended to improve supply chain se-
curity of communications networks, they may also create the poten-
tial for trade barriers and additional costs which the Federal Gov-
ernment would have to take into account if it chose to pursue such
efforts.

Mr. Chairman, this concludes my oral statement. I would be
happy to respond to comments. Thank you.

[The prepared statement of Mr. Goldstein follows:]
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m LS GOVERNS

CACCOUNTABIITY O

441 G St. N.W.
Washington, DC 20548

Chairman Walden, Ranking Member Eshoo, and Members of the
Subcommittee:

Thank you for the opportunity to testify at today’s hearing on federal and
industry efforts related to communications supply chain security. The
United States, like many other nations, is reliant on commercial
communications networks for business and personal communication as
well as for matters of national and economic security. Public and private
organizations rely on computer systems to transmit sensitive and
proprietary information, develop and maintain intellectual capital, conduct
operations, process business transactions, fransfer funds, and deliver
services. In addition, the Internet has grown increasingly important to
American business and consumers, serving as a medium for hundreds of
billions of dollars of commerce each year. Many communications-based
applications and services, including local and long-distance telephone
calls, email, text messages, file fransfers, and on-demand video
programming, depend on effectively operating communications networks.
Government, industry, and the public rely on communications networks to
such a great degree that federal policy has inciuded them in a category of
national assets deemed critical infrastructure,’ making their protection a
national priority.? Many other critical infrastructure sectors such as
banking and finance, energy, transportation systems, and water also rely

The Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act of 2001, Pub. L. No. 107-56, § 1018(e), 115 Stat.
272, 401 (2001), codified at 42 U.8.C. § 51950(e), defines critical infrastructure as the
"systems and assets, whether physical or virtual, 5o vital to the United States that the
incapacity or destruction of such systems and assets would have a debilitating impact on
security, national economic security, national public health or safety, or any combination of
those matters,” which is incorporated by reference by section 2(4) of the Homeland
Security Act of 2002, Pub. L. No. 107-286, § 2(4), 116 Stat 2135, 2140 (2002), codified at
6USC.§1044).

2The White House, Prasidential Dacision Directive/NSC 63 (Washington, D.C.: May

1998). The White House, Homeland Security Presidential Directive 7 (Washington, D.C..
December 2003).

Page 1 GAO-13-652T Security of Foreign Network Equipment
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on communications networks to sustain their operation.® In addition, we
have identified protecting systems that support our nation’s cyber critical
infrastructure as a government-wide high-risk area.*

U.S. communications networks are, by and large, owned, operated, and
safeguarded by the private sector. Network providers are dependenton a
global supply chain® to provide equipment—such as routers, switches,
and elements of evolved packet cores®—that is used to transport a high
volume of aggregated voice and data traffic over their commercial
communications networks. According to several network providers, very
little of this equipment is manufactured in the United States. Equipment
manufacturers—inciuding those headquartered in the United States—are
heavily dependent on facilities in foreign countries to design,
manufacture, and assemble their products. This dependence on foreign-

SFederal policy established 18 critical infrastructure sectors: agriculture and food; banking
and finance; chemical, commercial facilities; communications; critical manufacturing;
dams; defense industrial base; emergency services; energy; government facilities;
information technology; national monuments and icons; nuclear reactors, materials and
waste; postal and shipping; public health and health care; transportation systems; and
water. Homeland Security Presidential Directive 7 identified 17 critical infrastructure
sectors, and the Depariment of Homeland Security {DHS) added critical manufacturing
using authority provided under the directive. The White House, Homeland Security
Presidential Directive 7 (Washington, D.C.: December 2003) and Department of
Homeland Security, National Infrastructure Protection Plan: Partnering to enhance
protection and resiliency (2008).

4GAO's biennial high-risk list identifies government programs that have greater
vulnerability to fraud, waste, abuse, and mismanagement or need transformation to
address economy, efficiency, or effectiveness challenges. We have designated federal
information security as a government-wide high-risk area since 1997, in 2003, we
expanded this high-risk area to include protecting systems supporting our nation’s criticat
infrastructure—referred to as cyber-critical infrastructure protection, or cyber CIP. See,
most recently, GAO, High-Risk Series: An Update, GAO-13-283 (Washington, D.C..
February 2013).

SThe National Institute of Standards and Technology (NIST} has defined the term “supply
chain” to mean a linked set of resources and processes between acquirers, integrators,
and suppliers that begins with the design of information and communications technology
(ICT) products and services and extends through development, sourcing, manufacturing,
handiing, and delivery of ICT products and services to the acquirer. Notional Supply Chain
Risk Management Practices for Federal Information Systems (October 2012) at
hitp://nvipubs.nist.gov/nistpubs/ir/2012/NIST.IR. 7622 pdf.

#The evolved packet core is the core network used for long-term evolution (LTE) systems;

a standard for commercial wireless technologies. LTE is widely accepted as the
foundation for future mobile communications.
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manufactured equipment” is viewed by some federal entities as an
emerging threat that introduces potential risks® to the networks.®
According to the Office of the National Counterintelligence Executive, "the
globalization of the economy has placed critical links in the manufacturing
supply chain under the direct control of U.S. adversaries.”° A potential
enemy or criminal group has a number of ways to potentially exploit
vuinerabilities in the communications equipment supply chain, such as
placing malicious code in the components that could compromise the
security and resilience of the networks. "

Recent government efforts in the United States and other countries
highlight concerns about the potential impact of supply chain threats on
government, industry, and personal communications and transactions.
Legislative proposals in the United States have sought to improve the
protection of critical infrastructure, such as commercial communications

For the purpose of this report, we define foreign-manufactured equipment as equipment
produced, either in whole or in part, outside of the United States.

SNIST defines "threat’ as any circumstance or event with the potential to adversely affect
organizational operations and assets, individuals, other organizations, or the nation
through an ir ion system via thorized access. destruction, disclosure,
modification of information, or denial or disruption of service. According to NIST, risk is a
measure of the extent to which an entity is threatened by a patential circumstance or
event, and typically a function of (1) the adverse impacts that would arise if the
circumstance or event occurs, and (2) the likelihood of occurrence, which is based on an
analysis of the probability that a given threat is capable of exploiting a given vulnerability.
NIST aiso defines "vulnerability” as a weakness in an information system, system security
procedures, internal controls, or implementation that could be exploited by a threat.
Department of Commerce, National Institute of Standards and Technology, Glossary of
Key Information Security Terms (Washington D.C.. 2011).

SWhite House Cyberspace Policy Review, Assuring a Trusted and Resilient Information
and Communications Structure.
http:/Awvww.whitehouse.gov/: fc ts/Cy pace_Policy_Review_final pdf.

O0ffice of the National Counterintelligence Executive, Supply Chain Threats, accessed on
January 28, 2013, hitp:/Awww.ncix.govfissues/supplychainfindex.php.

"Supply chain-related threats can be introduced in the manufacturing, assembly, and
distribution of hardware, software, and services. We are not addressing disruptions that
can be caused by labor or political disputes and natural causes (e.9., earthquakes, fires,
floods, or hurricanes) that could affect the availability of equipment that is used fo support
the communication networks,
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networks, from cyber attacks.’,'® Likewise, the White House released an
Executive Order and a presidential policy directive in February 2013 that
seek to improve the protection of critical infrastructure, including
communications networks, from cyber attacks.™ In 2012, the House
Committee on Energy and Commerce, Subcommittees on Oversight and
Investigations, and Communications and Technology held a series of
hearings that addressed, among other things, cybersecurity’ threats to
communication networks.™ The House Permanent Select Committee on
Intelligence released a report in October 2012 in which it recommended
the United States view with suspicion the continued penetration of the
U.S. telecommunications market by Chinese telecommunications
companies.”” To help protect against the potential national security risks,
the committee further recommended that U.S -based network providers

12NIST defines “cyber attack” as an attack, via cyberspace, targeting an enterprise's use
of cyberspace for the purpose of disrupting, disabling, destroying, or maliciously
controfling a computing environment/infrastructure, or destroying the integrity of the data
or stealing controlied information.

3Gyber intelligence Sharing and Protection Act, H.R. 624, 113™ Cong. (2013); the
Cybersecurity and American Cyber Competitiveness Act, S. 21, 113" Cong. (2013).

Yimproving Critical Infrastructure Cybersecurily, Exec. Order No. 13,636, 78 Fed. Reg.
11,739 (February 12, 2013). Directive on Critical infrastructure Securnity and Resilience,
Presidential Policy Directive 21, 2013 Daily Comp. Pres. Docs. No. 92. {February 12,

15Ac:;crding to NIST, “cybersecurity” means the ability to protect or defend the use of
“cyberspace” from cyber attacks. NIST defines “cyberspace” as a global domain within the
information environment consisting of the ir pendent network of i ion
infrastructures including the Internet, telecommunications networks, computer systems,

and embedded processors and controflers.

*SHouse Committee on Energy and Commerce, Subcommitiee on Oversight and
Investigations, hearing on /T Supply Chain Security: Review of Govemiment and industry
Efforts (Mar. 27, 2012). House Committee on Energy and Commerce, Subcommittee on
Communications and Technology, hearings on Cybersecurity and the Pivotal Role of
Communications Networks, March 7, 2012; and Cybersecurity: Threats fo
Communications Networks and Public-Sector Responses, March 28, 2012

7parmanent Select Committee on intelligence, U.S. House of Representatives,
Investigative Report on the U.S. National Security Issues Posed by Chinese
Telecommunications Companies Huawei and ZTE, (Washington, D.C.: Oct. 8, 2012). The
report states that the Chinese government or intelligence services could access
equipment during the production process to insert malicious hardware or software for
economic or foreign espionage with or without the cooperation of the companies. The
report contains a classified annex that provides more information regarding the
Committee’s concems about the risk. We did not access the annex.
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consider the fong-term security risks associated with purchasing products
or services from specific foreign-based equipment manufacturers. Other
countries—such as Australia, India, and the United Kingdom-—are
similarly concerned about the emerging threats to their commercial
communication networks posed by the global supply chain and have
taken actions to improve their ability to address this security challenge.

You asked us to examine private-sector and government actions to
respond 1o the potential security risks posed by the use of foreign-
manufactured equipment. This testimony is a public version of a sensitive
report that we issued in May 2013 in response to your request. This
testimony communicates the publicly releasable aspects of our findings
while omitting information considered sensitive regarding federal actions
taken to address potential security risks from foreign-manufactured
equipment. This testimony discusses the objectives of our report, which
were to examine:

1) How communications network providers and equipment
manufacturers help ensure the security of foreign-manufactured
equipment used in commercial communications networks.

2) How the federal government is addressing the potential risks of
the use of foreign-manufactured equipment in commercial
communications networks.

3) Other approaches for addressing the potential risks of the use
of foreign-manufactured equipment in commercial
communications networks and issues related to these
approaches.

In preparing this statement, we relied on the work supporting our May
2013 report. For that report, we interviewed and coliected documentation
from federal agencies, including the Department of Commerce
(Commerce), the Department of Homeland Security (DHS), the
Department of Defense (DOD), the General Services Administration
{GSA), and the Federal Communications Commission (FCC), among
others, that have a role in addressing cybersecurity to identify federal
efforts to address the risks of using foreign-manufactured equipment in
commercial communications networks. We also asked federal agencies
to identify statutes and regulations related fo the federal government’s
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legal and regulatory authority over how communications network
providers ensure the security of their U.S. commercial networks.'® We
interviewed commercial communications network providers and
equipment manufacturers that supply providers with routers, switches,
and evolved packet cores to discuss their approaches for ensuring the
security of the equipment used in commercial communications networks.
We focused this work on the five wireless and five wireline network
providers with the highest revenue and the eight manufacturers of routers
and switches with the largest market share™ in the United States. We did
not test the effectiveness of the practices identified by the federal
government, communication network providers, or equipment
manufacturers.

Additionally, through a review of government and academic studies and
interviews with stakeholders, we identified and described other
approaches from governmental entities in Australia, india, and the United
Kingdom that address supply chain risks for commercial communications
networks.?® We chose these countries to show the variation in how foreign
governments are approaching supply chain risk management and
because of the availability of public information in English describing their
approaches. While the results of the data collected from these three
countries may not encompass all possible approaches, they provided
important insights into the approaches that some countries are using to
address supply chain risks for commercial communications networks. We
also assessed the potential for using the Committee on Foreign
investment in the United States (CFIUS)*! review process for purchases
of foreign-manufactured equipment. A voluntary notification process
similar to CFIUS is being discussed by government and industry

8This report focuses on the wireline, wireless, and cable networks, and the core routing
and switching equipment within those networks because they represent the majority of
traffic.

19The eight manufacturers of routers and switches had a combined market share of 92
percent. We did not have access to data on market share for wireline and wireless
providers.

Bwe attempted to include Canada in our review, but there was limited public information
on its approach, and Canadian officials did not respond to our request for an interview.

ICFIUS is an inter-agency committee, established by Exec. Order No. 11858, 40 Fed.
Reg. 20,263 (1975), as amended, authorized to review transactions that could result in
control of a U.5. business by a foreign person, in order to determine the effect of such
{ransactions on the national security of the United States.
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stakeholders. We reviewed the Foreign Investment and National Security
Act of 20072 related regulations, and CFIUS annual reports to Congress
to describe the CFIUS process and its applicability to purchases of
foreign equipment for commercial networks. Finally, we conducted our
own analysis regarding several potential issues that could arise from the
use of these approaches, We identified these issues based on interviews
with foreign government officials and U.S. industry stakeholders, and our
review of foreign proposals and other documentation. The issues
identified do not present an exhaustive list of all issues that could arise,
but rather provide a range of considerations involved in other approaches
to addressing supply chain risks.

We conducted this work from December 2011 to May 2013 in accordance
with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on
our audit objectives. See appendix | for more information about our scope
and methodology.

Background

Cybersecurity and
Critical
Infrastructure
Protection
Responsibilities

Federal policy calls for critical infrastructure protection activities that are
intended to enhance the cyber and physical security of private
infrastructures, such as telecommunication networks, that are essential to
national and economic security. DHS, Commerce, and FCC have critical
infrastructure protection responsibilities over issues related to the security
of communications networks.2® Appendix IV provides additional

2 pyb, L. No. 110-49, 121 Stat. 246 (2007). See, also, 50 App. U.S.C. § 2061 note.

2Federal agencies can impose conditions on companies with which they contract.
Network service providers and equipment manufacturers therefore may be subject to
security requirements that are specific o contracts they have with the federal goverment.
GSA officials told us that the Office of Manag t and Budget requires GSA 1o include
supply-chain risk-management language in some of its critical-infrastructure-related
contracts. The language requires documentation of a product's manufacturing chain of
custody. However, according to GSA officials, this language is limited to critical-
infrastructure-related contracts because of the higher cost of meeting the requirements.
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Department of Homeland
Security

Department of Commerce

Federal Communications
Commission

information on these agencies’ legal authority related to supply chain
security for commercial communication networks. in addition, some
executive actions have focused on supply chain risk management issues
related to cybersecurity, which are described below.

The Hometland Security Act of 2002% established DHS and assigned it
the following critical infrastructure protection responsibilities:

« develop a comprehensive national plan for securing the key resources
and critical infrastructure of the United States and

« disseminate, as appropriate, information to assist in the deterrence,
prevention, and pre-emption of or response to terrorist attacks.?

Commerce is responsible under Presidential Policy Directive 21 (PPD-
21), in coordination with other federal and nonfederal entities, for
improving security for technology and tools related to cyber-based
systems, and promoting the development of other efforts related to critical
infrastructure to enable the timely availability of industrial products,
materials, and services to meet homeland security requirements.? Within
Commerce, the National institute of Standards and Technology (NIST)
has responsibility for, among other things, cooperating with other federal
agencies, industry, and other private organizations in establishing
standard practices, codes, specifications, and voluntary consensus
standards.?’

Under PPD-21, FCC is responsible for exercising its authority and
expertise to partner with other federal agencies on:

« identifying and prioritizing communications infrastructure;
« identifying communications sector vulnerabilities and working with
industry and other stakeholders to address those vulnerabilities; and

%6 U.8.C. ch. 1.
2SHomeland Security Act, § 201, 6 U.S.C. § 121(d)(5), (8).

%The White House, Presidential Policy Directive 21 (Washington, D.C.: February 2013).
Prior to PPD-21, Commerce was responsibie under Homeland Security Presidential
Directive 7, in coordination with other federal and nonfederal entities, for improving
technology for cyber systems and promoting critical infrastructure efforts. The White
House, Homeland Security Presidential Directive 7 (Washington, D.C.: December 2003).

7715 U.5.C §272.
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Executive Actions

« working with stakeholders, including industry, and engaging foreign
governments and international organizations to increase the security
and resilience of critical infrastructure within the communications
sector and facilitating the development and implementation of best
practices promoting the security and resifience of the nation’s critical
communications infrastructure.?®

Supply chain risk management has been the focus of executive actions;
for example, in January 2008, the President directed the development of
a muiti-pronged approach for addressing global supply chain risk
management as part of the Comprehensive National Cybersecurity
Initiative (CNCI), an ongoing effort.? More recently, at the direction of the
President, a report on the federal government's cybersecurity-related
activities was released, which discussed, among other things, the
importarnce of prevention and response against threats to the supply
chains used to build and maintain the nation’s infrastructure.®
Additionally, in response to one of the report's recommendations, the
President appointed a national cybersecurity coordinator in December
2008.

Description of Core
Networks and Access
Networks

The United States has several nationwide voice and data networks that
along with comparable communications networks in other countries,
enable people around the world to connect to each other, access
information instantly, and communicate from remote areas. These
networks consist of core networks,®' which transport a high volume of
aggregated voice and data traffic over significant distances, and access
networks, which are more localized and connect end users to the core
network or directly to each other. Multiple network providers in the United

2®The White House, Presidential Policy Directive 21 (Washington, D.C.: February 2013).

29The White House, National Security Presidential Directive 54/Homeland Security
Presidential Directive 23. (Washington, D.C.: Jan. 8, 2008).

3%The White House, Cyberspace Policy Review: Assuring a Trusted and Resilient
Information and Communications infrastructure. May 2009.
hitp:/Awww.whitehouse gov/assets/documents/Cyberspace_Policy_Review_final pdf.

FINIST officials stated that there are no agreed-upon definitions of "core network,” “core
equipment,” or “core infrastructure.” The descriptions of the terms in this report are based
on information in the 2012 Risk Assessment Report for Communications, published by
DHS'’s National Communications System.
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States operate distinct core and access netwarks that interconnect to
form a national communications infrastructure (see fig. 1).

Figure 1: Communications Core and Access Networks

Services

Phone

Cablefsatelfite TV nternet

Note: As stated previ , this testi i only the wireline, wireless, and cable access
segments of the communications sector.

" Routers and switches send traffic, in the form of data packets, through

core and access networks: These pieces of equipment read the address
information located in the data packet, determine its destination, and
direct it through the network. Routers connect users between networks,
while switches connect users within a network.*? The evolved packet core
is the maobile core network used for long-term evolution (LTE) systems, a

32Many switches are now designed to perform the functions of routers as welt as other
security services such as firewalls and intrusion detection.
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standard for commercial wireless fechnologies. LTE is widely accepted as
the foundation for future mobile communications. Several major network
equipment manufacturers are competing to provide equipment to wireless
network providers that are upgrading their networks to depioy LTE.

Global Supply Chain

Communications infrastructure is increasingly composed of components
that are designed, developed, and manufactured by foreign companies or
by U.S. companies that rely on suppliers that integrate foreign
components into their products.®® Furthermore, we have previously
reported that according to NiST, today’s complex global economy and
manufacturing practices make corporate ownership and control more
ambiguous when assessing supply chain vulnerabilities, as companies
may conduct business under different names in multiple countries.® For
example, foreign-based companies sometimes manufacture and
assemble products and components in the United States, and U.S.-based
companies sometimes manufacture products and components overseas
or employ foreign workers domestically. Figure 2 depicts some of the
locations that major network equipment manufacturers we spoke with use
for different steps in the production process.

Selcordia, Mitigating the Supply Chain Sscurily Risks in National Public
Telecommunications Infrastructure,( 2011).

34GAO, IT Supply Chain: National Security-Related Agencies Need to Better Address
Risks, GAO-12-361 (Washington, D.C.: March 23, 2012).
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Figure 2: Examples of Supply Chain L ions for juip L

old icons indicate that the production step is conducted in the country,
*Fabrication is the construction of a physical item from raw materials or the lowest-level parts.
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From 2007 through 2011, communications network equipment imported
for the U.S. market came from over 100 foreign countries.®® While the
import data do not distinguish whether the imports are from U.S. or
foreign-based companies, according to International Trade Commission
staff, many of the imports are from U.S. companies manufacturing
abroad. imports of network equipment to the United States grew about
$10 billion (about 76 percent) over a 5-year period, from $13.5 billion in
2007 to $23.8 billion in 2011, as shown in figure 3. During this same
period, imports from China, which was the leading source country, grew
by $4.9 billion (112 percent). in 2011, the top five sources of U.S. imports
of networking equipment were China ($9.3 billion), Mexico ($5.2 billion),
Malaysia ($2.6 billion), Thailand ($1.9 billion), and Canada ($713 million).

*4.8. Internationa! Trade Commission. Inferactive Tariff and Trade DataWeb (accessed
Dec. §, 2012). [Data file]. http:/dataweb.usitc.gov/. The data are based upon a search for
Harmonized Tariff Schedule (HTS) Code 851762, which includes machines for the
reception, conversion, and transmission or regeneration of voice, images, or other data,
including switching and routing apparatus.
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Figure 3: Total U.S. Imports of Network

2007
Year

t and Top Five S by Country, 2007 to 2011

2008 2010 2011

Note: The data included impol_'ls that were ized as | i Tai_-iffv Code

851762, which includes for the P ion, and or of
voice, images, or other data, including switching and routing apparatus.

While there is no comprehensive unclassified compilation of attacks to
core networks that originated in the supply chain,* reliance on a globat

3BNetwork providers may be reluctant to publicly divuige this information because of
business concerns, For those incidents publicly reported, it can be difficult to discern if the
attack was targeted to core network equipment.
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supply chain introduces some degree of risk. Risks include threats posed
by actors such as foreign intelligence services or counterfeiters that may
exploit vulnerabilities in the supply chain, thus compromising the
availability, security, and resilience of the networks.* Muitiple points in
the supply chain may present vuinerabilities that threat actors could
exploit, For example, a lack of adequate testing for software patches and
updates could leave a communications network vuinerabie to the
insertion of code intended to allow unauthorized access to information on
the network. Routers and switches can present points of vulnerability
because they connect to the core network and are used to aggregate
data, according to an FCC official with whom we spoke. For example if a
threat actor gained control of a router, that actor couid disrupt data traffic
to and inside core networks. Supply chain threats and vuinerabilities are
discussed in more depth in appendixes |l and l1i, respectively.

Industry Is
Addressing the
Risks of Using
Foreign-
Manufactured

Tomant
%%ﬁ%éﬁiéé'Address
Supply Chain Risk
through Procurement
and Testing
Practices

The network providers and equipment manufacturers we met with told us
they address the potential security risks of using foreign-manufactured
equipment through voluntary risk management practices. Officials from
the companies and industry groups that we spoke with said that they
consider the level of risk to be affected not by where equipment and
components are made, but how they are made, particularly the security
procedures implemented by manufacturers. Many of these officials aiso
said they were not aware of any intentional attacks originating in the
supply chain, and some said that they consider the risk of this type of
attack to be low. Officials from four industry groups and one research
institution we spoke with toid us that supply chain attacks are harder to
carry out and require more resources than other modes of attacks, such

37Suppiy chain-related threat actors include comorate spies, cornupt government officials,
cyber vandals, disgruntied employees, foreign military, government agents or spies,
radical activists, purveyors of counterfeit goods, or criminals. GAO-12-361.
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as malicious software uploaded to equipment through the Internet, and,
therefore, are the less likely vehicle to be used by potential attackers.*
Three network providers told us the most common anomalies found in
equipment are caused by erroneous coding in the software, anomalies
that are unintentional. Such anomalies couid, however, lead to exploitable
vulnerabilities, according to officials from a third-party testing firm.*
Nonetheless, the companies we spoke with told us that security is a high
priority because their brand image and profitability depends, in part, on
avoiding any type of breach of security or disruption of service.

Network providers and equipment manufacturers told us that their
voluntary risk management practices are in the areas of vendor selection,
vendor security requirements, and equipment testing and monitoring, as
described below and in figure 4. They said these practices are often a
part of their company’s overall security plans and procurement processes
and are applied throughout the entire life cycle of their equipment.*®

380yficials from an industry group and a research institution, as well as a recent
congressional report also noted that a fikely threat actor to carry out a supply chain attack
would be a nation-state, because it may have the capabilities and the incentives for
conducting such attacks.

3%According to a recent congressional report and an official from a research institution that
we spoke with, sophisticated implants in equipment, such as inserting malicious code into
firmware, along the supply chain may be very difficult to detect. Permanent Select
Committee on Intelligence, U.8. House of Representatives, Investigative Report on the
U.S. National Security Issues Posed by Chingse Telect ications Companies Huawei
and ZTE, (Washington, D.C.: Oct. 8, 2012).

“Dywe did not test the effectiveness of these practices and have not described all the
supply-chain risk-management practices that network providers and equipment
manufacturers implement. Because we collected this information from the network
providers and equipment manufacturers with the largest market shares, it may not be
representative of the approaches taken by ali companies.
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Vendor Selection

Figure 4: Examples of Companies’ Supply Chain Risk-Management Practices
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The network providers and equipment manufacturers we spoke with said
that ensuring the security and reliability of their equipment requires them
to carefully select their vendors.*' In addition to the typical considerations
when selecting vendors——prices and product performance, the vendor's
financial stability, and maintenance and service options offered-—the
providers and manufacturers told us that they consider security-refated
factors, such as the vendor's security practices, the industry standards
related to security the vendors follow, and past security performance or
reputation.®2 Another consideration for some network providers when
selecting vendors is how critical the equipment being procured is to
network operations. Components that will be used in the core network, for
example, are typically purchased from vendors that network providers

4%\e refer to vendors in this section as those companies that supply network service
providers with equipment or those that supply parts to equipment manufacturers.

“2Njetwork service providers and equipment manufacturers told us that there are ‘quality-
control and security-refated industry standards for vendors that are not specific to supply
chain, but do affect security, and a vendor's compliance with these maybe favorably
viewed.
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Vendor Security
Requirements

consider most trustworthy. Some network providers told us they also
value having long-term relationships with equipment manufacturers,
because they are able to develop trust over time that the manufacturer
will provide them with reliable and secure equipment and services.

While network providers said that they are aware of security concerns
about vendors from certain countries, they do not exclude vendors from
consideration that have manufacturing locations in those countries, in
part, because the global nature of the supply chain would make excluding
ali vendors located in a particular country difficult. Some network
providers told us they may exclude or avoid vendors based on factors
such as the ownership of the company or concerns about the security of
the vendor’s product, and two told us that federal government officials
had advised against using specific vendors for national securily reasons,
as discussed in the following section of this testimony.

Network providers and equipment manufacturers told us that once vendor
selections are made, they might require vendors to follow certain security
practices, often as part of their contracts. Network providers told us that
the security practices they require are typically based on the criticality or
perceived risk of the project and the role of the vendor. For example, one
network provider we spoke with generates a vendor risk profile for
purchases that it considers critical or high risk or if it does not have an
established relationship with the vendor. The company uses the profile to
coliect information on the product or service being provided, the vendor's
access to proprietary information, such as the company’s financial
information or customer sensitive information, and available information
on a vendor's subcontractors. This information enables the network
provider to identify areas of concern to investigate and to customize the
security requirements placed on the vendor. The security practices that
both network providers and equipment manufacturers may require of their
vendors include the following:

» physical security measures, such as procedures for securing
manufacturing sites, tfransporting equipment and parts, and packaging
equipment and parts;

« access controls, such as limiting in-house and vendor employees’
access to equipment, maintaining records of who accesses
equipment, and restricting who performs patches and updates; and

« employee security measures, such as requiring employees to have
background checks and use passwords and user verification to
access systems.
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Equipment Testing and
Monitoring

Additionally, network providers and equipment manufacturers told us they
might require vendors to allow inspections of their manufacturing sites to
check for compliance with the agreed-upon security practices.
Representatives from the companies we met with toid us that they
conduct inspections at varying frequencies and for a number of reasons,
including if the vendor is providing a critical piece of equipment or part or
is identified as high risk, or if the equipment is performing poorly.

Network providers and equipment manufacturers told us that equipment
is tested to detect vuinerabilities. This is done throughout the life cycle of
equipment, including during product development, before and after
implementation, and when any patches or updates are applied. After
equipment is installed into the network, network providers aiso monitor
the equipment constantly to detect abnormal traffic or problems with the
equipment that might indicate a potential cyber attack and disrupt network
service. According to officials from a third-party testing firm, there are
several tools available to test the security of equipment, including:

« vulnerability scans—searching software and hardware for known
vulnerabilities;

« penelration testing—executing deliberate attempts to attack a network
through the equipment, sometimes targeting specific vulnerabilities of
concern; and

« source code analysis—evaluating in depth the underlying software
code that can uncover unknown vulnerabilities that would not be
detected during a vulnerability scan.®®

Testing can be performed by the network provider, the equipment
manufacturer, or independent third-party testing firms. Most network
providers and several equipment manufacturers told us they use third-
party testing firms on an ad-hoc basis, such as when requested by a
customer or when they do not have the expertise or resources to conduct
appropriate tests. Network providers and equipment manufacturers also
use these firms when they want fo analyze software or firmware source
code because equipment manufacturers are reluctant to provide network

#There are other specialized tools available for certain situations. For example, officials
from a third-party security firm told us that a network provider may conduct forensic
analysis following a compromise of their network to provide a high level of assurance that
the issue has been resolved.
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providers with source code, which they consider intellectual property.*
Two network providers and one equipment manufacturer told us they use
a trusted delivery model that employs a third-party testing firm to ensure
that the equipment purchased and received is secure. Under this model,
the third-party testing firm tests equipment over the full life-cycle of
equipment, including when there are software patches or hardware
updates, and uses a number of different techniques, such as source code
analysis. Additionally, the testing firm verifies that the equipment
delivered and implemented by the network provider matches the
equipment tested and that the equipment manufacturer followed certain
security procedures.

However, a recent congressional report identified the following potential
limitations of third-party testing and available testing techniques.

» These firms typically test equipment that is configured in a specific
and restrictive way that may differ from the configuration that is
actually deployed in the network.

» The behavior of equipment can vary widely depending on how and
where it is configured, installed, and maintained.

« The pace of technology is changing more rapidly than third-party
evaluation processes.

« Vendors that finance their own security evaluations create a conflict of
interest that can lead to skepticism about the independence and rigor
of the result.®

Officials from a third-party testing firm told us that there are evaluation
processes, such as the frusted delivery model, that test the equipment
delivered to network providers and deployed into the network against the
equipment tested. Although they said it is impossible to test every piece
of equipment, the firm tests a statistically significant random selection of
equipment that represents all manufacturing lots and geographic

“rirmware is the combination of a hardware device and computer instructions and data
that reside as read-only software on that device.

“Spermanent Select Committee on Intefligence, U.S. House of Representatives,

Investigative Report on the U.S. Nationai Security Issues Posed by Chinese
Telecommunications Companies Huawei and ZTE, (Washington, D.C.: Oct. 8, 2012).
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locations. They also told us that independence is critical to their business.
The officials said the vendor has no visibility into the evaluation process,
and, typically, the vendor is obligated to report testing results.

The congressional report further stated that regardiess of the testing
technique employed, fully preventing a determined and clever insider
from intentionally inserting flaws into equipment means finding and
eliminating every significant vulnerability from a complex product, a
monumental, or even—in the words of one congressional report—
"virtually impossible” task.*® Similarly, officials from one third-party testing
firm whom we spoke with told us that they have concerns about the
effectiveness of network monitoring as a way of detecting vuinerabiiities.
They said that security monitoring, in most cases, can only detect
attempts to exploit known vuinerabilities, or in more complex approaches,
identify potentially dangerous anomalous network activity. And as
systems evolve and are updated, new vulnerabilities that have jong
existed in the underlying equipment may be inadvertently exposed in a
manner that makes exploitation possible.

Companies
Collaborate on
Supply~Chain
Security Standards,
Best Practices, and
Information Sharing

There are currently no industry standards that address all aspects of
supply chain risk management, including supply chain security, and few
best practices that provide industry with guidance on determining what
practices to use. However, according to officials from companies and
industry groups and the experts we spoke with, there are several
industry-led efforts to establish standards and best practices and share
information related to supply chain security.*” Some network providers
and equipment manufacturers told us that they developed their own
practices based on national and international standards that address
information systems’ security, such as those practices described within

46p it Select C i on intefiig , U.8. House of Representatives,
Investigative Report on the U.S. National Security Issues Posed by Chinese
Telece ications Companies Huawei and ZTE, (Washington, D.C.: Oct. 8, 2012).

4Tstakeholders we spoke with told us about efforts related to securing the software supply
chain, such as those conducted by the Software Assurance Forum for Excellence in Code,
which is an industry-led group that develops best practices for reliable software, hardware,
and services and DHS's Software Assurance Program. These groups have published
several supply-chain security guidelines for the development of secure software.
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the certification program called the Common Criteria,”® and those
developed by the International Organization for Standardization (i1SO), the
international Electrotechnical Commission (IEC), NIST, and the Internet
Engineering Task Force. However, these standards are not specific to
supply chain security.*® Additionally, federal agencies that we have
identified as having jurisdiction over issues related fo the security of
communications networks have not established supply chain security
requirements for the communications industry, as discussed further in the
next section of this testimony.5® The companies we spoke with aiso told
us they have been participating in information sharing about cybersecurity
issues, including supply chain security, in venues including informal
conversations, industry group meetings, and discussions with the federal

“8The Common Criteria provides a common set of requirements for the security
functionality of information technology (iT} products and for assurance measures applied
1o these IT products during evaluation. Evaluations of IT products are conducted by
independent and licensed laboratories, and those that meet the Common Criteria
requirements are provided with a certification. These certifications are recognized by
participating member countries.

i According to a DOD official, there are a number of national and giobal standards-
development organizations—such as [SO, the Common Criteria’s technical working group,
and the Common Criteria Development Board—that have supply-chain risk-management-
related initiatives. According to officials from NIST and DOD, one of the more significant
standards being developed is ISOAEC 27036 “IT Security—Security techniques—
Information security for supplier relationships.” This draft standard will offer guidance on
the evaluation and mitigation of security risks involved in the procurement and use of
information or {T-related services supplied by other organizations. NIST officials told us
that the proposed standard would address the risk management aspects of the entire ICT
supply chain from the perspectives of suppliers and customers. DOD officials told us that
all of the supply-chain risk- management initiatives and standards development activities
are monitored and harmonized where possible.

S%n October 2012, NIST published an interagency report that describes a set of supply-
chain assurance methods and practices o help federal departments and agencies
manage the associated information and communications technology (ICT) supply-chain
risks over the entire life cycle of ICT systems, products, and services. NIST officials told
us that they are developing a special publication related to this report. Several network
providers and equipment manufacturers we spoke with said that these could serve as a
reference for private companies to use when developing their own supply-chain risk-
management practices. Notional Supply Chain Risk Management Praciices for Federal
Information Systems (October 2012) at
http://nvipubs.nist.gov/nistpubs/ir/2012/NIST.IR.7622 pdf.
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The Open Group Trusted

Technology Forum

(OTTF)

government. Below are the two industry-led efforts most frequently
discussed during our interviews.®'

The OTTF is a forum within The Open Group, which is a global
consortium that represents all sectors of the {T community including
academics, equipment manufacturers, federal agencies, and software
developers. The Open Group establishes certification programs and
voluntary consensus standards, such as standards for security, enterprise
architecture, interoperability, and systems management.® The OTTF’s
objective is to create and adopt standards to improve the security and
integrity of commercial off-the-shelf information and communication
products, including hardware and software, as they are being developed
and moved through the global supply chain. In April 2013, the OTTF
published a voluntary standard® that is intended to enhance the security
of global supply chains by mitigating the risks of tainted and counterfeit
products.® The OTTF intends to provide an accreditation program that
will allow information and communication providers, equipment
manufacturers, and those vendors that supply software or hardware
components to the providers and manufacturers, to become accredited if
they meet the standard's requirements and conformance criteria. Officials
from DOD said that although it is unknown whether industry will adopt this
standard and what the associated costs will be to maintain and use it,
developing such process-based certifications along with product

51Academics and equipment manufacturers we spoke with also told us about a set of
supply-chain-security best practices being developed by the internet Security Alliance
(ISA)—a multi-sector trade association whose mission is to motivate enhanced security of
cyber systems. According to an ISA official, ISA has drafted a set of voluntary best
practices that were developed through recommendations from industry and government.
The document provides electronics manufacturers with a set of security measures for all
stages of the production of electronics products that when impiemented, will make it more
difficult to insert malicious firmware or defective components into electronics products,
such as limiting the personne! with access to design facilities to those who genuinely need
to be there and using two or three factor authentication {e.g., photo radio-frequency
identification and fingerprint) for employees.

$20fficials from the Open Group told us their standards are consistent with the Office of
Management and Budget Circular No. A-118, which establishes policies on federal use
and development of voluntary consensus standards and conformity assessment activities.

53 The Open Group, Open Trusted Technology Provider Standard (O-TTPS)™ Version
1.0, Mitigating Maficiously Tainted and Counterfeit Products (Aprit 2013).

S4information and communication providers—including network providers and equipment

manufacturers, govemment organizations, and third-party labs—participated in the
OTTF’s effort to establish this voluntary standard.
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Communications Sector
Coordinating Council
{CSCC)

certifications, such as the Common Criteria, may prove beneficial in
covering more of the global IT supply chain.®®

In accordance with Homeland Security Presidential Directive 7, the CSCC
is an industry-led group that represents the viewpoints from the U.S.
communications sector and facilitates coordination between industry and
the federal government on improving physical and cyber security of the
communications critical infrastructure.®,% Representatives from the
CSCC told us that the CSCC began meeting with the federal government
in March 2011 to discuss supply chain security, which led to the creation
of a CSCC working group to facilitate dialogue, planning, and
coordination among the government and industry on supply chain risk
management. This group’s objectives include enhancing the
government’s understanding of industry’s current risk management
practices, the government's sharing of supply chain threat information,

55The Permanent Select Committee on Intelligence report cited the earfier stated concern
that evaluation programs, such as the Common Criteria, that rate companies based on
their processes do not address the threats because the evaluation does not include
testing for vulnerabitities in the equipment. This concern could apply to the OTTF's
standard because it also is based on certifying vendors' processes and not on evaluations
of the equipment’s integrity.

55Federal policy established 18 critical infrastructure sectors that are critical to the nation's
security, economy, and public health and safety. The National Infrastructure Protection
Plan (NIPP) presents the government's coordinated approach that will be used to
establish priorities, goals, and requirements for critical infrastructure and key resources
protection. The plan specifies key initiatives, milestones, and metrics to achieve the
Nation's critical infrastructure and key-resources-protection mission. The NIPP also
describes a partnership model as the primary means of coordinating government and
private sector efforts in this area, For each sector, the model requires formation of
government coordinating councils and encourages the formation of sector coordinating
councils. Sector coordinating councils are self-organized, seif-run, and self-governed
entities comprised of critical infrastructure owners and operators that serve as the
principals for sector policy coordination and planning. DHS is the sector-specific agency
assigned to the communications sector that according to the NIPP, is to work with its
private sector counterparts to understand and mitigate cyber risk. Department of
Homeland Security, National Infrastructure Protection Plan, Partnering to Enhance
Protection and Resiliency (2009).

57In February 2013, the White House released Presidential Policy Directive 21 (PPD 21),
which requires DHS to update the NIPP. PPD 21 specifically stated that the update to the
NIPP "should consider sector dependencies on energy and communications systems.”
The White House, Presidential Policy Directive 21 (Washington, D.C.. February 2013).
According to DHS officials, following the release of the revised NIPP in late 2013, an
updated communications sector-specific plan will be released, and it will address supply
chain security of communications networks.
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and identifying and sharing best practices for supply chain risk
management. The working group is scheduled to conclude its work in
December 2013.%

Federal
Government Has
Begun Efforts to
Address the
Risks of Using
Foreign-
Manufactured

The White House released an Executive Order in February 2013 that is
likely to have an impact on communications supply chain security. We
identified other federal efforts, such as the interim Telecommunications
Sector Risk Management Task Force, that could impact communications
supply chain security, but the results of those efforts are considered
sensitive, so we do not include them here.

EEERTSTorder on
Cybersecurity for
Critical
Infrastructure

Cybersecurity Framework

An Executive Order released in February 2013 calls for NIST to develop a
framework to reduce cyber risks to critical infrastructure and for DHS and
others to spearhead increased information sharing between the federal
government and owners and operators of critical infrastructure including
communications networks.>® As discussed below, federal officials told us
that supply chain security may be included in these efforts, but the extent
has yet to be determined.

The Executive Order instructs NIST to develop a cybersecurity framework
{framework) to reduce cyber risks to critical infrastructure using an open
pubiic review and comment process. This framework would provide
technology-neutral guidance to critical infrastructure’s owners and
operators. In February 2013, NIST published a request for information
(RF1) in which NIST stated it is conducting a comprehensive review to

SByhile the working group is currently set to end in December 2013, it may be extended
beyond that date if necessary. According to one member, the working group had met
twice as of December 2012.

5%gxec. Order No. 13,636. As previously mentioned, the Executive Order seeks to
improve the protection of critical infrastructure.
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Information Sharing

develop the framework and is seeking stakeholder input.® According to
NIST officials, the extent to which supply chain security of commercial
communications networks will be incorporated into the framework is
largely dependent on the input it receives from stakeholders. The officials
added that while it is reasonable to assume that they may receive
comments about supply chain security, which crosses critical
infrastructure sectors, it is possible they may not receive comments
specific to the use of foreign-manufactured equipment in commercial
communication networks.

In adopting the preliminary framework, the Executive Order requires
agencies with responsibility for regulating the security of critical
infrastructure® to provide a report—in consultation with national security
staff, DHS, and the Office of Management and Budget—which states
whether the agencies have clear authority to establish requirements
based on the framework and whether any additional authorities are
necessary. DHS officials stated that without seeing the context of the
report, they could not say whether it would identify authorities specifically
related fo the supply chain security of commercial communications
networks and the conditions under which those authorities could be used.

The Executive Order also calls for the federal government to increase
information sharing with owners and operators of critical infrastructure,
including communications networks, information sharing that could

S0National Institute of Standards and Technology. Developing a Framework To Improve
Cnitical Infrastructure Cybersecurity (February 2013), accessed March 4, 2013,
https:/ffederalregister.gov/a/2013-04413. The RFI seeks comments on several topics
including current risk management practices; use of frameworks, standards, guidelines,
and best practices; the applicability of existing publications, including those of other
governmentis; and specific industry practices. NIST has invited responses from owners
and operators of critical infrastructure; federal agencies; state and local governments;
standard-setting organizations; and other stakeholders.

S1ECC, to the extent permitted by law, is to exercise its authority and expertise to partner
with DHS and the Department of State, as well as other Federal depariments and
agencies on (1) identifying and prioritizing communications infrastructure; (2} identifying
communications sector vulnerabilities and working with industry and other stakehoiders to
address those vulnerabilities; and (3) working with stakeholders, including industry, and
engaging foreign governments and international organizations to increase the security and
resilience of critical infrastructure within the communications sector and facilitating the
development and implementation of best practices. The White House, Presidential Policy
Directive 21 (Washington, D.C.: February 2013),
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include sharing of supply chain-related threats.®? The order directs DHS to
share unclassified cyber threat information and expand a voluntary
information-sharing program that provides classified cyber threat
information to critical infrastructure owners and operators with
government security clearances. DHS officials told us that they foresee
that this information sharing couid encompass threats originating in the
supply chain.

Other Approaches
to Supply Chain
Risk Management

Risk Management
Approaches from
Selected Countries

Australian Reform
Proposal

The Australian government is considering a reform proposal to establish a
risk-based regulatory framework to better manage national security
challenges to Australia’s telecommunications infrastructure.®® The
Attorney-General, in consultation with industry, has created a proposal
that addresses supply chain risks by introducing a universal obligation on

S2Federal agencies have multiple cyber-threat information-sharing mechanisms in
partnership with the private sector, though these do not always address supply chain
concerns. The mechanisms include the National Coordinating Center/Communications
Sector Information Sharing and Analysis Center, Network Security information Exchange,
the National Security Telecommunications Advisory Commitiee, Cybersecurity Information
Sharing and Coliaboration Program, Nationaf Infrastructure Coordinating Center, and the
United States Computer Emergency Readiness Team.

83r0r the purposes of security, Australia’s telecommunication industry is regulated
primarily under two pieces of legislation—the Australian Telecommunications Act (1997)
administered by the Minister for Broadband, Communications and the Digital Economy
and the Australian Telecommunications {Interception and Access) Act (1979} (TIA Act),
administered by the Attomey-General. The TIA Act does not specifically address supply
chain risks, hardware and software vuinerabifities or security risks to the confidentiality,
integrity and availabifity of telecommunications infrastructure. See Australian Government,
Attorney-General's Department, ipping Australia Against Ei ing and Evolving
Threats {July 2012).
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carriers and carriage service providers® to protect their networks and
facilities from unauthorized access or interference. Specifically, the
proposal requires carriers and carriage service providers to be able to
demonstrate competent supervision and effective controls over their
networks. The government would also have the authority to use
enforcement measures to address noncompliance, as described in

table 1.5
Table 1: Key S y Requil of A ia’s 2012 Reform Proposal
Key ity requi Descrip
Competent supervision Carriers and carriage service providers would be required to maintain 1) oversight (either

in-house or through a trusted third party) of their network operations and the focation of data; 2)
awareness of, and authority over, pasties with access to network infrastructure; and 3) a
reasonabie ability to detect security breaches or compromises.

Effective control

Carriers and carriage service providers would be required to maintain direct authority or
contractual arrangements which ensure that their infrastructure and the information held on it are
protected from unauthorized access. This could include arrangements to terminate contracts for
security breaches and remove information and network systems where unauthorized access to a
network has occurred.

Demonstration of compliance

Carriers and carriage service providers would be required to demonstrate compliance through
steps such as compliance assessments and audits.

Enforcement measures/penalties
for noncompliance

Government enforcement options include the authority to direct carriers and carriage service
providers to undertake targeted mitigation of security risks, including modifications to
infrastructure, audits, and ongoing monitoring, with costs covered by the carriers and carriage
service providers; and financial penalties. The Attorney-General wouid also retain the power fo
order carriers and carriage service providers to stop service for the most serious security
breaches.

Source: GAO analysis of Australian reform proposal.

Under this framework, the government would provide guidance to inform

carriers and carriage service providers how they can maintain competent
supervision and effective control over their networks and educate carriers
and carriage service providers on national security risks. The approach

$4Australia defines a “carrier” as an owner of a telecommunications facifity that is used to
supply carriage services to the public. it defines a “carriage service provider” as an entity
that supplies a carriage service to the public using a telecommunications facility.

$5gee Australian Government, Attorney-General's Department, Equipping Australia
against Emerging and Evolving Threats (July 2012).
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India’s Licensing
Amendments

would require amendments to telecommunications statutes, such as the
Telecommunications Act and other relevant laws.®®

india enacted a new approach in 2011 through its operating licenses for
telecommunications service providers.®” India’s Department of
Telecommunications {DoT) is responsible for granting operating licenses
to India’s telecommunications service providers. in May 2011, DoT issued
amendments fo its operating licenses that included new or revised
requirements for providers and equipment vendors to improve the
security of India's telecommunications network infrastructure.®® Under the
amendments, telecommunications service providers are to be completely
responsible for security of their networks, including the supply chain of
their hardware and software. Key security requirements are described in
table 2.

Table 2: Key Security Requirements of india’s 2011 Licensing Amendments

Key security requirements

Description

Organizational security policies

Providers must have an organizational policy on security and security management of their
networks and must audit their own networks or contract with a network-security audit and
certification agency to provide a network audit at least once a year.

88australian Government, Attormey-General’s Dep , Equippit ia against
Emerging and Evolving Threats (July 2012).

871 addition to the ficensing approach, in February 2012, India also adopted a Preferential
Market Access designed, in part, o address unspecified security concems of the Indian
govemment. The policy provides preference to electronic products manufactured in India
in government procurements. According to the Office of the United States Trade
Representative (USTR), the policy aiso anticipates requiring private firms to ensure that
their purchases of “electronic products which have security implications” are domestically
manufactured. USTR officials told us the federal govemnment and industry, joined by other
governments and foreign industry associations have raised concems with the government
of India regarding the scope and substance of this approach.

88 \ent of India, Dep of Telecommunications, Letter to All Unified Access
Service Licensees, No. 10- 15/2011-AS1I/21), (May 31, 2011) {(amending license clause
41.6A). USTR and others have reported that India's previous amendments to
telecommunications service licenses included several controversial requirements for
foreign vendors, including the forced transfer of technology to Indian companies, the
escrowing of source code and other high-level and detailed designs, and assurances
against maiware and spyware during the entire use of the equipment. According to USTR,
in response to concerns raised by industry and trading partners, including the United
States, India suspended implementation of the license amendments while it consuited
interested parties to better evaluate the extent to which those requirements in fact
addressed india's security challenges.
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Key security requirements

Description

Local testing requirements

Beginning April 1, 2013, all network equipment must be tested and certified to relevant Indian or
international security standards in indian labs.

Recordkeeping

Telecommunications service providers must keep a record of the supply chain of their hardware
and software.

inspection provisions

Vendors must permit the providers, DoT, or its designee to inspect the hardware, software,
design, development, manufacturing facility and supply chain and subject all software to a
security/threat check at any time.

Enforcement measures/penalties

DoT can issue financial penalties for inadvertent security breaches or acts of intentional
omissions, such as a deliberate vulnerability left in equipment. in addition, DoT may cancel the
license of the provider and biacklist the vendor that supplied the hardware or software that
caused the security breach.

United Kingdom'’s
Security Requirements
and Cybersecurity
Evaluation Centre

Source: GAO analysis of India's May 201 Licensing Amendments.

The United Kingdom (UK) enacted new security and resilience
requirements for network and service providers in 2011 through revisions
to its Communications Act of 2003.%° The UK's Office of Communications
(Ofcom), the independent regulator and competition authority for the UK
communications industries, is responsible for enforcing the requirements.
According to Ofcom officials, these requirements address supply chain
risks by focusing on the ability of the network and service providers to
manage the overall security of their infrastructure and maintain network
availability. Ofcom officials told us they are still developing their overall
approach to enforcing the requirements, which are described in table 3.

Table 3: Key Security Requirements for UK Network and Service Providers Enacted in 2011

Key security requirements

Description

Risk management

Network and service providers must take appropriate measures to manage risks to the security
of the networks including management of general security risks; protectmg end users;
protecting interconnections; and maintaining network

incident reporting

Network and service providers must notify Ofoorn of security breaches or reductions in
avaitability that have a significant impact on the network or service.

Demonstration of compliance

Providers must demonstrate that a basic range of security measures have been taken. This
could include compliance with security standards, such as ISO 27000 and ND1643.%

8956¢ Section 105A-D of the UK Communications Act of 2003, The UK government
introduced the new security and resilience requirements, which were effective as of May
2011, to implement changes required by revisions to the regulatory framework set by the
European Commission. This framework applies to all transmission networks and services
used for electronic oommumcatlons in European Member States. See, Ofcom, Ofcom

Gi on Security Requi in the Revised Communications Act 2003 (February
2012).
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) T

Key ity requi

Enforcement measures/penalties

Ofcom could issue binding instruction to direct a provider on the steps that must be taken to
improve the security of their network. For serious requirements breaches, Ofcom can impose
financial penalties.

Source: GAQ analysis of UK security requiretments.

°ND 1643 i is a mlmmum secunty standard for network interconnection developed by Network
forum for the UK communications sector that
for publsc and services in the UK.

A Chinese network equipment manufacturer voluntarily partnered with the
UK government to establish a Cybersecurity Evaluation Centre to test its
equipment for use in UK networks. According to officials from Ofcom and
the Chinese manufacturer, the facility was created in part to address
national security concems related to using equipment from a vendor that
did not have an established relationship with the UK government or UK
network providers. The Chinese manufacturer provides the facility with
the design and source code for all equipment, which is then tested for
vulnerabilities by staff with UK security clearances. According to officials
from Ofcom and representatives from the Chinese manufacturer, network
providers cannot use the equipment until it has been approved through
the testing process. In addition, the UK government requires all software
patches be tested using the same process before they are instalied on
the equipment by the network providers. According to officials from the
Chinese manufacturer, this voluntary approach helped increase trust with
its customers. However, in November 2012, the chairman of the UK
parliament's intelligence and security committee confirmed to us that the
committee is reviewing the commercial relationship between the Chinese
manufacturer and a British telecommunications provider and the Chinese
manufacturer's overall presence in the UK's critical national
infrastructure.”®

T9Representatives from the UK parliament's intelfigence and security committee declined
1o provide additional details about the inquiry.
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Expanding Use of
the U.S. Process
for Reviewing
Foreign
Acquisitions

The U.8. government's Committee on Foreign investment in the United
States (CFIUS) conducts reviews to determine whether certain
transactions that could result in foreign control of U.S. businesses pose
risks to U.S. national security.”’ Industry representatives from the U.S.
Communications Sector Coordinating Council told us the council and
participating federal entities are discussing whether a voluntary
notification process similar to CFIUS should be used for network provider
purchases of foreign-manufactured equipment. in addition, the House
Intelligence Permanent Select Committee report recommended that
legislative proposals seeking to expand CFIUS to include purchasing
agreements should receive thorough consideration by relevant
congressional committees.”

CFIUS follows a process established by statutes and regulations for
examining certain transactions that could result in foreign control of U.S.
businesses. Parties generally submit voluntary notices of transactions to
CFIUS, but CFIUS also has the authority to initiate reviews unilaterally.”
Pursuant to the Foreign Investment and National Security Act of 2007,7
CFIUS must complete a review of a covered fransaction’ within 30

7'The members of CFIUS include the heads of the Departments of Treasury, Justice,
Homeland Security, Commerce, Defense, State, and Energy, and Offices of the U.S.
Trade Representative and Science and Technology Policy. The following offices alse
observe and, as appropriate, participate in CFIUS's activities: Office of Management and
Budget, Council of Economic Advisors, National Security Council, National Economic
Council, and Homeland Security Council. The Director of National Intelligence and the
Secretary of Labor are non-voting, ex-officio members of CFIUS with roles as defined by
statute and regulation.

"2permanent Select Committes on Inteliigence, U.S. House of Representatives,
Investigative Report on the U.S. National Security Issues Posed by Chinese
Telecommunications Companies Huawei and ZTE (Washington, D.C.: Oct. 8, 2012).

7331 C.F.R. §§ 800.401 (procedures for notice), 800.402 (contents of voluntary notice),
See also, Department of Treasury, “Committee on Foreign Investment in the United States
Process Overview,” accessed January 8, 2013, http://Awww.treasury.goviresource-
centerfinternational/foreign-investment/Pages/cfius-overview.aspx.

T4pub. L. 11049, 121 Stat, 246 (2007), amending the Defense Production Act of 1950,
§ 721, Act of Sept. 8, 1950, ch. 932, 64 Stat. 798, codified at 50 App. U.S.C. § 2170.

"5The term “covered transaction” means any merger, acquisition, or takeover that is
proposed or pending after August 23, 1988, by or with any foreign person, which could
result in controt of a U.S. business by a foreign person. 50 App. U.S.C. § 2170(a)(3); 31
C.F.R. §§ 800.207 and 800.224 .
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days.”® In certain circumstances, following the review, CFIUS may initiate
an investigation that may last up to 45 additional days.””,”® if CFIUS finds
that the covered transaction presents national security risks and that
other provisions of law do not provide adequate authority to address the
risks, then CFIUS may enter into an agreement with, or impose conditions
on, the parties to mitigate such risks. If the national security risks cannot
be resolved and the parties do not choose to abandon the transaction,
CFIUS may refer the case to the President, who can choose whether to
suspend or prohibit the fransaction.”®,® As shown in table 4, presidential
decisions are rare. Table 4 also shows the number of CFIUS covered
transactions, withdrawals, and other outcomes from calendar years 2009
to 2011.

7850 App. U.S.C. § 2170(b)}1)(E); 31 C.F.R. § 800.502 (beginning of thirty-day review).
See also, Department of Treasury, “Ce i on Foreign in the United States
Process Overview,” accessed January 8, 2013, hitp://www.treasury.gov/resource-
centerfinternationalfforeign-investment/Pages/cfius-overview.aspx. .

7731 G.F.R. §§ 800.503 (determination of whether to undertake an investigation), 800.604
(determination not to undertake an investigation), 800.505 (commencement of

i igation), 800.508 (completion or ination of investigation and report to the
President). See also, Department of Treasury, "Committee on Foreign Investment in the
United States Process Overview,” accessed January 8, 2013,
hitp://www.treasury.goviresource-centerfinternational/foreign-investment/Pages/cfius-
overview.aspx.

T8parties to a transaction may request withdrawai of their notice at any time during the
review or investigation stages. CFIUS must approve the requests and may include
conditions on the parties, such as requirements that they keep CFIUS informed of the
status of the transaction or that they re-file the transaction at a later time, See 31 C.F.R.
§ 800.507 (withdrawal of notice). CFIUS tracks withdrawn transactions. See Department
of Treasury, “Committee on Foreign Investment in the United States Process Overview,”
accessed January 8, 2013, http:/Awww.treasury. goviresource-center/international/foreign-
ir 1/Pages/cfius-overview.aspx.

79gee Department of Treasury, "Committee on Foreign Investment in the United States
Process Overview,” accessed January 8, 2013, hitp:/www.treasury gov/resource-
center/international/foreign-investment/Pages/cfius-overview.aspx.

89)f CFIUS finds that the transaction in a notice does not present any national security
risks or that other provisions of law provide adequate and appropriate authority (o address
the risks, then CFIUS will advise the parties in writing that CFIUS has conciuded alf action
for the transaction.
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Table 4: Committee on Foreign investment in the U.S.’s C. d T i With and Presidential D
Calendar Years 2009 to 2011
Number of Number of
covered covered
of of A of
covered hd i igati withdrawn during Presidential
Year i d during review i i decisi
2009 &5 35 5 23 2 0
2010 93 52 8 29 8 Q
2011 111 70 1 35 5 0
Total 269 167 12 87 13 0

‘Source: GAQ anaiysis of Depantment of Treasury data,

Discussions between the Communications Sector Coordinating Councit
and participating federal entities on adapting a CFilS-type voluntary
notification process for use on equipment purchases are ongoing, and itis
not clear how the proposal will develop, if at all.’" The council is trying to
understand the threats the government is concerned about and whether
these could be best addressed by a CFIUS- type process or some other
means. According to some members of the council, options range from a
simple notification process, wherein network providers notify the federal
government of proposed equipment purchases, to a complete review and
approval process of the proposed transactions, including the
aforementioned 30-day review and 45-day investigation periods.®

81Similarly, in its discussion paper describing its reform proposal, the Australian
government noted that it initially proposed using a notification obligation for procurements
in place of the requirement to provide information to the government on request. The
Australian government also indicated that industry expressed a preference for an
approach that avoids the need for government approval of network architecture at a
technical or engineering level and instead focuses on the security outcome, leaving
industry to choose the most effective way to achieve it. See, Australian Government,
Attorney-General's Department, Equipping Australia Against Emerging and Evolving
Threats (July 2012).

8255 previously mentioned, the Interim Telecommunications Sector Risk Management
Task Force is also considering a voluntary transactional review process, where network
providers notify the government when they make equipment purchases or significant
changes to their networks.
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Potential Issues
Related to Use of
These Approaches

Trade Barriers and
Disputes

While these approaches are intended to improve supply chain security of
communications networks,® they may also create the potential for trade
barriers, additional costs, and constraints on competition. Additionally,
there are other issues specific to the approach of expanding the CFIUS
process to include foreign equipment purchases. We identified these
issues based on interviews with foreign government officials and U.S.
industry stakeholders, and our review of foreign proposals and other
documentation. While the issues we identified provide a range of
considerations that U.S. federal agencies would need to take into account
if they chose to implement these approaches, they do not represent an
exhaustive list.®

Some of the approaches may create a trade barrler or cause trade
disputes. The Office of the United States Trade Representative (USTR)
has reported that standards-related measures that are non-transparent,
discriminatory, or otherwise unwarranted can act as significant barriers to
U.S. trade.? USTR has reported concerns regarding some of india’s
licensing requirements for telecommunications service providers including
the following:

» the requirement for telecommunications equipment vendors to test ali
equipment in labs in india;

« the requirement to allow the service provider and government
agencies to inspect a vendor's manufacturing facilities and supply
chain and perform security checks for the duration of the contract to
supply the equipment; and

« the imposition of strict liability and possible blacklisting of a vendor for
taking inadequate precautionary security measures, without the right
to appeal and other due process guarantees.®®

83This is not an exhaustive list of all approaches. See appendix | for more detail on
selection criteria.

845ee appendix | for more detalt on selection criteria for the factors,

850fice of the United States Trade Representative, 2011 Report on Technical Barrjers o
Trade (Washington, D.C.: 2012).

80pffice of the United States Trade Representative, 2072 Section 1377 Review On
Compliance with Tel nications Trade Ag L (Y ington, D.C.: 2012). USTR
officials and other industry stakeholders are working with the Indian government to help
ensure that U.S. can participate in the Indian market, while respecting the security
concerns of its government.
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Costs

Impact on Business
Decisions and
Competition

These requirements may result in trade-distorting conditions by making it
more expensive and burdensome for foreign equipment manufacturers to
do business in India. According to USTR, it is too early to evaluate
whether the proposed reforms in Australia, new requirements and
voluntary Cybersecurity Evaluation Centre in the UK, and an extension of
CFIUS to equipment purchases would create trade barriers or cause
trade disputes. Three U.S.-based equipment manufacturers told us that
extending CFIUS to equipment purchases could cause other countries to
implement similar policies, which may resuit in barriers to entry in other
countries and trade disputes.®”

All of the approaches may increase costs to industry and the federal
government. The Australian and UK governments recognize that changes
to the regulatory framework would include a cost to industry, which may
increase prices for consumers.® Representatives from the Chinese
equipment manufacturer stated that although voluntarily setting up the
Cybersecurity Evaluation Centre was expensive, it was the cost of doing
business in the UK. Similarly, one telecommunications industry group
reported that India’s 2011 License Amendments would increase
compliance costs for Indian telecommunications services providers.® The
majority (6 of 8) of equipment manufacturers we spoke with told us that
any proposal to extend CFIUS to equipment purchases would increase
costs for network providers, equipment manufacturers, and ultimately
consumers. In addition, it is likely that the responsible federal agencies
will also incur additional administrative costs in implementing any supply
chain risk management requirements.

All of the approaches may have an impact on the business decisions of
network providers and equipment manufacturers and competition within
the industry. The Australian government is aware that its proposed
framework could have effects on the industry, and it is trying to anticipate

873ome of the federal entities we interviewed were not willing to discuss questions about
extending CFIUS to network provider purchases of foreign-manufactured equipment.

88australian Government, Attorney-General's Department, Equipping Australia Against
Emerging and Evolving Threats, July 2012 and Ofcom, Ofcom Guidance on Security
Reguirements in the Revised Communications Act 2003 (February 2012).

82K ent Bressie and Madeleine Findley, “Coping with india's New Telecom Equipment
Security Requirements and Indigenous | tion Policies,” Submarine Telecoms Forum,
no. 82 (2012).
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Appropriate
Transactions to Include
in Procurement Reviews

these effects and explore how they might be mitigated. It is also seeking
input from industry and government stakehoiders on any potentially
broader effects on competition in the telecommunications market and on
consumers.* Similarly, a telecommunications industry group reported the
Indian requirements complicate the relationship between
telecommunications service providers and their equipment vendors,
creating concerns about access to intellectual property and giving each
an incentive to shift the risk of enforcement onto the other (though the
current requirements still place the principal obligations on the
licensees).*’ Rapresentatives from a U.S -based equipment manufacturer
told us that extending the CFIUS process to equipment purchases could
potentially lead to vendors being excluded from the U.S. market without
appeal rights; this would result in limited competition and therefore
potentially higher prices for consumers. Similarly, four network providers
and one think tank also {old us that extending CFIUS to equipment
purchases would limit competition and raise costs.

The appropriate universe of equipment supply contracts that would be
subject to review would need to be defined if the CFIUS process were
extended to cover these transactions. There were 269 notices of
transactions covered by the CFIUS process from 2009 through 2011. By
comparison, four network providers and two equipment manufacturers we
spoke with noted that network providers conduct thousands of
transactions a year and expressed concerns about their being subject to
a CFlUS-type process. Specifically, the two manufacturers said it would
be difficult for CFIUS members to oversee all of these transactions in a
timely fashion, adding expense to the procurement process for network
providers and equipment manufacturers that could be passed on to
consumers. In addition, CFIUS member agencies may incur significant
administrative costs if asked to review thousands of procurement
transactions per year.

Caustralian G W, Attorney-General's Department, Equipping Australia against
Emerging and Evolving Threats (July 2012).

%1Kent Bressie and Madeleine Findley, “Coping with India's New Telecom Equipment
Security Reguirements and Indigenous Innovation Policies,” Submarine Telecoms Forum,
no. 62 (2012).
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Chairman Waiden, Ranking Member Eshoo, and Members of the
Subcommittee, this completes my prepared statement. | would be
pleased to respond to any questions that you may have at this time.

Contact and If you or your staff members have any questions about this testimony,
4 please contact me at (202) 512-2834 or goldsteinm@gao.gov. Contact
Acknowledgments points for our Offices of Congressional Relations and Public Affairs may
be found on the last page of this statement. GAO staff who made key
contributions to this testimony are listed in appendix V.
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Appendix I: Scope and Methodology

We focused our review on the core networks that constitute the backbone
of the nation’s communications system and the equipment—such as
routers, switches and evolved packet cores—that transport traffic over
these networks. We also focused on the wireline, wireless, and cable
access networks used to connect end users to the core wireline networks.
We did not address broadcast or satellite networks because they are
responsible for a smaller volume of traffic than other networks.

To obtain information on all of our objectives we conducted a literature
review and semi-structured interviews with or obtained written comments
from academics, industry analysts, and research institutions; federal
entities; domestic and foreign equipment manufacturers; industry and
trade groups; network providers; and security and software audit firms as
shown in table 5.

‘Table §: Individuals and O izati d for Interviews
Stakeholder category Name
Academics, industry analysts, and research institutions Center for Strategic and International Studies

Dr. Diganta Das, Research Staff

Center for Advanced Life Cycle Engineering
University of Maryland, College Park

Dr. Sandor Boyson

Research Professor & Co-Director

Supply Chain Management Center

Robert H. Smith School of Business
University of Maryland, College Park
Gartner, Inc.

Federal entities Department of Commerce
Department of Defense
Depariment of Homeland Security
Department of Justice, FBI
Department of State
Department of Treasury
Federal Communications Commission
General Services Administration
Office of the U.S. Trade Representative
National Security Agency
U.S.-China Economic and Security Commission
us. ional Trade Commission
White House national security staff
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& Scope and

Stakehelder category

Name

Domestic and foreign equipment manufacturers

Alcatel-Lucent SA

Cisco

Fujitse

Huawei Technologies

intel®

Juniper Networks

L.M. Ericsson

Tellabs

ZTE Solutions

Industry and trade groups

Association of Public Safety Communications Officials

Cor ications Sector Coordi 3 Council

CTIA — The Wireless Association

internet Security Alliance

The Open Group

Software Assurance Forum for Excellence in Code

Telecommunications Industry Association

Network providers

AT&T

Century Link

Clearwire

Cox Communications

Frontier

MetroPCS

Sprint/Nextel

T-Mobile

Verizon

Windstream

Security and software audit firm®

Electronic Warfare Associates (EWA)

Foreign countries

International and Regulatory Development Group
United Kingdom

Attorney-General's Department
Australian Government

Saurce: GAD.

*At the time of our interview, Fujitsu no longer manufactured routers and switches, but provided

and transport

®Intel makes microprocessors that are used in routers and switches.

“We attempted to contact McAfee as a security and software audit firm; however, it referred us to Intel
representatives since McAfee is a subsidiary of intel.
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ix i: Scope and

We selected the stakeholders based on relevant published literature, our
previous work, stakeholders’ recognition and affiliation with a segment of
the communications industry (domestic and foreign equipment
manufacturers, industry and trade groups, network providers and so
forth), and recommendations from the stakeholders interviewed. We also
spoke with federal entities that have a role in addressing cybersecurity,
international trade, and the Committee on Foreign Investment in the U.S.
(CFIUS).

To describe how communications network providers and equipment
manufacturers help ensure the security of foreign-manufactured
equipment that is used in commercial communications networks, we
interviewed network providers; domestic and foreign equipment
manufacturers (routers, switches, and evolved packet cores); and
industry and trade groups. Information we collected included specific
industry practices, such as the use of security provisions in contracts; the
extent to which domestic and international standards help guide their
practices; and any industry-wide efforts addressing supply chain security.
We focused this work on the five wireless and five wireline network
providers with the highest revenue, the eight manufacturers of routers
and switches with the highest market shares in the U.S. market, and two
cable network providers. To identify the top five U.S. wireless providers
by subscribers, we used data from the Department of Defense and
verified the subscribership data against investor relations reports from the
providers. To identify the top five U.S. wirefine providers by subscribers,
we used publicly available rankings and verified the subscriber data
against investor relations reports from the providers. We selected the top
eight manufacturers of routers and switches based on 2010 U.S. market
share. We selected two of the top three U.S. cable companies based on
2011 subscriber data.?

To identify how the federal government is addressing the potential risks of
foreign-manufactured equipment that is used in commercial
communications networks, we asked federal agencies to identify statutes
and regulations to identify potential sources of the federal government's
legal and regulatory authority over how communications network
providers ensure the security of their U.S, commercial networks.
Additionally, we interviewed and collected documentation from 13 federal

10ne of the cable companies did not respond to our request for an interview.
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L Scope and

entities to identify related federal efforts, such as interagency information
sharing initiatives and those with the private sector.

To determine other approaches, including those of foreign countries, for
addressing the potential risks of using foreign-manufactured equipment in
commercial communications networks, we conducted a literature review
and interviewed stakeholders. We identified other approaches from
governmental entities in Australia, India, and the United Kingdom (UK)
that address supply chain risks for commercial communications
networks.? These countries were chosen to show the variation in how
foreign governments are approaching supply chain risk management. We
also considered criteria such as the availability of public information on
the approach to allow for a detailed review and language considerations.
While the results of the data collected from these three countries may not
encompass all possible approaches, it provided important insights into the
approaches that some countries are using to address supply chain risks
for commercial communications networks.

We reviewed documents and interviewed officials from governmental
entities in Australia, India, and the UK to describe the approaches and
issues that could arise from using these approaches.® We identified these
issues based on interviews with foreign government officials and U.S.
industry stakeholders, and our review of foreign proposals and other
documentation. The issues identified provide a range of considerations,
but is not an exhaustive list of all issues that could be considered.

We also assessed the potential for using the CFIUS review process for
purchases of foreign-manufactured equipment because a voluntary
notification process similar to CFIUS is being discussed by government
and industry stakeholders. We reviewed the Foreign investment and
National Security Act of 2007, related regulations, and CFIUS’s annual
reports to Congress to describe the CFIUS process. We reviewed
CFIUS’s transaction data to describe the number of covered transactions,
investigations, and Presidential decisions made from calendar years 2009
to 2011 to provide context. Additionally, we interviewed officials from
federal agencies and industry stakeholders on how the commercial

2We attempted to include Canada in our review, but there was limited public information
on its approach and Canadian officials did not respond to our request for an interview.

3Indian officials did not respond to our request for an interview.
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ix ): Scope and

communications market in the United States may be affected if any of the
identified approaches are used when U.S. communications companies
purchase equipment manufactured in foreign countries. We conducted
data reliabifity testing to determine that any data used are suitable for our
purposes.

We conducted this performance audit from Daecember 2011 to May 2013
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Appendix II

to the

Examples of Threats

Information Technology

Supply Chain

Supply chain threats are present at various phases of the life cycle of
communications network equipment. Each of the key threats presented in
table 6 could create an unacceptable risk to a communications network.

Table 6: Threats to the Information Technology Supply Chain

Threat

Description and Adverse impact

instalation of hardware or software
containing malicious logic

Malicious logic is hardware, firnware, or software that is intentionally included or inserted
in a network for a harmful purpose. Malicious logic can cause significant damage by
allowing attackers to take control of entire systems and thereby read, modify, or deiete
sensitive information; disrupt operat:ons taunch attacks against other organizations'
systems; or destroy systems.®

installation of counterfeit h

Counterfeit info technology is hardware or sofiware that contains nongenuine

or
software

component parts or code. The Defense Department's information Assurance Technology
Analysis Center has reported that counterfeit information technology threatens the
integrity, trustworthiness, and reliability of information systems for several reasons,
including the facts that oounterfemng presents an opponumty for the counterfeiter to
insert malicious logic or backdoors® into the repkcas or copies that would be far more
difficult in more secure manufacturing facilities.

Failure or disruption in the production or
distribution of critical products

Disruptions can be caused by labor or political disputes and natural causes {e.g.,
earthquakes, fires, floods, or hurricanes). Failure or disruption in the production or
distribution of a critical product could affect the availability of equipment that is used to
support the communication networks.

Reliance on a malicious or unqualified
service provider for the performance of
technical services

Contractors and other service providers may, by virtue of their position, have access to
network hardware and software. As we have previously reported, service providers could
atternpt to use their access to obtain sensitive information, commit fraud, disrupt
operations, or faunch attacks against other computer systems and networks.

Unir jonal vulr bilities are hardware, software, or firmware that are included or

ir ion of hard or that

contains unintentional vuinerabilities

inserted in & network and that inadvertently present opportunities for compromise. The
vulnerabilities identified could aliow remote attackers to, among other things, cause a
denial of service. A “denial of service” is a method of attack from a single source that
denies system access to legifimate users by overwheiming the targeted computer with
messages and blocking legitimate traffic. It can prevent a system from being able to
exchange data with other systems or use the Internet.

dats.

" as any ¢ i) or i
storage,

and

Souroe: GAC analysis of
Note: NIST defines "
subsystem of equipment that is used in the
management, movement, control, display, swil or of data
or information. This includes, among other thmgs computers, software firmware, and semces
{including support services).

2GAQ, Cyber Analysis and Waming: DHS Faces Ci in
National Capability, GAO-08-588 (Washington, D.C.: July 31, 2008).
*Backdoor is a general term for a malicious program that can potentially give an intruder remote
access te an infected Ata aliow an attacker to perform 2 certain
set of actions on a system, such as ﬁles or

“information Assurance Technology Ana!ys:s Center, Security Risk Management for the Off-the-Shelf
{QTS) nd Ci {iICT) Supply Chain An information Assurance
Technology Analysis Center JATAC) State-of-the-Art Report, DO 380 (Herndon, Va.: August 2010).

“GAQ, Information Security: IRS Needs to Enhance interal Controf over Financial Reporting and
Taxpayer Data, GAQ-11-308 (Washington, D.C.: Mar. 15, 2011).

system or

g a Comp
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ITITI:

Chain Vulnerabilities

Appendilx

Examples

of Supply

Threat actors can introduce the threats described in appendix [i by
exploiting vulnerabilities at multiple points in the global supply chain.
Table 7 describes examples of the types of vulnerabilities that could be

exploited.

Table 7: Examples of Supply Chain Vuinerabilities

Vuinerability Description Threat example

Acquisition of network Purchasing from a source other than an original installation of counterfeit hardware or
equipment or parts from component manufacturer or authorized reseller may software

independent distributors, increase the risk of encountering substandard,

brokers, or the gray market ~ subverted, and counterfeit products. Independent

distributors purchase new parts with the intention to sell

and redistribute them back into the market, without
having a contractual agreement with the original
component manufacturer. Brokers are a type of
independent distributor that work in a just-in-time
inventory environment and search the industry and
locate parts for customers as requested. The “gray
market” refers to the trade of parts through distribution
channels that, while legal, are unofficial, unauthorized,
or unintended by the original component manufacturer.

Lack of adequate testing for
software updates and
patches

Applying untested updates and patches to network
components may increase an agency's risk that an
attacker could insert malicious code of its choosing into
a system. For example, if a contractor fails to validate
the authenticity of patches with suppliers, an attacker
could write a fake patch that might allow unauthorized
access to information in the network.

installation of hardware or software
containing maticious logic

incomplete information on IT
suppliers

Acquiring IT equipment, software, or services from
suppliers without understanding the supplier's past
performance or corporate structure may increase the
risk of (1) encountering substandard, subverted, and
counterfeit products, or (2) providing ad of the

ion of I or
containing maticious logic
installation of hardware or software that
contains uninfentional vulnerabilites

United States with access 1o sensitive systems or
information.

Ir ion of counterfeit hardware or
software

Failure or disruption in the production or
distribution of critical products

Reliance on a malicious or unqualified
service provider for the performance of
technical services

Source: GAO analysis

data.
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Appendix IV: Potential Sources of

Authority for Taking Action to

Ensure Supply Chain Security

Department of Homeland
Security

Federal Communications
Commission

In examining potential sources of authority related to supply chain
security, we focused on DHS, FCC, and Commerce because of their roles
in critical infrastructure protection. Homeland Security Presidential
Directive 7 (2003) designated DHS as the sector-specific federal agency
for the telecommunications critical infrastructure sector. it required DHS
to set up appropriate systems, mechanisms, and procedures to share
cyber information with other federal agencies and the private sector,
among others. The Communications Sector-Specific Plan of the National
Infrastructure Protection Plan characterizes FCC and Commerce as
partners that have relevant authority and support DHS’s communications
critical-infrastructure protection efforts.

DHS has not identified specific authorities that would permit it to take
action to ensure the security of the supply chain of commercial networks.
Officials from DHS's Office of General Counsel stated that the Homeland
Security Act might have applicable authority,’ although this authority is
not specific to the security of the supply chain of commercial networks.
DHS further stated that it cannot say what specific authority it might use if
it needed to take action because it has not faced a set of circumstances
related to a commercial network’s supply chain security requiring action.

Officials from FCC's Office of General Counsel stated that FCC could
regulate network providers’ supply chain practices to assure that the
public interest, convenience, or necessity are served if circumstances
warranted.? Specifically, FCC could impose supply chain requirements on
providers of common carrier® wireline and wireless voice services® and, in

16 1.S.C. §§ 121(d), 131-134, 143. See, also, Assignment of National Security and
Emergency Preparedness Communications Functions, Exec. Order No. 13,618 77 Fed.
Reg. 40,779 (2012).

2ynder the Communications Act of June 19, 1834, ch. 552, 48 Stat. 1064, codified as
amended at title 47, United States Code, the FCC has authority to regulate common
carriers providing communications services. See, also, 47 U.S.C. §§ 214, 307, 308(a),
316(a).

A communications commen carrier, such as & telephone company, provides
communications services for hire to the public. 47 U.S.C. § 153(11).

“Title 1| of the Communications Act gives the FCC authority to regulate wireline common
carriers. 47 U.S.C. ¢h 5, subchapter II, Pt . Commercial mobile service providers, such
as wireless phone service carriers, are also treated as common carriers under Title H of
the Act, to the extent they provide common carrier services. 47 U.S.C. § 332(c). Wireless
carriers are also subject to regulation as Commission licensees under Title 1 of the
Communications Act.
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iV: Potenti; of y for
Taking Action to Ensure Supply Chain Security

specific circumstances, information services providers,® using FCC's
authority under the Communications Act.® Officials stated that FCC has
not yet attempted to use these sources of authority to impose regulations
specifically designed to address cybersecurity threats,

FCC officials stated that because the agency has not adopted regulations
or policies related to supply chain security in commercial communications
networks, reliance on these sources of authority has not been tested by
legal challenges in court. According to FCC officials, legislative changes
to the Communications Act to provide express recognition of the agency's
authority to address such threats would reduce the risk of such
challenges and may facilitate adoption of supply chain security reguiation.

FCC officials added that although its current legal authority could allow
FCC to act to impose supply chain requirements on network providers, it
has not determined the extent to which it has authority to regulate
companies that manufacture network equipment. In the past, the agency
regulation of equipment manufacturers has focused on interference

SUnder the Communications Act, an “information service” is defined as the offering of a
capability for generating, acquiring, storing, transforming, processing, retrieving, utilizing,
or making available information via telecommunications, and includes electronic
publishing, but does not include any use of any such capability for the management,
control, or operation of a telecommunications system or the management of a
telecommunications service. 47 U.8.C. § 153(24).

6According to FCC officials, FCC could impose supply chain mandates on wireline carriers
Under Title I of the Act. See 47 U.S.C. §§ 201, 214. Under Title Iit, the Commission has
authority to regulate and license radio spectrum, and FCC officials told us that it could
impose supply chain conditions on wireless ficenses to serve the public interest,
convenience, or necessity. See 47 U.S.C. §§ 307, 316. According to FCC officials, the
Commission could condition new wireless licenses or modify existing wireless license to
impose supply chain requirements, either individually, after allowing the licensee to protest
the proposed requirements, or as a class in a rulemaking. See Committee for Effective
Cellular Rules v. FCC, 59 F.3d 1309, 1318 (D.C. Cir, 1995), in the Matter of Spectrum and
Service Rules for Ancillary Terrestrial Components in the 1.6/2.4 GHz Big LEQ Bands, 22
FCC Red. 18,733, 19,743-44 (1] 23) (2007) (citing WBEN, Inc. v. United States, 396 F.2d
801, 817-20 (2d Cir. 1968), cert. denied, 393 U.S. 914 (1868)) (examples of the
Commission modifying licenses in rulemaking proceedings). With respect to information
services, FCC officials told us that the Commission may regulate otherwise unregulated
providers of information services, under Title | of the Communications Act, if doing so is
reasonably ancillary to the effective performance of the Commission's responsibilities set
out in other titles of the Communications Act. In addition, to the extent an information
service provider holds any FCC licenses, the agency would have direct regulatory
authority over that provider. See In the Matter of Reporting Requirements for U.S.
Providers of international Telecommunications Services 28 FCC Red. 5875 (2013), at § 83
{exercising FCC’s ancillary jurisdiction).
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Appendix IV: Potential Sources of Authority for
Taking Action to Ensure Supply Chain Security

Department of Commerce

management. FCC officials told us that they are actively participating in
discussions within the executive branch regarding supply side issues,
though which agencies should take the lead on this issue has not been
determined.

Commerce officials stated that Section 232 of the Trade Expansion Act of
1862,7 as amended, could potentially provide authority for Commerce to
use when communications equipment purchases pose a potential risk to
national security. According to Commerce documents, Section 232 gives
Commerce statutory authority to conduct investigations to determine the
effect of imports on national security. If an investigation finds that an
import may threaten to impair national security, then the President may
use his statutory authority to “adjust imports,” by taking measures
recommended by the Secretary of Commerce, including barring imports
of a product. Commerce has not used, or attempted to use, this authority
for any cases involving the communications sector. Commerce officials
stated that they reviewed this authority in 2010 in part because a major
network provider was considering purchasing foreign-manufactured
communications equipment from a company that the federal government
believed might pose a national security threat. Since the network provider
decided not to purchase equipment from that company, Commerce did
not review the potential applicability of Section 232 to that transaction.

“pub. L. No. 87-794, 76 Stat. 872 (1962), codified as amended at 19 U.5.C. ¢h. 7.
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GAQ’ s Mission

The Government Accountability Office, the audit, evaluation, and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to heip improve the performance and
accountability of the federal government for the American people. GAO
examines the use of public funds; evaluates federal programs and
policies; and provides analyses, recommendations, and other assistance
to help Congress make informed oversight, policy, and funding decisions.
GAQO’s commitment to good government is reflected in its core values of
accountability, integrity, and reliability.
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TELECOMMUNICATIONS NETWORKS

Addressing Potential Security Risks of
Foreign-Manufactured Equipment

What GAO Found

. The network providers and equipment manufacturers GAO spoke with reported
taking steps in their security pians and procurement processes to ensure the
integrity- of parts and equipment obtained from foreign sources. Although these
companies do not consider foreign-marnufactured equipment 1o be their most
pressing security threat, their brand image and profitability depend-on providing .
secure, reliable service. In the absence of industry or government standards on
the use of this equipment, companies have adopted a range of voluritary risk-
management practices. These practices span the life cycle of equipment and
cover areas such as selecting vendors; establishing vendor security
requirements; and testing and monitoring equipment.: Equipment thatis
considered critical to the functioning of the network is likely to be subject to more
stringent security requirements, according to these companies: In addition to-
these efforts; companies are collaborating on the deveélopmient of indistry
security standards and best practices and participating in information-sharing
efforts within industry and with the federal government.

The federal government has begun efforts to address the security of the supply
chain for comimercial networks. In 2013, the President issued an Executive Order
to create a framework to reduce cyber risks 1o critical infrastructure. The National
institute of Standards and Technology (NIST)~a component within the.
Departrment of Commerce--is résponsible for leading the development of the
cybersecurity framework, which is to provide technology-neutral guidance to
critical infrastructure owners and operators. NIST published a requést for
information in which NIST stated it is conducting a comprehensive review.to-
. obtain stakeholder input and develop the framework. NIST officials said the
extent to which supply chain security of commercial communications networks
will bé incorporated into the framework is dependent in part on the input it
receives from stakeholders, GAC identified other federal efforts that could impact
communications supply chain security, but the resuits of those efforts were
considered sensitive.

There are a variety. of other approaches for addressing the potential tisks posed
by foreign-manufactured equipment i commercial communications networks,
including those approaches taken by foreign govemments. For example, the
Australian government is considering a proposal to establish:a risk-based
regulatory framework that require’s network providers to be able 1o demonstrate
competent supervision and efféctive controls over their networks The
government would also have the authority to use enforcement measures to

. address noncompliance. In the United Kingdom, the government requires
network and service providers to manage risks to hetwork security andcan
impose financial penalties for serious security breaches: While these approaches
are intended to improve supply chain security of communications networks, they
may also create the potential for frade barriers, additional costs; and constraints
on competition, which the federal government would havé to take into account if
it chose to pursue such approaches.

United States Government Accountabifity Office
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Mr. WALDEN. Thank you, Mr. Goldstein. We appreciate the work
of your team and you——

Mr. GOLDSTEIN. Thank you.

Mr. WALDEN [continuing]. And we appreciate your being here.

I will now go to Mr. Stewart A. Baker who is a partner in
Steptoe & Johnson, LLP, and we appreciate your being here and
look forward to your comments, sir. Go ahead.

STATEMENT OF STEWART A. BAKER

Mr. BAKER. Chairman Walden, Ranking Member Eshoo, mem-
bers of the committee, it is a pleasure to be before you again. I was
at the Department of Homeland Security and in charge of the
ChFIUS process until 2009, so I have been here before to talk about
that.

I would like to start with the problem that we have. We are
under massive cyber espionage attacks. There is no one who is im-
mune against these attacks. I am willing to bet that everybody on
this panel and everybody on the committee has already been the
subject of intrusions aimed at stealing secrets on behalf of the Peo-
ple’s Liberation Army or some other foreign government.

We do not know how to keep people out of our systems effec-
tively. And that is despite the fact that we have, by and large, an
IT infrastructure that is designed by U.S. companies who are doing
their best to give us security. We simply have not been able to find
all of the holes in the code or all of the flaws that can be exploited.
That is with the best will in the world.

At the same time, in the last 20 years, I think, as the President’s
efforts to name and shame China and other attackers have dem-
onstrated, there is plenty of name but not a lot of shame on the
other side. This has been an enormously productive intelligence
source and it is an enormous weapon that can be used against the
United States if we get into a shooting war that our adversaries
would like to get us out of. Everything that can be exploited for es-
pionage purposes can be exploited for sabotage purposes.

Our systems can be made to break causing great harm to Ameri-
cans, including potentially deaths here. And we will have to face
that prospect in the next serious conflict that we face internation-
ally because the ability to cause that harm is moving down the food
chain to the point where Iran and North Korea are significant pow-
ers in causing this harm.

So that is the situation that we face. The question is we are deep
in a hole. Are we going to stop digging? And here is the question
that we need to face as we look at our supply chain. If American
companies looking at their own code and trying to give us security
can’t find a way to do that, how comfortable are we having compa-
nies from countries that are not our friends provide the code, pro-
vide the hardware? We are not going to find those problems. We
can’t even find all of them in the products that we make ourselves
here in the United States, as witnessed through all of the exploit-
able vulnerabilities we face.

And so we face the prospect that some of this equipment simply
is not going to be safe. As we have asked ourselves, how do we deal
with that problem? It turns out that our tools for dealing with it
are remarkably limited. I ran the CFIUS process; I ran the team
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telecom process for DHS. Those are very limited tools. CFIUS only
applies if somebody buys something. If they want to sell something
here, there is no restriction whatsoever. So telecommunications
gear can be sold in the United States without any review whatso-
ever.

We got to the point, I think, actually in the stimulus bill where
we had provided subsidies to buy telecommunications equipment to
carriers and they were buying, with our money, Huawei and ZTE
gear because we had no way to prevent that, but at the same time
that the U.S. Government was telling Verizon and AT&T don’t you
buy that stuff. So we clearly lack an ability to address the problem
of infrastructure equipment being sold to the United States that we
don’t think is secure. That is the first thing that I think the com-
mittee should examine.

Beyond that, I think we have also discovered as we have begun
looking at this problem that our procurement laws do not take into
account sufficiently supply chain risk, do not require that our con-
tractors take enough account of supply chain risk. So if there were
two things that I would urge the committee to address, it is, one,
the limited nature of team telecom and CFIUS remedies and the
still remarkably limited ability of government procurement officers
to take account of this risk.

[The prepared statement of Mr. Baker follows:]
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Chairman Walden and Ranking Member Eshoo, I appreciate the opportunity to provide this
statement today.

Protecting the information and communications (ICT) supply chain is not a new problem. It was
a concern in the 1990s when I was General Counsel at the NSA; it had become far harder when |
was Assistant Secretary for Policy at the Department of Homeland Security in 2005-2009. But it
has never been more important or more difficult than it is today.

1. The Threat

[ hope that there is no need to dwell on the unprecedented wave of cyberattacks that the United
States has suffered in recent years. Intrusions on our networks have reached new heights. They
have moved from penetration of government and military systems to wholesale compromises of
companies, trade associations, think tanks, and law firms, Most of these attacks have been
carried out for espionage purposes ~ stealing commercial, diplomatic, and military secrets on a
massive scale.

This espionage campaign has paid dividends for our adversaries, and it’s likely to pay more,
because any network that can be compromised for the purpose of espionage can be compromised
for the purpose of sabotage. The next time we face the prospect of a serious military conflict, we
can expect our adversaries to threaten the destruction of computer networks — and the civilian
infrastructure they support — inside the United States, probably before we have fired a shot.
From the American point of view, this is a new and profoundly destabilizing vulnerability. From
our adversaries’ point of view, it is an exciting new weapon with enormous potential to
neutralize many of our traditional military advantages.

To make things worse, one of the countries that the Obama administration has criticized most
often for cyberattacks, China, is also a major supplier of increasingly sophisticated electronic
equipment to the United States. Given the value of cyberespionage for waging both war and
peace, it’s only reasonable to assume that every potential adversary asks itself whether it can
make the job of its cyberwarriors easier by tinkering with electronic gear before it’s shipped to
the United States. Or, as | put it in Skating on Stilts, a book about technology challenges to
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policymakers, if the “countries that [view] us as an intelligence target ... could get their
companies to compromise U.S. networks, they’d do it in a heartbeat.”

That; at least, has not changed. And it is the most troubling supply chain problem we face.

But there’s aniother that is also of concern. As electronics producers diversify their suppliers to
the global lowest bidder, the risk grows that some of those suppliers will be irresponsible, cutting
corners on quality or actively substituting inferior parts to boost profits. If our military
electionics fail in a crisis, it matters little whether the failure was caused by deliberate sabotage
or a bad outsourcing decision.

Either way, the security of our electronics supply chain is critical.
2. Partial Regulatory Authority — CFIUS and Team Telecom

For policymakers, threats to the supply chain have most often arisen when foreign companies
purchase U.S. suppliers. That’s because U.S. Iaw requires a national security review of such
acquisitions by the Committee on Foreign Investment in the United States, or CFIUS:. When I
ran CFIUS, we aggressively used our authority to negotiate “mitigation” agreements with foreign
purchasers to reduce the supply chain risk, something I discussed in Skating on Stilts:

[A]llowing foreign companies to take up critical positions in U.S. computer and
telecommunications networks, either as suppliers or as service providers, raised serious
national security issues. At the same time, globalization was relentless. The old days,
when AT&T provided local and long distance service—and made all the equipment on
the network—were long gone. And the collapse of the high-tech bubble had transformed
the industry that emerged from AT&T’s breakup. The Baby Bells were consolidating;
long distance was disappearing as a separate business; wireless was displacing land-lines;
and the equipment companies that had dominated North America for a cebtury were in
trouble. We couldn’t just say no when foreign companies came courting: In that context,
mitigation agreements became a way to say yes to globalization without completely
surrendering to foreign espionage. The agreements became & kind of company-specific
network security regulation. We began to insist on a mitigation agreement in any
transaction that posed even a modest threat. Each agreement created an ad hoc regime
designed to curb foreign government infiltration of U.S. telecommunications and
information technology. . . .

[A] common security measure was to insist that the government (or an approved
third party with technical skills) be guaranteed the right to inspect the buyer’s hardware
designs and processes, its software source code and testing results, and any other part of
the production process that might reveal a deliberate compromise. To make sure that data
was not shipped abroad and compromised there, some mitigation agreements required
that data about Americans be kept in the country; sometimes the agreements required
special security measures for the data....
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We were acutely aware that these measures weren’t perfect. ... In theory, access
to source code and hardware designs would allow our experts to find any Trojan horse
built into the product. But few government workers have the expertise to find these
needles in a haystack of products, Unless we insisted that the companies pay for very
expensive outside experts to check their work, or we received an intelligence tip about
corporate misbehavior, we had only a modest chance of catching a really clever
compromise. ...

Still, imperfect as they were, mitigation agreements were well ahead of whatever
was in second place. They were in fact our only good tool for policing foreign efforts to
build insecurity into U.S. networks.

Though there has been progress, it remains true that CFIUS remains one of the few tools that the
U.S. government can use to address supply chain risk, especially in telecommunications and
information technology.

The mitigation agreements themselves continue to expand in scope as new threats emerge. For
example, where it was once enough to insist that telecommunications data and control be kept
under U.S. control by maintaining a Network Operating Center in this country, officials have
come to recognize that such centers are filled with equipment that must be updated and
maintained remotely by the equipment supplier, opening new avenues for compromise. CFIUS
agreements now must be concerned not only about foreign companies managing traffic on U.S.
networks, but also about the equipment that comprises these networks and the vendors that
supply that gear.

But the hard fact remains that CFIUS is an inadequate tool for this job. It gives the government
only haphazard insight and leverage over the security of telecommunications and information
technology. That’s because CFIUS has jurisdiction only over corporate acquisitions. Team
Telecom, which [ also oversaw from a DHS perspective, adds a bit to that authority, giving
national security agencies an ability to impose conditions on foreign telecommunications carriers
seeking Federal Communications Commission licenses to operate in the United States. But
Team Telecom has no explicit authority in law; its reach is no greater than the FCC'’s. Asa
result, even the most dangerous and unreliable suppliers of commercial telecom and IT
equipment are free to sell their products in the United States without an inquiry into the security
risks the products may pose.

Even recently adopted programs such as federal government subsidies for rural wireless service
and “smart grid” deployments — programs embraced in the American Recovery and
Reinvestment Act of 2009 — have no statutory provisions to ensure that federal dollars are not
spent on equipment that will impair national security. And Section 232 of the Trade Expansion
Act of 1962, which allows the President to restrict imports that threaten to impair national
socurity, | has never been applied outside the importation context. While news reports indicate

"19 U.8.C. § 1862. The Supreme Court has upheld broad use of section 232 to restrict
imports. See Federal Energy Administration v. Algonquin SNG, Inc., 426 U.S. 548, 564 (1976}
(Section 232 authorizes the President “to take whatever action he deems necessary to adjust
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that the Commerce Department successfully dissuaded Sprint from awarding a large contract to
Huawei, there may be no statutory basis to do so where the contract does not involve importation

of products.
3. A Patchwork Quilt of New Measures

That said, the last few years a growing number of government and private-sector stakeholders
have taken action to “harden” the ICT supply chain. It is hard to call the resulting measures
anything but a patchwork quilt of remedies. There are no standard or consistent practices, and
monitoring and verification tools are limited. Significant gaps continue to exist in U.S. policy,
and no single U.S. government agency or organization is responsible for supply chain security.
(For a good, recent summary of overall supply chain vulnerabilities, | recommend Remaking
American Security, prepared by former Gen. John Adams for the Alliance for American
Manufacturing,) Federal procurement law and policies in particular are struggling to come te
grips with ICT supply chain challenges. Nonetheless, these new measures represent a series of
experiments and tentative steps that may yet lead to a more comprehensive approach.

Securing Critical Infrastructure

The vast majority of critical infrastructure is privately owned and operated. These owners
generally are free to use whatever vendors and supply chains they prefer. Securing government
systems is hard enough, but how are we to secure supply chains for privately owned critical
infrastructure? This is among the hardest of the hard problems.

A cybersecurity Executive Order issued in February of this year is a decent start. It calls for the
development of a cybersecurity framework that critical infrastructure and other U.S. companies
will be encouraged or required to adopt.

Due to be published in February 2014, the framework likely will create a basis for official
comumunications discouraging the use of products from untrusted sources and from service
providers who depend on such sources. For example, the framework likely will encourage
companies to adopt procedures to vet vendors and suppliers from the perspective of
cybersecurity risk.

Because large swaths of the U.S. economy are critical infrastructure — including many energy,
telecommunications, and transportation companies — this guidance could have a broad impact.

While the Framework likely will not impose mandatory requirements or exclude particular
vendors, they may create a mechanism by which security warnings are incorporated into private
company security practices. With the Framework in place, critical infrastructure owners are less
likely to ignore government warnings about relying on untrustworthy foreign

imports . . . [including the use of] tariffs, quotas, import taxes or other methods of import
restriction.”) (quoting 101 Cong. Rec. 5299 (1955) (statement of Sen. Millikin}).
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telecommunications equipment providers. If a tclecommunications network fails, and calls or
emails are disrupted for an extended period of time, the telecommunications company may have
to defend the “reasonableness™ of its actions in court. If that company ignored government
warnings by purchasing untrustworthy equipment, that defense would be a steep, uphill struggle.
And that prospect should cause infrastructure owners to heed government warnings.

Government Contracts

Considerable attention has been focused on the threat that untrastworthy products pose for
government procurements. The Department of Defense (DoD) has made the most explicit effort
to address [CT supply chain security risks by incorporating cybersecurity requirements into
acquisition planning and contract administration. Similarly, the National Institute for Standards
and Technology (NIST)—which sets information government-wide sccurity standards— has
instructed agencies to develop acquisition policies to protect against supply chain threats.

The point of these efforts is to protect mission-critical components, whether hardware, software,
or firmware. Suggested protective measures include: (1) withholding the ultimate purpose of a
technology by using blind or filtered buys, so that the vendor does not know how the
components will be used; (2) additional vetting of the processes and security practices of
subordinate suppliers; and (3) restricting purchases from specific suppliers or countries.

To implement this guidance, agencies have begun training contracting officers on cybersecurity
requirements and inserting clauses into procurement documents that allow them to disqualify
bidders because of supply chain and other security concerns. Going forward, this trend is likely
to change the ways in which the government, and its contractors, source procurements.

Much of the focus on government procurement practices has been driven by Congress. For
example, Section 852 of the 2012 National Defense Authorization Act (NDAA) requires DoD to
map the supply chain for critical items from raw material to final products. The legislation also
requires DoD to perform a risk assessment of the supply chain for such items. The FY11 NDAA
permits DoD to exclude a particular source that presents an unacceptable level of supply chain
risk, and withhold certain information regarding the basis of that decision. The FY'12
Intelligence Authorization Act allows members of the intelligence community to do the same.

Recently, a number of congressional hearings and reports, and in some cases specific statutory
language, have highlighted the ICT supply chain risk from China in particular and led to a
strengthening of restrictions on Chinese products. To take one example, Section 516 of the
FY2013 Continuing Resolution bans the Departments of Justice and Commerce, NASA, and
National Science Foundation from acquiring IT systems “produced, manufactured or assembled
by one or more entities that are owned, directed or subsidized by the People’s Republic of
China.” This prohibition, though not yet implemented, represents a significant change in the IT
procurement process, and it raises the likelihood that similar prohibitions could be imposed
throughout the federal government.

Indeed, similar bills are pending. The Deter Cyber Theft Act, for instance, would require the
Director of National Intelligence to produce an annual report that lists which foreign countries
conduct cyber espionage against American companies or individuals, as well as technologies
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targeted by cyber spies. Additionally, the bill would require the president to block imports of
products containing technology siphoned from the United States.

4. Recommendations

Virtually everyone recognizes that this ICT supply chain security problem is hard and that the
“solutions” to date have been ad hoc. Nevertheless, both government and private-sector
stakeholders appear to have agreed on a number of common best practices. These include:

s Prioritizing efforts to secure the most important and sensitive systems (especially
Naticnal Security Systems);

Use of procurement tools to drive security improvements;

Use of intelligence community assessments to inform mitigation strategies;
Development of standards drawn from actual commercial practice wherever possible;
Finding ways for the government to share specific and contextual threat information; and
Using technical tools and engineering solutions to mitigate risk.

*® & & 5 »

Of these six common elements, three seem to me to be especially significant for government
policymaking (via legislation and/or otherwise). At a minimum, we should consider legislation
or executive action encouraging:

1. The use of procurement tools, especially by writing additional supply chain security
requirements into procurement contracts, and educating procurement officials about which
contracts need these regquirements.

The need for supply chain security does not apply just to DoD and security agencies. Many
agencies - and private companies —~ need better information about the provenance of the products
that they rely upon. More government agencies should require that contractors and
subcontractors develop and submit supply chain security plans that include ICT supply chain
specific risk assessments. This will both help prioritize security measures and ensure these
measures are consistent with a cost-effective approach. As a guiding principle, the security
mechanisms should be more robust depending on the sensitivity of the system, component, or
information at issue.

At a minimurm, the government should implement mandatory supply chain security training and
education for contracting officers and other procurement officials. Without such comprehensive
and routine training, government officials will be ill-equipped to adequately understand and
evaluate supply chain risk with respect to individual contract vehicles.

2. Additional reliance on intelligence community assessments regarding supply chain risks, with
some mechanism to share that information with U.S. Government contractors and other critical
infrastructure providers, as warranted, without fear of endless litigation.

The DNI’s Office of the National Counterintelligence Executive (NCIX) has developed a
common methodology for conducting threat assessments on entities that do business with the



70

national security community. These classified assessments should continue to inform supply
chain security decisions and they should be shared, as appropriate, with industry partners.

I have discussed this idea over the years with various members of the intelligence community,
and it never takes long before I hear some variation of, “We can’t do that. If we say something
bad about a particular company, we’ll get sued.” If Congress wants to encourage better sharing
of threat information, it should devote less attention to the problem of clearances for private
sector companies, which I think has largely been solved, and more attention to the problem of
how to protect sources and methods while also creating a limited, effective remedy for
companies that believe that they have been treated wrongly in a threat assessment.

3. Incorporating technical protections and redundancies into products and systems exposed to
supply chain risks.

For some information system components, especially hardware, technical means are available to
determine if components have been subjected to tampering. There are also trusted/controlled
distribution, delivery, and warehousing options, such as requiring tamper-evident packaging of
information system components. The government should lock to industry for these solutions and
incorporate them inte best practices guidance.

Beyond these patches, the federal government may need authority to take action to stop an urgent
national security threat relating to the compromise of our supply chain. The embarrassing
spectacle of one part of the U.S. government subsidizing small carriers’ purchases of foreign
equipment at the same time that it is warning large U.S. carriers not to buy the same equipment
suggests that we simply do not yet have sufficient legal authority to respond to supply chain
threat outside of the CFIUS context.
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Mr. WALDEN. Mr. Baker, thank you for your testimony.

We are going to go now to Jennifer Bisceglie, who is President
and CEO of Interos Solutions, Incorporated. We welcome you and
look forward to your comments.

STATEMENT OF JENNIFER BISCEGLIE

Ms. BisCEGLIE. Thank you. Good afternoon, Mr. Chairman and
members of the subcommittee.

Mr. WALDEN. I am going to have you move that microphone a lit-
tle closer and make sure the light is on.

Ms. BISCEGLIE. It was on.

Mr. WALDEN. OK.

Ms. BISCEGLIE. Can you hear me now? Good afternoon, Mr.
Chairman and members of the subcommittee. My name is Jennifer
Bisceglie, President of Interos solutions. Thank you for inviting me
to testify on behalf of our industry peers focused on supply chain
risk management, or SCRM, as we like to call it.

My company Interos is built on 20 years of global supply chain
and IT implementation experience. Over the past 6 years, we have
seen the discussions turn from simple compliance to resiliency,
which is ensuring business operations would continue even if the
supply chains were interrupted; and now to product integrity,
which is caused by a manmade malicious attack.

In response to this, Interos has set up a SCRM global threat in-
formation Center, which offers capabilities to help both the public
and private sector organizations implement SCRM frameworks,
conduct supplier audits, and conduct open-source research to iden-
tify potential threats with current or future suppliers.

I will first share some of our observations and then follow those
with some recommendations. First, a common definition for supply
chain risk management and cyber security does not exist, nor is
there a standard way to measure either challenge. To us, the defi-
nition of cyber security extends deep into the supply chain as cyber
capabilities are increasingly reliant on globally sourced, commer-
cially produced information technology and communications hard-
ware, software, and services.

To us, cyber security means transparency of where things are
coming from, where they are going to, and who has access to them
along the way. That is also the definition of supply chain risk man-
agement.

Our second observation is that supply chain risk management
must be viewed as an investment versus an expense. Interos is
working with the Department of Energy on their enterprise SCRM
program. With only three Interos team members supporting the en-
tire Department of Energy enterprise, they have an infrastructure
they can share resources and information throughout their entire
enterprise now.

In this case, it is a relatively low-cost investment and yields tre-
mendous benefits. Much of the success of this program can be at-
tributed to a strong DOE leadership, as well as having the ability
to work with the Department of Defense’s trusted systems and net-
work SCRM roundtable and their interagency working groups.

Third, we feel supply chain risk management is successful when
it is a cultural shift that supports current business process and re-
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duces the need to develop new stovepipe processes that increase
costs and create additional work for the risk owner. It is not an
issue of being too expensive to do it. It is an issue of being too ex-
pensive to ignore it.

Now to our recommendations: from our perspective, Congress can
take four steps to better protect our Nation’s critical infrastructure.
First, awareness and education has to start at the top in order to
be adopted by those actually executing the mission. In our experi-
ence, the level of awareness of the challenge varies across federal
agencies, as does their level of attention to managing their supply
chain risk. Awareness and education is critical to communicate
that supply chain risk impacts everyone within the federal infra-
structure.

Second, fund the program, assign someone within each agency to
own the issue, and measure the success. We have seen SCRM focal
points, as directed by the Bush and the Obama Administrations,
being implemented in different areas within the agencies. Without
the top-down support within the agency, without an owner of the
concern, and without funding, these programs are being
bootstrapped and implemented in various fashions, not conducive
to effective protection.

Three, the low-cost, low-price technically acceptable environment
is in direct opposition to a safe and secure critical infrastructure
unless we are able to accurately define our acceptable supply chain
risk tolerance at the beginning of an acquisition cycle. While we
understand the federal budget constraints and the temptation to
fund program objectives with simply the lowest bid, when it comes
to cyber security, it is not a good strategy. Failure to protect our
critical infrastructure and educate risk owners on the threats that
are brought into an organization by buying from unverified sources
will result in continued and increasingly harmful attacks.

Last, implement contractual language that works. We under-
stand that as part of Executive Order 13636, GSA, NIST, and DOD
are working with potential recommendations to update the FAR
language. In addition, there are multiple industry associations
working on standards for supply chain risk management. Doing as
much as possible via internal policy changes and contractual lan-
guage as a way to inform suppliers of how to do business with you
and to mitigate risks coming into your organization is a much less
expensive way to approach the problem than regulation and legis-
lation.

In conclusion, the solution needs to be viewed as an investment
in national security, not just another expense. The key for industry
and government is to work separately on their internal enterprise
risk tolerance levels through good business practices, including
awareness training and contractual agreements. This will enable
each to meet collaboratively and have informed discussions about
where vulnerabilities lie and what it will take to protect our coun-
try.

Thank you for the opportunity to present our views. I look for-
ward to answering any questions.

[The prepared statement of Ms. Bisceglie follows:]
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Interos Solutions, inc, a woman-owned small business, is built on 20 years of global supply chain and IT
implementation experience. Interos predicted this growing wave of concern over cyber security and

were at the forefront of leading the cyber-supply chain discussion within government and industry.

Summary of the major points of my testimony:

* Awareness and Education needs to be universal and started at the top of an organization in effort to
be adopted by those actually executing the mission.

¢ Fund the program, assign someone within each agency to ‘own’ the issue, and measure the success.

* The lowest-price technically acceptable environment is in direct opposition to a safe and secure
critical infrastructure.

e We Need Contractual Language That Works. The private sector is looking for the Federal
Government to come out with contractual language that they can work with. Doing as much as
possible via internal policy changes and contractual language, as a way to inform suppliers of how to
do business with you and to mitigate risks coming into your organization, is a much less expensive

way to approach the problem than regulation and legislation.
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Statement of Jennifer Bisceglie
President
Interos Solutions, inc
Before the
Subcommittee on Communications and Technology
Committee on Energy and Commerce
U.S. House of Representatives
May 21, 2013
Good morning Mr. Chairman and Members of the Subcommittee. My name is Jennifer Bisceglie,
President of Interos, Inc. Thank you for inviting us to testify on behalf of our industry peers focused on

supply chain risk management or SCRM.

My company, Interos, is built on my 20 years of global supply chain and IT implementation experience.
We have had the opportunity to see many waves of compliance and security implemented during our
careers — from the initial application of bar codes to boxes, to more sophisticated RFID, and the
heightened requirement for advanced shipment notification. These compliance requirements were put
in place to help with quality assurance, ensuring the right labor was in place to unioad shipments at the

customer's delivery site, and provide end-to-end visibility within the supply chain.

The concern for today’s discussion, the cyber threat in the supply chain, began bubbling up about six
years ago, building to the fever pitch we see today. Interos predicted this growing wave of concern and
were at the forefront of leading the discussion within government and industry. The discussions turned
from simple compliance to resiliency — ensuring the business operations would continue even if the
supply chain was interrupted. Now the issue has morphed the supply chain risk management concept
into a combination of resiliency and product integrity caused by an actual man-made attack. in

response to this, Interos is again on the forefront of our peers, having stood up a SCRM Global Treat
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information Center that offers capabilities to help both public and private sector organizations
implement SCRM frameworks, conduct supplier audits, and conduct open source research to identify

potential threats with current or future suppliers.

The lexicon of supply chain risk management is brought up often ~ a common definition does not exist.
Neither does a standard definition of cyber security exist. To some government entities, cyber security
is technical and only refers to systems being hacked. To some private entities, cyber security is
something they don’t need to worry about as they’re not big enough for anyone to want anything from.
To me, the definition of cyber security extends to the supply chain vs. just IT security. Cyber security
means where things are coming from, where they are going to, and who has access to them along the
way. That is also the definition of supply chain risk management. Now, we've consolidated resiliency of
the supply chain, i.e. what to do if a tsunami hits, into the same bucket as product integrity within the
supply chain, i.e. getting the product that you ordered, protected from malware, counterfeits, and back
doors into our National Security Systems. In industry, this is another hazard we’re carefully watching

and are finding the right avenues to protect ourselves.

Another point we would like to bring up is the cost of implementing supply chain risk management
mitigations and countermeasures. Supply chain risk management needs to be viewed as an investment
instead of expenditure. Interos has had the opportunity to work with the Department of Energy (DOE)
on their enterprise SCRM program. They have stood up a Focal Point, which is the hub of their SCRM
expertise. With only three Interos team members supporting the DOE Focal Point Program Manager;

they have an infrastructure that can share resources and information throughout the entire enterprise.

Interos has taken the stance that the best supply chain risk management practices are implemented in
the current workflow — in everyone’s day to day job. With this approach, the increased security is cost

effective and is viewed as an investment not an expense. This approach is more of a cultural shift that



76

supports current business processes and reduces the need to develop new stovepipe processes that

increase cost and create additional work for the risk owner. If SCRM costs too much, or if it is seen as

‘another thing people have to do,’ it will not be adopted by the stakeholders or user community.

From our perspective, Congress can take four steps to protect our Nation’s critical infrastructure.

Awareness and Education needs to be universal and started at the top of an organization in effort

to be adopted by those actually executing the mission. In working with Federal agencies across the
spectrum from the Intelligence Community, DoD, and .Gov, the level of awareness of the challenge
varies across the Federal Agencies. Similarly, so does their level of attention to managing their
supply chain risk. Awareness and education is critical to communicate that supply chain risk impacts
everyone within the Federal infrastructure. It may be a different level for DOE than for Department
of Education, but they are both impacted. At this time, there is not a common level of
understanding across the Federal agencies. We see the same varied level of attention and
understanding in the private sector. Resiliency has departments stood up and focused on it,
normally within an organization’s supply chain arm. The amount of attention paid to cyber-supply
chain issues depends on where you exist in the supply chain, i.e. manufacturer (being the highest as
they care the most about brand and product integrity) down to distributor and customer, where the

main focus is financial, i.e. revenue and cost.

Fund the program, assign someone within each agency to ‘own’ the issue, and measure the
success —~ We have seen RFPs come out various agencies with a myriad of SCRM requirements. We
have also seen focal points, as directed by the Bush and the Obama Administration, being
implemented in different areas within the agencies. We all agree that the ultimate responsibility —

or acceptance of risk - remains with the risk owner, which in the case of the federal government is
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the program manager. Having said this, without the top-down support within the agencies, without
an ‘owner’ of the concern {being supply chain risk management) and without funding, these
programs are being bootstrapped and implemented in various fashions. | understand the budget
issues we have as a Federal Government. But with the implications that a breach will significantly
impact National Security, it seems to us that funding for cyber-supply chain risk management is an
investment the Federal Government needs to make because it is an investment in future security
challenges. The private sector is working through many of the same issues, as the protection of the

cyber-supply chain crosses the technical into the operational workforce.

The lowest-price technically acceptable environment is in direct opposition to a safe and secure

critical infrastructure — While we understand the severely constrained federal budget and the
temptation to fund program objective with the lowest bid, when it comes to cyber security, this is
not a good strategy. As | mentioned earlier, the federal government needs to see this as an
investment in the future of our government’s critical infrastructure. Failure to protect our critical
infrastructure and educate risk owners on the threats that are brought into an organization by
buying from unvalidated sources, will result in continue and increasingly harmful attacks. We see
them daily — some are mere nuisances, some are stealing personally identifiable information (PH},
corporate espionage, or worse. Manufacturers have a need for good distribution networks and are
spending money, annually, to ensure those network distributors are handling their products
appropriately. Using certified vendors and distributors provides at least a minimum level of
assurance that the products deployed across the critical Federal infrastructure are authentic.
Procurement for those products or components that support our critical infrastructure should

always be evaluated with the strictest adherence to industry standards. Lowest price, technical
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acceptable competition adds additional risk to our Nation’s critical infrastructure and should not be

an acceptable model for these types of procurements.

We do understand there are acquisitions that do not relate to our Nation's critical infrastructure. in
our mind, and from a common sense standpoint, each acquisition needs to be looked at
independently, as well as with other systems it may interface with, to assess the risk tolerance of
the organization— and the level of supply chain risk management rigor that must be applied to each
acquisition. Itis too expensive to try to protect everything — and we're not proposing this. But
there are easy ways to prioritize what process or functions are critical to an organization, and what
systems are supporting those functions. From there, there are processes to drive the conversation
down to the components of the systems — which provides you a list of suppliers you need to work

with.

Contractual Language That Works — The private sector is looking for the Federal Government to
come out with contractual language that they can work with. We understand that as a part of
Executive Order 13636, GSA, NIST, and DoD are working with potential recommendations to update
the FAR language. In addition, there are multiple industry associations working on standards for
SCRM that can be spread across the cyber-supply chain risk management focused community. This
will initially increase costs to the private sector and the government purchasers, but if done
correctly, should spread the costs over the supply chain as purchasers understand what level of rigor
each acquisition requires and the private sector learns how to build that into its cost structure. The
increase in cost to the private sector may include additional layers of security, which are

Government customer specific, and are not part of their current corporate Cybersecurity policies.
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As fong as the business case can be made, the two parties will be able to walk through the
economics of it. As more informed discussions take place, we will come to the realization that many
of us, both in the public and private sector, have the same vulnerabilities that our supply chains
need to be secured against. Doing as much as possible via internal policy changes and contractual
fanguage, as a way to inform suppliers of how to do business with you and to mitigate risks coming
into your organization, is a much less expensive way to approach the problem than regulation and

legislation.

We see the adoption of many of these increased security practices being very similar to how bar-coding
was adopted back in the 1990's. The big box retailers would charge the manufacturer money if the
boxes were not marked correctly, or if the advanced shipment notice had not been received in time for
the retailer to plan their dock labor. There was an initial outcry and then the private sector learned to
spread the cost and absorb it. We are not asking for anything that will go away any time soon —the
standards that are being created right now for SCRM are here to solve a problem that will only become

more prevalent.

The topic of information sharing has been brought up repeatedly, and is a large part of the Executive
Order 13636. This needs to be encouraged and enabled — not legislated and mandated. What we are
seeing in the private sector is that organizations are open to sharing given a level of trust across all
vendors and distributors within the supply chain. if the Federal Government took some of the steps
above, and provided the private sector with a dependable and repeatable SCRM position, trust will grow

between the public and private sectors.
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Can we all improve our security practices? Yes we can. The private sector can do a more rigorous job
and still remain profitable. That said, the Federal Government needs to own its own problem, starting
with adoption of a common level of understanding that this threat is here, it is an important investment,
and collectively a solution needs to be crafted. The argument that over 75% of Federal acquisitions are
commercial-off-the-shelf (COTS) products, thereby throwing the respansibility over the fence to the
private sector does not work. Federal agencies should be able to articulate their level of risk tolerance,

and have processes and funding in place, to acquire products based on that information.

For our final point, we would like to stress the far-reaching nature of this threat. Although much of
today’s conversations, as well as that of the Federal Government and their contractor base’s focus, are
on information communications technology (ICT) that supports our nation’s critical infrastructure, the
cyber-supply chain risk issue is al inclusive, It is Interos’ position that anyone that purchases technology
should look at where they are sourcing from, and how they are using the technology. We used the
comparison of DOE vs. Dept of Education earlier — we are sure that although no classified systems may
be used, the Dept of Education has information that needs to be protected. By instituting some of the
ideas laid out in the four bullets above, both the public and private sector can make some low cost, high

value changes in their business processes which will create more security in their supply chains.

We, at Interos, feel the threat is real for every agency and one we should all take very seriously.
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Conclusion

Due to Interos’ unique position in the marketplace, we have had the opportunity to see the past and

current situation of SCRM from multiple perspectives.

We call to your attention a quote from the National Strategy for Global Supply Chain Security (January
2012), which states “We reject the false choice between security and efficiency and firmly believe that we
can promote economic growth while protecting our core value as a nation as a people.” The solution
needs to be viewed as an investment in national security, not just another expense. The key is for
industry and the government to separately work on their internal risk tolerance levels through good
business practices, including awareness, training, and contractual agreements. This will enable each to
meet collaboratively, and have informed discussions about where vulnerabilities lie and what it will take

to protect our country.

The enemy is smart and persistent but not unstoppable. If we invest the time, use common sense, and
work together to improve the government’s cyber-supply chain security business practices, our national

security will be greatly enhanced.

Thank you for this opportunity to present our views. | look forward to answering any questions.
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Mr. WALDEN. Thank you very much for your testimony.

We will now go to Mr. Robert B. Dix, Jr., Vice President of Gov-
ernment Affairs and Critical Infrastructure Protection, Juniper
Networks, Incorporated. Mr. Dix, pull that microphone right up
and thanks for being with us today. We look forward to your testi-
mony.

STATEMENT OF ROBERT B. DIX, JR.

Mr. Dix. Good afternoon, Chairman Walden, Ranking Member
Eshoo, and members of the subcommittee. Thank you for inviting
me to be a participant in today’s hearing on the security of the
communication supply chain.

As indicated, my name is Bob Dix and I serve as the Vice Presi-
dent of Government Affairs and Critical Infrastructure Protection
for Juniper Networks, a publicly held private corporation
headquartered in Sunnyvale, California, in Congresswoman
Eshoo’s district.

I will attempt to address three aspects of this important subject
of security and integrity of the communication supply chain: first,
the risk created by government procurement practices utilizing un-
authorized equipment providers; second, supply chain integrity ini-
tiatives by industry; and third, several recommendations where the
government can help improve both government and private sector
supply chain integrity.

The government views its commercial supply chain rightly as a
major element in its risk profile, but many of its risk management
efforts are not coordinated and were not developed in collaboration
with industries that share legitimate concerns about supply chain
security. Today, there are more than 100 different initiatives
around supply chain in the government.

Also as we sit here today, the government continues to make
purchases from untrusted and unauthorized sources. The urge to
save money pushes agencies to brokers and other gray market sup-
pliers that are not part of the authorized or trusted supply chain
for original equipment manufacturers. This is in also an area
where much mischief takes place for both counterfeiters and those
attempting to penetrate the government supply chain with mali-
cious intent.

Interestingly, when the government purchases equipment and
then identifies it as counterfeit, it often assumes the OEM has a
gap in its supply chain, pointing fingers at the private sector when
in many cases they need to be looking in the mirror. The govern-
ment does not instead ask why it bought sensitive ICT products
from an untrusted source.

I have included in my written statement several real-life exam-
ples just that Juniper Networks has experienced which are illus-
trative of this challenge, but time today does not permit me to go
through each one of those. But I hope you will take a chance to
look at those.

While Juniper understands the importance of improving supply
chain assurance for the Federal Government, it often appears that
the government itself does not understand the enormous invest-
ment that many in the private sector make to protect the integrity
of their supply chain. It is in our business interest. It is a market
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differentiator. Juniper, like many companies, has a supply chain
assurance and brand integrity program for securing our products
and supply chain. We employ best practices for security from orga-
nizations including the Open Groups, Trusted Technology Forum,
AGMA, and Safeco to name a few. This includes component integ-
rity, traceability of products, anti-counterfeit measures, and much
more.

As is clear from the variety and breadth of the standards, bodies,
and organizations that industry relies on, many companies believe
that a variety of standards and best practices contribute to supply
chain integrity. But as discussed earlier, there is also compelling
evidence that there are gaps and contradictions in the govern-
ment’s policies and practices that contribute to supply chain risk.
Here are a couple of proposals that, if addressed, could have imme-
diate impact on securing the communication supply chain. First,
the Executive Branch, at the urging of this committee, of course,
should issue a directive requiring federal departments and agencies
to purchase only from trusted and authorized sources, especially for
mission-essential functions, unless there is some compelling reason
to go outside of that channel. If there is such a compelling reason,
the purchaser should be required to put a justification and author-
ization in writing. It is low-hanging fruit; we should do it imme-
diately.

Second, the government should require that small business ven-
dors be certified as authorized resellers and partners. Require-
ments pertaining to small business set-asides also have the sec-
ondary impact of causing procurement officers to pursue acquisi-
tions through providers who are not part of the authorized and
trusted supply chain.

We all understand the importance of small businesses to the gov-
ernment’s industrial base and to the economy in general. It is im-
portant to recognize that bad actors also exploit our reliance on
small business as a means of entry. Counterfeiters and others at-
tempt to introduce their tainted equipment into our critical infra-
structure through small business enterprises.

Third, members of this committee have been involved in attempt-
ing to pursue better information-sharing. We support CISPA and
we appreciate all the good work here and hope that you will sup-
port moving that bill through the Senate.

While we are working on legislation to break down barriers to
improve timely, reliable, and actionable situation awareness, there
is a step we could take immediately. We continue to hear that the
government has significant concerns about supply chain and the
threat to national and economic security. The government has ac-
cess to case studies of successful, unsuccessful, interrupted, or dis-
rupted attempts to perpetrate network intrusions through the sup-
ply chain. We should take those lessons learned from those experi-
ences and share the tactics, techniques, and procedures, not
sources and methods that cross over into the classified space that
we can learn from and better inform the community in their own
risk management decision-making.

There are a couple of others in my testimony I hope that we will
get to in the questions. But on behalf of the 9,000 proud employees
of Juniper Networks, I thank you again for the opportunity to par-
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ticipate in this important discussion. Industry looks forward to con-

tinuing the collaborative relationship with Congress and the Ad-

ministration on this important issue. I welcome your questions.
[The prepared statement of Mr. Dix follows:]
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EXECUTIVE SUMMARY
The Challenge

The government views its commercial supply chain as a major element in its risk profile, but
many of its risk management efforts are not coordinated and were not developed in
collaboration with industry even though industry also is concerned about supply chain security.

The government continues to make purchases from untrusted and unauthorized sources. The
incentive to save money pushes agencies to brokers and other gray market suppliers that are
not part of the authorized or trusted supply chain for original equipment manufacturers (OEM).
This also is an area where much mischief takes place from both counterfeiters and those
attempting to penetrate the government supply chain with malicious equipment.

When the government purchases equipment from unauthorized sources and then identifies it
as counterfeit, it often assumes the OEM had a gap in its supply chain. The government does
not instead ask why it bought sensitive ICT products from an untrusted source.

Industry Initiatives

While Juniper understands the importance of improving supply chain assurance for the Federal
government, it often appears that the government does not understand the enormous
investment that many in the private sector make to protect the integrity of their supply chain.

Juniper Networks has a supply chain assurance and brand integrity program for securing our
products and supply chain. We employ best practices for supply chain security from
organizations regarding component integrity; traceability of products; anti-counterfeit features;
supplier selection; physical security; information and IP security; and channel monitoring and
incident response. Finally, we work with industry partners and the government to identify
emerging risks and on best practices to mitigate those risks.

Recommendations
1. The Government Should Purchase from Authorized and Trusted Sources

2. The Government Should Require that Small Business Vendors be Certified as Authorized
Resellers and Partners

3. Enact Information Sharing Legislation as a Means toward Situational Awareness
4, Share Information about Tactics, Techniques, and Procedures More Broadly

5. Establish Incentives for Businesses to Certify their Security Practices

6. Education and Awareness Campaign
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Good afternoon Chairman Walden, Ranking Member £shoo, and Members of the
Subcommittee. Thank you for inviting me to be a participant in today’s hearing on the

cybersecurity of the communications supply chain.

Background

My name is Bob Dix, and | serve as Vice President of Government Affairs and Critical
Infrastructure Protection for juniper Networks. Juniper Networks is a publicly-held private
corporation headquartered in Sunnyvale, California, with offices and operations around the
world. We deliver trusted, high-performance networking and security solutions that help public
sector agencies {spanning civilian, defense, and intelligence functions), private enterprises, and
service providers deploy networks that are open, scalable, simple, secure, and automated.

Juniper’s portfolio includes software and systems for routing, switching, and security.

The Challenge

The government views its commercial supply chain as a significant element in its overall
security risk profile; as a result, there are more than 100 different supply chain risk
management efforts across the United States Government. Unfortunately, many of those
efforts are not coordinated and were not developed in collaboration with private industry
despite the fact that industry also is concerned about supply chain assurance (please see

Attachment A}).

1 will address three aspects of this important subject of cybersecurity in the communications
supply chain: first, the risk created by government procurement practices utilizing unauthorized
equipment providers; second, supply chain integrity initiatives by industry generally, and

2
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Juniper specifically; and third, several recommendations where the government can improve

both government and private sector supply chain integrity.

Risky Procurement Practices

While industry is confronted with the challenge of monitoring and engaging with more than 100
different government supply chain risk management efforts, the Federal government itself
continues to make purchases from untrusted and unauthorized sources on a routine basis.
There was a well-publicized presentation in 2008 in which the FBI acknowledged that
government agencies purchased networking equipment that was determined to be counterfeit
through an online broker. This happens far too often, and we all know why this happens —itis

about saving dollars.

There is an on-going culture across the Federal government, particularly at the program and
project manager level, to be driven by cost and schedule. This is not malicious; it is just the way
things have been for a long time. Many of our talented civil servants have their individual
performance evaluations based on their ability to deliver projects and meet cost and schedule.
This will often drive them to shop online to save dollars on a particular project. More often
than not, this pushes them to brokers and other gray market suppliers that are not part of the
authorized or trusted supply chain for original equipment manufacturers {(OEM). This also is an
area where much mischief takes place from both counterfeiters and those attempting to
penetrate the supply chain with tainted or malicious equipment. Counterfeiters know the
government’s acquisition practices and use it to their advantage — they set up small gray
market entities to sell equipment cheaply and online. This situation could get worse given the

current budget climate.
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Interestingly, when the government purchases equipment and then identifies it as counterfeit,
it often assumes the OEM had a gap in its supply chain - pointing fingers at the private sector
when, in many cases, they need to be looking in the mirror. The government does not instead
ask why it bought a sensitive piece of IT hardware from an untrusted source. Here are a few

real world examples:

» In April 2013, a Federal civilian agency issued a solicitation for maintenance of its
Juniper Networks equipment. The Statement of Work that the Bureau issued with the
solicitation states “Support has to be from Juniper directly or a Juniper approved
support partner. This allows for diagnostics in order to determine the problem areas of
the equipment and fast replacements of any parts that might fail.” Approximately one
week after the solicitation and Statement of Work issued, the agency awarded the
contract to a company that is not an authorized support partner of Juniper.

e inluly 2012, a defense agency purchased what it thought were new Juniper router
interface cards from Unauthorized Reseller A. When the agency received the products,
the boxes were open, ant-static bags were torn, and the products appeared to have
been tampered with. The agency contacted Juniper, and our investigation revealed that
Unauthorized Reseller A had purchased used juniper equipment from a broker and sold
it to the government as “new.” it should be noted that the agency devoted significant
resources to conducting a risk assessment with Juniper on the integrity of our products
(presumably assuming that we were at fault), but this effort was rendered superfluous
once it was determined that the agency had procured interface cards from an

unauthorized entity.
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e In October 2011, one of the military departments awarded a purchase order to
Unauthorized Reseller S for Juniper Networks products. We contacted the military
department and advised them that Unauthorized Reseller S was not authorized by us,
but the buyer wanted to continue with the purchase because Unauthorized Reseller S
was cheaper. In our investigation, we discovered that Unauthorized Reseller Swas not a
registered company; instead, it was a fictitious business name established by the
individual owner of a previous business. The individual established the fictitious
business name Unauthorized Reseller S following his 2011 release from prison for a
conviction for trafficking in counterfeit network hardware. Once we provided this
information to the military department, the department canceled the purchase order in

favor of an authorized Juniper partner.

Industry Initiatives

While Juniper understands the importance of improving supply chain assurance for the Federal
government, it often appears that the government does not understand the enormous
investment that many in the private sector make to protect the integrity of their supply chain
from concept to delivery. It is important to the business interests and brand reputation of
Juniper Networks and other vendors and providers to maintain a productive and robust

approach to supply chain security.

In fact, corporate supply chain integrity and assurance programs evolved at a very early stage in
the technology sector, starting with the semiconductor industry in the early to mid 1980s when
outsourcing of semiconductor packaging and assembly began occurring in many countries in

Asia. These efforts continue and have been expanded partly due to high levels of chip theft in
5
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the semiconductor transport industry and high levels of substandard product remarking,
reselling, and gray marketing {please see Attachment B for a more comprehensive list of such

efforts).

At a very early stage in our history, Juniper Networks established a formal supply chain
assurance and brand integrity program for securing our products and our supply chain. The
Juniper brand integrity program is one component of a comprehensive corporate security plan.
At Juniper, we believe brand protection programs are inherently reactive to problems
discovered in the channels. Juniper’s philosophy has been to implement security and integrity
best practices throughout our product lifecycle process to prevent instances of counterfeit
products or components, and to ensure that our customers receive the highest quality products

available in the marketplace.

Juniper references numerous international standards in the operation of its supply chain and

brand integrity programs, including:

e IS0 27001 for information security
¢ 1SO 9001/ TLO00O Quality management system (Certified)
o C-TPAT and AEO supply chain security criteria {Certified Tier 3 C-TPAT and AEO- Security)

e Common Criteria product certifications

We also employ best practices for supply chain security from organizations such as The Open
Group Trusted Technology Forum {O-TTF); the Alliance for Gray Market and Counterfeit
Abatement; and the Software Assurance Forum for Excellence in Code {SAFECode). Some of

these best practices include: component integrity assurance; traceability of products and



92

components; anti-counterfeit features within our products; supplier selection {including an
evaluation of foreign interests, relationships, and potential for foreign control); physical
security; information and IP security; and channel monitoring and incident response. Finally, we
work with our industry partners and the government to identify new and emerging risks and

collaborate on best practices to mitigate those risks.

Recommendations

As is clear from the variety and breadth of standards bodies and organizations that industry
relies on, many companies believe that a variety of standards and best practices contribute to
supply chain integrity; but, as discussed earlier, there also is compelling evidence that there are
gaps and contradictions in the government’s policy and practices that contribute to supply
chain risk. Here are a few proposals that, if addressed, could have immediate impact on

securing the communications supply chain:

1. The Government Should Purchase from Authorized and Trusted Sources

The Executive Branch should issue a directive requiring Federa! departments and agencies to
purchase only from trusted and authorized sources unless there is a compelling reason to go
outside of that channel. If there is a compelling need to purchase from unauthorized vendors,
such as for obsolete parts, the government should issue a written Justification & Authorization
(1&A) and assume the liability of such a decision. In conjunction with this, acquisition officers
should be evaluated based on their ability to procure goods and services that deliver the best
value for the government over the long term instead of those that appear to be the lowest

price in the short term; a product that is less expensive in the short term might end up costing
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more over the long term as a result of additional maintenance, more frequent replacement,
higher energy costs, etc. Together, these reforms would mitigate a significant amount of the

government’s supply chain risk.

2. The Government Should Require that Small Business Vendors be Certified as

Authorized Resellers and Partners

Requirements pertaining to small business set-asides also have the secondary impact of causing
procurement officers to pursue acquisitions through gray market providers who often are not
part of the authorized and trusted supply chain; gray marketers set themselves up as small
businesses. While Juniper Networks understands the importance of small businesses to the
government’s industrial base and to the economy in general, it is important to recognize that
bad actors often exploit our reliance upon small business as a means of entry. Counterfeiters
and others attempt to introduce their tainted equipment into our critical infrastructure through

small business enterprises.

Companies like Juniper Networks welcome and value the opportunity to work with small
businesses. We have programs that invite participation by small business providers to become
part of the authorized and trusted network of resellers and partners. The government should
require that all of its vendors, including small businesses, be authorized to resell the equipment

they are providing.

3. Enact information Sharing Legislation as a Means toward Situational Awareness

Many of the Members of this Committee have been involved in attempting to address the issue
of facilitating the exchange of intelligence information and creating a true partnership between

8



94

government and industry to build enhanced situational awareness to improve detection,
prevention, and mitigation of cyber events that may become incidents of national

conseguence.

Though the private sector is doing work internally to address the threat, the government has an
important opportunity to significantly increase its communication of threat indicators and
intelligence to industry. Far too often, the government continues to compartmentalize and
restrict access to relevant information. In order for private industry to be able to prevent and
mitigate threats, industry must have access to the threat information that the government

possesses.

With this in mind, legislation introduced by a Member of this Committee, Rep. Mike Rogers (R-
M}, in his capacity as Chair of the Permanent Select Committee on Intelligence, H.R. 624, the
“Cyber Intelligence Sharing and Protection Act of 2013,” would amend the National Security Act
to facilitate the sharing of cyber threat intelligence with eligible private sector entities. This
legislation will add an arrow to the protection quiver by addressing a key impediment to
building cyber situational awareness and passed the House on a wide bipartisan margin. Juniper
Networks hopes that you will join with your Intelligence Committee colleagues in urging the

Senate to take up this important bill.

4, Share Information about Tactics, Technigues, and Procedures More Broadly

While we are working on legislation to break down barriers to improving timely, reliable, and
actionable situational awareness, there is a step we could take immediately. We continue to

hear that the government has significant concerns about supply chain and the threat to
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national and economic security. The government has access to case studies of successful,
unsuccessful, interrupted, or disrupted attempts to perpetrate network intrusions through the
supply chain. We should take the lessons learned from those experiences, and share the
tactics, techniques, and procedures (not sources and methods that cross over into the classified
space) that we can learn from and better inform the community in their own risk management

decision making.

5. Establish Incentives for Businesses to Certify their Security Practices

As part of its procurement evaluation process, the government should examine incentives that
would provide recognition to companies that choose to have their security processes and
practices certified and accredited by recognized standards bodies. Most businesses already
manage their security risk but might not seek to have their practices certified because there is
no customer incentive to do so. If a large buyer, like the government, were to recognize such

certifications, more businesses would potentially be incentivized to apply for them.

6. Education and Awareness Campaign

As we are all aware, the inadvertent introduction by employees and contractors of malware is
one of the primary sources of infection adversely impacting cybersecurity. The communications
supply chain is no exception to this problem and a larger effort to combat this has benefits in
and beyond supply chain integrity. The government should develop a coordinated and long-
term education and awareness campaign for cybersecurity. When our Nation was confronted
with the threat of the H1N1 virus, the government mobilized agencies and the private sector to

advise individuals how to protect themselves from the risk of infection. There were public

10
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service announcements, posters, radio, TV, and Internet messages regarding the need to cough
into our sleeves, wash our hands, and other protective measures to secure our health. The
effort included the CDC, HHS, and other federal departments and agencies, along with many

non-profits, businesses, and organizations.

We have the opportunity to use the same mode! for a sustained awareness program to help
educate citizens, small businesses, students, non-profits, and other stakeholders on how to
protect themselves from the risk of malware, phishing and other forms of infection in

cyberspace.

Many Federal departments and agencies routinely interact with citizens and businesses.
Leveraging the Small Business Administration; the Internal Revenue Service; the U.S. Postal
Service; the U.S. Department of Education; and others would provide an ability to scale the
messaging across a wide range of the population. Perhaps we could even convince every
Member of Congress to include a link on their website that directs constituents to where they

can get more information about protecting their health in cyberspace.

Conclusion

On behalf of the more than 9,000 proud employees of Juniper Networks, thank you again for
this opportunity to participate in this important discussion. Industry looks forward to continuing

the collaborative relationship with Congress and the Administration on this important issue,

11
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APPENDIX A

In February 2013, the President issued a cybersecurity Executive Order.

Recently-enacted editions of the National Defense Authorization Act (NDAA} and the
Intelligence Authorization Act contained provisions that provide the government with
expanded authority to exclude private sector vendors from eligibility for Federal
procurements based on a presumed national security risk without notice.

In 2011, the Department of Commerce, acting on behalf of the Department of Defense,
distributed surveys to industry under the auspices of the Defense Production Act (DPA).
The Defense Supply Chain Network survey {or sector-by-sector, tier-by-tier evaluation
{S2T2)} asked for sensitive and proprietary company information and suggested the
threat of jail time for failure to comply.

In 2011, the U.S. Intellectual Property Enforcement Coordinator issued a request for
comments as part of an inter-agency effort to reduce counterfeit products from the U.S.
Government supply chain.

In 2008, there was a Federal Acquisition Regulation proposal to impose unlimited
liability against private sector providers if counterfeit equipment was found in the
government’s operation, even if that equipment was not from a manufacturing or
assembly facility of the named provider.

Supply chain activities taking place pursuant to the Comprehensive National
Cybersecurity Initiative (CNCI) #11 have not included private sector participation.

12



10.

11.

98

APPENDIX B

Transported Asset Protection Association (TAPA) (originally the Technology Asset
Protection Association)

High-Tech Crime Investigators Association (HTCIA)

ASIS International

International Security Management Association {ISMA)

Coalition Against Counterfeit and Piracy (CACP)

€SO Roundtable

Internet Consortium for Advancement of Security on the Internet {ICASI)
information Sharing and Analysis Centers (ISACs)

Sector Coordinating Councils (SCCs)

The Partnership for Critical Infrastructure Security (PCIS}

The President’s National Security Telecommunications Advisory Committee (NSTAC)

and National Infrastructure Advisory Council (NIAC)

13
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Mr. WALDEN. Mr. Dix, thank you very much.

They have called the votes. I believe they have, right? And so we
will recess at this point. So close, Mr. Rothenstein, so close. And
then we will come back and start with you and get to our other two
witnesses, and then Q&A. So thank you for your patience and we
will be back shortly.

[Recess.]

Mr. LATTA [presiding]. I would like to call the subcommittee back
to order. And I believe next in order of our witnesses is Mr.
Rothenstein, and thanks very much for being here today. We ap-
preciate your testimony.

STATEMENT OF DAVID ROTHENSTEIN

Mr. ROTHENSTEIN. My pleasure. I hope that delay only served to
build anticipation of my testimony.

Vice Chairman Latta, Ranking Member Eshoo, members of the
subcommittee, my name is David Rothenstein and it is my pleasure
to appear before you today. I serve as senior vice president and
general counsel of Ciena Corporation, a publicly held Maryland-
based provider of equipment software and services that support
transport and switching, aggregation management and voice, video,
and data traffic on communications networks. Our products are
used by communications network service providers, cable operators,
governments, and enterprises across the globe.

Today, a number of current market trends, including the pro-
liferation of smartphones, tablets, and mobile devices, are substan-
tially increasing the demand on networks. This means that Ciena
must deliver faster, more efficient, and more secure equipment to
our customers to help them meet their end-user requirements.

As with most technology companies, our success is largely driven
by our innovation. Our global patent portfolio is our lifeblood and
it enables us to develop leading-edge solutions and get new prod-
ucts to market quickly. In order to support this continuous innova-
tion and because our equipment sits in critical infrastructure net-
works around the world, Ciena’s executive team spends a lot of
time looking at the intersection of cyber security and supply chain.

Because our customers demand best-in-class product delivery
lead times, quality and performance, security of supply, and prod-
uct security and integrity, we have taken steps during the past few
years to transform and optimize our supply chain operations. These
changes have enabled us to use our supply chain as a differentiator
in the market.

One example of these changes has been our focus in designing
and manufacturing equipment and software that meets or exceeds
the security needs of our customers. For years, our customers have
generally inquired with us about the security, integrity, and assur-
ance of their networks. With this in mind, in 2011 we performed
? detailed analysis of our supply chain that considered a range of
actors.

As a result of this analysis, we decided at that time to begin a
gradual exit from China of key elements of our supply chain. This
was not an easy decision. China represents one of the largest and
fastest-growing markets for communications equipment in the
world. And the country is home to the fabrication facilities that
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produce many of the components that go into our products. How-
ever, based on what we knew about our products, our customers,
and the business and security environment in China, we decided to
make this change.

In contrast to some of our peers, we weren’t as concerned about
the potential adverse impact of this decision on our sales opportu-
nities in China. Several years ago, because of the significant bar-
riers to entry and the technology transfer requirements to do busi-
ness in China, we decided not to pursue a go-to-market sales strat-
egy in that country. We are now almost 2 years into our supply
chain transformation. By the end of 2013, we will have transitioned
all of the manufacture and assembly of our products and a sizable
portion of our global spend on finished and semi-finished assem-
blies from China to other jurisdictions, primarily Mexico and Thai-
land. In so doing, we have increased the velocity of our supply
chain, solidified our security of supply, and insured the security
and assuredness of our products. At the same time we have re-
mained very competitive in the market from a cost standpoint.

There are some parts that we continue to source from China. We
are in active discussions with our major vendors as to their plans
for transitioning out of China, largely to address issues relating to
counterfeit goods and intellectual property infringement. We are
less concerned about the security vulnerabilities of these products
even if they are primarily passive products that are neither pro-
grammable nor capable of being embedded with damaging com-
puter code or malware.

At the same time, we have taken extensive steps to ensure the
integrity of the active or programmable components in our prod-
ucts. We require now that these components are sourced from out-
side of China. We maintain rigorous and internal practices and ca-
pabilities that enable us to identify any issues with respect to the
security of our components. And by implementing strict controls
over our own software developments and by ourselves performing
the final testing and validation of the software loaded on to our
products, we ensure the integrity of our software, which is the crit-
ical element that controls and manages our products and our cus-
tomer’s networks.

In conclusion, Ciena applauds the Subcommittee for taking on
this issue. In our case, we proactively elected to make changes to
our supply chain and not to wait for legislation, regulation, or the
Administration’s implementation of the recent Executive Order on
cyber security. Instead, we talked to our customers, conducted a
thorough business analysis and risk assessment, and made a deci-
sion that we continue to implement today. While this strategy may
not necessarily work for others, it has worked effectively for us. It
makes good business sense and delivers additional security for our
customers and for their networks.

With that, I conclude my remarks and am pleased to take any
questions.

[The prepared statement of Mr. Rothenstein follows:]
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Written Statement of
David M. Rothenstein
Senior Vice President, General Counsel and Secretary
Ciena Corporation
Before the Subcommittee on Communications and Technology
House Committee on Energy and Commerce
Hearing on “Cyber security: An Examination of the Communications Supply Chain”

Introduction
Chairman Walden, Ranking Member Eshoo, Members of the Committee, my name is David Rothenstein
and it is my pleasure to appear before the Subcommittee this afternoon examining the intersection of

cyber security and the supply chains of companies who operate and who supply equipment for

communications networks.

Company Background

| serve as Senior Vice President, General Counsel and Secretary of Ciena Corporation, a Hanover,
Maryland, based global provider of equipment, software and services that support the transport,
switching, aggregation and management of voice, video and data traffic on communications networks.
Our Packet-Optical Transport, Packet-Optical Switching and Carrier Ethernet Solutions products are used
in communications networks operated by service providers such as AT&T, Centurylink, Verizon, 8T {also
known as British Telecom), SingTel (Singapore’s telecommunications company) and Telefonica Vivo (the
largest mobile operator in Brazil); by cable operators such as Comcast and Rogers; and by research and

education institutions, enterprises and other network operators around the globe.

In addition to ongoing projects with the world’s largest service providers, some recent examples of our

work include:
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» provision of converged packet-optical and packet networking solutions to integra, a provider
of fiber-based, carrier-grade networking solutions based in Portland, Oregon, for the
expansion of its long-haul fiber optic network; and

e anaward to power the illinois iFiber optical network, which is designed to service smail

business, local governments and universities in northwestern lllinois.

In addition, through our government solutions subsidiary, Ciena is a direct and indirect supplier of
networking equipment, software and services for some of the United States” most critical government
infrastructure projects. Since 2004, Ciena has provided the optical transport equipment for the U.S.
Department of Defense’s Global Information Grid Bandwidth Expansion (GIG-BE) Program, a net-centric
transformational initiative to provide high-speed communications capability to key operating locations
worldwide. In 2011, Ciena partnered with Internet2, a non-profit community of universities, companies,
government agencies and others, on a 100G national network in support of the U.S. Unified Community
Anchor Network {U.5. UCAN) project. And, Ciena has built assured, adaptive optical networks for a
number of U.S. armed services base infrastructure projects and provided managed services for the

networks of several U.S. government agencies and various state and local governments.

Ciena was founded in 1992 with the desire to radically change the possibilities and economics of
networking. Over 20 years later, we have accomplished that objective, becoming an innovator in
delivering solutions that enable converged, next-generation architectures around the world. Today, a
number of market trends — including the proliferation of smartphones, tablets and similar devices
running mobile web applications; the prevalence of video applications; and the shift of enterprise and

consumer applications to cloud-based or virtualized network environments —are indicative of increasing
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use and dependence by consumers and enterprises on a growing variety of broadband applications and

services.

This significant increase in multiservice network traffic will require network operators to invest in next-
generation, high-capacity network infrastructures that are more robust and efficient. Accordingly,
Ciena’s network architecture vision and approach, which underpins our solutions offerings and guides
our research and development strategy, leverages the convergence of optical and packet networking
technologies to increase network scale cost effectively, while emphasizing software-enabled
programmability, automation and open interfaces. Through this network approach, we enable high-
capacity, configurable infrastructures that can be managed and adapted by network-level applications
to create new communications services, and that provide flexible interfaces for the integration of
computing, storage and network resources. By increasing network flexibility for service delivery,
reducing required network elements and enabling increased scale at reduced cost, our communications
networking solutions create business and operational value for our customers, Simply put, our
equipment, and that of our peer vendors, makes up the backbone of the global communications
infrastructure, And we are enabling more people to use it with more devices at higher speeds, and more

reliably, than ever before.

Our success is driven by our innovation. Years of creating solutions for the world’s largest and most
reliable communications networks have led to more than 1,550 U.S. patents and patent applications, as
well as more than 500 foreign-issued patents and patent applications. Like many technology companies,
patents are our life blood, and enable us to innovate quickly and get new products into the global

market.
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Cyber Security and Supply Chain

In order to support this continuous innovation, and because our equipment serves as the core of
communications networks around the world, Ciena’s executive leadership team spends a lot of time
looking at the issue before the subcommittee today ~ the intersection of cyber security and supply
chain. It is a topic on the minds of all of our existing and prospective customers, particularly the service
providers, and we aggressively seek their input and perspectives in order to learn what they value in

their suppliers and in their networking equipment.

The stated goal of our supply chain operations team is to implement a “value driven” supply chain, one
which drives changes that will create value for Ciena and for our customers. A key aspect of the success
of such a model is the ability to manage the inherent complexity of the supply chain while ensuring a
positive and differentiated customer experience. We have heard from our customers, and they clearly
value things like performance against shorter product delivery lead times, outstanding product quality

and performance, security of supply, and product security and reliability.

Based on that feedback, we have undertaken a number of actions to transform and optimize our supply
chain over the past few years. These actions were taken from both a business and a security
perspective, as we operate in a very competitive global marketplace with competitors many times our

size.

One way we use our supply chain to differentiate ourselves from our peers is by trying to be faster to
market. For example, we implemented a “direct order fulfillment” (DOF) modet for several of our
products. Under this model, we select contract manufacturers whose facilities are located closest to our

primary North America market and require the manufacturers to perform final assembly and testing of
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our products and to ship the products directly to our customers. By eliminating a key step in the process,
the DOF mode! allows us to improve our supply chain velocity and ensure performance to stated
product delivery lead times in a very cost-efficient manner. Similarly, we consolidated our global
logistics partners to ensure a simpler model that is geographically closer to our primary market and has

cleaner and more optimized shipping lanes.

In addition to assessing our overall supply chain with the goal of improving velocity and cost, we also
focused on how best to design, build and manufacture equipment and software that meets or exceeds
the security and reliability needs of our customers. Given all of the news of cyber security intrusions,
vulnerabilities, intellectual property infringement, data exfiltrations and the like, many parts of our
customer base have been aware of the issue for some time and continually press us on issues relating to

product security, integrity and assurance.

{ am sure that the Members of this committee are well aware of the increasing prevalence and severity
of cyber threats directed against our government and U.S.-based defense contractors, critical
infrastructure owners and operators, and high technology companies, including those threats that
emerge every day from China. Our government and several private sector organizations, including
security firm Mandiant, have documented this very well, and it is not necessary to belabor the point.
Suffice it to say that as a company selling equiprﬁent and software that sits in the core of critical
communications network infrastructure, we began to question the level of supply chain exposure to the

design and manufacture of key products originating in China.

With all of this in mind, we undertook a comprehensive analysis of our supply chain and considered a

range of issues, including:
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* the amount of the supply chain originating in China as compared to other countries around the
world;

e the portions of our products that we considered to be particularly vulnerable from a security
standpoint;

e the alternate sources of supply for those products, both in terms of companies and geographies;

* proximity to our key North America market;

* the cost impact of any transition, including labor and overhead costs;

¢ the relative political and social stability of various locations; and

* the potential impact of any transition upon product test capacity, lead times, quality or

performance.

As a result of this analysis, in the middle of 2011 we made a conscious decision to begin a gradual exit of
key elements of our supply chain from China. At the time, over one-fifth of our global supply chain
spend on contract manufacturers originated in China, and approximately two-thirds of our global spend
on finished and semi-finished assemblies originated from the China-based facilities of original

equipment manufacturers.

Obviously, this was not an easy decision. China represents one of the largest and fastest growing
markets for communications networking equipment in the world. And, with a very low cost
manufacturing base, China Is also home to the manufacturing facilities that produce many of the
components and subcomponents that go into our products. However, based on what we knew about
our products, our customers and the overall business and security environment in China, we decided to

make this change.
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In making this decision, and in contrast to some of our peers, we were not as concerned about the
potential impact on our sales opportunities in China. Several years ago, we made the deliberate decision
not to pursue a go-to-market sales strategy in China. Because well over 90% of networking equipment
sales into the China market is controlled by Chinese equipment vendors, and because of domestic
production requirements that require the transfer of intellectual property that we were not willing to
entertain, we determined that the barriers to entry into the China market were too high to pursue

meaningful sales opportunities in that country.

We are now two years into this aspect of our supply chain transformation. During this time, we have
made substantial progress toward our goal of increasing the velocity of our supply chain and the security
and assuredness of our products. By the end of 2013, we will have effectively moved all of the
manufacture and assembly of our products out of China, and we will have reduced our global spend on
finished and semi-finished product assemblies originating from China to less than one-half. We have
effectively transitioned these elements of our supply chain to other jurisdictions — primarily Mexico and
Thailand ~ that offer a combination of increased time-to-market, improved security of supply, and
increased product security and reliability. For example, with approximately 85% of our global contract
manufacturer spend now based in Mexico, we have decreased our product lead times, with the
products being driven by truck across the U.S. border as opposed to being sourced from China and then
sent via maritime container ship to the U.S. At the same time, by partnering effectively with our contract
manufacturers and aggressively pursuing cost reductions though lower labor and landed cost rates, we
have not incurred a significant increase in the cost of our products. We have remained competitive in
the market from the standpoints of technology, delivery and cost, and we continue to win business from

existing and new customers and take market share.
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With respect to those finished or semi-finished assemblies that remain sourced from China today, we
are in active discussions with our major vendors as to their plans for transitioning out of China. As a
result, we expect the overall percentage of products originating from China to continue to decrease over

time.

We remain focused on this effort primarily to reduce the risk of intellectual property infringement and
the incorporation of counterfeit components into our products. Until then, we believe that continuing to
source several specific products from China presents low risk from a security, integrity and reliability
standpoint. These finished and semi-finished assemblies, such as optical passivé modules, power
rectifiers and mechanical assemblies, are largely “passive” products in that they are neither
programmable nor capable of being embedded with damaging computer code or malware. In an
abundance of caution, though, we perform system field tests on most of these products prior to

deployment.

Similarly, there remain certain parts used in our products - such as capacitors (which are used to store
energy), heat sinks {which cool electronic devices) and filters, often collectively referred to in the
industry as “jellybean” or “peanut” parts ~ for which we have not attempted to transition the supply
chain out of China. Because the source of supply for these parts is limited only to manufacturing
facilities in China, we expect to continue procuring them from China. However, as these parts are
incidental to the actual functionality of the products and are neither programmable nor susceptible to
being compromised in any way from a security standpoint, we are confident that they present very

limited risk to the overall integrity and security of our products,
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Separately, we have taken extensive steps to ensure the security and reliability of the “active”
components in our products, such as programmable logic integrated circuits, analog integrated circuits,
digital signal processors, field-programmable gate arrays and microprocessor integrated circuits. First,
we ensure that all of these components are sourced from outside of China. For example, the key active
components in Wavelogic 3, our industry-leading 100G coherent optical chipset, were designed and
developed in North America and Europe. Second, we provide an approved vendor list to our contract
manufacturers, who then procure these products and incorporate them into the assembly of our
products. Third, we maintain rigorous internal practices and capabilities that enable us to identify any
discrepancies in the performance, behavior and security of these component assemblies. And fourth, by
implementing strict controls over our software development, and by performing the final testing and
validation of the software loaded onto our products, we ensure the integrity and reliability of the critical

element - software ~ that controls and manages our products and our customers’ networks.

In taking these steps, we believe not only that our company has become more efficient and able to
deliver products more quickly but also that our customers are getting more secure and trusted products.
Indeed, we have received extremely positive féedback from many of our service provider and
government customers in response to this element of our supply chain transformation. In sum, while we
recognize that this supply chain strategy may not necessarily make sense for all other companies, it has

worked quite effectively for Ciena and our customers.

It is fair to say, however, that many potential purchasers of networking equipment, software and
services — particularly enterprises that buy equipment for their own networks - still do not appreciate
the cyber security threats facing our nation today. That is why Ciena was pleased to support the Cyber

intelligence Sharing and Protection Act, HR 624, authored by committee member and House Permanent
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Select Committee on Intelligence Chairman Mike Rogers, and Ranking Member Dutch Ruppersberger.
We believe that broader sharing of cyber threat information would be particularly valuable for the many
private sector companies, particularly those in the critical infrastructure area, who demand trusted and
secure networks but do not have access to the same level of information and resources as the largest

communications service providers and governments.

Conclusion

In conclusion, Ciena applauds the subcommittee for taking on this issue of cyber security and the
communications supply chain. As you now know, Ciena elected not to wait for legislation, regulation, or
implementation of the Obama Administration’s Executive Order on cyber security, to make changes in
its supply chain. Instead, we talked to our customers, conducted a thorough business analysis and risk
assessment, and made a decision that has been and is continuing to be implemented today. We are
confident that taking these steps makes good business sense for our company and delivers additional

security for our customers and their networks.

10
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Mr. LaTTA. Well, thank you for your testimony.

And our next witness is Mr. John Lindquist, President and CEO
of EWA Information and Infrastructure Technologies, Inc. Good
afternoon and thanks for testifying.

STATEMENT OF JOHN LINDQUIST

Mr. LINDQUIST. Thank you, Mr. Vice Chairman, members of the
committee. Thank you very much for the opportunity to testify.

As we all know, the security of our telecom systems is in fact
very critical. We are aware of the myriad threats to the U.S. and
the threat is real but is not limited to a single country, geographic
area, or organization. Protection is made difficult because the sup-
ply chain for electronic systems and devices in general and specifi-
cally telecommunication systems is truly global. Most of the
telecom system vendors have very large footprints in China and
elsewhere around the globe, and many of these worldwide locations
are easily and directly accessible by the various threat nations and
organizations.

Furthermore, it is the nature of the system development to make
use of software routines and hardware components that are gen-
erally available in the market, and it is virtually impossible to de-
termine the pedigree of all of the hardware and the software that
goes into a telecommunications system. Our adversaries are profes-
sional, highly technically capable intelligence organizations or so-
phisticated criminals, neither of which would have any difficulty
circumventing a trusted supplier system.

To address the security dilemma effectively, an evidence-based
security process should be applied, that enables an informed judg-
ment that an adequate level of assurance has been provided that
the system is free of malicious features and does not contain seri-
ous security defects; and that is without regard to origin of the sys-
tem.

IIT had been selected by several telecommunications carriers as
an independent evaluator to implement such a process. The process
we are implementing is comprised of two major phases. The first
is an in-depth security assessment of the system software, hard-
ware, and firmware to include all patches, upgrades, and modifica-
tions as they occur.

The second phase is a delivery process that ensures that the de-
ployed system and all patches, upgrades, and modifications are ex-
actly the ones that were evaluated and determined to be suitable
and acceptable. The key features of the process include: willing
participation of the developer and vendor; a trusted independent
evaluator; direct coordination between and among the stakeholders,
particularly the telecoms and the concerned government agencies
and the evaluator without interference or necessarily knowledge of
the vendor; correction of unintentional defects before deployment;
immediate involvement of law enforcement if evidence of malicious
intent is discovered; and a delivery system that ensures that the
system delivered matches the evaluated system and prevents the
vendor or any other un-presented party from accessing the system
during or after delivery; and finally, a scheme for monitoring the
system after deployment.
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In our case, the vendors have been very willing to comply be-
cause compliance was a condition of the sale to the telecommuni-
cations carrier. Under those contracts, they provide us the design
documentation, source code, the complete set of sample compo-
nents, replication of the compilation environment for their software
and firmware, advance notice of all design changes, patches, and
modifications, and access to their development facilities to provide
us the understanding of their process.

We were selected because of our intimate knowledge of the
threat. We have a comprehensive process with clear analytical and
reporting criteria that explicitly addresses the evolving threat. We
have secure facilities. We use exclusively U.S. personnel, who have
been vetted through the U.S. security clearance process, and we
have a staff fully qualified and equipped to perform the evalua-
tions.

The contracts in each case specifically provide for the direct pri-
vate communication between the evaluator and stakeholders. Tele-
communication carriers, by contractual mandate, are the primary
beneficiary of our work. A condition of acceptance is a report from
us describing what we did, the faults found, the correction imple-
mented, and any residual risk, and we are free to discuss any
issues directly with the telecom and the government.

In our lab, we subject the system to a detailed analysis, both a
static analysis of the software and a dynamic testing of the soft-
ware and hardware. There have been thousands of defects found
and mitigated, not all of these in Chinese systems; as a matter fact,
many of them in systems that currently exist in the telecommuni-
cation system.

The software is delivered directly from us to the networks. The
hardware is subjected to a random sampling process, and the
firmware is either delivered directly from us or the boards are re-
flashed by us, all again to make sure that the delivered software
is what we evaluated. Our recommendation is that some evidence-
based security process like this is included in the government’s ap-
proaches, including the NIST security framework and other pro-
grams across the government.

Thank you very much.

[The prepared statement of Mr. Lindquist follows:]
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Testimony before the Subcommittee on Communications and Technology
Date of Hearing: 21 May 2013

Witness: john W. Lindquist

President & CEO

EWA Information and Infrastructure Technologies, Inc

CEO

EWA North America, LLC

Mr. Chairman and Members of the Committee,

Thank you for the opportunity to testify on the very important issue of the Security of the
Communications Supply Chain.

My expertise and that of 1T, the Company | represent, within the overall process of Supply
Chain Security is security suitability and acceptability.

The security of our telecom systems is critical. We are all very aware of the myriad number of
threats from nations and organizations unfriendly to the U.S. {leave it to the U.S. Intelligence

Community to to characterize that threat but | have sufficient insight to be convinced that the
threat is very real, is not limited to a single country, geographic area or organization, and that

we must protect ourselves..

That protection is made more difficult because the supply chain for electronic systems and
devices in general and specifically telecommunications systems is truly global. There are no
manufacturers of telecommunications systems in the U.S. Two of the major telecom system
vendors are Chinese, and the other three are European and, those European vendors have very
Jarge footprints in China and elsewhere around the globe. Many of these worldwide locations
are easily and directly accessible by the various threat nations and organizations. Furthermore,
it is the nature of system development to make use of software routines and hardware
components that are generally available in the market. It is virtually impossible to determine
the pedigree of all of the hardware and software that goes into a telecommunications system.
Further, it is not practical to impose a system of trusted suppliers for all of the components.
Such a system would be virtually impossible to police and self certification of processes is of
little to no value. Our adversaries are professional, highly technically capable, intelligence
organizations and/or sophisticated criminals, neither of which would have any difficulty
circumventing a self certification system. The bottom line is that the embargo of products from
certain countries or companies does not provide secure systems.
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To address this security dilemma effectively an Evidence Based System Process {EBSP) must be
applied that enables informed decisions as to the security suitability and acceptability of a
system before it is deployed and throughout its life cycle.

To be suitable and acceptable, there must be reasonable assurance that any system being
introduced into our telecommunications networks are free of malicious features and serious
security related defects. It is very likely that the legacy systems, those already in operation, are
not free of such security defects and it is unknown if malicious capability has been introduced
into the systems. However, it is not practical to shut down our networks to assess the current
systems. Thus, the focus must be on new systems and system upgrades. The analytical results
on new systems provide insight into the nature of probable security relevant defects in the
legacy systems which can be addressed through network security techniques, most likely
increased effective monitoring.

The EBSP should be comprised of two major phases. The firstis an in depth security
assessment of the system to include all patches, upgrades, and modifications as they occur, and
the second being a delivery process that insures that the deployed system and all patches,
upgrades, and modifications are exactly the ones that were evaluated and determined to be
suitable and acceptable.

The key features of the EBSP are:

« Willing participation of the developer/vendor.

+ Atrusted independent evaluator.

e Direct coordination between the stake holders,(telecoms and concerned
government agencies) and the evaluator without interference or knowledge of
the vendor.

» Correction of unintentional defects before deployment.

¢ Immediate involvement of law enforcement if evidence of malicious intent is
discovered.

e Adelivery system that insures the delivered system matches the evaluated
system and prevents the vendor or any other un-trusted party from accessing
the system during or after delivery.

e Ascheme for monitoring the system after deployment.

We have implemented an EBSP that includes the above features with several
telecommunications companies here in the US and Canada performing evaluations and
deliveries of multiple vendors products which are being integrated into a LTE upgrade. The
results of the evaluations, although not completed, have yielded significant security benefit to
the recipient. As a result of our analysis, an extremely large number of security relevant defects
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have been identified and corrected or are in the process of being corrected. Although we have

found no evidence of malicious intent, we have caused the elimination of serious vulnerabilities
that the threat would have been able to exploit. These serious defects were found equally in
Chinese and non-Chinese vendors products.

in our EBSP, the Vendors have been very willing to comply because their participation in the
EBSP was a condition of the sale to the telecommunications company.

The vendors have provided:

L4

Design documentation for hardware, software, and firmware.

Source code for system software and firmware.

A complete set of sample components.

A replication of the compilation environment for their system.

Advance notice of all design changes, patches, and modifications with subsequent
delivery to us of the changed product.

Access to their development facilities to provide us understanding of their development
process.

We have been selected by the vendor and the telecom carrier as the trusted independent
evaluator based on their evaluation of the efficacy of our process and the trustworthiness and
qualifications of our personnel. Specific criteria used were:

-

A comprehensive process with clear analytical and reporting criteria.
Secure laboratory facilities suitable to protect the intellectual property of the
vendor.Our facility is designed to Sensitive Compartmented Intelligence Facility
specifications.

¢ The use of exclusively US personnel with Top Secret security clearances. Although the

work is not classified, the use of cleared personnel assures that they have been fully
vetted and found to be trustworthy.
A staff fully qualified and equipped to perform the evaluations and effect trusted
delivery.
We are paid by the telecommunications company not the vendor.

The contracts in each case specifically provide for the direct, private communication between
the evaluator and the stakeholders.

The telecommunications carrier is, by contractual mandate, the primary benficiary of
our work

A condition of acceptance of the product is a report from us describing faults found,
correction implemented and any residual risk.
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* The evaluator may discuss any issues directly with the telecom and/or government
agencies without notifying the vendor or providing the vendor the outcome of any such
discussions.

in our labs, we subject the system to a detailed evaluation. The evaluation is designed to
identify the existence of paths through which all known threats could compromise the system.
The evaluation includes:

e Static and dynamic evaluation of the source code and software binaries.

e Evaluation of the vendor compilation environment and compilation scripts.

e Evaluation of the hardware components at the board and chip level, Hardware is
evaluated to the level of detailed printed circuit board layout, discrete components and
signal paths in and among circuit boards. Hardware is also characterized to the board and
key component level, to enable the trusted delivery verification process. Dynamic testing
of the system.

There have been thousands of defects found. In each case the vendor has been asked to
explain the design purpose or other reason the condition exists, to include programmer error
and to provide their intended fix. In this exchange, the vendor is not provided with a
description of the specific test methodology applied by the evaluator, nor any unique
information regarding what we might know about the relevant threat or how the vulnerability
might be exploited. The vendor’s response in consideration of the seriousness of the defect are
used to make an evaluation of intent as malicious or not malicious. There have been no
findings of malicious intent thus far. If there had been it would have been reported directly to
the FBI. Once the fix is negotiated as adequate, the modified code is again subjected to a
complete evaluation to insure that the defect was properly corrected and that no other defects
were introduced.

Of significance is the value added operational benefits that accrue through this process.
Operational efficiencies increase speed, agility, and baseline system performance. We produce
for both the vendors and the telecommunication providers a system that has been rigorously
tested and enhanced.

Once the system is deemed security suitable and acceptable for deployment by the
telecommunications company we implement a trusted delivery process which includes the
delivery of the software, firmware and hardware.
e The software is delivered directly from us to the telecommunications carrier via a secure
network connection. Prior to delivery, it is compared against a record set of binaries
compiled independently by us using evaluated source code. If the two software binaries
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match, the software is transmitted to the carrier. if problems are detected, the issues
are resolved prior to delivery of the software to the carrier.

The firm ware is generally delivered in a manner similar to the operating software,
though it is often addressed through direct re-flashing of the boards by us after the
devices have been delivered to the carrier or their trusted logistics provider.

The hardware is subjected to a process of statistical sampling after delivery to the
telecommunications company. The sample size is determined by the level of assurance
required by the telecom. The telecom is then responsible for insuring the sample taken
is truly random. A separate sample is taken for each shipment and each lot within a
shipment. If upon comparison to the archived known evaluated board images. Ifa
difference is found, the shipment is rejected.

Although none of the evaluated systems have yet been deployed, provisions have been made
to conduct monitoring of special aspects of the system once it is running. This monitoring will
be based on:

Maintenance activities that despite all care might enable the introduction of malicious
capability.

Random scientifically based sampling to manage residual risks.

indications of specific activity either through normal monitoring or communication with
government intelligence activities advising of additional threats and threat intent.

To date our EBSP has provided the ability to significantly improve the security posture of the
affected telecommunications company at a very reasonable cost, when considered as a percent
of the total cost of the system. The cost is down significantly after the initial evaluation. Costs
are further mitigated by the improved performance of the system stemming from the removal
of identified defects, security related or not.

By providing the recipient telecommunications company with the evidence to make an
informed security decision, they are able to procure the best systems and benefit from a truly
open competitive market environment.

I strongly recommend that the Evidence Based Security Process (ESBP} approach be integrated
throughout the NIST Security Framework and other security policy and process initiatives across

the government. Although not part of this discussion, it is a fact that our eighteen critical
infrastructures rely on System Control and Data Acquisition (SCADA) systems as well as
Industrial Control Systems(ICS) in which lack required levels of security. The broad use of
independent and comprehensive evaluations of critical systems is the best opportunity to
improve security at an affordable cost.
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Mr. LATTA. And thank you very much for your testimony.

Our next witness will be Dean Garfield, President and CEO, In-
formation Technology Industry Council. And Mr. Garfield, you are
recognized for 5 minutes.

STATEMENT OF DEAN GARFIELD

Mr. GARFIELD. Thank you, Mr. Chairman, since I see him walk-
ing back in, Mr. Vice Chairman, and Ranking Member Eshoo. On
behalf of the world’s most dynamic and innovative companies, I
would like to thank you for all that this subcommittee and com-
mittee does on the issues that are most important to us and for
spotlighting this issue today.

Supply chain integrity and assurance is core to who we are and
what we do. It is a business imperative. And so we are encouraged
to see the formation of a bipartisan working group and look for-
ward to working with you. Your first principle, which is do no
harm, is a good credo for all of the work that we do in this area.

I submitted testimony for the record and so I will focus my oral
testimony today on three areas: one, providing a window into our
supply chains; two is sharing some of the things we do both as in-
dividual companies and as a sector to ensure supply chain integ-
rity; and then, third, to make some recommendations where Con-
gress can be helpful.

I have the privilege of working for companies that are truly
transforming the world. The products and mobile devices that we
all walk around with every day are more powerful today than ever
before. In fact, the mobile device that we all carry around has more
processing power than the Apollo 11, or even more recently, the
Mars rover. Those mobile devices are presented under a singular
brand but they include hundreds, and in some cases, thousands of
components.

To ensure that we are providing our consumers with the best
products at the best prices, those components are sourced in the
United States and in fact around the world as well to ensure that
the services and the products that we deliver are consistently of
the highest quality and that our global supply chains are highly in-
tegrated.

With that in mind, any change, risk mitigation, or otherwise
around supply chain assurance is carefully calibrated and we would
highly encourage that any advocacy or policy advance in this area
be carefully calibrated as well.

The industry engages—both as individual companies and as well
as a sector—in a number of steps to both manage and mitigate
risk. As individual companies, they adopt and integrate best prac-
tices on a continuous and systemic basis that includes instilling
and teaching secure sourcing, instilling and teaching secure coding,
instilling and teaching identification authentication among a host
of steps that are taken, some of which have been talked about by
the other panelists generally.

As well, those individual steps that are taken by specific compa-
nies are complemented by industry-wide, sector-wide activities both
through standards activities, and also through consensus-based vol-
untary global standard-setting organizations, such as ISO and IEC,
which have advanced a number of standards that are quite rel-
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evant in this area, including the common criteria which is focused
on product assurance or through standards that are focused on not
products but the processes as well that complement those products,
including the Open Group Trusted Technology Forum.

It is important to note that in both instances our government
and other governments have an important role to play and do en-
gage in those consensus-based voluntary global standards-setting
organizations. In fact, over 26 countries have adopted the common
criteria as a part of their government procurement practices. And
so while eliminating or not mandating requirements on the private
sector, which we strongly discourage, they are able to ensure that
the government procurement processes benefit from the best prac-
tices of the private sector.

So where are the gaps and what can government do? We would
recommend four things: one is ensuring that where you are and we
are creating the proper incentives for the effective implementation
of the cyber security Executive Order from the White House that
was issued earlier this year. That Executive Order charges the
DOD and the General Service Administration, GSA, to look at ways
of integrating best practices and standards from the private sector
into the government procurement practices. It would be useful to
create incentives to make sure that happens appropriately.

Second is your oversight power. As Mr. Dix pointed out, there are
hundreds of initiatives within the public sector focused on product
assurance, gaining some order and ensuring that the private sector
input is integrated into those efforts is critically important.

Third is through sourcing. Ensuring that through government
procurement, the government is sourcing from original equipment
manufacturers and their authenticated suppliers is critical in order
to have the kind of products assurance that we all have in mind.

And then fifth and final is making sure that we get an informa-
tion-sharing bill similar to the one that has made its way through
the House passed through the Senate as well.

Thank you very much.

[The prepared statement of Mr. Garfield follows:]
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Chairman Walden, Ranking Member Eshoo, and members of the subcommittee, thank you for the opportunity to
testify today. | am Dean Garfield, President and CEO of the Information Technology Industry Council (ITh), and 1 am
pleased to testify before the Communications and Technology Subcommittee on the important topic of cybersecurity
and the communications supply chain. The Chairman and Ranking Member are well-regarded forward-thinking policy
leaders on many issues that matter to our industry, and we welcome your interest and engagerent on this subject.

[T represents the world's leading technology companies from all corners of the information and communications
technology (ICT) sector, including hardware, software, and services. Aimost all of our members service the global
market and have complex supply chains spanning multiple countries where products and services are developed,
made, assembled, and distributed across the world. Supply-chain security practices are critical to our members’
success—the protection of our customers, our brands, and our intellectual property are essential components of our
business and our ability to grow and innovate in the future. Consequently, ITl has been a leading voice in advocating a
balanced policy approach to mitigate risks and ensure the integrity of ICT supply chains.

1 will focus my testimony today on four areas: (1) The considerable benefits of global supply chains to ICT companies
and their customers, including the government; (2) the ICT supply-chain risks we recommend government to focus on;
(3) how the private sector manages and mitigates supply-chain risks; and (4) how the government can be an effective
and valuable partner in supply-chain integrity.

Ultimately our conclusion is that government has an important role to play, but government policies must be carefully
calibrated to the risks faced by government or industry customers, and should not supplant the panoply of risk
mitigation practices being used by ICT companies. Government policies also must be globally workable. Acting
precipitously has the potential to create a check-the-box compliance regime and decrease supply-chain security over
the long-run, particularly if policies regulate and mandate behavior throughout the global ICT supply chain.
Unintended consequences could include deterring companies from taking swift action to respond to risk (for example,
out of fear of violating a requlation that requires them to take a prescribed action when building their products), or
deterring them from developing new practices to address new risks by increasing the cost of innovation.

We note that the government already is involved in a constructive way, such as by supporting global, industry-led
voluntary consensus supply chain security standards activities and working with industry through the Executive Order
o improve government ICT procurement practices. Greater cyber-threat information sharing is also critical—this is
addressed in part in the Executive Order, but further Congressional action is needed.

Global ICT Supply Chains Benefit All Customers, including the Government

ICT supply chains are globalized because the global system benefits all of us, including government purchasers. Most
ICT acquisitions, whether made by government or industry, are fundamentally purchasing "commercial-off-the-shelf”
(COTS) products. The U.S. government has a mandated preference for purchasing COTS ICT products, including for
the Department of Defense. This decision was based on a calculation that in many cases the benefits to the
government of using COTS hardware and software ~ including cost, functionality AND security — outweigh the
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benefits of using custom-developed products.

COTS ICT products are designed with a global audience in mind and are made available to the general public, whether
individuals or organizations, and include software, such as operating systems and databases, and components and
hardware, such as semiconductors, laptops, routers, and smartphones. In short, these are products we in industry and
government use every day. Nearly all COTS ICT products—-from U.S. and non-U.S. based companies—rely on global
supply chains. By researching, developing, and manufacturing globally, COTS ICT companies gain global talent,
resiliency/redundancy of suppliers, high-quality low-cost inputs, and manufacturing efficiencies. This leads to
affordable, leading-edge technology products that enhance our country’s productivity and competitiveness. In short,
reliance on COTS rather than government-specific solutions not only cuts costs and boosts efficiency, but increases
security.

It is also worth noting that, for U.S.-based companies, global supply chains have become absolutely essential to
maintain a competitive edge in the global marketplace. Consumers increasingly demand 24/7/365 operations and
production capacity. Global supply chains effectively keep a company's research, development, manufacturing, and
maintenance of products and services operating on a 24/7/365 basis. Global supply chains are not just about company
success, but also competitiveness and, therefore, survival.

ICT Industry Activities to Manage Global Supply-Chain Security Risks

Within any supply chain, as with any activity, there are risks. Risks exist during product development, manufacturing
and shipment. Because these risks threaten the core of ICT businesses {our products) our sector is highly motivated
to combat these risks with the same innovative focus we apply to our own product development. For ICT companies,
the primary focus is the integrity, reliability and functionality of the product at hand. To advance these goals,
companies assess a range of risks, including evaluating the security properties of inbound components and products
as well processes and testing throughout the products lifecycle. These processes help guard against the risks of both
malicious and unintentional vulnerabilities that may be inserted during the product development process.

The ICT industry manages supply-chain security risks in numerous ways. It is important to note that due to the various
types of risk and their impact on such a wide variety of products in the communications sector, there is no single
activity that protects all global ICT products. instead, ICT companies utilize many different practices in concert based
on an assessrent of risk, which can be unique to each company’s situation.

Company-specific activities: Individual ICT companies have been managing supply-chain security risks for years, and
as a result, they have deep expertise on the practices that are best suited to mitigate their particular risks. Our
companies undertake a number of activities to secure their supply chains.

¢ Product development practices. These practices span from product concept to completion. They include
providing security training for product developers, defining security requirements at the outset of product
development, identifying and addressing potential threats in the early design phases (e.g., threat modeling
and mitigation planning), teaching and instilling secure coding practices, teaching and instilling secure code
handling practices, conducting product testing to validate that security practices have been met, and security
documentation,

» Purchasing from authorized suppliers, using contracts as enforcement. One way in which the technology
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industry seeks to ensure supply chain integrity is through the use of autherized distributors and/for resellers. in
an authorized relationship, each supplier identifies and qualifies their authorized distributors and/or resellers
using a broad set of criteria, which includes legal and regulatory compliance, long-term business viability,
quality systems, order placement and fulfiliment processes, customer support policies, and other contractual
requirements, Contracts provide enforcement mechanisms and a range of potential actions, from
remediation, to termination, to legal action. In addition, suppliers periodically audit their distributors to
ensure product management and contractual provisions are properly executed. Similarly, purchasing only
from authorized distributors and resellers is one simple way that the U.S. government can gain higher levels of
assurance than if it chooses to purchase from unauthorized sources.

Industry-wide standards activities: More recently, industry has been working together in multiple forums to develop
common best practices, controls, and standards for supply-chain risk management. Several industry-wide standards
and best practices address ICT supply-chain risks. Our companies contribute to developing such standards ona
global, voluntary, and consensus basis through a range of organizations. Examples of supply-chain security standards
include a variety of International Organization for Standardization (ISO)/International Electrotechnical Commission
(IEC) standards, including:

* ISOJIEC 15408, which serves as the basis for the Common Criteria, the global IT security certification
arrangement. A pilot is underway to incorporate supply-chain risks in the Common Criteria evaluations of IT
products. It is important to note that the Common Criteria is an agreement among the governments of 26
mostly developed nations. The U.S. is represented in the Common Criteria by the National Information
Assurance Partnership, which is led by the National Security Agency; and

» The ISO/IEC 27000 risk management framework, which will include a component under development to address
supply-chain security (27036, information security for supplier security).

In addition, other activities include:

» The Software Assurance Forum for Excellence in Code (SAFECode) is a non-profit organization exclusively
dedicated to increasing trust in information and communications technology products and services through
the advancement of effective software assurance methods. SAFECade is a global, industry-led effort to
identify and promote best practices for developing and delivering more secure and reliable software,
hardware and services.

» The Open Group Trusted Technology Forum (OTTF) is an industry-led global standards initiative that aims to
shape global procurement strategies and best practices that help to reduce threats and vulnerabilities in the
global supply chain. The U.S. Department of Defense is a member of the OTTF.

o SAE-AS55553, “Counterfeit Electronic Parts; Avoidance, Detection, Mitigation, and Disposition” is an industry
best practice.

The standards efforts above are global, with participation and contributions from companies from all over the world.
In addition, many of them include government participation—not as dominant players, but as distinct stakeholders
with interests in the outcome.

Again, it is important to stress there is no one-size-fits-all “supply-chain security standard” or set of practices
applicable across the board. The security practices a particular company chooses depend on its products, services,
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markets, and business methods. In addition, industry continually updates existing standards or establishes new
standardization efforts addressing emerging cybersecurity risk concerns. Thus, the government should recognize and
support these activities, but not mandate any one standard, approach, or activity. Such an inflexible approach would
likely divert resources away from addressing emerging risks and challenges, thereby decreasing security. Given the
substantial time and resources the government would need to devote to identifying standards and writing them into
contracts, the reality is that any government —required standards will be static, rather than evolving to address
changing threats. Security standards evolve as new threats and vulnerabilities emerge, and new products and
technologies emerge as well. Today’s best practice can be outdated tomorrow.

How the Government Can Be Helpful

As policymakers, you are increasingly and rightfully interested in the security of the software and hardware procured
by government agencies and critical infrastructure (Ct) sectors generally. This increased government focus is putting
new expectations on industry’s supply-chain risk management activities. The single largest thing that government
can do to address its concerns regarding government systems is ensure that all ICT products are purchased from
authorized sources.

In recent years we have seen a rush to legislation and regulation, and to interfere with standards development. There
have been dozens of supply-chain related bills and provisions in legislation, including in successive National Defense
Authorization Acts, and most recently, in the continuing funding resolution that was enacted just last month. More
are expected. Various agencies, including the Department of Defense, the Department of Homeland Security, the
National Institute of Standards and Technology, the Office of Management and Budget, the General Services
Administration, and the Departrent of Commerce are working on proposals and programs alone or at an interagency
level to address supply-chain concerns.

We support the government's efforts to better understand and improve the security of U.S. federal and
telecommunications systerns and networks. We cansider ourselves partners in this shared effort. We certainly
understand the urge to act as fast as possible, but also believe an important rule to follow is based on the old adage
“first, do no harm.” That starts with ensuring that proposed solutions to perceived supply-chain security concerns are
based on sound risk management practices. In addition, we believe the best solutions are ones that acknowledge the
global nature of supply chains and therefore work in concert with the sophisticated processes and procedures industry
has been implementing for decades.

Some recent proposals, however, have tended to:

® Insist on a regulatory system;

 Include U.S. Government-specific requirements or approaches (such as new standards written by the
government for industry-wide use);

» Not allow for private-sector leadership and collaboration;

o Include technology mandates that artificially pick winners and losers;

o Include burdensome procurement requirements that go beyond federal procurement and into mandates on
industry;

e Focus solely on vendors’ design and building of products, and not on government users’ procurement and
implementation;



125

« Focus on specific supply-chain vulnerabilities, and not supply-chain risk management; and
 Focus on where technology is developed, rather than how, which fails to evaluate the security of the product,
gives a false sense of security, and is incompatible with global supply-chain models.

Most concerning is that many of these proposals have the unintended consequence of decreasing, not increasing,
cybersecurity, because industry needs the flexibility to innovate in response to actual and emerging threats. U.S.-
specific regulations and practices could impede U.S.-based ICT companies’ ability to compete in the global
marketplace. For example, measures that would require companies to build U.S.-specific products, in addition to
products for the global market, would have an immeasurable negative competitive impact. Second, other countries,
interpreting our actions as an attempt to create barriers to foreign entry into U.S. markets, will emulate such
proposals and pursue their own domestic requirements. A “race to the bottorn” of a myriad of national requirements
would ensue, leading to a patchwork of conflicting requirements from various govemments, balkanizing the global
ICT marketplace. This would significantly diminish the benefits that our customers derive from our massive research
and development (R&D) investments —which we can only afford if we can expect the commensurate return on
investment that comes from serving a global marketplace. These benefits include fast paced innovation (new products
with new and useful features), global interoperability, low cost, and ~ most importantly - constantly improved product
security.

Unfortunately, we are already seeing other countries propose market access restrictions under a banner of supply-
chain security. We fear a contagion effect from these types of approaches that will undermine U.S. cybersecurity and
U.S.-based company success in global markets.

U.S. government efforts should focus on:

« Creating incentives for the effective implementation of the President’s February 12 cybersecurity Executive
Order to continue, The Executive Order directs the General Services Administration and the Department of
Defense to study the merits of incorporating global, industry-led cybersecurity standards into federal
acquisition planning and contract administration. The ICT industry is deeply committed to improving
cybersecurity and, as such, we are deeply involved in this work and want to make it a success.

« Ensuring private sector participation in the supply-chain work within the Executive branch. As with any
cybersecurity issue, public-private partnerships are critical. Currently there are various supply-chain efforts
within the Administration. Although it has been challenging at times for the private sector to have input into
that work, now both the IT Sector Coordinating Council and Communications Sector Coordinating Council
have active supply-chain committees that are working closely with DHS and other government agencies to
jointly review this work.

 Sourcing technology from authorized sellers and resellers. Federal purchasers and their contractors should
procure ICT equipment directly from original equipment manufacturers (OEMs) or their authorized resellers
and service partners, except when the item is discontinued or otherwise unavailable. This can help to
minimize the chances that counterfeit or tainted products will be unintentionally acquired, mitigating a
significant risk to government supply chain. Too often, we have seen government agencies procure
technology products from companies that had no relationship with the products manufacturers, and had
themselves bought the products from unverified sellers.

o Passing effective cyber threat information-sharing legislation.
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I want to highlight this last point. There is a very important role the government can play in partnership with industry.
Effective sharing of actionable information among and between the public and private sectors about cyber threats
and incidents is an essential component of improving cybersecurity—including in ICT supply chains. We know from
experience that once effectively informed of the specific threats they face, organizations take appropriate and
reasonable measures to mitigate them. The Executive Order intends to improve the government's sharing of
actionable information with the private sector on specific, targeted cyber threats and technical indicators that flag
risks generally. We hope these changes are executed quickly but we also believe Congress can build on the EO by
addressing liability concerns that impede informiation flows. That is why [Tl supports the Cybersecurity intelligence
Sharing and Protection Act, which received strong, bipartisan support in the House a few weeks ago. We are working
with legislators to continue to improve this bill. We support Senate efforts to adopt a corresponding bill and will push
this legislation towards enactment in this Congress.

Government efforts should also preserve the ability of our members’ private sector customers, including the
telecommunications industry, to leverage our members’ compliance with global industry-led standards and best
practices. The government has long recognized that taking a light touch approach to regulating the
telecommunications industry has fostered innovation and competition, to the benefit of the American consumer. The
results are clear, The U.S. now leads the world in fourth generation long-term evolution (4G LTE) deployment, with as
many subscribers in this country as there are throughout the rest of the world. In terms of wired broadband, today 8o
percent of U.S. households have access to networks capable of 100 megabit speeds. And all the while, the
communications industry has been consistently cited as one of the leading sectors in cybersecurity. We encourage
Congress to continue this light-touch approach when looking at the communications supply chain and thereby, to
enable industry to respond to evolving threats with innovation, flexibility, and the most updated and appropriate
global standards and best practices.

Conclusion

Members of the subcommittee, 1Tl and our member companies are pleased you are looking at how we can improve
supply-chain security. As| said at the opening of my testimony, supply-chain security is absolutely critical to our
members’ success, The protection of our customers here and around the world, our brands, and our intellectual
property are essential components of our business and our ability to grow and innovate in the future. We stand ready
to provide you any additional input and assistance in our collaborative efforts to develop balanced policy approaches
that mitigate risks and ensure the integrity of ICT supply chains. Thank you.
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Mr. LaTTA. Thank you, Mr. Garfield, for your testimony. And,
Mr. Chair, do you want to resume the chair?

Mr. WALDEN. Or I can just ask questions from here if you want
to wield that big gavel there.

Mr. LATTA. Yes. Well, with that then the vice chair will recognize
the chairman of the subcommittee for his 5 minutes of questions.

Mr. WALDEN. Thank you, sir, and thanks for filling in and get-
ting the hearing going back from the votes. I got detained, as occa-
sionally happens on the floor.

Mr. Garfield—first of all, thank you to all of our witnesses—but
I appreciated your comments. Our networks and the threats they
face are varied, as you know, and they are ever-changing, as you
reference in your testimony. So how do we secure our supply chain
without losing the flexibility that is critical to both how our com-
munication networks function and then how to defend them? What
do you recommend here?

Mr. GARFIELD. You put your finger on the idea of the point of
drawing balance. I think building on the best practices that are
being developed in the private sector and integrating those into the
government procurement efforts. There are a number of standards-
based initiatives that are moving forward, specifically focused on
product assurance in supply chains. And so I would strongly en-
courage taking advantage of those best practices and integrating
them into our government procurement practice.

Mr. WALDEN. You know, I have another question here that plays
on this a bit for Ms. Bisceglie and Mr. Baker and you, Mr. Garfield.
Sometimes it appears the government sort of has an ad hoc process
if you will when it comes to protecting the supply chain. A high-
ranking official will place a call or write a little letter to a company
suggesting that the company not do business with a particular ven-
dor or a particular piece of equipment. I have actually had experi-
ence with that with a constituent. So do we need a more formalized
process, which raises all kinds of questions as to who is making
those decisions and all, but both as a matter of good process for
equipment buyers and sellers to ensure that the measures are ef-
fective? And then how would you formalize that process?

And I don’t want to hobble, you know, the fast-paced communica-
tions industry with a lot of bureaucracy, and red tape, and ap-
proval processes either. We fight that in other sectors and you cer-
tainly don’t want it here. And it gets back to the hearings that we
held that said, you know, first do no harm in this area. Bad guys
will get ahead of us and we will be locked into old laws and rules.
So is there a way to strike a balance here? And what do you rec-
ommend?

Ms. BISCEGLIE. I am happy to go first.

So I do agree we need to have—I think it is a separate slippery
slope

Mr. WALDEN. Yes.

Ms. BISCEGLIE [continuing]. As you just mentioned. And I think
that there are different levels. There is a varied way to put in a
formalized process and I personally believe or we personally believe
there is no one-size-fits-all, but we like to talk about frameworks.

Mr. WALDEN. Right.




128

Ms. BISCEGLIE. And that framework consists of training and
awareness, which I talked about earlier——

Mr. WALDEN. Right.

Ms. BISCEGLIE [continuing]. Which is a very big thing. Folks
need to understand what the risk is that we are all talking about.

Mr. WALDEN. Right.

Ms. BISCEGLIE. Additionally, I think that the thing that we have
seen over the last 6 years is that organizations, both public and
private, really struggle with understanding their internal risk tol-
erance. So how much risk can I actually accept into my organiza-
tion

Mr. WALDEN. Like anything else.

Ms. BISCEGLIE [continuing]. And that is not necessarily a single
risk number of 1 to 5. It can be based on the essential function of
that organization and if it has multiple functions, then it gets
prioritized, if you will, into the different programs that that organi-
zation conducts as well as the systems that support that. And then
underneath that, I think you do have some sort of a formal process.
It gets really simple to us and that it really goes back to just really
good business practices and understanding who you are buying
from.

Mr. WALDEN. Right.

Ms. BISCEGLIE. But unless you can look at an organization and
understand where their vulnerabilities exist and have a process to
go through that, I think it is a very difficult place to go. I do think
that that last-minute, that 3:00 a.m. phone call is again a very
dangerous place to be.

Mr. WALDEN. Mr. Baker?

Mr. BAKER. So I completely agree we can’t just start regu-
lating——

Mr. WALDEN. Right.

Mr. BAKER [continuing]. The private sector and tell them how to
do this. At the same time, if we rely exclusively on the government
communicating informally about its concerns, you run the risk that
the people who want to make these sales will just keep lowering
the price and lowering the price.

Mr. WALDEN. Right, we have seen that.

Mr. BAKER. Hard to resist. And so I would suggest that there
needs to be authority for the government at a minimum to ask
questions. What is in your supply chain?

Mr. WALDEN. Right.

Mr. BAKER. You know, what products are you buying? And to
communicate where they have a strong basis, that is not accept-
able. We know enough to know that that is a risky place to buy
your equipment, so don’t do it.

Mr. WALDEN. I will show a little ignorance here, but is there sort
of a range of equipment in the system that there is some that is
more important to make sure you get right than others, or is it just
everything matters?

Mr. BAKER. There is a view abroad and in the industry as well
in telecommunications that the core is your most important prod-
uct——

Mr. WALDEN. Right.
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Mr. BAKER [continuing]. And you cannot compromise the core
and that the edge is less risky because fewer people are

Mr. WALDEN. Do you agree with that?

Mr. BAKER [continuing]. For any particular system. I am not sure
in an internet world as the edge gets smarter and smarter that
that is a distinction that holds up as well as we would like it to.
But that is certainly something that we have seen in other tele-
communications decision-making.

Mr. WALDEN. I know Mr. Garfield didn’t get a chance to respond
but I also know my time has run out so—yes, you have got to
watch this vice chair. He is mean with that gavel. Do you have
anything to add to that, Mr. Garfield?

Mr. GARFIELD. I do. I think there are two specific processes——

Mr. WALDEN. Yes.

Mr. GARFIELD [continuing]. That would be useful. One is a proc-
ess that is being set up through CISPA if it is passed through the
Senate

Mr. WALDEN. Right.

Mr. GARFIELD [continuing]. Which is a formal process for infor-
mation-sharing through the government with the protections nec-
essary to make sure that information-sharing takes place.

The second is that the Executive Order sets up a process through
the Department of Defense and General Service Administration.
And so creating ways to incentivize the success of that, which Con-
gress can still do, I think is critically important.

Mr. WALDEN. All right. Thank you very much and I yield back
the deficit balance of my time.

Mr. LATTA. The chairman is so recognized. The chair now recog-
nizes the gentlelady from California and the ranking member, Ms.
Eshoo, for 5 minutes.

Ms. EsHOO. Thank you, Mr. Chairman. It is nice to see you in
the chairman seat, and you are always a gentleman and I appre-
ciate that.

Mr. WALDEN. Reserving the right to object.

Ms. EsHOO. Well, the same applies to you Mr. Chairman. The
same applies to you. Not to worry, not to worry. Thank you to all
the witnesses. Let’s see, two, four, six, seven people have, you
know, each in your own way have come in with something that has
some refinement to it that helps to not necessarily bring closure
but get us to focus on the areas that are really important for us
to focus on when it comes to a public role of national security and
the integrity of the supply chain. So I thank you.

I have a lot of questions. Let me start with—and Mr. Lindquist
is probably not going to be surprised with the Electronic Warfare
Associates, that is quite a name. Warfare Associates. How about
Peace-fare Associates? But I guess that doesn’t work as well. Now,
I understand that your company vetted Huawei’s equipment and
you gave it your seal of approval. I might add that the more I have
heard witnesses speak, the more I think the government really
needs to have some kind of list of essentially a good housekeeping
seal of approval on it because small companies especially really
need to have some help and direction so that they are not caught
in some kind of seamless web.
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But can you explain the service you provided Huawei and what
ongoing monitoring you have conducted to maintain your certainty
that their equipment is safe to use? And did Huawei pay you for
this? And, I mean, if they did, you know, I don’t know where that
places the veracity of the report. I mean, it could be—I am not say-
ing that is—but it could be the equivalent of what happened on
Wall Street when the rating agencies were paid to give some of
these, you know, too-big-to-fail great, great ratings. But they paid
for them. And so, you know, in the aftermath and the rubble of the
aftermath, that didn’t sound so good. It didn’t feel so good and real-
ly wreaked a lot of havoc. Did Huawei pay you for the report? And
then the rest of my question.

Mr. LINDQUIST. First of all no, Huawei did not pay for——

Ms. EsHOO. You did this voluntarily for them?

Mr. LINDQUIST. No, the telecommunications carrier paid for it.

Ms. EsH0O. And who was that?

Mr. LINDQUIST. I am not at liberty to disclose that because we
have an NDA with them. If I get their permission, I can tell you
easily who it is.

Ms. EsHOO. I see. That is interesting.

Mr. LINDQUIST. But it is one of the major:

Ms. ESHOO. Yes.

Mr. LINDQUIST [continuing]. Telecommunications companies.
And——

Ms. ESHOO. An American telecommunications company?

Mr. LINDQUIST. American telecommunications company.

Ms. ESHOO. Yes.

Mr. LINDQUIST. Secondly——

Ms. EsHO00. Can you tell us this? Is it an American telecommuni-
cations company that buys equipment from Huawei?

Mr. LINDQUIST. They are in the process of doing that. The equip-
ment, in answer the second part of your question

Ms. ESHOO. Yes.

Mr. LINDQUIST [continuing]. We are in the process of evaluating
their system. The evaluation is by no means complete and we are
only evaluating the radio area network portion of it. There are nu-
merous reports. We do not give a seal of approval. What we do is
take the known threats and we have very good access through
some of our work within the government to the agreed list of cyber
threats and what

Ms. EsHOO. Well, do you get your information from the intel-
ligence community or Homeland Security?

Mr. LINDQUIST. The intelligence community.

Ms. EsHooO. This is so interesting. So you do a report that vets
Huawei, who wants to more than get a toehold which have for
years and it is very public and deeply concerned about. You are
paid by an American major telecommunications corporation that is
looking to buy Huawei’s equipment and you work with the intel-
ligence community to see with the shortfalls are and vet it and say
that the equipment is terrific for the American market. Have I got-
ten that straight?

Mr. LINDQUIST. Well, except that we don’t say it is terrific or——

Ms. EsH00. What did you say?
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Mr. LINDQUIST. What we do say is what we looked at and what
we found, and if we found things, what corrections were made.

Ms. EsHOO. I see. See, my issue on all of this is not whether
their equipment is good or not. That is not the point. The point is
that our infrastructure is so precious to this country and it is a
part of our national security. There is no question about it. And so
does it pose a threat? If so, how? You know, maybe they make
some of the best equipment in the world but that is not my point.
That is not my point at all. So it is interesting what you just said.

And let me ask all the witnesses and you can just give me a yes
or no. Should there be transparency requirements, including divest-
ments in state ownership placed on companies seeking to sell tele-
communications infrastructure equipment to U.S. network pro-
viders? And should this be a U.S. or an international standard?
Maybe it is hard to answer yes or no but——

Mr. GOLDSTEIN. I don’t think I can give you a yes or no, ma’am.
I think, particularly from our perspective, we didn’t look at those
isbsues specifically. It is something we are happy to talk to staff
about.

Ms. EsHOO. I want to thank you for your work, too.

Mr. GOLDSTEIN. Thank you.

Ms. ESHOO. Yes.

Mr. BAKER. I do think that as we adjust to a world where there
really are no telecommunications integrators in the United States,
we need authority to ask for quite a bit of information from the
people——

Ms. EsHOO. Yes.

Mr. BAKER [continuing]. Who are supplying that technology.

Ms. EsHOO. Thank you.

Ms. BISCEGLIE. I absolutely agree. I think transparency is the
key and you liken it to—if you look at what is happening with the
pharmaceutical agencies within your actual State

Ms. EsHOO. Yes.

Ms. BISCEGLIE [continuing]. That the pharmaceutical law, the E-
Pedigree law of 2015 that has everybody looking at transparency,
I think there are lessons to be learned there.

Ms. EsHOO. Yes. OK.

Mr. Dix. Transparency is important and having a standard that
provides certification and accreditation like a whitelisting type of
opportunity would be very valuable to this process.

Ms. EsHOO. Thank you.

Mr. ROTHENSTEIN. Yes, we would agree. We would support some
level of transparency and I think, frankly, Ranking Member Eshoo,
you hit the nail on the head. It is less about the U.S. Government
1a’llnd about the large service providers who have a lot of know-

ow

Ms. ESHOO. Yes.

Mr. ROTHENSTEIN [continuing]. The resources, and are knowing
smart buyers of telecom equipment understand the risks. It is more
about other critical infrastructure owners and operators, the alter-
native operators, the enterprises who may not have the same level
of understanding and resources where the transparency really is
going to be important.

Ms. EsHOO. It is helpful. Yes.
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Mr. LINDQUIST. As I said earlier, I would reiterate transparency
is important. That is why in the process that we implement we are
looking at all the design documentation behind the various systems
to ensure that there is no inexplicable capability or functionality
within the system.

Mr. GARFIELD. I work in the tech sector so, of course, we believe
in transparency. I don’t have an answer as it relates specifically to
this issue.

Ms. EsHOO. Thank you. Thank you, Mr. Chairman, for your pa-
tience. Thank you to all the witnesses.

Mr. LATTA. Thank you very much. The gentlelady yields back
and the chair recognizes himself now for 5 minutes.

And if I could start with Mr. Goldstein, I found it kind of inter-
esting in your testimony on page 5 where you state that other
countries such as Australia, India, and the United Kingdom are
similarly concerned about emerging threats to the commercial com-
munication networks posed by the global supply chain, have taken
actions to improve their ability to address this security challenge.
What exactly have those three countries done?

Mr. GOLDSTEIN. There are three countries—there are many oth-
ers

Mr. LATTA. Right.

Mr. GOLDSTEIN [continuing]. That we don’t get into here. But
Australia has developed a regulatory reform proposal that they ex-
pect to put in place shortly that would allow the government to
have more authority to examine what companies are doing, what
they are buying, how they document their purchases, take a look
to make sure that those companies are competent in putting net-
works together, and if the government does not feel that they are
doing it in a way that can be secured, that they can ask them to
do more. They can require them to do more than they are doing
and it has enforcement powers and potential to find those compa-
nies that don’t do it. That is a proposal that is likely to pass soon.

India has a very similar reform program in place. Where it dif-
fers is that they have also proposed requiring—certainly encour-
aging and in many cases requiring much of their equipment to be
made and tested in the country and could not be obtained else-
where. That particular part of the proposal has been put on hold
because the United States and some other countries have objected
because of potential barriers to trade.

And the United Kingdom has put in place a very similar program
to the one that Australia is now contemplating to have a greater
regulatory review over the practices and actions of companies put-
ting networks in place, which also has authorities for them to go
in and look very specifically at what they have done and how they
are going to get assurance that those are secure networks, as well
as to be able to enforce actions that they feel would be necessary
hf those companies did not do as much as they probably should be

oing.

Mr. LATTA. Thank you.

Mr. Rothenstein, if I could turn to your written testimony. I
thought it kind of interesting where you had also had mentioned
that in 2011 your company had made a conscious decision to gradu-
ally exit key elements of your supply chain from China. And at the
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time over 1/5 of your global chain at that time originated in China.
You go on to state that, you know, you are looking at other jurisdic-
tions that you are moving into now in Mexico and Thailand. I am
just curious. How is that working out, and what have you found
so far with that transition?

Mr. ROTHENSTEIN. So in terms of the actual specific—so you are
right. About 20 percent at the time of our manufacturing assembly
of our supply chain originated in China and it is now down to less
than 1 percent. And in terms of the procurement to finished to
semi-finished assemblies, that was about 65 to 70 percent of the
supply chain 2 years ago. That is now below 50 percent. The part
that we attacked, as I mentioned in my testimony, was that relat-
ing to active or programmable components.

In terms of how it has gone, it has gone very, very well. We have
partnered effectively with two of our long-standing contract manu-
facturers in Mexico and one in Thailand. We have improved the ve-
locity of our supply chain. It is a lot quicker to get equipment to
our key North American market when you are driving it by truck
over the border as opposed to the slow boat from China. We have
been able to essentially achieve cost parity in terms of labor rates
and landed cost rates largely because those contract manufacturers
had existing facilities in those locations.

And as a result of that, we have been able to, in addition to ve-
locity maintaining cost parity, we have gotten tremendous positive
feedback from our customer base in terms of that supply chain
strategy. They viewed very positively our thought process, our deci-
sion, and they have given us direct feedback that they view with
a greater level of comfort, security, and assuredness of the risk pro-
file of our equipment to their networks.

Mr. LATTA. And in the balance of my last 27 seconds if I could
turn to Mr. Lindquist, what are the different challenges in pro-
tecting the software and hardware supply chain and is one more
vulnerable than the other?

?Mr. LINDQUIST. What are the different challenges in protecting
it?

Mr. LATTA. In protecting the software and hardware supply
chains and is one more vulnerable than the other?

Mr. LINDQUIST. I think the current state of affairs—and it is re-
ferring to the second question first—I think the software is more
vulnerable. I think there are more people who have perfected tech-
niques for exploiting software than in the hardware. It is also easi-
er to do at any stage in the process.

And what we are endeavoring to do is to separate the vendor
from the products so that once the system has been determined to
be secure enough, and there is always some residual risk, that the
vendor no longer has access to that system to introduce any new
malicious capability into the system.

Mg LatrTA. Well, thank you very much. And my time has ex-
pired.

And the chair would now recognize the gentleman from Illinois,
Mr. Shimkus, for 5 minutes.

Mr. SHIMKUS. Thank you, Mr. Chairman. Thank you all for being
here. It is a great committee with high-tech things. I always joke
that for my colleagues who don’t have teenagers, then the govern-



134

ment ought to issue them one because that helps you figure out
how this stuff works.

The hearing this morning was on cyber security, too, with the
electric grid and the like. So we had a little debate about the cloud,
which I understand are server farms and that brings some, espe-
cially when the government is contracting. And my son and I are
together on concerns about the cloud. You know, everybody thinks
it is—but, you know, there are some issues there, cyber security
and especially if the government is being involved and really con-
tracting that space.

We differ on CISPA and we have had numerous debates. So the
last time we cast the vote I was home that next morning and he
comes into the room and he is all grouchy and he is reading all of
his internet stuff. And he says I don’t have to ask how you voted
on CISPA, Dad. I know how you voted—which I supported. And he
was none too pleased.

But my debate or discussion with him is information-sharing,
really on the code system so you could have firewalls. And if our
intel communities or you guys know something is crazy going on
out there, you can build a firewall. At least you have an idea of
what you might expect.

So, Mr. Garfield, I don’t know if it was in your statement but in
question-and-answers you also talked about information-sharing.
And were you referring to that in the supply chain debate that we
are having here, that there ought to be information-sharing like we
would have in firewall protection a la like CISPA?

Mr. GARFIELD. Yes is the simple answer. Information-sharing
and passing of risk mitigation information is critical to protecting
our cyber security generally but also for risk assurance in the con-
text of supply chains as well. And so, I think, moving CISPA and
the information components of that was critically important and
getting it through the Senate is critically important

Mr. SHIMKUS. But the CISPA bill that we are passing—you
know, correct me if I am wrong—I thought it was just on code. Was
it also on the supply chain? It could be?

Mr. GARFIELD. Yes, it is around sharing actionable intel-
ligence——

Mr. SHIMKUS. Here on

Mr. GARFIELD [continuing]. On threats and mitigating threats.

Mr. SHIMKUS. I got another good point for my son then, right?
I got another good point.

Mr. GARFIELD. You can give him my phone number.

Mr. SHIMKUS. Good. Great. Good, I always need a little help.

And Ms. Bisceglie, SCRM, now, I have got a new acronym. Just
what we need, another acronym here in Washington, SCRM, which
was supply chain

Ms. BISCEGLIE. Risk management.

Mr. SHIMKUS [continuing]. Risk management, which is all tied
into this. I want to follow up with you on this cost pressure issue
that you raised and how do you think we can really address it? I
mean if you really want to make sure that your equipment is se-
cure, you are willing to pay for it, but if you are in a competitive,
very fast-moving technological field and you want to get market
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entry and you want to have a low-cost provider, there is risk in-
volved in that, correct?

Ms. BISCEGLIE. There is, and actually, that is when the chairman
asked his question earlier when we talked about putting a frame-
work in place, something that is repeatable and scalable. I person-
ally think that is the key, an effort to keep the acquisition costs
down, because I totally understand the need to get procurements
done faster, technology to the street faster, and into users’ hands
faster. But unless we have ways of understanding what our organi-
zational risk tolerance is so that we know what protectionisms we
already have in place, it is going to be very difficult to really take
risky endeavors like you are mentioning.

Mr. SHIMKUS. And I was also caught by the whole debate. There
was a pharmaceutical reference which we are involved with and
the Track-and-Trace legislation——

Ms. BISCEGLIE. Yes.

Mr. SHIMKUS [continuing]. In maybe some States. Just for the
record, when some States move to a very controlled system, they
have to then postpone the enactment date because they can’t do
it—

Ms. BISCEGLIE. Yes.

Mr. SHIMKUS [continuing]. In that time, which then would affect
the market in delivery of goods and services. So the question is—
because what the chairman said to begin with was, first do no
harm.

Ms. BISCEGLIE. Yes.

Mr. SHIMKUS. So does the Executive Order and its process have
the opportunity to do harm in this process? Does anyone want to
comment? Is there a concern that the Executive Order and this
rollout and their involvement has an opportunity to do harm? Mr.
Garfield?

Mr. GARFIELD. Yes, there is always risk, right? We are in the
business of risk mitigation but overall our view is that the Execu-
tive Order actually creates a framework that advances the ball in
a very positive way. The fundamental question for us is how can
Congress complement that and that is what I tried to articulate in
talking about the things that Congress can do to ensure it con-
tinues to move in a positive direction.

Mr. SHIMKUS. Mr. Chairman, my time is up but I think there are
a couple more that want to comment.

Mr. Dix. I would just add many of us want to approach the an-
swer to that question with an open mind, but we are taking a wait-
and-see approach because it is not at the endgame yet and there
are opportunities along the way for this not to be as good as it
might be.

Mr. SHIMKUS. Always good to trust but verify.

Mr. Dix. Yes, sir.

Mr. SHIMKUS. If no one else wants to jump in, I yield back my
time. Thank you, Mr. Chairman.

Mr. WALDEN. Thank you. Now, I will turn to the gentleman from
Colorado, Mr. Gardner, for 5 minutes.

Mr. GARDNER. Thank you, Mr. Chairman, and thank you to the
witnesses for joining us today.
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And, Mr. Baker, I will direct this question to you. Questions
raised by foreign-directed cyber attacks on U.S. institutions suggest
that the United States Government must give careful consideration
to how the national security interests are controlled, monitored,
and regulated. How concerned should we be by the prospect that
any critical infrastructure provider that serves the core of our na-
tional security interests could come under foreign control and
therefore outside the supervision of the U.S. Government?

Mr. BAKER. We have to be concerned about that. It is not likely
that we will be able to stop globalization of this industry so the
idea that we can simply say no I think is not realistic. But we have
to then put in place transparency and regulatory authority that
makes sure that those companies do not serve other nations’ inter-
ests when they supply us with that equipment.

Mr. GARDNER. And in keeping those kinds of concerns in mind—
and we have seen in the past the mergers of U.S. companies with
foreign companies—what are some of the national security implica-
tions of such a purchase then?

Mr. BAKER. So I did this a lot when I was at DHS and indeed
when I was at NSA. In the telecommunications industry we have
a well-developed set of rules in which we negotiate a mitigation
agreement with the buyer if the buyer is a foreign buyer, which
gives us some control. It is not perfect by any means, and I am
1(’)lften unenthusiastic about the results. But it is the tool that we

ave.

In the context of companies selling products to the United States,
we have none of those controls unless they actually buy a U.S. com-
pany so that any company can sell products into our critical infra-
structure without any regulation or transparency. It is only when
they try to buy a U.S. company that we have any authority at all.

Mr. GARDNER. Reports of stories of foreign-directed cyber attacks
against U.S. institutions provoke difficult questions about the con-
trol reaching oversight of the United States national security inter-
ests. Do you agree that the idea of surrendering control of a critical
infrastructure provider like Sprint to a foreign entity Softbank be-
yond full U.S. oversight deserves very careful consideration and
should not be hurried?

Mr. BAKER. It certainly deserves careful consideration. I would
point out, as I answered to the last question, for many the security
agencies there will be a temptation to say the only way we will be
able to tell Sprint the products they can buy, what they can have
in their infrastructure, is if we enter into a negotiated agreement.
That is a negotiated agreement with a foreign buyer. They have no
authority at all in the other context so it is an odd set, currently,
of incentives for the U.S. Government in which they might actually
have more regulatory authority if they let the transaction go
through.

Mr. GARDNER. You mentioned in your testimony a little bit about
CFIUS, whether it is adequate or not. That is relied on by Con-
gress, by the FCC. Where are the pitfalls? What are the problems?

Mr. BAKER. The problem is that if you want to introduce prod-
ucts that are not reliable into the U.S. market, you can just walk
in and start taking orders. Even if it is going right into the core
of the telecommunications industry, there is no authority anywhere
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in the U.S. Government to say no to that today. Only if an unreli-
able buyer or seller actually tries to acquire a U.S. company is
there any authority at all.

Team Telecom at the FCC has some authority over foreign car-
riers but not over foreign suppliers of equipment. CFIUS gives au-
thority only over buyers of U.S. companies. So there is a real regu-
latory gap there with respect to some of this equipment that we
have not yet found a solution for.

Mr. GARFIELD. May I weigh in on this?

Mr. GARDNER. Please.

Mr. GARFIELD. I think we have to be exceptionally careful about
developing prophylactic rules around private sector agreements as
it relates to supply chain assurances. India was used as a reference
earlier in talking about an example of countries moving in a par-
ticular direction. There are a whole host of companies that I rep-
resent in the technology sector that are being foreclosed from the
Indian market because of those types of rules. And so I just think
that those types of rules have to be carefully calibrated and, from
my perspective, discouraged.

Mr. GARDNER. Thank you. I yield back my time.

Mr. WALDEN. I thank the gentleman. I thank all of our witnesses
and committee members for their participation today, really a su-
perb panel of witnesses. Your information that you shared has been
very, very valuable. Your written testimony is helpful to us and to
our staffs as we wrestle with this issue going forward in protecting
the country and trying also not to stifle innovation and technology
being developed in America. So we have got to get this right. And
your depths of experience and your willingness to come here and
share that with us is a great benefit to the American people. And
so we thank you for your participation; we thank you for your as-
sistance.

And the record will remain open for additional questions, I am
sure. And we hope that you will accept our invitation to work with
us even further as we go forward. We want to get this right. So
thank you very much. With that, the Subcommittee stands ad-
journed.

[Whereupon, at 4:12 p.m., the subcommittee was adjourned.]

[Material submitted for inclusion in the record follows:]

PREPARED STATEMENT OF HON. FRED UPTON

Wired and wireless technologies are increasingly becoming the medium over
which we manage our lives, our government, and our country. As a result, national
security, economic security, and personal security are now also matters of commu-
nications security. Where once it may have been sufficient to guard the doors to our
homes, our banks, our offices, our factories, and our utilities, today we must also
guard the virtual doors to our networks.

This hearing will look at the locks we place on those networks throughout the
communications supply chain. Just as the networks and the cyber threats they con-
front are varied and ever evolving, so too must be our defenses. A one-size-fits-all
solution is likely to be as successful as fitting every lock with the same key.

What means are at the disposal of the private sector and government to secure
our networks? What’s working? What isn’t? Where are the threats coming from?
What kind of risk and cost-benefit analyses should we be engaging in to find the
right solutions? I ask the witnesses to help frame the issues for us today so we can
determine where we-and the nation-should focus attention. If no one watches the
door, surely someone will walk in who shouldn’t.
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October 3, 2013

Mr. Mark L. Goldstein

Director, Physical Infrastructure Issues
U.S. Government Accountability Office
441 G Street, N.W.

Washington, D.C. 20548

Dear Mr. Goldstein:

Thank you for appearing before the Subcommittee on Communications and Technology on May
21, 2013, to testify at the hearing entitled “Cybersecurity: An Examination of the Communications
Supply Chain.”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Friday, October 18, 2013. Your responses should be e-mailed to the Legislative Clerk in
Word format at Charlotte.Savercool@mail house.gov and mailed to Charlotte Savercool, Legislative
Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C.
20515.

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Sincerely,

Greg Wal
Chairman
Subcommittee on Communications and Technology

ce: Anna Eshoo, Ranking Member, Subcommittee on Communications and Technology

Attachment
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U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. NW.
Washington, DC 20548

December 3, 2013

The Honorable Greg Walden

Chairman

Committee on Energy and Commerce,
Subcommittee on Communications and Technology
2125 Rayburn House Office Building

Washington, DC 20515

Dear Mr. Walden: ;

This letter is in regard to the hearing your committee held on May 21, 2013, titled “Cybersecurity:
An Examination of the Communications Supply Chain. You requested that we respond to a
question for the official record of this hearing. The enclosure provides GAU's response to this

question. Please contact me at (202) 512-6670 or goldsteinm@gao.gov with any additional
questions.

Sincerely yours,

Mark Goldstein
Director, Physical Infrastructure Team

Enclosure

ce: Anna Eshoo, Ranking Member, Subcommittee on Communications and Technology
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ENCLOSURE

The Honorable Anna Eshoo, Ranking Member, Subcommittee on Communications and
Technology

The GAQ’s report explores the concept of expanding the U.S. Government’s Committee
on Foreign Investment in the United States (CFIUS) review process to include network
provider purchases of foreign-made equipment. The report notes a series of concerns
that could result such as trade barriers, additional costs, and constraints on competition.
Do you believe the benefits outweigh the drawbacks of expanding the CFIUS review
process?

GAO is not making a judgment as to whether the benefits of expanding the CFIUS process
outweigh the drawbacks. As stated in the May testimony, discussions between the
Communications Sector Coordinating Council and participating federal entities on adapting a
CFIUS type voluntary notification process for use on equipment purchases were, at the time,
ongoing, and it is not clear how the proposal will develop, if at all. The council is trying to
understand the threats the government is concerned about and whether these could be best
addressed by a CFIUS-type process or some other means.

Page 2
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October 3, 2013

Mr, Stewart A, Baker

Partner

Steptoe & Johnson LLP

1330 Connecticut Avenue, N'W.
Washington, D.C. 20036

Dear Mr. Baker:

Thank you for appearing before the Subcommittee on Communications and Technology on May
21, 2013, to testify at the hearing entitled “Cybersecurity: An Examination of the Communications
Supply Chain.”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Friday, October 18, 2013. Your responses should be e-mailed to the Legislative Clerk in
Word format at Charlotte.Savercool@mail house.gov and mailed to Charlotte Savercool, Legislative
Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C.
20515.

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Sincerely,

Greg Wal

Chairman

Subcommittee on Communications and Technology
cc: Anna Eshoo, Ranking Member, Subcommittee on Communications and Technology

Attachment
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Cybersecurity: An Examination of the Communications Supply Chain
Before the Committee on Energy and Commerce
Subcommittee on Communications and Technology
U.S. House of Representatives
Hearing Held: May 21, 2013

Response to Questions For The Record From The Honorable Anna Eshoo
By Stewart A, Baker
Partner, Steptoe & Johnson LLP
Former Assistant Secretary for Policy, Department of Homeland Security
Former General Counsel, National Security Agency

Question 1:

The GAO's report explores the concept of expanding the U.S. government's Committee on
Foreign Investment in the United States (CFIUS) review process to include network
provider purchases of foreign-manufactured equipment. The report notes a series of
concerns that could resulf such as trade barriers, additional costs, and constraints on
competition. Do you believe the benefits outweigh the drawbacks of expanding the CFIUS
review process?

Response:

CFIUS and Team Telecom already have broad authority, and they seem to have exercised that
authority already to set limits on foreign manufactured equipment in the Sprint case. Before
expanding CFTUS’s authority we should make sure that the change is actually necessary.

Question 2:

Should the FCC review procurements of foreign equipment by U.S. companies operating
on our telecommunications networks?

Response:

The FCC currently does not have any explicit authority to regulate the purchase of foreign
equipment by US companies. It does, however, scem clear that the largest carriers are currently
paying close attention to the US government’s concerns in that area. So continuing to voice
those concerns may at least be a good starting point.

Question 3:

To what extent does our nation's intelligence community work with the FCC to assess
threats to our telecommunications infrastructure? )
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Response:

The FCC has a generally cooperative relationship with the intelligence and defense communities.
That is in large part due to the deference the FCC pays to Team Telecom as the representative of
US national security interests in telecom infrastructure. The deference in my experience has been
quite genuine and cooperative, despite the lack of a statutory requirement.
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October 3, 2013

Ms. Jennifer Bisceglie

President and CEQ

Interos Solutions, Inc.

8200 Greensboro Drive, Suite 900
MclLean, VA 22102

Dear Ms. Bisceglie:

Thank you for appearing before the Subcommittee on Communications and Technology on May
21, 2013, to testify at the hearing entitled “Cybersecurity: An Examination of the Communications
Supply Chain.”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Friday, October 18, 2013. Your responses should be e-mailed to the Legislative Clerk in
Word format at Charlotte.Savercool@mail.house.gov and mailed to Charlotte Savercool, Legislative

Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C.
20515.

Thank you again for your time and effort preparing and delivering testimony before the
Sincerely,
Greg Wall

Subcommittee.
Chairman

Subcommittee on Communications and Technology
cc: Anna Eshoo, Ranking Member, Subcommittee on Communications and Technology

Attachment
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Date: October 7, 2013

Attention: Congresswoman Ms. Eshoo, Ranking Member, Subcommittee on Communication and
Technology

Subject: Follow Up Question for the hearing entitled “Cybersecurity: An Examination of the

Communications Supply Chain.

- Congresswoman Eshoo,

Thank you for the follow up question.” Concerns over our global supply chains should be taken seriously
and we were honored to be a part of this important hearing. ‘

In response to your question:

CFIUS is an inter-agency committee authorized to review transactions that could result in control of a
U.S. business by a foreign person (“covered transactions™), in order to determine the effect of such
transactions on the national security of the United States. Your question focuses on network providers
and purchases of equipment manufactured outside the United States. I do not think this is within the
scope of the CFIUS committee and do think it would provide significant drawbacks to fair trade, cost and
competition. From a resourcing standpoint, I think it would be nearly impossible to review all purchases
of equipment manufactured outside the United States, thereby creating a bottleneck within'the US
ecohomy. There are simply not enough assets (intelligence or CFIUS) to support this proposal, nor is it
staying with the intent of the CFIUS program.

Having said this, I do believe this challenge should require strong supply chain language that insists
network providers validate report and verify that the vendors are protecting their supply chain from
malicious activity. 1don’t know that consolidating it within the CFIUS program will provide the
adoption being sought by the question.

I remain available for any additional questions you might have,

Warm Regards,

Jennifer Bisceglie
President
Interos Solutions, Inc
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October 3, 2013

Mr. Robert B. Dix, Jr.

Vice President

Government Affairs and Critical Infrastructure Protection
Juniper Networks

2251 Corporate Park Drive, Suite 200

Herndon, VA 20170

Dear Mr. Dix:

Thank you for appearing before the Subcommittee on Communications and Technology on May
21, 2013, to testify at the hearing entitled “Cybersecurity: An Examination of the Communications
Supply Chain.”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Friday, October 18, 2013. Your responses should be e-mailed to the Legislative Clerk in
Word format at Charlotte. Savercool@mail.house.gov and mailed to Charlotte Savercool, Legislative
Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C.
20515.

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Subcommittee on Communications and Technology
cc: Anna Eshoo, Ranking Member, Subcommittee on Communications and Technology

Attachment
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25 October 2013

The Honorable Greg Walden

Chair, Subcommittee on Communications and Technology
U.S. House Energy and Commerce Committee

2125 Rayburn House Office Building

Washington, DC 20515

RE: May 21, 2013 Hearing Questions for the Record
Dear'Mr. Chairman:

As you are aware, | testified before your Subcommittee at its May 21, 2013 hearing entitled
"Cyberse‘curity: An Examination of the Communications Supply Chain.” On October 3, 2013; the
“'Stubcommittee transmitted to me a question for the hearing record from one of its members. Please
find attached my responses to that question.

Should you require any additional information, please feel free to contact me at {571) 203-2687 or

rdix@juniper.net

Sincerely,

Robert B, Dix, Jr.
Vice President
Government Affairs and Critical Infrastructure Protection

[543 Hon. Anna Eshoo, Ranking Member, Subcommittee on Communications and Technology

184 North Mathilda Ave. o +1408 7452000 www juniper.net
. Sunnyvale, CA §4083 1 +1408 7452100
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QUESTIONS FOR THE RECORD
Robert B. Dix, Jr., Juniper Networks
House Subcommittee on Communications and Technology
May 21, 2013

QUESTION POSED BY THE HONORABLE ANNA ESHOO

1. The GAOQ's report explores the concept of expanding the U.S. government’s Committee on
Foreign Investment in the United States {CFIUS) review process to include network provider
purchases of foreign-manufactured equipment. The report notes a series of concerns that could
result such as irade barriers, additional costs, and constraints on competition. Do you believe the
benefits outweigh the drawbacks of expanding the CFIUS review process?

Ranking Member Eshoo, thank you for seeking Juniper Networks’s input on this
important issue. In our view, the advantages and disadvantages of an expanded CFIUS
process would depend on exactly how it was structured and for what types of
transactions. With respect to the U.S. government supply chain, Juniper supports the
idea that U.S. departments and agencies should be permitted to purchase information
and communications technology, including hardware and software, from only
authorized and trusted sources. As a network or system becomes less critical, it is not
abundantly clear that there is a significant benefit to a costly CFIUS process.
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October 3, 2013

Mr. David Rothenstein

Senior Vice President, General Counsel and Secretary
Ciena

7035 Ridge Road

Hanover, MD 21076

Dear Mr, Rothenstein:

Thank you for appearing before the Subcommittee on Communications and Technology on May
21, 2013, to testify at the hearing entitled “Cybersecurity: An Examination of the Communications
Supply Chain.”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Friday, October 18, 2013. Your responses should be e-mailed to the Legislative Clerk in
Word format at Charlotte.Savercool@mail.house.gov and mailed to Charlotte Savercool, Legislative
Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C.
20515.

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Sincerely,

Greg W Mden
Chairman
Subcommittee on Communications and Technology
cc: Anna Eshoo, Ranking Member, Subcommittee on Communications and Technology

Attachment
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January 17, 2014

The Honorable Anna Eshoo
Committee on Energy and Commerce
2125 Rayburn House Office Building
Washington, D.C. 20515

Question:

The GAO’s report explores the concept of expanding the U.S. government’s Committee on Foreign
Investment in the United States (CFIUS) review process to include network provider purchases of
foreign-manufactured equipment. The report notes a series of concerns that could result such as
trade barriers, additional costs, and constraints on competition. Do you believe the benefits
outweigh the drawbacks of expanding the CFIUS review process?

Answer:

As part of our public policy advocacy efforts over the past several years, Ciena Corporation has given
significant consideration to the role that CFIUS could play in network provider purchases of foreign-
manufactured equipment. In our view, if the proposed expansion of the CFIUS review process were
appropriately defined and tailored to adequately address the concerns set forth below and in the GAO
report, then we believe that the benefits could potentially outweigh the drawbacks. If that were not the
case, however, then we believe that the drawbacks would outweigh the benefits of expanding the CFIUS
review process.

In order to make an effective assessment of any CFIUS expansion, Ciena believes that policymakers must
consider the following:

1. Network providers have varying level of sophistication when it comes to testing and evaluating
communications networking equipment. In our experience, some providers — typically the largest
carriers and U.S. govermment agencies — have a deep understanding of and appreciation for the
security benefits that are derived from our efforts to move our supply chain out of China.
However, there are many private sector enterprise buyers of networking equipment that simply do
not have the same level of sophistication or understanding of the security risks posed by
equipment in their networks, or the same infrastructure resources with which to test and evaluate
such equipment. Because some of these enterprises run enormous global networks, they may be
unintentionally creating significant risks to their companies, customers and employees. In many
cases, however, their networks are just as critical to our nation’s well-being. At the same time, the
scope of and breadth of network equipment today is quite significant. Not all network equipment
functions in the same manner, operates in the same place in a network, or poses the same risks to
security of the network. Accordingly, from a policy perspective, in order that the review net is
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appropriately tailored to the relative risk posed by the transaction, there should be meaningful
consideration given to the definitions of both “network provider” and “purchases” for purposes of
triggering potential CFIUS review.

Under the current structure of the telecommunications industry supply chain, the vast majority of
communications networking equipment — including equipment marketed and sold by Ciena —
incorporates at least some components or subcomponents that are manufactured in a foreign
country. As a result, broad policy proscriptions relating to “foreign-manufactured equipment”
could theoretically impact every equipment purchase by network providers, which is not, in our
view, the right policy approach. Instead, we believe that a more appropriate and practical
approach would be to expand the CFIUS review to purchases of foreign-manufactured
networking equipment from a subset of companies that may have interests adverse to those of the
United States, both from a national security and a trade and economic perspective.

In light of the rapid transition of the communications industry to “software-defined networking”
and “network function virtualization,” the importance of software to current and future networks
cannot be understated and is absolutely critical from a product integrity and product assurance
perspective. By way of example, we have implemented strict controls over our software
development, and the final testing and validation all of the software loaded onto our products is
performed in North America. In so doing, we reduce the risk that the software can be tampered
with or modified and thereby create network security concerns for our customers. Therefore, to
the extent that any review process is created for network provider purchases of equipment, it must
necessarily consider the integrity of the embedded software and any application software, where
it installed, by whom, as well as who will conduct ongoing and routine maintenance and support
of the software.

As a result of the above, Ciena continues to believe that the most important next step is a broad-based
education program for enterprise purchasers of network equipment, particularly those enterprises with
critical infrastructure, It would certainly be in the economic and security interest of the United States to
find a way to routinely share information such entities so that they make more informed buying decisions.

Sincerely,

On behalf of Ciena Corporation

David M. Rothenstein
Senior Vice President and General Counsel
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QOctober 3, 2013

Mr. John Lindquist

President and CEO

Electronic Warfare Associates
13873 Park Center Road, Suite 200
Herndon, VA 20171

Dear Mr. Lindquist:

Thank you for appearing before the Subcommittee on Communications and Technology on May
21, 2013, to testify at the hearing entitled “Cybersecurity: An Examination of the Communications
Supply Chain.”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Friday, October 18, 2013. Your responses should be e-mailed to the Legislative Clerk in
Word format at Charlotte.Savercool@mail.house.gov and mailed to Charlotte Savercool, Legislative
Clerk, Committee on Energy and Commerce, 2125 Raybum House Office Building, Washington, D.C.
20515.

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Sincerelty,

Greg Waldi
Chairman
Subcommittee on Communications and Technology

ce: Anna Eshoo, Ranking Member, Subcommittee on Communications and Technology

Attachment
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Mr. John Lindquist

President and CEO

Electronic Warfare Associates
13873 Park Center Road, Suite 200
Herndon, VA 20171

The Honorable Anna Eshoo

The GAD’s report explores the concept of expanding the U.S. government’s Committee On
Foreign investment in the United States (CFIUS}) review process to include network provider
purchases of foreign manufactured equipmet. The report notes a series of concerns that
could result such as trade barriers, additional costs, and constraints on competition. Do you
believe the benefits outweigh the drawbacks of expanding the CFIUS review process?

Expanding the Committee on Foreign Investment in the United States (CFIUS) review process to
include network provider purchases of foreign-manufactured systems will be significantly
burdensome on all concerned because there are no manufacturers of telecommunications
equipment in the United States. Furthermore, the bulk of the components (board level and
below as well as software and firmware} integrated into telecommunication systems are also
manufactured outside the United States. More to the point, all manufacturers of
telecommunications equipment, including software and firmware, have significant
developmental and production facilities in the Peoples Republic of China as well as other
nations that, from time to time, might find it in their interest to subvert or disrupt U.S.
networks. in light of the global nature of the network providers supply chain, CFIUS would be in
a position of evaluating the entire supply chain on a continuous basis. That becomes extremely
difficult because the pedigree of the components and software routines used in the systems are
often extremely difficult, if not impossible to determine which in turn makes it very difficult to
assess the risk associated with the components and, therefore the risk to the system.

The CFIUS review process is designed to determine who can be trusted. The nature of the
supply chain makes it nearly impossible to know who was involved in the development and
manufacture of a network system or its components. If one can’t know who is involved, one
can’t know who to trust.

A more productive, and less disruptive approach, would be to develop an independent review
process, similar to the process put forth in a recent CFIUS mitigation agreement. The
agreement requires a detailed analysis of hardware, firmware, and software so as to provide an
acceptable level of assurance that the system is free of components and subcomponents
designed or corrupted to enable malicious exploitation. In addition, the agreement requires a
trusted delivery process that ensures that the system delivered is exactly the same as the
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system evaluated. The result is that the network provider, and in turn the U.S. government, can
decide whether or not to trust the system based empirical evidence rather than on the country
in which the manufacturer has located its headquarters. Since all components have a great
likelihood of manufacture outside the U.S. by non-U.S companies, it might serve the
Committee’s goals more effectively, to review the High Assurance Analysis and Trusted Delivery
Processes as well as the Independent Evaluator implementing those processes. This approach
would limit the complexity of the CIFIUS Review Process, and avoid many of the feared trade
economic and political drawbacks, and dramatically increase the security posture of the
network system.
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October 3, 2013

Mr. Dean Garfield

President and CEO

Information Technology Industry Council
1101 K Street, N.W., Suite 610
Washington, D.C. 20005

Dear Mr. Garfield:

Thank you for appearing before the Subcommittee on Communications and Technology on May
21,2013, to testify at the hearing entitled “Cybersecurity: An Examination of the Communications
Supply Chain.”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Friday, October 18, 2013, Your responses should be e-mailed to the Legislative Clerk in
Word format at Charlotte. Savercool@mail.house.gov and mailed to Charlotte Savercool, Legislative
Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C.
20515.

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Sincerely,

Greg Waldn
Chairman
Subcommittee on Communications and Technology
cc: Anna Fshoo, Ranking Member, Subcommittee on Communications and Technology

Attachment
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Information Technology
Industry Council

Question received from the Honorable Anna Eshoo, U.S. House of Representatives:

The GAO’s report explores the concept of expanding the U.S. government’s Committee on
Foreign Investment in the United States (CFIUS) review process to include network
provider purchases of foreign-manufactured equipment. The report notes a series of
concerns that could result such as trade barriers, additional costs, and constraints on
competition. Do you believe the benefits outweigh the drawbacks of expanding the CFIUS
review process?

Answer: No. [Tl believes expanding CFIUS in this regard has numerous drawbacks that might
outweigh any benefits, We concur with the findings in the May 2013 GAO report1 that such an
approach could result in trade barriers, additional costs, and constraints on competition. Such
an approach also could negatively impact the security of U.S. communications networks.

Expanding CFIUS as proposed will decrease, not increase, security. The proposal is based on an
incorrect premise that security is a function of where network equipment is manufactured and
that equipment manufactured in a foreign country is inherently less secure. Product security is a
function of how a product is designed, engineered, and maintained, not where it is
manufactured. if forced to manufacture in a given country, companies lose significant flexibility
to innovate in response to actual and emerging threats. A focus on where technology is
developed, rather than how, fails to evaluate the actual security of the product and can tull
buyers into a false sense of security. The global ICT industry encourages all governments to
refrain from enacting policies that discriminate based on technologies’ country of origin.?

Secondly, this proposal would impact nearly every information and communications technology
vendor, including U.S.-headquartered ones, since nearly all network equipment is manufactured
in foreign countries. By researching, developing, and manufacturing globally, companies gain
global talent, resiliency/redundancy of suppliers, high-quality low-cost inputs, and manufacturing
efficiencies. This leads to the affordable, leading-edge technology products, with the high level of
security demanded by businesses, governments, and consumers. Thus, harms we foresee,
enumerated below, will fall on U.S. and foreign companies alike.

Expanding CFIUS as proposed would harm our companies’ competitiveness and trade. Other
countries, interpreting our actions as an attempt to create barriers to foreign entry into U.S.
markets, will emulate such proposals and pursue their own domestic requirements. A “race to
the bottom” of such requirements would ensue, leading to a patchwork of conflicting

' GAO, “Telecommunications Networks: Addressing Potential Security Risks of Foreign-Manufactured
Equipment,” May 21, 2013.

2 “Global ICT Industry Statement: Recommended Government Approaches to Cybersecurity,” DIGITALEUROPE,
ITI, and JEITA, June 2012, p. 2. Reconfirm title and insert footnote
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requirements from various governments, balkanizing the global ICT marketplace. This would
significantly diminish the benefits—fast-paced innovation (new products with new and useful

features), global interoperability, low cost, and constantly improved product security—that
derive from our massive research and development (R&D) investments which we can only afford
if we can serve a global marketplace. Being able to innovate in this regard is essential to our
companies’ survival. In fact, a recent Brookings report noted that government policies enacted
in the name of “cybersecurity” could, if they are country-specific, impede the global flow of
information technology products and services, harming information technology firms and
vendors as well as importing countries,’

Unfortunately, we are already seeing other countries going down the path proposed. The most
egregious cases include India and China. India’s 2012 Preferential Market Access policy aims to
impose domestic manufacturing requirements on telecommunications equipment sotd in the
commercial market. While China has long sought to keep foreign ICT products out of its market,
recent China-focused policies coming out of Washington have increased motivation behind these
exclusionary policies. Changing CFIUS as contemplated will be seen as a retaliatory measure
towards Chinese companies, spurring China to move forward on its plans to set up a CFIUS-like
Review Commission.

In addition to India and China, Indonesia, Nigeria, and other countries have domestic technology
procurement requirements on the books. U.S. industry is working with the Administration to
push back on these restrictions and our successes depend in part on being able to state that
such approaches deviate from global norms. If the U.S. government begins to review
commercial communications transactions, we will lose much of our bargaining power, which
could result in foreign markets increasingly shut to our companies.

Expanding CFIUS to commercial transactions also would be extremely costly and unwieldy. As
described by GAO (pp. 9-10), communications networks in the United States are highly complex.
Multiple network providers operate distinct regional and other smaller networks, including
wireless, wireline, and cable access segments, which interconnect to a national backbone to
form a national infrastructure. The entire network relies on hundreds if not thousands of types
of products. Further, as GAO also highlights (p. 37), network providers conduct thousands of
transactions a year. These purchases may serve to update one portion of a regional network, or
be part of a phased-in national upgrade. It would be very time-consuming for both providers and
vendors to file a CFIUS report on each of these transactions, a likely scenario given that each
transaction would include foreign-manufactured equipment. In addition, detailing the country in

* Friedman, Allan, “Cybersecurity and Trade: National Policies, Global and Local Consequences,” Brookings
Institution Center for Technology Innovation, September 2013,

hitp://www.brookings.edu/~/media‘research/files/papers/2013/09/19%20cybersecurity %2 0and%20trade%20global
%20local%20friedman/brookingscybersecuritynew.pdf
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which certain equipment is manufactured could be impossible from the vendor perspective. As
described above, vendors have global supply chains. Further, vendors constantly change their

sources of supply, based factors such as price. This would hamper any ability to cite prior filings
related to the same type of equipment.

Mandating a review of each commercial transaction also would overwhelm the CFIUS process,
which was not designed for that type of capacity. The number of CFIUS cases now averages
from 100-200 per year.* Changing the CFIUS scope would result in a substantial—not marginal—
increase in workload. This in turn is likely to lengthen the average review time, which at a
minimum 30-75 days5 already is quite long. Such a delay would raise costs for network
providers, equipment vendors, and, ultimately, U.S. consumers (also pointed out by GAOQ, p. 36).
It also would delay the roll-out of 4G LTE and other leading-edge networks in the United States,
hampering the efficiency and productivity all U.S. businesses and consumers, and the U.S.
government, enjoy from our communications networks. And these benefits translate into a
significant impact on U.S. competitiveness and growth. Last year, Ericsson, Arthur D. Little, and
Chalmers University of Technology, concluded that for every 10 percentage point increase in
broadband penetration GDP increases by 1 percent.

In 2012, GAO released a separate report in which federal officials from the Director of National
intelligence {DNI), NSA, and the CIA provided reasons why the cost of tracking IT equipment’s
country of origin outweighed the potential benefits.® That report was focused on government
procurement, but if these agencies feel that country-of-origin tracking was not a benefit for their
own procurements, it is doubtful tracking for commercial telecommunications network
purchases would be any more useful.

Both my May 2013 testimony (pp. 3-5) and the May 2013 GAO report (pp. 15-27) list a range of
steps industry, network providers and equipment vendors, and the government are taking to
address cyber-related risks in U.S. communications networks. U.S. government efforts should focus
on:

* Creating incentives for the effective implementation of the President’s February 12
cybersecurity Executive Order to continue. The Executive Order directs the General
Services Administration and the Department of Defense to study the merits of
incorporating global, industry-led cybersecurity standards into federal acquisition
planning and contract administration. The ICT industry is deeply committed to improving

* (need footnote from Treasury website)
* CFIUS includes a mandatory 30-day review, and CFTUS may institute a subsequent 45-day investigation (which
can be extended). In addition, parties need time to get a filing complete before submitting it.

© GAO, IT Supply Chain: National Security-Related Agencies Need to Better Address Risks,” March 2012, p. 27.
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cybersecurity and, as such, we are deeply involved in this work and want to make it a
success.

e Ensuring private sector participation in the supply-chain work within the Executive
branch. As with any cybersecurity issue, public-private partnerships are critical. Currently

there are various supply-chain efforts within the Administration. Although it has been
challenging at times for the private sector to have input into that work, now both the [T
Sector Coordinating Council and Communications Sector Coordinating Council have
active supply-chain committees that are working closely with DHS and other government
agencies to jointly review this work.

e Sourcing technology from authorized sellers and resellers. Federal purchasers and their
contractors should procure ICT equipment directly from original equipment
manufacturers (OEMs) or their authorized resellers and service partners, except when
the item is discontinued or otherwise unavailable. This can help to minimize the chances
that counterfeit or tainted products will be unintentionally acquired, mitigating a
significant risk to government supply chain. Too often, we have seen government
agencies procure technology products from companies that had no relationship with the
products manufacturers, and had themselves bought the products from unverified
sellers.

* Passing effective cyber threat information-sharing legislation.

These approaches are commendable and should be encouraged. Expanding CFIUS as proposed would
hamper, not help, these activities and would negatively impact security, trade, innovation, and
competitiveness as described above.
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