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VISA SECURITY AND OVERSTAYS:
HOW SECURE IS AMERICA?

Tuesday, May 21, 2013

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON BORDER AND MARITIME SECURITY,
COMMITTEE ON HOMELAND SECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 10:05 a.m., in Room
311, Cannon House Office Building, Hon. Candice S. Miller [Chair-
woman of the subcommittee] presiding.

Present: Representatives Miller, Duncan, Palazzo, Barletta,
Stewart, Jackson Lee, O’'Rourke, and Gabbard.

Also present: Representative Bilirakis.

Mrs. MILLER. The Committee on Homeland Security the Sub-
committee on Border and Maritime Security will come to order.
The subcommittee is meeting today to examine our Nation’s visa
security efforts.

Our witnesses today are John Wagner, who is acting deputy as-
sistant commissioner from Customs and Border Protection; James
Dinkins, who is the executive associate director of Homeland Secu-
rity Investigations; Shonnie Lyon, who is the acting director of the
National Protection and Programs Directorate Office of Biometric
Identity Management; and Rebecca Gambler, director of Homeland
Security and Justice Section for the Government Accountability Of-
fice. I will make a more formal introduction after the opening state-
ments.

Our Nation is in the midst of a debate on how to best reform our
broken immigration system. As we explore potential changes to our
immigration processes, we must also strengthen our border secu-
rity efforts. A key part of both of those efforts must be serious re-
forms to our visa process. According to a widely-circulated 2006
Pew Hispanic Center study, as much as 40 percent of all illegal
aliens who come into our country do not cross the desert. They ac-
tually come in through the front door.

They come in through our land, our sea, and air ports of entry,
with permission, and then they overstay their visas. If we are seri-
ous about border security, the Congress needs to look beyond just
the traditional borders—the Northern, the Southern maritime bor-
ders—and must reduce the ability of people to overstay their visas.
Visa security is by no means a new challenge. We have known for
some time that our visa process is vulnerable to exploitation by ter-
rorists and others who seek to do us harm.

We all recall that at least four of the 9/11 hijackers were here
on visa overstays or were out of status. Among the most important
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weaknesses the attackers exploited was the porous outer ring of
border security. The hijackers passed through U.S. border security
a combined total of 68 times without being detected. The man who
attempted to conduct a suicide attack on the Capitol just last year
had been in the country since 1999; was here on a tourist visa
overstay.

Another individual arrested in the aftermath of the Boston Mara-
thon bombings, who may have helped destroy evidence, was able to
return to the United States despite being out of status on his stu-
dent visa. These events highlight the fact that vulnerabilities in
our visa processing system can have catastrophic consequences.
The American people need to know how many more visa over-
stayers are out there who pose a serious threat to the security of
our homeland.

Clearly, more must be done to ensure the integrity of the visa
system, including enhancements to Immigration and Customs En-
forcement’s ability to identify and to promptly remove those who
overstay their visa. Pushing out the border and conducting more
vigorous, more rigorous vetting of VISIT applicants overseas thru
the Visa Security Program, which stations ICE agents overseas, as
well as the inclusion of fingerprints into the visa application proc-
ess, have made the visa process more secure than it was, certainly,
before 9/11.

But as well, we are also very concerned with our ability to track
and to promptly remove overstays who remain in our country. ICE
does not have a way to identify and track down overstays who en-
tered the country prior to 2003, before US-VISIT was created, and
we are concerned that we do not even have a good handle on the
total number of overstayers in the country right now. I understand
that the Department has plans to release some of the overstay data
by the end of the year.

However, we are debating these issues right now, and I would
like to see the data while we are discussing immigration reform,
not after. I look forward to hearing from our witnesses today on
progress made since the creation of US—VISIT, now called the Of-
fice of Biometric Identity Management, identifying overstays, espe-
cially those that pose National security and public safety threats.
I think that Members will be most interested in how the Depart-
ment of Homeland Security plans to implement a comprehensive
exit system that will prevent terrorists from successfully exploiting
the visa system; a requirement, I might add, that was first man-
dated in 1996.

If we are serious about controlling who comes into the Nation
and preventing another attack we need to get serious about an exit
program, a robust exit program. Biometric might not be the right
solution until the technology is mature enough to not interfere with
passenger flow. But we certainly want to be interested—we will be
interested in hearing from the witnesses on how we can move for-
ward with a workable plan in the interim.

I certainly don’t want to discount the progress that has been
made especially over the last 2 years in connecting many of the
DHS’s databases to the arrival and departure information system,
which has helped to narrow down the number of people we are con-
cerned about. But we cannot have vulnerabilities that we have
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known about for some time remedied only after a high-profile inci-
dent like that that happened, that tragedy in Boston. Last Con-
gress, this subcommittee held several hearings on the backlog of
unvetted records that numbered more than 1.6 million.

Those have been screened for terrorism and public safety con-
cerns, but a persistent backlog of unmatched records remains. Ac-
cording to the preliminary findings of the GAO report, there are
more than 1 million of these records; a million people that we can-
not confirm whether or not they have left the country. ICE’s
prioritization scheme virtually ensures that a large backlog will
continue to exist well into the future. Visa security is a critical
component of our border security efforts, and we really cannot re-
form our immigration system without taking a hard look at the De-
partment’s efforts to develop a robust exit system.

The American people need to be confident that all of the holes
in the border are as secure as possible. So we will be very inter-
ested in hearing from the witnesses on that point.

With that, I would like to yield to the Ranking Member, the
gentlelady from Texas, for her opening statement.

Ms. JACKSON LEE. Thank you, Madam Chairwoman, and thank
you for having—holding this hearing. I am glad to join you in hold-
ing this hearing today to examine the issue of visa overstays—
those who enter this country through the proverbial front door, but
fail to depart in a timely way—and their effect on our Nation’s se-
curity. I know it goes without saying, and it has been said over and
over again, and it is a reminder that I think—however, that is very
important.

That those who were engaged in the 9/11 horrific and heinous
terrorist act were, in fact, some of them, visa overstays. We have
had that scar for, now, 12 years going on 13 years. It should be a
very important reminder. However, we know that people who are
visa overstays are, by and large, individuals who seek an oppor-
tunity in this country, are students, family members. But even be-
yond that, knowing that most of these are innocent and desirous
of good things, this is an important process.

So I want to thank the gentlelady from California and the gen-
tleman from Pennsylvania in their discussion of the mark-up, who
mentioned the idea of a concept to deal with visa overstays, which
I asked to join them. I look forward to my staff working with them
so that we can present an idea that will be constructive. I think
this hearing, overall, will be enormously constructive as we move
the Homeland Security border bill, border security bill, to the floor.

We had a very active bipartisan discussion about visa overstays,
as I have just said, in our recent subcommittee mark-up H.R. 1417,
the Border Security Results Act of 2013. Last week, I was pleased
to support an amendment at the full committee mark-up of the bill
to require the Department of Homeland Security to develop an im-
plementation plan for a biometric exit capability at ports of entry,
which is an essential part of our effort to address overstays.

I am committed to working with my colleagues on this very im-
portant issue. So far, this Congress’ subcommittee has focused
much of its oversight in legislative efforts on what DHS must do
better—to better secure our land borders, and the Southern Border
in particular. While this is a critically important matter, it rep-
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resents only one part of broader border security and immigration
enforcement issue. Addressing visa overstays is certainly equally
important.

Indeed, finding a way to deal with the overstay issue will likely
be essential to any immigration reform and border security pack-
age considered in Congress. It is my hope that as the great work
of this subcommittee, Madam Chairwoman, continues, and the
moving of the border security bill, that we will be in front of any
question to be able to answer such so that no obstacles stop us
from doing what really will make this country safer. That is, com-
prehensive immigration reform.

I want all the questions answered, and I want us to have solu-
tions. Yes, I think it would be very important to put in new proc-
esses for this effort of visa overstays. Finding a way to deal with
the overstay issue will be very important. Just this week, an
amendment to address this issue was accepted at the mark-up of
the Senate immigration bill. We have examined this issue regularly
in Judiciary Committee, where I am also a member.

It is important to note that overstays are one of the reasons for
many questions on the immigration control system. A small hand-
ful of those who overstay their visas may also pose a threat, as I
mentioned earlier, as it relates to the 9/11 hijackers. There are
many important questions to be answered regarding visa overstays,
and I hope we can have a productive dialogue about some of those
questions here today.

For example, what security issues do individuals who overstay
their visas pose to the United States? Frankly, I believe that an in-
ventory of these overstays is important, even as we try to craft our
legislative fix. Is there an ability for DHS to know, by having a list
and date of entry and date of departure? Is that inventory, is that
digitized, is it on a computer, can it be pulled up by birth date? So
what is DHS doing to identify and locate individuals who are visa
overstays, but also may pose a threat?

What are the indicia that are used to be able to track individ-
uals, even now, without a better construct? What can be done to
prioritize enforcement resources and enhance efforts to address
overstays? I will say that I am encouraged by the recent shift of
overstay analysis and exit operation responsibilities from US-—
VISIT to ICE and CBP. I am hopeful that this new configuration
of responsibilities will help ICE and its DHS partners address po-
tential overstays in a more efficient way.

I want to qualify and say that I am mindful that these individ-
uals are mostly harmless and that they are here because our immi-
gration system does not provide them a pathway. That is why we
must match these two processes together. I know that we have a
very active business community on the Southern Border, active
business community on the Northern Border. I know that business
is done. I know that people come over with visas.

Who knows what part of businesses, what part of families, what
part of tourists, what part of students? We know that DHS cur-
rently has over a million unmatched records representing potential
overstays. While these individuals have been, and continue to be,
vetted against National security and criminal database, we hope,
we have no record of them exiting the country. DHS has reduced
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the number of unmatched records significantly from just a couple
of years ago, but the problem persists.

I do want to take note of the work that DHS has done. I want
to hear from ICE and GAO today about what more can be done to
reduce the number of unmatched records allowing DHS to focus on
locating individuals who we have confidence are still in the coun-
try. I am curiously optimistic—cautiously optimistic that, given
CBP responsibility for developing and deploying, a biometric exit
(slystem will help DHS make progress on this long overdue man-

ate.

I know as CBP and ICE come before these committees, some-
times they ask the question: What are we expected to do? I want
to qualify, for the last time, as I close my remarks, to indicate that
we know that there are provisions such as prosecutorial discretion
that ICE uses. I want to make sure that my comments do not in
any way undermine my enthusiasm about that process when it is
needed, when it is necessary, and when it is warranted.

I also want to make note that we are running into, Madam
Chairwoman, some difficulties in a badging issue in my very large
airport, in Houston, Texas. I am thinking that that is an issue of
sequestration and the lack of dollars. I hope that we will have that
matter resolved. So when CBP comes and ICE comes, I hope they
know that we respect what they do. We want to hear about the
concerns that they have. We want to make sure that the laws that
they have to be merciful are not countered because we want them
to be efficient and right.

Congress first mandated an entry-exit system for visitors to the
United States in 1996. While DHS has made significant progress
by implementing biometric entry system, a solution for biometric
exit has been far more difficult. Let me just close by indicating that
there has been a troubled history with the system of kiosks. We
need to find a clear path forward on the biometric exit system. I
want to hear more today. I want to know what we can—how do we
work with the biometric system.

I am pleased to see the improvements, but I believe it is very im-
portant for this discussion today to ensure that we have a very se-
cure border and that we work hand-in-hand with the idea of com-
prehensive immigration reform. I thank the gentlelady for her
yielding, and I yield back my time.

[The statement of Ranking Member Jackson Lee follows:]

STATEMENT OF RANKING MEMBER SHEILA JACKSON LEE

MaAy 21, 2013

I thank Chairman Miller for holding this hearing today to examine the issue of
visa overstays—those who enter this country through the proverbial front door but
fail to depart in a timely way—and their effect on our Nation’s security.

We had a very active, bi-partisan discussion about this issue during our recent
subcommittee mark-up of H.R. 1417, the Border Security Results Act of 2013.

Last week, I was pleased to support an amendment at the full committee mark-
up of the bill to require the Department of Homeland Security to develop an imple-
mentation plan for a biometric exit capability at ports of entry, which is an essential
part of our effort to address overstays.

I am committed to working with my colleagues on this very important issue.

So far this Congress, the subcommittee has focused much of its oversight and leg-
islative efforts on what DHS must do to better secure our land borders, and the
Southern Border in particular.
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While this is a critically important matter, it represents only one part of the
broader border security and immigration enforcement issue.

Addressing visa overstays is certainly equally important.

Indeed, finding a way to deal with the overstay issue will likely be essential to
any immigration reform and border security package considered in Congress.

Just this week, an amendment to address this issue was accepted at the mark-
up of the Senate immigration bill.

We have examined this issue regularly in the Judiciary Committee, where I am
also a Member.

It is important to note that overstays are more than an immigration control con-
cern.

A small handful of those who overstay their visas may also pose a threat to our
homeland security, like several of the 9/11 hijackers.

There are many important questions to be answered regarding visa overstays, and
I hope we can have a productive dialogue about some of those questions here today.

For example, what security issues do individuals who overstay their visas pose to
the United States? What is DHS doing to identify and locate individuals who may
pose such a threat?

What can be done to prioritize enforcement resources and enhance efforts to ad-
dress overstays?

I will say that I am encouraged by the recent shift of overstay analysis and exit
operations responsibilities from US-VISIT to ICE and CBP.

I am hopeful that this new configuration of responsibilities will help ICE and its
DHS partners address potential overstays in a more efficient way.

We know that DHS currently has over a million “unmatched records” representing
potential overstays.

While these individuals have been and continue to be vetted against National se-
curity and criminal databases, we have no record of them exiting the country. DHS
has reduced the number of unmatched records significantly from just a couple of
years ago, but the problem persists.

I want to hear from ICE and GAO today about what more can be done to reduce
the number of unmatched records, allowing DHS to focus on locating individuals
who we have confidence are still in the country.

I am cautiously optimistic that giving CBP responsibility for developing and de-
ployiélg a biometric exit system will help DHS make progress on this long-overdue
mandate.

Congress first mandated an entry-exit system for visitors to the United States in
1996.

While DHS has made significant progress by implementing a biometric entry sys-
tem, a solution for biometric exit has been far more difficult to come by.

We have seen the troubled history of this effort, from a system of kiosks located
in inconvenient and inconsistent locations in airports, to two pilots involving CBP
and TSA, each of which had advantages and disadvantages.

What is needed now is a clear path forward on biometric exit, and I hope to hear
more from our witnesses today on what that path will be.

While not a substitute for biometric exit, I am pleased to see recent efforts to en-
hance biographic exit, particularly for individuals crossing the Northern Border.

However, addressing biographic exit at the Southern Border is more problematic
and will take more resources and ingenuity to develop a workable solution.

America’s borders will only be secure when we address not only those who walk
through the desert to come here, but also those who arrived in this country through
our front door.

Mrs. MILLER. I thank the gentlelady for her comments. Other
Members of the committee are reminded that opening statements
might be submitted for the record. I would just say, before I intro-
duce the witnesses, that immigration reform is of interest, as our
country debates this, by other countries as they are watching what
we are doing in relation to border security. It is interesting to note
that that is particularly so with visa securities, as evidenced by the
presence of a media outlet here today from Russia, who is covering
these proceedings.

I just point that out for the Members. We have four distin-
guished witnesses before us today for this important topic. First of
all, Dr.—or, excuse me, Mr. John Wagner—you could be a doctor—
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is the acting deputy assistant commissioner from the U.S. Customs
and Border Protection. Mr. Wagner formerly served as the execu-
tive director of admissions and passenger programs, with responsi-
bility for all traveler-related policies and programs, including the
Trusted Traveler Program, the electronic system for travel author-
ization, and the Immigration Advisory Program. And the Fraudu-
lent Document Analysis unit.

Mr. James Dinkins, who has been here on other occasions—we
welcome you back, sir, as well—is the executive associate director
of Homeland Security Investigations. Prior to assuming his current
position, Mr. Dinkins held a number of key leadership positions
within ICE, including acting director for the Office of Professional
Responsibility, chief of ICE’s Financial Investigation Programs, and
assistant special agent in charge for HSI Michigan.

Mr. Shonnie Lyon is the acting director of the National Protec-
tion and Programs Directorate Office of Biometric Identity Manage-
ment, OBIM, formerly known as the US-VISIT program. It is the
lead entity in the Department of Homeland Security for Biometric
Identity Management Services across the Government. Mr. Lyon is
also responsible for overseeing the day-to-day operations of that
program.

Ms. Rebecca Gambler, again, has been before our committee on
a number of occasions in this Congress and the last Congress, is
the acting director in the U.S. Government Accountability Office’s
Homeland Security and Justice Team. Ms. Gambler leads the
GAO’s work on border security and immigration issues.

The witnesses’ full written statements will appear in the record.
The Chairwoman now recognizes Mr. Wagner for his opening com-
ments for 5 minutes.

STATEMENT OF JOHN WAGNER, ACTING DEPUTY ASSISTANT
COMMISSIONER, OFFICE OF FIELD OPERATIONS, CUSTOMS
AND BORDER PROTECTION, U.S. DEPARTMENT OF HOME-
LAND SECURITY

Mr. WAGNER. Good morning, Chairwoman Miller, Ranking Mem-
ber Jackson Lee, and distinguished Members of the subcommittee.
Thank you for the opportunity to appear before you on behalf of the
dedicated men and women of U.S. Customs and Border Protection
to discuss our role in addressing visa overstays.

CBP is responsible for securing our Nation’s borders while facili-
tating the flow of legitimate international trade and travel that is
so vital to our Nation’s economy and prosperity. Within this broad
responsibility, our priority mission remains to prevent terrorists
and terrorist weapons from entering the United States. We recog-
nize that those who pose a National security or public safety threat
may seek to commit immigration fraud by way of overstaying a
visa in order to remain in the United States.

CBP operates at more than 320 ports of entry and processes
nearly 1 million travelers each day as they enter the United States.
About 30 percent of those, about 100 million people a year, and
travelers who arrive via commercial aviation. DHS and CBP have
developed and strategically deployed resources to detect, assess,
and, when necessary, mitigate risks, including potential overstays
at the earliest possible point and throughout the travel continuum.



8

Prior to a foreign national traveling to the United States, they
must either obtain a visa from the Department of State or an Elec-
tronic System for Travel Authorization, also known as an ESTA, if
they are traveling under the visa waiver program by air or sea.
When applying for a visa, travelers must submit an application and
provide fingerprints for enforcement screening. These fingerprints
are submitted to IDENT, maintained by the Office of Biometric
Identity Management, OBIM, to determine if there is any adverse
action, and adverse information, available.

VWP travelers apply for an ESTA on-line prior to travel, and the
biographical application data is correlated against and maintained
in CBP’s text database. CBP utilizes the visa and the ESTA infor-
mation, as well as passenger name record data and Advance Pas-
senger Information Manifests, also known as APIS, to assess the
risks of all passengers, regardless of citizenship, on all inbound and
outbound international flights before they depart. CBP’s National
Targeting Center, or the NTC, analyzes traveler data through the
advantaged targeting system and uses advanced software to apply
intelligent-driven targeting rules to conduct a risk assessment.

For air travelers, some persons of interest are referred for fur-
ther questioning prior to boarding the plane. CBP has officers lo-
cated in 11 airports in 9 foreign locations as part of the Immigra-
tion Advisory Program to identify and address passengers of con-
cern long before they reach the physical border of the United
States. These CBP officers work in partnership with foreign law
enforcement officials to evaluate potential risks, including potential
possible overstays, and then work in coordination with commercial
airlines to issue no-board recommendations to the airline to keep
the suspected high-risk or inadmissible passengers from traveling
to the United States.

In locations where we do not have immigration advisory officers
stationed, we also work through our National Targeting Center and
our regional carrier liaison groups to contact airlines directly in
order to advise of no-board recommendations. The NTC vetting
process for international passengers continues while the flight is en
route to the United States in order to identify any travelers who,
although not necessarily National security risks, may need a more
thorough inspection on the first port of entry upon arrival in the
United States.

At the land border ports, advanced information is generally not
available unless the passengers are enrolled in a Trusted Traveler
Program, like NEXUS or SENTRI, or if they are arriving by rail
or chartered bus and that company is voluntarily submitting APIS
data to CBP. On the land border, we are well-positioned to address
admissibility and overstay risk. The Western Hemisphere Travel
Initiative reduced the number of acceptable documents from more
than 8,000 to a core set of six, allowing CBP—through the applica-
tion of RFID technology—to increase the percentage of documents
verified and queried from CBP from 5 percent in 2005 to over 97
percent today.

The ability for CBP officers to access real-time and reliable infor-
mation about non-immigrants seeking administration to the United
States is critical to our anti-terrorism and anti-fraud efforts. Upon
arrival in the United States, all persons are inspected by CBP offi-
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cers. This inspection begins with the officers scanning the traveler’s
entry document and performing a query of several databases. Most
foreign nationals arriving at U.S. airports, CBP officers will cap-
ture their fingerprints and photographs, which is used to verify
identity against the information provided by the Department of
State at the time of visa application.

In addition, each traveler is interviewed by a CBP officer to de-
termine the purpose and their intent to travel, and whether any
further inspection is necessary. Outbound 1nspect10n namely the
collection of exit data for persons departing the United States, is
crucial in order to match entry records and, therefore, determine
who is lawfully abiding by the terms of their administration and
to sanction those who are not. The exit system in the air environ-
ment is similar to inbound targeting, in that CBP obtains advanced
outbound manifest information through the APIS system from air
and sea carriers prior to departure.

As soon as APIS indoor becomes available, CBP immediately be-
gins the screening and vetting process of the outbound flight for
possible matches to the terrorist screening database as well as
other law enforcement records. At the land border, the standard
mechanism for gathering departure information is the collection of
the form I-94 or I-94W on the traveler’s exit. CBP is working with
the Canadian government under the Beyond the Border Plan also
to facilitate the exchange of entry information so that the entry
into one country is considered an exit from the other in the land
border environment.

A pilot of this exchange was completed in January of this year,
and phase two will commence at the end of next month, where both
countries will exchange data on third-country nationals. All arrival
and departure information collected by CBP is submitted to the Ar-
rival and Departure Information System, also known as ADIS,
which is available to ICE and Department of State and other agen-
cies to assist with the determination and enforcement of overstays.

DHS has made significant progress in preventing terrorists from
exploiting the visa process, and further technological investments
will enhance DHS and CBP’s ability to address threats in a more
effective and efficient manner than before. We will continue to
work closely with our partners to combat visa fraud and identify
potential travelers to the United States who may pose a threat.

Thank you for allowing me the opportunity to testify today, and
I look forward to answering any of your questions.

[The joint statement of Mr. Wagner, Mr. Dinkins, and Mr. Lyon
follows:]

JOINT PREPARED STATEMENT OF JAMES A. DINKINS, JOHN WAGNER, AND SHONNIE
Lyon

May 21, 2013
INTRODUCTION

Chairman Miller, Ranking Member Jackson Lee, and distinguished Members of
the subcommittee. Thank you for the opportunity to discuss the efforts of the U.S.
Department of Homeland Security (DHS) to prevent the exploitation of our non-im-
migrant visa system by terrorists and criminals. Every day, Federal, State, local,
and Tribal government officials verify the identities of individuals for a variety of
purposes to determine whether they pose a risk to the United States and whether
they meet the requirements for a specific Government benefit or credential. Aliens
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who violate their immigration status and overstay their authorized periods of admis-
sion implicate critical areas of DHS’s mission to protect National security and pro-
moting the integrity of our immigration system.

DHS OVERSEAS PRESENCE AND COORDINATION WITH THE U.S. DEPARTMENT OF STATE
(DOS)

Stopping threats before they reach our shores is one of DHS’s most important pri-
orities. The U.S. Immigration and Customs Enforcement (ICE) Office of Inter-
national Affairs has personnel in 75 offices in 48 countries who collaborate with
international counterparts and Federal partner agencies in joint efforts to disrupt
and dismantle transnational criminal organizations engaged in money laundering,
contraband smuggling, weapons proliferation, forced child labor, human rights viola-
tions, intellectual property rights violations, child exploitation, human smuggling
and trafficking, and many other violations. Additionally, ICE facilitates the repatri-
ation of individuals with final orders of removal, returning violators and those un-
lawfully present to their home countries.

Effective border security requires broad information sharing and cooperation
among U.S. agencies. In October 2006, ICE entered into to a memorandum of under-
standing (MOU) with the DOS Bureau of Consular Affairs in order to exchange visa
and immigration data. The agreement has allowed ICE and DOS to exchange infor-
mation contained in each other’s electronic databases pertaining to foreign persons
seeking entry into the United States. This exchange of information allows DOS Con-
sular Affairs personnel to query and access ICE and U.S. Customs and Border Pro-
tection (CBP) immigration violator records contained in ICE’s Enforcement Inte-
grated Database. DOS Consular Affairs personnel can then take into consideration
prior immigration violations when adjudicating visa applications for foreign persons
who have applied to enter the United States. The exchange of information between
DOS and ICE also allows ICE enforcement personnel to query the DOS Consular
Consolidated Database and access visa application information for foreign persons
who are being investigated by ICE.

In January 2011, ICE signed an MOU outlining roles, responsibilities, and col-
laboration between ICE and the DOS Bureaus of Consular Affairs and Diplomatic
Security. The MOU governs the day-to-day operations of ICE agents conducting visa
security operations at U.S. embassies and consulates abroad. To facilitate informa-
tion sharing and reduce duplication of efforts, ICE and DOS conduct collaborative
training and orientation prior to overseas deployments. Once they are deployed to
overseas posts, ICE and DOS personnel work closely together in working groups,
meetings, training, and briefings, and engage in regular and timely information
sharing. ICE continues to evaluate the need to screen and investigate additional
visa applicants at high-risk visa-issuing posts beyond the 19 such posts at which
the agency currently operates. ICE will continue to conduct joint site visits with
DOS to identify locations for deployment based on emerging threats. We look for-
ward to continuing to report back to you with updates on this process.

In addition, CBP uses advance information and a select overseas footprint to ad-
dress concerns long before they reach the physical border of the United States.
Using its Automated Targeting System, CBP leverages all available advance pas-
senger data, including the Passenger Name Record (PNR) and Advance Passenger
Information System data, United States-bound travel reservations, Electronic Sys-
tem for Travel Authorization applications, visa applications, passenger manifests,
previous crossing information, intelligence, and law enforcement information, as
well as open-source information in its anti-fraud and anti-terrorism efforts at the
National Targeting Center (NTC). Immigration Advisory Program officers work in
partnership with foreign law enforcement officials to evaluate potential risks, in-
cluding possible overstays, and then work in coordination with commercial air car-
riers to issue no-board recommendations to the airline to keep suspected high-risk
or inadmissible passengers from traveling to the United States. In fiscal year 2012,
CBP made more than 9,500 no-board recommendations to carriers.

The NTC vetting process for international passengers continues while the flight
is en route to the United States in order to identify any travelers who, although
not necessarily National security risks, may need a more thorough inspection at the
first port of entry upon arrival in the United States.

DHS VISA SECURITY PROGRAM

The Homeland Security Act directs DHS to assist in the identification of visa ap-
plicants who seek to enter the United States for illegitimate purposes, including
criminal offenses and terrorism-related activities. The visa adjudication process
often presents the first opportunity to assess whether a potential non-immigrant
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visitor or immigrant poses a threat to the United States. The Visa Security Program
(VSP) represents ICE’s front line in protecting the United States against terrorists
and criminal organizations by preventing foreign nationals who pose as a threat to
National security from entering the United States.

ICE deploys trained special agents overseas to high-risk visa adjudicating posts
in order to identify potential terrorist and criminal threats before they reach the
United States by conducting targeted, in-depth reviews of individual visa applica-
tions and applicants prior to visa issuance, and making recommendations to con-
sular officers to refuse or revoke visas when warranted. DHS actions complement
the consular officers’ screening, applicant interviews, and reviews of applications
and supporting documentation.

In March 2010, the NTC implemented a program to conduct continuous vetting
of valid U.S. nonimmigrant visas. Recurrent vetting ensures that changes in a trav-
eler’s visa status are identified in near real-time, allowing CBP to timely determine
whether to provide a “no-board recommendation” to a carrier, to recommend that
DOS revoke the visa, or to notify the appropriate domestic ICE office regarding indi-
viduals determined to be within the United States. Since the program’s inception,
DOS has revoked more than 4,852 visas based on requests from CBP on information
uncovered after a visa was issued.

In support of the VSP, ICE, and CBP, in collaboration with DOS, have initiated
an automated pilot program to enhance on-going visa security efforts. The Pre-Adju-
dicated Threat Recognition Intelligence Operations Team (PATRIOT) initiative is
the automated screening of visa application information against DHS holdings prior
to interview. The process includes in-depth vetting of applicants identified as having
potential derogatory information, who may be of investigative interest, or ineligible
to receive U.S. visas. The PATRIOT initiative takes a risk-based approach and uses
interagency resources from ICE, CBP, DOS, and the intelligence community to iden-
tify National security, public safety and other visa concerns. In 2012, Visa Security
Program special agents screened more than 1.3 million visa applicants in collabora-
tion with the DOS. In 2014, VSP will enhance visa vetting by increasing automated
data exchange with DOS and CBP’s NTC so that the flow of on-line visa information
to DHS systems will be automated and information will be sent back to DOS also
using an automated interface. ICE will leverage modernization efforts to increase
investigations of visa applicants who pose the greatest threats to National security
such as terrorism, counter-proliferation and export violations, and human rights and
war crime violations.

STUDENT AND EXCHANGE VISITOR PROGRAM

The Student and Exchange Visitor Program (SEVP) is funded by fees collected
from non-immigrant students, exchange visitors, and participating schools. It man-
ages information on non-immigrants whose primary reason for coming to the United
States is to study at U.S. institutions certified for inclusion in the Student and Ex-
change Visitor Information System (SEVIS) database. SEVIS tracks non-immigrant
students, exchange visitors, and their dependents during their authorized stays in
the United States.

Over the past several months, DHS has taken steps to upgrade SEVIS. Earlier
this month, DHS implemented a technological solution that ensures that CBP in-
spectors at our ports of entry have the most current information regarding a student
visa holder’s status at the time of their entry and exit from the United States. On
a daily basis CBP’s TECS database will be updated with a record of individual sta-
tus changes to an individual’s I-20. Thus, if that individual presents themself for
inspection before a CBP Officer, the officer would see that there was a status indica-
tion change and the I-20 should be checked/validated via SEVIS to assist in a prop-
er admissibility decision. These improvements will be supplemented later this
month through a system upgrade that improves SEVIS’s interface with the Arrival
Departure Information System (ADIS), which displays critical travel data such as
those found on the form 1-94 (admission number, passport expiration date, and visa
expiration date). This upgrade will automate the lookout for SEVIS violators and
improve communication between the two systems in order to better identify
overstays using internal reporting capabilities and security control remediation for
authorized users including CBP Officers. An additional upgrade allows DOS to also
access and record information in SEVIS records, which further enhances our situa-
tional awareness of foreign students.

SEVIS contains the records of more than 1.1 million active non-immigrant stu-
dents, exchange visitors, and their dependents, as well as information on approxi-
mately 10,000 SEVP-certified institutions. SEVP regulates schools’ eligibility to en-
roll non-immigrant students for academic and vocational training purposes, and
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manages participating schools as well as students in the F (academic) and M (voca-
tional) visa classifications and their dependents. DOS manages the Exchange Visitor
Program for non-immigrants in the J visa classification, which enables foreign na-
tionals to come to the United States to teach, study, conduct research, demonstrate
special skills, or receive on-the-job training for periods ranging from a few weeks
to several years.

SEVP is responsible both for certifying schools and for withdrawing certification
from non-compliant schools. The certification process supports the law enforcement
functions of furthering National security and protecting the integrity of our Nation’s
borders by providing consistent, comprehensive oversight while preserving the Na-
tion’s tradition of welcoming non-immigrant students and exchange visitors. SEVP
collects, maintains, and provides information to interagency partners so that only
legitimate non-immigrant students and exchange visitors gain entry to, and remain
in, the United States. The SEVP program provides timely information to support
the Department’s mission and facilitates the sharing of data with our Federal part-
ners. Additionally, the data maintained by SEVP in SEVIS supports the DOS’s Bu-
reau of Consular Affairs visa process by providing advanced electronic data on non-
immigrant visa applicants prior to visa issuance.

The non-immigrant student and exchange visitor programs that bring F, J, and
M visa holders to the United States are of immense value to all countries involved,
as they serve to strengthen relations between our Nation and others while fostering
intercultural understanding. These programs produce economic benefits as well with
the U.S. Department of Commerce estimating that non-immigrant students, ex-
change visitors, and their dependents contributed more than $21 billion to the U.S.
economy through their expenditures on tuition and living expenses during the 2011—
2012 academic year.

SEVP has been working diligently to address the Government Accountability Of-
fice (GAO) recommendations contained in a report issued last fall entitled “Student
and Exchange Visitor Program: DHS Needs to Assess Risks and Strengthen Over-
sight Functions.” As part of this effort, SEVP has partnered with the Federal Avia-
tion Administration (FAA) to ensure proper certification for flights schools. As a re-
sult of this collaboration, SEVP has issued new guidance clarifying that all flight
schools must have final FAA Part 141 certification and has completed identifying
and notifying all flight schools that do not meet this standard that they will be with-
drawn. Additionally, even prior to the GAO recommendation to focus more on risk,
SEVP has also taken on several risk-management initiatives to identify and analyze
programmatic risk over the past 2 years. This includes the development of a school
risk scorecard, a risk-informed compliance methodology, and an analysis of charac-
teristics associated with high-risk schools.

THE COUNTERTERRORISM AND CRIMINAL EXPLOITATION UNIT

The Counterterrorism and Criminal Exploitation Unit (CTCEU) is the first Na-
tional program dedicated to the enforcement of non-immigrant visa violations. Each
year, the CTCEU analyzes records of hundreds of thousands of potential status vio-
lators after preliminary analysis of data from SEVIS and the Overstay Analysis
Unit (OAU) along with other information. After this analysis, CTCEU determines
potential violations that warrant field investigations and/or establishes compliance
or departure dates from the United States. Between 15,000 and 20,000 of these
records are analyzed each month and, since the creation of the CTCEU in 2003, over
2 million such records have been analyzed using automated and manual review
techniques.

Today, through the CTCEU, we proactively develop cases for investigation in co-
operation with SEVP and OAU. These programs enable special agents to access in-
formation about the millions of students, tourists, and temporary workers present
in the United States at any given time, and to identify those who have overstayed
or otherwise violated the terms and conditions of their admission. ICE special
agents and analysts monitor the latest threat reports and proactively address emer-
gent issues. This practice, which is designed to detect and identify individuals exhib-
iting specific risk factors based on intelligence reporting, including travel patterns,
and in-depth criminal research and analysis, has contributed to DHS’s counterter-
rorism mission by initiating or supporting high-priority National security initiatives
based on specific intelligence.

In order to ensure that the potential violators who pose the greatest threats to
National security are given priority, ICE uses intelligence-based criteria, developed
in close consultation with the intelligence and law enforcement communities. ICE
assembles the Compliance Enforcement Advisory Panel (CEAP), which is comprised
of subject matter experts from other law enforcement agencies and members of the
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intelligence community, who assist the CTCEU in keeping targeting methods in line
with the most current threat information. The CEAP is convened on a tri-annual
basis to discuss recent intelligence developments and update the CTCEU’s targeting
framework, in order to ensure that the non-immigrant overstays and status viola-
tors who pose the greatest threats to National security are targeted.

To further strengthen the Nation’s enforcement efforts concerning overstays and
other status violations, DHS is currently assessing various approaches to sharpen
the focus of programs that address vulnerabilities exploited by visa violators.

OVERSTAY ANALYSIS UNIT

DHS is focused on enhancing its vetting initiatives across the full mission space
of homeland security by providing real-time biometric functions to its front line
operational components while continuing to set Government-leading biometric poli-
cies and standards. To this end, the OAU analyzes biographical entry and exit
records stored in the National Protection and Programs Directorate’s (NPPD) Office
of Biometric Identity Management (OBIM) Arrival and Departure Information Sys-
tem (ADIS) to further support DHS’s ability to identify international travelers who
have remained in the United States beyond their authorized periods of admission.
DHS’s Automated Biometric Identification System (IDENT) and ADIS provide per-
son-centric information by searching biometric and biographic data against Govern-
ment databases to establish and confirm the identities of individuals that DHS has
already encountered. OBIM supports DHS components by providing matching serv-
ices against its databases and returning any linked information when a match is
made as they vet those identities of individuals already encountered by DHS to
identify known or suspected terrorists, National security threats, criminals, and
those who have previously violated U.S. immigration laws.

The OAU analyzes and validates two types of non-immigrant overstay records:
Out-of-country overstays (OCO) and in-country overstays (ICO). OCO records per-
tain to visitors who stayed beyond their authorized admission period and subse-
quently departed the country. The OAU validates these violations based on their re-
ported departure dates and creates biometric and biographic lookouts for these sub-
jects. The lookouts are posted in two separate databases: The OBIM Automated Bio-
metric Identification System (IDENT) Secondary Inspection Tool and CBP’s TECS,
respectively, to alert and notify DOS consular officers and CBP Officers of a sub-
ject’s violation before he or she is granted a visa or re-entry to the United States.
ICO records pertain to visitors with no evidence of departure or adjustment of sta-
tus upon expiration of the terms of their admission. The OAU reviews and validates
these ADIS system identified violations based upon ICE identified categories of in-
terest.

The OAU makes overstay and status violation referrals from three unique
sources, which apply respectively to typical overstay violators, admitted watch list
subjects, and Visa Waiver Program (VWP) violators. The first source, non-immi-
grant overstay leads, is used to generate field investigations by identifying foreign
visitors who violate the terms of their admission by remaining in the United States
past the date of their required departure. The second source, admitted watch list
leads, monitors records for individuals who, at the time of admission to the United
States, were the subject of a watch list record containing derogatory information
that did not render the individual inadmissible to the United States, but did war-
rant monitoring their visit.

The third source is CTCEU’s Visa Waiver Enforcement Program (VWEP). Visa-
free travel to the United States builds upon our close bilateral relationships and fos-
ters commercial and personal ties among tourist and business travelers in the
United States and abroad. The VWP, the primary source of non-immigrant visitors
from countries other than Canada and Mexico, currently allows eligible nationals of
37 countries! to travel to the United States without a visa and, if admitted, to re-
main in the country for a maximum of 90 days for tourist or business purposes.
Prior to the implementation of the VWEP in 2008, there was no National program
dedicated to addressing overstays within this population. Today, ICE regularly scru-

1The list of designated VWP countries can be found at 8 C.F.R. 217.2, with the most recent
designation being that of Taiwan in October 2012. The Taiwan Relations Act of 1979, Public
Law 96-8, Section 4(b)(1), provides that “[wlhenever the laws of the United States refer or re-
late to foreign countries, nations, states, governments, or similar entities, such terms shall in-
clude and such laws shall apply with respect to Taiwan.” 22 U.S.C. 3303(b)(1). Accordingly, all
references to “country” or “countries” in the Visa Waiver Program authorizing legislation, Sec-
tion 217 of the Immigration and Nationality Act, 8 U.S.C. 1187, are read to include Taiwan.
This is consistent with the United States’ one-China policy, under which the United States has
maintained unofficial relations with Taiwan since 1979.
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tinizes a refined list of individuals who have been identified as potential overstays
who entered the United States under the VWP. One of the primary goals of this
program is to identify those subjects who attempt to circumvent the U.S. immigra-
tion system by obtaining travel documents from VWP countries.

CREATION OF THE OFFICE OF BIOMETRIC IDENTITY MANAGEMENT

The Consolidated and Further Continuing Appropriations Act, 2013 (Public Law
113-6) enacted on March 26, 2013, transferred the core of United States Visitor and
Immigrant Status Indicator Technology (US-VISIT) Program staff to stand up
OBIM under NPPD. Biometric identity management plays a critical role in sup-
porting the DHS mission to secure the Nation, and this office will leverage its expe-
rience and expertise to provide biometric and associated biographic identity
verification and analysis services to current and existing customers within DHS,
and with our Federal, State, local, the intelligence community, and foreign partners.

The act also aligns operational capabilities and realizes efficiencies by transfer-
ring US-VISIT’s overstay analysis functions to ICE and moves entry/exit policy and
operations to CBP. As the lead entity within DHS responsible for biometric identity
management services, OBIM is focused on improving biometric and associated bio-
graphic data sharing through system interoperability with the U.S. Departments of
Defense, Justice, and State towards a “whole-of-Government” approach to identity
services, and with trusted international partners to increase National and global se-
curity. By storing, matching, and analyzing biometric data linked to biographic in-
formation, OBIM provides homeland security decision makers with person-centric,
actionable information on immigration violators, criminals, and known or suspected
terrorists to enhance the Nation’s safety and resiliency.

Biometric information sharing between the Federal Bureau of Investigation’s
Criminal Justice Information Services and OBIM is the foundation of the use of
IDENT/Integrated Automated Fingerprint Identification System (IAFIS) interoper-
ability under ICE’s Secure Communities. Through the use of IDENT/IAFIS inter-
operability under Secure Communities, aliens—including those who have overstayed
or otherwise violated their immigration status—who are encountered by law en-
forcement after arrest for the commission of a crime may be identified as immigra-
tion violators when fingerprints are submitted to IAFIS. Once individuals are identi-
fied, ICE officials determine what enforcement action is appropriate and consistent
with ICE’s enforcement priorities. Currently, the use of this technology is deployed
to 3,181 jurisdictions in 50 States, five Territories, and the District of Columbia.

CONCLUSION

DHS has made significant progress in preventing terrorists from exploiting the
visa process. Technological advances have created an opportunity for law enforce-
ment to identify and mitigate National security and public safety threats on an effi-
cient basis that otherwise would have required hundreds of employees. These new
technologies enable us to address these threats in a more cost-effective and expedi-
tious manner than ever before. We will continue to work closely with our inter-
national, Federal, State, local, and Tribal partners to combat visa fraud and protect
the integrity of our visa security system.

Thank you again for the opportunity to testify today and for your continued sup-
port of DHS and its law enforcement mission. We would be pleased to answer any
questions.
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Mrs. MILLER. I thank the gentleman for his comments.
The Chairwoman now recognizes Mr. Dinkins for his 5 minutes.

STATEMENT OF JAMES DINKINS, EXECUTIVE ASSOCIATE DI-
RECTOR, HOMELAND SECURITY INVESTIGATIONS, IMMIGRA-
TION AND CUSTOMS ENFORCEMENT, U.S. DEPARTMENT OF
HOMELAND SECURITY

Mr. DINKINS. Good morning, Chairman Miller and Ranking
Member Jackson Lee and distinguished Members of the sub-
committee. Thank you for the opportunity to discuss our collective
efforts to prevent the exploitation of non-immigrant visas by terror-
ists and other criminal organizations.

We have had great collaboration with our partners at CBP and
throughout DHS, as well as the State Department, to effectively
combat visa fraud and mitigate National security and public safety
threats. ICE and security investigations plays a critical role in the
U.S. Government’s layered approach to visa security. The process
begins overseas with the submission of a non-immigrant visa appli-
cation, extends throughout multiple layers of vetting and review
during the application process, as well as after the visa is actually
issued.

Today, I would like to highlight three programs: The HSI Visa
Security Program, our Student Exchange Visitors program, and the
HSI Counterterrorism and Criminal Exploitation Unit. The HSI
Visa Security Program represents DHS’s front line in protecting
the homeland by preventing foreign nationals who could pose a
threat from actually obtaining a visa in the first place. To accom-
plish this, we rely upon highly-trained HSI special agents deployed
to 19 high-risk visa-issuing posts overseas, combined with sophisti-
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cated technology developed in partnership with CBP at the Na-
tional Targeting Center.

As a result of today’s increasingly sophisticated technology, we
have the ability to vet more visa applicants against more data
sets—has grown faster than ever before. Since fiscal year 2011
alone, HSI special agents screened over 3 million visa applications
through a manual review that identified over 10,000 individuals
who could pose a potential threat to the United States. As a result,
we recommended that they not be issued a visa. These are 10,000
individuals who could have posed a threat to our Nation, but were
never afforded the opportunity to do so.

With the State Department’s transition from a paper visa appli-
cation system to an on-line entrance process, we began collabo-
rating with CBP to take advantage of this technological milestone.
This year, we started piloting an automated vetting program. This
program, known as Patriot, is revolutionizing the screening of elec-
tronically-submitted visa applications. Patriot automates an in-
depth vetting of non-immigrant visa applications, a process that
previously was done manually and took weeks to do. But with Pa-
triot, the initial screening can be done electronically in a matter of
seconds.

With the help of Patriot, in the near future we will not only be
able to screen visa applications filed at the 19 high-risk posts, but
virtually every HSI special non-immigrant visa application sub-
mitted from around the world within seconds of the person hitting
the “submit” button and well in advance of them ever being consid-
ered by the State Department for a visa. The security and inves-
tigative benefits of this new program are immense, and will have
a direct impact on our National security.

I would also like to take the opportunity to discuss international
students. While the vast majority of these students came to the
United States in search of a quality education, there are those who
choose a different path and seek to exploit the system for their ne-
farious purposes. As you know, HSI manages the Student Ex-
change Visitor Program as well as the Student Exchange Visitor
Information System, known as SEVIS, which is a database that
tracks HSI special non-immigrant students, exchange visitors, and
their dependents.

Today, SEVIS contains the records related to more than 1 million
active students as well as information of approximately 10,000 cer-
tified institutions for education. While overseeing this program, the
men and women assigned to the Student Exchange Visitor program
monitor both the institutions and the students for compliance as
well as potential criminal activity, immigration fraud, and status
violations. When such activity is detected, the information is re-
ferred to the HSI Counterterrorism and Criminal Exploitation
Unit.

This unit is a National program dedicated to investigating non-
immigrant visa violations, and is responsible for identifying and
targeting those HSI special non-immigrant visa holders who could
pose a National security or public safety threat to our Nation. Each
year, the unit analyzes hundreds of thousands of potential visa sta-
tus violators. These intelligence-based screening criteria, developed
in close consultation with our law enforcement partners as well as
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the intelligence community, ensure that the latest information is
incorporated into our targeting process.

When potential threats are identified, they refer the cases for in-
vestigation to HSI field special agents located throughout the
United States. In all, the unit has the support of over 450 men and
women dedicated to this important mission. Again, we have collec-
tively made great strides in preventing terrorist and National secu-
rity threats from exploiting the visa process. Technological ad-
vances have created an unprecedented opportunity for law enforce-
ment to identify and mitigate National security and public safety
threats in a more efficient and expeditious way.

I appreciate the opportunity to be here today, and I look forward
to answering any questions you may have.

Mrs. MILLER. I thank the gentleman.

The Chairwoman now recognizes Mr. Lyon for his 5 minutes of
testimony.

STATEMENT OF SHONNIE LYON, ACTING DIRECTOR, OFFICE
OF BIOMETRIC IDENTITY MANAGEMENT, NATIONAL PRO-
TECTION AND PROGRAMS DIRECTORATE, U.S. DEPARTMENT
OF HOMELAND SECURITY

Mr. LyoN. Chairman Miller, Ranking Member Jackson Lee, and
distinguished Members of the subcommittee, I am pleased to ap-
pear before you today with my colleagues to discuss the progress
we continue to make to secure the Nation and address the chal-
lenge of visa overstays.

Shortly after the Department was created, DHS established the
United States Visitor and Immigrant Status Indicator Technology
Program, know as US-VISIT, a critical component of the Depart-
ment’s strategy to prevent terrorist attacks on the United States
and facilitate the movement of legitimate travel and trade.
US-VISIT represented a major achievement in creating an inte-
grated border screening system that enhanced our Nation’s secu-
rity.

Through US-VISIT, DHS increased its ability to manage infor-
mation collected about foreign nationals during the pre-entry,
entry, status management, and departure processes, allowing us to
conduct better analysis of that information and thereby strengthen
the integrity of our immigration system. In 2007, DHS created
NPPD and a realigned US—VISIT under that directorate. Expand-
ing rapidly beyond its original mandate, US-VISIT evolved in its
mission space, providing advanced biometric and biographic identi-
fication services to front-line decision-makers so that they can accu-
rately identify people and assess whether they pose a risk to the
United States.

The Consolidated and Further Continuing Appropriations Act of
2013 transferred the US—VISIT overstay mission to ICE, the US-
VISIT entry-exit policy and operations mission to CBP, and the bio-
metric identity functions of US-VISIT to the newly-established Of-
fice of Biometric Identity Management. The aforementioned legisla-
tion designates the Office of Biometric Identity Management as the
lead entity within DHS responsible for biometric identity services
and retains responsibility for US—VISIT’s identity systems, the Bio-
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graphic Space Repository, known as ADIS, and the Biometric Space
System, known as IDENT.

Although most people are familiar with the Office of Biometric
Identity Management’s role in identifying visa applicants and trav-
elers arriving at ports of entry, the behind-the-scenes work to iden-
tify visa overstays is less well-known but equally important to the
integrity of our immigration system. ADIS is used to biographically
match entry information, changes in status and exit data, on for-
eign nationals to help determine possible overstays. ADIS processes
arrival and departure information from CBP, changes in immigra-
tion status from USCIS, and changes in student status from ICE.

Additionally, IDENT provides biometric identifiers for identity
verification, along with biometric encounters related to apprehen-
sions, visa applicants, and status updates that assist in resolving
overstays. The IDENT and ADIS systems provide permit-centric in-
formation by searching biometric and biographic data to establish
and confirm the identities of individuals that Homeland Security
decision-makers encounter and to identity known or suspected ter-
rorists, National security threats, criminals, and those who have
previously violated U.S. immigration laws.

The Office of Biometric Identity Management is focused on im-
proving biometric and associated biographic data sharing through
system interoperability with the Departments of Defense, Justice,
and State towards a whole-of-Government approach to identity
services. With trusted international partners to increase National
and global security. By storing, matching, and analyzing biometric
data linked to biographic information the Office of Biometric Iden-
tity Management provides Homeland Security decision-makers
with person-centric actionable information on immigration viola-
tors, criminals, and known or suspected terrorists to enhance the
Nation’s security and resiliency.

Thank you again for this opportunity to testify. I look forward to
working with this committee as we continue to improve the biomet-
ric and biographic identification services our front-line decision-
makers rely on to identify and deter human threats. I am pleased
to address the committee’s questions.

Mrs. MILLER. I thank the gentleman for his testimony.

The Chairwoman now recognizes Ms. Gambler for her 5 minutes
of testimony.

STATEMENT OF REBECCA GAMBLER, DIRECTOR, HOMELAND
SECURITY AND JUSTICE, GOVERNMENT ACCOUNTABILITY
OFFICE

Ms. GAMBLER. Good morning, Chairwoman Miller, Ranking
Member Jackson Lee, and Members of the subcommittee. I appre-
ciate the opportunity to testify at today’s hearing to discuss GAO’s
work on overstay enforcement issues. My statement is based on
GAO’s April 2011 report and our on-going work for this sub-
committee and others on DHS’s programs and efforts to address
overstays.

Overstays are generally defined as foreign nationals who were le-
gally admitted to the United States on a temporary basis, but then
overstayed their authorized periods of admission. Most overstays
are likely motivated by economic reasons to stay in the country.
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However, overstays can pose homeland security concerns. Today, I
would like to focus my remarks on three key areas. First, I will dis-
cuss DHS’s efforts to address a prior backlog of potential overstay
records and our preliminary observations on the file of unmatched
arrival records that DHS continues to maintain.

Second, I will discuss DHS’s steps to strengthen its data on po-
tential overstays and report overstay estimates. Finally, I will dis-
cuss DHS’s planning efforts for a biometric exit capability. First, as
of January 2011, DHS had a backlog of potential overstay records
that totaled 1.6 million. Since that time, DHS completed a review
of those records against various National security and law enforce-
ment databases. Based on that review, DHS closed those records
for which information indicated that individuals had departed or
changed status.

DHS also identified any National security or public safety
threats for possible investigation. DHS has continued to review all
potential overstay records against National security and law en-
forcement databases. However, DHS continues to have more than
1 million unmatched arrival records. Some of these individuals are
likely overstays, while others have departed or changed status
without a record of them doing so.

Our preliminary analysis of these 1 million records indicates that
about 44 percent are for non-immigrants who traveled to the
United States on a tourist visa, while about 43 percent are for tour-
ists who were admitted under the visa waiver program. In addi-
tion, our preliminary analysis indicates that the average amount of
time elapsed since travelers with unmatched arrival records were
expected to depart was about 2.7 years. We are continuing to ana-
lyze these records for additional categories or trends.

With regard to my second point, DHS has taken steps to enhance
the connections among component databases to reduce the need for
manual exchanges of data used to help identify overstays. While
these changes have resulted in efficiencies, they have not ad-
dressed some of the underlying data quality issues we previously
identified, such as incomplete data on land-based departures. DHS
is implementing the Beyond the Border Initiative with Canada to
exchange entry data on travelers crossing the Northern Border at
land ports of entry.

This initiative should help address the issue of missing departure
data by providing a new source of information on travelers depart-
ing at land ports. This new data could also help DHS in deter-
mining and reporting overstay estimates, which DHS has an-
nounced plans to do by the end of this year. DHS has not reported
overstay estimates since 1994 due to concerns about the reliability
of its data. DHS initiatives for improving data on potential
overstays are in the early stages of implementation. Thus, it is too
soon to assess their full effect on helping to strengthen the reli-
ability of DHS’s overstay data for reporting purposes.

Finally, DHS has not yet implemented a biometric exit capa-
bility, but has plans underway to assess options for such an exit
capability at air and seaports. DHS has faced long-standing chal-
lenges in determining how to implement an exit capability, such as
identifying efficient mechanisms for collecting biometric data that
do not disrupt passenger flow. DHS has plans to finalize goals and
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objectives for biometric air exit, and test various scenarios for col-
lecting biometric data in the airport environment going forward.

In closing, since we last reported on overstay issues in April
2011, DHS has made progress in its overstay enforcement effort.
However, a number of DHS’s changes have been recently imple-
mented or are in the process of being implemented. Further, other
efforts are planned for the future. Thus, it is not yet clear what all
of DHS’s—what impact all of DHS’s efforts will have on improving
its processes and data for identifying potential overstays.

We are continuing to assess DHS’s efforts, and plan to report our
final results later this summer. This concludes my oral statement.
I am pleased to answer any questions Members may have.

[The prepared statement of Ms. Gambler follows:]

PREPARED STATEMENT OF REBECCA GAMBLER

May 21, 2013

IMMIGRATION ENFORCEMENT.—PRELIMINARY OBSERVATIONS ON DHS’S OVERSTAY
ENFORCEMENT EFFORTS

GAO—13—602T

Chairman Miller, Ranking Member Jackson Lee, and Members of the sub-
committee: I am pleased to be here today to provide our preliminary observations
on the actions that the Department of Homeland Security (DHS) has taken since
April 2011 to address overstays.! Each year, millions of visitors come to the United
States legally on a temporary basis either with a visa or, in some cases, as visitors
who were allowed to enter without a visa.2 Overstays are individuals who were ad-
mitted into the country legally on a temporary basis but then overstayed their au-
thorized periods of admission.? We have reported that most overstays are likely mo-
tivated by economic opportunities to stay in the United States beyond their author-
ized periods of admission.# However, overstays could pose homeland security con-
cerns—for example, 5 of the 19 September 11, 2001, hijackers were overstays.

DHS has primary responsibility for identifying and taking enforcement action to
address overstays. Within DHS, U.S. Customs and Border Protection (CBP) is
tasked with, among other duties, inspecting all people applying for entry to the
United States to determine their admissibility to the country and screening Visa
Waiver Program applicants to determine their eligibility to travel to the United
States under the program. U.S. Immigration and Customs Enforcement (ICE) is the
lead agency for enforcing immigration law in the interior of the United States and
is primarily responsible for overstay enforcement. Within ICE, the Counterterrorism
and Criminal Exploitation Unit (CTCEU) and the Overstay Analysis Unit are pri-
marily responsible for overstay investigations. The Office of Biometric Identity Man-
agement (OBIM), within DHS’s National Protection and Programs Directorate, sup-
ports the identification of overstays by managing the Arrival and Departure Infor-
mation System (ADIS), which tracks and matches arrival and departure records for
the purpose of identifying potential overstays, and the Automated Biometric Identi-

1GAO, Overstay Enforcement: Additional Mechanisms for Collecting, Assessing, and Sharing
Kata Could Strengthen DHS’s Efforts but Would Have Costs, GAO-11-411 (Washington, DC:

pr. 15, 2011).

2Visitors who are allowed to seek admission without a visa include citizens of Canada and
the British Overseas Territory of Bermuda (and certain residents of other adjacent islands, such
as the Bahamas) under certain circumstances, as well as Visa Waiver Program participants.
This program allows nationals from certain countries to apply for admission to the United
States as temporary visitors for business or pleasure without first obtaining a visa from a U.S.
consulate abroad. Currently, there are 37 participants in the program.

3In this statement, we include out-of-status students—student visa holders who fail to meet
certain requirements, such as enrolling in a qualified education program—in our definition of
overstays. In general, foreign students remain in status and therefore eligible to stay in the
United States under their student visas as long as they are enrolled in and attending a qualified
education program.

4GAO, Visa Waiver Program: Limitations with Department of Homeland Security’s Plan to
Verify Departure of Foreign Nationals, GAO-08-458T (Washington, DC: Feb. 28, 2008).
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fication System (IDENT), which maintains biometric information, such as finger-
prints, collected from non-immigrants upon their entry into the United States.5

In April 2011, we reported on DHS’s actions to identify and take actions to ad-
dress overstays and made recommendations to the Department to strengthen these
efforts.® DHS concurred with our recommendations and has taken or is taking steps
to address them. Further, since April 2011, DHS has reported taking additional ac-
tions to strengthen its processes for identifying and taking enforcement action
against overstays.

This testimony discusses our preliminary observations on DHS’s efforts since
April 2011 to: (1) Review potential overstay records for National security and public
safety concerns, (2) improve data on potential overstays and report overstay rates,
and (3) plan for a biometric exit system. My statement is based on preliminary anal-
yses from our on-going review of overstay enforcement for this subcommittee and
other Congressional requesters. We expect to issue a final report on this work in
July 2013. To conduct this work, we analyzed DHS documents and data related to
overstays and interviewed relevant DHS officials. Specifically, we analyzed DHS
planning documents and reports on processes to review potential overstay records
and collect additional data to improve overstay identification. We analyzed DHS’s
unmatched arrival records as of November 2012, the most recent date for which
DHS had compiled the records at the time we began our review. We also reviewed
statutory requirements and a May 2012 DHS report on the status of efforts to im-
plement biometric exit capabilities at airports. To analyze the reliability of data on
previously unreviewed potential overstay records and DHS’s current set of un-
matched arrival records, we reviewed documentation regarding the databases used
to collect these data and interviewed DHS officials familiar with the data. We deter-
mined that the data were sufficiently reliable for our purposes. We conducted this
work in accordance with generally accepted Government auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient, appro-
priate evidence to provide a reasonable basis for our findings and conclusions based
on our audit objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions based on our audit objectives. We provided
a draft of this statement to DHS for review and incorporated its comments where
appropriate.

DHS CONTINUALLY REVIEWS POTENTIAL OVERSTAY RECORDS, BUT UNMATCHED ARRIVAL
RECORDS REMAIN

DHS Reviewed a Backlog of 1.6 Million Potential Overstay Records

DHS has taken action to address a backlog of potential overstay records we pre-
viously identified in April 2011. Specifically, in April 2011, we reported that, as of
January 2011, ADIS contained a backlog of 1.6 million potential overstay records,
which included prior non-priority overstay leads that had not been reviewed, non-
priority leads that continued to accrue on a daily basis, and leads generated in error
as a result of CBP system changes.” DHS uses ADIS to match departure records
to arrival records and subsequently close records for individuals with matching ar-
rival and departure records because either: (1) The individual departed prior to the
end of his or her authorized period of admission and is therefore not an overstay
or (2) the individual departed after the end of his or her authorized period of admis-
sion and is therefore an out-of-country overstay. Unmatched arrival records—those

5The Automated Biometric Identification System (IDENT) also contains fingerprints collected
by the Department of State to establish and verify the identities of visa applicants. Both the
Overstay Analysis Unit and OBIM were formerly part of the U.S. Visitor and Immigrant Status
Indicator Technology Program (US—VISIT) within DHS’s National Protection and Programs Di-
rectorate. DHS initiated US-VISIT in 2002 to develop a comprehensive entry and exit system
to collect biometric data from aliens traveling through U.S. ports of entry. In 2004, US-VISIT
initiated the first step of this program by collecting biometric data on aliens entering the United
States. Pursuant to the fiscal year 2013 DHS appropriations act and its accompanying explana-
tory statement, DHS realigned US-VISIT’s overstay analysis function into ICE and created
OBIM effective March 27, 2013.

6GAO-11-411.

7ICE prioritizes potential overstay leads for possible investigation. The specific criteria ICE
uses to rank the priority level of overstay leads are determined triannually based on current
threat information by the Compliance Enforcement Advisory Panel, an interagency panel of in-
telligence experts assembled by ICE for the purpose of determining these criteria. CBP system
changes had resulted in multiple arrival and departure records being inadvertently created for
a single individual.
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records in ADIS that do not have corresponding departure records—remain open
and indicate that those individuals are potential in-country overstays.8

In the summer of 2011, DHS completed a review of the 1.6 million records against
various National security and law enforcement databases to determine if the sub-
jects of these records had already left the United States and to help identify if the
subjects posed any potential National security or public safety threats.? As a result,
DHS closed approximately 863,000 records for individuals who had departed, were
in status, or had adjusted status, and removed them from the backlog. Second, DHS
reviewed the remaining 757,000 records against National security and law enforce-
ment databases to identify potential National security or public safety threats. As
part of this National security and public safety review, DHS also reviewed approxi-
mately 82,000 additional records identified by CTCEU that were unresolved or had
not yet undergone full review because they did not meet ICE’s enforcement prior-
ities (a total of approximately 839,000 combined records). As a result of these re-
views, DHS reprioritized 1,901 of the 839,000 records because the subjects of the
records could pose National security or public safety concerns and provided them to
CTCEU for further review and consideration for enforcement action. Table 1 de-
scribes how CTCEU resolved these leads.

TABLE 1.—PRELIMINARY ANALYSIS OF RESULTS OF DHS’S 2011 REVIEW
OF BACKLOG OF POTENTIAL OVERSTAY RECORDS

Outcome Number of Records (Percentage of
Total)

Individual had departed the United States ........... 711 records (37.4 percent).
Records forwarded to ICE’s Enforcement and Re- 481 records (25.3 percent).
moval Operations (ERO) as potential public
safety threats®*.
Individual was in status (e.g., the subject filed a 302 records (15.9 percent).
timely application to change his or her status
or extend his or her authorized period of ad-
mission in the United States).
Individual could not be located**
Individual was arrested
Other***

Total .eveeeeiieeeieeeeeeee e 1,901 records (100 percent).

Source: ICE CTCEU.

*CTCEU refers information on non-priority potential overstays to ICE’s ERO, which is re-
sponsible for identifying and apprehending aliens who are subject to removal from the country,
detaining these individuals when necessary, and removing aliens subject to removal from the
United States. ERO personnel may encounter overstays in the course of their work but they do
not directly focus on overstay enforcement.

** An ICE contractor’s system automatically queries these records against various databases
on a weekly basis for new information relating to the location of the suspected overstay. If
such information is identified, CTCEU will reopen the investigation.

*#**Other includes the following outcomes: (1) ICE determined that information indicating a
possible National security or public safety threat was false (73 leads, 3.8 percent); (2) the sub-
ject of the lead was in removal proceedings, previously arrested, or the subject of an investiga-
tion (43 leads, 2.3 percent); (3) the lead is open for continuous review (13 leads, 0.7 percent);
and (4) the subject of the lead is the subject of an on-going investigation at an ICE Homeland
Security Investigations field office (3 leads, 0.2 percent).

266 records (14.0 percent).
9 records (0.5 percent).
132 records (6.9 percent).

Since completing this review of the backlog of potential overstay records in the
summer of 2011, DHS has continued to review all potential overstay records
through National security and law enforcement databases to identify potential
threats, regardless of whether the subjects of the records meet ICE’s priorities for
enforcement action. This occurs on an on-going basis such that DHS may identify

8 Enforcement actions for in-country and out-of-country overstays differ in that the focus of
enforcement against in-country overstays is to remove them from the country if they pose a
threat, whereas enforcement against out-of-country overstays is to prevent possible readmission
to the United States.

9To determine whether an unmatched arrival record is likely to be an in-country overstay,
DHS agencies review multiple databases to determine if any information is available to docu-
ment a departure or a change in immigration status. For example, the review process includes
both automated searches, such as searching for immigration benefit application information
through a U.S. Citizenship and Immigration Services database, and manual searches, such as
determining whether the individual applied for refugee or asylum status.
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threats among individuals who were not previously identified as such when new in-
formation becomes available in various National security and law enforcement data-
bases.

DHS Has More Than 1 Million Unmatched Arrival Records

As of April 2013, DHS continues to maintain more than 1 million unmatched ar-
rival records in ADIS (that is, arrival records for which ADIS does not have a record
of departure or status change). Some of these individuals are overstays, while others
have either departed or changed immigration status without an ADIS record of their
departure or status change. For example, the individual may have departed via a
land port of entry without providing a record of departure or the individual may
have applied for immigration benefits using a different name. In addition, these
records include those from the previous backlog of unmatched arrival records that
were not prioritized for enforcement in the summer of 2011 and have not subse-
quently been matched against a departure or change of status record. As part of our
on-going work, we are analyzing these data to identify various trends among these
unmatched arrival records. For example, our preliminary analysis shows that 44
percent of the unmatched arrival records are non-immigrants traveling to the
United States on a tourist visa, while 43 percent are also tourists but were admitted
under the Visa Waiver Program. Figure 1 presents our preliminary analysis of the
breakdown of unmatched arrival records by admission class.

Figure 1: Preliminary Analysis of Unmatched Arrival Records by Admission Class,
as of November 2012

1% H-2A visa-temporary agricultural worker

1% H-2B visa-temporary nonagricultural
worker

3% Visa Waiver (business)

4% Other

4% B-1 visa-visitor for business

Visa Waiver (tourist)

B-2 visa-visitor for pleasure
Source: Prefiminary GAO analysis of data from the Office of Biometric Identity Management's Arrival and Departure Information System

Note: Other includes those nonimmigrant visa categories otherwise not listed in the figure, such as
temporary workers with specialty occupations and spouses and children of temporary workers. The
nonimmigrant classes established by the Immigration and Nationality Act generally refer to aliens with
no intention of abandoning their foreign residences, and they are each given specific designations

according to regulation. The B-1 and B-2 designations refer to nonimmigrants who are visiting the
United States temporarily for business or pleasure, respectively. See 8 U.S.C. § 1101(a)(15)(B). The
H-2B designation refers to nonimmigrants who are coming temporarily to the United States to perform
temporary, non-agricultural service or labor if unemployed persons capable of performing such
service or labor cannot be found in the United States, and the H-2A designation refers to
nonimmigrants who are coming temporarily to the United States to perform agricultural labor or
services of a temporary or seasonal nature. See 8 U.S.C. § 1101(a)(15)(H)(ii)(a)-(b). For a listing and
descriptions of all nonimmigrant classes, see 8 U.S.C. § 1101(a)(15); see also § C.F.R. § 214.1(a)(1)-
(2) for the corresponding designations. The Visa Waiver tourist and business categories in the graph
include admissions of both visitors from Visa Waiver Program countries and other visitors for whom a
tourist or business visa was waived, such as certain citizens of Canada and the British Overseas
Territory of Bermuda. See, e.g., 22 C.F.R. § 41.2(a)-(b).
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We also analyzed the records to assess the amount of time that has elapsed since
travelers were expected to depart the country, based on travelers’ “admit until”
date. CBP assigns certain nonimmigrants an “admit until” date, by which they must
leave the country to avoid overstaying.l9 Figure 2 presents our preliminary analysis
of the breakdown of the amount of time elapsed, as of November 2012, since the
“admit until” date. The average amount of time elapsed for all unmatched arrival
records was 2.7 years.

Figure 2: Amount of Time Elapsed since Travelers Were Expected to Depart the
United States, as of November 2012, Based on Preliminary Analysis of Unmatched
Arrival Records
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Source: Preliminary GAO analysis of data from the Office of Biometric Identity Management's Arrival and Departure Information System

As of April 2013, DHS has not analyzed its unmatched arrival records to identify
whether there are any trends in these data that could inform the Department’s
overstay enforcement efforts. We will continue to evaluate these data as part of our
on-going work.

DHS HAS ACTIONS COMPLETED AND UNDER WAY TO IMPROVE DATA, BUT THE EFFECT
OF THESE CHANGES IS NOT YET KNOWN

DHS Has Begun Collecting Additional Data and Improved Sharing of Data Among
Its Databases to Help Identify Potential Overstays

Since April 2011, DHS has taken various actions to improve its data on potential
overstays. In April 2011, we reported that DHS’s efforts to identify and report on
overstays were hindered by unreliable data, and we identified various challenges to
DHS’s efforts to identify potential overstays, including the incomplete collection of
departure data from non-immigrants at ports of entry, particularly land ports of
entry, and the lack of mechanisms for assessing the quality of leads sent to ICE
field offices for investigations.1! Since that time, DHS has taken action to strength-
en its processes for reviewing records to identify potential overstays, including: (1)
Streamlining connections among DHS databases used to identify potential

10In general, foreign students remain in status and therefore eligible to remain in the United
States as long as they are enrolled in and attending a qualified education program. Individuals
traveling on student visas are generally not issued a specific date until which they are author-
ized to remain in the United States, but instead are admitted for what is referred to as duration
of status. This means that they may remain in the country until they complete their approved
program of study, provided they otherwise maintain their student status.

11GAO-11-411.



25

overstays, and (2) collecting information from the Canadian government about those
exiting the United States and entering Canada through northern land ports of

try.

First, DHS has taken steps to enhance connections among its component agencies’
databases used to identify potential overstays and reduce the need for manual ex-
changes of data. For example:

e In August 2012, DHS enhanced data sharing between ADIS and IDENT. This
improved connection provides additional data to ADIS to improve the matching
process based on fingerprint identification. For example, when an individual
provides fingerprints as part of an application for immigration benefits from
U.S. Citizenship and Immigration Services or a visa from the State Department,
or when apprehended by law enforcement, IDENT now sends identity informa-
tion, including a fingerprint identification number, for that individual to ADIS.
This additional source of data is intended to help allow ADIS to more effectively
match the individual’s entry record with a change of status, thereby closing out
more unmatched arrival records.

e Beginning in April 2013, ICE’s Student and Exchange Visitor Information Sys-
tem (SEVIS) began automatically sending data to ADIS on a daily basis, allow-
ing ADIS to review SEVIS records against departure records and determine
whether student visa holders who have ended their course of study departed in
accordance with the terms of their stay.!2 Prior to this date, DHS manually
transferred data from SEVIS to ADIS on a weekly basis. According to DHS offi-
cials, these exchanges were unreliable because they did not consistently include
all SEVIS data—particularly data on “no show” students who failed to begin
tSheir approved course of study within 30 days of being admitted into the United

tates.

e Also in April 2013, DHS automated the exchange of potential overstay records
between ADIS and CBP’s Automated Targeting System (ATS), which is in-
tended to allow DHS to more efficiently: (1) Transfer data between the systems
for the purpose of identifying National security and public safety concerns, and
(2) use matching algorithms in ATS that differ from those in ADIS to close addi-
tional records for individuals who departed.

These changes have resulted in efficiencies in reviewing records for determining
possible overstay leads; however, they do not address some of the underlying data
quality issues we previously identified, such as incomplete data on departures
through land ports of entry. Furthermore, because many of these changes were im-
plemented in April 2013, it is too early to assess their effect on the quality of DHS’s
overstay data.

Second, DHS is implementing the Beyond the Border initiative to collect addi-
tional data to strengthen the identification of potential overstays. In October 2012,
DHS and the Canada Border Services Agency began exchanging entry data on trav-
elers crossing the border at selected land ports of entry. Because an entry into Can-
ada constitutes a departure from the United States, DHS will be able to use Cana-
dian entry data as proxies for U.S. departure records. We have previously reported
that DHS faces challenges in its ability to identify overstays because of unreliable
collection of departure data at land ports of entry.13 This effort would help address
that challenge by providing a new source of data on travelers departing the United
States at land ports on the Northern Border. In the pilot phase, DHS exchanged
data with the Canada Border Services Agency on third-country nationals at four of
the five largest ports of entry on the Northern Border.1* These data covered entries
from September 30, 2012, through January 15, 2013. DHS plans to expand this ef-
fort to collect data from additional ports of entry and to share data on additional
types of travelers. According to DHS officials, after June 30, 2013, DHS plans to
exchange data for third-country nationals at all automated ports of entry along the
Northern Border.15 At that time, DHS also plans to begin using these data for oper-

12SEVIS contains biographical and immigration status information for nonimmigrant foreign
students and exchange visitors.

13 GAO-11-411.

14These ports were Pacific Highway (Blaine, Washington), Peace Arch (Blaine, Washington),
Lewiston-Queenston Bridge (Lewiston, New York), and Rainbow Bridge (Niagara Falls, New
York). For the purposes of this pilot, third-country nationals are individuals who are not citizens
of Canada or citizens or nationals of the United States. The pilot phase included the exchange
of biographic data on permanent residents of Canada and lawful permanent residents of the
United States.

15For the purposes of the Beyond the Border initiative, an automated port of entry refers to
a port of entry on the shared Canada-U.S. land border with a primary processing capacity to
capture traveler (land, ferry, and pedestrian) passage as an electronic record. This does not in-

Continued
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ational purposes (e.g., taking enforcement action against overstays, such as revoking
visas or imposing bars on readmission to the country based on the length of time
they remained in the country unlawfully).1¢ After June 30, 2014, DHS plans to ex-
change data on all travelers, including U.S. and Canadian citizens, at all automated
ports of entry along the Northern Border.

DHS Continues to Face Challenges in Reporting Reliable Overstay Rates, and Recent
Changes Have Not Yet Been Fully Implemented

DHS has not reported overstay rates because of concerns about the reliability of
its data on overstays. According to Federal law, DHS is to submit an annual report
to Congress providing numerical estimates of the number of aliens from each coun-
try in each non-immigrant classification who overstayed an authorized period of ad-
mission that expired during the fiscal year prior to the year for which the report
is made.17 Since 1994, DHS or its predecessors have not reported annual overstay
rates regularly because of its concerns about the reliability of the Department’s
overstay data. In September 2008, we reported on limitations in overstay data, such
as missing data for land departures, that affect the reliability of overstay rates.!8
In April 2011, we reported that DHS officials stated that the Department had not
reported overstay rates because it had not had sufficient confidence in the quality
of its overstay data. DHS officials stated at the time that, as a result, the Depart-
ment could not reliably report overstay estimates in accordance with the statute.l®
Although the new departure data DHS is collecting as part of the Beyond the Bor-
der initiative may allow DHS to close out more potential overstay records in the fu-
ture, these data are limited to land departure at Northern Border ports of entry,
and as the initiative has not yet been fully implemented, it is too early to assess
its effect on helping strengthen the reliability of DHS’s overstay data for reporting
purposes. In February 2013, the Secretary of Homeland Security testified that DHS
plans to report overstay rates by December 2013.20 As of April 2013, DHS was
working to determine how it plans to calculate and report these overstay rates. As
part of our on-going review, we are assessing how the changes DHS has made to
1ts processes for matching records to identify potential overstays may affect the reli-
ability of overstay data and DHS’s ability to report reliable overstay rates.

DHS FACES CHALLENGES PLANNING FOR A BIOMETRIC EXIT SYSTEM AT AIR AND SEA
PORTS OF ENTRY

Developing a biometric exit capability has been a long-standing challenge for
DHS. Beginning in 1996, Federal law has required the implementation of an inte-
grated entry and exit data system for foreign nationals.2! The Intelligence Reform
and Terrorism Prevention Act of 2004 required the Secretary of Homeland Security
to develop a plan to accelerate full implementation of an automated biometric entry
and exit data system that matches available information provided by foreign nation-
als upon their arrival in and departure from the United States.22 Since 2004, we
have issued a number of reports on DHS'’s efforts to implement a biometric entry
and exit system. For example, in November 2009, we reported that DHS had not
adopted an integrated approach to scheduling, executing, and tracking the work
that needed to be accomplished to deliver a comprehensive exit solution. We con-
cluded that without a master schedule that was integrated and derived in accord-

(élude large cruise vessels deemed to be sea crossings under the laws of Canada and the United
tates.

16 Since these data include only individuals who have departed the United States, all of the
overstays identified would be out-of-country overstays. In general, non-immigrants, such as
those traveling under temporary visas for business or pleasure, who were unlawfully present
in the United States for a period of more than 180 days but less than 1 year and voluntarily
departed the United States prior to the commencement of legal proceedings to remove them
from the country, are inadmissible for 3 years. In addition, aliens who were unlawfully present
in the United States for 1 year or more, and who again seek admission within 10 years of the
date of their departure or removal from the United States, are inadmissible. For non-immi-
grants whose overstay violations fall below 180 days, their visas are void and the State Depart-
ment has the discretion to determine whether to issue them new visas, and CBP has the discre-
tion whether to readmit them into the country.

178 U.S.C. §1376(Db).

18 GAO, Visa Waiver Program: Actions Are Needed to Improve Management of the Expansion
Proce)ss, and to Assess and Mitigate Program Risks, GAO-08-967 (Washington, DC: Sept. 15,
2008).

19 GAO-11-411.

20 See statement of Janet Napolitano, Secretary, Department of Homeland Security, before the
Committee on the Judiciary, United States Senate, Washington, DC: February 13, 2013.

21Pub. L. No. 104-208, div. C, § 110, 110 Stat. 3009-546, 3009-558 to 59.

228 U.S.C. §1365b.
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ance with relevant guidance, DHS could not reliably commit to when and how it
would deliver a comprehensive exit solution or adequately monitor and manage its
progress toward this end.23 We have made recommendations to address these
issues, including that DHS ensure that an integrated master schedule be developed
and maintained.24 DHS has generally concurred with our recommendations and has
reported taking action to address them. For example, in March 2012, DHS reported
that the US-VISIT office was adopting procedures to comply with the nine sched-
uling practices we recommended in our November 2009 report and has conducted
training on our scheduling methodology.

DHS has not yet implemented a biometric exit capability, but has planning efforts
under way to assess options for such a capability at airports and seaports. In 2009,
DHS conducted pilots for biometric exit capabilities in airport scenarios, as called
for in the Consolidated Security, Disaster Assistance, and Continuing Appropria-
tions Act, 2009.25 In August 2010, we reported on the results of our review of DHS’s
evaluation of these pilot programs. Specifically, we reported that there were limita-
tions with the pilot programs—for example, the pilot programs did not operationally
test about 30 percent of the air exit requirements identified in the evaluation plan
for the pilot programs—which hindered DHS’s ability to inform decision making for
a long-term air exit solution and pointed to the need for additional sources of infor-
mation on air exit’s operational impacts.26 According to DHS officials, the Depart-
ment’s approach to planning for biometric air exit has been partly in response to
our recommendation that DHS identify additional sources for the operational im-
pacts of air exit not addressed in the pilot programs’ evaluation and to incorporate
these sources into its air exit decision making and planning. As of April 2013, the
Department’s planning efforts are focused on developing a biometric exit system for
airports, with the potential for a similar solution to be rolled out at seaports, accord-
ing to DHS officials. However, in October 2010, DHS identified three primary rea-
sons why it has been unable to determine how and when to implement a biometric
air exit solution: (1) The methods of collecting biometric data could disrupt the flow
of travelers through air terminals; (2) air carriers and airport authorities had not
allowed DHS to examine mechanisms through which DHS could incorporate biomet-
ric data collection into passenger processing at the departure gate; and (3) chal-
lenges existed in capturing biometric data at the point of departure, including deter-
mining what personnel should be responsible for the capture of biometric informa-
tion at airports.

According to DHS officials, these challenges have affected the Department’s plan-
ning efforts. In 2011, DHS directed its Science and Technology Directorate (S&T),
in coordination with other DHS component agencies, to research “long-term options”
for biometric exit.2? In May 2012, DHS reported internally on the results of S&T’s
analysis of previous air exit pilot programs and assessment of available tech-
nologies, and the report