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TRADE SECRETS: PROMOTING AND
PROTECTING AMERICAN INNOVATION,
COMPETITIVENESS AND MARKET ACCESS
IN FOREIGN MARKETS

TUESDAY, JUNE 24, 2014

HOUSE OF REPRESENTATIVES

SUBCOMMITTEE ON COURTS, INTELLECTUAL PROPERTY,
AND THE INTERNET

COMMITTEE ON THE JUDICIARY
Washington, DC.

The Subcommittee met, pursuant to call, at 2:49 p.m., in room
2141, Rayburn House Office Building, the Honorable Howard Coble
(Chairman of the Subcommittee) presiding.

Present: Representatives Coble, Marino, Goodlatte, Issa, Holding,
Collins, DeSantis, Nadler, Conyers, Chu, DelBene, Jeffries, Cicil-
line, and Lofgren.

Staff Present: (Majority) Vishal Amin, Counsel; Olivia Lee, Clerk;
(Minority) Heather Sawyer, Minority Counsel; and Jason Everett,
Counsel.

Mr. COBLE. The Subcommittee on Courts, Intellectual Property,
and the Internet will come to order.

Without objection, the Chair is authorized to declare recesses of
the Subcommittee at any time.

I want to additionally apologize to all of you for the delay. We
had several House votes. They do come—claim precedence over the
rest of us, so thank you all for understanding.

I will give my opening statement now. The intellectual property
comes in a variety of flavors. This Subcommittee works regularly
on issues concerning patents, trademarks, and copyrights when
considering IP in both the domestic and international context, but
today we are here to talk about trade secrets. Trade secrets are an-
other important part of the IP landscape.

For example, one of the most famous trade secrets in the world
is the formula for Coca-Cola, and I am being very provincial now,
but I am certain that there are a number of Carolina BBQ spices
as well. Hopefully.

Trade secrets require no formal registration and can be protected
for an unlimited time, but unlike patent protection, once a trade
secret is disclosed, it instantly loses its value and the property
right itself ceases to exist.
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Further, there is no protection if a trade secret is uncovered un-
lawfully by others through reverse engineering or independent de-
velopment. So there are definite tradeoffs between secured patent
protection or could be an innovation of a trade secret. The United
States has many laws in place to protect trade secrets, and in fact,
we passed two trade secret bills during the last Congress; one fix-
ing a loophole regarding computer source code and the other in-
volved some criminal penalties for economic espionage. And as
folks consider other ideas, in the future, we need to be mindful of
unintended consequences and ensure that improvements to the
code are meaningful and necessary and not being done simply be-
cause we can do it.

But as our companies operate on a global scale, at issue, most
pressing concern to Congress is how certain foreign governments
have begun adopting policies that determine trade secret protection
and create an unlevel playing field for America’s most innovative
companies. Six countries promote trade secret theft by producing
policies that result in forced technology transfer. These trade-dis-
torted policies may seem benign but are nothing more than legal-
ized theft, it seems to me, since policies force U.S. companies to
provide trade secret information to a local partner or government
agency as a condition of investment or market access.

Some countries have begun looking for a compulsory licensing of
trade secrets to a third party. This is done to help a local compet-
itor that claims it needs access to the trade secret to compete. Gen-
erally, this is just not right, it seems to me. The Administration
needs to be using all of its trade tools, including action at the
WTO, to help ensure that countries that promote such policies are
held to account. I hope to hear more today from our witnesses in
the steps that need to be taken to promote trade secret protection,
America’s—American innovation, economy, and create jobs.

I am now pleased to recognize the distinguished gentleman from
Michigan, Mr. Conyers, for his opening statement

Mr. CoONYERS. Thank you, Chairman Coble.

I join in welcoming the witnesses and look forward to this hear-
ing. We are examining the trade secret laws and consider whether
there should be revisions or updates in the law.

Let me say that copyright, patent, and trademark owners can en-
force their rights in Federal court. Trade secret owners should have
a similar remedy. Indeed, trade secrets are critical intellectual
property rights and should receive protection of Federal laws in ad-
dition to the State laws that have traditionally protected them.

People are now able to travel across the State and national bor-
ders more easily, and many United States companies are finding
that reliance on State laws and procedures is no longer adequate
for trade secret protection. The inability of private parties to pro-
tect trade secrets in Federal court has generated calls for legisla-
tion to create such a right. Those who support such a right have
noted that a Federal cause of action would give companies a critical
tool to enforce their rights. A Federal civil cause of action would
create national standards and allow companies to craft one set of
nondisclosure policies on a 50 State basis.

I want to hear the witnesses discuss the benefits and potential
down side of a Federal cause of action as well as any specific issues
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that we should address in such legislation. We should consider
what we can do to bolster the Administration’s efforts to increase
protection for trade secrets at home and abroad.

In 2013, the Administration, through the U.S. Intellectual Prop-
erty Enforcement Coordinator, released the Administration strat-
egy on mitigating the theft of U.S. trade secrets, a five-pronged
strategic approach to addressing trade secret theft. That secret
strategy calls for coordinated international engagement with trad-
ing partners, promotion of voluntary best practices by private in-
dustry, enhancement of domestic law enforcement operations, im-
provement of domestic legislation regarding trade secrets, and in-
creased public awareness. The Administration also has expressed
concerns about new reports, suggesting that some countries, most
notably China, are playing an increasingly active role in theft of
U.S. trade secrets. In response, the Administration has increased
its enforcement efforts in this area as well.

In May of this year, for example, the Justice Department in-
dicted five Chinese military hackers for economic espionage and
trade secret theft for ongoing offenses involving six American com-
panies. That indictment is a step in the right direction, but of
course, much more remains to be done.

I look forward to hearing more about this from our witnesses and
what we can and should do to strengthen trade secret laws. I thank
the Chairman and yield back the balance of my time.

Mr. CoBLE. I thank the gentleman.

The Chair recognizes the distinguished gentleman from Virginia,
the Chairman of the House Judiciary Committee, Mr. Goodlatte for
an opening statement

Mr. GOODLATTE. Thank you, Mr. Chairman.

Today we examine an important area of intellectual property
trade secrets. Trade secrets occupy a unique place in the IP port-
folios of our most innovative companies. They can include confiden-
tial formulas, manufacturing techniques, and even customer lists,
but because they are unregistered and not formally reviewed like
patents, there are no limitations on discovering a trade secret by
fair lawful methods, such as reverse engineering or independent
development. In innovative industries, that is simply the free mar-
ket at work.

Though trade secrets are not formally reviewed, they are pro-
tected from misappropriation, which includes obtaining the trade
secret through improper or unlawful means. And misappropriation
can take many forms, whether it is an employee selling blueprints
to a competitor or a foreign agent hacking into a server. In addi-
tion, one could argue that even a foreign government’s policies to
require forced technology transfer is a form of misappropriation.
Though most States base their trade secret laws on the Uniform
Trade Secrets Act, the Federal Government protects trade secrets
through the Economic Espionage Act.

In the 112th Congress, this Committee helped enact two pieces
of legislation to improve the protection of trade secrets. As other
ideas are developed to improve trade secrets protection, it is impor-
tant that we take the time to ensure that any new measures do not
increase frivolous litigation or discovery costs, do not negatively im-
pact our international trade obligations, or result in other negative
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unintended consequences, and that any measure ultimately pro-
vides a meaningful benefit to innovators and innovative companies.

On the international front, the theft of trade secrets does not just
come from the employee theft or industrial and economic espionage
but also from foreign governments themselves. Some of it is plain
cyber theft, but many countries have also begun adopting policies
that severely undermine trade secrets. These policies, invariably
designed to promote local innovation, result in forced technology
transfers that open American companies to the blatant theft of
their intellectual property. These trade distortive policies are anti-
innovation, anti-competitive, and prevent fair market access in for-
eign markets.

If a country requires technology transfer as a condition for regu-
latory approval or market access, that is wrong. If a country uses
their State-owned enterprises to seek noncommercial terms from
American companies for their IP, that is wrong. Such policies
amount to legalized theft. In the 2014 U.S. Trade Representatives
Special Report 301—Special 301 Report, China was specifically
called out to take serious steps to put an end to these activities and
to deter further activity by rigorously investigating and prosecuting
trade secret thefts conducted on by both cyber and conventional
means.

When a country fails to provide basic legal protections for intel-
lectual property, then we need to start thinking outside the box,
looking at all of our trade tools. We need to start thinking cre-
atively, utilizing our IP Attachés in U.S. Embassies, ensuring they
have sufficient authority and resources, and we need to start con-
sidering our options for actions at the WTO.

Intellectual property powers the engine of American innovation
and creativity. It creates new jobs and helps grow our economy. I
look forward to hearing from all of our witnesses on the issues sur-
rounding trade secrets.

Thank you, Mr. Chairman.

Mr. CoBLE. I thank the gentleman.

The Chair now recognizes the distinguished gentleman from New
York, the Ranking Member of the Subcommittee, Mr. Nadler.

Mr. NADLER. Thank you, Mr. Chairman, for holding this hearing
to examine the ongoing importance of trade secrets as a means of
safeguarding intellectual property interests at home and abroad.
With the need to focus on patent reform last year and the ongoing
comprehensive review of the Copyright Act, it would be easy to ne-
glect trade secrets, but doing so would be a major mistake.

Trade secrets proprietary business information derives its value
from being and remaining secret, make up approximately two-
thirds of the value of U.S. companies’ information portfolios. Amer-
ican businesses own an estimated $5 trillion of trade secrets with
roughly $300 billion of that stolen per year; $300 billion worth of
theft a year.

In a 2012 speech, former national security director Keith Alex-
ander described cyber espionage as the greatest transfer of wealth
in history, and many businesses view trade secret protection as
more critical than any other form of intellectual property protec-
tion. The 2008 National Science Foundation survey, for example,
show that firms with significant research and development activity
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reported trade secrets as the most important form of intellectual
property protection. Even companies without R&D activity rank
trade secrets as the second most important form of intellectual
property protection, only slightly behind trademarks and ahead of
copyrights and patents.

The value of trade secrets to U.S. companies is matched only by
their tremendous vulnerability to theft. Innovative technologies
have made it easy to obtain information and transfer it across the
globe with the click of a cell phone, tablet, or computer key. At the
same time, U.S. companies are increasingly targeted for trade se-
cret theft by competitors with some foreign governments actively
encouraging and facilitating the theft of U.S. trade secrets.

Just this mast May, for example, the dJustice Department
charged 5 members of the Chinese military with economic espio-
nage. The defendants are accused of targeting six American compa-
nies and conspiring to steal information useful to competitors in
China, including enterprises owned by the Chinese government.
This indictment represents a mere tip of the iceberg. According to
FBI Director James Comey, while this case is an important step
forward, “There are many more victims, and there is much more
to be done.”

In light of their value and vulnerability, it is critical that our
laws provide robust protection for trade secrets. Unfortunately,
that does not seem to be the case. What we increasingly hear—
what we increasingly are hearing from a diverse array of compa-
nies ranging from traditional manufacturers to leading-edge tech-
nology firms is that that lackluster legal protection is a major
cause of concern. Congress has acted before to protect trade secrets
at the Federal level. In 1996, we passed the Economic Espionage
Act in response to increased incidents against American companies,
and just this last Congress, we took steps to improve this law, clos-
ing a loophole that allowed the theft of certain trade secrets and
increasing penalties for economic espionage. The Economic Espio-
nage Act publishes trade secret theft and economic espionage,
which is a misappropriation of trade secrets for the benefit of a for-
eign power.

The EEA can only be enforced by the Attorney General. There
is no Federal cause of action for a private party seeking to enforce
the law. As of 2008, fewer than 60 prosecutions had been brought,
leading to concern that the act is an ineffective weapon against eco-
nomic espionage.

Lacking a Federal cause of action, companies currently use State
laws to protect trade secrets. While these laws were initially devel-
oped through particular case decisions in their articulation of gov-
erning American principles by the American Law Institute, nearly
every State has now enacted the Uniform Trade Secrets Act. The
Uniform Act provides key definitions in a civil cause of action for
misappropriation of trade secrets. A prevailing party may obtain
injunctive relief, damages, and reasonable attorney’s fees in certain
cases.

While this system appears to have worked relatively well for
local and intrastate disputes, it has not proven efficient or effective
for incidents that cross State and sometimes international borders.
As you will hear from our witnesses today, our 50 State system
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does not work in our increasingly mobile and globally inter-
connected world. Former employees and industrial spies are likely
to carry or transfer secret information across State borders or over-
seas.

The limited jurisdiction of the State court system makes it more
difficult to obtain discovery or to act quickly enough to enforce an
order that might stop the immediate loss of company secrets. As a
result, our witnesses, who represent a wide range of key stake-
holder interests, all support creation of a Federal cause of action
for trade secret theft. Along with several of my colleagues on both
sides of the political aisle, I similarly favor doing and we are work-
ing on, legislation to achieve this.

It would be helpful to hear from our witnesses today regarding
any particular issues that should be addressed or avoided in such
a bill. T believe that we have an opportunity to work quickly and
in a broadly bipartisan basis to ensure that our trade secrets law
more robustly protects America’s innovators and businesses. We al-
ready protect trademarks, copyrights, and patents through civil—
through Federal civil remedies. It is time to do the same for trade
secrets.

With that, I look forward to hearing from our witnesses today,
and I yield back the balance of my time.

Mr. CoBLE. I thank the gentleman for his opening statement.
Statements from all other Members of the Subcommittee will be
entered into the record without objection.

The witnesses written statements will be entered into the record
in its entirety as well.

Gentlemen, prior to introducing you, I would like for you to stand
and be sworn, if you will.

[Witnesses sworn.]

Mr. CoOBLE. Let the record reflect that all responded in the af-
firmative. You may be seated.

We have a very distinguished panel today, and I am pleased to
welcome you with us. I, again, apologize for the belated response.

Our first witness this afternoon is Mr. Richard Hertling, Counsel
of the Washington law firm of Covington & Burling, LLP. He is
here today to testify on behalf of the Protect Trade Secrets Coali-
tion. In his position, Mr. Hertling advises clients in the technology,
intellectual property, and defense of cybersecurity legislative mat-
ters. Prior to his position at Covington, Mr. Hertling served this
Committee with distinction for almost 5 years, most recently as
Staff Director and Chief Counsel. He has also held numerous lead-
ership positions in the Department of Justice and the U.S. Senate
throughout his 23-year career in the Federal Government. He was
awarded his J.D. degree from the University of Chicago School of
Law and his bachelor’s degree, magna cum laude with honors, from
Brown University. We welcome Mr. Hertling back to the Com-
mittee and back to the Hill.

Our second witness, Mr. David Simon, Senior Vice President of
Intellectual Property of Salesforce.com. In his position, Mr. Simon
is responsible for the company’s intellectual property portfolio
worldwide. Prior to his position at Salesforce.com, he served as
Chief Patent Counsel at Intel Corporation and Vice President of IP
Strategy and Licensing at Rovi Corporation. Mr. Simon received
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his J.D. degree from Georgetown University Law Center and his
S.B. in Electrical Engineering and Political Science from the Mas-
sachusetts Institute of Technology.

Mr. Simon, good to have you with us as well.

Our third witness is Mr. Thaddeus Burns, member of the Trade
Secrets Committee at TPO, the Intellectual Property Owners Asso-
ciation. IPO focuses on providing practical education on the topic
of trade secrets to the organization’s membership and to the public.
Mr. Burns is currently Senior Counsel for Intellectual Property and
Trade at General Electric. Prior to GE, he has served as Senior
Counsel at Akin, Gump, Strauss, Hauer & Feld, the Intellectual
Property Attaché in Geneva with USPTO and a law clerk with the
U.S. Court of Appeals for the Fourth Circuit. Mr. Burns received
his J.D. from the Catholic University of America, Columbus School
of Law and his bachelor degree from Oberlin College.

Mr. Burns, good to have you with us.

Our final witness is Mr. Christopher Moore, Senior Director of
International Business Policy at the National Association of Manu-
facturers. Prior to his position at NAM, Mr. Moore served as Direc-
tor of Strategic Planning and Deputy Director of Policy with the
United Nations World Food Programme. He also held senior posi-
tions in the State Department and the Office of the U.S. Trade
Representative. He is an alumnus of Emory University and the
London School of Economics.

Mr. Moore, good to have you with us.

Gentlemen, you will note there is a timing machine on your
table, and we would ask for you to comply with the 5-minute rule,
if you can. When the green light changes to amber, that is your no-
tice that you have 5 minutes on which to wrap up. You won’t be
severely punished if you don’t make that minute cut, but do the
best you can.

Mr. Hertling, we will start with you.

TESTIMONY OF RICHARD A. HERTLING, OF COUNSEL, COV-
INGTON & BURLING LLP, PROTECT TRADE SECRETS COALI-
TION

Mr. HERTLING. Thank you very much, Chairman Coble, Ranking
Member Nadler, Ranking Member Conyers. Thank you for inviting
me to testify before this Subcommittee today on trade secrets. It is
indeed a distinct honor and privilege for me to be here to discuss
this important topic. I appreciate that my written statement will
be included in the record of the hearing, and I will focus my oral
testimony on the background to the existing Federal legal land-
scape on trade secrets, as Committee staff requested.

My firm represents the Protect Trade Secrets Coalition, a cross-
industry-sectors coalition of companies supporting legislation to
complement the criminal penalties provided by the Economic Espio-
nage Act of 1996 and protect the property interest that exists in
trade secrets by creating a Federal civil remedy for trade secret
misappropriation, similar to the remedies available for other forms
of intellectual property.

As you know, immediately prior to joining Covington & Burling,
I was staff director of this Committee, but among the matters with
which I was involved earlier in my congressional career was the
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bill that became the Economic Espionage Act of 1996. As far back
as the mid-19th century, State common law provided protection of
state—of trade secrets from misappropriation, and the traditional
means of enforcing the law has been through a private civil law-
suit. Trade secrets, as several members have described, are com-
mercially valuable information subject to reasonable measures to
protect the confidentiality of that information.

The protection of trade secrets in the United States has been left
largely to State laws. The ad hoc pattern of 50 different State laws
started to change in the 1980’s when States began to codify their
trade secret laws by adopting provisions of the Uniform Trade Se-
crets Act, a model law developed by the National Commission on
Uniform State Laws.

The development of an economy driven by technological ad-
vances, however, and increasing globalization of businesses and
supply chains made trade secrets more valuable in interstate and
international commerce and also more susceptible to misappropria-
tion. Industry in the U.S. started to recognize that some foreign
governments and firms were competing unfairly with U.S. competi-
tors by stealing their trade secrets. Domestic firms were seeing
their crown jewels stolen and taken overseas where firms with no
investment to recoup could make the product and sell it for much
less than the victimized U.S. firm. Investment and jobs were at
stake in the United States.

The remedy for this form of theft, however, remained entirely in
the hands of State law. In effect, the same tools available in the
1890’s were the only ones still available in the 1990’s, and so Con-
gress came to consider the issue and ultimately enacted in 1996 the
Economic Espionage Act.

During congressional consideration of that act, a number of firms
requested that the bill include a private Federal civil remedy for
the misappropriation of a trade secret to complement the criminal
and civil injunctive remedies the bill gave to the Federal Govern-
ment. That request, however, was made at the very end of the
process, after a consensus on the bill had been achieved.

Although the addition of a private Federal civil remedy was seen
as valuable, it was thought that the proposal needed to be vetted
on its own terms and for its own merits. The intent was that Con-
gress could turn to it the following year. The failure to include in
the EEA, essentially a criminal statute, an ability for victimized
firms to seek a civil remedy in Federal court was due only to the
timing and not in any way to the merits of the proposal to include
Federal civil remedy. For a variety of reasons, primarily that con-
gressional attention on intellectual property was taken up first by
what became the Digital Millennium Copyright Act and, subse-
quently, by patent reform, the addition of a civil trade secrets rem-
edy wound up lying dormant for a number of years only to be re-
newed recently by Members of both Chambers, including Members
of this Committee.

Since enactment of the Economic Espionage Act, the problem
with trade secret theft has grown dramatically. Foreign competi-
tors continue to try to steal their way to success on the back of in-
tellectual property developed here in the United States. The FBI,
however, has many priorities and limited resources and cannot re-
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spond to every reported theft of trade secrets, even by foreign indi-
viduals and firms. Just as we rely on both criminal law and civil
litigation as complementary tools to protect property interests in
other areas, we should do so in this area as well.

A Federal civil remedy for trade secret misappropriation would
provide an important addition to existing protections for trade se-
crets at the Federal and State levels and could bolster our economy
and save U.S. jobs at no additional cost. In addition, it would help
protect and promote U.S. interests around the world. Many coun-
tries do not provide adequate legal protection for trade secrets, and
these weak regimes present significant risks for U.S. firms seeking
to expand operations globally. Enhancing our own legal protections
for trade secrets would serve as a model for other countries and
arm our trade negotiators with a model they could point other
countries to and encourage them to follow.

I thank you for your attention and will be pleased to respond to
any questions. If I might just very briefly be permitted an addi-
tional moment to recognize Chairman Coble, who will be retiring
at the end of this year, and thank him very much for his kindness
to me during my service on the Committee and acknowledge his
lifetime of dedicated service to our country, his State, and the peo-
ple of the Sixth District of North Carolina, and particularly his
work on IP issues during his career. Thank you.

[The prepared statement of Mr. Hertling follows:]
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Testimony of Richard A. Hertling
Of Counsel, Covington & Burling LLP
“Trade Secrets: Promoting and Protecting American Innovation,
Competitiveness and Market Access in Foreign Markets”
Jnne 24, 2014

Introduction and Summary

Good afternoon Chairman Coble, Ranking Member Nadler, and Members of the
Subcommittee. Thank you for inviting me to testify today on trade secrets. Itis a distinct honor
and privilege to be here to discuss this very important topic.

As you know, my name is Richard Hertling, and L am of counsel to the Washington law
firm of Covington & Burling LLP. Immediately prior to joining the firm, 1 was staff director of
this committee, the capstone of my more-than-27-year career in federal service.

I am pleased to submit this testimony on behalt of Protect Trade Secrets Coalition, a
cross-sector group of companies that is working to protect and defend trade secret property by
supporting a harmonized, federal civil remedy for trade secret misappropriation.” The Coalition
supports the Defend Trade Secrets Act, the bipartisan bill introduced by Senators Coons and
Hatch. The Coalition appreciates this Committee’s interest in trade secret protection and would
support efforts to bolster the viability of and the protection accorded to the property interest that
businesses have in their trade secrets by providing for civil jurisdiction in federal court for the
misappropriation of a trade secret to complement the criminal jurisdiction and civil jurisdiction

provided to the Attorney General in the Economic Espionage Act of 1996 (“EEA”).

! Members of the Coalition include Abbott, Caterpillar, Corning Incorporated, Eli Lilly and
Company, General Electric, Medtronic, Micron, Microsoft, Monsanto, NIKE, Pfizer, Philips,
The Procter & Gamble Company, and United Technologies Corporation.
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Trade secrets are commercially valuable information not generally known or readily
ascertainable to the public by proper means that are subject to reasonable measures to protect the
confidentiality of the information. The prototypical example of a trade secret at common law is
the customer list, but trade secrets today may include high-tech manufacturing processes,
industrial techniques, formulas, or complex data analytic algorithms. Trade secrets constitute
roughly two-thirds of the value of companies’ information portfolios and are an integral part of a
company’s competitive advantage, according to a recent Forrester Consulting report.”

American businesses are increasingly the targets of sophisticated efforts to steal
proprietary information, harming our global competitiveness. Theft can come through cyber-
attack, voluntary or involuntary disclosure by an employee, or misappropriation by a joint
venture partner. Often the theft is state-sponsored. Government sources estimated more than a
decade ago that the loss of intellectual property for American businesses from cyber espionage is
$200 billion to $300 billion per year, and those figures are almost certainly higher today.’

The EEA, which made trade secret theft a federal crime, was Congress’s first effort to
protect American businesses’ valuable trade secrets. As I will discuss, many of the problems
that animated the passage of that law are of increasing concern today, including the ease with
which trade secrets can be stolen using modern technology and the critical nature of trade secrets

for our national economy and national security.

2 Forrester Consulting, The Value of Corporate Secrets, at 2 (March 2010), available at
http://www nsi.org/pdf/reports/ The%20Value%200f%20Corporate%20Secrets. pdf.

? Office of the National Counterintelligence Executive, Annual Repori to Congress on Foreign
Economic Collection and Industrial Espionage 2002, NCIX 2003-10006 (Feb. 2003), available
at http://www .fas.org/irp/ops/ci/docs/2002. pdf; National Bureau of Asian Research, Report of
the Commission on the Theft of American Intellectual Property, at |1 (May 2013), available at
http://www ipcommission.org/report/IPCommission_Report 052213 pdf.
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L The Economic Espionage Act of 1996

Trade secrets began to receive protection at common law during the middle of the 19th
century. As there was scarcely a national market, much less an international market, the law
governing and protecting trade secrets developed at the state level because with poor
communications and transportation, trade secrets tended to be valuable only within a particular
community.

The ad hoc pattern of 50 different state trade secret laws started to change in the 1980’s,
when states began to codify their laws by adopting the provisions of the Uniform Trade Secrets
Act (“UTSA”), a model law developed and proposed to the states by the National Commission
on Uniform State Laws. Today, 48 of the 50 states have enacted the UTSA, although often with
a number of variances from the proposal, modestly undermining the goal of true uniformity.

It was against this background of state common law and then state statutory protection for
trade secrets that the federal govenment ventured into the field to provide national protection for
trade secrets. In 1995, the Department of Justice submitted to Congress a draft bill to make the
misappropriation of commercial trade secrets a federal crime. The bill was born of a realization
that the trade secrets of American businesses, which had become more and more important to the
companies’ prosperity, were increasingly under threat.* The threats came from disgruntled
employees hoping to harm their former employers or turn profits for themselves by selling trade
secrets; from outsiders targeting a company for theft; and, increasingly, from foreign

governments using their espionage capabilities against American companies.’

* See HR. Rep. No. 104-788, Economic Espionage Act of 1996, at 4-5 (1996).
*Id at 5.
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The Report from this Committee that accompanied the Economic Espionage Act of 1990
found that “the nation’s economic interests are a part of its national security interests” and, thus,
“threats to the nation’s economic interests are threats to the nation’s vital security interests.”®
The Director of the Federal Bureau of Investigation, Louis Freeh, testified before this Committee
in 1996 that the FBI was investigating reports and allegations of economic espionage against
U.S. companies by individuals or organizations from 23 different countries.” Despite the
increasing attempts at trade secret theft and the challenges such theft posed to our economy,
Director Freeh testified that the FBI faced difficulties in prosecuting trade secret theft cases
because federal law did not specifically cover the misappropriation of trade secrets.® Tn some
cases, the FBI had conducted investigations only to have federal prosecutors decline to prosecute
because of a lack of statutory criminal authority to do so.

The EEA was designed to address that gap in federal criminal law. While federal law
had long protected patents, copyrights and trademarks, trade secrets had been left unprotected,
even though, as the House Report found, they form “an integral part of America’s economic

»9

well-being.”” The House found that state laws “do not fill the gaps left by federal law,” because

of the limitations of state laws.'® “These problems underscore the importance of developing a

systematic approach to the problem of economic espionage.”"'

$1d. at 4.

" Id.

8Id at 6.
°Id. at 4.
14 at6-7.
" Id at7.
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The Senate Committee on the Judiciary also held hearings on what became the EEA and
collected data. According to the Senate Judiciary Committee Report, “proprietary economic
information is vital to the prosperity of the American economy, [ ]is increasingly the target of
thieves, and [ ] our current laws are inadequate to punish people who steal the information.”'?
The Senate Judiciary Committee found that as a result of trade secret theft, “American
companies have been severely damaged,” losing millions of dollars, jobs, and market share. "

Ultimately, the EEA passed by a vote of 399-3 in the House and by unanimous consent in
the Senate and is now codified at 18 U.S.C. § 1831 ef seq. The EEA makes it a criminal offense
to misappropriate a trade secret for the benefit of any “foreign government, foreign

14

instrumentality, or foreign agent.” " The act also criminalizes the misappropriation of a trade

secret “that is related to or included in a product that is produced for or placed in interstate or

»lS

foreign commerce.””” And the act authorizes the Attorney General to initiate a civil action to

obtain appropriate injunctive relief for a violation of the law. '

125 Rep. No. 104-359, The Industrial Espionage Act of 1996, at 5-6 (1996).
13 1d. at 9 (relying on report of the National Counterintelligence Center).
Y18 US.C. § 1831(a).

5 Jd, § 1831(b).

16 1. § 1836. Towards the conclusion of Senate consideration of the EEA, a number of
businesses requested that the bill include a federal civil remedy for the misappropriation of a
trade secret to complement the bill’s criminal provisions and the civil injunctive remedy it
provided to the Attorney General. That request was made when the process was quite advanced
and a general consensus surrounding the Senate bill had been reached. The provision was not
included because it was raised too late in the process, but the thought was that the Congress
could turn to that issue the following year. It was seen as a potentially valuable addition, but one
that needed to be vetted on its own. For a variety of reasons, primarily that congressional
attention on intellectual property issues was next absorbed by the subject that led to enactment of
the Digital Millennium Copyright Act and subsequently by patent reform, the addition of a
private federal civil remedy was not taken up following enactment of the EEA and lay dormant
for a number of years thereafter, only to be renewed recently by members of both chambers,
including members of this committee.



16

1I. Recent Legislation

At the end of last Congress, this Committee was responsible for enacting two important
laws to strengthen enforcement of trade secret laws. The Foreign and Economic Espionage
Penalty Enhancement Act of 2012, P.L. 112-269, introduced by then-Chairman Smith increased
penalties specifically for trade secret theft under the EEA for crimes that the perpetrator knows
or intends to benefit a foreign government, instrumentality or agent. Fines for individuals were
increased from a maximum of $500,000 to $5 million, and fines for organizations were increased
to $10 million or three times the value of the stolen trade secret, including expenses for research
and design. A House Report on the bill explained that “[b]y strengthening penalties and
enhancing criminal deterrence, the bill protects U.S. jobs and technologies while promoting
investments and innovation.”"” The House Report recognized the “significant and growing
threat presented by criminals who engage in espionage on behalf of foreign adversaries and
competitors.”'®

Congress also sent to the President the Theft of Trade Secrets Clarification Act of 2012,
P.L. 112-236, which clarified the scope of the EEA to overturn the Second Circuit’s decision in
United Siaies v. Aleynikov, 676 F.3d 71 (2d Cir. 2012), but made sure that the EEA continued to
apply only to trade secrets related to products or services used in interstate commerce.

These recent legislative successes are important and promising steps to strengthening
U.S. trade secrets law, and they have created an environment in which trade secrets are
recognized as critical intellectual property entitled to the protection of federal laws in addition to

the state laws that have traditionally protected them. They still have not put trade secrets — so

""H.R. Rep. No. 112-610, Foreign and Economic Espionage Penalty Enhancement Act of 2012,
at2 (2012).

Y Id at 1.
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valuable to America’s most innovative companies — on par with other forms of intellectual
property, including patents, trademarks, and copyrights, all of which enjoy protection under a
federal civil remedy. Owners of those other forms of intellectual property can protect what is
rightfully theirs by taking action in federal court under the patent, copyright, and trademark laws.

Recognizing the value of American trade secrets, Congress has also approved free trade
agreements that include specific protections for trade secrets. The U.S.-Colombia Trade
Promotion Agreement, for instance, which took effect on May 15, 2012, contains explicit trade
secret protections for pharmaceutical and agricultural products, as well as other intellectual
property rights protections. '

III.  Congress Should Enact a Federal Civil Remedy for the Misappropriation of Trade
Secrets

The EEA, as amended last Congress, provides an important tool in fighting the theft of
trade secrets and demonstrates a commitment by Congress to aid in protecting this vital form of
U.S. intellectual property. Since enactment of the EEA, the problem of trade-secret theft has
grown dramatically. Foreign competitors of U.S. business are trying to steal their way to success
on the back of intellectual property developed here in the U.S. Although the EEA has been used
successfully in many instances, the FBI has several priorities and limited resources and, as a
result, cannot always respond to reports of the theft of a trade secret, even by foreign individuals
and firms. Just as we as a society rely on both criminal law and the complementary tools of civil
legal process to allow parties to protect their property interests, we should do so in this arena as

well.

1 See M. Angeles Villarreal, Cong. Research Serv., RL34470, The U.S. Colombia Free Trade
Agreement: Background and Issues, at 5 (2014).
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The methods thieves use in their attempts to steal American trade secrets are growing
more sophisticated by the day, and our laws must keep pace. American businesses that compete
globally will lose their competitive edge — and put at risk thousands of well-paying U.S. jobs —
if they cannot quickly pursue and stop thieves who steal their hard-eamed secrets to sell to the
highest foreign bidder. Federal law must provide our country’s innovators and job creators with
the tools they need to keep their trade secrets from falling into the wrong hands. The failure to
do so risks the global competitiveness of the U.S. economy, which more than ever depends on
our innovative intellectual property to provide our competitive advantage over foreign
businesses.

Civil trade secret laws originated at the state level, in an era when trade secret theft was
largely a local matter. State trade secret laws work well when, for instance, an employee of a
local business steals a customer list and takes it to the business down the street. For companies
that operate across state and national borders and have their trade secrets threatened by
competitors around the globe, the array of state laws is inefficient and inadequate for several
reasons.

First, companies need compliance plans to protect their trade secrets. Under the array of
state laws, a company that operates in more than one state bears additional and unnecessary costs
to protect this form of intellectual property. Second, trade secret theft today is increasingly
likely to involve the movement of the secret across state lines. Such multi-jurisdictional
movement makes discovery and service of process difficult. Federal courts permit subpoenas to
be issued nationwide, but state courts are often not as efficient at obtaining discovery in other
states. And third, trade secret cases require swift action by courts across state lines to preserve

evidence and protect the trade secret from being divulged. This is particularly true when the
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theft is by an individual looking to flee the country, as is increasingly the case. State courts lack
the ability of the federal system to serve defendants and prevent the disclosure of the trade secret
or destruction of evidence.

Once a trade secret has been divulged, or is made known to a competitor, trade secret
protection may be lost forever and the harm from disclosure is often irreparable. Given the
mobility we enjoy today, the ease with which people and information travel across state and
national borders, relying on disparate state laws and procedures is no longer adequate for the
protection of trade secrets in the 21st century. The world of business has changed dramatically
in a decade, not to mention since trade secret laws were first developed in the 19th century. U.S.
businesses need remedies that enable them to respond immediately and effectively across state
lines to protect their trade secrets.

The Senate is considering the Defend Trade Secrets Act, S. 2267, which will create a
uniform federal civil remedy for trade secret misappropriation and provide a mechanism to
obtain expedited relief when there is a threat that stolen U.S. trade secrets are about to be
disclosed or the evidence destroyed. A consistent, harmonized legal framework will provide a
more efficient and effective legal structure to protect the valuable intellectual property of
American businesses and help protect and promote U.S. global competitiveness and preserve
high-quality U.S. jobs. It will also put trade secret protection in-line with the remedies available
for owners of other forms of intellectual property. Further, by creating a uniform standard, the
legislation will encourage companies to create one set of best practices to protect their trade
secrets in every state.
1IV.  Conclusion

In the information age, knowledge and innovation are our greatest strengths as a country.

But for that same reason, they are also the target of sophisticated thieves hoping for a quick

9
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payday on the backs of American businesses. A federal civil remedy for trade-secret theft would
provide an important addition to existing protections for trade secrets at the federal and state

levels and could potentially bolster our economy at no additional cost.
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Mr. CoBLE. Mr. Hertling, I thank you for that. I was going to rec-
ognize you and welcome you back to the Hill, whether you had
made that comment or not, but I thank you for that. I think you
are the only witness, Mr. Hertling, who did have Hill experience,
so it is good to have you back on the Hill.

Mr. HERTLING. Thank you.

Mr. COBLE. Good to have the other three witnesses as well.

Mr. Simon, you are recognized for 5 minutes.

TESTIMONY OF DAVID M. SIMON, SENIOR VICE PRESIDENT
FOR INTELLECTUAL PROPERTY, SALESFORCE.COM INC.

Mr. SiMON. Thank you, Mr. Chairman.

Mr. COBLE. Mr. Simon, pull that mike a little closer to you. I'm
not sure you’re on yet.

Mr. SiMON. Okay.

Mr. CoBLE. That is better.

Mr. SiMON. Thank you, Mr. Chairman, Ranking Member Nadler,
and Members of the Judiciary Committee. I want to thank you for
the opportunity to discuss the need for a Federal trade secret law
on behalf of Salesforce.com.

Trade secrets are vital and important to us. Having been named
Forbes magazine’s most innovative company for the last 3 years,
trade secret law is central to protecting our intellectual property.
Unlike conventional software, almost all our software stays in our
data centers. Our customers entrust their own and their user sta-
tus for storage by us so their data can be processed by our servers.
Yet it is vital and important to us that any legislation take into ac-
count some fundamental differences that have arisen as a result of
Internet business models, such as the ones we use, in contrast to
old rules based on seizure for physical goods.

Trade secrets differ from other forms of IP in several respects,
as many have noted. No government agency needs to examine our
secrets to obtain protection as opposed to patents or trademarks.
Unlike copyrights, no registration is required before filing a law-
suit. Protection is immediate. As long as our secret information is
not accessible to others, has actual or potential value, and is sub-
ject to reasonable efforts to keep it secret, the law in the U.S. pro-
vides, while disparate, powerful civil and criminal remedies to stop
others who try to steal our own or our customers secrets. Given the
simplicity of this protection and these strong sanctions, it is little
wonder that the National Science Foundation found by a factor of
two, U.S. managers believe trade secrets are the most important
form of IP protection available.

We appreciate the need for both a strong trade secret protection
and strong remedies. I was involved in one of the earliest Economic
Espionage Act prosecutions and the ability to seizure the stolen
trade secrets hidden in the thief's house was key to the success of
the prosecution. However, many of the proposals that we have seen
provide a seizure power to private civil litigants that we view is far
too strong. They fail to take into account the differences between
trade secrets and other IP that I just outlined and the difference
between physical goods and the Internet economy.

The seizure provisions fail to even take into account that often
what is involved is third party’s property. If one assumes that one
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of our 100,000 customers has misappropriated someone’s secrets,
that does not justify having marshals enter our storage networks
and starting to seize our disk drives. Not only are these drives our
property, but the way our proprietary workload and security proto-
cols for data storage work, the data for any one customer is highly
likely to be intermixed with the data of hundreds of other cus-
tomers on any one disk drive. Any drive that were seized would
probably also include dozens, if not hundreds of third party secrets.
Seizure of the drives also is likely to result in business interruption
for the dozens or hundreds of innocent customers whose data is
seized. For these reasons alone, we believe that ex parte seizures
of innocent third parties who host data for others should be prohib-
ited.

Further, proposed in these overly generous ex parte provisions
point too often to counterfeit marks and copyrights to justify their
position regarding seizures from third parties. However, that ig-
nores fundamental differences between trademarks and trade se-
crets. Marks and copyrights in seizure matters are almost invari-
ably concerning physical things. Trade secrets, by their very na-
ture, ethereal. Unlike trademarks and copyrights, trade secrets do
not require any form of government approval or registration. Judg-
ing on counterfeit marks and copyrights do not require technical
expertise. Seizure by marshal requires, on the other hand, of trade
secrets also—excuse me—on trademarks also does not require tech-
nical expertise. Seizure of computer information stored on disk
drives clearly does.

With few district court judges or marshals trained in the details
of how computer storage networks work, the right procedures to ob-
tain through secret and unbalanced ex parte hearings needs to be
carefully cabined. Nor does the emergency application for relief
from a seizure order provide an adequate remedy. District court
judges, as this Committee knows, are tremendously overburdened,
and Federal Rule of Civil Procedure 65 permits a judge to keep a
seizure order in place for up to 14 days without a hearing. The
Internet economy often provides the interruption of a customer
service, can no—can last no longer than a total of 5 minutes in an
entire year, so current seizure rules permit an interruption that is
approximately 4,000 times longer than what is often contractually
mandated for business on the internet.

In short, trademarks and copyright cases involve physical things
that are well understood generally by the legal system. Internet
business models of hosting together all sorts of third party informa-
tion are little understood and need different models. We look for-
ward to working with the Committee on achieving the right bal-
ance for a strong trade secret law that also balances the needs of
the Internet economy.

Thank you, and I will be happy to answer any questions you may
have.

[The prepared statement of Mr. Simon follows:]
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Mr. Chairman, Ranking Member Nadler and members of the House Judiciary
Committee, [ want to thank you for the opportunity to discuss the need for a federal
trade secret law on behalf of salesforce.com. This subcommittee’s jurisdiction over
both intellectual property and the Internet provides the best forum for balancing the
need for robust protection of trade secrets and the privacy of millions of users
whose business and lives have come to depend upon the Internet from an overbroad
trade secret seizure remedy.

[ also believe that my company salesforce.com is well suited to testify about
that balance. As Forbes magazine’s most innovative company in the world for each
of the last three years, trade secrets play a vital role in securing our intellectual
property. Offsetting our needs for robust trade secret protection is the even more
compelling need to protect the data of our hundred thousand plus business
customers and 22,000 charities and educational customers. These customers range
from the giants of industry and large multinational charities to small businesses and
charities.

To be clear, we believe that federal protection of our trade secrets would be
helpful and we support the Congressional efforts to strengthen those protections.
Nonetheless, in seeking that protection, we cannot violate our customers’ and their
users’ trust. That trust is core to our business. Our customers, both large and small,
trust us to protect their data. They trust us to ensure that we will protect the
sanctity and availability of their data. They trust us to ensure that they can reap the
benefits that the Internet offers without having their businesses interrupted while
protecting their trade secrets. And they trust us to protect their users’ privacy. The
trust and faith of our customers and their users leads me to be here today to express
our concerns with the seizure remedies that we have seen in some of the trade
secret proposals. These remedies fail to take into account Internet business models
that have emerged over the past decade. Notlimiting those remedies could result in
the loss of this trust that is so vital to our success by leading to the interruption of
our customers’ businesses and by comprising the secrecy of their data.

The Importance of Trade Secrets to salesforce.com and the Need for
Legislation

While we have concerns about remedies in current proposals, trade secrets
are among the most important ways we protect our intellectual property. By the
very nature of our offerings, which are almost exclusively software as a service
(SAAS), virtually all of the actual software sits on our servers and never leaves our
secure environment. Generally speaking, our customers’ data sits on those servers
too. However, since the vast majority of our code is kept under wraps, the
knowledge that the law protects the secrecy of our fifteen year, multibillion dollar
investment in our code and computing environment is critical to maintaining the
trust of our customers and investors. This code and this environment are
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protectable as trade secrets as they are not generally known or readily accessible,
have economic value as shown by our multi-year thirty percent year on year growth
to a $ 4 billion per year company and are rigorously kept secret.

And we are not the only company that relies upon trade secret protection.
Almost all of our 100,000 plus business customers and 22,000 charitable and
educational customers require us to keep their information and data that they
entrust to us secret. If the law did not aid us in preserving our customers’ secrets,
our efforts to gain and keep our customers’ trust would be for naught. We know this
not only from the probing questions that our customers ask to assure themselves
about our security but also from research that shows trade secrets are considered
by far the most important form of intellectual property protection.!

However, the current legal environment for trade secrets has several
shortcomings. As many others have noted, US trade secret law is far from
consistent. Substantive trade secret law is largely controlled by state laws and in
some instances purely by state courts that may still rely on outdated common law
doctrines. Even though most states have adopted the Uniform Trade Secret Act,
others have not. Further, even the states that have adopted the UTSA have many
inconsistencies; the actual individual state statutory texts differ and state court
interpretations about even identical versions of the UTSA are far from consistent.?2
As an another example, the definition of trade secrets in the Economic Espionage
Act differs from the definition for the same term in the Uniform Trade Secrets Act.3

While some of these differences are subtle, the absence of a uniform federal
trade secret law is manifest with respect to international protection. While TRIPs
provides an international regime for trade secret law, the protection thatis
mandated is unfortunately vague. The heart of the relevant clause in TRIPs is vague;
it asks whether the trade secret has been acquired or used “in a manner contrary to

1 According to the National Science Foundation, almost two times the number of
managers considers trade secrets the most important form of intellectual property
2 D. Almeling, Four Reasons to Enact a Federal Trade Secrets Act 19 Fordham Int.
Property & Media Law Review 769, 774 (2009); see also Firetrace USA LLC v.
Jesclard, 800 F.Supp.2d 1042 (D. Ariz. 2011){noting substantial diversity among
state court interpretations about whether the Uniform Trade Secrets Act preempts
common law remedies).

3 The Uniform Trade Secret Act defines a trade secret as “Trade secret” means
information ... [d]erives independent economic value... from not being generally
known to ... other persons who can obtain economic value from its disclosure or
use. California Civil Code § 3426.1(d). The EEA defines a trade secret as to
information that “derives independent economic value ... from not being generally
known to, and not being readily ascertainable through proper means by, the public.”
18 U.S.C. § 1839(3).
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honest commercial practices.”* As a result, in Europe alone, trade secret law, which
to date is not yet controlled by a European Union Directive, is a patchwork of
different forms of protection. Whatis contrary to honest commercial practices in
one country may be considered acceptable in other countries. Thus, in some states
trade secret is viewed largely as a creature of contract while in other states, the
scope of protection varies with the type of secret at issue.5

Far more serious, however, is many countries’ failure to recognize trade
secrets as a form of property.® That refusal to recognize trade secrets as a species of
property can have major consequences with enforcement authorities. For example,
some European authorities have disclosed companies’ trade secrets under the logic
that the harm in disclosing a trade secret involves purely commercial interests and
is notirreparable.” It may not be a coincidence that in denigrating trade secrets as a
form of intellectual property, at least some countries’ regulators seem to adversely
impact foreign companies from the United States and elsewhere.

While my understanding is that the United States Trade Representative
historically has favored stronger trade secret protection, the representative’s staff
have felt hamstrung by the inconsistent protections offered for trade secrets at the
state and federal level. The lack of consistent protection means that in negotiations
the USTR in trying to improve foreign trade secret protection in bilateral and
multilateral talks can only seek the lowest common denominator of those state and
federal laws. That lowest common denominator approach arises according to my
discussions with prior USTR staffs from their need not to advocate for treaty
provisions that are inconsistent with domestic U.S. law.? Since we have almost fifty
different versions of trade secret law, the only approach that the USTR can take is to
advocate for the lowest common denominator instead of advocating for strong trade
secret protection.” The lack of consistent protection means that the USTR is

4 Agreement on Trade-Related Aspects of Intellectual Property Rights, Apr. 15, 1994,
Marrakesh Agreement Establishing the World Trade Organization,

Annex 1C, The Legal Texts: The Results of the Uruguay Round of Multilateral Trade
Negotiations 320 {1999), 1869 U.N.T.S. 299, 33 L.L.M. 1197 (1994).

5 See, e.g., Report of the European Commission Conference of 29 June 2012, “Trade
Secrets: Supporting Innovation, Protecting Know-How” 9 (available at
ec.europa.eu/internal_market/iprenforcement/docs/conference20120629/
ts_summary_consolidatedfinal20120913_en.pdf).

61d.at 15.

7 Case T-201/04 R Microsoft v. Commission [2004] ECR I1I-4463.

8 See generally Testimony of Ambassador Marantis, Hearing before the
Subcommittee on Trade of the Committee on Ways and Means, U.S. House of
Representatives, 120t Congress, First Session, December 14, 2011 Serial No. 112-
TR4 (2012).

? To be clear, within the constraint of a lack of a national trade secret policy, the
USTR is an excellent resource. For example, the USTR reports regularly highlight
inadequacies in trade secret protection with a focus on the adequacy of remedies
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restricted in bilateral and multilateral negotiations from trying to improve foreign
trade secret protection. Thus, we believe that providing a robust national trade
secret policy embodied in a national law will aid the USTR in the development of a
robust international trade secret regime without local biases or discrimination that
result in inadequate protection.

While we firmly believe that providing a robust federal trade law will aid all
businesses, we also believe that the remedies of such a law must recognize that
commercial processes have changed since the Uniform Trade Secret Act was drafted
in the pre-Internet era. For the reasons that we will now point out, the remedies
provisions need to be updated to take into account new commercial realities.

Background on salesforce.com and its Customers in the Internet Age

To understand why the remedies drafted in a pre-Internet era are inadequate
today, one needs to understand how software as a service, whether provided by
salesforce.com or our competitors, works for hundreds of millions of users here in
the US and around the world. salesforce.com relies on the Internet to provide a
variety of software as a service. To process and retrieve that data in our service, our
customers such as Wells Fargo and the American Red Cross log into their accounts
over the Internet and submit their queries to access their data stored on our servers
and receive processed information back. They are able to use all of our offerings to
run their business without the complexity of running the software themselves.

Our customers’ data and our software are stored in large storage arrays that
we call pods. While there are always exceptions, few customers have dedicated
storage for their information in our system. Rather, systems such as ours scatter the
customer data among a host of storage devices. As aresult, the data is sometimes in
geographically differentlocations. Individual customer data at the physical level is
intermixed with data of other customers according to complex algorithms that take
into account workloads, access speed and security. While an individual customer’s
data may be arrayed across dozens or hundreds of storage devices intermixed with
others’ data, no customer has the ability to access the other customer’s data without
that customer’s permission. Any one physical drive at any moment in time could
have fragments of hundreds of customers’ data. [n the blink of the eye, our systems
that monitor work loads and security may move some or all of those fragments to
different systems with different customers’ data in our quest for flawless
performance. Notwithstanding this intermixing of data, we have a reputation of
providing a secure and robust environment for our customers to store and access
the data that drive their billion dollar businesses.

and prevention of discriminatory rules. See US Trade Representative, 2014 Special
Report 301 Report 16 (available at .ustr.gov/sites/default/files/USTR%202014%
20Special%20301%20Report%20to%20Congress%20FINAL.pdf).
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There are a couple of points to draw from this structure, which is not atypical
of businesses that host other people’s data and provide software as a service over
the Internet. Physically removing or seizing any one physical drive unit will
generally remove only a fraction of a typical customer’s data. Worse, physically
removing that drive may also remove data for dozens, if not hundreds, of other
customers’ data on that unit. And removing that data could interrupt our
customers’ business, costing them millions of dollars each and in some instances
involving medical customers could even jeopardizing people’s lives. It is the current
proposals’ seizure provisions’ failure to take into account how information is
handled in the information age that concern us.

Seizures in the Salesforce.com Environment

We understand the need for the seizure authority in trade secretlaw. Ina
prior job, | was involved with a criminal investigation and subsequent prosecution
of economic espionage. Without the FBI's ability to seize thousands of pages of
electronic documents that had been stolen, I am not sure that the case could have
been brought.

The problem with the seizure provisions included in many proposals we
have seen for a federal trade secret law is they do not take into account this new and
increasingly common way of doing business over the I[nternet. Rather, all of the
proposals are based off of normal seizure rules in trademark counterfeiting
statutes!V and copyright statutes!! and in Federal Rule of Civil Procedure 65.12
These rules and statutes were originally drafted before there was an Internet and, in
some instances, were first drafted when computer disk drives had not even been
invented.1?

Consideration of how these rules operate in normal trademark and copyright
seizure cases demonstrates a need to change the model for the law. First, ex parte
seizures are usually authorized in a sealed courtroom with only the plaintiff and
counsel present. Based on the facts presented solely by the plaintiff’s counsel, the
judge makes a determination of whether the goods are a counterfeit. Ordinarily,

10 The Lanham Act provides for seizure of counterfeit trademark goods. 15 USC §
1116(d).

11 The Copyright Act incorporates by reference certain subsections of §1116(d). See
17 USC § 503(a)(3).

12 While on its face, Federal Rule of Civil Procedure 65 does not refer to seizures,
courts have approved the appropriateness of using Rule 65 to authorize ex parte
seizure orders. See, e.g, First Technology Safety Systems, Inc. v. Depinet, 11 F.3d
641 (6™ Cir. 1993)(finding § 503(a)(3) inapt and analyzing the appropriateness of a
seizure under Rule 65).

13 Federal Rule of Civil Procedure 65 was first adopted in 1937. Section 1116(d)
was added in 1984 by Pub. L. 98-473, 88 Stat. 1949 (1984).
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that requires no technical expertise. In a trade secret case, however, what is a trade
secret requires a technical analysis—an analysis that few judges are able to make on
their own.1*

These technical determinations go far beyond what is or is not a trade secret.
Often trade secret plaintiffs want to seize hard drives to see whether forensics can
establish what the alleged wrongdoer may have erased.1> An expert may submit a
truthful declaration about forensics about what information can be gathered from a
disk drive taken from a personal computer. The typical trial judge with a degree in
history or political science may well be swayed by such “evidence” along with
having heard war stories over the years regarding what can be discovered from a
disk drive. Yet, the non-party hosting the data will not be present and will be unable
to tutor the judge that a PC environment is totally irrelevant to a cloud-based
storage warehouse with data being replicated and shifted constantly, irrespective of
what the data owner is doing. Nor will the party who hosts the data be able to
explain to the judge that this forensic analysis could expose otherwise legally
protected third party data, such as health records. Grave harm could be done in the
face of such overly zealous or poorly informed private litigants.

Further, the plaintiff who is asking for the ex parte relief will ask the judge
for a de minimus bond. Judges have broad discretion in setting bonds and the bond
amounts are often hastily arrived at with little or no consideration of the real harms.
Many judges believe that requiring significant security or bonds will deny plaintiffs
the relief they seek and therefore set de minimus amounts for the security.16 While
a party can recover against security ordered by the court, recovery by the injured
party exceeding the amount of the security is a rare exception.!” That is a first
problem with current security requirements for injunctions as security is often too
low in view of the potential for harm. Further, Federal Rule of Civil Procedure 65
has a major shortcoming as the amount of security posted only covers the harm to
parties in the litigation.'® The result is that if a court grants a seizure order against

14 While it is noted that in technical patent cases judges often get tutorials from both
sides in the litigation and can appoint their own technical experts, in the context of
an ex-parte hearing in a sealed courtroom, these aids are not available to the court.
15 See Lexis-Nexis v. Beer, 41 F.Supp.2d 950 (D. Minn. 1999)(forensic analysis of
defendants’ hard drive showed erasure of plaintiff's files).

16 [n Bragg v. Robertson, 54 F. Supp. 2d 635 (S.D. W. Va. 1999) where the court
granted a $5000 bond and then the appellate court reversed the granting of the
injunction, leaving the plaintiff with no effective remedy. Bragg v. W. Va. Coal Ass'n,
248 F.3d 275 (4th Cir. 2001).

17 Intl Assn of Machinists v. Eastern Airlines, Inc.,, 925 F.2d 6, 10 (1st Cir. 1991).

18 Federal Rule of Civil Procedure 65 (c) “The court may issue a preliminary
injunction or a temporary restraining order only if the movant gives security in an
amount that the court considers proper to pay the costs and damages sustained by
any party found to have been wrongfully enjoined or restrained.” See 0. Grosskopf
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an alleged misappropriator that harms innocent third parties such as
salesforce.com, or its customers, there is no ability to recover against the security,
even if the amount set was adequate. Thus, current security and bond practice for
seizures have several shortcomings.

That harm does not stop at the courtroom, however. When the marshal
accompanied by plaintiff's representatives arrives at the storage site, the same
technical issues that confronted the district court judge also confront the marshal.1?
Assuming the site owner who hosts the alleged misappropriator’s data decides not
to risk a contempt citation and admits the marshal (and the marshals do have guns
and badges after all}, the marshal will be confronted with row after row of
equipment racks with hundreds of cables. The site owner is then faced with a
Hobson’s choice. Either it must comply with the court order, if even possible, by
removing disk drives and interrupting the business not only for the alleged
misappropriator, but also of dozens or hundreds of innocent customers.
Alternatively, the owner of the storage site may refuse compliance so that the
businesses of thousands of thousands of customers continue to run but risk
contempt citations.

Proposed Solutions

Despite highlighting a number of potential problems with trade secret
seizures, we do believe in strong trade secret remedies but subject to certain
protections. We believe that the remedy needs procedural and substantive
safeguards that are not reflected in the copyright and trademark law remedies that
antedate the Internet and software as a service. Our belief is that courts should be
prescribed from ordering any seizure of third parties hard disk drives absent
compelling evidence of wrong doing by the third-party. Absentsuch evidence, the
appropriate remedy for those who host third-party information is to require the
third-party hosting entity to deny access to the specified information and create a
copy of the relevant information.

If Congress believes that there are truly unique situation where the harm to
third parties justifies seizure of media from a business that hosts third party data,
then several protections must be provided. First, the law needs to explicitly
recognize that ex parte orders for the seizure of property owned by innocent third
parties should be ordered in only the rarest of circumstances. Most hosting

& B. Medina, Remedies for Wrongfully-Issued Preliminary Injunctions, 32 Seattle
Law Review 903,909 (2009).

19 See generally A. Kramer & M. Sommers, Taking an Aggressive Stance Against
Counterfeiters: An Overview of Trademark Counterfeiting Litigation under the
Lanham Act, IP Litigator, September/October 1999 (last viewed at
http://www.finnegan.com/resources/articles/articlesdetail.aspx?news=d0fb159b-
947e-427a-b03a-e6d60cf27215).
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agencies already have the ability to either deny access to accounts or download all
of the information in the account that can then be sequestered in case of subsequent
attempts to change the information. salesforce.com regularly accomplishes these
tasks when responding to subpoenas or other judicial orders. Once access has been
denied and the information has been copied, the court can provide for an
evidentiary hearing permitting a third-party hosting entity and others who may be
harmed by a seizure order to argue to the court whether a seizure is the appropriate
remedy on a full evidentiary record. Simply put, there needs to be a heavy thumb on
the scales for when the courts so that ex-parte seizures in such circumstances are
truly rare.

Second, to avoid harm to the innocent host and their other customers, the
law should compel a plaintiff seeking a seizure has to come forward with clear and
convincing evidence that the harm it will suffer grossly outweighs the harm the
seizure may impose upon these third parties, including the business disruption they
may suffer. That showing should also expressly require the party seeking such
extraordinary relief to demonstrate clear and convincing evidence why other less
damaging alternatives such as denial of access to the information and storing a copy
of the information of concern is inadequate.

Third, the court should ensure the information of the innocent third parties is
not placed in jeopardy. In particular, upon seizure, the court should direct that the
media be placed in the custody of a trusted third-party who will segregate the
alleged misappropriator’s information from other information and only the directly
relevant information may be provided to the plaintiff's counsel under a suitable
attorneys eyes only protective order. Otherwise, we could be allowing the
information of innocent customers to be put in jeopardy by the process.

Fourth, current procedural rules permit up to fourteen days before a court is
required to permit others’ to seek judicial intervention to either expunge or limita
seizure order. Thatis simply too long of a period. Given the potential disruption to
innocent hosts and third-parties, the host and any customer or user should be
permitted to seek emergency relief from the order within four hours. Many
customers insist on “seven-nine’s service {99.99999%) up time.” Translated into
laymen’s terms, that means they expect less than six minutes of interruption in an
entire year to their service. Anything longer simply results in too much harm. Asa
result, the right to seek urgent relief from an ex-parte order is just as important as
the right for plaintiffs to be able to obtain prompt ex-parte relief and rules need to
reflect this urgency.

Fifth, the security that the court requires to protect against erroneous seizure
orders cannot be the limit that is placed upon third-parties inadvertently harmed by
the order. Currentlaw only requires bonds for parties but non-parties will need
protection if seizures are permitted under this regime. Arbitrary limits from
security regimens designed to protect only plaintiffs are demonstrably inadequate.
My experience in trademark and copyright cases is that these security amounts are



32

often an afterthought and bonds rarely exceed $100,000. Judges even have
discretion to set the security at zero.2? Rather, in entering the order, the court
should require security commensurate with the number of potentially impacted
parties and the magnitude of their businesses along with providing an advisory to
the plaintiff that the plaintiff is liable for all harms that the seizure order can ensue.
Such financial incentives have long been recognized as a way to avoid over zealous
litigants; even the drafters of the Uniform Trade Secret Act included a provision to
deal with abusive trade secret plaintiffs.?2! Simply put, changes in technology during
the last twenty years raise the need for adequate protection from such
overzealousness where the potential harm to third parties have escalated since the
drafting of the UTSA.

Conclusion

While we believe in strong trade secret remedies, we also believe that if we
are going to enhance our trade secret protections then the seizure provisions need
to also be updated to reflect modern commercial practices. Information stored over
the Internet by alleged misappropriators is intertwined with third parties’
information and seizure orders places those third parties’ businesses and
confidential information at risk. Given this committee’s special purview over the
Internet, we trust that any legislation will provide adequate protections.

20 District 17, United Mine Workers Assoc. v. A & M Trucking, Inc, 991 F.2d 108, 110
n.2(4th Cir.1993)("The court's complete silence as to the bond requirement for the
injunction distinguishes the instant case from those in which a court, in its
discretion, chooses to set the bond amount at zero.)

21 See, e.g., Section 4 of the Uniform Trade Secret Act, providing for attorneys fees
for “claims of misappropriation in bad faith.”
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Mr. CoBLE. Thank you, Mr. Simon.
Mr. Burns.

TESTIMONY OF THADDEUS BURNS, SENIOR COUNSEL,
INTELLECTUAL PROPERTY & TRADE, GENERAL ELECTRIC

Mr. BURNS. Good afternoon, Chairman Coble, Ranking Members
Nadler and Conyers, and Members of the Committee, thank you for
inviting me to testify today on the importance of trade secret pro-
tection for job-creating companies in America. My name is Thad-
deus Burns, and I am Senior Counsel, Intellectual Property and
Trade, at General Electric, a company that has been at the fore-
front of innovation since 1892. I am here today on behalf of the In-
tellectual Property Owners Association, a trade association rep-
resenting more than 200 companies and 12,500 individuals in all
industries and fields of technology. Trade secrets are an increas-
ingly important form of intellectual property for IPO members. We
invest significant resource to develop proprietary know-how, such
as manufacturing processes, industrial techniques, formulas, codes,
and designs. The value of our trade secrets is not lost on competi-
tors here and around the world, and the theft of our intellectual
property has become a growing problem.

The threat comes from numerous sources, and the rise of global
supply chains and perpetual connectivity has made it even easier
for would-be thieves. And when our trade secrets land in the hands
of a rival, we are put at a competitive disadvantage. Trade secret
theft has become more sophisticated, and companies have re-
sponded by raising our internal defenses, but the law also needs to
keep pace. The current legal tools available to remedy trade secret
theft are unnecessarily inefficient and inconsistent with other
areas of intellectual property law.

The Economic Espionage Act is the Federal law that protects
trade secrets but, as a criminal law, has its limitations. The FBI
and Department of Justice do an excellent job, but they have lim-
ited resources, numerous priorities, and would never be in a posi-
tion to bring charges in all instances of trade secret theft.

Most States have adopted civil remedies based on the Uniform
Trade Secrets Act. These laws work well to remedy local and intra-
state trade secret theft, such as the case of an employee who takes
a customer list to the competitor across town, but State courts are
not well suited to respond to the nature of trade secret theft today,
which is increasingly likely to involve the movement of trade se-
crets across State and even international lines and requires swift
action by courts to preserve evidence and protect the trade secret
from being divulged.

IPO, therefore, supports the creation of a Federal civil remedy for
trade secret misappropriation which would allow a trade secret
owner to act more quickly across State lines. Owners of other forms
of intellectual property, copyright, patents, and trademarks can en-
force their rights in Federal court. IPO urges this Committee to
consider effective and balanced legislation to create a similar rem-
edy for trade secret owners that responds to the increasingly so-
phisticated nature of trade secret theft today.

Importantly, a Federal civil remedy will not increase litigation.
Businesses will never be shy about protecting our property rights
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when our investment in R&D are stolen. We will act to protect our
trade secrets, whether it means going to State court or Federal
court, but a Federal remedy will be more efficient and effective.

A Federal civil remedy is also important to our global competi-
tiveness. The ability of American companies to access foreign mar-
kets is affected by the protection those markets provide for intellec-
tual property. The U.S. Trade Representative’s Office prepares a
Special 301 Report each year identifying trade partners in market-
places that have inadequate IP protection. IPO submitted com-
ments earlier this year as part of that process which highlights the
problem of inadequate trade secret protection.

If the United States leads by example, however, we have an ex-
cellent opportunity to raise and harmonize the global framework
for trade secret protection. Enacting legislation that creates the
gold standard for trade secret protection will be important as the
EU considers its trade secrets directive and as the United States
negotiates multilateral trade agreements and bilateral investment
treaties.

In conclusion, IPO supports a Federal civil remedy for trade se-
cret theft because our member companies, creators of innovative
products and demand around the world, and creators of good well-
paying jobs in the United States, know that our value is in our
ideas and our creativity. We are increasingly being targeted by so-
phisticated efforts to steal our proprietary information. A Federal
civil remedy will provide important tools we need to safeguard our
valuable know-how and to continue to lead the world in creating
new and innovative technologies, products, and services.

Thank you for the opportunity to testify today, and I look for-
ward to your questions.

[The prepared statement of Mr. Burns follows:]
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Introduction and Summary

Good afternoon Chairman Coble, Ranking Member Nadler, and Members of the
Committee. Thank you for inviting me to testify today on the importance of trade secret
protection for American companies.

My name is Thaddeus Burns, and I am Senior Counsel, Intellectual Property & Trade, at
General Electric, a company that has been at the forefront of innovation since 1892. 1 am here
today on behalf of Intellectual Property Owners Association (“IPO™), a trade association
representing companies and individuals in all industries and fields of technology who own, or are
interested in, intellectual property rights. TPO’s membership includes more than 200 companies
and more than 12,500 individuals who are involved in the association either through their
companies or as inventor, author, law firm, or attorney members.

Trade secrets are an increasingly important part of IPO members’ intellectual property
portfolios. IPO members have developed, at significant cost, a host of trade secrets that give
each of us a competitive edge and help us outcompete in today’s challenging global markets.
These trade secrets are manufacturing processes, industrial techniques, proprietary technologies,

formulas, codes, designs, and customer lists. Our competitiveness in the global economy
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depends on this information remaining confidential. In all, trade secrets constitute roughly two-
thirds of the value of companies’ information portfolios.'

The value of our trade secrets is not lost on competitors here and around the world.
Trade secret misappropriation is a large and growing problem. The threat comes from company
insiders who would take our trade secrets and sell them to the highest bidder, and outsiders
including both competitors who try to infiltrate our networks and foreign governments and
companies overseas using their espionage capabilities against American companies. The rise of
sophisticated technology, perpetual connectivity, and globalized supply chains has made it even
easier for would-be thieves to access competitively sensitive information. And when that
information lands in the hands of a rival, the rival can replicate market-leading innovations at a
fraction of the cost, bypassing the years of research and development we put into our products.

We have raised our defenses and are employing the best technologies and strategies to
protect our intellectual property. But federal law has not kept pace with the technological
innovation that has enabled increased trade secret theft. TPO therefore supports the creation of a
federal civil remedy for trade secret misappropriation, to enhance trade secret protection for
innovators and give us the tools to protect ourselves. Owners of other forms of intellectual
property - copyrights, patents, and trademarks - can enforce their rights in federal court. Trade
secret owners should have a similar remedy. At stake are the continued competitiveness of

market-leading American companies and the millions of jobs we provide.

! Forrester Consulting, The Value of Corporate Secrets, at 2 (March 2010), available at
http://www .nsi.org/pdfireports/The%620Value%200f%20Corporate%20Secrets. pdf.
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I The Current Legal Regime Does Not Provide Sufficient Trade Secret Protection

The current legal tools available to remedy trade secret theft are unnecessarily inefficient
and inconsistent with other areas of intellectual property law. In the United States, these tools
comprise the Economic Espionage Act of 1996 (“EEA”), a criminal law, and an array of state
laws that provide civil relief.

The EEA is an important law that makes it a crime to steal trade secrets for the benefit of
a foreign government or for economic gain. But the EEA is a criminal statute, and criminal law
to protect intellectual property has two important limitations. First, the Department of Justice
has limited resources and is not in a position to bring charges in all cases of interstate trade secret
theft. Second, criminal law punishes the defendant, but the process for compensating the victim
is unwieldy, particularly when compared to relief available under civil law.

Federal statutes provide owners of other forms of intellectual property (patents,
copyrights, and trademarks) the right to bring a civil action in federal court to recover damages
and, in appropriate cases, enjoin further infringement. There is, however, no analogous federal
right to enforce trade secrets. We believe there should be. A federal civil remedy would provide
a consistent, unified framework for intellectual property protection at the federal level. The
tactics employed by those seeking to steal trade secrets are becoming increasingly sophisticated
and frighteningly effective; our law simply must keep pace.

Most states have adopted civil remedies based on the Uniform Trade Secrets Act. These
laws work well to remedy local and intrastate trade secret theft, such as the case of an employee
who takes a customer list to the competitor across town. But today, the increased digitization of
critical data and increased global trade have made it easier than ever before to misappropriate
vast quantities of data and transport it across state and international boundaries. As a result,

trade secret misappropriation cases today often involve actors and witnesses in multiple

3
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jurisdictions within the United States and, increasingly, overseas. State courts, unlike federal
courts, are not able to provide for prompt nationwide service of process to join parties and to
secure testimony and other evidence. And the fact that data can be copied and transterred far
more quickly than in the past heightens the need for immediate relief to halt misappropriation,
before the value of a trade secret is lost.

The need for immediate action to remedy trade secret theft is perhaps most pronounced
when the theft is by an individual looking to flee the country. State courts are not well equipped
to respond to applications for urgent assistance in cases where the defendant has crossed state
lines, and they lack the ability of the federal system to protect a trade secret stolen by such a
defendant. Whatever the mode of misappropriation, once the trade secret has been divulged, or
is made known to a competitor, trade secret protection may be lost forever and the harm from
disclosure is often irreparable.
1L 1PO Supports a Federal Remedy for Trade Secret Misappropriation

Innovative companies would benefit greatly from a uniform federal remedy that reflects
the sophisticated nature of trade secret misappropriation today. PO supports efforts to create a
federal remedy that give trade secret owners access to federal courts to respond quickly to trade
secret misappropriation. In IPO’s view, an effective remedy would provide the advantages of
federal service of process and provide for the speedy entry of orders, including on an ex parte
basis when warranted to prevent an imminent misappropriation, the dissemination of a stolen
trade secret, and to preserve evidence.

Any legislation should be balanced, however, and provide adequate protection against
improper use of the statute - particularly when an ex parte process is used. While the federal
civil remedy should authorize the seizure of a stolen trade secret in limited, appropriate

circumstances, the provision must contain safeguards to prevent abuse, including damages in the

4
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event of wrongful seizure and protection of the information seized to protect against
inappropriate access to the information.

A federal civil remedy will not lead to increased litigation. Businesses will never be shy
about protecting our rights when our investments in research and development, protected by
trade secret law, are stolen. We will act to protect our trade secrets, whether it means going to
state court or federal court. But a federal remedy will be more efficient and effective. We will
be able to go to a single federal judge, rather than running to multiple state courts to stop
interstate and international misappropriation.

The need is urgent. The U.S. Department of Defense has noted that “[e]very year, an
amount of intellectual property larger than that contained in the Library of Congress is stolen
from networks maintained by U.S. businesses, universities, and government departments and
agencies.”? In a 2012 speech, General Keith Alexander, the then-head of the National Security
Agency and U.S. Cyber Command, stated that TP theft due to cyber espionage is the “greatest
transfer of wealth in history,” estimating that U.S. companies lose $250 billion per year due to IP
theft.® In the United States, federal cases of trade secret theft doubled between 1988 and 1995,
doubled again between 1995 and 2004, and are projected to double again by 2017.*

The effect of trade secret misappropriation can be measured in dollars lost, jobs cut, new

hiring not undertaken, and innovation stifled. For example, when a Ford Motor Co. engineer

2 Dep’t of Defense, Strategy for Operating in Cyberspace, at 4 (July 2011), available at
http://www defense.gov/news/d20110714cyber.pdf.

3 Josh Rogin, NSA Chief: Cybercrime Constitutes the “Greatest Transfer of Wealth in History,
The Cable, July 9, 2012, available at

http://thecable foreignpolicy.com/posts/2012/07/09/nsa_chief cybercrime constitutes the great
est_transfer of wealth in history.

»

* David S. Almeling, et al., A Statistical Analysis of Trade Secrel Litigation in Federal Courts,
45 Gonz. L.Riv. 291, 293 (2010).
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copied 4,000 documents and went to work for a competitor, Ford estimated its losses at $50
million.®> A technology company shut down after its proprietary source code was
misappropriated.® The Commission on the Theft of American Intellectual Property, co-chaired
by Dennis Blair and Jon Huntsman, found that “illegal theft of intellectual property is
undermining both the means and the incentive for entrepreneurs to innovate, which will slow the
development of new inventions and industries that can further expand the world economy and
continue to raise the prosperity and quality of life for everyone.””

The passage of legislation to create a federal civil remedy will provide an important
additional tool to protect American innovation and promote investment in research and
development, and the jobs and economic prosperity such R&D will generate.

III.  Protection of Trade Secrets Abroad

The ability of American companies to access foreign markets is affected by the protection
those markets provide for intellectual property. The Office of the United States Trade
Representative (USTR) prepares a “Special 301 Report” each year that identifies trade barriers to
American companies due to inadequate or ineffective intellectual property protection. The
Special 301 Report is an important tool for putting trade partners on notice about concemns

related to their intellectual property protection and, in some instances, for setting the stage for

3 See Matthew Dolan, Fx-Ford Fngineer Pleads Guilly in Trade-Secrels Case, Wall St. J., Nov.
17, 2010.
¢ See S. Rep. No. 104-359, at 9 (1996) (reporting how the source code of Ellery Systems of

Boulder, Colorado, which supplied software technology to government projects, was stolen,
destroying the financial viability of the company).

7 The National Bureau on Asian Research, The Report of the Commission on the Theft of
American Intellectual Property, at 1 (May 2013), available at
http://www.ipcommission.org/report/IP_Commission_Report_052213.pdf.
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trade enforcement action. In 2013, for the first time, USTR included a designated section on
trade secret theft in its Special 301 Report.

TPO submitted comments earlier this year to USTR in response to USTR’s request for
public comment in preparation for the Special 301 Report. 1PO’s comments highlighted the
problem of trade secret misappropriation overseas and discussed where there are significant
problems around the world. Issues of concern include forced regulatory disclosure of trade
secrets, compulsory licensing, uneven enforcement, difficulties in evidence gathering to prove
trade secret theft, and an overall lack of effective intellectual property protection. Inadequate
protection of trade secrets abroad harms not only companies whose property is stolen, but also
the country where the theft occurs, because companies are then less likely to form joint ventures
and make high-value global supply chain investments in those countries.

Despite the challenges, we see some near-term opportunities to strengthen the global
framework for intellectual property rights. The United States must be a leader in trade secret
protection. A federal civil remedy for trade secret misappropriation is important for our global
trade agenda. To date, the United States has not consistently received cooperation from
international jurisdictions in protecting trade secrets in part because it does not have its own
federal civil statute to reference in encouraging the adoption and enforcement of similar
legislation by its treaty partners. Many countries provide insufficient protections for trade
secrets, which presents significant economic risks to American companies seeking to expand
operations globally. Establishing such a remedy is particularly important as the Furopean Union
considers its Trade Secrets Directive and as the United States negotiates multilateral trade

agreements and bilateral investment treaties.
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The issue of trade secret protection has already been included in draft negotiating
agendas for both U.S. and EU negotiators in the Transatlantic Trade and Investment Partnership
(TTTP) negotiations. Including trade secrets in a future TTIP Agreement will allow the U.S. and
EU to set the “gold standard” for trade secrets protection worldwide. Trade secrets language has
also been included in the Trans-Pacific Partnership (TPP) negotiations. Japan’s entry into the
negotiations provides a further opportunity to strengthen trade secrets protection in the
agreement and throughout the Asia-Pacific region.
1V.  Conclusion

TPO supports a federal civil remedy for trade secret theft because our member companies
— creators of innovative products in demand around the world and creators of good, well-paying
jobs in the United States — know that our value is in our ideas and our creativity. We are
increasingly being targeted by sophisticated efforts to steal our proprietary information. In our
global, information-based economy, the U.S.’s most valuable currency is our knowledge. A
federal civil remedy will provide important tools we need to safeguard our valuable know-how
and to continue to lead the world in creating new and innovative technologies, products, and

services.
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Mr. CoBLE. Thank you, Mr. Burns.
Mr. Moore.

TESTIMONY OF CHRIS MOORE, SENIOR DIRECTOR, INTER-
NATIONAL BUSINESS POLICY, NATIONAL ASSOCIATION OF
MANUFACTURERS

Mr. MOORE. Chairman Coble, Ranking Member Nadler, and
Members of the Subcommittee, thank you for your focus on the pro-
tection of trade secrets and for the opportunity to testify today. My
name is Chris Moore, and I am Senior Director for International
Business Policy at the National Association of Manufacturers. The
NAM is the largest industrial trade association in the United
States with more than 12,000 members in all 50 States.

Mr. Chairman, U.S. global leadership in manufacturing depends
on the strong protection and enforcement of intellectual property
rights, including trademarks, copyrights, patents, and trade se-
crets, both at home and abroad. Today, trade secrets are more im-
portant than ever before to manufacturers small and large. Trade
secrets are acquired and developed at significant cost and through
many years of company experience and investment. They provide
a powerful business advantage in highly competitive sectors, like
manufacturing, but trade secrets are not exclusive rights. Once dis-
closed, their value is lost forever. Theft has a measurable real
world impact. It costs good-paying American jobs and can even put
entire businesses at risk.

Trade secrets are particularly vital for small- and medium-sized
businesses that account for the vast majority of NAM members.
For many of these firms, trade secrets are their intellectual prop-
erty, but trade secrets increasingly are at risk in today’s more mo-
bile and interconnected global economy. Trade secrets theft is in-
creasingly interstate and international in scope. Manufacturers,
small and large, are doing everything they can to harden their net-
works and safeguard their trade secrets. Congress and the Admin-
istration also have critical roles to play in ensuring America’s laws
and policies are equal to today’s threats.

Specifically, NAM urges the Committee to support legislation
that would provide access to Federal civil enforcement for trade se-
cret misappropriation. Such access is vital because State courts are
not always well suited to working quickly across State and national
boundaries to facilitate discovery, serve defendants or witnesses, or
prevent a party from leaving the country. The time it takes to
bring action in multiple State courts gives thieves the advantage
and prevents trade secret owners from acting promptly to protect
proprietary information and preserve evidence. The cost of taking
action across jurisdictions can effectively bar businesses and espe-
cially small businesses from using a key tool to defend their rights.

Mr. Chairman, the fact that trade secret owners don’t have the
same access to Federal civil enforcement as owners of every other
intellectual property right leaves them without an essential means
to deter theft and recover losses. It also makes it harder for the
United States to lead internationally and to work with our overseas
trading partners to improve trade secret protection and enforce-
ment around the world.
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Trade secret protection and enforcement is still inadequate in
many countries and regions, putting industrial know-how and tech-
nology at risk. But with access to Federal civil enforcement, along
with effective criminal protection of trade secrets already provided
for under the Economic Espionage Act, there are concrete opportu-
nities to strengthen protection and enforcement overseas. Through
trade agreement negotiations and through ongoing engagement in
bilateral and multilateral forums, the United States can make com-
mon cause with Europe, with Japan, and others around the world
that are facing similar challenges and beginning to pursue their
own solutions.

Chairman Coble, Ranking Member Nadler, and Members of the
Subcommittee, manufacturers need your help to ensure they can
effectively and efficiently protect and enforce their trade secrets at
home and abroad.

Thank you for the opportunity to testify this afternoon. I look for-
ward to answering any questions you may have.

[The prepared statement of Mr. Moore follows:]
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Chairman Coble, Ranking Member Nadler and members of the
Subcommittee on Courts, Intellectual Property and the Internet, thank you for
your focus on the protection of trade secrets and for the opportunity to testify

today.

My name is Chris Moore, and | am the Senior Director for International
Business Policy at the National Association of Manufacturers (NAM). The NAM
(www.nam.org) is the largest industrial trade association in the United States,
representing more than 12,000 manufacturers in all 50 states. Manufacturing
employs nearly 12 million women and men across the country, contributed more
than $2.08 trillion to the U.S. economy in 2013 and accounts for two-thirds of

private sector research and development.

Today, trade secrets are more important than ever to manufacturers small
and large. These vital intangible assets include everything from proprietary
manufacturing plans, processes, techniques, codes and formulas to research,

marketing data and customer lists. The trade secrets of publicly traded U.S.
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companies alone are worth an estimated $5 trillion. The trade secrets of privately

held firms surely add much more to the total.

Trade secrets are acquired and developed at significant cost and through
many years of company experience and investment. They provide a powerful
business advantage in highly competitive sectors like manufacturing — but only
as long as they remain confidential. Trade secrets are not exclusive rights. Once
disclosed, their value is lost forever. Theft has a real, measurable, real-world
impact. It costs good-paying U.S. jobs and can even put entire businesses at

risk.

Trade secrets are particularly important for small and medium-sized
businesses that account for the vast majority of NAM members. For many of
these firms, trade secrets are their intellectual property. They rely on trade
secrets to protect their innovations, often because they are less expensive to
retain and enforce than patents. They leverage the expertise of their employees
to manufacture custom products that meet specific customer performance

requirements through proprietary processes.

That's why addressing the serious and growing threat of trade secrets
theft is so essential. The trade secrets on which many small and medium-sized
businesses rely are increasingly at risk in today’s mobile and interconnected
global marketplace. Estimates of losses from trade secrets theft range from one
to three percent of GDP in the United States and other advanced developed
economies.! The head of the National Security Agency believes theft costs

American companies $250 billion per year.?

" Center for Responsible Enterprise and Trade and PWC, “Economic impact of Trade Secret
Thefi: A framework for companies to safequard trade secrets and mitigate potential threats,”
February 2014.

2 Josh Ragin, "NSA Chief: Cybercrime Constitutes the '‘Greatest Transfer of Wealth in History,”
Foreign Policy, July 9, 2012.
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In our parents’ or grandparents’ day, trade secrets often were stolen by
individual employees acting alone. They took paper documents and sold them to
competitors across town. Now, trade secrets are digital and vulnerable to
anonymous hackers operating as part of criminal enterprises. Proprietary
information that might once have taken a moving truck to transport can walk out

the door on a thumb drive and be sold to competitors half a world away.

Manufacturers small and large are doing everything they can to harden
their networks and safeguard their trade secrets. They protect their trade secrets
through non-disclosure contracts, technological security measures and other
means. They educate their employees about the importance of protecting
proprietary information and the potential business impact if trade secrets are
stolen or disclosed. Those measures are costly, but unfortunately all too

necessary.

But there is only so much individual businesses can do alone. Congress
and the Administration have critical roles to play in ensuring America’s laws and
policies are equal to today’s threats. The good news is that Washington is
recognizing the problem. Congress has introduced and passed legislation that is
helping to upgrade our nation’s laws for the 21% century.® The White House has

organized federal agencies behind a strategy to mitigate trade secret theft.*

Those are critical steps, but they're not enough. We need to step up our
game. We need to ensure federal law keeps pace with technological changes
that increasingly enable trade secret theft. That's why the NAM supports
measures that enhance trade secret protection, raise the stakes for criminals and

enable businesses to better protect and enforce their rights, including legislation

8 See, for example, the Foreign and Economic Espionage Penalty Enforcement Act, which was
passed by Congress and was signed into law on January 14, 2013.

1 Office of the Intellectual Property Enforcement Coordinator, “Administration Strategy on
Mitigating the Theft of U.S. Trade Secrets,” February 2013.
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that would provide access to federal civil enforcement of trade secret

misappropriation.

Access to federal court is critical for businesses of all kinds. State civil
trade secret laws alone often are not sufficient to deter and remedy interstate
theft. State courts are not always well suited to working quickly across state and
national boundaries to facilitate discovery, serve defendants or witnesses, or
prevent a party from leaving the country. State laws can vary, making it harder

for firms to craft consistent policies.

When a trade secret is stolen, its owner must act quickly to protect
proprietary information and preserve evidence. Without access to federal courts,
thieves have the advantage. As an NAM Board member and small business
owner testified before the Senate Judiciary Committee last month: “there are at
least six airports with international flights within a two-hour drive from my facility.
Five of those airports are in other states. By the time multiple state courts take

action, the criminals will be long gone.”

Beyond any delays, taking civil action to protect trade secrets across
multiple jurisdictions is also difficult and costly, particularly for small businesses.
Unless small businesses have legal firms on retainer in different states, which
most do not have, they effectively are barred from using a key tool to defend their
rights. That needs to change, and the NAM urges the Judiciary Committee to

support legislation providing access to federal courts for trade secret theft.

The fact that trade secret owners do not have the same access to federal
civil enforcement as owners of every other form of intellectual property right —
including patents, trademarks and copyrights — leaves them without an essential

means to deter theft and recover any losses. It also makes it harder for the

5 Testimony of Drew Greenblatt, President and Owner of Marlin Steel Wire Products, before the
Senate Judiciary Committee, Subcommittee on Crime and Terrorism, May 13, 2014.
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United States to lead internationally and to work with our overseas partners to

improve trade secret protection and enforcement around the weorld.

Trade secret theft is increasingly global in scope.® As the NAM highlighted
in its written comments for the Office of the U.S. Trade Representative’s 2014
Special 301 Report: “[tJrade secret protection and enforcement is still inadequate
or non-existent in many countries and regions, putting industrial know-how and
technology at risk and making it harder for U.S. companies to trade, do business

and collaborate with local partners and suppliers in countries around the world.”

The United States must meet the global challenge of trade secrets theft
with global solutions. With access to federal civil enforcement, along with
effective criminal protection of trade secrets already provided for under the
Economic Espionage Act, there are concrete opportunities to strengthen
protection and enforcement abroad.

Trade secrets are already on the table in ongoing Transatlantic Trade and
Investment Partnership (T-TIP) and Trans-Pacific Partnership (TPP) negotiations
and the NAM is seeking outcomes that will provide improved protection U.S.
trade secrets in foreign markets. To ensure strong outcomes on trade secrets
and other issues in these and other negotiations, it is also vital that Congress act
soon to pass trade promotion authority, the Congressional-Executive framework
that empowers Congress to set negotiating objectives, requires the
Administration to consult with Congress and other stakeholders before, during
and at the conclusion of the negotiations, and provides for Congressional
consideration of the final agreement. The Congressional Bipartisan Trade
Priorities Act of 2014 (H.R. 3830),” introduced by Ways and Means Chairman

Camp and Senate leaders, is a well-crafted bill that would ensure stronger and

& See, for example, Office of the National Counterintelligence Executive, *Foreign Spies Stealing
U.S. Economic Secrets in Cyberspace,” October 2011; and Defense Security Service, “Targeting
U.S. Technologies: A Trend Analysis of Cleared Industry Reporting,” 2013.

" The NAM submitted these comments on this legislation found here.
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better outcomes in TPP and T-TIP trade negotiations if this legislation can be

moved quickly toward passage.

Through trade agreement negotiations and through ongoing engagement
in bilateral and multilateral forums, the United States can make common cause
with Europe, Japan and others around the world that are facing the same
challenges and beginning to pursue their own solutions. Qur partners have a
shared stake in the success of that endeavor. They should be eager to work with
us and to contribute ideas and solutions from their own experience. To achieve

these results, U.S. leadership is essential.

Chairman Coble, Ranking Member Nadler and members of the
Subcommittee, trade secrets are vital for manufacturers small and large.
America’s trade secrets laws and policies much keep pace with today’s threats.
Manufacturers need your help to ensure they can effectively and efficiently

protect and enforce their trade secrets.

The NAM applauds your attention to this critical challenge and your
interest in solutions. With strong global partnerships and with improvements to
U.S. laws, including access to federal civil enforcement, we can have a real

impact at home and abroad.

Thank you for the opportunity to testify this afternoon. | look forward to

answering any questions you may have.
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Mr. CoBLE. We have a distinguished panel, and I thank you all
for your contribution and being here.

Gentlemen, we try to comply with the 5-minute rule as well, so
if you all can be terse in your response, we would be appreciative.

Mr. Burns and Mr. Moore, with the recent elections in India
bringing in a new pro-business, pro-reform prime minister, we are
hopeful that the IP environment in that country will improve.
What steps should the new government take to promote greater
protection for trade secrets, Mr. Burns and Mr. Moore?

Mr. BURNS. Well, I think you have—this is an excellent question,
Mr. Chairman, and I think you have pointed out one of the very
bright spots right now when it comes to the world of intellectual
IP diplomacy. I think the first step is going to be engaged in dia-
logue because it has been for many months that there has not been
an effective dialogue between the government of India and the
United States on key intellectual property issues. I think we all an-
ticipate that this new administration in India will begin that proc-
ess again and will allow us to begin to better understand where
those key differences are and where there are opportunities to
move forward in a mutually advantageous spirit.

Mr. CoBLE. I thank you, sir.

Mr. Moore, you want to add to that?

Mr. MOORE. Thank you, Mr. Chairman.

I agree with my colleague. As you may be aware, manufacturers
across many different sectors have faced a number of different
challenges in the Indian market over the last couple of years, and
we are very pleased and encouraged by what we are hearing from
India’s new government, their commitment to a good business envi-
ronment, to open trade and investment, agree that beginning that
conversation and having that dialogue will be critical as a first step
and something that we hope to see early on in the new Indian ad-
ministration as a way to begin to address some of the challenges
and look at opportunities to work together constructively on issues
like trade secrets.

Mr. CoBLE. I thank you, sir.

Mr. Hertling, what are the limits of relying solely on the criminal
provisions of the Economic Espionage Act at the Federal level?

Mr. HERTLING. Well, you can look at the limits in a couple of dif-
ferent ways. First of all, I would reiterate that there is very few,
in fact, no area of law that I can think of, in which the sole remedy
is limited to criminal enforcement, particularly for IP, the mis-
appropriation or however—whatever the term of art would be used
in patents. Of course, it is not misappropriation in that field. Ev-
erybody—owners of any form of intellectual property have the abil-
ity to enforce their rights through civil litigation as well as, in
some instances, you can have criminal prosecution, depending on
the nature of the theft or misappropriation if it violates other
criminal laws.

So, it is, in part, a question of equivalence here to provide trade
secrets the equivalent rights—trade secret owners the equivalent
rights of the owners of other forms of intellectual property. It is
also, like now, trade secret owners have a civil remedy. It is at
State law, and as we are finding, as owners of trade secrets are
finding, that remedy in the modern world where much of the theft
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is international in nature and doesn’t respect national borders,
much less State borders, a remedy limited to State law is ineffi-
cient and ineffective in many instances.

So, this is not a question of criminal law versus civil law, per se,
but it is taking the existing civil remedies and making them more
effective and more efficient. Looking purely at the criminal law
context, of course, one of the reasons why in other areas of the law
we don’t rely solely on criminal law as the enforcement mechanism
is that law enforcement is busy. The FBI has many priorities, very
important ones. They can’t respond to every claim to bring their in-
vestigative resources to bear. Prosecutors have to make the same
kind of call as to what kind of cases they are going to file, and
then, finally, I would say the criminal law is very good at pun-
ishing acts that have already occurred. But the goal here, particu-
larly in seeking civil remedies, including seizure remedies, is to
prevent the information from being used wrongly in the first place
by the thief or the company on whose behalf the thief is operating.
So the criminal law is fine. It is post hoc punishment, but you want
to bar the—you want to close the barn door before the horse gets
out, and the civil law is a much more effective remedy in that re-
spect.

Mr. CoBLE. Thank you, sir.

Mr. Simon, let me try to get one more question in before the red
light turns one. Could you speak more, Mr. Simon, to the unique
role that trade secrets play in your business and the issue that
cloud and Internet-based companies face when it comes to trade se-
cret protection, specifically when you are contacted by the authori-
ties regarding misappropriated—appropriated data that is put in
the, quote, “cloud,” close quote, by a customer?

Mr. SiMON. Thank you. So, you know, from our perspective, there
are certain things that are relatively easy to do, such as securing
data, denying access to data. There are other things that are very
difficult to do, like giving possession to physical media, as I testi-
fied earlier. So, from our perspective, what we are really focused
on is wanting to make sure that whatever remedy exists, and we
understand there may need to be a remedy, and we are not op-
posed to that, that it take the businesses into account and the secu-
rity of both our data and our customer’s data into account. If I
may, I just would like to interject one additional somewhat of a
short comment

Mr. COBLE. Sure.

Mr. SIMON [continuing]. On criminal procedures in trade secret
context. So criminal trials, by their very nature, tend to be much
more open than civil trials, and having been through on behalf of
a former client, and Economic Espionage Act case, one of the dif-
ficulties is, once that case goes to trial, a lot of information is going
to be available in the public that would not ordinarily be available
in a civil trade secret case. So, because of the constitutional issues
that are involved, there are also some shortcomings to criminal
prosecutions under the EEA.

Mr. CoBLE. I thank you, Mr. Simon.

My time has expired.

The gentleman from Michigan, Mr. Conyers.
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Mr. Nadler, you would—who? Okay. Mr. Nadler from New York
is recognized for his questions.

Mr. NADLER. Thank you. Everyone’s testimony supports a cre-
ation of a Federal civil cause of action. Does anyone know of any-
one who opposes that? We know of no opposition to that proposal.

Mr. HERTLING. Ranking Member Nadler, let me start on behalf
of Protect Trade Secrets Coalition. We represent a lot of different
industry sectors, and we have also been undertaking, on behalf of
the Coalition, outreach to other industry sectors, to public interest
organizations, trade associations and the like, and we have not yet
encountered anybody who opposes the concept of a Federal civil
remedy for the misappropriation of trade secrets.

Mr. NADLER. So it is all the details. Would creation of a Federal
civil cause of action lead to increased litigation? Anybody?

Mr. HERTLING. I will take that again. I don’t believe so. We—I
think, as Mr. Burns testified, companies are already using civil
legal proceedings.

Mr. NADLER. You simply move the litigation from civil to——

Mr. HERTLING. I would use the local

Mr. NADLER. From State to Federal, it might eliminate duplica-
tive of the State

Mr. HERTLING. And in fact, Mr. Nadler, it might even reduce, at
the margins, litigation because you would no longer need to file in
multiple States to enforce.

Mr. NADLER. And so, as you say, reduce that.

Mr. Simon has raised some concerns about seizure provisions, ex
parte provisions in existing legislative proposals. Does any—do you
believe that this is an issue that can be resolved in a manner that
strikes an appropriate balance and satisfies all stakeholder inter-
ests, and what would be the key elements of such an agreement
with respect to ex parte proceedings or seizures? Anyone? Mr.
Simon?

Mr. SiMON. Thank you. So, I think it is possible. It—but it re-
quires somewhat different thinking. Like the example I gave of the
current rules regarding seizure for physical goods, where you have
14 days before you—up to 14 days before you are going to be in
front of the judge. When you are having hundreds of millions of
dollars per hour go by that are being lost because a business is
down, 14 days is way too long. There are other things that

Mr. NADLER. Fourteen days for what?

Mr. SiMON. Fourteen days. So under the Federal Rule of Civil
Procedure 65, you have up to—the Court can say that it will keep
a TRO in place for up to 14 days. From what—before you get a
hearing in front of the judge as to whether or not——

Mr. NADLER. That’s obviously too long.

Mr. SIMON. Sorry. So that is an example of a concern. It requires
thinking on a different timeline, and I understand with an overbur-
dened judiciary, that is difficult.

It is a question of how do you fashion the remedies, what is the
right set of remedies, and it is also technically complex because dif-
ferent companies, even different companies in our own industry
when we have been talking to several about this, have very dif-
ferent approaches to how they handle customer data and what they
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do with the customer data, and as a result, that has to be taken
into account

Mr. NADLER. So as we seek to develop legislation, if we were
going to do so on a Federal cause of action, the controversies, if
any, are going to be on what limitations and so forth we put on sei-
zures?

Mr. SIMON. I think that will probably be one area. There may be
some others, but to our company, that is probably the most serious.

Mr. NADLER. Does anyone else want to answer this?

Yes, Mr. Burns.

Mr. BURNS. Yeah, I can certainly elaborate on that, and I am
very much in agreement with you. I think when we started having
this discussion, all of us were thinking with a Lanham Act headset
on, and we know the Lanham Act is really aimed at essentially
seizing goods, so you are trying to find the infringing embodiment
of a Lacoste shirt, right?

Mr. NADLER. A what?

Mr. BURNS. This is a—a Lacoste shirt, you know, this is a very
different environment that we are in. What we are really—our ob-
jectives here are really about preserving evidence so that you can
have a proceeding on the merits that looks at all the facts and also
to prevent further leakage beyond what has already taken place,
whether it is in a digital environment or a physical environment.

So I fully agree with you, if there is going to be a seizure provi-
sion, it needs to be a very narrowly tailored one, something of last
resort that is aimed at that bad faith individual who is about to
get on a plane, fly to another country with a PIN drive full of con-
fidential data.

Mr. NADLER. Thank you. Mr. Burns, China is often identified as
a problem with regard to theft of U.S. trade secrets. In fact, I saw
something I think I read recently that I saw that there was a na-
tional holiday in China a few weeks ago and that hacking of Amer-
ican companies went down 40 percent that day. People were enti-
tled to their day off, I suppose. Now, I assume the problems are
not limited to China. How has the lack of protection impacted U.S.
companies seeking to expand operations globally, and what do you
think can be done to encourage other countries to provide more ro-
bust protection?

Mr. BUrNS. Well, I think you are absolutely correct. This is a
global problem that we experience in all the jurisdictions in which
we are doing business, and the challenge is to take the kinds of
steps that are in our power today to try to improve the situation.

And my sense is that when the United States Government is
dealing with foreign trading entities, whether it is China or India
or the European Union, if we come to a discussion from a position
of strength and can say with a clear conscience that we have done
our very best, that we have a strong Federal civil cause of action
in place within our own jurisdiction, we are much more likely to
be taken seriously by interlocutors from other governments.

Mr. NADLER. Does anyone else want to answer that?

If not, my time is expired, and I yield back. Thank you.

Mr. CoBLE. I thank the gentleman.

The distinguished gentleman from North Carolina.

Mr. HOLDING. Thank you, Mr. Chairman.
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Is anyone able to quantify the amount of litigation currently
going on in State court regarding trade secrets?

That might be a little bit difficult, but the—I am sure our friends
in the Federal courts would want to know what type of a wave of
litigation is headed to Federal court if we give a Federal cause of
action.

Mr. SIMON. So, in California, obviously, particularly in Silicon
Valley, many key trade secret cases have been brought over the
years, but it is a relatively small percentage of cases in a year, at
least from what I have heard. I would say it is in the order of 10’s
to maybe 100 per year in, you know, in the Bay area, is you know,
probably the number I heard in talking to judges. Actual reliable
statistics, I am not sure.

Mr. HOLDING. And the creation of a Federal cause of action
would not preclude the States from continuing to have State law
causes of action for trade secrets, would they? Mr. Burns?

Mr. BURNS. That is exactly right.

Mr. HOLDING. And of course, how would removal work? I mean,
just to get into the—I mean, I don’t know if anyone has thought
through this, but as I sit here and since we have complete agree-
ment that there needs to be a Federal cause of action, I started to
think about some of the more nuances of it, so having spent my
legal career prior to sitting in Federal court, you know, sometimes,
you know, certain parties want their action to be in Federal court.

Defendants, you know, in a plaintiff’s action, often want to try
to get removal into Federal court, so how would you see that play-
ing out? Would you see plaintiffs going into State courts? Are there
any particularly favorable State courts that we would be seeing
plaintiffs going to and then removal actions, trying to get those re-
moved to Federal court? Has anyone thought that through?

Mr. Simon.

Mr. SIMON. It has been a long time since I removed a case to
Federal court, but I think the one way it may play out is plaintiffs,
in seeking to avoid having to deal with the delay of a removal peti-
tion, may just go straight to Federal court first, and that is from
a timing standpoint since you are generally as a plaintiff seeking
emergency relief, you do not want to file in State court and then
have you know, start to get your emergency relief and then have
somebody remove it to Federal court.

Mr. HOLDING. All right.

Mr. BURNS. If I could just——

Mr. HOLDING. Mr. Burns.

Mr. BURNS [continuing]. Add one point. I also think if there is
Federal court jurisdiction in this case, we would tend to see much
more local cases being the subject of State court litigation. So,
purely intrastate type cases, and in those cases, there is very lit-
tle—there is probably very little incentive to remove to Federal
court because both parties are locally situated and are comfortable
probably with dealing with a local State court.

Mr. HOLDING. All right. Well, you know, the variances between
discovery, you know, local rules, you have got your State rules and
then your Federal rules, and then you have got your local rules of
these particular district court, it could get interesting.
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The—you know, we have spoken a lot about the challenges that
our U.S. companies are facing abroad, so, if anyone wants to talk
about extra-territoriality, and you know, how the statute could be
composed in such a way to try to protect our companies doing busi-
ness abroad, you know, and take it through where maybe the in-
stance of the infringer, you know, the violator you know, has no as-
sets here in the United States that we could get to or that ques-
tion.

Mr. Simon, you want to take a hack at that or Mr. Hertling?

Mr. SiMON. Well, I think there probably is a balance that can be
struck there. I certainly don’t think we want to go where at one
point U.S. antitrust enforcement seem to have gone to which was
the extreme being U.S. courts trying to tell Swiss watchmakers
what they can do in Switzerland doesn’t work too well. There are
analogues in the antitrust area that may be worth taking a look
at. There is a difficulty, though, if you have somebody who is a bad
actor and is completely outside the jurisdiction of the U.S. courts,
has no assets that are subject to U.S. courts, that can become very
difficult if you have to go to a country that may be hostile to the
remedy that you are seeking.

Mr. HOLDING. Mr. Hertling, you want to chime in there.

Mr. HERTLING. Yeah, the other point I would make is I think one
of the important values, as a number of us have alluded to, of hav-
ing a Federal civil cause of action is that it would provide a model
for other countries, and I think ultimately the most effective relief
for the problem you have identified, is to get other countries to im-
prove the quality of their legal systems and the protections that
they can provide in their own courts.

And I think if we can achieve that through the intercession of
our trade negotiators and if our trade negotiators have an effective
national level remedy in the United States, it will make them more
effective at achieving sound national level remedial systems glob-
ally.

Mr. HOLDING. Good.

Mr. Chairman, I yield back.

Mr. MARINO [presiding]. Thank you.

Mr. Conyers.

Mr. CoNYERS. Thank you very much.

This has been very important, gentlemen. We thank you for your
testimony. Is, Mr. Simon, the seizure issue one of the things that
when we start putting together a bill, and some of us are going to
do that, that we have to be careful of, since there has been so much
incr:)easingly new and modern technology coming into the digital
era’

Mr. SiMON. Yes. You know, there are a couple of things, and it
is you know, I have to admit, you know, because some people have
asked me for suggestions, and I am struggling with them right
now, quite frankly. Part of it is because you have to deal with
many different ways that people do things. Part of it is you also
have to try to have as much vision as you can as to what is going
to happen 3, 4, 5, 10 years out, and that is not easy, particularly
with the speed with which technology is moving.

But, you know, from our perspective, the one thing we don’t want
to end up having, is to have legislation and 3, 4, 5 years out, it is
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we are looking at what we would like to do from a business pur-
pose and we are looking at what the law requires, and there is an
inconsistency there that prevents us from changing the way we
want to do business.

So, you know, we hope that whatever remedies can be fashioned
can be very flexible because that is what we think we need.

Mr. CONYERS. Do I get out of your response that we might make
things worse if we don’t carefully create a Federal civil law on this
subject?

Mr. SIMON. I am not sure you would necessarily make things
worse. I think what might happen, though, is that there might be
individual business models that otherwise might make a lot of
sense, but because of, for example, some remedy that Congress has
mandated, is required, the technology just won’t work for that pur-
pose.

So, I want to be very careful with what I would say because I
think overall getting a Federal legislation would be very helpful,
but I also want to say that, you know, we have to try to do the
best job we can on the remedies.

Mr. CoNYERS. Uh-huh. Thank you.

Mr. Moore, small businesses, I think, are very up against it. In
the first instance, under the present circumstances, it is just my
suspicion that most of them can’t even afford to deal very seriously
at this stage with this whole question of secrecy. Now, is there—
will we be able to help them when we finally come together on a
secrecy law between both ourselves and the Senate? And I under-
stand the Senate has—at least has a bill, and we are going to be
working on one.

Mr. MOORE. Thank you very much.

Small businesses really don’t have a choice about addressing this
challenge. It is there. They need to address that it is something
that affects them as well as large companies. I do think that you
see the challenge of trade secrets theft affecting smaller businesses
more acutely. Certainly for many of those businesses, trade secrets
make up a larger share of their intellectual property portfolio than
you might find in some larger businesses that might rely more
heavily on patents, for example.

You see that small business owners are busy running their busi-
nesses and less focused on the threats and some of the challenges
that are out there, and of course, for small businesses, the cost of
protecting and enforcing their rights may be higher relative to
their total revenue than you might find in a larger firm.

Certainly we think that having a Federal civil cause of action for
trade secrets theft would be very important to enable them to effec-
tively secure and enforce their rights domestically.

Thank you.

Mr. CoNYERS. Uh-huh. Mr. Hertling, it is good to see you again,
have you back in your old digs once more.

It seemed like to me that it took us quite awhile to get around
to trade secrets, and yet, now that we are around to it, everybody
says it is very important that we deal with it. I am amazed that
it hadn’t come up before as a matter of importance.

Mr. HERTLING. Well, I think it did. I mean, it was brought up
in the context of the 1996 Economic Espionage Act, and it was just
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brought up relatively late in the process, and so I think that the
notion was, at the time, let’s do the criminal statute first and then
we will get around to it, but then all of a sudden the issue sur-
rounding—that prompted the ultimate enactment of the Digital
Millennium Copyright Act took over, and then, from there, the
Committee’s IP focus turned to patent reform.

So, the issue has been lingering out there, but now we think the
time is ripe. We know obviously the Committee is conducting its
broad copyright review and those are important issues, and of
course, the patent issue, the House passed the patent litigation re-
form bill last year, and those issues are still out there, but we
think that these issues are now ripe for legislation.

And we think, unlike perhaps some of those other issues, as we
have heard, while there needs to be great care taken with striking
the appropriate balance, this is an area in which there do not ap-
pear to be any significant disputes that should derail the adoption
of legislation.

Mr. CONYERS. And I am excited about getting this moving, and
I really appreciate the bipartisan tone of the discussion that we are
entering in around here. That is important as well.

And I thank Chairman Coble and yield back the balance of my
time

Mr. COBLE [presiding]. I thank the gentleman.

The distinguished gentleman from California, Mr. Issa is recog-
nized for 5 minutes.

Mr. IssA. Thank you, Mr. Chairman.

Fourteen years ago when I came here, they called me distin-
%uiihed, too, but I was younger, and Richard, it is good to see you

ack.

You know, there are two things that worry me around here. One
of them is when a major piece of legislation or initiative is imme-
diately bipartisan, I wonder, well, who is protecting the other side
and secondly, whenever we are talking about expanding intellec-
tual property, I think back to a time before I got here when the
powers that be decided to retroactively expand patent rights so
that some people whose patents were about to expire got extra
time, and it was envisioned in the bill, for God only knows what
reason, and then, of course, in copyright, we retroactively made “I
Got You Babe” last longer along with black and white Mickey
Mouse. No comment other than it just happened to be a symbol.

And so as I look at federalizing, if you will, the civil cause of ac-
tion, I have a couple of questions—more than a couple of questions
and because I am one of the non-lawyers here on the Committee,
I will put my spectacles on so I will look more lawyerly and I will
read just quickly. “To promote the progress of science and useful
arts by securing for a limited time to authors and inventors the ex-
clusive right to the respective writings and discoveries.”

A trade secret is in fact a discovery; would you-all agree? It is
what you know that somebody else doesn’t know, Mr. Burns, right?
Just yes or no.

Mr. BURNS. I think it—I think in some instances, absolutely. In
other instances, it could be something distinct, yeah, but it is not
a discovery in the sense that a discovery of—in the technical—

Mr. IssA. It is what you know that someone else doesn’t know.
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Mr. BURNS. Absolutely. Yes, sir.

Mr. IssA. So you know something somebody else doesn’t know,
and the basic concept of trade secret is, as long as you can keep
it a secret, you can keep it in perpetuity and monetize the benefit;
is that right? I just want to make sure we define the term here.
So——

Mr. BURNS. If I could respond——

Mr. IssAa. Well, these are yes or nos, please. The Chairman is
very indulgent, but I have only got a couple of minutes.

Mr. BURNS. Okay. Please.

Mr. IssA. Yes, these are in fact that. So, the questions as we fed-
eralize the civil action are, do I give you the future revenue stream
you have lost in perpetuity, do I give you what you would have got-
ten had you disclosed it under patent rules and gotten anywhere
from 19 to 12 years, depending on—or 10 years depending upon the
tilme it takes before it is granted, do I give you the copyright equiv-
alent.

So, as we federalize, the first question is, the loss is a monetized
loss, and that is what you are here seeking. How do I fairly make
sure that what you deprived everyone from knowing because you
knew and they didn’t know, and you did not enter it into commerce
for mutual benefit only for your own benefit—how do I fairly assess
since there is no constitutional mandate?

Trade secrets don’t exist under the constitution. The right doesn’t
exist. This is a statutory giving to people who keep something a se-
cret and have a loss as a result of that entity, that secret being sto-
len from them. I understand the criminal part. That is settled. How
do I come up with the monetary one?

Richard, I would start with you. Put a dollar figure on it, and
it has got to be probably more than you made here as a staffer.

Mr. HERTLING. Probably more than that.

Mr. IssA. And no litigation.

Mr. HERTLING. More than I make in the private sector. I think
those are very—that is a very good question, Chairman Issa. I
know you are not Chairman of this Committee, but I will still
use——

Mr. IssA. T am a patient man.

Mr. HERTLING. But I think the—and I am not an expert on this,
and I said earlier to Mr. Simon, benefit of sitting next to a real
lawyer, but I think the question you have raised is one that courts
today have to struggle with because, again, these sorts of remedial
actions are being brought every day in the State Courts around the
country.

Mr. IssA. Right.

Mr. HERTLING. And so—

Mr. IssAa. And so I guess my question is, before we—as we pro-
ceed to looking at a national and hopefully a global policy, is it, in
your opinion, critical that we look at what is being done throughout
the various States and perhaps foreign countries and we figure out
where we are comfortable monetizing the loss of a secret, in other
words, the formula for it so that we can issue the kind of guidance
to the courts in the way of damages, because I can certainly envi-
sion that the future revenue of Coca-Cola lost, if that secret for-
mula is disclosed, can bankrupt almost anybody.
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And if T am the recipient of it, maybe harmlessly from the thief
but in fact the recipient, I can see my entire wealth run out.

So, my question to all of you is, shouldn’t we embark on an anal-
ysis, not of do we do it, because harmonizing that which is dis-
parate throughout the States is appropriate for us to consider, but
in harmonizing, isn’t our most important task to figure out how it
is going to be valued, including calculation of length, value, and the
societal balance between your rights, if you will, for your secret and
the lack of benefit as a result of it not being ever made public oth-
erwise?

And Mr. Chairman, if you would let them answer, I would appre-
ciate it.

Mr. CoBLE. Without objection

Mr. SIMON. Thank you.

If T may, Mr. Chairman, if you look at the case law under the
Uniform Trade Secret Act, at least the one that comes to mind,
there are a couple of things that I think address your concern
about a perpetual remedy, if you will.

First of all, injunctive relief is generally—misappropriation of
trade secrets is generally given only for the reverse engineering pe-
riod, whatever that would be deemed to be. Normally, I rarely seen
it be longer than a few years. I am not saying there isn’t a case
that goes longer than that, but it is rarely longer than that a few
years.

When you go to the monetary relief, which is actually the way
these cases play out, much rarer, because normally the injunction
ends the case, when typically the grant—it is like trademark law,
99 percent of the cases settle after preliminary injunction is grant-
ed or denied.

Mr. IssA. I have been before the ITC. I know these things.

Mr. SiMON. Yeah. So the way it works from the damages stand-
point, the question is, what are you going to be able to convince the
trier of fact, be it judge or jury, you are entitled to either for a rea-
sonable royalty, which is available sometimes, for lost profits or for
unjust enrichment. I am not aware of—I mean, there have been
some very stiff trade secret awards recently. I think DuPont got
one close to a billion dollars not too long ago for some pretty hei-
nous acts, as I understand it.

Mr. IssA. Outside of here, that is real money.

Mr. SiMON. Yeah. But you know, that is a very exceptional case
and involved very egregious acts with, if I recall correctly, actors
from outside the United States.

Mr. IssA. Thank you, Mr. Chairman. I appreciate your indul-
gence, and I appreciate our—this direction toward harmonizing
these trade secrets.

Mr. COBLE. You are indeed welcome.

I believe the distinguished lady from California is next in line,
Ms. Lofgren.

Ms. Washington, were you here earlier?

Okay. I stand corrected. The gentlelady from Washington is——

Ms. DELBENE. Thank you.

Thank you, Mr. Chair, and thank you-all for being here today.
I think everyone has been advocating for creating a new Federal
civil cause of action for trade secret misappropriation, and I appre-
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ciate the interstate nature of this issue and believe that there is
merit to having a Federal cause of action. I think it is important
that we also don’t take away any rights from States in this process,
too, as we put together legislation.

One of the things that I believe Mr. Holding touched on earlier
was the amount of litigation, and I think Mr. Goodlatte also men-
tioned potential frivolous litigation, and so maybe, Mr. Hertling, I
was wondering, you know, what do you think about the issue of in-
creased litigation or frivolous litigation if we had a Federal cause
of action, and do you believe that we would see increased litigation
as a result?

Mr. HERTLING. Thank you very much, Ms. DelBene.

I don’t think that you would see an increase in litigation or an
increase specifically in frivolous litigation. Of course, frivolous liti-
gation is always in the eye of the beholder. To the defendant, it is
always frivolous, right, but I think here the net result of the cre-
ation of a Federal civil remedy would be in appropriate cases, par-
ticularly those would have to be at least of an interstate nature,
but of an interstate or international nature, you would shift the
locus of the litigation from State courts to Federal courts.

The cases are going to be filed anyway. Today, they are being
filed in State courts or they are being filed in Federal court under
diversity jurisdiction. I don’t think you would see a dramatic
change in the number of cases or in the quality of cases being
brought as a result of the creation of a carefully crafted, well bal-
anced Federal statute.

Ms. DELBENE. Mr. Burns, I think you mentioned that our trade
negotiators would be in a better position to use a Federal civil
cause of action to show the U.S. is setting a high standard when
it comes to trade secret litigation or trade secret protection. Can
you talk a bit more about how you think our leadership on this
issue would be helpful when it comes to negotiations of trade
agreements?

Mr. BURNS. Absolutely. I think there are a number of ongoing ne-
gotiations right now, and then also some things we call “bilateral
dialogues” that take place with important trading partners.

So, in the context of the Trans-Pacific Partnership, having such
a statute on the books in the United States, I believe, puts us in
a much stronger position to be advocating a robust trade secret, if
not chapter, paragraph within an IP chapter, within a TPP nego-
tiation. I also think that, particularly with respect to the bilateral
negotiations that are between the United States and the European
Union on what is called the TTIP treaty, this is a very good timing
to have this legislation come forward.

As we all know, the European Union has already began the legis-
lative process of a directive that would harmonize trade secret pro-
tection within the EU, so the Commission, in November of last
year, introduced its proposal. That proposal was adopted by the
counsel of the European Union, and then will be forwarded to the
new parliament some time in the next couple of months with the
likely adoption by the early next year.

The idea of having trade secret language in the TTIP agreement
is to in a sense codify an understood best practice, an understood
Transatlantic best practice, and bringing the United States into the
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realm of best practice when it comes to protecting trade secrets is
a very important part of delivering that entire package.

Ms. DELBENE. So I would say we need to figure out what we
would be doing in legislation before that would happen.

Mr. BURNS. I would say ideally sooner rather than later. It is al-
ways better to come to a negotiation from a position of strength
with legislation that is not—that cannot be easily criticized by a
trading partner with whom we are trying to enter into a treaty. We
would be likely to get other consideration in exchange for that, as
part of that negotiation.

Ms. DELBENE. Thank you.

I yield back, Mr. Chair.

Mr. CoBLE. I thank the gentlelady.

The gentleman from Florida, Mr. DeSantis.

Mr. DESANTIS. Thank you, Mr. Chairman. Thank you to the wit-
nesses.

Just as I am reading through some of the—I know the Adminis-
tration put out a report last year about trade secret theft. I mean,
is it safe to say that China, in terms of international theft, is over-
whelming the biggest culprit?

Mr. SiMoON. I don’t feel qualified to comment on that. I have no
basis for it. I can read the same reports that you do. You know,
it—but I do want to point out China is not alone.

Mr. DESANTIS. No, and there is not, but it seems like there were
a lot of people who were either investigated or prosecuted for pass-
ing information to Chinese universities and companies, and I know
India appeared a number of times.

So, when you are in a situation where you have trade secrets sto-
len from a U.S. company, somebody maybe who is working there,
they pass it along to a company overseas, you know, yeah, we pros-
ecute the individual who did it, but what are the potential rem-
edies for the company once the information has actually been
passed, and what do you suggest that Congress do to make that
more effective?

Sure.

Mr. BURNS. Let me comment on that.

I agree with you. I think that it is really important to recognize
this as the global issue that it is.

And by the way, it is also important to recognize that China has
a Federal trade secret law that has national application that can
be used in China, and we have used it quite, with some success in
China.

So, countries around the world are in the process of examining
their own sort of trade secret conscience, as it were, and making
sure that that they have a system in place that makes it likely that
people who have their trade secret stolen from them get a serious
opportunity to get to justice.

So, from our perspective, in order to globalize that best practice,
again, the most constructive thing that this Committee can do is
to go back and look at our own system and take the action that
I think, in pretty much unanimity, U.S. industry is asking for, and
that is, a Federal civil cause of action that will improve our legisla-
tive situation in the U.S. and also just bolster our prestige when
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it comes to negotiating better trade secret protection in other coun-
tries around the world.

Mr. DESANTIS. Can you describe this move in some countries to
compulsory licensing and how that affects the ability of American
businesses to operate overseas?

You want to take that?

Mr. BURNS. Compulsory licensing is a measure that is under-
stood under international law, that allows for governments to en-
gage in the transfer of intellectual property rights to another party.
It is something that exists in international law. It is provided for
in the TRIPs agreement, so that is the reality of international law.

It is not—I think countries that engage in it on a regular basis,
it is not like putting the welcome mat out for foreign investment.
It is like saying to people, “come invest in our country, oh, and by
the way, your property rights are at risk,” but it is something that
is legally cognizable under the international treaties that are in
place today.

Mr. DESANTIS. Very well. Well, I appreciate it.

And I yield back the balance of my time.

Mr. CoBLE. I thank the gentleman.

The distinguished lady from California is recognized.

Ms. LOFGREN. Thank you, Mr. Chairman.

This has been very helpful, and I am wondering, I think I saw
Mr. Simon on the flight out, so I especially appreciate that he came
all the way from the Bay area to be here today.

And here is a question I have for you or anybody else on the
panel. You can’t quantify it, but I do think that there is sort of a
growing trend, maybe is not quite the right word, in the valley
where people are shying away from the patent system.

A lot of engineers feel that it is—that the patent system is actu-
ally a drag an innovation, and also it takes so long to get anything
patented, and I think, this may not be true, but not every trade
secret is patentable but probably everything that is patentable
could be a trade secret, and so that leads me to wonder about, as
you know, I have a kind of a very skimpy bill on it, a civil action.
I think it needs a lot more work, but it was a marker at least.
Whether we might be getting into a situation, I don’t want to cre-
ate another patent troll situation. I don’t want to create another
situation where unenforceable noncompete agreements are gone
around through another cause of action that we have created. Do
you have thoughts or guidance on those two issues, Mr. Simon?

Mr. SIMON. Sure. Thank you. You know, obviously, as you know,
there is a lot of concern, particularly in the software industry about
patents.

A couple of things to point out that are different fundamentally
from trade secrets, to patents. One is that you with a trade secret,
unlike a patent, you don’t start out with the premise that it has
to take clear and convincing evidence to disprove that the invention
is patentable. It is the other way around. The owner of the right
has to prove by a preponderance of the evidence generally that you
in fact have the trade secret, not always the easiest thing in the
world to do.

The second thing is that there are things that are patentable
that make very little sense to patent. There are things that are
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patentable that make very little sense to keep as a trade secret.
Just by way of example, my understanding, the pharmaceutical in-
dustry, because of the disclosure requirements of the FDA

Ms. LOFGREN. Right.

Mr. SIMON. Almost all—

Ms. LOFGREN. Yes.

Mr. SIMON [continuing]. Formulations

Ms. LOFGREN. I am thinking more in the IT areas.

Mr. SIMON. Yeah. In the IT area, it plays back and forth. There
is a lot of stuff we deliberately do not want to patent because we
do not want to tell our competitors how to do it and there is no
way to figure it out from our products. In other areas, it may make
much less sense to take that approach.

The other thing I just want to go back to a point Mr. Conyers
raised earlier if I may, very briefly, is that one of the nice things
about trade secrets is the protection is much cheaper to acquire

Ms. LOFGREN. Right.

Mr. SIMON [continuing]. Than a patent, so it is much more read-
ily usable by a small business, and from that standpoint, yeah, I
think it is actually a pro-small business perspective, too.

Ms. LOFGREN. I want to—I don’t know if anybody else has com-
ments on this point. I don’t see anybody leaping forward. I am in-
terested in your comment about China’s cause of action and the ca-
pacity to gain relief in China. I think that the theft of intellectual
property, and most especially trade secrets, is severe in the valley,
and China is a major offender, and in many cases, it is quite obvi-
ous it is not just an individual person going back to China. It is
the Chinese Government that is actually sponsoring this activity.

Have you seen success in Chinese courts when it is the Chinese
Government that is actually behind the theft?

Mr. BURNS. I am not aware of any cases of that nature.

Ms. LOFGREN. Okay. I am.

Mr. Moore, do you have any advice on that?

Mr. MOORE. I am not aware of any cases brought in China
against the Chinese Government.

Ms. LOFGREN. Right.

Mr. MOORE. But certainly our members report a number of dif-
ferent challenges with protecting their trade secrets in the Chinese
market, not least because of how their confidential business infor-
mation may be treated, both as it is coming into the country but
also during a court proceeding.

Ms. LOFGREN. Okay. Well, it is also that there is a lot of theft
going on in the valley itself where information is vacuumed out.

I just think that this is an excellent panel. I see that it is just
the, what we call the “nerd caucus” left here listening, but I cer-
tainly appreciate the information. I look forward to further work on
it.

And yield back, Mr. Chairman.

Mr. CoBLE. I thank the gentlelady.

The distinguished gentleman from Georgia is recognized.

Mr. CoLLINS. Thank you, Mr. Chairman.

Again, it is like I said, these are the ones where you sort of sepa-
rate those or are willing to sit and listen, and I was listening when
I was in over at another meeting to your opening statements and
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others, and I think this is something that it may not make the
front pages the, you know, I will say “sexiest headlines” and all,
but it matters to real Americans, it matters to real jobs, and I
think that is an impact that we can’t ignore.

Mr. Hertling, do you have a sense of the loss to the U.S. eco-
nomic—to U.S. economy caused by this trade secret theft?

Mr. HERTLING. There are a couple of recent estimates that are
relatively consistent. Last year, as it has been noted I think in Mr.
Moore’s testimony, written testimony, General Alexander, the
former head of the National Security Agency, estimated the cost at
approximately 250 billion with a “B” dollars per year.

And then earlier this year, an organization called “The Center for
Responsible Enterprise and Trade” joined with PWC to publish a
report called “Economic Impact of Trade Secret Theft,” in February
2014 in which they estimated somewhere between 1 and 3 percent
of GDP is the value of the theft of trade secrets, which puts it at
what I would guess to be about $160 to $480 billion per year.

Mr. CoLLINS. So even Washington, D.C., we are talking real
numbers. I mean, this would are Bs that we could lead to Ts in
trillions and numbers that most of us when we were in—at least
my age in, you know, kindergarten and others, you know, trillion
was a number we didn’t even talk about. I mean, billions were
those numbers.

So this is real economic hurt to our economy that we have to——

Mr. HERTLING. There are a lot of zeroes on the back of those
numbers, and behind each of these zeroes is U.S. investment fore-
gone and U.S. jobs lost.

Mr. CoLLINS. Yes. I can see that. Mr. Burns, were you going to
say something about that?

Mr. BURNsS. Otherwise stated, I believe the CREATE report as-
sesses this as somewhere between 1 to 3 percent of GDP.

Mr. CoLLINS. In fact, Mr. Chairman, I ask unanimous consent to
enter the Economic Impact of Trade Secret Theft study which was
just referenced into the record.

Mr. CoBLE. Without objection.

[The information referred to follows:]
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Mr. COLLINS. Mr. Burns, could you elaborate further on why both
a strong patent system and a Federal civil right of—private right
of action are important for the continued dominance basically of
the U.S. IP industry?

Mr. BURNS. Absolutely. You know, patents and trade secrets are
complimentary forms of intellectual property, and there is this con-
stant interplay within enterprises, within members of IPO asking
the question, is this something that is better classified as a trade
secret or as a patent.

They deliver tremendous value for our enterprises in just a
countless number of ways. You know, obviously patents, although
they have limited duration, are exclusive rights, and that means
that they have a certain kind of value that is different from trade
secrets.

Trade secrets are oftentimes the manufacturing techniques, the
what we call the special sauce

Mr. CoLLINS. Okay.

Mr. BURNS [continuing]. That is linked to the patented right.
Used together, they are a very powerful tool for generating revenue
flows, for allowing our business leaders to make intelligent capital
allocation decisions about where to invest within our companies,
and they create certainty that we are going to be able to reap some
kind of benefit from that R&D investment that in and of itself is
so risky.

But if it actually leads to patented subject matter and a panoply
of trade secrets that accompany it, it is much more likely that that
is going to be a successful technology business enterprise, so——

Mr. CoLLINS. And I think that is true, and I think one of the
things that I wanted to add to it, I think one of our discussions
that we enter into is we take the property right ownership, we take
thus in what I call “esoteric terms.” We talk about intellectual
property, patentable items, trade secrets, and really the bottom line
is whether you are talking across the board from manufacturing to
music to wherever.

We have taken it away from actually there is an ownership inter-
est in here, and I think that is something that we lose and we've
got to get back to talking about it being the building block of folks’
dreams, ideas that are actually tangible as—just as tangible as this
phone sitting on this desk, and if we don’t do that, then both
Democrats, Republicans, all of us are going to be hurting because
people are going to tune out to what we are talking about.

Very quickly, a lot of different groups support this Federal right
of—civil right of private action, but at the same point had two very
different approaches to patent reform. Very quickly, anyone that
wants to—to Mr. Moore or anyone, is there—why 1s there a con-
sensus over trade secret legislation more so than IP or the intellec-
tual property or patentable items?

Mr. MOORE. Thank you, Congressman. We are one of the organi-
zations that did not take a position on the patent reform bill, in
part, because we had members on very different sides of that issue.

We have a very broad membership, lots of different business
models and approaches, but I am here, and I am here because our
members agree on this issue. They all have trade secrets, they all
are seeing a rising threat both at home and abroad, and they all
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Wantdto make sure that those trade secrets are effectively pro-
tected.

Mr. CoLLINS. Well, I appreciate that, and Mr. Chairman, I know
I am out of time, but I think it goes back to this issue that as my
friend from California put it, the “nerd caucus” is here, and we ap-
preciate this because in the end, a lot of those nerds have great
ideas and dreams and hopes that we want to protect for future gen-
erations, and I think this is a great part of this hearing for that.

And Mr. Chairman, with that, I yield back.

Mr. CoBLE. I think, folks, in all candor, truth in advertising, I
am not sure I am qualified to be a member of the “nerd caucus”
but

Mr. CoLLINS. All Ernest Tubb fans can be classified as in a “nerd
caucus.” You and I—bluegrass will get us there, Mr. Chairman.

Mr. CoBLE. I thank you for that.

The distinguished gentleman from New York, Mr. Jeffries is rec-
ognized

Mr. JEFFRIES. Thank you, Mr. Chairman.

Mr. Burns, there was reference made to General Alexander’s ob-
servation as it relates to the nature of and scope of the problem
that we confront in this area, and I just wanted to get some clari-
fication. I gather it was in a 2012 speech he stated that IP theft
due to cyber espionage is the greatest transfer of wealth and his-
tory, estimating that U.S. companies lose 250 billion per year due
to IP theft.

Are you aware as to whether he was speaking specifically about
trade secret theft or is that $250 billion number all encompassing
and inclusive of patent infringement, copyright infringement, coun-
terfeit and/or piracy, as well as trade secret theft?

Mr. BURNS. It is my belief, sir, that he is referring specifically
to trade secret theft.

Mr. JEFFRIES. Okay. And that would be consistent with other
studies that have been done in this area in terms of that particular
amount?

Mr. BURNS. Absolutely. Those numbers fall within the range that
was put forward in the CREATE study of between 180- and $400
billion in losses, yes.

Mr. JEFFRIES. And I think everyone has testified either explicitly
or implied in their remarks that there has sort of been a recent ex-
plosion of trade theft activity and it is become more sophisticated
over time. What accounts for that phenomenon? And if anyone else
on the panel wants to weigh in, that would be fine as well.

Mr. MOORE. Well, just to share with you some of the things that
we hear from our member companies. I think part of the issue is
the greater mobility of our workforce.

One of our member companies, a small business from Maryland,
testified in the other chamber last month and said, “look, you
know, I have six international airports within 100 miles of my fa-
cility in Baltimore, and you know, by the time I realized what has
happened and take action in my home state and in the other States
where these other airports, the five other airports are located,
these can be long gone and so the mobility of our workforce, the
ability of people to get on a plane and be out of the country quickly,
I think, is big challenge.”
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Second, we certainly face a technological challenge. As I pointed
out in my prepared testimony, what might have taken a moving
truck to move out of a company in terms of documents, records, dif-
ferent types of information kept secret, can now go out the door on
a thumb drive, can stick it in the back of your pocket, nobody
knows you have it, and that is, I think, enabling some of the chal-
lenges as well.

Mr. JEFFRIES. Thank you.

Mr. Hertling, as you understand it, does the Department of Jus-
tice civil division currently have any authority under law to ad-
dress the trade secret issue?

Mr. HERTLING. The Economic Espionage Act provides to the At-
torney General an injunctive remedy to go into Federal court. I
don’t know whether that right, whether that ability is exercised by
the Civil Division. I suspect, because the nature of getting the de-
partment involved in these sorts of instances, that you are probably
actually looking at the Criminal Division or, of course, typically the
U.S. Attorney’s Office actually being the entity that would enforce
that right rather than the Civil Division, but I don’t honestly know.

Mr. JEFFRIES. Okay. Right. And most U.S. Attorneys’ Offices, cer-
tainly the ones that are located in the City of New York, have both
a criminal division and a civil division present in the same office.
Perhaps that is an issue in terms of greater enforcement relative
to that injunctive provision that this Committee could also look at.

And I think all four of you have indicated that you support a pri-
vate right of action in the trade secret area, it certainly is some-
thing that I look forward to working with my colleagues on both
sides of the aisle on.

If one is created, when would it be appropriate for a company to
go into Federal court, and in what instances would you envision
companies taking advantage of the State court remedies that will
remain on the books?

Mr. HERTLING. Well, I think obviously for a company to get into
Federal court in the first instance, there would have to be at a min-
imum an interstate nexus, an effect on interstate commerce and
certainly an effect with—instances in which there is an inter-
national nexus.

Otherwise it would be left to the—the choice of forum would be
left typically to the plaintiff, and I think it would depend on the
particular circumstances if there is—in an interstate or inter-
national case, if the concern is the thief absconding with the infor-
mation physically, it probably is a benefit to file in Federal court,
because the process that would be issued by Federal court could be
enforced by a U.S. Marshal anywhere, whereas if you go into the
State court, the process issued by a justice of Kings County Su-
preme Court, for example, doesn’t mean anything to a sheriff exe-
cuting a process in California.

So whereas the U.S. Marshal in San Francisco would enforce an
order of a Federal District Judge from the Eastern District of New
York, just as he would process issued by a Judge of the U.S. Dis-
trict Court for the Northern District of California, but if the matter
is one in which the mis-appropriator absconds from Brooklyn to
Staten Island, you probably wouldn’t need to go to Federal court.
It is a question whether you could. If he absconds to New Jersey,
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it would be up to the plaintiff to decide what the best forum is, and
the factors would be the ease of relief, the comfort with the judici-
ary in the location.

So there would be nothing in a Federal civil remedy that would
preempt state law or preclude the plaintiff in choosing the forum
in which to file.

Mr. JEFFRIES. Thank you.

I yield back.

Mr. CoBLE. I thank the gentleman.

The distinguished gentleman from Pennsylvania, Mr. Marino, is
recognized.

Mr. MARINO. Thank you, Chairman.

Gentlemen, I am pretty much a States rights guy and the less
Federal Government in my life, the better. Tell me what, and any-
one can speak to this. Tell me what requires fixing? Why do we
need the Federalization here?

Mr. HERTLING. Well, I think initially, as I mentioned to Mr.
Jeffries, one of the things that needs fixing is, of course, each State
enforces the judicial process issued by the judges of that particular
State, and process issued by a judge in Pennsylvania is typically
not going to be enforced by a sheriff in California. So if you have
a big company in Harrisburg and somebody walks out with a
thumb drive with some important trade secrets and drives from the
facility, gets on a plane and flies to San Francisco, and from San
Francisco, he is going to abscond to Beijing, if the owner of that
business finds out that the person has walked out with a trade se-
cret, he runs to common pleas court in Gotham County, the judge
is going to issue process.

You get that process out to the San Francisco sheriff, and the
sheriff in San Francisco who’s going to—because you are looking to
seize the thumb drive.

Mr. MARINO. I was reading some cases preliminarily just before
I got here. And let’s take, for example, the international court of
justice gets involved. I think there was a case that—a case, a pre-
liminary case that started out in one of the States here in the U.S.
and it involved Canada, and I am—are you familiar with this case
that I am talking about? And——

Mr. HERTLING. I am not. I was under the impression that the
ICJ only heard cases between sovereigns, so I—but I am not an ex-
pert in international law.

Mr. MARINO. Also the U.S. Federal court stepped in and raised
an issue about a State having a right to hand down the decision
that pertained to another country, and I am thinking it was Can-
ada. Have you heard of that? I am trying to get more information
on that explanation.

Mr. HERTLING. I am——

Mr. MARINO. Is anyone else familiar with it?

Mr. HERTLING. I am not——

Mr. MARINO. I will do some research on it, then.

Mr. HERTLING. I am not familiar with it, but again, I think it is
important that nothing—obviously there is no House bill that has
been introduced yet, a broader bill, Ms. Lofgren, of course, has a
barebones bill. So this would be something that the House would
take and create, but nothing, say, in the bill that has been intro-



108

duced in the Senate would preempt State law, foreclose the ability
to go into State Court. This is a—a Federal remedy would be a
complement to the existing State Court remedies, but not a re-
placement for them.

Mr. MARINO. Do you only get one bite at either or—or a venue?
If you lose in one, can you go to the other?

Mr. HERTLING. Well, typically, obviously, unless it is a criminal
case where you have—you know, the dual sovereign doctrine ap-
plies, but in the civil litigation context, you would generally have
claim preclusion so that if you lose in—if you lose on those issues
or issues that you could have raised in a previous suit, and you go
to a different court, whether State or Federal, you are precluded
if there is identity of parties between the two suits.

Mr. MARINO. Mr. Simon, you have raised an issue, but I am
sorry, I have been going in and out meeting with people, on sei-
zure. Could you repeat that again for my benefit that I may not
have heard concerning your concern with seizure?

Mr. SiMON. Sure. I would be happy to. So we have a lot of peo-
ple’s data in our systems. That data, because of the way our secu-
rity algorithms and others mix, work, the data between the cus-
tomers is mixed together. There is no one disk drive for any one
cilstomer, generally speaking. There are some exceptions, to be
clear.

The point being that under the current—some of the current pro-
posals, the ability to come in and seize physical property would
permit somebody to say, we think there is a mis-appropriator’s in-
formation here, go get that physical drive. That is the issue that
we are concerned about.

Mr. MARINO. All right. Thank you.

I see my time has expired and I yield back. Thank you.

Mr. CoBLE. I thank the gentleman.

This concludes today’s hearing. I appreciate those of you in the
audience who stayed with us. Particularly appreciate the panelists
for your contributions.

Without objection, all Members will have 5 legislative days to
submit a written—additional written questions for the witnesses or
additional materials for the record. This hearing stands adjourned.

[Whereupon, at 4:38 p.m., the Subcommittee was adjourned.]
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