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PROTECTING CONSUMER INFORMATION: CAN
DATA BREACHES BE PREVENTED?

WEDNESDAY, FEBRUARY 5, 2014

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMERCE, MANUFACTURING, AND
TRADE,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 9:30 a.m., in room
2123, Rayburn House Office Building, Hon. Lee Terry (chairman of
the subcommittee) presiding.

Present: Representatives Terry, Lance, Blackburn, Harper, Guth-
rie, Olson, McKinley, Pompeo, Kinzinger, Bilirakis, Johnson, Long,
Barton, Upton (ex officio), Schakowsky, Sarbanes, McNerney,
\Kf{fglch, Yarmuth, Dingell, Barrow, Christensen, and Waxman (ex
officio).

Staff Present: Charlotte Baker, Press Secretary; Kirby Howard,
Legislative Clerk; Nick Magallanes, Policy Coordinator, CMT;
Brian McCullough, Senior Professional Staff Member, CMT; Gibb
Mullan, Chief Counsel, CMT; Shannon Weinberg Taylor, Counsel,
CMT; Michelle Ash, Minority Chief Counsel; and Will Wallace, Mi-
nority Professional Staff Member.

OPENING STATEMENT OF HON. LEE TERRY, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF NEBRASKA

Mr. TERRY. So, good morning everyone, and we have an impres-
sive two panels to testify this morning. Our first are government
witnesses. I will introduce you each as we go down, but I want to
thank all of you for being here. And the way we do it, some of you
haven’t testified before us before, others have, each side has basi-
cally 10 minutes of opening statements, and then we get right into
your testimony, so I will begin my opening statement at this time.

And I just want to thank everyone for being here, and today we
are turning our focus to an important issue that has affected nearly
one-quarter of American consumers, a string of recent data
breaches at nationwide retailers, which resulted in the loss of con-
sumer payment card data, personal information for millions of con-
sumers. Millions of consumers are seeking answers to questions
about their personal and financial security.

I am grateful to both Target and Neiman Marcus for agreeing to
appear before our subcommittee today. It is my hope that they will
be able to give the subcommittee as clear a view as possible of
what transpired, what was being done to protect consumer infor-
mation before these breaches, what steps have been taken to miti-
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gate the harm to consumers in the wake of these breaches, and
what more is being done and can be done to prevent such breaches
in the future.

We will also hear from public and private entities who partici-
pated in developing security standards, protecting consumer data,
and taking enforcement actions against the criminals who per-
petrate these crime. Our objective today is not to cast blame or
point fingers. It’s just like, just like you, don’t blame the home-
owner whose home is broken into; nevertheless, we must ensure
that breaches like these do not become the new norm.

Private sector has worked to try and prevent these crimes to dif-
ferent degrees, including cooperation with government entities.
Clearly, there is more that can be done, which is the reason for
convening this hearing today. Already, the U.S. accounts for 47
percent of the fraud credit and debit losses worldwide while only
accounting for 30 percent of the transactions. We need to be real-
istic and recognize there is no silver bullet that is going to fix this
issue overnight. If we are to seriously address the problem sur-
rounding consumer data security, it will take thoughtful and delib-
erate actions at all stages of the payment chain.

I don’t believe we can solve this problem by codifying detailed
technical standards or with overlaying cumbersome mandates.
Flexibility, quickness, and nimbleness are all attributes that abso-
lutely are necessary in the cybersecurity, but run contrary to gov-
ernment’s abilities. We must encourage the private sector to keep
improving on its consensus-driven standards which are built to
adapt over time changing threats to data security.

While I have more of a statement, I would like to yield to Mr.
Olson the remainder of the time.

[The prepared statement of Mr. Terry follows:]

PREPARED STATEMENT OF HON. LEE TERRY

Welcome to our subcommittee’s first hearing of 2014 and the 20th meeting of the
113th Congress.

Today, we are turning our focus to an important issue that has affected nearly
one-quarter of American consumers: a string of recent data breaches at nationwide
retailers, which resulted in the loss of consumer payment card data and personal
information for millions of consumers.

Millions of consumers are seeking answers to questions about their personal and
financial security. I'm grateful to both Target and Neiman Marcus for agreeing to
appear before our subcommittee today. It is my hope that they will be able to give
the subcommittee as clear a view as possible of what transpired, what was being
done to protect consumer information before these breaches, what steps have been
taken to mitigate the harm to consumers in the wake of these breaches, and what
more is being done to prevent such breaches in the future.

We will also hear from public and private sector entities who participate in devel-
oping security standards, protecting consumer data, and taking enforcement actions
against the criminals who perpetrate these crimes.

Our objective today is not to cast blame or point fingers—just like you don’t blame
the homeowner whose home is broken into. Nevertheless, we must ensure that
breaches like these do not become the “new normal.”

The private sector has worked to try and prevent these crimes to different de-
grees, including cooperation with government entities. Clearly, there is more than
can be done, which is the reason for convening today’s hearing.

Already, the U.S. accounts for 47 percent of the fraudulent credit and debit losses
worldwide, while only accounting for 30 percent of the transactions.

We need to be realistic and recognize there is no “silver bullet” that is going to
fix this issue overnight. If we are to seriously address the problems surrounding
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consumer data security, it will take thoughtful and deliberate actions at all stages
of the payment chain.

I do not believe that we can solve this whole problem by codifying detailed, tech-
nical standards or with overly cumbersome mandates. Flexibility, quickness, and
nimbleness are all attributes that are absolutely necessary in cyber security but run
contrary to government’s abilities.

I do believe that information sharing is an area that we can be involved with. I
would like to explore with our witnesses today a role for Congress in information
sharing and analysis centers (ISACs).

We must encourage the private sector to keep improving on its consensus-driven
standards, which are built to adapt over time to changing threats to data security.

There are areas where Congress can take action and lead in a way in protecting
consumers and combatting fraud. One such area is a uniform data breach notifica-
tion standard. Right now, national retailers have to comply with as many as 46 dif-
ferent state and territory notification rules, which can slow down how quickly a
business can notify customers of a breach by creating confusion over who must be
notified, how they must be notified, and when they must be notified. Consumers
need to know quickly if their information is breached so that they protect them-
selves. I am working on legislation that would foster quicker notification by replac-
ing the multiple—and sometimes conflicting—state notification regimes with a sin-
gle, uniform federal breach notification regime.

The security of data itself is paramount in this conversation, but as I have said,
cumbersome statutory mandates can be ill equipped to deal with evolving threats.
Nonetheless, I think this subcommittee would benefit from hearing about how com-
panies are dealing with this issue now, as well as in the future.

I understand that the four largest credit card companies have put a deadline of
October 1, 2015, for merchants to adopt point-of-sale portals that accept EMV-en-
abled cards—the so-called chip-and-PIN. I am interested in hearing about how this
technology could benefit consumers, as well as what Congress’ role should be with
regard to data security in general.

I look forward to hearing from these stakeholders and officials on our panel today
and I thank them for appearing.

Mr. OLsON. Thank you, Mr. Chairman, and thank you to our wit-
nesses for coming this morning. As you all know, data breaches are
a very serious matter, and you must remember past this issue that
regardless of security measures taken to protect data, the bad guys
are always trying, always trying to find new ways to grab that
data. We have to be right 24 hours a day, 7 days a week, 365 days
a year, 366 during leap year, and as you have seen, the bad guys
can access data in less time it takes to swipe a credit card.

It is a tough battle, but it is a battle we have to fight, it is a
battle we have to win. As we say in Houston, failure is not an op-
tion. With that, I yield back, look forward to the discussion. Thank
you, Mr. Chairman.

Mr. TERRY. Anybody else? Mr. Lance.

Mr. LANCE. Thank you, Mr. Chairman, and I welcome the very
distinguished panel. The issue of data security has been prominent
in public debate dating back to at least 2005 when 160,000 records
were acquired by hackers in the Choice Point data breach. Over the
last 8 years, 660 million records have been made public through
various data breaches. Data breaches occur not just in commercial
settings, but also hospitals, educational institutions, banks, and in-
surance companies. There is no doubt that every American could
be at risk of a data breach.

Since our last data security hearing in July, we have learned of
several additional data breach incidents that occurred in 2013.
Data breach incidents at Target, Neiman Marcus and Michael’s are
recent reminders of the dangers data breaches present to our econ-
omy. In our hearing last July, this subcommittee examined the
issue of data breach notification; namely, what to do when data se-
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curity has been compromised. While that issue is still of paramount
concern, equal if not more attention should be given to how to pre-
vent data breaches from occurring in the first place.

Major credit card carriers have created a global data security
standard for businesses that accept payment cards called the “pay-
ment card industry data security standard.” I look forward to ex-
amining the best practices for today’s economy and for the safety
of the American people.

Since the Choice Point data breach in 2005, technology has
evolved considerably. While data hackers’ tactics have also evolved,
so has the potential to provide greater security for Americans at
risk of a data breach. I am pleased to have before us today a distin-
guished panel from the public and private sectors with expertise
and personal experience in these issues. I look forward to exam-
ining the issues before us today. Thank you, Mr. Chairman.

Mr. TERRY. The ranking member, Jan Schakowsky, is now recog-
nized for her 5 minutes.

OPENING STATEMENT OF HON. JANICE D. SCHAKOWSKY, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF ILLI-
NOIS

Ms. SCHAKOWSKY. Thank you, Mr. Chairman. I am really happy
that we are having this important hearing on data security. I think
it is of great concern to the public, who is probably watching care-
fully what happens here. As we discussed previously, I hope and
expect that we will work together to address these issues.

I thank all of our witnesses for being here, but I would like to
take a moment to pay special attention and give special thanks to
my friend, Illinois Attorney General Lisa Madigan, who has been
at the forefront of this issue since taking office in 2003 leading sev-
eral efforts at the state level to defend against cyber crime and
prosecute those responsible. She is also co-leading an investigation
into the Target, Neiman Marcus, and Michael’s data breaches, and
I look forward, as we all do, I think, to gaining from her perspec-
tive about how we can better protect data and inform consumers
in the future.

The threat of data breaches isn’t new. The Privacy Rights Clear-
inghouse has identified over 650 million records containing con-
sumers’ personal information that have been compromised through
thousands of data breaches since 2005; nonetheless, the recent at-
tacks at some of this country’s most popular retail stores should
give us all renewed motivation to address data security and breach
notification.

I think every one of our witnesses today and every member of
the subcommittee wants to make sure that we do everything we
can to reduce the risk of future massive data breaches. Tens of bil-
lions of dollars each year are lost to cyber fraud and identity theft
threatening consumer credit and stretching law enforcement re-
sources. The Target breach alone could cost as much as $18 billion,
and analysts suggest the company itself could be on the hook for
more than $1 billion in costs from fraud. There are also Homeland
Security concerns that we, I hope, will hear about today.

It is important to note that there is no foolproof regulatory
scheme or encryption program to totally prevent data breaches.



5

Cyber criminals are incredibly innovative, and as soon as we invent
and implement new technologies, they are hard at work looking for
new vulnerabilities. But just because we can’t absolutely 100 per-
cent guarantee the protection of consumer data doesn’t mean that
we should not do anything. There is currently no comprehensive
Federal law that requires companies to protect consumer or user
data, nor is there a federal requirement that companies inform
their customers in the event of a data breach. I believe it is critical
that the subcommittee move forward with legislation that will en-
sure that best practices are followed at all retailers and that con-
sumers are informed as soon as possible after cyber theft is discov-
ered. That legislation should be technology neutral, in my view, al-
lowing the FTC and other regulatory agencies to update require-
ments at the speed of innovation.

In the 111th Congress, I was one of four original co-sponsors of
H.R. 2221, the Data Accountability and Trust Act data offered by
Mr. Rush. The bill was bipartisan, and Chairman Emeritus Barton
was a co-sponsor. The bill had two main provisions. One, an entity
holding data containing personal information had to adopt what we
said were reasonable and appropriate security measures to protect
such data; and two, that same entity had to notify affected con-
sumers in the event of a breach. Seems to me that those basic re-
quirements should be the basis for data security and breach legisla-
tion coming out of this committee.

I want to thank our witnesses for appearing today. I look forward
to hearing from them about how we can better protect against
cyber theft in the future and ensure consumers are informed as
soon as possible when those protections fail, and I yield back.

[The prepared statement of Ms. Schakowsky follows:]

PREPARED STATEMENT OF HON. JANICE D. SCHAKOWSKY

Thank you Mr. Chairman for holding this important hearing on data security and
breach notification. As we’ve discussed previously, I hope and expect we will work
together to address these issues.

I thank all of our witnesses for being here, but I'd like to take a moment to pay
a special thanks to my friend, Illinois Attorney General Lisa Madigan. She has been
at the forefront of this issue since taking office in 2003, leading several efforts at
the state level to defend against cyber crime and prosecute those responsible. She
is also co-leading an investigation into the Target, Neiman Marcus, and Michaels
data breaches. I look forward to gaining from her perspective about how we can bet-
ter protect data and inform consumers in the future.

The threat of data breaches isn’t new: the Privacy Rights Clearinghouse has iden-
tified over 650 million records containing consumers’ personal information that have
been compromised through thousands of data breaches since 2005. Nonetheless, the
recent attacks at some of this country’s most popular retail stores should give us
all renewed motivation to address data security and breach notification.

I think every one of our witnesses today and every member of this subcommittee
wants to make sure that we do everything we can to reduce the risk of future mas-
sive data breaches. Tens of billions of dollars each year are lost to cyber fraud and
identity theft, threatening consumer credit and stretching law enforcement re-
sources. The Target breach alone could cost as much as $18 billion, and analysts
suggest the company itself could be on the hook for more than $1 billion in costs
from fraud.

It is important to note that there is no foolproof regulatory scheme or encryption
program to prevent data breaches. Cyber criminals are incredibly innovative, and
as soon as we invent and implement new technologies, they are hard at work look-
ing for vulnerabilities.

But just because we can’t absolutely guarantee the protection of consumer data
doesn’t mean we shouldn’t try. There is currently no comprehensive federal law that
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requires companies to protect consumer or user data. Nor is there a federal require-
ment that companies inform their customers in the event of a data breach.

I believe it is critical that this subcommittee move forward with legislation that
will ensure that best practices are followed at all retailers and that consumers are
informed as soon as possible after cyber theft is discovered. That legislation should
be technology-neutral, allowing the FTC and other regulatory agencies to update re-
quirements at the speed of innovation.

In the 111th Congress, I was one of 4 original cosponsors of HR 2221, the Data
Accountability and Trust Act, offered by Mr. Rush. The bill was bipartisan and
counted Chairman Emeritus Barton as a cosponsor. The bill had two main provi-
sions: (1) an entity holding data containing personal information had to adopt rea-
sonable and appropriate security measures to protect such data; and (2) that same
entity had to notify affected consumers in the event of a breach. Those basic require-
ments should be the basis for data security and breach legislation coming out of this
committee.

Our constituents can’t afford another massive data breach that threatens their
credit and the protection of their identity. We owe it to them to take steps to limit
the likelihood of data breach and ensure that they are informed when that happens.

I thank our witnesses for appearing today, and I look forward to hearing from
them about how we can better protect against cyber theft in the future and ensure
that consumers are informed as soon as possible when those protections fail.

Mr. TERRY. Mr. Upton, you are recognized for your 5 minutes,
and you control the time.

OPENING STATEMENT OF HON. FRED UPTON, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF MICHIGAN

Mr. UproN. Well, thank you, Mr. Chairman. The recent data
thefts of consumer information at well known companies are a re-
minder of the challenges that we certainly face today in a digital-
connected economy. We are well aware of the benefits to consumers
and businesses of instant communication and e-commerce. The
rapid evolution of technology allows consumers to purchase goods
and services on demand whenever and wherever they want.

Despite the many new conveniences and efficiencies, the unfortu-
nate reality is that technology also facilitates the ability of crimi-
nals to commit identity theft or other serious crimes that can po-
tentially injure far more consumers. What originated as paper
based fraud or identity theft gathered from a dumpster or mailbox
has changed with the times and adapted to the Internet and digital
economy.

Today, indeed, most transactions we conduct are either trans-
mitted or stored in a connected environment ensuring almost every
citizen has some digital footprint or profile, and that the most so-
phisticated cyber criminals are successful in infiltrating digital
databases, they certainly can gain access to data on millions of in-
dividuals. As long as the risk reward payoff is sufficient to attract
criminals, the problem will not go away.

Congress recognized the importance of protecting our personal
information as the crimes of identity theft and financial fraud be-
came more pervasive in our economy. It is the reason that we en-
acted laws specifically to address sensitive consumer data that can
be used by criminals for identity theft or financial fraud, including
the Gramm-Leach-Bliley Act for financial institutions and HIPAA
as well for the health care industry. Additionally, we have also em-
powered the FTC to address data breaches through the use of sec-
tion 5 of the FTC Act under which they have settled 50 data secu-
rity cases.
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Federal government is not the only layer of protection. A handful
of State laws mandates security for the data of their citizens, and
the private sector has developed extensive standards through the
PCI Security Standards Council, yet breaches, identity theft, finan-
cial fraud continue, affecting virtually every sector from the federal
government to merchants, banks, universities, and hospitals. We
must consider whether the current multi-layer approach to data se-
curity, federal, state, and industry self-regulation can be more ef-
fective, or whether we need to approach the issue differently.

In short, the title of today’s hearing is an appropriate question
to ask, “Can data breaches be prevented?” This is the right venue
to discuss what businesses can reasonably do to protect data.
Equally important, we need to find ways to minimize or eliminate
the ability of criminals to commit fraud with data that they ac-
quire. Americans deserve to have the peace of mind that the gov-
ernment, law enforcement officials, and private industry are doing
everything necessary to protect the public from future breaches,
and I yield the balance of my time to Mrs. Blackburn.

[The prepared statement of Mr. Upton follows:]

PREPARED STATEMENT OF HON. FRED UPTON

The recent data thefts of consumer information at well-known companies are a
reminder of the challenges that we face in a digital, connected economy. We are well
aware of the benefits to consumers and businesses of instant communication and
e-commerce. The rapid evolution of technology allows consumers to purchase goods
and services on demand—whenever and wherever they want. Despite the many new
conveniences and efficiencies, the unfortunate reality is that technology also facili-
tates the ability of criminals to commit identity theft or other crimes that can poten-
tially injure far more consumers.

1What originated as paper-based fraud or identity theft gathered from a dumpster
or mailbox has changed with the times and adapted to the Internet and the digital
economy. Today, most transactions we conduct are either transmitted or stored in
a connected environment, ensuring almost every citizen has some digital footprint
or profile. If the most sophisticated cybercriminals are successful in infiltrating dig-
ital databases, they can gain access to data on millions of individuals. As long as
the risk-reward payoff is sufficient to attract criminals, the problem will not go
away.

Congress recognized the importance of protecting our personal information as the
crimes of identity theft and financial fraud became more pervasive in our economy.
It is the reason we enacted laws specifically to address sensitive consumer data that
can be used by criminals for identity theft or financial fraud, including the Gramm
Leach Bliley Act for financial institutions and HIPAA (Health Information Port-
ability and Accountability Act) for healthcare industry participants. Additionally, we
also have empowered the FTC to address data breaches through the use of Section
5 of the FTC Act, under which they have settled 50 data security cases.

The federal government is not the only layer of protection. A handful of state laws
mandate security for the data of their citizens, and the private sector has developed
extensive standards through the PCI Security Standards Council.

Yet breaches, identity theft, and financial fraud continue, affecting every sector
from the federal government to merchants, banks, universities and hospitals. We
must consider whether the current multi-layer approach to data security—federal,
state, and industry self-regulation—can be more effective, or whether we need to ap-
proach the issue differently.

In short, the title of today’s hearing is an appropriate question to ask: “Can Data
Breaches be Prevented?” This is the right venue to discuss what businesses can rea-
sonably do to protect data. Equally important, we need to find ways to minimize
or eliminate the ability of criminals to commit fraud with data they acquire. Ameri-
cans deserve to have the peace of mind that the government, law enforcement offi-
cials, and private industry are doing everything necessary to protect the public from
future breaches.
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Mrs. BLACKBURN. I thank the chairman, and I want to welcome
each of you. We are pleased to have you here. Privacy data security
is something that we are hearing about more and more from our
constituents. I sum it up by saying my constituents want to know
who owns the virtual you, which is you in your presence online.
Who has the rights to that? And I hope that from listening to you-
all and talking with you today, we can gather some information to
add to the work that we have been doing in our bipartisan privacy
data security working group here at the committee.

What our constituents want to do is figure out how to build out
this toolbox that will allow them to protect themselves online. They
want to know what you are doing to provide the assurance of data
security, what are those protocols? They want to know what the
process will be, a kind of a standard business process, for data
breach notification. What are the expectations? And then they
want, both the private sector and government, to meet and fulfill
those expectations.

So, you have experience, some lessons learned, you have made
some mistakes, all of you, you are learning from those mistakes,
and we are looking at how we take the rules that are on the books
in the physical space, and apply that to the virtual space and en-
courage commerce and the interaction, transaction, and movement
of data and commerce. I yield back the balance of the time.

Mr. TERRY. Mr. Johnson, you are recognized for 10 seconds.

Mr. JOHNSON. Well, thanks. As a 30-year IT professional myself
before coming to Congress, including a stint as the director of the
CIO staff for U.S. Special Operations Command, I can tell you I
understand the complexities of data security and how complex it is.
I am really looking forward to hearing from you folks today on
what we can do to position both our commercial sector and our
public sector to handle this problem.

Mr. TERRY. Thank you. That concludes our time, but before I offi-
cially recognize him, Mr. Waxman, ranking member of the full com-
mittee, had made a surprise announcement and stunned all of us
that he is going to conclude his time with Congress at the end of
this session, and I just want to thank him for his 40 years of serv-
ice to the United States Congress, to the people of California, and
the United States, and job well done.

We may not agree on everything, but you are passionate, you are
zealous, and you are very involved, and you command respect from
everybody, Henry. Thank you for your service.

Mr. WAXMAN. Thank you, Mr. Chairman.

Mr. TERRY. And you are recognized for 5 minutes.

OPENING STATEMENT OF HON. HENRY A. WAXMAN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Mr. WAXMAN. Thank you for your kind words and for holding
this hearing today. I think this may be the first of a series of trou-
bling cyber attacks on prominent retailers that are going to tell us
today about their experience, and we want to evaluate how busi-
nesses and government can better protect the security of con-
sumers’ personal information.
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Late last year, Target, Neiman Marcus, and reportedly Michael’s
all experienced breaches in which criminal intruders stole con-
sumers’ payment card information leaving them at risk for fraudu-
lent charges. The Target breach, which involves not only payment
card data, but also marketing data that could be used in phishing
attacks is now reported to affect between 70 million and 110 mil-
lion people, roughly one-third of the adult U.S. population. Reports
indicated that similar attacks have likely affected many other re-
tailers as well. Just last week, White Lodging, a major hotel oper-
ator, announced that he was investigating a potential breach affect-
ing thousands of guests who stayed at hotels under various brand
names, including Hilton, Marriott, Sheraton, and Westin. Given
these constant security threats, I hope that today’s hearing will
provide us with the facts necessary to chart a path forward where
consumers can be more confident that companies will keep their
data safe.

The unprecedented scope and scale of these breaches is alarming.
It affects the confidence of consumers who rely on retailers, banks,
and payment card processors and networks to safeguard their per-
sonal information, including their credit card and debit card infor-
mation. Millions of Americans have had to contend with fraudulent
charges on their financial statements, identity theft schemes in
which criminals open phony accounts in their names, and the fear
and uncertainty about how criminals may use their information
next.

There are many unanswered questions about these recent at-
tacks, including how they were carried out, and of course, who was
responsible. These breaches also raise important questions about
how well the industry polices itself, whether these companies re-
sponded to early warnings and whether they notified consumers in
a timely manner. We also need to understand the appropriate Fed-
eral role in both data security and breach notification. Nearly all
U.S. States and territories now have laws that require notice for
their own residents when a data breach occurs.

The effectiveness of these laws vary greatly, but several are quite
strong, ensuring that consumers receive prompt, adequate, and
clear notification when their personal information is breached, and
providing them with resources to protect their financial wellbeing.
It could be a model for a minimum Federal requirement.

After the fact, breach notification is only half of what is needed.
The private sector must also take stronger steps to safeguard per-
sonal information. There could be a Federal rule in ensuring they
are proactive. There will always be bad actors who will try to com-
promise large databases and obtain sensitive information that can
be leveraged for financial gain. We need to have effective law en-
forcement to stop them. We also need to make sure companies are
doing enough to prevent breaches because consumers are paying
the price. Protecting consumer data needs to be priority number 1.

I look forward to the witnesses’ testimony and to our discussion
today of this important topic. I thank the witnesses for being here.
I want to apologize in advance because there is another sub-
committee that is meeting simultaneously with this one, and I have
to be at that subcommittee as well. But looking forward to your
testimony. In the short time I have left, is anybody on the majority
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wish to take the 47, -6, -5, -4 seconds noted. If not, Mr. Chairman,
I yield back.

Mr. TERRY. You said majority. Are you talking——

Mr. WAXMAN. Oh, did I say majority? I am always looking to the
future, Mr. Chairman, and I thank you for your kind words, and
I, of course, I am going to be here till December so we will all be
able to work together some more. Thank you.

Mr. TERRY. Very good. Thank you, Henry.

Now, time to introduce our first panel. Edith Ramirez is the
chairwoman of the Federal Trade Commission, thank you for your
second appearance before this committee; Lisa Madigan, Attorney
General for the State of Illinois, thank you for coming; William
Noonan, deputy special agent in charge, Criminal Investigation Di-
vision, Cyber Operations, United States Secret Service, and I said
it all in one breath. Mr. Noonan, thank you for your appearance
here today; Lawrence Zelvin, director, National Cybersecurity and
Communications Integration Center, Department of Homeland Se-
curity. We always go from my left to right, so we will start with
Chairman Ramirez. You are now recognized for your 5 minutes.

STATEMENTS OF HON. EDITH RAMIREZ, CHAIRWOMAN, FED-
ERAL TRADE COMMISSION; HON. LISA MADIGAN, ATTORNEY
GENERAL, STATE OF ILLINOIS; WILLIAM NOONAN, DEPUTY
SPECIAL AGENT IN CHARGE, CRIMINAL INVESTIGATIONS DI-
VISION, CYBER OPERATIONS, UNITED STATES SECRET SERV-
ICE; AND LAWRENCE ZELVIN, DIRECTOR OF THE NATIONAL
CYBERSECURITY AND COMMUNICATIONS INTEGRATION
CENTER, DEPARTMENT OF HOMELAND SECURITY

STATEMENT OF HON. EDITH RAMIREZ

Ms. RAMIREZ. Thank you. Chairman Terry, Ranking Member
Schakowsky, and members of the committee, thank you for the op-
portunity to appear before you to discuss the Federal Trade Com-
mission’s data security enforcement program. We live in an in-
creasingly connected world in which vast amounts of consumer
data is collected. As recent breaches of Target and other retailers
remind us, this data is susceptible to compromise by those who
seek to exploit security vulnerabilities. This takes place against the
background of the threat of identity theft, which has been the
FTC’s top consumer complaint for the last 13 years. According to
estimates of the Bureau of Justice statistics, in 2012, this crime af-
fected a staggering 7 percent of all people in the United States age
16 and older.

The Commission is here today to reiterate its bipartisan and
unanimous call for Federal data security legislation. Never has the
need for such legislation been greater. With reports of data
breaches on the rise, Congress needs to act. We support legislation
that would strengthen existing data security standards and require
companies, in appropriate circumstances, to notify consumers when
there is a breach. Legislation should give the FTC authority to seek
civil penalties where warranted to help ensure that FTC actions
have an appropriate deterrent effect.

It should also provide rulemaking authority under the Adminis-
trative Procedure Act and jurisdiction over nonprofits, which have
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been the source of a large number of breaches. Such provisions
would create a strong consistent standard and enable the FTC to
protect consumers more effectively. Using its existing authority,
the FTC has devoted substantial resources to encourage companies
to make data security a priority.

The FTC has brought 50 civil actions against companies that we
alleged put consumer data at risk. We have brought these cases
under our authority to combat effective and unfair commercial
practices as well as more targeted laws such as the Gramm-Leach-
Bliley Act and the Fair Credit Reporting Act. In all these cases, the
touchstone of the Commission’s approach has been reasonableness.
A company’s data security measures must be reasonable in light of
the sensitivity and volume of consumer information it holds, the
size and complexity of its data operations, and the cost of available
tools to improve security and reduce vulnerabilities.

The Commission has made clear that it does not require perfect
security and that the fact that a breach occurred does not mean
that a company has violated the law. Significantly, a number of
FTC enforcement actions have involved large breaches of payment
card information. For example, in 2008, the FTC settled allegations
that security deficiencies of retailer TJX permitted hackers to ob-
tain information about tens of millions of credit and debit cards. To
resolve these allegations, TJX agreed to institute a comprehensive
security program and to submit to a series of security audits. At
the same time, the Justice Department successfully prosecuted a
hacker behind the TJX and other breaches. As the TJX case illus-
tratles well, the FTC and criminal authorities share complementary
goals.

FTC actions help ensure, on the front end, that businesses do not
put their customers’ data at unnecessary risk while criminal en-
forcers help ensure that cyber criminals are caught and punished.
The dual approach to data security leverages government resources
and best serves the interest of consumers, and to that end, the FTC
and criminal enforcement agencies have worked together to coordi-
nate all respective data security investigations.

The FTC appreciates the work of our fellow law enforcement
agencies at the Federal and State level. In addition to the Commis-
sion’s enforcement work, the FTC offers guidance to consumers and
businesses. For those consumers affected by recent breaches, the
FTC has posted information online about steps they should take to
protect themselves. These materials are in addition to the large
stable of other FTC resources we have for ID theft victims, includ-
ing an ID theft hotline. We also engage in extensive policy initia-
tives on privacy and data security issues.

For example, we recently conducted workshops on mobile secu-
rity and emerging forms of ID theft, such as child ID theft and sen-
ior ID theft.

In closing, I want to thank the Committee for holding this hear-
ing and for the opportunity to provide the Commission’s views.
Data security is among the Commission’s highest priorities, and we
look forward to working with Congress on this critical issue. Thank
you.

Mr. TERRY. Thank you, Chairman.

[The prepared statement of Ms. Ramirez follows:]
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L INTRODUCTION

Chairman Terry, Ranking Member Schakowsky, and members of the Subcommittee, I am
Edith Ramirez, Chairwoman of the Federal Trade Commission (“FTC” or “Commission™).! 1
appreciate the opportunity to present the Commission’s testimony on data security.

We live in an increasingly connected world, and information is the new currency.
Businesses in this data-driven economy are collecting more personal information about
consumers than ever before, and storing and transmitting across their own systems as well as the
Internet. But, as recent publicly announced data breaches remind us,” these vast systems of data
are susceptible to being compromised. Hackers and others seek to exploit vulnerabilities, obtain
unauthorized access to consumers” sensitive information, and potentially misuse it in ways that
can cause serious harms to consumers as well as businesses.

All of this takes place against the background of the threat of identity theft, a pernicious
crime that harms both consumers and financial institutions. The Bureau of Justice Statistics
estimates that 16.6 million persons— or 7 percent of all U.S. residents ages 16 and older — were
victims of identity theft in 2012.°

As the nation’s leading privacy enforcement agency, the FTC is committed to protecting

consumer privacy and promoting data security in the private sector and has settled 50 law

' This written statement presents the views of the Federal Trade Commission. My oral statements and
responses to questions are my own and do not necessarily reflect the views of the Commission or of any
other Commissioner.

% See Elizabeth A. Harris & Nicole Perlroth, For Target, the Breach Numbers Grow, N.Y. Times, Jan.
10, 2014, available ar httpy//www.nytimes.com/2014/01/1 1/business/target-breach-affected-70-million-
customers.hitml (discussing recently-announced breaches involving payment card information by Target
and Neiman Marcus); Nicole Perlroth, Michaels Stores Is Investigating Data Breach, N.Y. Times, Jan.
23, 2014, available ar http/fwww.nviimes,.com/2014/01/26/technology/michaecls-stores-is-investigating-
data-breach.html (discussing Michaels Stores’ announcement of potential security breach involving
payment card information).

* See Bureau of Justice Statistics, Victims of Identity Theft, 2012 (Dec. 2013), available at
hitp://www.bjs.gov/content/pub/pdf/vit12.pdf.
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enforcement actions against businesses that we alleged failed to protect consumers’ personal
information appropriately. Data security is of critical importance to consumers. If companies do
not protect the personal information they collect and store, that information could fall into the
wrong hands, resulting in fraud and other harm, along with a potential loss of consumer
confidence in particular business sectors or entities, payment methods, or types of transactions.
Accordingly, the Commission has undertaken substantial efforts for over a decade to promote
data security in the private sector through civil law enforcement, education, policy initiatives,
and recommendations to Congress to enact legislation in this area. The FTC has also worked
with the Department of Justice and criminal investigative agencies, as well as state Attorneys
General, to coordinate efforts and leverage government resources more effectively.

The Commission is here today to reiterate its longstanding bipartisan call for enactment
of a strong federal data security and breach notification law. Never has the need for legisiation
been greater. With reports of data breaches on the rise, and with a significant number of
Americans suffering from identity theft, Congress needs to act. This testimony provides an
overview of the Commission’s efforts and restates the Commission’s support for data security
legislation.

I THE COMMISSION’S DATA SECURITY PROGRAM

A. Law Enforcement

To promote data security, the Commission enforces several statutes and rules that impose
obligations upon businesses that collect and maintain consumer data. The Commission’s
Safeguards Rule, which implements the Gramm-Leach-Bliley Act (“GLB Act™), for example,

provides data security requirements for non-bank financial institutions. The Fair Credit

* 16 C.F.R. Part 314, implementing 15 U.S.C. § 6801(b).
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Reporting Act (“FCRA”) requires consumer reporting agencies to use reasonable procedures to
ensure that the entities to which they disclose sensitive consumer information have a permissible
purpose for receiving that information,’ and imposes safe disposal obligations on entities that
maintain consumer report information.® The Children’s Online Privacy Protection Act
(“COPPA™) requires reasonable security for children’s information collected online.”

In addition, the Commission enforces the proscription against unfair or deceptive acts or
practices in Section 5 of the FTC Act. ¥ Ifa company makes materially misieading statements or
omissions about a matter, including data security, and such statements or omissions are likely to
mislead reasonable consumers, they can be found to be deceptive in violation of Section 5.°
Using its deception authority, the Commission has settled more than 30 matters challenging
companies’ express and implied claims that they provide reasonable security for consumers’
personal data when, the Commission charged, the companies failed to employ available, cost~
effective security measures to minimize or reduce data risks.

Further, if a company’s data security practices cause or are likely to cause substantial
injury to consumers that is neither reasonably avoidable by consumers nor outweighed by
countervailing benefits to consumers or to competition, those practices can be found to be unfair

and violate Section 5. Congress expressly codified these criteria in Section 5."' The

* 15U.8.C. § 1681e.

¢ 1d at § 1681w. The FTC's implementing rule is at 16 C.F.R, Part 682.
7 15 U.S.C. §§ 6501-6506; see also 16 C.F.R. Part 312 (“COPPA Rule™).
¥ 15U.8.C. § 45(a).

® See Federal Trade Commission Policy Statement on Deception, appended fo Cliffdale Assocs., Inc., 103
F.T.C. 110, 174 (1984).

' See Federal Trade Commission Policy Statement on Unfairness, appended to Int’t Harvester Co., 104
F.T.C. 949, 1070 (1984) (“FTC Unfairness Statement™).

IS US.C. § 5.

(9%}



16

Commission has settled over 20 cases alleging that a company’s failure to reasonably safeguard
consumer data was an unfair practice.”

In the data security context, the FTC conducts its investigations with a focus on
reasonableness — a company’s data security measures must be reasonable in light of the
sensitivity and volume of consumer information it holds, the size and complexity of its data
operations, and the cost of available tools to improve security and reduce vulnerabilities. The
Commission examines such factors as whether the risks at issue were well known or reasonably
foreseeable, the costs and benefits of implementing various protections, and the tools that are
currently available and used in the marketplace. This same reasonableness requirement is the
basis for sectoral laws that have data security requirements, including the GLB Act and the
FCRA.

Since 2001, the Commission has used its authority under these laws to settle 50 cases
against businesses that it charged with failing to provide reasonable and appropriate protections
for consumers® personal information.” The practices at issue were not merely isolated mistakes.
In each of these cases, the Commission examined a company’s practices as a whole and
challenged alleged data security failures that were multiple and systemic. And through these
settlements, the Commission has made clear that it does not require perfect security; that
reasonable and appropriate security is a continuous process of assessing and addressing risks;
that there is no one-size-fits-all data security program; and that the mere fact that a breach

occurred does not mean that a company has violated the law.

12

° Some of the Commission’s data security settlements allege both deception and unfairness.

" See Commission Statement Marking the FTC’s 50th Data Security Settlement, Jan. 31, 2014, available
at http/fwww. fte.gov/system/files/documents/cases/1 401 3 1 gmrstatement,pdf.
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In its most recent case, the FTC settled allegations that GMR Transcription Services, Inc.,
and its owners violated Section 5 of the FTC Act.”* According to the complaint, GMR provides
audio file transcription services for their clients, which include health care providers, and relies
on service providers and independent typists to perform this work. GMR exchanged audio files
and transcripts with customers and typists by loading them on a file server. As aresult of
GMR’s alleged failure to implement reasonable and appropriate security measures or to ensure
its service providers also implemented reasonable and appropriate security, at least 15,000 files
containing sensitive personal information — including consumers’ names, birthdates, and medical
histories — were available to anyone on the Internet. The Commission’s order resolving the case
prohibits GMR from making misrepresentations about privacy and security, and requires the
company to implement a comprehensive information security program and undergo independent
audits for the next ‘20 years.

The FTC also recently announced its first data security settlement concerning the
“Internet of Things” — i.e., Internet-connected refrigerators, thermostats, cars, and many other
products and devices which can communicate with each other and/or consumers. The
TRENDnet settlement involved a video camera designed to allow consumers to monitor their
homes rcmotely.]5 The complaint alleges that TRENDnet marketed its SecurView cameras for
purposes ranging from home security to baby monitoring, and claimed in numerous product
descriptions that they were “secure.” However, the cameras had faulty software that left them

open to online viewing, and in some instances listening, by anyone with the cameras’ Internet

" GMR Transcription Servs., Inc., Matter No. 112-3120 (F.T.C. Dec. 16, 2013) (proposed consent
order), available ar hitp://www.fic.gov/news-events/press-releases/2014/0 1/provider-medical-transcript-
services-settles-ftc-charges-it.

¥ TRENDnet, Inc., No. 122-3090 (Sept. 4, 2013), available at

http:/fwww. fic.gov/opa/201 3/09/trendnet.shim.
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address. This resulted in hackers posting 700 consumers’ live feeds on the Internet. Under the
FTC settlement, TRENDnet must maintain a comprehensive security program, obtain outside
audits, notify consumers about the security issues and the availability of software updates to
correct them, and provide affected customers with free technical support for the next two years.
Finally, the FTC has also brought a number of cases alleging that unreasonable security
practices allowed hackers to gain access to consumers® credit and debit card information, leading
to many millions of dollars of fraud loss.'® For example, the Commission alleged that TIX’s
failure to use reasonable and appropriate security measures resulted in a hacker obtaining tens of
millions of credit and debit payment cards, as well as the personal information of approximately
455,000 consumers who returned merchandise to the stores.!” Banks also claimed that tens of
millions of dollars in fraudulent charges were made, and cancelled and reissued millions of
cards. Meanwhile, criminal law enforcement authorities investigated and prosecuted the hackers
involved in this and other data breaches.” As this matter illustrates, the goals of FTC and federal
criminal agencies are complementary: FTC actions send a message that businesses need to
protect their customers’ data on the front end, and actions by criminal agencies send a message

to identity thieves that their efforts to victimize consumers will be punished.

% See, e.g., Dave & Busters, Inc., No. C-4291 (F.T.C. May 20, 2010), available at
http//www fte. gov/enforcement/cases-and-proceedings/cases/2010/06/dave-busters-incin-matter; DSW,
Inc., No, C-4157 (F.T.C. Mar. 7, 2006), available at http://www.ftc.gov/enforcement/cases-and-

2005), available at http://www.ftc.gov/enforcement/cases-and-proceedings/cases/2005/09/bjs-wholesale-
club-inc-matter.

" The TJX Cos., No. C-4227 (FT.C. I uly 29, 2008), available at hitp://www. fic.gov/enforcement/cases-
and-proceedings/cases/2008/08/tjx-companies-inc-matter.

" See, e.g., Kim Zetter, TJX Hacker Geis 20 Years in Prison, Wired, Mar, 25, 2010, available at
http://www.wired.cony/threatlevel/2010/03/tjx-sentencing/.
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B. Policy Initiatives

The Commiission also undertakes policy initiatives to promote privacy and data security,
including by hosting workshops on emerging business practices and technologies affecting
consumer data. This testimony describes two such recent initiatives that addressed information
security issues.

In November, the FTC held a workshop on the Internet of Things.”® The workshop
brought together academics, industry representatives, and consumer advocates to explore the
security and privacy issues from increased connectivity in everyday devices, in areas as diverse
as smart homes, health and fitness devices, and cars.

Last June, the Commission hosted a public forum on mobile security issues, including
potential threats to U.S. consumers and possible solutions to them.™® As the use of mobile
technology increases at a rapid rate and consumers take advantage of the technology’s benefits in
large numbers, it is important to address threats that exist today as well as those that may emerge
in the future. The forum brought together technology researchers, industry members and
academics to explore the security of existing and developing mobile technologies and the roles
various members of the mobile ecosystem can play in protecting consumers from potential
security threats.

The Commissiog has also hosted programs on emerging forms of identity theft, such as

child identity theft®' and senior identity theft.” In these programs, the Commission discussed

' FTC Workshop, Internet of Things: Privacy & Security in a Connected World (Nov. 19, 2013),
available at http://www.ftc.gov/bep/workshops/internet-of-things/.

* prC Waorkshop, Mobile Security: Potential Threats and Solutions (June 4, 2013), available at
htip://'www.fic.gov/bep/workshops/mobile-security/.

3 FTC Workshop, Stolen Futures: A Forum on Child Identity Theft (July 12, 2011), available at
hitp://www. fic.gov/news-events/events-calendar/201 1/07/stolen-futures-forum-child-identity-theft.
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unique challenges facing children and seniors, and worked with stakeholders to develop outreach
messages and plans for these two communities. Since the workshops took place, the
Commission has continued to engage in such tailored outreach.

C. Consumer Education and Business Guidance

The Commission also promotes better data security practices through consumer education
and business guidance, On the consumer education front, the Commission sponsors OnGuard
Online, a website designed to educate consumers about basic computer scc:urity.23 OnGuard
Online and its Spanish-language counterpart, Alerta en Linea,™ average more than 2.2 million
unique Visits per year.

As directed by Congress, the Commission maintains the nation’s main repository of
identity theft complaints, housed within our Consumer Sentinel consumer complaint database,
and provides centralized resources for victims of identity theft.” Identity theft has been the top
consumer complaint to the FTC for 13 consecutive years, and tax identity theft — which often
begins by thieves obtaining Social Security numbers and other personal information from
consumers in order to obtain their tax refund — has been an increasing share of the Commission’s
identity theft complaints.® To address these concerns, Commission staff have worked with
members of Congress to host numerous town hall meetings on identity theft in order to educate

their constituents. And, just last month, the FTC hosted 16 events across the country, along with

2 FTC Workshop, Senior Identity Thefi: A Problem in This Day and Age (May 7, 2013), available at
http://www . fte. gov/news-events/events-calendar/2013/05/senior-identity-thefi-problem-day-and-age.

23

See http:// www.onguardonline.gov.

4

.

See http//www.alertaenlinea.sov.
> 18 U.S.C. § 1028 note.

¥ 112012, tax identity theft accounted for more than 43% of the identity theft complaints, making it the
largest category of identity theft complaints by a substantial margin. See Press Release, FTC Releases
Top 10 Complaint Categories for 2012 (Feb. 26, 2013), available at hitp//www fic.gov/news-
events/press-releases/2013/02/ftc-releases-top-10-complaint-categories-2012.

T
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a series of national webinars and Twitter chats as part of Tax Identity Theft Awareness Week.”’
The events were designed to raise awareness about tax identity theft and provide consumers with
tips on how to protect themselves, and what to do if they become victims. For consumers who
may have been affected by the recent Target and other breaches, the FTC posted information
online about steps they should take to protect themselves.™

The Commission directs its outreach to businesses as well. The FTC widely disseminates
a business guide on data security, » along with an online tutorial based on the guide.”® These
resources are designed to provide diverse businesses — and especially small businesses — with
practical, concrete advice as they develop data security programs and plans for their companies.
The Commission has also released articles directed towards a non-legal audience regarding basic
data security issues for businesses.’! For example, because mobile applications (“apps™) and

devices often rely on consumer data, the FTC has developed specific security guidance for

mobile app developers as they create, release, and monitor their apps.”> The FTC also creates

¥ Press Release, FTC's Tax Identity Theft Awareness Week Offers Consumers Advice, Guidance (Jan. 10,
2014), available at http://www.fic.gov/news-events/press-releases/2014/01/fies-tax-identity-theft-
awareness-week-offers-consumers-advice.
* See Nicole Vincent Fleming, 4n Unfortunate Fact About Shopping, FTC Consumer Blog,
bttp://www.consumer. fte.gov/blog/unfortunate-fact-about-shopping (Jan. 27, 2014); Nicole Vincent
Fleming, Are you affected by the recent Target hack?, FTC Consumer Blog,
https://www.consumer.ftc. gov/blog/are-vou-affected-recent-target-hack. In addition to these materials
posted in response to recent breaches, the FTC has long published a victim recovery guide and other
resources to explain the immediate steps identity theft victims should take to address the crime; how to
obtain a free credit report and correct fraudulent information in credit reports; how to file a police report;
and how to protect their personal information. See http:/www.consumer.fic.gov/features/feature-0014-
identity-theft.

® See Protecting Personal Information: 4 Guide for Business, available at

http://business.ftc. gov/documents/bus69-protecting-personal-information-guide-business.

* See Protecting Personal Information: A Guide for Business (Interactive Tutorial), available at
http://business. fte. gov/multimedia/videos/protecting-personal-information.

31 See generally http://www.business. fte. gov/privacy-and-security/data-security,

% See Mobile App Developers: Start with Security (Peb. 2013), available at
http:/’business, ftc. gov/documents/bus83-mobile-app-developers-start-security,
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business educational materials on specific topics — such as the risks associated with peer-to-peer
(“P2P”} file-sharing programs and companies’ obligations to protect consumer and employee
information from these risks® and how to properly secure and dispose of information on digital
copiers.>
III. DATA SECURITY LEGISLATION

The FTC supports federal legislation that would (1) strengthen its existing authority
governing data security standards on companies and (2) require companies, in appropriate
circumstances, to provide notification to consumers when there is a security breach.”
Reasonable and appropriate security practices are critical to preventing data breaches and
protecting consumers from identity theft and other harm. Where breaches occur, notifying
consumers helps them protect themselves from any harm that is likely to be caused by the misuse
of their data. For example, in the case of a breach of Social Security numbers, notifying

consumers will enable them to request that fraud alerts be placed in their credit files, obtain

% See Peer-to-Peer File Sharing: A Guide for Business (Jan. 2010), availoble at
http://business. fic.eov/documents/bus46-peer-peer-file-sharing-guide-business.

** See Copier Data Security: 4 Guide for Business (Nov. 2010), available at
hitp://business.ftc.gov/documents/bus43-copier-data-security.

% See, e.g., Prepared Statement of the Federal Trade Commission, “Privacy and Data Security:
Protecting Consumers in the Modern World,” Before the Senate Committee on Commerce, Science, and
Transportation, 112" Cong., June 29, 2011, available at
http://www.fic.gov/sites/default/files/documents/public_statements/prepared-statement-federal-trade-
commission-privacy-and-data-security-protecting-consumers-modern/1 10629privacytestimonybrill.pdf;
Prepared Statement of the Federal Trade Commission, “Data Security,” Before Subcommittee on
Commerce, Manufacturing, and Trade of the House Committee on Energy and Commerce, 112® Cong.,
June 15, 2011, available ot hittp://www. fic.gov/sites/default/files/documents/public_statements/prepared-
statement-federal-trade-commission-data-security/1106 1 Sdatasecurityhouse.pdfi FTC, Security in
Numbers, SSNs and ID Thefi (Dec. 2008), available at

http:/fwww. fte.gov/sites/default/files/documents/reports/security-numbers-social-security-numbers-and-
identity-theft-federal-trade-commission-report/p0754 1 4ssnreport.pdf: President’s Identity Theft Task
Force, Identiry Theft Task Force Report (Sept. 2008), available at

http:/iwww. fte.gov/sites/default/files/documents/reports/presidents-identity-theft-task-force-
report/08102 1 taskforcereport, pdf.
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copies of their credit reports, scrutinize their monthly account statements, and take other steps to
protect themselves. And although most states have breach notification laws in place, having a
strong and consistent national requirement would simplify compliance by businesses while
ensuring that all consumers are protected.

Legislation in both areas — data security and breach notification — should give the FTC
the ability to seek civil penalties to help deter unlawful conduct, rulemaking authority under the
Administrative Procedure Act, and jurisdiction over non-profits. Under current laws, the FTC
only has the authority to seek civil penalties for data security violations with regard to children’s
online information under COPPA or credit report information under the FCRA* To help ensure
effective deterrence, we urge Congress to allow the FTC to seck civil penalties for all data
security and breach notice violations in appropriate circumstances. Likewise, enabling the FTC
to bring cases against non-profits’” would help ensure that whenever personal information is
collected from consumers, entities that maintain such data adequately protect it.® Finally,
rulemaking authority under the Administrative Procedure Act would enable the FTC to respond
to changes in technology in implementing the legislation.

VL. CONCLUSION

Thank you for the opportunity to provide the Commission’s views on data security. The

FTC remains committed to promoting reasonable security for consumer data and we look

forward to continuing to work with Congress on this critical issue.

* The FTC can also seek civil penalties for violations of administrative orders. 15 U.S.C. § 45()).

*7 Non-profits are generally outside the FTC’s jurisdiction. 15 U.S.C. §§ 44 & 45(a).

¥ A substantial number of reported breaches have involved non-profit universities and health systems.
See Privacy Rights Clearinghouse Chronology of Data Breaches (listing breaches including breaches at
non-profits, educational institutions, and health facilities), available at http://www.privacyrights.org/data-
breach/new.

11



24

Mr. TERRY. Now, the gentlelady from Illinois, Ms. Madigan, you
are now recognized for 5 minutes.

STATEMENT OF HON. LISA MADIGAN

Ms. MADIGAN. Thank you, Chairman Terry, Ranking Member
Schakowsky, and members of the subcommittee, I appreciate hav-
ing an opportunity to testify on this important issue. Addressing
data breaches and preventing them is critical to our financial secu-
rity and our economy. Over the past decade, we have faced an epi-
demic of data breaches that has affected almost every American
and has inflicted billions of dollars of damage to our economy.
Many have become accustomed to their occurrence, but the recent
Target breach served as a wake-up call that government and the
private sector need to take serious meaningful actions to curb this
growing problem.

To assist the subcommittee, I will explain the impact data
breaches have on consumers, the role the States play in responding
to breaches, the data security lapses we have seen in the private
sector, and the steps that private sector and government can take
to prevent future breaches.

Since 2005 there have been over 4,000 data breaches nationally
and over 733 million records compromised. The amount of money
lost because of identity theft is also sobering. In 2012, it was $21
billion. And over the last year alone, the number of complaints my
office has received on data breaches has jumped more than 1,000
percent. When these breaches occur, consumers are harmed pri-
marily two ways: First, they are exposed to the likelihood of unau-
thorized charges on their existing accounts, and second, they are
much more likely to become victims of more costly identity theft.
Consumers affected by breaches must constantly monitor their fi-
nancial accounts for unauthorized charges, and when consumers
discovery them, clean up requires notifying their credit and debit
card issuers, closing accounts, canceling cards and waiting for new
cards to arrive, and for consumers with automatic bill pay, alerting
companies about the new account numbers to prevent late fees, and
those are the easy situations.

Victims of identity theft can spend months reporting instances of
fraud to creditors and reporting bureaus to restore their credit.
During this time, these victims are often prevented from fully par-
ticipating in our economy. Identity theft takes a variety of forms
and while it most commonly affects consumers’ financial account,
identity thieves also use consumers’ information to open utility ac-
counts and obtain medical treatment and prescription drugs. All of
these things can happen simply because the consumers share their
sensitive data in the usual course with a business, a medical pro-
vider, or the government.

The States have been inundated with consumers who need help
understanding and recovering from breaches and identity theft
damage. Because of this, I created an identity theft unit and hot-
line back in 2006. Since then, we have received more than 40,000
requests for assistance and have helped remove over $26 million
worth of fraudulent charges for Illinois residents. In addition to
this direct consumer assistance, my office also conducts investiga-
tions of data breaches.
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To confirm that companies complied with State laws by notifying
consumers of breaches within a reasonable time, and to ensure that
companies suffering breaches took reasonable steps to protect their
consumer sensitive data from disclosure. My office, along with the
Connecticut AG’s office, is currently leading multi-State investiga-
tions into breaches that affected millions of Target and Neiman
Marcus and Michael’s customers. During private breach investiga-
tions, we have instances where companies failed to take basic steps
to protect consumer data. So the notion that companies are already
doing everything they can to prevent breaches is false.

We have found repeated instances where breaches occurred be-
cause companies allowed consumer data to be maintained
unencrypted, failed to install security patches for known software
vulnerabilities, and retained data for longer than necessary. The
recent breaches have also led to discussions about security tech-
nology that was available but not deployed for reasons that alleg-
edly ranged from high cost and increased checkout times to dis-
putes between banks and retailers.

Frankly, it is negligent that the United States is behind the rest
of the world when it comes to the security of our payment net-
works, and it is the main reason that U.S. consumers’ information
is targeted by criminals. It is past time for the private sector to
take data security seriously. Consumers are rapidly losing con-
fidence in companies’ ability to safeguard their personal informa-
tion. Based upon our experiences at the State level, I recommend
the Congress take the following actions. First, pass data security
and breach notification legislation that does not preempt State law.
Second, Congress should also recognize that the Federal Govern-
ment should assist the private sector in the same manner it al-
ready does in other critical areas.

Congress should give an agency the responsibility and authority
to investigate large sophisticated data breaches in a manner simi-
lar to NTSB investigations of aviation accidents.

Finally, please remember that States have been on the front
lines of this battle for a decade. Illinois residents appreciate the im-
portant role my office plays, and they are not asking for our State
law to be weakened by preemption, but they are panicked and they
are angered the companies are not doing more to protect their per-
sonal and financial information and prevent these breaches from
occurring in the first place. I am happy to answer any questions
you have. Thank you.

Mr. TERRY. Thank you, General Madigan.

[The prepared statement of Ms. Madigan follows:]
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I INTRODUCTION

Chairman Terry, members of the Subcommittee, thank you for inviting me to testify
today about this important issue. Addressing data breaches and preventing them is critical to our
financial security and our economy. Over the past decade, we have faced an epidemic of data
breaches that has affected almost every American and has inflicted billions of dollars of damage
to our economy.

The most frustrating aspect of this problem is that data breaches are not new, No one is
surprised to hear the latest data breach reported in the news. We have become too accustomed to
their occurrence, and it is time the government and the private sector take serious, meaningful
actions to curb this growing problem. As we become more dependent on technology in our
everyday lives, breaches will increasingly affect more consumers and, in the process, do more
damage.

To assist the Subcommittee, 1 will explain:

* the impact data breaches have on consumers;

« the role the states play in responding to breaches;

* the data security lapses we have seen in private companies; and

¢ the steps the private sector and the government can take to prevent future

breaches.
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1L IMPACT ON CONSUMERS
Since 2005, there have been over 4,000 data breaches nationally and over 733 million
records compromised.] In the last year alone, the number of complaints my office has received
on data breaches has jumped more than 1,000%.” Since 2006, identity theft has been the highest
or second highest source of complaints to my office every year, totaling 31,100 complaints.?
When data breaches occur, consumers are harmed primarily for two reasons:
e they face the likelihood of unauthorized charges on their existing accounts; and
e they are much more likely to become victims of identity theft.
A. Fraud on Existing Accounts
When financial information is compromised, consumers must constantly monitor their
financial accounts for any unauthorized charges. Once a consumer does discover unauthorized
charges, cleanup requires:
e notifying their credit and debit card issuers of the compromised cards;
* closing accounts, canceling cards, and waiting for new cards to arrive; and

+ for consumers with automatic bill pay, alerting companies about the new account
numbers to prevent late fees.

! Figure includes publicly reported data breaches between 2005 and 2014 compiled by Privacy Rights Clearinghouse
(663,182,386 as of February 3, 2014) in addition to the publicly reported 70 million records compromised in the
2013 Target Data Breach. See Privacy Rights Clearinghouse, Chronology of Data Breaches, available at
hitp:/Awww.privacyrights.org/data-breach/new; Press Release, Target Corp., *“Target provides Update on Data
Breach and Financial Performance.” available at hitp://pressroom.target.com/news/target-provides-update-on-data-
breach-and-financial-performance.

2 In 2012 the Illinois Attorney General's office received 34 complaints regarding data breaches, compared to 605 in
2013.

? See Press Retease, Office of Illinois Attorney General Lisa Madigan, “Top Ten Consumer Complaints” for 2006,
2007, 2008, 2009, 2010, 2011, and 2012, available at hitp://www.illinoisattorney general. gov/consumers/index.html.
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These issues are more than mere inconveniences. Consumers and banks can also easily miss
unauthorized charges on accounts. And when that happens, the consumer will be responsible for
the fraud.

Everyday my office contends with the enormous amount of time, effort, and stress
consumers face when they attempt to sort out the impact of data breaches involving their existing
financial accounts.

B. Identity Theft

The amount of money consumers lose because of identity theft is sobering. In 2012
alone, $21 billion was lost to identity theft.* The fraud takes a variety of forms. Identity theft
most commonly affects consumers’ financial accounts. But identity thieves also:

* open fake utility accounts;

e obtain prescription drugs and medical treatments using others’ identities;

* receive government benefits using compromised consumer data; and

» target children because of their clean credit history.
Since 2010, my office has assisted nearly 350 minors who have been victims of identity theft.’
We have helped shuf down hundreds of fraudulent accounts, which were opened using the
identities of children.

Victims of identity theft can spend months contacting banks, credit card companies,
credit reporting agencies, public utility companies, and the police to report instances of fraud and

to restore their credit. These victims can also be prevented from fully participating in our

* Javelin Strategy & Research, How Consumers can Profect Against Identity Fraudsters in 2013, 4 (Feb. 2013). This
statistic includes all types of identity theft, not just identity theft related to data breaches.

* Social Security Number Protection Task Force, Report 1o Governor Pat Quinn, Attorney General Lisa Madigan,
Secretary of State Jesse White, and lllinois General Assembly, 6 (Dec. 31, 2013).
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economy, meaning their entire lives can be put on hold. An identity theft can prevent a
consumer from purchasing a home or finding a place to rent. All this can happen because a
consumer shared their sensitive data with a business, a hospital, or the government.
1II.  Role of the States

The states have seen firsthand how damaging this is for consumers. In response, my
office created a dedicated Identity Theft Unit and Hotline in 2006.° Since then, we have received
more than 40,000 requests for assistance and have helped thousands of lllinois residents. The
unit and hotline are staffed with experts who walk consumers through the lengthy and
complicated process they face when reporting fraud and restoring their credit. We have also
developed a fifty-six page, comprehensive Identity Theft Resource Guide for Illinois residents to
use when facing identity theft.’

The states began focusing in earnest on data breaches in 2005 when ChoicePoint, a very
large data broker, experienced a significant data breach that harmed thousands of consumers.® In

response, lllinois passed a data breach law to ensure companies notify consumers when their

© Press Release, Office of Illinois Attorney General Lisa Madigan, “Madigan Announces Activation of 1D Theft
Hotline; Help Line is First of Its Kind in the Nation™ (Feb. 7, 2006).

7 Ydentity Theft Resource Guide, available at
hitp://www.illinofsattorneygeneral.gov/consumers/Identity_Thefi_Resource_Guide.pdf.

# Press Release, Office of Hlinois Attorney General Lisa Madigan, “Attorney General Madigan Reaches Agreement
with ChoicePoint” (May 31, 2007).
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sensitive information is compromised.g Since then, nearly every other state has passed a law
requiring companies to notify consumers of data breaches that compromise sensitive data.'”

My office also leads the National Association of Attorneys General (NAAG) Privacy
Working Group, which consists of more than forty states. We convene regularly to discuss and
investigate privacy issues, including data breaches that affect consumers in multiple states. With
respect to the recent data breaches, my office, along with the Connecticut Attorney General’s
office, is leading multi-state investigations into the breaches that have impacted millions of
customers of Target, Neiman Marcus, and Michaels.”!

While I cannot comment on the specifics of an ongoing investigation, | can explain why

we conduct these investigations in the first place:

? {llinois Personal Information Protection Act (PIPA), 815 IIl. Comp. Stat. 530/1 et. seq. (2006). PIPA requires
notification to a consumer when an unauthorized acquisition of computerized data compromises the security,
confidentiality, or integrity of personal information maintained by the data collector. Personal information means an
individual’s first name or first initial and last name, in combination with any one or more of the following data
elements, when either the name or the data element are not encrypted or redacted: social security number, driver’s
license number or State identification card number, account number or credit card number, or account number or
credit card number in combination with any required security code, access code, or password. Notice to consumers
must occur in the most expedient time possible and without unreasonable delay.

' Alaska Stat. §45.48.010 et seq.; Ariz. Rev. Stat. §44-7501; Ark. Code §4-110-101 et seq.; Cal. Civ, Code
§§1798.29, 1789.80 et. seq.; Colo. Rev. Stat. §6-1-716; Conn. Gen Stat. 36a-701(b); Del. Code tit. 6, §12B-101 et
seq.; Fla. Stat. §817.5681; Ga. Code §§10-1-910, -911, -912; § 46-5-214; Haw. Rev. Stat. §487N-1 et. seq.; Idaho
Stat, §§28-51-104 to -107; 815 ILCS 530/1 to 530/25; Ind. Code §§24-4.9 et seq., 4-1-11 et seq.; Jowa Code
§715C.1, 715C.2; Kan. Stat, 50-7a01 et. seq.; La. Rev. Stat. §51:3071 et seq.; Me. Rev. Stat. tit. 10 §§1347 et seq.;
Md. Code, Com. Law §14-3501 et seq.; Mass. Gen. Laws §93H-1 et seq.; Mich. Comp. Laws §§ 445.63, 445.72;
Minn, Stat. §§325E.61, 325E.64; Miss. Code § 75-24-29; Mo. Rev. Stat. §407.1500; Mont. Code §§30-14-1704, 2-
6-504; Neb. Rev. Stat. §§87-801, -802, -803, -804, -805, -806, ~807; Nev. Rev. Stat. 603A.010 et seq.; N.H. Rev.
Stat, §§359-C:19, -C:20, -C:21; NJ. Stat. 56:8-163: N.Y. Gen. Bus. Law §899-aa; N.C. Gen. Stat §75-65; N.D.
Cent. Code §51-30-01 et seq.; Ohio Rev. Code §§1347.12, 1349.19, 1349.191, 1349.192; Okla. Stat. §74-3113.1,
§24-161 to -166; Oregon Rev. Stat. $646A.600 et seq.; 73 Pa. Stat. §2303; R.I. Gen. Laws §11-49.2-1 et seq.; S.C.
Code §39-1-90; Tenn. Code §47-18-2107; Tex. Bus. & Com. Code §521.002, 521.053; Utah Code §§13-44-101, -
102, =201, <202, -310; V. Stat. tit. 9 §2430, 2433, Va. Code §18.2-186.6, §32.1-127.1:05; Wash. Rev. Code
§19.255.010, 42.56.590; W.V. Code §§46A-2A~101 et seq.; Wis. Stat. §134.98 et seq.; Wyo. Stat. §40-12-501 to -
502; D.C. Code §28- 3851 et seq.; Guam 9 GCA § 48-10 et, seq.; 10 Laws of Puerto Rico §4031 et. seq.; V.1 Code
§2208. See State Security Breach Notification Laws, Nat’l Conference Of State Legislatures,
http://www.nesl.org/research/telecommunications-and-information-technology/security -breach-notification-
laws.aspx (last updated Jan 21, 2014).

' Bloomberg, “Connecticut Attorney General Probing Neiman Marcus Breach,” Jan. 14, 2014, available at
httpr/Awww bloomberg.com/mews/2014-01-13/connecticut-attorney-general-probing-neiman-marcus-breach himl.
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e to confirm that companies notified their customers within a reasonable timeframe
and satisfied the requirements of lllinois law and other states; and
» to ensure that companies suffering breaches took reasonable steps to protect their
customers’ sensitive data from disclosure.
IV.  Weaknesses in Security Systems
‘During past investigations, we have repeatedly found instances where companies failed to
take basic steps to protect consumer data. The notion that companies are already doing
everything they can to prevent data breaches is false. We have found instances where
companies:
» failed to encrypt consumer data;
s failed to install updated security patches for software; and
o needlessly stored sensitive consumer data that was not necessary for any business
purpose
The recent breaches have also led to discussions about security technology that was
available, but not deployed, allegedly because of the cost. It is embarrassing that our country is
behind most of the world when it comes to the security of our payment networks. It is past time
for the private sector to take data security seriously.
V. Next Steps for the Private Sector and the Government
Based upon our experiences at the state level, 1 recommend that Congress take the
following actions.
First, pass data security legislation that does not preempt state law and requires
companies to:

« adopt reasonable data security practices;
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e only collect information from consumers that is necessary for legitimate business
needs;

e delete consumer data as soon as it is no longer needed; and

* notify consumers in a timely manner when a data breach occurs.

Second, Congress should also recognize that the federal government should assist the
private sector in the same manner it already assists in other critical areas. For that reason,
Congress should give an agency the responsibility and authority to investigate large,
sophisticated data breaches in a similar manner that the NTSB conducts investigations of
aviation accidents.

Finally, please remember that the states have been on the front lines of this battle for a
decade. Illinois residents understand the important role my office plays and they are not asking
for our state law to be preempted. But they are asking why companies are not doing more to
protect their personal and financial information and prevent these breaches from occurring in the
first place.

I am happy to answer any questions you have.

Thank you.
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Mr. TERRY. And now, Mr. Noonan, you are recognized for your
5 minutes.

STATEMENT OF WILLIAM NOONAN

Mr. NOONAN. Good morning, Chairman Terry, Ranking Member
Schakowsky, and distinguished members of the subcommittee.
Thank you for the opportunity to testify on behalf of the Depart-
ment of Homeland Security regarding the ongoing trend of criminal
exploiting cyberspace to obtain sensitive, financial, and identity in-
formation as part of a complex criminal scheme to defraud our Na-
tion’s payment systems. Our modern financial system depends
heavily on information technology forconvenience and efficiency.

Accordingly, criminals motivated by greed have adapted their
methods and are increasingly using cyberspace to exploit our Na-
tion’s financial payment systems to engage in fraud and other illicit
activities. The widely reported data breaches of Target and Neiman
Marcus are just recent examples of this trend. The Secret Service
is investigating these recent data breaches, and we are confident
that we will bring the criminals responsible to justice.

However, data breaches like these recent events are part of a
long trend. In 1984, Congress recognized the risk posed by increas-
ing use of information technology and established 18 USC sections
1029 and 1030 through the Comprehensive Crime Control Act.
These statutes define access device fraud and misuse of computers
as Federal crimes, and explicitly assign the Secret Service author-
ity to investigate these crimes.

In support of the Department of Homeland Security’s mission to
safeguard cyberspace, the Secret Service investigates cyber crime
through efforts of our highly trained special agents in the work of
our growing network of 33 electronic crimes task forces which Con-
gress assigned the mission of preventing, detecting, and inves-
tigating various forms of electronic crimes.

As a result of our cyber crime investigations, over the past 4
years, the Secret Service has nearly arrested 5,000 cyber criminals.
In total, these criminals were responsible for over a billion dollars
in fraud losses, and we estimate our investigations prevented over
a $11 billion in fraud losses. The data breaches, like the recent re-
ported occurrences, are just one part of a complex criminal scheme
executed by organized cyber crime. These criminal groups are using
increasingly sophisticated technology to conduct a criminal con-
spiracy consisting of five parts.

One, gaining unauthorized access to computer systems carrying
valuable protected information; two, deploying specialized malware
to capture and exfiltrate the data; three, distributing or selling the
sensitive data to their criminal associates; four, engaging in sophis-
ticated and distributed frauds using the sensitive information that
was obtained; and five, laundering the proceeds of their illicit activ-
ity.

All five of these activities are criminal violations in and of them-
selves, and when conducted by sophisticated transnational net-
works of cyber criminals, this scheme has yielded hundreds of mil-
lions of dollars in illicit proceeds.

The Secret Service is committed to protecting the Nation from
this threat. We disrupt every step of their five-part criminal
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scheme through proactive criminal investigations and defeat these
transnational cyber criminals through coordinated arrests and sei-
zure of assets. Foundational to these efforts are the private indus-
try partners as well as close partnerships that we have with State,
local, Federal, and international law enforcement. As a result of
these partnerships, we are able to prevent many cyber crimes by
sharing criminal intelligence regarding the plans of cyber criminals
and minimizing financial losses by stopping their criminal scheme.

Through our Department’s National Cybersecurity and Commu-
nications Integration Center, the NCCIC, the Secret Service also
quickly shares technical cybersecurity information while protecting
civil rights and civil liberties in order to allow organizations to re-
duce their cyber risks by mitigating technical vulnerabilities.

We also partner with the private sector in academia to research
cyber threats and publish information on cyber crime trends
through reports like Carnegie Mellon CERT Insider Threat Study,
the Verizon Data Breach Study, and the Trustwave Global Security
Report. The Secret Service has a long history of protecting our Na-
tion’s financial system from threats. In 1865, the threat we were
founded to address was that of counterfeit currency. As our finan-
cial payment system has evolved from paper to plastic, now digital
information, so, too, has our investigative mission. The Secret Serv-
ice is committed to protecting our Nation’s financial system even
as criminals increasingly exploit it through cyberspace. Through
the dedicated efforts of our electronic crimes task forces and by
working in close partnerships with the Department of Justice, in
particular, the criminal division and the local U.S. Attorney’s of-
fices, the Secret Service will continue to bring cyber criminals that
perpetrate major data breaches to justice. Thank you for the oppor-
tunity to testify on this important topic, and we look forward to
your questions.

Mr. TERRY. Thank you, Mr. Noonan.

[The prepared statement of Mr. Noonan follows:]
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Good afternoon Chairman Terry, Ranking Member Schakowsky, and distinguished Members of
the Committee. Thank you for the opportunity to testify on the risks and challenges the Nation
faces from large-scale data breaches like those that have been recently reported and are of great
concern to our Nation. The U.S. Secret Service (Secret Service) has decades of experience
investigating large-scale criminal cyber intrusions, in addition to other crimes that impact our
Nation’s financial payment systems. Based on investigative experience and the understanding we
have developed regarding transnational organized cyber criminals that are engaged in these data
breaches and associated frauds, | hope to provide this committee useful insight into this issue
from a federal law enforcement perspective to help inform your deliberations.

The Role of the Secret Service

The Secret Service was founded in 1865 to protect the U.S. financial system from the
counterfeiting of our national currency. As the Nation’s financial system evolved from paper to
plastic to electronic transactions, so too has the Secret Service’s investigative mission. Today,
our modern financial system depends heavily on information technology for convenience and
efficiency. Accordingly, criminals have adapted their methods and are increasingly using
cyberspace to exploit our Nation’s financial payment system by engaging in fraud and other
illicit activities. This is not a new trend; criminals have been committing cyber financial crimes
since at least 1970.!

Congress established 18 USC § 1029-1030 as part of the Comprehensive Crime Control Act of
1984; these statutes criminalized unauthorized access to computers® and the fraudulent use or
trafficking of access devices’—defined as any piece of information or tangible item that is a
means of account access that can be used to obtain money, goods, services, or other thing of
value.* Congress specifically gave the Secret Service authority to investigate violations of both
statutes.’

Secret Service investigations have resulted in the arrest and successful prosecution of cyber
criminals involved in the largest known data breaches, including those of TJ Maxx, Dave &
Buster’s, Heartland Payment Systems, and others. Over the past four years Secret Service cyber
crime investigations have resulted in over 4,900 arrests, associated with approximately

$1.37 billion in fraud losses and the prevention of over $11.24 billion in potential fraud losses.
Through our work with our partners at the Department of Justice (DOJ), in particular the local
U.S. Attorney Offices, the Computer Crimes and Intellectual Property section (CCIPS), the
International Organized Crime Intelligence and Operations Center (I0C-2), and others, we are
confident we will continue to bring the cyber criminals that perpetrate major data breaches to
justice.

! Beginning in 1970, and over the course of three years, the chief teller at the Park Avenue branch of New York’s
Union Dime Savings Bank manipulated the account information on the bank’s computer system to embezzle over
$1.5 million from hundreds of customer accounts. This early example of cyber crime not only illustrates the long
history of cyber crime, but the difficulty companies have in identifying and stopping cyber criminals in a timely
manner—a trend that continues today.

“See 18 USC § 1030

¥ See 18 USC § 1029

* See 18 USC § 1029(e)1)

¥ See 18 USC § 1029(d) & 1030(d)(1)
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The Transnational Cyber Crime Threat

Advances in computer technology and greater access to personally identifiable information (P1I)
via the Internet have created a virtual marketplace for transnational cyber criminals to share
stolen information and criminal methodologies. As a result, the Secret Service has observed a
marked increase in the quality, quantity, and complexity of cyber crimes targeting private
industry and critical infrastructure. These crimes include network intrusions, hacking attacks,
malicious software, and account takeovers leading to significant data breaches affecting every
sector of the world economy. The recently reported data breaches of Target and Neiman Marcus
are just the most recent, well-publicized examples of this decade-long trend of major data
breaches perpetrated by cyber criminals who are intent on targeting our Nation’s retailers and
financial payment systems.

The increasing level of collaboration among cyber-criminals allows them to compartmentalize
their operations, greatly increasing the sophistication of their criminal endeavors and allowing
for development of expert specialization. These specialties raise both the complexity of
investigating these cases, as well as the level of potential harm to companies and individuals. For
example, illicit underground cyber crime market places allow criminals to buy, sell and trade
malicious software, access to sensitive networks, spamming services, credit, debit and ATM card
data, PI1, bank account information, brokerage account information, hacking services, and
counterfeit identity documents. These illicit digital marketplaces vary in size, with some of the
more popular sites boasting membership of approximately 80,000 users. These digital
marketplaces often use various digital currencies, and cyber criminals have made extensive use
of digital currencies to pay for criminal goods and services or launder illicit proceeds.

The Secret Service has successfully investigated many underground cyber criminal
marketplaces. In one such infiltration, the Secret Service initiated and conducted a three-year
investigation that led to the indictment of 11 perpetrators allegedly involved in hacking nine
major U.S. retailers and the theft and sale of more than 40 million credit and debit card numbers.
The investigation revealed that defendants from the United States, Estonia, China and Belarus
successfully obtained credit and debit card numbers by hacking into the wireless computer
networks of major retailers — including TJ Maxx, BJ's Wholesale Club, Office Max,

Boston Market, Barnes & Noble, Sports Authority and Dave & Buster’s. Once inside the
networks, these cyber criminals installed “sniffer” programs® that would capture card numbers,
as well as password and account information, as they moved through the retailers’ credit and
debit processing networks. After the data was collected, the conspirators concealed the
information in encrypted computer servers that they controlled in the United States and Eastern
Europe. The credit and debit card numbers were then sold through online transactions to other
criminals in the United States and Eastern Europe. The stolen numbers were “cashed out” by
encoding card numbers on the magnetic strips of blank cards. The defendants then used these
fraudulent cards to withdraw tens of thousands of dollars at a time from ATMs. The defendants
were able to conceal and launder their illegal proceeds by using anonymous Internet-based

® Sniffers are programs that detect particular information transiting computer networks, and can be used by criminals
to acquire sensitive information from computer systems.
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digital currencies within the United States and abroad, and by channeling funds through bank
accounts in Eastern Europe.’

In data breaches like these the effects of the criminal acts extended well beyond the companies
compromised, potentially affecting millions of individual card holders. Proactive and swift law
enforcement action protects consumers by preventing and limiting the fraudulent use of payment
card data, identity theft, or both. Cyber crime directly impacts the U.S. economy by requiring
additional investment in implementing enhanced security measures, inflicting reputational
damage on U.S. firms, and direct financial losses from fraud—all costs that are ultimately passed
on to consumers.

Secret Service Strategy for Combating this Threat

The Secret Service proactively investigates cyber crime using a variety of investigative means to
infiltrate these transnational cyber criminal groups. As a result of these proactive investigations,
the Secret Service is often the first to learn of planned or ongoing data breaches and is quick to
notify financial institutions and the victim companies with actionable information to mitigate the
damage from the data breach and terminate the criminal’s unauthorized access to their networks.
One of the most poorly understood facts regarding data breaches is that it is rarely the victim
company that first discovers the criminal’s unauthorized access to their network; rather it is law
enforcement, financial institutions, or other third parties that identify and notify the likely victim
company of the data breach by identifying the common point of origin of the sensitive data being
trafficked in cyber crime marketplaces.

A trusted relationship with the victim is essential for confirming the crime, remediating the
situation, beginning a criminal investigation, and collecting evidence. The Secret Service's
worldwide network of 33 Electronic Crimes Task Forces (ECTF), located within our field
offices, are essential for building and maintaining these trusted relationships, along with the
Secret Service’s commitment to protecting victim privacy.

In order to confirm the source of data breaches and to stop the continued theft of sensitive
information and the exploitation of a network, the Secret Service contacts the owner of the
suspected compromised computer systems. Once the victim of a data breach confirms that
unauthorized access to their networks has occurred, the Secret Service works with the local U.S.
Attorney’s office, or appropriate state and local officials, to begin a criminal investigation of the
potential violation of 18 USC § 1030. During the course of this criminal investigation, the Secret
Service identifies the malware and means of access used to acquire data from the victim’s
computer network. In order to enable other companies to mitigate their cyber risk based on
current cyber crime methods, we quickly share information concerning the cybersecurity incident
with the widest audience possible, while protecting grand jury information, the integrity of
ongoing criminal investigations, and the victims’ privacy. We share this cybersecurity
information through:

7 Additional information on the criminal use of digital currencies can be referenced in testimony provided by U.S.
Secret Service Special Agent in Charge Edward Lowery before the Senate Homeland Security and Governmental
Affairs Committee in a hearing titled. “Beyond Sitk Road: Potential Risks, Threats, and Promises of Virtual
Currencies” (November 18, 2013).
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Our Department’s National Cybersecurity & Communications Integration Center
(NCCIC);

The Information Sharing and Analysis Centers (ISAC);

Our ECTFs;

The publication of joint industry notices;

Our numerous partnerships developed over the past three decades in investigating cyber
crimes; and,

Contributions to leading industry and academic reports like the Verizon Data Breach
Investigations Report, the Trustwave Global Security Report, and the Carnegie Mellon
CERT Insider Threat Study.
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As we share cybersecurity information discovered in the course of our criminal investigation, we
also continue our investigation in order to apprehend and bring to justice those involved. Due to
the inherent challenges in investigating transnational crime, particularly the lack of cooperation
of some countries with law enforcement investigations, occasionally it takes years fo finally
apprehend the top tier criminals responsible. For example, Dmitriy Smilianets and Viadimir
Drinkman were arrested in June 2012, as part of a multi-year investigation Secret Service
investigation, while they were traveling in the Netherlands thanks to the assistance of Dutch Jaw
enforcement. The alleged total fraud loss from their cyber crimes exceeds $105 million.

As a part of our cyber crime investigations, the Secret Service also targets individuals who
operate illicit infrastructure that supports the transnational organized cyber criminal. For
example, in May 2013 the Secret Service, as part of a joint investigation through the Giobal
Hticit Financial Team, shut down the digital currency provider Liberty Reserve. Liberty Reserve
is alleged to have had more than one million users worldwide and to have laundered more than
$6 billion in criminal proceeds. This case is believed to be the largest money laundering case
ever prosecuted in the United States and is being jointly prosecuted by the U.S. Attorney’s
Office for the Southern District of New York and DOJ’s Asset Forfeiture and Money Laundering
Section. In a coordinated action with the Department of the Treasury, Liberty Reserve was
identified as a financial institution of primary money laundering concern under Section 311 of
the USA PATRIOT Act, effectively cutting it off from the U.S. financial system.

Collaboration with Other Federal Agencies and International Law Enforcement

While cyber-criminals operate in a world without borders, the law enforcement community does
not. The increasingly multi-national, multi-jurisdictional nature of cyber crime cases has
increased the time and resources needed for successful investigation and adjudication. The
partnerships developed through our ECTFs, the support provided by our Criminal Investigative
Division, the liaison established by our overseas offices, and the training provided to our special
agents via Electronic Crimes Special Agent Program are all instrumental to the Secret Service’s
successful network intrusion investigations.

One example of the Secret Service’s success in these investigations is the case involving
Heartland Payment Systems. As described in the August 2009 indictment, a transnational
organized criminal group allegedly used various network intrusion techniques to breach security
and navigate the credit card processing environment. Once inside the networks, they installed
“sniffer” programs to capture card numbers, as well as password and account information. The
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Secret Service investigation, the largest and most complex data breach investigation ever
prosecuted in the United States, revealed that data from more than 130 million credit card
accounts were at risk of being compromised and exfiltrated to a command and control server
operated by an international group directly related to other ongoing Secret Service investigations.
During the course of the investigation, the Secret Service uncovered that this international group
committed other intrusions into multiple corporate networks to steal credit and debit card data.
The Secret Service relied on various investigative methods, including subpoenas, search
warrants, and Mutual Legal Assistance Treaty (MLAT) requests through our foreign law
enforcement partners to identify three main suspects. As a result of the investigation, these
primary suspects were indicted for various computer-related crimes. The lead defendant in the
indictment pled guilty and was sentenced to twenty years in federal prison. This investigation is
ongoing with over 100 additional victim companies identified.

Recognizing these complexities, several federal agencies are collaborating to investigate cases
and identify proactive strategies. Greater collaboration within the federal, state and local law
enforcement community enhances information sharing, promotes efficiency in investigations,
and facilitates efforts to de-conflict in cases of concurrent jurisdiction. For example, the

Secret Service has collaborated extensively with DOJ’s CCIPS, which “prevents, investigates,
and prosecutes computer crimes by working with other government agencies, the private sector,
academic institutions, and foreign counterparts.™ The Secret Service’s ECTFs are a natural
complement to CCIPS, resulting in an excellent partnership over the years. In the last decade,
nearly every major cyber investigation conducted by the Secret Service has benefited from
CCIPS contributions.

The Secret Service also maintains a positive relationship with the DOJ’s Federal Bureau of
Investigation (FBI). The Secret Service has a permanent presence at the National Cyber
Investigative Joint Task Force (NCUITF), which coordinates, integrates, and shares information
related to investigations of national security cyber threats. The Secret Service also often partners
with the FBI on various criminal cyber investigations. For example, in August 2010, a joint
operation involving the Secret Service, FBI, and the Security Service of Ukraine (SBU), yielded
the seizure of 143 computer systems — one of the largest internationat seizures of digital media
gathered by U.S. law enforcement — consisting of 85 terabytes of data, which was eventually
transferred to law enforcement authorities in the United States. The data was seized from a
criminal Internet service provider located in Odessa, Ukraine, also referred to as a “Bullet Proof
Hoster.” Thus far, the forensic analysis of these systems has already identified a significant
amount of criminal information pertaining to numerous investigations currently underway by
both agencies, including malware, criminal chat communications, and Pl of U.S. citizens.

The case of Vladislav Horohorin is another example of successful cooperation between the
Secret Service and its law enforcement partners around the world. Mr. Horohorin, one of the
world’s most notorious traffickers of stolen financial information, was arrested on August 25,
2010, pursuant to a U.S. arrest warrant issued by the Secret Service. Mr. Horohorin created the
first fully-automated online store which was responsible for selling stolen credit card data. Both
CCIPS and the Office of International Affairs at DOJ played critical roles in this apprehension.

fus. Department of Justice. (n.d.). Computer Crime & Imtellectual Property Section: Abowt CCIPS. Retrieved from
http//www justice. sovieriminal/cybercrime/ceips.html
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Furthermore, as a result of information sharing, the FBI was able to bring additional charges
against Mr. Horohorin for his involvement in a Royal Bank of Scotland network intrusion. This
type of cooperation is crucial if law enforcement is to be successful in disrupting and dismantling
criminal organizations involved in cyber crime.

This case demonstrates the importance of international law enforcement cooperation. Through
the Secret Service’s 24 international field offices the Service develops close partnerships with
numerous foreign law enforcement agencies in order to combat transnational crime. Successfully
investigating transnational crime depends not only on the efforts of the Department of State and
the DOJY’s Office of International Affairs to establish and execute MLATS, and other forms of
international law enforcement cooperation, but also on the personal relationships that develop
between U.S. law enforcement officers and their foreign counterparts. Both the CCIPS and the
Office of International Affairs at DOJ played critical roles in this apprehension. Furthermore, as
a result of information sharing, the FBI was able to bring additional charges against Mr.
Horohorin for his involvement in a Royal Bank of Scotland network intrusion. This type of
cooperation is crucial if law enforcement is to be successful in disrupting and dismantling
criminal organizations involved in cyber crime.

Within DHS, the Secret Service benefits from a close relationship with Immigration and
Customs Enforcement’s Homeland Security Investigations (ICE-HSI). Since 1997, the

Secret Service, ICE-HSI, and IRS-CI have jointly trained on computer investigations through the
Electronic Crimes Special Agent Program (ECSAP). ICE-HSI is also a member of Secret Service
ECTFs, and ICE-HSI and the Secret Service have partnered on numerous cyber crime
investigations including the recent take down of the digital currency Liberty Reserve.

To further its cybersecurity information sharing efforts, the Secret Service has strengthened its
relationship with the National Protection and Programs Directorate (NPPD), including the
NCCIC. As the Secret Service identifies malware, suspicious IPs and other information through
its criminal investigations, it shares information with our Department’s NCCIC. The Secret
Service continues to build upon its full-time presence at NCCIC to coordinate its cyber programs
with other federal agencies.

As a part of these efforts, and to ensure that information is shared in a timely and effective
manner, the Secret Service has personnel assigned to the following DHS and non-DHS entities:

NPPD’s National Cybersecurity & Communications Integration Center (NCCIC);
NPPD’s Office of Infrastructure Protection;

DHS’s Science and Technology Directorate (S&T);

DOJ National Cyber Investigative Joint Task Force (NCIITF);

Each FBI Joint Terrorism Task Force (JTTF), including the National JTTF;
Department of the Treasury - Office of Terrorist Financing and Financial Crimes (TFFC);
Department of the Treasury - Financial Crimes Enforcement Network (FinCEN);
Central Intelligence Agency;

DOJ, International Organized Crime and Intelligence Operations Center (JOC-2);
Drug Enforcement Administration’s Special Operations Division;

EUROPOL; and

® @€ @ 6 &6 @& ¢ ¢ ¢ ¢ &
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¢ INTERPOL.

The Secret Service is committed to ensuring that all its information sharing activities comply
with applicable laws, regulations, and policies, including those that pertain to privacy and civil
liberties.

Secret Service Framework

To protect our financial infrastructure, industry, and the American public, the Secret Service has
adopted a multi-faceted approach to aggressively combat cyber and computer-related crimes.

Electronic Crimes Task Forces

In 1995, the Secret Service New York Field Office established the New York Electronic Crimes
Task Force (ECTF) to combine the resources of academia, the private sector, and local, state and
federal law enforcement agencies to combat computer-based threats to our financial payment
systems and critical infrastructures. In 2001, Congress directed the Secret Service to establish a
nationwide network of ECTFs to “prevent, detect, and investigate various forms of electronic
crimes, in;:luding potential terrorist attacks against critical infrastructure and financial payment
systems.”

Secret Service field offices currently operate 33 ECTFs, including two based overseas in Rome,
Italy, and London, England. Membership in our ECTFs includes: over 4,000 private sector
partners; over 2,500 international, federal, state and local law enforcement partners; and over
350 academic partners. By joining our ECTFs, our partners benefit from the resources,
information, expertise and advanced research provided by our international network of members
while focusing on issues with significant regional impact.

Cyber Intelligence Section

Another example of our partnership approach with private industry is our Cyber Intelligence
Section (CIS) which analyzes evidence collected as a part of Secret Service investigations and
disseminates information in support of Secret Service investigations worldwide and generates
new investigative leads based upon its findings. CIS leverages technology and information
obtained through private sector partnerships to monitor developing technologies and trends in the
financial payments industry for information that may be used to enhance the Secret Service’s
capabilities to prevent and mitigate attacks against the financial and critical infrastructures. CIS
also has an operational unit that investigates international cyber-criminals involved in cyber-
intrusions, identity thefi, credit card fraud, bank fraud, and other computer-related crimes. The
information and coordination provided by CIS is a crucial element to successfully investigating,
prosecuting, and dismantling international criminal organizations.

? See Public Law 107-56 Section 105 (appears as note foliowing 18 U.S.C. § 3056).
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Electronic Crimes Special Agent Program

A central component of the Secret Service’s cyber-crime investigations is its Electronic Crimes
Special Agent Program (ECSAP), which is comprised of nearly 1,400 Secret Service special
agents who have received at least one of three levels of computer crimes-related training.

Level [ - Basic Investigation of Computers and Electronic Crimes (BICEP): The BICEP training
program focuses on the investigation of electronic crimes and provides a brief overview of
several aspects involved with electronic crimes investigations. This program provides Secret
Service agents and our state and local law enforcement partners with a basic understanding of
computers and electronic crime investigations and is now part of our core curriculum for newly
hired special agents.

Leve] Il — Network Intrusion Responder (ECSAP-NI): ECSAP-NI training provides special
agents with specialized training and equipment that allows them to respond to and investigate
network intrusions. These may include intrusions into financial sector computer systems,
corporate storage servers, or various other targeted platforms. The Level 11 trained agent will be
able to identify critical artifacts that will allow for effective investigation of identity theft,
malicious hacking, unauthorized access, and various other related electronic crimes.

Level 11 — Computer Forensics (ECSAP-CF): ECSAP-CF training provides special agents with
specialized training and equipment that allows them to investigate and forensically obtain digital
evidence to be utilized in the prosecution of various electronic crimes cases, as well as
criminally-focused protective intelligence cases.

These agents are deployed in Secret Service field offices throughout the world and have received
extensive training in forensic identification, as well as the preservation and retrieval of
electronically stored evidence. ECSAP-trained agents are computer investigative specialists,
qualified to conduct examinations on all types of electronic evidence. These special agents are
equipped to investigate the continually evolving arena of electronic crimes and have proven
invaluable in the successful prosecution of criminal groups involved in computer fraud, bank
fraud, identity theft, access device fraud and various other electronic crimes targeting our
financial institutions and private sector.

National Computer Forensics Institute

The National Computer Forensics Institute (NCFI) initiative is the result of a partnership
between the Secret Service, NPPD, the State of Alabama, and the Alabama District Attorney’s
Association. The goal of this facility is to provide a national standard of training for a variety of
electronic crimes investigations. The program offers state and local law enforcement officers,
prosecutors, and judges the training necessary to conduct computer forensics examinations.
Investigators are trained to respond to network intrusion incidents and to conduct electronic
crimes investigations. Since opening in 2008, the institute has held over 110 cyber and digital
forensics courses in 13 separate subjects and trained and equipped more than 2,500 state and
local officials, including more than 1,600 police investigators, 570 prosecutors and 180 judges
from all 50 states and three U.S. territories. These NCFI graduates represent more than

1,000 agencies nationwide.
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Partnerships with Academia

In August 2000, the Secret Service and Carnegie Mellon University Software Engineering
Institute (SEI) established the Secret Service CERT'® Liaison Program to provide technical
support, opportunities for research and development, as well as public outreach and education to
more than 150 scientists and researchers in the fields of computer and network security, malware
analysis, forensic development, training and education. Supplementing this effort is research into
emerging technologies being used by cyber-criminals and development of technologies and
techniques to combat them.

The primary goals of the program are: to broaden the Secret Service’s knowledge of software
engineering and networked systems security; to expand and strengthen partnerships and
relationships with the technical and academic communities; partner with CERT-SEI and
Carnegie Mellon University to support research and development to improve the security of
cyberspace and improve the ability of law enforcement to investigate crimes in a digital age; and
to present the results of this partnership at the quarterly meetings of our ECTFs.

In August 2004, the Secret Service partnered with CERT-SEI to publish the first “Insider Threat
Study” examining the illicit cyber activity and insider fraud in the banking and finance sector.
Due to the overwhelming response to this initial study, the Secret Service and CERT-SE], in
partnership with DHS Science & Technology (S&T), updated the study and released the most
recent version just last year, which is published at http://www.cert.org/insider_threat/.

To improve law enforcement’s ability to investigate crimes involving mobile devices, the Secret
Service opened the Cell Phone Forensic Facility at the University of Tulsa in 2008. This facility
has a three-pronged mission: (1) training federal, state and local law enforcement agents in
embedded device forensics; (2) developing novel hardware and software solutions for extracting
and analyzing digital evidence from embedded devices; and (3) applying the hardware and
software solutions to support criminal investigations conducted by the Secret Service and its
partner agencies. To date, investigators trained at the Cell Phone Forensic Facility have
completed more than 6,500 examinations on cell phone and embedded devices nationwide.
Secret Service agents assigned to the Tulsa facility have contributed to over 300 complex cases
that have required the development of sophisticated techniques and tools to extract critical
evidence.

These collaborations with academia, among others, have produced valuable innovations that
have helped strengthen the cyber ecosystem and improved law enforcement’s ability to
investigate cyber crime. The Secret Service will continue to partner closely with academia and
DHS S&T, particularly the Cyber Forensics Working Group, to support research and
development of innovate tools and methods to support criminal investigations.

Legislative Action to Combat Data Breaches

While there is no single solution to prevent data breaches of U.S. customer information,
legislative action could help to improve the Nation's cybersecurity, reduce regulatory costs on

' CERT—not an acronym—conducts empirical research and analysis to develop and transition socio-technical
solutions to combat insider cyber threats.
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U.S. companies, and strengthen law enforcement’s ability to conduct effective investigations.
The Administration previously proposed law enforcement provisions related to computer
security through a letter from OMB Director Lew to Congress on May 12, 2011, highlighting the
importance of additional tools to combat emerging criminal practices. We continue to support
changes like these that will keep up with rapidly-evolving technologies and uses.

Conclusion

The Secret Service is committed to safeguarding the Nation’s financial payment systems by
investigating and dismantling criminal organizations involved in cyber crime. Responding to the
growth in these types of crimes and the level of sophistication these criminals employ requires
significant resources and greater collaboration among law enforcement and its public and private
sector partners. Accordingly, the Secret Service dedicates significant resources to improving
investigative techniques, providing training for law enforcement partners, and raising public
awareness. The Secret Service will continue to be innovative in its approach to cyber crime and
cyber security and is pleased that the Committee recognizes the magnitude of these issues and
the evolving nature of these crimes.
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Mr. TERRY. Mr. Zelvin, you are now recognized for your 5 min-
utes.

STATEMENT OF LARRY ZELVIN

Mr. ZELVIN. Chairman Terry, Ranking Member Schakowsky, dis-
tinguished members of the subcommittee. Thank you very much for
the opportunity to be here before you today. In my brief opening
comments, I would like to highlight the DHS National
Cybersecurity and Communications Integrations Center, or
NCCIC’s role in preventing, responding to, and mitigating cyber in-
cidents, and then discuss our activities during the recent point of
sale compromises. I hope my remarks will demonstrate the increas-
ing importance of building and maintaining close relationships
among the wide range of partners in order to address all aspects
of malicious cyber activity, as well as to reduce continuing
vulnerabilities, protect against future attacks, and mitigate the
consequences of incidents that have already occurred.

The importance of leveraging these complementary missions has
been consistently demonstrated over the last several years, and is
an increasingly critical part of the broader framework used by the
government and the private sector to cooperate responding to mali-
cious cyber activity.

As you well know, the Nation’s economic vitality and the national
security depends on the secure cyberspace where reasonable risk
decisions can be made, and the flow of digital goods and online
interactions can occur safely and reliably. In order to meet these
objectives, we must share technical characteristics of malicious
cyber activity in a timely fashion so we can discover, address, and
mitigate cyber threats and vulnerabilities. It is increasingly clear
that no single country, agency, company or individual can effec-
tively respond to the ever-rising threats of malicious cyber activity
alone.

Effective responses require a whole nation effort, including close
coordination among entities such as the NCCIC, the Secret Service,
the Department of Justice, to include the Federal Bureau of Inves-
tigation, the Intelligence Community, sector specific agencies such
as the Department of Treasury, the private sector entities who are
simply critical to these efforts, and State, local, tribal, territorial,
and international governments.

In carrying out its particular responsibilities, the NCCIC pro-
motes and implements a unified approach to cybersecurity, which
enables the efforts of these diverse partners to quickly share
cybersecurity information in a manner which ensures the protec-
tion of individuals’ privacy, civil rights, and civil liberties.

As you may already know, the NCCIC is a civilian organization
that provides an around-the-clock center where key government,
private sector, and international partners can work collaboratively
together in both physical and virtual environments. The NCCIC is
comprised of four branches, the United States Computer Emer-
gency Readiness Team, or US—CERT, the Industrial Control Sys-
tems Cyber Emergency Response Team, or ICS-CERT, the Na-
tional Coordinating Center for Communications, and Operations
and Integration component.
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In response to the recent retailer compromises, the NCCIC spe-
cifically leveraged the resources and capabilities of US—-CERT,
whose mission focuses specifically on computer network defense
that includes prevention, protection, mitigation, response, and re-
covery activities. In executing this mission, the NCCIC and US-
CERT regularly publishes technical and nontechnical information
products assessing the characteristics of malicious cyber activity,
improving the ability of organizations and individuals to reduce
that risk.

When appropriate, all NCCIC components have onsite response
capabilities that can assist owners and operators at their facilities.
In addition, US-CERT’s global partnership with over 200 other
CERTs worldwide allow the team to work directly with analysts
from across international borders to develop a comprehensive pic-
ture of malicious cyber activity and mitigation options.

Increasingly, data from the NCCIC and US-CERT can be shared
in machine-readable formats using the Structured Threat Informa-
tion Expression, also known as STIX, which is being currently
being implemented and utilized. In some of the recent point of sale
incidents, NCCIC, US-CERT analyzed the malware provided to us
by the Secret Service and other relevant technical data, and used
findings, in part, to create a number of information sharing prod-
ucts.

The first product, which is publicly available, can be found on the
US-CERT’s Web site provides nontechnical overview of risks to
point of sale systems along with recommendations for how busi-
nesses and individuals can better protect themselves and mitigate
their losses in the event of an incident that has already occurred.

Other products have been more limited in distribution in that
they are meant for cybersecurity professionals in that they provide
detailed technical analysis and mitigation recommendations to bet-
ter enable experts to protect, discover, respond, and recover from
events. As a matter of strategic intent, the NCCIC’s goal is always
to share information as broadly as possible, which includes deliv-
ering products tailored to specific audiences.

These efforts ensure that actionable details associated with a
major cyber incident are shared with the right partners so they can
protect themselves, their families, their businesses and organiza-
tions quickly and accurately.

In the case of the point of sale compromises, we especially bene-
fited by the close coordination of the Financial Services Information
Sharing and Analysis Center, or the FS-ISAC. In particular, the
FS-ISAC’s Payments Processing Information Sharing Council has
been particularly useful in that they provide a form for sharing in-
formation about fraud, threats, vulnerabilities and risk mitigation
in the payments industry.

In conclusion, I want to again highlight that we in DHS and the
NCCIC strive every day to enhance the security and resilience
across cyberspace and the information technology enterprise. We
will accomplish these tasks using voluntary means, ever mindful of
the need to respect privacy, civil liberties, and the law. I truly ap-
preciate the opportunity to speak with you today and look forward
to your questions.

Mr. TERRY. Thank you, Mr. Zelvin.
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Introduction

Chairman Terry, Ranking Member Schakowsky, and distinguished Members of the Committee, 1
am here today to discuss the Department of Homeland Security’s (DHS) roles in responding to
the recently reported breach of point of sale (POS) systems at two major retailers and the
apparent compromise of sensitive personal and financial information that resulted from those
breaches. I will also put these actions in the context of DHS’s responsibilities to deal with cyber
threats to our Nation’s financial transaction systems as well as other important elements of
critical infrastructure.

During the recent POS system compromises, DHS’s National Protection and Program
Directorate’s (NPPD) strong operational and private sector outreach programs were leveraged to
help other retailers secure their systems to prevent future attacks while simultaneously
supporting the United States Secret Service’s (Secret Service) criminal investigation, The
National Cybersecurity and Communications Integration Center (NCCIC) used its unique
cybersecurity analysis and mitigation capabilities to coordinate efforts to secure systems against
future attacks and provided timely analysis for the Secret Service. Through close coordination
among DHS components and other partners, we have not only preserved the integrity of the
Secret Service law enforcement investigation, we have provided businesses and users the key
information they need to protect themselves and reduce the likelihood of a similar incident
occurring in the future.

Today I'd like to review in greater detail how NPPD works daily with our colleagues at the
Secret Service and with interagency and cross sector partners to respond to and mitigate this and
other cyber incidents. I hope this overview will demonstrate the increasing importance of
building and maintaining close relationships between law enforcement officials and network
defense experts in order to address both the criminal aspects of malicious cyber activity, as well
as to reduce continuing vulnerabilities, protect against future attacks, and mitigate consequences
of incidents. The importance of effectively leveraging these complementary missions has been
consistently demonstrated over the last several years, and is an increasingly important part of the
broader framework used by the government and the private sector to cooperate responding to
malicious cyber activity.
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A Whole of Nation Appreach to Cybersecurity

As the Department has highlighted in previous testimony, cyberspace is woven into the fabric of
our daily lives. According to recent estimates, the Internet encompasses more than two billion
people with at least 12 billion computers and devices, including global positioning systems,
mobile phones, satellites, data routers, ordinary desktop computers, and industrial control
systems that run the power plants, water systems, and much more that make up our nation’s
critical infrastructure. While this increased connectivity has led to significant transformations
and advances across our country — and around the world — it also has increased complexity and
exposes us to new vulnerabilities that can only be addressed by timely action and shared
responsibility. The Nation’s economic vitality and national security depend on a safe cyberspace
where reasonable risk decisions can be made and the flow of digital goods, transactions, and
online interactions can occur safely and securely. No country, industry, community or individual
is immune to the threat of a cyber-attack and timely action is required to share necessary
information in order to discover, address, and mitigate the ever-growing threat of malicious
cyber activity.

Furthermore, no single agency or organization by itself can effectively respond to the rising
threat of malicious cyber activity. Now, more than ever, there is a need for a civilian-government
capability to engage not only with affected entities but with other critical infrastructure sectors
and companies that also are at risk. Successful responses to dynamic cyber intrusions require
coordination among DHS, the Department of Justice—including the Federal Bureau of
Investigation, Criminal Division, National Security Division, and U.S. Attorneys’ Offices—the
Intelligence Community, the Department of State, the specialized expertise of Sector Specific
Agencies such as the Department of the Treasury, private sector partners — who are critical to
these efforts — and state, local, tribal and territorial, as well as international partners, each of
which have unique roles to play. In carrying out these activities, NPPD promotes and implements
a unified approach to cybersecurity incident response, which enables the efforts of a diverse set
of partners. Our incident response activities are synchronized with the comprehensive and timely
sharing of cybersecurity information, and done in a manner which ensures the protection of
individuals® privacy, civil rights and civil liberties.

The Central Role of the National Cybersecurity and Communications Integration Center

To better manage and facilitate cybersecurity information sharing efforts, analysis, and incident
response activities, exemplified by the recent retailer breach, the Department operates the
National Cybersecurity and Communications Integration Center (NCCIC), an around-the-clock
center where key government, private sector, and international partners all work together. The
NCCIC is comprised of four branches: the United States Computer Emergency Readiness Team
(US-CERT), the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT), the
National Coordinating Center (NCC) for Communications, and Operations Integration (O&I).
These branches provide the capabilities, skills, knowledge, and partnerships needed to serve as a
focal point for coordinating cybersecurity information sharing with the private sector; provide
technical assistance, onsite analysis, mitigation support, and assessment assistance to cyber-
attack victims; and coordinate the National response to significant cyber incidents affecting
critical infrastructure.
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While responding to the recent retailer compromises, the NCCIC specifically leveraged the
resources and capabilities of US-CERT. US-CERT’s global partnerships allow it to work directly
with analysts from across multiple sectors and international borders to develop a comprehensive
picture of malicious cyber activity and mitigation options. US-CERT’s mission focuses
specifically on computer network defense, and it is able to apply its full resources to supporting
prevention, protection, mitigation, response, and recovery efforts. US-CERT publishes technical
and non-technical information products assessing the characteristics of malicious cyber activity
and improving the ability of organizations and individuals to reduce their risk.

US-CERT’s unique ability to aggregate, analyze, and share diverse sets of information from law
enforcement, the intelligence community, the private sector — including information sharing and
analysis centers — and international partners through more than 200 CERT partnerships
worldwide is critical to NCCIC’s information sharing mission. Increasingly, our information
sharing activities are undertaken using Structured Threat Information Expression (STIX), which
allows for data to be shared at machine speed in a standard, machine readable format.

Current Threat Landscape and Recent Retail Company Targeting

The NCCIC currently sees malicious cyber activity perpetrated by a variety of actors who
employ diverse methods to achieve their objectives.

For some time, cyber criminals have been targeting consumer data entered into POS systems.
When consumers purchase goods or services from a retailer, the transaction is processed through
POS systems, which consist of the hardware (e.g. the equipment used to swipe a credit or debit
card and the computer or mobile device attached to it) as well as the software that tells the
hardware what to do with the information it captures. When consumers use a credit or debit card
at a POS system, the information stored on the magnetic stripe of the card is collected and
processed by the attached computer or device.

The data stored on the magnetic stripe is referred to as “Track One” and “Track Two” data.
Track One data is personal information associated with the account. Track Two data contains
information such as the credit card number and expiration date. In some circumstances, criminals
attach a physical device to the POS system to collect card data, which is referred to as
“skimming”. In other cases, cyber criminals deliver malware which acquires card data as it
passes through a POS system, eventually exfiltrating the desired data back to the criminal.

POS systems are connected to computers or devices, and are often enabled to access the Internet
and email services. Malicious links or attachments in emails as well as malicious websites can be
accessed and malware may subsequently be downloaded by an end user of a POS system.

On December 19, 2013, a major retailer publically announced it had experienced unauthorized
access to payment card data from the retailer’s U.S. stores. The information involved in this
incident included customer names, credit and debit card numbers, and the cards’ expiration dates
and card verification value security codes. Another retailer also reported a malware incident
involving its POS system on January 11, 2014, that resulted in the apparent compromise of credit
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card and payment information. A direct connection between these two incidents has not been
established.

In response to this activity, NCCIC/US-CERT analyzed the malware identified by the Secret
Service as well as other relevant technical data and used those findings, in part, to create two
information sharing products. The first product, which is publically available and can be found
on US-CERT’s website, provides a non-technical overview of risks to POS systems, along with
recommendations for how businesses and individuals can better protect themselves and mitigate
their losses in the event an incident has already occurred. The second product provides more
detailed technical analysis and mitigation recommendations, and has been securely shared with
industry partners to enable their protection efforts. NCCIC’s goal is always to share information
as broadly as possible, including by producing products tailored to specific audiences.

These efforts ensured that actionable details associated with a major cyber incident were shared
with the private sector partners who needed the information in order to protect themselves and
their customers quickly and accurately, while also providing individuals with practical
recommendations for mitigating the risk associated with the compromise of their personal
information. NCCIC especially benefited from close coordination with the Financial Services
Information Sharing and Analysis Center during this response.

Ensuring Robust Privacy and Civil Rights and Civil Liberties Safeguards

Throughout our response to the retailer breaches we followed pre-existing protocols and control
measures to protect personally identifiable information (P11} and other sensitive information that
could cause harm to individuals or the critical infrastructure entities we provide assistance to.
Our top level approach is to minimize the collection, retention, dissemination or use of P11, and
other sensitive information that is not relevant to the cyber threat. There are also more detailed
standards for handling specific types of information within specific programs and activities,
tailored to the specific programs, the types of information handled and the mission requirements,

DHS remains committed to ensuring cyberspace is supported by a secure and resilient
infrastructure that enables open communication, innovation, and prosperity while protecting
privacy, confidentiality, and civil rights and civil liberties by design.

Public Outreach

It is important to note that the NCCIC is only one part of NPPD’s overall effort to create a more
secure cyberspace through working with private and public sector partners. NPPD continues to
build its capabilities and our relationships by reinforcing the Department’s
Stop.Think.Connect.™ public awareness campaign, which is a year-round national effort
designed to engage and challenge Americans to join the effort to practice and promote safe
online practices. The Stop.Think.Connect.™ Campaign, launched during National Cyber
Security Awareness Month in October 2010, helps Americans understand and manage the risks
that come with living in a connected world. NPPD also works closely with the Secret Service
Electronic Crimes Task Forces, leveraging their public/private partnerships, and works closely
with other Federal agencies, including Sector Specific Agencies, to share cybersecurity
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information with critical infrastructure owners and operators. We are aggressively pursuing the
objectives of the Executive Order 13636, Improving Critical Infrastructure Cybersecurity, and
Presidential Policy Directive 21, Critical Infrastructure Security and Resilience, to increase the
quality, quantity and breadth of public/private sector information sharing, while remaining
vigilant on privacy and civil liberties protections. This includes development of the EO 13636-
directed voluntary program to support adoption of the NIST Cybersecurity Framework, by
owners and operators of critical infrastructure and any other interested entities.

Conclusion

While the Secret Service’s criminal investigation into the these activities is on-going, NPPD
through the NCCIC and other organizations continues to build shared situational awareness of
similar threats among our private sector and government partners and the American public at
large. At every opportunity, the NCCIC and our private sector outreach program publish
technical and non-technical products on best practices for protecting businesses and customers
against cyber threats and provide the information sharing and technical assistance necessary to
address cyber threats as quickly as possible.

Increased connectivity has led to significant transformations and advances across our country —
and around the world. Our daily lives, economic vitality, and national security depend on the
cyberspace. DHS, through NPPD programs and partnerships, including the NCCIC and its
central role, is working to outpace the cyber threat in order to maintain security and thereby
foster innovation that has resulted from this interconnectedness. I appreciate the opportunity to
speak with you today about the progress that the NCCIC has made in response to an ever
evolving cyber threat and the road ahead for future improvements to our nation’s cybersecurity.
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Mr. TERRY. And that begins our questions with the end of your
testimony. It is now the start of our questions. Each member has
5 minutes for questions, and I get to go first. Jan is second.

So, Mr. Noonan, you had mentioned that part of Secret Service’s
job is to investigate when breaches occur like this. Is the Secret
Service, or are you involved in the investigation into what hap-
pened at both Target and Neiman Marcus and other entities?

Mr. NOONAN. Yes, sir. So we are involved in the criminal inves-
tigation of the Target breach, as well as the Neiman Marcus case.

Mr. TERRY. And so far, what have you been able to find out that
you can communicate to us?

Mr. NOONAN. What we can determine at this point is that the
criminal organizations that we are looking at in pursuing are high-
ly technical, sophisticated criminal organizations that study their
targets and use sophisticated tools to be able to compromise those
various systems.

Mr. TERRY. And the breach at Target and Neiman Marcus, we
have read through the news reports, was from a sophisticated
criminal entity, as you mentioned in your investigation. Does your
investigation also then go into how they exploited each of those
major retailers’ data?

Mr. NOONAN. Yes, sir.

Mr. TERRY. And what did you find out?

Mr. NOONAN. It is still an ongoing coordination investigation in
which we are working on right now; however, we do know that the
malware at this point in our investigation is not the same criminal
tools being used at either one of those locations.

Mr. TERRY. So they are distinct, separate attacks?

Mr. NOONAN. Yes, sir.

Mr. TERRY. By separate distinct different criminal organizations?

Mr. NOONAN. We are working on that part right now, sir.

Mr. TErRRY. OK. In your investigations, do you assess whether
each of the, say, Target and Neiman Marcus’ cyber standards or
their cyber plans were adequate or inadequate or vulnerable?

Mr. NOONAN. The Secret Service does a criminal investigation,
and again, we are continuing to go after the criminal organization
that is perpetrating these. Both Neiman Marcus and Target do use
robust security plans in their protection of their environment, and
it comes back to the criminal actors in going after the pot of gold
or whatever they can monetize. So, as good as security factors are,
these criminal organizations are looking at ways to go around
whatever security apparatuses had been set up, so these were very
sophisticated, coordinated events. It was not necessarily from a sin-
gular actor. It’s a coordination of pieces that were used to do these
intrusions.

Mr. TERRY. Mr. Zelvin, you also, is your organization, NCCIC,
have you looked at or assessed the cybersecurity at the entities
that have been hacked?

Mr. ZELVIN. Mr. Chairman, we have not. We have been working
closely with the Secret Service on identifying the malware that had
been used in these incidents, doing the analysis and then sharing
that with our partners across both the public and private sector,
but I can tell you that the malware, as we see it, as Bill has said,
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is an incredibly sophisticated and could be challenging the most ro-
bust security system.

Mr. TERRY. What specifically makes it more sophisticated than
what we have seen before? Mr. Noonan.

Mr. NOONAN. Sure, sir. What we have seen actually in the devel-
opment of the malware is that it is not an off-the-shelf type of
malware that is utilized. What makes these targeted attacks
unique is that the criminals are modifying and molding specific
types of malware to fit whatever network or intrusion set they are
going after.

Mr. TERRY. So, it was specifically designed for that, for Target?

Mr. NOONAN. For whichever

Mr. TERRY. And a different one specifically designed for Neiman
Marcus?

Mr. NOONAN. Depending on security platforms that are available,
yes, sir.

Mr. TERRY. That is interesting.

Last, in future prevention, how important is an ISAC and would
it help if there was a retailer specific ISAC?

Mr. ZELVIN. Mr. Chairman, the ISACs have been absolutely crit-
ical in our ability to share information with the broadest commu-
nities possible. As you well know, they are in all 16 critical infra-
structure. In some of these infrastructures, certain groups, specifi-
cally in aviation and transportation, have made ISACs that are a
subset of the larger ISAC. I would be a proponent of having a re-
tailer ISAC, but it is really for the retailers to decide if it is useful
for them.

We have been using the financial services ISAC in this case, but
we look forward that if the business community wants to go that
way, we would look forward to working with them.

Mr. TERRY. And that is something that you would be the um-
brella organization to help?

Mr. ZELVIN. Sir, these are public/private partnerships, and DHS
has worked with them for quite some time, so it is a model that
we are very accustomed to using.

Mr. TERRY. There may be a few people in this audience that
doesn’t know what an ISAC is. Can you tell what is the advantage
and just very quickly what it is?

Mr. ZELVIN. Yes, sir, Information Sharing Analysis Centers are
predominantly around the 16 critical infrastructure, transportation,
energy, finance, health, there is obviously a number of them, and
it allows us, both in a public and private way, to get out to thou-
sands of companies and share information in both directions.

So, it is a growing community, but it really allows us to get to
those cybersecurity professionals and talk to those people that real-
ly do the network defense and have a conversation with those ex-
perts in a very robust scale.

Mr. TERRY. Thank you. Now it is my pleasure to recognize the
ranking member of our subcommittee, Ms. Schakowsky, for 5 min-
utes.

Ms. SCHAKOWSKY. Let me just say to Mr. Zelvin, I am sure that
the chairman would agree, we appreciate our visit to NCCIC that
we did this weekend in preparation for this hearing and the very
impressive work that you are doing.
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I wanted to ask Attorney General Madigan a couple of questions.
You alluded to the Illinois law, the Personal Information Protection
Act that followed the Choice Point breach in 2005. I believe you
were here talking about that as well.

Ms. MADIGAN. It is a different privacy matter, but I think that
is really when all the States started looking into it seriously.

Ms. SCHAKOWSKY. So, our law in Illinois requires corporations, fi-
nancial institutions, retail operators, government agencies, univer-
sities, other government entities to discuss data breaches, and the
law says “In the most expedient time possible and without unrea-
sonable delay.”

How does your office determine what that is?

Ms. MADIGAN. Well, first of all, in every circumstance we are
going to look at what has taken place, but we are also going to be
very cognizant of what that company or that entity needs to do in
terms of ensuring that they have maintained the integrity of their
system, they put security in place, and if they are ongoing, law en-
forcement investigations. We certainly don’t want to compromise
those, and so we will wait in terms of requiring notification. But
as we have learned over the years, and there are studies and re-
ports out there that demonstrate it, the sooner an individual is no-
tified that their information has been compromised, the less likely
they are to actually face any sort of unauthorized charges or even
a full account takeover, which will cost them a lot more money.

So, it is a case-by-case basis, and obviously, the sooner that we
can make sure that consumers are notified, the better off everybody
is in terms of the damage that is going to be done to them individ-
ually and the losses to the economy.

Ms. SCHAKOWSKY. So the language is kind of general, but you
make the decision on a case-by-case basis in terms of notification?

Ms. MADIGAN. Correct. We work with the companies to see where
they are in the process once we are alerted to the fact that a breach
has taken place, and obviously we are always supportive of the
work that the Secret Service and other law enforcement agencies
are doing in terms of the criminal investigation. Really, the inves-
tigaﬁions that we do are civil side, to make sure that our law is ac-
tually——

Ms. SCHAKOWSKY. Have you found companies that have not used
the most expedient time possibly or unreasonable delay?

Ms. MaADIGAN. We always look at it, and there is always ques-
tions, really on any side because I think there is a great concern
that many companies legitimately have about the hit it is going to
take to their public image if they do have to reveal this, so there
have been times that we think people could move faster, and we
work with them to make sure that they actually get out that no-
tice. We have not fined anybody for that.

Ms. SCHAKOWSKY. You know, you mentioned a couple of times
about preemption, and I wanted to just ask you how important it
is that Illinois, and I guess other States as well, maintain the right
to require the disclosure of data breaches as quickly as possible
and other enforcement mechanisms?

Ms. MADIGAN. I think probably every State official who would sit
in front of you would say it is very important. Obviously, over the
last 10 years, the States have really been able to be, as we like to
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say, and I think you also can appreciate, the lavatories of innova-
tion. When we started seeing people coming to us because they
have been victims of identity theft, we needed to respond, and we
needed to respond by making sure that they were notified when
their personal information had been accessed and compromised,
and we needed to be able to respond to make sure that companies
were actually going to be putting in place stronger security meas-
ures. So we——

Ms. ScHAKOWSKY. Well, I want to ask you about that, because
the Illinois law does not explicitly require minimum standards of
protection for personal data, and yet you cited that as a problem.
Who should do that then?

Ms. MADIGAN. Well, we have a growing number of States that
are actually putting those requirements in place in terms of secu-
rity, and I would have to say that looking back over the investiga-
tions that we have done into data breaches, it is clear that that has
to be done, because there really is, we like to talk about best prac-
tice of being in place, but the reality is, oftentimes when we are
doing these investigations, we repeatedly see situations where in-
formation that is personal and sensitive financial information is
being maintained unencrypted.

We have seen situations where literally the information is ob-
tained because documentation with sensitive information is being
thrown into a dumpster and people have gotten it out and used
that for illicit purposes. So, there is a minimum standard, and then
I think that, as Chairman Ramirez did a very nice job of explain-
ing, on a case-by-case basis with companies considering the types
of information, the volume of information, the sensitivity of infor-
mation, we have to have increasing standards required.

Ms. SCHAKOWSKY. My time is up, but I look forward to working
with all of you to figure out what is the appropriate Federal con-
gressional response. Thank you. I yield back.

Mr. TERRY. Thank you. I now recognize Chairman Emeritus Mr.
Barton for your 5 minutes.

Mr. BARTON. Thank you, Mr. Chairman. I want to thank you and
the ranking member for holding this hearing. This is, I think, po-
tentially a very important hearing because this is one of the few
things that Republicans and Democrats both agree on is a problem,
and I think we maybe be able, with your leadership, to reach
agreement on what a solution might be, so this is one of those rare
days that something might actually happen as a result of a con-
gressional hearing.

I am a co-chairman of the Privacy Caucus in the House, along
with Congresswoman Diana DeGette, and Ms. Schakowsky is a
member of that caucus, and most of the Republicans on this sub-
committee are members. The gentlelady to my right is a chair-
woman of a task force that Mr. Terry and Mr. Upton have put to-
gether on privacy, so we have got lots of people here that are lis-
tening very closely to what you folks say.

My question is a general question. I am going to start with the
chairwoman of the Federal Trade Commission.

Madam Chairwoman, do you think it is possible to legislatively
eliminate, or at least severely restrict data theft?
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Ms. RAMIREZ. There is certainly no perfect solution to this issue,
but it is clear to me that congressional action is necessary. I think
it would be very helpful if there were a robust Federal standard
when it comes to data security as well as to a robust standard
when it comes to breach notification, and I think it is time for Con-
gress to act.

Mr. BARTON. OK. Do the other members of the panel agree with
that statement?

Ms. MADIGAN. Yes.

qu. BARTON. You do. Good. I thought you might disagree actu-
ally.

Ms. MADIGAN. As long as you don’t completely preempt us.

Mr. BARTON. Right. OK. Mr. Noonan and Mr. Zelvin?

Mr. NOONAN. Yes, sir, from a law enforcement approach, the Se-
cret Service believes any notification perhaps to law enforcement
with jurisdiction would definitely assist in this effort as well.

Mr. ZELVIN. Chairman, I come from the operational side of the
Department, and there are things that Congress could do that
could be very helpful as we work across the Nation or across the
globe. You know, strengthening the ability on information sharing,
I will tell you it is often difficult to get sometimes companies to
share information with us because there is no statutory basis, and
they tend to be on the conservative side.

Promoting establishing the adoption of cybersecurity standards
would be very helpful, codifying the interest of authorities to help
secure Federal civilian agency networks and assist critical infra-
structure and then the national data breach reporting, we can’t un-
derstand it if we don’t know about them, so those are just some of
the things that would be helpful.

Mr. BARTON. OK. The instance with Neiman Marcus, and I be-
lieve with Target also occurred when a criminal came into their
stores and used a credit card that infected their system at the point
of purchase. If we went to some sort of a, well, is it possible with
the current technology to prevent that type of data theft? I see a
lot of blank looks here.

Mr. NOONAN. Well, sir, just to clarify, the two breaches that we
are talking about in Neiman Marcus and in Target were done by
people infiltrating the system through a computer network.

Mr. BARTON. Oh, I thought they came in with a card and it

Mr. NOONAN. No, sir.

Mr. BArTON. OK.

Mr. NOONAN. So it is very difficult to decide, and again, these are
very complex, sophisticated criminals that did this. So they in-
serted actually a malware code, a malicious code into the system
which was able to collect

Mr. BARTON. They did it by penetrating the system from outside
through a computer link.

Mr. NOONAN. Yes, sir.

Mr. BARTON. Not by giving a card that they inserted? OK

Mr. NOONAN. And our investigation at this point is indicating
that it is from transnational criminals so from criminals from out-
side the borders of the United States.

Mr. BarTON. OK. Well, I would hope, since everybody agreed
that this is a problem, and that the Federal Government should
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legislate, we can come up with a best practices set of recommenda-
tions to present to the committee, and then let us massage it only
the way we can, and we will try to move on something, hopefully
in this Congress.

And with that, I am going to yield back 34 seconds to the chair.

Mr. LANCE [presiding]. Thank you very much, Mr. Barton.

The chair recognizes the Dean of the Congress, Mr. Dingell of
Michigan.

Mr. DINGELL. Mr. Chairman, you are most courteous, and I com-
mend you for holding this important hearing.

I think we can all agree that the breaches at Target and Neiman
Marcus were tragic. We had a duty to protect the American con-
sumers from events like this in the future.

This committee and the House must act to pass data security
and breach notification legislation. The administration has pro-
posed similar legislation. Congress must act again, and we must
ensure that such legislation makes it’s way to the President’s desk
for signature.

To that end, I am most interested to hear any opinions of the
FTC, and what they may wish to share with us. All of my ques-
tions this morning will be addressed to Chairwoman Ramirez.
Madam Chairman, welcome.

Now, Chairman, your written testimony indicates the Commis-
sion enforces a patchwork of Federal data security statutes, such
as Gramm-Leach-Bliley, the Fair Credit Reporting Act, Children’s
Online Privacy Protection Act. Do any of these acts require an
FTC-covered entity whose collection of personal identification has
been breached to notify customers so affected? Yes or no?

Ms. RAMIREZ. No.

Mr. DINGELL. That is needed I assume?

Ms. RAMIREZ. I am sorry?

Mr. DINGELL. That is needed, I assume.

Ms. RAMIREZ. Yes, absolutely.

Mr. DINGELL. Now, Madam Chairman, similarly, do any of these
acts require entities subject to the breach to notify the Federal
Trade Commission or law enforcement in general of such a breach?
Yes or no?

Ms. RAMIREZ. No.

Mr. DINGELL. Madam Chairman, in view of this should the Con-
gress enact a Federal data security and breach notification law?
Yes or no?

Ms. RAMIREZ. Yes.

Mr. DINGELL. Madam Chairman, under such law should FTC-
covered entities be exempted from breach notification requirements
if they are already in compliance with GLBA, FCRA, and COPPA?
Yes or no?

Ms. RAMIREZ. No.

Mr. DINGELL. Now, Madam Chairman, should such a law be ad-
ministered by one Federal agency or by some kind of a collage of
agencies?

Ms. RAMIREZ. One agency.

Mr. DINGELL. One agency. Now, I happen to think that that
should be the Federal Trade Commission because of its long exper-
tise in these matter. Do you agree?
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Ms. RAMIREZ. I would agree.

Mr. DINGELL. Madam Chairman, should a Federal data security
breach and notification law prescribe requirements for data secu-
rity practices according to the reasonableness standard already em-
ployed at the Commission? Yes or no?

Ms. RAMIREZ. Yes.

Mr. DINGELL. Madam Chairman, should that be expanded?
Should that be expanded?

Ms. RAMIREZ. Yes, I think there should be a robust Federal
standard.

Mr. DINGELL. All right, I will ask you to contribute for the record
information on that view, if you please.

Ms. RAMIREZ. Yes.

Mr. DINGELL. I ask unanimous consent that that be inserted at
the appropriate time.

And thank you, Mr. Chairman.

Now, Madam Chairman, should such a law address notification
m%thods, content requirement, and timeliness requirements? Yes or
no’

Ms. RAMIREZ. Yes.

Mr. DINGELL. Wouldn’t work very well without that would it?

Ms. RAMIREZ. That is right.

Mr. DINGELL. Now, Madam Chairman, in the event of a data
breach, should such a comprehensive data security and breach noti-
fication law require companies subject to a breach to provide free
credit monitoring services to the affected consumers for a time cer-
tain? Yes or no?

Ms. RAMIREZ. Yes, with limited exceptions.

Mr. DINGELL. Do you have authority to do that now?

Ms. RAMIREZ. No.

Mr. DINGELL. Do you need it?

Ms. RAMIREZ. I think it would be appropriate to, again, to impose
it as a requirement with limited exceptions.

Mr. DINGELL. Madam Chairman, I note that—well, let’s ask this
question: Should violation of such law be treated as a violation of
a Federal Trade Commission rule promulgated under the Federal
Trade Commission Act? Yes or no?

Ms. RAMIREZ. Yes.

Mr. DINGELL. Madam Chairman, would you please submit some
additional comments on that point to the record?

Ms. RAMIREZ. Absolutely.

Mr. DINGELL. Now, Madam Chairman, should such a law be en-
forceable by state attorneys general? Yes or no?

Ms. RAMIREZ. Yes.

Mr. DINGELL. Madam Chairman, should such a law preempt ex-
isting State data security, and breach notification laws? Yes or no?

Ms. RAMIREZ. If the standards are robust enough, yes.

Mr. DINGELL. Would you submit some additional information to
us on that point, please?

Ms. RAMIREZ. Yes.

Mr. DINGELL. Madam Chairman, given advances in criminal in-
genuity which seems to be moving forward almost with the speed
of light, as potential in the future, should any statutory definition
of the term “personal information” included in a comprehensive
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Federal data security and breach notification law be sufficiently
broad so as to protect consumers best? Yes or no?

Ms. RAMIREZ. Yes.

Mr. DINGELL. Thank you, Madam Chairman.

Mr. Chairman, I want to thank you for your kindness to me this
morning. I urge the committee to work with the Federal Trade
Commission to draft and pass a comprehensive Federal data secu-
rity and breach notification legislation. I believe that this should be
done in a bipartisan fashion, and I think that the Democrats and
the Republicans can work together for this purpose.

Meanwhile, I would note such legislation is not a panacea for
data theft, and hopefully, it will serve to reduce it and better pro-
tect consumers.

I again, I thank you, Mr. Chairman, for your courtesy to me, and
I appreciate the holding of this hearing.

Madam Chairman, thank you for your courtesy.

Mr. TERRY. Well done, and actually entertaining. So thank you,
Mr. Dingell.

Ms. Blackburn, you are now recognized for 5 minutes.

Mrs. BLACKBURN. Thank you, Mr. Chairman. I appreciate that,
and thank you all again.

Ms. Ramirez, I think I want to start with you for a minute. You
said in your testimony: “Never has the need for legislation been
greater.”

And so taking that statement, it could mean that the companies
who suffered the breaches did not use reasonable measures to pro-
tect consumer data. So, if that is your statement then, is the FTC
involved in the forensic investigation regarding the Target, Neiman
Marcus, Adobe, the hotel chains, all of these breaches?

Ms. RAMIREZ. I am afraid that I can’t discuss any particular com-
panies or discuss whether the FTC is involved in any particular in-
vestigations, but let me explain what I meant by that statement.
I meant it as a general statement reflecting what we are seeing in
the marketplace, and that is that companies continue to make very
basic mistakes when it comes to data security. And our role at the
FTC is to protect consumers and ensure that companies take rea-
sonable and appropriate measures to protect consumer information.

Mrs. BLACKBURN. OK, then let me stop you right there. So you
are saying that not due to this group, but because of general, so
you are basically reworking your testimony with me on this? It is
not that these specific breaches show that there has never been a
g}l;eater need. So you may want to submit a little bit of clarification
there.

Ms. RAMIREZ. I can answer right now if you wish.

Mrs. BLACKBURN. Well no, I want to move on. I have got 3 min-
utes and 14 seconds and about 5 pages of questions. So submit it.

I also would like you to talk about or to submit to us what is the
reasonable standard? You have referenced it several different
times, but I have not seen a reasonableness standard in writing,
so what are you referencing?

Ms. RAMIREZ. We take a process-based approach to this question.
Technology is changing very rapidly. The threats that companies
face are also evolving very rapidly, so we think that the appro-
priate way to proceed in this situation is to focus on whether com-
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panies are looking very closely at the threats to which their busi-
nesses are exposed, and whether they are setting reasonable pro-
gram security programs putting those in place.

Mrs. BLACKBURN. OK, why don’t we——

Ms. RaMIREZ. If I may, it 1s a very fact-specific inquiry——

Mrs. BLACKBURN. OK.

Ms. RAMIREZ [continuing]. And I think a reasonableness stand-
ard is appropriate.

Mrs. BLACKBURN. I can appreciate that, but I think to use that
term repeatedly, what we need to know is what your definition of
reasonableness would be.

Mr. Zelvin, let me come to you. You know, we hear the chairman
say, well, you are not doing this, you are not doing that. How
quickly do the cybercriminals message evolve? You have looked at
this for a very long time. So and you sent out updates, you know,
dai})y, weekly, monthly, so how quickly is the evolution of this proc-
ess?

Mr. ZELVIN. Congresswoman, the evolution is incredibly fast and
we are learning with each incident the complexity.

Mrs. BLACKBURN. OK.

Mr. ZELVIN. So they are moving very quickly. They are very so-
phisticated and we are in a chase to keep up with them.

Mrs. BLACKBURN. OK, Ms. Ramirez, back to you. Another thing,
you testified that in a number of the 50 data security cases settled
by the FTC, the companies simply and I am quoting you, “Failed
to employee available cost-effective security measures to minimize
or to reduce the data risk.”

So I want you to give us some examples of the kind of measures
that the companies failed to use, because you hear from Mr. Zelvin
how quickly this evolution is taking place, and the need for flexi-
bility and nimbleness, and then we hear you saying, but you have
got to have a standard. And you have got to do this. And we have
taken these efforts in the 50 cases we have settled. So for those of
us that are looking at what legislation would look like, we have to
realize that it has got to be nimble. You are saying you want some-
thing, but then you are not giving us specifics or examples of what
you think people have failed to do. So I hope you are under-
standing, we have got a little bit of a gap here. Go ahead.

Ms. RAMIREZ. So let me just say that I think the approach that
the FTC recommends for legislation is one of reasonableness. We
think that that is an appropriately flexible standard that will allow
for nimble action. And to give you an example, as I mentioned in
our experience, companies continue to make very simple mistakes
when it comes to data security. We also have data that corrobo-
rates that and that includes the Verizon data breach report that
Mr. Noonan referenced in his opening remarks.

So just to give you a few examples, this can span low-tech, and
high-tech mistakes but they could include the failure to use strong
passwords, the failure to encrypt personal information, the failure
to update security patches, so it is these very basic mistakes that
we encounter frequently.

Mrs. BLACKBURN. So it is consumer and not company failures?

Ms. RAMIREZ. No, this would be, I'm referring to company fail-
ures.
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Mrs. BLACKBURN. You are referring to company failures. OK,
thank you.

I yield back.

Mr. TERRY. All right, thank you. And I now recognize the gen-
tleman from Vermont for his 5 minutes.

Mr. WELCH. Thank you, Mr. Chairman.

The technology that we use is not the best, is that correct, Chair-
woman Ramirez? I mean, as I understand it, the chip-and-PIN
technology is what is now being used in Europe, and it has better
success in preventing fraud; is that right?

Ms. RAMIREZ. We don’t recommend any particular technology. We
think that any legislation ought to be technology neutral. That
being said, we certainly would support any steps that are taken at
the payment card system end to protect or better protect consumer
information.

Mr. WELCH. Well, are we still by and large using 1970s-era mag-
netic stripe technology, General Madigan, is that your under-
standing?

Ms. MADIGAN. Yes, that is accurate and so that puts us behind
virtually every other country in the world in terms of the security
of our payment systems.

Mr. WELCH. All right. So then there is an ability on the part of
the card issuers to upgrade the technology to meet basically stand-
ards that are being employed in Europe; is that correct?

Ms. MADIGAN. That is correct. And when you look at the amount
of fraud losses that these other countries where the chip-and-PIN
technology is used, you can see that their levels of fraud have de-
creased significantly, around 50 percent. So chip-and-PIN tech-
nology won’t completely eliminate fraud and breaches, but it should
significantly curb the amount that we currently see.

Mr. WELCH. That is good. And what I understand now is VISA
and MasterCard have announced a roadmap to chip-and-PIN tech-
nology for U.S. payment cards. Do you think it would be problem-
atic if VISA and MasterCard decided to abandon the PIN feature
on chip cards given that PINs enhance security?

Ms. MADIGAN. I think it makes sense to use PINs, and when
there are problems people can obviously change their PINs as they
change passwords.

Mr. WELCH. Mr. Noonan, how about you? I mean you have front-
line responsibility for trying to maintain the integrity of the system
and, obviously, it is extraordinarily important to our merchants, to
our banks, and to our consumers.

Mr. NOONAN. Yes, sir, right now currently——

Mr. TERRY. Would you pull the mike a little closer?

Mr. NOONAN. Sure. Currently the Secret Service doesn’t have a
metric in which to measure chip and PIN, obviously, here in the
United States it is not readily used. But however, the Secret Serv-
ice does support any sort of technology which would assist in the
security of that particular data.

Mr. WELCH. But it is your understanding the same as General
Madigan’s that technology, the chip-and-PIN technology that is
widely deployed in Europe has been much more successful in re-
ducing fraud?
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Mr. NOONAN. It could give another level of security which again
makes it more difficult for the criminals to get at that data. I am
not saying, again, that chin and PIN is the solution. Of course,
there is not 100 percent solution, technological solution for the
problem.

Mr. WELCH. Right, but what it is is a better technology than the
1970s-era magnetic swipe card, correct?

Mr. NOONAN. Sure, it is. The magnetic stripe card is a 30-year
technology, sir.

Mr. WELCH. Right. Mr. Zelvin, how about you?

Mr. ZELVIN. Congressman, I agree with Mr. Noonan and the
other panelists, but there are other challenges as well.

Mr. WELCH. Right.

Mr. ZELVIN. Now you are using your phones now for payments.
You are using your computer, your laptop for payments. But hav-
ing that extra security on the card itself would be very helpful, but
we have to look at other things as well.

Mr. WELCH. All right. I will go back to you, Chairwoman Rami-
rez. There seems to be some consensus it would be good to have
a standard, but we can’t pick winners and losers on technology. So
what would be sort of a concrete step that Congress would take
that would be practical and effective in improving the status quo?

Ms. RAMIREZ. So number one, I think that just the Congress tak-
ing action alone would be a very important statement. But what we
advocate is that a reasonableness standard be employed along the
lines of what the FTC has in place with the Safeguards Rule. And
I would be happy to work with the committee on these issues, and
my staff is available to do that.

Mr. WELCH. So it sounds like we can’t, as a legislative body, pre-
scribe what the best technology is. We have got to let industry fig-
ure that out and at least set a higher standard, but on the other
hand, you need some flexibility if steps are being taken, or not
taken that would enhance security——

Ms. RAMIREZ. Absolutely.

Mr. WELCH [continuing]. For consumers and merchants?

Ms. RAMIREZ. Yes. I think flexibility is important and that is one
of the reasons that we are requesting that the FTC have rule-
making authority in order to implement the legislation that would
allow the agency to take into account an evolution and changes
when it comes to technology.

Mr. WELCH. And would this be helpful in the privacy breaches
as well? I mean, thieves are going in to get monetary value, but
they are ending up also with Social Security numbers, personal in-
formation, things that can be used in identity theft. So the better
security, would it not only help with the economic loss, but the
identity theft assault? General Madigan, I will ask you.

Ms. MADIGAN. Absolutely, so obviously, what we see is when peo-
ple’s personal information is taken, it is frequently used to commit
identity theft. But it can certainly be used, not just financial iden-
tity theft, but there are many other types of——

Mr. WELCH. Right.

Ms. MADIGAN [continuing]. Identity theft that take place.

Mr. WELCH. I see my time is up.
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I just want to thank this panel. Mr. Chairman, this is a great
panel. Thank you for assembling it.

Mr. TERRY. Yes. Thank you.

And I now recognize the gentleman from New Jersey, Mr. Lance,
the vice chair.

Mr. LANCE. Thank you, Mr. Chairman.

Mr. Zelvin, a recent Wall Street Journal article reported that the
software virus injected into Target’s payment card devices couldn’t
be detected by any known antivirus software; is that accurate?

Mr. ZELVIN. It is, sir.

Mr. LANCE. And could you elaborate on that?

Mr. ZELVIN. Certainly. Most of our detection systems use signa-
tures based, so there are known problems and there is a technical
formula we put into a machine that says, hey, you told me to look
for this. I found it. In some cases there are intrusion prevention
systems that prevent that malicious event from getting to the end-
point. In this case, it looks like the criminals modified it, what was
a standard attack for point of sale and modified it in such a way
that it is undetectable.

Mr. LANCE. Thank you very much.

Mr. Noonan, you stated that “The Secret Service has observed a
marked increase in the quality, the quantity, and the complexity of
cyber crimes targeting private industry and critical infrastructure
over the decade-long trend of major criminal data breaches.”

Can you give us some examples of how these criminals and their
tactics have evolved, and I presume these criminals are not nec-
essarily residents or citizens of the United States?

Mr. NOONAN. Yes, sir. So we are talking about a network of
transnational cybercriminals.

You know, over time we can look back at the data breaches at
T.J. Maxx, we can look at Dave And Busters and the ones that
happened back around the era of 2006. And back during that time,
the cybercriminal was attacking databases, and unencrypted data.

Mr. LANCE. Yes.

Mr. NOONAN. Which is credit card payments.

Mr. LANCE. Yes.

Mr. NOONAN. That got changed, it morphed in 2007, where the
focus ended up going towards credit card processing companies
where they were looking at ways to get into the same type of data.
But they were looking at credit card data as a pass through credit
card processors when it was unencrypted at that time.

So encryption modification has been made now through that sys-
tem and you know information is now encrypted as it goes in these
systems. Today we have seen the change now, they are looking at
where the fence is and how to get around that fence. So where they
are attacking now is at the point of sale piece, where from the
point-of-sale terminal to back of the house server, if you will, that
piece of string has not been encrypted.

Mr. LANCE. Thank you.

Mr. NOONAN. So it is happening at that point.

Mr. LANCE. Thank you very much.

Mr. NOONAN. Sure.

Madam Chairwoman, you answered Chairman Emeritus Din-
gell’s questions regarding preemption. I didn’t understand your an-
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swers; my fault, not your fault. Would you explain in a little more
detail your views on preemption, and I come at this having been
the minority leader in the New Jersey State Senate and I certainly
believe in a robust democracy with protections both here in Wash-
ington and at State capitals, and if you could just elaborate briefly
on the preemption issue.

Ms. RAMIREZ. Yes, I believe that preemption is appropriate, but
provided that the standard that is set is sufficiently strong, and
also provided that the States have concurrent ability to enforce.

Mr. LANCE. Concurrent ability. So this——

Ms. RAMIREZ. Yes.

Mr. LANCE [continuing]. Would not mean that the States would
not have a significant responsibility in this very complicated and
difficult issue?

Ms. RAMIREZ. The States do tremendous work in this area and
I think it is vital to have them with jurisdiction to enforce the law.

Mr. LANCE. Thank you.

Attorney General Madigan, it is a pleasure to meet you, and al-
though I do not know you, the New Yorker Magazine has come into
our house forever, and your husband is a brilliant cartoonist, and
certainly my wife and I enjoy his fine work.

Could you comment on the preemption issue?

Ms. MADIGAN. Obviously——

Mr. TERRY. And could you move your microphone a little closer?

Ms. MADIGAN. Sure.

In terms of preemption, I would concur with what the chair-
woman has said. As long as the Federal legislation has strong
enough standards and States still retain the ability to enforce, as
we do in a number of areas already, we understand that it is poten-
tially reasonable to say, OK, we are going to preempt you in a cer-
tain manner.

And in fact, back in 2005 Congress received a letter from the Na-
tional Association of Attorneys General requesting notification laws
be put in place at the National level. And so as long as we still re-
tain the ability to respond to our consumers, and this is looked at
in some ways potentially either as a floor, and not a ceiling, we un-
derstand your role.

Mr. LANCE. Thank you very much.

Let me say, Mr. Chairman, that I believe that this committee
will, in a bipartisan capacity, work on this issue, work to conclu-
sion, and this is the committee in the Congress that deals on these
important, nonpartisan, or bipartisan issues, and I have every con-
fidence that we will meet the challenge working with the distin-
guished panel, working with the next panel, and I look forward to
being involved to the greatest extent possible.

Thank you, Mr. Chairman.

Mr. TERRY. Thank you.

And I now recognize the gentleman from Kentucky, Mr. Guthrie
for 5 minutes.

Mr. GUTHRIE. Thank you, Mr. Chairman, and I want to thank ev-
erybody for coming today. I have a business background, and I
know that anytime you have an issue with your customers it takes
a long time to build trust back up again.
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So I know the incentives are for businesses to protect their data
as much as they can, but at the same time, I worked in a retail
store when I was in high school. My grandfather had a grocery
store and we had nowhere the data that you have to deal with now.
Everybody has to deal with data. So we need the right incentives
and the right things in place to make sure that is protected. I want
to talk to Agent Noonan.

You testified that it is really the victim company that that first
discovers the criminal’s unauthorized access, and why is that? Are
they not paying attention?

Mr. NOONAN. No, sir. For law enforcement and for the Secret
Service it is a result of a proactive approach to our law enforce-
ment. While we are out working with sources, we are gathering in-
formation. We are working with our private-sector partners specifi-
cally in the financial services sector, where we are receiving data,
and when we are receiving that data, a lot of times what can occur
is we can see a point of compromise, a common point of com-
promise, whereas the retailer might not necessarily see com-
promised data that is out in the world.

And by looking at that data, we can go to that victim company,
make notification to that company, and advise them that they have
a leak. Now, it doesn’t necessarily mean it is that company. It can
potentially be that company’s credit card processing company. It
could be their bank, it could be a host of other systems that are
hooked into the main company. But it is a point for us to us go to
that potential victim and say please look at your data, and see if
you have a problem.

Mr. GUTHRIE. That was my question, I guess. So who typically
notices the breach first? Is it typically law enforcement who is mon-
itoring this and they see these transactions, or is it all of a sudden
one day a retailer starts getting calls from a lot of their credit card
companies from a lot of their customers saying hey, I have got
these charges. The charges aren’t mine, the charges aren’t mine,
the charges aren’t mine. And then it finally figures out what is in
common with these people and they went to a certain store? I
mean, is that, do you usually find it as it is going through your
monitoring or it is people reporting that they have something done
to them and you find the commonality or both.

Mr. NOONAN. So to answer your question, both.

Mr. GUTHRIE. Typical, I guess. Both.

Mr. NOONAN. I don’t think that there is a typical, if you will.

Mr. GUTHRIE. All right.

Mr. NOONAN. But we do work closely with the banking commu-
nity, and as banking investigators look at those anomalies and find
those anomalies, obviously, they are getting calls from their con-
sumers and saying that there is a problem. They will notice an
anomaly, as well as we are targeting different criminals, and in
targeting those different criminals we have different sources and
we are able to some different things that are happening in the
criminal underground. And that is another effective tool that we
have at our disposal to be proactive in, sometimes it is notification.

But you have got to realize, in law enforcement under that ap-
proach, sometimes we are stopping the occurrence from actually oc-
curring, too. So we might go to a victim, a potential victim com-
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pany to allow them to know that they have been compromised and
in doing so, we stop the company from losing a single dollar.

Mr. GUTHRIE. Yes the——

Mr. NOONAN. As a result of a proactive approach, that is a very
successful method in which law enforcement is a tool for con-
1s:lume]rs. They are out there out in front looking for that type of be-

avior.

Mr. GUTHRIE. We certainly appreciate that effort. And Mr.
Zelvin, you mentioned the NCCIC’s mitigation capabilities were le-
veraged to coordinate efforts to secure assistance against these at-
tacks. Does the NCCIC provide technical recommendations on how
to secure systems?

Mr. ZELVIN. We do, sir. And it is probably the most important
part of what we do. So it is not necessarily about finding the fires
and putting them out, but preventing them from happening to
begin with. So, and I think this is another great example on the
point of sale systems. Obviously, these companies had to com-
promise. Our responsibility is to assist them, but also to let the
broader community know what they need to go look for so they can
go see if it is on their systems, take it off, and then prevent it from
hopefully happening to them as well.

Mr. GUTHRIE. And also you described a product that you recently
disseminated to the industry that contains detailed technical anal-
ysis, the mitigation recommendations regarding the recent point of
sale tax. Can you generally describe what you mean by mitigation
recommendations and tell us who develops those recommendations?

Mr. ZELVIN. Certainly, sir.

We work with a cross-section across the Nation with the finan-
cial services sector, with technical experts from the manage secu-
rity services. And so we canvas the Nation as a whole. And then
we put out recommendations. In some cases it is as simple as
changing your passwords, but there is also patching your systems.
And I think the other panel is going to talk about that.

If you just do some of the routine hygiene of cyberspace you are
in a far better place. A couple of things, are you using fire walls
and antivirus, restricting your Internet access, and disabling re-
mote access. Some of these things are common sense. Some of the
things are new as we discover, but regardless, we want to get out
as rlr(mch information as we can to help people defend their net-
works.

Mr. GUTHRIE. Yes, you even see a place where I buy gas quite
often has a little, like of strip of tape that says, if this seal is bro-
ken, please notify us to keep people from, where you do the pay at
the pump.

And in your testimony, I guess the one thing I just want to point
out, and just to let you, I have got about, well, I am about out of
time. But you say: “No country, industry, community or individual
is immune to the threat.”

Mr. TERRY. Five seconds.

Mr. GUTHRIE. So everybody has to be vigilant continuously be-
cause nobody is impervious to cyberthreats, right?

Mr. ZELVIN. That would be correct, sir. And I would be happy as
elaborate later as needed.

Mr. GUTHRIE. I am sorry, I just ran out of time.
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Mr. TERRY. All right. The gentleman’s time is expired.

The chair recognizes the gentleman from Texas, Mr. Olson, for
5 minutes.

Mr. OLSON. I thank the chair, and welcome to our witnesses.

If you review the testimony of this panel and the second panel,
and combine that information with my career as a naval officer, we
are engaged in combat here. It is warfare. In combat, the first
thing you do is get the lay of the battlefield. A witness on the sec-
ond panel names four separate phases of an attack: Infiltration, ac-
cess to data, propagation, moving around by and as how you want,
aggregation for the big package, and then exfiltration, get it out to
the black market.

All four steps have to happen, obviously, for a breach to occur.
It seems like we force the public sector to focus on exfiltration, the
last step; the private sector, at infiltration the first step.

And obviously, if we get to exfiltration we are closing the barn
door after the cows have gotten out. Not an effective way to fight
this battle.

So my question is first to you, Mr. Zelvin. How can your part of
the public sector, the NCCIC, help with all four phases of an at-
tack, not just exfiltration. It seems like you have done some out-
standing work with that.

Mr. ZELVIN. Yes, thank you, Congressman.

Where I tried to focus our efforts at the NCCIC and my staff is
just getting at that very first phase of the adversaries’ actions. We
do not want to be the responders. We want to be the prevention
mechanisms and protection and mitigation. So unfortunately, a lot
of times where we discover challenges is after they have already
happened. So what we are hoping to do is just learn from the bad
experiences of one or a few to hopefully protect the many.

I would like to highlight that our Industrial Control System
CERT, and we are doing more of this with the US-CERT. We are
actually doing experimentation to see if we can crack into some
boxes, see the vulnerabilities. And we work with the private sector
very closely to see where the vulnerabilities are, and then close
those doors as quickly as we find them.

Mr. OLSON. Thank you. Mr. Noonan, you as well, sir. You are
law enforcement so you are probably, that is your nature. Right at
the end of the line there when those events happen. You mention
that just by having something out there you can delay some future
damages. So is that what you are limited to, or is there something
else you can do to attack the other phases?

Mr. NOONAN. So in our investigations, we are pulling evidence
out of the crimes that have happened, too, in a reactive approach.
But the proactive approach, the former proactive approach to that
is we are information sharing. So as we are seeing different tactics,
different trends that are happening in these intrusions, we are tak-
ing that information and we are sharing that with our partners at
the 33 electronic crimes task forces that the Secret Service has set
up around the country and internationally, as well as we are tak-
ing in information and we are pushing it to Mr. Zelvin’s group at
the NCCIC. And that information is being pushed out to the sector.
So by observing the evidence and sharing what we are finding in
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these different intrusions, we are better protecting the bigger infra-
structure, if you will.

Mr. OLSON. General Madigan, any comments, ma’am, in law en-
forcement for Illinois?

Ms. MADIGAN. Well, one of the things I would say in terms of the
last two responses is from our perspective there is an enormous
amount of work that also needs to be done to educate the public
as to how to protect themselves, and so many people have adopted
technology so quickly, they are not necessarily putting in place the
safeguards and monitoring their accounts, and putting in place
transaction alerts so that when these types of breaches occur they
can minimize the damage that they have to their finances.

Mr. OLSON. And finally Ms. Ramirez, any comments, Ma’am
on——

Ms. RAMIREZ. I will just say that I agree with Attorney General
Madigan. This issue is a complex one that requires a multifaceted
solution and that includes, again, companies taking appropriate
and reasonable measures to protect information, and also of course,
consumers also being educated about how what they can do to pro-
tect information.

The main point and why I believe that action is really needed
today, is that these breaches remind us of how important it is, how
important this issue is, and given the amount of personal informa-
tion that is being collected from consumers and used and retained,
this is truly critically important.

Mr. OLSON. Thank you.

One final question for you, General Madigan. A legal question,
I am curious. I went to law school at the University of Texas,
passed the bar, never practiced, but I am concerned and wonder,
why did you announce publicly the investigation of Target, but not
Neiman Marcus. Any reason why that——

Ms. MADIGAN. We announced both of them.

Mr. OLsON. Both, OK. I thought you just announced Target, so
thanks for the clarification.

I yield back.

Mr. TERRY. Thank you.

The chair now recognizes the gentleman from Kansas, Mr.
Pompeo, for 5 minutes.

Mr. PoMPEO. Thank you, Mr. Chairman. I am not quite as san-
guine that we are in a place where we are quite ready to move
down this path. I am glad we are having this hearing, but we often,
when the New York Times gets wound up we in Congress some-
times react in ways that I think are inappropriate to the true chal-
lenge. And I want to talk about that for just a second.

Ms. Ramirez, typically we regulate when there is a market fail-
ure. That is the reason the Federal Government would come in and
regulate in this space is because we don’t think that private actions
can respond to a particular concern or threat in an appropriate
way. I can understand the potential justification for notification be-
cause sometimes someone might not know that their material had
been stolen, so I can understand a potential justification for regu-
lating with respect to notification.

Why is it the case that consumers can’t figure out that if they
are not happy with Target or Neiman Marcus, or whomever it is
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allowed their data to be stolen, that they wouldn’t migrate some-
where else? Why is it the consumers won’t analyze the risk of their
data being stolen and respond appropriately without the Federal
Government stepping into try and regulate?

Ms. RAMIREZ. I don’t believe that the burden should be placed on
consumers when it comes to this issue.

Mr. PomPEO. Why is that, Ms. Ramirez? We do that in so many
other places. If you think your material is going to be stolen from
your home, you can buy a home security system. We have lots of
places where there are risks to our private property, and we allow
consumers to step in and decide if they want to pay $60 a month,
$200 a month, or $1,000 a month for their own security.

Ms. RAMIREZ. I think consumers do have a role to play here, as
I mentioned earlier. I think there are steps that consumers can
take to be vigilant in this area, but I believe the role of the FTC
is to protect consumers. And when you look back at the data that
is available and that is out there, and it is also consistent with our
experience, let me cite specifically the Verizon data breach report.
They have an annual report that studies what is happening in the
area of data security, and that information tells us that companies
continue to make very fundamental mistakes when it comes to data
security. They are not taking the reasonable and necessary steps
that they need to in order to protect the consumer information that
they collect, use, and retain.

Mr. PoMPEO. I appreciate that, and that report is there, and con-
sumers might choose not to pick Verizon as a direct result of that.
I think we ought to make sure we appreciate that.

Attorney General Madigan, do you have data that tells you when
folks call in, how much they are prepared to pay for protection?
That is, if they call and say, my data was stolen. Do you know how
much they are prepared to pay per incident? Will they only bay
$0.50 or $5 million to protect their data? Do you have an analysis
of what

Ms. MADIGAN. We don’t and we

Mr. POMPEO. Because you said consumers are panic and angered.

Ms. MADIGAN. Right.

Mr. PoMPEO. I would presume that they are prepared to take
some of their hard-earned money to protect themselves. Do you
have data with respect to that?

Ms. MADIGAN. I can tell you that we have had $26 million worth
of fraudulent charges removed from Illinois residents’ accounts.
And I can tell you based on the 34,224 people we have had to work
through to do that with, on average, these individuals have lost or
at least not lost, but had $762 in fraudulent account amounts re-
moved.

So I haven’t asked them how much they would like to pay for se-
curity. They feel as if they are having to actually pay the price sim-
ply for engaging in everyday activity whether it is commercial ac-
tivity, or interacting with the government, or being provided with
medical services.

Mr. PoMPEO. Do you think if we head down the path that you
are proposing that they ultimately won’t pay for that, that these
costs won’t be borne by consumers ultimately?
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Ms. MADIGAN. I know that costs are going to be borne by con-
sumers, absolutely.

Mr. POMPEO. So might it not at be least an idea we should con-
sider to have them pay for that directly so they can see those costs,
and they respond appropriately, as opposed to having them re-
moved from their bills, or have the Federal Government mask that
real cost to them so they don’t really know the risk that they are
presenting by particular use of their own data?

Ms. MADIGAN. I am not exactly sure the scheme you are trying
to propose here, but you are correct in the sense that if we are
going to update, for instance, credit card technology to adopt chips-
and-PINs, obviously, consumers are going to pay an increased cost.
Retailers, they are going to pay in terms of increased costs and fees
at their banking institutions. So consumers will pay and hopefully
we will be able to improve our security.

Mr. PoMPEO. Thirty seconds. I am going to try two yes or no
questions. Do you think that there should be private rights of ac-
tions associated with these rules as well?

Ms. MADIGAN. At this point we have been able to handle these
at the State level.

Mr. PoMPEO. Great. And then you made a statement. You said,
in fact I will quote, “Nearly ever other country in the world is
ahead of us.”

Surely, you don’t mean Niger.

Ms. MADIGAN. There may be several African countries that——

Mr. PoMPEO. I just came back from Europe and I will tell you,
they think our system is pretty good here, too. They are very com-
fortable doing business across Asia, Europe, and North America.
And so I actually think our system may not be as dire a situation
as has been suggested this morning.

I yield back.

Mr. TERRY. Thank you.

I now recognize the gentleman from Ohio, Mr. Johnson for 5
minutes.

Mr. JOHNSON. Thank you, Mr. Chairman, and I, again, want to
thank you folks for being here today.

I am very concerned about the increase and the sophistication of
the cyberattacks. And just to kind of get your opinion on it, Mr.
Noonan, how does the increasing level of collaboration among
cybercriminals that you referenced increase the potential harm to
companies and consumers?

Mr. NOONAN. So the increasing collaboration between
cybercriminals just increases their capabilities, so when we say
that there is collaboration between these groups, these are loosely-
affiliated organized criminal groups that are doing this. I have
used the analogy of Oceans 11, of what this group and what this
network does.

So they have groups that will do infiltration into the system to
gain access. They have other people that will design malware. They
have people that go and map the different network to figure out ex-
actly how to get through the networks. There is exfiltration of data
that occurs in these situations as well, and there is monetization
so that data that is stolen has to be sold. And then, of course there
is money laundering, the movement of money. So when you bring
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together a coordinated group of sophisticated criminals, it does, it
is a, you know, they will find the edge of the fence and perpetrate
our system.

Mr. JOHNSON. Now, once we identify who these folks are that are
perpetrating these attacks, well, first of all, are they State side, or
are they overseas for the most part?

Mr. NOONAN. The majority of the criminals that we are looking
at are transnational criminals.

Mr. JOHNSON. OK, so outside of the United States.

Mr. NOONAN. Yes, sir.

Mr. JOHNSON. OK. To what degree do we have the authority to
go after those folks when we identify them?

Mr. NOONAN. Sure.

Mr. JOHNSON. And do you know of any ongoing actions to shut
them down?

Mr. NOONAN. Sure. The Secret Service actually has a unique his-
tory of success in this area. We have brought many of these dif-
ferent perpetrators to justice. I mean, we go back and talk about
the TJX investigation as well as many others. But in the TJX in-
vestigation, we were successful. We arrested domestically in this
case, Albert Gonzales. He is sentenced to 20 years in prison here
in the United States.

We, also in the summer of 2012, we arrested Dimitri Salience
and Vladimir Drinkman, responsible also in that investigation over
in the Netherlands. We were able to bring to justice Aleksandr
Suvorov in the Dave And Busters case where he was sentenced to
7 years in prison here domestically. We also were able to pick up
three different Romanian hackers that were responsible for the
Subway sandwich shop intrusions that occurred in 2008, and we
have brought them to justice, where the main leader was sentenced
to 15 years in prison.

We have a rich history of being able to effectively identify who
these targets are, have them arrested, and work with our inter-
national partners. We have a host of international offices, and
international working groups, and I think it comes back to the rela-
tionships that we build internationally that are assisting us in
bringing these different actors to justice.

Mr. JOHNSON. Well, obviously, most developed nations that have
a high degree of sophistication within their networks, they are vul-
nerable to these things as well. So how robust are our agreements
with other nations to go after the criminals that might reside in
their countries?

Mr. NOONAN. Absolutely, sir, we do. We have many different
agreements with numerous other countries over in Europe, and we
have been working successfully in partnering with those. We
worked very closely with the British, with the National Crime
Agency, in the Netherlands with the Dutch High Tech Crime Unit.
In German we the BKA. We have working groups in the Ukraine,
as well as an office that we established not too long ago in Estonia.
So it is through that host of relationships, and in the laws that we
are enforcing with them, that we are able to gather some success
in those areas.

Mr. JOHNSON. Good. Mr. Zelvin, you testified that no country, in-
dustry, community, or individual is immune to threat of a
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cyberattack. Does this mean, in your opinion, that you believe no
one can be impervious to cyberattacks?

Mr. ZELVIN. Sir, I think it is one of those challenges that it is
like trying to prevent automobile deaths. You can do a lot of things,
but ultimately unfortunately, people may still pass. I think there
is a lot more we can do and should do, but ultimately, I believe
there will be vulnerabilities that unfortunately will be exploited by
very sophisticated actors.

Mr. TERRY. Thank you, Mr. Johnson.

At this time I recognize the gentleman from Mississippi, Mr.
Harper for 5 minutes.

Mr. HARPER. Thank you, Mr. Chairman, and thank each of you
for being here.

And if I may start with you Agent Noonan, I know this is obvi-
ously ongoing investigations here, but do you have an early indica-
tion, without revealing anything you shouldn’t as to how you think
this might have been prevented?

Mr. NOONAN. Again, I don’t think it comes back to how it could
have been potentially prevented. I think what the important part
here is that we know that this is a sophisticated criminal group.
The different companies, they had a plan, I think is the important
takeaway here. The response plan is something that every com-
pany should also think of. We shouldn’t think of if this is going to
happen.

We should potentially think when this potentially may happen to
them. So a response plan is one in which you incorporate law en-
forcement into your response plan. And it brought back the infor-
mation sharing piece. If you don’t incorporate law enforcement in
your plan to help you find and mitigate the problem, and then
share that information with the whole of government, with the in-
frastructure to better protect other infrastructure, that is not nec-
essarily a good plan.

We obviously would like to see companies have robust forensic
companies assigned to them so that when an intrusion does hap-
pen, they are able to go in and effectively quickly mitigate it so
that there is no longer any bleeding that were to occur.

Additionally, counsel is important for them to have, and then
also a plan for notification to victims. Again, those are the impor-
tant takeaways that we see in this case.

Mr. HARPER. And are you satisfied in these cases that the re-
sponse has been satisfactory?

Mr. NOONAN. Yes, sir.

Mr. HARPER. OK, thank you.

Mr. NOONAN. Thank you.

Mr. HARPER. Chairwoman Ramirez, if I may ask you a few ques-
tions.

Is there overlap between FTC’s Safeguards Rule, and the PCI
data security standards and do the PCI standards incorporate pro-
visions of the Safeguards Rule, or do they go beyond the Safe-
guards Rule. Can you shed a little light on that?

Ms. RAMIREZ. Sure. I am happy to speak to this. The way the
FTC approaches its data security enforcement work is that we,
again, we impose a reasonableness standard so we don’t mandate
or prescribe any specific standard or technology, but we think that
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as a matter of course, a company should of course, look to relevant
industry standards, best practices in evaluating what measures
they should have in place.

Mr. HARPER. OK, would the PCI data security standards meet
the reasonable standards for purposes of Section 5 of the FTC act?

Ms. RAMIREZ. Every case that we look at is really a fact-specific
one, so I really can’t comment on hypotheticals. But what I can tell
you is that a company should of course be looking to industry
standards. They can be very valuable, and that would be certainly
one factor that we would examine in looking at any matter.

Mr. HARPER. You know, you make the point that the mere fact
that breaches occur does not mean a company violated the law, and
the companies need not have perfect security. Yet, we have been
told that it is unlikely any company subject to the PCI standards
that suffers a breach would be found to be 100 percent compliant
at the time of the breach. While the PCI standards provide an ad-
mirable and needed push to keep companies vigilant, would there
be problems of making that a Federal Standard enforceable by the
FTC if it is setting up businesses to fail because it is often possible
to find some violation of the standards?

Ms. RAMIREZ. Again, we are going to be looking at each situation,
in a fact-specific way. We certainly understand that there is no per-
fect solution. Security will not be perfect. We have many more in-
vestigations than we do actual enforcement cases.

Mr. HARPER. How many cases has the Commission brought for
violation of Safeguards Rule?

Ms. RaMmIRez. Of the Safeguards Rule specifically, we have
brought approximately a dozen cases.

Mr. HARPER. Has industry compliance improved over time as the
rule becomes more mature and the industry becomes more familiar
with it?

Ms. RAMIREZ. Generally speaking, and I am speaking broadly, we
continue to see basic failures when it comes to data security and
the data that we have available to us suggests the companies do
need to do more in this area.

Mr. HARPER. OK, I yield back.

Mr. TERRY. Thank you.

At this time, we recognize the gentleman from Florida, Mr. Bili-
rakis, for 5 minutes.

Mr. BiLIRAKIS. Thank you, Mr. Chairman, I appreciate it very
much and I thank the panel for their testimony.

This is for the entire panel. Data often moves without respect to
borders, as you know. Mr. Russo notes in his testimony that cham-
pioning stronger law enforcement efforts worldwide can improve
payment data security.

Mr. Noonan, in your testimony, you mentioned successful co-
operation with law enforcement entities during investigations into
these cybercrimes. Would you, as well as Mr. Zelvin expand on
what you believe Congress can do to enhance those international
efforts going forward? Is there a role for examination of this issue,
and future trade discussions such as the Transatlantic Trade and
Investment Partnership?

Mr. NOONAN. I would recommend the continued support for our
efforts in our international field offices, as well as the other work-
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ing groups in which we are placing strategically around the world.
We have had a lot of great success in some of those Eastern Euro-
pean countries. Within the last 2 years, we have had some great
successes. We have had an extradition of a Romanian citizen from
Romania to the United States based on the collaboration that we
have made here between Romanian authorities and U.S. authori-
ties.

A big part of that is the relationships that the DOJ has also ex-
panded in those different countries. The computer crimes, intellec-
tual property section, CCIPS as well as the Office of International
Affairs, have helped us in strategically working with those different
countries to bring criminals that are affecting us here domestically
to justice.

Mr. BILIRAKIS. Thank you.

Mr. Zelvin, you are welcome to——

Mr. ZELVIN. Yes, sir.

My organization is neither a law enforcement, nor an intelligence
organization. We are purely civilian, and we have a relationship
with over 200-like CERTS around the world. So it is really a tech-
nical-to-technical exchange.

Last week I was in Tel Aviv and in London and I will tell you,
I got to really see firsthand where our counterparts are, and they
are making extraordinary progress but in many cases we in the
United States are leading the way especially in the Government’s
role in cybersecurity.

So I think a continued engagement, because as Mr. Noonan had
said, many of these threats are coming from overseas. Many come
from within our own countries, but it would be far better if we
could engage with our international partners and have them use
their legal means to go after these threats, and then also provide
an ability to cooperate with us such as when we find an intrusion
in their country to get them to shut it down if they have the legal
ability.

Mr. BiLIRAKIS. Thank you.

Anyone else like to comment on that?

Ms. RAMIREZ. Just briefly, if I may.

I think the international cooperation is a very important dimen-
sion of this issue. And we engage with international counterparts
in all of the work, all of the enforcement work that we do, and this
would be among them.

Mr. BiLirAKIS. Thank you. Thank you very much.

The next question for Chairwoman Ramirez. I represent Florida’s
12th congressional district. While more and more seniors are be-
coming technologically adept, how would you recommend notifying
seniors of a data breach in a timely manner if they are not reach-
able by email?

Ms. RAMIREZ. I think it is an issue that I am happy to work with
you on. I think seniors are increasingly becoming more adept at
email, but of course, if email is not an option then mail notification
would be appropriate, but we are happy to work with the com-
mittee on addressing this and other issues.

We do look and have recently held a workshop on issues relating
to senior ID theft and understand that this population can be par-
ticularly vulnerable to these set of issues so I think mail notifica-
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tion would be the, you know, one option, but there may be other
ideas and we would be happy to discuss those with you.

Mr. BILIRAKIS. Yes, I would like to work with you on that. Thank
you very much.

I appreciate it and I yield back.

Mr. TERRY. Thank you.

At this time the gentleman from West Virginia is recognized for
5 minutes.

Mr. McKINLEY. Thank you, Mr. Chairman.

I think we are going to have to go through an awful lot of infor-
mation that is being shared here today so I want to switch horses.
I think we have got something that we can chew on for a little bit.

So I want to switch horses a little bit to understand a little bit
about what is happening with the data security with the Affordable
Care Act, if I could. To what level so to Mr. Noonan, Mr. Zelvin,
if you could participate with this, maybe you can help me.

In December the HHS has reported that there were 32 security
incidents. Maybe you could say slash breaches have occurred with
Obamacare. Were the individuals notified? Do you know whether
or not the individuals were notified?

Mr. ZELVIN. Congressman, I apologize. I am not familiar with
that. If we can take that for the record, we can get back to you.

Mr. McKINLEY. If you would, please.

Mr. Noonan, do you know anything about those breach that oc-
curred with Obamacare?

Mr. NOONAN. And the same thing with me, sir. I don’t have any
knowledge of those breaches right now.

Mr. McKINLEY. OK. If they were given the standard that we
have imposed on the private sector, should individuals be notified
if there are breaches with Federal healthcare? Just your opinion.

Mr. ZELVIN. Yes, sir, if there are breaches they should be re-
ported and people should have the opportunity to know about that,
and then also take the adequate precautions.

Mr. McKINLEY. Mr. Noonan.

Mr. NOONAN. Yes, sir, I would concur as well.

Mr. McKINLEY. You would agree with that.

There is also a report that came out that some of the software
that was developed for the Obamacare, was developed in Belarus,
and there are reports that there may be some concern for malware
being included in that. Where are we in that evaluation because,
obviously, the people are still signing up and we may have some-
thing that is contaminating our system. Can any of you share with
us what is going on internationally on this?

Mr. ZELVIN. Congressman, I can tell you what I know from last
night, and from this morning things may have changed. But the in-
telligence product that was on that report has been withdrawn and
is being reevaluated. I believe the White House did a statement
last night saying that there is no evidence that there has been any
Belarusian software development in the HHS. But HHS is looking
at this carefully, and verifying that. So I believe that is where we
are right now.

Mr. McKINLEY. It just may have been someone just——
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Mr. ZELVIN. Well, there is something in a report that is being re-
evaluated. And so I think there is some more investigation to be
done before reaching conclusions.

Mr. McKINLEY. Could you get back to us then on that and let
us know whether or not there is anything. I didn’t understand why
we were having any of our software developed in Belarus anyway,
so, if there is something you can share with us, I would sure like
to understand that.

Mr. ZELVIN. Absolutely, Congressman. To the best of my knowl-
edge right now, there was no software that was developed in
Belarus.

Mr. McKINLEY. OK.

Mr. ZELVIN. And HHS is looking at it closely.

Mr. McKINLEY. Thank you.

For Illinois, I can’t see your name tag from here on the thing,
but ma’am, could you, has the state of Illinois ever had a data
breach?

Ms. MADIGAN. Yes. And in fact in our law, there is a requirement
that state agencies notify individuals when their personal informa-
tion has been compromised.

Mr. McKINLEY. Do you use some kind of encryption extensively?
Do you have some encryption that you use for your data?

Ms. MaDIGAN. Different agencies will handle it different ways,
but they are all requirements in terms of how data is handled for
state agencies.

Mr. McKINLEY. OK. Thank you very much.

I yield back the balance of my time.

Mr. TERRY. Thank you for yielding back.

No other members are here; therefore, that ends panel number
one. I do want to follow up.

So, the talk about the criminal syndicate, there was a story that
there was an 18-year old Russian boy that developed this in his
basement, this malware; is that accurate?

er. NOONAN. Sir, don’t believe everything you see in the media,
please.

Mr. TERRY. I have learned that, too.

All right. Thank you. The first panel is dismissed, and we thank
you. We may have questions submitted to you. We will have those
to you within about 14 days if there are any, and we would appre-
ciate about a 14-day turnaround in answers. Thank you.

We will give a few minutes break here so we can get some water
or something, and then we will be ready for our panel, second
panel.

[Recess.]

Mr. TERRY. Well, since everyone’s seated, let’s go.

So, I apologize. I was hopeful that that first panel would not last
this long, but it did. So thank you, and I hope that doesn’t impact
your rest of the schedule for the day, but appreciate you staying
around.

So, our second panel of the day is the nongovernment panel. We
have Michael Kingston, senior vice president and chief information
officer of Neiman Marcus Group, then John Mulligan, executive
vice president and chief financial officer, Target Brands, Incor-
porated, Bob Russo, general manager of PCI Security Standards
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Council, and then Phillip Smith, senior vice president for
Trustwave. Thank you all for being here today.

As we did with the first panel, we will go from my left. So, Mr.
Mulligan, you will start and you will have 5 minutes.

STATEMENTS OF MICHAEL KINGSTON, SENIOR VICE PRESI-
DENT & CHIEF INFORMATION OFFICER, THE NEIMAN
MARCUS GROUP; JOHN J. MULLIGAN, EXECUTIVE VICE
PRESIDENT & CHIEF FINANCIAL OFFICER, TARGET BRANDS
INCORPORATED; BOB RUSSO, GENERAL MANAGER, PCI SE-
CURITY STANDARDS COUNCIL, LLC; AND PHILLIP J. SMITH,
SENIOR VICE PRESIDENT, TRUSTWAVE

STATEMENT OF JOHN J. MULLIGAN

Mr. MULLIGAN. Good morning, Chairman Terry, Ranking Mem-
ber Schakowsky, and members of the subcommittee.

My name is John Mulligan. I am executive vice president and
chief financial officer of Target. I appreciate the opportunity to be
here today to discuss important issues surrounding data breaches
and cybercrime.

As you know, Target recently experienced a data breach result-
ing from a criminal attack on our systems. To begin with, let me
say how deeply sorry we are for the impact this incident has had
on our guests, your constituents.

We know this breach has shaken their confidence in Target, and
we are determined to work very hard to earn it back. At Target,
we take our responsibility to our guests very seriously, and this at-
tack has only strengthened our resolve. We will learn from this in-
cident, and as a result, we hope to make Target and our industry
more secure for consumers in the future.

I would now like to explain the events of the breach as I cur-
rently understand them. Please recognize that I may not be able
to provide specifics on certain matters because the criminal and fo-
rensic investigations remain active and ongoing. We are working
closely with the Secret Service and the Department of Justice on
the investigation to help them bring to justice the criminals who
committed this wide scale attack on Target, American business,
and consumers.

On the evening of December 12th, we were notified by the Jus-
tice Department of suspicious activity involving payment cards
used at Target stores. We immediately started an internal inves-
tigation. On December 13th, we met with the Justice Department
and Secret Service. On December 14th, we hired an independent
team of experts to lead a thorough forensics investigation. On De-
cember 15th, we confirmed that criminals had infiltrated our sys-
tem, had installed malware on our point of sale network, and had
potentially stolen guest payment card data. That same day we re-
moved the malware from virtually all registers in our U.S. stores.

Over the next two days, we began notifying the payment proc-
essors and card networks, preparing to notify our guests and equip-
ping our call centers and stores with the necessary information and
resources to address the concerns of our guests. Our actions leading
up to our public announcement on December 19th and since have
been guided by the principle of serving all guests, and we have
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been moving as quickly as possible to share accurate and action-
able information with the public.

What we know today is that the breach affected two types of
data, payment card data, which affected approximately 40 million
guests and certain personal data which affected up to 70 million
guests. We believe the payment card data was accessed through
malware placed on our point of sale registers. The malware was de-
signed to capture the payment card data that resides on the mag-
netic strip prior to its inscription within our systems.

From the outset, our response to the breach has been focused on
supporting our guests and strengthening our security. In addition
to the immediate steps I already described, we are taking the fol-
lowing concrete actions.

First, we are undertaking an end-to-end forensic review of our
entire network and will make security enhancements as appro-
priate.

Second, we increased fraud detection for our Target Red Card
guests. To date, we have not seen any fraud on our proprietary
credit and debit cards due to this breach, and we have only seen
a very low amount of additional fraud on our Target Visa card.

Third, we are reissuing new Target credit and debit cards imme-
diately to any guest who requests one.

Fourth, we are offering 1 year of free credit monitoring and iden-
tity theft protection to anyone who has ever shopped in our U.S.
Target stores.

Fifth, we informed our guests that they have zero liability for
any fraudulent charges on their cards arising from this incident,
and sixth, Target is accelerating our investment in chip technology
for our Target Red Cards and our stores point of sale terminals.

For many years, Target has invested significant capital and re-
sources in security technology, personnel, and processes. We had in
place multiple layers of protection, including firewalls, malware de-
tection, intruding detection and prevention capabilities, and data
loss prevention tools, but the unfortunate reality is that we suf-
fered a breach. All businesses and their customers are facing in-
creasingly sophisticated threats from cyber criminals. In fact, news
reports have indicated that several other companies have been sub-
jected to similar attacks.

To prevent this from happening again, none of us can go it alone.
We need to work together. Updating payment card technology and
strengthening protections for American consumers is a shared re-
sponsibility and requires a collective and coordinated response. On
behalf of Target, I am committing that we will be an active part
of the solution.

Members of the subcommittee, I want to once again reiterate
how sorry we are for the impact of this incident has had on your
constituents, our guests, and how committed we are to making it
right.

Thank you for your time today.

Mr. TERRY. Thank you.

[The prepared statement of Mr. Mulligan follows:]
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L Introduction

Good morning Chairman Terry, Ranking Member Schakowsky, and Members of the
Subcommittee. My name is John Mulligan and I am the Executive Vice President and Chief
Financial Officer of Target. 1appreciate the opportunity to be here today to discuss important
issues surrounding data breaches and cybercrime.

As you know, Target recently experienced a data breach resulting from a criminal attack
on our systems. To begin, I want to say how deeply sorry we are for the impact this incident has
had on our guests — your constituents. We know this breach has shaken their confidence in
Target, and we are determined to work very hard to earn it back.

At Target we take our responsibility to our guests very seriously, and this attack has only
strengthened our resolve. We will learn from this incident and as a result, we hope to make
Target, and our industry, more secure for consumers in the future.

I’d now like to explain the events of the breach as I currently understand them. Please
recognize that I may not be able to provide specifics on certain matters because the criminal and
forensic investigations remain active and ongoing. We are working closely with the U.S. Secret
Service and the U.S. Department of Justice on the investigation — to help them bring to justice
the criminals who perpetrated this wide-scale attack on Target, American business and

consumers.
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IL What We Know

On the evening of December 12, we were notified by the Justice Department of
suspicious activity involving payment cards used at Target stores. We immediately started our
internal investigation.

On December 13, we met with the Justice Department and the Secret Service. On
December 14, we hired an independent team of experts to lead a thorough forensic investigation.

On December 15, we confirmed that criminals had infiltrated our system, had installed
malware on our point-of-sale network and had potentially stolen guest payment card data, That
same day, we removed the malware from virtually all registers in our U.S. stores.

Over the next two days, we began notifying the payment processors and card networks,
preparing to publicly notify our guests and equipping our call centers and stores with the
necessary information and resources to address the concerns of our guests.

On December 18 we disabled malware on about 25 additional registers which were
disconnected from our system when we completed the initial malware removal on December 15,
As aresult, we determined that fewer than 150 additional guest accounts were affected,

Our actions leading up 1o our public announcement on December 19 — and since — have
been guided by the principle of serving our guests, and we have been moving as quickly as
possible to share accurate and actionable information with the public. When we announced the
intrusion on December 19 we used multiple forms of communication, including a mass-scale
public announcement, email, prominent notices on our website, and social media channels.

What we know today is that the breach affected two types of data: payment card data
which affected approximately 40 million guests and certain personal data which affected up to 70

million guests. The theft of the payment card data affected guests who shopped at our U.S, stores
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from November 27 through December 18. The theft of partial personal data included name,
mailing address, phone number or email address.

We now know that the intruder stole a vendor’s credentials to access our system and
place malware on our point-of-sale registers. The malware was designed to capture payment card
data from the magnetic strip of credit and debit cards prior to encryption within our system.

As the forensic investigation continued, we learned that the malware also captured some
strongly encrypted PIN data. We publicly shared this information on December 27, reassuring
our guests that they would not be responsible for any fraudulent charges that may occur as a
result of the breach.

When we subsequently confirmed the theft of partial personal data on January 9, we used
various channels of communication to notify our guests on January 10 and provide them with

tips to guard against possible scams.

III.  Protecting Our Guests

From the outset, our response to the breach has been focused on supporting our guests
and strengthening our security. In addition to the immediate actions I already described, we are
taking the following concrete actions:

o First, we are undertaking an end-~to-end review of our entire network and will make security
enhancements, as appropriate.

» Second, we increased fraud detection for our Target REDcard guests. To date, we have not
seen any fraud on our Target proprietary credit and debit cards due to this breach. And we

have seen only a very low amount of additional fraud on our Target Visa card.

(%)
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e Third, we are reissuing new Target credit or debit cards immediately to any guest who
requests one.

s Fourth, we are offering one year of free credit monitoring and identity theft protection to
anyone who has ever shopped at our U.S. Target stores. This protection includes a free credit
report, daily credit monitoring, identity theft insurance and unlimited access to personalized
assistance from a highly trained fraud resolution agent.

# Fifth, we informed our guests that they have zero liability for any fraudulent charges on their
cards arising from this incident. We encouraged them to monitor their accounts and promptly
alert either Target or their issuing bank of any suspicious activity.

s Sixth, Target is accelerating our investment in chip technology for our Target REDcards and
stores’ point-of-sale terminals, We believe that chip-enabled technologies are critical to
providing enhanced protection for consumers, which is why we are a founding, and steering
committee, member of the EMV Migration Forum at the SmartCard Alliance.

* Seventh, Target initiated the creation of, and is investing $5 million in, a campaign with
Better Business Bureau, the National Cyber Security Alliance and the National Cyber-
Forensics & Training Alliance to advance public education around cybersecurity and the
dangers of consumer scams.

* And, eighth, last week Target helped launch a retail industry Cybersecurity and Data Privacy
Initiative that will be focused on informing public dialogue and enhancing practices related
to cybersecurity, improved payment security and consumer privacy. Target will be an active
leader in this effort.

For many years, Target has invested significant capital and resources in security

technology, personnel and processes. We had in place multiple layers of protection, including
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firewalls, malware detection software, intrusion detection and prevention capabilities and data
loss prevention tools. We perform internal and external validation and benchmarking
assessments. And, as recently as September 2013, our systems were certified as compliant with
the Payment Card Industry Data Security Standards.

But, the unfortunate reality is that we suffered a breach, and all businesses — and their
customers -- are facing increasingly sophisticated threats from cyber criminals. In fact, recent

news reports have indicated that several other companies have been subjected to similar attacks.

IV.  Moving Forward

To prevent this from happening again, none of us can go it alone. We need to work
together.

Updating payment card technology and strengthening protections for American
consumers is a shared responsibility and requires a collective and coordinated response. On
behalf of Target, | am committing that we will be an active part of that solution.

Members of the Subcommittee -- to each of you, and to all of your constituents and our
guests, 1 want to say once again how sorry we are that this has happened. We will work with
you, the business community, and other thought leaders to find effective solutions to this

ongoing and pervasive challenge. Thank you very much for your time today.
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Mr. Kingston, you are now recognized for 5 minutes.

STATEMENT OF MICHAEL KINGSTON

Mr. KINGSTON. Chairman Terry, Ranking Member Schakowsky,
members of the subcommittee.

Good morning, my name is Michael Kingston, and I am the chief
information officer at Neiman Marcus Group. I want to thank you
for your invitation to appear today to share with you our experi-
ences regarding the recent criminal cybersecurity incident at our
company. I have submitted a longer written statement and appre-
ciate the opportunity to make some brief opening remarks.

We are in the midst of an ongoing forensic investigation that has
revealed a cyber attack using very sophisticated malware. From
the moment I learned there might be compromise of payment card
information involving our company, I have personally led the effort
to ensure that we were acting swiftly, thoroughly, and responsibly
to determine whether such a compromise had occurred, to protect
our customers and the security of our systems, and to assist law
enforcement in capturing the criminals. Because our investigation
is ongoing, I may be limited in my ability to speak definitively or
with specificity on some issues, and there may be some questions
to which I do not have the answers. Nevertheless, it is important
to us as a company to make ourselves available to you to provide
whatever information we can to assist you in your important work.

Our company was founded 107 years ago. One of our founding
principles is based on delivering exceptional service to our cus-
tomers, in building long lasting relationships with them that have
spanned generations. We take this commitment to our customers
very seriously. It is part of who we are and what we do daily to
distinguish ourselves from other retailers. We have never before
been subjected to any sort of significant cybersecurity intrusion, so
we have been particularly disturbed by this incident.

For our ongoing forensic investigation, we have learned that the
malware which penetrated our system was exceedingly sophisti-
cated, a conclusion the Secret Service has confirmed. A recent re-
port prepared by the Secret Service crystallized the problem when
they concluded that a specific type of malware comparable and per-
haps even less sophisticated than the one in our case, according to
our investigators, had a zero percent detection rate by antivirus
software. The malware was evidently able to capture payment card
data in realtime after a card was swiped and had sophisticated fea-
tures that made it particularly difficult to detect, including some
that were specifically customized to evade our multi-layered secu-
rity architecture that provided strong protection of our systems and
customer data.

Because of the malware sophisticated anti-detection devices, we
did not learn that we had an actual problem in our computer sys-
tem until January 2nd, and it was not until January 6th when the
malware and its outputs had been disassembled and decrypted
enough that we were able to determine that it was able to operate
in our systems. Then, disabling it to ensure it was not still oper-
ating took until January 10th. That day we sent our first notices
to customers potentially affected and made widely reported public
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statements describing what we knew at that point about this inci-
dent.

Simply put, prior to January 2nd, despite our immediate efforts
to have two separate firms of forensic investigators dig into our
systems and attempt to find any data security compromise, no data
security compromise in our systems have been identified.

Based on the current state of evidence and the ongoing investiga-
tion, one, it now appears that the customer information that was
potentially exposed to the malware was payment card information
from transactions in 77 of our 85 stores between July 15th and Oc-
tober 30th, 2013, at different periods of time within this date range
in each store.

Two, the number of payment cards used at all stores during this
period was approximately 1.1 million. This is the maximum num-
ber of accounts potentially exposed to the malware, although the
actual number appears to be lower since the malware was not ac-
tive every day at every store during this period.

Three, we have no identification that transactions on our Web
sites or at our restaurants were compromised. Four, PIN data was
not compromised as we do not have PIN pads and we do not re-
quest PINs. And five, there is no indication that Social Security
numbers or other personal information were exposed in any way.

We have also offered to any customer who shopped with us in the
last year at either Neiman Marcus Group stores or Web sites,
whether their card was exposed to the malware or not, 1 year of
free credit monitoring and identity theft insurance. We will con-
tinue to provide the excellent service to our customers that is our
hallmark, and I know that the way we responded to the situation
is consistent with that commitment.

Thank you for your invitation to testify today, and I look forward
to answering your questions.

Mr. TERRY. Thank you.

[The prepared statement of Mr. Kingston follows:]
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Written Testimony of Michael R. Kingston
Senior Vice President & Chief Information Officer, Neiman Marcus Group

Before the House Committee on Energy & Commerce
Subcommitee on Commerce, Manufacturing, and Trade
February 5, 2014

Chairman Terry, Ranking Member Schakowsky, members of the Subcommittee, I want
to thank you for your invitation to appear today to share with you our experiences regarding the
recent criminal cybersecurity incident at our company.

For over 20 years, I have held numerous positions in the information technology field,
and since April 2012 I have been proud to serve as Chief Information Officer of Neiman Marcus
Group. We are in the midst of an ongoing forensic investigation that has revealed a cyber attack
using very sophisticated malware. From the moment I learned that there might be a compromise
of payment card information at our company, | have personally led the effort, in conjunction
with others in senior management, outside consultants, and counsel, to ensure that we were
acting swiftly, thoroughly, and responsibly to determine whether such a compromise had
occurred, to protect our customers and the security of our systems, and to assist law enforcement
in capturing the criminals. Because our investigation is ongoing, I may be limited in my ability
to speak definitively or with specificity on some issues, and there may be some questions to
which I do not have the answers. Nevertheless, it is important to us as a company to make
ourselves available to you to provide whatever information we can, as you attempt to address this
important problem that confronts so many corporate and governmental entities around the world.

Introduction

OQur company was founded 107 years ago. One of our founding principles is based on
delivering exceptional service to our customers and building long lasting relationships with them
that have spanned generations. We take this commitment to our customers very seriously. It is
part of who we are and what we do daily to distinguish ourselves from other retailers.

We have never before been subjected to any sort of significant cybersecurity intrusion, so
we have been particularly disturbed by this incident. It is clear that we are not alone, and that
niymerous retailers and others in the United States have been recently subjected to sophisticated

attacks on their computer systems in an attempt to steal their customers’ payment card
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information. The problem is clearly widespread. And the sophistication of these unprecedented
cyber attacks makes the problem very challenging.

Through our ongoing forensic investigation, we have learned that the malware which
penetrated our system was exceedingly sophisticated, a conclusion the Secret Service has
confirmed with us. The malware was evidently able to capture payment card data in real time
right after a card was swiped, and had sophisticated features that made it particularly difficult to
detect. These features included some that were specifically customized to evade our multi-
layered security architecture that provided strong protection of our systems and customer data.
Our security measures included numerous firewalls at the corporate and store level, network
segmentation, a customized tokenization tool, numerous encryption methods, an intrusion
detection system, a two-factor authentication requirement, and use of industry-standard and
centrally-managed enterprise anti-virus software. However, no system ~ no matter how
sophisticated — is completely immune from cyber attack. A recent report prepared by the Secret
Service and others in federal law enforcement crystallized the problem when they concluded that
comparable RAM scraping malware (perhaps less sophisticated than the one in our case,
according to our investigators) had a zero percent anti-virus detection rate.

Because of the malware’s sophisticated anti-detection devices, we did not learn that we
had an actual problem in our computer system until January 2, and it was not until January 6
when the malware and its outputs had been disassembled and decrypted enough that we were
able to determine how it operated. Then, disabling it to ensure it was not still operating took
until Jenuary 10. That day we sent out our first notices to customers potentially affected and
made widely-reported public statements describing what we knew at that point about the
incident.

Simply put, prior to January 2, despite our immediate efforts to have two separate firms
of forensic investigators dig into our systems in an attempt to find any data security compromise,
no data security compromise in our systems had been identified. A more detailed chronology of
the period before January 2 is set out later in my testimony, but specifically:

Tues. Dec. 17: We receive a “CPP report” from MasterCard showing 122 payment cards
with confirmed fraud use, suggesting that the “common point of purchase” (CPP) mqy have been
one Neiman Marcus store where these cards had been previously used over a several-month
period.

Wed. Dec. 18: We call forensic investigative firms in order to start an investigation,
consistent with the card brand protocol. A new CPP report is received showing 74 cards.
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Fri._Dec. 20: We hire a leading forensic investigative firm to conduct a thorough
investigation. They start immediately. A new CPP report is received showing 26 cards.

Mon. Dec. 23: We notify federal law enforcement. They follow up with us shortly
thereafter and we have been working with them since then. A new CPP report is received
showing 2,185 cards.

Sun, Dec. 29: The forensic investigation has not turned up any evidence of a data
compromise, and we decide to bring on a second leading forensic investigative firm to accelerate
the investigation and help us determine whether we have a problem.

Wed. Jan. I: For the first time, the forensic investigators find preliminary indications of
malware that may have the capability to “scrape” or capture payment card data. This is
confirmed on January 2, but it remains unknown whether the malware was able to function on
our systems.

Mon. Jan. 6: After days of highly technical work disassembling, decrypting, and
decoding the malware and its output files, the investigators conclude that the malware appeared
to have been capturing payment card data at numerous stores. The immediate focus of the
Neiman Marcus team turns to containing and disabling the malware as it is unknown whether the
malware is still capturing card data.

Fri. Jan. 10: The malware appears to be contained and disabled. Neiman Marcus issues
public statements identifying the data security incident and begins sending notices to customers
on the CPP reports. Prominent coverage follows. We subsequently send out additional notices
on our website and to all customers who shopped in any Neiman Marcus store or website during
2013, whether or not potentially exposed to the malware.

Based on the current state of the evidence in the ongoing investigation: (i) it now appears
that the customer information that was potentially exposed to the malware was payment card
account information from transactions in 77 of our 85 stores between July and October 2013, at
different time periods within this date range in each store; (ii) we have no indication that
transactions on our websites or at our restaurants were compromised; (iii) PIN data was not
compromised, as we do not have PIN pads and do not request PINs; and (iv) there is no
indication that social security numbers or other personal information were exposed in any way.

The policies of payment card brands protect our customers from any liability for any
unauthorized charges if the fraudulent charges are reported in a timely manner. Nonetheless, we
have now offered to any customer who shopped with us in the last year at either Neiman Marcus
Group stores or websites — whether their card was exposed to the malware or not — one year of
free credit monitoring and identity-theft insurance. We will continue to provide the excellent
service to our customers that is our hallmark, and I know that the way we responded to this

situation is consistent with that commitment.



91

December: CPP Reports and Forensic Investigation

This malware was discovered as a result of forensic investigative efforts by two of the
leading computer forensic firms, hired by us upon receiving very limited information suggesting
that there might have been a compromise regarding payment card data.

Specifically, on the evening of Friday, December 13, we were contacted by our merchant
processor that Visa had identified an unknown number of fraudulently-reported credit cards with
a possible common point of purchase at a small number of Neiman Marcus stores. The merchant
processor provided no details concerning the number of cards affected, the credit card account
numbers, or prior Neiman Marcus transactions. This initial report did not provide any indication
of a cyber-incident or that our network may have been penetrated, but because even this limited
information raised a potential concern, we immediately began an internal investigation to
determine what could be responsible for the card fraud and whether our systems had been
compromised in any way.

Despite repeated requests to our merchant processor over that weekend and on Monday
for more information, we did not receive any additional information until Tuesday, December
17. On that date, we received a Common Point of Purchase (“CPP”) report listing 122
MasterCard cards that had been used in one Neiman Marcus store and had subsequently been
used fraudulently elsewhere.'

On December 18, we received another CPP report, this one listing 74 Visa cards. That
day, consistent with Visa’s protocols, we began contacting forensic investigative firms. On
December 20, we engaged a leading forensic investigative firm to immediately start a thorough
investigation of our systems in order to determine whether there was any evidence of a data

compromise that might indicate the potential theft of payment card data.

' As we understand the general practice, accounts listed on CPP reports are accounts for which
the issuing bank and the cardholder are both already aware that the card has been used
fraudulently. These CPP reports provide some indication that a particular merchant may have a
compromise regarding payment card data, based on analysis by the banks and the card brands.
This analysis is tentative, not definitive. The reports indicate a level of suspicion that a problem
may exist but do not establish that there actually is a problem, or the nature of the problem —
including whether the potential theft of the cards relates to cybercrime or more traditional
criminal methods. Nevertheless, our internal investigation focused on this information
immediately.
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Also on December 20, we received additional CPP reports listing a total of 26 Visa and
MasterCard cards, bringing the total number of cards on the CPP reports to 222, which had been
used at Neiman Marcus over a period of several months. Although we take any indication of
potential payment-card theft seriously, this appeared to be a very small number of cards on CPP
reports, especially in light of the millions of transactions Neiman Marcus Group conducts
annually. News of the Target data security incident and its potential effect on 40 million
payment cards was being reported, and this added to the uncertainty about whether the source of
any payment card theft was within our system. And we had not received any CPP reports listing
any American Express or Neiman Marcus private label credit card accounts.

On Monday, December 23, we received another CPP report which listed 2,185
MasterCard accounts relating to transactions at numerous Neiman Marcus stores. That day, we
notified federal law enforcement of the situation, even though the forensic investigators had not
found anything significant. In addition to giving them notice of our situation, we wanted to see
if they could shed any light on areas where we should focus our attention and to determine if
they had seen anything in their other investigations that would assist us in determining whether a
compromise had occurred. The Secret Service followed up with us shortly thereafter, and we
have been working closely with them since then.

Meanwhile, the investigation continued but was not turning up any evidence of a data
compromise. This forensic work involved, among other things, experienced computer
investigators looking at hundreds of thousands of files, logs, and other items of data in our
system in an attempt to find anything out of the ordinary. However, by December 28, after a
week of forensic investigative work, it was still not clear whether there was a problem in our
system,

The next day, December 29, we decided to bring in a second leading computer forensic
investigative firm to begin conducting an additional, independent investigation. Although the
first firm had not found any evidence of a data compromise in our system that appeared in any
way related to the potential theft of credit card information, we wanted another expert team to
examine our system. Simply put, we wanted to accelerate the investigation and ensure that we
were taking the best steps to protect our customers and to learn if our systems had been

compromised.
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January: Discovery and containment of the malware,
and notice to the public and our customers

On January 1, the first investigative firm reported that they had discovered malware that
they suspected to have card “scraping” functionality (malware that attempts to fraudulently
obtain or capture payment card data). On January 2, the investigators reported that the malware
appeared to actually have this functionality. However, they could not say whether the malware
had functioned at all in our system, whether it had the capability to successfully capture and
exfiltrate card data (that is, send data to an outside source), or whether exfiltration had actually
occurred. For the next several days, the two investigative firms engaged in the difficult work of
trying to learn what they could about the malware and look for evidence of its operation in
different parts of our systems.

Attempting to figure out how the malware functioned was complicated work, requiring
the investigators to disassemble the malware program and run tests in our technology labs to try
to recreate its functionality. After some time they determined that the malware’s output files
were encrypted. They then developed a custom decoder to decrypt the output files. They also
created a custom-coded scanning tool to determine where and how the malware was operating.

By January 6, we had succeeded in decrypting the output files and in locating the
malware at various points on our system. As a result, certain observations about the malware
could be made for the first time: the malware apparently operated at point-of-sale registers in
multiple stores, and it appeared to have been successful in “scraping” and capturing payment
card data at the moment a card is swiped through our Point of Sale system. However, it was
unknown whether the malware had actually managed to steal data, the dates when it had been
operating, and the full scope of how and where it had been operating.

In addition, our expert computer forensic investigators told us that the malware was
highly sophisticated and was different than any other malware they had ever analyzed. Its
complex, specialized elements helped to explain how the malware had successfully evaded
detection, despite all of the security measures we had in place, in at least five different ways.
First, the malware was apparently not known to the anti-virus community and had been written
to evade anti-virus signatures. Second, the malware erased its tracks by removing the disk file
that had caused it to run, even while the program itself was still running in memory — a highly
unusual and difficult-to-achieve feature. Third, when the malware scraped and captured card

data, it created encrypted output files, so the output files did not exhibit evidence of card-
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scraping activity — until they were decrypted. Fourth, the malware appeared to have features that
were custom-built as a result of reconnaissance efforts within our systems that appear to have
been clandestinely conducted earlier in 2013. Finally, the malware carefully covered its tracks
with a built-in capability that wiped out files evidencing its operation by overwriting them with
random data — making forensic detection much more difficult.

Although the investigators knew more about the malware by January 6, they did not
know whether the malware was still scraping and capturing card data, and they were concerned
that additional customer card data might be getting captured on an ongoing basis. The
investigators discussed with us an immediate problem: since the malware was not yet contained,
if the attacker learned that we had discovered the malware, there was a significant risk that the
attacker might accelerate efforts to obtain captured account numbers, or that other cyber
criminals might be encouraged to test our systems for vulnerabilities. Thus, our top priority at
that point became disabling the malware.

From January 7 through January 10, we took a variety of steps in an attempt to ensure
that the malware could not function. Since we did not yet know the full contours of how the
malware functioned, designing a containment strategy was highly challenging. Nevertheless, by
January 10, the investigators had a substantial level of confidence that the malware had been
disabled.

That day, January 10, Neiman Marcus announced publicly that we had suffered a data
security incident and that some customers’ payment card information had been potentially
compromised. This announcement was widely disseminated by the media in prominent print and
broadcast coverage, and appeared on social media. We also sent email notices that same day to
all customers whose payment cards were listed on the CPP reports (about 2,400) for whom we
had email addresses. The next business day we sent letter notices to all customers in that group
for whom we had postal addresses.

On January 16, our CEO Karen Katz issued a public letter, posted on our website with a
prominent link from our home page, explaining that we had been the subject of a data security
incident, and offering free credit monitoring and identity-theft insurance for one year to any
customer who had used any payment card to conduct any transaction during the past year at any
Neiman Marcus Group store or website.

Around this time, the investigators became confident that the dates during which the

card-scraping malware had been active was July 16 to October 30, 2013. The number of unique

7
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payment cards used at all Neiman Marcus Group stores during this period was approximately
1,100,000. However, the ongoing investigations have not found evidence of the malware
operating in all Neiman Marcus Group stores, and it appears that the malware was probably not
operating each day during this period based on current evidence. Thus, the number of payment
cards that were potentially exposed during this period appears to be lower than 1,100,000,
although we have not yet determined how much lower. Because the investigation is ongoing,
this information is preliminary.

On January 22, we issued an updated public notice on our website explaining the July 16
— October 30 period and stating that 1,100,000 payment card accounts were potentially exposed.
The same day, we sent out individual email and letter notices about the incident to any customer
who used a payment card at any time in the past year for any Neiman Marcus Group purchase —
whether in one of our stores or on our websites — and for whom we had address information.
Our individual notices again provided information about the offer of free credit monitoring and
identity-theft insurance.

Notably, we sent this notice — and offered free credit monitoring and identity-theft
insurance — to a much larger group than the cardholders whose information appears to have been
potentially exposed. Our expanded group included anyone who had used a payment card over a
much longer period of time (one year), and website customers (who do not appear to have been
exposed to the malware), We took these steps in an abundance of caution because of the
ongoing nature of the investigation, and because we want all of our customers to know that we
place the highest priority on the security of their personal information.

The ongoing investigation

As with other investigations, computer forensic investigations into data security incidents
evolve over time, sometimes in unpredictable ways. We remain in close contact with law
enforcement. My statements today are based on the current evidence from the investigations into
this recent incident, and therefore should be considered tentative and subject to change. But
even though we are still in the midst of discovering the facts, we are pleased to have had the
opportunity to provide information to this Committee.

Thank you for your invitation to testify today, and I look forward to answering your

questions.
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Mr. TERRY. Mr. Russo, you are recognized for 5 minutes.

STATEMENT OF BOB RUSSO

Mr. Russo. Thank you.

My name is Bob Russo, and I am the general manager of the PCI
Security——

Mr. TERRY. Can you pull the microphone a little closer to you?

Mr. Russo. Sorry. It is on now.

Mr. TERRY. And a little closer.

Mr. Russo. As I said, my name is Bob Russo, and I am the gen-
eral manager of the PCI Security Standards Council, a global in-
dustry initiative and membership organization focused on security
payment card data.

Our approach to an effective security program combines people,
process, and technology as key parts of payment card data protec-
tion. We believe the development of standards to protect payment
card data is something the private sector, and in particular, PCI,
is uniquely qualified to do. The global reach, expertise, flexibility
of PCI make it extremely effective.

Our community of over 1,000 of the world’s businesses is tackling
data security challenges from simple issues like password. In fact,
“password” is still the most commonly used password out there to
really complicated issues like proper encryption.

We understand consumers are upset when their payment card
data is put at risk, and we know the harm caused by data
breaches. The council was created to proactively protect consumers’
payment card data. Our standards represent a solid foundation for
a multi-layered security approach. We focus on removing card data
if it is no longer needed. Simply put, if you don’t need it, don’t store
it. And if it is needed, then protect it and reduce incentives for
criminals to steal it.

Let me tell you how we do that. The data security standard is
built on 12 principles capturing everything from physical security
to logical security. This standard is updated regularly through feed-
back from our global community. In addition, we have developed
other standards that cover software, point of sale devices, secure
manufacturing of cards and much, much more. We work on tech-
nologies like tokenization and point-to-point encryption.
Tokenization and point-to-point inscription work in concert with
PCI standards to offer additional protections.

Another technology, EMV chip is an extremely effective method
of reducing card fraud in a face-to-face environment. That is why
the council supports its adoption in the U.S. through organizations
such as the EMV migration from, and our standards support EMV
today in other worldwide markets. However, EMV chip is only one
piece of the puzzle. To move to EMV and to do no more would not
solve this problem. Additional controls are needed to protect the in-
tegrity of payments online and in others’ channels. These include
encryption, tamper-resistant devices, malware protection, network
monitoring, and much, much more. These are all addressed in the
PCI standards.

Used together, EMV chip and PCI can provide strong protections
for payment card data, but effective security requires more than
just standards. Standards without supporting programs are only
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tools and not solutions. The council’s training and certification pro-
grams have educated tens of thousands of individuals and make it
easy for businesses to choose products that have been lab tested
and certified as secure.

Finally, we conduct global campaigns to raise awareness of pay-
ment card security. We welcome the Committee’s attention to this
critical issue. The recent compromises underscore the importance of
a multi-layered approach to payment card security and there are
clear ways in which we think the Government can help.

For example, leading stronger law enforcement efforts worldwide
by encouraging stiff penalties for these crimes, promoting informa-
tion sharing between the public and private sector also merits at-
tention. The council is an active collaborator with government. We
work with NIST, with DHS, with many government organizations.
We are ready and willing to do much more. The recent breaches
underscore the complex nature of the payment card security. A
multifaceted program cannot be solved by a single technology,
standard, mandate, or regulation. It cannot be solved by a single
sector of society. We must work together to protect the financial
and privacy interests of consumers.

Today, as this committee focuses on recent breaches, we know
that the criminals are focusing on inventing the next attack vector.
There is no time to waste. The PCI Security Standards Council and
business must continue to provide a multi-layered security protec-
tion while Congress leads the efforts to combat global cyber crimes
that threaten us. We thank the Committee for taking a leadership
role in seeking solutions to one of the largest security concerns of
our time.

Mr. TERRY. Thank you, Mr. Russo.

[The prepared statement of Mr. Russo follows:]
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Statement of Bob Russo
General Manager
Payment Card Industry Security Standards Council

Before the Energy & Commerce Committee,
Subcommittee on Commerce, Manufacturing & Trade
United States House of Representatives

Protecting Consumer Information: Can Data Breaches Be Prevented?

February 5, 2014
2123 Rayburn House Office Building

Introduction
Chairman Terry, Ranking Member Schakowsky, members of the subcommittee, on behaif of the PCI Security
Standards Council, thank you for inviting us to testify today before the subcommittee.

My name is Bob Russo and | am the General Manager of the Payment Card Industry (PCl) Security Standards
Council (8SC), a global industry initiative and membership organization, focused on securing payment card
data. Working with a global community of industry players, our organization has created data security
standards—notably the PCI Data Security Standard (PCI DSS)—certification programs, training courses and
best practice guidelines to help improve payment card security.

Together with our community of over one thousand of the world’s leading businesses, we're tackling data
security challenges from password complexity to proper protection of PIN entry devices on terminals. Our work
is broad for a simple reason: there is no single answer to securing payment card data. No one technology is a
panacea; security requires a multi-layered approach across the payment chain.

The PCI Security Standards Council is an excellent example of effective industry collaboration to develop
private sector standards. Simply put, the PC) Standards are the best line of defense against the criminals
seeking to steal payment card data. And while several recent high profile breaches have captured the nation's
attention, great progress has been made over the past seven years in securing payment card data, through a
collaborative cross-industry approach, and we continue to build upon the way we protect this data.

Consumers are understandably upset when their payment card data is put at risk of misuse and—while the
PCI Security Standards Council is not a name most consumers know—we are sensitive to the impact that
breaches cause for consumers. And consumers should take comfort from the fact that a great number of the
organizations they do business with have joined the PCI SSC to collaborate in the effort to better protect their
payment card data.

Page 1 of 6
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Payment card security: a dynamic environment

Since the threat fandscape is constantly evolving, the PCI SSC expects its standards will do the same.
Confidence that businesses are protecting payment card data is paramount to a heaithy economy and
payment process—both in person and online. That's why to date, more than one thousand of the world's
leading retailers, airlines, banks, hotels, payment processors, government agencies, universities, and
technology companies have joined the PCt Council as members and as part of our assessor community to
develop security standards that apply across the spectrum of today’s global multi-channel and online
businesses.

Our community members are living on the front lines of this challenge and are therefore well placed, through
the unique forum of the PCI Security Standards Council, to provide input on threats they are seeing and ideas
for how to tackle these threats through the PCI Standards.

The Council develops standards through a defined, published three year lifecycle. Our Participating
Organization members told us that three years was the appropriate timeframe to update and deploy security
approaches in their organizations. In addition to the formal lifecycle, the Council and the PCI community have
the resources to continually monitor and provide updates through standards, published FAQs, Special Interest
Group work, and guidance papers on emerging threats and new ways to improve payment security. Examples
include updated wireless guidance and security guidelines for merchants wishing to accept mobile payments.

This year, on January 1, 2014, our Jatest version of the PCI Data Security Standard (PCI DSS) became
effective. This is our overarching data security standard, built on 12 principles that cover everything from
implementing strong access control, monitoring and testing networks, to having an information security policy.
During updates to this standard, we received hundreds of pieces of feedback from our community. This was
almost evenly split between feedback from domestic and international organizations, highlighting the global
nature of participation in the PCl SSC and the need to provide standards and resources that can be adopted
globally to support the international nature of the payment system.

This feedback has enabled us to be directly responsive to chailenges that organizations are facing every day in
securing cardholder data. For example, in this latest round of PCl DSS revisions, community feedback
indicated changes were needed to secure password recommendations. Password strength remains a
challenge—as “password” is stifl among the most common password used by global businesses—and is
highlighted in industry reports as a common failure leading to data compromise. Small merchants in particular
often do not change passwords on point of sale (POS) applications and devices. With the heip of the PCI
community, the Council has updated requirements to make clear that default passwords should never be used,
all passwords must be regularly changed and not continually repeated, should never be shared, and must
always be of appropriate strength. Beyond promulgating appropriate standards, we have taken steps through
training and public outreach to educate the merchant community on the importance of following proper
password protocols.

Recognizing the need for a multi-layer approach, in addition to the PCI DSS, the Council and community have
developed standards that cover payment applications and point of sale devices. In other areas, based on
community feedback, we are working on standards and guidance on other technologies such as tokenization
and point-to-point encryption. These technologies can dramatically increase data security at vulnerable points
along the transactional chain. Tokenization and point-to-point encryption remove or render payment card
information useless to cyber criminals, and work in concert with other PCI Standards to offer additional
protection to payment card data.

In addition fo developing and updating standards, every year the PCl community votes on which topics they
would like to explore with the Council and provide guidance on. Over the last few years the working groups
formed by the Council to address these concerns have drawn hundreds of organizations to collaborate
together to produce resources on third party security assurance, cloud computing, best practices for
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maintaining compliance, e-commerce guidelines, virtualization, and wireless security. Other recent Council
initiatives have addressed ATM security, PIN security, and mobile payment acceptance security for developers
and merchants,

EMV Chip & PCI Standards—a strong combination

One technology that has garered a great deal of attention in recent weeks is EMV chip—a technology that
has widespread use in Europe and other markets. EMV chip is an extremely effective method of reducing

counterfeit and lost/stolen card fraud in a face-to-face payments environment. That's why the PCI Security

Standards Council supports the deployment of EMV chip technology.

Global adoption of EMV chip, including broad deployment in the U.S. market, does not preclude the need for a
strong data security posture to prevent the loss of cardholder data from intrusions and data breaches. We
must continue to strengthen data security protections that are designed to prevent the unauthorized access
and exfiltration of cardholder data.

Payment cards are used in variety of remote channels—such as electronic commerce—where today's EMV
chip technology is not typically an option for securing payment transactions. Security innovation continues to
oceur for online payments beyond existing fraud detection and prevention systems. Technologies such
authentication, tokenization, and other frameworks are being developed, including some solutions that may
involve EMV chip—yet broad adoption of these solutions is not on the short-term horizon. Consequently, the
industry needs to continue to protect cardholder data across all payment channels to minimize the ongoing
risks of data loss and resulting cross-channel fraud such as may be experienced in the online channel.

Nor does EMV chip negate the need for secure passwords, patching systems, monitoring for intrusions, using
firewalls, managing access, developing secure software, educating employees, and having clear processes for
the handling of sensitive payment card data. These processes are critical for all businesses—both large
retailers and small businesses—who themselves have become a target for cyber criminals. At smaller
businesses, EMV chip technology will have a strong positive impact. But if small businesses are not aware of
the need to secure other parts of their systems, or if they purchase services and products that are not capable
of doing that for them, then they will stilt be subject to the ongoing exposure of the compromise of cardholder
data and resulting financial or reputational risk.

Similarly, protection from malware-based attacks requires more than just EMV chip technology. Reports in the
press regarding recent breaches point to insertion of complex malware. EMV chip technology could not have
prevented the unauthorized access, introduction of malware, and subsequent exfiltration of cardholder data.
Failure of other security protocols required under Council standards is necessary for malware to be inserted.

Finally, EMV chip technology does not prevent memory scraping, a technique that has been highlighted in
press reports of recent breaches. Other safeguards are needed to do so. In our latest versions of security
standards for Point of Sale devices, (PCI PIN Transaction Security Requirements), the Council includes
requirements to further counter this threat. These include improved tamper responsiveness so that devices will
“self-destruct” if they are opened or tampered with and the creation of electronic signatures that prevent
applications that have not been “whitelisted” from being installed. Our recently released update to the standard,
PTS 4.0, requires a default reset every 24 hours that would remove malware from memory and reduce the risk
of data being obtained in this way. By responding to the Council's PTS requirements, POS manufacturers are
bringing more secure products to market that reflect a standards development process that incorporates
feedback from a broad base of diverse stakeholders.

Used together, EMV chip, PCI Standards, along with many other tools can provide strong protections for
payment card data. | want to take this opportunity to encourage all parties in the payment chain—whether they
are EMV chip ready or not—to take a multi-layered approach to protect consumers’ payment card data. There
are no easy answers and no shortcuts to security.
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Global adoption of EMV chip is necessary and important. Indeed, when EMV chip technology does become
broadly deployed in the US marketplace and fraud migrates to less secure transaction environments, PCI
Standards will remain critical.

Beyond Standards — building a support infrastructure

An effective security program through PCl is not focused on technology alone; it includes people and process
as key parts of payment card data protection. PCI Standards highlight the need for secure scftware
development processes, regularly updated security policies, clear access controls, and security awareness
education for employees. Employees have to know not to click on suspicious links, why it is important to have
secure passwords, and to question suspicious activity at the point of sale.

Most standards’ organizations create standards, and no more. PCl Security Standards Council, however,
recognizes that standards, without more, are only tools, and not solutions. And this does not address the
critical challenges of training people and improving processes.

To help organizations improve payment data security, the Council takes a holistic approach to securing
payment card data, and its work encompasses both PCl Standards development and maintenance of
programs that support standards implementation across the payment chain. The Council believes that
providing a full suite of tools to support implementation is the most effective way to ensure the protection of
payment card data. To support successful implementation of PC! Standards, the Council maintains programs
that cerlify and validate certain hardware and software products to support payment security. For example, the
Council wants to make it easy for merchants and financial institutions to deploy the latest and most secure
terminals and so maintains a public iisting on its website for them to consult before purchasing products. We
realize it takes time and money fo upgrade POS terminals and we encourage businesses that are looking to
upgrade for EMV chip to consider other necessary security measures by choosing a POS terminal from this
list. Similarly, we are supporting the adoption of point-to-point encryption, and listing appropriate solutions on
our website to take a solutions-oriented approach to helping retailers more readily implement security in fine
with the PCI standards.

Additionally, the Council runs a program that develops and maintains a pool of global assessment personnel to
help work with organizations that deploy PCI Standards to assess their performance in using PCl Standards.
The Councif also focuses on creating education and training opportunities to build expertise in protecting
payment card data in different environments and from the various viewpoints of stakeholders in the payment
chain. Since our inception, we have trained tens of thousands of individuals, including staff from large
merchants, leading technology companies and government agencies. Finally, we devote substantial resources
to creating public campaigns to raise awareness of these resources and the issue of protecting payment card
data.

The PCI community and large organizations that accept, store, or transmit payment card data worldwide have
made important strides in adopting globally consistent security protocols. However, the Council recognizes that
small organizations remain vulnerable. Smaller businesses lack IT staff and budgets to devote resources to
following or participating in the development of industry standards. But they can take simple steps like updating
passwords, firewalls, and ensuring they are configured to accept automatic security updates. Additionally, to
help this population, the Council promotes its listings of validated products, and recently launched a program,
the Qualified Integrator and Reseller program (QIR) to provide a pool of personnel able to help small
businesses ensure high quality and secure installation of their payment systems.

The work of the Council covers the entire payment security environment with the goal of providing or facilitating
access to all the tools necessary—standards, products, assessors, educational resources, and training—for
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stakeholders to successfully secure payment card data. We do this because we believe that no one technology
is a panacea and effective security requires a multi-layered approach.

Public - private collaboration

The Council welcomes this hearing and the government’s attention on this critical issue. The recent
compromises underscore the importance constant vigilance in the face of threats to payment card data. We
are hopeful that this hearing will help raise awareness of the importance of a multi- layered approach to
payment card security.

There are very clear ways in which the government can help improve the payment data security environment.
For example, by championing stronger law enforcement efforts worldwide, particularly due to the global nature
of these threats, and by encouraging stiff penalties for crimes of this kind to act as a deterrent. There is much
public discussion about simplifying data breach notification laws and promoting information sharing between
public and private sector. These are all opportunities for the government to help tackle this challenge.

The Council is an active participant in government research in this area: we have provided resources,
expertise and ideas to NIST, DHS, and other government entities, and we remain ready and willing to do so.

Almost 20 years ago, through its passage of the Technology Transfer and Advancement Act of 1995,
Congress recognized that government should rely on the private sector to develop standards rather than to
develop them itself. The substantial benefits of the unique, U.S. “bottom up” standards development process
have been well recognized. They include the more rapid development and adoption of standards that are more
responsive to market needs, representing an enormous savings in time to government and in cost to
taxpayers.

The Council believes that the development of standards to protect payment card data is something the private
sector, and PCI specifically, is uniquely qualified to do. It is unlikely any government agency could duplicate
the expansive reach, expertise, and decisiveness of PCl. High profile events such as the recent breaches are
a legitimate area of inquiry for the Congress, but should not serve as a justification to impose new government
regulations. Any government standard in this area would likely be significantly less effective in addressing
current threats, and less nimble in protecting consumers from future threats, than the constantly evolving PCI
Standards.

Conclusion

In 2011, the Ponemon Institute, a non-partisan research center dedicated to privacy, data protection, and
information security policy wrote, “The Payment Card Industry Data Security Standard (PCI DSS) continues to
be one of the most important regulations for all organizations that hold, process or exchange cardholder
information.”

While we are pleased to have earned accolades such as this, we cannot rest on our laurels.

The recent breaches at retailers underscore the complex nature of payment card security. A complex problem
cannot be solved by any single technology, standard, mandate, or regulation. It cannot be solved by a single
sector of society—business, standards-sefting bodies, policymakers, and law enforcement—must work
together to protect the financial and privacy interests of consumers. Today as this committee focuses on recent
damaging data breaches we know that there are criminals focusing on committing inventing the next threat.

There is no time to waste. The PCI Security Standards Council and business must commit to promoting
stronger security protections while Congress leads efforts to combat global cyber-crimes that threaten us all.
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We thank the Committee for taking an important leadership role in seeking solutions to one of the largest
security concerns of our time.

#E#
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Mr. TERRY. Mr. Smith, you are now recognized for 5 minutes.

STATEMENT OF PHILLIP J. SMITH

Mr. SMITH. Good morning, Chairman Terry, Ranking Member
Schakowsky, subcommittee members, staff, and ladies and gentle-
men.

I want to thank you for the opportunity on behalf of Trustwave
to provide witness testimony on this important issue related to
data breaches.

I am both a former special agent of the United States Secret
Service and a senior trial attorney at the Department of Justice
Terrorism and Violent Crimes section. My law enforcement experi-
ence in this area includes investigation, prosecution of criminal
credit card fraud, access device fraud, and counterfeiting. I left the
Justice Department in 2000 to join Trustwave, a now global infor-
mation security and compliance services and technology company.
I currently serve in Trustwave’s executive team as senior vice
president, and I was general counsel for 12 years.

Businesses and government agencies hire Trustwave to help
fight cyber crime, protect their sensitive data, and reduce risk.
Trustwave has customers ranging from the world’s largest multi-
national companies to small and medium-sized businesses in 96
countries. We specialize in the following areas: Compliance and
risk management, managed and cloud-based security services, as
well as threat intelligence, ethical hacking, security research, and
we also train law enforcement on how to investigate network intru-
sion and data breach cases.

Today, I would offer our observations and recommendations re-
lated to data breach and broader information security trends. It is
important I note that as a company we do not comment or specu-
late on specific data breaches, and as such, we will not be offering
testimony today related to companies involved in the latest string
of data breaches. However, I believe our company’s experience in
investigating thousands of data breaches over the past several
years, our advanced security research and intelligence coming from
our large global client footprint will be of value to you and the in-
dustry as a whole.

My submitted written testimony discusses how card data is sto-
len through malware attacks, the value of the Payment Card In-
dustry Data Security Standard, and why businesses must go be-
yond PCI for increased security and technologies and processes
that can help. While I generally have time to discuss each topic in
depth, I would like to highlight a few items.

Each year our company publishes statistics and observations
from real-world data breach investigations in our Trustwave Global
Security Report. The focus of the report is around cyber crime,
states that attacks are carried out by professional criminals, and
most of them follow logical patterns as described by the Secret
Service. The 2013 Global Security Report highlights data our ex-
perts analyzed from more than 450 data breach, incident response
investigation locations, thousands in penetration tests, millions of
Web site and web application attacks, tens of billions events.

The report states the retail industry is the top target in 2012,
making up 45 percent of our investigation. Food and beverage in-
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dustry was second, followed by the hospitality industry. Those
rankings did not change in 2013. Cardholder data was the primary
target. Mobile malware increased 400 percent in 2012. Seventy-
three percent of the victims were located in the United States. Al-
most all the point of sale breach investigations involved targeted
malware. SQL injection and remote access made up 73 percent of
the infiltration methods used by criminals, took businesses an av-
erage of 210 days to detect a breach, most took more than 90 days,
and 5 percent took more than 3 years. Only 24 percent detected the
intrusion themselves. Most were informed by law enforcement.

Web applications emerged the post popular attack vector, E-com-
merce sites being the most targeted asset. Weak passwords with
“Passwordl” being the most common password of choice.

I am running short on time, and refer to my written testimony
where I talk about many different security areas as part of the de-
fense and depth strategy, recommending multiple layers of defense,
detection, response, and ongoing training. I would, however, make
the following observations. PCI Data Security Standard plays a
critical role that has increased awareness around securing data in
the payment industry. The threat landscape is more complex than
ever, and keeping up with and complying with the standard simply
isn’t enough.

A common misperception is that PCI was designed to be a catch-
all for security. We believe it serves as a good baseline for security,
giving businesses guidelines for basic security controls to protect
cardholder data. And we heard discussions today about chip-and-
PIN, end-to-end encryption and other technologies, and these are
all good, but there is no silver bullet. A multi-layered approach to
security involves people, process, technology, and innovation, and I
would take these few minutes to highlight 3 particular ones.

Businesses should implement an incident response plan that in-
cludes advanced detection techniques, containment strategies, and
response technologies. Web applications are a high value target for
attackers because they are easily accessible over the net. Web ap-
plications are often at businesses’ front door and often connected to
systems that contain private data. While monitoring more than
200,000 Web sites, our researchers found 16,000 attacks occur on
web applications per day. This is why businesses need to adopt pro-
tections that include the ability to detect vulnerabilities and pre-
vent web applications.

Obviously, anti-malware is a big issue here, and what companies
need to do is to defend against this is deploy gateways, and I stress
this is not anti-virus technology. This is, gateways specifically help
to protect businesses in realtime from threats like malware and
zero-day vulnerabilities and data loss.

I want to thank the Chairman and Ranking Member Schakowsky
for the opportunity to be here today, and happy to answer any
questions.

Mr. TERRY. Thank you, Mr. Smith.

[The prepared statement of Mr. Smith follows:]
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Good morning, Chairman Terry and Ranking Member Schakowsky, Sub-Committee Members, staff, ladies
and gentlemen. T want to thank you for requesting that I, on behaif of Trustwave, provide witness
testimony on this important issue related to data breaches in our financial systems and more specifically,
our payments industry.

By way of background Tam both a former Special Agent with the United States Secret Service and a

the Counterterronsm Sectlon) My Iaw enforcement expenence in this area includes the investigation and
prosecution of credit card fraud, access device fraud and counterfeiting. I left the Justice Department in
July of 2000 to join Trustwave, a global information security and comphance serwces and te»:hnology
company headguartered in Chicago. I currently serve on Tru
President of Government Solutions. In addition to early operational rales which include supervising our
advanced research and ethical hacking practice, I served as Generai Counsel for the first 12 years with
Trustwave,

Businesses and government agencies hire Trustwave to help them fight cybercrime, protect their
sensitive data and reduce security risks. Trustwave has customers—+ :
largest, multinational companies to small- and medium-sized businesses—in 96 countries. We specialize
in a variety of areas: compliance and risk management, managed and cloud-based security services, as
well as threat intelligence, ethical hacking and security research. We also train law enforcement on how
to investigate network intrusion and data breach cases.

Today I want to oﬁ‘er our observations and recommendatxons related to data breach and broader

specuﬁc data breaches and as such we will not be offering testimony today specifically related to specmc

invest;gattng thousands of data breaches over the past few years, augmented by our ongomg securlty
research and the threat intelligence gleaned from our large, global dient footprint, will be of value to you
and the industry as a whole.

=t-connected world,
securaty is more complex than ever. Hackers are targeting businesses of all sizes and across all industries.
There is a growing pool of attack vectors from which to choose, including what we now consider a basic
busmess tool: the web, as well as emergmg technologxes like mobile devices and appliances (also known

Our-OwWn-ie 2l Businesses also have huge amounts of
mformat:on moving through theu networks and applications and stored on their databases, meaning
there is more data than ever to protect. Threats are growing more hostile and outpacing traditional
security technologies like antivirus and firewalls., Budgets are also tight, and building and retaining a
skilled security team can be challenging. According to a 2013 Frost & Sullivan Market Study, 56 percent
of respondents believed there is a workforce shortage in the IT industry, compared to just two percent
who believe there is a surplus. The gap is a result of simple economics—the demand has surpassed the
supply. All of these factors leave in-house IT teams facing mounting pressures to ensure information
security.

More specifically, I will also highlight:

s How cardholder data is being stolen through malware

= The value of the Payment Card Industry Data Security Standard (PCI DSS)

= Why businesses must go beyond PCI DSS compliance for increased security and
technologies that can help.
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Each year, our company publishes statistics and other observations from real-world data breach
investigations in our Trustwave Global Security Report. The report is publicly available at
www.trustwave.com/GSR. The focus of our report is around cybercrime. As our report states, attacks are
carried out by professional criminats and most of them follow logicat patterns of attack consisting of four
common elements:

Infiltration - g G
» Propagation - Plvotmg from the initial pomt of entry to go after specific systems within
sietwork that contains sensitive data
»  Aggregation - Identifying and collecting that sensitive data
- Exfiltration - Moving that data to a system (a computer or network) controlled by the
attacker.

The 2013 Trustwave Global Security Report highlights data our experts analyzed from the more than 450
data breach/incident response investigations, thousands of penetration tests, millions of
website and web application attacks and tens of billions of events gathered through our security
and risk assessments, managed security services and our other forms for threat intelligence including our
advanced security research during 2012, The report reveals the threats and vulnerabilities businesses
face. Specifically:

« The retail industry was the top target for data breaches in 2012 making up 45% of our
investigations. Food & beverage was the second most targeted industry followed by the broader
hospitality industry.

Cardholder data was the primary data type targeted by attackers. There is a weli-established
underground marketplace for stolen pay! ent Ci rd data

= Mobile malware increased 400% !
is used to exploit vulnerabilities in computer systems gather sensitive information, or gain access
to private computer systems for a specific purpese—normally cybercrime.

»  Qut of more than 450 data breaches we investigated, the United States was the top victim
location. 73% of victims were Iocated in the U.S.

+ In 2012, almost all Point-Of-

or cbmputer user. SQL (Structured Query Language) injection and remote access made
up 73% of the infiltration methods used by criminals. Other commonly used methods were
Blackhole exploit klts malicious PDF files (61% targeted Adobe Reader users) and

‘memory scraping.
infiltration methods.

= It took businesses an average of 210 days to detect a breach. Most victim organizations took
more than 80 days to detect the intrusion, while 5% took more than three years to identify
criminal activity.

+«  Only 24% of victim organizations detected the intrusion themselves. Most were informed by law
enforcement or another regulatory body.

s Web applications emerged as the most popular attack vector; e-commerce sites being the
most targeted asset.
Users are oo “ being the most common
password of choice since it meets the bare minimum password requxrement typically mandated
by policies enforced by IT administrators. Weak default passwords and password requirements
are a big problem.

machines by using all of these

How card data is being stolen
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As I mentioned, most breaches follow the same patterns of attack: using infiltration, propagation,

kS

Infiltration--Criminals get inside business systems by taking advantage of a variety of
weaknesses—whether through web applications, social engineering, the web, zero-day
vulnerabilities or remote access tools. For example, if a restaurant owner uses an IT service
prowder in the next state the service prov;der might not be physically able to be in front of the
. So, usmg remote access tools, he

remote access tools but they also need a username and password Oftentimes, busmesses wm
not change their usernames and passwords when setting up their POS devices. This ailows
attackers to identify the POS default credentials or IT provider shared credentials and gain
unauthorized access.

Propagation—Once attackers gain access, they need to move from the point of infiltration to
the systems that store, process, or transmit the desired data such as payment card data and
other customer information. Since the attackers already have the administrative credentials, this
step is often trivial.

«  Aggregation-This is where the deployment of malware takes place. Attackers use custom
malware, designed to identify cardholder data, and either encrypt or encode it, and place it in an
output (or a dump) file. Custom malware does this automatically and without apy visible service
interruption to legitimate business activity.

»  Exfiltration—Exfiltration can take place either automatically through the malware or the
attackers will have to come back and get the data the same way they got in. Encrypted or
encoded data is sent to a system controlled by the attacker. The stolen data moves undetected
and is subsequently prepared to sell on the black market.

)

The payments industry formed the Payment Card Industry Security Standards Council (PCI SSC) which is
responsible for developing and administrating the Payment Card Industry Data Security Standard (PCI
DSS) for any entity that stores, processes or transmits cardholder data. Here is our position on PCI DSS:

»  The PCI DSS plays a critical role when it comes to data security.
* The standard has mcreased awareness surroundmg data securlty

busmess -improvement techno!ogtes are mtroduced everyday--keeping up with and complying

# A common misconception is that PCI was designed to be a catch-all for security. We believe the
PCI DSS serves as a baseline for security, giving businesses guidelines for basic security
controls to protect cardholder and personal data. Without PCI DSS, countless businesses would
likely have fewer security controls (if any) than they do today.

+  Organizations can improve their security posture by first understanding that the PCI DSS is the
floor, not the ceiling, when it comes to secunty While the PCI DSS helps businesses

deploy some essential sec: e

as security surrounding targeted malware, mobile devices and cloud technology.

If organizations use a defense-in-depth approach to security consisting of multiple layers of

defense, detection, response and ongoing testing, they can better protect themselves against

attacks and inherently maintain compliance with the PCI DSS.

«  Another standard for compliance, the Payment Application Data Security Standard (PA-
DSS), is also a good baseline. However, it does not include or require holistic manual penetration

»
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testing against the entire Point-of-Sale platform (hardware, custom software and operating
system)--testing we believe is important.

The following are steps businesses can take, whether through policies and procedures or technologies to
help prevent malware attacks on their networks, applications and databases. We recommend:

Incident response preparedness-—Businesses should implement an incident response plan
that includes advanced detection techniques, containment strategies and response scenarios.
These elements will help them see, stop and respond to an attack. Incident response plans can
drastlcal[y reduce the impact of a breach on a business so that it can get back quicker to

Security awareness training--Businesses should regularly provide security awareness training
to all employees, incduding contractors and temporary workers. Executives and business leaders
are also prime targets, so training should be required for anyone who has access to private
information. Training can help them follow security best practices to reduce the risk of infiltration.
Strong passwords—If a criminal is going to access a system remotely, he must first know
where the system is located (the IP address), the appropriate remote administration protocol and

hélping prevent a breach. Strong passwords consist of a minimum of seven characters and
should include a combination of upper and lower case letters, symbols and numbers, We

remember and harder to crack.

Two-factor (or two-step) authentication~-Businesses should use two-factor authentication
for employees who access the network. Two factor authentication forces users to verify their
identity with mformatlon other than scmply thelr username and password, like a special
constantly- S

Business-wide securlty nsk assessments and ongomg penetration testing~Regular
security risk assessments can help businesses identify where they store sensitive data and if that
data is vuinerable to an attack. Frequent penetration testing, where ethical hackers use

can help businesses identify and eliminate vulnerabilities that become the intrusion points of
almost any breach.

Database scanning and security--Databases hold a treasure trove of business data yet too
often database security is overlooked. Businesses assume if their networks and applications are
secure, so is their database. This assumption is false~and dangerous. Databases need constant
vulnerability scanning and their own protection.

Certificates and firewalls—Businesses should use certificates to further restrict remote access.
Certificates help ensure the identities of both the server and user are trusted before granting the
user access, Businesses should also install firewalls to help restrict any traffic that is not critical to
their business.

Web application security--Web apphcatlons are a high-value target for attackers because they

are often connected to systems that contain private data. While momtorlng 200,000 websites,
our researchers found 16,000 attacks occurred on web applications per day. That is why
businesses need to adopt protection that includes the ability to detect application vulnerabilities
and prevent web application threats.
Advanced antx malware protectlo

Attackers often use compromised websites, or links to

Osterman Research survey of secunty profess:ona‘s showed that malware has infiltrated 74
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percent of organizations through the web during the past year. To defend agamst these commen
attack vectors, businesses should deploy securin W i
technology. Gateways specifically help protect businesses in reai time from threats like malware,
zero-day vulnerabilities and data loss, and can help organizations use things like web and cloud
applications securely.

= Augment in-house security expertise--Since security has become a more time-consuming,
skifls-specific, sometimes daunting task for many in-house IT teams, more businesses are
augmenting their staff by partnering with an outside team of security experts that helps ensure
more effective security tools are installed and running properly in order to prevent a data
compromise. Managed security services help IT professionals maintain a higher state of security
so they can focus on their primary jobs of IT projects that generate revenue for their employers.

« End-to-end encryption--Persistently encrypting cardholder data can help render data
unreadable to unauthorized third parties, such as attackers, who try to steal sensitive
information, such as credit card numbers, Encryption is another layer of defense against these
malicious hackers or an unauthorized third party because even if the data is accessed they would
be unable to read it. We believe this emerging technology, along with other security controls,
shows great promise.

“~»Chip and PIN helps authenticate transactions and helps prove that the
cardho!der is the person requesting the transaction. In this scenario, the combination of an
embedded microchip on a payment card and a PIN code replaces the traditional combination of
the magnetic stripe data and signature. Layering this authentication method with other layers of
security, such as end-to-end encryption can greatly reduce the risk of a card data compromise for
brick and mortar merchants, or really anywhere that a card is present for the transaction.

« Segmentation—Currently the PCI DSS does not require businesses to segment or separate their
systems that contain cardholder data. We recommend businesses go beyond PCI and separate
their systems that contain critical data to make it more difficult for a criminal to access the target
network. When businesses segment their systems, it causes the attacker to have to circumvent a
second set of security controls.

» Mobile device payment systems-To conduct payment card transactions, some merchants
may be using mobile devices that are consumer grade products with an attached card reader.
These devices are designed for ease-of-use but sometimes contain serious securlty
vulnerabilities. ¥ : §
does apply to any merchant that stores processes and tra nsmits cardholder data, so the onus is
on business leaders to make sure these devices comply.

D Th:rd -party vendor secunty checks When partnenng with thlrd -party IT provtders, we

Add:tnona!ly, we recommend they have deta:led and locked-down security policies, perform
ongoing and regular penetration testing, demonstrate appropriate remote access controls, ensure
software and hardware vendors are consistently patched and updated for security vulnerabilities,
and that data is isolated from other customers in a shared, cloud environment.

Conclusion
I would like to thank Chairman Terry and Ranking Member Schakowsky, Sub-Committee Members, and
staff for the opportunity to appear today on this important issue facing our businesses, our payment

systems and our citizens. I brought several copies of the 2013 Trustwave Global Security Report and

landscape. We encourage the Members and their staff to review this lnformatibn, I Would be rhore than
happy to address any questions related to my testimony.
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Mr. TERRY. And that does conclude the testimony of our panel,
and now it is time for us to ask you questions.

And T get to go first, so I recognize myself for 5 minutes.

Mr. Smith, based on your professional opinion in this industry,
are we—the United States suffering an increased onslaught of data
breaches and attacks or is it just simply we are paying more atten-
tion in the media?

Mr. SMITH. No, we are suffering more attacks, that is for sure,

Mr. TERRY. Can you quantify that in any way? Do you know how
many——

Mr. SMITH. In numbers of attack? I mean I can only speak for
our company and how many we are involved in each year, which
involves, you know, a number of different investigations as well as
multi-national locations within

Mr. TERRY. Do you have an opinion why that has increased, the
number of attacks have increased?

Mr. SMITH. I think any time there is something of value, and the
Web now gives the ability for these multi-national attacks to occur
from anywhere in the world, so as the technology increases, so will
the attacks, so will the value of that data——

Mr. TERRY. Right.

Mr. SMITH [continuing]. That people are after.

Mr. TERRY. Appreciate that. Thank you.

And for Mr. Mulligan and Mr. Kingston, I appreciate that you ac-
cepted our invitation to come here. I think people should know that
you didn’t have to accept that invitation, you don’t have to be here,
but you agreed to be here, and A, I think that speaks well for both
of the companies that you work for and your respect for the con-
sumer to go on the record about what occurred and what you are
offering to your customers. I want to thank you for that. It doesn’t
mean we don’t ask you tough questions.

So, let me start off the same question to both Mr. Mulligan and
Mr. Kingston. Both of you, you suffered point of sale attacks, and
at least with Target there was a portion of that that was
unencrypted and you were able to get the information in plain lan-
guage, plain text. Is that a shortcoming? Is that standard? How
much of a surprise to you or not surprise that there was that vul-
nerability at the point of sale, Mr. Mulligan?

Mr. MULLIGAN. Mr. Chairman, we know today

Mr. TERRY. Pull your microphone a little closer

Mr. MULLIGAN. We know today in the U.S. that credit card infor-
mation, payment card information, comes into point of sale systems
from the magnetic strip unencrypted. In our case, that data was
captured prior to us encrypting it. We have seen in other geog-
raphies around the world where chip-and-PIN or chip-enabled tech-
nology has been deployed, the fraud related to payment cards has
come down dramatically, and that is why we have been supporters
of that technology over a very long period of time.

Mr. TERRY. All right. Mr. Kingston.

Mr. KINGSTON. What we learned in our investigation, Chairman,
is that the information was scraped at a time immediately fol-
lowing the swipe as well in basically milliseconds.

Mr. TERRY. In essence, commingled data so it was undetectable,
hidden in plain sight?
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Mr. KINGSTON. Literally milliseconds before it is sent through
encrypted tunnels to payment processor for authorization.

Mr. TERRY. Wow. Back to Mr. Mulligan. Have you been able to
determine how they were able to get into the system and place the
malware at that very sensitive point?

Mr. MULLIGAN. That is my understanding the point of access was
a compromised set of vendor credentials or log-on I.D. and pass-
word. Beyond that, we have an end-to-end review, forensic review
of all of our systems to understand that particular question is one
we share with you, Mr. Chairman.

Mr. TERRY. So, it was a process failure?

Mr. MULLIGAN. We don’t understand that today. At the comple-
tion of our investigation, we are looking forward to getting the facts
about what transpired.

Mr. TERRY. All right. Mr. Kingston.

Mr. KINGSTON. At this point in our investigation, we have not yet
found any evidence of how attackers were able to infiltrate our net-
work.

Mr. TERRY. A lot of discretion on breach notification. Tell us—
first of all, we want to make sure that a consumer whose data,
whether it was their financial or personally identifiable informa-
tion, is notified in a timely manner. There is a perception that per-
haps you discover breach and you should push send for notification.
Does it really work that way? How much time is a reasonable
ilmount of time before you notice a consumer of a breach? Mr. Mul-
igan.

Mr. MULLIGAN. Our focus was on providing certainly speed in
getting notice quickly, we think, is important. Balancing that, and
the lens that we were looking through was for our guests, pro-
viding them accurate information to help them understand what
went on, and then actionable information, what could they do about
it.

In addition, given the magnitude of our enterprise, we knew we
would get significant requests from our guests, and we want to be
prepared with staffing up our call centers, having our stores have
the appropriate resources to respond to their requests, and I think
all of that is how we approached this from a notification.

Mr. TERRY. How many days from the time that you were told of
the breach versus when you were able to send them notice out?

Mr. MULLIGAN. From the time we found the breach, we found the
malware on our system to the time we notified was 4 days.

Mr. TERRY. All right. Mr. Kingston, same questions.

Mr. KINGSTON. So we also at Neiman Marcus believe that
prompt and specific notification is the best course of action. I think
there are two important things that need to be established in order
for that to happen and happen in a reasonable way as you ask the
question. The first is understanding that you actually do have a
breach or some sort of risk of attack, and so in our case we learned
that on January 6th.

I think the second important thing is to protect customers from
any potential further harm, to make sure that you contained, in
our case, the malware that was discovered in our systems. It took
us 4 days to do that, and at that time, on January 10th, we imme-
diately began notifying customers.
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Mr. TERRY. All right. 4 days for each of you. All right. Thank
you.

And T recognize the Ranking Member Jan Schakowsky from Illi-
nois.

Ms. ScHAKOWSKY. Thank you.

Just a quick question to Mr. Russo. I think you do good work,
but you aren’t suggesting that we shouldn’t act as a Congress, are
you, in order to set some standards?

Mr. Russo. No, certainly I think there are plenty of things that
can be done, not the least of which is law enforcement and informa-
tion sharing.

Ms. SCHAKOWSKY. I understand. I am asking that really as a yes
or no question. Are you suggesting that it is inappropriate or un-
necessary for Congress to act on standards, et cetera?

Mr. Russo. I don’t know. I have no opinion in that area.

Ms. ScHAKOWSKY. OK. I wanted to ask you, Mr. Kingston. You
discovered the breach internally? Neiman Marcus discovered it, the
breach itself?

Mr. KINGSTON. The first idea that we had that there was any-
thing potentially wrong in our system is on January 2nd when our
forensic investigator brought to our attention that they had found
some suspicious malware potentially capable of scraping card data.
It wasn’t until the 6th because it took them 4 days, based on the
sophistication of this malware, to actually decrypt it and decompose
it to understand that it actually could work in our——

Ms. SCHAKOWSKY. Who informed you?

Mr. KINGSTON. Our forensic investigator.

Ms. SCHAKOWSKY. Our?

Mr. KINGSTON. We hired a forensic investigator.

Ms. SCHAKOWSKY. Oh, your forensic investigator.

Mr. KINGSTON. Yes, forensic investigator.

Mr. TERRY. Not Mr. Smith.

Ms. SCHAKOWSKY. OK. And Mr. Mulligan, you said that the Jus-
tice Department informed you.

Mr. MULLIGAN. They came to us on December the 12th and indi-
cated they had a handful of cards that had been compromised, and
potentially one of the locations that was compromised with Target.
At that point, there was no indication or evidence that there had
been a breach. We found that breach 3 days later and shut it down
within 12 hours.

Ms. SCHAKOWSKY. I actually wanted to talk more about the
breach of marketing data and which affected fully one-fourth to
one-third of all American adults, which is pretty serious, and I am
asking these questions because I believe the breach of marketing
data represents really a serious threat to consumer. Payment card
breaches are severe incidents that criminals tend to obtain card
data, spend money when they can, and then move on, but names
and contact information can be used in phishing and social engi-
neering schemes to try to perpetrate identity theft, and so while
harm from payment card breaches are acute, harm from non-
financial breaches linger, identity theft lasts.

So, I wanted to ask you about the way you informed the con-
sumers who had these marketing data breaches. Some consumers
received an email message during the week of January 12th noti-
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fying them of a breach of Target customer information and received
that message from TargetNews@target.bfi0.com, and scammers
sometimes use legitimate names of companies and many people
were alarmed when they looked up the domain name and found
“permission denied” message. And so I wanted to know how Target
determined it would contract with a company to send these mes-
sages and what you are doing about the confusion that consumers
may have felt.

Mr. MULLIGAN. Congresswoman, we wanted to notify, confirmed
on January 9th that that data had left our system, and on January
10th we started notifying consumers. We sent out 56 million email
addresses. That was the number we had available to us. We also,
as we did in the first breach, prior to broad public disclosure of the
issue so that everyone would have information related it to, but one
of the things we did and a couple of things we did in response to
some of the concerns you are talking about, first, we communicated
to our guest that there was a single of truth on our corporate tar-
get.com Web site. Any communication coming from Target was lo-
cated there and could be trusted.

Second, we provided free credit monitoring which provides free
identity theft protection, identity theft insurance for——

Ms. SCHAKOWSKY. Let me refer to that. There was a briefing or-
ganized Monday by the Bipartisan Privacy Caucus, Ed Mierzwinski
of U.S. PIRG who said that credit monitoring, such as the one of-
fered by Target, doesn’t stop fraud on existing accounts and won’t
prevent new account identity theft. So 'm wondering what the ra-
tionale is for this program, its performance so far, and any ongoing
alternatives or improvements being considered or developed by
Target.

Mr. MULLIGAN. My understanding, Congresswoman, is that con-
sumers have no liability for any fraud which occurs on their cards
as a result of this breach. A part of the package that we offered
in the free credit monitoring is identity theft protection, identity
theft insurance, and access to a frauds protection specialist so that
any guest who has ever shopped a Target store has the ability to
contact them well past the year and ensure that their data is safe.

Ms. SCHAKOWSKY. So you would disagree with that conclusion
that it doesn’t stop fraud on existing accounts and won’t prevent
new account identity theft?

Mr. MULLIGAN. I can’t speak to that data specifically. What I can
tell you is consumers have no liability for fraud on their accounts
that are a result of our breach.

Ms. SCHAKOWSKY. You are talking about fraud of——

Mr. MULLIGAN. Of existing accounts. I am sorry.

Ms. SCHAKOWSKY. Are you talking about fraud in a purchase? 1
am talking about identity theft.

Mr. MULLIGAN. And we provide identity theft protection as part
of the free credit monitoring.

Ms. SCHAKOWSKY. Thank you.

Mr. TERRY. Thank you.

I now recognize the vice chairman Mr. Lance of New Jersey.

Mr. LANCE. Thank you very much. Mr. Chairman

To Mr. Mulligan. You testified that you were informed of the
breach by law enforcement on December 12th and 13th, hired a fo-
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rensic firm on the 14th, and on the 15th you both discovered the
infiltration, removed the malware from your point of sale network.
If it was relatively easy to find the malware once you were made
aware of it, why wasn’t it detected through your existing informa-
tion security procedures?

Mr. MULLIGAN. It is excellent question, Congressman, one we
have asked many times. Our ongoing forensic investigation, we be-
lieve, will provide the facts of what transpired and why the signifi-
cant investments we have made in multiple ways of detecting and
ensuring our systems are safe did not detect this.

Mr. LANCE. Can you give the committee an estimate as to when
you might know the answer to that question?

Mr. MULLIGAN. That investigation is being led by our forensic in-
vestigator. They will take the time they need to assess all of the
facts, and certainly from that there will be learnings and we will
take action, so I don’t have perspective on how long that will take.

Mr. LANCE. Thank you.

In addition to the 40 million payment card accounts that were
breached, your company also detected a breach involving other per-
sonal information in 70 million consumers. Do you know, Mr. Mul-
ligan, how many of the 70 million accounts would trigger a notice
of breach under existing state laws.

Mr. MULLIGAN. I am not familiar with that, but as we considered
that, what was important is, as we have had accurate and action-
able information, we have disclosed information to the public, and
that was our approach there. On January 9th, it was confirmed
that that data was extracted from our systems, and on January
10th we provided broad public notice and began to email those
guests for which we had email addresses.

Mr. LANCE. Thank you.

To Mr. Kingston at Neiman Marcus. From the time you first re-
alized you had an actual problem in your system, and I believe that
was January 2nd, until you disassembled the malware on January
10th, how did you conduct business with your consumers? Were
POS terminals used during that timeframe to accept payments,
and if so, how was that decision made?

Mr. KINGSTON. So, we did continue to conduct business for our
customers during that time. However, as we were learning
throughout the investigation more about this particular sophisti-
cated attack, we immediately began implementing additional con-
trols on top of all of the multi-layered security controls that we had
in place at that time, and so being very, very careful with our fo-
rensic investigators as well as our internal investigation to closely
monitoring for any further suspicious activity.

Mr. LANCE. Do you know yet whether the suspicious activity in-
creased between January 2nd and January 10th?

Mr. KINGSTON. We have not seen any indication of that, no.

Mr. LANCE. So that is an open question or are you likely to con-
cluded that——

Mr. KINGSTON. No additional suspicious activity was noted.

Mr. LANCE. Thank you.

To the panel in general, as card security evolves, it seems as
though the chip is a better mouse trap. With a chip enabled card,
the critical pieces of consumer information are obscured from would
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be thieves, and the ability to prevent card duplication is achieved.
But there are two types of chip enabled cards, as I understand it,
those that require a PIN and those that require signature for au-
thorization. To our experts, what is the difference between the two
and what do you believe is preferable?

Mr. Russo, why don’t we begin with you.

Mr. Russo. Well, the combination of PCI and EMV in any form,
be that chip-and-PIN, be that chip and signature, is a powerful,
powerful solution for as you indicated face-to-face fraud and coun-
terfeit cards. However, there are other channels that that data can
still be used, and so the powerful combination of PCI and EMV,
once again, in any form is a powerful combination, and I think is
something that needs to be considered.

Mr. LANCE. And from your professional perspective, who should
consider that? Should this be required statutorily by the Congress
or should this be determined at state capitals or should it be at the
option of the private sector?

Mr. Russo. That is beyond the purview of what the standard and
the security council does. Basically, we are responsible for securing
that data in whatever form it comes in, so be it chip-and-PIN, chip
and signature, regardless of who have determines what it is going
to be and when it is going to be, our job is to make sure that that
is protected.

Mr. LANCE. Thank you, Mr. Russo.

Mr. Smith, do you have an opinion on my question?

Mr. SMITH. I think the important point here is it is an additional
layer of secure, right. There is no silver bullet here. There is mul-
tiple layers that need to be put in place. Chip-and-PIN with end-
to-end encryption will certainly help matters, but again, nothing is
going to stop the data breaches

Mr. LANCE. And would you require this as a matter either a stat-
utory law or rule and regulation or does that go beyond what is
probably appropriate for Congress, given the fact that technology
advances as rapidly as it does?

Mr. SMITH. Again, the chip-and-PIN technology has been around
for a long time. I think a lot of effort should be put for new tech-
nology in securing mobile payments and things like that. The tech-
nology is changing so quickly. The attack factors are going to
change, right, so much more is going to the mobile side. So, imple-
menting chip-and-PIN is a good thing for the face-to-face trans-
actions, but having innovation towards mobile payments and other
areas is just as important. Again, it is defense in depth.

Mr. LANCE. Thank you.

I have 12 seconds left. I look forward to working with everyone
on the committee, and I personally enjoy shopping at Target, and
I think my wife at Neiman Marcus.

Mr. TERRY. Mr. Yarmuth, you are now recognized for 5 minutes.

Mr. YARMUTH. Thank you, Mr. Chairman.

Likewise, long time customer, first time questioner, and I appre-
ciate your testimony and your candor and forthrightness, particu-
larly from Target and Neiman Marcus, and not that you are not
being forthright.

One thing that I am curious about is that while we have some
more instances of this type of breach, and I don’t know if you want
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to speculate why people might have singled out Target and Neiman
Marcus among a group of retailers, but obviously there are a lot
of retailers out there, many of whom with probably as much of a
high profile as you, and my question is, are you aware, are you able
to discuss with your colleagues in the industry whether they have
been able to head off any cyber attack that might distinguish them
in some way from your operations, or have you been informed by
law enforcement of any other attacks that have been fended off?
And I open it up to Mr. Russo and Mr. Smith as well.

Mr. MULLIGAN. Maybe I can start. We took several steps, once
we verified there was malware in our point of sale systems. We
have an ongoing relationship with law enforcement and certainly
shared that with them. We also shared the malware with security
firms who work with all businesses to look for these types of
malware.

Beyond that, we have pushed for and are beginning an initiative
with the retail industry around information sharing across all re-
tailers to share this kind of information. It is an evolving threat.
It is a shared responsibility for all of us, and we believe informa-
tion sharing is one path to understanding the evolving threat and
how we will collectively deal with it.

Mr. YARMUTH. I am just curious as to whether there is any indi-
cation that you have from any other source that somebody tried to
attack Sak’s Fifth Avenue, somebody tried to attack Walgreen,
somebody tried to attack Wal-Mart, and they had failed where they
succeeded in your instance. Is there any evidence of that some-
where?

Mr. SMITH. I will take a look at that. I think we describe this
as a battleground every day. There are attacks going on constantly
and those attacks are being defeated. The situations we are talking
about are, again, sophisticated malware, but every day, retailers,
banking industry, they are defending their networks against ongo-
ing attacks, and I think that is an important point that there is
a lot of effort going on today and will continue to go on. And again,
increasing innovation around security technology is an important
part of that, and I think that is where a lot of the players can come
together and spur that innovation.

Mr. YARMUTH. All right. Is there any legal impediment to your
comparing notes and talking to other competitors even? Is that
iomething that should be, you say you are sharing information

ut

Mr. MULLIGAN. We can totally benchmark, too, as well. Part of
our ongoing assessment of all our particular program is to bench-
mark against other retailers and ensure that collectively we are
providing the best protection.

Mr. YARMUTH. But specifically with regard to Target, there have
been reports that some individuals received Target’s notification of
a data breach when they have never shopped at Target and some
of it is a decade old. Are those reports accurate, and if that is the
case, how would they be in your database if they had never
shopped there?

Mr. MULLIGAN. Congressman, the vast majority of the data we
collect is done through the normal course of business. When a
guest uses our app on an iPod, when they sign up for an app called
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“Cartwheel,” we periodically append information to that on an ex-
isting guest, and very rarely, but from time to time we do buy some
guest information to provide them promotions if we think they
would benefit from the products and services that we provide.

Mr. YARMUTH. Now, you have had a relationship with Amazon
for a period of time. Could any of that information have been cap-
tured because of that relationship specifically? Is that irrelevant?

Mr. MULLIGAN. It is my understanding that there was a separa-
tion of the information between Amazon’s customers and our
guests.

Mr. YARMUTH. OK. Well, I yield back. Thank you for your testi-
mony. I yield back, Mr. Chairman.

Mr. TERRY. OK. At this time the Chair recognizes the vice com-
mittee of the full committee, or vice chairman of the full committee,
Marsha Blackburn.

Mrs. BLACKBURN. Thank you, Mr. Chairman, and I want to
thank you-all for your patience this morning. I cannot tell you how
so many of our constituents have mentioned their frustration with
the data breaches and their desire to get some clarity and some
certainty in this process, and as you have heard me mention in the
earlier questioning and opening statement, Mr. Welch, Ms.
Schakowsky, and I are doing a data security and privacy working
group to make certain that what we do when we do something on
the issue, that we do it in the appropriate manner and that be al-
lowed the flexibility and the nimbleness that is going to be needed.
And Mr. Russo, you spoke well to the need for that.

Mr. Kingston, if I could come to you, and going back to your tes-
timony with the malware that was there in your breach, have any
of the law enforcement agencies that are working with you on this,
have they ever seen this type malware before, and what is the ori-
gin of that malware?

Mr. KINGSTON. Congressman, we have been working very closely
with law enforcement, specifically with the Secret Service, and
what they have been able to share with us so far is that the
malware is very, very, very sophisticated. As I said earlier in my
testimony, had a zero detection rate by antivirus software, and it
is not something that they have seen before. It was very specifi-
cally designed for an attack on our systems.

l\l/irs. BLACKBURN. OK. So it was designed specifically for an at-
tack.

Mr. KINGSTON. Yes.

Mrs. BLACKBURN. And do you know the origin yet?

Mr. KINGSTON. They have not shared that with us. I am not sure
at this time.

Mrs. BLACKBURN. They have not. OK.

Mr. Russo, when you look at this, and here is something de-
signed specifically to attack and to take down their financial infra-
structure, if you will, then what is your guidance to us as we seek
to look at that data share, which is important, that information
share, which is important. Mr. Zelvin spoke to that in the previous
panel. What is your instruction to us? Because we know that the
different agencies send out threats and updates on a regular basis,
and you have something that is unique, so what is your instruction
to us? And then the second question I have for you in the interest
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of time is what are the unique identifiers that you are seeing creep
up in some of this, this malware?

Mr. Russo. So, first of all, the council is a wonderful forum in
which to share information. Companies give us feedback all the
time as to what is going on. The forensic investigators tell us about
trends that they are seeing, which all gets factored into creating
these standards and making sure that they are not only good for
today but good for what we see coming in the future.

So, it has been our experience that the standards are very, very
solid. We have a lot of history around this. I think we have heard
two or three times, as I can recall, during the hearings the morn-
ing, that what we saw and what we continue to see are basic
threats that are being exploited, very basic threats. You have heard
me say, you heard Mr. Smith say about passwords being used and
so on, SQL injection is another one, lest I get technical here, very,
very basic things.

Within the standards now, there are a myriad of ways to prevent
this from happening and to prevent malware, as sophisticated as
it may be, from getting into the system. So, at this point I don’t
have enough information in terms of what actually happened, but
I can tell you, up until now, everything that we have seen in terms
of these major breaches over the last 7 years has been exactly what
the panel before us indicated, very, very basic exploits that easily,
easily could have been defeated. So, until we actually have some
solid information as opposed to what we are reading in the news-
papers, we really can’t make a determination as to what happened
and if the standards need to be updated.

Mrs. BLACKBURN. I hope you will come back to us. When you look
at standards and compliance, and we know even going back to the
T.J. Maxx breach, they were compliant, they just weren’t secure,
and there is a difference there.

Mr. Mulligan, at Target, how much have you-all invested in se-
cure networks?

Mr. MULLIGAN. Over the past several years, we have invested
hundreds of millions of dollars. Part of that has been in technology,
segmentation, malware detection, intrusion detection and preven-
tion, data loss prevention. Part of that has been in teams. We have
over 300 team members responsible for information security. Part
of that is in assessment.

PCI is one assessment that we do certainly as part of the pay-
ment card industry. But we are constantly assessing ourselves,
having other third parties come in and do penetration testing,
benchmarking us against others and benchmarking us against best
in class. And we train 370,000 team members annually on the im-
portance of information security, so we have a wholistic view and
we have invested significantly.

Mrs. BLACKBURN. OK. Mr. Kingston, how much has Neiman
spent on security?

Mr. KINGSTON. So, we have spent tens of millions of dollars on
very specific security measures, and as Mr. Mulligan said, it is
really a combination of technology as well as people and process.
I think one of the things that we do at Neiman Marcus that is real-
ly important that I think the subcommittee should think about is
the fact that we do annual security awareness training for all



123

Neiman Marcus associates that access systems, and I think aware-
ness is a big part of strong defense.

Mrs. BLACKBURN. Yes. Well, my time is expired. I will yield back.

Mr. Mulligan, I am going to submit a question to you for a writ-
ten answer on the CVV security codes.

Mr. MULLIGAN. Happy to respond.

Mr. TERRY. Thank you. And the Chair now recognizes another
gentleman from Kentucky, Mr. Guthrie.

Mr. GUTHRIE. Thank you, Mr. Chairman. Thank you for coming.
So, Mr. Russo, to follow up on what Ms. Blackburn asked, or you
said, to answer her question, you said that these breaches, I guess
the two that we are talking about today were basic?

Mr. Russo. No, today’s breaches, I don’t know——

Mr. GUTHRIE. I could have been defeated?

Mr. Russo. We don’t have enough information yet.

Mr. GUTHRIE. You said that basically it could have been de-
feated?

Mr. Russo. What we heard this morning from the other panel
was all of the breaches up until now

Mr. GUTHRIE. OK

Mr. RuUsso [continuing]. Have been basic security exploits that
could have easily been prevented, and we don’t actually know what
the situation is yet from the latest breaches.

Mr. GUTHRIE. OK. So, but because I knew that Mr. Kingston said
that they had zero detection rate by their software. It didn’t sound
basic. So, I mean, OK, I am willing to clarify what you said then.
But based on what you do know, were Target and Neiman Marcus
compliant to the PCI standards?

Mr. Russo. Unfortunately, they do not report their compliance to
the council. The council, like many other security bodies, basically
puts together the best standards that we possibly can. We are not
responsible for enforcement or——

Mr. GUTHRIE. Right. I knew that.

Mr. Russo. Nor do people report their compliance to us.

Mr. GUTHRIE. OK. So, there is no

Mr. Russo. We have no insight as to whether or not they were
compliant or not.

Mr. GUTHRIE. You can’t assess whether they were meeting the
standards or not.

Mr. Russo. Absolutely not.

Mr. GUTHRIE. So that is something to look at. So, one of the
other previous panelists said basically, I can’t remember the word,
was retailers or business, but in essence she said in her testimony
to get serious, it is time to get serious about this. You said you
(s:ipﬁnt hundreds of millions of dollars, you spent tens of millions of

ollars.

How much do you think this incident in December and then Jan-
uary, first with Target, I know you are the CFO. I know you as the
information officer, you may not know, but what do you think this
has cost your bills in terms of dollars? Not on customer loyalty,
customer anything, but just in terms of dollars.

Mr. MULLIGAN. We don’t have insight into that yet. We disclosed
publicly, probably 3 weeks ago, that the losses as a result of this
incident would be material to Target. I don’t have visibility. The
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primary driver here is fraud. I don’t have visibility of that from the
majority of the financial institutions, but what I can tell you is
this: of the 40 million accounts that were taken, 6-and-a-half mil-
lion of them or 15 percent were Target cards, and what we have
seen is on our Target Red Card, the proprietary card, our Target
debit card, there has been no additional fraud, and on our Target
Visa card, which is a Visa card just like any other, we have seen
very low levels of fraud. So, we will have more information as we
go through the process.

Mr. GUTHRIE. So Neiman Marcus, what kind of expense or cost
has this been to your business?

Mr. KINGSTON. We are still in the midst of our investigation, so
you know, I don’t have visibility to that yet.

Mr. GUTHRIE. And then, Mr. Smith, we are hearing from two
Fortune 500 companies, very sophisticated companies, that have
sophisticated systems in place, it appears, and they are still
breached by very sophisticated criminals. So what about the small
guy? I know that is the kind of the area you look at, if you are,
where I get gasoline and gas at the pump and a small locally-
owned station, what processes are in place for these guys?

Mr. SMITH. Well, again, the PCI standards are across the board
for any store who transmits or processes data. You know, the
smaller merchants have a smaller platform to be attacked, right,
so they are able to defend their smaller presence on the Internet.
There are lots of, as Mr. Russo alluded to, basic security principles
that they can put in place, relatively cheap to protect their network
and their data. And there is a lot of information out there including
on our Web site for the small merchants to, what technologies,
what they should be putting out there.

Mr. Russo. If I can interject.

Mr. GUTHRIE. Sure.

Mr. Russo. Being a small merchant is a very tough thing these
days. You not only have to worry about shoplifting and somebody
breaking into your store, but you now have to worry about data se-
curity.

In an effort to make that a little bit easier, as Mr. Smith indi-
cated, on our Web site we certify different solutions that they can
go and choose. Not only do we certify different solutions in the form
of payment applications, as well as POS devices that are secured
and certified to be PCI compliant, but also, we train installers
throughout the Nation so that a small merchant, as opposed to
using his brother-in-law, to help install a piece of software can ac-
tually go out and pick somebody off this list to securely install this
information for them.

So we make it easier for the smaller merchant, but again, the
small merchant area is a very, very big problem.

Mr. GUTHRIE. Because they would be a portal into a whole——

Mr. Russo. Absolutely.

Mr. GUTHRIE. So one of the other panelists also said that there
is a list of different things people can do and they will do some,
but they won’t do the others. Is that the case with your, did you
look back and say, wow, there was something we should have
known to do that we didn’t do? Or is it, this was so sophisticated
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that it went around a very sophisticated system that you had. I
guess I am out of time, I'm sorry.

But one of the panelists earlier basically said that. Not nec-
essarily your situation, but situations that there could have been
a check box and they decided not to check because it cost money.
I mean, that is what she said. Not word for word, but is that what
you all found to be the case, or has it been so sophisticated that
you had everything in place and you say, wow, I can’t believe they
can get around that? Or did you find something obviously you
should have found.

Mr. TERRY. Go ahead. But then you are done, Brett.

Mr. GUTHRIE. OK.

Mr. MULLIGAN. Congressman, as I said, we invested hundreds of
millions of dollars in technology and assessment. Part of the ongo-
ing end-to-end review of our systems will provide facts when that
is complete and there will be learning, certainly, and we will re-
spond to those learnings.

Mr. GUTHRIE. But there wasn’t something obvious you didn’t do
that led to this?

Mr. TERRY. Brett?

Mr. Kingston, answer.

Mr. KINGSTON. I think at Neiman Marcus, we felt, and feel very
good about the high standards of security that we had in place, and
that we continue to have in place.

Obviously, there will be lessons learned out of this, and certainly
one of the takeaways so far, this is a very highly sophisticated at-
tack.

Mr. TERRY. Mr. Johnson, you are recognized for 5 minutes.

Mr. JOHNSON. Well, thank you very much, Mr. Chairman.

And I, as I mentioned to the first panel, I spent my entire profes-
sional career as an IT professional. One of those stents was as the
director of the CIO staff for U.S. Special Operations Command, and
you don’t have an environment that is any more concerned about
network and computer security than our national security. I mean,
that is paramount.

So I understand the complexities that you folks have to deal with
on a daily basis to address this and I can empathize with the strug-
gles that you have.

Just real quickly, just a few questions. Mr. Mulligan, why hasn’t
Target joined the financial services ISAC, the Information Sharing
and Analysis Center?

Mr. MULLIGAN. I don’t know the answer to that specifically, Con-
gressman. I can tell you we have a long history of sharing informa-
tion with law enforcement as it relates to these type of threats, and
we certainly believe that information sharing, a shared responsi-
bility across all industries is essential to dealing with this type of
evolving threat.

Mr. JOHNSON. Is this most recent incident, has that given you
thought to consider joining?

Mr. MULLIGAN. Certainly, Congressman, and in fact, as I stated
earlier, we have implemented at least one step of that with retail-
ers for information sharing, but yours is another that we are abso-
lutely open to.
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Mr. JOHNSON. What about large retailers like you folks? Do you
think it is time for large retailers like you guys to consider having
your own ISAC?

Mr. MULLIGAN. We absolutely believe that information sharing is
important, Congressman, absolutely.

Mr. JouNsON. OK, what about empowering law enforcement to
share information with the private sector with respect to ongoing
threats and attacks? Do you think that is important also?

Mr. MULLIGAN. We do. We have had an ongoing relationship
with law enforcement at many levels and have enjoyed a great re-
lationship with them historically, and certainly during this period
of time as well.

Mr. JoHNSON. OK. Mr. Kingston, what are the systems that you
had in place to guard against a data breach, and why did they fail
in this case?

Mr. KINGSTON. So Congressman, we had a multi-layered security
approach and architecture in place, and I will just highlight some
of the controls and different technologies. So we had network be-
havioral analysis and monitoring technology in place. We had net-
work segmentation with the use of firewalls and controlled intru-
sion detection systems, two-factor authentication for remote access.
We also deploy encryption technologies, and we also utilize
tokenization as a method to protect and secure consumer informa-
tion that is stored in our system.

Mr. JOHNSON. So, and that sounds pretty robust. I mean, it is the
traditional kinds of things that folks do to provide network and
data security. Why do you think those things failed, just the so-
phistication of the attack?

Mr. KINGSTON. So you know, with what we have learned so far,
and again, there are still some important questions that we haven’t
answered in our investigation, but with what we have learned so
far, it really points back to the malware being so sophisticated and
customized to specifically evade those different technologies and de-
tections. Just to give you an example, this particular malware was
able to inject itself into known point-of-sale programs, so that it
could disguise itself and continue to operate as if it was a normal
program.

And then it was able to delete itself and clean up its tracks, so
very, very complex, very difficult to detect.

Mr. JOHNSON. Yes, yes. You have emphasized the sophistication
of the attack. You just talked about that, even customizing the
malware so it wouldn’t be detected by today’s current antivirus pro-
grams. Can the criminals always stay one step ahead of us like
they appear to be doing in this case? Is that a battle we are going
to face?

Mr. KINGSTON. Clearly, it is going to be difficult for us, both pub-
lic and private sector. I certainly hope one day we get to a point
where we can at least be on par, if not ahead of the criminals.

Mr. JoHNSON. OK. Does your recent experience equip you to try
some different techniques? Have you guys started thinking about
how do we make sure that they can’t get through, and then once
they get through, that we can detect them?

Mr. KiNGSTON. I think, undoubtedly, with the things that we are
learning through this investigation with the help of our forensic
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teams and with the help of law enforcement, there are definitely
going to be things that we can consider to help even further
strengthen the security that we have in place today.

Mr. JOHNSON. Sure. Well, I have a gazillion questions, Mr.
Chairman, and I don’t think you are going to give me a time to ask
them so I will yield back.

Mr. TERRY. Not a gazillion, no, but we will let you have one more
after everyone else if you want to stay.

Mr. TERRY. Mr. Bilirakis, you are now recognized for 5 minutes.

Mr. BILIRAKIS. Thank you, Mr. Chairman, I appreciate it very
much.

And I appreciate the panel’s testimony today. And thanks for
your patience as well.

Mr. Mulligan, thank you again for testifying. In your testimony,
you note that December 16th and December 17th, you began noti-
fying the payment processors and card networks, and on December
19th, made a public announcement regarding the breach; and is
that true?

Mr. MULLIGAN. That is accurate.

Mr. BiLIRAKIS. OK, all right. Given that 47 states as well as the
U.S. and the U.S. territories have developed data breach notifica-
tion laws, often with different requirements, standards of harm,
and definitions of personally identifiable information, did you or
your company find it difficult to navigate through these different
standards?

Mr. MULLIGAN. Our focus, once we realized the malware was on
the system, we had two parallel tracks that we were pursuing. The
first was to shut down the malware, and then assess what it was
doing, and once we verify that it was taking payment card informa-
tion, we wanted to notify the processors, and the brand so that
they could begin their fraud deduction and fire up their fraud de-
tection policy.

The second path was on providing public notice as soon as we
had the scope, we had actionable information for our guests, and
had built the resources to respond what we knew invariably would
be a significant call volume.

Mr. BILIRAKIS. Well, again, I want to ask the question: Was it
difficult to navigate this process since, what is it, 47 different
States have different laws, and I know you are everywhere around
the U.S.

Mr. MULLIGAN. It is my understanding that the majority of those
States’ statutes provide for broad public disclosure. We provided
broad public disclosure on the 19th. As I am sure you know, we
were on the front page of every newspaper on December 20th, and
so that was our approach. We also provided notice to 17 million
guests by email for the guests that we had.

Mr. BiLiraKIS. OK, should there be, in your opinion, a National
standard with regard to notification, notifying customers?

Mr. MULLIGAN. Certainly, one standard would be easier to follow
than 47, but we complied with all 47 state statutes.

Mr. BiLIRAKIS. Thank you.

Mr. Kingston, the same question, should there be a National
standard as far as notifying customers?
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Mr. KINGSTON. I mean, I don’t have an opinion on whether there
should be a National standard. I would say that it is important
that there be flexibility within whatever legislation standard you
have, because I do think, as was noted in the first panel, these in-
vestigations, these events are different, and on a case-by-case basis,
need to be handled differently.

Mr. BILIRAKIS. Anyone else on the panel wish to comment on
that? Should there be a national standard?

Mr. Russo. Outside the purview of the counsel.

Mr. BILIRAKIS. OK. Next question, in 2015, liability for fraud
losses will be to shift from card issuers to merchants. Mr. Mulligan,
you said you are accelerating chip technology for Target’s red
cards. Do you believe the switch to chip-and-PIN can save money
in the long run?

Mr. MULLIGAN. We have been advocates to moving to chip-en-
abled technology, and chip-and-PIN technology over a long period
of time, and while it certainly doesn’t resolve all of the issues, it
is a significant step forward for our industry in ensuring that that
data is safe. So we have been proponents. We are in the middle of
rolling it out. We have 300 stores already deployed with guest pay-
ment devices, what we call, where you read the cards. We will fin-
ish that by the fourth quarter of this year, and early next year all
of our credit products, the payment products we offer will also have
chips embedded on them.

Mr. BILIRAKIS. Very good. Will it save money in the long run?

Mr. MULLIGAN. We believe so.

Mr. BiLIRAKIS. All right, very good, Mr. Kingston.

Mr. KINGSTON. Sir, we are actively evaluating PIN-chip tech-
nology at Neiman Marcus, and we will certainly, if consumers are
issued cards with PIN-chip in them, be ready and able to support
those transactions.

In addition, we are also looking at other technologies that can
also protect Neiman Marcus consumers that shop online. We have
a very robust online business which PIN chip doesn’t necessarily
address, as well as the growing trend for mobile payment trans-
actions. So we believe that while PIN chip technology is certainly
going to enhance security, that there are other solutions out there
that we also will evaluate.

Mr. BiLIRAKIS. Thank you.

Again, for Mr. Smith, do you believe it will save money in the
long run? You know, the switch to chip and PIN?

Mr. SMITH. I can’t really comment on the savings, but you know,
any security technologies that can be deployed to protect card-
holder data, you know, we would be supportive of.

Mr. BiLirAKIS. Mr. Russo?

Mr. Russo. I agree with Mr. Smith. Certainly, it will be yet an-
other level of security that is important.

Mr. BILIRAKIS. And that is our priority.

Thank you very much, I appreciate it. Thanks for your question.

I yield back.

Mr. TERRY. Thank you, Mr. Bilirakis. Now, you may think this
is over, but we have agreed between us to have a second round. It
is just that everybody has left but us two. So the lucky part is that
you are only going to get two extra questions.
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So my question to you is going to be to Mr. Mulligan and Mr.
Kingston, on specifics about audits and when they are done, and
when you last did them before the breaches were discovered.

Mr. Smith, I want you to answer it more not Neiman Marcus,
or Target-specific, but what is appropriate for audits and when
they should be done, and how frequently pursuant to your exper-
tise and professional opinions.

So with that, as I understand, the process or norms are that you
do audits throughout the year on your security systems. So how
often do you do those and when was the last time an audit was
done on your security before you discovered the current hacks and
malware that brings you before us today?

And also, do those audits include password integrity and possible
phishing, procedural process, or process deficiencies.

Mr. Mulligan?

Mr. MULLIGAN. We have a robust audit plan or assessment plan,
I would call it more broadly. Certainly it starts with PCI assess-
ment, which is done annually. It takes 9 months. We have that
performed by a third party. That is one step.

But beyond that, we have ongoing assessments, Congressman,
penetration testing, assessing our technology, the people, the proc-
esses, the controls we have in place. It would be all-encompassing.
And we have a multiple of those every year.

We had a third-party global firm assess us against Fortune 100
retailers just last year and we were at or better than the tech-
nology deployed in those retailers. So it is an ongoing part of our
data security program.

Mr. TERRY. So the other two parts of that, though, was when was
the last one done, and does that also include password integrity?

Mr. MULLIGAN. I am not sure. I can’t give you the exact date of
our last one. It would include password protection because it looks
broadly at all of our processes. I am happy to get you a date.

Mr. TERRY. All right, thank you. Mr. Kingston.

Mr. KINGSTON. Chairman, I will answer the last part of the ques-
tion first. Our audits do address password integrity, but we have
several different forms which we audit and assess our security con-
trols, so I will start with periodic audits of IT general controls,
which include password strength and controls. We also do a quar-
terly scan, a penetration scan of the perimeter to see what poten-
tial vulnerabilities or risks are coming into the networks as well as
the internal networks. And then the last part of the assessment
that I point out is under PCI.

Mr. TERRY. All right. Mr. Smith?

Mr. SMITH. You know, we conduct annual assessments under
PCI for our clients all the time. In addition to that, working with
our clients as partners, we do active penetration testing, active
testing all the time depending on if there is an incident or if there
is a security issue, or there is an area that they want tested. We
are constantly going in and out of organizations, you know, fre-
quently to test their systems.

Mr. TERRY. How often?

Mr. SMITH. I think it is going to depend on a PCI compliance. It
is an annual testing.

Mr. TERRY. All right.
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Mr. SMITH. But as part of that, we do frequent, you know, vul-
nerability scanning.

Mr. TERRY. OK.

Mr. SMITH. But again, if you are looking at beyond that, we are
actively involved with many of our clients doing active penetration
testing on an ongoing basis

Mr. TERRY. All right.

Mr. SMITH [continuing]. Through all of their applications.

Mr. TERRY. Thank you. Ms. Schakowsky, you are recognized.

Ms. SCHAKOWSKY. Thank you.

I really do want to thank the gentlemen representing Target and
Neiman Marcus for your patience today and for coming here, as the
chairman said, willingly, and sitting through a long hearing. So I
think that should be noted, and for your openness and willingness
to cooperate. But I have been disturbed, not necessarily by what
you have done, but there have been some efforts in the courts to
undermine the ability of government to actually act in the area of
data security.

Since 2002 the Federal Trade Commission has applied its en-
forcement authority under Section 5 of the FTC act to the area of
data security by bringing legal actions against companies that fail
to reasonably protect customer data. Last week the FTC announced
its 50th data security settlement.

But in the court, there is a case FTC versus Wyndham that is
currently pending in the U.S. District Court for the District of New
Jersey, and Wyndham is challenging the FTC’s use of its unfair-
ness authority to insist that companies have minimum data secu-
rity standards in place. And an amicus brief has been filed by the
Retail Litigation Center, an arm of the Retail Industry Leaders As-
sociation, which I know at the very least that Target is a member
of, together with the U.S. Chamber of Commerce, the American
Hotel and Lodging Association, and the National Federation of
Independent Businesses, which are in support of that position.

So I am just wondering from both of you, if you are part of those
amicus briefs through these associations, and whether your compa-
nies agree with the position taken by Wyndham and that the FTC
lacks authority to enforce reasonable data security measures. Mr.
Mulligan?

Mr. MULLIGAN. I can begin. I should first note, Mr. Chairman,
to your question about the last assessment. We were found PCI-
compliant on September 20th of 2013.

To your question, I am not familiar with that. What I can tell
you is that we are committed to making this right, and we are com-
mitted to engaging on this topic. And we are willing to do so inde-
pendent of RILA. Target is willing to engage on this topic.

Ms. SCHAKOWSKY. Thank you, Mr. Kingston.

Mr. KINGSTON. So I am not intimately familiar with that legisla-
tion or those issues either, but

Ms. SCHAKOWSKY. This is a court case.

Mr. KINGSTON. And I apologize, I am not familiar with it. But
I will tell you that Neiman Marcus supports having standards in
place for data security and which is why we are actively a partici-
pant in the PCI standards and assessment process, and will often
look to not only meet those, but exceed them.
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Ms. SCHAKOWSKY. Let me just finish in saying I hope both of you
would just talk with your companies and see if you are part of
something that would undermine the ability of the FTC to protect
consumers in cases of data security breaches. Thank you.

I yield back.

Mr. TERRY. And that does conclude all of our questions.

You can start wrapping up, but we will probably submit ques-
tions, or at least every one of us have the right to send you ques-
tions. We will try and get those to you if there are any to you indi-
vidually within 14 days, and ask the same amount of time to re-
turn an answer.

Now, just some general business here. I ask unanimous consent
to include the hearing record statements from the following four or-
ganizations: Credit Union National Association, Independent Com-
munity Bankers of America, National Retail Federation, Retail In-
dustry Leaders Association. All of these have been shared with the
minority, without any objection?

Ms. SCHAKOWSKY. No.

Mr. TERRY. Hearing none, so ordered. Now, we are adjourned.
Thank you gentlemen.

[Whereupon, at 12:51 p.m., the subcommittee was adjourned.]

[Material submitted for inclusion in the record follows:]
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The Honorabie Lee Terry The Honorable Jan Schakowsky
Chairman Ranking Member

Subcommittee on Commerce, Subcommittee on Commerce,
Manufacturing, and Trade Manufacturing, and Trade

Committee on Energy and Commerce Committee on Energy and Commerce
United State House of Representatives United State House of Representatives
Washington, DC 20515 Washington, DC 20515

Dear Chairman Terry and Ranking Member Schakowsky:

On behalf of the Credit Union National Association (CUNA) and America’s credit unions, I
am writing today to thank you for holding today’s hearing entitled “Protecting Consumer
Information: Can Data Breaches Be Prevented?” CUNA is the largest credit union advocacy
organization in the United States, representing America’s 6,700 state and federally chartered
credit unions and their 99 million members.

This hearing is an important and timely response to recent merchant data breaches affecting
millions of Americans and their financial institutions. We appreciate the Subcommittee’s
focus on safeguarding consumer data, and we look forward to today’s testimony and
discussion of what should be done to ensure an appropriate response to not only these data
breaches, but data breaches that may occur next week, next month, or next year.

We encourage Congress to take a holistic approach to this issue. In the years to come,
consumers will use many payment methods, including magnetic (mag) stripe cards, chip and
PIN cards (EMV), cloud-based mobile payments, tokenization, and other methods we can
only imagine at this point in time. Focusing on one payment method as the absolute answer
to solving data security breaches is both shortsighted and distracts from the greater need of a
federal data security framework for all entities, Instead, Congress should take a broad look at
how consumer data is secured and the improvements that are necessary to prevent future
breaches from taking place.

Data breaches occur, in part, because merchants are not required to adhere to the same
statutory data security standards that credit unions and other financial institutions must
follow, and merchants are rarely held accountable for the costs others incur as a result of the
breaches. All participants in the payment process have a shared responsibility to protect
consumer data, but the law and the incentive structure today allows merchants to abdicate
that responsibility, making consumers vuinerable.

Since the initial reporting of the Target data breach, credit unions have focused on protecting
their members from harm, to the extent they can. They have taken many steps including, but
not limited to, notifying their members that a breach had occurred, reissuing new debit and
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credit cards to affected members, and increasing staff at call centers to account for additional
member inquiries.

The impact of merchant data breach related costs is far reaching; for not-for-profit credit
unions operating on already thin margins, these costs make a significant difference in their
ability to offer services to their members. CUNA recently conducted a survey of credit
unions regarding the costs they are incurring to help their members respond and recover from
the recent breach at Target. Preliminary data indicates that credit unions are incurring a cost
of approximately $5.10 per affected card and that the system has incurred a total estimated
cost of between $25-30 million as a result of this breach. This figure will continue to
increase because this data does not include fraud costs which may develop in the near future.

In addition to the actual costs credit unions must bear as result of the breach, they also face
reputational damage because they have an obligation to notify their members that their
account has been compromised but are often limited in their ability to disclose the name of
the merchant where the breach occurred. So, when members are notified that their account
has been compromised, the credit union is unable to tell them where the compromise
occurred and some members assume the problem was with the credit union.

As Congress considers legislative remedies, credit unions support three basic principles:

1. All participants in the payments system should be responsible and be held to
comparable fevels of data security requirements.

Under current federal law, credit unions and other financial institutions are held to high
standards of data security for consumer information under the Gramm-Leach-Bliley Act.
There is no comparable federal data security responsibility for a national merchant holding
consumer data. This represents a weak link in the chain and it needs to be addressed. We
support legislation, such as S. 1927, the Data Security Act of 2014, introduced by Senators
Carper and Blunt, that would provide a national standard for businesses to protect sensitive
consumer information, rather than a myriad of differing state laws and regulations.

2. Those responsible for the data breach should be responsible for the costs of helping
consumers.

It has been said by merchants that consumers will not be responsible for any financial loss in
their accounts. That is true, but not because the merchant will reimburse affected consumers.
It happens because the consumer’s financial institution pays for the costs related to a
merchant data breach involving accounts held at that institution. Under current law, the
merchant is not obligated to reimburse financial institutions for any costs incurred as a result
of the breach. In other words, even though the breach happened on the merchant’s watch,
retailers have no responsibility for the costs of the breach because financial institutions take
care of their members and customers.
When a merchant data breach occurs, credit unions are there to help their members. Whether
it is increased staffing to handle additional member questions, notifying members, reissuing
cards, tracking possible fraudulent activity, or reimbursing a member for fraudulent charges
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caused by a third party, credit unions bear the costs even though the merchant was
responsible for the breach. We support legislation to address this problem and make it easier
for credit unions to recoup the costs they incur. We believe that if Congress sets strong
merchant data security standards and those standards are not met by a merchant whose data is
breached, the merchant should be held responsible for the credit union’s costs associated with
that breach.

3. Consumers should know where their information was breached.
Credit unions also support legislation that requires merchants to provide notice to those
consumers affected by a data breach, and permits credit unions to disclose where a breach
occurs when notifying members that their account has been compromised.

When it comes to bad news like a data breach, it is easy to “blame the messenger.” In today’s
world, the credit union is the messenger and, depending on the state, may not be permitted to
identify the breach source to the consumer member. Consumers need transparency and
knowledge to understand where their data has been put at risk. S. 1927 addresses this
priority as well.

In conclusion, we look forward to the Subcommittee’s dialogue regarding data security. It is
a complicated and dynamic issue. As these latest merchant breaches have demonstrated,
millions of consumers, and their respective credit unions, are affected. We believe the best
answer is a federal comprehensive approach to data security.

On behalf of America’s credit unions and their 99 million members, thank you for your
attention to this very critical matter and your consideration of our views.

Best regards,

Bill Cheney
President & CEO
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INDEPENDENT COMMUNITY

BANKERS of AMERICAT Protecting Consumer Information:

Can Data Breaches Be Prevented?

On behalf of the nearly 7,000 community banks represented by the Independent Community
Bankers of America (ICBA), thank you for convening today’s hearing titled: “Protecting
Consumer Information: Can Data Breaches Be Prevented?” Community bankers and their
customers are deeply alarmed by recent, wide-scale data breaches at prominent, national retail
chains. These breaches have the potential to jeopardize consumers’ financial integrity and
confidence in the payments system. This confidence is vital to sustaining consumer spending
necessary for the economic recovery. It is critical we determine what happened, identify the
weakest links in the payments processing chain, and implement targeted changes to enhance
consumer financial data security. We appreciate the opportunity to offer the community bank
perspective on this important issue.

Making Customers Whole

While all the facts of these breaches are not yet known, community banks are taking actionable
steps to make credit and debit customers whole. Consumers are protected by a policy of zero-
liability coverage with regard to any fraud losses. This coverage is primarily provided by
community banks and other financial institutions. Financial institutions are required to provide
this protection in order to issue Visa and MasterCard debit and credit cards.

With a vital stake in containing the damage caused by breaches and restoring consumer
confidence, community banks absorb the upfront costs of reissuing cards, responding to
customer concerns and inquiries, protecting against fraud and any other expenses. These costs
may be significant depending on the scope of the breach. For smaller institutions, the cost of
reissuing a single credit or debit card ranges from $10 to $15. In a wide-scale breach even a
community bank may have to reissue thousands of payment cards. Community banks absorb
these costs upfront because their primary concern is to accommodate their customers. However,
we strongly believe that these costs should ultimately be borne by the party that experiences the
breach. This is critical to aligning incentives to maximize data security by all parties that store
consumer data.

While our current focus is on making customers whole, it is appropriate to begin to consider
changes in policy, business practice, and technology that will strengthen payment system
security and curb the risk of future breaches.

More Comprehensive Data Security Standards Are Needed

Since 1999, financial institutions have been subject to rigorous data protection standards under
the Gramm-Leach-Bliley Act (GLBA). These standards have been effective in securing
consumer data at financial institutions. To adequately protect consumers and the payments
system, all participants in the payments system should be subject to GLBA-like standards. Under
current law, merchants and other parties that process or store consumer financial data are not

L Suite 900, Washington, DO 20036 = 202-639-8111 » 276 8 wwwichaorg
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subject to federal data security standards. Securing financial data at banks is of limited value if it
remains exposed at the point-of-sale and other processing points

Liability Should Be Used To Align Incentives

To maximize data security, the party that experiences a breach should bear responsibility for all
costs associated with the breach. This change would better align incentives to keep consumer
data safe and foster good business practices. As described above, when payment card
information is compromised, mitigation costs are significant. If the party that experiences the
breach does not bear these costs, they have little incentive to improve their data security.

New Technologies Will Recluce Risk But There Is No Universal Remedy

Community banks are already investing in technologies that will better secure transaction
processing and thwart criminals. In particular, community banks are joining other financial
institutions in the orderly migration to chip technology for debit and credit cards. Chip
technology may not have prevented the recent retailer breaches but it would have reduced the
market value of the card data as it would be far more difficult for criminals to make counterfeit
cards. Using chip technology will not protect against fraud in “card-not-present” transactions,
such as online purchases. Criminals will continue to try to find weakness regardless of the
technology so it is crucial that the marketplace continues to have the flexibility to innovate.

Thank you again for convening this hearing. ICBA looks forward to working with this
Committee to craft targeted solutions to enhance the security of consumer financial data,

1615 L Street D Suite 900, Washington, D ® 202658111 8 Fax 202-659-92
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Chairman Terry, Ranking Member Schakowsky and members of the Committee, thank
you for holding a hearing examining data breaches and cyber crime. The National Retail
Federation (NRF) is the world’s largest retail trade association, representing discount and
department stores, home goods and specialty stores, Main Street merchants, grocers, wholesalers,
chain restaurants and Internet retailers from the United States and more than 45 countries. Retail
is the nation’s largest private sector employer, supporting one in four U.S. jobs — 42 million
working Americans. Contributing $2.5 trillion to annual GDP, retail is a daily barometer for the
nation’s economy.

Collectively, retailers spend billions of dollars safeguarding consumers’ data and fighting
fraud. Data security is something that our members strive to improve every day. Virtually all of
the data breaches we've seen in the United States during the past couple of months — from those
at retailers that have been prominent in the news to those at banks and card network companies
that have received less attention — have been perpetrated by criminals that are breaking the law.
All of these companies are victims of these crimes and we should keep that in mind as we
explore this topic and public policy initiatives relating to it.

This issue is one that we urge the Committee to examine in a holistic fashion: we need to
reduce fraud. That is, we should not be satisfied with deciding what to do after a data breach
ocecurs — who to notify and how to assign liability. Instead, it’s important to look at why such
breaches occur and what the perpetrators get out of them so that we can find ways to reduce and
prevent not only the breaches themselves, but the fraudulent activity that is often the goal of
these events, If breaches become less profitable to criminals then they will dedicate fewer
resources to committing them and our goals will become more achievable.

With that in mind, this testimony is designed to provide some background on data
breaches and on fraud, explain how these events interact with our payments system, discuss
some of the technological advancements that could improve the current situation, raise some
ways to achieve those improvements, and then discuss the aftermath of data breaches and some
ways to approach things when problems do occur.

Data Breaches in the United States

Unfortunately, data breaches are a fact of life in the United States. In its 2013 data
breach investigations report, Verizon analyzed more than 47,000 security incidents and 621
confirmed data breaches that took place during the prior year. Virtually every part of the
economy was hit in some way: 37% of breaches happened at financial institutions; 24%
happened at retail; 20% happened at manufacturing, transportation and utility companies; and
20% happened at information and professional services firms.

It may be surprising to some given recent media coverage that more data breaches occur
at financial institutions than at retailers. And, it should be noted, even these figures obscure the
fact that there are far more merchants that are potential targets of criminals in this area. There
are hundreds of times as many merchants accepting card payments in the United States than
there are financial institutions issuing and processing those payments. So, proportionally, and
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not surprisingly, the thieves focus far more often on banks which have our most sensitive
financial information — including not just card account numbers but bank account numbers,
social security numbers and other identifying data that can be used to steal identities beyond
completing some fraudulent transactions.

" Who are the victims?
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Nearly one-fifth of all of these breaches were perpetrated by state-affiliated actors
connected to China. Three in four breaches were driven by financial motives. Two-thirds of the
breaches took months or more to discover and 69% of all breaches were discovered by someone
outside the affected organization.’

These figures are sobering. There are far too many breaches. And, breaches are often
difficult to detect and carried out in many cases by criminals with real resources behind them.
Financially focused crime seems to most often come from organized groups in Eastern Europe
rather than state-affiliated actors in China, but the resources are there in both cases. The pressure
on our financial system due to the overriding goal of many criminals intent on financial fraud is
acute. We need to recognize that this is a continuous battle against determined fraudsters and be
guided by that reality.

Background on Fraud

Fraud numbers raise similar concerns. Just a year ago, Forbes found that Mexico and the
United States were at the top of the charts worldwide in credit and debit card fraud.® And fraud
losses in the United States have been going up in recent years while some other countries have
had success reducing their fraud rates. The United States in 2012 accounted for nearly 30

: 2013 Data Breach Investigations Report, Verizon.
““Countries with the most card fraud: U.S. and Mexico,” Forbes by Halah Touryalai, Oct. 22, 2012.
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percent of credit and debit card charges but 47 percent of all fraud losses.” Credit and debit card
fraud losses totaled $11.27 billion in 2012.% And retailers spend $6.47 billion trying to prevent
card fraud each year.

Fraud is particularly devastating for retailers in the United States. LexisNexis and Javelin
Strategy & Research have published an annual report on the “True Cost of Fraud” each year for
the last several years. The 2009 report found, for example, that retailers suffer fraud losses that
are 10 times higher than financial institutions and 20 times the cost incurred by consumers. This
study covered more than just card fraud and looked at fraudulent refunds/returns, bounced
checks, and stolen merchandise as well. Of the total, however, more than half of what merchants
lost came from unauthorized transactions and card chargebacks.® The founder and President of
Javelin Strategy, James Van Dyke, said at the time, “We weren’t completely surprised that
merchants are paying more than half of the share of the cost of unauthorized transactions as
compared to financial institutions. But we were very surprised that it was 90-10."7 Similarly,
Consumer Reports wrote in June 2011, “The Mercator report estimates U.S. card issuers’ total
losses from credit- and debit-card fraud at $2.4 billion. That figure does not include losses that
are borne by merchants, which probably run into tens of billions of dolars a year.”®

Online fraud is a significant problem. It has jumped 36 percent from 2012 t0 2013.° In
fact, estimates are that online and other fraud in which there is no physical card present accounts
for 90 percent of all card fraud in the United States.'® And, not surprisingly, fraud correlates
closely with data breaches among consumers. More than 22 percent of breach victims suffered
fraud Yl/hile less than 3 percent of consumers who didn’t have their data breached experienced
fraud.

3.8, credit cards, chipless and magnetized, lure global fraudsters,” by Howard Schneider, Hayley Tsukayama and
Amrita Jayakumar, Washington Post, January 21, 2014,

* “Credit Card and Debit Card Fraud Statistics,” CardHub 2013, available at http//www.cardhub.com/edweredit-
debit-card-fraud-statistics/.

° Id.

® A fraud chargeback is when the card-issuing bank and card network take the money for a transaction away from
the retailer so that the retailer pays for the fraud.

7 “Retailers are bearing the brunt: New report suggests what they can do to fight back,” by M.V. Greene, NRF
Stores, Jan. 2010,

& “House of Cards: Why your accounts are vulnerable to thieves,” Consumer Reports, June 2011.

° 2013 True Cost of Fraud, LexisNexis at 6.

1% “What you should know about the Target case,” by Penny Crosman, American Banker, lan. 23, 2014,

2013 True Cost of Fraud, LexisNexis at 20.
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These numbers provide insights as to how to get to the right sotutions of better
safeguarding consumer and cardholder data and the need to improve authentication of
transactions to protect against fraud. But before delving into those areas, some background on
our payments system could be helpful.

The Payments System

Payments data is sought in breaches more often than any other type of data.’> Now,
every party in the payment system, financial institutions, networks, processors, retailers and
consumers, has a role to play in reducing fraud. However, although all parties have a
responsibility, some of those parties are integral to the system’s design and promulgation while
others, such as retailers and consumers, must work with the system as it is delivered to them.

As the following chart shows, while the banks are intimately connected to Visa and
MasterCard, merchants and consumers have virtually no role in designing the payment system.
Rather, they are bound to it by separate agreements issued by financial intermediaries.

22013 Data Breach Investigations Report, Verizon at 443, figure 35,
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transaction. Retailers are likewise obligated to collect and protect the card data they receive, but
are obligated to deliver it to processors in order to complete a transaction, resolve a dispute or
process a refund. In contrast, those inside the triangle have much more systemic control.

For example, retailers are essentially at the mercy of the dominant credit card companies
when it comes to protecting payment card data. The credit card networks — Visa, MasterCard,
American Express, Discover and JCB — are responsible for an organization known as the PCl
(which stands for Payment Card Industry) data security council. PCI establishes data security
standards (PCI-DSS) for payment cards. While well intentioned in concept, these standards have
not worked quite as well in practice. They have been inconsistently applied, and their avowed
purpose has been significantly altered.

PCl has in critical respects over time pushed card security costs onto merchants even
when other decisions might have more effectively reduced fraud — or done so at lower cost. For
example, retailers have long been required by PCI to encrypt the payment card information that
they have. While that is appropriate, PCI has not required financial institutions to be able to
accept that data in encrypted form. That means the data often has to be de-encrypted at some
point in the process in order for transactions to be processed.

Similarly, merchants are expected to annually demonstrate PCI compliance to the card
networks, often at considerable expense, in order to benefit from a promise that the merchants
would be relieved of certain fraud inherent in the payment system, which PCI is supposed to
prevent. However, certification by the networks as PCI Compliant apparently has not been able
to adequately contain the growing fraud and retailers report that the “promise” increasingly has
been abrogated or ignored. Unfortunately, as card security expert Avivah Litan of Gartner
Research wrote recently, “The PCI (Payment Card Industry) security standard has largely been a
failure when you consider its initial purpose and history.”!”

PCI has not addressed many obvious deficiencies in cards themselves. There has been
much attention to the fact that the United States is one of the last places on earth to put card
information onto magnetic stripes on the backs of cards that can easily be read and can easily be
counterfeited (in part because that data is static and unchanging). We need to move past
magstripe technology.

But, before we even get to that question, we need to recognize that sensitive card data is
right on the front of the card, embossed with prominent characters. Simply seeing the front of a
card is enough for some fraudsters and there have been fraud schemes devised to trick consumers
into merely showing someone their cards. While having the embossed card number on the front
of the card might have made sense in the days of knuckle-buster machines and carbon copies,
those days are long passed.

In fact, cards include the cardholder’s name, card number, expiration date, signature and
card verification value (CVV) code. Everything a fraudster needs is right there on the card. The

* “How PCI Failed Target and U.S. Consumers,” by Avivah Litan, Gartner Blog Network, Jan. 20, 2014, available
at http://blogs.gartner.convavivah-litan/20 14/0 1/20/how-pei-failed-target-and-u-s-consumers/.
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bottom line is that cards are poorly designed and fraud-prone products that the system has
allowed to continue to profiferate.

PCI has also failed to require that the identity of the cardholder is actually verified or
authenticated at the time of the transaction. Signatures don’t do this. Not only is it easy to fake a
signature, but merchants are not allowed by the major card networks to reject a transaction based
on a deficient signature. So, the card networks clearly know a signature is a useless gesture
which proves nothing more than that someone was there purporting to be the cardholder.

The use of personal identification numbers (PINs) has actually proven to be an effective
way to authenticate the identity of the cardholder, PIN numbers are personal to each cardholder
and do not appear on the cards themselves. While they are certainly not perfect, their use is
effective at reducing fraud. On debit transactions, for example, PIN transactions have one-sixth
the amount of fraud losses that signature transactions have." But PINs are not required on credit
card transactions. Why? From a fraud prevention perspective, there is no good answer except
that the card networks which set the issuance standards have failed to protect people in a very
basic way.

As noted by LexisNexis, merchant fraud costs are much higher than banks’ fraud costs.
When credit or debit card fraud occurs, Visa and MasterCard have pages of rules providing ways
that banks may be able to charge back the transaction to the retailer (which is commonly referred
to as a “chargeback™). That is, the bank will not pay the retailer the money for the fraudulent
transaction even though the retailer provided the consumer with the goods in question. When
this happens, and it happens a lot, the merchant loses the goods and the money on the sale.
According to the Federal Reserve, this occurs more than 40 percent of the time when there is
fraud on a signature debit transaction,”” and our members tell us that the percentage is even
higher on credit transactions. In fact, for online transactions, which as noted account for 90
percent of fraud, merchants pay for the vast majority of fraudulent transactions. 'S

Retailers have spent billions of dollars on card security measures and upgrades to comply
with PCT card security requirements, but it hasn’t made them immune to data breaches and fraud.
The card networks have made those decisions for merchants and the increases in fraud
demonstrate that their decisions have not been as effective as they should have been.

Improved Technology Solutions

There are technologies available that could reduce fraud. An overhaul of the fraud-prone
cards that are currently used in the U.S. market is long overdue. As I noted, requiring the use of
a PIN is one way to reduce fraud. Doing so takes a vulnerable piece of data (the card number)
and makes it so that it cannot be used on its own. This ought to happen not only in the brick-

" See 77 Fed. Reg. 46261 (Aug. 3, 2012) reporting $1.11 billion in signature debit fraud losses and $181 million in
PIN debit fraud losses.

” Id. at 46262.

' Merchants assume 74 percent of fraud losses for online and other card-not-present signature debit transactions. 77
Fed. Reg. 46262.
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and-mortar environment in which a physical card is used but also in the online environment in
which the physical card does not have to be used. Canada, for example, is exploring the use of a
PIN for online purchases. The same should be true here. Doing so would help directly with the
90 percent of U.S, fraud which occurs online. It is not happenstance that automated teller
machines (ATMs) require the entry of a PIN before dispensing cash. Using the same payment
cards for purchases should be just as secure as using them at ATMs.

Cards should also be smarter and use dynamic data rather than magnetic stripes. In much
of the world this is done using computer chips that are integrated into physical credit and debit
cards. That is a good next step for the United States. It is important to note, however, that there
are many types of technologies that may be employed to make this upgrade. EMV, which is an
acronym for Europay, MasterCard and Visa, is merely one particular proprietary technology. As
the name indicates, EMV was established by Europay, MasterCard and Visa. A proprietary
standard could be a detriment to the other potentially competitive networks.” Adopting a closed
system, such as EMV, means we are locking out the synergistic benefits of competition.

But even within that closed framework, it should also be noted that everywhere in the
world that EMV has been deployed to date the card networks have required that the cards be
used with a PIN. That makes sense. But here, the dominant card networks are proposing to
force chips (or even EMV) on the U.S. market without requiring PIN authentication. Doing that
makes no sense and loses a significant part of the fraud prevention benefits of chip technology.
To do otherwise would mean that merchants would spend billions to install new card readers
without they or their customers obtaining PINs’ fraud-reducing benefits. We would essentially
be spending billions to combine a 1990°s technology (chips) with a 1960°s relic (signature) in the
face of 21* century threats.

Another technological solution that could help deter and prevent data breaches and fraud
is encryption., Merchants are already required by PCI standards to encrypt cardholder data but,
as noted earlier, not everyone in the payments chain is required to be able to accept data in
encrypted form. That means that data may need to be de-encrypted at some points in the
process. Experts have called for a change to require “end-to-end™ (or point-to-point) encryption
which is simply a way to describe requiring everyone in the payment-handling chain to accept,
hold and transmit the data in encrypted form.

17 There are issues with EMV because the technology is just one privately owned solution. For example, EMV
includes specifications for near field communications that would form the technological basis of Visa and
MasterCard’s mobile payments solutions. That raises serious antitrust concerns for retailers because we are just
starting to get some competitors exploring mobile payments. If the currently dominant card networks are able to
lock-in their proprietary technology in a way that locks-out competition in mobile payments, that would be a bad
result for merchants and consumers who might be on the verge of enjoying the benefits of some new innovations
and competition.

So, while chip cards would be a step forward in terms of improving card products, if EMV is forced as the
chip card technology that must be used - rather than an open-source chip technology which would facilitate
competition and not predetermine mobile payment market-share — it could be a classic case of one step forward and
twao steps backward.
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According to the September 2009 issue of the Nilson Report “most recent cyberattacks
have involved intercepting data in transit from the point of sale to the merchant or acquirer’s
host, or from that host to the payments network.” The reason this often occurs is that “data must
be decrypted before being forwarded to a processor or acquirer because Visa, MasterCard,
American Express, and Discover networks can’t accept encrypted data at this time.”'®

Keeping sensitive data encrypted throughout the payments chain would go a long way to
convincing fraudsters that the data is not worth stealing in the first place —~ at least, not unless
they were prepared to go through the arduous task of trying to de-encrypt the data which would
be necessary in order to make use of it. Likewise, using PIN-authentication of cardholders now
would offer some additional protection against fraud should this decrypted payment data be
intercepted by a criminal during its transmission “in the clear.”

Tokenization is another variant that could be helpful. Tokenization is a system in which
sensitive payment card information (such as the account number) is replaced with another piece
of data (the “token™). Sensitive payment data could be replaced with a token to represent each
specific transaction. Then, if a data breach occurred and the token data were stolen, it could not
be used in any other transactions because it was unique to the transaction in question. This
technology has been available in the payment card space since at least 2005.7

And, mobile payments offer the promise of greater security as well. In the mobile
sefting, consumers won’t need to have a physical card — and they certainly won’t replicate the
security problem of physical cards by embossing their account numbers on the outside of their
mobile phones. It should be easy for consumers to enter a PIN or password to use payment
technology with their smart phones. Consumers are already used to accessing their phones and a
variety of services on them through passwords. Indeed, if we are looking to leapfrog the already
aging current technologies, mobile-driven payments may be the answer.

Indeed, as much improved as they are, chips are essentially dumb computers. Their
dynamism makes them significantly more advanced than magstripes, but their sophistication
pales in comparison with the common smartphone. Smartphones contain computing powers that
could easily enable comparatively state-of-the-art fraud protection technologies. The phones
soon may be nearly ubiquitous, and if their payment platforms are open and competitive, they
will only get better.

The dominant card networks have not made all of the technological improvements
suggested above to make the cards issued in the United States more resistant to fraud, despite the
availability of the technology and their adoption of it in many other developed countries of the
world, including Canada, the United Kingdom, and most countries of Western Europe.

In this section, 1 have merely described some of the solutions available, but the United
States isn’t using any of them the way that it should be. While everyone in the payments space
has a responsibility to do what they can to protect against fraud and data theft, the card networks

*® The Nilson Report, Issue 934, Sept. 2009 at 7.
*? For information on Shiftd’s 2005 launch of tokenization in the payment card space see
hitp:/www.internctretailer.com/2005/10/1 3/shiftd-launches-security-tool-that-lets-merchants-re-use-credit.
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have arranged the establishment of the data security requirements and yet, in light of the threats,
there is much left to be desired.

A Better System

How can we make progress toward the types of solutions that would reduce the crimes of
data theft and fraud? One thing seems clear at this point: we won’t get there by doing more of
the same. We need PIN-authentication of card holders, regardless of the chip technology used on
newly issued cards. We also need chip cards that use open standards and allow for competition
among payment networks as we move into a world of growing mobile commerce. Finally, we
need companies throughout the payment system to work together on achieving end-to-end
encryption so that there are no weak links in the system where sensitive card payment
information may be acquired more easily than in other parts of the system.

Steps Taken by Retailers After Discovery of a Breach of Security

In our view, it is after a fulsome evaluation of data breaches, fraud, the payments system
and how to improve each of those areas in order to deter and prevent problems that we should
turn to the issue of what to do when breaches occur. Casting blame and trying to assign liability
is, at best, putting the cart before the horse and, at worst, an excuse for some actors to ignore
their own responsibility for trying to prevent these crimes.

One cannot reasonably demand greater security of a system than the system is reasonably
capable of providing. Some participants act as if the system is more robust than it is. Currently,
when the existing card products are hit in a criminal breach, that company is threatened from
many sides. The threats come from entities seeking to exact fines and taking other penalizing
action even before the victimized company can secure its network from further breaches and
determine through a forensic analysis what has happened in order to notify potentially affected
customers. For example, retailers that have suffered a breach are threatened with fines for the
breach based on allegations of non-compliance with PCI rules (even when the company has been
certified as PCI-compliant). Other actors may expect the breached party to pay for all of the
fraudulent transactions that take place on card accounts that were misused, even though the
design of the cards facilitated their subsequent counterfeiting. Indeed, some have seriously
suggested that retailers reimburse financial institutions for the cost of reissuing more fraud-prone
cards. And, as a consequence of the breach, some retailers must then pay higher fees on its card
transactions going forward. Retailers pay for these breaches over and over again, despite often
times being victims of sophisticated criminal methods not reasonably anticipated prior to the
attack.

Breaches require retailers to devote significant resources to remedy the breach, help
inform customers and take preventative steps to ward off future attacks and any other potential
vulnerabilities discovered in the course of the breach investigation. Weeks or months of forensic
analysis may be necessary to definitively discover the cause and scope of the breach. Any
discovered weaknesses must be shored up. Quiet and cooperative law enforcement efforts may
be necessary in an effort to identify and capture the criminals. Indeed, law enforcement may
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temporarily discourage publication of the breach so as to not alert the perpetrators that their
efforts have been detected.

It is worth noting that in some of these cases involving payment card data, retailers
discover that they actually were not the source of the breach and that someone else in the
payments chain was victimized or the network intrusion and theft occurred during the
transmission of the payment card data between various participants in the system. For this
reason, early attempts to assign blame and shift costs are often misguided and policy makers
should take heed of the fact that often the earliest reports are the least accurate. Additionally,
policy makers should consider that there is no independent organization devoted to determining
where a breach occurred, and who is to blame — these questions are often raised in litigation that
can last for years. This is another reason why it is best to at least wait until the forensic analysis
has been completed to determine what happened. Even then, there may be questions unanswered
if the attack and technology used was sophisticated enough to cover the criminals’ digital tracks.

The reality is that when a criminal breach occurs, particularly in the payments system, all
of the businesses that participate in that system and their shared customers are victimized.
Rather than resort to blame and shame, parties should work together to ensure that the breach is
remedied and steps are taken to prevent future breaches of the same type and kind.

Legislative Solutions

In addition to the marketplace and technological solutions suggested above, NRF also
supports a range of legislative solutions that we believe would help improve the security of our
networked systems, ensure better law enforcement tools to address criminal intrusions, and
standardize and streamline the notification process so that consumers may be treated equally
across the nation when it comes to notification of data security breaches.

NRF supports the passage by Congress of the bipartisan “Cyber Intelligence Sharing and
Protection Act” (H.R. 624) so that the commercial sector can lawfully share information about
cyber-threats in real-time and enable companies to defend their own networks as quickly as
possible from cyber-attacks as soon as they are detected elsewhere by other business.

We also support legislation that provides more tools to law enforcement to ensure that
unauthorized network intrusions and other criminal data security breaches are thoroughly
investigated and prosecuted, and that the criminals that breach our systems to commit fraud with
our customers” information are swiftly brought to justice.

Finally, and for nearly a decade, NRF has supported passage of legislation that would
establish one, uniform federal breach notification law that would be modeled on, and preempt,
the varying breach notification laws currently in operation in 46 states, the District of Columbia
and federal territories. A federal law could ensure that all entities handling the same type of
sensitive consumer information, such as payment card data, are subject to the same statutory
rules and penalties with respect to notifying consumers of a breach affecting that information,
Further, a preemptive federal breach notification law would allow retailers and other businesses
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that have been victimized by a criminal breach to focus their resources on remedying the breach
and notifying consumers rather than hiring outside legal assistance to help guide them through
the myriad and sometimes conflicting set of 50 data breach notification standards in the state and
federal jurisdictions. Additionally, the use of one set of standardized notice rules would permit
the offering to consumers of the same notice and the same rights regardless of where they live.

Conclusion
In closing three points are uppermost.

First, retailers take the increasing incidence of payment card fraud very seriously. We do
so as Main Street members of the community, because it affects our neighbors and our
customers. We do so as businesses, because it affects the bottom line. Merchants already bear at
least an equal, and often a greater, cost of fraud than any other participant in the payment card
system. We have every reason to want to see fraud reduced, but we have only a portion of the
ability to make that happen. We did not design the system; we do not configure the cards; we do
not issue the cards. We will work to effectively upgrade the system, but we cannot do it alone.

Second, the vast majority of breaches are criminal activity. The hacked party, whether a
financial institution, a card network, a processor, a merchant, a governmental institution, or a
consumer is the victim of a crime. Traditionally, we don’t blame the victim of violence for the
resulting stains; we should be similarly cautious about penalizing the hackee for the hack. The
payment system is complicated. Every party has a role to play; we need to play it together. No
system is invulnerable to the most sophisticated and dedicated of thieves. Consequently,
eliminating all fraud is likely to remain an aspiration. Nevertheless, we will do our part to help
achieve that goal.

Third, it is long past time for the U.S. to adopt PIN and chip card technology. The PIN
authenticates and protects the consumer and the merchant. The chip authenticates the card to the
bank. If'the goal is to reduce fraud we must, at a minimum, do both.
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Representative Lee Terry

Chairman

Subcommitiee on Commerce, Manufacturing and Trade
House Energy & Commerce Comunittee

United States House of Representatives

2125 Rayburn House Office Building

Washington, D.C. 20515

Representative Jan Schakowsky

Ranking Member

Subcommittee on Commerce, Manufacturing and Trade
House Energy & Commerce Committee

United States House of Representatives

2322A Rayburn House Office Building

Washington, D.C. 20515

Dear Subcommittee Chairman Terry and Representative Schakowsky:

On behalf of the Retail Industry Leaders Association (RILA), T welcome the opportunity to offer
our comments on the record relevant to the subcommittee’s hearing, “Protecting Consumer
Information: Can Data Breaches Be Prevented.” RILA is the trade association of the world’s
largest and most innovative retail companies. RILA promotes consumer choice and economic
freedom through public policy and industry operational excellence. Its members include more
than 200 retailers, product manufacturers, and service suppliers, which together account for more
than $1.5 trillion in annual sales, millions of American jobs and operate more than 100,000
stores, manufacturing facilities and distribution centers domestically and abroad.

Retailers take the threat of cyber attacks extremely seriously and work diligently every day to
stay ahead of the sophisticated criminals behind them. Retail companies individually and the
industry collectively, arc taking aggressive steps to counter these threats. While enhanced
security measures help retailers thwart cyber-attacks nearly every day, unfortunately some
attacks are successful and the resulting incidents can affect millions of our American customers.
For retailers, such a breach can damage the relationship that we have with our customers.
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However, more broadly, a breach can undermine consumers’ faith in the electronic payments
system, as stolen information can be used to produce fraudulent cards for illicit use.

Given these facts, retailers take extraordinary steps to strengthen overall cybersecurity and
prevent attacks. Retailers secure their systems with substantial investments in experts and
technology. Retailers employ many tactics and tools to secure data, such as data encryption,
tokenization and other redundant internal controls, including a separation of duties. While these
enhanced security measures help to rebuff attacks, retailers are constantly working to expand
existing cybersecurity efforts.

Collaboration within the industry and coordination with other stakeholders is essential. On
January 27, RILA launched its Cybersecurity and Data Privacy Initiative which focuses on
strengthening overall cybersecurity. As part of this initiative, RILA is forming the Retail
Cybersecurity Leaders Council (RCLC) and calling for the development of both federal data
breach notification legislation and federal cybersecurity legislation. Made up of senior retail
executives responsible for cybersecurity, the RCLC will aim to improve industry-wide
cybersecurity by providing a trusted forum for all stakeholders to share threat information and
discuss effective security solutions.

In the weeks ahead, this Committee and others are likely to consider a range of legislative
solutions to cybersecurity threats. RILA will engage with federal lawmakers and other
stakeholders to develop sound and effective data breach notification and federal cybersecurity
legislation that sets a national baseline to preempt the current patchwork of state laws and
supports information sharing between the public- and private sectors.

While retailers understand and manage their internal systems and security, they have little or no
influence over the actions taken by other players in the payments universe, actions with
enormous implications on fraud. Instead, retailers must rely on others in the payments ecosystem
to dictate critical security decisions, including card technology, retailer terminals, and when data
can be encrypted during the transmission between retailers and the card networks. Retailers have
long argued that the card technology in place today is antiquated and because of that criminals
can use stolen consumer data fo create counterfeit cards with stunning ease. For years, retailers
have urged banks and card networks to adopt the enhanced fraud prevention technology in use
around the world here in the United States. While their resistance to doing so has been great,
retailers continue to press all other stakeholders in the payments system to make this a priority.

Also as part RILA’s Initiative, RILA called for collaboration among retailers, banks and card
networks to advance improved payments security. The RILA plan focused on four major steps
that should be taken to improve the security of debit and credit cards. First, quickly establish a
plan to retire the antiquated magnetic stripe technology in place today. Second, require
cardholders to input a PIN on all card transactions. Banks require that cardholders enter a PIN
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number to withdraw money from an ATM, the same fraud protection should apply to retail
transactions. Third, establish a roadmap to migrate to chip-based smart card technology with PIN
security, also known as Chip and PIN. Finally, recognizing that card security must outpace
criminal advancements, the members of the payments ecosystem must work together to identify
new technologies and long-term, comprehensive solutions to the threats.

We have little doubt that all parties share the goals of protecting consumers and maintaining
confidence in in our industry’s cybersecurity. In order to accomplish these goals, the perpetual
adversaries that make up the payments ecosystem must work together. That is why RILA is
reaching out to representatives across the merchant community, as well as those representing the
card networks and financial institutions of all sizes, in an effort to work together to identify near-
and long-term solutions.

By working together with public-private sector stakeholders, our ability to develop innovative
solutions and anticipate threats will grow, enhancing our collective security and giving our

customers the service and peace of mind they deserve.

We look forward to working with the Committee and request that these comments be included in
the record.

Sincerely,

William Hughes
Senior Vice President, Government Affairs
Retail Industry Leaders Association
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The Honorable Edith Ramirez
Chairwoman

Federal Trade Commission

600 Pennsylvania Avenue N.W.
Washington, D.C. 20580

Dear Chairwoman Ramirez,

Thank you for appearing before the Subcommittee on Commerce, Manulacturing, and Trade on
Wednesday, February 5, 2014 to testify at the hearing entitled “Protecting Consumer Information: Can
Data Breaches Be Prevented?”

Pursuant to the Rules of the Committes on Energy and Commerce, the hearing record remains
apen for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your regponses (o these guestions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
botd, and (3) your answer to that question in plain text,

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Wednesday July 2, 2014, Your responses should be e-mailed to the Legistative Clerk in
Word format at Kirby.Howardi@mailhouse.gov and mailed to Kirby Howard, Legislative Clerk,
Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C. 20515,

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Lee Terty
Chairman
Subcommittee on Commerce,

Manufacturing, and Trade

ccr Jan Schakowsky, Ranking Member, Subcommittee on Commerce, Manufacturing, and Trade
Attachment
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Additional Questions for the Record
Subcommittee on Commerce, Manufacturing, and Trade
“Protecting Consumer Information: Can Breaches Be Prevented?”
February 5, 2014

The Honorable Lee Terry

1.

()

You testified that legislation would “strengthen [FTC’s] existing authority governing data
security standards.” If you already have the authority to pursue data security enforcement
actions now, why do you need a new law? What would change with such a law?

The Commission has authority to challenge companies’ data security practices that are
unfair or deceptive under Section 5 of the FTC Act, and we have used this authority to
settle over 50 data security cases.

The Commission supports federal legislation that would (1) strengthen its existing tools
to address companies’ inadequate practices for securing consumers’ data and (2)
require companies, in appropriate circumstances, to provide notification to consumers
when there is a security breach. Such legislation is important for a number of reasons.
First, we currently lack authority under Section 5 to obtain civil penalties, an important
remedy for deterring violations. Second, enabling the FTC to bring cases against non-
profits would help ensure that whenever personal information is collected from
consumers, the entities that maintain such data take reasonable measures to protect it.
Finally, rulemaking autherity under the Administrative Procedure Act would enable
the FTC to respond to changes in technology when implementing the legislation.

You testified that “although most states have breach notification laws in place, having a
strong and congsistent national requirement would simplify compliance by businesses while
ensuring...consumers are protected.” Does that mean you believe preemption is appropriate
in this area?

The Commission has expressed support for a federal data security and breach
notification law that would preempt state law, but only if such a standard is sufficiently
strong and the states are given the ability to enforce the law. If a consistent nationwide
standard came at the expense of weakening existing state legal protections for
consumers’ information, the Commission would not support the law,

You testify the Commission supports a Federal law that requires companies “in appropriate
circumstances,” to provide notification to consumers. Can you describe what “appropriate”
circumstances are? Are there occasions where notification could cause unnecessary
problems for consumers and should not occur (e.g., cancelling a credit card when no account
information was compromised)?

It is important for both consumers and businesses that the trigger for breach
notification is balanced. We want to ensure that consumers learn about breaches that
could result in identity theft, fraud, or other harm so they can take steps to protect
themselves, but we do not want to notify consumers when the risk of harm is negligible,
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as over-notification could cause consumers to become confused or to become numb to
the notices they receive.

The following standard strikes the right balance: When an entity discovers a breach of
security, the entity should be required to notify every consumer whose personal
information was, or there is a reasonable basis to conclude was, accessed by an
unauthorized person, unless the entity can demonstrate that there is no reasonable risk
of identity theft, fraud, or other harm. (Of course, breach notification would only be
triggered if specified categories of personal information have been the subject of a
breach.) This standard balances the need for consumers to know when their
information has been breached against the threat of over-notification for breaches that
have no reasonable risk of harm.

4. You testify the Commission has settled 50 cases against businesses that it charged with
failure to provide reasonable and appropriate protections for consumers’ personal
information. That does not include non-profits because the FTC’s jurisdiction does not
extend to those entities. With regard to data security, should the Commission have authority
over non-profits? We have heard of universities and colleges suffering data breaches. Are
they a common source of data breaches?

Yes, the Commission believes it should have jurisdiction over non-profits in this area,
A substantial number of reported breaches have involved non-profit universities and
health systems. Enabling the FTC to bring cases against non-profits would help ensure
that whenever personal information is collected from consumers, entities that maintain
such data adequately protect it.

5. Has the Commission pursued any data security cases that resulted in litigation instead of a
settlement?

Most companies have chosen to settle the Commission’s data security claims. However,
the Commission currently has two data security cases in active litigation. FTCv.
Wyndham Worldwide Corp. is pending in the federal district court in the District of New
Jersey.! The Commission also approved the filing of a case in the FTC’s administrative
court, In the Matter of LabMD.?

6. How does the FTC enforce its “unfairness” standard? What principles guide the FTC so that
businesses know when they might run afoul of the unfairness standard?

A company’s practices are unfair if they cause or are likely to cause substantial injury
to consumers that is neither reasonably avoidable by consumers nor outweighed by
countervailing benefits to consumers or to competition.” In the Commission's data
security cases, reasonableness is the lynchpin. In determining whether a company’s

Y FTC v, Wyndham Worldwide Corp., No, 2:13-cv-01887-ES-JAD (D.N.J.).

2 LabMD, Inc., No. C-9357 (F.T.C. compl. filed Aug. 28, 2013), available at
http:/fwww. fte. povios/adipro/d9357/1308291abmdpart3. pdf.

¥ See 15 U.S.C. § 45(n); Federal Trade Commission Policy Statement on Unfairness, appended to Int’l
Harvester Co., 104 F.T.C. 949, 1070 (1984).
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data security practices are reasonable the Commission considers: the sensitivity and
volume of consumer information a business holds; the size and complexity of its data
operations; and the cost of available tools to improve security and reduce
vulnerabilities. The reasonableness test is designed to be flexible; reasonable data
security safeguards should be appropriate to the company’s size and complexity, the
nature and scope of its activities, and the sensitivity of the customer information it
handles.

In addition to the more than 50 data security consent orders, which provide guidance to
businesses about what constitutes reasonable security, the Commission also has
published business guidance and educational materials about gooed data security
practices for companies. We have emphasized a process-based approach that includes:
designating a person to be responsible for data security; conducting risk assessments;
designing a program to address the risks identified, including training, security and
incident response; and monitoring the program and updating it as necessary.

Has the FTC ever suffered a data breach?

We are not aware of any successful intrusions or infiltrations into the FTC network.
Like other federal agencies and companies in the private sector, we are constantly
under attack, and we use defense-in-depth (meaning multiple layers of security
controls, such as firewalls, anti-virus and anti-spam tools, internet filters), continuous
monitoring, and other methods to protect our information systems and the data they
contain.

You mentioned that more than 16 million Americans have been victims of identity theft.
What counts as identity theft for this purpose? Does it include cases where someone else
uses your credit card number even if you end up without any financial loss?
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The figure cited in the Commission’s written testimony is from the Bureau of Justice
Statistics report, “Victims of Identity Theft, 2012,” which is the most recent BJS study
of identity theft victims.® For the purposes of that report, identity theft victims are
defined as persons age 16 or older who experienced one or more of the following
incidents in 2012: unauthorized use or attempted use of an existing account, such as a
credit or debit card, checking, savings, telephone, online, or insurance account (referred
to as fraud or misuse of an existing account); unauthorized use or attempted use of
personal information to open a new account, such as a credit or debit card, telephone,
checking, savings, loan, or mortgage account (referred to as fraud or misuse of a new
account); or misuse of personal information for a fraudulent purpose, such as getting
medical care, a job, or government benefits; renting an apartment or house; or
providing false information to law enforcement when charged with a erime or traffic
viclation (referred to as fraud or misuse of personal information). According to the
report, direct and indirect identity theft losses amounted to approximately $24.7 billion
in 2012,

Fraud detection programs are not perfect, so consumers are not reimbursed for all
fraudulent charges placed on their accounts. Even when victims are ultimately
reimbursed for out-of-pocket financial losses from a breach, this does not mean that
they did not experience other, non-compensated harms from the breach. Consumers
affected by breaches should constantly monitor their financial accounts for
unauthorized charges. If consumers discover such charges, they must notify their
credit and debit card issuers, close accounts, cancel cards, and wait for new cards to
arrive. For those consumers with automatic bill pay, they must alert companies about
the new account numbers to prevent late fees and other charges. Victims of identity
theft can spend months reporting instances of fraud to creditors and reporting bureaus
to restore their credit. Victims are not compensated for the economic cost from these
expenditures of time.

The Honorable Jan Schakowsky

1. OnJanuary 10, 2014, Target announced that certain customer information ~ separate from
the payment card data already revealed to have been stolen — had also been taken during the
breach of its network systems in November and December 2013. This information included
names, mailing addresses, phone numbers or email addresses for up to 70 million individuals.

a. What are the top risks to consumers whose names and contact information are stolen,
including those Target customers who are among the 70 million? Pleasc list them.

Personal information that is non-financial still requires protection, because it can be
used to perpetuate fraud and identity theft. For instance, bad actors can use email
addresses to perpetrate phishing attacks, send spam, or target users for malware, the
latter of which can be used to install keyloggers or other technology to capture even
more personal information. Moreover, targeted frand becomes increasingly effective

* Bureau of Justice Statistics, Victims of Identity Theft, 2012 (Dec. 2013), available at
http://www bis. gov/content/pub/pdi/vit1 2. pdf.
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the more personal information a criminal has about a consumer. For example, many
consumers still use their email address as a user name on accounts. That, aleng with
access to other personal information, may increase the danger of a criminal being able
to ascertain a password and access a financial or other account or to perpetrate identity
theft.

b. Members and witnesses at recent congressional hearings on commercial data breaches
have discussed at length potential enhancements to payment card security technology,
such as the implementation of chip-and-PIN systems. At the Subcommittee hearing on
February 5, 2014 — while stressing that the Commission does not recommend any
particular technology ~ you indicated that “we would support any steps that are taken at
the payment card system end to protect or better protect consumer information.” 1
believe it is important for retailers, issuers, and the payment card industry to urgently
work together to improve card security. However, even if all the stakeholders involved
agree to make payment card data as secure as possible, am I correct to understand that it
is your position that that Congress should still separately address the overall security of
personal data, including non-financial data, collected or stored by commercial entities?

That is correct. The Commission is aware of this developing technology, and according
to some reports, it should be a positive step toward strengthening payment card
security, However, this technology does not protect other information, such as health
information, location information, or SSNs.

All companies that collect and handle consumer information should be required to
implement reasonable data security measures. Reasonableness is the appropriate
standard because it allows a company flexibility to develop a data security program
based on factors such as the sensitivity and volume of consumer information it holds;
the size and complexity of its data operations; and the cost of available tools to improve
security and reduce vulnerabilitics. The Commission has emphasized a process-based
approach to data security that includes designating an individual or individuals
responsible for data security; conducting risk assessments; designing a security
program to address risks, including administrative, physical, and technical safeguards;
and adjusting the program to address changes.

The Commission reiterates our call for data security and breach notification legislation
that would: (1) give us the authority to obtain civil penalties, an important remedy for
deterring violations; (2) enable the FTC to bring cases against non-profits, such as
hospitals and educational institutions, where many breaches occur; and (3) providing
rulemaking authority under the Administrative Procedure Act, enabling the FTC to
respond to changes in technology when implementing the legislation.

I believe the breach of marketing data can be a serious threat to consumers. As I said
in response to questioning at the Subcommittee’s hearing, names and contact
information can be used in phishing and social engineering schemes to try to perpetrate
identity theft — and while harm from payment card breaches tends to be acute, harm
from non-financial breaches tends to linger. In short, identity theft lasts; with chronie
effects on consumers that can cost them everything they own.

5
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¢. Do you agree that a breach of names and contact information can have a serious long-
term impact on consumers, if used to trick them to give up sensitive identity data?
Please explain your answer.

Yes. As discussed above, such information can be used to perpetrate fraud and identity
theft, which can have lasting impacts on consumers’ credit scores, in addition te the
economic value of time lost and possible financial loss.

On January 31, 2014, the FTC announced the 50™ data security settlement in its program of
enforcement against those who fail to reasonably protect consumers” personal information.
These settlements have been used to protect millions of consumers from unfair or deceptive
practices that leave at risk sensitive information like usernames and passwords, Social
Security numbers, and health, financial, and children’s data. I commend your dedication to
this issue.

Yet, during questioning at the Senate Banking Committee hearing on this topic on
February 3, 2014, a Senator pointed out that with so many data breaches each year, 50 cases
since 2002 may be commendable, but it may not be enough.

a. Of course, all breaches do not rise to the level of FTC action, but can you please
illustrate how the FTC uses its current legal framework to help with general deterrence,
and how authorization to the FTC of new authorities, such as rulemaking authority
under the Administrative Procedure Act and broader civil penalty authority, would
increase the FTC’s ability to deter unfair or deceptive data security practices?

Since 2002, the FTC has brought a steady stream of data security cases — resulting in
more than 50 consent orders, and we have also issued extensive consumer and business
education materials. During much of this time, we have been the only federal agency
sending the message to a wide range of businesses, both small and large, across many
sectors, of the need to maintain reasonable security to protect consumer data. Our
complaints provide examples of data security practices that did not meet our flexible
reasonableness test, and our consent orders serve as templates for best practices for
companies setting up and implementing successful information security programs. In
addition, we issue extensive guidance for consumers and businesses — especially small
businesses — about how to safeguard consumer data. I believe that collectively the
FTC’s work in this area has helped promote appropriate investment in infrastructure
and personnel to address the security of consumer data.

But, plainly, more needs to be done, and a unanimous Commission has cencluded that
the time has come for Congress to enact strong federal data security and breach
notification legislation. We currently lack authority under Section 5 to obtain civil
penalties, which are critical to appropriate deterrence of lax security practices.
Likewise, enabling the FTC to bring cases against non-profits, over which we presently
lack authority, would help ensure that whenever personal information is collected from
consumers, the entities that maintain such data take reasonable measures to protect it.
Finally, APA rulemaking would give us flexibility in implementing the statute by

6
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making changes where appropriate — for example, to the definitions — to respond to
changes in technology and changing threats.

b. Recent newspaper commentary has suggested that by seeking to strengthen its data
security authority, the FTC is acknowledging that it currently lacks the authority to
police companies” data security practices. How do you respond to such an assertion?

The Commission principally has authority to challenge companies’ data security
practices that are unfair or deceptive under Section 5 of the FTC Act, and we have used
this authority to settle over 50 data security cases to date. In fact, a federal district
court recently affirmed the FT'C’s authority to use Section 5 in the data security area.’

The Commission has called for data security legislation that would strengthen its
existing tools and authority to help us in this endeavor, namely, civil penalty authority,
jurisdiction over non-profits, a nationwide breach notice requirement to be enforced by
the FTC and the states, and APA rulemaking to ensure we have adequate flexibility to
respond to new technology and threats in implementing the statute.

The Honorable Jerry McNerney

1. Thank you for your leadership within the FTC, especially with regards to the work that is
being done on privacy issues. What sort of authority does the Commission have or need from
Congress to institute nationwide breach notification processes?

The FTC has authority te investigate breaches and bring civil enforcement actions
under Section 5 of the FTC Act for deceptive or unfair acts or practices — such as
deceptively claiming to reasonably safeguard consumer data. We have authority to seek
equitable remedies for violations of Section S, which does not include civil penalties.®
The FTC also generally lacks authority to require companies to issue notification to
affected consumers to alert them to a breach of their personal information (with the
exception of our narrow scope of authority under the HI-TECH Act). We similarly
lack authority over non-profits, which have been the source of a number of breaches.
To remedy these gaps, a unanimous Commission has called on Congress to enact
legislation to pass a nationwide breach notification law to apply to all companies under
the FTC’s jurisdiction — expanding that jurisdiction to inciude non-profits —and to give
the Commission civil penalty authority and authority to flexibly respond to changes in
technology in implementing the law via APA rulemaking.

2. Businesses are understandably leery of the idea of additional regulations, but many people
that I have talked with agree that a national standard is easier to deal with than varying state
standards when it comes to data breach notification rules. In your opinion, how can the FTC

* See F.T.C. v. Wyndham Worldwide Corp, No. 2:13-cv-01887-ES-JAD, 2014 WL 1349019 (D.N.J. Apr.
7, 2014), petition for leave to appeal filed (3d Cir. July 3, 2014).

¢ By contrast, the FTC has civil penalty authority under the Fair Credit Reporting Act for security
violations by “consumer reporting agencies,” such as the national credit bureaus,

7
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and Congress best work together to come up with a national standard that doesn’t impose
unfairly upon states’ rights?

Breach notification and data security standards at the federal level, with appropriate
preemption of state law as discussed below, would extend notifications to all citizens
nationwide and create a level playing field so that businesses operating in numerous
states can apply one standard. A federal law would create uniform protections for all
American consumers. However, our support for a federal law that would preempt state
law has been conditioned on both a standard that is sufficiently strong and on giving
states the ability to enforce the law, an important role for state Attorneys General.

The Honorable Peter Welch

1.

We’ve seen the FTC take a strong leadership position on many issues, not only bringing
enforcement actions but also convening experts from industry and academia at

workshops. These workshops have been valuable opportunities for the FTC to write reports
on what it learns, including guidance to companies when appropriate. It seems to me like an
annual workshop and report on data security would be valuable given the recent problems
companies have been having -- can we expect the FTC to have such a workshop soon?

Thank you for your recognition of the FTC’s leadership on many issues and the value
of our use of enforcement actions and public workshops. As you may know, emerging
areas in privacy and security are frequent subjects of FTC workshops, studies, and
reports. For instance, in June of last year, we held a workshop on threats to mobile
security, in which we convened a group of leading experts to discuss mobile malware,
the role of platforms in security, and ways to improve security in the mobile ecosystem.7
Earlier this year, the FTC hosted a “Spring Privacy Series” to examine the privacy and
security implications of a number of new technologies in the marketplace, including
mobile device tracking, alternative scoring products, and apps and devices that collect
consumer-generated health data.® At the Commission’s November 2013 conference on
the Internet of Things, much of the discussion focused on security challenges presented
by “smart” devices.’

Moreover, the FTC just published its first annual “Privacy and Data Security Update,”
which is an overview of the FT(C’s enforcement, policy initiatives, and consumer

7 See Mobile Security: Potential Threats and Solutions (June 4, 2013), available ar
http://www.tte.gov/news-events/events-calendar/2013/06/mobile-security-potential-threats-solutions.

¥ See FTC to Host Spring Seminars on Emerging Consumer Privacy Issues, available at
http://www ftc.gov/news-events/press-releases/20 1 3/12/fte-host-spring-seminars-emerging-consumer-

privacy-issues.
* See Internet of Things - Privacy and Security in a Connected World (Nov. 19, 2013), available at
http/www fte govinews-events/events-calendar/2013/1 Vinternet-things-privacy-security-connected-

weorld.
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outreach and business guidance in the areas of privacy and data security from January
2013-March 2014.”® We expect to update this document every year.

' Federal Trade Commission Staff, 2014 Privacy and Security Update (June 2014), available at
http:/fwww . fte.gov/systemy/files/documents/reports/privacy-data-security-update-
2014/privacydatasecurityupdate 2014 .pdf.
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The Honorable Lisa Madigan
Attorney General

State of Hlinois

100 West Randolph Street
Chicago, 1L 60601

Dear Attorney General Madigan,

Thank you for appearing before the Subcommittee on Commerce, Manuofacturing, and Trade on
Wednesday. February 5, 2014 to testify at the hearing entitled “Protecting Consumer Information: Can
Data Breaches Be Prevented?”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remainy
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses (o these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Wednesday, July 2, 2014, Your responses should be e-mailed 10 the Legislative Clerk in
Word format at Kirby.Howard@mail.housegov and mailed to Kirby Howard, Legislative Clerk,
Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C. 20513,

Thank you again for your time and ¢ffort preparing and delivering testimony before the
Subcommittee.

Lee Terry
Chairman
Subcommittee on Commerce,
Manufacturing, and Trade

cer Jan Schakowsky, Ranking Member, Subcommittee on Commerce, Manufacturing, and Trade
Attachment
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June 18, 2014

Mr. William Noonan

Deputy Special Agent in Charge
Criminal Investigation Division
Cyber Operations

United States Secret Service
950 H Street N.W,

Washington, 2.C. 20223

Dear Mr. Noonan,

Thank you for appearing before the Subcommittes on Commerce, Manufacturing, and Trade on
Wednesday, February §, 2014 to testify ot the hearing entitled “Protecting Consumer Information: Can
Duta Breaches Be Prevented?”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the guestion you are addressing in
bold, and (3) your answer to that question in plain text.

T'o facilitate the printing of the hearing record, please respond to these questions by the close of
business on Wednesday July 2, 2014, Your responses should be e-mailed to the Legislative Clerk in
Word format at Kirby.Howard@mailhousegov and mailed to Kirby Howard, Legislative Clerk,
Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C. 20513,

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Sincersiy,
7

Chairman
Subcommitiee on Commerce,

Manutacturing, and Trade

ce: Jan Schakowsky, Ranking Member, Subcommitiee on Commerce, Manufacturing, and Trade
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Secret Service Response to the
Post-Hearing Questions for the Record
Submitted to William Neonan
From Chairman Lee Terry

“Protecting Consumer Information: Can Data Breaches Be Prevented?”
February §, 2014

1) You testified that Secret Service cyber crime investigations have resulted in the prevention of
over $11 billion in potential fraud losses. How do you calculate this number?

The Secret Service is focused on minimizing the financial losses associated with the criminal
violations under its investigative jurisdiction. Accordingly, the Secret Service tracks the actual and
potential fraud losses associated with the criminal cases it investigates. The prevention of over $11
biltion in potential fraud losses from cyber crime, referenced in my testimony, was the total measure
of the potential fraud losses associated with Secret service cyber-crime arrests over the period
October I, 2009 to September 30, 2013.

Cyber criminals commonly target payment card data, which are a type of access device, due to the
ease with which this information can be monetized through various frauds. Fraudulent use,
trafficking in, and counterfeiting of access devices are federal violations of 18 U.S.C. § 1029, which,
since it was established as a criminal violation in 1984, has been assigned to Secret Service
investigative jurisdiction. Title 18 U.S.C. § 1029(e)(1) defines access devices as “any card, plate,
code, account number, electronic serial number, mobile identification number, personal
identification number, or other telecommunications service, equipment, or instrument identifier, or
other means of account access that can be used, alone or in conjunction with another access device,
to obtain money, goods, services, or any other thing of value, or that can be used to initiate a transfer
of funds {other than a transfer originated solely by paper instrument).”

As part of its criminal investigations, the Secret Service measures the actual and potential fraud
losses associated with criminal violations of 18 U.S.C. § 1029. If the actual fraud loss inflicted by a
criminal can be discerned by examining financial records associated with an access device, the
actual loss is included in the prevented fraud loss calculation. However, if the actual fraud loss
cannot be discerned, the potential loss associated with an access device is estimated at a fixed
amount of $500. For example, if a stolen credit card was seized and it can be determined that
$25,000 in illegal transactions were made with that card, $25,000 will be reported in the measured
results. 1f the dollar amount of illegal transactions cannot be assoctated with that credit card, an
estimated loss of $500 will be attributed to that credit card and reported in the measured results. This
estimate of potential fraud losses is based on industry standards and established in the Federal
Sentencing Guidelines, which state: “In a case involving any counterfeit access device or
unauthorized access device, loss includes any unauthorized charges made with the counterfeit access
device or unauthorized access device and shall be not less than $500 per access device.”
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In July 2012, the Department of Homeland Security coordinated an independent verification and
validation of one of the Secret Service’s performance measures using this calculation methodology.
The audit concluded that the potential fraud loss measure is valid, complete, consistent, accurate,
timely, and based on good data quality.

But to the extent that the measure differs from the actual economic losses occasioned by cyber
crime, the measure is likely to be lower. Considering that most credit cards have greater than $500
limits, and that this measure does not include all stolen access devices but only those that the Secret
Service successfully detected, the Secret Service considers this measure to be an underestimate of
the total potential fraud losses associated with the cases it investigates. Moreover, the total economic
harm from cyber criminal activity is greater than the criminal revenue or potential fraud losses when
the damage to victim companies and cost of remediation is considered.

You opined that “legislative action could help to improve the Nation’s cybersecurity, reduce
regulatory costs on US companies.” How so?

Legislative action could help to improve the Nation’s cybersecurity, while reducing regulatory costs
on US companies by, among other actions, making modest incremental changes to criminal laws
related to computer hacking, and establishing a uniform Federal standard requiring certain types of
businesses to report data breaches and thefts of electronic personally identifiable information.

The Secret Service supports amending the Computer Fraud and Abuse Act (CFAA), 18 US.C.

§ 1030, to clarify several existing criminal offenses relating to attacks on computers and computer
networks and enhance their penalties. Also, given the growth of transnational organized cyber crime,
the Secret Service assesses that adding the offenses under the CFAA to the list of offenses in the
Racketeering Influenced and Corrupt Organizations Act (RICO) at 18 U.S.C. § 1961(1) would
provide an important enhancement to our ability to disrupt and dismantle organized cyber crime.
These and other related criminal law changes would likely not impose any regulatory costs on US
companies, while improving our Nation’s cybersecurity through enhanced law enforcement action to
defeat cyber threats.

The Secret Service also supports establishing a uniform Federal standard for data breach notification.
Currently 47 States have data breach notification laws that set various standards for data breach
notification. A uniform Federal standard for data breach notification would reduce the regulatory and
compliance costs on businesses that currently have to comply with multiple state laws. A uniform
national data breach notification standard should also include provisions for notification to
appropriate law enforcement agencies with jurisdiction, and allow such agencies to delay any
required notice to effected individuals (e.g., customers whose information was stolen) if such
notification would impede a criminal investigation.

These legislative proposals, among others, are detailed in the Administration’s May 2011 legislative
proposal regarding cybersecurity. Acting Assistant Attorney General Mythili Raman recently re-
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emphasized the need for changes like these in her February 4, 2014 testimony before the Senate
Commiittee on the Judiciary.
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In your opinion, how are the big companies — the ones that seem to be in the cross-hairs of
hackers — doing on the cyber protection front? How involved are they with your information
sharing efforts?

The Secret Service is encouraged by several improvements in the private sector’s cyber protection
efforts. The financial service sector has, in partnership with DHS and Treasury, created a robust and
highly effective information sharing organization—the FS-ISAC. This year the retail sector has also
moved to create more robust information sharing programs. The Secret Service believes information
sharing programs like these perform an important role in developing understanding of sector specific
cyber threats and effective mitigation steps. The Secret Service has met with leaders in the retail
sector and is supporting their efforts to establish effective information sharing programs.

The Secret Service supports a wide variety of information sharing efforts. As the Secret Service
identifies malware and the methods of cyber criminals through its investigation, it quickly provides
this information to the DHS NCCIC for broad dissemination through the various information sharing
organizations, while protecting grand jury information, the integrity of ongoing criminal
investigations, and the victims’ privacy. The Secret Service also partners with industry to publish
reports on cybersecurity trends, for example through the annual Verizon Data Breach Investigations
Report and the annual Trustwave Global Security Report. The Secret Service also uses its network of
Electronic Crimes Task Forces (ECTFs) to bring together partners to discuss trends in cyber crime
and effective mitigation strategies. All of these information sharing efforts, among others, are
mutually complementary.

Is it possible for any entity to be impervious to criminal hacks? And if it is possible, is it
practical or realistic?

Any entity that uses computers is at risk of falling victim to criminal computer hacking. This is why
the Secret Service emphasizes the importance of deterring cyber crime and cyber incident response
planning. Just as companies do with other security risks, they need to holistically approach the
challenge of cyber crime and not define the challenge of cybersecurity narrowly as an “IT problem.”
Designing business processes that reduce a company’s possession and handling of commonly-
targeted sensitive data, like payment card data and sensitive personally identifiable information, is
often the most cost-effective way for a company to reduce its cyber crime risk.

The Secret Service is often the first to notify companies that they have been the victim of cybercrime.
In working with victim companies the Secret Service has found the organizations best able to
respond to a data breach have developed a cyber incident response plan and pre-identified a cyber
incident response team that includes in-house legal counsel, human resource personnel, corporate
security, IT security, technical professionals, and a senior public relations or communications expert
to coordinate messaging. Effective and efficient response to a data breach can greatly reduce the
costs to the victim company.
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Finally, cyber-crime is a systemic threat to US companies, and it is important that companies have
developed programs to effectively engage with law enforcement in our efforts to apprehend cyber
criminals. Investments in logging and detection of potentially malicious cyber criminal activity,
rather than narrowly focusing on static defense, enables companies to more quickly identify criminal
activity taking place, and, by working with law enforcement, to apprehend and prosecute those
responsible.
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Dear Mr. Mulligan,

Thank you for appearing before the Subcomimittee on Commerce, Manufacturing, and Trade on
Wednesday, February 5, 2014 to testify at the hearing entitled “Protecting Consumer Information: Can
Data Breaches Be Prevented?”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members lo submil additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Wednesday July 2, 2014, Your responses should be e-mailed to the Legislative Clerk in
Word format at Kirby.Howard@mail.house.gov and mailed to Kirby Howard, Legistative Clerk,
Commitiee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C, 20515,

Thank vou again for your time and effort preparing and delivering testimony before the

Subcommitiee.
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Lee Terry
Chairman

Subcommittee on Commerce,
Manufucturing, and Trade

ce: Jan Schakowsky, Ranking Member, Subcommittee on Commerce, Manufacturing, and Trade
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Target Responses to Additional Questions for the Record

House Energy and Commerce Committee; Subcommittee on Commerce, Manufacturing, and Trade
“Protecting Consumer Information: Can Data Breaches Be Prevented?”
John J. Mulligan, Chief Financial Officer, Target
February 5, 2014

The Honorable Lee Terry

1. We have seen a number of breaches occur. Target provided notice within 4 days of
learning of the breach. How was Target able to provide notice so quickly? What lessons
did you learn as you went through the process of complying with the state notification
requirements? Given your experience with this breach, is there anything you would do
differently if such an unfortunate event were to occur again?

Our actions leading up to our public announcement on December 19—and since—have been
guided by the principle of serving our guests. We moved quickly to share accurate and actionable
information with the public. On December 15, we confirmed that criminals had infiltrated our
system, installed malware on our point-of-sale network and stolen guest payment card data. We
then began notifying the payment processors and card networks, preparing to publicly notify our
guests, and equipping call centers and stores with the necessary information and resources to
address our guests’ concerns. When we announced the intrusion on December 19, we used
muttiple forms of communication, including a mass-scale public announcement, email,
prominent notices on our website, and social media. Target sought to comply with all existing
state notification laws. Specifically, we provided notice by (1) posting notice on our website;
(2) providing notice by e-mail to each relevant guest for whom we had an e-mail address; and
(3) providing notice to nationwide and state media.

2. In your response to Mr. Waxman’s, Ms. Schakowsky’s, and Ms. DeGette’s letter you
stated that you annually update your secarity plan. Do you ever update the security
plan more frequently based on emerging threats? You also stated that the malware
captured “some strongly encrypted PIN data.” Do you know if these PINs were
compromised through de-encryption?

Target annually updates its internal information security plan to reflect a wide variety of threats.
Target also continually monitors emerging network and organizational threats to identify threats
that require specific action by the Company, including updates to its information security
practices as appropriate.

Target is not aware that any encrypted PIN data captured by memory-scraping malware during
the cyber-attack was decrypted.

3. Of the 40 million consumers whose payment card data was involved in your breach, for

how many did you have contact information? What was your approach to get the word
out to others whose contact data you didn’t have?

ny-1149845
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Of the approximately 40 million consumers whose payment card data Target believed may have
been involved in the breach, we had approximately 17 million valid emails, and we provided
notice by e-mail to each such individual. In addition, we included written notification in our
Target REDcard holder statements, mailed monthly. We also posted notice on our website and
provided notice to nationwide and state media.

4. What is the primary source of fraud - online or at point of sale?

The primary source of fraudulent transactions at Target is counterfeit cards used at point of sale
in stores.

5. How would implementing chip-and-PIN technology address the massive amount of
fraud and vulnerability associated with internet-based transactions?

Chip-and-PIN is an in-store “card present” solution, and does not directly address internet-based
fraud. However, indirectly, the way Target is implementing chip-and-PIN combined with point-
to-point encryption will help protect card data and keep it from being stolen and used
fraudulently elsewhere, which will reduce fraud both in stores and on the internet.

6. If chip technology is broadly implemented, why does it matter if a customer uses a
signature or PIN to authenticate his or her identity?

Chip technology authenticates the card and prevents the card from being counterfeited. The PIN
is used to verify the cardholder, because only the cardholder knows the PIN. Therefore, the PIN
protects against the fraudulent use of valid cards that have been lost or stolen. The PIN is verified
by the system so it is more secure than a signature, which is only verified manually. The PIN is
an objective set of numbers that is the same for each transaction and must be verified by a
computer system. A signature can have a great amount of variance depending on the signing
method and it can be difficult to verify a signature because of the inconsistency of an
individual’s handwriting.

According to Federal Reserve data, debit card transactions that use a PIN are 700% more secure
than those that simply require a signature for cardholder verification. (Federal Reserve. *2011
Interchange Fee Revenue, Covered Issuer Costs, and Covered Issuer and Merchant Fraud Losses
Related to Debit Card Transactions.” March 5, 2013.) According to Visa and MasterCard, “If is
much more difficult for a fraud perpetrator to ascertain a PIN than to forge a signature.
Accordingly, one of the most effective ways of combating fraud is to make the use of PIN for
customer verification compulsory.” (Visa Worldwide Pte Limited and Visa AP {(Australia) Pty
Ltd and MasterCard Asia/Pacific Pte Ltd Submission to the Australian Competition and
Consumer Commission in support of Application for Authorization. July 4, 2013.)

According to the Federal Reserve Bank of Kansas City, many countries that use chip-enabled
cards do not allow cardholder authentication with signatures because they are not as secure as
PIN transactions. Furthermore, the study recommended that all cards (chip/EMV, credit, debit
and pre-paid cards) should be issued with a corresponding PIN number for point of sale purchase
in order to help combat cyber theft. (Sullivan, Richard J. “The U.S. Adoption of Computer-Chip

(]
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Payment Cards: Implications for Payment Fraud.” Federal Reserve Bank of Kansas City, First
Quarter 2013.)

7. If the payment card data from a chip-enabled card is somehow stolen, and a card is
duplicated, would the inclusion of a PIN in the transaction create one more piece of
information for thieves to steal?

Target is implementing industry best practices to encrypt the PIN at the payment device, which is
designed to minimize any risk that the PIN can be stolen.

The PIN is not part of the card data that is stored on the magnetic stripe. The PIN may or may
not be included in the chip itself, depending on how the issuing bank chooses to process PIN
transactions. If the issuing bank processes PIN “oniine,” the cardholder enters the PIN af the
payment device, where it is encrypted and routed through the payment processor to the issuing
bank to be verified. If the issuing bank processes PIN “offline,” industry best practice would be
for the PIN information to be contained in a secure area of the chip on the card, so when the
cardholder enters the PIN at the payment device, it is encrypted and verified against the PIN
stored on the chip. In both cases, the PIN is encrypted at the payment device, and that
encryption is very difficult to break.

PINs are used successfully today to enhance security for ATM transactions and for a significant
share of in-store payment transactions, and have been widely adopted outside the US in regions
where chip-and-PIN has already been implemented.

8. Is there foolproof technology that would keep thieves from gaining access to a
customer’s PIN number?

The encryption processes and technology that Target had in place at the time of the breach were
effective in preventing the intruders from accessing unencrypted PIN numbers.

9. If chip-enabled card data is stolen, is the thief then armed with a customer’s card
pumber, personal information, and PIN number? If so, how do we prevent the thief
from withdrawing a customer’s funds directly out of their account at an ATM?

Target is implementing industry best practices to encrypt the PIN at the payment device, which is
designed to minimize any risk that the PIN can be stolen.

The PIN is not part of the card data that is stored on the magnetic stripe. The PIN may or may
not be included in the chip itself, depending on how the issuing bank chooses to process PIN
transactions. [f the issuing bank processes PIN “online,” the cardholder enters the PIN at the
payment device, where it is encrypted and routed through the payment processor to the issuing
bank to be verified. If the issuing bank processes PIN “offline,” industry best practice would be
for the PIN information to be contained in a secure area of the chip on the card, so when the
cardholder enters the PIN at the payment device, it is encrypted and verified against the PIN
stored on the chip. In both cases, the PIN is encrypted at the payment device, and that
encryption is very difficult to break.
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PINs are used successfully today to enhance security for ATM transactions and for a significant
share of in-store payment transactions, and have been widely adopted outside the US in regions
where chip-and-PIN has aiready been implemented.

10. What is the percentage of retailers currently equipped fo process chip-and-PIN
transactions? How long would it take and how expensive would it be for retailers to
adapt their POS terminals to read chip-and-PIN cards?

While Target does not have visibility into chip-and-PIN adoption for the entire retail industry,
Target is accelerating our $100 miilion investment in the adoption of chip technology. We have
already installed approximately 38,000 chip-enabled payment devices in Target stores and expect
to complete the installation in all Target stores by this September, six months ahead of

schedule. We also expect to begin to issue chip-enabled Target REDcards and accept all chip-
enabled cards by early 2015. As a founding member and steering committee member of the
EMV Migration Forum, we will continue to lead the adoption of these technologies across the
payment system.

ny-1149845
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The Honorable Jan Schakowsky

1. Last April and August, Visa issued data security alerts, notifying Target, Neiman
Marcus, and other retailers of “an increase in network intrusions” involving memory-
parsing malware — the class of malicious software that was reportedly deployed in
recent attacks on retailers. These alerts also provided recommendations on strategies to
mitigate the impact of attacks involving this kind of malware. I understand that all
retailers, especially large ones such as Target, receive a truly immense number of
security alerts — but I would like to better understand how retailers respond to such
warnings.

a. Were the April and August 2013 Visa warnings relevant to the malware that
caused the November-December 2013 breach?

In its April and August 2013 alerts, Visa noted that it had seen an increase in cyber criminals
installing “memory parser malware™ on Microsoft Windows based cash register systems to steal
payment card track data. According to Visa, hackers were taking advantage of the few
milliseconds in time when track data is unencrypted to steal track data before the processing and
re-encryption of such data. VISA’s alerts offered general threat intelligence and nothing specific
to the attack on Target.

b. Which, if any, of Visa’s mitigation strategies (related to network security,
cash register and point-of-sale security, administrative access, network
segregation, and incident response) did Target implement in response to the
aforementioned, or similar, security warnings? If it did not implement any of
these mitigation strategies, please explain why not.

In the fall of 2013, Target analyzed currently available information regarding malware aimed at
point-of-sale (POS) systems that was capable of capturing payment card data prior to the
encryption of the data by the POS system—including Visa’s April and August 2013 alerts.
Target believed that its various security protocols would limit access to POS systems to install
memory-scraping malware (or any other malware, for that matter). As added security, Target
also implemented a plan to continue to monitor the POS malware threat landscape. Target also
addressed other risks posed by cyber-criminals generally by implementing new defenses, such as
an advanced threat detection appliance, FireEye.

¢. What, if any, security measures were implemented during 2013 to specifically

address the threat of memory-parsing malware?

Target monitors emerging network and organizational threats on an ongoing basis, including the
threat of memory-scraping, or memory-parsing, malware. As noted, Target believed that its
existing security protocols would limit access to POS systems to install malware. Target also
addressed other risks posed by cyber-criminals generally by implementing new defenses, such as
an advanced threat detection appliance, FireEye. Target began incorporating FireEye in 2013 as
part of its security strategy to incorporate a non-signature-based malware detection solution.
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FireEye provides an additional layer of protection beyond industry-standard antivirus protection,
intrusion prevention and detection tools and firewalls, and other network defenses; however,
FircEye was not yet fully integrated at the time of the breach.

2. Security breaches like those that affected Target and Neiman Marcus are not a new
problem. In 2005, hackers accessed ChoicePoint’s database of consumer information.
Between 2005 and 2008, prior to their apprehension, a group of criminal cyber thieves
including Albert Gonzalez stole 90 million pieces of credit and debit card information
from a number of high-profile retailers, including TJ Maxx, Office Max, Dave &
Buster’s, Barnes & Noble, and even Target.

Despite Target’s previous experience with a breach of payment card information,
Target’s security systems suffered a major breach a second time.

a. What changes did Target make to its security systems based on what it
learned from that earlier breach?

The 2007 attack differed from the 2013 attack both in terms of scope and the type of attack. In
2007, a limited number of guest credit and debit card numbers were involved. The 2007 attack
also involved a different mode of attack than the 2013 attack. Nonetheless, Target took a number
of steps to modify its network security posture in response to the 2007 incident, including, for
example, upgrading wireless network encryption,

b. According to your forensic investigations of the 2013 breach, why do you
believe such a major breach occurred at Target in November and December
2013, while, to date, no similar November and December 2013 breach is
reported to have occurred at the other largest U.S. brick-and-mortar
retailers?

According to published news reports, Target is not the only retailer to have experienced a breach
relating to payment card data in late 2013. Neiman Marcus reportedly suffered a breach from
July 16 to October 30, 2013, which it disclosed in January 2014. Michaels Stores also reportedly
suffered a breach from May §, 2013, to January 27, 2014, which it disclosed in April 2014,

3. The New York Times has reported that Target’s systems were “astonishingly open” and
lacked adequate firewalls and traffic monitoring. In your February 4, 2014, testimony
to the Senate Judiciary Committee, you disputed the Times’ characterization of
Target’s security, noting that the company had spent hundreds of millions of dollars on
detection, firewalls, benchmarking, and penetration and compliance testing.  would
like to gain a fuller understanding of Target’s security measures and how the breach
took place.

a. In Fiscal Year 2013, what were the funds spent and persons employed on the
network security of systems serving Target stores, and were additional funds
spent or additional network security personnel hired to protect the integrity
of systems serving Target stores during the holiday season? How did the
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resources expended on security in Fiscal Year 2013 and additionally in the
holiday season of 2013 compare to previous years?

Target has invested significant capital and resources in security technology, personnel and
processes. As indicated in our testimony, Target has invested hundreds of millions of dollars on
all facets of network security, from technical defenses to testing to personnel. Target’s spending
on dedicated information security teams and core security infrastructure increased in Fiscal Year
2013 over Fiscal Year 2012.

b. In the February 4, 2014, Senate Judiciary Committee hearing on data
breaches, Fran Rosch of Symantec noted several behavioral security
measures companies should adopt, such as monitoring for unrecognized files
and new transmissions of data. Prior to November 27, 2013, did Target have
strategies to monitor the movement of data around its network for
irregularities and the outgoing transfer of data from its servers? If so, please
discuss these strategies in detail.

Target deployed numerous physical, administrative, and technical safeguards to protect its
network prior to November 27, 2013. These measures included intrusion detection and
prevention appliances, vulnerability scans, data loss prevention tools, advanced threat detection
technology, state of the art encryption, multi-factor access controls, and a full-time security
operations center staffed twenty-four hours a day, 365 days a year. Target’s suite of security
tools included Symantec’s Enterprise Data Loss Prevention tool, which was used throughout
Target’s network to scan data at rest and in motion.

¢. Prior to November 27, 2013, did Target have strategies to protect its point-of-
sale systems from threats posed by memory-parsing malware? If so, please
discuss these strategies in detail.

Target has had a comprehensive security strategy in place to protect its entire network, including
its payment processing systems. Components of this strategy include:

Compliance with the Payment Card Industry Data Security Standards (“PC1 DSS™);
Symantec antivirus software for registers;

Security policies designed to limit user access to registers;

File Integrity Monitoring;

Password controls and security event monitoring for register;

Physical controls, such as tamper-proof payment devices (e.g., card readers); and
Policy restrictions on access to registers, such that users cannot, for example, access
anything other than the register application, which is launched when the machine is
turned on.

¢ # & = s & »

d. In testimony, you stated that “we were found PCI compliant on September
20™ of 2013.” Through forensic investigations of the breach, have you
determined if Target met the PCI standards for which it was certified on the
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particular days when its network was (i) initially breached and (ii)
extensively compromised?

Trustwave, Target’s third-party Qualified Security Assessor (“QSA™), certified Target as PCI
DSS compliant in September 2013. Nothing Target has found in its investigation of the breach
leads Target to alter Trustwave’s conclusion that Target was PCI DSS compliant. Nevertheless,
Target is taking additional measures post-breach to enhance its overall security posture.

e. Did Target make any material changes to security practices or procedures
between September 20, 2013 — when deemed compliant with PCI standards —
and the time the breach occurred? If so, what were they?

The changes Target made to its security policies and procedures between September 20, 2013
and December 15, 2013, were intended to enhance its security posture. Target enhanced its
security practices in the fall of 2013 by implementing a plan to continue to monitor the POS
malware threat landscape, and by commencing its deployment of an advanced malware detection
utility called FireEye.

f. Among PCI standards for which the company is assessed annually, did
Target meet the most stringent versions published at the time of the breach?

Target was deemed compliant with PCI DSS on September 20, 2013. Trustwave, Target’s QSA,
completed the PCI Report on Compliance using the version of PCI DSS in effect at the time, the
same version in effect at the time of the attack.

g. What is Target’s position on the question of how its payment systems could
be so severely compromised while at the same time it held a current
certification of compliance with PCI DSS? Following the breach, do you
believe that companies threatened by malware attacks on their payment
systems and their customers would be better served if the baseline security
requirements of PCI DSS were more stringent?

Unfortunately, the attack on Target shows that a cyber-attack can occur despite a company’s
efforts to prevent such attacks—even when its efforts include adherence to PCI DSS.

h. Prior to November 27, 2013, did Target endeavor to implement point-to-
point encryption of payment card data, in which such data is immediately
encrypted when swiped at the point-of-interaction device? If so, please
explain these efforts in detail, and address why the company did not fully
implement this kind of encryption.

Prior to November 27, 2013, Target was in the process of implementing newer versions of
certain components of its register systems, including card readers and registers. Target was also
in the process of upgrading the operating systems used by the registers. These upgrades, which
are still in progress, will enable Target to accept chip-and-PIN payment cards and to deploy
software capable of encrypting payment card information on the payment device. The upgrades
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were being implemented on a pre-existing schedule and had not been fully implemented by the
time of the cyber-attack.

i.  Does Target have a plan to comply with PCI DSS 3.0 requirements and to
upgrade its point-of-interaction devices to those compliant with the newest
PCI PTS standards? If so, please explain that plan in detail.

The PCI PIN Transaction Security standard is aimed at the manufacturers of point-of-interaction
devices. As the PCI Security Standards Council has indicated, “The PCT PIN Transaction
Security (PTS) POI standard enables vendors to develop and bring to market devices that offer
protection against such attacks.” Target is on track to upgrade to chip-enabled devices by
September 2014. Approximately 38,000 of these devices have already been rolled out and are
fully compliant with the new PCI PTS standards.

j. Does Target have a plan to upgrade its electronic cash registers? If so, please
explain that plan in detail.

Target is in the process of completing the implementation of an updated operating system on all
of our registers in 2014.

k. Target’s January 31, 2014, response to a letter from Ranking Members
Waxman, DeGette, and me explained that payment card data was taken by
malware installed on Target’s point-of-sale networks. However, it did not
explain how other personal data — including mailing addresses, phene
numbers, and email addresses — of up to 70 million individuals was stolen.
How was this information taken?

The guest contact information was stolen from Target’s guest services database. The cyber
criminals removed guest contact information from that database. The cyber criminals aggregated
the removed data, encrypted it, and stole it by transmitting it to a server controlied by the cyber
criminals.

1. Do Target’s internal networks link any database containing stored non-
financial personal information about customers with sensitive payment card
data? If so, what security measures does Target employ to protect its
customers’ personal data during the company’s linkage of payment card
data with a database or databases of non-financial personal infermation
about customers?

No, Target’s network does not directly link databases containing information such as name,
mailing addresses, email addresses, and phone numbers with a database containing payment card
data.

4. In written testimony you submitted for the Subcommittee’s February 5, 2014, hearing,

you stated that “the intruder stole a vendor’s credentials to access [Target’s] system.”
Press reports from security blogger Brian Krebs and others indicate that this vendor
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was Fazio Mechanical Services, a provider of refrigeration and HVAC services, which
has confirmed its link to the Target data breach. According to Fazio Mechanical, the
company “does not perform remote monitoring of or control of heating, cooling and
refrigeration systems for Target” and its “data connection with Target was exclusively
for electronic billing, contract submission and project management, and Target is the
only customer for whom we manage these processes on a remote basis.” Press reports
from security blogger Brian Krebs and others also indicate that Fazio Mechanical’s
credentials for the Target network appear to have been stolen “with a malware-laced
email phishing attack.”

a. Why did Fazio Mechanical have external access credentials fo Target’s
network? To what parts of the Target network did Fazio Mechanical have
access?

Fazio Mechanical Services access was limited. More specifically, Fazio Mechanical Services had
access to Target’s external-facing Citrix platform in order to access an application used for
construction project management, invoicing, change order management, and other property
development related functions.

b. According to a January 21, 2014, Wall Street Journal report, “Target Corp.
shut down remote access to two websites used by employees and suppliers in
a move to tighten security following a massive breach of customer data over
the holidays. One system is a human resources website for employees called
eHR. The other is a database called Info Retriever that suppliers use to
access sales data for their products in Target.”

i. Did the vendor whose credentials were stolen have access to eHR or
Info Retriever, and if so, which ones?

No, Fazio Mechanical Services did not have access to either eHR or Info Retriever.

ii. Did access to either eHR or Info Retriever, or both, by the intruder or
intruders play a role in facilitating the installation of malicious
software on Target’s systems or the compromise of computers,
servers, or other devices?

Target does not believe that the attackers accessed eHR or Info Retriever.

5. A February 14, 2014, Wall Street Journal report raises several questions about the
vulnerability of Target’s network systems to attacks.

a. According to “people familiar with large corporate networks” reached by the
Journal, “{tlhere shouldn’t have been a route between a network for an
outside contractor and the one for payment data.” How did the criminal
intruders move undetected from whichever system they initially accessed
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within the Target network to electronic cash registers, where it was possible
for them to access payment card data?

The cyber criminals accessed a segmented Citrix platform using stolen vendor credentials
belonging to Fazio Mechanical Services. The cyber criminals then circumvented several
firewalls and other access control technologies in order to deploy memory-scraping malbware to
Target POS registers.

b. The Journal reported that “{s]o-called segmentation issues, where computer
systems that shouldn’t be connected for security reasons are in fact linked,
are a problem at a number of retailers, a person familiar with retail breaches
said.” However, in a meeting prior to the hearing with Democratic staff of
the Committee, Target officials claimed that the company’s networks were
properly segmented at the time of the breach. If that were the case, how were
intruders able to move so extensively through Target’s systems?

The cyber criminals accessed a segmented Citrix platform using stolen vendor credentials
belonging to Fazio Mechanical Services. The cyber criminals then circumvented several
firewalls and other access control technologies in order to deploy memory-scraping malware to
Target POS registers.

¢. The Journal also reported that a February 2014 memo to retailers from the
Federal Bureau of Investigation “said it may be a ‘vulnerability’ to connect
credit and debit card readers to remote management software, which makes
it easier to manage and monitor internal networks from afar, when combined
with weak password selection.” At the time of the breach, were credit and
debit card readers at Target Stores connected to remote management
software? If so, why?

The card readers in Target stores were not accessed using the compromised vendor credentials,
and Target did not deploy, use, or allow direct remote access to registers, payment-processing
pads, or other in-store POS platforms. :

d. Furthermore, the Journal reported that “several members of Target’s
cybersecurity team left the company in the months before the hack,
according to people familiar with the matter and a search of social media
profiles.” Please respond to this report, detailing: (i) any vacant supervisory-
level security positions at Target at the time of the breach; and (ii) the
number of supervisory-level security positions at Target out of the total
number of supervisory-level security positions at Target in which an
employee had been in their position for less than six months.

While Target had supervisory-level security positions it was seeking to fill at the time of the

incident, other supervisors were fulfilling the responsibilities of those positions on an interim
basis.
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e. Lastly, the Journal reported that “Target Corp.’s computer security staff
raised concerns about vulnerabilities in the retailer’s payment card system at
least two months before hackers stole 40 million credit and debit card
numbers from its servers” and that “at least one analyst at the Minneapolis-
based retailer wanted to do a more thorough security review of its payment
system, a request that at least initially was brushed off.” The Journal
reported, paraphrasing a former Target employee, that this request
“followed memos distributed last spring and summer by the federal
government and private research firms on the emergence of new types of
malicious computer code targeting payment terminals.”

i. Are these reports accurate? If not, please provide additional detail on
internal staff discussions on the security of payment card systems in
the months preceding the breach.

ii. Did Target security staff raise concerns about the company’s payment
card system? If so, to whom were these concerns brought, and what
were the specific concerns?

iii. Did Target conduct the requested review prior to November 27, 2013?
1f so, what were the results of the review? If not, why not?

iv. What changes does Target plan to make in order to more quickly and
completely respond to the concerns and requests of its security staff?
Please discuss these plans in detail.

Target is not aware of the particular concerns cited by the analyst in the article quoted above. As
previously stated, however, in the fall of 2013, Target analyzed currently available information
regarding POS malware that was capable of capturing payment card data prior to the encryption
of the data by the POS system——including Visa’s April and August 2013 alerts. Target concluded
that its various security protocols would limit access to POS systems to install memory-scraping
malware (or any other malware, for that matter). As added security, Target also implemented a
plan to continue to monitor the POS malware threat landscape.

6. As a part of the January 10, 2014, announcement that up to 70 million customers’ non-
financial personal information may have been stolen, Target announced that it would
be offering one year of free credit monitoring to all Target guests who shopped at U.S.
stores. I understand from your testimony on the November and December 2013 data
breach that according to Target, “consumers have no liability for any fraud which
occurs on their cards as a result of this breach” and that “a part of the package that we
offered... is identity theft protection, identity theft insurance, and access to a frauds
protection specialist.” The day after our hearing, Consumer Reports published an
analysis of Target’s free credit monitoring offer. It found that — while the offer initially
appears “to live up to Target’s famous value proposition: Expect more, pay less” —
upon signing up, “the offer actually delivers less and pushes consumers to pay up to $74
more,” and runs the risk of giving consumers “a false sense of security.” While I
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appreciate that Target has done much to communicate with customers and provide
them with resources following the breach, I would like to ask about several aspects of
the free credit-monitoring offer.

a. According to Consumer Reports, Experian “gives companies the choice of
paying for one- or three-bureau credit monitoring” and “Target bought and
offered the less-expensive one-bureau monitoring.” Why did Target
determine that the credit monitoring it would offer, provided through
Experian’s ProtectMyID service, would only watch the Experian credit
report and not those of Equifax and TransUnion, even though information
on each credit report can, in the words of Experian, “be very different”?

Our actions leading up to the public announcement of the data breach and subsequent actions
have been guided by the principle of serving our guests. Target decided to offer the free credit
monitoring to all guests who have ever shopped at Target. Experian had previous experience, an
established product, and had the capacity and resources to implement a large-scale program
quickly.

b. Is Target aware that upon accessing the Experian site — after signing up for
the credit monitoring service that Target has offered — its customers are
presented with advertising that suggests that to receive their “total credit
picture” they should sign up for an additional Experian service for $14.95?
Additionally, is Target aware that Experian is also telling these Target
customers that they should “{aldd Triple Alert credit monitoring” for $4.95
per month and “add [their] credit score” for $7.95? Consumer Reports,
which estimates that a worried Target customer might be led to spend up to
$74.35 on products of limited utility, has classified these practices as an
“upsell.” Having chosen to work with Experian on its offer of free credit
monitoring, does Target believe these are appropriate business practices for
Experian to use against Target’s own concerned customers? On its credit
monitoring FAQ, Target writes “your trust is important to us.” Does Target
believe that its customers’ experience with these Experian advertisements is
likely to improve customers’ trust that Target has their best interests in
mind?

We wanted to protect our guests from unwanted advertising while also not restricting their access
to the same services that are available to other Experian customers. Target’s contract prohibits
Experian from using information about Target guests enrolling for free credit monitoring to
market to those guests unless a guest specifically opts in. We also limited Experian’s efforts to
solicit Target enrollees to renew the service when the free year expires. The other services that
Experian advertises on its site are not limited to fraud protection and identity theft.

¢. Many fraud experts believe that one of the most important tools for victims
of identity theft is the security freeze. Yet according to Consumer Reports,
“Target gave only passing mention of security freezes... in its website breach
notice and in some e-mails to consumers,” Given the likelihood that some of
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the Target customers affected by the breach will become victims of identity
theft, why didn’t Target more strongly emphasize to consumers the option of
seeking a security freeze?

Security freezes primarily protect a consumer from having a criminal fraudulently open a new
account in the consumer’s name. The theft of Target guest data did not include the type of
identifying information that is generally necessary to open a new account, such as social security
number and date of birth.

7. At the Subcommittee hearing on February 5, 2014, I asked you to comment on the
email messages sent from Target to customers in mid-January that originated from
TargetNews@target.bfi0.com, after describing the confusion - reported by Forbes ~
that some consumers felt when they could not readily identify the owner of the bfi0.com
domain and verify that the message was truly from Target. While I appreciate that in
your response to my question you noted that Target previously and concurrently
communicated to customers that “there was a single source of truth on our corporate
Target.com website,” I still believe that Target could have taken some simple steps to
ensure that it did not further alarm its already-concerned customers by making sure
that the source of its email communication was more readily verifiable.

a. Why were some messages from Target sent from the bfi0.com domain as
opposed to a target.com domain?

Our actions leading up to the public announcement on December 19 and since, have been guided
by serving our guests. We wanted to ensure that communications were accurate and actionable.
Given the number of people who Target needed to notify, bulk emails were sent with the
bfio.com domain as it is recognized by the domain name system and therefore has a higher
delivery rate in bulk mail. When sending individual or unique messages to an individual, Target
is able to use “target.com” domain as it has a higher likelihood of being successfully delivered
without delay.

b. What company owuns the bfil.com domain and what is Target’s relationship
with that company?

Epsilon owns this email domain. Target used Epsilon to help manage and distribute email to
impacted Guests.

¢. Why didn’t Target ensure that email messages from Target received by
Target customers arrived from a sender with a “target.com” domain, or take
other steps to ensure that email messages from the company could not be
misinterpreted to be phishing or other types of scams (which have been
prevalent in the wake of the breach)? What will Target do to minimize this
potential for confusion in the future?

We heard from our Guests and consumers that they were confused and concerned about the
automated response. As a result, we made the change to ensure a target.com domain was in the

ny-1140845



185

response. We also established our website (https://corporate.target.com/about/payment-card-
issue.aspx) as the single source of truth to verify communications from Target. In addition, afier
making the breach public, Target monitored more than 100 new domain name registrations and
active websites for potential phishing and scam operations seeking to take advantage of the
incident. Target monitored the proliferation of new domain name registrations that included the
word “Target” to determine if those registrations became active websites. Where Target
identified active websites that may have been intended to conduct phishing or scam operations or
that were otherwise infringing Target’s copyrights or trademarks, we promptly sent take-down
letters, succeeding in suspending or removing infringing content from all of them. Target
informed law enforcement of these efforts.

8. One topic of discussion at the Subcommittee hearing on February 5, 2014, was the FTC
v. Wyndham case, currently pending before the U.S. District Court for the District of
New Jersey. During questioning, I asked you about a brief of amici curiae filed in
support of the Wyndham position, which is that the FTC lacks the authority to enforce
reasonable data security measures on the basis of the FTC Act’s Section 5 prohibition
on unfair acts or practices. This brief, which is enclosed for your review, represents
four business associations, including the Retail Litigation Center, an arm of the Retail
Industry Leaders Association (RILA). T asked you at the hearing if your company was a
part of this brief through these associations, and whether your company agrees with the
position taken by Wyndham. At the time, you indicated that you were not familiar with
the case, but that “we are committed to making this right, and we are committed to
engaging on this topic. And we are willing to do so independent of RILA. Target is
willing to engage on this topic.”

a. Yes or no, should Congress pass a law establishing federal data security
standards, applicable to commercial entities including retailers and which
would cover sensitive financial and non-financial personal information? If so,
which agency do you believe should enforce the law? If not, why not —and
what do you propose as alternative measures to enhance safeguards for
consumers’ personal information?

Target supports federal data security standards so long as they are reasonable, flexible enough to
encompass developments in technology, and do not hinder our ability to serve our Guests. Target
believes that Congress has the responsibility to review and determine which agency or agencies
should enforce various consumer protection laws and standards. Target seeks to comply with
federal laws, regardless of which agencies enforce them.

Following your response, 1 encouraged you to verify whether or not your company is
part of an association that has supported the Wyndham position in the aforementioned
brief.

b. Is Target a member of RILA?
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¢. Does Target agree with the position taken by Wyndham and the entities that
filed the brief of amici curiae that the FTC lacks authority under the FTC
Act’s Section 5 to enforce reasonable data security measures? If so, what
agency do you suppose should make sure that companies adequately protect
consumers’ personal data and are accountable to the public?

The authority of the Federal Trade Commission under Section 5 is being discussed by
policymakers and elected officials. Target believes that Congress has the responsibility to review
and determine if agencies have appropriate authority to enforce various consumer protection

laws and standards. Target seeks to comply with federal laws, regardless of which agencies
enforce them.
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Michael Kingston
Senior Vice President

& Chief Information Officer
The Neiman Marcus Group
111 Customer Way
frving, TX 75039

Dear Mr. Kingston,

‘Thank you for appearing before the Subcommittes on Commerce, Manufacturing, and Trade on
Wednesday, February 5, 2014 to testify at the hearing entitled “Protecting Consumer Information: Can
Data Breaches Be Prevented?™

Pursuant to the Rufes of the Committee on Energy and Commerce, the hearing vecord remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addrossing, (2} the complete text of the question you are addressing in
bold, and (3) your answer fo that question in plain text.

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Wednesday, July 2, 2014, Your responses should be e-mailed to the Legislative Clerk in
Word format at Kirby.Howard@maiLhouge.goy and mailed to Kirby Howard, Legislative Clek,

Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C. 20515,

Thank you again for your time and effort preparing and delivering testimony before the
Subcommittee.

Sincerely

Terry
Chairman
Subcommittee on Commerce,

Manufacturing, and Trade

cer Jan Schakowsky, Ranking Member, Subcommittee on Commerce, Manufacturing, and Trade
Attachment
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NeimanMarcus Group

Michael R, Kingston
Senior Vice President
Chiel Infarmation Officer

July 2, 2014

The Honorable Lee Terry

Chairman

Subcommittee on Commerce, Manufacturing and Trade
Committee on Energy and Commerce

U.S. House of Representatives

Washington, DC 20515

Dear Chairman Terry:

Thank you for the opportunity to testify at your hearing on Febroary 5, 2014 entitled
“Protecting Consumer Information: Can Data Breaches be Prevented?” I have attached
responses to the written questions that Congresswoman Schakowsky and you posed following
the hearing. The Neiman Marcus Group appreciates your interest and attention to this issue.

Sincerely,

Michael R, Kingston

CC: The Honorable Jan Schakowsky
Ranking Member
Subcommittee on Commerce, Manufacturing and Trade

111 Customer Way, lrving, Texas 75039
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Additional Questions for the Record

The Honorable Lee Terry

1.

You testify you called a forensic investigative firm, per protocol required by the payment
card brand, after receiving a common point of purchase (CPP) report indicating cards
previously used at Neiman Marcus had been compromised and used to commit fraud
elsewhere. Have you previously ever had CPP reports indicating a possible problem? If so,
were you able to determine the original point of compromise?

A Neiman Marcus had not previously received a CPP report; thus the ones we
received in December 2013 were the first CPP reports we had received.

You describe the reconnaissance efforts the matware conducted earlier in 2013 that enabled it
to be customized to your system and further avoid detection. In general, are you able to say
when or how the malware originally infilirated your system?

A. The earliest evidence of malware in our system according to our ongoing forensic
investigation is in March 2013, when so-called reconnaissance malware began operating
in our system. The investigation determined that this malware conducted reconnaissance
efforts but did not attempt to scrape or obtain any puyment-card data. The card-scraping
malware operated in our system from July 16 to October 30, 2013, according to our
Jorensic investigation. How the reconnaissance malware infiltrated our system remains
unknown at this point, although our investigation is ongoing.

3. You describe how the forensic team created a custom decoder to decrypt the output files the

malware had created and encrypted. Does that mean that encryption can be defeated by
criminals as well?

A Encryption is clearly an important data security tool, and along with other
techniques can be deployed to protect sensitive information. However, encryption cannot
provide guaranteed proiection, as there are ways fo defeat it. Criminals commonly
attempt 1o defeat encryption by stealing the encryption algorithm keys. Encryption can
also be decoded, although it may be complex and very time-consuming to decode (and
therefore decrypt) encrypted files. In our situation, our team of forensic investigators
decoded the encrypted files that had been created by the hacker — an important step in
order to help determine what the hacker had been attempting to accomplish, and how.

4. You appear to have over-notified customers in an abundance of caution based on what you

now know, Has this experience led you to conclude whether or not we need to change current
laws to address breach notifications? Are the laws flexible enough to address situations
where you are still gathering information and don’t know the extent of what happened?

A. State laws vary in numerous ways regarding the required timing and scope of
notification following a data security intrusion. As I discussed during my testimony, once
a data intrusion is initially discovered, substantial forensic investigative work may be
needed to determine whether malware was actually placed within the system, whether the
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malware actually functioned in the system, whether it had the capability to successfully
capture card data or other personal information and export it ouiside the system, and
whether the data was successfully exported. Until most or all of these questions are
answered, it may be difficult to answer the overall question whether a data breach
actually occurred — which also may depend on the definition of “data breach " which
varies by state.

1 also discussed during my testimony that once a data intrusion is discovered, it is
important 1o lake steps 1o conlain the intrusion — steps that may be complex and time-
consuming and that require delailed knowledge about the intrusion. Otherwise, if
notification is made before the intrusion is contained, there is a significant risk that the
attacker might accelerate efforts to obtain captured account numbers, or that other cyber
criminals might be encouraged to test the system for vulnerabilities.

While the statutes relating to data breach notification vary, we believe that in
determining the appropriate timing of notifications, such statutes should recognize the
time it takes for the entily that was the target of the intrusion to answer fundamental
questions about the nature and scope of the intrusion, as well as to contain the intrusion.

The Honoerable Jan Schakowsky

1.

It is critically important that when large thefts of sensitive consumer data are carried out, the
public is made aware quickly, both in the interest of transparency and so that those affected
can act to prevent fraudulent activity., I am very interested in finding out more about the
decision-making process that led to public notification of the Neiman Marcus breach. Some
have raised concerns that this notification did not occur in as timely a manner as it could
have.

a. 1 understand that companies whose network systems are breached would like to have
time to “dot the ’s and cross the r's” — but for consumers, every hour matters. Please
explain why Neiman Marcus disclosed its breach on Januvary 10, 2014, to those
customers with known fraudulent charges on their accounts, but waited until January
22, 2014, to notify the additional consumers whose payment card data may have been
exposed to the malware. Additionally, why could such a broader notification not have
gone out by (at the latest) January 16, 2014, when the company released on its website
a public letter to customers?

A. Once Neiman Marcus determined that a data intrusion occurred, we were
committed to notifying our customers, including those potentially affected by the
intrusion, in a prompt and transparent fashion. In fact, on the very same day that our
Jforensic investigators concluded that the malware had been disabled (January 10),
Neiman Marcus announced publicly (including through press announcements and
statements on our Twitter account) that we had suffered a data security incident and that
some customers' payment card information had been potentially compromised. This
announcement was widely disseminated by prominent print and broadcast media as well
as social media. We also sent individual notices that same day (by email) and the next
day (by letter} to all customers whose payment cards were listed on the then-received

2
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CPP reports (about 2,400) for whom we had email and postal addresses. As I explained
above and in my testimony, providing public notification prior to the date of containment
would have been imprudent and risked attracting further hacker activity.

On January 16, our CEO Karen Katz issued a public letter, posted on our website
with a prominent link from our home page, explaining that we had been the subject of a
data security incident, and offering free credit monitoring and identity-theft insurance
Jor one year fo any customer who had used awny payment card to conduct any
transaction during the past year at any Neiman Marcus Group store or website.

These actions make it clear that Neiman Marcus took very strong steps 1o quickly
notify all its customers and the general public about the data infrusion situation. Broad
public wnotification is one important and effective way to provide notice fo our
customers, especially in situations like this when we still did not know which individual
customers were potentially affected by the data intrusion.  Initially, the only
information we had abour individual customers who may have been affected by the data
intrusion was from CPP reports, which listed customers who had used their cards at
Neiman Marcus and subsequently received fraudulent charges at some point. As I
testified, determining how and when the malware had operated (and therefore which
customers were potentially affected) was time-consuming, complicated work, even for
expert forensic investigators, and included the work necessary to decrypt the malware's
encrypted output files and ensure the malware was disabled. The investigators
ultimately learned that the malware was highly sophisticated and was different than
any other malware they had ever analyzed.

It was around the time of Karen Katz’s January 16 letter that the investigators
had completed sufficient work to become reasonably confident that the dates during
which the card-scraping malware had been active were July 16 to October 30, 2013.
This date range allowed us to preliminarily identify the universe of customers who were
potentially affected by the data intrusion. Significant work was required to gather the
contact information as to those customers for whom we had such information, and to
prepare the letters and email notices.

Four business days later, on January 22, we issued an updated public notice on
our website explaining the July 16 — October 30 period. The same day, we sent out
individual email and letter notices about the incident to not only our cusiomers who
shopped at a Neiman Marcus store between these dates (for whom we had contact
information) but also a much broader group of customers — any customer who used a
payment card at any time in the past year for any Neiman Marcus Group purchase
(whether in one of our stores or on our websites) and for whom we had contact
information.

Through these acts of public and individual notification, Neiman Marcus acted
prompily and appropriately to advise our customers of the situation and fo provide
them with timely and accurate information.
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b. Having just recently gone through the response and public notification activities for the
breach, what do you believe Neiman Marcus could have done differently in order to
provide the public with more complete information on the breach at an earlier time?

A As set out above, we provided widespread public nolification (using both
traditional and social media) on the very same day our forensic investigation
concluded that the malware had been fully contained (which was merely four days
after the specific nature of the data intrusion became known). Four business days
later, our CEQ posted an open letter on our website explaining that we had been
the subject of a data security incident. Four business days after that, our CEO'’s
public letter was updated based on additional information from the ongoing
Jorensic investigation, information was provided about the apparent beginning
and ending dates of the card-seraping malware’s operation, and the number of
customers potentially affected. We are proud of the prompt and broad manner in
which we notified and provided important information to the public and our
customers about the data intrusion.

2. At the Subcommittee hearing on February 5, 2014, one topic of discussion was the FTC v.
Wyndham case, currently pending before the U.S. Distriet Court for the District of New
Jersey. During questioning, I asked you about a brief of amici curige filed in support of the
Wyndham position, which is that the FTC lacks the authority to enforce reasonable data
security measures on the basis of the FTC Act’s Section § prohibition on unfair acts or
practices.  This brief, which is enclosed for your review, represents four business
associations, including the Retail Litigation Center, an arm of the Retail Industry Leaders
Association (RILA). I asked you at the hearing if your company was a part of this brief
through these associations, and whether your company agrees with the position taken by
Wyndham. At the time, you indicated that you were not familiar with the case, but that
“Neiman Marcus supports having standards in place for data security.”

a. Yes or no, should Congress pass a law establishing federal data security standards,
applicable to commercial entities including retailers and which would cover sensitive
financial and non-financial personal information? If so, which agency do you believe
should enforce the law? If not, why not - and what do you propose as alternative
measures to enhance safeguards for consumers’ personal information?

A. Technology evolves rapidly, so electronic data securilty standards
necessarily need to evolve as well. Standards, guidelines, and recommendations
are important and can be very helpfil to companies seeking to ensure that they
are taking all reasonable steps o keep sensitive personal information secure in a
quickly-changing world with evolving and sophisticated security threats, Keeping
those standards up-to-date, and ensuring that they strike the right balance
between not being too vague and not being too inflexible, is a very difficult task
for any entity. Whether Congress or another entity is best suited to establish such
data security standards is a question beyond our expertise.
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Following your response, I encouraged you to verify whether or not your company is part of
an association that has supported the Wyndham position in the aforementioned brief.

b. Is Neiman Marcus a member of RILA, or does it have a working partnership with
RILA or the Retail Litigation Center?

A. The answer to both questions is no.

¢. Does Neiman Marcus agree with the position taken by Wyndham and the entities that
filed the brief of amici curiae that the FTC lacks authority under the FTC Act’s Section
5 to enforce reasonable data security measures? If so, what agency do you suppose
should make sure that companies adequately protect consumers’ personal data and are
accountable to the public?

A. Neiman Marcus did not join the amicus curiae brief in the Wyndham case
and has never taken the position that the FTC lacks authority to enforce data
security under Section 5 of the FTC Act. We support data security standards and
appropriate enforcement in this areaq.
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RANKING ME

ONE HUNDRED THIRTEENTH CONGRESS
Congress of the United States

Pouge of Wepresentatives

COMMITTEE ON ENERGY AND COMMERCE
. Orpce Buining
sron, DC 20515-6115

June 18,2014

Mr. Bob Russo

General Manager

PCI Security Standards Couneil
401 Edgewater Place, Suite 600
Wakefiekd, MA 01880

Dear Mr. Russo,
Thank you for appearing before the Subcommittee on Commerce, Manufacturing, and Trade on

Wednesday, February 3, 2014 to testify at the hearing entitled “Protecting Consumer Information: Can
Data Breaches Be Prevented?”

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing rocord remaing
open for ten business days to permit Members 1o submit additional questions for the record. which are
attached. The format of your responses to these questions should be as follows: (1) the name of the
Member whose question you are addressing, (2) the complete text of the question you are addressing in
bold, and (3) your answer to that question in plain text.

To facilitate the printing of the hearing record, please respond 10 these questions by the close of
business on Wednesday July 2, 2014, Your responses should be e-mailed to the Legislative Clerk in
Word format at Kirby.Howard@mail.house.gov and mailed to Kirby Howard, Legislative Clerk,
Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C. 20515,

Thank you again for your time and effort preparing and delivering testimony before the
Subconmittee.

Lee Terry
Chairman
Subcommittec on Commerce,
Manufacturing, and Trade

cor Jan Schakowsky, Ranking Member, Subcommittee on Commerce, Manufacturing, and Trade
Attachment
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@ Security
Standards Council
HOUSE COMMITTEE ON ENERGY AND COMMERCE

SUBCOMMITTEE ON COMMERCE, MANUFACTURING, AND TRADE

“Protecting Consumer Information: Can Data Breaches Be Prevented?”

February 5, 2014

QUESTIONS FOR THE RECORD

Mr. Bob Russo
General Manager, Payment Card Industry Security Standards Council, LLC

Questions submitted by Chairman Lee Terry

1. Weuld chip-and-PIN techinology have made it harder for the criminals responsible
for the Target breach to use the card data they accessed?

The use of EMV chip technology is likely to have reduced the value of the compromised data as
it would inhibit the creation of counterfeit cards for in person transactions. However, global
adoption of EMV chip technology, including broad deployment in the U.S. market, does not
diminish the need for strong data security measures to protect against the loss of cardholder data.
Payment cards are used in a variety of ‘card-not-present’ channels—such as electronic
commerce——where today’s EMV chip technology is not typically an option for securing payment
transactions. Businesses must continue to strengthen data security protections that are designed
to prevent the unauthorized access and exfiltration of cardholder data.

There are no silver bullets - one specific technological approach will not address all security
challenges. Security requires a multi-layered approach that includes the use of PCI Security
Standards. The potential for a breach and damages caused by a breach can be mitigated if the
entity has preventative, detective, and incident response controls that employ a combination of
people, process, and technology as outlined in the PCl Security Standards. The PCl Security
Standards are a critical fayer of defense in this battle against cyber eriminals.

2. How does your organization keep PCI data security standards up to date? Do they
have to be modified every time a new type of malware appears?

Since the threat landscape is constantly evolving, the PCI SSC expects its standards to do the
same. Confidence that businesses are protecting payment card data is paramount to a healthy
cconomy and payment process—both in person and online. That's why to date, more than one
thousand of the world’s leading retailers, airlines, banks, hotels, payment processors, government
agencies, universities, and technology companies have joined the PCI Council as members and
as part of our assessor community to develop security standards that apply across the spectrum of
today’s global multi-channel and online businesses. Our community members are living on the
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front lines of this challenge and are therefore well placed, through the unique forum of the PCI
Council, to provide input on threats they are seeing and ideas for how to tackle these threats
through the PCI Standards.

The PCI Council develops standards through a defined, published three year lifecycie. Our
Participating Organization members told us that three years was the appropriate timeframe to
update and deploy security approaches in their organizations. In addition to the formal lifecycle,
the Council and the PCI community have the resources to monitor and provide updates through
standards, published FAQs, Special Interest Group work, and guidance papers on emerging
threats and new ways to improve payment security. Examples include updated wireless guidance
and security guidelines for merchants wishing to accept mobile payments.

For example, based on industry feedback, with the release of version 3.0 of the PCI DSS and
Payment Application-Data Security Standard (PA-DSS, the standard that covers payment
applications), the PCI Council made changes to address emerging threat areas such as third party
remote access, POS terminal tampering, and to define vendor accountability. Similarly, our latest
versions of security standards for Point of Sale devices requires a default reset every 24 hours
that would remove malware from memory and reduce the risk of data being obtained in this way.
By responding to these requirements, POS manufacturers are bringing more secure products to
market that reflect the standards’ development process that incorporates feedback from a broad
base of diverse stakeholders in the payment industry.

Updates are aimed at providing the right balance of flexibility, rigor, and consistency to help
organizations make payment security part of their "business-as-usual” activity, not something
centered on an annual assessment.

Proper implementation and ongoing maintenance are critical to protecting card data, as
highlighted by the recently released Verizon 2014 PCI Compliance Report. According to
Verizon, researchers “continue to see many organizations viewing PCI compliance as a single
annual event, unaware that compliance needs to have a 365 day-a-year focus.” Organizations
with security controls in place as part of complying with PCI security standards improve their
chances both of avoiding a breach in the first place, and of minimizing the resulting damage if
they are breached.

To support implementation and maintenance of PCI security controls the PCI Council manages a
number of programs and listings of information on our public website, In addition to standards,
PCI Council programs include: website listings of lab-tested secure PIN and non-PIN POS
terminals and other payment devices; security of payment applications; testing and qualification
of assessors performing PCI DSS audits, training and qualification of professionals to install
payment equipment and software; and many other programs focused on the integrity of payment
systems and third parties that merchants rely on to conduct business.

3. What are the differences between how small businesses comply with PCI versus
what PCI requires of big businesses?

As a technical standard setting body, the PCl Council creates security standards, but is not
involved in enforcement, compliance validation, or reporting. All organizations that accept,
store, process or transmit payment card data are subject to the same PCI Security Standards. The



197

difference lies in how an organization reports its compliance with the PCI Security Standards to
its acquirer and/ or payment card brand.

An organization that accepts a large number of payment card transactions may be subject to an
annual physical assessment of its systems by contract with their acquiring bank or payment card
brand. A smaller business may be required to complete a self-assessment questionnaire to
understand and communicate its security posture with any business partners.

Question submitted by Ranking Member Jan Schakowsky

1. At the Subcommittee hearing on February 5, 2014, a member of Congress inquired
about the difference between chip-and-PIN and chip-and-signature payment cards. 1
understand, as you indicated in your response, that “the combination of PCI and EMV
in any form” would be a “powerful solution for... face-to-face fraud and counterfeit
cards.” However, recent articles on The Verge and the Washington Post’s Wonkblog
have conveyed, respectively, that “[a] PIN is obviously stronger protection against
fraud than a signature, which can be easily forged and is ignored by most cashiers
anyway,” and that “[c]hip and PIN is the most secure way to conduct a transaction
because it prevents a card that’s lost or stolen from being used by a thief at the point of
sale by signing for the transaction.” I would like to return to my colleague’s question
and ask: from a security standpoint, what is the difference between chip-and-PIN and
chip-and-signature, and again, from a security standpoint, which provides stronger
protection for consumers?

From an overall data security perspective, which is the focus of the PCI Council, the strongest
protection for consumers is the combination of EMV chip technology and PCI Security
Standards.

Rather than focusing on a specific category of payment fraud, as EMV chip does with the face-
to-face card present environment, the PCI Data Security Standard (PCI DSS) seeks to protect
cardholder data anywhere this data is present within the payment ecosystem. In addition, the
latest versions of the PCI Council’s standards and programs for secure payment terminals, the
PIN Transaction Security (PTS) requirements, requires a default reset every 24 hours that would
remove malware from memory. When used together, EMV chip and PCI Security Standards can
reduce fraud and enhance the security of the payments ecosystem.

EMYV chip technology in any form provides an additional level of authentication at the point-of-
sale that helps reduce card present and counterfeit fraud. Use of a PIN provides protection
against lost and stolen card fraud. The PCI Council does not manage or develop standards around
chip technology or authentication methods. Further information on EMV chip can be found on
the website of the industry group responsible for this technology, EMVCo at www.emvco.com

In the case of recent breaches EMV chip technology could not have prevented the unauthorized
access, introduction of malware, and subsequent exfiltration of cardholder data. The PCI
Security Standards contain numerous security protocols that would prevent the insertion of
malware and quickly detect any exfiltration of information, along with our latest PTS
requirements that promote development of secure paynient terminals. But in such a breach EMV
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chip would have ensured that the value of the customer information that was compromised
would have been greatly reduced.
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Mr. Phillip I, Smith
Senior Vice President
Trustwave Holdings
12127 Longridge Lane
Bowie, MI} 20715

Dear My, Smith,

Thank you for appearing before the Subcommitee on Commerce, Manufacturing, and Trade on
Wednesday, February 3, 2014 to testify af the hearing entitled “Protecting Consumer Information: Can
Data Breaches Be Prevented?”

Pursuant to the Rules of the Commitiee on Energy and Commerce, the hearing record remains
open for ten business days to permit Members to submit additional questions for the record, which are
attached, The format of your responses fo these guestions should be as follows: (1) the name of the
Member whose question you are addressing, (2} the complete ext of the question you are addressing in
bold, and (3) your answer to that question in plain text,

To facilitate the printing of the hearing record, please respond to these questions by the close of
business on Wednesday July 2, 2014, Your responses should be e-mailed to the Legislative Clerk in
Word format at Kirby Howard@mailhouse.gov and mailed to Kirby Howard, Legislative Clerk,
Committee on Energy and Commerce, 2125 Rayburn House Office Building, Washington, D.C, 20515,

Thank you again for your time and effort preparing and delivering testimony before the

Subcommittee.
ol O
Tee Ten
Chairman

Subcommittee on Commerce.
Manufacturing, and Trade

cor Jan Schakowsky, Ranking Member, Subcommittee on Commerce, Manufacturing, and Trade
Attachment
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Questions for the Record Response: Phillip J. Smith, Trustwave Holdings

Additional Questions for the Record

The Honorable Lee Terry

1. How quickiy would you imagine that best practices would need to change in order keep
up with the changing tactics of cyber criminals? Is it realistic — or even possible - for
the private sector to keep up with these sophisticated hackers?

It’s not that best practices necessarily need to change. They just need to expand and be followed.
There are still basic best security practices to which businesses are not adhering. For example,
according to our 2014 Trustwave Global Security Report, weak passwords opened the door for
the initial intrusion in 31 percent of compromises we investigated in 2013 - the most commonly
used being “Password1.” Our 2014 State of Risk report revealed 63 percent of businesses do not
have a fully mature method to control and track sensitive data and 58 percent of businesses use
third-parties to manage sensitive data, yet almost half (48 percent) do not have a third party
management program in place.

Using strong passwords, tracking sensitive data and creating third party management programs
are all standard best practices that, in spite of the recent slew of high profile data breaches, are
not being followed. In addition to following the ones that are already known, businesses should
also be expanding their best practices due to the increasingly complex threat landscape,
abundance of data that needs protection and wide use of consumer-owned devices (i.e. BYOD).

Businesses should create and regularly update BYOD policies, patch management programs, and
incident response readiness plans. They should also perform risk assessments regularly and
perform vulnerability scanning and penetration testing across all of their networks, applications,
databases and devices to help identify and remediate security weaknesses before criminals
exploit them.

2. You referenced a study by Osterman Research that revealed 74 percent of the
organizations surveyed were infiltrated by malware. If it is so pervasive, why has the
market evolved to develop tools to make discovery easier?

There are security tools that make malware identification and blocking easier however, from
what we have seen, many organizations do not use them at all, use them incorrectly and/or solely
rely on one technology instead of looking at the bigger picture.

Data protection requires multiple layers of technology combined with threat intelligence,
manpower and expertise. One tool isn’t enough. In order to stay ahead of malware attacks,
businesses need to continuously be identifying and remediating security weaknesses within their
infrastructure; they need to identify where their most valuable data lives and moves and install
technologies that protect their attack vectors; they need to feed threat intelligence into those
technologies so that they are updated to protect against the latest threats; and they need to
monitor their controls 24-7 so that they can flag suspicious behavior and stop a criminal in his
tracks. They need all of those elements combined with anti-malware technologies designed to
detect and block malware before it reaches the end user.
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The technology exists but the manpower and expertise behind it doesn’t. A security control is
only as effective as the people who manage it. According to our recent Security on the Shelf
report, 28 percent of organizations are not getting the full value out of their security-related
software investments. Of the $1135 per user that organizations spent on security-related software
in 2014, 33 dollars of this investment was either underutilized or never used at all. That means
that for an organization of just 500 users, more than 16,000 dollars in security-related software
investments was either partially or completely wasted.

3. You recommend separating systems that contain payment card data from other
systems. Is this expensive? Is it practical for anyone but big companies?

The key is to find a security vendor that offers flexible solutions. Any size business should have
the capability to separate their critical data from non-critical data. Vendors that offer flexible
solutions, meaning the business only purchases what it really needs, are the best ones to partner
with when it comes to data protection. We recommend that businesses turn to a managed security
services provider for these kinds of controls. That way they are receiving the technologies,
manpower and expertise, all for one subscription price that is paid annually and set for a number
of years.

4. If Fortune 500 companies can be breached despite the resources they expend, does that
suggest smaller companies with fewer resources are much more vulnerable?

Any business, no matter the size, is a target. However, the businesses that make it more difficult
for a criminal to break in have less risk of being breached. Criminals look for the easiest path of
resistance. If they encounter too many layers of security they will seek out another victim that’s
casier to attack.

The more resources businesses can dedicate to security, the better; however they need to make
sure they are using those resources properly. Some larger companies may have the resources for
security however they may not be using them in the right places. For example, they may be using
their security budget to purchase various security technologies but then do not dedicate enough
staff with specific security expertise to make sure those technologies are installed, updated and
continuously working properly. They may have staff monitoring their behavior logs however
those staff members may not be trained to know what to look for. They may have an incident
response readiness program in place but they may never test that plan to identify and remediate
any weaknesses within it. They may have an IT team and security team but the two may not
communicate regularly opening up a potential vulnerability that’s easy to avoid.

Smaller companies may have fewer resources but there are ways to fill that resource gap — such
as partnering with an outside team of security experts (managed security services provider) — and
strengthen their data protection.

5. Will security standards stop data breaches? If not, what is the appropriate response to
limit risks of fraud and identity theft?

Security standards can help prevent data breaches but they need to be mandatory and can only go
so far. For example, at the recent White House summit on cybersecurity, President Barack
Obama focused on the importance of sharing threat intelligence across government agencies, law
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enforcement and the private sector and how safe harbor protections for companies that
participate should be in place. The remarks were a great beginning and helped bring data
protection to the forefront of many business conversations but an Executive Order, which for the
most part is voluntary sharing among the private sector, can only go so far. Executive Orders are
just one part of the equation. Congressional action is required in order to encourage full
cooperation from the private sector by providing protection for sharing data. This information is
needed to protect the nation’s critical infrastructure and our citizens® privacy. To do this
effectively, we need public/private collaboration in creating mandatory requirements surrounding
what kind of information must be shared, with whom and in what timeframe.

Security standards must also not be viewed as the be-all-end-all to security. For example, the
Payment Card Industry Data Security Standard (PCT DSS) requires all businesses that store,
process or transmit payment card data to implement certain security controls. However, too
many businesses simply “check the box” assuming compliance with the standard is the only
security measure they need to take. Businesses should use the PCI DSS as the baseline to their
security programs. It’s a good beginning but far from an end. They need to treat compliance as
an inherent result of continuously being secure. If they implement security controls based on
their specific needs first, compliance should automatically be achieved.

6. Your Global Security Report states the average time to detect a breach is 210 days.
Why does it take so long?

Oftentimes businesses do not have enough manpower and expertise dedicated to identifying and
reporting suspicious activities. They may have the technology to log their activities however the
people reading those logs may not understand what they should be looking for and, if they find
something suspicious, what they should do next. According to our 2014 State of Risk report, 21
percent of businesses do not have incident response procedures in place and 20 percent of
businesses do not have a process that enables the reporting of security incidents. Businesses need
to create and regularly test an incident response readiness plan so they know how to flag
suspicious behavior and what procedure they should follow if they do suspect a breach. By
regularly testing this kind of plan they can identify and remediate any weaknesses in that
procedure so that they are always prepared to detect and stop a breach.

7. Are there one or two recommendations you can make for the smaller companies with limited
resources that are most effective in limiting vulnerabilities to criminal hacking?

As | mentioned above, smaller companies typically do not have the manpower and expertise
dedicated to their security programs. They typically have one IT specialist who serves as a “jack
of all trades” and does not have the time or expertise required to protect the organization’s data.
That is why we recommend smaller companies outsource their security needs to a third party
team of experts whose sole responsibility is to install, update, monitor and manage their security
enabling the in-house staff to focus on other priorities.

They should also incorporate basic security best practices such as using their point-of-sale
systems only for payment transactions, using complex passwords or passphrases to access their
applications, networks and databases and making sure their anti-virus is up-to-date and all
software is patched.
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8. Trustwave’s Global Security Report highlights a 400 % increase in mobile malware in
2012. What does that say about the future of mobile commerce? What are the risks to
the average consumer who wants to use a smartphone for purchases or other
commercial transactions? When it comes to PCs, we have software that can detect
some types of malware. Are there tools consumers can use to scan for or protect
themselves against malware on their mobile devices?

Companies that develop applications for mobile commerce need to incorporate security during
the development, production and active phase. This includes continuous scanning and testing of
all networks, applications, databases and devices — all of which are key elements of a solid
vulnerability management program. They need to make sure security is built in and not bolted on
and by doing so they will reduce the risk of a consumer getting breached.

There are gateway technologies designed to detect and block malware that’s attempting to infect
PCs and mobile devices. These technologies can identify and strip out malware in real-time so
that no end user gets infected. Consumers should also follow basic security best practices when
using mobile devices. They should avoid accessing any sensitive information like their bank
accounts on their devices. They should keep their devices locked when not in use with a pin,
password or pattern etc. and treat third party applications with suspicion and skepticism. They
should research the application before downloading it to see if someone has shared any feedback
online. Some applications are designed specifically for phishing user data, so checking
applications” permissions on the device before and after downloading it is critical. Some
applications grant themselves access permissions and privileges on the device to secretly steal
user sensitive data.

The Honorable Jan Schakowsky

1. At the Subcommittee hearing on February 5, 2014, a member of Congress inquired
about the difference between chip-and-PIN and chip-and-signature payment cards. I
understand, as Mr. Russo of the PCI Security Standards Council indicated in his
response, that “the combination of PCI and EMYV in any form” would be a “powerful
solution for... face-to-face fraud and counterfeit cards.” However, recent articles on
The Verge and the Washington Post’s Wonkblog have conveyed, respectively, that “[a]
PIN is obviously stronger protection against fraud than a signature, which can be easily
forged and is ignored by most cashiers anyway,” and that “{c}hip and PIN is the most
secure way to conduct a transaction because it prevents a card that’s lost or sfolen from
being used by a thief at the point of sale by signing for the transaction.” I would like to
return to my colleague’s question and ask: from a security standpoint, what is the
difference between chip-and-PIN and chip-and-signature, and again, from a security
standpeint, which provides stronger protection for consumers?

EMYV is primarily an anti-fraud solution that relies on an authentication mechanism and provides
tools to prevent counterfeiting of payment cards. It is largely silent on the theft of data from a
merchant. 1t is a step in the right direction but it is not a silver bullet for security, Even with
EMYV technology businesses are at risk of man-in-the-middle attacks and EMV does not address
e-commerce security. According to our 2014 Trustwave Global Security Report, in 2009, ¢-
commerce compromises made up just 11 percent of assets targeted in the breaches we
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investigated. In 2011, e-commerce compromises made up 20 percent of assets targeted, and in
2012 that number soared to 48 percent. Last year, the number of e-commerce breaches perched
even higher, making up 54 percent of assets targeted. The increase may be partially due to other
countries adopting EMV technology.

Since chip and PIN cards are harder to clone, many criminals are shifting their targets, moving
from brick and mortar businesses to e-commerce. If they gain access to payment card
information on a chip and PIN card, they can still use that information to make purchases online.
Each chip-and-PIN payment card contains two different security codes - one on the magnetic
stripe, the other on the chip. Existing protections make it near impossible to clone a payment
card using the code on the chip however if criminals gain access to cardholders’ account
numbers and expiration dates, they can use the code on the magnetic stripe to make purchases
from e-commerce sites.

Businesses cannot look at EMV as the be-all-end-all to security. They still need multiple layers
of security controls in place which include continuously scanning and testing their applications,
networks and databases for security weaknesses so they can remediate those holes and making
sure they have enough manpower and expertise to monitor and update their security controls so
that they can defend against the latest threats.
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