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EXAMINING OBAMACARE’S FAILURES IN SE-
CURITY, ACCOUNTABILITY, AND TRANS-
PARENCY 

Thursday, September 18, 2014 

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM, 

WASHINGTON, DC. 
The committee met, pursuant to notice, at 11:11 a.m., in room 

2154, Rayburn House Office Building, Hon. Darrell E. Issa [chair-
man of the committee] presiding. 

Present: Representatives Issa, Mica, Duncan, Jordan, Chaffetz, 
Walberg, Lankford, Amash, Meehan, Farenthold, Collins, Meadows, 
DeSantis, Cummings, Maloney, Clay, Lynch, Connolly, Speier, 
Cartwright, Kelly, and Lujan Grisham. 

Staff present: Ali Ahmad, Professional Staff Member; Melissa 
Beaumont, Assistant Clerk; David Brewer, Senior Counsel; Steve 
Castor, General Counsel; John Cuaderes, Deputy Staff Director; 
Adam P. Fromm, Director of Member Services and Committee Op-
erations; Linda Good, Chief Clerk; Meinan Goto, Professional Staff 
Member; Christopher Hixon, Chief Counsel for Oversight; Mark D. 
Marin, Deputy Staff Director for Oversight; Emily Martin, Counsel; 
Tamara Alexander, Minority Counsel; Aryele Bradford, Minority 
Press Secretary; Jennifer Hoffman, Minority Communications Di-
rector; Una Lee, Minority Counsel; Juan McCullum, Minority 
Clerk; Dave Rapallo, Minority Staff Director; and Cecelia Thomas, 
Minority Counsel. 

Chairman ISSA. The committee will come to order. 
Without objection, the chair is authorized to declare a recess of 

the committee at any time. 
The Oversight Committee exists to secure two fundamental prin-

ciples: First, Americans have a right to know that the money 
Washington takes from them is well-spent; and, second, Americans 
deserve an efficient, effective government that works for them. Our 
duty on the Oversight and Government Reform Committee is to 
protect these rights. 

Our solemn responsibility is to hold government—government— 
accountable to taxpayers because taxpayers have a right to know 
what they get from their government. It is our job to work tire-
lessly, in partnership with citizen watchdogs, to deliver the facts to 
the American people and bring genuine reform to the Federal bu-
reaucracy. 

Over the past 4 years, the Oversight and Government Reform 
Committee has conducted vigorous oversight of the implementation 
of the Affordable Care Act, often called ‘‘Obamacare,’’ including the 
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design and launch of HealthCare.gov. Today the committee focuses 
on the interconnected issues of security of the Website, account-
ability within the administration, and, most of all, transparency to 
the American people. 

The Government Accountability Office released a report this 
week on security of HealthCare.gov. The GAO found the adminis-
tration failed to take appropriate and sufficient steps to protect 
HealthCare.gov and associated systems against security and pri-
vacy risks. More importantly, the GAO report strongly asserts that 
security testing is not complete and security weaknesses continue 
to plague the Website. 

One of the principal authors of the GAO report will testify before 
us today. 

The committee has released a report detailing several break-
downs in both accountability within the administration and trans-
parency to the American people during the design and implementa-
tion of HealthCare.gov. It is important to understand that, with 
private-sector, high-profile losses of information due to hackers, 
there are huge repercussions to those companies, and the govern-
ment often comes in and further victimizes the companies who 
have, in fact, been victimized by hackers. And yet, when the gov-
ernment fails to protect involuntarily taken personally identifiable 
information, there is nobody but people on this dais to try to hold 
government accountable. 

Documents obtained by this committee show factions developed 
within the agency in charge of implementing Obamacare, the Cen-
ters for Medicare and Medicaid Services, or CMS. These factions 
fought over several issues, including over Website security. 

CMS often fought to keep information from their colleagues with-
in the larger Department of Health and Human Services. And, ad-
ditionally, the administration endeavored to keep the truth and the 
true nature of the Website’s problems out of the public eye. Fol-
lowing the collapse of HealthCare.gov, administration officials re-
fused to admit to the public that the Website was not on track to 
launch without significant functionality problems and substantial 
security risks. 

Last month, CMS denied the Associated Press access to security 
documents requested under the Freedom of Information Act. Even 
more recently, CMS refused to provide the Government Account-
ability Office documents related to the 13 incidents that we are 
going to hear about in vague detail here today. 

I want to make something very clear. Refusal to cooperate with 
the GAO, a nonpartisan, government-created entity, refusal to 
allow access by the whistleblowers under Freedom of Information 
Act, and refusal to cooperate with even the inspectors general, 
something we saw here just a few days ago with 47 inspector gen-
erals out of 73 complaining with the lack of access even within the 
executive branch, this is not the most transparent administration 
in history. And, certainly, the transparency we see here today was 
only done under subpoena. 

We will probably hear today that CMS has offered to brief GAO 
on these 13 incidents. It is not acceptable after the public scrutiny 
reveals that they exist and they have been denied, on the eve of 
a hearing and only after an audit is completed, to then say, ‘‘We 
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would be glad to brief you.’’ That is unacceptable and, quite frank-
ly, one of the most disingenuous things I have ever seen. There 
were 5 months during the audit to comply with a reasonable re-
quest by the Government Accountability Office, and it wasn’t done. 

Questions of security can no longer be easily dismissed by the ad-
ministration. In late July, HealthCare.gov suffered a malicious at-
tack from a hacker, and it took nearly 2 months for CMS to iden-
tify the intrusion. CMS Administrator Marilyn Taverner, who is 
with us today, will testify, and we will discuss that in addition to 
the GAO report. 

I am sure we will hear that there was no loss of data, that this 
was not the main site, and so on. That doesn’t change the fact that 
security risks exist whenever you fail to secure not just the main 
site but backdoors. Too often, backdoors have been what we have 
discovered. 

In the case of another investigation of this committee, we discov-
ered that the backdoors were something as simple, in one case, as 
a stolen laptop on which those who stole it later added peer-to-peer 
software, which then made information on that data base available 
to the public, potentially. The Federal Trade Commission opened 
an investigation, and a plaintiff’s trial lawyer sued and won money 
on behalf of people whose information was never actually released. 
But, in fact, both the government and plaintiff’s bars thoroughly 
enjoyed going after a nonprofit AIDS clinic. I cannot and will not 
allow our government to put itself at a different standard of ac-
countability. 

Last month, the Center for Medicare and Medicaid Services in-
formed the committee that, once again, there were lost emails in 
response to the committee’s subpoena and documents related to 
HealthCare.gov. This is not an uncommon pattern; this is a pattern 
of predictability. This administration has not complied with nor 
caused their key executives, including political appointees, to com-
ply with the Federal Records Act. Administrator Tavenner admit-
ted to deleting her own emails during the time period of 
Obamacare implementation. 

Madam, your actions hinder Congress’ investigation and also pre-
vent the public from accessing information under the Freedom of 
Information Act. It appears as though this administration holds 
itself to a different level of compliance with historic Federal docu-
ments than the last administration or any administration since the 
passage. 

We are also today joined by the Department of Homeland Secu-
rity’s U.S. Computer Emergency Readiness Team, or CERT. The 
committee has concerns about the team’s transparency regarding a 
hack reported earlier this month. 

The administration has already spent a billion dollars on a 
Website that is still not fully operational and fully not secure. The 
same government officials responsible for the lack of transparency 
and accountability a year ago remain in the position of authority. 

Questions of security, accountability, and transparency go beyond 
whether or not you support the President’s healthcare law. Many 
of these issues are not limited to health care and mirror the trans-
parency and accountability concerns raised, again, by 47 out of 73 
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inspector generals in an unprecedented letter to this and other 
committees of Congress in August. 

Minutes before HHS announced publicly on September 4th that 
HealthCare.gov had experienced a malicious attack in July of this 
year, an HHS official contacted my office to give them limited de-
tails of the successful hack. During the brief call, HHS gave my 
staff the name and phone number of a contact at the Department 
of Homeland Security and suggested my staff contact DHS for more 
information about the hack itself and the government’s response to 
the hack. 

My staff reached out to HHS’s suggested contact at DHS on Mon-
day of last week, followed up on Tuesday, and were told that DHS 
was running—and in parentheses, the request—back with HHS to 
see if we can all jointly get on the phone, seeing if tomorrow will 
work. However, my staff followed up on Wednesday and Friday and 
then on Monday and Tuesday, with no response from DHS. 

I would like to note that, despite a week of persistent emails 
from my staff, DHS was unable to make time to brief our com-
mittee even by phone. However, 2 days ago, the minority staff noti-
fied me that they were asking for our witness today, DHS, to ap-
pear as a witness at today’s hearing. I accepted it even though, 
clearly, this is a witness from an organization that has refused to 
answer questions or cooperate with the investigation. 

When the minority staff reached out to ask if DHS would appear 
as a witness, DHS was able to produce a witness prepared, appar-
ently in detail, to provide testimony before this hearing today. 
However, DHS has still not arranged to properly brief our staff or 
to answer questions that we will be asking here today. 

I would like to introduce into the record at this time the cor-
respondence between the staff and DHS as an example of what ap-
pears to be a very different treatment from this administration to 
a request from the majority staff versus a request from the minor-
ity staff. And, without objection, it will be placed in the record. 

Chairman ISSA. Let’s cut to the chase. I have with me three wit-
nesses. Two, very clearly, are not part of transparency in govern-
ment. 

I have no doubt that your organizations have worked diligently 
with the minority to try to make this hearing good for you. It is 
not our job to try to make this hearing bad for you, but the Amer-
ican people deserve the truth, not a cozy relationship between the 
people of your President’s party, in covering up the ongoing failure 
to secure a Website that cost over a billion dollars. 

And, with that, I am pleased to recognize the ranking member 
for his opening Statement. 

Mr. CUMMINGS. Thank you very much, Mr. Chairman. 
First of all, I want to apologize for running late. The Speaker 

asked us to be at a joint session of Congress to hear the President 
of the Ukraine, and many of us were there. 

One of our most important jobs in Congress is to help protect the 
interests of the American people. They demand that government 
and private companies safeguard their personal information, safe-
guard their Social Security numbers, their credit cards, and their 
health information. Nobody wants to get a call from a credit card 
company saying, your personal information has been compromised. 
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It could upend your entire life, and it can cause serious financial 
problems for years. 

I believe our committee has the potential to perform a very valu-
able function in this area. With our extremely broad jurisdiction 
over multiple Federal agencies and corporate entities, we can help 
promote robust security standards across the entire government 
and private sector. To date, however, we have not fulfilled this po-
tential. 

Today’s hearing is our 29th on the Affordable Care Act and our 
sixth on HealthCare.gov. I completely agree that the ACA Website 
must be secure. That is why I am so heartened that, despite all of 
the challenges with the rollout last year, nobody’s personal infor-
mation has been compromised to date as a result of a malicious at-
tack. Nobody’s personal information has been compromised to date 
as a result of a malicious attack. Now, that could change, so we 
have to remain vigilant. After all, this is our watch. But, so far, no 
attacks have been successful in that regard. 

There certainly have been attempts. Last week, the Centers for 
Medicare and Medicaid Services reported that hackers uploaded 
malware onto a server. But there are several key facts to know 
about the attack. First, it was not directed at HealthCare.gov alone 
but a much wider universe of targets. Second, the server that was 
attacked was a test server that had no personal information on it. 
Third, the most important, nobody’s personal information was com-
promised as a result. 

That incident was investigated by the United States Computer 
Emergency Readiness Team and the Department of Homeland Se-
curity. The director of that team, in her written testimony for 
today, reports, and I quote, ‘‘There is no indication that any data 
was compromised as a result of this intrusion,’’ end of quote. 

Although our committee has spent a tremendous amount of time 
focusing on the Affordable Care Act and its Website, where no 
cyber attacks have compromised anyone’s personal information to 
date, we have been disregarding much more serious attacks that 
have actually compromised a massive amount of personal informa-
tion of our constituents. We are talking about hundreds of millions 
of people—hundreds of millions. 

For example, on January 14th, more than 8 months ago, I sent 
a letter requesting a bipartisan hearing with senior officials from 
Target. As I wrote, ‘‘Up to 110 million Americans were subjected 
to one of the most massive information technology breaches in his-
tory when their credit, debit, and other personal information re-
portedly was compromised,’’ end of quote. 

On September 9th, I sent a letter requesting a bipartisan hearing 
on a major data security breach at Community Health Systems, the 
Nation’s largest for-profit hospital chain. I explained that, quote, 
‘‘hackers broke into its computers and stole data on 4.5 million pa-
tients,’’ end of quote. As I noted, this was, quote, ‘‘the largest hack-
ing-related health information breach ever reported,’’ end of quote. 

On September 11th, I sent a letter requesting a bipartisan hear-
ing to examine the recent security breach at Home Depot, where 
our constituents shop. I explained that Home Depot, quote, ‘‘has 
more stores in the United States and a higher total annual sales 
volume than Target,’’ end of quote. And, quote, ‘‘it appears to have 
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experienced a data security breach for a longer period of time than 
the data security breach that occurred at Target,’’ end of quote. 

And just this Monday, I sent a letter requesting a deposition 
with the CEO of USIS, the company that conducts more back-
ground checks for the government than any other contractor and 
which had its own breach this summer. And I wrote, and I quote, 
‘‘Although press accounts have reported that the attack may have 
compromised the personal information of up to 27,000 Federal em-
ployees, government cybersecurity experts now believe this number 
is a floor, not a ceiling,’’ end of quote. I am talking about the people 
who work on Capitol Hill. I am talking about the people who work 
for the Federal Government—up to possibly 27,000. 

In response, I received a letter back from the chairman yesterday 
thanking me for my requests over the past year and acknowl-
edging, and I quote, ‘‘These serious incidents merit further review,’’ 
end of quote. 

Mr. Chairman, I thank you for that. I hope we can start on this 
right away. After all, these are our constituents. 

Let me close by highlighting that this is much broader than 
HealthCare.gov—much broader. GAO, which is also represented 
here today, warns that the number of cyber attacks is increasing 
against targets across the Federal Government, and, obviously, the 
same is true of the private sector. So oversight is certainly called 
for, and I hope that our committee seizes the opportunity and rises 
to the challenge. 

With that, I yield back. 
Chairman ISSA. I thank the gentleman. 
Chairman ISSA. At this time, I would like to place in the record 

examples of State attorney generals’ prosecution and relief on pri-
vate-sector and even public-sector entities and the history of their 
going after entities for financial damages that allow breaches. 

Without objection, so ordered. 
Mr. LYNCH. Mr. Chairman, can I get a copy of that? 
Chairman ISSA. We will make copies available to all of you. It is 

all public information. And we did include both your Massachusetts 
attorney general, Vermont’s attorney general, and Maryland’s at-
torney general’s actions on behalf of your constituents. 

Mr. LYNCH. I appreciate that. Thank you. 
Chairman ISSA. Members may have 7 days in which to submit 

opening Statements for the record. 
Chairman ISSA. We now welcome our witnesses today. 
Mr. Gregory Wilshusen is the Director of Information Security 

Issues at the Government Accountability Office and the subject, ob-
viously, of some frustration before he got here today. 

Ms. Marilyn Tavenner is the Administrator for the Centers for 
Medicare and Medicaid Services at the Department of Health and 
Human Services, thereafter called ‘‘CMS’’ today. 

Ms. Ann Barron-DiCamillo is the Director of the U.S. Computer 
Emergency Readiness Team at the Department of Homeland Secu-
rity, hereafter probably called ‘‘CERT.’’ 

Pursuant to the committee rules, all witnesses are to be sworn. 
Would you please all rise, raise your right hands to take the oath? 



7 

Do you solemnly swear or affirm that the testimony you are 
about to give today will be the truth, the whole truth, and nothing 
but the truth? 

Please be seated. 
Let the record reflect that all witnesses answered in the affirma-

tive. 
In order to allow sufficient time for your panel and then what I 

suspect will be a robust series of questions, I would ask that you 
limit your opening Statement to 5 minutes, although your entire 
Statements, including additional information that you may want to 
make available, will be placed in the record. 

So, Mr. Wilshusen, please continue. 

WITNESS STATEMENTS 

STATEMENT OF GREGORY C. WILSHUSEN 

Mr. WILSHUSEN. Thank you, Mr. Chairman. 
Chairman Issa, Ranking Member Cummings, and members of 

the committee, I am pleased to be here today as you examine the 
implementation of the Patient Protection and Affordable Care Act. 

As you know, the act requires the establishment of a health in-
surance marketplace in each State to assist consumers and small 
businesses in comparing, selecting, and enrolling in the health ben-
efit plans offered by participating private insurers. 

CMS is responsible for creating a federally facilitated market-
place for States that do not establish their own. This marketplace 
is supported by an array of IT systems, including HealthCare.gov, 
the Website that provides the consumer portal to the marketplace. 

My Statement today will summarize the key findings from our 
recently issued work on the security and privacy protections of the 
systems supporting HealthCare.gov. 

But before I proceed, Mr. Chairman, if I may, I would like to rec-
ognize several members of my team who are instrumental in per-
forming this work. With me today is John de Ferrari, Marisol Cruz, 
Justin Palk, and Mark Canter. In addition, members from GAO’s 
e-Security Lab also participated: Lon Chin, Wes Coile, Duc Ngo, 
and Michael Stevens. 

Chairman ISSA. Could you all please stand so that we can all, at 
least for a moment, realize your contribution? 

Thank you. You may continue. 
Mr. WILSHUSEN. Thank you. 
HealthCare.gov-related systems, including the core systems of 

the federally facilitated marketplace and Federal Data Services 
Hub, represent a complex system that interconnects a broad range 
of Federal agency systems, State agencies and their systems, and 
other entities, such as contractors and issuers of health plans. The 
complexity and interconnectivity inherently introduces risk. Ensur-
ing the security of such a system poses a significant challenge. 

To meet that challenge, CMS has undertaken a number of activi-
ties to enhance the security and privacy of systems supporting 
HealthCare.gov. For example, CMS has developed and documented 
security-related policies and procedures. It developed a process for 
remediating identified security weaknesses. CMS also created 
interconnection security agreements with the Federal agencies with 
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which it exchanges information. And it instituted certain required 
privacy protections, such as notifying the public of the types of in-
formation that will be maintained in the system. 

However, CMS has not fully or effectively implemented key tech-
nical security controls to sufficiently safeguard the confidentiality, 
integrity, and availability of the federally facilitated marketplace 
and its information. For example, CMS did not always require or 
enforce strong password controls, did not sufficiently restrict sys-
tems from accessing the Internet, and did not consistently imple-
ment patches in a timely manner. 

CMS also had shortcomings in its information security and pri-
vacy management program. For example, system security plans for 
the federally facilitated marketplace and data hub generally con-
tained most required information, but each plan was missing key 
security information. CMS had also undertaken a series of security- 
related testing activities that began in 2012, yet these control as-
sessments did not fully identify and test all relevant controls prior 
deploying the systems. In addition, CMS did not fully assess pri-
vacy risk in its privacy impact assessments and had not fully es-
tablished an alternate processing site for HealthCare.gov systems 
to ensure that they could be recovered in the event of a disruption 
or disaster. 

To assist CMS, we made six recommendations addressing the 
shortcomings with the information security and privacy program 
and 22 recommendations to resolve technical security weaknesses 
related to access controls and configuration management. CMS con-
curred or partially concurred with all 28 recommendations and 
noted that it was taking actions to address each of them. 

In conclusion, while CMS has taken important steps to apply se-
curity and privacy safeguards to HealthCare.gov and its supporting 
systems, weaknesses remain that put these systems and the sen-
sitive personal information they contain at an increased and unnec-
essary risk of compromise. 

Mr. Chairman, Ranking Member Cummings, and members of the 
committee, this concludes my opening Statement. I would be happy 
to answer your questions. 

Chairman ISSA. Thank you. 
[Prepared Statement of Mr. Wilshusen follows:] 
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Chairman ISSA. Ms. Tavenner? 

STATEMENT OF THE HON. MARILYN TAVENNER 
Ms. TAVENNER. Chairman Issa, Ranking Member Cummings, 

members of the committee, thank you for the opportunity to be 
here today. 

And I want to makeeveryone aware that CMS strives to be as re-
sponsive as possible. I understand that we have already provided 
over 140,000 pages of documents to this committee. Transparency 
is important, and that is why I am pleased to be here today and 
have the opportunity to answer your questions. And we will con-
tinue to produce documents. 

In the almost 5 years that I have had the privilege to work at 
CMS, my focus has been on how we can best serve our bene-
ficiaries, including seniors on Medicare, adults and children on 
Medicaid and CHIP, and consumers enrolling in the marketplace. 
When I come to work each day, I work to expand coverage and 
competition, reduce cost, improve quality in ways that make a dif-
ference in people’s lives. 

And we are making real and important progress. As of August 
15th this year, we have 7.3 million Americans enrolled in the 
health insurance marketplace coverage, and these are individuals 
who have paid their premiums. We are encouraged by the numbers 
of consumers who have paid their premiums and continue to enroll 
in the marketplace coverage every day through special enrollment 
periods. 

This is the most recent count of people who have coverage 
throughout the marketplace. Each month, this number will change 
slightly as consumers transition in and out of coverage as their life 
circumstances change—everything from getting a new job to mov-
ing to a new State or becoming eligible for Medicaid or Medicare. 

There is also good news about Medicare. Spending per Medicare 
beneficiary is growing slower than the overall economy. The Medi-
care trustees recently projected that the trust fund that finances 
Medicare’s hospital insurance coverage will remain solvent until 
2030, 4 years beyond what was projected just 1 year ago. 

We strive to make health care safer and better. In the last 5 
years, we have seen a 9-percent reduction in harm in hospitals, 
such as decreased healthcare-associated infections. This represents 
over 500,000 injuries, infections, and adverse events avoided; over 
15,000 lives saved; and approximately $4 billion in avoided costs. 
This adds up to better health care at a better price, and I know 
that makes a real difference for real people. 

Consumers also trust us with their personal information, and I 
take that trust very seriously. Security and privacy are one of our 
highest priorities. CMS has decades of experience in operating the 
Medicare program and its supporting systems, and we successfully 
protect the personal information of both beneficiaries and pro-
viders. However, we must continue to be vigilant and evolve our as-
sessments and actions to keep up with ever-changing threats. 

Consumers can use the marketplace with confidence that their 
information is safe and take comfort in knowing that no personally 
identifiable information has been maliciously accessed from the 
site. Our systems are designed with security in mind, and our focus 



25 

on security is ongoing. It did not end when the marketplace 
launched. CMS conducts continuous monitoring using a 24/7, mul-
tilayer, professional security team and penetration testing. Our 
systems comply with FISMA and standards promulgated by NIST 
and the Office of Management and Budget. 

There is risk inherent in any system. It is simply, sadly, a part 
of the cyber world in which we all live. We appreciate the work 
done by the GAO to suggest additional controls to help us further 
protect against these risks and are always seeking to improve upon 
the security protections in place. 

As we look forward to our second enrollment period, our goal is 
to buildupon this progress and to address outstanding challenges. 
We are working to make it as seamless as possible for people to 
reenroll in coverage and reinforcing our outreach to help more un-
insured consumers enroll in coverage. We are making management 
improvements with clear accountability and are committed to being 
transparent. 

This coming year will be one of visible and continued improve-
ment but not perfection. As problems arise, we will fix them, just 
as we always have. Throughout my career as a hospital executive, 
nurse, and public servant, my focus has been on providing people 
with high-quality health care. I am proud of the progress we have 
made at CMS, and I hope to continue to work with Congress on 
our efforts. 

Thank you. 
Chairman ISSA. Thank you. 
[Prepared Statement of Ms. Tavenner follows:] 
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Chairman ISSA. Ms. Barron-DiCamillo? Is that closer? OK. I will 
try to do better. Thank you. 

STATEMENT OF ANN BARRON-DICAMILLO 

Ms. BARRON-DICAMILLO. Chairman Issa, Ranking Member 
Cummings, and members of the committee, thank you for the op-
portunity to appear before you today. 

We are also making every opportunity and every effort to be 
transparent at DHS—to be as transparent as possible. 

My name is Ann Barron-DiCamillo. I am the Director of US- 
CERT within the National Cybersecurity and Communications In-
tegration Center, also known as NCCIC. We lead the Department 
of Homeland Security’s efforts in cyberspace to respond to major in-
cidents, analyze threats, and share critical cybersecurity informa-
tion with trusted partners around the world. 

US-CERT is a 24/7 operations center and receives and analyzes 
hundreds of incident reports a day. We work with public-and pri-
vate-sector partner organizations and are committed to the protec-
tion of privacy and civil liberties for all Americans. At US-CERT, 
we strive for a safer, stronger Internet for all Americans. 

Established in 2003, US-CERT initially focused on securing U.S. 
Federal systems and networks. DHS’s cybersecurity capabilities 
have grown immensely since the establishment of US-CERT, and 
we are working more closely than ever with partners across public 
and private sectors to develop a comprehensive picture of malicious 
activity and mitigation options. 

Cybersecurity is a shared responsibility and a continuous proc-
ess. Our focus is helping our partners build a resilient and secure 
ecosystem in cyberspace. Protecting our networks requires coordi-
nation across a global cyber community to enhance others’ capabili-
ties as we continue to mature our own. While DHS leads the na-
tional effort to secure Federal civilian networks, agency heads are 
responsible for assessing the risk to their systems and taking ap-
propriate measures to secure their networks. US-CERT supports 
agency heads and chief information officers in carrying out these 
responsibilities. 

I am here today in a technical capacity to provide findings from 
our analysis of the compromised test server at HealthCare.gov. 

US-CERT was notified of an incident by CMS, who has the over-
sight responsibility of HealthCare.gov. We conducted analysis of 
the images provided to us by CMS and found evidence of malware 
on a test server. As Stated by Ranking Member Cummings, our 
analysis concluded that there was no indication of personally iden-
tifiable information—also known as ‘‘PII’’—exposure and no indica-
tion of data exfiltration. Additionally, there is no evidence of any 
lateral movement within the network or further infection. 

We have provided CMS a report with these findings as well as 
mitigation recommendations. Additionally, we were able to share 
indicators from our analysis so that agencies, partners, and stake-
holders could better protect their own networks. We are currently 
in discussions with HHS to provide further onsite support. 

DHS remains committed to working with its Federal and private- 
sector partners no create a safe, secure, and resilient cyberspace. 



39 

And I look forward to answering any questions that you might 
have. 

Chairman ISSA. Thank you. 
[Prepared Statement of Ms. Barron-DiCamillo follows:] 
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Chairman ISSA. I will start with you then. 
When did you find out you were going to appear here today? 
Ms. BARRON-DICAMILLO. I believe I was informed on Monday. 
Chairman ISSA. And when did you begin preparing for today’s 

hearing? 
Ms. BARRON-DICAMILLO. When I was informed on Monday. 
Chairman ISSA. OK. 
Has CERT done a security testing of HealthCare.gov? 
Ms. BARRON-DICAMILLO. We were provided images from CMS of 

the compromised test servers, and we provided analysis—— 
Chairman ISSA. I appreciate that. The question was, has CERT 

conducted any security testing of HealthCare.gov’s vulnerabilities? 
Ms. BARRON-DICAMILLO. No. As I Stated in my opening remarks, 

we—— 
Chairman ISSA. So when Ms. Tavenner says there have been no 

loss of personally identifiable information, if you don’t know the 
vulnerabilities, how would she know that to be true? 

Ms. BARRON-DICAMILLO. I believe that CMS conducts their own 
scanning and testing, but I am happy to—— 

Chairman ISSA. Did you verify their scanning and testing to be 
sufficient? 

Ms. BARRON-DICAMILLO. We would be happy to provide that in-
formation—— 

Chairman ISSA. Did you? 
Ms. BARRON-DICAMILLO. I haven’t been provided any details on 

the scanning—— 
Chairman ISSA. So you don’t know that? 
Ms. BARRON-DICAMILLO. Within the test network? 
Chairman ISSA. Yes. It boils down to, you are here as an expert 

that I didn’t expect from an organization that refused to give my 
staff any briefing related to it—— 

Ms. BARRON-DICAMILLO. And I do apologize for that. I was under 
the impression that our staff was working with your staff to an-
swer those questions. I’m happy to answer—— 

Chairman ISSA. No. As of yesterday afternoon, they put people 
who didn’t have technical expertise on, who told us they would get 
back to us. That is after more than a week of information we have 
already put in the record where we were denied that. 

Maybe I will go on to GAO. 
I am going to ask, first of all, your indulgence. When this hearing 

is over, I would like you to accept the—pardon me? 
Mr. CUMMINGS. No, I—— 
Chairman ISSA. Oh, OK. 
Mr. CUMMINGS. I wanted to hear what you had to say. 
Chairman ISSA. That can happen. 
I would like you to accept a briefing and do a supplemental re-

lated to the 13 breaches. 
Mr. WILSHUSEN. OK. 
Chairman ISSA. Ms. Tavenner, I am going to presume that you 

will agree that he will have full access to all information related 
to that so that GAO may develop specific additional recommenda-
tions based on the actual breaches, if you will, the 13 incidents. 

Ms. TAVENNER. Yes, sir. 
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Chairman ISSA. OK. That will allow us to get what we don’t have 
here today, and I appreciate that. 

But, Mr. Wilshusen, you have gone through an extensive 
amount. Would you describe for the committee the level of coopera-
tion you believe you got? We have heard what you didn’t get. Are 
there some good-news stories in the cooperation as you did your in-
vestigation, or your audit? 

Mr. WILSHUSEN. Well, there is some good news and then some 
not-so-good news, Mr. Chairman. 

As we began our audit—and, generally, we do receive good co-
operation from the agencies that we audit as it relates to receiving 
information requests that we provide. In this case, initially, there 
were delays in providing certain documents that we had requested. 
In addition, CMS attempted to put certain restrictions on some of 
the documents. And—— 

Chairman ISSA. Did they cite why they were restricting? Are you 
just not trustworthy? 

Mr. WILSHUSEN. No, no. I think they indicated that they were 
concerned about the security—the sensitive security information 
in—— 

Chairman ISSA. So they don’t trust you. 
Mr. WILSHUSEN. I wouldn’t say that, sir, no. 
But we elevated the issue within GAO and within the Depart-

ment, and we reached and agreement to where we would be able 
to and they did provide the information for us to look at. 

Chairman ISSA. So, at the end of it all, there was no reason— 
after it was elevated, there was no reason that they should have 
denied it to begin with. 

Mr. WILSHUSEN. In my view, no. They should have provided it 
earlier. But, at the same point, you know, they had a concern about 
the security of the information, so they tell us. But, you know, their 
motivation would be probably better addressed by the Adminis-
trator. 

Chairman ISSA. OK. Limited time, and I want to sort of set the 
stage for what others on both sides of the aisle may ask here. 

When you looked at the robustness of how they determined with 
such certainty that there had been no breaches, no loss of person-
ally identifiable information, were you satisfied that all those pro-
cedures were robust enough that, with the certainty that Ms. 
Tavenner said that no losses had occurred, that no losses had oc-
curred? 

Mr. WILSHUSEN. Well, we did not receive actual security incident 
reports on these incidents, at least on the 13. We did receive a 
written response to an interrogatory, in which they indicated that, 
at least for the 13, that there was certain PII that was com-
promised or disclosed to an individual, but it was a consumer. It 
was due to a technical glitch in—— 

Chairman ISSA. Wait, wait, wait. I want to understand. 
Mr. WILSHUSEN. Right. 
Chairman ISSA. So personally identifiable information was lost or 

disclosed? 
Mr. WILSHUSEN. Was disclosed, according to their description. 

But—— 
Chairman ISSA. OK. 
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Ms. Tavenner, others will ask additional questions, but your 
opening Statement said none had been lost. How can we reconcile 
‘‘none has been lost’’ with a sworn Statement that some has been 
lost? 

Ms. TAVENNER. I think what my Statement said is there were no 
malicious attacks on—— 

Chairman ISSA. Oh. Oh, so if you just screw up and put the 
public’s information out, it is OK because it wasn’t a malicious at-
tack? 

Ms. TAVENNER. No, sir, I don’t think any time we put consumer 
information out there it is OK. But I think—— 

Chairman ISSA. OK. So my time has expired, and I want the 
ranking member to have full time. 

I just want to make it clear that wordsmithing of ‘‘no malicious 
was done’’ versus ‘‘accidental’’—just as we discovered at the time 
of the launch that, if I went to the section above, you know, where 
the URL normally is, when that thing was launched, if I simply 
typed in a different number or a different State code, I could have 
looked at somebody else’s record. That was part of what you guys 
had wrong on the day of the launch, is that you could simply go 
to somebody else’s record by changing that long streak at the top, 
meaning no code. That wouldn’t have been malicious, I guess, ex-
cept that if somebody were doing it to see what they would get, 
that would be a little bit malicious. 

So when you say no personally identifiable information was lost 
through malicious, what you are saying is you don’t know how 
much was lost, you just believe that the definition of ‘‘malicious’’ 
wasn’t met. Is that right? 

Ms. TAVENNER. I actually—and I think this relates to the per-
sonal incidents. And I do think that we want to cooperate with the 
GAO on that, and we are happy to review those. And I think—— 

Chairman ISSA. Thank you. Your desire to want to cooperate 
after we bring you here involuntarily for a hearing is most appre-
ciated, but, quite frankly, you should have cooperated with the 
GAO beforehand. 

Ms. TAVENNER. Sir, I think the—I always like to cooperate with 
the GAO and the OIG. And we have had over 140 open audits un-
derway, and I think we have cooperated. I would also like to say 
I came here voluntarily. 

Chairman ISSA. Thank you. 
The distinguished gentleman from Missouri is now recognized for 

5 minutes. 
Mr. CLAY. And thank you, Mr. Chairman. Thank you for—and 

thank the ranking member for yielding his time. 
Mr. Wilshusen, GAO found that HealthCare.gov had security 

weaknesses when it was first launched in part because of a lack 
of adequate oversight of security contractors. Is that right? 

Mr. WILSHUSEN. We found that, with respect to when it was first 
deployed—and recognize that our audit occurred subsequent to the 
initial deployment—we found that, based on a review of the docu-
ments, there were certain vulnerabilities in controls that had not 
been tested at that time and that there were a few vulnerabilities 
that had been identified through testing through which the CMS 
had accepted in order to provide an authority to operate—— 
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Mr. CLAY. Those responsibilities were incumbent upon the con-
tractor, correct? 

Mr. WILSHUSEN. Well, overall responsibility, it rests with the—— 
Mr. CLAY. With the contractor? Or—— 
Mr. WILSHUSEN. I believe—I think, in some cases, there may be 

incidents and we did identify weaknesses that were operated on 
systems operated by a contractor. But that was subsequent—— 

Mr. CLAY. OK. 
Mr. WILSHUSEN. That was during the course of our audit, not— 

that doesn’t necessarily pertain to prior to the deployment of the 
system. 

Mr. CLAY. Sure. And the GAO report found that there was not 
a shared understanding of how security was implemented among 
all entities involved in the development and security testing of the 
Website. Is that correct? 

Mr. WILSHUSEN. Yes, that’s correct. And what we found, too, is 
that in certain instances where CMS told us who was responsible, 
or the contractor that was responsible for certain tests, such as im-
plementing security on a firewall—— 

Mr. CLAY. Yes. 
Mr. WILSHUSEN [continuing]. It went to that contractor. The con-

tractor indicated that it was not his responsibility, that it was an-
other contractor, and that responsibility was not identified in that 
contract’s Statement of work. 

Mr. CLAY. Yes, but scenarios like this obviously increase the like-
lihood of security risks. Is that correct? 

Mr. WILSHUSEN. Yes, sir. 
Mr. CLAY. And was there a specific CMS official or group that 

was responsible for overseeing the security testing of 
HealthCare.gov? Is there a group? 

Mr. WILSHUSEN. Well, overall, the CMS CIO and CISO—I’m 
sorry—Chief Information Officer and Chief Information Security 
Officer have, I would say, overall responsibility for reviewing and 
assuring the security over the system. 

Mr. CLAY. Now, for a project of this magnitude, shouldn’t an 
agency official with a broad understanding of IT security testing 
oversee contractors? 

Mr. WILSHUSEN. I would say yes. 
Mr. CLAY. And was that the case here? 
Mr. WILSHUSEN. I would say that, you know, there is—that CIO/ 

CISO would be the individuals that would have that responsibility 
overall. 

Mr. CLAY. OK. So who would the CMS official be that would 
have that kind of understanding of IT security testing? Was there 
a person in place? 

Mr. WILSHUSEN. Yes. Either they had the CMS CISO. In addi-
tion, there are several individuals that were responsible for aspects 
related to the security over the HealthCare.gov. There is also an 
information systems security officer that has responsibility for as-
suring that, you know, security controls are properly implemented. 

Mr. CLAY. And, you know, the issues with IT security manage-
ment did not start with HealthCare.gov. As a matter of fact, this 
is a broader government problem that needs to be addressed, don’t 
you think? 
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Mr. WILSHUSEN. GAO has been reporting information security 
and Federal information security as a governmentwide high-risk 
area since 1997. And so, sadly, yes, it is a broad government issue. 

There have been weaknesses—just as an example, for Fiscal 
Year 2013, 18 out of the 24 major Federal agencies covered by the 
Chief Financial Officers Act reported either a material weakness or 
a significant deficiency in their information security controls for fi-
nancial reporting purposes. Twenty-one out of the 24—or IGs at 21 
out of the 24 agencies also cited information security as a major 
management challenge. So yes. 

Mr. CLAY. And so it would be fair to say that all Internet-facing 
systems, both in the Federal Government and the private sector, 
involve some risk. Is that correct? 

Mr. WILSHUSEN. Given the nature of the Internet and the capa-
bilities and prevalence of hackers who might try to exploit 
vulnerabilities, yes. The answer is there is risk in conducting on-
line transactions. 

Mr. CLAY. Thank you so much for your responses. 
And, Mr. Chairman, I yield back. 
Chairman ISSA. I thank the gentleman. 
We now go to the gentleman from Florida for 5 minutes. 
Mr. MICA. Thank you, Mr. Chairman. 
And I have a copy of your report dated September 2014. And, in 

that, you, in fact, State and GAO found—first of all, I think you 
found that the testing was not complete and that the whole pro-
gram was rolled out with weaknesses in security and protection of 
privacy. Would that be an accurate Statement? 

Mr. WILSHUSEN. Yes. 
Mr. MICA. OK. 
I also see that you say that the GAO report strongly asserts that 

testing of the Website still remains insecure. Is that correct? 
Mr. WILSHUSEN. I would say that the testing of HealthCare.gov 

and the supporting systems has not been comprehensive—— 
Mr. MICA. So even to date we have risks. Is that correct? 
Mr. WILSHUSEN. Today we have risks. 
Mr. MICA. Security risks, privacy information risks. OK. Thank 

you. 
And there was a—the rollout—they actually rolled this out, I saw 

in the report too—I guess four States had not even taken action to 
secure privacy? 

Mr. WILSHUSEN. I would characterize it more as they had not 
met CMS’s—— 

Mr. MICA. Right. 
Mr. WILSHUSEN [continuing]. Security requirements. 
Mr. MICA. Security requirements. And we will have those for the 

record, the States. 
Mr. MICA. So it is incomplete testing. 
Then I see, basically, a coverup of the failure that took place. Did 

you see any of that? 
They were trying—I went through some of these emails and 

some of the record the committee has. I don’t know if you saw this. 
But it looks like quite a coverup, or they tried to not let the public 
know the failure of the rollout and the failure of them to protect 
this information. Is that correct? 
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Mr. WILSHUSEN. I’m sorry, I could not comment on that because 
I have not seen the—— 

Mr. MICA. Oh, I can tell you. It is page after page. I mean, I can’t 
even use some of the language used here. 

Mr. Chairman, I would like to have some of this submitted in the 
record, this report. 

Chairman ISSA. Without objection, so ordered. The entire report 
will be placed in the report. 

Mr. MICA. OK. 
It is astounding. Again, ‘‘This is a [blanking] Disaster.’’ I mean, 

this is one of the HHS people who saw what was going on at CMS. 
Politico has a 2-day story that talks about the issues and most 

detailed explanation, but it is just stating overwhelming traffic that 
couldn’t have been replicated and tested. 

I mean, just one point after another of the coverup. And I think, 
unfortunately, people like Ms. Tavenner were involved in some of 
the coverup. 

Did you ever attempt, ma’am, to have any emails or records de-
leted as to what was going on in the failure? 

Ms. TAVENNER. I’m not aware of the emails. I’ve not seen the 
emails you are responding to, so I can’t answer that. 

Mr. MICA. Uh-huh. Uh-huh. Well, I have one email here, and you 
had asked that it, in fact, be deleted. And I can supply you with 
a copy of it. But it says, ‘‘Please delete this email.’’ And it goes on 
to detail what was going on, the failure that was going on. 

First of all, there was a company by the name of Serco that was 
employed to—or retained, a contract of $1.2 billion, is that correct, 
to process the paper applications? 

Ms. TAVENNER. We retained Serco. I don’t have the amount in 
front of me. 

Mr. MICA. Uh-huh. Well, again—— 
Ms. TAVENNER. I’m happy—— 
Mr. MICA [continuing]. This email talks about Serco and the fail-

ure of the proper processing. There were problems with processing 
the paper applications. 

Ms. TAVENNER. Congressman Mica, I’m happy to take a look at 
the email. 

Mr. MICA. Yes. And you had nothing to do with the awarding of 
a $1.2-billion contract, you would tell the committee too, right? 

Ms. TAVENNER. I don’t understand the question that you’re ask-
ing me. 

Mr. MICA. Of the Serco contract to process paper. 
Ms. TAVENNER. I’m actually not part of the—— 
Mr. MICA. Here you’re talking about Serco and the problems of 

the paperwork. You’re asking for deleting of information. 
Then I looked a little bit into Serco, and the Serco scandal grows. 

Did you know that Serco had been awarded the contract, a $1.2- 
billion contract, while they were being investigated? It’s a British, 
U.K. Firm, and they were being investigated for some fraudulent 
activities in the U.K. As they were being awarded a $1.2-billion 
contract. 

Ms. TAVENNER. No, sir, I did not—— 
Mr. MICA. You weren’t aware of any—— 
Ms. TAVENNER. And I think I Stated that last year in a hearing. 
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Mr. MICA [continuing]. Of the background. 
Again, I think we need to put this—Mr. Chairman, I would like 

to put this email in the record, where the witness asks that we de-
lete this particular email and it dealt with the problems at Serco 
at that point. 

Chairman ISSA. Without objection, so ordered. 
Mr. MICA. Finally, are you aware that you violate Federal law 

when you ask to delete information like this? 
Ms. TAVENNER. Again, Congressman, I would need to see the 

email in order—— 
Mr. MICA. OK. 
We’ll provide the witness, if we could, with—— 
Chairman ISSA. We will pause quickly. 
If you will send it down to her. I think you might as well get it 

quickly done. 
I would ask unanimous consent to stop the clock and give her an 

opportunity to read it. 
Thank you. 
Mr. MICA. Just simply, is that your email, and did you ask to 

have it deleted? At the beginning, it States pretty clearly your in-
tention. 

Mr. Chairman, I’ll defer to you to get a response from the wit-
ness. 

Ms. TAVENNER. This email is from me, yes, sir. That’s accurate. 
And this email was written to Julie Bataille, who at the time was 
involved in the call center. And I think this is about the call center 
information. And I think that I asked that she delete this email be-
cause it involved sensitive information regarding the President’s 
schedule, and I think that’s actually the area that’s redacted. 

But, no, it is not normally my custom to ask—sometimes I would 
ask that things be ‘‘close hold’’ or ‘‘do not forward.’’ But, in this 
case, it involved the President’s schedule, if I remember this cor-
rectly. 

Mr. MICA. So, again, Mr. Chairman, I would also—I want the en-
tire content of the email entered into the record and the reference 
further down to Serco. 

Thank you. Yield back. 
Chairman ISSA. Thank you. 
I would just briefly, if I could have an indulgence—why would 

the President’s schedule after the fact have any relevance to being 
needed to be deleted? I hear you, but the President’s schedule be-
comes very public in realtime within a very short period of time. 

Ms. TAVENNER. So I can’t answer the reason why this is re-
dacted. I didn’t make the decision to redact it. That’s done by our 
oversight—— 

Chairman ISSA. But you were surmising that it had to do with 
the President’s schedule. The President’s schedule is not all that 
secretive, and, after the fact, it has no relevance for protection. 

Ms. TAVENNER. I understand. 
Chairman ISSA. And, under the Federal Records Act, your com-

munication is to be retained, correct? 
Ms. TAVENNER. And it was retained. My immediate staff was 

copied on that, and that’s why you have it. It was retained. 
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Chairman ISSA. OK. So deleting it doesn’t change the fact that 
it had to be retained for the Federal Records Act. 

Ms. TAVENNER. It is retained. 
And, in fact, if you are asking about our response to NARA, we 

did that out of an abundance of caution because we weren’t sure. 
Because I didn’t necessary retain some emails if they related to 
scheduling changes and this sort of thing. So, going back to the 
issue of transparency and trying to be forthcoming about informa-
tion, we decided to notify NARA. 

Chairman ISSA. OK. I would hope that the unredacted versions 
of all this would be made available to the GAO. And I would ask 
simply that unredacted versions be seen by the GAO to see if, in 
fact, it’s consistent with what we’re hearing here today. 

Mr. MICA. Mr. Chairman, a unanimous request—— 
Chairman ISSA. The gentleman will State his request. 
Mr. MICA. I have articles about ‘‘Serco Scandal Grows’’ and peo-

ple paid to do nothing and processing Serco’s checkered past, 
‘‘White House Hired Sham Foreign Company for Obamacare,’’ and 
a Forbes article, ‘‘The Unhealthy Truth About Obamacare’s Con-
tractors.’’ 

I’d like these to be—— 
Chairman ISSA. Without objection, so ordered. 
Mr. MICA. Thank you. 
Chairman ISSA. And, with that, we’ll go to the gentleman from 

Pennsylvania for 5 minutes. 
Mr. CARTWRIGHT. Thank you, Mr. Chairman. 
And thank you to the witnesses for joining us here today. 
One of the most critical features of the Affordable Care Act is 

that it expands Medicaid eligibility to millions of low-income Amer-
ican adults. Prior to the ACA, Medicaid eligibility was restricted 
primarily to low-income children, their parents, people with disabil-
ities, and seniors. In most States, adults without dependent chil-
dren were not eligible for Medicaid. 

According to a study issued in April 2014 by the Kaiser Family 
Foundation, only about 30 percent of poor, non-elderly adults had 
Medicaid coverage in 2012 and uninsured rates for poor adults 
were more than double the national average. 

Under the ACA, Medicaid eligibility can be expanded to cover all 
non-elderly adults with incomes below 138 percent of the Federal 
poverty level. 

Administrator Tavenner, is that correct? 
Ms. TAVENNER. Yes, sir, I believe that is correct. 
Mr. CARTWRIGHT. All right. 
So the Federal Government pays States 100 percent of the costs 

for the first 3 years and then phases that down—phases its match 
down to about 90 percent in 2020. Despite this enormous level of 
Federal assistance, more than 20 States have decided not to par-
ticipate in the expansion, leaving millions of their own citizens 
without health care. 

Administrator Tavenner, can you comment on the coverage gap 
that is resulting from these decisions not to expand Medicaid in 
those States? 

Ms. TAVENNER. Yes, sir. 
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I would start first by saying, with Pennsylvania’s recent decision, 
we are now at 27 States, I believe, plus the District of Columbia, 
whohave decided to expand Medicaid. And, obviously, if you look at 
a lot of independent studies, there is a noticeable difference in the 
States that have decided to expand Medicaid in terms of lowering 
the number of uninsured. 

We’re going to continue to work with those remaining 20-some-
thing. And we meet with them on a regular basis to do what we 
can to encourage folks to expand. 

Mr. CARTWRIGHT. Now, by not participating, aren’t the States 
that aren’t leaving billions of Federal dollars on the table that 
could be used to improve the health of their own citizens? 

Ms. TAVENNER. Yes, sir, they are. And it also has economic con-
sequences for those States, as well. 

Mr. CARTWRIGHT. Of course. 
Now, recently, some Republican Governors, as you have alluded 

to, who had originally refused to expand Medicaid have now recon-
sidered their original decisions and have submitted Medicaid ex-
pansion plans for CMS’s approval. For instance, in my own State 
of Pennsylvania, as you mentioned, they decided to expand Med-
icaid, which will now provide health insurance to 600,000 low-in-
come adult individuals in our State. 

Administrator Tavenner, how will Medicaid expansion in Penn-
sylvania impact the health of its citizens? 

Ms. TAVENNER. I certainly can get you information from inde-
pendent studies, but there is a definite correlation between cov-
erage of insurance and long-term health improvement. 

Mr. CARTWRIGHT. Good. 
Now—and I don’t want to leave this question out. Other than po-

litical posturing by the Pennsylvania Governor, are you aware of 
any good reason why 600,000 good Pennsylvanians went without 
coverage for an extra 9 months from the rest of the States that ex-
panded Medicaid right away? 

Ms. TAVENNER. No, sir. We want everyone to expand and expand 
quickly. 

Mr. CARTWRIGHT. Well, Administrator Tavenner, why do you 
think Republican Governors are so divided on the issue of Medicaid 
expansion? 

Ms. TAVENNER. Sir, I can’t answer that. I’m not sure. I’m sure 
each State has their reasons. We just try to work with them and 
meet them where they want to be. 

Mr. CARTWRIGHT. All right. 
Do you expect to work with additional Governors who previously 

opposed Medicaid expansion but are now considering reversing 
their decisions? 

Ms. TAVENNER. Absolutely. 
Mr. CARTWRIGHT. Well, I want to say I thank you for coming 

here today, and I thank for you testimony. 
I hope that Governors in States that have so far not elected to 

expand Medicaid will reconsider, will consider the impact on their 
communities, to take advantage of this historic opportunity to lift 
up all of the Americans in their States, as well. 

Thanks again, Administrator Tavenner. 
And I yield back. 
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Chairman ISSA. Would the gentleman yield? 
Mr. CARTWRIGHT. I am out of time. 
Chairman ISSA. Oh, OK. Well, at some future time, I’m happy to 

work with you and explain Republican Governors to your satisfac-
tion. 

With that, we go to gentleman from Utah, perhaps a man that 
will someday be a Republican Governor, for 5 minutes. 

Mr. CHAFFETZ. Reclaiming my time, I thank the chairman. 
And thank you all for being here. 
Ms. Tavenner, a question for you about the Oregon exchange. 

The American taxpayers put in some $304 million to develop that 
State exchange. Now they want to come over and make a transi-
tion. 

Did you or anybody at CMS conduct a cost-benefit analysis to de-
termine that the switch to the Federal exchange was the most cost- 
effective for the taxpayers? 

Ms. TAVENNER. Yes, sir. We did an analysis of what it would cost 
for us to bring in the two additional we’re bringing in this year, 
Nevada and Oregon. And we did—I wouldn’t say it would be a so-
phisticated analysis, but we did a cost analysis. And, as you might 
imagine, when we already have 36 States in the exchange, adding 
2 more is cost-effective. 

Mr. CHAFFETZ. Could you share that analysis with us? Is that 
something you could provide to us? 

Ms. TAVENNER. Certainly. 
Mr. CHAFFETZ. What is the additional cost? 
Ms. TAVENNER. I don’t have that in front of me, but I’m happy 

to get it for you. 
Mr. CHAFFETZ. When is a good time—when would I raise the flag 

and say, ‘‘All right, that’s been long enough’’? Can you give me a 
sense of the time? 

Ms. TAVENNER. We should be able to get you that in a few days. 
Mr. CHAFFETZ. Very good. Thank you. I appreciate that. 
Ms. TAVENNER. It is part of our bill that is ongoing??????? 
Mr. CHAFFETZ. A few more questions about that. 
What is being done to claw back—I mean, there’s $304 million. 

Is that money all gone? Is there some of that coming back? Is 
somebody going to jail? What’s going on with it? 

Ms. TAVENNER. Each State—and, again, I am—— 
Mr. CHAFFETZ. I want to talk specifically about Oregon. 
Ms. TAVENNER. Yes. 
Mr. CHAFFETZ. That seems to be the most egregious. 
Ms. TAVENNER. I think Oregon has very actively gone after their 

contractor, and I think that’s been in the press. But I am happy 
to get you more details—— 

Mr. CHAFFETZ. But what is the Federal Government doing? It 
was Federal taxpayer dollars—correct?—that went into it. 

Ms. TAVENNER. Yes. These were actually grants awarded to 
States, and so the contract is between the State and the contractor. 
So the States were working that initially. 

Mr. CHAFFETZ. So CMS, Health and Human Services, Depart-
ment of Justice, the Federal Government—I mean, pick your enti-
ty—we’re doing nothing to claw back those dollars? 
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Ms. TAVENNER. Ultimately—I think it’s a little early in the deci-
sionmaking right now. States are going after it on the basis of their 
individual contracts. 

Mr. CHAFFETZ. But the Federal taxpayers give $304 million, and 
we just say, ‘‘Well, it’s up to Oregon to figure out what to do.’’ 

Ms. TAVENNER. We are obviously working with the State. 
Mr. CHAFFETZ. When we gave these grants, was there no condi-

tion or expectation that it would work? I mean, was there a deal 
that said that—did we just literally hand them over the money and 
we don’t care what happens? I mean, it ultimately didn’t work, cor-
rect? 

Ms. TAVENNER. What we did are a series of progress reports and 
requirements with the States. And I’m happy to get you that infor-
mation, as well. 

Mr. CHAFFETZ. I’m just trying to get some degree of specificity. 
I haven’t heard you yet say we’re doing something to try to claw 
back nearly a third of a billion dollars. 

Ms. TAVENNER. I think what I’ve said is that States are doing 
that right now. And we are cooperating with States. 

Mr. CHAFFETZ. And so—but why is the Federal Government not 
doing anything? 

Ms. TAVENNER. We are cooperating with States. The contract is 
between the State—— 

Mr. CHAFFETZ. So we’re just waiting for Oregon to tell us some-
thing. 

Ms. TAVENNER. We are working with Oregon and other States. 
That’s all I can say right now. 

Mr. CHAFFETZ. And, Mr. Chairman, I mean, I don’t know 
how—— 

Chairman ISSA. That’s all—just what she said, it’s all she’s going 
to say. She won’t answer your question. 

Mr. CHAFFETZ. I know. I just think it is something that the Con-
gress legitimately should look at. We give out $300-plus million, 
and we just call it a day and move on? 

Ms. Tavenner, is there any criteria or guidance for States who 
want to drop out and move to our exchange? Have you issued—or 
how do you evaluate those? Or do you just say ‘‘yes’’? 

Ms. TAVENNER. Well, we obviously have a list of criteria and re-
quirements for the State to move from a State-based exchange to 
move to the FFM. 

These entities stay State-based exchanges. They can continue to 
do their marketing, their outreach. What we are doing is the FFM 
support. And there are criteria they have to meet for us to move 
them back into the system. And I am happy to share that with you. 

Mr. CHAFFETZ. OK. So you can—in that package? 
Ms. TAVENNER. Yes. We have that. 
Mr. CHAFFETZ. Yes. In a few days, you’ll share that with me, as 

well. I appreciate that. 
Ms. TAVENNER. We have a lot of documentation. 
Mr. CHAFFETZ. Yes, OK. Thank you. I appreciate it. 
And, again, for my colleagues here, I just—we really have to look 

at this. It’s stunning to think that we would hand out by the hun-
dreds of millions of dollars to States and have no recourse, and if 
it doesn’t work, we just kind of throw up our hands and say, ‘‘Well, 
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it’s up to somebody else to figure it out.’’ That is not the way we 
should operate. It is pretty stunning and very dissatisfying and 
doesn’t produce results. It’s not responsible, it’s not accountable, 
and very frustrating. 

I yield back. 
Chairman ISSA. I thank the gentleman. 
We now go to the gentleman from Massachusetts who was here 

first, Mr. Lynch. 
Mr. LYNCH. Thank you, Mr. Chairman. 
I want to thank the members of the panel for your willingness 

to come here and help the committee with its work. 
Ms. Tavenner, generally, the way things work is that the private 

sector has far more resources than, oftentimes, our government en-
tities, and they are better prepared, better incentivized to keep 
data secure. And that troubles me because I see a list of—I am also 
on the Financial Services Committee, as well. And we’ve been deal-
ing with Home Depot. We’ve been dealing with Target. We’ve been 
dealing with JPMorgan Chase, the largest bank in the United 
States of America. We’re still not sure about the breadth of that 
breach, but we’re concerned about it. 

We have Heartland Payment Systems; that was 134 million peo-
ple in the United States. KB Financial Group, 104 million people. 
Global Payments system, 950,000 people to 1.5 million; we’re not 
sure yet. They even breached the Iranian banks, about 3 million 
people. That was probably us who did that. Morningstar, 184,000 
people. Citigroup, 360,000 people. 

So you’ve got all these big firms. Especially JPMorgan Chase, 
they’ve got some very, very smart people. They have an extreme fi-
nancial interest, as well as a reputational interest, to hang on to 
that data. 

And so I’m just worried with the—with, sort of, the botched roll-
out, the difficulty with the State exchanges, including in my State 
of Massachusetts. We’ve had a bunch of data breaches related to 
health care. 

Are you sure that you can sit here under oath today and tell me 
that nobody’s breached the, you know, HealthCare.gov site and 
that the folks whose healthcare information, tax information, per-
sonal information—that it remains secure today as we sit here? 

Ms. TAVENNER. So let me answer that in a couple of ways. And 
I will go back to the chairman’s point about transparency, as well. 

I dare say there is very little that concerns me more on a daily 
basis than the security of this Website, for a host of reasons. It’s 
a new project. It has been very, very visible in the press on a daily, 
if not hourly, basis. And we do have the difficulty in the rollout. 

We have, even within our limited resources, spent a great deal 
of time and money securing the Website. We have been able to 
meet FISMA standards, OMB standards, HIPAA standards. But I 
will always worry about the safety and security of the Website. 

We’ve talked about the earlier incident with the malware. And 
yesterday I was informed of another case, not related to 
HealthCare.gov, but an independent site, if you will, that was 
working with the cloud, with Website material, where there was 
another malware incident. Now, there was no personal information. 
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This is something that I don’t even have the details of. But these 
are the types of things that worry me every day. 

We meet about security weekly. We review every—— 
Mr. LYNCH. Yes. I’m not hearing the answer to my question. And 

I appreciate all of that. Believe me, I really do. But I only have a 
minute left, and I think you’re going to burn all my time here. 

So there’s no guarantee that therehas been no breach. I don’t 
want to put it that way, but you don’t seem to be able to give me 
a guarantee that there is not—— 

Ms. TAVENNER. Well, to date, we have had no malicious breach. 
We’ve had no breach of personal information. 

Mr. LYNCH. OK. OK. That’s fair enough. 
Let me ask you: One of the problems we’re having with out credit 

card issuers—and I am just using this as an analogy—is that, for 
them, you know, that’s product. They sell information. I think 
sometimes, by selling it, they bring on the breach themselves. But 
they also compile it so that these credit card companies have 15, 
20 years’ worth of data there all sitting there waiting to be hacked. 
So my purchases at Home Depot, you know, 10, 15 years ago are 
still part of that data grouping. 

Do we do anything to put firewalls up so that if there is a breach 
of the medical information that we can somehow limit the damage? 

Ms. TAVENNER. So, first of all, yes, it’s part of the design of the 
system. If you remember the hub, no information is stored on the 
hub. So that was one step. 

Second, we do not keep any medical information. There is some 
personal information, but we don’t have a need for medical infor-
mation. So that’s not stored within the FFM. 

The only thing that is stored in the FFM itself, separate from the 
hub, is the ability to work appeals of cases for people who say, ‘‘I 
didn’t get a tax credit. I should have gotten a tax credit.’’ So we 
keep it minimal, but we do have some storage—— 

Mr. LYNCH. But is that tax information in there? 
Ms. TAVENNER. No. There’s not tax information. There can be— 

sometimes people can State their income, but there is not tax infor-
mation. 

Mr. LYNCH. OK. All right. 
My time has expired. Thank you for your indulgence, Mr. Chair-

man. 
Chairman ISSA. Thank you. Thanks for a very good round of 

questioning. 
We now go to Mr. Meadows. 
Mr. MEADOWS. Thank you, Mr. Chairman. 
Ms. Tavenner—I’m over here. Want to go ahead, and I’ll speed 

through some of these questions. 
Ms. Tavenner, can you confirm that CMS will not change their 

open enrollment dates? I know we had so many different dates that 
changed before. Can you confirm to the American people and, real-
ly, to the providers that those open enrollment dates will not move? 

Ms. TAVENNER. The open enrollment date for this year is Novem-
ber 15th through February 15th. 

Mr. MEADOWS. And those will stay firm? 
Ms. TAVENNER. Yes, sir. 
Mr. MEADOWS. No changes. 
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Ms. TAVENNER. No changes. 
Mr. MEADOWS. They can count on it. OK. That’s good news. 
All right. How about window-shopping? Last time, you had to ac-

tually enroll, put your—I had to go on—when I was shopping, I ac-
tually had to sign up to be able to figure out what I want. Is that 
going to be available? 

Ms. TAVENNER. Window-shopping will be available, and you 
would not have to sign up this year. 

Mr. MEADOWS. So we’re going to be able to compare plans—— 
Ms. TAVENNER. That’s right. 
Mr. MEADOWS [continuing]. Without having to put in any per-

sonal data. 
Ms. TAVENNER. Yes, sir. 
Mr. MEADOWS. OK. Great. 
So let me go a little bit further into this. Bryan Sivak has come 

and shared testimony here with this committee. Are you familiar 
with who he is at HHS? 

Ms. TAVENNER. I know who Bryan is, yes. 
Mr. MEADOWS. OK. 
Let me read—when we were looking at the rollout, he says, ‘‘So 

to your question’’—this was him in an email—‘‘So to your question, 
how am I feeling about the launch, not good. Kind of heartbroken, 
actually. Whatever launches, if functional, will only technically 
meet the criteria of launching the exchange. It will be riddled with 
confusing and hard-to-use compromises. But I really don’t know. 
I’m not seeing anything that’s being delivered. It’s just piecing 
things together kind of through the grapevine.’’ 

And so there was not a real communication going on between 
CMS and HHS during the whole HealthCare.gov launch? 

Ms. TAVENNER. I am not familiar with that email. At least I don’t 
think I am. I—— 

Mr. MEADOWS. Well, I mean, I guess the question is, was there 
a whole lot of coordination between HHS and CMS technology peo-
ple going through? Because I have been led to believe that HHS 
only found out really what was going on through informants. 

Ms. TAVENNER. Well, we did weekly updates with HHS on the 
Website—— 

Mr. MEADOWS. So they didn’t have to have informants to find out 
what was going on? 

Ms. TAVENNER. I can’t remember if Bryan was in those meetings 
or not, but I wouldn’t think they would need informants. 

Mr. MEADOWS. OK. 
Did Bryan recommend to you that the Website launch should be 

delayed because of security testing concerns? 
Ms. TAVENNER. Bryan did not recommend to me that the launch 

should be delayed. Bryan did discuss in a—— 
Mr. MEADOWS. Because he shared with the committee that he 

did. So are you sure that he did not say that we should not delay 
the launch because of security concerns? 

Ms. TAVENNER. I think I need to finish my sentence. 
Mr. MEADOWS. My apologies. 
Ms. TAVENNER. That’s all right. The rest of that sentence is: 

There was a discussion about would it be possible to beta test or 
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launch a few States as opposed to bringing up the entire FFM. And 
I and the team did not think that was possible. 

Mr. MEADOWS. And why did you not follow his advice? 
Ms. TAVENNER. About the beta site? 
Mr. MEADOWS. Well, about delaying it. 
Ms. TAVENNER. Yes. So—— 
Mr. MEADOWS. I mean, you say ‘‘beta site,’’ I say ‘‘delay.’’ 
Ms. TAVENNER. Yes. 
Mr. MEADOWS. But whether you’re right or I’m right, why did 

you not follow his advice? 
Ms. TAVENNER. Well, I didn’t think that it was possible, the way 

that the FFM was configured, to do that, nor did I think that it 
was necessary. 

Mr. MEADOWS. OK. You shared your testimony earlier; you 
shared your resume. What part of your resume included IT back-
ground? Because that was his expertise. You sounded like you’re a 
healthcare provider, not an IT expert. 

Ms. TAVENNER. Well, I am a healthcare provider. I’ve probably 
become more of an IT expert in the last year. But I was taking—— 

Mr. MEADOWS. But at this particular—this was in January. So 
at what particular point did your IT expert outweigh his? 

Ms. TAVENNER. Actually, taking the recommendations of our IT 
expert team inside CMS, as well as our CMS contractors, who I felt 
were a lot closer to this issue than Bryan—— 

Mr. MEADOWS. All right. So now we can look backward and real-
ize that the rollout was a disaster. So what do you think of your 
IT expertise within CMS today? Was Bryan right, we should have 
delayed it? 

Ms. TAVENNER. I don’t know that Bryan was right. I know 
that—— 

Mr. MEADOWS. Was he closer to right than your team? 
Ms. TAVENNER. Not necessarily. I know that we have come a long 

way in our launch. And, as I said earlier, we have 7.3 million peo-
ple paying premiums across—— 

Mr. MEADOWS. I didn’t ask how many had signed up. This is 
about security, and he had a concern in January about security, 
and yet you ignored his advice. Why would that have been? 

Ms. TAVENNER. Because I had my own IT team who conveyed to 
me that they were confident in the project. 

Mr. MEADOWS. All right. 
I yield back. I am out of time. 
Chairman ISSA. If either of the other witnesses want to comment 

on the answer to the gentleman’s question about, a year ago, was 
the site ready and should it have launched in retrospect? 

Mr. WILSHUSEN. Well, I would just say that, at the time it was 
launched, that CMS did accept increased risk from a security per-
spective. 

Ms. BARRON-DICAMILLO. Not having reviewed the data that the 
CMS IT team had, I wouldn’t feel comfortable in commenting asso-
ciated with that. I think it’s important to have eyes on the project 
and be part of the team to make those decisions. It’s very difficult 
as a third-party partner participant to make that kind of assess-
ment without the actual knowledge and data. 
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Chairman ISSA. Well, as a former businessman, I would say that 
a site that couldn’t accommodate a few hundred people simulta-
neously signing on and people waiting for weeks or months, secu-
rity wasn’t the reason that that should not have launched. But I 
appreciate that you’re here on security today. 

The gentlelady from New York, a place where IT comes first for 
many of her constituents, is recognized for 5 minutes, Ms. Maloney. 

Mrs. MALONEY. That’s true. And that’s true of the west coast, 
too. 

I just want to note that this is the committee’s 29th hearing on 
the Affordable Care Act and the sixth on the Website. 

Chairman ISSA. We’ve got two more to go. 
Mrs. MALONEY. Oh, come on. Please. 
I want to focus on some very positive things, and that is the cost 

growth is slowing to historic lows. And that was one of the huge 
challenges that we confronted the whole time that I have been in 
Congress, is just the whopping cost in health care in our country. 

Now, contrary to some of my colleagues’ claims that the Afford-
able Care Act is causing healthcare costs to skyrocket, there have 
been multiple reports recently that show that the growth of 
healthcare spending in the United States is slowing to historically 
low levels. And that is good news for everyone. 

Administrator Tavenner, earlier this year, the Centers for Medi-
care and Medicaid Services issued its national health expenditure 
report. Are you familiar with that report? 

Ms. TAVENNER. I am familiar with that report. 
Mrs. MALONEY. Well, the report found that national health 

spending grew by just 3.7 percent in 2012, a near-record low, and 
the fourth consecutive year of slow growth of healthcare costs. 

In your opinion, what factors are driving this historically low 
rate of growth? 

And I’d like the others to chime in, too, if you would like to add 
to her response. 

Ms. TAVENNER. I think that we all felt it was a combination of 
things: certainly, the recession early on; but as time went by and 
we continued to see this historic low growth, I think some of the 
actions in the Affordable Care Act have made a difference. 

And it is an ongoing conversation I have with my actuary. And 
I think he would agree, if he were siting here with me, that it’s 
both. But the Affordable Care Act has made a difference. 

Mrs. MALONEY. Mr. Wilshusen? 
Mr. WILSHUSEN. I’m sorry, that was outside the scope of my re-

view, so I can’t really comment on it. 
Mrs. MALONEY. OK. 
Any comment, Ms. Barron? 
Ms. BARRON-DICAMILLO. That is something that I have not been 

involved in as the Director of US-CERT. 
Mrs. MALONEY. OK. Fine. 
Well, earlier this month, CMS released its national health ex-

penditure projections for 2013 through 2023. And according to 
these estimates, national health expenditures grew just 3.6 percent 
in 2013. Is that correct? 

Ms. TAVENNER. I believe that is. 
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Mrs. MALONEY. This is the lowest rate of growth since the Fed-
eral Government began keeping such statistics since 1960. I would 
call this a very positive development in public policy. Would you 
agree, Ms. Tavenner? 

Ms. TAVENNER. I would totally agree. 
Mrs. MALONEY. What about the next 10 years? We’re always 

looking ahead. I know CMS projects an uptick in health spending 
overall due to the large number of people who are newly insured 
through the Affordable Care Act, but what about per-enrollee 
health costs? 

Ms. TAVENNER. So, going back to that report, I think the trend 
is expected to move back up, with the number of individuals in 
Medicare and others. But I think that stresses the importance of 
our success in tying together delivery system reform, payment and 
quality, and why that works is critical that we continue it. 

Mrs. MALONEY. Well, why will they grow more slowly than before 
the Affordable Care Act? 

Ms. TAVENNER. I think because of some of the measures that 
we’ve put in place with the Affordable Care Act, such as tying pay-
ment to quality, tying payment to outcome, looking at things such 
as accountable care organizations, kind of transforming the deliv-
ery system, which is a work in progress. 

Mrs. MALONEY. Now, the Kaiser Family Foundation recently re-
leased an annual employee health benefit survey. And this report 
indicates that the slowdown in health spending also extends to em-
ployer-sponsored insurance—more good news. And according to 
Kaiser, premiums in employer-sponsored health plans grew only 3 
percent in 2012. 

So I would like to ask you—that’s tied for the lowest rate of 
growth since Kaiser started measuring the growth of employer 
healthcare plans. And is that report correct? Do you agree with the 
Kaiser report with the data you’ve been looking at? 

Ms. TAVENNER. Yes, I’ve reviewed the Kaiser report, and em-
ployer insurance does tend to follow what we’re seeing in Medicare 
and Medicaid. So yes. 

Mrs. MALONEY. Well, this seems to be very good news for the 
American consumers and our overall delivery of healthcare service. 
So I’m very pleased with these reports. And what do they say? 
Numbers don’t lie. And the numbers are showing that it’s showing 
an improvement. So I want to congratulate you and your colleagues 
on your work to help brings this to the American people. 

Thank you. 
Ms. TAVENNER. Thank you. 
Chairman ISSA. Thank you. 
The gentlelady from California, Ms. Speier. 
Ms. SPEIER. Mr. Chairman, thank you. 
And thank you to our witnesses. 
First of all, I’d like to congratulate you. You have lived through 

the real-life ‘‘Survivor’’ show and have succeeded. 
I find the fact that we have engaged in the most thorough, repet-

itive review of the implementation of the ACA as an incredible 
waste of your time. 

Now, there is a lot of good news, as my good colleague from New 
York has just underscored. And it is really quite interesting to me 
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that, for the longest time, there were all those who were panning 
the Affordable Care Act, saying, we’ll never get the numbers. And 
then, lo and behold—and you announced it earlier, Ms. Tavenner, 
I believe—over 7.3 million subscribers. Correct? 

Ms. TAVENNER. Correct. 
Ms. SPEIER. And then the hew and cry was, well, they won’t pay 

for it; they’ll pay 1 month, and then they won’t pay any longer, and 
it will fall on its face. 

That hasn’t been the case either, has it? 
Ms. TAVENNER. No, ma’am. 
Ms. SPEIER. OK. 
So the chairman of the committee and a number of Republicans 

just sent you a letter, and I want to read it out loud, one segment 
of it. 

‘‘In order to enroll beneficiaries in the exchange, HealthCare.gov 
collects, obtains, and retains massive amounts of personally identi-
fiable information about millions of Americans. This information 
includes Social Security numbers, personal addresses, income and 
employment records, and tax return records. It is extremely impor-
tant that CMS and the other Federal agencies involved in the ex-
changes properly protect and maintain this sensitive information.’’ 

Now, I actually agree with that Statement, and I presume you 
agree with that Statement. 

Ms. TAVENNER. Yes, I do. 
Ms. SPEIER. And having agreed with that Statement, have you, 

to date, had any cyber attacks that have resulted in personally 
identifiable information being stolen? 

Ms. TAVENNER. We have not had any malicious attacks on the 
site that have resulted in personal identification being stolen. As 
the chairman rightfully brought up earlier, we did have some tech-
nical issues on the front end that we had that were our own doing 
that we had to—— 

Ms. SPEIER. That’s right. But we’re in the present day, and let’s 
look to where we are and where we’re going. OK. 

Now, meanwhile, Target’s security breach included 110 million 
Americans that were potentially affected. That’s 110 million. You’re 
certainly aware of that. 

Ms. TAVENNER. Yes, I am. 
Ms. SPEIER. So my staff checked the U.S. Census Website, and 

it says the total population of the United States is 319 million. So 
more than a third of Americans potentially had their personally 
identifiable information breached, stolen, as the result of that Tar-
get data breach. But, strangely, there wasn’t any interest by this 
committee to have a hearing on that, affecting potentially a third 
of the American people. 

Let’s see, 110 million people affected and no hearing; zero people 
affected, and we’ve had dozens of hearings. It seems like our prior-
ities are not quite on what the American people would be inter-
ested in. 

Now, we do know, as a result of Target, that the hacking came 
from outside this country. It appears it came from Russia or from 
some region near there. And rather than trying to find out where 
these hackers are coming from and how we can forestall them, 
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we’re going to waste more of your time asking you a number of 
questions about issues that haven’t even impacted. 

Now, some would say, well, except that’s a private business. 
Well, how about USIS? USIS has a contract with the Federal Gov-
ernment. It does security checks. And 27,000 people have had their 
personal information stolen from USIS, a Federal contractor. And 
have we had a hearing on that? Nope. It appears that’s not impor-
tant either. 

So I want to just commend you all for recognizing that you have 
to do this no matter what, come to these committee hearings. You 
do it with great respect, and we appreciate that. I hope we can 
send you back to do work that the American people would like you 
to do. 

And I yield back. 
Chairman ISSA. We now recognize the gentlemen from Maryland 

for 5 minutes. 
Mr. CUMMINGS. I want to thank all of you for being here today 

as we come to the end of this hearing. 
I’d just—you may—Ms. Tavenner and others, you may never 

hear the full thank-yous of people who are going to stay alive be-
cause of what you and your colleagues have done. And I really 
mean that. There are people—there’s a mother who is now going 
to be alive, that may have been suffering from cancer, breast can-
cer, like a lady in my district, couldn’t get treatment, but she’s 
alive. She got treatment. 

I have a sister that does a lot in the area of breast cancer, and 
they were waiting—they had women who had been tested, and they 
were waiting for the Affordable Care Act to pass and to come into 
effect so they could get treatment. I have come to you today and 
to your colleagues to thank you. 

I tell the story that, when the Affordable Care Act came up, I 
had one prayer. I came to the floor early. I sat on the front row, 
and I had one prayer. I said, ‘‘God, do not let me die before I vote 
for it.’’ And the reason why I said that is because I’ve seen so many 
people who were sick and could not get well. 

You know, Johns Hopkins is smack-dab in the middle of my dis-
trict—a great hospital, one of the greatest in the world. People fly 
from all over the world to come to Johns Hopkins. And there are 
people standing on the outside, could not get in, but the treatment 
was in there. 

And so, you know, I know your colleagues are looking on, and I 
just don’t want—I know they have been through a lot. 

And I remember when we had the Website problem, and many 
were saying, oh, we can never get through this, oh, you know, this 
is just so horrible. And everybody was warning that everything 
would collapse. But you know what I said? This is a can-do nation. 
This is a can-do nation. And we need to definitely do when it comes 
to the health of every single American. 

And I listened to what you said a moment ago about how, day 
after day, you worry about making sure that people’s information 
is protected. We could not pay you enough or pay your colleagues 
enough to go through what they have been through and to worry 
as you have worried and to do everything in your power to be pro-
tective of the American people. And, yes, you’re going to be criti-
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cized. Yes, folks are going to try to say all kinds of things about 
you. But I have come here at this moment to simply say thank you. 
Thank you for my constituents. Thank you for constituents—our 
constituents all over this country. 

And, you know, sometimes I think about illness, and a lot of peo-
ple—I wonder if people have not been ill themselves when they see 
other people in the position of getting sick or sicker and dying. I 
wonder whether or not they have ever been ill. And that troubles 
me because—I think President Obama said it best, and I wish I 
had coined this phrase myself. He said, sometimes we have an em-
pathy deficit—an empathy deficit. 

And so I take just a moment to thank you and just have just a 
few questions. 

I’d like to ask you about the attack by the hackers last summer 
against HealthCare.gov. It is my understanding that this attack 
was not limited to HealthCare.gov alone but included a broader 
universe of targets. Is that right? 

Ms. BARRON-DICAMILLO. So based upon the analysis that our 
team did, it was a typical kind of malware that’s dropped for de-
nial-of-service attacks. So, basically, they were trying to create a 
node and a botnet to use for denial-of-service attacks. So, yes, they 
look at resource servers like this to use them for those types of at-
tacks. 

Mr. CUMMINGS. And the hackers were able to place malware on 
a server, but it was a test server that did not have any personal 
information. Is that correct? 

Ms. BARRON-DICAMILLO. Based upon the analysis that our team 
did, it was a test server that was deployed with its out-of-the-box 
configuration, meaning that the password—the default password 
hadn’t been updated. 

Mr. CUMMINGS. I just have two more questions. 
As I understand it, the type of malware at issue is called denial- 

of-service—— 
Ms. BARRON-DICAMILLO. Uh-huh. 
Mr. CUMMINGS [continuing]. Malware, which is designed to slow 

down or even shut down the system but not extract information. 
Is that right? 

Ms. BARRON-DICAMILLO. Correct. The malware is to use the re-
source of the server as part of this botnet. And so it wasn’t tar-
geting the server; it was using the resource of a server as part of 
the botnet for another victim. 

Mr. CUMMINGS. And so how common are these kinds of denial- 
of-service malware attacks? 

Ms. BARRON-DICAMILLO. I’m sorry? 
Mr. CUMMINGS. How common are they? 
Ms. BARRON-DICAMILLO. They’re very frequent. They happen 

every day across the globe on the Internet. 
Mr. CUMMINGS. So the bottom line is, at least as of now, no per-

sonal information was transmitted outside the agency. Is that 
right? 

Ms. BARRON-DICAMILLO. Correct. The breach was discovered by 
CMS. It was alerted to us. We looked at the images that were pro-
vided. There was no exfiltration of data. There was no loss of PII 
due to the segmentation of the network. This is a test network sep-
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arate from the production network. So there was no lateral move-
ment into the production network associated with this activity. 

Mr. CUMMINGS. All right. Thank you. 
Ms. BARRON-DICAMILLO. Thank you. 
Chairman ISSA. Well, I guess—I’ve still got more questions, but 

let me just make some Statements, and then I’ll ask a couple more 
questions. 

You know, Ms. Speier has left, and it’s unfortunate because Mr. 
Lynch was here earlier, and when this was all being said about 
when are we going to hold all kinds of hearings, they forgot to 
mention that there’s a committee that Mr. Lynch belongs to, the 
Financial Services Committee, and they’ve held hearings because 
they oversee the financial community, meaning Home Depot, Tar-
get, these other companies they’re referring to. Those fall under 
that committee’s primary oversight because these were financial- 
transaction-related. 

My staff also mentions that the Federal Trade Commission, the 
Department of Justice, the CFPB, and the FDIC also are looking 
into each and every one of those. 

So, with tens of millions of dollars, countless agencies and indi-
viduals looking at each of these, the question is, Ms. Tavenner, 
who’s been looking at you? 

Mr. Wilshusen, in a nutshell, one of the things that you said at 
the beginning was they didn’t have strong passwords, so somebody 
could put in a short password and not change it. Is that correct? 

Mr. WILSHUSEN. That’s correct. We identified several technical 
security control weaknesses with HealthCare.gov and its sup-
porting systems. 

Chairman ISSA. So somebody who didn’t change the password 
created a huge vulnerability, particularly if they had a high level 
of access. Is that right? 

Mr. WILSHUSEN. If they used a weak password that could be eas-
ily guessed, that would be an increased risk. 

Chairman ISSA. So ‘‘Marilyn’’ and her birth date, if that were 
used, would have been easy to guess, certainly would have been 
tried. 

Did they have advanced lockout systems in detection and report-
ing? 

Mr. WILSHUSEN. One of the things—I don’t want to get too de-
tailed into the types of security controls so we don’t give any infor-
mation—— 

Chairman ISSA. Yes, we don’t want to tell how weak it still is. 
I understand that, so I’ll be a little bit careful on that. But there 
are techniques that, if they were in place, would have been much 
more secure. 

Mr. WILSHUSEN. Sure. And the weaknesses that we identify are 
all—can be corrected and resolved almost immediately. 

Chairman ISSA. So what you found a year into this site was they 
were not using best practices. 

Mr. WILSHUSEN. We identified several weaknesses that increased 
risk and unnecessarily increased preventable risk. 

Chairman ISSA. We pay a huge premium for CIOs, Senior Execu-
tive Service. We, the Congress, have authorized special high pay, 
a quarter of a million dollars and more, to get certain people with 
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special expertise. And we’ve had some of them before this com-
mittee. 

You’re telling us, a year into this site, they simply have not put 
in what people would consider best practices in some cases, such 
as a requirement for a strong password and periodic changing of 
them and a lack of redundancy on passwords—common things that 
protect sites, right? 

Mr. WILSHUSEN. Yes, those things should be done. Yes. 
Chairman ISSA. You know, what’s amazing is Target and Home 

Depot had those kinds of protections, but there was a malicious at-
tack from a foreign nation with advanced tools, some of those tools 
being exactly the tools that our CIA and NSA use to go after the 
worst of the worst, and we succeed all the time. 

So what I’m finding here today is that everyone wants to talk 
about organizations that employed, in many cases, best practices, 
that did their best, and then were targeted by very advanced net-
works, criminal networks, networks that may even have had the 
KGB’s successor helping them hack. And they want to talk about 
those rather than a lack of commonsense, simple practices to se-
cure a Website. Isn’t that true? 

Mr. WILSHUSEN. I would say that probably the majority of Fed-
eral incidents that occur within the Federal Government could be 
resolved, perhaps prevented, if agencies would practice strong 
cybersecurity. There’s always going to a risk that you come across 
an entity, a foreign intelligence service that has very sophisticated 
techniques that may be difficult to protect against, at least to pre-
vent. But, by and large, many security incidents could be corrected 
and prevented if the agencies practiced strong security controls. 

Chairman ISSA. Now, even without seeing the 13 compromises 
that occurred, you were able to make, and CMS accepted, a lot of 
suggestions that are improving the site here today. 

Mr. WILSHUSEN. Yes. We’ve looked at the security controls over 
those devices that we looked at and identified vulnerabilities that 
could be corrected. And CMS concurred with each of the 22 tech-
nical recommendations that we’re making. 

Chairman ISSA. So all of the talk about this robust team, all of 
those experts brought in from Silicon Valley, special people that 
worked on the President’s reelection, all those people had missed 
those 22 points. 

Mr. WILSHUSEN. That I can’t answer in terms of—— 
Chairman ISSA. Well—but when suggested these, did they say, 

oh, we were already doing them, we just forgot? Or did they say, 
we weren’t doing them and now we will? 

Mr. WILSHUSEN. I would just say that we identified them during 
the course of our review, and they’ve accepted our findings and in-
dicated that they will implement our recommendations. 

Chairman ISSA. You’re very kind. 
Ms. Tavenner—— 
Mr. MEADOWS. Would the gentleman yield for just one quick 

point? 
Chairman ISSA. Of course. 
Mr. MEADOWS. A lot has been talked about in terms of the dif-

ferent sites and Home Depot and Target. And I was one of those 
that shopped at Target, and I have a new credit card today. 
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There are two distinct differences. One is I’m not compelled by 
law to shop at Target. I am compelled by law to sign up for 
Obamacare. There’s a huge difference. 

Mr. Chairman, what happens is that those are voluntary trans-
actions, of which I don’t have to give my Social Security number 
to them. I give them a credit card, and I do a transaction. It’s very 
different for HealthCare.gov. 

I thank the gentleman. 
Chairman ISSA. That’s very true. I thank the gentleman. 
We now go to the gentlelady from New Mexico, who has arrived, 

for a round of questioning. 
Ms. LUJAN GRISHAM. Mr. Chairman, thank you very much for 

recognizing me. 
And I want to thank the panel here today. 
And I share many of my colleagues’ concerns that we should be 

doing the very best to protect information. And, certainly, we’ve led 
in the private-sector world, with HIPAA and related requirements, 
on security protections and working diligently and tirelessly to 
make sure that patient protection, patient privacy, and now finan-
cial information must be protected. 

And I think that the point is important that every person must 
sign up and be insured through the Affordable Care Act. And I 
want to just read this because I think it bears—in the context of 
this hearing, I think it bears repeating. 

So, in GAO, in the March 2013 report, found that the Federal 
Government continues to face cybersecurity challenges, including 
designing and implementing risk-based cybersecurity programs at 
Federal agencies, establishing and identifying standards for critical 
infrastructures, and detecting and responding to and mitigating 
cyber incidents. 

And, since that report, we’ve got 28 GAO additional rec-
ommendations that I know that we’ve been talking about today in 
this hearing. 

In fact, GAO has designated Federal information security as a 
high-risk area in the Federal Government since 1997. And I think 
that there isn’t anyone in this committee or anyone in Congress or 
the public that doesn’t think that more should be done and that, 
in fact, that we embrace every potential positive, productive, pro-
fessional recommendation moving forward. 

And so, given that, Ms. Tavenner, knowing that the upcoming 
November open enrollment period is coming for millions of Ameri-
cans who will be shopping on the exchanges, how prepared are you 
to take these 28 recommendations and others to assure protection? 

Ms. TAVENNER. Yes, ma’am. Let me start with the 22 technical 
recommendations. Nineteen of those have been resolved, fully miti-
gated, or will be further reviewed prior to open enrollment. So 
those will be handled. Of the six other recommendations, we are 
in the process of either completing—have completed those or will 
complete those prior to open enrollment. 

Ms. LUJAN GRISHAM. And based on the 19 that you have identi-
fied, Ms. Tavenner, and the remaining measures to implement, you 
are confident that not only are they implemented but they’re tested 
and will have, to the greatest degree—I mean, I might disagree 
with some of my colleagues, that we can do everything in our 
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power, and those hostile, those negative, those who intend us harm 
and intend to access that information for their own gain will find 
ways to do that. I want to make sure that we are doing everything 
that we know that mitigates and prevents and gives us the oppor-
tunity to also detect when there has been a problem. 

You’re confident that these will be tested and in place by the 
open enrollment period? 

Ms. TAVENNER. I am confident. But we will never quit continuing 
to try to improve the process. Our work with the Department of 
Homeland Security, our work with GAO, OIG will always be look-
ing for improvements. 

Ms. LUJAN GRISHAM. I appreciate that. And given that we know 
we are working on another issue in my State, I appreciate your at-
tention to that and your coming. 

Mr. Chairman, we’re working a behavioral health issue. For me, 
it all ties to making sure that consumers have confidence that 
they’re protected in a way that CMS is responsible to protect those 
citizens, that they are clear that your responsibility and oversight 
is paramount to the work that you do, and that the access to health 
care is only as good as making sure that the information and the 
protections that are required by law are, in fact, in place and that 
they can go to CMS when there is a problem and have that re-
solved objectively and appropriately. 

And I really appreciate your attention to all those matters. 
Ms. TAVENNER. Thank you. 
Mr. CUMMINGS. Would the gentlelady yield? 
Ms. LUJAN GRISHAM. I yield. 
Mr. CUMMINGS. Ms. Tavenner, I just want to make sure that I 

understood what you just said, that—and I agree with every word 
that my colleague just said. But you’re saying that there are six 
recommendations left. Is that right? 

Ms. TAVENNER. There were six major—and please correct me, 
Greg, if I get any of these wrong—there were six major rec-
ommendations. And we’re in the process of completing those, and 
some of them are done. And the answer to those is all of them 
would be done prior to open enrollment. 

Mr. CUMMINGS. And open enrollment starts when? 
Ms. TAVENNER. November 15th. 
Mr. CUMMINGS. So we can—can this committee—would you let 

us know officially when they are done? 
Ms. TAVENNER. Yes, sir. I think—— 
Mr. CUMMINGS. To the chairman and myself? I’d really appre-

ciate that. 
Ms. TAVENNER. Yes, sir. 
Chairman ISSA. If the gentlelady would further yield? 
The earlier report we had is you didn’t agree to all six, but you 

agreed to three out of the six. You now will agree and complete all 
six? 

Ms. TAVENNER. So I think in some of them we partially con-
curred, but we’re getting the work done, whether we totally agreed 
or not. 

I think there were some things—for instance, there was a dif-
ferent description of how we did security testing versus what GAO 
wanted. That wasn’t an action we would change, but we under-



70 

stand where they’re coming from. We just have a different way of 
getting the security testing done. 

The rest of these, things such as the privacy impact Statement, 
we will have that done. That was a documentation issue. The com-
puter matching agreements with Peace Corps and OPM, we agreed 
with that, and we’ll get that in place prior to open enrollment. Also 
a security agreement governing Equifax, we agreed with that; we’ll 
complete that. 

Of the 22 technical recommendations, 19 we have already done, 
the others we’re reviewing. And I’ll be happy to do something in 
writing back to the chairman and to the ranking member. 

Chairman ISSA. I think we both would appreciate it. 
Ms. TAVENNER. All right. 
Chairman ISSA. The gentlemen from North Carolina? 
Mr. MEADOWS. I wanted to followup on one thing, Ms. Tavenner. 

And, really, as we start to focus on some of these other issues, it 
takes our eyes off of the core issue, and that’s what the ranking 
member was talking about, is providing health care really to the 
American public. And that is your primary responsibility. I can tell 
that you take that seriously. 

It is a distraction, to say the least, when we have a billion dollars 
spent on a Website that doesn’t work, security issues that are 
there. But along that same time, there was a rule that came out 
with regards to Medicare Part D in January, a rule that really 
would limit some of the options of our seniors, a rule that you 
came, much to your credit, and said we are not going to do. And 
I want to say thank you for doing that on behalf of millions of sen-
ior citizens who would have seen choices limited. 

Do I have your assurances here today that we are not going to 
put forth a rule that is similar in nature to that rule that was 
brought back? I very rarely have an opportunity to have you in a 
public forum under oath. And so, on behalf of millions of Ameri-
cans, do I have your assurances that we are not going to do it? 

I think you made a good decision. My mom, who is a senior cit-
izen, thinks that you made a good decision. So do I have your as-
surances that we will not see a similar rule? 

Ms. TAVENNER. I am not interested in bringing back the pieces 
that we pulled. 

Mr. MEADOWS. OK. That is a good almost answer. So do you 
have your—— 

Ms. TAVENNER. Well—— 
Mr. MEADOWS [continuing]. Assurances, yes or no? 
Ms. TAVENNER. You have my assurances that I won’t bring back 

the things I just pulled. How about that? I don’t have the 
whole—— 

Mr. MEADOWS. Or something similar. 
Ms. TAVENNER. Or something—— 
Mr. MEADOWS. Let me tell you the reason why. And it gets back 

to—CBO indicates that much of the reason it is working so well is 
the competitive nature that we have. I mean, that is what the 
study says. And yet we are going to limit competition. We are going 
to limit options for our seniors—some cancer, some 
antidepressants, some antiepileptic. These are serious things. 
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And so you and I can banter back and forth, but really what I 
need is, on behalf of the American people, your assurances here 
today that that is not going to happen. 

Ms. TAVENNER. Now you are bringing in specifics. I am not inter-
ested in bringing back the drug categories, if that’s the question. 
I am not interested in bringing that back. 

I am interested in promoting competition, promoting private 
market. And I think we have tried to do that with the marketplace 
rules, as well. So we would continue to work—— 

Mr. MEADOWS. So we are not going to limit competition, and we 
are not going to narrow what people can get. 

Ms. TAVENNER. That would be my preference, yes, sir. 
Mr. MEADOWS. That’s your assurance? 
Ms. TAVENNER. That’s my assurance. 
Mr. MEADOWS. All right. Thank you. 
I yield back. 
Chairman ISSA. Could you yield to me? 
Mr. MEADOWS. Sure. I would be glad to. 
Chairman ISSA. Briefly, item four from the GAO says, ‘‘Perform 

a comprehensive security assessment of the FFM, including the in-
frastructure platform and deployed software elements.’’ 

Now, initially, that was one you said ‘‘no’’ to. Are you saying you 
will perform that full system-wise test and have it done by Novem-
ber 15th? Because that’s sort of the one that GAO couldn’t—we 
can’t know what we don’t know until you do that. Is that right? 

Ms. TAVENNER. I think we get into a discussion of style here. It 
is our intention—and we will complete a full, end-to-end assess-
ment, security assessment, prior to open enrollment, yes, sir. That 
is scheduled for later this month or October. 

I think where we got into a different conversation had to do with 
infrastructure and platform in our definitions, but I think our in-
tentions are the same. 

Chairman ISSA. Why don’t we let—Greg, if you would give us the 
rest of that. 

Mr. WILSHUSEN. Right. As long as the tests that they perform in-
clude how the applications interface with the operating platforms— 
and the infrastructure to look at it in totality is going to be critical. 
Because certain vulnerabilities on levels or layers of the security 
could affect the security of the other components of it because there 
are a number of components involved with this Website and its 
supporting systems and a number of different entities involved 
with their operation—— 

Chairman ISSA. And so, for the layperson out there, would it be 
fair so say that, for example, when software opens a portal on a 
particular piece of equipment that that can create a vulnerability 
in one type of hardware that it wouldn’t in another, that that’s the 
kind of thing—that they have to look at the actual hardware they 
are using, what it interfaces with and so on. Isn’t that right? 

Mr. WILSHUSEN. To include looking at the firewalls and the rout-
ers and switches that support it, as well as the operating systems 
and how they’re being configured, yes, sir. 

Chairman ISSA. And, I presume, any remote access devices, any 
VPNs, any of that, would be part of it. Because all it takes, if I un-
derstand right, is one PC that has a VPN connection that isn’t in 
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the software, but once you put it in, it can create a separate vul-
nerability, right? And that’s what you’re looking for. 

So if I saw the heads nod—and I like that—the two of you are 
going to—one of you is going to come back to the ranking member 
and myself if this agreement that you’re going to do that by No-
vember 15th doesn’t happen. Is that right? Maybe both of you. 

Mr. WILSHUSEN. I would be willing to work with your staff to do 
some follow-on—— 

Chairman ISSA. I think that’s all that Mr. Cummings and I 
would like to know, is that since you’re shaking your heads and 
smiling now, that if that stops between now and November 15th, 
one of you will tell us. 

Mr. WILSHUSEN. Yes, sir. 
Chairman ISSA. Mr. Cummings? 
Mr. CUMMINGS. I mean, I’m going to encourage you to do that. 

Just do it, please. 
Ms. TAVENNER. We will do that. 
Mr. CUMMINGS. And I’m not trying to be smart. I mean, Ms. 

Tavenner, I know that—and all of you—I know you’re trying to do 
what is in the best interests of the American people. I understand 
that. But it seems as if what we want is the highest level of best 
practice. 

Am I right, Mr. Chairman? The highest level. 
Chairman ISSA. Absolutely. 
Mr. CUMMINGS. And, Ms. Tavenner, I couldn’t help but—when I 

was thanking you on behalf of my constituents, I could see a tear 
come up in your eye. And, you know, so often I think Federal em-
ployees—a lot of people don’t realize that a lot of our employees, 
most of them, are not in government for the money. They’re in it— 
and I have people coming trying to work for our committee all the 
time who are willing to take reduction of salaries from the private 
sector because there’s something about this that feeds their souls, 
something about lifting up the public and making their lives better. 

And so, to all of you and to all of the Federal employees who may 
be listening out and the ones behind you, Ms. Tavenner, and all the 
ones that may be in the audience and up here, I just want to thank 
you very much. 

Thank you. 
Chairman ISSA. Thank you. 
And I understand the gentlelady from New Mexico—did you have 

any followup questions, Ms. Grisham? 
Ms. LUJAN GRISHAM. Mr. Chairman, I don’t. I was thanking you. 

And I appreciate both the leadership of the chairman and the rank-
ing member to assure that we get feedback. And they represented 
very effectively all of my concerns and points. So thank you very 
much for your leadership. 

Chairman ISSA. Thank you. 
I’ve got a couple very quick wrap-ups that came out of these. And 

big smile because we’re nearing the end. 
There was a question about more people being insured. And I 

just have to ask, is Medicaid insurance? 
Ms. TAVENNER. In my opinion, Medicaid is insurance for sure. 
Chairman ISSA. So—— 
Ms. TAVENNER. But that was not part of what I was—— 
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Chairman ISSA. But the actual level of insurance under Medicaid 
that was talked about, it’s Medicaid insurance. That’s what’s low-
ering the number of uninsured, is Medicaid. 

Ms. TAVENNER. Plus the marketplace. Both are lowering that 
number. 

Chairman ISSA. Which is then subsidies, primarily. 
Ms. TAVENNER. So—— 
Chairman ISSA. The actual number of people who are receiving 

unsubsidized health care has gone down. Is that right? 
Ms. TAVENNER. You know,—and I don’t have all the reports in 

front of me, but, actually, the number of people insured off the ex-
change without subsidy is also rising. I don’t have the latest pri-
vate insurance. Private insurance had a negative trend that had 
been going on for the last 10 years. That seems to have kind of sta-
bilized out. If you add Medicaid and you add the marketplace ex-
change with or without subsidy, I think that’s what you’re see-
ing—— 

Chairman ISSA. Sure. 
Well, the reason is that—those questions led to this, sort of, feel-

ing that everything was better, but isn’t it true that the Medicare 
trustee Charles Blahous—or ‘‘Blahous’’—he projected that by 2021 
the impact of the Affordable Care Act will be a $346-billion to 
$527-billion increase in the deficit, essentially because the govern-
ment is going to pay that 190 percent for Medicaid, the government 
is going to provide those subsidies. And the government is, in fact, 
the taxpayer. So the deficit will rise based on the money that buys 
that insurance. Is that true? 

Ms. TAVENNER. I am not familiar with that report. 
Chairman ISSA. OK. But the government is—general tax reve-

nues are, in fact, paying for these subsidies and for Medicaid. It 
doesn’t come out of a trust fund. Medicaid is ordinary income tax. 
Is that correct? 

Ms. TAVENNER. I’m sure that you know that, Mr. Chairman. I 
don’t—— 

Chairman ISSA. For the record, Medicaid is paid out of income 
tax, and much of Medicare is paid out of income tax. The trust 
fund, when we talk about it, pays only a small part of what our 
seniors reflect. 

Now I have really the final question, and it’s one that deeply con-
cerns me. And it wasn’t the main topic today, but it’s right in your 
lane. 

On May 15th, you projected 8 million as an enrollment number. 
August, it’s now 7.3 million. What happened to that 700,000 to 
800,000 people? Why was there such a precipitous drop? 

Ms. TAVENNER. So the 8 million individuals—and I think that 
number was after the end of open enrollment—had signed up. And 
I think, during the course of the next several months, individuals 
may have either gotten employer-sponsored insurance, they may 
have found out they were eligible for Medicaid instead of the mar-
ketplace, and some individuals may have decided not to go forward 
and pay. 

I think there was always—— 
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Chairman ISSA. Well, that’s a great question. And the reason I 
asked that question is, you know, people were asserting that sign-
ing up meant nothing and paying meant everything. 

How much of that 700,000-plus drop were people who did not 
pay? Or do you know? 

Ms. TAVENNER. I don’t know that information. 
Chairman ISSA. Wouldn’t it be all of those people did not pay? 
Ms. TAVENNER. I don’t think we’ll know that till the end of the 

year. And then we will probably—— 
Chairman ISSA. Well, let me ask the question a different way. 

Because, you know, I am an old businessman. People signed up; 
they were, therefore, insured. Is that correct? They enrolled; they 
were insured. 

Ms. TAVENNER. These were people who signed up for a plan. But, 
in order to get insured, you had to make a payment. 

Chairman ISSA. Well, no. They were insured right away, and 
then, if they didn’t make the payment, they went off. 

Ms. TAVENNER. Within 90 days, right. 
Chairman ISSA. So they basically got a free ride; 700,000 people 

got a free ride. They had coverage, and if something catastrophic 
happened, they could make a payment. And if something cata-
strophic didn’t happen, they could just let it drop. 

Ms. TAVENNER. I don’t think we know that information. 
Chairman ISSA. Oh, no, this is a structural question that I know 

you must know or the technical people behind you must know. 
If 8 million people sign up—let’s just say 8 million people sign 

up, and not the 700,000 who dropped, but let’s just say 50 people 
out of 8 million had a health event, and they weren’t going to pay, 
they just signed up on a lark because it’s a free ride to sign up, 
but then they had a health event, did they get to go to the doctor 
during that 90 days because they had signed up and hadn’t yet 
paid? 

Ms. TAVENNER. Yes. 
Chairman ISSA. So the system as it is today is an incredibly eas-

ily gamed system, if I understand correctly. Three hundred and 16 
million Americans could all sign up and get 90 days worth of free 
insurance, and if nothing happens, there’s no downside to their just 
letting it lapse by not making a payment. Is that right? 

You don’t done them. You don’t go after them. You don’t fol-
lowup. You don’t sue them for the coverage they had but never 
paid for, do you? 

Ms. TAVENNER. Which, I think, is why it’s important to know 
that, as of August, 7.3 million were making their payments and 
were still continuing the insurance—— 

Chairman ISSA. So 7.3 million people may have made small pay-
ments because they were highly subsidized or larger payments be-
cause they weren’t. Are you prepared to release those figures any-
time soon so we understand, of the 7.3 million, how many of them, 
if any—well, there would be some—were completely unsubsidized, 
how many were partially subsidized, how many were substantially 
subsidized? 

Ms. TAVENNER. Yes, we will have that information. And as soon 
as we have it, we will release it. But, yes, we will be able to talk 
about numbers. 
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Chairman ISSA. Estimate of when? 
Ms. TAVENNER. I don’t have an estimate, but I’m happy to get 

that for you. 
Chairman ISSA. OK. 
Being an old businessman, I must admit that giving people 90 

days free and no retrospective look to find out whether, in fact, 
they were maybe dual-insuring, maybe just signing up for a lark, 
to me, means that your initial figures are of no value and that peo-
ple should be cynics and say we don’t know how many people have 
signed up. 

But next year, starting November 15th, I’m presuming that if 
GAO is going to estimate the signups, they are going to be able to 
only use—that if you get 8 million again, they can assume that 7.3 
is the net number, right? 

Ms. TAVENNER. I think 7.3 is a really strong number. And I 
would remind you that those individuals who sign up and get tax 
credits still have a reconciliation process next April. Right? 

Chairman ISSA. Yes, we’re looking forward to that part to see if 
there’s a clawback. 

My parting question: This committee held a hearing on the issue 
of over $15 billion owed to the American people by the State of 
New York for excess payments in violation of the law, in violation 
of CMS maximums. That falls under your watch. Have you done 
anything to reclaim that $15 billion? 

Ms. TAVENNER. Yes, sir, we have. We initiated—— 
Chairman ISSA. And have you gotten any of it back? 
Ms. TAVENNER. We recently initiated that. I don’t think we have 

gotten any of it back yet, but we sent the—basically the request for 
recovery. 

Chairman ISSA. You’ve made a request for recovery. 
Ms. TAVENNER. We follow our normal process. 
Chairman ISSA. Do you have the authority to simply withhold, 

the way you would to a private entity? You know, if I’m a doctor 
and I overbill $15 billion or maybe some minor amount less than 
that if I’m less hardworking, the first thing you would do is would 
cutoff payments for services, right? You simply wouldn’t send them 
a penny. 

You’re sending millions or billions of dollars to New York every 
month, aren’t you? 

Ms. TAVENNER. So I can brief you or your team on this in some 
detail. Initially, what we would do, whether it’s a doctor or an enti-
ty or whatever, is we ask them how they would like to repay us. 
And we normally—— 

Chairman ISSA. I wish that were true. 
Ms. TAVENNER. I think that—— 
Chairman ISSA. I’ve had too many healthcare entities who make 

it very clear, your people come in, you make a determination, the 
moment you make a determination they basically have to quit their 
practices and go into an appeal process, and in the meantime 
they’re not receiving a penny, and you claw back. 

So do you want to State that in a way that the private-sector 
people don’t call me up and say, how did you let her say that you 
give people lots of time and ask them how they’d like to repay it? 
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Ms. TAVENNER. Well, and I think you know I was on that pri-
vate-sector side for quite a period of time. And so if there is a ques-
tion of overpayment, yes, CMS will make you aware of an overpay-
ment situation—— 

Chairman ISSA. And then claw back real fast. 
Ms. TAVENNER. Unless you want to pay them up front, in which 

case—— 
Chairman ISSA. If you’re able to write a $15-billion check, they 

won’t deduct from the revenue. 
Ms. TAVENNER. Right. 
Chairman ISSA. Is New York prepared to give you a $15-billion 

check? 
Ms. TAVENNER. I can’t speak for New York. 
Chairman ISSA. But right now New York and perhaps others owe 

the American people money from excess payments, and they’re not 
being treated the way private sector is being treated. They’re being 
treated a little bit with kid gloves. Fifteen billion is a lot of money. 

Ms. TAVENNER. Actually, we went through the first year, and we 
made a request or demand for the money. And I’m happy to brief 
your staff on that. 

Mr. MEADOWS. Will the gentleman yield? 
Chairman ISSA. Of course. 
Mr. MEADOWS. You have hit on an area that we have had a num-

ber of hearings already with regards to RAC audits. And I would 
implore you to treat New York the same way you’re treating the 
constituents in my home State of North Carolina. Because very 
quickly what you do is you put private companies out of business 
because you deny the claim and you say, you either pay up or you 
go home. 

And if you’re not going to treat New York the same way you 
treat North Carolina, I’ve got a real issue with it, Ms. Tavenner. 

Ms. TAVENNER. So we would treat New York the same way we 
treat every other State. And—— 

Mr. MEADOWS. Well, no, I’m talking about government versus 
private. 

Ms. TAVENNER. We would treat—— 
Mr. MEADOWS. Because I’m talking about private companies. 
Ms. TAVENNER. I’m sorry. We would treat New York the same 

way we would treat anyone who owes us funds. 
Now, New York—I just got this information from my staff—has 

appealed this decision, which is the same option that anyone has. 
Mr. MEADOWS. Right. And a private company, when they appeal, 

the answer is the same: Pay up in 5 years or go out of business. 
Ms. TAVENNER. I understand. 
Mr. MEADOWS. I mean, the statute says 60 months. I know it 

very well. 
Ms. TAVENNER. I know. We have treated States the same way we 

treat providers. 
Mr. MEADOWS. All right. So they are going to have to pay up 

within 60 months, New York? 
Ms. TAVENNER. I’m happy to get you information. I just don’t 

have it in front of me. But we treat—— 
Mr. MEADOWS. All right. 
I yield back. Thank you, Mr. Chairman. 
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Chairman ISSA. I thank you both. 
And we’ll go to the ranking member. 
And I appreciate your staff’s assistance. Because although it’s an 

issue that you know is never going away before this committee, it 
wasn’t the main subject for today. 

Mr. Cummings? 
Mr. CUMMINGS. I want to go back to the 7.3 million people who 

paid their premiums and, I guess, around 700,000 who did not. 
There are all kinds of reasons, I guess, why people may not pay 
their premiums, and a lot of people in our society are still strug-
gling with all kinds of things. 

You talked about a reconciliation process. Can you talk about 
that for a moment? 

Ms. TAVENNER. The way that it works is individuals—the 90-day 
grace period is set up to give individuals an opportunity to pay. At 
the same time, they start to receive tax credits. These tax credits 
are reconciled the next year on their income tax returns. If people 
have underpaid on their APTC, then they are likely to get a tax 
credit back. If they have overpaid, meaning if they’ve received a 
higher APTC than intended based on their income, they may owe 
the Federal Government back. And that’s part of the partnership 
we have with IRS. 

I don’t think that the 700,000 is—in fact, I was very pleased to 
know that we have payment levels of 90 percent. This is a brand- 
new program. This has never been done before. I think by the end 
of 2014 and as we start to look back on 2014 we’ll understand the 
circumstances. I expect, in some cases, they may have moved. They 
may have gotten married. They may have gotten insured. They 
may have lost their income and gone on Medicaid or into the unin-
sured ranks. We will only know that as we do a lookback. And 
we’re careful not to look back too early. 

Mr. CUMMINGS. And these are not necessarily people trying to 
game the system. 

Ms. TAVENNER. No, sir. 
Mr. CUMMINGS. I mean, I see folks every day that they’re still 

being informed as to what the Affordable Care Act is all about—— 
Ms. TAVENNER. Right. 
Mr. CUMMINGS [continuing]. And trying to make it—one singer 

says, ‘‘Working 9 to 5 just to say alive.’’ 
Ms. TAVENNER. That’s right. 
Mr. CUMMINGS. But in my district sometimes they’re working 

two jobs just to stay alive. And so they’re struggling trying to man-
age all this information, trying to do the best they can to take care 
of their families, and many of them going through some very dif-
ficult circumstances. 

Ms. TAVENNER. That’s right. 
Mr. CUMMINGS. All right. Thank you very much. 
Ms. TAVENNER. Thank you. 
Chairman ISSA. The gentleman from Virginia, normally the first 

to arrive. We’ve just finished round three and the close. Would the 
gentleman have some questions? 

Mr. CONNOLLY. I thank the chairman. 
Chairman ISSA. The gentleman is recognized. 
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Mr. CONNOLLY. I was on the House Foreign Affairs Committee 
with the Secretary of State. Forgive me for being late. 

Chairman ISSA. Well, I’m sure the questions there were provoca-
tive, so—— 

Mr. CONNOLLY. Yes. 
Welcome, to the panel. 
Mr. Wilshusen, would it be unreasonable of us to suggest that no 

company, no government, no individual should feel entirely secure 
and safe in the digital age? 

Mr. WILSHUSEN. I would say if you’re referring to use of online 
transactions on the Internet and the like, that there are certainly 
risks associated with that, just given the weakness in the nature 
of the Internet as well as the competency and prevalence of hack-
ers who might wish to exploit those weaknesses. 

Mr. CONNOLLY. The issue of securing public and private informa-
tion systems, I assume, is not something unique to the Affordable 
Care Act implementation. 

Mr. WILSHUSEN. No. It’s an issue for any computer system oper-
ated by any agency, any organization. There is always a need to 
protect that information. And, certainly, as we mentioned earlier, 
you know, within the Federal Government, GAO has been identi-
fying Federal information security as a governmentwide high-risk 
area since 1997. 

Mr. CONNOLLY. Right. Since 1997. 
Mr. WILSHUSEN. Yes, sir. 
Mr. CONNOLLY. Two administrations ago. 
Mr. WILSHUSEN. Probably. 
Mr. CONNOLLY. Right. 
Ms. Tavenner, hello, and welcome to our committee—— 
Ms. TAVENNER. Thank you, sir. 
Mr. CONNOLLY [continuing]. I think. It may not have been en-

tirely a felicitous beginning of this hearing, but I welcome you. And 
thank you for your work. 

But let me ask you a question. One of the things we hear about 
the rollout of the Website in retrospect is that the coordination of 
IT management is disparate, not always focused, and perhaps was 
seen as a technical issue while, you know, CMS and the Depart-
ment of Health and Human Services were focused on, sort of, the 
bigger picture and the reforms getting in place and the pieces fi-
nally fitting into the mosaic, and maybe this got short shrift. And 
it turned out to be the achilles heel. And the whole enterprise was 
at risk because of this failure, which was a technology issue. 

In looking back on it, what lessons did you learn as a manager? 
And is there some validity to that critique, from your point of view? 

Ms. TAVENNER. Yes, sir, I think there is some validity to that cri-
tique. And some of the lessons learned and changes that we’ve 
made early on in year 1 but definitely for year 2 is we needed a 
systems integrator. We needed someone to help with the coordina-
tion. We needed a clear point of accountability. We needed better 
communication. And you’re right; there was probably more time 
spent on the nontechnical components, and we didn’t realize the 
technology was as difficult as it was. 

So those were lessons learned. I think we’ve put changes in 
place. We are very, very happy with the number who signed up. 
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We have—year 2 is going to be an equally hard year. It won’t be 
perfection; it will be greatly improved. And we’re looking forward 
to finding some more uninsured and helping folks get coverage. 

Mr. CONNOLLY. Thank you. Thank you for that candid response. 
Final question, Mr. Wilshusen: Are you familiar with the bill 

that the chairman and I have coauthored called FITAR, the Fed-
eral Information Technology Acquisition and Reform Act? A mouth-
ful. 

Mr. WILSHUSEN. A little bit, sir, but not completely. 
Mr. CONNOLLY. Well, that bill tries to get at how the Federal 

Government manages IT procurement and acquisition. And it ad-
dresses, inter alia, how the Federal Government is managed. And 
I think it’s based on the conclusion that it’s not well-managed and 
it’s very inefficient and there are too many people with the titles 
‘‘CIO.’’ And what could go wrong with that? The estimate is $20 bil-
lion of the $82 billion that we spend on IT acquisition every year 
is at least inefficiently used, sometimes downright, unfortunately, 
wasted. 

Is it GAO’s position that we do need some IT updates and re-
forms to, kind of, update on Clinger-Cohen, which was almost 20 
years ago? And in technology 20 years is light years. 

Mr. WILSHUSEN. Well, sir, that’s actually outside my particular 
area. I focus on information security and privacy issues. We have 
others that—— 

Mr. CONNOLLY. But aren’t—— 
Mr. WILSHUSEN. But I can get that answer to you. 
Mr. CONNOLLY. That would be fine. But isn’t information security 

related to how well we’re managing our IT assets? 
Mr. WILSHUSEN. Oh, certainly. And, certainly, there is need for 

improvements in how IT is secured within the Federal Govern-
ment, and that’s an implementation issue. And we’re also on record 
that FISMA, which is the Federal Information Security Manage-
ment Act that governs information security across the government, 
could also be updated and modified. 

Mr. CONNOLLY. Well, again, I believe this committee and, again, 
the chairman, ranking member, and I have been involved in that, 
as well. But the House has certainly tried to address that, and 
we’ve found bipartisan common ground on these issues. I urge you 
to look at the bill and see how it applies to your particular area. 

Mr. WILSHUSEN. I will. 
Mr. CONNOLLY. I thank you. 
And, Mr. Chairman, thank you for allowing a shameless plug for 

our legislation one more time. 
Chairman ISSA. Well, in closing, it’s not shameless, but it’s a 

good plug. 
You know, I’ll close—because, Ms. Tavenner, we’ll probably try 

to do everything without having you back, and I think we’re on the 
right track. This is a committee that does legislation on a very bi-
partisan basis, in most cases, and it doesn’t get reported. And then 
we have oversight, and perhaps it’s not as bipartisan, and it often 
does get reported. 

I do think today’s hearing was worthwhile. I believe that, hope-
fully, Mr. Cummings and I both expect that there will be a little 
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bit more certainty as to the security that will come out of the 
Website. 

CMS is critical to the American people. Your role has been ex-
panded, perhaps, more with the Affordable Care Act than any item 
before. 

And Mr. Cummings often talks about the Federal work force and 
certainly about the good work that’s being done. I want to close by 
saying that just because we give you a hard time over item after 
item, just because a number of Members asked about, ‘‘What about 
these billions of dollars that were given to States for their failed 
Websites?’’, doesn’t mean we think it’s easy. Just the opposite. We 
know it’s hard. We want government to oversee itself to the great-
est extent possible. And it’s the reason that we do appreciate and 
support the GAO, we do appreciate and support the inspectors gen-
eral, and that we try to be, if you will, their supporters in order 
to get the kinds of certainty and, when necessary, reforms that are 
necessary. 

So I want to thank you for being here today. I think this was an 
informative hearing. 

And, with that—Mr. Cummings gives me a ‘‘yes’’—we stand ad-
journed. 

[Whereupon, at 1:30 p.m., the committee was adjourned.] 
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