THE ROLE OF THE WHITE HOUSE
CHIEF TECHNOLOGY OFFICER IN
THE HEALTHCARE.GOV WEBSITE DEBACLE

HEARING

BEFORE THE

SUBCOMMITTEE ON OVERSIGHT
COMMITTEE ON SCIENCE, SPACE, AND
TECHNOLOGY
HOUSE OF REPRESENTATIVES

ONE HUNDRED THIRTEENTH CONGRESS
SECOND SESSION

NOVEMBER 19, 2014

Serial No. 113-96

Printed for the use of the Committee on Science, Space, and Technology

&R



THE ROLE OF THE WHITE HOUSE
CHIEF TECHNOLOGY OFFICER IN
THE HEALTHCARE.GOV WEBSITE DEBACLE

HEARING

BEFORE THE

SUBCOMMITTEE ON OVERSIGHT
COMMITTEE ON SCIENCE, SPACE, AND
TECHNOLOGY
HOUSE OF REPRESENTATIVES

ONE HUNDRED THIRTEENTH CONGRESS

SECOND SESSION

NOVEMBER 19, 2014

Serial No. 113-96

Printed for the use of the Committee on Science, Space, and Technology

&

Available via the World Wide Web: http:/science.house.gov

U.S. GOVERNMENT PUBLISHING OFFICE
92-329PDF WASHINGTON : 2015

For sale by the Superintendent of Documents, U.S. Government Publishing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2104 Mail: Stop IDCC, Washington, DC 20402-0001



COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY
HON. LAMAR S. SMITH, Texas, Chair

DANA ROHRABACHER, California EDDIE BERNICE JOHNSON, Texas

RALPH M. HALL, Texas ZOE LOFGREN, California

F. JAMES SENSENBRENNER, JR., DANIEL LIPINSKI, Illinois
Wisconsin DONNA F. EDWARDS, Maryland

FRANK D. LUCAS, Oklahoma FREDERICA S. WILSON, Florida

RANDY NEUGEBAUER, Texas SUZANNE BONAMICI, Oregon

MICHAEL T. McCAUL, Texas ERIC SWALWELL, California

PAUL C. BROUN, Georgia DAN MAFFEI, New York

STEVEN M. PALAZZO, Mississippi ALAN GRAYSON, Florida

MO BROOKS, Alabama JOSEPH KENNEDY III, Massachusetts

RANDY HULTGREN, Illinois SCOTT PETERS, California

LARRY BUCSHON, Indiana DEREK KILMER, Washington

STEVE STOCKMAN, Texas AMI BERA, California

BILL POSEY, Florida ELIZABETH ESTY, Connecticut

CYNTHIA LUMMIS, Wyoming MARC VEASEY, Texas

DAVID SCHWEIKERT, Arizona JULIA BROWNLEY, California

THOMAS MASSIE, Kentucky ROBIN KELLY, Illinois

KEVIN CRAMER, North Dakota KATHERINE CLARK, Massachusetts

JIM BRIDENSTINE, Oklahoma
RANDY WEBER, Texas

CHRIS COLLINS, New York
BILL JOHNSON, Ohio

SUBCOMMITTEE ON OVERSIGHT
HON. PAUL C. BROUN, Georgia, Chair

F. JAMES SENSENBRENNER, JR., DAN MAFFEI, New York
Wisconsin ERIC SWALWELL, California
BILL POSEY, Florida SCOTT PETERS, California
KEVIN CRAMER, North Dakota EDDIE BERNICE JOHNSON, Texas

BILL JOHNSON, Ohio
LAMAR S. SMITH, Texas

1)



CONTENTS

November 19, 2014

Page
WIENESS LISE  oeeiiiiiiieeee ettt 2
Hearing Charter 3
Opening Statements
Statement by Representative Paul C. Broun, Chairman, Subcommittee on
Oversight, Committee on Science, Space, and Technology, U.S. House of
ReEPreSentatives .....ccceiieciiieeiecceieeeete ettt e e e e e e e e et a e e eaaaeeeeraeas 8
Written Statement .........ccccoooiiiiiiiieniieie e 9
Statement by Representative Eddie Bernice Johnson, Ranking Member, Com-
mittee on Science, Space, and Technology, U.S. House of Representatives ... 10
Written Statement ..ot 12
Statement by Representative Lamar S. Smith, Chairman, Committee on
Science, Space, and Technology, U.S. House of Representatives 13
Written Statement .........coocooiiiiiiiiii e 14

Witnesses:

Mr. Todd Park, former Chief Technology Officer of the United States, Office
of Science and Technology Policy (OSTP)
Oral Statement .......cccooiiiiiiiii et 15

Submitted Biography 18
DiSCUSSION .eiiiiieitiieeit ettt ettt e e et e e et e st e e st e e snbeeeeabeeeas 25
Appendix I: Answers to Post-Hearing Questions

Mr. Todd Park, former Chief Technology Officer of the United States, Office
of Science and Technology Policy (OSTP) ...ccccveeeeiiiieiieeeeeeetee e 50

Appendix II: Additional Material for the Record

Prepared statement by Representative Eric Swalwell, Committee on Science,
Space, and Technology, U.S. House of Representatives ...........cccccoeevvvcveenunnnee. 80
Supporting documents submitted by Representative Paul C. Broun, Chair-
man, Subcommittee on Oversight, Committee on Science, Space, and Tech-

nology, U.S. House of Representatives ..........cccccovcvieviieniiieniieciienieeieeeie e 82
Hearing documents submitted by the Majority staff, Committee on Science,
Space, and Technology, U.S. House of Representatives ..........ccccceeveevvvveennnnen. 155

Letter submitted by Representative Scott Peters, Subcommittee on Oversight,
Committee on Science, Space, and Technology, U.S. House of Representa-
DIV ittt ettt e st e sttt e et e e e e e bt e e e nreesaanee 193
Minority staff report submitted by Representative Eddie Bernice Johnson,
Ranking Member, Committee on Science, Space, and Technology, U.S.
House of Representatives .......ccccveeeeciiieeiiieeciieeeeeeete et ee e eevee e eevee e 195
Majority staff report submitted by Representative Paul C. Broun, Chairman,
Subcommittee on Oversight, Committee on Science, Space, and Technology,
U.S. House of Representatives ........ccccccceecviieeiiieeeeiieeeeieee e e eeveeesveeesseseeeenns 413

(I1D)






THE ROLE OF THE WHITE HOUSE
CHIEF TECHNOLOGY OFFICER IN
THE HEALTHCARE.GOV WEBSITE DEBACLE

WEDNESDAY, NOVEMBER 19, 2014

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT,
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY,
Washington, D.C.

The Subcommittee met, pursuant to call, at 10:10 a.m., in Room
2318 of the Rayburn House Office Building, Hon. Paul Broun
[Chairman of the Subcommittee] presiding.

o))



LAMAR S, SMITH, Texas EDDIE BERNICE JOHNSON, Texas
CHAIRMAN RANKING MEMBER

Congress of the Wnited Dtates

Fovse of Representatioes
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY
2321 RAYBURN House OFFICE BUILDING
WaASHINGTON, DC 20515-6301
{202) 225-6371

www.sciance.house.gov

The Role of the White House Chief Technology Officer in the
HealthCare.gov Website Debacle

Wednesday, November 19, 2014
10:00 a.m. to 12:00 p.m.
2318 Rayburn House Office Building

Witnesses

Mr. Todd Park, former Chief Technology Officer of the United States, Office of
Science and Technology Policy (OSTP)



3

U.S. House of Representatives
Committee on Science, Space, and Technology
Subcommittee on Oversight

HEARING CHARTER

The Role of the White House Chief Technology Officer
in the HealthCare.gov Website Debacle

Wednesday, November 19, 2014
10:00 am. — 12:00 p.m.
2318 Rayburn House Office Building

Purpose

On Wednesday, November 19, 2014, the Subcommittee on Oversight will hold a hearing
titled, The Role of the White House Chief Technology Officer in the HealthCare.gov Website
Debacle.

On September 17, 2014, the Subcommittee on Oversight approved a resolution to authorize
the issuance of a subpoena ad testificandum to Mr. Todd Park, former Chief Technology Officer
(CTO) of the United States, Office of Science and Technology Policy (OSTP). The subpoena
compels Mr. Park’s appearance before the Subcommittee to explain his role in the development and
rollout of the HealthCare.gov website that Health and Human Services (HHS) Secretary Kathieen
Sebelius called a “debacle”' with a recently estimated cost of over $2 biltion.? Despite Mr. Park
denying knowledge of security and testing concerns with HealthCare.gov prior to the rollout of the
website, the Committee has reviewed many emails where Mr. Park demonstrates an in-depth
knowiedge of these issues prior to October 1, 2013. This hearing will cover what Mr. Park knew
and what he reported to other senior White House officials.

In late August, the White House announced that Mr. Park would step down as CTO to take a
new role in the Administration as technical advisor to the White House, working from Silicon
Valley.

Witness

e  Mr. Todd Park, former Chief Technology Officer of the United States, Office of Science
and Technology Policy

! Bill Chappell, “Sebelius Calls For Review of HHS Practices That Led To Debacle,” NPR, December 11, 2013,
avaitable at: http://www.npr.org/blogs/thetwo-way/2013/12/11/25020732 7/sebelius-calls-for-review-of-hhs-practices-
that-led-to-debacle.

2 Alex Wayne, “Obamacare Website Costs Exceed $2 Billion, Study Finds,” Bloomberg, September 24, 2014, available
at: http://www bloomberg.com/news/2014-09-24/obamacare-website-costs-exceed-2-billion-study-finds.html.
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Background

As U.S. CTO, Mr. Park declined five invitations to testify before the Committee about his
knowledge and involvement with the development of HealthCare.gov, including its cybersecurity
standards and protocols. Over the course of several letters, OSTP has claimed:

e [t “has not been substantially involved in the privacy and security standards that are in place for
healthcare.gov.”3

o Neither “Mr. Park nor any other OSTP staff member is in a position to testify on the data
security standards of the website. Indeed, when asked about the security features of the
HealthCare.gov website during a hearing...before another committee, Mr. Park explained that
he has not been working on these issues.”*

e Mr. Park and “OSTP personnel have not been substantially involved in developing or
implementing the Federally Facilitated Marketplace’s (FFM) security measures....Mr. Park is
not a cybersecurity expert; he did not develop or approve the security measures in place to
protect the website, and he does not manage those responsible for keeping the site safe.”

Further, while testifying under oath when subpoenaed by the Oversight and Government
Reform Committee last November, Mr. Park said that he did not “actually have a really detailed
knowledge base™ of the website before it was launched and was “not deeply familiar with the
development and testing regimen that happened prior to October 1.8

However, documents received by the Science Committee over the summer and this past
month from the Committee’s subpoena of Mr. Park’s records raise serious questions of Mr. Park’s
denial that he was not knowledgeable or familiar with the development, testing, and security
concerns relative to the HealthCare.gov website.

HealthCare.gov

On October 1, 2013, under the provisions of the Patient Protection and Affordable Care Act
(ACA), the Administration launched HealthCare.gov, a federally-operated health insurance
exchange website to help uninsured people find health care coverage.

The data passing through the HealthCare.gov website is one of the largest collections of
personal information ever assembled, linking information from seven different federal agencies as
well as state agencies and government contractors. When launched last year, users attempting to
gain information on potential healthcare coverage through the website were required to input

* November 8, 2013, Letter from OSTP to SST Committee.
* November 14, 2013 Letter from OSTP to SST Committee.
3 July 3, 2014, Letter from OSTP to SST Committee.
¢ “Obamacare Implementation — The Rollout of HealthCare gov,” House Oversight and Government Reform
Committee, November 13, 2013, available at: http://oversight.house.gov/hearing/obamacare-implementation-roliont-
healthcare-gov.

Page | 2
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personal contact information, birth dates and social security numbers for all family members, in
addition to household salary, and other personal data.

Federal agencies have an obligation to ensure that these private records have sufficient
protection from misuse and security breaches under the Federal Information Security Management
Act (FISMA). However, according to documents from the Department of Health and Human
Services (HHS), the security of the healthcare website had not been fully tested when it was
launched last year,” and cybersecurity experts at a November 2013 hearing before the Science
Committee expressed concern about flaws in the website that put the personal data of Americans
using the website at risk of identity theft from cybercriminals/hackers.

The Committee oversees the agencies responsible for setting cyber privacy and security
policies and standards for the rest of the federal government - the National Institute for Standards
and Technology (NIST) and the White House Office of Science and Technology Policy.

On October 31, 2013, the Committee sent the first letter to Mr. Todd Park, then-U.S. CTO,’
requesting that he testify at a hearing on November 19, 2013, to address the Committee’s concerns
about the lack of privacy standards for personal information passing through the HealthCare.gov
website and the threat posed to Americans if hackers on the Internet gained access to such
information. The Committee’s specific interest in questioning Mr. Park was based on several
factors:

e Prior to his position as U.S. CTO, Mr. Park was the CTO at HHS, where he “led the successful
execution of an array of breakthrough initiatives, including the creation of HealthCare.gov.”

e Asthe U.S. CTO, Mr. Park worked at OSTP and was considered part of OSTP leadership.
While there he focused on “how technology policy and innovation can advance the future of our
nation.”'! According to his biography, previousty available on OSTP’s website, Mr. Park is “a
highly accomplished health IT entrepreneur”'? who together with Mr. Jeff Zients, “assembled
and fed the tech surge that overhauled HealthCare.gov, ultimately enabling millions of
Americans to sign up for quality, affordable health insurance.”!®

¢ In written testimony before the Committee two years ago, Dr. John Holdren, OSTP Director,
explained that:

" Robert Pear and Eric Lipton, “Health Website Official Tells of White House Briefings,” The New York Times,
November 13, 2013, available at: http://www.nytimes.com/2013/11/14/us/officials-say-they-dont-know-cost-of-health-
website-fixes.htm[?_r=0.

§ Matthew J. Belvedere, “No Security Ever Built Into Obamacare Site: Hacker,” CNBC.com, November 25, 2013,
available at: http://www.cnbe.com/id/101225308.

¢ Mr. Park resigned his position as U.S. CTO on August 29, 2014, per an e-mail from OSTP to the Committee.

% White House Blog, “Todd Park Named New U.S. Chief Technology Officer,” March 9, 2012, available at:
http://www.whitehouse.gov/blog/2012/03/09/todd-park-named-new-us-chief-technology-officer.

" OSTP website, Todd Park bio, previously availabie at:
hitp://www.whitehouse. gov/administration/eop/ostp/about/leadershipstaff/park.
2 Tbid.

B Ibid.

Page | 3
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“OSTP also supports me in my role as Assistant to the President for Science and Technology
and the U.S. Chief Technology Officer, who sits in OSTP, in our functions advising the
President on S&T dimensions of the policy challenges before the Nation, including
strengthening the economy and creating jobs, improving healthcare and education,
enhancing the quality of the environment, and advancing national and homeland security.”**

The Science Committee’s interest in hearing from Mr. Park intensified with the acquisition
of documents from the Oversight and Government Reform Committee that identified Mr. Park as a
White House co-chair of the Affordable Care Act Information Technology Exchanges Steering
Committee.” According to these documents, the stated mission of this HealthCare.gov Steering
Committee is to support the timely and efficient resolution of barriers to assure the implementation
of “consumer-centric” health insurance exchanges. The Stecring Committee’s Charter explicitly
directs its participants “to promote resolution to key IT strategy and policy issues that impede
progress on Affordable Care Act activities across the federal government and with the state
exchanges,” and to “direct the formulation of work groups to identify barricrs, develop or identify
promising practices to support efficiencies, and develop option papers for the Committee’s
consideration.” The ACA Exchanges Steering Committee oversees both security and privacy
interagency working groups.

Previous Hearings

When the site was launched on October 1, 2013, it was plagued with operational problems.
In light of the myriad problems facing the website, on November 19, 2013, the Committee held a
hearing to explore the threat posed by identity theft to Americans if hackers acquired such
information through the HealthCare.gov website.'® The hearing also examined issues related to the
website’s security controls and potential vulnerabilities by inviting cybersecurity experts to discuss
what specific security standards and technical measures should be in place to protect Americans’
privacy and personal information on HealthCare.gov.

The Committee revisited these issues in a subsequent hearing on January 16, 2014," which
provided Members with an updated assessment of HealthCare.gov to determine the likelihood of
personal information being accessed or compromised from an attack on the website. The hearing
also examined the potential consequences of identity theft to Americans if hackers with malicious
intent gained personal information through the website. At the conclusion of the hearing, Chairman

' SST hearing, “Examining the Priorities and Effectiveness of the Nation’s Science Policies,” June 20, 2012, available
at: http://science.house gov/hearing/full-committee-hearing-examining-priorities-and-effectiveness-

nation%E2%80%99s-science-policies.
"> SST Majority Staff Report, “Did the White House Knowingly Put Americans’ Sensitive Information at Risk?

Committee Seeks to Clarify Contradictions Surrounding Senior White House Official’s Role in Developing
HealthCare.gov,” October 2014, available at:

http://science.edgeboss.net/sst2014/documents/October%202014%20T 0dd%20Park%20Majority%20Staff%20Report.p
df.

' SST hearing, “Is My Data on Healthcare.gov Secure?” November 19, 2013, available at:
http://science.house.gov/hearing/full-committee-hearing-my-data-healthcaregov-secure.

1" SST hearing, “Healthcare.gov: Consequences of Stolen Identity,” Janvary 16, 2014, available at:

http://science.house.gov/hearing/full-committee-hearing-healthcaregov-consequences-stolen-identity.

Page | 4
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Smith called on the President to formally certify the safety requirements, security standards and
privacy conditions of HealthCare.gov.

Questions Remain

One year later, concerns about the HealthCare.gov website’s security still remain with the
second Open Enrollment period for HealthCare.gov. Despite the improved functionality since the
flawed October 1st launch, it is unclear how much work has been done to address the privacy and
security aspects of that functionality, which were concerns raised in the Committee’s prior hearings.

¢ According to news reports over the past few months, the Centers for Medicare and Medicaid
Services “denied a request by The Associated Press under the Freedom of Information Act for
documents about the kinds of security software and computer systems behind the federally
funded HealthCare.gov.”'®

o News stories in September also reported that a “hacker broke into part of the HealthCare.gov
insurance enrollment website in July and uploaded malicious software.”'*

» A recent U.S. Government Accountability Office review of the website made the following
observation: “Healthcare.gov had weaknesses when it was first deployed, including incomplete
security plans and privacy documentation, incomplete security tests, and the lack of an alternate
processing site to avoid major service disruptions.”* This report also finds: “[ W]eaknesses
remain both in the processes used for managing information security and privacy, as well as the
technical implementation of IT security controls.”?!

* And in a recent news conference, the President reportedly said, “We’re really making sure the
website works super well before the next open enroliment period. We’re double-and triple-
checking it.”** However, the same news article reports that while HealthCare.gov performed
better than last year, consumers in Virginia for example, “were having a hard time logging into
their accounts retrieving old passwords and proving they were who they said they were — a
process known as identity proofing, which also vexed many people last fail.”

3 yack Gillum, “US Won’t Reveal Records on Health Website Security,” Associated Press, August 21, 2014, available
at: http://www.federalnewsradio.com/458/3684543/US-wont-reveal-records-on-health-website-security.
* Danny Yadron, “Hacker Breached HealthCare.gov Insurance Site,” The Wall Street Journal, September 4, 2014,
available at: http://onling wsji.com/articles/hacker-breached-healthcare-gov-insurance-site-1409861043.
% “HealthCare.gov ~ Actions Needed to Address Weaknesses in Information Security and Privacy Controls,” GAO,
2S)eptember 16, 2014, available at: http://www.gao.gov/products/GAQ-14-730.

Tbid.
* Robert Pear and Abby Goodnough, “Some New Frustrations as Health Exchange Opens,” New York Times,
November 15, 2014, available at: http://www.nytimes.com/2014/11/16/us/health-insurance-marketplace-
opens.htmi?rref=us&module=ArrowsNavé&contentCollection=U. S &action=keypress&region=FixedRight&pgtype=arti
cle.
* Thid.

Page | 5
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Chairman BROUN. This hearing of the Subcommittee on Over-
sight will come to order. Without objection, the Chair is authorized
to declare recesses of the Committee at any time.

Good morning, and welcome to today’s hearing. In front of you
are packets containing the written testimony, biography, and truth-
in-testimony disclosure for today’s witness. I now recognize myself
for five minutes for an opening statement.

I want to thank my colleagues for being here today, and I want
to especially thank our witness for his presence. We have been
waiting a very long time to be able to question you, sir. I am sorry
that we had to come to the point of issuing you a subpoena to get
that to happen, but I am glad that you are here today, sir.

In fact, the Committee has invited you several times before on
five different occasions. We wrote directly to you, Mr. Park, as well
as to the Director of the Office of Science and Technology Policy.
None of those invitations elicited the “yes” response that we got as
a result of issuing you a subpoena.

In the course of our correspondence, several claims were made by
OSTP as to why you were not the individual to answer the Com-
mittee’s questions, such as: that you and OSTP personnel have not
been substantially involved in developing or implementing the Fed-
erally Facilitated Marketplace’s security measures; that you did not
develop or approve the security measures in place to protect the
website; that you do not manage those responsible for keeping the
site safe; and that you are not a cybersecurity expert, which is an
interesting description of you to say the least. You are the co-
founder of Athenahealth, which you co-developed into one of the
most innovative health IT companies in the industry and become
very wealthy, in fact, doing that. As a government employee, you
helped launch the President’s Smarter IT Delivery Agenda, which
created the new U.S. Digital Service, and you created the beta
version of HealthCare.gov. How do these activities not require
cybersecurity expertise?

Further, on November 13, 2013, in testimony, sworn testimony,
before the Committee on Oversight and Government Reform, you
said that you did not, to quote you, “actually have a really detailed
knowledge base” of the website before it was launched, and that
you were, again quoting you, “not deeply familiar with the develop-
ment and testing regimen that happened prior to October 1.”

However, the Committee has in its possession documents that
appear to contradict much of what you have said in your prior Con-
gressional appearance, again under oath, as well as what OSTP
has explained to this Committee.

But these documents were not easy to come by, despite request-
ing them in a letter last December, and despite preparing to ask
about them in a briefing OSTP arranged on your behalf in Sep-
tember—a briefing that was canceled the evening before it was
scheduled to take place when your colleagues were informed it
would be transcribed.

Mr. Park, I find your and the White House’s lack of transparency
intolerable and an obstruction to this Committee’s efforts to con-
duct oversight. It took a subpoena to get you here, sir. It took an-
other subpoena to compel your documents from the White House,
but even with that, we have yet to receive all of your documents
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in compliance with our subpoena issued on September 19, exactly
2 months ago.

As a gesture of good faith, Committee staff have engaged in mul-
tiple in-camera reviews with White House lawyers, yet there are
still documents being withheld from the Committee without a claim
of a legally recognized privilege. That begs the question: What are
you hiding, Mr. Park?

I have some theories about the answer to that question. Perhaps
it is that you knew there were serious problems with
HealthCare.gov prior to the launch but you did not convey them up
the chain in your briefings with the President. Or, perhaps you did,
and they were ignored because of this Administration’s relentless
pursuit to launch HealthCare.gov on October 1, 2013, no matter
the consequences.

Now here we are, a year later and fresh into the beginning of the
second open enrollment, with questions that still remain about this
$2 billion debacle you are credited with fixing—a debacle that, I
might add, got hacked this summer and that, according to a recent
Government Accountability Office report, still has weaknesses, as
they say “both in the processes used for managing information se-
curity and privacy, as well as the technical implementation of IT
security controls.”

We look forward to this opportunity to ask you some of our ques-
tions, Mr. Park.

I also now ask unanimous consent to submit documents for the
record, which will be referenced in some of our questions. Without
objection, so ordered.

[The information appears in Appendix II]

Chairman BROUN. Before I yield to the Ranking Member, Eddie
Bernice Johnson, my friend from Texas, and because of some con-
flict with the Democrats, we will come back to Mr. Swalwell’s state-
ment later on, I might add that this is likely my last time chairing
this Subcommittee on Oversight for a hearing, and I would like to
thank my friends on both sides of the aisle, especially Chairman
Smith, for a productive two years of hard work on this Sub-
committee. Our staff, both Democrat and Republican, worked very
hard. We worked together in as bipartisan manner as possible. We
might not have agreed on all the issues. Some issues we did, some
we didn’t. But it has been a very productive two years, I think, and
I have been very privileged to Chair this Subcommittee. I wish you
all well next year.

[The prepared statement of Mr. Broun follows:]

PREPARED STATEMENT OF SUBCOMMITTEE ON OVERSIGHT
CHAIRMAN PAUL BROUN

Good morning. I want to thank my colleagues for being here today and I want
to especially thank our witness for his presence—we have been waiting a very long
time to question you, sir.

In fact, the Committee has invited you to testify before us on five different occa-
sions. We wrote directly to you, Mr. Park, as well as to the Director of the Office
of Science and Technology Policy. None of those invitations elicited the “yes” re-
sponse we got as a result of issuing you a subpoena.

In the course of our correspondence, several claims were made by OSTP as to why
you were not the individual to answer the Committee’s questions, such as:
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e That you and OSTP personnel have not been substantially involved in devel-
oping or implementing the Federally Facilitated Marketplace’s security meas-
ures;

e That you did not develop or approve the security measures in place to protect
the website;

e That you do not manage those responsible for keeping the site safe; and

e That you are not a cybersecurity expert—which is an interesting description of
you to say the least. You are the co-founder of Athenahealth, which you co-de-
veloped into one of the most innovative health IT companies in the industry.
As a government employee, you helped launch the President’s Smarter IT Deliv-
ery Agenda, which created the new U.S. Digital Service.and you created the
beta version of HealthCare.gov—how do these activities not require
cybersecurity expertise?

Further, on November 13, 2013, in testimony before the Committee on Oversight
and Government Reform, you said that you did not “actually have a really detailed
knowledge base” of the website before it was launched, and that you were “not deep-
ly familiar with the development and testing regimen that happened prior to Octo-
ber 1.”1

However, the Committee has in its possession documents that appear to con-
tradict much of what you have said in your prior Congressional appearance, as well
as what OSTP has explained to this Committee.

But these documents were not easy to come by, despite requesting them in a let-
ter last December, and despite preparing to ask about them in a briefing OSTP ar-
ranged on your behalf in September—a briefing that was cancelled the evening be-
fore it was scheduled to take place when your colleagues were informed it would
be transcribed.

Mr. Park, I find your and the White House’s lack of transparency intolerable and
an obstruction to this Committee’s efforts to conduct oversight. It took a subpoena
to get you here. It took another subpoena to compel your documents from the White
House, but even with that, we have yet to receive all of your documents in compli-
ance with our subpoena issued on September 19th, exactly two months ago. As a
gesture of good faith, Committee staff have engaged in multiple in camera reviews
with White House lawyers, yet there are still documents being withheld from the
Committee without a claim of a legally recognized privilege. That begs the ques-
tion—what are you hiding, Mr. Park?

I have some theories about the answer to that question. Perhaps it is that you
knew there were serious problems with HealthCare.gov prior to the launch but you
did not convey them up the chain in your briefings with the President. Or, perhaps
you did, and they were ignored because of this Administration’s relentless pursuit
to launch HealthCare.gov on October 1, 2013, no matter what the consequences.

Now here we are, a year later and fresh into the beginning of the second Open
Enrollment, with questions that still remain about this $2 billion dollar debacle you
are credited with fixing—a debacle that, I might add, got hacked this summer and
that, according to a recent Government Accountability Office report, still has weak-
nesses “both in the processes used for managing information security and privacy,
as well as the technical implementation of IT security controls.”

We look forward to this opportunity to ask you some of our questions.

Before I yield to Mr. Swalwell for his opening statement, let me just add that this
is likely my last time chairing an Oversight Subcommittee hearing, and I would like
to thank my friends on both sides of the aisle—especially Chairman Smith—for a
productive two years of hard work on this Subcommittee. I wish you all well next
year, and I now recognize Mr. Swallwell.

Chairman BROUN. I now recognize our Ranking Member, Ms.
Eddie Bernice Johnson, for her statement. You are recognized for
five minutes.

Ms. JOoHNSON. Thank you, Mr. Chairman, and let me express my
appreciation for your service, since this might very well be your
last chairing of this Committee, and wish you well in the future.

1“Obamacare Implementation—-The Rollout of HealthCare.gov,” House Oversight and Govern-
ment Reform Committee, November 13, 2013, available at: http://oversight.house.gov/wp-content/
uploads/2014/06/11-13-13-TRANSCRIPT-Obamacare-Implementation-The-Rollout-of-
HealthCare.gov—.pdf.
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We have maintained a great relationship, although I must say that
probably 99.9 percent of the time we disagree.

But I want to welcome Mr. Park, the former Chief Technology
Officer of the United States, to this Committee hearing, and I ap-
preciate, Mr. Park, your willingness to appear before us. I want to
apologize to you for all the political theater that is unfolding
around your appearance. Please keep in mind that this hearing is
largely an excuse for the majority to again express their dislike for
the Affordable Care Act and the online Marketplace that has led
millions of Americans to find medical coverage. I know that they
do not like Obamacare. The Majority has voted at least some 53
times during this Congress to repeal or dismantle the ACA.

Nevertheless, I want to ask all Members here today to please re-
member that Mr. Park is not personally responsible for the ACA,
nor is he responsible for the problems on October 1, 2013.

Mr. Park, it is clear that you were not responsible for how the
website performed last October 1st. In doling out responsibility for
its performance on day one, I think it was fair to assign you zero
percentage of the responsibility, which reflects the degree of your
actual involvement in developing the website.

Of course, your job at the White House put you in a position to
have more insight than most into how the Centers for Medicare
and Medicaid Services were doing in developing the program, but
the management of the program was up to CMS. And the people
doing the actual development work were contractors who legally
answered to CMS. As I am sure you would agree, insight into what
is going on does not equate to being intimately involved or directly
responsible for the website. And of course your real job as CTO
during that period had you leading multiple interagency initiatives
designed to push technology into the American economy and across
society. For example, you were working to make U.S. government
data more easily accessible by the public, which can spur innova-
tion, profits and jobs, as has been amply demonstrated by the way
that publicly available National Weather Service data has spawned
a multibillion-dollar weather forecasting industry.

Mr. Park, I think it is fair to say that fundamentally you were
working to make services of the government more readily available
to citizens during your tenure as CTO. You were working to help
reduce information costs in various areas of the economy, notably
your green button initiative to let consumers get a better idea
about energy consumption and sourcing. You were facilitating dia-
logues across communities to bring experts on particular social
issues face-to-face with experts from the IT world. Laudably, you
were a part of an initiative aimed at stopping human trafficking
and another initiative designed to find ways to harness IT more ef-
fectively in disaster response.

I know that as I cite these examples, I am just scratching the
surface of the scope of your day job as CTO of the United States.
Regrettably, the Committee has made no effort to understand this
broad portfolio of your accomplishments there, and has shown little
appreciation for your patriotic desire to serve, even though it
meant leaving the lucrative world of Silicon Valley IT startups and
venture capital. From the bottom of my heart, I want to thank you
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for all you did and tried to do, including joining the team tasked
with fixing the HealthCare.gov site after October 1st.

I hope your experience with this Committee won’t diminish your
sense of pride in your accomplishments or dampen your enthu-
siasm for public service. We need people like you to be willing to
come serve this country.

Thank you, and I yield back.

[The prepared statement of Ms. Johnson follows:]

PREPARED STATEMENT OF FULL COMMITTEE
RANKING MEMBER EDDIE BERNICE JOHNSON

Mr. Chairman, I want to welcome Mr. Park, the former Chief Technology Officer
of the United States, to this Committee hearing. I appreciate your willingness to ap-
pear before us, Mr. Park, and I want to apologize to you for all the political theater
that is unfolding around your appearance.

Please keep in mind that this hearing is largely an excuse for the Majority to
again express their dislike for the Affordable Care Act and the online-Marketplace
that has let millions of Americans find medical coverage. I know that they do not
like Obamacare—the Majority have voted in the House some 53 times during this
Congress to repeal or dismantle the ACA. Nevertheless, I want to ask all Members
here today to please remember that Mr. Park is not personally responsible for the
ACA, nor is he responsible for the problems on October 1, 2013.

Mr. Park, it is clear that you were not responsible for how the website performed
last October 1. In doling out responsibility for its performance on day one I think
it’s fair to assign you 0 % of the responsibility, which reflects the degree of your
actual involvement in developing the website.

Of course, your job at the White House put you in a position to have more insight
than most into how the Centers for Medicare and Medicaid Services were doing in
developing the program, but the management of the program was up to CMS. And
the people doing the actual development work were contractors who legally an-
swered to CMS. As I'm sure you would agree, insight into what is going on does
not equate to being intimately involved or directly responsible for the website.

And of course your real job as CTO during that period had you leading multiple
interagency initiatives designed to push technology out into the American economy
and across society. For example, you were working to make U.S. government data
more easily accessible by the public, which can spur innovation, profits, and jobs,
as has been amply demonstrated by the way that publicly available National Weath-
er Service data has spawned a multi-billion dollar weather forecasting industry.

Mr. Park, I think it is fair to say that fundamentally you were working to make
services of the government more readily available to citizens during your tenure as
CTO. You were working to help reduce information costs in various areas of the
economy, notably your “green button” initiative to let consumers get a better idea
about energy consumption and sourcing. You were facilitating dialogues across com-
munities to bring experts on particular social issues face-to-face with experts from
the IT world. Laudably, you were a part of an initiative aimed at stopping human
trafficking and another initiative designed to find ways to harness IT more effec-
tively in disaster response.

I know that as I cite these examples, I am just scratching the surface of the scope
of your day job as CTO of the United States. Regrettably, the Committee has made
no effort to understand this broad portfolio or your accomplishments there, and has
shown little appreciation for your patriotic desire to serve, even though it meant
leaving the lucrative world of Silicon Valley IT start-ups and venture capital.

From the bottom of my heart, I want to thank you for all you did and tried to
do, including joining the team tasked with fixing the healthcare.gov site after Octo-
ber 1. I hope your experience with this Committee won’t diminish your sense of
pride in your accomplishments or dampen your enthusiasm for public service. We
need people like you to be willing to come serve the country.

Chairman BROUN. Thank you, Ms. Johnson. I disagree with you
about a couple of issues. One is that we have recognized Mr. Park’s
accomplishments and responsibilities outside of being involved in
HealthCare.gov. In fact, he himself has said he has not been deeply
involved, though there are emails that we have and that you have
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that show otherwise. So it is not zero involvement, and it seems to
be the mantra of this Administration that people are zero involved
and have no responsibility for issues, but thank you, Ms. Johnson.

I now recognize the full Committee Chairman, Mr. Lamar Smith,
for five minutes.

Chairman SMITH. Thank you, Mr. Chairman.

Americans have seen firsthand the misrepresentations that sur-
round Obamacare. First, there was the President’s broken promise
that “If you like your health care plan, you can keep it.” Then, in
a video that surfaced last week, MIT professor Jonathan Gruber,
a principal architect of Obamacare, admitted how the Administra-
tion sold this to the American people, saying “Lack of transparency
is a huge political advantage. Basically, call it the stupidity of the
American voter or whatever, but basically that was really, really
critical to getting the thing [Obamacare] to pass.”

Finally, after a year of requests by this Committee, the Adminis-
tration has agreed to have someone who worked in the White
House testify about the lack of security of the HealthCare.gov
website. Mr. Todd Park was the White House Chief Technology Of-
ficer for the Office of Science and Technology Policy from March
2012 to August 2014.

Joining the Obama Administration in the Department of Health
and Human Services, Mr. Park was one of the principal architects
for the HealthCare.gov website. Former Health and Human Serv-
ices Secretary Kathleen Sebelius later called this website “a deba-
cle” with a recent estimated cost of $2 billion.

Today we will review the White House’s repeated misinformation
about the HealthCare.gov website. Mr. Park’s own emails show an
in-depth, detailed knowledge about cybersecurity issues with the
website. He was the primary spokesperson for the White House
about the website and the website’s security. Mr. Park directed sev-
eral contractors to review the security of the website.

On October 10th, soon after the website went operational, Mr.
Park read an online article by David Kennedy, a white hat hacker
who has testified twice before this Committee. Mr. Kennedy’s arti-
cle was titled “Is the Affordable Care Website Secure? Probably
Not.” Mr. Park commented in an email how he was advised that
“these guys are on the level.” We are asking Mr. Park to explain
his role in developing the $2 billion website and what the Adminis-
tration knew about the security risks of the website.

As of today, the White House still has failed to provide this Com-
mittee with all the documents that are subject to the subpoena.
The ones we do have paint a far different picture than that of the
Office of Science and Technology Policy.

As I mentioned, the Committee has not received all of the emails
and other documents that were subject to the subpoena so another
hearing may well be necessary.

Finally, I want to take a moment to thank the Chairman of the
Oversight Subcommittee, Dr. Paul Broun, for his tireless efforts on
this subject as well as so many other subjects that have come be-
fore this Subcommittee. We appreciate his public service and his
dedication over the years to his constituents, to Congress, and to
our country. So Chairman Broun, thank you again for all you have
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done. We appreciate all your great work, and I look forward to to-
day’s hearing.
[The prepared statement of Mr. Smith follows:]

PREPARED STATEMENT OF FULL COMMITTEE CHAIRMAN LAMAR S. SMITH

Americans have seen first-hand the misrepresentations that surround Obamacare.
First, there was the President’s broken promise that “If you like your health care
plan, you can keep it.”

Then, in a video that surfaced last week, MIT professor Jonathan Gruber, a prin-
cipal architect of Obamacare, admitted how the Administration sold this to the
American people, saying:

“Lack of transparency is a huge political advantage. Basically, call it the stu-
pidity of the American voter or whatever, but basically that was really, really
critical to getting the thing [Obamacare] to pass.”

Finally, after a year of requests by this Committee, the Administration has agreed
to have someone who worked in the White House testify about the lack of security
of the HealthCare.gov website. Mr. Todd Park was the White House Chief Tech-
nology Officer for the Office of Science and Technology Policy (OSTP) from March
2012 to August 2014.

Joining the Obama Administration in the Department of Health and Human
Services, Mr. Park was one of the principal architects for the HealthCare.gov
website. Former Health and Human Services (HHS) Secretary Kathleen Sebelius
later called this website “a debacle” with a recent estimated cost of $2 billion.

Today we will review the White House’s repeated misinformation about the
HealthCare.gov website.

Mr. Park’s own emails show an in-depth, detailed knowledge about cybersecurity
issues with the website. He was the primary spokesperson for the White House
about the website and the website’s security.

Mr. Park directed several contractors to review the security of the website. On
October 10th—soon after the website went operational—Mr. Park read an online ar-
ticle by David Kennedy, a white hat hacker who has testified twice before this Com-
mittee.

Mr. Kennedy’s article was entitled “Is the Affordable Care Website Secure? Prob-
ably Not.” Mr. Park commented in an email how he was advised that “these guys
are on the level.”

We're asking Mr. Park to explain his role in developing the $2 billion website and
what the Administration knew about the security risks of the website.

As of today, the White House still has failed to provide this Committee with all
the documents that are subject to the subpoena. The ones we do have paint a far
different picture than that of the Office of Science and Technology Policy.

As I mentioned, the Committee has not received all of the emails and other docu-
ments that were subject to the subpoena. So another hearing may well be necessary.

Finally, I want to take a moment to thank the chairman of the Oversight Sub-
committee, Dr. Paul Broun, for his tireless efforts on this subject and many others
before the Oversight Subcommittee. We appreciate his public service and dedication
over his many years on the Science Committee.

I look forward to today’s hearing.

Chairman BROUN. Thank you, Mr. Smith. As I announced ear-
lier, Mr. Swalwell will be joining us in a bit, and he will give his
opening statement at that time and then ask his questions in due
order. If there are Members who wish to submit additional opening
statements, your statements will be added to the record at this
point.

At this time, I would like to introduce today’s witness, Mr. Todd
Park, the former Chief Technology Officer of the United States and
Assistant to the President. Prior to this role, Mr. Park served as
Chief Technology Officer for the U.S. Department of Health and
Human Services, and before entering Federal service, Mr. Park co-
founded Athenahealth and co-led its development into one of the
most impressive health IT companies in the industry.
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As our witness should know, spoken testimony is limited to five
minutes after which the members of the Committee will have five
minutes each to ask questions. And Mr. Park, it is the practice of
this Subcommittee on Oversight to receive testimony under oath.
If you now would please stand and raise your right hand? Do you
solemnly swear and affirm to tell the whole truth and nothing but
the truth, so help you God?

Mr. PARk. I do.

Chairman BROUN. Thank you. You may be seated. Let the record
reflect that the witness answered in the affirmative and has taken
the oath.

I now recognize Mr. Park for five minutes to present your testi-
mony, Sir.

TESTIMONY OF TODD PARK,
FORMER CHIEF TECHNOLOGY OFFICER
OF THE UNITED STATES,
OFFICE OF SCIENCE AND TECHNOLOGY POLICY

Mr. PARK. Thank you, sir.

Chairman Broun, thank you for your service. Chairman Smith,
Ranking Member Swalwell, Ranking Member Johnson and Mem-
bers of the Committee, good morning. I am looking forward to the
opportunity to offer testimony to you today.

To begin, I would like to provide some context for my time as
U.S. Chief Technology Officer that will be helpful in addressing
questions you have asked me to answer.

I am a private-sector health IT entrepreneur by background and
have been blessed with significant success in that arena. Only in
America can the son of two brave immigrants from Korea have the
kind of business-building experiences that I have been blessed to
have. I love this country very much, and it has been the greatest
honor of my life to serve it.

In March 2012, after 2-1/2 years working at the U.S. Depart-
ment of Health and Human Services, I joined the White House Of-
fice of Science and Technology Policy as U.S. CTO. In this role, my
primary job was to serve as a Technology Policy and Innovation
Advisor across a broad portfolio of issues, working on open data
policy and initiatives, wireless spectrum policy, how to advance a
free and open Internet, how to harness the power of technological
innovation to fight human trafficking and improve disaster re-
sponse and recovery, and more. My role as U.S. CTO was not to
oversee the internal Federal IT budget and operations. However,
given my background at HHS and as a health IT entrepreneur, I
was asked to provide assistance to CMS, which was the agency in
charge of managing the development of the new HealthCare.gov in-
cluding the Federally Facilitated Marketplace for Health Insur-
ance. I provided assistance to CMS in a few different capacities.

For example, I served as one of three co-chairs of an interagency
steering committee organized by the Office of Management and
Budget and which focused on providing a neutral venue in which
agencies like CMS, IRS, SSA and others could work through inter-
agency items, primarily in support of the Data Services Hub, which
ended up going live quite successfully. I assisted with a Red Team
exercise in early 2013 that helped identify actions to improve
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project execution as well as some associated follow-on work that
summer. From time to time I helped connect people to each other,
served as a spokesperson of sorts, and provided help on particular
questions.

However, to properly calibrate your expectations of my knowl-
edge of CMS’s initial development of the new HealthCare.gov and
the Federally Facilitated Marketplace, I was not a project manager
who was managing and executing the day-in and day-out oper-
ational work of building the new HealthCare.gov and the Federally
Facilitated Marketplace. This was the responsibility of CMS. I
didn’t have the kind of comprehensive, deep, detailed knowledge of
the effort that a hands-on project manager would have, and which
I have had about other projects in my private-sector work.

I assisted CMS with its work as an advisor while executing my
overall duties as White House Technology Policy Innovation Advi-
sor working on a broad range of policy issues as I described earlier.

As the new HealthCare.gov and the Federally Facilitated Mar-
ketplace rolled out in the fall of 2013, as the extent of operational
issues with the site became clear, it became an all-hands-on-deck
moment, and I along with others dropped everything else I was
doing and increased my involvement in HealthCare.gov dramati-
cally, shifting full time into the HealthCare.gov turnaround effort
and working as part of a tech surge, which radically improved the
performance of the site. I worked as part of a terrific team working
around the clock, even sleeping on office floors. My particular focus
was on helping to reduce the amount of time the site was down,
improve the site’s speed, improve its ability to handle high user
volume, and improve user-facing functionality. Our team -effort
drove massive improvement in the site, ultimately enabling mil-
lions of Americans to sign up for health insurance through the site,
many of whom had previously been uninsured.

At the end of the day on April 15, 2014, the last day of extended
special enrollment, I went back to my U.S. CTO day job of being
Technology Policy and Innovation Advisor, and my involvement in
HealthCare.gov accordingly scaled back dramatically.

As another contextual note, I understand that the Committee’s
primary interest has been the security of HealthCare.gov. I do not
have the expertise in cybersecurity that the professors of
cybersecurity and other experts who previously testified before this
Committee have. Responsibility for the cybersecurity of
HealthCare.gov rests with CMS. My involvement with the security
of HealthCare.gov has been rather tangential. The interagency
steering committee I co-chaired had a privacy and security sub-
group but the subgroup was staffed and led by Agency personnel
who occasionally asked the overall committee co-chairs to help fa-
cilitate interagency dialog and cooperation but who generally drove
to the ultimate answers themselves. There were a small number of
other occasions when I was asked to serve as a spokesperson of
sorts—summarizing general cybersecurity content supplied by CMS
and HHS—to function as a liaison or facilitator connecting people
to each other, or to provide my general thoughts for whatever they
were worth. But, again, I am not a cybersecurity expert.

As a final contextual note, at the end of August of this year, in
order to stay married, I stepped down as U.S. CTO and returned
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home to Silicon Valley, fulfilling my wife’s longstanding desire to
do so. I continue to serve our country as a consultant to the White
House based in Silicon Valley, focused primarily on attracting more
and more of the best tech talent in the Nation to serve the Amer-
ican people, which is important to our vital work as a government
to radically improve how the government delivers digital services
and unleashes the power of technology in general.

Thank you for the opportunity to provide some context for my
testimony today, and I look forward to answering your questions as
best I can.

[The prepared statement of Mr. Park follows:]
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Chairman Broun, Chairman Smith, Ranking Member Maffei, Ranking
Member Johnson, and Members of the Committee, good morning. I'm

looking forward to the opportunity to offer testimony to you today.

To begin, | would like to provide some context for my time as United
States Chief Technology Officer {CTO) that will be helpful in addressing

questions you’ve asked me to answer.

| am a private-sector healtth IT entrepreneur by background, and have
been blessed with significant success in that arena. Only in America can
the son of two brave immigrants from Korea have the kind of business-

building experiences that | have been blessed to have.

in August 2009, | was asked to come serve our country, the country |
love so very much, as the U.S. Department of Health and Hurmman
Service’s {HHS) Chief Technology Officer (CTO) and “entrepreneur-in-
residence.” My role at HHS was to serve as a technology policy and
innovation advisor. My principal focus there was on open data policy —
making health care-related data and knowledge more open and

accessible to help fuel innovation, entrepreneurship, and health care
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improvement. As a special project, after the passage of the Affordable
Care Act in March 2010, | was also asked to lead an early effort to
develop a website in 90 days that provided basic information about the
Affordable Care Act and health coverage options. This website was the
first edition of HealthCare.gov, and was a purely informational site; it
did not contain a transactional marketplace in which people applied for
health insurance. This early website went live very successfully on July
1, 2010. i should note that, subsequently, this website was essentially
completely replaced in 2013 by the Centers for Medicare and Medicaid
Services (CMS) with a new HealthCare.gov that incorporated the

Federally Facilitated Health Insurance Marketplace.

In March 2012, | joined the White House Office of Science and
Technology Policy as U.S. CTO. In this role, my primary job was to serve
as a technology policy and innovation advisor across a broad portfolio
of issues, working on open data policy and initiatives, wireless spectrum
policy, how to advance a free and open internet, how to harness the
power of technological innovation to fight human trafficking and
improve disaster response and recovery, and more. My role as U.S.
CTO was not to oversee the internal Federal IT budget and operations.

However, given my background at HHS and as a health IT entrepreneur,
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I was asked to provide assistance to CMS, which was the agency in
charge of managing the development of the new HealthCare.gov,

including the Federally Facilitated Marketplace for health insurance.

| provided assistance to CMS in a few different capacities. For example,
I served as one of three co-chairs of an interagency steering committee,
organized by the Office of Management and Budget (OMB) and which
focused on providing a neutral venue in which agencies like CMS, IRS,
SSA and others could work through interagency items -- primarily in
support of the data services hub, which ended up going live quite
successfully. | assisted with a “red team” exercise in early 2013 that
helped identify actions to improve project execution, as well as some
associated follow-on work that summer. From time to time, | helped
connect people to each other, served as a spokesperson of sorts, and

provided help on particular questions.

However, to properly calibrate your expectations of my knowledge of
CMS's initial development of the new HealthCare.gov and Federally
Facilitated Marketplace: | was not a project manager who was
managing and executing the day-in and day-out operational work of

building the new HealthCare.gov and the Federally Facilitated
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Marketplace. This was the responsibility of CMS. | didn’t have the kind
of comprehensive, deep, detailed knowledge of the effort that a hands-
on project manager would have, and which | have had about other
projects in my private sector work. { assisted CMS with its work as an
advisor, while executing my overall duties as White House technology
policy and information advisor, working on a broad range of policy

issues, as | described earlier.

As the new HealthCare.gov and the Federally Facilitated Marketplace
rolled out in the fall of 2013, as the extent of the operational issues
with the site became clear, it became an all-hands on deck moment,
and |, along with others, dropped everything else | was doing and
increased my involvement in HealthCare.gov dramatically, shifting full-
time into the HealthCare.gov turnaround effort, and working as part of

the “tech surge” that radically improved the performance of the site.

I worked as part of a terrific team, working around the clock, even
sleeping on office floors. My particular focus was on helping to reduce
the amount of time the site was down, improve the site’s speed,
improve its ability to handle high user volume, and improve user-facing
functionality. Our team effort drove massive improvement in the site,

ultimately enabling millions of Americans to successfully sign up for
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heaith insurance through the site -- many of whom had previously been

uninsured.

At the end of the day on April 15, 2014, the last day of extended special
enroliment, | went back to my U.S. CTO day job of being technology
policy and innovation advisor, and my involvement in HealthCare.gov

accordingly scaled back dramatically.

As another contextual note, | understand that the committee’s primary
interest has been the security of HealthCare.gov. 1do not have the
expertise in cybersecurity that the professors of cybersecurity and
other experts who previously testified before this Committee have.
Responsibility for the cybersecurity of HealthCare.gov rests with CMS.
As you know, each federal agency has responsibility for the security of
its sites, as each agency is closest to the ground and the operations of
its programs. My involvement with the security of HealthCare.gov has
been rather tangential. The interagency steering committee | co-
chaired had a privacy and security subgroup, but this subgroup was
staffed and led by agency personnel, who occasionally asked the overall
committee co-chairs to help facilitate interagency dialogue and

»

cooperation, but who generally drove to the uitimate answers
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themselves. There were a small number of other occasions when | was
asked to serve as a spokesperson of sorts (summarizing general
cybersecurity content supplied by CMS and HHS), to function as a
liaison or facilitator connecting people to each other, or to provide my
general thoughts for whatever they were worth. But, again, | am not a

cybersecurity expert.

As a final contextual note, at the end of August of this year, in order to
stay married, | stepped down as U.S. CTO and returned home to Silicon
Valley, fulfilling my wife’s longstanding desire to do so. | continue to
serve our country as a consultant to the White House based in Silicon
Valley, focused primarily on attracting more and more of the best tech
talent in the Nation to serve the American people ~ which is important
to our vital work as a government to radically improve how the
government delivers digital services and unleashes the power of

technology in general.

Thank you for the opportunity to provide some context for my
testimony today, and | look forward to answering your questions as

best | can.
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Todd Park

Taodd Park is a consultant to the White House based in Silicon Valley, a role in which he has served since the end of
August, 2014. Park’s focus is on recruiting more top tech talent like Mikey Dickerson into government and identifying
innovative ways to improve the quality of government digital services, two centrat goals of the President’s Smarter T
Delivery agenda. He is also helping to ensure that the Administration has an on-the-ground sense of how technology
is evolving and can craft policy and initiatives accordingty.

Prior to this role, Todd Park served as the U.S. Chief Technology Officer (CTO) in the White House Office of Science
and Technology Policy from 2012-2014. In this role, he served as an Assistant to the President. As U.S. CTO, Park
focused on how technology policy and innovation can advance the future of our nation.

Park joined the Administration in August 2009 as Chief Technology Officer of the U.S. Department of Health and
Human Services (HHS). in this role, he served as a change agent and “entrepreneur-in-residence,” helping HHS
harness the power of data, technology, and innovation to improve the health of the nation. Prior to joining HHS, Mr.
Park co-founded Athenahealth and co-ied its development into one of the most innovative health iIT companies in the
industry. He also co-founded Castlight Health, a web-based health care shopping service for consumers.

Park also served in a volunteer capacity as a Senior Feliow at the Center for American Progress, where he focused
on health IT and health reform policy, and as senior health care advisor to Ashoka, a leading globat incubator of
social entrepreneurs, where he helped start Healthpoint Services, a venture to bring affordabie teleheaith, drugs,
diagnostics, and clean water to rural india. Mr. Park graduated magna cum laude and Phi Beta Kappa from Harvard
College with an A.B. in economics.
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Chairman BROUN. Thank you, Mr. Park, for your testimony. Re-
minding members that Committee rules limit questioning to five
minutes, the Chair at this point will open the round of questions.
The Chairman recognizes himself for five minutes.

Mr. Park, let us clarify something. You claim in your opening
statement today that you did not have, to quote you, “comprehen-
sive, deep, detailed knowledge” of development, testing and
cybersecurity of HealthCare.gov website and that you “assisted
CMS with its work as an advisor.” Yet if you refer to tab 8 in your
binder there, you can read along from the highlighted sections of
one of your subpoenaed emails dated June 26, 2013, sent to
Marilyn Tavener, Michele Snyder and Henry Chao about “a deep-
dive session with Henry Chao.” Specifically, you wrote, “Marilyn,
I'm also going to visit with Henry and team for one of our evening
deep-dive sessions to get up to speed on the latest status of IT and
testing. There’s no substitute for an evening deep dive. So I'll bring
healthy food and snacks to Baltimore and camp out with Henry
and team for a few hours.”

Mr. Park, please explain to me how you define “deep, detailed
knowledge” and then contrast that with a deep-dive experience
with Mr. Chao and that lasts for several hours.

Mr. PARK. Sir, I would be delighted to. So in my private-sector
experience, when you have really deep, detailed, comprehensive
knowledge of a project, that comes from being the project manager.
That comes from being the person who is in charge of running
things, you know what is going on, you know each axis of what is
going on on an ongoing basis, and that is the role I served in my
private-sector life on a variety of projects but that was not the role
I was serving on the Federally Facilitated Marketplace. That was
CMS’s responsibility.

What is happening here is that on a few occasions, I spent time
with the folks who were actually running the project and asked a
series of questions and got information but that level of knowledge
pales in comparison to the really deep, detailed, comprehensive
knowledge that you would have as the project manager running the
thing on an ongoing basis.

Chairman BROUN. So you had some supervisory function there.

Mr. Park, do you agree with Health Secretary Kathleen Sebelius’
assessment that the rollout of the website was “a debacle™?

Mr. PARK. The rollout was unacceptable, sir.

Chairman BROUN. Mr. Park, you acknowledge in your opening
statement that you were one of three White House co-chairmen of
the Affordable Care Act Information Technology Exchanges Steer-
ing Committee, and that at least initially met on a monthly basis.
What was your role in these meetings? Would you say that you
were the leader of this White House trio?

Mr. PARK. I would say that I was one of the three co-chairs. It
was actually principally led and organized by the Office of Manage-
ment and Budget, and the role of the committee was to focus on
providing a neutral venue where agencies could come together and
work on really interagency issues, primarily in support of the Data
Services Hub.

Chairman BROUN. Well, on April 11, 2013, in an email sent at
2:31 p.m.—that is in tab 1——
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Mr. PARK. Thank you, sir.

Chairman BROUN. —of your binder, with the subject “Coordina-
tion on ACA,” one of the co-chairs, Mr. Steven VanRoekel, then
U.S. Chief Information Officer, expressed his concerns about your
closeness to the Centers for Medicare and Medicaid Services by
writing this: “CMS has not been inclusive and is not leading a co-
ordinated effort that will lead to success. I am also worried that
you are getting a too-CMS-centric picture. I would love nothing
more than this not to be the case, to be assured ACA implementa-
tion is on a path we want to be on, and that existing efforts will
deliver what we want.”

Your response to him sent the same day at 4:58 p.m. states,
“Hey, brother. Thanks so much for the note and the chat! Many
apologies for not staying in tighter sync with you on this. Will
make sure we stay in close sync going forward.”

To be clear, this is the same CMS that the Office of Science and
Technology Policy has told the Committee in various letters is in
a “far better position to discuss the standards that are in place for
the website.”

You did not deny this closeness to Mr. VanRoekel, and indeed,
your closeness to individuals such as Henry Chao, Chief Informa-
tion Officer at CMS, and Michele Snyder, then Chief Operating Of-
ficer at CMS and the number two official, is evident in the many
emails we have seen of your conversations with them.

If you were not the leader, then why was Mr. VanRoekel looking
toward you for guidance? And if you were so close to CMS that it
concerned your co-chair, then surely you are in just fine a position
to answer our questions about the website and should have done
so a year ago?

Mr. PARK. So thank you for the opportunity to discuss this par-
ticular email. As I recall, I think this was precipitated by the fact
that I had assisted, as I said in my opening testimony, the Red
Team exercise CMS had engaged in to basically assess risks and
identify mitigative actions to mitigate those risks in early 2013.
Steve was actually not involved with that, and he was expressing
concern about the fact that he wasn’t synced up and was worried
about a variety of different things.

What I can say, as actually the email says, is that we did sync
up. We were going to, and then I can report that we did sync up
on the Red Team results and recommendations and the path for-
ward on the steering committee and other items and his concerns
basically were dealt with in a way that was satisfactory to him.

Chairman BROUN. My time is expired. I now recognize Ms. John-
son for five minutes.

Ms. JOHNSON. Thank you very much, Mr. Chairman.

Mr. Park, Mr. Broun summarized your explanation regarding
deep dives by saying you had some supervisory responsibilities. Did
you indeed have supervisory responsibilities?

Mr. PARK. I would not define it that way. I was an advisor assist-
ing CMS, but CMS was responsible for delivering the Federally Fa-
cilitated Marketplace and the new HealthCare.gov.

Ms. JouHNSON. How would you describe your work on
HealthCare.gov during your tenure there as CTO?



27

Mr. PARK. Yes. So we are talking about the new HealthCare.gov,
the Federally Facilitated Marketplace. I will again describe it as I
referred to in my opening testimony. I assisted CMS in a few dif-
ferent capacities, serving as a co-chair of this interagency steering
committee, focused on providing a venue for agencies to work to-
gether on interagency issues in support of the hub, assisting with
the Red Team exercise and follow-up to the Red Team exercise that
summer, serving from time to time as a spokesperson, as a liaison,
as someone who could help with particular questions. I began as
an assistant, as an advisor to CMS and certainly not as the person
who was the hands-on project manager running the thing. I was
doing this assistance work as I was fulfilling my much broader
portfolio of duties as Technology Policy and Innovation Advisor at
the White House.

Ms. JOHNSON. Could you give me a little idea as to what that
broader responsibility for being the Chief Technology Officer over
and above or around or in conjunction with, in whatever you want
to put it, for the dot.gov program for the health care?

Mr. PARK. Yes, ma’am. So as U.S. CTO, my job was to be a tech-
nology policy and innovation advisor at the White House focused on
how can technological innovation help build a brighter future, cre-
ate a brighter future for the country and for the American people.
So there was a wide range of initiatives that I worked on and
championed, so you mentioned one in your opening statement, you
mentioned a few, but the open data policy, open data initiatives
work of the Administration, which really focused on opening up the
information and knowledge in the vaults of the federal government
such as weather data, health data, energy data, public safety data,
et cetera, as machine-readable fuel that taxpayers had paid for and
returning it back to the American people and American entre-
preneurs and American innovators and researchers to turn into all
kinds of incredible new products, services and companies that help
people and that create jobs.

I also was one of the creators and leaders of the Presidential In-
novation Fellows program, which was an effort to bring in the most
amazing technologists and tech entrepreneurs from outside govern-
ment and team them up with the best people inside government to
work on projects like Blue Button, which has enabled well over 100
million Americans to be able to download copies of their own health
information. I did a whole bunch of work in figuring out how we
could tap into the ingenuity of the private sector to help use the
power of technology to fight the evil of human trafficking, to help
improve disaster recovery and response, and other key priorities. I
worked on policy issues like how do you advance a free and open
Internet, how do you actually massively improve the supply of and
utilization of wireless spectrum, and more. It is the most amazing
experience I have ever had.

Ms. JOHNSON. It appears to me that though you were a person
that could be asked a question or included in a loop that your re-
sponsibilities were really very broad and really had no key respon-
sibility toward the HealthCare.gov.

Mr. PARK. So there was a chunk of my time that I reserved for
basically being helpful, being an advisor on issues that came up be-
yond the initiatives that I was championing or co-championing.
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That is the bucket in which I put being helpful to CMS on
HealthCare.gov, which I did try to do in the capacities that I de-
scribed.

Ms. JOHNSON. Thank you very much. I yield back, Mr. Chairman.

Chairman BROUN. Thank you, Ms. Johnson. Now I recognize the
full Committee chairman, Mr. Smith, for five minutes.

Chairman SMITH. Thank you, Mr. Chairman.

Mr. Park, thank you for being here today.

Mr. PARK. Thank you, sir.

Chairman SMITH. As I understand it, you were briefed and given
notice on several occasions that there were problems with the
Obamacare website. So my question is, did you believe that the
website was secure when it was first made operational?

Mr. PARK. So I think over the course of any large-scale digital
project, there are issues and challenges that come up, so——

Chairman SMITH. Did you think the website was secure before it
was operational?

Mr. PARK. I did, sir, to the best of my understanding.

Chairman SMITH. Despite the warnings you got, despite the
briefings you had pointing out the problems, you still thought it
was secure?

Mr. PARK. My understanding was that it was.

Chairman SMITH. What did you think yourself?

Mr. PARK. Again, I am not an expert.

Chairman SMITH. Did you discount the briefings and the notice
that you had gotten?

Mr. PARK. So which briefings and notices are you referring to,
sir?

Chairman SMITH. Well, there was a Red Team, there were
emails, and then other indications that you knew that there were
problems.

Mr. PARK. So the Red Team exercise didn’t really focus on secu-
rity. The Red Team focused on how the project was being run.

Chairman SMITH. The Mackenzie report is what I am talking
about that pointed out the problems.

Mr. PARK. Yes, I am referring to the same report, sir. So it didn’t
really focused on security, it focus on how the project was operating
and running generally.

Chairman SMITH. But they still pointed out problems, and you
still decided that they were not significant enough, I guess, to put
you on notice that it shouldn’t be operational?

Mr. PARK. So the Mackenzie report again addressed the general
management of the project and talked about

Chairman SMITH. Again, they pointed out the problems but you
discounted the problems?

Mr. PARK. Each of the issues, the risks, was tied to an action to
mitigate that risk and deal with that risk.

Chairman SMITH. So you think all the risks were addressed be-
fore the website was made operational?

Mr. PARK. I think that the risks identified by the Red Team re-
port, my understanding is that they were addressed.

Chairman SMITH. Well, that is amazing because both then and
more recently, all the various studies that were conducted, not a
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one found that the website was secure, not a one found that the
website was without risk.

More recently, the U.S. Government Accountability Office found
“HealthCare.gov had weaknesses when it was first deployed includ-
ing incomplete security plans and privacy documentation, incom-
plete security tests, and the lack of an alternative processing site
to avoid major service disruptions.” This report also finds “weak-
nesses remain both in the processes used for managing information
security and privacy and so forth.”

So you have these outside studies saying that it was not secure
at the beginning and it remains insecure. Do you think the website
is secure today despite all these warnings by independent, objective
entities?

Mr. PARK. So CMS is the best source of information about the
detailed security——

Chairman SMITH. Do you discount the Government Account-
ability Office’s review? The language I just read to you are direct
quotes from the GAO.

Mr. PARK. So sir, I am not an expert in this arena. I don’t want
to comment on something——

Chairman SMITH. You said repeatedly that you were an advisor.
Asd ar; advisor, do you advise people that the website is secure
today?

Mr. PARK. That is not the area where I really concentrated my
advisory work.

Chairman SMITH. Well, knowing what you know now, do you con-
sider the website to be secure today?

Mr. PARK. So based on my understanding, I would use it. I would
have family——

Chairman SMITH. No, no, I didn’t ask you whether you would use
it. That is easy for you to say yes. Do you think the website is se-
cure today?

Mr. PARK. My understanding is

Chairman SMITH. Would you advise the American people that
the website is secure today?

Mr. PARK. My understanding is that it is, but again, I would say
that the best——

Chairman SMITH. Despite the GAO, despite all these studies, de-
spite all these reports saying it is not, you still think it is?

Mr. PARK. The best source of information about that is CMS, and
they have a dedicated team——

Chairman SMITH. Well, they are obviously biased. They have got
an in-house conflict of interest to say anything else. Do you dis-
count all these third-party entities, these credible organizations
saying that it is insecure? Do you disagree with them?

Mr. PARK. Sir, again, I would just refer you to CMS for——

Chairman SMITH. Like I said, you are asking the people that de-
veloped the plan whether it is secure. What else are they going to
say? I was asking you as an advisor whether you thought these
independent entities’ reports were accurate or not.

Mr. PARK. I can’t say that I have actually gone through——

Chairman SMITH. Okay. My last question is this. Did you advise
the White House at any point or meet with the White House or
brief the White House about Obamacare’s roll-out?
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Mr. PARK. Sir, can you repeat the question?

Chairman SMITH. Did you at any point brief the president or the
White House about the Obamacare website before it went oper-
ational?

Mr. PARK. So as I can recall

Chairman SMITH. And definitely how many times if you did.

Mr. PARK. As I can recall, I gave a briefing to senior White
House officials about the results of the Red Team review and

Chairman SMITH. How many times did you brief White House
personnel?

Mr. PARK. So if you were talking about senior White House advi-
SOr's

Chairman SMITH. How many times roughly?

Mr. PARK. I can recall two.

Chairman SMITH. And during either of those times, if two or
more times, did you ever say anything to them about the problems
that were inherent in the system or about any of the warnings that
you had received?

Mr. PARK. So in both the Red Team briefing from early 2013 and
then the follow-on in July——

Chairman SmITH. Well, again, my question was fairly specific.
Did you alert the White House staff to any problems with the
website?

Mr. PARK. So we were very clear, yes, about the risks identified
by the

Chairman SMITH. You did make it clear to the White House that
there were risks?

Mr. PARK. That there were risks and here are the actions to miti-
gate those risks.

Chairman SMITH. But the actions had not been taken yet or that
they had been taken yet?

Mr. PARK. Well, the actions at the time we identified the Red
Team risks, we presented both the risks and the actions, and then
in July we said that the actions had been taken.

Chairman SMITH. Okay. So you notified the White House of the
risk and then you came back later and said that you had limited
those risks even despite outside entities saying that there were still
problems?

Mr. PARK. So this was specifically on how the project was being
run, so—and again, just to be super clear, I briefed on the Mac-
kenzie work to senior White House officials that there were risks
that needed to be dealt with, and then there were actions that were
needing to be taken to mitigate those risks.

Chairman SMITH. Okay. Thank you.

Mr. PARK. —and then——

Chairman SMITH. That answered my question. Thank you, Mr.
Park.

Thank you, Mr. Chairman.

Chairman BROUN. Thank you, Chairman Smith. I now recognize
Mr. Peters for five minutes.

Mr. PETERS. Thank you, Mr. Chairman, and thank you for your
service on the Committee. It has been a pleasure to serve with you
and I wish you the best going forward. Thank you.
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There has been some suggestion and some discussion on the se-
curity of HealthCare.gov in reference to a hack over the summer,
and it is not necessarily true that that means that the site is inse-
cure. HHS worked with the Department of Homeland Security to
analyze the effects of the package found on the site, and according
to the Director for U.S. Computer Emergency Readiness at DHS,
this type of malware is not designed to extract information. There
is no indication that any data was compromised as a result of the
intrusion.

I would like, Mr. Chairman, unanimous consent to enter into the
record a letter from Ms. Tavener to Congressman Issa of November
14, 2014, in which Ms. Tavener states that no one has maliciously
accessed personally identifiable information from HealthCare.gov.

Chairman BROUN. Hearing no objection, so ordered.

[The information appears in Appendix II]

Mr. PETERS. Thank you.

Thank you, Mr. Park, for being here. In your testimony, you
mentioned that you were not the project manager of
HealthCare.gov but you functioned as the project manager for
other projects when you were in the private sector. Is that correct?

Mr. PARK. Yes, sir.

Mr. PETERS. Since my colleagues have suggested that you were
the project manager of HealthCare.gov or functioned as such, I
thought it would be helpful to discuss the kinds of activities that
a project manager does. And you founded Athenahealth with Jona-
than Bush, incidentally, the cousin of former President George
Bush, is that correct?

Mr. PARK. Yes, sir, my best friend.

Mr. PETERS. Athenahealth provides healthcare practices with
services including cloud-based medical billing and electronic med-
ical record services, which aims to make healthcare more efficient
and effective, correct?

Mr. PARK. Yes, sir.

Mr. PETERS. Since you built the company, can you describe what
was involved in creating the company from the ground up? What
tasks were involved with developing a new IT company?

Mr. PARK. Thank you, sir.

So as I think others who have had similar experiences would
share, you know, it is a big, complex undertaking. You put together
the best team that you can. You raise initial money. You put to-
gether the best plan you can but understand that that plan is like-
ly to survive about 17 seconds of contact with reality. You put to-
gether an initial prototype as fast as you can of your product to try
to figure out, you know, based on actual customers using it, what
the real issues are and real opportunities are and then you iterate
the plan, you iterate the product, you iterate execution constantly,
right

Mr. PETERS. Right.

Mr. PARK. —and it is an all-consuming thing and you have in
your head each key axis of effort, how conditions are changing, how
plan, product execution are changing constantly

Mr. PETERS. Is it fair then

Mr. PARK. —and balance all of that together.
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Mr. PETERS. Is it fair then to say when you are on the project
management, you are very hands-on? At athena you had a com-
prehensive, deep understanding of the efforts, very detailed knowl-
edge of the projects and products based on your day-to-day engage-
ment?

Mr. PARK. Absolutely.

Mr. PETERS. Okay. So what is the difference between that role
at Athenahealth and the role you played with respect to the
healthcare marketplace as CTO and the government?

Mr. PARK. It is night and day, sir, as I think anyone who has
built a company or led a large initiative would tell you. I again did
advise and assist CMS in a few different capacities, as I described
in my testimony and earlier—in testimony and earlier.

The—but again, it is just—it is very different from being the
project leader, the project manager, actually running the day-to-
day and having the kind of comprehensive, detailed, multi-axis
knowledge that you have in that context.

Mr. PETERS. In one of the emails that the Committee has pro-
vided, you describe yourself as a consigliore. Is that kind of what
you mean, as an advisor?

Mr. PARK. As an advisor, yeah.

Mr. PETERS. Okay. I want to—I do think that—it strikes me that
the role of project manager is fairly well-defined as being different
from what you were doing. I think that is pretty clear.

I just offer, too, that one of the mistakes we make here in Con-
gress is pulling people out of the bureaucracy and beating them up
when we are all really trying to get the same place. We would like
to get our government to be functioning—a healthcare website that
is functioning. And I am—I would just observe that I have seen
this in the Armed Services Committee, too. We are trying to get the
best technology people we can to come work for the government,
and in the federal—in the defense side we have a great need for
cyber warriors and we have to be very sensitive about how we treat
people like you and like those folks who can be in the private sector
making much more money but who are willing to give up their
time, to delay their careers, to step out of them and to help the
government.

And I want to thank you for your service. I want you to know
that I appreciate it and I hope you are able to help continue to re-
cruit the very, very best to come help us in this effort and other
efforts throughout the government.

Thank you, Mr. Chairman, and I yield back.

Mr. PARK. Thank you, sir.

Chairman BROUN. Thank you, Mr. Peters.

Now, I recognize Mr. Sensenbrenner for five minutes.

Mr. SENSENBRENNER. Thank you very much, Mr. Chairman.

Mr. Park, when you testified before the Committee on Oversight
and Government Reform, you repeatedly claimed ignorance about
any issues with HealthCare.gov prior to the website’s launch. You
testified that you had “no detailed knowledge base of what actually
happened pre-October 1.” You further testified that you were not
deeply familiar with the development and testing regimen that
happened prior to October 1.”



33

But the email record tells a very different story. On June 11, you
emailed staff at CMS asking to “check in on how things are going
with respect to Marketplace IT development and testing.” On June
26, you said you would visit Henry Chao of CMS and his team for
“one of our evening deep-dive sessions,” and on July 12, Henry
Chao referenced a briefing that you were doing for the President.
If you were preparing to brief the President and doing deep-dives
with CMS staff in June and July 2013, how can you claim to have
no knowledge of issues prior to October 1 of that year?

Mr. PARK. So thank you for the opportunity to answer your ques-
tion.

So what I said at the hearing last November was I didn’t have
really detailed knowledge—a really detailed knowledge base, if I re-
call correctly, of what actually happened in the run-up to October
1. And as I have described previously, when I say “really detailed
knowledge base of what actually happened,” that is the kind of
knowledge that comes from being the hands-on project manager
running the thing and not the kind of knowledge that one would
have as an assistant advisor who, on a series of occasions, meets
with the people who are running the thing and asks questions. So
that is what I would say.

Mr. SENSENBRENNER. Well, obviously on the June 11 email,
where you said you were going to check in on how things were
going with respect to marketplace IT development and testing, you
just didn’t ask that question out of the blue. Obviously, you decided
to try to check up on this. And then I don’t know what goes on at
deep-dive briefings. I imagine that there is quite a bit of detail that
goes on. But I guess it kind of boggles my mind that if you didn’t
know the detail of that, why were you asked to go and brief the
President? Wasn’t he interested in really the detail of what was
going on, not just whether it was going well or not?

Mr. PARK. Could you just refer me again to the email you are
talking about?

Mr. SENSENBRENNER. Okay. I referred to two emails. You
emailed the staff at CMS to check in on how things were going
with respect to marketplace IT development and testing, and then
on June 26, two weeks and a day later, you said you would visit
Henry Chao and his team for an evening deep-dive session.

Mr. PARK. Could you just refer me—I am so sorry—for the tabs
in the binder?

Mr. SENSENBRENNER. I don’t know if you have the same binder
I have.

Mr. PARK. I see.

Mr. SENSENBRENNER. This is the tab on the deep-dive session,
number 8.

Mr. PARK. Okay. So, again, just speaking to this session, the dif-
ference between the really detailed knowledge base that you have
as a hands-on project manager and the knowledge that you have
from asking people on the project a set of questions over the course
of a few hours is, again, just night and day.

And also I think to address something you asked earlier, the—
as I recall, the trigger event for the check-in that you described
was to follow up on the Red Team recommendations with respect
to how the project should be managed and make sure those rec-
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ommendation had been implemented by CMS. And so that was the
trigger event for the inquiry.

Mr. SENSENBRENNER. Well, you denied involvement in your testi-
mony before the OGR Committee, but obviously you were involved
because you asked how things were going, then you asked for a
deep-dive briefing and you came in to brief the President on this.
It seems a complete disconnect between you claiming ignorance
and the information you did get filled you in and you certainly
weren’t ignorant. How can you say that when you came in to brief
the President, you briefed him from a base of ignorance?

Mr. PARK. So, again, just to respectfully disagree with something
you said earlier, I don’t believe I have said

Mr. SENSENBRENNER. Um-hum.

Mr. PARK. —to the Committee last November that I had no in-
volvement whatsoever. What I said was I didn’t have a really de-
tailed knowledge base of what actually happened in response to a
question about something or other. So—but, again, the point I
wanted to make was that I didn’t have that level of really detailed
knowledge. I did have the kind of involvement that I described in
my testimony earlier.

Mr. SENSENBRENNER. Well, my last question is what did you tell
the President about HealthCare.gov when you briefed him?

Mr. PARK. So at the Red Team briefing in early 2013 and then
in the follow-up, as I recall, the gist was here are the Red Team
recommendations in terms of the risks identified and what to do
about them, and then in the follow-up in the summer, as I can re-
call, the briefing again to senior White House officials was that
CMS implemented the key Red Team recommendations.

Mr. SENSENBRENNER. Did you brief the President or senior White
House officials or was somebody other than the President there?
hMr. PARK. At those two meetings, as I recall, the President was
there.

Mr. SENSENBRENNER. Thank you.

Chairman BROUN. Thank you, Mr. Sensenbrenner.

I now recognize Mr. Cramer for five minutes.

Mﬁ' CRAMER. Thank you, Mr. Chairman, and thank you, Mr.
Park.

Mr. Park, I want you to look at tab 5 in the binder if you would,
please.

Mr. PARK. Thank you, sir.

Mr. CRAMER. Um-hum. So this is an email that has become a lit-
tle bit famous today. It is an email from Michelle Snyder to you
dated September 29, 2013, posted at 6:22 p.m. In this email, which,
by the way, ends by her asking you to delete it, she writes, “just
so you know, she decided in January we are going no matter what,
hence the really cruel and uncaring march that has occurred since
January when she threatened me with a demotion or forced retire-
ment if I didn’t take this on. Do you really think she has enough
understanding of the risks to fight for a delay? No, and hell no. For
just one moment let’s be honest with each other.”

Now, Mr. Park, it is a reasonable inference that the “she” in the
email is Marilyn Tavenner because Ms. Snyder is responding to an
email from you to her that same day at 5:54 p.m. that says “MT
said that she appreciates the additional info we will generate to-
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night, but that she and she alone will make the decision to go or
not.”

Mr. Park, what were these risks that Ms. Snyder referenced in
her email that she asked you to delete?

Mr. PARK. So at the time what I recall I was doing was helping
CMS basically get hardware—additional hardware in place to pro-
vide additional server capacity for the federally facilitated market-
place, and that was the issue that we were talking about.

Mr. CRAMER. So the risk was there wasn’t enough hardware? In
other words, you testified that you thought everything was ready
to go, that you were confident. This is September 29. I mean the
risk was hardware?

Mr. PARK. So the risks I think that are being referred to in this
email is that based on what we had been talking about where I had
been asked to be helpful, and the hardware did actually get to
where it needed to go in an operation that worked pretty well.

Mr. CRAMER. In this same email chain, about three hours earlier,
she asked you this question—which is, by the way, located in tab
6.

Mr. PARK. Oh, thank you, sir.

Mr. CRAMER. Sure. She asked a series of questions, but one of
them is “should we go live on October 1?” Now, again, I remind you
this is September 29 so she is asking pretty close should we be
going live on October 1?

Mr. PARK. I am sorry, who—what—could you just say that one
more time? So who is asking who?

Mr. CRAMER. So in—it is the same email chain you asked Ms.—
I am sorry, you asked Ms. Snyder a series of questions, one of
which is should we go live on October 1. So when you asked her
that question, obviously you had some concern it would seem to me
earlier that day about whether they should even go live.

Mr. PARK. So, again, as I recall as I am looking at the email, I
was suggesting a set of questions for her to think about as an advi-
sor, and again, this was really again focused on the task of getting
the hardware in place

Mr. CRAMER. Did you ask the same question of anyone else?
Whether it was Henry Chao or maybe somebody in the White
House, Marilyn Tavenner, or was this just between you and Ms.
Snyder? Did you raise this question with other people that might
be in a position to do something more about it?

Mr. PARK. So I think Michelle was actually, as I recall, pretty
central to us, and so I was injecting this set of questions as ques-
tions I thought that would be good for CMS to think through in the
run-up.

Mr. CRAMER. Some of these risks that Ms. Snyder was raising,
did you ever share them? Because clearly there is this confidence,
it appears, between you and her. She references in other parts of
the rant probably or possibly losing her job if she raises these risks
with the wrong people. In fact, she did, of course, announce her
resignation not too long after all of this.

What I am trying to get at is that as an advisor, was your advice
only given to this one person or to others higher up the chain? I
mean considering that earlier you testified that you did of course
brief the President himself. Was there other concern raised by
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other people to these risks that seem to be so central between you
and Ms. Snyder?

Mr. PARK. So with respect to what we are talking about here,
which, as I recall, are risks associated with not having enough
server capacity the CMS senior management team, Office of Health
Reform at the White House were following what was happening
very closely.

Mr. CRAMER. And that gave you all the confidence in the world,
that extra server space? That was all that was necessary——

Mr. PARK. Well, the specific question that I got asked to be help-
ful on was getting hardware to the data center for additional server
capacity, and that operation did end up being successful as I recall.

Mr. CRAMER. All right. My time is expired, Mr. Chairman. Thank
you.

Chairman BROUN. Thank you, Mr. Cramer.

Now, I recognize Mr. Posey for five minutes.

Mr. Posey. Thank you, Mr. Chairman.

Mr. Park, in an email chain with the subject heading “How seri-
ous are you about using Homestead Air Force Base to get the
equipment to Culpepper,” this is dated September 28, 2013. It is
located in your tab 12.

Mr. PARK. Thank you, sir.

Mr. Posey. You and Mr. Henry Chao worked with Mrs. Laura
Fasching from Verizon Terremark to discuss several last-minute
options to transport some hardware or computer equipment by ei-
ther private ground, private jet, cargo, or even Air Force jets.

For someone claiming to not have a detailed knowledge base of
what actually happened pre-October 1, you seem to be all-in on a
lot of aspects of operations related to the HealthCare.gov website.
So, I am wondering whose idea it was to procure the equipment,
and what the need was for spending $40,000 of taxpayers’ money
to transport computer equipment by plane?

Mr. PARK. So, first of all, thank you for the question. Just to clar-
ify, when I say really detailed knowledge base of what actually
happened prior to October 1, I am not talking about like one nar-
row aspect of what happened; I am talking about the full breadth
of what happened over the course of the project. And as I have
said, I did assist and advise CMS in a few different capacities. This
was one where what happened is CMS contacted me, as I can re-
call, and said we think we have, long story short, a need for addi-
tional hardware to get to the data center, and they were the ones
who teed up the notion of potentially a military option. And I vol-
unteered to help look into that for them.

Mr. Posey. Okay. Is it routine for a White House official, or actu-
ally, an assistant to the President, as you were at the time, to be
engaged in last-minute discussions with a contractor about the de-
livery of computer equipment? Why and how did you get involved
in that?

Mr. PARK. So my style is to try to help in every way I possibly
can, and so I got asked to help with this and I threw myself into
trying to help. And although the military option ended up not being
used; it didn’t have to be used; there was private transport, the op-
eration to get hardware there worked out.

Mr. PosEyY. It sounds like a pretty detailed knowledge base.



37

Mr. PARK. Not of the whole project and how it was working. This
is one very specific, very narrow aspect and one episode in time.

Mr. PosSEY. You also appear to be the point of contact for most
interactions with technology companies and people such as
Palantir, Red Hat, Alex Karp, MITRE, and even Gartner, a com-
pany used to help with the Administration’s messaging on
HealthCare.gov around the time of a Committee on Homeland Se-
curity hearing on September 11, 2013. In fact, a Gartner analyst
provided a quote that the statements made in a CMS letter to the
Ranking Member of Homeland Security Committee “represent cur-
rent best practices for the protection of sensitive and regulated
data and systems.” That is in tab 14.

Mr. PARK. Oh, thank you, sir.

Mr. Posey. I am wondering how often did you reach out to such
companies or people to talk about aspects of the HealthCare.gov
website for either PR purposes or technical purposes?

Mr. PARK. Not that often, as I can recall. But on the several occa-
sions, yes.

Mr. POsSEY. And what others do you recall?

Mr. PARK. Well, so you mentioned this one. I can speak to Red
Hat. So what happened there was that CMS asked me to be on the
phone with them as they asked for additional Red Hat resources
to be applied and just to communicate that this was a top priority
of the government, which I volunteered to do.

I can talk to the Palantir example. So they are—you know, as
part of my role as a facilitator, I connected Palantir to CMS to have
a discussion at a high level about cybersecurity.

Mr. Posey. That is a little bit beyond the scope of advisory,
though, wouldn’t you think?

Mr. PARK. Not in my experience, no.

Mr. PoseEy. Okay. Arranging contractors to get together and

Mr. PARK. No, we actually—it is assisting, as I have said, in a
few different capacities.

Mr. Posey. What did they have to say about the website? Did
they ever provide feedback to you on the security aspects of the
website?

Mr. PARK. So as I can recall, the Palantir conversation, I think
the experts said here is what you should be thinking about, and
CMS said that basically accords with what we are thinking about.
So that was what I recall of the call.

Mr. PosSEY. And that is the only time you are aware of any secu-
rity issue at all?

Mr. PARK. Again, and that call basically it was a very high-level
call and Palantir said just kind of not with any particular knowl-
edge of HealthCare.gov but here are the kind of things that rep-
resent cybersecurity best practices and CMS said, yes, that makes
sense; that is what we are thinking, too.

Mr. Posey. Yeah. You had mentioned that you would use the
website. Just out of curiosity, are you enrolled in ObamaCare?

Mr. PARK. I am not but I continue to get my insurance through
the Federal Government. But my tour of duty in government,
which has been the greatest experience of my life, will at some
point end and then I am very excited about enrolling in Covered
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California, which is the marketplace in California, when I do roll
off.

Mr. PoseY. Yeah. The people who wrote the bill aren’t in it ei-
ther so don’t feel bad about that.

My time is expired, Mr. Chairman. Thank you.

Chairman BROUN. Thank you, Mr. Posey.

Now, Mr. Johnson from Ohio, you are recognized for five min-
utes.

Mr. JOHNSON. Thank you, Mr. Chairman.

Good morning, Mr. Park.

Mr. PARK. Good morning, sir.

Mr. JOHNSON. You and I share something in common. My back-
ground is thirty years in information technology. I have never been
a Chief Technical Officer, but I have certainly been a Program
Manager, Project Manager, Chief Information Officer, and even
had Chief Technical Officers work for me.

Mr. PARK. God bless you.

Mr. JOHNSON. Yeah. So I certainly understand from where you
come. And I must confess to you, Mr. Park, that I find it a little
bit disingenuous that you would qualify or classify your role in all
of this as simply an advisor.

In 2008, when the President issued a position paper on the use
of technology in innovation, he talked about standing up the Na-
tion’s first Chief Technology Officer. And to quote from what came
directly from at that time the campaign website it said that “the
CTO will ensure the safety of our networks and will lead an inter-
agency effort working with the Chief Technology and Information
Officers of each of the Federal agencies to ensure that they use
best-in-class technologies and share best practices.”

In November of 2008, the President reiterated his intentions, and
again quoting from the President-elect’s website that he would “ap-
point the Nation’s first Chief Technology Officer to ensure the safe-
ty of our networks.” Before that, it said “ensuring the security of
our networks.” So whether you envisioned your role being an advi-
sor, the President said you were responsible. That is what “ensur-
ing” means. As a CIO, and as a Project Manager, I know what “en-
suring” means. It was your job to ensure the safety and security
of those networks, at least according to what the President was
telling the American people.

So I want to go to your role as the co-Chair of the ACA IT Ex-
change Steering Committee. If I look at the charter that set that
up, one of the responsibilities in there is to direct the formulation
of workgroups to identify the barriers and recommend fixes and
those kind of things, and two of those working groups were directly
related to data-sharing and privacy and security harmonization.
What was your role then as the co-Chair? You either misrepre-
sented your knowledge of cybersecurity to the President or you
didn’t do your job. Which was it?

Mr. PARK. So thank you for the opportunity to address I think
a couple different questions embedded in there. And I respect your
service as technologist, sir, to the country.

So the position of U.S. CTO has evolved quite a lot I think over
the years. And what I can represent is what I did in the role, and
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cybersecurity ops for the Federal Government has very much not
been part of my role.

Mr. JOHNSON. I don’t want to use the whole time just pontifi-
cating, Mr. Park. When you were with Athenahealth, was
cybersecurity a part of what you considered important in standing
up that cloud-based system?

Mr. PARK. Sure.

Mr. JOHNSON. It was?

Mr. PARK. Um-hum.

Mr. JOHNSON. Okay. On September the 2nd of 2013, you sent an
email to Christopher Jennings. It said, “Hi, Chris. Here are the
cybersecurity background points for you. The first three are the
points CMS put together previously, which I am sure you have al-
ready seen. They are followed by a couple of points about next
steps currently underway.” So are you trying to tell this Committee
that you knew nothing about the security failures and the security
risks associated with HealthCare.gov?

Mr. PARK. Would you mind just pointing me to the email that
you are referencing? I think it is

Mr. JOHNSON. I am not sure where it is in your tab, but I have
got it here. I don’t know where it is in your tab.

Mr. PARK. Well, okay. Let me just speak to the episode that I
think you are talking about, but long story short because I know
we have very little time left, so the content that was put together
for Office of Health Reform on cybersecurity was content supplied
by CMS and HHS.

Mr. JOHNSON. But, Mr. Park, there you are being disingenuous
again. You are the Nation’s CTO appointed by the President to en-
sure the safety and security of our networks. You can’t just say this
was CMS’s responsibility. And let me remind you that you can del-
egate responsibility to people that do the actual coding, to Project
Managers and Program Managers, but you can’t delegate account-
ability.

Mr. PARK. So again, sir:

Mr. JOHNSON. And you were responsible. You are accountable to
the President and to the American people. Now, you have testified
this morning that you briefed the President several times. Did you
ever once tell the President that you had concerns about the secu-
I(‘Jiicly og the system in your role as Chief Technical Officer and co-

air?

Mr. PARK. So, again, to go back to I think a fundamental mis-
understanding, in my role as U.S. CTO I haven’t been—the
cybersecurity operations hasn’t been a focus——

Mr. JOHNSON. But it was as co-Chair of the Steering Committee.
It was clearly in the charter, the co-Chair of the Steering Com-
mittee. You did have that responsibility.

Mr. PARK. I was co-Chair on a—one of three co-Chairs on a com-
mittee organized by OMB and there was a privacy security sub-
group, as you have mentioned.

Mr. JOHNSON. But

Mr. PARK. That was staffed and led by agency personnel and was
really self-propelled and driven by them. The point of us as co-
Chairs was to provide a neutral venue where they could get to-
gether to do that work.
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Mr. JOHNSON. Well, that is not my reading of the charter, but my
time has expired, Mr. Chairman, and I will yield back.

Chairman BROUN. Thank you, Mr. Johnson.

Now, I recognize my friend Eric Swalwell for five minutes.

Mr. SWALWELL. Thank you, Mr. Chairman.

I also would like to take a moment to thank you for your service
and you served two years as Ranking Member and four years as
Chairman of this Committee and you have always conducted your-
self and your chairmanship with dignity and courtesy. And I know
Mr. Maffei has also shared that with me privately. And so I wanted
to thank you for that.

Today may be a day of disagreement but I sincerely believe that
if we conduct this hearing fairly, as we have in the past, that we
will emerge as a more—we will emerge with a better under-
standing of what Mr. Park did and, most importantly, did not do
with respect to HealthCare.gov.

Fairness is particularly important because this hearing has the
feeling quite frankly, as a former prosecutor, of a trial, and the
only witness before us is Mr. Park. The title of the hearing implies
that we are going to examine his involvement in the development
of the HealthCare.gov website, but most significantly, a staff report
released by you, Mr. Chair, and Chairman Smith on October 28
functions as a prosecutor’s memorandum that makes very damning
allegations regarding Mr. Park’s honesty before the Committee on
Oversight and Government Reform and Dr. Holdren’s candor in his
replies to this Committee regarding Mr. Park’s involvement in
cybersecurity. As a former prosecutor, I believe that allegations
made against Mr. Park can place him in legal jeopardy. He de-
serves a chance to tell his own story and put these allegations to
rest and I believe he can do that.

Mr. Park is a successful entrepreneur in the IT world who took
a break from developing successful companies to come to Wash-
ington, D.C., to help the government and the country think of cre-
ative ways to use information technology to improve our economy
and address important social problems. He is a patriot and he is
a son of immigrants who have played their own role in keeping the
American economy vibrant and expanding. Mr. Park’s parents, I
understand, are here today, as is his wife, as is his pastor and
friends from the IT business world.

I mention this to remind all Members to not confuse their feel-
ings towards the Affordable Care Act with Mr. Park as a person.
He served the public and did his best and should be thanked for
his contributions. In fact, Mr. Park has returned to the Bay area,
and I know people personally who have been contacted by Mr. Park
who he is trying to recruit to bring bright, young, innovative stars
to the IT world and to take a break from the multimillion dollar
contracts that they have in Silicon Valley, come out to Washington,
D.C., and try and solve problems. I cannot imagine that this helps
him make that case. In fact, this probably makes it much harder
for him to make that case, to go through a process like this.

I have reviewed a minority staff report, which I ask to be made
part of the record, built on a complete review of the documents pro-
duced by the White House. The staff makes a very strong argu-
ment supported by White House documents that Mr. Park did not
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have a deep, direct, or intimate involvement in any of the work of
developing the online marketplace launched on October 1, 2013, or
the cybersecurity standards and techniques used for the site. If he
was playing such a role, there should be monthly progress reports
from contractors that show progress against deliverables and re-
quirements, costs of work, a critical path analysis that identifies
where problems threatened the successful launch, and a discussion
of the integration process for the site across an army of contractors
on the project.

None of these documents have been produced because Mr. Park
was not the day-to-day manager on the project. Nor are there any
kind of documents that any of the contractors produce doing the ac-
tual work could possess, which would result or include a discussion
of code, performance, and testing results. Those documents can be
found at CMS, which managed this complex acquisition among the
contractors.

I believe that Mr. Park’s job was about trying to push technology,
and the record and evidence supports that, technology throughout
all levels of the country to improve our competitiveness and quality
of life. As just one example, Mr. Park drove an initiative to find
innovative methods to use IT and big data to combat human traf-
ficking. I don’t think there is any Member who favors human traf-
ficking. That is about as nonpartisan as an initiative as you can
get. Mr. Park was working full-time in a much wider swath of
issues and areas than HealthCare.gov. Members, I hope, will not
lose sight of that and get tunnel vision about Mr. Park simply be-
cause we have such a narrow set of records.

I believe that if Mr. Park is given a fair chance, a fair oppor-
tunity to answer questions here today, that Members on both sides
of the aisle will conclude that Mr. Park was not a principal actor
in the development of HealthCare.gov prior to October 1, 2013, and
had no role in developing cybersecurity standards or techniques for
the website.

Mr. Park, I am going to apologize to you now for the way you
have been treated and I am hopeful that you will get apologies
from the Chairman and other Members by the end of this hearing.

Thank you, Mr. Chair.

Mr. SWALWELL. And, Mr. Chair, I understand that the Chair will
yield to me five minutes of questions, which I also appreciate.

Chairman BROUN. And you are recognized for five minutes for
questions.

M)r. SWALWELL. Mr. Park, you are not a cybersecurity expert, are
you?

Mr. PARK. I am not.

Mr. SWALWELL. Mr. Park, the White House provided several
emails from you to CMS relating to cybersecurity. Was there ever
a time where you were writing to CMS to give them direction on
cybersecurity standards, design, testing, or tools?

Mr. PARK. Not that I can recall, no.

Mr. SWALWELL. When you wrote to CMS, Mr. Park, about
cybersecurity, you were doing it because someone at the White
House had asked you to gather information, whether for a briefing
or meetings or to use as a press event for the White House, is that
correct?
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Mr. PARK. Correct.

Mr. SWALWELL. When Dr. Holdren wrote to this Committee that
“Mr. Park and OSTP personnel have not been substantially in-
volved in developing or implementing the federally facilitated mar-
ketplaces security measures;” and “Mr. Park is not a cybersecurity
expert. He did not develop or approve the security measures in
place to protect the website and he does not manage those respon-
sible for keeping the site safe.” Is every element of the statement
made by Dr. Holdren that I just read correct?

Mr. PARK. Yes, sir.

Mr. SWALWELL. Henry Chao ran the website development for
CMS and Mr. Chao told the White House—told the House Over-
sight and Government Reform Committee that he did not run the
cybersecurity side of development. With 100 percent confidence do
you know before October 2013 who was in charge of cybersecurity
on this process?

Mr. PARK. I believe it was Tom Shankweiler, but I am not 100
percent sure he was the leader.

Mr. SWALWELL. Henry Chao, who was doing the day-to-day man-
agement of the development of HealthCare.gov, was interviewed by
the staff of the House Oversight and Government Reform Com-
mittee. He was asked if you Todd Park played a management role
and replied that—this is Mr. Chao’s words—you “didn’t own any-
thing meaning he didn’t have the budget, the staff, the contractors,
so the day-to-day management really still falls to the operating
agencies.” Is this an accurate statement, Mr. Park?

Mr. PARK. Yes, sir.

Mr. SWALWELL. Were you a manager on the HealthCare.gov
website?

Mr. PARK. I was not a hands-on project manager, sir, as I have
desi:ribed. I did assist in particular ways that I have testified to
earlier.

Mr. SWALWELL. Did you have any control, authority over budg-
ets, staff, or contractors?

Mr. PARK. No, sir.

Mr. SWALWELL. And you asked Mr. Chao about attending the
July 19 Readiness Review, which was to be an end-to-end review
with all of the contractors about the state of the program. Initially,
Mr. Chao said yes. Then you mentioned in an email to Michelle
Snyder, Mr. Chao’s supervisor, that you were going to be a “fly on
the wall at the event.” And then Ms. Snyder responds that “flies
on the wall are seldom invisible and are often distracting.” Then
Mr. Chao writes a letter that the review is not the place for an ob-
server. Did you go to this meeting?

Mr. PARK. I do not.

Mr. SWALWELL. You spoke with Mr. Chao and Ms. Snyder about
getting a walk-through of the live website system as it was devel-
oping in mid-July. People are alleging that you were deeply in-
volved in the implementation and development of the site so I as-
sume that you got that walk-through very quickly?

Mr. PARK. As I recall, I believe the walk-through ended up hap-
pening with me and other officials in early September.

Mr. SWALWELL. Now, was that a walk-through that was exclusive
to you or were there other officials present?
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Mr. PARK. Other officials were present.

Mr. SWALWELL. Those managing or directing multibillion-dollar
developmental projects always get a core set of document to track
progress. Usually, it is in the form of a monthly report from con-
tractors that show their performance on requirements, the dollars
spent, the value achieved, and the critical path issues. Without
these detailed reports, Mr. Park, is it possible to have a detailed
knowledge of how a project is going at an on-the-ground level? And
if so, did you have any reports that would inform you on this?

Mr. PARK. You need those kinds of reports, and frankly, you need
more. You need to be on the ground.

Mr. SWALWELL. And were you on the ground?

Mr. PARK. No, sir.

Mr. SWALWELL. Did you have those reports?

Mr. PARK. No, sir.

Mr. SWALWELL. Mr. Chairman, being a spokesperson or collecting
talking points for a briefing does not translate into intimate in-
volvement in the development and testing of the website. Mr. Park
was not managing the acquisition, he was not directing the devel-
opment or designing the cybersecurity system, and he sure as heck
was not a contractor down in the trenches writing code, which I
think is pretty apparent from his testimony. He was the Chief
Technology Officer of the United States with the broad portfolio
ranging from human trafficking to other important technology ad-
vising, and he did a lot more work with that portfolio than any two
normal people could pull off. But at some point the actual evidence
has to guide our opinion of Mr. Park, which is that he was not inti-
mately involved in the development of HealthCare.gov.

And I yield back.

Chairman BROUN. Thank you, Mr. Swalwell.

And you remind me that, without objection, we will enter in the
record our own majority staff report.

[The information appears in Appendix II]

Chairman BROUN. Without objection, the Chair recognizes Ms.
Bonamici for five minutes to ask questions.

Ms. BoNaMicI. Thank you very much, Mr. Chairman, and thank
you for allowing me to participate in this Subcommittee hearing.
Even though I do not serve on this Subcommittee and do serve on
the full Committee, it is an area of interest to me and I am glad
to be here today. And I want to thank Mr. Park for being here and
withstanding this line of questioning that frankly concerns me. I
want to align myself with the remarks made by my colleagues Mr.
Peters and Mr. Swalwell.

When we have someone who has come and given so much to this
country from the private sector and done so much, we want to
make sure that we send a message to the American public that we
appreciate your sacrifice and all of your hard work, Mr. Park. And
I would imagine that when you said yes when you were asked to
come and serve your country, you never imagined that you would
be sitting in a Subcommittee hearing with what appears to be a
game of gotcha about a whole series of emails.

So I want to start by, again, saying thank you so much for your
service. As someone who represents a district in Oregon with a lot
of high-tech industry and innovation, I appreciate all you have
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been doing and understand that the drive for IT innovation to im-
prove service delivery is something that we can all benefit from, so
thank you for your expertise.

Mr. PARK. Thank you, ma’am.

Ms. BoNnawMmicl. You are welcome. And apologies for perhaps being
a bit repetitive on some of these issues, but I just want to make
sure a couple of things are clear and that is what happens when
you go last is that sometimes you sound like you are being repet-
itive.

But I know that the title on the majority’s report says something
about “knowingly put Americans’ sensitive information at risk.”
And that is the title of the report. So, Mr. Park, did your inter-
actions with the Administration personnel working on
HealthCare.gov give you any cause to worry that they would know-
ingly put Americans’ sensitive information at risk?

Mr. PARK. Not that I can recall, no.

Ms. BoNAMiIcCI. Thank you and I understand from the documents
that were provided to us by the majority, what we have been look-
ing at here is numerous emails that were exchanged with members
of the Administration and officials on the subject of
HealthCare.gov, but what we have not seen is what must be many
emails that you have exchanged with them on other efforts that oc-
cupied your time. I know, for example, that you worked on the Con-
nectED initiative, and given my role on the Education Committee,
I am grateful for your efforts with that as well.

So we heard about a couple of other areas that you worked on
but I understand that you oversaw at least 15 initiatives, including
HealthCare.gov. So would you care to tell us a little bit about a few
of those others just so we can understand the breadth of what you
were doing?

Mr. PARK. Sure. And just to be specific, I think the 15 you are
referring to, these are initiatives that I was either championing or
co-championing. That didn’t include HealthCare.gov. Advice and
assistance to HealthCare.gov was something I classified into a
chunk of my time that was set aside for reacting and helping on
issues as they arose.

But in terms of the 15 or so initiatives that I was directly help-
ing to drive, as I described earlier, they included open data initia-
tives to help unlock the power of the data inside the Federal Gov-
ernment by making it available in machine-readable form for the
public so that entrepreneurs and technologists could grab it and
turn it into all kinds of incredible services and products and im-
provement in life and jobs, much as the National Weather Service’s
release of weather data has really powered all kinds of innovation
in weather and jobs as a result.

I championed a set of initiatives, as has been described, to do
things like harness the power of private sector technologists and
innovators to help fight the evil of human trafficking, rallying
innovators to build tools that could help with that. I similarly did
the same thing to help improve American disaster recovery and re-
sponse. I worked on policy initiatives like how to advance a free
and open internet, how to actually share wireless spectrum more
efficiently and effectively across the country as demand for spec-
trum continues to increase significantly.
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I was a cofounder of the Presidential Innovation Fellows Pro-
gram that brings in amazing technologists from the private sector
to work with the best technologists in government on all kinds of
exciting initiatives like Blue Button and Green Button to help
Americans get access to their own health data, their own electricity
usage data, and more.

Ms. BoNawmicl. Well, thank you. And I think we get a sense from
that of many of the areas where you do have expertise and where
you did serve our country. And I want to suggest that the time on
the Science Committee would have been much better spent on talk-
ing about some of those issues like open access, like innovation in
healthcare technology rather than trying to get you to say that you
are an expert on cybersecurity, which obviously from everything
that I have read and seen and heard, you are not on this issue.

So thank you again for spending your time here. Thank you for
your service. And I hope that we can have you come back sometime
and talk about those areas that the public would really be inter-
ested in hearing about. That to me, Mr. Chairman, would be a
great use of Science Committee time.

Thank you again, Mr. Park, for your service.

Mr. PARK. Thank you, ma’am.

Chairman BROUN. Thank you, Ms. Bonamici. Your time is ex-
pired.

Before we adjourn, I would like to give myself some leeway as
Chairman of this Subcommittee for the last time with one last
question for you, Mr. Park.

Mr. PARK. Yes, sir.

Chairman BROUN. One of your emails provided to the Committee
late last Friday was one on October the 10th where you forwarded
an article that you had read by David Kennedy, a “white hat” hack-
er, who has testified twice before this Committee about his concern.
And the headline from that article was “Is the Affordable
Healthcare Website Secure? Probably Not.” Mr. Park, if you want
to refer to it, it is in tab 15 in your binder.

Mr. PARK. Thank you, sir.

Chairman BROUN. You even commented about David Kennedy’s
article that “This got sent to me by someone who says these guys
are on the level.” Other documents provided to the Committee
show that several other cybersecurity experts expressed concerns
with the security of the website around that same time. Mr. Park,
do you think that David Kennedy’s concerns with the security of
the website are on the level?

Mr. PARK. So thank you for the question. As I recall, this did get
sent to me by someone who thought that TrustedSec was someone
that was worth paying attention to. I can’t comment on that——

Chairman BROUN. Do you think he is on the level, yes or no?

Mr. PARk. I don’t have the judgment—the knowledge of
cybersecurity to say and so that is why I forwarded it immediately
to CMS, which then evaluated it, and had the response that you
see.

Chairman BROUN. Are you being level with us today?

Mr. PARK. Yes, sir. Absolutely.

Chairman BROUN. Okay. According to a news report, it says that
you reportedly briefed President Obama, Vice President Biden,
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Health Secretary Kathleen Sebelius, and others about the problems
with the website only a few days after reading David Kennedy’s re-
port. Did you ever express the warnings that were in David Ken-
nedy’s report about the lack of security with the website to the
President or others in the White House in that October meeting or
any other previous meetings?

Mr. PARK. So, again, as I think this email demonstrates, I for-
warded this to CMS right away and CMS responded saying CMS
acknowledges this feedback by the security committee, analysis

Chairman BROUN. So just forwarding the email was the only
warning that you gave to anyone, is that correct?

Mr. PARK. Well, it says, “Analysis of the code and review of the
operational environment has confirmed the site is secure and oper-
ating with low risk to consumers,” which then got forwarded back
to me.

Chairman BROUN. So it is—but that was the only warning you
gave anybody, is that correct?

Mr. PARK. Well, sir, again, cybersecurity is handled by CMS, and
I think they——

Chairman BROUN. I am just asking. That is a yes-or-no question.

Mr. PARK. So I just—I can report what happened, which is I sent
this

Chairman BROUN. Okay.

Mr. PARK. —asked them to evaluate it

Chairman BROUN. I take that that——

Mr. PARK. —and got a response.

Chairman BROUN. I take that that the answer is no.

Mr. Park, I want to thank you for finally appearing before this
Committee and I am sorry that we had to——

Mr. SWALWELL. Mr. Chairman, may I have a follow-up question,
please?

Chairman BROUN. No, sir.

Mr. SwALWELL. Okay.

Chairman BROUN. We have got to adjourn.

Mr. SWALWELL. May I have a follow-up briefly, Mr. Chair?

Chairman BROUN. Mr. Park, I am sorry we came to the point
where we had to subpoena you to come before this Committee, but
thank you for coming, even possibly under duress.

But obviously people can disagree about whether you were deeply
involved or not with the HealthCare.gov website. While I thank
you for your government service, the fact remains that the rollout
of the HealthCare.gov website last year was a debacle, and that is
not my assessment but that of Health Secretary Kathleen Sebelius.

My assessment of this situation remains that you and others in
the White House have been neither forthright nor forthcoming
about your role and responsibilities at the White House. Integrity
in government is integral to the public’s faith in our democracy,
thus, our Nation’s leaders must be open and honest with our fellow
Americans and respect the roles of the executive branch and Con-
gress, as articulated in our Constitution.

The fact remains that the White House still has not provided all
the documents pursuant to the Committee’s subpoena. We have
asked for them, we subpoenaed them, we still haven’t gotten them.
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Ignbd plerhaps that is why people still disagree about your role in the
ebacle.

Eternal vigilance is the price we pay for our liberty. To that end,
the Committee maintains that all documents pursuant to the sub-
poena be provided and we ask for the Administration to please pro-
vide those expeditiously. After a more thorough assessment of
these documents, you may be called to appear before us again, Mr.
Park, in order to one day reach a better understanding. While I
may no longer be in Congress on that day, the Committee’s vigi-
lance on this matter will carry on.

Honest people can fundamentally disagree and we have seen that
today. For example, you believe that ObamaCare will be a great
thing for Americans, but I think too much of it was predicated on
a lie. As a medical doctor, I believe that ObamaCare is the wrong
prescription for what ails our nation’s healthcare system, but that
is a debate for another time.

And with that, I want to thank you, Mr. Park, for appearing be-
fore us today, and the Members for their questions. The Members
of the Committee may have additional questions for you, Mr. Park,
and we will ask that you respond to those in writing, please, and
do so expeditiously.

I want to thank my friend Dan Maffei and Eric Swalwell for you
all working with me through this process. It has been a great expe-
rience for me, and I consider you a friend and consider Dan a
friend and I consider all of your staff to be excellent. It has been
great working with you all. I had the opportunity to work with Ms.
Bonamici also, and I enjoyed working with her, as I told her earlier
today. She just left, but it has been a great experience, and I have
been tremendously honored by chairing this Subcommittee.

The record will remain open for two weeks for additional com-
ments and written questions from Members. The witness is ex-
cused. The hearing is adjourned.

Mr. PARK. Thank you, sir.

[Whereupon, at 11:47 a.m., the Subcommittee was adjourned.]
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ANSWERS TO POST-HEARING QUESTIONS

Responses by Mr. Park

Mr. Todd Park, former Chief Technology Officer of the United States,
Office of Science and Technology Policy (OSTP)

RESPONSES TO QUESTIONS FOR THE RECORD
“The Role of the White House Chief Technology Officer

in the HealthCare.gov Website Debacle.”

U.S. House Committee on Science, Space, and Technology
Subcommittee on Oversight

Wednesday, November 19, 2014

Questions submitted by House Science, Space, and Technology Committee Chairman Lamar

Smith and Oversight Subcommittee Chairman Paul Broun

1.

During the early construction and development of HealthCare.gov, including the
Federally Funded Marketplace (FFM), were security issues ever raised, and if so, when
were you made aware of them, by whom, and did you ever share those concerns with the
President or anyone else at the White House?

a. Given the: (i) risks that were represented in the McKinsey report; (ii) risks that
Michelle Snyder mentioned to you in the days leading up to the website; and (iii)
the fact that CMS Administrator Marilyn Tavenner was going to make sure that
the website launched on October 1, 2013, no matter what (Enclosure 1), at what
stage in the development of the website and FFM was security fully implemented
in compliance with federal standards?

Response:

During the early construction and development of the Federally Facilitated Marketplace prior
to its Jaunch, I do not recall being made aware of particular problems with the security (i.e., the
defenses against malicious cyberattack) of the Marketplace. My recollection of the McKinsey
“red team” work in early 2013 was that it focused on how the project to develap the Federally
Facilitatcd Marketplace was being executed in general, focusing on the development of the
user-facing consumer experience, and how to improve the management of the project in this
regard — as opposed to being focused on security. With respect to Michelle Snyder’s
comments in the email chain to which I believe the question is referring, the thrust of that email
chain was an effort to bring in additional hardware capacity to reinforce the Marketplace’s
ability to support user load, rather than being a discussion about security. CMS is the best
source of information regarding the security operations of the Marketplace, including when
various certifications were issued in accordance with Federal requirements.
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2. Imyour deep-dive sessiens or status updates of HealthCare.gov, did anyone ever mention
that an “end-to-end” test had been performed on the website? Were there ever any
concerns about the website’s functionality and security during these meetings? If so, what
was conveyed to you and what did you do with that information?

Response:

In the particular sessions in which I participated prior to the launch of the Federally Facilitated
Marketplace, I do not recall whether anyone mentioned that an end-to-end test had been
performed. My recollection is that the McKinsey “red team” sessions in which I participated
in carly 2013 identified risks with respect to general project execution and the development of
the user-facing consumer experience and recommended a series of actions to address these
risks; this red team exercise did not focus on the cybersecurity defenses of the Marketplace.
As discussed in my testimony, the red team’s analysis of project risks and recommended
actions to address them were communicated to CMS, HHS, and White House senior
leadership, and CMS agreed to adopt the key recommended actions, with the support of HHS
and the White House. As with any large undertaking, I remember CMS from time to time
explaining challenges they were working through to develop the Marketplace. In particular, 1
can recall specific open user-facing feature and functionality questions that were raised in
discussions and that  worked to help resolve. As examples: [was asked by the White House
Office of Health Reform to help assess whether it was feasible to add insurer logos to the
display of insurance plans in the Marketplace; after talking with CMS about what such an
effort would involve, the opinion I expressed to the Office of Health Reform was that it was
not prudent to try to do so during this open enrollment season. I was also asked to assess
CMS’s desire to push Spanish-language functionality to a post-October 1, 2013 deployment
date; after talking with CMS, my assessment was that this made sense, which I conveyed to
White House leadership. As discussed in my testimony, I was also asked by CMS to see if I
could help facilitate getring additional hardware transported to the data center hosting the
Marketplace in order to provide additional server capacity; I provided assistance as asked;
CMS’s progress in this effort was tracked by CMS senior leadership and the White House
Office of Health Reform; and my understanding from CMS was that the additional hardware
was successfully transported to the data center and brought online.

3. Where was the quality control on the software development lifecycle and why did
Americans see and experience so many issues during the initial rollout?

Response:

In retrospect, the significant issues experienced by the Federally Facilitated Marketplace at
launch reflect fundamental jssues with how the Federal Government develops and deploys
digital services — issues that have built up over decades and which have resulted in too many
government digital service projects performing sub-optimally or worse. It is of vital
importance that the Federal Government continue to accelerate efforts to (a) bring more of the
best technology talent into government, revamping how we recruit, hire, and train personnel
involved in all aspects of the development and operation of digital services for the public; (b)
help attract more of the best companies into working with government, companies with strong
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competency in modern digital service development approaches and techniques, which have
been too often discouraged from competing for government contracts due to the complexity
and archaic nature of traditional government procurement practices; and (c) radically revamp
the process via which the government develops digital services in accordance with private
sector best practices, including the utilization of agile, iterative approaches to software
development, best-practice product management techniques, and contracting and budgeting
practices that support these.

4. The followiug quote comes from your bio previously posted on the OSTP page:

“In 2013, the President called on Park, a highly accomplished health IT entrepreneur, to
help with the successful turnaround of HealthCare.gov. Park, teamed with Jeff Zients,
assembled and led the tech surge that overhauled HealthCare.gov, ultimately enabling
millions of Americans to sign up for quality, affordable health insurance,”

As part of the effort to improve functionality after the website’s launch, what specifie
steps did you take relative to the website’s security, including security of people’s
personal information?

a. What tests did you run on the website to ensure the level of effectiveness of
security on the website?

b. Was there ever end-to-end or comprehensive testing done?

c. Did you address what a September 2014 GAO report described as existing
‘weaknesses “in the processes used for managing information security and privacy,
as well as the technical implementation of 1T security controls?”’

Response:

My role in the turnaround of HealthCare.gov and the Federally Facilitated Marketplace post
October 1, 2013 focused on helping to reduce the amount of time the site was down, improve
the site’s speed, improve its ability to handle high user volume, and improve user-facing
functionality (defined as user-facing features and workflow). My work did not focus on the
security of the website — which continued to be handied by a dedicated CMS security team;
CMS is the best source of information regarding the security operations of the website.

5. Given your expertise and your involvement with HealthCare.gov, were you surprised to
learn that the website was successfully hacked this summer? Do you know or have you

! “HealthCare.gov — Actions Necded to Address Weaknesses in Information Security and Privacy Controls,”” GAO, September 16,
2014, available at: http://www.gao.gov/products/GAQO-14-730. (Emphasis added).
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been made aware of any other incidents where personally identifiable information (PIX)
may have been illegally obtained through HealthCare.gov?

Response:

As context, my knowledge of the incident to which the question refers is second-hand — CMS
will have more direct information. As far as I am aware, no personally identifiable
information was compromised in the incident. [ am not aware of any incidents in which
personally identifiable information has been illegally obtained through HealthCare.gov.

. As you may know, there is no obligation on the federal government to disclose if
Americans’ sensitive personal information were breached in a cyber-attack. The House
has passed legislation that requires HHS to notify pcople if their information is stolen
from HealthCare.gov. As a former private businessman, HHS CTO and U.S. CTO, do
you believe that the federal government should be required to inform Americans
whenever their information is compromised from HealthCare.gov, and if so, how
quickly?

Response:

[ haven’t reviewed the legislation to which this question is referring. With respect to the
legislation and this question in general, | would want to seek the opinions of sources such as
OMB before forming my own views.

. At the November 19, 2014 hearing, you mentioned that you met with the President on at
least two occasions regarding the status of HealthCare.gov. How many HealthCare.gov
briefings did you actually participate in where the President was present?

a. When was the first time you talked to the President about the security and privacy
aspects of HealthCare.gov?

b. Did you ever discuss the operational readiness of HealthCare.gov with the President?
If so, when, and what did you tcll him about the website’s security? Did you discuss
any testing that had been done to ensure its readiness?

c. Was there ever a discussion about postponing the launch of the website? If so, did the
President ever suggest a delay? Did you ever suggest to the President that he consider
delaying the launch of the website?

Response:

The two meetings on the implementation of the Affordable Care Act that included the
President and senior White House leadership that T mentioned in my testimony at the hearing
are the only two such meetings in which I can recall participating prior to the launch of the
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Federally Facilitated Marketplace. In the first meeting, which was in April 2013, there were
multiple presenters, and my rolc was to talk for approximately ten minutes and summarize the
findings of the early 2013 McKinsey “red team” exercisc — which identified general project
execution and user-facing consumer experience risks and recommended a series of actions to
address those risks and improve how the project was operating. In the second meeting, which
was in July 2013, my role among the presenters was to discuss, for approximately ten minutes,
follow-through on key red team recommendations (CMS agreed to adopt them all, with HHS
and White House support) and CMS’s asscssment of the current status of efforts to complete
the intended functionality of the Marketplace. As I recall, the McKinsey red team exercise’s
work did not focus on cybersecurity, and in neither meeting did my talk discuss the site’s
cybersecurity defenscs.  With respect to postponing the launch of the website, I do not recall a
discussion considering a delay of the launch of the website at either of those two meetings.

8. At the Oversight and Government Reform hearing in November, 2013, Rep. Jim Jordan
noted that according to White House logs, you attended nine White House meetings run
by Ms. Jeanne Lambrew, to which you acknowledged attending meetings from “time to
time”” on the subject of the Affordable Care Act. How many of these meetings included
discussion of the ACA and HealthCare.gov website, and what was your role in the
meetings?

Response:

Prior to October 1, 2013, I was in meetings run by Jeanne Lambrew from time to time on the
subject of the Affordable Care Act. To the best of my recollection, meeting topics included
matters related to the development of particular regulations, outreach efforts, and Affordable
Care Act implementation. Iam not certain how many meetings specifically included
discussion of HealthCare.gov and the Federally Facilitated Marketplace, but believe that a
number of them did. My role in such meetings was generally to listen to presentations made
by others and to offer thoughts and assistance in places where this would be helpful.

9. Who did you most frequently meet with to discuss the Affordable Care Act and/or the
HealthCare.gov website? Who at the White House did you most frequently meet with?

Response:

Prior to October 1, 2013 (the time period to which I am assuming this question is referring), the
people with whom I recall most frequently discussing the Affordable Care Act and/or the
Federally Facilitated Marketplace were CMS management (including Michelle Snyder and
Henry Chao), the White House Office of Health Reform (including Chris Jennings and Jeanne
Lambrew), and the Office of Management and Budget (including Steve VanRoekel).

2 “Obamacare Implementation — The Rollout of HealthCare.gov,” House Oversight and Government Reform Committee, Navember 13,
2013, available at:

hitp:/oversight house. gov/wp-content/uploads/2014/06/1 1-13-13-TRANSCRIP T-Obamacare-Implementation-The-RoHout-of-HealthCar
e.pov_pdf. (Hereinafter OGR Transcript).
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10. Did you ever have a conversation about the operational readiness of HealthCare.gov

1

—

with Dr. John Holdren, OSTP Director? If so, please describe in detail what was
discussed?

Response:

I do not recall having conversations with Dr. Holdren about the operational readiness of
HealthCare.gov. Twould let Dr. Holdren know from time to time when [ was asked to spend
time assisting with HealthCare.gov, but I do not recall briefing him in a substantive way about
the content of this work.

. Referring to Enclosure 2 of this document, did the additional hardware from Verizon

that you helped Mr. Chao order in the days leading up to the website launch perform as
you expected?

a. Who suggested that additional hardware was needed?

b. Is it typical to order and implement new hardware into a system hours before it is
to be released to the public? If not, please explain the risks in doing so?

c. Were you concerned by the need to implement new hardware hours before the
website launch? If not, why?

d. Why was the new hardware needed? Please describe the mistakes that lead to the
need for this last minute fix.

e. Was the White House made aware of the issues that require this last minute fix?
Who informed them?

Response:

My understanding from CMS, which was the on-the-ground manager of what was happening,
was that the additional hardware was successfully transported to the data center hosting the
Marketplace and brought online. My recollection is that it was CMS’s idea to seek to bring in
additional hardware, to add capacity to the system. In my experience, it is not a rare
occurrence to add server capacity on rapid timeframes to help increase system capacity.
During the work to turn around and improve the Federally Facilitated Marketplace post
October 1, 2013, our team added hardware and server capacity on rapid timeframes on muitiple
occasions — work that does need to be done with carc and skill to ensure success. Based on
my conversations with CMS management at the time, my understanding of why CMS moved
to add more capacity prior to October 1 was due to the need to expand capacity given load
testing results and in anticipation of high demand. As I recall, CMS made the White House
(including me and the White House Office of Health Reform) aware of this effort.  As
previously discussed, CMS asked
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me to help facilitate getting additional hardware transported to the data center hosting the
Marketplace; I provided assistance as asked. CMS’s progress in this effort was tracked by
CMS senior leadership and the White House Office of Health Reform; my understanding from
CMS was that the additional hardware was successfully transported to the data center and
brought online.

Referring to Enclosure 3, in the ACA Exchange IT Steering Committee meeting minutes,
it notes that you were engaged in discussion on NIST Level 2 inter-mechanics. Who did
you speak with and what was discussed?

Response:

My recollection is that CMS asked OMB and me-—as per the Steering Committee’s mission to
provide a neutral venue in which agencies could work through interagency items—to facilitate
a conversation in which CMS, SSA, and IRS would discuss identity proofing. As part of my
role as facilitator, via email and phone, 1 helped CMS connect with NIST resources (including
a NIST cmploycc then on detail to OSTP whom NIST asked to join the conversation), so that
CMS could access their expertise on and knowledge of identity proofing and the meaning of
NIST Level 2; I am not an expert on such matters. My recollection is that CMS, SSA, and
IRS uitimately came to agreement on the topic of identity proofing themselves in a generally
self-propelled way.

Besides the ACA Exchange IT Steering Committee meetings, what other meetings did
you attend where the HealthCare.gov website was discussed?

Response:

In the period prior to October 1, 2013, in addition to the Steering Committee meetings, I
attended a variety of meetings at CMS, HHS, and the White House which included discussion
of HealthCare.gov and the Federally Facilitated Marketplace (on various aspects of
implementation, consumer outreach, and presentation to consumers), including the meetings
discussed in my answers to Questions 7 and 8. Other than as described in my answer to
Question 7, my role in such meetings was generally to listen to presentations made by others
and to offer thoughts and assistance in places where this would be helpful.
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14. In an email from Thursday, October 10, 2013, (Enclosure 4) you emailed Marilyn
Tavenner an article from TrustedSec and stated, “this got sent to me by someone who
says these guys are on the level.”

a. Who sent you the TrustedSec article?

b. Did this person email you the article? If so, did they email it to your work or your
personal email account?

Response:

On October 10, 2013, Bryan Sivak, the CTO of HHS, sent me the TrustedSec article — via
email, to my work account. I sent it to CMS for evaluation. CMS responded shortly
thereafter, saying that its analysis and review confirmed that “the site is secure and operating
with low risk to consumers.”

As anote, in a subsequent conversation in an associated email, on a topic unrelated to the
TrustedSec article, I stressed to the Administrator of CMS that it would be important for CMS
to conduct thorough load testing and security testing of “Wave D, which referred to new
account management software functionality being developed by Marketplace contractor CGI
that was potentially going to be deployed to help improve account management performance in
the Federally Facilitated Marketplace. I'was focused on this effort at the time (early October
2013) because by that time, | was engaged full-time in the HealthCare.gov turnaround effort,
working night and day to help address issues, including the ability for users to create accounts
and log on to the system; this is why [ was writing to the Administrator of CMS on the topic.
The new account management software functionality represented by “Wave D” was ultimately
not deployed, as an alternate path to account management performance improvement (work
dubbed “Wave C++” and subsequent activity pursued by Oracle and others) proved successful.
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In your testimony before Congress in November 2013, you disagreed with Rep. Jim
Jordan’s characterization of you as the “head of information technology for the entire
United States,” stating that you are the “technology and innovation policy advisor in the
Office of Science and Technology Policy.”

While you were evidently part of OSTP leadership as CTQ, and you state in your
testimony that you joined “the White House Office of Science and Technology Policy as
U.S. CTO,” OSTP Administrator John Holdren testified that you did not report to him in
testimony he presented before the Committee earlier this year.

a. What is the role of the U.S. Chief Technology Officer? If it has evolved over
time, what changes in responsibilities have been made, and why?

b. Who did you report to as U.S. CTO? Was the President technically your direct
supervisor or was there someone else to whom you reported?

c. Did you ever brief Dr. Holdren about HealthCare.gov? If so, at whose request,
how often, and what did you convey to him?

d. How did you distinguish between your responsibilities as advisor to the
President and as leadership within OSTP? How did the OSTP staff who
worked for you make that distinction?

e. Was your salary as U.S. Chief Technology Officer paid through OSTP?

f. Did anyone else at OSTP work on aspects of HealthCare.gov (including
Presidential Innovation Fellows)? If so, who, and what did they work on?

Response:

My role as U.S. Chief Technology Officer was primarily to serve as an advisor across a broad
portfolio of technology and innovation policy issues. [ worked on open data policy and
initiatives, wireless spectrum policy, how to advance a free and open internet, how to harness
the power of technological innovation to fight human trafficking and improve disaster response
and recovery, and more. My understanding is that my predecessor, Aneesh Chopra, the first
U.S. CTO, also held the title of Associate Director for Technology, which carried with it the
responsibility of overseeing Federal investment in technology research. When I assumed the
role of U.S. CTO, unlike Mr. Chopra, I did not simultaneously take on the responsibilities of
the Associate Director for Technology; this evolution was in order to enable me to devote the
desired level of focus on technology and innovation policy. As to earlier conceptions of the
U.S. CTO role, I cannot speak to those; I can speak to what 1 was asked to do in the role.

I was also an Assistant to the President. I took general direction from the White House Office
of the Chief of Staff and specific direction from different individuals with whom I would work

® Ihid.
* Ibid.
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on each of the technology and innovation initiatives in which [ was involved.

I do not recall briefing Dr. Holdren about HealthCare.gov and the Federally Facilitated
Marketplace in substantive ways. [ would let Dr. Holdren know from time to time when [ was
asked to spend time assisting with HealthCare.gov, but do not recall briefing him in a
substantive way about the content of this work.

As U.S. CTO and part of OSTP’s leadership, I focused on technology and innovation policy,
consistent with OSTP"s mission.  As an Assistant (o the President, I held the same rank as Dr.
Holdren, and therefore operated as his peer and as a partner, though Dr. Holdren holds overall
management responsibility {or the operations of OSTP.

OSTP paid my U.S. CTO salary.

With respect to others working in OSTP, other than as specified in my answer to Question 12,
my recollection prior to October 2013 is that I would from time to time ask an HHS detailee to
attend a HealthCarc.gov-related meeting in my stead, to accompany me, or help with some
aspect of follow-up work. Post October 1, 2013, 1 asked a former Presidential Innovation
Fellow who was an HHS assignee to help assist the effort to turn around the Federally
Facilitated Marketplace.

How many Affordable Care Act Steering Committee meetings were held and how many
did you attend? How many of these mectings did the other two co-Chairmen attend?

a. Did the Steering Committec stop meeting in early 2013, and if so, why? Did the
meetings resume?

b. As co-chairman, what was your role in these meetings?

Response:

The interagency Steering Committee meetings were organized and led by OMB. My
recollection is that they were scheduled to occur on an approximatcly monthly basis. As [
recall, I attended a subset of the meetings, but not all of them. I believe that one or both of the
co-chairmen from OMB (or their proxies) attended cach of the meetings.  (Note: one of the
co-chairs, Keith Fontenot, left OMB in early 2013.) With respect to my role on the
committee, as discussed earlier, my co-chairs and I providcd a neutral venue in which agencies
could discuss interagency issues, primarily in support of the data services hub, which ended up
going live quite successfully.

My recollection is that in early 2013, the intcragency Steering Committee moved to a process
in which agencies were to ask co-chair and Federal Chief Information Officer Steve VanRoekel
to convene a mecting if any interagency issue arose that required it, whenever required, with
monthly meeting times held on calendars in case they shonld be required for such issues. As 1
recall, this development was spurred by progress agencies had made on interagency issues, the
efficiency with which they were collaborating with each other directly, and the desire to
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streamline governance mechanisms (a direction reinforced by the McKinsey “red team”™
exercise). [ can recall a couple of interagency calls that happened subsequent to this
development, which I do not believe were spurred by any specific issue, but rather were
opportunities for agencies to check in on interagency work in general; my recollection was that
agencies indicated that their collaboration was going well.

As of the end of August, 2014, you are no longer the U.S. Chief Technology Officer.
However, you are still employed by the Administration.

a. What is your current formatl job title and what are your responsibilities, including to
whom do you report?

b. What is your salary and from which office or agency’s budget is it funded?

c. Does your job position require you to file a public financial disclosure report, and if
s0, which form(s)?

Response:

My current formal job title is Consultant. My responsibilities are to help attract more and
more of the best tech talent in the Nation to serve in government (which is my current primary
focus); to identify innovative ways to improve the quality of government digital services and
provide advice on their optimal development and operation; and to help ensure that the
Administration has an on-the-ground sense ot how technology is evolving and can craft policy
and initiatives accordingly. Organizationally, I am located in the White Iouse Office; as a
practical matter, I work with and for a wide variety of people and agencies across government,
including the United States Digital Service, the White House Office of Presidential Personnel,
and agencies seeking key tech leadership. [ offered and agreed to not receive compensation in
this current role, and I am not required to file a public financial disclosure report.
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Questions Submitted by House Science, Space, and Technology Committce Ranking Member

Eddie Bernice Johnson

1. In his opening, Chairman Broun said, “We have been waiting a very long time to be able
to question you, sir. Iam sorry that we had to come to the point of issuing you a
subpoena to get that to happen, but I am glad that you are here today, sir.” The
Chairman continued, “In fact, the Comnmittee has invited you sevcral times before on five
different occasions. We wrote directly to you, Mr. Park, as well as to the Director of the
Office of Science and Technology Policy. None of those invitations elicited the “yes”
response that we got as a result of issuing you a subpoena.” This introduction created
the clear impression that yon had been avoiding testifying on the Hill. I would like to
give you a chance to address this allegation.

a. Isn’t it true that you appeared to testify before the House Committee on Oversight
and Government Reform on November 13, 2013?

b. The White House sent the Subcommittee a letter (Enclosure 5) on September 16,
2014 offering to provide you to testify for a date in November. Despite this
voluntary offer to testify you were given a subpoena to appear. In his closing
comments, Chairman Broun said, “I am sorry we came to the point where we had
to subpoena you to come before this Committee, but thank you for coming, even
possibly under duress.” Was a subpoena necessary to get you to testify before the
Subcommittee on Oversight on November 19, 2014? Did you appear under
“duress?”

Response:

I did testify before the House Committee on Oversight and Government Reform on November
13,2013. With respect to appearing before the House Science, Space, and Technology
Subcommittee on Oversight, 1 was prepared to testify before the Subcommittee without a
subpoena at a mutually convenient date in November 2014, and offered to do so, as indicated
by the letter from the White House that the question references.

2. In his opening statement, Chairman Broun questioned the claims of Dr. Holdren that you
were not a cybersecurity expert. He described that “as an interesting description of you
to say the least.” He continued, “You are the co-founder of athenahealth, which you
co-developed into one of the most innovative health IT companies in the industry and
become very wealthy in fact doing that. As a government employee, you helped launch
the President’s Smarter IT Delivery Agenda, which created the new U.S. Digital Service,
and you created the beta version of Healthcare.gov. How do these activities not require
cybersecurity expertise?” The Chairman’s rhetorical question deserves an answer.

a. Would you please clarify how you could do all the kinds of things the Chairman
references and (still) not be a cybersecurity expert?
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b. Please succinctly explain the kinds of specializations that exist in the IT world that
may allow someone successful in one area of IT to not necessarily know very much
about another area of I'T.

¢. Isitaccurate to say that “you created the beta version of Healthcare.gov”, as
Chairman Broun asserted? It seems that there is confusion about your work on
Healthcare.gov while you were at HHS. Please clarify this matter.

Response:

As someone who has led technology initiatives both in the private sector and in government, I
have fearned that the key to success is not to try to do everything yourself, but rather, to
assemble the best possible team, composed of remarkable people who have expertise in each
necessary area, rally them to a common vision, provide the conditions under which they can do
their best work, together, and support them in that work. That is what I did at Athenahealth,
where in many areas I relied upon the expertise of others. The world of technology, like many
fields of professional endeavor, has developed multiple specialties, as opposed to requiring that
everyone be equally adept at everything (which as a practical matter is not possible):
specialties inctuding various axes of software development, preduct management, project
management, user experience design, data science, site reliability engineering, hardware and
infrastructure engineering, cybersecurity, and more.

With respect to the initial version of HealthCare.gov: as articulated in my written testimony
for the November 19, 2014 hearing, in August 2009, 1 was asked to come serve as the U.S.
Department of Health and Human Services’ CTO and “entrepreneur-in-residence.” My role at
HHS was to serve as a technology policy and innovation advisor.  As a special project, after
the passage of the Affordable Care Act in March 2010, I was also asked to lead an early effort
to develop a website in 90 days that provided basic information about the Affordable Care Act
and health coverage options. This website was the first edition of HealthCare.gov, and was a
purely informational site; it did not contain a transactional marketplace in which people applied
for health ipsurance. This early website went live very successfully on July 1, 2010. I should
note that this website was subsequently essentiaily completely replaced in 2013 by the Centers
for Medicare and Medicaid Services (CMS) with a new HealthCare.gov that incorporated the
Federally Facilitated Health Insurance Marketplace.
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Chairman Smith stated that, “Mr. Park directed several contractors to review the
security of the website.”

a. Did you have the legal or budgetary authority to direct contractors to do any
specific work on HealthCare.gov prior to October 1, 2014?

b. Did you ever “direct” any contractors to review security of the website?

Response:

To my knowledge, I did not have the legal or budgetary authority to direct contractors to do
any specific work on the new HealthCare.gov and the Federally Facilitated Marketplace prior
to October 1, 2013. I do not recall directing any contractors to review the security of the
website.

You have described your relationship with Henry Chao and CMS in the development of
HealthCarc.gov as advisory in nature. The records provided to the Committee reflect
that very clearly. However, we do not see similar records between you and Tom
Shankweiler, the Chief Information Security Officer at HHS who was directing the
security development for HealthCare.gov. Prior to October 1, 2013, how would you
characterize your relationship with Mr. Shankweiler?

Response:

Prior to October 1, 2013, I can recall being in mectings where Mr. Shankweiler was also
present, but had limited direct interaction with him in general.

Mr. Park, Chairman Smith led a line of questioning regarding website risks and security
and reports. The end result was that Chairman Smith issued a press release with the
header, “Park Admits President Knew in Advance about HealthCare.gov problems.”
The text of that release docs not elaborate in any way on this claim, or provide a
particular quote from you, so it is difficul¢ to know what “problems” the Chairman
believes the President may have known of from your briefings. However, the claim is
clearly rooted in Chairman Smith’s questioning. The Chairman made reference to the
Red Team evaluation exercise you participated in and the Mackenzie report, and seemed
to suggest that you should have known prior to October 1, 2013 the results of a
Government Acconntability Office report on cybersecurity of the website that was not
available until the Summer of 2014. You did acknowledge briefing senior officials in the
White House about the risks identified in the Red Team and Mackenzie reports.

a. Can you succinctly summarizc the Red Tcam and Mackenzic report “risks” and,
to the degree you know, briefly describe the actions that were to taken to address
those risks? Be very clear about which of these risk evaluations, if any, were
abont cybersecurity.
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b. You mention that you believed there were two briefings for White House senior
leadership where the President was in attendance. To the best of your
recollection, how many briefings involved the President and when did these occur?

Response:

The McKinsey “red team” exercise in early 2013 identified both key risks to the Marketplace’s
user-facing consumer experience and recommended actions to address those risks, which CMS
agreed to adopt, with HHS and White House support. For instance, to address the risk that the
Marketplace and Hub would be unavailable due to system failure, the exercise recommended
prioritizing and locking down remaining open requirements for version 1.0 of the Marketplace
with rapidity, maximizing time for testing, and establishing an operations command center and
response capability to deal with post-launch issues. To mitigate the risk that the Federal
Marketplace would not be able to absorb large-volume State-based Marketplaces (e.g., NY,
CA) at the last minute should those states run into blockers, the exercise recommended
communicating with states that they needed to make definitive decisions by a near-term
deadline about whether they were going to continue with State-based Marketplaces or go the
Federal route. To the best of my recollection and knowledge, none of these key risk
evaluations were focused on assessing the cybersecurity defenses of the Marketplace.

With respect to briefings prior to October 1, 2013, with White House senior leadership where
the President was in attendance, as referenced in the question, I can recall attending two such
briefings -- the first in April 2013 and the second in July 2013.

At times during the hearing, Majority Members used your detailed knowledge about a
single, specific matter—for example the effort to get more server capacity on line for
October 1--to assert that because you knew that matter so well you must have had
detailed knowledge of the project across the board. Please explain again how your role
as an advisor for HealthCare.gov put you in a position where you would have detailed
knowledge about a specific issue, but still not be in a position to have the kind of detailed
information that a day-to-day project manager would have?

Response:

As Idiscussed in my testimony, I was not a project manager who was managing and executing
the day-in and day-out operational work of building the new HealthCare.gov and the Federally
Facilitated Marketplace. This was the responsibility of CMS. 1 did not have the kind of
comprehensive, deep, detailed knowledge of the effort that a hands-on project manager would
have, and which I have had about other projects in my private sector work. Prior to October 1,
2013, I assisted CMS with its work in a few different capacities as an advisor, as deseribed in
my testimony, while executing my overall dutics as White House technology policy and
innovation advisor, working on a broad range of policy and innovation matters ranging from
open data to fighting human trafficking. With respect to the assistance I provided to CMS, on
a particular issue on which my assistance was requested, I would garner particular knowledge
on that specific issue at that moment in time; however, I did not have the kind of detailed,
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across-the-board, ongoing knowledge of the project that a day-to-day, on-the-ground project
manager would have.

Mr. Johnson made reference to a campaign position advocated by then-candidate (or
President-elect) Obama ir which it was proposed that a Chief Technology Officer
position would be created and, among the examples of their mission said that a CTO
would “ensure the safety of our networks” and to ensure the “security of our networks.”
Mr. Johnson then made a series of statements that took that proposal from 2008 as a
factual statement of your responsibility as CTO. Never were you asked directly if
establishing agency-wide cybersecurity standards was included in your portfolio when
you came to the CTO job in 2012. Nor did Mr. Johnson mention that the 2002
E-Government Act actually created an office at OMB, the administrator of the Office of
Electronic Government (and the two most recent occupants of this position have taken or
the title of Chief Information Officer) with respousibility for many aspects of interagency
IT policy, including ensuring computer architecture security across the government.

a. When you came to the CTO job in March, 2012, were you tasked by the President
with ensuring the safety and security of Federal computer networks?

b. Based on your experience, was it the CTO at OMB who was charged with
interagency cybersecurity responsibilities?

Response:

When I came to the U.S. CTO job in March 2012, I was not tasked by the President with
ensuring the safety and security of Federal computer networks. It is my understanding that it
was the CIO at OMB who was charged with interagency cybersecurity responsibilities.

Mr. Cramer asked you about an email exchange with Ms. Snyder on September 29, 2013.
I'would like to give you a chance to Iay out the context of this email--you mentioned
hardware issues during the hearing--and how that was resolved?

Response:

As I recall, the thrust of the email chain was an effort to bring in additional hardware capacity
to reinforce the Marketplace’s ability to support user load. Based on my conversations with
CMS management at the time, my understanding of why CMS was moving to add more
capacity prior to October 1 was due to the need to expand capacity given load testing results
and in anticipation of high demand. CMS asked me to help facilitate getting additional
hardware transported to the data center hosting the Marketplace in order to provide additional
server capacity; I provided assistance as asked. As discussed earlier, my understanding from
CMS was that the additional hardware was successfully transported to the data center and
brought online.
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9. Compare and contrast your involvement in HealthCare.gov before and after October 1,
2013.

Response:

With respect to the new HealthCare.gov and the Federally Facilitated Marketplace that
launched on October 1, 2013: prior to the launch, I assisted CMS with its work in a few
different capacities as an advisor, as described in my testimony, while executing my overall
duties as White House technology policy and innovation advisor, working on a broad range of
policy and innovation matters ranging from open data to the fight against human trafficking.
After the launch, as the extent of the operational issues with the site became clear, it became an
all-hands on deck moment, and I, along with others, dropped everything else I was doing and
increased my involvement in HealthCare.gov dramatically, shifting full-time into the
HealthCare.gov turnaround effort, and working as part of the “tech surge™ that radically
improved the performance of the site. I worked as part of a terrific team, working around the
clock, even sleeping on office floors. My particular focus was on helping to reduce the
amount of time the site was down, improve the site’s speed, improve its ability to handle high
user volume, and improve user-facing functionality. Our team effort drove massive
improvement in the site, ultimately enabling millions of Americans to successfully sign up for
health insurance through the site.
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Enclosure 1

From: Snyder, Michelle {CMS/CA} <

Sent Sunday, September 29, 2013 6:22 PM
To: Park, Todd

Subject: Re: Discussion points

Just so you kriow she decided in January we were going na matter what - hence the really crusi and uncaring march that
has occurred since January when she threatened me with a demation or fosced retirement if { didn't take thison -do
you really think she has enough understanding of the risks to fight for a defay - no and hell no - for just one moment let's
be honast with each other, { appreciate you betief in the goodness of others but at this point | am too tired to pratend
there is 3 decision to be made - it is just how much crap my team will have to take if it isn't sufficiently successful - you
haven't fived through the temper tantrums and threats for the fast 9 months.

QK - that fak good - - am now back to my role as no comment civil servant

Delete this after reading - promise

Sent from my BlackBerry Wireless Device

e Original Message -

From: Park, Todd {mailto]

Sent: Sunday, September 29, 2013 05:54 PM
To: Snyder, Michelle {CMS/0A)}

Subject: RE: Discussion points

Yes, got it. On the calt with MT, Chris, and Jeanne, MT said that she appreciates the additional info we will generate
tonight, but that she and she alone will make the decision to go or not ~ which of course is right. And the way she is
thinking about it from a performance standpoint is that if enough of the additional hardware gets online to give us an
insurance policy, she is comfortable proceeding, with 90,000 concurrent users being far beyond the 50,000 that wast he
CMS target.

Because new hardware is going live on a rodling basis today and tomorrow, 1 think we are in very good shape on the
hardware front ~ and becausa the Miami equipment got here sa early today, we've got a good shot at that being live
and helping us get to 90,000,

Will be good toright as per ane of the questions for the 3 pm te get people’s guesstimate of what kind of trafficin
generat {order of magnitude} would be associated with a 30,000 concurrent user scenario, just so MT has that.

And will alsa be good to understand the EIDM situation a bit better to see if that is a separate bottieneck with a jower
concurrent user threshotd? And if that's a possible threat to monitor. Again, just to inform MT.

Going to deliver cupcakes now :}

—-Qriginal Message —
From: Snyder, Michelfe (CMs/0A} fmaitto: [N

1
CSTP ACA 0008427
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Enclosure 2

From: Fasching, Laura <
Sent. Saturday, Septerber 28, 2013 10:47 PM
Ta: Park, Todd; Chao, Henry (CMS/QIS)
~Ces Fasching, Laura
Subject RE How serious are you about using Homestead AFB to get the equipment to
Culpepar? .

Glad to help, et me know if you need anything else gentlemen &
Laura R

Laura Fasching
Tirecior of Public Sector Strutegic Accounts | Vedzon Terematk
Tek

222 % Lgs Colnas BIVE, Irving, Texss, 75033

From: Park, Todd [maifte|

Sent: Saturday, Sepember 28, 2013 10:38 FM

Ta: Fasching, Laura; Chao, Henry (QMS/0IS}

Subject: RE: How serious are you about using Homestead AFB to get the equipment to Culpeper?

That is super-awesome  {aura, thanks so very, very, vety muchiil}

From: Fasching, taura (it

Sent: Saturday, September 28, 2013 10:36 PM

To: Chao, Henry {CMS/OIS); Park, Todd

€ Fasching, Laura .

Subject: RE: How serious are you about using Homestead AFS to gef the equipment o Culpeper?

Todd & Henry,

The shipper is picking up the equiprnent in the next 90 minutes from the Miami data tenter and wa expect the shipment
o arrive between 8:30 AM 0 10:0C AM. @

Sa Mongday COB is fooking good as long as we keep the shippers an schedule, as the build taams will be working at § am
with the equipment that was brought in taday.

Leura

faura Fasching

Dircior of Py Segior Stralegis Avcounis | Vedzon Terremark

Texay, 74038

To: AR
222Wtas Coinas Bivd, Ining
Fram: Chao, Henry {CMS/TIS) [
Bant Saturday, September 28, 21
To3 Fasching, Laura; Todd Y Par¥]

Subject: Re: How serinus are you about using Homestead AFB o get tha equipment to Culpeper?

03 PM

| got the approval from our €00 and hiead of Contracts to go with the 40k optian, -

1
. OSTP ACA 0008347
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Contracts said we will have to work out how this can be a fine you ean bill in the contract but ne problem figusing that
outiater.

Henry Chao
Deputy Chisf information Officer and Deputy Director
Office of Infarmation Services
Centers for Medicare & Mediceid Sarvices
7500 Securtty Bhed
Balimore, MD 21254
(Pri)
(Al
(B8}

From: Fasching, Laura [miito:

Sent: Saturday, September 28, 2(}X3 09:00 PM

To: Park, Todd ; Chao, Henry (CMS/OIS)

Ce: Fasching, Laurg <

Subject: RE: How serious are you about using Homestead AFB to get the equipment to Culpeper?

Qk great Henry can ! get confirmation that the Government wili Pay for the plare? We have to get David Smalf's
Approvat so we will need to call him as soon as possible.

Thanks and sarry torush you il
taura

Laurz Fasching

Diresior of Public Sector Strategic Ascnunts | Verizoa Tesramark
Ted
222°W Las Cdiines Bivd, loving, Texgs, 75039

From: Park, Todd {mafto

Sent: Saturday, September 28, 2013 8:50 PM

To: Fasching, Laura; Chao, Henry (Q4S/01S)

Subject: RE: How serious are you about using Homestead AFB to get the equipment to Culpeper?

FYl, the private plane oation | am pursuing would fikely cost about the same as the Fedex expedite cargo plane option
below.

Henry, 1 think that delivery to the data centar mid -day Sunday scunds really, really, reafly good....

From: Faschmg Iaura i

Sent: Saturday, Septemba' ZB 2013 8:46 FM

Tos Park, Toud; Chao, Henry \G”IS/'OIS) ’

Cc; Fasching, Laura,

Subjecty RE: How serkaus are you about using Homestead AFB to get the equipment to Culpeper?
Importance: High

Ok here iswhat 1 was abletodo

{was able to get to FedEx custom Critical  they can driy
defivery around ¥ PM on Sunday night for $3700.00

Or

i tous via a truck with pick up tonight ® 11:00 PM {isk} and

OSTP ACA 0008348
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To: Chao, Herry {CMS/01S); Fasching, (aura
Subject: RE: How serious are you about using Homestead AFB to get the equipment to Culpeper?

Laura, by when do you need ta make a decision about whather to send via private ground, private cargo plane, or Air
Force {if Air Force is indeed an option?}

Andto confirm  private ground would deliver tha hardware on Tuesday {to be installed Wednesday®, private cargo
plane would delfiver the hardware on Monday {to heinstalled Tuesday?}). With no possibifity of acceleration of those
timetables?

From: Chzg, Henry {CMS/0IS) {maifto]
Senkt: Saturday, September 28, 2013 7:29 PM
Tor ‘faura.fasching NIRNREREENE; P2rk, Todd
Subject: Rer How serious are you about using Homestead AFB to get the equipment to Culpeper?

Todd--&'s In your hands now to make a quick decision,

Henry Chac
Deputy Chief infortnation Officer and Deputy Director
Office of Information Services
Centers for Medicarg & Medicaid Services
7500 Security Blvd
Rafiimere, MD 21244
{Psi}
(ARt}
(a8)

From; Fasching, Laura { mailto;
Sent Saturday, September 28, 2013 07:27 PM :

To: Park, Todd <IN - Coo, Herry (CHS/OLS)

Subject: RE: How senious are you about using Homestead AFB to get the equipment Io Quipeper?

We have been exploting that option too but no tuck so far

Laura Fasching

Cirzcior of Public Soctar Strategic Ascounts { Verizen Terrgmark
Ter S

222 W Las Calings Bivd, kving, Texas, 75059

From: Park, Todd [ma
Sents Saturday, Seplember 28, 2013 7:26 PM
Ta: Chao, Herry (CMS/Q1S); Fasching, Laura
Subject: RE: How serfous are you about using Homestead AFB ti get the equipmant to Culpeper?

Also: asanother optinon to explore, in the i ntarest of exploring 2l options simuitaneousty, is It pessible to arrarge for
heroic chartered private sector ground transpartation that could get going super -early tomorrow morning and get to
Culpaper by Sunday evening?

Sent: Saturday, September 28, 2013 7:03 PM

w

OSTP ACA 008351
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To: 'Chao, Henry {CMS/OIS); “taura.fasching SEEGEG
Subject: RE: How serigus are you abiout using Homestead AFB tu get the equiprent ta Cutpeper?

WH team responded instantly, is working on it as we speak and will get back to us ASAP. Rut they unforturately are not
optimistic, 50 we should explose uther aptions in parsilel,

Is there any possibifity of arrenging for private/rommerdal cargo plane transport?  Chactered, even?

From: (han, Henry {CMS/0IS} |
Sent: Saturday, September 28, 2013 6:36 PM

To: ‘laura.fasching

Ce: Park, Todd

Subject: Re: How serfous are you about Using Homestead AFB 1o get the equipment to Culp eper?

lust tatked 1o Todd and he it going to talk to the rest of WH that can make this happen so just reply with the confirmeD
service 16 Homestead, :

Todd--let us know ASAR so faura will send via gfound if you can't arrange for transgort ta satmeplace the Al Force can
Jand near Culpepar VA

Henry Chao .
Deputy Chiaf information Officer and Deputy Director
Office of Infarmation Services
Centers for Medicare & Medicaid Services
7500 Security Bivd
faltimore, MD 21244
{Pri}
(Al
(88}

From: Fas&wing, Lavra {J : 0;
. Senk: Saturday, September 28, 2013 06:09 PM

To: Chao, Henry (CMS/Q1S)

Ce: Fasching, Laura <

Subject: RE: How serious are your about using Homestead AFB to get the equipment @ Cuipeper?

Henry,

We are working on firming up the white glave shippers but ence thatis done we waould be gnod ta go.

Fwe get the shippers schaduled  and the equipment gets here tomorrow my enginesrs seid they have the resouress to -
busild it out and just like we said before up by cab Menday.

Pwilf let you knaw ahout the shippers within an hour

taura

Laurs Fasching

OSTP ACA GODB352
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Key Paints
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Enclosure 4

From: Snyder, Michelie ((MS/04) < RN

Sent Thursday, Qctober 10, 2013 503 PM
To: Park, Todd
Subject: FW: Itemn

AMichelle Sayder
Chief Operating Officer
DHHS/CMS/0A

From: Trenkie, Tony (CMS/0IS}

Sent: Thursday, October 10, 2013 4:54 PM

To: Snyder, Michalle (CMS/OA); Tavenner, Marityn (CMS/0A}; Kerr, Tames T. (CWS/CHMHPO)
Subject: RE: item

Hera's the answer below, maybe more detalf than you want.

From: Schankweiler, Thomas W, {CM5/0IS)

Sent: Thursday, October 10, 2013 2:08 PM

Ta: Fryer, Teresa M. {CMS/0IS)

Cc: Ashbaugh, Jason L. (CMS/OIS); Linares, George E. {CMS/OIS); Outerbridge, Monique (CMS/OIS); Oh, Mark U,
{CM5/0ISY; Chao, Henry {CMYOIS); Warren, Kevin {CMS/0IS)

Subject: RE: Admin passwords and insecurity in healthcare.gov

Hetlo aff,
Hera is the feedback regarding this inguiry,
Statement:

CMS {CHSG) acknowledges the feedback by the security community. Analysis of the code and a review of the
operational environment has confirtned that the site is secure and operating with low risk to consumers.

The code that has been reposted to Pastebin and commented on by TrustedSec is in tended to be available to the public.
codg as it makes tha yzer interface [UL} of the site fundiion. By design, these “resource bundles™ conlain a8 of the non -
personalized text the user will see throughout the site.  There is no admin teve! {D's or passwor ds located within the fava
stript posted on-fine. The coda base at CG1 has aise just beea querisd for stings such as “edmin password” snd
"abci123gov” per the Wwitter sareenshot. No evidence was located thatthere is admin credentiat revealed. The person
who retweeted wilth the abc passward is just being humorous.

The XOC Security team and the SCA lest ieam does run ali of the tools mentioned in the article, A lot of commented
code was removed priot o production, and the need to perform JS comment -removatiminificaion/sbfuscation is a
roadmap iem, in fact it is scheduled for release to the Tast2 environment tonight. Performing minificalion requires a Jot of
testing to ensure the application is not broken during YU! compression. . As java scripts can be improved they will be
reigase with subsequent bulids. -

To the other paints in tha arfice The marketplace does not use PHP so that is a non <fssue. The use of Capteha was
considered at ana time, hut remaved o ensure 508-Compliance and to more importantly to remove burden on a
1

OSTP ACA 0008734
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consumer as A Good Censumer Experdence was a design consideration. Also the cancept of guessing ID's (o see if there
is a valid one or notis a known risk. We can Jook into taking steps at tockin g down access contrals further, but it would
negatively effect the user-experiance.

Regards,

Torn Schankweiler, GSSP

Information Security Officer, CCIO

CMS\OIS\THSG

Cansumer information and Insurance Systems Group
{Balt, Office, N2-13-22}
{Mobie]

From: Snyder, Michelle {CMS/0A)

Sent; Thursday, October 10, 2013 4:41 PM
To: Trenkle, Tony {CMS/015)

Subject: Fw: Item

Could you take a look?

Sent from my BlackBerry Wireless Device

From: Tavenner, Marilyn {CMS/0A}

Sent: Thursday, October 10, 2013 04:10 PM

To: Snyder, Michelie {(CMS/OA); Kery, Jamas T. {QM5/CMHPO}
Subject: FW: ltem

Wanted you to have this in case you want to have tony reach out to them
From: Park, Todd {maito
Sent: Thursday, October 10, 2013 2:11 PM

TFa: Tavenner, Marilyn {CMS/OA}
Subject: ftem

Marilyn, this got sent ta me by someone who says these guys are on the fevel. | wouid suggest that the
Marketplace IT security folks check it out {and potentially reach out to these guys as well}

hitps://www.trustedsec.com/october 2013 /affordable heaith care website secure probably/

OSTP ACA 0008736
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Enclosure 5

THE WHITE HOUSE
WASHINGTON

September 16, 2014

The Honorable Paul Broun

Chateman

Subcommittee on Oversight of the

Comemitiee on Seience, Space, and Technology
U8, House of Representatives

Washingion, DC 20513

Dear Chairman Broun:

1 understand that fast Friday the Commities on Seience, Space, and Technology's
Subcomnnitive on Oversight (the Subcommiitee) noticed a September 17, 2614, business meeting
to consider issuing two subpoenus. As deseribed in the notice, the Subcommittee will congider
whether to issue a subpoena for Todd Park to appear at a hearing before the Subcommittee, and
whether 10 {5502 4 subpoena for the production of some of My, Park’s records, during his former
tenure in the Office of Science and Technology Poticy (OSTP) as United States Chief
Technology Officer {CTO), relating to the healthearc.gov website.

| write in advance of the Subcommitiee’s meating to ensure you understand that the
issuance of these subpoenas is unnecessary, Mr. Park will appear volustarily for a bearing
before the Subsommittee on a mutyally convenient date in November to discuss your expressed
interest in the heatheare gov website. OSTP is willing to produce additional document
including the 102 pages proactively provided with this fetier-—to further accommudate your
“afforts to examine the safety, security and privacy of Americany’ personal data through the
(rbamacare website.”! The remainder of this leer discusses OST's efforts tu cooperate with
your oversight interests thus far, and OSTP's continued willingness to do so without any need for
subpoenas.

1 understand that both the full Commiltee and the Oversight Subternmitice have
articulated their interest in the security of healtheare.gov as a desire for information about the
measures in place to defend the healtheare.gov website against malicious cyber aitacks and w
safeguard the persenal data of Americans. When Chairman Smith initially wrotwe to My, Park 1o
express interest in healsheare.gav, the Jetter asked My, Park to address “what specifie seeurity
standaeds and technics! measures are v place to protect Americans’ privacy and personal
mformation that passes through the Healtheare. gov website, and what spucific steps are in place
1 mitigate scenarios in which the system is backed, or personal information is compromised or

mar Smith, Paud Brosn, MDD, and Larry Bucshon, M., 1o the Hon, Jahn P. Heldren,
3] 4 3, 333 fhersing *Ducember 20 Loder™], at 3.

¥ Lener frons the Fon,
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Jeaked ™ An emadi from Committee staff to OSTP at abowt the same time expressed interest in
eybersceurity issues more generally, including 2 cybersecurity policy report that OSTP Assoviate
[irector Pateicia Falcone helped prepare In the same vein, your December 20, 2013, letter to
OsTP eremLé a hearing the Comuittee held in November of that year 16 examine the risks
that online crimminals and identity thieves might pose if they gained access to customers’ personal
information.” And more recently in Jaruary of this year, the Cormitie continued its focus on
the standards and sechnical protocels in place to defend against maticious cyber attacks in 2
second hearing convened on the sane topic with “white hat” hackers as wimnesses.®

From the outset, OSTP s been ciear about the Hmiiations both it and Mr, Park face in
attemipting o respond to the requests for information and testimony voncerning these jssues
involving the development of sccurity standards and the design of scenarios to respond to
malicious intrusion attempts, As notod several times in prior comespondence, primary
responsibility for those tuyks les elsewhere-—~with the Centers for Medicare anid Medicaid
Services {CMSr—and it s CMS that is in the best position to provide complete, current, and
aceurate information regarding the security protocels in place to profect the website,
Nevertheless, the record reflects that OSTE has made substantial efforts to try to accommodate
the Cormnitiee’s interest in security and © clarifly Mr. Park's role,

OSTP has prodused more than one thousand pages of dosuments; offered on muhiple
occasions 1o have Associate Director Falcone testify at a Conunittee hearing on cybersecurity
policy issues; made Mr. Park available Tor a rageting with you and Chairman Smith in your
office, where Mr, Park was willing to address any questions put te hird; and offered o have Mr.
Park Brief ali Subcomminee members. Through these substotial elfons
OSTE has attempted to help the Committes betier understund Mr. Park’s notual duties as the
United States CTO and his rele with respect © healtheare gov.

al acconmodation,

fn parifeutar, regarding the documents you have received, your ketter of December 20
asked OSTP to produce & very broad set of materials, including all O8TP revords concemning the
Affordable Care Aet and bealtheare.gov, scheduling nformaation, records concerndng internal
White House bricfings, and sven documents that had not been created but might conceivably be
provided to Congress in the future.® Confronted with this broad request and a short deadline in
the December 20 fetter for responding, OSTP focused its efforts to provide information on the
issue that was pimn ¢ of particular nlerest to the Comunittes, vamely, Mr. Park’s participation s
une of thepe co-chairs on the healthcare.gov Interagency Steering Commitiee. Your Devember

er i'mm thie Hon. Lamar Smith, Chal , Caramilter on Seience, Space, and Techaalogy, © Todd Purk,
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20 tetter focused on this Steering Committee and its security and privacy subgrotp-—even going
50 far as to attach a draft charier for the Steering Commitiee.”

Accordingly, in its January 15, 2014, response, OSTP described the documents it was
producing: those concerning the Steering Comimitter and other interagency meetings that made
reference o seeurity, which appeared 10 be of special interest to the Commiztee® Q8TP's
January 15 letter also explained the interegency coordivation function the Steering Committee
served, Mr. Park's role dn it, and why his participation was not an indication that he had
substantial knowledge or expertise concerning the standards or technical protocols for dealing
with malicious intrusions that are the focus of the Subcommitter’s oversight inquiry. In the eight
monihs following OSTP's production of these documents, the Subcommistee expressed no
continued interest in repeiving additional decurnenis, nor did it raise any questions concemning
the Steering Committee materials provided, Thus, you can understand why the abrupt notice of a
business meeting to consider a subpeena for documents came as a surprise.

©

Despite OSTIs effons at scommodation, it seems that the push to issue subpoenas this
fall m sfortunately reflect ¢ continued misunderstanding of Mr. Park’s involvement in the
security of the healtheare, gov website. This ictier therefore provides additions! information,
namcly, additional OSTP documents beyond those already provided concerning the Interagency
Steering Commitice, conceming Mr, Park’s limited invotvement in the security aspeets of the
website, which are primarily handied by CMS. The enclosed documents can be grouped nto
three categories.

First, in an extension of his role with the Steering Committee, Mr. Park, and his other co-
Chairs were occasionally asked to sssist in instances when White House personnel made requests
10 officials at HHS and CMS. One instance when such assistance was sought involved a request
for a meeting on user eredentialing and identily-proofing from National Security Staff and Office
of Management and Budget officials. The docaments themsetves make clear that although the
particular request for assistance was made from CMS officials 1o Mr. Park, it was another co-
Chair who provided assistance in addressing that request.”

Second, Mr, Park was asked on a smali number of occasions to assist in obaining
information from CMS and HHS persennel responsible for security of the website, In that role,
Mr. Park asked HHS and CMS officials 1w develop background points describing the
cybersecurity protections and helped coardinate follow-up conversations between the FHS and
CMS officials and eyberseeurity experts both inside and outside the government. Again, the
cmails themselves show that Mr, Park was not directly fumiliar with the developiment of

e wlvo Jameary 16 Hearing {statement of Rep. Paul Broun, M.D.) {90's probably [sic] tee oversight commitee

af--gubeomaittes of this comunities’s auention that there i--or 1 jeast was {an] Aflerdable Cire Act information
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afmest 8 year and @ hatf before the rol out of Heab BOV.L
¥ Letter from Uk Donna Pigustelfi, Director, OSTE Legisiative Affaies, w the Hon. Lamar Smith, Chaieman,
Commitice pi Science, Space, and Technology {Jamtiary 15, 2014) {herelmafler Jasuary 15 Letier], at 3. At
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1 Governruent Reform.
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cybersecurity defenses in place, but instead served as an intermediury and relied eu the HHS and
CMS officiads ta provide the substance of the information he then passed on {o others.

Third, shordy before the frst apen enroliment peried, Mr. Park also served as a laison
with eyberscourity officials at HHS and CMS in conncetion with efforts to explain publicly the
cyberseeurity protections for the health insurance marketpl ‘This “spokesman” function is
ong My, Park performed from time to time as CTO with respect to technology issues generally.
hnportantly, the enclased emails again confirm hat Mr. Park was not speaking from direet
persons! knowledge or expericnce on cyberseeurity-~before panticipating in a press call, he
solicited the relevant infonmation from CMS cybersecurity personnel and sought to have them
participate in the call given his relative lack of familiasity with cybersecurity issues.”

The information provided in and with this {etter is consistent with what OSTP has
previously explained; that CMS is best positioned 10 address the Subcommintee’s questions
vegarding the security of the website and that Mr. Park bas ot been: substantially involved in
developing or managing the “specific security standards and technical measyres . . . in place to
profect Americans' privacy amd personal information that passes through the Healthcare.goy
7 More importantly, if the Subcommitiee desires additional information, there &
need to resort (o subpocnas, Mr, Park will be pleased to testify at u Subcommiitee hearing in
November, OSTP is also nctively scarching for additional records that may further iifuminate
M. Park’s relatively minor role on cybersecurity issues and is willing to voluntarily produce
additional documents 1o aid the Subconimittee’s inquiry. Please simply have your staff
commmunicate the Subeommittee’s privrities in that regard to OSTP,

na

Sincerely, B
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WRITTEN STATEMENT SUBMITTED BY REP. ERIC SWALWELL

Mr. Chairman, first, I would like to take a moment to thank you for your service.
You served two years as Ranking Member and four years as Chairman. During your
tenure, you have always conducted your chairmanship with generosity and great
courtesy. While we have not always seen eye-to-eye on the matters before the Sub-
committee, no Member on this side of the aisle has ever had reason to complain
about the way you have conducted yourself, and that has gone a long way towards
keeping relations civil and even cordial in the midst of disagreement. Thank you.

Today may be a day of disagreement, but I sincerely believe that if you conduct
this hearing as fairly as you have your past hearings, that we will all emerge with
a clear understanding of what Mr. Park did and did not do related to
HealthCare.gov.

Fairness is particularly important because this hearing has the feel of a trial. The
only witness before us i1s Mr. Park. The title of the hearing implies that we are
going to examine his involvement in the development of the Healthcare.gov website.
Most significantly, a staff report released by you and Chairman Smith on October
28 functions as a prosecutor’s memorandum that makes very damning allegations
regarding Mr. Park’s honesty before the Committee on Oversight and Government
Reform and Dr. Holdren’s candor in his replies to this Committee regarding Mr.
Park’s involvement in cybersecurity. As a former prosecutor, I believe that the alle-
gations you have made against Mr. Park could place him in legal jeopardy. He de-
serves a chance to tell his story and put these allegations to rest, and I believe he
can do that.

Mr. Park is a successful entrepreneur in the IT world who took a break from de-
veloping successful companies to come to Washington, D.C. to help the government
and the country think of creative ways to use information technology to improve our
economy and address important social problems.

He is a patriot and the son of immigrants who have played their own role in keep-
ing the American economy vibrant and expanding. Mr. Park’s parents are here
today. Mr. Park’s wife is here today. Mr. Park’s pastor is here today as well as
friends from the IT business world. I mention this to remind all the Members to
not confuse their feelings towards the Affordable Care Act with Mr. Park as a per-
son. He served the public and did his best and should be thanked for his contribu-
tions. In fact, Mr. Park has returned to the Bay Area and is attempting to recruit
other bright, innovative stars from the IT world to come to Washington and take
a few years to try to make a difference for the good of the country. Good luck with
that message after today, Mr. Park.

I have reviewed a Minority staff report, which I ask be made part of the record,
built on a complete review of the documents produced by the White House. The staff
make a very strong argument, supported by White House documents, that Park did
not have deep, direct, or intimate involvement in any of the work of developing the
on-line marketplace launched on October 1, 2013 or the cybersecurity standards and
techniques used for the site.

If he was playing such a role, there should be monthly progress reports from con-
tractors that show progress against deliverables and requirements, costs of work, a
critical path analysis that identifies where problems threaten a successful launch
and discussion of the integration process for the site across an army of contractors
on the project. None of those documents have been produced because he was not
the day-to-day manager on the project. Nor are there the kind of documents that
the contractors doing the actual work would possess—which would include discus-
sion of code, performance and testing results. Those documents can be found at
CMS, which managed this complex acquisition, and among the contractors, who did
the work, but not in Todd Park’s records.

The records that did come to us make it very clear what he was doing: He acted
to gather information when the White House had questions about the project and
he acted to help CMS find resources when they asked for help from the White
House. 90% of the records fall into one category or the other. Gathering information
for the boss or to use as a spokesman or providing assistance to the actual managers
sounds more like the kind of work our Legislative Assistants and Committee staff
do than that of people deeply involved in a project. The record shows Park was not
in charge of anything, and what he did do on healthcare.gov was about information
aggregation or assistance at the request of others.

There is another missing element in the records the Committee has received from
the White House: the thousands of pages of records related to Mr. Park’s full time
job as Chief Technology Officer of the United States. Because we only requested
records related to HealthCare.gov, it is easy to lose sight of the fact that his very
limited work on Healthcare.gov was coming while he did a wide-ranging job as CTO.
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Park’s job was about trying to push technology throughout all levels of the coun-
try to improve our competitiveness and quality of life. As just one example, he drove
an initiative to find innovative methods to use IT and big data to combat human
trafficking. I don’t think there is any Member who favors human trafficking—that
is about as non-partisan an initiative as you can get. Park was working, full time,
in a much wider swath of issues and areas than healthcare.gov. Members should
never lose sight of that and get tunnel vision about Park simply because we have
such a narrow set of records.

I believe that if Mr. Park is given a fair chance to answer questions here today,
that Members on both sides of the aisle will conclude that Park was not a principal
actor in the development of HealthCare.gov prior to October 1, 2013 and had no role
in developing cybersecurity standards or techniques for the web site. Mr. Park, I am
going to apologize to you now for the way you have been treated, and I am hopeful
that you will get apologies from the Chairman by the end of this hearing.
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SUPPORTING DOCUMENTS SUBMITTED BY SUBCOMMITTEE CHAIRMAN PAUL BOURN

LAMAR 5. SRITH, Texas EDDIE BERNICE JOHNSON, Texas
CHARWVAN RANKING MEMBER

Congress of the Lnited States
Rouse of Representatives
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY
2321 Ravausn Houst OFFICE BUiDING
WasHitGTON, DC 20515-6301

{202} 225-8371

W scitnse house. gy

December 11, 2013

President Barack Obama

The White House

1600 Pennsylvania Ave., N.W. -
Washington, DC 20500

Dear Mr. President:

‘We write to request information and an explanation about what your Administration is
doing to address the security risks and privacy concerns surrounding Healthcare.gov. During a
teleconference with reporters on December 1, Mr. Jeffrey Zients, your National Economic
Council Director-designate, stated that the Obamacare website is “night and day from where it
was on October 17" and that the website can now “support intended volumes” of users.!

Though we appreciate the Administration’s efforts to address the flaws with the website’s
capacity, we are concerned that the larger security and privacy issues remain unaddressed.
While more people may be able to access the website, without much-needed security
enhancements, this simply means that more Americans are vulnerable to online criminals and
identity theft.

At a hearing before the Flouse Committee on Science, Space, and Technology on
November 19, leading computer security experts from the private sector and academia outlined
the significant threats posed to Americans by identity theft. One witness, David Kennedy, is a so-
called “white hat hacker” who helps private sector companies secure their websites and data
from online criminals. Mr. Kennedy gave a demonstration of real vulnerabilities with
Healthcare.gov, showing how hackers are attempting to access personal information on the
website. According to his testimony, not only is the website vulnerable, it’s under active
attack. Even more troubling, Mr. Kennedy testified that there are “clear indicators that even
basic security was not built into the Healthcare.gov website.”

By design, Healthcare.gov interfaces with numerous federal, state and commercial sites
and databases. The data passing through the Healthcare,gov website is one of the largest
collections of personal information ever assembled, linking information from seven different
federal agencies along with state agencies and government contractors. To gain information on

! CBSNEWS.COM Staff, “Healthcare. gov improvements ‘night and day’ from Qstober launch,” CBSNEWS.COM, December 1, 2013, available
at: hitp://www, cbsnews. com/news/healthcaregov-i ht-and-day-from-october- h/
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Mr. President
December 11, 2013
Page 2

potential healthcare coverage through the website, users must input personal contact information,
birth dates and social security numbers, as well as income, tax and other intimate financial
information.

Although the website itself does not retain personal data, it transmits it to other sites.
Without adequate security measures, Healthcare.gov essentially becomes a portal for online
criminals to access even more sensitive, personal data maintained by the IRS, state agencies, and
insurance companies that share information with the website. The size and scope of information
sharing alone raises significant security concerns.

When asked whether Healthcare.gov had been compromised by hackers, Mr. Kennedy
testified that he believed the website already has been hacked or soon will be. Every single
witness, majority and minority-invited alike, testified that Healthcare.gov is not secure. Asked if
they would have launched the website, the unanimous answer was “No.” Would they require
front-end personal data disclosure on the site? Again, all four responded “No.” Finally, each of
the experts said taking down Healthcare.goy should be seriously considered to address the
security concerns and protect the personal information of users. Mr. President, your
Administration has an obligation to ensure that the personal, financial, and account information
collected as part of the Affordable Care Act is secure.

Unfortunately, in its haste to launch the Healthcare.gov website, it appears that your
Administration has cut corners that have left the website open to hackers and other online
criminals. As a result, the personal information that has already been entered into
Healthcare.gov is vulnerable to identity thieves. We already know of many attempts to hack into
the system. If the security tlaws go unaddressed, the more people who use the site will simply
mean more Anlericans vulnerable to identity theft.

In light of the concerns of online security experts, the following questions need to be
addressed to ensure the safety, security, and privacy of all Americans’ personal data on the
QObamacare website.

1) Since October 1, what explicit steps has the Administration taken to improve the security
of Healthcare.gov?

2) Who in the Administration has been assigned to monitor, manage, and oversee the
ongoing security needs of Healthcare. gov?

3) Has the Administration conducted thorough, on-going tests and monitoring of security
and privacy vulnerabilities with Healthcare.gov—including hiring private sector
“hackers” to test the website’s ability to guard against malicious attack and intrusion? If
so, who conducted the tests and on what dates? What were the operational details and
specific results of these security tests?
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Mr. President
December 11, 2013
Page 3

Because of the seriousness of the threat facing users of Healthcare.gov, we ask that answers to
these critical questions be provided to the Committee no later than December 18.

Sincerely,

,,MM\ LA_LL

Rep. Dana Rohrabacher
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F_James Sensenbrei er, Jr,

Rep. Ralph M. Hall
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December 11, 2013
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cc: Rep. Eddie Bernice Johnson
Ranking Member
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF SCIENCE AND TECHNOLOGY POLICY
WASHINGTON, D.C. 20502

January 15,2014

The Honorable Lamar S. Smith

Chairman

Committee on Science, Space, and Technology
2321 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Smith,

I write in response to your letters of December 11 and 20, 2013, which discuss the Committee’s
“efforts to examine the safety, security and privacy of Americans’ personal data through the
Obamacare website.”" At the outset, thank you for your recognition that the performance of the
healthcare.gov website has improved, though you continue to express concems about the security
and privacy of the technological infrastructure that allows Americans to shop for and purchase
high-quality, affordable health insurance.

Your most recent letters are two in a series that discuss the Committee’s oversight interest in the
security of the Federal healthcare exchange. As the Office of Science and Technology Policy
(OSTP) has repeatedly explained, OSTP personnel have not been substantially involved in
developing or implementing the Federally Facilitated Marketplace’s (FFM) security measures.
Nevertheless, OSTP has tried to address the Committee’s interest, including offering to testify
regarding cybersecurity issues generally, and we remain committed to working with the
Committee on science and technology matters.

Portions of your December 20 letter, however, indicate that you may continue to misunderstand
which agency is responsible for the security of the FFM. As you know from our prior
correspondence, primary responsibility for monitoring, managing, and overseeing the security of
the FFM rests with the Centers for Medicare and Medicaid Services (CMS). Congress has
received a wealth of information from CMS regarding the security of the FFM in both testimony
and written responses, and I trust you have access to this information.> CMS and the Department

* December 20 Letter at 3.

* See, e.g., July 17,2013 — CMS Administrator Tavetmer’s Testimony before the House Homeland Security
Subcommittee on Cybersecurity, Infrastructure Protection and Security Technologies and House Oversight and
Government Reform Subcommittee on Energy Policy, Health Care and Entitiements, Joint Hearing on Information
Sharing and the 2010 Health Care Overhaul Law; Aug. 1, 2013 —~ CMS Administrator Tavenner’s Testimony before
the House Energy and Commerce Committee, Hearing on Implementation of the 2010 Health Care Overhaul Law;
Sept. 11, 2013 — HHS Assistant Inspector General for Audit Services Kay Daly’s Testimony before the House
Homeland Security Subcommittee on Cybersecurity, Infrastructure Protection and Security Technologies, Hearing
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of Health and Human Services (HHS) have explained that the privacy and security of consumers’
personal information is a top priority; that when consumers fill out their online Marketplace
applications, they can trust that the information that they provide is protected by stringent
security standards; and that, to date, there have becn no successful security attacks on
healthcare.gov and no person or group has maliciously accessed personally identifiable
information from the site.’

Your most recent letter states that you seek information on the security and privacy of the FFM
from U.S. Chief Technology Officer (CTO) Todd Park based on “his familiarity with thc website
while he was CTO for the US Department of Health and Human Services.™ It is true that

Mr. Park helped develop the initial version of healthcare.gov when he worked for HHS in 2010.
But the first iteration of healthcare.gov on which Mr. Park worked served as a general source of
information about the Affordable Care Act, healthcare insurance options, hospital quality, and
prevention topics. It was not a transactional marketplace on which consumers could purchase
healthcare insurance, and it bears little resemblance to the current version of the website. That
first version of the website has been replaced by the current heaithcare.gov website, which is the
interface for the FFM, and—as is well known—was developed by Federal contractors under
CMS’ supervision. As OSTP has explained, CMS is best positioned to discuss the security of the
FFM.

Your letter also seeks information from Mr. Park about the security of heaithcare.gov based on
his role, as one of three co-chairs, in the Interagency Steering Committee. The Steering
Committee focused on interagency coordination of the healthcare exchange and, in particular, the
“data services hub” that facilitates communication among Federal and State agencies in
connection with the purchase of health insurance by customers. As even the document attached
to your December 20 letter makes clear, the agencies actually developing the hub, particularly
CMS, IRS, and SSA, were assigned lead responsibility for working on data privacy and security
harmonization issues that required interagency coordination. Making these agencies responsible
for the security of the FFM made practical sense and was consistent with the applicable legal
framework: that is, each Federal department and agency retains primary responsibility for
securing and defining its own networks and critical information infrastructure.” As OSTP has
explained before, OSTP personnel have not been substantially involved in developing or
implementing the seeurity measures in place to protect the FFM.

on the Health Exchange Data Hub; Oct. 30, 2013 —~ HSS Secretary Sebelius’ Testimony before the House Energy
and Commerce Committee, Hearing on the 2010 Health Care Law Enroliment Issues; Oct. 29,2013 — CMS
Administrator Tavenner’s Testimony before the House Ways and Means Committee, Hearing on the 2010 Health
Care Law Enroliment Challenges; Dec. 11, 2013 —~ HHS Secretary Sebelius’ Testimony before the House Energy
and Commerce Subcommittee on Health, Hearing on the Implementation of the 2010 Health Care Law.

? See House Energy and Commerce Minority Memo of December 13, 2013, summarizing HHS briefing,
http:/democrats.energycommerce.house.gov/sites/defauit/files/documents/Memo-ACA-Security-Briefing-2013-12-
13.pdf; see also Healthcare.gov Privacy Policy, hitps://www healthcare gov/privacy/.

* December 20 Letter at 2.

® See, e. £., Nov. 13, 2013 - Department of Homeland Security Acting Assistant Secretary Stempfley’s Testimony
before the House Homeland Security Committee, Hearing on Data Security as it Relates to the Federal Government
Website, HealthCare,gov, and the 2010 Health Care Law.
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Nevertheless, in a further effort to accommodate the Committee’s interest in this area and to help
clarify the role of OSTP personnel, we are providing with this letter documents regarding certain
interagency meetings, mainly the meetings of the Interagency Steering Committee, including
agendas and associated materials that make reference to security. (Staff on Chairman Issa’s
committee appear to have given some of these materials to you already, but we are producing
them here at your request and for your convenience.) Nothing in the enclosed documents
indicates that Mr. Park had a substantial role in developing or managing the security aspects of
the FFM; they only serve to confirm that a briefing from Mr. Park on those issues would be
neither informative nor productive.

Finally, your letter states that the Administration has rejected three invitations to testify before
the Committee and incorrectly asserts that OSTP raised Executive Privilege concerns in response
to these invitations. To the contrary, OSTP has repeatedly made efforts to address the
Committee’s stated oversight interest in the safety and security of the FFM. On at least four
occasions, OSTP has offered to provide one of its two Senate-confirmed leaders, OSTP
Associate Director for National Security and International Affairs Patricia Falcone, to testify.

Dr. Falcone does not have specific knowledge of the data-security standards in place for
healthcare.gov, but she is knowledgeable about general cybersecurity policy issues, including a
cybersecurity report that your staff identified as relevant to its inquiry when first seeking an
OSTP witness to testify before the Committee.® To my knowledge, OSTP has not mentioned or
relied on a claim of Executive Privilege. Reviewing OSTP’s prior correspondence with you and
your staff, I see no mention of it, and Dr. Holdren does not recali referring to it in his
conversation with you. The Committee has not addressed the previous offers that we have made,
but OSTP has been—and continues to be—willing to accommodate the Committee’s oversight
interest by having Dr. Falcone testify on general cybersecurity policy issues.

I trust you will find the additional information we provide with this letter helpful. OSTP will be
addressing the questions posed in your December 20 letter regarding the Presidential Innovation
Fellows program under separate cover. In the meantime, OSTP looks forward to continuing to
work with you on science and technology issues.

Sincerely,

Donna M. Pignatelii
Legislative Affairs Director

® Email from H. Comm. on Science, Space, & Technology Majority Staffto OSTP staff (Oct. 28, 2013, 5:42 p.m.)
(“I suspect we would touch on related issues raised and addressed in the ‘Cyberspace Policy Review” and the Dec
2011 report ‘Trustworthy Cyberspace: Strategic Plan for the Federal Cybersecurity Research and Development
Program,’ both of which were referred to in Dr. Holdren’s testimony before the Committee in a full committee
oversight hearing on June 20, 2012.”)
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[ The Honorable Eddie Bernice Johnson
Ranking Member
Committee on Science, Space and Technology

Enclosure
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF SCIENCE AND TECHNOLOGY POLICY
WASHINGTON, D.C. 20502

January 15, 2014

The Honorable Lamar S. Smith

Chairman

Committee on Science, Space, and Technology
2321 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Smith,

Thank you for your letter of December 20, 2013, in which you requested information about the
Presidential Innovation Fellows (PIF) program. The PIF program pairs top innovators from the
private sector, non-profits, and academia with top innovators in government to collaborate during
focused 6-12 month “tours of duty” to develop solutions that can save lives, save taxpayer
dollars, and fuel job creation.

The first round of five projects was launched in August 2012 with 18 inaugural Fellows. For that
first round of Fellows in 2012, OSTP worked with agencies to identify potential projects,
Jaunched the PIF program and solicited applications, and forwarded all applications to
participating Federal agencies. Federal agencies then conducted reviews and interviews of the
applicants, identified relevant skills and expertise, and directly hired Fellows to work on projects
aimed at supporting entrepreneurs, small businesses, and the economy.

For the second round of PIFs, OSTP gradually transitioned the program to GSA’s management.
The two agencies jointly coordinated the application process, and GSA managed the hiring
proccess, selected the PIFs with significant input from the agencies sponsoring the PIF projects,
and assigned Fellows to agencies as detailees on a cost-recoverable basis. Going forward, GSA
is expected to administer the PIF hiring process.

You also asked specifically about PIFs at The Center for Medicare and Medicaid Services
(CMS). As part of the “tech surge” announced in October 2013, CMS brought in top experts
from both inside and outside government to help improve heaithcare.gov. This “tech surge”
includes two P1Fs employed by GSA and detailed to CMS under fully-reimbursable detail
agreements. The Fellows were selected on the basis of specific technical skills that had been
identified by the healthcare.gov team as high priority needs, including large scale platform
development and identity management. The two Fellows working at CMS are scheduled to
complete their details in approximately one month, on February 14, 2014.
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OSTP looks forward to continuing to work with you an science and technology issues.

Sincerely,

(oo it

Donna M. Pignatelli
Legislative Affairs Director

cc:  The Honorable Eddie Bernice Johnson
Ranking Member
Committee on Science, Space and Technology
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LAPRRAR-S. SMETH, Tewas EQDHE BEANICE JOMNEON, Texas
CHAIRMAN RANKING MEMBER

Congress of the Wnited Dtates
House of Representatioes
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY
2321 Ravaurn Houss OfFice BuLoma

WasHinGTon, DC 20515-6301

2} 226-6371

December 20, 2013

The Honorable John P. Holdren

Assistant to the President for Science and Technology
Director, Office of Science and Technology Policy
The White House

Washington, DC 20502

Dear Dr. Holdren:

At a hearing held on November 19, the Committee on Science, Space, and Technolagy
received troubling testimony' from online security experts regarding the flaws and vulnerabilities
in the Obamacare website that put the personal data of Americans at risk. The expert witnesses
at our hearing outlined the significant risk of identity theft to Americans if hackers gained access
to their personal information. One of the witnesses, Mr. David Kennedy. is a ‘white hat hacker’
who gave a demonstration of real vulnerabilities with Healthcare.gov, showing how hackers are
attempting to access personal information on the website. According to his testimony, not only
is the website vulnerable, it is under active attack. Even more troubling, Mr. Kennedy testified
that thereqare “clear indicators that even basic security was not built into the Healthcare.gov
website.™

The Administration’s recent efforts to address the flaws with the website’s capacity do
not appear to address the larger security and privacy issues raised in our hearing. According to
Mr, Jeffrey Zients, who is in charge of fixing the website, the Obamacare website is “night and
day from where it was on October 1,”* and it is now “stable and operating at intended capacity
with greatly improved performance.™ Unfortunately, the improved performance does not
include much-needed security enhancements, meaning that more Americans could now be
vulnerable to online criminals and identity theft. According to a blog post by Mr, Kennedy, “Out

! House Committee on Science, Space and Technology hearing, “Is My Data on Healtheare gov Secure?”
November 19, 2013, available at: hitp:/science.house gov/hearing/full-committee-hearing-my-data-healthcaregov-
secute.

2 Testimony of Mr. David Kennedy, CEO, TrustedSec, at House Committee on Science, Space and Technology
hearing, “Is My Dara on Healthcare gov Secure?” November 19, 2013available at:

hotpe/fscience house gov/hearing/full-committee-hearing-my-data-healthcaregav-secure,

* CBSNEWS.Com Staff, “HealthCare gov improvements ‘night and day’ from October Launch,”
CBSNEWS.COM, December 1, 2013, available at: hitp://www.cbsnews.com/news/healthcaregov-improvements-
night-and-day-from-october-launch.

* ibid.
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Dr. Holdren
December 20, 2013
Page 2

of all of the reports, there were no mention to security concerns or addressing the vulnerabilities
identified in the healthcare.gov website...a number of undisclosed exposures have still not been
addressed and exist today.”

Through its jurisdiction over the White House Office of Science and Technology Policy
(OSTP), the Committee sought to hear from Mr. Todd Park, OSTP’s Chief Technology Officer
(CTO), given his familiarity with the website while he was CTO at the US Department of Health
and Human Services {HHS). As you yourself stated upon his hire to OSTP, while at HHS, Mr,
Park “led the successful execution of an array of breakthrough initiatives, including the creation
of HealthCa.re,gov.”6

Additionally, according to the OSTP website, the Administration and OSTP are
committed to advancing policies that will “safeguard the privacy of every American by
strengthening digital security systems and holding governments and businesses accountable for
violations of personal privalcy,7

Notwithstanding Mr. Park’s background and leadership position within OSTP, the
Administration has now rejected three invitations to Mr., Park to testify before the Committee.
You stated in a recent phone conversation with Chairman Smith that Mr. Park’s testimony would
raise claims of Executive Privilege — despite the fact that Mr. Park already testified before a
congressional committee on November 13.% Your staff has similarly sugpested that Mr, Park’s
activities are protected by Executive Privilege, begging the question: does the Administration
intend to invoke such a claim?

You also stated in your November 26 letter to Chatrman Smith that Mr. Park has not been
involved in the security issues of the Healthcare.gov website. That assertion appears to be
contradicted by the fact that Mr. Park was one of three White House co-chairs of the Affordable
Care Act (ACA) Information Technology Exchanges Steering Committee (see Attachment 1).

The stated mission of this Healthcare.gov Steering Committee is to support the timely
and efficient resolution of barriers to assure the implementation of “consuiner-centric” health
insurance exchanges. The Steering Committee’s Charter explicitly directs the participants “to
promote resolution of key IT strategy and policy issues that impede progress on Affordable Care
Act activities across the federal governient and with the state exchanges,” and to “direct the
formulation of work groups to identify barriers, develop and identify promising practices to
support cfficiencies, and develop option papers for the Committee’s consideration.” (Attachment

* David Kennedy, “Healthcare.gov Operational — Security concerns not addressed,” TrustedSec, December 2, 2013,
available at: hitps://www.trustedsec.copy/december-2013/healthcare-gov-operational-security-concerns-not-
addressed.

® John Holdren, “Todd Park Named New U.S. Chief Technology Officer,” The White House Blog, March 9, 2012,
available at: hitp://www.whitehouse gov/blog/2012/03/09/todd-park-named-new-us-chief-technology-officer,

* OSTP website, “Technology and Innovation,” avaiiable at:

* House Committee on Oversight and Government Reform, “ObamaCare Implementation: The Rollout of
HealthCare gov,” November 13, 2013, available at: hitp:/oversieht.house gov/hearing/ohamacare-implementation-
rollout-healthcare-gov/.
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Dr. Holdren
December 20, 2013
Page 3

1). The ACA Exchanges Steering Committee directly oversees both security and privacy
interagency working groups (Attachment 1).

From documents provided to Congress, it also appears that this White House-led Steering
Committee canceled several meetings scheduled over the course of the past year following an
April briefing on a White House-requested report by McKinsey & Company that warned of
“various problems with the exchange, including limited testing time and resources before the
launch.”” After repeatedly cancelling Steering Committee meetings for five consecutive months,
the White House Steering Committee met again only weeks prior to the launch of the
Healthcare.gov website on October 1. But as we now know, those actions were too little and too
late.

ftis logical to assume that security and privacy responsibility resides at the highest
level of government. The data passing through the Healthcare.gov website is one of the largest
collections of personal information ever assembled, linking social security numbers, birth dates,
tax and other financial information from seven different federal agencies, along with state
agencies and government contractors. We are troubled by the fact that the President either did
not know, or did not care, that the personal and financial data collected as part of Obamacare is
not secure.

The Committee will continue its efforts to examine the safety, security and privacy of
Americans’ personal data through the Obamacare website. Part of those efforts includes
oversight of OSTP’s role in the Healthcare.gov website. To that end, please provide the
following documents from your agency by January 3, 2014:

(1) All schedules and scheduling information (as defined in Attachment 2) for Mr. Todd Park
since arriving at OSTP through the present on topics involving the Healthcare.gov
website and related issues. -

(2) All records and emails (as defined in Attachment 2) to or from any and all OSTP
employees, including Mr. Todd Park, regarding the ACA, Healthcare.gov, or the ACA
Information Technology Exchanges Steering Committee.

(3) All records and information regarding any and all briefings (as defined in Attachment 2)
with, the President and/or White House staff on Healthcare.gov and related issues.

(4) Copies of all records provided in the past, as well as those expected to be provided in the
future, by OSTP to other congressional committees in response to any ACA or
Healthcare.gov document requests.

In responding to the Comumittee’s request, piease provide a Vaughn Index for any
redactions or documents withheld from us. Specifically, for each redaction and document
withheld on the basis of an established and accepted privilege, please provide a log containing
the following information:

° Jim Acosta and Dana Davidsen, “Private consulting firm warned of glitches before healthcare.gov launch,” CNN
Politics, November 19, 2013, available at: hitp://politicalticker.blogs.cnn.com/20 13/ 1/19/private-consuiting-firm-
warned-of-glitches-before-healthcare-cov-launch.
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December 20, 2013
Page 4

(1) the privilege asserted;

(2) the type of document;

(3) the general subject matter;

(4) the date, author, and addressee, and

(5) the relationship of the author and the addressee to each other.

In addition to these documents, please also provide responses to the following questions
by January 3, 2014:

1} As previously mentioned, in your phone conversation with Chairman Smith, you stated
that Mr. Park’s testimony would raise claims of Executive Privilege. Please confirm this
assertion, and if you intend to invoke such a claim, please clarify whether you are basing
it on Mr. Park’s position as CTO at OSTP, or as Assistant to the President?

2) Please explain Mr. Park’s relationship relative to the Presidential Innovation Fellows
program. Please also provide details about which Fellows have been tapped to work on
the Healthcare.gov website as part of the “tech surge” to fix its problems. Your response
to this question should include the names of the Fellows, who selected them to work on
the website, when they started work on the website, whether they are still working on it
and how much longer they are expected to work on it.

3) Finally, please direct Mr. Park to make himself available to Committee staff for a briefing
on his involvement with the website prior to and subsequent to the October 1¥ launch
date. Please ensure that this meeting takes place before January 10, 2014,

In its haste to launch the Healthcare. gov website, it appears the Obama Administration
cut corners that leave the site open to hackers and other online criminals. As a result, Americans
who have already entered personal information into Healthcare.gov are vulnerable to identity
theft. We already know of numerous attempts to hack into the system and can only assume
many more have gone unreported. Unless the Obama Administration takes swift action to
address security, it is likely the worst is yet to come.

If you have any questions, please have your staff contact Raj Bharwani, Subcomrmittee on
Oversight Staff Director, at (202) 225-6371.

Sincerely,
o it (et (B Iy Bushor
Lamar Smith Paul Broun, M.D. Larry-Bucshon, M.D.
Chairman Chairman Chairman
Committee on Science, Space, Subcommittee on Subcommittee on

and Technology Oversight Research & Technology
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cc: Rep. Eddie Bernice Johnson
Ranking Member
Committee on Science, Space,
and Technology

Rep. Dan Maffei
Ranking Member
Subcommittee on Oversight

Rep. Dan Lipinski
Ranking Member
Subcommittee on Research & Technology

Attachments
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. Purpose

This eliafterestablighes the Affordable Care Act (ACAYIT E}.changes Steering Comirnittes
CStcenng Lumnmtvn) as5:a colldbumhvc body atid #§-a venue for seeking xasohmon of
persistent interagency challetiges and depeudenmes ml;i{ed to:tlie fmplementation of IT
-exchangesin suppott of the Aﬂcndahh, Carz Aot

This:document dutlities the:mission, scope and résponsibilities of the:Steering Commitiee,
identifies menibership-and support simcaires, and defines. ey piocesses and procedireg. A
Healih Exchange Exceutive. Secretariat(Excoutive Seoretarial) has Deen egtablished as an.
agent: of the Committee to Worlowith Ageucies torensine plOJCCtS qu ahfrn under th‘. '
Affordable Care Aol in providing u stteamiiied and:seainless® L
publ‘c and affected industeies that will be impacted by the i
insurance cxdmngbd under the Affoxdable Care Act..

: ﬂmemaunn of the hca]th .

il Mission

The pnma:y mission of the Steering Cormmittee is 1o support the tintely and efﬁcxem
iesohytion of harrieiswhile ensuring the vealization of f hilly opcmuona] health fasurance:
‘exchanges mandated under the Affordﬁble 2. At The Steering-Committes Wﬂl {a) a.ddresw
ey Exchange mfmﬁatmn sharing policies and bariers,. (b) worl cwuh Dcpanments,
Agencies, and other stakeholders as necessary ou the implementafion and execution of Health
Insurance Exchanges.

1l. Scope and Responsibilities
Steering Committee

The Steering Committes shall’ prowde a fonitn for seekmg, 2 vesoliition of interagancy
challenges and to furtlier promots interageney sl anments fo.assure the implementation- of a
conguIRer-centric health insurance. -exthanges under; the Affordable Care Act, TheStesring
Cominitiee can designate the'Excontive Seoretatiat fo act on'its behalf to.mees these furnctions,
The Steering Commities shall:

e Facilitate intorageney discussions to pt omoic 1«:501111&01: ta Key IT stratégy and policy
© issues that impede progress on ATfmd'ﬂ:Is Care Act activities across the fcdmal ’
_govermment and-with the state exchangts
e Direct the formulation of worly groups to idenfify bamiers, develop or identify- .
promising practices to support cfficiencies, and develop option papéts for the.
- Comsmities’s consideration, )

ACAIT Exchanges Steering Commitide Charter ] Page2

- OSTPACA
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Chaxrs Bagmmﬂg in. Apn 2014, the Stee) ing Comnuttee wxﬂ méet on-an wd hvc basu,

4§ adwqed by.the Executive Secretariat oy as mquested by tic Co-Chairs unm Atds n‘he

wusensm ofthe Stegring Commﬁtee mzmhms thiag Lhe B cnanga post‘lmpltmenla g ofi
“issues have been: surﬁmenﬂy wmfaced aud addts sosed,

Executive Secretariat

The Execitivé Secretiriat Tepoits tothe co-chairs an d will support, com‘d!nate and aotas a-
saa*nn ‘hefweei the Steeung Comuiittee and Dvpaxtmcnfs.

The Exsetitive Stcretuiat will resiain opé;alidxml‘ theoupli. Fanudry 2015 ar unLh ] thé-
consensus-of the. Steering Cominitiee members ihat the Exchange pds mpl meditation issoes
have besi sufficiently surfaced and ar‘dressed

¢ Jiead: HHS Program Maoagement Office; Office of the Chisf Informatiors Oifieer
e Membérs: CMS, IRS, SSA

“Thie-Exeenfive Secretariat’s coré fanetions will be gs follows::

o W ark with the denzguﬂtcd \\mkm sups. to identify mtcxavsncy {T palicy 1 muc': forthe..
ing Cowimitiee’ s cnnmdmauur ‘
@ Rnsp isible lor ﬁacx.mg and’ l‘eport\ng progress of tr'dlvulua{ svorkgroups: md

a{eva,'mg workgioup €oneerns: fo. the Steering Conumniitee!

-w  Share recommenidation fiom tie Steering Committes with workgr olips 4fid Apengies;
dmtnhute and suppoxt the hnplementation of these recommendations..

Je Work closety with A gencics aud stakeholders to devlop aind ifecate the: plans for
tesolition of chaﬂeug:s as approfuiate;

Agericies Will-continue fo covrdinate, ACA IT éxchange projcel goverhatice and avessight .
fanctions within their respective prganizations and work diroetly with:their IT project teaims o
‘énsure performance aud alipnment with the Steering Commikee mcommcndatmns as
-appropriate;

ACA IT Bxchanges Steering Coimmnittee. Charter . Page 3
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Waorkiug Groups

Data Shﬂnhg and Privacy

= 'Objcchves. Streamitning data vse apieements. and meatma annifrm fiveess for
developing and'inafitaining conjuter niatching agieements, - date nse s grccments,
1CAs, conserit Torins, eic..

< Tend: Tanet Miner, IRS .

+  Members: HHS, SSA, DHS, VA, OPM; Dob, Peace: Cops.

Secnrity Harnonization

5 Ohjetflves vordinate uniform. ProCEss | io harmoulze securly 2nd stltdmlme
negotiations/documentation of iew agr corients within and across Sath sgeticy

» Co-Leadv Tim M'xy, SS Ade Tom Schankw ciler, CMS

. Memhel st HHS, IRS; VA, DHS, Peacé Corps, GPM

Opm‘aﬁonnl Oviersight )

+  Objective: Provide 4 dlearfiighouse for issues higgding o be #nalyzed and resolveéd
among; agencies forihicse issued not'covered by ather more specific Warkgréups,
dgsue fracking and ex eeution of cammei piibrities in a tim?:}y Effective manner,,
and'te assure the maxinal alignment with the vision fora constumer-centrie
insurange-exchaipe

»  Coleadsi Jim Ke

* Membérsi IS,

CMS, Wanda Brown (RS}
SA, VA, DHS, Peace: Corps, DobD, OPM

iV; Membership and Reporting Structure

The Fedeial-Chief Inforniation Officet (C10), the Health Progravy Agsdciate Dirdttor, and the
U8, Chief Technology Officer (CTO), in the Executive Offics of {hePresident-will serveas
co-Cliairpersons for the, Affordable Care Act IT Stedri ing Committee: Mesitbeeship will be
gotipiised-of sentor-executives Fromy each of the patt ticipating Departments and Agencies who
understand the ACA and heafts insurance-exchange-related TT and bsi Shnission néeds of
their Dupauments and Agencies and wha can fnake key policy apd nmua;,cm:m judgmicnts on
behalf of the yedpective Departments,

The followitiz Dap}u ments and Agencies arg represented ou the Cornmittes and wxll
designateé a Qemo! c‘(cc\mve as described abovéas meinbers of thé Stacring Committee:

- Departifient of chth & Hiiman Services, Centers {or Medicare and M.deczuﬂ
Services

s Deparfmentof Treasuiy, Intémal Revenue Service:
+  Departmect of Homeland Security:
e Department of Defense
¢ Department of Veterins Affaiis
ACA IT Exchanges Steavng Committee Chanst )  Paged
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# Social Secutity Adiministiation
= Peace Cogps
Additional menibers may be added if additional joteragency dependencies aré identified,
Representativiy ot ather Departmerits and offices, ﬁxpliidfi}g'ét\bjéét thattee exferts (SMEs):

and other advisors, may be fvited: to-sttend Sieéring Conmities meatings with. the
Concurience of the Steering Commitee: co-Chairs.

V. Adm‘inistratibn «

A.Meetings
The Stesring Cotimittes shall meeet ag nesded and as advised by the Exsetlive
Secretariat, Meetings may be in' persm}, sy ennference.cail, orother “virtaal” meeting
tools. Mascrials shall e distributed to-the memibers priot to'the meeting in drder for,
the niemhexs. to have adequate tife to. feview and consider the imaterial. The embers:
will be requested to review. and provide: comment/feedbacl on materials as '
approptiate.

B. Records Managemeirt
“The Execitive Seoretaitat will beresponsible:for appointing 2 designed to disaibutg |
‘aterfals prior to dnd post mestings (f.e., dgenda, niceting minufes).

ACA YT Exchaugss Stearing Commitlee Charter __ Pagés.
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VE Agreement

':SALeVeVn VanRoekéL.E)&cguﬁvh Office of the Presid ; ot T 'byrﬁah\:
XKeith Foutenot, Bxcegtive Office o the President, Date
' Todd Park, Bxecutive Office of the Presidant Date
’Dﬂ‘ouna Roy, Depaitment c‘;ﬁ lléjﬁelmiﬂ Spc‘m‘ity« ' Date
Robert Carey, ﬁcparim,ent of Defense T Dare
vFran’k Baitman,,:b@ar?xﬁcnlfdf H&a[th & Hliinén’ ‘Sé;yié@é ’ Date
_Mari?yn ,'l“a\'cimer, ]*iH S 7 Centets for Medicare & Modicaid Date
Seivices i

Dpﬁm} .AndleWs Peace Cotps ' Date
A:CA -ITE’XC;‘I&’I@‘SS Steering (‘L‘ummfttce‘ (;‘l;mevj L . - _"Pagé 6
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Bea Disman; Soctai Sesurity Administration Date- -
Tetry Mitheland, Department of Treasury/IRS Date,
Alan Constantion, Department of Veterans Affaics. Date
" ACA IT Exchanges Stecring C_nmmiuéé CI}'m:tq' i B . page 7
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ATTACHMENT 2

© ATTACHMENT

The term “records” is to be construed in the broadest sense and shall mean any written or
graphic material, however produced or reproduced, of any kind or deseription, consisting
of the original and any non-identical copy (whether differefit from the original because of
notes made on or attached to such copy or otherwise) and drafts and both sides thereof,

‘whether printed or recorded electronically or magnetically or stored in any type of data

bank, including, but not limited to , the following: correspondence, memoranda, records,
summeries of personal conversations or interviews, minutes or records of meetings or
conferences, opinions or reports of consultants, projections, statistical statements, drafts,
contracts, agieements, purchase orders, invoices, confirmations, telegraphs, telexes,
agendas, books, notes, pamphlets, periodicals, reports, studies, evaluations, ommons,
logs, diaries, dcsL calendars, appointment books, tape recordings, video recordmgs e-
mails, voice mails, computer tapes, or other computer stored matter, magnetic tapes,
microfilm, microfiche, punch cards, all other records kept by electronie, photographic, or
mechamcal means, charts, photagmphs notebooks, drawings, plans, inter-office
communications, intra-office and intra-departmental communications, transcripts, checks
and canceled checks, bank statements, ledgers, books, records or staternents of accouants,
and papers and things similar to any of the foregoing, however denominated.

The terms “relating,” “relate,” or “regarding” asto any given subject means anything that
g Ik Subj ting

. constitutes, contains, embodies, identifies, deals with, or is In any manner-whatsoever

- pertinent to, that sub)ect ineluding but not uml’ted to records concemmg the preparatlon

“of. other records
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LAMAR S S‘!\ﬁl"H, Toxas EDOIE BEANICE JORNSON, Texas
CHAIRMAN FRANKING MEMBER

Congress of the Wnited States

F0usc of Representatives
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY
2321 Raveury House OFFiCE BULDING
WasiinGgTon, DC 20515-6301
{202} 225-6371

v science hiouse.gov March 27, 2014
The Honorable John P. Holdren
Director
Office of Science and Technology Policy
Executive Office of the President
725 17th Street NW, Room 5228
‘Washington, DC 20502

Dear Dr. Holdren,

Thank you for testifying before the Committee on Scierce, Space, and Technology yesterday. As
discussed, there are differcnces in budget prioritics where we will simply have to agree to disagree.
While we have differences of opinion, there is no reason to have differences in facts. 1am concerned
that you created some confusion in your explanation for why Chief Technology Officer Todd Park
refuses to testify before the Committee about his role in Healthcare.gov.

Yesterday, you claimed that Mr. Park “doesn’t report to me...I can’t compel him to come and
testify.” The statement that he doesn’t report to you appears to contradict your November 26 letter to
me that stated, “Mr. Park is part of OSTP’s leadership”. On the OSTP website, Mr. Park is listed as a
member of your leadership team and that he is in charge of a 14-staff division within your Office.
Further, you wrote a blog post on March 9, 2012, to welcome Mr. Park to OSTP and explained his
duties. If Mr. Park doesn’t report to you, to whom does he report?

Likewise, you repeated the statement that Mr, Park “has not been primarily associated with the
security of the [Healthcarc.gov] site.” Mr. Park was the Chief Technology Officer at the Department
of Health and Human Services from August 2009 until March 2012, where he led development of
Healthcare.gov prototype before joining OSTP. After that, Mr. Park was a White House Co-Chairman
of the Affordable Care Act Information Technology Exchanges Steering Committee that even had an
interagency Healthcare.gov security subcommittee directly reporting to him. The only way the
Science, Space, and Technology Committee learned about Mr. Park’s role was through media reports,
and never directly from your office.

Would you correct or clarify your testimony on this important subject? Further, I hope that you
will change your position about not allowing Mr. Park to testify.

Sincerely,

Lamar Smith
Chairman
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF SCIENCE AND TECHNOLOGY POLICY
WASHINGTON, D.C. 20502

November 14, 2013

The Honorabie Lamar S. Smith

Chairman

House Committee on Science, Space, and Technology
2321 Rayburn HOB

Washington, D.C. 20515

Dear Chairman Smith,

Thank you for your letter of November 13, 2013, inviting Todd Park to testify at a December 5,
2013, hearing before the Committee on Science, Space, and Technology that wilt address the
security standards and technical measures to protect personal information on the healthcare.gov
website,

As I explained previously in my November 8" Ietter to the Comumittee, the Office of Science and
Technology Policy (OSTP) has not been substantially involved in the privacy and sccurity
standards for healthcare.gov. Thus, neither Mr. Park nor any other OSTP staff member is in a
position to testify on the data sceurity standards of the website.

Indeed, when asked about the security features of the healtheare.gov website during a hearing
yesterday before another committee, Mr. Park explained that he has not been working on these
issues and suggested that the Centers for Medicare and Medicaid Services (CMS) security team
is better situated to answer such questions. As I have offered previously, however, I remain
willing to cheek the availability of OSTP Associate Director for National Security and
International Affairs Patricia Falcone to testify on general cybersecurity issues, as she has
worked on eybersecurity policy since her confirmation. But if the focus of the hearing will be
the data security standards for healthcare.gov, OSTDP must defer to CMS, which is better
positioned to accurately answer any questions.

Finally, as you know, longstanding OSTP policy ordinarily permits only Senate-confirmed staff
to testify before Congress. Our current staff consists of two Senate-confirmed individuals:

Dr. John Holdren, our Director, and Dr. Falcone. If you wish, I am available to continue
discussions with your staff regarding Dr. Faleone or an alternative witness for the hearing. In
this cvent, OSTP requests that the hearing take place the week of December 9-13 or later, given
scheduling conflicts the first week of December.
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I appreciate your letter and look forward to continuing to work with you and the Committee on
science and technology issues.

Sincerely,

Donna M. Pignatelli
Assistant Director for Legislative Affairs

cc: The Honorable Eddie Bernice Johnson
Ranking Minority Member
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Congress of the Wnited States
Fouse of Representatioes

COMBMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY

2321 Rs

November 18, 2013

The Honorable John P. Holdren

Director, Office of Science and Technology Policy
Executive Office of the President

725 17th Street NW, Room 5228

Washington, DC 20502

Dear Dr. Holdren,

The Science, Space, and Technology Committee invited a member of OSTP leadership,
Todd Park, to testify before the Committee on December 5™ on the role of OSTP in setting
internet policies related to the healtheare.gov website, especially those related to privacy and
sceurity standards. Mr. Park has been identified as being involved in the development of the
website and the so-called tech surge to fix it.

Late last Thursday, the Committee received a letter from OSTP staff that Mr. Park would
not accept my invitation to testify on December 5th. While Mr. Park is not Senate-confirmed, he
is identified as the only other member of OSTP leadership other than yourself on OSTP’s
website. Please note that on October 31%, T invited Mr. Park to testify for our hearing on
November 19", Your staff indicated a willingness to investigate his availability after November
30™ before sending the letter to decline my invitation.

I am sure you agree that accountability and transparency are bedrock fundamentals for a
healthy democracy, so [ hope you will encourage Mr. Park to testify. Thank you for considering
this request.

I am happy to discuss this issue further at your convenience.

Sincerely,
67“90{\;“ oA M

Lamar Smith
Chairman
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFiCE OF SCIENCE AND TECHNOLOGY POLICY
WASHINGTON, D.C. 20502

November 8, 2013

The Honorable Lamar S. Smith

Chairman

House Committee on Science, Space, and Technology
2321 Rayburn HOB

Washington, D.C. 20515

Dear Chairman Smith,

Thank you for your letter of October 31, inviting Todd Park to testify before your committee on
November 19 at a hearing titled, “Is Your Data on the Heathcarc.gov Website Secure?”

In communications with your staff on October 30 and 31, T explained that OSTP has not been
substantially involved in the privacy and security standards that are in place for healthcare.gov.
The Centers for Medicare and Medicaid Services (CMS) is in a far better position to discuss the
standards that are in place for the website.

I offered that, while OSTP has no one (o testify on the data security standards of healthcare.gov,
I would be willing to check the availability of OSTP Associate Director for National Security
and International Affairs Patricia Falcone to testify on general cybersecurity issues. Dr. Falcone
has worked on cybersecurity policy since her confirmation.

I explained to your staff that Mr. Park is currently working {ull-time to assist CMS in the
ongoing and critically important efforts to quickly improve the operation of the healthcare.gov
website for the millions of Americans who are seeking quality, affordable health insurance
options. He cannot be pulled away from those efforts at this time.

Finally, longstanding OSTP policy ordinarily permits only Senate-confirmed staff to testify
before Congress. Our current staff consists of two Senate-confirmed individuals: Dr. John
Holdren, our Director, and Dr. Falcone. As you know, Mr. Park is not Senate-confirmed. [f you
wish, I am available to continuc discussions with your staff regarding Dr. Falcone or an
alternative witness for the November 19 hearing.
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We appreciate your invitation and look forward to continuing to work with you and the
Comumittee on science and technology issues.

Sincerely,

Donna M. Pignatelii
Assistant Director for Legislative Affairs

cc: 'The Honorable Eddie Bernice Johnson
Ranking Minority Member
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF SCIENCE AND TECHNQLOGY POLICY
WASHINGTON, D.C. 20502

April 3, 2014

The Honorable Lamar S. Smith

Chairman

Committee on Science, Space, and Technology
2321 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Smith:

Thank you for the opportunity to testify before the Committee on Science, Space, and
Technology on March 26 reparding the Fiscal Year 2015 budget.

In response to your letter of March 27, T believe that my hearing testimony regarding Todd Park
was clear, but T am pleased to repeat here the points that I made, and that I and my office have
made previously, to ensure that there is no confusion on your part or on the part of other
Members. i

In previous correspondence, OSTP explained that Mr. Park is part of OSTP’s leadership. The
Office of the United States Chief Technology Officer is located in OSTP as a matter of both
administrative convenience and of coordination and mutual support on substance. Inasmuch ag
Mr. Park’s office and staff are part of OSTP—and inasmuch as he is an Assistant to the President
and therefore holds the same rank as 1 do—it is only natural that I would consider him to be part
of the OSTP leadership team, as a partner and not a subordinate. That, of course, is fully
consistent with my testimony at last week’s hearing.

At that hearing, I made reference to OSTP’s previous statement that Mr. Park has not been
primarily associated with the security of healthcare.gov. For substantiation on that point, 1
would refer you to a January 15, 2014, letter to you in which my office stated: “[PJrimary
responsibility for monitoring, managing, and overseeing the security of the FFM rests with the
Centers for Medicare and Medicaid Services (CMS).” 1 would further refer you to paragraphs
four and five of that letter for an explanation of the points you raise in your March 27 letter.

OSTP has explained that it would not be productive for the Committee to hear from Mr. Park on
the development and management of the security aspects of healthcare.gov. But we have made
repeated efforts to accommodate the Committee’s stated interest in the security of the site,
including offering to make available OSTP’s Senate-confirmed official most knowledgeable
about general cyberseeurity issues. We made those efforts at accommodation in no small part
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because we value our relationship with the Committee. The Committee has not responded to
these offers, but we remain willing to engage with the Committee on that accommodation, and
on science and technology issues generally.

Sincerely,

/ﬂm P Al

John P. Holdren
Assistant to the President for Science and Technology
Director, Office of Science and Technology Policy

ce: The Honorable Eddie Bernice Johnson
Ranking Member
Committee on Science, Space and Technology
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LAMAR S SMiTH, Texas EDDIE BERNICE JOHNSON, Taxas
CHARMAN RAMKING MEMBER

Cangress of the Linited States

Hiouse of Representatioes
COMMITTEE ON SCIENCE, SPACE, AND TECHN{OLOGY
2221 RavysURN House OFfice BUILDING
WashaTon, DC 20515-6201

{202} 225-6371
ww selence house.gov November 1 3,2013

Mr. Todd Park

Chief Technology Officer

Office of Science and Technology Policy
725 17" Street, N.W.

Washington, DC 20502

Dear Mr. Park:

On October 31, 2013, I invited you to participate in a hearing to be held on November 19, 2013,
before the Committee on Science, Space, and Technology (attached). Through a member of
your staff, you declined to participate in the month of November due to constraints on your time
with the healthcare.gov website. The Committee is inviting you to testify at a hearing on
December 3, 2013, at 9:00am. The hearing will focus on the questions presented to you in the
October 31, 2013, letter.

Please confirm your attendance by responding to this letter by November 15, 2013. If you have
any questions, please contact Mr. Raj Bharwani, Committee on Science, Space, and Technology,
at (202) 225-6371. 1look forward to your participation in the hearing.

Sincerely,
Pomar Sdh
Lamar Smith
Chairman
cc: Rep. Eddie Bernice Johnson
Ranking Member

Attachment



116

Congress of the Wniced States
Nouse of Representatives
COMMITTEE ON SCIENCE, SPACE, AND TECHMOLOGY
23271 Ravsurn Housk Dsnce Buioing
WaswincTon, DC 20515-6301

202} 2268371
SIS s 55 October 31, 2013

Mr. Todd Park

Chief Technology Officer

Office of Science and Technology Policy
725 17" Street, N.W.

Washington, DC. 20502

Dear Mr. Park:

On Tuesday November 19, 2013, at 10:00 .. in Room 2318 of the Rayburn House Office Building, the
Comimittee on Science, Space, and Technology will hold a hearing titled, “Is Your Data on the
Healthcare.gov Website Secure?” Iam writing to formally invite you to testify at this hearing.

The hearing will examine concems about the lack of privacy standards for personal information passing
through the Healthcare.gov website and the threat posed to Americans if hackers on the Internet gained
access to such information.

The data passing through the Healthcare.gov website is one of the [argest collections of personal
information ever assembled, linking information from seven different federal agencies along with state
agencies and government contractors. In order to gain information on potential healthcare coverage
through the website, users must input personal contact information, birth dates and social security
numbers for all family members, as well as household salary and debt information. Users may also be
asked to verify home mortgage and credit card information, place of employment, previous addresses, and
whether the person has any physical or mental disabilities.

In your testimony, please be prepared to discuss what specific security standards and technical measures
are in place to protect Americans’ privacy and personal information that passes through the
Healthcare.gov website, and what specific steps are in place to mitigate scenarios in which the system is
hacked, or personal information is compromised or leaked.

You are requested to submit a written statement, which may be of any reasonable length and may contain
supplemental materials; however, please be aware that the Cofimittee cannot guarantee that supplemental
material will be included in the printed hearing record. Oral statements and answers to Member questions
will be printed as part of the record of the hearing; only technical, grammatical, and typographical errors
will be corrected. In order to allow sufficient time for questions at the hearing, you should highlight the
most significant points in your testimony i an oral presentation of no more than five minutes.

Witnesses testifying before the Committee on Science, Space, and Techinology must observe the
procedures governing witness testimony. These procedures are described in the following enclosures and
provide important details concerning the preparation and presentation of your testimony before the
Committee on Science, Space, and Technology on November 19, 2013, at 10:00 am.:
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Mr. Park
October 31, 2013
Page two

o The first enclosure outlines the rules governing appearance before the Committee.
s The second enclosure provides you with the Commmittee’s Hearing Room Capabilities.

o  The third enclosure provides you with the Truth-in-Testimony Instructions and the Truth-in-
Testimony Disclosure Form.

Please email your testimony, biography, and truth in testimony form to Ms. Sarah Grady at
Sarah.Grady(@mail.louse.gov as soon as it is available, but not less than 48 hours before the hearing.
Sixty-five copies of your testimony must also be hand delivered to the Committee’s main office, Room
2321 Rayburn Office Building, 48 hours prior to the hearing. Due to increased security measures in place
at House office buildings, you will need to contact Ms. Grady to arrange for delivery of your testimony at
(202) 225-6371.

in addition, if you wish to use the Committee’s multimedia facilities during your oral testimony, a
description of which is enclosed, please contact Mr. David Hartzler at david.hartzler@imail.house.gov.
Our staff can usually accommodate most requests with 72 hours’ notice.

If you have any questions concemning any aspect of your testimony, please contact Mr. Raj Bharwani,
Comunittee on Science, Space, and Technology, at (202) 225-6371. ook forward to your participation

in the hearing.
Sin ;cly,
v/

Lamar Smith
Chairman

Enclosures (1) Rules Govemning Appearance before the Committee on Science, Space, and
Technology
(2) Hearing Room Capabilities
(3) Truth-In-Testimony Instructions and Truth-In-Testimony Disclosure Form

[UeH Rep. Eddie Bemice Johnsan
Ranking Member
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Enclosure 1

MEMORANDUM

TO:

FROM:

RE:

WITNESSES APPEARING BEFORE THE SUBCOMMITTEE ON OVERSIGHT OF THE
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY DURING THE 113"
CONGRESS

COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY

RULES GOVERNING APPEARANCE BEFORE THE SUBCOMMITTEE

The following procedures govern witnesses appearing before the Committee on Science, Space,

and Technology far the 113" Congress: -

1.

The Rules of the Committee require you to complete the attached Truth-[n-Testimbny
Disclosure Form to disclose the amount and source {by agency and programy} of any
Federal grant {or subgrant thereof} or contract {or subcontract thereof} received during
the current fiscal year or either of the two previous fiscal years by you or by an entity
represented by you which are relevant to the subject matter of your testimony or the
hearing at which you are testifying. Should you need extra space, please provide
additional information on a separate sheet of paper.

You must submit to the Committee a draft copy of your written testimony no less than
72 haurs, excluding weekends and Federal holidays, before you are to testify.

No less than 48 hours, excluding weekends and Federal holidays, before yau are to
testify, you must also submit to the Committee:

= An electronic copy of your final written testimony, preferably in searchable PDF
format, including any supperting graphs, charts, or slideshows. This electronic
version will be posted on the Committee website, and will be accessible by the
public. '

s Forty-five {45) hard copies of your final written testimony, including any
supporting graphs, charts, or materials;

s An electronic copy of a short narrative biography;

e Forty-five {45) hard copies of a short narrative biography;
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Enciosure 1

e  Two (2} hard copies of your Curriculum Vitae; and

o Two (2) hard copies, including one signed original, of your completed Truth-in-
Testimony Disclosure Form.

You must notify the Committee no later than 48 hours before you are to testify if you
want to use any multimedia capabilities as provided by the hearing room, and must
provide all material to be presented in this fashion in hard copy form to the Committee.
Please see Enclosure 2 for further explanation of hearing room capabilities.

If you are using any of the room’s multimedia capabilities, you or your designee must
arrive no less than 30 minutes before the designated start time of the hearing to allow
for set-up, Failure to do so may result in the multimedia portion of the presentation
being canceled.

Transeripts of hearings conductgdub‘yihe‘ Corg;nittee shall be published in substantially
verbatim form, subject only t@é&“thni&i\, grammatical, and typographical corrections.

NOTE: Section 210 of the Congressional Accountability Act of 1995 applies the rights
and protections covered under the Americans with Disabilities Act of 1990 to the
United States Congress, Accardingly, the Committee on Science and Technology
strives to accommodate / meet the needs of those requiring special assistance. If you
need special accommaodation or require materials in alternative formats, please
contact the Committee on Science and Technology in advance of the scheduled event
{2 days requested) by telephone at {202} 225-6371, by facsimile at (202} 226-0113, or
TTY {202) 226-4410.
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Enclosure 2

COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY
HEARING ROOM CAPABILITIES

Equipment Capabilities

A) PROJECTOR—The hearing room is equipped with a ceiling-mounted projector capable of
displaying computer graphies and video feed.

B) DROP DOWN VIDEO SCREEN-—The rear of the hearing room is equipped with a large
drop down screen viewable from the dais and side seats.

C) WALL-MQUNTED LCD MONITORS—The hearing room is equipped with two monitors,
one on each side of the room, for audience viewing.

D) WITNESS MONITOR -~ A monitor will also be in place in front of the witness table so
witnesses can see the sereen, as well.

Computer- Based Presentation

Please bring your presentation on a memory stick (flash drive, thumb drive) or on your personal
laptop to the hearing room at least a half-hour before the hearing so that we may help yon set it
up at the witness table. If you bring your presentation on a laptop, your laptop should be
equipped with a functioning graphics port with either a VGA or MAC external connector.
Because there are many makes and models of laptops, please be prepared to operate the external
graphics port for your own laptop.

Audiovisual/Multimedia Capabilities

A) The room supports the following transmission methods to broadcast committee activities to
remote sites:

Telephone Conferencing {Audio Only).

Live Audio-Video Streaming (Webcasting).

Video Teleconferencing.

Video and Audio overflow transmission to room 2325.

=

B) The room receives House Cable TV feeds for display.

C) The hearing room equipment can playback and display compact discs, dvd discs, and
overhead slides.

Equipment Suppert

Questions should be directed to David Hartzler at david.hartzlert@mail house.gov.
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Enclosure 3

INSTRUCTIONS FOR COMPLETING THE TRUTH-IN-TESTIMONY DISCLOSURE FORM

Int General. The accompanying form s intended to assist witnesses appearing before the
Comimittee on Science, Space, and Technology Subcommittee on Oversight in complying with
Rule XI, clause 2(g)(5) of the Rules of the House of Representatives. The rile requires that:

In the case of a withess appearing in a nongoveramental capacity, a written statement
of proposed testimony shall include a curriculin vitae and a disclosure of the amount
and source (by agency and program) of any Federal grant (or subgrant thereof) or
comtract {or subcomtract thereof) received duying the curvent fiscal year or either of the
two previeus fiseal years by the witness or by an entily represented by the witness.
Such statements, with appropriate redactions to protect the privacy of the witness shall
be made publicly available in electronic form not later than one day dfier the wilness
appears.

Please complete the form in accordance with these directions.

Name (Ttem 1 on the form). Please provide the name of the witness in the box at the top of
the form.

Governmental Entity (Ttem 2). Please check the box indicating whether or not the witness
is testifying on behalf of 2 government entity, such as a Federal department or agency, or a
State or local department, agency, or jurisdiction. Trade or professional associations of
public afficials are not considered to be governmental organizations.

Nongovernmental Entity (Item 3). Please check the box indicating whether or not the
witness is testifying on behalf of an entity that is not a governmental entity.

Entity(ies) to be Represented (Item 4). Please list all entities on whose behalf the witness
is testifying. :

Grants and Contracts (Ttem 5). Please list any Federal grants or contracts (including
subgrants or subcontracts) that the witness personally or the entity the witness is
representing has received from the Federal Government on or after October 1, 2010,

Representational Capacity (Item 6). 1f'the answer to the question in item 2 is yes, please
characterize the capacity in which the witness is testifying on behalf of the entities listed in
item 4.

Affiliated Entities (Item 7). Please indicate whether the entity on whose behalf the witness
is testifying has parent organizations, subsidiaries, or partnerships that are not represented
by the testimony of the witness.

Grants and Contracts (Item 8). Please disclose grants and contracts as directed.

Submission. Please sign and date the form in the appropriate place. Please submit this
form with your written testimony. Please note that under the Committee’s rules, copies of a
written statement of your proposed testimony must be submitted before the commencement
of the hearing. To the greatest extent practicable, please also provide a copy in electronic
format, preferably in searchable pdf format, Written testimony and the Truth-In-Testimony
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Enclosure 3

disclosure form will be made publicly available and posted on the Comunitiee’s website.
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Enclosure 3

Committee on Science, Space, and Technology

U.S. House of Representatives
Witness Disclosure Requirement - " Truth in Testimony™
Regquired by Hounse Rule XX, Clzuse 2(g)(5)

1. Your Name:

2. Are you testifying on behalf of the Federal, or a State or local Yes No

~ government entity?

3. Areyou testifying on behalf of an entity that is not a govermment Yes No
entity?

4. QOther than yourself, please list which entity or entities you are representing:

5. Please list any Federal grants or contracts (including subgrants or subcontracts) that
you or the entity vou represent have received on or after October 1, 2010:

6. If your answer to the question in item 3 in this form is “yes,” please describe your
position or representational capacity with the entity(ies) yon are representing:

7. I your answer to the question in item 3 is “yes,” de any of the Yes No
entities disclosed in item 4 have parent organizations, snbsidiaries,
or partaerships that you are not representing in your testimony?

8. If the answer to the question in item 3 is “yes,” please list any Federal grants or
contracts (including subgrants or subcontracts) that were received by the entities listed
under the guestion in item 4 on or after October 1, 2010, that exceed 10 percent of the
revenue of the entities in the year received, including the source and amount of each
grant or coniract to be listed:

1 certify that the above information is true and correct.
Signature: Date:
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF SCIENCE AND TECHNOLOGY POLICY
WASHINGTON, D.C. 20502

November 26, 2013

The Honorable Lamar 8. Smith

Chaitman ‘

House Committee on Science, Space, and Technology
2321 Rayburn HOB

Washington, D.C. 20515

Dear Chairman Smith:

Thank you for your phone call on Wednesday, which followed up on your letter of November
18, 2013. It was a pleasure speaking with you,

In our conversation and in your letter, you mentioned the Committee on Science, Space, and
Technology’s December 5% hearing regarding the security standards and technical measures to
protect personal information on the healthcare.gov website. You asked that I encourage Todd
Park to testify before the Committee on this topic.

As I understand my staff explained in response to your earlier invitation, neither Mr. Park nor
any other Office of Science and Technology Policy (OSTP) staff member is in a position to
testify on the data-security standards of the healthcare.gov website, as OSTP has not been
substantially involved in developing those standards. Mr. Park previously testified that he has
not focused on those issues and suggested that the Centers for Medicare and Medicaid Services
(CMS) security team is in a better position to answer such questions.

Further, as you know, longstanding OSTP policy ordinarily permits only Senate-confirmed staff
to testify before Congress. While Mr. Park is part of OSTP’s leadership, he is not Senate-
confirmed. Our current staff consists of two Senate-confirmed individuals: OSTP Associate
Director for National Security and International Affairs Patricia Falcone and me. In our
conversation, [ offered that Dr. Falcone would be willing to testify on general cybersecurity
policy issues, although she would not be able to comment specifically on the data-security
standards for healthcare.gov. Should you decide to invite Dr. Falcone to testify, I request that the
hearing take place after December the 9" because of scheduling conflicts during the first week of
December.
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Thank you again for taking the time to talk with me on Wednesday. I value our relationship and
hope we will continue to have open discussions on issues before the Committee. As you know, I
have testified before the Committee three times this year, and I remain committed to working

with you on science and technology issues.

John P, Holdren
Director

Sincerely,

cc: The Honorable Eddie Bernice Johnson
Ranking Minority Member
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THE WHITE HOUSE

WASHINGTON

November 17, 2014

The Honorable Lamar Smith

Chairman

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

The Honorable Paul Broun

Chairman

Subcommittee on Oversight of the

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

Dear Chairman Smith and Chairman Broun:

T am following up on my letter of November 14, 2014, to address the substantial progress
that has been made among our staffs in addressing the Committee on Science, Space, and
Technology’s interest in information concerning the healthcare.gov website and former United
States Chief Technology Officer Todd Park. In just two months after the Commiitee asked to
receive additional documents, the Office of Seicnce and Technology Policy (OSTP) has
produced over 8,000 pages of documents to the Committee. That is in addition to the more than
1,000 pages the Commitiee received earlier this year from OSTP, and the 1,324 pages of
documents delivered to the Committee from among the materials produced to Congress by the
Department of Health and Human Services. In addition to the 10,000-plus pages of documents
the Committee has received, Mr. Park made himself’ available for a meeting with both of you in
June to answer any questions. Mr. Park will also testify at a hearing before the Oversight
Subcommittee this week, a hearing that he had agreed (o attend voluntarily by letter dated
September 16, 2014,

With respect to the Committee’s document requests, the progress our staffs have made is
encouraging. As you are aware, there exists an important and ltongstanding tradition by which
Congress and the Executive, two co-cqual branches of government, seek to accommodate the
legitimate needs of one another. That tradition finds its roots in the Constitution itself, an
“implicit constitutional mandate to seek optimal accommodation through a realistic evaluation of
the needs of the conflicting branches in the particular fact sitwation.” United States v. American
Tel. & Tel. Co., 567 F.2d 121, 127 (D.C, Cir. 1977).

In prior correspondence, we have explained that certain of the Committee’s requests for
information have run up against long-recognized Executive Branch confidentiality interests, As
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Administrations of both political parties have long cxplained, if the Executive Branch is to
function as the Constitution intends, it is imperative that White House advisers feel at liberty to
have free and open deliberations and discussions, and that liberty frequently depends upon the
expectation of confidentiality.

The Committee has consistently articulated an interest undexlying its information
requests, namely, the effort “to examine the safety, security and privacy of Americans’ personal
data through the Obamacare website,” More recently, the Committee has elaborated on that
intetest in security, stating that the Committee’s “jurisdiction over the Federal Information
Security Management Act and the National Institute of Standard and Technology conveys to our
Committee oversight over the security and implementation of Healthcare.gov.”

The Executive Branch has made substantial efforts to accommodate the Committee’s
articulated oversight interest consistent with its own constitutional and statutory responsibilities.
As explained in prior correspondence, OSTP has produced documents based on the priorities
articulated by Subcommittee staff. Specifically, OSTP expedited the production of documents
from the time period that your staff indicated is of greatest interest to the Committee -- April 1,
2013, to October 1, 2013. A very small proportion of the documents produced to the Committee
on October 10 and October 31, 2014, contained limited redactions in service of Executive
Branch’s confidentiality interests. For the 30 redacted documents your staff identified as of
interest, we have been able to make appropriate accommodations to provide your staff with
access to additional information, including, in many cases, in camera review of fully unredacted
materials; indced, for those documents, there has not been one on which we have refused to
make an additional accommodation. We have also agreed to the extraordinary step of allowing
your staff to have temporary possession of certain of these documents solely for your non-public
use in preparing members of the Houge Science Oversight Subcommittee who may participate in
this week’s hearing,

As explained in prior correspondence, we also identified a small subset of materials that
implicate longstanding Executive Branch interests that initially were not produced in prior
document productions. Here too we have made significant and in some cases extraordinary
accommodations to address your articulated information needs. In consultation with your staff,
we identified via an electronic term scarch 17 documents that arguably touch on the security of
the website. We have already offered accommodations on nearly all of these materials, agreeing
to produce some to the Committce with limited redactions and allowing your staff to inspect
others in camera. Furthermore, when your staff expressed a new desire for information
concerning testing and the functionality of the website, we agreed to consider potential

* Letter from the Hon. Lamar Smith, Paul Broun, M,D., and Larry Bucshan, M.D., to the Hon. John P. Holdren,
Directar, Office of Science and Technelogy Policy (December 20, 2013) [hereinafter “December 20 Letter”), at 3.
Put in even greater detail, when Chairman Smith initiaily wrote to Mr. Park to express intercst in healthcare.gov, the
ietter asked Mr. Park to address “what specific security standards and technical measures are in place to protect
Americans’ privacy and personal information that passes through the Healthcare.gov website, and what specific
steps are in place fo mitigate scenarios in which the system is hacked, or personal information is compromised or
lcaked.” Letter from the Hon, Lamar Smith, Chairman, Committee on Science, Space, and Technology, to Todd
Park, Assistant to the President and United States CTO (October 31, 2013), ot 1.

? Email from H. Comm. on Scicnce, Space, & Technology Majority Staff to White House Counsel’s Office staff
(Nov. 12, 2014, 7:35 p.m.)
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accommodations we might offer to provide additional information with the goal of reaching a
mutually agreeable resolution of the Committee’s outstanding document requests. I cxpect we
will be able to have further productive discussions on thesc documents.

Thus, notwithstanding the extremely broad subpoena issued by the Committee, we have
substantially narrowed the gap between our respective interests in the documents. The efforts we
1ave made to do so reflect our deep commitment to cooperating with Congressional requests for
nformation to the fullest extent consistent with the constitutional and statutory responsibilities of
he Executive Branch, We look forward to continued progress in our discussions.

Sincerely,

\
A
Jennffer OConnor
Depjity Copnsel to the President

c The Honorable Eddie Bernice Johnson
Ranking Minority Member
Committee on Science, Space, and Technology

The Honorable Dan Maffei
Ranking Minority Member
Subcommittee on Oversight

(9%
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THE WHITE HOUSE
WASHINGTON

November 14, 2014

The Honorable Lamar Smith

Chairman

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

The Honorable Paul Broun

Chairman

Subcommittee on Oversight of the

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

Dear Chairman Smith and Chairman Broun:

I write in further response to the Committee on Science, Space, and Technology’s interest
in information concerning the healthcare.gov website and former United States Chief
Technology Officer Todd Patk. Enclosed with this letter are an additional 573 pages of
documents that are responsive to the document subpoenas issued by the Subcommittee. One
attachment that would otherwise have been included in the production did not render effectively.
That document will be separately made available to the Committee for review.

This production further demonstrates OSTP’s commitment foster a productive working
relationship with the Committee and to satisfy the Committee’s request for information,
consistent with the interests of the Executive Branch. In addition, | am aware that our staffs have
been meeting to discuss certain documents identified during the review of records thus far that
implicate long-recognized Executive Branch confidentiality interests and have been pleased to
learn that they have made steady progress towards identifying appropriate accommodations with
respect to those documents. I trust that those meetings will continue in the same collaborative
spirit moving forward.

Sincerely,

Jennifer O*Connor
Deputy Counsel fo the President
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Enclosure {(documents Bates numbered OSTP ACA 8588-OSTP ACA 2160)

cer The Honorable Eddie Bernice Johnson
Ranking Minority Member
Committee on Science, Space, and Technology

The Honorable Dan Maffei
Ranking Minority Member
Subcommittee on Oversight

[
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LAMAR S. SMITH, Texas EDDIE BERNICE JOHNSON, Texas
CHAIRMAN RANIGNG MEMBER

Congress of the Wnited States

House of Representatives
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY
2321 RavBURN HousE OFFiCE BUILDING
WasHiNGTon, DC 20515-6301
(202} 225-6371

www.scignce house.goy

November 18, 2014

Honorable John P. Holdren, Director

Mr. Todd Park, U.S. Chief Technology Officer
Office of Science and Technology Policy
Executive Office of the President

725 17th Street NW

Washington, DC 20502

Dear Dr. Holdren and Mr. Park,

For over a year, the Committee on Science, Space, and Technology (Committee) has patiently and
persistently sought information from the Office of Science and Technology Policy (OSTP) regarding
its role in Helathcare.gov. As stated in our October 31, 2013, letter to Mr. Park, our interests began
with the “lack of privacy standards for personal information passing through the Healthcare.gov
website and the threat posed to Americans if hackers on the Internet gained access to such
information.”

The Committee sought further information about the role of Mr. Park and OSTP in this regard in a
letter in December 2013 and received some limited information in January 2014. In July of 2014, the
Committee received additional documents from the House Committee on Oversight and Government
Reform (OGR) that they had obtained through their own inquiries. These documents suggested a much
more extensive role by Mr, Park and OSTP personnel in the Healthcare.gov website than was
previously conveyed to the Committee. Consequently, the originally stated interest was expanded
after the Committee received these documents that demonstrated Mr. Park’s actual role was decidedly
different than what he testified to before OGR on November 13, 2013.

Over the course of the past year, the Committee repeatedly asked for Mr. Park to testify before the
Committee. Unfortunately, these requests were re-buffed. Instead, OSTP offered for Mr. Park to brief
the Committee on his role and responsibilities. This briefing would not be open to the public, but an
opportunity for the Committee members to hear directly from Mr, Park. We had set a mutually agreed
upon time for the briefing on September 10%, but OSTP reneged on its offer the night before after it
learned that the briefing would be transcribed.

After multiple unsuccessful attempts to secure Mr. Park’s testimony, the Committee was left no
other choice but to subpoena both Mr. Park and all documents and communication that establish his
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actual involvement with Healthcare.gov. That subpoena demanded the production of any and all
documents including communications that:

“...are related to the HealthCare.gov website, including but not limited to documents related to its
hardware, software, design, testing, user capacity, operation, privacy protections, security, and
problems, and also including but not limited to related contracts, reports, data submissions (including
by contractors and insurers), and the federal data hub.”

L. Jurisdiction & Legislative Purpose.

Under House Rule X (1)(p), this Committee and its corresponding Subcommittee have jurisdiction
over the OSTP and the National Institute for Standards and Technology (NIST). This Committee
authorized the creation of the OSTP in 1976. This Committee has the authority to oversee the
agencies responsible for setting cyber privacy and security policies and standards for the rest of the
federal government including OSTP and NIST. In addition, under House Rule XI, the Committee is
permitted to “conduct at any time such investigations and studies as it considers necessary or
appropriate in the exercise of its responsibilities.”

As for the Committee’s legislative purpose, OSTP, through the Office of the White House Counsel
(OWHC), has requested that we explain what our legitimate interests are for seeing the subpoenaed
documents in an un-redacted format. The Committee’s jurisdiction over the Federal Information
Security Management Act and the National Institute of Standards and Technology conveys to this
Committee oversight over the security and implementation of HealthCare.gov.

The U.S. Supreme Court has unequivocally established that Congress’ power to conduct
investigations and oversight is so essential to the legislative function that it may be implied from the
general vesting of all legislative powers in Congress. In McGrain v. Daugherty, the Supreme Court
described the power of inquiry, with the accompanying process to enforce it, as “an essential and
appropriate auxiliary of to the legislative function.” {(McGrain, 273 U.S. at 174-5.) The Court also
noted that “[a] legislative body cannot legislate wisely or effectively in the absence of information
respecting the conditions which the legislation is intended to affect or change.” (Id,)

In Easdland v. United States Serviceman’s Fund, the Court stipulated that the “scope of
[Congress’s] power of inquiry ... is as penetrating and far-reaching as the potential power to enact and
appropriate under the Constitution.” (Eastfand, 421 U.S. at 504 n.15 (quoting Barenblart, 360 U.S. at
111).  The Court has also described Congressional power as “broad,” “indispensable,” and
“encompassing inquiries concerning the administration of existing laws as well as proposed or
possible needed statutes.” (Watkins, 354 U.S. at 187.)

Absent an express statutory restriction, federal courts have held that executive agencies may not
refuse to provide information to Congress, even if such information is confidential, proprietary, or
otherwise barred from being disclosed to the public. (¥.7.C. y. Owens-Corning Fiberglass Corp., 626
F.2d 966, 970 (D.C. Cir. 1980); Exxon Corp., 589 F.2d at 585-6; Ashland Oil, 548 F.2d at 979).
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Based on the issues surrounding its roflout, Congress has a responsibility to review the standards
that were used to ensure its security and functionality to the American people. However, to properly
conduct our legislative and oversight responsibilities, we have to depend on the veracity of those that
have provided Congress with information. Any misinformation given to Congress impedes our
constitutional ability to formulate a response. Based on emails and other documents received by the
Committee, we have reason to believe that OSTP®s correspondence to the Committee and Mr. Park’s
testimony before OGR has not been forthcoming about Mr. Park’s involvement in Healthcare.gov and
such misinformation impedes this Committees ability to conduct oversight and respond to the
problems associated with the website.

1I. OSTP’s Failure to Comply

Since the duly issued and served subpoena on September 19, 2014, the Committee has received
thousands of documents. However, responsiveness is not measured by the number of pages produced,
but by completely fulfilling the requests from Congress. Sending multiple copies of long documents,
many with questionable redactions, is not cooperating with the process but is a tactic used to confuse
and delay the Committee’s oversight. OSTP’s response to this legitimate exercise of Congressional
oversight authority has been disappointing. Instead of prompt compliance, there has been a pattern of
dilatory tactics from the onset of this oversight inquiry.

The subpoena itself is broad in the sense of the types of documents sought, but quite narrow in that
they all focus on Todd Park’s role with Heatlhcare.gov. Considering OSTP failed to provide all of the
documents the Committee requested last December, it is the Committee’s hope that the detailed list of
documents sought will in full faith complete the inquiry in its entirety. Unfortunately, the breadth of
the subpoena was in no small part a direet response to the lack of cooperation from OSTP and
Congress’ inability to get straight forward answers to legitimate oversight inquiries. Since the
issuance of the subpoena almost two months ago, the Committee has gone to great lengths to
accommodate OSTP by further prioritizing not only the subject matter, format, and date range of the
subpoena, but also agreeing to an in camera review on more than one occasion with the OWHC in
order to help receive documents in a somewhat timely fashion. It has therefore been disheartening to
see the OWHC use this accommodation to exclude documents the Committee had clearly indicated it
was interested in and again failed to produce the documents to the Committee in an un-redacted
format,

While some progress has been made, despite nearly two months of effort, there are still specifically
identified responsive emails that have yet to be provided even in a redacted format. Of those redacted
documents that have been turned over, on numerous occasions my staff requested that they be
produced in an un-redacted format or as an additional accommodation requested a detailed list of the
documents identifying why they are redacted and providing not only a description of the redacted
portion but also a legitimate legal basis for its redaction. Unfortunately, the OWHC has not been able
to accommodate these requests thus far.

II.  The claim of “Executive Branch confidentiality interest” is Without Merit
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To date, OSTP and OWHC have asserted only a generalized claim of a “long-standing Executive
Branch confidentiality interest” as the rationale for refusing to provide some of the requested material.
Congress also has a “long-standing legislative interest in oversight™ and is entitled to review duly
subpoenaed documents. As we have expressed multiple times, “Executive Branch confidentiality
interests” are not a legal basis for withholding subpoenaed information from Congress. OSTP and
OWHC have failed to provide a detailed privilege log identifying the documents being withheld in full
or in part, and the legal basis that would justify applicability of a privilege to the withheld information.
A general assertion of “Executive Branch confidentiality interests,” in the face of a duly authorized
Congressional subpoena, is neither a constitutionally protected privilege nor even a recognized
common law privilege. The general interests discussed have historically been in response to a
Congressional request for information. However, at least since its drafting in 1989 by Assistant
Attorney General William Barr, the Executive Branch distinguishes the generalized claim of
“Executive Branch confidentiality interests” in response to a Congressional request much differently
than in response to a duly authorized Congressional subpoena.

“While the considerations that support the concept and assertion of executive privilege
apply to any congressional request for information, the privilege itself need not be claimed
formally vis-s-vis Congress except in response to a lawful subpoena...” Memorandum for
Congressional Requests for Confidential Executive Branch Information, June 19, 1989)
(Emphasis added)

If it is OSTP’s position that “Executive Branch confidentiality interests™ outweigh Congressional
oversight and legislative interests, then we request that you inform the Committee whether executive
privilege is being asserted by the President and whether the basis of that assertion is some form of
“deliberative process” or “presidential communication.” If executive privilege is in faet asserted, then
the Committee is entitled to a written summary of the redacted portions so that we can determine our
next course of action.

IV.  Compliance with Duly Authorized Subpoena

Given that the Committee began this oversight well over a year ago and the subpoena was issued
nearly two months ago, the time for accommeodation and dilatory tactics must come to.an end. The
Committec demands, through the authority of the aforementioned duly authorized Congressional
subpoena, that any and all responsive docurments, and in particular those that have been specifically
identified by Committee staff, be tumed over to this Committee immediately in an un-redacted format.

Singerely,

Lot

Lamar Smith
Chairman .
Cc: Rep. Eddie Bernice Johnson
Ranking Member
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EXECUTIVE OFFICE OF THE PRESIDENT
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July 3, 2014

The Honorable Paul Broun

Chairman, Subcommittee on Oversight
Committee on Science, Space, and Technology
2321 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Broun,

Thank you for meeting with Congressmen Smith, Wolf, and Fattah, U.S. Chief
Technology Officer (CTO) Todd Park, and me on June 24, 2014. We appreciated the
opportunity to meet with you.

At that mecting, you and Chairman Smith reiterated that the Subcommittee’s oversight
interest continues to be the security and privacy of the Healthcare.gov website. When Mr. Park
offered to answer questions and clarify his role, you responded that you were not there to get
answers, and you indicated that you felt all of the Subcommittee members should have a chance
to ask questions. We accordingly write to follow up on our meeting and to continue the efforts
we have made to try and accommodate the Subcommittee’s stated oversight interests.

The Office of Science and Technology Policy’s (OSTP) prior correspondence with
Chairman Smith makes clear that Mr. Park and OSTP personnel have not been substantially
involved in developing or implementing the Federally Facilitated Marketplace’s (FFM) security
measures. In attempting to arrive at an appropriate accommodation, this is worth emphasizing.
Mr. Park is not a cybersecurity expert; he did not develop or approve the security measures in
place to protect the website, and he does not manage those responsible for keeping the site safe.
The Centers for Medicare and Medicaid Services are directly responsibie for those tasks and
have the relevant first-hand knowledge.

Nevertheless, OSTP has tried to provide information to meet your stated interest and that
of the Commiittee, including by offering Dr. Patricia Falcone, a Senate-confirmed Associate
Director, to testify regarding cybersecurity issues generally. As a further significant attempt to
accommodate your stated interests, OSTP is willing to arrange for Mr. Park to meet with the
Oversight Subcommittee members at a mutually convenient time. Mr. Park would brief
members about his role as CTO and members would have an opportunity to ask Mr. Park
questions about the extent of his familiarity with the security and privacy aspects of the
Healthcare.gov website. Associate Director Falcone would also be willing to attend such a
meeting with Mr. Park. Dr. Falcone does not have specific knowledge of the data-security
standards in place for healthcare.gov, but she is knowledgeable about general cybersecurity
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policy issues, including a cybersecurity report that your staff identified as relevant to its inquiry
when first seeking an OSTP witness to testify before the Committee.

Finally, you asked for a list of the CTO Office’s staff and the salaries OSTP pays. The
CTO Office’s staff is listed on OSTP’s webpage:
http://www.whitehouse gov/administration/eop/ostp/about/leadershipstaff. OSTP pays four of
these staff members and, in the aggregate, the salary expenses total $456,418. OSTP looks
forward to continuing to work with you on science and technology issues.

Sincerely,

/m At

John P. Holdren
Assistant to the President for Science and Technology
Director, Office of Science and Technology Policy

cc: The Honorable Lamar Smith
Chairman
Committee on Science, Space and Technology

The Honorable Frank Wolf
Chairman
Subcommittee on Commerce, Justice, and Science

The Honorable Chaka Fattah
Ranking Member
Subcommittee on Commerce, Justice, and Science

The Honorable Eddie Bernice Johnson
Ranking Member
Committee on Science, Space and Technology

The Honorable Dan Maffei
Ranking Member, Subcommittec on Oversight
Committee on Science, Space, and Technology

" Email from H. Comm. on Science, Space, & Technology Majority Staff to OSTP staff (Oct. 28, 2013, 5:42 p.m.)
(I suspect we would touch on related issues raised and addressed in the ‘Cyberspace Policy Review’ and the Dec.
2011 report “Trustworthy Cyberspace: Strategic Plan for the Federal Cybersecurity Research and Development
Program,” both of which were referred to in Dr. Hoidren’s testimony before the Committee in a full committee
oversight hearing on June 20, 2012.”)
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Hovse of Representatives
COMMITTEE ON SCIENCE, 8PACE, AND TECHNQLOGY
2321 Bavaurn House OFricE Bunong
WasHinGToN, DC 20515-6301

{202} 2258371
P snce iouse.pov October 31, 2013

Mr. Todd Park

Chief Technology Officer

Office of Science and Technology Policy
725 17" Street, NLW.

Washington, DC 20502

Dear Mr. Park:

On Tuesday November 19, 2013, at 10:00 a.m. in Room 2318 of the Rayburn House Office Building, the
Committee on Science, Space, and Technology will hold a hearing titled, “Is Your Data on the
Healthcare.gov Website Secure?” T am writing to formally invite you to testify at this hearing.

The hearing will examine concerns about the lack of privacy standards for personal information passing
through the Healthcare.gov website and the threat posed to Americans if hackers on the Internet gained
access to such information.

The data passing through the Healthcare.gov website is one of the largest collections of personal
information ever assembled, linking information from seven different federal agencies along with state
agencies and government contractors. In order to gain information on potential healtheare coverage
through the website, users must input personal contact information, birth dates and social security
numbers for all family members, as well as houschold salary and debt information. Users may also be
asked to verify home mortgage and credit card information, place of employment, previous addresses, and
whether the person has any physical or mental disabilities.

In your testimony, please be prepared to discuss what specific security standards and technical measures
are in place to protect Americans’ privacy and personal information that passes through the
Healthcare.gov websile, and what specific steps are in place to mitigate scenarfos in which the system is
hacked, or personal information is compromised or leaked.

You are requested to submit a written statement, which may be of any reasonable length and may contain
supplemental materials; however, please be aware that the Committee cannot guarantee that supplemental
material will be included in the printed hearing record. Oral statements and answers to Member questions
will be printed as part of the record of the hearing; only technical, grammatical, and typographical errors
will be corrected. In order to allow sufficient time for questions at the hearing, you should highlight the
most significant points in your testimony in an oral presentation of no more than five minutes.

Witnesses testifying before the Committee on Science, Space, and Technology must observe the
procedures governing witness testimony. These procedures are described in the following enclosures and
provide important details concerning the preparation and presentation of your testimony before the
Committee on Science, Space, and Technology on November 19, 2013, at 10:00 am.:
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s The first enclosure outlines the rules governing appearance before the Commitiee.
s The second enclosure provides you with the Committee’s Hearing Room Capabilities.

s The third enclosure provides you with the Truth-in-Testimony Instructions and the Truth-in-
Testimony Disclosure Form.

Please email your testimony, biography, and truth in testimony form to Ms. Sarah Grady at
Sarah.Gradvi@mail house.gov as soon as it is avaifable, but not less than 48 hours before the hearing.
Sixty-five copies of your testimony must also be hand delivered to the Comnittee’s main office, Room
2321 Rayburn Office Building, 48 hours prior to the hearing. Due to increased security measures in place
at House office buildings, you will need to contact Ms. Grady to arrange for delivery of your testimony at
(202) 225-6371.

In addition, if you wish to use the Committee’s multimedia facilities during your oral testimony, a
description of which is enclosed, please contact Mr. David Hartzler at david hartzleri@mail. house.gov.
Our staff can usually accommodate most requests with 72 hours’ notice.

If you have any questions concerning any aspect of your testimony, please contact Mr. Raj Bharwani,
Committee on Science, Space, and Technology, at (202) 225-6371. I look forward to your participation
in the hearing.

Sincerety,

Lamar Smith
Chairman

Enclosures (1) Rules Governing Appearance before the Committee on Science, Space, and
Technology
(2) Hearing Room Capabilities
(3) Truth-In-Testimony Instructions and Truth-In-Testimony Disclosure Form

cc: Rep. Eddie Bemice Johnson
Ranking Member
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MEMORANDUM

TO: WITNESSES APPEARING BEFORE THE SUBCOMMITTEE ON OVERSIGHT OF THE
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY DURING THE 113th
CONGRESS

FROWN: COMMIITTEE ON SCIENCE, SPACE, AND TECHNOLOGY

RE: RULES GOVERNING APPEARANCE BEFORE THE SUBCOMMITTEE

The following procedures govern witnesses appearing before the Committee on Science, Space,
and Technology for the 113" Congress:

1. The Rules of the Committee require you to complete the attached Truth-In-Testimony
Disclosure Form to disclose the amount and source {by agency and program) of any
Federal grant {or subgrant thereof} or contract {or subcontract thereof} received during
the current fiscal year or either of the two previous fiscal years by you or by an entity
represented by you which are relevant to the subject matter of your testimony or the
hearing at which you are testifying. Should you need extra space, please provide
additional information on a separate sheet of paper.

2. You must submit to the Committee a draft copy of your written testimony no less than
72 hours, excluding weekends and Federal holidays, before you are to testify.

3. No less than 48 hours, excluding weekends and Federal holidays, before you are to

testify, you must also submit to the Committee:

¢ An electronic copy of your final written testimony, preferably in searchable PDF
format, including any supporting graphs, charts, or slideshows. This electronic
version will be posted on the Committee website, and will be accessible by the
public.

« Forty-five {45) hard copies of your final written testimony, including any
supporting graphs, charts, or materials;

* An electronic copy of a short narrative biography;

o Forty-five {45) hard copies of a short narrative biography;
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s Twao (2) hard copies of your Curriculum Vitae; and

» Two (2) hard copies, including one signed original, of your compieted Truth-in-
Testimony Disclosure Form.

You must notify the Committee no later than 48 hours before you are to testify if you
want to use any multimedia capabilities as provided by the hearing room, and must
provide all material to be presented in this fashion in hard copy form to the Committee.
Please see Enclosure 2 for further explanation of hearing room capabilities.

if you are using any of the room’s muitimedia capabilities, you or your designee must
arrive no less than 30 minutes before the designated start time of the hearing to allow
for set-up. Failure to do so may result in the multimedia portion of the presentation
being canceled.

Transcripts of hearings conducted by the Committee shail be published in substantially
verbatim form, subject only to technical, grammatical, and typographical corrections.

NOTE: Section 210 of the Congressional Accountability Act of 1995 applies the rights
and protections covered under the Americans with Disabilities Act of 1990 to the
United States Congress. Accordingly, the Committee on Science and Technology
strives to accommodate / meet the needs of these requiring special assistance. if you
need special accomimodation or require materials in alternative formats, please
contact the Committee on Science and Technology in advance of the scheduled event
(3 days requested) by telephone at {202} 225-6371, by facsimile at {202) 226-0113, or
TTY {202} 226-4410.
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COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY
HEARING ROOM CAPABILITIES

Equipment Capabilities

A) PROJECTOR~The hearing room is equipped with a ceiling-mounted projector capable of
displaying computer graphics and video feed.

B) DROP DOWN VIDEO SCREEN-—The rear of the hearing room is equipped with a large
drop down screen viewable from the dais and side seats.

C) WALL-MOUNTED LCD MONITORS~The hearing room is equipped with two monitors,
one on each side of the room, for audience viewing.

D) WITNESS MONITOR — A monitor will also be in place in front of the witness table so
witnesses can see the screen, as well.

Computer- Based Presentation

Please bring your presentation on a memory stick (flash drive, thumb drive) or on your personal
laptop to the hearing room at least a half-hour before the hearing so that we may help you set it
up at the witness table. If you bring your presentation on a laptop, your laptop should be
equipped with a functioning graphics port with either a VGA or MAC external connector.
Because there are many makes and models of laptops, please be prepared to operate the external
graphics pert for your own laptop.

Audiovisual/Multimedia Capabilities

A) The room supports the following transmission methods to broadeast committee activities to
remote sites:

Telephone Conferencing (Audio Only).

Live Audio-Video Streaming (Webcasting).

Video Teleconferencing.

Video and Audio overflow transmission to roem 2325.

:h PJ o o—

B) The room receives House Cable TV feeds for display.

C) The hearing room equipment can playback and display compact discs, dvd discs, and
overhead slides.

Equipment Support

Questions should be directed to David Hartzler at david.hartzler@mail. house.gov.
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INSTRUCTIONS FOR COMPLETING THE TRUTH-IN-TESTIMONY DISCLOSURE FORM

In General. The accompanying form is intended to assist witnesses appearing before the
Committee on Science, Space, and Technology Subcommittee on Oversight in complying with
Rule X1, clause 2{g)(5) of the Rules of the House of Representatives. The rule requires that:

n

In the case of a witkess appearing in & nongovernmental capacity, a written statement
of proposed testimony shail include a curriculum vitwe and a disclosure of the amount
and souree (by agency and program) of any Federal grant (or subgrant thereaf) or
contract {or subcontract thereof) received during the current fiscal year or either of the
wwo previous fiscal years by the witness or by an entity represented by the witness.

Such statements, with appropriate redactions fo protect the privacy of the witness shall
be madde publicly available in electronic form ot later than one day afier the witness
appears.

Please complete the form in accordance with these directions.

Name (Ttem I on the form). Please provide the name of the witness in the box at the top of
the form.

Governmental Entity (Item 2). Please check the box indicating whether or not the witness
18 testifying on behalf of a government entity, such as a Federal department or agency, or a
State or local department, agency, or jurisdiction. Trade or professional associations of
public officials are not considered to be governmental organizations.

Nongovernmental Entity (Item 3). Please check the box indicating whether or not the
witness is testifying on behalf of an entity that is not a governmental entity.

Entity(ies) to be Represented (Item 4). Please list all entities on whose behalf the witness
is testifying.

Grants and Contracts (Item 3). Please list any Federal grants or contracts (including
subgrants or subcontracts) that the witness personally or the entity the witness is
representing has received from the Federal Government on or after October 1, 2010.

Representational Capacity (Item 6). 1f the answer to the question in item 2 is yes, please
characterize the capacity in which the witness is testifying on behalf of the entities listed in
item 4.

Affiliated Entities (Item 7). Please indicate whether the entity on whose behalf the witness
is testifying has parent organizations, subsidiaries, or partnerships that are not represented
by the testimmony of the witness.

Grants and Contracts (Item 8). Please disclose grants and contracts as directed.

Submission. Please sign and date the form in the appropriate place. Please submit this
form with your written testimony. Please note that under the Committee’s rules, copies of a
written statement of your proposed testimony must be submitted before the commencement
of the hearing. To the greatest extent practicable, please also provide a copy in electronic
format, preferably in searchable pdf format, Written testimony and the Truth-In-Testimony
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disclosure form will be made publicly available and posted on the Committee’s website.



144

Enclosure 3

Committee on Science, Space, and Technology

U.S. House of Representatives
Witness Disclosure Requirement - *Truth in Testimony™
Required by House Rule X1, Clause 2{g)(5)

ﬁ 1. Your Name: M

2. Areyou testifying on behalf of the Federal, or a State or local Yes No
government entity?

3. Areyou testifying on behalf of an entity that is not a government Yes No
entity?

4, Other than yourself, please list which entity or entities you are representing:

5. Please list any Federal grants or contracts (including subgrants or subcontracts) that
you or the entity vou represent have received on or after October 1, 2016:

6. If your answer to the question in item 3 in this form is “yes,” please describe your
position or representational capacity with the entity(ies) you are representing:

7. Ifyour answer to the question in item 3 is “yes,” do any of the Yes No
entities disciosed in item 4 have parent organizations, subsidiaries,
or partnerships that you are not representing in your testimony?

8. If the answer to the question in item 3 is “yes,” please list any Federal grants or

contracts (ineluding subgrants or subcontracts) that were received by the entities listed
under the question in item 4 on or after October 1, 2010, that exceed 10 percent of the
revenue of the entities in the year received, including the source and amount of each
grant or contract to be listed:

I certify that the above information is true and correct.

Signature: Date:
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THE WHITE HOUSE
WASHINGTON

October 10,2014

The Honorable Lamar Smith

Chairman

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

The Honorable Paul Broun

Chairman

Subcommittee on Oversight of the

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

Dear Chairmen Smith and Broun:

[ write in response to the Committee on Science, Space, and Technology’s continued
interest in information concerning the healthcare.gov website and former United States Chief
Technology Officer Todd Park, including the subpoenas for documents issucd on September 19,
2014. Before the Subcommittee on Oversight authorized issuance of the subpoenas, the Office
of Science and Technology Policy (OSTP) produced more than one thousand pages of
documents to the Committee and stated it was willing to produce additional documents
voluntarily. In addition, Mr. Park attended a meeting with both of you in June to answer any
questions, and he also offered to appear again and answer questions at a hearing in November.
Despite these efforts to address the Committee’s interests, the Subcommittee on Oversight
elected to authorize the issuance of subpoenas.

The subpoenas issued by the Committee are quite broad. For nearly a year, the
Committee consistently articulated its oversight interest in healthcare.gov as a desire for
information about the measures in place to defend the HealthCare.gov website against malicious
cyber attacks and to safeguard the personal data of Americans.! The subpoena resolution

! See, e.g., Letter from the Hon. Lamar Smith, Chairman, Committee on Science, Space, and Technology, to Todd
Park, Assistant to the President and United States CTO (October 31, 2013), at 1 (Mr. Park should address “what
specific security standards and technical measures are in place to protect Americans’ privacy and personal
information that passes through the Healthcare.gov website, and what specific steps are in place to mitigate
scenarios in which the system is hacked, or personal information is compromised or leaked.”); Letter from the Hon.
Lamar Smith, Paul Broun, M.D., and Larry Bucshon, M.D., to the Hon. John P. Holdren, Director, Office of Science
and Technology Policy (December 20, 2013) (referencing a Committee hearing in November of that year to examine
the risks that online criminals and identity thieves might pose if they gained access to customers’ personal
information); 160 Cong, Rec. H4953 (daily ed. May 29, 2014) (statement of Rep. Broun) (“It also turns out that a
co-chairman of this Obamacare website Steering Committee is the U.S. Chief Technology Officer in the White



146

memorandum prepared for the Oversight Subcommittee, in a section discussing the questions
that remain, makes clear that the Subcommittee sought “to have subpoenas issued to Mr, Park in
order to compel his records and his appearance before the Oversight Subcommittee to answer
questions regarding the security of the website . . . > The press release issued by the Committee
after the vote to authorize the subpoenas, entitled “Subcommittee Votes to Subpoena Todd Park
on White House Role in HealthCare.gov Seeurity,” continued to emphasize the Committee’s
interest in security.?

The actual terms of the Committee’s subpoenas, however, extend well beyond the
Commiitee’s articulated interest in the security of the website. The subpoenas” broad demands
for the production of records “related to the HealthCare.gov website” intrude on Executive
Branch interests, particularly in light of the substantial resources required to gather and review
many documents that would appear to be of little, if any, oversight interest—for instance, news
articles that simply mention HealthCare.gov or other materials unrelated to the security measures
in place to protect the website.

As evidence of OSTP’s continued desire to foster a productive working relationship with
the Committee, however, enclosed with this letter are 5,613 pages of documents that are
responsive to the terms of the subpoenas as written. OSTP will contimie to review and produce
additional documents on a rolling basis to speed the Committee’s access to information. At the
same time, [ continue to encourage your staff to contact my staff to engage in the traditional
process of dialog and accommodation that would allow us to explore ways in which the
Committee might prioritize or narrow its requests for information and allow us to more
efficiently work to satisfy the Committee’s particularized information needs.

Sincerely,

- /t
4/\ y\_f Z‘\_U\# —

W. Neil Eggleston
Counsel to the President

House Office of Science and Technology Policy, Mr, Todd Park. Upon leaming this, 1, as chairman of the
Oversight Subcommittee, along with full Committee Chairman Smith, and Research and Technology Subcommittee
Chairman Dr. Bucshon, sent a December 20, 2013, letter to the White House requesting that Mr. Park make himself
available to the committee to answer questions regarding the security issues with healthcare.gov by January 10.7).

? Memorandum frem Oversight Subcommittee Staff to Members and Stafl of the Science, Space, and Technology
Subcommittee of Oversight (Sept. 12, 2014), at 6. _

3 Subcommittee on Oversight of the Committee on Science, Space, & Technology Press Release, “Subcommittee
Votes to Subpoena Todd Park on White House Role in HealthCare.gov Security,” Sept. 17, 2014 (“The Committee
has invited Mr. Park to testify before us on five different occasions on his knowledge of privacy and security matters
relating to the Affordable Care Act website, HealthCare.gov. . . . Additionally, recent reports about a successful
hack of the website have further raised the stakes on the need to ensure Americans who log on to HealthCare.gov
later this year are safe from cyber criminals.”™),
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Enclosure {documents Bates numbered 0001108-0006720)

(o

The Honorable Eddie Bernice Johnson
Ranking Minority Member
Committee on Science, Space, and Technology

The Honorable Dan Maffei
Ranking Minority Member
Subcommittee on Oversight

L
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THE WHITE HOUSE
WASHINGTON

October 31, 2014

The Honorable Lamar Smith

Chairman

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

The Honorable Paul Broun

Chairman

Subcommittee on Oversight of the

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

Dear Chairman Smith and Chairman Broun:

I 'write in further response to the Committee on Science, Space, and Technology’s interest
in information concerning the healthcare.gov website and former United States Chief
Technology Officer Todd Park. The Office of Science and Technology Policy (OSTP) has
preduced over 6,500 pages of documents to the Committee to date. As requested, we also
arranged for delivery to the Committee of 1,324 pages of documents sent or received by Todd
Park from among the 130,000-plus pages of documents produced to Congress by the Department
of Health and Human Services concerning healthcare.gov. To further accommodate your
articulated interest, Mr. Park attended a meeting with both of you in June to answer any
questions. OSTP has ajso repeatedly offered to have Associate Director Patricia Falcone testify
at a Committee hearing on cybersecurity policy issues. Mr. Park also had voluntarily agreed to
testify at a hearing next month before you issued an unnecessary subpoena to compel his
attendance.

Enclosed with this letter are an additional 1,857 pages of documents that are responsive
to the document subpoenas issued by the Subcommittee. In producing these materials, OSTP has
made an effort to respond to the priorities articulated in discussions with Subcommittee staff. In
addition to the materials produced with this letter, [ invite your staff to contact Lamar Baker and
Nicholas McQuaid of my staff next week to discuss how we might make further
accommodations, including the possibility of in camera review, for documents identified during
the review of records thus far that implicate long-recognized Executive Branch confidentiality
interests. The ability to tailor appropriate accommodations would be aided by an explanation
from the Committee of whether there exists a particularized need for such documents in light of
the Committee’s stated interest in the security measures in place to defend the healthcare.gov
website against malicious cyber-attacks and to safeguard the personal data of Americans.
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With the nearly 10,000 pages of documents the Committee has now received, Mr. Park’s
testimony in November, and the other efforts OSTP has made, much has already been
accomplished to meet the Committee’s articulated interest. OSTP will continue to work to
accommodate the Committee’s request in a manner that takes into account relevant time
demands and the scheduled hearing date in November. To that end, in its review and processing
of remaining documents that may be responsive to the very broad subpoenas issued by the
Committee, OSTP intends to focus on materials created after Qctober 1, 2013, that concern the
security of healthcare.gov. OSTP expects to be in a position to make a next production of
documents that includes such materials within two weeks. After the Committee receives those
additional documents, our respective staffs will be in a better position to discuss any remaining
legitimate interest in Mr. Park’s role with respect to healthcare.gov and how best to
accommodate any such interest consistent with the duties and responsibilities of the Executive
Office of the President.

Enclosure (documents Bates numbered 0006721-0008577)

ce: The Honorable Eddie Bemice Johnson
Ranking Minority Member
Committee on Science, Space, and Technology

The Honorable Dan Maffei
Ranking Minority Member
Subcommittee on Oversight
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THE WHITE HOUSE
WASHINGTON

Septemnber 16, 2014

The Honorable Paul Broun

Chairman

Subcommittee on Oversight of the

Committee on Science, Space, and Technology
U.S. House of Representatives

Washington, DC 20515

Dear Chairman Broun:

I understand that last Friday the Committee on Science, Space, and Technology’s
Subcommittee on Oversight (the Subcommittee) noticed a September 17, 2014, business meeting
to consider issuing two subpoenas. As described in the notice, the Subcommittee will consider
whether to issue a subpoena for Todd Park to appear at a hearing before the Subcommittee, and
whether to issue a subpoena for the production of some of Mr. Park’s records, during his former
tenure in the Office of Science and Technology Policy (OSTP) as United States Chief
Technology Officer (CTO), relating to the healthcare.gov website.

1 write in advance of the Subcommittee’s meeting to ensure you understand that the
issuance of these subpoenas is unnecessary. Mr. Park will appear voluntarily for a hearing
before the Subcommittee on a mutually convenient date in November to discuss your expressed
interest in the heathcare.gov website. OSTP is willing to produce additional documents—
including the 102 pages proactively provided with this letter—to further accommodate your
“‘efforts to examine the safety, security and privacy of Americans’ personal data through the
Obarnacare website.”! The remainder of this letter discusses OSTP’s efforts to cooperate with
your oversight interests thus far, and OSTP’s continued willingness to do so without any need for
subpoenas.

I'understand that both the full Committee and the Oversight Subcommittee have
articulated their interest in the security of healthcare.gov as a desire for information about the
measures in place to defend the healthcare.gov website against malicious cyber attacks and to
safeguard the personal data of Americans. When Chairman Smith initially wrote to Mr. Park to
express interest in healthcare.gov, the letter asked Mr. Park to address “what specific security
standards and technical measures are in place to protect Americans’ privacy and personal
information that passes through the Healthcare.gov website, and what specific steps are in place
to mitigate scenarios in which the system is hacked, or personal information is compromised or

! Letter from the Hon. Lamar Smith, Paul Broun, M.D., and Larry Bucshon, M.D,, to r.hé Hon. John P. Holdren,
Director, Office of Science and Technology Policy (December 20, 2013) [hereinafter “December 20 Letter”}, at 3.
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leaked.”? An email from Committee staff to OSTP at about the same time expressed interest in
cybersecurity issues more generally, including a cybersecurity policy report that OSTP Associate
Director Patricia Falcone helped prepare.® In the same vein, your December 20, 2013, letter to
OSTP referenced a hearing the Committee held in November of that year to examnine the risks
that online criminals and identity thieves might pose if they gained access to customers® personal
information.* And more recently in January of this year, the Committee continued its focus on
the standards and technical protocols in place to defend against malicious cyber attacks in a
second hearing convened on the same topic with “white hat” hackers as witnesses.®

From the outset, OSTP has been clear about the limitations both it and Mr. Park face in
attempting to respond to the requests for information and testimony concerning these issues
involving the development of security standards and the design of scenarios to respond to
malicious intrusion attempts. As noted several times in prior correspondence, primary
responsibility for those tasks lies elsewhere—with the Centers for Medicare and Medicaid
Services (CMS)—and it is CMS that is in the best position to provide complete, current, and
accurate information regarding the security protocols in place to protect the website.
Nevertheless, the record reflects that OSTP has made substantial efforts to try to accommodate
the Committee’s interest in security and to clarify Mr. Park’s role.

OSTP has produced more than one thousand pages of documents; offered on multiple
occasions to have Associate Director Falcone testify at a Committee hearing on cybersecurity
policy issues; made Mr. Park available for a meeting with you and Chairman Smith in your
office, where Mr. Park was willing to address any questions put to him; and offered to have Mr.
Park brief all Subcommittee members. Through these substantial efforts at accommodation,
OSTP has attempted to help the Committee better understand Mr. Park’s actual duties as the
United States CTO and his role with respect to healthcare.gov.

In particular, regarding the documents you have received, your letter of December 20
asked OSTP to produce a very broad set of materials, including all OSTP records concerning the
Affordable Care Act and healthcare.gov, scheduling information, records concerning internal
White House briefings, and even documents that had not been created but might conceivably be
provided to Congress in the future.® Confronted with this broad request and a short deadline in
the December 20 letter for responding, OSTP focused its efforts to provide information on the
issue that was plainly of particular interest to the Committee, namely, Mr. Park’s participation as
one of three co-chairs on the healthcare.gov Interagency Steering Committee. Your December

2 Letter from the Hon. Lamar Smith, Chairman, Committee on Science, Space, and Technology, to Todd Park,
Assistant to the President and United States CTO {October 31, 2013), at 1.

3 Email from H. Comm. on Science, Space, & Technology Majority Staff to OSTP staff (Oct. 28, 2013, 5:42 p.m.)
(I suspect we would touch on related issues raised and addressed in the *Cyberspace Policy Review’ and the Dec
2011 report “Trustworthy Cyberspace: Strategic Plan for the Federal Cybersecurity Research and Development
Program,” hoth of which were referred to in Dr. Holdren’s testimony before the Committee in a full committee
oversight hearing on June 20, 2012.”")

* December 20 Letter, at 1 (“The expert witnesses at our hearing outlined the significant risk of identity theft to
Americans if hackers gained access to their personal information.”).

3 Hearing Before the H. Comm. on Science, Space, & Tech., 113th Cong. (January 16, 2014) [hereinafter, January 16
Hearing].

¢ December 20 Letter at 3.
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20 letter focused on this Steering Committee and its security and privacy subgroup—even going
so far as to attach a draft charter for the Steering Committee.”

Accordingly, in its January 15, 2014, response, OSTP described the documents it was
producing: those concerning the Steering Committee and other interagency meetings that made
reference to security, which appeared to be of special interest to the Committee.® OSTP’s
January 15 letter also explained the interagency coordination function the Steering Committee
served, Mr. Park’s role in it, and why his participation was not an indication that he had
substantial knowledge or expertise concerning the standards or technical protocols for dealing
with malicious intrusions that are the focus of the Subcommittee’s oversight inquiry. In the eight
months following OSTP’s production of these documents, the Subcommittee expressed no
continued interest in receiving additional documents, nor did it raise any questions concerning
the Steering Committee materials provided. Thus, you can understand why the abrupt notice of a
business meeting to consider a subpoena for documents came as a surprise.

Despite OSTP’s efforts at accommodation, it seems that the push to issue subpoenas this
fall may unfortunately reflect a continued misunderstanding of Mr. Park’s involvement in the
security of the healthcare.gov website. This letter therefore provides additional information,
namely, additional OSTP documents beyond those already provided concerning the Interagency
Steering Committee, concerning Mr. Park’s limited involvement in the security aspects of the
website, which are primarily handled by CMS. The enclosed documents can be grouped into
three categories.

First, in an extension of his role with the Steering Committee, Mr. Park, and his other co-
Chairs were occasionally asked to assist in instances when White House personnel made requests
to officials at HHS and CMS. One instance when such assistance was sought involved a request
for a meeting on user credentialing and identity-proofing from National Security Staff and Office
of Management and Budget officials. The documents themselves make clear that although the
particular request for assistance was made from CMS officials to Mr, Park, it was another co-
Chair who provided assistance in addressing that request.”

Second, Mr. Park was asked on a small number of occasions to assist in obtaining
information from CMS and HHS personnel responsible for security of the website. In that role,
Mr. Park asked HHS and CMS officials to develop background points describing the
cybersecurity protections and helped coordinate follow-up conversations between the HHS and
CMS officials and cybersecurity experts both inside and outside the government. Again, the
emails themselves show that Mr. Park was not directly familiar with the development of

7 See also January 16 Hearing (statement of Rep. Paul Broun, M.D.) (“It’s probably {sic] the oversight committee
of—subcommittee of this committee’s attention that there is—or at least was {an] Affordable Care Act information
technology exchanges steering committee [chaired] by senior White House officials established back in May 2012,
almost a year and a haif before the roll out of Healthcare.gov.”).

® Letter from the Donna Pignatelli, Director, OSTP Legislative Affairs, to the Hon. Lamar Smith, Chairman,
Committee on Science, Space, and Technology (January 15, 2014) [hereinafter January 15 Letter], at 3. At
Chairman Smith’s request, OSTP also produced all documents that it had at that point provided to the Comumittee on
Oversight and Government Reform.

* Email from Steven VanRoekel to J. Michael Daniel, et al. (Apr. 12, 2013, 3:25 p.m.), enclosed.
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cybersecurity defenses in place, but instead served as an intermediary and relied on the HHS and
CMS officials to provide the substance of the information he then passed on to others.!?

Third, shortly before the first open enrollment period, Mr. Park also served as a liaison
with cybersecurity officials at HHS and CMS in connection with efforts to explain publicly the
cybersecurity protections for the health insurance marketplaces. This “spokesman” function is
one Mr. Park performed from time to time as CTO with respect to technology issues generally.
Importantly, the enclosed emails again confirm that Mr. Park was not speaking from direct
personal knowledge or experience on cybersecurity—before participating in a press call, he
solicited the relevant information from CMS cybersecurity personnel and sought to have them
participate in the call given his relative lack of familiarity with cybersecurity issues.!

The information provided in and with this letter is consistent with what OSTP has
previously explained: that CMS is best positioned to address the Subcommittee’s questions
regarding the security of the website and that Mr. Park has not been substantially involved in
developing or managing the “specific security standards and technical measures . . . in place to
protect Americans’ privacy and personal information that passes through the Healthcare.gov

website . . . .” More importantly, if the Subcommittee desires additional information, there is no
need to resort to subpoenas. Mr. Park will be pleased to testify at a Subcommittee hearing in
November. OSTP is also actively searching for additional records that may further illuminate
Mr. Park’s relatively minor role on cybersecurity issues and is willing to voluntarily produce
additional documents to aid the Subcommittee’s inquiry. Please simply have your staff
communicate the Subcommittee’s priorities in that regard to OSTP.

Sincerely, )
7

W. Neil Eggleston
Counsel to the President

1® Email from Todd Park to Tony Trenkle, et al. (Sept. 2, 2013, 1:14 p.m.), enclosed (“Hi Tony, many apologies for
interrupting your Labor Day, but can you help Chris with his follow-up question below (reference to ‘current federal
standards and how they exceed private sector as well as track record of protection from attacks’).”).

! Email from Todd Park to Tony Trenkle, et al. (Sept. 17, 2013, 9:54 p.m.), enclosed (“I've let Jessica know that
you guys are the font of detailed knowledge on CMS/HHS cyber and that I can talk to it at a general level only -- she
thinks that will be OK on the call tomorrow, with detailed questions to be referred to agencies.”).

4
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The Honorable Lamar Smith
Chairman
Committee on Science, Space, and Technology

The Honorable Eddie Bernice Johnson
Ranking Minority Member
Committee on Science, Space, and Technology

The Honorable Dan Maffei
Ranking Minority Member
Subcommittee on Oversight
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HEARING DOCUMENTS SUBMITTED BY MAJORITY STAFF

From: Park, Todd

Sent: Thursday, April 11, 2013 4:58 PM
To: VanRoekel, Steven

Subject: RE: Coordination on ACA

Hey brother, thanks so much for the note and the chat! Many apologies for not staying in tighter sync with you on this
will make sure we stay in close sync going forward.

Laura is rescheduling the site visit to happen in the next week or two, and we’re going to have our ACA Next Steps
meeting tomorrow with our smaller circle of WH folks  to discuss the red team results and recommendations further
{you’li see how unflinchingly clear-eyed and paranoid the red team was, as red teams need to be!} and also to discuss
the path forward on the interagency steering committee {which sounds like it has already evoived into its ideal form
going forward}.

And then separately, Laura s also setting up more 1 to 1 time for you and me to talk about how we optimally coordinate
across our joint portfofio. As a hint of coming attractions, you're going to need to stay involved in ACA ©

it is absolutely awesome to be your teamymate, and | truly treasure the incredible collaboration -for-the-public-good
we‘ve forged across our offices, which | really do think of as a single team. May the double helix of awesomeness
contiriue, and may the Force cantinue to be with us ©

Todd

From: VanRoekel, Steven

Sent: Thursday, April 11, 2013 2:31 PM
To: Park, Todd

Subject: Coordination on ACA

Todd, On ACA - | am hearing some feedback from bot h inside and outside the building about briefings to the President
next week, coordination on a “Red Team” with CMS, suggestions that we cancel the steering committee meeting,
suggestion that | not do a CMS visit tomorrow, and more. These raise concerns fo r me because when it's time to publicly
defiver on ACA, | will be the one called to the Hill to testify and, per my statutory authority, will be held accountable for
the successful delivery of this project. { anticipate there being increased Cangressional scrutiny on the FFE as we move
forward. This is just as critical to the legacy of many Congresspeople as it is to the President, and that will raise the
likelihood of oversight hearings.

{ am not trying to land grab in any way, | just worry that we are un coordinated here, and that given your history and
closeness with HHS, you are not hearing what ! am hearing  from the budget people in OMB, other agencies {other than
CMS) and the private sector that CMS is not being inciusive and is not leading a coord inated effort that will fead to
success. | am also worried that you getting a too -CMS-centric picture. )

1 would love nothing more thar this nat to be the case, to be assured ACA implementation is on a path we want it to be
on, and that existing efforts wil defiver what we want.

| think we should, as our next meeting on ACA, sit down, without staff, and have a 1:1 to talk about how we coordinate
going forward. .

QSTP ACA 0006825
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Programs of this type ideally have a sequential planning, design, and
jmpiem entation process with significant testing and revision
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Centers for Medicare & Medicaid Services

From: Park, Todd [mailtod
Sent: Friday, August 23,2013 11:18 AM
To: Chao, Henry (CMS/OIS)

Cc: Mielke, Dawn M.; Graubard, Vivian

Subject: Calling Red Hat
Hey brother, great ta speak with you this morning - just wanted to iet you know that | could be available to call Red Hat
at 1 pm or between 3 to 4 pm.... Might that work for you? [getona flight at S pm — but can totally delay that if

needed.... Justlet me know, thankst

Todd

HHS-0105096
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To: Couts, Todd (CMS/OIS)
Cc: Calermn, Mark (CGt Federal
Federal)]
. From: Manambedu, Laksnmi (CG1 Federal)

Sent: Fri 7/12/2013 6:11:47 PM

Subject: RE: Need a write up for Todd

Cay One Capabilities - Priority and Risk - 20130712.docx

Hi Todd,

Attached is what 1 have for E&E. You may be able to extract the major. ones from this.
In terms of othet major milestones between Oct 1 and Jan 2014 ate:

- Enroliment Reconciliation -~ December 2013 '

- Exemptions Applications — December 2013

- Payment to [ssuers ~ 3" week of January 2014 -

Thank you

Lakshmi Manambedu | Vice President, CGt Federat | Mobite (SN v-ov.cqicom

From: Ghao, Henry {CMS/OIS) [mailto:henry.chao@—

Sent: Friday, July 12,2013 12:58 PM .

To: Manambedu, Lakshmi {CGI Federal); Karlfon Kim (kkim_ Donohoe, Paut X. {CMS/OIS);
Couts, Todd {CMS/OIS); Rhones, Rhonda D. (CMS/O1S)

Cc: Oh, Mark U, (CMS/OIS); Berkley, Katrina (CMS/018); Couts, Todd (CMS/QIS); Rhones, Rhonda D.
{CMS/OIS); Grothe, Kirk A. (CMS/OIS)

Subject: Need a writs up for Todd

impartance: High

This is for sources material for Todd Park to pick nuggets from in his prep for briefing POTUS
next week.

So the write-up which are sentence(s) in bullet format needs to cover:

€ontains Sensitive and Proprietary Business Information - Maintain as Confidential - CGIHR0D168000
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0000000 The A-Z of testing by partuer (Issuer, # of Issuers, State programs, types of
Marketplace, approat (waves, hamess, DE, 834/enrollment, etc.), and high level schedule.
00000 Overall list of key activities to be accomplished and rsks for Day one (remaining

80 days) and Day ones for other major lifts prior to Day one of the benefit and the start of the
benefit.

Please use material we have already like the deck that we used for SVR and updated another
version for Marilyn/OL a few days ago.

Remember that bullets should not be written to be used to create more questions.
Rhonda and Todd_plea.se collect, format, and send to me by COB today.

Henry Chao
Deputy CIO & Deputy Director, | . .,
Office of Information Services

Centers for Medicare & Medicaid Services

Contains Sensitive and Proprietary Business Information - Maintain as Confidential CGIHRO0168001
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From: Snyder, Michelle (CMS/0A) <]

Sent Sunday, September 28, 2013 6:22 PM
To: Park, Todd

Subject: Re: Discussion points

Just so you know she decided in fanuary we were golng no matter what - hence the really cruel and uncaring march that
has occurred since January when she threatened me with a demotion or forced retirement if | didnt take thison -do
you really think she has enough understanding of the risks to fight for a defay - no and heff no - for just one moment let's
be honest with each other. { appreciate you belief in the goodness of others but at this point | am too tired to pretend
there is a decision to be made - it Is just how much crap my team will have to take if it isn't sufficiently successful - you
haven't lived through the temper tantrums and threats for the fast 9 months.

OK - that feit good - -am now back to my role as no comment civil servart

Delete this after reading - promise

Sent from my BlackBerry Wireless Device

- Qrigitial Message —--~

Fram: Park, Todd [maiito:]

Sent: Sunday, September 29, 2013 05:54 PM
To: Snyder, Michelle {CMS/ 0A}

Subject: RE: Discussion points

Yes, got it. On the cali with MT, Chris, and Jeanne, MT said that she appretiates the additional info we will generate
tonight, but that she and she alone will make the decision to go or not - which of course is right. And the way she is
thinking about it from a performance standpoint is that if enough of the additional hardware gets online to give us an
insurance policy, she is comfortable proceeding, with 90,000 concurrent users being far beyond the 50,000 that wast he
CMS target

Because new hardware is going live on a rolling basis today and tomorrow, | think we are in very good shape on the
hardware front - and because the Miami equipment got here so early today, we've got a good shot at that being live
and heiping us get to 90,000.

Will be good tonight as per one of the questions for the 9 pm to get people’s guesstimate of what kind of traffic in
general {order of magnitude} would be associated with a 90,000 concurrent user scenario, just so MT has that.

And will also be good to understand the EIDM situation a bit better to see if that is a separate bottleneck with a lower
concurrent user threshold? And if that's a possible threat to monitor. Again, just ta infanm MT.

Going to deliver cupcakes now :}

~——-Qriginal Message —
From: Snyder, Michetle {cMs/0A} [maitto: |GGG

I3
OSTP ACA 0008427
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Because new hardware is going live on a rolling basis today and tomorrow, I think we are in very good shape on the
hardware front — and because the Miami equipment got here so early today, we've got a good shot at that being live
and helping us get to 30,000,

Will be good tonight as per one of the questions for the & pm to get pecple’s guesstimate of what kind of traffic in
general {order of magnitude) would be associated with a 90,000 concurrent user scenario, just so MT has that.

And will also be good to understand the EiDM situation a bit better to see if that is a separate bottleneck with a jower
concurrent user threshold? And if that's a possible threat to monitor. Again, justto inform MT,

Going to deliver cupcakes now 3}

—-Qriginal Message—-

From: Snyder, Michete {Chs/0A} [maiito: | | NG
Sent: Sunday, September 29, 2013 4:02 PM

To: Park, Todd

Subject: Re: Discussion points

These are heipful but we are going live one way or another. MT has made it clear to me that that question isn't on the
table. it is more knowing how to message what won't work

Sent from my BlackBerry Wireless Device

-~ Original Message —--

From: Park, Todd {maiitos]

Sent: Sunday, September 29, 2013 02:42 PM
To: Snyder, Michelle (CMS/OA}

Subject: Fw: Discussion points

Hi M, just sending this to you so { don't distract fotks in mid -flight this aftemoon. On load/performanice, it will be very
helpfu! at the end of the day for you to do a gutckeck -- with Henry and Dave and whomever else they'd like to Include
{m happy to join as welf} — to net out where we are, rmake an edurated guess about what is likely to happen on Oct 1,
and recommend to Marilyn that we go/no go. I'm sure you have aiready thought this through, but here's a sample "ogic
path” to tatk through with He nry/Dave and team, building on the questions from the earifer emait {1 know you're
hyperfocused on other items like call center right now, so ! thought | might prep this for you at least as a draft):

— Does the performance testing that the team has done give you confidence that the FFM can handle 21,000
concurrent users with existing hardware and about 90,000 concurrent users with the new hardware added - with great
user response times? What might the holes be in terms of our knowledge of system perfor mance?

- Where are we in the installation and activation of the new hardware? How confident are we that alf of it wili be
oniine and ready by Monday COB?

-« Confirm that the 90,000 concurrent user figure means that literatly 90,000 people can be hitt ing the exact same
keystrokes, doing the exact same thing, stressing out the exact same precise part of the FFM, at the exact same time

OSTP ACA 0008438
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- Confirm that what for sure doesn't impact tha FEM's functionality or access is If there happens to be a zillion ot her

people hitting the homepage/“Learn about the Marketplace” pages on HealthCare.gov at that same moment, because

it's technically separate from the Get Insured workflow. {And you should confirm that the homepage/“Learn” pages on
HC.gov are ready for an onslaught (including Akamai caching}}

- Question: while 90,000 users in the FEM functionality itself are all doing the exact same thing to the FFMin a single
unified punch at the same millisecond, what can other users in the FFM workfiow be doing?  Can many others be “in
between” clicks i.e,, reading a page, filling out fields on a wehpage before hitting submit, surveying their plan options?
What Is our even rough intuitive sense about if others can also be actively exercising different parts of th e FFM
different clicks on different functionality?

—- Based on the above and what we might guesstimate about Day 1 use patterns, what kind of overafl total FFM user
volume for Day 1 do we think is supportable if we can support 90,000 concurrent FFM w orkflow users? (Thisis
obviously going to be a swag, because it's hard to predict distribution of visits over the course of the day, but
Dave/Henry may have some instincts about this based on past experience) :

-« What happens after the 90,000 concurrent user threshold is reached? s there gradual degradation of response time
for users? Rapid degradation? immediate crashing?

-~ What is your best professionaf gut guess {based both on what you know and don't know} as to the percentage
probability that the system will stow to unacceptabie levels of performance, or crash entirely? (They may only really be
able to give you a qualitative serse of this)

- Shouid we go live on Oct 1?7

Again, just a suggestion/draft as to the logic path ~ feel free to shred/add ftems/delete items/change entirely :}

- Qriginal Message -

From: Park, Todd )
Sent: Sunday, September 28, 2013 10:27 AM

To: Snyder, Michelle (CMS/OA]) <] ; Chao, Henry (cms/0is) < |
Bowen, Marianne {CMS/0A)
Subject: RE: Discussion points

Hi Michelle, as your consigliere, | do recommend that you ask the questions below -~ which are of course questions that
Henry is already asking himself, but it wouid be good for you to know the answers as well :}

And Henry, neediess to say: work to actua lfy continually make key things better takes absolute precedence over
question answering :}

And again, the only questions you should answer are from Michelle 1} I've added her additional question and put it at
the top of the recapped list below {and have also adjusted the numbers based on the update]. She can pick from #2
through #6 below and designate which ones she really cares about :}

And I've taken a shot at answering some of them (#2, #4, #5) based on my understanding from the brief discussion thi s
morning -- which Henry can correct as necessary:

{1} Would it help to have someone like NGS help with the testing on an ongoing basis?

A
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From: Park, Todd

Sent Sunday, September 29, 2013 7:13 PM
To: "Michelle Snyde

Subject: Re: Discussion points

M, { think {knock on wood#{111H) that you and tearn are actually going to pulf off the feat of the cantury -- a feat that will
go down in history, and literally change the course of history for the better. No other team could have possibly come
close to what you've done and are doing. No one.

We all as Americans owe you and team an extraordinary debt of gratitude — for your incredible ingenuity, your deep
sacrifice, your superhuman level of effort and focus, your extraordinary tenacity. You have my word that | wilt continue
to do everything in my power to make sure everyone understands this in the morniths and years ahead. | know y'all are
not chest-thumpers - that’s part of what { ove about all of you ~ but | really do think that it's important for fotks to
understand how absolutely incredi ble you and team are, and | wili cortinue ta spread that understanding.

Please dor't ever hesitate to ask me for anything | can da to be helpful on this or any other front — and if there is any
way for me to help celebrate the team — whether it be cupcakes :) or a meeting with POTUS {which 1 will start wiorking
on}

Semper fi, and much love,
Todd

~— Original Message ——

From: Snyder, Michelle {(CMs/0A) fmaiito: | | NG
Sent: Sunday, September 29, 2013 07:03 PM

To: Park, Todd

Subject: Re: Discussion points

And | have kept this all from my team. Madanne and Jim and Andi know about how bad it has been. The rest need the
iHfusion - the four of us have none left

Sent from my BlackBerry Wireless Device

—- Original Message ——

From: Park, Todd [rmailto;|

Sent: Sunday, September 29, 2013 05:54 PM
To: Snyder, Michelle {CMS/OA}

Subject: RE: Discussion points

Yes, gat it. On the calf with MT, Chris, and Jeanne, MT said that she appreciates the additional info we will ganerate
tonight, but that she and she alone will make the decision to go or not -~ which of course is right. And the way she is
thinking about it from a performance standpoint is that if enough of the additional h ardware gets online to give usan
insurance policy, she is comfortable proceeding, with 50,000 concurrent usars being far beyond the 50,000 that was the
CMS target.

OSTP ACA 0008437
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Message

From: Tavenner, Marilyn (CMS/OA) [/O=HHS EES/OU=FIRST ADMINISTRATIVE
GROUP/CN=RECIPIENTS/CN=MARILYN. TAVENNER.CMS}

Sent: 6/26/2013 3:55:47 PM

To: "Todd_Y_Par Snyder, Michelle {CMS/OA} [fO=HHS EES/OU=First
Administrative Group/cn=Recipients/cn=Michelie.Snyder.CMS]; Chao, Henry (CMS/OIS) {/O=HHS EES/OU=First
Administrative Group/cn=Recipients/cn=Henry.Chao.05} .

cc: Khafid, Aryana C. {CMS/OA)} [/O=HHS EES/OU=First Administrative Group/cn=Redpients/cn=Aryana Khalid .CMS}

Subject: Re: Follow-up

Thanks Todd. Appreciate the helfp as always!iil

Fromv: Park, Todd [maif

Sent: Wednesday, June 26, 2013 05:34 PM

To: Tavenner, Marilyn (CMS/OA); Snyder, Michelle (CMS/OA); Chao, Henry (CMS/0IS)
Subject: Follow-up

Hi Marilyn, Michelle, and Henry,

After talking with Henry and teamn, | spoke with Mark about the logo issue, and explained why attempting to add logos
for October 1 is extremely unwise. He understands. He may want me to get on the phone with someone from the Blues
so they fully understand it. #'m more than happy to do 50 on your behalf — this issue should not consume any more of

your time.

Marilyn, I'm also going to visit with Henry and team for one of our evening deep-dive sessions to get up to speed on the
fatest status of I and testing — during the week of July 8. Michelle, Henry, and | had a check-in call today, but | think
that Henry is right that to really understand current status and next steps, there is no substitute for an evening deep-
dive. So I'Hl bring healthy food and snacks to Baltimore and camp out with Henry and team for a few hours @

All the best,
Todd

HHS-0106971
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Both Julian and David took great pains to ask that the visit not be
disruptive to your work - | think that the message to give y'all the
space ta rock and roll is spreading 3}

Soi'm thinking'a focused two-hour visit, in Baltimore, going thru the
live workfiow, and using high-level materials you already have,

Would next week ha best, or wouid the week after be better, or would
either week be fine? { haven't yet pinged David and Julian for their
availability, but wanted to see what was cptimal for you first, It would
be good to combine both of their visits, to save you time. Thoughts on
timing?

Michele, it would be terrific for you to join -- would be great for you
to meet Julian and David, both of whom are terrific; and ['ve told beth
of them that you and Henry are pure awesomeness :

Thanks!
Todd

-~ Original Message -
From: Chao, Henry {CMS/OIS
Sent: Thursday, july 25, 2013 09:53 AM
To: Park, Todd

Cc: Oh, Mark U, {CMS/01S)

Couts, Todd (CMS/OIS)
uterbridge, Monique {CMS/OIS)

; Grothe, Kirk A, {CMS/OIS}

Berkley, Katrina {CMS/O1S)

- Rhones, Rhonda D. {CM5/OIS}

; Graubard, Vivian;

allace, Mary H.
» Booth, Jon G. {CMS/0C})

Subject: Walk through of the oniine application in he.gov
Todd,
if you recall we had agreed to provide you a walk through and demo of the

onfine appication in its current form so you can get a chance to peek
under the covers of hc.gov.

HHS-0104905
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dependencies from consent,

Workgreup Updates

Marilyn Tavenner has been engaged in the consent resolution conversations.
» Details cannot be flushed out until these conversations are complete.
»  CMS has been ordered to await the campletion of these discussions before
determining the necessary changes to the baseline schedule.

“Yodd Park has been engaged in discussion on NIST Level 2 inter-mechanics.

e CMSis moving forward with fol s process, which represents SSA’s
understanding, as weil.

»  S5AIs interested in undersg

Schedufing
+ ' Highest risk to
as oppased to bui

o

from other areas.
Seretary is in discussion with or what the

ferew, o e simultaneous development between the
the IT build 4 the higher level issues were being

fing vs. Consent
legal issue, whereas, identity proofing is a solution and process that

Als refying on the Privacy Act for iegal authority on 1D proofing as there is

ne provided in the Act. N

' o Llegal team is currently working this issue.

o ldentity proofing would be built in as a process for verifying an
individua's identity.

«  Previous decision fo use two RS challenge questions at the threshold has been
reconsidered and is currently being discussed.

«  Suggestion: A smaller group of key individuals may need to reconvene on this

"topic in 3-4 weeks including Marilyn because of her involvemnent with the

scheduting.

integrated Project Plan

_* _ ThelPP needs to be addressed before focusing on the schedule

ACA Exchange IT Steering Committee Meeting Minutes, p. 2
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<aran coo NN »Micheglggny@*
Subject: RE: Preventing Fraud in Marketplaces - WH background call with media tomorrow?

Thanks Todd — if your team could draft the cyber talking points, that would be very heipful. Thanks so much.
We are still working on finalizing the paper but wilf share those with everyone as soon as they are ready.

From: Park, Todd

Sent: Tuesday, September 17, 2013 7:22 PM

To: Santillo; Jessica; ‘tony. tren! SNEEGGRGNGle

Cc: Jones, Isabel; Mielke, Dawn M.; 'irank.baitrrla?' rian.Cook M@gﬂg@)ﬂg—

Subject: Re: Preventing Fraud in Marketplaces - W ackground call with media tomorrow?

Thanks, Jessica. Tony and Frank, can you join via ghone? You'li only be asked to heip with the cybersecurity part of the
cali <} 1 am maore than happy to deliver the primary talking points, which will focus principally on Marilyn's letter
regarding Hub cybersecurity + the general points the three of us hammered out @ white back.

Jessica, are you putting together talking points for us, or would you like me to take a crack at them?

Thanks,
Todd

From: Santillo, Jessica

Sent: Tuesday, September 17, 2013 07:13 PM
To: Park, Todd; Trenke, Tony (CMS/OIS)
Cc: Jones, Isabel; Mielke, Dawn M.; Baitman, Frank {OS/ASA/OCIO)

{CMS/0C) q; Snyder, Michele (CMS/OA)
Subject: RE: Preventing Frauc in Marketplaces - WH background call with media tomorrow?

Hi Todd — happy to have Tony and Frank join us for the cyber security portion.

Cook, Brian T,

On your first question — the call is on background accordjng to “White House officials.”

Thanks very much for making this work on such short notice. We will hold the call in EEOB 207, I will send
around a calendar invite.

Thank you again,
Jessica

From: Park, Todd

Sent: Tuesday, September 17, 2013 6:14 PM

To: Trenkie, Tony (CMS/0IS); Santillo, Jessica

Cc: Jones, Isabel; Mielke, Dawn M.; Baitman, Frank (0S/ASA/OCIO); Cook, Brian T. {CMS/OC); Snyder, Michelle
(CMS/OA)

Subject: RE: Preventing Fraud in Marketplaces - WH background cali with media tomorrow?

HHS-0105404



168

From: Fasching, Laura <]

Sent: Saturday, September 28, 2013 10:47 PM

To: Park, Todd; Chao, Henry (CMS/01S)

Ce: Fasching, Laura

Subjact RE: How serious are you about using Homestead AFB to get the equipment to
Culpeper? .

Glad to heig, let meknow if you need anything else gentlemen ©
Laura ) -

Laura Fasching

Oirector of Pubtic Sector Strategic Accounts | Verizon Terremark
Tei:

222 W Las Colinas Bivd, Irving, Texas, 75039

From: Park, Todd [mailto:

Sent: Saturday, September 28, 2013 10:38 PM

To: Fasching, Laura; Chao, Henry {CMS/0IS)

Subject: RE: How serious are you about using Hormestead AFB o get the aquipment to Cufpeper?

That is supar-awesome  Laura, thanks s6 very, very, very muchHi

From: Fasching, Laura [mailtos

Sent Saturday, September 28, 2013 10:36 PM

Ta: Chaa, Henry (CMS/OIS); Park, Todd

Ca Faschmg, Laura

Subject: RE: How serious are you about using Homestead AFB to get the equipment to Culpeper?

Todd & Henry,

The shipper is picking up the equipment in the next 90 minutes from the Miami data center and we expect the shipment
to arrive between 3:30 AM to 10:00 AM. ©

So Monday COB is looking good as ong as we keep the shippers on schedule, as the build teams will be working at 6 am
with the equipment that was brought in today.

Laura

Laura Fasching

Director of Pubtic Secter Strategic Accounts | Verixon Tememark
Tek

222 W Las Caiinas Bivd, Irving, Texas, 75039

From: Crizo, Henry (CMS/OIS) zmm'—n

Sent: Saturday, September 28, 2013 9:03 PM
To: Fasching, Laura; Tadd Y- Park
Subject: Re: How serfous are you about using Homestead AFB to get the equipment to Culpeper?

i gbt the approval from our COO and head of Contrads to go with the 40k option. -

1
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Contracts said we will have to work out how this can be a line you can bill in the contract but no prablem figuring that
out fater. '

Henry Chao
Deputy Chief Information Officer and Deputy Director
Office of Information Services
Centers for Medicare & Medicald Services
7500 Security Blvd
Baltimore, MD 21244
{Pri)
(Alt)
(BB}

From: Fasching, Laura [maifto]
Sent: Saturday, September 28, 2013 09:00 PM

To: Park, Todd 5 Chaa, Henry (CMS/QIS)

Ce: Fasching, Laura < .

Subject: RE; How serious are you about using Homestead AFB to get the equipment to Culpeper?

Ok great Henry can | get confirmation that the Government will Pay for the plane? We have to get David Smali‘s
Approval so we will need to call him as soon as possible.

Thanks and sorry to rush you all.
Laura

Laura Fasching
Direclor of Public Secior Strategic Accounts | Verizon Terremark

Tel:_
222 W Las Colinas BIvd, Irving, Texas, 75039

From: Park, Tadd [mailtn

Sent: Saturday, September 28, 2013 8:50 PM

To: Fasching, Laura; Chao, Henry (CMS/QIS)

Subject: RE: How serious are you about using Harnestead AFB to get the equipment to Culpeper?

FY1, the private plane option | am pursuing would likely cost about the same as the Fedex expedite cargo plane option
below.

Henry, | think that defivery ta the data center mid -day Sunday sounds really, really, really gootl....

From: Fasching, Laura [maikg]

Sent: Saturday, September 28, 2013 8:46 PFM

To: Park, Todd; Chao, Henry (CMS/OIS)

Ca Fasching, Laura

Subject: RE: How serious are you about using Homestead AFB to get the equipment to Culpeper?
Importance; High

Ok here is what 1 was able to do

I was able to get to FedEx custom Critical  they can drive it to us via a truck with pick up tonight @ 11:00 PM {ish) and
delivery aratnd 9 PM on Sunday night for $3700.00

Or

OSTP ACA 0008348
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To: Chao, Henry (CMS/OIS); Fasching, Laura
Subject: RE: How serious are you about using Homestead AFB to get the equipment to Cutpeper?

Laura, by when do you need to make a decision about whether to serid via private ground, private cargo plane, or Air
Force (if Air Force is indeed an option?)

Andto confirm  private ground would deliver the hardware on Tuesday {to be installed Wednesday?), private cargo
plane would deliver the hardware on Monday {to be installed Tu esday?). With no passibility of acceleration of those
timetables?

From: Chao, Henry (CMS/O1S) {mailto: SR ERSRREE '
Sent: Saturday, September 28, 2013 7:29 PM

To: faura.fasching RIS Park, Todd

Subject: Re: How serious are you about using Homestead AFB to get the equipment to Culpeper?
Todd--it's in your hands now to make a quick decision.

Henry Chao
Deputy Chief information Officer and Deputy Director
Office of information Services
Centers for Medicare & Medicaid Services
7500 Security Bivd
Baltimare, MD 21244
{Pri}
{Al)
(8B)
From: Fasching, Laura [maiit
Sent: Saturday, September 28, 2013 07:27 PM :
To: Park, Todd <} - Ctao, Henry (CMS/OIS)
Subject: RE: How serious are you about using Homestead AFB to get the equipment. to Culpeper?

We have been exploring that aption too but no hick so far

Laura Fasching

Direclor of Pubfic Sector Strategic Accounts | Verizon Tercemark
Tel

222 W Las Colinas Bivd, irving, Texas, 75039

From: Park, Todd [maiita]

Sent: Saturday, September 28, 2013 7:26 PM
To: Chao, Henry (CMS/OIS); Fasching, Laura
Subject: RE: How serious are you about using Homestead AFH to get the equipment to Culpeper?

Also: asanother option to explare, in the interest of exploring all options simultanecusty, s it possible to arrange for

heroic chartered private sactor ground transportation that could get going super -early tomorrow morning and get to
Culpeper by Sunday evening? :

From: Park, Todd
Sant: Saturday, September 28, 2013 7:03 PM

OSTP ACA 0008351
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To: ‘Chao, Henry (CMS/OISY; faura.fasching [T
Subject: RE: How serious are you about using Homestead AFB to get the equipment to Culpeper?

WH team responded instantly, is working on it as we speak and will et back to us ASAP. But they unfortunately are not
optimistic, so we should explore other options in para fel.

1s there any possibility of arranging for private/commerdial cargo plane transport? Chartered, even?

Sent: Saturday, September 28, 2013 6:36 PM

To: Yaura.fasching

Ce: Park, Todd

Subject: Re: How serious are you about using Homestead AFEB to get the equipment to Culp epet?

Just talked to Todd and he is going to taik to the rest of WH that can make this happen so just reply with the confirmneDd
senvice to Homestead. '

Todd--let us know ASAP 5o laura will send via ground if you can't arrange for transport to someplace the Air Force can
tand near Culpeper VA

Henry Chao .
Deputy Chief information Officer and Deputy Director
Office of Information Services
Centers for Medicare & Medicaid Services
7500 Security Blivd
Baltimore, MD 21244
{Pri}
(Al)
(BB}

From: Fasching, Laura {maifto]
Sent: Saturday, September 28, 2013 06:09 PM

To: Chao, Henry (CMS/015)

€e: Fasching, Laura < .
Subject: RE: How serious are you about using Homestead AFB to get the equipment Culpeper?

Henry,
We are working on firming up the white glove shippers but once that is done we would be good to go.

If we get the shippers scheduled  and the equipment gets here tomotrow my engineers said they have the resources to
build it out and just like we said before up by cob Monday.

fwill let vou know about the shippers within an hour.,

Laura
Lauwa Fasching
Direcior of Public Sector Strategic Accounts | Verizan Terremark

Tek
222 W Las Colinas Blvd, Inving, Texas, 75033

QOSTP ACA 0008352
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From: Fasching, Laura <

Sent: Tuesday, October 01, 2013 2:08 AM

To: Park, Todd; Chao, Henry (CMS/0IS); Smatl, David (Davidy; Drumgoole, Cheistopher R;
micheflesnyder]

Cc Um, Peter {CMS/CTR); Sharma, Hemant (CGI Federal) {
Oh, Mark UL {CMS/QIS); Thurstar, Robert (CMS/CTRY; Fasching, Laura

Subject: RE: New expansion

Todd & Henry

As we have beer working with-your teain to assist you in taking the Marketplace launch successful, we cortinue to
work to adapt to your nieeds, ’

Right now, | understand that while we add more compute, the team needs the YMs built faster.

In this tasking we are using the best practices that were agreed to as te not induee risk into your builds
»  suchas utifizing the kickstart process {custom temnplates of the hardened images) for RHEL 5 & &; Windows YMs
the SOLVMs utilizes a standard im age which reguires additional time to harden to NIST standards.
However we have found that due to the size of this environment 1500 +VMs, we are seeing an impact to running too
many builds at once. As doing too builds at once slows down the process by ove rwhelming the Virtual Center server.

The options we have to increase the speed of the VM builds introduce a SIGNIFICANT RISK to the environment. We do
not suggest either of these options, but | wanted to give you a full picture of the situation.

1. VCClient Basically cloning of existing VIMs and while this may seem an easy option
a. Old network configs and FW rufes have to be removed first. Then the fiew ones needto ba done.  very
time consuming and manual i
b. Finally, these VMs will not appear in iCe nter. Without them being visible in [Center, these VMs will be -
unmanageable in the future & you will not be able to frianage the compute resources,
2. ¥Mimport may getthe VM’s in place but they have the exact same issues as noted above.

We have engaged our vendor URS ta increase staffing during this time, and will follow up shortly on the results of that
endeavor, If we can get a couple more people in now it will assist with allowing some team members to focus on the
builds while other field calls and assist with troubleshooting.

Just as we did yesterday when we receive an request for more storage resources than were in either the reserve
capacity or in the expansion order. We will work to adapt to your needs during as you bring the Affordable Cara Act’s
tnsurance Exchanges to the American public. .

Thanks
Laura

Laura Fasching

Director of Public Sector Strategic Accounts | Vérizon Terrsmark
Tel:

Z27% Las Colinas Bivd, inving, Texas, 75039

OS1P ACA Q008479
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Genters for Medicare & Medicaid Services

Administrator
Washington, DG 20201

SEP 1 6 2083

The Honorable Bennie Thompson
Ranking Member

Committee on Homeland Security
U.S. House of Representatives
Washington, DC 20515

Dear Representative Thompsom:

Thank you for your inquiry refated to privacy and security protections associated with the Data
Services Hub (Hub) and the status of our work to protect people and programs from cyber-
attacks in this arca. At the Department of Health and Human Services (HHS), we take very
seriously our responsibility to safeguard personal information in all of our programs, including in
the Affordable Care Act Marketplace. Collectively, the tools, methods, policies, and procedures
we have develaped provide a safe and sound security framework to safeguard consumer data,
allowing eligible Americans to confidently and securely enroll in quality affordable health
coverage starting on October 1, 2013, This framewark is consistent with the framework that
exists for all other HHS programs, such as Medicare, which Americans rely on every day.

HHES’s Centers for Medicare & Medicaid Services (CMS) has a strong track record of preventing
breaches involving the loss of personally identifiable irnformation from cyber-attacks. This is
due in large part to the establishment of an information security program with consistent risk
management, security controls assessment, and security authorization processes for all enterprise
systems, Our system and security protocols are grounded in statutes, guidelines and industry
standards that ensure the security, privacy, and integrity of our systems and the data that flow
through them. These protections include a series of statutes and amendraents to these laws, such
as the Privacy Act of 1974, the Computer Security Act of 1987 and the Federal Information
Security Management Act (FISMA) of 2002, as well as various regulations and policies
promulgated by HHS, the Office of Management and Budget, the Department of Homeland
Security, and the National Institite of Standards and Technology (NIST).

In accordance with these provisions, CMS has developed the Hub, a routing tool that helps
Marketplaces provide accurate and timely eligibility determinations. It is important to point
out that the Hub will not retain or store Persopally Identifiable Information. Rather, the
Hub is a routing system that CMS is using to verify data against information contained in already
existing, secure and trusted federal and state databases. CMS will have security and privacy
agreements with all federal agenties and states with which we are validating data. These include
the Social Security Administration, the Internal Revenue Service, the Department of Homeland
Security, the Department of Veterans Affairs, Medicare, TRICARE, the Peace Corps and the

Office of Personnel Management.

The Hub is designed to comply with the comprehensive information security standards
developed by NIST in support of FISMA. NIST has emerged as the gold standard

OSTPR ACA 0007835
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for information security standards and guidelines that all federal agencies follow. Several layers
“of protection will be in place to help protect against potential damage from attackers and mitigate
risks. For example, the Hub will employ a continuous monitoring model that will utilize sensors
and active event monitoring to quickly identify and take action against irregular behavior and
unauthorized system changes that could indicate potential attacks. -Automated methods will
ensure that system administrators have access to only the parts of the system that are necessary to
perform their jobs. These protocols, combined with continuous monitoring, will alert system
security personnel when any system administrator attempts to perform functions or access data
for which they are not authorized or are inconsistent with their job functions.

Shoutd security incidents occur, an Incident Response capability built on the model developed by
NIST would be-activated. The Incident Response function allows for the tracking, investigation,
and reporting of incidents so that HHS may quickly identify security incidents and ensure that
the relevant law enforcernent authorities, such as the HHS Office of Inspector General Cyber
Crimes Unit, are notified for purposes of possible criminal investigation.

Before Marketplace systems are allowed to operate and begin serving consumers across the
country, they must comply with the rigorous standards that we apply to all federal operational
systems and CMS’s Chief Information Officer must authorize the systems to begin operation. 1
am pleased to report that the Hub corapleted its independent Security Controls Assessment on
August'23, 2013 and was authorized to operate on September 6, 2013. The completion of this
testing confirms that the Hub comports with the stringent standards discussed above and that
HHS has imptemented the appropriate procedures and safeguards necessary for the Hub to
operate securely on October 1.

The privacy and security of consumer data are a top priority for HHS and our federal, state, and
private partners. We understand that our responsibility to safeguard our systems is an ongoing
process, and that we must remain vigilant throughout their operations to anticipate and protect
against evolving data security threats. Accordingly, we have implemented privacy and security
meastires for the Marketplace systems that employ measures similar to those in the pnvate sector
and we will continually validate through a variety of methods.

In closing, we have produced an extremely strong enterprise information security program by
implementing state-of-the-art controls and business processes based on statutory requirements,
agency and organizational commitrnents, best practices, and the experience and knowledge of
our subject matter team members. This has resulted in the development, testing and readiness of
the Hub to operate on October 1 to serve consumers across the country in a secure and cfficient
manner. We hope this information is responsive to your inquiry. Thank you for your interest in
and leadership on this important issue.

S ihcerciy, : .
T .
Marilyn Tavenner

1
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Fram: Russell,Detaine <

Sart: Wedrniesday, September 11, 2013 11:10 AM

To: Trenkle, Tony (CMS/QIS)

Ce: : Park, Todd; Conk, Brian T, (CMS/OC); Aronson, Lauren (CMS/OL); Snyder, Michelle
(CMS/OAY; Baitman, Frank (OS/ASA/QUIOY); Fryer, Teresa M. {CMS/CIS); Mellor, Michael
{CMS/OIS)

Subject RE; Gartrer

Tony,

Thank you for sending the letter. | kave identified Gartner analyst Christian Bymes, who will review and provide
cormment. Christian is 2 managing vice president at Gartner. His team is distributed across the glabe and covers the
management of risk-related programs such as Information Security, Business Continuity, Privacy and Compliance. in
addition, he confers with feading organizations worldwide un technology direction, security trends and best practices.
{ will provide his responise as saon as possible.

Delaine

Delaine Russeff | Vice President - Public Sector | Gartner, Inc. | 4501 N. Fairfax Dr. | Arlington, VA 22203 | US.A. |

ofice: (RN | o<+ N /ot IR | o

www. gartner.com

P Please consider aur environment before printing

- Qriginal Messape-——

From: Trenkle; Tony {CMS/0IS) { mallto

Sent: Wednesday, September 11, 2013 11:00 AM

To: Russeil,Delaine

Cc: Park, Todd; Cook, Brian T. {CMS/OC); Aronson, Lauren {CMS/OL); Snyder, Michelle {CMS/OA); Baitman, Frank
{O8/ASASOCIO); Trenkle, Tony (CMS/OIS); Fryer, Teresa M, {CMS/QIS); Mellor, Michael {CMS/O13}

Subject: FW: Gartner !

Hi Delaine,

Per our conversation here is the letter that went to the Committée. Please let us know what your analysts’ thoughts are.
Thanks.

Tony

»—-Qriginal Message-—-

>From: Aronson, Lauren {CMS/0L)

>Sent: Wednesday, September 11, 2013 9:12 AM

>To: Park, Todd; Trenkle, Tony {CMS/0IS)

>Crt Cook, Brian T. {CMS/QC); Sawgler, Michelle {CMS/QA)
>Subject: RE: Gartner .

>

>Here's the final signed letter.

OSTP ACA 0007837
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.I;rom: Trenkle, Tony (CMS/OIS) [ mailto:
Sent: Thursday, September 12, 2013 08:49 AM
To: Park, Tadd

Ce: Baitmian, Frank (OS/ASA/OCID) < ; Fryer, Teresa M. (CMS/0IS)
+ Mellor, Michast (CMS/015)

Subject: FW: Comment from Gartner Analyst Christian Byrnes
Todd,
Does this help?

Tony

From: Russell DeLaine [meito SRR
Sent: Wednesday, September 11, 2013 12:04 PM

To: Trenkle, Tony (CMS/0IS)

Cer Heiliger, Christopher :
Subject: Comment from Gartner Analyst Christian Byrnes

Tony,

Befow is what 1 just received from the analyst. | hope this is what you are looking for. Chris is our most
knowledgeable and experienced information security analyst.

Best, '

Delaine

Gartner inc advises thousands of enterprise and government clieirts on best practices associated with
the use of information technology. As a leader of the informaticon security practice within Gartner
Research | certify that the statements made in this letter represent current best practices for the
protection of sensitive and regulated data and systems.

F. Christian Bymes
Managing Vice President, Risk and Security Program Management
Gartuer fnc.

selt | Vice Presidant - Public Ss

B ! www.gartner. com
5% Please consider our environment before printing
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From: * Aronson, Lauren {CMS/0L) <

Sent: - Thursday, September 12, 2013 1014 AM

Ta: Park, Todd; Trenkle, Tony (CMS/0IS)

Ces Baitman, Frank (QS/ASA/OCIDY); Fryer, Teresa M. {CMS/OIS); Mellor, Michael (CMS/QIS);
Cook, Brian T, {CMS/Q0) .

Subject: RE: Comment from Gartner Analyst Christian Byrnes

Yup. We have Gary Cohen testifying before Energy & Commerte next week so we could potentially use this.

From: Park, Todd [mailto]

Sent: Thursday, September 12, 2013 10:13 AM

To: Trenkle, Tony (CMS/OISY

Ce: Baitman, Frank (OS/ASA/OCIO); Fryer, Teresa M. (CMS/QIS); Melior, Michaet (CMS/OIS); Cook, Brian T. {(CMS/QC);
Arenson, Lauren ((MS/OL)

Subject: Re: Comment from Gartner Analyst Christian Byrnes

Tony, | think this is super-helpful ~ Brian and Lauren, perhaps this is something you can hold in reserve in case you need
it?

From: Trenkle, Tony (CMS/OIS) [maitto]
Sent: Thursday, September 12, 2013 08:49 AM
To: Park, Todd

Cc: Baitman, Frank (OS/ASA/OCIO) < + Fryer, Teresa M. {CM5/0IS)
<R ; <!, Micad (CMS/OI5) <

Subject: FW: Comment from Gartrier Analyst Christian Byrnes
Todd,
Does this help?

Tony

Fron: Russefl,Del aine [mailtn

Sent: Wednesday, September 11, 2013 12:04 PM

To: Trenkle, Tony (CMS/0IS)

Cex Hedliger,Christopher

Subjeck: Comment from Gartner Analyst Christian Bymes

Tony,

Below is what | just received from the analyst. | hope this is what you are fooking for. Chris is our most knowledgeable
and experienced information security analyst.

Best,

Delaine

Gartner inc advises thousands of enterprise and government clients on best practices associated with the use of
infermation technology. As a leader of the information sec urity practice within Garther Research | certify that the

1
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From: Snyder, Michelle (CM5/04) <R

Sent Thursday, October 10, 2013 503 PM
To: Park, Todd
Subject: FW: Item

AMichelie Snyder
Chief Operating Officer
DHHS/CMS/0A

From: Trenkle, Tony (CMS/OILS)

Sent: Thursday, October 10, 2013 4:54 PM

To: Snyder, Michelle (CMS/0A); Tavenner, Mariiyn (CMS/OA); Kerr, Jarnes T. (CMS/CMHPO)
Subject: RE: Ttem .

Here’s the answer below, maybe more detail thanyou want.

From: Schankweiler, Thomas W. (CMS/0IS}

Sent: Thursday, October 10, 2013 2:08 PM

To: Fryer, Teresa M, (CMS/OIS)

Cc: Ashbaugh, Jason L. {CMS/OLS); Linares, George E. (CMS/OIS); Ottertiridge, Monique (CMS/OIS); Oh, Mark U.
(QMS/015); Chao, Henry (CMS/OIS); Warren, Kevin (CMS/OILS)

Subject: RE: Admin passwords and insecurity in healthcare.gav

Hello all,
Here is the feedback regarding this inquiry.

Statement:

CMS {CUSG) acknowledqges the feedback by the security community, Analysis of the code and a review of the
operational environment has confirmed that the site is secure and operating with low risk to consumets.

The code that has been reposted to Pastebin and commented on by TrustedSec is in tended to be available to the public
code as it makes the user interface {UI) of the site function. By design, thesa "resource bundles” contain all of the non -
personalized text the user will see throughout the site.  There is no admin level ID’s or passwor ds located within the java
script posted on-fine. The code base at CGl has also just been queried for strings such as “admin password” and
“abc123gov” per the twitter screenshot. No evidence was located that there is admin credentiai revealed. The person
who retweeted with the abc password is just being humorous.

The XOC Security team and the SCA test team does run ait of the tools mentionad in the article. A fot of commented
code was removed prior to production, and the need to perform JS comment -removal/minification/obfuscation is a
roadmap item, in fact it is scheduled for release to the Test2 environment tonight. Performing minification requires a lof of
. tasting to ensure the application is not broken during YU comprassion. . As java scripls can be improved they will be
release with subsequant builds. )

To the other points in the article The marketplace does not use PHP sa that is a non -issue. The use of Capicha was
considered at one fime, but removed 1o ensure 508-Compliance and {o more importanlly to remave burden ona
1
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consumer as A Good Consumer Experfence was a design consideration. Also the cancept of guessing 1D's to see if there
is & valid one or not is a known fisk. We can fook info taking steps at lockin g down access conlrols further, but jt would
negatively effect the user-experience.

Regards,

Torn Schankweiler, CISSP

information Security Officer, CCHO

CMS\DIS\CHSG

Consumer Information and Insurance Systerns Group

{Balt. Office, N2-13-22)
{Mobile)

From: Snyder, Michelle (CMS/OA)

Sent: Thursday, October 10, 2013 4:41 PM
To: Trenkie, Tony (CMS/OIS)

Subject: Fw: Item

Could you take a look?

Sent from my BlackBerry Wireless Device

From: Tavenner, Marilyr (CMS/OA)

Sent: Thursday, October 10, 2013 04:10 PM

To: Snyder, Michelie (CMS/OA); Kerr, James T. (CMS/CMHPO)
Subject: FW: item

Wanted you to have this in case you want to have tony reach out to them

From: Park, Tedd [ maiito

Sent: Thursday, October 10, 2013 2:11 PM
To: Tavenner, Marilyn (CMS/OA)

Subject; Item

Marilyn, this got sent to me by someone who says these guys are on the level. | would suggest that the
Marketplace IT security folks check it out {and potentially reach out to these guys as well)

https://www.trustedsec.com/october 2013/affordable heaith care website secure probably/
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Is'the Affordable Health Care Website Secure? Probably not. Page [ of 5

Contact Us: 1.877.550.4728 | info@trustedsec.com f :\\ w v g in o]

TFILJSTEDEE[:

_IBFDAHRTIGN SECURITY MADLE SIMPLE

Home Services Downloads Blog About Us Contact Us Q

Is the Affordable Health Care Website  Hame / Ocober 2013 / is the Afordable Health Care Website Secure?
Secure? Probably not. Probay not.

< Previous  Next >

Is the Affordable Health Care Website Secure? Probably not

With the Affordable Health Care Act moving into full momentum - there are a lot of privacy and security concerns
for any new major gavernment program being implemented. It's no secret that the website, the infrastructure, and
the staffing has been a chatlenge to get up in running in the appropriate timeframes. Coming purely from the
security industry and seeing corporatiens, deadlines, and tight timeframes snag security objectives ~ there shoutd be
major concern o the implications this system has on what will become the largest database of Americans in
recorded history.

The Affordable Health Care Act websites cost an estimated 634 miltion to develop.
http://www.digitaltrends.com/opinion/obamacare-healthcare-gov-website-cost/. One would hope that there would
be heavy security integration into the software development lifecycle and best practices followed in the most
extreme circumstances, As you can imagine, the site is going to be a major target for hackers, other governments,
and organized crime. There's a lot of money to be made right now in an untapped market that is fresh for the picking.

We decided to fook around -~ please note that there was nathing malicious, no hacking, and nothing intrusive
involved in this test in any regard. We simply browsed the website as a normal visitor without any type of attacks at
ail. just by looking at information, you can determine the quality of the code, and whether simple best practices in
security are being foltowed.

Rttnse-/fwww tristedgsec . com/october 2013/affordable-health-care-website-secure-probably/  11/18/2014
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Is the Affordable Health Care Website Secure? Probably not. Page 2 of 5

Below is in the “Log In” page and the “Forget password” link. Note when you enter a username that {5 invalid, it
returns quickly that the username is invalid.

Learn Got Insurance

New to HealthCare.gov?

{
i

« What ls your IMarketplocs username?. fmpadsei This.innola vaid Usemsing %

Please: give us he fallowing infarmation ang vell send yau an email with instraclons.

What is your Marketplace username?

st

© opocton: This i et 3 4358 Gsermame

aa CANGEL

Note when you place a valid user:

sz feove realih

ithCare.gov RS - Gt Insurance

New to HealthCare.gov?

Forgot password -
ane s

Plesse give us the ollewing informaticn and we'll send you an emaii with insbuctions,

What is your Marketpiace usemame?

isnadoa

[ R3] CANCEL

As you can see, yoll can enumerate vatid and invalid user accounts in the database. Even worse is there are no form
or appearance of automation deterrents such as CAPTCHA or image verifications that a human is attempting this. We
can easily feed this through Burp Intruder for the content length fram the respense to see which usernames were

https://www.trustedsec.com/october_2013/affordable-health-care-website-secure-probably/  11/18/2014
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Is the Affordable Health Care Website Secure? Probably not. Page 3 of 5

actually valid. Essentially you could enumerate the entire database of user accounts in the new healthcare.gov
website through brute farcing the response codes and finding valid usernames.

Additionally, developer comment code is plastered everywhere which gives an attacker a significant amount of -
understandir\g abaut the application - these are literally everywhera on almost every page that's opened and all
third party files:

//global variable used for SHOP upload functionatity
var myView = nutl;

var agentBrokerSAMLToken=null;

var postCCRApplicantiDToken=null;

var postCCRAppiDToken=nuil;

var postCCRState=npull;

var agentEmailUUiD =null;

Even crazier, doing some Gongle reconnaissance, we found an indexed site that a subsite used CKEditor - NOTE we
did NOT attempt to even follow the tink to verify if it's there,

& T L hups/ fwww.googie.com

e healthease.gove fetypeX3Aphp
G ola 5 "
Q SIL site:heallhcare.gov filetype:php
Web Shapping Aare ~ Search touls

T\ doseription for this result s not aveilable because of this sile's robuts.txt - leary miore,

CKEditor has a number of known exposures here: Search results for CKEditer on Exploit-DB

We've also identified some significant anes that we cant post online due to the critical nature of them and
attermpting to contact the development team for the website to remediate. Our intent is not to point out flaws, show
flaws, or demonstrate insecurities, only to bring the light that based on viewing like a normal user, there appears to
be things that would indicate that there shouid be major reason for concern here,

Again - nothing malicious performed here and we truly have no idea what the real exposures are without

perfarming a full test on this, which we waould have hoped would have been performed prior to any major production
release. :

By davek | Octuber 9th, 2013 { October 2013 | Comments Off

httne/hworor trastedsec. com/october 2013/affordable-health-care-website-secure-probably/  11/18/2014



183

Message

From: Park, Todd

Sent: 5/26/2013 2:03:17 AM

To: Snyder, Michelle (CMS/0A) {/O=HHS EES/OU=First Administrative Group/cn=Recipients/cn=Michelle Snyder.CMS};

Chaa, Henry {CMS/OLS) {/0=HHS EES/OUsFirst Administrative Group/cn=Recipients/en=Henry.Chao.0S]
Subject: RE: Draft writeup

1s it possible to get any edits/corrections/additional detaif by COB Thursday?

Wouid love ta loop back with Jeanne and Mark on Friday before § head out for {an attempted) vacation from July1to
july 5. | gave Jeanne a heads up today to telegraph what’s coming.

| think that the key will be to give Jeanne and Mark a bulletproof set of talking paints they can use to push back in their
conversations with the Bluas and have the Blues truly understand why the logo play is a bad idea right now. {i don't
think the Blues really understand that yet).

From: Snyder, Michelle (CMS/OA) ~
Sent: Tuesday, June 25, 2013 5:48 PM

To: Park, Todd; Chao, Henry {CMS/CIS)

Subject: RE: Draft writeup

Looks good....ue.

A. Michelle Snyder
Deputy Chief Operating Officer
DHHS/CMS

rrom: . o S
Sent: Tuesday, June £5, 1:13 AM .

To: Chao, Henry (CMS/O1S); Snyder, Michelle (CMS/0A}
Subject: Draft writeup

Please keep close hold — loop in folks wha can help with the details, but don’t circulate broadly yet, if you don’t
mind. Let me know if this sounds right ~ any corrections/edits/additions/defetions welcome:

Attempting to integrate logos inta the FFM for October 1 is not advisable. This is not because the act of integrating a
togo is by itself a difficult thing to do. It's because the process for collecting health plan and product data from carriers
via templates, loading these data into the HIOS system, validating the data, transferring the data from HIOS into the FFM
QHP database, and having the rating engine retrieve and render that data in the FFM has been focked down, and is
being utilized to support plan data collection/validation and system testing as we speak, Changing the underlying plan
data template and processing routine right now - by adding a new plan data element, the logo -~ during the crunch-time
sprint we're in from now to Dctober 1, would introduce significant risk. Think of it as trying to change a gear in an
airplane engine in mid-flight. Or adding a new field to an 1RS tax form in the middie of filing season. As an isolated act,
adding the field isn’t hard. What's hard is the notion of adding it to the tax form via a system modification when that

HHS-0106973
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system is going through an intense time, with a lot of moving parts involved, and where a wrong move could actually
screw the whole system up.

An alterpative to changing the core plan data submission/management process and systems {i.e., modifying the carrier
plan data templates, HIOS, the QHP database, and rating engine fogic} would be to set up a database of logos outside
this core data management process and have the FFM system, when rendering a given insurance product, pull from
both the QHP database plus the logo database. This is a terrible idea technically, would be prone to error, and stilt
creates the issue of mucking with the jet engine while it's in flight.

The right way to add logos to the FFM would be to modify the core pian data submission/management process and
systems to include logos as part of the carrier pfan/product template and be able to process logos all the way

through. This is not doable for Oct 1 without introducing significant operational risk to the go-live, as discussed

above. We suggest considering it as part of a future release, post October 1~ understanding that it will have to
compete with a ot of priorities, The reasonable thing to do would be to target making this modification in time for the
next cycle of plan bids, in 2014.

HHS-0108974
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From: Chao, Henry (CMS/01S) < KT

Sent Monday, July 22, 2013 1045 PM

Tor Park, Todd; Tavenner, Marlyn (CMS/OA); Khalid, Aryana C. {CMS/OA); Snyder, Michelle
{CMS/OA}

Ce: Kerr, James T. (CMS/CMHPO); Bowen, Marianne (CMS/OA); Trenkle, Tony {CMS/OIS)

Subject: RE: BCBSA meeting; chatting tonight

Attachments: Chronologicat account of testing tasks and current status of Issuer testing

7-22-2013.dox

Importanca: High

Please see attached paper that describes where we ate currently with testing with Issuers and provides a chronology of
tasks and attempts to address the issues {most which are not correct or inaccurate} Captured by M. Siegler ina meeting 1
presume with the BEBSA.

Dan Miller on my staff led the gathering of the facts for this paper and Dan has been what | call the “IT Ombudsman” for
CMs and {ssuer testing coordination. Dan, myself, and the rest of my staff are willing to do whatever it takes to get the
issuers through testing and hope they will work as a community to elevate themselves to an improved operational
readiness posture rather than spend time pointing to last mornith's chiallenges that have beeri overtaken by even ts. Their
coflective energies from Assoclation coordination to marketing to legalto IT to operations should be singulady focused
on doing what it takes to get to October 1 ¥,

Thanks and please let me know if you need me to walk you thmz}gh the descriptions.

Henry Chao

Deputy CiO & Deputy Director,

Office of information Services

Centers for Medicare & Medicaid Services

From: Park, Todd [mailto:

Sent: Monday, July 22, 2013 7:33 PM
Toz Chao, Henry (CMS/0IS); Tavenrer, Marflyn (CMS/0AY; Khalid, Arvana C. ((MS/OA); Snyder, Michelle (CMS/OA)
Subjectz RE: BCBSA meeting; chatting tonight

Than!{; so much, Henry  and {echoing Marilyn}, take the time you need, and get it to us whenever you can
tonight.... Thanks so miuch again,
Todd -

From: Chao, Henry (CMS/0IS) [ maito: ST
Sent: Monday, July 22, 2013 7:23 PM

Tox Park, Todd; Tavenner, Marilyn (CMSfOA); Khalid, Aryana C. (CMS/OA); Snyder, Michelle {CMS/OA)
Subject: Re: BCBSA meeting; chatting tonight

We'll address in the write-up coming around Spm.
Henry Chao

OSTP ACA 0007237



186

Deputy Chief Information Officer and Deputy Director
Ciffice of Information Services
Centers far Medicare & Medicaid Services
7500 Sectrity Blvd
Baltimpre, MD 21244
{Fri}
(At}
{BB)

From: Park, Todd {mafttc

Sent: Monday, July 22, 2013 07:16 PM

To: Tavenner, Marilyn (CMS/OA); Khalid, Aryana C. (CMS/OA); Sniyder, Michelle (CMS/OAY; Chao, Henry (CM5/01S)
Subject: RE: BCESA meeting; chatting tonight

Hi Henry, just spoke with Marilyn  if your writeup tonight could address each point in the Siegler ematl {including the
point about subsidy eligibility and back -end app processing being fully on paper), that would be tervific. For
convenience, have repasted the Siegler text below ® Thanks so very much again for doing this!

Siegler email: “The specifics | wrote down from the meeting are as follows. BCBS claimed: there wasa 90% failure rate
on the initial “handshake” tests with issuers and the FFM; as of Friday BCBS had not been able to establish “ful |
connectivity” with the FFM; HHS had scheduled testing of enroliment file transfers to begin on July 15 but that was
defayed one week and is set to hegin today; BCBS presented HHS with 23 efigibiiity scenarfos {eg: family coverage no
subsidy, single coverage with subsidy, etc} it wanted to test with their plan data an the FFM systern but that testing has
been limited to 6 scenarios and has not et begun; there are no plans to test the FFM SHOP marketplaces before Oct 1;
they expect subsidy efigibility and back-end application processing to be fully on paper even ifan applicant fills out the
online application, They said this coutd potentially resuit in 30 -90 day delays between when an applicant fills out an
application and when a pfan is actually able to en roll the applicant in coverage with a subsidy reduced premium.”

From: Tavenner, Marilyn (CGMS/0A) r@m

Sent: Monday, July 22, 2013 6:59 PM
Yoz Park, Todd; Khalid, Aryana C. (CMS/OA); Snyder, Michelle (CMS/OA); Chao, Henry (CMS/OIS)
Subject: Re; BCBSA meeting; chatting tonight

Todd please call me if you want to taik. EEEEEEER
From: Park, Todd [maito SR

Sent: Monday, July 22, 2013 06:57 PM
To: Tavenner, Marityn (CMS/OA); Khalid, Aryana C. (CMS/OAY; Snyder, Michelle (CMS/0A); Chao, Henry (CMS/0IS)
Subject: RE: BCBSA meeting; chatting tomght

Apologies for the quick follow-on email would very much love to chat tonight for a few minutes; will make myself
avallable any time; just name the time; thanks so much!

Todd

From,vﬁark» o e e e e oo et s 2 e 1 = et o 2 et e e
Sent: Monday, July 22, 2013 6:51 PM :
To: matilyn.tavenne Khal ;d Aryana C, {CMSOAY; michelle srvder KRG

henry.chaof

Subject: FW: BCBSA meeti ng

QOSTP ACA 0007238
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'Hi Marilyn, Aryana, Michelle, and Henry, hope you had a terrific weekend! { think you've already seen the email below,
and you may already be writing up your thoughts on it... I whatever way is most time -efficient for you {including
jumping on the phane for a few minut es tonight, ifthat Is easiest), was hoping to get your thoughts  to be prepped for
the ACA outreach meeting tomorrow morning at 11 {if this comes up as a tople of diseussiony

What rmight work best for yo u? Thanks so much,
Todd

From: Stegler, Matthew [ malto SRR

Sent: Monday, July 22, 2013 05:03 PM
To Lambrew, Jeanne‘ Hash Michael {(HHS/OHR) < [
- - [ anus, Wendell <

- Nelson, KarEn

»b Aronson Lauren (CMS/OL)
sy ;. Miller, Erin

d R
Subject: BCBSA mesting

Hi All,

Sorry for the memory Japse, but the paper BCBS left with us did not go into specifics on the testing/readiness
issues. They said they would send us that information. Vve just pinged them about it and will share as soon as we have.

The specifics | wrote down from the meeting are as follows. BCBS claimed: there was » 90% faliure rate on the inftial
“handshake” tests with issuers and the FEM; as of Friday BCBS had not been able to establish “full connectivity” with the
FFM; HHS had scheduled testing of enrolfment file transfers to begin on July 15 but that was delayed cne week and is set
to begin today; BCBS presentad HHS with 23 eligibility scenarios {eg: family coverage no subsidy, single coverage with
subsidy, etc} it wanted to test with their plan data on the FFM system but that testing has been fimited to 6 scenarios
and has not yet begun; there aré no pians to test the FFM SHOP marketplates before Oct 1; they expect subsidy
eligibility and back-end application processing to be fully on paper even if an applicant fills out the online application.
They said this could potentially result in 30-90 day defays between when an applicant fills out ar application and when a
plan is actually able to enroll the applicant in coverage with a subsidy reduce d premiurm.

Thariks,

Matt

FEEkRF KRR

Matthew Siegler

Counse!

Committee on Energy and Commerce
Subcommittee on Health

Democratic Staff

OSTF ACA 0007239
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Per our discussion and forwarded email from M. Siegler, here are key facts about the current state of engaging the
issuers testing the enroliment functions of the FFM and Data Services Hub, My team and 1 believe that the first few
hullets should illustrate the chronology of testing events/tasks since the end of May when the Tradé Associations
welcomed our revised accelerated testing approach. The fast few bullet points attempts to objectively address the key
issues raised by the BCBSA.

L]

Acceleration of Issuer Testing Engagement Since End of May : At the end of May, CMS announced to the issuer
community a greatly accelerated FFM & Data Service Hub testing schedule, in which the key activities of issuer

onboarding, connectivity testing with the Data S ervices Hub, issuer-initiated Direct Enroliment and FFM -initiated
Enroiiment transaction testing {834}, and Plan Preview testing would Jaunch with a series of thrice -weekly
technical webinars in June and July, rather than waiting for those activities to oc cur in mid-to-late August as had
been previously communicated. The Trades expressed their gratitude at the acceleration; AHIP called Aryana
Khalid on May 21 after Henry announced the acceleration on May 17 " to thank CMS5 and to say they knew
what a heavy lift it was to move testing up.
Thrice-Weekly Issuer Technical Webinars : Since May 30”’ CMS has held 20 webinars and interactive Q&A
sessions to engage issuers in the onboarding and issuer enroliment integration testing process, including the
creation of the “CMS-Issuer Testing Technical Work Group” and “CMS -issuer EDI Technical Work Group”
webinars regularly attended by 200 -300 participants per session, and each including Q&A between issuers and
CMS's technical subject matter experts.
CMSZONE and CMS Technical Document Dissemination ta Issuers : Since May 30™, CVS has posted 58 technical
guidance documents on CMSzONE, a secure, online repository for the issuer testing community, including the
Issuer Onboarding Guide & Testing Handbook, Direct Envoliment Test Data documentation and ED! Test Files,
onboarding instructions, issuer testing frequently asked questions (FAQ's) and all documents shared during the
technical webinars.
Issuer Onhoarding & Testing Steps : In order for an issuer to conduct end -to-end testing they must accomplish
three key activities:

1. Complete an onboarding form that identifies how their respective system will cann ect with the Data

Services Hub
2. Complete configuration of electric file transfer {EFT) in the pushing or pulling of enroliment transaction
files (ED! 834 transactions for example}
3. Complete Web connectivity testing for those issuers part icipating in Direct Enrofiment.

Of those three key activities, the following bullet boints indicate where we currently stand and hopefully clarifies some

of the issues that in some cases are non -issues:

Issuer Cnboarding Status: 143 issuers have submitted onboarding forms to date; however, of the issuers who
have submitted QHP's directly in the HIOS system for the 19 FFM States, as of the end of | ast week, CMS is still
waiting to hear from more than 60 issuers organizations who have not yet submitted aform atall  the first step
in the onboarding process that CMS faunched in mid -June.

Most Issuers were not ready as of 7/15 : Based on our close monitoring of progress by Issuers, CMS made an
announcement during the week before leading up to 7/15 start of testing, because of low percentage of Issuers
that have been able to complete connectivity testing (less than 10 Issuers out of 75 Issuers having comp leted
connectivity testing before 7/15), CMS decided to extend the Connectivity testing untit 7/19 and provide
additicnal/focused technical assistance during the week of 7/15, From that effort, we've more than doubled the
number of issuers that are now rea dy for Integrated testing with FFM,

Issuer EFT Connectivity Status: Of the 143 issuers who have submitted onboardiné forms, 63 issuers have |
completed EFT configuration for the outbound and inbound receipt of 834 files; CMS is waiting on some
information from 35 issuers in order to complete this step {and an additional 9 issuers who were just added via
the onboarding process). When initially establishing connectivity with the issuers in early July, technical
configuration issues were discovered on both the CMS and the issuer sides. in order to optimize the remaining
testing time, and to avoid the time involved in individual configuration and troubleshoating, on July 18 *, CMS
began switching many issuers from a “push” to a simpler “pul” modet in order to com plete connectivity.
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Issuer Web Services {Direct Enrollment} Connectivity Status : Of the 75 issuers participating in Direct
Enroliment, CMS is still waiting on 38 issuers who have not yet responded in supplying the required information
to start the Web Services test. Of the remaining 37 issuers, all have been set up by CMS, and of those, 24 issuers
have passed the Web Services connectivity testing.

SHOP Testing: CMS has focused issuer testing first and foremost on individual Direct Enrolfiment and Enrofimen t
834 Transaction {834 isthe HIPAA Standard Transaction for Health Plan Enroliment } testing as it refates to the
individual marketplace, as this covers the broadest and most compex functionality in advance of October 1 .
CMS has placed SHOP testing {as well as other aspects such as Lead Generation Testing) as a secondary priority
once the former is underway. CMS does anticipate testing SHOP with the issuers in advance of October, and
plans to hold a SHOP testing-specific webinar in order to launch SHOP v arjation of testing in mid-August. The
SHOP testing will in essence be a simpler version of individual marketplace testing, as it does not entail the
complications associated with eligibility, verifications, APTC or CSR calculations.

Scenarios: CMS is making more than 23 direct enroliment scenarios part of the Direct Enroliment integration
testing, including all of the scenarios that BCBSC had proposed. For 834 scenarios, CMS fimited the overall scope
to ensure that aff issuers would be able to accomplish the required functionality during testing. Once all issuers
are able to complete issuer enrollment integration testing, CMS plans to expand the number scenarios.

Enroliment File Transfers Testing : After initial plans to begin testing of enrofiment file tr ansfers on July 15
CMS began sending out the first 834 enroliment files to issuers on Friday, July 19 ™ and has continued testing
with the “Wave 1” issuers during the week of July 22 *,

TYesting Dependency on State DO! Transfer of QHP's in Partnership S tates: There are dependencies upon State
DOY's to proceed in testing for those issuers in Partnership {SPM'’s) states and State Based Marketplaces {SBM's),
because issuers can only test against those QHP’s once they are transferred by the State DOI from NAi C's SERFF
system to CMS’s FFM system. The State DOY's have untit fuly 31 * to transfer the QHP's; until the QHP's for any
given Partnership or NAIC State are transferred, only issuers with QHP’s in one of the 19 FFM HIOS States will be
able to participate in enrollment/834 testing with their QHP data.

Application Onfine Processing: BCBSA mentions there are back end delays that could be 30 -90 days but they
must have something mistaken or the thought was incorrectly captured because a pplicants that fifl out the
online application are not required to have the paper application fille d out; their enroliments can.be processed
in a very short timeframe {e.g. 2040 minutes.)

OSTP ACA 0007241
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From: Lambrew, Jeanne

Sent: Tuesday, July 23, 2013 938 AM

To : Tavenner, Marilyn (CMS/OA); Park, Todd

Co Khalid, Aryana C (CM5/OA); Hash, Michae! (HHS/OHR)
Subject: RE: Tssuers '

{

What do we do about the 25 Hill staffers who heard this #iformation yesterday / many more who may stilt continue to
be hearing this from the Blues through briefings? :

From: Tavenner, Marilyn (CMS/OA) [ mailto
Sent: Tuesday, July 23, 2013 9:34 AM

To: Lamhrew, Jeanne; Park, Todd

Cc: Khalid, Aryana C. (CMS/OA); Hash, Michael (HHS/OHR)
Subject: Issuers

intamorrow with Henry et al and see if { can figure it out and make clear how we move forward. | would appreciate
being able to do that first,....ahd would ask for your support. Thanks Marityn

OSTP ACA D007258
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From: Park, Todd

Sent: Tuesday, July 23, 2013 940 AM

To: Tavenner, Marilyn (CMS/OA); Lambrew, Jeanne; Khalid, Aryana C. (CMS/OA)
Ce: Cavanaugh, Alicia A. (CMS/OA); Miller, Ruth A, (CMS/OA)

Subject: RE: Touch base on issuets

Just finished talking with Henry and team. Have additional content clarification, and also a clear sense of what we need
to tell BCESA interms of how we all need to work together constructively going forward ~ Marilyn, | think this would be
useful info for you going into your maetings tomorrow with BCBSA and AHIP. [ have to give brief remarks at an event at
10 am {for which { need to prepare now), but can talk at 10:30 am, or anytime between 17 and 3. Thoughts?

-——Criginal Message -

From: Tavenner, Marilyn {CMS/OA} [
Sent: Tuesday, July 23, 2013 8:48 AM

To: Park, Todd; Lambrew, Jeanne; Khalid, Aryana C, {CMS/OA}
Cg: Cavanaugh, Alicia A, (CMS/OA}; Miller, Ruth A. {CMS/CA}
Subject: Touch base on isstiers

Can we try for a confarence call this am. Among us to discuss issues. THanks.

OSTP ACA 0007257
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Fromi: Tavenner, Marilyn (CMS/0A) < [
Sent Tuesday, July 23, 2013 8:43 PM

To: Park, Todd; Chao, Henry (CMS/OIS), Snyder, Michelle (CMS/OA)
Subject: Re: Meeting today ‘

Todd gave a great description of the meeting today -E
Todd in our camp and knowledgeable is very very helpfill!

From: Park, Todd [mailta

Sent: Tuesday, July 23, 2013 08:18 PM

To: Chao, Henry (CMS/QIS); Snyder, Michelle (CMS/0A)
Cc: Tavenner, Marityn (CMS/0A)

Subject: Meeting today

On another frant, close hoid, as a result of the fire drill fast night/this morning, and conversations that have been had
with BCBSA/AHIP in its aftermath, it looks like substantial improvements will happen in terms of the dynamic on that
front  Marilyn will discuss with you in more detail. So hopefully that fire drill was not in vain,

Massive, miassive, massive gratitude again for everything that Team CMS has done and continuesto do  may the Force
corntinUe to be with you, and God blass you,

Todd

QSTP ACA 0007267
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LETTER SUBMITTED BY REPRESENTATIVE SCOTT PETERS

Pt
H
i C DEPARTMENT OF HEALTH & HUMAN SERVICES Centers for Medicare & Medicaid Services
B
N -
' Administrator
NOV 14 2014 Washington, DC 20201

The Honorable Darrell Issa

Chairman

Committee on Oversight and Government Reform
U.S. House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

As follow up to your September 18" hearing, I am writing to update you that the Centers for
Medicare & Medicaid Services’(CMS) resolved the 22 technical recommendations in the
September 16® Government Accountability Office’s (GAO) report, “HealthCare.gov: Actions
Needed to Address Weaknesses in Information Security and Privacy Controls.” We appreciate
the GAQ’s work in this area and are using industry best practices to appropriately safeguard
consumer’s personal information. No person or group has maliciously accessed personally
identifiable information from the site.

CMS will continue to strengthen the security of HealthCare.gov throughout its second open
enroliment period. I hope you find this information helpful and I look forward to working with
you in the future on this important issue.

Sincerely,

Marilyn Tavenner
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Ranking Member Elijah Cummings
Gene L. Dodaro, Comptrotler General, Government Accountability Office
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MINORITY STAFF REPORT SUBMITTED BY RANKING MEMBER EDDIE BERNICE JOHNSON

The View from “80,000 Feet”:
Todd Park in the Run Up to Healthcare.gov

A staff report by the Minority Staff of the
Committee on Science, Space, and Technology
for Ranking Member Eddie Bernice Johnson
and the Members of the Committee’s Democratic Caucus

November 18,2014
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The View from “80,000 Feet”:
Todd Park in the Run Up to Healthcare.gov

To highlight the key findings of this report:

1.

There is ample evidence that Mr. Park played a very limited role in Healthcare.gov. He
was the person in the White Housc that others turned to when they had qucstions or needs
related to progress on the program. This produced a voluminous record of queries from
Park to the top management on the project at the Centers for Medicare and Medicaid
Services (CMS). Park was engaged in the effort to reach out to diverse communities, to
build cxcitement about gaining access to the healthcarc Marketplace. CMS relied upon
Park to assist them with interagency issues and in helping find resources when nceded.
None of that work could be described in any meaningful way as “substantial involvermnent
with the development of the website’s privacy and security standards™ or “intimately
involved with the development of the Healthcare.gov website”. Those quotes come from
the Majority’s staff report of October 28;

Having examined the complete documentary record from the White House, there is no
record that shows Mr. Park receiving the normal management tools that would be an
indication of intimate involvement in development. He did not receive the monthly
progress reports from contractors, nor are there records of any involvement in setting
contract requirements or giving managerial direction. There is no record that shows him
engaged in technical efforts at understanding or shaping the design or coding of the
Healthcare.gov web site. Those responsibilitics were retained at CMS.

Based on a complete review of records, the Minority staff conclude there is no credible
basis for an allegation that Mr. Park misrepresentcd his involvement in Healthcare.gov in
his testimony before the House Oversight and Government Reform Committee on
November 13, 2013;

Based on a complete review of records, the Minority staff conclude that there is no
credible basis for an allegation that Dr. Holdren misled the House Science, Space, and
Technology Committee in his representations about Mr. Park’s and OSTP’s involvement
in cybersecurity in the development of Healthcare.gov;

The Seience, Space, and Technology Committee’s Majority report of October 28, 2014,
which made serious allegations suggesting that Mr. Park misled another Committee and
Dr. Holdren misled our Committiee, relied on a creative mixing of documents, from
different people and periods of time, to try to create the impression that the allegations
against Mr. Park and Dr. Holdren should be taken seriously. The Majority report also
misquotes Mr. Park on a significant matter that unfairly suggests Mr. Park was not
truthful in his testimony before another Committee—we recommend that Members seck
to have the Majority correct that record immediately;

There is no evidence that Dr. Holdren had any meaningful involvement in Healthcare.gov
issues, and Park does not include him in his circle of officials engaged in the education
and outreach work on the launch of the Marketplace;
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7. The Majority attempted to ambush Mr. Park in a fake “briefing” where they were going
to surprise him with accusatory questions, selective documents, and a transcriptionist.
When the White House, nervous about the transcriptionist, backed out, the Majority
issued an accusatory report to push an unfair and unsustainable story-line that attacks Mr.
Park’s veracity and his reputation. There is no justification for such disrespectful conduct
towards Mr. Park.

BACKGROUND

This staff report is designed to provide background context and detailed documentary evidence
regarding a hearing to be held by the Oversight Subcommittee titled, “The Role of the White
House Chief Technology Officer in the Healthcare.gov Website Debacle.” This Committee has
held two prior hearings on Healthcare.gov and has sent scveral letters related to the site to the
Administration, but the focus of all prior work has been cybersecurity on the site.! The title of
the upcoming hearing suggests that the Science, Space, and Technology Committee has shifted
its focus from an area of clear jurisdiction, cybersecurity, to a broader set of questions about
program performance. The program was managed and launched by the Centers of Medicare and
Medicaid Services (CMS), an office at the Department of Health and Human Services that is not
typically considered to be in the Committee’s jurisdiction. No officials at the Whitc House had
anything to do with the day-to-day management of the army of contractors who were responsible
for carrying out all aspects of the project.

The Majority have telegraphed their messaging for this hearing both in their choice of a hearing
title and also in a staff report released October 28, 2014. That report was titled, “Did the White
House Knowingly Put Americans’ Sensitive Information at Risk? Committee Seeks to Clarify
Contradictions Surrounding Senior White House Official’s Role in Developing Healthcare.gov.”
That report makes several serious sounding allegations on very thin or tortured readings of an
incomplete documentary record. The Majority report presents a pastiche of quotes and memos
cited from different time frames, mixed together in clever but misleading ways, with many of the
quotes in the report not involving Mr. Park at all and with no effort to clarify which of those
things he may have known and which he certainly did not know.

Yet this stew of statements are woven together in a way that attempts to set the stage for a claim
that both Mr. Park, the former Chief Technology Officer and Special Assistant to the President,
and Dr. Holdren, the Director of the Office of Science and Technology Policy (colloquially, the
President’s science advisor), misled the Committee on Oversight and Government Reform and
the Committee on Science, Space, and Technology. The report quotes, and, in one instance,
misquotes, Mr. Park to prove the central allegations of the report: that Park was “intimately
involved with the development of the Healthcare.gov website.” and he had “substantial

!, U.S. House of Representatives, Committee on Science, Space, and Technology. Is My Data on
Healthcare.gov Secure?, Hearing. 19 Nov 2013. 113" Congress. U.S. House of Representatives.
Committee on Science, Space, and Technology. Healthcare.gov: Consequences of Stolen
Identity, Hearing. 16 Jan 2014. 113" Congress.
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involvement with the development of the website’s privacy and security standards”. If those
claims were true, Mr. Park could be accused of misrepresenting his position in testimony before
Chairman Issa on November 13, 2014. And if the second allegation were true it may also lead to
a conclusion that Dr. Holdren made misleading representations to this Committee. These
allegations, if supported by documentary evidence or witness testimony, could potentially place
Mr. Park in legal jeopardy. Given the large personal stakes for Mr. Park, the irresponsible way
the Majority manipulate the record to try to support their incredible claims is especially
disturbing.

Two of Mr. Park’s quotes from the November 13, 2013 House Oversight hearing are made much
of in the Majority report.

When Park was asked if, knowing how October | turned out, he would have asked to see the site
launch “delayed or pushed back,” Park responded:

“I don’t actually have a really detailed knowledge base of what actually
happened pre-October 1. I don’t know what levers were available. So I
would hesitate to make any point now.”

When asked about how much more testing of the website Park would have done prior to
launching, the Majority report reads:

“I am not even familiar with the development and testing regimen that
happened prior to October 1. So I can’t really opine about that,”

This second quote is particularly threatening to Park because there is a significant e-mail chain of
July, 2013 that shows Park getting a detailed account of development and (non-cyber) testing
from Henry Chao (Deputy C10, CMS) and Michelle Snyder (COO, CMS).4 This chain calls into
question the seemingly absolute claim made by Park. Howcver, the Majority staff report,
drawing from the “official” transcript produced by the Majority of that Committee,

2 “Djid the White House Knowingly Put Americans’ Sensitive Information at Risk? Committee
Seeks to Clarify Contradictions Surrounding Senior White House Official’s Role in Developing
Healthcare.gov,” A Report by the Majority Staff of the Science, Space, and Technology
Committee, U.S. House of Representatives to Chairman Lamar Smith, Commiittee on Science,
Space, and Technology and Chairman Paul Broun, Subcommittee on Oversight, October [28]
2014, p. 6.

3 Ibid, p. 6.

#, Exhibit 1 contains White House records that show a common pattern for Park: he is tasked by
the White House to learn something; he turns to Chao and Snyder for information; then reduces
their information into a bite-sized chunk. In this example he takes four pages of detailed testing
and roll-out information from CMS and turns it into a 4 point Powerpoint slide for a White
House briefing.
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misquotes Mr. Park’s reply. Instead of claiming he was “not even familiar”, what Mr. Park
said was:

“I am not deeply familiar with the development and testing regimen that
happened prior to October 1.~

The official Oversight and Government Committee transcript is contradicted by commercial
news service transcripts on this point. More importantly the recording of the hearing bears out
that the Majority got it wrong, Mr. Park says “not deeply familiar”. We cannot account for the
transcription practices of another Committee, but our initial inquiries to the White House and
suggest that the Oversight and Government Reform Committee did not submit the transcript to
them for review. There is a world of difference between what appears to be an absolute denial of
knowledge (“not even familiar”) and a qualified denial of knowledge. The documentary record
from the White House shows no reason to believe that Park’s actual statement is at all inaccurate.
The bottom line is that the Majority staff of this Committee used an inaccurate quote to try to
make it appear Mr. Park perjured himself.

The Majority staff report made these poorly
documented allegations before receiving White House “The bottom line is that the
materials from the critical months prior to launch of oo N
Healthcare.gov (May through October 1 of 2013). Majority staff of this
Now, the White House has turned over thousands of Committee used an
pages of documents that shed more light on Mr. .

Park’s involvement in Healthcare.gov. Upon a 1naccu.rate quote tp try to
review of that fuller documentary record, it is make it appear Mr. Park
impossible to sustain an assessment that Park was, as perjured himself.”

the Majority report put it, “intimately involved with
the development of the Healthcare.gov website.”

Based on the most recent White House document production, it is easy to demonstrate that Park
gathers a lot of information on a wide array of issues related to the program. However, using the
description that he was “intimately involved™ in the project implies a direct, daily managerial
contact with the army of contractors. There is no document that shows such contact. In fact, the

3. Page 98 of the transcript from the Issa hearing with Todd Park has this quote — in response to a
question from Congressman Gowdy about testing before the launch of the site on October Ist:
Mr. PARK. I am not even familiar with the development and testing regimen that happened prior
to October 1. So I can’t really opine about that.” In Part 2 of the video linked below, at about
22:15 seconds, in response to Congressman Gowdy’s question on testing Park actually says: Mr.
PARK. “I am not deeply familiar with the development and testing regimen that happened prior
to October 1. So I can’t really opine about that,” hitp://oversight.house.gov/hearing/obamacare-
implementation-rollout-healthcare-gov/ Page 47 of the Federal News Service transcript, has
Todd Park saying: MR. PARK: So I'm not deeply familiar with the development testing
(regimen ?) that happened prior to October I, so I can't really opine about that -- (inaudible).
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documents reveal largely superficial contacts with contractors, usually mediated by CMS staff
and focused on morale building rather than web design. This report highlights several examples
of Park’s real role--what it was and what it was not--and we are attaching over a hundred pages
of previously unreleased White House materials so that people can come to their own opinion.

There is circumstantial evidence that the Majority has an animus towards Mr. Park, and that
evidence rests on activities that are largely outside the public’s view. In both the meeting of the
Subcommittee to issue a subpoena for Mr. Park and in their staff report, the Majority make much
of the fact that Mr. Park cancelled an appearance for a Subcommittee Member’s briefing for
scheduled for September 10, but they have not been transparent about what led to that
cancellation or their plans for that event.’ In August, the Majority received documents from the
Committee on Oversight and Government Reform that covered communications between HHS
and Mr. Park. This Committee had not previously received those materials, and the Majority
staff relied upon thesc materials to write their accusatory October 28 report. However, the
Majority did not tell Mr. Park or the White House that they had received those materials. The
Majority were even reluctant to tell the White House that they had engaged a court reporter to
make a transcript of the “briefing.” The Majority appeared to be welcoming Mr. Park to come
brief them, while planning to get him into the room, without counsel and without notice that they
possessed materials they believed would show he had misrepresented himself, and transcribe the
confrontation. The Majority’s planned September 10 ambush of Mr. Park was designed to place
him in serious legal jeopardy. If this conduct does not telegraph animus, and disrespect, it is
hard to know what would.

In evaluating the claims that Mr. Park was “intimately involved with the development of the
Healthcare.gov website” and had “substantial involvement with the development of the website’s
privacy and security standards”, one cannot lose sight of the fact that the development of the site
was a product of contractual relations between CMS and the contractors on the project. By law,
only CMS officials could set or change requirements and define deliverables. In none of the
material provided to the Commitiee is there any evidence that anyone at the White House, and
certainly not the Chief Technology Officer (CTO), took any step that directed requirements or
deliverables. Nor are any of the usual documents used to maintain insight and control over a
project--especially the monthly performance reports from contractors--found in the White House
records.

In an interview with the House Oversight and Government Reform Committee, Michelle Snyder,
the Chief Operating Officer at CMS (and Henry Chao’s direct superviser on the development
project) was asked about Park’s role in the development and she said this:

¢ Withdrawal from the briefing is mentioned on the second page of the body of the Majority’s
staff report. “Risk?,” p. 4.
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“I would say with Todd, you know, Todd operates at a -- and again a good way to
think of this is, if I say Henry is ground level, and I'm 40,000 or 50,000 feet,
Todd is 80,000 feet.”

The actual documentary record confirms Snyder’s
characterization. The records demonstrate that Park

did not have intimate day-to-day exposure to the “@

program, the contractors, the development’s progress (I)f I Say Henry
or problems, and he had no authority to tell anyone to is ground level,

do anything. He dipped in and out of Healthcare.gov ’

as his leadership’s needs bubbled up or requests for and ’m 40,000 or

help with resources or interagency issues came to him
from CMS. He ended up covering a lot of different 50’000 feet’ Todd

issues with the experts at CMS, but his involvement s 80,000 feet.”
was not sustained and it was not a managerial

involvement. He served more like a press secretary or Michelle Snyder, Chief
legislative assistant--to use an analogy that makes Operating Officer, CMS

sense in the context of Congressional offices--where he
asked questions of the experts, gathcred some materials
from them and then boiled it all down to a powerpoint slide or a few bullet points for use with
the press. Park’s exposure to the development of IHealthcare.gov was wide but not deep,
episodic not eonstant, and acting as a supporter not manager. Based on the documentary record
from the critical months of May to October of 2013, the most accurate description of Todd Park
on Healthcare.gov development is that he was a knowledgeable outsider to the development and
validation of the website prior to October 1, 2013.

“Park’s exposure to the development of
Healthcare.gov was wide but not deep, episodic not
constant, and acting as a supporter not manager.”

TODD PARK AS CHIEF TECHNOLOGY OFFICER OF THE UNITED STATES

Todd Park left a highly successful career in the IT innovation world to join the Obama
Administration, first (in 2009) as CTO for HHS and then, in March of 2012, President Obama
named him Chief Technology Office of the United States. Park had co-founded athenahealth in
1997 and then in 2008 co-founded Castlight Health. Both firms were very successful working ir
the market space of providing information technology tools to make healthcare delivery more

7. Transcript of Interview with Michelle Snyder by the staff of the Oversight and Government
Reform Committee, December 3, 2013, p. 192.
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effcctive and efficient. His co-founder at athenahealth was Jonathan S. Bush, a cousin of
President George W. Bush.

The receipt of over 8000 pages of White House documents related to Healthcare.gov responsive
to the Committee’s request, is useful for the work of the Committee, but distorts Mr. Park’s
actual work. While no one denies that Mr. Park had contact with CMS regarding issues related
to Healthcare.gov, it would be a mistake to pigeon-hole Park solely as the “HealthCare.Gov” guy
in the White House. As CTO in the White House, Park oversaw multiple efforts to use IT and
the internet as a means to make the government more responsive and transparent to the people,
and to take steps to spur the spread and infusion of technology across the economy and society. 8
While his position certainly gave him extraordinary insight into how things were unfolding in the
development of an online healthcare marketplace, his attention was pulled across a wide range of
initiatives simultaneously. The Majority are trying to define Park’s job as solely about
developing the online Marketplace, Healthcare.gov, but he did not have the luxury to work on
that and nothing else for the months leading up to its launch.

Park led initiatives aimed at a wide swath of opportunities to use technology in creative ways.
He was responsible for the Open Data initiative to put government data on energy, health,
education, finance, public safety and global development online. He oversaw “My Data” which
is designed to give citizens secure access to personal information about themselves with
initiatives such as “green button”--where private sector energy companies make data about
energy usage available to consumers. Initiatives to improve disaster response and to fight human
trafficking also fell to the CTO. The CTO was engaged in “ConnectEd”, an initiative to expand
broadband access for k-12 schools and to improve training and course materials available to
teachers for digital learning. The CTO was also supporting a wide-ranging effort to use the free
up more spectrum to spur innovation and bring more, higher quality services to consumers and
businesses. The CTO worked on internet policy for the Administration, including how to
balance online privacy against the need for an open, innovative internet. Park established the
Presidential Innovation Fellows program to attract bright innovators from the private sector to
come work for up to a year with a paired innovative government official to address a targeted
problem. The CTO also works on the President’s “Open Government” initiative to make the
government more transparent, responsive and collaborative.

These were initiatives “owned” by the CTO. In almost all of these areas, Park is overseeing an
interagency process that would require a lot of collaboration, communication and cajoling of
agencies to make progress. A fuller examination of Park’s record of emails would reveal the
breadth and energy of Park’s involvement as CTO; Healthcare.gov was just a small piece in a
very large pie. Park brought to his job the experiences of leading successful startups in the
competitive, fast paced IT and venture capital world. His approach relies on “open innovation”
or “crowdsourcing” and the “Lean Startup” philosophy of getting small, dedicated teams focused

§ Exhibit 2. This profile from the New York Times provides a good exposure to how Park was
thinking about Information Technology challenges as CTO and the profile is not all about
Healthcare.gov in large part because Park’s job was much larger than just that.
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on achieving what is doable, and then, through rapid innovation and continuous improvement,
building out from that base. Park was trying to bring these values to his work across the board as
CTO.

Park was pulled into work on Healthcare.gov by colleagues at the White House or at CMS when
they had specific needs. He was clearly trusted by all sides to understand the chalienges of a
technology start-up, which is essentially what CMS was doing in their development of the
website. However, he himself had a full time job just tending to the CTO’s wide portfolio of
initiatives and Healthcare.gov was very much a sideline that left Park at a very great distance
from the day-to-day management of the project.

This is not to say that Park was not tempted to ask questions and brainstorm with technical
people working on the Healthcare.gov project when he had the chance--he had been a brilliant
developer in his start-ups. But he did not have the bandwidth to stick in that role, knew that too
much interference would actually hinder the build being managed by CMS, and, on those rare
occasions when he slipped up, CMS was not afraid to yank his chain and teil him to back off.

9 EXAMPLES THAT TODD PARK WAS NOT INTIMATELY INVOLVED IN
DEVELOPING HEALTHCARE.GOV

The attached documents are designed to let fair-minded readers form their own opinions, but we
believe that the evidence on Park’s role is very clear and can be well illustrated with nine
examples.

1. Park and the White House Could Not Direct Contractors

On June 29, 2013, the Deputy Chief Information Officer at CMS, Henry Chao wrote to Park
regarding a meeting Park had with a subcontractor, 1deo. Chao wrote,

“T wanted to talk to you about a meeting you had with Ideo. Apparently
something was misinterpreted from what you said and the top dog you met with
circled back to OC [the CMS Office of Communications; OC was in charge of
certain kcy elements of the user experience interface] and started to work on an
alternate rendering of the paper form as if they were instructed to foilow a
different set of requirements. This is a pretty big issue since Ideo does not get to
change requirements and scope without it coming from CMS directly. If there’s
anything you can do to help clear this up we would greatly appreciate it, or rather
the program would appreciate it since it will hold the line of confusion and risk.”

Park responds, “Will work on making (this) happen as you’ve requested and report back!” Mary
Wallace, Deputy Director in the Office of Communications at CMS reinforced Chao’s message:

“... T think the real concern is to not have contractors trying to interpret what they
think you or others from HHS or the White House asked them to do. The biggest
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help would be for ail of you to carry the message that the best thing IDEO (or any
contractor) can do is what CMS is asking them to do... Wec have a lot of
contractors supporting this effort and we are working hard to keep them all on the
right track to get everything done in time.”

Park responds: “Hi Mary, thank you for the flag, will absolutely do!”

Todd reports back that same day, “I1i team, just pinged Team IDEO (including the CEO}) and
said that they should be sure to follow CMS’s lead, and that CMS is the unambiguous
operational leader of all of the Marketplace work, in case that wasn’t clear ©... But what I’ve
clarified in our follow-up ping is that we are going to circle back with CMS on this (to
understand current UX [user experience] decisionmaking process and if any further support/air
cover for user-centric-ness is needed on an ongoing basis...” There is no evidence that this
“circle back” ever happens, and as the record revealed, Park himself could not get a hands-on
user experience of the website until September. However, this exchange shows that CMS was
elearly in charge—the kecpers of requirements and scope on the project and the only ones with
the power to direct contractors. It also reveals that Park’s natural orientation is not towards a
deep understanding of the scope and requirements of the contract or an appreciation of the
challenges of managing and integrating a large team of Federal contractors; thosc issues, which
Jie at the heart of what was delivered on October 1, were solely the domain of CMS.*

2. CMS Refuses Park’s Offer to Help with “Creative Solutions” on Spanish
Translation

On September 12, Park sends a note to Marilynn Tavenner about why the roll-out of functional
Spanish language translation for the Healthcare.gov site would not be ready by October 1.
“Macon {Phillips, White House Director of New Media) pinged me, and asked what the root of
the technical issue was and if a creative solution might be possible. 1 said that [ would check
with you © Might you be able to circle back with your tech team on this question? 1If it would
be even remotely helpful, I would be more than happy to join the technical conversation as well.”
In a follow up e-mail that same day, Park writes, “To help with internal understanding here at the
WH (and therefore with mobilizing energy and help for external messaging!) would you mind if
I got on the phone with Henry {Chao] for 5 min to get a quick download on the tech details?”

Tavenner says, “Yes, but go through Michelle [Snyder--the Chief Operating Officer at CMS]
first... Todd I need folks to understand the VERY best way they can help us -is to reach out to
the advocates -educate them and garner their energy/support.” Tavenner loops in Aryana Khalid
[Senior Advisor to Snyder} of CMS who responds to Park and closes with: “T know you are
trying to help us and we so appreciate it. What we need is folks focusing on what they can do
which is the messaging and talking to the advocates, not focusing on the IT or trying to come up
with creative solutions to solve this. I hope this makes sense.”"

° Exhibit 3.
10 Exhibit 4.
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“What we need is folks focusing on what they can do
which is the messaging and talking to the advocates, not
focusing on the IT or trying to come up with creative
solutions to solve this.”

Aryana Khalid, CMS to Todd Park, White House, CTO, September 12, 2013

Note that at this point, Park feels the need to ask permission to interrupt Henry Chao, who was
doing the day-to-day management of the contractors on the project, to get 5 minutes to pursue
this question. How can anyone sereiously think Park is intimately involved in carrying the
technical side of the program to completion? In any case, the response to his offer of technical
assistance is a very clear message to stay in the lane of education and outreach and not to get in
the way of delivery on the system through technical interventions. Park does not press his offer.

3. Chao Kills “Open Innovation” on Healthcare.gov

The start-up philosophy that was espoused by Park and others at the White House ran right into
the wall of Henry Chao’s awareness that he had to build a site that would meet federal sccurity
standards and not muitiply opportunities for fraud. In this clash of cuitures, Chao was a clear
winner.

On June 22, David Simas (WH Deputy Senior Advisor for Communications and Strategy) starts
a long e-mail chain titled “this is great” about a blog post by Alex Howard. He sends his note to
Park and Tara McGuinness (Senior WH Communications Advisor working Healthcare.gov).
Park replies, adding Bryan Sivak (CTO/HHS) to the chain,

“I believe what Alex Howard is discussing in this (great) piece is the new
Healthcare.gov content site, which is up and running, and for which the code has
been posted on Github (an online repository for open source code). The content
site will front-end the Marketplace -~ but the actual Marketplace eligibility-
checking/enrollment/plan compare functionality is not up yet. Bryan, can you
confirm/elaborate? Thanks!”

Sivak offers a long reply that includes:
“we are going to publish the code this week... if you take a look at the

/developers page you’ll see that we have detailed the programmatic mechanisms
for accessing content, but have a “coming soon” where the links to the GitHub
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repos are... This is a paradigm shift for the federal government and the fact that
its happening on Healthcare.gov is a really big deal for the tech community.”

There is more back and forth on this, focused primarily about how to get the word out about this
innovation to the technology press/community, but the basic point is that letting other developers
look at the code can be used as a means to quickly optimize performance and even expand
functionality. This is a clear manifestation of a private sector approach of “crowdsourcing”
innovation applied to the government. Github’s slogan is: “Build software better, together.”

However, Henry Chao weighs in a few days later. On June 28 he writes to a long list, including
Sivak, Park and all the key CMS people:

“I want to express my reservations about putting nearly all the source code for the
he.gov/Marketplace Portal Website on Github and making it available for
absolutely anyone in the entire world to use. While in its current state it does not
contain the code for the Online Application, someone with less than honorable
intentions can easily stand up a shadow site that would fake out the general public
and they can do it easily and literally in just a day or less. While I believe and
support sharing and being open about our codebase 1 think we have to balance
that with safeguarding security, privacy, and the public trust.”

That email squashed future GitHub rcleases of code and the sensitive “backend” of the program
was never put up.'' This chain illustrates the culture clash between the entrepreneurial practices
from Silicon Valley and the complex statutory and regulatory environment that the day-to-day
managers of a multi-billion dollar acquisition know they have to live with."? In this area, the
second set of considerations trumped the “innovation” of the first set of values. Also, one can’t
Jose sight of the fact that the discussion around this matter is about how to work the press to get
maximum exposure for progress on Healthcare.gov.

4. Park Not Welcome at July “Readiness Review”

In July, Park spends five hours in a “deep dive” briefing with Henry Chao to understand how
development of the Marketplace was proceeding (this appears to be the only “deep dive”
between July 1 and October 1). Chao would have been boiling down hundreds of hours of work
across the full array of development issues to give Park a sense of where they are because Park
did not have that kind of time to give to the project. Park asks if he can attend one of the
upcoming Readiness Review meetings that was to be an end-to-end walk through to cover where
things stood with CMS and all the contractors. Chao initially seems to agree because he has
Todd’s scheduler engaged to set time aside for Park.

', Adrianne Jeffries, “Why the government unpublished the source code for Healthcare.gov,”
The Verge, October 18, 2013.
" Exhibit 5.
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In an email that goes to Tavenner, Khalid, Snyder and Chao, Park writes:

“I am very much looking forward to being

a fly on the wall at the E&E readiness “Flys on the wall
review on the 19th. T’il be able to attend
from 11 am to 4 pm... David Simas is very are Seldom

interested in being a fly on the wall for a

walkthrough of the FFM web workflow, and inViSible and Often

also would love to soak up a sense of the . .

underlying complexity of the overall dlStr aCtlng! ! !”
Mktplace machine.... he would really

appreciate the opportunity, and/but also Michelle Snyder to Todd Park about
doesn’t want to disrupt things in any way.... attending an all-contractor

(FYT, I’ve briefed him in detail about the fact | readiness review on July 19.
that we’ve locked down business
requirements and are in pure operational
execution mode for Oct1/Jan 1). Thoughts?”

It takes 9 minutes for Snyder to respond:

“We need to talk abt (about) attendance at readiness reviews. I am sure you can
anticipate my position on that Flys on the wall are seldom invisible and often
distracting!!!!”

Chao weighs in half-an-hour later:

“My recommendation is that the readiness revicw in which we conduct (sic) is not
really conducive for being an observer at this point and we should stick to the
briefing format for you at various intervals.”

Park then graciously withdraws from the event.
5. Park Can’t Get a Hands-on Walkthrough of Healthcare.gov

Beginning in July, Park asks Snyder and Chao if he can come do a walk-through of the live
system. First he asks for a hands-on “tour” in Baltimore for August 5. After much negotiation
(partly because others from the White House want to come), they set a time for the evening of
August 8. On August 2, Chao writes to Park saying that Snyder has advised that the WH tour
should be combined with a similar visit by Marilynn Tavenner expected to happen the week of
August 26, Park says fine and explains to his colleagues that the exercise was being postponed.
On August 22, Tavenner writes that she is on vacation that week and would look to do a
walkthrough the week of September 3. So the live experience of the system Park tried to
arrange for early August did not occur until at least September 3. It is hard to reconcile the
claim that Park was deeply involved in the development of Healthcare.gov with the reality that

12
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Park could not even get access to the web site experience as it was being developed. And when
he finally gets what he asked for does it is in the context of a big group visit.

“It is hard to reconcile the claim that Park was
deeply involved in the development of
Healthcare.gov with the reality that Park could not
even get access to the web site experience as it was
being developed.”

Keeping Park on a short leash for his contact with technical people, precisely to guarantee that he
does not distract them from their tasks, leads to this amusing exchange regarding a September 24
visit to the Herndon center. Snyder writes to Chao, Park and Tavenner:

“I have requested that the security cameras at Herndon be loaded
with facial recognition software so that if either of you [Park or
Tavenner| wander into a restricted area armed with a set of
questions alarms will sound...”

Park responds: “Will absolutely obey all instructions with precision!! And really looking
forward to the visit -- and more than anything, thanking everyone from the bottom of our
collective hearts for the truly incredible work they are doing ©” Tavenner reports back later: “I
kept Todd under control (well sort of). Henry thanks for a great visit!!!” 14

6. CMS Uses Park to Help When They Have WH, Interagency or Resource
Issues

Park intervenes on several occasions to help CMS (most often at the behest of Henry Chao) out
of jams of one kind of another. Park is tireless and uncomplaining when given these tasks and
clearly views it as something he can do to help create the space for CMS to succeed in managing
the program. Park speaks directly with Blue Cross and Blue Shield executives about why logos
cannot be integrated into the site by October 1, and also lets WH staff who may be interested in
helping BCBSA push back know that it could create program risk."> Park helps Henry in August
by arranging a call with executives from RedHat to make sure their very best people are put on
Healthcare.gov development, and to ask for very specific types of specialists that Chao needs.

13 Exhibit 7.
** Exhibit 8.
13 Exhibit 9.
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When it succeeds, Park offers to contact the Federal agencies who would be losing some of those
specialists in the “surge™ around Healthcare.gov and also says if they need any other “surges” to
just ask and he would pitch in to help make it happen. ’® A few days before the system goes live,
Tavenner asks Park to contact the state-based markets leaders--clearly a task she was to do but
felt she could not make time for. He spent two days tracking all 15 state I'T leaders down and
reported back.

In the last days before the Marketplace was to go live, Chao contacts Park to see if the White
House can help arrange transport of server hardware from Florida to Culpeper, Virginia so that
the communications center CMS had there could handle the expected volume of consumers
logging onto the site. Park dutifully goes up his chain to see what is possible while helping them
try to find a private sector solution. In the end, Verizon and CMS find that FedEx can do it using
a special service and they go with that option.'” Park’s behavior clearly shows that he views
himself as a resource multiplier for CMS, and he is always ready to throw his weight behind theii
requests for help.

7. Park is an Information Aggregator for the White House: Cybersecurity 1

As CMS uses Park to mobilize assistance from the White House -- provide “air cover” in Park’s
phrasing -- staff at the White House turn to Todd Park to get information from CMS on a host of
issues related to Healthcare.gov--records provided to the Committee show him doing this on
development in July for a WH briefing and on Hispanic community outreach in September.
However, much has been made by the Majority of Park’s “involvement” in cybersecurity, and so
we believe that matter should be dealt with in detail. A review of the broad doeumentary reeord
provided by the White House makes it very clear that Park is engaged in this matter in the
August-September timeframe in response to concerns by the people he works for at the White
House who desire to have a clear, convincing message on security. The White House was very
aware that the press and Republican Members of Congress, were starting to spin up stories about
the security of the site and so it was natural for White House staff to get up to speed on the
development’s progress and to directly address any interagency needs for policy. At this time,
there is also a report out from the HHS Inspector General about testing and security of the Data
Hub part of the development for Healthcare.gov.

Park’s communications throughout this time clearly reflect his role is almost exclusively about
message development and information gathering. He most definitely was not managing
cybersecurity development of Healthcare.gov.

In August, the WH begins to ask questions regarding cybersecurity and privacy; Todd Park is

tasked with gathering information. Park turns to the experts at CMS for help. On August 23, he
writes to Michelle Snyder, Tony Trenkle, and Marilynn Tavenner with a subject, “Cybersecurity
bullet points needed.” “WH folks would love to get three basic bullet points describing how

16 Exhibit 10.
17 Bxhibit 11.
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we will protect the Marketplace from cyberattack. Many apologies, but if we could get these
by COB today, that would be fantastic is that possible? Below are three strawcase bullet points
folks have drafted fecl free to edit/change any way you see fit. See notes following each bullet
as well.”

It is not clear that Park even drafted these bullets, but the questions he writes are revealing of his
lack of eonfidence in the points. On the first point he notes, “want to make sure this is
stated/framed accurately.” On the second point he writes, “you may want to replace this bullet
entirely with another bullet that describes CMS’s cybersecurity approach and capabilities. If you
want to add more than one bullet on that, that’s also totally cool.” In the event, CMS rewrites all
three points with the first and second point reflecting substantially new information.’

This exchange sets the stage for an email thread titled, “Cyber next steps,” which is made much
of in the October 28 Majority staff report’s effort to paint Park as intimately involved in
decisionmaking around cybersecurity. The origins of the string are not clear in the materials
included in the Majority’s report, but documents provided by the White House suggest there was
a push to get a coherent message together due to external inquiries. The first email is from Park
to Tony Trenkle with a cc to Michelle Snyder and it lays out three points. The first point is:

“We should convene a work session in the next

week with you, Teresa, Frank Baitman [CIO at
HHS], his CISO, and probably a DHS person
and DOJ person (she [Snyder] was thinking
someone who has cxperience going after
cyberattackers), plus any other folks you want to
have there to discuss how to protect the
Marketplace from cyberattack. This would
include a discussion of our defenses, the threats,
and our responses to the threats. I would
absolutely love to be part of as much of this
meeting as I can, but also don’t want to be a
scheduling bottleneck, and it should really
happen sooner rather than later... You should
go ahead and schedule the meeting, and I will
try to be there for as much of it as I possibly
can!”

“I would absolutely love to
be part of as much of this
meeting as I can, but also
don’t wantto be a
scheduling bottleneck, and
it should really happen
sooner rather than later.”

Park to CMS staft in discussing the
need to have an interagency meeting
on cybersecurity and the
Marketplace, August 28, 2013

Park’s note makes clear that he does not view himself as central to the substance of the
cybersecurity discussion that is proposed--the conversation can go on without him. That is not
the attitude of a person who is directly involved in shaping cybersecurity aspects of
Healthcare.gov. And the point of the meeting would be a memo for the White House that lays
out response steps for protecting the site from malicious attack.

18 Exhibit 12.
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Later, that very same day (August 28), he again writes to Tony Trenkle, Michelle Snyder, Frank
Baitman and Aryana Khalid:

“Aryana and I were also just in a meeting where we got some additional insight
that is helpful:

e There is a cyber and ACA subcommittee hearing happening on
September 11, so it probably makes sense to target putting together a
memo by end of next week (and talking with Alex Karp by the end of
next week to help inform the memo will try to set up time with him
for Thursday the 5th)

o [t sounds like fotks would like the memo to cover (1) our preparation
for and defenses against cyberattack, (2) what would our
response/action be if an attack/crisis happened, and (3) how would we
prosecute attackers. The roster for the meeting Michelle
recommended (to include DHS and also DOJ to handle the prosecute
part) sounds spot on.

* Potentially for incorporation in the memo: external validators who
could speak to the quality and strength of CMS cyberdefenses, should
that become useful. Alex Karp could be one, but might you have
others as well?

The memo is again for internal eyes only, but it sounds like people will draw from
it in appropriate ways for external communications purposes as well.”

This email puts the first one in the chain in a clearer light. White House concerns about having a
strong, clear message on cybersecurity, and making sure there was a coherent interagency
strategy, drove Snyder, Trenkle and Park to begin planning. What must have been an
interagency meeting provided Park with more clarity about exactly what was desired by the W
for the memo.

The idea that it was an interagency meeting on ACA is confirmed by an email on August 29

from Edward Siskel (White House Counsel) to a long list of White House staff (Todd Park is
among them) and including representatives from Justice, HHS, the Federal Trade Commission
and probably DHS. Siskel wrote, “Thanks again for participating in yesterday's mecting and for
all the work you have been doing to help protect consumers during the roll-out of the
Marketplaces. Below is a list of do-outs from the meeting based on my notes.” All of the to-
do’s on this document have to do with public education materials regarding fraud and an effort to
identify external validators who can speak to “public education/outreach, intake process, value of
Sentinel, prosecution, etc.”

There are several places in the records where Park helps locate or asks for “external validators.”
This is a strategy whereby a quotable expert is found who can confirm for reporters that a

16
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particular plan or point is credible. This is a common technique that is used in Congress as well
as the White House. When a story is pushed out, those doing the pushing also provide the names
of experts who can speak to the credibility of the claim to “validate” the story.

Starting September 2, there is a (relevant) new thread started by Todd Park in an email to Chris

Jennings, the President’s Senior Healthcare advisor. The email contains “cybersecurity
background points for (redacted).” We know the redacted meeting referred to was a scheduled
Presidential briefing. Park shares the same points developed by CMS on August 23 with a few
updates from the August 28 initiative. Jennings writes back to Park:

“Ok, thanks Todd. Quite helpful and wili serve as a placeholder for (redacted) We need
to have all of this locked down for the September 11th hearing we also have to have
strong message with Justice, FTC, HHS and others for our enforcement event the week of
the 16th. Tknow we had reference somewhere to current federal standards sand how they
exceed private sector as well as track record of protection from attacks. Can you or
someone provide that reference for me to bolster confidence building tomorrow? Thanks

much for all. And safe and fun travels my friend.”

Park shares with CMS people looking for more details
on the idea that federal standards are more rigorous
than private sector standards. At 1:38 am on
September 3, Park sends to Jennings an expanded set
of bullet points that addressed Jennings’ question.
These were done up by Frank Baitman (HHS) and
Tony Trenkle (CMS). Later, Chris Jennings writes
back to everyone to thank them for their help and to
report the meeting went well.”?

Instead of being a decisionmaker on cybersecurity,
Park is involved here in what is an effort to prepare
external messages and firm up interagency
coordination on policy because of increased attention
on The Hill and in the press. Significantly, nothing in
these records suggests that Park is drilling down into
the development of cybersecurity tools in the
Healthcare.gov website, or the testing of those
methods or anything of substance about FISMA
requirements--the things that the Committee has had
testimony about in prior hearings. When Jennings

“Significantly, nothing
in these records
suggests that Park is
drilling down into the
development of
cybersecurity tools for
the Healthcare.gov
website, or the testing
of those methods, or
knows anything of
substance about
FISMA requirements”

refers in his September 2 email to how Federal websites have more rigorous security standards
than the private sector, Park cannot respond in substance, but has to send it to CMS to handle the
issuc. Time and again, he turns to CMS for expert knowledge in an area he is not expert in to

1 Exhibit 13.
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inform the work of the White House. It is absurd to try to turn any part of this exchange into
some evidence that Park had a substantial role in managing or developing cybersecurity code,
requirements, standards, testing or performance for the website itself. An important point to
note: Henry Chao, who is so often Park’s contact on CMS issues, is not in charge of
cybersecurity development for the site.

8. Park as a Spokesman: Cybersecurity 2

Not to diminish the value of spokesmen, but in complex, modem organizations they are rarely
the principals in carrying out policy or directing resources. In his CTO hat, Todd Park often
played the role of spokesman to the press regarding IT initiatives for the Administration. There
are multiple examples of Park seeking information from CMS (not directing them to do things,
but asking for their help) about Healthcare.gov in preparation for media contacts, but because
cybersecurity is so important to the Majority’s (mis)characterization of Park, it is important to
examine an example of how Park worked with CMS to prepare for a press call.

On September 17, the Healthcare.gov team at the White House finished up editing and clearance
on a press release entitled, “Obama Administration announces a coordinated interagency effort to
prevent and detect consumer fraud in the Health Insurance Marketplace.” This is obviously a
release which has its roots in the education and outreach effort Park participated in as discussed
above in item 7. The Office of Communications sets up a background call with the press for
September 18. Park writes to Jessica Santillo of White House Office of Communications,

“Hi Jessica, I'm signed up to help with the call!

Looping in Tony [Trenkle], Frank [Baitman], and “I’ve let Jessica
Brian [Cook of CMS]. Two questions: 1. Is the
call on background, or on the record? 2. Can know that yYou guys

Tony Trenkie and Frank Baitman join me on the
call? They are the folks who know the details, are the font Of

and it would be super-helpful for them to be on.” detailed kn 0wledge

Initially Santillo says that is fine and tells him the call on CMS/HHS
will be on background according to *“White House

officials”. Then Communications decides the call should cyber and that I
be WH only leading Park to write to Trenkle, Santillo, can talk to it at a

and Baitman (as well as others at CMS) "
general level only.
“it looks like the background call tomorrow is
with WH folks only, with detailed inquiries tobe | park 1o Santilio, Trenkle, Baitman
referred to agencies... I've let Jessica know that regarding an upcoming press call,
you guys are the font of detailed knowledge on September 17, 2013

CMS/HHS cyber and that I can talk to it at a

general level only.”

18
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This tone of acknowledging that the website technical experts reside at CMS is completely
consistent with everything Park testified to before Chairman Issa on development more broadly
and also is consistent with subsequent characterizations made by Dr. Holdren to this Committee.

Park sends around talking points on cybersecurity for their review, but acknowledges they are
drawn from the past materials that had already been worked up on the issue-—meaning that CMS
had already approved (and re-written) much of it before. The next day, September 18, the day of
the call, Park writes to Trenkle and Baitman with additional questions. These are significant
because they demonstrate the state of Park’s confidence in cybersecurity matters just two weeks
before the roll-out of Healthcare.gov. The first question:

“And Tony, one more background question: is it the case that the security testing
is done by an independent contractor managed by CMS info security staff, and
that the review of results, assessment, and signoff happen via you, the CISO, and
CMS info security staff? Thanks!™

Twenty minutes later he sends another email,

“And Tony and Frank, sorry, one more background question: the press release
today says: “Together with our interagency partners, CMS has developed a rapid
response mechanism to respond to a potential data breach and mitigate the effects
of attempts to jeopardize the integrity of the Hub and the database it connects™ Is
this the same thing as the Incident Response capability discussed in Marilyn’s
letter, but with souped up interagency coordination? Or is it something
different?”

Trenkle confirms that he has both characterizations right. Baitman also sends a reply, but it is
responding to another question that Park had buried in his draft talking points about how many
Authority to Operate (ATO) security certificates would be issued for Healthcare.gov. Park
thought there would be multiple ATO’s issued; Baitman says just onc for whole system—this
key point Park got wrong,20

It is significant that Park is uncertain about these very basic points. Anyone substantially
involved in the cybersccurity side of Marketplace development would know these matters inside
and out--they are sort of cybersecurity 101 questions. The fact that Park does not scem to know
who the security testing contractor is—typically in this kind of note he would mention the
company—is another “tell” that Park is working in the shallow end of his knowledge pool.
These questions illustrate that an effort to describe Park as intimately involved in cybersecurity
development is simply ridiculous. Not to lose sight of the obvious: Park’s only reason for
another crash course on cybersecurity was to serve as a spokesman with the press as a
“White House Official” explaining the Administration’s initiative.

2 Exhibit 14.
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9. Park Brings the Cupecakes: Tending Team Morale

On the 28th Park writes to Chao: “I have permission from
Michelle (Snyder) to bring y’all food tomorrow (the 29th)
in Herndon on the condition that I Jeave immediately after
delivering the food and not involve you in a long and
super-interesting conversation that takes time away from
your incredibly important work ©” Park offers to bring
funch or dinner, but Chao indicates meals are covered and
tells Park, “you are in charge of the out of the ordinary
surprises.”

Park goes to Georgetown cupcakes to get 150 cupcakes
and Haagen Daz for ice cream. He tells Chao that his
father is driving him to Herndon, and that he will deliver
the food and leave. Chao responds: “I think you can
come in and help dole out the food and say hello. People
here want to be able to at least see you in person. It really
makes them feel like someone cares enough about their
contribution to do this kind of thing so come in for at least
30 minutes but don’t wander to where the architects and
engineers... are because they will never let you leave.”™!

“People here want to
be able to at least see
you in person. It
really makes them
feel like someone
cares enough about
their contribution to
do this kind of
thing...”

Chao to Park bringing 150
Georgetown cupcakes to lift

morale at the Herndon site on
September 29, 2013

This small anecdote sheds light on the way that Chao used Park on several occasions: to inspire
the various teams working to get Healthcare.gov up and running. Park was an ambassador from
the White House and he invariably tried to bring food. The email record is full of offers of Park
to bring humus, cookies, cupcakes at the drop of a hat. And from all written accounts, Park is
passionately enthusiastic and grateful for the hard work the teams were doing.

Anyone who has led groups of people through hard tasks -- any kind of campaign, for example --
knows how important small acts of kindness and appreciation are to keeping people motivated
and moving forward. Park played this role very, very well.

Even at the very end, Park was trying to inspire people to great efforts to make October | a
success. At 11:02 pm on September 30, Park sends an email to a string of top CMS and
Verizon/Terremark, CGI recipients. Because it is so revealing of Park’s attitude and personality,
it is worth quoting from at length.

“Dear Laura, David, and Chris, thank you so very much for the heroic work you
have done and are doing to support Marketplace go-live! We have one more
favor to ask:

2 Exhibit 15.
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I understand from Henry that a Verizon/Terremark team is working very hard to
activate all the new hardware that’s arrived at Culpeper.

Every new VM, every ounce of additional power adds materially to the
probability of a successful go-live tomorrow morning.

If there is any possible way that you could 2x, 3x, 4x progress by having teams
work in parallel tonight, that would be absolutely amazing.

Possible?

This is a historic moment, and the team is so very close to pulling off a feat for
the ages is therc any way to amp things up even further?

We would be massively, massively appreciative please contact Henry with
qucstions/thoughts!”22

Here Park is playing his role as an inspirational voice asking for the last, best effort from those
on the front line, without undermining CMS’s authority. In the end, there was only so much
exhortation could do to bring the new servers on-line, and it is highly unlikely that insufficient
hardware was the sole issue that contributed to the problems on October 1. The problems on
October 1 are precisely what led Park to be pushed out of his roles as aggregator, advisor,
supporter and spokesman -- roles appropriate to the months leading up to launch -- to join a
small team working to get down into the guts of the web site to analyze what was wrong and
how to make it right. In that, they succeeded, but that success is not of much interest to the
Committee.

CONCLUSION

Looking at the record: Park was not to give contractors direction, was not welcome at the
readiness reviews, was not able to get a hands-on walkthrough of the web experience, was turned
away on offers to help with technical problems. Time and again he is pushed by senior CMS
officials back out of technical discussions or too much on-site time and back to his 80,000 {oot
orbit. He appears to take these nudges with grace.

The thousands of pages of records simply do not sustain a claim that Mr. Park had “substantial
involvement with the development of the website’s privacy and security standards™ or was
“intimately involved with the development of the Healthcare.gov website™ as the Majority Staff
Report framed their allegations. To believe these allegations you have to ignore all the examples
offered in this report of what Park was not allowed to do by CMS. To believe these allegations
you have to distort the record into unrecognizable form. To believe these things requires that a
person know absolutely nothing about how multi-billion dollar Federal software acquisitions are
managed. None of the normal signs of substantial or intimate involvement in that
management—communications around requirements, critical path progress and key technical
issues, changes to scope, work orders, spend rates—can be found in the records involving Park.
The anecdote about his conversation with Ideo, and the pushback he got from Chao, is as close
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21



217

as the record comes to showing Park interacting on program details with a contractor, and in that
case Park is schooled on staying in his lane.

In an interview with the staff of the Committee on Oversight and Government Reform, Henry
Chao was asked about Park’s involvement in development of the website:

“Counsel: ... he [Park] wasn’t involved in the day-to-day management of the
Federal marketplace. Is that correct? The IT?

Chao: Correct. Not managing it. 1 think he was, of course, you know, part of the
overall what I would consider the senior leadership, the technical leadership
anyway, for the Federal Government, of which there’s a natural alignment that
needs to occur between all technical kind of issues, because of his role.

But he didn’t own anything, meaning, you know, he didn’t have the
budgets, the staff, the contractors. So the day-to-day management really still falls
to the operating agencies that are kind of trying to implement the program. He
served as --advises on issues, helps you air certain cross-cutting issues, create, I
believe 1 mentioned this, a forum to discuss and collaborate on cross-cutting
issues... Interagency. Or even interdepartmental in some cases. So, you now,
he’s best suited, you know, to kind of do that role because of his position.

Counsel: So he would check in and have conversations to see what was going on,
but he wasn’t necessarily, how do you put it, like on the ground looking at --
looking at code, looking at --

Chao: No. He -- yeah. He doesn’t provide direction... He’s not, you know,
officially in the chain of command, you know, because I take my direction from
Marilyn Tavenner and the center director of CCIIO, and the chief information
officer and the chief operating officer of the agency.””

Todd Park did do a lot of work related to Healthcare.gov. The record makes abundantly clear
what Park’s role in Healthcare,gov was prior to October 1, 2013, He was the chief support for
CMS needs within the White House, and was the chief representative for the White House when
Chao was looking for a cheerleader to come inspire the teams. He was an asset with the private
sector both in outreach on ACA, but also when Chao was looking for access to top contractors
who could help his program or when there was a need for external validators. The vast majority
of email communications between Park and CMS, most frequently Henry Chao and Michelle
Snyder, are requests for information driven by Park’s own need to provide information to his
leadership within the White House or to be prepared to interact with the press or public as a
spokesman for the White House. In all of these roles, Park excelled. On balance, the records

23 Transcript of Interview of Henry Chao by staff of the Committee on Oversight and
Government Reform, July 22, 2014, starting on p. 78.
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show Park to have been endlessly energetic, enthusiastic, creative, and optimistic. But on
technical questions related to the development of the website prior to October 1, we are
convinced that “knowledgeable outsider™ is an accurate description.

Mr. Park has already enjoyed a successful career as an IT entrepreneur and job creator. He gave
that up for a few years to come to Washington to improve the performance of the government in
delivering services to the American people and to try to improve our country by pushing
innovation to address social needs and economic opportunities. Based on the thousands of pages
of records and his prior testimony, he did nothing wrong at any stage of his relatively short
public career. We can find no basis for alleging that he misrepresented himself before the House
Committee on Oversight and Government Reform, and absolutely no evidence that he had a
substantial role in cybersecurity development. That should also dispose of the allegation offered
in the Majority’s staff report that Dr. Holdren misled the Committee in his communications
about Mr. Park’s involvement in developing cybersecurity standards and tools for
Healthcare.gov. As to Dr. Holdren himself, there is absolutely no indication in the White House
records that he had any role in Healthcare.gov. So far as we could determine, Dr. Holdren is on
none of the email chains involving Park and CMS. The bottom line is that the records in our
possession appear to exonerate both Mr. Park and Dr. Holdren of the allegations made against
them in the Majority staff report.
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Exbidit )

From: Chao, Henry (CMS/01S) <IERR

Sent Saturday, July 13, 2012 8:44 PM

Tot Park, Todd' ;

o Snyder, Michelle ((MS/QA)

Subject " Testing information”

Attachments: testing suromary to Henry 07 12 2013.docx
Importance: High

Attached is the requested informatipn you asked for on testing.
Lat ma know if you need anything else.

Thanks

Henry Chas - l :

Deputy C10 & Deputy Director,

Office of Information Services
Centers for Medicare & Medicaid Services

OSTP ACA 0007062
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CMS s testing with each business partner of the Federally Facilitated Marketplace (FFM}: { 1) Issuers; {2}
States; and {3} Federal Agencies. The tests are designed ta ensure that each partner can connect to the
FFM IT systems and exchange data properly to support the actions a consumer takes to enroll in a
-Qualified Health Plan (QHP) on the FFM or to be transferred to a State for Medicaid/CHIP Enroliment;

Issuer testing validates that issuers and the FFM can orchestrate the enroliment of consumers
into plans on the FFM;

State testing validates that States and the FFM can transfer consumers between the FFM and
States depending on eligibility for the Health Insurance Marketplace or Medicaid/CHIP.

Federal Agency testing validates that the FFM, through the Da ta Services Hub {DSH) can
exchange the data required for eligibility determinations.

General Testing Approach

«  CMS has developed a test plan, schedule, and data for each set of external partner s. The test

STATE

data is designed to test the critical business rules for eligibility determination.

To prepare for Federal Agency Testing, CMS developed and utilized a Test Harness to simulate
responses from the Federal Agencies. This approach allowed CMS to detect and correct
software issues in the FFM prior to testing with othér Agencies.

All external partners will begin End to End testing in Mid -August with planned end date of
August 31

States have been involved in “Wave” Testing since March of 2013. The Wave concept onboards
States over 4 successive periods based upon their readiness, The testing objective is to v erify the
interoperability of State system functionality, hardware and software, and business logic with
the Federal Data Services Hub {FDSH). Testing includes scenarios designed for successful
responses as well as unsuccessful but valid responses.

High level State testing milestones:
o October 2012: States began informal testing
o March 2013  August 2013: Formal "Wave Testing”
o Mid-July: Start Account Transfer testin g between State Medicaid & CHIP Agencies and
the Federal Marketplace )
o Mid-July: All States will begin regression testing
o Mid-August to August 31: All partner End to End testing

Composition of State testing: -
o Total States Testing with Hub: 46 states {two more States are expected to join testing
next week} )
o The 46 States break down into
% 15S5tate Based Marketplaces,
» 13 State Partner Marketplaces, and
= 18 Federally Facilitated Marketplaces,
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. Resuits: ,
o Testing progress varies by state, depending on the readiness of the state system. Some
states have successfully completed testing on multiple services, while other states are
just getting started.

D Activities for 10/1/13

o Complete onboarding and testing of the remaining States

o Complete Operational Readiness Review {ORR)

o Recelve State tailoring of FFM M cdified Adjusted Gross Income (MAGI) rufes to support
Medicaid eligibility determinations,

o Determination and approvai of advance C ost Sharing Reductions {CSR} estsmate
required by September 2013

o Processing of transactional enrcliment files (834s) from State Based Marketp!aces {SBM)
required by October 2013

. Risks for Day 10/1/13
: o SBMs are responsible for the readiness of their State Marketplace and CMS cannat
suppart late conversions to the FFM
c Integrated Medicaid & CHIP eligibility systems may need to utilize FFM if their MAGI
eligibility determination functionality is not ready

s Activities for 1/1/14
o Statesthat did not meet Account Transfer readiness by 10/1 will be tested -
o Data exchanges between CMS$ and SBMs for Federally-administered functions
= Enrollmant reconciliation with $BMss, including Advanced Premium Tax Cred;t
{APTC} and CSR amounts requ:red by Decemnber 2013

. Risks for 1/1/14 - )
= States that do not complete their Account Transfer functionality will need to
utilize alternate methods for transferring individuals

FEDERAL -

. High {evel Federal testing milestones:
o October 2012: Testing with IRS started
o Current: CMS is testing with Medicare, IRS, SSA, DHS, Peace Corps and OPM
o B/15: Federal Agencies will begin parﬂcipation in End to End testing on 8/15

a Activities for Day 1
o Initiate {and compiete) testing with VHA & TRI CARE
o Onboard Federal Agencies into Production environment
. Risks for Day 1 '
o VHA & TRICARE not ready for Day 1 affecting Minimal Essential Coverage checks
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Eligibility & Enrollment o S
s CMS worked with Issuers to define test scenarios with the emphasis on the ability to perform
Qualified Health Plan {QHP} enroliments, Issuer QHP Enrofiment integration Testing consists of
FFM-Initiated Enrollment transaction testing as well as optional Issuer Direct Enroliment
processing via web services

High level Issuer testing milestones:
o

June 2013: Testing with Issuers began

o FFM-Initiated Enroliment Testing

= Week of 7/15: Engage the first wave of 7 Issuers for funct:ona! FFM-Initiated
Enroliment - Testing

= Early August: Engage the second wave of issuers with approxnrnate!y 125
participants.

= Mid-August; Additional testing waves will be conducted every two weeks for
FFM-Initiated Enrollment testing leading up to the October 1st go -live for Open
Enroliment.

o Direct Enroliment Integration Testing
»  Week of 7/22: Direct Enrolfment Testing starts for all interested issuers, and will
be ongaing throughout the months of August and September.
Resuits . )
o Todate, CMS has received 140 approved Issuer Onboarding Forms, covering 600 QHPs.
o Thus far, CMS has received 80 applications from Issuers wishing to participate in Direct
. Enrollment,
o~ Hub Partner IDs have been created for 33 Issuers; CMS is awaiting response from the
remaining 47 Issuers that have applied.
o 15lssuers have demonstrated the ability to connect to Hub services to perform Direct
Enroliment.
Activities for Day 1
o Onboard all Issuers with Marketplace QHP

o Complete planned Direct Enraliments and FFM -Initiated Enrollment testmg with every

Issuer
Risks for Day 1
o Issuers not ready for Day 1 affecting Marketplace QHP enrofiments
Activities for 1/1/14
o After Enroliment Integration Testing, CMS will continue to test new functionality with
Issuers, such as Enrolment Raconciliation and EDI Payment Remittance, which are
required by January 1, 2014,
o First payment dua to Issuers required by January 2014
o Commence issuer edge server processmg for c!axms/enro!lee data required by January

2014
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Fron:
Sent
To:

Cee
Subjects.

Chao, Henry (CMS/01S) < IR
Saturday, July 13, 2013 10:05 PM o o

Park, Todd )
Snyder, Michelle (ChS/OA); Bowen, Mariznne (CMS5/04)
Re; Testing information

Tedd Couts sent me the descriptions of the readiness reviews and we wera chetking with Marfanne to see if she had anything
10 add, but here it is without Marianne's additions.

CMS is performing a series of IT Readiness Reviews designed to ensure that the Federally Facilitated
Marketplace (FFM]} IT systems are prepared to support Open Enroliment on October 1 and the beginning of
payments in January 2014, The Reviews indude all relevant contractor arid Federal teams. To ensure
thai the Reviews cover the multiple aspects of IT readiness, we have organiZed the reviews into several

components:

1. A functional walkthrough that focuses on the IT cepabilifies required to support th e actions that
=z consumer will take to enroll through the Health Insiirance Markétplace. Thase Raviews will
inspect the IT capabilities reqtired fo facifitate two primary activities: (1) enrcliing'a consumer into
a Qualified Health Plan (QHP) on the FFM or (2} transferring & consumer to a State Medicald
Agency for Medicaid/CHIP enroliment.  IT capabilitias include Healthcare.gov website functionality,
eligibility daterminations based on Federal data sources {transmittéd via the Data Services Hub),

elc.

2. The IT processes and infrastructure reviews will exémine the following four elements of the FFM
1T systems:

.

Security - The IT security review will ensure that.the systems include the proper Federal
security and privacy controls to protect sensitive data (e.g, FISMA, HIPAR, ete);-
Operations - The IT operat!c:ns review wi 1 verify that the necessary human.and techrical
resources will be prepared to run the systems on & daily basis, We will in ude areview of
the help desk cperations required to provide effective and eﬁ"csent custorner service for

consumers and other business. pariners ;,

Infrastructure - The infrastructure porfion of the raview will focus on the hardware,.
software, and network capacity of the FFM IT systems. The goal of the infrastructure revi ew
is to ensure the availability and performance of the systems; an d

Tactica! Deplovment - Finally, we will review the p}an for the *ga ~live? event. This review
wilt walk through the chedkists and tasks to “tum on® the system to make it available to the
pubiic and finalize the connections to Federal and State partners .

3. The external partner review wifl focus on the interaction with the FFM's business partners: e,
Issuers, States, and Federal Agencies. We will assess the status of agreements with. each partner,
the readiness of each external partner to engage in IT interactions with the Marketplace, and the
plan forcoordinated business and IT operations .

Each review includes a detailed assessment of status and results in an actionable follow up plan to address
risks and focus our implementation efforts and resources.

Henry Chao

Deputy C10 & Deputy Director,
Office of Information Services
Centers for Medicare & Medicald Services
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From: Todd Park -
Dates Sitn, 14 Jul 2013 9L03:31+0000:
To: HENRY CHAO

CexMichelle Snyder

Subject: Re: Testing information

Henry, thanks so much, ‘will read this tonight! § think you weps also going to send the 8 questions+ a couple of bullets
describing (at a high fevel) the readiness review procass? :

Thankstwill send ysu and Michefle a draft document tomorrow.

Cheers,
Todd

From: Cheo, Herry (CHS/01S) [ maite: A
Sent: Saturday, July 13, 2013 08:44 PM

To: Park, Todd

Ce: Snyder, Michelle ((MS/0A) < ERNEIRENIRERN -
Subject: Testing information o

Attached is the requested information you asked for ont testing.

Let me know ifyou need anything else.

Thanks

Henry Chao.
Deputy (10 & Deputy Director,

Office of Information Services ‘
Centers for Medicare & Medicaid Services
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From: Chao, Henry (CMS/OIS)

Sent: Monday, July 15, 2013 2:12 PM

To: Snyder, Michelle ({CVS/OA); Park, Todd

Subject: RE: Draft wiite-up

Attachments: DRAFT summary write-up with Henry Changes.doc
Importance; High

Here' are my changes

Henry Chao

Deputy Q0 & Deputy Director,

Office of Informiation Sevices

Centers for Medicare & Medicaid Services

Froms Sriyder, Michelle {CMS/OR)
Sent: Monday, July 15, 2013 1:54PM

To: 'Todd Y Parkm; Chao, Henry (CMS/O1S)
Subject: Re: Drait wri2-up

Looks good

Readiness reviews will continue throughout december as functions avolve and change, Henry is figuring out frequenty
by funciton so defer to hiny

Alsq « the 9th guestion on SHOP needs revisited glven recent decisians, We Jeft Tt on asa placsholder: For your
backpocket the 9 questions map o over 80 plus data sourcesdnd items. Also. - the front efid guys - traliing and
consumer 2ssistance is underway and will be eventua ity subisumad into a management information dashboard

Michelle

Sent from my BlackBetry Wirelass Davice'

From: Park, Todd [

Sent: Monday, July 15, 2013 12:02 PM

To: Chag, Henry (CMS/0IS); Sryder, Michefle (CMS/OAY
Subject: Draft write-up

Hi Henry and Michelle, here’s the deaftwrite -up for the 4:30meeting this afternoon  am keeping it high-levet, as you't
see.... Any and all edits would be greatly appreciated] Henry, 1 connect with yott at 2:15 pm, thanks{
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DRAFT, PRE-DECISIONAL AND CONFIDENTIAL

MARKETPLACE 1T CHECK-IN SUMMARY.

FFM-and Hub IT is on track to be up and running for October 1 go -live

-~ Need to continue to hold the line with respect to lockdown of business requirements and
enforcing that no changes can be made without extreme risk to schedule and delivery by
October 1 and Jantary 1.

- Readiness reviews {by Functional areas like Eligibility & Enrollment and Operational areas such
as Connectivity & Testing} are being executed nearly every week from now through October 1
and January 1. will enable identification and resolution of issues based on comprehensive
walk-throughs )

- Testing of data flows between Hub and the Federal Agencies {IRS, SSA, DHS, VA, OPM,
CMS/Medicare, Peace Corps) is far along., Testing is in mid-process with States, and in the eérly
stages with lssuers.

o Need for CMS tech/ops leads to interact with Issuer tech/ops leads on a free flowing,
on-dernand basis to ensure flexibility and responsiveness in focusing on results
o . End-to-end testing with all partners pianned for August 15t0 3%

-~ Post October 1, development and testmg work will continue at high-intensity on add«trona{ FFM
modules required to support financial management/plan payment  to support the beginning of
payments to Issuers in Jan 2014

As with any large-scale new program launch, there will be glitches and issues on and after go-live.
CMS has stood up and is in the process of operationalizing a Marketplace Operations Center that
will monitor Marketplace operations and systems and lead rapid -respanses to issues as they arise, It
will be important to ensure that the Center is fully staffed with both dedicated technical and
business staff.

o Aswith any new operations at this scale the issues need time for analysis before

executing fixes and alternate processes DO NOT PANICI

It will be critical to tightly manage the flow and approval of QHP data over the next two months

~ State DOl approval of plans and all data to CMS for validation: 7/31
-~ Beginning 8/1: Issuers review plans via Ptan Corpare view

- CMS does final QA of plans

- 9/7: Plans are certified and scheduled to be displayed

State-Based Marketplaces

- Important to stick with “pivot” decision -making deadiine and clearly communicate to SBMs that
they are accountable for bringing their marketplaces live. (FFM will not be able to backfill for
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them at the last second}. There's no room in the schedule or resources to shift if any part of the
“pivot” decision gets reworked, modified, amended, changed, even on a small scale like website
changes - -

Consumer experience will vary from $8M to SBM based on their individual design decisions and

execution completely intended to be in the states’ domain

CMS is prepping the systems capabilities to answer 9 essential FFM questions post-go-iive:

How many consumer applications?

How many consumer eligibility determinations?

How many consumer enroliments into QHPs?

How much are consumer premiums?

How many consumers are recejving financial assistance?
How many consumer health plan choices?

How are consumers using assistance channels?

How are CMS Marketplace operations performing?

How many employers and employees are served by SHOP?

QSTP ACA 0007074
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From: Chao, Hanry (CMS/OIS} <

Sent: * Monday; fuly 15, 2013 428 PM- -~~~
To: Park, Todd; Snyder, Michelle {CMS/OA}
Subject: REDraff write-up

Importance: High

lust caught an important distinction to be made...

- 9/7: Plans are certified and scheduled to be displayed

{think the “displayed” is internal cross cheeking and not consumer fadng.  Consurmer facing s 10/1.
Henry Chao

Deputy CIO & Deputy Director,

Office of Information Senvices
Centersfor Medicare & Medicald Services

From: Park, Todd [maftto ]

Sent: Monday, July 15, 2013 4:25PM

Toz Chao, Henry {CMS/OIS); Snyder, Michelle (CMS/0A)
Subject: RE: Draft write-up - i

Final version for the 4:30 attached  please keep very dosehold. 1am bringing hard copies only to the 4:30
meating. Thanks!

Froms: Chao, Heiiry (CMS/OIS) [mailto]
Sent: Monday, 2y 15; 2013 2:12 PM
To: Snyder; Michells (CMS/OA); Park, Todd
Subject: RE: Draft write-Up '
Importance: High

Here are mychanges

Henry Chao

Deputy CI0 & Deputy Diractor,

Office of Informiation Services
Centers for Medicare & Med icaid Services -

Erom: Snysler, Michelle (CMS/CA)
Sent: Monday, July 15, 2013 1:54 PM
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From: . Snyder, Michsife {CMS/OR) <

Sent Tuesday, July 16, 2013 553 PM

To: . Park; Todd; Tavennar, Manfyn (CMS/OA); Khalid, Aryana C. {CMS/OA); Chap, Henry
{CMS/018)

Ca: Graubard, Vivian

Subject: Re:Two quick thihgs

Weare in a hearing tomomrow and will not be abla to comment untit the afternoon at the earliest

We need to talk abt attendance at readiness reviews. { am sure you can anticipate my position on that
Flys on the wall are seldom invisible and often distractingii}!

Michelle

Sent from my Black&erry Wireless Device

From: Park, Todd {mail

Sent: Tuesday, July 16, 2013 G5:44 PM

To: Tavenner, Mariyni (CMS[OA), Khalid, Arvana C. (CMS/OA); Sayder, Michelie (Q45/0A); Chao; Heniry (CMS/OIS)
Ce: Grauberd, Vivin < AN

Subject: Two quick tings

Hi Marilyn, Aryana, Michelle, and Henry!  Two quick items:

1. Iwill be working an and sending you draft slides monight they will basicalfy
be a Powerpoint-ized version of the Word document we reviewed. It yon couid get me any comments by noon

tomorrow; that would be tersific  would like at that point tosend the slides to Mark!)ea'me for their réview:

2. tamvery much locking forward to. bamg a fly on the wall at the EXE readiness réviéwori the 13 % Pl be able to
attend from 11 amto 4 pm. (3} Is this still happening oft the 19’*’? {b) Wil this include a walkthrough of the FFM'
web warkflow, mdudmg Plan Compare? The.reasonask isthat Dayid’ Simas is very interested in beingaflyon
the wall for a walkthrough of the FEM web woﬂcﬁow,and aisq would love to spak up asensg'of the underlylng
complexity of the overall Wiktplace machine, ifthe i willinclude a wakthrough of the FFM web wnrkﬂow,
then wanted to ask it David could comewith me {for some orall ofthe fime)  ha would realfy appreciate the
oppbrtunity; and/but alse dogsn’t wint to disrupt things in any way... (FY1, {'ve brieféd him in detail ahout tha
fact that we've Incked down business reguirements and are in pure operational execution mode for Oct 1/Jan
1). Thoughts? ’

Thank you!
Todd
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Yo: Todd Y PerkESRERIERERIEE: Chao, Henry (CMS/01S)
Subject: Re: Draftwrite-up

tooks good

Readiness reviews Wil continue throughout december as functions svalve and change, Henry is figuring out frequency
by function so defer to him

Also - the 9th question on SHOP needs revisited given recent dedisions. We lefritonas 2 placeholder, Foryou v
backpocket the 9 questions map to over 90 plus data spurces and ftems. Also - the front end guys - training and
consumer assistance is underway and will be eventually subsumed Inte a management information dashboard

Michelle

Sent from my BlackBerry Wiraless Device

From: Park, Todd [ma

Sent: Monday, July 15, 2013 12:02 PM

To: Chao, Henry (CMS/OIS); Snyder, Michelle (CMS/OA)
subject: Draft write-up :

Hi Henry and Michelle, here’s the draft write -up for the 4:30 meeting this afterncon  am keepiné it high-teve}, as your'il
see.... Any and all edits would be greatly appreciated! Henry, 1l connect with you at 2:35 pm, thanks!
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From; ' Park, Todd

Sent Wednesday, July 17, 2013 12:33 AM :

To: : . 'Michella Srvder RESINEINIIEY Mariyn. Tavenner §
‘Aryana Khialic SEFEESESNN: ‘henry chio SEISIETEY

Cco; Graubard, Vivian

Subject: . RE: Two quick things

Attachments: IT sfide v1pptx

Hiteamy, draft slide enclosed {hews dosely'to the Word decument)”  any editsby4 pm‘tdmcrrnw {Wednesday} would
be hiugely apprediated, thaitksi .

From: Park, Todd

Sent: Tuesday, July 16, 2013 710 PM
Tot "Michalle Sriydler QUSRI Mrilyn Taveniier
*henry.chao :
€ Graubard, Vivian -
Subject: Re; Two disick things

AryanaKhalid

OK, nio problem — it iooks fike | only heed to put together ane slide, and it witl adhe re tightly to and simply summarize
the paints in the Word doc, Will send the slide to you tonight — if you coutld send me any edits by 4 pmitomarrow, that
would be great; draft sfides are being drcufated to Deputses for comment at 5 pm. {it will take you- 5 min to read the
stide}

Andi/David won't come to the readiness reviews -- don't want to distract or disrupt, which upon reflection { sispect
woutd happen even if we didn't say a single thing.

{will follow up fater abouta possible focused briefing se ssion for David and me in Baitimore that happens at the
appropriate moment)

May the Force be with vou in the heating tomarrow;

Todd

From; Shyder, Michelle (CMS/OA) cm

Sent: Tuesday, Iy 16, 2013 05:53 PM

To: Park, Todd- Tavenner, Marityn (CMS/OR) <  Khalid, Aryana C. (CMS/OR)
SRR - ; Cr=o; Henry (CHS/QIS) <)

Ce: Graubard, Vivian
Subject: Re: Two quick things

We are in a Hearing tomprrow and will not be able to comment until the afternoon at the ea rhiest

We need to talk abt attendance at readiness réviews. { am sure you can anticipate my position on that
Flys on the wall are seldom invisible and often distractinglil

Michelle

OSTP ACA 0007080



232

Sent from my BlackBerry Wireless Device

Frony: Park, Todd [mailto

Sent: Tuesday, July 16, 2013 8544 PM.

To: Tavenner, Marilyn {mS{GA}, Khalid, Arvana C. (CMS/OA); Snyda', M‘dﬁeﬂe (QVS/OA); Chao, Henry (CMS/OISY
Cc: Graubard, Vivian <

Subject: Two quick things

Hi Mariyn, Aryana, Michelle, and Henryl Two quick items:

L

1 will be working on and sending you draft stides [ETERRERENNEREEEIENENNN < izt  they will basically

be a Powerpoint-ized version of the Word doctimentwe reviewed. 1fyou tould get me any comments by noon
tomorrow, that would be terrific  would like at that point to send the slides to Mark/leanne for the ir review

I am very much {ooking forward to being a fly on the wafl 2t the E&E readicess review onthe 19 ™ Flibeableto
attend from 11amto4 pm. () Is this still happening on the 15™2 (B) Will this include a walkthrough of the FEM
web workflow, including Plan Compare? The reason ask is that David Simas isvery interested in being a fly on,
the wall for a walkthrough of the FFM web workflow, and also would love, to soak up & sense of the Uﬁderiylng
complexity of the overall Mktplace machine. ifthe 18" will indude 5 walkthrough of the FFM web workflow,
then wanted to ask if David could come withine [for some oraliof the time} e would really appreciate the
opportunity, and/but also doesn‘t want to disrupt things in any way.... {F¥1, I've briefed him in detall about. the
fact that we've Jocked down business requirerants and are in pure operational execution mode for Oct 1/Jan

1. Thoughts? )

Thank you!

Todd

OSTP ACA 0007081



233

Marketplace IkT Status Summary

Federally Facilitated Marketplace and Data Hub lT are on track to be up and
running for October 1 go-five
— Need to continue to hold the line with respact to {ockdown of business requirements
— Readiness reviews by functional area are being executed nearly every week from now
through Cct 1 and Jan 1, enabling identification and resolution of issues
— Testing of data flows among Federal agencies is far along, is in mid -process with States,
and is in the early stages with Issuers. End-to-end testing with ali partners is planned
for Aug 15-31
— Post Oct 1, development and testing work will continue at high intensity on additional
FFM modulas required to support financial mgmt/plan payment beginning Jan 2014

As with any large-scale new program launch, there will be a stream of issues on
and after go-live ~ CMS is standing up a Marketplace Operatlons Centerto
monitor operations and systems and lead rapid response to lSSUES as they arise

Will be critical to tightly manage the flow and approval of Quahfled Health Plan
data over the next two months - i.e, State Department of Insurance approval of
plans {7/31), Issuer review of their p!ans via FFM Plan Compare view (beginning
8/1), CMS review, final certification of plans for display (3/7)

State-Based Marketplaces — need SBMs to understand unequivocally that they

are accountable for bringing live Marketplaces in their states by Oct 1 (FFM
cannot hackfill at the last second} 1
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From: Snyder, Michalle (CMS/0A)

Sent Wednesday, July 17, 2013 5:D5 PM

Ta: Park Todd; Tavenner, Marifyn {CM5/0A); Khafid, Aryana C. {CM5/0A); Chao, Henry
: {CMS/DI1S).

Ce: Graubard, Vivian

Subject: Re; Two quick things

Sorry. Just got off the hil. Slide fooks fine, No edits.
Thanks
Michefle

Sent from my BlackBerry Wireless Device

From: Park;, Todd {mailf

Sent: Wednaday, Yy 17,2013 12:33 AM

To: Snyder, Michelle (CMS[OA), Tavenner, Marifyn (CMS/CA); Kl‘ahd Aryana €, (QMS/OAY; Chdo, Henry (CMS/OIS)
Ce: Graubard, Vivial <

Subject: RE: Two quick things

Hi team, draft sfide endosed [hews dinsaly to the Word doc ument} any edits hy & pm tomorrow {Wednesday} would
be hugefyapprecsated thankst

From: Park Todd

Sent: Tuesday, Ty 16,2013.7:10 PM

To; ‘Michefie.Soycler INENREIR; ™arityn Taveorier. NMMNRRE ‘Jyana Kol DEESEOGNRN -
‘henry.cheo -

Ccx. Graubard, Viviar .

Subject: Rex Two quick thmgs

0K, no problem -~ it looks fike I only need to puttogeifner one siidg, and it will adhere tightl to and sn-npry summagize
the pointsin the Word dos. Will send the slide 1o you tonight —ifyou could send meany edita by £ pm tomorrow, that
watild be great; draft slides are being tirculated to Deputiés for comment at 5 pm. {iewill fake you 5 min to read the
slide} .

And §/David won't come tothe raadnes reviews - don't want to gistractor disrupt, which upen reﬂectson tsnspect
would happen even if we didn't say a singfe thing. .

(will follow up latér abouta possible focused briefing session Tor David and tne in Balfimare that ha'«pens Stthe
approprizte mom ent)

May the Force be with youin the hearing tomorrow,

Todd
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From: Allen, Jessica

Sent: Monday, July 08, 2013 D&:01 PM

To: DL-WHO-Press

Subject: NYT: 10 Questions for Obama’s Chief Technology Officer

. htpi//thecaucus blogs nvtimes.com/2013/07/08/10-questions-for-obarnas-chief-technology-officer/ 2sre=twr
July 8, 2013, 5:48 pm
10 Questions for Obama’s Chief Technology Officer
By JOHN HARWOOD
VIREQ

Todd Park, a former Silicon Valley entrepreneur, serves as President Ohama's chief technology officer. His role has taken
an heightened fmportance after several recent developments, including the implementation of the new health care law,
efforts to reduce the backlog in Department of Veterans Affairs claims processing, and privacy issues raised by
disclosures about data collection by the National Security Agency. Mr. Park spoke with John Harwoad of The Times and
CNBC at the White House as Mr. Obama pubticly challenged his administration to imprave the government's innovation
and efficiency in his second term.

What fallows is a condensed, edited account of their conversation.
Q.
Government has a reputation for being clunky, slow, inefficient. What do you think you have been able to accomplish?

A

* There are phenomenal people hamessing tha power of tech and in novation to help government work better, cost less
and help grow the econamy. For example, in the recent Hurricane Sandy and Oklahoma tornado response, FEMA has

1
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harnessed tech in all kinds of ways te deliver better results. To get housing to folks, you use d to rely exclusively on the
ground inspectors, now we can use satellite and analytics to figure out what areas need help and get help faster. In
addition, a majority of folks who registered for disaster aid post -Sandy were able to do so via mobile phone o r Internet,
Even when folks didn’t have access, FEMA inspectors came back with iPads to actually register them for aid.

Anather example: | was recently traveling with the president to Austin, where he launched a new executive order that
opens up tons of government data  everything from health and medicine and science to safety and more  as
machine-réadable, free fuel for entrepreneurs to tap to create new companies and jobs, The president’s attitude is, this
is America’s data. Al kinds of entrepreneurs a re picking up that data to help grow the economy.

Q:

Possibly the biggest thing the government has going right now s trying to implement the health care law. The
administration announced a delay in the employer mandate; they couldn’t get it done in time. What does thattcH you
about the hmlts of technology in making it work more rapidly and efficiently?

A,

The president is really focused on implementing the law very well. Business expressed concern that there are.issues to

be warked through, so it was a sensible thing to do to say, “0.K,, fet’s work through those issues.” Oct. 1, we'll be
bringing live the new health marketplaces. Things are on track to make that happen. There is a whole team at the U.S.
Department of Health and Human Services working inc redibly hard, night and day, on bringing out these new heaith
marketplaces, We have actually done a huge amount of user testing on it to make sure the Web site is as user -friendly as
possible. The prototypes are incredibly impressive.

Q.

No doubt they'll be up and running in October?
A

They'll be up and running Oct. 1,

Q.

Let me-ask you about the culture of Washington. it has a reputation as being the‘opposite of the Siticon Valley culture in
terms of agility and decision-making, flexibility, innovation. W hat have you found?

A,

1 have actually found a lot more simifarities than you might expect. Whenever the president gives us a mission to

harness tech innovation and get something done for the American people, in terms of growing the economy and
improving heaith care, we go find the folks across government who have been dreaming about that for a really long
time. They're out there, they’re incredibly talented innovators. We team them together into what we call a virtual start -
up that’s running inside the government, to move Silico n Valley speed to get stuff done. When you have the air caver
like President Obama, who is deeply passionate about harnessing innovation and tech, it is possible for these focused
teams to get a lot done in a short period of time. It's hard to actually bui Id anything new, but it turns out if you apply a
lot of the same techniques that make Silicon Valley compames successful to internally change parts of the government,
they definitely work.

Q.

Talk about how those virtual start-ups work, and how many are t here?
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they opérate is modeled an a philosophy cafled “lean start-up,”which was popularized recently by‘Eric Ries. You
d: smaﬂ mterdisclphnary, agr!eteamst hat have stra.egy, policy, ops and tech EN rep. esented in one team, all

. the smauest possrble thing { can deliver to my actual cuswmer as early as possible, so they can actually
start getting their engagement: The third principie is rapid iteration  iterate that product at high speeds with versions
released very few days or every few weeks, instead of every few months or years, s6 you maximize the learning. So

e about 15 or so that | personally oversee, But this-is actually a mode! that’s been cloned across the

he key is that we have an idea, we find the three or five people initially that had the idea a long time ago
ridea acrass the government, putthem together in this lean start-up team, hberate them to actually
te nge them the air tovarage to da so, and they rock’n’ rolt from there.

Ohe of the innovations the president is going to talk sbout §s something called Blue Button at the Depa’rtmem of
Vater;ms Affairs to help people get their medical records qu(ckly The departrnent has gotten a reputation for the very
slow proz:ess of handting disability claims, and it has gotten micked for stacks of pape f records. So.why shouldn’t the
*afBrige person say, “Great; Blue Button is fantastic; it yb\) havesiich a bigger problem than that 3ad you sren’t
makmg much headway?” .

A,

The backlog issue, as you know, is cne that the administration inherited. The adminis tration, on top of that, passed a
whole set of rufes that expand eligibility and increase the nurnber of claims. There is an unprecedented,
governmentwide effort that is pretty amazing to take that pmblem aut, to take the whole backlog problemout  to
apply technology and process change, We'ra ad:uaﬂv beginning to see the pragress of the backiog beginning ta come
down 2t a growing clip, and we think we're going to be able to meet our goals there. The president has made it super
clear that this is a top, major priority. There's a huge team, a cross -agency tezm, a cross-government teamtha(’;
actually working very hard at this complex problem and takmg itout.

Q.

You did consulting for Booz Alfen Harilton, the firm that employed the Nationaf Security Agency. leaker Edward J.
Saowden. What is your concern in regard to privacy with government technology and the centralization of information?

A

It’s incredibly important to protact personal privacy, and it’s something that the administration ha: been championing
from the very beginning, advecating for consumer privacy bill of rights and making sure we build privacy protettions into
the Affordable Care Act and lots of different venues of activity. 1 think a fot has been accomplished tHere {think it's
important to stay abreast of the continuing trends, and to make sure that we are tracking with thns° trends and
ensuring that consumer privacy is p*mec‘ced everywhem possible.

Q

What’s a reasonable way of looking at the success of the cpen -data policy that the president imp)
will we see resuits from that?

A
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That's something actually that we've been working on since the president’s first day in office, when he submitted his
open-government mermorandum. There's over 75,000 data sets on data.gov already, everything from daily hospital
charges for different procedures across the country, to credit card comp[aints, ‘account affordability, weather, climate,
and so forth, So there's a bunch of data that's already been out there, and a bunch of data that has been downloaded
and used by companies like Opower, which is a start-up that uses government energy trends and weather data to help
consumers save money on their energy bills. Compan jes like iTriage, which was started a couple'of years ago from a
couple of emergency room doctors from Denver, that used downloaded data from the Department of Health and
Human Services to help you use on a mo bile app, based on what’s wrong with you, to get the best focal doctors and
hospitals to help you. What the executive order does is it says, going forward as a new default; all new or modernized
government resources shouid be made open and machine -readable while protecting privacy and national security,
which turbocharges the number of data sets on data.gov, and therefore turbocharges the new company creation and
job creation that results. ) . :

a.

Do you feel, as a Silicon Valley guy that has started companies, like a fish out of water in Washington?

A.

Alot of paople ask me that question, a lot of my friends back home. It's been the most amazing entrepreneurial
expérlence I've ever had. The opportunity you have here to work with teams that are making changes ha ppen at scale s
guite extraordinary. The impact you can have is mass times velocity. if you take an opportunity like this, with the scale of
opportunity for change that it has, and combine it with the ability to do lean start -up with air cover of the president to
make change happen rapidly, that mass times velocity equation is going to have an impact.

Q.

1 thought Washington was alf mass and no velocity.

A

It’s interesting. It turns out that it can have velocity on innovation ambitions, if you have a pres ident that cares about
that. :

Transcribed by Katherine L. Kreider
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ExhebT 3§

From: . Wallace, Mary H. (GM5/00) < BSEINNNETEREE-
Sent Saturday, June 29, 2013 10:33 AM

To: Park, Todd; Chao, Henry {CMS/CIS)

cc Booth, Jon G. {CMS/00

Subject: RE: Follow-up

Todd,

Justto follow 11p on what Henty flagged with IDEQ. Wecan talk pbout this thore, but | think tie teal concern is to ot
have contractors trying to interpret what they think you or others from HHS or the White Fouse asked them to dos. The
biggest help would be for alf of you to tarry the message that the hest thing iDEC {or any contractor} cari do is what TS
is asking them to do. InIDEQ’s-case  thisis Jop Booth's team giving them direction;

We have a lot of contractors supporting t his effort and we are'werking hird to keep them aff on'the right track to get
everything done in time..

Thinks

Mary

Fromy Park, Todd

Senty, Seturay, June 25, 2013 9:26 AM

To: Chag, Henry {CHS/OIS)

Cex Wallace; Mapy H, {€MS/0C); Bootty, Jon G, (CMS/0C)
Subject: Re: Follow-up.

Wwill work on making both of these things happen 25 you've requested and report backl

From: Chao, Henry (C5/015) Tmaito: SEIRENGGREE

Sent: Saturday, June 29; 2013 05:02 AM

To: Park, Todd . -

Ce: Walkice, Mary H. (CMS/0C) < ERMSERENSNSSIRER . 5oo:h, Jon G, (CHS/0CY < ISR
Sybject:; Re: Follow-up :

Tedd,

italked ta Michelle and stie.would ke for the folow -up to just be' thh Yyou.

Also Twanited to falk to youabout a meeting you had with ideo. Apparently something was miﬁhferpréfed from.what
you said and the top dog you met with cirtfed back to OC {since they are one of the cantractar in the mix}and started
towork on en aiternate rendering of the paier forin as.if they were instracted to folloiw a different set of requirements.
This is 2 pretty big issue since Ideo does not get to change revuirements and scape without It coming from CMSdirecﬂy
ff there’s anything you can do 16 helfrclear this up wewould greatly appreciateit; or rther'the program would: ’
apprectaté it since it will hold the finie on confusion and risk,

Thanks.

Henty Chag
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Deputy Chief Information Officer afid Deputy Director
Dffice of Infofmation Servicas
Ceriters for Medicare & Medicald Services
7=00 Security 8hvd
Baltimore, MD 21244
{Pri)
(At}
{BE]

From: Park, Todd [mailt
Sent: Thursday, Jutie 27, 2013 12:26 AM

To: Chao, Henly (CMS/OIS} : )
Ce: Graubard, Vivian < -+ VanRoekel, Steven <[ NREER :
Lynch, Laura

Subject: RE: follow-up

Hi Henry, l’d fove to try Tuesday, fuly 9, 4 pmito B pm#. Looping Steve and taura Steve would fike to come,
too! {Steve, this isthe Marketplace iT and testing deep -dive we discussed]. Steve, can.you miake this time?

Viv, i‘E‘Steve can make this time, let’s book it. We should also invite Bryan Sivak and Fran k Baitman, if they would like to
attend. ['lt bring enough carrots, ginger beer, pita bread, and hummus for everybody @

Thanks, Henry!
Todd

Erom: Chao, Henry (CM5/01S) [maitto: GEHIRRNN
Sent: Wednesday, Juns 26, 2013 11:16 PM

To: Park, Todd

Cex Graubard, Vivian

Subject: Re: Foliow-up

Todd,

For plarining purposes § am biocking the following dates and:times. L et me know whidy works for you, ThanksL

Monday July 8 Spm torat least 9pm
Tuesclay July § 4piito at least Bpnr
Monday]u]y 155pm toat least me
Tuesday July 16 4pito at feast Bpm

Henry Chao
Deputy Chief ioformation Officer and Deputy Director
Office of Information Services
ledicare, & Medicald Services
7500 Secilrity Shvd
Saltimorg, MD 21244
{Pr)

{nit}
{BB] .
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Hi Mary, thank you for the flag, will absolutely dol

" From: Wallace;-Mary H.{CM3/00) [maito: ISR

Sents Saturday, June 29, 2013 10:33 AM

To: Park; Todd;, Chao, Henty (CHS[OIS) <|
Ce: Bootti, Jon G, (CMS{OC) <

Subject: Foflow-up.

Todd,

Just to follow up on what Henry flagged with 1DEO,. We can tak about this more, birt { think the realconcern i ta not
have contractors trying to interpretivhat they think you or othiets fom HHS or the White House asked them to do._The:
Biggest help would be for all of you to carry the message that the best thing IDEO {or any contractor} can doxswhat CMS
isaskingthem todo. fn IDEC’scase  this is fon Booth's team giving them direction,

We have a fot of contractors supporting this effort and we are working hard to keep them alj on the dght track to get
everyth;rsg dane intime. . : )

Thanks

Mary

Fromz: Park, Todd

Sent:- Saburday, June 29, 2013 926 AM.

To: Crav, Henry {CMS/OIS)

Cex Walloos, Mary H (CMS/OC); Boothy, Jon G: (CMSTOC),
Subject: Re: Follow-up

Wilt work on making both of thesé things happen as youNerequestéd and féporthack!

From: Chian, Hehry {CMS/0IS) [maﬂtr)'—,
Sent: Saturday, June 29, 2013 6507 AM N

To: Patk, Todd

Ce: Wallace, Mary H (CMS/OC) <-——-> Booth, Jon G. (CM5/0C) < TR

Subject:.Rei Folow-1ip.-

Todd,
italked to M;ahgﬂe and she would fike for the follow -up ta just be with you.

Also [ wanted o talk 10 you about a mnetmg you had with ideo. Apnarenﬂv something. was xmsxmerpreted from what,
you sald and the top dog you met with circled back to Dc(smce they ave.one of the contragtors in the mix) and started
1o veork on an alternate rendering of the paper fore as i they wire instructed to follow a different setof requirements.
This s a pretty hig issue since Ideo does nat get to changd requirements and stope without it doming from CMS directly.
# there’s anything you can da to help clear this up we would greatly appreciate it, or rather the program wauld
-z
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From; Chao, Hem-y(Cygfs",’t)I_'g').< AR

Sents Saturday, June 29, 2013 4:32FM

Ta: Park Todd; Watlace, Mary H. ((MS/00
Cc: Booth, Jon G, {CMS/0C)

Subject; Re; Follow-up

As soon as Vivian confirms your calendar for the Sth {4pm to?) {was going to send Jon and Mary the appdintment.

HenrryChao )
Deputy Chief fnformation Officer and Députy Director
Office-of {nformation Services
Centers for Medicare & Medicaid Services
7500 Security Bivd ’
Baltinore, MD 21244
(er1)
[EH]

(88}

From: Park, Todd {maiio;

Sent: Saturday, June 29, 2013 04:23 PM

To: Wallace, Mary H. (CM5/0C); Chao, Henry (CM5/0IS)
Cc: Bookh, Jon G. {CMS/OC)

Subject: Re: Follow-up

Hi team, just pinged Team DEO {including the CEO) and said that they should be sure td follow CAS's lead, and that
CMS is the unambiguous operationalTeader of all of the Marketplace work, Ti'case that . wasn't clear 2} -

The idea related to UX that came up in the discussion with IDEG's CEG was making sure that ideas fo optimize fanguage
and UX got the right fevel of aircover onhehalf of the user vs. otfier policy consideratioris, We {David Simasand Iy
expressed support for the Idea of ensuring there s 8 dear process to make UX derisions that are user: -ceitric

But what i've clarified in our folidw -up ping is that we are going to dircle back with CMS on this {to undarstand current
UX decisfonimaking process and if any firther support/air cover for user~centric-ngss i needed on an ongoing basis).

And again, 1 emiphiasized tha need forTDEOD to lsten to CMS for' ua% directian i

Henty, perhaps we tan touch base about the UX dedsionmaking process atiour - deep dive ¥ Wauld be wonderfid to have
Jon and Mary atténd for part of that session to discuss the current state of the WX and ongoing process. If any protess
opfimizations might be useful, they may or may not be rejevant for Gct 1, but could be useful pos £0ct 1,

Piease let me know if IDEO remains at alf confused about things, andwany apologles if we created confusion !

Semper fi,
Todd
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ExnbF T

From: Khatid, Aryana T {CM5/0A) < ESIGEGEGIEEEEE-
Sent Thursday, Sepiernber 12,2013 4:06 PM.

Ta: Tavenner, Matilyn (CMS/ORY, Park; Todd

[=3) Snyder, Michells {CMS/OA)

Subject: : o RELHi Manlyn

Marilyn is exactly right, we need everyone's support cight naw and we need fofks talking to Tha aidvocates saylng this i5a
muomentous time in our Country's history, B/c s, We are standing up something that has riever been done before and
even though somé pieces are coming onfine a fittle {ater, what the téam is doing is inprecedentéd. Notevén standing
“up Medicare and Medicaid can compare to-this. We nead peopla cut there talking to the advncates and asking them to
stand up with us and say this [s a big deal and there are many ways for folks to apply:

1. OnfineinEnglishonday1
2. With an in-pevson assister on day 1 ia varjous fenguages
3. With the cali renter o1 day 1 in'many {anguages

t know you are trying ta help us and we sp appreciate it. What we need is folks focusing on whiat they can do which is
the inessaging and talking 1o the advacates; not focusing & tha IT ortrying to come up With treative sofutions to solve
this, 1hope this makes sense,

Aryana

From: Tavenner, Marilyn (CMS/0A)

Sent: Thursday, September 12,2013 3:54 PM

To: Todd ¥ Pary]

Cez Snyder, Michells (CMS/OA); Khalid, Aryana C. (CHIS/OA)
Subject? Re: Hi Marilyn

Yeis but go through Michelie first. 1 am copying her and Aryana: Michele | had explafned to Todd -wha was.asking gently
what the issues were. Ttold him baod width primary so we'can not get there by 1071, Second was fmplamentation risk.
Todd i rieed folks té inderstand the VERY best way they can help us 45 to reach out to theadvocates -educate them and
garnerthelr energy/suppart, We have the same jssues within Medicaid{meaning functionatity coming up in stagesjand i
have sent Clndy and Andy Schneider to work with advocates, Thankst M.+ ’ ’

Fromy; Park, Todd [mailto

Sent: Thurstay, Septeraber 12, 2013 03:38 PM
Tor Tavenner, Marilyn ((MS/0A)

Subject: RE: Hi Marilyn

1kniw you do -} To help with-interoal understanding hera at theé WH {and therefore with mobilizing energy and help for
external messaging!], would you mind if  got-on the phorie with Henry for 5 min te get a quick download on the tech
details? 1 makes a it of intuitive sense that sequencing would be much safer 1t would help # 1 were armed with 4 bit
more teeh detail...

Ergm: Tavanner, Maiilyn (CMS/0A} [ mailto SRR
Sent: Thursday, September 12, 2013 3:
To: Park, Todd

Subject: Re: Hi Marifyn
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And ! say itwith fove:

From: Park, Todd [maifto

Sent: Thursday, September 12, 2013-03:13 PM
To: Tavenner; Marilyn (Q-’lS/OA)

Subject: Hi Marlyn

Hi Marilyn, hope allis terrific withyou  as we enter the home stietchon tha mad to October 1
. : 3 everyone's Hearts and

spirits are‘wi:h youand teami

Lunderstand that you and Chris had 2 conversation ahout HC.gov in S panishin which you underlined the mportance ofa
smooth go-live 'on Ociober'1 and therefore the need to push HC.gov in‘Spanish to Oct 15,

Just to smphasize, Chris is supportive of your position, and did not éskmetu ping youl
Macon pinged me, and asked what the root of the technical issue was and f a creative sofution might be possible. Isaid
that § would check with you @ Might you be abié 1o tircle back with yourtech team on Hils question?: if it would be

even remuteiy helpful, 1 would be more thiati happy to join the technical conversation as well.

Thankyou and team sovery much again for the truly heraicwork youare doing:  may the Force continue to bawith
yout

Todd
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Exhib#t &

From: McGuinness, Tara .

Sent: Saturday, June 22, 2013 10:24 PNi

To: juhebatame_ ‘siyan Sivak IR Park Todd; Simas; David M; Leg,
X Jesse C.

Subject: Re: this is great.

Also david, mayhs whef you and todd are in G this wegk, you could do some in -person press méstings:

From