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PROTECTING THE HOMELAND FROM
NUCLEAR AND RADIOLOGICAL THREATS

Tuesday, July 29, 2014

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON CYBERSECURITY, INFRASTRUCTURE
PROTECTION, AND SECURITY TECHNOLOGIES,
Washington, DC.

The subcommittee met, pursuant to call, at 2:00 p.m., in Room
311, Cannon House Office Building, Hon. Patrick Meehan [Chair-
man of the subcommittee] presiding.

Present: Representatives Meehan and Clarke.

Mr. MEEHAN. The Committee on Homeland Security, Sub-
committee on Cybersecurity, Infrastructure Protection, and Secu-
rity Technologies will come to order.

The subcommittee is meeting today to examine the Department
of Homeland Security’s capabilities of protecting the homeland
from nuclear or radiological attacks.

I now recognize myself for an opening statement.

The subcommittee meets today to examine a vitally important
issue: Protecting the homeland from nuclear and radiological at-
tack. I think if we just use those words alone, it identifies the seri-
ousness and gravity of the issue. A nuclear or radiological attack,
with its very scope, just so remarkably, sort-of, outperforms so
many other forms of concern that we have.

So, given the alarming expansion of terrorist safe havens across
the Middle East and North Africa, along with the increasing so-
phistication of these groups in organizing and planning attacks, it
is imperative the Department of Homeland Security is properly
prepared to detect and deter nuclear threats.

The Domestic Nuclear Detection Office, which we often refer to
as DNDO, is the entity within the Department of Homeland Secu-
rity responsible for preventing a nuclear attack and is the lead
agency within the United States Government for coordinating ef-
forts to detect and intercept radiological and nuclear devices that
may find their way into the United States. DNDO coordinates
these efforts through an interagency system and the collaborative
framework that is known as the Global Nuclear Detection Architec-
ture. DNDO is responsible for implementing that architecture do-
mestically.

DNDO works with other Department of Homeland Security com-
ponents, including Customs and Border Protection, as well as State
and local law enforcement to provide these entities with the equip-
ment and training needed to interdict radiological or nuclear mate-
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rial before it can enter the United States. DNDO works closely
with these components to install radiation portal monitors at ports
of entry and supply officers with portable radiation monitors. Cur-
rently, 100 percent of all containerized cargo coming in is scanned
at land and sea ports of entry into the United States.

DNDO also works with State and local law enforcement and first
responders to strengthen nuclear detection capabilities in the inte-
rior. Through the Securing the Cities program, DNDO helps State,
local, and Tribal governments design and implement detection and
interdiction capabilities in high-density urban areas. The efforts in
the New York City region have resulted in a robust detection archi-
tecture. Last year, DHS announced the STC program will be ex-
panded to Los Angeles-Long Beach area, and they will select a
third city in fiscal 2014.

While these achievements are significant, there is still work to
be done to address the gaps in the nuclear detection architecture.
The purpose of this hearing is to address those gaps and find how
we can best assist DNDO and the Department to prevent a cata-
strophic nuclear event.

DNDO has had its share of struggles in the past—among them,
failed acquisition plans and less-than-optimal working relation-
ships with some of their other interagency components. In its re-
port from 2013, the GAO—and it is important to note that this is
why we have the GAO here, who has been taking a good arm’s-
length look at the activities—they noted these deficiencies and rec-
ommended approaches towards curing them. I will be interested in
hearing some of that from our witness.

Since then, DNDO has successfully worked to implement GAO
recommendations. I look forward to learning more about it, how the
office has improved as a result of those efforts.

I pleased to welcome to this hearing our distinguished panel. Dr.
Huban Gowadia is the director of the Domestic Nuclear Detection
Office, and Dr. David Trimble is the director of Natural Resources
and Environment at the U.S. Government Accountability Office.

DNDO plays a vital and specific role within the Homeland Secu-
rity, and it is our responsibility to ensure that it has what it needs
to protect and prevent a radiological or nuclear terrorist attack. I
look forward to hearing from our witnesses on, and particularly Dr.
Gowadia, how she envisions the future of DNDO.

I note also, while I talk about the catastrophic nuclear event that
is potential in a world in which proliferation, particularly that
which is going on in Iran and Iraq and other places in which there
is perhaps not weapons themselves but certainly nuclear-grade ma-
terial that can be used in other kinds of capacities, including dirty
bombs and other things, we are talking about a broad spectrum of
potential threats.

So we certainly are interested in the future and what DNDO and
Congress can do and should do to help this office achieve its mis-
sion. So I am grateful for your presence here.

[The statement of Mr. Meehan follows:]
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STATEMENT OF CHAIRMAN PATRICK MEEHAN

JULY 29, 2014

The subcommittee meets today to examine a vitally important issue: Protecting
the homeland from nuclear and radiological attack. Given the alarming expansion
of terrorist safe havens across the Middle East and Northern Africa, along with the
increasing sophistication of these groups in organizing and planning attacks, it is
imperative that the Department of Homeland Security is properly prepared to detect
and deter nuclear threats.

The Domestic Nuclear Detection Office (DNDO) is the entity within the Depart-
ment of Homeland Security responsible for preventing a nuclear attack, and is the
lead agency within the U.S. Government for coordinating efforts to detect and inter-
cept radiological and nuclear devices coming into the United States. DNDO coordi-
nates these efforts through an interagency systems and collaborative framework
known as the Global Nuclear Detection Architecture (GNDA), and DNDO is respon-
sible for implementing the GNDA domestically.

DNDO works with other DHS components, including Customs and Border Protec-
tion, as well as State and local law enforcement, to provide these entities with the
equipment and training needed to interdict radiological or nuclear material before
it can enter the United States. DNDO works closely with these components to in-
stall radiation portal monitors at ports of entry and supply officers with portable
radiation monitors. Currently 100% of all containerized cargo coming is scanned at
land and sea ports of entry in the United States.

DNDO also works with State and local law enforcement and first responders to
strengthen nuclear detection capabilities in the interior. Through the “Securing the
Cities” program, DNDO helps State, local, and Tribal governments design and im-
plement detection and interdiction capabilities in high-density urban areas. These
efforts in New York City region have resulted in a robust detection architecture, and
last year, DHS announced the STC program will be expanded to the Los Angeles-
Long Beach area and will select a third city in fiscal year 2014.

While these achievements are significant, there is still work to be done to address
gaps in the nuclear detection architecture. The purpose of this hearing is to address
those gaps and find how we can best assist DNDO and the Department to prevent
a catastrophic nuclear event.

DNDO has had its share of struggles in the past. Among them, failed acquisition
plans, and less-than-optimal working relationships with some of its inter-agency
counterparts. In its report from 2013, the Government Accountability Office (GAO)
noted these deficiencies and recommended approaches toward curing them. Since
then, DNDO has successfully worked to implement GAQO’s recommendations, and I
look forward to learning more about how the Office has improved as a result of
those efforts.

I am pleased to welcome to this hearing our distinguished panel of witnesses: Dr.
Huban Gowadia, director of the Domestic Nuclear Detection Office, Dr. David
Trimble, director, Natural Resources and Environment, U.S. Government Account-
ability Office. DNDO plays a vital and specific role within homeland security and
it is our responsibility to ensure that it has what it needs to prevent a radiological
or nuclear terrorist attack. I look forward to hearing from Dr. Gowadia how she en-
visions the future of DNDO, and what Congress can and should do to help the office
achieve its mission.

Mr. MEEHAN. I now recognize the Ranking Minority Member of
the subcommittee, the gentlelady from New York, Ms. Clarke, for
any statement she may have.

Ms. CLARKE. I thank you, Mr. Chairman, for holding this hearing
on the threats of radiological and nuclear smuggling that our coun-
try faces.

I want to thank our witnesses today, Dr. Gowadia, director of
ch\lTDO, and Mr. Trimble and the GAO team for agreeing to testify
today.

The issues before us today include how to measure the balance
between investment in near-term and long-term solutions for nu-
clear detection gaps and how we gauge the degree and efficiency
of Federal agency coordination and especially the mechanisms that
DNDO employs for setting agency investment priorities.
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Today, we will hear about some of the achievements that the
hard-working Federal and civilian employees of DNDO have accom-
plished to protect us. Other testimony today will help us under-
stand the challenges that we experience in such a highly complex
technological world preventing terrorists from acquiring, trans-
porting, and using radiological materials as a weapon of terror.

If we are to think about reauthorizing this program, which I un-
derstand the Chairman is inclined to do, this subcommittee in its
oversight responsibilities needs to possess ways to evaluate and
measure the outcomes of DNDO’s R&D activities, their resource re-
quests, and their asset allocations.

I think it is safe to say that over the years this subcommittee has
seen many examples of DNDO pushing for acquisition decisions
well before some technologies had demonstrated that they could
live up to the promises made. In my opinion, we must deal with
this issue directly in any potential legislative language.

It will be paramount that DNDO policy and strategy be trans-
lated into operations, tactics, and implementation that meet the re-
quirements of Department-wide needs and that this subcommittee
be able to transparently see that process.

Furthermore, there are natural tensions among Federal agencies
created by overlapping missions in the nuclear arena, especially in
the field of nuclear detection. This fact of life does not make mat-
ters of policy and strategy easy to implement, nor outcomes easily
measured.

Since 2009, after President Obama’s administration, DNDO has
made important changes and made especially good progress in nu-
clear forensics. I hope that our Congressional oversight efforts also
have had a positive effect.

In 2010, the committee, under then-Chairman Thompson, wrote
and combined S&T-DNDO authorizations, H.R. 4842, which set out
the premise that research and development and operations and
procurement are best left to separate organizations in order to
avoid obvious and glaring conflicts of interest. While not all goals
of that legislation were achieved, the message was clearly received
by the administration.

What I hope we are going to hear today is: How can DNDQO’s
mission be better-defined? Some claim there is still confusion as to
whether the office is an end-to-end R&D procurement entity for all
things nuclear and radiological. Is it a development entity, or an
operational entity? Some still question whether there is an inher-
ent conflict of interest when an office, agency, or program is both
an R&D workshop and a procurement platform. I hope we can ex-
plore some of these questions today.

Let me finish with this thought. On the ground and every day,
our nuclear deterrence effort as a Nation depends on motivated and
vigilant officers across the globe supplied with the best equipment
and intelligence we can give them. Officers working out of our Na-
tion’s ports of entry have an especially complex and difficult job.
Thousands of decisions are made every day to clear a container or
a personal or commercial vehicle for transit into the United States.
Other cargo requires further inspection or even denial of entry or
an interdiction action on a vehicle or person.



5

That is the hard, cold, repetitive, and everyday reality of our
mission to prevent the kind of violent nuclear attack. However, this
is part of the flow of commerce in the world’s premier, leading trad-
ing market, the United States, and we are grateful for all of our
dedicated women and men in the field who perform these vital
tasks.

Mr. Chairman, I look forward to today’s testimony, and I yield
back.

[The statement of Ms. Clarke follows:]

STATEMENT OF RANKING MEMBER YVETTE D. CLARKE

JULY 29, 2014

Thank you, Mr. Chairman, for holding this hearing on the threats of radiological
and nuclear smuggling our country faces. I want to thank our witnesses today, Dr.
Gowadia, director of DNDO, and the GAO team for agreeing to testify today. The
issues before us today include how to measure the balance between investment in
near-term and long-term solutions for nuclear detection gaps, and how we gauge the
degree and efficiency of Federal agency coordination, and especially the mechanisms
that DNDO employs for setting agency investment priorities.

Today, we will hear about some of the achievements that the hard-working Fed-
eral and civilian employees of DNDO have accomplished to protect us. Other testi-
mony today will help us understand the challenges that we experience in such a
highly complex technological world—preventing terrorists from acquiring, trans-
porting, and using radiological materials as a weapon of terror.

If we are to think about reauthorizing this program, which I understand the
Chairman is inclined to do, this subcommittee, in its oversight responsibilities,
needs to possess ways to evaluate and measure the outcomes of DNDO’s R&D ac-
tivities, their resource requests, and their asset allocations.

I think its safe to say that over the years, this subcommittee has seen many ex-
amples of DNDO pushing for acquisition decisions well before some technologies had
demonstrated that they could live up to the promises made. In my opinion, we must
deal with this issue directly in any potential legislative language.

It will be paramount that DNDO policy and strategy be translated into oper-
ations, tactics, and implementation that meet the requirements of Department-wide
needs, and that this subcommittee be able to transparently see that process. Fur-
thermore, there are natural tensions among Federal agencies created by overlapping
missions in the nuclear arena, especially in the field of nuclear detection. This fact
of life does not make matters of policy and strategy easy to implement, nor outcomes
easily measured.

Since 2009, under President Obama’s administration, DNDO has made important
changes, and made especially good progress in nuclear forensics, and I hope that
our Congressional oversight efforts also have had a positive effect. In 2010, the com-
mittee, under then-Chairman Thompson, wrote a combined S&T DNDO authoriza-
tion, H.R. 4842, which set out the premise that research and development, and oper-
ations and procurement, are best left to separate organizations in order to avoid ob-
vious and glaring conflicts of interest. While not all goals of that legislation were
achieved, the message was clearly received by the administration.

What I hope we are going to hear today is, “How can DNDO’s mission can be bet-
ter defined”? Some claim there is still confusion as to whether the office is an end-
to-end R&D procurement entity for all things nuclear/radiological . . . is it a devel-
opment entity . . . or an operational entity?

Some still question whether there is an inherent conflict of interest when an of-
fice, agency, or program, is both an R&D workshop and a procurement platform. I
hope we can explore some of these questions today.

Let me finish with this thought. On the ground, and every day, our nuclear deter-
rence effort as a Nation depends on motivated and vigilant officers across the globe,
supplied with the best equipment and intelligence we can give them. Officers work-
ing at our Nation’s ports of entry have an especially complex and difficult job. Thou-
sands of decisions are made every day to clear a container or a personal or commer-
cial vehicle for transit into the United States.

Other cargo requires further inspection—or even denial of entry—or an interdic-
tion action on a vehicle or person. That is the hard, cold, repetitive, and everyday
reality of our mission to prevent this kind of violent nuclear attack. However, this
is part of the flow of commerce in the world’s premier and largest trading market,
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the United States, and we are grateful for all of our dedicated men and women in
the field who perform these vital tasks.
Mr. Chairman, I look forward to today’s testimony, and I yield back.

Mr. MEEHAN. Let me thank the Ranking Member for her opening
statement but also for her focus on the idea that our objective is
to do, you know, effective oversight to assure that the resources are
being appropriately focused. We look forward to the ability for the
record to speak to those particular issues.

Other Members of the committee who may come in are reminded
that opening statements may be submitted for the record.

[The statement of Ranking Member Thompson follows:]

STATEMENT OF RANKING MEMBER BENNIE G. THOMPSON

JULy 29, 2014

Thank you, Mr. Chairman, for holding this hearing on the Domestic Nuclear De-
tection Office, and the radiological and nuclear smuggling threats it faces. I want
to thank the director of DNDO, and the GAO team for coming in to testify today.

We will hear testimony about some of the successes, and some of the challenges
that still exist in preventing terrorists from acquiring, transporting, and using radi-
ological materials as a potential weapon of terror.

We know that our nuclear detection strategy and equipment at the time of the
9/11 attacks was limited in its capability. Radiation detectors could sometimes de-
tect radiation, but could not identify isotopes. We also found out that sensing equip-
ment could reveal dense objects, but it would be almost impossible to pick out a
small piece of Special Nuclear Material, or SNM. Today, as technologies have be-
come more capable, they can fill more gaps in the current nuclear detection architec-
ture.

But there’s still a long way to go to fulfill the goals we set for DNDO, and many
questions to ask. For example, are we making progress on remote detection that
might offer a way to monitor chokepoints in the United States that terrorists might
pass through transporting weapons?

And, we have identified other gaps, like the need for long-range sensors that can
operate in isolated areas, and systems that can perform efficiently in highly-con-
gested public maritime areas. These kinds of technologies and sensors do not come
easily, or inexpensively.

But, we need to have systems under development that have the potential to re-
duce false positives, speed the flow of commerce, and reduce false negatives—all of
which improve security. Over the years, Congress has appropriated billions of dol-
lars to deploy systems to prevent nuclear smuggling, and to support R&D on ad-
vanced technologies.

What we hope for is that money Congress spends to achieve these refinements
can make future technologies more effective, and create an R&D pipeline that is in-
tended to generate a steady stream of new technologies and systems.

However, Congress must be sure that the money it spends for this technological
pipeline is used wisely and efficiently, and that testing and certification of these cut-
ting-edge tools are thoroughly evaluated and validated. Over the years, we have
seen too many reports about detection technologies being deployed without proper
testing, and without certification.

The development & procurement of sophisticated technologies is not a simple mat-
ter, but it is also not one that should be opaque and overly complicated for Congress
to understand.

We know that DNDO has an important role across the Department, and that it
has close relationships with DHS’s front-line programs, and other Federal agencies,
who depend on them for support and advice.

The challenge for this committee is how to evaluate how well DNDO meets the
operational requirements for DHS programs, how it spends its money and
prioritizes its R&D, and how it fulfills its responsibilities in coordinating the Global
Nuclear Detection Architecture.

We will hear testimony from GAO today about the need for a clearer, and measur-
able picture of its goals, strategies, and procedures.

It is imperative that the new Secretary makes sure no more money is wasted on
devices that cannot be properly evaluated, tested, and certified before being pro-
cured and placed into duty. Our country’s safety depends on it.

Mr. Chairman, I look forward to today’s testimony, and I yield back.



7

Mr. MEEHAN. We are pleased to have a distinguished panel of
witnesses before us here today on this important topic.

First, Dr. Huban Gowadia is the director of the Domestic Nuclear
Detection Office at the Department of Homeland Security. Under
her leadership, DNDO develops nuclear detection capabilities, it
measures detector system performance, it ensures effective re-
sponse to detection alarms, it conducts transformational research
and development, and it coordinates the improvement of technical
nuclear forensics capabilities.

Before joining DNDO, Dr. Gowadia led DHS’s Science and Tech-
nology countermeasures—the countermeasures testbeds and also
worked as a checkpoint program manager at the Office of Security
Technologies in the Transportation Security Administration.

We are joined, as well, by Mr. David Trimble, who serves as the
director of the U.S. Government Accountability Office’s Natural Re-
sources and Environment Group. Mr. Trimble provided leadership
and oversight on the United States and international nuclear secu-
rity and clean-up issues.

Mr. Trimble joined GAO in 2009, and, previously, he worked at
the Department of State’s Political-Military Affairs Bureau as the
director of the Office of Defense Trade Controls Compliance.

The witnesses’ full written statements will appear in the record.

I know there are extensive written statements, but I want to give
you the opportunity to focus on where you would like to go in your
testimony, Dr. Gowadia. So we now recognize you for your 5 min-
utes to testify.

STATEMENT OF HUBAN A. GOWADIA, DIRECTOR, DOMESTIC
NUCLEAR DETECTION OFFICE, DEPARTMENT OF HOME-
LAND SECURITY

Ms. GOwWADIA. Thank you, Chairman. Good afternoon, Chairman
Meehan and Ranking Member Clarke. Thank you for the oppor-
tunity to discuss the Domestic Nuclear Detection Office, or
DNDO’s, progress in protecting the homeland from nuclear and ra-
diological threats.

I am honored to appear before you today to testify with my dis-
tinguished colleague, David Trimble. Your support and oversight
and constructive feedback from the Government Accountability Of-
fice are critical to our improvement and continued success.

As you are aware, in 2005, DNDO was created within the De-
partment of Homeland Security as an interagency office with a sin-
gular focus: Preventing nuclear terrorism. We do so through two
missions, nuclear detection and nuclear forensics. Let me begin
with the latter.

DNDO’s National Technical Nuclear Forensics Center was estab-
lished to provide centralized stewardship, planning, and integra-
tion for Federal nuclear forensics and attribution activities. At the
time, the state of nuclear forensics capabilities were far from per-
fect, as emphasized in reports by the National Academy of
Sciences, the GAO, and others. Since then, DNDO has advanced
nuclear capabilities and improved collaborative National exercises
by making them remarkably realistic. Focusing on what was then
an in extremis National capability, DNDO has supported 19 new
nuclear forensic scientists, and we are on track to add another 35
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into the nuclear forensics field by 2018. I should say, a total of 35
by 2018.

So let me switch now to the detection mission. DNDO was estab-
lished to coordinate the United States Government’s radiological
and nuclear detection capabilities through the construct of the
Global Nuclear Detection Architecture. This is a framework for de-
tecting, analyzing, and reporting on nuclear and other radioactive
materials that are out of regulatory control. In accordance with the
GAOQ’s recommendations and along with our interagency partners,
we developed the 2010 Global Nuclear Detection Architecture Stra-
tegic Plan. Recently, we updated it in 2014 based on feedback from
the National Academy of Sciences.

DNDO is also mandated to conduct an aggressive program of
transformational research and development. As a result of our ef-
forts, several breakthrough sensing materials with enhanced detec-
tion characteristics have transitioned from the laboratory to com-
mercially available products.

We also have a robust test and evaluation program. To date,
DNDO has conducted more than 100 test campaigns and, with the
National Institute of Standards and Technology, developed con-
sensus standards for radiation detection equipment. Today, we
have a total of 24 standards for homeland security applications.

To implement the domestic component of the Global Nuclear De-
tection Architecture, we have made much progress in equipping
law enforcement officers and public safety officials with the nec-
essary capabilities, information, and training. For instance,
through the Securing the Cities program, we now have robust re-
gional nuclear detection capabilities in major urban areas, includ-
ing the New York City region and the L.A.-Long Beach region.
Through collaborative interagency efforts, we have provided train-
ing to over 27,000 law enforcement personnel across the Nation.
Annually, we conduct approximately 15 exercises to stress operator
abilities to detect illicit nuclear and other radioactive material.

In our role as the Department lead for acquiring radiation assist-
ance, we bring a disciplined approach to procurement. DNDO’s ef-
forts have ensured that all Coast Guard boarding parties carry ra-
diation detection equipment. All incoming general aviation aircraft
are met by Customs and Border Protection Officers with detectors.
One hundred percent of conveyances entering our Nation at land
ports of entry are scanned for radiological and nuclear material,
and almost 100 percent of maritime cargo is similarly scanned at
our seaports of entry. Finally, the Transportation Security Admin-
istration’s Visible Intermodal Prevention and Response teams are
also equipped with radiation detectors.

To ensure that we do not repeat the same issues that led to the
cancellation of the Advanced Spectroscopic Portal Program, DNDO
significantly improved acquisition management governance, policy,
and processes. We have implemented a disciplined solution devel-
opment process, establishing a common lexicon with consistent
practices and deliberately and continually involving operational
partners. As a result, we have increased efficiencies, promoted pro-
grammatic and budgetary transparency, and bolstered account-
ability for all our programs.



9

Looking forward, we will continue to build and sustain critical
partnerships across the nuclear security enterprise. We will use an
effective risk-informed approach to guide our efforts. We will strive
to leverage technical breakthroughs to enhance our National nu-
clear detection and forensics capabilities. Importantly, we will con-
tinue to improve the discipline in procuring and deploying systems
to meet the needs of our operational partners.

Thank you again for this opportunity, and I look forward to your
questions.

[The prepared statement of Ms. Gowadia follows:]

PREPARED STATEMENT OF HUBAN A. GOWADIA

JULy 29, 2014

Chairman Meehan, Ranking Member Clarke, and distinguished Members of the
subcommittee, thank you for the opportunity to appear before you today. I appre-
ciate your interest in the advancements the Department of Homeland Security’s
(DHS) Domestic Nuclear Detection Office (DNDO) has made in preventing nuclear
terrorism. I am honored to testify with my distinguished colleagues from the Gov-
ernment Accountability Office and the National Academy of Sciences. Your support
and oversight, and their constructive assessments and feedback, are critical to our
improvement and continued success.

Nuclear terrorism remains a serious risk because of its potential consequences. As
President Obama stated in his speech at South Korea’s Hankuk University in
March 2012, “We know that just the smallest amount of plutonium—about the size
of an apple—could kill hundreds of thousands and spark a global crisis. The danger
of nuclear terrorism remains one of the greatest threats to global security.” To ad-
dress this risk, DNDO was established as a unique interagency organization with
a singular focus on preventing nuclear terrorism. Reducing the risk of nuclear ter-
rorism is a whole-of-Government challenge, and DNDO works with Federal, State,
local, Tribal, territorial, and international partners as well as those in the private
sector, academia, and the National laboratories to fulfill its mission.

AUTHORITIES

Recognizing the threat posed by nuclear and other radioactive materials, DNDO
was created by National Security Presidential Directive (NSPD)-43 and Homeland
Security Presidential Directive (HSPD)-14 and subsequently codified by Title V of
the Security and Accountability For Every (SAFE) Port Act (Pub. L. No. 109-347),
which amended the Homeland Security Act of 2002. Pursuant to section 1902 of the
Homeland Security Act, DNDO is required to develop, with the approval of the Sec-
retary and in coordination with the Departments of Energy, State, Defense, and
Justice, an enhanced global nuclear detection architecture, and is responsible for im-
plementing the domestic portion. The architecture serves as a framework for detect-
ing (through technical and non-technical means), analyzing, and reporting on nu-
clear and other radioactive materials that are out of regulatory control. Non-tech-
nical detection refers to an alert caused by law enforcement or intelligence efforts
and collected by GNDA partners under their statutory authorities and consistent
with National policy. DNDO is also charged to enhance and coordinate the nuclear
detection efforts of Federal, State, local, and Tribal governments and the private
sector to ensure a managed, coordinated response. To accomplish this, DNDO leads
programs to develop nuclear detection and forensics capabilities, measure detector
system performance, ensure effective response to detection alarms, and conduct
transformational research and development for advanced detection technologies.

In 2006, DNDO’s National Technical Nuclear Forensics Center was established by
NSPD-17/HSPD—4 and later authorized by the 2010 Nuclear Forensics and Attribu-
tion Act (Pub. L. No. 111-140). The Center was given responsibilities to provide cen-
tralized stewardship, planning, and integration for all Federal nuclear forensics and
attribution activities. The act also established DNDQO’s National Nuclear Forensics
Expertise Development program and required DNDO to lead the development and
implementation of the National Strategic Five-Year Plan for Improving the Nuclear
Forensics and Attribution Capabilities of the United States.

These authorities have directed our focus in preventing nuclear terrorism through
the enhancement of nuclear detection and technical forensics capabilities. In both
instances, we rely on the critical triad of intelligence, law enforcement, and tech-
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nology. Thus, to maximize the Nation’s ability to detect and interdict a threat, it
is imperative that we apply detection technologies in operations that are driven by
intelligence indicators, and place them in the hands of well-trained law enforcement
and public safety officials. Similarly, to enhance attribution capabilities, the U.S.
Government (USG) must ensure that information from law enforcement, intel-
ligence, and technical nuclear forensics is fused to identify the origin of the material
or device and the perpetrators.

While we have made significant improvements in both detection and forensics
over the years, the threat of nuclear terrorism persists, and requires constant vigi-
lance.

DEVELOPING THE GLOBAL NUCLEAR DETECTION ARCHITECTURE

As recognized by the Government Accountability Office in past testimonies,
DNDO has made progress in its strategic planning efforts. In December 2010,
DNDO issued the first-ever Global Nuclear Detection Architecture Strategic Plan to
guide the development and implementation of USG detection programs, activities,
and capabilities. In April 2012, the Secretary issued a DHS Global Nuclear Detec-
tion Architecture Implementation Plan, which identified priorities, necessary capa-
bilities, and monitoring mechanisms to assess progress. DNDO has worked with
interagency partners to update the Global Nuclear Detection Architecture Strategic
Plan. The 2014 Strategic Plan presents an updated definition and vision for the
global nuclear detection architecture, as well as a mission, goals, and objectives for
interagency efforts to detect, analyze, and report on nuclear or other radioactive ma-
terials that are out of regulatory control.

The global nuclear detection architecture is a multi-faceted, layered, defense-in-
depth framework, with the objective of making the illicit acquisition, fabrication,
and transport of a nuclear or radiological device, material, or components prohibi-
tively difficult. DNDO also relies on a well-conceived arrangement of fixed and mo-
bile radiological and nuclear technical detection capabilities to present terrorists
with many obstacles to a successful attack, greatly increasing costs, difficulty, and
risk, and thereby deterring them.

To develop such a multi-faceted global nuclear detection architecture, DNDO con-
tinually assesses current and planned capabilities against the evolving radiological
and nuclear threat. DNDO uses rigorous risk assessments as one means to do so.
Since 2007, and as directed by HSPD-18 (Medical Countermeasures Against Weap-
ons of Mass Destruction), DNDO has collaborated with the DHS Science & Tech-
nology Directorate (S&T) to produce the Integrated Chemical, Biological, Radio-
logical, and Nuclear Terrorism Risk Assessment. DNDO leads the biennial radio-
logical and nuclear terrorism risk assessment, which is then combined with similar
biological and chemical risk assessments. To better address the evolving threat,
DNDO has improved the threat models in this risk assessment by adding an adapt-
ive adversary model and is working with Department of Energy (DOE) National
Laboratories to enhance improvised nuclear device models. DNDO has also sup-
ported DHS risk assessments such as the Strategic National Risk Assessment and
the Homeland Security National Risk Characterization. These risk assessments,
1coupled with requirements from our operational partners, inform DNDO resource al-
ocations.

While USG efforts and programs are critical, developing a global nuclear detection
architecture relies largely on the decisions of sovereign foreign partners to develop
and enhance their own National and regional detection programs. DNDO contrib-
utes to interagency efforts led by the Department of State by laying the groundwork
to assist partner nations in developing defense-in-depth approaches to detecting il-
licitly-trafficked nuclear or other radioactive materials. DOE’s National Nuclear Se-
curity Administration’s (NNSA) Second Line of Defense program is an essential
component of this defense-in-depth approach. This program helps strengthen the
global nuclear detection architecture by installing and supporting the installation of
fixed and mobile radiation detection equipment at high-priority locations outside the
United States. DNDO has worked closely with NNSA on training initiatives associ-
ated with building and sustaining foreign partners’ radiation detection capabilities.
DNDO has assisted in the development of guidelines and best practices through the
Global Initiative to Combat Nuclear Terrorism and the International Atomic Energy
Agency (IAEA) to outline the key characteristics of an effective architecture. To
date, IAEA has used these guidelines and best practices in regional training courses
to help more than 20 nations initiate planning of national-level detection architec-
tures, with over 50 national-level planners trained in architecture development. Just
two weeks ago (July 14-18, 2014), DNDO helped the IAEA expand its Nuclear Secu-
rity Detection Architecture awareness course during a train-the-trainer session to
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further develop the international instructor pool. By the end of this calendar year,
the TAEA will have successfully implemented seven regional awareness courses in
English, French, and Spanish. This strategic partnership will continue to serve as
a “force multiplier” for USG nuclear security efforts for years to come.

CONDUCTING TRANSFORMATIONAL RESEARCH AND DEVELOPING SYSTEMS

DNDO is also responsible for conducting an aggressive, evolutionary, and trans-
formational program of research and development to generate and improve tech-
nologies to technically detect nuclear and radioactive materials. DNDOQO’s trans-
formational research and development efforts seek to achieve dramatic advance-
ments in technologies to enhance our National detection and forensics capabilities.
These developments may also reduce the cost and operational burden of using ad-
vanced technology in the field to maintain an enhanced level of protection. Annu-
ally, DNDO updates its research and development strategy based on prevailing risk,
advancements in technology, and the availability of funding.

Although significant progress has been made in addressing the gaps and needs
of the global nuclear detection architecture and nuclear forensics, several challenges
remain that require sustained investment. DNDO’s technical challenges include the
need for systems that:

e Are cost-effective with sufficient technical performance to ensure wide-spread

deployment;

e Can detect special nuclear material, even when heavily shielded;

e Facilitate enhanced wide-area searches in a variety of scenarios, to include

urban and highly cluttered environments;

e Can be used to monitor traffic in challenging pathways, such as between ports

of entry along our land and sea borders; and

e Support the forensics determination of origin and process history of seized ma-

terial.

DNDO has and will continue to advance fundamental knowledge in nuclear detec-
tion and forensics through a sustained long-term investment in our Exploratory Re-
search program and Academic Research Initiative. These efforts directly address the
aforementioned challenges through basic and early-applied research to feed more
mature research and development projects such as DNDO’s Advanced Technology
Demonstrations.

Equally important, the Academic Research Initiative is building the capabilities
of universities to develop next generation scientists and engineers in areas such as
advanced materials, nuclear engineering, radiochemistry, and deterrence theory.
Since its inception, 57 grants have been awarded to more than 42 academic institu-
tions across the country. In 2013 alone, the Academic Research Initiative directly
supported 140 students, published 108 papers, and conducted 180 conference pres-
entations. And, we are beginning to see these projects move up the technology pipe-
line. Just this year, a new room temperature thallium-based semiconductor detector
transferred from Northwestern University to our Exploratory Research program.
Nuclear resonance cross-sections measured at Duke University are being used in
our shielded special nuclear material detection projects and background radiation
measurements performed by University of California at Berkeley are being used in
support of operational programs across the interagency.

Several DNDO-sponsored research efforts have also led to new commercial prod-
ucts that provide enhanced operational capabilities to Federal, State, and local law
enforcement and public safety personnel. Even before a Helium-3 shortage was
identified, DNDO teamed with the Defense Threat Reduction Agency to explore op-
tions for better, more cost-effective alternatives for neutron detection (Helium-3 is
a gas that is widely used to detect neutrons that are emitted by certain nuclear and
other radioactive materials. Helium-3 results from the radioactive decay of tritium.
As the need for tritium for nuclear weapons decreased, so too did the availability
of Helium-3.) For portal systems, which require the largest quantities of this gas,
DNDO worked with industry and is now deploying alternative detection tech-
nologies that do not require Helium-3. This enables the country to devote the scarce
supplies of Helium—-3 to those applications where no substitutes are possible. We are
also testing alternative systems for use in mobile, backpack, and hand-held radi-
ation detectors, several of which have already shown performance superior to the
current-generation systems. Importantly, due to a collaborative USG-wide effort to
address the shortfall, our USG strategic reserve of Helium—3 has increased by 70%
since 2009.

Other recent DNDO technological successes that transitioned from laboratories to
commercially-available products include:
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e Advanced radiation-sensing materials such as Cesium Lithium Yttrium Chlo-
ride, Strontium Iodide, and Stilbene, which have enhanced detection character-
istics and can be used to build more capable systems featuring simplified elec-
tronics, low power requirements, and greater reliability;

e New electronics and advanced algorithms that support networked radiation de-
tection for improved wide-area search capabilities;

e Compact dual-energy X-ray generators with improved density discrimination
and higher shielding penetration that have been integrated into commercially
available mobile radiography systems; and

e Software to automatically detect special nuclear material and shielding material
in radiography images.

DNDO continues to develop breakthrough technologies that increase performance
and reduce the operational burdens of our front-line operators. DNDO continues to
work closely with other DHS components to improve their mission performance.

We are collaborating with U.S. Customs and Border Protection’s (CBP) Labora-
tories and Scientific Services to use machine learning to greatly reduce the number
of nuisance alarms in radiation portal monitors; working with the Massachusetts
Port Authority, DHS S&T, and the United Kingdom Home Office to develop and
evaluate the next generation non-intrusive inspection imaging equipment; and con-
tinuing to jointly evaluate parameter-setting modifications to reduce the number of
alarms from naturally-occurring radioactive material. In fact, after a rigorous pro-
gram of laboratory tests, modeling and simulation, field trials, and successful pilots
at two ports of entry, CBP will deploy a new technique to the 26 largest seaports
by the end of 2014. It is anticipated that this effort will reduce wait times and yield
operational efficiencies.

In addition to CBP, DNDO worked closely with the U.S. Coast Guard (USCG), the
Transportation Security Administration (T'SA), and State and local partners to iden-
tify key operational requirements for the design of next-generation radioisotope
identification devices that can be used by law enforcement officers and technical ex-
perts during routine operations to identify radioactive materials. Based on the en-
hanced detection material lanthanum bromide and improved algorithms, this new
hand-held technology is easy-to-use, lightweight, and more reliable and, because it
contains built-in calibration and diagnostics, has a much lower annual maintenance
cost. The new system is receiving very positive reviews from operators in the field.

CHARACTERIZING SYSTEM PERFORMANCE

DNDO’s technology efforts are coupled with a rigorous test and evaluation pro-
gram. Over the years, DNDO’s test program has grown and matured. To date, we
have conducted more than 100 test and evaluation campaigns at more than 40 lab-
oratory and operational venues, and evaluated systems including pagers, handhelds,
portals, backpacks, and vehicle-, boat-, aircraft,- and spreader bar-mounted detec-
tors, as well as next-generation radiography technologies. To ensure the equipment
is evaluated in the manner in which it will be used, these test campaigns are always
planned and executed with operational users. In addition, we include interagency
partners and use peer-reviewed processes. The results from DNDO’s test campaigns
have informed Federal, State, local, and Tribal partners on the technical and oper-
ational performance of detection systems, allowing them to select the most suitable
equipment and implement the most effective concepts of operation.

DNDO leads the development of technical capability standards, and in collabora-
tion with the National Institute of Standards and Technology, also supports the de-
velopment, publication, and adoption of National consensus standards for radiation
detection equipment. A total of 24 standards, including 11 U.S. standards with the
American National Standards Institute, 10 international standards with the Inter-
national Electrotechnical Commission, and 3 technical capability standards now
exist for homeland security applications. We have assessed commercially available
detection systems against National and international standards and in various oper-
ational scenarios. Notably, we recently completed the Illicit Trafficking Radiation
Assessment program, a collaboration with the European Commission’s Joint Re-
search Center and the IAEA to evaluate nearly 80 instruments against consensus
standards. The results enabled our stakeholders to compare the performance of com-
mercially available radiation detection equipment and provided manufacturers with
constructive feedback on their products.

IMPLEMENTING THE DOMESTIC COMPONENT OF THE GLOBAL NUCLEAR DETECTION
ARCHITECTURE

DNDO is instrumental in implementing the domestic component of the global nu-
clear detection architecture. In conjunction with Federal, State, local, Tribal, and
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territorial operational partners, DNDO applies a disciplined approach to procure
small- and large-scale radiation detection and/or identification systems and deploy
them at ports of entry, along our land and maritime borders, and in the interior
of the United States. In addition, as part of DHS’s Strategic Sourcing efforts, DNDO
is the Department’s commodity manager for hand-held radiological and nuclear de-
tection equipment. This enables us to take advantage of technical advancements
and achieve cost savings by leveraging the volume demand of Department-wide and
other Federal users.

DNDO’s collaborative system acquisition efforts have ensured that all USCG
boarding parties carry radiation detection equipment; all in-coming general aviation
flights are met by CBP Officers with radiation detectors; 100% of conveyances enter-
ing our Nation at land ports of entry are scanned for nuclear and other radioactive
materials; almost 100% of maritime cargo is similarly scanned at our sea ports of
entry; and the TSA’s Visible Intermodal Prevention and Response teams are
equipped with radiation detectors. Our partnership with CBP was leveraged during
the recovery efforts from Hurricane Sandy. DNDO was able to replace 39 radio-
logical detector panels and nine operator booths within 2 weeks of the storm, there-
by supporting the quick resumption of port operations at A.P. Moller, Maher, Port
Newark Container, New York Container, Global, and Red Hook terminals in New
York and New Jersey. While technology acquisition and deployments are critical, we
must also ensure that the training, exercise, and cross-jurisdictional protocols inte-
gral to mission success are adopted and sustained by operational partners. As such,
DNDO provides program assistance services to Federal, State, local, Tribal, and ter-
ritorial stakeholders who are developing or enhancing radiological and nuclear de-
tection capabilities. This support includes assistance in developing and integrating
local or regional programs into the global nuclear detection architecture, guiding the
development of concepts of operations and standard operating procedures, and de-
veloping training and exercise products to ingrain those procedures into day-to-day
activities.

DNDO has made considerable progress in enhancing National radiation detection
capabilities by:

e Engaging with 29 States to raise awareness and begin developing formal radio-
logical and nuclear detection programs. By the end of fiscal year 2015, DNDO
plans to expand its efforts to all 50 States.

e Developing an enduring partnership with State and local jurisdictions, through
the Securing the Cities program, resulting in a robust regional nuclear detection
program in the New York City/Jersey City/Newark region. Based on lessons
learned in this implementation, DNDO expanded the Securing the Cities pro-
gram in fiscal year 2013 to the Los Angeles/Long Beach area and will select a
third region later this fiscal year.

e Supporting domestic maritime capability development by working with regional
Area Maritime Security Committees to develop operational procedures, training,
and exercises to reinforce their Area Maritime Security Plans and address the
small vessel threat.

e Deploying Mobile Detection Deployment Units to provide radiation detection
and communications equipment for Federal, State, and local agencies to aug-
ment their capabilities during special events or in response to elevated threat
conditions. To date, these units have been deployed over 150 times.

DNDO provides training products and support to develop, enhance, and expand
radiological and nuclear detection capabilities. In partnership with the Federal
Emergency Management Agency (FEMA) the Federal Law Enforcement Training
Center, DOE, and the Department of Justice (DOJ), DNDO develops and imple-
ments protocols and training standards for the effective use of radiation detection
equipment and associated alarm reporting and resolution processes. DNDO has de-
veloped 42 separate courses in support of emerging detection technologies and oper-
ational environments to support our Federal, State, and local stakeholders. Since
2005, more than 27,000 law enforcement and public safety personnel from 35 States
have participated in DNDO-supported radiological and nuclear detection training.

DNDO also assists State and local partners in developing, designing, and con-
ducting exercises that are compliant with the Homeland Security Exercise and Eval-
uation program methodology. The exercises provide valuable hands-on experience
for personnel performing radiological and nuclear detection operations and assist de-
cision makers in integrating the detection mission into their daily operations. To
date, DNDO has conducted exercises with 21 States and annually supports up to
15-20 exercises. DNDO continues to develop and apply standardized and
customizable exercise templates and guidelines evaluating the implementation and
performance of Federal, State, and local radiological and nuclear detection programs
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while fostering the exchange of ideas and best practices amongst State and local
partners.

DNDO fields a unique Red Team to objectively assess the operational effective-
ness and performance of DNDO programs and deployed radiological and nuclear de-
tection capabilities at the Federal, State, and local levels. Our Red Team works
across the inter-agency employing an all-of-Government approach to collectively im-
proving our National capabilities. At the Federal level we partner with the Depart-
ments of Energy, Defense, and Justice; within DHS with CBP, FEMA, TSA, USCG,
and U.S. Secret Service; and with a myriad of State and local agencies across the
United States. The Red Team evaluates deployed systems and operations and their
associated tactics, techniques, and procedures, in as-close-to-realistic environments
as possible. As covert and overt assessments are generally the only opportunity for
operators of radiological and nuclear detection systems to gain experience detecting
uncommon nuclear sources, these operations provide valuable feedback on the per-
formance of tactics, techniques, and procedures. This feedback enables operators to
improve their concepts of operation and readiness. For the past 5 years, DNDO’s
Red Team has averaged more than 25 overt and covert assessments per year.

DNDO is responsible for enhancing and coordinating the nuclear detection efforts
of Federal, State, local, and Tribal governments and the private sector to ensure a
managed, coordinated response. We also coordinate across the interagency to estab-
lish protocols and procedures to ensure that the technical detection of unauthorized
nuclear explosive devices, fissile material, or other active radioactive material is
promptly reported to the Secretaries of Homeland Security, Defense, and Energy,
the Attorney General, and others as appropriate for action by law enforcement, mili-
tary, emergency response, or other authorities.

DNDO’s Joint Analysis Center is essential in enhancing situational awareness, as
well as providing technical support and informational products, to Federal, State,
and local partners. The Joint Analysis Center employs a secure web-based dash-
board to collaborate with mission partners and uses a geographic information sys-
tem to show detection information, detectors, situational awareness reports, and
other overlays in a geospatial viewer. Using the Joint Analysis Center Collaborative
Information System, DNDO facilitates nuclear alarm adjudication and the consoli-
dation and sharing of information and databases. This system provides our State
and local partners with the ability to manage, document, and execute a radiological
and nuclear detection program. This includes the ability to electronically maintain
training, certification, and Memoranda of Understanding and Memoranda of Agree-
ment between jurisdictions. The system also consolidates and maintains a database
of detector equipment and Nuclear Regulatory Commission State licensees. Through
this information system, we connect to the Triage system, maintained by DOFE’s
NNSA, to enable a seamless transition when National-level adjudication assistance
is required. To increase awareness of lost and stolen sources and other relevant in-
formation, DNDOQO’s Joint Analysis Center publishes weekly information bulletins,
sumr{larizing relevant news articles and providing useful facts about radioactive ma-
terials.

In addition to direct interaction with individual States and law enforcement agen-
cies, DNDO hosts biennial State and Local Stakeholder Working Group meetings
and annual Executive Steering Council meetings with law enforcement and other
supervisory personnel to exchange best practices and to obtain feedback on DNDO’s
initiatives. The State and Local Stakeholder Working Group provides a forum for
DNDO to meet with our stakeholders to discuss their current activities, lessons
learned, and planned detection initiatives. This forum also provides State and local
leaders an opportunity to convey their perspective on mission needs and radiation
detection requirements, so that DNDO can develop the necessary products and serv-
ices to support their efforts. The Executive Steering Council provides policy coordi-
nation and implementation between DNDO and senior-level State and local leaders
regarding radiation detection programs, and serves as a mechanism to solicit input
from senior leaders on their successes, evolving requirements, and challenges, as
well as for DNDO to apprise them of on-going efforts to support their jurisdictions.
Both the Stakeholder Working Group and the Executive Steering Council have been
received favorably and continue to reinforce the relationship between DNDO and
key stakeholders.

ACQUISITION PROCESS IMPROVEMENTS

Initiated in 2004 and canceled in 2011, the Advanced Spectroscopic Portal pro-
gram was started with the goal of improving the performance of the current radi-
ation detection system that is deployed to our seaports and land border crossings.
To ensure we did not repeat the same issues that led to the cancellation of the pro-
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gram, including close end-user collaboration, DNDO and CBP completed a Lessons
Learned/Post-Implementation Review and identified 32 lessons learned, including
significant findings in acquisition management. DNDO will share these observations
with the new DHS Joint Requirements Council to ensure maximum benefit is
achieved from these past difficulties. Based in part on these lessons learned, DNDO
has significantly bolstered acquisition management policy and strengthened its im-
plementation via robust and disciplined governance and program management proc-
esses. In doing so, we ensure programs are selected based on sound business cases
and are effectively managed, resulting in an efficient and effective use of DNDO’s
appropriated funds.

To enhance mission delivery and improve investment management, DNDO de-
signed the Solution Development Process. Aligned with DHS Acquisition Manage-
ment Directive 102-01, the Solution Development Process institutes an integrated
governance approach to program and project oversight throughout the systems engi-
neering life cycle. The process brings all programs and projects under governance—
establishing a shared language, with common practices to increase efficiencies, pro-
mote programmatic and budgetary transparency, and bolster accountability. It
aligns with DHS enterprise architecture, acquisition management, and capital plan-
ning and investment processes. Further, the framework guides management,
through the Governance Review Board, and Integrated Product Teams in the deliv-
ery of new solution concepts to end-users and stakeholders, while maintaining a
focus on DNDO’s mission, goals, and objectives. As a critical component of the proc-
ess, it includes active involvement of operational partners, who serve as Lead Busi-
ness Authorities, and requires rigorous technical reviews at each programmatic
stage. In adhering to the process, DNDO ensures current and future programs are
appropriately structured and have the necessary oversight for success. DNDO will
continue to incorporate lessons learned and process improvements as the process
matures, sharing them throughout DHS to strengthen Departmental Unity of Ef-
fort—one of the Secretary’s top priorities.

Recognizing the important contributions and innovations of private industry, Na-
tional laboratories, and academia, DNDO has evolved its acquisition focus from one
that is predominantly fueled by a Government-funded, Government-managed devel-
opment process to one that relies upon industry-led development. As such, DNDO
technology development programs now proceed with a “commercial first” approach;
engaging first with the private sector for solutions and only moving to a Govern-
ment-sponsored and -managed development effort if necessary. This approach
leverages industry-led innovation, takes advantage of industry’s innate flexibility
and ability to rapidly improve technologies, and reduces Government-funded devel-
opment efforts. In some cases, shifting to commercial-based acquisitions will reduce
the total time to test, acquire, and field technology.

FORENSICS CAPABILITIES

In the event of an act of nuclear terrorism or interdiction there will be enormous
pressure for rapid, accurate attribution. The resulting USG response will have to
be supported by sound scientific evidence supporting the determination of who was
responsible, for which the bar will be set very high by our stakeholders and allies.
Nuclear forensics—as the technical pillar of attribution—will support leadership de-
cisions. DNDO’s National Technical Nuclear Forensics Center focuses on continu-
ously evaluating and improving the nuclear forensic capabilities with specific re-
sponsibilities to:

e Improve the readiness of the overarching USG nuclear forensic capabilities,
from pre- to post-detonation, through centralized stewardship, planning, assess-
ment, gap analysis, exercises, improvement, and integration;

e Advance the technical capabilities of the USG to perform forensic analyses on
pre-detonation nuclear and other radioactive materials; and

e Build and sustain an expertise pipeline for nuclear forensic scientists.

Operational readiness has improved markedly in recent years. DNDO has led the
way in integrating the nuclear forensics community through the alignment of pro-
gram capabilities, coordination of research and development and operational activi-
ties, and accelerated capability development through synchronized interagency in-
vestments. The interagency uses two primary DNDO-led mechanisms, the Nuclear
Forensics Executive Council and Steering Committee, to facilitate consistent coordi-
nation across the USG. DNDO is also leading the interagency effort to update the
National Strategic Five-Year Plan for Improving the Nuclear Forensics and Attribu-
tion Capabilities of the United States and to synchronize resources among partner
agencies through an established Budget Crosscut. Requirements are now regularly
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identified and developed by the Nuclear Forensics Requirements Center, co-chaired
by DNDO and the FBI.

Since the Nuclear Security Summit in 2010, international partnerships in nuclear
forensics have greatly expanded, resulting in stronger National and international
capabilities. DNDO provides subject-matter expertise to numerous initiatives, in-
cluding multinational nuclear forensics table-top exercises and documentation, to
enhance understanding among policy makers, law enforcement officials, and sci-
Enltists, and to encourage and assist other nations in developing their National capa-

ilities.

Forensics exercises have become realistic and complex, with intensive multi-agen-
cy planning among the FBI, DOE, Army, Air Force, and DNDO. Many of the exer-
cises now include State and local law enforcement. Other exercises have involved
the intelligence community, in order to plan and synchronize the fusion of intel-
ligence, law enforcement and technical forensics information, leading to a more effi-
cient and effective attribution process.

Nuclear forensics capabilities for analysis of nuclear and other radioactive mate-
rials have steadily advanced. DNDO’s efforts are focused on continually improving
the accuracy, precision, and timeliness of material characterization information, and
linking that information to the process and place of that material’s origin. To date,
DNDO has developed seven radiological and nuclear certified reference materials,
which are forensically-relevant calibration standards used by the National labora-
tories to improve confidence in analytical conclusions. Additionally, DNDO has de-
veloped the first-ever laboratory-scale uranium processing capability that allows us
to determine forensic signatures associated with specific variations in uranium man-
ufacturing processes. This capability enables us to determine forensics signatures
without having direct access to samples from foreign fuel cycles. We are now begin-
ning development of a similar plutonium processing capability. Further, in coopera-
tion with DOE and the Department of Defense, DNDO has developed and installed
a nuclear forensics data evaluation capability at Sandia National Laboratories that
enables forensic analysts to develop and test data analysis tools and evaluate large
sets of data in order to identify distinguishing characteristics of specific nuclear ma-
terials. Together with the remainder of our portfolio, these projects are significantly
improving the National ability to trace nuclear materials back to their source.

DNDO’s efforts to restore the expertise pipeline have also shown substantial suc-
cess to date. The Congressionally-mandated National Nuclear Forensics Expertise
Development program is a comprehensive effort to grow and sustain the scientific
expertise required to execute the National technical nuclear forensics mission.
Launched in 2008, this effort is a key component in assuring a robust and enduring
nuclear forensics capability and its contribution to the Nation’s efforts at preventing
nuclear terrorism. In close partnership with eight National Laboratories, the pro-
gram has provided support to more than 300 students and faculty and 23 univer-
sities. In 2008, DNDO commissioned an independent expert panel, the Nuclear
Forensics Science Panel Education Sub-Panel, to examine the deficiencies in the nu-
clear forensics expertise pipeline and make recommendations to address them. We
are steadily progressing toward the initial milestone, as established by the Science
Panel’s recommendation, of adding 35 new Ph.D. scientists into the nuclear
forensics field by 2018 to replace anticipated attrition or retirements from the DOE
National Laboratories. Nineteen new nuclear forensics scientists have come through
the National Nuclear Forensics Expertise Development program and been hired
since the program’s inception.

CLOSING

While DNDO has made considerable progress since it was established in 2005,
much remains to be done. It will be a challenge to remain one step ahead of the
adversary—particularly one that is intelligent and adaptable. We must ensure our
efforts are robust so that the obstacles terrorists face are many. DNDOQO’s detection
and forensics programs, in concert with those of our partners and stakeholders, are
foundational elements in creating these impediments. Together, we can build upon
DNDO’s integrated approach to architecture planning, testing, and assessments, re-
search and development, operational support, and nuclear forensics to strengthen
the Nation’s capabilities to detect and interdict the nuclear threat and to hold those
responsible accountable for their actions. We remain committed to this challenge
and we deeply appreciate this subcommittee’s sustained interest and support in
these shared goals to secure the homeland.

Thank you again for this opportunity, I would be happy to answer any questions
from the committee.

Mr. MEEHAN. Thank you, Doctor.
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The Chairman now recognizes the gentleman from the GAO, Mr.
Trimble.

STATEMENT OF DAVID C. TRIMBLE, DIRECTOR, NATURAL RE-
SOURCES AND ENVIRONMENT, U.S. GOVERNMENT ACCOUNT-
ABILITY OFFICE

Mr. TRIMBLE. Chairman Meehan, Ranking Member Clarke, and
Members of the committee—when they arrive—my testimony today
discusses GAO’s past work related to DNDO and provides prelimi-
nary observations from our on-going work for this subcommittee on
management and coordination of research and development at
DNDO.

DNDO’s mission is critical to the Nation’s capability to deter a
radiological or nuclear attack within the United States. DNDO car-
ries out this mission by coordinating the Global Nuclear Detection
Architecture, developing and deploying radiation detection tech-
nology along our borders, and funding research and development of
radiation and nuclear detection technology.

Since 2006, we have reported on progress and challenges in
DNDO’s efforts to develop plans for the GNDA and deploy radi-
ation detection technology. We are pleased to report that DNDO
has taken actions to respond to the majority of our recommenda-
tions in this area, including developing strategic and implementa-
tion plans for this effort.

In 2012, we reported on how DHS coordinates research and de-
velopment across the agency, including at DNDO. We found that
DHS did not have a Department-wide policy defining R&D or guid-
ance directing components on how to report R&D investments,
making it difficult for DHS to track and coordinate these efforts to
prevent unnecessary duplication.

In 2013, we reviewed the extent to which DHS coordinates its
border and maritime R&D efforts and found that work remained to
be done to ensure these investments are directed towards the high-
est-priority needs.

One of the significant findings from our past work on DNDO’s ef-
forts to acquire and deploy radiation detection equipment was inad-
equate communication. We specifically found that DNDO sought to
acquire an advanced system for detecting nuclear materials with-
out understanding that the system would not fit in the inspection
lanes operated by CBP. DNDO cancelled the system and limited
any further work to research and development. This history high-
lights the importance of effective coordination in the early research
and development phases of a system.

Our on-going work for this subcommittee examines management
and coordination issues within the research directorate at DNDO.
DNDO established this directorate, known as TAR, to identify, ex-
plore, and develop scientific and technological approaches that ad-
dress gaps in the GNDA, improve the performance of existing de-
tectors, and increase the efficiency of detection technology for the
end-users who will operate it.

Regarding the TAR Directorate’s efforts to manage R&D invest-
ments, our preliminary observations are that DNDO has taken
steps to manage R&D and assess project outcomes, but the direc-
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torate may not be able to demonstrate how agency investments
align with critical mission needs.

Critical mission needs are identified based on an analysis of gaps
in the GNDA. However, TAR Directorate officials say they do not
have systematic approach for evaluating its overall R&D program
against the gaps in the GNDA. TAR Directorate officials told us
they understand how projects are intended to make progress on
those gaps but acknowledge that the only documentation on this
linkage are large technical project deliverables.

As a result, the TAR Directorate may not be able to demonstrate
to key stakeholders, including oversight organizations and poten-
tial users of new technologies, that its R&D investments are
aligned with critical mission needs.

Regarding the TAR Directorate’s efforts to coordinate R&D, our
preliminary analysis shows that not all of DNDO’s end-users are
satisfied with the TAR Directorate’s level of communications. In es-
sence, the TAR Directorate communicates with end-users through
a middle man. Specifically, staff in DNDQO’s planning directorate,
not the TAR Directorate, communicate with end-users and then
convey these user needs back to the TAR Directorate.

Officials at CBP, a key end-user, told us they would prefer direct
communications so they can assure their operational needs and
constraints are fully understood during the critical planning stages.
Past communication breakdowns between DNDO and CBP high-
light the importance of improving this communication channel.

We are continuing our audit work looking at R&D and the TAR
Directorate and plan to issue our final report in December.

In summary, DNDO was established to help protect the Nation
from the threat and terrible consequences of a nuclear or radio-
logical attack. Improving communication between DNDO and end-
users is essential to maximize the chance that its R&D projects will
improve the effectiveness of our detection capabilities at the border.
Similarly, clearly tracking and documenting how R&D investments
address critical gaps in the GNDA will help DNDO demonstrate
the benefits of these investments.

N Thank you. I would be happy to answer any questions you may
ave.

[The prepared statement of Mr. Trimble follows:]

PREPARED STATEMENT OF DAVID C. TRIMBLE

JULY 29, 2014
GAO HIGHLIGHTS

Highlights of GAO-14-783T, a testimony before the Subcommittee on Cybersecu-
rity, Infrastructure Protection, and Security Technologies, Committee on Homeland
Security, House of Representatives.

Why GAO Did This Study

Preventing terrorists from using nuclear or radiological material to carry out an
attack in the United States is a top National priority. Within DHS, DNDQO’s mission
is to: (1) Improve capabilities to deter, detect, respond to, and attribute attacks, in
coordination with domestic and international partners, and (2) conduct R&D on ra-
diation and nuclear detection devices. GAO has reported on progress and challenges
in DNDOQO’s efforts since 2006 and is currently reviewing DNDQO’s planning and
prioritization of its R&D investments.

This testimony discusses GAQO’s past work on DNDO’s efforts to develop the
GNDA and deploy radiation detection equipment and DHS’s efforts to coordinate
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R&D across the agency, as well as preliminary observations from GAO’s on-going
review of DNDO’s research directorate’s efforts to: (1) Manage its R&D investments
to align with critical mission needs and (2) coordinate its R&D efforts internally,
with other Federal research agencies, and with end-users of the technology it devel-
ops.

To conduct its on-going review, GAO analyzed DHS documents and data related
to how DNDO plans and prioritizes its R&D program, and interviewed officials on
coordinating R&D.

What GAO Recommends

GAO is not making any new recommendations in this statement. As GAO con-
tinues to complete its on-going work, it will consider the need for any new rec-
ommendations as appropriate. DHS provided technical comments, which were incor-
porated as appropriate.

COMBATING NUCLEAR SMUGGLING.—PAST WORK AND PRELIMINARY OBSERVATIONS ON
RESEARCH AND DEVELOPMENT AT THE DOMESTIC NUCLEAR DETECTION OFFICE

What GAO Found

GAO has reported on the Department of Homeland Security’s (DHS) Domestic
Nuclear Detection Office (DNDO) since 2006. GAO has identified challenges and
made recommendations in the following areas:

e DNDO’s efforts to develop the Global Nuclear Detection Architecture (GNDA).—
In 2008, GAO recommended that DHS develop a strategic plan to guide the de-
velopment of the GNDA, a framework for 74 independent programs, projects,
or activities to detect and interdict nuclear smuggling. In 2010, DHS issued a
plan and GAO reviewed this plan and found that it generally addressed GAQO’s
recommendations.

e DNDO’s efforts to replace radiation detection equipment.—GAQO has found chal-
lenges in DNDQ’s efforts to develop and deploy radiation portal monitors, which
scan for nuclear or radiological materials at ports of entry. GAO has made sev-
eral recommendations throughout the history of these efforts, and DNDO has
taken actions that have generally been responsive.

e DHS’s efforts to coordinate research and development (R&D) across the agen-
cy.—In 2012 and 2013, GAO made recommendations to help DHS oversee its
R&D investments and efforts, and in particular its border and maritime R&D
efforts. GAO’s recommendations focused on strengthening coordination and de-
fining R&D across the agency. DHS concurred with GAO’s recommendations
and described actions it plans to take in response.

Preliminary observations from GAQO’s on-going review are that DNDO has taken
steps to manage R&D and assess project outcomes, but that it may not be able to
demonstrate how agency investments align with critical mission needs. DNDO offi-
cials told GAO that they discuss how research projects may contribute to critical
mission needs but that they do not document these discussions. Once research
projects are complete, DNDO officials told GAO they evaluate the success of indi-
vidual research projects, but DNDO does not have a systematic approach to ensure
its overall R&D investments address gaps in the GNDA. As a result, DNDO may
not be able to demonstrate to key stakeholders—including oversight organizations
and potential users of new technologies—that its R&D investments are aligned with
critical mission needs.

AQ’s on-going work indicates that DNDO officials have taken some steps to co-
ordinate R&D efforts internally, with other Federal agencies, and with end-users,
but preliminary analysis shows that not all of DNDO’s end-users are satisfied with
DNDO’s communication. DNDO directorates work closely to identify critical mission
needs, and DNDO collaborates with other Federal research agencies to leverage ex-
pertise. However, DNDQO’s end-users varied in their satisfaction with DNDO’s ef-
forts to coordinate with them. Officials from two end-user agencies told GAO that
coordination was working well; however, officials from the largest end-user agency
stated that they were generally dissatisfied with DNDO’s coordination because
DNDO’s research directorate does not provide them information directly and, in
some cases, found that project requirements would not meet the agency’s oper-
ational needs. This is consistent with GAO’s 2010 finding that inadequate commu-
nication caused DNDO to pursue scanning technology that would not meet the oper-
ational requirements of the end-user if it were deployed.

Chairman Meehan, Ranking Member Clarke, and Members of the subcommittee:
I am pleased to be here today to discuss our past work on the Department of Home-
land Security’s (DHS) Domestic Nuclear Detection Office (DNDO) and our prelimi-
nary observations on DNDO’s management and coordination of its research and de-
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velopment (R&D) investments as you consider the reauthorization of DNDO. Pre-
venting terrorists from using nuclear or radiological material to carry out an attack
in the United States is a top National priority. Terrorists could use these materials
to make an improvised nuclear device or a radiological dispersal device (also called
a “dirty bomb”). The detonation of a nuclear device in an urban setting could cause
hundreds of thousands of deaths and devastate buildings and physical infrastruc-
ture for miles. While not as damaging, a radiological dispersal device could nonethe-
less cause hundreds of millions of dollars in socioeconomic costs as a large part of
a city would have to be evacuated—and possibly remain inaccessible—until an ex-
tensive radiological decontamination effort was completed. A key element of the
strategy for protecting the homeland from the consequences of nuclear or radio-
logical terrorism is the Global Nuclear Detection Architecture (GNDA), a multi-lay-
ered framework encompassing 74 independent programs, projects, or activities by
the Federal Government and its partners to detect and interdict nuclear smuggling
in foreign countries, at the U.S. border, and inside the United States.!

Within DHS, DNDO is responsible for improving the Nation’s capabilities to deter,
detect, respond to, and attribute attacks, in coordination with domestic and inter-
national partners.2 To accomplish this, DNDO is organized into directorates that
support elements of its mission. Three of these directorates are relevant to my testi-
mony today: (1) The Architecture and Plans Directorate, which analyzes gaps in the
GNDA and develops strategies and plans for the GNDA in coordination with its
partners; (2) the Product Acquisition and Deployment (Acquisition) Directorate,
which is responsible for developing, acquiring, and deploying radiation detection
equipment to support the efforts of Federal, State, and local agencies that use radi-
ation detection equipment to carry out their mission; and (3) the Transformational
and Applied Research (TAR) Directorate, which conducts R&D of radiation and nu-
clear detection devices and furthers the development of technologies to support the
domestic component of the GNDA. DNDO established the TAR Directorate in 2006
to identify, explore, develop, and demonstrate scientific and technological ap-
proaches that meet one or more of the following criteria: Address gaps in the GNDA;
improve the performance of domestic radiological and nuclear detection systems and
enabling technologies; or increase the operational efficiency of detection technology
for domestic end-users: primarily DHS’ Customs and Border Protection (CBP), but
also Coast Guard, Transportation Security Administration (TSA), and State and
local law enforcement. DNDO’s TAR Directorate makes R&D investments based on
competitive awards to researchers in Government laboratories, academia, and pri-
vate industry for basic and applied R&D efforts. From fiscal year 2008 through fis-
cal year 2013, the TAR Directorate obligated approximately $328 million for about
205 projects focused on basic research, technology prototypes, software development,
and computer modeling for the detection of radioactive and nuclear materials,
among other things. The TAR Directorate’s total budget, including R&D, for fiscal
year 2014 was $71.1 million.

My testimony today is based on reports we issued from March 2006 to September
2013, as well as preliminary observations from our on-going review for this sub-
committee of the TAR Directorate’s efforts to plan, prioritize, and assess outcomes
of its R&D program. Specifically, my statement today discusses our past work on
DNDO'’s efforts to develop the GNDA and deploy radiation detection equipment and
DHS'’s efforts to coordinate R&D across the agency, as well as preliminary observa-
tions from our on-going review of the TAR Directorate’s efforts to: (1) Manage its
R&D investments to align with critical mission needs, and (2) coordinate its R&D
efforts internally, with other Federal research agencies, and with the end-users of
the technology it develops.

Detailed information on our scope and methodology for our prior work can be
found in the reports cited throughout this statement. To develop our preliminary ob-
servations on the TAR Directorate’s efforts to manage and coordinate its R&D in-
vestments, we reviewed agency documents that identify critical mission needs for
R&D and the TAR Directorate’s process for planning and prioritizing R&D invest-
ments. We also obtained data from the TAR Directorate’s project database that con-
tained information on all on-going and completed research projects funded from fis-
cal year 2008 through 2013, which we used to determine the total number of TAR
Directorate research projects and obligations allocated during this period. To assess

1U.S. Government partners include State, Tribal, and local governments, the private sector,
and international partners.

2DNDO was established in 2005 by National Security Presidential Directive (NSPD)-43/
Homeland Security Presidential Directive (HSPD)-14 and codified in statute by the Security and
Accountability for Every Port Act of 2006 (SAFE Port) Act, Pub. L. No. 109-347 § 501, 120 Stat.
1884, 1932 (codified as amended at 6 U.S.C. § 591).
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the reliability of the data, we interviewed the TAR Directorate officials responsible
for maintaining the database and determined the data were reliable for providing
background information on the TAR Directorate’s projects. Our review does not in-
clude the TAR Directorate’s nuclear forensics portfolio because projects in that port-
folio are not selected using the same planning and prioritization process as projects
in the TAR Directorate’s other research areas. We interviewed the assistant direc-
tors of the TAR Directorate, the Architecture and Plans Directorate, and the Acqui-
sition Directorate. We also interviewed the TAR Directorate’s research managers on
the TAR Directorate’s process for identifying critical mission needs, selecting re-
search topics and projects, managing and evaluating research areas, coordinating
R&D, and aligning R&D investments with critical mission needs. We also inter-
viewed officials at Federal agencies with a R&D component and potential end-users
of technology developed under DNDOQO’s R&D program to understand how DNDO co-
ordinates the planning of R&D. Specifically, we interviewed officials at the Depart-
ment of Defense’s (DOD) Defense Threat Reduction Agency and the Department of
Energy’s (DOE) National Nuclear Security Administration (NNSA) and end-users at
DHS’ CBP, the Coast Guard, and TSA to understand their involvement in DNDOQO’s
R&D planning, prioritization, and evaluation process. We shared the information on
our preliminary findings with officials from DNDO, CBP, Coast Guard, TSA, the De-
fense Threat Reduction Agency, and NNSA. DNDO and the Defense Threat Reduc-
tion Agency officials provided technical comments, which we incorporated, as appro-
priate. We expect to issue a final report on this work in December 2014.

The work upon which this testimony is based was conducted in accordance with
generally accepted Government auditing standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence to provide
a reasonable basis for our findings and conclusions based on our audit objectives.
We believe that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

DNDO’S EFFORTS TO DEVELOP THE GNDA AND DEPLOY RADIATION DETECTION
EQUIPMENT, AND DHS’S EFFORTS TO COORDINATE R&D

We have reported on progress and challenges in DNDQO’s efforts to develop the
GNDA and deploy radiation detection equipment since 2006 and have recently re-
ported on DHS’s efforts to coordinate R&D across the agency.3

Regarding DNDO'’s efforts to develop the GNDA, in July 2008, when DNDO was
in the early stages of this work, we found that DNDO, in collaboration with other
Federal agencies, had made progress by identifying critical gaps in domestic efforts
to prevent and detect radiological and nuclear smuggling but had not clearly articu-
lated a long-term plan for expanding radiological and nuclear detection capabilities
to close those gaps. As a result, we recommended that DHS develop a strategic plan
to guide the development of the GDNA and, in January 2009, further recommended
that DHS develop a strategic plan for the domestic part of the global nuclear detec-
tion strategy.® DHS has taken actions on these recommendations by issuing an
interagency GNDA strategic plan in December 2010 and an implementation plan
about 1 year later.¢ In July 2011 and July 2012, when we reviewed these actions,
we found that they generally addressed our recommendations.” However, in July
2012, we testified that it remained difficult to identify priorities among the compo-
nents of the domestic part of the GNDA.

Regarding DNDO’s efforts to deploy radiation detection equipment, our past work
has found challenges in DNDO’s efforts to develop and deploy radiation portal mon-

3See, for example GAO, Combating Nuclear Smuggling: DHS Has Made Progress Deploying
Radiation Detection Equipment at U.S. Ports-of-Entry, but Concerns Remain, GAO-06-389
(Washington, DC: Mar. 22, 2006); Nuclear Detection: Preliminary Observations on the Domestic
Nuclear Detection Office’s Efforts to Develop a Global Nuclear Detection Architecture, GAO-08—
999T (Washington, DC: July 16, 2008); and Department of Homeland Security: Oversight and
Coordination of Research and Development Should Be Strengthened, GAO-12-837 (Washington,
DC: Sept. 12, 2012).

4GAO-08-999T.

5GAO, Nuclear Detection: Domestic Nuclear Detection Office Should Improve Planning to Bet-
ter Address Gaps and Vulnerabilities, GAO-09-257 (Washington, DC: Jan. 29, 2009).

6The GNDA strategic plan was an interagency effort jointly developed by the Departments
of Homeland Security, Energy, Defense, Justice, and State; the intelligence community; and the
Nuclear Regulatory Commission.

7GAO, Combating Nuclear Smuggling: DHS has Developed a Strategic Plan for its Global Nu-
clear Detection Architecture, but Gaps Remain, GAO-11-869T (Washington, DC: July 26, 2011)
and Combating Nuclear Smuggling: DHS has Developed Plans for Its Global Nuclear Detection
Architecture, but Challenges Remain in Deploying Equipment, GAO-12-941T (Washington, DC:
July 26, 2012).
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itors, which scan for nuclear or radiological materials at ports of entry, at U.S. bor-
der crossings, and seaports.® As we reported in July 2012, deployed portal monitors
are reaching the end of their expected service lives, and DNDO, with input from
CBP, will need to make decisions about whether to refurbish or replace them.® We
have reported, since March 2006, on programs to replace existing portal monitors
with more advanced versions and have made several recommendations concerning
these efforts, most of which DNDO has implemented.!® In September 2010, we
found that inadequate communication between DNDO and CBP contributed to
DNDO pursuing the deployment of a system to use radiography to scan cargo for
nuclear materials without fully understanding that it would not fit within existing
inspection lanes at ports of entry and would slow down the flow of commerce
through these lanes, causing significant delays.1! At that time, DNDO and CBP offi-
cials said they were communicating much more routinely and that, in their view,
it would be unlikely that the communication problems we identified would reoccur.
DNDO decided to cancel the acquisition of the system and limit any further work
on demonstrating the potential capability of the technology to research and develop-
ment efforts, highlighting the importance of effective coordination even in the R&D
phases of a system.

Regarding DHS’s efforts to coordinate across its components that conduct R&D,
in September 2013 we reviewed the extent to which DHS and its components, in-
cluding DNDO, coordinated border and maritime R&D efforts within DHS and
among other Federal agencies.'2 We found that DNDO has mechanisms for coordi-
nating its R&D efforts that vary depending on the maturity of the technology. Spe-
cifically, the TAR Directorate did not always interact directly with DHS’ operational
components because it worked with less mature technologies. We also found, among
other things, that DHS had taken actions to develop Departmental policies to better
define and coordinate R&D but that work remained to be done at the agency level
to ensure border and maritime R&D efforts are mutually reinforcing and are being
directed toward the highest-priority needs. We made recommendations to help en-
sure that DHS effectively manages and coordinates its border and maritime R&D
efforts. DHS concurred with our recommendations and described actions it plans to
take in response. In September 2012, we reviewed the management and coordina-
tion of R&D at DHS among the Science and Technology Directorate, Coast Guard,
DNDO, and other components and found that DHS did not have a Department-wide
policy defining R&D or guidance directing components how to report R&D activities
and investments.'3 We made recommendations to help ensure that DHS effectively
oversees its R&D investments and efforts and reduces fragmentation, overlap, and
the risk of unnecessary duplication. As of July 2014, DHS had taken some steps to
address two of our recommendations, including establishing a definition of R&D and
guidance for coordinating R&D across the agency. However, work remains to be
done to address our remaining recommendation to create a mechanism to track ex-
isting R&D projects and their associated costs across the Department.

THE TAR DIRECTORATE’S R&D INVESTMENTS MAY NOT ALIGN WITH CRITICAL MISSION
NEEDS

Our preliminary observations from our on-going analysis are that DNDQO’s R&D
component, the TAR Directorate, has taken steps to manage R&D and to assess
project outcomes, but it may not be able to demonstrate how its R&D investments
align with critical mission needs. Each year, the DNDO Architecture and Planning
Directorate identifies critical mission needs based on an analysis of gaps in the
GNDA and provides this information to the TAR Directorate. According to TAR Di-
rectorate officials, research managers within the directorate consider these needs to

8See, for example, GAO, Combating Nuclear Smuggling: Additional Actions Needed to Ensure
Adequate Testing of Next Generation Radiation Detection Equipment, GAO-07-1247T (Wash-
ington, DC: Sept. 18, 2007); Combating Nuclear Smuggling: DHS Improved Testing of Advanced
Radiation Detection Portal Monitors, but Preliminary Results Show Limits of the New Tech-
nology, GAO-09-655 (Washington, DC: May 29, 2009); and Combating Nuclear Smuggling: Re-
cent Testing Raises Issues About the Potential Effectiveness of Advanced Radiation Detection Por-
tal Monitors, GAO-10-252T (Washington, DC: Nov. 17, 2010).

9 GAO-12-941T.

10 GAO-06-389.

11 GAO, Combating Nuclear Smuggling: Inadequate Communication and Oversight Hampered
DHS Efforts to Develop an Advanced Radiography System to Detect Nuclear Materials. GAO—
10-1041T (Washington, DC: Sept. 15, 2010).

12GAO, Department of Homeland Security: Opportunities Exist to Better Evaluate and Coordi-
nate Border and Maritime Research and Development, GAO-13-732 (Washington, DC: Sept. 25,
2013).

13 GAO-12-837.
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identify the topics for that year’s competitive awards for new basic and applied re-
search. After they select which research projects to fund, TAR Directorate officials
write contracting documents that guide the goals and milestones of the projects and
regularly review the progress of their on-going research projects. According to TAR
Directorate officials, they: (1) Consider the potential for the research to contribute
to resolving gaps in the GNDA at each step of planning and selecting research
projects, and (2) discuss this potential with officials from the other DNDO direc-
torates, the Defense Threat Reduction Agency, and NNSA, but they do not docu-
ment these discussions. Once research projects are completed, TAR Directorate offi-
cials told us they take steps to evaluate the outcomes of individual research projects
by, for example, requiring researchers to complete deliverables that describe how
the research performed compared with the initial goals for the project that were out-
lined in the contract.4

However, our preliminary observations are that the TAR Directorate has limited
information to demonstrate how its R&D investments align with critical mission
needs. TAR Directorate officials stated that they understand how projects are in-
tended to make progress on gaps in the GNDA based on the information contained
in the contract deliverables of individual projects but acknowledged that it would
be difficult for non-scientists who are not fully involved in a project to understand
how projects address these gaps based on this information alone. Further, TAR Di-
rectorate officials stated that the directorate does not have a systematic approach
for evaluating its overall R&D program or a mechanism for: (1) Tracking the longer-
term outcomes of individual projects, and (2) measuring how those outcomes may
contribute to addressing gaps in the GNDA. TAR Directorate officials told us that
the scientific community is small enough that they are usually able to continue to
follow their funded research after a project ends. TAR Directorate officials also told
us they have made efforts to disseminate the results of individual projects by post-
ing articles on DHS’s website and discussing successes at conferences. With limited
information on how R&D investments are intended to make progress on gaps in the
GNDA, and without a process for assessing and reporting on the results of its R&D
program as a whole against those gaps, the TAR Directorate may not be able to
demonstrate to key stakeholders—including oversight organizations and potential
users of new technologies—that its R&D investments are aligned with critical mis-
sion needs. We plan to continue our audit work on this issue and will present our
findings in more detail in our final report, with any related suggestions for improve-
ment, which we expect to issue in December 2014.

THE TAR DIRECTORATE HAS TAKEN STEPS TO COORDINATE ITS R&D BUT MAY FACE
COMMUNICATION CHALLENGES WITH SOME END-USERS

Our preliminary observations from our on-going analysis are that the TAR Direc-
torate has taken steps to coordinate its R&D efforts internally, with other Federal
research agencies, and with end-users of the technologies it develops, but the TAR
Directorate may face communication challenges with one of its key end-users. As the
TAR Directorate plans and manages its R&D investments, agency officials we inter-
viewed stated that TAR Directorate officials take steps to coordinate within DNDO,
across agencies with similar missions, and with potential end-users of resulting
technology as follows:

e Within DNDO.—Our preliminary observation is that TAR Directorate officials
work closely with officials from DNDO’s Architecture and Plans Directorate and
the Acquisition Directorate to identify critical mission needs based on gaps in
the GNDA. For example, according to interviews with officials from all three
DNDO directorates, officials from the three directorates participate in and pro-
vide feedback to the TAR Directorate during individual project reviews at key
milestones and at annual research reviews. In addition, the three directorates
coordinate an annual DNDO Industry, Academia, and Lab Engagement Day,
formerly known as “industry days” where officials from all three directorates
discuss ways to enhance existing radiation detection devices and develop new
technologies with members of industry, academia, DOE National laboratories,
and others. According to DNDO documents, TAR Directorate officials also share
data and results from R&D efforts to inform the acquisition decisions made by
the Architecture and Plans Directorate and the Acquisition Directorate. Offi-
cials from DNDOQO’s Architecture and Plans Directorate and Acquisition Direc-

14 Qur review of the TAR Directorate’s R&D projects from fiscal year 2008 through fiscal year
2013 showed that examples of outcomes for completed projects included transferring resulting
technology to private industry for commercialization, transitioning knowledge gained to a new
TAR Directorate-funded R&D project for further development, or determining that the tech-
nology was not feasible.
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torate told us that their level of involvement with TAR Directorate officials is
effective and provides them with a common understanding of how DNDO’s R&D
investments are aligned with critical mission needs.

o Across agencies with similar research missions.—Our preliminary observation
from our on-going review is that the TAR Directorate coordinates regularly with
the Defense Threat Reduction Agency and NNSA on both a program and indi-
vidual project level. According to officials from the TAR Directorate, the Defense
Threat Reduction Agency, and from NNSA, this coordination is intended to le-
verage expertise and decrease the opportunity for duplication of research efforts
while each agency invests in areas to meet its mission needs. For example,
these officials told us that representatives from these agencies meet regularly
to discuss their R&D goals, on-going projects, and topics for soliciting new re-
search.1® The officials said that the representatives also participate in each oth-
er’s proposal review processes, as well as project review meetings once funded
projects meet key milestones. Officials from the Defense Threat Reduction
Agency and from NNSA told us that collaboration with the TAR Directorate
works well and keeps them informed about the status and results of relevant
research. We plan to continue our audit work on this issue and will present our
findings in more detail in our final report, which we expect to issue in Decem-
ber 2014. We reported in June 2014 on collaboration between the Architecture
and Plans Directorate and NNSA on an effort to research, develop, and test a
new technology for a radiological tracking device and found that although the
agencies had been meeting quarterly, this mechanism did not always help them
collaborate and draw on each agency’s expertise.16

o With potential end-users.—Our preliminary observation is that the TAR Direc-

torate has an indirect mechanism for coordinating with potential end-users of
the technology that the directorate develops during the planning phases of re-
search projects. TAR Directorate officials told us that, rather than communicate
directly with end-users, staff in the Architecture and Plans Directorate discuss
technology requirements and operational needs with end-users as part of the
Architecture and Plans Directorate’s work coordinating the GNDA, and these
staff relay the information back to the TAR Directorate. Once a project starts,
TAR Directorate officials told us they meet directly with end-users by inviting
end-users to project review meetings at key milestones, such as technology dem-
onstrations.
In the course of our on-going work, however, we found that end-users’ satisfac-
tion with this level of coordination with the TAR Directorate varied. For exam-
ple, officials from TSA told us that they are generally satisfied with this rela-
tionship because they are most interested in acquiring available radiation detec-
tion equipment and do not have the technical expertise to engage directly with
the TAR Directorate’s research efforts. In addition, officials from the Coast
Guard told us their indirect relationship with the TAR Directorate works well
because it is based on a defined strategy that outlines the Coast Guard’s short-
term and long-term technology requirements, and the Coast Guard currently
has three detailees working at DNDO who are able to communicate the unique
needs of the Coast Guard. However, officials from CBP, which is DHS’s largest
end-user of radiation detection technologies, told us they are generally dissatis-
fied with the level of interaction with TAR. Specifically, CBP officials stated
that they typically do not learn about the TAR Directorate’s projects until after
the project requirements are written and research contracts are issued and, in
some cases, has found that project requirements would not meet CBP’s oper-
ational needs if the technology were deployed at ports of entry. CBP officials
told us they would prefer to work directly with TAR Directorate officials at all
stages of the research process to gain a better understanding of the TAR Direc-
torate’s research goals and to help ensure that its R&D projects align with
CBP’s operational needs.

As noted above, in September 2010, we found that poor communication with CBP

hampered DNDQ’s ability to develop an advanced system for detecting nuclear ma-

terials.1? In May 2013, we also found that DNDOQ’s analysis of lessons learned that

15PDNDO has a memorandum of understanding with DOD’s Defense Threat Reduction Agency,

DOE’s NNSA, and the Office of the Director of National Intelligence to coordinate National nu-
clear detection R&D programs, which, according to officials from all three agencies, guides these
efforts.

16See GAO, Nuclear Nonproliferation: Additional Actions Needed to Increase the Security of
U.S. Industrial Radiological Sources, GAO-14-293 (Washington, DC: June 6, 2014). According

to TAR Directorate officials, the effort to research, develop, and test a radiological tracking de-
vice was not a project within the TAR Directorate.

17GAO-10-1041T.
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it conducted after it canceled an advanced portal monitor program stated that effec-
tive outreach, communication, and buy-in from the end-user are critical to successful
acquisitions.’® We plan to continue our audit work on this and other issues and will
present our findings in more detail and any related suggestions for improvements
in our final report, which we expect to issue in December 2014.

Chairman Meehan, Ranking Member Clarke, and Members of the subcommittee,
this completes my prepared statement. I would be pleased to respond to questions
that you may have at this time.

Mr. MEEHAN. I want to thank the panelists for their testimony,
and I now recognize myself for 5 minutes of questions.

Before I get into some more generalized questions, Dr. Gowadia,
could you just take a minute and explain the difference in your
mind between what is forensics and what is detection?

Ms. GowaDIA. Certainly, Chairman Meehan.

Detection is, in our parlance, the ability to know that there is nu-
clear material present. For technical detection, we use this by way
of detectors. If you were to use detection writ large, you would say
the intelligence community’s information would come to bear, law
enforcement would come to bear, et cetera. But for nuclear detec-
tion, when you say nuclear detection, we literally mean detection
by 1Way of instruments to sense the presence of radioactive mate-
rial.

Forensics, on the other hand, is the ability for us to trace back
the material interdicted, or, God forbid, the material detonated, to
its origins. So, again, you will hear us talk about the coupling with
intelligence and law enforcement to be able to attribute a material
to its origin.

Does that help?

Mr. MEEHAN. No, it certainly does, because it could be relevant.
You might only have part of a cache of something, and you would
then be able to identify where we would be looking for other mate-
rials that are of concern. Well, I am grateful for that explanation.

I opened my commentary talking about events in the world. You
know, we are watching not just what had been a history of state-
sponsored activity in the nuclear era, we have grown up in the
world of assured mutual deterrence in which you have major play-
ers who have been responsibly balancing each other’s presence in
some way and we have avoided any kind of a nuclear incident, you
know, since the wars.

We are watching other countries develop capacities, including
some who currently have them who you worry about whether they
become destabilized. But, more recently, just the potential that
there are, as I have said, other kinds of both interests on the part
of Iran and others to develop nuclear capability as well as nuclear
materials, even hospital-grade, but being available to groups that
want to do—that aren’t necessarily tied directly to nation-states
but are terrorist organizations and otherwise who want to do harm
or to use those things to leverage their ends.

So we are in a dynamic and complex threat environment, and
more than we have ever faced as a Nation. The conditions indicate
there is a critical need to bolster homeland security against a
threat of terrorism that can be colluded, and we can include this
as one of our top priorities.

18GAO, Combating Nuclear Smuggling: Lessons Learned from Cancelled Radiation Portal
Monitor Program Could Help Future Acquisition, GAO-13-256 (Washington, DC: May 13, 2013).
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So, from your perspective, what actions should DNDO take to
bolster the capability to deter and protect against such an attack?
In particular, what should DNDO’s role be in that regard?

Ms. GowADIA. Chairman Meehan, you are absolutely right, we
are in a dynamic and complex threat environment. Considering the
dire consequences of this threat, as you clearly pointed out at the
start, we certainly have to be vigilant, remain vigilant, and agile
and flexible in our response. So, working with the interagency, we
need to continue to plan to be ready for the heightened threat and,
again, be ready should the threat be elevated and we get some
more credibility and specificity to be agile and responsive.

As the lead Federal agency for coordinating the efforts for the
United States Government, our role is predominantly in bringing
the community together, setting and shaping the strategy, and
making sure that we are operationally ready to respond. Of course,
you have entrusted us with precious resources, and we would like
to apply them—we will continue to apply them so that we can real-
ize the maximum risk reduction.

Mr. MEEHAN. But how do you mean, sort-of, operationally ready
to respond? Because, in reality, we are looking at what is always
a threat. The idea of once something has been detected and it is
here, if you haven’t interdicted it in a certain way prior to its ca-
pacity to be operational, then we are already at sort of a too-late
point.

So how do we operate in such a way that, you know, the prin-
cipal objective is to assure that we don’t get to the step where we
are worried about it being situated and active here in our own
homeland?

Ms. GOWADIA. So there are two pieces to this. The first is our
strategy, ensuring that we have critical ties to our intelligence com-
munity so that we can conduct intelligence-cued searches. Ensuring
that our law enforcement partners are well-trained, well-equipped,
that is the second piece. Then, of course, there is the technology
element, making sure that we have the right technologies so that
our law enforcement operators can react when the intelligence cue
comes about.

To do this, of course, we must train and exercise constantly. A
lot of us hope that in our lifetimes we will never actually have to
see this for real. So, to do that, we practice constantly, very re-
markably realistic exercises—Federal, State, local, even inter-
national partners. We make it so that we are not just exercising
the decision-making process but also all the way down to boots on
the ground against realistic materials with our red team, realistic
materials and interesting configurations, challenging our operators
to make that be the case. So that is one piece of it.

I would like to pull the string a little bit on your notion of deter-
rence for a moment. In the classical sense, nation-states deter-
rence, we look at it a little differently. Because you would question,
how does one deter an enemy who values your death more than
their life?

So, for us, there are two pieces of it. Certainly, the forensics ele-
ment adds a notion of deterrence. If you aid and abet a terrorist,
we have the means to trace back to the origin. Then, not so classi-
cally, deterrence by denial. Here I will steal something from Mr.
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Trimble’s colleague, Mr. Maurer, at the GAO, who often says, for
detection technology right here at our borders to come into play, we
have to have had law enforcement intelligence failures, treaty fail-
ures, our partners have had to fail, everything before we get—the
security regimes for the material have had to fail, nonproliferation
regl,rimes have had to fail, and now we are at our borders with tech-
nology.

So it is so important that we build an architecture that is multi-
faceted, multi-layered, so that the adversary has to be right every
time they encounter any one of these layers, increasing our chances
of success and, thus, deterrence by denial.

Mr. MEEHAN. Well, I thank you.

I will turn to the Ranking Member for her questions, but, obvi-
ously, we will have the opportunity to go back and forth, and I
have some other issues I will follow up with you on.

So, at this point I time, I turn it to the Ranking Member, the
gentlelady from New York.

Ms. CLARKE. I thank you, Mr. Chairman.

I thank both of you for your testimony here this afternoon.

I would like to turn to the issue of procurement, because that al-
ways tends to be the issue. Last month, DNDO issued a request
for proposal for its Human Portable Tripwire Program. As I under-
stand it, these are essentially personal radiation detectors, PRDs,
that can also identify the source of radiation. These devices are in-
tended for use by CBP and the Coast Guard. The cost of these de-
vices are going to be $24 million for 26 devices.

I have several questions about this. Let me start with this one:
Why are these costs so high? Over $900,000 a piece for something
that is worn on an officer’s belt. No. 2, do you expect costs to go
down for future acquisitions?

No. 3, why are these devices needed? No. 4, in what type of oper-
ational environments will these be used? No. 5, why can’t tradi-
tional PRDs be used in these environments instead?

That is directed to Dr. Gowadia.

Ms. GowaDIA. Thank you, Ranking Member Clarke.

So there is some slight confusion with the announcement. The
systems will not cost nearly a million dollars apiece. The ceiling on
the contract is $24 million, and our minimum buy is 26. It is not
appropriate to divide 24 by 26; that would be incorrect.

We are expecting these devices to cost no more than $10,000.
Since it is an active procurement, it would not be appropriate for
me to share the Government cost estimate, but we are expecting
much lower than $10,000, depending on the capabilities afforded.

Does that give you some pause?

Ms. CLARKE. It does. It does.

Ms. GOWADIA. So, now to your other questions as to the environ-
ment and why we need them.

Ms. CLARKE. Uh-huh.

Ms. GOWADIA. These are for our Customs and Border Protection
Officers and Coast Guard Officers, as you mentioned. Typically,
what happens in DHS operations is you have your pager, your per-
sonal radiation detection system, and all it does is detect radiation.
Now you need to follow it up with a device that will allow you to
distinguish benign from threat, the identification device.
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Think of our Border Patrol Officers who are sometimes very far
removed from the nearest identification device. So it would be so
much more efficient and convenient in their daily operations to
have both capabilities built into one. That is what these systems
were designed to—detect, identify, and store for archival and re-
trieval purposes that information on board that system.

So, yes, it would significantly improve our capabilities on the bor-
der, improve the efficiency of our operations, and, I think, alleviate
some of the operational burden for our staff.

Ms. CLARKE. Very well. Are you confident that the technologies
to, sort-of, have that 3-in-1 capability already exist?

Ms. GowADIA. So we have looked at through a lot of our testing
certain spectroscopic pagers, particularly in the testing we did with
our European Commission partners overseas in the ITRAP+10 test
series. We will use those data to make our assessments.

Again, since this is an active and open

Ms. CLARKE. Right.

Ms. GOWADIA [continuing]. Procurement, I think my procurement
officer would get really upset with me if I were to say very much
more.

Ms. CLARKE. Very well, Dr. Gowadia.

To radiation portal monitors—and this is for both Dr. Gowadia
and Mr. Trimble. Like many on this committee, we cannot and
should not forget some of the wasteful acquisitions and deploy-
ments of complex security hardware that did not meet the needs
of the threat or meet requirements of the program it was intended
for. The ASP program is one of those.

Would you give us an overview today of the status of the ASP
program and later give us written details as to the cost and the
planning documents that will describe the details of the current
posture of the ASP within your planning strategies?

Ms. GOWADIA. As you are aware, Ms. Clarke, the program was
started in 2004 and cancelled in 2011.

To make the best use of the technologies that we had procured,
the low-rate initial production units, 36 of those systems are—we
gave them to universities and National laboratories to continue
with the science, and some fraction of those were also shared with
the Department of Energy’s Second Line of Defense Program. They
continue to be operated in the field for overseas scanning oper-
ations.

Five of those portal monitors were given to our States—Georgia,
Tennessee, Mississippi, Missouri, and New Mexico. Two more are
on their way to California.

For the mobile detectors, the ones that were built onto trucks, es-
sentially SUVs, we have some in New York, some in Virginia, and
some in Alabama and Florida. So seven of nine mobile detection
systems are also in use today.

These systems have served as a means for us to gather impor-
tant technical data—operational data and maintenance data. They
will certainly factor into all our technology programs moving for-
ward, our acquisition programs moving forward. In fact, they will
inform our analysis of alternatives for whatever we will do next
with our radiation portal monitors.
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But, most importantly, we have learned our lessons well on the
cancellation, the acquisition process. We have turned up the dis-
cipline at DNDO so that we have a very rigorous solution develop-
ment process, which is aligned very nicely with the Department’s
Acquisition 102-01. We are beginning to share our integrated gov-
ernance and program management approach across the Depart-
ment, in concert with the Secretary’s unity-of-effort priority, as well
as the establishment of the Joint Requirements Council at the De-
partment. So we hope that the lessons we have learned will inform
not just us, as they have, but across the DHS acquisition commu-
nity.

Mr. TRIMBLE. I don’t have too much to add to that. A lot of our
work is a couple years old, at this point. I think what I would high-
light is, just sort of from the lessons learned from that experience,
the importance of communication between end-users and the devel-
opers of the system, that that is absolutely critical at all phases.

Not particular to DNDO, I would note that we did a wrap-up re-
port, I believe in 2013, looking at the lessons learned from the ASP
program. One of our recommendations from that was to DHS to—
they have a policy for doing lessons learned, but they didn’t have
a process to make sure their components were actually following it.
So, as Dr. Gowadia mentions that they are trying to implement
these lessons, we had a recommendation to make sure that that
kind of thing was happening across DHS, because there was not a
real disciplined process to make sure that was happening.

Ms. CLARKE. Thank you, Mr. Chairman. Yield back.

Mr. MEEHAN. I thank the gentlelady.

Dr. Gowadia, in the commentary both from my colleague as well
as some of the opening statements and certainly some of the other
written testimony, DNDO has been described before as “soup-to-
nuts,” in a larger way, maybe, than some other agencies. So you
start with basic research, all the way through to participating in
the deployment and even the operations with your stakeholder.

So explain to me your approach to research and development and
then how that is tied to your critical needs. But just as signifi-
cantly, because I think some of the testimony we had before, how
about the gaps? How is this focused on filling those gaps so that
we ultimately have this turning into, you know, operational sys-
tems and procedures that work and that are cost-effective?

Ms. GowaDIA. Yes, certainly, Chairman Meehan.

In thinking through the soup-to-nuts approach, as a result of de-
veloping the strategy, the Global Nuclear Detection Architecture
strategy, and all the work that we have done so far over our last
9 years, the authorities you have afforded us by way of the SAFE
Port Act, I think, are a very effective means for us to combat nu-
clear terrorism. You have given us a singular focus, making it so
that we stay on target every day for a threat that has a very low
probability, very high consequences.

The holistic, integrated approach, I think, is valuable because we
are interested in moving capability to the field. Capability is so
much more than just technology. It is the training. It is the exer-
cises. It is, as you mentioned very appropriately, ensuring that we
analyze the risk, establish the gaps, and allocate our resources in
accordance with them. We do this through our R&D program,
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through our test and evaluation that supports the R&D, and cer-
tainly through our operations support program.

So I want to dispel the notion that we are an operational office.
We are not. But we are very keenly supportive of our operational
partners. To Ms. Clarke’s point, we bring in our operational part-
ners very early. We are an interagency office. We were established
that way for a purpose. We do not just have scientists and engi-
neers; we have intelligence officers, we have retired intelligence of-
ficers, retired law enforcement officers, policy analysts, acquisition
professionals——

Mr. MEEHAN. But where do you draw the distinction between
your group and the operational entities? Who are some of those?
Are those the port entities themselves, among others?

Ms. GOWADIA. Yes. Yes, sir. So we do the risk analysis and, with
them, develop the right technologies, with them, test the right tech-
nologies.

Mr. MEEHAN. Which is the improvement you are looking on in-
corporating——

Ms. GowaDIA. Exactly.

Mr. MEEHAN [continuing]. In, so we avoid the mistakes that led
to the first overruns that the Ranking Member has discussed.

Ms. GowabiA. Exactly, Mr. Meehan. In doing so, we are able to
develop and buy the right systems for them that are suited to their
CONOPS. Now, who are they? Customs and Border Protection,
Coast Guard, TSA, our State and local law enforcement operators,
our international partners. We do the R&D for across the enter-
prise even though we don’t buy for across the enterprise.

Mr. MEEHAN. Right.

Broadening on the enterprise, we have discussed the concept of
nuclear, and that is a large part of the focus, but you work in com-
bination on which we are dealing with a number of weapons of
mass destruction that we are concerned about, not just analysis but
preparedness, response, again, the soup-to-nuts to these kinds of
major challenges. The Integrated Terrorism Risk Assessment looks
at things like chemical, biological, radiological, as well as nuclear
threats.

So what are your contributions to the risk assessment piece, in
the first part? How is your collaboration working, particularly with
the areas of chem and bio that are part of, you know, what is going
on with the Department of Homeland Security?

Ms. GOWADIA. Our contributions to the Presidentially-mandated
Integrated Terrorism Risk Assessment is the rad/nuke piece. We
collaborate with our partners at S&T, S&T Directorate, who do the
chem and bio pieces. These come together to form that integration.

Chairman Meehan, I would posit that this is an excellent exam-
ple of how we can bring unity of effort to bear within the Depart-
ment—again, something the Secretary has stressed upon—S&T
and DNDO’s analytical capabilities brought to bear to inform and
influence and assist our operational partners as they allocate their
resources, not just at DHS but also in the interagency.

Mr. MEEHAN. Well, how have you been able to see that mature
and grow?

So often, what we see has been competition or, you know, mis-
direction even from groups within agencies that sit side-by-side
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that see themselves having a little bit of a different mission or a
simultaneous mission, in essence, but a different subset of it, and,
you know, sometimes we break into rivalries.

How has it been that it has been able to work effectively in this
fashion, where you have been able to create a common objective?

Ms. GowADIA. I think it has been mostly because we have very
clear lanes. We are responsible for the rad/nuke piece. We have de-
veloped a construct that you have seen—and, Ms. Clarke, I would
love for you to see at your convenience—a construct that looks at
the risk by virtue of a layered transportation model.

We have figured out how to work with our National laboratories
to get the right weapons information, the right radiological threat
information. We couple that with an adversary model that uses
game theory as well as probabilistic risk assessments. Using that,
we are able to lay down 394 nodes in the architecture and score
each one, allowing us to have a framework for gaps.

Now, that construct works for the rad/nuke effort. For the chem
effort and the bio effort, you need different constructs.

At the working level, repeat constantly to make sure that our in-
puts can then be coordinated. Different constructs can still render
results in a similar way to be integrated moving forward.

Mr. MEEHAN. Well, you identified how you addressed the gaps
just in the nuclear side alone

Ms. GOwADIA. Yes, sir.

Mr. MEEHAN [continuing]. But the same concept, then, is worked
to assure that we are doing the same thing with the other kinds
of WMD?

Ms. GowADIA. Yes. So for the chemical piece—and I don’t want
to speak too far out of my lane here—for the chem piece, they look
at things differently because they have a different set of challenges
by way of their toxins. In the biological realm, their risks are driv-
en differently.

So we each arrive at common factors that can be rolled up into
the integrated risk assessment, mostly based on frequency of prob-
able attack, dollar values of consequences, et cetera. These things
are integrated to allow, for instance, HHS to plan countermeasures,
medical countermeasures.

Mr. MEEHAN. Right. Right. Well, I thank you.

My time has expired for this particular round, so I am going to
turn it back to my colleague.

Ms. CLARKE. Thank you, Mr. Chairman.

I want to pick up on one of the themes you raised about dupli-
cating efforts. The National Nuclear Security Agency, NNSA, has
a nuclear forensic mission to collect detailed information on nuclear
material from across the world. DNDO also has a nuclear forensics
mission.

What is DNDO’s forensics mission, and how is it different from
NNSA’s? In what areas within the forensic mission does DNDO
take a leadership role, and what areas does NNSA take a leader-
ship role? Are there areas where the missions of NNSA and DNDO
overlap?

I want to hear from both you, Dr. Gowadia and Mr. Trimble.

Mr. TRIMBLE. So, in the area of forensics, this is not an issue,
especially in regards to, sort-of, roles and responsibilities across the




32

agencies, that we have looked at. We have had internal discussions
that this might be an area for us to discuss with potential Hill cli-
ents; it is worthy of an inquiry.

But we have done, and I have in my portfolio, NNSA, and we
have done some Classified work regarding, sort-of, accountability of
some of the nuclear materials overseas as well as some of the
forensics. But we haven’t done, sort-of, a cross-agency.

The agency you didn’t mention was also DOD plays in this sand-
box, as well.

Ms. CLARKE. Uh-huh.

Ms. GowaDIA. Well, for us, in the nuclear forensics realm, we
have much the same coordination responsibilities as we have dis-
cussed on the detection side.

The forensics mission can be divided up into pre-detonation or
post-detonation forensics. In the pre-detonation world, we could ei-
ther capture material or a full device. DNDO is uniquely respon-
sible for the pre-detonation materials element, so the technical ca-
pabilities we need to attribute the materials to their source. DOE
is responsible for the pre-detonation weapon itself. The FBI and
DOD, depending on whether it is CONUS or OCONUS, are respon-
sible for the post-det side. So that is how we have nicely broken
up the space, so to speak.

We could not, again, do this without our intelligence community
underpinning and the strong support of our National laboratories
system. So we work together to make sure that we have a common
strategic plan. We do. We have just set up a requirements center,
which we co-chair with the FBI, to make sure that we have our
strategic priorities lined up right.

The thing that you have given us uniquely, by virtue of law, is
to establish a nuclear forensics expertise development pipeline pro-
gram. Many years ago, this was, as I mentioned in my opening
statement, an in extremis capability. We did not have enough grad-
uate students in our universities across the country studying the
appropriate sciences—radiochemistry, for example.

We have turned that around. We have established a really good
pipeline. Nineteen of these students that have come all the way
through are now already in the laboratories, and we will have 35
by 2018. So we have gone from 4 in radiochemistry a few years ago
to suddenly looking at 35 down the line.

Ms. CLARKE. Well, that is very impressive, Dr. Gowadia.

Let me just close with this question, and it is about red-teaming
covert rad/nuke testing. DNDO has a red-teaming directorate that
independently assesses the performance of planned and deployed
capabilities, including technologies and procedures.

A recent GAO report on CBP covert testing of its rad/nuke detec-
tion capabilities found that DNDO only works one to three times
a year with CBP on conducting these types of tests.

Why isn’t the DNDO red-teaming directorate more involved with
the CBP covert testing program? Is this a risk-based decision? Is
it because of resource constraints?

Ms. GowADIA. Ma’am, when it comes to our red-teaming efforts,
we support much more than our Customs and Border Protection
partners. We certainly value their partnership, but we also have to
extend that capability to our State and local partners, our inter-
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agency partners—DOD, FBI, et cetera, DOE. We also work with
Coast Guard and TSA in some of those efforts.

So, yes, actually, it just comes down to these things take a very
long time to develop and build and execute. That is not where it
ends. We have to come back, learn our lessons, turn it around into
documented steps for improvement. So that entire process takes a
good bit of time. We are able to sustain about, I want to say around
20 operations a year, overt and covert.

Ms. CLARKE. Did you want to add anything to that?

Mr. TRIMBLE. I am a little limited in what I can say about that
recent report. It was issued Friday, but it is restricted. So I would
be happy to answer questions on it, but it was largely focused on
CBP, and there were issues about prioritization raised in that. But
I would be happy to, in another forum, discuss that in more detail.

Ms. CLARKE. Very well.

Thank you, Mr. Chairman. I yield back.

Mr. MEEHAN. I thank the gentlelady.

Mr. Trimble, you just talked about CBP, which brings to mind
a report the GAO had done in 2012 looking at opportunities, you
know, across the board to reduce duplication, achieve savings, and
enhance revenue. But it also identified that there was no single
recognized agency responsible for leading and directing Federal ef-
forts to combat nuclear smuggling.

Do you feel that there is any kind of fragmentation in these ef-
forts to combat those nuclear threats? If so, are there possible solu-
tions or better consolidation, or are the responsibilities, do you
think, better articulated now since the report in 20127

Mr. TRIMBLE. Yeah, what I would—and I would have to take that
for a more full answer for the record. I would have to look at the
specifics on the 2012 report you are referring to.

The broader issue of overlapping duplication I know was raised
in a recent report. We looked at DHS for their R&D program in
science and technology, where we raised concerns about DHS not
having a common definition of what research and development
meant and then having a common reporting guidance so that re-
search and development across DHS could be managed to avert po-
tential duplication across all the R&D activities within DHS.

Because within DHS you have several components that have
statutory authority to do R&D. It sort-of has the deconfliction/co-
ordination role, and it was having challenges doing that because
there wasn’t a common shared understanding of it and there wasn’t
common procedures on how the reporting could go.

Mr. MEEHAN. Well, in such a narrowly-focused—and I don’t
mean the importance of this is narrowly-focused, but the issue
itself is somewhat focused, narrowly-focused—how do you assure
that we are prioritizing R&D and making sure that there is col-
laboration so that there isn’t duplication or something being done
over here that is of no benefit to what you consider to be a priority?

Mr. TRIMBLE. Yeah, well, that is a great question, and that ties
very closely to the observations from our current work.

As my statement said, what we are finding is that DNDO has
mechanisms to help coordinate and manage their R&D. Where we
are—you know, again, preliminary observations, but where we are
seeing a potential for improvement is tracking the specific projects
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back to the gaps. So you have gaps, you create research priorities,
then you create—they have grand challenges, and then you create
portfolios of research, and then you actually have the project.

So they are very good at managing through that to the projects
and then assessing how you did at the projects at the end of the
year. But there is the risk—and I don’t want to make it oversim-
plified, but it is the forest-for-the-trees risk, right? You get to this
point, but are you forgetting where you started?

It is just making that—so what our initial observations are, mak-
ing that linkage back from the specific project you funded to your
big need could be better documented. We think, overall, there
needs to be a process for the whole portfolio to evaluate how your
R&D effort is going.

That is sort-of where we are going with our on-going work.
Again, it is preliminary, but the folks are coordinating, there is
documentation, they say they understand the linkages, they say it
is in the contract documentation and the project documentation.
But unless you are a scientist, it is really difficult to come in and
say, yeah, we are doing great or we are off-track.

Mr. MEEHAN. But that is something you are, more or less, cur-
rently looking at?

Mr. TRIMBLE. That reflects our, sort-of, current thinking on the
job today.

Mr. MEEHAN. Well, we look forward to your thinking as you draw
some of your conclusions.

Let me ask you another question, too, about the reality that—
well, we talk about nation-states and the concern that there could
be materials that would find their way, you know, old Russian
weapons or other things that get into the hand of terrorist organi-
zations like Hamas or otherwise. But there are a lot of other high-
risk industrial sources of radiological materials, including mobile
and stationary sources. We have an inside threat because of their
presence here.

So how does DNDO work with the other groups in charge of this,
you know, the Nuclear Regulatory Commission, the NNSA, and
others, to secure these materials and prevent theft? Do you think
that is being adequately done?

Mr. TRIMBLE. Yeah, well, interestingly, Dr. Gowadia and I testi-
fied about a month ago on this very subject, on securing industrial
sources in the United States. GAO has done a couple of reports.
Previously, we did a report looking at securing medical sources of
radiological materials.

I will let Dr. Gowadia talk to you on her role in that process, but
what I would highlight from our recent work on this is that it is
really an NRC licensing issue, because NRC is setting the rules by
which users of the radiological materials in the United States must
secure these materials. What our report had found was that the
NRC guidance and requirements could be improved with more
specificity.

So, for example, the regs in the NRC vein would say, you must
use a lock to secure this radiological material in your truck. Well,
a lock can be like a simple high school gym locker lock or it can
be a secure, nice security lock. When we went out in the field, as
you might expect, everyone is doing something different.
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Mr. MEEHAN. Uh-huh.

Mr. TRIMBLE. Similarly, they had regulations concerning co-loca-
tion, like, what would trigger—say you have sources of material. If
you put them in individual cubbies, locks, you didn’t hit the regu-
latory threshold to have security measures. So, for well logging
companies, they could have a very large amount of radiological ma-
terial but not have to implement security measures. So we had
very pointed recommendations regarding that.

The other area, on insider threat, very notable in that report. It
was that we found an instance where someone with two convictions
for making terroristic threats had been given unescorted access to
radiological materials. The NRC—to acknowledge that that was
okay by their regulations.

Mr. MEEHAN. Well, I mean, for materials like this, no matter
where they are, if they are in an industrial setting like a hospital
or in, you know, a Government facility, isn’t there some level of re-
quirement before you have access to those kinds of things, that you
pass some sort of background

Mr. TRIMBLE. Well, that—right. That is the NRC—NRC sets
those requirements, and NRC licenses the material. But the licens-
ing requirements are very general. Then the background check pro-
visions are essentially to say fingerprint, do a background check,
but there are no “thou shall nots” in the requirements. So even if
you do a background check and you find someone has an extensive
criminal record, it is still okay, it is still the company’s decision
whether to grant that person access.

The connection I would make—I mean, it is a little—the connec-
tion I would—and I made it at the last hearing—is the importance
of that is, as Dr. Gowadia tightens the noose and makes it more
difficult to come into this country with these materials, it makes
it much even more appealing to go domestic, shop local for your
dirty-bomb material, than try to bring it in from overseas.

So it is the other side of the equation, right? Your instinct is
right on this, is, as you make it harder to make this stuff come in
for the United States, you can’t neglect how easy it is to get it do-
mestically.

Mr. MEEHAN. Dr. Gowadia, what do you think about that and the
concept—I mean, I get it, I don’t want to micromanage to that
level. But, you know, we prevent people who have spent their
whole college career and they can’t get a teaching degree because
they had a marijuana thing in their background. Other policy,
other place, some other time. But that is prevention. It seems to
me that if you have a criminal record and the record relates to
some kind of, you know, threats or otherwise, to be able to have
any access to materials is mind-boggling to me.

But you can react to other points of Mr. Trimble’s commentary,
as well as that particular issue, if you would.

Ms. GowaDIA. Certainly, Chairman Meehan, the more secure
these materials are, the easier it becomes on us. That layered,
multifaceted architecture that begins with the material security is
reinforced. So anything any of us can do to continue to, as Mr.
Trimble mentioned, to tighten that noose, no matter where you are
in the chain, would certainly have beneficial cascading effects to
prevent a successful nuclear or radiological attack.
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Securing the materials themselves is not within DNDOQ’s pur-
view. We are recipients of the information once it has left regu-
latory control, and so we have a very close ties with our partners
at NRC. In fact, NRC sends us a detailee, and DOE, on occasion,
has sent us detailees, so that we can maintain some of that on-
going dialogue and awareness of an on-going event.

It is my understanding that both the NRC and DOE have accept-
ed Mr. Trimble’s recommendations.

Mr. TRIMBLE. I would say a qualified accept.

Ms. GOWADIA. Qualified.

But we will certainly partner with them and watch the imple-
mentation and encourage best practices to be shared. It can only
improve the security.

Mr. MEEHAN. Right. I thank you.

Well, let me turn to the gentlelady for a final question.

Ms. CLARKE. Very well, Mr. Chairman.

Just an ask of you, Dr. Gowadia, if you have a list of authorities
or program changes that you think are needed that the sub-
committee can be of assistance with, we would ask that you submit
that to us in writing, especially considering the likelihood that in
the upcoming years we will be seeing some declining budgets. We
want to make sure that, to the extent that we can make the case
for maintenance of effort, at least, that we have all of the informa-
tion that helps us to make the case.

Ms. GowaDIA. Certainly. Certainly, Ms. Clarke. We definitely
will do that. We will send you our request in writing.

We have reviewed our authorities. We don’t see the need to ex-
pand them. We do feel that the set, as they are, are extremely val-
uable. They are manifest in every day that we do our work.

The only request we really have is to change one of our reporting
requests from an annual to a biennial status. It would allows us
to save just at DNDO $800,000 every 2 years if we were to go into
that cadence. It would actually be more meaningful, because the
progress—it is hard to see it year on year, but giving us a longer
integration time, I think, would be more valuable to you, as well.
So that one our one request.

There are other things on the margins which we will certainly
share with all of you and your staff. Again, thank you very much
for affording us the opportunity to have this reauthorization, and
we look forward to working with you to move forward on it.

Ms. CLARKE. Very well.

I yield back, Mr. Chairman.

Mr. MEEHAN. I thank the gentlelady.

Let me just ask one, sort-of, closing question or comment, Dr.
Gowadia, because you have been at this for a short period of time,
but you project, as well.

I think if we look at this, just in the 4 years that I have been
here, we have seen a change in the global environment. We have
seen more concern about terrorist organizations and others who
seem to be getting more active and potentially have access to
things. We have seen Iran in a state in which not only are we wor-
ried about the proliferation of their capacity, and there are political
questions about how well-contained that will be, but it is—I hope
it is not predictable, but it is foreseeable that if there is any on-
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going Iranian capacity to continue to expand, that you might begin
to see proliferation of other countries looking, either because they
want to participate or they want to protect themselves by at least
having an equal status. We could see, down the road, not just a few
but numbers of countries, in fact even potentially scores of coun-
tries, with access to nuclear capacity, maybe even nuclear weapons.

So, anticipating the combination of the threat of terrorism and
the loose—the struggle we have to prevent things being controlled,
I should say, not loose, but be in control of that which exists, and
the concern about proliferation and new states, where do you see
your mission evolving in, you know, 5 and 10 years compared to
where you began with some of this? What other kinds of challenges
do you think you might face in the future?

Ms. GOWADIA. Chairman Meehan, our vision will remain the
same: A Nation secure from the threat of nuclear terrorism. But we
will continue with our interagency partners, our State and local
partners, our international partners to continue to build this multi-
layered, multifaceted architecture, again, to make it so that the un-
dertaking of such an act would just be prohibitively difficult.

Now, it goes all the way back to the security of materials, the
spreading of best practices. We will continue to work with our
international partners at the IAEA, the National Law Enforcement
Agency, even partner nations, so that they begin to develop, based
on our best practices and guidelines, what we have learnt, readily
to share their other own architectures. So as you have National ar-
chitectures built up—and by that, I don’t just mean detection sys-
tems, I mean regulatory infrastructure, just as we have with the
NRC—good practices for securing and maintaining their materials,
accountability, et cetera, developing interior law enforcement capa-
bilities within the nations, not just border capabilities, this begins
to set up a harder and harder challenge, so even if we do see the
proliferation, we continue on the blue side to improve capabilities.

Now, speaking of proliferation, you know that President Obama
has laid strong priority in reducing the amount of special nuclear
material that is available in the world today. We have made tre-
mendous progress based on the security summits that he started.
I don’t have all the facts with me just yet off the top of my head,
but I do believe the nation-states that had special nuclear mate-
rials significantly reduced in the last 6 years. I hope that trend
continues. Best practices that DOE shares and DOD shares with
their partner nations, again, for the security of the military pro-
grams, is so important.

Again, multiple layers, multi-faceted layers. If you choose to do
this, we can look at the money transfers, we can look at the
SIGINT, et cetera, et cetera. Anything that would give us an ad-
vantage and an edge and make it so they have to be right every
time, giving us better opportunity, is exactly where we are headed.

Can’t do this without our partners. Our greatest focus will be our
partners. We have found a way to include them in all our activities,
all our planning from Day 1, whether it is the risk assessment, the
capabilities-based assessments. They write the mission needs state-
ments with us. That is a significant lesson learned from our past
missteps.
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So those partnerships—law enforcement, operational community,
intelligence community, technical community—we will base our ef-
forts moving forward, particularly in light of the diminishing budg-
et. We don’t have the luxury of having any overlap. We will have
to strategically partner to advance the cause, even partnering with
our international partners. We have the British collaborating with
us in R&D with S&T. So anywhere where we can find a way to le-
verage, we must and will do so.

Mr. MEEHAN. Well, I applaud you for that leveraging with the
friendly partners in the international community. It seems to make
sense for all of us to be doing so in that capacity.

So I want to thank you again for your leadership.

I want to thank you, Mr. Trimble, for your oversight.

Collectively, these are continuing explorations of very, very vi-
tally important issues to not only our homeland security but actu-
ally global security. So I thank you for your work and your valu-
able testimony.

It is possible that some of our Members who will read this tran-
script will be interested in having additional questions. So if they
do, you know, we ask that you respond in writing.

But I thank you again for your testimony.

Without objection, the subcommittee stands adjourned.

[Whereupon, at 3:15 p.m., the subcommittee was adjourned.]



APPENDIX

QUESTIONS FROM CHAIRMAN PATRICK MEEHAN FOR HUBAN GOWADIA

Question 1. What is DNDO’s relationship with the DOE labs, and how is DNDO
leveraging their capabilities and expertise? Are there lessons learned in contracting
with the labs that would be beneficial to other DHS organizations?

Answer. The Domestic Nuclear Detection Office (DNDO) has a good working rela-
tionship with the Department of Energy (DOE) National Laboratories and they have
made significant contributions to all aspects of the DNDO mission. According to the
Homeland Security Act, DNDO (as part of DHS) has access to the laboratories equal
to that of DOE; DHS-funded activity is not considered to be “work for others” that
the labs can refuse if they don’t think it to be within their mission. In fiscal year
2013, DNDO obligated over $72 million at the DOE National Laboratories and will
likely obligate over $82 million in fiscal year 2014.

National Laboratory subject-matter experts’ knowledge of nuclear weapons and
associated capabilities has been a great asset to DNDO. Their staff provides key
data and analysis into system threat reviews, including on-going analyses that are
being used to determine the feasibility of reconfiguring radiation portal monitor set-
tings to reduce the number of nuisance alarms while maintaining threat detection
sensitivity. We also rely on their unique knowledge and expertise to design, manu-
facture, store, and transport the special nuclear materials and weapon mock-ups
(test sources) that we use in our test campaigns and red teaming.

In fact, testing and evaluation of nuclear detection systems is a key area where
DNDO leverages DOE National Laboratory facilities and expertise. Scientists from
the National Laboratories help us to design tests that are rigorous but efficient,
with many of these test campaigns conducted at DOE facilities. For example, our
Radiological and Nuclear Countermeasures Test and Evaluation Complex is located
at the Nevada National Security Site, a DOE facility. Its location, adjacent to DOE’s
Device Assembly Facility, allows us to utilize the unique sources stored at this facil-
ity. Nevada National Security Site personnel maintain and secure our test facility,
and also provide staff to execute our tests.

Many of the National Laboratories support cutting-edge research to develop new
capabilities for nuclear threat detection. This research spans such broad areas as
advanced materials for gamma-radiation detection, new approaches to neutron de-
tection and other novel techniques for radiation detection, gamma-ray imaging, ad-
vanced techniques for the active detection of shielded nuclear materials, and im-
proved capabilities for modeling and simulation to understand detector performance.

To fulfill its technical nuclear forensics mission, DNDO also relies on the National
Laboratories. Nearly all research and development to improve technical nuclear
forensics is conducted at DOE National Laboratories, and we work with them on
our National Technical Nuclear Forensics Expertise Development Program to in-
crease the number of scientists capable of conducting the National technical nuclear
forensics.

Finally, DNDO was established in the Department of Homeland Security as an
interagency organization that may receive detailed personnel from the Secretary of
Defense, the Secretary of Energy, the Secretary of State, the Attorney General, the
Nuclear Regulatory Commission, and the directors of other Federal agencies, includ-
ing elements of the intelligence community. Traditionally DNDO has also benefited
from the inclusion of National Laboratory employees through Intergovernmental
Personnel Agreements (IPAs). This year, DNDO has had three IPAs working as a
part of our staff—one from Oak Ridge National Laboratory, one from Lawrence
Livermore National Laboratory, and one from Los Alamos National Laboratory.

When contracting with the DOE labs, DNDO has found it beneficial to provide
the DOE site office with advanced notification of pending interagency agreements.
This allows us to identify and make any necessary changes to the Statement of
Work prior to approval by a DHS contracting officer and submission to DOE. Ad-
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vanced notification jump-starts the DHS and DOE review and approval processes
and shortens the time to codify the interagency agreement.

Question 2a. Research projects are inherently risky—with great uncertainty about
the end results of the research. Because of this risk, sometimes research projects
fail to %)lroduce intended results. In some respects, this is part of the cost of doing
research.

Does DNDO have any kind of a benchmark for what percentage of research
projects should end in positive results—meaning that the research leads to the de-
velopment of a new or improved capability?

Question 2b. How does the Congress know if it is getting an appropriate yield for
its investment in DNDO R&D activities?

Answer. In order to tackle our technical grand challenges while providing near-
term results, DNDO takes a balanced approach to technical risk. To that end,
DNDO’s R&D budget supports approximately 20% basic research, 40% applied re-
search, and 40% technology development. This approach also supports the establish-
ment of a healthy technology development pipeline. On a regular basis, all projects
report out their R&D results, either positive or negative, so that the body of knowl-
edge is continuously increasing.

In addition, annually DNDO reports two DHS management performance meas-
ures that demonstrate a robust technology pipeline and a robust human capital, or
workforce, pipeline.

e For the technology pipeline, in 2013 DNDO obtained 42 comprehensive evalua-
tions or demonstrations of new and improved technologies to protect against nu-
clear terrorism, surpassing its goal of 23.

e For the human capital pipeline, in 2013 DNDO granted 71 student fellowships
and faculty awards in nuclear forensics and radiation detection-related special-
ties, surpassing its goal of 63.

DNDO works closely with DHS Program Analysis and Evaluation and the Office
of Management and Budget to develop performance measures and set targets. The
targets reflect projected outcomes based on Department priorities and budgetary
considerations.

Over the period of multiple years, the success of an R&D program can be dem-
onstrated by technology that transitioned from an idea, to a laboratory prototype,
to a new operational capability. DNDO has implemented rigorous processes to track
the progress of individual research efforts by using technology readiness levels, fea-
sibility evaluations, proof-of concept demonstrations, and technology demonstration
and characterizations. DNDO also employs a phase-based approach to research
management, where progress is assessed for a given project after every phase in the
project’s life cycle to determine whether the research should be carried forward or
discontinued, and all portfolios are periodically reviewed by the DNDO leadership
team. These processes allow for economy and efficiency in research execution, miti-
gate technical risk, and permit focusing research to productive end-states. We are
presently working to comprehensively summarize the transition success of our port-
folio, and early indications are that it is on par or above the success of other Feder-
ally-sponsored research programs.

DNDO is beginning to see the results of technology transfers resulting in the
fielding of detection capabilities. As a result of DNDO’s efforts, there are new
gamma-ray detection materials, new neutron detectors that are not dependent on
Helium-3 (a rare material in very short supply that is being reserved for applica-
tions in which it cannot be replaced), improved algorithms, and modeling tools that
are now either commercial products or are broadly available to support the research
and development community as a whole. Technologies supporting long-range radi-
ation detection and wide-area search operations have also been matured to the point
where programs of record and commercial spin-offs are feasible.

Finally, new technologies for the detection of shielded special nuclear material in
cargo continue to mature, and several have or are achieving significant maturity to
support operational demonstrations. Together, these successes contribute to im-
proved capabilities, and create core technologies that will support a range of future
capabilities.

Question 3. The National Technical Nuclear Forensics Center was established
within DNDO in October 2006. As you know, the mission is to serve as program
integrator and steward for the U.S. Government to ensure a ready, robust, and en-
during nuclear forensics capability. Can you update us on this program and has it
been successful? How do you measure that success?

Answer. DNDO has had considerable success with our nuclear forensics mission.
Since 2006, when DNDO was given this mission, the U.S. Government has made
substantial progress in developing requirements, addressing technology gaps, im-
proving the rigor of exercises, and increasing the expertise pipeline from academia
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to the National Laboratories. DNDO has worked to coordinate the efforts of the U.S.
Government for planning, operations, and technology development in nuclear
forensics and attribution.

Today the interagency constantly plans together, through Executive Council and
Steering Committee meetings at DNDO and many other planning venues. We de-
velop joint plans, such as the 2010 National Strategic Five-Year Plan for Improving
the Nuclear Forensics and Attribution Capabilities of the United States.

We established a Nuclear Forensics Requirements Center, which DNDO co-chairs
with the Federal Bureau of Investigation Laboratory. For the first time, we’ve iden-
tified, developed, and documented technical and operational requirements across the
nuclear forensics spectrum.

Technical capabilities are steadily advancing. For example, DNDO has developed
the first-ever lab-scale uranium processing capability to determine nuclear material
characteristics that are uniquely associated with specific variations of uranium
manufacturing processes. This capability allows us to better link the material to its
origin and possible pathways.

Forensics exercises have become remarkably realistic and rigorous, with intensive
multi-agency planning among the Federal Bureau of Investigation, the Department
of Energy, the Department of Defense, and DNDO. Many of the exercises now in-
clude State and local law enforcement. State and local law enforcement have pro-
vided facilities for exercises, as well as air transport and safety escorts for the nu-
clear forensics teams to collect simulated debris samples for nuclear forensic anal-
ysis.

Another notable success is our Expertise Development program, which was
launched in 2008. To date, we have provided support to over 300 undergraduate and
graduate students, as well as faculty members at 23 universities. Nineteen new nu-
clear forensics Ph.D. scientists have come through our “pipeline program” and been
hired, primarily by the DOE National Laboratories, since the program’s inception.
This brings us more than halfway to our goal of adding 35 new Ph.D. scientists into
the nuclear forensics field by 2018.

We have a variety of methods for measuring our progress in executing the tech-
nical nuclear forensics mission.

First, we assess our progress in an Annual Report to Congress against the objec-
tives laid out in the National Strategic Five-Year Plan. Further, the annual Na-
tional Technical Nuclear Forensics Implementation Plan describes how the commu-
nity will accomplish the objectives outlined in the Strategic Plan.

Second, with respect to technical capability development, DNDO focuses on pro-
viding our operational partners with the ability to accurately and precisely measure
and characterize nuclear and other radioactive materials in a defensible manner
that will stand up to outside and legal scrutiny. Guiding this effort is a set of meas-
urement requirements authored by the interagency Bulk Special Nuclear Material
Analysis Program. DNDO develops analytical methods to meet these requirements,
and measures success in the transition of approved methods to the DOFE’s oper-
ational nuclear forensics laboratories.

Third, in the exercise arena, we have a formal process for evaluating technical
competencies and areas for improvement during exercises. These areas for improve-
ment are discussed among the partner agencies and documented in Corrective Ac-
tion Plans, which are implemented, tracked, and verified in subsequent exercises.

Fourth, for expertise development, we closely track the numbers of students, col-
leges, and junior faculty members receiving awards, and we monitor their progress
through our pipeline in conjunction with the quality of their research, as determined
by our interagency partners, DOE National Laboratory scientists, and our Nuclear
Forensics Science Panel. We also perform annual assessments to monitor how well
the National Nuclear Forensics Expertise Development Program is meeting the de-
mands of the nuclear forensics workforce.

Question 4. What is DNDO doing to partner with foreign ports to reach the goal
of 100% scanning of in-bound cargo? How does DNDO coordinate their efforts with
DOE and DOS?

Answer. DNDO’s role in the matter of 100% scanning of in-bound cargo is pre-
dominantly focused on supporting the technology used in detection and in mission
analysis. We develop, acquire, and support the detection systems that could be used
by our operational partners for this mandate and we assess risk reduction across
the global nuclear detection architecture.

We first conduct research and development on technologies that may be applied
to meet the 100% scanning mandate. We are in the process of characterizing the
effectiveness and maturity of three different systems that have some ability to de-
tect shielded and unshielded nuclear and other radioactive materials in container-
ized cargo.
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In addition, DNDO collaborates with DOE’s Second Line of Defense Program on
requirements development, acquisition strategies, technological advancements, capa-
bility improvement, and post-deployment lessons learned and data analysis. DNDO
has also transferred radiation detectors to DOE for use at foreign ports.

Recently, DHS DNDO teamed with DHS Science and Technology Directorate, Bor-
ders and Maritime Security Division to develop a revolutionary high-energy, non-
intrusive inspection (NII) system. This system will not only image and support
interdiction of shielded and unshielded special nuclear material but will support de-
tection of contraband materials such as explosives, drugs, weapons, currency, and
bootleg alcohol and tobacco. Previously, this has required two distinctly different NII
systems focused on different threats. This integrated NII system will be installed
at a Boston area Massachusetts Port Authority (MASSPORT) facility where it will
be jointly tested by DHS, MASSPORT, and the UK Home Office, which is also a
partner in this project and looking for an integrated solution.

Question 5. Do you feel that the Memorandum of Understanding between DNDO,
NNSA, DTRA, and DNI is sufficient for achieving maximum efficiency in exchang-
ing information between agencies on radiological and nuclear threats?

Answer. Yes. The MOU between DNDO and the National Nuclear Security Ad-
ministration (NNSA), the Defense Threat Reduction Agency (DTRA), and the Office
of the Director of National Intelligence (ODNI) is a very effective means to coordi-
nate research and development efforts related to nuclear detection. The MOU allows
full and open access among the parties to on-going research and development, facili-
tates interagency representation in program reviews and proposal evaluations, and
affords easy access to R&D findings, thereby increasing efficiency and reducing du-
plication of effort. The Nuclear Defense Research and Development Roadmap, Fiscal
Years 2013-2017, developed by the interagency through the National Science and
Technology Council’s Committee on Homeland and National Security, enables fur-
ther coordination and information exchange across the interagency.

DNDO also works closely with DTRA, NNSA, and ODNI to share information on
radiological and nuclear threats. As part of our risk analysis process, interagency
experts, including those at DHS/I&A, are surveyed on the likelihood of different
threat scenarios. DNDO collaborates closely with NNSA to estimate the theoretical
capabilities of different adversaries to develop improvised nuclear devices. This in-
formation is then used to support, develop, and maintain the global nuclear detec-
tion architecture and related efforts.

Question 6. The NSC has established coordination mechanisms, including a Coun-
tering Nuclear Threats Interagency Policy Committee, for international nuclear and
radiological border security efforts. Do you feel that this has significantly improved
interagency cooperation for nuclear smuggling? If not, how could the coordination
be maximized?

Answer. Engagement with staff from the National Security Council is beneficial
and improves coordination efforts by providing a high-level venue to gain inter-
agency concurrence and address concerns. Indeed, DNDO was created through the
interagency process and remains committed to working with the National Security
Council to continue to strengthen interagency coordination. For example, the 2010
and 2014 Global Nuclear Detection Architecture Strategic Plans and the 2010 Na-
tional Strategic Five-Year Plan for Improving the Nuclear Forensics and Attribution
Capabilities of the United States were vetted and approved utilizing the same proc-
ess. Coupled with other, non-White House-led mechanisms, such as the Global Nu-
clear Detection Architecture Interagency Working Group, the Nuclear Forensics Ex-
ecutive Council, and the National Technical Nuclear Forensics Steering Committee,
coordination efforts continue to improve to ensure a holistic and efficient inter-
agency approach to detecting nuclear and other radioactive materials out of regu-
latory control.

Question 7a. DNDO is participating in the European Union initiated Illicit Traf-
ficking Radiological Assessment Program, or ITRAP+10, so-called because they are
revisiting the original assessment 10 years later. This program involved testing of
numerous types of radiation detection equipment including RPMs.

Specifically what is DNDO’s involvement in that program?

Question 7b. How is DNDO using the results of this testing in making decisions
to procure new RPMs or other radiation detection equipment?

Answer. The ITRAP+10 program was a true partnership for us with the European
Commission’s Joint Research Center. Both parties contributed funding, facilities,
scientists, test personnel, and radiological and nuclear sources to execute this pro-
gram. ITRAP+10 also included sharing of scientific subject-matter experts for peer
review, joint test and analysis plans, and sharing of specialized test equipment to
ensure consistent results. In all, ITRAP+10 tested 79 commercially-available models
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in nine categories of instruments against standards accepted by the American Na-
tional Standards Institute and the International Electrotechnical Commission.

Specifically, DNDO:

e Tested 47 models of instruments to the full complement of consensus standards,
which included testing to extreme environmental, mechanical, and electro-mag-
netic influences,

e Developed novel instrumentation and standardized source kits and test phan-

toms,

e Will publish 47 individual vendor reports detailing the performance against

standards of each of instrument tested,

e Will publish nine comprehensive reports with the JRC which will survey the

status of current generation detectors, and
e Will archive the complete data set for future use.

Results from the ITRAP+10 efforts have directly supported two acquisition pro-
grams for the Department and numerous requests from other Federal, State, and
local officials. For example, the Small Vessel Stand-Off Detection program has used
the data from the testing to inform performance and operational testing, and the
Human Portable Tripwire program was able to leverage the ITRAP+10 spectroscopic
radiation personal detector tests to revise quantitative requirements at substantial
savings.

ITRAP+10 results are also being used to inform the Analysis of Alternatives for
the Radiation Portal Monitor Program.

O
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