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COUNTERTERRORISM POLICIES AND PRIORI-
TIES: ADDRESSING THE EVOLVING THREAT

WEDNESDAY, MARCH 20, 2013

U.S. SENATE,
COMMITTEE ON FOREIGN RELATIONS,
Washington, DC.

The committee met, pursuant to notice, at 4:35 p.m., in room
SD-419, Dirksen Senate Office Building, Hon. Robert Menendez
(chairman of the committee) presiding.

Present: Senators Menendez, Murphy, Kaine, and Corker.

OPENING STATEMENT OF HON. ROBERT MENENDEZ,
U.S. SENATOR FROM NEW JERSEY

The CHAIRMAN. This hearing of the Senate Foreign Relations
Committee will come to order.

Let me first apologize to our panel. There are some things
beyond my control, like when we vote. Unfortunately, a series of
votes were called for 2:15, which is when we would have been in
the midst of the hearing, and I thought they were going to end by
4 o’clock, by my calculation; but, sometimes the best calculations
in the world go challenged. We just had the last vote, on continuing
to keep the government open. So, I appreciate your forbearance,
your willingness to stay and enrich the committee with your knowl-
edge. And you have our thanks and our gratitude for waiting.

Today, as we investigate counterterrorism policies and priorities
to address the evolving threat we face, we want to thank our panel-
ists for being here today.

We know the core of al-Qaeda has been significantly degraded.
We know that Ayman al-Zawahiri is not Osama bin Laden, and
that the central organization is, as many have stated, on a path of
decline that will be difficult to reverse. But, the threat that
remains is now decentralized. We still live in a challenging world.
Al-Qaeda affiliates and other emerging extremist groups still pose
a threat to the United States and our national interests.

Last week, this committee held a classified hearing, with Under
Secretary Wendy Sherman and NCTC Director Matt Olsen, to gain
a deeper understanding of the threats we face, the true extent of
the links between and among extremist groups, and what that
means for U.S. national interests.

From Al Qaeda in Iraq to Al Qaeda in the Islamic Maghreb, from
al-Shabaab to Lashkar-e-Taiba, emerging extremist groups use
al-Qaeda ties for financial assistance, training, arms, and mes-
saging purposes. At the same time, they are often pursuing inde-
pendent goals. Groups like Al Qaeda in the Arabian Peninsula
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have emerged as one of the most dangerous threats to the United
States, targeting the U.S. Embassy in Yemen, and making at least
three unsuccessful attempts to bomb airlines over United States
airspace.

We also know that many of these extremist groups are internally
divided, torn between a local agenda and more global set of goals.
We need an effective strategy to counter these new threats without
losing sight of al-Qaeda’s beleaguered core in Pakistan.

Finally, the threat from extremist groups is not just a military
and intelligence challenge, it is a foreign policy challenge, as well.
We ask our diplomats to operate in often dangerous, high-threat
areas made all the more unpredictable by these extremist groups.
As we think through ways to better protect our diplomats, we must
also consider ways to make our foreign policy more resilient to
these ever-changing and irregular threats. We need to look at every
tool in our toolkit, from development efforts to long-term govern-
ance-building initiatives. From Somalia to Mali, we have seen that
weak governance only adds fuel to the proverbial fire. It gives
extremist groups the space they need to train, recruit, and plan.

We also need to refine our efforts to understand and address root
causes of extremism and better target the recruitment pipeline,
and we need to strengthen and build our global partnerships. In
my view, we need to take a step back and look at the whole board,
and see the whole picture from every angle if we are to develop a
comprehensive counterterrorism policy, and that is why we are
here today.

The questions before us are clear. Yes, we have had tremendous
success in decimating al-Qaeda, but the threats have shifted, and
we need to know to what extent these new threats put us and our
allies at risk. Given this new paradigm, do we need to revisit our
approaches and reassess our overall strategy? How has the Arab
Spring and other recent events changed both the threats and our
options?

To answer these questions today, we are fortunate to have three
highly knowledgeable witnesses: Congresswoman Jane Harman,
the director, president, and CEO of the Woodrow Wilson Center for
International Scholars, and a former nine-term Congresswoman
from California who has served on the Armed Services, Intelli-
gence, and Homeland Security Committees; Mike Leiter, who is
currently the senior counselor to the chief executive of Palantir
Technologies, and the former Director of the National Counterter-
rorism Center under Presidents Bush and Obama; and Ken
Wainstein, currently a partner at Cadwalader, and formerly the
Assistant to President Bush for Homeland Security and Counter-
terrorism.

Again, thanks to all of you.

Let me turn to the Ranking Member, Senator Corker.

OPENING STATEMENT OF HON. BOB CORKER,
U.S. SENATOR FROM TENNESSEE

Senator CORKER. Thank you all. And our apologies for what has
happened today. I think you know we had a CR that took a little
longer than the norm, but we are glad you are here. And this will
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play a role as we shape things, going forward, even at 4:35 in the
afternoon. So, thank you very much.

Today, the Foreign Relations Committee is convening its second
counterterrorism hearing of the 113th Congress, and its first open
hearing on these matters.

Given recent events around the world, and the growing influence
of the al-Qaeda brand in places such as Syria and North and West
Africa, I think the chairman’s decision to hold these hearings is
timely.

I recently traveled to North and West Africa, where I had a
chance to meet with key foreign leaders, our State Department,
and other U.S. Government personnel to discuss with them the
evolving threat posed by al-Qaeda, both in Africa and around the
world. What struck me most clearly, when considering groups like
Al Qaeda in the Islamic Maghreb, is that the evolution of al-Qaeda
really requires an evolution of our response and strategy.

First, the United States cannot do it all on its own. We must
work with other countries around the world, not just Western coun-
tries, but the countries in which al-Qaeda operates, no matter how
difficult. Poorly governed and ungoverned space presents an espe-
cially difficult challenge in this respect.

Second, the evolution of al-Qaeda from a core-based entity to one
that has nodes around the world presents an entirely different
challenge than what we understood to be the threat in the after-
math of 9/11. I hope this hearing will allow us to have a full and
frank discussion about the evolving threat posed by al-Qaeda, and
the U.S. Government’s response to this threat.

In particular, I would like to discuss the need for Congress to
play a more active role in authorizing the use of force, in this con-
flict as well as others, and the need for Congress to help set appro-
priate policies for confronting these threats. We must ask and
answer whether the act of Congress, over a decade ago, that sought
to address the threat of al-Qaeda meets the requirements of today.

We must also ask whether it is appropriate for Congress to play
what has been largely a consultive role in the process of our pros-
ecution of this war against al-Qaeda, and whether that meets our
constitutional duties.

I hope this hearing is the beginning of an effort by this com-
mittee, which has an exclusive jurisdiction in authorizing the use
of force, to look at these hard issues and to make the tough calls
that we were elected to make on behalf of the American people.

And I thank you and look forward to your testimony today.

The CHAIRMAN. Thank you, Senator Corker.

With that, let me invite Congresswoman Harman to start off.

Your full statements will be entered into the record, and we will
look forward to having a conversation with you once you are
finished.

STATEMENT OF HON. JANE HARMAN, DIRECTOR, PRESIDENT,
AND CEO, WOODROW WILSON INTERNATIONAL CENTER FOR
SCHOLARS, FORMER MEMBER, U.S. HOUSE OF REPRESENTA-
TIVES, WASHINGTON, DC

Ms. HARMAN. Thank you, Mr. Chairman and Ranking Member
Corker. I served with both of you during my long time on the Hill,
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and I commend you both for staying in the game. And I hope you
voted to keep the Government open. Did you?

The CHAIRMAN. Yes.

Ms. HARMAN. That is a relief. Then it was worth waiting.

The CHAIRMAN. That is a bipartisan “yes,” so——

Ms. HARMAN. As the former Member of Congress, here, I will
defer to my good friends for more of the tactical discussion, but I
thought I would raise a bigger policy issue, at least it is one that
troubles me, because I think that the Foreign Relations Committee
needs to consider this, beyond just the assertion of kinetic power,
to defeat—and we have defeated—some of these enemies. And as
I reflect on my own role, and the role of many who tried to keep
us safe after 9/11, I think we got the tactics right, but my point
today is, we got the strategy wrong. We have yet to develop a nar-
rative, a positive-sum roadmap for where we are going and why
others will benefit by joining us.

Stan McChrystal recently was interviewed by Foreign Affairs
magazine, and he nailed it, at least the way I think about it. He
said that, when he first was involved with Iraq and Afghanistan,
he asked, “Where’s the enemy?” As things evolved, he then asked,
“Who is the enemy?” Then he asked, “What is the enemy trying to
do?” And finally, the question that he asked was, “Why is he the
enemy?” And that is something that is sobering and I really think
we have to think about.

I am betting you agree with me that we cannot kill our way to
victory, because kinetics alone are more likely to inflame than per-
suade. But, what is the United States doing to persuade? Are we
coordinated? Are we delivering the same message? I want to say
our tactics have had an impact. And, as you said, Mr. Chairman,
we have certainly decimated core al-Qaeda. But, now al-Qaeda has
morphed into a more horizontal organization, and the question is,
Is that growing? And are some of the things we are doing causing
it to grow?

I think I will skip how the threat has changed, because you will
hear it from my friends, but just to point out that the 10th issue
of Inspire magazine is back online and as savvy as ever. Extremist
digital natives have also created something called Muslim Mali. It
is a computer game that simulates aerial combat against French
fighter jets and is designed to inspire fellow extremists to take up
arms against the French. Once a user clicks “Play,” an Arabic mes-
sage appears with the words, “Muslim brother, go ahead and repel
the French invasion against Muslim Mali.” And this kind of propa-
ganda is appearing in many places. And to beat this propaganda,
we really have to win the argument with some kid in the rural
parts of Yemen deciding whether to strap on a suicide vest or join
society. And what I am saying is, we may not be winning that
argument.

So, quickly, let me just go to some recommendations.

First, stop piecemeal counterterrorism policy and implementa-
tion. Stop stovepiped one-off CT efforts and create a whole-of-
government strategy. Give the Department of State’s CT Bureau
more support to do its job. This is within your jurisdiction. The
Antiterrorism Assistance Program, Countering Violent Extremism
Grants, and coordinating efforts through the Center for Strategic
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Counterterrorism Communications, all a mouthful, are important,
but not adequate. A more robust CT Bureau could help us better
find the gaps in our nonkinetic efforts, and to fill those gaps.

Two, smarter investments. Carefully analyze foreign aid budgets
and find ways to plus-up funds to countries that need it most, and
resist funding flavor-of-the-month countries.

Third, live our values. Our actions really do speak louder than
words. Semantics like “rendition,” “enhanced interrogation,” “tar-
geted Kkilling” fuel the terror propaganda machine. We have a per-
ception problem and have to apply a matrix of our interests and
our values, and test it against our future engagements. Again, we
have got to win the argument, not just play “Whac-a-Mole.” We
need a public conversation about tactics and strategy, and that is
what this hearing is designed to do, and I commend you for holding
it.

Fourth, reduce overclassification of intelligence. Far too much
information is classified. Instead of safeguarding our secrets, we
are actually preventing ourselves from seeing the bigger threat pic-
ture. One of my last accomplishments in Congress was to author
something called the Reducing Overclassification Act, which Presi-
dent Obama signed in October 2010. I do not really know that it
has led to much. I still think this problem needs attention.

Finally, we have to drain the swamp. And, as a scholar at the
Wilson Center, Aaron David Miller, suggests, we will reduce the
pool of potential terrorists by encouraging reform efforts by author-
itarian governments. Secretary Kerry understands this, and hope-
fully will implement it.

In conclusion, I urge you to play a major role in developing this
overdue strategy. After all, it is foreign relationships, not more for-
eign enemies, that we need.

Thank you.

[The prepared statement of Ms. Harman follows:]

PREPARED STATEMENT OF HON. JANE HARMAN
TACTICS V. STRATEGY

It is fitting that this committee—the Foreign Relations Committee—is holding
this hearing. As I reflect on my own role and the role of many who tried just as
hard to keep us safe after 9/11, we got many of the tactics right but the strategy
wrong. We have yet to develop a narrative, a positive-sum roadmap for where we
are going and why others will benefit by joining with us.

Retired General Stanley McChrystal—former head of Special Operations Com-
mand and the International Security Assistance Force in Afghanistan—recently
nailed it. In an interview in Foreign Affairs on Iraq and Afghanistan, he first asked
“Where is the enemy?” As the engagement evolved, he asked “Who is the enemy?”
Then, “What is the enemy trying to do?” Finally, he realized the question we most
needed to answer was: “Why is he the enemy?”

This realization is bone-chilling. Many senior policymakers know we cannot kill
our way to victory—because kinetics alone are more likely to inflame than persuade.
But what is the United States doing to persuade? Are we coordinated in our actions?
Are we delivering the same message?

Our tactics have an impact—and playing whack-a-mole will not win the argument
with the kid in rural Syria or Yemen deciding whether or not to strap on a suicide
vest.

EVOLUTION OF THE THREAT

How has the threat evolved over time? We all know that what once was a highly
centralized structure—Core Al Qaeda leadership—has been decimated. But, rather
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than disappear, it has morphed into a decentralized horizontal organization—com-
posed mainly of so-called “affiliates.”

Our adversaries—many of them young, digital natives—have spent the past few
years—while the United States focused on eliminating core leadership—building up
their propaganda elements and their recruiting shop. Smaller scale, easier to accom-
plish attacks are now the name of the game—in an effort to cause as much chaos
as possible.

Inspire magazine is back online and as savvy as ever. Extremist digital natives
have created a “Muslim Mali” computer game that simulates aerial combat against
French fighter jets, and is designed to inspire fellow extremists to take up arms
against the French. Once a user clicks “play,” an Arabic message appears with the
words, “Muslim Brother, go ahead and repel the French invasion against Muslim
Mali.”

These digital natives can sit in their homes or computer cafes anywhere in the
world. What really keeps me up at night? That this generation will turn to cyber
attacks—even small ones, because the information is sitting right at their fingertips.
Let me be clear: the United States is not just facing Chinese hackers seeking bal-
listic missile blueprints or Russian hackers trying to steal credit card numbers. We
also face nonstate actors who have drunk the al-Qaeda Kool-Aid.

THE NEXT TEN YEARS

Despite astonishing adaptation since 9/11—including a massive reform of the in-
telligence community, in which I played a fairly big role—Uncle Sam is still built
for yesterday’s threats.

So, what do we do?

Christopher Paul of the RAND Corporation says: “The trick . . . is to apprehend
or otherwise deal with [the] residual threat without creating a chain of events that
renews motivations for participation and support.”

Here are my recommendations:

1. Stop piecemeal counterterrorism policy and implementation

e Stop stovepiped, one-off CT efforts and create a whole-of-government strategy.
Excuses about bureaucratic inertia and the number of people involved should
not stop us from doing what is necessary. This includes our cyber defenses.

e Give the Department of State’s CT Bureau more support to do its job. The
Antiterrorism Assistance Program, Countering Violent Extremism grants, and
coordinating efforts through the Center for Strategic Counterterrorism Commu-
nications are all important but just not enough. A more robust CT Bureau could
help us better find gaps in our nonkinetic efforts and fill them.

2. Smarter investments

Carefully analyze the foreign aid budgets and find ways to plus-up funds to the
countries that need it most—and resist funding for the flavor-of-the-month coun-
tries. Foreign aid is in many cases the only leverage we have—and should have seri-
ous strings attached. This will also be a very difficult task—and requires a clear,
reasoned message to the American people about why such targeted investments are
necessary for the U.S. Secretary of State, John Kerry, has urged similar efforts as
has a senior Republican Senator.

3. Live our values

e QOur actions really do speak louder than words. It should be no wonder that the
semantics America used in the past—when extra judicial kidnapping became
“rendition,” torture became “enhanced interrogation,” and assassination became
“targeted killing”—only fueled the terror propaganda machine. We have a per-
ception problem.

o We must apply a matrix of our interests and our values, and test against it our
future engagements. Then we stand a better chance at defeating the negative
narrative being created about us. That means paying more than lip service to
privacy protections, and considering legal protections, especially regarding “Big
Data.” Trying more terror suspects in U.S. Federal courts—like Sulaiman Abu
Ghaith—is also the right move.

e We need a public conversation about tactics and strategy, and Congress should
legislate clear limits. Self-policing by the executive branch was wrong in the
Bush 43 administration, and is wrong now. I have recently suggested that FISA
could be adapted to cover drones and offensive cyber.
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4. Reduce overclassification of intelligence
e Far too much information is classified. Instead of safeguarding our secrets, we
are actually preventing ourselves from seeing the bigger threat picture. If we
can’t see all the “dots” of intelligence, how could we hope to get ahead of future
threats?
5. Drain the swamp

e As Wilson Center Scholar Aaron David Miller suggests, we will reduce the pool
of potential terrorists by encouraging reform efforts by authoritarian govern-
ments. Secretary Kerry’s efforts to persuade the Egyptians to move forward
with reforms are an example of what we need more of.

CONCLUSION

In conclusion, I urge this committee to play a major role in developing this over-
due str;tegy. After all, it is foreign relationships—not more foreign enemies—that
we need.

The CHAIRMAN. Thank you very much.
Mr. Leiter.

STATEMENT OF HON. MICHAEL E. LEITER, SENIOR COUN-
SELOR TO THE CHIEF EXECUTIVE OFFICER, PALANTIR
TECHNOLOGIES, FORMER DIRECTOR OF THE NATIONAL
COUNTERTERRORISM CENTER, McLEAN, VA

Mr. LEITER. Mr. Chairman, Ranking Member Corker, members
of the committee, thanks for having me.

I would note that, in my 4 years at the National Counterterror-
ism Center, I do not believe I ever testified before the Senate For-
eign Relations Committee, which, I have to tell you, is not a good
sign, and I think it is a good sign that you are holding these hear-
ings today and the Director of NCTC 1is here before you, because
this is not just an intel, not just an Armed Services issue, this is
very much for the Senate Foreign Relations Committee. So, I am
very happy you are doing it.

In my written testimony, I go through, in some detail, my assess-
ment of the threat. I am not going to rehash that here, but I do
want to highlight a few things.

First of all, in my view, we are in a better position to detect and
disrupt a catastrophic attack like we saw on 9/11 than anytime
since 2001. We have done very, very well in this fight.

That being said, as both of you have already noted, we do face
a fragmented threat, but I would urge this committee not to read
too much into some of the recent events. They are undoubtedly
tragic; I do not mean to minimize the attack in Benghazi and the
death of four Americans, the attack in Algeria, the rise of AQIM.
But, in terms of large-scale, catastrophic threats to the homeland,
these are not anywhere remotely on the same page. They threaten
U.S. interests. We will always, have always, and will continue to
face threats in these regions. We must continue to battle the ter-
rorists, as Jane Harman said, drain the swamp, all these things;
but, on average, I think we should actually be enormously proud
of the Congress, the executive branch, and, to some extent, the
courts, in enabling a fight against terrorism that has been pretty
successful.

Now, I do want to highlight a couple of areas where I think we
do face enormous challenges. We have mentioned North Africa
already. I think the other key place that we have to really recog-
nize a huge threat to the United States is Syria and what we see
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in the al-Nusra Front. We are seeing a magnet for foreign fighters,
and we see enormous instability and tension between Shias and
Sunnis, with access to weapons of mass destruction. And this is, if
not an existential threat, certainly an existential threat to our in-
terests in the region.

Second, one that is, unfortunately, often forgotten in these hear-
ings, Hezbollah. And especially as tensions increase between the
United States, Iran, and Israel, and what was going on in Syria,
we have to keep our eye on Hezbollah, who has gotten increasingly
aggressive, both with kinetic strikes—the attack in Bulgaria, kill-
ing Israeli tourists—and also, destructive cyber attacks against
Saudi Aramco and RasGas in Qatar. Both of these are signs that
Hezbollah is, indeed, moving toward a more aggressive approach;
the United States and our allies.

Now, with that, let me offer four quick observations on things
that I think this committee should, in fact, focus on; vis-a-vis, ter-
rorism, writ large.

First, after 10-plus years, we really do, I believe, face a terrorism
fatigue problem. And that is, we have been talking about this for
10 years, and people want to move on. And that poses a real chal-
lenge, because we need to have discussions to make sure that our
tools to combat terrorism are on a solid footing. In that regard, I
am extremely heartened about the conversations we have seen in
the public and with Congress over the past several months about
targeted killings and potentially reforming the authorization for
use of military force. I believe these are exactly the conversations
we need to have so these do have a strong footing for the years to
come.

Second, for terrorism fatigue, I am extremely worried that, with
every terrorist attack, we now view it as a systemic failure rather
than, to some extent, a fact of life in counterterrorism work. And
I am all for examining these events after the fact to see how we
can do better, but I would plead with this committee that these do
not become ex-post investigations and excoriations of terrorism pro-
fessionals, because it will chase the good people out of government.

Last, I do think that terrorism fatigue affects the executive
branch, and I am very worried that things that the executive
branch needs to push on quickly and hard, like information-
sharing, fall by the wayside.

Second significant issue: weapons of mass destruction. We are, 1
think, faced with small-scale attacks, no matter what we do. These
are tragic, but we will live with them, and we will prosper. Weap-
ons with mass destruction pose a very different threat. And secur-
ing nuclear material, trying to prevent improvised nuclear devices,
trying to prevent complex biological weapons attacks, they are low-
probability, but enormous-consequence events, and we must keep
our eye on these things. And this committee has a huge role in that
way.

Third, counterterrorism partnerships. With terrorism fatigue has
become a fatiguing of the partnerships that we rely on. And, as you
said, Senator Corker, especially in regions of Middle East and
North Africa, these partnerships, both in willingness and capacity,
have frayed significantly, and we have to work very hard to work
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closely with our partners to maintain them and maintain the pro-
grams within the U.S. Government to support those partners.

And, last but not least, staying on the offense on all fronts. And,
to me, that means continuing programs of targeting killing, where
we have to take people off the battlefield, but, equally if not more
importantly, expanding our efforts on soft power, because kinetic
focus has, in fact, sapped much of the focus within the executive
branch of putting the resources and the time and energy into those
things that take time to, as Jane said, drain the swamp and reduce
the attraction of terrorism.

And last, covering all of these things, as you all know from hav-
ing just voted on continuing to open the government, after 12 years
we have poured—it is difficult to estimate, but probably about $100
billion each year into counterterrorism efforts, including Iraq and
Afghanistan. This money is not going to be there in the future. So,
this is exactly the time that we have to do a far more rational look
at mission-focused budgeting—not department by department, but
mission—to understand where we can put our limited dollars that
we have to get the biggest bang for the buck for the whole of the
U.S. Government.

Thank you.

[The prepared statement of Mr. Leiter follows:]

PREPARED STATEMENT OF HON. MICHAEL E. LEITER
OVERVIEW

Chairman Menendez, Ranking Member Corker, and members of the committee,
thank you for inviting me to testify on my perspectives on the evolving threat of
terrorism and how it can be best addressed by the United States and our allies. I
believe now is an opportune time to take stock of the threat we face and our associ-
ated response. While we have made remarkable strides against the threat of cata-
strophic attacks like that which we experienced on 9/11, the continued presence of
al-Qaeda in Yemen, the growing presence of al-Qaeda-associated elements in North
Africa and Syria, and increased instability across North Africa and the Middle East
highlight how the threat of terrorism continues. Combined with a fiscal reality that
precludes the sort of spending we have maintained since 2001, this is a historic
moment to rationalize and calibrate our response to terrorism and related threats
to our national security.

THE THREAT LANDSCAPE

Today al-Qaeda and its allies in Pakistan are at their weakest point since 9/11.
The death of Osama bin Laden and the continued decimation of senior ranks has
made the organization a shadow of its former self. Ayman al-Zawahiri is not bin
Laden and although the organization still attempts to provide strategic guidance
and global propaganda, its influence continues to wane. Whether this trajectory can
be maintained with a significant decrease of the U.S. presence in Afghanistan and
a continued challenging political landscape in Pakistan will be, in my view, the big-
gest determinants of al-Qaeda Core’s relevance for the coming decade.

The degradation of al-Qaeda’s “higher headquarters” and relatively well-coordi-
nated command and control has allowed its affiliates and its message to splinter,
posing new dangers and challenges. Al Qa’ida affiliates or those inspired by its mes-
sage have worrisome presences in Yemen, East Africa, North Africa, Syria, Western
Europe, and of course to a lesser degree the United States.

Beginning with Yemen, in my view Al Qaeda in the Arabian Peninsula (AQAP)—
as I stated 2 years ago—continues to pose the most sophisticated and deadly threat
to the U.S. homeland from an overseas affiliate. The death of operational com-
mander Anwar al-Aulaqi significantly reduced AQAP’s ability to attract and moti-
vate English speakers, but its operational efforts continue with lesser abatement.
As we saw in 2009, 2010, and 2012, AQAP has remained committed—and able—
to pursue complex attacks involving innovative improvised explosives devices.
Although some of the organization’s safe haven has been diminished because of
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Yemeni and U.S. efforts, the inability of the Government of Yemen to bring true
control to wide swaths of the country suggests that the group will pose a threat for
the foreseeable future and (unlike many other affiliates) it clearly remains focused
on transnational attacks.

East Africa, surprisingly to many, is a brighter spot in our efforts. Although al-
Shabaab remains a force and poses significant risks in the region—most especially
in Kenya and to the fledgling government in Somalia—its risk to the homeland is
markedly less today than just 2 years ago. Kenya’s offensive in the region shattered
much of al-Shabaab’s power base and most importantly the attractiveness of Soma-
lia to Americans and other Westerners is radically less than was the case. The rel-
ative flood of Americans has turned into a trickle, thus significantly reducing the
threat of trained terrorists returning to our shores. Maintaining this positive mo-
mentum will require continued U.S. attention and close cooperation with the African
Union in Somalia (AMISOM) to nurture what clearly remains a fragile recovery.

As the world witnessed over the past 6 months, Al Qaeda in the Islamic Maghreb
(AQIM) has shifted the focus in Africa as the organization has made gains in Mali,
Libya, and the rural areas of Algeria. To be clear, to those of us in the counter-
terrorism ranks this is not particularly surprising. In my view while the attacks in
Benghazi and on the Algerian oil facility are tragic, the major change to the region
is not a massive increase in AQIM’s attractiveness, but rather the huge shift that
occurred with the virtual elimination of Libya’s security services, the associated
flood of weapons in the region, and the coup d’etat in Mali.

AQIM has thus far proven a less tactically proficient and more regionally focused
criminal organization than other al-Qaeda affiliates. Although we cannot blindly
hope this remains the case, I would argue that we should also not read too much
into recent events. Regional capacity building, targeted offensive measures, and
forceful engagement with government like France, Algeria, and Libya that have a
huge vested interest in the region should remain at the forefront of our strategy.
And we must roundly condemn (and try to limit) the payment of ransoms that have
proven to be the lifeblood of AQIM and its affiliates.

One notable area of concern that we must forcefully combat in the region—and
one which the United States is uniquely able to address given our global footprint—
is the cross-fertilization across the African Continent that has recently accelerated.
Coordination amongst al-Shabaab, AQIM, Boko Haram, and others is particularly
problematic as it allows each organization to leverage the others’ strengths. We
must use our intelligence capabilities to define these networks and then assist in
disrupting them.

The most troubling of emerging fronts in my view is Syria, where Jabhat al-Nusra
has emerged as the most radical of groups within the opposition. Given the enor-
mous instability in Syria, which has to some degree already spread to Iraq and else-
where in the Levant, Jabhat al-Nusra has become a magnet for al-Qaeda-inspired
fighters from around the globe. With virtually no likelihood of rapid improvements
in Syria (and a not insignificant risk of rapid decline caused by the use of chemical
or biological weapons), the al-Nusra front will almost certainly continue to arm,
obtain real world combat experience, and attract additional recruits—and poten-
tially state assistance that is flowing to the FSA.

Moreover, Jabhat al-Nusra’s ideology not only contributes to the threat of ter-
rorism, but more broadly it is contributing significantly to the regional Sunni-Shia
tension that poses enormous risks. The rapid removal of Bashar al-Assad would not
solve these problems, but an ongoing civil war does in my view worsen the situation.
Although there is no easy answer to this devilish issue, I believe that with the
U.K'’s recent movement to providing lethal assistance 