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THE LOCATION PRIVACY PROTECTION
ACT OF 2014

WEDNESDAY, JUNE 4, 2014

UNITED STATES SENATE,
SUBCOMMITTEE ON PRIVACY, TECHNOLOGY AND THE LAW,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:35 p.m., in room
SD-226, Dirksen Senate Office Building, Hon. Al Franken, Chair-
man of the Subcommittee, presiding.

Present: Senators Franken, Blumenthal, and Flake.

OPENING STATEMENT OF HON. AL FRANKEN,
A U.S. SENATOR FROM THE STATE OF MINNESOTA

Chairman FRANKEN. This hearing will be called to order. Wel-
come to the Senate Judiciary Subcommittee on Privacy, Tech-
nology, and the Law. This is a hearing on my bill to protect sen-
sitive location information, the Location Privacy Protection Act of
2014.

Three years ago, I held a hearing to look at how our laws were
protecting the location information generated by smartphones, cell
phones, and tablets. The first group that I heard from was the Min-
nesota Coalition for Battered Women. They told me that across
Minnesota victims were being followed through so-called stalking
apps specifically designed to help stalkers secretly track their vic-
tims.

I started investigating these stalking apps. Let me read you some
of their websites.

Here is one called SPYERA. It says: “Most of the time if you
think your spouse is being unfaithful, you are right.” “[SPYERA]
will be your spy in their pocket.” “[Y]ou will need to sneak your
spouse’s phone and download it to their phone.” “After the software
is downloaded, you will be able to see where they are geographi-
cally. If your husband is in two counties over from where you live,
SPYERA will tell you that.” And, of course, “husband” can mean
“wife” or “ex” or whatever you want to put in there.

Here is another. This is from FlexiSPY. “FlexiSPY gives you total
control of your partner’s phone without them knowing it—See ex-
actly where they are, or were, at any given date and time.”

Here is another quote that has since been taken down: “Worried
about your spouse cheating? Track EVERY text, EVERY call and
EVERY move they make using our EASY Cell Phone Spy Soft-
ware.”

o))
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These apps can be found online in minutes. And abusers find
them and use them to stalk thousands of women around the coun-
try.

The Minnesota Coalition for Battered Women submitted testi-
mony about a northern Minnesota woman who was the victim of
domestic violence—and the victim of one of these stalking apps.
This victim had decided to get help. And so she went to a domestic
violence program located in a county building. She got to the build-
ing, and within 5 minutes, she got a text from her abuser asking
her why she was in the county building. The woman was terrified.
And so an advocate took her to the courthouse to get a restraining
order. As soon as she filed for the order, she got a second text from
her abuser asking her why she was at the county courthouse and
whether she was getting a restraining order against him. They
later figured out that she was being tracked through a stalking app
installed in her phone.

This does not just happen in Minnesota. A national study con-
ducted by the National Network to End Domestic Violence found
that 72 percent of victim services programs across the country had
seen victims who were tracked through a stalking app or a stand-
alone GPS device. Without objection, I will add to the record the
accounts of a few other victims.

Here is one from a victim in Illinois. She was living in Kansas
with her abuser. She fled to Elgin, Illinois, a town three States
away. She did not know that the whole time her cell phone was
transmitting her precise location to her abuser. He drove the 700
miles to Elgin. He tracked her to a shelter and then to the home
of her friend, where he assaulted her and tried to strangle her.

Here is one from a victim in Scottsdale, Arizona. Her husband
and she were going through a divorce. Her husband tracked her for
over a month through her cell phone. Eventually, he murdered
their two children in a rage.

In most of these cases, the perpetrator was arrested because it
is illegal to stalk someone. But it is not clearly illegal to make and
to market and to sell a stalking app. And so nothing happened to
the companies making money off of the stalking. Nothing happened
to the stalking apps.

My bill would shut down these apps once and for all. It would
clearly prohibit making, running, and selling apps and other de-
vices that are designed to help stalkers track their victims. It
would let police seize the money that these companies make and
use that money to actually prevent stalking. My bill will prioritize
grants to the organizations that train and raise awareness around
GPS stalking. And it would make the Department of Justice get
up-to-date statistics on GPS stalking. That is a big deal, because
the latest statistics we have from DOJ are from 2006, and at that
point they estimated over 25,000 people were being GPS-stalked
annually, back in 2006, and we know what smartphone technology
has done since then.

But my bill does not protect just victims of stalking. It protects
everyone who uses a smartphone, an in-car navigation device, or
any mobile device connected to the Internet. My bill makes sure
that if a company wants to get your location or give it out to oth-
ers, they need to get your permission first.
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I think that we all have a fundamental right to privacy: a right
to control who gets your sensitive information and with whom they
share it. Someone who has a record of your location does not just
know where you live. They know where you work and where you
drop your kids off at school. They know the church you attend and
the doctors that you visit.

Location information is extremely sensitive. But it is not being
protected in the way it should be. In 2010, the Wall Street Journal
found that half of the most popular apps were collecting their
users’ location information and then sending it to third parties,
usually without permission.

Since then, some of the most popular apps in the country have
been found disclosing their users’ precise location to third parties
without their permission. And it is not just apps. The Nissan Leaf’s
on-board computer was found sending drivers’ locations to third-
party websites. OnStar threatened to track its users even after
they canceled their service; they only stopped when I and other
Senators called them out on this. And a whole new industry has
grown up around tracking the movements of people going shop-
ping—without their permission, and sometimes when they do not
even enter a store.

The fact is, that most of this is totally legal. With only a few ex-
ceptions, if a company gets your location information over the
Internet, they are free to give it to almost anyone they want.

My bill closes these loopholes. If a company wants to collect or
share your information, it has to get your permission first and put
up a post online saying what the company is doing with your data.
Once a company is tracking you, it has to be transparent, or else
it has to send you a reminder that you are being tracked.

Those requirements apply only to the first company getting loca-
tion information from your device. For any other company getting
large amounts of location data, all they have to do is put up a post
online explaining what they are doing with that data.

That is it. These rules are built on existing industry best prac-
tices, and they have exceptions for emergencies, theft prevention,
and parents tracking their kids. The bill is backed by the leading
anti-domestic violence and consumer groups. Without objection, I
will add letters to the record from the Minnesota Coalition for Bat-
tered Women, the National Center for Victims of Crime, the Na-
tional Women’s Law Center, the Online Trust Alliance, and Con-
sumers Union—all in support of my bill. This bill is just common
sense.

[The letters and stalking cases appear as submissions for the
record.]

Chairman FRANKEN. Before I turn it over to my friend the Rank-
ing Member, I want to make one thing clear. Location-based serv-
ices are terrific. I use them all the time when I drive across Min-
nesota. They save time and money, and they save lives. Ninety-
nine percent of companies that get your location information are
good, legitimate companies.

And so I have already taken into account many of the industry
concerns that I heard when we debated this bill last Congress: I
have capped liability, I have made compliance easier. And if folks
still have issues with the bill, I want to address them.
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So, with that, I will turn it over to Senator Flake.

OPENING STATEMENT OF HON. JEFF FLAKE,
A U.S. SENATOR FROM THE STATE OF ARIZONA

Senator FLAKE. Thank you, Mr. Chairman. Thank you again to
the witnesses for being here. I know you have busy schedules, and
I really appreciate you doing this.

I think we can all agree that stalking and domestic violence are
serious concerns. That is why I was pleased to support the reau-
thorization of the Violence Against Women Act. I agree with those
who will testify today, like Ms. Southworth of the National Net-
work to End Domestic Violence and Detective Hill on the second
panel, that domestic violence and stalking are serious problems
that need to be addressed. I am not aware of any concerns that
have been expressed about some of the sections of this bill, those
that address the stalking apps and directing the Government to
study GSP stalking and prioritize grants to educate law enforce-
ment about this problem.

Having said that, there are sections of the bill that I think are
still a bit concerning. The bill before us regulates the commercial
collection of geolocation information. Some concerns have been
raised about its effect on businesses and applications that use
geolocation information to provide consumers with services that
they now rely on.

I would like to enter into the record letters from the National Re-
tail Federation and the Interactive Advertisement Bureau if that is
okay.

Chairman FRANKEN. Without objection.

Senator FLAKE. Thanks.

[The letters appear as submissions for the record.]

Senator FLAKE. In our efforts to protect the privacy of Ameri-
cans, which is extremely important, we have got to be careful not
to stifle innovation in dynamic sectors of the economy. A lot of the
concerns that have been expressed are about static regulations that
deal with a dynamic sector of the economy, and we want to make
sure that we do not hamper development of new products and tech-
nologies.

With that, I look forward to the witnesses. Thanks.

Chairman FRANKEN. Thank you, Senator Flake.

The first panel of witnesses has seated themselves. Thank you.

Bea Hanson is the Principal Deputy Director of the United
States Department of Justice Office on Violence Against Women.
Before joining the OVW, Ms. Hanson was director for emergency
services and the chief program officer for Safe Horizon, a crime vic-
tims service organization in New York City. Ms. Hanson is a Min-
nesotan by birth and was raised in St. Paul.

Jessica Rich is the Director of the FTC’s Bureau of Consumer
Protection. During her time at the FTC, Ms. Rich has led major
policy initiatives related to privacy, data security, and emerging
technologies; overseen enforcement actions; and developed signifi-
cant FTC rules. She also received the Chairman’s Award in 2011
for her contributions to the FTC’s mission.

Mark Goldstein is the Director of Physical Infrastructure Issues
for the U.S. Government Accountability Office. He is a frequent
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witness before Congress and served as senior staff member of the
Senate Committee on Homeland Security and Governmental Af-
fairs. He will testify about the two different studies that GAO con-
ducted at my request on the subject of location privacy.

I would like to welcome you all. Thank you for appearing. Your
written testimony will be made part of the record. You each have
about 5 minutes for any opening remarks that you would like to
make. We will start with Ms. Hanson.

STATEMENT OF BEA HANSON, PRINCIPAL DEPUTY DIRECTOR,
OFFICE ON VIOLENCE AGAINST WOMEN, U.S. DEPARTMENT
OF JUSTICE, WASHINGTON, D.C.

Ms. HANSON. Thank you so much. Good afternoon, Chairman
Franken, Ranking Member Flake, and members of the Committee.
Thank you for the opportunity to testify on behalf of the Depart-
ment of Justice regarding stalking, mobile devices, and location pri-
vacy.

My name is Bea Hanson, and I am the Principal Deputy Director
of the United States Department of Justice Office on Violence
Against Women, or OVW. One key way that the Department of
Justice has focused on strengthening the criminal justice response
to stalking is through the implementation of the Violence Against
Women Act, or VAWA.

Since the passage of VAWA in 1994, we have made significant
strides in enhancing the criminal justice system’s response to stalk-
ing, and Congress has been a strong partner in our national efforts
to address this issue.

Since 1994, Congress has amended VAWA to address our grow-
ing understanding of this crime, adding stalking to the purpose
areas of grant programs, broadening the Federal interstate stalk-
ing statute to protect victims of cyber stalking, and enhancing pen-
alties for repeat stalking offenders. Just last year, in the most re-
cent VAWA reauthorization, Congress closed a loophole in the Fed-
eral cyber stalking statute to permit Federal prosecutors to pursue
cases where the offender and the victim both lived in the same
State. Congress also amended the Jeanne Clery Campus Security
Act to require that universities report crime statistics on incidents
of stalking.

As you both know, stalking is a complex crime, and it continues
to be missed, misunderstood, and very much underestimated. Inci-
dents of stalking behavior, when considered separately, may seem
relatively innocuous. However, stalking behavior tends to escalate
over time, and it is often paired with or followed by sexual assault,
physical abuse, or homicide, as Chairman Franken has pointed out.
Its victims feel isolated, vulnerable, and frightened, and tend to
suffer from anxiety, from depression, and from insomnia.

Results of the 2010 National Intimate Partner and Sexual Vio-
lence Survey, or NISVS, which was released by the Centers for Dis-
ease Control in late 2011, demonstrate the grave scope of this
crime. Using a conservative definition of stalking, the survey found
that 6.6 million people were stalked in the previous 12-month pe-
riod and that 1 in 6 women and 1 in 19 men were stalked at some
point in their lifetimes.
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The survey report noted that, although anyone can be a victim
of stalking, females were more than three times more likely to be
stalked than males, and that young adults had the highest rates
of stalking victimization.

The report also showed the too frequent nexus between stalking
and intimate partner abuse. For the overwhelming majority of vic-
tims, the stalker is someone who is known to them—an acquaint-
ance, a family member, or, most often, a current or former intimate
partner. And the NISVS report confirmed that most stalking cases
involve some form of technology. More than three-quarters of the
victims reported having received unwanted phone calls, voice mes-
sages, and text messages; and roughly one-third of the victims were
watched, followed, or tracked with a listening or other kind of de-
vice.

The report authors noted that their findings showed a higher
percentage of stalking than previous national studies and hypoth-
esized that this increase could be due to new technologies that
make stalking behavior easier.

Technology has provided new tools for stalkers. For example, the
rapid increased use of cellular phones in recent years has created
a new market in malicious software that, when installed on mobile
devices, allows perpetrators to intercept victims’ communications
without their knowledge or consent. Through the use of this soft-
ware, perpetrators can read victims’ e-mail and text messages, lis-
ten to their telephone calls, trace their movements, and turn on the
microphone in their phone to record conversations occurring in the
immediate surrounding area. And all this can be done remotely
and surreptitiously.

A recent study conducted by the National Network to End Do-
mestic Violence, supported by the Department of Justice Office for
Victims of Crime, further suggests that technology-enhanced stalk-
ing, including the use of mobile devices, is neither novel nor rare.
Of the more than 750 victims service agencies that responded, 72
percent reported helping victims who had been tracked by GPS ei-
ther through a cell phone or a GPS device.

The findings from NISVS and other surveys underscore how crit-
ical it is that professionals who work with stalking victims under-
stand the dynamics of stalking, particularly how stalkers use tech-
nology. We know that stalking is often a precursor to other forms
of violence. Because stalking can be challenging to recognize, OVW
grant programs support specialized training for police, prosecutors,
and others to ensure that comprehensive services are available to
victims.

We also fund a number of training and technical assistance
projects that target the intersection of technology and the crimes
of stalking, sexual assault, domestic violence, dating violence, and
there is more information on that in my written testimony. And we
have some of our grantees who are going to be talking here later
on the second panel.

I appreciate the opportunity to testify today, and I look forward
to continuing to working with Congress, working with you all, as
it considers these important issues. Thank you.

[The prepared statement of Ms. Hanson appears as a submission
for the record.]
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Chairman FRANKEN. Thank you, Ms. Hanson.
Ms. Rich?

STATEMENT OF JESSICA RICH, DIRECTOR, BUREAU OF
CONSUMER PROTECTION, FEDERAL TRADE COMMISSION,
WASHINGTON, D.C.

Ms. RICH. Good afternoon, Chairman Franken and Ranking
Member Flake. My name is Jessica Rich, and I am the Director of
the Bureau of Consumer Protection at the Federal Trade Commis-
sion. I very much appreciate this opportunity to present the Com-
mission’s testimony on consumer protection issues involving
geolocation information and to offer some initial views on the draft
Location Privacy Protection Act.

Protecting consumers’ privacy is a key focus of the Commission’s
efforts, and we commend the Committee for its continued attention
to this really important issue.

Products and services that use geolocation data make consumers’
lives easier and more efficient, as you have noted, Chairman
Franken. Consumers can get turn-by-turn directions to their des-
tinations, find the closest bank, and check the weather when they
are traveling, among many other examples.

At the same time, the increasing collection, use, and disclosure
of this data presents serious privacy concerns. For this reason, the
Commission considers precise geolocation data to be sensitive, war-
Eanting opt-in consent prior to collection from a consumer’s mobile

evice.

Why is this data so sensitive? A device’s geolocation can reveal
consumers’ movements in real time and over time and, thus, di-
vulge intimate personal details about them, such as the doctor’s of-
fice they visit, how often they go, their place of worship, and when
and what route their kids walk to school in the morning and return
home in the afternoon.

This data can be accessed and used in many ways consumers do
not expect, for example, collected through stalking apps, sold to
third parties for unspecified uses, paired with other data to build
detailed profiles of consumers’ activities, or stolen by hackers. The
risks to consumer range from unwanted tracking to threats to per-
sonal safety.

The Commission has taken action to protect this data through
law enforcement and outreach efforts. Using its authority under
the FTC Act, the Commission has brought cases against companies
engaged in unfair and deceptive practices involving geolocation
data. One example is our recent settlement with Snapchat, the de-
veloper of a popular mobile messaging app. In that case, the FTC
alleged that, in addition to misrepresenting that photo and video
messages sent through the service would disappear, which was
what was publicized most about that case, Snapchat also collected
and transmitted geolocation data from its app, even though its pri-
vacy policy claimed it did not track users or access such informa-
tion at all.

In another case, this one involving the developer of a popular
flashlight app, the FTC alleged that the developer told users that
it would collect diagnostic and technical information simply to as-
sist with product support, but failed to disclose that the app trans-
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mitted the device’s precise geolocation and unique device ID to ad
networks.

Finally, in a series of settlements with rent-to-own retailer Aar-
on’s and its affiliates, the FTC alleged that the companies’ installa-
tion and use of software on rental computers that secretly mon-
itored and tracked consumers violated the FTC Act. The software
could log keystrokes, capture screen shots, and take photo using
the computer’s webcam, all unbeknownst to users. Notably, the
FTC alleged that installing location-tracking software on the
rented computers without the renter’s consent and disclosing this
geolocation to rent-to-own stores was an unfair and illegal practice.

In addition to enforcement, the Commission also has conducted
studies, held workshops, and issued reports in this area. For exam-
ple, in 2012, FTC staff issued two reports about the disclosures
provided in mobile apps for kids. The report showed that the apps
collected data from the kids’ devices, including unique device ID
and geolocation data, and shared it with third parties, often with-
out notice to parents.

And in February of last year, FTC staff issued a report providing
specific recommendations about how all players in the mobile eco-
system—platforms, app developers, ad networks, analytics compa-
nies, and trade associations—can and must ensure that consumers
have timely, easy-to-understand disclosures and choices about what
data companies collect and use, including geolocation data.

Now, turning to a discussion of the Location Privacy Protection
Act, the Commission very much supports the goals of this bill,
which seeks to improve the transparency and consumer control
over the collection and use of sensitive geolocation data. The bill
really represents an important step forward, notably by requiring
clear and accurate disclosures and opt-in consent from consumers
before this sensitive data can be collected.

The bill contains both civil and criminal provisions and gives the
Department of Justice sole authority to enforce both. We very much
support strong remedies for violations. However, as the Federal
Government’s leading privacy enforcement agency, we do rec-
ommend that the Commission be given responsibility for enforcing
the civil provisions of the bill.

Thank you very much for this opportunity to provide the Com-
mission’s views. The FTC is very committed to protecting the pri-
vacy of consumers’ geolocation information, and we look forward to
continuing to work with the Committee and Congress on this issue.

[The prepared statement of Ms. Rich appears as a submission for
the record.]

Chairman FRANKEN. Thank you, Ms. Rich. I noted your rec-
ommendation in your written testimony and again just now.

Ms. RicH. Okay. Thanks.

Chairman FRANKEN. Mr. Goldstein?

STATEMENT OF MARK L. GOLDSTEIN, DIRECTOR, PHYSICAL
INFRASTRUCTURE ISSUES, U.S. GOVERNMENT ACCOUNT-
ABILITY OFFICE, WASHINGTON, D.C.

Mr. GOLDSTEIN. Thank you. Good afternoon, Mr. Chairman,
Ranking Member Flake, and members of the Subcommittee. Thank
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you for the opportunity to be here this afternoon and provide testi-
mony on consumers’ location data.

Smartphones and in-car navigation systems give consumers ac-
cess to useful location-based services.

However, questions about privacy can arise if companies use or
share consumers’ location data without their knowledge.

Several agencies have responsibility to address consumers’ pri-
vacy issues, including the FTC, which has authority to take en-
forcement actions against unfair or deceptive acts, and the NTIA,
which advises the President on telecommunications and informa-
tion policy issues.

My testimony addresses: one, companies’ use and sharing of con-
sumers’ location data; two, consumers’ location privacy risks; and,
three, actions taken by selected companies and Federal agencies to
protect consumers’ location privacy.

Our findings were as follows in the two reports we released over
the last couple of years.

First, that 14 mobile industry companies and 10 in-car naviga-
tion providers that GAO examined in its 2012 and 2013 reports, in-
cluding mobile carriers and auto manufacturers, collect location
data and use or share them to provide consumers with location-
based services and improve consumer services. For example, mobile
carriers and application developers use location data to provide so-
cial networking services that are linked to consumers’ locations. In-
car navigation services use location data to provide services such
as turn-by-turn directions and roadside assistance. Location data
can also be used and shared to enhance the functionality of serv-
ices such as search engines to make search results more relevant,
for example, returning results of the nearby businesses.

Second, while consumers can benefit from location-based serv-
ices, their privacy may be at risk when companies collect and share
location data. For example, in both our reports, we found that
when consumers are unaware that their location data are shared
and for what purpose that data might be shared, they may be un-
able to judge whether location data are shared with trustworthy
third parties. Furthermore, when location data are amassed over
time, they can create detailed profiles of individual behavior, in-
cluding habits, preferences, and roads traveled—private informa-
tion that could be exploited. Additionally, consumers could be at
higher risk of identity theft or threats to personal safety when com-
panies retain location data for long periods of time or in ways that
link the data to individual consumers. Companies can anonymize
location data that they use or share in part by removing personally
identifying information. However, in our 2013 report, we found that
in-car navigation providers that GAO examined used different de-
identification methods that may lead to varying levels of protection
for consumers.

Third, companies GAO examined in both reports have not con-
sistently implemented practices to protect consumers’ location pri-
vacy. The companies have taken some steps that align with rec-
ommended practices for better protecting consumers’ privacy. For
example, all the companies we examined in both reports used pri-
vacy policies or other disclosures to inform consumers about the
collection of location data and other information. However, compa-
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nies did not consistently or clearly disclose to consumers what the
companies do with these data or third parties with which they
might share that data, leaving consumers unable to effectively
judge whether such uses of their location data might violate their
privacy.

In our 2012 report, we found that Federal agencies have taken
steps to address location privacy data through educational outreach
events, reports with recommendations to protect consumer privacy,
and guidance for industry. For example, the Department of Com-
merce’s NTIA has brought stakeholders together to develop codes
of conduct for industry. But GAO found that this effort lacks spe-
cific goals, milestones, and performance measures, making it un-
clear whether the effort would actually even address location pri-
vacy. Additionally, in response to a recommendation in GAO’s 2012
report, the FTC issued guidance in 2013 to inform companies of the
Commission’s views on the appropriate actions mobile industry
companies should take to disclose their privacy practices and ob-
tain consumers’ consent. GAO made recommendations to enhance
consumer protections in 2012. GAO recommended, for example,
that NTIA develop goals and milestones and measures for its
stakeholder initiative. GAO will continue to monitor this effort in
the future.

Mr. Chairman, this concludes my oral statement. I would be
happy to respond to any comments. Thank you.

[The prepared statement of Mr. Goldstein appears as a submis-
sion for the record.]

Chairman FRANKEN. Thank you, Mr. Goldstein. Thank you all for
your testimony.

Ms. Hanson and Ms. Rich, your agencies have already done im-
portant work to combat cyber stalking and GPS stalking, but I
want to challenge you to do more. I want to press you to inves-
tigate and shut down these smartphone stalking apps. They hurt
tens of thousands of people every year. They market themselves di-
rectly and brazenly to stalkers, and they are easily available on the
Internet.

My bill will give you even more tools to go after these apps, but
will you pledge to me today that you will use all of your existing
tools to investigate and shut down these apps?

Ms. RicH. Yes, I will, within my powers. We do have a Commis-
sion that needs to approve things, but I run the Bureau of Con-
sumer Protection. I will note that we did bring a case against a
similar service called Remote Spy. We litigated a case against them
that was providing this very same type of service to spy on people,
and we obtained a strong order against the company, and we can
use similar tools to pursue these types of stalking apps.

Chairman FRANKEN. Thank you.

Ms. HANSON. From my role at the Office on Violence Against
Women, we are a grant-funded organization, and we really want to
work with you and work together to address these issues around
stalking applications. This has been a huge, a big priority for the
Department. I would like to bring back to those folks who actually
do the prosecution and want to share your concerns with the
Criminal Division, specifically the computer crime and intellectual
property section, as well as the U.S. Attorney’s Office, Executive
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Office of the U.S. Attorney who handles the criminal prosecutions,
and I will bring that back to them.

Chairman FRANKEN. Well, thank you. And there is bipartisan
agreement on this. In 2011, I sent a letter joined by Senators
Grassley, Klobuchar, Cornyn, Blumenthal, Graham, Whitehouse,
Schumer, and Feinstein asking your agencies to crack down on
these apps. So I want to ask each of you to do everything you can
to shut them down.

Mr. Goldstein, some of the witnesses on our second panel urge
us to be cautious about legislating. They favor self-regulation. As
part of your investigation, you looked at industry best practices for
the collection and sharing of location data. In an interview after
the report, you said that there were not very many rules in place
and that in many ways this was still “the Wild West of the Elec-
tronic Era.”

Did you find that industry best practices were being imple-
mented consistently? And did you find that consumers were being
giver; the information they needed to make choices about their pri-
vacy?

Mr. GOLDSTEIN. Thank you, Mr. Chairman. Our reports clearly
indicate that there is no comprehensive approach; that some com-
panies do pay attention very consistently to the rules, the self-regu-
lating rules that are out there, and some do not; and that there is
a great variety and not a lot of transparency. Those seem to be the
two principal problems, a lot of variety and that some pay attention
to some rules and not others, and the lack of transparency and that
consumers do not always have enough information to make choices
about what kind of information is being retained, how long it is
being retained, by whom it is being retained and used, things like
that.

So there are quite a lot of problems still out there with the appli-
cation of the rules.

Chairman FRANKEN. And I see you are nodding, Ms. Rich.

Ms. RIcH. Yes. Many industry groups and individual companies
say they implement opt-in or have opt-in as a best practice. But
our enforcement more broadly, even outside of stalking apps, but
related to the collection of geolocation information, including the
Snapchat case, the Goldenshores case, which was the flashlight
case, our case against Aaron’s, and also our survey of kids’ apps
shows that this opt-in standard is not being complied with on a
regular basis.

Chairman FRANKEN. Yes, I found the Snapchat case particularly
ironic because their whole selling point was that once you post a
video or a photo, it would disappear.

Ms. RIcH. And we allege that was not true, among other things.

Chairman FRANKEN. But it did not. Other than that, it was ex-
actly what it said.

Okay. I am running out of my time. I will ask one more question,
and we want to get to our other panel, so I will give it to Senator
Flake, and I will ask one more question of Ms. Hanson.

Senator FLAKE. Thank you.

Mr. Goldstein, in your testimony you outline a series of “what
if’s,” asserting that location data could be used to track consumers,
and I think we all understand the potential of this. You say that
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these—which can be used to steal identity, stalk them, monitor
them without their knowledge. You also say that collection of data,
location data, poses a threat. We all understand that. You have ex-
plained that very well. But in your study or in your investigation,
did you uncover examples of companies stealing customers’ identi-
ties or stalking them or criminals’ obtaining location data? We
know the potential exists. Did you actually turn up any nefarious
activity?

Mr. GOLDSTEIN. No, Senator, we did not. It was really a look at
the kinds of issues that were out there. It was not really within the
scope. But we also did not find any.

Senator FLAKE. Ms. Rich, you mentioned a few of them and cases
that have been brought. What has been out there in popular media
that has caught your attention? Is that usually how you find these
cases? Or how do you come on to these cases where you decide to
bring action against them?

Ms. RicH. We find cases in a variety of ways. We may be tipped
off by an insider. We may get referrals from businesses or con-
sumer groups or tech people. But responding to the question you
just asked my colleague, one thing that our cases do show is that
companies, even flashlights, are collecting this data, contrary to the
claims they are making, and then they are sharing it. So it is being
collected and used, and given what it can show in terms of con-
sumers’ private activities, that raises concerns.

Senator FLAKE. Yes, certainly I think we all recognize that peo-
ple use it for advertising and some of the disclosing—or giving the
opportunity to opt out. My question to Mr. Goldstein was do we see
criminals using it for purposes that are—the potential certainly ex-
ists, but if there are examples of that in a criminal way. We have
seen some of the stalking, and obviously we want to make sure
that we crack down on that. But I know that the potential exists.
I was just wondering, in the studies have we seen that actually oc-
curring? We see some of it on the commercial side, but not so much
on the criminal side yet. Is that an accurate statement?

Ms. RicH. I think that the stalking apps are the clearest example
of the harm that it can do. I agree.

Senator FLAKE. I mentioned in my opening statement that we
want to make sure that we do not stifle any development of new
technologies and new positive uses of this geolocation information.
Ms. Hanson, the Department of Justice, as you know, works with
law enforcement agencies across the country and broadcasters,
transportation agencies, and the wireless industry to issue Amber
Alerts. The National Center for Missing and Exploited Children
manages a secondary distribution of these Amber Alerts. These are
gbvi(})lusly only sent when a child is at risk of serious injury or

eath.

Would Amber Alerts fall within one of the exceptions to the bill?

Ms. HANSON. I would have to bring this back to the Department
about how this would be an exception or not. I know that Amber
Alerts have been important in identifying missing children. I think
we need to look at this issue more broadly, and I can bring that
back to the Department to take a look at it.

Through our office, the Office on Violence Against Women, I
think, you know, we have seen and you will hear testimony from
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folks on the second panel. If you look at the cases of cyber stalking
that we actually look at—when you look at it from the perspective
of victims of domestic violence, in actuality we do have a large
number of victims who have said that they have been tracked. My
testimony talked about 72 percent of those reported, looking at vic-
tims service agencies, had been tracked by GPS, through cell phone
or GPS. So, you know, I think those are important issues we need
to look at, but I can bring back this issue, the question about the
Amber Alert.

Senator FLAKE. A hypothetical, and some people have talked
about and some are actually working on programs, I think, that
would send an Amber Alert to a specific location if a child was lost
in a mall and you do not need the Amber Alert at that point be-
cause there are certain standards and thresholds at which those
are issued. But you might be able to send it at a lower threshold
if it could be confined to a specific location, say a mall. But obvi-
ously, if the geolocation information of individuals who were in that
mall, they would not have consented to receive that Amber Alert,
they would not have opted in, but could—would this be an excep-
tion? And how do we work with the exceptions like that where use-
ful information could go out but not for regulations that could
come? Does that make sense? I am sorry.

Ms. HANSON. It makes sense. It is not the area that I work in,
so what I would like to do is bring that back to other folks in the
Department and get back to you on that.

Senator FLAKE. Okay.

[The information referred to appears as a submission for the
record. ]

Senator FLAKE. You had a——

Chairman FRANKEN. Well, I just wanted to clarify that an Amber
Alert would be—in Section 3 of the bill, we put in exceptions, and
any emergency, allowing a parent or legal guardian to locate an
emancipated minor child, and also it is for fire, medical, public
safety, or other emergency services. So this is specifically in the
bill. It would be exempted.

Senator FLAKE. Okay. There are some that are a little less clear.
I think Mr. Atkinson in the second panel will note that there are
certain programs like Circle of 6, Siren, these apps allow women
to share their precise geolocation information with friends who are
in an unsafe situation. These, I think we all agree, can be used to
help women who are in an unsafe situation. We just want to make
sure that we do not do something that would prohibit those kind
of uses, and that is a little tougher or a little fuzzier than an
Amber Alert. And so I hope as we move through this process—and
maybe the second panel can shed some light on that as well.

Thank you, Mr. Chairman.

Chairman FRANKEN. Thank you.

Senator Blumenthal has joined us.

Senator BLUMENTHAL. Thank you, Mr. Chairman. Thank you to
you for having this hearing and for your really instrumental work
on a lot of this legislation. Thanks to this excellent panel, and I
want to thank particularly Bea Hanson for your work on sexual as-
sault on campuses and your help to me in the roundtables that we
organized around Connecticut and the proposals that we formu-
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lated as a result, and the President’s great work on this issue,
thanks to the wonderful staff that he has working on this issue.

To that point, I wonder if you could talk a little bit about what
additional steps colleges and universities ought to be taking with
respect to cyber stalking and the relationship or the intersection of
cyber stalking with campus sexual assault. You know, in Con-
necticut, more than 50,000 individuals are stalked every year. A lot
of it occurs on campuses because college students tend to be more
attuned to this technology. And yet I found, as I went around the
State of Connecticut, that college administrators and officials there
often were not as focused as perhaps they should be on this issue
of cyber stalking and the technology that is available to enable it.
So perhaps if you could talk a little bit about that issue.

Ms. HANSON. Thank you, Senator Blumenthal. And thank you for
your work on addressing campus sexual assault and the report that
you put together as a result of all of the hearings you did in Con-
necticut.

I think that nexus between campus sexual assault and cyber
stalking is important, especially when we look at the use of cell
phones and smartphones, especially among the college campus stu-
dents.

There is work that is being done, there is more work that we
need to do, in terms of looking at prevention messages and incor-
porating issues of stalking and cyber stalking, particularly into
messages around sexual assault because we know often that stalk-
ing is not something that occurs by itself, but that it often escalates
over time and can often be a precursor to crimes like sexual assault
or even homicide.

I agree with you on your point about the need to train and talk
to administrators about it. I think that there is a lot more knowl-
edge among the students than there is among the administrators
about the training that is needed to look at cyber stalking and
those connections. So we are more than happy to work with you
and the rest of the Committee if there are ways that we can make
those efforts even stronger.

Senator BLUMENTHAL. I thank you. This technology has huge
promise, but also tremendous peril, and the awareness of the peril
is sometimes difficult among young people who think of themselves
as invincible. And yet because of that delusion, they may be the
most vulnerable, and the most vulnerable often to their friends who
seemingly want to befriend or support them, and yet use this tech-
nology really to put them in great peril. So I thank you for your
focus on that.

I would like to ask, Ms. Rich, whether you believe under your
current authority you can take action against some of the makers,
the manufacturers who may be, knowingly or unknowingly, pro-
moting misuse or abuse of this technology.

Ms. RicH. To date, we have taken action—we did take action and
litigated a case against a promoter, a seller of spyware that specifi-
cally sold it so that you could capture the movements of somebody
secretly. And we did that under our existing authority. We also—
I mentioned before you came in, we brought several cases against
companies that either under our deception or unfairness authority
shared geolocation without consent or notice to consumers. So we
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do have authority, but we do need to prove deception or unfairness.
And the across-the-board notice and consent requirements with ex-
ceptions for legitimate use that are in the proposed—the law which
make it easier for us to enforce.

Senator BLUMENTHAL. So you would welcome this additional
measure?

Ms. RicH. We very much support the goals and the basic provi-
sions of the bill, yes.

Senator BLUMENTHAL. Do you plan to have roundtables or work-
shops or other means of increasing awareness among students and
others?

Ms. RicH. We recently had a seminar on mall tracking, which is
not about stalking but it is about the use of GPS to track con-
sumers’ movements in stores, and I think that raised awareness
about the use of geolocation, and we will be issuing a report on
that. And we will be—we continue to have workshops and seminars
on consumer protection issues like these.

Senator BLUMENTHAL. Thank you.

Thank you, Mr. Chairman.

Chairman FRANKEN. Thank you, Senator.

I am going to ask just one real short question of Ms. Hanson, and
it is mainly a short answer, I think, that will be required. The lat-
est statistics we have on the prevalence of GPS stalking are from
a 2006 study conducted by the Department. Back then, an esti-
mated 25,000 people a year were victims of GPS stalking. That
was, again, in 2006, before the explosion of smartphones.

Today the vast majority of adults own a cell phone, and most of
them a smartphone. So we just intuitively know that rates of GPS
stalking must have increased since then.

Ms. Hanson, my bill will institute regular reporting on GPS
stalking, but in the meantime, will DOJ update its statistics on
GPS stalking as soon as possible? And if there are barriers in doing
that, would you tell me what they are?

Ms. HANSON. Yes, thank you. Thank you for that question. This
is a one-time supplement that we had put out in 2006 that was
funded by the Office on Violence Against Women. Since then, as I
said in my testimony, the National Intimate Partner and Sexual
Violence Survey came out in 2011, and the National Institute of
Justice as part of the Department of Justice has been working with
the CDC on that.

There are questions about stalking, and what I would like to do
is go back and talk to folks at BJS and talk to those folks at NISVS
to make sure that—to identify if there is any additional stalking
questions that would be helpful for us to ask through the Depart-
ment, just so that we are not duplicating anything that would be
in the NISVS report. But I would be happy to go and look into that
and get back to you on that, so thank you.

Chairman FRANKEN. Well, thank you very much. I have some
questions that I will submit to you for the written record, but I
would like to thank all three of you for your testimony and invite
up our second panel.

[The questions of Chairman Franken appear as submissions for
the record.]
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Chairman FRANKEN. All right. I would like to start by intro-
ducing our panel.

Detective Brian Hill of Elk River, Minnesota, has served in the
Anoka County Sheriff’'s Office since 2000 and has been a detective
with the Criminal Investigation Division since 2008. Detective Hill
is an expert in digital forensics and has trained over 3,000 law en-
forcement officers, prosecutors, judges, advocates, and others across
Minnesota on the use of technology to facilitate stalking. He him-
self was trained by the Minnesota Bureau of Criminal Apprehen-
sion, the FBI, and the Secret Service. He also served our country
as a member of the Air Force Reserves and was deployed for 2
years for the wars in Iraq and Afghanistan. We are very grateful
for your service at home and abroad, Detective Hill, and proud to
have you here. Thank you.

Mr. Lou Mastria is the executive director of the Digital Adver-
tising Alliance. He leads the DAA’s effort on self-regulation, con-
sumer transparency, and consumer choice. Mr. Mastria is a cer-
tified information privacy professional and has served as the chief
ﬁrivacy officer for a range of organizations. Thank you for being

ere.

Ms. Sally Greenberg is the executive director of the National
Consumers League, NCL. She has testified before Congress on a
variety of consumer protection issues, including on fraud and exces-
sive fees on car rentals. Previously, she worked at the U.S. Depart-
ment of Justice and the Anti-Defamation League. Ms. Greenberg
was also born and raised in Minnesota and is a graduate of South-
west High School, close to where I grew up in St. Louis Park.

Dr. Robert Atkinson is the founder and president of the Informa-
tion Technology Innovation Foundation. He holds a Ph.D. in city
and regional planning from UNC-Chapel Hill and is a published
author on economics and technology policy. Before founding ITIF,
he was vice president of the Progressive Policy Institute and direc-
tor of their new technology project.

Ms. Cindy Southworth is the vice president of development and
innovation at the National Network to End Domestic Violence and
founder of NNEDV’s Safety Net Project. She is one of the Nation’s
leading experts on stalking apps and has trained thousands of peo-
ple across the country on stalking apps and the use of technology
to facilitate stalking.

Thank you and thanks to all of you again for joining us. Your
complete written testimony will be made part of the record. I will
note for the record that Ms. Southworth’s written testimony on be-
half of the National Network to End Domestic Violence is also
being submitted on behalf of the Minnesota Coalition for Battered
Women.

So why don’t we start with Detective Hill. You each have 5 min-
utes for any opening remarks you would like to make. Detective
Hill, please go ahead.

STATEMENT OF BRIAN HILL, DETECTIVE, CRIMINAL INVES-
TIGATIONS DIVISION, ANOKA COUNTY SHERIFF’S OFFICE,
ANDOVER, MINNESOTA

Mr. HiLL. Chairman Franken, Ranking Member Flake, and dis-
tinguished members of the Subcommittee, my name is Brian Hill,
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and I thank you for the opportunity to appear before the Sub-
committee to testify about law enforcement’s support of the Loca-
tion Privacy Protection Act of 2014.

Since 2008, I have been a detective with the Criminal Investiga-
tions Division of the Anoka County Sheriff’'s Office in Minnesota.
I investigate felony domestic and sexual violence cases with access
to Anoka County’s state-of-the-art digital forensics lab. I am a com-
puter/mobile device forensic examiner/investigator. The written tes-
timony I submitted details my trainings, certifications, and profes-
sional association memberships.

Why is this legislation important? Imagine the trauma of sur-
viving domestic and sexual violence. Now add cyber stalking to
that trauma. Stealth stalking apps endanger domestic violence vic-
tims’ safety, financial stability, and social well-being. As we all in-
creasingly use our cell phones to work, bank, text, access the Inter-
net, e-mail, and pay bills, stalking apps are a tool to isolate victims
from the functions and social connections their phones provide, in-
cluding isolating them from contacting domestic violence advocates
or law enforcement.

To be rid of a stealth stalking app, victims must buy new phones,
create new e-mail accounts, and change all passwords and security
questions. Although there are never any guarantees, victims live
with the frightening uncertainty of whether the stealth stalking
apps are really gone or if they will reappear after removal. Victims’
privacy and peace of mind continue to be violated by this uncer-
tainty, often long after they have bought new phones or changed
their passwords.

For instance, I have worked with a victim who suspected that
her estranged boyfriend put spyware on her phone. She stated he
knew about private phone conversations and text messages. Also,
he would show up randomly where she was. I examined her phone
and could not get a full data extraction to determine if there was
any spyware. Later, she brought in her computer, and I had found
her computer has accessed a stalking program called FlexiSPY.
There was then proof that the program was installed on her phone.
I worked with her on the expensive and complicated tasks of get-
ting a new phone and e-mail account on a safe computer.

Proliferation of cheaper stalking apps has made these harrowing
experiences more and more common. In the last 3 years, our mobile
forensic exams in our office have increased exponentially by 220
percent in 3 years, averaging 30 exams per month. After 7 years
of experience, I continue to discover new apps. For instance, our of-
fice is currently investigating an attempted murder in the context
of domestic violence. We discovered Ti-spy, running in stealth mode
on the victim’s mobile device. Ti-Spy advertises itself as a $7 pa-
rental monitoring software which can be installed on smartphones
to track text messages, calls, GPS location, and basically any phone
data.

As in the case of discovering Ti-Spy, I typically become engaged
in a forensic investigation after victims or domestic violence advo-
cates detect the unsettling signs of digital wrongdoing. They notice
patterns of the abuser’s knowledge about the victim’s life and
whereabouts when the abuser has no way of knowing.
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While my department deals with only felony cases, stalking apps
are frequently used in misdemeanor domestic violence cases. Inves-
tigating cyber stalking is labor intensive and requires expensive,
specialized equipment. Most law enforcement agencies, however, do
not have the resources, equipment, staffing, or training to examine
mobile devices for stalking apps, which can limit data recovery of
potential evidence.

Anoka County is fortunate to have eight different tools and dedi-
cated staff for mobile examinations. Because of our county’s re-
sources, other counties and Federal agencies request our assist-
ance.

In a survey by the Minnesota Coalition for Battered Women in
conjunction with the courts, advocates indicated that cyber stalking
was the number one priority for law enforcement training in the
protective order context because technology is frequently used to
stalk victims and violate protective orders.

To address the need for training on cyber stalking, I have worked
closely with the Minnesota Coalition for Battered Women, and its
80-plus member programs, to train over 3,000 domestic and sexual
assault advocates, law enforcement, prosecutors, and judges since
2009. Our efforts have borne fruit, but strained resources and the
lack of awareness undercut law enforcement’s ability to recognize
and respond to domestic violence victims’ increasing reports of
cyber stalking. This erodes victim trust in the criminal justice sys-
tem. A common abuser tactic in domestic violence is to convince the
victim she is crazy. Victims then feel more crazy when they report
the abuser has installed stealth stalking apps, only to be told, “We
do not believe you,” or “We do not have the resources to examine
your phone.” When law enforcement cannot effectively identify and
respond to cyber stalking reports, victims stop reporting crimes and
abusers win.

This Act is a major step in addressing the stalking app problem.
The most important part is that apps will be required to notify the
user a second time, 24 hours to 7 days after initial installation,
about the tracking implications. Victims will then be notified when
the perpetrator does not have access to their phone. If this notice
only applied to stalking apps, they would simply change the name
of the app or market it in a different way. Just like in human traf-
ficking, when Craigslist no longer allowed certain ads, the company
backpages.com emerged and began to offer those ads. This Act
would address such evasion of the law. And it also comes down to
economics. By banning stealth GPS stalking apps, we make it un-
profitable for the companies to make these programs, which de-
creases abusers’ access to them.

Additionally, the Act brings national public awareness to this
issue by requiring information gathering, reporting, and training
grants for law enforcement.

Finally, the Act supports victim safety by requiring that all apps
get permission to collect or share location information, making sure
that a stalking app cannot disguise itself as an employee or family
tracking app—or simply as a flashlight app.

I urge you to support the Location Privacy Protection Act of
2014.
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Thank you again to the Committee for reviewing my testimony
and for your support of law enforcement’s efforts to keep domestic
violence victims and our communities safe.

[The prepared statement of Mr. Hill appears as a submission for
the record.]

Chairman FRANKEN. Thank you, Detective Hill.

Mr. Mastria?

STATEMENT OF LUIGI “LOU” MASTRIA, EXECUTIVE DIRECTOR,
DIGITAL ADVERTISING ALLIANCE, WASHINGTON, D.C.

Mr. MASTRIA. Chairman Franken, Ranking Member Flake, mem-
bers of the Subcommittee, good afternoon and thank you for the op-
portunity to speak at this important hearing.

My name is Lou Mastria. I am the executive director of the Dig-
ital Advertising Alliance, and I am pleased to report to the Com-
mittee on how industry has extended its successful online program
to mobile to ensure consumers have access to the same trans-
parency control in mobile as they do on desktop.

Of particular interest to this Committee today, our mobile prin-
ciples require consent for collection of location data and an easy-
to-use tool to withdraw such consent, leaving the consumer ulti-
mately in charge.

Last year, the DAA released its Mobile Guidance, providing con-
sumer-friendly privacy controls in this still very fast growing me-
dium. This important, self-initiated update to our principles re-
flects the market reality that brands and customers increasingly
engage with each other on a variety of screens.

The DAA is a cross-industry nonprofit organization founded by
the leading advertising and marketing trade associations—the
ANA, the 4As, DMA, IAB, AAF, and NAIL These organizations
originally came together in 2008 to develop the self-regulatory prin-
ciples to cover the collection and use of web-viewing data. In 2012,
the Obama administration publicly praised the DAA program as a
model of success, and more recently, Federal Trade Commission
Commissioner Ohlhausen was quoted as calling the DAA “one of
the great success stories in the [privacy] space.”

The Internet is a tremendous engine of economic growth, sup-
porting the employment of more than 5 million Americans. Mobile
advertising by itself in the U.S. totaled more than $7 billion last
year, and that is more than a 100-percent increase from the year
prior. Revenue from online and mobile advertising subsidizes the
content and services we all enjoy.

Research shows that advertisers pay several times more for rel-
evant ads, and as a result, this generates greater revenue to sup-
port free content. Consumers also engage more actively with rel-
evant ads. Simply stated, companies have a very vested interest in
getting this right.

Self-regulation like the DAA is the ideal way to address the
interplay of privacy and online and mobile advertising while pre-
serving innovation. It provides industry, as demonstrated by the
multiple updates to our program, with a nimble way of responding
to new market challenges presented by a still evolving mobile eco-
system.
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The DAA mobile program applies broadly to the diverse set of ac-
tors that work together to deliver relevant advertising. The DAA
principles call for enhanced notice outside of the privacy policy,
consent for location data, and strong, independent enforcement
mechanisms.

Together these principles are intended to increase consumers’
trust and confidence in how information is gathered in mobile by
increasing transparency and control.

The mobile program leverages an already successful universal
icon to give consumers transparency and control about data collec-
tion and use. In April of this year, DAA issued specific guidance
on how to provide this transparency tool in mobile. This will pro-
vide companies and consumers a consistent, reliable user experi-
ence in the multiple screens on which they interact. This will also
provide companies a consumer-friendly way to provide notice and
choice outside of the privacy policy. This advancement builds on
the unprecedented level of industry cooperation which has led the
DAA icon to being served globally more than a trillion times each
month.

In the coming months, DAA will also release a new mobile choice
app which will empower consumers to make choices about data col-
lected through mobile devices, including applications.

Of particular relevance to this hearing and today, cyber stalking
is a serious issue, as was detailed earlier. But criminal activity is
separate and apart from the legitimate commercial uses covered by
DAA. I want to note DAA’s stringent requirements for the collec-
tion and use of precise location data for commercial purposes. The
DAA program requires consent prior to collection and the provision
of an easy-to-use tool to withdraw such consent.

We have required privacy-friendly tools, including notice in the
download process, notice at first install, or other similar measures
to ensure that companies are transparent in a consistent manner
about data collection and that consumers can make informed
choices.

To help ensure that both the mechanisms we require are used
and that consumer choices are honored, we rely on our account-
ability programs. Accountability is a key feature of the DAA pro-
gram. All of our principles are backed by the robust enforcement
programs administered by the Better Business Bureau and the Di-
rect Marketing Association. There have been more than three
dozen publicly announced enforcement programs under this pro-
gram to date.

In summary, I would submit that the DAA is a story of empow-
ering consumers through transparency and control. It has nimbly
adapted consumer controls to meet quickly evolving market
changes and consumer preferences. And it has done so while re-
sponsibly supporting the investment necessary to fund free or
lower-cost products and services desired by consumers.

I am pleased to answer any questions you might have.

[The prepared statement of Mr. Mastria appears as a submission
for the record.]

Chairman FRANKEN. Thank you, Mr. Mastria.

Ms. Greenberg?
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STATEMENT OF SALLY GREENBERG, EXECUTIVE DIRECTOR,
NATIONAL CONSUMERS LEAGUE, WASHINGTON, D.C.

Ms. GREENBERG. Good afternoon, Chairman Franken, Ranking
Member Flake, and members of the subcommittee. My name is
Sally Greenberg, and I am the executive director of the National
Consumers League. The league was founded in 1899 and is the Na-
tion’s pioneering consumer organization. Our nonprofit mission is
to advocate on behalf of consumers and workers in the United
States and abroad.

Supreme Court Justice Louis Brandeis, who served as NCL’s
general counsel, noted in a landmark 1928 decision that the right
to privacy is “the most comprehensive of rights, and the right most
valued by civilized men.” We could not agree more. Privacy is a cor-
nerstone of consumer protection and a fundamental human right.

The ubiquity of smartphones, tablets, and other mobile devices
has dramatically changed the way consumers interact with the dig-
ital world. Thanks to the widespread use of location data, con-
sumers can now navigate to their favorite coffee shops, discover the
closest sushi restaurant, and be more easily located by emergency
response providers. This technology has clearly provided immense
consumer benefits.

However, as the collection and use of location data has become
an integral part of the mobile ecosystem, so, too, has consumer con-
cern over the use and misuse of these data. According to a Con-
sumer Reports poll from 2012, 65 percent of consumers were very
concerned that smartphone apps could access their personal con-
tacts, photos, location, and other data without their permission.

A similar Los Angeles poll showed that 82 percent of those sur-
veyed were either very or somewhat concerned about the Internet
and smartphone firms collecting their information. This should not
be surprising. Unlike location data gained from a non-mobile de-
vice, such as a desktop computer, data from mobile phones is inher-
ently personal and can be used to learn and possibly disclose infor-
mation that in many cases consumers would rather be kept private.
Justice Sotomayor summed this concern up perfectly in her concur-
ring opinion in U.S. v. Jones. She noted that, “Disclosed in [GPS]
data ... will be trips ... to the psychiatrist, the plastic surgeon, the
abortion clinic, the AIDS treatment center, the strip club, the
criminal defense attorney, the by-the-hour motel, the union meet-
ing, the mosque, synagogue or church, the gay bar and on and on.”

The consensus among consumer privacy advocates and govern-
ment agencies such as the GAO and FTC that we have just heard
from a moment ago is that there is no adequate legal framework
protecting consumers’ location data in the current and ever-evolv-
ing mobile ecosystem. Absent such a framework, consumers must
rely on business to adhere to a variety of often voluntary and in-
consistently applied company policies and industry best practices.
That is why we believe so strongly that this bill is absolutely nec-
essary and will help to protect especially sensitive types of informa-
tion that consumers use, such as location data.

S. 2171 would do just that. This bill would establish a level play-
ing field for businesses that seek to collect and share location data.
It would help to restore consumer trust and location-based services
and ensure that the many benefits of this technology continue to
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flow to consumers and the economy while adhering to uniform
rules of the road for protecting location privacy.

In particular, we believe that the bill’s opt-in provisions will
allow consumers to take control over their private location informa-
tion, giving them the right to choose to share that information, or
not, and be informed how their location data will be used and by
whom. And by prohibiting so-called stalking apps that we have
heard so much about, the law will appropriately outlaw a class of
inherently deceptive and predatory applications that compromise
the personal safety of domestic violence victims. No Federal law
currently prohibits the operation of these apps, which are designed
to run secretly without the user’s knowledge. In addition, we
strongly believe that the section providing for private rights of ac-
tion are critical.

Given the limited resources of Federal enforcement agencies, a
narrowly defined private right of action with caps on available
damages gives an extra layer of protection to consumers while ad-
dressing industry concerns about abuses of that private right of ac-
tion.

In closing, I would like to reiterate NCL’s strong support for S.
2171. In today’s ever-changing digital economy, consumers expect
and deserve that the privacy of their location information will be
protected. Absent such protections, consumers may indeed become
less trusting in location-based services, which would be harmful to
innovation and the economy as a whole.

Thank you, Mr. Chairman, Mr. Ranking Member, and members
of the Subcommittee, on behalf of the National Consumers League
and America’s consumers, for your leadership in convening this
hearing and your invitation to testify on this important issue. I
look forward to answering any questions you may have.

[The prepared statement of Ms. Greenberg appears as a submis-
sion for the record.]

Chairman FRANKEN. Thank you, Ms. Greenberg.

Dr. Atkinson?

STATEMENT OF ROBERT D. ATKINSON, PH.D., PRESIDENT, THE
INFORMATION TECHNOLOGY AND INNOVATION FOUNDA-
TION, WASHINGTON, D.C.

Mr. ATKINSON. Thank you. My clock is not working, so I will look
over here for it. I assume that means I get some time, not zero.

Chairman FRANKEN. I will account for the looking over.

[Laughter.]

Chairman FRANKEN. Ten percent.

Mr. ATKINSON. Thank you. Thank you, Chairman Franken,
Ranking Member Flake, and members of the Committee. I appre-
ciate the opportunity to submit testimony today. I am Rob Atkin-
son, president of the Information Technology and Innovation Foun-
dation, which is a think tank focusing on policies to support techno-
logical innovation.

This proposed legislation addresses two very distinct and unre-
lated issues: One is commercial use of geolocation information by
third parties; the second is the use of that information by individ-
uals, particular around stalking. Since these issues are separate
and unrelated, I will address them separately.
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The issue of limiting the collection of geolocation data by third
parties, in our view would stifle innovation in an area that is rap-
idly evolving. We have seen in the last few years tremendous
growth in innovation around location-based services, and, impor-
tantly, the U.S. has led in this space. Of the top ten Internet com-
panies in the world, eight of them are American. This is in part
because our approach to regulation in this fast-moving digital age
has really been to not regulate ahead of time. Unlike Europe,
which is home to none of those ten Internet firms, they have em-
braced the precautionary principle to regulate well in advance of
any real harms.

This principle I believe is important for location-based services,
especially in part because there is tremendous innovation hap-
pening in this space, and innovation that will continue to happen.
In fact, we will probably see more innovation in the next 5 years
than in the last. Things like in-car navigation and infotainment
systems, connected devices making up the Internet of things, facial
recognition—these are all interesting and important technologies
that, unfortunately, do not lend themselves to a slower-moving reg-
ulatory process.

I would support what Mr. Mastria said about industry-led self-
regulation being a better approach, at least in this initial stage of
technological change and innovation. Clearly, as we heard from Di-
rector Rich, the FTC has already taken actions and, in my view,
has significant ability to take continued actions.

We already see self-regulation working, for example, the Digital
Advertising Initiative, but also on the two major platforms—iOS
and Android—consumers have the ability to notice when location
is on, to accept it, to not, to turn it off, turn it on.

Second—and I think this is an important point—there is basi-
cally at this point no evidence or very little evidence of actual
harms arising from commercial use. I will get to the stalking.
There are clearly harms there. But in commercial use, I do not be-
lieve there is really any evidence of harms. Virtually all of the con-
cern expressed to date by privacy advocates stems from speculative
harms that could happen, but not actually ones that have hap-
pened.

Third, our view is that some of the provisions in the bill, particu-
larly the private right of action, could be stifling of innovation, par-
ticularly in the app space where for the top 800 apps for Android
and i0S (Apple), the average company size is 25 employees. A lot
of these companies, if they were faced with the potential of a $1
million fine for making a small coding mistake or putting some-
thing inaccurate on a website, I believe would think twice about de-
veloping a mobile app.

Another component that I think is important is there are many
apps that run in the background without the user’s knowledge that
are actually very, very important. Carrier IQ is an example of that.
It is a diagnostic app that many of the mobile carriers use, and it
enables the cell system to work effectively so carriers know when
calls are dropped, where they are dropped, where they might add
cellular capacity. These are apps we want to have running on the
phone because they are acting in the public good.
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Finally, I would argue that some of the sections dealing with no-
tice can be problematic. For companies to have to list every single
company that they deal with from a business perspective could
compromise some of their commercial information.

Moving on to the domestic violence issue, I commend you on your
efforts there, and I think this is really the most important part of
the bill. We certainly fully agree with the outline in Section 4,
Criminal Penalties, and Sections 5 through 10. But there are a cou-
ple of components that we would want to provide some suggestions
on.
The 24-hour to 7-day notice provision as it is written in the bill
now, it currently applies to all apps, including applications like, for
example, the Weather Channel or Google Maps or Yelp. These are
apps where an individual who might put those apps on the phone,
they simply cannot get access to the geolocation data. That is third-
party geolocation that stays there. That is very different than one
of these stalking apps. It is very different than an app like Amber
Alert GPS Teen, which is for parents to put something on their
kids’ cell phone. So I would urge you to think about confining that
24/7 rule only to apps where the individual can get access to the
GPS stream and not to have all apps, since the stalker cannot use
the Weather Channel, for example, to stalk his or her victim.

I do not think that really mattered, the point that Detective Hill
made. The issue here is regulating the behavior of the app. The
app could call itself anything, and it would still be under—it would
still be subject to this rule if it is allowing the data stream to go
to an individual.

Another component I would urge you to think about, and that is
international access. One of the concerns we have is even if we can
shut down these abysmal stalking apps, stalkers may be able to get
access overseas, on overseas websites, and I think thinking about
that question, could there be blocking of certain—if we know there
is, you know, the same sort of I-Spy site here and it just relocates
to the Cayman Islands—could we block access to those?

So, in summary, I will just say that geolocation offers many op-
portunities for innovation, and regulation at this point is pre-
mature. But, again, I commend you, Senator, for your leadership
on the criminalization of the stalking apps, in particular, which I
think are a serious problem and will help with that.

Thank you.

[The prepared statement of Mr. Atkinson appears as a submis-
sion for the record.]

Chairman FRANKEN. Thank you, Dr. Atkinson.

Ms. Southworth?

STATEMENT OF CINDY SOUTHWORTH, VICE PRESIDENT,
DEVELOPMENT AND INNOVATION, AND FOUNDER, SAFETY
NET TECHNOLOGY PROJECT, NATIONAL NETWORK TO END
DOMESTIC VIOLENCE, WASHINGTON, D.C.

Ms. SOUTHWORTH. Good afternoon, Chairman Franken, Ranking
Member Flake, and distinguished members of the Committee. My
name is Cindy Southworth, and I am the vice president of develop-
ment and innovation at the National Network to End Domestic Vi-
olence. I am also representing our member, the Minnesota Coali-
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tion for Battered Women, and I work closely with the Arizona Coa-
lition Against Domestic Violence and the Connecticut Coalition
Against Domestic Violence—in fact, all 56 coalitions.

I founded the Safety Net Technology Project in 2002 to support
survivors, help victim advocates, train police, and work with tech-
nologists and policymakers on thoughtful innovation. We work
closely with many technology companies, including Verizon and
Google. We serve on the Facebook Safety Advisory Board, and we
work with the Application Developers Alliance.

Since 2002, we have presented over 900 trainings to more than
65,000 practitioners. My esteemed and brilliant colleagues are with
me today, and I want to say for the record that we love technology.
We affectionately think of ourselves as the “geeks of the domestic
violence movement.”

The previous panel covered the statistics at length, so I will skip
that. But I want to say that stalkers use location tracking services,
freestanding GPS devices, and smartphone applications.

Phone spyware is one of the most problematic. It allows abusers
to monitor much more than location, but location is indeed one of
the most dangerous, and it is currently the loophole. This phone
spyware does not notify the victim that it has been installed, so an
abuser can install it without her knowledge, consent, through any
consents, and then it is done.

A standard feature that spy developers go to great lengths to
hide is that it is even installed. It does not show up in most phones
as an installed app, which seems to be going to great length to hide
it. These apps are often brazenly marketed to stalkers, sometimes
briefly mentioning employee monitoring and child safety—almost
as an afterthought or cover story—and heavily focusing on the fea-
tures that will help you “spy on your spouse.”

One of the most disturbing apps that I have seen recently is
called “HelloSpy,” and it has a long list of stalking features and
has a continuous animated image on their main web page showing
a scene from a movie where a man roughly shoves a woman off the
bed, backward, head first. It loops over and over and over. And just
in the time that I was taking those screen shots, I had to witness
that about 100 times to create that poster.

On another HelloSpy web page, there is a photo of a man grab-
bing a woman’s arm, and the woman has visible abrasions on her
face. Next to this photo is a list of the features of HelloSpy, includ-
ing track phone location and many more.

Many of the apps on the next poster that you will see are devel-
oped and advertised directly to stalkers to facilitate crimes. In
some tragic cases, GPS devices and apps may have actually aided
an offender in locating the victim to commit murder. Or in other
cases, location tracking was just one piece of an overwhelming list
of controlling tactics that preceded a victim’s death. For example,
in 2009, in Seattle, a man used the location service on his wife’s
phone to track her to a local store. After finding her speaking to
a man there, he shot and killed their five children and then him-
self.

In Philadelphia, a man installed a tracking device on his ex’s
new partner’s car. Overnight he checked that GPS device 147 times
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in one night, hunted him down using the GPS, and stabbed him
to death 70 times.

The Electronic Communications Privacy Act, ECPA, prohibits the
manufacture, distribution, possession, and advertising of commu-
nication intercepting devices; however, it does not cover devices
that surreptitiously track location information. Many apps on the
poster very likely violate ECPA, and I would be happy to send this
poster back with Director Hanson to give to her prosecutor friends
at DOJ. It is important to note, however, that there are apps that
track only GPS location and do not offer eavesdropping capabili-
ties—and, hence, are not clearly prohibited under Federal law.

Unfortunately, I am aware of only one instance where the De-
partment of Justice has indicted a creator of spyware, and it was
the creator of Loverspy, and he promptly fled the country and is
now on the FBI's Cyber Most Wanted List. I would be delighted if
the developer of HelloSpy would join this creator and be indicted
shortly.

So the solution. Number one, we need to require consent prior to
tracking or sharing information. Survivors of abuse must be in-
formed about how their location information will be used, disclosed,
and shared. This consent process should be prominent, trans-
parent, and easy to understand.

Two, location tracking must be transparent and visible to users.
Consent is critical, but consent alone is insufficient. Abusers often
install these tracking apps without the knowledge of the victim.
Relatively simple safeguards can be added. In fact, some of those
safeguards already exist on the Apple technology and even in the
Droid technology, letting people know that your location is being
tracked.

If GPS technology is being used legitimately to monitor children
or employees, there is no need for a stealth mode. In fact, the rep-
utable family safety products are visible.

In 2005, the AntiSpyware Coalition created a consensus defini-
tion of spyware, which stated that “tracking software done covertly
is spying.” And that was developed by technology companies.

This provision, the transparent—the reminder provision is prob-
ably the most important element of the bill behind the criminaliza-
tion. So number three, criminalize the operation, sale, and mar-
keting of technologies whose primary purpose is to surreptitiously
track someone’s location and facilitate a crime. It is past time to
also criminalize intercepting tracking location in addition to inter-
cepting electronic communication.

Four, allow law enforcement to seize the proceeds of those sales.
No one should profit from encouraging or enabling criminal acts,
and stalking app and device developers are creating and selling
crime-facilitating products with abandon.

Five, allow individuals an enforcement option through a very
modest private right of action. The proposed protections for victims
will be of little use without effective enforcement mechanisms, and
the threshold I think is quite low. In fact, our organization has in-
surance that would cover the accidental oversight, not the punitive
but obviously it should not cover that if you are doing it willfully
with malintent.
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Six, enact parallel State laws. Since the overwhelming majority
of stalking and domestic violence investigations are completed at
the local level, we are hoping that your bill will become a model
for State statutes.

In conclusion, NNEDV supports innovation and has seen count-
less positive ways that technology can increase the safety and sup-
port for survivors of abuse and stalking. We are proud of the close
working relationship that we have with technologists, and we
thank Verizon, Facebook, Google, Apple, the Application Devel-
opers Alliance, and so many more for working with us to increase
victim safety. The Location Privacy Protection Act of 2014 will nar-
rowly impact a handful of bad actors that design or operate prod-
ucts created and sold to facilitate terrifying crimes.

Senator Franken, thank you for your tireless and ongoing efforts
to end violence against women. Thank you, Ranking Member
Flake, and the entire committee for your long support of Violence
Against Women Act and these important location protections for
survivors.

[The prepared statement of Ms. Southworth appears as a submis-
sion for the record.]

Chairman FRANKEN. Thank you, Ms. Southworth. Thank you all.

We are going to have 7-minute rounds for questioning. I will
start.

Detective Hill, your testimony mentioned that you are inves-
tigating an attempted murder where the victim was being tracked
by a stalking app that advertised itself as a parental monitoring
software. I actually saw something like that myself. When we had
a public hearing to debate this bill 2 years ago, I read from the
website of a stalking app named “ePhone Tracker.” It looked like
this: “Suspect your spouse is cheating? Track every text, every call,
and every move they make using our easy cell phone spy software.”
And there was a lot of press about that after that hearing.

Later the same day, we checked the website again. This is what
it looked like: “Is your child exposed to sexting?” And all the stuff
about your spouse was gone.

Is it common for stalking apps to disguise themselves like this,
Detective Hill?

Mr. HiLL. Absolutely. They typically will advertise themselves as
being a family tracker or track your employees because they seem
more friendly that way.

Chairman FRANKEN. Well, because a lot of people say, well, why
don’t you just go after stalking apps? Why don’t you leave legiti-
mate apps alone? These are really two separate issues. Your an-
swer tells me that if we want to stop stalking apps, we cannot tar-
get just apps that label themselves as stalking apps. We also have
to lay down a few basic rules of the road for any app that is col-
lecting your basic—your location information.

Mr. HiLL. Oh, absolutely, because they will just change the title
of their app to something else that stalkers will eventually figure
out.

Chairman FRANKEN. Ms. Southworth, we sort of have a needle
and thread, I guess. We do not want to interfere with the legiti-
mate parental monitoring apps, but we do want to block stalking
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apps that are pretending to be something that they are not. How
do you do that?

Ms. SOUTHWORTH. Legitimate parental monitoring apps, if they
follow along with the best practice of the computer-based moni-
toring apps, are visible. With the Microsoft Family Safety product,
the child knows they are being monitored and their parents have
control functions. From the moment they turn the computer on,
they can see that there is monitoring occurring. The same with em-
ployee monitoring products. There is absolutely no problem with
knowing that your device or your computer is being monitored. So
it is—in fact, the spyware industry definition says if it is a moni-
toring product, it is spying if is not visible to the user, and there
is no exception for child or employee. I understand that a child
would not need to consent in the U.S. under our law, but they
would still need notice.

Chairman FRANKEN. Well, thank you, and I agree with you that
the reminder provision is absolutely critical here. Dr. Atkinson has
actually raised a couple of concerns about the reminder provision,
so I want to turn to those. Dr. Atkinson, in your testimony, you say
that reminders might make it harder for parents to keep track of
their kids because the kids will know they are being tracked. As
you just heard, though, we cannot limit reminders only to apps
that call themselves stalking apps. A lot of stalking apps pretend
to be parental tracking apps and things like that.

More importantly, though, I disagree with you that the reminder
provision “would be applied too broadly to all apps using
geolocation data,” from your testimony. My bill requires reminders
only if an app is running in a way that is imperceptible. I am not
sure—you seem to miss that because in your testimony you cite the
Passbook app, in your written testimony, for the iPhone as a legiti-
mate app that “is arguably ‘imperceptible to the user.””

Well, I took a look at my home screen on my iPhone, and there
it was. This was not my iPhone, but it is second from the left on
the top there, and it shows up on your home screen by default. In
fact, you cannot delete it. It is impossible to delete, and every time
it gets your location, a little arrow pops up. Show the arrow next
to the 92 percent. I do not know if you can see this. It is also in
your privacy settings under location services.

So the Passbook app that your testimony says is imperceptible
is really easy to perceive, at least to me. Any app like the Passbook
app would not have to remind their users of anything under my
bill. My point, though, is that it is not a fluke that Passbook app
is running transparently. That is just the industry best practice. So
right there, any app that follows best practices will not have to
send any extra reminders.

So, Dr. Atkinson, isn’t it already industry best practice that loca-
tion apps run in a way that are transparent to the user?

Mr. ATKINSON. So my point with that was twofold. One was—and
I may have made—should have made that clear. “Imperceptible” is
perhaps a vague standard and perhaps you might look at what
would be a better definition in the bill of what is actually impercep-
tible. Is imperceptible related to the size of the icon? Is it related
to being able to see in the list? That was one point I was trying
to make there.
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I fully agree with you that—there are tracking apps, if you will,
are apps that report location that do run in the background, like
Carrier I1Q. And those are used—those, again, are not applications
that an individual can access. I cannot go to the Carrier I1Q website
and find out where my phone was. So that was really the point I
was making, is make sure that—I would encourage you to make
sure that the definition of any of these applications is only for
those apps where an individual could put something on the phone
and then the individual could get access to that geo data stream.
Otherwise, there are other apps that are sometimes used for sys-
tem performance where you would not want that to be the case.

Chairman FRANKEN. Well, I really do not think Carrier 1Q
should be a model here. In 2011, in fact, we had—people were out-
raged when they found out that the software was running in secret,
and so outraged that Sprint, the single biggest user of Carrier 1Q,
removed the software from tens of millions—26 million devices.
And I am sure that there are isolated cases where the reminder
provision might be superfluous and where it might be difficult. But,
I mean, imperceivable, when it is on the home page, is—I do not
know exactly—this just seems very—by and large, very straight-
forward to me.

But I have run out of time, and I will go to the Ranking Member.

Senator FLAKE. Well, thank you.

Mr. Atkinson, in your testimony, you note in the written testi-
mony there are number of innovative new products that would be
considered mobile devices under the legislation, but they are not
smartphones. These are like smart shoe apps or watches or other
help devices that use location data to tell you how many steps you
have walked that day. But these do not allow notification. There
is no interaction with the user. Would that stifle innovation in
these areas if you have issues or regulations that cover that?

Mr. ATKINSON. I think it could. Ms. Southworth mentioned an
app which is just simply a GPS device. And, in fact, the company
I mentioned, the Amber Alert company, they actually sell just a
pure GPS device you could put in your child’s backpack so you can
follow them around and make sure you know where they are.

There is no real way to do notification on that device, so a stalk-
er, for example, could, as she said, put one of those devices in
someone’s trunk of their car. While I support the notion that we
should have notice on those for stalking apps, there are certainly
other technologies where you could not do that. And then obviously
on some of the new things that we are going to get, how would you
do a notice, for example, on a shoe or a shirt or other things like
that? It could be hard to do notice. Notice is easier when you are
dealing with an actual computer-like device.

Senator FLAKE. Right. Mr. Atkinson, following up on that, Ms.
Southworth at the end of her testimony said that the Location Pri-
vacy Protection Act will “narrowly impact a handful of bad actors
that design or operate products created and sold to facilitate terri-
fying crimes.” Is that an accurate description of the legislation, that
it would simply impact a handful of bad actors?

Mr. ATKINSON. Certainly the component—some of the compo-
nents, particularly toward the end of the bill, would certainly do
that and are needed. But half of the bill or some share like that
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is really focused on just broad generalized commercial use of
geolocation data, which has, frankly, nothing to do with stalking,
has no relationship to stalking or identity theft or other problems.
And the bill would address those issues, and I think in a way that
perhaps could limit innovation.

Senator FLAKE. I certainly agree on the point, and like I said,
there is a big part of the bill that I support, the stalking legislation
part of it. But I remain concerned about some of it stifling innova-
tion you were talking about.

Mr. Mastria, do you want to address that as well?

Mr. MASTRIA. Senator Flake, thank you. We see that self-regula-
tion has been both effective and up to the task to give consumers
transparency and control around the—certainly on the desktop en-
vironment, and will bring that to the mobile environment. The
desktop environment we have been in for over 3 years. Later on
this year we will be releasing our mobile choice app, which has
been a work in progress now for about a year. We released our Mo-
bile Guidance last year. We released an industry code for how to
display notice earlier this year. The mobile app will be the third
step in a four-step process that will actually make the guidance en-
forceable.

Senator FLAKE. Do you share Mr. Atkinson’s concerns that some
of these new devices are not interactive and there is no way for
even best practices or businesses to band together for notification
if there is no interaction with the user? Does that, in your view,
stifle innovation?

Mr. MASTRIA. So one of the reasons that we think that self-regu-
lation works—and I just want to limit my answer to the scope of
the program that I run. One of the reasons that we think that in-
novation is better served by self-regulation is that we can quickly
adapt and quickly move to new business models. Not that many
folks were simply thinking about apps and cross-app data, precise
location data many years ago, but we have not only a set of prin-
ciples in place and guidance for companies to follow, but we are
also putting out tools for consumers to be able to make choices.

So that has happened in a fairly quick amount of time. I think
if there are challenges in the future around that, self-regulation
seems to be a quick way to adapt to those changes.

Senator FLAKE. In your view that could be far more nimble than
perhaps Government regulation in this regard?

Mr. MASTRIA. I think that is more eloquently put than I did. Yes,
thank you.

Senator FLAKE. Ms. Greenberg, you state in your testimony, “...
if companies affirmatively state in their privacy policies that they
will collect and share their users’ location data without consent
with any third party they wish, they are free to do so and the FTC
has little power to stop them.” But in that scenario, doesn’t the
con%umer have the ability not to use the company’s service or the
app?

Ms. GREENBERG. Well, certainly that is true, but there are many,
many apps that consumers find very useful. I do not think that
should mean that they sacrifice their privacy or their ability to say,
“What are you using this data for? Don’t I have the right to say
you need to let me know that this information is being shared and
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with whom it is being shared?” So I think we can bridge that gap
without interfering with companies’ ability to innovate.

Senator FLAKE. Mr. Atkinson, again, you noted in your testimony
there were many beneficial uses of tracking apps. You mentioned
examples of the loved one locator, Project Life Saver; if someone
has autism or dementia or Alzheimer’s, family members are able
to track and make sure that there is a safe zone that they stay
within.

There are exceptions in the bill, exemptions in the bill for that,
but some concerns have been raised where there are situations
where a sibling or a close family friend or others who are not a par-
ent or legal guardian might want to be involved in that. Do you
want to address that again or in more detail?

Mr. ATKINSON. Sure. I think it is important to understand that
“stalking” is not a technological term. It is a behavioral term.
“Tracking” is the technological term. And I do not believe—nor does
the bill do this—that we should ban tracking applications. There
are enormous benefits for families, for other people to want to
know where their device is, where their family members are. And
we need to make sure that we can go forward with those.

What I am somewhat concerned about—I do not believe we will
end up with a situation where we can—I think companies will
change their names. They will just be Family Trackers, or stalkers
will just use Family Trackers. But fundamentally I do not know
how we can solve the problem, because, for example, on the notifi-
cation, any person who installs an app on a phone, on the iOS or
Android, you can turn off notification.

Now, you can hope that the person whose phone it is under-
stands that and looks at it, and I think that would be part of the
education effort we need to do. But how do you monitor your
phone? How do you look at the apps running list, all those things?
But there is simply—in both of those operating systems right now
you can just say, “Turn off notification.”

So I think it is a little more complicated, I think, than just sim-
ply taking a set of apps that are bad actors who have used them
for bad purposes.

Senator FLAKE. Thank you.

Thank you, Mr. Chairman.

Chairman FRANKEN. Thank you. The emergency exception and
public safety exception are not limited to parents. I just wanted
you to know that.

Let us talk about a couple things. Mr. Mastria, both you and Dr.
Atkinson have referred to Digital Advertising Alliance’s self-regu-
latory program for mobile marketing as a model program. But just
so I am clear, you issued this code in July 2013, but you are not
enforcing it. Is that correct?

Mr. MASTRIA. The code was issued in July 2013. There had to be
several operational steps that have to be put into place before it
can become operational. One of them is that there had to be a
standardized way for companies to display the notice to consumers.
That happened in April. And the next step is to have an app so
that consumers can express their choices. The next step after the
app would be that enforcement would come. Once a consumer
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makes a choice, we want to make sure that that choice is honored
and that companies are held to honoring that choice.

Chairman FRANKEN. So it is a model program in theory.

Mr. MASTRIA. No. The desktop program version of this has been
around for almost 3%z years.

Chairman FRANKEN. Okay.

Mr. MASTRIA. So we have a great pedigree to show that, in fact,
we do put the tools in market that we say we will.

Chairman FRANKEN. Okay. Well, can I ask, Ms. Greenberg, about
what your opinion is of—you know, what the reality you see is in
best practices?

Ms. GREENBERG. Well, it seems that DAA’s code is coming late
in the game—other industry players like CTIA and the Direct Mar-
keting Association put codes in place years ago. And so with all due
respect to Mr. Mastria—and we have looked at his code, it is full
of holes. We would argue that it feels like a PR gesture and may
be driven, in fact, by the introduction of this legislation.

And I would also take issue with the idea that self-regulation is
working. There is monumental evidence that self-regulation is not
working. We have heard witnesses from GAO and the FTC say as
much. The Wall Street Journal did an article that you mentioned
with 101 apps being tested, and 47 of those disclosed users’ location
to a third party without user consent.

So I would say we very much need this bill because self-regula-
tion is not protecting consumers.

Chairman FRANKEN. You know, there is the point that the Rank-
ing Member made: Has there been any evidence of harm? I think
that most Americans believe in that they have some right to pri-
vacy. Do you think that there is harm that individuals can feel if
their privacy is not being protected?

Ms. GREENBERG. Yes, the notion that there is no real harm from
the tracking and using of location data for consumers really strikes
at the heart of our notions of consumer protection and the idea that
privacy is a bedrock American principle. We know that Justices of
the Supreme Court whom I mentioned, Brandeis and Sotomayor,
have articulated that that is a bedrock right. And we see from the
Consumer Reports surveys, from the L.A. Times survey, the vast
majority of consumers do care about their location data not being
shared without their consent and do want to know where that loca-
tion data is being sent and that it is being shared and for what
purpose.

So I think that flies in the face of what we know about how con-
sumers feel about their privacy.

Chairman FRANKEN. Dr. Atkinson, last year your organization
published a blog post about my location bill, and in it said that,
“The evidence for the use of stalking apps by stalkers and har-
assers is somewhat thin.”

Dr. Atkinson, I can understand how an economics think tank
might think that, but I am curious what folks in the field have ac-
tually seen.

Detective Hill, are stalking apps common or is the evidence of
their prevalence somewhat thin?

Mr. HiLL. They are very common, and the more exams we have
done—like I said, you know, our exams have increased 220 percent.
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The more exams we do, we are finding more and more that these
apps do exist and are on phones.

Chairman FRANKEN. Ms. Southworth?

Ms. SOUTHWORTH. A week does not go by where our national of-
fice—we are not even set up to do direct services, but we get calls
every single week from survivors who are really trying to figure out
is the GPS device on my car, is it on the phone, is it an app, is
it a setting. And we have a lot of work to do to help them try to
figure it out, and we just do not have enough Detective Hills out
there to send them to have those phones examined.

Chairman FRANKEN. Right, and that is why we are hoping—and
I think Dr. Atkinson has stated his general approval of the stalking
apps piece of this, so I do not want to send that wrong message.
Just in the execution of it, in terms of giving—how important is
it—and I will go to you again, Ms. Southworth—that people have
a reminder that this is happening? And how realistic is that? Be-
cause Dr. Atkinson talked about your being able to suppress that.

Ms. SOUTHWORTH. It is vital, and the behavior is not new. As all
the witnesses have said, you know, there is general support around
helping victims. The challenge is offenders will do anything they
can to control and monitor their victims, and back in the day they
would look at the odometer when a victim went to the grocery store
and see if she perhaps stopped to pick up a prescription because
that is outside of the bounds of what she was allowed to do that
day, that just phenomenal, crazy, and out of control that offenders

0.

What happens with some offenders is they will actually tell the
victim, “I am putting this stalking app on your phone, and I am
going to be tracking you.” If she knows it is there, when she comes
to meet with Detective Hill to file a report, or she goes to the local
advocate to meet and talk about a protection order, she can acci-
dentally let the battery run dead. She can leave the phone behind.
But if she does not know it is on the phone because either the of-
fender did not tell her or she does not see it, there is no little arrow
on the top, she cannot do anything to stay safe.

Chairman FRANKEN. Before I run out of time, I mean, this goes
to the resources, because someone who feels like they are being
tracked, saying it must be in this thing, what happens when they
go to a police station routinely?

Mr. HiLL. Routinely what happens is the agencies do not have
the tools to look at it, so they say they cannot, or they may only
have one tool to look at it, and they quick take a look at it and
do not see anything, and then send the victim on their way, which
can be very frustrating.

Chairman FRANKEN. This is why we need and the bill does get
resources for being able to do exactly what victims need.

Mr. HiLL. Absolutely.

Chairman FRANKEN. Okay. I am out of time, and we will go back
to the Ranking Member, if you have any more questions.

Senator FLAKE. Well, I appreciate that. Let me just say, like I
said, the portions of the bill that deal with stalking, I applaud the
Chairman for his dedication on this, and those who have testified,
and groups and organizations that have worked on this for a long
time. And I do think we definitely need action in those areas. My
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concern is just we in other areas, the other part of the bill, that
we do not unnecessary stifle innovation that could help with some
of these same areas we are talking about.

But, Mr. Mastria, I think concerns have been raised about this
legislation, that it might require notice to be provided and consent
be obtained for individuals using a device. But some devices are
used not just by one individual, a family table or a GPS in a car.
Is there a concern among some members in your organization that
notification may be given to an individual but not others who use
the same device? Is that a concern?

Mr. MASTRIA. Senator, I can speak to what the program code is,
and the program says that if you are transferring location informa-
tion, you have to get consent, and you have to get it either at the
download or on install, at some point that is obvious. It has to be
clear, meaningful, and prominent.

I would like to take a step back and just answer a point that Ms.
Greenberg made. Thank you for mentioning CTIA and DMA. They
were both participants in the development of our code, and our
code will be enforceable later on this year.

In terms of the PR piece, our program has announced more than
30 public actions against both participants of the DAA and non-
participants alike. That is not PR. It is not an easy conversation
to have with a company that they are somehow noncompliant with
our program. But the reality is that that is the mission that we
have set out to do. The FTC had asked us to mount a program,
challenged industry to mount a program to deliver transparency,
control, and accountability, and we do that every single day. And
that is the program that we have, and we think that it serves both
industry and consumers well.

Senator FLAKE. Thank you. That was my next question, actually,
to describe the program you have with companies to, you know,
give some discipline to what you are talking about. And you have
act%ally referred companies for investigation. How many did you
say?

Mr. MASTRIA. There have been 33 public compliance actions.
That number, I think it is in the 60 or 70 individual companies
that are named in there, and of those, we get compliance from most
of them eventually. But one of them did get referred to a Federal
authority.

Senator FLAKE. Well, thank you. That does it for me, and I really
appreciate this hearing, and thank you for your testimony, every-
one.

Thank you, Mr. Chairman.

Chairman FRANKEN. Well, I would like to thank all the wit-
nesses. Very, very quickly, because I do not want to have a long
back-and-forth, but would you like to respond to that, Ms. Green-
berg. But, again——

Ms. GREENBERG. Yes, if I could just take a

Chairman FRANKEN. If you take a lot of time, I am going to go
back to Mr. Mastria.

Ms. GREENBERG. I will just take a moment to say it is not that
we are arguing with the idea that they may have pursued inves-
tigations. It is the code itself that is weak. The way we read the
code, an app does not need to get permission if they do not share
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the data and they keep it to themselves under the code. And if the
app does share precise location with a totally different company,
they still do not need to get permission to share it if they are doing
so for a variety of purposes, like market research or product hits.

So, in other words, it is the code itself that is weak, and when
I described it as full of holes, that is what I was referring to.

Chairman FRANKEN. I will go back to Mr. Mastria, just in fair-
ness.

Mr. MASTRIA. The code does call for consent when there is a
transfer of location information, and the reason we do that is that
we focus on when information is being transferred to unrelated
apps or unrelated sites. And so that is the code, and that is part
of the transparent——

Chairman FRANKEN. Well, was her characterization of the code
not accurate?

Mr. MASTRIA. Yes; not accurate. I think that we focus on transfer
of information to unrelated apps, unrelated sites, and we want to
make consumers aware of that. We want to give them control over
that. That is the part of the code that is really kind of the most—
the essential piece of the DAA program.

Chairman FRANKEN. Okay. We may follow up.

Mr. MASTRIA. Yes.

Chairman FRANKEN. I do not want to—okay. I do not want to do
whatever I would be doing if I did it.

So, in closing, I want to thank obviously the Ranking Member,
Senator Flake, thank you, and I want to thank each of the wit-
nesses, and every one of you who appeared today, and particular
Detective Hill, who took time out of his job to travel here and to
testify to us. We heard a lot of valuable testimony today. I think
that my bill is going to protect our privacy without—I think it
would not create difficulties for industry, and I am going to think
about today’s testimony, though, and other feedback that we get,
and we will work to address that feedback to make any needed im-
provements in the bill between now and the time it gets a vote.

So I thank all of you, and I mean that sincerely, I thank all of
you for being here. But I think there is one thing that there is ab-
solutely no question about. Stalking apps must be shut down. It is
unacceptable that in this day and age companies are making
money off of stalking and brazenly marketing themselves to stalk-
ers. It is equally unacceptable that our laws have loopholes that let
them do this. No matter what we do, no matter what form this bill
takes, we have to stop these apps. I think there is agreement here.

So we will hold the record open for 1 week for submission of
questions for the witnesses and other materials. Thank you, thank
you, thank you again. This hearing is adjourned.

[Whereupon, at 4:32 p.m., the Subcommittee was adjourned.]
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Introduction

Good afternoon, Chairman Franken, Ranking Member Grassley, and Members of
the Committee. Thank you for this opportunity to testify on behalf of the Department of
Justice regarding stalking, mobile devices, and location privacy.

My name is Bea Hanson, and I am the Principal Deputy Director of the United
States Department of Justice Office on Violence Against Women (OVW). The
Department of Justice has focused on strengthening the criminal justice response to
stalking through its implementation of the Violence Against Women Act (VAWA).
Since the passage of VAWA in 1994, we have made significant strides in enhancing the
criminal justice system’s response to stalking. Today, stalking is a crime under the
Uniform Code of Military Justice, the laws of the District of Columbia, all 50 states, and
under federal law, which extends to the U.S. territories and Indian country. In 2005, the
federal interstate stalking statute was broadened to protect victims of cyberstalking and
enhance penalties for repeat stalking offenders. In addition, the recent reauthorization of
VAWA amended the Jeanne Clery Act to mandate that colleges report crime statistics on
incidents of stalking.

Stalking is a complex crime that is often missed, misunderstood, and
underestimated. . Stalking is a course of conduct directed at a specific person that causes
the targeted individual to fear for their safety or the safety of their family members.
Victims feel isolated, vulnerable, and frightened, tend to suffer from anxiety, depression,
and insomnia, and lose time from work as a result. Many victims have no choice but to
move or change jobs due to their victimization.

Incidents of stalking behavior, when considered separately, may seem relatively
innocuous. Stalking tends to escalate over time, and is often paired with or followed by
sexual assault, physical abuse, or homicide

Results of the 2010 National Intimate Partner and Sexual Violence Survey
(NISVS), released by the Centers for Disease Control (CDC) in late 2011, demonstrate
the degree to which stalking threatens the well-being and safety of individuals across the
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United States. Using a conservative definition of stalking, which required respondents to
report stalking in which they felt very fearful or believed that they or someone close to
them would be killed or harmed, the survey found that 6.6 million people were stalked in
a 12-month period and that 1 in 6 women and 1 in 19 men were stalked at some point in
their lifetime.'

The report noted that, although anyone can be a victim of stalking, females were
more than three times more likely to be stalked than males,” and that young adults had
the highest rates of stalking victimization. More than one-half of female victims and one-
third of male victims were stalked before the age of 25. In addition, about 1 in 5 female
victims and 1 in 14 male victims experienced stalking between the ages of 11 and 17.}

The NISVS also revealed the too frequent nexus between stalking and intimate
partner abuse. For the overwhelming majority of victims, the stalker is someone known
to them — an acquaintance, a family member, or, most often, a current or former intimate
partner. Sixty-six percent of female victims and 41 percent of male victims were stalked
by a current or former intimate partner.* Statistics provided to the Office on Violence
Against Women by our own grantees tell a similar story: in one recent reporting period,
our discretionary grantees reported that 70 percent of the stalking victims that they served
had been victimized by a current or former spouse or intimate partner or dating partner;
subgrantees of our STOP Violence Against Women Formula Program reported the same
for 61 percent of the stalking victims they served.’

And, the NISVS report confirmed what law enforcement, prosecutors, victim
service providers, and other professionals have been hearing from victims for years—that
most stalking cases involve some form of technology. More than three-quarters of
victims reported having received unwanted phone calls, voice and text messages; and
roughly one-third of victims were watched, followed, or tracked with a listening or other
device.® Indeed, the NISVS authors noted that their findings show a higher percentage of
stalking than previous national studies and hypothesized that this higher rate could be due
to the growth of new technologies that did not exist as stalking modalities when some
earlier studies were conducted. As the NISVS authors recognized, the recent tremendous

! Black, M.C., Basile, K.C., Breiding, M.J., Smith, S.G., Walters, M.L., Merrick, M.T., Chen, I, &
Stevens, M.R. (2011). The National Intimate Partner and Sexual Violence Survey (NISVS): 2010 Summary
Report. Atlanta, GA: National Center for Injury Prevention and Control, Centers for Disease Control and
Prevention, p 29-31. NISVS also reported stalking prevalence using a less conservative definition of
stalking, which considers any amount of fear (i.e., a little fearful, somewhat fearful, or very fearful). Using
that definition, the study found that 1 in 4 women and 1 in 13 men reported being a victim of stalking in
their lifetime, with 6.5% and 2.0% of women and men, respectively, reporting stalking in the 12 months
prior to taking the survey. /d at29.

*1d. at 30.

*1d at 34.

*1d at32.

5 Data on file with Office on Violence Against Women.

¢ NISVS Summary Report at 31,
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growth in cellphone ownership and wireless technology may have increased the ease with
which offenders engage in stalking behaviors.

These findings underscore how critical it is that professionals who respond to and
work with stalking victims understand the dynamics of stalking, particularly how stalkers
use technology. At OVW, we know that stalking is often a precursor to other forms of
violence, including rape, sexual assault, physical assault, and homicide. Because stalking
can be challenging to recognize, OVW grant programs support specialized training for
law enforcement, prosecutors, parole and probation officers, and victim service providers
to recognize stalking, to aggressively investigate and prosecute cases, and to ensure that
comprehensive, holistic services are available for victims.

Cyberstalking

The spread of cellular phones in recent years has created a new market in
malicious software that, when installed on mobile devices, allows perpetrators to
intercept victims’ communications without their knowledge or consent. Through the use
of this software, perpetrators can read victims’ email and text messages, listen to victims’
telephone calls, trace victims® movements, and turn on the microphone in victims’ phone
to record conversations occurring in the area nearby. All of this can be done remotely and
surreptitiously. This conduct has far-reaching security implications. This spyware can be
used by competitors to commit corporate espionage, by abusers to stalk their former
partners, and even as part of an effort to spy on law enforcement and national security
personnel. One important consequence of the proliferation of spyware that collects
communications and location information is the risk that stalkers, abusers, and others
intent on victimizing the user could use information collected on their mobile devices.

Technology is often a tool of abuse in teen relationships.® Research shows that
young women ages 18-24 experience the highest rate of stalking9 and that over a quarter
of stalking victims report being stalked through the internet or electronic
monitoring.'® Stalkers will sometimes make hundreds of unwanted phone calls, while
also sending text messages, instant messages, or emails to the victim. This harassing
contact is common in teen dating violence.!" One in four teens in a relationship has been
called names, harassed, or put down by their partner through cell phones and texting.12

7 1d. at 84.

® Fraser, C., Olsen, E., Lee, K., Southworth, C., & Tucker, S. (2010). The new age of stalking:
Technological implications for stalking. Juvenile and Family Court Journal, 61(4), 39-55.

°Baum, K., Catalano, S., Rand, M., & Rose, K. (2009). Stalking victimization in the United States. Bureau
of Justice Statistics Special Report (No. NCIRS 224527). Washington, DC: U.S. Department of Justice.
Catalano, S. (2012) Stalking victims in the United States — revised. Bureau of Justice Statistics Special
Report. Washington, DC: U.S. Department of Justice.

°Baum, Catalano, Rand, & Rose, 2009

'! Fraser, Olsen, Lee, Southworth, & Tucker, 2010.

121 enhart, A., Ling, R., Campbell, S., And Purcell, K. (2010). Teens and Mobile Phones. Pew Internet and
American Life Project.
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OVW funds a number of projects that target the intersection of technology and the
crimes of stalking, sexual assault, domestic violence, and dating violence. We recognize
that stalkers are increasingly abusing a variety of telephone, surveillance, and computer
technologies to harass, terrify, intimidate, and monitor their victims, including former and
current intimate partners. For young victims in particular, new technologies bring the risk
of digital abuses such as unwanted and repeated texts, breaking into personal email
accounts, and pressure for private pictures. Three OVW-funded projects, in particular,
focus on “high-tech” stalking and the dangers that new technologies pose for victims.

First, for over thirteen years, OVW has funded the Stalking Resource Center, a
program of the National Center for Victims of Crime, to provide training and technical
assistance to our grantees and others on developing an effective response to the crime of
stalking. The Stalking Resource Center has trained and provided technical assistance to
over 100,000 multi-disciplinary professionals nationwide, with an emphasis on the use of
technology to stalk. Among other projects, the Resource Center has co-hosted eleven
national conferences that specifically focused on the use of technology in intimate partner
stalking cases. In addition, with funding from the Department’s Office for Victims of
Crime, the Stalking Resource Center developed two training tools focused specifically on
the use of technology to stalk. The first is a 15-minute training DVD and discussion guide
designed to help law enforcement officers, victim advocates, and allied professionals
understand the most common forms of technology used by stalkers. The second is a self-
paced, interactive online training course that explores many of the technologies used by
stalkers and discusses how to document and obtain evidence related to these technologies
as well as considerations for victim safety.

Second, since 2004, the National Network to End Domestic Violence’s (NNEDV)
Safety Net project has been funded by OVW to provide unique technical assistance and
training to a wide range of grantees to address how technology issues impact the safety,
privacy and accessibility rights of victims of domestic violence, dating violence, sexual
assault and stalking. The project also educates grantees on ways to use technology
strategically to help victims find safety and increase program efficiency, and trains law
enforcement officers and justice system officials, social services providers, coordinated
community response teams, and others about how to hold perpetrators accountable for
misusing technology against victims of abuse and stalking. As an OVW technical
assistance provider on technology safety, NNEDV trained — in just the past two years —
more than 3,000 advocates, attorneys, court personnel, service providers and other
professionals. In that same time period, NNEDV responded to 783 requests for in-depth
and nuanced technical assistance, often spending days researching and assisting just one
grantee. To serve survivors of violence and abuse, OVW partnered with NNEDV to
develop the Technology and Confidentiality Online Toolkit (http:/tools.nnedv.org), a
website that provides updated information and resources for agencies, co-located
partnerships (serving victims of domestic violence and sexual assault), and coordinated
community response teams receive the coordinated services they need while maintaining
the victims’ privacy, confidentiality and ownership over their personal identifying
information.
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Third, OVW funds the Family Violence Prevention Fund’s “That’s Not Cool”
campaign to assist teens in understanding, recognizing and responding to teen dating
violence. A critical part of this project addresses cyberstalking by helping teens define
their “digital line” as it relates to relationship and dating abuse. The website
www thatsnotcool.com was launched in January 2009 to help teens identify digital dating
abuse and to encourage them to define for themselves what is and is not appropriate. So
far the campaign has produced strong results in raising awareness of the issue and
available resources, including over 3 million website visits and 77,000 Facebook fans.

VAWA-funded Support for State Prosecutions

VAWA grant programs promote effective strategies to address stalking cases
which present many challenges for law enforcement and prosecutors. VAWA funding
supports the development of investigative and prosecution policies and procedures for
stalking cases, training on stalking, increased staffing, establishment or expansion of
specialized stalking units, upgrades to databases and technical assistance on complex
cases. A state prosecutor with funding from the Grants to Encourage Arrest Policies and
Enforcement of Protection Orders Program reports that: -

I have been working with a victim since July of 2012 on a stalking case. The
suspect was arrested in 2011 for burglary and assault, and a no contact order was
put in place. The victim came to me directly as she didn't feel anyone else would
believe her. The suspect is a doctor in town, and he had manipulated her for years.
She showed me a box of evidence which contained emails and texts from this
anonymous person, who had been harassing her for months. The texts were
extremely personal and derogatory. Some of the texts recommended the victim
get back together with the suspect. When I read the texts, I felt strongly that it was
the same suspect who had assaulted her. 1 started sending out subpoenas to gain
Internet Provider address information on these contacts. [ was able to confirm it
was indeed the same suspect who assaulted her back in 2011. [The suspect] was
arrested . . . and [s]ince that time, I confirmed that 3 different types of contact
(hundreds of texts and emails) all come back to that same suspect, making this a
very strong case.

Federal Prosecutions

Although most stalking offenses are best handled by state and local police
departments and prosecutors, the Department has also responded to the cyberstalking
challenge through the prosecution of violations of the federal cyberstalking prohibition,
18 U.S.C. § 2261 A(2). This statute allows for the prosecution of individuals who stalk
using “the mail, any interactive computer service or electronic communication service or
electronic communication system of interstate commerce....” This prohibition
encompasses the use of the Internet through computers, smart phones, and other mobile
devices.
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In one case, for example, a Maine man hacked into a female victim’s email
account, found sexually explicit photographs of the victim there, and downloaded them to
his phone. He then attempted to extort her into sending him even more sexually explicit
images by threatening to publish explicit images on the internet — and distribute them to
the victim's neighbors and work and social acquaintances. The offender pled guilty to
violating section 2261A and was sentenced to serve 33 months in prison.

Until Congress passed the Violence Against Women Reauthorization Act of 2013,
the federal prohibition on cyberstalking was limited by the statutory requirement that the
stalker and the victim be in different states. In VAWA 2013, Congress revised the statute
to bring it in line with other threatening statutes and permit federal prosecutors to pursue
cyberstalking cases involving use of any electronic system of interstate commerce,
regardless of where the victim and offender reside.

Closing

1 appreciate the opportunity to share information with you about some of the
challenges that the Department sees as society’s use — and misuse~- of technology,
including smart phones, tablets and laptops, continues to grow, and how the Department
works to protect victims when those devices become another tool in the arsenal of
stalkers. I look forward to continuing to work with the Congress as it considers these
important issues.
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I Introduction

Chairman Franken, Ranking Member Flake, and members of the Subcommittee, my
name is Jessica Rich, and T am the Director of the Bureau of Consumer Protection at the Federal
Trade Commission (“FTC” or “Commission”).! I appreciate this opportunity to appear before
you today to discuss the Commission’s efforts to protect the privacy of consumers’ geolocation
information and to offer initial views on the draft Location Privacy Protection Act of 2014
(“LPPA™).

The LPPA addresses an important issue for the Commission, as reflected in its
enforcement, policymaking, and consumer and business education efforts over a number of
years: protecting the privacy of consumers’ geolocation information.

This testimony first broadly discusses why precise location information is sensitive
personal information and how geolocation data is used increasingly in products and services
offered to consumers. Second, it highlights the Commission’s recent law enforcement actions
involving geolocation information. Third, it discusses the Commission’s studies, workshops,
and reports addressing geolocation privacy on mobile devices. Next, it describes the
Commission’s efforts to educate both businesses and consumers about the importance of
reasonable privacy controls and protections for geolocation information. It concludes by
providing some specific comments on the LPPA.

11 The Sensitivity of Geolocation Information

The mobile marketplace has experienced remarkable growth, with new products and

services offered every day, many of which rely on consumers’ geolocation information.

Products and services that use geolocation information make consumers’ lives easier and more

! While the views expressed in this statement represent the views of the Commission, my oral
presentation and responses to questions are my own and do not necessarily reflect the views of the
Commission or any Commissioner.
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efficient” For example, consumers can get turn-by-turn directions to their destinations, find the
closest bank when they are far from home, and host impromptu gatherings with friends who have
“checked-in™ at a certain restaurant or bar.”

At the same time, because geolocation information can reveal a consumer’s movements
in real time, as well as provide a detailed, comprehensive record of a consumer’s movements
over time, use of this sensitive information can raise privacy concerns.* Geolocation information
can divulge intimately personal details about an individual. Did you visit an AIDS clinic last
Tuesday? What place of worship do you attend? Were you at a psychiatrist’s office last week?
Did you meet with a prospective business customer?’ Businesses can use consumers’
geolocation information to build profiles of a customer’s activities over time and may put the
information to unanticipated uses.’®

Sensitive geolocation information could end up in the wrong hands in a number of ways,

including by being sold to companies who then use it to build profiles with other sensitive

? A number of the most popular mobile device applications (“apps™) use geolocation for certain features,
such as mapping and geotagging photos. See Matt Patronzio, The 10 Most Popular Smartphone Apps in
the U.S. (April 3, 2014), available at http://mashable com/2014/04/03/popular-apps-chart/.

3 See, e. 2., Government Accountability Office, Mobile Device Location Data: Additional Federal Actions
Could Help Protect Consumer Privacy (“GAQ Mobile Device Location Report”™) (Sept. 2012), at 13-15,
available at hitp.//www.ga0. gov/assets/650/648044.pdf (noting diverse array of services that make use of
geolocation information for the benefit of consumers).

* Federal Trade Commission, Protecting Consumers in an Era of Rapid Change: Recommendations for
Businesses and Policvmakers (“Privacy Report™) (Mar. 2012), available at

hatp://www. fic gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-
consumer-privacy-era-rapid-change-recomimendations/120326privacyreport. pdf.

> See, e.g., Andrew J. Blumberg and Peter Eckersley, “On Locational Privacy, and How to Avoid Losing
it Forever,” Electronic Frontier Foundation (Aug. 3, 2009), available at

https://www eff.org/wp/locational-privacy.

¢ See Elizabeth Dwoskin, What Secrets Your Phone Is Sharing About You; Businesses Use Sensors to
Track Customers, Build Shopper Profiles, WALL ST.J. (Jan. 13, 2014), available at
http://online.wsj.com/news/articles/SB10001424052702303453004579290632128929194; Leslie Scism,
State Farm Is There: As You Drive. Insurers Use Big Data to Track Drivers, Offering Discounts as Lure,
But Privacy Advocates See Dangers, WALL ST. J. (Aug. 4, 2013), available at

http://online. wsj.gom/news/articles/SB10001424127887323420604578647950497541958 (reporting that
some insurance companies are starting to provide voluntary services that use geolocation and other data
points to offer better insurance rates based, at least in part, on good driving behavior).

2
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information, such as medical conditions or religious affiliation, without consumers’ knowledge
or consent, by being accessed by hackers, or by being collected through surreptitious means such

7 Given that geolocation information reveals personal information — such as

as “stalking apps.
where individuals live, work, or attend school — a cybercriminal could use geolocation
information to facilitate social engineering or install malware or key loggers to steal a user’s
identity or mine credit card numbers or Social Security numbers.® Moreover, after obtaining an
individual’s geolocation information, criminals could use it to identify the individual’s present or
future location, thus enabling them to cause harm to an individual or his or her property, ranging
from burglary and thefi, to stalking, kidnapping, and domestic violence.”

In 2012, the Government Accountability Office (*“GAQ™), in a report on mobile location
data, discussed consumer benefits that come with use of geolocation information — such as
services that provide local weather forecasts, navigation, and retail locations — but also warned
that allowing companies to access and use consumers’ geolocation data exposes consumers to
privacy risks, including disclosing data to unknown third parties for unspecified uses, consumer
tracking, identity theft, threats to personal safety, and surveillance.’® Likewise, many Consumers

are concerned about the privacy of their location data. For example, one recent study found that

7 Stalking apps, which have been the subject of testimony before this Committee in the past, are apps
installed on a mobile device that allow a person to monitor the device user’s communications and
location. Such apps can create serious safety risks for domestic violence victims whose call records, text
messages, and geolocation information can be tracked by their abusers. In a similar context, the
Commission has taken action against marketers of keylogger software that could, without the computer
owner’s consent or knowledge, record every keystroke typed on a computer. See FTC v. CyberSpy, No.
6:08-cv-1872-ORL-31GLK (M.D. Fla. 2010), available at http.//www fic. gov/enforcement/cases-

proceedings/082-3160/cyberspy-software-llc-trace-r-spence.
8 See ISACA, Geolocation: Risk, Issues and Strategies (Sept. 2011), at 8, available at

http://www.isaca.org/groups/professional-english/wireless/groupdocuments/geolocation_wp.pdf.
9 N
See id,

0 See GAO Mobile Device Location Report, supra note 3, at 9, 13-15.
3
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nearly three quarters of consumers surveyed were reluctant to enable location tracking on their
phones due to privacy concerns.!
III.  Enforcement

The FTC is first and foremost a civil law enforcement agency. Absent specific laws that
protect geolocation information, the FTC has used its core consumer protection authority —
Section 5 of the FTC Act — to enforce against unfair or deceptive practices.”> A company acts
deceptively if it makes materially misleading statements or omissions.”> A company engages in
unfair acts or practices if its practices cause or are likely to cause substantial injury to consumers
that is neither reasonably avoidable by consumers nor outweighed by countervailing benefits to
consumers or to competition.'* The Commission has used its enforcement authority under
Section 5 to take action against companies engaged in unfair or deceptive practices involving
geolocation information.

Last month, Snapchat, the developer of a popular mobile messaging app, entered into a

settlement with the Commission.”® According to the Commission’s complaint, Snapchat made

" TRUSTe, 2014 U.S. Consumer Confidence Privacy Report (Jan. 28, 2014), available at

http://www.truste.conv/about-TRUS Te/press-

room/news_us_truste reveals_consumers_more_concerned_about_data_collection; see also

NielsenWire, Privacy Please! U.S. Smartphone App Users Concerned with Privacy When It Comes to

Locanon (Apr. 21, 2011}, available at hitp://www nielsen.convus/en/newswire/201 1/privacy-please-u-s-
—users—concemed-wuh— i -when-it-comes-to-location.htmi (finding a majority of

smartphone app users worry about their privacy when it comes to sharing their location through a mobile

device).

12 15 U.S.C. § 45(a). In addition, the Commission enforces the Children’s Online Privacy Protection Act

(“COPPA”), 15 U.S.C. § 6501(B)(b), and its implementing rule, 16 C.F.R. Part 312, which includes

“geolocation information” in the definition of “personal information” that child-directed websites and

online services, as well as those with actual knowledge they are dealing with a child, may only collect

with parental consent.

¥ See Federal Trade Commission Policy Statement on Deception, appended to C liffdale Assocs., Inc.,

103 F.T.C. 110, 174 (1984).

' See 15 U.S.C. § 45(n); Federal Trade Commission Policy Statement on Unfairness, appended to fnt’/

Harvester Co., 104 E.T.C. 949, 1070 (1984).

S Snapchat, Inc., No. 1323078 (F.T.C. May 8, 2014) (proposed consent order), available at

http://www ftc. gov/enforcement/cases-proceedings/132-3078/snapchat-inc-matter.
http://www.Itc. gov/eniorcement/ cascs-proceedings snapcha
4
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multiple misrepresentations to consumers about the fundamental features of its app, including the
privacy features for which it was known. The FTC alleged that Snapchat deceived consumers by
promising that photo and video messages sent through the service would disappear,
misrepresenting the amount of personal data it collected, and misrepresenting the security
measures taken to protect that data from misuse and unauthorized disclosure. Among other
things, the Commission’s complaint alleged that Snapchat transmitted geolocation information
from users of its Android app, even though its privacy policy claimed that it did not track users
or access such information. The Commission’s proposed consent order prohibits Snapchat from
misrepresenting the extent to which it maintains the privacy, security, or confidentiality of users’
information. In addition, the proposed order requires the company to implement a
comprehensive privacy program that will be monitored by an independent privacy professional
for the next 20 years.

In another case involving a mobile app developer, the FTC alleged that the developer of a
flashlight app — one of the most popular épps for the Android platform, downloaded tens of
million times — deceptively failed to disclose that the app transmitted the device’s location,
device ID, and other device data to third parties, including mobile advertising networks (“ad
networks™).'® The company’s privacy policy stated that it would collect “diagnostic, technical,
and related” information about consumers’ devices for such internal purposes as product support
and software updates. The policy, however, failed to mention that the company would collect
the devices’ precise geolocation and persistent identifier and send them to third parties, such as
ad networks. In addition, the complaint alleged that the company deceived consumers by

presenting them with an option not to have their data collected or used, but nevertheless collected

* Goldenshores Technologies, LLC, No. C-4446 (F.T.C. Mar. 31, 2014) (consent order), available at
http:/fwww.fic.gov/enforcement/cases-proceedings/132-3087/goldenshores-technologies-llc-erik-m-geidl-
matter.
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and shared the data automatically, thus rendering the option meaningless. The company and its
manager agreed to an order that prohibits them from misrepresenting how consumers’
information is collected and shared and how much control consumers have over the way their
information is used. The respondents are also required to provide a just-in-time disclosure that
fully informs consumers when, how, and why their geolocation information is being collected,
used, and shared, and the respondents must obtain consumers” affirmative express consent before
doing so.

Finally, in a series of settlements with national rent-to-own retailer, Aaron’s, a company
that leased software to Aaron’s, and seven of Aaron’s franchisees, the FTC alleged that the
companies’ installation and use of software on rental computers that secretly monitored and
tracked consumers ran afoul of Section 5.7 The software could log key strokes, capture screen
shots, and take photographs using a computer’s webcam, all unbeknownst to users. The FTC
alleged that the information collected by the software revealed private and confidential details
about computer users, such as user names and passwords for email accounts, social media

websites, and financial institutions; Social Security numbers; medical records; private emails to

7 daron’s, Inc., No. C-4442 (F.T.C. Mar. 10, 2014) (consent order), available at
http://www.ftc.gov/enforcement/cases-proceedings/122-3256/aarons-inc-matter; DesignerWare, LLC, No.
C-4390 (F.T.C. April 11, 2013) (consent order), available at http//fwww fic. gov/enforcement/cases-
proceedings/112-315 /designerware-lic-matter; Aspen Way Enterprises, Inc., No. C-4392 (F.T.C. April
11, 2013} {(consent order), available ar bup://www fic.gov/enforcement/cases-proceedings/112-

315 1/aspen-way-enterprises-inc-matter; Watershed Development Corp., No. C- 4398 (F T.C. April 11,
2013) (consent order), available at hitp://www.fte. gov/ienforcement/cases-proceedings/112-
3151/watershed-development-corp-matter; Showplace, Inc., No. C- 4397 (F.T.C April 11, 2013) (consent
order), available at hit )://www‘ﬁcAgov/enforccmenﬁcasesvroeeedinwf1 12-3151/showplace-inc-matier;
J.A.G. Rents, LLC, No. C-4395 (F.T.C. April 11, 2013) (consent order), available at

http/iwww. fte.gov/enforcement/cases-proceedings/1 12-3151/jag-rents-llg-also-dba-colortyme-matter;
Red Zone Investment Group, Inc., No. C-4396 (F.T.C. April 11, 2013) (consent order), available at
http//www.fte. sov/enforcement/cases-proceedings/1 12-315 1 /red-zone-invesument-group-inc-matter; B.

Stamper Enterpnses Inc No. C-4393 (F.T.C. Apnl 11, 2013) (consem order}, avatlable at
bt/ .

Ventures, Inc No. C-4394 (F.T.C. April 11, 2013} (ccmsent nrder) available at
hitp:/fwww.fie govienforcement/cases-proceedings/112-315 Lcalm-ventures-inc-matter.

6




53

doctors; bank and credit card statements; and webcam pictures of children, partially undressed
individuals, and intimate activities at home. In its complaints against the companies, the FTC
alleged that gathering and disclosing personal information about renters was unfair and violated
the FTC Act. With respect to geolocation information, the FTC alleged that installing location
tracking software on rented computers without consent from the computers’ renters, tracking the
geolocation of computers without notice to the computer users, and disclosing that location
information to rent-to-own store licensees, caused or was likely to cause substantial injury to
consumers that could not be reasonably avoided and was not outweighed by countervailing
benefits to consumers or competition. Among other things, the settlement orders prohibit the
companies from using monitoring software and prohibit the use of geolocation tracking without
consumer consent and notice, except in cases where the device has been stolen.
IV.  Policy Initiatives

In addition to the Commission’s enforcement activities involving geolocation
information, the Commission has conducted studies, held workshops, and issued reports on
mobile privacy disclosures, mobile apps directed to kids, and other topics that elucidate best
practices for companies collecting, using, and sharing information such as geolocation
information.

FTC staff issued two reports about the disclosures provided in mobile apps for children:
Mobile Apps for Kids: Current Privacy Disclosures are Disappointing, published in February

2012, and Mobile Apps for Kids: Disclosures Still Not Making the Grade, published in

' FTC Staff, Mobile Apps for Kids: Current Privacy Disclosures are Disappointing (Feb. 2012),
available at http:/fwww ftc.govi/sites/default/files/documents/reports/mobile-apps-kids-current-privacy-

disclosures-are-disappointing/120216mobile_apps_kids pdf (“First Kids’ App Report™).
7
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December 2012." The reports discussed what data is collected by children’s apps and how it is
shared, and urged industry to take steps to provide parents easier access to information about the
data apps are collecting and sharing. In the February 2012 report, FTC staff surveyed the types
of apps offered to children in the Apple App Store and the Android Market, and evaluated the
disclosures provided to users, interactive features such as connectivity with social media, and the
ratings and parental controls offered for such apps. The report noted that mobile apps can
capture a broad range of user information from a mobile device automatically, including the
user’s precise geolocation, phone number, list of contacts, call logs, unique identifiers, and other
information stored on the device. After examining the disclosures of 400 apps, FTC staff
concluded that there was a lack of information available to parents prior to downloading mobile
apps for their children. This was particularly probiematic given the breadth of and sensitivity of
the personal information apps can capture. The report called on industry to provide greater
transparency about their data practices.

In December 2012, FTC staff released the results of a follow-up survey that examined
whether app disclosures had improved, and whether and how apps were sharing certain types of
data with third parties.”’ The survey results showed, in many instances, that apps still failed to
give parents basic information about the privacy practices and interactive features of mobile apps
aimed atkids. The staff found that many apps failed to provide any information about the data
collected through the app, let alone the types of data collected, the purpose of the collection, and

who could access to the data. Even more troubling, the results showed that many of the apps

' FTC Staff, Mobile Apps for Kids: Disclosures Still Not Making the Grade (Dec. 2012), available at
http://www ftc.gov/sites/default/files/documents/reports/mobile-apps-kids-disclosures-still -not-making-
_s:’rrade/12l210mobilekidsagprcgortpdf (“Second Kids” App Report™).

* The study was conducted in the Commission’s mobile technology laboratory, which contains a variety
of mobile devices utilizing different platforms and carriers, as well as software and equipment that permit
FTC investigators to collect and preserve evidence and conduct research into a wide range of mobile
issues, including those related to consumer privacy.
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shared certain information — such as device ID, geolocation, or phone number — with third parties
without disclosing that fact to parents.2’ The report urged all entities in the mobile app industry
to accelerate efforts to ensure that parents have the key information they need to make decisions
about the apps they download for their children.

Expanding on prior work regarding mobile disclosures, in February 2013, FTC staff
issued Mobile Privacy Disclosures: Building Trust Through Transparency. 22 This staff report
made recommendations for all players in the mobile 'marketplace ~ platforms, app developers, ad
networks and analytics companies, and trade associations — to ensure that consumers get timely,
casy-to-understand disclosures about what data companies collect and how that data is used. The
report specifically discussed the need for just-in-time disclosures to consumers and obtaining
affirmative express consent before allowing access to sensitive information like geolocation.

The FTC continually assesses new developments and emerging trends and threats in the
privacy area. Earlier this year, the FTC hosted a “Spring Privacy Series” to examine the privacy
implications of a number of new technologies in the marketplace.”® The first seminar, held in

February, included a panel of industry, technical experts, and privacy advocates and examined

! Although the results found that only 3% (12) of the apps in the study transmitted a user’s geolocation,
in every instance where an app transmitted geolocation, it also transmitted the user’s device ID. The
device ID is a persistent identifier associated with a particular mobile device. As a result, third parties,
such as ad networks, that received this geolocation data could potentially add it to any data previously
collected through other apps running on the same device. For example, FTC staff found that one ad
network received information from 31 different apps. Two of these apps transmitted geolocation to the ad
network along with a device identifier, and the other 29 apps transmitted other data (such as app name,
device configuration details, and the time and duration of use) in conjunction with a device ID. The ad
network could thus link the geolocation information obtained through the two apps to all the other data
collected through the other 29 apps by matching the unique, persistent device ID. Second Kids’App
Report, supra note 19, at 10

# FTC Staff Report, Mobile Privacy Disclosures: Building Trust Through Transparency (Feb. 2013),
available at http://www fic gov/sites/default/files/documents/reports/mobile-privacy-disclosures-
building-trust-through-transparency-federal-trade-commission-staff-
report/130201mobileprivacyreport.pdf (“Mobile Privacy Disclosures Report”).

* Press Release, FTC to Host Spring Seminars on Emerging Consumer Privacy Issues (Dec. 2, 2013)
available at http//www fic.gov/news-events/press-releases/2013/12/fic-host-spring-seminars-emerging-
consumer-privacy-issues.
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the privacy and security implications of mobile device tracking, where retailers and other
companies use technology that can reveal information about consumers” visits to and movements
within a location.®* The seminar examined how mobile device tracking technologies work and
how they are used; potential benefits to consumers, including improving customer flow through a
store and efficient shopping and checkout; and privacy concerns, such as the lack of transparency
of data collection, inability to opt-out, and potential profiling of customers’ buying habits and
geolocation information. FTC staff solicited public comments after the seminar, and a report
summarizing the findings is forthcoming.
V. Consumer Education and Business Guidance

The Commission has long viewed consumer education and business guidance as an
essential part of its consumer protection mission. In addition to our enforcement and policy
work, the Commission educates consumers and businesses about protecting the privacy of
consumers’ geolocation information. The Commission has distributed millions of copies of
educational materials for consumers and businesses to address ongoing threats to security and
privacy and makes its guidance materials available online. The FTC recently released an
updated version of “Net Cetera: Chatting with Kids About Being Online,” our guide to help
parents and other adults talk to kids about being safe, secure, and responsible online.”> This new
version deals with such topics as mobile apps and privacy, public Wi-Fi security, text message
spam, and updated guidance on the Commission’s COPPA Rule. Likewise, the FTC’s Consumer

Information website contains numerous guides on privacy and security topics salient to

* See Spring Privacy Series, Mobile Device Tracking (Feb. 19, 2014) available at

httpy/fwww fte. govinews-gvents/events-calendar/2014/02/spring-privacy-series-inobile-device-tracking.
** Net Cetera: Chatting with Kids About Being Online (Jan. 2014), available at
https://www.consumer. ftc.gov/articles/pdf-0001 -netcetera.pdf.

10
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consumers, including a guide on understanding mobile apps and what information they collect
from consumers.*®

The Commission also has released guidance directed to businesses operating in the
mobile arena to help educate them on best practices to handle sensitive information, such as
geolocation information. The FTC published a guide, “Marketing Your Mobile App: Get It
Right from the Start,” to help mobile app developers observe truth-in-advertising and basic
privacy principles when marketing new apps.”’ Likewise, because mobile apps and devices
often rely on sensitive consumer data, the FTC has developed specific guidance for mobile app
developers as they create, release, and monitor their apps.”®

In addition to issuing written materials, FTC staff also has actively worked to educate
mobile companies directly. For example, staff members have spoken at numerous meetings of
mobile app developers to urge them to move forward on their efforts to improve transparency
and address consumer privacy issues. The Commission’s hope is that these tools provide
guidance to companies, large and small, on how to prioritize the privacy and security of
consumer information as they develop new products and services.
VI.  The Location Privacy Protection Act of 2014

The Commission supports the goals of the LPPA, which chiefly seeks to improve the
transparency of geolocation services and give consumers greater control over the collection of

their geolocation information. Currently, in the commercial sphere, there are various laws that

*% Understanding Mobile Apps (Sept. 2011), available at http://www.consumer.fic.gov/articles/0018-

understanding-mobile-apps.
* Marketing Your Mobile App: Get It Right from the Start {April 2013), available at

http://www business. ftc. gov/documents/bus8 | -marketing-your-mobile-app.
# Mobile App Developers: Start with Security (Feb. 2013), available at

http://business.ftc.gov/documents/bus83-mobile-app-developers-start-security.

i1
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protect other types of sensitive information, for example: the Gramm-Leach-Bliley Act”
protects financial information; the Fair Credit Reporting Act*® protects information used for
consumer reporting purposes; and the Health Insurance Portability and Accountability Act®!
protects personal health information. The LPPA represents an important step forward in
protecting consumers’ sensitive geolocation information.

In particular, this testimony highlights three important LPPA provisions that are
consistent with the Commission’s views. First, the bill defines “geolocation information” as
information that is “sufficient to identify the street name and name of the city or town” in which
a device is located. This definition is consistent in many respects with the Commission’s
COPPA Rule. The COPPA Rule requires parental consent for the collection of children’s
“geolocation information,” that is “sufficient to identify street name and name of city or town.”?
The Commission supports the use of a consistent definition in the LPPA. Second, the LPPA
requires that an entity collecting consumer geolocation information disclose its collection of such
information. The Commission has recommended that companies make their data collection
practices more transparent to consumers.”® The disclosure mechanism outlined in the LPPA is
an important step forward on transparency concerning the collection of geolocation information.

Third, the LPPA requires affirmative express consent from consumers before a covered entity

* 15 U.8.C. §§ 6801-6827.

* 15U.8.C. §§ 1681-1681x.

¥ 42 U.S.C. 1301 et seq.; see also 45 C.F.R Parts 160, 162 & 164.

16 C.F.R. Part 312.2.

33 See Federal Trade Commission, Data Brokers: A Call for Transparency and Accountability (May
2014), available at http://www ftc. gov/system/files/documents/reports/data-brokers-call-transparency-
accountability-report-federal-trade-commission-may-2014/14052 7databrokerreport.pdf; First Kids® App
Report, supra note 18; Second Kids’ App Report, supra note 19; Mobile Privacy Disclosures Report,
supra note 22,

12
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may knowingly collect or disclose geolocation information, and the Commission supports that
approach.34

The LPPA gives the Department of Justice rulemaking authority, in consultation with the
FTC, as well as sole enforcement authority. As the federal government’s leading privacy
enforcement agency, we recommend that the Commission be given rulemaking and enforcement
authority with regard to the civil provisions of the LPPA, with DOJ exercising enforcement
authority for the criminal provisions.
VII. Conclusion

Thank you for the opportunity to provide the Commission’s views on privacy and
geolocation information. The Commission is committed to protecting the privacy of consumers’
geolocation information and we look forward to continuing to work with the Committee and

Congress on this critical issue.

* See Privacy Report, supra note 4, at 59 (stating that precise geolocation is sensitive information that
requires extra protections, including giving consumers an opportunity to provide affirmative express
consent before it is collected or used).; Mobile Privacy Disclosures Report, supra note 22, at 15-16
(same).

13



60

PREPARED STATEMENT OF MARK L. GOLDSTEIN

United States Government Accountability Office

GA@ Testimony
Before the Subcommittee on Privacy,

Technology and the Law, Committee
on the Judiciary, United States Senate

emeansonr CONSUMERS' LOCATION
DATA

Companies Take Steps to
Protect Privacy, but
Practices Are Inconsistent,
and Risks May Not be
Clear to Consumers

Statement of Mark L. Goldstein, Director, Physical
Infrastructure Issues

GAO-14-649T



61

l

une 2014

CONSUMERS’ LOCATION DATA

Companies Take Steps to Protect Privacy, but
Practices Are Inconsistent, and Risks May Not Be
Clear to Consumers

What GAO Found

Fourteen mobile industry companies and 10 in-car navigation providers that GAO
examined in its 2012 and 2013 reports—including mobile carriers and auto
manufacturers with the largest market share and popular application
developers—coflect location data and use or share them 1o provide consumers
with location-based services and improve consumer services. For example,
mobile carriers and application developers use location data to provide social
networking services that are linked to consumers’ locations. In-car navigation
services use location data to provide services such as turn-by-turn directions or
roadside assistance. Location data can aiso be used and shared to enhance the
functionality of other services, such as search engines, to make search results
more relevant by, for example, returning results of nearby businesses.

While consumers can benefit from location-based services, their privacy may be
at risk when companies collect and share focation data. For example, in both
reports, GAO found that when consumers are unaware their location data are
shared and for what purpose data might be shared, they may be unable to judge
whether lccation data are shared with trustworthy third parties. Furthermore,
when location data are amassed over time, they can create a detailed profile of
individual behavior, including habits, preferences, and routes traveled—private
information that could be exploited. Additionally, consumers could be at higher
risk of identity theft or threats to personal safety when companies retain location
data for long periods or in a way that links the data to individual consumers.
Companies can anonymize location data that they use or share, in part, by
removing personally identifying information; however, in its 2013 report, GAO
found that in-car navigation providers that GAC examined use different de-
identification methods that may lead to varying levels of protection for
CONSuMmers.

Companies GAO examined in both reports have not consistently implemented
practices to protect consumers’ location privacy. The companies have taken
some steps that align with recommended practices for better protecting
consumers’ privacy. For example, all of the companies examined in both reports
used privacy policies or other disclosures to inform consumers about the
collection of location data and other information. However, companies did not
consistently or clearly disclose to consumers what the companies do with these
data or the third parties with which they might share the data, leaving consumers
unable to effectively judge whether such uses of their location data might violate
their privacy. In its 2012 report, GAQ found that federal agencies have taken
steps o address location data privacy through educational outreach events,
reports with recommendations to protect consumer privacy, and guidance for
industry. For example, the Department of Commerce’s National
Telecommunications and information Administration (NTIA) brought stakeholders
together fo develop codes of conduct for industry, but GAO found this effort
facked specific goals, milestones, and performance measures, making it unclear
whether the effort would address location privacy. Additionally, in response to a
recommendation in GAC's 2012 reporti, the Federal Trade Commission (FTC)
issued guidance in 2013 to inform companies of the Commission’s views on the
appropriate actions mobile industry companies should take to disclose their
privacy practices and obtain consumers’ consent.
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Chairman Franken, Ranking Member Fiake, and Members of the
Subcommittee,

I am pleased to be here today to discuss our work on location privacy
issues. Location-based services in smartphones and cars provide
consumers with navigation tools and information relevant to their
surroundings based on increasingly precise information about the
consumer’s location as determined by Global Positioning System (GPS)
and other methods. In offering such services, companies can collect and
retain precise data about consumers’ locations. Privacy advocacy groups
and policy makers have questioned whether location data that are
collected and used by these companies pose privacy risks. Specifically,
they have noted that location data can be used for purposes other than to
provide services to the consumer, such as selling the data to others for
marketing. They have also said that location data can be used to track
consumers, which can in turn be used to steal their identity, statk them, or
monitor them without their knowledge. In addition, they have said that
location data can be used to infer other sensitive information about
individuals such as their religious affiliation or political activities.

My statement today highlights our work on: (1) companies’ use and
sharing of consumers’ location data, (2) consumers’ location privacy risks,
and (3) actions taken by selected companies and federal agencies to
protect consumers’ location privacy. For this statement, we drew primarily
from our reports on mobile device location data and in-car location-based
services issued in September 2012 and December 2013, respectively.’
For those reports, we examined privacy policies and other documentation
and interviewed representatives of selected mobile industry companies
and in-car navigation service companies.” We analyzed whether the

1C—:‘AO, Mobite Device Location Data: Additional Federal Actions Could Help Profect
Consumer Privacy, GAO-12-903 (Washington, D.C.: Sept. 11, 2012) and in-Car Location-
Based Services: Companies Are Taking Steps to Protect Privacy, but Some Risks May
Not Be Clear to Consumers, GAO-14-81 {(Washington, D.C.: Dec. 6, 2013}

ZSpecifioally, for the 2012 mobile device report, we examined 14 mobile industry
companies, comprising mobile carriers, operating system developers, and smartphone
manufacturers that accounted for the largest market shares in the United States, and
developers of applications that were the most popular at the time. For the 2013 in-car
iocation-based services report, we examined 10 in-car navigation service companies,
comprising auto manufacturers and portable navigation device companies that had the
targest market share in the United States, and developers of widely used map and
navigation applications.
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selected companies’ privacy policies and reported practices aligned with
recommended privacy practices we identified based on our analysis of
information from industry associations and privacy advocacy groups. We
also reviewed documents and interviewed officials from federal agencies.
Additionally, in December 2012 and May 2013, we followed up on agency
actions to respond to recommendations we made in the 2012 report. OQur
September 2012 and December 2013 reports contain more detailed
explanations of the methods used to conduct our work. The work on
which this statement is based was conducted in accordance with
generally accepted government auditing standards. Those standards
require that we plan and perform the audit fo obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on
our audit objectives.

Background

Consumers may access location-based services through smartphones or
from in-car location-based services. Four types of companies are
primarily responsible for smartphone products and services in the United
States: mobile carriers, such as AT&T and Verizon; developers of
operating systems, such as Apple’s iPhone i0S and Google’s Android;
manufacturers, such as HTC and Samsung; and developers of
applications such as games like Angry Birds, social networking
applications like Facebook, or navigation toois like Google Maps. We
refer to these companies as mobile industry companies. In-car location-
based services are delivered by in-car communications systems known
as “telematics” systems,® portabie navigation devices, and map and
navigation applications for mobile devices.

Companies can obtain location data in various ways. Mobile devices and
in-car navigation devices determine focation information through methods
such as cell tower signal-based technologies, Wi-Fi internet access point
technology, crowd-sourced positioning, and GPS technology. Assisted-
GPS (A-GPS), a hybrid technology that uses more than one data
collection methodology, is also widely used. For example, companies
such as Google and Apple use customer data to compile large databases

HTelematics systems use telecommunication networks and GPS signals to allow
information, such as location data, {6 be communicated between a car and a service
provider.
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of cell tower and Wi-Fi access points. Non-carriers use these crowd-
sourced location maps to determine lfocation by analyzing which cell
tower and Wi-Fi signals are received by a device. Consumers’ location
data are transmitted over the cellular network or Wi-Fi access points to
companies providing the services. These location data may then be
shared with third parties for various uses. For example, companies may
choose to partner with third parties to provide a specific location-based
service, such as real-time traffic information.

Several agencies have responsibility to address consumers’ privacy and
create related guidance. The Federal Trade Commission (FTC) has
authority to enforce action against unfair or deceptive acts or practices of
companies; the Federal Communications Commission (FCC) has
regulatory and enforcement authority over mobile carriers; and the
Department of Commerce’s (Commerce) National Telecommunications
and Information Administration (NTIA) advises the President on
telecommunications and information policy issues. Additionally, the
Department of Justice disseminates guidance on how law enforcement
might request electronic evidence, such as a person’s current or historical
location data.

Companies Primarily
Collect and Share
Location Data to
Provide and Improve
Consumer Services

Representatives from mobile industry companies we spoke to for the
September 2012 report and in-car navigation service companies we
spoke to for the December 2013 report told us they primarily collect and
share location data to provide location services and to improve those
services, Mobile carriers and application developers offer a diverse array
of services that use location information, such as services providing
navigation and social networking services that are linked to consumers’
focations. To provide these services, carriers and developers need to
quickly and accurately determine location. Location data can aiso be used
to enhance the functionality of other services that do not need to know the
consumer’s location to operate. Search engines, for example, can use
location data as a frame of reference to return results that might be more
relevant. For instance, if a consumer were to search for a pizza restaurant
using a location-aware search engine, the top result may be a map of
nearby pizza restaurants instead of the homepage of a national chain. in-
car location services use location data to provide services such as turn-
by-turn directions or roadside assistance. Representatives from both
mobile industry companies and in-car navigation services companies told
us they also use jocation data to improve the accuracy of their services.
Representatives from some in-car navigation service companies said they
share aggregated location data associated with traffic flows with third
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parties to augment and improve the accuracy of real-time traffic services
provided to consumers.

Additionally, as we reported in 2012, mobile industry companies can use
and sell location data to target the advertising that consumers receive
through mobile devices. Doing so may make an advertisement more
relevant to a consumer than a non-targeted advertisement, boosting
advertising revenue. Advertising is particutarly important to application
developers, as many developers give their products away and rely on
advertising to consumers through free applications for revenue.
Companies may also aggregate and store individual consumer data to
create consumer profiles, Profiles can be used to tailor marketing or
service performance to an individual's preferences.

Mobile industry companies and providers of in-car location services must
also share consumer location data if a court finds that the information is
warranted for law enforcement purposes. Because consumers generally
carry their mobile devices with them, law enforcement can use device
location data to determine the consumer’s location. Because of this
correlation, location data are valuable to taw enforcement for tracking the
movements of criminal suspects. Mobile carriers must comply with court
orders directing the disclosure of historical location data (i.e., where the
device was in the past) and in certain circumstances, real-time location
data (i.e., where the device is now).

Companies’
Collection and
Sharing of Location
Data May Put
Consumers’ Privacy
at Risk

Although consumers can benefit from location-based services designed
to make their lives easier, consumers also expose themseives to privacy
risks when they allow companies {0 access their location data. In some
cases, consumers of location-based services may be unaware that
companies share their location data for purposes other than providing
those services. As we stated in our September 2012 and December 2013
reports, these privacy risks include, but are not limited to the following:

Disclosure to Unknown Third Parties for Unspecified Uses:
According to privacy advocates, when a consumer agrees to use a
service that accesses location data, the consumer is unlikely to know how

“However, for companies that do not retain personally identifiable location data, there are
no data for law enforcement to use.
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his or her location data may be used in ways beyond enabling the service
itself. For example, location data may be shared with third parties
unknown to the consumer. Because consumers do not know who these
entities are or how they are using consumers’ data, consumers may be
unable to judge whether they are disclosing their data to trustworthy
entities. Third parties that receive shared location information may vary in
the levels of security protection they provide. If any of these entities has
weak system protections, there is an increased likelihood that the
information may be compromised.

Tracking Consumer Behavior: When location data are collected and
shared, these data could be used in ways consumers did not intend, such
as to track their travel patterns or to target consumers for unwanted
marketing solicitations. Since consumers often carry their mobile devices
with them and can use them for various purposes, location data along
with data collected on the device may be used to form a comprehensive
record upon which an individual’s activities may be inferred. Amassing
such data over time allows companies to create a richly detailed profile of
individual behavior, including habits, preferences, and routines—private
information that could be exploited. Consumers may believe that using
these personal profiles for purposes other than providing a location-based
service constitutes an invasion of privacy, particularly if the data are used
contrary to consumers’ expectations and results in unwanted solicitations
or other nuisances.

Identity Theft: Criminals can use location data to steal identities when
location data are disclosed, particularly when they are combined with
other personai information. The risk of identity theft grows whenever
entities begin to collect data profiles, especially if the information is not
maintained securely. By illicitly gaining access to these profiles, criminals
acquire information such as a consumer’'s name, address, interests, and
friends’ and co-workers’ names. In addition, a combination of data
elements—even elements that do not by themselves identify anyone,
such as individual points of location data—could potentially be used in
aggregate to identify or infer a consumer’s behavior or patterns. Such
information could be used to discern the identity of an individual.
Furthermore, keeping data long-term, particularly if it is in an identifiable
profile, increases the likelihood of identity theft.

Personal Security: Location data may be used to form a comprehensive
record of an individual's movements and activities. If disclosed or posted,
location data may be used by criminals to identify an individual’s present
or probable future location, particularly if the data also contain other
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personally identifiable information. This knowledge may then be used to
harm the individual or his property through, for instance, stalking or theft.
Access to location information also raises child safety concerns as more
children access mobile devices and location-based services. According to
the American Civil Liberties Union (ACLU), location updates that
consumers provide through social media have been linked to robberies,
and GPS technology has been involved in stalking cases.

Surveillance: Law enforcement agencies can obtain location data
through various methods, such as a court order, and such data can be
used as evidence. However, according to a report by the ACLU, law
enforcement agents could potentially track innocent people, such as
those who happened to be in the vicinity of a crime or disturbance ®
Consumers generally do not know when law enforcement agencies
access their location data. In addition to information related to a crime,
the location data collected by law enforcement may reveal potentially
sensitive destinations, such as medical clinics, religious institutions,
courts, political rallies, or union meetings.

Selected Companies
Have Not
Consistently
Implemented
Practices to Protect
Consumers’ Location
Privacy; Federal
Agencies Have Taken
Actions but Federal
Privacy Law Is Not
Comprehensive

SAmerican Civil Liberties Union of Northern California, Location-Based Services: Time for
a Privacy Check-in (San Francisco, Calif.: November 2010).
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Private Sector Entities
Have Implemented Some
Recommended Practices
to Protect Consumers’
Location Privacy, but Not
Consistently

Industry and privacy advocacy groups have recommended practices for
companies to follow in order to better protect consumers' privacy while
using their personal information. These recommended practices include:
(1) providing disclosures to consumers about data collection, use, and
sharing; (2) obtaining consent and providing controls over location data;
(3) having data retention practices and safeguards; and (4) providing
accountability for protecting consumers’ data. For the September 2012
report, we examined 14 mobile industry companies, and the for
December 2013 report, we examined 10 in-car navigation services
companies.® These companies have taken steps that are consistent with
some, but not all, of the recommended practices:

Disclosures: All of the companies we examined for both reports have
privacy policies, terms-of-service agreements, or other practices—such
as on-screen notifications—to notify consumers that they collect location
data and other personal information. However, some companies have not
consistently or clearly disclosed to consumers what they are doing with
these data or which third parties they may share them with. For example,
most of the in-car navigation service companies we examined for the
2013 report provide broadly worded reasons for collecting location data
that potentially altow for unlimited data collection and use. One of those
company'’s terms of service states that the provided reasons for location
data collection were not exhaustive. Furthermore, about half of the in-car
navigation service companies’ disclosures allow for sharing for location
data when they are de-identified, but most of these companies’
disclosures did not describe the purposes for sharing such data.

Consent and Controls: All of the companies we examined for both
reports indicated they obtain consumer consent to collect location data
and obtain this consent in various ways, some of which are more explicit
than others. Companies also reported providing methods for consumers
to control collection and use of location data, but the methods and
amount of control varied. For example, most of the 14 mobile industry
companies we examined for the 2012 report indicated that consumers
could control smartphones’ use of their location data from the phone;
however, the ability to control this varied by operating system, with some
providing more options. For example, the iPhone i0OS operating system

S0ne company that is both an operating system developer and a provider of navigation
services was examined for both the 2012 and 2013 reports.
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displays a pop-up window the first time a consumer activates a new
application that includes location-based services. The pop-up states that
the application seeks to use the consumer's location and allows the
consumer to accept or decline at that time. Similarly, Android
smartphones notify consumers that an application will use location data at
the time a consumer downloads a new application and seeks consumer
consent through this process. Some in-car navigation systems we
examined for the 2013 report use similar methods to notify consumers
that they will collect location data to provide services. In contrast, other in-
car navigation services obtain consent when a consumer purchases a
vehicle. According to one privacy group we met with, if consent is
obtained in this manner, consumers may not be as likely to review a
company’s stated privacy practices because they may be a part of a
larger set of documentation about the vehicle. Additionally, none of the 10
in-car navigation service companies we examined allow consumers to
delete the location data that are, or have been, collected.”

Retention and Safeguards: Officials from most of the companies we
interviewed for the 2012 and 2013 reports said they kept location data
only as long as needed for a specific purpose; however, in some cases,
this could mean keeping location data indefinitely. Most of the privacy
policies of the 14 mobile services companies we examined did not state
how long companies keep location data, and there was wide variation in
how long in-car navigation services companies retain vehicle-specific or
personally identifiable location data when a customer requests services,
ranging from not at ali {o up to 7 years. All the mobile industry companies
we examined reported ways they safeguard consumers’ personal
information. However, in some cases, it was not clear whether these
protections covered location data, since some privacy policies did not
state whether location was considered a form of personal information.
Thus it was unclear whether stated safeguards for personal information
applied to location data.

As we reported in 2013, companies may safeguard location data that they
use or share, in part, by de-identifying them, but companies we examined
used different de-identification methods. De-identified data are stripped of

"We did not examine this specific issue in our 2012 report on mobile devices.
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personally identifiable information.® The de-identification method a
company uses affects the extent to which consumers may be re-identified
and exposed to privacy risks. Location data that are collected along with a
consumer's name or other identifying information are, by definition,
personally identifiable data and present the greatest privacy risks to
consumers because a consumer's identity is known. Privacy risks
decrease when companies de-identify location data, but the level of risk
falls on a spectrum depending on how easy it is to re-identify consumers.
For example, de-identifying location data with unique identification
numbers prevents the direct association of location data with a specific
vehicle or individual. However, if the same identification number is re-
used for the same consumer on multiple trips, then the consumer’s
history or patterns can potentially be discerned. Conversely, consumers
face little to no privacy risks when location data are stripped of any
identification numbers and aggregated with other consumers’ data
because the data are anonymous, meaning that the data cannot be linked
to an individual at all (see fig. 1). All of the in-car navigation service
companies we examined stated in their disclosures, or in interviews with
us, that they use or share de-identified location data ®

8Personaily identifiable information is information that is linked to a specific individual and
can be used to locate or identify that person; this information includes an individual's
name, aliases, Social Security number, and biometric records.

S\ did not specifically assess the use or sharing of de-identified location data among the
rmobile industry companies.
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Figure 1. E ¥ of De-| i and Privacy Risk A i with L tion-Based Data

De.identification methods
G

Source: GAG.

Accountability: We reported in 2012 and 2013 that companies’
accountability practices varied. For example, all 10 of the in-car
navigation services companies we examined for the 2013 report stated in
their disclosures or in interviews with us that they take steps to protect
location data that they share with third parties. Additionally, some mobile
carriers we examined for the 2012 report said they use their contracts
with third parties they share consumers’ personal data with to require
those third parties to adhere to industry recommended practices for
location data. In the 2013 report, we found that while not disclosed to
consumers, representatives of in-car navigation services companies said
their employees must follow the companies’ internal polices to protect
data, including location data, and some of the representatives further
explained that employees who violate such policies are subject to
disciplinary action and possibly termination, Separately, representatives
from one of the in-car navigation service companies told us that it had
conducted an independent audit of its practices to provide reasonable
assurance that it was in line with company privacy policies. Additionally,
three of the mobile industry companies we examined for the 2012 report
had their privacy practices certified by TRUSTe, a company that helps
companies address privacy issues by cerlifying businesses’ privacy
programs.
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Lacking clear information about how companies use and share
consumers’ location data, consumers deciding whether to allow
companies to collect, use, and share data on their location would be
unable to effectively judge whether their privacy might be violated.

Federal Agencies Have
Taken Actions to Protect
Consumer Privacy

In our September 2012 report on mobile device location data, we reported
that federal agencies that have responsibility for consumer data privacy
protection have taken steps to promote awareness of privacy issues,
such as providing educational outreach and recommending actions aimed
at improving consumer privacy.’® For example, in February 2012, NTIA
prepared a report for the White House on protecting privacy and
promoting innovation in the global digital economy."* The report offered a
framework and expectations for companies that use personal data. The
framework includes a consumer privacy bill of rights, a muiltistakeholder
process to specify how the principles in the bill of rights apply in particular
business contexts, and effective enforcement. in February 2012, FTC
issued a report on privacy disclosures for mobile applications aimed at
children. " This report highlighted the lack of information available to
parents prior to downloading mobile applications for their children and
called on the mobile industry to provide greater fransparency about their
data practices. FTC also issued a consumer privacy report in March 2012
with recommendations for companies that collect and use consumer data,
including location data.*® Finaily, the Department of Justice has

In the 2012 report, we also reported on three regulatory actions in the area of protecting
mobile {ocation data.

""The White House, Consumer Data Privacy In a Networked World: A Framework for
Protecting Privacy and Promoting Innovation in the Global Digital Economy (Washington,
D.C.: Feb. 23, 2012).

2Eaderal Trade Commission, Mobile Apps for Kids: Current Privacy Disclosures are
Disappointing (Washington, D.C.: February 2012).

Brederal Trade Commission, Protecting Consumer Privacy in an Era of Rapid Change:
Rec dations for Busil and Policymakers (Washington, D.C.: March 2012).
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developed guidance on how law enforcement may obtain mobile location
data.

In our 2012 report, we concluded that NTIA and FTC could take additional
actions to further protect consumers. For example, we found that NTIA
had not defined specific goals, milestones, or performance measures for
its proposed multistakeholder process, which consists of different groups
involved with consumer privacy coming together to discuss relevant
issues with the goal of developing codes of conduct for consumer privacy.
Therefore, it was unclear whether the process would address location
privacy. Consequently, we recommended that NTIA, in consultation with
stakeholders in the multistakeholder process, develop specific goals, time
frames, and performance measures for the multistakeholder process to
create industry codes of conduct. In a December 2012 response to our
report, the Department of Commerce (NTIA is an agency of Commerce)
said it disagreed with this recommendation, stating that it is the role of the
stakeholders, not the agency, to develop goals, time frames, and
performance measures for the multistakeholder process. Additionally, the
letter stated that stakeholders had made progress to develop their own
geals, time frames, and performance measures for their efforts to create a
code of conduct for mobile application transparency. We will continue to
monitor NTIA’s efforts in this area.

Additionally, we found that FTC had not issued comprehensive guidance
to mobile industry companies with regard to actions companies should
take to protect mobile location data privacy. Doing so could inform
companies of FTC’s views on the appropriate actions companies should
take to protect consumers’ mobile location privacy. We recommended
that FTC consider issuing industry guidance establishing FTC’s views of
the appropriate actions mobile industry companies could take to protect
mobile location data privacy. In February 2013, FTC issued a staff report
on mobile privacy disclosures; the report provided guidance for mobite
industry companies to consider when disclosing their information
collection and use practices. In particular, the report suggested best
practices for operating systems, application developers, advertising

e, for example, Department of Justice, Executive Office for United States Attorneys
Obtaining and Admitting Electronic Evidence (Washington, D.C.: 2011) and Department of
Justice, Computer Crime and Inteflectual Property Section Criminal Division. Searching
and Seizing Computers and Obtaining Efectronic Evidence in Criminal Investigations
(Washington, D.C.: 2008).
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networks and other third parties, and trade associations and other experts
and researchers. For example, FTC said that operating systems shouid
provide disclosures at the point in time when consumers access location-
based services and obtain their affirmative express consent before
allowing applications to access sensitive content like location data.

Federal Law Addressing
Location Data Privacy Is
Not Comprehensive

Currently, no comprehensive federal privacy law governs the collection,
use, and sale of personal information by private-sector companies; rather,
various federal laws pertain to the privacy of consumers’ data:*

« The Federal Trade Commission Act prohibits unfair or deceptive acts
or practices in or affecting commerce and authorizes FTC
enforcement action.'® This authority allows FTC to take remedial
action against a company that engages in a practice that FTC has
found is unfair or deceives customers. For example, FTC could take
action against a company if it found the company was not adhering to
the practices to protect a consumer’s personal information that the
company claimed to abide by in its privacy policy.

+ The Electronic Communications Privacy Act of 1986 (ECPA), as
amended, sets out requirements under which the government and
providers of electronic communications can access and share the
content of a consumer’s electronic communications.'” ECPA also
prohibits providers of electronic communications from voluntarily
disclosing customer records to government entities, with certain
exceptions, but companies may disclose such records to a person
other than government entities. The act does not specifically address
whether location data are considered content or part of consumers’
records. Some privacy groups have stated that ECPA should
specifically address the protection of iocation data. The act also

BGAO, Information Resellers: Consumer Privacy Framework Needs to Reflect Changes
in Technology and the Marketplace, GAO-13-663 (Washington, D.C.. Sept. 25, 2013).

8An act or practice is unfair if the injury it causes or is likely to cause to consumers is: {1)
substantial; (2) not outweighed by countervailing benefits to consumers or to competition;
and (3) not reasonably avoidable by consumers themselves. 15 U.S.C. §45 A
representation, omission, or practice is deceptive if: (1) it is likely to mislead consumers
acting reasonably under the circumstances; and (2) it is material, that is, likely to affect
consumers’ conduct or decisions with respect to the product at issue. See e.g., Federal
Trade Commission v. Patriot Alcohol Testers, inc., 798 F. Supp. 851 (D. Mass. 1892).

See, 6.9, 18 U.S.C. §§ 2702, 2511,
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provides legal procedures for obtaining court orders to acquire
information relevant to a faw enforcement inquiry.

« The Communications Act of 1934 (Communications Act), as
amended, imposes a duty on telecommunications carriers to secure
information and imposes particular requirements for protecting
information identified as customer proprietary network information
(CPNI), including the location of customers when they make
calls."®The Communications Act requires that companies obtain
express authorization from consumers before they access or disclose
calt ocation information, subject to certain exceptions.” Carriers must
also comply with FCC rules implementing the E911 requirements of
the Wireless Communications and Public Safety Act of 1999,%0
including providing location information to emergency responders
when mobile phone consumers dial 911.%

We have previously concluded that the current privacy framework
warrants reconsideration in relation to a number of issues. In our 2013
report on consumer data collected and shared by information resellers?,
we found that changes in technology and the marketplace have vastly
increased the amount and nature of personal information, including
location data that are collected, used, and shared. We reported that while
some stakeholders’ views differed, the current statutory framework does
not fully address these changes. Moreover, we reported that while current
laws protect privacy interests in specific sectors and for specific uses,
consumers have little control over how their information is collected, used,
and shared with third parties. This includes consumers’ ability to access,
correct, and controf their personal information used for marketing, such as
location data, and privacy controls related to the use of new technoiogies
and applications, such as mobile and in-car navigation devices. In 2012,

BCPNI includes information that relates to the quantity, technical configuration, type,
destination, location, and amount of use of a telecommunications service as well as
information contained in the bills pertaining fo telephone service. As the Communications
Act requirements for CPNI apply only to carriers, they would not apply to other types of
companies that collect and use mobile phone location data, such as application
developers. 47 U.S.C. § 222(f), (h).

947 U.8.C. §222(f)(1).

20pyb. L. No. 106-81 (Oct. 26, 1999).

2147 C.F.R. §20.18.

2GA0-13-863.
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FTC and NTIA called on Congress to pass data privacy legisiation that
would provide a minimum level of protection for consumer data, including
location data. Some Members of Congress have introduced legislative
proposals that address the privacy of consumers’ location data.?®

Chairman Franken, Ranking Member Flake, and Members of the
Subcommittee, this concludes my prepared remarks. | am happy to
respond to any questions that you or other Members of the Subcommittee
may have at this time.

GAO Contact and
Staff
Acknowledgement

(543344)

For questions about this statement, please contact Mark L. Goldstein,
Director, Physical Infrastructure Issues, at (202) 512-2834 or
goldsteinm@gao.gov. In addition, contact points for our Offices of
Congressional Relations and Public Affairs may be found on the last page
of this statement. Individuals who made key contributions to this
statement include Andrew Von Ah (Assistant Director), Michael Clements,
Roshni Davé, Colin Fallon, Andrew Huddleston, Lori Rectanus, and
Crystal Wesco.

Hgee g, 8 2171, 113" Cong, {2014); S. 639, 113" Cong. (2013); H.R. 1312, 113"
Cong. (2013).
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Introduction

Chairman Franken, Ranking Member Flake, and distinguished Members of the Subcommittee, my name
is Brian Hill and T thank you for the opportunity to appear before the Subcommittee to testify about law

enforcement’s support of the Location Privacy Protection Act of 2014.

Background and Expertise in Cyberstalking Investigations
I am a Detective with the Criminal Investigations Division (CID) of the Anoka County Sheriff’s Office in

Minnesota. | have been working in my role as a Detective with the Criminal Investigations Division since
2008 and am responsible for the investigation of domestic violence and criminal sexual conduct cases,
suspicious deaths, homicides, missing persons, and fatal motor vehicle accidents occurring in our county.
We serve the fourth most populous county in Minnesota and have developed an extensive digital forensics

tab which is one-of-its-kind in our state.

I am a Computer/Mobile Device Forensic Examiner/Investigator trained by the Minnesota Burcau of
Criminal Apprehension, the Federal Bureau of Investigation, and the Secret Service. I have a Cell Phone
Technology and Forensic Data Recovery Certification (CTF), Advanced Cellular Technology &
Smartphone Forensics Certification (+SMART), Access Data Bootcamp Certification (FTK), Access Data
Certified Examiner (ACE) and Access Data Mobile Examiner (AME). [ am a member of the High
Technology Crime Investigators Association (HTCIA). I also serve on the Board of Directors of the

Minnesota Chapter of HTCIA as the 1% Vice President. Additionally, I served in the Air Force Reserves

1
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from 1997 to 2006 in the 96th Airlift Squadron and was deployed from March 2003 to March 2005 for the

wars in Iraq and Afghanistan.

GPS “Stalking Apps”: Widespread, Serious Safety Threat

The use of “stalking apps™ to perpetrate cyberstalking poses setious safety risks to victims of domestic

violence.

I worked with a victim a couple years ago where she suspected that her estranged boyfriend must have put
some type of spyware on her phone. She stated that he would know things about private conversations
that she had over the phone and in text messages. Also he would show up randomly at locations where
she was. I did an exam of her phone and was unable to get a full data extraction off of the phone and
unable to determine if there was any spyware, Later, she brought in her computer for me to look at and |
was able to find that the program FlexiSPY was accessed on the computer. I was then able to show that
the program was installed on her phone and was able to work with her to get a new phone and set up new

email accounts on a safe computer.

After stealth cyberstalking has begun, regaining safety is a difficult and expensive process for victims.

On top of the trauma of surviving domestic abuse, victims are economically and socially impacted. They
often must buy new phones, computers, and other technological equipment to be rid of the stealth stalking
apps — although there are never any guarantees. Additionally, as we all become more accustomed to using
our phones to work, bank, text, email, access social media, search the internet, and pay bills, stealth
cyberstalking not only financially impacts victims, but can serve as a tool to isolate victims from all of the
functions and social connections their phones provide — including isolating them from being able to reach
out to domestic vielence advocates or law enforcement. If victims want to be rid of stealth stalking apps
they must create new email accounts and change all passwords and security questions ~ although, again,
there are never any guarantees. It is terrifying for victims to know that they will never really know if the
stealth stalking apps are gone or if they will reappear after being removed. This means victims’ privacy
and peace of mind continue to be violated, often long after they have bought new phones or changed their

passwords.

These harrowing victim experiences are more and more commonplace through the proliferation of
stalking apps. As I have been performing digital forensic examinations since 2008, I continue to discover

new apps, especially as they become cheaper and more readily available. For instance, our office is

2
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currently investigating an attempted murder in the context of domestic violence. When we examined the
victim’s phone, we discovered Ti-spy, running in stealth mode on her mobile device. Ti-Spy is an internet
company that advertises itself as parental monitoring software. The software costs just $7 per month and
can be installed on any Android smartphone. The software advertises that it can track text messages, calls,
GPS locations, and basically access any data contained on the phone that the software has been installed

on.

As in the case of discovering Ti-spy, 1 typically become engaged in a forensic investigation after victims,
their domestic violence advocates or law enforcement detect the unsettling signs of digital wrongdoing.
They notice a pattern of the abuser knowing all kinds of information about where a victim is and what she
is doing, when there is no way the abuser should know those things. In the last 3 years, the mobile
forensic examinations I conduct have increased exponentially — by 220%! — and I only investigate felony
level domestic violence crimes in just one out of 87 counties in Minnesota. We currently average 30

forensic exams per month, again only on felony level cases.

Lack of Resources & Awareness Undercut Law Enforcement Response to Cyberstalking

While my department deals with only felony cases, stalking apps are frequently used in misdemeanor and
gross misdemeanor domestic violence cases. Most local law enforcement, however, do not have the
resources, staffing time, training, or forensic equipment to examine mobile devices for GPS stalking apps

operating in stealth mode.

Investigating cyberstalking is labor intensive and requires expensive specialized equipment. Anoka
County is fortunate to have eight tools we use for forensic examinations.> Anoka County also has

dedicated staff to perform the investigations.

Other law enforcement agencies may have one exam tool, at best, and little to no dedicated staff time to
conduct the forensic examinations. If agencies rely on just one tool or rely only on what is visible on a
victim’s phone, they are potentially receiving just 5% of the data off a phone and thus, losing a large
amount of potential evidence that can be helpful in keeping victims safe. Because of Anoka County’s

resources, we frequently have detectives and domestic advocates from other counties requesting that we

! Anoka County Mobile Phone Exams as reported by the Anoka County Sheriff’s Office: 2011 — 171 exams; 2012 — 240
exams; 2013 — 377 exams; 2014 YTD through April ~ 119 exams.

* Katana — Lantern; Cellebrite Ultimate — UFED TOUCH; Cellebrite - Classic; Susteen — Secure View; Microsystemation ~
XRY; Oxygen Forensics Suite; Accessdata ~ MPE Plus; Paraben — Device Seizure,
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perform exams for cases in other jurisdictions. In fact, federal agencies have also asked us to perform

forensic exams for them.

This resource problem is so widespread that in a recent survey conducted by the Minnesota Coalition for
Battered Women in conjunction with Minnesota Court Administration, advocates indicated that
cyberstalking was the number one priority for law enforcement training in the protective order context.
Because technology is frequently used to stalk victims and violate protective orders, law enforcement’s

awareness and capacity to respond to victim reports is key to safety and accountability.

To address the need for training on cyberstalking, I have worked closely with the Minnesota Coalition for
Battered Women, and its 80+ member programs, in developing and conducting several trainings and
curricula. Since 2009, I have trained over 3,000 domestic and sexual assault advocates, prosecutors,
Jjudges, general crime advocates, corrections officers, law enforcement, and community members in
Minnesota and around the country. The trainings have focused on (1) the use of technology in intimate
partner stalking; (2) securing and gathering evidence in technology assisted crimes; and (3) the use of

technology in violations of protective orders.

Our efforts have borne fruit, but strained resources and a lack of awareness continue to undercut law
enforcement’s ability to recognize and respond to domestic violence victims’ increasing reports of
cyberstalking. This erodes victim trust in the criminal justice system. A common abuser tactic in domestic
violence is to convince the victim she is crazy. There are few things that will drive you crazy more than a
victim reporting that she believes he is using stealth stalking apps only to be told: we don’t believe you or
we don’t have the resources to examine your phone. When law enforcement can’t effectively identify and

respond to cyberstalking reports, victims stop reporting the crimes and abusers win.

A Meaningful Solution to Cyberstalking: The Location Privacy Protection Act of 2014

The Location Privacy Protection Act of 2014 is a major step in addressing the proliferation of stalking
apps in the context of domestic violence, by banning the development, operation, and sale of GPS stalking
apps. This is important because in order to combat this issue we need to go after the companies that make
and market these applications. It comes down to economics, and if we make it unprofitable for the

companies to make these programs, then we can help ensure that abusers don’t have access to them.
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Secondly, the bill supports victim safety by requiring that stalking apps running in stealth mode alert the
user and request permission to run. It requires that all apps get permission to collect or share location
information, making sure that a stalking app can’t disguise itself as an employee, or family tracking app ~

or simply as a flashlight app.

In my opinion, the most important part of the Location Privacy Protection Act of 2014 is that apps will be
required to notify the user a second time — 24 hours or seven days after installation — about the tracking
implications. This allows for a victim to be notified when the perpetrator doesn’t have access to the
phone. If this notice only applied to stalking applications, they would just simply change the name of the
app or market it in a different way. Just like in human trafficking when Craigslist no longer allowed
certain ads, the company backpages.com emerged and began to offer those ads. This Act would address

such evasion of the law.

Finally, the Act will bring national public awareness to this serious and widespread issue by requiring that
the federal government gather more information about GPS stalking, facilitate reporting of GPS stalking,
and prioritize training grants for law enforcement.

T urge you to support the Location Privacy Protection Act of 2014.

Thank you again to the committee for reviewing my testimony and for your support of law enforcement’s

efforts to keep domestic violence victims and our communities safe.
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Chairman Franken, Ranking Member Flake, and Members of the Subcommittee, good
afternoon and thank you for the opportunity to speak at this important hearing.

My name is Lou Mastria. I am Executive Director of the Digital Advertising Alliance
(“DAA”) and I am pleased to report to the Committee on industry’s success in providing
consumers with transparency and choice online with respect to data collection and use and the
substantial progress of our Self-Regulatory Program in extending these consumer friendly
standards to mobile environments.

The DAA is a non-profit organization founded by the leading advertising and marketing
trade associations including the Association of National Advertisers (“ANA”), the American
Association of Advertising Agencies (“4As™), the Direct Marketing Association (“DMA”), the
Interactive Advertising Bureau (“IAB™), the American Advertising Federation (“AAF™), and the
Network Advertising Initiative (“NATI™), in consultation with the Council of Better Business
Bureaus (“CBBB”). These organizations came together in 2008 to start developing the Self-
Regulatory Principles for Online Behavioral Advertising, which were extended in 2011 beyond
advertising to cover the collection and use of Multi-Site Data across non-Affiliate sites over
time, and then again extended in July 2013 to provide guidance for data collection in mobile
environments. The DAA was formed to administer and promote these responsible and
comprehensive Self-Regulatory Principles for online data collection and use.

We believe the DAA is a model example of how interested stakeholders can collaborate
across the ecosystem to provide meaningful and pragmatic solutions to complex privacy issues,
especially in areas as highly dynamic and evolving as mobile advertising. In my testimony, 1

will describe the benefits of digital advertising and self-regulation and how the industry, through
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the DAA, provides consumer-friendly privacy standards in a way that also ensures the continued
vibrancy of the Internet and our nation’s place as the global leader in the data-driven economy.
I. Benefits of Digital Advertising

The Internet is a tremendous engine of economic growth. It has become the focus and a
symbol of the United States’ famed innovation, ingenuity, inventiveness, and entrepreneurial
spirit, as well as the private-sector venture funding and the advertising support that follows.
Simply put: the Internet economy and the interactive advertising industry create jobs. A 2012
study found that the Internet economy supports the employment of more than five million
Americans, contributing an estimated $530 billion, or approximately 3%, to our country’s GDP.!
There is Internet employment in every single state.” Another recent study, commissioned by
DMA’s Data-Driven Marketing Institute (“DDMI”) and conducted independently by Professors
John Deighton of Harvard Business School and Peter Johnson of Columbia University, and
entitled “The Value of Data: Consequences for Insight, Innovation & Efficiency in the U.S.
Economy” (“Value of Data™), quantifies the value data has to our economy. The Value of Data
study found that the Data-Driven Market Economy (“DDME”) added $156 billion in revenue to
the U.S. economy and fueled more than 675,000 jobs in 2012 alone. The study also found that
an additional 1,038,000 jobs owe part of their existence to these DDME jobs. The study
estimated that 70% of the value of the DDME — $110 billion in revenue and 475,000 jobs
nationwide — depends on the ability of firms to share data across the DDME.

Advertising fuels this powerful Internet economic engine. The support provided by

online advertising is substantial. In 2013, Internet advertising revenues reached a new high of

! Professor John Deighton, Harvard Business School, Economic Value of the Advertising-Supported Internet
Ecosystem, at 81 (September 2012), available at http:/www.iab.net/media/file/iab_Report_September-24-
2012 _4¢lr vi.pdf (last visited May 12, 2014).

* Id. at 66.
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$43 billion, an impressive 17% higher than 2012°s full-year number.” Innovation and growth in
mobile has helped lead the way in the ad-supported ecosystem’s positive impact on the American
and global economies. Mobile advertising in the United States totaled $7.1 billion during FY
2013, a 110% increase from the prior year total of $3.4 billion, with strong growth taking place
across formats, including search, display, and messaging. Mobile now accounts for 17% of total
digital ad revenue.

Because of advertising, consumers can access a wealth of online and mobile resources at
low or no cost. Revenue from online and mobile advertising enables e-commerce and subsidizes
the cost of content and services that consumers value, such as digital newspapers, blogs, social
networking sites, mobile applications, email, and phone services. These advertising-supported
resources have transformed our daily lives.

Interest-based advertising is an essential form of online and mobile advertising.
Consumers are likely to find interest-based advertisements more relevant to them, and
advertisers are more likely to attract consumers that want their products and services. Interest-
based advertising is especially vital for small businesses because it is efficient. Smaller
advertisers can stretch their marketing budgets to reach consumers who may be interested in their
offerings. Smaller website publishers that cannot afford to employ sales personnel to sell their
advertising space, and may be less attractive to large brand-name advertising campaigns, can
increase their revenue by featuring advertising that is more relevant to their users. In turn,
advertising-supported resources help other small businesses to grow. Small businesses can use
free or low-cost online tools, such as long-distance calling, and networking services, to help

them run their companies.

® Interactive Advertising Bureau 2013 Internet Advertising Report (April 2014) (reporting resulis of
PricewaterhouseCoopers study), available at http://www.iab.net AdRevenueReport (last visited on May 12, 2014).
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1L Benefits of Industry Self-Regulation

The DAA’s commitment to self-regulation has put us at the forefront of new consumer
protection initiatives. The DAA believes that self-regulation is the appropriate approach for
addressing the interplay of privacy and online and mobile advertising practices. We believe that
our approach has been successful in addressing consumer concerns while ensuring that the U.S,
Internet economy remains vibrant., Self-regulation provides industry with a nimble way of
responding to new challenges presented by the evolving Internet ecosystem, which is particularly
important for nascent markets like mobile. For our information-driven economy to thrive and
continue as an engine of job creation, self-regulation led by industry codes of conduct is the ideal
way to balance privacy and innovation.

Based on the DAA’s commitment to advancing industry self-regulation, we are
concerned about some of the proposals put forward by the Administration and the Federal Trade
Commission in their respective consumer data privacy frameworks.® In particular, both the
Administration and the Federal Trade Commission have called for comprehensive legislation in
the area of consumer data privacy. The DAA does not believe that such new legislation is
needed at this time. The DAA is concerned that laws and regulations are inflexible and can
quickly become outdated in the face of extraordinarily rapidly-evolving technologies. When this
occurs, legislation thwarts innovation and hinders economic growth.

Laws and regulations can also serve as a disincentive to the marketplace to innovate in
the area of privacy. Companies are increasingly offering consumers new privacy features and
tools such as sophisticated preference managers, persistent opt outs, universal choice

mechanisms, and shortened data retention policies. These developments demonstrate that

* The White House, Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and
Promoting Innovation in the Global Digital Economy (February 2012); Federal Trade Commission, Protecting
Consumer Privacy in an Era of Rapid Change: Recc dations for Busi and Policymakers (March 2012).
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companies are responsive to consumers and that companies are focusing on privacy as a means
to distinguish themselves in the marketplace. The DAA believes that this impressive
competition and innovation should be encouraged. New laws or rules could impede future
developments or discourage companies from continuing to compete over privacy features. We
believe that the DAA program, which industry has already invested millions of dollars to
develop, is clearly one of the most successful and fastest-developing self-regulatory systems in
U.S. history and should be allowed to continue to flourish without unneeded governmental
intervention or legislation at this time.
HIL The DAA

As the DAA was convened, its goal was to provide greater transparency and control to
consumers with respect to their Web viewing data while preserving these incredible benefits to
consumers and our economy. Since 2008, the DAA has worked with a broad set of stakeholders
with significant input from businesses, consumers, and policy makers to develop a program
governing the responsible collection and use of Web viewing data. This work led to the
development of the groundbreaking Self~Regulatory Principles for Online Behavioral
Advertising (“Principles™), released in 2009, and the Self-Regulatory Principles for Multi-Site
Data (“MSD Principles™), released in 2011. DAA evolved again to provide guidance with
release of the Application of Self~Regulatory Principles to Environments (“Mobile Guidance™) in
2013.

The DAA approach provides consumers choice with respect to collection and use of their
Internet viewing data while preserving the ability of companies to responsibly deliver services
and continue innovating. This approach allows consumers to enjoy the incredibly diverse range

of Web sites by preserving the responsible data flows that support these offerings and that fuel
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our nation’s economy. The DAA approach also provides heightened safeguards for the
collection and use of sensitive data.

The successful approach taken by the DAA led to an event in February 2012 at the White
House where the Chairman of the Federal Trade Commission (“FTC”), the Secretary of
Commerce, and White House officials publicly praised the DAA’s cross-industry initiative. The
White House recognized our Self-Regulatory Program as “an example of the value of industry
leadership as a critical part of privacy protection going forward.™ Since the White House event,
the DAA’s further work in releasing the MSD Principles and Mobile Guidance has garnered
additional praise, including from FTC Commissioner Ohlhausen who has stated that the DAA “is
one of the great success stories in the [privacy] space.”®

The DAA Principles apply broadly to the diverse set of actors that work interdependently
to deliver relevant advertising intended to enrich the consumer digital experience, and to foster
consumer-friendly privacy standards that are to be applied throughout the ecosystem. The
Principles were developed over a year-long period in which broad consensus was reached among
the key constituencies of the Internet community. These Principles call for (1) enhanced notice
outside of the privacy policy so that consumers can be made aware of the companies they
interact with while using the Internet, (2) the provision of choice mechanisms, (3) education, and
(4) strong enforcement mechanisms. Together, these Principles increase consumers’ trust and
confidence in how information is gathered online and in mobile environments and how it is used

to deliver advertisements based on their interests. The Principles also restrict the collection of

* Speech by Danny Weitzner, We Can’t Wait: Obama Administration Calls for A Consumer Privacy Bill of Rights
Jor the Digital 4ge (February 23, 2012), available at http://www.whitehouse.gov/blog/2012/02/23/we-can-1-wait-
obama-administration-calls-consumer-privacy-bill-rights-digital-age (last visited June 3, 2014).

¢ Katy Bachman, FTC's Ohlhausen Favors Privacy Self-Regulation {June 3, 2013), available at
http://www.adweek.com/news/technology/ftes-ohlhausen-favors-privacy-self-regulation-130036 (last visited June 3,
2014).
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sensitive data and the use of all data for specified eligibility purposes including employment;
credit; healthcare treatment; and insurance and underwriting and pricing. These same

safeguards are also part of the Mobile Guidance.

A. Consumer Disclosure through the DAA Icon [

The DAA program has developed a universal icon to give consumers transparency and
control with respect to interest-based ads. The icon provides consumers with notice that
information about their online interests is being gathered to customize the Web ads they see.
Clicking the icon also takes consumers 1o a centralized choice tool that enables consumers to opt
out of this type of advertising by participating companies.

The icon is served globally more than one trillion times each month on or next to Internet
display ads, websites, and other digital properties and tools covered by the program. This
achievement represents an unprecedented level of industry cooperation and adoption. The DAA
is building products to provide the same level of transparency in the mobile environment.

B. Consumer Control

At DAA’s www.aboutads. info website and accessible from the companion
www. YourAdChoices.com educational website, the DAA program makes available a choice
mechanism that unites the opt-out mechanisms provided by more than 115 different third-party
ad technology companies participating in the program. The choice mechanism offers consumers
a “one-click™ option to request opt outs from all participants or allows a user to make choices
about specific companies. Consumers are directed to aboutads.info not only from DAA icon-
based disclosures on or around ads, but from other forms of website disclosure. In 2012, the

DAA also introduced a suite of browser plug-ins to help ensure the persistency of these choices.
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Since program launch, there have been more than 30 million unique visitors to the DAA
program Web sites. Over three million unigue users have exercised choice using the integrated
opt-out mechanism provided at AboutAds.info. Many users visit DAA program Web sites, leam
about their choices, and ultimately choose not to opt out. This shows that once consumers
understand how online advertising works, many prefer to receive relevant ads over irrelevant
ads. Research supports this proposition. A recent poll of U.S. consumers shows that 68 percent
of Americans prefer to get at least some Internet ads directed at their interests and 40 percent of
Americans prefer to get all their ads directed to their interests.”

C. Consumer Education

The DAA is also committed to consumer education. The DAA launched a dedicated
educational site at www. YourddChoices.com to provide easy-to-understand messaging and
informative videos explaining the choices available to consumers, the meaning of the DAA icon,
and the benefits they derive from online advertising. Companies participating in the DAA
program have donated voluntarily more than four billion impressions to support an educational
campaign for www. YourddChoices.com. More than 15 million unigue users have visited this
site. This site also provides access to the DAA’s user choice mechanism. The combination of
the educational campaign and the ubiquitous availability of the DAA icon have significantly
increased consumer usage of the DAA program tools.

D. Accountability

For the past 40 years, the advertising industry has distinguished itself through its self-
regulatory systems for independent oversight of compliance and public reporting of enforcement

actions, In keeping with this tradition, a key feature of the DAA Self-Regulatory Program is

7 Interactive Survey of U.S. Adults commissioned by the DAA (April 2013), available at
http://www.aboutads.info/DAA-Zogby-Poll.
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independent accountability. All of the DAA’s Self-Regulatory Principles are backed by the
robust enforcement programs administered by the Council of Better Business Bureaus (“CBBB™)
under the policy guidance of the Advertising Self-Regulatory Council (ASRC), and by the DMA
under its Guidelines for Ethical Business Practice. A more detailed description of how these
programs work is included in Appendix 1.

E. Application of Self-Regulatory Principles to the Mobile Environment

The DAA Self-Regulatory Program has adapted over time and we expect this evolution
to continue with changes in the marketplace driven by technological advancements and evolving
consumer preferences. In July 2013, the DAA issued new implementation guidance addressing
certain operations across a variety of channels including mobile (the “Mobile Guidance™), This
guidance brings the same consumer privacy safeguards operating in the online environment to
mobile web and mobile applications. The Mobile Guidance explains how the Self-Regulatory
Principles apply to certain data practices that may occur on mobile or other devices.

Stakeholders representing all major elements of the mobile ecosystem participated in the
development of this guidance. The guidance describes how the Self-Regulatory Principles apply
to the mobile web environment and to the application environment, including to what the DAA
calls “Cross-App” data ~ data collected from a device across non-Affiliated applications over
time. In April 2014, the DAA issued detailed guidance for displaying the DAA icon in mobile
environments. The DAA has now turned its work with DAA stakeholders to develop and
implement a companion transparency and choice mechanism for Cross-App Data. In the coming
months, the DAA will release a new choice tool that will offer consumers an unprecedented level
of control over data collection across applications on a device. DAA expects this choice

mechanism to be operational in 2014. Once available, the DAA will announce to covered
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companies that this guidance is effective and enforceable. Any entity engaged in the collection
and use of Cross-App Data after the effective date established by the DAA will be subject to the
DAA accountability mechanisms for engaging in practices that do not adhere to the Self-
Regulatory Principles.

F. Precise Location Data

The DAA program requires companies to adhere to stringent requirements for location
data gathered in mobile environments. These requirements include consent for collection and the
provision of enhanced transparency.

The Mobile Guidance squarely addresses control over Precise Location Data — data
obtained from a device about the physical location of that device that is sufficiently precise to
locate a specific individual or device — requiring entities collecting such data to obtain
consumers’ consent, or obtain reasonable assurances that the app developer or owner has
obtained consent to the third party’s data collection, use, and transfer. In addition, the DAA
program requires companies to provide an easy-to-use tool to withdraw consent at any time.

The Mobile Guidance further calls for entities to provide clear, meaningful, and
prominent notice regarding their collection and use of Precise Location Data. An app provider -
also known as a First Party — must include in the notice the fact that Precise Location Data is
transferred to or collected by a Third Party and instructions for accessing and using a consent
tool. Third Parties must include these same disclosures, as well as the uses of Precise Location
Data, such as whether it will be transferred to a non-Affiliate, and must display the notice on
their web sites or the applications from or through which they collect Precise Location Data.

First Parties are called upon to provide enhanced notice — outside of the privacy policy ~

of Third Parties’ collection and use of Precise Location Data from or through a First Party’s
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application. This enhanced notice must be made (a) as part of the downloading process; (b) at
the time that the app is first opened; or (¢) at the time the data is collected. First Parties must
also provide a link to their disclosures through the enhanced notice process as well as in the
application’s settings or privacy policy.
I11. Conclusion

The DAA has championed consumer control that both accommodates consumers’ privacy
preferences and supports companies’ ability to continue innovating and responsibly delivering
the products and services desired by consumers. We appreciate the opportunity to be here today.

I am pleased to answer any questions that you may have.

* % k

11
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APPENDIX I: ACCOUNTABILITY PROGRAMS

The CBBB Accountability Program builds on the successful track records of the other
ASRC programs: the National Advertising Division, operating since 1971; the Children’s
Advertising Review Unit, operating since 1974; and the Electronic Retailing Self-Regulation
Program, operating since 2004. These programs feature independent monitoring; public
reporting of decisions; and referral to government agencies, often to the FTC, of any uncorrected
non-compliance. They have extremely high voluntary compliance rates. In fact, over 90 percent
of companies voluntarily adopt the recommendations of these programs. Those companies that
fail to comply or refuse to participate in the self-regulatory enforcement process are referred
publicly to the appropriate government agency for further review.

The CBBB administers its Interest-Based Advertising Accountability Program under the
ASRC self-regulatory policy guidance and procedures. Because of the highly complex, technical
and interdependent nature of interest-based advertising, the Accountability Program receives a
weekly privacy dashboard report based on independent data about more than 250 companies’
compliance with various requirements of the Principles. The Accountability Program’s technical
staff analyzes these data and independently performs further research to determine whether there
may be a violation of the Principles warranting formal inquiry. Like other ASRC programs
administered by the CBBB, the CBBB Accountability Program also finds potential cases through
its own staff monitoring and investigation, by analysis of consumer complaints and reviews of
news stories and technical reports from academics and advocacy groups. Where there is a
potential compliance issue, the CBBB initiates formal inquiries and works to ensure the company
understands the Principles and voluntarily implements the requirements of the Principles. At the

end of the process, the CBBB Accountability Program issues a public decision, which details the
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nature of the inquiry, the Accountability Program’s conclusions, any recommendations for
correction, and includes a statement from the company in question regarding its implementation
of the recommendations. A press release is also issued.

The CBBB’s Accountability Program has brought 33 cases since November 2011, The
CBBB Accountability Program has focused its inquiries on the key concepts of transparency and
choice under the DAA’s Self-Regulatory Principles. In its initial round of cases, the
Accountability Program investigated whether companies were correctly and reliably providing
consumers with an effective choice mechanism. Cases involved defective links to opt-out
mechanisms and transparency that was deficient or otherwise lacking.

The DMA’s enforcement program likewise builds on a long history of proactive and
robust self-regulatory oversight. The DMA’s longstanding Guidelines for Ethical Business
Practice (“Guidelines”) set out comprehensive standards for marketing practices, which all DMA
members must follow as a condition of membership. The DAA Self-Regulatory Principles are
incorporated into these Guidelines.

The DMA’s Committee on Ethical Business Practice examines practices that may violate
DMA Guidelines. To date, the DMA Guidelines have been applied to hundreds of marketing
cases on a variety of issues such as deception, unfair business practices, personal information
protection, and online behavioral advertising, In order to educate marketing professionals on
acceptable marketing practices, a case report is regularly issued which summarizes questioned
direct marketing promotions and how cases were administered. The report also is used to
educate regulators and others interested in consumer protection issues about the DMA

Guidelines and how they are implemented.

13
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The Committee on Ethical Business Practice works with both member and non-member
companies to gain voluntary cooperation in adhering to the guidelines and to increase good
business practices for direct marketers. The DMA Corporate Responsibility team and Ethics
Committee receive matters for review in a number of ways: from consumers; member
companies; non-members; or, sometimes, consumer protection agencies. Complaints are
reviewed against the Guidelines and Committee members determine how to proceed. Ifa
potential violation is found to exist, the company will be contacted and advised on how it can
come into full compliance.

Most companies work with the Committee to cease or change the questioned practice.
However, if a member company does not cooperate and the Committee believes there are
ongoing Guidelines violations, the Committee can recommend that action be taken by the Board
of Directors and can make case results public. Board action could include censure, suspension or
expulsion from membership, and the Board may also make its actions public. If a non-member
or a member company does not cooperate and the Committee believes violations of law may also
have occurred, the case is referred to federal and/or state law enforcement authorities for review.

The CBBB and DMA programs demonstrate the success of self-regulation and its many
benefits, including the ability for the regulatory apparatus to evolve to meet new challenges.
Importantly, accountability under the Principles applies to all members of the advertising

ecosystem, not merely “members” of the various organizations.

14
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Introduction

Good afternoon Chairman Franken, Ranking Member Flake and members of
the subcommittee. My name is Sally Greenberg and I am the Executive Director of
the National Consumers League (NCL).! Founded in 1899, NCL is the nation’s
pioneering consumer organization. Qur non-profit mission is to advocate on behalf
of consumers and workers in the United States and abroad, I appreciate this
opportunity to appear before the subcommittee to speak in supportof S. 2171 and |
applaud you for considering this critically important consumer privacy protection

bill.

The Right to Privacy is a Bedrock Principle of American Democracy

Supreme Court Justice Louis Brandeis - who served as NCL’s general counsel
- noted in a landmark 1928 decision that the right to privacy is “the most
comprehensive of rights, and the right most valued by civilized men."? We could not
agree more. NCL believes that privacy is a cornerstone of consumer protection and a

fundamental human right.

According to a Consumer Reports poll from 2012, most consumers are "very

concerned" about Internet firms selling information about them without their

1 The National Consumers League, founded in 1899, is America's pioneer consumer organization. Qur
non-profit mission is to protect and promote social and economic justice for consumers and workers
2 Olmstead v. United States, 277 U.S. 438 {1928) (Brandeis, L., dissenting). Online:
http://www.law,cornell.edu/supremecourt/text/277/438#writing-USSC CR 0277 0438 ZD
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permission. The poll found that 71% of consumers were very concerned about
online data collection, while 65% were worried about the way smartphone apps
could access their personal contacts, photos, location and other data without their
permission.3 A Los Angeles Times poll showed similar resulits; 82% of Californians
were very or somewhat concerned about Internet and smartphone firms collecting

their information.*

As new technologies, products, and services are introduced into the
marketplace, their ability to gather information and share data broadly without
sufficient privacy rules and protections in place is of great concern. This is why NCL
supports S. 2171, the Location Privacy Protection Act of 2014, which will put in

place a privacy protection regime that is adapted to today’s mobile data ecosystem.

This bill proposes a modest approach to protecting consumer privacy and
includes exceptions for parental rights, national security, law enforcement or other
discrete circumstances. We support affirmative consumer consent prior to the
collection of location information and disclosure about the purpose of such
collection and the uses of that information. Consumers must have coﬁtrol over
whether and how their location information is used, particularly if it is to be used

for purposes other than those for which it was originally obtained. We also believe

3 Sarno, David. “Consumer Reports, Times polls find broad data privacy concerns,” The Los Angeles
Times. April 3, 2012, Online: http://articles.latimes.com/2012 /apr/03/business/la-fi-tn-consumer-
reports-privacy-20120403

41d.
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that consumers should have a private right of action to obtain redress when

breaches of their privacy occur.

Privacy Breaches Threaten Trust in Location-Based Services

The ubiquity of smartphones, tablets and other mobile devices has
dramatically changed the way consumers interact with the digital world. There is no
question that consumers love the convenience and functionality of the array of apps
and other mobile technologies available to them today. Thanks to the widespread
use of location data, enabled by technologies such as GPS, consumers can now
navigate to their favorite coffee shops, discover the closest sushi restaurant and be
more easily located by emergency response providers. This technology has clearly

provided immense consumer benefits.

The wide adoption of location-aware devices has also spawned a growing
industry. In May 2011, only 35% of American adults owned smartphones. Today,
58% of adults own them.5 Marketers are increasingly cashing in on the treasure
trove of location data that the proliferation of such devices has created. According to
one study, the $3.9 billion currently spent on “geo-targeted” mobile advertising

tailored to a user’s precise location is likely to grow to $9.1 billion by 2017.6

5 Smith, Aaron. Smartphone Ownership 2013. june 5, 2013. Online:
hitp.//www.pewinternet.org/2013/06/05/smartphone-ownership-2013/

6 BIA/Kelsey. “BIA/Kelsey Forecasts U.S. Mobile Local Ad Revenue to Reach $9.1 Billion in 2017,”
Press Release. April 4, 2013. Online: http://www.biakelsey.com/Company/Press-Releases/130404-
U.S.-Mobile-Local-Ad-Revenues-to-Reach-$9.1-Billion-in-2017.asp
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As the collection and use of location data has become an integral part of the
mobile ecosystem, so too has consumer concern over the use - and misuse - of
these data. Consumers place»special value on their location data. They are less
comfortable sharing this information with people they don’t know and they want
more control over it.” This should not be surprising. Unlike location data gained
from a non-mobile device, such as a desktop computer, data from mobile devices is
inherently personal and can be used to learn and possibly disclose information that
in many cases consumers would rather be kept private. Supreme Court Justice
Sotomayor underscored the sensitivity of location data in her concurring opinion in

U.S. v. Jones when, quoting from an earlier New York case, she wrote:

“Disclosed in [GPS] data... will be trips the indisputably private nature of which
takes little imagination to conjure: trips to the psychiatrist, the plastic surgeon,

the abortion clinic, the AIDS treatment center, the strip club, the criminal

7 See, e.g, Janice Y. Tsai, Patrick Kelley, Paul Drielsma, Lorrie Cranor, Jason Hong, Norman Sadeh,
Who's viewed you?: the impact of feedback in a mobile location-sharing application, Conference on
Human Factors in Computing Systems: Proceedings of the 27th international conference on human
factors in computing systems (2009),
http://www.cs.cmu.edu/~sadeh/Publications/Privacy/CHI2009.pdf; Sunny Consolvo, lan E. Smith,
Tara Matthews, Anthony LaMarca, Jason Tabert, and Pauline Powledge, Location Disclosure to Social
Relations: Why, When, & What People Want to Share, CHI '05: Proceedings of the SIGCHI conference
on human factors in computing systems (2005}, www.placelab.org/publications/pubs/chi05-

locDisSocRel-proceedings.pdf.
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defense attorney, the by-the- hour motel, the union meeting, the mosque,

synagogue or church, the gay bar and on and on.”®

While reputable businesses may recognize and respect the sensitivity of
location data, the rules that govern use of these data are largely voluntary. In
addition, there are significant loopholes and confusion regarding the applicability of
current laws to sensitive location data. We need only look to the recent past to find
incidences where businesses have failed to follow industry best practices. For

example:

* In August 2011, it was reported that Windows 7 smartphones were sending
their users’ location to Microsoft when the camera app was on. This data

sharing happened even when users denied consent to do so.®

¢ In December 2013, the makers of the Brightest Flashlight Android app

settled a FTC enforcement action alleging that, contrary to their privacy

8 UNITED STATES v. JONES (J 615 F. 3d 544. Online:

hitp://www.law.cornell.edu/supremecourt/text/10-1259

? Levine, Dan. “Lawsuit says Microsoft tracks customers without consent,” Reuters. August 31, 2011.
Online: http://www.reuters.com/article/2011/08/31 /us-microsoft-lawsuit-
idUSTRE77U6BT20110831
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policy, the makers of the app disclosed users’ precise location and unique

device identifier to third parties, including advertising networks.1¢

* Welearned in February of this year that the dating app Tinder allowed any
user of the app to identify another user’s location to within 100 feet, not the
nearest mile as the app promised. This was the second time in less thana

year that this app was found to be broadcasting sensitive location data.l!

* Just last month, the FTC settled charges against Snapchat, Inc. - makers of a
popular photo-sharing app - that the company collected and transmitted
location of information from users of its Android app despite claims in its

privacy policy that it did not track this information.1?

These are just a few recent examples of companies failing adhere to their

own stated privacy policies and play fair with consumers’ location data.

10 Federal Trade Commission. "Android Flashlight App Developer Settles FTC Charges It Deceived
Consumers,” Press Release. December 5, 2013, Online: http://www.ftc.gov/news-events /press-
releases/2013/12 /android-flashlight-app-developer-settles-fre-charges-it-deceived

1 Summers, Nick. “New Tinder Security Flaw Exposed Users’ Exact Location for Months,”

12 Federal Trade Commission. “Snapchat Settles FTC Charges That Promises of Disappearing

Messages Were False,” Press Release, May 8, 2014. Online: hitp://www.ftc.gov/news-events/press-

releases/2014/05 /snapchat-settles-fte-charges-promises-disappearing-messages-were
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Investigations by the Wall Street Journal,'3 the U.S. Government Accountability
Officel* and the Federal Trade Commission?s have all found that the collection and
sharing of consumers’ location data is widespread and often occurs without their

consent.

Current Laws Have Failed to Keep Pace With the Rapid Evolution of Location-
Based Services

The consensus among consumer privacy advocates and government officials
is that there is no adequate legal framework protecting consumers’ most sensitive
dats, including location data, in the current and ever-evolving mobile ecosystem. No
federal law requires companies to obtain consumers’ permission before sharing
location data collected from users’ mobile devices. Absent such legislation,

consumers are left to rely for their protection on self-regulation by mobile phone

13 Thurm, Scott and Kane, Yukari Iwatani. “Your Apps Are Watching You,” The Wall Street Journal.
December 17, 2010. Online:
http://online.wsi.com/news/articles/SB100014240527487046940045760200837035746022mg=r

encbd-
wsj&url=http%3A%2F%2Fonline.wsj.com%2Farticle%2FSB1000142405274870469400457602008
3703574602 html

14 See e.g., U.S. Government Accountability Office. Mobile Location Data: Additional Federal Actions

Could Help Protect Consumer Privacy, pg. 19. September 2012. Online:
http://www.gao.gov/assets/650/648044.pdf

15 Federal Trade Commission. “FTC’s Second Kids’ App Report Finds Little Progress in Addressing
Privacy Concerns Surrounding Mobile Applications for Children,” Press Release. December 10, 2012,

Online: http://www.ftc.gov/news-events/press-releases/2012 /12 /ftcs-second-kids-app-report-

finds-little-progress-addressing
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providers and app developers, as well as outdated and vague laws that may or may

not apply to location data collected via mobile devices.

For example, the Electronic Communications Privacy Act (ECPA] prevents
companies that collect location information from a smartphone (e.g. mobile
operating system providers, application developers, and wireless carriers]) from
sharing that information with the government without consumer consent. However,
under ECPA there is virtually no legal restriction on businesses’ ability to share
location data obtained from mobile devices with other, non-governmental, third

parties.1é

Similarly, the Telecommunications Act of 1996 and the Cable
Communications Policy Act of 1984 prohibit telecommunications providers from
disclosing customer proprietary network information {CPNI), including “location
—information that relates to the ... location... [of] any customer of a
telecommunications carrigr ... that is made available to the carrier by the customer
solely by virtue of the carrier-customer relationship.”” Except in certain narrow

instances (such as in emergency contexts), the CPNI rules provide privacy

16 See, e.g. Statement of Jason Weinstein, Deputy Assistant Attorney General, Criminal Division, U.S.
Department of Justice before the Subcommittee on Privacy, Technology and the Law of the
Committee on the Judiciary, United States Senate. May 10, 2011. (“It [ECPA] places a great deal of
restrictions on the ability of providers to share that information with the Government, but virtually
no legal restriction on providers' ability to share that with other third parties.”) Online:
http://www.gpo.gov/fdsys/pkg/CHRG-112shrg86775 /html/CHRG-112shrg86775.htm

17 47US.C.§ 222,
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protections for location information transmitted by a consumer’s mobile device in
the course of a telephone call. However, if that same device were to then be used to
transmit location data via the wireless carrier’s mobile broadband network (such as
via a mapping app), the privacy of that data would not be protected the CPNI rules
do not apply to location data collection independent of the telecommunications

carrier’s network.

Finally, the Federal Trade Commission {(FTC) has been seen as the default
privacy regulator for most consumer data under the FTC Act's prohibition on unfair
and deceptive trade practices.!8 Indeed, the FTC has brought numerous enforcement
actions against companies that have failed to live up to their privacy policies with
regards to the collection and sharing of location data (e.g. Snapchat, Brightest
Flashlight). However, under current law, if companies affirmatively state in their
privacy policies that they will collect and share their users’ location data without
consent with any third party they wish, they are free to do so and the FTC has little
power to stop them. As long as a company is not violating its own privacy policy, the
FTC or state Attorneys General would likely have no grounds to bring a case. Given
the sensitivity of location data, the limited resources of state and federal
enforcement agencies and the lack of a comprehensive privacy framework, we need

the affirmative rules governing the sharing of location data that S. 2171 provides.

1818 U.S.C.§1030

10
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Industry Self-Regulation Has Failed to Adequately Protect Consumers’
Location Data

Absent a clear legal framework regarding location privacy, businesses have
relied on a variety of often voluntary and inconsistently applied company policies

and industry best practices.

For example, Apple contractually requires that app developers using its app
store obtain users’ consent before collecting or disclosing location information to
third parties and provide disclosure regarding the use of location-based data.?
Google requires users to provide opt-in consent before location information can be
collected by its Android operating system during the initial set-up process for a
smartphone or other mobile device.2? However, Google does not control the use of
location data by third-party applications using a device running the Android

operating system.?!

1% Letter from Bruce Sewell to The Honorable Edward J. Markey and the Honorable Joe Barton. Pg. 10.
July 12, 2010. Online:

hitp://www,wired.com/images _blogs/gadgetlab/2011/04/applemarkeybarton7-12-
10.pdf#page=10

20 See, e.g. Testimony of Alan Davidson, Director of Public Policy, Google Inc. Before the U.S. Senate

Committee on Commerce, Science and Transportation Subcommittee on Consumer Protection,
Product Safety, and Insurance. Pg. 5. May 19, 2011. Online:
https://docs.google.com/a/nclnet.org/file/d/0BwxyRPFAuTN2ZT]jYzA4Yj1tZTcONiO0ZjQ3LTk1YTYt
ZDFiMzkwMGY1INTYx/edit?hl=en

21 Ibid. Pg. 7.
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Similarly, a GAO study of in-car location based services found that despite
recommended practices, location data disclosures were often broadly worded and
inconsistently described the purposes for sharing de-identified location data. In
addition, the GAO study noted that the in-car services had inconsistent policies or
failed to follow industry best practices with regards to location data retention, data

deletion and accountability disclosure.??

Multi-stakeholder agreements, such as the National Telecommunications and
Information Administration’s (NTIA) short form notice code of conduct to promote
transparency in mobile applications??® and Future of Privacy Forum’s Mobile
Location Analytics Code of Conduct?* may provide a forum for industry self-
regulation in the area. However, the voluntary nature of multi-stakeholder
agreements and industry best practices limits their value in protecting consumers in

the rapidly growing mobile data ecosystem.

22 United States Government Accountability Office. In-Car Location-Based Services: Companies Are
Taking Steps to Protect Privacy, but Some Risks May Not Be Clear to Consumers (GAO-14-81). Pg. 12-
20. December 2013, Online: http://www.gac.gov/assets/660/659509.pdf

23 National Telecommunications & Information Administration. Short Form Netice Code of Conduct To
Promote Transparency in Mobile App Practices. Redline Draft. July 15, 2013. Online:
http://www.ntia,doc.gov/files/ntia/publications/july. 25 _code draft.pdf

24 Future of Privacy Forum. “Future of Privacy Forum Partners with The Wireless Registry to Create
Central Location Analytics Opt-out Service,” Press Release. February 18, 2014. Online:

http://www futureofprivacy.org/wp-content/uploads/FINAL-PRESS-RELEASE. pdf

12
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The Location Privacy Protection Act of 2014 Is a Critically Important
Consumer Protection Measure For Meeting the Privacy Challenges of Today's
Rapidly Evolving Mobile Data Ecosystem

While NCL supports a comprehensive legal framework to protect the privacy
of all consumer data, absent Congressional action to create such a framework, steps
should be taken to protect especially sensitive types of information such as location
data, Such action is appropriate and would be consistent with other areas in which
Congress has recognized the sensitivity of certain types of consumer data such as
health care (the Health Insurance Portability and Accountability Act’s Privacy
Rule?5), financial services {the Gramm-Leach-Bliley Act’s Financial Privacy Rule?6),
children’s data (Children’s Online Privacy Protection Act?”) and videotape rental and

sales records (Video Privacy Protection Act?8).

As consumer surveys demonstrate, consumers are worried about the use of
their location data and want greater understanding of and control over what they
share with businesses in the mobile data ecosystem. It is also apparent that the
combination of current law and industry best practices has failed to meet this need.
Congressional action is clearly necessary to address the gaps in the law that make it

impossible to provide robust consumer protections for sensitive location data.

2545 CF.R. Parts 160 and 164, Subparts A, C, and E
26 15 U.5.C. §§ 6801-6809

2715 U.5.C. §§ 6501-6506

218US5.C.§2710
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This pro-consumer and pro-privacy bill would help to restore consumer trust
in location-based services and ensure that the many benefits of this technology
continue to flow to consumers and the economy. The need for this bill has been
amply demonstrated via recommendations from the GAO, FTC and consumer and

privacy advocates.

In particular, we believe that the bill’s opt-in provisions will give consumer
the information they need to make an informed decision regarding the use {or not)
of location-based services on their mobile devices. Requiring up-to-date disclosures
of how location data are being used, coupled with an opportunity to opt-out ata

later date, gives consumers needed and ongoing control over their data.

By prohibiting so-called "stalking apps,” the law will appropriately outlaw a
class of inherently deceptive and predatory applications that compromise the
personal safety of some of our most vulnerable citizens. No federal law currently
prohibits the operation of such apps, which are designed to run secretly without the

user’s knowledge.

This bill would not, as some have argued, create an undue burden on

innovators.? Indeed, if that were a real threat, NCL would not support this effort,

2% Josten, R. Bruce. "Letter Opposing S.1223, the ‘Location Privacy Protection Act of 2011, and

Substitute Amendment,” U.S. Chamber of Commerce. December 4, 2012. Online:

14
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Fortunately, the LPPA simply closes loopholes in existing law and levels the playing
field to ensure that all mobile device applications and services play by a standard set
of consumer protection rules. Responsible application service providers such as
Apple and Google already require or at least strongly recommend that mobile
applications respect the sensitivity of consumers’ location data, This bill would
simply give those best practices the force of law, creating a strong incentive for
application developers and others to use location data responsibly. The bill also
gives the FTC discretion to craft rules that preserve the benefits of location-based

services and avoid redundant notifications to consumers.

Protections such as those embodied in S. 2171 would be of little use without
effective enforcement mechanisms. We therefore support the bill's provisions
establishing clear enforcement authority for the Department of Justice. S. 2171 is in
line with similar consumer protection laws such as ECPA, In addition, we strongly
believe that the creation of a private right of action is imperative. Given the limited
resources of federal enforcement agencies, an appropriately defined private right
gives an extra layer of protection to consumers. The granting of a private right of

action will not, as some have argued, squelch innovation.*® For example, the Stored

30 See, e.g. US. Chamber of Commerce. “Letter Opposing S. 1223, the ‘Location Privacy Protection Act
of 2011, and Substitute Amendment,” December 4, 2012, Online:
https://www.uschamber.com/letter/letter-opposing-s1223-%E2%80%%Clocation-privacy-
protection-act-2011%E2%80%9D-and-substitute-amendment

15
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Communications Act3! and the Video Privacy Protection Act3? both have had
uncapped private rights of action (as opposed to the $2 million cap for willful
violations proposed in S. 2171). While these laws were in place the Internet

economy and online video services such as YouTube and Netflix have flourished.

Conclusion

In closing, I would like to reiterate NCL's strong support for S 2171, In
today’s ever-changing digital economy, consumers expect and deserve that the
privacy of sensitive data such as their location information will be protected. Absent
such protections, consumers may indeed become less trusting in location-based

services, which would be hugely harmful to innovation and the broader economy.

Mr. Chairman, Mr. Ranking Member and members of the subcommittee, on
behalf of the National Consumers League and America’s consumers, I applaud your
leadership in convening this hearing and your invitation to testify on this important

issue. I look forward to answering any questions you may have.

Thank you.

3118 US.C. Chapter 121 §§ 2701-2712
3218 US.C.§2710
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Chairman Franken, Ranking Member Flake, and members of the Committee, I appreciate the
opportunity to submit testimony regarding the Location Privacy Protection Act of 2014. I am the
President of the Information Technology and Innovation Foundation (ITIF). ITIF is a
nonpartisan think tank whose mission is to formulate and promote public policies to advance
technological innovation and productivity.

The proposed legislation addresses two very distinct and unrelated issues relating to the use of
geo-location data: 1) the collection and use of personal geo-location data by third-parties, and 2)
the collection and use of personal geo-location data by individuals, especially in situations that
might perpetuate domestic violence, stalking, and harassment. Since these issues are unrelated |
will address each separately.

Limiting the Collection and Use of Geo-Location Data by Third Parties Would
Unnecessarily Stifle Innovation

The last few years have seen tremendous growth in innovation around location-based services
driven by the availability of low-cost mobile devices and ubiquitous wireless connectivity.
Location-based services use data about the location of a user’s electronic device to deliver
personalized applications and services, such as location-based social networking, entertainment,
personal fitness, dating, advertising, and search, among many others. These location-based
services may use a variety of techniques, including GPS and triangulation from cell towers or
Wi-Fi networks, to determine an individual device’s location. In addition, other techniques such
as using IP addresses or user-submitted information may be used to identify a less-precise
estimate of a device’s location. The proposed legislation addresses the use of geo-location data
that is sufficient to identify the street and city where the device is located.

First, given the rapidly developing nature of the market for location-based services it would be
premature to pursue legislative changes to create a new set of rules to govern the technology.
While there has been substantial change in the market for location-based services in the past few
years, another wave of location-based services are likely to emerge in the coming years as a
result of multiple technology trends, including the growth in adoption of in-car navigation and
“infotainment” systems; connected devices making up the “Internet of Things”; and facial
recognition systems. Dynamic technologies that are quickly evolving in response to changes in
technological capabilities, consumer demands, and cultural norms do not lend themselves to the
slower-moving regulatory process of Congress and federal agencies. A better approach is to rely
on industry-led self-regulatory efforts which can more rapidly address potential consumer
concerns while also being responsive to changes in technology and the private sector.’
Government oversight and enforcement by agencies such as the Federal Trade Commission
(FTC) supplements these efforts to ensure their effectiveness and accountability.

Self-regulation is already used in areas such as online advertising to govern how geo-location
data may be used and shared with third parties. For example, the Digital Advertising Alliance’s
Self-Regulatory Principles has strong transparency requirements stating that mobile apps must
give “clear, meaningful, and prominent” notice if transferring geo-location data to third-parties.”
Other industry-led efforts have also been effective at addressing many of the most common
concerns about the most common uses of geo-location data. For example, the two major mobile
device operation systems—iOS and Android—allow users to see whether an app uses geo-
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location data both before downloading an app and after installing it. In addition, users can
disable location services completely for their devices and for each individual app on their device.
These types of settings allow users who are concerned about the privacy of their location data to
make informed choices about whether it is disclosed.

Codifying current practices in legislation limits the ability to introduce future innovation,
including new business models and new technologies. For example, while it is fairly
straightforward for mobile apps to provide notifications to users on mobile devices via their
touchscreens, not all connected devices in the future will have these types of interfaces. The
coming years will likely see a rapid development in connected devices that will make up the
Internet of Things, including connected vehicles and wearable computing, and many of these
will use geo-location data. It is not obvious how developers of a product like “smart” shoes that
collect geo-location information would comply with the notification and consent requirements in
the proposed legislation. (Such “devices™ could be covered under the legislation since they are
“commonly carried by or on the person of an individual”.) While these types of devices are less
common today, this may not always be the case, and legislation should not preempt these types
of products at such an early stage in their development.

Moreover, while notification and consent to use geo-location data is appropriate for mobile apps
today, it may not be so for other types of platforms in the future. For example, the use of geo-
location information may be so integral to the purpose and functioning of a particular device that
mandatory disclosures and consent requirements would be superfluous. The success of products
and services often depends, in part, on how easy they are to use. Consumers expect products and
services to just work immediately “out of the box.” As norms change, many consumers will
likely come to expect apps to deliver personalized content based on a variety of information,
including their location. Unnecessary alerts, consent requirements, and disclosures make it more
difficult to enroll new customers and create a “speed bump” for innovation.

Second, there is little evidence of any actual harms arising from the commercial use of geo-
location data. Much of the concern expressed to date by privacy advocates stems from
speculative harms, not actual ones. In fact, companies collecting and using the data have strong
incentives to not harm consumers, either directly or indirectly, since doing so would badly
damage both their reputations and commercial prospects. This is not to say that some companies
have not made some mistakes as they seek to innovate, but there is no evidence that these
mistakes are either purposeful or a result of negligence. Rather, they reflect that fact that
innovation, especially in new spaces like location-based services, is complex and often difficult.

Third, the proposed legislation could discourage many innovators from bringing location-based
products and services to the market. The legislation would create a private right of action and
allow fines of up to $2 million for violations in how a company discloses or obtains consent
about the use of geo-location information, in addition to potentially requiring the defendant to
pay the plaintiff’s attorney’s fees. These stiff penalties, coupled with the motivation for trial
lawyers to find and bring cases, will make many risk-averse companies, particularly small
companies and startups, avoid using geo-location data in their mobile apps and other devices for
fear that inadvertent mistakes could end up with them facing significant liabilities for fines and
legal fees, which in many cases would lead to personal bankruptcy.



118

The consent requirements would also impair the use of geo-location data in some situations. For
example, Carrier IQ is a diagnostics and analytics software tool that many carriers install on
mobile devices to better understand their customers, the devices used on their networks, and the
performance of their networks. Carrier 1Q collects data such as when and where calls fail; where
customers have problems accessing the network; and the reliability and battery performance of
the make and model of devices. This information is then used to improve service quality and
answer consumer questions. For example, a service provider’s technical support staff can use this
data to help better understand and resolve customers’ issues, such as a mobile device losing
connectivity in a certain location or a tablet PC’s battery draining too quickly. If consumers have
to opt in to this type of service there will be a strong incentive to “free ride” by not contributing
their own data but still benefiting from the overall health of the wireless network based on the
information collected from others. Of course, if a significant number of users do not use this type
of service all users will suffer the consequences. The same is true with regard to traffic flow data
where de-identified data is used to enable real-time traffic maps on roadways; if some
individuals opt out, the overall quality of the data for all travelers will decline.

Another type of use that might suffer under this legislation is the use of geo-location in online
advertising. Online advertising pays for a significant amount of free content and services that
consumers enjoy, including mobile apps. In 2013, online advertisers spent approximately $43
billion, including $7 billion on mobile advertising.” However, advertisements need to be
effective to justify these significant outlays. This means that advertisers need to be able to use
data to deliver relevant advertising and use data to analyze the effectiveness of advertising. Apps
that require users to grant them a greater number of permissions are less likely to be downloaded.
Requiring apps to get give notices to users about use of geo-location data in advertising would
force many developers to make the tradeoff between incorporating useful location data, either to
be used directly by the application or for third-party advertising, and potentially scaring off
customers. Moreover, many apps are using geo-location data to deliver more relevant advertising
to consumers. For example, apps like Yelp and FourSquare allow restaurants and retailers to
offer promotions to customers who “check in” to a specific location, and the car service Uber
runs promotions to its users based on their geo-location, such as a special discount for attendees
at certain events. Geo-location data may also be used to be more sensitive to when customers are
shown advertising, such as avoiding showing ads when someone is visiting a cemetery. The
effect of limiting the relevance of ads, besides consumer inconvenience, would be to reduce
revenues going to the mobile ecosystem, with the result being either fewer or lower quality apps
or fewer free apps.

In addition, some of the components of the bill are particularly problematic. The requirement
that companies disclose the name of every third party they share geo-location data with, as
opposed to general categories of reasons for data sharing, would mean that companies would risk
sharing proprietary information about their business models to their competitors.

Limiting the Collection and Use of Geo-Location Data by Individuals Would Be
Insufficient to Fully Address Concerns about Domestic Violence, Stalking, and Harassment

Domestic violence, stalking, and harassment are serious issues, and ITIF applauds the
Committee’s efforts to address this ongoing concern. Unfortunately, the provisions in the
proposed legislation, while helping with the problem, will likely not be sufficient to fully address
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it, may interfere with legitimate tracking applications, and could require changes in mobile
operating systems.

First, the legislation includes a number of “anti-stalking provisions™ that might be useful for apps
that collect and report back to users their geo-location information, but would be applied too
broadly to all apps using geo-location data. For example, the legislation requires that users be
alerted after more than 24 hours but before 7 days that their geo-location information is being
collected. As written, this provision would apply to many different background apps that use
location-based services, not just “stalking apps.” For example, Passbook is an app on iOS that
organizes information, such as boarding passes, movie tickets, and gift cards, and then presents
that information automatically to the user when they arrive at the associated location (such as an
airport).” This type of app runs in the background and is arguably “imperceptible to the user”,
thereby meeting the definition of the proposed legislation. Delayed notification that geo-location
information is being collected for this type of app does not make sense and will only serve to
confuse users. Indeed, most apps that collect geo-location information, such as weather or traffic
apps, do not allow the individual user to gain access to the information. This is in contrast to
apps like Amber Alert GPS Teen, that lets parents download a tracking app on their children’s
mobile device and track the device’s location. As such, we recommend that if the Committee
moves forward with this provision, it only apply the 24 hour-7 day second notification rule to
apps where individuals can gain direct access to the location data.

Second, even requiring apps to display a delayed notice, however, may not limit stalkers. This is
because the delayed notification requirement presents a technical challenge since both the
Android and iOS operating systems allow users to turn off notifications.” In other words, a
stalker who places a tracking app on another person’s mobile device could simply shut off
notification from that app. For the after-installation notice provision to be fully effective, this
legislation would need to require changes to these operating systems to allow third-party app
developers to override user preferences about notification settings. Moreover allowing
developers to override user preferences could result in a degraded mobile experience as
developers may provide notices to users who do not want them and decide to start showing users
other notifications, not just geo-location privacy notices.

Third, because the Internet is global, even if Congress successfully bans tracking apps in the
United States, users will still likely be able to access them on foreign web sites. This is
particularly problematic for mobile devices that allow apps to be installed from any location (i.e.
not just from an “authorized” app store). For example, a foreign app store may sell apps that are
designed to help parents keep track of their teenage children but that does not include the 24
hour-7 day second notice requirement In some cases it may be appropriate for the U.S.
government to require that access to certain websites be blocked (such as a website only selling
apps that are illegal in the United States), but in other cases, such as when a site is selling many
different apps and products and the vast majority are lawful, it would be inappropriate to block
access on such a wide scale.

Fourth, even if the delayed notification provision does help with regard to mobile apps, there are
other technologies that stalkers can use, such as portable GPS devices, many of which are used
for legitimate purposes. For example, the Amber Alert GPS Smart Locator is a standalone
device that parents can place in a child’s backpack in order to keep track of the child’s location.
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These same devices could also be placed in a person’s car by a stalker. It is not clear how these
devices could meet the notification and consent requirements in the legislation.

Fifth, as this above example illustrates, at a technical level there is little difference between a
stalking app and a legitimate app that tracks an individual device’s location and reports this
information to that individual or another user. Legitimate examples of tracking include apps
designed to find lost or stolen electronics, apps designed to create a “geo-fence” for teenage
drivers, and apps designed to track the location and safety of loved ones who are unable to live
independently, such as parents with early stages of dementia or adults with cognitive disabilities.
In particular, some parents have troubled children who they may feel they need to track to
provide proper supervision. If the children know that they are being tracked, they may simply
leave their phone at home, school or with a friend. This is not to say that this provision should
not be enacted, only that it would also prevent this kind of beneficial tracking without the
person’s knowledge.

Unfortunately, it is virtually impossible to restrict one type of tracking app but not another.
Congress could and should ban the marketing and sale in the United States of apps advertised
and marketed as stalking apps, but that would not prevent would-be stalkers from using a
legitimate tracking app for “off-label” purposes. Moreover, tracking itself is not a problem;
rather, the problem is its use by stalkers. After all, a number of apps use geo-location data to
protect the personal safety of individuals, such as by sharing personal geo-location data with
trusted friends and family. One mobile app, which was a winner in the 2011 HHS / White House
“Apps Against Abuse” Challenge, allows users to %uickly and surreptitiously request that friends
pick them up by sharing their precise geo-location.” Another app, the “Safety Siren”, developed
by YWCA Canada, allows users to quickly send a text or email to friends with their location
information if they are in an unsafe situation.” Some states have begun to use geo-location data
to turn the tables on stalkers and ensure that victims and police are alerted of possible threats. As
of 2012, at least twelve states already have laws that require certain offenders to wear a tracking
device so that police and victims can be alerted if the offender violates a protective order.® ITIF
encourages Congress to consider efforts to expand the number of states using GPS tracking
devices to protect those individuals threatened with domestic violence or other illegal
harassment, including through grants from the Department of Justice.

In addition, Congress should be aware that advances in mobile security may help address some
of the concerns about surreptitious stalking apps. These types of apps are a form of malware—
malicious programs installed without the users knowledge. There are other types of malware
including keyloggers (that steal private information, such as credit card numbers and passwords)
as well as backdoors that allow remote access to a device. Many users are concerned about these
types of security threats and developers are responding by developing improved security tools
for mobile devices. In the coming years, we will likely see more anti-virus and anti-malware
tools for mobile devices just like there are for PCs. These tools will likely address a variety of
malware threats, including stalking apps. In addition, mobile operating system developers will
continue to add new security features, such as biometric authentication requirements that would
help prohibit apps from being installed on a user’s device without their biometric “permission.”

In the short term, individuals concerned that third-parties may have access to their mobile
devices and are using this access to track them can take a number of steps to protect themselves
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including changing the passwords for their mobile devices and associated accounts; installing
anti-malware and anti-virus apps; and even disabling all location-based services in the mobile
device’s operating system. The Department of Justice should work with victims’ assistance
organizations to ensure that these kinds of self-help practices are widely understood.

Conclusion

In summary, geo-location data offers many opportunities for innovation in the coming years and
efforts to regulate its use for commercial purposes will do little to protect consumers and are
likely to limit continued innovation. In addition, the Committee should also be aware that even
the stalking provisions will not be a “magic bullet” for stopping electronic stalking, in part
because stalkers can turn off notification and also use other kinds of devices not covered here.
Given the concerns expressed above about the impact that this legislation would have on
voluntary and legitimate uses of geo-location data by third parties for innovative applications and
services, | recommend the committee not move forward with Section 3 of the legislation and
instead focus its efforts on criminal penalties for stalking as outlined in Section 4 and the other
measures in Sections 5 through 10.
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A fow days before this hearing', I received a phone call from Harriet, a 74-year-old retired teacher in
California. who heard from her advocate that 1 was collecting stories about how victims are being impacted
by lacation tracking. This is Harriet's story: Harriet met a charming man in a grief support group and they
began dating. He gave her a cell phone. She protested that it was too expensive, but he insisted she accept
his gifl and use the phone. Things escalated and then he raped her, after which she refiised to see him again.
He felt no remorse after the assault and called her incessantly and showed up wherever she went. It was
uncanny that he knew everywhere she would go - causing her 10 feel hunted. She turned off the “gifted”
phone to experience some relief from his control, but every time she tyrned it on to see if her family had
called, her offender would call moments after she powered on the phone. When she reached out for help, she
received a temporary protection order, but unfortunately the judge denied the permanent order saying “there
wasn 't enough evidence. " Her only recourse was to leave her community, her friends. and her support
system. She called me in hopes that her story could help others. The strength and resilience of Harriet and
all survivors inspires me every day.

1. Introduction

Good afternoon Chairman Franken, Ranking M Flake, and distinguished Members of the Committee.
Thank you for inviting me to testify about the importance of location privacy and transparency for victims
of domestic violence, sexual assault, and stalking. My name is Cindy Southworth and | am the Vice
President of Development and Innovation at the National Network to End Domestic Violence.* | am aiso
representing our member, the Minnesota Coalition for Battered Women.” | am testifying today on behalf of
Harriet and the 7 million victims each year who are assaulted, raped, or stalked by a current or former
partner.*

! Conversation with “Harriet” (name changed to protect the victin’s confidentiality) on May 31,2014,

ZNNEDV is a social change organization dedicated to creat , political, and cconomic environment in which violence
against women no longer exists. Founded in 1990 and officially incorporated in 1995, NNEDV represents 36 state and territory
domestic vielence coalitions who in tum represent nearly 2,000 local domestic violence service providers across the country.

*The Minnesota Coalition for Battered Women is a well-establ ization with over 80 local, regional, and
national member progtams located throughout Minnesota. The Coalition has existed for ¢ s the state's primary vois
batiered women and has a strong history of effectively cartying out public poticy that advances women's safety and seeurity.

*U.S. Department of Yustice, National Institute of Justice and Centers for Disease Control and Prevention. (Faly 2000). Extent,
Nature, and Consequences of Intimate Partner Violence: Findings From the National Violence Against Women Survey, Washington,
DC. Tiaden, P., & Thoennes, N.
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Safety Net Project, Ms. Southworth works with private industry, advocacy organizations, law enforeement., state and federal
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1o more than 35,400 ad S and justice pr including over 25 international presentations and kevnote
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safety. Southworth has a Master™s Degree in Social Work and has worked to end violence against women for over 20 years at
national, statc, and local advocacy organizations. She has spent the past 16 years focusing on how technology can increase vietim
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Summary of Issues
i

Domestic Violence and stalking impact the entire community at epidemic rates. 1 in 3 women will be
assaulted by an intimate partner in her lifetime. 1 in 6 women will be a victim of stalking in her lifetime.

2

Location information about victims of domestic violence and stalking is undeniably sensitive, thus
surreptitious location tracking devices and apps disproportionately dangerous for these individuals.

3

If a victim knows she/he is being tracked or monitored, she/he can take steps to mitigate risk (e.g.,
leave compromised phone or tracked car at home when she files a police report or meets with a victim
advocate).

4

National data collected in 2006 {1 year before the iPhone was released, 2 years before the App stores
were opened) indicates that Global Positioning Systems {GPS} tracking and electronic monitoring
impacted thousands of victims that year, long before the proliferation of “apps.” Eight years later,
ninety percent of American aduits have a cell phone—the majority of which {58%)} are smartphones. A
2012 NNEDV survey of victim service providers around the country found that 72% of them had seen
victims who were stalked through the use of a stalking app or GPS or location tracking device.

=2

If location tracking technology is being used legitimately to monitor children or employees, there is no
need for a “stealth mode” or for it to run invisibly. Many reputable family safety and location sharing
social networks only function with full notice, consent, and visibility.

6

Location tracking technology designed to run in stealth mode is being designed to facilitate statking and
spying. Often these products are marketed to “spy on” or “stalk” your girlfriend/partner/spouse.

=

Many vendors boast about the ability to track your girlfriend, partner, or spouse without the victim’s
knowledge. Some vendors claim their focation tracking product is for monitoring employers or children,
yet have the same stalking-focused features as the blatantly advertised “stalking apps.”

Summary of Solutions:

A. Impose criminal penalties on individuals who use mobile technologies to spy on or stalk individuals.

B. Require a reminder when location is being used in the background. Abusers and stalkers often consent
to the instaliation of stalking apps on a victim’s phone, and a reminder of the tracking is needed at a
future point in order for a stalking victim to become aware of this surreptitious and dangerous location
tracking.

C. Criminalize the operation, sale, and marketing of technologies whose primary purpose is to
surreptitiously track someone’s location and facilitate a crime

D. Allow law enforcement to seize the proceeds of those sales to fund anti-stalking efforts.

E. Require the federal government to gather more information about GPS/location stalking, facilitate
reporting of GPS stalking, and prioritizing training grants for law enforcement.

F. Require the federal government to prioritize funding for GPS/location stalking prevention, awareness,

and detection efforts.

Introduc Continu

The Safety Net Technolegy Project at NNEDV
Founded in 2002, NNEDV’s Safety Net Project focuses on the intersection of technology, stalking, and
abuse. The project works to address how technology impacts safety, privacy, accessibility, and civil rights of
victims. Safety Net works with communities, agencies, and technology companies to:
e Address how technology impacts survivors of abuse and stalking;
* Educate victim advocates and other professionals on ways to use technology strategically to
increase safety;

June 4, 2014 Testimony of the National Network to End Domestic Violence regarding the Page 3
Location Privacy Protection Act of 2014, www@unedv.org www.techsafety.org




125

*  Train criminal justice professionals on tactics of technology misuse in the context of domestic
violence, sexual assault, dating abuse, and stalking;

*  Advise technologists on technology risks and benefits to victims; and

s Advocate for strong policies that ensure the safety and privacy of victims.

Since 2002 the Safety Net team has presented more than 900 trainings to more than 65,000 advocates, law
enforcement officials, technologists, and others regarding technology tools, enline privacy, and victim
safety. Of these trainings, more than 45 were presented outside the United States, including Austria,
Australia, Canada, England, treland, Lithuania, Mexico, and Portugal. Through in-depth consultations, the
Safety Net Project helps police officers and victim advocates on a range of issues, including complex
technology stalking cases, implementing new technologies such as smartphone applications, and
developing secure online chat systems. The Safety Net Project has responded to more than 13,500 unique
requests for assistance, consultation, and resources - averaging over 100 requests each month. The Safety
Net Team also works closely with technology companies such as Verizon, Google, and Facebook, and serves
on Facebook’s Safety Advisory Board.

Minnesota Coalition for Battered Women

The Minnesota Coalition for Battered Women (MCBW) has long been a leader in the domestic violence
movement, especially with implementing legislative policy that supports and protects battered women and
children. They were one of the first states to adopt a stalking statute in the early 1990s, and in 2010, the
Coalition initiated and monitored the passage of several amendments to the stalking statute to update and
increase protections for victims. A significant provision in this statute now includes the use of modern
technologies being used as a means to stalk a victim. The Minnesota stalking statute {(MN Stat §605/748
sudb. 2{6)} specifically states that it is a criminal act of stalking if a person “repeatedly mails or delivers or
causes the delivery by any means, including electronically, of letters, telegrams, messages, packages.
through assistive de ¢ for the visually or hearing impaired, or any communication made through any
available technologies or other objects. " The Coalition supported the passage of this provision because they
received reports from battered women throughout the state that modern technology was being misused by
abusers to stalk victims.

Everyone Knows a Survivor: Prevalence and hmpact

s 1in3women will experience an assault by an intimate partner at some point in her lifetime.®

s 1in6women and 1in 19 men who will experience stalking in her and his lifetime.”

*  Seventy-eight percent of stalking victims are women.®

*  More than half of victims reported losing 5 or more days of work due to stalking, and 130,000
victims reported that they had been fired or asked to leave their job due to stalking.”

*  Astudy found that one-fourth of stalking victims reported financial control by the stalker. Sixty-
eight percent of the stalkers controlled the victims socially. Virtually all stalkers {98%) attempted to
control the victim psychologically,*

© Black, M.C., Basile, K.C., Breiding, MLY., Smith, $.G., Walters, M.L., Merrick, M T., Chen, 1., & Stevens, M.R. (2011). The
National Intimate Partner and Sexual Violence Survey (NISVS): 2010 Summary Report. Atlanta, GA: National Center for Tnjury
Prevention and Control, Centers for Discase Control and Prevention.

7 Katrina Baum et al., “Stalking Victimization in the United State:
i Iking victims are women. Center for Policy Re:
“atalano, 8., Rand, M., and Rose, K. (2009} Stalking Victin

10 Brewster, M. (2003), Power and Control Dynamics in Prestatking and Stalking Situations. Joumal of Family Violence. 18(4).

Washinglon, DC: Burean of Justice Statistics, 2009).
ch (1997). Stalking in America

8 Seventy-cight percent o

9 Bawm, tion in the United States. Bureau of Justice Statist
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In Just One Day

In just one day in the United States, more than 64,000 adults and child victims are helped by almost 2,000
local domestic violence shelters and outreach offices. Tragically, almost 10,000 times in the same day, a
victim found the courage to tell a complete stranger about the abuse perpetrated by someone who was
supposed to love her and the overworked and underpaid advocate was forced to say 1 am SO sorry, but we
don’t have a bed/attorney/counselor available.”**

Homicide Risk

Abusers and stalkers go to great lengths to maintain power and control over their victims. in fact, the most
dangerous time for a victim of domestic violence is when she takes steps to leave the abuser.” Many
victims are stalked relentlessly for years after having escaped from their partners. Batterers who stalk their
former partners are the most dangerous and pose the highest lethality risk.”” In fact, 54% of femicide
victims reported stalking behavior to the police before the victims were killed by their stalkers.'*
Nationwide, an average of 3 women are killed by a current or former intimate partner every day.®

Technology Stalking Statistics

It is nearly impossible for the average American to go about his or her daily life without using technology.
Technology has become much more than just a convenience or a form of entertainment. Technology is a
toof to connect with friends and family, to complete daily tasks, and to educate and learn, whether it's “to
Google” or to take onfine classes. Americans are increasingly connected — 87% of adults use the internet®®
and are progressively doing more using mobile devices. Ninety percent of American adults have a cell
phone (the majority of which {58%) are smartphones} that are being used to go online {63%), download
mobile applications (50%), and much more.*® Domestic violence and stalking occur where we live our lives.
For approximately 90% of Americans, that means in person, on mobile phones, and online since the digital
world and non-digital world are now so interconnected.

The Department of Justice Office on Violence Against Women funded a Supplemental Victimization Survey
to provide in-depth information about statking. The data was collected in 2006, one year before the iPhone
was released in 2007 and before the Apple and Google App stores opened in 2008, Unfortunately, this
supplement has not been repeated since 2006, though smailer studies since have also indicate that
technology misuse by stalkers and abusers is on the rise.

According to the 2006 data, 34% of stalking victims or a projected 1.14 million people experienced
“following or spying,” and 32% or a projected 1.04 million people experienced statkers “showing up at
places.”" in the same study, 7.8% of stalking victims or a projected 246,351 people reported in 2006 that
they had been victims of “Electronic Menitoring” and more than 26,000 were projected to have been

nal Network to End Domestic Violence, Domestic Violence Counts: a National Census of Domestic Violence Shelters and
March 3, 2014, www.nnedv.org/

stice Statis

12 Ronet Bachman and Linda Salzmean, Burear o
Survey 1 (fanuary 2000).

. Violence Against Women: Estimates From the Redesigned

13 Jacquetine Campbell, “Prediction of Homicide of and by Battered Women ", dssessing Dengerousness: Fiolence by Sexual
Offender, Betterers, and Sexual Abusers 96 (1. Campbell, ed., 1995). Also: Barbara I Hart, “A ing Whether Batterers Will
Kill,(1990) Available at: hitp:/www.mincava. wnn.edw/ hart/lethali htm),
14 Judith McFarlane et al., “Stalking and Intimate Partner Femicide.” Homicide Studies 3, no. 4 (1999).
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stalked specifically by GPS.'* Since 2006, the spying and stalking apps have flooded the marketplace, making
it even easier for abusers to purchase, install, and stalk. With the growing use of location technalogy,
perpetrators are tracking victims’ location more often and in increasingly varied ways,

In 2010 the Centers for Disease Control issued its National Intimate Partner and Sexual Violence Survey. it
found that 38.6% of female domaestic violence victims and 31% of male victims were “watched, followed or
tracked with a listening or other device.” (Note that this survey conflated wiretapping and eavesdropping
apps with GPS/location stalking apps).*®

In a 2012 survey of over 750 agencies conducted by NNEDV,™ the vast majority of victim service providers
reported that survivors experienced some kind of technology misuse and are asking for help dealing with
technology-related abuse:

%of Programs Reported: Survivors Report the Following Abuse
89% Abusers harass victims via cell phone
75% Abusers access victims online accounts without permission
72% Abusers track victims via GPS
% of Programs Reported: Survivors Ask for Help on the Following Issues
71% Safety strategies on using their cell phones safely
62% Help on managing location privacy
54% Help on using online spaces/social media safely and privately

This graph shows the percentage of programs working with vietims
who are experiencing these types of abuse:

Trtimidation and threats ¥ia cell phones, text fiessages,
and emals.

Unauthorized access o victim'y online accbuts
(emmail, social media, instant messaging, ete.}

Pretending to be someone else to trick the victim
{via email, phone calls, text messaging or soctal
media),

“Fracking victims Jocation through GBS (via acell
phone or 2 GPS devies).

Iy
Thid.
¥ Black, M.C., Basile, K.C., Breiding, M.J., Smith, $.G., Walters, M.L., Merrick, M.T., Chen, 1., & Stevens, MR. (2011). The
National Intimate Partner and Sexual Violence Survey (NISVS): 2010 Summary Report. Atlanta, GA: National Center for Injury
Prevention and Control, Centers for Disease Control and Prevention.
2 NNEDV, “New Survey: Technology Abuse & Experiences of Survivors and Victim Service Agencies,”
technol b

s-of-survivors-

— il and http fety org/blog/2014/4729,
and-victim-services (data collected in 2012)
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Benefits of Location Technology

Although abusers misuse technology with the intent to statk and control, the benefits of GPS are
undeniable. Location technologies assist all members of the community, including victims and survivors. For
example, location devices and apps provide users with maps and directions and can send alerts when hikers
are lost while climbing mountains on O’ahu,™ or help rescue people after a boating accident off the coast of
Charleston, South Carolina.”

The use of GPS can also help victims. in March 2011, a man was arrested for kidnapping his 4-year-old son
outside of a domestic violence center. Police were able to track his movements based upon his cell phone
signal. He was taken into custody and the boy was returned to his mother. The man was jailed, charged for
assault, and his estranged wife was granted a restraining order against him.?

‘The Problem: Stalk

Stalkers misuse location technology to hunt down and/or continuously monitor their victims in several
primary ways, including: 1) family locator services, 2} location functionality built into the operating systems
of phones, tablets, or cars 3} freestanding GPS hardware devices, and 4) stalking apps sold in App stores or
downloaded elsewhere on the Internet.

1) Family Locator Services

Many products are avaitable for the purpose of locating family members via their cell phones. Some of
these products are offered through wireless carriers (e.g., Verizon Family Locator®®). Generally, locator
services provided directly from a cell phone carrier as part of a family plan require some level of
authorization to access the victim’s account and activate the service. Unfortunately, since most stalkers are
former intimate partners, it is sometimes possible for them to find a way to impersonate the victim, access
the account, and add these optional location services. Most cell phone carriers, however, have added
additional authentication and verification steps, such as automatically sending a text message to the phone
informing the user that a tracking application or service is enabled®. Without periodic notification to the
tracked phone, the abuser or stalker can turn on the service and surreptitiously track and stalk another
adult {the abuse victim) through the locating plan.

U A father and son hiking team were rescued from cell phone GPS after getting lost in the Koolau mountains in O aly, Fawaii.

wws i fblog/2011/12/1 ves-lives-in-hawaii-and-beyond

* Boater Summons Rescue from US Coast Guard with SPOT Messenger April 21,2010,

www.fi gency/ind icle_id=626

* Terry, Lymne, "Washington Police Used Cell Phone Pings to Zero in on Fugitive in Amber Alert.” Oregon Local News, Breaking
ts & Weather - Oregonlive.com. 2 Mar. 2011, Web. 26 Apr. 2011, http://www.oregonlive com/pacific-northwest-

17201 1/03/washington_potice_ 1_phone_pings_to_zero_in_on_fugitive_in_amber_alert.htm}

aps

 bttp:/ e, verd ags/F s/family_locator himl
* tps: ity.verizomwi hread/201324
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2) Location functionality built into the operating systems of phones and tablets or installed
through a car manufacturer
Most celt phones can be tracked simply due to the way the device is designed and operated. Even without
actively using the GPS in the phone, just by triangulating the cell towers—measuring the distance between
the phone and the three nearest cell phone towers—the approximate location can be revealed, Wireless
carrier companies also have other methods of determining a phone’s focation, including GPS information or
network usage information that includes location {when connecting to Wi-Fi, for example}. in general, the
phone must be turned on and be connected with cell towers in order for the carrier to gather location
information. This information is typically only available to the wireless carrier and may be obtained by law
enforcement with the proper warrants or authorization.”®

in addition to the carrier retaining location information, many phones and tablets store location history in
the device itself. If an abuser or stalker is able to access the location information on the device, the
offender can learn a victim’s daily activities {e.g., if she met with the police or went to the courthouse to file
a protection order). For example, for iPhones, the entire location history is stored under “Frequent
Locations.” Although there is an option to opt out of the device collecting location history, a survivor wil
need to know to go beyond the Location Services settings and turn off Frequent Locations under System
Services. Many survivors will not know that.

Some devices also have a “find my phone” feature or are running a security software that allows the user to
find their phone if it is lost or stolen. For the iPhone specifically, if the “find my phone feature” is turned on
and if the abusive party has access to the victim’s iCloud or online account, then they can monitor where
the phone is in real time {not just historical location data}, in addition to whatever information is stored in
the iCloud. When NNEDV works with victims and advocates, we recommend that users put a passcode lock
on their phone, and turn off location tracking in the settings if they don’t need it or want it. However, with
ali safety strategies, survivors shouid only use them if it won’t create suspicion from an abuser and
potentially increase danger and risk.

In addition to smart phones, tocation information
on navigational systems, such as OnStar, can be
misused in order to stalk or monitor someone.”’
Family Link is an optional add-on service to the
operatot-assisted emergency response and
navigation services offered by Onstar. **
Subscribers can log on to OnStar’s Family Link
Web site to view a map with the vehicle's
focation at any time. They can also schedule e~
mail or text alerts to update them periodically on
the location of the automobile on specific days or
times.?®

irica. (2013) Cell Phone Location Priv:
Vol. 18, Ne. 6.

and Inthmate Partner Violence, Domestic Violence Report,

(2010), The New Age of Stalking: Technological Implications for
10111/, 1755-6988 20 10.0105

T
Stalking. Juvenile and Fami

* pps: onstar, com/web/portal/family-link?g=1

 hitp:/Awww.cnet. S to-k here-your-t st
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Cantrols

3) Freestanding GPS Devices Get:Vehicle Pasition
Abusers can also use free-standing devices to monitor and stalk their victims.
These GPS devices can be Portable Navigation devices (e.g., Garmin) or small
tracking devices marketed to track equipment, merchandise, or equipment and be
installed surreptitiously by the abusive party.

Other GPS-type tracking systems include small devices designed to be hidden under the car or inside the
dashboard, and are often marketed as “Covert GPS Trackers.” Some of these products are marketed for
apparently legitimate use: parents can track their teens’ cars to ensure that their teen goes where they say
they are going and parents will be alerted if the car goes beyond a predetermined area or is speeding.
Parents can reprimand their teen driver by using the product to remotely flash the dome light or honk the
horn of the tracked automobile. Other products are more blatant about its purpose: Bluewater Security
Professionals brazenly pitches, “By installing a vehicle tracker in the car of your husband or wife, you will be
able to track their every move and tell what his or her true location is. it would be as if you were sitting
right next to them in the passenger seat.”

4} Stalking apps sold in app stores or downloaded elsewhere on the Internet

One of the most comprehensive ways a stalker can track a victim is by installing a tracking program or
spyware onto the victim’s cell phone. In most cases the abuser will need physical access to the phone in
order to install a monitoring program. This can occur if the abuser or an accomplice of the abuser has
access to the phone or if the survivor inadvertently installs such a program without knowing what it does.

Many location tracking applications and services {some are available in app stores or via the internet) do
not pravide notice to the target/victim or verify that consent to track has been obtained by the person
being tracked. Stalkers can install a location-tracking application on to the victim's phone without the
victim’s knowledge. Depending on the type of application, the stalker can then monitor the location of the
victim’s phone via a website or his cell phone to monitor the real-time or historical movement of the
victim's phone.

Despite the marketing claim that these location services or applications are for parents to locate their
teenage children or an elderly parent, most of these services focus on the ability to operate in “stealth
mode,” mention that it's possible to use these services to “catch a cheating spouse,” and highlight the fact
that the target will not know the app is running. Most of these apps have additional features beyond
disclosing the location of the cell phone. Some features allow the monitoring person (potentially, the
abuser) to be notified if the targeted person goes outside of a certain geographic boundary {known as
“geofencing”), be notified if the targeted person goes to or leaves a certain place or address, be sent
notifications of a targeted person’s location at specific times, or see a history of where the targeted person
has gone throughout the day or week.
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Below are two screen images of “HelloSpy,” a tracking product that promises to: “Silently monitor text
messages, GPS locations, call details, photos and social media activity. View the screen and location
LIVEY HelloSpy also claims to have over 250,000 customers, with plans ranging from $19.99/month to
$119.99/year. if their numbers are accurate, this statking app has brought in a minimum of $4,997,500 (i all
customers purchased the cheapest 1-month plan).

This notable alleged “family safety” product also has a continuous animated image on their main webpage
showing a scene from the movie Cruel Intentions where a man roughly shoves a woman off the bed, head
first.
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On another HelloSpy webpage, there is a photo of a man grabbing a woman’s forearm {see image below).
The woman has visible abrasions on her face. Next to this photo is a list of the features of HelloSpy,
including: Track Phone Location, Read Phone SMS Remately, See Call History, and more.

& Fpmb i

1 R PRy

There are other apps that offer additional monitoring and spying features, in addition to location tracking.
These programs are known as cell phone spyware or monitoring software. Celiphone spyware allows the
abusive person to monitor all activities that occur on the phene, including all messages sent and received,
apps downloaded, phone calls, voicemail received, and location information. Some spyware will even allow
the monitoring person to call the phone and, without the user realizing, use the cell phone as a listening
device to hear conversations occurring around the user. These products do no send any notifications to the
user to inform them that their location is being tracked or even that the product is instalfed on their phone.

% pygp:/hellospy.com/mobile-phone-spy.aspxlang=en-US
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Celiphone spyware is widely available and easy to install. The abusive person just needs a few minutes with
the phone.

These apps are often brazenly marketed to stalkers, sometimes briefly mentioning employee monitoring
and child safety - almost as an afterthought or cover story -- and heavily focusing on the features that will
help you “spy on your spouse”.

Impact of Location Tracking by Abusers and Stalkers

As more users adopt mobile technology, abusers and stalkers are misusing that technology. The Apps and
devices noted above are developed and advertised directly to stalker and certainly makes it easier to
facilitate these crimes. In some tragic cases, GPS devices and apps may have actually aided the offender in
focating the victim to commit murder, or the location tracking was one piece of an overwhelming list of
controfling tactics that preceded a victim’s death.

In 2004, a stalker in California purchased a cell phone with location tracking service expressly for the
purpose of tracking his ex-partner. He attached the cell phone to the underside of her car and was only
caught when the victim saw him under her car changing the cell phone’s battery.** Numerous cases of GPS
and location stalking have arisen since then.

in 2009, in Seattle, a man used the location service on his estranged wife’s phone to track her to a local
store. After finding her speaking to a man there, he shot and killed their five children and himself. 2

n 2010 in Delaware a divorced father installed a GPS device on his ex-wife’s car after the judge issued a
Protection From Abuse Order against him. He aiso left 120 voicemails on his 5-year-old’s cell phone in just
one evening, including one where he called his daughter an “inconsiderate little bitch.”™

In Philadelphia, on Sunday, June 20, 2010, Sean Burton installed a tracking device on his estranged wife’s
new partner, James Stropas’ car. Between time of installation and Monday morning, the location of the
device was checked via the laptop in Burten's van 147 times. Using the GPS to hunt down Stropas, Burton
murdered James Stropas in a parking lot by stabbing him over 70 times.>

In another tragic 2010 case in Scottsdale, Arizona, Andre Leteve used the GPS on his estranged wife’s phone
to stalk her before he shot and killed both of their children, 15-month-old Asher and 5-year-old Alec.®

* Boghossian, N. (2004, September 4). High-tech tale of stalking in the 21st century. LA Daity News, p.N1

* Poid.

* Family Court of Delaware/WestLaw/Tan, 12, 2010

* DiGiacomo, Marlene. Man convicted of killing Ouks resident and war vet Stropas. Montgomery News, Monday, March 28, 2011
http:/fwww om/20110325/accused-pennsy erer-recalls-bloody-strogele-with-wifes-lover

** Scheck sploit Cellphone GPS." Business News, Finance News, World, Political & Sports News from The Wall
Street Journal - Wsj.com, 3 Aug. 2010. Web. 26 Apr. 2011

June 4, 2014 Testimony of the National Network to End Domestic Violence regarding the Page 11
Locatjon Privacy Protection Act of 2014. dv.org wWwy 1 org




133

In 2011, Dmitry Smirnov methodically stalked and murdered his former girifriend after first researching
whether lilinois has the death penalty. After determining that the state had abolished the death penaity, he
drove to the Chicago area, attached a GPS device on the victim’s car, and followed her for several days. He
sat by her car in her office parking lot and murdered her when she left work. During the murder, he had to
stop and reload his gun in the middle of shooting her.*®

In 2013, in Petaluma, California a man used a smartphone application to track a victim through her
cellphone.”’” He tracked her to a friend’s house and was arrested when he assaulted her,

Current Legal Recourse When Location Tracking is Used to Harm Victims

Fortunately, stalking is a crime in all 50 states, the District of Columbia, the U.S. Territories, and there is
even a Federal stalking law. Unfortunately, many stalking laws do not address the use of location tracking
devices or apps. Some judges have interpreted using location tracking software over a period of time as
stalking, but the initial installation may not be considered a crime. Crimes that violate the federal statking
and cyber stalking laws are rarely charged, probably due in part to the high burden in the statutory
{anguage and the limited resources of the FBl and U.S. Attorneys.

The Electronic Communications Privacy Act (ECPA)*® prohibits the manufacture, distribution, possession,
and advertising of wire, oral, or electronic communication intercepting devices, however it does not cover
devices that surreptitiously track location information. Many of the comprehensive Statking/Spy apps that |
have included in my testimony very likely violate ECPA since they manufacture, send, advertise, and
promote the use of a surreptitious interception device — and some of their features intercept electronic
communications; it's important to note, however, that there are apps that track only GPS location and do
not offer eavesdropping capabilities — and are hence not clearly prohibited under federal law.
Unfortunately, | am only aware of one instance of the U.S. Department of Justice indicting a manufacturer
of SpyWare.

in August 2005, United States Attorney Carol C, Lam of the Southern District of California and John C.
Richter, Acting Assistant Attorney General for the Criminal Division, U.S. Department of lustice, indicted
Carlos Enrique Perez-Melara - the creator and marketer of a spyware program called "Loverspy” - and four
others who used Loverspy illegally fo break into the victims’ computers and illegaily intercept the electronic
communications of others.*

“Purchasers would then select from a menu an clectronic greeting card to send to up to five different
victims or email addresses. The purchaser would draft an email sending the card and use a true or
fake email address from the sender. Unbeknownst to the victims, once the email greeting card was
opened, Loverspy secretly installed itself on their computer. From that point on, all activities on the
computer, including emails sent and received, web sites visited, and passwords cntered werce
intercepted, collected and sent to the purchaser directly or through Mr. Perez's computers in San
Diego. Loverspy also gave the purchaser the ability to remotely control the victim's computer,

Girlfriend Jitka Vesel, First Posted: 07223/11
_n_907839 him

Woman. November 13, 2013

* Huffington Post, Dimitry Smirnov Pleads Guilty, Gets Life In Stalking Murder Of
Updated: 09/22/11 www fing com/2011/07/23 M dmitry-smimov-pleads-g:
e for Stal

ancisco and Bay City News Service, Fetaluma Man Arrested
o.chslocal comy2013/1 /134 arrested:

“ode § 2512 N fi distribution, fon, and ising of wire, oral, or ¢l ion 1 2
devices prohibited
* U8, Department of R ¢, Press Release. August 26, 2005 http:/iwvww i - gov/eriminal/cybercrime/press-

releases/2005/perezindicthtm
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mcluding accessing, changing and deleting files. and turning on web-cnabled cameras connected to
the victim comp . Over 1,000 purchasers from the United States and the rest of the world
purchased Loverspy and used it against more than 2,000 victims. Mr. Perez's operations were shut
down by a federal search warrant executed in October 2003.™"

On November 5, 2013, the FBI announced the addition of Mr. Perez to its Cyber’s Most Wanted List and is
seeking information from the public regarding his whereabouts.*’ {Mr. Perez fled the country at the time of
his indictment.} Mr. Perez was indicted for manufacturing a surreptitious interception device; sending a
surreptitious interception device; advertising a surreptitious interception device; advertising and promoting
the surreptitious use of an interception device; intercepting electronic communications; disclosing
electronic communications; and unauthorized access to a protected computer for financial gain.

Legal Loophole for Location in ECPA

Many location tracking stalking apps that only capture and disclose location would not viclate ECPA, since
ECPA does not cover location interception alone. This legal loophole allows app and device developers to
create products that track and share a victim’s location, 24 hours a day, as she goes to the police
department to file a report, the courthouse to apply for a protection order, and the undisclosed and highly
hidden domaestic violence shelter to an abusive individual. More specifically, while ECPA requires user
consent before a company shares the contents of that user’s communications, the law allows a commercial
entity to share a user’s location information without his or her censent. As noted above, there are many
location tracking “Stalking Apps” that only capture and disclose location, which would not violate ECPA,
since ECPA does not cover location interception alone.

The Solution

A. Require consent prier to tracking or sharing information

Technology companies that develop location tracking tools or applications that rely on location tracking to
improve their functionality can help protect victims by ensuring that the consumer has notice of the
focation information collected, whether that information is transmitted in real-time, who has access that
information, and the length of time for which location information is retained. These concepts are not new
—robust notice and truly informed consent has been best practice since the Fair Information Practices were
articulated in the 1970s.* In 2010, The Wireless Association {CTIA} published industry “Best Practices and
Guidelines for Location Based Services.”” These guidelines “rely on two fundamental principles: user notice
and consent.”**

Survivors of abuse and all users must be informed about how their location information will be used,
disclosed, and shared. This process shouid be prominent, transparent, and easy to understand. As noted in
CTIA’s Guidelines, “Any notice must be provided in plain language and be understandable. It must not be
misleading, and if combined with other terms or conditions, the Location Based Service {LBS) portion must

.
i
“1U.S. Department of Justice, Pross Release. November 5, 2013 hitp:/wvww.ibi iego/p Tenses/201 3/fbi-secks
garding-s
2 hep: comAg-docsirg-FIPShistory. pdf

2010. Available at:
fpoticy-initiatives/voluntary-

B CTIA. Best Practices and Guidelines for Location Based Service. Volume 2.0. March
http://tiles.ctia org/pd/CTIA_LBS_Best_Pr _Adopted_03_10.pdf and www.ctia.o
st-practices-and-guidelingsf basedoserviees

* Thid.
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be conspicuous.”*” Knowing how and when their location information {via mobile device} is gathered and

shared will help empower victims to develop strategies to minimize their vulnerability and determine
whether or not it is safe to carry their mobile phone and/or to purchase a new phone that will provide
greater privacy and safety.

Users must have the opportunity to actively and meaningfully consent to the use, disclosure, or sharing of
their location information. Meaningful consent must be prominent, succinct, and very easy to navigate.
“Pre-checked boxes that automatically opt users in to location information disclosure, or choice
mechanisims that are buried within a lengthy privacy policy or a uniform licensing agreement ordinarily
would be insufficient to express user consent.”*® Consent is especially critical when the product or
application does not require focation information in order to function. For example, some mobile internet
browsers may retain location information regarding past wireless access points users have accessed. This
may allow the device to more quickly access wireless internet in the future when an individual returns to
that location. However, this is not critical to the functioning of the device. The device can search anew for
internet access each time the user visits that physical location. While this will take more time, some
consumers would prefer an increased wait time to having the device maintain unencrypted location log
files for an unspecified amount of time. This may be especially true for victims of stalking and domestic
violence, who have very real concerns about their personal safety.

Consumers can only truly consent when they have been provided with enough information to gain a full
understanding of the collection, transmission, and retention practices and policies of the applications and
services they use, Again CTiA’s Guidelines agrees: “All entities involved in the delivery of LBS, including
wireless carriers, device manufacturers, operating system developers, application aggregators and
storefront providers, should work to educate users about the focation capabilities of the devices, systems,
and applications they use as well as to inform them of the various privacy protections available.”*” When
consumers understand all elements of their devices and applications, they can make fully informed
decisions that may enhance the privacy of many users and increase the safety of some especially vulnerable
consumers, including battered women and consumers with low fiteracy and/or limited English proficiency.

B. Location tracking must be transparent and visible to users

Consent is critical, but consent alone is insufficient. it is common for abusers and stalkers to install tracking
apps or devices without the knowledge of the victim/user/target of the tracking. Since the device cannot
know if the actual user is consenting or if perhaps a stalker consented during a surreptitious instali, a
reminder that the user’s location is being tracked is critically needed.

Relatively simple safeguards can be added to help prevent misuse of the product and unauthorized access
to information. For location-based services, this could take the form of periodic text messages, spiash
notification, or an ever-present icon to notify and remind the user that a tracking application is on the
device. It can also take the form of a central transparent place to view all device features and additional
applications that are requesting use of your mobile phone’s focation. The iPhone, for example, lists all
applications {e.g. Camera, Maps, Twitter, Yelp, etc.} that want to use location services and provides the user
with an easy way to turn the location services on or off for the entire phone or for any individual
application,

* Ihid
¥ Toid.
7 tbid
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If location tracking technoiogy is being used legitirately to monitor children or employees, there is no need
for a “stealth mode” or for it to run invisibly. The reputable family safety and location sharing social
products only function with fuli notice, consent, and visibility. Location tracking technology designed to run
in stealth mode is being designed to facilitate stalking and spying. in 2005, the AntiSpyware Coalition,
consisting of major anti-spyware companies, scftware developers, and non-profit groups, created a
consensus definition of spyware, which stated that tracking software, done covertly is spying”.*®

Excerpt from the Definitions:*

The table below lists some technologies that have been used to harm or annoy computer users. Tt is
important to note that with proper notice, consent, and control some of these same technologies can
provide important benefits: tracking can be used for personalization, advertisement display can
subsidize the cost of a product or service, monitoring tools can help parents keep their children safe
online, and remote control features can allow support professionals to remotely diagnose problems.

For example, the underlying technology that enables a keylogger is Tracking Software. Tracking
Software can both harm and help a user. When a keylogger is installed and executed covertly, it is
spying. On the other hand, a keylogger can be used for legitimate purposes with clear consent, such
as letting an IT help desk remotely assist a user in problem diagnosis. An underlying technology
typically becomes unwanted when it is implemented in a way that provides no benefit to -~ or
actively harms -- authorized users.

Tracking Used 1o monitor user:| May be used for Spyware %
Software behavior or gather legitimate monitoring: Done covertly, tracking is spying | (marrow)* ]
informationabout || e.g by parents or ; May collect personal information Snoopware |
the user, sometimes | companies. May be a ; that can be shared widely or Unauthorized |
i ing p Y || becessary of i stolen, resulting in fraud or ID Keylogger
identifiable or other || adware that is linked to f theft. Can be used in the i1 Unauthorized
sensitive {| wanted software. May i commission of other crimes, Screen Scraper |
Ainformation. i allow customization il including domestic violence and
i § stalking. Can siow machine down
| i May be associated with security
| i risks and/or loss of data. i

* Anti-Spyware Coalition agrees spyware definition. SC Magazine. 3, 2005 www, gazine. anti-spyware-
coalition-agrees-spyware-definition/article/ 325847

bty /v antispy Jition.org/d mitions. htm
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C. Criminalize the operation, sale, and marketing of technologies whose primary purpose is to
surreptitiously track someone’s location and facilitate a crime

Itis currently a crime to manufacture, distribute, possess, and advertise electronic communication

intercepting devices.™ It is past time to also criminalize intercepting tracking location in addition to

electronic communication.

Enactment of new federal and state criminal statutes criminalizing bad acts that misuse location
technologies will have several positive effects. First, enacting new criminal statutes will empower faw
enforcement officials to target emerging, technology-aided forms of stalking or abuse and focus the
criminal justice system’s efforts towards penalizing bad acts. This may be especially valuable in the case of
stalking or domestic violence where it is often the case that a series of escalating behaviors are a prelude to
an ultimately tragic event. Equipping law enforcement with new statutes and new, potent penalties may
allow for interventions before tragedies occur. Second, the enactment of these statutes may give victims
and their lawyers and advocates new opportunities to seek out prosecutions, thereby empowering
individuals that otherwise may feel powerless. Holding abusers and stalkers accountable will have a
significant, beneficial effect for some victims and may help deter escalating abuse or break the cycle of
abuse they are suffering. Third, it will help eliminate marketing of technologies that are designed to
facilitate stalking and similar abuses.

e (it Tets yo o
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D. Allow law enforcement to seize the proceeds of those sales to fund anti-stalking efforts

No one should profit from encouraging or enabling criminal acts, and stalking app and device developers
are creating and selling crime-facilitating products with abandon. Federal law {18 U.5.C. § 2513) provides
that entities who violate the prohibition on wiretapping (18 U.S.C. § 2511) and the prohibition on making a
device whose primary purpose is wiretapping (18 U.5.C. § 2512} can have the devices used to commit those
violations forfeited. Funds seized from companies promoting stalking and abuse should go to support
prevention, awareness, and training to help end stalking and abuse.

P 18158, Code § 2512 distribution, ion, and ising of wire, oral, or el
devices prohibited
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E. Allow individuals an enforcement option through a VERY modest private right of action
The proposed protections for victims will be of little use without effective enforcement mechanisms The
Attorney General has limited resources and not every division can prioritize resources for prosecution.
Individual victims must be able to obtain recourse. it is also in the interest of public safety for the entire
community, not just for an individual stalking victim, to hold accountable developers who willfully and
knowing develop and market apps and devices to facilitate crime.

Since the penalties proposed in the bill are capped globally at $1 million for accidenta! acts or omissions,
and $2 mitlion for intentional or willful violations, these amounts would be de minimis to any large
reputable company; however, the amounts could be a vital incentive to counter the potential profits an
unscrupuious developer may earn by marketing and selling to stalkers.

Please note that many small businesses carry liability insurance that would likely cover non-willful
violations. Small businesses are typically required to carry insurance if they want to take out a lease or loan,
and per some cantracts.

F. Require the federal government to gather more information about GPS stalking, facilitate
reporting of GPS stalking
NNEDV supports gathering more information and statistics while recognizing the staggering financial cost to
doing comprehensive national supplemental studies. In early 2004, staff from the U.S. Department of
Justice Office (DOJ) Office on Violence Women {OVW) worked with the DOJ Bureau of justice Statistics {BJS)
to develop a special survey on stalking. At the time, the most recent data were nearly 10 years old and
there was a critical need for more detailed information about victims of stalking, offenders who commit
stalking, victim interaction with the criminal justice system, and the monetary cost of stalking to victims and
society in general. OVW and BIS agreed to work in partnership to develop a “stalking supplement” to the
National Crime Victimization Survey {NCVS).

In the absence of a comprehensive national study, many smaller studies and surveys have shown an
increase in the incidence of technology misuses corresponding to the increase by the broader community
of technology use.

G. Require the federal government to prioritize funding for GPS
stalking prevention, awareness, and detection efforts

20% of stalking victims stated the police took ne action when contacted.™

NNEDV has trained over 65,000 police, prosecutors, victim advocates, judges,
and other professionals in the past 12 years on the safe use and misuse of
technology. Given the high rate of turn-over in these demanding and
underpaid professions, ongoing technology training is needed — even in
communities that were trained recently. NNEDV is able to accept one training
invitation for every two-three training requests that we have to turn down.
Every ballroom filled with officers and advocates equals thousands of victims
who will have a trained support system that understands location privacy and
technology stalking. Unfortunately the demand for training far exceeds the

! Center for Policy Research, Stalking in America, fuly 1997
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funded training resources. NNEDV’s Safety Net Team could double our staff from two full-time trainers to 4
full-time trainers and still need to turn down far too many training requests.

Training is needed and has been requested by officers and advocates in all states, U.S. Territories, and
Tribal communities. A 2012 survey found that 72% of victim service providers want more training and
resources on technology stalking and safety.>

“To assist vietims effectively,

12%

of victim service providers want more
information, resources, and education
on technology safety.

H. Enact parallel state and Tribal laws to allow local, state, and Tribal level enforcement
NNEDV is hopefui that the Location Privacy Protection Act of 2014 will become a model for state
legislatures and for NNEDV’s member state domestic violence coalitions to develop state complementary
faws. Such state taws could expand the enforcement from federal to state law enforcement since the
overwhelming majority of stalking and domestic violence investigations are completed by local police and
corresponding charges are filed by local prosecutors.

1V. Conclusion

NNEDV supports innovation and has seen countless positive ways that technology, when developed
thoughtfully, can increase the safety and support for survivors of abuse and stalking. We are proud of the
close working relationship that we have with technologists and we thank Verizon, Google, Facebook, Apple,
and the Application Developers Alliance for consistently working with us to increase survivor safety. The
Location Privacy Protection Act of 2014 will narrowly impact a handful of bad actors that design or operate
products created and sold to facilitate terrifying crimes. Senator Franken, thank you for your tireless and
ongoing efforts to end violence against women. Thank you to Ranking Member Flake and the entire
committee for your long support of VAWA and these important location protections for survivors.

EDV, “New Survey: Technology Abuse & Experiences of Survivors and Victim Service Agencies,
2 hitml and htip: fety org/blog/2014/4/29/mew-survey- y-abust i f-survivors-
and-victim-services (data collected in 2012)
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A Sampling of Tracking Apps and Devices Marketed to Stalkers

GPS Tracking Devices
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PREPARED STATEMENT OF CHAIRMAN LEAHY

Statement of Senator Patrick Leahy (D-Vt.),
Chairman, Senate Committee On The Judiciary,
Hearing on “The Location Privacy Protection Act of 2014”
Subcommittee on Privacy, Technology and the Law
June 4, 2014

Today, the Subcommittee on Privacy, Technology and the Law will discuss Senator Franken’s
Location Privacy Protection Act, which he reintroduced earlier this year. 1 commend the
Subcommittee’s Chairman for holding this important hearing and for his work on consumer
privacy issues.

With the explosion of smart technologies and mobile applications, now commonly referred to as
“apps,” American consumers face threats to privacy now like never before. Many of us carry
smart devices, such as smartphones and tablets, at all times and use them for anything from
navigational and social networking purposes to shopping and playing games. While this
technology has brought many new benefits to consumers, it has also raised troubling questions
and presented new challenges for how to protect individuals® privacy.

Over the past year, Congress has spent a good deal of time debating important questions relating
to government collection of Americans’ data. But I also remain concerned about reports that
more and more mobile apps are collecting, storing, and tracking location data for their own
commercial purposes without adequately informing users, and that this location data can too
easily be misused to commit crimes ~ including cyber-stalking and domestic violence. Last year,
the Leahy-Crapo Violence Against Women Reauthorization Act expanded the definition of
stalking to include threats or harassment by any electronic means. This important change
strengthens protections for victims and gives law enforcement the ability to bring cyberstalkers
to justice. Senator Franken’s bill builds on that foundation by addressing the growing problem
of “stalking apps,” which permit abusers to track their victims’ location without their knowledge.

As smart technologies become an ever larger part of our daily lives, the widespread commercial
collection of geolocation data will continue to grow. Americans deserve to have more control
over this information, and Congress must keep a watchful eye on how this data is collected and
used. I look forward to learning the witnesses’ perspective on this important issue.

#HHAHH
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PREPARED STATEMENT OF CHAIRMAN FRANKEN

Opening Statement of Chairman Al Franken (D-MN)
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
“The Location Privacy Protection Act of 2014”
June 4, 2014

This hearing will be called to order. Welcome to the Senate Judiciary Subcommittee on
Privacy, Technology and the Law. This is a hearing on my bill to protect sensitive location
information, the Location Privacy Protection Act of 2014.

Three years ago, I held a hearing to look at how our laws were protecting the location
information generated by smartphones, cellphones and tablets. The first group ! heard from was
the Minnesota Coalition for Battered Women. They told me that across Minnesota, victims were
being followed through so-called “stalking apps™ specifically designed to help stalkers secretly
track their victims.

1 started investigating these stalking apps. Let me read you from some of their websites.

Here’s one called SPYERA — quote: “Most of the time if you think your spouse is being
unfaithful, you are right.” “[SPYERA] will be your spy in their pocket.” “[Y]ou will need to
sneak your spouse’s phone and download it to their phone.” “After the software is
downloaded... you will be able to see where they are geographically. If your husband is in two
counties over from where you live, SPYERA will tell you that.”

Here’s another - quote: “FlexiSPY gives you total control of your partner’s phone
without them knowing it... See exactly where they are, or were, at any given date and time.”
Unquote.

And here’s another quote that’s since been taken down — quote: “Worried about your
spouse cheating?” “Track EVERY text, EVERY call and EVERY Move They make Using our
EASY Cell Phone Spy Software.”

These apps can be found online in minutes. And abusers find them and use them to stalk
thousands of women around the country.

The Minnesota Coalition for Battered Women submitted testimony about a northern
Minnesota woman who was the victim of domestic violence — and the victim of one of these
stalking apps. This victim had decided to get help. And so she went to a domestic violence
program located in a county building. She got to the building, and within five minutes, she got a
text from her abuser asking her why she was in the county building. The woman was terrified.
And so an advocate took her to the courthouse to get a restraining order. As soon as she filed for
the order, she got a second text from her abuser asking her why she was at the courthouse, and
whether she was getting a restraining order against him.

They later figured out that she was being tracked through a stalking app installed on her
phone.
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This doesn’t just happen in Minnesota. A national study conducted by the National
Network to End Domestic Violence found that 72 percent of victim services programs across the
country had seen victims who were tracked through a stalking app or a stand-alone GPS device.
Without objection, I’ll add to the record the accounts of a few other victims.

Here’s one from a victim in Ilinois. She was living in Kansas with her abuser. She fled
to Elgin, lllinois, a town 3 states away. She didn’t know that the whole time, her cellphone was
transmitting her precise location to her abuser. He drove 700 miles to Elgin. He tracked her to a
shelter and then to the home of her friend, where he assaulted her and tried to strangle her.

Here’s one from a victim in Scottsdale, Arizona. Her husband and she were going
through a divorce. Her husband tracked her for over a month through her cellphone. Eventually,
he murdered their two children in a rage.

In most of these cases, the perpetrator was arrested — because it’s illegal to stalk
someone. But it’s not clearly illegal to make and market and sell a stalking app. And so nothing
happened to the companies making money off of stalking. Nothing happened to the stalking

apps.

My bill would shut down these apps once and for all. It would clearly prohibit making,
running, and selling apps and other devices that are designed to help stalkers track their victims.
It would let police seize the money these companies make and use that money to actually prevent
stalking. My bill will prioritize grants to the organizations that train and raise awareness around
GPS stalking. And it would make the Department of Justice get up-to-date statistics on GPS
stalking. That’s a big deal, because the latest statistics we have from DOJ are from 2006 — and at
that point they estimated over 25,000 people were being GPS stalked annually.

But my bill doesn’t protect just victims of stalking. It protects everyone who uses a
smartphone, an in-car navigation device, or any mobile device connected to the Internet. My bill
makes sure that if a company wants to get your location or give it out to others, they need to get
your permission first.

I think that we all have a fundamental right to privacy: a right to control who gets your
sensitive information, and with whom they share it. Someone who has a record of your location
doesn’t just know where you live. They know where you work and where you drop your kids off
at school. They know church you attend, and the doctors you visit.

Location information is extremely sensitive. But it’s not being protected the way it should
be. In 2010, the Wall Street Journal found that half of the most popular apps were collecting
their users’ location information and then sending it to third parties, usually without permission.

Since then, some of the most popular apps in the country have been found disclosing their
users’ precise location to third parties without their permission. And it’s not just apps. The
Nissan Leaf’s on-board computer was found sending drivers’ locations to third party websites.
OnStar threatened to track its users even after they cancelled their service; they only stopped
when I and other Senators called them out on this. And a whole new industry has grown up
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around tracking the movements of people going shopping — without their permission, and
sometimes when they don’t even enter a store.

The fact is most of this is totally legal. With only a few exceptions, if a company gets
your location information over the Internet, they are free to give it to almost anyone they want.

My bill closes these loopholes. If a company wants to collect or share your location, it
has to get your permission first and put up a post online saying what the company is doing with
your data. Once a company is tracking you, it has to be transparent — or else it has to send you a
reminder that you’re being tracked.

Those requirements apply only to the first company getting location information from
your device. For any other company getting large amounts of location data, all they have to do
us put up a post online explaining what they’re doing with that data.

That’s it. These rules are built on existing industry best practices, and they have
exceptions for emergencies, theft prevention, and parents tracking their kids. The bill is backed
by the leading anti-domestic violence and consumer groups. Without objection, I’ll add letters to
the record from the Minnesota Coalition for Battered Women, the National Center for Victims of
Crime, the National Women’s Law Center, the Online Trust Alliance, and Consumers Union —
all in support of my bill.

This is bill is just common sense.

Before I turn it over to my friend the Ranking Member, I want to make one thing clear.
Location-based services are terrific. Tuse them all the time when I drive across Minnesota.
They save time and money, and they save lives. Ninety-nine percent of companies that get your
location information are good, legitimate companies.

And so I’ve already taken into account many of the industry concerns that I heard when
we debated this bill last Congress: I've capped liability, I've made compliance easier. But if
folks still have issues with the bill, then I want to address them.

‘With that, I’ll turn it over to Senator Flake.
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QUESTIONS SUBMITTED TO ROBERT D. ATKINSON BY SENATOR FLAKE

‘Written Questions of Senator Jeff Flake
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
The Location Privacy Protection Act of 2014
June 11, 2014

Robert Atkinson

1. During the hearing there was considerable discussion of stalking apps but also legitimate
tracking apps. Could you explain what you think the difference is between a stalking app
and a tracking app?

a. Inaddition, at a technical level, is it possible to distinguish between apps that
track individuals imperceptibly for legitimate reasons versus illegitimate reasons?

2. Would it be useful in the legislation to distinguish between apps that can be used to stalk
individuals and those that use geo-location data for other purposes?

3. Inrequiring the 24 hour to 7 day notice, the bill applies this requirement to a “covered
entity that initially collects geolocation information from an electronic communications
device in a manner that the covered entity has reason to believe is imperceptible to the
individual using the electronic communications device...” From a technical perspective,
how do you define “imperceptible?”
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QUESTIONS SUBMITTED TO LUIGI MASTRIA BY SENATOR FLAKE

Written Questions of Senator Jeff Flake
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
The Location Privacy Protection Act of 2014
June 11, 2014

Lou Mastria

1.

In your testimony, you stated that the Digital Advertising Alliance (DAA)’s self-
regulatory program is backed by enforcement mechanisms. How is this program
enforced?

a. What penalties, sanctions, or other actions are performed to bring companies into
compliance with the guidelines?

What tools and/or programs does the DAA offer to consumers to provide transparency
and control to consumers regarding the data collection?

a. Do consumers use these tools, and how do they impact the growth of the Internet
economy?
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QUESTIONS SUBMITTED TO MARK L. GOLDSTEIN BY SENATOR FRANKEN

Written Questions of Senator Al Franken
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
The Location Privacy Protection Act of 2014
June 11, 2014

Mark Goldstein

L. Mr. GOLDSTEIN, to me, one of your most interesting findings was the lack of
transparency around the downstream sharing of location data. According to your report, app
companies are not telling users the third party companies that they’re turning around and sharing
that data with. Mr. GOLDSTEIN, right now, is there any way for consumers to find out who
exactly is getting their location data from the original app that collected it?
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QUESTIONS SUBMITTED TO JESSICA RICH BY SENATOR FRANKEN

Written Questions of Senator Al Franken
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
The Location Privacy Protection Act of 2014
June 11, 2014

Jessica Rich

1. Ms. RICH, the FTC has issued best practices for app developers. One of the key best
practices you have is that app developers should always get affirmative express consent before
collecting or sharing sensitive information like geolocation data. It’s not enough for apps to do
it and then let users opt-out.

My bill also sets up an opt-in rule for collection or sharing of location data. Why did you
set this standard where you did — and is there precedent for it?
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RESPONSES OF ROBERT D. ATKINSON TO QUESTIONS SUBMITTED BY SENATOR FLAKE

Written Questions of Senator Jeff Flake
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
The Location Privacy Protection Act of 2014
June 11, 2014

Robert Atkinson

1. During the hearing there was considerable discussion of stalking apps but also legitimate
tracking apps. Could you explain what you think the difference is between a stalking app
and a tracking app?

a. In addition, at a technical level, is it possible to distinguish between apps that
track individuals imperceptibly for legitimate reasons versus illegitimate reasons?

“Stalking apps” covertly track and report a user’s location to another individual without
the user’s permission and in violation of the laws on stalking. Legitimate tracking apps,
such as those designed to monitor the location of a stolen device, child, or employee,
similarly track the location of an individual but do so within the bounds of the law.
Similarly, apps such as CarrierlQ monitor mobile devices unobtrusively to improve
network performance and diagnose network connectivity issues. At a technical level,
there is little to no difference between geolocation apps used to stalk individuals and
those used for legitimate purposes. Both types of apps collect, transmit, and store location
information about the user and make it available to others. The principle difference
between these apps is in how they are marketed and what the data are used for and in
some case in the level of transparency provided to the user.

2. Would it be useful in the legislation to distinguish between apps that can be used to stalk
individuals and those that use geo-location data for other purposes?

Yes. While there is a group of apps that track and report the location of individuals to
other users, the vast majority of apps using geolocation data do not share this information
with other end-users. For example, many websites personalize their services based on the
user’s location, such as for news, shopping, and maps. Other sites use the geolocation
data to improve the performance of the phone and/or the network. Other apps allow users
to share their location information with others, but this is done in the foreground, such as
sharing location information on social networks. These apps bear no resemblance to the
stalking apps of concern to the committee and so should be excluded from legislation
intended to crack down on stalking apps.

3. Inrequiring the 24 hour to 7 day notice, the bill applies this requirement to a “covered
entity that initially collects geolocation information from an electronic communications
device in a manner that the covered entity has reason to believe is imperceptible to the
individual using the electronic communications device...” From a technical perspective,
how do you define “imperceptible?”
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Imperceptible does not mean that there is no way to perceive that the electronic device is
collecting geolocation information, only that it is being done so in a manner that is very subtle or
difficult to perceive. Unfortunately, the bill does not define how a developer might distinguish
what is “imperceptible to the individual using the electronic communications device.” There are
small signals that developers might argue count towards notifying the user. For example, devices
collecting and transmitting geolocation data generally use more processing power which means
they tend to run a bit hot and consume battery power more quickly than devices that are not
doing so. Likely this is not the threshold the authors of the bill had in mind.

While legitimate apps generally do not actively try to obfuscate their activity from the user, some
legitimate apps may run in the background without directly alerting the user they are collecting
geolocation data so as to minimize unnecessarily bothering the user. But these apps will still
appear in if the user checks the list of running processes, especially using a popular task killer
app. Would this level of disclosure meet the threshold for being considered imperceptible?

Or developers could rely on an alert from an icon on the mobile device to signal to the user that
geolocation data is being collected. How large does such an icon have to be on a mobile device
(and does it matter the size of the screen)? Or does it matter if the developer knows that the user
has low vision or no vision? If user testing reveals that users do not understand the meaning of
their devices geolocation icon, does the developer have to take additional action? And is
notification still considered perceptible if it is buried after 20 other notification on the device’s
screen? In addition, to what extent is the app imperceptible if the installer can turn off
notifications?

These are just a sampling of the type of real-world problems that developers might encounter
trying to comply with this law. This is yet another reason why if Congress pursues this
legislation, it should narrowly target this bill to a small class of apps where the location data can
be accessed by the person installing the app on the phone while also providing a more robust
definition of “imperceptible™
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RESPONSES OF LUIGI MASTRIA TO QUESTIONS SUBMITTED BY SENATOR FLAKE

‘Written Questions of Senator Jeff Flake
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
The Location Privacy Protection Act of 2014
June 26, 2014

Lou Mastria

1. In your testimony, you stated that the Digital Advertising Alliance (DAA)’s self-
regulatory program is backed by enforcement mechanisms. How is this program
enforced?

a. What penalties, sanctions, or other actions are performed to bring companies
into compliance with the guidelines?

A key feature of the DAA Self-Regulatory Program is accountability. The DAA’s Self-
Regulatory Principles (“Principles”) are backed by two robust enforcement programs
administered by the Council of Better Business Bureaus (“CBBB”) under the policy guidance of
the Advertising Self-Regulatory Council (ASRC), and by the Direct Marketing Association
(DMA) under its Guidelines for Ethical Business Practice (collectively, “Accountability
Programs™). Accountability under the DAA Principles applies to all companies operating in the
advertising ecosystem, not merely “participants” in the DAA Program.

Since this hearing, new enforcement actions were announced. The DAA has, to date,
brought 37 publicly announced compliance actions involving brand-name companies and lesser-
known names, and the actions have addressed well-known technologies and emerging
technologies. These actions have addressed traditional online display advertising, as well as
social media. These results demonstrate robust accountability that is responsive and can quickly
adapt to emerging business and technology models in the marketplace.

The goal of the DAA Accountability Programs is to identify instances of noncompliance
by companies and help those companies come into compliance and build consumer trust through
good advertising practices online. While the Accountability Programs do not seek to be punitive,
the DAA believes that strong, independent enforcement is essential to successful self-regulation,
and therefore, reserves the right to publicly report on instances of noncompliance and report
uncorrected violations to the appropriate government agencies.

The CBBB Accountability Program builds on the successful track records of several
other ASRC programs that have been in place for decades. These programs feature independent
monitoring and public reporting of decisions. They have extremely high voluntary compliance
rates. Those companies that fail to comply or refuse to participate in the self-regulatory
enforcement process are referred publicly to the appropriate government agency for further
review.

The CBBB administers its Interest-Based Advertising Accountability Program under the
ASRC self-regulatory policy guidance and procedures. Because of the highly complex, technical
and interdependent nature of interest-based advertising, the Accountability Program receives a
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weekly privacy dashboard report based on independent data about companies’ compliance with
various requirements of the Principles. The Accountability Program’s technical staff analyzes
these data and examines whether there may be a violation of the Principles warranting formal
inquiry. The Program also finds potential cases through its own staff monitoring and
investigation, by analysis of consumer complaints and reviews of news stories and technical
reports from academics and advocacy groups.

Where there is a potential compliance issue, the CBBB initiates formal inquiries and
works to ensure the company understands the Principles and voluntarily implements the
requirements of the Principles. At the end of the process, the CBBB Accountability Program
issues a public decision, which details the nature of the inquiry, the Accountability Program’s
conclusions, any recommendations for correction, and includes a statement from the company in
question regarding its implementation of the recommendations. A press release is also issued.

The DMA’s longstanding Guidelines for Ethical Business Practice (“Guidelines™) set out
comprehensive standards for marketing practices, which all DMA members must follow as a
condition of membership. The DAA Self-Regulatory Principles are incorporated into these
Guidelines.

The DMA’s Ethics Operating Committee (“Committee™) examines practices that may
violate the Guidelines. To date, the Guidelines have been applied to hundreds of marketing
cases on a variety of issues such as deception, unfair business practices, personal information
protection, and online behavioral advertising. The Committee works with both member and non-
member companies to gain voluntary cooperation in adhering to the guidelines and to increase
good business practices for direct marketers. The Committee receives matters from consumers;
member companies; non-members; or, sometimes, consumer protection agencies. Complaints
are reviewed against the Guidelines and if a potential violation is found to exist, the company is
advised on how it can come into full compliance.

Most companies work with the Committee to cease or change the questioned practice. If
a member company does not cooperate and the Committee believes there are ongoing Guidelines
violations, the Committee can recommend that action be taken by the DMA Board of Directors
and can make case results public. Board action could include censure, suspension or expulsion
from membership, and the Board may also make its actions public. If a non-member or a
member company does not cooperate and the Committee believes violations of law may also
have occurred, the case is publicly announced and may be referred to federal and/or state law
enforcement authorities for review.

The CBBB and DMA programs demonstrate the success of self-regulation and its many
benefits, including the ability for the regulatory apparatus to evolve to meet new challenges.

2. What tools and/or programs does the DAA offer to consumers to provide transparency
and control to consumers regarding the data collection?

a. Do consumers use these tools, and how do they impact the growth of the
Internet economy?
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The DAA Program provides consumers with enhanced transparency around data
practices and choice with respect to collection and use of their Internet viewing data while
preserving the ability of companies to responsibly deliver services and continue innovating. This
approach allows consumers to enjoy the incredibly diverse range of Web sites by preserving the
responsible data flows that support these offerings and that fuel our nation’s economy.

The DAA Program fosters this approach by providing tools and mechanisms that enable
transparency, consumer control, and accountability (as detailed in response to question 1 above).

Transparency. DAA has developed a universal icon (“DAA Icon”) deployed by
companies that gives consumers transparency and control with respect to interest-based ads. The
icon provides consumers with actionable notice that information about their online interests is
being gathered to customize the Web ads they see. Clicking the DAA Icon also takes consumers
to a centralized choice tool that enables consumers to opt out of this type of advertising by
participating companies. The icon is served globally more than one trillion times each month on
or next to Internet display ads, Web sites, and other digital properties and tools covered by the
program. In April 2014, the DAA issued technical specifications that provide companies
guidance for providing this transparency tool in mobile web and application environments. This
will provide companies and consumers with a consistent, reliable user experience across the
multiple screens on which they interact. This will also provide companies a consumer-friendly
way to provide enhanced notice and choice outside of the privacy policy.

Furthermore, the DAA Principles call for consumer education. The DAA commissioned a
professionally developed advertising campaign to help consumers learn about interest-based
advertising and the choices they have with respect to data collection and use. This effort
successfully delivered easy to understand videos and messaging to help millions of consumers
understand the power at their hands.

Consumer Control. The DAA Program makes available a centralized choice mechanism
that unites the opt-out mechanisms provided by more than 115 different third-party advertisers
participating in the program. The choice mechanism website offers consumers a “one-click”
option to request opt-outs from all participants or allows a user to make choices about opting-out
of interest-based advertising from specific companies. Consumers are directed to AboutAds.info
not only from DAA Icon-based disclosures on or around ads, but from other forms of website
disclosure. In 2012, the DAA also introduced a suite of browser plug-ins to help ensure the
persistence of these choices so that consumer preferences are not lost should consumers elect to
delete their browser cookies.

Since the DAA Program launch, there have been more than 30 million unique visitors to
the DAA program Web sites. Over three million unique users have exercised choice using the
integrated opt-out mechanism provided at AboutAds.info. Most users visit DAA Program Web
sites, learn about their choices, and ultimately choose not to opt-out, showing that once
consumers understand how interest-based advertising works, many prefer to receive relevant ads
over irrelevant ads. The DAA expects to release versions of this successful consumer choice tool
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for mobile environments later this year. These tools will provide consumers control over data
collected in mobile web as well as data collected through applications.

Location Data. Of particular relevance to the hearing, the DAA imposes stringent
requirements for the collection and use of precise location data for commercial purposes. The
DAA program requires consent prior to collection and the provision of an easy to use tool to
withdraw such consent. We have required privacy-friendly tools including notice in the
download process, notice at first install or other similar measures to ensure that companies are
transparent in a consistent manner about data collection and that consumers can make informed
choices. To help ensure that both the transparency mechanisms we require are used and that
consumer choices are honored, we rely on our accountability programs.

The impact of these tools on the growth of the Internet economy is profound. By offering
consumers transparency and control in a way that preserves interest-based advertising, these
tools help foster innovation and create jobs. As described in my written testimony, the data-
driven marketing economy constitutes a significant share of our GDP, and continues to grow
each year.
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RESPONSES OF JESSICA RICH TO QUESTIONS SUBMITTED BY SENATOR FRANKEN

Written Questions of Senator Al Franken
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
The Location Privacy Protection Act of 2014

Jessica Rich

1. Ms. RICH, the FTC has issued best practices for app developers. One of the key best
practices you have is that app developers should always get affirmative express consent before
collecting or sharing sensitive information like geolocation data. It’s not enough for apps to do
it and then let users opt-out.

My bill also sets up an opt-in rule for collection or sharing of location data. Why did you
set this standard where you did - and is there precedent for it?

The Commission supports the LPPA’s requirement that covered entities obtain affirmative
express t from ¢ s before knowingly collecting or disclosing geolocation
information. As you note, this approach mirrors guidance in our 2013 staff report on

bile privacy discl es, in which we discussed the importance of transparency in the
mobile space through just-in-time disclosures and obtaining opt-in consent before allowing
access to sensitive information like geolocation.! Moreover, the FTC’s 2012 Privacy Report
addressed the heightened privacy ns pr ted with the collection and use of
sensitive personal information, such as geolocation information, and why robust privacy
controls like affirmative express consent are warranted for this kind of information.

Geolocation information is sensitive because it can reveal a consumer’s movements in real
time and over time. Geolocation may also expose other types of sensitive information, such
as health or financial information. For instance, geolocation information can disclose if a
consumer has gone to an AIDS clinic or cancer treatment center and how often he or she
has gone. It can provide information about where a person lives, works, shops, and goes
out to eat. It can disclose a child’s route to and from school. As discussed in our Privacy
Report, when sensitive information is involved, the likelihood that data misuse could lead to
discrimination or other harms is increased. Thus, the Commission has recommended the

panies obtain opt-in t from s before collecting sensitive information
for either first-party or third-party uses.

The Commission’s recommendations are in line with a number of self-regulatory
frameworks in which industry agrees that geolocation data is sensitive and should be
handled with care.® Bat, in i ies in the lication of self-regulatory codes can

i 5

! FTC Staff Report, Mobile Privacy Disclosures: Building Trust Through Transparency (Feb. 2013) at
15-16, available at Wtp://www fic.gov/sites/default/files/documents/reports/mobile-privacy-disclosures-

report/ 130201 mobileprivacyreport.pdf,

? Federal Trade Commission, Protecting Consumers in an Era of Rapid Change: Recommendations for
Businesses and Policymakers (Mar. 2012) at 59, available at
http://www.fte.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-
consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf.

? See, e.g., Future of Privacy Forum and Center for Democracy & Technology, Best Practices for Mobile

Application Developers (July 2012) at 7, available at http://www.futureofprivacy.org/best-practices-for-
mobile-app-developers (stating that app developers should obtain clear, opt-in permission before
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make it challenging for an entity to know exactly what it should do when collecting or using
geolocation data. And membership in a self-regulatory bedy is voluntary. The LPPA
provides much-needed rules of the road that can help industry compliance and provide
enforcement tools to ensure that consumers are protected.

accessing precise location data); Network Advertising Initiative, 2013 NAI Mobile Application Code, at 2,
available ar hitp://www.networkadvertising.org/code-enforcement/mobile (mandating that use of precise
focation data for advertising delivered across apps, based on the preferences or interests of a user, shall
require the user’s opt-in consent); Direct Marketing Association, Direct Marketing Association
Guidelines for Ethical Business Practice (May 2011}, at 40, available at hitps://thedma.org/wp-
content/uploads/DMA-Ethics-Guidelings.pdf (stating that location information may not be shared with
third-party marketers unless the consumer has given prior express consent for the disclosure).
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RESPONSES OF MARK L. GOLDSTEIN TO QUESTIONS SUBMITTED BY SENATOR FRANKEN

Written Questions of Senator Al Franken
U.S. Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
The Location Privacy Protection Act of 2014

Mark Goldstein

1. Mr. GOLDSTEIN, to me, one of your most interesting findings was the lack of
transparency around the downstream sharing of lecation data. According to your report,
app companies are pot telling users the third party companies that they’re turning areund
and sharing that data with. Mr. GOLDSTEIN, right now, is there any way for consumers
to find out who exactly is getting their location data from the original app that collected it?

Privacy policies of mobile industry companies we examined for our September 2012 report on
Mobile Device Location Data did not state which specific third parties companies may share
consumers’ location data with. Most of these policies stated the types of third-party companies
location data may be shared with, such as application developers and advertisers, and some
policies described third parties with vague terms such as “trusted businesses” or “others.”
Therefore, consumers cannot find out who exactly is getting their location data from these
policies. However, we did not evaluate explicitly whether consumers could successfully request
such information from companies, or obtain it through other means for either the Mobile Device
Location Data report or the In-Car Location-Based Services report.
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SUBMISSION FOR THE RECORD

Y NATIONAL
‘,WOMEN'S
LAWCENTER

EXPANDING THE POSSIBILITIES

June 3, 2014

Chairman Patrick J. Leahy Ranking Member Chuck Grassley
United States Senate United States Senate

Committee on the Judiciary Committee on the Judiciary

224 Dirksen Senate Office Building 224 Dirksen Senate Office Building
Washington, DC 20510 Washington, DC 20510

Re: - Location Privacy Protection Act of 2014, S. 2171

Dear Senator Leahy and Ranking Member Grassley,

On behalf of the National Women’s Law Center, an organization that for 40 years has worked to
expand the possibilities for women and girls in the areas of education and employment, family
economic security, and health, we write to express the Center’s support for S. 2171, the
Location Privacy Protection Act of 2014 (LPPA). We urge you to support the passage of the
LPPA to help prevent the abuse of cellphone and smartphone location technology to facilitate
sexual harassment and assault — including stalking, domestic violence, and dating violence —
against countless American women and girls.

Technology that allows a third party to monitor a smartphone user’s location is frighteningly
prevalent. In December 2010, an investigation by the Wall Street Journal revealed that of the
101 top smartphone apps, nearly half (47) disclosed a user’s location to third parties, typically
without the user’s consent.” Too often, this technology is used to stalk and harass women. In
August of 2010, a director of a battered women’s shelter in San Jose, California told the Journal
that victims entering the shelter often complain: “He knows where 1 am all the time, and I cant
figure out how he’s tracking me.” The same article related the account of a woman in Arizona
whose husband stalked her through the use of cellphone GPS technology before eventually
murdering their two children and shooting himself.> In 2011, testimony before the
Subcommittee on Privacy, Technology and the Law confirmed that stalking through cellphones
and smartphones remains a serious problem.

In January 2009, a report by the Department of Justice based on the National Crime
Victimization Survey revealed that approximately 26,000 persons are victims of GPS stalking

! Scott Thurm & Yukari Iwatani Kane, Your Apps Are Watching You, WALL ST. J,, Dec. 17, 2010, available at
http://online.wsj.com/article/SB10001424052748704694004576020083703574602 html.

2 Justin Scheck, Stalkers Exploit Cellphone GPS, WALLST. J., Aug. 3, 2010, available at

http:/fontine. wsi.com/article/SB10001424052748703467304575383522318244234.html.

* See http://www.franken senate gov/files/documents/1 10510_NNEDV_MCBW_Mobile_Privacy_Testimony.pdf.

With the low on your side, great things are possible,
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annually, including by cell phone. However, because this report was based on 2006 data, this
figure likely grossly understates the scope of this type of abuse. In the intervening eight years
since 2006, smartphone use has skyrocketed; the Pew Research Center recentlliy reported that in
2014 over half (58%) of U.S. adults have smartphones, up from 35% in 2011.” In addition, many
victims do not know that these devices are being used by their stalkers, since many of the
tracking capabilities and applications available for cell phones and smartphones can be used
against victims without their knowledge.

The Location Privacy Protection Act of 2014 will empower law enforcement, victims’ advocates
and victims themselves to prevent and combat this abuse of geo-location information. Briefly, it
will require companies to obtain a customer’s consent before collecting his or her data or sharing
it with non-governmental third parties. The bill will also raise awareness, help investigations of
GPS stalking, and criminalize the development, sale, and/or intentional operation of “stalking
apps” to violate federal anti-stalking and domestic violence laws. This bill does not concern or
affect law enforcement location tracking.

It also provides for the collection of much-needed data—the bill will require the National
Institute for Justice, in conjunction with the Office of Violence Against Women, to conduct a
study examining the role geo-location technology plays in violence against women. Beyond the
information collected about GPS stalking in the U.S. Department of Justice’s 2006 Supplemental
Victimization Survey—now sorely outdated—federal authorities have little comprehensive
information about the ways in which location technology is used in domestic violence, dating
violence, sexual assault, and stalking. Such a study will fill that knowledge gap.

3k ok ok ok

The abuse of focation technology to perpetrate violence against women is pervasive and must be
stopped. The Location Privacy Protection Act of 2014 will help to prevent such abuse. We urge
you to support the swift passage of this important bill. If you have any questions, please feel free
to contact Lara S. Kaufmann at (202) 588-5180 or lkaufmann@nwlc.org.

Sincerely,

o y i {a 3 L@%&ﬂa@ﬂ e
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Fatima Goss Graves Lara S. Kaufmann

Vice President for Education and Employment Senior Counsel & Director of
Education Policy for At-Risk Students

* Pew Research Internet Project, Cell Phone and Smartphone Ownership Demographics (2014), available at
http.//www.pewinternet.org/data-trend/mobile/cell-phone-and-smartphone-ownership-demographics/.
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CHAMBER OF COMMERCE
OF THE

UNITED STATES OF AMERICA

R. BRUCE JOSTEN 1615 H STREET, N.W.
EXECUTIVE VICE PRESIDENT WASHINGTON, D.C. 20062-2000

GOVERNMENT AFFAIRS 202/463-5310

June 11, 2014

The Honorable Al Franken The Honorable Jeff Flake
Chairman Ranking Member
Subcommittee on Privacy, Subcommittee on Privacy,
Technology and the Law Technology and the Law
Committee on the Judiciary Committee on the Judiciary
United States Senate United States Senate
Washington, DC 20510 Washington, DC 20510

Dear Chairman Franken and Ranking Member Flake:

The U.S. Chamber of Commerce, the world’s largest business federation representing
the interests of more than three million businesses of all sizes, sectors, and regions, as well as
state and local chambers and industry associations, and dedicated to promoting, protecting, and
defending America’s free enterprise system, opposes S. 2171, the “Location Privacy Protection
Act 0f 2014.” The Chamber strongly supports the legislation’s goal of combating cyberstalking.
However, S. 2171 contains commercial privacy provisions in Section 3 that are overly-broad,
ignore technical realities, and fail to recognize successful, ongoing self-regulatory programs.

Geolocation data now is commonly used for many purposes, including locating nearby
retailers, restaurants, and services; navigating to specific destinations; finding location-specific
news, weather, and special offers; authenticating identities; detecting fraud; mitigating retail theft
and loss; improving the location of retail displays for consumer convenience; and connecting
with family and friends. With the expected growth of the Internet of Things, beneficial uses of
geolocation data will continue to increase. These beneficial uses are markedly different than a
cyberstalker using location data to threaten, harass, or commit an act of domestic violence or
other heinous crime, all of which are already illegal activities.

The Chamber’s concerns with S. 2171 include, but are not limited to, the overbroad
definition of a covered entity; the obligations of a covered entity; the regulation of information
collection instead of use; the imposition of regulations on entities that collect the geolocation
information of more than 1,000 electronic communications devices; and the failure to take into
account how consent is impacted if several users operate a device at different times. Since many
streets run for great lengths, it serves no purpose to use “street name” in the definition of
“geolocation information™ as there would be no way to know if the individual was downtown or
in the suburbs (e.g., Massachusetts Avenue in Washington, DC). Similarly, “street name” is not
always applicable in rural areas where streets may have mile markers instead of names.
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The Chamber also is troubled that S. 2171 lacks an exemption for information that is de-
identified. The Chamber strongly opposes both the limited preemption language that would
allow for a patchwork of inconsistent laws to apply in this area as well as the inclusion of a
private right of action that would allow the plaintiffs’ class action trial bar to bring potentially
excessive, duplicative, and spurious litigation under the statute.

To help protect the privacy of mobile users, there are a myriad of existing self-regulatory
programs and user-friendly technological solutions. Thus, legislation in this area is simply
unnecessary and would clearly harm innovation, including development of the privacy-
enhancing efforts that policymakers seek to foster.

The wireless marketplace is a vibrant, competitive, and consumer-driven environment.
Thus, the Chamber is disappointed that S. 2171 associates permissible commercial location
information with the criminal use of this data to cause harm or risk to the individual. Therefore,
the Chamber opposes S. 2171 in its current form because it would create enormous regulatory
uncertainty, stifle innovation, deter private-sector investment, and jeopardize the tremendous
growth in wireless applications, services, and devices that has benefited both businesses and
consumers. However, the Chamber looks forward to continued discussions with you, your
subcommittee colleagues, and your staff on how best to target and combat cyberstalking.

Sincerely,

pe e
1 Bt atn

R. Bruce Josten

cc: Members of the Subcommittee on Privacy, Technology and the Law
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ConsumersUnion

POLICY & ACTION FROM CONSUMER REPORTS

June 3,2014

The Honorable Al Franken, Chairman

The Honorable Jeff Flake, Ranking Member
Subcommittee on Privacy, Technology, and the Law
Committee on the Judiciary

United States Senate

Washington, DC 20510

Dear Chairman Franken and Senator Flake:

Consumers Union, the public policy and advocacy division of Consumer Reports, urges
support for the Location Privacy Protection Act of 2014 (S. 2171). This bill, introduced by
Chairman Franken and cosponsored by Senators Coons, Durbin, Blumenthal, and Warren, would
require mobile device manufacturers, wireless service providers, data brokers, and other
companies to obtain consumer consent before collecting, storing, and sharing personally
identifiable geo-location information.

A 2013 Consumer Reports nationally representative survey of consumers found that 76
percent strongly agreed that companies who collect data about consumers’ locations should be
legally required to get their permission first. Some smartphone users told us they or a member of
their household had been harassed or harmed after someone had used location tracking to
pinpoint their whereabouts. Ina 2012 survey, we found 65 percent of smartphone users were
very concerned about apps that could access their location, contacts, photos, and other personal
data without their permission.

We support efforts to give consumers the power to choose whether or not their mobile
devices collect and share their location information, and with whom. We believe that the
approach adopted in S. 2171 is practical and effective. With exceptions for emergency
situations, companies should not be permitted to obtain a consumer’s geo-location information,
or to share that information with third parties, without the consumer’s express consent.

We urge the Committee to move forward on this important issue. We look forward to
working with you to ensure that consumer location privacy is protected.

Sincerely,

S Mt
e N?Cw\ -1 “"'

George Slover
Senior Policy Counsel
Consumers Union

cc: Members, Senate Judiciary Committee
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June 4, 2014

The Honorable Al Franken

Chairman, Senate Judiciary Subcommittee on Privacy, Technology and Law
223 Hart Senate Office Building

Washington, D.C. 20510

The Honorable Jeff Flake

Ranking Member, Senate Judiciary Subcommittee on Privacy, Technology and Law
153 Dirksen Senate Office Building

Washington, D.C. 20510

Dear Chairman Franken and Ranking Member Flake —

| am writing to express the IAB’s concerns with S. 2171, the Location Privacy Protection Act.
The Interactive Advertising Bureau (IAB) is the leading trade association for the more than 600
media and technology companies that serve and sell digital advertising. While only a small
share of the overall $43 billion industry today, mobile advertising in the United States is rapidly
growing and totaled $7.1 billion during FY 2013, a 110% increase from the prior year total of
$3.4 billion. A share of that growth is attributable to the explosion of location based services
unique to consumers’ mobile behavior.

The 1AB takes consumer privacy very seriously. |AB serves as the Chair of the Board of
Directors at the Digital Advertising Alliance (DAA) — the independent, regulatory arm of the
industry. The DAA began offering real notice and choice to consumers about data collected for
advertising in 2010, expanded the program to include all data collection and strict prohibitions
on specifics uses in 2011, and again expanded the program to include mobile applications, and
consent to collect precise geo-location data and personal directory data in 2013. The DAA has
been recognized by the White House, the Federal Trade Commissicn, and the Department of
Commerce as an example of successful self-regulation. 1AB's commitment to the program
extends to our member companies, who must publicly adhere to the program as a condition of
membership.

IAB is concerned with the bill's conflation of legitimate commercial uses of data that deliver
concrete benefit to consumers, with that of abusive criminal behavior. The misappropriation of a
user's data for criminal activity is distinctly different from the legitimate commercial practices that
consumers have come to expect and value; and, is responsible for much of the free or low-cost
digital services and applications we enjoy today.

www.iab.net
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For example, the definition of geolocation information is very broad; and, would sweep in
location data that cannot identify an individual or device with specificity. This broad definition is
appropriate to address criminal uses where a broad-based location data point still presents
great harm to an identifiable victim; while, anonymous, general location data for marketing
purposes such as couponing or promotion of local small business is not identifiable and does
not pose the same risks as criminal abuses. Furthermore, the definition does not exempt data
collection requested by the user, and necessary to provide a service such as a mapping
application or GPS device, which is likely to result in added confusion.

The breadth of data covered by this definition is further compounded by the consent
requirements. Prohibition on collection or disclosure of geolocation information without express
informed consent is tied to the “individual using the device" rather than the owner of the device
or the settings on the device. This significantly hinders the use of devices with multiple users;,
such as tablets, requiring separate consent from each user each time the device changes
hands.

Friction is the greatest enemy to the consumer experience, and a company's success in the
marketplace. When multiple permission and disclosure screens stand between the consumer
and the content they seek, the consumer does not become more educated about data collection
practices, they become frustrated.

Innovation and consumer privacy are not competing interests. In fact, consumer privacy is one
of the leading areas of innovation evidenced by the proliferation of services like Whisper,
Snapchat, Line, and Tango; and, by leading platforms like iOS and Android competing on
granular privacy controls for consumers.

In the rapidly evolving mobile technological environment, industry is continuously adapting to
new technologies and innovation in the marketplace to meet consumer needs and preferences.
Current industry practice is to acquire consent to collect location data from mobile devices. S.
2171, however, would codify current practice, creating a disincentive for companies to develop
new or innovative means for transparency and consumer control over data collection practices.
Self-regulation allows industry to pivot as the marketplace changes — the DAA has updated its
code of conduct twice in less than two years.

The most recent update to the self-regulatory program, the application of self-regulatory
principles to the mobile environment, was released in July 2013 and implementation begins this
year. We respectfully ask the Committee to consider the complicated legal regime created by
applying criminal standards to commercial regulation; and, to allow the DAA the opportunity to
build on its great success by implementing and enforcing the application of self-regulatory
principles to the mobile environment.

Respectiully,
Is
Mike Zaneis

EVP & General Counsel
Interactive Advertising Bureau

www.iab.net
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June 4, 2014

The Honorable Al Franken, Chairman
Subcommittee on Privacy, Technology and the Law
Committee on the Judiciary

United States Senate

Washington, DC 20510

RE: S. 2171, the “Location Privacy Protection Act of 2014”
Dear Chairman Franken:

MAPPS (www mapps.org), the only national association exclusively comprised of private sector firms in the remote
sensing, spatial data and geographic information systems field in the United States, commends your effort in holding
today’s hearing covering the role of technology advances while protecting consumer privacy. The MAPPS
membership spans the entire spectrum of the geospatial community, including Member Firms engaged in satellite
and airborne remote sensing, surveying, photogrammetry, aerial photography, LIDAR, hydrography, bathymetry,
charting, aerial and satellite image processing, GPS, and GIS data collection and conversion services. MAPPS also
includes Associate Member Firms, which are companies that provide hardware, software, products and services to
the geospatial profession in the United States and other firms from around the world.

Introduced in March 2014, S. 2171 would amend the Electronic Communications Privacy Act to require that
companies obtain individuals’ permission before collecting location data from their smartphones, tablets, or in-car
navigation devices, and before sharing such information with others, The bill would also ban the development,
operation and sale of GPS stalking applications and would allow law enforcement to seize the proceeds of those
sales to fund anti-stalking efforts.

S. 2171 is an improvement over previously introduced legislation on this topic, inasmuch as it defines the term
“geolocation information”. Section 3 of S. 2171 defines “geolocation information™ to mean any information that is
not the contents of a communication; is in whole or in part generated by or derived from the operation or use of an
electronic communications device; and is sufficient to identify the street name and name of the city or town in which
the device is located; and does not include the Internet protocol address or the home, business, or billing address of
the individual, or any component parts of such addresses. In addition, Section 3 of S. 2171 defines “geolocation
information service” to mean the provision of a global positioning service or other mapping, locational, or
directional information service.

MAPPS has been deeply concerned that previous bills in Congress have used the term “geolocation” without
defining it. Moreover, on December 1, 2010, the Federal Trade Commission (FTC) issued a draft report, Protecting
Consumer Privacy in an Era of Rapid Change, using the term without definition.

John M. Palatiello, Executive Director
1856 Old Reston Avenue, Suite 205, Reston, Virginia 20190

(703) 787-6996 info@mapps.org WWW.Mmapps.org
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The mapping, geographic information systems and geospatial community is deeply concerned that legislation and
the FTC report would result in a serious threat to our legitimate business interests, and the clients we serve. The FTC
report was very broad in its application. Ostensibly, the report was targeted at internet-based cyber tracking of
personal data. However, through the use of terminology without definition, and a failure of the report to limit its
scope to specific problem areas, the restrictions suggested in the report would hamper the ability of firms, agencies
and organizations to collect, use, share, or apply geospatial data.

Similar to the our original concerns for the FTC proposal, MAPPS also respectfully urges the Senate to use extreme
caution and not enact any enforcement or broad regulation that would have a harmful affect on the broad private
geospatial community.

Pages 74-75 of the 2010 FTC Preliminary Staff Report stated, “Moreover, staff notes that both sensitive information
and sensitive users may require additional protection through enhanced consent. The Commission staff has
supported affirmative express consent where companies collect sensitive information for online behavioral
advertising and continues to believe that certain types of sensitive information warrant special protection, such as
information about children, financial and medical information, and precise geolocation data. Thus, before any of this
data is collected, used, or shared, staff believes that companies should seck affirmative express consent. Staff
requests input on the scope of sensitive information and users and the most effective means of achieving affirmative
consent in these contexts.”

Specifically, MAPPS is concerned that such FTC regulation or Federal legislation, which inexactly uses and
regulates the term “precise geolocation data”, would result in serious and harmful unintended consequences for
consumers, geospatial firms, and government programs our member firms serve. The use of the term “geolocation™
or other terminology relevant to geospatial activities, as it is used in current or possible future FTC regulation or
Federal legislation, could thwart legitimate and desireable business activitics; deny consumers the products,
technologies and services they are demanding in the marketplace; and impose a significant new lability on our
members.

On one hand, the term could mean actual streetthouse address or on the other hand, the actual location of the
individual at any given time, i.e. location provided by cell phone triangulation or some other method. If the
geolocation refers to a person's name and address being private, then it is inconsistent with virtually every “open
records” law in the United States, and could potentially shut down the nation’s commercial aerial and remote sensing
satellite market and prevent our member firms from collecting, hosting or distributing ownership information.

Page 5 of the 2010 FTC report stated “Companies should not have to seek consent, for example, to share your
address with a shipping company to deliver the product you ordered.” We believe similar geospatial data should also
be excluded from having to be subjected to consent or waivers.

Page 1 of the 2010 FTC questions for comments asked “Are there practical considerations that support excluding
certain types of companies or businesses from the framework — for example, businesses that collect, maintain, or use
a limited amount of non-sensitive consumer data?” We believe geospatial firms’ precise geolocation activities should
be exciuded. Failure to do so would thwart some common, justifiable, and emerging uses of geospatial data for
emergency response/post disaster remediation, insurance, environmental protection, E-911 & ambulance services,
fleet management broadband mapping, home security, navigation, mortgage foreclosure monitoring/early warning
system, and others. Moreover, many geospatial activities, technologies, and applications development could be
deemed illegal. For example, it would be impractical, if not impossible, for our member firms to obtain prior
approval or consent from individual citizens prior to acquiring or applying data such as satellite imagery, aerial
photography, or parcel, address, or transportation data. FTC regulation or a Federal law of this nature would
effectively ban our member firms, or their clients, from important value-added, integration and application activities.

For the purposes of the regulations and privacy efforts currently under consideration by the FTC and or under the
breadth of S. 2171, MAPPS respectfully submits the following proposed exclusion definition to provide what the
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terms “precise geolocation data”, “geolocation information”™ or “geolocation information services do NOT include,
and thus is exempt from the scope of such regulation or legislation, such as 8. 2171:

(a) Any information about the location and shape of, and the relationships among, geographic
features, including remotely sensed and map data;

(b) Any graphical or digital data depicting natural or manmade physical features, phenomena, or
boundaries of the carth and any information related thereto, including surveys, maps, charts, remote
sensing data, and images;

(c) Collection, storage, retrieval, or dissemination of graphical or digital data to depict natural or
manmade physical features, phenomena, or boundaries of the earth and any information related to
such data, including any such data that comprises a survey, map, chart, geographic information
system, remotely sensed image or data, or an acrial photograph by surveyors, photogrammetrists,
hydrographers, geodesists, cartographers, or other such mapping and geospatial professionals; and
(d) Data originating from commercial satellite systems licensed to operate by the U.S. government,
global positioning systems, geographic information systems, and airborne or terrestrial mapping
equipment.

Page 36 of the 2010 FTC report stated “The presentation outlined the virtually ubiquitous collection of consumer
data that occurs in multiple contexts and at numerous points throughout a given day — for instance, when consumers
browse websites, purchase items with payment cards, or use a geolocation application on a mobile device. In
addition, the presentation depicted how companies that collect data through such activities share the data with
multiple entities, including affiliated companies, as well as third parties that are many layers removed from, and
typically do not interact with, consumers.”

The geospatial community is one of the fastest growing in the marketplace. It has been identified by the U.S,
Department of Labor as one of the “high growth” sectors of the U.S. workforce. There are numerous legitimate
geospatial applications, in a rapidly growing market, that fit the aforementioned scenario. We are concerned that
unintended consequences of such FTC regulation or Federal legislation will stymie economic growth, job creation,
and introduction of new consumer products enabled by geospatial technologies.

Page 10 of the 2010 FTC report stated, “Some of these practices, such as where a retailer collects a consumer’s
address solely to deliver a product the consumer ordered, are obvious from the context of the transaction, and
therefore, consent for them is inferred. Others are sufficiently accepted — or necessary for public policy reasons ~
that companies need not request consent to engage in them.” A December 1, 2010 FTC news release stated, “The
report adds that, to simplify choice for both consumers and businesses, companies should not have to seek consent
for certain commonly accepted practices.” In addition, pages 66-67 of the report noted, “Companies do not need to
provide choice before collecting and using consumers’ data for commonly accepted practices, such as product
fulfillment. Legal compliance and public purpose: Search engines, mobile applications, and pawn shops share their
customer data with law enforcement agencies in response to subpoenas. A busi reports a c ’s delinquent
account to a credit bureau.”

The geospatial activities described in the aforementioned exemption language is consistent with these scenarios and
thus, such activities should also be exempt from Federal legislation.

Many states define a number of geospatial or geolocation activities as the practice of professional surveying.
Therefore, practitioners are licensed and regulated by the government via state licensing boards. Consumers are
already protected.

Moreover, commercial satellite remote sensing firms are licensed to operate by the Federal Government (Department
of Commerce). Therefore, there are already statutory standards for such individuals and firms, and the public health,
welfare and safety, as well as national interests are already protected by a governmental authority. Further regulation
is unnecessary, and would create conflict and confusion among such regulatory schemes. Finally, any such Federal
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legislation could put U.S. companies at a significant and insurmountable competitive disadvantage against foreign
firms that may not be covered by that regulation, or for which enforcement would be impractical,

In conclusion, just as MAPPS urged the FTC to either remove any reference to “precise geolocation data”, more
specifically and exactly define the term; and/or include the exemption we have suggested herein; and given S. 2171
does define ‘geolocation information’ and ‘geolocation information service’, we would also encourage your bill to
include the exemption we have suggested herein.

We look forward to working with you to provide the necessary and desirable privacy protections to individual
citizens, while permitting the geospatial community to grow, prosper, and bring to the market those technologies and
applications that meet the economic demands of consumers and citizens.

If you have any questions, or if we can be of any assistance, please do not hesitate to contact John “JB” Byrd,
MAPPS Government Affairs Manager at jbyrd@mapps.org or 703-787-6996.

Sincerely,
R g P
B&.’W@yﬁ@@

John M. Palaticllo
Executive Director
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64 East Plato Blvd.. Suite 130
St. Panl. MN 55107

( BW Minnesota Coalition
for Bauered Women Telephone: (631) 646-6177 or (806) 289-6177

Fax: (631} 646-1527

The Honorable Senate Al Franken
United States Senate

309 Hart Senate Office
Washington, DC 20515

28 May 2014
RE:SUPPORT FOR LOCATION PRIVACY PROTECTION ACT OF 2014
Dear Senator Franken:

On behalf The Minnesota Coalition for Battered Women’s over 8o domestic and sexual violence
advocacy programs, we applaud your dedication to ending gender violence. The Location Privacy
Protection Act of 2014 (“the Act”) is another example of your leadership at the forefront of efforts to
improve safety for domestic violence survivors and increase community accountability.

THE PERSONAL IS POLITICAL: SURVIVOR STORIES OF CYBERSTALKING

In 2011, you listened to a brave Minnesotan’s experience of domestic violence in St. Louis County,
Minnesota. She shared her story: intimate partner misuse of covert technology as a tool to frighten,
coerce, stalk and abuse her. You listened to her expertise on the dangers of stealth GPS “stalking
apps” and have advocated for change.

As the Act has moved through the legislative process, your office has continued to consult with the
true policy experts on cyberstalking: domestic abuse survivors. Unfortunately, their advice
demonstrates that cyberstaiking with stealth GPS “stalking apps” is a rapidly proliferating threat.
Additionally, survivors have taught us that — despite the collaborative training and awareness efforts
between MBCW, law enforcement and community partners — scarce resources and lack of awareness
undermine our efforts. The following stories from Minnesotans demonstrate our continued struggle
to meet their safety needs.

EMMA'S STORY: FROM 1,400 MILES AWAY, CYBERSTALKER FINDS HER
Emma relocated to Greater Minnesota from the other side of the country, seeking safety. Meanwhile,
the man who would cyberstalk her continued to live in the state she had fled. She had not told him

MCBW Letter to Senotor Fronken re. Location Privacy Act
Page 10f3
5.28.2014
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where she was going. He found her anyway, shattering her sense of safety. From 1,400 miles away,
he would text message her that he knew exactly where she was and who she was with. She couldn’t
figure out how he knew where she was. She had not seen him since she moved. Then, on a day she
took a trip outside of the rural Minnesota County where she lived, he showed up out of nowhere. She
was terrified. Soon after, he moved to Minnesota. The pattern of cyberstalking got worse.

With the help of a domestic violence victim advocate, Emma tried to figure out how he always knew
where she was. They went to her cellphone carrier and law enforcement. Everyone said: you've got
GPS tracking spyware on your phone — that's how he knows your every move. But law enforcement
didn‘t have the technology and training to examine the phone or remove the stalking app. To be
safe, she got a new phone and tried to start over. Yet, the disturbing pattern of his cyberstalking kept
intruding in her life. It got so bad that the courts granted her a protective order. Nonetheless, he has
continued to cyberstalk her, violating the protective order with texts that disappear as soon as she
read them. She has yet to be able to prove the violations, but he somehow continyes to know her
every move. While she continues to safety plan with domestic violence advocates, he continues to
cyberstalk her to this very day — using stealth technology to rob her privacy and peace of mind.

BETH'S STORY: CYBERSTALKING BELIEVED ONLY AFTERATTEMPTED MURDER

Beth seemed to be a contentedly married nurse raising a beautiful son. The truth was that her
husband had been abusing her for years. After law enforcement came to their home on a domestic
abuse call, her husband was ordered to have no contact with her. That is when he started fighting her
for custody of their son and trying to convince everyone that she was crazy and falsely alleging
abuse.

Throughout that time, he would show up where she was. Sometimes publicly, but more times
unknowingly. Her belongings started disappearing. When she wasn't home, she would return to find
the door left slightly open or a light switch turned on when she knew she had turned it off. Her
scheduled days to work were variable, and she did not always go straight home, so she really didn't
feel her whereabouts were "extremely predictable.” She writes: "My ex KNEW things that he
shouldn't know, things that  had talked about on the phone, to my dad, to friends. They were things |
knew | had never and would never discuss with my ex and it made me think | was more crazy. |
thought: | can't prove anything about this, but | remember thinking: how does he know this. Why? |
took my phone for service, and when | explained everything to them they went to reboot it to factory
settings. It had applications running on it that they were unfamiliar with (these are guys that see
applications all the time). That summer was the scariest place of my life.”

Beth's reports of cyberstalking were not believed. It took him brutally bludgeoning her almost to

MUBW Letter to Senator Franken re. Location Privocy Act
PageZof 3
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death for them to take her seriously. Beth survived that attack. Her ex was convicted of 1* degree
attempted murder and is now serving a decades-long sentence.

Beth wonders: if there had been public awareness about the signs of cyberstalking, maybe law
enforcement and the courts could have prevented a homicidal abuser from attempting to murder the
mother of his child.

Beth has been working with local domestic violence advocates throughout her abuser's
cyberstalking. She continues to work with them to heal from the physical and psychological trauma.

When we shared the opportunity for Beth to show her leadership in domestic violence policy
advocacy, she knew that her story could help other. She is 100% supportive of the Location Privacy
Protection Act and hopes that the example of her life will help pass the legislation. She hopes that
the Act will stop the the marketing of stalking apps and help the criminal and civil justice systems
learn to identify and effectively respond to cyberstalking victims. Beth doesn’t want it to take
attempted homicide for other abused women to finally be believed.

In closing, MCBW deeply appreciates your work to end gender violence and support the passage the
Location Privacy Protection Act.

Sincerely,
< P
oA 3 XL(C“A(LW(»)
Liz Richards
Executive Director

MCBW Letter to Senator Franken re. Location Privacy Act
Poge 30f3
5.28.2014
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THE NATIONAL CENTER FOR

Victims of Crime

June 2, 2014

The Honorable Al Franken
United States Senate
Washington, DC 20510

Dear Senator Franken:

On behalf of the National Center for Victims of Crime, I am pieased to submit this
tetter of support for the Location Privacy Protection Act of 2014. This legislation
would close current loopholes in federal law that allow cell phone and smart phone
companies to obtain and distribute customer location information without their
customer’s consent. This is a critical protection that should be provided to all
consumers, particularly victims of statking and domestic violence. Your bill would
also make it a crime to develop or sell “apps” that facilitate stalking; any money
generated from selling stalking apps can be seized by law enforcement and secured
in a special fund to provide services and assistance to stalking survivors.

In January 2009, the Department of Justice report, Stalking Victimization in the
United States, revealed that approximately 26,000 persons are victims of GPS
stalking annually, including by cell phone. We believe this finding grossly
underestimates the actual number of cases where victims are tracked via GPS since
many victims do not know and never disclose that these devices are being used by
their stalkers. Many of the tracking capabilities and applications available for cell
phones and smart phones can be used against a victim without their knowledge. By
enacting legislation that would ensure customers’ express consent to collect and
disclose location information this number could be reduced significantly.

The protection of victims’ information—including their location, travel history,
and online browsing history—is paramount to preventing future harm against them
by stalking and abusive partners. Victims, like any users of smart phones, tablets,
and other mobile devices, want to use and benefit from these sophisticated
technologies. Victims of intimate partner violence and stalking, however, need to
be assured that their data is private and especially not discoverable by their
offender. We believe that all victims of crime and, in fact, any user of these
technologies and services, deserve notice about what data is collected, where that
data is stored, and, most importantly, the right and ability to opt-out of probing and
location tracking features. Through this proposal, victims will gain more control
over who can access their location information.

2000 M Street, NW ¢ Suite 480 « Washington, DC 20036 » Tel. 202/467-8700 » Fax 202/467-8701 « www.VictimsofCrime.org



173

June 2, 2014
Page two

We are also grateful for your commitment to ensure that victims of stalking receive support and
services. The National Center for Victims of Crime has worked for more than fourteen years to
improve the nation’s response to stalking victims and we strongly support the bill’s provision
allowing seized funds from the sale of illegal stalking apps to be used for victim assistance.
Thank you for your tireless efforts to safeguard consumers’ privacy, especially victims of crime.

Sincerely,

W@M

Mai Fernandez
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THE VOICE OF RETAIL

June 4, 2014
The Honorable Patrick J. Leahy The Honorable Charles E. Grassley
Chairman Ranking Member
U.S. Senate Comumittee on the Judiciary U.S. Senate Committee on the Judiciary
224 Dirksen Senate Office Building 152 Dirksen Senate Office Building
Washington, D.C. 20510 ‘Washington, D.C. 20510
The Honorable Al Franken The Honorable Jeff Flake
Chairman Ranking Member
Subcommittee on Privacy, Technology & Law Subcommittee on Privacy, Technology & Law
223 Hart Senate Office Building 202 Hart Senate Office Building
Washington, D.C. 20510 Washington, D.C. 20510

Dear Senator Leahy, Senator Grassley, Senator Franken. and Senator Flake:

The National Retail Federation has deep reservations regarding S. 2171, The Location
Protection Privacy Act. NRF would like to be a constructive stakeholder in a deliberative
process regarding the commercial ramifications of this legislation, but we do not believe that a
measure curbing cyberstalking should be accompanied with virtually unrelated legislation
imposing new commercial regulations.

As the world’s largest retail trade association and the voice of retail worldwide, NRF
represents retailers of all types and sizes, including chain restaurants and industry partners,
from the United States and more than 45 countries abroad. Retailers operate more than 3.6
million U.S. establishments that support one in four U.S. jobs — 42 million working Americans.
Contributing $2.5 trillion to annual GDP, retail is a daily barometer for the nation’s economy.
Retailers create opportunities for life-long careers, strengthen communities at home and
abroad, and play a leading role in driving innovation.

Businesses are making unprecedented investments in innovation to satisfy customer
expectations in a rapidly evolving marketplace so they may build trusted relationships with
their customers. Retailers’ top priority is to provide our customers with a seamless, engaging,
and easy shopping experience whether in store, online or mobile. Customers demand the
personalization that comes with technological innovation, such as providing location-based
SErvices.

We are particularly concerned about the application of first party responsibility. The
construction in this bill is in direct conflict with longstanding Federal Trade Commission
policies. In examining the different relationships that exist in the marketplace, the FTC
recognized that first party relationships with trusted entities are unique and distinet.

NATIONAL RETAIL FEDERATION
1101 New York Avenue, NW, Suite 1200
Washington, DC 20005

wivvy nrf.com
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We urge the Committee to carefully consider the ramifications that the commercial
aspects of this legislation will have and to immediately advance the domestic violence portions
of the bill through the committee at this time. We believe it is important to separately consider
the proposed commercial provisions and delay action on these items until all of the unintended
consequences of the measure can be thoughtfully debated and addressed.

Sincerely,
X

David French

Senior Vice President

Government Relations

cc: Members of the Committee on the Judiciary
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OTA

Online Trust Alliance

June 2, 2014

The Honorable Al Franken, Chairman

The Honorabie Jeff Flake, Ranking Member

Committee on the Judiciary, Subcommittee on Privacy, Technology and the Law
United States Senate

223 Hart Senate Office Building

Washington, D.C. 20510

Re: Support of 5. 2171; Location Privacy Protection Act of 2014

Dear Chairman Franken and Ranking Member Flake,

On behalf of the Online Trust Alliance, a global non-profit with the mission to enhance online trust
and promote innovation, 1 am asking for your support of S. 2171, the "Location Privacy Protection Act
of 2014”. OTA represents over 100 organizations committed to the development and advancement
of best practices, meaningful-self regulation, stewardship and balanced legislation. OTA’s support of
S. 2171 represents the rough consensus of our supporters.

As consumers and businesses worldwide increasingly rely on mobile devices and applications, the
incidents impacting their data security and privacy continue to rise. Devices are now tethered to
users with persistent identifiers and increasingly collect data on our lives. A s data collection and
personal information continue to grow and provide significant benefits to consumers, so do the
threats including abuse of their personal information and risk of physical harm.

OTA advocates the need to promote consumer choice and control on the collection, usage, retention
and sharing of their data. While we have seen progress in self-regulatory efforts, current legislation
has failed to keep pace and needs to be updated to provide protection and stem the tide of abuse,

S. 2171 is an important bill to help ensure consumer protection, while not stifling legitimate usage or
innovation by business or law enforcement. It includes important changes reflecting input of industry
and consumer stakeholders, notably liability cap and increased flexibility in compliance mechanisms.
Equally as important are the provisions preserving the rights of State Attorney Generals in enforcing
any stronger, state statute.

We endorse the Location Privacy Protection Act of 2014 and urge you to support this critical bill,
Together we can increase consumer protection, promote innovation and growth of commerce.

Respectfully,
2 :
&, 2 by

Craig Spiezle
Executive Director

Online Trust Alliance o  htips://otalliance.org  » 425-455-7400
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Kansas man convicted of stalking, choking woman in Eigin/Harry
Hitzeman/DailyHerald/October 31, 2012

A 45-year-old man was convicted this week of stalking his girlfriend in Elgin and choking her
when he refused to return to Kansas with him, prosecutors said.

A Kane County jury deliberated two hours before convicting Blake C. Durbin, of Maize, Kansas,
of aggravated domestic battery, and two counts each of aggravated battery in a public place,
stalking and domestic battery, prosecutors said.

Judge Allen Anderson will sentence Durbin on Dec. 19; he faces between three to 14 years
behind bars.

"This case is an example of a domestic abuser who sees his partner as a possession and not a
person. My thanks to the jury for seeing the facts as they are. This guilty verdict marks a fitting
end to Domestic Violence Awareness Month," said Kane County State's Attorney Joe McMahon.

The victim left Wichita in June and arrived in Elgin to stay with a friend who had promised to
help. Durbin, who authorities said physically and psychologically abused the victim, had
previously given her a cellphone and had turned on the GPS on it without her knowledge.

Durbin tracked her location and traveled to Elgin, trying for days to meet with the woman by
stopping by the Community Crisis Center domestic violence shelter and calling her, prosecutors
said.

On July 9, Durbin went to the home on the city's southeast side where she was staying. Because
kids were home at the time, the woman agreed to talk to Durbin outside in his car. Prosecutors
said he became angry during the conversation, tried to strangle her and threatened to stab her.
The woman's friend saw what was happening and brought her back into the home. Durbin left.

The next day, Durbin continue to call, drove by the house several times and got out to yell. He
was arrested after the woman called police.

The $1 million bail for Durbin, who had been held at the Kane County jail since his arrest, was
revoked after his conviction.
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Stalkers Exploit Cellphone GPS/JUSTIN SCHECK/WSJ/August 3, 2010

Phone companies know where their customers' cellphones are, often within a radius of less than
100 feet. That tracking technology has rescued lost drivers, helped authorities find kidnap
victims and let parents keep tabs on their kids.

But the technology isn't always used the way the phone company intends.

One morning last summer, Glenn Helwig threw his then-wife to the floor of their bedroom in
Corpus Christi, Texas, she alleged in police reports. She packed her 1995 Hyundai and drove to a
friend's home, she recalled recently. She didn't expect him to find her.

The day after she arrived, she says, her husband "all of a sudden showed up." According to
police reports, he barged in and knocked her to the floor, then took off with her car.

The police say in a report that Mr. Helwig found his wife using a service offered by his cellular
carrier, which enabled him to follow her movements through the global-positioning-system chip
contained in her cellphone.

Mr. Helwig, in an interview, acknowledged using the service to track his wife on some
occasions. He says he signed up for the tracking service last year. "AT&T had this little deal
where you could find your family member through her cellphone,” he says. But he didn't use it to
find his wife that day, he says. Mr. Helwig, who is awaiting trial on related assault charges,
declined to comment further about the matter. He has pleaded not guilty.

Technology is enhancing the reach of stalkers, allowing them to take advantage of location-based
social networking applications. WSJ's Andy Jordan reports.

The allegations are a stark reminder of a largely hidden cost from the proliferation of
sophisticated tracking technology in everyday life—a loss of privacy.

Global-positioning systems, called GPS, and other technologies used by phone companies have
unexpectedly made it easier for abusers to track their victims. A U.S. Justice Department report
last year estimated that more than 25,000 adults in the U.S. are victims of GPS stalking annually,
including by cellphone.

In the online world, consumers who surf the Internet unintentionally surrender all kinds of
personal information to marketing firms that use invisible tracking technology to monitor online
activity. A Wall Street Journal investigation of the 50 most-popular U.S. websites found that
most are placing intrusive tracking technologies on the computers of visitors—in some cases,
more than 100 tracking tools at a time.

The cellphone industry says location-tracking programs are meant to provide a useful service to
families, and that most providers take steps to prevent abuse. Mike Altschul, chief counsel for
wireless-telecommunications trade group CTIA, says recommended "best practices" for
providers of such services include providing notification to the person being tracked.
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Mr. Helwig's wife had received such a notification, by text message, from AT&T. A spokesman
for AT&T Inc. says it notifies all phone users when tracking functions are activated. But users
don't have the right to refuse to be tracked by the account holder. Turning off the phone stops the
tracking.

Cellphone companies will deactivate a tracking function if law-enforcement officials inform
them it is being used for stalking. Mr. Altschul says authorities haven't asked carriers to change
their programs. He adds that carriers have long supported programs to give untraceable
cellphones to domestic-violence victims.

In Arizona this year, Andre Leteve used the GPS in his wife's cellphone to stalk her, according to
his wife's lawyer, Robert Jensen, before allegedly murdering their two children and shooting
himself. Mr. Jensen says Mr. Leteve's wife, Laurie Leteve, didn't know she was being tracked
until she looked at one of the family's monthly cellphone bills, more than 30 days after the
tracking began. Mr. Leteve, a real-estate agent, is expected to recover. He has pleaded not guilty
to murder charges, and is awaiting trial. The law firm representing him declined to comment.

In a suspected murder-suicide last year near Seattle, a mechanic named James Harrison allegedly
tracked his wife's cellphone to a store. After he found her there with another man, he shot to
death his five children and himself, according to the Pierce County Sheriff's Office.

Therapists who work with domestic-abuse victims say they are increasingly seeing clients who
have been stalked via their phones. At the Next Door Solutions for Battered Women shelter in
San Jose, Calif., director Kathleen Krenek says women frequently arrive with the same
complaint: "He knows where I am all the time, and I can't figure out how he's tracking me."

In such cases, Ms. Krenek says, the abuser is usually tracking a victim's cellphone. That comes
as a shock to many stalking victims, she says, who often believe that carrying a phone makes
them safer because they can call 911 if they're attacked.

There are various technologies for tracking a person's phone, and with the fast growth in
smartphones, new ones come along frequently. Earlier this year, researchers with iSec Partners, a
cyber-security firm, described in a report how anyone could track a phone within a tight radius.
All that is required is the target person's cellphone number, a computer and some knowledge of
how cellular networks work, said the report, which aimed to spotlight a security vulnerability.

The result, says iSec researcher Don Bailey, is that "guys like me, who shouldn't have access to
your location, have it for very, very, very cheap."

That is, in part, an unintended consequence of federal regulations that require cellphone makers
to install GPS chips or other location technology in nearly all phones. The Federal
Communications Commission required U.S. cellular providers to make at least 95% of the
phones in their networks traceable by satellite or other technologies by the end of 2005, The
agency's intention was to make it easier for people in emergencies to get help. GPS chips send
signals to satellites that enable police and rescue workers to locate a person.
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To a large extent, that potential has been fulfilled. Last year, for example, police in Athol, Mass.,
working with a cellphone carrier, were able to pinpoint the location of a 9-year-old girl who
allegedly had been kidnapped and taken to Virginia by her grandmother. In December, police in
Wickliffe, Ohio, tracked down and arrested a man who allegedly had robbed a Pizza Hut at
gunpoint by tracking the location of a cellphone they say he had stolen.

Mr. Altschul, of the cellphone-industry trade group, says the tracking technology has been of
great help to both law-enforcement officials and parents. "The technology here is neutral,” he
says. "It's actually used for peace of mind."

But as GPS phones proliferated, tech companies found other uses for the tracking data. Software
called MobileSpy can "silently record text messages, GPS locations and call details" on iPhones,
BlackBerrys and Android phones, according to the program's maker, Retina-X Studios LLC. For
$99.97 a year, a person can load MobileSpy onto someone's cellphone and track that phone's
location.

A memorial near Seattle for five children murdered by their father, who then killed himself, after
tracking his wife by cellphone. Courtney Blethen/The Seattle Times

Craig Thompson, Retina-X's operations director, says the software is meant to allow parents to
track their kids and companies to keep tabs on phones their employees use. He says the company
has sold 60,000 copies of MobileSpy. The company sometimes gets calls from people who
complain they are being improperly tracked, he says, but it hasn't been able to verify any of the
complaints.

Installing such programs requires a person to physically get hold of the phone to download
software onto it.

GPS-tracking systems provided by cellular carriers such as AT&T and Verizon Communications
Inc. VZ +0.18% are activated remotely, by the carriers.

Domestic-violence shelters have learned the consequences. As soon as victims arrive at shelters
run by A Safe Place, "we literally take their phones apart and put them in a plastic bag" to
disable the tracking systems, says Marsie Silvestro, director of the Portsmouth, N.H.,
organization, which houses domestic-violence victims in secret locations so their abusers can't
find them.

The organization put that policy in place after a close call. On Feb. 26, Jennie Barnes arrived at a
shelter to escape her husband, Michael Barnes, according to a police affidavit filed in a
domestic-violence case against Mr. Barnes in New Hampshire state court. Ms. Barnes told police
she was afraid that Mr. Barnes, who has admitted in court to assaulting his wife, would assault
her again.

Ms. Barnes told a police officer that "she was in fear for her life," according to court filings. The
next day, a judge issued a restraining order requiring Mr. Barnes to stay away from his wife.
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Later that day, court records indicate, Mr. Barnes called his wife's cellular carrier, AT&T, and
activated a service that let him track his wife's location. Mr. Barnes, court records say, told his
brother that he planned to find Ms. Barnes.

The cellular carrier sent Ms. Barnes a text message telling her the tracking service had been
activated, and police intercepted her husband. Mr. Barnes, who pleaded guilty to assaulting his
wife and to violating a restraining order by tracking her with the cellphone, was sentenced to 12
months in jail. A lawyer for Mr. Barnes didn't return calls seeking comment.

Another source for cellphone tracking information: systems meant to help police and firefighters.
Some cellular carriers provide services for law-enforcement officers to track people in
emergencies. Using such systems requires a person to visit a special website or dial a hot-line
number set up by the carrier and claim the data request is for law-enforcement purposes.

Cellular carriers say they try to verify that callers are legitimate. An AT&T spokesman says an
office is manned around the clock by operators who ask for subpoenas from law-enforcement
officials using the system.

But federal law allows carriers to turn over data in emergencies without subpoenas. Al Gidari, a
lawyer who represents carriers such as Verizon, says such location-tracking systems can be easy
to abuse. Police, he says, often claim they need data immediately for an emergency like a
kidnapping, and therefore don't have time to obtain a warrant, in which a judge must approve an
information request.

In Minnesota, Sarah Jean Mann claimed last year in a county-court petition for a restraining
order that her estranged boyfriend, a state narcotics agent, followed her by tracking her cellphone
and accessing her call and location records through such a system. The court issued the
restraining order. The boyfriend, Randy Olson, has since resigned from the police force. He
didn't respond to calls seeking comment.

Mr. Gidari says law-enforcement's easy access to such data makes the systems easy to abuse. He
says carriers would like to have a system in place requiring agents to get warrants. Without such
a requirement, there is little carriers can do to resist warrantless requests, say Mr. Gidari and Mr.
Altschul of trade group CTIA. Federal law says carriers may comply with such requests, and
law-enforcement agencies have pressured them to maintain the tracking systems, Mr. Gidari
says.

The easiest way for stalkers to locate a target—and perhaps the most common, say therapists
who work with victims and abusers—is by using systems offered by carriers. When cellphone
users sign up for a "family plan" that includes two or more phones, they have the option to
contact the carrier and activate a tracking feature intended to allow them to keep tabs on their
children.

The AT&T FamilyMap program, for example, is free for 30 days and requires only a phone call
to activate. "Know where your kids and loved ones are at any time!" says AT&T's website. The
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system is for parents, says an AT&T spokesman. He says the company hasn't received
complaints about FamilyMap being used by stalkers.

The system provides an on-screen map on the smartphone or computer of the person doing the
tracking. A dot on the map shows the location and movement of the person being followed. The
carrier sends a text-message to the person being tracked that their phone is registered in the
program,

These add-on services can be lucrative for carriers. AT&T debuted its FamilyMap system in
April 2009. It charges $9.99 a month to track up to two phones, $14.99 for up to five.
FamilyMap users must agree to "terms-of-use" stating that they may not use the system to
"harrass, stalk, threaten” or otherwise harm anyone.

In Corpus Christi, Mr. Helwig and his wife, who had been married since early 2008, bought
phones under an AT&T family plan. Mr. Helwig says he activated the feature last year. His wife
says she received a text message that a tracking function had been activated on her phone, but
wasn't sure how it was activated. Her husband, she says, initially denied turning on the tracking
function.

She says she eventually came up with a plan to flee to the house of a family whose children she
baby-sat. Her husband "had no idea where they lived" or even their names, she says. As she was
packing, her husband confronted her. They argued, and, according to her statements in police
reports, Mr. Helwig dragged her around by her hair.

The police came. She says she told them she didn't want them to arrest Mr. Helwig, that she
simply wanted to leave. The police told Mr. Helwig to stay away from her for 24 hours, she says.

As she drove to her friend's house, she says, she made sure her phone was off so Mr. Helwig
couldn't track her. But she turned it on several times to make calls. The next day, Mr. Helwig
was outside in a rage, according to police reports.

Mr. Helwig forced his way into the house, pushed her to the floor, took her car keys and drove
away in her Hyundai, according to police reports.

Police arrested Mr. Helwig a short distance away. Mr. Helwig, a firefighter, is facing charges of
assault and interfering with an emergency call. His trial is scheduled to begin this summer.

Mr. Helwig and his wife divorced, and she left Corpus Christi. She says she doesn't want to
testify against him. She says she is more careful about trusting her cellphone now.
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Accused GPS-stalker tells judge he wants to plead guilty to murder/DAN
ROZEK/SunTimes/ July 18, 2011

A Canadian man charged with methodically stalking and murdering a former girlfriend after first
researching whether Illinois has the death penalty did something spontaneous Monday — he told
a DuPage County judge he wants to plead guilty.

But the announcement by 21-year-old Dmitry Smirnov was so surprising neither Judge Blanche
Fawell nor prosecutors were ready to immediately accept his guilty plea.

Smirnov told his attorney only moments before his DuPage County court appearance that he
wanted to admit to the April 13 shooting, a move that could send him to prison for life.

“T advised him not to do this, but he doesn’t have to take my advice,” Assistant Public Defender
Steve Dalton said.

Prosecutors asked for more time to notify relatives of Smirnov’s alleged victim, 36-year-old Jitka
Vesel, whom authorities said briefly dated Smirnov in 2008.

Fawell rescheduled Smirnov’s hearing until Friday, though Dalton plans to meet with him before
then to further discuss his legal options.

A guilty plea at this stage of such a serious case is unusual, Dalton said.

Veteran prosecutor David Bayer said he can’t recall a case in which a murder defendant publicly
announced in court that he wanted to plead guilty.

“Not that I've handled,” Bayer said.

Smirnov, who lived near Vancouver, British Columbia, allegedly researched Ilinois law to
determine that the state had abolished the death penalty before he drove to the Chicago area.

He allegedly glued a GPS tracking device to Vesel’s car and followed her for several days before
ambushing her as she left her job at a Czech fraternal organization in Oak Brook.

Smirnov is being held without bond in the DuPage County Jail.
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Stalker Victims Should Check For GPS/Francie Grace/CBS News/February 6, 2003
Connie Adams found it impossible to escape her ex-boyfriend.

He would follow her as she drove to work or ran errands. He would inexplicably pull up next to
her at stoplights and once tried to run her off the highway, authorities said.

When he showed up at a bar she was visiting for the first time, on a date, Adams began to
suspect Paul Seidler wasn't operating on instinct alone.

He wasn't - Seidler had installed a satellite tracking device in Adams' car, according to police in
Kenosha, Wis., 30 miles south of Milwaukee.

"He told me no matter where I went or what 1 did, he would know where I was," Adams testified
at a recent court hearing.

Police say Adams' case and several others across the country herald an incipient danger - high-
tech stalking.

Just as the global satellite positioning system can help save lives, so can its abuse endanger them,
advocates of stalking victims say.

"As technology advances, it's going to be almost impossible for victims to flee and get to safety,"
said Cindy Southworth, director of technology at the National Network to End Domestic
Violence in Washington.

In the Adams case, Seidler pleaded not guilty last month to felony counts of stalking, recklessly
endangering safety, burglary and a misdemeanor count of disorderly conduct. His trial is
pending.

Adams does not want to speak to reporters about the case, said Susan Karaskiewicz, a Kenosha
County prosecutor.

Police say Seidler put a global positioning tracking device between the radiator and grill of
Adams' car. Such gadgets use a constellation of Defense Department satellites to pinpoint
location and can send their coordinates via cellular networks to wireless handsets or computers.

Trucking companies use GPS systems to track of hazardous cargo and monitor drivers.
Corrections authorities use them to monitor sex offenders. Hikers, boaters and motorists use GPS
devices to keep from getting lost. GPS technology is also being built into cell phones to help
emergency dispatchers find 911 callers. They're also being used to prevent car theft.

Southworth trains victims advocates, law enforcement and prosecutors on stalkers' use of the
technology, which she says is only just beginning to be abused.
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The Stalking Resource Center at the National Center for Victims of Crime has found at least one
other case of a GPS system being used to stalk a victim.

In it, a Colorado appeals court in July upheld Robert Sullivan's conviction for stalking his ex-
wife and installing a GPS device in her car to track her movements.

GPS is not the first technology to be misused by stalkers, who have also employed the Internet,
microchip-sized cameras and even caller identification, said Southworth, though it is the most
dangerous to date.

Just as she once taught victims how to block caller ID when they use the phone, Southworth now
suggests victims occasionally check under their car's hood.

Police are also finding GPS devices useful. Marla Wagner, sales manager at L.A.S. Systems, the
same McHenry, Ill.-based company that made Seidler's device, said the company has sold GPS
systems to about 10 police departments during the last year. The Kenosha Police Department is
also buying a system from L.A.S. Systems.

Tracy Bahm, the Stalking Resource Center's director, said some states are working to update
their stalking statutes to include the high-tech variety.

The center typically advises states to keep their statutes broad enough to include technologies
that don't yet exist.

"As society and technology evolve, stalkers will always find new ways to harass their victims,"
Bahm said.
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