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EXAMINING THE EU SAFE HARBOR DECISION
AND IMPACTS FOR TRANSATLANTIC DATA
FLOWS

TUESDAY, NOVEMBER 3, 2015

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMERCE, MANUFACTURING, AND
TRADE,
JOINT WITH THE
SUBCOMMITTEE ON COMMUNICATIONS AND TECHNOLOGY,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittees met, pursuant to call, at 10:00 a.m., in room
2123, Rayburn House Office Building, Hon. Michael Burgess (chair-
man of the subcommittee on Commerce, Manufacturing, and
Trade) presiding.

Present from the subcommittee on Commerce, Manufacturing,
and Trade: Representatives Burgess, Lance, Blackburn, Harper,
Guthrie, Olson, Pompeo, Kinzinger, Bilirakis, Brooks, Mullin,
Upton (ex officio), Schakowsky, Clarke, Kennedy, Welch, and
Pallone (ex officio).

Present from the subcommittee on Communications and Tech-
nology: Representatives Walden, Latta, Shimkus, Blackburn,
Lance, Guthrie, Olson, Pompeo, Kinzinger, Bilirakis, Johnson,
Long, Collins, Barton, Upton (ex officio), Eshoo, Welch, Clarke,
Loebsack, Matsui, McNerney, and Pallone (ex officio).

Staff present: Gary Andres, Staff Director; Ray Baum, Senior
Policy Advisor for Communications and Technology; Leighton
Brown, Press Assistant; James Decker, Policy Coordinator for Com-
merce, Manufacturing, and Trade; Andy Duberstein, Deputy Press
Secretary; Melissa Froelich, Counsel for Commerce, Manufacturing,
and Trade; Grace Koh, Counsel for Telecom; Paul Nagle, Chief
Counsel for Commerce, Manufacturing, and Trade; Tim Pataki,
Professional Staff Member; David Redl, Counsel for Telecom; Char-
lotte Savercool, Professional Staff for Communications and Tech-
nology; Dylan Vorbach, Legislative Clerk for Commerce, Manufac-
turing, and Trade; Gregory Watson, Legislative Clerk for Commu-
nications and Technology and Oversight and Investigations;
Michelle Ash, Chief Counsel for Commerce, Manufacturing, and
Trade; Christine Brennan, Press Secretary; Jeff Carroll, Staff Di-
rector; David Goldman, Chief Counsel for Communications and
Technology; Lisa Goldman, Counsel; Tiffany Guarascio, Deputy
Staff Director and Chief Health Advisor; Lori Maarbjerg, FCC
Detailee; Diana Rudd, Legal Fellow; Ryan Skukowski, Policy Ana-
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lyst; and Jerry Leverich, Counsel for Communications and Tech-
nology.

OPENING STATEMENT OF HON. MICHAEL C. BURGESS, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF TEXAS

Mr. BURGESS. Very well. I will ask all of our guests to take their
seats. The joint subcommittees on Commerce, Manufacturing, and
Trade and the subcommittee on Communications and Technology
will now come to order.

I will recognize myself 4 minutes for the purpose of an opening
statement.

And I do want to welcome you all to our joint hearing on the
Transatlantic Data Flows and the Impact of the European Union
Safe Harbor Decision.

Over 4,400 businesses have self-certified compliance with the
Safe Harbor agreement through the Department of Commerce. A
lot of jobs, a lot of industries are connected to those 4,400 busi-
nesses. The Safe Harbor agreement has provided a mechanism to
carry out commerce with the European Union. There is no trade
partnership, no trade partnership that is more important than the
trade partnership with the European Union. The depth and
breadth of the United States and the European Union relationship
is not simply economic. It is strategically important, and it is also
one of respect and cooperation.

In today’s world, as our members know, you can’t do business
without digital data flows. So today, our two subcommittees send
an important message. There is no reason to delay. Both sides have
all that is needed to put a sustainable Safe Harbor agreement into
place. It is our understanding that there is an agreement in prin-
ciple. And I certainly thank the important work that the Depart-
ment of Commerce has done to achieve a new agreement. They of-
fered a bipartisan briefing to our members. Their message was the
correct one. We cannot let anything get in the way of moving as
quickly as possible to secure the new Safe Harbor agreement.

I also want to thank the important enforcement work that the
Federal Trade Commission has done enforcing the existing Safe
Harbor framework. I know that they will continue to do the same
for the new Safe Harbor.

For the sake of our jobs, for the sake of small and medium-sized
businesses relying on the Safe Harbor, and of all of the jobs that
they support in both the United States and the European Union,
I encourage all parties to stay at the negotiating table to solidify
a new data transfer agreement well in advance of the January
2016 deadline. There is no other path forward. And I can assure
you that our committee will continue to watch the negotiations
closely and to be helpful where we can.

[The prepared statement of Mr. Burgess follows:]

PREPARED STATEMENT OF HON. MICHAEL C. BURGESS

Over 4,400 businesses self-certified compliance with the Safe Harbor agreement
through the Department of Commerce. An awful lot of jobs and an awful lot of in-
dustries are connected to those 4,400 businesses.

The Safe Harbor Agreement had provided a safe mechanism to carryout commerce
with the European Union. There is no trade partnership more important than the
trade partnership with the EU. The depth and breadth of the U.S. and EU relation-
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ship is not simply economic—this is a strategically important relationship of respect
and cooperation. But in today’s world, as our members know, you can’t do business
without digital data flows.

So today, our two subcommittees send an important message. There is no reason
to delay. Both sides have all that is needed to put a sustainable Safe Harbor agree-
ment in place. Our understanding is that there is an agreement in principle. And
I applaud the important work the Department of Commerce has done to achieve a
new agreement. They offered a bi-partisan briefing to our Members last week. Their
message is the right one—we cannot let anything get in the way of moving as quick-
ly as possible to secure the new Safe Harbor agreement. I also want to applaud the
important enforcement work that the Federal Trade Commission has done enforcing
the existing safe harbor framework. I know that they will do the same for the new
safe harbor.

For the sake of the small and medium sized business relying on the Safe Harbor,
and all of the jobs they support in both the U.S. and the EU, I encourage all parties
to stay at the negotiating table to solidify a new data transfer agreement well in
advance of the January 2016 deadline. There is no other path forward that I can
support. And I can assure you that our Committee will continue to watch the nego-
tiations closely.

Mr. BURGESS. I would now like to recognize the vice chair of the
Communications subcommittee, Mr. Latta, for the remainder of the
time.

Mr. LATTA. Well, I thank the chairman for yielding, and I also
thank our witnesses for being here today.

We are all aware of the crucial role the internet plays in the
trade relationship between the United States and the European
Union. For over a decade, the U.S.-E.U. Safe Harbor agreement
has recognized the internet’s importance and kept cross-border
data flows open to reduce barriers to trade.

However, since the Court of Justice ruled the agreement invalid,
the U.S. has diligently worked on revising the framework to pre-
vent a hindrance to the global economy. My hope for today’s hear-
ing is to continue the discussion on a framework that will provide
marketplace stability and adequately protect consumer data. It is
imperative for U.S. and European companies to be able to operate
and conduct transatlantic business with certainty.

And with that, Mr. Chairman, I yield back the balance of my
time.

Mr. BURGESS. The chair thanks the gentleman. The gentleman
yields back.

The chair recognizes the ranking member of the Subcommittee
on Commerce, Manufacturing, and Trade, Ms. Schakowsky, for 4
minutes for an opening statement, please.

OPENING STATEMENT OF HON. JANICE D. SCHAKOWSKY, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF ILLI-
NOIS

Ms. ScHAKOWSKY. Thank you, Mr. Chairman, and Chairman
Walden as well for calling today’s joint hearing on the implications
of the Schrems v. Data Protection Commissioner decision on the
Safe Harbor agreement and the future of U.S.-E.U. cross-border
data flows. This is an important and timely subject for our sub-
committee to consider, and I welcome our witnesses.

The Safe Harbor framework included principles that U.S. compa-
nies could follow in order to meet E.U. standards for data security
and privacy. That framework has enabled American companies to
attract and retain European business with the American and E.U.
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economies representing almost half of the global economic activity,
the value of a functional Safe Harbor agreement cannot be over-
stated.

The Schrems decision threatens to undermine business between
our countries and the European continent. The more than 4,000
American companies and millions of U.S. employees who have
worked to abide by the Safe Harbor agreement cannot afford that
outcome.

But the Schrems decision does rightly call into question the ade-
quacy of U.S. data security practices. There are legitimate concerns
about the protection of personal information collected and stored
online, not just for European citizens, but actually for our own as
well.

As a former member of the House Intelligence Committee, I be-
lieve that we must establish adequate and transparent data secu-
rity and privacy protections, and if we fail to do that, the economic
implications could be disastrous.

I will soon introduce legislation that would require strong secu-
rity standards for a wide array of personal data, including
geolocation, health-related, biometric, and email and social media
account information. It would also require breached companies to
report the breach to consumers within 30 days. My bill would en-
hance data security standards here at home, and it would probably
have the added benefit of making the E.U. more confident in U.S.
privacy and data security standards.

I look forward to hearing our witnesses’ prescriptions for a path
forward that will maintain cross-border data flows, while enhanc-
ing the security of data held in the United States. Our businesses,
our workers and consumers in the United States and European
Union deserve no less.

And I would like to yield the balance of my time to Representa-
tive Matsui for her remarks.

Ms. MaTsul. Thank you. Thank you very much.

Data is a lifeblood of the 21st century economy and critical to in-
novation and competition. Through my work as co-chair of the Con-
gressional High Tech Caucus, I understand the importance of
cross-border flow policies that support economic growth.

This is about more than the over 4,000 businesses which rely on
Safe Harbor but also the hundreds of millions of consumers in the
United States and Europe that rely upon services that move data
across borders. We can all agree that the Safe Harbor standards
written before the advent of the smartphone or the widespread use
of cloud services deserve to be updated, and we can do so in a way
that recognizes the importance of protecting private personal infor-
mation while also reaping the benefits of our interconnected econo-
mies.

I look forward to hearing from today’s witnesses, and I yield back
the balance of my time.

Ms. SCHAKOWSKY. And I yield back.

Mr. BURGESS. The chair thanks the gentlelady. The gentlelady
yields back.

The chair now recognizes the chairman of the full committee, Mr.
Upton, 4 minutes for an opening statement, please.
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OPENING STATEMENT OF HON. FRED UPTON, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF MICHIGAN

Mr. UpTON. Well, thank you, Mr. Chairman.

Our partnership with Europe has always been marked by friend-
ship, shared interest, and mutual benefit. From autos to ideas, an
awful lot of things made in Michigan and across the country have
made their way across the Atlantic.

Of course, it is just not the U.S. that benefits from our relation-
ship with Europe. The exchange of goods and services between the
U.S. and E.U. amounts to almost $700 billion. It is critical to both
of our economies. Important to this trade infrastructure is the free
flow of information, and the inability to pass data freely between
the two jurisdictions is a barrier to the growth of our two econo-
mies.

So we must move swiftly towards a framework for a sustainable
Safe Harbor. And while I recognize there are some who want to le-
verage this important relationship and focus on areas of disagree-
ment, I would urge folks to keep in mind the countless small and
medium enterprises that rely on the Safe Harbor framework. I sup-
port the work and direction of the Department of Commerce in ne-
gotiating this new framework and I encourage its speedy adoption,
and yield the balance of my time to Mrs. Blackburn.

[The prepared statement of Mr. Upton follows:]

PREPARED STATEMENT OF THE HON. FRED UPTON

Our partnership with Europe has always been marked by friendship, shared in-
terest, and mutual benefit. From autos to ideas, an awful lot of things made in
Michigan have made their way across the Atlantic. Of course, it’s not just Michigan
that benefits from our relationship with Europe. The exchange of goods and services
between the U.S. and the EU amounts to almost 700 billion dollars; it is critical
to both of our economies. Integral to this trade infrastructure is the free flow of in-
formation, and the inability to pass data freely between the two jurisdictions is a
barrier to the growth of our two economies.

We must move swiftly forward toward a framework for a sustainable Safe Harbor.
While I recognize that there are some who want to leverage this important relation-
ship and focus on areas of disagreement, I would urge folks to keep in mind the
countless small and medium enterprises that rely on the Safe Harbor framework.
I support the work and direction of the Department of Commerce in negotiating this
new framework and I encourage its speedy adoption.

Mrs. BLACKBURN. Thank you, Mr. Chairman.

And I am so appreciative of our witnesses being here and for the
hearing on this issue today. It is something that needs some
thoughtful attention, and we look forward to directing our attention
to solving the issue.

The chairman mentioned the amount of trade, and when you are
looking at nearly $1 trillion in bilateral trade and knowing that the
free flow of information is important to this, data transfer rights
are important to this discussion. We do need to approach this
thoughtfully.

Mr. Meltzer, I was caught by your stat on digital trade and what
it has done to increase the U.S. GDP, and then on the fact that the
U.S.-E.U. data transfers are 50 percent higher than the U.S.-Asia
transfers, and I think that the difference in those flows is really
quite remarkable. So I will want to visit with you more about that.
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Congress has attempted, through a couple of pieces of legislation,
as you all know, the Judicial Redress Act and the Freedom Act, to
address the privacy concerns. I had the opportunity several months
ago to be in Europe and discuss with some of our colleagues, Mem-
bers of Parliament, their concerns, and I hope that we are going
to be able to negotiate in good faith and find some answers.

And with that, Mr. Chairman, I will yield to you the balance of
my time if any other Member would like to claim it.

Mr. BURGESS. The chair thanks the gentlelady. The gentlelady
yields back.

The chair recognizes the gentlelady from California, Ms. Eshoo,
the ranking member of the subcommittee on Communications.

OPENING STATEMENT OF HON. ANNA G. ESHOO, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Ms. EsHOO. Thank you, Mr. Chairman.

And I want to thank you and the ranking member of your sub-
committee for joining with Communications and Technology Sub-
committee to have this important hearing. I thank the witnesses
for being here. And we have a very full hearing room, so there is
notkonly a great deal of interest in this issue, but there is a lot at
stake.

In my Silicon Valley congressional district and on both sides of
the Atlantic, companies continue to reel from the October 6 deci-
sion by the European Court of Justice to nullify the U.S.-E.U. Safe
Harbor agreement. As one expert remarked, “aside from taking an
ax to the undersea fiberoptic cables connecting Europe to the
United States, it is hard to imagine a more disruptive action to the
transatlantic digital commerce.”

For the past 15 years, thousands of companies, as has been stat-
ed by, I think, every member that has spoken so far, both small
and large have relied upon this agreement to effectively and effi-
ciently transfer data across the Atlantic and in a manner that pro-
tected consumer privacy.

Recognizing the magnitude of the court’s decision, earlier this
month I joined with several colleagues, both sides of the aisle, and
a letter to Secretary Pritzker and the FTC Chairwoman Ramirez
urging the Administration to redouble their efforts to come up with
a new agreement with the E.U.

Given the strong economic relationship between the U.S. and
E.U., estimated over $1 trillion annually, $1 trillion, I mean that
is—you are really talking about something when you say $1 tril-
lion—we have to move quickly with the European regulators to
provide a swift solution to what is no doubt creating a great deal
of uncertainty. In practice, this means reaching the Safe Harbor
2.0 agreement as soon as possible.

I also think we have to acknowledge that there is an elephant
in the room, which is a major contributing factor in my view in the
court’s ruling: privacy concerns relating to U.S. surveillance meth-
ods. Having served on the House Intelligence Committee for nearly
a decade, I have consistently worried about the impact of U.S. sur-
veillance activities on both U.S. citizens and companies. Given that
the E.U.’s court decision made clear that the U.S. must provide “an
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adequate level of protection” for E.U.-U.S. data transfers, I look for-
ward to hearing from our witnesses about how this can be achieved
in the Safe Harbor 2.0.

I think if we don’t really deal with this, we will be missing a
large point here. In a digital economy, there is nothing more impor-
tant than the free flow of data across borders. A Congress that is
united in support of this goal and the reinstatement of a new
agreement I think will ensure the continued growth of digital com-
merce in the years to come.

So I thank our witnesses for being here today and for your com-
mitment to ensuring unfettered data transfers between the U.S.
and the E.U.

And with that, I yield back the balance of my time, Mr. Chair-
man. Thank you.

Mr. BURGESS. The gentlelady yields back. The chair thanks the
gentlelady.

The chair recognizes the chairman of the Communications and
Technology Subcommittee, Mr. Walden, for 4 minutes for an open-
ing statement.

OPENING STATEMENT OF HON. GREG WALDEN, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF OREGON

Mr. WALDEN. Thank you, Mr. Chairman. And I want to thank
our witnesses for being here. This is obviously an issue of great im-
portance to all of us.

The borderless nature of the internet is an important force driv-
ing economic success and innovation. For internet-based compa-
nies, the value of free flow of digital data between the E.U. and the
United States is obvious. But analysts have also pointed out that
up to 75 percent of the value added by transnational data flows on
the internet goes to traditional industries, especially via increases
in global growth, productivity, and employment.

Communications and technology underpin every sector of the
global economy, from precision farming to sensor-monitored ship-
ping, from Facebook to McDonald’s, from footwear manufacturers
to custom furniture makers. These networks are the infrastructure
of the 21st century economy, and free flow of information is critical
to making that infrastructure work.

The free flow of information has especially benefited small and
medium-sized companies by opening markets on both sides of the
Atlantic that were previously inaccessible. These are the businesses
that gain new consumers simply by virtue of the nearly costless
ability to find new suppliers, strike quicker agreements, or access
new markets. These are the businesses that will suffer the greatest
harm and bear the greatest risk if we are not able to come to a
new Safe Harbor framework.

The Safe Harbor cut down on the cost of compliance with the
various state privacy regulations in the European Union. Without
the shelter of a Safe Harbor, these businesses have the choice of
operating at increased risk, paying expensive costs to lower that
risk, or simply stopping the flow of information altogether, that is,
stopping business altogether.

The Department of Commerce estimates that in 2013, 60 percent
of the 4,000-plus participants in the Safe Harbor framework were
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small or medium-sized enterprises, spanning 102 different industry
sectors. A break in the flow of data has the potential to cause real
impacts to the economies on both sides of the proverbial pond.

So I am encouraged to hear that the negotiators on Safe Harbor
2.0 have reached an agreement in principle—that is really good
news—and I cannot emphasize enough how important it is to reach
a new and firm agreement before the grace period elapses in Janu-
ary.
I would like to thank our witnesses again for spending time to
discuss their understanding of the impact of the ruling of the Euro-
pean Court of Justice. We welcome your thoughts and let forward
to hearing from you.

With that, I would yield such time as the—pardon me? Oh, I
guess Mr. Barton didn’t want any time. Thank you. So I yield back
balance of my time.

[The prepared statement of Mr. Walden follows:]

PREPARED STATEMENT OF THE HON. GREG WALDEN

The borderless nature of the Internet is an important force driving economic suc-
cess and innovation. For Internet-based companies, the value of the free flow of dig-
ital data between the EU and the US is obvious. But analysts have also pointed
out that up to 75 percent of the value added by transnational data flows on the
Internet goes to “traditional” industries, especially via increases in global growth,
productivity, and employment. Communications and technology underpin every sec-
tor of the global economy—from precision farming to sensor-monitored shipping,
from Facebook to McDonald’s, from footwear manufacturers to custom furniture
makers. These networks are the infrastructure of the 21st century economy and the
free flow of information is critical to making that infrastructure work.

The free flow of information has especially benefited small and medium-sized en-
terprises by opening markets on both sides of the Atlantic that were previously inac-
cessible. These are the businesses that gained new consumers simply by virtue of
the nearly costless ability to find new suppliers, strike quicker agreements, or access
new markets. These are the businesses that will suffer the greatest harm and bear
the greatest risk if we are not able to come to a new Safe Harbor framework. The
Safe Harbor cut down on the cost of compliance with the various state privacy regu-
lations in the European Union. Without the shelter of a Safe Harbor, these busi-
nesses have the choice of operating at increased risk, paying expensive costs to
lower that risk, or simply stopping the flow of information altogether—that is, stop-
ping business altogether.

The Department of Commerce estimates that in 2013, 60 percent of the 4,000-plus
participants in the Safe Harbor framework were small or medium-sized enterprises,
spanning 102 different industry sectors. A break in the flow of data has the poten-
tial to cause real impacts to the economies on both sides of the proverbial pond. I
am encouraged to hear that the negotiators on Safe Harbor 2.0 have reached an
“agreement in principle,” and I cannot emphasize enough how important it is to
reach a new and firm agreement before the grace period elapses in January.

Mr. BURGESS. The chair thanks the gentleman. The gentleman
yields back.

The chair recognizes the ranking member of the full committee,
Mr. Pallone of New Jersey, 4 minutes for an opening statement,
please.

OPENING STATEMENT OF HON. FRANK PALLONE, JR., A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF NEW JER-
SEY

Mr. PALLONE. Thank you, Mr. Chairman.
This is the committee’s second hearing on the topic of data mov-
ing across national borders. The digital movement of data affects
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consumers and businesses in both the United States and in Europe
and in every country of the world.

The U.S. leads the world in technological innovation. It has ex-
ported over $380 billion worth of digital services in 2012. Mean-
while, internet commerce grew threefold from 2011 to 2013 and is
expected to reach 133 billion by 2018. And the economic relation-
ship between the United States and the European Union is the
strongest in the world.

Since our December 2014 hearing on this issue, the big change
is that the European Court of Justice invalidated the Safe Harbor
agreement between the United States and the European Union
that allowed American companies to transfer European users’ in-
formation to the U.S., and the elimination of the Safe Harbor has
caused great uncertainty.

However, as early as 2013, long before the court’s October 2015
decision, the 15-year-old agreement was under renegotiation. And
during this time, the U.S. and the E.U. have been working hard
to strengthen the privacy principles of the original agreement to
ensure they cover the newest business models and data transfers
that exist.

Almost a year later, we today repeat our desire to see those nego-
tiations completed. I urge the parties to quickly finalize a new
agreement tailor-made for the modern economy and the modern
consumer. A new agreement can and should improve consumer pri-
vacy and data security. Businesses can and should adhere to strong
privacy principles from inception.

Building trust with consumers worldwide requires a multifaceted
approach through appropriate legislation and regulation, as well as
through trade negotiations, and therefore, I also would urge this
Congress to act by passing effective baseline privacy and data secu-
rity protections. For the internet of the future, economic gains and
consumer protections go hand-in-hand. When consumers feel safe
that their personal information is protected, they do more business
online.

I hope that today’s discussion, as well as the ongoing negotia-
tions between the United States and the E.U. will encourage a step
in the right direction on data privacy not only for Europeans but
for American citizens as well. We can have innovation and protec-
tions for consumer privacy. We have done it time and time again.
There is no reason why it should be different in this space than in
any other.

In today’s heavily digital commercial environment, cross-border
data flows are not just a normal part of doing business but essen-
tial to the American economy and American jobs. And I welcome
this opportunity, Mr. Chairman, to discuss the value of secure and
free data flow between the United States and Europe.

I yield back.

[The prepared statement of Mr. Pallone follows:]

PREPARED STATEMENT OF HON. FRANK PALLONE, JR.

Thank you, Mr. Chairman. This is the Committee’s second hearing on the topic
of data moving across national borders. The digital movement of data affects con-
sumers and businesses in both the United States and in Europe, and in every coun-
try of the world.
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The United States leads the world in technological innovation. It has exported
over $380 billion worth of digital services in 2012. Meanwhile, Internet commerce
grew threefold from 2011 to 2013 and is expected to reach $133 billion by 2018. And
the economic relationship between the United States and European Union is the
strongest in the world.

Since our December 2014 hearing on this issue, the big change is that the Euro-
pean Court of Justice invalidated the Safe Harbor agreement between the United
States and the European Union that allowed American companies to transfer Euro-
pean users’ information to the U.S. The elimination of the Safe Harbor has caused
great uncertainty.

However, as early as 2013, long before the Court’s October 2015 decision, the 15-
year old agreement was under renegotiation. During this time, the U.S. and E.U.
have been working hard to strengthen the privacy principles of the original agree-
ment to ensure they cover the newest business models and data transfers that exist.

Almost a year later, we today repeat our desire to see those negotiations com-
pleted. I urge the parties to quickly finalize a new agreement tailor-made for the
modern economy and the modern consumer.

A new agreement can and should improve consumer privacy and data security.
Businesses can and should adhere to strong privacy principles from inception.

Building trust with consumers worldwide requires a multifaceted approach
through appropriate legislation and regulation, as well as through trade negotia-
tions. Therefore, I also would urge this Congress to act by passing effective baseline
privacy and data security protections. For the Internet of the future, economic gains
and consumer protections go hand-in-hand. When consumers feel safe-that their per-
sonal information is protected-they do more business online.

I hope that today’s discussion, as well as the ongoing negotiations between the
U.S. and E.U. will encourage a step in the right direction on data privacy not only
for Europeans, but for American citizens as well. We can have innovation and pro-
tections for consumer privacy. We have done it time and time again. There is no
reason why it should be different in this space than in any other.

In today’s heavily digital commercial environment, cross-border data flows are not
just a normal part of doing business, but essential to the American economy and
American jobs.

I welcome this opportunity to discuss the value of secure and free data flow be-
tween the United States and Europe.

Thank you, I yield back.

Mr. BURGESS. The gentleman yields back. The chair thanks the
gentleman for his comments.

This concludes Member opening statements. The chair would re-
mind Members that pursuant to committee rules, all Members’
opening statements will be made part of the record.

And we do want to thank our witnesses for being here today, for
taking time to testify before the subcommittee. You will each have
an opportunity to give an opening statement. That will be followed
by a round of questions from Members.

Our panel for today’s hearing will include Ms. Victoria Espinel,
President and CEO of the Business Software Alliance; Mr. Joshua
Meltzer, Senior Fellow for Global Economy and Development at the
Brookings Institute; Mr. Marc Rotenberg, President of the Elec-
tronic Privacy Information Center; and Mr. John Murphy, Senior
Vice President for International Policy at the United States Cham-
ber Of Commerce.

We appreciate all of you being here with us today. We will begin
the panel with you, Ms. Espinel, and you are recognized for 5 min-
utes for a summary of your opening statement.
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STATEMENTS OF VICTORIA ESPINEL, PRESIDENT AND CEO,
BUSINESS SOFTWARE ALLIANCE; JOSHUA MELTZER, SENIOR
FELLOW, GLOBAL ECONOMY AND DEVELOPMENT, BROOK-
INGS INSTITUTE; MARC ROTENBERG, PRESIDENT, ELEC-
TRONIC PRIVACY INFORMATION CENTER; AND JOHN MUR-
PHY, SENIOR VICE PRESIDENT FOR INTERNATIONAL POL-
ICY, U.S. CHAMBER OF COMMERCE

STATEMENT OF VICTORIA ESPINEL

Ms. EsPINEL. Thank you very much.

Good morning, Chairman Burgess and Ranking Member
Schakowsky, Chairman Walden and Ranking Member Eshoo, and
members of both subcommittees.

My name is Victoria Espinel. Thank you for the opportunity to
testify today on behalf of BSA, the software alliance. BSA is the
leading advocate for the global software industry in the United
States and around the world.

While the 19th century was powered by steam and coal and the
20th century by electricity, cars, and computers, the 21st century
runs on data. Today, data is at the core of nearly everything we
touch. Banking, genome mapping, teaching our children, and safely
getting home from work and back again, all run on data.

And this data economy is a global phenomenon. People around
the world are benefiting from data innovation. Accordingly, we rec-
ognize that, as we proceed, we must be diligent to ensure personal
privacy is fully respected and robust security measures are in place
to guard the data involved.

Barriers to the free movement of data undermine the benefits of
the data economy. Recent developments in Europe present a sig-
nificant challenge that must be taken seriously and warrants im-
mediate action. Last month, the European Court of Justice struck
down the Safe Harbor. The Safe Harbor set out rules that enabled
nearly 5,000 American companies to provide a huge array of data
services to European enterprises and individuals. Companies abid-
ing by the Safe Harbor rules could easily and efficiently transfer
data to the U.S. consistent with E.U. law.

The European Court of Justice decision upended this process.
The uncertainty about international data flows created by the Eu-
ropean Court of Justice’s decision deters innovation and makes it
much more difficult for our members to serve their millions of cus-
tomers in Europe, which harms U.S. competitiveness.

To address this, Congress and the U.S. Government should en-
gage immediately and actively with their European counterparts to
restore stability in transatlantic data flows. Specifically, we need
three things. First, rapid consensus on a new agreement to replace
the Safe Harbor; second, sufficient time to come into compliance
with the new rules; and third, a framework in which the European
Union and the United States can develop and agree on a sustain-
able long-term solution that reflects and advances the interests of
all stakeholders.

To the first point, fortunately, the United States and the E.U.
were already deep in talks to revise the Safe Harbor agreement
when the European Court of Justice issued its decision. And to this
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I want to join the chairman in thanking the Department of Com-
merce for all the hard work they have done on the negotiation far.

The new version of the framework will include up-to-date safe-
guards. Updating the framework makes good sense. Much has
changed since the Safe Harbor was first set up in the year 2000.
The volume of data is increasing exponentially. Here is an incred-
ible fact: More than 90 percent of the data that exists in the world
today was created in the last 2 years alone, and that is a rate of
change that will continue to increase exponentially. The volume of
business data worldwide is doubling every 15 months, so these ne-
gotiations must continue, and the new Safe Harbor must be final-
ized quickly.

Second, even if there is consensus on a new agreement, as we be-
lieve there will be, companies will need an appropriate standstill
period in which to adapt their operations to the new legal realities.
An appropriate standstill period is essential to consumers on both
sides of the Atlantic.

And finally, while a new agreement to replace the Safe Harbor
is a vital and immediate step, it is not the complete solution to the
larger issue of privacy protections in the digital age. We urge Con-
gress and the United States Government to look to the longer term.

The European Court of Justice ruling set a standard of essential
equivalence between privacy rules in Europe and the United
States, in effect, a comparative analysis of our respective regimes.
The European Court of Justice points most sharply at U.S. surveil-
lance regimes put in place to protect our national security and
their impact on individual privacy. Balancing these essential goals
is a task this Congress has and will continue to consider. Most re-
cently, the enactment of the USA Freedom Act is recognition that
the balance is ever-changing and laws must stay up-to-date.

Ultimately, however, essential equivalence and the pursuit of
protecting privacy in a changing world will be a dynamic concept
that will change as laws and practices evolve. We need a frame-
work that is sustainable over the long term. The original Safe Har-
bor lasted nearly 15 years. To achieve that sort of stability, we will
need to develop a more enduring solution for data transfers.

The United States and Europe are not as far apart on privacy
as some might think. Where there are gaps span the Atlantic,
whether perceived or actual, we can close those through a combina-
tion of dialogue and international commitments, and Congress will
be a key part of enabling this to happen.

Thank you again for providing this opportunity to share our
views on these important matters, and I look forward to your ques-
tions.

[The prepared statement of Ms. Espinel follows:]
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Testimony of Victoria Espinel
President and CEO, BSA | The Software Alliance
Joint Hearing on “Examining the EU Safe Harbor Decision and Impacts for
Transatlantic Data Flows”
November 3, 2015
Washington, DC

Good morning Chairman Burgess, and Ranking Member Schakowsky, Chairman Walden and
Ranking Member Eshoo, and members of both Subcommittees. My name is Victoria Espinel, and |
am the President and CEO of BSA | The Software Alliance (‘BSA”). BSA is the leading advocate for
the global software industry in the United States and around the world.”

| appreciate the opportunity to testify today on behalf of BSA. BSA has long been a strong supporter
of efforts to promote and preserve free flows of data across borders.

BSA members provide a wide range of market-leading software and online services to consumers and
enterprises across the globe. Billions of customers from around the world — from the smallest
business and most remote farm to the largest multinational corporations — rely on our solutions to
store, process and derive insights from their data, and to do business with suppliers, partners, and
their own customers. In a very real sense, data is the fuel that helps businesses today compete and
succeed. Cross-border data flows are therefore key to the current and future success of the United
States economy. When events occur that threaten the legal underpinnings that enable such data
flows, they pose great disruptions which can forestail that promise of common benefit.

The recent decision in Europe striking down the U.S.-EU Safe Harbor is thus of significant concern to
us. Uncertainty about international data flows deters innovation, and makes it much more difficult for
our millions of customers to do business in Europe.

Congress, and the U.S. Government more broadly, need to engage immediately and actively with
their European counterparts to restore trust and efficiency to trans-Atlantic data flows. Specifically,
we need three things: rapid consensus on a new agreement to replace the Safe Harbor, sufficient
time to come into compliance with the new ruies, and a framework in which the European Union and
United States can develop and agree on a sustainable, long-term solution that reflects and advances
the interests of ali stakeholders.

BSA’s members are totally committed to protecting data in their care, regardless of where that data
originates, and to providing solutions that give individuals robust control over their data. Our
members work hard to build privacy and security into their products and services from day one. We
are ready to work with our Government, and with the governments of Europe, to ensure that data
continues to flow across our borders to the benefit of both Americans and Europeans.

The U.S.-EU Safe Harbor

As the Subcommittees are well aware, on October 6, 2015, the EU’s highest court—the Court of
Justice of the European Union—struck down the U.S.-EU Safe Harbor Framework.

Under EU law, personal information-—which includes a very wide range of data—can generally only
be moved to third countries under the cover of protections deemed “adequate” by the European
Union. The U.S.-EU Safe Harbor Framework, which was adopted in 2000, was designed to allow
companies to self-certify their commitment to seven specific privacy principles, and thereby
demonstrate that they provide “adequate” privacy protection as required by EU law. For 15 years,

" BSA's members include Adobe, Altium, ANSYS, Apple, Autodesk, Bentley Systems, CA Technologies,
CNC/Mastercam, DataStax, Dell, IBM, Intuit, Microsoft, Minitab, Oracle, salesforce.com, Siemens PLM Software,
Symantec, Tekla, The MathWorks and Trend Micro. See www.bsa.org.

Page 2
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thousands of U.S. and European companies relied on that mechanism to do business with each other
and to serve individuals and enterprises in Europe.

In striking down the Safe Harbor, the Court of Justice explained that "adequacy” requires that the
protections afforded to European information when it travels outside of Europe must be “essentially
equivalent” to the protections afforded to that information inside of Europe. The Court made clear that
in assessing essential equivalence, it is necessary o consider a country’s rules governing the storage
and access of data by law enforcement, and the ability of Europeans to seek judicial redress for
breaches of their privacy rights. The Court was particularly troubled by the Snowden leaks and
allegations of “indiscriminate surveillance and interception” and "mass and undifferentiated accessing’
of Internet users' personal data by U.S. public authorities.

The Importance of the U.S.-EU Safe Harbor on Both Shores of the Atlantic

The striking down of the Safe Harbor has created substantial legal and business uncertainty. The
disruption is not a one-way street, limited in its harm to U.S. companies that do business in Europe,
Many European companies that do substantial business in the United States, including
pharmaceutical, aviation, and automotive firms, routinely transfer data between the United States and
Europe.

At the time of the Court's decision, more than 4,000 companies were using the Safe Harbor
mechanism to transfer data to the United States. This included multinational sofiware companies,
such as BSA's own members, who often move data across the Atlantic for processing or to improve
the quality and efficiency of their services. But it also included American companies in a diverse
range of other sectors including media, retail, leisure, consumer goods, and even agribusiness, who
relied on the Safe Harbor to serve European consumers, 1o do business with European partners, and
to make use of our world-class datacenter capabilities and innovative data analytics services. As
important, following the Court of Justice’s decision, European companies that could transfer data to
Safe Harbored companies simply and easily may now need to comply with more burdensome rules to
transfer data outside of Europe. Furthermore, while still valid, those alternative transfer mechanisms
have been called into question as potentially susceptible to the same concerns as the Safe Harbor.

The invalidation of the Safe Harbor disrupts each and every one of these companies.

A 2013 study by the European Centre for International Political Economy ("ECIPE"), for example,
found that in the absence of the Safe Harbor, the value of U.S. services exported o the European
Union could drop by -0.2 percent to -0.5 percent.

The harm would be bilateral: EU service exports to the United States would be expected to decrease
anywhere between -0.6 percent and -1 percent” With U.S. imports of private commercial services
totaling more than $148 billion in 2013,% this is not an insignificant figure.

Alternative Routes to Transfer Data

Now that the Safe Harbor has been struck down, American companies can no longer rely on it to
transfer data here from the 28 countries in the European Union. However, the Court did not address
any of the other EU Jaw mechanisms that are used today to transfer data from the European Union to
the United States, such as model contract clauses, or binding corporate rules.

Both the European Commission and European data protection authorities have reaffirmed that these
and other EU data transfer mechanisms remain available at least for another three months following
the Court's decision. This has given both companies transferring data and their customers some
confidence that their data can still flow to the United States consistent with EU law in the near term.

* ECIPE, “The Economic importance of Getting Data Protection Right: Protecting Privacy, Transmitting Data,
Moving Commerce” (March 2013); available online at
https://mwww.uschamber.com/sites/default/files/documents/files/020508 Economicimportance Final Revised Irp
df

TUnited States Trade Representative, European Union, Key Trade and Investment Data and Trends, available

online at https;//ustr.gov/icountries-regions/europe-middle-east/europe/european-union.
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In addition, companies transferring data, including BSA’s members, continue to apply the same robust
security measures to information in their care — providing further reassurance to customers.

Those alternative mechanisms are not a cure-all, however. While many companies used the Safe
Harbor as part of an array of different transfer mechanisms, the Safe Harbor served a unique role as
among the simplest of these mechanisms. For example, if a U.S. cloud provider does business with
100 European enterprises, prior to the Court's judgment, that cloud provider could do so through
compliance with a single mechanism—the Safe Harbor. Today, that company might need to put in
place a data transfer agreement with all 100 enterprises, possibly in 28 different EU markets, and
potentially file or even seek regulatory approval from data protection authorities in many of these
markets. That process places a heavy burden on the cloud provider, and one that can be particularly
difficult for smaller companies to bear. it is also a long process as European regulatory approvals can
take time, especially if many companies seek this approval simultaneously. With the invalidation of
Safe Harbor, European data protection authorities face the prospect of having to process hundreds or
thousands of such applications.

Also concerning, there are signs that the overall stability of the EU-U.S. framework for transferring
data is threatened. Recently, for example, German data protection authorities announced that they
wilt no longer authorize transfers to the United States on the basis of Safe Harbor, nor will they issue
new authorizations for transfers to the United States under data transfer agreements or binding
corporate rules. The ECIPE study that | mentioned above in fact contemplated this “worst case”
scenario. It found that if the alternatives to the Safe Harbor were also unavailable, bringing data flows
to a near halt, imports of services into the European Union from the United States could decrease by -
16.6 percent to -24 percent.

There are also warning signs that this trend may be spreading to countries outside the European
Union, many of which have adopted European-style data protection laws. Swiss authorities have now
said that the U.S.-Swiss Safe Harbor, which mirrors the U.S.-EU Safe Harbor, no longer constitutes a
sufficient legal basis for data transfers under Swiss law. Israel, also, has revoked authorizations for
data transfers under the Safe Harbor.

immediate Next Steps

When the Court of Justice issued its decision, the United States and European Union governments
were already deep in negotiations on revising the Safe Harbor agreement. This new version of the
Safe Harbor Framework will include up-to-date safeguards for “Safe Harbored” data in the United
States.

Updating the Safe Harbor Framework makes good sense. Much has changed since the Safe Harbor
was first agreed in 2000. Today, data is generated and transferred in quantities that were scarcely
imaginable 15 years ago. The volume of business data worldwide, across all companies, is now
doubling every 1.2 years,” and more than 90 percent of the world's data was created in the last two
years.

Updating the Safe Harbor to reflect these changes is timely. EU-U.S. negotiations must continue — on
an expedited timetable and with the vocal support of Member State governments—and a new Safe
Harbor must be agreed quickly, ideally well befare January 31, 2016. European data protection
authorities have already made clear that “[if by the end of January 2016, no appropriate solution is
found with the U.S. authorities . . . EU data protection authorities are committed to take all necessary
and appropriate actions, which may include coordinated enforcement actions.”®

4 Corry, Will. "BIG Data / The Volume Of Business Data Worldwide, Across All Companies, Doubles Every 1.2
Years, According To Estimates.” The Marketing Blog 2012. available at

http:/iwww themarketingblog,co.uk/2012/10/big-data-the-volume-of-business-data-worldwide-across-all-
companies-doubles-every-1-2-years-according-to-estimates/

" IBM, “What Is Big Data”; available af http:/iwww-01.iom.com/software/data/bigdata/what-is-big-data himi

® See Statement of the Article 29 Working Party (October 16, 2015), available at

http:/iwww.cnil. frifileadmin/documents/Communications/20151016_wp29_statement_on _schrems_judgement.pdf
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Even if there is quick consensus on a new agreement to replace the Safe Harbor, American (and
European) companies will need a longer standstili period in which to adapt their operations to the new
legal realities. A longer standstill period is essential to preserving the expectation of software and
technology providers, companies that rely on these services, and consumers on both sides of the
Atlantic.

U.S. and EU negotiators have indicated that they have made significant progress toward a new
agreement to replace the Safe Harbor. We encourage them to push forward aggressively with this
dialogue, and to agree and announce a new agreement within the next 90 days if possible, with the
encouragement of Congress wherever necessary at both the EU and Member State levels.

Locking Ahead

A new agreement to replace the Safe Harbor is a vital and essential step. But it is not the complete
solution to the larger issue of privacy protections in the digital age. We urge Congress, and the United
States Government more broadly, to look to the longer term.

The European Court of Justice’s ruling set a standard of “essential equivalence” between the
protections over data in Europe and the United States. What "essential equivalence” means is going
to require careful consideration and analysis. One potential place to start is with a comparison of the
European Union's and United States’ rules and practices in relation to surveillance and law
enforcement access to data.

Of course, the United States already has many laws in place that protect against the concerns over
“‘mass and undifferentiated” surveillance raised by the European Court. And the United States has
also recently made important reforms to its surveillance laws and processes, including through
Executive Orders and the USA FREEDOM Act. These reforms are not well understood in Europe.
We urge the United States Government to actively communicate these reforms.

At the same time, we also urge the U.S. Government to listen carefully fo Europe’s concerns about
the extent and the limitations of U.S. law, including in relation to its limited applicability to non-U.S.
persons.” It may well be that further reform of U.S. law is appropriate to address at least some EU
concerns. This change can come through vehicles like the Judicial Redress Act, which BSA strongly
supports and which speaks directly to one of the points raised by the European Courf. This and
similar reforms will help reassure Europeans that their rights will be respected when their data is
transferred to the United States. Equally important, and independent of the Safe Harbor controversy,
these changes will also reassure customers of American companies around the worid.

it is also clear that there are concerns on the European Union side in relation to the transparency of
what happens to data collected in the European Union when it is exported to the United States under
the Safe Harbor. Significant changes in this space have been made in the past two years. U.S.
companies fought for, and won, the ability to provide increased transparency around data requests to
all consumers around the world. The U.S. government also has worked to increase transparency
around data requests.® Creative, and multilateral, approaches will be needed to reach compromise
here.

Ultimately, however, “essential equivalence” will be a dynamic concept that will change as European
and U.S. laws and practices evolve. Companies cannot, and should not, be expected to update their
compliance mechanisms every few years, each time the “essential equivalence” equation shifts. The
Safe Harbor lasted nearly 15 years. To achieve that sort of stability, we will need to arrive at a

" Some of the perceived limitations of the USA FREEDOM Act's reforms have been discussed in a recent study
by the European Parliament Directorate General for Internal Policies, “A Comparison between US and EU Data
Protection Legislation for Law Enforcement,” September 2015; available online at
gﬁp:/lwww.europarl;europa,eu/RegData/etudes/STUD/201 5/536459/IPOL_STU(2015)536459 EN pdf

See ODNI Releases Transparency Implementation Plan (describing plans for new efforts as well as US
intelligence community efforts to increase transparency in recent years) {(Oct. 27, 2015), available online at
hitp /Awww . dni.gov/index php/newsroom/press-releases/210-press-releases-2015/1275-odni-releases-
transparency-implementation-plan.
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meeting of the minds between the United States and Europe that will allow for a more enduring
solution for data transfers, capable of standing the test of time.

Helpfully there are already several good ideas on the table. For example, a number of commentators
have suggested and supported the idea of a new trans-Atlantic—or potentially even broader —
agreement that ensures that public authorities in the United States and the European Union can
ensure access to data when necessary (wherever that data is held), but in a way that ensures that
those demands respect the domestic law of the individual's home country.

The United States and Europe are not as far apart in terms of privacy principles and practices as
some might think. Just as privacy is a fundamental human right in Europe, the U.S. Constitution’s 4th
Amendment enshrines protection from government intrusion, and has done so since 1791. And many
Amaerican companies already meet European-level data protection standards as a result of their global
business operations. Congressional support in communicating this common ground to European
leaders is essential to achieving a durable solution.

Where there are gaps that span the Atlantic, whether perceived or actual, we can close these, through
a combination of dialogue, domestic legal reform, and international commitments. Congress will be a
key part of enabling this to happen.

Thank you again Chairman Burgess, and Ranking Member Schakowsky, Chairman Walden and

Ranking Member Eshoo, and members of both Subcommittees for providing this opportunity to share
BSA's views on this important matter. | look forward to answering any questions you might have.

Page 6
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Mr. BURGESS. The chair thanks the gentlelady.
Dr. Meltzer, you are recognized 5 minutes for an opening state-
ment, please.

STATEMENT OF JOSHUA MELTZER

Mr. MELTZER. Chairman Burgess, Chairman Walden, Ranking
Member Schakowsky, and Ranking Member Eshoo, honorable
members of both committees, thank you for this opportunity to
share my views with you on the Safe Harbor decision and the im-
pacts for transatlantic data flows.

Transatlantic data flows underpin and enable a significant
amount of trade and investment where this concerns personal data
of people in Europe and it is subject, therefore, to European privacy
laws. The Safe Harbor framework has allowed personal data to be
transferred from the E.U. to the U.S., but as a result of a recent
decision of the European Court of Justice, the ability to do this has
been called into serious question.

I will briefly outline the link now between data flows and trans-
atlantic trade and investment and discuss the potential implica-
tions of this European Court of Justice decision.

As has been noted already, the U.S.-E.U. economic relationship
is the most significant in the world. In 2014 alone transatlantic
trade was worth over $1 trillion. And would you also not forget the
importance of the investment relationship with stock of investment
in both jurisdictions is over $4 trillion.

Data flows between the U.S. and the E.U. are also the largest
globally, 55 percent larger than data flows between the U.S. and
Asia alone. These data flows underpin and enable a significant
amount of this bilateral economic relationship. Just to give you a
couple of examples, businesses use internet platforms to reach cus-
tomers in Europe. Internet access and the free flow of data sup-
ports global value chains, and data flows are essential when U.S.
companies with subsidiaries in Europe manage production schedule
and human rights and H.R. data.

The global nature of the internet is also creating new opportuni-
ties for small and medium-sized enterprises to engage in inter-
national trade. For example, 95 percent of those SMEs in the U.S.
who use eBay to sell goods and services to customers do so in more
than four countries overseas. This compares with less than 5 per-
cent of such businesses when they are exporting off-line. And this
is obviously important as SMEs are the main drivers of job growth
in the United States, accounting for 63 percent of net new private
sector jobs since 2002.

Unfortunately, there is only limited quantitative data on the im-
pact of the internet in cross-border data flows on international
trade. If we focus on services that can be delivered online, in 2012
U.S. exported over 380 billion of such services, and over 140 billion
of that went to the E.U.

So E.U. privacy laws require entities that are collecting personal
data to comply with privacy principles. And when transferring this
personal data outside of the E.U., this can only be done under spe-
cific conditions. One of these is a finding from the European Com-
mission that the receiving country provides an adequate level of
privacy protection, which essentially requires that they have pri-
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vacy laws equivalent to the E.U. There are other forms, models,
contracts, and binding corporate rules, though these are not well
utilized.

The U.S. Safe Harbor framework has allowed for the transfer of
personal data from the E.U. to the U.S., despite differences in ap-
proaches to privacy protection. In the recent Schrems decision, the
European Court of Justice has effectively invalidated this mecha-
nism for transferring personal data from the E.U. to the U.S.

Now, in terms of its immediate impact of this decision, the Euro-
pean data privacy actors have said that they will wait until the end
of January 2016 before enforcing Schrems. Since 2014, there has
been an effort to renegotiate Safe Harbor, and certainly one solu-
tion here would be for the newly renegotiated Safe Harbor agree-
ment to address all the concerns that the European Court of Jus-
tice has outlined with the current Safe Harbor framework. How-
ever, until we know the outcome of these negotiations and, impor-
tantly, whether they are acceptable to the European Court of Jus-
tice, there will remain considerable legal uncertainty as to how
transfers of personal data from the E.U. to the U.S. can continue.

Failure to find a way for companies to transfer personal data to
the U.S. can have significant economic repercussions, and these
costs are likely to fall most heavily on small and medium-sized en-
terprises who lack the resources to navigate the complex legal
issues and to manage the risk. In addition, some of the other mech-
anisms available for the transfer personal data to the U.S. such as
binding corporate rules are often not available to small and me-
dium-sized enterprises who do not have a corporate presence in the
E.U.

I appreciate the opportunity to offer my views on this important
issue and look forward to your questions.

[The prepared statement of Mr. Meltzer follows:]
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