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(1) 

EXAMINING THE ROLE OF THE DEPARTMENT 
OF HEALTH AND HUMAN SERVICES IN 
HEALTH CARE CYBERSECURITY 

THURSDAY, JUNE 8, 2017 

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS, 

COMMITTEE ON ENERGY AND COMMERCE, 
Washington, DC. 

The subcommittee met, pursuant to call, at 10:17 a.m., in room 
2322 Rayburn House Office Building, Hon. Tim Murphy (chairman 
of the subcommittee) presiding. 

Members present: Representatives Murphy, Griffith, Burgess, 
Brooks, Collins, Walberg, Walters, Costello, Carter, Walden (ex offi-
cio), DeGette, Castor, Tonko, Ruiz, Peters, and Pallone (ex officio). 

Staff present: Jennifer Barblan, Chief Counsel, Oversight and In-
vestigations; Elena Brennan, Legislative Clerk, Oversight and In-
vestigations; Katie McKeough, Press Assistant; John Ohly, Profes-
sional Staff, Oversight & Investigations; Jennifer Sherman, Press 
Secretary; Hamlin Wade, Special Advisor, External Affairs; Jessica 
Wilkerson, Professional Staff, Oversight and Investigations; Julie 
Babayan, Minority Counsel; Chris Knauer, Minority Oversight 
Staff Director; Miles Lichtman, Minority Policy Analyst; Kevin 
McAloon, Minority Professional Staff Member; Dino Papanastasiou, 
Minority GAO Detailee; Andrew Souvall, Minority Director of Com-
munications, Outreach and Member Services; and C.J. Young, Mi-
nority Press Secretary. 

OPENING STATEMENT OF HON. TIM MURPHY, A REPRESENTA-
TIVE IN CONGRESS FROM THE COMMONWEALTH OF PENN-
SYLVANIA 

Mr. MURPHY. Good morning. Commencing a hearing here on ‘‘Ex-
amining the Role of the Department of Health and Human Services 
on Health Care Cybersecurity.’’ Welcome. 

We are here today to continue our examination of cybersecurity 
in the health sector as we discussed at our hearing in April about 
the role of public-private partnerships. Cybersecurity in this sector 
ultimately comes down to patient safety. We had a glimpse just 
weeks ago at what a large-scale cyber incident could do the health 
care sector including the impact upon patients during the 
WannaCry ransomware event. Today, we turn to the role the De-
partment of Health and Human Services, HHS, has in health care 
cybersecurity. 
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Recognizing the critical importance of cybersecurity in this sec-
tor, 2 years ago in the Cybersecurity Act of 2015 Congress asked 
HHS to undertake two evaluations: one evaluating the depart-
ment’s internal preparedness for managing cyberthreats and a sec-
ond done alongside industry stakeholders examining the challenges 
with cybersecurity in the health care sector. These evaluations are 
now complete and give not only the Congress but the entire health 
care sector an opportunity to better understand the agency’s ap-
proach to cybersecurity. The reports also allow us to establish a 
baseline for evaluating HHS’ progress, moving forward. 

HHS’ internal preparedness report sets out the roles and respon-
sibilities of various HHS offices in managing cyberthreats, among 
other information. For example, the report identified a single HHS’ 
official—the cybersecurity designee—assigning primary responsi-
bility for cybersecurity efforts across agency. But what precisely 
does this mean and how does the cybersecurity designee work with 
the 11 components identified by HHS as having cybersecurity re-
sponsibilities? In addition, the committee has learned that many of 
the details may already be obsolete due to recent and ongoing 
changes in HHS’ internal structure. 

For example, HHS’ creation of a Health Cybersecurity and Com-
munications Center, or HCCIC, modeled on the National Cyberse-
curity and Communications Integration Center, or NCCIC, oper-
ated by the Department of Homeland Security could dramatically 
change how HHS handles cyberthreats internally. It is our under-
standing that the HCCIC will serve as a focal point for cyberthreat 
information, collection and dissemination from HHS’ internal net-
works as well as external sources. However, details about this new 
function remain limited. Therefore, how HCCIC fits in the depart-
ment’s internal structure and preparedness as well as its role with 
respect to private sector partners will be a focus of today’s discus-
sion. 

The second report released late last week focused broadly on the 
challenges of cybersecurity in the health care industry. This report 
reflects the findings and recommendations of the Health Care In-
dustry Cybersecurity Task Force. The task force members were se-
lected from a wide range of stakeholder including federal agencies, 
the health care sector and cybersecurity experts. And the report 
does not mince words, broadly concluding that health care cyberse-
curity is in critical condition. The report identified six imperatives 
such as defining leadership and expectations for the industry, in-
creasing the security of medical devices and health IT and improv-
ing information sharing within the industry. It made 27 specific 
recommendations. Many of these recommendations call on HHS to 
provide more leadership and guidance for the sector as a whole. 

It is clear from these reports that there is much HHS can and 
should do to help elevate cybersecurity across the sector. The im-
portance of meeting this challenge head on was illuminated in re-
cent weeks by the widely publicized WannaCry ransomware. 
Frankly, we are lucky the United States was largely spared from 
this infection, which temporarily crippled the National Health 
Service in England. Doctors and nurses were locked out of patient 
records there and hospitals diverted ambulances to nearby hos-
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pitals and cancelled nonemergency services after widespread infec-
tion of the ransomware. 

This incident was an important test of HHS’ response to a poten-
tially serious event and thus far the feedback has been positive. 
Reports suggested HHS took a central role in coordinating re-
sources, disseminating information and serving as a nurse in the 
public-private response efforts. But this was just one incident and 
HHS must remain vigilant. The WannaCry infection was not the 
first widespread cyber incident nor will it be the last. 

Therefore, a commitment to raising the bar for all participants 
in the sector no matter how large or small needs to be embraced. 
This is a collective responsibility and HHS has an opportunity to 
show leadership and to set the tone. Because this is no longer just 
about protecting personal information or patient data. This is about 
patient safety. 

So I want to thank our witnesses for appearing today and look 
forward to learning more about HHS’ efforts on this important 
topic. 

I want to also say we recognize that this is a very, very serious 
threat and we will be asking more details about that later. But one 
that has had that impact upon the National Health Service in Eng-
land, I shudder to think what happens here. 

If we are talking about threats to patients’ medical records, pre-
scribing records, medical equipment, et cetera, none of this should 
be taken lightly. This is a very serious problem. 

[The prepared statement of Mr. Murphy follows:] 

PREPARED STATEMENT OF HON. TIM MURPHY 

We are here today to continue our examination of cybersecurity in the health care 
sector. As we discussed at our hearing in April about the role of public-private part-
nerships, cybersecurity in this sector ultimately comes down to patient safety. And 
we got a glimpse just weeks ago at what a large-scale cyber incident could do to 
the health care sector-including the impact on patients-during the WannaCry 
ransomware event. Today, we turn to the role of the Department of Health and 
Human Services (HHS) in health care cybersecurity. 

Recognizing the critical importance of cybersecurity in this sector, two years ago, 
in the Cybersecurity Act of 2015, Congress asked HHS to undertake two evalua-
tions-one evaluating the Department’s internal preparedness for managing cyber 
threats, and a second done alongside industry stakeholders examining the chal-
lenges of cybersecurity in the health care sector. These evaluations are now com-
plete, and give not only the Congress, but the entire health care sector, an oppor-
tunity to better understand the agency’s approach to cybersecurity. The reports also 
allow us to establish a baseline for evaluating HHS’ progress moving forward. 

HHS’s internal preparedness report sets out the roles and responsibilities of var-
ious HHS offices in managing cyber threats, among other information. For example, 
the report identified a single HHS official—the cybersecurity ‘‘designee’’—as having 
primary responsibility for cybersecurity efforts across the agency. But what precisely 
does this mean, and how does this cybersecurity designee work with the eleven com-
ponents identified by HHS as having cybersecurity responsibilities? In addition, the 
Committee has learned that many of the details may already be obsolete due to re-
cent and ongoing changes in HHS’s internal structure. 

For example, HHS’s creation of a Health Cybersecurity and Communications Inte-
gration Center (HCCIC), modeled on the National Cybersecurity and Communica-
tions Integration Center (NCCIC) operated by the Department of Homeland Secu-
rity, could dramatically change how HHS handles cyber threats internally. It is our 
understanding that the HCCIC will serve as a focal point for cyber threat informa-
tion collection and dissemination from HHS’s internal networks, as well as external 
sources. However, details about this new function remain limited. Therefore, how 
the HCCIC fits in to the Department’s internal structure and preparedness, as well 
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as its role with respect to private sector partners will be a focus of today’s discus-
sion. 

The second report, released late last week, focuses broadly on the challenges of 
cybersecurity in the health care industry. This report reflects the findings and rec-
ommendations of the Health Care Industry Cybersecurity Task Force. The Task 
Force members were selected from a wide-range of stakeholders, including federal 
agencies, the health care sector and cybersecurity experts. The report does not 
mince words, broadly concluding that health care cybersecurity is in critical condi-
tion. The report identified six imperatives-such as defining leadership and expecta-
tions for the industry, increasing the security of medical devices and health IT, and 
improving information sharing within the industry-and made 27 specific rec-
ommendations. Many of these recommendations call on HHS to provide more leader-
ship and guidance for the sector as a whole. 

It is clear from these reports that there is much that HHS can and should do to 
help elevate cybersecurity across the sector. The importance of meeting this chal-
lenge head-on was illuminated in recent weeks by the widely-publicized WannaCry 
ransomware. Frankly, we are lucky that that United States was largely spared from 
this infection, which temporarily crippled the National Health Service in England. 
Doctors and nurses were locked out of patient records. Hospitals diverted ambu-
lances to nearby hospitals and cancelled non-emergency services after widespread 
infection of the ransomware. 

This incident was an important test of HHS’s response to a potentially serious 
event and thus far, the feedback has been positive. Reports suggest that HHS took 
a central role in coordinating resources, disseminating information and serving as 
a nerve center for public-private response efforts. But this was just one incident, 
and HHS must remain vigilant. The WannaCry infection was not the first wide-
spread cyber incident, nor will it be the last. 

Therefore, a commitment to raising the bar, for all participants in the sector— 
no matter how large or small, needs to be embraced. This is a collective responsi-
bility and HHS has an opportunity to show leadership and to set the tone. Because 
this is no longer just about protecting personal information or patient data. This is 
about patient safety. 

I want to thank our witnesses for appearing today and look forward to learning 
more about HHS’s efforts on this important topic. I now recognize the Ranking 
Member, Ms. DeGette, for her opening statement. 

Mr. MURPHY. So I now want to recognize the ranking member, 
Ms. DeGette of Colorado, for her opening statement. 

OPENING STATEMENT OF HON. DIANA DEGETTE, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF COLO-
RADO 

Ms. DEGETTE. Thank you, Mr. Chairman. 
The country’s vital infrastructure is under attack by actors with 

malicious intent. We are constantly seeing new headlines about 
vulnerabilities and cyberattacks against our systems and these at-
tacks are becoming more frequent and more sophisticated. 

In the health care sector, cyberattacks are particularly dev-
astating, obviously because they can harm patients. Just last 
month, as the chairman mentioned, WannaCry ransomware crip-
pled information systems around the world. 

Hackers infected an estimated 200,000 computers in more than 
150 countries. For the systems affected in the health care sector, 
the WannaCry attack meant that patients could not get their pre-
scriptions at pharmacies and doctors even could not conduct sur-
gery in their hospitals. 

Cyberattacks in this sector are unfortunately not a new problem. 
For example, in 2015 more than 113 million medical records were 
reportedly compromised by a cyber intrusion. 
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In one widely publicized case involving a health insurance com-
pany, the personal information of nearly 79 million people was 
compromises. 

Cyberthreats have become a new reality that we must all face. 
Information systems connected to the internet are vital to the oper-
ation of our economy and our government. While this interconnect-
edness is essential, it brings vulnerabilities and unique challenges. 

Just this last week, an HHS task force released a major report 
on how to address cyber vulnerabilities within the department and 
the health care sector. 

This report identified many cybersecurity problems confronting 
the industry, the department and its multitude of health-related 
agencies. 

These problems include a lack of cybersecurity expertise in the 
workforce, a reliance on outdated legacy equipment and a failure 
of certain organizations to address vulnerabilities that can harm 
patients. 

Our witnesses from HHS today will speak about their ongoing ef-
forts to address these threats both within the department and 
within the larger health care sector. I am also aware that HHS is 
working on a health care cyber center which I expect we will also 
address today. 

As with our previous hearing on information-sharing analysis 
centers, I think it’s so important that we look for solutions. But to-
ward that end I also want to make sure that our solutions are 
measurable, efficient and effective in protecting our nation’s net-
works and systems. Defending our nation’s health care sector 
against a wide range of cyber threats requires a coordinated effort 
involving many players and approaches. 

Because this is such an important area, we must continue to find 
ways to strengthen our cybersecurity systems, particularly relating 
to health care, including the problem of ransomware and the threat 
of insurance and medical records theft. 

Mr. Chairman, I am looking forward to continuing to work close-
ly on these issues with you as we do our work in this vital area, 
and I yield back. 

Mr. MURPHY. Thank you. 
I now want to recognize the chairman of the full committee, Mr. 

Walden. 

OPENING STATEMENT OF HON. GREG WALDEN, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF OREGON 

Mr. WALDEN. I thank the gentleman for having this very impor-
tant hearing. This is really critical work we are all engaged in to-
gether. 

Our lives continue to become more interconnected every day. 
This explosion of digital connectivity and information technology 
provides us with previously unimaginable convenience, engage-
ment, capabilitiesm and opportunities for innovation. 

But for all its benefits, the digitization of our daily lives also 
comes with risk. The internet information technologies are inher-
ently insecure. With time, motivation, and resources, someone half-
way around the world can find a way into almost any product sys-
tem. 
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As the opportunities for attackers proliferate, the potential con-
sequences of their actions are becoming more and more costly and 
severe. As more products, services, and industries become con-
nected to the digital world, we must acknowledge that the threat 
is no longer just data and information. It is literally public health 
and safety. 

For the health care sector, these factors present a very, very real 
threat and equally daunting challenge. As we witnessed with the 
recent WannaCry ransomware outbreak, portions of the National 
Health System in the U.K. had to turn away patients except for 
emergency care after vulnerable systems fell victim to the exploit. 

WannaCry did not appear to be a targeted attack on health care 
but the potential consequence of the exploit on health care—includ-
ing patient safety—was far more severe. If this had been a more 
sophisticated exploit or a target attack on the health care sector, 
the consequences, as we all know, would have been far worse. 

The health care sector is starting to grasp this new reality but, 
as noted in the recent task force report, which we will discuss 
today, health care cybersecurity is in ‘‘critical condition’’ and re-
quires ‘‘immediate and aggressive attention,’’ which brings us to to-
day’s hearing. 

Clearly, the sector needs leadership. HHS is uniquely situated to 
fill this void. Historically, the department has struggled to effec-
tively embrace this responsibility but that trend cannot continue. 

More recently, HHS has started to demonstrate a commitment 
and focus to addressing the rampant challenges in health care cy-
bersecurity. For example, the department’s actions in response to 
the WannaCry ransomware—coordinated through the newly estab-
lished HCCIC—have generally received praise from the sector. 

This and other recent actions are positive signs that the depart-
ment is heading in the right direction. But HHS has a long way 
to go to demonstrate the leadership necessary to inspire change 
across the sector. It needs to be open and transparent about who 
is in charge and provide clarity about the roles and responsibilities, 
not only internally but across the sector. They need to make sure 
that a small rural hospital not only knows exactly who to call but 
also has access to the resources and information to keep their pa-
tients safe. 

This hearing provides an opportunity for HHS to provide some 
much-needed clarity about your internal structure, as well as out-
line plans to elevate cybersecurity across the sector. 

The sector is operating on borrowed time. Cyber threat is spread-
ing and left unchecked it will pose an increasingly greater threat 
to public health. So we appreciate your guidance, your testimony 
and your leadership on this. 

We look forward to continuing the partnership to make sure that 
Americans are safe and secure wherever they are as it relates to 
the internet. 

[The prepared statement of Mr. Walden follows:] 

PREPARED STATEMENT OF HON. GREG WALDEN 

Our lives continue to become more interconnected every day. This explosion of 
digital connectivity and information technology provides us with previously unimagi-
nable convenience, engagement, capabilities, and opportunities for innovation. 
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For all its benefits, however, the digitization of our daily lives also comes with 
risk. The internet and information technologies are inherently insecure. With time, 
motivation, and resources, someone halfway around the world can find a way into 
almost any product system. 

As the opportunities for attackers proliferate, the potential consequences of their 
actions are becoming more severe. As more products, services, and industries be-
come connected to the digital world, we must acknowledge that the threat is no 
longer just data and information—it is public health and safety. 

For the health care sector, these factors present a very real threat—and equally 
daunting challenge. As we witnessed with the recent WannaCry ransomware out-
break, portions of the National Health System in the U.K. had to turn away pa-
tients except for emergency care after vulnerable systems fell victim to the exploit. 

WannaCry did not appear to be a targeted attack on health care, but the potential 
consequence of the exploit on health care—including patient safety—was far more 
severe. If this had been a more sophisticated exploit, or a targeted attack on the 
health care sector, the consequences could have been far worse. 

The health care sector is starting to grasp this new reality but, as noted in the 
recent task force report, which we will discuss today, health care cybersecurity is 
in ‘‘critical condition’’ and requires ‘‘immediate and aggressive attention.’’ 

Which brings us to today’s hearing. Clearly, the sector needs leadership. HHS is 
uniquely situated to fill this void. Historically, the Department has struggled to ef-
fectively embrace this responsibility, but that trend cannot continue. 

More recently, HHS has started to demonstrate a commitment and focus to ad-
dressing the rampant challenges in health care cybersecurity. For example, the De-
partment’s actions in response to the WannaCry ransomware—coordinated through 
the newly established HCCIC—have generally received praise from the sector. 

This and other recent actions are positive signs that the Department is heading 
in the right direction. But HHS has a long way to go to demonstrate the leadership 
necessary to inspire change across the sector. It needs to be open and transparent 
about who is in charge and provide clarity about the roles and responsibilities, not 
only internally but across the sector. They need to make sure that a small rural 
hospital not only knows exactly who to call, but also has access to the resources and 
information to keep their patients safe. 

This hearing provides an opportunity for HHS to provide some much needed clar-
ity about its internal structure, as well as outline its plan to elevate cybersecurity 
across the sector. 

The sector is operating on borrowed time. The cyber threat is spreading and, left 
unchecked, it will pose an increasingly greater threat to public health. 

Mr. WALDEN. With that, I would yield time to the chairman of 
the Health Subcommittee, Dr. Burgess. 

Mr. BURGESS. Thank you, Mr. Chairman. I appreciate you yield-
ing. Chairman Murphy, thank you for holding the hearing. It’s a 
timely topic and, of course, it has real physical consequences. 

I am glad to see the recently published Health Care Industry Cy-
bersecurity Task Force Report, which we have now had available. 
It’s produced by the Health Care Industry Cybersecurity Task 
Force and it’s a step in the right direction in improving our ability 
to prevent and respond to cybersecurity events. It identifies the 
challenges posed by the health care and public health sector in 
maintaining security across unique platforms and devices that 
must work in concert to enable accurate and timely deliverance of 
patient care. 

It’s even more important when we are considering that health 
care information or health information isn’t something that can be 
easily changed like a credit card number or a phone number. The 
health information that is there is there for life and the integrity 
of the data is paramount to protecting patient safety. I can only 
imagine the consequences of changing a person’s blood type, their 
allergy list or their disease diagnosis in a system that is relying 
upon that information to treat patients. 
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Overall, the health care and public health sector has improved 
its ability to manage cybersecurity events including the HHS’ man-
agement of the WannaCry malware. But the balance between secu-
rity important data and protecting patient privacy needs contin-
uous evaluation and adjustment. It is indeed a delicate balancing 
act. 

Is there a point where information sharing creates more vulner-
ability in identifying entities as targets of attack? What happens 
when a health care organization limits the reporting of breaches of 
a sharing of information for fear of losing customer confidence or 
becoming a target. How do we increase the availability of cyberse-
curity professionals in the health sector? 

So I thank our witnesses for being here. I look forward to these 
discussions and it should be an eventful morning. 

I yield back, Mr. Chairman. 
[The prepared statement of Mr. Burgess follows:] 

PREPARED STATEMENT OF HON. MICHAEL C. BURGESS 

Good morning. Cybersecurity in the health care sector is a timely topic that has 
real, physical consequences. In almost three decades as a practicing physician, 
ransomware was never an issue I faced. Now, the threats posed by malicious actors 
are almost universal across the sector due to legacy systems, poor cyber hygiene, 
and a severe shortage of qualified cybersecurity professionals. 

Most cyber attacks have the potential to cause real harm, depending on the sever-
ity and target. However, in health care cybersecurity, it is a certainty. Anytime in-
formation in the health care and public health sector is compromised, it poses a risk 
to providers, patients, and all those who serve and supply them. 

The recent WannaCry ransomware infected thousands of computers across the 
world and severely impacted the health care sector in the United Kingdom. While 
the U.S. health sector was largely spared from this paralyzing malware, some orga-
nizations continue to deal with the effects of trying to eradicate this virus from their 
systems. The ease with which WannaCry was able to infect so many systems is 
alarming—and it was entirely preventable. While this particular malware only 
sought to lock information until a ransom was paid, the threshold remains low for 
more malicious actors to access critical health systems. We must work to acquire 
the cyber expertise, resources, and structure to combat such vulnerabilities. 

The report produced by the Health Care Industry Cybersecurity task force is a 
step in the right direction in improving our ability to prevent and respond to cyber-
security events. The report also identifies the challenges posed by the health care 
and public health sector in maintaining security across unique platforms and de-
vices that must all work in concert to enable accurate and timely patient care. 

This is even more important when considering that health information isn’t some-
thing you can easily change, such as a credit card or phone number. Your health 
information is your information for life, and the integrity of this data is paramount 
to protecting patient safety. Can you imagine the consequences of altering a person’s 
blood type, allergies, or disease diagnosis in a system relied up on by providers to 
treat patients? 

Overall, the health care and public health sector has improved its ability to man-
age cybersecurity events, including HHS’ management of the WannaCry malware 
that resulted in minimal effect on U.S. health organizations. But the balance be-
tween securing important data and protecting patient privacy needs continuous 
evaluation and adjustment. Is there a point where information sharing creates more 
vulnerability by identifying entities as targets of attack? What happens when health 
care organizations limit reporting of breaches or the sharing of information for fear 
of losing customer confidence or becoming a target? How do we increase the avail-
ability of cybersecurity professionals in the health sector? I look forward to dis-
cussing these and other issues with the witnesses today. Thank you. 

Mr. MURPHY. Thank you. 
I now recognize Mr. Pallone for an opening statement of 5 min-

utes. 
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OPENING STATEMENT OF HON. FRANK PALLONE, JR., A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF NEW JER-
SEY 
Mr. PALLONE. Thank you, Mr. Chairman. 
This committee has a long history of examining cybersecurity. 

The federal government continues to make progress towards ad-
dressing vulnerabilities in the health care sector. But it’s clear that 
we still have a lot of work to do. 

For example, the 2015 Anthem attack highlighted the need for 
all industry members to come together and find solutions to 
cyberthreats. More recently, the WannaCry ransomware attack 
demonstrated that cyberattacks are real-world consequences that 
can place patients at risk. And now with the interconnection of 
health records and a network of connected medical devices, the 
threat of cyberattacks on critical parts of our health care infra-
structure is ever present. 

While there is no single solution, it appears the Department of 
Health and Human Services is making some traction in assisting 
its own agencies and private stakeholders in confronting 
cyberthreats. We must make sure that HHS has the resources it 
needs to develop and implement a robust cybersecurity strategy, 
something I hope we can explore today. 

Just this past week, an HHS task force released a long-awaited 
report that describes challenges and makes recommendations to 
address cyberthreats facing the health care sector. The task force 
determined that the health care sector must pay immediate and 
aggressive attention to cybersecurity. It also made a host of impor-
tant recommendations to the health care industry and HHS to con-
sider. 

There are no easy solutions for the issues highlighted in this re-
port. I look forward to hearing how the administration intends to 
address them and, importantly, how this committee intends to hold 
HHS accountable for progress or lack of progress on this issue. I 
am also interested in learning about how HHS plans to develop its 
newly proposed Health Cybersecurity and Communication Integra-
tion Center and what challenges it faces in establishing and oper-
ating it. 

And finally, Mr. Chairman, I am interested in understanding 
whether HHS has the budgetary resource it needs to appropriately 
address its cybersecurity responsibilities. This includes efforts to 
prevent cyberattacks. It also includes the HHS’ responsibilities to 
hold regulated entities accountable, especially when those entities 
fail to protect the sensitive health care information that we trust 
them to safeguard. 

And in conclusion, Mr. Chairman, we need to up our game if we 
intend to defend against a growing number of cyberattacks facing 
the health care sector. 

I am pleased to welcome our witnesses from HHS and I look for-
ward to hearing from them about how HHS can enhance our health 
care cybersecurity. But that being said, I believe we still have a 
long way to go to improve our preparedness in this area and I look 
forward to hearing how this committee intends to hold HHS ac-
countable moving forward. 

And I yield back. Thank you, Mr. Chairman. 
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[The prepared statement of Mr. Pallone follows:] 

PREPARED STATEMENT OF HON. FRANK PALLONE, JR. 

Mr. Chairman, thank you for holding this hearing today. 
This Committee has a long history of examining cybersecurity. The federal gov-

ernment continues to make progress toward addressing vulnerabilities in the health 
care sector, but it is clear that we still have a lot of work to do. 

For example, the 2015 Anthem attack highlighted the need for all industry mem-
bers to come together and find solutions to cyber threats. More recently, the 
‘‘WannaCry’’ ransomware attack demonstrated that cyberattacks have real world 
consequences that can place patients at risk. 

And now, with the interconnection of health records—and a network of connected 
medical devices—the threat of cyberattacks on critical parts of our health care infra-
structure is ever-present. 

While there is no single solution, it appears the Department of Health and 
Human Services (HHS) is making some traction in assisting its own agencies and 
private stakeholders in confronting cyber threats. We must make sure that HHS 
has the resources it needs to develop and implement a robust cybersecurity strat-
egy-something I hope we can explore today. 

Just this past week, an HHS task force released a long-awaited report that de-
scribes challenges and makes recommendations to address cyber threats facing the 
health care sector. 

The task force determined that the health care sector must pay ‘‘immediate and 
aggressive attention’’ to cybersecurity. It also made a host of important rec-
ommendations for the health care industry and HHS to consider. 

There are no easy solutions for the issues highlighted in the report. I look forward 
to hearing how the administration intends to address them—and, importantly, how 
this Committee intends to hold HHS accountable for progress, or lack of progress, 
on this issue. 

I am also interested in learning about how HHS plans to develop its newly pro-
posed Health Cybersecurity and Communications Integration Center, and what 
challenges it faces in establishing and operating it. 

Finally, Mr. Chairman, I am interested in understanding whether HHS has the 
budgetary resources it needs to appropriately address its cybersecurity responsibil-
ities. This includes efforts to prevent cyberattacks. It also includes the HHS’s re-
sponsibilities to hold regulated entities accountable, especially when those entities 
fail to protect the sensitive health care information that we trust them to safeguard. 

In conclusion, Mr. Chairman, we need to up our game if we intend to defend 
against a growing number of cyberattacks facing the health care sector. 

I am pleased to welcome our witnesses from HHS, and I look forward to hearing 
from them about how HHS can enhance our health cybersecurity. But that being 
said, I believe we still have a long way to go to improve our preparedness in this 
area, and I look forward to hearing how this Committee intends to hold HHS ac-
countable moving forward. 

Thank you and I yield back. 

Mr. MURPHY. Thank you. 
And so now I ask unanimous consent that the members’ written 

opening statements be introduced into the record and without ob-
jection the documents will be entered into the record. 

Now I’d like to introduce our panel of esteemed federal witnesses 
for today’s hearing. Mr. Steve Curren, director of the Division of 
Resilience Office of the Emergency Management Office of the as-
sistant secretary for preparedness in response. Welcome here. 

Mr. Leo Scanlon, deputy chief information security officer and 
designee for cybersecurity for HHS under the Cybersecurity Act of 
2015, welcome. And Mr. Emery Csulak—did I say that right? OK. 
Chief Information Security Officer and Senior Privacy Official, Cen-
ters for Medicare and Medicaid Services and Co-chair of the Health 
Care Industry Cybersecurity Task Force. 

Thank you all for being here today and providing testimony. We 
look forward to a very productive discussion on this. 
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Now, I understand, Mr. Curren, you’ll be the one presenting the 
initial testimony? But since you all may be asked to comment we 
will ask you all to be sworn in. 

You’re all aware that since this committee is holding an inves-
tigative hearing when so doing it has the practice of taking testi-
mony under oath. Do any of you have objections to taking testi-
mony under oath? Seeing none, the chair then advises you that 
under the rules of the House and rules of the committee you are 
entitled to be advised by counsel. Do any of you desire to be ad-
vised by counsel during testimony today? And seeing none there, 
too. In that case, will you all please rise and raise your right hand. 
I’ll swear you in. 

[Witnesses sworn.] 
Thank you very much. Seeing that all have answered in the af-

firmative you’re now under oath and subject to the penalties set 
forth in Title 18 Section 1001 of the United States Code. 

So members are aware, I mentioned that the department has 
submitted one written testimony on behalf of all three witnesses. 
Each plays a distinct cybersecurity role within the department. 

They will give a brief opening statement describing their roles 
and responsibilities. Mr. Curren will begin before turning to his 
colleagues. Each witness’ opening statement is reflected in the de-
partment’s written testimony. 

Mr. Curren, you are recognized for an opening statement. 

STATEMENTS OF STEVE CURREN, DIRECTOR, DIVISION OF RE-
SILIENCE, OFFICE OF EMERGENCY MANAGEMENT, OFFICE 
OF THE ASSISTANT SECRETARY FOR PREPAREDNESS AND 
RESPONSE, U.S. DEPARTMENT OF HEALTH AND HUMAN 
SERVICES; LEO SCANLON, DEPUTY CHIEF INFORMATION SE-
CURITY OFFICER, U.S. DEPARTMENT OF HEALTH AND 
HUMAN SERVICES; EMERY CSULAK, CHIEF INFORMATION 
SECURITY OFFICER AND SENIOR PRIVACY OFFICIAL, CEN-
TERS FOR MEDICARE AND MEDICAID SERVICES, CO-CHAIR, 
HEALTH CARE INDUSTRY CYBERSECURITY TASK FORCE 

STATEMENT OF STEVE CURREN 

Mr. CURREN. Good morning, Chairman Murphy, Ranking Mem-
ber DeGette and distinguished members of the House Energy and 
Commerce Subcommittee on Oversight and Investigations. 

I am Steve Curren, director of the Division of Resilience within 
the Office of Emergency Management in the Office of the Assistant 
Secretary for Preparedness and Response, or ASPR. Today I will be 
discussing ASPR’s functions and cybersecurity mission within the 
Department of Health and Human Services. 

ASPR was authorized by the 2006 Pandemic and All-Hazards 
Preparedness Act and works within HHS with federal, state, tribal, 
territorial and local partners to protect the public from the health 
and medical impacts of emergencies and disasters. ASPR’s respon-
sibilities are broad and include overseeing advanced research de-
velopment and procurement of medical countermeasures leading 
federal public health and medical response efforts under the na-
tional response framework. Serving as the federal lead agency for 
the health care and public health sector under the National Infra-
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structure Protection Plan and providing integrated policy and stra-
tegic direction under the national health security strategy. 

ASPR’s Office of Emergency Management is responsible for many 
of ASPR’s core preparedness, response and disaster recovery capa-
bilities. OEM provides communities with the resources necessary to 
support disaster planning efforts and ensures that the health care 
system can respond to a wide variety of emergencies. Within OEM, 
I am responsible for ASPR’s continuity of operations program 
which works to ensure the resilience of HHS’ systems and pro-
grams in the faces of emergencies and disruptions. I am also re-
sponsible for the critical infrastructure protection program which 
focuses on the security and resilience of private sector health care 
partners. 

ASPR works with all levels of government and the private sector 
to mitigate risk from all hazards including physical and 
cyberthreats. Over the past 5 years, few infrastructure issues have 
challenged the health sector more than the proliferation of 
cyberattacks. Within our modern system of health care, nearly ev-
erything is connected through a system of systems including dialy-
sis machines and electronic health records. Cyber is both a direct 
and a secondary threat. It could impact everyday patients in health 
care delivery by locking down access to important medical informa-
tion and lifesaving equipment. It can also exacerbate an existing 
emergency where hospitals and emergency first responders are al-
ready working a frantic pace to save lives. It cannot afford to lose 
access to communications or risk further delays in their response. 

Since 2014, the sector has been hit with a wave of large health 
care information breaches, compromising the personal information 
of hundreds of millions of individuals. In 2016, we started to see 
the rise of health care ransomware attacks. In these attacks, com-
puter malware is used to lock up the files of health care organiza-
tions while criminals demand payment in exchange for restored ac-
cess. These attacks shifted the threat landscape considerably as 
they no longer threaten just personal information but the ability of 
health care organizations and thus communities to provide patient 
care. 

When the massive WannaCry ransomware attack hit dozens of 
hospitals in the United Kingdom just a few weeks ago, ASPR took 
immediate action to engage broader U.S. health sector and ensure 
that IT security specialists had the necessary information to pro-
tect against, respond to and report intrusions. This effort included 
calls with up to 3,100 participants each, daily messages with an-
swers for frequently asked questions, resources from other federal 
departments and agencies and guidance on how to report attacks. 

Beyond specific threats, ASPR and our partners have decided to 
organize a joint public and private sector working group for cyber-
security to implement national policies such as the National Insti-
tute for Standards in Technology in the cybersecurity framework 
and the National Cyber Incident Response Plan. We have also ben-
efited from the Cybersecurity Act of 2015 which provided the sector 
with a structure to drive its continued engagement in cybersecu-
rity. 
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ASPR led HHS’ efforts to establish and support the Health Care 
Industry Cybersecurity Task Force, which has completed its term 
and recently delivered its report to Congress. 

In closing, HHS’ cybersecurity mission is a national response re-
quiring broad collaboration. The department is committed to safe, 
secure, and resilient cyber environment that promotes cybersecu-
rity knowledge, innovation, confidentiality, and privacy in collabo-
ration with government, private sector, and international partners. 

While the cyber realm is ever evolving and presenting new chal-
lenges, please be assured that HHS and our partners are moving 
in the right direction. 

Mr. MURPHY. All right. Thank you very much. 
I will now recognize myself for some opening questions for 5 min-

utes. Oh, we are going to hear from the other ones? All right. I am 
sorry. I didn’t realize how much this was going to go. 

Mr. Scanlon. 
[The prepared statement of Messrs. Curren, Scanlon, and Csulak 

follows:] 

VerDate Nov 24 2008 11:33 Feb 23, 2018 Jkt 037690 PO 00000 Frm 00017 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-37 CHRIS



14 

VerDate Nov 24 2008 11:33 Feb 23, 2018 Jkt 037690 PO 00000 Frm 00018 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-37 CHRIS 26
58

5.
00

1

Testimony from the Department of Health and Human Services on 

Cybersecurity in the Health Care and Public Health Sector 

Before the 

United States House of Representatives 
Committee on Energy and Commerce 

Subcommittee on Oversight and Investigations 

June 8, 2017 

Chairman Murphy, Ranking Member DeGette, and Members of the Subcommittee, thank you for 

inviting the Department of Health and Human Services' (HHS) representatives with the HHS 

Office of the Chieflnformation Office and the HHS Office of the Assistant Secretary for 

Preparedness and Response and the Health Care Industry Cybersecurity Task Force Co-Chair to 

testify on how HHS and its partners are addressing cybersecurity. HHS is committed to working 

together across the Department and with private sector stakeholders to help combat cybersecurity 

threats. 

In the past five years, few infrastructure issues have challenged the health care and public health 

sector (HPH sector) more than cybersecurity. Within our modem system of health care, nearly 

everything is connected through a system of systems, from dialysis machines to electronic health 

records. Cybersecurity is both a direct and a secondary threat. It can impact everyday patients 

and health care delivery by locking down access to power, important medical infonnation, and 

life-saving equipment. It can also exacerbate an existing emergency when hospitals, EMS, and 

emergency first responders are already working a frantic pace to save lives and cannot afford to 

lose access to communications or risk further delays in their response. 
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Since 2014, the HPH sector has been hit with a wave of health care information breaches, 

compromising the personal information of individuals. In 2016, we started to see a rise of 

ransomware attacks against the HPH sector. In these attacks, computer malware was used to 

lock up the files of victim health care organizations, while criminals demanded a ransom 

payment in exchange for access to be returned. These attacks shifted the threat landscape 

considerably, as they no longer threatened just personal infom1ation but also the ability of health 

care organizations to provide patient care. 

The Department has a wide range of health care and public health responsibilities that touch on 

nearly every corner of the health care sector, ranging from the Food and Drug Administration's 

role in medical devices to the Centers for Medicare & Medicaid Service's role in electronic 

health records to the Center of Disease Control and Prevention's role in protecting public health. 

The complexity and size of the Department's mission and important role in coordinating 

cybersecurity preparedness with the private sector led to HHS 's designation as the Sector 

Specific Agency (SSA) for the health care and public health (HPH) sector through the 

Presidential Policy Directive 21 (PPD-21 ). As an SSA, HHS, in coordination with the 

Department of Homeland Security (DHS), is responsible for working collaboratively with public 

and private sector organizations in the HPH sector to increase the security and resilience of the 

sector against any hazards it may face. The HPH sector is large and diverse and the risks faced 

by the sector are diverse as well. The risks include cyber-attacks as they could threaten the 

ability of health care organizations to provide care. 
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Extensive pminerships across HHS, the rest of the federal govemment, and the private sector 

have helped HHS to leverage the expertise needed to combat this growing threat. Most 

recently, HHS through its Office of the Assistant Secretary for Preparedness and Response 

(ASPR) was integral in the HPH sector-related response to the WannaCry ransomware attack 

which impacted dozens of hospitals in the United Kingdom. The Department, in coordination 

with DHS's National Cybersecurity and Communications Integration Center (NCCIC), crafted 

an immediate response to engage the broader health care sector and ensure that infonnation 

technology (IT) security practitioners had the infonnation they needed to protect against, respond 

to, and report, WannaCry intrusions on their networks. While this was the first time HHS had 

organized itself in this way for a cybcrsecurity incident, we believe that it has set a standard on 

how to manage cybersecurity incidents in this era of heightened consequences and in support of 

the National Cyber Incident Response Plan. 

HHS Cybersecurity Leadership and Cybersecurity Working Group 

Under Executive Order 13800, the Secretary has overall accountability for the Department's 

cybersecurity risk management. The HHS Cyber Threat Preparedness Report, required by the 

Cybersecurity Act o[2015, identified the HHS Deputy Secretary as the official who has overall 

leadership within the Department for cybersecurity. The HHS Deputy Secretary in tum 

designated the HHS Deputy Chief Information Security Officer as the Senior Advisor for 

Cybersecurity. The Deputy Chieflnfonnation Security Officer is also the Chair of the HHS 

Cybcrsccurity Working Group. The HHS Cybersecurity Working Group is the principal forum 

for coordinating cybersecurity support and response across all HHS Operating Divisions and 

Staff Divisions, to better align resources to provide communications and support. This critically 
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impottant step will leverage HHS capabilities and outreach to help the HPH sector improve its 

preparedness for, and response to, security incidents now and into the future. The Senior Advisor 

for Cybersecurity will align and coordinate internal stakeholders to collaborate with the private 

sector, the U.S. Department of Commerce's National Institute of Standards and Technology 

(NIST) and the U.S. Department of Homeland Security (DHS) to develop voluntary guidelines to 

support adoption of the NIST Cybersecurity Framework, and support HPH sector risk reduction 

and resilience. 

Healthcare Cybersecuritv Communications Integration Center (HCCIC) 

HHS supports the HPH sector through the establishment and operation of the Healthcare 

Cybersecurity Communications Integration Center (HCCIC). The HCCIC has three high level 

goals: 

• Strengthen engagement across HHS Operating Divisions; 

• Strengthen reporting and increase awareness of the health care cybcr threats across the 

HHS enterprise; and 

• Enhance public-private partnerships through regular engagement and outreach. 

The HCCIC was an integral part of ASPR's coordinated response to the recent WannaCry 

incident. It provided analysis on the WannaCry threat and its impact on health care. The 

HCCIC design and concept of operations was developed with the aid of the Carnegie Mellon 

University Software Engineering Institute and is modeled on the design of the National 

Cybersecurity Communications Integration Center. 
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Health Care Industry Cybcrsecurity Task Force Report 

In the Cybersecurity Act of 2015, Congress required the establishment of the Health Care 

Industry Cybersecurity Task Force to review and analyze challenges the health care industry 

faces when securing and protecting itself against cybersecurity incidents, whether intentional or 

unintentional. 

The Secretary of Health and Human Services in consultation with the NIST Director and the 

DHS Secretary assembled a diverse group of industry representatives to discuss these issues, 

consistent with the requirements outlined in the Act. Industry participation in the Task Force 

brought to light critical areas for discussion. 

Twenty-one Task Force members contributed to this effort, including seventeen from private 

sector organizations. The Task Force identified a wide range of threats that affect the health care 

industry. In doing so, it relied on information gathered during public meetings, briefings and 

consultations with experts on a variety of topics across health care and other critical 

infrastructure sectors, internal Task Force meetings, and responses to blog posts. 1 

Following a year of discussion within the Task Force and infonnation gathered from extemal 

stakeholders and subject matter experts across the health care industry and other sectors, the 

Task Force identified six high-level imperatives under which to organize the recommendations 

and action items. The Task Force's report2 and recommendations are consistent with the policies 

and directives outlined in the Presidential Executive Order on Strengthening the Cybersecurity of 

1 The Act identifies members of the health care industry to include: health plans (including health 
insurance companies), health care clearinghouses, and health care providers; patient advocates; 
pharmacists; developers of health information technology; laboratories; pharmaceutical or medical device 
manufacturers; and other additional stakeholders in the definition of health care industry stakeholders. 
2 https:!lwww.phe.gov/Preparednesslplanning/CyberTF/Pagesldefault.aspx 
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Federal Networks and Critical Infrastructure, released on May II, 2017. 3 Both the Executive 

Order and Task Force highlight the importance of effective risk management and the need for 

cyber security to be integrated into risk management assessments across agencies. 

The six imperatives outlined by the Task Force are: 

I. Define and streamline leadership, governance, and expectations for health care industry 

cybersecurity. Acknowledging the wide array of stakeholders and the diversity of needs across 

the health care industry the Task Force made several recommendations. The Task Force 

recommended the creation of a "cyber leader" role within HHS to coordinate activities and serve 

as a single focal point for industry engagement across regulatory and voluntary cybersecurity 

programs. The Task Force found that HHS needs to make the discussion, oversight, and 

engagement around cybcrsccurity clearly and consistently messaged. In addition the Task Force 

made additional recommendations to help streamline and harmonize cybersecurity efforts and 

the sharing of best practices across the industry. The Task Force paid particular attention to the 

needs of small and medium sized organizations, which have unique needs and different 

capabilities as compared to larger organizations. 

2. Increase the securi(v and resilience of medical devices and health IT. This imperative 

addresses the legislative request to look specifically at the unique cybersecurity challenges of 

medical devices and electronic health records. This imperative takes a total product lifecycle 

approach, recommending a mix of regulation, accreditation, information sharing, and voluntary 

development and adoption of standards to promote system security from product design and 

development through end oflife. The Task Force recommends that HHS evaluate opportunities 

3 https://www. whitehouse. gov/the-press-office/20 17/05/11/presidential-executive-order -strengthening
cybersecurity-federal 
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for strengthening public/private relationships and leverage the progress already made by 

associations and groups that have brought the private sector together around cybcrsccurity 

challenges. 

3. Develop the health care workforce capacity necessary to prioritize and ensure 

cybersecurity awareness and technical capabilities. The Task Force outlines the major 

workforce challenges facing health care information technology and cybcrsecurity, especially 

among small, rural, and other lesser-resourced organizations. It recommends steps to enhance 

cybersecurity leadership in organizations, develop the nation's health care cybersecurity 

workforce, and create options for organizations to gain efficiencies by leveraging shared 

cybcrsecurity services. 

4. Increase health care industry readiness through improved cybersecurity awareness and 

education. This imperative focuses on increasing the cybersecurity posture within organizations 

by raising awareness among corporate leadership, educating employees on the importance of 

cybersecurity, and empowering patients to make better choices related to the security of their 

personal health infmmation. The Task Force recommends that HHS and industry partners 

promote cybersecurity awareness across health care. 

5. Identify mechanisms to protect R&D efforts and intellectual property jrom attacks or 

exposure. This section focuses on the significant problem of health care intellectual property 

theft related to areas such as clinical trials, drug and device development, big data applications, 

and general health care business operations. It recommends activities to increase the industry's 

understanding of the scope of the problem and the economic and other risks of continuing 

intellectual property loss. 
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6. Improve information sharing of industry threats, risks, and mitigations. 

Recommendations under this imperative focus on the sharing of cyber threat information among 

government and industry partners. The Task Force recommends general principles to follow in 

the establishment of cybcr threat information sharing systems in health care, with a focus on 

ensuring that curated and actionable information reaches small and rural organizations. 

Conclusion 

HHS 's cybersecurity mission is a combined national response requiring broad collaboration 

across the Department, the government and private sector partners. The Department is 

committed to a safe, secure, and resilient cyber environment that promotes cybersecurity 

knowledge, innovation, confidentiality, and privacy in collaboration with public, private, and 

international partners. Thank you again for the opportunity to testify and we look forward to 

your questions. 
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STATEMENT OF LEO SCANLON 
Mr. SCANLON. Thank you. 
Good morning, Chairman Murphy, Ranking Member DeGette, 

and members of the subcommittee. I am Leo Scanlon, Deputy Chief 
Information Security Officer and the designated Senior Advisor for 
Health Care, Public Health Sector Cybersecurity at the Depart-
ment of Health and Human Services. 

I am also the designated Senior Advisor of Public Health. I al-
ready said that. I will be discussing the agency’s response to CISA, 
in particular the designation of senior advisor and the establish-
ment of the Health Care Cybersecurity Communications Integra-
tion Center—otherwise known as the HCCIC. 

Both of these actions will support enhanced public-private part-
nerships through regular engagement and outreach to the sector. 
These actions are consistent with Executive Order 13800 and are 
a direct response to the Cybersecurity Act of 2015. 

These critically important steps will leverage HHS capabilities 
and outreach to help the HPH sector improve its preparedness for 
and response to security incidents now and into the future. 

The senior advisor of cybersecurity will align and coordinate the 
internal stakeholders to collaborate with the private sector, the 
U.S. Department of Commerce’s National Institute of Standards 
and Technology, NIST, and the U.S. Department of Homeland Se-
curity, DHS, to develop voluntary guidelines to support adoption of 
the NIST cybersecurity framework and to support the HPH sector 
risk reduction and resilience. 

DSA is the chair of the HHS Cybersecurity Working Group, 
which is the principal forum for coordinating cybersecurity support 
and response across all HHS operating divisions and staff divi-
sions. DSA and the CSWG are tasked with the job of establishing 
a one-stop point of access to HHS cybersecurity capabilities—a 
cyber 311 that will allow access to HHS for the entire sector, espe-
cially the small and rural provider entities who rarely interact with 
the federal government and who need sector-specific mitigation 
strategies, guidance, and follow-on assistance in response to 
cyberattacks. 

The HCCIC is designed to be the central location for HPH infor-
mation sharing and will allow HHS to extend internal threat shar-
ing and analytic capability to our federal partners, law enforcement 
and intelligence partners, the National Cybersecurity and Commu-
nications Integration Center, the NCCIC, and our private sector 
partners at the NHISAC and other ISALs. The most important out-
puts of the HCCIC, though, are products and guidance that are 
human consumable by entities that do not have the sophisticated 
technology that supports machine speed reaction to threat indica-
tors. Smaller entities need information that they can use no matter 
what their capabilities are. This includes basic cybersecurity guid-
ance, how-to instructions as well as assistance in contacting spe-
cialists within HHS and assistance in accessing federal capabilities 
such as those that are available through the DHS and the NCCIC. 

In the recent WannaCry mobilization, HCCIC analysts provided 
early warning of the potential impact of the attack and HHS re-
sponded by putting the secretary’s operation center, the SOC, on 
alert. This was the first time that a cyberattack was the focus of 
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such a mobilization and HCCIC was able to support ASPR’s inter-
actions with the sector by providing real-time cyber situation 
awareness, best practices guidance and coordination with US- 
CERT and the IRT teams at the NCCIC. 

Sector calls generated by ASPR reached thousands of health care 
organizations and providers. One call had more than 3,000 lines 
open and continued for more than two hours of questions and dis-
cussion. The experiences provided a rich set of lessons learned and 
has highlighted the disturbing reality that the true state of cyber-
security risk in the sector is under reported by orders of magnitude 
and the vast majority of the HPH sector is in dire need of cyberse-
curity assistance. 

The SA, the HCCIC, and the CSWG have the long-term task of 
assisting the sector to shift from a compliance-oriented security 
posture to a dynamic risk management approach. This means dif-
ferent things at different levels of the sector, but one thing is clear. 
The regulatory mechanisms that served to call attention to the 
need to protect PHI and PII are fundamentally challenged by the 
technical capabilities of threat actors who operate at scale and ma-
chine speed and who have brought the specter of life-threatening 
impact from a cyberattack into the operating rooms and ambu-
lances of our providers and first responders. 

HHS is prepared to play a leading role in addressing that chal-
lenge. 

STATEMENT OF EMERY CSULAK 

Mr. CSULAK. Thank you. 
Chairman Murphy, Ranking Member DeGette and members of 

the subcommittee, thank you for the opportunity to discuss the 
work of the department’s Health Care Industry Cybersecurity Task 
Force. 

In addition to my role as the chief information security officer 
and senior official for privacy at the Centers for Medicare and Med-
icaid Services, for the last year I served as the government co-chair 
of the task force. 

The Cybersecurity Act of 2015 required the Department of 
Health and Human Services to convene top subject matter experts 
from across industry and government to address the growing chal-
lenges of cybersecurity attacks targeting health care. 

The task force spent a year receiving and reviewing input from 
experts from inside and outside the health care industry and the 
general public in order to develop recommendations and action 
items for a congressional report that was released earlier this 
month. I want to thank the 21 task force members, including 17 
from private sector organizations, whose contributions made this 
report possible based on their passion to improve the sector. 

The task force worked diligently to balance the industry and gov-
ernment perspectives. The task force discussions resulted in the de-
velopment of six imperatives along with cascading recommenda-
tions and action items. All of these reflect the need for a unified 
effort among public and private sector organizations of all sizes and 
across all subsectors to work together to meet an urgent challenge. 
They also reflect shared understanding that for the health care in-
dustry cybersecurity issues are, at the heart, patient safety issues. 
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I want to take this opportunity to provide a brief overview of 
some of the report’s most important recommendations. These are 
the steps that can be taken within the industry as well as by the 
federal government, including recommendations for HHS to con-
sider in addressing the cybersecurity challenges facing the sector. 
A few key themes emerged from these recommendations. 

First, the task force identified the need for cybersecurity leader-
ship. The report outlines the importance of leadership to drive or-
ganizational change and ensure adequate visibility across organiza-
tions. For HHS cybersecurity leadership focuses on aligning pro-
grams to ensure a consistent message and standards across HHS 
with engagement of industry. 

The task force also addresses the need to reduce burden for small 
and rural providers who may have additional challenges in meeting 
HHS regulations. For industry, leadership focuses on communica-
tion with executives, driving change, and taking a comprehensive 
look at the threats facing an organization. Industry needs cyberse-
curity governance models that work for organizations of all sizes 
and provider types. 

Second, the task force report highlights the importance of pro-
tecting medical devices and other health IT. Medical devices and 
electronic health records expand the attack service which can di-
rectly impact patient safety. Some issues raised in the report in-
clude taking a total life cycle approach to recommending a mix of 
regulation, accreditation, information sharing, and voluntary devel-
opment and adoption of standards to promote system security from 
product design and development through product end of life. 

Third, the task force found that HHS needs to make the discus-
sion, oversight, and engagement around cybersecurity clearly and 
consistently messaged. This includes completing work on a vol-
untary cybersecurity framework established in the Cybersecurity 
Act of 2015 and harmonizing regulations and guidance as part of 
HHS’ sector engagement. By speaking the same language, barriers 
to education and improvement of the sector will be lowered. It is 
clear to members of the task force that we must consider the 
unique needs of small and rural organizations as well as new en-
trants and innovators. These organizations can have different and 
sometimes more acute needs than large organizations who have al-
ready invested in cybersecurity and infrastructure. Harmonizing 
regulations can help to reduce burden on these organizations in 
particular and thus increase patient safety. 

Finally, the task force calls for continuing to strengthen public- 
private partnerships. In particular, the task force calls for the es-
tablishment of an ongoing public-private forum similar to the task 
force to further the discussions of health care industry cybersecu-
rity as the industry evolves. 

Task force members found this engagement with federal partners 
beneficial to understand our common cybersecurity challenges and 
concerns. 

These efforts will also enable an ongoing conversation and de-
velop strategies to identify resources and incentives that would 
help to overcome the barriers faced by small and rural organiza-
tions. 
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While much of what we recommend will require hard work, dif-
ficult decisions, and commitment of resources, we will be encour-
aged and unified by our shared values as health care industry pro-
fessionals in our commitment to providing safe high-quality care. 

Thank you for the opportunity to share the task force work and 
I am happy to answer any of your questions. 

Mr. MURPHY. I thank all of our panel for your statements. 
I want to read the opening sentence here from the Health Care 

Industry Cybersecurity Task Force, where it says the health care 
system cannot deliver effective and safe care without deeper digital 
connectivity. 

If the health care system is connected but insecure, this 
connectivity could betray patient safety, subjecting them to unnec-
essary risk and forcing them to pay unaffordable personal costs. 

To that end, Mr. Curren, want to highlight why this is impor-
tant? In your opinion, what is at stake when health care informa-
tion is compromised by a cyber threat? How bad does this get? 

Mr. CURREN. Thank you very much for the question. 
It is an issue that’s very important to us and that we take very 

seriously because the risk of attacks to the health care infrastruc-
ture from cyberattacks really is confidence in the health care sys-
tem in general and we think that patients should have confidence 
in the system to provide care, also to provide protection to their in-
formation. 

You asked about the need to balance two very important con-
cerns. One concern is the use of electronic medical records and 
other health technologies to advance care, to link information, to 
provide medical devices that provide excellent care to individuals 
as well as provide the security to keep those systems and those de-
vices safe and that is the commitment I think that the task force 
made as we were involved in their discussions was to advance 
those issues together because really we can’t do one without the 
other. We need to rely on these technologies. We also need to focus 
on keeping them safe. 

Mr. MURPHY. But along these lines—in terms of what could hap-
pen here, whether it is like what happened in the United King-
dom—blocking a system from working entirely so voluntary sur-
gery and others and emergency care was all diverted. But it could 
also affect things like information about what is in a medical 
records, medications a person may take and it could also interfere 
with the functions of a wide range of medical devices. Am I clear 
on that? 

Mr. CURREN. There’s always potential for patient safety issues 
related to cybersecurity incidents and we like to put that into con-
text. 

We don’t think the patient should overweigh the concern of cy-
bersecurity risk when they go seek care. We do believe the benefits 
of care, the benefits of these devices and these systems greatly out-
weigh the risks that are there. 

However, we do need to take the risks seriously. What I can say 
is that HHS—we are set up to respond to both the cyber impacts 
of these attacks as well as the potential physical impacts, impacts 
on health care. Through our program ASPR, just to give the 
WannaCry example as one example, we worked very closely with 
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Leo’s organization and the HCCIC. They were active in getting the 
latest information on the threat, analyzing it, understanding what 
the issues were and communicating that to our partners in the 
health care sector. 

Meanwhile, we were working out of the secretary’s operation cen-
ter and prepared for any type of health care impact that there 
might have been to provide resources that ASPR has to assist in 
those responses. 

Mr. MURPHY. And I appreciate it. I will get to that in a minute 
and you did play a vital role here. But I’m concerned about that 
information about the various roles and capability of HHS. 

Has it been adequately conveyed to industry yet? And this has 
got to be a public-private partnership. So we are aware you created 
the HCCIC and to serve as the nexus for cybersecurity efforts. 

But to date there has been little public information about this 
new center to start. So why did HHS decide to establish the 
HCCIC? Did someone recommend this and is there a reason for 
this recommendation? 

Mr. CURREN. Let me start out, then I will hand it to my col-
league, Leo Scanlon. We have had a partnership with the private 
sector for many years in critical infrastructure protection since 
Homeland Security Presidential Directive 7 in 2003 started these 
infrastructure partnerships across 16 critical infrastructure sectors. 

What has changed in the past several years is the importance of 
the cyberthreat and HHS is evolving to meet that threat. 

So we work very closely with our partners both internal to HHS 
as well as externally. So, Leo, maybe expand on the HCCIC. 

Mr. SCANLON. Yes, sir. 
The impulse to establish the HCCIC, continuing on what Steve 

just pointed out, is really based on the evolution of the way defense 
against these threats is carried out. 

We’ve learned over the past few years that the machine gen-
erated information that we now have from our log files and our 
firewalls and other defensive devices is an enormous firehose of in-
formation and ultimately has to be analyzed by analysts who are 
specialists who can interpret, understand and put context to this 
information and that’s best carried out in a collective environment 
where people sit together and can communicate in real time and 
be in touch with their external organizations and other partners 
and this is what the NCCIC floor, for example, is all about. 

That’s what it does at a national level. It allows different sectors 
and organizations and intelligence organizations to be present, 
communicate and share information. 

The HCCIC is designed to do that both across the HHS operating 
divisions to knit together the very formidable capabilities that exist 
in each of our operation divisions of CMS, CDC, NIH and put them 
together in real time and then provide real-time links to our part-
ners externally and that’s the fundamental purpose of it. 

Mr. MURPHY. Who recommended this? 
Mr. SCANLON. It was our internal decision to take the existing 

capabilities that we have that were set up in a disparate fashion, 
unite them in a common place and take this model of threat shar-
ing which has now become an industry standard and apply it to the 
challenge that we face. 
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So it was an immediate response in that sense to the CISA Act 
requirement that we develop the capacity to share threats in real 
time with the sector. 

So that’s the capability that the HCCIC provided and that was 
the form that we determined was the most efficient and effective 
way to do that. 

Mr. MURPHY. OK. Thank you. 
Ms. DeGette, 5 minutes. 
Ms. DEGETTE. Thank you. 
As I mentioned in my opening statement, the WannaCry 

cyberattack was really a wake-up call. So I want to talk for a 
minute about what we are doing to prevent and to respond to these 
types of attacks in the health care sector. 

As we heard, HHS is launching the HCCIC, or the Cyber Center, 
and in your testimony you said that HCCIC was an integral part 
of ASPR’s coordinated response to the WannaCry incident. 

So I just wanted to ask you, Mr. Curren, as you stated and also 
I noted in my opening the Cyber Center was established to address 
gaps in cybersecurity and also to help prevent attacks like this 
WannaCry attack. Is that right? 

Mr. CURREN. And this would be the HCCIC. 
Ms. DEGETTE. Yes. 
Mr. CURREN. Yes, and Leo could talk more to that. Within ASPR 

we coordinate for the WannaCry incident response. Whether it’s a 
hurricane, tornado, or cyber event, we coordinate for the depart-
ment. But the HCCIC was one capability within that for this 
cyberattack to coordinate the sharing of cyber information and re-
sponse. 

Ms. DEGETTE. So how do you think this will happen? How do you 
think the Cyber Center can be effective in protecting HHS’ health 
networks and systems? Go ahead, Mr. Scanlon. 

Mr. SCANLON. Thank you. Yes. So the value of the HCCIC is evi-
denced in the way we were able to work in the WannaCry incident. 

There’s a broad and very deep communications capability that 
ASPR has to the sector. We were able to get another component of 
information gathered through cybersecurity specialists to provide 
situational awareness, which is the most important thing in a dy-
namic event. 

Facts are very hard to grab when an attack like this is going on. 
Attribution, who is doing it, what their intentions are and exactly 
what’s going to happen next all disappears on a fog of activity. 

We were attempting at all times to bring the best knowledge that 
was available across the sector from US-CERT, from the NCCIC, 
from our sector partners and communicate that out. 

That’s a capability that did not exist in a formalized way until 
we created the HCCIC and the intention of the HCCIC was to sup-
port the ASPR capability. They have all-hazards response. So this 
is a cybersecurity function that we wanted to bring into the all-haz-
ards response capability. 

Ms. DEGETTE. Yes. Now, can you talk about FDA’s information 
technology systems? Is that something you can talk about? 

Mr. SCANLON. I can tell you about what we did to communicate 
FDA’s and the most important concerns that were raised in the—— 
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Ms. DEGETTE. OK. Yes. Well, there was this GAO report last Au-
gust that said there were major weaknesses in the FDA’s informa-
tion technology. 

So what I was wondering is, number one, why were the FDA’s 
IT systems allowed to be so plagued with the security issues and, 
number two, what’s the agency doing about it? 

Mr. SCANLON. I think that it would be more appropriate for us 
to take that back and get back to you with specific. None of us are 
from the FDA. 

Ms. DEGETTE. Right. 
Mr. SCANLON. So it would be not very—— 
Ms. DEGETTE. OK. So you don’t know the answers to that? 
Mr. SCANLON. I couldn’t give you an authoritative answer. 
Ms. DEGETTE. So from the HSS perspective though, you didn’t 

have very good visibility into what was happening over there. Is 
that right? At the FDA. 

Mr. SCANLON. You’re referring to the GAO audit and the findings 
of the audit? 

Ms. DEGETTE. Right. Yes. 
Mr. SCANLON. This is not in any of our purview, honestly. 
Ms. DEGETTE. OK. If you can get back to me that would be good 

because—— 
Mr. SCANLON. We would be very happy to do that. 
Ms. DEGETTE [continuing]. What we really worry about is that 

cybersecurity attacks they’re going to come throughout all the gov-
ernment. They’re not just going to focus on one agency. And so 
that’s why we have to really—— 

Mr. SCANLON. Well, ma’am, I could say to you though that one 
of the functions of the HCCIC has been to enhance the existing ca-
pabilities across our operating divisions, which are formidable and 
have been very effective in many, many ways. 

And so this is where the agency is taking steps constantly to 
evaluate, assess and improve our cybersecurity capabilities in all of 
our operating divisions. 

Ms. DEGETTE. OK. Do you think there’s more we could be doing? 
Mr. SCANLON. There’s always more we could be doing. 
Ms. DEGETTE. And what do you need from us to do more? 
Mr. SCANLON. I don’t have to say we are always looking for funds 

to help us support these activities. 
Ms. DEGETTE. So if you want funds to support the activities what 

would be helpful to us is to know what those activities you need 
additional funding for. 

Mr. SCANLON. We could certainly get back to you with specifics. 
Ms. DEGETTE. Great. OK. Thank, Mr. Chairman. I yield back. 
Mr. MURPHY. Thank you. 
I now recognize the vice chair of the committee, Mr. Griffith, for 

five minutes. 
Mr. GRIFFITH. Thank you very much, Mr. Chairman. Thank you 

all for being here this morning. I am curious, as Congresswoman 
DeGette was talking about the FDA and she’s right. They’re not 
going to just try one door. They’re going to try all the doors. So I 
would hope that they would be included. 

Maybe you all can help me out. I’m listening to all these initials 
being thrown around and this is not an area I’m comfortable with. 
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HCCIC versus Health Care in Industry Cybersecurity Task Force 
that was called upon to be set up as a part of the Cybersecurity 
Act. What are the differences in those two? 

Mr. SCANLON. Yes. So the HCCIC is simply an easy way to say 
the large mouthful. The HCCIC is an organization within HHS and 
it is responding to, as I mentioned, in specific the recommendations 
in the Cybersecurity Information Sharing Act, which requested the 
agency or required the agency to establish the ability to do real 
timesharing of threat indicators with the sector. So that is what 
the HCCIC does with respect to the CISA Act. 

Mr. GRIFFITH. All right. Any of you all can answer this who feels 
comfortable with it—but the Health Care Industry Cybersecurity 
Task Force that was supposed to be set up, what is that doing and 
how often do they meet? 

Mr. CSULAK. OK. The Health Care Industry Cybersecurity Task 
Force, again, was established as part of the Cybersecurity Act of 
2015. It had a very segmented period of time. It was literally by 
the legislation to only last 12 months. So we completed our work 
earlier this year and during that time we met at least monthly 
with both industry as well as the government to inform and advise 
the 21 members of the task force in the creation of this report of 
really looking and analysing the challenges facing health care sec-
tor in—— 

Mr. GRIFFITH. And we appreciate that the report came out. So 
you’re telling me that you met at least 12 times during the year, 
maybe some more? 

Mr. CSULAK. A lot more than 12 but the minimum was 12. 
Mr. GRIFFITH. Could you get us a number on how many times 

you met? 
Mr. CSULAK. It is actually in the appendices of the report. 
Mr. GRIFFITH. Excellent. 
Mr. CSULAK. You will see every single meeting that we had and 

who attended it. 
Mr. GRIFFITH. All right. I appreciate that. 
And can you tell me how the representatives were selected to be 

on the task force from both the health care sector and from the fed-
eral government? 

Mr. CSULAK. We did an open call of interested individuals for 
that. I believe Mr. Curren actually arranged the scheduling of all 
of that but we had over a hundred candidates who were self-nomi-
nated or nominated by their organizations. 

We formed a joint working group with NIST, DoD, DHS and 
HHS to look at the candidates and find candidates who represented 
cyber security practitioners in the field. 

Each of those four agencies I just mentioned nominated one per-
son to represent the agency and then those representatives along 
with members on the task force identified 17 of the over 100 can-
didates who were interested in the positions who had clear cyberse-
curity roles as part of their duties, were not just executives but 
were actual practitioners and would represent various parts of the 
industry. 

If you look at the legislation we needed to represent certain 
fields, we wanted to look at medical devices. We wanted to look at 
providers. There was a range of capabilities that we wanted to deal 

VerDate Nov 24 2008 11:33 Feb 23, 2018 Jkt 037690 PO 00000 Frm 00033 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-37 CHRIS



30 

with so that’s how they were done. We narrowed those down. We 
made sure that all of those members could be committed for a year 
and that’s how it started. 

Mr. GRIFFITH. Well, I appreciate that. Now, they came out with 
a number of recommendations and six imperatives and curious 
what action is now being taken to see that those six imperatives 
are addressed. Fortunately, it’s in the stuff that we have and the 
first one is define and streamline leadership, governance and ex-
pectations for the health care industry cybersecurity. What steps 
do we take now? We’ve got a report. What’s next? 

Mr. CSULAK. When we look at it, basically the department, HHS, 
has had representatives throughout the course of this activity sup-
porting the program. So although I was the government co-chair for 
the activities, each of those organizations have leadership rep-
resentatives. They have membership on the Cybersecurity Working 
Group established within HHS and everybody is basically looking 
at those. And the task force recognizes there’s a lot there, more 
than we could ever possibly do in one year, and really each of the 
groups are now stepping back and saying, how do we prioritize 
these, where do we find the resources for these and that is kind 
of an ongoing conversation that’s going through the Cybersecurity 
Working Group. 

Mr. GRIFFITH. And as that conversation goes on, as Ms. DeGette 
said earlier, you all need to let us know what we need to do, 
whether it’s legislation or otherwise, so that we can assist you in 
that because making sure that, as you heard from some of the 
other questions, making sure that our health records are secure 
and making sure that we don’t have folks who block us from get-
ting to those records or using them for ill purpose is extremely im-
portant to all of us. 

Thank you, and I yield back. 
Mr. MURPHY. Thank you. 
I now recognize Ms. Castor for 5 minutes. 
Ms. CASTOR. Thank you, Mr. Chairman, and thank you to all of 

you for helping to keep Americans’ health records safe and secure. 
It’s clear the health care sector faces increasing threats from 
cyberattacks and I’m concerned about the implications for sensitive 
patient information. HHS has a large role to play in protecting 
those records. Mr. Csulak, the Centers for Medicare and Medicaid 
Services is responsible for the Medicare and Medicaid electronic 
health records and I understand CMS helps eligible entities adopt 
and use electronic health records. Is that right? 

Mr. CSULAK. How do we help them do that? Again, we published 
some standards that we do when we are working with any organi-
zation. The level and engagement is interpreted to what’s appro-
priate for the various programs. 

Ms. CASTOR. So entities that handle electronic health records 
must comply with federal privacy and security regulations. It’s cru-
cial that companies are held accountable when they fail to protect 
consumers’ private health information. Do you share that view? 

Mr. CSULAK. Absolutely. 
Ms. CASTOR. And when a cyberattack occurs and private health 

information is compromised, HHS has the power to investigate. 
Specifically, the HHS Office for Civil Rights is empowered to inves-
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tigate how the breach happened and demand changes so that it 
doesn’t happen again. Is that correct? 

Mr. CSULAK. Correct, for privacy breaches under HIPAA. 
Ms. CASTOR. So do you know what is in the president’s proposed 

budget for the HHS Office of Civil Rights? 
Mr. CSULAK. I can’t speak outside of CMS and the task force. I 

don’t know if one of my other speakers could speak to that. 
Ms. CASTOR. Well, that’s OK. I looked it up. The president is pro-

posing a budget cut of more than $6 million to HHS’ enforcement 
of civil rights and health privacy information. Would these pro-
posed make it more difficult for HHS to take action against entities 
that fail to safeguard electronic health records? 

Mr. CSULAK. I think it’s a tough question. Let me answer it from 
the task force perspective. The task force perspective recognized 
that this is going to be an ongoing challenge and how do you actu-
ally have an oversight role that scales to the size of this industry 
with so many providers and health care small businesses out there. 
Can any one organization really scale up to be an oversight body 
for over a million providers in the United States? 

So the task force approach said look, regardless of the money and 
the resources of the Office of Civil Rights, as you mentioned, HHS 
probably needs to step back and look at other ideas. 

What are some of the other private partner—private-public part-
nerships that we can look at? Can we look at models like the SEC’s 
stuff for audit account financing? How do we bring in other audit 
models? How do we look at other ways to do this without just rely-
ing on a large audit body within the organization. 

So the task force approach really looks at saying regardless of 
the money there how do we leverage the private industry to more 
effectively contribute to that knowledge base and to that body of 
work. 

Ms. CASTOR. But you’d have to say that when you take cops off 
the beat that’s not helpful in holding companies accountable that 
have violated their responsibility for privacy records. 

I realize you’re not with the HHS Office of Civil Rights but here 
is the budget justification about the proposed cuts and it says the 
budget reduction would require decreases in authorized regional in-
vestigators which would limit OCR’s capacity to resolve complaints 
and perform other related agency functions such as investigations 
and compliance reviews. 

So isn’t that the impression you get that cops would be taken off 
the beat here? 

Mr. CSULAK. I really can’t say, around the budget formulation for 
that activity. All I can say is that from the task force perspective 
there are options out there and we should be exploring those. 

Ms. CASTOR. Well, according to an article from the HIPAA jour-
nal it reports that, ‘‘Those budget cuts could affect the agency’s 
HIPAA enforcement activity.’’ 

So as we focus on the role of HHS and health care cybersecurity 
we must not forget the important role that HHS plays in enforce-
ment privacy and security rules. I would hope that if the adminis-
tration is serious about health care cybersecurity it would make 
sure that it has all the resources necessary for its cybersecurity re-
sponsibilities. 
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Thank you very much. I yield back. 
Mr. MURPHY. I’m curious. If you had that information from the 

HIPAA journal and you could share that with me I’d appreciate 
that. Thank you very much. 

Ms. Brooks, you are now recognized for 5 minutes. 
Ms. BROOKS. Thank you, Mr. Chairman. 
Mr. Curren and Mr. Scanlon, I’m curious what lessons have been 

learned since the WannaCry attack. How are you taking the les-
sons learned and internalizing them within HHS, Mr. Curren, 
since the WannaCry attack? 

Mr. CURREN. I can mention too and I’m sure we could talk about 
many that we learned in the WannaCry attack. 

We are an emergency response organization in ASPR. We learn 
lessons from every emergency we respond to and this is no dif-
ferent. We are actually going through an after action process, 
which we call it, to get information on what we can enhance for the 
next response. 

Two things we did that I think worked very well and we want 
to repeat. One is operating a cybersecurity response as an emer-
gency response that marshalled the resources of the entire depart-
ment, and the secretary’s leadership in that was instrumental to 
working this issue out of the secretary’s operation center sitting 
next to Leo and working calls with thousands of industry partici-
pants, getting information from other departments and agencies 
really was a helpful way to do it. 

I think the second is that the public-private partnerships are es-
sential and we can’t just stand them up during emergencies. We 
say in emergency management that disaster is not the time to ex-
change business cards and that’s no different for a cyber incident. 
We were able to exchange information with partners who trusted 
us and we trusted them with the information. We don’t want to 
have to wait to have the final polished version of every piece of in-
formation we want to share before we share it. It’s uncomfortable. 

But in instances like this when time is of the essence, when sys-
tems needed to be patched we needed to get information out there 
immediately and having those trusted partnerships, being open, 
having a call on the first day with our partners really helped us 
to establish those relationships and get that information out there. 

Ms. BROOKS. And before Mr. Scanlon answers, are there any 
rules or regulations or policies within HHS that are impeding those 
lessons learned? 

Mr. Curren, before we go on to Mr. Scanlon, are there any things 
that are impeding or obstacles to those lessons that you’ve learned? 

And with respect to public-private partnerships, that was the 
reason that in 2003 your office was created, if I recall—— 

Mr. CURREN. Yes. 
Ms. BROOKS [continuing]. Was to create those public-private 

partnerships across all sectors between government and industry. 
And so it should just—it should just be how we operate, shouldn’t 
it? 

Mr. CURREN. That is correct, and that is something we’ve been 
doing for a long time. I think if anything has evolved in the past 
several years it’s just the number of organizations involved in cy-
bersecurity that we’ve continued to partner with and we’ve really 
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grown that part of the partnership and that came into play with 
WannaCry. 

In terms of regulations or challenges that we are going to ad-
dress, we are working through a number of issues that we think 
can help enhance the response and some of the matters we are 
looking at include protections for information and they come into 
the federal government. We know the private organizations don’t 
always look to the federal government as the first place to share 
and they’re concerned about legal liability with doing so. Even 
when we have protections in place it’s essential that we are able 
to communicate those protections in real time so they can under-
stand them, appreciate them, and be compelled to or feel free or 
feel open to share that information with us. 

So that’s something that we need to do because it’s a voluntary 
mechanism going to the federal government in most cases for this 
type of sharing. So the protections that were provided in the Cyber-
security Act I think take us a long way. I think we still have some 
work to do in terms of implementation and really communicating 
that to our partners. 

Ms. BROOKS. Thank you. 
Mr. Scanlon. 
Mr. SCANLON. To your question as to policies that may impede, 

our experience in WannaCry was not so much that there were poli-
cies inside HHS that impede the communication in this emergency 
but it was misunderstanding of HHS policies as they’re currently 
formulated widely through the sector that caused people to have a 
number of false ideas that we heard on the calls. 

For example, many medical device manufacturers and even users 
of those devices believe that FDA does not allow you to patch a de-
vice. This is absolute incorrect. FDA makes great efforts to 
demystify that problem. But it is widely believed through the sec-
tor. We found that there was a tremendous need to communicate 
and will be an ongoing need to communicate broadly and deeply 
what FDA’s policies actually are. 

Similarly, with OCR, and to Representative Barton’s questions, 
there are many beliefs or misunderstandings about what you can 
and cannot report. But the statutes—PCII, HIPAA and CISA—are 
very, very clear in their encouragement of reporting of cybersecu-
rity information during an incident. 

And, again, we feel that there’s a need for much better commu-
nication. We are undertaking an effort internally to look at how we 
are presenting these policies to put them into more plain language 
and to provide plain languages guidance that is agreed upon by us 
and other partners that we can get to the sector, that we can get 
to the incident response teams and really give them a framework 
in which they can communicate with us. 

Ms. BROOKS. Thank you. My time is up. I yield back. 
Mr. MURPHY. Thank you. I now recognize the gentleman from 

New York, Mr. Tonko, for 5 minutes. 
Mr. TONKO. Thank you, Mr. Chairman. Thank you and Rep-

resentative DeGette for this hearing. I think the topic is extremely 
important. 
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Cybersecurity is a serious and multifaceted issue that will re-
quire an investment of significant resources and you began to get 
into that with earlier questioning from Representative DeGette. 

And I understand that the president’s budget includes some addi-
tional funding for cybersecurity efforts at HHS. Mr. Scanlon, how 
much of this new additional funding would be used to support the 
new Health Cybersecurity and Communications Integration Cen-
ter? 

Mr. SCANLON. Well, sir, I don’t know exactly the dollar figure of 
the new funding, we have built the HCCIC essentially out of hide. 
We have taken existing capabilities and investments that have 
been planned and executed and realigned and repurposed those 
things to achieve this capacity and then we’ve added in some of our 
additional technical spending. 

But we are anticipating budget increases and proposals to be put 
into a line item so that we can get a direct picture of what HCCIC 
needs and we would be looking forward to give you any more detail 
that we could about that. 

Mr. TONKO. OK. And also, Mr Scanlon, and I’m asking this ques-
tion because we want to make certain that our house is in order 
and that HHS has sufficient resources for its own IT security inter-
nally. The Office of Management and Budget estimates that HHS 
is pending $13 billion on information technology. During fiscal year 
2016, only about $373 million, as I’m informed, or 3 percent of the 
HHS IT budget, was devoted to IT security. 

So my question to you, Mr. Scanlon, is can you give us an up-
dated figure as to how much of the HHS budget for IT is devoted 
to IT security for fiscal year 2016? 

Mr. SCANLON. So I think we could get back to you. The CIO is 
actively working the budget right now and we’d be glad to get back 
to you with a detailed picture of the planned and current spending. 

Mr. TONKO. OK. That was fiscal year 2018. I think I might have 
misspoken and said 2016. So you can get back to us. Can you give 
me an answer in writing after this hearing? 

Mr. SCANLON. Certainly. 
Mr. TONKO. And will you give me an answer? 
Mr. SCANLON. Yes, sir. I will. 
Mr. TONKO. OK. To make it a little more defined. 
Thank you. I’m happy to hear that you will provide us with a re-

sponse to my question, especially since I’ve been reading reports 
that a White House lawyer is telling agencies not to answer ques-
tions from Democrats. So it’s reassuring. 

GAO recently found serious weaknesses in the security computer 
systems at the Food and Drug Administration. GAO also found 
that FDA spent only about 2 percent of its IT budget on informa-
tion security. 

Mr. Scanlon, what assurances can you give us that HHS is ap-
propriately prioritizing cybersecurity as part of its overall IT ef-
forts? 

Mr. SCANLON. I can tell you, sir, that the FDA response at the 
GAO audit was robust and vigorous and continues to this day. 
They have developed what we believe is a world class implementa-
tion of a network operating and security operating center to sup-
port their ongoing cybersecurity activities. 
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They are major partners with us in malware analysis. They have 
one of the strongest groups of malware analysts in the agency and 
they continue to proceed to respond to that audit and to the gener-
alized threat. 

The CIO has in the last year gotten agreement—this is a mile-
stone agreement for HHS for all CIOs to sign on to a IT strategic 
plan. It includes an investment plan that places IT security at the 
center of the strategy for the agency and at the center of the work 
plans for each of the CIOs. 

This was developed collaboratively over a period of time, was 
signed on to by the CIOs, supported by the CISOs and is being exe-
cuted and as part of the budget plan of what the agency is doing. 
The HCCIC itself is another element of a response to further en-
hance, consolidate and strengthen the ability of the agency to uti-
lize the resources, find the strongest resource that we’ve got in any 
one OpDiv and make it available as a force multiplier to other op-
erating divisions. 

So we are reimagining, if you will, or reorganizing the way we 
deal with cybersecurity so that we have the strongest and most ef-
fective use of the resources that we have. 

Mr. TONKO. Thank you. And when will that all be implemented? 
Is there a target date? 

Mr. SCANLON. The IT strategic plan is a continuous process that 
goes on the course of the strategic planning of the CIOs across the 
board. 

The HCCIC is targeted for what we call initial operating capa-
bility the end of this month. That means that we will have our full 
initial technical capability in place. 

We will have our funding understood and we will have mes-
saged—through our organization we are now in the process of gath-
ering input from the operating divisions and from senior leadership 
and that once that message is completed by the end of June we’ll 
be able to have a much more concrete and documentable picture of 
where we are. 

Mr. TONKO. Right. Well, I thank you and I look forward to hear-
ing from you about the IT budget at HHS and whether HHS is de-
voting enough resources internally to Cybersecurity. So I thank you 
again. With that, I yield back. 

Mr. MURPHY. Thank you. 
I now recognize Mr. Collins of New York for 5 minutes. 
Mr. COLLINS. Thank you, Mr. Chairman. I want to thank the wit-

nesses. 
This is a very timely topic we are talking about. Now, one of the 

more important parts of health care cybersecurity in our conversa-
tion is the capabilities of small and medium-sized health care orga-
nizations and device manufacturers. 

All of you today have briefly touched on the topic in your written 
testimony and there are recommendations within the task force re-
port that address the concern for small and medium-sized busi-
nesses. The fact of the matter is many of these small health care 
organizations do not have the resources to address cybersecurity. 
Even more problematic, they don’t have the qualified personnel 
working for them to help them understand what’s even at risk. 
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So if you could in our limited time, if maybe I could start with 
Mr. Curren and ask you—maybe spend a minute and talk about 
that issue directly as it’s small and medium-sized businesses that 
struggle to make payroll. 

They’re having to make trade-offs each and every day whether 
it’s R&D, manufacturing and then here’s this cybersecurity and I 
think the reality is too often it’s the last thing they’re going to 
think about and yet, so if you could maybe discuss briefly your 
thoughts maybe for a minute or so about that and I’d like the other 
two to also speak to that. 

Mr. CURREN. Thank you very much, and I’m certain we would all 
agree with that that the small and medium and rural health care 
organizations really have a critical need for health care cybersecu-
rity information and resources, and the cybersecurity task force, of 
course, pointed that out. I think it also provided some good poten-
tial solutions or at least options to look at that maybe Emery can 
fill in on. We actually have looked at that within ASPR in terms 
of our sharing of information with health care organizations. It’s 
very hard for small health care organizations to process the 
amount of information that’s out there to know what they need to 
do to protect their systems. 

We put out a planning grant in 2015 to Harris Health System 
in the Houston area. They took a look at their colleagues in the en-
tire health care system, small, medium and large-sized businesses 
to look at what are the information challenges that are out there 
and who would we need to reach most. And one of the findings 
from that study was that the small and medium organizations, ex-
actly those issues that the task force pointed out, are where we 
need to focus our efforts. Based on that, we issued this last year 
in 2016 a grant to the National Health Information Sharing and 
Analysis Center, the NHISAC. That was a competitive grant that 
they won to help them to increase their information sharing specifi-
cally for small and medium-sized organizations that may not have 
the resources to a be a member of their information sharing organi-
zation. 

So it’s an issue we continue to look at and that we want to really 
address. 

Mr. COLLINS. That’s encouraging. 
Mr. Scanlon. 
Mr. SCANLON. Yes, sir. I’d point to the WannaCry event where 

during the course of that we at the HCCIC were able to produce— 
we called them one-pagers, 101s, to begin to answer questions from 
the small organizations that were on the phone—how do I patch, 
how do I detect, what should I look for, what is the main vector 
that I should. 

So we were able to provide this sort of information in real time 
to folks who don’t have sophisticated cybersecurity teams to back 
them up and answer their questions. We look forward to continue 
to do that as a series of products. 

I would like to just mention we once spoke to an administrator 
of a hospital in Indian Health Service, the third largest health care 
organization in the country, I believe, and very, very underfunded 
in many ways. And this administrator said to us, we know their 
social engineering, we are catching the phone calls, we know 
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they’re phishing us, we see the e-mails. We don’t know who they 
are, what they’re going to do next and what we should do about 
it. Those three questions are the questions that HCCIC is com-
mitted to answer in conjunction with our partners with the support 
of our colleagues in ASPR and I think that is exactly what the task 
force was looking for as well. 

Mr. CSULAK. Yes. When we looked at the task force, this was 
clearly seen as a major challenge where cybersecurity is a collat-
eral duty in many of these small- and medium-sized organizations. 
They’re overwhelmed with information sharing. How do we curate 
that information and simplify it and make it easier for a smaller 
number of people to adopt and embrace. How do we look at com-
prehensive education for these organizations? It can’t just be an IT 
security person in there. We need to educate the patients. We need 
to educate the clinicians. We need to bring this to the boards. How 
do we bring that to a comprehensive thing to make sure we do 
that? 

And the report also talks about how do we look at shared serv-
ices to offload the burden particularly on these small organiza-
tions? How do we partner with industry, with the NHISAC and 
High Trust on their initiatives that they’re doing around this chal-
lenge of small- and medium-sized businesses? The task force looked 
at a comprehensive view and there are many ways and many 
areas, obviously, that they tried to address in the report. 

Mr. COLLINS. Well, thank you, that’s all great. We are all focused 
on the same thing and the unfortunate fact is small businesses 
sometimes don’t survive a cybersecurity attack that actually puts 
them down. 

So thank you, Mr. Chairman. My time has expired. I yield back. 
Mr. MURPHY. Thank you. 
I recognize the gentleman from California, Mr. Peters, for 5 min-

utes. 
Mr. PETERS. Thank you very much, Mr. Chairman. 
I want to ask some questions about the WannaCry event, which 

crippled 200,000 computers in 150 countries. 
What assurances do the current U.S. policies requiring cyber pro-

tections provide that weren’t present for medical systems in Europe 
during that attack and basically how are we doing—how are we 
better comparatively and how are we not better comparatively? 
Can you address that? 

Mr. SCANLON. So I think you’re referring to the difference and 
the disparity between the effect on Europe and the effect on the 
United States. 

Mr. PETERS. Was there something that we are doing better than 
them because we didn’t get—or was it just good luck? 

Mr. SCANLON. In part, it was probably good luck. There’s a great 
deal of analysis to try to determine exactly what happened and 
why in the course of that event. But there was certainly a point 
in time where the effect of the attack changed. I don’t believe we 
were spared from everything we’ve seen in an analytical standpoint 
we were not spared the spread. We were spared the impact. 

Mr. PETERS. OK. Can you help us distinguish which sort of med-
ical industry cyber systems are most vulnerable to Cybersecurity 
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threats like electronic health records, administrative systems, med-
ical devices or machines, telehealth systems? 

Mr. SCANLON. This is a very, very important question. The 
health care sector is somewhat unique—not entirely unique but it 
is particularly sensitive to the phenomena of the internet of things 
and also the fact that many devices were developed and have been 
developed not with the intention of being on the internet and when 
they were put into service, when they were designed it was never 
intended that they would be able to talk to other devices or be at-
tacked yet they are. 

So this represents a major investment problem and it produces 
another problem that on the normal operating standpoint we can 
deal with quite easily. We can patch our systems without a great 
deal of difficulty. We can roll out automated patches across tens of 
thousands of machines on a basis. You can’t quite do that in a hos-
pital when you don’t know what the impact of that patch is going 
to be in an operating room or on a medical device that is unique 
in the way it’s designed and structured. 

So the health care sector has a very different type of vulner-
ability that requires a lot of thought and a lot of effort to begin to 
address and this is part of the problem that we saw in the 
WannaCry event is that the devices that were unpatched were im-
pacted by this in a very severe way and the difficulty of getting 
those patches to them was very, very profound for the users of the 
devices. 

Mr. PETERS. The way you’ve answered that question is more sys-
temic than I asked it. So I’m going to take that as implied that we 
have to continue to figure out what’s going to be happening? 

Mr. SCANLON. Yes, sir. 
Mr. PETERS. But there’s many, many points of entry now, given 

these different devices and open source practices and it seems to 
me that that’s going to be part of HHS’ role, I assume, is in corral-
ling this information and spreading best practices? 

Mr. SCANLON. Yes, sir. And we did that during WannaCry. The 
HCCIC and especially the Cybersecurity Working Group has— 
which represents the security practitioners across the agency from 
FDA, from CMS, from OCR, ONC and elsewhere. 

We have an effort and a task to basically get on the road and 
talk to the sector about what we know and help them understand 
where we have resources that can assist and how to put them in 
touch with resources that we don’t have. 

Mr. PETERS. In one sense, it’s more challenging than Britain be-
cause Britain’s health system is much more centralized and we 
have a much more decentralized system. 

So can you elaborate on the partnerships and what Congress 
needs to do to make sure that everyone’s engaged? 

Mr. CURREN. I can say that we are working with our partners 
to enhance the understanding of this issue, especially at the execu-
tive level. 

Mr. PETERS. Who are you referring to as your partners? 
Mr. CURREN. The partners would be the—we have a sector-co-

ordinating council, which is the major trained associations in the 
health care industry as well as large-, medium-, and small-sized 
companies. We—— 
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Mr. PETERS. Hospitals? 
Mr. CURREN. Hospitals are part of that but also associations like 

American Hospital Association, which help us reach out to—as a 
force multiplier to their members. 

Mr. PETERS. Right. 
Mr. CURREN. So those are the organizations that we are working 

aggressively with to help spread this message to—that it’s an im-
portant issue, an issue we need investment in in the private sector 
as well. 

Mr. PETERS. I’m just taking as a takeaway is that we must be 
at a very early stage of this because we don’t have a lot of specifics 
about it. 

I do hope that you have the resources that you need, that you 
are sharing best practices among hospitals. Mr. Scanlon, do you 
have anything further you wanted to add? 

Mr. SCANLON. Yes, sir. I just wanted to emphasize the point that 
you’re making is that the development of communications in this 
area is very important to us. 

We saw during WannaCry that there’s a lot to be learned and 
a lot to—— 

Mr. PETERS. In the sense of information sharing? 
Mr. SCANLON. Information sharing and also alerting. We discov-

ered that it’s very difficult. The sector, as you noted, is very diverse 
and very disparate. So there is no one single channel that you can 
just broadcast out to. We have to find ways to reach down into the 
smaller organizations. 

One of the things that we would, of course, like to ask in your 
help in the future any advice and assistance you can give us to 
reach the constituents in your district who need to know this. We 
stand ready and would really like to assist in that. 

Mr. PETERS. Well, my time has expired but I’m sure you’d find 
everyone on this panel desperate to make sure that you’re getting 
this information to their districts. So I don’t think that’ll be a prob-
lem. 

Thank you, Mr. Chairman, for your indulgence. 
Mr. MURPHY. I now recognize Mr. Costello for 5 minutes. 
Mr. COSTELLO. Thank you, Mr. Chairman. 
My question is for all witnesses. It’s a little long. Bear with me. 
During our hearing on this topic a few months ago we asked our 

witnesses whether the fact that many different pieces of HHS are 
responsible for regulating different pieces of the health care sector 
causes confusion or duplication for companies trying to remain 
compliant. 

I’d like to read to you what one of the witnesses at that hearing 
said, because I think it sums it up pretty well: ‘‘While many regula-
tions that apply to cybersecurity in health care are well-meaning 
and individually effective, taken together they can impose a sub-
stantial legal and technical burden on health care organizations. 
These organizations must continually review and interpret multiple 
regulations, some of which are vague, redundant, or both. In addi-
tion, organizations must dedicate resources to implement policy di-
rectives that may not have a material impact on reducing risks.’’ 

This observation was also made in the task force report that just 
came out. Now that HHS has received this feedback from the in-
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dustry, a twofold question. Will there be a review that looks at cy-
bersecurity regulations across the department to make sure that 
they are aligned? Second, if duplicate, confusing, contradictory, or 
ineffective regulations are discovered, as I imagine they probably 
already have been discovered, how will the department address 
them? 

Will you look to streamline, supersede, or otherwise make work-
ably clear the various regulations so that the issue is addressed? 

Mr. CURREN. I can start off with some comments related to the 
high-level implementation of the task force report and be happy to 
have additions from my colleagues. 

The task force report really was a milestone both for industry 
and for HHS. It really set a marker down to say here are all the 
things that we can do to improve cybersecurity in this nation. 
There are more than 100 imperatives, recommendations, and ac-
tion items in the task force report. About half relate to the govern-
ment and about half relate to the private sector. 

So there’s a lot of work for everyone to do. HHS right now is tak-
ing a look at the report and all the recommendations that are 
there, looking at which recommendations might relate to our cur-
rent authorities and resources where we have programs available, 
where we can do good work, which ones may be of interest to our 
partners where we can work with them to help in implementation 
and also look at a time frame. 

There is so much to do and many have very long time frames in 
terms of the action items. So we’ll need to prioritize and sequence 
how we do things. I think that for us the regulatory review would 
certainly be part of that overall look. We do need to go through the 
whole report though and find out where all the priorities are for 
HHS and for our partners. 

Mr. CSULAK. I think as you called out in the report, the task 
force and two of the task force members who spoke in April high-
lighted these points is that harmonization of the regulations is a 
key piece and a key challenge of that. 

I think as we’ve looked even before the task force report was 
completed, we had already been discussing some of these chal-
lenges in the Cybersecurity Working Group in HHS to try to ad-
dress some of these challenges. 

So this has already come up. We are really looking at the poten-
tial negative impacts of regulations and how can we change this 
from a negative to a positive. Why are we punishing people for try-
ing to do the good thing when we should be encouraging them to 
make improvements and so forth? 

So do we have an answer for those right now? No. But I know 
that ONC and OCR and the other regulatory bodies within HHS 
were clearly engaged with the task force activities and the rec-
ommendations. They heard directly from the industry partners 
where they were having challenges and we are hoping very much 
so that those will come back through the working group as solu-
tions and activities in the near future. 

Mr. SCANLON. Yes. Echoing what my colleagues have said, we 
are very well aware of two things. One, the reporting on the impact 
of these regulations is not what we would like it to be. We don’t 
know exactly how big, bad or indifferent this impact is. We would 

VerDate Nov 24 2008 11:33 Feb 23, 2018 Jkt 037690 PO 00000 Frm 00044 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-37 CHRIS



41 

like to know that. But we do know that it’s very real and we are 
taking it very seriously. The second thing is there’s another part 
of the answer to the question is that we are engaged in an effort 
through the discussion about the cybersecurity framework, the 
NIST risk management approach, and shifting the sector from a cy-
bersecurity focus that is merely based on compliance and which is 
largely risk avoidance or fine avoidance into an actual dynamic 
management of the risks and to determine what is needed for them 
to do that. 

So we hope that that effort will help shape this and give us a 
greater insight into where regulations are impeding the ability of 
organizations to shift out of a pure compliance mode. And also the 
extent to which the type of threat—the regulations that exist were 
not really designed to deal with a cyberthreat of the type that af-
fects us and as one of the members pointed out, all these systems 
are vulnerable. 

So it’s very, very hard to avoid under some circumstances the 
sense that we are victimizing the victim and we very much want 
to get away from that and move people into an active role in the 
defense of their systems in conjunction with us. 

Mr. COSTELLO. Thank you. I yield back. 
Mr. MURPHY. I now recognize Dr. Burgess for 5 minutes. 
Mr. BURGESS. Thank you, and that’s an excellent place to start, 

Mr. Scanlon, or really any of you—the concept of victimizing the 
victim. 

Now, Ms. Castor from Florida talked about the Office of Civil 
Rights in Department of Health and Human Services. When we 
had our hearing here several weeks ago in April with the public- 
private partnerships in the health care sector and, again, as Mr. 
Costello was bringing up, the dual role of HHS and the regulator 
as well as being responsible for the sector-specific integrity, it came 
up that there is, under the Office of Civil Rights under their portal 
there is what’s called the Wall of Shame. Are you guys familiar 
with that? Is it helpful? 

Mr. SCANLON. Sir, we heard you loud and clear at that hearing 
and we took that matter back to the secretary. He has taken it 
very seriously and is working on an effort to address the concerns 
that you raised. We’d like to get back to you in more detail. The 
work is not complete but it is underway. 

Mr. BURGESS. Is that something that can simply be taken care 
of within the agency? 

Mr. SCANLON. Yes, sir. 
Mr. BURGESS. Or would, perhaps, it be better to have legislation? 

What concerns me is this thing’s been out there. The first infrac-
tion was October of 2009. 

Mr. SCANLON. It’s still up there. 
Mr. BURGESS. A facility in Texas. Yes, and it’s still up there. 
Mr. SCANLON. Yes, sir. 
Mr. BURGESS. And you reach the threshold of 500 charts or what-

ever affected and you’re up there. I don’t know how that affects 
someone’s ability to—does it affect their ability to stay in business. 

I don’t know what kind of follow-up there’s been done on whether 
or not access to capital has been limited because they appear on 
the Office of Civil Rights’ Wall of Shame at Department of Health 
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and Human Services. I can just imagine that that is a big deal and, 
again, we are victimizing the victim again. Why wouldn’t we be 
helping people rather than continuing to penalize them? 

Mr. SCANLON. Sir, we are with you 100 percent and we are—both 
what we are doing with the HCCIC to try to reach out to help peo-
ple understand first how to avoid those. There are things that can 
be done to avoid the problems that people end up on the wall. 

At the same time, I think you asked about legislation. This is a 
matter to be considered at some point. The threat has changed. 
The nature of the problem has changed. 

Mr. BURGESS. Correct. 
Mr. SCANLON. There are certainly matters of due diligence that 

need to be brought to attention and need to be publicized and peo-
ple need to be called to account for those things. There are the mat-
ters where people are being are being attacked by attackers who 
far overwhelm their capabilities to defend themselves and we need 
to distinguish between those. 

Mr. BURGESS. Sure. 
Mr. SCANLON. We did that initially. We’ve done that in our ap-

proach to cybersecurity in the federal government. 
We’ve adopted the risk management framework where we use a 

risk assessment approach to evaluate these to determine severity 
and to apply resources to the most severe problem rather than just 
shotgun at anything we find. So we think that this is a model that 
can be applied. That’s why the task force and others are recom-
mending the adoption of the cybersecurity framework approach and 
we would like to see that reflected. We hope to see that reflected 
in the way that the agency approaches these regulatory matters 
and we would like to continue talking with you about that as well. 

Mr. BURGESS. Very well. I haven’t gotten enough in-depth re-
search. I don’t know if the Office of Personnel Management is on 
your Wall of Shame or not. They were actually involved in a breach 
a couple of summers ago, as you may recall. 

Let me just ask you then on—and I’ve got a number of questions 
and I will submit them for the record because I’ve got too much to 
get through in this context. We had the ransomware attack. Fortu-
nate in this country that it wasn’t as bad as it could have been. 
But aren’t there still a couple of sites that are having ongoing dam-
age from that attack where that malware is continuing to try to 
lock down their files? 

Mr. SCANLON. Yes, sir, and we did a call last week to the sector 
to talk about that. There’s a peculiar feature of the malware is that 
the virus itself and its encryption payload are two separate parts 
of the attack. The encryption payload has been defused largely or 
is being caught in many cases by antivirus and other detection sys-
tems. But the virus may have already been present on a system 
and even if the system was patched, when it reboots for whatever 
reason the virus goes into action and the attempt of the virus to 
activate itself can knock over certain Windows systems and bring 
them down and crash the device and that’s happening globally. 

So there’s an iterative process of discovering which machines are 
still vulnerable, where the virus is resident, not just patching but 
then reimaging and rebuilding the machines and that that’s what 
is happening in the instances that we know about. 
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That’s basically what’s going on and it’s going to take some time 
for everybody to get this problem rooted out of their systems be-
cause of the virulent nature of it. 

Mr. BURGESS. And I assume you’ll have ongoing help with that. 
Good. Let me just be sure I understood you correctly. So we can 
look forward to being able to take a field trip to HCCIC at the end 
of June. Is that correct? 

Mr. SCANLON. We’d be delighted to have you. 
Mr. BURGESS. All right. Well, we will await the invitation. Thank 

you very much. Thank you, Chairman. 
Mr. MURPHY. Thank you. I now recognize Mr. Carter for 5 min-

utes. 
Mr. CARTER. Thank you, Mr. Chairman, and thank all of you for 

being here. As a health care provider for many years I can tell you 
this is extremely important and of concern to all health care pro-
viders for a number of reasons, not the least of which are the pen-
alties involved with HIPAA and everything else that we are acutely 
aware of. 

Let me ask you, Mr. Csulak, you’re the co-chair of the Health 
Care Industry Task Force and that task force has the charge of co-
ordinating industry and the government side to cooperate with and 
secure digital networks. Is that correct? 

Mr. CSULAK. Well, we would a task to analyse the challenges and 
create the report for action. It was, again, a one-year limited 
version of a task force to come up with these recommendations and 
is not necessarily and ongoing activity under the current legisla-
tion. 

Mr. CARTER. OK. Well, can you describe for me your experiences 
when you first heard about the WannaCry attack and your inter-
action with industry? Can you walk me through that? 

Mr. CSULAK. Yes. When we looked from a task force perspective 
on the challenges there, what we really see is, the task force identi-
fied and, repeat that, industry and government need to work to-
gether about promoting and promulgating best practices in cyberse-
curity and really, I think when you look at the action items that 
came out of WannaCry, they clearly lined up with the task force 
recommendations of focusing on those best practices, how do we 
roll those out, making sure that we have good cyber hygiene on our 
computers. 

So, I think the recommendations around WannaCry really do line 
up and successfully match to the task force recommendations. 

Mr. CARTER. Can you give me an idea about the quality of the 
devices that hospitals are using now? Are they pretty well pre-
pared, or the health care facilities, they’ve used a lot of these de-
vices for many years. Are they up to date? Are they prepared? Do 
we need—— 

Mr. CSULAK. The task force members really said they run the 
gamut. We’ve got some organizations which are using state of the 
art information but there’s a lot of large technology like x-ray ma-
chines and other big bill items that really are legacy applications, 
legacy operating systems which are a challenge. 

So I think when you look at the task force report it looks at some 
of those challenges. It was, like, look, we need to do a better job 
developing new stuff, secure operating systems do that. But we also 

VerDate Nov 24 2008 11:33 Feb 23, 2018 Jkt 037690 PO 00000 Frm 00047 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-37 CHRIS



44 

have to look at architecture and security design issues around how 
do we segment these systems which are older. We still need to op-
erate on them. Small organizations may not be able to really easily 
replace a scanner. How do we help them segment that stuff so it 
becomes less risky? 

Mr. CARTER. Do you feel like we are making progress? 
Mr. CSULAK. I think we are making progress. I think if you look 

at the task force report they really see this as a goal that industry 
recognizes and can embrace about coming up with better best prac-
tices for this. So they were very confident that this is an area 
where industry really can be a leader in this area and I think what 
we are doing is we are seeing progress in there but, obviously, 
there’s a lot of room to grow. 

Mr. CARTER. Good. Mr. Scanlon, very quickly, you’re deputy chief 
information security office at DHS and the HHS designee for cyber-
security. One of the things in the cyberthreat preparedness report 
it identified a number of findings, including the fact that there are 
11 components within the department that contribute to the health 
care sector threat preparedness. But a consistent concern that we 
found in preparing for this hearing was that there’s a confusion out 
there about who to call and with some of the outside groups. 

What are we doing about this to try to clear that up? 
Mr. SCANLON. Well, sir, step one—and we are acutely aware of 

that internally ourselves. I would like to say, though, on the one 
hand there is an advantage to this large array of organizations that 
we have a 360-degree view of the sector. So internally our intention 
is to be able to get that view as a single view that can go out and 
provide a 311 capability and this is what the Cybersecurity Work-
ing Group is primarily tasked with doing. 

That, of course, takes work. That takes time. But we are under-
way doing that. We are going to be looking to you for support in 
that effort as it goes forward. But that is exactly a problem that 
we intend to solve and we saw that very clearly in the WannaCry 
event. We have solid proof of why that needs to be addressed and 
we think we have a path forward to do it. 

Mr. CARTER. Great. Well, I’m out of time and I yield back. 
Mr. MURPHY. Thank you. 
I will now recognize Ms. Walters for 5 minutes. 
Ms. WALTERS. Thank you, Mr. Chairman. 
As you mentioned in the testimony, HHS coordinated with 

NCCIC following the WannaCry attack. I have toured NCCIC and 
understand the role it plays in the cybersecurity space. 

Mr. Scanlon, I’d like to get your thoughts on how the HCCIC fits 
into the public-private partnership for the health care sector, spe-
cifically how it will work with NCCIC and NHISAC. On the sur-
face, it appears that this could create confusion by adding another 
layer or could be duplicative of these organizations. 

Can you elaborate on how the HCCIC will work with the NCCIC 
and NHISAC? 

Mr. SCANLON. Yes. Thank you very much. 
Yes, the HCCIC’s function is to be able to reach into what we 

were just describing as a very diverse and complex sector and to 
leverage what exists at the NCCIC level. 
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So the NCCIC has the capability to coordinate across the sectors, 
across into the intelligence community and at the federal level 
through law enforcement. 

So the HCCIC’s function is to start to provide a communication 
channel from the sector, especially the smaller and medium-sized 
organizations that don’t necessarily know about NCCIC or don’t 
really know how to get to US-CERT or might when they contact 
their local law enforcement official might or might not get in touch 
with some federal level capability. 

The HCCIC can leverage what ASPR already has, which is this 
tremendous ability to reach into the sector and become a trans-
mission vehicle up to the NCCIC and do something that NCCIC on 
its own as an organization is really not quite designed to do. It’s 
got a different function. 

Ms. WALTERS. Right. 
Mr. SCANLON. At the same time, the HCCIC is a vehicle to co-

ordinate with private-sector partners. There are many ISALs. 
Emery mentioned High Trust as one that’s very active. NHISAC is 
the grant award organization that is building out a portal that we 
intend to share with and provide as another major point of contact. 

The sector works with many, many channels. Different organiza-
tions communicate in different ways. What we are trying to do in 
the course of this is get out the word that this is where you can 
get coordinated information and we would like to be able to and in-
tend to be able to reach to each of these partners and work with 
them and we did do that during the WannaCry event. 

High Trust was on the call. NHISACs were on the calls. They 
were able to provide insight and information that they had from 
their activities to the rest of the sector and we would like to make 
that not just an emergency event but an ongoing activity that the 
department carries out on a daily basis. 

Ms. WALTERS. OK. Were these organizations involved in the dis-
cussions or decision to establish the HCCIC? 

Mr. SCANLON. Not directly. We knew that the grant from ASPR 
and ONC was going to ask somebody to do that. So we didn’t dis-
cuss with any of the bidders or the grant recipients. But we did dis-
cuss among ourselves how we would then be able to respond once 
that grant was awarded what would the agency do on its side to 
be able to work with that partner. 

Ms. WALTERS. OK. So HHS does not have any discussions with 
the Department of Homeland Security about the establishment of 
the HCCIC prior to—— 

Mr. SCANLON. We had extensive discussions. In fact, it was peo-
ple in the Department of Homeland Security who suggested that 
we move and think in this direct. 

We have talked to Department of Homeland Security about de-
veloping CONOPS. This is a work in progress now. We have talked 
with them about the very concerns you raised are concerns for us, 
obviously. 

We don’t want to duplicate. We don’t want to reproduce capabili-
ties that DHS already has. We very much want to leverage their 
capabilities out to, like, the cyber hygiene program, which is a very 
scalable and valuable thing for the entire sector, and we want to 
work with DHS to figure out the actual escalation, communication 
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and integration of these capabilities both on the emergency man-
agement side, because that’s another aspect of DHS that’s, again, 
well established and the cybersecurity side through NCCIC and 
US-CERT. 

Ms. WALTERS. OK. A second question I have is a concern that 
we’ve heard raised with regards to the HCCIC is that information 
shared with the center might not receive viability protections pro-
vided under the Cyber Information Sharing Act of 2015. 

Has HHS determined whether or not information shared with 
HCCIC will receive CISA liability protection? 

Mr. SCANLON. Our lawyers have reviewed that and we had ongo-
ing work during the WannaCry to clear that up because that is a 
widespread believe it is not correct. There are very, very strong 
protections and PCII, HIPAA, and the CISA that encourage the 
sharing of indicators and defensive measures and identify what in-
formation should not be shared—PII, PHI, attributable informa-
tion. And from our standpoint, we need nothing of that type nor do 
we even need to know entity information in order to carry out the 
evaluation in analytic work that we do. 

So as I mentioned, we are working with our legal teams and re-
view organizations to develop plain language descriptions of how 
those protections work and what they would provide to the sector 
so that we can have that available for people to understand and be 
clear about it. 

Ms. WALTERS. OK. Thank you. I’m out of time. 
Mr. MURPHY. I think that concludes all of our questions for this 

panel. 
I do want to say this. I want to commend you all for the work 

you did on dealing with the WannaCry threat that occurred. Grant-
ed, it was not as mature or developed as it could have been but it 
was perhaps a good test run of some of your work. So thank you 
for that, and it was helpful to hear the lessons learned from this 
as you moved forward on this. 

I want to thank all of you for being here participating in today’s 
hearing. I remind members they have 10 business days to submit 
questions for the record. 

I would ask that all the witnesses please agree to respond 
promptly to those questions. 

And with that, this committee remains adjourned. 
[Whereupon, at 11:53 a.m., the committee was adjourned.] 
[Material submitted for inclusion in the record follows:] 
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Director for the Division of Resilience 
Office of Emergency Management 
Office of the Assistant Secretary for Preparedness and Response 
U.S. Department of Health and Human Services 
200 Independence Avenue, S.W. 
Washington, DC 20201 

Dear Mr. Curren: 

Thank you for appearing before the Subcommittee on Oversight and Investigations on Thursday, 
June 8, 2017, to testify at the hearing entitled "Examining the Role of the Department of Health and 
Human Services in Health Care Cybersecurity." 

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains 
open for ten business days to permit Members to submit additional questions for the record, which are 
attached. The format of your responses to these questions should be as follows: (I) the name of the 
Member whose question you are addressing, (2) the complete text of the question you are addressing in 
bold, and (3) your answer to that question in plain text. 

To facilitate the printing of the hearing record, please respond to these questions with a 
transmittal letter by the close of business on Friday, July 7, 2017. Your responses should be mailed to 
Ali Fulling, Legislative Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office 
Building, Washington, DC 20515 and e-mailed in Word format to Ali.Fulling@mail.house.gov. 

Thank you again for your time and effort preparing and delivering testimony before the 
Subcommittee. 

Sincerely, 

~~-Chaim~::hy U cr 
Subcommittee on Oversight and Investigations 

cc: The Honorable Diana DcGette, Ranking Member, Subcommittee on Oversight and Investigations 

Attachment 
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Questions for the Record 
House of Representatives Energy and Commerce Subcommittee 

On 
Oversight and investigations 

Examining the Role of the Department of Health and Human Services in Health Care 
Cybersccurity 

Thursday, June 8, 2017 

Mr. Steve Curren 
Director, Division of Resilience, Office of Emergency Management (OEM), Office of the 
Assistant Secretary for Prepa1·edness and Response (ASPR), U.S. Department of Health 

and Human Services (HHS) 

The Honorable Tim Mumby 

l. At the hearing, Ms. Walters asked Mr. Scanlon whether the Department of 
Homeland Security (DHS) was aware of or involved in HHS's decision to establish 
the HCCIC. In response, Mr. Scanlon stated there were "extensive discussions" 
with DHS. He added, "In fact, it was- it was people in the Department of Homeland 
Security who suggested that we move and think in this direction." 

a. What individuals at the Department of Homeland Security suggested that 
HHS should consider establishing an HCCIC? When did this occur? 

b. How did this come up in conversation with DHS? Was this concept initially 
proposed by DHS or did HHS raise the idea with DHS and they encouraged 
the Department to pursue this course? 

c. What is HHS's understanding of why DHS suggested the Department move 
in this direction? 

ASPR was not involved in these initial discussions with DHS about HCCIC and will defer to 
Mr. Scanlon, the HHS Deputy Chief Information Security Officer. 

2. This hearing was the second that this subcommittee has had focused on healthcare 
cybersecurity. The first involved witnesses from the private sector side of the 
health care industry. In response to Member questions, witnesses at that first 
hearing explained that one of the challenges facing the sector regarding health care 
cybersecurity is confusion about which offices and officials are responsible for 
cybersecurity within the Department of Health and Human Services (HHS). 

a. Now that HHS has completed an internal review of its cybersecurity 
responsibilities, how does HilS intend to communicate these findings to the 
sector? 

Private sector partnerships are central to ASPR's core mission, including efforts to 
protect the healthcare industry from cyberattacks. In light of ASPR's discussions 
with these partners and with the Health Care Industry Cybersecurity (HCIC) Task 
Force, the Department is aware of how important it is to clarify relationships and 
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responsibilities among the various HHS component offices. The Department has 
various cybersecurity programs that regulate the private sector, work collaboratively 
with the private sector, protect HHS systems, and/or collect and analyze cybersecurity 
information. It is occasionally appropriate for some of these functions to be separated 
(for example, separating voluntary from regulatory efforts). However, separation 
does not mean HHS should abdicate responsibility to coordinate programs and 
educate our partners about the different elements of the Department's cybersecurity 
mission. 

HHS has worked over the past several years to increase coordination and 
communication with respect to cybersecurity. For example, HHS maintains an 
internal Cybersecurity Working Group that brings together all components of the 
Department that work on cybersecurity matters with the private sector. This 
workgroup keeps all components of HHS informed and provides a mechanism to 
communicate requests or answer questions from private sector partners. HHS has 
also expanded communication efforts, in part, by conducting several joint speaking 
engagements over the past year to clarify organizational roles. HHS continues to 
organize these joint speaking engagements and has several planned over the coming 
months. 

b. Will HHS publicly announce Mr. Scanlon's appointment as the cybersecurity 
designee, and will this announcement include an explanation of his duties 
and responsibilities? 

This question is answered in Mr. Scanlon's response. 

c. Will HHS publicly clarify the role that each relevant office or component fills 
with regards to cybcrsccurity? 

The Department is working to respond to private sector partners who have requested 
clarity on HHS roles and responsibilities with respect to cybersecurity. While these 
roles and responsibilities are articulated on the HHS website for each individual 
program area, HHS understands that additional clarity is sometimes necessary to 
communicate how programs interrelate. With that in mind, the Department has 
prioritized speaking engagements as the primary method for outreach and discussion. 
ASPR will consider additional potential approaches after reviewing Task Force 
recommendations for potential implementation. 

The Honorable Michael Burgess 

l. As health care is looking for greater interoperability and the ability to seamlessly 
share data in a secure manner, what can be done to ensure that the data remains 
accurate and secure? 

As noted in the Task Force report, greater interoperability and greater security are not 
mutually exclusive goals with respect to healthcarc information technology. The quality of 

2 
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patient care depends on both. There are regulations, standards, and best practices in place to 
help healthcare organizations meet these goals. The important thing for healthcare 
organizations is to prioritize the application of these practices and ensure that the resources 
and workforce necessary to support them are in place. 

2. The Report on Improving Cybersecurity in the Health Care Industry, produced by 
the Health Care Industry Cybersecurity (HCIC) Task Force, calls for increased 
information sharing among government and industry stakeholders, particularly to 
small and rural organizations. However, often these smaller entities do not have the 
resources to hire or maintain cybersecurity professionals that can fully utilize the 
information they receive. How do you propose that we close the cybersecurity labor 
gap in conjunction with the increased sharing of information? 

In 2015, HHS issued a competitive planning grant to determine cybersecurity information 
sharing challenges in the healthcare industry. Harris Health System in Houston, Texas was 
awarded this grant and concluded that small, medium, and rural healthcare organizations 
would benefit the most from government information. Based on these findings, HHS 
awarded competitive grants to the National Health Information Sharing and Analysis Center 
(NH-ISAC) to, among other activities; expand their outreach to these lesser-resourced 
organizations. HHS components with information security and/or cybersecurity regulatory 
responsibilities frequently provide guidance to small businesses and organizations on 
information security and cybersecurity generally, as well as actions to take to comply with 
HHS regulatory requirements on information security and cybersecurity. 

3. While we see tremendous advantages to electronic health records in terms of 
efficiencies and patient safety, we have seen case after case of cyber breaches. This 
is often due to poor cyber hygiene and the use of legacy systems that are vastly 
outdated. In fact, according to the HCIC Task Force Report, a majority of the 
health care sector didn't make financial investments in cybersecurity until 
approximately five years go. 

a. How can we increase education and training for health professionals to 
improve cyber hygiene? 

As the HCIC Task Force report points out, education and training are essential to 
improving cybcrsccurity across the healthcare industry. Education and training must 
happen at multiple levels. Not only must information security professionals receive 
training and education appropriate to their roles, but all workers in healthcare must be 
provided a basic level of cybersecurity awareness. This is especially important to 
executives who have the responsibility for making decisions impacting the 
eybersecurity posture of their organizations. Those hcalthcare industry participants 
that are regulated under HIP AA as covered entities or business associates are required 
to implement a security awareness and training program for all members of its 
workforce (including management). 

b. What obstacles exist to implementing updated systems across the health 
sector? 

3 
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Healthcare organizations at all levels experience resource challenges, especially 
small, medium, and rural organizations. Many health information systems and 
medical devices are expensive, purchased infrequently, and are expected to have long 
life cycles. However, with the rapid pace of technology, they are often not able to be 
fully patched and upgraded to meet current threats. And, because healthcare entities' 
information systems are frequently a mix of commercial and proprietary software and 
systems, such entities may need to do extensive testing before deploying any patches, 
to ensure that the software as patched will continue to interact properly with other 
programs and systems. Replacing these systems and devices comes with a high price 
tag. The HCIC Task Force report provides recommendations across the product life 
cycle to address some of these challenges. 

4. It is apparent that most of the data breaches we are seeing and what is being 
reported on are starting at the end user devices and then escalating across an 
organization's network. This is very concerning as attackers are focused on the 
human element and utilizing known vulnerabilities to disrupt so many 
organizations. Given the criticality of these devices in the patient care setting, is this 
issue more systemic at the user level, or is there something we can do to minimize 
the risk and impact related to the end user devices? 

Unfortunately, information systems can never be fully secured. However, steps can be taken 
to identify, prioritize, and mitigate specific risks. Organizations must take a layered 
approach that includes educating personnel and establishing security controls for information 
systems. Neither will work without the other. New versions ofmalware are constantly 
finding new ways to defeat system-level controls. Users needed to be trained to identify 
suspicious e-mails and attachments, and to forward those to the appropriate information 
security personnel for remediation- as both a regulatory requirement and as an industry best 
practice. Likewise, user education will never inoculate an organization against occasional 
errors that introduce vulnerabilities. Systems-level controls can assist in managing the 
impacts of these incidents. 

User behavior is often the weakest point in the cybersecurity defense chain, specifically the 
use of weak authentication to end point devices that reside on the network. The (Task Force 
Report) Imperative 2 contains a number of recommendations to explore process 
improvement, development of standards, and research that needs to be done to mitigate this 
risk. 

5. We are seeing more and more connected medical devices as part of the Internet of 
Things. Our assumption is that each equipment maker will have their own set of 
servers, data, and possible connections to the cloud. 

a. How can we ensure that as these devices are added they will be secure, stay 
secure given the known issues with patching, and ensure that if one of these 
devices is compromised it will not allow every other connected medical device 
to be compromised? 

4 
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An increase in the number of networked medical devices has created an unfortunate 
opportunity for cyber incidents to cause physical harm. Many devices were designed 
and manufactured for a cyber-risk environment that is much different from the one 
today. FDA has regulatory authority for applicable medical devices and has issued 
guidance to assist industry in applying appropriate cybersccurity protections to these 
devices throughout their lifecycle. 

Under the HIPAA Security Rule, covered entities and business associates are required 
to implement policies and procedures to prevent, detect, contain, and correct security 
violations, including conducting an accurate and thorough assessment of the potential 
risks and vulnerabilities to the confidentiality, integrity, and availability of electronic 
protected health information they hold and to implement security measures sufficient 
to reduce risks and vulnerabilities to a reasonable and appropriate level. This would 
include consideration of risks and mitigations actions with respect to networked 
medical devices. On a periodic basis, including when the information system 
environment changes, such entities are required to conduct a technical and 
nontechnical review to ensure continued compliance with the Security Rule. 

HHS's Office for Civil Rights (OCR) has a cybersecurity guidance webpage 
containing educational materials specifically designed to give HIP AA covered 
entities and business associates insight into how to respond to a cybcr-relatcd security 
incidents. https:/ /www .hhs.gov /hipaa/for
professionals/security/guidance/cybcrsccurity/indcx.html 

It includes links to several helpful documents, including: 

OCR's guidance on ransomware, which describes ransomware attack prevention and 
recovery from a healthcare sector perspective, including the role the Health Insurance 
Portability and Accountability Act (HIPAA) has in assisting HIPAA covered entities 
and business associates to prevent and recover from ransom ware attacks, and how 
HlPAA breach notification processes should be managed in response to a 
ransomware attack. 
https :/ /www. hhs. gov I sites/ default/fi les/RansomwareF actSheet. pdf?languagc=es 

OCR's checklist and infographic describes the steps for a HIPAA covered entity or its 
business associate (the entity) to take in response to a cyber-related security incident, 
such as a ransomware or other malware attack. 
https:/ /www .hhs.gov/sites/default/files/cvber-attack -check! ist -06-20 17 .pdf and 
https://www.hhs.gov/sites/dcfault/files/cyber-attack-quick-responsc-infographic.gif 

OCR's Cybersecurity Framework Crosswalk document identifies "mappings" 
between the Cybersccurity Framework and the HIPAA Security Rule, along with 
other security standards commonly used in the health care sector. In February 2014, 
NIST released the Framework for Improving Critical Infrastructure Cybersecurity 
(Cybersecurity Framework) as directed in Executive Order 13636, Improving Critical 
Infrastructure Cybersecurity. The Cybersecurity Framework provides a voluntary, 

5 
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risk-based approach-based on existing standards, guidelines, and practices-to help 
organizations in any industry to understand, communicate, and manage cybersecurity 
risks. In the health care space, entities (covered entities and business associates) 
regulated by the Health Insurance Portability and Privacy Act (HIPAA) must comply 
with the HlPAA Security Rule to ensure the confidentiality, integrity, and availability 
of electronic protected health information that they create, receive, maintain, or 
transmit. https://www.hhs.gov/sitcs/dcfault/files/nist-csf-to-hipaa-security-rule
crosswalk -02-22-20 16-final.pdf?language=cs 

OCR's monthly cybersecurity newsletters assist the regulated community to become 
more knowledgeable about the various security threats and vulnerabilities that 
currently exist in the healthcarc sector, to understand what security measures can be 
taken to decrease the possibility of being exposed by these threats; and how to reduce 
breaches of electronic protected health information. They can all be viewed and 
downloaded from this webpage: https://www.hhs.gov/hipaalfor
professionals/security/guidance/cybcrsccurity/index.html. 

b. Should a "bill of materials" accompany every device or health IT product to 
ensure integrity of composition? 

The HCIC Task Force has emphasized the importance of a "bill of materials" for 
facilitating, updating, and patching systems. HHS has no specific regulation or 
requirement for such a "bill of materials," but shares the HCJC's opinion that such a 
document would be helpful. 

6. What is the authority for HHS to support the Health care Cybersecurity and 
Communications Information Center (HCCIC) and foster the sharing of critical 
threat information when the National Cybersecurity Protection Act of2014 (NCPA) 
and the Cybersecurity Act of 2015 (CISA) Section 102 establishes the National 
Cybersecurity and Communications Integration Center to perform these functions? 

The HCCIC is a program within the Office of the Chief Information Officer and outside of 
ASPR'sjurisdiction. With respect to ASPR's authorities related to cybersecurity information 
sharing, the Public Health Service Act authorizes ASPR to promote National Health Security 
with non-federal partners. ASPR's appropriation is available "for necessary expenses to 
support activities related to countering potential biological, nuclear, radiological, chemical, 
and cybersecurity threats to civilian populations, and for other public health emergencies." 

In addition, Presidential Policy Directive 21 (PPD-21) establishes HHS as the Sector-Specific 
Agency for the Healthcare and Public Health Sector. Among the SSA roles described by 
PPD-21 is to "provide, support, or facilitate technical assistance and consultations for that 
sector to identify vulnerabilities and help mitigate incidents." 

The Honorable Susan Brooks 

6 
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1. Looking at the WannaCry ransomware outbreak, experts from the health care and 
cybersecurity sectors have said that the health care sector remains vulnerable to 
infections like this one. They point to issues such as poor patch management, legacy 
systems, and a lack of expertise in the sector as root causes of the problem. These 
issues are also identified in the Task Force report, along with suggestions regarding 
how to address them. What is HHS doing today to help the health care sector 
address these lingering threats? 

HI-IS is currently reviewing the 1-lealthcare Industry Cybersecurity (1-ICIC) Task Force's 
recommendations to determine which recommendations HHS can implement given current 
authorities, resources, and policies. HI-IS has also shared the report with trade association 
partners and asked for their assistance in sharing it with their members throughout the 
Healthcare and Public Health Sector. 1-IHS continues to raise awareness of the importance of 
cybersecurity within the healthcare industry and encourages industry to join HI-IS in 
examining the Task Force's recommendations for implementation opportunities. 

a. Are there obstacles that HHS has identified in recovering from this outbreak, 
and preparing for the next? 

As the recent Petya ransomware attack has shown, cyberattacks impacting common 
vulnerabilities are likely to continue impacting the healthcare industry. One 
challenge healthcare organizations face is keeping their systems up to date with 
current security patches. Systems used within healthcare are very diverse, and 
include some legacy devices that are not easy to update- or may be impossible to 
update due to hardware or other limitations. In addition, as noted above, healthcare 
entities may need to do extensive testing before deploying any patches, to ensure that 
the software as patched will continue to interact properly with other programs and 
systems. 

The two attacks also reinforced to HHS the importance of being able to share the 
most up-to-date information possible, as early as possible, with our private sector 
partners. Attacks like these move quickly, and there is no time to wait to apply 
critical patches to protect systems. Through HI-IS's long-standing partnership with 
private sector healthcare organizations and the threat analysis capabilities provided by 
the HCCIC, we were able to assist our partners in identifying the actions they needed 
to take to protect their systems. It is critical that 1-IHS maintains these capabilities for 
whatever cyber threats emerge in the future. 

b. What are they, and what is HHS doing to address these obstacles, or help the 
sector address them? 

HHS is conducting several after-action reviews in order to capture and incorporate 
lessons-learned and improve overall capabilities. Some of the lessons learned from 
the WannaCry ransomware attack have already improved coordination, 
communication and response processes as the responses to the recent Petya 
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ransomware attack demonstrate. In this most recent incident, HHS was able to 
provide even more meaningful threat assessment to sector leadership, solicit an 
evaluation of the threat posed to the sector, and calibrate an effective and timely 
response that was appropriate to the risk Petya presented. 

HHS has prioritized outreach and communication on effective cyber hygiene 
practices to help healthcarc organizations bolster the security of their information 
systems. For example, in June 2016, HHS sent a letter to healthcare executives to 
draw attention to the threat of ransomware and share technical guidance on the 
prevention of and response to ransomware. The Department continues to supply 
information on what to do if impacted and provide steps on how to connect with the 
appropriate federal responder. Another example is the monthly cyber awareness 
newsletter issued by the HHS Office for Civil Rights, which is responsible for 
implementing and enforcing the HIPAA/I-IITECH Act Privacy, Security and Breach 
Notification Rules. 

2. It seems apparent that most of the data breaches we are seeing and what is being 
reported on are starting at the end user devices and then escalating across an 
organization's network. This is very concerning as the attackers are focused on the 
human element and utilizing known vulnerabilities to disrupt so many 
organizations. Given the criticality of these devices in the patient care setting, is this 
issue more systemic at the user level or is there something we can do to minimize the 
risk and impact related to the end user devices? 

Unfortunately, information systems can never be fully secured. However, steps can be taken 
to identify, prioritize, and mitigate specific risks. Organizations must take a layered 
approach that includes educating personnel and establishing security controls for information 
systems. Neither will work without the other. New versions ofmalware are constantly 
finding new ways to defeat system-level controls. Users needed to be trained to identify 
suspicious e-mails and attachments, and to forward those to the appropriate information 
security personnel for remediation as both a regulatory requirement and as an industry best 
practice. Likewise, user education will never inoculate an organization against occasional 
errors that introduce vulnerabilities. Systems-level controls can assist in managing the 
impacts of these incidents. 

User behavior is often the weakest point in the cybersecurity defense chain, specifically the 
use of weak authentication to end point devices that reside on the network. The (Task Force 
Report) Imperative 2 contains a number of recommendations to explore process 
improvement, development of standards, and research that needs to be done to mitigate this 
risk. 

3. As health care is looking for greater interoperability and the ability to seamlessly 
share data in a secure manner, what can be done to ensure that the data remains 
accurate and secure? Can the security of the transport of the data be guaranteed to 
not be compromised and if so what are some of the methodologies that can be 
deployed to keep that data secure? 

8 
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As noted in the Task Force report, greater interoperability and greater security are not 
mutually exclusive goals with respect to healthcare information technology. The quality of 
patient care depends on both. There are regulations, standards, and best practices in place to 
help healthcare organizations meet these goals. The important thing for healthcare 
organizations is to prioritize the application of these practices and ensure that the resources 
and workforce necessary to support them are in place. 

4. We are seeing more and more connected medical devices as part of the internet of 
things. Our assumption is that each equipment maker will have their own set of 
servers, data, and possible connections to the cloud. How can we ensure as these 
devices are added they willl) be secure; 2) stay secure given the known issues with 
patching even traditional servers; and 3) ensure that if one of these devices is 
compromised that they do not allow every other connected medical device to be 
compromised? 

An increase in the number of networked medical devices has created an unfortunate 
opportunity for cyber incidents to cause physical harm. Many devices were designed and 
manufactured for a cyber-risk environment that is much different from the one today. FDA 
has regulatory authority for applicable medical devices and has issued guidance to assist 
industry in applying appropriate cybersecurity protections to these devices throughout their 
lifecycle. 

Under the HIPAA Security Rule, covered entities and business associates are required to 
implement policies and procedures to prevent, detect, contain, and correct security violations, 
including conducting an accurate and thorough assessment of the potential risks and 
vulnerabilities to the confidentiality, integrity, and availability of electronic protected health 
information they hold and to implement security measures sufficient to reduce risks and 
vulnerabilities to a reasonable and appropriate level. This would include consideration of 
risks and mitigations actions with respect to networked medical devices. On a periodic basis, 
including when the information system environment changes, such entities are required to 
conduct a technical and nontechnical review to ensure continued compliance with the 
Security Rule. 

HHS's Office for Civil Rights (OCR) has a cybersecurity guidance webpage containing 
educational materials specifically designed to give HIPAA covered entities and business 
associates insight into how to respond to a cyber-related security 
incidents. https://www.hhs.gov/hipaa/for
professionals/security/guidance/cybersecurity/index.html 

It includes links to several helpful documents, including: 

OCR's guidance on ransomware, which describes ransomware attack prevention and 
recovery from a healthcare sector perspective, including the role the Health Insurance 
Portability and Accountability Act (HIPAA) has in assisting HIPAA covered entities and 
business associates to prevent and recover from ransomware attacks, and how HIP AA breach 
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notification processes should be managed in response to a ransom ware attack. 
https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf?language=es 

OCR's checklist and infographic describes the steps for a HIPAA covered entity or its 
business associate (the entity) to take in response to a cyber-related security incident, such as 
a ransomware or other malware attack. https://www.hhs.gov/sites/default/files/cyber-attack
checkl ist-06-20 17 .pdf and https:/ /www .hhs.gov /sites/defaultlfiles/cyber-attack-quick
response-infographic.gif 

OCR's Cybcrsecurity Framework Crosswalk document identifies "mappings" between the 
Cybersecurity Framework and the HIPAA Security Rule, along with other security standards 
commonly used in the health care sector. In February 2014, NIST released the Framework 
for Improving Critical Infrastructure Cybcrsecurity (Cybersecurity Framework) as directed in 
Executive Order 13636, Improving Critical Infrastructure Cybersecurity. The Cybersecurity 
Framework provides a voluntary, risk-based approach-based on existing standards, 
guidelines, and practices-to help organizations in any industry to understand, communicate, 
and manage cybersecurity risks. In the health care space, entities (covered entities and 
business associates) regulated by the Health Insurance Portability and Privacy Act (HIPAA) 
must comply with the HIPAA Security Rule to ensure the confidentiality, integrity, and 
availability of electronic protected health information that they create, receive, maintain, or 
transmit. h ttps :/ /www .hhs. gov Is ites/ dcfau lt/fi les/n ist -csf-to-h i paa-security -ru I e-crosswalk-
02-22-20 16-final.pdf?language=es 

OCR's monthly cybersecurity newsletters assist the regulated community to become more 
knowledgeable about the various security threats and vulnerabilities that currently exist in the 
healthcare sector, to understand what security measures can be taken to decrease the 
possibility of being exposed by these threats; and how to reduce breaches of electronic 
protected health information. They can all be viewed and downloaded from this webpage: 
https://www.hhs.gov/hipaa/for-professionals/security/guidancc/cybcrsecurity/index.html. 

The Honorable Tim Walberg 

1. The hearing focused heavily ou specific actions that HHS is taking, or should take, 
to improve healthcare cybersecurity. However, there is one very important issue 
that I don't think was discussed, and that's this: HHS can create the best 
cybersecurity resources, or the most streamlined regulatory environment, but if 
there aren't qualified, knowledgeable experts at these health care organizations that 
truly understand how to leverage them, they won't be effective. And according to 
the Health Care Industry Cybersecurity Task Force report, the health care sector is 
severely lacking qualified cybersecurity experts. 

a. Is HHS concerned about the lack of eybersecurity experts available to health 
care organizations? 

HHS is concerned about the lack of qualified healthcarc cybersecurity experts. This 
shortage impacts the private industry as well as HHS. Security efforts require an 
ability to choose the best possible candidates for open positions. While some 
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information security education and skills are transferable across industries, there are 
certain ones that are unique to healthcare's regulatory, technical, and clinical 
environment. 

b, How does HHS plan to help industry address this shortage of qualified 
personnel? 

HHS is currently reviewing the Hcalthcare Industry Cybersecurity Task Force's 
recommendations to determine which recommendations HHS may be in a position to 
implement given current authorities, resources, and policies. Workforce matters 
constituted a significant portion of the Task Force's discussions and will remain an 
HHS priority. 

11 
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GREG WALDEN, OREGON 

CHAIRMAN 

FRANK PALLONE, JR., NEW JERSEY 

RANKING MEMBER 

Mr. Leo Scanlon 

ONE HUNDRED FIFTEENTH CONGRESS 

(t[:ongregg of tbr Wnitrb ~tateg 
1!,lou9't of l\tpre9'tntattitt9' 

COMMITTEE ON ENERGY AND COMMERCE 
2125 RAYBURN HousE OFFICE BuiLDING 

WASHINGTON, DC 20515-6115 
Majority {202) 225--2927 
Minority (202) 225--3641 

June 23, 2017 

Deputy Chieflnformation Security Officer 
U.S. Department of Health and Human Services 
200 Independence Avenue, S.W. 
Washington, DC, 20201 

Dear Mr. Scanlon: 

Thank you for appearing before the Subcommittee on Oversight and Investigations on Thursday, 
June 8, 2017, to testify at the hearing entitled "Examining the Role of the Department of Health and 
Human Services in Health Care Cybersecurity." 

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains 
open for ten business days to permit Members to submit additional questions for the record, which are 
attached. The format of your responses to these questions should be as follows: (I) the name of the 
Member whose question you are addressing, (2) the complete text of the question you are addressing in 
bold, and (3) your answer to that question in plain text. 

To facilitate the printing of the hearing record, please respond to these questions with a 
transmittal letter by the close of business on Friday, July 7, 2017. Your responses should be mailed to 
Ali Fulling, Legislative Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office 
Building, Washington, DC 20515 and e-mailed in Word format to Ali.Fulling@mail.house.gov. 

Thank you again for your time and effort preparing and delivering testimony before the 
Subcommittee. 

Sincerely, 

~~-
Tim Murphy U a
Chainnan 
Subcommittee on Oversight and lnvestigations 

cc: The Honorable Diana DcGette, Ranking Member, Subcommittee on Oversight and Investigations 

Attachment 
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Questions for the Record 
House of Representatives Energy and Commerce 
Subcommittee On Oversight and investigations 

Examining the Role of the Department of Health and 
Human Services in Health Care Cybersecurity 

Thursday, June 8, 2017 

Mr. Leo Scanlon 
Deputy Chief Information Security Officer 

Office of the Assistant Secretary for Administration 
Department of Health and Human Services 

The Honorable Tim Murphy 

1. At the hearing, Ms. Walters asked you whether the Department of Homeland 
Security (DHS) was aware of or involved in HHS's decision to establish the HCCIC. 
In response, you stated there were "extensive discussions" with DHS. You added, 
"In fact, it was-it was people in the Department of Homeland Security who 
suggested that we move and think in this direction." 

a. What individuals at the Department of Homeland Security suggested that HHS 
should consider establishing an HCCIC? 

The scope and purpose of the organization that became the HCCIC emerged during 
several discussions HI !S officials had with DHS officials regarding HHS participation in 
the DHS Enhanced Shared Situational Awareness (ESSA) initiative, culminating with 
HHS senior officials signing of the Multilateral Information Sharing Agreement (MISA) 
with the DHS National Protection and Programs Directorate Office of Cybcrsecurity and 
Communications and HHS's participation in the DHS Automated Indicator Sharing (AIS) 
initiative. 

b. When did this occur? 

These discussions occurred over the course of 2016 and into 2017. 

c. How did this come up in conversation with DHS? Was this concept initially 
proposed by DHS or did HHS raise the idea with DHS and they encouraged the 
Department to pursue this course? 

These conversations involved HHS's response to legislative mandates and Executive 
Orders including the means by which HHS participates with the National Cybersecurity 
and Communications Integration Center (NCCIC). DHS officials advised HHS officials 
to study the NCCIC model, consult with organizations designed on similar principles, and 
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develop a strategy for HHS to meet its statutory and internal cybersecurity incident 
response requirements, based on evolving best practices for indicator sharing and threat 
assessment. 

d. What is HHS's understanding of why DHS suggested the Department move in 
this direction? 

DHS's advice was focused on assisting HHS participation in the ESSA more effectively. 
HHS focus was on integrating its enhanced threat and indicator sharing capability with 
existing structures through which HHS fulfills its responsibilities as a Sector Specific 
Agency (SSA) in the National Cyber Incident Response Plan. These capabilities also 
facilitate coordinated management of cyber security incidents under the principles 
outlined in the National Response Framework (NRF) and the NRF Cyber Security 
Annex. 

Presidential Policy Directive 41, entitled United States Cyber Incident Coordination, 
states in pertinent part, "the relevant sector-specific agency (SSA) will generally 
coordinate the Federal Government's efforts to understand the potential business or 
operational impact of a cyber incident on private sector critical infrastructure." This 
approach was further validated by the current Administration with the issuance of the 
Executive Order entitled, Strengthening the Cybersecurity of Federal Networks and 
Critical infrastructure, which states in its coinciding press release, "the government and 
industry will partner in protecting our Nation's critical infrastructure ... [by] establishing a 
clear policy that the Federal Government should bring to bear all of its authorities and 
capabilities to support the cybersecurity risk management efforts of the owners and 
operators of the Nation's critical infrastructure." 

HHS views the implementation of the HCCIC as not only an enhancement to its existing 
capabilities, but also a direct response to the Presidential Policy Directives (PPD), and 
support to DHS cybersecurity activities. 

2. This hearing was the second that this subcommittee has had focused on healthcare 
cybersecurity. The first involved witnesses from the private sector side of the healthcare 
industry. In response to Member questions, witnesses at the first hearing explained that 
one of the challenges facing the sector regarding health care cybersecurity is confusion 
about which offices and officials are responsible for cybersecurity at the Department of 
Health and Human Services (HHS). 

a. Now that HHS has completed an internal review of its cybcrsecurity 
responsibilities, how does HHS intend to communicate these findings to the 
sector? 

HHS has expanded communication efforts, in part, by conducting several joint speaking 
engagements over the past year to clarify organizational roles. HHS continues to 
organize these joint speaking engagements and have several planned over the coming 
months. 
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HHS has also worked over the past several years to increase coordination and 
communication with respect to cybersecurity. For example, HHS maintains an internal 
Cybersecurity Working Group that brings together all components ofthe Department that 
work on cybcrsecurity matters. This workgroup keeps all components ofHHS informed 
and provides a mechanism to communicate requests or answer questions from private 
sector partners. This review and the resulting report, however, was conducted and 
presented in the HHS Cyber Threat Preparedness Report mandated by the Cybersecurity 
Information Sharing Act of2015 (CISA). This report was prepared for Congress. Due to 
sensitive information contained in the report, it is not intended for public release. 

b. Will HHS publicly announce Mr. Scanlon's appointment as the cybersecurity 
designee, and will this announcement include an explanation of his duties and 
responsibilities? 

The HHS Cyber Threat Preparedness Report identified the Deputy Secretary as the 
cybersecurity designee, and the Deputy Secretary delegated the responsibilities of that 
role to Leo Scanlon, Deputy Chieflnformation Security Officer, who was appointed 
Chairperson of the HHS Cybcr Security Working Group in January, 2017, and serves as 
the HHS Senior Advisor for Healthcare Public Health (HPH) Cybersecurity. The Chief 
Information Officer announced this delegation decision in a public address delivered at 
the Healthcare Information Management Systems Society (HIMSS) Summit in January 
2017. 

c. Will HHS publicly clarify the role that each relevant office or component fills with 
regards to cybersecurity? 

These roles and responsibilities are articulated on the HHS website for each individual 
program area, HHS understands that additional clarity is sometimes necessary to 
communicate how programs interrelate. As a result, the Department is working to 
respond to private sector partners who have requested clarity on HHS roles and 
responsibilities with respect to cybersecurity. With that in mind, the Department has 
prioritized speaking engagements as the primary method for outreach and discussion. 
IIHS is reviewing and evaluating Task Force recommendations for potential 
implementation. 

3. As you know, this Subcommittee held a hearing at the beginning of April with witnesses 
from the health care sector, focused on health care cybersecurity. In response to Member 
questions, witnesses explained that one of the challenges facing the sector regarding health 
care cybersecurity is confusion regarding which offices and officials are responsible for 
cyberseeurity at HHS. Now that HHS's internal review is completed, how does HHS intend 
to communicate its findings to the sector? 

Please see answer to question 2a. 

The Honorable Michael Burgess 
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1. As health care is looking for greater interoperability and the ability to seamlessly 
share data in a secure manner, what can be done to ensure that the data remains 
accurate and secure? 

Preserving the confidentiality, integrity and availability of data is an ongoing process that 
requires continuous evaluation of threats and assessment of the technologies that can reduce the 
risks those threats pose. The adoption of framework methodologies, such as the U.S. Department 
of Commerce's National Institute of Standards and Technology (NIST) Cybersecurity 
Framework and sector-specific versions of that framework, is the foundation needed to address 
this problem. The Health Infonnation Portability and Accountability Act (HIPAA) Security 
Rule, which applies to most participants in the healthcare sector, requires protection of the 
confidentiality, integrity, and availability of electronic protected health information. And HHS 
through the Office of the National Coordinator for Health Information Technology (ONC) and 
the Office for Civil Rights (OCR) has developed a crosswalk between the HIPAA Security Rule 
and the NIST Cybcrsecurity Framework. 

The Healthcarc and Personal Health Sector (HPH) is experiencing an increase in malicious cyber 
activity because of a number of factors including the health care sector's shift from paper to 
digital format, which creates a new avenue for hackers to pursue the unauthorized collection of 
personal health information records. The 2015 Ponemon Institute Benchmark Study on Privacy 
and Security of Healthcare Data stated that data breaches could cost the healthcare industry 
approximately $6 billion per year. More than 90 percent of the healthcare industry respondents 
surveyed said they had lost data, and 40 percent had more than five data breaches within a two
year period. 

The protection of the confidentiality, integrity and availability of the information that assists with 
the delivery ofhealthcare services to tens of millions of American citizens is a priority. HHS is 
continually increasing its protections against cyber threats, such as unauthorized access, denial of 
service, malicious code, inappropriate usage, and insider threat, all of which pose risks to I IHS 
critical functions, services, and data. Some key HHS initiatives being undertaken include 
focusing on improving efficiencies in security tools and deploying enterprise-wise tools with the 
goal of improving HHS' s correlation of cyber threat and vulnerability information ensuring 
enhanced situational awareness and responses. These efforts include not only the purchasing of 
essential technology, but building the programs and skilled workforce to ensure these 
technologies meet HilS objectives to protect its mission and information, while also facilitating 
HHS's compliance against federal mandates and guidelines. 

As an example, since the OMB initiated CyberSprint in 2015, HHS redoubled its efforts 
to fully implement Personal Identify Verification (PIV) protections for privileged and 
unprivileged users. At present, HHS has surpassed OMB targets for both user 
communities. 

Some of the specific technologies and approaches HHS has undertaken include: 



64 

VerDate Nov 24 2008 11:33 Feb 23, 2018 Jkt 037690 PO 00000 Frm 00068 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-37 CHRIS 26
58

5.
02

6

Continuous Diagnostics and Mitigation (CDM): HHS continues to implement the 
DHS-led program to increase visibility into risks and threats. At present, HHS is 
implementing Phase I of the four-phase program, addressing hardware, software, 
vulnerability and configuration management capabilities. Looking forward, CDM Phase 
2 will include protections in the areas of access control management, privilege 
management, and credential and authentication management. 

Einstein 3 Accelerated: This DHS-Ied program increases the monitoring of inbound and 
outbound traffic to better detect threats to agency networks. IJHS is fully compliant as of 
the DHS deadline of December 18, 2016. 

Trusted Internet Connection (TIC): The HilS-operated TIC ensures the minimization 
of connections to the Internet, thus reducing HHS' overall attack exposure while allowing 
for greater monitoring at HHS' network perimeter. 

HCCIC: The HCCIC will provide sector specific context to indicators shared by DHS 
and near real time threat analytics, increasing resilience to cyber-attack across the sector. 

HHS continues to pursue other processes and technologies that will enhance operational security, 
while also playing an essential part in the government-wide initiative to increase cybersecurity 
information sharing throughout the public and private sectors. 

2. The Report on Improving Cybersecurity in the Health Care Industry, produced by 
the Health Care Industry Cybersecurity (HCIC) Task Force, calls for increased 
information sharing among government and industry stakeholders, particularly to 
small and rural organizations. However, often these smaller entities do not have the 
resources to hire or maintain cybcrsecurity professionals that can fully utilize the 
information they receive. How do you propose that we close the cybersecurity labor 
gap in conjunction with the increased sharing of information? 

In 2015, HI-IS issued a competitive planning grant to determine cybersecurity information 
sharing challenges in the healthcare industry. Harris Health System in Houston, Texas 
was awarded this grant and concluded that small, medium, and rural healthcare 
organizations would benefit the most from government information. Based on these 
findings, HHS awarded competitive grants to the National Health Information Sharing 
and Analysis Center (NH-ISAC) to, among other activities; expand its outreach and 
technical assistance to these lesser-resourced organizations. 

3. While we see tremendous advantages to electronic health records in terms of 
efficiencies and patient safety, we have seen case after case of cyber breaches. This 
is often due to poor cyber hygiene and the use of legacy systems that are vastly 
outdated. In fact, according to the HCIC Task Force Report, a majority of the 
health care sector didn't make financial investments in cybersecurity until 
approximately five years ago. 
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a. How can we increase education and training for health professionals to improve 
cyber hygiene? 

Imperatives 3 and 4 in the Health Care Industry Cybersecurity Task Force Report on 
Improving Cybersecurity in the Health Care Industry offer approaches for addressing this 
problem. 

Attracting and developing cybersecurity staff is critically important to maintaining a 
strong cybersecurity posture. In FYI6 and FYI7, HHS targeted five major focus areas for 
defining, acquiring, developing, and sustaining a workforce that is capable of meeting 
HHS's cybersecurity strategy and operational needs. These include strategic planning; 
workforce analytics and planning; targeted recruitment; career development and training; 
and sustained talent management. 

The Task Force report recommends that, the public and private sectors collaborate on 
various aspects of coordination for cybersecurity activities across the healthcare 
landscape. As with other recommendations in the Task Force report, such an undertaking 
would be best accomplished through a partnership between the government and the 
private sector. The public and private sectors have different approaches to workforce 
development as well as different challenges and barriers to recruiting and retaining 
cybersecurity talent. In order for such a sector-spanning talent pool to be developed and 
maintained it must be informed by the processes and approaches of both. 

b. What obstacles exist to implementing updated systems across the health sector? 

Healthcarc organizations at all levels experience resource challenges, especially small, 
medium, and rural organizations. Many health information systems and medical devices 
are expensive, purchased infrequently, and arc expected to have long life cycles. 
However, with the rapid pace of technology, they are often not able to be fully patched 
and upgraded to meet current threats. The HCIC Task Force report provides 
recommendations across the product life cycle to address some of these challenges. 

4. It is apparent that most of the data breaches we are seeing and what is being 
reported on are starting at the end user devices and then escalating across an 
organization's network. This is very concerning as attackers arc focused on the 
human element and utilizing known vulnerabilities to disrupt so many 
organizations. Given the criticality of these devices in the patient care setting, is this 
issue more systemic at the user level, or is there something we can do to minimize 
the risk and impact related to the end user devices? 

One of the prevalent means used by malicious actors to gain entry to a secured 
environment is through phishing attacks that induce the user to expose security 
credentials. Multi-factor authentication and network segmentation can help secure 
vulnerable end user devices, but the most effective way to manage risk and impact is by 
adopting the programmatic approach that is described in the NlST Cybersecurity 
Framework. HHS is collaborating with its industry partners to adapt that framework to 
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the full spectrum of capabilities that exist across the healthcare sector. With respect to 
the human elements, workforce cybersecurity awareness and training, as is required by 
the HIPAA Security Rule with respect to covered entities and business associates, may 
help end users to recognize and avoid falling victim to malicious attacks utilizing vectors 
such as email. 

5. We are seeing more and more connected medical devices as part of the Internet of 
Things. Our assumption is that each equipment maker will have their own set of 
servers, data, and possible connections to the cloud. 

a. How can we ensure that as these devices are added they will be secure, stay 
secure given the known issues with patching, and ensure that if one of these devices 
is compromised it will not allow every other connected medical device to be 
compromised? 

The most effective way to manage the risk of insecure, networked devices is by 
implementation of the NIST Cybersecurity Framework, and instituting a programmatic 
approach of assessing risk and business need, in order to make appropriate investments in 
protective measures and technologies. The requirements of the HIPAA Security Rule, 
including the requirements for risk assessment and risk mitigation, correspond to many of 
the recommendations of the Cybersecurity Framework. Additionally, HHS is reviewing 
and evaluating Task Force Report Imperative 2, which contains recommendations on how 
government and industry can collaborate to foster the development of voluntary standards 
that will help mitigate these risks. 

User awareness will remain a core element of any effort to defend insecure endpoints. At 
HHS, for example, great strides have been made towards monitoring incoming and 
outgoing Internet traffic for malicious code and behavior, while better protecting user 
endpoints through encryption and other technologies. HHS has augmented these 
technical solutions with increased user awareness and training. For example, in 2016, 
HHS launched the CyberCARE campaign, an award-winning cybersecurity education 
and awareness program that leverages multifaceted communications platforms to 
socialize relevant, timely, memorable and simple cybersecurity tips. Jn addition, HHS 
acquired and implemented a phishing education platform so that all employees are more 
fully informed of the dangers of phishing- HHS' number one attack vector- and that 
knowledge is tested on a recurring and frequent basis. 

With an increased number of networked medical devices, there is increased potential for 
physical harm from cyber incidents. Many devices were designed and manufactured for 
a cyber-risk environment that is much different from the one today. FDA has regulatory 
authority for applicable medical devices and has issued guidance to assist industry in 
applying appropriate cybersecurity protections to these devices throughout their lifecycle. 
HHS is reviewing the HCIC Task Force Report, Imperative 2 which contains a number of 
recommendations which seek to mitigate this risk. 



67 

VerDate Nov 24 2008 11:33 Feb 23, 2018 Jkt 037690 PO 00000 Frm 00071 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-37 CHRIS 26
58

5.
02

9

HHS's Office for Civil Rights (OCR) has a cybersecurity guidance webpage containing 
educational materials specifically designed to give HIP AA covered entities and business 
associates insight into how to respond to a cyber-relatcd security 
incidents. https :/ /www .hhs.gov /hipaa/for
professionals/security/guidance/cybersecurity/index.html 

It includes links to several helpful documents, including: 

OCR's guidance on ransomware, which describes ransomware attack prevention and 
recovery from a healthcare sector perspective, including the role the Health Insurance 
Portability and Accountability Act (l!IPAA) has in assisting lllPAA covered entities and 
business associates to prevent and recover from ransom ware attacks, and how HIP AA 
breach notification processes should be managed in response to a ransom ware 
attack. https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf?language=es 

OCR's checklist and infographic describes the steps for a HIPAA covered entity or its 
business associate (the entity) to take in response to a cyber-related security incident, 
such as a ransomware or other malware attack. 
https:/ /www .hhs.gov /sites/defaultlfi les/cyber-attack -checklist-06-2017 .pdf and 
https :/ /www .hhs. gov Is i tes/ default/files/ c yber-attack -quick-response-i nfograph i c. gi f 

OCR's Cybersecurity Framework Crosswalk document identifies "mappings" between 
the Cybersecurity Framework and the HIPAA Security Rule, along with other security 
standards commonly used in the health care sector. In February 2014, NIST released the 
Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity 
Framework) as directed in Executive Order 13636, Improving Critical Infrastructure 
Cybersecurity. The Cybersecurity Framework provides a voluntary, risk-based 
approach-based on existing standards, guidelines, and practices-to help organizations 
in any industry to understand, communicate, and manage cybersecurity risks. In the 
health care space, entities (covered entities and business associates) regulated by the 
Health Insurance Portability and Privacy Act (HIPAA) must comply with the HIPAA 
Security Rule to ensure the confidentiality, integrity, and availability of electronic 
protected health information that they create, receive, maintain, or 
transmit. https :/ /www .hhs. gov I sites/default/files/ nist -csf-to-hipaa -security-rule
crosswalk -02-22-2016-final. pdf?language=es 

OCR's monthly cybersecurity newsletters assist the regulated community to become 
more knowledgeable about the various security threats and vulnerabilities that currently 
exist in the healthcare sector, to understand what security measures can be taken to 
decrease the possibility of being exposed by these threats; and how to reduce breaches of 
electronic protected health information. They can all be viewed and downloaded from 
this wcbpagc: https://www.hhs.gov/hipaa/for
professionals/security/guidance/cybersecurity/index.html. 

b. Should a "bill of materials" accompany every device or health IT product to 
ensure integrity of composition? 
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Supply chain management is an element of the NlST Cybersecurity Framework, and 
NIST Special Publication (SP) 800-161, Supply Chain Risk Management Practices for 
Federal Information Systems and Organizations, provides best practices and guidance on 
how to address this problem. In addition, the (Task Force Report) Imperative 2 discusses 
means by which industry stakeholders may be involved in developing voluntary 
standards, which can help mitigate this risk. 

6. What is the authority for HHS to support the Healthcare Cybersecurity and 
Communication Information Center (HCCIC) and foster the sharing of critical 
threat information when the National Cybersecurity Protection Act of 2014 (NCPA) 
and the Cybersecurity Act of2015 (CISA) Section 102 establishes the National 
Cybersecurity and Communications Integration Center (NCCIC) to perform these 
functions? 

HCClC brings together the cybersecurity expertise, analytical capabilities, and threat assessment 
capabilities of the Department and its industry partners to support the external facing 
cybersecurity functions of the agency. This collaboration, coordination and integration 
mechanism was established with the goal of meeting several authorities including: 

The Cybersecurity Act of20!5, section 405 (c)(l)(D)-(E), states, that the Secretary shall 
establish a task force to, in part, "provide the Secretary with information to disseminate to 
healthcare industry stakeholders of all sizes for purposes of improving their preparedness for, 
and response to, cybersecurity threats affecting the healthcare industry" and "establish a plan for 
implementing [the Cyberseeurity Information Sharing Act], so that the Federal Government and 
healthcare industry stakeholders may in real time, share actionable cyber threat indicators and 
defensive measures". Also, section 405(e) authorizes the Secretary to incorporate activities that 
were ongoing as of the day before the enactment the Act and that were consistent with the 
objectives of section 405. The activities performed by the HCCIC are consistent with those 
objectives and were already ongoing before enactment of the Act." 

CISA: HCCIC supports agency requirements that fulfill obligations of the Multilateral 
Information Sharing Agreement (MISA) which governs participation in the DHS Automated 
Indictor Sharing (AIS) program. 

Presidential Policy Directive- 21 (PPD 21 ): HCCIC supports the Assistant Secretary for 
Preparedness and Response to meet the HHS responsibility, as a Sector Specific Agency, to 
facilitate coordinated management of cyber security incidents under the principles outlined in the 
National Response Framework (NRF) and the NRF Cyber Security Annex. 

Presidential Policy Directive 41 (PPD 41 ): National Cyber Incident Response Plan-HCCIC 
supports HHS' s role as a Sector Specific Agency. The plan emphasizes that: 

• When a significant cyber incident affects a private entity, the cognizant Sector Specific 
Agency (ies) (SSAs), such as HHS, will generally coordinate the Federal Government 
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efforts to understand the potential business or operational impact of a cyber incident on 
private sector critical infrastructure. 

• SSAs also play a role in sector coordination, working closely with DHS and serving as a 
day-to-day federal interface to prioritize and coordinate activities within their respective 
sectors; carrying out incident management responsibilities consistent with statutory 
authority and other appropriate policies, directives, or regulations; and providing support 
or facilitating technical assistance and consultations for that sector to identify 
vulnerabilities and help mitigate incidents, as appropriate. DHS ensures consistent and 
integrated approaches across various critical infrastructure sectors, and a nationwide 
approach including both unity of effort and unity of messages. 

The Honorable Susan Brooks 

1. The National Institute of Standards and Technology recently released a set of 
guidelines for securing Infusion Pumps, which is a step in the right direction. 
Knowing that it will take time for device manufacturers to modernize the security in 
their products to address the new guidelines, what are some of the current 
architectures and controls that can be implemented today to reduce the risk and 
threat inherent to these devices? 

Security in medical devices is a priority for HHS. I defer to FDA for more specifics on these 
devices. 

2. Looking at the WannaCry ransomware outbreak, experts from the health care and 
cybersccurity sectors have said that the health care sector remains vulnerable to 
infections like this one. They point to issues such as poor patch management, legacy 
systems, and a lack of expertise in the sector as root causes of the problem. These 
issues are also identified in the Task Force report, along with suggestions regarding 
how to address them. What is HHS doing today to help the health care sector 
address these lingering threats? 

HHS is currently reviewing the recommendations contained in the Health Care Industry 
Cybersecurity Task Force's Report on Improving Cybersecurity in the Health Care Industry. 
HHS has also shared the Health Care Industry Cybersecurity Task Force Rcportwith trade 
association partners and asked for their assistance in sharing it with their members throughout 
the Healthcarc and Public Health Sector. HHS continues to raise awareness of the importance of 
cybersecurity within the healthcare industry and encourages industry to join HHS in examining 
the Task Force's recommendations for implementation opportunities. 

a. Are there obstacles that HHS has identified in recovering from this outbreak, 
and preparing for the next? 

As the recent Petya ransom ware attack has shown, cyberattacks impacting common 
vulnerabilities are likely to continue impacting the healthcare industry. One challenge 
hcalthcare organizations face is keeping their systems up to date with current security 
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patches. Systems used within healthcare are very diverse, and include some legacy 
devices that are not easy to update- or may be impossible to update due to hardware or 
other limitations. 

The two attacks also reinforced to HHS the importance of being able to share the most 
up-to-date information possible, as early as possible, with our private sector partners. 
Attacks like these move quickly, and there is no time to wait to apply critical patches to 
protect systems. Through HHS's long-standing partnership with private sector healthcarc 
organizations and the threat analysis capabilities provided by the HCClC, we were able to 
assist our partners in identifying the actions they needed to take to protect their systems. 
It is critical that HHS maintains these capabilities for whatever cyber threats emerge in 
the future. 

b. What are they, and what is HHS doing to address those obstacles, or help the 
sector address them? 

HHS is conducting several after-action reviews in order to capture and incorporate 
lessons-learned and improve overall capabilities. HHS has already witnessed how some 
of these lessons-learned improved coordination, communication and response processes 
during responses to the recent Petya ransomware attack. In this most recent incident, 
HHS was able to provide even more meaningful threat assessment to sector leadership, 
solicit an evaluation of the threat posed to the sector, and calibrate an effective and timely 
response that was appropriate to the risk Pctya presented. 

HHS has prioritized outreach and communication on effective cyber hygiene practices to 
help health care organizations bolster the security of their information systems. For 
example, in June 2016, HHS sent a letter to healthcare executives to draw attention to the 
threat of ransomwarc and share technical guidance on the prevention of and response to 
ransomware. The Department continues to supply information on what to do if impacted 
and provide steps on how to connect with the appropriate federal responder. 

3. It seems apparent that most of the data breaches we are seeing and what is being 
reported on are starting at the end user devices and then escalating across an 
organization's network. This is very concerning as the attackers are focused on the human 
element and utilizing known vulnerabilities to disrupt so many organizations. Given the 
criticality of these devices in the patient care setting, is this issue more systemic at the user 
level or is there something we can do to minimize the risk and impact related to the end 
user devices? 

One of the prevalent means used by malicious actors to gain entry to a secured environment is 
through phishing attacks that induce the user to expose security credentials. Multi-factor 
authentication and network segmentation can help secure vulnerable end user devices, but the 
most effective way to manage risk and impact is by adopting the programmatic approach that is 
described in the NIST Cybersecurity Framework. HHS is collaborating with its industry partners 
to adapt that framework to the full spectrum of capabilities that exist across the healthcare sector. 
With respect to the human elements, workforce cybersccurity awareness and training, as is 
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required by the HIP AA Security Rule with respect to covered entities and business associates, 
may help end users to recognize and avoid falling victim to malicious attacks utilizing vectors 
such as email. 

4. As healthcare is looking for greater interoperability and the ability to seamlessly share 
data in a secure manner, what can be done to ensure that the data remains accurate and 
secure? Can the security of the transport of the data be guaranteed to not be compromised 
and if so what are some of the methodologies that can be deployed to keep the data secure? 

Preserving the confidentiality, integrity and availability of data is an ongoing process that 
requires continuous evaluation of threats and assessment of the technologies that can reduce the 
risks those threats pose. The adoption offramework methodologies, such as the U.S. Department 
of Commerce's National Institute of Standards and Technology (NIST) Cybersecurity 
Framework and sector-specific versions of that framework, is the foundation needed to address 
this problem. The Health Information Portability and Accountability Act (HIPAA) Security 
Rule, which applies to most participants in the healthcare sector, requires protection of the 
confidentiality, integrity, and availability of electronic protected health information. And HHS 
through the Office of the National Coordinator for Health Information Technology (ONC) and 
the Office for Civil Rights (OCR) has developed a crosswalk between the HIPAA Security Rule 
and the NIST Cybersecurity Framework. 

The Healthcare and Personal Health Sector (HPH) is experiencing an increase in malicious cyber 
activity because of a number of factors including the healthcare sector's shift from paper to 
digital format, which creates a new avenue for hackers to pursue the unauthorized collection of 
personal health information records. The 2015 Ponemon Institute Benchmark Study on Privacy 
and Security of Healthcare Data stated that data breaches could cost the healthcare industry 
approximately $6 billion per year. More than 90 percent of the healthcare industry respondents 
surveyed said they had lost data, and 40 percent had more than five data breaches within a two
year period. 

The protection of the confidentiality, integrity and availability of the information that assists with 
the delivery of healthcare services to tens of millions of American citizens is a priority. HHS is 
continually increasing its protections against cyber threats, such as unauthorized access, denial of 
service, malicious code, inappropriate usage, and insider threat, all of which pose risks to HHS 
critical functions, services, and data. Some key HilS initiatives being undertaken include 
focusing on improving efficiencies in security tools and deploying enterprise-wise tools with the 
goal of improving HI-IS's correlation of cyber threat and vulnerability information ensuring 
enhanced situational awareness and responses. These efforts include not only the purchasing of 
essential technology, but building the programs and skilled workforce to ensure these 
technologies meet HHS objectives to protect its mission and information, while also facilitating 
HHS's compliance against federal mandates and guidelines. 

As an example, since the OMB initiated CyberSprint in 2015, HHS redoubled its efforts 
to fully implement Personal identify Verification (PlY) protections for privileged and 
unprivileged users. At present, HHS has surpassed OMB targets for both user 
communities. 
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Some of the specific technologies and approaches HHS has undertaken include: 

Continuous Diagnostics and Mitigation (CDM): HHS continues to implement the 
DHS-led program to increase visibility into risks and threats. At present, HHS is 
implementing Phase 1 of the four-phase program, addressing hardware, software, 
vulnerability and configuration management capabilities. Looking forward, CDM Phase 
2 will include protections in the areas of access control management, privilege 
management, and credential and authentication management. 

Einstein 3 Accelerated: This DHS-led program increases the monitoring of inbound and 
outbound traffic to better detect threats to agency networks. HI-IS is fully compliant as of 
the DHS deadline of December 18, 2016. 

Trusted Internet Connection (TIC): The HHS-operated TIC ensures the minimization 
of connections to the Internet, thus reducing HHS' overall attack exposure while allowing 
for greater monitoring at HHS' network perimeter. 

HCCIC: The HCCIC will provide sector specific context to indicators shared by DHS 
and near real time threat anal}1ics, increasing resilience to cyber-attack across the sector. 

HHS continues to pursue other processes and technologies that will enhance operational security, 
while also playing an essential part in the government-wide initiative to increase cybersecurity 
information sharing throughout the public and private sectors. 
The HIP AA Security Rule includes transmission security standards requiring covered entities 
and business associates to implement technical security measures to guard against unauthorized 
access to electronic protected health information that is being transmitted over an electronic 
communications network, including consideration of security measures to ensure that 
electronically transmitted electronic protected health information is not improperly modified 
without detection until disposed of and to encrypt electronic protected health information 
whenever deemed appropriate. 

5. We are seeing more and more connected medical devices as part of the internet of 
things. Our assumption is that each equipment maker will have their own set of servers, 
data, and possible connections to the cloud. How can we ensure as these devices are added 
they will!) be secure; 2) stay secure given the known issues with patching even traditional 
servers; and 3) ensure that if one of these devices is compromised that they do not allow 
every other connected medical device to be compromised? 

The most effective way to manage the risk of insecure, networked devices is by implementation 
of the NISI Cybcrsecurity Framework, and instituting a programmatic approach of assessing 
risk and business need, in order to make appropriate investments in protective measures and 
technologies. The requirements of the HIP AA Security Rule, including the requirements for risk 
assessment and risk mitigation, correspond to many of the recommendations of the 
Cybcrsecurity Framework. Additionally, HHS is reviewing and evaluating Task Force Report 
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Imperative 2, which contains recommendations on how government and industry can collaborate 
to foster the development of voluntary standards that will help mitigate these risks. 

User awareness will remain a core element of any effort to defend insecure endpoints. At HHS, 
for example, great strides have been made towards monitoring incoming and outgoing Internet 
traffic for malicious code and behavior, while better protecting user endpoints through 
encryption and other technologies. HHS has augmented these technical solutions with increased 
user awareness and training. For example, in 2016, HHS launched the CyberCARE campaign, 
an award-winning cybersecurity education and awareness program that leverages multifaceted 
communications platforms to socialize relevant, timely, memorable and simple cybersecurity 
tips. In addition, HHS acquired and implemented a phishing education platform so that all 
employees arc more fully informed of the dangers of phishing HHS' number one attack vector 
-and that knowledge is tested on a recurring and frequent basis. 

With an increased number of networked medical devices, there is increased potential for physical 
harm from cyber incidents. Many devices were designed and manufactured for a cyber-risk 
environment that is much different from the one today. FDA has regulatory authority for 
applicable medical devices and has issued guidance to assist industry in applying appropriate 
cybersecurity protections to these devices throughout their lifecycle. HHS is reviewing the HCIC 
Task Force Report, Imperative 2 which contains a number of recommendations which seek to 
mitigate this risk. 

HHS's Office for Civil Rights (OCR) has a cybersecurity guidance wcbpage containing 
educational materials specifically designed to give HIPAA covered entities and business 
associates insight into how to respond to a cyber-related security incidents. 
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybcrsecurity/index.html 

It includes links to several helpful documents, including: 

OCR's guidance on ransomware, which describes ransomware attack prevention and recovery 
from a healthcare sector perspective, including the role the Health Insurance Portability and 
Accountability Act (HIPAA) has in assisting HIPAA covered entities and business associates to 
prevent and recover from ransom ware attacks, and how HIPAA breach notification processes 
should be managed in response to a ransom ware attack. 
https :/ /www .hhs. gov Is ites/ defau lt/fi les/Ransomware F actSheet. pd f?language=cs 

OCR's checklist and infographic describes the steps for a HIPAA covered entity or its business 
associate (the entity) to take in response to a cyber-relatcd security incident, such as a 
ransomware or other malware attack. https://www.hhs.gov/sites/default/files/cyber-attack
checklist-06-20 17 .pdf and https:/ /www .hhs.gov /sites/de.fau lt/files/cyber-attack-guick -response
infographic.gif 

OCR's Cybersecurity Framework Crosswalk document identifies "mappings" between the 
Cybersecurity Framework and the HIP AA Security Rule, along with other security standards 
commonly used in the health care sector. In February 2014, NIST released the Framework for 
Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework) as directed in 
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Executive Order 13636, Improving Critical Infrastructure Cybersecurity. The Cybersecurity 
Framework provides a voluntary, risk-based approach-based on existing standards, guidelines, 
and practices-to help organizations in any industry to understand, communicate, and manage 
cybcrsccurity risks. In the health care space, entities (covered entities and business associates) 
regulated by the Health Insurance Portability and Privacy Act (HIPAA) must comply with the 
HIPAA Security Rule to ensure the confidentiality, integrity, and availability of electronic 
protected health information that they create, receive, maintain, or transmit. 
https :/ /www .hhs. gov Is ites/ default/fi les/ni st -cs f-to-hi paa-security-ru le-crosswalk -02-22-20 16-
final.pdf?language=es 

OCR's monthly cybersecurity newsletters assist the regulated community to become more 
knowledgeable about the various security threats and vulnerabilities that currently exist in the 
healthcare sector, to understand what security measures can be taken to decrease the possibility 
of being exposed by these threats; and how to reduce breaches of electronic protected health 
information. They can all be viewed and downloaded from this webpage: 
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cyhersecurity/index.html. 

The Honorable Tim Walberg 

1. The hearing focused heavily on specific actions that HHS is taking, or should take, 
to improve health care cybersecurity, such as setting up the HCCIC or reviewing 
conflicting and confusing regulations. However, there is one very important issue 
that I don't think was discussed, and that's this: HHS can create the best 
cybersecurity resources, or the most streamlined regulatory environment, but if 
there aren't qualified, knowledgeable experts at these health care organizations that 
truly understand how to leverage them, they won't be effective. And according to 
the Health Care Industry Cybersecurity Task Force report, the health care sector is 
severely lacking qualified cyberseeurity experts. 

a. Is HHS concerned about the lack of cybersecurity experts available to health care 
organizations? 

The lack of cybersecurity expertise available to healtheare organizations is a severe 
constraint on the ability of HHS to assist the sector with implementing technical 
measures and guidance on cybersecurity best practices. This constraint also contributes to 
the difficulty the sector faces in fully understanding and acting upon the regulatory 
guidance HHS issues on cybersecurity matters. In addition, HHS manages a number of 
healthcare delivery and provider entities which are seeking trained, affordable 
cybersecurity personnel. We are reviewing the HCIC Task Force Report Imperative 3, 
which suggests a number of initiatives which can help address this gap. 

b. How does HHS plan to help industry address this shortage of qualified 
personnel? 

The Task Force report recommends that, public and private sectors collaborate on various 
aspects of coordination for cybersecurity activities across the healthcare landscape. As 
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with other recommendations in the Task Force report, such an undertaking would be best 
accomplished through a partnership between the government and the private sector. The 
public and private sectors have different approaches to workforce development as well as 
different challenges to recruiting and retaining cybersecurity talent. In order for such a 
sector-spanning talent pool to be developed and maintained it must be informed by the 
processes and approaches of both. 

The Honorable Ryan Costello 

l. Over the past few years we have heard of several significant data breaches and 
unauthorized exfiltration of sensitive data across the government. While we are 
addressing our failures iu the past by enhancing our network and perimeter 
security, it appears that we are failing to address how we protect sensitive data 
within and outside our networks. 

a. What steps/measures are you considering that are data-centric, as opposed to 
perimeter-based or otherwise, to ensure the privacy and security of data and 
preventing data exfiltration in the event of an intrusion? 

OMB and NIST have provided federal agencies with guidance that encourages a shift 
from perimeter defense to a data centric model, and OMB has repeatedly emphasized that 
Federal Information Security Modernization Act (FISMA) requirements are not confined 
to a physical perimeter. Across HHS there are programs responsible for developing and 
furthering user awareness and encouraging a data centric approach in protecting 
personally identifiably information (PII). Technical means are applied at the network and 
system level, on a risk management basis, which takes into account business need, 
sensitivity of the data, and impact of any potential compromise. 

b. What is your ability to (cryptographically) protect data at rest, iu transit, and in 
use? 

HHS employs a number of compliant and validated Federal Information Processing 
Standards (FIPS) 140-2, Security Requirements for Cryptographic Modules, tools that 
provide this capability at the network and system level. The particular tool and 
methodology employed is determined on the basis of business need and risk and provides 
protection for data-at-rest and in-transit. 
c. Do you have any mechanism to protect sensitive data from improper access by 
highly privileged users such as system administrators? 

All administrator actions are logged and subject to monitoring for unauthorized access, 
according to the principle of separation of duties. Use of particular tools to enforce role 
based access controls at the data level are employed on the basis of business need and 
risk. 
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d. What ability do you have to detect improper data access by authorized users (i.e. 
in an anomalous and possibly malicious manner)? Do you have proactive 
capabilities in this area, or only after-the-fact, forensic capability (or neither)? 

HilS security policy requires logging and separation of duties for administrator access. 
This policy provides forensic information, and also supports the use of technical means 
that enforce role-based access controls and proactive restrictions and alerting officials to 
attempted unauthorized access. Use of these technologies and tools is determined on a 
system by system basis, according to business need and risk. 

e. Do you have the ability to share sensitive data across yonr organizational 
boundary with authorized recipients and still protect it? 

Yes. 

f. How do you measure use of or attempts to use data- successful or otherwise- that 
has been the subject of a breach, as opposed to simply reporting the number of 
records that have been breached? 

HHS employs network monitoring tools that provide early detection of malicious activity 
and identifies the tools, techniques and procedures used by actors attempting to gain 
unauthorized access to our networks. 

g. What monitoring tools and technologies do you use in advance of learning about a 
breach to detect and anticipate breaches and attempts to gain access to data? 

HHS deploys a suite of intrusion detection and prevention tools that operate at the 
enterprise, operating division and host level. Data loss prevention (DLP) tools are 
deployed at the operating division and system level according to business need and risk. 

2. Whether intentional or unintentional, users typically resist additional security steps and 
friction in their workflow and often are the target of malicious attacks. 

a. Do you have the ability to transparently encrypt and decrypt data for common 
file types that your users work with? 

Yes. 
b. When you encrypt data, do you do this from the moment of creation to the 

moment of consumption, or do you do this only on backend systems (encrypted 
database or hard drive disks)? 

HHS policy implements OMB Circular A-130, which requires full disk encryption of 
endpoint devices and requires that all encryption tools comply with the FIPS 140-2 
standard. 
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c. Can you revoke access on a granular level to specific documents, people, etc. 
after the document has left your control (e.g. without having to recall the file and 
retransmit a new version)? 

HHS is not aware of any requirement for the ability to revoke access on a granular level. 
However, HHS Document Rights Management (DRM) tools with this capability are 
deployed at a system level according to business need and risk. 
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CHAIRMAN 

FRANK PALLONE, JR., NEW JERSEY 

RANKING MEMBER 

Mr. Emery Csulak 
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COMMITTEE ON ENERGY AND COMMERCE 
2125 RAYBURN HousE OFFICE BuiLDING 

WASHINGTON, DC 20515-6115 
Majority (202) 225-2927 
Minority {202} 225-3641 

June 23,2017 

Chief Information Security Officer and Senior Privacy Official 
Centers for Medicare and Medicaid Services 
200 Independence Avenue, S.W. 
Washington, DC 20201 

Dear Mr. Csulak: 

Thank you for appearing before the Subcommittee on Oversight and Investigations on Thursday, 
June 8, 2017, to testifY at the hearing entitled "Examining the Role of the Department of Health and 
Human Services in Health Care Cybersecurity." 

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains 
open for ten business days to permit Members to submit additional questions for the record, which are 
attached. The format of your responses to these questions should be as follows: ( 1} the name of the 
Member whose question you are addressing, (2} the complete text of the question you are addressing in 
bold, and (3} your answer to that question in plain text. 

To facilitate the printing ofthe hearing record, please respond to these questions with a 
transmittal letter by the close of business on Friday, July 7, 2017. Your responses should be mailed to 
Ali Fulling, Legislative Clerk, Committee on Energy and Commerce, 2125 Rayburn House Office 
Building, Washington, DC 20515 and e-mailed in Word format to Ali.Fulling@maiLhouse.gov. 

Thank you again for your time and effort preparing and delivering testimony before the 
Subcommittee. 

Sincerely, 

~~-
Tim Murphy U a
Chairman 
Subcommittee on Oversight and Investigations 

cc: The Honorable Diana DeGette, Ranking Member, Subcommittee on Oversight and Investigations 

Attachment 
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Questions for the Record 

House of Representatives Energy and Commerce 
Subcommittee On Oversight and investigations 

Examining the Role of the Department of Health and 
Human Services in Health Care Cybersecurity 

Thursday, June 8, 2017 

Mr. Emery Csulak 
Co-Chair, Health Care Industry Cybcrsccurity Task Force 

Chief Information Security Officer and Senior Privacy Official 
Centers for Medicare and Medicaid Services 

The Honorable Tim Murphy 

1. At the hearing, Ms. Walters asked Mr. Scanlon whether the 
Department of Homeland Security (OHS) was aware of or involved 
in HHS's decision to establish the HCCIC. In response, Mr. Scanlon 
stated there were "extensive discussions" with OHS. He added, "in 
fact, it was-- it was people in the Department of Homeland Security 
who suggested that we move and think in this direction." 

a. What individuals at the Department of Homeland security 
suggested that HHS should consider establishing an 
HCCIC? When did this occur? 

b. How did this come up in conversation with OHS? Was this 
concept initially proposed by DHS or did HHS raise the idea 
with OHS and they encouraged the Department to pursue 
this course? 

c. What is HHS's understanding of why DHS suggested the 
Department move in this direction? 

I defer to my HHS colleagues to respond to this question. 

2. This hearing was the second that this subcommittee has had 
focused on health care cybersecurity. The first involved witnesses 
from the private sector side of the health care industry. In 
response to Member quest ions, witnesses at that first hearing 
explained that one of the challenges facing the sector regarding 
health care cybersecurity is confusion about which offices and 
official s are responsible for cybersecurity at the Department of 

5 
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Health and Human Services (HHS). 

a. Now that HHS has completed an internal review of its 
cybersecurity responsibilities, how does HHS intend to 
communicate these findings to the sector? 

b. Will HHS publicly announce Mr. Scanlon's appointment as 
the cybersecurity designee, and will this announcement 
include an explanation of his duties and responsibilities? 

c. Will HHS publicly clarify the role that each relevant 
office or component fills with regards to cybersecurity? 

This question is answered in Mr. Scanlon's response. 

The Honorable Michael Bure:ess 

1. As health care is looking for greater intcroperability and the 
ability to seamlessly share data in a secure manner, what can be 
done to ensure that the data remains accurate and secure? 

The Task Force Report includes significant discussion on this issue, 
including the following description of the risks to electronic health records. 
"Regulatory mandates that will force all EHR vendors to have a shared, 
publicly-available application interface could expose EHRs to additional 
attack vectors. The goal has been, and should continue to be, for patients to 
be able to "use third party applications" to gain access to their healthcare 
data for improved service delivery. In light of these trends, HI-IS needs to 
consider the technical details of how to accomplish this level of 
interoperability in a secure manner prior to development and deployment. 
This will help ensure that this more universal access does not incidentally 
create a new vulnerable attack surface area." 

The Task Force Report includes several actions items that address security as 
well interoperability, for example Action Item 2.1.4 says "As a part of 
looking at incentives, government and industry should create 
partnerships/alliances to establish roadmaps for joint enhancement of 
cybersecurity interoperability and maturity through better procurement 
processes." 

2. The Report on Improving Cybersecurity in the Health Care 
Industry, produced by the Health Care Industry Cybersecurity 
(HCIC) Task Force, calls for increased information sharing 
among government and industry stakeholders, particularly to 
small and rural organizations. However, often these smaller 

5 
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entities do not have the resources to hire or maintain 
cybersecurity professionals that can fully utilize the information 
they receive. How do you propose that we close the cybersecurity 
labor gap in conjunction with the increased sharing of 
information? 

It is clear to members of the Health Care Industry Cybcrsecurity Task Force 
that we must consider the unique needs of small and rural organizations, as 
well as new entrants or innovators. These organizations can have different 
and some times more acute needs than large organizations, who have already 
invested in cyber security and infrastructure. 

In particular, the Task Force recognized the challenges in identifying people 
and tools for addressing the small and medium-size healthcare organizations 
which cannot typically afford full-time technical resources. A two-person 
dental office or independent home healthcare provider cannot establish a 
fully resourced cybersecurity office that is necessary to stay ahead of cyber 
threats. Leveraging shared service providers and secure solutions may be 
options for some organizations. 

Several of the recommendations in the Task Force's report 1, under 
Imperative 3 -"Develop the healthcare workforce capacity necessary to 
prioritize and ensure cybersecurity awareness and technical capabilities," 
address the needs of small organizations. For example, recommendation 3.1 
acknowledges that "for many healthcare organizations, it may not be feasible 
to have a CISO or team of personnel dedicated exclusively or primarily to 
cybersecurity matters. However, it is important that these organizations 
designate a specific individual to provide leadership and prioritize risks 
pertaining to cyberseeurity initiatives and issues. This individual must have 
both the authority, as well as the appropriate expertise to carry out such 
responsibilities." 

Additionally, Recommendation 3.2 calls for the establishing of a "model for 
adequately resourcing the cybersecurity workforce with qualified 
individuals." 

The Task Force looked at multiple approaches to address the immediate gap 
and many of these arc discussed in other recommendations in this report to 
include: 

• Examining the impacts of the Stark Law2 and Anti-Kickback statute3 on 

1 https:l/www.phe.gov/Preparednesslplanning/CyberTFIDocuments/rcport20 17.pdf 
2 42 U.S.C. § l395nn 
3 42 U.S.C. § 1320a-7b(b) 

5 
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sharing cyber professionals and expertise between organizations; 
• Leveraging managed security service providers (MSSPs) to outsource some 
cybersecurity requirements; and 
• Utilizing MSSPs to provide a platform to grow the future cybersecurity 
professional workforce through internships and mentoring. 

3. While we see tremendous advantages to electronic health 
records in terms of efficiencies and patient safety, we have seen 
case after case of cyber breaches. This is often due to poor cyber 
hygiene and the use of legacy systems that are vastly outdated. 
In fact, according to the HCIC Task Force Report, a majority of 
the health care sector didn't make financial investments in 
cybersecurity until approximately five years ago. 

a. How can we increase education and training for health 
professionals to improve cyber hygiene? 

Imperative 4 of the Task Force's report addresses several recommendations regarding 
education and training. The recommendations under this imperative contribute to increasing 
education and training for improving cyber hygiene, for example: here recommendation 4.5 
of the Task Force Report, discusses the need to increase outreach and engagement for 
cybersecurity across federal, state, local, tribal, territorial, and the private sector partners 
through an education campaign including meetings, conferences, workshops and tabletop 
exercises across regions and industry. The task force recommended a series of potential 
actions including: 

• Action Item 4.5 .I: Develop an outreach and engagement campaign to increase 
healthcare cybersecurity awareness and literacy among healthcare providers, patients, 
and IT professionals. 

• Action Item 4.5.2: Develop a specific outreach program for healthcare executives, so 
that they can have a better understanding of the importance of cybersecurity in their 
own organizations and can better engage with cybersecurity professionals to ensure 
that protective programs are adequately managed and resourced. 

• Action Item 4.5.3: Develop a series of workshops to explore current questions in 
healthcare cybersecurity, such as evaluation of best practices, research and 
development (R&D) needs, and the role of insurance. 

• Action Item 4.5.4: Develop educational materials for patients to assist them in 
accessing, managing, and protecting their healthcare information. 

• Action Item 4.5.5: Develop a national healthcare cyber-literacy course that is updated 
on a biannual basis to keep up with rapidly changing technology and to train 
healthcare professionals on the importance of cybersecurity in their day-to-day tasks. 
Industry at all levels should incorporate principles from this course into all patient 
education modules or courses, as applicable. 

• Action Item 4.5.6: Develop a healthcare mentoring program to help educate non-IT 
staff to proper risk management of IT and information sharing. 

• Action Item 4.5.7: Identify privacy experts, patient advocates, regulatory experts, and 
5 
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proprietary information experts to discuss issues related to fraud or stock 
manipulation. 

Recommendations 4.2 of the Task Force Report, discusses establishing a cybersecurity 
hygiene posture within the healthcare industry to ensure existing and new products/systems 
risks are managed in a secure and sustainable fashion. The task force recommended a series 
of potential actions including: 

• Action Item 4.2.1: Industry should manage all healthcare infrastructure technology 
(including Internet of Things) security to focus on patient safety, both on an individual 
and population basis, with an appreciation of how the technology will be used and 
how it could be misused. 

• Action Item 4.2.2: Industry should ensure that no known malware exists in newly 
produced equipment/software entering the market (i.e., premarket), and there should 
be ongoing surveillance for malware in equipment/software currently in the market 
(i.e., post market). 

• Action Item 4.2.3: Healthcarc organizations must develop a strategy for cybersecurity 
hygiene for existing and legacy equipment, a systematic approach for patching, 
implementation of compensating controls, isolation, and/or replacement (as available 
or applicable) should be applied. For newly produced equipment/software entering the 
market, device manufacturers should have a plan for providing validated software 
updates and patches as needed throughout the lifecycle of the medical device 

The Task Force's report identifies the need to "Increase healthcare industry readiness through 
improved cybersecurity awareness and education." Cybersecurity can be an enabler for the 
healthcare industry, supporting both its business and clinical objectives, as well as facilitating 
the delivery of efficient, high-quality patient care. However, this requires a holistic 
cybersecurity strategy. Organizations that do not adopt a holistic strategy not only put their 
data, organizations, and reputation at risk, but also--most importantly-the welfare and 
safety of their patients. Cybersecurity must be governed with a collaborative approach 
whereby all members of the healthcare industry work together toward the common goal of 
protecting one another and the sector's most critical assets patients. To achieve this requires 
an educated workforce and an informed public who make evidence-based decisions that are 
reliant on cyber-secure data. As part of this holistic security strategy, it is critical that a 
thorough baseline is established whereby inherent trust can be established between patients 
and providers, technologies and processes, and ultimately institutions and patients. 

This will lead to a high level of confidence in which the industry understands cybersecurity 
hygiene and ultimately establishes trust throughout the healthcare continuum. Once a baseline 
level of hygiene is established, the industry must come together to develop a methodology to 
audit, measure, and continually steer the industry progressively forward. 

The healthcarc industry must increase outreach for cybersecurity across all members of the 
healthcare workforce through ongoing workshops, meetings, conferences, and tabletop 
exercises. Additionally, the healthcare industry must provide patients with information on 

5 
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how to manage their healthcare data by developing consumer grading systems for non
regulated healthcare services and products. Lastly, the healthcare industry must develop cyber 
literacy programs to educate decision makers, executives, and boards of directors about the 
importance of cybersecurity education. 

b. What obstacles exist to implementing npdated systems across the health sector? 

The Task Force Report identifies potential obstacles to updating systems and several 
recommendations and action items to address such obstacles within Imperative 2 including: 

The relatively short lifespan for operating systems and other relevant plaiforms such 
as commercial off the shelfsoftware is inherently misaligned in health care as 
medical devices and EHRs may be utilized for 10, 15, 20, or more years. This 
misalignment may occur for a variety of reasons. Hospitals operate on thin budgets 
and cannot replace capital equipment like MR!s as quickly as new operating ;ystems 
are released. Product vendors have a product development life cycle that may take 
several years and they may start development using one operating system and by the 
time the product comes to market, newer operating systems may be available. 
Creative ways of addressing the aforementioned challenge areas may be found by 
engaging key clinical and cybersecurity stakeholders, including software vendors. 

4. It is apparent that most of the data breaches we are seeing and 
what is being reported on are starting at the end user devices and 
then escalating across an organization's network. This is very 
concerning as attackers are focused on the human element and 
utilizing known vulnerabilities to disrupt so many organizations. 
Given the criticality of these devices in the patient care setting, is 
this issue more systemic at the user level, or is there something we 
can do to minimize the risk and impact related to the end user 
devices? 

The task force recognized the end user education can help but can't eliminate 
the potential risk to end-user devices. Imperative 2 addresses a number of 
potential recommendations for minimizing the risk and impact including: 

• Increasing adoption and rigor of secure development lifecycle. 
• Improving manufacturing and development transparency among 

developers and users 
• Requiring strong authentication 
• Employing strategic and architecture approaches to reduce the attack 

surface 

5. We are seeing more and more connected medical devices as 
part of the Internet of Things. Our assumption is that each 
equipment maker will have their own set of servers, data, and 
possible connections to the cloud. 

5 
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a. How can we ensure that as these devices are added they will be 
secure, stay secure given the known issues with patching, and 
ensure that if one of these devices is compromised it will not 
allow every other connected medical device to be compromised? 

The Task Force Report has significant discussion on the importance of 
securing medical devices and the Task Force made a number of 
recommendations to help achieve the imperative to "Increase the security and 
resilience of medical devices and health IT." 

For example, the Task Force's Recommendation 2.1 is "Secure legacy 
systems.'' Many legacy systems have security weaknesses, which may 
contribute to the compromise of provider networks and systems. Every 
vendor and healthcare organization should be able to identify and classify 
legacy systems and develop an approach (e.g., compensating controls, device 
update, device retirement, network segmentation, or innovative architectures) 
to mitigate the associated risks. Note that though the action items in the report 
arc provided within the context of legacy systems, these action items are best 
practices that should be adopted for all products, including new ones. 

b. Should a "bill of materials" accompany every device or 
health IT product to ensure integrity of composition? 

Y cs, a "bill of materials" should accompany every device or health IT 
product. Recommendation 2.2 is "Improve manufacturing and 
development transparency among developers and users." In order to 
track medical device vulnerabilities, there is a need for transparency 
regarding third party software components. Having a "bill of materials" 
is key for organizations to manage their assets because they must first 
understand what they have on their systems before determining whether 
these technologies are impacted by a given threat or vulnerability. 
Moreover, this transparency enables hcalthcare providers to assess the 
risk of medical devices on their networks, confirm components are 
assessed against the same cybersecurity baseline requirements as the 
medical device, and implement mitigation strategies when patches are 
not available. To date, this practice has not been widely adopted by 
industry. 

6. What is the authority for HHS to support the Healthcare 
Cybersecurity and Communication Information Center (HCCIC) 
and foster the sharing of critical threat information when the 
National Cybersecurity Protection Act of2014 (NCPA) and the 
Cybersecurity Act of 2015 (CISA) Section 102 establishes the 
National Cybersecurity and Communications Integration 

~ 
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Center (NCCIC) to perform these functions? 

I defer to my HHS colleagues to respond to this question. 

The Honorable Susan Brooks 

1. While we see tremendous advantages to electronic health records 
in terms of efficiencies and patient safety, we have seen case after 
case of cyber breaches. Given the sensitivity of health records and 
data what actions need to be taken to properly protect these 
records and systems in a manner that is more secure than the 
networks of today? 

The Task Force Report includes a number actions that can be taken to protect 
records and systems. Imperative 2 of the report discusses the need to 
"Increase the security and resilience of medical devices and health IT." 
Recommendation 2.3, "Increase adoption and rigor of the secure development 
lifecycle (SDL) in the development of medical devices and EHRs," includes 
two specific actions items of note "Manufactures must develop for the long 
term in mind" (Action Item 2.3.2.), and a grand challenge to industry to come 
up with inventive manners (Action Item 2.3.8). 

2. Looking at the WannaCry ransomware outbreak experts from the 
healthcare and cybersecurity sectors have said that the health ca re 
sector remains vulnerable to infect ions like this one. They point to 
issues such as poor patch management, legacy systems, and a lack 
of expertise in the sector as root causes of the problem. These issues 
are also identified in the Task Force report, along with suggestions 
regarding how to address them. What is HHS doing today help the 
health ca re sector address these lingering threats? 

a. Arc there obstacles that HHS has identified in recovering 
from this outbreak, and preparing for the next? 

b. What are they, and what is HHS doing to address those 
obstacles, or help the sector address them? 

As the question notes, the Task Force made a number of 
recommendations to address these vulnerabilities. I defer to my HHS 
colleagues to speak to the Department's plans in response to these 
recommendations. 

3. It seems apparent that most of the data breaches we are seeing and 
what is being reported on are starting at the end user devices and 
then escalating across an organization's network. This is very 
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concerning as the attackers are focused on the human element and 
utilizing known vulnerabilities to disrupt so many organizations. 
Given the criticality of these devices in the patient care setting, is this 
issue more systemic at the user level or is there something we can do 
to minimize the risk and impact related to the end user devices? 

The Task Force recognized the end user education can help but can't 
eliminate the potential risk to end-user devices. Imperative 2 addresses a 
number of potential recommendations for minimizing the risk and impact 
including: 

• Increasing adoption and rigor of secure development lifecycle. 
• Improving manufacturing and development transparency among 

developers and users 
• Requiring strong authentication 
• Employing strategic and architectural approaches to reduce the attack 

surface 

4. As health care is looking for greater interoperability and the ability 
to seamlessly share data in a secure manner, what can be done to 
ensure that the data remains accurate and secure? Can the security 
of the transport of the data be guaranteed to not be compromised 
and if so what are some of the methodologies that can be deployed to 
keep that data secure? 

The Task Force Report includes significant discussion on this issue, 
including the following description of the risks to electronic health records. 
"Regulatory mandates that will force all EHR vendors to have a shared, 
publicly-available application interface could expose EHRs to additional 
attack vectors. The goal has been, and should continue to be, for patients to 
be able to "use third party applications" to gain access to their healthcare 
data for improved service delivery. In light of these trends, HHS needs to 
consider the technical details of how to accomplish this level of 
interopcrability in a secure manner prior to development and deployment. 
This will help ensure that this more universal access does not incidentally 
create a new vulnerable attack surface area." 

The Task Force Report includes several action items that address security as 
well as interoperability. For example, Action Item 2.1.4 says, "As a part of 
looking at incentives, government and industry should create 
partnerships/alliances to establish roadmaps for joint enhancement of 
cybersecurity interoperability and maturity through better procurement 
processes." 

5. We arc seeing more and more connected medical devices as part of 
the internet of things. Our assumption is that each equipment 
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maker will have their own set of servers, data, and possible 
connections to the cloud. How can we ensure as these devices are 
added they willl) be secure; 2) stay secure given the know issues 
with patching even traditional servers; and 3) ensure that if one of 
these devices is compromised that they do not allow every other 
connected medical device to be compromised? 

The Task Force Report has significant discussion on the importance of 
securing medical devices and the Task Force made a number of 
recommendations to help achieve the imperative to "Increase the security and 
resilience of medical devices and health IT." 

For example, the Task Force's Recommendation 2.1 is "Secure legacy 
systems." Many legacy systems have security weaknesses, which may 
contribute to the compromise of provider networks and systems. Every 
vendor and healthcare organization should be able to identify and classify 
legacy systems and develop an approach (e.g., compensating controls, device 
update, device retirement, network segmentation, or innovative architectures) 
to mitigate the associated risks. Note that though the action items in the report 
are provided within the context of legacy systems, these action items are best 
practices that should be adopted for all products, including new ones. 

The Honorable Tim Walberg 

1. The hearing focused heavily on specifications that HHS is taking, or 
should take, to improve health care cybersecurity, such as setting up 
the HCCIC or reviewing conflicting and confusing regulations. 
However, there is one very important issue that I don' t think was 
discussed, and that's this: HHS can create the best cybersecurity 
resources, or the most streamlined regulatory environment, but if 
there aren't qualified, knowledgeable experts at these health care 
organizations that truly understand how to leverage them, they 
won't be effective. And according to the Health Care Industry 
Cybersecurity Task Force report, the health care sector is severely 
lacking qualified cybersecurity experts. 

a. Is HHS concerned about the lack of cybersecurity experts 
available to health care organizations? 

b. How does HHS plan to help industry address this shortage of qualified 
personnel? 

As the question notes, the Task Force Report includes Imperative 3, "Develop the health care 
workforce capacity necessary to prioritize and ensure cybersecurity awareness and technical 
capabilities." I defer to my HHS colleagues to speak to the Department's plans in response to 
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the recommendations and action items associated with this Task Force Imperative. 

The Honorable Ryan Costello 

1. Over the past few years we have heard of several significant data 
breaches and unauthorized exfiltration of sensitive data across the 
government. While we are addressing our failures in the past by 
enhancing our network and perimeter security, it appears that we 
are failing to address how we protect sensitive data within and 
outside our networks. 

a. What steps/measures are you considering that are data-centric, 
as opposed to perimeter-based or otherwise, to ensure the 
privacy and security of data and preventing data exfiltration in 
the event of an intrusion? 

b. What is your ability to (cryptographically) protect data at rest, in transit, 
and in usc? 

c. Do you have any mechanism to protect sensitive data from 
imp roper access by highly privileged users such as system 
administrators? 

d. What ability do you have to detect improper data access by 
authorized users (i.e., in an anomalous and possibly malicious 
manner)? Do you have proactive capabilities in this area, or 
only after-the-fact, forensic capability (or neither)? 

c. Do you have the ability to share sensitive data across your 
organizational boundary with authorized recipients and still 
protect it? 

f. How do you measure use of or attempts to use data -
successful or otherwise -that has been the subject of a 
breach, as opposed to simply rcpol ting the number of records 
that have been breached? 

g. What monitoring tools and technologies do you usc in 
advance of learning about a breach to detect and 
anticipate breaches and attempts to gain access to data? 

I defer to my I IHS colleagues to respond to this question. 

2. Whether intentional or unintentional, users typically resist 
additional security steps and friction in their workflow and often 
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are the target of malicious attacks. 

a. Do you have the ability to transparently encrypt and decrypt 
data for common file types that your users work with? 

b. When you encrypt data, do you do this from the moment of 
creation to the moment of consumption, or do you do this 
only on backend systems (encrypted data base or hard drive 
disks)? 

c. Can you revoke access on a granular level to specific 
documents, people, etc. after the document has left your 
control (e.g. without having to recall the file and retransmit 
a new version)? 

I defer to my HHS colleagues to respond to this question. 

3. In your role as Co-Chair of the Health Care Industry Cybersecurity 
Task Force, and as a Chief Information Security Officer at CMS, 
have you looked into the fact that many servicers of medical 
equipment are unknown to the federal government and not 
under federal requirements to meet standards for servicing? 

As part of the Task Force's work, the Medical Device Working Group 
examined this issue and identified the need for additional analysis in the 
area. If the organizations providing services to healthcare providers have 

access to protected health information, they may be business associates 
under the HIP AA Rules and be required to enter into business associate 
agreements which impose certain requirements under the HIPAA Rules. 

On a broader level the Task Force Report includes a number of 
recommendations around the unique needs of small and rural organizations, 
as well as new entrants or innovators. These organizations can have 
different and sometimes more acute needs than large organizations, who 
have already invested in eyber security and infrastructure. Harmonizing 
regulations can help to reduce burden on these organizations in particular, 
-and thus increase patient safety. 

4. Currently, only the original equipment manufacturers (OEMs) are 
required to report to the FDA and meet federal quality servicing 
standards. 

a. How can CMS be assured that critical equipment is being patched against 
cybersecurity problems if there is no window into all providers of service? 
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b. What is CMS doing to ensure that such providers arc able to meet 
cybersecurity needs as they access highly technical, network-based equipment? 

Under current law, CMS does not have authority to examine the security of Medical devices 
used by medical professionals and patients. I understand that the Food and Drug 
Administration issued nonbinding recommendations through Guidance for Industry and 
FDA staff on the issue of Post Market Management of Cybersccurity in Medical Devices. 4 

https:llwww.fda.govldownloadslmcdicaldevices/deviceregulationandguidancelguidancedocumcntslucm482022. 

pQf 
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