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(1) 

OVERSIGHT OF THE U.S. SECURITIES AND 
EXCHANGE COMMISSION 

TUESDAY, SEPTEMBER 26, 2017 

U.S. SENATE, 
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS, 

Washington, DC. 
The Committee met at 10:02 a.m. in room SD–538, Dirksen Sen-

ate Office Building, Hon. Mike Crapo, Chairman of the Committee, 
presiding. 

OPENING STATEMENT OF CHAIRMAN MIKE CRAPO 

Chairman CRAPO. The Committee will come to order. 
Today we will receive testimony from Securities and Exchange 

Commission Chairman Jay Clayton regarding the work and agenda 
of the SEC. 

Thank you, Mr. Chairman, for attending here today. 
Oversight of the SEC is a critical function of this Committee, and 

the SEC has an important three-part mission: to protect investors; 
maintain fair, orderly, and efficient markets; and facilitate capital 
formation. No one part of this mission is more important than the 
other. 

The SEC increases transparency and trust in the U.S. stock mar-
ket, providing investors with the material information they need to 
make informed investment decisions. It also helps investors partici-
pate in our markets on a fair footing so that they can prepare for 
important milestones in their lives, such as college, retirement, or 
other life-changing events. It is critical that the SEC continue its 
important work to fulfill this mission. 

At the same time, the SEC must be cognizant that its work may 
carry risks to the very markets and investors it seeks to help. I 
commend you for initiating an assessment of the SEC’s cybersecu-
rity risk profile, Mr. Chairman. 

The Commission collects and stores a huge amount of public and 
nonpublic data. If this data were subject to a cyber breach, it could 
have severe consequences to the markets, market participants, and 
to the American public. 

I was disturbed to learn that the SEC suffered a cyber breach of 
its EDGAR system in 2016, but did not notify the public, or even 
all of its Commissioners, until it was discovered during your recent 
review. 

It is critical that the SEC safeguards the data it collects and 
maintains, especially as the consolidated audit trail, or CAT, be-
comes operational. 
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Through the CAT, the SEC will have access to significant non-
public market data and personally identifiable information, includ-
ing individuals’ names, addresses, dates of birth, and Social 
Security numbers. The recent Equifax breach has highlighted the 
need to protect this sensitive and valuable information. We need to 
ensure that entities only collect this type of information if and 
when absolutely necessary and, if it is collected, that it is properly 
secured. 

I am glad to see that under your leadership, Chairman Clayton, 
the SEC is taking cybersecurity seriously. Other regulators and 
agencies should follow your lead and delineate their own cyber risk 
profiles and, if breached, they too should disclose such events to 
Congress and the public. 

Cyber attacks and breaches are a significant risk at all entities, 
both regulators and companies. As part of your work in the cyber-
security area, you should also review current cyber risk disclosure 
guidance to ensure that investors understand the magnitude and 
complexity of cyber risks at public companies. 

Along with your attention to cyber, I appreciate your focus on the 
standards of conduct for investment advisers and broker-dealers. 
The DOL fiduciary rule will limit investor choice, making investing 
more expensive for many Americans, and ultimately hurt the abil-
ity for people to save for retirement. 

If clarification needs to be made about the standards of conduct 
for broker-dealers and investment advisers, I believe the SEC has 
the most expertise and is the best positioned to establish consistent 
standards for all investors. 

I also appreciate your focus and public discussions on the impor-
tance of encouraging capital formation. The capital markets are 
essential to helping companies grow, facilitating job growth, and 
ensuring that Americans have investment opportunities. 

I am interested in hearing your ideas of how we can encourage 
more companies to go public without discouraging the availability 
of capital in the private market. 

The Senate recently passed several bipartisan securities bills, 
and we would be interested in additional ways Congress can im-
prove securities laws to help all Americans. 

I look forward to hearing your thoughts on these issues and on 
the future agenda of the Commission. 

Senator Brown. 

STATEMENT OF SENATOR SHERROD BROWN 

Senator BROWN. Thank you, Chairman Crapo. Welcome, Chair 
Clayton, to our Committee for one of many visits I am sure you will 
make. 

Last week, as just about every adult in America was trying to 
comprehend the risks that they or someone in their family face be-
cause of the Equifax cyber breach, you disclosed the SEC’s own 
breach in 2016. In addition to raising serious concerns about the 
integrity of the SEC’s data systems, that breach allowed hackers 
to obtain nonpublic information and perhaps make illegal stock 
trades. 

We expect that companies that hold Americans’ personal and fi-
nancial data will keep that information secure and be upfront with 
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the public, with regulators, and with lawmakers when breaches, in 
fact, occur. 

Our regulatory agencies must abide by the same or, frankly, a 
higher standard. So when we learn a year after the fact that the 
SEC had its own breach and that it likely led to illegal stock 
trades, it raises questions about why the SEC seems to have swept 
this under the rug. What else are we not being told? What other 
information is at risk? What are the consequences to the American 
investing public and the American public generally? 

Of course, this breach took place under your predecessor, we rec-
ognize that, but the disclosure, or the lack thereof, is all yours. 
How are Main Street investors expected to have confidence that the 
SEC can hold big companies accountable when the SEC is not more 
immediately forthcoming? 

Equifax violated the public’s trust twice—first when it failed to 
secure the volumes of data it collects and profits from about Ameri-
cans’ financial lives, and then a second time when it waited over 
a month to admit to the breach. How can you expect companies to 
do the right thing when your agency has not? 

We all have to earn the public’s trust every day. Right now, the 
SEC needs to do more, and it needs to make sure that the compa-
nies it regulates do better. 

Doing more does not end with cybersecurity. The SEC’s investor 
protection mandate has never been more important. Making sure 
Main Street investors are treated fairly, companies do not abuse 
accounting rules, and markets are efficient and transparent should 
be at the top of your list at the SEC as you consider offering re-
forms and reducing disclosure. 

Protecting investors and maintaining financial stability also 
means that the SEC needs to finish the Dodd-Frank Title VII de-
rivatives rules, the incentive compensation rule, and the rules on 
clawbacks and hedging equity compensation. Each of these 
rulemakings will help enhance investors’ and the public’s trust in 
our markets and the financial system. 

Chair Clayton, it’s been almost 5 months since your swearing in. 
I expect the next 5 months will be more demanding than the last 
five. 

The list of your responsibilities grows. Now everyone is watching 
how the SEC responds and how you personally, as Chairman of the 
SEC, hold companies accountable. 

Thank you. 
Chairman CRAPO. Thank you, Senator Brown. 
Chairman Clayton, as you know, your full written testimony has 

been made a part of the record. I understand that you have asked 
for an extra minute for your opening statement, and you are wel-
come to have that. But I do not want the Senators to think that 
everybody is being granted an extra minute in their questioning, 
and I encourage them to remember the time. 

With that, Mr. Chairman, please proceed. 

STATEMENT OF JAY CLAYTON, CHAIRMAN, SECURITIES AND 
EXCHANGE COMMISSION 

Mr. CLAYTON. Thank you for your indulgence. 
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Chairman Crapo, Ranking Member Brown, distinguished Mem-
bers of the Committee, thank you for the opportunity to testify be-
fore you today about the work of the U.S. Securities and Exchange 
Commission. I will attempt to be concise in my remarks, as I know 
you and the American people have many important questions re-
garding, among other things, our cyber risk profile and the intru-
sion we disclosed last week. 

I will start with a thank you. My fellow Commissioners and the 
people of the agency have been incredibly welcoming to me. I have 
benefited from each interaction with these dedicated individuals. 

During my four months at the Commission, I have devoted a sub-
stantial portion of my efforts to agency operations, including as-
sessing whether we have the people, technology, and office space 
necessary to succeed in our mission. 

As discussed in more detail in my written testimony, I believe 
there are four areas where additional focus and resources are most 
needed: cybersecurity; retail investor protection; market integrity, 
including market structure, risk, and resiliency; and capital forma-
tion. 

Specifically with regard to cybersecurity, I have been focused on 
this issue, internally and externally, since my first weeks at the 
Commission. As recent events demonstrate all too well, this is an 
area where we need to devote significant resources and attention 
to respond to market developments and meet the expectations of 
the American people. 

I will turn to the recently disclosed incident. In August 2017, in 
connection with an ongoing investigation by our Division of En-
forcement, I was notified of a possible intrusion into our EDGAR 
system. In response to this information, I immediately commenced 
an internal review. 

Through this review and the ongoing enforcement investigation, 
I was informed that the 2016 intrusion, one, provided access to 
nonpublic EDGAR filing information and, two, may have provided 
a basis for illicit gain through trading. 

We believe the intrusion involved the exploitation of a defect in 
custom software in our EDGAR system. When it was originally dis-
covered, our Office of Information Technology—we refer to it as 
‘‘OIT’’—took steps to remediate the defect and reported the incident 
to the Department of Homeland Security. Based on the investiga-
tion to date, OIT staff believes that the prior remediation effort 
was successful. We also believe that the intrusion did not result in 
unauthorized access to personally identifiable information, jeop-
ardize the operations of the Commission, or result in systemic risk. 
I note our review and investigation of these matters is ongoing, and 
it may take substantial time to complete. 

This review has two related components. The first is focused on 
the 2016 intrusion itself, including efforts to determine its scope 
and whether there were or are any related vulnerabilities in our 
EDGAR system. Importantly, in conducting this review, it has been 
a priority and a constraint to maintain the security and operational 
capabilities of EDGAR. EDGAR is a critical component of our dis-
closure-based market system and accepts filings virtually continu-
ously during the week. 
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Various agency personnel, including members of the Enforcement 
Division, the Office of General Counsel, and the Office of Inspector 
General, have been involved in this effort. In addition, I have for-
mally requested that the Office of Inspector General begin a review 
into, one, what led to this intrusion; two, the scope of nonpublic in-
formation compromised; and, three, our efforts in response. I have 
asked the Office of Inspector General to provide recommendations 
for how the SEC should remediate any related system or control 
deficiencies. 

The second component of our review consists of our investigation 
into trading potentially related to the intrusion. The investigation 
is being conducted by our Division of Enforcement and is ongoing. 

There are limits on what I know and can discuss about the 2016 
incident due to the status and nature of these reviews. Neverthe-
less, this past Wednesday I directed the issuance of a cyber risk 
profile statement and a press release highlighting the 2016 intru-
sion. I directed this disclosure because, although many questions 
remain, I believed that, one, once I knew enough to understand 
that the intrusion provided access to nonpublic EDGAR test filings 
and, two, that this may have resulted in the misuse of nonpublic 
information for illicit gain, it was important to make that disclo-
sure to the American public and Congress. 

The matter involving our EDGAR system concerns me deeply. I 
recognize that I am not the only one who is deeply concerned. 
Rightfully, it will cause this Committee and others to increase their 
focus on whether the Commission’s approach to cybersecurity ap-
propriately addresses our cyber risk profile. This is all the more 
reason it was appropriate to disclose the intrusion now even 
though our review and investigation are ongoing. 

As a result of this incident, some have questioned whether we 
can appropriately protect the sensitive information we receive and 
whether we should receive additional data to further our mission. 
This is not the time for the SEC to pull back from our important 
market oversight role by limiting our access to sensitive informa-
tion. Our mission is too important to millions of Main Street inves-
tors, issuers, and market participants to do so. We must be vigi-
lant, and we must do better. 

We must also recognize in both the public and private sectors, in-
cluding the SEC, there will be intrusions and that key components 
of cyber risk management for organizations and market partici-
pants generally are resilience and recovery. 

Turning to policy matters, my written testimony discusses our 
recent regulatory efforts in detail. I will highlight only one item: 
the upcoming Regulatory Flexibility Act Agenda, a semiannual dis-
closure of the Commission’s near-term priorities. I believe it is im-
portant that these agendas provide transparency and account-
ability for agency matters. If they are to meet their intended pur-
pose, these agendas must be streamlined to inform Congress, inves-
tors, and other interested parties about what we intend to do and 
realistically expect to do over the coming year. We intend to pro-
vide just such an agenda. 

Thank you, and thank you for your indulgence on the extra time. 
Chairman CRAPO. Thank you very much, Chairman Clayton. 
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First, I have been long concerned with the growing data collec-
tion requirements by our regulators. I am very concerned also 
about the massive data collection that is going on in the private 
sector, information about people’s lives that can and, we are seeing, 
has resulted in damage to them. My concerns have only grown 
given the disclosed cyber breaches at the FDIC, the IRS, the OPM, 
your Commission, and at other agencies. I have mentioned many 
times in hearings the Consumer Financial Protection Bureau and 
its massive data collection that I am very concerned about. 

In addition, the SEC itself has come under scrutiny in recent 
GAO reports for its own security controls over its key financial sys-
tems and information. The SEC and other agencies monitor, regu-
late, and enforce the data safeguards in place at regulated entities. 

Given the amount of data that they collect as well as the roles 
they play as the stewards of our markets, the SEC and other Gov-
ernment agencies must be held to a higher standard when it comes 
to cyber readiness. 

A couple questions about the current cyber attack that you are 
dealing with. Can you give us any more information about the de-
fect in the software that caused this attack? Or is this not the time 
to discuss that? 

Mr. CLAYTON. I do not have any more information about the type 
of defect that led to the intrusion. There is an ongoing investiga-
tion. We have gotten the Office of Inspector General involved, and 
as relevant facts become available, we intend to work with this 
Committee to ensure that you have the information you need in 
your oversight role. 

Chairman CRAPO. And you have said this already in your testi-
mony generally, but what actions did you take as you found out 
about this breach? 

Mr. CLAYTON. So it is not like you find out about a breach and 
you know everything on day one. 

Chairman CRAPO. Right. 
Mr. CLAYTON. This came to my attention in August of this year. 

I immediately instructed that an investigation take place. Over the 
course of that investigation and review, it became clear to me that 
this was a serious matter. When it became clear to me that this 
was a serious matter, I made the determination to take a number 
of steps, including ensuring that the system was continuing to 
work. As I said, it is a system that is critical to the operations of 
our markets and the SEC. 

Also, disclosure. I know that that is a focus for this Committee. 
Let me get right to it. I decided when this was serious that disclo-
sure was necessary. Then the question is: What facts do you have? 
We tried to gather more facts. You want to make a clear disclosure. 
You do not want to make disclosure that is misleading. I made the 
decision over the last past weekend that the time had come to 
make disclosure. We knew enough to make the disclosure. We were 
not going to learn any more at that time, and we made the disclo-
sure. 

We have taken a number of additional steps, including hiring 
outside consultants to do penetration testing, constant reviews of 
our system. One of the worries in a situation like this is when you 
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make a public disclosure, other people try to test and probe. You 
know, we are under constant attack from nefarious actors. 

So I can go through other things, but that is a high-level sum-
mary of the steps taken. 

Chairman CRAPO. All right. Thank you very much. 
I would like to talk about the consolidated audit trail for just a 

moment. The consolidated audit trail, or CAT, is an issue that has 
been important to me and many Members of the Committee for a 
number of years. Once implemented, CAT will capture customer 
and order event information from the time of the order inception 
through execution. Such information will also include personally 
identifiable information. As I mentioned, I am concerned by the 
Government’s collection of such information. 

Do you believe that this data must be collected? And if so, how 
can you assure that it will be adequately protected? 

Mr. CLAYTON. I do believe that data of the type we are discussing 
in CAT is very valuable to our oversight role. If you look at insider 
trading or monitoring of investment managers, broker-dealers, this 
type of data enables us to detect insider trading that we would not 
have been able to detect in the past. It enables us to prioritize our 
examination efforts. It is important. 

That said, when I got to the Commission and investigated the 
CAT system as a person responsible for it as opposed to someone 
from the outside, I quickly made the decision that we do not want 
to take sensitive data that we do not need to further our mission, 
and we need to examine that data. We also should not take any 
sensitive data unless we can protect it, and I felt that way a month 
ago, 2 months ago. I feel that way even more so today. 

Chairman CRAPO. All right. Thank you. 
Senator Brown. 
Senator BROWN. Thanks, Mr. Chairman. 
Equifax, as we know so well, waited 6 weeks to disclose its cyber 

breach. The personal identifiers of 143 million Americans were in 
the hands of criminals, as we know. Companies may often say if 
a matter does not have a material impact on its financial results, 
they do not need to disclose it to investors and the public. Is mate-
riality the right disclosure standard when a company has a breach 
and Americans’ personal information is stolen? 

Mr. CLAYTON. Senator, I believe materiality is the core of our dis-
closure system. I believe it is the touchstone. Going to your ques-
tion about whether companies are making the right materiality as-
sessment, I think that is a very good question. 

Senator BROWN. So when it is left in the hands of the company, 
with the SEC, just from that response, it does not seem as engaged 
maybe in this question and this issue as we might like. They may 
continue this kind of behavior. 

Mr. CLAYTON. Companies should be disclosing more. I am not 
going to talk about a specific company or a specific set of cir-
cumstances. That is inappropriate in my position. As I look across 
the landscape of disclosure—and I have been saying this for some 
time—companies should be providing better disclosure about their 
risk profile. Companies should be providing sooner disclosure about 
intrusions that may affect shareholders’ investment decisions. And 
I also believe that across the landscape of our markets, not just 
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company by company or regulator by regulator but across our mar-
kets, there should be better disclosure as to the cyber risks we face. 

Senator BROWN. So you would totally disagree with Equifax’s de-
cision to withhold that information for those several weeks, citing 
materiality, if they were? 

Mr. CLAYTON. Senator, I am not going to get into a particular 
company’s decision or nondecision. 

Senator BROWN. So you cannot say to this Committee that 
Equifax was not wrong in withholding this information? Irrespec-
tive of the executives that dumped their stock, forget that for a mo-
ment. You cannot say to this Committee they were wrong in with-
holding that information? 

Mr. CLAYTON. It would be inappropriate for me to comment on 
that matter, that specific matter. Let me say this about making the 
decision on when to disclose: We expect people to constantly as-
sess—when they have notice of a cyber breach, we expect people to 
constantly assess whether that breach is material to investors and, 
when they determine that it is, make appropriate disclosure 
promptly. 

Senator BROWN. Well, that is a pretty big concern. If a company 
did what they did and the Chair of the SEC is not willing to be 
critical of that, that is a concern to a lot of us. 

Let me move to another part of Equifax. This morning, Equifax 
announced its CEO is retiring. Two weeks ago, the CIO and the 
chief security officer retired. Do you think it is appropriate, Mr. 
Chair, for the executives who ran the company during the massive 
breach, that they get to retire and keep their bonuses and stock 
awards? 

Mr. CLAYTON. Again, Senator, that is a specific matter, a matter 
that may come before the Commission, may come before me to 
make decisions. It would be inappropriate for me to comment on 
that specific matter. 

Do I believe that if executives have profited from a high stock 
price that is the result of failure to disclose other acts that are 
clearly violations of our securities laws, should there be an ability 
to get back those gains? Yes, I do. 

Senator BROWN. And you think the clawback should be ordered 
by the SEC, not relying on the board, as Wells Fargo apparently 
did? 

Mr. CLAYTON. As you know, there is a pending rulemaking in 
this regard, and we are looking at that. 

Senator BROWN. And isn’t it time the SEC finished the Dodd- 
Frank clawback rule? 

Mr. CLAYTON. It is one of many mandates. I intend to finish the 
mandate. There is a prioritization. I am going to be very open with 
this Committee and the American people in the Regulatory Flexi-
bility Agenda about our priorities, and I welcome your continued 
input on how we prioritize those. 

Senator BROWN. And you understand the American public in 
case after case after case feels this Government let it down when 
executives through massive incompetence, which may have been all 
it was with Equifax, or fraud, if the failure to disclose contributed 
to the executives dumping their stock, you understand the Amer-
ican public’s anger with the fact—forgetting anybody going to 
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prison, I get that; but not even clawbacks for these executives, you 
understand the American public’s outrage about that? 

Mr. CLAYTON. Yes, I do. 
Senator BROWN. OK. Glad to hear it. Thank you. 
Chairman CRAPO. Thank you. 
Senator Scott. 
Senator SCOTT. Thank you, Mr. Chairman. And thank you to 

Chair Clayton for being here this morning, and thank you for your 
important work. 

I once had to answer to the SEC as a financial representative, 
and it was never fun to have you guys walk into the office and 
share your valuable time with those of us in the business. How-
ever, I do think it is important for us to recognize the fact that the 
fiduciary rule has had a negative impact on many Americans. The 
average South Carolinian has less than 1 year’s salary in their re-
tirement accounts. Restricting access to professionals in the finan-
cial industry has a negative impact on the resources available to 
the average American for retirement, and the last thing we need 
to do at this point is to find ways to get experts out of the house-
hold, which is the unintended consequence of the fiduciary rule 
from my perspective. 

There was a survey of 600 financial advisers. They found that 75 
percent of the professionals whose clients have starting assets 
under $25,000 will take on fewer small accounts due to increased 
compliance costs and legal risk under the DOL’s rule. These folks 
desperately need the experts to make good, sound financial deci-
sions. 

I was pleased to see the 18-month delay, so my question to you 
is: What more can you tell us about your coordination with the 
DOL on the fiduciary rule and the 18-month delay? 

Mr. CLAYTON. Yes, thank you, Senator. I want to thank Sec-
retary Acosta for reaching out to the SEC in this regard, reaching 
out to say we should work together on this. And I believe we 
should work together. 

With respect to steps we have taken, I have issued a request for 
updated views from investors and from industry participants on 
the effects of the DOL rule and what we should do going forward 
in terms of standards of conduct. We are reviewing the information 
received. I have made it clear that, based on what I know to date, 
there are a couple of things that I want to make sure are reflected 
in any rulemaking, including joint rulemaking, we do in this re-
gard, including with the State regulators: 

First, that investors of the type you describe have choice, that 
they are not pushed into a narrow set of circumstances as a result 
of whatever steps we take; 

Second, that there is clarity, that investors know the type of per-
son they are dealing with, and they know the obligations owed to 
them; 

Third, that there is consistency. If you have two different types 
of accounts—a retirement account and a nonretirement account— 
but you are facing the same person, there ought to be consistency 
with respect to those accounts; 

And, last, coordination, that we, the DOL, and the State regu-
lators are coordinated in how we approach this. 
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And I am very much looking forward to working with the Depart-
ment of Labor as we proceed. 

Senator SCOTT. Thank you. It certainly is good to have the SEC 
and the DOL working together on such an important issue. 

State insurance regulators are the experts on fixed-income annu-
ities. How will you be involving the State regulators? 

Mr. CLAYTON. I have been in dialogue with the State regulators 
since I got on the job, and they will be part of this effort. 

Senator SCOTT. Excellent. I know I am running out of time, so 
I do want to make two more points, one on the Chicago Stock Ex-
change. The fact that we are looking at Chinese investors trying to 
buy the Chicago Stock Exchange, and you pumping the brakes on 
that decision I think is good. We all would like to encourage more 
FDI, but we need to do it in the most responsible way possible, so 
thank you for your position and your perspective on that issue. 

Another issue that seems to be really important these days is 
shareholder resubmissions. Management of public companies 
should be held accountable by their shareholders. A balance be-
tween both sides ensures productivity and corporate transparency. 

That said, I wonder if the scales have not been tipped a little bit 
too far. As of now, we allow for the resubmission of shareholder 
proposals even if nearly 90 percent of shareholders have already 
voted no in the past. That increases costs and distracts from long- 
term thinking, all the while doing little to protect investors. 

How are other shareholders impacted by such a low bar for pro-
posal of resubmission? 

Mr. CLAYTON. Senator, I agree with you, this is an area that we 
should be continually examining because shareholder access to 
management is important. There are many times where share-
holders have made proposals that have gotten traction and have 
led to positive change. 

That said, you identify an issue that you can have: Not widely 
held and idiosyncratic views of a few shareholders cost the other 
shareholders a substantial amount of time and cost management a 
substantial amount of time, which is valuable time you do not get 
back. And we need to continually look at that balance in our over-
sight role. 

Senator SCOTT. Thank you. 
Thank you, Mr. Chairman. 
Chairman CRAPO. Thank you, Senator Scott. 
Senator Tester. 
Senator TESTER. Thank you, Mr. Chairman. 
On the topic that Senator Scott just brought up with the U.S. 

stock exchange potential purchase by a Chinese company, I hope 
your review would come back negative in that regard. That is just 
my opinion as a dirt farmer, OK? 

Look, earlier this month, we learned in Montana that 360,000 
people had their private information stolen when the Equifax 
breach happened. To put that in perspective, that is over 60 per-
cent of the adults in our State, OK? 

I think if the election said anything last time—and it said many 
things—it said people on the ground, regular folks, are tired of 
folks getting away with apparent wrongdoings. Your answer, 
Chairman Clayton, to the Ranking Member that it was 

VerDate Nov 24 2008 12:33 May 31, 2018 Jkt 046629 PO 00000 Frm 00014 Fmt 6633 Sfmt 6633 S:\DOCS\28283.TXT SHERYL



11 

inappropriate to comment on the 6-week delay, the 6-week delay 
seems a little bit bizarre to me, especially if, in fact, these folks 
dumped stock and tried to—why would they wait 6 weeks? 

Mr. CLAYTON. Senator, these are good questions. They are valid 
questions. 

Senator TESTER. Yeah. 
Mr. CLAYTON. They are questions that the American public 

should have. In my position as a person who may have to—— 
Senator TESTER. That is why you do not want to comment, be-

cause it is your position—you believe firmly that these folks need 
to be held accountable if there is any wrongdoing, whether they 
still have their position or resigned from their position? You will, 
to the full extent of the law, enforce the law? 

Mr. CLAYTON. That is my job. 
Senator TESTER. Good. I would just say that what transpired 

here—and I am not in your position, but 6 weeks is way, way, way 
too long. And I just cannot believe that, quite frankly—and, by the 
way, Mr. Chairman, I know Richard Smith resigned today, but I 
hope he still comes in front of the Committee. I hope you still can 
get him in front of the Committee next week, because I think it is 
less spending time with his family and more of not spending time 
with us. And I think that is really important. And let me give you 
an example. They spent 6 weeks announcing the breach, but his 
resignation was—papers were signed yesterday. It was announced 
today. And so they could do it quicker if they wanted to do it, and 
I hope that moving forward we will be watching, OK? 

As far as the SEC’s breach, when in 2016 did that happen? What 
month? 

Mr. CLAYTON. That is part of our ongoing internal investigation. 
Senator TESTER. You do not know for sure? 
Mr. CLAYTON. I do not think we can say for sure. 
Senator TESTER. OK. One of the questions the Chairman asked 

you is: What type of defect caused the breach? And you said you 
did not know what that defect was. And it is an honest answer, but 
the question is: What is stopping them from doing it again? If you 
do not know what the defect is and they breached your system, it 
looks to me like they can breach your system anytime they want 
if you do not know what the defect is? 

Mr. CLAYTON. I will tell you what I do know. I am told it was 
a defect in a custom piece of software for our EDGAR system. I am 
not a computer science expert. It has been a long time since I have 
done programming. But my understanding of this landscape, 
though, is the more custom software is, the more likely it is to be 
vulnerable. 

Senator TESTER. So you were able to cut the custom portion out 
that was—— 

Mr. CLAYTON. Your characterization and mine are going to be 
laymen’s. I think that is—— 

Senator TESTER. All right. I got it. 
Mr. CLAYTON.——fair enough. 
Senator TESTER. So you did say that you were in the process of 

a review that would involve—that would determine the scope of the 
breach and the response to that scope. What is your timeline for 
that? 
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Mr. CLAYTON. I cannot give you a timeline. I have experience 
with these kinds of investigations. One of the things we are con-
strained by is, you know, you have got to pull a lot of data to look 
at this, including in terms of scope. 

Senator TESTER. Yeah. Just let me ask you this: Do you feel that 
this is an urgent matter? 

Mr. CLAYTON. I do. 
Senator TESTER. So when there are not definite timelines, it has 

been my experience that these things go on forever. And I would 
hope that you as Chairman of the SEC will put the screws to these 
folks and make sure that they are getting this job done so we can 
find out what is going on. This is a big deal. 

Mr. CLAYTON. I will, and I have already involved the Office of In-
spector General. 

Senator TESTER. OK. 
Mr. CLAYTON. Because they should be looking at this as well. 
Senator TESTER. One other thing: DOL fiduciary rule. And Sen-

ator Scott said that you were working together to harmonize those 
rules. I was thinking about something else. I did not pick that up. 
I just want to confirm that. Are you working with the DOL to har-
monize that fiduciary rule so that people do not get ping-ponged 
back and forth between two rules? 

Mr. CLAYTON. Yes. 
Senator TESTER. OK. And do you anticipate—that harmonized 

rule will be out when? 
Mr. CLAYTON. This is a priority for me. Everything cannot be a 

priority. This is a priority for me. 
Senator TESTER. Well, you have got a lot of people that work for 

you, so you can have more than one—— 
Mr. CLAYTON. Yeah, we are pushing this one. This is the top of 

my list in that area of the Commission. 
Senator TESTER. Thank you very much. 
Chairman CRAPO. Thank you, Senator. 
Senator Kennedy. 
Senator KENNEDY. Thank you, Mr. Chairman, and Mr. Chair-

man. 
You said you found out about the SEC data breach in August of 

this year? 
Mr. CLAYTON. Yes, sir. 
Senator KENNEDY. When did the SEC find out about it? 
Mr. CLAYTON. In 2016. 
Senator KENNEDY. Did Chairwoman White know about it? 
Mr. CLAYTON. What happened in 2016 and who knew about it is 

going to be the subject of this review that I have asked the Office 
of Inspector General to—I have no belief sitting here that Chair 
White knew about this. 

Senator KENNEDY. Well, when you found out about it in August 
of 2016, how did you find out about it? 

Mr. CLAYTON. Our Division of Enforcement had an ongoing in-
vestigation. Information that they gained in connection with that 
investigation caused them to question whether there had been a 
breach of our system. And that is the time I launched an investiga-
tion. 

Senator KENNEDY. And when did they raise that question? 
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Mr. CLAYTON. When did they raise that question? 
Senator KENNEDY. When did they raise the question that there 

might have been a data breach? 
Mr. CLAYTON. They raised it to me in August of this year. 
Senator KENNEDY. Did they raise it at 10 o’clock in the morning 

and then call you at 11:00? Or did they know about it for a while? 
Mr. CLAYTON. I think they raised it promptly upon learning 

about it, but, you know, again, our response to this matter is some-
thing that I am concerned about and want to get to the bottom of. 

Senator KENNEDY. Well, this bed was on fire when you laid down 
in it. I am not blaming you. Did Chairwoman White tell you about 
this breach when she was leaving and say, ‘‘This is something you 
need to worry about’’? 

Mr. CLAYTON. No, no. Like I said, I have no indication that Chair 
White had knowledge of this breach. 

Senator KENNEDY. OK. Will you at some point tell us when the 
SEC first learned about the breach—not when you were first noti-
fied, but when the SEC first learned about the breach? 

Mr. CLAYTON. Yes, I have asked the Office of Inspector General 
to look into this matter. Those are questions I want to know the 
answer to, because they are going to help us do better going for-
ward. 

Senator KENNEDY. OK. Is there any possibility, realistic possi-
bility that the SEC knew about this breach in 2016 and did not dis-
close it? 

Mr. CLAYTON. I do not want to go there. I want to wait until the 
facts come out. 

Senator KENNEDY. OK. That is fair. 
Let me ask you about the Equifax breach. After the company, 

Equifax, learned about the data breach, several senior executives 
sold stock. Was that insider trading? 

Mr. CLAYTON. I am not going to comment on that specific matter 
for the reasons that I have discussed. 

Senator KENNEDY. Are you going to investigate it? 
Mr. CLAYTON. We do not comment on investigations, including 

whether they are actually pending. 
Senator KENNEDY. Well, you are not going to ignore it, are you? 
Mr. CLAYTON. I am not ignoring this. I am not ignoring this or 

other events like it. 
Senator KENNEDY. So I take it you are neither confirming nor de-

nying that there is an investigation? 
Mr. CLAYTON. That is correct. 
Senator KENNEDY. OK. Well, if you decide—and I am not sug-

gesting—— 
Mr. CLAYTON. It has been our policy for a long time. I want to 

say that, you know, the internal investigation is going on. 
Senator KENNEDY. Sure. I understand. 
Mr. CLAYTON. I needed to disclose that one. I want to stick with 

our policy with respect to third parties. 
Senator KENNEDY. It is the anti-Comey rule. I understand. 
Well, let me put it this way: I am not suggesting you will not in-

vestigate, but if you decide not to investigate, would you let us 
know so we can investigate? 

Mr. CLAYTON. I think that is a fair question. 
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Senator KENNEDY. OK. Fair enough. And I am not accusing any-
body of anything. I am really not. But there is more than just the 
data breach involved here. There is the sanctity of our equity mar-
kets as well. And I am not accusing anybody of anything. I think 
the executives are taking the position that they knew nothing, saw 
nothing. This was just a coincidence. And that may well be, but 
trust and verify. And I am glad to hear that you are investigating. 

Mr. CLAYTON. Thank you. 
Senator KENNEDY. I am about out of time. You know what 

strikes me and I think many Americans as curious about the credit 
reporting agencies? I did not hire them. I did not hire them to col-
lect information about me. I mean, they do not represent me. They 
represent business, which I understand. But I did not hire them to 
collect all this information. And now all of a sudden my informa-
tion is out there somewhere on the dark web. And it seems to me 
at some point, Mr. Chairman and Mr. Ranking Member, that that 
is something we need to talk about in this Committee, is what the 
role the credit reporting agencies play and to whom do they have 
an obligation. 

Well, I am going on too long. Thank you, Mr. Chairman. 
Mr. CLAYTON. Thank you. 
Senator KENNEDY. This is more interesting than practicing law, 

isn’t it? 
Mr. CLAYTON. Some days. 
Senator KENNEDY. Yes. 
Chairman CRAPO. Thank you, Senator. 
Senator Warner. 
Senator WARNER. Thank you, Mr. Chairman. 
Let me, first of all, echo what Senator Kennedy has just said, the 

whole notion of the credit rating agencies and the public’s ability 
to—we have no ability to opt-in to these systems. We are part of 
these systems, whether we like it or not. You know, I am often 
asked in my job on the Intelligence Committee what I think the 
single greatest vulnerability our country faces is, and I believe it 
is cybersecurity. And I believe we do not have a whole-of-Govern-
ment or whole-of-society approach on cybersecurity. 

In recent times we have seen Russia take unprecedented action 
attacking 21 of our States’ voting systems. We have seen our social 
media platforms being manipulated with false information in the 
first, I think, shots of disinformation and misinformation cam-
paigns, at least indirectly related to cyber. 

I appreciate you, Mr. Chairman, coming forward with the rec-
ognition of the EDGAR system breach. I wish it would have been 
done quicker, although as has been pointed out, this is not in isola-
tion. We have seen OPM and a series of other governmental 
breaches. 

I think Equifax is a travesty. I think the fact that the resignation 
of the CEO is by no means enough. I would say—and I understand 
your reluctance to acknowledge whether there is an investigation. 
Your colleagues at the FTC, who also have a process in place where 
they normally do not reveal an ongoing investigation, have felt that 
this was so serious that they acknowledged that there was an in-
vestigation going on. And the Equifax breach is so egregious, one, 
in terms of the sloppiness of their defenses; two, in terms of the 
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fact that this was clearly a knowable vulnerability, they had known 
for months, and if they had simply put a patch in place, we might 
have precluded this. And then to add insult to injury, Equifax, 
when it put up the site to direct consumers after the breach, that 
site was not properly domain registered and was known to have 
vulnerabilities in its site itself. 

So if we do not send a very, very strong message—now, the mar-
ket has already taken I think 25 percent off its market value. But 
I question whether Equifax has the right to even continue pro-
viding these services with the level of sloppiness and lack of atten-
tion to cybersecurity. 

I would also point out—and Senator Brown raised this ques-
tion—this is not the first time. I mean, Yahoo last year, 500-mil-
lion-user breach, and Yahoo did not believe that it was material 
enough to even report. My investigation has shown with 9,000 pub-
lic companies, we have had less than 100 companies since 2010 feel 
that any level of cyber incursion was significant enough to meet 
that materiality standard to notify the public. I find that absolutely 
unacceptable. 

I know Senator Brown asked that, but, Mr. Clayton, do you want 
to make any other further comment about what the SEC might be 
looking at in terms of reviewing these materiality standards as it 
relates to cybersecurity? 

Mr. CLAYTON. Yes, I do. I agree with you generally. I do not 
think there has been enough disclosure around, as I said, the risk 
profile of companies with respect to cybersecurity. Where are the 
risks? What are the vulnerabilities? What do we know and not 
know? And then if there are breaches, the disclosure of those spe-
cific breaches. I do not think that there has been adequate disclo-
sure in that regard. 

Senator WARNER. Well, my hope would be that this would be 
something—I know I am very interested in it, and I think across 
both sides of the aisle, we would like to work with you on—whether 
we need legislative actions or whether we work with you as an en-
tity. 

Let me move to one other topic. I think back in 2014 you created 
something called Reg. SCI, which looks at systems. I have prodded 
you repeatedly with letters and other items, both during your ten-
ure and before your tenure, let me make clear. And this goes to the 
technical and risk standards of some of our market structures. It 
also includes cybersecurity. 

Currently, the SCI regs only apply to stock and option ex-
changes, registered clearing agencies, and certain alternative trad-
ing systems. We have, in my view, left out dark pools, alternative 
trading systems, Treasury markets, other trading platforms. And I 
feel if we had much more disclosure about what SCI—which mar-
ket structures were covered, then shareholders and others could 
vote with their shares and move their transactions onto platforms 
who met these minimum standards rather than having this what 
I believe is kind of half coverage and half the market not coverage. 

I know we are out of time, but could you address the question 
of whether you will take a fresh look in terms of the SCI regula-
tions about expanding to other parts of market coverage. 
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Mr. CLAYTON. I thank you for your letter, which just by happen-
stance I read last night, and I agree with you that we need to look 
at those other important venues in our equity market system to see 
if they should be reporting on the same basis, and also as you 
raised in your letter whether the public has enough information 
about which entities are subject to Reg. SCI. 

Senator WARNER. Mr. Chairman, I think that would be very im-
portant that we get that information out, because then responsible 
entities can vote and move to areas that have this kind of min-
imum protections in place. 

Thank you. 
Senator BROWN. [Presiding.] Senator Rounds. 
Senator ROUNDS. Thank you, Mr. Chair. 
Good morning, sir. 
Mr. CLAYTON. Good morning. 
Senator ROUNDS. Some of my colleagues have already raised the 

issue of cyber attack against the SEC, the target of the SEC’s elec-
tronic system for filing the corporate disclosures and reports. I 
know that this incident occurred before your nomination and con-
firmation, but I would like to hear your thoughts on what this inci-
dent might suggest about our Government’s broader posture with 
regards to cybersecurity. 

I know it is difficult for any one agency to adequately protect 
itself against these kinds of intrusions, and sometimes the level of 
expertise necessary would help a number of different agencies and 
departments. From what you currently know about the attack that 
took place, do you feel like you have adequate resources to protect 
yourself in the future? And does there need to be more of a cross- 
cutting or interagency effort to prevent these serious intrusions in 
the future? 

Mr. CLAYTON. Senator, I do believe we need additional resources 
going forward. I think that this is an area and a data point I use 
to describe this to people. Let me take a step back. 

Other people in my position and in similar positions in other 
agencies feel the same way I do, which is that this is a risk to our 
agencies, it is a risk to the markets or the areas of the economy 
that we regulate and oversee. I believe we will need more resources 
going forward. If you will look at the resources that private actors 
in our capital markets devote to information technology and cyber-
security as part of that, single actors dwarf the amount that we 
have available to spend in this area. To me that just tells me we 
are a bit out of step and we need to up our game. 

Senator ROUNDS. If you take a look at the—I think the EDGAR 
system is your current system that is going to remain in place, and, 
basically, as indicated in your earlier testimony, it is complex. It 
has been modified; it has been customized. And based upon the in-
formation you have received, that makes it probably a little bit 
more vulnerable than some other types of larger systems that basi-
cally have a number of the patches put together before they ever 
end up in the public’s hands or in agencies’ hands. 

You have also got another system coming on board, the CAT sys-
tem, the comprehensive audit trail, which will be coming in. I pre-
sume the two of them will be compatible or at least operational at 
the same time. When that happens, you will also have a huge 
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amount of information that will be found at one location, including 
a lot of information about investors, their personal information and 
so forth, that you will have on the system itself. 

Is it time to say time out and to make darn sure that the new 
systems coming on board have been—naturally, we would do a vet-
ting process anyway, but is it time to actually have those second 
and third opinions on this type to make sure that we have done 
everything we can to protect this very valuable data before we go 
online and then find out that there needs to be a few more patches 
made? What are your thoughts on this process of actually imple-
menting the CAT system in the future? 

Mr. CLAYTON. Two responses. One, since I got to the Commission 
and learned more details about the CAT, as I said before, it has 
been clear to me that we do not want to be taking data from the 
CAT unless we need it and can protect it. 

With respect to whether we should have a time-out, I do not 
think a full time-out on the CAT makes sense. There is a lot of 
data that already exists that we can be collecting that will further 
our oversight and regulatory mission. But we should be examining 
whether we do, indeed, need that data. We can rank that data, we 
can phase in the CAT, and we should be doing—it is not a zero- 
one on-off, no pun intended, but we should be doing the kind of 
critical thinking that you are asking me to do in how we bring it 
online and how we sequence what we do. 

Senator ROUNDS. Do you have the resources to do that vetting 
process today? 

Mr. CLAYTON. That vetting process is a prerequisite. So if I do 
not have them, that will be time-determinative on how it comes on-
line. 

Senator ROUNDS. OK. Let me turn to one other subject. I under-
stand that certain Federal Reserve Bank capital regulations may 
be inadvertently causing some liquidity concerns in the listed op-
tions market that the SEC regulates. Will the Securities and Ex-
change Commission commit to working with interested parties on 
a solution and to make this a priority? 

Mr. CLAYTON. Liquidity in the options area—— 
Senator ROUNDS. Within the listed options market. 
Mr. CLAYTON. It is not just important for the options market. It 

is important for all of our markets. So, yes, if there is a liquidity 
issue in the options market, it can affect the cash equities market. 
And it is important that we focus on it. 

Senator ROUNDS. More than willing to work with—— 
Mr. CLAYTON. More than willing to work—it is an important 

issue. 
Senator ROUNDS. I appreciate it. Thank you, sir. 
Senator BROWN. Senator Warren. 
Senator WARREN. Thank you, Mr. Chairman. And thank you for 

being here, Chairman Clayton. 
In one of your first speeches as Chairman, you noted that there 

has been ‘‘a 50-percent decline in the total number of U.S.-listed 
public companies over the last two decades,’’ and you said that this 
decline was ‘‘a serious issue for our markets and the country, and 
you wanted to encourage more companies to go public so more ordi-
nary investors or ‘‘Mr. and Mrs. 401(k),’’ as you called them, could 
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get opportunities to invest in emerging companies. And you used 
this rationale for arguing that we should review and possibly re-
duce the disclosure burdens on public companies. 

Now, I want to understand your thinking on this. You compared 
the number of public companies today with the number of compa-
nies in 1996 and 1997. That was your comparison point, which, as 
you know, was the height of the dot-com boom. And as you know, 
there was a sharp increase in the number of public companies lead-
ing up to the 1996 and 1997 years, and then a lot of those compa-
nies failed over the next few years, leaving Mr. and Mrs. 401(k) los-
ing a whole lot of money. 

So when you picked 1996 and 1997 as your target years for com-
parison, were you arguing that those were the ideal market condi-
tions for ordinary investors? 

Mr. CLAYTON. I am happy to pick any period over the last 20— 
any 5- to 7-year period over the last—— 

Senator WARREN. Well, if you are happy to pick any period, if 
you pick other periods, you are not going to come up with the same 
conclusion you have. 

Mr. CLAYTON. I think I would. I think that trend has been—— 
Senator WARREN. No, I do not think so. Let us talk about the 

trend. But I take it what you are saying is you do not wish to re- 
create the bubble that wiped out billions of dollars of investor value 
20 years ago? 

Mr. CLAYTON. No, I definitely do not. 
Senator WARREN. OK. So let us look at the trends then since the 

dot-com bubble popped. There has been a slight decline in the num-
ber of public companies since then. Most of the evidence shows that 
that is primarily because of an increase in mergers and acquisi-
tions. So if you want more public companies, then I hope you are 
soon going to give a speech supporting stronger antitrust enforce-
ment. But let us just look at the IPOs since that has been your 
focus. 

You said you want to get more investors involved in emerging 
companies, which is why you want to see more companies going 
public. Now, in 1996, the peak of the dot-com bubble, there were 
624 IPOs with a total of $36 billion in deal volume. From 2012 to 
2016, there were about half that number of IPOs, but the average 
annual deal volume was higher than it was in 1996. 

In 2014, IPOs raised $96 billion, nearly triple the total debt vol-
ume in 1996. So, in other words, in the last few years, people are 
investing more money in IPOs than they did even at the height of 
the dot-com boom. So if your primary focus is on investors, not on 
the bankers and the deal lawyers who make money on each of 
these IPOs, why do you care if there are fewer IPOs so long as 
IPOs overall are attracting more investor dollars? 

Mr. CLAYTON. Because I believe that those IPOs—here [indi-
cating] is a company’s growth curve. I believe those IPOs used to 
happen here [indicating], and if you invested in a portfolio of com-
panies that were down here [indicating], as part of your overall in-
vestment strategy and as they go up the growth curve, you as a 
retail investor were better off than getting on up here [indicating] 
where the company is mature and not growing as much. 
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Senator WARREN. Well, I appreciate that that is your point of 
view, but have you looked at the data on this? Because the data 
show that having fewer but bigger IPOs is better for investors. The 
IPO companies now tend to have more revenue. They tend to per-
form better in the long run than in the past when there were more 
IPOs and more failures, which looks to me like a positive outcome 
for Mr. and Mrs. 401(k). 

Mr. CLAYTON. Well, it is a concern to me, Senator—and I under-
stand different people have different perspectives on this. It is a 
concern to me that on the growth curve, most of that money—I 
should not say most of the money. A substantial portion of that 
money is private money, and those investors have done very well, 
and in many cases relatively much better than—— 

Senator WARREN. Well, I am sorry. All I can do is look at the 
data, and what the data show us is that the later—the IPOs now 
are performing better for investors and less likely to wipe investors 
out. 

Let me just state my concern here, Chairman Clayton. You are 
using the decline in IPOs to argue that there is something wrong 
in the market and that our rules and regulations are making it too 
hard for companies to go public. But the data show that investors 
are putting more money into IPOs now than ever before, and that 
those IPO companies are doing better for investors because they 
are more stable before they come to market. 

Loosening the disclosure and the registration requirements may 
make life a whole lot more profitable for a handful of bankers and 
for corporate attorneys who just want more IPOs in the system, but 
there is no evidence that it will make life better for investors. And 
it is investors, not bankers and lawyers, who you are supposed to 
be watching out for at the SEC. 

Mr. CLAYTON. I understand that. 
Senator WARREN. Thank you, Mr. Chairman. 
Chairman CRAPO. [Presiding.] Senator Schatz. 
Senator SCHATZ. Thank you, Mr. Chairman. 
Commissioner, thank you for being here. You said materiality is 

the core of the system of disclosure. I agree. You said companies 
should disclose more. I agree. I want to talk a little bit about the 
risk of climate change and severe weather events. 

In the last 35 years, the average number of inflation-adjusted $1 
billion severe weather events was about 5 1⁄2 per year. In the last 
5 years, it has doubled. Now, I know in 2010 the SEC provided 
some guidance about climate disclosure, but not much additionally 
has happened. So I want you to talk about how you view climate 
change and its materiality, because it is becoming increasingly 
clear that we cannot ignore these severe weather events and the 
impact that they have on publicly traded companies. 

Mr. CLAYTON. I do believe—and there are a number of industries 
where, if there are patterns and changes in weather events, these 
type of things—those developments do have impacts on companies 
that should be disclosed. And they have impacts in many ways, the 
weather events, the recurrence of them. You know, are we experi-
encing increased loss? This is something that—trends in increased 
loss, that is something investors should know about. 
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Regulatory responses to those events. If there are regulatory re-
sponses to those events that are going to affect those companies, 
those companies should discuss them. I believe that. 

Senator SCHATZ. Do you think the SEC is doing enough to re-
quire this disclosure? 

Mr. CLAYTON. We have issued guidance around this. We have 
guidance in a number of areas. I regularly—I cannot say every day, 
but on a fairly regular basis—discuss with the Division of Corpora-
tion Finance whether our guidance in this area, whether our guid-
ance in the cybersecurity area, whether our guidance in other areas 
should be updated, emphasized, or, you know, otherwise changed. 

Senator SCHATZ. OK. I understand you are in conversation. What 
is your current thinking about this? 

Mr. CLAYTON. My current thinking is that the guidance is good. 
That is my current thinking, but we should continue to look at it. 
Senator, I agree with you that there are industries that need to 
pay close attention to these trends. 

Senator SCHATZ. Let me give you a specific example, if you would 
not mind. Valero Energy’s 10–K filing for 2016 states, ‘‘ . . . some 
scientists have concluded that increasing concentrations of green-
house gas emissions in the Earth’s atmosphere may produce cli-
mate changes that have significant physical effects, such as in-
creased frequency and severity of storms, droughts and floods, and 
other climate events. If any such effects were to occur, it is uncer-
tain if they would have an adverse effect on our financial condition 
and operations.’’ 

At the end of August of 2017, Hurricane Harvey, one of the 
strongest Atlantic storms in history, shuttered over 20 percent of 
the U.S. oil refinery industry, including five refineries owned by 
Valero. These refineries usually produce 1.1 million barrels a day, 
which is a third of Valero’s total capacity. A week after the hurri-
cane, Valero’s refineries were not back online. 

Does it seem like Hurricane Harvey had a material adverse ef-
fect on Valero’s financial condition? 

Mr. CLAYTON. I do not know the numbers, but it would not sur-
prise me if an event of that type would have an adverse effect on 
a company’s financial condition. 

Senator SCHATZ. Do you think that the SEC is doing enough to 
require disclosure from some of these companies? It seems to me 
that part of the problem is politics, that people do not want to— 
not for you, but for these companies, they do not want to weigh 
into something that is the subject of some controversy. And the 
other problem is that just institutionally the SEC measures risk 
that can be measured, that is customarily measured, and that this 
is a relatively new risk that people are, scientists are essentially 
stipulating to, and that the systems in the SEC and elsewhere in 
the financial services industry everywhere is actually not equipped 
to evaluate this. And so what we do is we book it at zero. We as-
sume it does not exist because it is difficult to assess. When you 
assess political risk, regulatory risk, other risks that may be mate-
rial, you have a way to get at that. But climate risk in the financial 
context is new, and so I would just ask that—2010 is actually a 
long time ago when it comes to our thinking about climate, and it 
is certainly a long time ago when it comes to the fiscal impact both 
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on the public and the private sector when it comes to severe 
weather. 

So I do not think that 2010 guidance suffices, and I would just 
encourage you to maintain an open mind in this space and devote 
some staff time to articulating how we are going to quantify the ad-
verse impacts of climate change on the industry. 

Mr. CLAYTON. I will. 
Senator SCHATZ. Thank you. 
Chairman CRAPO. Thank you. 
Senator Perdue. 
Senator PERDUE. Good morning, Mr. Clayton. Thank you for 

being here. 
I have got a concern, basically a reservation with the fact that 

SEC staff today do not have to abide by some of the same stringent 
security protocols that other users of the CAT database are re-
quired to abide by. The GAO has previously identified a few weak-
nesses related to the SEC’s cybersecurity protocols. Can you give 
us an update on how you are addressing those concerns that the 
SEC has raised at this point and also the other safeguards around 
the NMS plan as well? 

Mr. CLAYTON. OK. Senator, I want to make this clear. With re-
spect to the CAT, we are not going to take the data unless we need 
it and unless we can protect it. And with respect to your specific 
question about whether our security protocols for individuals are 
not as stringent as they should be, I do not have an answer to that 
right now, but I—— 

Senator PERDUE. Do you agree with that conclusion? I know you 
are new on the job. 

Mr. CLAYTON. But they should be. 
Senator PERDUE. But do you have a position yet, do you know yet 

whether they are, whether you agree with the GAO’s conclusion on 
that? 

Mr. CLAYTON. I do not have a position on that now, but I think 
that we should be mindful of any guidance from the GAO as—— 

Senator PERDUE. But you are looking at it today. 
Mr. CLAYTON. Yes. 
Senator PERDUE. And will you come back to this Committee on 

that when you get more information, when you have a conclusion? 
Mr. CLAYTON. I am happy to. 
Senator PERDUE. Great. The second part is the same sort of con-

cern. Under the JOBS Act, companies with revenues under $1 bil-
lion are permitted to confidentially file IPO and secondary offering 
statements that would not be released to the public until 15 days 
before the road shows. Recently, under your leadership this ability 
has been extended to companies of all sizes. In your view, can you 
describe the advantages of a confidential filing how to improve our 
increasingly more complicated IPO process? 

Mr. CLAYTON. The confidential filing process greatly aids compa-
nies when they are transitioning to public companies, and we want 
companies to transition to public companies. They are better com-
panies. When they have public company financial statements, when 
they go through the process of the SEC disclosure process, they do 
become better companies. 
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Letting the world see all of your financials and all of your strate-
gies and all of your risks long before you go public causes some 
companies to pull back from that. 

I am very comfortable and, in fact, think it is a great idea that 
we allow companies to confidentially submit that information so 
that it can be reviewed, we can comment on it, we can tell them 
where they need to improve; and then with plenty of time for inves-
tors to assess that information, make it public before the IPO. I 
think it is a very smart move that in no way lessens investor pro-
tection and actually increases the number of opportunities inves-
tors have. 

Senator PERDUE. Thank you. I just have one last quick question. 
The conflict minerals rule, I know that is under review right now. 
Can you give us an update on how you guys are looking at that 
right now? 

Mr. CLAYTON. Well, there was a court determination that part of 
the rule had a First Amendment issue with it. The rule is on the 
books. We have issued no-action guidance in how to comply with 
the rule in the interim. We are now reviewing the rule, the no-ac-
tion guidance, in light of the court case. That is where it stands. 

Senator PERDUE. OK. Thank you. 
Thank you, Mr. Chairman. 
Chairman CRAPO. Thank you, Senator. 
Senator Van Hollen. 
Senator VAN HOLLEN. Thank you, Mr. Chairman. Thank you for 

your testimony. 
I want to pick up on some of the questions that Senator Brown 

asked regarding materiality. You indicated that you thought that 
the triggering event for disclosure would be whether there had 
been a material change in the circumstances of the company, right? 

Mr. CLAYTON. Yeah, that is generally—— 
Senator VAN HOLLEN. Right. And I understand you do not want 

to get into the Equifax situation, but you would agree—I am not 
talking about any company—that if, in fact, there was a material 
change, it would be wrong for executives of that company to then 
knowingly trade stock before they had made any disclosure, right? 

Mr. CLAYTON. Yes, sir. 
Senator VAN HOLLEN. OK. So I want to get to what materiality 

means, because I do not believe the SEC has any definition, at 
least in the context of a cybersecurity breach. Is that right? 

Mr. CLAYTON. I think the general definition of ‘‘materiality’’ does 
apply to the cyber context. 

Senator VAN HOLLEN. No, I do not mean that the concept does 
not apply, but there is no standard or definition of how to apply 
the concept of materiality to a cyber breach. So, for example, the 
SEC does not say if a cyber breach would result in the disclosure 
of, you know, X amount of information about customers and that 
could lead to a significant change in the value of a company, the 
SEC does not itself have that? 

Mr. CLAYTON. That is correct. There is no prescriptive disclosure 
of this many people for this long—we do not have that type of—— 

Senator VAN HOLLEN. So it is kind of you know it when you see 
it. Is that the idea? 

Mr. CLAYTON. That is correct. 

VerDate Nov 24 2008 12:33 May 31, 2018 Jkt 046629 PO 00000 Frm 00026 Fmt 6633 Sfmt 6633 S:\DOCS\28283.TXT SHERYL



23 

Senator VAN HOLLEN. But does the SEC bring these kind of ma-
teriality cases for failure or violation of 8–K disclosure? 

Mr. CLAYTON. We do. 
Senator VAN HOLLEN. OK. Well, let me ask you, if you agree that 

it is wrong for people to knowingly trade on information that is ma-
terial but has not been disclosed, would you agree that once a com-
pany has decided something is material, that their executives 
should not be trading that stock, between the time they decided it 
is material and the time they actually file a disclosure to the pub-
lic, which is now a 4-day period, potentially? 

Mr. CLAYTON. I am going to be very careful. I think what you are 
asking is a control issue. Should there be a control in place to en-
sure that when a decision has been made at a company that there 
has been a material event and there is going to be a disclosure, 
that the company has in place a control to prevent people—— 

Senator VAN HOLLEN. Yes, that is exactly what I am suggesting. 
Wouldn’t that make sense? 

Mr. CLAYTON. I think it is a very good question and a fair ques-
tion. Whether that is an area—whether that is an area that goes 
into insider trading or whether it goes into a control failure is 
something that we need to—— 

Senator VAN HOLLEN. I understand. It seems to me there should 
be a presumption that once a company has decided there has been 
a material change and before they disclose that to the public, there 
should be just a rule that executives do not trade that stock. 
Doesn’t that make sense in terms of protecting the markets? 

Mr. CLAYTON. Having a—I am going to—I do not want to com-
ment on any specific company, and—— 

Senator VAN HOLLEN. No; I understand. I am not asking about 
a particular company. 

Mr. CLAYTON. Most companies have insider trading policies. Hav-
ing a thoughtful insider trading policy with controls of the type you 
are suggesting is an important part of good corporate hygiene. 

Senator VAN HOLLEN. Well, let me look. I am working with— 
Congresswoman Maloney on the House side has a proposal. We are 
working on it with her. But there is a whole question about when 
you determine materiality. Right? We were talking about that. But 
it seems like a no-brainer that once a company has determined 
that there has been a material change and before they have noti-
fied the public, which they have 4 days to do, you would require 
them not to sell stock. Why isn’t that just obvious? 

Mr. CLAYTON. I like the concept. When I was in the private sec-
tor, I put the concept into insider trading policies that, for example, 
a general counsel would be somebody that a set of executives had 
to clear all trades with. Those are types of things—those are types 
of—— 

Senator VAN HOLLEN. Let me just say, so there was a study done 
back in September 2015 by Alma Cohen at Harvard Law School, 
Robert Jackson at Columbia Law School, Joshua Mitts, and others 
have done studies that showed what they called the 8–K trading 
gap, which is that executives have made money during this 4-day 
period, or whatever time elapses between a decision that some ma-
terial change has been made and disclosure. Do you agree that it 
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is wrong for executives to be making money during that period 
based on information they have about materiality? 

Mr. CLAYTON. Absolutely. 
Senator VAN HOLLEN. Right. So should there not be a general 

rule that once the corporation has made a decision that something 
is material, that they not be allowed—their executives not be al-
lowed to trade during that period? 

Mr. CLAYTON. I like the concept. I have incorporated the—— 
Senator VAN HOLLEN. OK. We will look forward to working with 

you on this—— 
Mr. CLAYTON. We can work on this. We can definitely work on 

it. 
Senator VAN HOLLEN.——because we are working on a bill. 

Thank you. 
Chairman CRAPO. Thank you. 
Senator Shelby. 
Senator SHELBY. Mr. Chairman, sorry I had to leave the hearing, 

but we all have some other things. 
Chairman Clayton, welcome. I did not have a chance to do this. 

Welcome to the Committee. I missed a lot of the testimony, but I 
hope this has not been one of the questions. During your confirma-
tion hearing, you agreed with my longstanding belief that a cost- 
benefit analysis for rulemaking was appropriate at the SEC. I be-
lieve it is appropriate at all agencies. And I appreciate your leader-
ship on this issue. 

What is the SEC doing or trying to do to come forth with a 
meaningful cost-benefit analysis rule? Because rules cost money. 
Sometimes they are really necessary. You know, we need them. 
Sometimes it is an overkill. But we all know and you know in your 
other life that—I do not believe enough work has been done in the 
cost-benefit analysis, and we are talking about securities in your 
area right now. Go ahead. 

Mr. CLAYTON. Senator, I agree with you that cost-benefit analysis 
is very important in rulemaking, and it is important in rulemaking 
not just in should we have the rule or not have the rule. If we have 
the rule, how should it be crafted? What are we getting for this 
component as opposed to the cost of that component? It is not just 
yes or no, but it is how we craft the rule and, importantly, you 
know, what people are going to do to demonstrate compliance. And 
are we getting the best compliance requiring them to demonstrate 
it that way? 

We want, you know, the best compliance, but we want it to be 
done in the most efficient way to get there, and I very much believe 
that. 

Senator SHELBY. Where are you and what are you doing—I know 
you have not been at the SEC too long, and we are glad to see you 
there. But what do you expect to do as far as setting the tone and 
the standards down there? 

Mr. CLAYTON. This is an area that is of—I do not—— 
Senator SHELBY. It is a complicated area. 
Mr. CLAYTON. It is a—I like it because it is complicated. 
Senator SHELBY. It is. 
Mr. CLAYTON. And I like sitting with our economists, and I have 

enjoyed sitting with them and discussing exactly these things, 
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including around some of the pending rulemakings that we have. 
So this is a focus. We brought on a new chief economist. I am very 
happy to have him on board. So this is an area that is of interest 
to me, and I agree with you in this area. 

Senator SHELBY. I was not here earlier, but it is my under-
standing that the trend of fewer IPOs was mentioned, you know, 
which a lot of us do not like because that seems like the economy 
is not doing as it should. What is your thought on that without re-
hashing everything that has been gone over there? And what is the 
trend and what is the data there? What is the information? 

Mr. CLAYTON. People focus on IPO or no IPO. IPO is the water 
coming into the bathtub. There are going to be reasons things are 
going out of the bathtub. But I want a bigger bathtub. I want a 
bigger bathtub because I want people to have more choice. And I 
do not want—it is very difficult for retail investors, either directly 
by buying stock or indirectly through mutual funds, to have access 
to investment opportunities outside of the public capital markets. 
So on balance, I would like a larger public capital market because 
I would like retail investors to have more access to those choices. 

Senator SHELBY. We have in this country, some people believe, 
$4 to $5 trillion in capital, I will just use the term, ‘‘lying around,’’ 
looking for a better investment. Look at the savings accounts. You 
know, people are not getting much there. The dividends, the money 
markets, you know, you name it. How can we put a lot of that 
money to work for the economy? I know this is not your total—you 
are not Secretary of the Treasury, but what you do and what your 
colleagues do at the SEC does feed right into our economic growth. 

Mr. CLAYTON. My aim is more and better investment opportuni-
ties, but I want to also be clear. A focus for me has been retail in-
vestor fraud, because while I want to get more and better invest-
ment opportunities, tamping out those repeat actors who prey 
on—— 

Senator SHELBY. Get rid of them, absolutely. 
Mr. CLAYTON. And that is as important, if not more important, 

than increasing the number of opportunities. And so we have got 
to do both. 

Senator SHELBY. Bring some confidence back to the retail—the 
little person, right? 

Mr. CLAYTON. Yes, absolutely. 
Senator SHELBY. Thank you. And we like what you are doing at 

the SEC. Thank you. 
Mr. CLAYTON. Thank you, Senator. 
Chairman CRAPO. Thank you. 
Senator Heitkamp. 
Senator HEITKAMP. Thank you, Mr. Chairman, and thank you, 

Mr. Clayton. Before I start with questions, I think you and I had 
a long conversation about a bill that Senator Heller and I had that 
would create a full-time small business advocate within the SEC. 
You have moved expeditiously to do that, and so I want to acknowl-
edge that help and to tell you how critically important it is that 
we have that outreach, because what you are trying to do, in your 
exchange with Senator Warren, is really build that opportunity and 
see that next new startup that could, in fact, result in General Mo-
tors or Microsoft or whatever comes along. With that said—and I 
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think they all started in a garage or they all started with a great 
idea. 

I want to just kind of walk through some of the thinking that 
people in my State have. You know, they think about gambling, 
and they think about Las Vegas, and a lot of them think that what 
you do is about gambling. And they think that if they go to Las 
Vegas, there is a whole regulatory body that, if someone cheats, 
they are going to get caught and the game is fair. And if they 
cheat—or if somebody is rigging the system, they have some level 
of confidence that they are going to go to jail. 

I think if you took, you know, gambling, straight up gambling— 
right?—and you used those same kind of guidelines or at least 
benchmarks that people feel about the equity markets, I think Las 
Vegas gets, you know, probably an A, A- minus for soundness and 
security and fairness. And I do not know you get an A or an A- 
minus. I think the equity markets, as best you could do, you are 
probably at a C. And if we do not respond to this and if we do not 
respond to the issues that have been raised across the table here 
on what happens when the public out there sees executives trading 
after a material event—and they would not use that language. 
They would say, ‘‘Here it is again.’’ You know, ‘‘They make money 
and we lose money. We would have had shares. Had we known it, 
we would have sold our shares. But now we are worth 25 percent 
less in our 401(k) if we held that share.’’ 

Tell me what we are going to do to convince my retail purchaser, 
which you just talked about, that what you are going to do is unrig 
this system and get it back to a level of confidence that the equity 
markets are fair. 

Mr. CLAYTON. I can tell you that I know the people at the Com-
mission and I look at those people when we make decisions. You 
know, people make fun of it or do not make fun of it, Mr. and Mrs. 
401(k). That is how I look at what I am doing. And that is in the 
markets, I mean, I know that what they want to know is that we 
are—we have their back, that we are policing the large public com-
panies, that we are looking at what the executive is doing, that if 
they are taking unfair advantage of information in that 4-day win-
dow that Senator Heller mentioned, that that is not appropriate 
and we are going to do something about it. 

As far as retail folks go, I am also really worried about the 
amount of retail fraud. I will tell you that the amount of retail 
fraud I see every day in terms of the enforcement actions that we 
see disgusts me, and we just—you know, it has been in the works 
for some time. We just implemented a new retail fraud unit be-
cause, like you, I believe that if the Main Street investor does not 
think we have their back, we are not doing our job. 

Senator HEITKAMP. Well, I think—— 
Mr. CLAYTON. That is how I feel. 
Senator HEITKAMP. It is not if the Main Street investor thinks 

that you do not have—they do not really believe you have their 
back. 

Mr. CLAYTON. Well, I want to—— 
Senator HEITKAMP. There has just been too much history here. 

And to act boldly and to act directly is absolutely what is essential 
to bring back that confidence. And if it is all behind the curtain, 
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pay no attention, we are studying it, we are studying it, people go, 
yeah, they will study it until the next time it happens. Then they 
will study it again. And we are never protected because we do not 
have access to that information, and we lose money, because when 
that becomes—when the public knows, guess what happens? That 
stock tanks, and I take the loss while the executives walk away 
with the big payoff. 

It just is not a formula for success, and I honestly believe people 
trust the regulators at Las Vegas to make sure that that slot ma-
chine is fair more than they trust you to make sure that when they 
buy an equity on your markets that they are treated appropriately. 

Mr. CLAYTON. If that is the case, I want to change it. 
Senator HEITKAMP. Well, I think you need to really focus, be-

cause I believe it is the case. 
Mr. CLAYTON. OK. 
Chairman CRAPO. Thank you. 
Senator Cotton. 
Senator COTTON. Thank you, Mr. Chairman. And, Mr. Chairman, 

welcome to the Committee. 
Mr. CLAYTON. Thank you. 
Senator COTTON. I want to focus on some of the challenges that 

overregulation is putting on smaller businesses and smaller inves-
tors. You may be aware of a small business in Arkansas that we 
call Walmart, somewhat large now. There was a time, though, 
when it was kind of small. It continues to provide lots of great jobs 
for Arkansans, to provide their groceries and their kids’ toys and 
their clothes and everything else under the sun. 

I have in my hand from 1970 a Walmart IPO document. Pretty 
thin, huh? Twenty-six pages—20 if you exclude the financials. It is 
Walmart’s IPO from 1970. 

I have in my hand the Snap IPO document from just last year— 
247 pages, 10 times the size of Walmart’s IPO. 

I think this explains one of the reasons why we have so many 
fewer IPOs than we once did, especially for smaller firms. I do not 
think you can attribute it simply to the dot-com boom from 20 
years ago. After all, other developed countries have seen a 50-per-
cent increase in listed companies over the same time period, and 
the types of those IPOs have changed as well. Many small-cap 
IPOs have declined significantly here or gone overseas. That means 
ultimately that small investors, the kind of people that invested in 
Walmart based on this—a document that any high school-educated 
person with a bit of business sense could understand and became 
pretty wealthy on it over the years. As Walmart grew and their 
stock split and they grew and their stock split—no longer have ac-
cess to these kind of small-cap growth companies. They go increas-
ingly into the private market. They benefit only the most affluent 
Americans. 

So without saying that private markets are bad, could you please 
give us a list of the steps that you are taking or you intend to take 
that are going to encourage more initial public offerings in this 
country? 

Mr. CLAYTON. So we have already taken a couple of steps. One 
is to allow more confidential filings, which under the JOBS Act has 
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proven to be an encouragement for people to consider the public of-
fering process. 

We have reduced the need to file financial statements that will 
not end up being part of the public disclosure package to reduce 
the burden on companies seeking to go public or otherwise using 
the public markets. 

The confidential filing process does extend for a period of time, 
which allows companies to get secondary liquidity, which also en-
courages them to go public. That is another aspect of it. 

On the agenda is our review of S–K, the broad disclosure pack-
age, to try and modernize and enhance it. I want the disclosure 
package to be just as good and provide just as much investor pro-
tection, but I want it to be more accessible. It needs to be more ac-
cessible. We cannot have documents that can only be read by law-
yers. 

Senator COTTON. Do you think anybody reads a document that 
long and makes an investment decision on it besides a lawyer? 

Mr. CLAYTON. Very few. 
Senator COTTON. Do you think lawyers even read it? 
[Laughter.] 
Mr. CLAYTON. Lawyers do crazy things. 
Senator COTTON. I know lots of small mom-and-pop investors in 

Arkansas since 1970 have read this document, and they made a lot 
of money off of it, and they provide a lot of jobs and a lot of afford-
able price/quality goods, so I am glad to hear you are taking those 
steps. 

A related story I want to tell and get your response to, the presi-
dent of a small broker-dealer in central Arkansas, really not much 
more than just a family-owned firm, they have got six people, said 
that he would not start that firm today given the regulatory bur-
den he faces. One example he gives is that Dodd-Frank expanded 
the Public Company Accounting Oversight Board oversight to in-
clude annual audits for all broker-dealers registered with the SEC, 
so that means that his six-person firm now is held to the exact 
same auditing standards as a company the size of Walmart or 
Apple or Google or anything else. That means his costs have sky-
rocketed, and he does not think the quality of those audits are any 
better. This is just one more example, although in a different space, 
of the cost of overregulation. 

Do you think it would be appropriate to have some kind of 
threshold to exempt these smallest firms from that kind of regula-
tion, much as we have different standards for community banks? 
If so, what kind of threshold might you consider? 

Mr. CLAYTON. Senator, I had a view, and it has been affirmed by 
my time at the Commission, that one-size-fits-all does not work in 
a lot of areas. It probably does not work in that area. 

Now, I also do not think that it should be you are either in or 
you are out; you know, you are either in regulation or you are out. 
Once you decide that one size does not fit all, the real question be-
comes: How do we scale it? Where do we put those steps? That is 
how I intend to approach regulation in some of these areas. 

Said another way, if we have one-size-fits-all in some of these 
areas, we are only going to get one size. 
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Senator COTTON. I agree, and I appreciate that. This looks at an-
other area in which I think that just because Walmart needs to use 
a giant accounting firm under existing law out of New York or Dal-
las or Chicago does not mean a six-person broker-dealer firm in 
central Arkansas cannot use a very competent, qualified auditing 
firm from Conway or Searcy or Bryant or what have you. 

Thank you. 
Mr. CLAYTON. Thank you. 
Chairman CRAPO. Thank you. 
Senator Donnelly. 
Senator DONNELLY. Thank you, Mr. Chairman. Thank you, Mr. 

Chairman. 
I understand the SEC is currently reviewing the proposed acqui-

sition of the Chicago Stock Exchange by a Chinese company. I do 
not expect you to comment on the specific transaction, but can you 
please generally describe the review process within the SEC? 

Mr. CLAYTON. Yes, sir. The review process within the SEC is ac-
tually styled as a rulemaking, and there was 240 days for a divi-
sion of the Commission, subject to delegated authority from the 
Commission, to review the application. That was approved. An ap-
proval like that provides the Commission with an opportunity to 
review the approval. The Commission took that opportunity, and 
we are reviewing the decision. 

Senator DONNELLY. In light of recent high-profile cyber breaches, 
including at Equifax and the SEC, are you at all concerned that 
the ownership and control of an American exchange by a foreign 
entity could expose our markets to new risks and vulnerabilities? 

Mr. CLAYTON. I am not going to comment on the specific matter 
before the Commission at this time. It is a matter that I am going 
to be deciding on, so it would be inappropriate. But I am aware of 
the various issues raised by commentators. 

Senator DONNELLY. So I am not asking you specifically in re-
gards to this company. I am asking you as an overall policy. Does 
that concern you at all about a foreign entity that could possibly 
expose our markets to new risks and vulnerabilities? 

Mr. CLAYTON. Senator, absolutely. Not just a foreign owner, but 
state actor intrusions and state actor monitoring of our financial 
markets is an issue that troubles me. 

Senator DONNELLY. As the SEC continues reviewing financial 
disclosure requirements under Regulation S–K, I hope you will con-
sider whether corporations should disclose country-by-country em-
ployment data. It helps investors determine when companies em-
ploy American workers and better understand where outsourcing 
and offshoring has occurred. 

Are you willing to consider a country-by-country employment dis-
closure as part of the SEC’s broader review? 

Mr. CLAYTON. I am willing to consider the S–K guidance on—and 
the rest of S–K in terms of providing a more accessible disclosure 
package for investors, including in areas of employment. 

Senator DONNELLY. I want to go back to an area you and I have 
talked about before, actually this spring, and that is, stock 
buybacks. At your confirmation hearing, we discussed my concerns 
with the flurry of stock buybacks at large corporations, often con-
ducted mainly with the goal of increasing stock prices to impress 
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Wall Street investors. I think that short-term thinking has come at 
the expense of long-term investments and innovation that would 
have benefited our country. And we have seen it again in recent 
times where a company chose to use some of the funds that were 
going to be used for stock buybacks to actually make an acquisi-
tion. And their stock was immediately hammered in large measure 
because it was not going to be the buyback. It was actually just try-
ing to add to the business. And if you look long term, that does not 
make sense. 

But former Chair White publicly stated last year the SEC was 
looking into when and how often companies should tell investors 
about share repurchase programs. She was presumably referring to 
the SEC’s concept release to solicit the public’s views on financial 
disclosure requirements and Regulation S–K. Currently, stock re-
purchases are reported quarterly. Do you think companies should 
be required to disclose stock buybacks more frequently than once 
every quarter? 

Mr. CLAYTON. I am not going to comment specifically on some-
thing that, you know, we are reviewing. I am concerned, as you 
and I have discussed, I am concerned about this issue and any 
abuse of stock buybacks. I recognize they have a lot of value in cer-
tain circumstances. They are a way to return capital—many well- 
functioning companies see it as an efficient way to return capital 
to shareholders. Many investors engage with companies and, you 
know, we want investor engagement with companies, engage with 
companies and push for stock buybacks. 

Now, you know, we can determine whether their motives are— 
we cannot determine in the abstract whether their motives are 
pure or long term or short term, but there are a lot of consider-
ations that go into this. But as you and I have discussed, one thing 
that does trouble me is if these stock buybacks are motivated not 
by the long-term interest of the company but some short-term in-
terest. And I am looking at disclosure in this area in that light. 

Senator DONNELLY. And I will finish by saying if you take a look 
at what is going on with hedge funds and others, I think you will 
find that much of their efforts regarding stock buybacks have noth-
ing to do with company development or strengthening but simply 
taking as much out as quickly as possible. 

Thank you, Mr. Chairman. 
Chairman CRAPO. Thank you. 
Senator Reed. 
Senator REED. Thank you very much, Mr. Chairman. And thank 

you, Chairman Clayton, for joining us today. 
In general, do you think investors understand the cybersecurity 

risk that the companies face that they invest in? And put another 
way, can companies do a better job, should they do a better job dis-
closing the risk in their disclosure documents? 

Mr. CLAYTON. No, I do not think the general level of under-
standing in the market is where I would like it to be, and I do not 
think the disclosure is where it should be. 

Senator REED. And through your regulatory authority at the 
SEC, you could shape that disclosure. Are you working on that? 

Mr. CLAYTON. I am. 
Senator REED. Thank you. 
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There is also a kind of theory I have that, having watched the 
agency over several decades in this cybersecurity world it is expen-
sive to stay ahead with technology software, and as a result, when 
Dodd-Frank was being written, I put in language that allows the 
SEC to deposit up to $50 million a year in a reserve fund for cyber-
security and other tools. 

First, are you funding this? Are you accessing this source from 
registration fees? 

Mr. CLAYTON. The $50 million? We want and need the $50 mil-
lion for IT. 

Senator REED. And you physically are taking it and depositing it? 
Mr. CLAYTON. We are using it. 
Senator REED. OK. 
Mr. CLAYTON. It is part of our budget going forward. 
Senator REED. And there was in our legislative process a $100 

million limit put on the fund. So you are prepared to go up to $100 
million? 

Mr. CLAYTON. Let me say this, Senator: I think we need to spend 
more money. When I got to the Commission, I made some assess-
ments. We went with a flat budget for the next fiscal year. I will 
not be asking for a flat budget for fiscal year 2019. We are going 
to need more money in the area of cybersecurity and IT generally, 
and I intend to as for it. 

Senator REED. Well, I appreciate that because, again, money is 
not the solution to every problem, but it is usually part of every 
solution. So you have got to have it. You have a mechanism with 
this reserve fund to take it right from the registration fees. It does 
not have to go through OMB or anyplace else. And there is a $100 
million limit. At that point you cannot take any more. So I would 
urge you to aggressively do that. 

The other thing I would urge you to do is to resist any attempts 
to take away this fund because the Administration has proposed in 
2018 that the fund be eliminated, that your ability to access these 
monies be gone. I think given the current situation with cybersecu-
rity, you have to have the money, and I hope you agree. 

Mr. CLAYTON. Senator, I agree that the purpose of the fund in-
cluding to be able to make longer-term commitments than year on 
year to cybersecurity is a very good idea. 

Senator REED. Thank you. 
Let me just quickly go back to the point that Senator Donnelly 

was making about stock repurchases. You make a very thoughtful 
point about stepping back and looking at it in terms of the long run 
benefits to shareholders and to the investing public, not the quick 
in and out. And, you know, you went back and forth about using 
money for a stock buyback rather than purchases. 

I have heard of instances where companies were actually con-
ducting stock repurchases while their pension plans were under-
funded. Are you aware of any situations? 

Mr. CLAYTON. I am not aware of any specific situation. 
Senator REED. Would that be something that you would want to 

look at in terms of the propriety of doing a stock repurchase when, 
you know, a commitment that has been made to employees is not 
fulfilled? 
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Mr. CLAYTON. It is a very interesting question. I want to be re-
sponsive. I have not thought about that particular question. I 
would say, though, if what you were doing—what somebody is 
doing from a governance perspective—this may be a broader issue, 
but if what somebody is doing from a governance perspective is 
putting a funding obligation at jeopardy by buying back equity, you 
know, that is a serious consideration for a board of directors. 

Senator REED. Would you have authority to stop the practice, ei-
ther by rule or—— 

Mr. CLAYTON. I am not sure, Senator. I would need to look into 
that. 

Senator REED. You know, Mr. Chairman, I think these are issues 
that deserve close review and study. I do not think there is—at this 
point jumping to a conclusion is not the way to approach it. But 
I think these are the types of issues that you should be considering 
because, again, I think we are both committed to the long-term 
profitability and effectiveness of these companies, not the short-run 
in and out. So thank you, Mr. Chairman. 

Mr. CLAYTON. Thank you. 
Chairman CRAPO. Senator CORTEZ MASTO. 
Senator CORTEZ MASTO. Thank you, Mr. Chair. Chairman Clay-

ton, good to see you again. 
Mr. CLAYTON. Good to see you. 
Senator CORTEZ MASTO. Excuse me, I did not get to hear your 

opening. I am juggling two committees at the same time. But with 
your indulgence, I want to kind of follow up on the previous hear-
ing that we had and your confirmation hearing and just follow up 
on some of the questions we had and just see where you are today 
with those. 

Beginning in 2009, as we were dealing with the peak of the fore-
closure crisis, the SEC Chair at the time expanded the authority 
to issue investigative subpoenas to about a dozen or so senior offi-
cials in your Enforcement Division. Before that time, Commis-
sioners themselves had to vote on each and every subpoena, and 
it slowed the enforcement down to a crawl. 

Before your tenure, Acting Chairman Piwowar initiated a review 
of whether the SEC should revert to the prior burdensome process 
for issuing subpoenas. When I asked you about this at your con-
firmation hearing, you said you needed to discuss this with other 
Commissioners and SEC staff before commenting. Now that you 
have been there 4 months, have you made a decision? 

Mr. CLAYTON. I have. I have. 
Senator CORTEZ MASTO. And what is the decision? 
Mr. CLAYTON. There was a time, as you noted, that formal order 

authority rested with the Commissioners and the Commissioners 
had to vote on it. That was transitioned to the Director of the Divi-
sion of Enforcement for efficiency reasons, as you cite. Later on, it 
was put out to the regional offices, and they had the ability to have 
formal order authority to open an investigation. 

It was pulled back to now the co-Directors of the Division of En-
forcement, Stephanie Avakian and Steve Peikin. I have sat with 
them and discussed this with them, with an eye toward whether 
there was any kind of slowing down in the ability to open matters. 
They are totally comfortable that there is not. One or both of them 
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are available. I have probed on this, whether there was any ur-
gency, whether funds would be leaving the country or other reasons 
for having formal order authority out at the regional offices. I am 
comfortable that there is not one, and I am comfortable that there 
is a benefit having that authority resting with the two of them. 

Senator CORTEZ MASTO. And their staff. 
Mr. CLAYTON. Well, their staff supports them, but—— 
Senator CORTEZ MASTO. Right. 
Mr. CLAYTON. They, of course, get the information. Having it 

with them enables them to more efficiently manage the Enforce-
ment Division across the offices and makes sure that we do not 
have, for example, somebody in San Francisco opening a case in 
Miami. 

Senator CORTEZ MASTO. So it has reverted back. So you have 
pulled it back essentially. 

Mr. CLAYTON. No, we are not fully back. We are not back at the 
Commission. We are at the Division of Enforcement level, and I am 
very comfortable that that is where it belongs. 

Senator CORTEZ MASTO. Right, and so that is essentially staff 
that has that authority. 

Mr. CLAYTON. Staff has the authority. 
Senator CORTEZ MASTO. Right, so it is still—you pulled it back 

a little bit, but still gave the staff the authority, so it is not back 
at Commission level. 

Mr. CLAYTON. Correct, and I am very comfortable that they are 
doing a good job. 

Senator CORTEZ MASTO. OK. I appreciate that. 
And then in our private meeting in the office and at your con-

firmation hearing, you stated your belief that individual account-
ability has a greater deterrent effect across the market and one 
tool to hold individuals accountable is the so-called Yates memo 
that was put out by the previous Administration, that my under-
standing current Attorney General Sessions and Deputy Attorney 
General Rosenstein are looking at right now. They are looking at 
rescinding it or weakening its directives to prosecutors. 

In your view, is this memo consistent with what you have told 
me in this Committee and you have emphasized in your speeches 
about the need to hold individual corporate executives responsible 
for corporate misconduct? 

Mr. CLAYTON. Senator, that is my view, that individual account-
ability, particularly in a corporate context, has a greater deterrent 
effect than simply corporate accountability. 

Senator CORTEZ MASTO. And so have you thought about what 
you would do if DOJ, who is your partner in prosecution, rescinds 
the Yates memo? How would you handle that? 

Mr. CLAYTON. We coordinate with DOJ in these matters, but I 
do not think that—let me—I am comfortable that the way our Divi-
sion of Enforcement is now approaching these matters and looking 
at individual accountability is correct, and that that is going to con-
tinue. 

Senator CORTEZ MASTO. OK. So that is still your emphasis and 
concern? 

Mr. CLAYTON. Yes. 
Senator CORTEZ MASTO. OK. Thank you. 
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As a lawyer in private practice, you criticized aggressive enforce-
ment of the Foreign Corrupt Practices Act for placing significant 
costs on U.S. companies, and President Trump himself criticized 
the FCPA when he was a businessman, basically saying it created 
competitive disadvantage for U.S. companies when they are not 
able to bribe foreign governments. 

Mr. CLAYTON. That is actually not what I said. 
Senator CORTEZ MASTO. That is what President Trump said. 
Mr. CLAYTON. OK. 
Senator CORTEZ MASTO. When he was a businessman. This world 

view now appears to be permeating law enforcement. One analysis 
found that as of September 1st, the Trump administration has 
brought only three of these enforcement actions, and the two from 
the SEC, each had roots in Obama administration investigations. 
And what is curious is at this point in time during the same time 
during the Obama administration, 25 cases had been filed, and 17 
by the Bush administration. Can you tell me, is the SEC slowing 
down Foreign Corrupt Practices Act investigations and prosecu-
tions? Or can you explain these numbers to me, why they are so 
low? 

Mr. CLAYTON. No, we are not slowing them down. And I want to 
go back to the 2011 article that I participated in writing. What I 
was saying was we need to think about whether we are doing this 
alone around the world and getting our partners in other countries 
on board, and our partners in other countries have come on board, 
and—not everywhere, but in some places, and that actually makes 
it easier to pursue this type of behavior and actually have an effect 
in doing so. 

Senator CORTEZ MASTO. So what you are saying is our partners 
in other countries now have had an epiphany and they are all co-
operating and following the law? 

Mr. CLAYTON. Not in every country, but the prosecutors in simi-
lar securities authorities in other countries have upped their game 
substantially. 

Senator CORTEZ MASTO. OK. I notice my time is up. Thank you 
very much. 

Senator SHELBY. [Presiding.] Senator Sasse. 
Senator SASSE. Chair Clayton, thank you for being here. I would 

like to discuss the history of cybersecurity breaches at the SEC. 
Can you tell me how many cybersecurity breaches there have been 
historically at the Commission? 

Mr. CLAYTON. I do not have that data with me today, Senator. 
Senator SASSE. And who—— 
Mr. CLAYTON. And defining what a breach is is—— 
Senator SASSE. Who would know? Who in your organization re-

ports to you that has responsibility for this? 
Mr. CLAYTON. The Office of Information Technology is the office 

within the SEC that has overall responsibility. Since getting to the 
Commission, I have been reviewing how we handle these matters 
from an oversight perspective, including establishing a cybersecu-
rity working group to get at these issues, including how we share 
information about breaches, attempted intrusions, risks across the 
Commission. As I testified earlier, these are areas that we need to 
bring focus to. 
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Senator SASSE. And who heads that office? And how senior are 
they? Are they a direct report to you, or who do they report 
through? 

Mr. CLAYTON. The head of the Office of Information Technology 
is Pam Dyson, and she is a direct report to me and also to our Of-
fice of the Chief Operating Officer. 

Senator SASSE. And how many direct reports do you have? 
Mr. CLAYTON. Precise number? It is between 20 and 25. 
Senator SASSE. Got you. Is this the first breach at the SEC that 

you think could have facilitated the trading of inside information? 
Mr. CLAYTON. Senator, I cannot tell you with 100 percent cer-

tainty that this is the only breach that we have had. I am not in 
a position to tell you that. 

Senator SASSE. OK. The SEC statement has argued that, ‘‘The 
intrusion did not result in the unauthorized access to personally 
identifiable information, did not jeopardize the operations of the 
Commission, or result in systemic risk.’’ Do you think there has 
been any breach at the SEC that compromised personally identifi-
able information in the past? 

Mr. CLAYTON. So based on what we know now about the breach, 
the 2016 breach that I disclosed, we do not think there was person-
ally identifiable information given the file type or where it houses, 
you know, a systemic risk. So I want to make that clear. That is 
based on what we know today. An investigation is ongoing. 

In terms of whether there has been a breach at the SEC where 
personally identifiable information was accessed, to my knowledge 
today, I do not know of any. But I cannot—in this area, I cannot 
give you a 100 percent certainty that that has not happened. 

Senator SASSE. OK. I want to ask a parallel question. So in this 
case, we do not think there was personally identifiable information, 
and you do not think that there ever has been historically. In this 
case, the SEC has a statement that says it did not jeopardize oper-
ations of the Commission. Historically, do we know of any breaches 
that have ever jeopardized operations at the SEC? 

Mr. CLAYTON. I know of no historic breaches that have jeopard-
ized operations, but it is an area that is of concern to me. We do 
provide services that are essential to the functioning of the market-
place. 

Senator SASSE. Agreed. 
Mr. CLAYTON. And a denial-of-service attack at the SEC in one 

of those areas would have material effects across our market sys-
tem. 

Senator SASSE. I share your concern, and I believe you to be 
greatly concerned about this. I was presiding over the Senate the 
last hour and a bit, so I did not get to hear the beginning of your 
testimony, and I know you have covered some of this information. 
Instead of trying to have you sort of repeat parts of it and pieces 
of it that may need to consult with Ms. Dyson and whatever other 
consultants you have on the project, I will send you an extensive 
list of QFRs, if that is OK. And so instead of staying here—but 
could I get your commitment that we will get a quick response to 
that list? And I want to acknowledge in advance that a lot of it is 
technical and long, but we would love—I think this Committee and 
the Senate would love to partner with you in trying to upgrade our 
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cybersecurity. You do oversee critical functions of the Government 
and public trust in financial markets, and I think that we probably 
need more urgency on this, and I think this branch would love to 
partner with your branch. But we will send you a long list, but I 
would like your commitment that we will get a quick response, 
please. 

Mr. CLAYTON. I think it is entirely appropriate, and you have my 
commitment. 

Senator SASSE. Thank you, sir. 
Senator SASSE. Thank you, Chairman. 
Senator SHELBY. Senator Brown. 
Senator BROWN. Thank you, Mr. Chairman. I am not asking for 

a second round, just one question to wrap up, and thank you for 
your indulgence. 

In a recent speech, SEC Commissioner Piwowar suggested that 
companies that go public should be permitted to require that share-
holders resolve claims in arbitration and not in the courts. That 
would be what we call ‘‘forced arbitration.’’ As you know, Mr. 
Chairman, this is contrary to corporate governance best practice 
and contrary to the SEC’s stated views on this issue. 

My question is: Will you continue to support SEC practice that 
preserves shareholders’ rights to go to court and to reject manda-
tory arbitration requirements for companies going public? 

Mr. CLAYTON. Senator, I am not going to prejudge that issue, but 
I do understand that this is also a State law issue, and in many 
States you are not permitted to have mandatory arbitration. But 
I am not going to categorically say that, you know, you would never 
have a situation where something other than accessing State law 
remedies for a particular or several particular items is off the table. 
But I am very cognizant—I am very cognizant—that the ability to 
go to court is something that is of great value to shareholders. 

Senator BROWN. And it is the SEC’s view on this issue today, as 
you know. 

Mr. CLAYTON. I do not think the SEC has articulated a definitive 
view on this issue. 

Senator Brown, we have done so in the context of particular re-
quests in the past. There have been requests in the past, and there 
is a long history there that I am happy to discuss with your staff, 
but I do not think the SEC has articulated a firm view on this 
issue in the past. 

Senator SHELBY. Mr. Chairman, I was told by the staff that the 
questions for the record that will be propounded to you are due 
next Tuesday. I know that is not long, but you are a pretty diligent 
man. You will get it in. 

Thank you for your appearance before the Committee today, and 
we wish you well in your job. Thank you. 

Mr. CLAYTON. Thank you, Senator Shelby. 
Senator SHELBY. The hearing is adjourned. 
[Whereupon, at 11:55 a.m., the hearing was adjourned.] 
[Prepared statements, responses to written questions, and addi-

tional material supplied for the record follow:] 
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1 The views expressed in this testimony are those of the Chairman of the Securities and Ex-
change Commission and do not necessarily represent the views of the President, the full Com-
mission, or any Commissioner. 

2 Remarks at the Economic Club of New York (July 12, 2017), available at https:// 
www.sec.gov/news/speech/remarks-economic-club-new-york. 

PREPARED STATEMENT OF JAY CLAYTON 
CHAIRMAN, SECURITIES AND EXCHANGE COMMISSION 

SEPTEMBER 26, 2017 

Chairman Crapo, Ranking Member Brown, distinguished senators of the Com-
mittee, thank you for the opportunity to testify before you today about the work of 
the U.S. Securities and Exchange Commission (SEC or Commission).1 

It is an honor to testify before this Committee for the first time since my con-
firmation. Since joining the SEC, my experience has strongly reinforced my view 
that our talented and committed staff is fundamental to the agency’s effectiveness. 
The SEC’s mission to protect investors, maintain fair, orderly and efficient markets 
and facilitate capital formation is deeply engrained throughout our offices and divi-
sions. I also want to thank Commissioners Stein and Piwowar for their valuable 
counsel and guidance to me as well as for their unwavering commitment to the 
Commission. 

With a workforce of about 4,600 staff in Washington and across our 11 regional 
offices, the SEC oversees, among other things (1) approximately $72 trillion in secu-
rities trading annually on U.S. equity markets; (2) the disclosures of over 8,100 pub-
lic companies, of which 4,300 are exchange listed; and (3) the activities of over 
26,000 registered entities, including investment advisers, broker-dealers, transfer 
agents, securities exchanges, clearing agencies, mutual funds, exchange traded 
funds, the Financial Industry Regulatory Authority (FINRA) and the Municipal Se-
curities Rulemaking Board (MSRB), among others. We also engage and interact 
with the investing public on a daily basis through a number of activities ranging 
from our investor education programs to alerts on our SEC.gov portal. Additionally, 
on a typical day, investors and other market participants view disclosure documents 
filed on our EDGAR system more than 50 million times. 

In a July speech, I outlined the principles that should chart the course for the 
SEC moving forward. The principles reflect my interactions with the men and 
women of the Commission staff. 

These guiding principles are as follows: 
1) The SEC’s tripartite mission is its touchstone; 
2) Our analysis starts and ends with the long-term interests of the Main Street 

investor; 
3) The SEC’s historic approach to regulation is sound; 
4) Regulatory actions drive change, and change can have lasting effects; 
5) As markets evolve, so must the SEC; 
6) Effective rulemaking does not end with rule adoption; 
7) The costs of a rule now often include the cost of demonstrating compliance; and 
8) Coordination is key.2 
While I will not go into great detail on all of the principles here, I would like to 

highlight the second principle, which is particularly important to me—that our anal-
ysis starts and ends with the long-term interests of the Main Street investor; or as 
I call them, ‘‘Mr. and Ms. 401(k).’’ At a time when greater responsibility is shifting 
to Main Street investors to save for their own retirement, I am confident that this 
is the correct metric for our analysis of success in meeting our tripartite mission. 
If Mr. and Ms. 401(k) are able to invest in a better future, then the SEC is serving 
them and our markets well. 
Cybersecurity 

Cybersecurity is an area that is vitally important to the SEC, our markets and 
me personally. The prominence of this issue and the heightened focus the agency 
has on it is the result of various factors, including (1) the increased use of and de-
pendence on data and electronic communications, (2) the greater complexity of tech-
nologies present in the financial marketplace and (3) the continually evolving 
threats from a variety of sources. Cybersecurity touches the daily lives of virtually 
all Americans, whether it is our accounts with financial services firms, the compa-
nies we invest in or the markets through which we trade. 
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3 Statement on Cybersecurity (Sept. 20, 2017), available at https://www.sec.gov/news/public- 
statement/statement-clayton-2017-09-20. 

4 Press Release 2017–170, SEC Chairman Clayton Issues Statement on Cybersecurity: Discloses 
the Commission’s Cyber Risk Profile, Discusses Intrusions at the Commission, and Reviews the 
Commission’s Approach to Oversight and Enforcement (Sept. 20, 2017), available at https:// 
www.sec.gov/news/press-release/2017-170. 

Last week, I issued a press release and statement that discussed (1) the Commis-
sion’s cyber risk profile, (2) reviewed our approach to oversight and enforcement and 
(3) disclosed a 2016 intrusion that I recently discovered may have led to illicit trad-
ing.3 The statement was part of an ongoing assessment of the SEC’s cybersecurity 
risk profile and preparedness that I initiated upon joining the Commission in May. 
The initiative has various components, including the formation of a senior-level cy-
bersecurity working group to coordinate information sharing, risk and threat moni-
toring, incident response and other cross-divisional and interagency efforts and an 
assessment of reporting and escalation procedures. 

I will now discuss the 2016 intrusion. In August 2017, in connection with an ongo-
ing investigation by our Division of Enforcement, I was notified of a possible intru-
sion into our EDGAR system. In response to this information, I immediately 
commenced an internal review. Through this review and the ongoing enforcement 
investigation, I was informed that the 2016 intrusion into the test filing component 
of our EDGAR system provided access to nonpublic EDGAR filing information and 
may have provided a basis for illicit gain through trading. 

We believe the 2016 intrusion involved the exploitation of a defect in custom soft-
ware in the EDGAR system. When it was originally discovered, the SEC Office of 
Information Technology (OIT) staff took steps to remediate the defect in custom soft-
ware code and reported the incident to the Department of Homeland Security’s 
United States Computer Emergency Readiness Team (US–CERT). Based on the in-
vestigation to date, OIT staff believes that the prior remediation effort was success-
ful. We also believe that the intrusion did not result in unauthorized access to per-
sonally identifiable information, jeopardize the operations of the Commission or re-
sult in systemic risk. Our review and investigation of these matters, however, as 
well as the extent and impact of the intrusion and related illicit activity, is ongoing 
and may take substantial time to complete. 

Our review and investigation of this matter consists of two related components. 
The first component has been focused on the 2016 intrusion itself, including efforts 
to determine its scope and whether there were or are any related vulnerabilities in 
our EDGAR system. Importantly, in conducting this review and related forensic 
analysis, it has been a priority and a constraint to maintain the security and oper-
ational capabilities of EDGAR, which is a critical component of our disclosure-based 
market system and accepts filings virtually continuously during the week. 

Various agency personnel, including members of the Enforcement Division, the 
Office of General Counsel and the Office of the Inspector General (OIG) have been 
involved in this effort. In addition, I have formally requested that the OIG begin 
a review into what led to the intrusion, the scope of nonpublic information com-
promised and our efforts in response. I have also asked the OIG to provide rec-
ommendations for how the SEC should remediate any related system or control defi-
ciencies. We also are pursuing and considering other measures that may enhance 
our investigative, remediation and prevention efforts. 

The second component of our review and investigation consists of our investiga-
tion into trading potentially related to the intrusion. This investigation is being con-
ducted by our Division of Enforcement and is ongoing. 

There are limits on what I know and can discuss about the 2016 incident due to 
the status (ongoing and incomplete) and nature (enforcement) of these reviews and 
investigations. Nevertheless, I directed the issuance of the press release and state-
ment this past Wednesday. I made this disclosure because I believed that, once I 
knew enough to understand that the 2016 intrusion provided access to nonpublic 
EDGAR test filings and that this may have resulted in the misuse of nonpublic in-
formation for illicit gain, it was important to disclose the incident and our cyber risk 
profile more generally to the American public and Congress.4 

Looking forward, I have authorized the immediate hiring of additional staff to aid 
in our efforts to protect the security of the agency’s network, systems and data. I 
also directed the staff to enhance our escalation protocols for cybersecurity incidents 
in order to enable greater agency-wide visibility and understanding of potential 
cyber vulnerabilities and attacks. This matter involving our EDGAR system con-
cerns me deeply. 

I recognize that I am not the only one who is deeply concerned. Rightfully, it 
will cause this Committee and others to increase their focus on whether the 
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Commission’s approach to cybersecurity appropriately addresses our cyber risk pro-
file. This is all the more reason it was appropriate to disclose the 2016 intrusion 
now even though our review and investigation are ongoing. We must remain on top 
of evolving threats when it comes to securing our own networks and systems against 
intrusion. This is especially true when protecting systems dealing with sensitive 
market and other data involving personally identifiable information. This means 
regularly evaluating progress, pursuing improvements and making it a priority to 
invest sufficient resources so our systems keep up with the fast-changing threat en-
vironment. 

Other initiatives resulting from the general cybersecurity review we initiated in 
May are ongoing or will commence shortly. These include internal and inter-agency 
incident response exercises and continued interaction on cybersecurity efforts with 
other Government agencies and committees, including the Department of Homeland 
Security, the Government Accountability Office and the Financial and Banking In-
formation Infrastructure Committee. 

Despite the attention given to widely publicized cyber-related incidents experi-
enced by the Commission and others, I still am not confident that the Main Street 
investor has received a sufficient package of information from issuers, inter-
mediaries and other market participants to understand the substantial risks result-
ing from cybersecurity and related issues. As a general matter, it is critical that in-
vestors be informed about the threats that issuers and other market participants 
face. 

To be sure, we are continuing to examine whether public companies are taking 
appropriate action to inform investors, including after a breach has occurred, and 
we will investigate issuers that mislead investors about material cybersecurity risks 
or data breaches. As is noted in my July speech and on various other occasions, I 
would like to see more and better disclosure in this area. 

Cybersecurity must be more than a firm-by-firm or agency-by-agency effort. Active 
and open communication between and among regulators and the private sector also 
is critical to ensuring the Nation’s financial system is robust and effectively pro-
tected. Information sharing and coordination are essential for regulators to antici-
pate potential cyber threats and respond to a major cyberattack, should one arise. 
The SEC is therefore working closely with fellow financial regulators to improve our 
ability to receive critical information and alerts, react to cyber threats and har-
monize regulatory approaches. 

Overall, by promoting effective cybersecurity practices in connection with both the 
Commission’s internal operations and its external regulatory oversight efforts, it is 
our objective to contribute substantively to a financial market system that recog-
nizes and addresses cybersecurity risks and, in circumstances in which these risks 
materialize, exhibits strong mitigation and resiliency. 
Regulatory Agenda 

We have been hard at work developing our regulatory agenda, consistent with the 
eight principles outlined above. As you know, we have a number of statutorily man-
dated items that we need to address, and we are considering how to advance those 
while also pursuing other initiatives that are central to the fulfillment of our statu-
tory mission. Mandated rulemakings include those required by both the Fixing 
America’s Surface Transportation (FAST) Act and the Dodd-Frank Wall-Street Re-
form and Consumer Protection Act. In the coming weeks and months, I expect the 
SEC’s near-term rulemaking objectives to be fully reflected in our upcoming Regu-
latory Flexibility Act Agenda. As a general matter, I believe it is important that 
these publicly available agendas provide the necessary transparency and account-
ability for agency matters. If these plans are to meet their intended purpose, they 
must be streamlined to inform Congress, investors, issuers and other interested par-
ties about what the SEC actually intends—and realistically expects—to accomplish 
over the coming year. 

Putting together a rulemaking agenda has not slowed work to fulfill the SEC’s 
mission. As you know, Commissioners Michael Piwowar and Kara Stein advanced 
a number of important matters before I came on board, including moving to a two- 
business-day standard settlement cycle—or T+2. 

I would like to now highlight several of the SEC’s accomplishments since I joined 
my fellow Commissioners and the women and men of the SEC in May. 
Facilitating Capital Formation 

The U.S. capital markets have long been the deepest, most dynamic and most liq-
uid in the world. They provide businesses with the opportunity to grow, create jobs 
and furnish diverse investment opportunities for investors, including retail inves-
tors, pension funds and other retirement accounts. Our markets also have long 
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5 Draft Registration Statement Processing Procedures Expanded, Division of Corporation Fi-
nance Announcement (June 29, 2017) [Supplemented August 17, 2017], available at https:// 
www.sec.gov/corpfin/announcement/draft-registration-statement-processing-procedures-ex-
panded. 

6 See Securities Act Forms Compliance and Disclosure Interpretation 101.04 and 101.05, avail-
able at https://www.sec.gov/divisions/corpfin/guidance/safinterp.htm. 

provided the United States economy with a competitive advantage and American 
Main Street investors with better investment opportunities than comparable inves-
tors in other jurisdictions. We should be striving to maintain and enhance these 
complementary positions, including being mindful of emerging trends and related 
risks. 

In this regard, I continue to be troubled by the negative trend in the number of 
public companies—fewer companies are choosing to go public in their growth phase 
or at all and, consequently and significantly, there are fewer investment opportuni-
ties for Main Street investors. It is clear to me that our public capital markets are 
relatively less attractive to growing businesses than in the past. Based on my re-
view and discussions with Commission staff and others, the reporting, compliance 
and oversight dynamic between private and public markets appears out of sync. 
Costs—ranging from direct compliance costs to the consumption of management and 
employee bandwidth—for public companies, particularly smaller and medium-sized 
companies, far outstrip those of comparable private companies. Thus, many compa-
nies with the choice of going public may be incentivized to stay private or stay pri-
vate longer. 

I view Mr. and Ms. 401(k) as bearing a potentially significant cost as a result of 
the shrinking number of public companies. I expect this dynamic, if not addressed, 
will lead to fewer opportunities for Main Street investors to invest directly in high 
quality companies. To be clear, it is not fewer opportunities to invest in IPOs them-
selves that troubles me. But without IPOs of growing companies, we have a shrink-
ing and generally more mature portfolio of public companies. This is a significant 
concern. A shrinking proportion of public companies, particularly smaller and me-
dium-sized companies, has costs beyond investment choices, including that there 
will be less publicly available information about the operations and performance of 
companies that are important to our economy. 

I believe a key to restoring vibrancy in our public markets is a recognition that 
a one size regulatory structure does not fit all. Fortunately, this is not just a the-
ory—through Congress’s enactment of, and the SEC’s work on, the Jumpstart Our 
Business Startups (JOBS) Act, there is an ecosystem displaying that a scaled disclo-
sure and regulatory system provides incentives for companies to conduct public of-
ferings while maintaining the world’s most robust investor protections. To be clear, 
this does not mean that we would sacrifice or limit the core principles of our public 
disclosure regime and other essential investor protections for the sake of accel-
erating public issuances. It is clear to me that companies that go through the U.S. 
IPO process emerge as better companies, with better disclosure. We want to encour-
age and preserve that dynamic. Overall, the SEC will strive for efficiency in our 
processes to encourage more companies to consider going public, which will result 
in more choices for investors, job creation and a stronger U.S. economy. 

To this end, the SEC, through the Division of Corporation Finance (Corporation 
Finance), is undertaking efforts to promote capital formation, especially in our pub-
lic markets. Corporation Finance recently announced that it would accept voluntary 
draft registration statement submissions for certain securities offerings, including 
for initial public offerings and offerings within 1 year of an IPO, for review by the 
staff on a nonpublic basis.5 This expanded policy builds on the confidential submis-
sion process established in response to the JOBS Act. We believe this approach pro-
vides a meaningful benefit to companies and investors, and a number of companies 
have already pursued this path. 

Corporation Finance also issued guidance clarifying that companies may omit 
from draft registration statements interim financial information that otherwise will 
not be required when a company files its registration statement.6 This guidance 
should enable a company to reduce costs associated with preparing financial infor-
mation that ultimately would not be included in its filing. To be clear, this guidance 
saves costs, but investors continue to benefit from the full array of financial infor-
mation required when a company publicly files its registration statement. 

Corporation Finance is also considering whether there are other areas in which 
interpretive guidance could assist companies without reducing investor protections, 
and whether enhancements can be made to staff processes to further benefit compa-
nies and investors. Additionally, we are taking steps to fill the position of Advocate 
for Small Business Capital Formation (Advocate) and form the Office of the Advo-
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7 Press Release 2017–172, SEC Adopts Interpretative Guidance on Pay Ratio Rule (Sept. 21, 
2017), available at https://www.sec.gov/news/press-release/2017-172. 

cate for Small Business Capital Formation (Office) and the Advisory Committee on 
Small Business Capital Formation (Advisory Committee), as required by Congress 
in the SEC Small Business Advocate Act of 2016. Among other statutorily mandated 
functions, the Advocate will identify areas in which small businesses and small 
business investors would benefit from changes in Commission regulations or self- 
regulatory organization (SRO) rules. The Advocate also will work to identify prob-
lems that small businesses have securing access to capital, including any unique 
challenges to minority- and women-owned businesses. 

We recently announced the application process for selecting the Advocate, which 
will cast a wide net that will encourage people with expertise and interest in facili-
tating capital formation throughout the country to apply. I anticipate that the Com-
mission will select the Advocate in the coming months which will allow him or her 
to continue the agency’s work through the Office and the Advisory Committee to fa-
cilitate capital formation for small businesses across the country. 

Much work remains to be done in this area, but I am pleased with the staff’s ef-
forts to provide additional opportunities for issuers and investors alike. 
Disclosure Effectiveness 

I expect that the Commission will move forward in the near term on a number 
of additional initiatives aimed at promoting capital formation. For example, the 
Commission will soon consider a rule proposal required by the FAST Act to mod-
ernize and simplify the disclosure requirements in Regulation S–K in a manner that 
reduces costs and burdens on companies while still providing for the disclosure of 
all required material information. 

The staff is also developing recommendations to finalize rule amendments that 
would eliminate redundant, overlapping, outdated or superseded disclosure require-
ments. In addition, the staff is developing recommendations for the Commission on 
final rule amendments to the ‘‘smaller reporting company’’ definition, which would 
expand the number of issuers eligible to provide scaled disclosures. 

Further, the agency is continuing our initiative to modernize and simplify our dis-
closure requirements generally. We have a number of projects underway related to 
that effort, including, among others: 

(1) Considering changes to the rules in Regulation S–X related to requirements 
for financial statements for entities other than the issuer; and 

(2) Updating industry-specific disclosure requirements, such as the property dis-
closure requirements for mining companies and preparing recommendations for pro-
posed rules to modernize bank holding company disclosures. 
CEO Pay Ratio Disclosure 

Corporation Finance also is examining existing disclosure rules, with an eye to-
ward easing compliance burdens while maintaining the mandated disclosure. To be 
clear, the SEC is required to implement rulemakings mandated by statute in accord-
ance with applicable law, including the pay ratio disclosure rule adopted pursuant 
to Section 953(b) of the Dodd-Frank Act. This rule was adopted on August 5, 2015, 
and will continue to be implemented on schedule. 

In response to questions about the pay ratio rule, the Commission recently ap-
proved interpretative guidance to assist companies in their compliance efforts.7 Spe-
cifically, the interpretative guidance clarifies the disclosure rules mandated by Con-
gress in a way that is true to the mandate and, to the extent practicable, allows 
companies to use operational data and otherwise readily available information to 
produce the disclosures. Additionally, the staff issued guidance which includes ex-
amples illustrating how reasonable estimates and statistical methodologies may be 
used. The staff will continue to monitor the rollout of the rule, in particular for 
whether unanticipated costs or difficulties have arisen. 
Standards of Conduct for Investment Advisers and Broker-Dealers 

I have made clear in public statements that I am focused on the standards of con-
duct that investment professionals must follow in providing advice to Main Street 
investors. The extensive study of the subject to date illustrates the complexity of the 
issue and the fast-changing nature of our markets, including the evolving manner 
in which personalized investment advice is provided. Main Street investors should 
have access to high-quality, affordable investment advice and a diverse range of in-
vestment products without sacrificing the protections of the securities laws. 

Since my confirmation, the Department of Labor’s (DOL’s) fiduciary rule has par-
tially taken effect. Staff conversations with investors and firms, prior to the DOL’s 
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8 Related to this effort, on January 11, 2017, the Division of Investment Management issued 
interpretive guidance to Capital Group clarifying that Section 22(d) of the Investment Company 
Act of 1940 does not prevent a broker acting in an agency capacity from charging its customers 
a commission for transacting in ‘‘clean shares’’ of a registered investment company. Capital 
Group used the term ‘‘clean shares’’ to refer to a class of fund shares without any front-end load, 
deferred sales charge or other asset-based fee for sales or distribution. Capital Group, SEC Staff 
Letter (Jan. 11, 2017), available at https://www.sec.gov/divisions/investment/noaction/2017/ 
capital-group-011117-22d.htm. 

9 Public Comments from Retail Investors and Other Interested Parties on Standards of Con-
duct for Investment Advisers and Broker-Dealers (June 1, 2017), available at https:// 
www.sec.gov/news/public-statement/statement-chairman-clayton-2017-05-31. 

proposed extension, as well as various press reports, indicate that broker-dealers are 
considering, and some have started taking, a variety of actions to comply with the 
DOL Rule, including: (1) increasing compliance resources and efforts (e.g., 
disclosure, documentation and training, in particular, with respect to costs and roll-
over recommendations); (2) increasing the use of robo-advice; and (3) reevaluating 
and changing the types of products and accounts (and related fees) offered to retire-
ment investors, focusing particularly on products or accounts that would address the 
compliance requirements driven by the Best Interest Contract Exemption (e.g., shift-
ing some or all of their retirement accounts to level-fee advisory accounts). 

Further, staff understands mutual fund complexes are considering various ap-
proaches to accommodate broker-dealers’ efforts to level compensation across similar 
types of products in response to the DOL Rule. These approaches include, for exam-
ple: (1) issuing ‘‘clean shares’’ that do not have any sales loads, charges or other 
asset-based fees for sales or distribution (thus allowing brokers to set their own 
commissions that would be paid directly by investors);8 and (2) issuing ‘‘T-shares’’— 
or ‘‘transaction shares’’—that have uniform sales charges across all fund categories. 

While the SEC and the DOL have different statutory mandates, rulemaking proc-
esses and jurisdictions, actions taken by one regarding standards of conduct are 
going to have a significant effect on the other’s regulated entities and the market-
place. In other words, effects of the DOL rule extend well beyond the DOL’s jurisdic-
tion, and vice versa. It is important that we understand these effects and work 
closely and constructively with DOL to implement appropriate standards of conduct 
for financial professionals who provide advice to retail investors. We are engaging 
expeditiously and constructively with our colleagues at the DOL to best serve the 
interests of investors. 

As for Commission action related to standards of conduct, the SEC has been re-
viewing this area for some time. In recognition of the vast changes in the market-
place since the SEC last solicited information 4 years ago, on June 1, 2017, I issued 
a statement seeking public input on standards of conduct for investment advisers 
and broker-dealers.9 In it, I articulated some key principles—clarity, consistency 
and coordination—that I expect to guide our approach. Specifically, our standards 
should be clear and comprehensible to the average investor, consistent across retire-
ment and nonretirement assets and coordinated with other regulatory entities, in-
cluding the DOL and State insurance regulators. 

I also hope that my June 2017 statement will shape constructively the conversa-
tion on this important matter, so that we can properly tailor an approach or pack-
age of approaches that we believe will best address the issues identified. To date, 
we have received over 150 comments from investors and the industry, expressing 
a range of views. I also have personally met with various Main Street investor and 
industry groups and have found those conversations beneficial. 

The Commission and its staff have extensive experience regulating broker-dealers 
and investment advisers, and we are reviewing the information interested parties 
have submitted. I look forward to continuing to work with my fellow Commissioners 
and the SEC staff as we evaluate our next steps on this important topic. 
Equity, Fixed Income and Security-Based Swap Markets 

The SEC has a responsibility to ensure that our securities markets provide vi-
brant, efficient and fair mechanisms for facilitating the transfer of capital. In the 
decade plus since the adoption of Regulation NMS, technological advancements and 
innovations and commercial developments have led to significant changes in the 
way our trading markets operate. Generally speaking, our securities markets con-
tinue to be highly efficient and resilient. That said, it is imperative that we continu-
ously examine and reassess our regulatory market structure. There are a few spe-
cific market structure issues and initiatives that I would like to now highlight. 

Several recent Commission rulemaking proposals have been aimed at enhancing 
transparency in the market structure space. In July of last year, the Commission 
proposed amendments to Rule 606 of Regulation NMS that would require broker- 
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dealers to disclose standardized information on their handling of large orders, both 
in response to customer requests and on a quarterly, aggregated basis. This pro-
posal would also enhance existing broker-dealer order routing disclosure require-
ments for smaller orders. 

In November 2015, the Commission proposed amendments to Regulation ATS to 
impose new transparency requirements on alternative trading systems (ATSs) that 
facilitate transactions in NMS stocks. That proposal would also greatly increase the 
Commission’s active oversight over the design and operation of such ATSs. 

Both of these transparency-focused rulemaking proposals, which the Commission 
released prior to my Chairmanship, have received broad support from commenters. 
I support both initiatives, and I have asked the Commission staff to prepare final 
rulemaking recommendations for the Commission’s consideration. 

Just as investors look for material information upon which to base their invest-
ment decisions, the Commission uses data to support and enhance our oversight 
function, including in our analysis of market structure, as well as for investigations, 
examinations and market analyses and reconstructions. The SROs also use data in 
carrying out their regulatory responsibilities. 

Currently, trading activity in stocks is tracked through a number of systems. No 
single system tracks the orders that are routed and executed across multiple trading 
venues. As the Committee is aware, pursuant to Commission rule and the CAT Na-
tional Market System (NMS) Plan, a Consolidated Audit Trail, or CAT, is currently 
being developed by a CAT plan processor (Thesys) and the securities exchanges and 
FINRA. The CAT is intended to provide these SROs and the Commission with con-
solidated cross-market data that is more complete, accurate, accessible and timely 
than the data currently available to regulators. 

Of paramount concern to the Commission is the protection of sensitive CAT data. 
I appreciate that security issues are particularly acute with respect to a data reposi-
tory that contains comprehensive information on trading activity in the securities 
markets, especially in light of recent events. I am therefore focused on issues of data 
security with respect to CAT. I have made this point clear to both Thesys and the 
SROs, and will continue to do so. I expect that the roll-out of the various compo-
nents of CAT data reporting, the first phase of which is scheduled to take effect on 
November 15, 2017 (wherein the SROs will report data to the central repository), 
will reflect an ongoing assessment of the sensitivity of the data reported and related 
security concerns and protections. 

Among the defenses built into the CAT NMS Plan are requirements for the plan 
processor to develop a comprehensive information security program that addresses 
the security and confidentiality of all information within the CAT data repository 
and associated operational risks. And the SROs, which have direct oversight of the 
plan processor, are obligated to monitor the information security program to ensure 
that it is consistent with the highest industry standards for the protection of data. 
For the subset of data that may be extracted from the CAT data repository, the 
SROs and the SEC have independent obligations to protect any such data. With re-
spect to the SEC specifically, we have committed to review periodically the effective-
ness of our confidentiality and data use procedures in connection with our access 
to the CAT. 

Other components of the Commission’s analysis of market structure are two pilot 
programs—one currently in force, and the other being developed by Commission 
staff. The Tick Size Pilot, which began in October 2016, is testing the impact of 
wider tick sizes on the trading of stocks of certain smaller capitalization companies. 
Preliminary analyses of the pilot data indicate that the impact of the wider tick 
sizes on market quality has been mixed. For many covered securities, quoted 
spreads and depth of book have increased, and volatility has decreased. At the end 
of this month, trading center data will become publicly available and enable more 
robust analysis of the pilot data. 

I have also asked the Commission staff to develop a proposal for a pilot program 
that would test how adjustments to the access fee cap under Rule 610 of Regulation 
NMS would affect equities trading. The Equity Market Structure Advisory Com-
mittee (EMSAC) recommended a pilot program of this type. I am supportive of this 
type of pilot program because it should provide the Commission, as well as market 
participants and the public, with more data to assess how transaction-based fees 
and rebates affect order routing behavior, execution quality and market quality. I 
expect that the Commission will consider a transaction fee pilot proposal of this na-
ture in the near future. 

More generally, I believe that a thoughtful and methodical, data driven approach 
to market structure will help us fulfill our mission to protect investors, maintain 
fair, orderly and efficient markets and facilitate capital formation. Pilot programs 
such as the ones I just described allow us to evaluate whether adjustments to our 
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market structure are necessary or appropriate, and if so, how to appropriately tailor 
them. At the same time, I also recognize that pilot programs—whether in the form 
of Commission or SRO initiatives—cannot simply live on in perpetuity. Once pilots 
have achieved their purpose in terms of providing the Commission and SROs with 
adequate data for reasoned decisionmaking, they should either be wound down or, 
when appropriate, made permanent. 

Overall, as the Commission has evaluated equity market structure, the EMSAC 
has been a valuable and helpful resource to the Commission in providing expert ad-
vice and recommendations. Specifically, in addition to an access fee pilot rec-
ommendation, the EMSAC has provided the Commission with six thoughtful rec-
ommendations relating to NMS plan governance, SROs’ proposals requiring tech-
nology changes, limit-up/limit-down mechanisms, market wide circuit breakers, the 
market opening and Regulation NMS Rules 605 and 606. The Commission recently 
extended the term for the EMSAC until early 2018, which will enable the EMSAC 
to continue to provide us with input as we consider market structure initiatives, in-
cluding the contemplated transaction fee pilot proposal. 

Separately, as I have stated previously, I believe that the time is right for the 
Commission to broaden its review of market structure to include our fixed income 
markets. The fixed income markets are critical to our economy and, increasingly, 
Main Street investors, yet less attention has been paid to their efficiency, trans-
parency and effectiveness relative to the equity markets. We are in the process of 
establishing the Fixed Income Market Structure Advisory Committee (FIMSAC). We 
hope to have the first FIMSAC meeting as soon as December of this year. 

Finally, with respect to the regulatory regime for swaps and security-based swaps, 
Commodity Futures Trading Commission (CFTC) Chairman Christopher Giancarlo 
and I started talking soon after I joined the Commission. At our very first meeting, 
we discussed ways in which we could harmonize our respective rules and regula-
tions. SEC and CFTC staff have been meeting to identify initial areas of focus, and 
it is my hope that the continued coordination will result in real regulatory effi-
ciencies. 
Enforcement 

I am committed to the responsibility of safeguarding our capital markets and 
American investors with energy and purpose and ensuring that there is no room for 
bad actors therein. Through the dedication and expertise of our Division of Enforce-
ment (Enforcement) staff and its leadership, we are able to root out fraud and shady 
practices effectively and with unwavering purpose. Enforcement is focused on pro-
tecting all investors—without favor for account size, geography or other measures 
of priority—and that is clear from recent enforcement actions targeting pump and 
dump schemes, insider trading and a boiler room on Long Island ripping off seniors’ 
hard earned retirement savings. Successful enforcement actions impose meaningful 
sanctions on securities law violators, result in penalties and disgorgement of ill-got-
ten gains that can be returned to harmed investors and deter wrongdoing. 

While a vigorous enforcement program is at the heart of the Commission’s work 
to protect investors and maintain the integrity of the securities markets, the SEC’s 
enforcement program also plays an important part in ensuring that investors and 
other market participants have access to material information to make informed in-
vestment decisions. The SEC has brought significant enforcement actions against 
issuers that committed reporting and disclosure violations. Comprehensive, accurate 
and timely financial reporting is the bedrock upon which our markets are based and 
Enforcement remains focused on pursuing violations in this area. 

Our actions against parties who engage in insider trading also help promote in-
vestor confidence. Trading on material, nonpublic information undermines the fair-
ness and integrity of the securities markets and creates an unlevel playing field. 
The SEC is committed to taking action against those who breach their duties—and 
subvert our markets—in pursuit of personal gain, having charged more than 700 de-
fendants in civil insider trading cases since fiscal year 2010. 

Through these efforts to root out financial fraud, insider trading and other mis-
conduct in the securities industry, Enforcement serves a critical role in helping the 
Commission fulfill its tripartite mission. Moving forward, the SEC will continue to 
focus resources—including data collection and analysis, which has greatly enhanced 
our ability to detect unlawful behavior—on key areas where misconduct harms in-
vestors and impairs market integrity. In particular, I have asked the Division of En-
forcement to evaluate regularly whether we are focusing appropriately on retail in-
vestor fraud and investment professional misconduct, insider trading, market ma-
nipulation, accounting fraud and cyber matters. I believe our Main Street investors 
would want us to focus on these areas. 
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10 In fiscal year 2016, OCIE completed nearly 1,450 investment adviser exams, more than it 
had completed in any of the prior seven fiscal years and 20 percent more investment adviser 
exams than it completed in fiscal year 2015. In fiscal year 2017, OCIE completed more than 
2,000 investment adviser exams, a significant increase over fiscal year 2016. 

11 April 6, 2017, testimony on ‘‘The Best and Worst Places to Work in the Federal Govern-
ment’’ by Chief Human Capital Officer Lacey Dingman before the U.S. House of Representatives 

Continued 

Examinations 
Another critical tool for the SEC to meet its mission is our national examination 

program, led by our Office of Compliance Inspections and Examinations (OCIE). 
Commission staff conduct risk-based examinations of registered entities, including 
broker-dealers, investment advisers, investment companies, municipal advisors, na-
tional securities exchanges, clearing agencies, transfer agents and FINRA, among 
others. Our examination staff work closely with staff members in our regulatory di-
visions to provide input on policy and regulatory issues and initiatives and also are 
in regular communication with Enforcement staff to discuss trends and observations 
and provide referrals. 

Our examination program is one of many areas where we have doubled down on 
our focus on doing more with our limited resources. In this regard, I note that reg-
istered investment advisers now manage more than $70 trillion in assets, which is 
more than triple 2001 levels. In light of this trend, in 2016, the SEC reassigned ap-
proximately 100 OCIE staff to the investment adviser examination unit. As a result 
of this shift and the introduction of various enhancements to OCIE processes, ad-
vancements in OCIE’s use of technology and other efficiencies, the SEC is on track 
to deliver a 30 percent increase in the number of investment adviser examinations 
this fiscal year—to approximately 15 percent of all investment advisers.10 

While this has been a very positive step, more needs to be done to continue to 
increase investment adviser examination coverage levels, while at the same time 
being careful to avoid decreasing examination quality. To that end, the SEC will 
continue to explore additional efficiencies and improvements to our risk-based exam-
ination program. One way to achieve this is through the continued leveraging of 
data analysis. We have developed tools that scan an array of data fields to help us 
analyze and identify potentially problematic activities and firms. This allows us to 
make better decisions concerning which firms to examine and appropriately scope 
those examinations, among other things. I expect that for at least the next several 
years we will need to do more to increase the agency’s examination coverage of in-
vestment advisers in light of continuing changes in the markets. 

In the coming fiscal year, OCIE also plans to increase the number of inspections 
to assess compliance with Commission rules, such as Regulation Systems Compli-
ance and Integrity (Regulation SCI), to ensure that the cybersecurity infrastructure 
that is critical to the U.S. securities markets is effective. 
Agency Operations 

I have devoted a significant portion of my first 4 months as Chairman to devel-
oping a deeper understanding of the agency’s internal operations and management. 
I have come to appreciate more directly what I had witnessed from my years in pri-
vate practice—the knowledge, expertise and professionalism of the SEC staff. It has 
been a top priority for me to engage with, and understand the perspectives of, the 
SEC’s workforce. 

I am particularly excited to report that the SEC staff’s engagement and morale 
are high, thanks in significant part to the leadership and efforts of division and of-
fice directors, supervisors and staff. Setting a new record for the agency this year, 
nearly 80 percent of the eligible workforce shared their views by completing the Of-
fice of Personnel Management’s Federal Employee Viewpoint Survey in May and 
June of 2017. 

This year’s survey results showed notable increases in employee engagement, 
overall satisfaction and leader effectiveness indices. These are critical indicators for 
our organization because our diverse workforce is our most valuable asset. It is only 
through the hard work of our employees that we are able to accomplish our mission. 

Since 2012, the SEC’s rating on the Partnership for Public Service ‘‘Best Places 
to Work’’ has improved by 20 percentage points, from 56 percent to 76 percent and 
last year we were ranked 6th among 27 mid-sized agencies. In fact, this success has 
earned us distinction as a role model for other Federal agencies. In April 2017, the 
House Oversight and Government Reform Committee invited the SEC’s Chief 
Human Capital Officer to testify on the agency’s survey results as the ‘‘most im-
proved’’ mid-sized Federal agency.11 We aim to continue building upon these 2017 
results in the years to come. 
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Subcommittee on Government Operations can be found at https://oversight.house.gov/wp-con-
tent/uploads/2017/04/DingmanlSEClTestimony.pdf. 

Efficiencies and Resource Needs 
I take very seriously the SEC’s responsibility to ensure that the SEC is a good 

steward of the funds Congress entrusts to our use, and maximizes the value of those 
funds to the American investor. We are engaged in ongoing efforts to find effi-
ciencies in internal operations, including through automation, streamlined internal 
processes and better use of data. We will continue to develop and leverage our capa-
bilities for risk analysis to inform our decisionmaking, including how most effi-
ciently to use staff resources. Given the pace of change in today’s capital markets, 
it is more important than ever that agency operations be nimble so we can direct 
resources where they are needed most. 

For example, with congressional approval, the SEC in June 2017 combined the 
agency’s various EDGAR filer support functions into one EDGAR Program Office. 
As this Committee knows and as discussed above, the EDGAR system is central to 
the agency’s mission and critical to the functioning of the capital markets. On a typ-
ical day, investors and other market participants view or download more than 50 
million disclosure documents filed on EDGAR. This new office also will coordinate 
and rationalize the agency’s enhancements and investments related to EDGAR, in-
cluding modifications to conform with changes to Commission rules, and will help 
consolidate the agency’s filer support functions. 

Other internal improvement initiatives include combining the agency’s various 
communications-related functions, crafting proposals for Commission consideration 
to convert paper filings into electronic formats and exploring ways to better apply 
and schedule examination staff resources toward significant risks to investors. We 
will continue to explore opportunities for efficiencies and cost savings in the months 
to come. 

The agency’s efforts to streamline operations are reflected in the SEC’s budget re-
quests over the next 2 years. The President’s request for fiscal year 2018 is for 
$1.602 billion for SEC operations, which holds the SEC budget at essentially the 
same level it has been in fiscal years 2016 and 2017. This request reflects savings 
and efficiencies in progress throughout the SEC, sufficient to offset required cost in-
creases, and continues investments in technology, as described further below. 

It is important to note that the SEC collects transaction fees that offset the an-
nual appropriation to the Commission. Whatever amount Congress appropriates to 
the agency will, by law, be fully offset by transaction fees, and will not impact the 
deficit or the funding available for other agencies. The current transaction fee rate 
is just over two cents ($0.02) for every $1,000.00 in covered securities sales. 
Fiscal Year 2019 Authorization Request 

For fiscal year 2019, the SEC’s authorization request totals approximately $1.7 
billion for SEC operations. I do not make a request for additional funds lightly, es-
pecially in a tight budgetary environment. But after an evaluation of the SEC’s ca-
pabilities and needs, I believe this request is necessary for the SEC to continue the 
effective pursuit of our tripartite mission. 

This request would allow the agency to lift the hiring freeze implemented at the 
start of fiscal year 2017 and recruit professionals with key skills and market exper-
tise such as electronic trading, cybersecurity, retail investor fraud, investment ad-
viser oversight and market analysis. The agency anticipates a need to hire such 
individuals in key positions to effectively carry out our core mission. The request 
seeks additional funds for development, modernization and enhancement of informa-
tion technology systems, including additional investments in protecting the security 
of the SEC’s network and systems. These funds, coupled with those from the SEC 
Reserve Fund, would allow the continued implementation of a number of key multi- 
year technology initiatives, discussed further below, which will enhance the SEC’s 
ability to collect, analyze and act on large amounts of data. 
Leveraging Technology 

Advances in technology have driven significant changes in securities markets. 
Today, companies support human decisionmaking with automated algorithms, 
which ingest massive amounts of unstructured data to make trading decisions. In-
vestors are using innovative platforms to conduct transactions and research invest-
ments. Firms solicit investors through sophisticated, multichannel communications. 

In recent years we have seen an extraordinary increase in the volume and velocity 
of data available to the securities industry, investors and the SEC. The ever-increas-
ing volume of data demands advanced analytics tools and best-in-class infrastruc-
ture that is dynamic, scalable and secure. Similarly, demand from the public for 
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12 According to GSA’s schedule, a new lease would be awarded in fiscal year 2018. 

SEC information has never been higher. Last year, SEC.gov received 10.4 billion 
page views—double from just 2 years ago—and the public downloaded more than 
2.6 petabytes of data. The information the SEC provides is driving the marketplace, 
and helping companies attract funding, grow and create jobs. 

All of these shifts require the SEC to expand our own technology capabilities and 
increase our efficiency. The SEC’s budget requests seek the resources needed to stay 
on top of these critical developments and promote our mission in an evolving land-
scape. The Commission has made progress in modernizing our technology systems, 
with the benefits of increasing our use of data analytics, increasing program effec-
tiveness and streamlining operations. 

The $234 million that the SEC plans to spend on information technology in fiscal 
year 2018 is quite modest, by way of comparison, to the amounts that the major 
Wall Street firms spend on their own information technology systems. For example, 
in 2016 one large financial institution alone spent more than $9.5 billion on tech-
nology firm-wide, with $3 billion of that dedicated to new initiatives. Another large 
financial institution spent $6.6 billion in 2016 on technology initiatives. 

The fiscal year 2018 and fiscal year 2019 budget proposals would support a num-
ber of key information technology initiatives, such as: 

(1) Increasing investments in information security to address, as a top priority, 
the ability to monitor and avoid advanced persistent threats, and to improve 
risk management and monitoring; 

(2) Expanding data analytics tools to integrate and analyze the large and ever- 
increasing volume of financial data we receive, enabling us to detect potential 
fraud or suspicious behavior earlier and allocate resources more effectively; 

(3) Improving our examination program through advanced risk assessment and 
surveillance tools that help identify high-risk areas for further examination; 

(4) Enhancing additional systems that support our enforcement program, includ-
ing applying sophisticated algorithms that foster the detection of potential in-
sider trading and manipulation; 

(5) Streamlining public access to our EDGAR electronic filing system; and 
(6) Investing further in business processes automation and enhancements, includ-

ing the retirement of legacy systems, which will drive cost efficiencies and im-
prove security across the agency. 

Leasing 
An important component of the SEC’s funding needs over the next 2 years is to 

support the leasing of office space. The current leases for the SEC’s headquarters 
buildings (Station Place I, II and III) will expire in fiscal years 2019, 2020 and 2021, 
respectively. In addition to the funds requested to support our operations, the SEC 
is requesting funds in fiscal year 2018 necessary to participate in the General Serv-
ices Administration’s (GSA’s) competitive procurement process for a successor lease 
for the SEC’s headquarters. In accordance with its standard process, GSA has re-
quested that the agency set aside the funds that might become necessary to cover 
construction and related costs should the SEC need to move from its current build-
ing.12 None of these funds would be used for the operations of the SEC, and the 
agency has proposed appropriation language that provides a mechanism whereby 
any unused portion of these funds would be refunded to fee payers. 

Similarly, in fiscal year 2019, funds will be required for the GSA procurement of 
a new lease for the SEC’s New York Regional Office, for which the current lease 
is set to expire in 2021. As with the SEC’s headquarters lease procurement, GSA 
requires that the SEC set aside funds for potential construction and related costs 
in the event that the competitive acquisition process might result in the SEC need-
ing to move to a new building. None of these funds would be used for the operation 
of the SEC, and any unused portion would be refunded to fee payers. 
Conclusion 

My aim for today’s testimony is to provide a window into the scope of the SEC’s 
daily work to advance our mission of protecting investors, maintaining fair, orderly 
and efficient markets and facilitating capital formation. In closing, I want each of 
you—and all of your constituents, including, in particular, Main Street investors— 
to know that the SEC is open for business. We want to serve you and hear from 
you. Whether it be through providing educational resources and investor alerts on 
investor.gov, supporting small businesses and other issuers seeking to raise capital 
or vigorously enforcing the securities laws, SEC staff and division and office 
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leadership stand ready and willing to engage with any and all who we can assist, 
and who can inform us, on issues consistent with our tripartite mission. 

I thank this Committee and its Members, especially the Chairman and Ranking 
Member, for their continued support of the SEC and its staff, and I look forward 
to answering any questions you may have. 
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RESPONSE TO WRITTEN QUESTIONS OF SENATOR SCOTT 
FROM JAY CLAYTON 

Q.1. I think it’s important for us to recognize the fact that the De-
partment of Labor’s (DOL) fiduciary rule has had a negative impact 
on many Americans. The average South Carolinian has less than 
1 year’s salary in their retirement accounts. Restricting access to 
professionals in the financial industry has a negative impact on the 
resources available to the average American for retirement. The 
last thing we need to do at this point is to find ways to get finan-
cial advisory experts out of the household, which is the unintended 
consequence of the fiduciary rule in my perspective. 

A July 2017 Harper Polling survey of 600 financial advisers 
found that 75 percent of the professionals whose clients have start-
ing assets under $25,000 will take on fewer small accounts due to 
increased compliance costs and legal risks under the DOL’s rule. 
These folks desperately need financial experts to make good, sound 
financial decisions. I was pleased to see the DOL’s 18-month delay 
in the rule’s full implementation. 

What more can you tell me about your coordination with the 
DOL on the fiduciary rule? 
A.1. Secretary Acosta and his staff at the DOL have already been 
engaged in a productive dialogue with me and my staff on this 
issue. I anticipate that our interactions will continue or increase 
and become more substantive as the SEC moves forward with its 
rulemaking process. Our goal here is to get the rules right for Mr. 
& Ms. 401(k), the types of people cited in your question, and I be-
lieve a focus on four key attributes—clarity, consistency, coordina-
tion and choice—will best position us to do so. It will be difficult 
to achieve these objectives in our rulemaking without meaningful 
cooperation with the DOL. 
Q.2. If the second part of the DOL’s fiduciary rule takes effect on 
July 1, 2019, as proposed, will the Commission have enough time 
to have its own rule in effect by then? If not, what steps will you 
take to accelerate your own process or work with DOL on a joint 
schedule, so the two rules do not take effect at different times? 
A.2. We are working on a rule proposal, and we plan to engage ex-
peditiously and constructively with our colleagues at the DOL. In 
response to my June 1 statement and request for comment regard-
ing standards of conduct for investment advisers and broker-deal-
ers (the June Statement), we have received over 150 comments 
from investors and the industry. This is a complex issue and com-
menters discussed a range of topics including disclosure, the stand-
ard of conduct for broker-dealers, and the impact of the DOL rule. 
Assessing these comments will assist us in evaluating the range of 
potential actions. While I have made it clear to staff that this is 
one of my top priorities, and staff are moving forward accordingly, 
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the complexity of the issue and the potential for significant impacts 
on investors and market participants means that we need to en-
gage in a thorough process, with full consideration of the potential 
economic effects of our actions. 
Q.3. State insurance regulators are the experts on fixed income an-
nuities. How will you be involving State regulators in your work on 
the fiduciary rule? 
A.3. I appreciate the role of State insurance regulators and their 
expertise with respect to fixed income annuities. The National As-
sociation of Insurance Commissioners (NAIC) submitted a letter in 
response to my June Statement. That letter, among other things, 
discussed NAIC model regulations and noted that the NAIC is con-
sidering potential changes to its model suitability rules to poten-
tially include a best interest standard of care. The staff and I will 
keep that letter and the NAIC’s views in mind as we consider 
issues surrounding standards of conduct for investment advisers 
and broker-dealers, and will be in contact with NAIC personnel as 
well as State insurance regulators as we move forward. 
Q.4. Many States have moved forward with their own fiduciary 
standards, creating a patchwork of rules and regulations for inves-
tors and financial advisors. What can the SEC do to find a solution 
to this growing concern? 
A.4. Our markets are diverse and expansive and many financial 
advisors and other participants operate across State lines. I believe 
that consistency in the standards of conduct for investment profes-
sionals nationwide is important for the proper functioning of our 
markets, and that the best way to achieve that is for the Commis-
sion to move forward expeditiously with its rulemaking process in 
cooperation with the Department of Labor. 
Q.5. The fact that we’re looking at Chinese investors trying to buy 
the Chicago Stock Exchange and you pumping the brakes on that 
decision—I think it’s good. We all would like to encourage more 
FDI, but we need to do it in the most responsible way possible. 
Thank you for your position and perspective on that issue. 

Can you describe the actions that led to a Commission review of 
this transaction? 
A.5. On August 9, 2017, the Commission’s Division of Trading and 
Markets (the Division) approved the proposed rule change filed by 
the Chicago Stock Exchange regarding the acquisition. The Divi-
sion issued this approval order pursuant to delegated authority, 
and the Division’s approval order was subsequently stayed pursu-
ant to Exchange Act Section 4A and Rule 431 of the Commission’s 
Rules of Practice, which provide for Commission review of actions 
made pursuant to delegated authority. At this time, the Commis-
sion continues to review the delegated action, and the Division’s 
approval order remains stayed. Since August 9, the Commission 
has received 43 comments on the proposed rule change. Because 
this remains an open matter that is actively under consideration by 
the Commission, I am not in a position to comment further on what 
future action the Commission might take. 
Q.6. What criteria do Commissioners or Commission staff evaluate 
when reviewing transactions like this one? 
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A.6. In evaluating a proposed rule change filed by a national secu-
rities exchange, the Commission carefully evaluates whether the 
proposed rule change is consistent with the requirements of the Ex-
change Act and the applicable rules thereunder. The Exchange Act 
contains a number of relevant provisions, including the require-
ment under Exchange Act Section 6(b)(5) that the rules of a na-
tional securities exchange be designed to promote just and equi-
table principles of trade, to remove impediments to and perfect the 
mechanism of a free and open market and a national market sys-
tem, and, in general, to protect investors and the public interest. 
Q.7. Management at public companies should be held accountable 
by their shareholders. A balance between both sides ensures pro-
ductivity and corporate transparency. That said, I wonder if the 
scales have not been tipped a little bit too far. As of now, we allow 
for the resubmission of shareholder proposals even if nearly 90 per-
cent of shareholders have voted no in the past. That creates costs 
and distracts from long-term thinking, all the while doing little to 
protect investors. 

How are other shareholders impacted by such a low bar for pro-
posal resubmissions? 
A.7. Shareholder proposals play an important role in corporate gov-
ernance, but they are not without cost. The evaluation of and sub-
mission to shareholders of these proposals, including the discussion 
and recommendation in the proxy statement, requires board and 
management time, which imposes a cost to shareholders in addi-
tion to the out of pocket costs related to the proxy process. You are 
correct, when shareholder proposals with little chance of garnering 
meaningful shareholder support are resubmitted, these costs are 
borne by all shareholders, not just the shareholders who submit 
them or voted in favor of them. 
Q.8. Will the SEC revisit its past recommendation to raise such 
thresholds? 
A.8. I am mindful of concerns that have been raised about the 
shareholder proposal rule, including resubmission thresholds, and 
this area will be closely monitored during the upcoming proxy sea-
son. We have issued a Staff Legal Bulletin providing staff guidance 
on shareholder proposals, and I expect that we will be doing so 
again shortly. In thinking about any potential revisions in this 
area, the Commission would need to carefully balance shareholders’ 
ability to submit proposals with the time and costs borne by compa-
nies and other shareholders to respond to those proposals. 
Q.9. Do you believe the shareholder proposal system today is work-
ing as it was originally intended to, or can it be reformed for the 
benefit of all investors? 
A.9. Shareholder proposals serve as an important accountability 
function and can lead to positive change. Nevertheless, I expect 
there may be ways to minimize unnecessary costs borne by share-
holders in the ‘‘quiet’’ majority without compromising the impor-
tant role of shareholder proposals. The resubmission thresholds 
may be one area in which these costs could be reduced without un-
necessarily limiting shareholders’ ability to submit proposals. 
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Q.10. What is your view on making public company disclosures 
more comprehensible and useful for layman investors? 
A.10. Investors must have access to information about potential in-
vestments that is easily accessible and meaningful. In that regard, 
I believe there are ways we can update our disclosure requirements 
to make disclosures more useful for investors and to reduce bur-
dens on companies. We took a step in that direction on October 11, 
2017, when the Commission proposed amendments to Regulation 
S–K that are intended to modernize and simplify certain disclosure 
requirements in Regulation S–K and related rules and forms in a 
manner that reduces the costs and burdens on registrants while 
continuing to provide all material information to investors. The 
amendments are also intended to improve the readability and navi-
gability of the Commission’s disclosure documents and discourage 
repetition and disclosure of immaterial information. 

We also focused on the presentation and delivery of disclosure in 
the Regulation S–K concept release the Commission issued in April 
2016. The concept release recognized that the presentation and de-
livery of information may play a significant role in investors’ ability 
to access and use important disclosure. It also sought input on how 
our rules can facilitate the readability and navigability of disclo-
sure documents. 
Q.11. Do you believe that proxy advisory firms are doing an ade-
quate job of disclosing to their clients material conflicts of interest 
in light of the 2014 SEC guidance on the subject? 
A.11. The staff issued a Staff Legal Bulletin in 2014 to provide 
guidance to investment advisers about their responsibilities in vot-
ing client proxies and retaining proxy advisory firms. The bulletin 
also provided guidance on the availability and requirements of two 
exemptions to the proxy rules often relied upon by proxy advisory 
firms. The staff continues to monitor developments in this area. 
Q.12. Companies often identify conflicts of interest or significant 
errors that proxy advisory firms have made in their recommenda-
tions—do you believe that the SEC would benefit if issuers or other 
market participants brought these concerns to the attention of the 
Commission? 
A.12. The Commission is interested in the effective and efficient 
operation of the U.S. proxy system and welcomes outreach from 
issuers or other market participants. To this end, the staff actively 
seeks input in this area and regularly meets with, among others, 
industry groups, including several representing corporate issuers, 
and will continue to monitor developments and consider further ac-
tion if needed. 

RESPONSE TO WRITTEN QUESTIONS OF SENATOR MENENDEZ 
FROM JAY CLAYTON 

Q.1. In your testimony before the Committee last week, you em-
phasized your commitment to enforcement actions and a strong 
enforcement division. As I mentioned during your confirmation 
hearing, I was alarmed to learn of Commissioner Piwowar’s steps 
earlier this year to rein in the enforcement division by revoking 
subpoena authority from 20 enforcement officials and limiting it to 
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the division director. As you know, this was a significant reversal 
from post-crisis policy which empowered senior enforcement attor-
neys to quickly escalate informal inquiries to formal investigations. 

Can you please describe in detail the enforcement division’s cur-
rent procedures regarding subpoena authority? 
A.1. The Federal securities laws authorize the Commission, or any 
officer designated by the Commission, to issue subpoenas requiring 
a witness to provide documents and testimony under oath. The 
Commission itself has the power to designate members of the staff 
to act as officers of the Commission in an investigation by issuing 
a Formal Order of Investigation (formal order). The formal order 
serves two important functions. First, it directs that a nonpublic in-
vestigation be conducted, and second, it designates specific staff 
members to act as officers for purposes of the investigation and em-
powers them to administer oaths and affirmations, subpoena wit-
nesses, compel their attendance, take evidence and require the pro-
duction of documents and other materials. 

Although Commission staff in the Enforcement Division may in 
some circumstances obtain information without the need for a sub-
poena, performing a complete investigation will often require a 
formal order. For example, banks will not produce the account 
records typically needed in a Ponzi scheme investigation without a 
subpoena. In an insider trading investigation, subpoenas will be 
needed to obtain any relevant phone call records from telephone 
companies. Witnesses may refuse to testify unless they are subpoe-
naed. 

Enforcement Division staff may seek to have a formal order 
issued through one of two methods: pursuant to authority dele-
gated by the Commission to the Division Co-Directors, or by recom-
mending that the Commission issue the formal order. Commission 
staff seeking a formal order through the delegated authority proc-
ess prepares a memorandum to the Co-Directors that provides in-
formation concerning the matter and addresses the need for a for-
mal order. 

To obtain a formal order directly from the Commission, Enforce-
ment staff prepares a memorandum to the Commission to rec-
ommend that the Commission issue a formal order. The memo-
randum includes the same types of information that is provided to 
the Co-Directors through the delegated authority method. 

I have discussed the delegation of formal order authority with 
the Co-Directors of the Enforcement Division, and I am comfortable 
that there are benefits to having that authority resting with the 
two of them, including that it enables them to more efficiently and 
effectively manage the nationwide Enforcement program. I do not 
believe that limiting the authority to the Enforcement Division Co- 
Directors has negatively affected the Commission’s ability to pro-
tect investors and deter misconduct. Rather, my initial sense is 
that the current scope of delegation enhances investor protection as 
it provides for a more effective allocation of limited resources by 
the leadership of the Enforcement Division. I will continue to con-
sult with the Enforcement Division Co-Directors to ensure that the 
procedures surrounding delegated subpoena power do not adversely 
impact the Enforcement Division’s ability to fulfill its mission, in-
cluding protecting investors. 
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Q.2. On September 21, 2017, the SEC issued interpretive guidance 
to companies regarding compliance with the pay ratio disclosure 
requirement mandated by Section 953(b) of Dodd-Frank. In the 
guidance, the SEC provides companies considerable flexibility in 
determining the median employee and calculating employee com-
pensation. 

Please explain the specific rationale the SEC relied on to justify 
these flexibilities. 
A.2. The pay ratio rule, as adopted, affords significant flexibility to 
registrants in determining the appropriate methodologies to iden-
tify the median employee and in calculating the median employee’s 
annual total compensation. The guidance is intended to clarify the 
ways that registrants may use the flexibility that is already part 
of the rule. Specifically, the interpretative guidance clarifies the 
disclosure rules mandated by Congress in a way that is true to the 
mandate and, to the extent practicable, allows companies to use 
operational data and otherwise readily available information to 
produce the disclosures. Additionally, the staff issued guidance 
which includes examples illustrating how reasonable estimates and 
statistical methodologies may be used. 
Q.3. In light of the sweeping good faith efforts flexibility provided 
to companies by the guidance, what assurances can you provide 
that the SEC will take enforcement actions against companies that 
fail to provide disclosures in compliance with the requirements of 
the pay ratio disclosure rule? 
A.3. As with all new rules adopted by the Commission, we will 
closely monitor implementation of the pay ratio rule. Specifically, 
I expect that a review of the pay ratio disclosures will be part of 
the selective filing review process conducted by the Division of Cor-
poration Finance. 
Q.4. At a forum in September, you stated that you do not think it 
is necessary for Congress to codify insider trading law. Please ex-
plain the rationale for this conclusion. 
A.4. The Commission’s record of holding persons accountable for in-
sider trading remains as strong as ever. We have charged more 
than 450 individuals with insider trading in the past 5 years, in-
cluding more than 140 individuals in the past 18 months alone. 

In my view, the Commission is well positioned to punish insider 
trading and does not need further legislation defining insider trad-
ing. Proponents of a law defining insider trading cite clarity as an 
objective and a benefit. While such an approach likely would pro-
vide greater clarity in some circumstances, I am concerned that 
legislation would generate ancillary litigation over its meaning and 
application in other circumstances and that aspects of the body of 
law that has been built up over time would be reinterpreted. In ad-
dition, I am concerned that clarity may provide nefarious actors 
with the substantive equivalent of a legislative safe harbor for 
what turns out to be clearly abusive conduct. My views in this re-
gard are informed by many factors including my discussions with 
the staff and my experience with statutory regimes outside the 
United States. 

Please do not take this answer as an indication that I do not be-
lieve we should be focused on or look to do more in this space. I 
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have been very impressed with the knowledge and dedication of 
our staff in this area, including the market abuse unit in the Divi-
sion of Enforcement. My interactions with them have led me to be-
lieve that additional efforts and resources, including possible legis-
lative efforts, should be applied to detection and deterrence in this 
area. Further, I believe those efforts and resources should reflect 
the fact that insider trading and other market abuses have become 
increasingly international and cyber-based. 
Q.5. As you know, the New York Stock Exchange, among other 
international exchanges, requires listed companies to have an in-
ternal audit function within the first year of joining the NYSE. 
Public companies, however, do not typically disclose to investors 
whether they have an independent internal audit function. What is 
the SEC’s current position on whether public companies should be 
required to disclose to shareholders whether they have an inde-
pendent internal audit function? 
A.5. In 2013, the Commission expressed its belief that an internal 
audit function can assist companies in meeting their Exchange Act 
obligations to devise and maintain a system of internal accounting 
controls. In 2015, the Commission issued a concept release that 
sought public comment on audit committee reporting requirements. 
In that release, the Commission expressed an interest in under-
standing whether changes should be made to required disclosures 
about audit committees regarding oversight of the audit and the 
auditor relationship. The Commission specifically asked whether 
audit committees should provide disclosure about their oversight of 
the internal audit function. The Commission also asked whether to 
require disclosures about meetings the audit committee has had 
with the internal auditor. The staff is considering the extensive 
feedback we received in response to the request for comment. 
Q.6. I remain concerned that the current lack of transparency 
around short selling enables manipulative trading behaviors that 
harm growing companies and discourages long-term investment. I 
raised this concern to former SEC Chair Mary Jo White in a letter 
in January 2017. In my view, the current lack of transparency of 
short positions has a trifold impact on the securities market—it de-
prives investors of information critical to making meaningful in-
vestment decisions; it denies issuers of insights into trading activ-
ity and inhibits their ability to interface with investors; and it 
withholds crucial information from the market, ultimately imped-
ing efficiencies and diluting transparency. There are currently two 
petitions for rulemaking pending before the SEC requesting that it 
promulgate rules to require disclosure of short positions in parity 
with the existing required disclosure of long positions (File No. 4– 
689 and File No. 4–691). 

Does the SEC plan to act on these pending rulemaking petitions, 
or consider any alternative options, in order to ensure fair disclo-
sure of short positions? 

In your opinion, should the SEC implement a disclosure regime 
for short positions that would make this behavior more transparent 
and ultimately mitigate the effects of manipulative trading strate-
gies? 
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1 For instance, in 2014 the Commission’s Division of Economic and Risk Analysis conducted 
a comprehensive study analyzing the feasibility, costs, and benefits of real-time short position 
reporting. See ‘‘Short Sale Position and Transaction Reporting,’’ June 5, 2014, DERA study as 
required by Section 417 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. 

2 Press Release 2017–144, Banca IMI to Pay $35 Million for Improper Handling of ADRs in 
Continuing SEC Crackdown (Aug. 18, 2017), available at https://www.sec.gov/news/press-re-
lease/2017-144; Press Release 2017–6, ITG Paying $24 Million for Improper Handling of ADRs 
(Jan. 12, 2017), available at https://www.sec.gov/news/pressrelease/2017-6.html. 

3 See, e.g., Press Release 2016–9, SEC Charges Goldman Sachs with Improper Securities Lend-
ing Practices (Jan. 14, 2016), available at https://www.sec.gov/news/pressrelease/2016-9.html; 
Press Release 2015–105, Merrill Lynch Admits Using Inaccurate Data for Short Sale Orders, 
Agrees to $11 Million Settlement (June 1, 2015), available at https://www.sec.gov/news/ 
pressrelease/2015-105.html. 

A.6. The Commission has considered the question of disclosure of 
short positions for a number of years.1 

Currently, each self-regulatory organization (SRO) publishes on 
its website aggregate daily short selling volume in each individual 
equity security listed on its exchange. The SROs also publish on 
their websites information regarding individual short sale trans-
actions in all exchange-listed equity securities on a 1-month de-
layed basis. Additionally, the SROs publish statistics on short in-
terest in securities that trade on their markets twice a month. 
Moreover, the Commission publishes on its website fails-to-deliver 
information for all equity securities twice a month (available at: 
https://www.sec.gov/answers/shortsalevolume.htm). 

I also note that our Division of Enforcement is focused on identi-
fying and pursuing cases that involve inappropriate short selling. 
Recently, the Commission has brought enforcement cases against 
market participants when they prompted the issuance of American 
Depositary Receipts (ADRs) without possessing the underlying for-
eign shares, thus creating opportunities for potential market abuse, 
including short selling.2 And, the Commission has charged finan-
cial institutions with violating the SEC’s Regulation SHO by im-
properly providing locates—a representation that the firm has bor-
rowed, arranged to borrow or reasonably believes it could borrow 
securities to settle a short sale—to customers where the firm had 
not performed an adequate review of the securities to be located or 
had systems improperly programmed to rely on stale locate infor-
mation.3 

The Commission continues to consider whether the current ap-
proach to transparency and reporting is appropriate and whether 
additional reporting of short sale transactions may be warranted. 
I have engaged with the staff, including the staff of the Division 
of Enforcement, on this and they are monitoring the issues. That 
said, I recognize that markets evolve and staff should be regularly 
asking whether our reporting regime for short selling appropriately 
reflects the potential for illicit practices. In that context, the Com-
mission also takes into account feedback from all market partici-
pants, including the petitions from Nasdaq, Inc., and NYSE Group 
Inc., as well as comments from the public concerning these peti-
tions. 
Q.7. Recently, certain hedge funds have challenged the legitimacy 
of a drug patent while simultaneously shorting a biopharma-
ceutical company’s stock. In so doing, they increase the value of 
their short position by publicizing numerous patent challenges and 
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4 For example, under Exchange Act Rule 10b–21 it is a violation for a party to submit an order 
for a short sale of a security if the party deceives a broker dealer, a registered clearing agency 
or a purchaser about the party’s intention or ability to deliver the security by the settlement 
date and the party fails to deliver the security on or before the settlement date. 

provoking fear in the marketplace, ultimately driving down the 
stock prices of these smaller companies. 

Does the SEC plan to investigate potential abuses of securities 
laws whereby market participants target patents held by bio-
pharmaceutical companies and short their stock? 
A.7. The use of the patent challenge process (the ‘‘inter partes re-
view’’ or ‘‘IPR’’) as an investment strategy is a recent development 
and its impact on the capital markets remains to be seen. We un-
derstand that the process, which allows the filer to challenge the 
legitimacy of a patent, includes a series of procedural requirements 
that may serve as deterrents for abusive challenges. For example, 
the claimant typically must publicly specify the grounds for 
unpatentability and explain the relevance of evidence relied upon. 
Further, a petitioning party can be sanctioned by the U.S. Patent 
and Trademark Office for abuse of any improper use of the IPR 
process. In addition, we understand that there are several fees as-
sociated with an IPR, including a $9,000 fee simply for requesting 
a review. 

Because the use of the IPR is such a recent phenomenon, Com-
mission staff continues to study the space and assess whether addi-
tional action, such as heightened disclosure requirements, may be 
useful or appropriate to expose potentially fraudulent or manipula-
tive trading behavior. But, the Commission has the authority to ad-
dress potential misconduct related to market manipulation, which 
includes fraudulent conduct designed to deceive investors by artifi-
cially affecting the market for a security. Manipulation can involve 
a range of misconduct, including: spreading false or misleading 
information about a company or rigging quotes, prices or trades to 
create a false or deceptive picture of the demand for a security. 

The Federal securities laws also contain requirements that apply 
to the short sale of securities.4 Where the Commission’s Enforce-
ment Division becomes aware of facts that suggest a possible viola-
tion of the Federal securities laws, it may investigate the conduct 
and, in appropriate cases where there is sufficient evidence of a 
violation, the Commission may bring enforcement actions against 
the wrongdoers. The Commission takes the possibility of manipula-
tion, including potentially manipulative short selling, in our mar-
kets seriously. While short selling can provide the market with im-
portant benefits such as market liquidity and pricing efficiency, the 
Commission has brought cases against persons that violate the 
Commission’s short sales rules or otherwise engage in abusive 
short selling. 

RESPONSE TO WRITTEN QUESTIONS OF SENATOR SASSE 
FROM JAY CLAYTON 

Q.1. Understanding that this investigation is ongoing, I’d like to 
discuss the details of the breach of the SEC’s EDGAR system. 

• On what specific date did the EDGAR breach occur? 
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• When did the SEC first identify the breach and how long were 
the hackers in the SEC’s system? 

• When did the SEC first ascertain that this breach could have 
allowed the hackers to trade on nonpublic information? 

• Why did it take so long for the SEC to determine that this 
breach could have allowed for the trading on nonpublic infor-
mation? 

• Who was informed of this breach inside the SEC and outside 
of the organization in 2016? For example, were the Commis-
sioners or then-SEC Chair White informed? What about the 
SEC’s then-Chief Operating Officer? Why or why not? 

• Does the SEC have any indication that the identity of the 
hackers could be nation-state hackers? 

• It has been reported that the DHS in January found key 
vulnerabilities in the SEC’s cybersecurity protections. Has the 
SEC fully addressed these vulnerabilities or does the SEC 
intend to do so? If the SEC already addressed these 
vulnerabilities, when did it do so? If not, when will the SEC 
address these vulnerabilities? 

• Has the DHS found any further vulnerabilities after that Jan-
uary report? 

• In July, the GAO released a report that highlighted areas 
where the SEC could improve its treatment of cybersecurity 
issues. Does the SEC intend to fully comply with the GAO re-
port’s recommendations? If so, on what timeline? 

• What, if any, other law enforcement agencies is the SEC work-
ing with on this breach? 

• I’d like to discuss the history of cybersecurity breaches at the 
SEC. 

• How many material cybersecurity breaches have there been at 
the SEC? 

• Is this the first breach at the SEC that could have facilitated 
the trading of inside information? 

• The SEC’s statement announcing the EDGAR breach said that 
‘‘the intrusion did not result in unauthorized access to person-
ally identifiable information, jeopardize the operations of the 
Commission, or result in system risk.’’ Has there been a breach 
at the SEC that compromised personally identifiable informa-
tion? 

• Has there been a breach at the SEC that jeopardized the SEC’s 
operations? 

• Are you concerned that a breach at the SEC could jeopardize 
the SEC’s operations? If so, please describe the consequences 
of such a breach. 

• Has there been a breach at the SEC that resulted in systemic 
risk? 

• Are you concerned that hackers could pose a national security 
or systemic risk by accessing the live markets and shutting 
down trading, deleting trade information, or otherwise spark-
ing a major crisis? If so, please describe the consequences of 
such a breach. 
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1 See Press Release 2017–170, SEC Chairman Clayton Issues Statement on Cybersecurity: Dis-
closes the Commission’s Cyber Risk Profile, Discusses Intrusions at the Commission, and Reviews 
the Commission’s Approach to Oversight and Enforcement (Sept. 20, 2017), available at https:// 
www.sec.gov/news/press-release/2017-170; see also Statement on Cybersecurity (Sept. 20, 
2017), available at https://www.sec.gov/news/public-statement/statement-clayton-2017-09-20; 
see also Press Release 2017–186, SEC Chairman Clayton Provides Update on Review of 2016 
Cyber Intrusion Involving the EDGAR System (Oct. 2, 2017), available at https://www.sec.gov/ 
news/press-release/2017-186. 

2 See Testimony on Examining the SEC’s Agenda, Operation, and Budget, House Comm. on 
Fin. Serv. (Oct. 4, 2017), available at https://www.sec.gov/news/testimony/testimony-exam-
ining-secs-agenda-operation-and-budget. 

• Please provide an overview of the steps that the SEC has 
taken to avoid a breach that would endanger national security, 
cause systemic risk, or jeopardize the SEC’s operations. 

A.1. In my September 20th press release and statement on cyberse-
curity, which was part of an ongoing assessment of the Commis-
sion’s cybersecurity risk profile and preparedness that I initiated 
upon joining the Commission in May, and in my recent testimony 
before this Committee and before the House Committee on Finan-
cial Services, I noted that I was notified in August 2017 of a pos-
sible 2016 intrusion into our EDGAR system. In response to this 
information, which I learned in connection with an ongoing inves-
tigation by our Division of Enforcement, I immediately 
commenced an internal review of the 2016 intrusion. Through this 
review and the ongoing enforcement investigation, I was informed 
that the 2016 intrusion into the test filing component of our 
EDGAR system provided access to nonpublic EDGAR filing infor-
mation and may have provided a basis for illicit gain through trad-
ing. After the initial disclosure of the intrusion on September 20th 
and my testimony before the Committee, I was informed that the 
ongoing staff investigation determined that an EDGAR test filing 
accessed by third parties as a result of the 2016 intrusion con-
tained the names, dates of birth and social security numbers of two 
individuals. This determination was based on forensic data anal-
ysis conducted since my September 20th disclosure of the intrusion, 
which relied on the latest information available at that time.1 

Based on what we know to date, we believe the 2016 intrusion 
involved the exploitation of a defect in custom software in the 
EDGAR system. When it was originally discovered, the SEC’s Of-
fice of Information Technology (OIT) staff took steps to remediate 
the defect in custom software code and reported the incident to the 
Department of Homeland Security’s (DHS’s) U.S. Computer Emer-
gency Readiness Team (US–CERT). Based on the investigation to 
date, OIT staff believes that the prior remediation effort was suc-
cessful. 

In my October 4, 2017 testimony before the House Committee on 
Financial Services, I noted that we have multiple ongoing work 
streams concerning the 2016 incident and our steps to improve the 
cybersecurity risk profile of our EDGAR system and of the agency’s 
systems more broadly.2 These work streams include: 

1. The review of the 2016 EDGAR intrusion by the Office of In-
spector General. Staff have been instructed to provide their 
full cooperation with this effort; 
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2. The investigation by the Division of Enforcement into the po-
tential illicit trading resulting from the 2016 EDGAR intru-
sion; 

3. A focused review of and, as necessary or appropriate, uplift of 
the EDGAR system. The EDGAR system has been undergoing 
modernization efforts. The agency has added, and expects to 
continue to add, additional resources to these efforts, which 
are expected to include outside consultants, and will increase 
the focus on cybersecurity matters; 

4. The more general assessment and uplift of the agency’s cyber-
security risk profile and efforts that were initiated shortly 
after my arrival at the Commission this past May, including, 
without limitation, the identification and review of all sys-
tems, current and planned (e.g., the Consolidated Audit Trail 
or CAT), that hold market sensitive data or personally identi-
fiable information; and 

5. The agency’s internal review of the 2016 EDGAR intrusion to 
determine, among other things, the procedures followed in re-
sponse to the intrusion. This review is being overseen by the 
Office of the General Counsel and has an interdisciplinary in-
vestigative team that includes personnel from regional offices 
and will involve outside technology consultants. 

There are limits on what I know and can discuss about the 2016 
incident due to the status (ongoing and incomplete) and nature (en-
forcement) of our reviews and investigations. Each of these efforts 
is moving forward and, as is the nature of matters of this type, will 
require substantial time and effort to complete. Nevertheless, I di-
rected the issuance of my September 20th press release and state-
ment on cybersecurity because I believed that, once I knew enough 
to understand that the 2016 intrusion provided access to nonpublic 
EDGAR test filings and that this may have resulted in the misuse 
of nonpublic information for illicit gain, it was important to disclose 
the incident and our cybersecurity risk profile more generally to 
the American public and Congress. I will make sure to keep the 
Committee informed of the ultimate findings and conclusions of our 
internal review into the 2016 intrusion. 

Cybersecurity must be more than a firm-by-firm or agency-by- 
agency effort. Active and open communication between and among 
regulators and the private sector also is critical to ensuring the Na-
tion’s financial system is robust and effectively protected. Informa-
tion sharing and coordination are essential for regulators to antici-
pate potential cyber threats and respond to a major cyberattack, 
should one arise. The SEC is therefore working closely with fellow 
financial regulators to improve our ability to receive critical infor-
mation and alerts, react to cyber threats and harmonize regulatory 
approaches. 

We view our interaction with other Government agencies and 
committees, including DHS, Government Accountability Office 
(GAO) and the Financial and Banking Information Infrastructure 
Committee, as an important part of our cybersecurity efforts. For 
example, we work closely with GAO to address vulnerabilities in 
our IT and critical system infrastructure. Our most recent GAO 
audit report was issued on July 27, 2017. To date, SEC staff have 
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3 See Remarks at the Economic Club of New York (July 12, 2017), available at https:// 
www.sec.gov/news/speech/remarks-economic-club-new-york. 

worked to implement all eleven IT security recommendations that 
were open as of the start of fiscal year 2017 and have either com-
pleted or are working to address all of the recommendations issued 
as part of the GAO’s most recent report. We have prioritized these 
recommendations and will continue to track them until GAO is sat-
isfied with our implementation of the recommendations. Likewise, 
with regard to DHS, our Security Operations Center is required to 
report incidents to DHS as they occur pursuant to Federal direc-
tives and did so report the 2016 EDGAR intrusion. 

I am deeply concerned by the risks posed by cyber threat actors 
across the financial sector. Of paramount concern to the Commis-
sion with respect to its internal systems is the protection of non-
public information, including personally identifiable information 
and information that is market sensitive; these issues are impor-
tant to other regulatory agencies and market participants as well. 
Denial of service is another significant risk faced by regulatory 
agencies and market participants. As explained in my testimony 
before the House Committee on Financial Services, it is for these 
reasons that I have instituted a wide-scale review of both EDGAR 
and the overall cybersecurity risk profile of agency systems, and 
that we have continued to make cybersecurity considerations a pri-
ority in our outward-facing regulatory efforts. 

In my recent testimony before the Committee, I stated that, de-
spite the attention given to widely publicized cyber-related inci-
dents experienced by the Commission and others, I still am not 
confident that the Main Street investor has received a sufficient 
package of information from issuers, intermediaries and other mar-
ket participants to understand the substantial risks resulting from 
cybersecurity and related issues. As a general matter, it is critical 
that investors be informed about the threats that issuers and other 
market participants face. 

The SEC will continue to examine whether public companies are 
taking appropriate action to inform investors, including after a 
breach has occurred, and we will investigate issuers that mislead 
investors about material cybersecurity risks or data breaches. As I 
have noted previously on various occasions, I would like to see 
more and better disclosure in this area.3 

Overall, by promoting effective cybersecurity practices in connec-
tion with both the Commission’s internal operations and its exter-
nal regulatory oversight efforts, it is our objective to contribute 
substantively to a financial market system that recognizes and ad-
dresses cybersecurity risks and, in circumstances in which these 
risks materialize, exhibits strong mitigation and resiliency. 
Q.2. I’d like to discuss how the SEC’s structure impacts your abil-
ity to manage the agency. 

How many direct reports does the SEC Chairman have? 
A.2. The SEC has 22 division and office heads who report to me 
as Chairman. In addition, the Commission is hiring a Director for 
a new Office of the Advocate for Small Business Capital Formation, 
which is being established pursuant to statute. 
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4 https://www.sec.gov/news/studies/2011/967study.pdf. 

Q.3. During your hearing last week, you said that the Office of In-
formation Technology headed by Pam Dyson ‘‘is the office within 
the SEC that has overall responsibility’’ for cybersecurity. You also 
said that Pam Dyson ‘‘is a direct report to me and also to our Office 
of the Operating Officer.’’ Can you please elaborate on the cyberse-
curity duties of the Office of Information Technology and how that 
dual reporting structure works? 
A.3. Pamela Dyson serves as the Chief Information Officer and the 
Director of the Office of Information Technology. As the Chief In-
formation Officer, Ms. Dyson’s role is compliant with the mandate 
within the Clinger Cohen Act of 1996 that requires the Chief Infor-
mation Office to report directly to the head of the Agency. In this 
capacity, Ms. Dyson serves as senior technology advisor to the Of-
fice of the Chairman. Ms. Dyson also receives day-to-day direction 
from the Chief Operating Officer. 

As the Director of the Office of Information Technology, Ms. 
Dyson oversees and supports the Commission and staff in all as-
pects of the Commission’s information technology program. This in-
cludes application development, data management operations, in-
frastructure operations and engineering, user support, IT program 
management, capital planning, and enterprise architecture. The 
Office of Information Technology also includes the agency’s infor-
mation security staff, which is headed by the Chief Information Se-
curity Officer. 
Q.4. In March 2011, a Boston Consulting Group study 4 authorized 
by the SEC argued that the ‘‘large number of direct reports gen-
erally creates a management challenge for the Chairman.’’ Do you 
agree? 
A.4. I recognize that the management reporting structure of the 
Commission has more direct reports to the Chairman than would 
be expected in a commercial organization of similar size. 

Based on my time as Chairman thus far, I have not viewed the 
reporting structure as a material impediment to effective manage-
ment of the agency. I am mindful of the substantial scale, diversity 
and importance of market and operational activity that the Com-
mission is charged with overseeing on a continuous basis and, in 
response, establishing an effective day-to-day management and re-
porting environment. To provide more specific context, I meet on a 
weekly basis with all the division and office heads as a group, as 
well as one-on-one meetings on a regular basis. These one-on-one 
meetings generally occur more frequently with Division heads and 
in cases where an Office or Division is addressing a time sensitive 
or significant issue, and I have encouraged Office and Division 
heads to contact me promptly if any such issues arise. It is impor-
tant to note that the staff in my immediate office, including the 
Chief of Staff, Deputy Chief of Staff, Chief Counsel and Managing 
Executive, play an important role in assisting me with overseeing 
the activities of the various Divisions and Offices. I also meet with 
my fellow Commissioners on a regular basis and, in those meet-
ings, seek their input on organizational structure as well as staff 
reporting and performance. 
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That said, I believe it is important that we continually reevalu-
ate the SEC’s operations and organizational structure to look for 
opportunities to improve efficiency, identify cost savings or stream-
line or consolidate operations where warranted, including in re-
sponse to changes in the markets and activities we oversee. We 
also should be evaluating how to more effectively share information 
across our Divisions and Offices, including risk information. I am 
committed to these areas of self-assessment. One example where 
this self-assessment has resulted in a specific initiative is the for-
mation of the EDGAR Program Office in June 2017 to better co-
ordinate the agency’s efforts to enhance this important system and 
support filers. A more recent example is the announcement of a 
new position, the Chief Risk Officer, whose responsibilities will in-
clude identifying, monitoring and mitigating risks across our Divi-
sions and Offices. We will continue to explore and pursue such op-
portunities as they emerge. 
Q.5. Has the SEC Chairman’s large number of direct reports hin-
dered your ability to focus on cybersecurity while still focusing 
enough on the other responsibilities within your purview? 
A.5. I do not believe the number of Divisions and Offices reporting 
to me has hindered my ability to focus on this critical issue. As I 
mentioned in my testimony, in May 2017, I initiated a general as-
sessment of our internal cybersecurity risk profile and the SEC’s 
approach to cybersecurity from a regulatory and oversight perspec-
tive. Components of this initiative build on prior agency efforts in 
this area and include establishing a senior-level cybersecurity 
working group to coordinate information sharing, risk monitoring 
and incident response efforts throughout the agency. We also have 
a number of efforts underway to review and, as necessary, uplift 
our EDGAR system as well as systems that hold market sensitive 
data or personally identifiable information. I believe these efforts, 
which in certain cases are expected to involve outside consultants 
are important steps in improving our cybersecurity risk profile. 
Q.6. What would be the ideal number of direct reports for your po-
sition considering the management challenges that stem from hav-
ing a large number of direct reports? Please set aside whether al-
tering the number of direct reports would require legislative 
authorization. 

What are ways that your office can streamline the SEC’s report-
ing structure to eliminate duplicative reporting and unnecessary 
strain on your resources? For example, does the BCG study contain 
any praiseworthy recommendations that the SEC has not yet acted 
upon? Do any of these changes require legislative authorization? 
A.6. The SEC’s statutory mandate is very broad in scope and diver-
sity of activity. It includes oversight of approximately $72 trillion 
in securities trading annually on U.S. equity markets; the disclo-
sures of over 8,100 public companies, of which 4,300 are exchange 
listed; and the activities of over 26,000 registered entities, includ-
ing investment advisers, broker-dealers, transfer agents, securities 
exchanges, clearing agencies, mutual funds, exchange traded funds, 
the Financial Industry Regulatory Authority (FINRA) and the Mu-
nicipal Securities Rulemaking Board (MSRB), among others. We 
also engage and interact with the investing public on a daily basis 
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5 See https://www.cnbc.com/2017/09/21/heres-what-really-terrifies-wall-street-about-the-sec- 
hack.html?view=story&%24DEVICE%24=native-android-mobile. 

through a number of activities ranging from our investor education 
programs to alerts on our SEC.gov portal. 

The SEC’s organizational structure, and the number of divisions 
and offices reporting to the Chairman, has been developed over 
time to reflect the many different aspects of this broad mission. At 
this point, I do not have any specific plans to materially adjust the 
number of divisions and offices or their specific responsibilities. As 
discussed above, together with the staff in my immediate office and 
with the advice of my fellow Commissioners, I have implemented 
a senior management reporting structure that reflects the antici-
pated day-to-day realities of the Commission’s operations. However, 
I do believe it is imperative that the agency continue to seek out 
any opportunities to improve the agency’s efficiency and effective-
ness, including through organizational reforms and in response to 
changes in the marketplace, and I am committed to do so. 

With respect to the 2011 BCG Study, I agree that it contained 
a number of very helpful recommendations for improving the agen-
cy’s operations. The SEC in August 2017 provided a report to Con-
gress, highlighting the various actions that the agency has taken 
in response. To date, the agency has taken action to address all but 
one of the recommendations, which is still in progress. 

The SEC’s August 2017 status report also notes one rec-
ommendation that was completed but is subject to congressional ac-
tion. This recommendation was for the SEC to seek flexibility from 
Congress on the structure of the four offices mandated by the 
Dodd-Frank Act (the Office of Municipal Securities, Office of Credit 
Ratings, Office of the Investor Advocate and Office of Minority and 
Women Inclusion) to report to the Chairman. The BCG Report con-
cluded that the SEC should seek a revision to the Dodd-Frank Act 
to give the agency flexibility to determine the reporting lines for 
these offices. In 2011, the SEC put forth this legislative rec-
ommendation to the Congress, and then-Chairman Mary Schapiro 
also called attention to this recommendation in September 2011 
testimony before the House Committee on Financial Services. 
Q.7. I’d like to discuss the cybersecurity risks associated with the 
Consolidated Audit Trail (CAT) which has been called the ‘‘Fort 
Knox of Wall Street.’’5 

What value do you see in fully implementing the CAT? 
A.7. The U.S. securities markets have become substantially more 
automated, dispersed and complex in recent years. Trading activity 
in stocks and options is tracked through a number of systems, and 
no single system tracks the orders that are routed and executed 
across multiple trading venues. This patchwork approach can 
hinder the ability of regulators to look across our markets in pur-
suit of their mission. In short, to address more efficiently and effec-
tively specific issues that span multiple markets and trading 
venues (e.g., the actions of a sophisticated market manipulation 
scheme) and system wide events (e.g., a ‘‘flash crash’’ or similar 
market event), we need access to consolidated information. The 
CAT is intended to provide the self-regulatory organizations (SROs) 
and the Commission with consolidated cross-market data that is 
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more complete, accurate, accessible and timely than the data cur-
rently available. When fully implemented, the CAT should provide 
regulators with access to comprehensive information about all or-
ders and trades in exchange-listed securities across the U.S. mar-
kets. The CAT is expected to track the life of an order, from origi-
nation with a particular customer, through routing, modification, 
cancellation or execution. As a result, the CAT should provide a 
much more efficient and effective means to identify, investigate and 
pursue market misconduct, perform timely market analyses and 
event reconstructions, and develop well-informed policy initiatives. 
Q.8. Would a breach of the CAT jeopardize the operations of the 
Commission? If so, how? 

• Would a breach of the CAT result in a systemic risk to our 
economy? If so, how? 

• Are you worried that a breach of the CAT could compromise 
the confidential investment strategies of trading firms, particu-
larly if the trade information could be reverse engineered? 

• Are you worried that a breach of the CAT would cause some 
broker-dealers to reduce trading to protect their confidential 
trading strategies? 

A.8. The CAT repository is expected to contain comprehensive in-
formation on trading activity in the securities markets, and the 
Commission understands that this information is highly sensitive 
and that security issues with respect to such a system are particu-
larly acute. Making sure there are appropriate mechanisms in 
place to protect the security and confidentiality of CAT data is of 
paramount concern both to the Commission and the SROs. The 
CAT national market system plan (CAT NMS Plan) calls for the 
CAT repository to store extensive information on all orders in ex-
change-listed securities, including customer identification informa-
tion (which is expected to include personally identifiable informa-
tion (PII)). This information will provide regulators with prompt 
access to the trading activity of individual market participants. 
While this information should greatly enhance the ability of regu-
lators to effectively oversee the modern securities markets, its un-
authorized access and use could cause substantial harm. For exam-
ple, a breach of CAT security could compromise the confidential in-
vestment strategies of trading firms and, if sufficiently large, could 
undermine regulatory operations or have a systemic impact. There-
fore, it is important that the design, roll-out and ongoing operation 
of the various components of CAT data reporting reflect an ongoing 
assessment of the sensitivity of the data reported and related secu-
rity concerns and protections. 

Due to the importance of maintaining the security of CAT data, 
the CAT NMS Plan approved by the Commission requires the 
SROs to ensure that the CAT repository meets rigorous data secu-
rity requirements, including those regarding connectivity and data 
transfer, encryption, storage, access and PII. The Plan Processor, 
as defined by the CAT NMS Plan, must develop a comprehensive 
information security program that addresses the security and con-
fidentiality of all information within the CAT data repository and 
associated operational risks, and that includes all relevant stand-
ards from the NIST Cybersecurity Framework. The CAT NMS Plan 

VerDate Nov 24 2008 12:33 May 31, 2018 Jkt 046629 PO 00000 Frm 00069 Fmt 6601 Sfmt 6601 S:\DOCS\28283.TXT SHERYL



66 

also requires regular security audits performed by a qualified third- 
party auditor. The SROs, which have direct oversight of the Plan 
Processor, are obligated to monitor the information security pro-
gram to ensure that it is consistent with the highest industry 
standards for the protection of data, and are required to implement 
comparable information security policies and procedures with re-
spect to their handling of CAT data. Moreover, the Commission, in 
approving the CAT NMS Plan, committed to implementing policies 
and procedures relating to the Commission’s handling of CAT data 
that are comparable to the standards applicable to the SROs, 
which are required to be comparable to the standards applicable to 
the CAT repository, and the Commission will periodically review 
the effectiveness of these policies and procedures. 
Q.9. In the event of a full breach of the CAT, how many Americans 
would have their information exposed under the SEC’s current 
plans for the CAT? If you do not have a precise number, please pro-
vide the agency’s best estimate. 
A.9. It is difficult to ascertain with certainty how many Americans 
would have their information exposed if there was a full breach of 
the CAT, but, assuming all orders result in the reporting of PII to 
the CAT, it would be a very large number, certainly in the millions. 
Approximately 43.3 million households have either a brokerage ac-
count or an IRA. Accordingly, as discussed above, the Commission 
required that the CAT NMS Plan—which sets forth the minimum 
requirements the SROs must follow as they build the CAT—be de-
signed to minimize the risk of a breach that could result in access 
to customer PII. 
Q.10. Does the SEC intend to collect the PII of all retail investors, 
including those that engage in only limited trading? 

• What percentage of the PII stored in the CAT does the SEC 
expect will be operationally useful to the CAT’s purpose, in-
stead of being dormant in the CAT and never accessed? 

• Has the SEC explored alternatives to maintaining PII in the 
CAT? For example, would the SEC be able to fulfill its policy 
aims by requesting PII from individuals only when it is nec-
essary for the SEC to fulfill its oversight duties? 

• Has or will the SEC determine what CAT-related information 
it can review without storing it in the CAT? For example, could 
the SEC merely require registrants to maintain and provide 
certain information to the SEC upon request, as opposed to 
keeping it in the CAT? Will you commit to ensuring that such 
information is omitted from the CAT? 

A.10. I expect that the Commission will only retrieve sensitive data 
stored in the CAT repository to the extent necessary to address a 
specific regulatory purpose. It is not my objective to regularly re-
trieve from the CAT repository PII of retail investors that engage 
in normal trading practices. Further, I expect that the Commission 
will implement and follow data security procedures that appro-
priately address the sensitive nature of the information. 

In approving the CAT NMS Plan, the Commission committed 
that its policies and procedures would impose security obligations 
on the Commission and its personnel that are comparable to the 
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standards applicable to the SROs, and in turn the CAT repository. 
In addition, the Commission employs an agency-wide cybersecurity 
detection, protection and prevention program for the protection of 
agency operations and assets. This program includes cybersecurity 
protocols and controls, network protections, system monitoring and 
detection processes, vendor risk management processes, and reg-
ular cybersecurity and privacy training for employees. 

However, the CAT NMS Plan calls for the CAT repository itself 
to collect PII of all retail investors with brokerage accounts. This 
PII is already stored on the systems of other market participants, 
including retail investors’ broker-dealers. The SROs and the Plan 
Processor have informed us that consistent with the CAT NMS 
Plan, this information will be subject to heightened security proto-
cols and standards; for example, PII must be stored in a database 
that is physically separate from the transactional database, access 
to PII must follow a role-based access model and any login system 
that is able to access PII must be further secured via multi-factor 
authentication. The CAT NMS Plan also requires the Plan Proc-
essor to adhere to the NIST Risk Management framework and to 
implement baseline security controls identified in NIST. 

It has been 5 years since the Commission adopted the CAT 
rule—Rule 613 of Regulation NMS. Our markets have evolved 
since then, and will continue to do so. The Commission should con-
tinue to evaluate the use of the CAT—including with respect to the 
types of data maintained in the CAT and the types of data accessed 
by the Commission—in light of current market realities and the 
important regulatory objectives served by the CAT. I also believe 
it is important that the SROs and the Plan Processor continuously 
evaluate the approach to the collection, retention, and protection of 
PII and other sensitive data in light of developments in the various 
areas including cybersecurity, market structure and regulatory 
needs; and in that regard, I note that the CAT NMS Plan requires 
that the Chief Compliance Officer of the CAT to regularly review 
the CAT’s information security program. I have asked the staff of 
the Commission to conduct such an evaluation with regards to the 
need for PII and expect that the SROs and the Plan Processor en-
gage in a similar exercise. 
Q.11. In light of the EDGAR breach and the reasonable presump-
tion that the CAT will be a target of a cyberattack, would it be pru-
dent to extensively improve the security of the CAT before partially 
rolling out the CAT? 

My understanding is that the CAT will only be partially rolled 
out in November 15, 2017. Which elements of the CAT will the 
SEC implement and which elements of the CAT will the SEC delay 
implementing? 

How long will it take for the SEC to complete this review of the 
data inside the CAT? If the SEC cannot complete this review by 
November 15, 2017, do you commit to delaying the first phase of 
the CAT implementation? 
A.11. Protecting the information in the CAT repository is of para-
mount concern. I expect that the CAT will be a target for 
cyberattacks by sophisticated actors. As discussed above, the CAT 
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NMS Plan imposes security requirements on the CAT repository 
and the SROs. 

The 2016 intrusion into the Commission’s EDGAR system is cur-
rently under investigation, as I noted in my earlier public state-
ments, and I have taken a number of steps designed to strengthen 
the Commission’s cybersecurity risk profile and evaluate our cyber-
security risk governance structure, including initiating the identi-
fication and review of systems that hold market sensitive data or 
PII and the enhancement of escalation protocols for cybersecurity 
incidents in order to enable greater agency-wide visibility and un-
derstanding of potential cyber vulnerabilities and attacks. The 
Commission also now has a senior-level cybersecurity working 
group, we are in the process of hiring additional staff, including a 
Chief Risk Officer, and outside technology consultants, and we 
have a number of additional cybersecurity initiatives underway. 

The first phase of CAT implementation (i.e., reporting by SROs) 
will only include transaction data and not the submission of 
customer information or PII to the CAT repository. Both the Com-
mission and the SROs must be confident the appropriate security 
measures are in place before CAT becomes operational. 

Regarding the Commission’s use of the CAT, as discussed above, 
I expect that the Commission will only retrieve sensitive data 
stored in the CAT repository to the extent necessary to address a 
specific regulatory purpose. It is not my objective to regularly re-
trieve from the CAT repository PII of retail investors that engage 
in normal trading practices. Further, I expect that the Commission 
will implement and follow data security procedures that appro-
priately address the sensitive nature of the information. 
Q.12. In your Senate Banking testimony last week you said ‘‘we 
don’t want to be taking data [for] the CAT unless we need it and 
can protect it.’’ What standards will the SEC follow to determine 
if a particular data set is absolutely needed for the CAT? 

What standards will the SEC follow to determine if the SEC can 
protect the information inside the CAT? 
A.12. I take very seriously the obligation to maintain the security 
and confidentiality of CAT data. As discussed above, I expect that 
the Commission will only retrieve sensitive data stored in the CAT 
repository to the extent necessary to address a specific regulatory 
purpose. Further, before retrieving such data, I expect the Commis-
sion will implement and follow data security procedures that appro-
priately address the sensitive nature of the information and, as a 
result, I expect that the Commission would not be regularly re-
trieving PII of retail investors that engage in normal trading prac-
tices. With regard to specific standards, in approving the CAT NMS 
Plan, the Commission committed that its policies and procedures 
would impose security obligations on the Commission and its per-
sonnel that are comparable to the standards applicable to the SROs 
and in turn the CAT repository. In addition, the Commission is 
subject to information security policies and procedures developed in 
accordance with Federal directives and NIST standards that pro-
hibit the unauthorized disclosure or inappropriate use of confiden-
tial data. 
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Q.13. My understanding is that Thesys will be the CAT’s plan 
processor. Will it be subject to Regulation SCI? Why or why not? 
If not, what cybersecurity standards or principles will Thesys be 
subject to and how will Thesys be held accountable in the event of 
lax cybersecurity processes? 
A.13. The CAT repository, which collects and maintains the CAT 
data, is a facility of each SRO. The SROs are ‘‘SCI Entities,’’ and 
the CAT system is an SCI system. As a result, the CAT repository 
is subject to the requirements of Regulation SCI. The CAT NMS 
Plan states that data security standards of the CAT System shall, 
at a minimum, satisfy all applicable regulations regarding database 
security, including provisions of Regulation SCI. The SROs are re-
sponsible for ensuring that the CAT repository as operated by 
Thesys complies with Regulation SCI, including the establishment, 
maintenance and enforcement of written policies and procedures 
reasonably designed to ensure that the CAT system has levels of 
capacity, integrity, resiliency, availability, and security adequate to 
maintain its operational capability. 
Q.14. How many people will be able to access the CAT? 

Will a background check be conducted on everyone who can ac-
cess the CAT? 
A.14. As noted above, the CAT NMS Plan requires the SROs and 
Plan Processor to have policies and procedures to ensure that only 
authorized regulatory personnel are able to access the CAT data for 
regulatory purposes, and the Commission committed to applying 
comparable standards to its own use of CAT data. 

The CAT NMS Plan requires the Plan Processor to conduct back-
ground checks (e.g., fingerprint-based) for all of its employees and 
contractors. Each SRO will also conduct background checks (includ-
ing fingerprinting) of its employees and contractors that will use 
the CAT system. All Commission employees must have undergone 
a background check and fingerprinting prior to their joining the 
Commission. However, not all Commission employees will have ac-
cess to the CAT. In fact, a cross-divisional steering committee of 
senior staff has been tasked with designing policies and procedures 
regarding Commission access to, use of, and protection of CAT 
data, and the major focus of these internal policies and procedures 
addresses which Commission staff will be authorized to access CAT 
data and under what circumstances. 
Q.15. What, if any, steps is the SEC taking to ensure that informa-
tion in the CAT is compartmentalized, so that a breach will not 
provide a hacker complete access to information sets? For example, 
will a hacker be able to gain access to an individual’s full name and 
social security number or a firm’s complete trading activity within 
a dataset? 

What, if any, other steps is the SEC taking to prevent a hacker 
from being able to reverse engineer a trading firm’s proprietary 
trading strategies using the information contained in the CAT? 
A.15. PII requires a heightened level of protection. As such, the 
CAT NMS Plan requires that PII be stored in a database that is 
physically separate from the transactional database. I believe ap-
propriate compartmentalization, or separation of a customer’s PII 

VerDate Nov 24 2008 12:33 May 31, 2018 Jkt 046629 PO 00000 Frm 00073 Fmt 6601 Sfmt 6601 S:\DOCS\28283.TXT SHERYL



70 

from the same customer’s transactional data, can enhance security. 
The SEC will continue to encourage the SROs and the Plan Proc-
essor to explore compartmentalization strategies that will support 
critical regulatory uses of CAT and also minimize the risk that an 
unauthorized person could access an individual’s PII or trading 
strategies. In addition, as noted above, I have asked the staff of the 
Commission to conduct such an evaluation with regards to the need 
for PII and expect that the SROs and the Plan Processor engage 
in a similar exercise. 
Q.16. I’d like to inquire more about Regulation SCI. 

In response to questions for the record from Senator Tillis during 
your confirmation process you stated that ‘‘ . . . we should be 
mindful that cybersecurity risks are continuously evolving, and reg-
ulation in this area should take into account its dynamic nature, 
including that, in such circumstances, specific requirements may be 
appropriate but also have the risk of becoming outdated.’’ To that 
end, could Regulation SCI create some cybersecurity risk by intro-
ducing an incentive for companies to focus more on complying with 
the regulation, instead of leveraging private sector resources to im-
plement innovative cybersecurity techniques? If so, what steps is 
the SEC taking to mitigate this risk? 
A.16. The heart of Regulation SCI is its requirement that SCI enti-
ties have reasonably designed policies and procedures to ensure 
that their core systems will function effectively in times of stress 
and be resistant to threats, including cybersecurity threats. Under 
Regulation SCI, the Commission does not mandate a specific set of 
standards with which an SCI entity must comply. In adopting Reg-
ulation SCI, the Commission understood that information tech-
nology and cybersecurity threats continue to evolve, and thus did 
not seek to hardcode a set of specific standards into the rule that 
could become outdated. Rather, the rule takes a risk-based ap-
proach and requires the SCI entities themselves to assess the rel-
ative riskiness and criticality of each of their systems and requires 
each SCI entity to develop appropriately tailored policies and proce-
dures. Thus, an SCI entity can select the industry standards it be-
lieves to be appropriate for its policies and procedures and is also 
able to customize these policies and procedures for its own par-
ticular systems, so long as its policies and procedures remain rea-
sonably designed in light of the importance of a given system. In 
addition, the rule requires SCI entities to periodically review their 
policies and procedures to ensure that they continue to be appro-
priate as technology and threats change. 
Q.17. Are you considering the possibility of requiring that more en-
tities comply with Regulation SCI? If so, what policy considerations 
will you take into account when evaluating this question? 
A.17. In its adoption of Regulation SCI in 2014, the Commission 
applied the requirements of the rule to those entities it determined 
could, at that time because of their role in the U.S. securities mar-
kets and/or their level of trading activity, have the potential to pose 
the most significant risk in the event of a systems issue. Thus, 
Regulation SCI applies today to, among others, the stock and op-
tions exchanges, alternative trading systems (ATSs) that trade 
NMS and non-NMS stocks exceeding specified volume thresholds, 
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FINRA, the MSRB and registered clearing agencies. When it adopt-
ed Regulation SCI, the Commission noted that a measured 
approach was appropriate for imposing the mandatory require-
ments of Regulation SCI given the potential costs of compliance. 

I believe that we should continue to evaluate what entities, be-
cause of their importance to the securities markets or investors, 
should be subject to Regulation SCI and have discussed this matter 
with the staff. The staff believes that extensions of Regulation SCI 
would need to be appropriately calibrated to reflect the business 
models and risks of additional entities, as well as their existing 
regulatory regimes. They believe certain aspects of the current rule 
may be inapplicable to other types of market participants, and 
there may also be different types of concerns that are not applica-
ble to the current group of ‘‘SCI entities’’ and thus are not ad-
dressed in Regulation SCI today. Whether or not Regulation SCI 
or a Regulation SCI-type regulatory framework is appropriate for 
other types of market participants, it is clear that information tech-
nology and cybersecurity threats are of increasing importance in 
our securities markets today, and I have instructed that staff that 
they should continue to evaluate whether the current SCI frame-
work is appropriate. 
Q.18. Is there sufficient transparency over if a market center is 
complying with Regulation SCI or is required to comply with Regu-
lation SCI? What policy considerations will you take into account 
when evaluating this question? 
A.18. Regulation SCI applies to ‘‘SCI entities,’’ which include self- 
regulatory organizations (including national securities exchanges, 
registered clearing agencies, registered securities associations, and 
the MSRB) and ATSs that trade NMS and non-NMS stocks exceed-
ing specified volume thresholds. There is no publicly available list 
of all entities subject to Regulation SCI, as discussed below. I have 
asked staff to examine this issue, including considering whether 
the Commission should publish a list of entities that file Form SCI 
with the Commission on a periodic basis or, alternatively, whether 
entities subject to Regulation SCI (e.g., certain ATSs) should be re-
quired to disclose that status on a periodic basis. 

That said, it is possible for market participants and the public 
to identify the entities that fall into nearly all of these categories 
through publicly available information. For example, a list of na-
tional securities exchanges and registered clearing agencies was in-
cluded in the Regulation SCI adopting release, and a current list 
of self-regulatory organizations can be found on the Commission’s 
website (https://www.sec.gov/rules/sro.shtml). In addition, in the 
Regulation SCI adopting release, the Commission stated that 
FINRA is the only registered national securities association, and it 
identified SIAC and Nasdaq as the plan processors subject to Regu-
lation SCI. Further, the Commission noted then that only one enti-
ty met the definition of exempt clearing agency (Omgeo Matching 
Services-US, LLC); subsequently, two additional entities have be-
come exempt clearing agencies subject to Regulation SCI 
(Bloomberg STP and SS&C Technologies). 

Unlike the entities discussed above, which are subject to Regula-
tion SCI because of their regulatory status, the determination of 
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whether an ATS is subject to Regulation SCI is based on the ATS 
exceeding certain volume thresholds over a prescribed period. 
Accordingly, a determination regarding which ATSs are SCI ATSs 
is not static, as volume levels often change over time. While there 
is no publicly available list of ATSs that are subject to Regulation 
SCI, nothing prevents an SCI ATS from publicizing its status as 
an SCI entity. 
Q.19. How will the SEC ensure that any cybersecurity disclosure 
guidelines for public companies require only timely and material 
disclosure instead of that which is extraneous and untimely? 
A.19. The Commission’s disclosure rules and regulations are a com-
bination of prescriptive and principles-based requirements. Disclo-
sure Guidance: Topic No. 2—Cybersecurity, issued by the Division 
of Corporation Finance in 2011, advised public companies that, al-
though there were no specific line item requirements for cybersecu-
rity and related issues, the existing rules and regulations do apply 
to these issues if they represent a material risk to a company’s risk 
profile, business or financial statements. As such, companies are 
expected to provide timely and material disclosure about their cy-
bersecurity to investors. The guidance reminded companies that 
the decisions to disclose should be based on their own facts and cir-
cumstances and that disclosure should not be generic or 
boilerplate. The guidance also reiterated principles of materiality in 
U.S. Supreme Court case precedent that information is considered 
material if there is a substantial likelihood that a reasonable inves-
tor would consider it important in making an investment decision, 
or if the information would significantly alter the total mix of infor-
mation made available. 

I have asked the Division of Corporation Finance to review the 
2011 staff guidance and consider whether, and if so, how, it might 
be updated to provide companies with more guidance on their dis-
closure obligations. 
Q.20. What standard will the SEC follow in the future to deter-
mine if and when to disclose a cybersecurity event at the SEC? Will 
that standard be comparable to the standards that companies must 
follow to disclose their cybersecurity events? 
A.20. The scope and timing of disclosures of this type depend on 
facts and circumstances that vary from event to event and it is im-
portant to note that the considerations that apply to the Commis-
sion may be substantially different from those that apply to a pub-
lic company. For example, unlike a public company, the Commis-
sion may be charged with investigating and ultimately filing an en-
forcement action against the individuals that attack its systems. 
That said, with regard to the recently disclosed 2016 EDGAR intru-
sion, which first came to my attention in August 2017, I specifically 
directed the public disclosure of the intrusion, as well as our ongo-
ing efforts in response, once I knew enough to understand that 
nonpublic information may have been used for illicit gain and that 
competing considerations, including disclosing the existence of the 
ongoing Division of Enforcement investigation, were not of suffi-
cient importance to necessitate a delay in the public disclosure. 
Should the Commission be subject to significant cybersecurity 
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events in the future, I expect that we would conduct a similar anal-
ysis regarding public disclosure in light of our mission. 

I also note that the SEC will continue to report certain cyberse-
curity incidents to the Department of Homeland Security pursuant 
to the Federal Information Security Modernization Act of 2014 
(FISMA) and the US–CERT Federal Incident Notification Guide-
lines. 
Q.21. In response to my questions for the record during your con-
firmation hearing, you stated that disclosures should achieve ‘‘their 
important investor protection objectives in an effective and efficient 
manner’’ and promised to engage with the SEC Commissioners and 
SEC staff on the Disclosure Effectiveness Initiative. Please provide 
an update on your efforts to this end. 
A.21. The Commission and the staff continue to move forward with 
the Disclosure Effectiveness Initiative and to date the Commission 
has issued six releases as part of the initiative. These releases in-
clude (1) a request for comment on financial disclosure require-
ments in Regulation S–X for entities other than the registrant, (2) 
a concept release on the business and financial disclosure require-
ments in Regulation S–K, (3) a proposal to revise property disclo-
sure requirements and related guidance for mining registrants, (4) 
a proposal to eliminate redundant, overlapping, outdated or super-
seded disclosure requirements, (5) a request for comment on Regu-
lation S–K disclosure requirements related to management, secu-
rity holders and corporate governance matters and (6) a request for 
comment on bank holding company disclosures. 

The staff is currently developing recommendations to finalize 
rule amendments that would eliminate redundant, overlapping, 
outdated or superseded disclosure requirements and proposals to 
revise Regulation S–X rules related to financial statements for enti-
ties other than the issuer. The staff is also developing rec-
ommendations to update and modernize industry-specific disclosure 
requirements, such as the property disclosure requirements for 
mining companies and bank holding company disclosures. 

In addition, on October 11, 2017, the Commission proposed 
amendments to Regulation S–K to modernize and simplify disclo-
sure requirements for public companies, investment advisers and 
investment companies. The proposal was mandated by the Fixing 
America’s Surface Transportation (FAST) Act and would make ad-
justments to update, streamline or otherwise improve the Commis-
sion’s disclosure framework. 
Q.22. During your confirmation process, I asked you the following 
question for the record: 

In light of the SEC’s mission to ‘protect investors, maintain fair, orderly, 
and efficient markets, and facilitate capital formation,’ I’d like to ask you 
about the SEC’s rulemaking schedule. What factors should dictate the 
SEC’s rulemaking schedule? Does the SEC’s rulemaking schedule reflect 
the right balance between focusing on these three missions? If not, how 
would you change it? 

In response you stated that it would be premature to assess this 
question because you have not had a chance to discuss this issue 
inside the SEC. Now that you have been confirmed as Chair, how 
would you answer this question? 
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A.22. The Commission recently approved publication of an agenda 
of rulemaking actions pursuant to the Regulatory Flexibility Act 
that reflects my priorities. That agenda will be published as part 
of the Unified Agenda of Regulatory and Deregulatory Actions. As 
a general matter, I believe it is important that these publicly avail-
able agendas provide the necessary transparency and account-
ability for agency matters. If these plans are to meet their intended 
purpose, they must be written in a way that informs Congress, in-
vestors, issuers and other interested parties about what the SEC 
actually intends—and realistically expects—to accomplish over the 
coming year. 

I developed the current regulatory agenda consistent with the 
eight principles that I outlined in a speech before the Economic 
Club of New York on July 12, 2017, and reiterated in my testimony 
before the Committee. Among other things, the agenda reflects my 
belief that our mission must focus on the long-term interests of the 
Main Street investor, and that investors must have access to infor-
mation about potential investments that is easily accessible and 
meaningful. At the same time, I believe that the Commission must 
recognize the practical costs of demonstrating compliance with its 
rules, and that rules must be designed to ensure that Main Street 
investors have access to a range of investment choices. In addition, 
we have a number of statutorily mandated items that we need to 
address, and we are considering how to advance those while also 
pursuing other initiatives that are central to the pursuit of our 
statutory mission. 
Q.23. During your confirmation process, I asked you the following 
question for the record: 

Many argue that despite the JOBS Act, Reg. A+ is still prohibitively costly 
for smaller firms. Only around 44 firms qualified for Reg. A+ during its 
first year,6 compared to 33,429 who used Reg. D in 2014.7 I’ve been told 
that few if any investors in my State find it worthwhile to use Reg. A+. Is 
Reg. A+ currently workable for most smaller firms? As SEC Chair, will you 
examine how the SEC can make Reg. A+ easier to use for smaller firms, 
and advocate for such changes? 

In response you said that you ‘‘have not yet had the opportunity 
to engage with the Commissioners and the SEC staff regarding 
Regulation A+’’ but would study ‘‘this issue, including the potential 
impacts of any potential reform options.’’ Now that you have been 
confirmed as Chair, how would you answer this question? 
A.23. Prior to the adoption of the JOBS Act amendments to Regu-
lation A, offerings made pursuant that exemption were rare in 
comparison to offerings conducted pursuant to other Securities Act 
exemptions or on a registered basis. The release proposing amend-
ments to Regulation A noted that there were 19 Regulation A offer-
ings filed, and one Regulation A offering qualified, in 2011. Since 
effectiveness of the amendments to Regulation A, in the period 
from June 2015 through September 2017, companies have sought 
to raise approximately $5 billion in nearly 250 offerings pursuant 
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to Regulation A, including up to $3.5 billion in over 150 offerings 
qualified by the Commission. As of the end of September 2017, 69 
companies have reported raising approximately $611 million pursu-
ant to Regulation A, as amended. 

While the data suggests that the amendments to Regulation A 
have increased the utility of the exemption, we plan to assess the 
rule on an ongoing basis. For example, Commission staff will study 
and submit a report to the Commission no later than 5 years fol-
lowing adoption of the Regulation A amendments on the impact of 
the amended rules on capital formation and investor protection. 
Additionally, Section 3(b)(5) of the Securities Act requires the Com-
mission to review the $50 million offering limit every 2 years. The 
next review is required to take place not later than April 2018. 
Q.24. During your confirmation process, I asked you if anything 
needed ‘‘to be done to improve the use of cost-benefit analysis at 
the SEC? In response you said ‘‘ . . . I believe retrospective review 
can be appropriate and important, and certain rules may merit re- 
evaluation over time,’’ including ‘‘the prior analysis itself . . . ’’ You 
promised to ‘‘discuss[] this issue—what has been learned from past 
economic assessment exercises that can inform future efforts—with 
the staff and my fellow Commissioners.’’ 

Do you intend to implement a process for regulatory retrospec-
tive review? If so, please detail how the regulatory review process 
will occur. If not, please explain why. 
A.24. In my testimony before the Committee, I outlined eight guid-
ing principles that I believe should chart the course for the SEC 
moving forward. Several of these principles focus specifically on our 
rulemaking process. For example, I emphasized that effective rule-
making does not end with rule adoption and that the costs of a rule 
now often include the cost of demonstrating compliance. These 
principles of effective rulemaking should, in my view, include retro-
spective reviews of Commission rules based on input from investors 
and other market participants about where the rules are, or are 
not, functioning as intended. 

As with economic analysis in the course of rulemaking, a focused 
post-implementation review of rules improves the regulatory proc-
ess and helps us assess whether our rules are accomplishing their 
intended goals. The Commission has, in a number of recent adopt-
ing releases, directed staff to conduct post-implementation reviews 
of the impacts of new rules. For example, in adopting recent 
amendments to the securities transaction settlement cycle, the 
Commission directed staff to examine the impact of shortening the 
settlement cycle to T+2 as well as factors that could facilitate a 
move to a shorter settlement cycle in the future. The Commission 
directed staff to conduct similar reviews in the adopting releases 
for Regulation Crowdfunding and recent amendments to Regula-
tion A. As we move forward with developing new policy rec-
ommendations, I have instructed staff to consider whether, as a 
part of adopting new rules, the Commission should require addi-
tional studies. 

In addition to these targeted areas, the Commission and its staff 
have formal and informal processes for identifying existing rules 
for review and for conducting those reviews to assess the rules’ 
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8 See https://www.axios.com/americas-fractured-economic-well-being-2488460340.html and 
http://eig.org/dci. 

continued utility and effectiveness in light of continuing evolution 
in the securities markets and changes in the securities laws. For 
example, in accordance with current statutory requirements, we 
conduct 10-year retrospective rule reviews under the Regulatory 
Flexibility Act (RFA) on an annual basis. Along with formal proc-
esses, the Commission and its staff frequently receive and consider 
suggestions to review existing rules through various types of com-
munications from a wide variety of constituencies. Likewise, the 
Commission and staff frequently discuss the need to revisit existing 
rules through public engagement, including advisory committees, 
roundtables, town hall meetings, speeches, conferences, and other 
meetings. 
Q.25. During your confirmation process I asked you if ‘‘policy-
makers [should] be concerned about the public SIP as a single 
point of failure.’’ In response you said ‘‘I am not in a position to 
comment meaningfully on specific aspects of the SIP, including the 
types and severity of risks.’’ 

Now that you have been confirmed as Chair, how would you an-
swer this question? 
A.25. The consolidated market data provided by the SIPs is ex-
tremely important to the securities markets. Because of this, the 
SIPs are considered ‘‘critical SCI systems’’ under Regulation SCI. 
As a result, these systems are subject to heightened standards 
under Regulation SCI designed to ensure the capacity, integrity, re-
siliency, availability and security of those systems. 

Our staff has worked with the SIPs on their efforts to improve 
their systems resiliency. For example, in response to the Nasdaq 
SIP outage in 2013, the SIPs subsequently enhanced their disaster 
recovery sites and systems to establish a hot/warm backup process. 
This backup process provides for a failover from the primary to the 
fully redundant backup SIP sites with a 10-minute or less recovery 
time. In addition, at their primary sites, the SIPs have secondary 
backup servers running in parallel to the primary servers, allowing 
exchanges immediate re-connectivity in the event of a disruption to 
the primary server that does not require failover to the disaster re-
covery site. The SIPs also established more rigorous review proc-
esses around technology change procedures to minimize techno-
logical malfunctions and errors. In addition, the SIPs implemented 
improvements to system capacity (the SIPs have system avail-
ability requirements of at least 99.98 percent) and controls around 
critical systems, such as managing inbound and outbound message 
traffic. 
Q.26. During your confirmation process in March, I sent you a let-
ter requesting that during your tenure as SEC Chairman, you pay 
attention to how to ‘‘promote the creation and sustaining of new 
firms, including by facilitating access to forms of equity for smaller 
firms.’’ This is in addition to your important efforts to increase the 
number of IPOs and improve the public markets. This task has be-
come even more important in light of finding from the Economic In-
novation Group 8 that economic growth is largely clustered in the 
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9 See https://www.axios.com/declining-startup-rates-2453945620.html and http://eig.org/dy-
namism. 

most prosperous areas, instead of evenly distributed across areas 
like the Great Plains and the Midwest. What’s more, our economy 
is more generally facing declining startup rates.9 

• Are you concerned about the uneven geographic distribution of 
growth, particularly relating to new firms? Why or why not? ? 
Would increasing access to equity and crowdfunded debt im-
prove the geographic distribution of new firms? 

• Would increasing access to equity and crowdfunded debt pro-
mote the creation and sustainability of new firms? If so, what 
kind of firms would this help the most? 

• In what instances does data show that new and smaller firms 
tend to rely upon access to equity or crowdfunded debt instead 
of a generic bank loan? For example, would a particular type 
of firm have difficulty securing a traditional loan or do all 
firms have difficulty securing loans within a particular size 
bracket? 

• What are the biggest hurdles new and smaller firms have— 
regulatory or otherwise—in accessing equity and crowdfunded 
debt? 

• Is the SEC comprehensively reviewing how to address these 
problems, including but not limited to potential ways to im-
prove Regulation A+, Regulation D, and crowdfunding, along 
with any helpful new means of accessing capital, such as a safe 
harbor for smaller equity raises? 

A.26. I am committed to each tenet of the SEC’s three-part mis-
sion, including facilitating capital formation for all businesses 
across our country. I want American businesses to be able to raise 
the money they need to grow and create jobs, and I believe that 
we need to enhance the ability of every American to participate in 
investment opportunities. 

In the exempt market, we have seen that businesses are taking 
advantage of the new capital raising avenues available as a result 
of the JOBS Act. Early signs indicate that Regulation A may offer 
a potentially viable public offering on-ramp for smaller issuers as 
an alternative to a traditional registered IPO and offer either an 
alternative or a complement to other exempt offerings. The initial 
evidence shows that the Regulation Crowdfunding exemption, effec-
tive as of May 16, 2016, is being used primarily by small pre-rev-
enue growth businesses as an initial foray into capital raising 
through a securities offering. 

Although the JOBS Act rules have been implemented, our work 
is far from done. Data shows that the geographic distribution of 
issuers using these exemptions is uneven, with some States ac-
counting for a more significant presence than others. For example, 
many Regulation A offerings were made by issuers with a business 
location in California, Washington, DC, Virginia, Florida, or Texas. 
A significant number of issuers conducting offerings in reliance on 
Regulation Crowdfunding similarly were located in California, 
Texas or New York. As we continue to evaluate capital formation 
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options, we are seeking to engage with businesses across the coun-
try, including those within the Great Plains and the Midwest. 

It is important for us to hear directly from businesses to under-
stand what they see as the biggest hurdles and impediments to fi-
nancing within their industry and geographic region. To advance 
this objective, we plan to hold the annual Government-Small Busi-
ness Forum in Austin, Texas in November 2017 rather than Wash-
ington, DC, the traditional forum location, in order to get input 
from a different region of the country. As an example of outreach 
in geographic areas where some of the newer exemptions have not 
been used as frequently, the Director of the Division of Corporation 
Finance and I recently participated on a panel at the Montana 
High Jobs Summit. The purpose of our participation was to explain 
the use of the various approaches to small business capital forma-
tion and to get feedback from market participants. 

As the exempt market continues to grow and evolve, the Com-
mission and its staff continue to monitor developments, gather and 
examine data and assess the effectiveness of these new exemptions, 
taking into account feedback provided by businesses and investors 
across the country. To this end, the staff will be conducting a look- 
back review of the impact of Regulation Crowdfunding on capital 
formation and investor protection no later than 3 years after effec-
tiveness of the rules. In addition, the Commission will review the 
offering threshold limitations in Regulation A in 2018, as man-
dated by the JOBS Act. 

We are also taking a step back and looking at the entire frame-
work of exemptions. A concern that we frequently hear—and one 
that resonates with me based on my experience—is that there are 
too many exemptions and that each exemption has a framework 
that is complex and difficult to navigate without an experienced se-
curities law attorney. We understand these concerns and are think-
ing about ways to rationalize the framework of exemptions so that 
there is a harmonized and simplified approach that makes it easier 
for small businesses to raise capital while still providing appro-
priate investor protections. In rationalizing the framework of ex-
emptions, we need to think about avoiding both gaps and duplica-
tion among the different types of exemptions. 

RESPONSE TO WRITTEN QUESTIONS OF SENATOR TILLIS 
FROM JAY CLAYTON 

Q.1. Last time you were before the Banking Committee, we dis-
cussed how the SEC and our regulatory regime has made it less 
attractive for medium-sized companies, companies that are in their 
growth phase, to enter the public markets. Now that you have had 
an opportunity to view this issue from a different lens, can you give 
me specific ideas of how I can help you in our joint capital forma-
tion endeavors? Whether it is legislative suggestions or otherwise? 
A.1. Capital formation is a priority for me. I am focused on ways 
to do that not only through rulemaking, but through identifying 
ways that the process can be made more efficient for an issuer, not 
only to become a public company but to remain a public company. 
Any effort that we undertake should take care not to reduce the 
amount of material information that investors receive. To this end, 
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the Division of Corporation Finance began accepting certain draft 
registration statements for review by staff on a nonpublic basis. 
The Division also issued guidance to clarify that companies may 
omit from draft registration statements interim financial informa-
tion that otherwise will not be required when a company files its 
registration statement. 

As for rulemaking, the Commission recently voted to propose 
rules to implement a mandate under the FAST Act. Collectively, 
the FAST Act proposals can reduce costs for issuers and make the 
process of becoming a public company more efficient. We are con-
tinuing our review of the disclosure system, including recommenda-
tions to finalize rule amendments that would eliminate redundant, 
overlapping, outdated or superseded disclosure requirements. In 
addition, the staff is developing recommendations for the Commis-
sion on final rule amendments to the ‘‘smaller reporting company’’ 
definition, which would expand the number of issuers eligible to 
provide scaled disclosures. 

As we continue to review, and identify changes that should be 
made, we will consider the resources required and will reach out 
if we need legislative assistance. 
Q.2. I have asked you previously about the notion of having the 
SEC conduct a retrospective review of its existing rules and regula-
tions. Can you provide me with your updated thoughts on for-
malizing a process to do this? We have a process for other regu-
lators, can you provide me with your thoughts on putting a process 
in place for the SEC via a statutory requirement? 
A.2. In my testimony before the Committee, I outlined eight prin-
ciples that will guide my SEC Chairmanship. Several of these prin-
ciples focus specifically on our rulemaking process. For example, I 
emphasized that effective rulemaking does not end with rule adop-
tion and that the costs of a rule now often include the cost of dem-
onstrating compliance. These principles of effective rulemaking 
should, in my view, include retrospective reviews of Commission 
rules based on input from investors and other market participants 
about where the rules are, or are not, functioning as intended. 

As with economic analysis in the course of rulemaking, a focused 
post-implementation review of rules improves the regulatory proc-
ess and helps us assess whether our rules are accomplishing their 
intended goals. The Commission has, in a number of recent adopt-
ing releases, directed staff to conduct post-implementation reviews 
of the impacts of new rules. For example, in adopting recent 
amendments to the securities transaction settlement cycle, the 
Commission directed staff to examine the impact of shortening the 
settlement cycle to T+2 as well as factors that could facilitate a 
move to a shorter settlement cycle in the future. The Commission 
directed staff to conduct similar reviews in the adopting releases 
for Regulation Crowdfunding and recent amendments to Regula-
tion A. As we move forward with developing new policy rec-
ommendations, I have instructed staff to consider whether, as a 
part of adopting new rules, the Commission should require addi-
tional studies. 

In this regard, the Commission and its staff currently have for-
mal and informal processes for identifying existing rules for review 
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and for conducting those reviews to assess the rules’ continued 
utility and effectiveness in light of continuing evolution in the 
securities markets and changes in the securities laws and regu-
latory priorities. For example, in accordance with current statutory 
requirements, we conduct 10-year retrospective rule reviews. Spe-
cifically, the Regulatory Flexibility Act (RFA) requires the Commis-
sion to review within 10 years of publication each final rule that 
has a significant economic impact upon a substantial number of 
small entities. Since 1981, the Commission has reviewed not only 
rules that had a significant impact on a substantial number of 
small entities when adopted, but included other final rules that it 
published for notice and comment. The Commission’s RFA reviews, 
therefore, cover a broader scope of rules than that required under 
the RFA. The RFA directs that the review of each rule cover: (1) 
the continued need for the rule; (2) the nature of complaints or 
comments received concerning the rule from the public; (3) the 
complexity of the rule; (4) the extent to which the rule overlaps, du-
plicates or conflicts with other Federal rules, and, to the extent fea-
sible, with State and local governmental rules; and (5) the length 
of time since the rule has been evaluated or the degree to which 
technology, economic conditions or other factors have changed in 
the area affected by the rule. 

Along with formal processes, the Commission and its staff fre-
quently receive and consider suggestions to review existing rules 
through various types of communications from a wide variety of 
constituencies. Likewise, the Commission and staff frequently dis-
cuss the current impacts of past regulation and consider the need 
to revisit existing rules through public engagement, including advi-
sory committees, roundtables, town hall meetings, speeches, con-
ferences and other meetings. 
Q.3. We have had some dialogue regarding the European Union’s 
Markets in Financial Instruments Directive II (MiFID II), and I ap-
preciate your response from September 14th on this issue. 

There are increased concerns that exchanges are now concerned 
about a dark trading workaround and that equities underdogs will 
need to utilize a ‘‘Plan B’’ option to grow their market share post- 
MiFID II. This coupled with the Edgar system hack—to me—are 
issues that squeeze medium-sized companies that are making the 
decision to not enter the public markets. Can you provide me with 
your thoughts on this? 
A.3. The ‘‘dark trading workaround’’ refers to a concern raised by 
some EU exchanges (or U.S. corporations that own EU exchanges) 
that MiFID II may create an uneven playing field between EU ex-
changes and other EU multilateral trading venues, on the one 
hand, and EU systematic internalisers (SIs) (a category of EU in-
vestment firms created under MIFID I and modified under MIFID 
II), on the other hand. Some EU trading venues have argued that 
MiFID II may provide SIs with several advantages, including not 
counting SI transactions toward the EU MiFIR dark trading limits, 
not requiring SIs to publish the size associated with their 
quotations and the ability to quote in smaller tick sizes than other 
EU trading venues. Some EU trading venues argue that each of 
these could provide incentives to trade with SIs. 
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Q.4. If I am a company concerned about analyst coverage and price 
volatility, it seems like a simple decision to not enter the public 
markets. As coverage falls, liquidity falls, volatility goes up, and 
valuation ratios go down. A McKinsey study said that banks would 
spend $1.2 BB less on mass-producing research and tailor more of 
it to specific audiences. 

During the recent response that I received from you on MiFID 
II, you suggested that you share my goal of reaching a resolution 
on this issue to minimize disruptions and that you are prioritizing 
cooperation with our European counterparts to reach a solution 
that avoids a disorderly transition. 

Do you plan to waive the rules to allow brokers to receive direct 
payments for research from investors who are subject to MiFID II? 
If so, do you view this as a short-term or long-term solution? Can 
you elaborate on what efforts are underway at the SEC to address 
this issue? Do you have a timeframe for making a decision? 
A.4. On October 26, 2017, staff in the Division of Investment Man-
agement issued a letter stating that they would not recommend en-
forcement action under the Investment Advisers Act of 1940 
against a broker-dealer that provides investment advisory research 
services to an investment manager that is required under MiFID 
II to pay separately for such research services. In the letter, the 
staff indicated that this relief would last for 30 months from the 
implementation of MiFID II. This temporary period is intended to 
provide the staff with sufficient time to better understand the evo-
lution of business practices after the implementation of MiFID II 
and take appropriate action, if necessary, in the future. 
Q.5. What are the economic consequence of U.S. brokers following 
EU standards? How does MiFID II and the potential importation 
of EU rules mesh with broader administrative policy of not import-
ing foreign standards? I understand this is a delicate issue, but it 
seems to me that we should be focused on impressing upon the EU 
regulators the potential negative consequences of this rule on the 
United States; moreover, I think that we should be concerned with 
how this rule may impact the ability of smaller issuers to attract 
research and how this may impact their ability grow and succeed 
in the public markets. I understand that the SEC is engaged with 
the relevant EU regulators regarding the unintended consequences 
of the MiFID II directive, but can you elaborate on these conversa-
tions and whether there will be joint relief, relief from the United 
States, relief from the European Union, or otherwise? 
A.5. SEC staff has been actively engaged in various forms of out-
reach with key stakeholders, including industry groups and indi-
vidual market participants, to better understand the potential 
economic impacts of MiFID II on current U.S. business models. I 
share your views on the importance of U.S. issuers’ ability to at-
tract research, especially smaller and mid-cap companies. MiFID II 
presents unique challenges to U.S. broker-dealers. SEC staff no-ac-
tion relief addresses potential issues raised by the industry regard-
ing the negative impact that MiFID II could have on these market 
participants, among others. 

SEC staff has discussed with our European counterparts the im-
pact of MiFID II’s research provisions on the U.S.–EU cross-border 
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research market, the U.S. regulatory framework for research pay-
ments and affected U.S. market participants’ ability to comply with 
the U.S. securities laws. The EC has issued FAQs related to the 
application of MiFID II’s research provisions to non-EU firms, 
which are an important adjunct to the Commission’s efforts to pro-
vide effective relief. SEC staff will continue to engage with industry 
stakeholders and our European counterparts as MiFID II comes 
into effect and its impacts may be better understood. 
Q.6. MiFID II is another example of the conflicts we see with many 
rules that either have joint regulators or when an international 
regulator issues a directive without studying the unintended con-
sequences of its impact to other jurisdictions. Is this something you 
will be working on at the SEC to help harmonizing rulemakings 
where you hold jurisdiction? 
A.6. The SEC staff regularly communicates with foreign counter-
parts, including those in the European Union, regarding develop-
ments that could potentially impact U.S. issuers, market inter-
mediaries and other market participants. SEC staff has ongoing bi-
lateral dialogues with key regulatory counterparts that can serve 
as mechanisms for identifying and discussing common issues of 
regulatory concern, as well as current regulatory reform efforts and 
their impact. With respect to the European Union, the SEC’s part-
ners in these bilateral dialogues include the EC and ESMA. In ad-
dition, SEC staff communicates frequently with the FCA and mar-
kets regulators in Europe and elsewhere. For example, the SEC 
participates in the Joint U.S.–EU Financial Regulatory Forum led 
by the U.S. Treasury. This forum seeks to enable regulatory co-
operation as early as practicable in our respective lawmaking and 
rulemaking processes, with the general operational objective to im-
prove transparency, reduce uncertainty, identify potential cross- 
border implementation issues, work toward avoiding regulatory ar-
bitrage and toward compatibility, as appropriate, of each other’s 
standards and, when relevant, promote domestic implementation 
consistent with international standards. 
Q.7. It appears as if the larger European asset managers will be 
paying for research out of P&L, and others may follow suit for com-
petitive reasons. This could overflow to the United States. As such, 
whatever action the SEC takes will need to account for paying for 
research out of P&L. How is the SEC prepared to address this and 
how is the SEC prepared to deal with the notion that U.S. asset 
managers may feel as if they need to emulate the European Union 
asset managers for competitiveness reasons? 
A.7. In the letter mentioned above, staff in the Division of Invest-
ment Management provided relief where an investment manager 
subject to MiFID II is required to make separate payments for in-
vestment advisory research services. This relief would apply where 
an investment manager subject to MiFID II pays for such research 
out of its own money, a separate research payment account or some 
combination of the two. As the staff stated in the letter, their in-
tent was to address concerns that have arisen in light of the adop-
tion of MiFID II while preserving choice in maintaining the Com-
mission’s long-standing approach to access to research. At the same 
time, in considering approaches to address these various concerns, 
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the staff was mindful of the possibility that inaction could lead to 
a disruption in the availability of important research. The staff 
therefore sought to preserve the status quo in the U.S. market 
while any market changes resulting from MiFID II take shape. 
That said, I am also aware that certain U.S. investment managers 
are dissatisfied with the status quo, in that some broker-dealers 
may refuse to accept hard dollar payments from investment man-
agers in exchange for research despite that the U.S. investment 
manager might prefer to make a hard dollar payment rather than 
using order flow. 

Because this is an important, complex and evolving issue, in the 
press release accompanying the letter, the staff requested comment 
to assist in better understanding the evolution of business practices 
after the implementation of MiFID II in order to take appropriate 
action, if necessary, in the future. 
Q.8. You have previously suggested that we need to look for ways 
to regulate a dynamic and evolving set of risks when it comes to 
cybersecurity. What options are you now considering with your 
staff and fellow Commissioners? 

What is the SEC doing now to promote IT modernization? What 
new regulations do you foresee promulgating? 
A.8. Over the past several fiscal years, the Office of Information 
Technology has been leading an effort to modernize the SEC’s tech-
nological infrastructure. Among other things, the SEC is developing 
a comprehensive IT Modernization Plan to: 

1) Prioritize the modernization of high-risk high value assets 
with an emphasis on the enhancement of security and privacy 
controls; 

2) Expedite the retirement of legacy systems; 
3) Seek to leverage enterprise-wide acquisition vehicles to gain 

cost efficiency and effectiveness; and 
4) Improve user experience and increase user interface capabili-

ties. 
The Commission’s IT modernization efforts closely adhere to sev-

eral OMB mandates and Federal frameworks, including OMB Cir-
cular A–130, Managing Information as a Strategic Resource, the 
Federal Information Security Management Act of 2002 and the 
Federal IT Acquisition Reform Act. The Commission’s efforts also 
leverage the guidance and recommendations outlined in the 2017 
Draft Report to the President on Federal IT Modernization. 

Promoting effective cybersecurity practices by market partici-
pants is critical to all three elements of the SEC’s mission. The 
Commission incorporates cybersecurity considerations in its disclo-
sure and supervisory programs, including in the context of the 
Commission’s review of public company disclosures, its oversight of 
critical market technology infrastructure and its oversight of other 
regulated entities, including broker-dealers, investment advisers 
and investment companies. 

Despite the attention given to widely publicized cyber-related in-
cidents experienced by the Commission and others, I still am not 
confident that the Main Street investor has received a sufficient 
package of information from issuers, intermediaries and other 
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market participants to understand the substantial risks resulting 
from cybersecurity and related issues. As a general matter, it is 
critical that investors be informed about the threats that issuers 
and other market participants face. 

To be sure, we are continuing to examine whether public compa-
nies are taking appropriate action to inform investors, including 
after a breach has occurred, and we will investigate issuers that 
mislead investors about material cybersecurity risks or data 
breaches. As is noted in my July speech and on various other occa-
sions, I would like to see more and better disclosure in this area. 

Cybersecurity must be more than a firm-by-firm or agency-by- 
agency effort. Active and open communication between and among 
regulators and the private sector also is critical to ensuring the Na-
tion’s financial system is robust and effectively protected. Informa-
tion sharing and coordination are essential for regulators to antici-
pate potential cyber threats and respond to a major cyberattack, 
should one arise. The SEC is therefore working closely with fellow 
financial regulators to improve our ability to receive critical infor-
mation and alerts, react to cyber threats and harmonize regulatory 
approaches. 
Q.9. Can you talk a little about the cyber risks and threats within 
the context of equity market structure? What are we missing with 
regard to the current structure of Reg. NMS? Just a few years ago, 
there was a trading outage at an exchange and there were subse-
quent reforms that were announced, and I know that Regulation 
SCI is on the books. I suppose the question today is, what are you 
doing to ensure that Regulation NMS accounts for the dynamic 
risks that are posed today, and what do we need to do better from 
an infrastructure and resiliency standpoint to ensure that our pub-
lic markets are as secure as possible and are the least vulnerable 
as possible to a cyber-attack? Also, from a market data perspective, 
as you know there are public and private market data feeds—do 
you view one of those as being more vulnerable than the other from 
a cyber-attack perspective? 
A.9. The infrastructure underpinning the securities markets has 
become increasingly reliant on technology and subject to ever- 
changing operational risks and cyber threats. To help address this, 
the SEC adopted Regulation SCI in 2014 to strengthen the tech-
nology infrastructure of the U.S. securities markets by imposing 
requirements on key market participants intended to reduce the oc-
currence of systems issues, improve resiliency when systems prob-
lems do occur, and enhance the SEC’s oversight and enforcement 
in these areas. Regulation SCI applies to ‘‘SCI entities,’’ which in-
clude stock and options exchanges, FINRA, the MSRB, significant 
alternative trading systems, the clearing agencies, and the systems 
that generate consolidated market data. 

Regulation SCI addresses information technology operational 
risks broadly, and includes a focus on the cybersecurity risks of 
SCI entities. Among other things, Regulation SCI requires SCI en-
tities to establish, maintain and enforce policies and procedures 
reasonably designed to ensure that their core systems are suffi-
ciently secure to maintain operational capability. If the SCI entity 
maintains any other systems that, if breached, would be reasonably 
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likely to pose a security threat to its SCI systems, then those other 
systems are subject to the same security standards as SCI systems. 
Although Regulation SCI does not mandate that specific security 
standards be followed, the industry standards referenced in staff 
guidance, such as those issued by NIST, cover many areas, includ-
ing cyber risk governance and risk management. 

Regulation SCI also requires SCI entities to immediately notify 
the Commission, and provide specified updates, upon any respon-
sible SCI personnel having a reasonable basis to conclude that a 
systems intrusion has occurred. Affected market participants gen-
erally are to be notified as well. In addition, SCI entities must (1) 
have policies and procedures for regular reviews and testing of core 
systems to identify, among other things, vulnerabilities posed by 
internal or external threats, (2) periodically review the effective-
ness of the policies and procedures and take prompt action to rem-
edy any deficiencies, (3) conduct annual objective reviews for com-
pliance with Regulation SCI and (4) conduct penetration testing at 
least every 3 years. 

In adopting Regulation SCI, the Commission focused on the most 
critical market infrastructure in the securities markets. However, 
the Commission and its staff continue to evaluate the risks posed 
by the technology of other market participants and how the mar-
kets may be made even more resilient against IT and cybersecurity 
risks. 

With respect to market data, because of its importance to the se-
curities markets, market data systems of SCI entities are subject 
to Regulation SCI’s requirements. This includes both the consoli-
dated market data feeds, as well as proprietary market data feeds 
provided by exchanges. Given the critical nature of the consolidated 
market data feeds, those systems are included in the definition of 
‘‘critical SCI systems’’ and are held to the highest standards. 
Q.10. Is the SEC looking to leverage artificial intelligence tech-
nology to help fight financial fraud? 
A.10. Machine Learning methods are being applied by the Commis-
sion in various areas. Topic modeling and cluster analysis tech-
niques are producing groups of ‘‘like’’ documents and disclosures 
that identify both common and outlier behaviors among market 
participants. These analyses are able to more quickly identify la-
tent trends in large amounts of unstructured financial information 
that may warrant further scrutiny by Enforcement staff. Quan-
titative staff in the SEC’s Division of Economic and Risk Analysis 
leverage knowledge from these collaborations to train ‘‘supervised’’ 
Machine Learning algorithms. From a fraud detection perspective, 
these successive algorithms can be applied to new data as it is gen-
erated, for example from new SEC filings. When new data arrives, 
the trained ‘‘machine’’ will predict the current likelihood of possible 
fraud based on what it learned constituted possible fraud from past 
data. 

The SEC’s Enforcement Division also utilizes analytical tools and 
data to proactively identify potential misconduct and streamline in-
vestigations. For example, the Enforcement Division’s Market 
Abuse Unit has an Analysis & Detection Center (A&D Center), 
which is staffed by 10 specialists who have industry experience in 
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areas such as manual and algorithmic trading, trading operations, 
data analytics and market structure. A key tool for the A&D Cen-
ter is a database of historical trading data, so called ‘‘Bluesheet’’ 
data, which is trading data that SEC staff request from broker- 
dealers during their investigations. The A&D Center uses a system 
called Advanced Relational Trading Enforcement Metric Investiga-
tion System, or ‘‘ARTEMIS,’’ to analyze this trade data. ARTEMIS 
combines the historical bluesheet data with other data sources, 
such as historical prices and information about different types of 
market moving events. Based on conduct identified through 
ARTEMIS, the Commission has been able to pursue complex in-
sider trading and market manipulation schemes; since September 
2014, the Commission has brought 17 cases using these types of 
tools. 

The SEC’s National Examination Program also has been devel-
oping and deploying a variety of analytics over the last several 
years, including those that use artificial intelligence technology. 
Many of these projects are still in their initial phases, but they 
complement the ongoing analytical work in the examination pro-
gram. Specifically, staff has evaluated and created various risk 
models based on Machine Learning and predicative analytics. The 
analytical tools being developed and deployed enhance the identi-
fication of registrants and areas of focus for risk-based examina-
tions by maximizing the use of data and information available to 
the Commission. In addition, staff has developed a trade data ana-
lytic tool called the National Exam Analytics Tool, which allows ex-
aminers to leverage statistical analytics to identify outlier and 
anomalous trading events. Staff has also created applications that 
leverage dashboard technology sitting atop various risk models, in-
cluding predictive models, to help staff analyze and select examina-
tion targets. 
Q.11. How has the SEC been monitoring the early stage use of 
block chain or distributed ledger technology in capital markets? 
Does the SEC feel that this technology represents the future of cap-
ital markets infrastructure and if so, how will the SEC be updating 
its policies? For example, in a block chain environment, entities in 
foreign jurisdictions may maintain copies of the ledger and may 
verify transactions occurring between U.S. counterparties—how 
will the SEC maintain regulatory oversight in these types of sce-
narios? 
A.11. The Commission’s staff has been monitoring the use of 
blockchain or distributed ledger technology (DLT) in the capital 
markets in a number of ways: 

1) Distributed Ledger Technology Working Group: In late 2013, 
the Commission established the DLT Working Group, which 
is tasked with building expertise in DLT, identifying emerging 
risk areas and coordinating efforts among the SEC’s divisions 
and offices. DLT Working Group members from all areas of 
the Commission also assist in coordinating with Federal, 
State, local and international law enforcement and regulatory 
partners and liaising with industry participants. 

2) SEC FinTech Forum: The SEC hosted a forum to discuss in-
novation in the financial services industry in November 2016, 
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at SEC headquarters in Washington, DC. Forum panels dis-
cussed issues such as blockchain technology, automated 
investment advice or robo-advisers, online marketplace lend-
ing and crowdfunding and how they may impact investors. 

3) Investor Advisory Committee: On October 12, 2017, the Com-
mission’s Investor Advisory Committee met to discuss, among 
other things, blockchain and other distributed ledger tech-
nology and implications for securities markets. 

4) SEC Staff Participation in Third-Party Forums: Members of 
the DLT Working Group regularly participate in various fo-
rums hosted and attended by entrepreneurs, attorneys, aca-
demics, other professionals and interested parties. 

5) Dedicated Email Address for Related Inquiries: In connection 
with our July 2017 Report relating to The DAO, we estab-
lished a new email address—FinTech@sec.gov—and directed 
interested parties to send their questions concerning the use 
of DLT and other FinTech developments in the securities in-
dustry to that address. SEC staff members have been dedi-
cated to monitoring that email box and responding to inquir-
ies. 

6) Recent Creation of Cyber Unit in the Division of Enforcement: 
In September 2017, we created a Cyber Unit within the Divi-
sion of Enforcement that will focus Enforcement’s substantial 
cyber-related expertise on targeting cyber-related misconduct, 
including violations involving distributed ledger technology 
and initial coin offerings. 

7) Tips, Complaints, and Referrals: The Commission welcomes 
the public to raise concerns about any aspect of the capital 
markets through our Tips, Complaints, and Referrals Portal, 
available through SEC.gov and Investor.gov. 

Technological innovations in the financial industry have the poten-
tial to transform how the securities industry operates—promising 
new ways to place, clear and settle trades and novel means to issue 
securities, raise capital and advise investor clients. It is too early 
to assess the impact recent technological advancements, such as 
DLT, will have on our capital markets, but we have observed that 
existing players are embracing the technology to deliver services to 
investors and the markets. 

For example, the Division of Corporation Finance declared effec-
tive a shelf registration statement covering the issuance of equity 
and debt that may be offered as traditional securities, digital secu-
rities or both. In December 2016, the company sold both traditional 
and digital securities through a rights offering to existing security 
holders. The following characteristics distinguished the digital se-
curities from the traditional securities included in the offering: 

1) The digital securities are traded on an ATS. 
2) The digital securities have a shorter settlement period than 

traditional securities. 
3) The digital securities will be held directly by security holders 

as record holder in a digital wallet held at a broker-dealer 
authorized to provide investors with access to the digital 
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securities, while traditional securities are typically held in 
‘‘street name.’’ 

Right now, our policy has not changed. As in the past, we will 
apply existing laws to the use of new technologies in the securities 
industry. We believe we have the authority, flexibility and re-
sources to do so in a manner that strikes the appropriate balance 
between encouraging innovation and protecting investors. 

For example, in our July 2017 report on The DAO, we explained 
that existing laws govern the offer and sale of securities regardless 
of their form. The test for what is a ‘‘security’’ is flexible and will 
depend on the facts and circumstances, including the economic re-
alities of the transaction. The DAO Report demonstrates that even 
an instrument that operates on distributed ledger technology can 
meet the definition of security. Where purchasers invest money in 
a common enterprise with a reasonable expectation of profits to be 
derived from the entrepreneurial or managerial efforts of others, 
then our jurisdiction is invoked. Where appropriate, we will file en-
forcement actions against those who violate the Federal securities 
laws. Our message in the Report was clear: those that offer and 
sell securities in the United States and those who facilitate their 
resale will be subject to the Federal securities laws. 

Of course, where policy changes or revision of rules are appro-
priate and necessary to fulfill our mission, we will take that course 
of action. 

In the case of investigating and prosecuting violations involving 
conduct or persons outside the United States, we regularly seek the 
cooperation of foreign jurisdictions with whom we have a Memo-
randa of Understanding and other agreements, overseen by our Of-
fice of International Affairs. 

RESPONSE TO WRITTEN QUESTIONS OF SENATOR HEITKAMP 
FROM JAY CLAYTON 

Q.1. The Financial Accounting Standards Board (FASB) issued the 
final current expected credit loss (CECL) standard in June 2016. 
The FASB’s new credit loss model comes in response to the finan-
cial crisis and was intended to protect banks, their customers and 
investors against a future downturn. The CECL model makes fun-
damental changes to accounting standards and its adoption could 
have a variety of impacts on financial institutions. 

Given the substantial change to long-standing accounting rules 
and the potential consequential impact that the accounting stand-
ards will have on how banks make credit decisions—from the 
duration of loans, to the pro-cyclical effects on banks during a 
downturn, to the cost of credit to borrowers—should the SEC en-
gage in its own review of this FASB rule? 
A.1. The FASB is an independent standard setter focused on devel-
oping accounting standards for financial reporting that provides 
investors with the information they need to make informed invest-
ment decisions. When setting standards, the FASB states that it 
weighs whether the expected improvement in the quality of the in-
formation provided to users justifies the cost of preparing and pro-
viding that information. Better information in turn could change 
what capital allocation decisions should be made or what actions 
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should be taken by management, but the FASB does not seek to 
influence the outcome of those decisions. I believe that it is entirely 
appropriate for the FASB to focus on the quality of the information 
provided to investors to ensure continued investor confidence in the 
accuracy and quality of reported information, which is critical to 
capital formation. 

The FASB’s project that led to the issuance of CECL has its ori-
gins in the financial crisis, where some market participants be-
lieved the existing ‘‘incurred loss’’ model resulted in the untimely 
and delayed recognition of credit losses, and ultimately, lower lev-
els of loan loss reserves than otherwise may have been anticipated. 
Accordingly, the FASB’s stated objective for issuing CECL was to 
provide users of financial statements with ‘‘more decision-useful in-
formation about the credit risk inherent in financial assets and the 
change in expected credit losses occurring during the period.’’ As 
opposed to the ‘‘incurred loss’’ model, the CECL approach is in-
tended to more closely align an entity’s financial reporting with 
management’s estimate of expected credit losses which, even today, 
are informed by and incorporated into the entity’s underwriting, 
servicing and collateral management practices. In other words, it 
is intended to provide investors with reporting that is more closely 
aligned with managements’ assessment of the issuer’s financial 
condition. 

Achieving consensus on the financial reporting standard for cred-
it losses was a substantial undertaking. The FASB’s extensive out-
reach activities prior to finalizing the standard included meeting 
with over 200 users of financial statements and holding more than 
85 meetings and workshops with preparers, including field work at 
25 company locations to get direct input. Feedback provided to the 
FASB during the standard setting process included, among other 
things, concerns with how the new standard will impact loan dura-
tion, cost of credit to borrowers and the potential pro-cyclical effects 
on banks. It is my understanding that the FASB considered all 
feedback received and included amendments in the final standard 
to address many of the concerns raised by stakeholders. 

The Commission staff has actively monitored the standard set-
ting process and continues to monitor implementation activities un-
dertaken by stakeholders and the FASB. In particular, staff has ac-
tively monitored the FASB’s Transition Resource Group for Credit 
Losses (TRG), whose members include financial statement pre-
parers (including community banks and credit unions), auditors, 
users and financial services regulators, and has encouraged banks 
to bring questions about the accounting standard before the TRG 
for discussion. In short, the staff has been and will continue to 
assess whether CECL is having its intended effect of aligning re-
porting with management’s analysis and whether there are any un-
intended negative consequences, including those discussed in the 
next question. 
Q.2. Has the SEC engaged in discussions with the Federal Reserve 
about the potential impacts that the new CECL standards will 
have on the Comprehensive Capital and Review (CCAR) process? 
A.2. While the FASB establishes accounting standards for the ben-
efit of investors, prudential regulators also use the information 
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1 See U.S. Department of Treasury, A Financial System that Creates Economic Opportuni-
ties—Banking and Credit Unions (June 2017), available at https://www.treasury.gov/press-cen-
ter/press-releases/Documents/A%20Financial%20System.pdf. 

2 Wesley R. Bricker, Chief Accountant, U.S. Securities and Exchange Commission, Remarks 
Before the AICPA National Conference on Banks & Savings Institutions: Advancing High-Qual-
ity Financial Reporting in Our Financial and Capital Markets (Sept. 11, 2017), available at 
https://www.sec.gov/news/speech/speech-bricker-2017-09-011. 

generated by financial reporting for their own regulatory purposes, 
including in setting capital standards for financial institutions. 
There is a long history of engagement between the SEC and the 
prudential regulators on accounting issues, particularly in areas 
where the needs of investors and the supervisory needs of the pru-
dential regulators have diverged to some extent. 

The SEC staff has been engaged in ongoing discussions with the 
banking regulators regarding the potential effects of the new CECL 
standard. We are aware that the regulatory capital requirements 
are currently being analyzed by the appropriate banking regulators 
and other supervisory bodies in connection with the changing ac-
counting standards. For example, the Basel Committee on Banking 
Supervision, which provides a forum for regulator cooperation on 
banking supervisory matters, recently issued transition guidance 
with respect to the impact of accounting changes on regulatory cap-
ital. The Basel Committee has indicated that it will monitor the ef-
fect of the new standard’s impact on capital, including a quan-
titative impact assessment. 

Additionally, the U.S. Treasury has recommended that the poten-
tial impact of the new standard on banks’ capital levels be carefully 
reviewed by U.S. prudential regulators with a view toward harmo-
nizing the application of the standard with regulators’ supervisory 
efforts.1 Finally, the Commission’s Chief Accountant has expressed 
his encouragement and support for this review to ensure regulatory 
requirements are updated, if necessary, to account for the impact 
of any change resulting from the new standard.2 

I believe that these reviews are entirely appropriate and nec-
essary—when an accounting standard is changed in a way that 
provides investors with better information, but that gives rise to 
unwarranted results under bank capital rules, it may be necessary 
to modify other rules (e.g., the bank capital rules) to eliminate that 
unwarranted result. SEC staff will continue to engage with the 
prudential regulators on this issue and provide any assistance they 
require as they undertake their process for reviewing their stand-
ards. 
Q.3. Are you concerned that the CECL standards could create in-
centives to keep banks from lending in an economic downturn (an 
impact that could be amplified by stress testing requirements) and 
slow a recovery? 
A.3. While financial institutions are still evaluating the effect of 
the new standard, some have indicated that the new requirement 
to immediately recognize expected losses, instead of deferring 
losses until ‘‘incurred’’ (as under the existing standard), could ad-
versely impact an entity’s ability to lend in an economic downturn 
or slow an economic recovery. I am concerned by these issues. But 
I would also be concerned if financial reporting standards were not 
providing investors with relevant, reliable and timely information 
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about a financial institution’s credit risk and its change in expected 
credit losses. 

Many of the concerns expressed by banks appear to me to be the 
result of the interaction of the new CECL standard with existing 
regulatory capital requirements. I support the ongoing efforts by 
the appropriate banking regulators and other supervisory bodies to 
analyze the regulatory capital requirements in connection with the 
changing accounting standards. 

RESPONSE TO WRITTEN QUESTIONS OF SENATOR CORTEZ 
MASTO FROM JAY CLAYTON 

Q.1. Can you elaborate on the changes made to the Securities and 
Exchange Commission’s (SEC) delegated subpoena power that you 
described during the question and answer period of your testi-
mony? 
A.1. The Federal securities laws authorize the Commission, or any 
officer designated by the Commission, to issue subpoenas requiring 
a witness to provide documents and testimony under oath. The 
Commission itself has the power to designate members of the staff 
to act as officers of the Commission in an investigation by issuing 
a Formal Order of Investigation (formal order). The formal order 
serves two important functions. First, it directs that a nonpublic in-
vestigation be conducted, and second, it designates specific staff 
members to act as officers for purposes of the investigation and em-
powers them to administer oaths and affirmations, subpoena wit-
nesses, compel their attendance, take evidence and require the pro-
duction of documents and other materials. Once a formal order 
issues, staff in the Enforcement Division who are named as officers 
in the formal order can issue subpoenas for documents and testi-
mony. 

In the wake of the financial crisis, the Commission, by rule, dele-
gated the authority to issue formal orders to the Director of the En-
forcement Division. This authority was then sub-delegated by the 
Chairman of the Commission to additional senior officers in the 
Enforcement Division. This sub-delegation to the Division’s senior 
officers was removed before I joined the Commission, but the Com-
mission’s rule delegating authority to the Enforcement Division’s 
Co-Directors remains in place. 

I have discussed the delegation of formal order authority with 
the Co-Directors of the Enforcement Division, and I am comfortable 
that there are benefits to having that authority resting with the 
two of them, including that it enables them to more efficiently and 
effectively manage the nationwide Enforcement program. I do not 
believe that limiting the authority to the Enforcement Division Co- 
Directors has negatively affected the Commission’s ability to pro-
tect investors and deter misconduct. Rather, following consultation 
with the Co-Directors, I believe at this time that the current scope 
of delegation enhances investor protection as it provides for a more 
effective allocation of limited resources by the leadership of the En-
forcement Division. 
Q.2. Please describe what specific steps you have taken during 
your tenure, or that you intend to take, to increase individual 
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accountability for wrongdoers at offending firms subject to enforce-
ment actions from the SEC. 
A.2. As I stated at my confirmation hearing, I strongly believe in 
the deterrent effect of enforcement proceedings that include indi-
vidual accountability. I firmly believe that individual accountability 
drives behavior more than corporate accountability. Bad actors un-
dermine the hard-earned confidence that is essential to the efficient 
operation of our capital markets and there is zero room for them 
in our capital markets. 

The Commission considers individual liability in every case; it is 
a core principle of our enforcement program and holding individ-
uals accountable for wrongdoing is a priority for me. To date, the 
Commission’s publicly announced enforcement actions and inves-
tigations have borne out the premium I place on individual ac-
countability. As Chairman, I will continue to support the Enforce-
ment Division’s efforts to hold individuals accountable when it is 
appropriate to do so under the facts and the law. In this regard, 
it is important to note that, while no two matters involving individ-
uals and corporations are the same, on balance and across a large 
sample of matters, pursuing a greater number of individuals may 
require more resources (including time) and may lead to lower ag-
gregate fines and collections as individuals generally have fewer re-
sources than corporations. However, I believe the beneficial ef-
fects—mostly significantly deterrence and removal of bad actors— 
weigh in favor of pursuing individual accountability where the facts 
warrant. 
Q.3. I am deeply concerned about the cyber breach of the SEC’s 
EDGAR system, and the hacking of sensitive, nonpublic and mar-
ket-moving corporate information. But in addition to the EDGAR 
breach, I’m concerned about potential other vulnerabilities at the 
SEC. For example, the SEC has a ‘‘Tips, Complaints and Referrals’’ 
public-facing portal, where potential whistleblowers may go to re-
port illegal behavior. If this data was compromised, it could serve 
as a roadmap of potential sensitive investigations of SEC-regulated 
entities, and could expose confidential whistleblowers to serious 
harm and retaliation. How confident are you that the SEC’s whis-
tleblower portal is secure? And do you need further resources from 
Congress or support from the Administration to ensure that this 
repository of sensitive information is protected? 
A.3. The Tips, Complaints and Referrals (TCR) system is an 
integral element of the SEC’s whistleblower program. The whistle-
blower program alerts the SEC to possible fraud and other viola-
tions earlier than might otherwise be possible and helps to mini-
mize harm to investors. To better protect whistleblower data, 
several security improvements were applied to the TCR system in 
fiscal year 2017, and the staff continues to evaluate the safety and 
soundness of the security protocols surrounding the system. The 
staff believes the improvements made in fiscal year 2017, together 
with other improvements that the SEC expects to implement, will 
augment and improve the security of the TCR system. As I said in 
my confirmation hearing and in my written testimony before the 
Committee and the House Financial Services Committee, cyberse-
curity is an area that is vitally important to the SEC, our markets 
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1 https://www.sec.gov/news/public-statement/statement-clayton-2017-09-20. 
2 https://csrc.nist.gov/projects/risk-management/risk-management-framework-(rmf)-overview. 
3 https://www.whitehouse.gov/the-press-office/2017/05/11/Presidential-executive-order- 

strengthening-cybersecurity-federal. 

and me personally, and I commit to studying and evaluating 
whether additional support or resources are needed from Congress 
or the Administration. 
Q.4. In the statement you released on September 20th regarding 
cybersecurity, you noted that the SEC was, ‘‘in the process of im-
plementing the National Institute of Standards and Technology 
Framework for Improving Critical Infrastructure Cybersecurity.’’1 
These standards are meant to provide ‘‘best practices’’ for the roles 
and responsibilities of agency officials in carrying out the SEC’s in-
formation security objectives, including training efforts. Please de-
scribe why the Commission is still ‘‘in the process’’ of implementing 
the NIST Framework. This is particularly pressing since this 
framework was first proposed in February 2014, meaning the SEC 
has had three and a half years to implement it. When is your 
timeline for completing implementation? Can you speak to wheth-
er, if the SEC had fully implemented this framework by 2016, 
could the EDGAR hack have been prevented? 
A.4. All Federal agencies, including the SEC, have been required 
to follow the NIST Risk Management Framework (RMF), a frame-
work to improve information security and strengthen risk manage-
ment processes.2 The NIST Cybersecurity Framework (CSF) was 
created in 2014 as a voluntary framework of industry standards 
and best practices to help private sector organizations manage cy-
bersecurity risk. On May 11, 2017, the President issued Executive 
Order 13800 (Strengthening the Cybersecurity of Federal Networks 
and Critical Infrastructure) that, for the first time, required imple-
mentation of the CSF for all Executive departments and agencies.3 
Because the CSF introduces entirely new cybersecurity nomen-
clatures, outcomes and metrics for organizations, successful imple-
mentation is a significant undertaking that entails top-to-bottom 
review and redesign of all aspects of an agency’s cybersecurity pro-
gram and significant staff training to educate staff on the new 
framework. Implementation also necessitates that agencies first 
understand how best to leverage the RMF alongside the newer 
CSF, which has key differences. 

The SEC began work to implement the CSF shortly after the 
May 2017 Executive Order. We have submitted an implementation 
plan to the Department of Homeland Security, and its successful 
implementation is a priority. I support adoption of the CSF because 
I believe that it will provide both technical and nontechnical per-
sonnel with a heightened understanding of the risk and 
vulnerabilities associated with agency systems, which is vital to en-
sure security protections are implemented commensurate with risk. 
It is important to note that I have also initiated a general assess-
ment and uplift of our cybersecurity risk profile, including the iden-
tification and review of all systems that hold market sensitive data 
or personally identifiable information. It is my aim and expectation 
that this exercise will provide valuable context in the SEC’s contin-
ued efforts to implement the CSF. 
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4 See Duties of Brokers, Dealers, and Investment Advisers, Exchange Act Release No. 69013 
(Mar. 1, 2013), 78 FR 14848, 14853 (Mar. 7, 2013). The Commission also made available email 
boxes with respect to various provisions of the Dodd-Frank Act, including Section 921 (Authority 
to Restrict Mandatory Pre-Dispute Arbitration). See Public Comments on SEC Regulatory Initia-
tives Under the Dodd-Frank Act, available at http://www.sec.gov/spotlight/regreformcom 
ments.shtml. Additionally, on June 1 of this year, I issued a statement requesting public com-
ments on standards of conduct for investment advisers and broker-dealers. See Public Statement 
by Chairman Jay Clayton, ‘‘Public Comments from Retail Investors and Other Interested Parties 
on Standards of Conduct for Investment Advisers and Broker-Dealers’’ (June 1, 2017) available 
at https://www.sec.gov/news/public-statement/statement-chairman-clayton-2017-05-31. 

Q.5. Chair Clayton, at your confirmation hearing, I asked you for 
your thoughts on financial companies’ use of mandatory pre-dis-
pute arbitration clauses—or what’s commonly known as ‘‘forced ar-
bitration clauses,’’ which prohibit consumers and investors from 
banding together in court and force them to ‘‘go it alone’’ in a sys-
tem tilted to the benefit of large corporations. Your response to my 
question at your confirmation hearing, and to my questions for the 
record, indicated that you needed to learn more about this issue 
and consult with SEC staff before offering an opinion. Now that 
you’ve had 4 months on the job, are you willing to commit to have 
the SEC staff study the use of forced arbitration clauses by compa-
nies within the SEC’s jurisdiction? 
A.5. The prospect of prohibiting, limiting, or conditioning the use 
of mandatory pre-dispute arbitration agreements raises a number 
of complex issues, including potential effects on: (1) retail investor 
choice; (2) forum access; (3) finality and appellate rights; (4) devel-
opment of legal precedent; (5) time to resolution and cost of resolu-
tion; and (6) identification and removal of wrongdoers. To help bet-
ter understand the concerns surrounding mandatory pre-dispute 
arbitration agreements, the Commission has solicited public com-
ment about the ability of retail customers to bring claims against 
their financial professionals 4 and has received letters reflecting, 
among other things, deeply held but disparate opinions on this 
issue. 

Because of the potential impact of any changes to current prac-
tice, as well as the strong views on both sides of this debate, I be-
lieve further information, data, and analysis would be beneficial to 
assist in determining whether and if so, how, to address the use 
of mandatory pre-dispute arbitration agreements. To that end, I 
have asked the staff to undertake additional information gathering 
on this issue. I have asked the staff to then brief me in the coming 
months. 
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