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next two fiscal years, to enable NIST to fi-
nance computer security fellowships under an
existing NIST grant program.

Requires the National Research Council to
conduct a study to assess the desirability of,
and the technology required to, support public
key infrastructures.

It has been 10 years since Congress
passed the Computer Security Act. Over that
time, computer technology has changed at a
breathtaking rate. The Computer Security En-
hancement Act of 1997 will help NIST and the
rest of our Federal civilian agencies adapt to
those changes.

Mr. Speaker, ensuring that our agencies’
computer systems as secure is a priority. H.R.
1903 is an important step toward this goal,
and | urge all my colleagues to cosponsor this
bipartisan bill.

THE COMPUTER SECURITY
ENHANCEMENT ACT OF 1997

HON. CONSTANCE A. MORELLA

OF MARYLAND
IN THE HOUSE OF REPRESENTATIVES

Tuesday, June 17, 1997

Mrs. MORELLA. Mr. Speaker, | rise today to
join Science Committee Chairman SENSEN-
BRENNER and ranking committee and sub-
committee members BROWN and GORDON in
introducing H.R. 1903, The Computer Security
Enhancement Act of 1997. H.R. 1903 is de-
signed to improve the security of computer
systems throughout the Government.

In 1987, Congress passed the Computer
Security Act which gave the National Institute
of Standards and Technology [NIST] the lead
responsibility for developing security standards
and technical guidelines for civilian govern-
ment agency computer systems. H.R. 1903
updates this 10-year-old statute.

The networking revolution of the last decade
has improved the ability of Federal agencies
to process and transfer data. It has also made
that same data more vulnerable to corruption
and theft.

In February, the General Accounting Office
[GAQ] highlighted computer security as a gov-
ernment-wide, high-risk issue in its high risk
series. Concurrent with the release of GAO’s
high risk report, | held the second in a series
of briefing on computer security. During the
briefing, members of the Science Committee
heard from some of the most respected ex-
perts in the field of electronic information se-
curity. They all agreed that the Federal Gov-
ernment must do more to secure sensitive
electronic data.

The Federal Government is not alone in its
need to secure electronic information. The cor-
ruption of electronic data threatens every sec-
tor of our economy. The market for high-qual-
ity computer security products is enormous,
and the U.S. software and hardware industries
are responding. The Federal Government,
through NIST, can harness these market
forces to improve computer security within
Federal agencies at a fraction of the cost of
developing its own hardware and software.

The Computer Security Enhancement Act of
1997 will assist in this process. The bill re-
duces the cost and improves the availability of
computer security technologies for Federal
agencies by requiring NIST to promote the
use of off-the-shelf products for meeting civil-
ian agency computer security needs.
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The bill also enhances the role of the inde-
pendent Computer System Security and Pri-
vacy Advisory Board in NIST’s decisionmaking
process. The board, which is made up of rep-
resentatives from industry, federal agencies as
well as other outside experts, should assist
NIST in its development of standards and
guidelines for Federal systems which are com-
patible with existing private sector tech-
nologies.

Further, the bill requires NIST to develop
standardized tests and procedures to evaluate
the strength of foreign encryption products.
Through such tests and procedures, NIST,
with assistance from the private sector, will be
able to judge the relative strength of foreign
encryption, thereby defusing some of the con-
cerns associated with the export of domestic
encryption products.

The bill also clarifies that NIST standards
and guidelines are to be used for the acquisi-
tion of security technologies for the Federal
Government and are not intended as restric-
tions on the production or use of encryption by
the private sector.

Additionally, H.R. 1903 addresses the short-
age of university students studying computer
security. Of the 5500 Ph.D’s in computer
science awarded over the last 5 years in Can-
ada and the United States, only 16 were in
fields related to computer security. To help ad-
dress such shortfalls, the bill establishes a
new computer science fellowship program for
graduate and undergraduate students studying
computer security. The bill sets aside
$250,000 a year, for each of the next two fis-
cal years, to enable NIST to finance computer
security fellowships under an existing NIST
grant program.

The provisions of the Computer Security En-
hancement Act should help maintain a strong
domestic computer security industry. A strong
industry will not only help our economy but
also significantly improve the security of Fed-
eral computer systems.

Mr. Speaker, H.R. 1903 alone will not solve
the Federal Government's computer security
problems. It is, however, an important step in
the right direction. | commend Chairman SEN-
SENBRENNER for crafting a bipartisan bill that
should substantially improve computer security
for the Federal Government, and | encourage
all of my colleagues to join in cosponsoring
the Computer Security Enhancement Act of
1997.

INTRODUCTION OF THE COMPUTER
SECURITY ENHANCEMENT ACT
OF 1997, H.R. 1903

HON. BART GORDON

OF TENNESSEE
IN THE HOUSE OF REPRESENTATIVES

Tuesday, June 17, 1997

Mr. GORDON. Mr. Speaker, | am pleased to
join  Chairman SENSENBRENNER, Ranking
Member BROwWN, Chairwoman MORELLA and
other members of the Committee on Science
in introducing the Computer Security Act of
1997.

Not a day that goes by that we don't see
some reference to the Internet and the explo-
sive growth of electronic commerce. What was
originally envisioned as a network for defense
communications and university researchers is
now an international communications network
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of which we are just beginning to realize its
potential.

Both Office of Technology Assessment and
National Research Council reports have identi-
fied a major obstacle to the growth of elec-
tronic commerce—the lack of the widespread
use of encryption products. The bill we are in-
troducing today is the first step to encourage
the use of encryption products, both by Fed-
eral agencies and the private sector. This in
turn will support the growth of electronic com-
merce.

The Computer Security Enhancement Act of
1997, which amends the Computer Security
Act of 1987 (P.L. 100-235) builds on the close
collaboration and cooperation between the Na-
tional Institute of Standards and Technology
[NIST] and industry to develop standard ref-
erence materials and the standards that are
key to the seamless commerce we take for
granted today. This legislation highlights the
need for NIST to expand its activities in the
area of electronic commerce.

Our legislation also strengthens the NIST's
role in coordinating Federal agencies’ effort to
utilize encryption and digital identification prod-
ucts. It encourages Federal agencies to adopt
and use commercially available encryption
technologies whenever possible. This legisla-
tion allows NIST to evaluate the technical
merit of industry claims of the strength of gen-
erally available foreign encryption products.
Hopefully, this will defuse some of the tension
surrounding the issue of export of domestic
encryption products.

Not only is this legislation consistent with
the recommendations of the Office of Tech-
nology Assessment and the National Re-
search Council, it is also in-line with a set of
resolutions adopted by NIST's Computer Sys-
tem Security and Privacy Advisory Board on
June 6, 1997. Finally, | believe this bill is con-
sistent with the goals President’s Clinton’s up-
coming policy announcement on electronic
commerce.

It has been a pleasure working with Chair-
woman MORELLA on crafting this piece of leg-
islation and | look forward to continuing to
work with her to move this bill through the leg-
islative process.

HONORING ARABELLA MARTINEZ

HON. RONALD V. DELLUMS

OF CALIFORNIA
IN THE HOUSE OF REPRESENTATIVES

Tuesday, June 17, 1997

Mr. DELLUMS. Mr. Speaker, Arabella Mar-
tinez has been a leader in motivating, organiz-
ing, and improving the Fruitvale community. A
graduate of the University of California, Berke-
ley, with a masters in social work, Arabella
has been a strong clear voice articulating the
dimensions of what must be done, and pulling
together participation from both the private
and public sectors.

As CEO of the Spanish Speaking Unity
Council from 1969 to 1974, she immersed her-
self in the development of programs to build
responsibility and economic preparedness in
the Latino community. She built the organiza-
tion into a strong economic development and
community organization with considerable as-
sets.

Her abilities and dynamism gained the at-
tention of former President Jimmy Carter, who
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