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The question was taken; and the 

Speaker pro tempore announced that 
the ayes appeared to have it. 

Mr. GOODLING. Mr. Speaker, on that 
I demand the yeas and nays. 

The yeas and nays were ordered. 
The SPEAKER pro tempore. Pursu-

ant to clause 8 of rule XX and the 
Chair’s prior announcement, further 
proceedings on this motion will be 
postponed.

f 

COMPUTER SECURITY 
ENHANCEMENT ACT OF 2000 

Mr. SENSENBRENNER. Mr. Speak-
er, I move to suspend the rules and 
pass the bill (H.R. 2413) to amend the 
National Institute of Standards and 
Technology Act to enhance the ability 
of the National Institute of Standards 
and Technology to improve computer 
security, and for other purposes, as 
amended.

The Clerk read as follows: 
H.R. 2413 

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Computer Secu-
rity Enhancement Act of 2000’’. 
SEC. 2. FINDINGS AND PURPOSES. 

(a) FINDINGS.—The Congress finds the fol-
lowing:

(1) The National Institute of Standards and 
Technology has responsibility for developing 
standards and guidelines needed to ensure the 
cost-effective security and privacy of sensitive 
information in Federal computer systems. 

(2) The Federal Government has an important 
role in ensuring the protection of sensitive, but 
unclassified, information controlled by Federal 
agencies.

(3) Technology that is based on the applica-
tion of cryptography exists and can be readily 
provided by private sector companies to ensure 
the confidentiality, authenticity, and integrity 
of information associated with public and pri-
vate activities. 

(4) The development and use of encryption 
technologies by industry should be driven by 
market forces rather than by Government im-
posed requirements. 

(b) PURPOSES.—The purposes of this Act are 
to—

(1) reinforce the role of the National Institute 
of Standards and Technology in ensuring the 
security of unclassified information in Federal 
computer systems; and 

(2) promote technology solutions based on pri-
vate sector offerings to protect the security of 
Federal computer systems. 
SEC. 3. VOLUNTARY STANDARDS FOR PUBLIC KEY 

MANAGEMENT INFRASTRUCTURE. 
Section 20(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 278g– 
3(b)) is amended— 

(1) by redesignating paragraphs (2), (3), (4), 
and (5) as paragraphs (3), (4), (8), and (9), re-
spectively; and 

(2) by inserting after paragraph (1) the fol-
lowing new paragraph: 

‘‘(2) upon request from the private sector, to 
assist in establishing voluntary interoperable 
standards, guidelines, and associated methods 
and techniques to facilitate and expedite the es-
tablishment of non-Federal management infra-
structures for public keys that can be used to 
communicate with and conduct transactions 
with the Federal Government;’’. 

SEC. 4. SECURITY OF FEDERAL COMPUTERS AND 
NETWORKS.

Section 20(b) of the National Institute of 
Standards and Technology Act (15 U.S.C. 278g– 
3(b)), as amended by section 3 of this Act, is fur-
ther amended by inserting after paragraph (4), 
as so redesignated by section 3(1) of this Act, the 
following new paragraphs: 

‘‘(5) except for national security systems, as 
defined in section 5142 of Public Law 104–106 (40 
U.S.C. 1452), to provide guidance and assistance 
to Federal agencies for protecting the security 
and privacy of sensitive information in inter-
connected Federal computer systems, including 
identification of significant risks thereto; 

‘‘(6) to promote compliance by Federal agen-
cies with existing Federal computer information 
security and privacy guidelines; 

‘‘(7) in consultation with appropriate Federal 
agencies, assist Federal response efforts related 
to unauthorized access to Federal computer sys-
tems;’’.
SEC. 5. COMPUTER SECURITY IMPLEMENTATION. 

Section 20 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278g–3) is 
further amended— 

(1) by redesignating subsections (c) and (d) as 
subsections (e) and (f), respectively; and 

(2) by inserting after subsection (b) the fol-
lowing new subsection: 

‘‘(c)(1) In carrying out subsection (a)(2) and 
(3), the Institute shall— 

‘‘(A) emphasize the development of tech-
nology-neutral policy guidelines for computer 
security practices by the Federal agencies; 

‘‘(B) promote the use of commercially avail-
able products, which appear on the list required 
by paragraph (2), to provide for the security and 
privacy of sensitive information in Federal com-
puter systems; 

‘‘(C) develop qualitative and quantitative 
measures appropriate for assessing the quality 
and effectiveness of information security and 
privacy programs at Federal agencies; 

‘‘(D) perform evaluations and tests at Federal 
agencies to assess existing information security 
and privacy programs; 

‘‘(E) promote development of accreditation 
procedures for Federal agencies based on the 
measures developed under subparagraph (C); 

‘‘(F) if requested, consult with and provide as-
sistance to Federal agencies regarding the selec-
tion by agencies of security technologies and 
products and the implementation of security 
practices; and 

‘‘(G)(i) develop uniform testing procedures 
suitable for determining the conformance of 
commercially available security products to the 
guidelines and standards developed under sub-
section (a)(2) and (3); 

‘‘(ii) establish procedures for certification of 
private sector laboratories to perform the tests 
and evaluations of commercially available secu-
rity products developed in accordance with 
clause (i); and 

‘‘(iii) promote the testing of commercially 
available security products for their conform-
ance with guidelines and standards developed 
under subsection (a)(2) and (3). 

‘‘(2) The Institute shall maintain and make 
available to Federal agencies and to the public 
a list of commercially available security prod-
ucts that have been tested by private sector lab-
oratories certified in accordance with proce-
dures established under paragraph (1)(G)(ii), 
and that have been found to be in conformance 
with the guidelines and standards developed 
under subsection (a)(2) and (3). 

‘‘(3) The Institute shall annually transmit to 
the Congress, in an unclassified format, a report 
containing—

‘‘(A) the findings of the evaluations and tests 
of Federal computer systems conducted under 
this section during the 12 months preceding the 

date of the report, including the frequency of 
the use of commercially available security prod-
ucts included on the list required by paragraph 
(2);

‘‘(B) the planned evaluations and tests under 
this section for the 12 months following the date 
of the report; and 

‘‘(C) any recommendations by the Institute to 
Federal agencies resulting from the findings de-
scribed in subparagraph (A), and the response 
by the agencies to those recommendations.’’. 
SEC. 6. COMPUTER SECURITY REVIEW, PUBLIC 

MEETINGS, AND INFORMATION. 
Section 20 of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 278g–3), as 
amended by this Act, is further amended by in-
serting after subsection (c), as added by section 
5 of this Act, the following new subsection: 

‘‘(d)(1) The Institute shall solicit the rec-
ommendations of the Computer System Security 
and Privacy Advisory Board, established by sec-
tion 21, regarding standards and guidelines that 
are being considered for submittal to the Sec-
retary in accordance with subsection (a)(4). The 
recommendations of the Board shall accompany 
standards and guidelines submitted to the Sec-
retary.

‘‘(2) There are authorized to be appropriated 
to the Secretary $1,030,000 for fiscal year 2001 
and $1,060,000 for fiscal year 2002 to enable the 
Computer System Security and Privacy Advisory 
Board, established by section 21, to identify 
emerging issues related to computer security, 
privacy, and cryptography and to convene pub-
lic meetings on those subjects, receive presen-
tations, and publish reports, digests, and sum-
maries for public distribution on those sub-
jects.’’.
SEC. 7. LIMITATION ON PARTICIPATION IN RE-

QUIRING ENCRYPTION STANDARDS. 
Section 20 of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 278g–3), as 
amended by this Act, is further amended by 
adding at the end the following new subsection: 

‘‘(g) The Institute shall not promulgate, en-
force, or otherwise adopt standards, or carry out 
activities or policies, for the Federal establish-
ment of encryption standards required for use in 
computer systems other than Federal Govern-
ment computer systems.’’. 
SEC. 8. MISCELLANEOUS AMENDMENTS. 

Section 20 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278g–3), as 
amended by this Act, is further amended— 

(1) in subsection (b)(9), as so redesignated by 
section 3(1) of this Act, by inserting ‘‘to the ex-
tent that such coordination will improve com-
puter security and to the extent necessary for 
improving such security for Federal computer 
systems’’ after ‘‘Management and Budget)’’; 

(2) in subsection (e), as so redesignated by sec-
tion 5(1) of this Act, by striking ‘‘shall draw 
upon’’ and inserting in lieu thereof ‘‘may draw 
upon’’;

(3) in subsection (e)(2), as so redesignated by 
section 5(1) of this Act, by striking ‘‘(b)(5)’’ and 
inserting in lieu thereof ‘‘(b)(8)’’; and 

(4) in subsection (f)(1)(B)(i), as so redesig-
nated by section 5(1) of this Act, by inserting 
‘‘and computer networks’’ after ‘‘computers’’. 
SEC. 9. FEDERAL COMPUTER SYSTEM SECURITY 

TRAINING.
Section 5(b) of the Computer Security Act of 

1987 (40 U.S.C. 759 note) is amended— 
(1) by striking ‘‘and’’ at the end of paragraph 

(1);
(2) by striking the period at the end of para-

graph (2) and inserting in lieu thereof ‘‘; and’’; 
and

(3) by adding at the end the following new 
paragraph:

‘‘(3) to include emphasis on protecting sen-
sitive information in Federal databases and 
Federal computer sites that are accessible 
through public networks.’’. 
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SEC. 10. COMPUTER SECURITY FELLOWSHIP PRO-

GRAM.

There are authorized to be appropriated to the 
Secretary of Commerce $500,000 for fiscal year 
2001 and $500,000 for fiscal year 2002 for the Di-
rector of the National Institute of Standards 
and Technology for fellowships, subject to the 
provisions of section 18 of the National Institute 
of Standards and Technology Act (15 U.S.C. 
278g–1), to support students at institutions of 
higher learning in computer security. Amounts 
authorized by this section shall not be subject to 
the percentage limitation stated in such section 
18.
SEC. 11. STUDY OF PUBLIC KEY INFRASTRUC-

TURE BY THE NATIONAL RESEARCH 
COUNCIL.

(a) REVIEW BY NATIONAL RESEARCH COUN-
CIL.—Not later than 90 days after the date of 
the enactment of this Act, the Secretary of Com-
merce shall enter into a contract with the Na-
tional Research Council of the National Acad-
emy of Sciences to conduct a study of public key 
infrastructures for use by individuals, busi-
nesses, and government. 

(b) CONTENTS.—The study referred to in sub-
section (a) shall— 

(1) assess technology needed to support public 
key infrastructures; 

(2) assess current public and private plans for 
the deployment of public key infrastructures; 

(3) assess interoperability, scalability, and in-
tegrity of private and public entities that are 
elements of public key infrastructures; 

(4) make recommendations for Federal legisla-
tion and other Federal actions required to en-
sure the national feasibility and utility of public 
key infrastructures; and 

(5) address such other matters as the National 
Research Council considers relevant to the 
issues of public key infrastructure. 

(c) INTERAGENCY COOPERATION WITH STUDY.—
All agencies of the Federal Government shall co-
operate fully with the National Research Coun-
cil in its activities in carrying out the study 
under this section, including access by properly 
cleared individuals to classified information if 
necessary.

(d) REPORT.—Not later than 18 months after 
the date of the enactment of this Act, the Sec-
retary of Commerce shall transmit to the Com-
mittee on Science of the House of Representa-
tives and the Committee on Commerce, Science, 
and Transportation of the Senate a report set-
ting forth the findings, conclusions, and rec-
ommendations of the National Research Council 
for public policy related to public key infra-
structures for use by individuals, businesses, 
and government. Such report shall be submitted 
in unclassified form. 

(e) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to the 
Secretary of Commerce $450,000 for fiscal year 
2001, to remain available until expended, for 
carrying out this section. 
SEC. 12. PROMOTION OF NATIONAL INFORMA-

TION SECURITY. 

The Under Secretary of Commerce for Tech-
nology shall— 

(1) promote an increased use of security tech-
niques, such as risk assessment, and security 
tools, such as cryptography, to enhance the pro-
tection of the Nation’s information infrastruc-
ture;

(2) establish a central repository of informa-
tion for dissemination to the public to promote 
awareness of information security 
vulnerabilities and risks; and 

(3) promote the development of the national, 
standards-based infrastructure needed to sup-
port government, commercial, and private uses 
of encryption technologies for confidentiality 
and authentication. 

SEC. 13. ELECTRONIC AUTHENTICATION INFRA-
STRUCTURE.

(a) ELECTRONIC AUTHENTICATION INFRASTRUC-
TURE.—

(1) GUIDELINES AND STANDARDS.—Not later 
than 18 months after the date of the enactment 
of this Act, the Director, in consultation with 
industry and appropriate Federal agencies, 
shall develop electronic authentication infra-
structure guidelines and standards for use by 
Federal agencies to assist those agencies to ef-
fectively select and utilize electronic authentica-
tion technologies in a manner that is— 

(A) adequately secure to meet the needs of 
those agencies and their transaction partners; 
and

(B) interoperable, to the maximum extent pos-
sible.

(2) ELEMENTS.—The guidelines and standards 
developed under paragraph (1) shall include— 

(A) protection profiles for cryptographic and 
noncryptographic methods of authenticating 
identity for electronic authentication products 
and services; 

(B) a core set of interoperability specifications 
for the Federal acquisition of electronic authen-
tication products and services; and 

(C) validation criteria to enable Federal agen-
cies to select cryptographic electronic authen-
tication products and services appropriate to 
their needs. 

(3) COORDINATION WITH NATIONAL POLICY
PANEL.—The Director shall ensure that the de-
velopment of guidelines and standards with re-
spect to cryptographic electronic authentication 
products and services under this subsection is 
carried out in consultation with the National 
Policy Panel for Digital Signatures established 
under subsection (e). 

(4) REVISIONS.—The Director shall periodi-
cally review the guidelines and standards devel-
oped under paragraph (1) and revise them as 
appropriate.

(b) LISTING OF VALIDATED PRODUCTS.—Not
later than 30 months after the date of the enact-
ment of this Act, and thereafter, the Director 
shall maintain and make available to Federal 
agencies and to the public a list of commercially 
available electronic authentication products, 
and other such products used by Federal agen-
cies, evaluated as conforming with the guide-
lines and standards developed under subsection 
(a).

(c) SPECIFICATIONS FOR ELECTRONIC CERTIFI-
CATION AND MANAGEMENT TECHNOLOGIES.—

(1) SPECIFICATIONS.—The Director shall, as 
appropriate, establish core specifications for 
particular electronic certification and manage-
ment technologies, or their components, for use 
by Federal agencies. 

(2) EVALUATION.—The Director shall advise 
Federal agencies on how to evaluate the con-
formance with the specifications established 
under paragraph (1) of electronic certification 
and management technologies, developed for use 
by Federal agencies or available for such use. 

(3) MAINTENANCE OF LIST.—The Director shall 
maintain and make available to Federal agen-
cies a list of electronic certification and manage-
ment technologies evaluated as conforming to 
the specifications established under paragraph 
(1).

(d) REPORTS.—Not later than 18 months after 
the date of the enactment of this Act, and annu-
ally thereafter, the Director shall transmit to 
the Congress a report that includes— 

(1) a description and analysis of the utiliza-
tion by Federal agencies of electronic authen-
tication technologies; and 

(2) an evaluation of the extent to which Fed-
eral agencies’ electronic authentication infra-
structures conform to the guidelines and stand-
ards developed under subsection (a)(1). 

(e) NATIONAL POLICY PANEL FOR DIGITAL SIG-
NATURES.—

(1) ESTABLISHMENT.—Not later than 90 days 
after the date of the enactment of this Act, the 
Under Secretary shall establish a National Pol-
icy Panel for Digital Signatures. The Panel 
shall be composed of government, academic, and 
industry technical and legal experts on the im-
plementation of digital signature technologies, 
State officials, including officials from States 
which have enacted laws recognizing the use of 
digital signatures, and representative individ-
uals from the interested public. 

(2) RESPONSIBILITIES.—The Panel shall serve 
as a forum for exploring all relevant factors as-
sociated with the development of a national dig-
ital signature infrastructure based on uniform 
guidelines and standards to enable the wide-
spread availability and use of digital signature 
systems. The Panel shall develop— 

(A) model practices and procedures for certifi-
cation authorities to ensure the accuracy, reli-
ability, and security of operations associated 
with issuing and managing digital certificates; 

(B) guidelines and standards to ensure con-
sistency among jurisdictions that license certifi-
cation authorities; and 

(C) audit procedures for certification authori-
ties.

(3) COORDINATION.—The Panel shall coordi-
nate its efforts with those of the Director under 
subsection (a). 

(4) ADMINISTRATIVE SUPPORT.—The Under 
Secretary shall provide administrative support 
to enable the Panel to carry out its responsibil-
ities.

(5) REPORT.—Not later than 1 year after the 
date of the enactment of this Act, the Under 
Secretary shall transmit to the Congress a report 
containing the recommendations of the Panel. 

(f) DEFINITIONS.—For purposes of this sec-
tion—

(1) the term ‘‘certification authorities’’ means 
issuers of digital certificates; 

(2) the term ‘‘digital certificate’’ means an 
electronic document that binds an individual’s 
identity to the individual’s key; 

(3) the term ‘‘digital signature’’ means a 
mathematically generated mark utilizing key 
cryptography techniques that is unique to both 
the signatory and the information signed; 

(4) the term ‘‘digital signature infrastructure’’ 
means the software, hardware, and personnel 
resources, and the procedures, required to effec-
tively utilize digital certificates and digital sig-
natures;

(5) the term ‘‘electronic authentication’’ 
means cryptographic or noncryptographic meth-
ods of authenticating identity in an electronic 
communication;

(6) the term ‘‘electronic authentication infra-
structure’’ means the software, hardware, and 
personnel resources, and the procedures, re-
quired to effectively utilize electronic authen-
tication technologies; 

(7) the term ‘‘electronic certification and man-
agement technologies’’ means computer systems, 
including associated personnel and procedures, 
that enable individuals to apply unique digital 
signatures to electronic information; 

(8) the term ‘‘protection profile’’ means a list 
of security functions and associated assurance 
levels used to describe a product; and 

(9) the term ‘‘Under Secretary’’ means the 
Under Secretary of Commerce for Technology. 
SEC. 14. SOURCE OF AUTHORIZATIONS. 

There are authorized to be appropriated to the 
Secretary of Commerce $7,000,000 for fiscal year 
2001 and $8,000,000 for fiscal year 2002, for the 
National Institute of Standards and Technology 
to carry out activities authorized by this Act for 
which funds are not otherwise specifically au-
thorized to be appropriated by this Act. 

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from 
Wisconsin (Mr. SENSENBRENNER) and 
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the gentleman from Texas (Mr. HALL)
each will control 20 minutes. 

The Chair recognizes the gentleman 
from Wisconsin (Mr. SENSENBRENNER).

GENERAL LEAVE

Mr. SENSENBRENNER. Mr. Speak-
er, I ask unanimous consent that all 
Members may have 5 legislative days 
within which to revise and extend their 
remarks on H.R. 2413. 

The SPEAKER pro tempore. Is there 
objection to the request of the gen-
tleman from Wisconsin? 

There was no objection. 
Mr. SENSENBRENNER. Mr. Speak-

er, I yield myself such time as I may 
consume.

Mr. Speaker, H.R. 2413 updates the 
Computer Security Act of 1987 to im-
prove computer security for Federal ci-
vilian agencies and the private sector. 
The Computer Security Act of 1987 
gave authority over computer and com-
munications security standards and 
Federal civilian agencies to NIST. The 
Computer Security Enhancement Act 
of 2000 strengthens that authority and 
directs funds to implement practices 
and procedures which will ensure that 
the Federal standards-setting process 
remains open to public input and anal-
ysis. When implemented, the bill will 
provide guidance and assistance on pro-
tection of electronic information to 
Federal civilian agencies. 

Since 1993, the General Accounting 
Office has issued over 35 reports de-
scribing serious information security 
weaknesses at major Federal agencies. 
In 1999, the GAO reported that during 
the previous 2 years serious informa-
tion security control weaknesses had 
been reported for most of the Federal 
agencies. Recently, the GAO gave the 
Federal Government an overall grade 
of D minus for its computer security 
efforts. Specifically, hearings held by 
the Committee on Science earlier this 
year identified information security 
leaks at the Department of Energy and 
the Federal Aviation Administration 
that threaten our Nation’s safety, se-
curity, and economic well-being. 

Much has changed in the years since 
the Computer Security Act of 1987 was 
enacted. The proliferation of 
networked systems, the Internet, and 
Web access are just a few of the dra-
matic advances in information tech-
nology that have occurred. 

b 1400
The Computer Security Enhance-

ment Act of 2000 addresses these 
changes, promotes the use of commer-
cially available products, and encour-
ages an open exchange of information 
between NIST and the private sector, 
all of which will help facilitate better 
security for Federal systems. 

Finally, the legislation is technology 
neutral and is careful not to advocate 
any specific computer security or elec-
tronic authentication technology. 

Mr. Speaker, while no single piece of 
legislation can fully protect our Fed-

eral civilian computer security sys-
tems, H.R. 2413 is a necessary step in 
the right direction. It has been unani-
mously supported by the Committee on 
Science and includes a number of pro-
visions offered by the gentleman from 
Tennessee (Mr. GORDON); the gentle-
woman from Maryland (Mrs. MORELLA),
chair of the Subcommittee on Tech-
nology; the gentleman from Michigan 
(Mr. BARCIA), ranking member of that 
subcommittee; and the gentleman from 
California (Mr. KUYKENDALL), a mem-
ber of the Cyber Security Leadership 
Team of the gentleman from Illinois 
(Mr. HASTERT).

I urge all my colleagues to support 
swift passage of this bill today. 

Mr. Speaker, I reserve the balance of 
my time. 

Mr. HALL of Texas. Mr. Speaker, I 
yield myself such time as I may con-
sume.

Mr. Speaker, I would first, of course, 
like to compliment the gentleman 
from Michigan (Mr. BARCIA) and the 
gentlewoman from Maryland (Mrs. 
MORELLA) and the gentleman from 
Tennessee (Mr. GORDON) and, of course, 
the chairman, the gentleman from Wis-
consin (Chairman SENSENBRENNER), for 
their very hard work on this question 
of computer security. 

I get asked about that so very much 
and so very often. This has been an im-
portant topic for this committee for 15 
years or more and dating back to the 
committee at the time when Congress-
man Jack Brooks enacted the very 
first security computer law dealing 
with federally owned computers. 

H.R. 2413 brings our computer secu-
rity efforts into the Internet age by 
working to upgrade the security of un-
classified Federal computer systems 
and networks. The computer world has 
changed dramatically since we wrote 
the original Computer Security Act in 
the mid-1980s. Then we were coping 
with a new set of problems brought 
about by the arrival of personal securi-
ties and the movement of computer se-
curity problems that move beyond the 
mainframe computers. 

Now, with the arrival of the World 
Wide Web, attacks on government com-
puters are far more difficult to detect 
and certainly come from anywhere in 
the world. So effective and coordinated 
Federal computer security is now more 
important than it has ever been before. 

H.R. 2413 confirms the National Insti-
tute of Standards and Technology’s 
lead role in setting policy guidelines 
and measuring the effectiveness of 
computer security practices in civilian 
agencies.

NIST is also authorized to provide 
guidance and assistance to Federal 
agencies in the protection of inter-
connected computer systems and to 
promote compliance by Federal agen-
cies with the existing computer infor-
mation security and privacy guidelines 
and to assist other agencies in respond-

ing to unauthorized access to Federal 
computer systems. 

Thanks to the leadership of the gen-
tleman from Tennessee (Mr. GORDON),
H.R. 2413 also will permit the Federal 
Government to advance e-commerce 
and e-government by providing for se-
cure electronic authentication tech-
nologies.

Mr. Speaker, there has never been a 
time when so much of our lives have 
been documented by Federal com-
puters. Veterans all across this coun-
try have the right to expect their med-
ical records to be secure. Our seniors 
have to be able to depend on the secu-
rity of the Social Security Administra-
tion’s computers. The IRS must be able 
to protect our tax records from disclo-
sure. Small businesses that deal with 
the government must have their 
records protected from potential com-
petitors.

NIST has long been a leader in com-
puter security, and it makes a lot of 
sense for NIST to share this expertise 
with other agencies. Therefore, I urge 
my colleagues to pass this important 
piece of legislation. 

Mr. Speaker, the gentleman from 
Tennessee (Mr. GORDON), who is the 
ranking member on the Subcommittee 
on Space and Aeronautics, has been un-
believably supportive in the drawing 
and passing and bringing to this stage 
this piece of legislation. 

Mr. Speaker, I yield such time as he 
may consume to the gentleman from 
Tennessee (Mr. GORDON).

Mr. GORDON. Mr. Speaker, I rise in 
support of H.R. 2413. 

The gentleman from Wisconsin 
(Chairman SENSENBRENNER) and the 
gentleman from Texas (Mr. HALL) have 
already outlined the provisions of this 
bill.

I would like to take a couple of min-
utes to stress two points. First, the 
provisions of this bill are techno-
logically neutral; and second, the bill 
would allow for strong private sector 
input in the development of good Fed-
eral computer security and authentica-
tion practices. 

The bill that we have on the floor 
today is the result of 2 years of bipar-
tisan work on the Committee on 
Science. The Committee on Science 
has held numerous hearings on these 
provisions, and we have incorporated 
constructive changes suggested by the 
industry and the administration. 

The resulting legislation strengthens 
NIST’s role in improving the computer 
security practices at Federal agencies. 
It also authorizes NIST to advise the 
agencies as needed on the deployment 
of electronic authentication tech-
nologies. These provisions ensure that 
the private sector has a strong voice in 
the development of electronic authen-
tication policies considered by the Fed-
eral agencies and that agencies rely on 
commercially available products and 
service as much as possible. 
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The bill also makes clear that any 

Federal policies on computer security 
and electronic authentication practices 
by Federal agencies must be techno-
logically neutral. 

I again want to thank the gentleman 
from Wisconsin (Chairman SENSEN-
BRENNER) for his leadership on this 
issue and working closely with me on 
this legislation. We have both been mo-
tivated by the importance that we 
place on the broad issues of electronic 
security.

In addition, I want to thank Mike 
Quear and Jeff Grove on the Com-
mittee on Science and the staff of the 
Committee on Commerce on both sides 
for their work for perfecting this legis-
lation.

This is a good bill representing sound 
policy. I urge my colleagues to support 
H.R. 2413. 

Mrs. MORELLA. Mr. Speaker, over 
the last four years, the Technology 
subcommittee that I chair in the 
Science Committee has held several 
hearings on computer security and has 
reviewed H.R. 2413 in depth. Computer 
security continues to be an ongoing 
and challenging problem that demands 
the attention of the Congress, the Ex-
ecutive Branch, industry, academia, 
and the public. 

The explosive growth in Electronic 
Commerce highlights the nation’s ever 
increasing dependence upon the secure 
and reliable operation of our computer 
systems. Computer security, therefore, 
has a vital influence on our economic 
health and our nation’s security, and 
that is why it is important that we 
pass H.R. 2413 here today. 

H.R. 2413 authorizes $9 million in FY 
2001 and $9.5 million in FY 2002 to the 
National Institute of Standards and 
Technology to: Promote the use of 
commercially available off-the-shelf 
security products by Federal agencies, 
an initiative strongly supported by the 
Information Technology Association of 
America and others; Increase privacy 
protection by giving an independent 
advisory board more responsibility and 
resources to review NIST’s computer 
security efforts and make rec-
ommendations; Support the develop-
ment of well trained workforce by cre-
ating a fellowship program in the field 
of computer security; Study the efforts 
of the Federal government to develop a 
secure, interoperable electronic infra-
structure; and finally,—Establish an 
expert review team to assist agencies 
to identify and fix existing information 
security vulnerabilities. 

I am proud of the important work 
NIST is doing in the area of computer 
security, and I am pleased H.R. 2413 
provides additional resources and tools 
to assist in its efforts. 

Located in Gaithersburg, Maryland, 
NIST plays a critical role to improve 
computer security for the Federal Gov-
ernment and the private sector. Under 
NIST’s statutory federal responsibil-

ities, it works to develop standards and 
guidelines for agencies to help protect 
their sensitive unclassified information 
systems.

Additionally, NIST works with the 
information technology (IT) industry 
and IT users in the private sector on 
computer security in support of its 
broad mission to strengthen the U.S. 
economy, and especially to improve 
the competitiveness of the U.S. infor-
mation technology industry. In con-
ducting its computer security efforts, 
NIST works closely with industry, Fed-
eral agencies, testing organizations, 
standards groups, academia, and pri-
vate sector users. 

Specifically, NIST works to improve 
the awareness of the need for computer 
security and conducts cutting-edge re-
search on new technologies and their 
security implications and 
vulnerabilities. NIST works to develop 
security standards and specifications 
to help users specify security needs in 
their procurements and establish min-
imum-security requirements for Fed-
eral systems. 

NIST develops and managers secu-
rity-testing programs, in cooperation 
with private sector testing labora-
tories, to enable user to have con-
fidence that a product meets a security 
specification. Finally, NIST produces 
security guidance to promote security 
planning, and secure system operations 
and administration. 

I have already mentioned NIST’s im-
portant role in standards development. 
NIST has long been active in devel-
oping Federal cryptographic standards 
and working in cooperation with pri-
vate sector voluntary standards orga-
nizations in this area. Recently, NIST 
facilitated the worldwide competition 
to develop a new encryption technique 
that can be used to protect computer-
ized information, know as the Ad-
vanced Encryption Standard (AES), 
which will serve 21st century security 
needs.

Another aspect of NIST’s standards 
activities concerns Public Key and Key 
Management Infrastructures. The use 
of cryptographic services across net-
works requires the use of ‘‘certificates’’ 
that bind cryptographic keys and other 
security information to specific users 
or entities in the network. NIST has 
been actively involved in working with 
industry and the Federal government 
to promote the security and interoper-
ability of such infrastures. 

Mr. Speaker, a wide array of tech-
nology organizations and the Adminis-
tration have recognized the need for 
H.R. 2413 and to protect our nation’s 
information technology security. I 
urge my colleagues to stand with these 
organizations and myself to take this 
important step towards securing our 
computer data and resources from ma-
licious attack. I urge passage of H.R. 
2413.

Ms. JACKSON-LEE of Texas. Mr. Speaker, 
I rise in strong support for H.R. 2413, the 

Computer Security Enhancement Act of 2000. 
This bill reinforces the role of the National In-
stitute of Standards and Technology (NIST) in 
ensuring the security and privacy of federal ci-
vilian computer systems, and promotes the 
use of technology solutions developed by the 
private sector. The measure affirms NIST’s 
role as the lead agency for creating and main-
taining standards for federal computer security 
and emphasizes the need for protecting sen-
sitive information in federal databases and on 
publicly accessible government Web sites. 
The committee states that NIST should focus 
on security issues that have emerged with the 
rapid changes in computer technology since 
passage of the Computer Security Act of 
1987. 

The bill authorizes $7 million in FY 2001, 
and $8 million in FY 2002 for NIST to carry 
out the measure, not including funds otherwise 
specifically authorized. 

This legislation comes in response to a 
1999 General Accounting Office (GAO) report 
that stated that, during the previous two years, 
serious information security control weak-
nesses had been reported for most federal 
agencies, and GAO recently gave the federal 
government an overall grade of ‘‘D-minus’’ for 
its computer security efforts. 

The Computer Security Act of 1987 (P.L. 
100–235) gave authority over computer and 
communication security standards in federal 
civilian agencies to the National Institute of 
Standards and Technology (NIST). However, 
the Science Committee notes that there have 
been dramatic changes in computer tech-
nology since the 1987 Act, citing the prolifera-
tion of networked systems, the Internet and 
Web access. 

The bill authorizes NIST to provide guidance 
and assistance—including risk identification— 
to Federal agencies in the protection of infor-
mation technology infrastructure (except for 
national security systems); provide information 
on existing security and privacy guidelines to 
promote compliance by Federal agencies; and 
consult with agencies on incidences of unau-
thorized access to Federal computer systems. 
The bill instructs NIST to develop measures to 
assess the effectiveness of agencies’ privacy 
programs, perform evaluations and promote 
accreditation procedures for agency informa-
tion security programs. The bill also directs 
NISt to report annually to Congress on its 
evaluations of federal computer systems, the 
use of commercially available security prod-
ucts by agencies, evaluations planned for the 
next year and any recommendations resulting 
from past evaluations. 

The bill requires NIST to work with the 
Computer System Security and Privacy Advi-
sory Board in setting standards and guidelines 
for the security of federal computer systems 
and to include the board’s recommendations 
in Commerce Department reviews of proposed 
standards, guidelines and regulations. The 
measure authorizes $1 million in each of FY 
2001 and FY 2002 for the board to hold public 
meetings and publish reports and other rel-
evant information on emerging computer secu-
rity and cryptology issues. the board, made up 
of representatives from industry, federal agen-
cies and outside experts, would report directly 
to the science committees in the House and 
Senate. 
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The measure prohibits NIST from creating 

or enforcing any standards or policies relating 
to computer systems outside the federal gov-
ernment. 

I believe that this is an important step to 
take in our effort to encourage computer net-
work security in the federal workplace. 

However, I would advise that it is also im-
portant that the federal government develops 
and maintain an adequate supply of computer 
security professionals. We must be sure that 
those who are entrusted with the network se-
curity of our nation’s interconnected computers 
are dedicated and well trained information and 
network security experts. 

Far too often those who are assigned net-
work administrative functions, must share that 
responsibility among other assigned task, 
which might take precedence over their com-
puter system responsibilities. The computer 
system is not deemed a priority unless access 
to files and informational resources are de-
nied, then the systems specialist is expected 
to respond quickly to address the problem and 
restore service. The responsibility of network 
security is to maintain the routine maintenance 
of the system, which is vital to the smooth 
overall functioning of a computer system. 

Mr. HALL of Texas. Mr. Speaker, I 
yield back the balance of my time. 

Mr. SENSENBRENNER. Mr. Speak-
er, I yield back the balance of my time. 

The SPEAKER pro tempore (Mr. 
HANSEN). The question is on the motion 
offered by the gentleman from Wis-
consin (Mr. SENSENBRENNER) that the 
House suspend the rules and pass the 
bill, H.R. 2413, as amended. 

The question was taken; and the 
Speaker pro tempore announced that 
the ayes appeared to have it. 

Mr. HALL of Texas. Mr. Speaker, I 
object to the vote on the ground that a 
quorum is not present and make the 
point of order that a quorum is not 
present.

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX and the 
Chair’s prior announcement, further 
proceedings on this motion will be 
postponed.

The point of no quorum is considered 
withdrawn.

f 

NATIONAL SCIENCE EDUCATION 
ACT

Mr. SENSENBRENNER. Mr. Speak-
er, I move to suspend the rules and 
pass the bill (H.R. 4271) to establish and 
expand programs relating to science, 
mathematics, engineering, and tech-
nology education, and for other pur-
poses, as amended. 

The Clerk read as follows: 
H.R. 4271 

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘National 
Science Education Act’’. 
SEC. 2. FINDINGS. 

Congress finds the following: 
(1) As concluded in the report of the Com-

mittee on Science of the House of Represent-

atives, ‘‘Unlocking Our Future Toward a 
New National Science Policy’’, which was 
adopted by the House of Representatives, the 
United States must maintain and improve 
its preeminent position in science and tech-
nology in order to advance human under-
standing of the universe and all it contains, 
and to improve the lives, health, and free-
doms of all people. 

(2) It is estimated that more than half of 
the economic growth of the United States 
today results directly from research and de-
velopment in science and technology. The 
most fundamental research is responsible for 
investigating our perceived universe, to ex-
tend our observations to the outer limits of 
what our minds and methods can achieve, 
and to seek answers to questions that have 
never been asked before. Applied research 
continues the process by applying the an-
swers from basic science to the problems 
faced by individuals, organizations, and gov-
ernments in the everyday activities that 
make our lives more livable. The scientific- 
technological sector of our economy, which 
has driven our recent economic boom and led 
the United States to the longest period of 
prosperity in history, is fueled by the work 
and discoveries of the scientific community. 

(3) The effectiveness of the United States 
in maintaining this economic growth will be 
largely determined by the intellectual cap-
ital of the United States. Education is crit-
ical to developing this resource. 

(4) The education program of the United 
States needs to provide for 3 different kinds 
of intellectual capital. First, it needs sci-
entists, mathematicians, and engineers to 
continue the research and development that 
are central to the economic growth of the 
United States. Second, it needs techno-
logically proficient workers who are com-
fortable and capable dealing with the de-
mands of a science-based, high-technology 
workplace. Last, it needs scientifically lit-
erate voters and consumers to make intel-
ligent decisions about public policy. 

(5) Student performance on the recent 
Third International Mathematics and 
Science Study highlights the shortcomings 
of current K–12 science and mathematics 
education in the United States, particularly 
when compared to other countries. We must 
expect more from our Nation’s educators and 
students if we are to build on the accom-
plishments of previous generations. New 
methods of teaching science, mathematics, 
engineering, and technology are required, as 
well as better curricula and improved train-
ing of teachers. 

(6) Science is more than a collection of 
facts, theories, and results. It is a process of 
inquiry built upon observations and data 
that leads to a way of knowing and explain-
ing in logically derived concepts and theo-
ries. Mathematics is more than procedures 
to be memorized. It is a field that requires 
reasoning, understanding, and making con-
nections in order to solve problems. Engi-
neering is more than just designing and 
building. It is the process of making com-
promises to optimize design and assessing 
risks so that designs and products best solve 
a given problem. Technology is more than 
using computer applications, the Internet, 
and programming. Technology is the innova-
tion, change, or modification of the natural 
environment, based on scientific, mathe-
matical, and engineering principles. 

(7) Students should learn science primarily 
by doing science. Science education ought to 
reflect the scientific process and be object- 
oriented, experiment-centered, and concept- 
based. Students should learn mathematics 

with understanding that numeric systems 
have intrinsic properties that can represent 
objects and systems in real life, and can be 
applied in solving problems. Engineering 
education should reflect the realities of real 
world design, and should involve hands-on 
projects and require students to make trade- 
offs based upon evidence. Students should 
learn technology as both a tool to solve 
other problems and as a process by which 
people adapt the natural world to suit their 
own purposes. Computers represent a par-
ticularly useful form of technology, enabling 
students and teachers to acquire data, model 
systems, visualize phenomena, communicate 
and organize information, and collaborate 
with others in powerful new ways. A back-
ground in the basics of information tech-
nology is essential for success in the modern 
workplace and the modern world. 

(8) Children are naturally curious and in-
quisitive. To successfully tap into these in-
nate qualities, education in science, mathe-
matics, engineering, and technology must 
begin at an early age and continue through-
out the entire school experience. 

(9) Teachers provide the essential connec-
tion between students and the content they 
are learning. Prospective teachers need to be 
identified and recruited by presenting to 
them a career that is respected by their 
peers, is financially and intellectually re-
warding, contains sufficient opportunities 
for advancement, and has continuing access 
to professional development. 

(10) Teachers need to have incentives to re-
main in the classroom and improve their 
practice, and training of teachers is essential 
if the results are to be good. Teachers need 
to be knowledgeable of their content area, of 
their curriculum, of up-to-date research in 
teaching and learning, and of techniques 
that can be used to connect that information 
to their students in their classroom. 
SEC. 3. ASSURANCE OF CONTINUED LOCAL CON-

TROL.
Nothing in this Act may be construed to 

authorize any department, agency, officer, or 
employee of the United States to exercise 
any direction, supervision, or control over 
the curriculum, program of instruction, ad-
ministration, or personnel of any edu-
cational institution or school system. 
SEC. 4. MASTER TEACHER GRANT PROGRAM. 

(a) PROGRAM AUTHORIZED.—The Director of 
the National Science Foundation shall con-
duct a grant program to make grants to a 
State or local educational agency, a private 
elementary or middle school, or a consor-
tium of any combination of those entities, 
for the purpose of hiring a master teacher 
described in subsection (b). 

(b) ELIGIBILITY.—In order to be eligible to 
receive a grant under this subsection, a 
State or local educational agency, private el-
ementary or middle school, or consortium 
described in subsection (a) shall submit to 
the Director a description of the relationship 
the master teacher will have vis-a-vis other 
administrative and managerial staff and the 
State and local educational agency, the ratio 
of master teachers to other teachers, and the 
requirements for a master teacher of the 
State or local educational agency or school, 
including certification requirements and job 
responsibilities of the master teacher. Job 
responsibilities must include a discussion of 
any responsibility the master teacher will 
have for— 

(1) development or implementation of 
science, mathematics, engineering, or tech-
nology curricula; 

(2) in-classroom assistance; 
(3) authority over hands-on inquiry mate-

rials, equipment, and supplies; 
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