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end-of-session omnibus spending bills 
have contained; namely, special inter-
est provisions that are slipped into the 
must-pass bill to avoid the usual com-
mittee scrutiny and full review on the 
floors of the House and Senate. My 
good friend and colleague, the senior 
Senator from Arizona, Mr. MCCAIN, has 
identified at least $1.9 billion in pork 
barrel spending in this year’s version of 
the omnibus spending bill. He notes 
that in the conference report for the 
Commerce, State, and Justice appro-
priations bill, itself an add-on to the 
Labor, Health, and Social Services ap-
propriations bill, are many earmarked 
spending provisions that have never 
undergone appropriate review, includ-
ing: $200,000 for the Kotzebue Sound 
test fishery for king crab and sea snail; 
$3 million for Red Snapper research; 
$300,000 for research on the Charleston 
bump; $150,000 for lobster sampling; $1 
million for Hawaiian coral reef moni-
toring; and $1 million for the imple-
mentation of the National Height Mod-
ernization system in North Carolina. 

I am willing to concede that some of 
these programs may have merit. But if 
they do have merit, those who advo-
cate funding for them ought to make 
their case before the appropriate au-
thorizing committees and submit their 
case to the floor of the House and Sen-
ate in the normal way. That they chose 
instead to slip these matters secretly 
into a massive, must-pass spending bill 
at least suggests that some of these 
programs would not have withstood 
thorough scrutiny. 

Mr. President, these special interest 
provisions continue to be one of the 
best arguments for reforming an appro-
priations and budget process that has 
led to an annual, end of the fiscal year 
budget wreck. Unwarranted and waste-
ful special interest provisions flourish 
in such an environment, and funda-
mental reform, including moving to a 
biennial budget process, is the only so-
lution. I very much hope such reform 
will be the very highest priority of this 
body during the 107th Congress and 
that this year’s pork-laden omnibus ap-
propriations bill will be the last of its 
kind.∑ 

f 

CORRECTING THE ENROLLMENT 
OF H.R. 4577 

Mr. STEVENS. Mr. President, I ask 
unanimous consent that the Senate 
proceed to the consideration of S. Con. 
Res. 162. 

The PRESIDING OFFICER. The 
clerk will report the concurrent resolu-
tion by title. 

The assistant legislative clerk read 
as follows: 

A concurrent resolution (S. Con. Res. 162) 
to direct the Clerk of the House of Rep-
resentatives to make a correction in the en-
rollment of H.R. 4577. 

There being no objection, the Senate 
proceeded to consider the concurrent 
resolution. 

Mr. STEVENS. Mr. President, I ask 
unanimous consent that the concur-
rent resolution be agreed to and the 
motion to reconsider be laid upon the 
table, all without intervening action or 
debate. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The concurrent resolution (S. Con. 
Res. 162) was agreed to, as follows: 

S. CON. RES. 162 
Resolved by the Senate (the House of Rep-

resentatives concurring), That the Clerk of the 
House of Representatives, in the enrollment 
of the bill (H.R. 4577), making appropriations 
for the Departments of Labor, Health and 
Human Services, and Education, and related 
agencies for the fiscal year ending Sep-
tember 2001, and for other purposes, shall 
make the following correction: 

In section 1(a)(4), before the period at the 
end, insert the following: ‘‘, except that the 
text of H.R. 5666, as so enacted, shall not in-
clude section 123 (relating to the enactment 
of H.R. 4904)’’. 

Mr. STEVENS. Mr. President, I re-
gret deeply that last concurrent resolu-
tion, and at some time in the future I 
will explain it. 

I am awaiting some other papers. For 
the time being, let me say this. I have 
stood on the Senate floor several times 
talking about the Steller sea lion prob-
lem. I personally thank Mr. John Pode-
sta, the President’s assistant, for talk-
ing to me for so long and working with 
our staff and myself for so long, into 
the early hours this morning and 
through the day, to bring about a reso-
lution of the problem I have been dis-
cussing. 

I cannot say we won this argument, 
but I can say we have reached a conclu-
sion that will allow a substantial por-
tion, approximately 90 percent, of the 
fishermen affected by this issue to re-
turn to fishing next January. These are 
people who live along a stretch of 
coastline and on islands, as I said, that 
are the same distance as from this city 
to the end of the Florida chain. They 
are people who live in very harsh cir-
cumstances and have one basic source 
of income, and that is fishing. 

We have been able now to agree on a 
process by which the fishing season 
will commence on January 20. Inciden-
tally, it has nothing to do with the In-
auguration; it just happens to be the 
first day of fishing season. We are de-
lighted we have found a way to resolve 
the conflict. It still means there is a 
long hard task ahead of not only this 
Secretary of Commerce and his per-
sonnel but the next Secretary of Com-
merce and personnel to carry out the 
agreement we have crafted and to see 
that it works. 

I am pleased to say we have had a 
great many people who have assisted 
us. As I said earlier, the distinguished 
majority leader and minority leader 
were personally involved, as were their 
staffs, along with the staff of the As-
sistant to the President, and the Office 
of Management and Budget. I cannot 

leave out, and would not leave out, the 
distinguished chairman of the House 
Appropriations Committee, the Honor-
able BILL YOUNG, a Representative 
from Florida, who waited for this reso-
lution. 

I know it was a harsh task he had, 
and there are many Members in both 
the House and Senate who were incon-
venienced by this delay. I can only 
thank them for their cooperation. As I 
have said before, not one Member of 
Congress argued with me about the 
delay. They all understood that we had 
a substantial problem. 

It is not easy to represent a State 
and people who live closer to Tokyo 
than Washington, DC. These people 
really have but three spokesmen in 
Washington compared to the many 
that other States have. They rely on us 
to convey their wishes and to convey 
their dilemmas over potential Federal 
actions and to seek solutions. 

I am delighted we have received the 
cooperation that led to a consensus 
today that I believe will assist them 
and will start the resolution of this 
problem and bring it to a conclusion 
where we can abide by the Magnuson- 
Stevens Act that governs the fisheries 
off our shores and, at the same time, 
respect the findings that are made 
under the Endangered Species Act. 

I thank Sylvia Matthews, Office of 
Management and Budget; Michael 
Deitch, Office of Management and 
Budget; Penny Dalton of NOAA; Mark 
Childress of Senator DASCHLE’s office; 
Dave Hoppe of Senator LOTT’s office; 
and Lisa Sutherland and David Russell 
of my office for their hard work on the 
issue pertaining to Steller sea lions. 

f 

PUBLIC SAFETY OFFICER MEDAL 
OF VALOR ACT OF 2000 

Mr. STEVENS. Mr. President, I ask 
unanimous consent that the Judiciary 
Committee be discharged from further 
consideration of H.R. 46 and the Senate 
proceed to its immediate consider-
ation. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. The clerk 
will report the bill by title. 

The assistant legislative clerk read 
as follows: 

A bill (H.R. 46) to provide a national medal 
for public safety officers who act with ex-
traordinary valor above and beyond the call 
of duty. 

There being no objection, the Senate 
proceeded to consider the bill. 

Mr. LEAHY. Mr. President, today we 
consider three bipartisan measures of-
fered together as a package: the Public 
Safety Officer Medal of Valor Act, H.R. 
46; the Computer Crime Enforcement 
Act, which I introduced as S. 1314, on 
July 1, 1999, with Senator DEWINE and 
is now also co-sponsored by Senators 
ROBB, HATCH and ABRAHAM; and a 
Hatch-Leahy-Schumer ‘‘Internet Secu-
rity Act’’ amendment. I thank my col-
leagues for their hard work on these 
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pieces of legislation, each of which I 
will discuss in turn. 

I support the Public Safety Officer 
Medal of Valor Act. I cosponsored the 
Stevens bill, S. 39, to establish a Public 
Safety Medal of Valor. In April and 
May, 1999, I made sure that the Senate 
acted on Senator STEVENS’ bill, S. 39. 

On April 22, 1999, the Senate Judici-
ary Committee took up that measure 
in regular order and reported it unani-
mously. At that time I congratulated 
Senator STEVENS and thanked him for 
his leadership. I noted that we had 
worked together on a number of law 
enforcement matters and that the sen-
ior Senator from Alaska is a stalwart 
supporter of the men and women who 
put themselves at risk to protect us 
all. I said that I looked forward to en-
actment of this measure and to seeing 
the extraordinary heroism of our po-
lice, firefighters and correctional offi-
cers recognized with the Medal of 
Valor. 

On May 18, 1999, I was privileged to 
be on the floor of the Senate when we 
proceeded to consider S. 39 and passed 
it unanimously. I took that occasion to 
commend Senator STEVENS and all who 
had worked so hard to move this meas-
ure in a timely way. That was over one 
year ago, during National Police Week 
last year. The measure was sent to the 
House where it lay dormant for the 
rest of last year and most of this one. 

The President of the United States 
came to Capitol Hill to speak at the 
Law Enforcement Officers Memorial 
Service on May 15, 2000, and said on 
that occasion that if Congress would 
not act on the Medal of Valor, he was 
instructing the Attorney General to 
explore ways to award such recognition 
by Executive action. 

Unfortunately, these calls for action 
did not waken the House from its slum-
ber on this matter and the House of 
Representatives refused to pass the 
Senate-passed Medal of Valor bill. In-
stead, over the past year, the House 
has insisted that the Senate take up, 
fix and pass the House-passed version 
of this measure if it is to become law. 
House members have indicated that 
they are now prepared to accept most 
of the Senate-passed text, but insist 
that it be enacted under the House bill 
number. In order to get this important 
measure to the President, that is what 
we are doing today. We are discharging 
the House-passed version of that bill, 
H.R. 46, from the Judiciary Committee, 
adopting a complete substitute, and 
sending it back to the House. 

I have worked with Senator HATCH, 
Senator STEVENS and others to perfect 
the final version of this bill. We have 
crafted bipartisan improvements to en-
sure that the Medal of Valor Board will 
worked effectively and efficiently with 
the National Medal of Valor Office 
within the Department of Justice. Our 
legislation establishes both of these en-
tities and it is essential that they work 

well together to design the Medal of 
Valor and to create the criteria and 
procedures for recommendations of 
nominees for the award. The men and 
women who will be honored by the 
Medal of Valor for their brave deeds de-
serve nothing less. 

The information age is filled with un-
limited potential for good, but it also 
creates a variety of new challenges for 
law enforcement. A recent survey by 
the FBI and the Computer Security In-
stitute found that 62 percent of infor-
mation security professionals reported 
computer security breaches in the past 
year. These breaches in computer secu-
rity resulted in financial losses of more 
than $120 million from fraud, theft of 
information, sabotage, computer vi-
ruses, and stolen laptops. Computer 
crime has become a multi-billion dollar 
problem. 

Many of us have worked on these 
issues for years. In 1984, we passed the 
Computer Fraud and Abuse Act to 
criminalize conduct when carried out 
by means of unauthorized access to a 
computer. In 1986, we passed the Elec-
tronic Communications Privacy Act 
(ECPA), which I was proud to sponsor, 
to criminalize tampering with elec-
tronic mail systems and remote data 
processing systems and to protect the 
privacy of computer users. In 1994, the 
Violent Crime Control and Law En-
forcement Act included the Computer 
Abuse Amendments which I authored 
to make illegal the intentional trans-
mission of computer viruses. 

In the 104th Congress, Senators KYL, 
GRASSLEY and I worked together to 
enact the National Information Infra-
structure Protection Act to increase 
protection under federal criminal law 
for both government and private com-
puters, and to address an emerging 
problem of computer-age blackmail in 
which a criminal threatens to harm or 
shut down a computer system unless 
their extortion demands are met. In 
the 105th Congress, Senators KYL and I 
also worked together on criminal copy-
right amendments that became law to 
enhance the protection of copyrighted 
works online. 

The Congress must be constantly 
vigilant to keep the law up-to-date 
with technology. The Computer Crime 
Enforcement Act, S. 1314, and the 
Hatch-Leahy-Schumer ‘‘Internet Secu-
rity Act’’ amendment are part of that 
ongoing effort. These complementary 
pieces of legislation reflect twin-track 
progress against computer crime: More 
tools at the federal level and more re-
sources for local computer crime en-
forcement. The fact that this is a bi-
partisan effort is good for technology 
policy. 

But make no mistake about it: even 
with passage of this legislation, there 
is more work to be done—both to assist 
law enforcement and to safeguard the 
privacy and other important constitu-
tional rights of our citizens. I wish 

that the Congress had also tackled on-
line privacy in this session, but that 
will now be punted into the next con-
gressional session. 

The legislation before us today does 
not attempt to resolve every issue. For 
example, both the Senate and the 
House held hearings this session about 
the FBI’s Carnivore program. Carni-
vore is a computer program designed to 
advance criminal investigations by 
capturing information in Internet com-
munications pursuant to court orders. 
Those hearings sparked a good debate 
about whether advances in technology, 
like Carnivore, require Congress to 
pass new legislation to assure that our 
private Internet communications are 
protected from government over-reach-
ing while protecting the government’s 
right to investigate crime. I look for-
ward to our discussion of these privacy 
issues in the next Congress. 

The Computer Crime Enforcement 
Act is intended to help states and local 
agencies in fighting computer crime. 
All 50 states have now enacted tough 
computer crime control laws. They es-
tablish a firm groundwork for elec-
tronic commerce, an increasingly im-
portant sector of the nation’s economy. 

Unfortunately, too many state and 
local law enforcement agencies are 
struggling to afford the high cost of en-
forcing their state computer crime 
statutes. Earlier this year, I released a 
survey on computer crime in Vermont. 
My office surveyed 54 law enforcement 
agencies in Vermont—43 police depart-
ments and 11 State’s attorney offices— 
on their experience investigating and 
prosecuting computer crimes. The sur-
vey found that more than half of these 
Vermont law enforcement agencies en-
counter computer crime, with many 
police departments and state’s attor-
ney offices handling 2 to 5 computer 
crimes per month. 

Despite this documented need, far 
too many law enforcement agencies in 
Vermont cannot afford the cost of po-
licing against computer crimes. Indeed, 
my survey found that 98 percent of the 
responding Vermont law enforcement 
agencies do not have funds dedicated 
for use in computer crime enforcement. 
My survey also found that few law en-
forcement officers in Vermont are 
properly trained in investigating com-
puter crimes and analyzing cyber-evi-
dence. 

According to my survey, 83 percent of 
responding law enforcement agencies 
in Vermont do not employ officers 
properly trained in computer crime in-
vestigative techniques. Moreover, my 
survey found that 52 percent of the law 
enforcement agencies that handle one 
or more computer crimes per month 
cited their lack of training as a prob-
lem encountered during investigations. 
Without the necessary education, 
training and technical support, our law 
enforcement officers are and will con-
tinue to be hamstrung in their efforts 
to crack down on computer crimes. 
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I crafted the Computer Crime En-

forcement Act, S. 1314, to address this 
problem. The bill would authorize a $25 
million Department of Justice grant 
program to help states prevent and 
prosecute computer crime. Grants 
under our bipartisan bill may be used 
to provide education, training, and en-
forcement programs for local law en-
forcement officers and prosecutors in 
the rapidly growing field of computer 
criminal justice. Our legislation has 
been endorsed by the Information 
Technology Association of America 
and the Fraternal Order of Police. This 
is an important bipartisan effort to 
provide our state and local partners in 
crime-fighting with the resources they 
need to address computer crime. 

The Internet Security Act of 2000 
makes progress to ensure that we are 
properly dealing with the increase in 
computer crime. I thank and commend 
Senators HATCH and SCHUMER for work-
ing with me and other Members of the 
Judiciary Committee to address some 
of the serious concerns we had with the 
first iteration of their bill, S. 2448, as it 
was originally introduced. 

Specifically, as introduced, S. 2448 
would have over-federalized minor 
computer abuses. Currently, federal ju-
risdiction exists for a variety of com-
puter crimes if, and only if, such crimi-
nal offenses result in at least $5,000 of 
damage or cause another specified in-
jury, including the impairment of med-
ical treatment, physical injury to a 
person or a threat to public safety. S. 
2448, as introduced, would have elimi-
nated the $5,000 jurisdictional thresh-
old and thereby criminalized a variety 
of minor computer abuses, regardless 
of whether any significant harm re-
sulted. 

For example, if an overly-curious col-
lege sophomore checks a professor’s 
unattended computer to see what grade 
he is going to get and accidently de-
letes a file or a message, current Fed-
eral law does not make that conduct a 
crime. That conduct may be cause for 
discipline at the college, but not for 
the FBI to swoop in and investigate. 
Yet, under the original S. 2448, as in-
troduced, this unauthorized access to 
the professor’s computer would have 
constituted a federal crime. 

Another example is that of a teenage 
hacker, who plays a trick on a friend 
by modifying the friend’s vanity Web 
page. Under current law, no federal 
crime has occurred. Yet, under the 
original S. 2448, as introduced, this 
conduct would have constituted a fed-
eral crime. 

As America Online correctly noted in 
a June, 2000 letter, ‘‘eliminating the 
$5,000 threshold for both criminal and 
civil violations would risk criminal-
izing a wide range of essentially benign 
conduct and engendering needless liti-
gation. . . .’’ Similarly, the Internet 
Alliance commented in a June, 2000 let-
ter that ‘‘[c]omplete abolition of the 

limit will lead to needless federal pros-
ecution of often trivial offenses that 
can be reached under state law. . . .’’ 

Those provisions were overkill. Our 
federal laws do not need to reach each 
and every minor, inadvertent and 
harmless computer abuse—after all, 
each of the 50 states has its own com-
puter crime laws. Rather, our federal 
laws need to reach those offenses for 
which federal jurisdiction is appro-
priate. 

Prior Congresses have declined to 
over-federalize computer offenses as 
originally proposed in S. 2448, as intro-
duced, and sensibly determined that 
not all computer abuses warrant fed-
eral criminal sanctions. When the com-
puter crime law was first enacted in 
1984, the House Judiciary Committee 
reporting the bill stated: 

The Federal jurisdictional threshold is 
that there must be $5,000 worth of benefit to 
the defendant or loss to another in order to 
concentrate Federal resources on the more 
substantial computer offenses that affect 
interstate or foreign commerce. (H.Rep. 98– 
894, at p. 22, July 24, 1984). 

Similarly, the Senate Judiciary Com-
mittee under the chairmanship of Sen-
ator THURMOND, rejected suggestions in 
1986 that ‘‘the Congress should enact as 
sweeping a Federal statute as possible 
so that no computer crime is poten-
tially uncovered.’’ (S. Rep. 99–432, at p. 
4, September 3, 1986). 

The Hatch-Leahy-Schumer sub-
stitute amendment to S. 2448, which 
was reported unanimously by the Judi-
ciary Committee on October 5th, ad-
dresses those federalism concerns by 
retaining the $5,000 jurisdictional 
threshold in current law. That Com-
mittee-reported substitute amend-
ment, with the additional refinements 
reflected in the Hatch-Leahy-Schumer 
Internet Security Act amendment to 
H.R. 46, which the Senate considers 
today, makes other improvements to 
the original bill and current law, as 
summarized below. 

First, titles II, III, IV and V of the 
original bill, S. 2448, about which var-
ious problems had been raised, are 
eliminated. For example, title V of the 
original bill would have authorized the 
Justice Department to enter into Mu-
tual Legal Assistance Treaties (MLAT) 
with foreign governments that would 
allow the Attorney General broad dis-
cretion to investigate lawful conduct 
in the U.S. at the request of foreign 
governments without regard to wheth-
er the conduct investigated violates 
any Federal computer crime law. In my 
view, that discretion was too broad and 
troubling. 

Second, the amendment includes an 
authorization of appropriations of $5 
million to the Computer Crime and In-
tellectual Property (CCIP) section 
within the Justice Department’s Crimi-
nal Division and requires the Attorney 
General to make the head of CCIP a 
‘‘Deputy Assistant Attorney General,’’ 

which is not a Senate-confirmed posi-
tion, in order to highlight the increas-
ing importance and profile of this posi-
tion. This authorized funding level is 
consistent with an amendment I spon-
sored and circulated to Members of the 
Judiciary Committee to improve S. 
2448 and am pleased to see it incor-
porated into the Internet Security Act 
amendment to H.R. 46. 

Third, the amendment modifies sec-
tion 1030 of title 18, United States 
Code, in several important ways, in-
cluding providing for increased and en-
hanced penalties for serious violations 
of federal computer crime laws, clari-
fying the definitions of ‘‘loss’’ to en-
sure that the full costs to a hacking 
victim are taken into account and of 
‘‘protected computer’’ to facilitate in-
vestigations of international computer 
crimes affecting the United States, and 
preserving the existing $5,000 threshold 
and other jurisdictional prerequisites 
for violations of section 1030(a)(5)—i.e., 
no Federal crime has occurred unless 
the conduct (1) causes loss to 1 or more 
persons during any 1-year period aggre-
gating at least $5,000 in value, (2) im-
pairs the medical care of another per-
son, (3) causes physical injury to an-
other person, (4) threatens public 
health or safety, or (5) causes damage 
affecting a computer system used by or 
for a government entity in furtherance 
of the administration of justice, na-
tional defense, or national security. 

The amendment clarifies the precise 
elements of the offense the government 
must prove in order to establish a vio-
lation by moving these prerequisites 
from the current definition of ‘‘dam-
age’’ to the description of the offense. 
In addition, the amendment creates a 
new category of felony violations 
where a hacker causes damage to a 
computer system used by or for a gov-
ernment entity in furtherance of the 
administration of justice, national de-
fense, or national security. 

Currently, the Computer Fraud and 
Abuse Act provides for federal criminal 
penalties for those who intentionally 
access a protected computer or cause 
an unauthorized transmission to a pro-
tected computer and cause damage. 
‘‘Protected computer’’ is defined to in-
clude those that are ‘‘used in interstate 
or foreign commerce.’’ See 18 U.S.C. 
1030(e)(2)(B). The amendment would 
clarify the definition of ‘‘protected 
computer’’ to ensure that computers 
which are used in interstate or foreign 
commerce but are located outside of 
the United States are included within 
the definition of ‘‘protected computer’’ 
when those computers are used in a 
manner that affects interstate or for-
eign commerce or communication of 
this country. This will ensure that our 
government will be able to conduct do-
mestic investigations and prosecutions 
against hackers from this country who 
hack into foreign computer systems 
and against those hacking though the 
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United States to other foreign venues. 
Moreover, by clarifying the fact that a 
domestic offense exists, the United 
States will be able to use speedier do-
mestic procedures in support of inter-
national hacker cases, and create the 
option of prosecuting such criminals in 
the United States. 

The amendment also adds a defini-
tion of ‘‘loss’’ to the Computer Fraud 
and Abuse Act. Current law defines the 
term ‘‘damage’’ to include impairment 
of the integrity or availability of data, 
programs, systems or information 
causing a ‘‘loss aggregating at least 
$5,000 in value during any 1-year period 
to one or more individuals.’’ See 18 
U.S.C. § 1030(e)(8)(A). The new defini-
tion of ‘‘loss’’ to be added as section 
1030(e)(11) will ensure that the full 
costs to victims of responding to hack-
ing offenses, conducting damage as-
sessments, restoring systems and data 
to the condition they were in before an 
attack, as well as lost revenue and 
costs incurred because of an interrup-
tion in service, are all counted. This 
statutory definition is consistent with 
the definition of ‘‘loss’’ appended by 
the U.S. Sentencing Commission to the 
Federal Sentencing Guidelines (see 
U.S.S.G. § 2B1.1 Commentary, Applica-
tion note 2), and will help reconcile 
procedures by which prosecutors value 
loss for charging purposes and by 
which judges value loss for sentencing 
purposes. Getting this type of true ac-
counting of ‘‘loss’’ is important be-
cause loss amounts can be used to cal-
culate restitution and to determine the 
appropriate sentence for the perpe-
trator under the sentencing guidelines. 

Fourth, section 303(e) of the Hatch- 
Leahy-Schumer Internet Security Act 
amendment to H.R. 46 clarifies the 
grounds for obtaining damages in civil 
actions for violations of the Computer 
Fraud and Abuse Act. Current law au-
thorizes a person who suffers ‘‘damage 
or loss’’ from a violation of section 1030 
to sue the violator for compensatory 
damages or injunctive or other equi-
table relief, and limits the remedy to 
‘‘economic damages’’ for violations 
‘‘involving damage as defined in sub-
section (e)(8)(A),’’ relating to viola-
tions of 1030(a)(5) that cause loss aggre-
gating at least $5,000 during any 1-year 
period. Current law does not contain a 
definition of ‘‘loss,’’ which is being 
added by this amendment. 

To take account of both the new defi-
nition of ‘‘loss’’ and the incorporation 
of the requisite jurisdictional thresh-
olds into the description of the offense 
(rather than the current definition of 
‘‘damage’’), the amendment to sub-
section (g) makes several changes. 
First, the amendment strikes the ref-
erence to subsection (e)(8)(A) in the 
current civil action provision and re-
tains Congress’ previous intent to 
allow civil plaintiffs only economic 
damages for violations of section 
1030(a)(5) that do not also affect med-

ical treatment, cause physical injury, 
threaten public health and safety or af-
fect computer systems used in further-
ance of the administration of justice, 
the national defense or national secu-
rity. 

Second, the amendment clarifies that 
civil actions under section 1030, and 
not just 1030(a)(5), are limited to con-
duct that involves one of the factors 
enumerated in new subsection (a)(5)(B), 
namely, the conduct (1) causes loss to 1 
or more persons during any 1-year pe-
riod aggregating at least $5,000 in 
value, (2) impairs the medical care of 
another person, (3) causes physical in-
jury to another person, (4) threatens 
public health or safety, or (5) causes 
damage affecting a computer system 
used by or for a government entity in 
furtherance of the administration of 
justice, national defense, or national 
security. This clarification is con-
sistent with judicial constructions of 
the statute, requiring proof of the 
$5,000 loss threshold as a prerequisite 
for civil suit, for example, under sub-
section 1030(a)(2)(C). See, e.g., America 
Online, Inc. v. LCGM, Inc., 46 F.Supp. 2d 
444, 450 (E.D. Va. 1998) (court granted 
summary judgment on claim under 
1030(a)(2)(C), stating, ‘‘[p]laintiff as-
serts that as a result of defendants’ ac-
tions, it suffered damages exceeding 
$5,000, the statutory threshold require-
ment’’). 

While proof of ‘‘loss’’ is required, this 
amendment preserves current law that 
civil enforcement of certain violations 
of section 1030 is available without re-
quiring proof of ‘‘damage,’’ which is de-
fined in the amendment to mean ‘‘any 
impairment to the integrity or avail-
ability of data, a program, a system, or 
information.’’ In fact, only subsection 
1030(a)(5) requires proof of ‘‘damage’’; 
civil enforcement of other subsections 
of this law may proceed without such 
proof. Thus, only the factors enumer-
ated in new subsection (a)(5)(B), and 
not its introductory language referring 
to conduct described in subsection 
(a)(5)(A), constitute threshold require-
ments for civil suits for violations of 
section 1030 other than subsection 
1030(a)(5). 

Finally, the amendment adds a new 
sentence to subsection 1030(g) clari-
fying that civil actions may not be 
brought ‘‘for the negligent design or 
manufacture of computer hardware, 
computer software, or firmware.’’ 

The Congress provided this civil rem-
edy in the 1994 amendments to the Act, 
which I originally sponsored with Sen-
ator Gordon Humphrey, to enhance pri-
vacy protection for computer commu-
nications and the information stored 
on computers by encouraging institu-
tions to improve computer security 
practices, deterring unauthorized per-
sons from trespassing on computer sys-
tems of others, and supplementing the 
resources of law enforcement in com-
bating computer crime. [See The Com-

puter Abuse Amendments Act of 1990: 
Hearing Before the Subcomm. On Tech-
nology and the Law of the Senate 
Comm. On the Judiciary, 101st Cong., 
2nd Sess., S. Hrg. 101–1276, at pp. 69, 88, 
92 (1990); see also Statement of Senator 
Humphrey, 136 Cong. Rec. S18235 (1990) 
(‘‘Given the Government’s limited ca-
pacity to pursue all computer crime 
cases, the existence of this limited 
civil remedy will serve to enhance de-
terrence in this critical area.’’)]. The 
‘‘new, civil remedy for those harmed by 
violations of the Computer Fraud and 
Abuse Act’’ was intended to ‘‘boost the 
deterrence of the statute by allowing 
aggrieved individuals to obtain relief.’’ 
[S. Rep. No. 101–544, 101st Cong., 2d 
Sess., p. 6–7 (1990); see also Statement 
of Senator LEAHY, 136 Cong. Rec. S18234 
(1990)]. We certainly and expressly did 
not want to ‘‘open the floodgates to 
frivolous litigation.’’ [Statement of 
Senator LEAHY, 136 Cong. Rec. S4614 
(1990)]. 

At the time the civil remedy provi-
sion was added to the Computer Fraud 
and Abuse Act, this Act contained no 
prohibition against negligently causing 
damage to a computer through unau-
thorized access, reflected in current 
law, 18 U.S.C. § 1030(a)(5)(C). That pro-
hibition was added only with subse-
quent amendments made in 1996, as 
part of the National Information Infra-
structure Protection Act. Nevertheless, 
the civil remedy has been interpreted 
in some cases to apply to the negligent 
manufacture of computer hardware or 
software. See, e.g., Shaw v. Toshiba 
America Information Systems, Inc., NEC, 
91 F.Supp. 2d 926 (E.D. TX 1999) (court 
interpreted the term transmission to 
include sale of computers with a minor 
design defect). 

The Hatch-Leahy-Schumer Internet 
Security Act amendment to subsection 
1030(g) is intended to ensure that the 
civil remedy is a robust option for pri-
vate enforcement actions, while lim-
iting its applicability to negligence 
cases that are more appropriately gov-
erned by contractual warranties, state 
tort law and consumer protection laws. 

Fifth, sections 304 and 309 of the 
Hatch-Leahy-Schumer Internet Secu-
rity Act amendment to H.R. 46 author-
ize criminal forfeiture of computers, 
equipment, and other personal prop-
erty used to violate the Computer 
Fraud and Abuse Act, as well as real 
and personal property derived from the 
proceeds of computer crime. Property, 
both real and personal, which is de-
rived from proceeds traceable to a vio-
lation of section 1030, is currently sub-
ject to both criminal and civil for-
feiture. See 18 U.S.C. § 981(a)(1)(C) and 
982(a)(2)(B). Thus, the amendment 
would clarify in section 1030 itself that 
forfeiture applies and extend the appli-
cation of forfeiture to property that is 
used or intended to be used to commit 
or to facilitate the commission of a 
computer crime. In addition, to deter 
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and prevent piracy, theft and counter-
feiting of intellectual property, the 
section 309 of the amendment allows 
forfeiture of devices, such as 
replicators or other devices used to 
copy or produce computer programs to 
which counterfeit labels have been af-
fixed. 

The criminal forfeiture provision in 
section 304 specifically states that only 
the ‘‘interest of such person,’’ referring 
to the defendant who committed the 
computer crime, is subject to for-
feiture. Moreover, the criminal for-
feiture authorized by Sections 304 and 
309 is made expressly subject to Sec-
tion 413 of the Comprehensive Drug 
Abuse Prevention and Control Act of 
1970, but subsection (d) of section 413 is 
expressly exempted from application to 
Section 304 and 309. That subsection (d) 
creates a rebuttable presumption of 
forfeiture in favor of the government 
where a person convicted of a felony 
acquired the property during the period 
that the crime was committed or with-
in a reasonable time after such period 
and there was no likely source for such 
property other than the criminal viola-
tion. Thus, by making subsection (d) 
inapplicable, Sections 304 and 309 make 
it more difficult for the government to 
prove that the property should be for-
feited. 

Sixth, unlike the version reported by 
the Judiciary Committee, the amend-
ment does not require that prior delin-
quency adjudications of juveniles for 
violations of the Computer Fraud and 
Abuse Act be counted under the defini-
tion of ‘‘conviction’’ for purposes of en-
hanced penalties. This is an improve-
ment that I urged since juvenile adju-
dications simply are not criminal con-
victions. Juvenile proceedings are 
more informal than adult prosecutions 
and are not subject to the same due 
process protections. Consequently, 
counting juvenile adjudications as a 
prior conviction for purposes of the re-
cidivist sanctions under the amend-
ment would be unduly harsh and un-
fair. In any event, prior juvenile delin-
quency adjudications are already sub-
ject to sentencing enhancements under 
certain circumstances under the Sen-
tencing Guidelines. See, e.g., U.S.S.G. § 
411.2(d) (upward adjustments in sen-
tences required for each juvenile sen-
tence to confinement of at least sixty 
days and for each juvenile sentence im-
posed within five years of the defend-
ant’s commencement of instant of-
fense). 

Seventh, the amendment changes a 
current directive to the Sentencing 
Commission enacted as section 805 of 
the Antiterrorism and Effective Death 
Penalty Act of 1996, P.L. 104–132, that 
imposed a 6-month mandatory min-
imum sentence for any conviction of 
the sections 1030(a)(4) or (a)(5) of title 
18, United States code. The Adminis-
tration has noted that ‘‘[i]n some in-
stances, prosecutors have exercised 

their discretion and elected not to 
charge some defendants whose actions 
otherwise would qualify them for pros-
ecution under the statute, knowing 
that the result would be mandatory 
imprisonment.’’ Clearly, mandatory 
imprisonment is not always the most 
appropriate remedy for a federal crimi-
nal violation, and the ironic result of 
this ‘‘get tough’’ proposal has been to 
discourage prosecutions that might 
otherwise have gone forward. The 
amendment eliminates that mandatory 
minimum term of incarceration for 
misdemeanor and less serious felony 
computer crimes. 

Eighth, section 310 of the amendment 
directs the Sentencing Commission to 
review and, where appropriate, adjust 
sentencing guidelines for computer 
crimes to address a variety of factors, 
including to ensure that the guidelines 
provide sufficiently stringent penalties 
to deter and punish persons who inten-
tionally use encryption in connection 
with the commission or concealment of 
criminal acts. 

The Sentencing Guidelines already 
provide for enhanced penalties when 
persons obstruct or impede the admin-
istration of justice, see U.S.S.G. §3C1.1, 
or engage in more than minimal plan-
ning, see U.S.S.G. §2B1.1(b)(4)(A). As 
the use of encryption technology be-
comes more widespread, additional 
guidance from the Sentencing Commis-
sion would be helpful to determine the 
circumstances when such encryption 
use would warrant a guideline adjust-
ment. For example, if a defendant em-
ploys an encryption product that 
works automatically and transparently 
with a telecommunications service or 
software product, an enhancement for 
use of encryption may not be appro-
priate, while the deliberate use of 
encryption as part of a sophisticated 
and intricate scheme to conceal crimi-
nal activity and make the offense, or 
its extent, difficult to detect, may war-
rant a guideline enhancement either 
under existing guidelines or a new 
guideline. 

Ninth, the Hatch-Leahy-Schumer 
Internet Security Act amendment to 
H.R. 46 would eliminate certain statu-
tory restrictions on the authority of 
the United States Secret Service 
(″Secret Service’’). Under current law, 
the Secret Service is authorized to in-
vestigate offenses under six designated 
subsections of 18 U.S.C. § 1030, subject 
to agreement between the Secretary of 
the Treasury and the Attorney Gen-
eral: subsections (a)(2)(A) (illegally ac-
cessing a computer and obtaining fi-
nancial information); (a)(2)(B) (ille-
gally accessing a computer and obtain-
ing information from a department or 
agency of the United States); (a)(3) (il-
legally accessing a non-public com-
puter of a department or agency of the 
United States either exclusively used 
by the United States or used by the 
United States and the conduct affects 

that use by or for the United States); 
(a)(4) (accessing a protected computer 
with intent to defraud and thereby fur-
thering the fraud and obtaining a thing 
of value, unless the object of the fraud 
and the thing obtained consists only of 
the use of the computer and the value 
of such use is not more than $5,000 in a 
one-year period); (a)(5) (knowingly 
causing the transmission of a program, 
information, code or command and 
thereby intentionally and without au-
thorization causing damage to a pro-
tected computer; and illegally access-
ing a protected computer and causing 
damage recklessly or otherwise); and 
(a)(6) (trafficking in a password with 
intent to defraud). 

Under current law, the Secret Serv-
ice is not authorized to investigate of-
fenses under subsection (a)(1) (access-
ing a computer and obtaining informa-
tion relating to national security with 
reason to believe the information could 
be used to the injury of the United 
States or to the advantage of a foreign 
nation and willfully retaining or trans-
mitting that information or attempt-
ing to do so); (a)(2)(C) (illegally access-
ing a protected computer and obtaining 
information where the conduct in-
volves an interstate or foreign commu-
nication); and (a)(7) (transmitting a 
threat to damage a protected computer 
with intent to extort). 

The Internet Security Act removes 
these limitations on the authority of 
the Secret Service and authorizes the 
Secret Service to investigate any of-
fense under Section 1030 relating to its 
jurisdiction under 18 U.S.C. § 3056 and 
subject to agreement between the Sec-
retary of the Treasury and the Attor-
ney General. This provision also makes 
clear that the FBI retains primary au-
thority to investigate offenses under 
subsection 1030(a)(1). 

Prior to 1996 amendments to the 
Computer Fraud and Abuse Act, the 
Secret Service was authorized to inves-
tigate all violations of Section 1030. 
According to the 1996 Committee Re-
ports of the 104th Congress, 2nd Ses-
sion, the 1996 amendments attempted 
to concentrate the Secret Service’s ju-
risdiction on certain subsections con-
sidered to be within the Secret Serv-
ice’s traditional jurisdiction and not 
grant authority in matters with a na-
tional security nexus. According to the 
Administration, which first proposed 
the elimination of these statutory re-
strictions in connection with trans-
mittal of its comprehensive crime bill, 
the ‘‘21st Century Law Enforcement 
and Public Safety Act,’’ however, these 
specific enumerations of investigative 
authority ‘‘have the potential to com-
plicate investigations and impede 
interagency cooperation.’’ (See Sec-
tion-by-section Analysis, SEC. 3082, for 
‘‘21st Century Law Enforcement and 
Public Safety Act’’). 

The current restrictions, for exam-
ple, risk hindering the Secret Service 
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from investigating ‘‘hacking’’ into 
White House computers or inves-
tigating threats against the President 
that may be delivered by such a ‘‘hack-
er,’’ and fulfilling its mission to pro-
tect financial institutions and the na-
tion’s financial infrastructure. The 
provision thus modifies existing law to 
restore the Secret Service’s authority 
to investigate violations of Section 
1030, leaving it to the Departments of 
Treasury and Justice to determine be-
tween them how to allocate workload 
and particular cases. This arrangement 
is consistent with other jurisdictional 
grants of authority to the Secret Serv-
ice. See, e.g., 18 U.S.C. §§ 1029(d), 
3056(b)(3). 

Tenth, section 307 of the Hatch- 
Leahy-Schumer Internet Security Act 
amendment would provide an addi-
tional defense to civil actions relating 
to preserving records in response to 
government requests. Current law au-
thorizes civil actions and criminal li-
ability for unauthorized interference 
with or disclosures of electronically 
stored wire or electronic communica-
tions under certain circumstances. 18 
U.S.C. §§ 2701, et seq. A provision of 
that statutory scheme makes clear 
that it is a complete defense to civil 
and criminal liability if the person or 
entity interfering with or attempting 
to disclose a communication does so in 
good faith reliance on a court warrant 
or order, grand jury subpoena, legisla-
tive or statutory authorization. 18 
U.S.C. § 2707(e)(1). 

Current law, however, does not ad-
dress one scenario under which a per-
son or entity might also have a com-
plete defense. A provision of the same 
statutory scheme currently requires 
providers of wire or electronic commu-
nication services and remote com-
puting services, upon request of a gov-
ernmental entity, to take all necessary 
steps to preserve records and other evi-
dence in its possession for a renewal 
period of 90 days pending the issuance 
of a court order or other process re-
quiring disclosure of the records or 
other evidence. 18 U.S.C. § 2703(f). Sec-
tion 2707(e)(1), which describes the cir-
cumstances under which a person or 
entity would have a complete defense 
to civil or criminal liability, fails to 
identify good faith reliance on a gov-
ernmental request pursuant to Section 
2703(f) as another basis for a complete 
defense. Section 307 modifies current 
law by addressing this omission and ex-
pressly providing that a person or enti-
ty who acts in good faith reliance on a 
governmental request pursuant to Sec-
tion 2703(f) also has a complete defense 
to civil and criminal liability. 

Finally, the bill authorizes construc-
tion and operation of a National Cyber 
Crime Technical Support Center and 10 
regional computer forensic labs that 
will provide education, training, and 
forensic examination capabilities for 
State and local law enforcement offi-

cials charged with investigating com-
puter crimes. The section authorizes a 
total of $100 million for FY 2001, of 
which $20 million shall be available 
solely for the 10 regional labs and 
would complement the state computer 
crime grant bill, S. 1314, with which 
this bill is offered. 

AMENDMENT NO. 4366 
(Purpose: To enhance computer crime en-

forcement and Internet security, and for 
other purposes) 
Mr. STEVENS. Mr. President, Sen-

ator HATCH has an amendment which is 
at the desk. 

The PRESIDING OFFICER. The 
clerk will report. 

The assistant legislative clerk read 
as follows: 

The Senator from Alaska [Mr. STEVENS], 
for Mr. HATCH, proposes an amendment num-
bered 4366. 

(The text of the amendment is print-
ed in today’s RECORD under ‘‘Amend-
ments Submitted.’’) 

Mr. STEVENS. Mr. President, I ask 
unanimous consent that the amend-
ment be agreed to. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The amendment (No. 4366) was agreed 
to. 

Mr. STEVENS. Mr. President, I ask 
unanimous consent that the bill, as 
amended, be read the third time and 
passed, the motion to reconsider be 
laid upon the table, the amendment to 
the title be agreed to, and any state-
ments relating to the bill be printed in 
the RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The bill (H.R. 46), as amended, was 
read the third time and passed. 

The title was amended so as to read: 
To provide a national medal for public 

safety officers who act with extraordinary 
valor above and beyond the call of duty, to 
enhance computer crime enforcement and 
Internet security, and for other purposes. 

f 

MAKING TECHNICAL CORRECTIONS 

Mr. STEVENS. Mr. President, I ask 
unanimous consent that the Judiciary 
Committee be discharged from further 
consideration of S. 3276 and the Senate 
proceed to its immediate consider-
ation. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. The clerk 
will report the bill by title. 

The assistant legislative clerk read 
as follows: 

A bill (S. 3276) to make technical correc-
tions to the College Scholarship Fraud Pre-
vention Act of 2000 and certain amendments 
made by that Act. 

There being no objection, the Senate 
proceeded to consider the bill. 

Mr. STEVENS. I commend the cur-
rent occupant of the chair who intro-
duced this measure. 

Mr. President, I ask unanimous con-
sent that the bill be read the third 

time and passed, the motion to recon-
sider be laid upon the table, and any 
statements relating to the bill be 
printed in the RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The bill (S. 3276) was read the third 
time and passed, as follows: 

S. 3276 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. TECHNICAL CORRECTIONS TO THE 

COLLEGE SCHOLARSHIP FRAUD 
PREVENTION ACT OF 2000. 

(a) SENTENCING ENHANCEMENT GUIDE-
LINES.—Section 3 of the College Scholarship 
Fraud Prevention Act of 2000 (Public Law 
106–420) is amended— 

(1) by striking ‘‘obtaining or providing of’’ 
and inserting ‘‘the obtaining of, the offering 
of assistance in obtaining’’; and 

(2) by striking ‘‘base offense level for mis-
representation’’ and inserting ‘‘enhanced 
penalties provided for in the Federal sen-
tencing guidelines for an offense involving 
fraud or misrepresentation’’. 

(b) LIMITATION ON EXEMPT PROPERTY.—Sec-
tion 522(c)(4) of title 11, United States Code, 
as added by section 4 of the College Scholar-
ship Fraud Prevention Act of 2000, is amend-
ed— 

(1) by striking ‘‘in the obtaining or pro-
viding of’’ and inserting ‘‘or misrepresenta-
tion in the providing of, the offering of as-
sistance in obtaining, or the furnishing of in-
formation to a consumer on,’’; and 

(2) by striking ‘‘(20 U.S.C. 1001)’’. 
(c) EFFECTIVE DATE; APPLICATION OF 

AMENDMENTS.— 
(1) EFFECTIVE DATE.—Except as provided in 

paragraph (2), this section and the amend-
ments made by this section shall take effect 
on November 1, 2000. 

(2) APPLICATION OF SECTION 552(C)(4) OF TITLE 
11, UNITED STATES CODE.—Section 522(c)(4) of 
title 11, United States Code, as added by sec-
tion 4 of the College Scholarship Fraud Pre-
vention Act of 2000 and as amended by sub-
section (b) of this section, shall apply only 
with respect to cases commenced under title 
11, United States Code, on or after November 
1, 2000. 

f 

CONGRATULATIONS TO JOSH 
HEUPEL 

Mr. DASCHLE. Mr. President, I rise 
today to congratulate South Dakota’s 
Josh Heupel, quarterback of the Okla-
homa Sooners, on his incredible season 
leading his top-ranked and undefeated 
football team to the National Cham-
pionship game. I am tremendously 
proud of the achievements of a fellow 
South Dakotan and Aberdeen Central 
graduate. 

I am not the first and certainly will 
not be the last to praise Josh for his 
accomplishments. Josh passed for 3,392 
yards and 20 touchdowns this season 
and led his team through a difficult 
schedule of worthy opponents. It is no 
surprise that Josh received so many 
honors this year: he was named Player 
of the Year by the Walter Camp Foot-
ball Foundation; College Football 
Player of the Year by the Associated 
Press; and College Football Player of 
the Year by the Sporting News. 
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