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113TH CONGRESS REPT. 113–550 " ! HOUSE OF REPRESENTATIVES 2d Session Part 1 

NATIONAL CYBERSECURITY AND CRITICAL 
INFRASTRUCTURE PROTECTION ACT OF 2014 

JULY 23, 2014.—Committed to the Committee of the Whole House on the State of 
the Union and ordered to be printed 

Mr. MCCAUL, from the Committee on Homeland Security, 
submitted the following 

R E P O R T 

[To accompany H.R. 3696] 

[Including cost estimate of the Congressional Budget Office] 

The Committee on Homeland Security, to whom was referred the 
bill (H.R. 3696) to amend the Homeland Security Act of 2002 to 
make certain improvements regarding cybersecurity and critical in-
frastructure protection, and for other purposes, having considered 
the same, report favorably thereon with an amendment and rec-
ommend that the bill as amended do pass. 
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The amendment is as follows: 
Strike all after the enacting clause and insert the following: 

SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘National Cybersecurity and Critical Infrastructure 
Protection Act of 2014’’. 
SEC. 2. TABLE OF CONTENTS. 

The table of contents for this Act is as follows: 
Sec. 1. Short title. 
Sec. 2. Table of contents. 

TITLE I—SECURING THE NATION AGAINST CYBER ATTACK 

Sec. 101. Homeland Security Act of 2002 definitions. 
Sec. 102. Enhancement of cybersecurity. 
Sec. 103. Protection of critical infrastructure and information sharing. 
Sec. 104. National Cybersecurity and Communications Integration Center. 
Sec. 105. Cyber incident response and technical assistance. 
Sec. 106. Streamlining of Department cybersecurity organization. 

TITLE II—PUBLIC-PRIVATE COLLABORATION ON CYBERSECURITY 

Sec. 201. Public-private collaboration on cybersecurity. 
Sec. 202. SAFETY Act and qualifying cyber incidents. 
Sec. 203. Prohibition on new regulatory authority. 
Sec. 204. Prohibition on additional authorization of appropriations. 
Sec. 205. Prohibition on collection activities to track individuals’ personally identifiable information. 
Sec. 206. Cybersecurity scholars. 
Sec. 207. National Research Council study on the resilience and reliability of the Nation’s power grid. 

TITLE III—HOMELAND SECURITY CYBERSECURITY WORKFORCE 

Sec. 301. Homeland security cybersecurity workforce. 
Sec. 302. Personnel authorities. 

TITLE I—SECURING THE NATION AGAINST 
CYBER ATTACK 

SEC. 101. HOMELAND SECURITY ACT OF 2002 DEFINITIONS. 

Section 2 of the Homeland Security Act of 2002 (6 U.S.C. 101) is amended by add-
ing at the end the following new paragraphs: 

‘‘(19) The term ‘critical infrastructure’ has the meaning given that term in 
section 1016(e) of the USA Patriot Act (42 U.S.C. 5195c(e)). 

‘‘(20) The term ‘critical infrastructure owner’ means a person that owns crit-
ical infrastructure. 

‘‘(21) The term ‘critical infrastructure operator’ means a critical infrastructure 
owner or other person that manages, runs, or operates, in whole or in part, the 
day-to-day operations of critical infrastructure. 

‘‘(22) The term ‘cyber incident’ means an incident, or an attempt to cause an 
incident, that, if successful, would— 

‘‘(A) jeopardize or imminently jeopardize, without lawful authority, the 
security, integrity, confidentiality, or availability of an information system 
or network of information systems or any information stored on, processed 
on, or transiting such a system or network; 

‘‘(B) constitute a violation or imminent threat of violation of law, security 
policies, security procedures, or acceptable use policies related to such a 
system or network, or an act of terrorism against such a system or network; 
or 

‘‘(C) result in the denial of access to or degradation, disruption, or de-
struction of such a system or network, or the defeat of an operations control 
or technical control essential to the security or operation of such a system 
or network. 

‘‘(23) The term ‘cybersecurity mission’ means activities that encompass the 
full range of threat reduction, vulnerability reduction, deterrence, incident re-
sponse, resiliency, and recovery activities to foster the security and stability of 
cyberspace. 

‘‘(24) The term ‘cybersecurity purpose’ means the purpose of ensuring the se-
curity, integrity, confidentiality, or availability of, or safeguarding, an informa-
tion system or network of information systems, including protecting such a sys-
tem or network, or data residing on such a system or network, including protec-
tion of such a system or network, from— 

‘‘(A) a vulnerability of such a system or network; 
‘‘(B) a threat to the security, integrity, confidentiality, or availability of 

such a system or network, or any information stored on, processed on, or 
transiting such a system or network; 
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‘‘(C) efforts to deny access to or degrade, disrupt, or destroy such a system 
or network; or 

‘‘(D) efforts to gain unauthorized access to such a system or network, in-
cluding to gain such unauthorized access for the purpose of exfiltrating in-
formation stored on, processed on, or transiting such a system or network. 

‘‘(25) The term ‘cyber threat’ means any action that may result in unauthor-
ized access to, exfiltration of, manipulation of, harm of, or impairment to the 
security, integrity, confidentiality, or availability of an information system or 
network of information systems, or information that is stored on, processed by, 
or transiting such a system or network. 

‘‘(26) The term ‘cyber threat information’ means information directly per-
taining to— 

‘‘(A) a vulnerability of an information system or network of information 
systems of a government or private entity; 

‘‘(B) a threat to the security, integrity, confidentiality, or availability of 
such a system or network of a government or private entity, or any infor-
mation stored on, processed on, or transiting such a system or network; 

‘‘(C) efforts to deny access to or degrade, disrupt, or destroy such a system 
or network of a government or private entity; 

‘‘(D) efforts to gain unauthorized access to such a system or network, in-
cluding to gain such unauthorized access for the purpose of exfiltrating in-
formation stored on, processed on, or transiting such a system or network; 
or 

‘‘(E) an act of terrorism against an information system or network of in-
formation systems. 

‘‘(27) The term ‘Federal civilian information systems’— 
‘‘(A) means information, information systems, and networks of informa-

tion systems that are owned, operated, controlled, or licensed for use by, or 
on behalf of, any Federal agency, including such systems or networks used 
or operated by another entity on behalf of a Federal agency; but 

‘‘(B) does not include— 
‘‘(i) a national security system; or 
‘‘(ii) information, information systems, and networks of information 

systems that are owned, operated, controlled, or licensed solely for use 
by, or on behalf of, the Department of Defense, a military department, 
or an element of the intelligence community. 

‘‘(28) The term ‘information security’ means the protection of information, in-
formation systems, and networks of information systems from unauthorized ac-
cess, use, disclosure, disruption, modification, or destruction in order to pro-
vide— 

‘‘(A) integrity, including guarding against improper information modifica-
tion or destruction, including ensuring nonrepudiation and authenticity; 

‘‘(B) confidentiality, including preserving authorized restrictions on access 
and disclosure, including means for protecting personal privacy and propri-
etary information; and 

‘‘(C) availability, including ensuring timely and reliable access to and use 
of information. 

‘‘(29) The term ‘information system’ means the underlying framework and 
functions used to process, transmit, receive, or store information electronically, 
including programmable electronic devices, communications networks, and in-
dustrial or supervisory control systems and any associated hardware, software, 
or data. 

‘‘(30) The term ‘private entity’ means any individual or any private or pub-
lically-traded company, public or private utility (including a utility that is a unit 
of a State or local government, or a political subdivision of a State government), 
organization, or corporation, including an officer, employee, or agent thereof. 

‘‘(31) The term ‘shared situational awareness’ means an environment in which 
cyber threat information is shared in real time between all designated Federal 
cyber operations centers to provide actionable information about all known 
cyber threats.’’. 

SEC. 102. ENHANCEMENT OF CYBERSECURITY. 

(a) IN GENERAL.—Subtitle C of title II of the Homeland Security Act of 2002 is 
amended by adding at the end the following new section: 
‘‘SEC. 226. ENHANCEMENT OF CYBERSECURITY. 

‘‘The Secretary, in collaboration with the heads of other appropriate Federal Gov-
ernment entities, shall conduct activities for cybersecurity purposes, including the 
provision of shared situational awareness to each other to enable real-time, inte-
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grated, and operational actions to protect from, prevent, mitigate, respond to, and 
recover from cyber incidents.’’. 

(b) CLERICAL AMENDMENTS.— 
(1) SUBTITLE HEADING.—The heading for subtitle C of title II of such Act is 

amended to read as follows: 

‘‘Subtitle C—Cybersecurity and Information 
Sharing’’. 

(2) TABLE OF CONTENTS.—The table of contents in section 1(b) of such Act is 
amended— 

(A) by adding after the item relating to section 225 the following new 
item: 

‘‘Sec. 226. Enhancement of cybersecurity.’’; 
and 

(B) by striking the item relating to subtitle C of title II and inserting the 
following new item: 

‘‘Subtitle C—Cybersecurity and Information Sharing’’. 

SEC. 103. PROTECTION OF CRITICAL INFRASTRUCTURE AND INFORMATION SHARING. 

(a) IN GENERAL.—Subtitle C of title II of the Homeland Security Act of 2002, as 
amended by section 102, is further amended by adding at the end the following new 
section: 
‘‘SEC. 227. PROTECTION OF CRITICAL INFRASTRUCTURE AND INFORMATION SHARING. 

‘‘(a) PROTECTION OF CRITICAL INFRASTRUCTURE.— 
‘‘(1) IN GENERAL.—The Secretary shall coordinate, on an ongoing basis, with 

Federal, State, and local governments, national laboratories, critical infrastruc-
ture owners, critical infrastructure operators, and other cross sector coordi-
nating entities to— 

‘‘(A) facilitate a national effort to strengthen and maintain secure, func-
tioning, and resilient critical infrastructure from cyber threats; 

‘‘(B) ensure that Department policies and procedures enable critical infra-
structure owners and critical infrastructure operators to receive real-time, 
actionable, and relevant cyber threat information; 

‘‘(C) seek industry sector-specific expertise to— 
‘‘(i) assist in the development of voluntary security and resiliency 

strategies; and 
‘‘(ii) ensure that the allocation of Federal resources are cost effective 

and reduce any burden on critical infrastructure owners and critical in-
frastructure operators; 

‘‘(D) upon request of entities, facilitate and assist risk management ef-
forts of such entities to reduce vulnerabilities, identify and disrupt threats, 
and minimize consequences to their critical infrastructure; 

‘‘(E) upon request of critical infrastructure owners or critical infrastruc-
ture operators, provide education and assistance to such owners and opera-
tors on how they may use protective measures and countermeasures to 
strengthen the security and resilience of the Nation’s critical infrastructure; 
and 

‘‘(F) coordinate a research and development strategy to facilitate and pro-
mote advancements and innovation in cybersecurity technologies to protect 
critical infrastructure. 

‘‘(2) ADDITIONAL RESPONSIBILITIES.—The Secretary shall— 
‘‘(A) manage Federal efforts to secure, protect, and ensure the resiliency 

of Federal civilian information systems using a risk-based and performance- 
based approach, and, upon request of critical infrastructure owners or crit-
ical infrastructure operators, support such owners’ and operators’ efforts to 
secure, protect, and ensure the resiliency of critical infrastructure from 
cyber threats; 

‘‘(B) direct an entity within the Department to serve as a Federal civilian 
entity by and among Federal, State, and local governments, private entities, 
and critical infrastructure sectors to provide multi-directional sharing of 
real-time, actionable, and relevant cyber threat information; 

‘‘(C) build upon existing mechanisms to promote a national awareness ef-
fort to educate the general public on the importance of securing information 
systems; 
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‘‘(D) upon request of Federal, State, and local government entities and 
private entities, facilitate expeditious cyber incident response and recovery 
assistance, and provide analysis and warnings related to threats to and 
vulnerabilities of critical information systems, crisis and consequence man-
agement support, and other remote or on-site technical assistance with the 
heads of other appropriate Federal agencies to Federal, State, and local gov-
ernment entities and private entities for cyber incidents affecting critical in-
frastructure; 

‘‘(E) engage with international partners to strengthen the security and re-
silience of domestic critical infrastructure and critical infrastructure located 
outside of the United States upon which the United States depends; and 

‘‘(F) conduct outreach to educational institutions, including historically 
black colleges and universities, Hispanic serving institutions, Native Amer-
ican colleges, and institutions serving persons with disabilities, to encour-
age such institutions to promote cybersecurity awareness. 

‘‘(3) RULE OF CONSTRUCTION.—Nothing in this section may be construed to re-
quire any private entity to request assistance from the Secretary, or require any 
private entity requesting such assistance to implement any measure or rec-
ommendation suggested by the Secretary. 

‘‘(b) CRITICAL INFRASTRUCTURE SECTORS.—The Secretary, in collaboration with the 
heads of other appropriate Federal agencies, shall designate critical infrastructure 
sectors (that may include subdivisions of sectors within a sector as the Secretary 
may determine appropriate). The critical infrastructure sectors designated under 
this subsection may include the following: 

‘‘(1) Chemical. 
‘‘(2) Commercial facilities. 
‘‘(3) Communications. 
‘‘(4) Critical manufacturing. 
‘‘(5) Dams. 
‘‘(6) Defense Industrial Base. 
‘‘(7) Emergency services. 
‘‘(8) Energy. 
‘‘(9) Financial services. 
‘‘(10) Food and agriculture. 
‘‘(11) Government facilities. 
‘‘(12) Healthcare and public health. 
‘‘(13) Information technology. 
‘‘(14) Nuclear reactors, materials, and waste. 
‘‘(15) Transportation systems. 
‘‘(16) Water and wastewater systems. 
‘‘(17) Such other sectors as the Secretary determines appropriate. 

‘‘(c) SECTOR SPECIFIC AGENCIES.—The Secretary, in collaboration with the rel-
evant critical infrastructure sector and the heads of other appropriate Federal agen-
cies, shall recognize the Federal agency designated as of November 1, 2013, as the 
‘Sector Specific Agency’ for each critical infrastructure sector designated under sub-
section (b). If the designated Sector Specific Agency for a particular critical infra-
structure sector is the Department, for the purposes of this section, the Secretary 
shall carry out this section. The Secretary, in coordination with the heads of each 
such Sector Specific Agency shall— 

‘‘(1) support the security and resilience activities of the relevant critical infra-
structure sector in accordance with this subtitle; and 

‘‘(2) provide institutional knowledge and specialized expertise to the relevant 
critical infrastructure sector. 

‘‘(d) SECTOR COORDINATING COUNCILS.— 
‘‘(1) RECOGNITION.—The Secretary, in collaboration with each critical infra-

structure sector and the relevant Sector Specific Agency, shall recognize and 
partner with the Sector Coordinating Council for each critical infrastructure 
sector designated under subsection (b) to coordinate with each such sector on 
security and resilience activities and emergency response and recovery efforts. 

‘‘(2) MEMBERSHIP.— 
‘‘(A) IN GENERAL.—The Sector Coordinating Council for a critical infra-

structure sector designated under subsection (b) shall— 
‘‘(i) be comprised exclusively of relevant critical infrastructure own-

ers, critical infrastructure operators, private entities, and representa-
tive trade associations for the sector; 

‘‘(ii) reflect the unique composition of each sector; and 
‘‘(iii) include relevant small, medium, and large critical infrastructure 

owners, critical infrastructure operators, private entities, and rep-
resentative trade associations for the sector. 
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‘‘(B) PROHIBITION.—No government entity with regulating authority shall 
be a member of the Sector Coordinating Council. 

‘‘(C) LIMITATION.—The Secretary shall have no role in the determination 
of the membership of a Sector Coordinating Council. 

‘‘(3) ROLES AND RESPONSIBILITIES.—The Sector Coordinating Council for a crit-
ical infrastructure sector shall— 

‘‘(A) serve as a self-governing, self-organized primary policy, planning, 
and strategic communications entity for coordinating with the Department, 
the relevant Sector-Specific Agency designated under subsection (c), and the 
relevant Information Sharing and Analysis Centers under subsection (e) on 
security and resilience activities and emergency response and recovery ef-
forts; 

‘‘(B) establish governance and operating procedures, and designate a 
chairperson for the sector to carry out the activities described in this sub-
section; 

‘‘(C) coordinate with the Department, the relevant Information Sharing 
and Analysis Centers under subsection (e), and other Sector Coordinating 
Councils to update, maintain, and exercise the National Cybersecurity Inci-
dent Response Plan in accordance with section 229(b); and 

‘‘(D) provide any recommendations to the Department on infrastructure 
protection technology gaps to help inform research and development efforts 
at the Department. 

‘‘(e) SECTOR INFORMATION SHARING AND ANALYSIS CENTERS.— 
‘‘(1) RECOGNITION.—The Secretary, in collaboration with the relevant Sector 

Coordinating Council and the critical infrastructure sector represented by such 
Council, and in coordination with the relevant Sector Specific Agency, shall rec-
ognize at least one Information Sharing and Analysis Center for each critical 
infrastructure sector designated under subsection (b) for purposes of paragraph 
(3). No other Information Sharing and Analysis Organizations, including Infor-
mation Sharing and Analysis Centers, may be precluded from having an infor-
mation sharing relationship within the National Cybersecurity and Communica-
tions Integration Center established pursuant to section 228. Nothing in this 
subsection or any other provision of this subtitle may be construed to limit, re-
strict, or condition any private entity or activity utilized by, among, or between 
private entities. 

‘‘(2) ROLES AND RESPONSIBILITIES.—In addition to such other activities as may 
be authorized by law, at least one Information Sharing and Analysis Center for 
a critical infrastructure sector shall— 

‘‘(A) serve as an information sharing resource for such sector and promote 
ongoing multi-directional sharing of real-time, relevant, and actionable 
cyber threat information and analysis by and among such sector, the De-
partment, the relevant Sector Specific Agency, and other critical infrastruc-
ture sector Information Sharing and Analysis Centers; 

‘‘(B) establish governance and operating procedures to carry out the ac-
tivities conducted under this subsection; 

‘‘(C) serve as an emergency response and recovery operations coordination 
point for such sector, and upon request, facilitate cyber incident response 
capabilities in coordination with the Department, the relevant Sector Spe-
cific Agency and the relevant Sector Coordinating Council; 

‘‘(D) facilitate cross-sector coordination and sharing of cyber threat infor-
mation to prevent related or consequential impacts to other critical infra-
structure sectors; 

‘‘(E) coordinate with the Department, the relevant Sector Coordinating 
Council, the relevant Sector Specific Agency, and other critical infrastruc-
ture sector Information Sharing and Analysis Centers on the development, 
integration, and implementation of procedures to support technology neu-
tral, real-time information sharing capabilities and mechanisms within the 
National Cybersecurity and Communications Integration Center established 
pursuant to section 228, including— 

‘‘(i) the establishment of a mechanism to voluntarily report identified 
vulnerabilities and opportunities for improvement; 

‘‘(ii) the establishment of metrics to assess the effectiveness and time-
liness of the Department’s and Information Sharing and Analysis Cen-
ters’ information sharing capabilities; and 

‘‘(iii) the establishment of a mechanism for anonymous suggestions 
and comments; 

‘‘(F) implement an integration and analysis function to inform sector 
planning, risk mitigation, and operational activities regarding the protec-
tion of each critical infrastructure sector from cyber incidents; 
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‘‘(G) combine consequence, vulnerability, and threat information to share 
actionable assessments of critical infrastructure sector risks from cyber in-
cidents; 

‘‘(H) coordinate with the Department, the relevant Sector Specific Agency, 
and the relevant Sector Coordinating Council to update, maintain, and ex-
ercise the National Cybersecurity Incident Response Plan in accordance 
with section 229(b); and 

‘‘(I) safeguard cyber threat information from unauthorized disclosure. 
‘‘(3) FUNDING.—Of the amounts authorized to be appropriated for each of fis-

cal years 2014, 2015, and 2016 for the Cybersecurity and Communications Of-
fice of the Department, the Secretary is authorized to use not less than 
$25,000,000 for any such year for operations support at the National Cybersecu-
rity and Communications Integration Center established under section 228(a) of 
all recognized Information Sharing and Analysis Centers under paragraph (1) 
of this subsection. 

‘‘(f) CLEARANCES.—The Secretary— 
‘‘(1) shall expedite the process of security clearances under Executive Order 

13549 or successor orders for appropriate representatives of Sector Coordinating 
Councils and the critical infrastructure sector Information Sharing and Analysis 
Centers; and 

‘‘(2) may so expedite such processing to— 
‘‘(A) appropriate personnel of critical infrastructure owners and critical 

infrastructure operators; and 
‘‘(B) any other person as determined by the Secretary. 

‘‘(g) PUBLIC-PRIVATE COLLABORATION.—The Secretary, in collaboration with the 
critical infrastructure sectors designated under subsection (b), such sectors’ Sector 
Specific Agencies recognized under subsection (c), and the Sector Coordinating 
Councils recognized under subsection (d), shall— 

‘‘(1) conduct an analysis and review of the existing public-private partnership 
model and evaluate how the model between the Department and critical infra-
structure owners and critical infrastructure operators can be improved to en-
sure the Department, critical infrastructure owners, and critical infrastructure 
operators are equal partners and regularly collaborate on all programs and ac-
tivities of the Department to protect critical infrastructure; 

‘‘(2) develop and implement procedures to ensure continuous, collaborative, 
and effective interactions between the Department, critical infrastructure own-
ers, and critical infrastructure operators; and 

‘‘(3) ensure critical infrastructure sectors have a reasonable period for review 
and comment of all jointly produced materials with the Department. 

‘‘(h) PROTECTION OF FEDERAL CIVILIAN INFORMATION SYSTEMS.— 
‘‘(1) IN GENERAL.—The Secretary shall administer the operational information 

security activities and functions to protect and ensure the resiliency of all Fed-
eral civilian information systems. 

‘‘(2) ROLES AND RESPONSIBILITIES.—The Secretary, in coordination with the 
heads of other Federal civilian agencies, shall— 

‘‘(A) develop, issue, and oversee the implementation and compliance of all 
operational information security policies and procedures to protect and en-
sure the resiliency of Federal civilian information systems; 

‘‘(B) administer Federal Government-wide efforts to develop and provide 
adequate, risk-based, cost-effective, and technology neutral information se-
curity capabilities; 

‘‘(C) establish and sustain continuous diagnostics systems for Federal ci-
vilian information systems to aggregate data and identify and prioritize the 
mitigation of cyber vulnerabilities in such systems for cybersecurity pur-
poses; 

‘‘(D) develop, acquire, and operate an integrated and consolidated system 
of intrusion detection, analytics, intrusion prevention, and other informa-
tion sharing and protective capabilities to defend Federal civilian informa-
tion systems from cyber threats; 

‘‘(E) develop and conduct targeted risk assessments and operational eval-
uations of Federal civilian information systems, in consultation with gov-
ernment and private entities that own and operate such information sys-
tems, including threat, vulnerability, and impact assessments and penetra-
tion testing; 

‘‘(F) develop and provide technical assistance and cyber incident response 
capabilities to secure and ensure the resilience of Federal civilian informa-
tion systems; 

‘‘(G) review annually the operational information security activities and 
functions of each of the Federal civilian agencies; 
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‘‘(H) develop minimum technology neutral operational requirements for 
network and security operations centers to facilitate the protection of all 
Federal civilian information systems; 

‘‘(I) develop reporting requirements, consistent with relevant law, to en-
sure the National Cybersecurity and Communications Integration Center 
established pursuant to section 228 receives all actionable cyber threat in-
formation identified on Federal civilian information systems; 

‘‘(J) develop technology neutral performance requirements and metrics for 
the security of Federal civilian information systems; 

‘‘(K) implement training requirements that include industry recognized 
certifications to ensure that Federal civilian agencies are able to fully and 
timely comply with policies and procedures issued by the Secretary under 
this subsection; and 

‘‘(L) develop training requirements regarding privacy, civil rights, civil 
liberties, and information oversight for information security employees who 
operate Federal civilian information systems. 

‘‘(3) USE OF CERTAIN COMMUNICATIONS.— 
‘‘(A) IN GENERAL.—The Secretary may enter into contracts or other agree-

ments, or otherwise request and obtain, in accordance with applicable law, 
the assistance of private entities that provide electronic communication 
services, remote computing services, or cybersecurity services to acquire, 
intercept, retain, use, and disclose communications and other system traffic, 
deploy countermeasures, or otherwise operate protective capabilities in ac-
cordance with subparagraphs (C), (D), (E), and (F) of paragraph (2). No 
cause of action shall exist against private entities for assistance provided 
to the Secretary in accordance with this subsection. 

‘‘(B) RULE OF CONSTRUCTION.—Nothing in subparagraph (A) may be con-
strued to— 

‘‘(i) require or compel any private entity to enter in a contract or 
agreement described in such subparagraph; or 

‘‘(ii) authorize the Secretary to take any action with respect to any 
communications or system traffic transiting or residing on any informa-
tion system or network of information systems other than a Federal ci-
vilian information system. 

‘‘(i) RECOMMENDATIONS REGARDING NEW AGREEMENTS.—Not later than 180 days 
after the date of the enactment of this section, the Secretary shall submit to the 
appropriate congressional committees recommendations on how to expedite the im-
plementation of information sharing agreements for cybersecurity purposes between 
the Secretary and critical information owners and critical infrastructure operators 
and other private entities. Such recommendations shall address the development 
and utilization of a scalable form that retains all privacy and other protections in 
such agreements in existence as of such date, including Cooperative and Research 
Development Agreements. Such recommendations should also include any additional 
authorities or resources that may be needed to carry out the implementation of any 
such new agreements. 

‘‘(j) RULE OF CONSTRUCTION.—No provision of this title may be construed as modi-
fying, limiting, or otherwise affecting the authority of any other Federal agency 
under any other provision of law.’’. 

(b) CLERICAL AMENDMENT.—The table of contents in section 1(b) of such Act is 
amended by adding after the item relating to section 226 (as added by section 102) 
the following new item: 
‘‘Sec. 227. Protection of critical infrastructure and information sharing.’’. 

SEC. 104. NATIONAL CYBERSECURITY AND COMMUNICATIONS INTEGRATION CENTER. 

(a) IN GENERAL.—Subtitle C of title II of the Homeland Security Act of 2002, as 
amended by sections 102 and 103, is further amended by adding at the end the fol-
lowing new section: 
‘‘SEC. 228. NATIONAL CYBERSECURITY AND COMMUNICATIONS INTEGRATION CENTER. 

‘‘(a) ESTABLISHMENT.—There is established in the Department the National Cy-
bersecurity and Communications Integration Center (referred to in this section as 
the ‘Center’), which shall be a Federal civilian information sharing interface that 
provides shared situational awareness to enable real-time, integrated, and oper-
ational actions across the Federal Government, and share cyber threat information 
by and among Federal, State, and local government entities, Information Sharing 
and Analysis Centers, private entities, and critical infrastructure owners and crit-
ical infrastructure operators that have an information sharing relationship with the 
Center. 

‘‘(b) COMPOSITION.—The Center shall include each of the following entities: 
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‘‘(1) At least one Information Sharing and Analysis Center established under 
section 227(e) for each critical infrastructure sector. 

‘‘(2) The Multi-State Information Sharing and Analysis Center to collaborate 
with State and local governments. 

‘‘(3) The United States Computer Emergency Readiness Team to coordinate 
cyber threat information sharing, proactively manage cyber risks to the United 
States, collaboratively respond to cyber incidents, provide technical assistance 
to information system owners and operators, and disseminate timely notifica-
tions regarding current and potential cyber threats and vulnerabilities. 

‘‘(4) The Industrial Control System Cyber Emergency Response Team to co-
ordinate with industrial control systems owners and operators and share indus-
trial control systems-related security incidents and mitigation measures. 

‘‘(5) The National Coordinating Center for Telecommunications to coordinate 
the protection, response, and recovery of national security emergency commu-
nications. 

‘‘(6) Such other Federal, State, and local government entities, private entities, 
organizations, or individuals as the Secretary may consider appropriate that 
agree to be included. 

‘‘(c) CYBER INCIDENT.—In the event of a cyber incident, the Secretary may grant 
the entities referred to in subsection (a) immediate temporary access to the Center 
as a situation may warrant. 

‘‘(d) ROLES AND RESPONSIBILITIES.—The Center shall— 
‘‘(1) promote ongoing multi-directional sharing by and among the entities re-

ferred to in subsection (a) of timely and actionable cyber threat information and 
analysis on a real-time basis that includes emerging trends, evolving threats, 
incident reports, intelligence information, risk assessments, and best practices; 

‘‘(2) coordinate with other Federal agencies to streamline and reduce redun-
dant reporting of cyber threat information; 

‘‘(3) provide, upon request, timely technical assistance and crisis management 
support to Federal, State, and local government entities and private entities 
that own or operate information systems or networks of information systems to 
protect from, prevent, mitigate, respond to, and recover from cyber incidents; 

‘‘(4) facilitate cross-sector coordination and sharing of cyber threat informa-
tion to prevent related or consequential impacts to other critical infrastructure 
sectors; 

‘‘(5) collaborate and facilitate discussions with Sector Coordinating Councils, 
Information Sharing and Analysis Centers, Sector Specific Agencies, and rel-
evant critical infrastructure sectors on the development of prioritized Federal 
response efforts, if necessary, to support the defense and recovery of critical in-
frastructure from cyber incidents; 

‘‘(6) collaborate with the Sector Coordinating Councils, Information Sharing 
and Analysis Centers, Sector Specific Agencies, and the relevant critical infra-
structure sectors on the development and implementation of procedures to sup-
port technology neutral real-time information sharing capabilities and mecha-
nisms; 

‘‘(7) collaborate with the Sector Coordinating Councils, Information Sharing 
and Analysis Centers, Sector Specific Agencies, and the relevant critical infra-
structure sectors to identify requirements for data and information formats and 
accessibility, system interoperability, and redundant systems and alternative 
capabilities in the event of a disruption in the primary information sharing ca-
pabilities and mechanisms at the Center; 

‘‘(8) within the scope of relevant treaties, cooperate with international part-
ners to share information and respond to cyber incidents; 

‘‘(9) safeguard sensitive cyber threat information from unauthorized disclo-
sure; 

‘‘(10) require other Federal civilian agencies to— 
‘‘(A) send reports and information to the Center about cyber incidents, 

threats, and vulnerabilities affecting Federal civilian information systems 
and critical infrastructure systems and, in the event a private vendor prod-
uct or service of such an agency is so implicated, the Center shall first no-
tify such private vendor of the vulnerability before further disclosing such 
information; 

‘‘(B) provide to the Center cyber incident detection, analysis, mitigation, 
and response information; and 

‘‘(C) immediately send and disclose to the Center cyber threat information 
received by such agencies; 

‘‘(11) perform such other duties as the Secretary may require to facilitate a 
national effort to strengthen and maintain secure, functioning, and resilient 
critical infrastructure from cyber threats; 
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‘‘(12) implement policies and procedures to— 
‘‘(A) provide technical assistance to Federal civilian agencies to prevent 

and respond to data breaches involving unauthorized acquisition or access 
of personally identifiable information that occur on Federal civilian infor-
mation systems; 

‘‘(B) require Federal civilian agencies to notify the Center about data 
breaches involving unauthorized acquisition or access of personally identifi-
able information that occur on Federal civilian information systems not 
later than two business days after the discovery of such a breach; and 

‘‘(C) require Federal civilian agencies to notify all potential victims of a 
data breach involving unauthorized acquisition or access of personally iden-
tifiable information that occur on Federal civilian information systems 
without unreasonable delay consistent with the needs of law enforcement; 
and 

‘‘(13) participate in exercises run by the Department’s National Exercise Pro-
gram, where appropriate. 

‘‘(e) INTEGRATION AND ANALYSIS.—The Center, in coordination with the Office of 
Intelligence and Analysis of the Department, shall maintain an integration and 
analysis function, which shall — 

‘‘(1) integrate and analyze all cyber threat information received from other 
Federal agencies, State and local governments, Information Sharing and Anal-
ysis Centers, private entities, critical infrastructure owners, and critical infra-
structure operators, and share relevant information in near real-time; 

‘‘(2) on an ongoing basis, assess and evaluate consequence, vulnerability, and 
threat information to share with the entities referred to in subsection (a) action-
able assessments of critical infrastructure sector risks from cyber incidents and 
to assist critical infrastructure owners and critical infrastructure operators by 
making recommendations to facilitate continuous improvements to the security 
and resiliency of the critical infrastructure of the United States; 

‘‘(3) facilitate cross-sector integration, identification, and analysis of key inter-
dependencies to prevent related or consequential impacts to other critical infra-
structure sectors; 

‘‘(4) collaborate with the Information Sharing and Analysis Centers to tailor 
the analysis of information to the specific characteristics and risk to a relevant 
critical infrastructure sector; and 

‘‘(5) assess and evaluate consequence, vulnerability, and threat information 
regarding cyber incidents in coordination with the Office of Emergency Commu-
nications of the Department to help facilitate continuous improvements to the 
security and resiliency of public safety communications networks. 

‘‘(f) REPORT OF CYBER ATTACKS AGAINST FEDERAL GOVERNMENT NETWORKS.—The 
Secretary shall submit to the Committee on Homeland Security of the House of Rep-
resentatives, the Committee on Homeland Security and Governmental Affairs of the 
Senate, and the Comptroller General of the United States an annual report that 
summarizes major cyber incidents involving Federal civilian agency information sys-
tems and provides aggregate statistics on the number of breaches, the extent of any 
personally identifiable information that was involved, the volume of data exfiltrated, 
the consequential impact, and the estimated cost of remedying such breaches. 

‘‘(g) REPORT ON THE OPERATIONS OF THE CENTER.—The Secretary, in consultation 
with the Sector Coordinating Councils and appropriate Federal Government enti-
ties, shall submit to the Committee on Homeland Security of the House of Rep-
resentatives, the Committee on Homeland Security and Governmental Affairs of the 
Senate, and the Comptroller General of the United States an annual report on— 

‘‘(1) the capability and capacity of the Center to carry out its cybersecurity 
mission in accordance with this section, and sections 226, 227, 229, 230, 230A, 
and 230B; 

‘‘(2) the extent to which the Department is engaged in information sharing 
with each critical infrastructure sector designated under section 227(b), includ-
ing— 

‘‘(A) the extent to which each such sector has representatives at the Cen-
ter; and 

‘‘(B) the extent to which critical infrastructure owners and critical infra-
structure operators of each critical infrastructure sector participate in infor-
mation sharing at the Center; 

‘‘(3) the volume and range of activities with respect to which the Secretary 
collaborated with the Sector Coordinating Councils and the Sector-Specific 
Agencies to promote greater engagement with the Center; and 

‘‘(4) the volume and range of voluntary technical assistance sought and pro-
vided by the Department to each critical infrastructure owner and critical infra-
structure operator.’’. 
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(b) CLERICAL AMENDMENT.—The table of contents in section 1(b) of such Act is 
amended by adding after the item relating to section 227 (as added by section 103) 
the following new item: 
‘‘Sec. 228. National Cybersecurity and Communications Integration Center.’’. 

(c) GAO REPORT.—Not later than one year after the date of the enactment of this 
Act, the Comptroller General of the United States shall submit to the Committee 
on Homeland Security of the House of Representatives and the Committee on Home-
land Security and Governmental Affairs of the Senate a report on the effectiveness 
of the National Cybersecurity and Communications Integration Center established 
under section 228 of the Homeland Security Act of 2002, as added by subsection (a) 
of this section, in carrying out its cybersecurity mission (as such term is defined in 
section 2 of the Homeland Security Act of 2002, as amended by section 101) in ac-
cordance with this Act and such section 228 and sections 226, 227, 229, 230, 230A, 
and 230B of the Homeland Security Act of 2002, as added by this Act. 
SEC. 105. CYBER INCIDENT RESPONSE AND TECHNICAL ASSISTANCE. 

(a) IN GENERAL.—Subtitle C of title II of the Homeland Security Act of 2002, as 
amended by sections 102, 103, and 104, is further amended by adding at the end 
the following new section: 
‘‘SEC. 229. CYBER INCIDENT RESPONSE AND TECHNICAL ASSISTANCE. 

‘‘(a) IN GENERAL.—The Secretary shall establish Cyber Incident Response Teams 
to— 

‘‘(1) upon request, provide timely technical assistance and crisis management 
support to Federal, State, and local government entities, private entities, and 
critical infrastructure owners and critical infrastructure operators involving 
cyber incidents affecting critical infrastructure; and 

‘‘(2) upon request, provide actionable recommendations on security and resil-
ience measures and countermeasures to Federal, State, and local government 
entities, private entities, and critical infrastructure owners and critical infra-
structure operators prior to, during, and after cyber incidents. 

‘‘(b) COORDINATION.—In carrying out subsection (a), the Secretary shall coordinate 
with the relevant Sector Specific Agencies, if applicable. 

‘‘(c) CYBER INCIDENT RESPONSE PLAN.—The Secretary, in coordination with the 
Sector Coordinating Councils, Information Sharing and Analysis Centers, and Fed-
eral, State, and local governments, shall develop, regularly update, maintain, and 
exercise a National Cybersecurity Incident Response Plan which shall— 

‘‘(1) include effective emergency response plans associated with cyber threats 
to critical infrastructure, information systems, or networks of information sys-
tems; 

‘‘(2) ensure that such National Cybersecurity Incident Response Plan can 
adapt to and reflect a changing cyber threat environment, and incorporate best 
practices and lessons learned from regular exercises, training, and after-action 
reports; and 

‘‘(3) facilitate discussions on the best methods for developing innovative and 
useful cybersecurity exercises for coordinating between the Department and 
each of the critical infrastructure sectors designated under section 227(b). 

‘‘(d) UPDATE TO CYBER INCIDENT ANNEX TO THE NATIONAL RESPONSE FRAME-
WORK.—The Secretary, in coordination with the heads of other Federal agencies and 
in accordance with the National Cybersecurity Incident Response Plan under sub-
section (c), shall regularly update, maintain, and exercise the Cyber Incident Annex 
to the National Response Framework of the Department.’’. 

(b) CLERICAL AMENDMENT.—The table of contents in section 1(b) of such Act is 
amended by adding after the item relating to section 228 (as added by section 104) 
the following new item: 
‘‘Sec. 229. Cyber incident response and technical assistance.’’. 

SEC. 106. STREAMLINING OF DEPARTMENT CYBERSECURITY ORGANIZATION. 

(a) CYBERSECURITY AND INFRASTRUCTURE PROTECTION DIRECTORATE.—The Na-
tional Protection and Programs Directorate of the Department of Homeland Security 
shall, after the date of the enactment of this Act, be known and designated as the 
‘‘Cybersecurity and Infrastructure Protection Directorate’’. Any reference to the Na-
tional Protection and Programs Directorate of the Department in any law, regula-
tion, map, document, record, or other paper of the United States shall be deemed 
to be a reference to the Cybersecurity and Infrastructure Protection Directorate of 
the Department. 

(b) SENIOR LEADERSHIP OF THE CYBERSECURITY AND INFRASTRUCTURE PROTECTION 
DIRECTORATE.— 
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(1) IN GENERAL.—Paragraph (1) of section 103(a) of the Homeland Security 
Act of 2002 (6 U.S.C. 113(a)) is amended by adding at the end the following new 
subparagraphs: 

‘‘(K) Under Secretary for Cybersecurity and Infrastructure Protection. 
‘‘(L) Deputy Under Secretary for Cybersecurity. 
‘‘(M) Deputy Under Secretary for Infrastructure Protection.’’. 

(2) CONTINUATION IN OFFICE.—The individuals who hold the positions referred 
to in subparagraphs (K), (L), and (M) of subsection (a) of section 103 of the 
Homeland Security Act of 2002 (as added by paragraph (1) of this subsection) 
as of the date of the enactment of this Act may continue to hold such positions. 

(c) REPORT ON IMPROVING THE CAPABILITY AND EFFECTIVENESS OF THE CYBERSE-
CURITY AND COMMUNICATIONS OFFICE.—To improve the operational capability and 
effectiveness in carrying out the cybersecurity mission (as such term is defined in 
section 2 of the Homeland Security Act of 2002, as amended by section 101) of the 
Department of Homeland Security, the Secretary of Homeland Security shall submit 
to the Committee on Homeland Security of the House of Representatives and the 
Committee on Homeland Security and Governmental Affairs of the Senate a report 
on— 

(1) the feasibility of making the Cybersecurity and Communications Office of 
the Department an operational component of the Department; 

(2) recommendations for restructuring the SAFETY Act Office within the De-
partment to protect and maintain operations in accordance with the Office’s 
mission to provide incentives for the development and deployment of anti-ter-
rorism technologies while elevating the profile and mission of the Office, includ-
ing the feasibility of utilizing third-party registrars for improving the through-
put and effectiveness of the certification process. 

(d) REPORT ON CYBERSECURITY ACQUISITION CAPABILITIES.—The Secretary of 
Homeland Security shall assess the effectiveness of the Department of Homeland 
Security’s acquisition processes and the use of existing authorities for acquiring cy-
bersecurity technologies to ensure that such processes and authorities are capable 
of meeting the needs and demands of the Department’s cybersecurity mission (as 
such term is defined in section 2 of the Homeland Security Act of 2002, as amended 
by section 101). Not later than 180 days after the date of the enactment of this Act, 
the Secretary shall submit to the Committee on Homeland Security of the House 
of Representatives and the Committee on Homeland Security and Governmental Af-
fairs of the Senate a report on the effectiveness of the Department’s acquisition 
processes for cybersecurity technologies. 

(e) RESOURCE INFORMATION.—The Secretary of Homeland Security shall make 
available Department of Homeland Security contact information to serve as a re-
source for Sector Coordinating Councils and critical infrastructure owners and crit-
ical infrastructure operators to better coordinate cybersecurity efforts with the De-
partment relating to emergency response and recovery efforts for cyber incidents. 

TITLE II—PUBLIC-PRIVATE COLLABORATION 
ON CYBERSECURITY 

SEC. 201. PUBLIC-PRIVATE COLLABORATION ON CYBERSECURITY. 

(a) NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY.— 
(1) IN GENERAL.—The Director of the National Institute of Standards and 

Technology, in coordination with the Secretary of Homeland Security, shall, on 
an ongoing basis, facilitate and support the development of a voluntary, indus-
try-led set of standards, guidelines, best practices, methodologies, procedures, 
and processes to reduce cyber risks to critical infrastructure. The Director, in 
coordination with the Secretary— 

(A) shall— 
(i) coordinate closely and continuously with relevant private entities, 

critical infrastructure owners and critical infrastructure operators, Sec-
tor Coordinating Councils, Information Sharing and Analysis Centers, 
and other relevant industry organizations, and incorporate industry ex-
pertise to the fullest extent possible; 

(ii) consult with the Sector Specific Agencies, Federal, State and local 
governments, the governments of other countries, and international or-
ganizations; 

(iii) utilize a prioritized, flexible, repeatable, performance-based, and 
cost-effective approach, including information security measures and 
controls, that may be voluntarily adopted by critical infrastructure 
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owners and critical infrastructure operators to help them identify, as-
sess, and manage cyber risks; 

(iv) include methodologies to— 
(I) identify and mitigate impacts of the cybersecurity measures 

or controls on business confidentiality; and 
(II) protect individual privacy and civil liberties; 

(v) incorporate voluntary consensus standards and industry best 
practices, and align with voluntary international standards to the full-
est extent possible; 

(vi) prevent duplication of existing regulatory processes and prevent 
conflict with or superseding of existing regulatory requirements and 
processes; and 

(vii) include such other similar and consistent elements as deter-
mined necessary; and 

(B) shall not prescribe or otherwise require— 
(i) the use of specific solutions; 
(ii) the use of specific information technology products or services; or 
(iii) that information technology products or services be designed, de-

veloped, or manufactured in a particular manner. 
(2) LIMITATION.—Information shared with or provided to the Director of the 

National Institute of Standards and Technology or the Secretary of Homeland 
Security for the purpose of the activities under paragraph (1) may not be used 
by any Federal, State, or local government department or agency to regulate the 
activity of any private entity. 

(b) AMENDMENT.— 
(1) IN GENERAL.—Subtitle C of title II of the Homeland Security Act of 2002, 

as amended by sections 102, 103, 104, and 105, is further amended by adding 
at the end the following new section: 

‘‘SEC. 230. PUBLIC-PRIVATE COLLABORATION ON CYBERSECURITY. 

‘‘(a) MEETINGS.—The Secretary shall meet with the Sector Coordinating Council 
for each critical infrastructure sector designated under section 227(b) on a biannual 
basis to discuss the cybersecurity threat to critical infrastructure, voluntary activi-
ties to address cybersecurity, and ideas to improve the public-private partnership 
to enhance cybersecurity, in which the Secretary shall— 

‘‘(1) provide each Sector Coordinating Council an assessment of the cybersecu-
rity threat to each critical infrastructure sector designated under section 227(b), 
including information relating to— 

‘‘(A) any actual or assessed cyber threat, including a consideration of ad-
versary capability and intent, preparedness, target attractiveness, and de-
terrence capabilities; 

‘‘(B) the extent and likelihood of death, injury, or serious adverse effects 
to human health and safety caused by an act of terrorism or other disrup-
tion, destruction, or unauthorized use of critical infrastructure; 

‘‘(C) the threat to national security caused by an act of terrorism or other 
disruption, destruction, or unauthorized use of critical infrastructure; and 

‘‘(D) the harm to the economy that would result from an act of terrorism 
or other disruption, destruction, or unauthorized use of critical infrastruc-
ture; and 

‘‘(2) provide recommendations, which may be voluntarily adopted, on ways to 
improve cybersecurity of critical infrastructure. 

‘‘(b) REPORT.— 
‘‘(1) IN GENERAL.—Starting 30 days after the end of the fiscal year in which 

the National Cybersecurity and Critical Infrastructure Protection Act of 2013 is 
enacted and annually thereafter, the Secretary shall submit to the appropriate 
congressional committees a report on the state of cybersecurity for each critical 
infrastructure sector designated under section 227(b) based on discussions be-
tween the Department and the Sector Coordinating Council in accordance with 
subsection (a) of this section. The Secretary shall maintain a public copy of each 
report, and each report may include a non-public annex for proprietary, busi-
ness-sensitive information, or other sensitive information. Each report shall in-
clude, at a minimum information relating to— 

‘‘(A) the risk to each critical infrastructure sector, including known cyber 
threats, vulnerabilities, and potential consequences; 

‘‘(B) the extent and nature of any cybersecurity incidents during the pre-
vious year, including the extent to which cyber incidents jeopardized or im-
minently jeopardized information systems; 
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‘‘(C) the current status of the voluntary, industry-led set of standards, 
guidelines, best practices, methodologies, procedures, and processes to re-
duce cyber risks within each critical infrastructure sector; and 

‘‘(D) the volume and range of voluntary technical assistance sought and 
provided by the Department to each critical infrastructure sector. 

‘‘(2) SECTOR COORDINATING COUNCIL RESPONSE.—Before making public and 
submitting each report required under paragraph (1), the Secretary shall pro-
vide a draft of each report to the Sector Coordinating Council for the critical 
infrastructure sector covered by each such report. The Sector Coordinating 
Council at issue may provide to the Secretary a written response to such report 
within 45 days of receiving the draft. If such Sector Coordinating Council pro-
vides a written response, the Secretary shall include such written response in 
the final version of each report required under paragraph (1). 

‘‘(c) LIMITATION.—Information shared with or provided to a Sector Coordinating 
Council, a critical infrastructure sector, or the Secretary for the purpose of the ac-
tivities under subsections (a) and (b) may not be used by any Federal, State, or local 
government department or agency to regulate the activity of any private entity.’’. 

(2) CLERICAL AMENDMENT.—The table of contents in section 1(b) of such Act 
is amended by adding after the item relating to section 229 (as added by section 
105) the following new item: 

‘‘Sec. 230. Public-private collaboration on cybersecurity.’’. 

SEC. 202. SAFETY ACT AND QUALIFYING CYBER INCIDENTS. 

(a) IN GENERAL.—The Support Anti-Terrorism By Fostering Effective Technologies 
Act of 2002 (6 U.S.C. 441 et seq.) is amended— 

(1) in section 862(b) (6 U.S.C. 441(b))— 
(A) in the heading, by striking ‘‘DESIGNATION OF QUALIFIED ANTI-TER-

RORISM TECHNOLOGIES’’ and inserting ‘‘DESIGNATION OF ANTI-TERRORISM 
AND CYBERSECURITY TECHNOLOGIES’’; 

(B) in the matter preceding paragraph (1), by inserting ‘‘and cybersecu-
rity’’ after ‘‘anti-terrorism’’; 

(C) in paragraphs (3), (4), and (5), by inserting ‘‘or cybersecurity’’ after 
‘‘anti-terrorism’’ each place it appears; and 

(D) in paragraph (7)— 
(i) by inserting ‘‘or cybersecurity technology’’ after ‘‘Anti-terrorism 

technology’’; and 
(ii) by inserting ‘‘or qualifying cyber incidents’’ after ‘‘acts of ter-

rorism’’; 
(2) in section 863 (6 U.S.C. 442)— 

(A) by inserting ‘‘or cybersecurity’’ after ‘‘anti-terrorism’’ each place it ap-
pears; 

(B) by inserting ‘‘or qualifying cyber incident’’ after ‘‘act of terrorism’’ each 
place it appears; and 

(C) by inserting ‘‘or qualifying cyber incidents’’ after ‘‘acts of terrorism’’ 
each place it appears; 

(3) in section 864 (6 U.S.C. 443)— 
(A) by inserting ‘‘or cybersecurity’’ after ‘‘anti-terrorism’’ each place it ap-

pears; and 
(B) by inserting ‘‘or qualifying cyber incident’’ after ‘‘act of terrorism’’ each 

place it appears; and 
(4) in section 865 (6 U.S.C. 444)— 

(A) in paragraph (1)— 
(i) in the heading, by inserting ‘‘OR CYBERSECURITY’’ after ‘‘ANTI-TER-

RORISM’’; 
(ii) by inserting ‘‘or cybersecurity’’ after ‘‘anti-terrorism’’; 
(iii) by inserting ‘‘or qualifying cyber incidents’’ after ‘‘acts of ter-

rorism’’; and 
(iv) by inserting ‘‘or incidents’’ after ‘‘such acts’’; and 

(B) by adding at the end the following new paragraph: 
‘‘(7) QUALIFYING CYBER INCIDENT.— 

‘‘(A) IN GENERAL.—The term ‘qualifying cyber incident’ means any act 
that the Secretary determines meets the requirements under subparagraph 
(B), as such requirements are further defined and specified by the Sec-
retary. 

‘‘(B) REQUIREMENTS.—A qualifying cyber incident meets the requirements 
of this subparagraph if— 

‘‘(i) the incident is unlawful or otherwise exceeds authorized access 
authority; 
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‘‘(ii) the incident disrupts or imminently jeopardizes the integrity, op-
eration, confidentiality, or availability of programmable electronic de-
vices, communication networks, including hardware, software and data 
that are essential to their reliable operation, electronic storage devices, 
or any other information system, or the information that system con-
trols, processes, stores, or transmits; 

‘‘(iii) the perpetrator of the incident gains access to an information 
system or a network of information systems resulting in— 

‘‘(I) misappropriation or theft of data, assets, information, or in-
tellectual property; 

‘‘(II) corruption of data, assets, information, or intellectual prop-
erty; 

‘‘(III) operational disruption; or 
‘‘(IV) an adverse effect on such system or network, or the data, 

assets, information, or intellectual property contained therein; and 
‘‘(iv) the incident causes harm inside or outside the United States 

that results in material levels of damage, disruption, or casualties se-
verely affecting the United States population, infrastructure, economy, 
or national morale, or Federal, State, local, or tribal government func-
tions. 

‘‘(C) RULE OF CONSTRUCTION.—For purposes of clause (iv) of subpara-
graph (B), the term ‘severely’ includes any qualifying cyber incident, wheth-
er at a local, regional, state, national, international, or tribal level, that af-
fects— 

‘‘(i) the United States population, infrastructure, economy, or na-
tional morale, or 

‘‘(ii) Federal, State, local, or tribal government functions.’’. 
(b) FUNDING.—Of the amounts authorized to be appropriated for each of fiscal 

years 2014, 2015, and 2016 for the Department of Homeland Security, the Secretary 
of Homeland Security is authorized to use not less than $20,000,000 for any such 
year for the Department’s SAFETY Act Office. 
SEC. 203. PROHIBITION ON NEW REGULATORY AUTHORITY. 

This Act and the amendments made by this Act (except that this section shall not 
apply in the case of section 202 of this Act and the amendments made by such sec-
tion 202) do not— 

(1) create or authorize the issuance of any new regulations or additional Fed-
eral Government regulatory authority; or 

(2) permit regulatory actions that would duplicate, conflict with, or supercede 
existing regulatory requirements, mandatory standards, or related processes. 

SEC. 204. PROHIBITION ON ADDITIONAL AUTHORIZATION OF APPROPRIATIONS. 

No additional funds are authorized to be appropriated to carry out this Act and 
the amendments made by this Act. This Act and such amendments shall be carried 
out using amounts otherwise available for such purposes. 
SEC. 205. PROHIBITION ON COLLECTION ACTIVITIES TO TRACK INDIVIDUALS’ PERSONALLY 

IDENTIFIABLE INFORMATION. 

Nothing in this Act shall permit the Department of Homeland Security to engage 
in the monitoring, surveillance, exfiltration, or other collection activities for the pur-
pose of tracking an individual’s personally identifiable information. 
SEC. 206. CYBERSECURITY SCHOLARS. 

The Secretary of Homeland Security shall determine the feasibility and potential 
benefit of developing a visiting security researchers program from academia, includ-
ing cybersecurity scholars at the Department of Homeland Security’s Centers of Ex-
cellence, as designated by the Secretary, to enhance knowledge with respect to the 
unique challenges of addressing cyber threats to critical infrastructure. Eligible can-
didates shall possess necessary security clearances and have a history of working 
with Federal agencies in matters of national or domestic security. 
SEC. 207. NATIONAL RESEARCH COUNCIL STUDY ON THE RESILIENCE AND RELIABILITY OF 

THE NATION’S POWER GRID. 

(a) INDEPENDENT STUDY.—Not later than 60 days after the date of the enactment 
of this Act, the Secretary of Homeland Security, in coordination with the heads of 
other departments and agencies, as necessary, shall enter into an agreement with 
the National Research Council to conduct research of the future resilience and reli-
ability of the Nation’s electric power transmission and distribution system. The re-
search under this subsection shall be known as the ‘‘Saving More American Re-
sources Today Study’’ or the ‘‘SMART Study’’. In conducting such research, the Na-
tional Research Council shall— 
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(1) research the options for improving the Nation’s ability to expand and 
strengthen the capabilities of the Nation’s power grid, including estimation of 
the cost, time scale for implementation, and identification of the scale and scope 
of any potential significant health and environmental impacts; 

(2) consider the forces affecting the grid, including technical, economic, regu-
latory, environmental, and geopolitical factors, and how such forces are likely 
to affect— 

(A) the efficiency, control, reliability and robustness of operation; 
(B) the ability of the grid to recover from disruptions, including natural 

disasters and terrorist attacks; 
(C) the ability of the grid to incorporate greater reliance on distributed 

and intermittent power generation and electricity storage; 
(D) the ability of the grid to adapt to changing patterns of demand for 

electricity; and 
(E) the economic and regulatory factors affecting the evolution of the grid; 

(3) review Federal, State, industry, and academic research and development 
programs and identify technological options that could improve the future grid; 

(4) review the implications of increased reliance on digital information and 
control of the power grid for improving reliability, resilience, and congestion and 
for potentially increasing vulnerability to cyber attack; 

(5) review regulatory, industry, and institutional factors and programs affect-
ing the future of the grid; 

(6) research the costs and benefits, as well as the strengths and weaknesses, 
of the options identified under paragraph (1) to address the emerging forces de-
scribed in paragraph (2) that are shaping the grid; 

(7) identify the barriers to realizing the options identified and suggest strate-
gies for overcoming those barriers including suggested actions, priorities, incen-
tives, and possible legislative and executive actions; and 

(8) research the ability of the grid to integrate existing and future infrastruc-
ture, including utilities, telecommunications lines, highways, and other critical 
infrastructure. 

(b) COOPERATION AND ACCESS TO INFORMATION AND PERSONNEL.—The Secretary 
shall ensure that the National Research Council receives full and timely coopera-
tion, including full access to information and personnel, from the Department of 
Homeland Security, the Department of Energy, including the management and op-
erating components of the Departments, and other Federal departments and agen-
cies, as necessary, for the purposes of conducting the study described in subsection 
(a). 

(c) REPORT.— 
(1) IN GENERAL.—Not later than 18 months from the date on which the Sec-

retary enters into the agreement with the National Research Council described 
in subsection (a), the National Research Council shall submit to the Secretary 
and the Committee on Homeland Security of the House of Representatives and 
the Committee on Homeland Security and Governmental Affairs of the Senate 
a report containing the findings of the research required by that subsection. 

(2) FORM OF REPORT.—The report under paragraph (1) shall be submitted in 
unclassified form, but may include a classified annex. 

(d) FUNDING.—Of the amounts authorized to be appropriated for 2014 for the De-
partment of Homeland Security, the Secretary of Homeland Security is authorized 
to obligate and expend not more than $2,000,000 for the National Research Council 
report. 

TITLE III—HOMELAND SECURITY 
CYBERSECURITY WORKFORCE 

SEC. 301. HOMELAND SECURITY CYBERSECURITY WORKFORCE. 

(a) IN GENERAL.—Subtitle C of title II of the Homeland Security Act of 2002, as 
amended by sections 101, 102, 103, 104, 105, and 201, is further amended by adding 
at the end the following new section: 
‘‘SEC. 230A. CYBERSECURITY OCCUPATION CATEGORIES, WORKFORCE ASSESSMENT, AND 

STRATEGY. 

‘‘(a) SHORT TITLE.—This section may be cited as the ‘Homeland Security Cyberse-
curity Boots-on-the-Ground Act’. 

‘‘(b) CYBERSECURITY OCCUPATION CATEGORIES.— 
‘‘(1) IN GENERAL.—Not later than 90 days after the date of the enactment of 

this section, the Secretary shall develop and issue comprehensive occupation 
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categories for individuals performing activities in furtherance of the cybersecu-
rity mission of the Department. 

‘‘(2) APPLICABILITY.—The Secretary shall ensure that the comprehensive occu-
pation categories issued under paragraph (1) are used throughout the Depart-
ment and are made available to other Federal agencies. 

‘‘(c) CYBERSECURITY WORKFORCE ASSESSMENT.— 
‘‘(1) IN GENERAL.—Not later than 180 days after the date of the enactment 

of this section and annually thereafter, the Secretary shall assess the readiness 
and capacity of the workforce of the Department to meet its cybersecurity mis-
sion. 

‘‘(2) CONTENTS.—The assessment required under paragraph (1) shall, at a 
minimum, include the following: 

‘‘(A) Information where cybersecurity positions are located within the De-
partment, specified in accordance with the cybersecurity occupation cat-
egories issued under subsection (b). 

‘‘(B) Information on which cybersecurity positions are— 
‘‘(i) performed by— 

‘‘(I) permanent full time departmental employees, together with 
demographic information about such employees’ race, ethnicity, 
gender, disability status, and veterans status; 

‘‘(II) individuals employed by independent contractors; and 
‘‘(III) individuals employed by other Federal agencies, including 

the National Security Agency; and 
‘‘(ii) vacant. 

‘‘(C) The number of individuals hired by the Department pursuant to the 
authority granted to the Secretary in 2009 to permit the Secretary to fill 
1,000 cybersecurity positions across the Department over a three year pe-
riod, and information on what challenges, if any, were encountered with re-
spect to the implementation of such authority. 

‘‘(D) Information on vacancies within the Department’s cybersecurity su-
pervisory workforce, from first line supervisory positions through senior de-
partmental cybersecurity positions. 

‘‘(E) Information on the percentage of individuals within each cybersecu-
rity occupation category who received essential training to perform their 
jobs, and in cases in which such training is not received, information on 
what challenges, if any, were encountered with respect to the provision of 
such training. 

‘‘(F) Information on recruiting costs incurred with respect to efforts to fill 
cybersecurity positions across the Department in a manner that allows for 
tracking of overall recruiting and identifying areas for better coordination 
and leveraging of resources within the Department. 

‘‘(d) WORKFORCE STRATEGY.— 
‘‘(1) IN GENERAL.—Not later than 180 days after the date of the enactment 

of this section, the Secretary shall develop, maintain, and, as necessary, update, 
a comprehensive workforce strategy that enhances the readiness, capacity, 
training, recruitment, and retention of the cybersecurity workforce of the De-
partment. 

‘‘(2) CONTENTS.—The comprehensive workforce strategy developed under 
paragraph (1) shall include— 

‘‘(A) a multiphased recruitment plan, including relating to experienced 
professionals, members of disadvantaged or underserved communities, the 
unemployed, and veterans; 

‘‘(B) a 5-year implementation plan; 
‘‘(C) a 10-year projection of the Department’s cybersecurity workforce 

needs; and 
‘‘(D) obstacles impeding the hiring and development of a cybersecurity 

workforce at the Department. 
‘‘(e) INFORMATION SECURITY TRAINING.—Not later than 270 days after the date of 

the enactment of this section, the Secretary shall establish and maintain a process 
to verify on an ongoing basis that individuals employed by independent contractors 
who serve in cybersecurity positions at the Department receive initial and recurrent 
information security training comprised of general security awareness training nec-
essary to perform their job functions, and role-based security training that is com-
mensurate with assigned responsibilities. The Secretary shall maintain documenta-
tion to ensure that training provided to an individual under this subsection meets 
or exceeds requirements for such individual’s job function. 

‘‘(f) UPDATES.—The Secretary shall submit to the appropriate congressional com-
mittees annual updates regarding the cybersecurity workforce assessment required 
under subsection (c), information on the progress of carrying out the comprehensive 
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workforce strategy developed under subsection (d), and information on the status of 
the implementation of the information security training required under subsection 
(e). 

‘‘(g) GAO STUDY.—The Secretary shall provide the Comptroller General of the 
United States with information on the cybersecurity workforce assessment required 
under subsection (c) and progress on carrying out the comprehensive workforce 
strategy developed under subsection (d). The Comptroller General shall submit to 
the Secretary and the appropriate congressional committees a study on such assess-
ment and strategy. 

‘‘(h) CYBERSECURITY FELLOWSHIP PROGRAM.—Not later than 120 days after the 
date of the enactment of this section, the Secretary shall submit to the appropriate 
congressional committees a report on the feasibility of establishing a Cybersecurity 
Fellowship Program to offer a tuition payment plan for undergraduate and doctoral 
candidates who agree to work for the Department for an agreed-upon period of 
time.’’. 

(b) CLERICAL AMENDMENT.—The table of contents in section 1(b) of such Act is 
amended by adding after the item relating to section 230 (as added by section 201) 
the following new item: 
‘‘Sec. 230A. Cybersecurity occupation categories, workforce assessment, and strategy.’’. 

SEC. 302. PERSONNEL AUTHORITIES. 

(a) IN GENERAL.—Subtitle C of title II of the Homeland Security Act of 2002, as 
amended by sections 101, 102, 103, 104, 105, 106, 201, and 301 is further amended 
by adding at the end the following new section: 
‘‘SEC. 230B. PERSONNEL AUTHORITIES. 

‘‘(a) IN GENERAL.— 
‘‘(1) PERSONNEL AUTHORITIES.—The Secretary may exercise with respect to 

qualified employees of the Department the same authority that the Secretary 
of Defense has with respect to civilian intelligence personnel and the scholar-
ship program under sections 1601, 1602, 1603, and 2200a of title 10, United 
States Code, to establish as positions in the excepted service, appoint individ-
uals to such positions, fix pay, and pay a retention bonus to any employee ap-
pointed under this section if the Secretary determines that such is needed to 
retain essential personnel. Before announcing the payment of a bonus under 
this paragraph, the Secretary shall submit to the Committee on Homeland Se-
curity of the House of Representatives and the Committee on Homeland Secu-
rity and Governmental Affairs of the Senate a written explanation of such de-
termination. Such authority shall be exercised— 

‘‘(A) to the same extent and subject to the same conditions and limita-
tions that the Secretary of Defense may exercise such authority with re-
spect to civilian intelligence personnel of the Department of Defense; and 

‘‘(B) in a manner consistent with the merit system principles set forth in 
section 2301 of title 5, United States Code. 

‘‘(2) CIVIL SERVICE PROTECTIONS.—Sections 1221 and 2302, and chapter 75 of 
title 5, United States Code, shall apply to the positions established pursuant to 
the authorities provided under paragraph (1). 

‘‘(3) PLAN FOR EXECUTION OF AUTHORITIES.—Not later than 120 days after the 
date of the enactment of this section, the Secretary shall submit to the Com-
mittee on Homeland Security of the House of Representatives and the Com-
mittee on Homeland Security and Governmental Affairs of the Senate a report 
that contains a plan for the use of the authorities provided under this sub-
section. 

‘‘(b) ANNUAL REPORT.—Not later than one year after the date of the enactment 
of this section and annually thereafter for four years, the Secretary shall submit to 
the Committee on Homeland Security of the House of Representatives and the Com-
mittee on Homeland Security and Governmental Affairs of the Senate a detailed re-
port (including appropriate metrics on actions occurring during the reporting period) 
that discusses the processes used by the Secretary in implementing this section and 
accepting applications, assessing candidates, ensuring adherence to veterans’ pref-
erence, and selecting applicants for vacancies to be filled by a qualified employee. 

‘‘(c) DEFINITION OF QUALIFIED EMPLOYEE.—In this section, the term ‘qualified em-
ployee’ means an employee who performs functions relating to the security of Fed-
eral civilian information systems, critical infrastructure information systems, or net-
works of either of such systems.’’. 

(b) CLERICAL AMENDMENT.—The table of contents in section 1(b) of such Act is 
amended by adding after the item relating to section 230A (as added by section 301) 
the following new item: 
‘‘Sec. 230B. Personnel authorities.’’. 
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PURPOSE AND SUMMARY 

The purpose of H.R. 3696, the ‘‘National Cybersecurity and Crit-
ical Infrastructure Protection Act of 2014’’ or the ‘‘NCCIP Act’’, is 
to amend the Homeland Security Act of 2002 (Pub. L. 107–296) to 
make certain improvements regarding cybersecurity and critical in-
frastructure protection, and for other purposes. 

H.R. 3696 codifies and strengthens the National Cybersecurity 
and Communications Integration Center (NCCIC), a Federal civil-
ian interface to facilitate real-time cyber threat information shar-
ing across critical infrastructure sectors. 

In furtherance of fostering an effective partnership between pri-
vate industry and the Department of Homeland Security (DHS or 
the Department), H.R. 3696 directs DHS to leverage industry-led 
organizations to facilitate critical infrastructure protection and inci-
dent response, as appropriate. Successful aspects of the National 
Infrastructure Protection Plan (NIPP), a public-private partnership 
framework called for in Homeland Security Presidential Directive 
7 (HSPD–7), Critical Infrastructure Identification, Prioritization, 
and Protection, that has been supported by the private sector since 
2003, are codified in this legislation. These include: (1) The roles 
and responsibilities of Sector Specific Agencies; (2) the formation of 
Sector Coordinating Councils; and (3) the establishment of Informa-
tion Sharing and Analysis Centers. This public-private partnership 
framework was recently updated in February 2013 by Presidential 
Policy Directive 21 (PPD–21), Critical Infrastructure Security and 
Resilience. 

Additionally, H.R. 3696 codifies the Department’s Cyber Incident 
Response Teams to provide timely technical assistance, crisis man-
agement, and actionable recommendations on cyber threats to crit-
ical infrastructure owners and operators on a voluntary basis. This 
ensures that a National Cybersecurity Incident Response Plan is 
developed and exercised, and codifies DHS operational information 
security activities to protect and ensure the integrity and resiliency 
of all Federal civilian information systems and networks operating 
within the ‘‘.gov’’ domain. 

H.R. 3696 also amends the SAFETY Act (Subtitle G of the Home-
land Security Act of 2002, Pub. L. 107–296) to clarify that cyberse-
curity technologies and services may be certified by the DHS 
SAFETY Act Office and establish a threshold for qualifying cyber 
incidents. This allows private entities can voluntarily submit their 
cybersecurity procedures to the SAFETY Act Office to gain addi-
tional liability protections in the event of an act of terrorism or a 
qualifying cyber incident. 

Finally, this legislation directs the Secretary to establish cyberse-
curity occupation categories, assess the readiness and capacity of 
the Department’s cyber workforce, and develop a comprehensive 
strategy to enhance the readiness, capacity, training, recruitment, 
and retention of the Department’s cybersecurity workforce. 

BACKGROUND AND NEED FOR LEGISLATION 

The threat of cyber attack to both our economic and National se-
curity is significant. Each day, our Nation’s most critical digital 
systems are attacked and probed by our enemies, adversaries, and 
international competitors relentlessly looking for ways to exploit 
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American digital networks to disrupt and destroy our Nation’s crit-
ical infrastructure, conduct cyber espionage, and steal intellectual 
property for financial gain. Malicious underground and state-spon-
sored cyber hackers are also continuing to compromise sensitive in-
formation such as credit cards, bank accounts and social security 
numbers. 

In 2013, Mandiant released a report entitled ‘‘APT1: Exposing 
One of China’s Cyber Espionage Units’’, providing detailed evidence 
of hackers linked to the Chinese military hacking into major U.S. 
companies for intellectual property and for economic espionage pur-
poses, defense systems to steal sensitive military information, and 
critical infrastructure to gain access to gas lines, power grids and 
water systems. Additionally, Iranian-backed hackers are increasing 
the number of cyber attacks against U.S. companies, and in one ex-
ample gained access to control system software that could allow the 
hackers to control, shut down, or damage oil and gas pipelines in 
the United States. In 2012, Iran used cyber weapons to attack 
Saudi Arabia’s national oil company, Aramco, severely damaging 
30,000 computers. The growing cyber threat from Iran is particu-
larly concerning given its hostile intent and willingness to sabotage 
critical infrastructure here in the United States. In addition to 
cyber attacks against the energy sector, Iran continues to target 
major U.S. banks by using disruptive denial-of-service attacks to 
shut down websites and restrict Americans’ ability to access their 
financial institutions. While other high profile retail data breaches 
at Target and Neiman Marcus resonate with the public, a success-
ful cyber attack on our critical infrastructure could cause loss of life 
and catastrophic damage to the U.S. economy. 

In January 2014, before the Senate Select Committee on Intel-
ligence, the Director of National Intelligence, James Clapper, testi-
fied that ‘‘critical infrastructure, particularly the . . . systems used 
in water management, oil and gas pipelines, electrical power dis-
tribution, and mass transit, provides an enticing target to mali-
cious actors.’’ In November 2013, before the Senate Committee on 
Homeland Security and Governmental Affairs, the Director of the 
Federal Bureau of Investigation, James Comey, stated, ‘‘We antici-
pate that in the future, resources devoted to cyber-based threats 
will equal or even eclipse the resources devoted to non-cyber based 
terrorist threats. According to the Wall Street Journal, in August 
2013 the Central Intelligence Agency’s (CIA) Deputy Director, Mi-
chael Morell, listed cyber attacks as a top threat because U.S. ad-
versaries are working hard to develop attack capabilities. He said, 
‘‘Cyber attacks that destroy networks in the U.S. could come in the 
next few years’’ and are ‘‘the thing I worry most about in the long 
term.’’ 

Cybersecurity is the new frontier of our National and economic 
security. The U.S. needs to harden its systems and networks to be-
come both resistant and resilient to the threat while maintaining 
our civil liberties and privacy protections. Cyber incidents could re-
sult in significant regional or National effects on public health or 
safety, economic security, and National security. 

According to PPD–21, the Department of Homeland Security is 
responsible for coordinating the overall national protection, preven-
tion, mitigation of, and recovery from, cyber attacks. While the De-
partment has been building its capability to protect our Nation’s 
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critical infrastructure from cyber attacks, H.R. 3696 seeks to codify, 
clarify, and enhance the Department’s cybersecurity efforts while 
providing the necessary Congressional oversight over DHS cyberse-
curity programs. This legislation also provides enhanced oversight 
of the hundreds of millions of dollars that Congress appropriates to 
the Department of Homeland Security for cybersecurity purposes. 

H.R. 3696 reflects extensive outreach and significant collabora-
tion with all 16 critical infrastructure sectors, and more than 300 
meetings with experts and stakeholders, including the owners and 
operators of critical infrastructure, government agencies, aca-
demics, and privacy and civil liberties advocates. 

To address the greatest vulnerabilities and gaps in our systems, 
H.R. 3696 seeks to establish an effective partnership between the 
Department of Homeland Security and the private sector to facili-
tate critical infrastructure protection and resiliency efforts. This 
legislation also ensures that cyber incident response plans and pro-
cedures are coordinated with Federal, State, local, and private sec-
tor stakeholders and are in effect before a cyber incident takes 
place. With 85 percent of the Nation’s critical infrastructure owned 
or operated by the private sector, it is essential that Government 
and industry continue to collaborate and work together to address 
the growing cybersecurity threat. Specifically, H.R. 3696 codifies 
the principles of the National Infrastructure Protection Plan 
(NIPP), a public-private partnership framework called for in Home-
land Security Presidential Directive 7 (HSPD–7) and that has been 
supported by the private sector since 2003. This public-private 
partnership framework was recently updated in February 2013 in 
PPD–21 on Critical Infrastructure Security and Resilience. The 
NIPP structure has already taken root with industry and codifying 
it will allow it to further mature. 

Prohibiting any new regulatory authorities, H.R. 3696 articulates 
how to address cyber vulnerabilities and gaps and develops base-
lines where none exist in a way that is ongoing, adaptive, risk- 
based, and fosters industry and government collaboration without 
impeding the free flow of commerce and people. With ever-evolving 
cybersecurity threats and regular advancements in new tech-
nologies, our Nation’s cybersecurity posture needs to be both dy-
namic and agile, and be conducted through a cyber risk-based man-
agement approach. To better understand our Nation’s cybersecurity 
posture, the bill requires the Department to submit to Congress an 
annual report on the state of cybersecurity for each critical infra-
structure sector. In the spirit of partnership, the report is to be de-
veloped in collaboration with the Sector Coordinating Councils. 

Additionally, this legislation enhances and fosters the ground-
work laid by industry and DHS by strengthening and officially es-
tablishing the Department’s civilian, transparent interface to allow 
real-time cyber threat information sharing across the critical infra-
structure sectors. The legislation will strengthen the work that 
DHS is already doing and enhance the capabilities of the Depart-
ment so it can realize its full potential of being the main interface 
for the private sector and government to facilitate the sharing of 
cyber threat information—in two directions. Notably, DHS has ro-
bust privacy and civil liberties offices that adhere to the Fair Infor-
mation Practice Principles (FIPPs) rooted in the Privacy Act, and 
is well acquainted with the protection of American civil liberties 
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and privacy rights. This capability is a key reason why DHS should 
be a primary point of contact for coordinating cybersecurity and the 
protection of the Nation’s critical infrastructure. 

HEARINGS 

On February 13, 2013, the Full Committee held a hearing enti-
tled ‘‘A New Perspective on Threats to the Homeland.’’ The Com-
mittee received testimony from ADM Thad Allen (Ret. USCG), Sen-
ior Vice President, Booz Allen Hamilton; Mr. Shawn Henry, Presi-
dent, CrowdStrike Services; Hon. Michael E. Leiter, Private Cit-
izen; Hon. David M. Walker, Founder and CEO, The Comeback 
America Initiative; and Mr. Clark Kent Ervin, Partner, Patton 
Boggs, LLP. 

On March 13, 2013, the Full Committee held a hearing entitled 
‘‘DHS Cybersecurity: Roles and Responsibilities to Protect the Na-
tion’s Critical Infrastructure.’’ The Committee received testimony 
from Hon. Jane Holl Lute, Deputy Secretary, U.S. Department of 
Homeland Security; Mr. Anish B. Bhimani, Chairman, Financial 
Services Information Sharing and Analysis Center; Mr. Gary W. 
Hayes, Chief Information Officer, Centerpoint Energy; and 
Ms. Michelle Richardson, Legislative Counsel, American Civil Lib-
erties Union. 

On March 20, 2013, the Subcommittee on Cybersecurity, Infra-
structure Protection, and Security Technologies held a hearing en-
titled ‘‘Cyber Threats from China, Russia and Iran: Protecting 
American Critical Infrastructure.’’ The Subcommittee received tes-
timony from Mr. Frank J. Cilluffo, Director, Homeland Security 
Policy Institute and Co-Director, Cyber Center for National and 
Economic Security, The George Washington University; Mr. Rich-
ard Bejtlich, Chief Security Officer and Security Services Architect, 
Mandiant; Mr. Ilan Berman, Vice President, American Foreign Pol-
icy Council; and Mr. Martin C. Libicki, Senior Management Sci-
entist, RAND Corporation. 

On April 25, 2013, the Subcommittee on Cybersecurity, Infra-
structure Protection, and Security Technologies held a hearing en-
titled ‘‘Striking the Right Balance: Protecting Our Nation’s Critical 
Infrastructure from Cyber Attack and Ensuring Privacy and Civil 
Liberties.’’ The Subcommittee received testimony from Ms. Mary 
Ellen Callahan, Partner, Jenner & Block and Former Chief Privacy 
Officer, U.S. Department of Homeland Security; Ms. Cheri F. 
McGuire, Vice President, Global Government Affairs and Cyberse-
curity Policy, Symantec; and Ms. Harriet Pearson, Partner, Hogan 
Lovells. 

On May 16, 2013, the Subcommittee on Cybersecurity, Infra-
structure Protection, and Security Technologies held a hearing en-
titled ‘‘Facilitating Cyber Threat Information Sharing and 
Partnering with the Private Sector to Protect Critical Infrastruc-
ture: An Assessment of DHS Capabilities.’’ The Subcommittee re-
ceived testimony from Ms. Roberta Stempfley, Acting Assistant 
Secretary, Office of Cybersecurity and Communications, U.S. De-
partment of Homeland Security; Mr. Larry Zelvin, Director, Na-
tional Cybersecurity and Communications Integration Center, U.S. 
Department of Homeland Security; and Mr. Charles K. Edwards, 
Acting Inspector General, U.S. Department of Homeland Security. 
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On July 17, 2013, the Subcommittee on Cybersecurity, Infra-
structure Protection, and Security Technologies and the Committee 
on Oversight and Government Reform’s Subcommittee on Energy 
Policy, Health Care and Entitlements held a joint hearing entitled 
‘‘Evaluating Privacy, Security, and Fraud Concerns with 
ObamaCare’s Information Sharing Apparatus.’’ The Subcommittees 
received testimony from Mr. Alan R. Duncan, Assistant Inspector 
General for Security and Information Technology Services, Inspec-
tor General for Tax Administration, Department of the Treasury; 
Mr. Terence V. Milholland, Chief Technology Officer, Internal Rev-
enue Service; Hon. Danny Werfel, Principal Deputy Commissioner, 
Internal Revenue Service; Hon. Marilyn B. Tavenner, Adminis-
trator, Centers for Medicare and Medicaid Services, U.S. Depart-
ment of Health and Human Services; Mr. Henry Chao, Deputy 
Chief Information Officer, Deputy Director of the Office of Informa-
tion Services, Centers for Medicare and Medicaid Services, U.S. De-
partment of Health and Human Services; and Mr. John Dicken, Di-
rector, Health Care, U.S. Government Accountability Office. 

On July 18, 2013, the Subcommittee on Cybersecurity, Infra-
structure Protection, and Security Technologies held a hearing en-
titled ‘‘Oversight of Executive Order 13636 and Development of the 
Cybersecurity Framework.’’ The Subcommittee received testimony 
from Mr. Robert Kolasky, Director, Implementation Task Force, 
National Protection and Programs Directorate, U.S. Department of 
Homeland Security; Charles H. Romine, PhD, Director, Information 
Technology Laboratory, National Institute of Standards and Tech-
nology, U.S. Department of Commerce; and Eric A. Fischer, PhD, 
Senior Specialist, Science and Technology, Congressional Research 
Service, Library of Congress. 

On September 11, 2013, the Subcommittee on Cybersecurity, In-
frastructure Protection, and Security Technologies held a hearing 
entitled ‘‘The Threat to Americans’ Personal Information: A Look 
into the Security and Reliability of the Health Exchange Data 
Hub.’’ The Subcommittee received testimony from Mr. Michael 
Astrue, Former Social Security Commissioner, Former U.S. Depart-
ment of Health and Human Services General Counsel; Stephen T. 
Parente, Ph.D., Minnesota Insurance Industry Chair of Health Fi-
nance, Director, Medical Industry Leadership Institute and Pro-
fessor, Department of Finance, Carlson School of Management, 
University of Minnesota; Ms. Kay Daly, Assistant Inspector Gen-
eral, Audit Services, U.S. Department of Health and Human Serv-
ices; and Mr. Matt Salo, Executive Director, National Association 
of Medicaid Directors. 

On November 13, 2013, the Full Committee held a hearing enti-
tled ‘‘Cyber Side-Effects: How Secure is the Personal Information 
Entered into the Flawed Healthcare.gov?’’ The Committee received 
testimony from Ms. Roberta ‘‘Bobbie’’ Stempfley, Acting Assistant 
Secretary, Office of Cybersecurity and Communications, U.S. De-
partment of Homeland Security; Ms. Soraya Correa, Associate Di-
rector, Enterprise Services Directorate, U.S. Citizenship and Immi-
gration Services, U.S. Department of Homeland Security; Mr. Luke 
Chung, President, FMS, Inc.; and Mr. Waylon Krush, Chief Execu-
tive Officer, Lunarline, Inc. 
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COMMITTEE CONSIDERATION 

The Committee met on February 5, 2014, to consider H.R. 3696, 
and ordered the measure to be reported to the House with a favor-
able recommendation, amended, by voice vote. The Committee took 
the following actions: 

The Committee adopted H.R. 3696, as amended, by voice vote. 
The following amendments were offered: 

An Amendment in the Nature of a Substitute offered by 
MR. MCCAUL (#1); was AGREED TO by voice vote. 
An amendment to the Amendment in the Nature of a Substitute 
to H.R. 3696 offered by MS. LORETTA SANCHEZ OF CALIFORNIA 
(#1A); further discussion on the amendment was POSPONED. 

Page 12, line 6, strike ‘‘and’’. 
Page 12, line 11, strike the period and insert ‘‘; and’’. 
Page 12, beginning line 12, insert a new subparagraph (F). 

A modified version of an amendment to the Amendment in the Na-
ture of a Substitute to H.R. 3696 offered by MS. LORETTA SANCHEZ 
OF CALIFORNIA (#1A); was WITHDRAWN by unanimous consent. 

Page 12, line 6, strike ‘‘and’’. 
Page 12, line 11, strike the period and insert ‘‘; and’’. 
Page 12, beginning line 12, insert a new subparagraph (F). 

An en bloc amendment to the Amendment in the Nature of a Sub-
stitute to H.R. 3696 offered by MRS. BROOKS (#1B); was AGREED 
TO by voice vote. 

An amendment: 
Page 31, line 19, strike ‘‘and’’. 
Page 32, line 16, strike the period and insert ‘‘; and’’. 
Page 32, beginning line 17, insert the following: ‘‘(12) participate in exercises run 
by the Department’s National Exercise Program, where appropriate.; 
An amendment: 
Page 32, line 18, insert ‘‘, in coordination with the Office of Intelligence and Anal-
ysis of the Department,’’ before ‘‘shall maintain’’.; 
An amendment: 
Page 33, line 16, strike ‘‘and’’. 
Page 33, line 20, strike the period and insert ‘‘;and’’. 
Page 33, beginning line 21, insert the following: 
‘‘(5) assess and evaluate consequence, vulnerability, and threat information re-
garding cyber incidents in coordination with the Office of Emergency Communica-
tions of the Department to help facilitate continuous improvements to the security 
and resiliency of public safety communications networks. 
An amendment: 
Page 37, line 24, strike the close quotes and the second period. 
Page 38, beginning line 1, insert a new subsection entitled ‘(d) Update to Cyber 
Incident Annex to the National Response Framework.’’ 

An en bloc amendment to the Amendment in the Nature of a Sub-
stitute to H.R. 3696 offered by MS. JACKSON LEE (#1C); was 
AGREED TO by voice vote. 

An amendment: 
Page 30, line 3, insert the following (and redesignate subsequent paragraphs ac-
cordingly): 
‘‘(5) collaborate and facilitate discussions with Sector Coordinating Councils, Infor-
mation Sharing and Analysis Centers, Sector Specific Agencies, and relevant crit-
ical infrastructure sectors on the development of prioritized response efforts, if 
necessary, to support the defense and recovery of critical infrastructure from cyber 
incidents; 
An amendment: 
Page 12, line 6, strike ‘‘and’’. 
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Page 12, line 11, strike the period and insert ‘‘; and’’. 
Page 12, beginning line 12, insert the following: 
‘‘(F) conduct outreach to educational institutions, including historically black col-
leges and universities, Hispanic serving institutions, Native American colleges, 
and institutions serving persons with disabilities, to encourage such institutions 
to promote cybersecurity awareness. 
An amendment: 
Page 37, line 19, strike ‘‘and’’. 
Page 37, line 24, strike the close quotes and the first and second periods and in-
sert ‘‘; and’’. 
Page 38, beginning line 1, insert a new paragraph (3). 
An amendment: 
Page 41, beginning line 1, insert a new subsection entitled ‘‘(e) Resources Informa-
tion.’’ 
An amendment: 
Page 53, beginning line 3, insert a new section (and conform the table of contents 
accordingly): entitled ‘‘Sec. 206. Cybersecurity Scholars.’’ 

An amendment to the Amendment in the Nature of a Substitute 
to H.R. 3696 offered by MR. BARBER (#1D); was AGREED TO by 
voice vote. 

Page 11, line 3, insert ‘‘using a risk-based and performance-based approach’’ after 
‘‘Federal civilian information systems’’. 

An amendment to the Amendment in the Nature of a Substitute 
to H.R. 3696 offered by MR. PAYNE (#1E); was AGREED TO by 
voice vote, 

Page 53, beginning line 3, insert a new section entitled ‘‘Sec. 206. National Re-
search Council Study on the Resilience and Reliability of the Nation’s Power 
Grid.’’ 

An amendment to the Amendment in the Nature of a Substitute 
to H.R. 3696 offered by MR. SWALWELL (#1F); was AGREED TO by 
voice vote. 

Page 9, line 12, insert ‘‘national laboratories,’’ before ‘‘critical infrastructure own-
ers’’. 

An amendment to the Amendment in the Nature of a Substitute 
to H.R. 3696 offered by MR. SWALWELL (#1G); was WITHDRAWN 
by unanimous consent, 

Page 49, line 18, insert ‘‘, and, unless otherwise prohibited by law, with respect 
to which the Secretary publishes in the Federal Register an explanation therefor,’’ 
after ‘‘determines’’. 

The Subcommittee on Cybersecurity, Infrastructure Protection, 
and Security Technologies met on January 15, 2014, to consider 
H.R. 3696, and ordered the measure reported to the Full Com-
mittee with a favorable recommendation, amended, by voice vote. 
The Subcommittee took the following actions: 

The Subcommittee agreed to H.R. 3696, as amended, by voice 
vote. 

The following amendments were offered: 
An Amendment by MR. MEEHAN (#1); was AGREED TO by voice 
vote. 

Page 3, line 2, strike ‘‘resulting in’’. 
In section 101, in the proposed amendment to section of the Homeland Security 
Act of 2002, strike the proposed paragraphs (23), (25), and (32), and redesignate 
the proposed paragraphs (24), (26), (27), (28), (29), (30), (31), and (33) as para-
graphs (23) through (30), respectively. 
Page 11, beginning line 24, strike ‘‘ ‘upon request, facilitate and assist risk man-
agement efforts of entities’ ’’ and insert ‘‘ ‘upon request of entities, facilitate and 
assist risk management efforts of such entities’ ’’. 
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Page 12, beginning line 4, strike ‘‘ ‘upon request, provide education and assistance 
to critical infrastructure owners and critical infrastructure operators’ ’’ and insert 
‘‘ ‘upon request of critical infrastructure owners or critical infrastructure opera-
tors, provide education and assistance to such owners and operators’ ’’. 
Page 12, beginning line 18, strike ‘‘ ‘upon request, support critical infrastructure 
owners’ and critical infrastructure operators’ efforts’ ’’ and insert ‘‘ ‘upon request 
of critical infrastructure owners or critical infrastructure operators, support such 
owners’ and operators’ efforts’ ’’. 
Page 13, line 5, insert ‘‘ ‘build upon existing mechanisms to’ ’’ before ‘‘ ‘promote’ ’’. 
Page 13, line 8, strike ‘‘ ‘upon request,’ ’’ and insert ‘‘ ‘upon request of Federal, 
State, and local government entities and private entities,’ ’’. 
Page 16, line 1, insert ‘‘ ‘and partner with’ ’’ before ‘‘ ‘the Sector Coordinating Coun-
cil’ ’’. 
Page 17, beginning line 1, insert a new paragraph entitled ‘‘(C) Limitation.— ’’ 
Page 22, strike lines 1 through 5 and insert a new subsection entitled ‘‘(f) Clear-
ances.—’’ 
Page 22, line 21, insert ‘‘ ‘and implement’ ’’ after ‘‘ ‘develop’ ’’. 
Page 27, line 3, strike ‘‘ ‘(i)’ ’’ and insert ‘‘ ‘(j)’ ’’. 
Page 27, beginning line 3, insert a new subsection entitled ‘‘(i) Recommendations 
Regarding New Agreements.’’ 
Page 44, lines 17 and 22, strike ‘‘ ‘collaboration’ ’’ and insert ‘‘ ‘coordination’ ’’ each 
place it appears. 
Page 48, beginning line 13, strike ‘‘ ‘or business-sensitive information’ ’’ and insert 
‘‘ ‘, business-sensitive information, or other sensitive information’ ’’. 
Page 54, line 6, insert ‘‘(except that this section shall not apply in the case of sec-
tion 202 of this Act and the amendments made by such section 202)’’ before ‘‘do’’. 

An en bloc Amendment by MS. CLARKE (#2); was AGREED TO by 
voice vote. 

An amendment: Add at the end a new title entitled ‘‘Title III—Homeland Security 
Cybersecurity Boots-on-the-Ground.’’ 
An amendment: Page 53, line 25, strike ‘‘the Science and Technology Directorate 
of’’. 

An Amendment by MR. ROGERS OF ALABAMA (#3); was WITH-
DRAWN by unanimous consent. 

Page 53, line 19, strike ‘‘ ‘severely’ ’’. 

An Amendment by MR. HORSFORD (#4); was AGREED TO by voice 
vote. 

Page 43, beginning line 10, strike ‘‘elevate’’ and insert ‘‘protect and maintain oper-
ations in accordance with the Office’s mission to provide incentives for the devel-
opment and deployment of anti-terrorism technologies while elevating’’. 

An Amendment by MR. DAINES (#5); was AGREED TO by voice 
vote. 

Page 32, line 3, strike ‘‘ ‘and’ ’’. 
Page 32, line 7, strike the period at the end and insert ‘‘ ‘; and’ ’’. 
Page 32, beginning line 8, insert a new paragraph (11). 
Page 33, line 19, insert ‘‘ ‘the extent of any personally identifiable information that 
was involved,’’ ’ after ‘‘ ‘breaches,’ ’’. 

An Amendment by MR. PERRY (#6); was AGREED TO by voice 
vote. 

Add at the end of title II a new section entitled ‘‘Sec. 205. Prohibition on the Col-
lection of Personally Identifiable Information for Cybersecurity Purposes.’’ 

COMMITTEE VOTES 

Clause 3(b) of Rule XIII of the Rules of the House of Representa-
tives requires the Committee to list the recorded votes on the mo-
tion to report legislation and amendments thereto. 

No recorded votes were requested during consideration of 
H.R. 3696. 

VerDate Mar 15 2010 04:05 Jul 25, 2014 Jkt 039006 PO 00000 Frm 00026 Fmt 6659 Sfmt 6602 E:\HR\OC\HR550P1.XXX HR550P1sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 R
E

P
O

R
T

S



27 

COMMITTEE OVERSIGHT FINDINGS 

Pursuant to clause 3(c)(1) of Rule XIII of the Rules of the House 
of Representatives, the Committee has held oversight hearings and 
made findings that are reflected in this report. 

NEW BUDGET AUTHORITY, ENTITLEMENT AUTHORITY, AND TAX 
EXPENDITURES 

In compliance with clause 3(c)(2) of Rule XIII of the Rules of the 
House of Representatives, the Committee finds that H.R. 3696, the 
National Cybersecurity and Critical Infrastructure Protection Act 
of 2013, would result in no new or increased budget authority, enti-
tlement authority, or tax expenditures or revenues. 

CONGRESSIONAL BUDGET OFFICE ESTIMATE 

The Committee adopts as its own the cost estimate prepared by 
the Director of the Congressional Budget Office pursuant to section 
402 of the Congressional Budget Act of 1974. 

U.S. CONGRESS, 
CONGRESSIONAL BUDGET OFFICE, 

Washington, DC, April 30, 2014. 
Hon. MICHAEL MCCAUL, 
Chairman, Committee on Homeland Security, 
House of Representatives, Washington, DC. 

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate H.R. 3696, the National Cyberse-
curity and Critical Infrastructure Protection Act of 2014. 

If you wish further details on this estimate, we will be pleased 
to provide them. The CBO staff contact is Jason Wheelock. 

Sincerely, 
DOUGLAS W. ELMENDORF. 

Enclosure. 

H.R. 3696—National Cybersecurity and Critical Infrastructure Pro-
tection Act of 2014 

Summary: H.R. 3696 would amend the Homeland Security Act of 
2002 to require the Secretary of the Department of Homeland Se-
curity (DHS) to conduct cybersecurity activities on behalf of the 
federal government and would codify the role of DHS in preventing 
and responding to cybersecurity incidents involving the Informa-
tion Technology (IT) systems of federal civilian agencies and critical 
infrastructure in the United States. 

Although DHS currently conducts many of the activities covered 
by H.R. 3696 and has received approximately $800 million so far 
in fiscal year 2014 for its cybersecurity activities, some provisions 
in the bill would expand existing programs, provide additional au-
thorities, or add new requirements beyond the agency’s current ef-
forts. Assuming the appropriation of the necessary amounts, CBO 
estimates that implementing the bill would cost an additional $160 
million over the 2015–2019 period. 

Pay-as-you-go procedures do not apply to this legislation because 
it would not affect direct spending or revenues. 
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H.R. 3696 contains no intergovernmental or private-sector man-
dates as defined in the Unfunded Mandates Reform Act (UMRA). 

Estimated cost to the Federal Government: The estimated budg-
etary impact of H.R. 3696 is shown in the following table. The costs 
of this legislation fall within budget function 050 (national de-
fense). 

By fiscal year, in millions of dollars—— 

2015 2016 2017 2018 2019 2015– 
2019 

CHANGES IN SPENDING SUBJECT TO APPROPRIATION 
Funding for Information Sharing and Analysis Centers 

Estimated Authorization Level ............................................. 25 25 0 0 0 50 
Estimated Outlays ............................................................... 9 18 16 7 0 50 

DHS Cybersecurity Personnel and Authorities 
Estimated Authorization Level ............................................. 0 26 25 26 30 106 
Estimated Outlays ............................................................... 0 23 25 26 30 104 

Information Technology Scholarships 
Estimated Authorization Level ............................................. * 1 1 1 1 4 
Estimated Outlays ............................................................... * 1 1 1 1 4 

Homeland Security Cybersecurity Boots on the Ground Act 
Estimated Authorization Level ............................................. * * * * * 2 
Estimated Outlays ............................................................... * * * * * 2 
Total Changes.

Estimated Authorization Level .................................... 25 50 26 27 31 162 
Estimated Outlays ...................................................... 9 42 42 34 31 160 

Note: Numbers may not sum to totals because of rounding; DHS = Department of Homeland Security; * = less than $500,000. 

Basis of estimate: For this estimate, CBO assumes that the bill 
will be enacted near the beginning of fiscal year 2015 and that 
spending will follow historical patterns for similar activities. 

Funding for Information Sharing and Analysis Centers 
Section 103 would require that at least $25 million of the funds 

provided to DHS’s Office of Cybersecurity and Communications in 
fiscal years 2014 to 2016 be used to support the presence of Infor-
mation Sharing Analysis Centers (ISAC) at DHS’s National Cyber-
security and Communications Integration Center (NCCIC). ISACs 
are private centers that serve as conduits for passing cybersecurity 
and other information between DHS and private organizations. 
They are also responsible for coordinating the response of the pri-
vate sector and the federal government to cybersecurity incidents 
and other events affecting the nation’s critical infrastructure. At 
present, there is no dedicated funding provided to support the oper-
ations of such centers at the NCCIC and amounts spent for such 
purposes are insignificant. 

H.R. 3696 also would require that DHS recognize at least one 
ISAC for each of the 16 critical infrastructure sectors listed in the 
bill. Because we assume that H.R. 3696 will be enacted near the 
beginning of fiscal year 2015, CBO estimates that implementing 
this provision would have no cost in 2014, but would cost $50 mil-
lion over the 2015–2018 period, assuming that appropriations of 
$25 million are provided for such purposes in 2015 and 2016. 

DHS Cybersecurity Personnel Authorities 
Section 302 would provide DHS with enhanced authorities for 

hiring and compensating DHS employees who perform cybersecu-
rity functions in support of federal civilian agencies and critical in-
frastructure. Under those authorities, DHS could convert eligible 
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positions to the excepted service and would have expanded flexi-
bility in determining pay and bonuses for employees in those posi-
tions. (Excepted service authorities allow for expediting the hiring 
of individuals into federal service by allowing agencies to fill posi-
tions without following the procedures, rules, and classifications re-
quired for hiring employees into the competitive service.) 

The Transportation Security Administration (TSA) has hiring 
and pay authorities similar to those that would be provided under 
section 302. CBO analysed data from the Office of Personnel Man-
agement for TSA employees in the field of information technology 
management and found that, after accounting for years of service 
and education, employees in that category earned about 15 percent 
more at TSA than elsewhere at DHS. On that basis, CBO antici-
pates that pay for positions established in the excepted service 
under this proposal would increase by about 15 percent above cur-
rent levels. 

According to DHS, approximately 1,500 employees, mostly in 
grades GS–13, GS–14, and GS–15, would be transitioned into a 
new pay plan for cybersecurity specialists under this provision. 
However, CBO estimates that 100 of those individuals are in TSA, 
and would not see a pay increase under the plan. For the remain-
ing 1,400 employees, based on the difference in pay and the num-
ber and grades of the employees to be transitioned, CBO estimates 
that implementing this provision would cost $104 million over the 
2016–2019 period, assuming the appropriation of the necessary 
amounts. 

Information Technology Scholarships 
Section 302 also would authorize DHS to establish a scholarship 

program similar to the Information Assurance Scholarship Pro-
gram (IASP) of the Department of Defense (DoD). 

The IASP is designed to assist DoD in recruiting and retaining 
IT personnel in the field of information assurance. The program 
currently has about 100 participants, and awards scholarships and 
stipends to both undergraduate and graduate students. Based on 
information about the size and cost of the DoD program, CBO esti-
mates that DHS would provide scholarships and stipends to about 
20 people a year at a cost of $4 million over the 2015–2019 period, 
assuming appropriation of the necessary amounts. 

Homeland Security Cybersecurity Boots on the Ground Act 
Section 301 would require DHS to maintain documentation 

verifying that contractors who serve in cybersecurity roles at DHS 
have received the training necessary to perform their assigned re-
sponsibilities. CBO anticipates that effort would require additional 
staffing and resources. Based on the cost of similar personnel, CBO 
estimates that implementing that requirement would cost approxi-
mately $2 million over the 2015–2019 period, subject to the avail-
ability of appropriated funds. 

Pay-As-You-Go considerations: None. 
Intergovernmental and private-sector impact: H.R. 3696 contains 

no intergovernmental or private-sector mandates as defined in 
UMRA. 
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Estimate prepared by: Federal Costs: Jason Wheelock; Impact on 
state, local, and tribal governments: Melissa Merrell; Impact on the 
private sector: Elizabeth Bass. 

Estimate approved by: Theresa Gullo, Deputy Assistant Director 
for Budget Analysis. 

STATEMENT OF GENERAL PERFORMANCE GOALS AND OBJECTIVES 

Pursuant to clause 3(c)(4) of Rule XIII of the Rules of the House 
of Representatives, H.R. 3696 contains the following general per-
formance goals and objectives, including outcome related goals and 
objectives authorized. 

H.R. 3696 will strengthen the National Cybersecurity and Com-
munications Integration Center (NCCIC), a Federal civilian, trans-
parent interface to facilitate real-time cyber threat information 
sharing across critical infrastructure sectors. In furtherance of fos-
tering an effective partnership between private industry and the 
Department, H.R. 3696 directs DHS to leverage industry-led orga-
nizations to facilitate critical infrastructure protection and incident 
response, as appropriate. H.R. 3696 also seeks to enable the De-
partment to provide timely technical assistance, crisis manage-
ment, and actionable recommendations on cyber threats to critical 
infrastructure owners and operators on a voluntary basis, will en-
sure that a National Cybersecurity Incident Response Plan is de-
veloped and exercised, and will clarify DHS’ operational informa-
tion security activities to protect and ensure the integrity and resil-
iency of all Federal civilian information systems and networks op-
erating in the ‘‘.gov’’ domain. H.R. 3696 will also clarify that cyber-
security technologies and services may be certified by the DHS 
SAFETY Act Office so private entities can voluntarily submit their 
cybersecurity procedures to the SAFETY Act Office. Additionally, 
H.R. 3696 establishes another liability protection threshold in the 
event of a ‘‘qualifying cyber incident’’ under the SAFETY Act. 

Finally, H.R. 3696 recognizes that for DHS to fulfill its cyberse-
curity responsibilities, it needs to recruit, develop, and retain a 
cadre of professionals with cyber skills. To that end, H.R. 3696 re-
quires DHS to develop a comprehensive workforce assessment and 
strategy to address gaps in the Nation’s cybersecurity workforce. 
Additionally, it provides special hiring authority to ensure that the 
Department can compete with other Federal and private sector em-
ployers for talented cyber professionals. 

CONGRESSIONAL EARMARKS, LIMITED TAX BENEFITS, AND LIMITED 
TARIFF BENEFITS 

In compliance with Rule XXI of the Rules of the House of Rep-
resentatives, this bill, as reported, contains no congressional ear-
marks, limited tax benefits, or limited tariff benefits as defined in 
clause 9(e), 9(f), or 9(g) of the Rule XXI. 

FEDERAL MANDATES STATEMENT 

The Committee adopts as its own the estimate of Federal man-
dates prepared by the Director of the Congressional Budget Office 
pursuant to section 423 of the Unfunded Mandates Reform Act. 
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PREEMPTION CLARIFICATION 

In compliance with section 423 of the Congressional Budget Act 
of 1974, requiring the report of any Committee on a bill or joint 
resolution to include a statement on the extent to which the bill or 
joint resolution is intended to preempt State, local, or Tribal law, 
the Committee finds that H.R. 3696 does not preempt any State, 
local, or Tribal law. 

ADVISORY COMMITTEE STATEMENT 

No advisory committees within the meaning of section 5(b) of the 
Federal Advisory Committee Act were created by this legislation. 

APPLICABILITY TO LEGISLATIVE BRANCH 

The Committee finds that the legislation does not relate to the 
terms and conditions of employment or access to public services or 
accommodations within the meaning of section 102(b)(3) of the Con-
gressional Accountability Act. 

SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION 

Section 1. Short Title. 
This section provides that bill may be cited as the ‘‘National Cy-

bersecurity and Critical Infrastructure Protection Act of 2014’’ or 
the ‘‘NCCIP Act’’. 
Sec. 2. Table of Contents. 

This section details the contents of this legislation. 

TITLE I—SECURING THE NATION AGAINST CYBER ATTACK 

Sec. 101. Homeland Security Act of 2002 definitions. 
This section defines certain terminology used in this legislation, 

including definitions for ‘‘critical infrastructure’’, ‘‘critical infra-
structure owner’’, ‘‘critical infrastructure operator’’, ‘‘cyber inci-
dent’’, ‘‘cybersecurity mission’’, ‘‘cybersecurity purpose’’, ‘‘cyber 
threat’’, ‘‘cyber threat information’’, ‘‘Federal civilian information 
systems’’, ‘‘information security’’, ‘‘information system’’, ‘‘private en-
tity’’, and ‘‘shared situational awareness’’. 
Sec. 102. Enhancement of cybersecurity. 

This section requires the Secretary of Homeland Security, in col-
laboration with other appropriate Federal Government entities, to 
conduct cybersecurity activities to provide shared situational 
awareness and enable real-time, integrated, and operational ac-
tions to protect from, prevent, mitigate, respond to, and recover 
from cyber incidents. 

The Federal Government continues to make progress building up 
the Nation’s cybersecurity capabilities and increasing collaboration 
across the various Federal agencies that have responsibility for cy-
bersecurity matters. Over the past several years, this interagency 
collaboration has evolved, solidifying the U.S. Federal Cybersecu-
rity Operations Team in three Federal departments—the Depart-
ment of Homeland Security (DHS), the Department of Justice 
(DOJ), and the Department of Defense (DoD). Executive Order 
13636, Improving Critical Infrastructure Cybersecurity, issued Feb-
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ruary 2013, states that ‘‘ . . . the Attorney General, the Secretary 
of Homeland Security, and the Director of National Intelligence 
shall each issue instructions consistent with their authorities . . . 
to ensure the timely production of unclassified reports of cyber 
threats to the U.S. homeland that identify a specific targeted enti-
ty.’’ The U.S. Federal Cybersecurity Operations Team takes a 
whole-of-government and collaborative approach to increasing co-
ordination across Federal agencies and is meant to ensure the Na-
tion’s cybersecurity capabilities are effective, agile, and responsive 
to the evolving cybersecurity threat to the United States. In order 
to properly function and meet the cybersecurity mission needs of 
the Federal Government, this capability must allow for shared situ-
ational awareness that enables real-time and integrated oper-
ational actions under each department’s respective authorities. 
Broadly, the National roles and responsibilities for cybersecurity 
are as follows: 

• The Department of Homeland Security—Lead for Protection; 
• The Department of Justice—Lead for Investigation; and 
• The Department of Defense—Lead for National Defense. 
The Committee expects the National Cybersecurity and Commu-

nications Integration Center (NCCIC) within the Department of 
Homeland Security to be the Federal civilian entity that collabo-
rates with the U.S. Federal Cybersecurity Operations Team and 
provides shared situational awareness to the Department of Justice 
and the Department of Defense to enable real-time, integrated, and 
operational actions to protect from, prevent, mitigate, respond to, 
and recover from cyber incidents. 

Executive Order 13636, Section 4, states that ‘‘the Secretary [of 
Homeland Security] and the Attorney General, in coordination with 
the Director of National Intelligence, shall establish a process that 
rapidly disseminates the reports produced . . . to the targeted enti-
ty.’’ Further, ‘‘the Secretary [of Homeland Security] and the Attor-
ney General, in coordination with the Director of National Intel-
ligence, shall establish a system for tracking the production, dis-
semination, and disposition of these reports.’’ 

SUBTITLE C—CYBERSECURITY AND INFORMATION SHARING 

Sec. 103. Protection of critical infrastructure and information 
sharing. 

(a) Protection of Critical Infrastructure 
This subsection requires the Secretary of Homeland Security to 

coordinate, on an ongoing basis, with Federal, State, and local gov-
ernments, National Laboratories, critical infrastructure owners, 
critical infrastructure operators, and other cross sector coordinating 
entities to: (1) Facilitate a national effort to strengthen and main-
tain secure and resilient critical infrastructure; (2) ensure DHS 
policies and procedures enable real-time, actionable, and relevant 
cyber threat information sharing; (3) seek industry sector-specific 
expertise; (4) reduce vulnerabilities, identify and disrupt threats, 
minimize consequences, and provide education and assistance to 
critical infrastructure owners and operators to strengthen the secu-
rity and resiliency of the Nation’s critical infrastructure; and (5) co-
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ordinate a research and development strategy to promote advance-
ments and innovation in cybersecurity technologies. 

Additionally, the Secretary is directed to manage Federal efforts 
to secure, protect, and ensure the resiliency of Federal civilian in-
formation systems, and promote a national awareness effort to edu-
cate the general public on the importance of securing information 
systems. 

The Committee expects the Secretary to direct the National Cy-
bersecurity and Communications Integration Center within the De-
partment to act as a Federal civilian entity to provide multi-direc-
tional sharing of real-time, actionable, and relevant cyber threat in-
formation. Finally, the Secretary is directed to facilitate cyber inci-
dent response and recovery assistance and engage international 
and educational partners to promote cybersecurity awareness and 
strengthen the security and resiliency of critical infrastructure. 

Nothing in this section requires any private entity to request as-
sistance from the Secretary, nor does it require any private entity 
requesting assistance to implement any measure or recommenda-
tion suggested by the Secretary. 

The Nation’s critical infrastructure provides the vital services 
that fuel the U.S. economy, ensures public health and safety, and 
preserves American culture and way of life. Today, critical infra-
structure owners and operators are increasingly leveraging infor-
mation technology (IT) systems and connecting to the Internet to 
increase their efficiency and productivity. While such technological 
advancements offers many benefits, cyberspace is also a highly 
interconnected and complex domain with inherent vulnerabilities 
that when compromised could be both disruptive and destructive to 
critical information systems. Adding to the complexity, an increas-
ingly interconnected society with interdependent and distributed 
information systems transcends across sectors and could cause cas-
cading and consequential impacts to other critical infrastructure 
sectors. The Committee agrees with the provision in Executive 
Order 13636 that states, ‘‘It is the policy of the United States to 
enhance the security and resilience of the Nation’s critical infra-
structure and to maintain a cyber environment that encourages ef-
ficiency, innovation, and economic prosperity while promoting safe-
ty, security, business confidentiality, privacy, and civil liberties.’’ 

Within the private sector, individual corporations and business 
entities are responsible for securing their own IT systems. Most 
critical infrastructure within the U.S. is owned and operated by 
private entities, so the security of this critical infrastructure is ulti-
mately the responsibility of those private entities. That said, many 
sectors of critical infrastructure (e.g. energy, financial) are already 
regulated by the U.S. government and are subject to security over-
sight, both physical security and cybersecurity. While a good num-
ber of private entities and critical infrastructure owners and opera-
tors have already made significant investments and efforts in man-
aging their own cybersecurity risks and vulnerabilities, many other 
entities, including many small and medium sized businesses, have 
limited resources or are just now beginning to understand the 
growing cybersecurity risks they face. 

Today, criminals, hacktivists, terrorists, and nation-state actors, 
such as Russia, China and Iran, increasingly use sophisticated 
malware and take relentless efforts to disrupt or destroy U.S. crit-
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ical infrastructure, which has left many of these entities to defend 
against these threats themselves. According to Executive Order 
13636, ‘‘repeated cyber intrusions into critical infrastructure dem-
onstrate the need for improved cybersecurity. The cyber threat to 
critical infrastructure continues to grow and represents one of the 
most serious national security challenges we must confront.’’ 

With our Nation’s critical infrastructure so vital to our National 
security, economic stability and public safety, greater collaboration 
and a national unity of effort is needed between the public and pri-
vate sector and across all sectors to strengthen and maintain se-
cure, functioning, and resilient critical infrastructure from cyber 
threats. The Committee believes that providing public education 
and voluntary assistance to private entities can help business own-
ers and operators of critical infrastructure to more effectively man-
age their cybersecurity risk. Recognizing the importance of sharing 
security best practices and cyber threat information, the Depart-
ment of Homeland Security continues to facilitate such communica-
tions among and between each of these critical infrastructure sec-
tors. 
(b) Critical Infrastructure Sectors 

This section requires the Secretary to designate critical infra-
structure sectors, which may change, or include subdivisions within 
sectors as needs arise. 

Title II of the Homeland Security Act of 2002 (Pub. L. 107–296) 
sets forth the Department of Homeland Security’s responsibilities 
for critical infrastructure protection. For the last decade, the Home-
land Security Presidential Directive 7 (HSPD–7), issued December 
17, 2003, established the national policy for Federal departments 
and agencies to identify and prioritize United States critical infra-
structure and key resources and to protect them from terrorist at-
tacks. HSPD–7 states ‘‘In carrying out the functions assigned in 
the Homeland Security Act of 2002, the Secretary shall be respon-
sible for coordinating the overall national effort to enhance the pro-
tection of the critical infrastructure and key resources of the 
United States. The Secretary shall serve as the principal Federal 
official to lead, integrate, and coordinate implementation of efforts 
among Federal departments and agencies, State and local govern-
ments, and the private sector to protect critical infrastructure and 
key resources.’’ 

In February 2013, the Administration issued Presidential Policy 
Directive-21 (PPD–21), which replaced HSPD–7. As in HSPD–7, 
PPD–21 provides, ‘‘the Secretary of Homeland Security shall pro-
vide strategic guidance, promote a national unity of effort, and co-
ordinate the overall Federal effort to promote the security and re-
silience of the Nation’s critical infrastructure. In carrying out the 
responsibilities assigned in the Homeland Security Act of 2002, as 
amended, the Secretary of Homeland Security evaluates national 
capabilities, opportunities, and challenges in protecting critical in-
frastructure; analyzes threats to, vulnerabilities of, and potential 
consequences from all hazards on critical infrastructure; identifies 
security and resilience functions that are necessary for effective 
public-private engagement with all critical infrastructure sectors; 
develops a national plan and metrics, in coordination with (Sector 
Specific Agencies) SSAs and other critical infrastructure partners; 
integrates and coordinates Federal cross-sector security and resil-
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ience activities; identifies and analyzes key interdependencies 
among critical infrastructure sectors; and reports on the effective-
ness of national efforts to strengthen the Nation’s security and re-
silience posture for critical infrastructure.’’ 

In accordance with the Homeland Security Act of 2002, and pur-
suant to the requirements set forth by the President in HSPD–7 
and PPD–21, in 2006, and subsequently in 2009 and 2013, the De-
partment of Homeland Security in its role as coordinator for infra-
structure protection issued the National Infrastructure Protection 
Plan (NIPP). The 2013 version of the NIPP is based on the evo-
lution and maturation of the public-private partnership framework 
to facilitate a national effort in protecting U.S. critical infrastruc-
ture. It provides an integrated and collaborative approach of our 
national effort to share threat information, manage risks, reduce 
vulnerabilities, minimize consequences, and respond and recover 
from incidents affecting critical infrastructure. According to the 
Government Accountability Office, ‘‘the NIPP is intended to provide 
the framework for a coordinated national approach to address the 
full range of physical, cyber, and human threats and vulnerabilities 
that pose risks to the nation’s critical infrastructure. The NIPP re-
lies on a sector partnership platform as the primary means of co-
ordinating government and private sector critical infrastructure 
protection efforts. Under this model, each sector has both a govern-
ment council and a private sector council to address sector-specific 
planning and coordination.’’ The Committee expects that the NIPP 
framework, which has been supported by the private sector since 
its inception, will continue to be the public-private partnership 
model that governs our efforts in protecting the Nation’s critical in-
frastructure from a cyber attack. 

PPD–21 and the updated NIPP organizes critical infrastructure 
into 16 critical infrastructure sectors with the Secretary of Home-
land Security periodically evaluating the need for and approving 
changes to critical infrastructure sectors. The Committee expects 
that critical infrastructure sectors will change overtime due to tech-
nological advancements and a changing economy. The critical infra-
structure sectors are the following: 

1. Food and Agriculture 
2. Financial Services 
3. Chemical 
4. Commercial Facilities 
5. Communications 
6. Critical Manufacturing 
7. Dams 
8. Defense Industrial Base 
9. Emergency Services 
10. Energy 
11. Government Facilities 
12. Healthcare and Public Health 
13. Information Technology 
14. Nuclear Reactors, Materials and Waste 
15. Transportation Systems 
16. Water and Wastewater Systems 

(c) Sector Specific Agencies 
This subsection requires the Secretary, in collaboration with the 

relevant critical infrastructure sector and the heads of other appro-
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priate Federal agencies, to recognize the Federal agency designated 
as of November 1, 2013, as the ‘‘Sector-Specific Agency’’ for each 
critical infrastructure sector. There are 16 different critical infra-
structure sectors that each has a designated Sector Specific Agency 
(SSA). Each SSA is responsible for collaborating with private sector 
partners and encouraging voluntary information sharing and anal-
ysis within each sector. The designated agency will support the se-
curity and resiliency activities of the sector and provide institu-
tional knowledge and specialized expertise to relevant critical infra-
structure sectors. 

The Committee expects that this policy will be carried out in ac-
cordance with PPD–21 which states, ‘‘Recognizing existing statu-
tory or regulatory authorities of specific Federal departments and 
agencies, and leveraging existing sector familiarity and relations, 
Sector Specific Agencies shall carry out the following roles and re-
sponsibilities for their respective sectors: 1) As part of the broader 
national effort to strengthen the security and resilience of critical 
infrastructure, coordinate with the Department of Homeland Secu-
rity (DHS) and other relevant Federal departments and agencies, 
and collaborate with critical infrastructure owners and operators 
. . .’’ 

H.R. 3696 does not alter or modify the current relationships be-
tween existing critical infrastructure sectors and their respective 
Sector-Specific Agencies. The following designated Sector-Specific 
Agencies for each critical infrastructure sector are the following: 

T4Critical Infrastructure Sector 

CRITICAL INFRASTRUCTURE SECTOR SECTOR SPECIFIC AGENCY 

Food and Agriculture ................................ Department of Agriculture 
Department of Health and Human Serv-

ices 
Financial Services ..................................... Department of the Treasury 
Chemical .................................................... Department of Homeland Security 
Commercial Facilities ............................... Department of Homeland Security 
Communications ........................................ Department of Homeland Security 
Critical Manufacturing ............................. Department of Homeland Security 
Dams .......................................................... Department of Homeland Security 
Defense Industrial Base ........................... Department of Defense 
Emergency Services .................................. Department of Homeland Security 
Energy ........................................................ Department of Energy 
Government Facilities ............................... Department of Homeland Security 

General Services Administration 
Healthcare and Public Health Services ... Department of Health and Human Serv-

ices 
Information Technology ............................ Department of Homeland Security 
Nuclear Reactors, Materials, and Waste Department of Homeland Security 
Transportation Systems ............................ Department of Homeland Security 
Water and Wastewater Systems .............. Environmental Protection Agency 

(d) Sector Coordinating Councils 
This subsection directs the Secretary, in collaboration with each 

critical infrastructure sector and the relevant Sector Specific Agen-

VerDate Mar 15 2010 04:05 Jul 25, 2014 Jkt 039006 PO 00000 Frm 00036 Fmt 6659 Sfmt 6602 E:\HR\OC\HR550P1.XXX HR550P1sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 R
E

P
O

R
T

S



37 

cy, to recognize and partner with the Sector Coordinating Council 
(SCC) for each critical infrastructure sector. The recognized Sector 
Coordinating Councils will serve as the primary industry-led policy, 
planning, and communications entities for coordination with the 
Department, the relevant Sector-Specific Agencies, and relevant In-
formation Sharing and Analysis Centers, and will be comprised of 
relevant small, medium, and large critical infrastructure owners 
and operators, private entities, and representative trade associa-
tions. The Secretary has no role in the determination of member-
ship of any Sector Coordinating Council. The Committee expects 
each Sector Coordinating Council to establish its own governance 
and operating procedures to coordinate with the Department and 
any relevant Information Sharing Analysis Centers, and identify 
gaps concerning infrastructure protection to help inform research 
and development. 

Each critical infrastructure sector has a Sector Coordinating 
Council to serve as an organizational entity to more effectively co-
ordinate cybersecurity activities amongst the sector, the Depart-
ment of Homeland Security, and with each relevant Sector Specific 
Agency. The Committee believes that in order to have a productive 
and collaborative public-private partnership all parties need clarity 
about the terms of the partnership and each should have a clear 
understanding of each other’s roles and responsibilities. In the 
event of a cyber attack, ambiguity in respective roles and respon-
sibilities could delay and obstruct a coordinated response and the 
ability to quickly respond and recover from a cyber incident. 
(e) Sector Information Sharing and Analysis Centers 

This subsection requires the Secretary, in collaboration with the 
relevant Sector Coordinating Council (SCC) and the critical infra-
structure sector represented by the Council and in coordination 
with the relevant Sector Specific Agency, to recognize at least one 
official Information Sharing and Analysis Center (ISAC) for each 
critical infrastructure sector. The Committee does not expect this 
subsection to preclude any other ISAC from having an information 
sharing relationship with the NCCIC. The ISACs will serve as an 
information sharing resource for each sector and promote on-going 
multi-directional sharing of real-time, relevant, and actionable 
cyber threat information and analysis by and among each sector, 
the Department, Sector-Specific Agencies, and other critical infra-
structure ISACs. The ISACs serve as the primary private sector 
interface with the NCCIC. 

This subsection reallocates funds, a minimum of $25,000,000 per 
year for three years, from the Cybersecurity and Communications 
Office for operations support at the NCCIC for all recognized 
ISACs. 

The concept of ISACs for each critical infrastructure sector was 
first developed in the late 1990’s during the Clinton Administration 
and articulated in Presidential Decision Directive (PDD)–63. While 
some sectors such as Financial Services, Information Technology 
and Communications have more mature ISACs, other sectors have 
ISACs at varying levels of maturity ranging from fully functional 
to non-existent. The Committee expects that the most mature sec-
tor ISACs will serve as an operational model for other less mature 
sector ISACs. Additionally, the Committee believes that enhanced 
participation from all critical infrastructure ISACs would signifi-
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cantly increase the quality and quantity of multi-directional infor-
mation sharing between the public and private sector. 

Today, there are a limited amount of critical infrastructure sec-
tors that are permanent residents on the floor of the NCCIC. The 
Committee staff has heard from many ISACs who wish to have a 
presence on the NCCIC floor but do not have the funding or mecha-
nisms in place to do so. The Committee believes there is significant 
value having all critical infrastructure sectors represented on the 
NCCIC floor. This would not only increase real-time information 
sharing and threat analysis, but also help foster stronger partner-
ships across all 16 critical infrastructure sectors. Accordingly, the 
bill provides an allocation of funding to support recognized ISACs 
at the NCCIC. It should be noted that similar funding was pro-
vided to several ISACs at the early stages of their creation. 
(f) Clearances 

This subsection requires the Secretary to expedite the security 
clearance process for appropriate members of the Sector Coordi-
nating Councils, the ISACs, as well as any appropriate critical in-
frastructure owners and operators and any other person deter-
mined by the Secretary. 

The Secretary of Homeland Security, as the Executive Agent for 
the Classified National Security Information Program established 
under Executive Order 13549 of August 18, 2010, shall expedite 
the processing of security clearances to appropriate personnel em-
ployed by critical infrastructure owners and operators. 

The Committee has heard from many critical infrastructure own-
ers and operators who are currently members of ISACs and SCCs 
and who have requested security clearances so that they can re-
ceive classified cybersecurity threat information. Unfortunately, 
these requests are not always processed in a timely fashion, there-
by impeding the ability for need-to-know critical infrastructure 
owners and operators to receive such information and take the nec-
essary action to defend their information systems from cyber 
threats. A cornerstone of this legislation is the public-private part-
nership between government and the private sector. Expediting se-
curity clearances will further build a more collaborative partner-
ship in addressing cybersecurity threats to U.S. critical infrastruc-
ture. 
(g) Public-Private Collaboration 

This subsection requires the Secretary to collaborate with the 
Sector Specific Agencies, Sector Coordinating Councils, and critical 
infrastructure sectors to analyze and evaluate the current public- 
private partnership model and to ensure development and imple-
mentation of continuous and effective interactions among the par-
ties. Critical infrastructure sectors are to have a reasonable period 
of time to review and comment on all jointly produced materials. 

With the Department filling the role as coordinator, it is impor-
tant that a functioning and mutually beneficial partnership be de-
veloped between the Federal Government and the various other 
sector specific agencies and the private sector owners and operators 
of critical infrastructure. 

The public-private partnership remains a key part of the Nation’s 
efforts to secure and protect its critical cyber-reliant infrastructure. 
If properly developed and implemented, the public-private partner-
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ship model for cybersecurity can be leveraged to improve the cul-
ture of security and the willingness of the private sector partners 
to secure their critical infrastructure so vital to our country. 

The partnership envisioned by the NIPP not only allows for, but 
depends upon, robust coordination and information sharing be-
tween the government and private sector owners and operators of 
critical infrastructure. The NIPP states, ‘‘Efficient information- 
sharing and information-protection processes based on mutually 
beneficial trusted relationships help ensure implementation of ef-
fective, coordinated, and integrated CIKR (critical infrastructure 
and key resources) protection programs and activities. Information 
sharing enables both government and private sector partners to as-
sess events accurately, formulate risk assessments, and determine 
appropriate courses of action.’’ 

Approximately 85 percent of the Nation’s critical infrastructure 
is owned by the private sector. Physical and cybersecurity of our 
Nation’s critical infrastructure must be carried out in a collabo-
rative partnership between the government and the private sector. 
The Committee has received information and testimony that there 
was more of a constructive partnership between the government 
and the private sector back when the National Infrastructure Pro-
tection Plan was first established than there is today. This provi-
sion seeks to recalibrate the relationship as an effective partner-
ship. 
(h) Protection of Federal Civilian Information Systems 

This subsection requires the Secretary to administer the oper-
ational information security activities and functions to protect and 
ensure the resiliency of all Federal civilian information systems. 
This subsection codifies the authorities given to the Department on 
July 6, 2010 in the Office of Management and Budget Memo-
randum M–10–28, ‘‘Clarifying Cybersecurity Responsibilities and 
Activities of the Executive Office of the President and the Depart-
ment of Homeland Security.’’ It also codified the authorities given 
to the Department on January 8, 2008, in the National Security 
Presidential Directive (NSPD–54) and the Homeland Security Pres-
idential Directive (HSPD–23). The Secretary will, in coordination 
with the heads of other Federal civilian agencies, develop issue and 
oversee the implementation and compliance of all operational infor-
mation security policies; administer Federal Government-wide ef-
forts to develop and provide adequate information security capabili-
ties; establish and sustain continuous diagnostics to aggregate data 
and identify and prioritize the mitigation of cyber vulnerabilities; 
develop and operate intrusion capabilities to defend Federal civil-
ian information systems from cyber threats; develop and conduct 
targeted risk assessments; develop and provide technical assist-
ance; review operational information security activities annually, 
develop minimum technology neutral operational requirements; de-
velop agency reporting requirements to the National Cybersecurity 
and Communications Integration Center (NCCIC); develop tech-
nology neutral performance requirements and metrics; implement 
training requirements that include industry recognized certifi-
cations; and develop training requirements regarding privacy, civil 
liberties oversight. This subsection authorizes the Secretary to 
enter into contracts or other agreements to carry out this sub-
section; however, no cause of action shall exist against private enti-
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ties for assistance provided to the Secretary in accordance with this 
section. 

On July 6, 2010, OMB issued Memorandum M–10–28 (the 
Memorandum) that bifurcated OMB and DHS’ role in the protec-
tion of Federal civilian information systems. This was a result of 
OMB not having the capabilities nor having the resources to under-
take the monumental task of facilitating the flow of breach infor-
mation across the .gov domain. In fact, OMB currently only has the 
equivalent of two full-time employees responsible for managing the 
security of Federal civilian government information networks. 

Pursuant to the Memorandum, DHS has primary responsibility 
within the executive branch for the operational aspects of Federal 
agency cybersecurity and is responsible for overseeing the protec-
tion of the .gov domain. Additionally, DHS is directly responsible 
for overseeing the development of Federal civilian agencies’ cyber-
security programs, including monitoring and incident response. The 
memorandum also states that DHS activities will include: 

1. overseeing the government-wide and agency-specific imple-
mentation of and reporting on cybersecurity policies and guid-
ance; 

2. overseeing and assisting government-wide and agency-specific 
efforts to provide adequate, risk-based and cost-effective cy-
bersecurity; 

3. overseeing the agencies’ compliance with Federal Information 
Security Management Act (FISMA) and developing analyses 
for OMB to assist in the development of the FISMA annual 
report; 

4. overseeing the agencies’ cybersecurity operations and incident 
response and providing appropriate assistance; and 

5. annually reviewing the agencies’ cybersecurity programs. 
On January 8, 2008, the Administration released the directive 

that established the United States policy, strategy, guidelines, and 
implementation actions to secure cyberspace. The Directive 
strengthened and augmented existing policies for protecting the se-
curity and privacy of information entrusted to the Federal Govern-
ment and clarifies roles and responsibilities of Federal agencies re-
lating to cybersecurity. 

The Directive clarifies Federal roles and responsibilities in cyber-
space and states. ‘‘the Secretary of Homeland Security shall lead 
the National effort to protect, defend, and reduce vulnerabilities of 
Federal systems.’’ Specifically, ‘‘the Secretary of Homeland Security 
shall: 

‘‘(a) Manage and oversee, through US—CERT, the external ac-
cess points, including access to the Internet, for all Federal sys-
tems; 

‘‘(b) Provide consolidated intrusion detection, incident analysis, 
and cyber response capabilities to protect Federal agencies’ exter-
nal access points, including access to the Internet, for all Federal 
systems; 

‘‘(c) In coordination with the Director of OMB, set minimum oper-
ational standards for Federal Government Network Operations 
Centers (NOCs) and Security Operations Centers (SOCs) that en-
able DHS, through US–CERT, to direct the operation and defense 
of external access points, including Internet access points, for all 
Federal systems, which the Secretary will certify and enforce; 
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‘‘(d) Utilize the National Infrastructure Protection Plan process, 
in accordance with HSPD–7, to disseminate cyber threat, vulner-
ability, mitigation, and warning information to improve the secu-
rity and protection of critical infrastructure networks owned or op-
erated by Federal agencies; State, local, and tribal governments; 
private industry; academia; and international partners.’’ 

Additionally, the Directive states, ‘‘the heads of all Federal agen-
cies, to the extent permitted by law and necessary for the effective 
implementation of the cybersecurity mission, shall support and col-
laborate with the Secretary of Homeland Security. Further, all Fed-
eral agencies shall align their own network operations and defense 
capabilities to provide DHS with visibility and insight into the sta-
tus of their Federal systems and shall respond to DHS direction in 
areas related to network security, allowing DHS to effectively pro-
tect the Federal Government network enterprise. Federal agencies 
shall continue to execute their responsibilities to protect and de-
fend their networks.’’ 

According to testimony by the Government Accountability Office 
(GAO) on May 7, 2014, ‘‘ we [GAO] agree that DHS should play a 
role in the operational aspects of federal cybersecurity. We [GAO] 
suggested in February 2013 that Congress consider legislation that 
would clarify roles and responsibilities for implementing and over-
seeing federal information security programs and for protecting the 
nation’s critical assets.’’ 

According to the Administration’s May 2011 Cybersecurity Legis-
lative Proposal, it calls for Congress to provide DHS with clear 
statutory authority to carry out this operational mission, while re-
inforcing the fundamental responsibilities of individual agencies to 
secure their networks, and preserving the policy and budgetary co-
ordination oversight of OMB. 

In April 2014, before the Senate Appropriations Subcommittee on 
Homeland Security, Deputy Under Secretary for Cybersecurity 
Phyllis Schneck testified, ‘‘The Department recently responded to a 
serious vulnerability, known as ‘‘Heartbleed,’’ in the widely-used 
OpenSSL encryption software that protects the electronic traffic on 
a large number of websites and devices . . . Even with the rapid 
and coordinated Federal Government response to Heartbleed, the 
lack of clear and updated laws reflecting the roles and responsibil-
ities of civilian network security caused unnecessary delays in the 
incident response.’’ Deputy Under Secretary Schneck further added 
that in many cases five to six days were lost in responding to the 
‘‘Heartbleed’’ incident as a result. 

H.R. 3696 addresses the GAO, the Administration, and DHS’ rec-
ommendations and clarifies that DHS be the lead agency respon-
sible for Federal cybersecurity efforts and protection of the .gov do-
main. 

Since 2010 the Federal Network Resilience (FNR) division within 
the DHS Cybersecurity and Communications (CS&C) at DHS has 
overseen and administered operational network security compli-
ance for all Federal civilian information systems. Additionally, Con-
gress has appropriated funds for DHS to carry out this mission in 
both the 112th and 113th Congresses a total of 17 times. The Com-
mittee believes that legislation is strongly needed to strengthen the 
security of Federal civilian information systems by utilizing exist-
ing resources that Congress has already appropriated and by vest-
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ing statutory authorities in DHS which is currently managing such 
operational activities on a daily basis. 

DHS’ Einstein program provides the United States Computer 
Emergency Readiness Team (US–CERT) with a situational aware-
ness snapshot of the health of the Federal Governments’ informa-
tion systems. Based upon agreements with participating Federal 
agencies, US–CERT installs systems at an agency’s Internet access 
points to collect network flow data. The agencies are provided tools 
to analyze their collected data. In addition, the data is shared with 
US–CERT Security Operations Center, housed at the NCCIC, 
which aggregates it from all EINSTEIN participants to identify 
network anomalies spanning the Federal Government. EINSTEIN 
has been available to Federal agencies since 2004 through three 
progressively more sophisticated versions (I, II and III). The Com-
mittee expects that the codification of these authorities will allow 
for the continuation of the Einstein program. 

The Continuous Diagnostic and Monitoring (CDM) program is 
currently administered by the Department of Homeland Security 
and is expected to be fully operational by 2016. The CDM program 
seeks to defend Federal, State, and local government IT networks 
from cybersecurity threats by providing continuous monitoring sen-
sors (tools), diagnosis, mitigation tools and continuous monitoring- 
as-a-service to strengthen the security posture of government net-
works. The Committee expects that the codification of these au-
thorities will allow for the continuation of the Continuous 
Diagnostics and Monitoring program. 
(i) Recommendations Regarding New Agreements 

This subsection requires the Secretary, not later than 180 days 
after the date of the enactment of H.R. 3696, submit to Congress 
recommendations on how to expedite the implementation of infor-
mation sharing agreements for cybersecurity purposes between 
DHS and private sector entities. These recommendations will ad-
dress the development and utilization of a scalable form that re-
tains all privacy and other protections and any additional authori-
ties or resources that may be needed to increase the number of new 
agreements between DHS and private sector entities. 

Cooperative Research and Development Agreements (CRADA) 
are a commonly used technology transfer and information sharing 
mechanism between DHS and its private sector partners. The Fed-
eral Government may provide personnel, services, facilities, equip-
ment, intellectual property, or other resources without reimburse-
ment. The private sector may provide funds, personnel, services, fa-
cilities, equipment, and intellectual property or other resources to-
ward efforts that are consistent with the private sector partner. 
However, private industry has been frustrated with the CRADA 
process because they take many months to be negotiated and final-
ized. 
Sec. 104. National Cybersecurity and Communications Integration 

Center. 
This subsection establishes the National Cybersecurity and Com-

munications Integration Center (NCCIC), within the Department of 
Homeland Security to be a Federal civilian information-sharing 
interface to provide shared situational awareness and enable real- 
time, integrated, and operational actions by and among Federal, 
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State, local government entities, ISACs, private sector entities, and 
critical infrastructure owners and operators. 

The National Cybersecurity and Communications Integration 
Center, within the DHS Office of Cybersecurity and Communica-
tions, serves as a centralized location where operational elements 
involved in cybersecurity and communications reliance are coordi-
nated and integrated. NCCIC partners include all Federal depart-
ments and agencies; state, local, Tribal, and territorial govern-
ments; the private sector; and several international entities. It also 
provides cyber threat and vulnerability analysis, early warning, 
and incident response assistance for public and private sector par-
ties. 

The Committee expects the NCCIC to operate as the primary ci-
vilian interface for real-time cyber threat information sharing, and 
operate at the intersection of the private sector, law enforcement, 
intelligence, and defense communities, applying unique and valu-
able analytic perspectives, ensuring real-time shared situational 
awareness, conducting risk assessments, mitigating vulnerabilities 
and threats to civilian government and private sector critical infra-
structure, and orchestrating synchronized response efforts while 
protecting the constitutional and privacy and civil liberty rights of 
Americans in both the cybersecurity and communications domains. 
The Committee expects that the establishment of the NCCIC will 
fulfill many of the Secretary’s roles and responsibilities laid out in 
PPD–21. 

The NCCIC’s mission includes: Disseminating cyber threat and 
vulnerability analysis information; leading the protection of Fed-
eral civilian agencies in cyberspace; working closely together with 
critical infrastructure owners and operators to reduce risk; collabo-
rating with State and local governments through the Multi-State 
Information Sharing and Analysis Center (MS–ISAC); cooperating 
with international partners to share information and respond to in-
cidents; coordinating national response to significant cyber inci-
dents in accordance with the National Cyber Incident Response 
Plan (NCIRP); analyzing data to develop and share actionable miti-
gation recommendations; creating and maintaining shared situa-
tional awareness among its partners and constituents; and orches-
trating national protection, prevention, mitigation, and recovery ac-
tivities associated with . . . cyber incidents 

The Committee is supportive of the progress made at the NCCIC 
over the last several years in building its capability and capacity 
to conduct higher-level analysis, facilitate more actionable and 
comprehensive information sharing with its partners, and provide 
a more comprehensive approach to response, mitigation, and recov-
ery efforts from cyber incidents. While progress has been made, the 
Committee believes that much work is still needed at the NCCIC 
to develop the essential capabilities to most effectively protect our 
Nation’s critical infrastructure from a cyber attack. The Committee 
expects the NCCIC to continue its progress in collaborating with 
other Federal agencies and private sector partners to finding cost 
effective and innovative solutions to building a highly reputable 
state-of-the-art Federal civilian cybersecurity operations center. 
The Committee believes that in order to maximize the utility of 
cyber threat information sharing with the private sector, the Sec-
retary must more effectively leverage private sector subject matter 

VerDate Mar 15 2010 04:05 Jul 25, 2014 Jkt 039006 PO 00000 Frm 00043 Fmt 6659 Sfmt 6602 E:\HR\OC\HR550P1.XXX HR550P1sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 R
E

P
O

R
T

S



44 

expertise. These subject matter experts should provide advice re-
garding the content, function, and type of information most useful 
to critical infrastructure owners and operators in reducing and 
mitigating cyber risks. 
(b) Composition 

This subsection establishes the entities at the NCCIC to include 
at least one ISAC from each critical infrastructure sector, the MS– 
ISAC, the United States Computer Emergency Readiness Team 
(US–CERT), the Industrial Control System Cyber Emergency Re-
sponse Team (ICS–CERT), the National Coordinating Center for 
Telecommunications, and such Federal, State, local private entities, 
organizations, or individuals the Secretary considers appropriate 
that agree to be included. 

The 16 critical infrastructure ISACs will serve as an information 
sharing resource for each sector and promote on-going multi-direc-
tional sharing of real-time, relevant and actionable cyber threat in-
formation and analysis by and among each sector, the Department, 
Sector-Specific Agencies, and other critical infrastructure ISACs. 
The ISACs serve as the primary private sector interface with the 
NCCIC. Today, there are a limited amount of critical infrastructure 
sectors that are permanent residents on the floor of the NCCIC. 
The Committee believes there is significant value in having all crit-
ical infrastructure sectors represented on the NCCIC floor. This 
will not only increase real-time information sharing and threat 
analysis, but also help foster stronger partnerships across all 16 
critical infrastructure sectors. As such, the Committee expects that 
all 16 recognized ISACs will be physically located on the NCCIC 
floor. 

The MS–ISAC collaborates with State and local governments to 
protect from, prevent, mitigate, respond to, and recover from cyber 
incidents. 

US–CERT leads efforts to improve the Nation’s cybersecurity 
posture, coordinate information sharing, and proactively manage 
cyber risks to the Nation while protecting the constitutional rights 
of Americans. Through its 24 hours a day, 7 days a week oper-
ations center, US–CERT distributes vulnerability and threat infor-
mation and operates a database to provide technical descriptions of 
system vulnerabilities. US–CERT also partners with private sector 
critical infrastructure owners and operators, academia, federal 
agencies, ISACs, state and local partners, and domestic and inter-
national organizations to enhance the Nation’s cybersecurity pos-
ture. 

ICS–CERT coordinates with industrial control systems owners 
and operators and shares industrial control systems-related secu-
rity incidents and mitigation measures to protect from, prevent, 
mitigate, respond to, and recover from cyber incidents. 

The National Coordinating Center for Telecommunications co-
ordinates the protection, response, and recovery of national security 
emergency communications. 
(c) Cyber Incident 

This subsection enables the Secretary to grant Federal, State, 
local governments, private entities, and critical infrastructure own-
ers and operators immediate temporary access to the NCCIC in the 
event of a cyber incident. 
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While a particular entity may not have daily access to the 
NCCIC floor, the Committee believes it is critical for certain enti-
ties to be granted temporary access to the NCCIC in the event of 
a cyber incident, so that any affected entity can be in the best posi-
tion to be privy to real-time cyber threat information and have sit-
uational awareness related to the incident. 
(d) Roles and Responsibilities 

This subsection enables the NCCIC to promote ongoing multi-di-
rectional sharing of actionable cyber threat information and anal-
ysis on a real time basis; facilitate cross sector coordination and 
sharing of cyber threat information; provide, upon request, timely 
technical assistance and crisis management support; coordinate 
with other Federal agencies to reduce redundant reporting of cyber 
threat information; collaborate with Sector Coordinating Councils, 
Information Sharing and Analysis Centers, Sector Specific Agen-
cies, and the relevant critical infrastructure sectors on procedures 
to support real-time information sharing capabilities and mecha-
nisms; cooperate with international partners to share information 
and respond to cyber incidents within the scope of relevant trea-
ties; safeguard sensitive cyber threat information from unauthor-
ized disclosure; and perform other duties as assigned by the Sec-
retary. The Secretary shall implement policies and procedures to 
provide technical assistance to Federal civilian agencies to prevent 
and respond to data breaches involving personally identifiable in-
formation (PII) that occur on Federal civilian systems. This section 
requires reporting by Federal civilian agencies to notify the NCCIC 
about unauthorized acquisition or access of PII that occur on Fed-
eral civilian systems not later than two business days after the dis-
covery of a breach. The Secretary shall require those agencies to 
notify all potential victims of a data breach involving PII without 
reasonable delay consistent with the needs of law enforcement. 

The NCCIC is the Federal civilian interface to the owners and 
operators of the Nation’s critical infrastructure for cyber threat in-
formation sharing. This civilian interface affords industry and pri-
vate sector entities the opportunity to share cyber threat informa-
tion with the Federal Government without the concerns they may 
have in sharing such information with the U.S. intelligence com-
munity or the Department of Defense. DHS, as a civilian agency, 
complies with substantive privacy and civil liberties protections, 
which create a safe harbor for stakeholders. In fact, the first statu-
torily created Chief Privacy Officer position was established at 
DHS. As the need for the sharing of cyber threat information be-
tween the Federal Government and industry became apparent, the 
NCCIC naturally evolved out of the robust public-private partner-
ship between DHS and critical infrastructure established by the 
principles of the National Infrastructure Protection Plan. 

While DHS should be the primary interface between the Federal 
Government and the private sector, H.R. 3696 does not preclude 
appropriate relationships between the private sector and other Fed-
eral entities. 

H.R. 3696 encourages the private sector to share information 
with the Federal Government, however, there is no mandatory in-
formation-sharing requirement placed on the private sector under 
this legislation. 
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The Committee sees the NCCIC functioning and serving as an 
information sharing interface with the private sector in a ‘‘hub and 
spoke’’ model where the NCCIC is composed of 16 critical infra-
structure sector ISAC partners. 
(e) Integration and Analysis 

This subsection enables the NCCIC, in coordination with the Of-
fice of Integration and Analysis, to integrate and analyze cyber 
threat information it receives; assess and evaluate consequence, 
vulnerability, and threat information to share with entities action-
able risks from cyber incidents; and to assist critical infrastructure 
owners and operators by making recommendations to facilitate im-
provements to the security and resiliency of the critical infrastruc-
ture of the United States. 

The Committee agrees with PPD–21’s statement that the imple-
mentation of an integration and analysis function to inform plan-
ning and operations decisions regarding critical infrastructure is 
imperative to strengthening critical infrastructure security and re-
silience. 

The Committee believes that the NCCIC needs to increase its 
production of high-value cross sector analysis of cyber threat infor-
mation and disseminate that analysis to its public and private 
partners in near-real time. It is the Committee’s expectation that 
with increased information sharing and personnel resources at the 
NCCIC, the NCCIC will be able to produce a greater number of 
high-value analysis products. 
(f) Report of Cyber Attacks Against Federal Government Networks 

This subsection requires the Secretary of Homeland Security to 
submit an annual report to Congress summarizing major cyber in-
cidents involving Federal civilian information systems and provide 
aggregate statistics on the number of breaches, the volume of data 
exfiltrated, the consequential impact, extent of any personally iden-
tifiable information (PII) that was involved, and the estimated cost 
of remedying such breaches. 

The Committee would like greater situational awareness of cyber 
incidents on Federal civilian information systems and more infor-
mation on how the NCCIC is responding to these data breaches. 
(g) Report on the Operations of the Center 

This subsection requires the Secretary, in consultation with the 
Sector Coordinating Councils and appropriate Federal Government 
agencies, to submit an annual report to Congress on the capability 
and capacity of the NCCIC to carry out its cybersecurity mission 
and the extent to which the Department is engaged in the sharing 
of cyber threat information with each critical infrastructure sector. 
This section also requires that no later than one year after enact-
ment, the Government Accountability Office will report to Congress 
on the effectiveness of the NCCIC to carry out its cybersecurity 
mission. 

The NCCIC, as the Federal civilian interface with critical infra-
structure plays a critical role in cyber information sharing. The 
Committee feels strongly that annual verification of its capability 
and capacity to carry out its mission is imperative to build 
NCCIC’s credibility and ensure that taxpayer dollars are being 
used wisely. 
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Sec. 105. Cyber incident response and technical assistance. 
This section requires the Secretary to establish Cyber Incident 

Response Teams to provide, upon request, timely technical assist-
ance, and crisis management support, and actionable recommenda-
tions on security and resilience measures prior to, during and after 
cyber incidents to critical infrastructure owners and operators. This 
section also requires the Secretary to develop a National Cyberse-
curity Incident Response Plan to coordinate among stakeholders 
ensuring it is regularly updated, maintained and exercised. 

Additionally, the Secretary shall regularly update, maintain, and 
exercise the Cyber Incident Response Annex to the National Re-
sponse Framework. While the Committee does not intend to dictate 
how often the Annex is updated, the Committee does expect that 
the Annex will be updated as necessary and at least more than 
once every ten years, which is nearly the time elapsed since the 
previous update. The Committee expects that DHS will be prepared 
for any scenario of a cyber attack on U.S. critical infrastructure, 
and has operationalized how DHS will effectively coordinate with 
other Federal, State, local, Tribal, and private sector stakeholders 
in mitigating, responding, and recovering from a cyber attack on 
U.S. critical infrastructure. 

DHS has capable resources to assist critical infrastructure stake-
holders in the event of a cyber incident small or large. The cyber 
incident response teams are proving to be extraordinarily helpful 
to those stakeholders who have voluntarily sought their assistance. 
There is absolutely nothing in this provision that requires any pri-
vate entity to either seek or accept assistance from DHS cyber inci-
dent response teams. 
Sec. 106. Streamlining of Department cybersecurity organization. 

This section renames the Department’s ‘‘National Protection and 
Programs Directorate’’ as the ‘‘Cybersecurity and Infrastructure 
Protection Directorate,’’ and codifies an Under Secretary for Cyber-
security and Infrastructure Protection, a Deputy Under Secretary 
for Cybersecurity, and a Deputy Under Secretary for Infrastructure 
Protection. This section also requires the Secretary to submit a re-
port to Congress on the feasibility of making the Department’s Cy-
bersecurity and Communications Office an operational component 
of the Department and recommendations for restructuring the 
SAFETY Act office to protect and maintain operations in accord-
ance with the office’s mission to provide incentives for the develop-
ment and deployment of anti-terrorism technologies while elevating 
the profile and mission of the office. This section also requires the 
Secretary to assess the effectiveness of acquisition processes and 
the use of existing authorities for acquiring cybersecurity tech-
nologies. Finally, the Secretary shall make Department contact in-
formation available to Sector Coordinating Councils, critical infra-
structure owners, and critical infrastructure operators to coordinate 
cybersecurity emergency response and recovery efforts. 

The Committee believes that a core function of the SAFETY Act 
Office, the evaluation of anti-terrorism technologies, should not be 
diminished or curtailed as a result of this legislation and, for that 
reason, requires the Department to provide recommendations for 
restructuring the Office. 
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TITLE II—PUBLIC-PRIVATE COLLABORATION ON 
CYBERSECURITY 

Sec. 201. Public-private collaboration on cybersecurity. 
This section requires that National Institute of Standards and 

Technology (NIST), in coordination with the Secretary, on an ongo-
ing basis, to facilitate and support the development of a voluntary, 
industry-led set of standards, guidelines, best practices, methodolo-
gies, and procedures to reduce cyber risks to critical infrastructure. 
The Department and NIST are expected to work closely with crit-
ical infrastructure owners, critical infrastructure operators, Sector 
Coordinating Councils, Information Sharing Analysis Centers, Sec-
tor Specific Agencies, relevant industry organizations and other 
Federal, State, local, and international governments to accomplish 
these goals. This section prohibits the prescription or requirement 
of specific solutions or specific technology products. In addition, any 
information shared with DHS of NIST may not be used for regu-
latory purposes. 
(a) Meetings 

This subsection requires the Secretary to meet with the Sector 
Coordinating Council for each critical infrastructure sector on a bi-
annual basis to engage in dialogue about ideas to improve cyberse-
curity for the critical infrastructure sectors. The Secretary shall in-
form each Sector Coordinating Council of threat assessments to 
each sector and provide voluntary recommendations to improve 
critical infrastructure at each meeting. 

The Committee strongly believes that increasing cybersecurity 
for critical infrastructure can only be achieved through a contin-
uous dialogue between the private sector and the Federal Govern-
ment. Meetings between the Sector Coordinating Councils and the 
Secretary, required under this section, are designed to foster a 
more seamless collaboration between DHS and critical infrastruc-
ture. 
(b) Report 

Based on discussions at the meetings between the Department 
and the Sector Coordinating Councils, the Secretary is required by 
this subsection to submit to Congress an annual report on the state 
of cybersecurity for each critical infrastructure sector. This section 
also requires the Secretary to provide a draft of each report to the 
Sector Coordinating Council for each critical infrastructure sector 
before submitting the report to Congress. In the event such Sector 
Coordinating Council provides a written response, this section re-
quires the Secretary to include such written response in the final 
report to Congress. Furthermore, the Secretary is required to main-
tain a public copy of each report and each report shall include a 
non-public annex for proprietary, business-sensitive information or 
other sensitive information. Each report is expected to include the 
known risks to each critical infrastructure sector, any cyber inci-
dents that occurred during the previous year, and the volume of 
voluntary technical assistance sought. 
(c) Limitation 

This subsection states that information shared with or provided 
to Sector Coordinating Council, a critical infrastructure sector, or 
the Secretary for the purpose of the activities under subsections (a) 
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and (b) shall not be used by any Federal, State, or local govern-
ment department or agency to regulate the activity of any private 
entity. 
Sec. 202. SAFETY Act and qualifying cyber incidents. 

The ‘‘Support Anti-terrorism by Fostering Effective Technologies 
Act of 2002,’’ or SAFETY Act (subtitle G of the Homeland Security 
Act of 2002, Pub. L. 107–296), limits liability for a ‘‘qualified anti- 
terrorism technology’’ used in an ‘‘act of terrorism.’’ Section 202 of 
H.R. 3696 clarifies that ‘‘act of terrorism’’ as defined in the SAFE-
TY Act includes ‘‘cybersecurity technology’’ used in a ‘‘qualifying 
cyber incident.’’ 

The intent of clarifying the liability protections of the SAFETY 
Act is to provide an incentive for companies to be innovative in de-
veloping methods and technologies for defending against, respond-
ing to, recovering from, mitigating, or otherwise combating cyber 
attacks, as well as to help ensure the widespread deployment of 
such items. It is important that the SAFETY Act undertake com-
prehensive assessment of cybersecurity technologies seeking legal 
protections as it does for other anti-terrorism technologies. 

Further, the Committee encourages the Secretary, when making 
a declaration of a ‘‘qualifying cyber incident,’’ to communicate to 
Congress and the American people the rationale behind and basis 
of any such declaration, to the extent that it does not jeopardize 
homeland security or national security. 

The Committee understands that the Science and Technology Di-
rectorate has been using contractors for at least the last 10 years 
to assist the Office of SAFETY Act Implementation (OSAI) with the 
review of SAFETY Act applications. It is also the Committee’s un-
derstanding that the budget for such outside contractors con-
stitutes a significant portion of OSAI’s annual budget. Given con-
tinued financial pressures on the Science and Technology Direc-
torate, on-going questions regarding the performance of the con-
tractors, and the potential increase in SAFETY Act applications 
submitted to OSAI, the Science and Technology Directorate shall 
include the feasibility of using outside contractors to evaluate 
SAFETY Act applications. 
Sec. 203. Prohibition on new regulatory authority. 

This section requires that nothing in this Act or its amendments 
(except that this section shall not apply in the case of section 202 
of this Act and the amendments made by such section 202) can cre-
ate any new regulations, provide additional regulatory authority, or 
permit regulatory actions that would duplicate, conflict with or su-
persede existing regulatory requirements. 

The Committee understands that many critical infrastructure 
owners and operators have taken steps, and will continue to shore 
up their cybersecurity defenses and create internal cybersecurity 
procedures. The Committee believes that the Federal Government 
can best bolster these cybersecurity efforts, by fostering greater in-
formation sharing between the Federal Government and critical in-
frastructure through the NCCIC and greater collaboration between 
private and public entities. 
Sec. 204. Prohibition on additional authorization of appropria-

tions. 
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This section requires that no additional funds are authorized to 
be appropriated to carry out H.R. 3696 and amendments made by 
H.R. 3696, and such amendments shall be carried out using 
amounts that have already been appropriated. 
Sec. 205. Prohibition on collection activities to track individuals’ 

personally identifiable information. 
This section requires that nothing in H.R. 3696 shall permit the 

Department to engage in the monitoring, surveillance, exfiltration 
or other collection activities to track and individual’s personally 
identifiable information (PII). 

The Committee expects that the Department will carry out this 
provision by following the agreed upon Fair Information Practice 
Principles (FIPP). 

Over the past quarter century, government agencies in the 
United States, Canada, and Europe have studied the manner in 
which entities collect and use personal information—their ‘‘infor-
mation practices’’—and the safeguards required to assure those 
practices are fair and provide adequate privacy protection. The re-
sult has been a series of reports, guidelines, and model codes that 
represent widely accepted principles concerning fair information 
practices. 

Additionally, the FIPPs are rooted in the tenets of the Privacy 
Act of 1974 and provide a framework through which to assess the 
nature of and the purpose for which data is collected. The Com-
mittee believes that the FIPPs are an essential component of civil-
ian cybersecurity privacy protection efforts and expects that the 
Department will continue to follow and use the FIPPs as the 
foundational principles for privacy policy implementations per-
taining to cybersecurity. These principles are: Transparency, indi-
vidual participation, purpose specification, data minimization, use 
limitation, data quality and integrity, security, and accountability 
and auditing. 

The Department of Homeland Security Privacy Office is the first 
statutorily required privacy office in any Federal agency, respon-
sible for evaluating Department programs, systems, and initiatives 
for potential privacy impacts, and providing mitigation strategies to 
reduce the privacy impact. The Privacy Office works with every 
component and program to ensure that privacy considerations are 
addressed when planning or updating any program, system or ini-
tiative and uses the DHS FIPPs as the policy framework to en-
hance privacy protections by assessing the nature and purpose for 
all personally identifiable information (PII) collected to fulfill the 
Department’s mission. Additionally, the Privacy Office: Evaluates 
Department legislative and regulatory proposals involving collec-
tion, use, and disclosure of PII; centralizes FOIA and Privacy Act 
operations to provide policy and programmatic oversight, and sup-
port implementation across the Department; operates a Depart-
ment-wide Privacy Incident Response Program to ensure that inci-
dents involving PII are properly reported, investigated and miti-
gated, as appropriate; responds to complaints of privacy violations 
and provides redress, as appropriate; and provides training, edu-
cation and outreach to build a culture of privacy across the Depart-
ment and transparency to the public. 

The DHS Privacy Office is often involved in reviewing potential 
cybersecurity programs from their very inception rather than being 
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brought in later to ‘‘rubber stamp’’ or ‘‘fix’’ programs. Also, the Sec-
retary and the Chief Privacy Officer have created the DHS Data 
Privacy and Integrity Advisory Committee. This group of outside, 
industry leaders brings additional transparency to the privacy proc-
ess. 

In accordance with Executive Order 13636, Section 5, the Com-
mittee expects that DHS’s Chief Privacy Officer and the Officer for 
Civil Rights and Civil Liberties will be leveraged to ensure privacy 
and civil liberties are adequately protected for all cybersecurity in-
formation sharing policies and procedures. 

The fact that the American Civil Liberties Union characterized 
the Committee-approved bill as ‘‘pro-security and pro-privacy’’ un-
derscores the legislation’s preservation of existing privacy laws for 
cybersecurity. 

The Office of Cybersecurity and Communications (CS&C) estab-
lished a formal Oversight and Compliance Officer, to oversee all in-
formation handling requirements, policies, and procedures, includ-
ing those, which protect privacy, and civil rights and civil liberties. 
This official fulfills this responsibility by auditing and inspecting 
information practices to ensure functions are executed in conform-
ance with legal and policy objectives. The CS&C official is also 
available to consult with DHS components as a subject matter ex-
pert in planning and executing cybersecurity activities that touch 
upon privacy and information handling. Moreover, the official is 
also the a liaison to the Department’s Chief Privacy Office and the 
DHS Office for Civil Rights and Civil Liberties, thus ensuring that 
privacy, civil rights, and civil liberty concerns are interwoven into 
all aspects of cybersecurity planning and execution. The Committee 
expects that these activities will be incorporated into all cybersecu-
rity activities at the Department. 
Sec. 206. Cybersecurity scholars. 

This section directs the Secretary to determine the feasibility and 
benefit of the development of a visiting security researchers pro-
gram from educational institutions and cybersecurity scholars at 
the Department’s Centers of Excellence. 
Sec. 207. National Research Council study on the resilience and 

reliability of the Nation’s power grid. 
This section requires the National Research Council to research 

and report options for improving the Nation’s ability to expand and 
strengthen the capabilities of the power grid, including estimates 
of cost, time scale for implementation, and identification of any po-
tential significant health and environmental impacts. The research 
would consider technical, economic, regulatory, environmental, and 
geopolitical factors likely to affect the efficiency and reliability of 
operations, as well as the ability of the grid to recover from disrup-
tions (including acts of terrorism and cyber incidents). The Sec-
retary shall make available to the National Research Council all 
appropriate information and personnel while conducting this re-
search. The Committee expects any previous research done in this 
area shall be leveraged to expedite the release of the report and 
preserve resources. 
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TITLE III—HOMELAND SECURITY CYBERSECURITY 
WORKFORCE 

Sec. 301. Homeland security cybersecurity workforce. 
(a) Short Title 

This title may be referred to as the ‘‘Homeland Security Cyberse-
curity Boots-on-the-Ground Act.’’ 
(b) Cybersecurity Occupation Categories 

This subsection requires the Secretary to develop and issue com-
prehensive occupation classifications for persons performing activi-
ties in furtherance of the Department’s cybersecurity missions. The 
Secretary shall ensure that the classifications are used throughout 
the Department and made available to other Federal agencies. 
These comprehensive classifications must be made no later than 90 
days after the enactment of this Act. 

This provision is informed by the work of the Homeland Security 
Advisory Committee (HSAC) ‘‘Task Force on CyberSkills’’ which 
issued a series of recommendations that include the adoption and 
maintenance of an authoritative list of mission-critical cybersecu-
rity tasks and the adoption of a sustainable model for assessing the 
competency and progress of the existing and future DHS mission- 
critical cybersecurity workforce. 
(c) Cybersecurity Workforce Assessment 

This subsection requires the Secretary, to assess the readiness 
and capacity of the Department to meet its cybersecurity mission. 
The Committee expects such assessment to be conducted in collabo-
ration with the Chief Human Capital Officer and Chief Information 
Officer of the Department. This assessment must be conducted no 
later than 180 days after the enactment of this Act. The assess-
ment shall, at a minimum, include the following: Information 
where cybersecurity positions are located within the Department; 
information on which cybersecurity positions are performed by per-
manent full time departmental employees, individuals employed by 
independent contractors, and individuals employed by other Fed-
eral agencies; the number of individuals hired by the Department 
pursuant to the authority granted to the Secretary in 2009 to per-
mit the Secretary to fill 1,000 cybersecurity positions over a three 
year period; information on vacancies within the Department’s cy-
bersecurity supervisory workforce; information on the percentage of 
individuals within each cybersecurity occupation classification who 
received essential training to perform their jobs; and information 
on recruiting costs incurred with respect to efforts to fill cybersecu-
rity positions across the Department. 
(d) Workforce Strategy 

In this subsection, the contents of the workforce strategy are pre-
scribed. This subsection requires the Secretary, not later than 180 
days after the enactment of this Act, to develop a comprehensive 
workforce strategy that enhances the readiness, capacity, training, 
and recruitment and retention of the Department’s cybersecurity 
workforce. This workforce strategy shall include a multiphase re-
cruitment plan, a 5-year implementation plan, and a 10-year pro-
jection of Federal workforce needs. By including a specific time-
frame, the Committee encourages DHS to address near-term, mid- 
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term, and long-term aspects of the plan. The workforce strategy is 
to be developed in a manner that is not constrained by fiscal re-
sources to address both short-term and long-term strategies. The 
Committee expects that this workforce strategy will provide a com-
prehensive roadmap on how DHS plans to leverage its workforce 
resources to build up the capability and capacity at the NCCIC to 
be a highly reputable and state-of-the-art cybersecurity operations 
center. 
(e) Information Security Training 

This subsection sets forth the requirements for information secu-
rity training of the cybersecurity workforce. It requires the Sec-
retary to establish and maintain a process to verify that individ-
uals employed by independent contractors who serve in cybersecu-
rity positions at the Department receive initial and recurrent infor-
mation security training. The Secretary shall maintain documenta-
tion to ensure that training provided to an individual meets or ex-
ceeds requirements for such individual’s job function. 

The Department, like other Federal agencies, utilizes outside 
contractors in its cybersecurity operations. In light of high-profile 
incidents where individuals employed by such firms improperly 
handled classified or otherwise sensitive information, the Com-
mittee believes that ensuring information security training is pro-
vided to individuals working on Department systems is essential. 
(f) Updates 

This subsection requires the Secretary to provide updates regard-
ing the cybersecurity workforce assessment, information on the 
progress of carrying out the comprehensive workforce strategy, and 
information on the status of the implementation of information se-
curity training. 
(g) GAO Study 

This subsection requires the Secretary to provide the Comptroller 
General of the United States information on the cybersecurity 
workforce assessment and progress on carrying out the comprehen-
sive workforce strategy developed. This subsection also requires the 
GAO to submit to the relevant congressional committees a study on 
such assessment and strategies. The Committee’s intent of this 
subsection is to direct GAO to gather data and evaluate DHS’s 
workforce assessment and strategies. 
(h) Cybersecurity Fellowship Program 

This subsection requires the Secretary to submit to the appro-
priate committees of Congress a report on the feasibility of estab-
lishing a Cybersecurity Fellowship Program to offer a tuition pay-
ment plan for undergraduate and doctoral candidates who agree to 
work for the Department for an agreed-upon period of time. 
Sec. 302. Personnel authorities. 

This section enables the Department to use the same authority 
as the Department of Defense with respect to establishing cyberse-
curity positions in the ‘‘excepted service’’ if the Secretary deter-
mines that such is needed to retain essential cybersecurity per-
sonnel. This section also requires the Secretary to submit to Con-
gress a report within 120 days that contains a plan for the use of 
these authorities. This section also requires an annual report for 
four consecutive years that discusses the process used by the Sec-
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retary in implementing this section and accepting applications and 
assessing candidates for employment. 

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED 

In compliance with clause 3(e) of rule XIII of the Rules of the 
House of Representatives, changes in existing law made by the bill, 
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italic, 
existing law in which no change is proposed is shown in roman): 

HOMELAND SECURITY ACT OF 2002 

SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 
(a) * * * 
(b) TABLE OF CONTENTS.—The table of contents for this Act is as 

follows: 

* * * * * * * 

TITLE II—INFORMATION ANALYSIS AND INFRASTRUCTURE PROTECTION 

* * * * * * * 

øSubtitle C—Information Security¿ 

Subtitle C—Cybersecurity and Information Sharing 

* * * * * * * 
Sec. 226. Enhancement of cybersecurity. 
Sec. 227. Protection of critical infrastructure and information sharing. 
Sec, 228. National Cybersecurity and Communications Integration Center. 
Sec. 229. Cyber incident response and technical assistance. 
Sec. 230. Public-private collaboration on cybersecurity. 
Sec. 230A. Cybersecurity occupation categories, workforce assessment, and strategy. 
Sec. 230B. Personnel authorities. 

* * * * * * * 
SEC. 2. DEFINITIONS. 

In this Act, the following definitions apply: 
(1) * * * 

* * * * * * * 
(19) The term ‘‘critical infrastructure’’ has the meaning given 

that term in section 1016(e) of the USA Patriot Act (42 U.S.C. 
5195c(e)). 

(20) The term ‘‘critical infrastructure owner’’ means a person 
that owns critical infrastructure. 

(21) The term ‘‘critical infrastructure operator’’ means a crit-
ical infrastructure owner or other person that manages, runs, or 
operates, in whole or in part, the day-to-day operations of crit-
ical infrastructure. 

(22) The term ‘‘cyber incident’’ means an incident, or an at-
tempt to cause an incident, that, if successful, would— 

(A) jeopardize or imminently jeopardize, without lawful 
authority, the security, integrity, confidentiality, or avail-
ability of an information system or network of information 
systems or any information stored on, processed on, or 
transiting such a system or network; 

(B) constitute a violation or imminent threat of violation 
of law, security policies, security procedures, or acceptable 
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use policies related to such a system or network, or an act 
of terrorism against such a system or network; or 

(C) result in the denial of access to or degradation, dis-
ruption, or destruction of such a system or network, or the 
defeat of an operations control or technical control essential 
to the security or operation of such a system or network. 

(23) The term ‘‘cybersecurity mission’’ means activities that 
encompass the full range of threat reduction, vulnerability re-
duction, deterrence, incident response, resiliency, and recovery 
activities to foster the security and stability of cyberspace. 

(24) The term ‘‘cybersecurity purpose’’ means the purpose of 
ensuring the security, integrity, confidentiality, or availability 
of, or safeguarding, an information system or network of infor-
mation systems, including protecting such a system or network, 
or data residing on such a system or network, including protec-
tion of such a system or network, from— 

(A) a vulnerability of such a system or network; 
(B) a threat to the security, integrity, confidentiality, or 

availability of such a system or network, or any informa-
tion stored on, processed on, or transiting such a system or 
network; 

(C) efforts to deny access to or degrade, disrupt, or de-
stroy such a system or network; or 

(D) efforts to gain unauthorized access to such a system 
or network, including to gain such unauthorized access for 
the purpose of exfiltrating information stored on, processed 
on, or transiting such a system or network. 

(25) The term ‘‘cyber threat’’ means any action that may re-
sult in unauthorized access to, exfiltration of, manipulation of, 
harm of, or impairment to the security, integrity, confiden-
tiality, or availability of an information system or network of 
information systems, or information that is stored on, processed 
by, or transiting such a system or network. 

(26) The term ‘‘cyber threat information’’ means information 
directly pertaining to— 

(A) a vulnerability of an information system or network 
of information systems of a government or private entity; 

(B) a threat to the security, integrity, confidentiality, or 
availability of such a system or network of a government or 
private entity, or any information stored on, processed on, 
or transiting such a system or network; 

(C) efforts to deny access to or degrade, disrupt, or de-
stroy such a system or network of a government or private 
entity; 

(D) efforts to gain unauthorized access to such a system 
or network, including to gain such unauthorized access for 
the purpose of exfiltrating information stored on, processed 
on, or transiting such a system or network; or 

(E) an act of terrorism against an information system or 
network of information systems. 

(27) The term ‘‘Federal civilian information systems’’— 
(A) means information, information systems, and net-

works of information systems that are owned, operated, 
controlled, or licensed for use by, or on behalf of, any Fed-
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eral agency, including such systems or networks used or op-
erated by another entity on behalf of a Federal agency; but 

(B) does not include— 
(i) a national security system; or 
(ii) information, information systems, and networks 

of information systems that are owned, operated, con-
trolled, or licensed solely for use by, or on behalf of, the 
Department of Defense, a military department, or an 
element of the intelligence community. 

(28) The term ‘‘information security’’ means the protection of 
information, information systems, and networks of information 
systems from unauthorized access, use, disclosure, disruption, 
modification, or destruction in order to provide— 

(A) integrity, including guarding against improper infor-
mation modification or destruction, including ensuring 
nonrepudiation and authenticity; 

(B) confidentiality, including preserving authorized re-
strictions on access and disclosure, including means for 
protecting personal privacy and proprietary information; 
and 

(C) availability, including ensuring timely and reliable 
access to and use of information. 

(29) The term ‘‘information system’’ means the underlying 
framework and functions used to process, transmit, receive, or 
store information electronically, including programmable elec-
tronic devices, communications networks, and industrial or su-
pervisory control systems and any associated hardware, soft-
ware, or data. 

(30) The term ‘‘private entity’’ means any individual or any 
private or publically-traded company, public or private utility 
(including a utility that is a unit of a State or local government, 
or a political subdivision of a State government), organization, 
or corporation, including an officer, employee, or agent thereof. 

(31) The term ‘‘shared situational awareness’’ means an envi-
ronment in which cyber threat information is shared in real 
time between all designated Federal cyber operations centers to 
provide actionable information about all known cyber threats. 

* * * * * * * 

TITLE I—DEPARTMENT OF HOMELAND 
SECURITY 

* * * * * * * 
SEC. 103. OTHER OFFICERS. 

(a) DEPUTY SECRETARY; UNDER SECRETARIES.—(1) IN GENERAL.— 
Except as provided under paragraph (2), there are the following of-
ficers, appointed by the President, by and with the advice and con-
sent of the Senate: 

(A) * * * 

* * * * * * * 
(K) Under Secretary for Cybersecurity and Infrastructure 

Protection. 
(L) Deputy Under Secretary for Cybersecurity. 
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(M) Deputy Under Secretary for Infrastructure Protection. 

* * * * * * * 

TITLE II—INFORMATION ANALYSIS AND 
INFRASTRUCTURE PROTECTION 

* * * * * * * 

Subtitle C—øInformation Security¿ 
Cybersecurity and Information Sharing 

* * * * * * * 
SEC. 226. ENHANCEMENT OF CYBERSECURITY. 

The Secretary, in collaboration with the heads of other appro-
priate Federal Government entities, shall conduct activities for cy-
bersecurity purposes, including the provision of shared situational 
awareness to each other to enable real-time, integrated, and oper-
ational actions to protect from, prevent, mitigate, respond to, and re-
cover from cyber incidents. 
SEC. 227. PROTECTION OF CRITICAL INFRASTRUCTURE AND INFORMA-

TION SHARING. 
(a) PROTECTION OF CRITICAL INFRASTRUCTURE.— 

(1) IN GENERAL.—The Secretary shall coordinate, on an ongo-
ing basis, with Federal, State, and local governments, national 
laboratories, critical infrastructure owners, critical infrastruc-
ture operators, and other cross sector coordinating entities to— 

(A) facilitate a national effort to strengthen and maintain 
secure, functioning, and resilient critical infrastructure 
from cyber threats; 

(B) ensure that Department policies and procedures en-
able critical infrastructure owners and critical infrastruc-
ture operators to receive real-time, actionable, and relevant 
cyber threat information; 

(C) seek industry sector-specific expertise to— 
(i) assist in the development of voluntary security 

and resiliency strategies; and 
(ii) ensure that the allocation of Federal resources 

are cost effective and reduce any burden on critical in-
frastructure owners and critical infrastructure opera-
tors; 

(D) upon request of entities, facilitate and assist risk 
management efforts of such entities to reduce 
vulnerabilities, identify and disrupt threats, and minimize 
consequences to their critical infrastructure; 

(E) upon request of critical infrastructure owners or crit-
ical infrastructure operators, provide education and assist-
ance to such owners and operators on how they may use 
protective measures and countermeasures to strengthen the 
security and resilience of the Nation’s critical infrastruc-
ture; and 

VerDate Mar 15 2010 04:05 Jul 25, 2014 Jkt 039006 PO 00000 Frm 00057 Fmt 6659 Sfmt 6603 E:\HR\OC\HR550P1.XXX HR550P1sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 R
E

P
O

R
T

S



58 

(F) coordinate a research and development strategy to fa-
cilitate and promote advancements and innovation in cy-
bersecurity technologies to protect critical infrastructure. 

(2) ADDITIONAL RESPONSIBILITIES.—The Secretary shall— 
(A) manage Federal efforts to secure, protect, and ensure 

the resiliency of Federal civilian information systems using 
a risk-based and performance-based approach, and, upon 
request of critical infrastructure owners or critical infra-
structure operators, support such owners’ and operators’ ef-
forts to secure, protect, and ensure the resiliency of critical 
infrastructure from cyber threats; 

(B) direct an entity within the Department to serve as a 
Federal civilian entity by and among Federal, State, and 
local governments, private entities, and critical infrastruc-
ture sectors to provide multi-directional sharing of real- 
time, actionable, and relevant cyber threat information; 

(C) build upon existing mechanisms to promote a na-
tional awareness effort to educate the general public on the 
importance of securing information systems; 

(D) upon request of Federal, State, and local government 
entities and private entities, facilitate expeditious cyber in-
cident response and recovery assistance, and provide anal-
ysis and warnings related to threats to and vulnerabilities 
of critical information systems, crisis and consequence 
management support, and other remote or on-site technical 
assistance with the heads of other appropriate Federal 
agencies to Federal, State, and local government entities 
and private entities for cyber incidents affecting critical in-
frastructure; 

(E) engage with international partners to strengthen the 
security and resilience of domestic critical infrastructure 
and critical infrastructure located outside of the United 
States upon which the United States depends; and 

(F) conduct outreach to educational institutions, includ-
ing historically black colleges and universities, Hispanic 
serving institutions, Native American colleges, and institu-
tions serving persons with disabilities, to encourage such 
institutions to promote cybersecurity awareness. 

(3) RULE OF CONSTRUCTION.—Nothing in this section may be 
construed to require any private entity to request assistance 
from the Secretary, or require any private entity requesting such 
assistance to implement any measure or recommendation sug-
gested by the Secretary. 

(b) CRITICAL INFRASTRUCTURE SECTORS.—The Secretary, in col-
laboration with the heads of other appropriate Federal agencies, 
shall designate critical infrastructure sectors (that may include sub-
divisions of sectors within a sector as the Secretary may determine 
appropriate). The critical infrastructure sectors designated under 
this subsection may include the following: 

(1) Chemical. 
(2) Commercial facilities. 
(3) Communications. 
(4) Critical manufacturing. 
(5) Dams. 
(6) Defense Industrial Base. 
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(7) Emergency services. 
(8) Energy. 
(9) Financial services. 
(10) Food and agriculture. 
(11) Government facilities. 
(12) Healthcare and public health. 
(13) Information technology. 
(14) Nuclear reactors, materials, and waste. 
(15) Transportation systems. 
(16) Water and wastewater systems. 
(17) Such other sectors as the Secretary determines appro-

priate. 
(c) SECTOR SPECIFIC AGENCIES.—The Secretary, in collaboration 

with the relevant critical infrastructure sector and the heads of 
other appropriate Federal agencies, shall recognize the Federal 
agency designated as of November 1, 2013, as the ‘‘Sector Specific 
Agency’’ for each critical infrastructure sector designated under sub-
section (b). If the designated Sector Specific Agency for a particular 
critical infrastructure sector is the Department, for the purposes of 
this section, the Secretary shall carry out this section. The Sec-
retary, in coordination with the heads of each such Sector Specific 
Agency shall— 

(1) support the security and resilience activities of the rel-
evant critical infrastructure sector in accordance with this sub-
title; and 

(2) provide institutional knowledge and specialized expertise 
to the relevant critical infrastructure sector. 

(d) SECTOR COORDINATING COUNCILS.— 
(1) RECOGNITION.—The Secretary, in collaboration with each 

critical infrastructure sector and the relevant Sector Specific 
Agency, shall recognize and partner with the Sector Coordi-
nating Council for each critical infrastructure sector designated 
under subsection (b) to coordinate with each such sector on se-
curity and resilience activities and emergency response and re-
covery efforts. 

(2) MEMBERSHIP.— 
(A) IN GENERAL.—The Sector Coordinating Council for a 

critical infrastructure sector designated under subsection 
(b) shall— 

(i) be comprised exclusively of relevant critical infra-
structure owners, critical infrastructure operators, pri-
vate entities, and representative trade associations for 
the sector; 

(ii) reflect the unique composition of each sector; and 
(iii) include relevant small, medium, and large crit-

ical infrastructure owners, critical infrastructure oper-
ators, private entities, and representative trade associa-
tions for the sector. 

(B) PROHIBITION.—No government entity with regulating 
authority shall be a member of the Sector Coordinating 
Council. 

(C) LIMITATION.—The Secretary shall have no role in the 
determination of the membership of a Sector Coordinating 
Council. 
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(3) ROLES AND RESPONSIBILITIES.—The Sector Coordinating 
Council for a critical infrastructure sector shall— 

(A) serve as a self-governing, self-organized primary pol-
icy, planning, and strategic communications entity for co-
ordinating with the Department, the relevant Sector-Spe-
cific Agency designated under subsection (c), and the rel-
evant Information Sharing and Analysis Centers under 
subsection (e) on security and resilience activities and emer-
gency response and recovery efforts; 

(B) establish governance and operating procedures, and 
designate a chairperson for the sector to carry out the ac-
tivities described in this subsection; 

(C) coordinate with the Department, the relevant Infor-
mation Sharing and Analysis Centers under subsection (e), 
and other Sector Coordinating Councils to update, main-
tain, and exercise the National Cybersecurity Incident Re-
sponse Plan in accordance with section 229(b); and 

(D) provide any recommendations to the Department on 
infrastructure protection technology gaps to help inform re-
search and development efforts at the Department. 

(e) SECTOR INFORMATION SHARING AND ANALYSIS CENTERS.— 
(1) RECOGNITION.—The Secretary, in collaboration with the 

relevant Sector Coordinating Council and the critical infra-
structure sector represented by such Council, and in coordina-
tion with the relevant Sector Specific Agency, shall recognize at 
least one Information Sharing and Analysis Center for each 
critical infrastructure sector designated under subsection (b) for 
purposes of paragraph (3). No other Information Sharing and 
Analysis Organizations, including Information Sharing and 
Analysis Centers, may be precluded from having an informa-
tion sharing relationship within the National Cybersecurity and 
Communications Integration Center established pursuant to 
section 228. Nothing in this subsection or any other provision 
of this subtitle may be construed to limit, restrict, or condition 
any private entity or activity utilized by, among, or between pri-
vate entities. 

(2) ROLES AND RESPONSIBILITIES.—In addition to such other 
activities as may be authorized by law, at least one Information 
Sharing and Analysis Center for a critical infrastructure sector 
shall— 

(A) serve as an information sharing resource for such sec-
tor and promote ongoing multi-directional sharing of real- 
time, relevant, and actionable cyber threat information and 
analysis by and among such sector, the Department, the 
relevant Sector Specific Agency, and other critical infra-
structure sector Information Sharing and Analysis Centers; 

(B) establish governance and operating procedures to 
carry out the activities conducted under this subsection; 

(C) serve as an emergency response and recovery oper-
ations coordination point for such sector, and upon request, 
facilitate cyber incident response capabilities in coordina-
tion with the Department, the relevant Sector Specific 
Agency and the relevant Sector Coordinating Council; 
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(D) facilitate cross-sector coordination and sharing of 
cyber threat information to prevent related or consequential 
impacts to other critical infrastructure sectors; 

(E) coordinate with the Department, the relevant Sector 
Coordinating Council, the relevant Sector Specific Agency, 
and other critical infrastructure sector Information Sharing 
and Analysis Centers on the development, integration, and 
implementation of procedures to support technology neu-
tral, real-time information sharing capabilities and mecha-
nisms within the National Cybersecurity and Communica-
tions Integration Center established pursuant to section 
228, including— 

(i) the establishment of a mechanism to voluntarily 
report identified vulnerabilities and opportunities for 
improvement; 

(ii) the establishment of metrics to assess the effec-
tiveness and timeliness of the Department’s and Infor-
mation Sharing and Analysis Centers’ information 
sharing capabilities; and 

(iii) the establishment of a mechanism for anony-
mous suggestions and comments; 

(F) implement an integration and analysis function to in-
form sector planning, risk mitigation, and operational ac-
tivities regarding the protection of each critical infrastruc-
ture sector from cyber incidents; 

(G) combine consequence, vulnerability, and threat infor-
mation to share actionable assessments of critical infra-
structure sector risks from cyber incidents; 

(H) coordinate with the Department, the relevant Sector 
Specific Agency, and the relevant Sector Coordinating 
Council to update, maintain, and exercise the National Cy-
bersecurity Incident Response Plan in accordance with sec-
tion 229(b); and 

(I) safeguard cyber threat information from unauthorized 
disclosure. 

(3) FUNDING.—Of the amounts authorized to be appropriated 
for each of fiscal years 2014, 2015, and 2016 for the Cybersecu-
rity and Communications Office of the Department, the Sec-
retary is authorized to use not less than $25,000,000 for any 
such year for operations support at the National Cybersecurity 
and Communications Integration Center established under sec-
tion 228(a) of all recognized Information Sharing and Analysis 
Centers under paragraph (1) of this subsection. 

(f) CLEARANCES.—The Secretary— 
(1) shall expedite the process of security clearances under Ex-

ecutive Order 13549 or successor orders for appropriate rep-
resentatives of Sector Coordinating Councils and the critical in-
frastructure sector Information Sharing and Analysis Centers; 
and 

(2) may so expedite such processing to— 
(A) appropriate personnel of critical infrastructure own-

ers and critical infrastructure operators; and 
(B) any other person as determined by the Secretary. 

(g) PUBLIC-PRIVATE COLLABORATION.—The Secretary, in collabo-
ration with the critical infrastructure sectors designated under sub-
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section (b), such sectors’ Sector Specific Agencies recognized under 
subsection (c), and the Sector Coordinating Councils recognized 
under subsection (d), shall— 

(1) conduct an analysis and review of the existing public-pri-
vate partnership model and evaluate how the model between the 
Department and critical infrastructure owners and critical in-
frastructure operators can be improved to ensure the Depart-
ment, critical infrastructure owners, and critical infrastructure 
operators are equal partners and regularly collaborate on all 
programs and activities of the Department to protect critical in-
frastructure; 

(2) develop and implement procedures to ensure continuous, 
collaborative, and effective interactions between the Depart-
ment, critical infrastructure owners, and critical infrastructure 
operators; and 

(3) ensure critical infrastructure sectors have a reasonable pe-
riod for review and comment of all jointly produced materials 
with the Department. 

(h) PROTECTION OF FEDERAL CIVILIAN INFORMATION SYSTEMS.— 
(1) IN GENERAL.—The Secretary shall administer the oper-

ational information security activities and functions to protect 
and ensure the resiliency of all Federal civilian information sys-
tems. 

(2) ROLES AND RESPONSIBILITIES.—The Secretary, in coordi-
nation with the heads of other Federal civilian agencies, shall— 

(A) develop, issue, and oversee the implementation and 
compliance of all operational information security policies 
and procedures to protect and ensure the resiliency of Fed-
eral civilian information systems; 

(B) administer Federal Government-wide efforts to de-
velop and provide adequate, risk-based, cost-effective, and 
technology neutral information security capabilities; 

(C) establish and sustain continuous diagnostics systems 
for Federal civilian information systems to aggregate data 
and identify and prioritize the mitigation of cyber 
vulnerabilities in such systems for cybersecurity purposes; 

(D) develop, acquire, and operate an integrated and con-
solidated system of intrusion detection, analytics, intrusion 
prevention, and other information sharing and protective 
capabilities to defend Federal civilian information systems 
from cyber threats; 

(E) develop and conduct targeted risk assessments and 
operational evaluations of Federal civilian information sys-
tems, in consultation with government and private entities 
that own and operate such information systems, including 
threat, vulnerability, and impact assessments and penetra-
tion testing; 

(F) develop and provide technical assistance and cyber 
incident response capabilities to secure and ensure the resil-
ience of Federal civilian information systems; 

(G) review annually the operational information security 
activities and functions of each of the Federal civilian agen-
cies; 

(H) develop minimum technology neutral operational re-
quirements for network and security operations centers to 
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facilitate the protection of all Federal civilian information 
systems; 

(I) develop reporting requirements, consistent with rel-
evant law, to ensure the National Cybersecurity and Com-
munications Integration Center established pursuant to sec-
tion 228 receives all actionable cyber threat information 
identified on Federal civilian information systems; 

(J) develop technology neutral performance requirements 
and metrics for the security of Federal civilian information 
systems; 

(K) implement training requirements that include indus-
try recognized certifications to ensure that Federal civilian 
agencies are able to fully and timely comply with policies 
and procedures issued by the Secretary under this sub-
section; and 

(L) develop training requirements regarding privacy, civil 
rights, civil liberties, and information oversight for infor-
mation security employees who operate Federal civilian in-
formation systems. 

(3) USE OF CERTAIN COMMUNICATIONS.— 
(A) IN GENERAL.—The Secretary may enter into contracts 

or other agreements, or otherwise request and obtain, in ac-
cordance with applicable law, the assistance of private enti-
ties that provide electronic communication services, remote 
computing services, or cybersecurity services to acquire, 
intercept, retain, use, and disclose communications and 
other system traffic, deploy countermeasures, or otherwise 
operate protective capabilities in accordance with subpara-
graphs (C), (D), (E), and (F) of paragraph (2). No cause of 
action shall exist against private entities for assistance pro-
vided to the Secretary in accordance with this subsection. 

(B) RULE OF CONSTRUCTION.—Nothing in subparagraph 
(A) may be construed to— 

(i) require or compel any private entity to enter in a 
contract or agreement described in such subparagraph; 
or 

(ii) authorize the Secretary to take any action with 
respect to any communications or system traffic 
transiting or residing on any information system or 
network of information systems other than a Federal 
civilian information system. 

(i) RECOMMENDATIONS REGARDING NEW AGREEMENTS.—Not later 
than 180 days after the date of the enactment of this section, the 
Secretary shall submit to the appropriate congressional committees 
recommendations on how to expedite the implementation of informa-
tion sharing agreements for cybersecurity purposes between the Sec-
retary and critical information owners and critical infrastructure 
operators and other private entities. Such recommendations shall 
address the development and utilization of a scalable form that re-
tains all privacy and other protections in such agreements in exist-
ence as of such date, including Cooperative and Research Develop-
ment Agreements. Such recommendations should also include any 
additional authorities or resources that may be needed to carry out 
the implementation of any such new agreements. 
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(j) RULE OF CONSTRUCTION.—No provision of this title may be 
construed as modifying, limiting, or otherwise affecting the author-
ity of any other Federal agency under any other provision of law. 
SEC. 228. NATIONAL CYBERSECURITY AND COMMUNICATIONS INTE-

GRATION CENTER. 
(a) ESTABLISHMENT.—There is established in the Department the 

National Cybersecurity and Communications Integration Center (re-
ferred to in this section as the ‘‘Center’’), which shall be a Federal 
civilian information sharing interface that provides shared situa-
tional awareness to enable real-time, integrated, and operational ac-
tions across the Federal Government, and share cyber threat infor-
mation by and among Federal, State, and local government entities, 
Information Sharing and Analysis Centers, private entities, and 
critical infrastructure owners and critical infrastructure operators 
that have an information sharing relationship with the Center. 

(b) COMPOSITION.—The Center shall include each of the following 
entities: 

(1) At least one Information Sharing and Analysis Center es-
tablished under section 227(e) for each critical infrastructure 
sector. 

(2) The Multi-State Information Sharing and Analysis Center 
to collaborate with State and local governments. 

(3) The United States Computer Emergency Readiness Team 
to coordinate cyber threat information sharing, proactively 
manage cyber risks to the United States, collaboratively respond 
to cyber incidents, provide technical assistance to information 
system owners and operators, and disseminate timely notifica-
tions regarding current and potential cyber threats and 
vulnerabilities. 

(4) The Industrial Control System Cyber Emergency Response 
Team to coordinate with industrial control systems owners and 
operators and share industrial control systems-related security 
incidents and mitigation measures. 

(5) The National Coordinating Center for Telecommuni-
cations to coordinate the protection, response, and recovery of 
national security emergency communications. 

(6) Such other Federal, State, and local government entities, 
private entities, organizations, or individuals as the Secretary 
may consider appropriate that agree to be included. 

(c) CYBER INCIDENT.—In the event of a cyber incident, the Sec-
retary may grant the entities referred to in subsection (a) immediate 
temporary access to the Center as a situation may warrant. 

(d) ROLES AND RESPONSIBILITIES.—The Center shall— 
(1) promote ongoing multi-directional sharing by and among 

the entities referred to in subsection (a) of timely and actionable 
cyber threat information and analysis on a real-time basis that 
includes emerging trends, evolving threats, incident reports, in-
telligence information, risk assessments, and best practices; 

(2) coordinate with other Federal agencies to streamline and 
reduce redundant reporting of cyber threat information; 

(3) provide, upon request, timely technical assistance and cri-
sis management support to Federal, State, and local govern-
ment entities and private entities that own or operate informa-
tion systems or networks of information systems to protect from, 
prevent, mitigate, respond to, and recover from cyber incidents; 
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(4) facilitate cross-sector coordination and sharing of cyber 
threat information to prevent related or consequential impacts 
to other critical infrastructure sectors; 

(5) collaborate and facilitate discussions with Sector Coordi-
nating Councils, Information Sharing and Analysis Centers, 
Sector Specific Agencies, and relevant critical infrastructure 
sectors on the development of prioritized Federal response ef-
forts, if necessary, to support the defense and recovery of critical 
infrastructure from cyber incidents; 

(6) collaborate with the Sector Coordinating Councils, Infor-
mation Sharing and Analysis Centers, Sector Specific Agencies, 
and the relevant critical infrastructure sectors on the develop-
ment and implementation of procedures to support technology 
neutral real-time information sharing capabilities and mecha-
nisms; 

(7) collaborate with the Sector Coordinating Councils, Infor-
mation Sharing and Analysis Centers, Sector Specific Agencies, 
and the relevant critical infrastructure sectors to identify re-
quirements for data and information formats and accessibility, 
system interoperability, and redundant systems and alternative 
capabilities in the event of a disruption in the primary informa-
tion sharing capabilities and mechanisms at the Center; 

(8) within the scope of relevant treaties, cooperate with inter-
national partners to share information and respond to cyber in-
cidents; 

(9) safeguard sensitive cyber threat information from unau-
thorized disclosure; 

(10) require other Federal civilian agencies to— 
(A) send reports and information to the Center about 

cyber incidents, threats, and vulnerabilities affecting Fed-
eral civilian information systems and critical infrastructure 
systems and, in the event a private vendor product or serv-
ice of such an agency is so implicated, the Center shall first 
notify such private vendor of the vulnerability before fur-
ther disclosing such information; 

(B) provide to the Center cyber incident detection, anal-
ysis, mitigation, and response information; and 

(C) immediately send and disclose to the Center cyber 
threat information received by such agencies; 

(11) perform such other duties as the Secretary may require 
to facilitate a national effort to strengthen and maintain secure, 
functioning, and resilient critical infrastructure from cyber 
threats; 

(12) implement policies and procedures to— 
(A) provide technical assistance to Federal civilian agen-

cies to prevent and respond to data breaches involving un-
authorized acquisition or access of personally identifiable 
information that occur on Federal civilian information sys-
tems; 

(B) require Federal civilian agencies to notify the Center 
about data breaches involving unauthorized acquisition or 
access of personally identifiable information that occur on 
Federal civilian information systems not later than two 
business days after the discovery of such a breach; and 
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(C) require Federal civilian agencies to notify all poten-
tial victims of a data breach involving unauthorized acqui-
sition or access of personally identifiable information that 
occur on Federal civilian information systems without un-
reasonable delay consistent with the needs of law enforce-
ment; and 

(13) participate in exercises run by the Department’s National 
Exercise Program, where appropriate. 

(e) INTEGRATION AND ANALYSIS.—The Center, in coordination 
with the Office of Intelligence and Analysis of the Department, shall 
maintain an integration and analysis function, which shall — 

(1) integrate and analyze all cyber threat information re-
ceived from other Federal agencies, State and local govern-
ments, Information Sharing and Analysis Centers, private enti-
ties, critical infrastructure owners, and critical infrastructure 
operators, and share relevant information in near real-time; 

(2) on an ongoing basis, assess and evaluate consequence, 
vulnerability, and threat information to share with the entities 
referred to in subsection (a) actionable assessments of critical 
infrastructure sector risks from cyber incidents and to assist 
critical infrastructure owners and critical infrastructure opera-
tors by making recommendations to facilitate continuous im-
provements to the security and resiliency of the critical infra-
structure of the United States; 

(3) facilitate cross-sector integration, identification, and anal-
ysis of key interdependencies to prevent related or consequential 
impacts to other critical infrastructure sectors; 

(4) collaborate with the Information Sharing and Analysis 
Centers to tailor the analysis of information to the specific char-
acteristics and risk to a relevant critical infrastructure sector; 
and 

(5) assess and evaluate consequence, vulnerability, and threat 
information regarding cyber incidents in coordination with the 
Office of Emergency Communications of the Department to help 
facilitate continuous improvements to the security and resiliency 
of public safety communications networks. 

(f) REPORT OF CYBER ATTACKS AGAINST FEDERAL GOVERNMENT 
NETWORKS.—The Secretary shall submit to the Committee on Home-
land Security of the House of Representatives, the Committee on 
Homeland Security and Governmental Affairs of the Senate, and 
the Comptroller General of the United States an annual report that 
summarizes major cyber incidents involving Federal civilian agency 
information systems and provides aggregate statistics on the num-
ber of breaches, the extent of any personally identifiable information 
that was involved, the volume of data exfiltrated, the consequential 
impact, and the estimated cost of remedying such breaches. 

(g) REPORT ON THE OPERATIONS OF THE CENTER.—The Secretary, 
in consultation with the Sector Coordinating Councils and appro-
priate Federal Government entities, shall submit to the Committee 
on Homeland Security of the House of Representatives, the Com-
mittee on Homeland Security and Governmental Affairs of the Sen-
ate, and the Comptroller General of the United States an annual re-
port on— 
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(1) the capability and capacity of the Center to carry out its 
cybersecurity mission in accordance with this section, and sec-
tions 226, 227, 229, 230, 230A, and 230B; 

(2) the extent to which the Department is engaged in informa-
tion sharing with each critical infrastructure sector designated 
under section 227(b), including— 

(A) the extent to which each such sector has representa-
tives at the Center; and 

(B) the extent to which critical infrastructure owners and 
critical infrastructure operators of each critical infrastruc-
ture sector participate in information sharing at the Center; 

(3) the volume and range of activities with respect to which 
the Secretary collaborated with the Sector Coordinating Coun-
cils and the Sector-Specific Agencies to promote greater engage-
ment with the Center; and 

(4) the volume and range of voluntary technical assistance 
sought and provided by the Department to each critical infra-
structure owner and critical infrastructure operator. 

SEC. 229. CYBER INCIDENT RESPONSE AND TECHNICAL ASSISTANCE. 
(a) IN GENERAL.—The Secretary shall establish Cyber Incident 

Response Teams to— 
(1) upon request, provide timely technical assistance and cri-

sis management support to Federal, State, and local govern-
ment entities, private entities, and critical infrastructure owners 
and critical infrastructure operators involving cyber incidents 
affecting critical infrastructure; and 

(2) upon request, provide actionable recommendations on se-
curity and resilience measures and countermeasures to Federal, 
State, and local government entities, private entities, and crit-
ical infrastructure owners and critical infrastructure operators 
prior to, during, and after cyber incidents. 

(b) COORDINATION.—In carrying out subsection (a), the Secretary 
shall coordinate with the relevant Sector Specific Agencies, if appli-
cable. 

(c) CYBER INCIDENT RESPONSE PLAN.—The Secretary, in coordi-
nation with the Sector Coordinating Councils, Information Sharing 
and Analysis Centers, and Federal, State, and local governments, 
shall develop, regularly update, maintain, and exercise a National 
Cybersecurity Incident Response Plan which shall— 

(1) include effective emergency response plans associated with 
cyber threats to critical infrastructure, information systems, or 
networks of information systems; 

(2) ensure that such National Cybersecurity Incident Re-
sponse Plan can adapt to and reflect a changing cyber threat 
environment, and incorporate best practices and lessons learned 
from regular exercises, training, and after-action reports; and 

(3) facilitate discussions on the best methods for developing 
innovative and useful cybersecurity exercises for coordinating 
between the Department and each of the critical infrastructure 
sectors designated under section 227(b). 

(d) UPDATE TO CYBER INCIDENT ANNEX TO THE NATIONAL RE-
SPONSE FRAMEWORK.—The Secretary, in coordination with the 
heads of other Federal agencies and in accordance with the Na-
tional Cybersecurity Incident Response Plan under subsection (c), 
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shall regularly update, maintain, and exercise the Cyber Incident 
Annex to the National Response Framework of the Department. 
SEC. 230. PUBLIC-PRIVATE COLLABORATION ON CYBERSECURITY. 

(a) MEETINGS.—The Secretary shall meet with the Sector Coordi-
nating Council for each critical infrastructure sector designated 
under section 227(b) on a biannual basis to discuss the cybersecu-
rity threat to critical infrastructure, voluntary activities to address 
cybersecurity, and ideas to improve the public-private partnership to 
enhance cybersecurity, in which the Secretary shall— 

(1) provide each Sector Coordinating Council an assessment 
of the cybersecurity threat to each critical infrastructure sector 
designated under section 227(b), including information relating 
to— 

(A) any actual or assessed cyber threat, including a con-
sideration of adversary capability and intent, preparedness, 
target attractiveness, and deterrence capabilities; 

(B) the extent and likelihood of death, injury, or serious 
adverse effects to human health and safety caused by an 
act of terrorism or other disruption, destruction, or unau-
thorized use of critical infrastructure; 

(C) the threat to national security caused by an act of ter-
rorism or other disruption, destruction, or unauthorized use 
of critical infrastructure; and 

(D) the harm to the economy that would result from an 
act of terrorism or other disruption, destruction, or unau-
thorized use of critical infrastructure; and 

(2) provide recommendations, which may be voluntarily 
adopted, on ways to improve cybersecurity of critical infrastruc-
ture. 

(b) REPORT.— 
(1) IN GENERAL.—Starting 30 days after the end of the fiscal 

year in which the National Cybersecurity and Critical Infra-
structure Protection Act of 2013 is enacted and annually there-
after, the Secretary shall submit to the appropriate congres-
sional committees a report on the state of cybersecurity for each 
critical infrastructure sector designated under section 227(b) 
based on discussions between the Department and the Sector 
Coordinating Council in accordance with subsection (a) of this 
section. The Secretary shall maintain a public copy of each re-
port, and each report may include a non-public annex for pro-
prietary, business-sensitive information, or other sensitive infor-
mation. Each report shall include, at a minimum information 
relating to— 

(A) the risk to each critical infrastructure sector, includ-
ing known cyber threats, vulnerabilities, and potential con-
sequences; 

(B) the extent and nature of any cybersecurity incidents 
during the previous year, including the extent to which 
cyber incidents jeopardized or imminently jeopardized in-
formation systems; 

(C) the current status of the voluntary, industry-led set of 
standards, guidelines, best practices, methodologies, proce-
dures, and processes to reduce cyber risks within each crit-
ical infrastructure sector; and 
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(D) the volume and range of voluntary technical assist-
ance sought and provided by the Department to each crit-
ical infrastructure sector. 

(2) SECTOR COORDINATING COUNCIL RESPONSE.—Before mak-
ing public and submitting each report required under para-
graph (1), the Secretary shall provide a draft of each report to 
the Sector Coordinating Council for the critical infrastructure 
sector covered by each such report. The Sector Coordinating 
Council at issue may provide to the Secretary a written re-
sponse to such report within 45 days of receiving the draft. If 
such Sector Coordinating Council provides a written response, 
the Secretary shall include such written response in the final 
version of each report required under paragraph (1). 

(c) LIMITATION.—Information shared with or provided to a Sector 
Coordinating Council, a critical infrastructure sector, or the Sec-
retary for the purpose of the activities under subsections (a) and (b) 
may not be used by any Federal, State, or local government depart-
ment or agency to regulate the activity of any private entity. 
SEC. 230A. CYBERSECURITY OCCUPATION CATEGORIES, WORKFORCE 

ASSESSMENT, AND STRATEGY. 
(a) SHORT TITLE.—This section may be cited as the ‘‘Homeland 

Security Cybersecurity Boots-on-the-Ground Act’’. 
(b) CYBERSECURITY OCCUPATION CATEGORIES.— 

(1) IN GENERAL.—Not later than 90 days after the date of the 
enactment of this section, the Secretary shall develop and issue 
comprehensive occupation categories for individuals performing 
activities in furtherance of the cybersecurity mission of the De-
partment. 

(2) APPLICABILITY.—The Secretary shall ensure that the com-
prehensive occupation categories issued under paragraph (1) 
are used throughout the Department and are made available to 
other Federal agencies. 

(c) CYBERSECURITY WORKFORCE ASSESSMENT.— 
(1) IN GENERAL.—Not later than 180 days after the date of 

the enactment of this section and annually thereafter, the Sec-
retary shall assess the readiness and capacity of the workforce 
of the Department to meet its cybersecurity mission. 

(2) CONTENTS.—The assessment required under paragraph 
(1) shall, at a minimum, include the following: 

(A) Information where cybersecurity positions are located 
within the Department, specified in accordance with the cy-
bersecurity occupation categories issued under subsection 
(b). 

(B) Information on which cybersecurity positions are— 
(i) performed by— 

(I) permanent full time departmental employees, 
together with demographic information about such 
employees’ race, ethnicity, gender, disability status, 
and veterans status; 

(II) individuals employed by independent con-
tractors; and 

(III) individuals employed by other Federal 
agencies, including the National Security Agency; 
and 

(ii) vacant. 
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(C) The number of individuals hired by the Department 
pursuant to the authority granted to the Secretary in 2009 
to permit the Secretary to fill 1,000 cybersecurity positions 
across the Department over a three year period, and infor-
mation on what challenges, if any, were encountered with 
respect to the implementation of such authority. 

(D) Information on vacancies within the Department’s cy-
bersecurity supervisory workforce, from first line super-
visory positions through senior departmental cybersecurity 
positions. 

(E) Information on the percentage of individuals within 
each cybersecurity occupation category who received essen-
tial training to perform their jobs, and in cases in which 
such training is not received, information on what chal-
lenges, if any, were encountered with respect to the provi-
sion of such training. 

(F) Information on recruiting costs incurred with respect 
to efforts to fill cybersecurity positions across the Depart-
ment in a manner that allows for tracking of overall re-
cruiting and identifying areas for better coordination and 
leveraging of resources within the Department. 

(d) WORKFORCE STRATEGY.— 
(1) IN GENERAL.—Not later than 180 days after the date of 

the enactment of this section, the Secretary shall develop, main-
tain, and, as necessary, update, a comprehensive workforce 
strategy that enhances the readiness, capacity, training, recruit-
ment, and retention of the cybersecurity workforce of the De-
partment. 

(2) CONTENTS.—The comprehensive workforce strategy devel-
oped under paragraph (1) shall include— 

(A) a multiphased recruitment plan, including relating to 
experienced professionals, members of disadvantaged or un-
derserved communities, the unemployed, and veterans; 

(B) a 5-year implementation plan; 
(C) a 10-year projection of the Department’s cybersecurity 

workforce needs; and 
(D) obstacles impeding the hiring and development of a 

cybersecurity workforce at the Department. 
(e) INFORMATION SECURITY TRAINING.—Not later than 270 days 

after the date of the enactment of this section, the Secretary shall 
establish and maintain a process to verify on an ongoing basis that 
individuals employed by independent contractors who serve in cy-
bersecurity positions at the Department receive initial and recurrent 
information security training comprised of general security aware-
ness training necessary to perform their job functions, and role- 
based security training that is commensurate with assigned respon-
sibilities. The Secretary shall maintain documentation to ensure 
that training provided to an individual under this subsection meets 
or exceeds requirements for such individual’s job function. 

(f) UPDATES.—The Secretary shall submit to the appropriate con-
gressional committees annual updates regarding the cybersecurity 
workforce assessment required under subsection (c), information on 
the progress of carrying out the comprehensive workforce strategy 
developed under subsection (d), and information on the status of the 
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implementation of the information security training required under 
subsection (e). 

(g) GAO STUDY.—The Secretary shall provide the Comptroller 
General of the United States with information on the cybersecurity 
workforce assessment required under subsection (c) and progress on 
carrying out the comprehensive workforce strategy developed under 
subsection (d). The Comptroller General shall submit to the Sec-
retary and the appropriate congressional committees a study on 
such assessment and strategy. 

(h) CYBERSECURITY FELLOWSHIP PROGRAM.—Not later than 120 
days after the date of the enactment of this section, the Secretary 
shall submit to the appropriate congressional committees a report 
on the feasibility of establishing a Cybersecurity Fellowship Pro-
gram to offer a tuition payment plan for undergraduate and doc-
toral candidates who agree to work for the Department for an 
agreed-upon period of time. 
SEC. 230B. PERSONNEL AUTHORITIES. 

(a) IN GENERAL.— 
(1) PERSONNEL AUTHORITIES.—The Secretary may exercise 

with respect to qualified employees of the Department the same 
authority that the Secretary of Defense has with respect to civil-
ian intelligence personnel and the scholarship program under 
sections 1601, 1602, 1603, and 2200a of title 10, United States 
Code, to establish as positions in the excepted service, appoint 
individuals to such positions, fix pay, and pay a retention 
bonus to any employee appointed under this section if the Sec-
retary determines that such is needed to retain essential per-
sonnel. Before announcing the payment of a bonus under this 
paragraph, the Secretary shall submit to the Committee on 
Homeland Security of the House of Representatives and the 
Committee on Homeland Security and Governmental Affairs of 
the Senate a written explanation of such determination. Such 
authority shall be exercised— 

(A) to the same extent and subject to the same conditions 
and limitations that the Secretary of Defense may exercise 
such authority with respect to civilian intelligence per-
sonnel of the Department of Defense; and 

(B) in a manner consistent with the merit system prin-
ciples set forth in section 2301 of title 5, United States 
Code. 

(2) CIVIL SERVICE PROTECTIONS.—Sections 1221 and 2302, 
and chapter 75 of title 5, United States Code, shall apply to the 
positions established pursuant to the authorities provided under 
paragraph (1). 

(3) PLAN FOR EXECUTION OF AUTHORITIES.—Not later than 
120 days after the date of the enactment of this section, the Sec-
retary shall submit to the Committee on Homeland Security of 
the House of Representatives and the Committee on Homeland 
Security and Governmental Affairs of the Senate a report that 
contains a plan for the use of the authorities provided under 
this subsection. 

(b) ANNUAL REPORT.—Not later than one year after the date of the 
enactment of this section and annually thereafter for four years, the 
Secretary shall submit to the Committee on Homeland Security of 
the House of Representatives and the Committee on Homeland Secu-
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rity and Governmental Affairs of the Senate a detailed report (in-
cluding appropriate metrics on actions occurring during the report-
ing period) that discusses the processes used by the Secretary in im-
plementing this section and accepting applications, assessing can-
didates, ensuring adherence to veterans’ preference, and selecting 
applicants for vacancies to be filled by a qualified employee. 

(c) DEFINITION OF QUALIFIED EMPLOYEE.—In this section, the 
term ‘‘qualified employee’’ means an employee who performs func-
tions relating to the security of Federal civilian information systems, 
critical infrastructure information systems, or networks of either of 
such systems. 

* * * * * * * 

SUPPORT ANTI-TERRORISM BY FOSTERING EFFECTIVE 
TECHNOLOGIES ACT OF 2002 

* * * * * * * 

TITLE VIII—COORDINATION WITH NON- 
FEDERAL ENTITIES; INSPECTOR GEN-
ERAL; UNITED STATES SECRET SERV-
ICE; COAST GUARD; GENERAL PROVI-
SIONS 

* * * * * * * 

Subtitle G—Support Anti-terrorism by Fos-
tering Effective Technologies Act of 2002 

* * * * * * * 
SEC. 862. ADMINISTRATION. 

(a) * * * 
(b) øDESIGNATION OF QUALIFIED ANTI-TERRORISM TECH-

NOLOGIES¿ DESIGNATION OF ANTI-TERRORISM AND CYBERSECURITY 
TECHNOLOGIES.—The Secretary may designate anti-terrorism and 
cybersecurity technologies that qualify for protection under the sys-
tem of risk management set forth in this subtitle in accordance 
with criteria that shall include, but not be limited to, the following: 

(1) * * * 

* * * * * * * 
(3) Existence of extraordinarily large or extraordinarily 

unquantifiable potential third party liability risk exposure to 
the Seller or other provider of such anti-terrorism or cybersecu-
rity technology. 

(4) Substantial likelihood that such anti-terrorism or cyberse-
curity technology will not be deployed unless protections under 
the system of risk management provided under this subtitle 
are extended. 
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(5) Magnitude of risk exposure to the public if such anti-ter-
rorism or cybersecurity technology is not deployed. 

* * * * * * * 
(7) Anti-terrorism technology or cybersecurity technology that 

would be effective in facilitating the defense against acts of ter-
rorism or qualifying cyber incidents, including technologies 
that prevent, defeat or respond to such acts. 

* * * * * * * 
SEC. 863. LITIGATION MANAGEMENT. 

(a) FEDERAL CAUSE OF ACTION.— 
(1) IN GENERAL.—There shall exist a Federal cause of action 

for claims arising out of, relating to, or resulting from an act 
of terrorism or qualifying cyber incident when qualified anti- 
terrorism or cybersecurity technologies have been deployed in 
defense against or response or recovery from such act and such 
claims result or may result in loss to the Seller. The sub-
stantive law for decision in any such action shall be derived 
from the law, including choice of law principles, of the State in 
which such acts of terrorism or qualifying cyber incidents oc-
curred, unless such law is inconsistent with or preempted by 
Federal law. Such Federal cause of action shall be brought only 
for claims for injuries that are proximately caused by sellers 
that provide qualified anti-terrorism or cybersecurity tech-
nology to Federal and non-Federal government customers. 

(2) JURISDICTION.—Such appropriate district court of the 
United States shall have original and exclusive jurisdiction 
over all actions for any claim for loss of property, personal in-
jury, or death arising out of, relating to, or resulting from an 
act of terrorism or qualifying cyber incident when qualified 
anti-terrorism or cybersecurity technologies have been deployed 
in defense against or response or recovery from such act and 
such claims result or may result in loss to the Seller. 

* * * * * * * 
(c) COLLATERAL SOURCES.—Any recovery by a plaintiff in an ac-

tion under this section shall be reduced by the amount of collateral 
source compensation, if any, that the plaintiff has received or is en-
titled to receive as a result of such acts of terrorism or qualifying 
cyber incidents that result or may result in loss to the Seller. 

(d) GOVERNMENT CONTRACTOR DEFENSE.— 
(1) IN GENERAL.—Should a product liability or other lawsuit 

be filed for claims arising out of, relating to, or resulting from 
an act of terrorism or qualifying cyber incident when qualified 
anti-terrorism or cybersecurity technologies approved by the 
Secretary, as provided in paragraphs (2) and (3) of this sub-
section, have been deployed in defense against or response or 
recovery from such act and such claims result or may result in 
loss to the Seller, there shall be a rebuttable presumption that 
the government contractor defense applies in such lawsuit. 
This presumption shall only be overcome by evidence showing 
that the Seller acted fraudulently or with willful misconduct in 
submitting information to the Secretary during the course of 
the Secretary’s consideration of such technology under this 
subsection. This presumption of the government contractor de-
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fense shall apply regardless of whether the claim against the 
Seller arises from a sale of the product to Federal Government 
or non-Federal Government customers. 

(2) EXCLUSIVE RESPONSIBILITY.—The Secretary will be exclu-
sively responsible for the review and approval of anti-terrorism 
or cybersecurity technology for purposes of establishing a gov-
ernment contractor defense in any product liability lawsuit for 
claims arising out of, relating to, or resulting from an act of 
terrorism or qualifying cyber incident when qualified anti-ter-
rorism or cybersecurity technologies approved by the Secretary, 
as provided in this paragraph and paragraph (3), have been de-
ployed in defense against or response or recovery from such act 
and such claims result or may result in loss to the Seller. Upon 
the Seller’s submission to the Secretary for approval of anti- 
terrorism or cybersecurity technology, the Secretary will con-
duct a comprehensive review of the design of such technology 
and determine whether it will perform as intended, conforms 
to the Seller’s specifications, and is safe for use as intended. 
The Seller will conduct safety and hazard analyses on such 
technology and will supply the Secretary with all such informa-
tion. 

(3) CERTIFICATE.—For anti-terrorism or cybersecurity tech-
nology reviewed and approved by the Secretary, the Secretary 
will issue a certificate of conformance to the Seller and place 
the anti-terrorism or cybersecurity technology on an Approved 
Product List for Homeland Security. 

(e) EXCLUSION.—Nothing in this section shall in any way limit 
the ability of any person to seek any form of recovery from any per-
son, government, or other entity that— 

(1) attempts to commit, knowingly participates in, aids and 
abets, or commits any act of terrorism or qualifying cyber inci-
dent, or any criminal act related to or resulting from such act 
of terrorism or qualifying cyber incident; or 

(2) participates in a conspiracy to commit any such act of ter-
rorism or qualifying cyber incident or any such criminal act. 

SEC. 864. RISK MANAGEMENT. 
(a) IN GENERAL.— 

(1) LIABILITY INSURANCE REQUIRED.—Any person or entity 
that sells or otherwise provides a qualified anti-terrorism or cy-
bersecurity technology to Federal and non-Federal Government 
customers (‘‘Seller’’) shall obtain liability insurance of such 
types and in such amounts as shall be required in accordance 
with this section and certified by the Secretary to satisfy other-
wise compensable third-party claims arising out of, relating to, 
or resulting from an act of terrorism or qualifying cyber inci-
dent when qualified anti-terrorism or cybersecurity technologies 
have been deployed in defense against or response or recovery 
from such act. 

(2) MAXIMUM AMOUNT.—For the total claims related to 1 
such act of terrorism or qualifying cyber incident, the Seller is 
not required to obtain liability insurance of more than the 
maximum amount of liability insurance reasonably available 
from private sources on the world market at prices and terms 
that will not unreasonably distort the sales price of Seller’s 
anti-terrorism or cybersecurity technologies. 
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(3) SCOPE OF COVERAGE.—Liability insurance obtained pur-
suant to this subsection shall, in addition to the Seller, protect 
the following, to the extent of their potential liability for in-
volvement in the manufacture, qualification, sale, use, or oper-
ation of qualified anti-terrorism or cybersecurity technologies 
deployed in defense against or response or recovery from an act 
of terrorism or qualifying cyber incident: 

(A) * * * 

* * * * * * * 
(4) THIRD PARTY CLAIMS.—Such liability insurance under this 

section shall provide coverage against third party claims aris-
ing out of, relating to, or resulting from the sale or use of anti- 
terrorism or cybersecurity technologies. 

(b) RECIPROCAL WAIVER OF CLAIMS.—The Seller shall enter into 
a reciprocal waiver of claims with its contractors, subcontractors, 
suppliers, vendors and customers, and contractors and subcontrac-
tors of the customers, involved in the manufacture, sale, use or op-
eration of qualified anti-terrorism or cybersecurity technologies, 
under which each party to the waiver agrees to be responsible for 
losses, including business interruption losses, that it sustains, or 
for losses sustained by its own employees resulting from an activity 
resulting from an act of terrorism or qualifying cyber incident when 
qualified anti-terrorism or cybersecurity technologies have been de-
ployed in defense against or response or recovery from such act. 

(c) EXTENT OF LIABILITY.—Notwithstanding any other provision 
of law, liability for all claims against a Seller arising out of, relat-
ing to, or resulting from an act of terrorism or qualifying cyber inci-
dent when qualified anti-terrorism or cybersecurity technologies 
have been deployed in defense against or response or recovery from 
such act and such claims result or may result in loss to the Seller, 
whether for compensatory or punitive damages or for contribution 
or indemnity, shall not be in an amount greater than the limits of 
liability insurance coverage required to be maintained by the Seller 
under this section. 
SEC. 865. DEFINITIONS. 

For purposes of this subtitle, the following definitions apply: 
(1) QUALIFIED ANTI-TERRORISM OR CYBERSECURITY TECH-

NOLOGY.—For purposes of this subtitle, the term ‘‘qualified 
anti-terrorism or cybersecurity technology’’ means any product, 
equipment, service (including support services), device, or tech-
nology (including information technology) designed, developed, 
modified, or procured for the specific purpose of preventing, de-
tecting, identifying, or deterring acts of terrorism or qualifying 
cyber incidents or limiting the harm such acts or incidents 
might otherwise cause, that is designated as such by the Sec-
retary. 

* * * * * * * 
(7) QUALIFYING CYBER INCIDENT.— 

(A) IN GENERAL.—The term ‘‘qualifying cyber incident’’ 
means any act that the Secretary determines meets the re-
quirements under subparagraph (B), as such requirements 
are further defined and specified by the Secretary. 

(B) REQUIREMENTS.—A qualifying cyber incident meets 
the requirements of this subparagraph if— 
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(i) the incident is unlawful or otherwise exceeds au-
thorized access authority; 

(ii) the incident disrupts or imminently jeopardizes 
the integrity, operation, confidentiality, or availability 
of programmable electronic devices, communication 
networks, including hardware, software and data that 
are essential to their reliable operation, electronic stor-
age devices, or any other information system, or the in-
formation that system controls, processes, stores, or 
transmits; 

(iii) the perpetrator of the incident gains access to an 
information system or a network of information sys-
tems resulting in— 

(I) misappropriation or theft of data, assets, in-
formation, or intellectual property; 

(II) corruption of data, assets, information, or in-
tellectual property; 

(III) operational disruption; or 
(IV) an adverse effect on such system or network, 

or the data, assets, information, or intellectual 
property contained therein; and 

(iv) the incident causes harm inside or outside the 
United States that results in material levels of damage, 
disruption, or casualties severely affecting the United 
States population, infrastructure, economy, or national 
morale, or Federal, State, local, or tribal government 
functions. 

(C) RULE OF CONSTRUCTION.—For purposes of clause (iv) 
of subparagraph (B), the term ‘‘severely’’ includes any 
qualifying cyber incident, whether at a local, regional, 
state, national, international, or tribal level, that affects— 

(i) the United States population, infrastructure, econ-
omy, or national morale, or 

(ii) Federal, State, local, or tribal government func-
tions. 

* * * * * * * 
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