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Memorandum on Designation and Sharing of Controlled Unclassified
Information (CUI)
May 7, 2008

Memorandum for the Heads of Executive
Departments and Agencies

Subject: Designation and Sharing of
Controlled Unclassified Information (CUI)

Purpose
(1) This memorandum (a) adopts, de-

fines, and institutes ‘‘Controlled Unclassi-
fied Information’’ (CUI) as the single, cat-
egorical designation henceforth throughout
the executive branch for all information
within the scope of that definition, which
includes most information heretofore re-
ferred to as ‘‘Sensitive But Unclassified’’
(SBU) in the Information Sharing Environ-
ment (ISE), and (b) establishes a cor-
responding new CUI Framework for desig-
nating, marking, safeguarding, and dissemi-
nating information designated as CUI. The
memorandum’s purpose is to standardize
practices and thereby improve the sharing
of information, not to classify or declassify
new or additional information.

Background—The Current SBU
Environment

(2) The global nature of the threats fac-
ing the United States requires that (a) our
Nation’s entire network of defenders be
able to share information more rapidly so
those who must act have the information
they need, and (b) the United States Gov-
ernment protect sensitive information, in-
formation privacy, and other legal rights of
Americans. A uniform and more standard-
ized governmentwide framework for what
has previously been known as SBU infor-
mation is essential for the ISE to succeed.
Accordingly, this memorandum establishes
a standardized framework designed to fa-
cilitate and enhance the sharing of Con-
trolled Unclassified Information.

Definitions

(3) In this memorandum, the following
terms have the meaning indicated:

a. ‘‘Controlled Unclassified Information’’
is a categorical designation that refers to
unclassified information that does not meet
the standards for National Security Classi-
fication under Executive Order 12958, as
amended, but is (i) pertinent to the na-
tional interests of the United States or to
the important interests of entities outside
the Federal Government, and (ii) under law
or policy requires protection from unau-
thorized disclosure, special handling safe-
guards, or prescribed limits on exchange
or dissemination. Henceforth, the designa-
tion CUI replaces ‘‘Sensitive But Unclassi-
fied’’ (SBU).

b. ‘‘CUI Council’’ is a subcommittee of
the Information Sharing Council (ISC), cre-
ated by the Intelligence Reform and Ter-
rorism Prevention Act of 2004 (Public Law
108–458) (IRTPA).

c. ‘‘CUI Framework’’ refers to the single
set of policies and procedures governing
the designation, marking, safeguarding, and
dissemination of CUI terrorism-related in-
formation that originates in departments
and agencies, regardless of the medium
used for the display, storage, or transmittal
of such information.

d. ‘‘CUI Framework Standards Registry’’
(the ‘‘CUI Registry’’) refers to the official
list of, and recognized standards for, CUI
markings including ‘‘safeguarding,’’ and
‘‘dissemination’’ maintained by the Execu-
tive Agent.

e. ‘‘Departments and Agencies’’ means
executive agencies as defined in section 105
of title 5, United States Code; the United
States Postal Service; but not the Govern-
ment Accountability Office.
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f. ‘‘Enhanced Safeguarding’’ is a handling
requirement that means the information so
designated is subject to measures more
stringent than those normally required be-
cause inadvertent or unauthorized disclo-
sure would create a risk of substantial
harm. This requirement is indicated by the
marking ‘‘Controlled Enhanced.’’

g. ‘‘Executive Agent’’ means the National
Archives and Records Administration
(NARA).

h. ‘‘Information’’ means any commu-
nicable knowledge or documentary mate-
rial, regardless of its physical form or char-
acteristics, that is owned by, is produced
by or for, or is under the control of the
Federal Government.

i. ‘‘Information Sharing Environment’’
means an approach that facilitates the shar-
ing of ‘‘terrorism information,’’ as defined
by section 1016 of IRTPA.

j. ‘‘Safeguarding’’ means measures and
controls that are prescribed to protect con-
trolled unclassified information.

k. ‘‘Sensitive But Unclassified’’ refers col-
lectively to the various designations used
heretofore within the Federal Government
for documents and information that are suf-
ficiently sensitive to warrant some level of
protection from disclosure but that do not
warrant classification.

l. ‘‘Specified Dissemination’’ is a handling
instruction that means the information so
designated is subject to additional instruc-
tions governing the extent to which dis-
semination is permitted.

m. ‘‘Standard Dissemination’’ is a han-
dling instruction that means dissemination
is authorized to the extent it is reasonably
believed that dissemination would further
the execution of lawful or official mission
purpose, provided that individuals dissemi-
nating this information do so within the
scope of their assigned duties.

n. ‘‘Standard Safeguarding’’ is a handling
requirement that means the information so
designated is subject to baseline safe-
guarding measures that reduce the risks of
unauthorized or inadvertent disclosure. This

requirement shall be indicated through the
use of the marking ‘‘Controlled.’’

o. ‘‘Terrorism-Related Information’’
means (i) information, as defined by Imple-
menting Recommendations of the 9/11
Commission Act of 2007, Public Law 110–
53, section 504; (ii) homeland security in-
formation, as defined by 6 U.S.C. 482(f);
and (iii) law enforcement information relat-
ing to terrorism.

Policy—The CUI Framework
(4) The uniform use of CUI is essential

to fostering an effective ISE. All depart-
ments and agencies shall apply the CUI
Framework, which consists of the following
policies and standards, as outlined in para-
graphs 5–19 for the designation, marking,
safeguarding, and dissemination of any CUI
terrorism-related information within the
ISE that originates in departments and
agencies, regardless of the medium used
for its display, storage, or transmittal.

(5) All CUI shall merit one of two levels
of safeguarding procedures: standard
(marked ‘‘Controlled’’) or enhanced
(marked ‘‘Controlled Enhanced’’).

(6) All CUI shall merit one of two levels
of dissemination controls: ‘‘Standard Dis-
semination’’ or ‘‘Specified Dissemination.’’

(7) All CUI shall be (a) categorized into
one of three combinations of safeguarding
procedures and dissemination controls, and
(b) so indicated through the use of the
following corresponding markings:

(i) ‘‘Controlled with Standard Dissemina-
tion’’ meaning the information requires
standard safeguarding measures that reduce
the risks of unauthorized or inadvertent dis-
closure. Dissemination is permitted to the
extent that it is reasonably believed that
it would further the execution of a lawful
or official purpose.

(ii) ‘‘Controlled with Specified Dissemina-
tion’’ meaning the information requires
safeguarding measures that reduce the risks
of unauthorized or inadvertent disclosure.
Material contains additional instructions on
what dissemination is permitted.
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(iii) ‘‘Controlled Enhanced with Specified
Dissemination’’ meaning the information re-
quires safeguarding measures more strin-
gent than those normally required since the
inadvertent or unauthorized disclosure
would create risk of substantial harm. Ma-
terial contains additional instructions on
what dissemination is permitted.

(8) Any additional CUI markings may be
prescribed only by the Executive Agent.
Use of additional CUI markings is prohib-
ited unless the Executive Agent determines
that extraordinary circumstances warrant
the use of additional markings.

(9) Departments and agencies shall apply
the CUI Registry’s standards. The origi-
nator of CUI may not impose any addi-
tional safeguarding or dissemination re-
quirements upon the recipient(s). No de-
partment or agency shall create CUI cat-
egories or rules outside the CUI Frame-
work.

(10) Recipients of CUI shall report any
unauthorized or inadvertent disclosures to
the designating agency.

(11) All CUI shall be marked in a clear
manner and conform to statutory and regu-
latory requirements, if any, regarding mark-
ings. Recipients of CUI that is not marked
shall mark the information appropriately
and inform the originator that it has been
so marked.

(12) Wherever possible, it is expected
that departments and agencies will re-mark
archived or legacy material when it is incor-
porated into the ISE.

(13) CUI markings may inform but do
not control the decision of whether to dis-
close or release the information to the pub-
lic, such as in response to a request made
pursuant to the Freedom of Information
Act (FOIA).

(14) Originating departments and agen-
cies shall retain control of decisions regard-
ing whether to disseminate CUI materials
beyond their Standard or Specified Dis-
semination instructions, including any dis-
semination to the media or general public.

(15) Material that contains both CUI and
non-CUI information, or that contains mul-
tiple categories of CUI, should be marked
accordingly by portions such that those cat-
egorical distinctions are apparent.

(16) The CUI markings shall be incor-
porated into ISE-related information tech-
nology (IT) projects under development or
developed in the future and shall be re-
flected in plans for new information tech-
nologies.

(17) The CUI markings shall be used
regardless of the medium through which
the information appears or conveys. Oral
communications should be prefaced with a
statement describing the controls when
necessary to ensure that recipients are
aware of the information’s status.

(18) Departments or agencies shall not
impose safeguarding requirements or dis-
semination controls on information in the
ISE that is neither classified nor CUI.

(19) When a department or agency re-
ceives CUI originating from a State, local,
tribal, private sector, or foreign partner, any
nonfederal legacy markings shall be re-
tained, unless the originator authorizes its
removal.

(20) Implementation of the CUI Frame-
work shall commence upon the date of this
memorandum and shall be completed with-
in 5 years.

CUI Framework Implementation
(21) The Executive Agent shall be re-

sponsible for overseeing and managing im-
plementation of this CUI Framework.

(22) The Executive Agent shall have the
following authorities and responsibilities:

a. Develop and issue CUI policy stand-
ards and implementation guidance con-
sistent with this memorandum, including
appropriate recommendations to State,
local, tribal, private sector, and foreign
partner entities for implementing the CUI
Framework. As appropriate, establish new
safeguarding and dissemination controls,
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and, upon a determination that extraor-
dinary circumstances warrant the use of ad-
ditional CUI markings, authorize the use
of such additional markings;

b. Establish and chair the CUI Council;
c. Establish, approve, and maintain safe-

guarding standards and dissemination in-
structions, including ‘‘Specified Dissemina-
tion’’ requirements proposed by the heads
of departments and agencies;

d. Publish the CUI safeguarding and dis-
semination standards in the CUI Registry;

e. Monitor department and agency com-
pliance with CUI policy, standards, and
markings;

f. Establish baseline training require-
ments and develop an ISE-wide CUI train-
ing program to be implemented by depart-
ments and agencies;

g. Provide appropriate information re-
garding the CUI Framework to the Con-
gress, to State, local, tribal, and private sec-
tor entities, and to foreign partners;

h. Advise the heads of departments and
agencies on the resolution by the CUI
Council of complaints and disputes among
such departments and agencies concerning
the proper designation or marking of CUI;
and

i. Establish, in consultation with affected
departments and agencies, a process that
addresses enforcement mechanisms and
penalties for improper handling of CUI.

(23) A CUI Council is hereby established
as a subcommittee of the ISC. Its members
shall be drawn from the ISC’s membership.
The CUI Council shall:

a. Serve as the primary advisor to the
Executive Agent on issues pertaining to the
CUI Framework;

b. Advise the Executive Agent in devel-
oping procedures, guidelines, and standards
necessary to establish, implement, and
maintain the CUI Framework;

c. Ensure coordination among the de-
partments and agencies participating in the
CUI Framework;

d. Advise the Executive Agent on the
resolution of complaints and disputes

among departments and agencies about
proper designation or marking of CUI; and

e. As appropriate, consult with the ISC’s
State, Local, Tribal, and Private Sector
Subcommittee.

(24) The head of each department and
agency with possession of terrorism-related
information shall:

a. Ensure the implementation of the CUI
Framework within such department or
agency;

b. Promulgate guidance for the imple-
mentation of the CUI Framework within
such department or agency, consistent with
ISE-wide CUI policies issued by the CUI
Executive Agent, as established in para-
graph 21;

c. Adopt markings listed in the CUI Reg-
istry maintained by the Executive Agent as
the exclusive CUI markings used by such
department or agency, consistent with para-
graphs 5–8 of this memorandum;

d. Propose any necessary ‘‘Specified Dis-
semination’’ instructions to the Executive
Agent for approval and listing in the CUI
Registry;

e. Designate an appropriately qualified
senior official from within the department
or agency as its representative on the CUI
Council;

f. Implement a CUI training program for
their respective department or agency,
based on the ISE-wide training program
established by the Executive Agent, and en-
sure all appropriate personnel (i) under-
stand CUI policies and procedures, and (ii)
can apply them when creating, dissemi-
nating, or safeguarding CUI material;

g. Establish a process that enables their
respective department or agency to address
noncompliance with the new CUI Frame-
work within the agency, and ensure man-
agement and oversight issues or concerns
can be elevated to the appropriate depart-
ment or agency decision-makers;

h. Establish a process within their re-
spective department or agency that, where
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appropriate, promptly raises to the Execu-
tive Agent matters of concern regarding the
Framework; and

i. Ensure full implementation of the CUI
Framework, consistent with policies, guid-
ance, and standards established by the Ex-
ecutive Agent, within 5 years of the date
of this memorandum.

Designating CUI
(25) Information shall be designated as

CUI and carry an authorized CUI marking
if:

a. a statute requires or authorizes such
a designation; or

b. the head of the originating department
or agency, through regulations, directives,
or other specific guidance to the agency,
determines that the information is CUI.
Such determination should be based on
mission requirements, business prudence,
legal privilege, the protection of personal
or commercial rights, safety, or security.
Such department or agency directives, reg-
ulations, or guidance shall be provided to
the Executive Agent for review.

(26) Notwithstanding the above, informa-
tion shall not be designated as CUI:

a. to (i) conceal violations of law, ineffi-
ciency, or administrative error; (ii) prevent
embarrassment to the Federal Government
or any Federal official, any organization,
or agency; (iii) improperly or unlawfully
interfere with competition in the private
sector; or (iv) prevent or delay the release
of information that does not require such
protection;

b. if it is required to be made available
to the public; or

c. if it has already been released to the
public under proper authority.

Exceptions to CUI
(27) This memorandum requires that all

CUI originated by departments and agen-
cies and shared within the ISE shall con-
form to the policies and standards for the
designating, marking, safeguarding, and dis-
seminating established in accordance with

this memorandum. However, infrastructure
protection agreements not fully accommo-
dated under the CUI Framework (and its
associated markings, safeguarding require-
ments, and dissemination limitations) shall
be considered exceptions to this CUI
Framework. Infrastructure protection ex-
ceptions include and apply to information
governed by or subject to the following reg-
ulations:

a. 6 CFR Pt. 29—PCII (Protected Crit-
ical Infrastructure Information);

b. 49 CFR Pts. 15 (Department of Trans-
portation) & 1520 (Department of Home-
land Security/Transportation Security Ad-
ministration)—SSI (Sensitive Security In-
formation);

c. 6 CFR Pt. 27—CVI (Chemical Vulner-
ability Information); and

d. 10 CFR Pt. 73—SGI (Safeguards In-
formation).

(28) The CUI Framework shall be used
for such information to the maximum ex-
tent possible, but shall not affect or inter-
fere with specific regulatory requirements
for marking, safeguarding, and dissemi-
nating.

(29) The affected department or agency
is authorized to select the most applicable
CUI safeguarding marking for the regula-
tion. Any additional requirements for the
safeguarding beyond that specified under
the CUI Framework shall be appropriately
registered in the CUI Registry. Any regu-
latory marking shall follow the CUI mark-
ing, and a specified dissemination instruc-
tion shall articulate any additional regu-
latory requirements.

General Provisions
(30) This memorandum:
a. shall be implemented in a manner

consistent with applicable law, including
Federal laws protecting the information pri-
vacy rights and other legal rights of Ameri-
cans, and subject to the availability of ap-
propriations;

b. shall be implemented in a manner
consistent with the statutory authority of
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the principal officers of departments and
agencies as heads of their respective de-
partments or agencies;

c. shall not be construed to impair or
otherwise affect the functions of the Direc-
tor of the Office of Management and Budg-
et relating to budget, administrative, and
legislative proposals; and

d. is intended only to improve the inter-
nal management of the Federal Govern-
ment and is not intended to, and does not,

create any rights or benefits, substantive
or procedural, enforceable at law or in eq-
uity by a party against the United States,
its departments, agencies, or entities, its of-
ficers, employees, or agents, or any other
person.

GEORGE W. BUSH

NOTE: This memorandum was released by
the Office of the Press Secretary on May 9.

The President’s Radio Address
May 10, 2008

Good morning. Today is my daughter
Jenna’s wedding day. This is a joyous occa-
sion for our family as we celebrate the
happy life ahead of her and her husband
Henry. It’s also a special time for Laura,
who, this Mother’s Day weekend, will
watch a young woman we raised together
walk down the aisle.

Mother’s Day is a special time for moth-
ers all across America. On this holiday, we
pause to celebrate the love and compassion
of the women who have raised us and to
thank them for the many years of patience
and selflessness. Throughout our lives,
mothers are there with an encouraging
word, a sympathetic ear, and a tender
heart. They set our direction in life, and
from time to time, they have been known
to correct our course.

Like many of you, my life has been
blessed by a mother who is a source of
unconditional love. Those of us who have
been so fortunate are forever in debt to
these caring women. So on this holiday
weekend, we celebrate all those mothers
who help make our country a better place.

On this Mother’s Day weekend, we think
of the mothers who are celebrating this hol-
iday for the very first time. Few blessings
can compare to starting a new family, and
few bonds are stronger than those between

a mother and her newborn baby. This is
also a special time for new adoptive moth-
ers, who have welcomed their children into
their homes with open arms and an open
heart. We wish all these new parents many
happy Mother’s Days to come.

On this Mother’s Day weekend, we think
of the many mothers who raised the brave
men and women serving our country in
uniform. And to those mothers, I offer the
thanks of a grateful nation. Your sons and
daughters are defending our freedom with
dignity and honor. And America appreciates
the sacrifices that your families make in
the name of duty.

On this Mother’s Day weekend, we re-
member the mothers grieving a son or
daughter lost in the service to their country
as well as the children who have lost a
mother in uniform. We share their pride
in these wonderful Americans who have
given everything to protect our people from
harm. Nothing we say can ever make up
for their loss. But on this special day, we
hold them in our hearts, and we lift them
in our prayers.

I wish every mother listening this morn-
ing a blessed Mother’s Day, including my
own. And I have a message for every son

VerDate Mar 15 2010 13:23 Apr 17, 2012 Jkt 217557 PO 00000 Frm 00659 Fmt 1240 Sfmt 1240 E:\HR\OC\217557A.018 217557Aw
re

ie
r-

av
ile

s
on

D
S

K
5T

P
T

V
N

1P
R

O
D

w
ith

H
E

A
R

IN
G


		Superintendent of Documents
	2013-03-25T07:58:52-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




