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(c) Supplemental savings provisions;
sedure of inconsistent provisions

super-

(1) The provisions of this section are supple-
mental to the savings provisions of paragraphs
(1), (2), and (3) of section 101(a) [60 U.S.C.
1601(a)(1), (2), (3)] and of paragraphs (A), (B), and
(C) of section 202(a) [60 U.S.C. 1622(a)(A), (B), and
(C)] of the National Emergencies Act.

(2) The provisions of this section supersede the
termination provisions of section 101(a) [50
U.S.C. 1601(a)] and of title II [60 U.S.C. 1621 et
seq.] of the National Emergencies Act to the ex-
tent that the provisions of this section are in-
consistent with these provisions.

(d) Periodic reports to Congress

If the President uses the authority of this sec-
tion to continue prohibitions on transactions in-
volving foreign property interests, he shall re-
port to the Congress every six months on the use
of such authority.

(Pub. L. 95-223, title II, §207, Dec. 28, 1977, 91
Stat. 1628.)

REFERENCES IN TEXT

The National Emergencies Act, referred to in subsecs.
(a)(1) and (¢)(2), is Pub. L. 94-412, Sept. 14, 1976, 90 Stat.
1255, as amended, which is classified principally to
chapter 34 (§1601 et seq.) of this title. Title II of the Na-
tional Emergencies Act is classified generally to sub-
chapter II (§1621 et seq.) of chapter 34 of this title. For
complete classification of this Act to the Code, see
Short Title note set out under section 1601 of this title
and Tables.

Section 101(b) of this Act, referred to in subsec. (a)(2),
is section 101(b) of Pub. L. 95-223, which is set out as a
note under section 5 of the Appendix to this title.

TERMINATION OF REPORTING REQUIREMENTS

For termination, effective May 15, 2000, of provisions
of law requiring submittal to Congress of any annual,
semiannual, or other regular periodic report listed in
House Document No. 103-7 (in which a report required
under subsec. (d) of this section is listed as the 11th
item on page 27), see section 3003 of Pub. L. 104-66, as
amended, set out as a note under section 1113 of Title
31, Money and Finance.

§1707. Multinational economic embargoes
against governments in armed conflict with
the United States

(a) Policy on the establishment of embargoes

It is the policy of the United States, that upon
the use of the Armed Forces of the United
States to engage in hostilities against any for-
eign country, the President shall, as appro-
priate—

(1) seek the establishment of a multi-
national economic embargo against such coun-
try; and

(2) seek the seizure of its foreign financial
assets.

(b) Reports to Congress

Not later than 20 days after the first day of
the engagement of the United States in hos-
tilities described in subsection (a) of this sec-
tion, the President shall, if the armed conflict
has continued for 14 days, submit to Congress a
report setting forth—

(1) the specific steps the United States has

taken and will continue to take to establish a
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multinational economic embargo and to initi-
ate financial asset seizure pursuant to sub-
section (a) of this section; and

(2) any foreign sources of trade or revenue
that directly or indirectly support the ability
of the adversarial government to sustain a
military conflict against the United States.

(Pub. L. 106-65, div. A, title XII, §1231, Oct. 5,
1999, 113 Stat. 788.)

CODIFICATION

This section enacted as part of the National Defense
Authorization Act for Fiscal Year 2000, and not as part
of the International Emergency Economic Powers Act
which comprises this chapter.
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SUBCHAPTER I—ELECTRONIC
SURVEILLANCE

§ 1801. Definitions

As used in this subchapter:
(a) “Foreign power’”’ means—

(1) a foreign government or any component
thereof, whether or not recognized by the
United States;

(2) a faction of a foreign nation or nations,
not substantially composed of United States
persons;
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(3) an entity that is openly acknowledged
by a foreign government or governments to
be directed and controlled by such foreign
government or governments;

(4) a group engaged in international ter-
rorism or activities in preparation therefor;

(5) a foreign-based political organization,
not substantially composed of United States
persons; or

(6) an entity that is directed and con-
trolled by a foreign government or govern-
ments.

(b) ‘“‘Agent of a foreign power’” means—
(1) any person other than a United States
person, who—

(A) acts in the United States as an offi-
cer or employee of a foreign power, or as a
member of a foreign power as defined in
subsection (a)(4) of this section;

(B) acts for or on behalf of a foreign
power which engages in clandestine intel-
ligence activities in the United States con-
trary to the interests of the United States,
when the circumstances of such person’s
presence in the United States indicate
that such person may engage in such ac-
tivities in the United States, or when such
person knowingly aids or abets any person
in the conduct of such activities or know-
ingly conspires with any person to engage
in such activities; or

(C) engages in international terrorism or
activities in preparation therefore; or

(2) any person who—

(A) knowingly engages in clandestine in-
telligence gathering activities for or on be-
half of a foreign power, which activities in-
volve or may involve a violation of the
criminal statutes of the United States;

(B) pursuant to the direction of an intel-
ligence service or network of a foreign
power, knowingly engages in any other
clandestine intelligence activities for or
on behalf of such foreign power, which ac-
tivities involve or are about to involve a
violation of the criminal statutes of the
United States;

(C) knowingly engages in sabotage or
international terrorism, or activities that
are in preparation therefor, for or on be-
half of a foreign power;

(D) knowingly enters the United States
under a false or fraudulent identity for or
on behalf of a foreign power or, while in
the United States, knowingly assumes a
false or fraudulent identity for or on be-
half of a foreign power; or

(E) knowingly aids or abets any person
in the conduct of activities described in
subparagraph (A), (B), or (C) or knowingly
conspires with any person to engage in ac-
tivities described in subparagraph (A), (B),
or (C).

(c) “International terrorism’ means activi-

ties that—

(1) involve violent acts or acts dangerous
to human life that are a violation of the
criminal laws of the United States or of any
State, or that would be a criminal violation
if committed within the jurisdiction of the
United States or any State;
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(2) appear to be intended—

(A) to intimidate or coerce a civilian
population;

(B) to influence the policy of a govern-
ment by intimidation or coercion; or

(C) to affect the conduct of a government
by assassination or kidnapping; and

(3) occur totally outside the United States,
or transcend national boundaries in terms of
the means by which they are accomplished,
the persons they appear intended to coerce
or intimidate, or the locale in which their
perpetrators operate or seek asylum.

(d) ‘““Sabotage’ means activities that involve
a violation of chapter 105 of title 18, or that
would involve such a violation if committed
against the United States.

(e) ‘“‘Foreign intelligence information”
means—

(1) information that relates to, and if con-
cerning a United States person is necessary
to, the ability of the United States to pro-
tect against—

(A) actual or potential attack or other
grave hostile acts of a foreign power or an
agent of a foreign power;

(B) sabotage or international terrorism
by a foreign power or an agent of a foreign
power; or

(C) clandestine intelligence activities by
an intelligence service or network of a for-
eign power or by an agent of a foreign
power; or

(2) information with respect to a foreign
power or foreign territory that relates to,
and if concerning a United States person is
necessary to—

(A) the national defense or the security
of the United States; or

(B) the conduct of the foreign affairs of
the United States.

(f) ““Electronic surveillance’ means—

(1) the acquisition by an electronic, me-
chanical, or other surveillance device of the
contents of any wire or radio communica-
tion sent by or intended to be received by a
particular, known United States person who
is in the United States, if the contents are
acquired by intentionally targeting that
United States person, under circumstances
in which a person has a reasonable expecta-
tion of privacy and a warrant would be re-
quired for law enforcement purposes;

(2) the acquisition by an electronic, me-
chanical, or other surveillance device of the
contents of any wire communication to or
from a person in the United States, without
the consent of any party thereto, if such ac-
quisition occurs in the United States, but
does not include the acquisition of those
communications of computer trespassers
that would be permissible under section
2511(2)(i) of title 18;

(3) the intentional acquisition by an elec-
tronic, mechanical, or other surveillance de-
vice of the contents of any radio commu-
nication, under circumstances in which a
person has a reasonable expectation of pri-
vacy and a warrant would be required for
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law enforcement purposes, and if both the
sender and all intended recipients are lo-
cated within the United States; or

(4) the installation or use of an electronic,
mechanical, or other surveillance device in
the United States for monitoring to acquire
information, other than from a wire or radio
communication, under circumstances in
which a person has a reasonable expectation
of privacy and a warrant would be required
for law enforcement purposes.

(g) ‘“‘Attorney General’’ means the Attorney
General of the United States (or Acting Attor-
ney General) or the Deputy Attorney General.

(h) ““Minimization procedures’’, with respect
to electronic surveillance, means—

(1) specific procedures, which shall be
adopted by the Attorney General, that are
reasonably designed in light of the purpose
and technique of the particular surveillance,
to minimize the acquisition and retention,
and prohibit the dissemination, of nonpub-
licly available information concerning un-
consenting United States persons consistent
with the need of the United States to obtain,
produce, and disseminate foreign intel-
ligence information;

(2) procedures that require that nonpub-
licly available information, which is not for-
eign intelligence information, as defined in
subsection (e)(1) of this section, shall not be
disseminated in a manner that identifies any
United States person, without such person’s
consent, unless such person’s identity is nec-
essary to understand foreign intelligence in-
formation or assess its importance;

(3) notwithstanding paragraphs (1) and (2),
procedures that allow for the retention and
dissemination of information that is evi-
dence of a crime which has been, is being, or
is about to be committed and that is to be
retained or disseminated for law enforce-
ment purposes; and

(4) notwithstanding paragraphs (1), (2), and
(3), with respect to any electronic surveil-
lance approved pursuant to section 1802(a) of
this title, procedures that require that no
contents of any communication to which a
United States person is a party shall be dis-
closed, disseminated, or used for any purpose
or retained for longer than 72 hours unless a
court order under section 1805 of this title is
obtained or unless the Attorney General de-
termines that the information indicates a
threat of death or serious bodily harm to
any person.

(i) ““United States person’ means a citizen of
the United States, an alien lawfully admitted
for permanent residence (as defined in section
1101(a)(20) of title 8), an unincorporated asso-
ciation a substantial number of members of
which are citizens of the United States or
aliens lawfully admitted for permanent resi-
dence, or a corporation which is incorporated
in the United States, but does not include a
corporation or an association which is a for-
eign power, as defined in subsection (a)(1), (2),
or (3) of this section.

(j) “United States”, when used in a geo-
graphic sense, means all areas under the terri-
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torial sovereignty of the United States and the
Trust Territory of the Pacific Islands.

(k) ‘“Aggrieved person’” means a person who
is the target of an electronic surveillance or
any other person whose communications or
activities were subject to electronic surveil-
lance.

(1) “Wire communication” means any com-
munication while it is being carried by a wire,
cable, or other like connection furnished or
operated by any person engaged as a common
carrier in providing or operating such facili-
ties for the transmission of interstate or for-
eign communications.

(m) “Person’” means any individual, includ-
ing any officer or employee of the Federal
Government, or any group, entity, association,
corporation, or foreign power.

(n) “Contents’, when used with respect to a
communication, includes any information con-
cerning the identity of the parties to such
communication or the existence, substance,
purport, or meaning of that communication.

(0) ‘““‘State” means any State of the United
States, the District of Columbia, the Common-
wealth of Puerto Rico, the Trust Territory of
the Pacific Islands, and any territory or pos-
session of the United States.

(Pub. L. 95-511, title I, §101, Oct. 25, 1978, 92 Stat.
1783; Pub. L. 106-120, title VI, §601, Dec. 3, 1999,
113 Stat. 1619; Pub. L. 107-56, title X, §1003, Oct.
26, 2001, 115 Stat. 392; Pub. L. 107-108, title III,
§314(a)(1), (¢)(2), Dec. 28, 2001, 115 Stat. 1402, 1403;
Pub. L. 108458, title VI, §6001(a), Dec. 17, 2004,
118 Stat. 3742.)

AMENDMENT OF SECTION

For termination of amendment by Pub. L.
108458, see Termination Date of 2004 Amend-
ment note below.

AMENDMENTS

2004—Subsec. (b)(1)(C). Pub. L. 108-458, §6001, tempo-
rarily added subpar. (C). See Termination Date of 2004
Amendment note below.

2001—Subsec. (£)(2). Pub. L. 107-56, §1003, as amended
by Pub. L. 107-108, §314(c)(2), inserted ‘¢, but does not
include the acquisition of those communications of
computer trespassers that would be permissible under
section 2511(2)(i) of title 18’ before semicolon at end.

Subsec. (h)(4). Pub. L. 107-108, §314(a)(1), substituted
‘72 hours” for ‘‘twenty-four hours”.

1999—Subsec. (b)(2)(D), (E). Pub. L. 106-120 added sub-
par. (D) and redesignated former subpar. (D) as (E).

TERMINATION DATE OF 2004 AMENDMENT

Pub. L. 108-458, title VI, §6001(b), Dec. 17, 2004, 118
Stat. 3742, provided that: ‘“The amendment made by
subsection (a) [amending this section] shall be subject
to the sunset provision in section 224 of Public Law
107-56 [18 U.S.C. 2510 note] (115 Stat. 295), including the
exception provided in subsection (b) of such section
224.”

EFFECTIVE DATE OF 2001 AMENDMENT

Pub. L. 107-108, title III, §314(c), Dec. 28, 2001, 115
Stat. 1402, provided in part that the amendment made
by section 314(c)(2) of Pub. L. 107-108 is effective as of
Oct. 26, 2001, and as if included in Pub. L. 107-56 as
originally enacted.

EFFECTIVE DATE; EXCEPTION

Pub. L. 95-511, title VII, §701, formerly title III, §301,
Oct. 25, 1978, 92 Stat. 1798, as renumbered title IV, §401,
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and amended by Pub. L. 103-359, title VIII, §807(a)(1),
(2), Oct. 14, 1994, 108 Stat. 3443; renumbered title VI,
§601, and amended Pub. L. 105-272, title VI, §§601(1),
603(a), Oct. 20, 1998, 112 Stat. 2404, 2412; renumbered title
VII, §701, Pub. L. 108-458, title VI, §6002(a)(1), Dec. 17,
2004, 118 Stat. 3743, provided that: ‘“The provisions of
this Act [enacting this chapter, amending sections 2511,
2518, and 2519 of Title 18, Crimes and Criminal Proce-
dure, and enacting provision set out as a note below]
(other than titles III, IV, and V [enacting subchapters
II, III, and IV, respectively, of this chapter]) and the
amendments made hereby shall become effective upon
the date of enactment of this Act [Oct. 25, 1978], except
that any electronic surveillance approved by the Attor-
ney General to gather foreign intelligence information
shall not be deemed unlawful for failure to follow the
procedures of this Act, if that surveillance is termi-
nated or an order approving that surveillance is ob-
tained under title I of this Act [enacting this sub-
chapter] within ninety days following the designation
of the first judge pursuant to section 103 of this Act
[section 1803 of this title].”

SHORT TITLE OF 2000 AMENDMENT

Pub. L. 106-567, title VI, §601, Dec. 27, 2000, 114 Stat.
2850, provided that: ‘“This title [enacting section 9A of
the Classified Information Procedures Act, set out in
the Appendix to Title 18, Crimes and Criminal Proce-
dure, amending sections 402a, 1804, 1805, 1808, 1823, and
1824 of this title, and enacting provisions set out as
notes under this section and section 1806 of this title]
may be cited as the ‘Counterintelligence Reform Act of
2000°.”

SHORT TITLE

Section 1 of Pub. L. 95-511 provided in part: ‘“That
this Act [enacting this chapter, amending sections 2511,
2518, and 2519 of Title 18, Crimes and Criminal Proce-
dure, and enacting provisions set out as a note above]
may be cited as the ‘Foreign Intelligence Surveillance
Act of 1978".”

SEVERABILITY

Pub. L. 106-567, title VI, §608, Dec. 27, 2000, 114 Stat.
2856, provided that: “If any provision of this title [see
Short Title of 2000 Amendment note above] (including
an amendment made by this title), or the application
thereof, to any person or circumstance, is held invalid,
the remainder of this title (including the amendments
made by this title), and the application thereof, to
other persons or circumstances shall not be affected
thereby.”

TERMINATION OF TRUST TERRITORY OF THE PACIFIC
ISLANDS

For termination of Trust Territory of the Pacific Is-
lands, see note set out preceding section 1681 of Title
48, Territories and Insular Possessions.

§1802. Electronic surveillance authorization
without court order; certification by Attor-
ney General; reports to Congressional com-
mittees; transmittal under seal; duties and
compensation of communication common
carrier; applications; jurisdiction of court

(a)(1) Notwithstanding any other law, the
President, through the Attorney General, may
authorize electronic surveillance without a
court order under this subchapter to acquire for-
eign intelligence information for periods of up
to one year if the Attorney General certifies in
writing under oath that—

(A) the electronic surveillance is solely di-
rected at—

(i) the acquisition of the contents of com-

munications transmitted by means of com-

TITLE 50—WAR AND NATIONAL DEFENSE

§1802

munications used exclusively between or
among foreign powers, as defined in section
1801(a)(1), (2), or (3) of this title; or

(ii) the acquisition of technical intel-
ligence, other than the spoken communica-
tions of individuals, from property or prem-
ises under the open and exclusive control of
a foreign power, as defined in section
1801(a)(1), (2), or (3) of this title;

(B) there is no substantial likelihood that
the surveillance will acquire the contents of
any communication to which a United States
person is a party; and

(C) the proposed minimization procedures
with respect to such surveillance meet the def-
inition of minimization procedures under sec-
tion 1801(h) of this title; and

if the Attorney General reports such minimiza-
tion procedures and any changes thereto to the
House Permanent Select Committee on Intel-
ligence and the Senate Select Committee on In-
telligence at least thirty days prior to their ef-
fective date, unless the Attorney General deter-
mines immediate action is required and notifies
the committees immediately of such minimiza-
tion procedures and the reason for their becom-
ing effective immediately.

(2) An electronic surveillance authorized by
this subsection may be conducted only in ac-
cordance with the Attorney General’s certifi-
cation and the minimization procedures adopted
by him. The Attorney General shall assess com-
pliance with such procedures and shall report
such assessments to the House Permanent Se-
lect Committee on Intelligence and the Senate
Select Committee on Intelligence under the pro-
visions of section 1808(a) of this title.

(3) The Attorney General shall immediately
transmit under seal to the court established
under section 1803(a) of this title a copy of his
certification. Such certification shall be main-
tained under security measures established by
the Chief Justice with the concurrence of the
Attorney General, in consultation with the Di-
rector of National Intelligence, and shall remain
sealed unless—

(A) an application for a court order with re-
spect to the surveillance is made under sec-
tions 1801(h)(4) and 1804 of this title; or

(B) the certification is necessary to deter-
mine the legality of the surveillance under
section 1806(f) of this title.

(4) With respect to electronic surveillance au-
thorized by this subsection, the Attorney Gen-
eral may direct a specified communication com-
mon carrier to—

(A) furnish all information, facilities, or
technical assistance necessary to accomplish
the electronic surveillance in such a manner
as will protect its secrecy and produce a mini-
mum of interference with the services that
such carrier is providing its customers; and

(B) maintain under security procedures ap-
proved by the Attorney General and the Direc-
tor of National Intelligence any records con-
cerning the surveillance or the aid furnished
which such carrier wishes to retain.

The Government shall compensate, at the pre-
vailing rate, such carrier for furnishing such
aid.



§1803

(b) Applications for a court order under this
subchapter are authorized if the President has,
by written authorization, empowered the Attor-
ney General to approve applications to the court
having jurisdiction under section 1803 of this
title, and a judge to whom an application is
made may, notwithstanding any other Ilaw,
grant an order, in conformity with section 1805
of this title, approving electronic surveillance of
a foreign power or an agent of a foreign power
for the purpose of obtaining foreign intelligence
information, except that the court shall not
have jurisdiction to grant any order approving
electronic surveillance directed solely as de-
scribed in paragraph (1)(A) of subsection (a) of
this section unless such surveillance may in-
volve the acquisition of communications of any
United States person.

(Pub. L. 95-511, title I, §102, Oct. 25, 1978, 92 Stat.
1786; Pub. L. 108-458, title I, §1071(e), Dec. 17,
2004, 118 Stat. 3691.)

AMENDMENTS

2004—Subsec. (a)(3), (4)(B). Pub. L. 108-458 substituted
“Director of National Intelligence’ for ‘‘Director of
Central Intelligence’.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by
Pub. L. 108-458 take effect on Apr. 21, 2005, see Memo-
randum of President of the United States, Apr. 21, 2005,
70 F.R. 23925, set out as a note under section 401 of this
title.

Amendment by Pub. L. 108-458 effective not later
than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L.
108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 401 of this
title.

EX. ORD. NoO. 12139. EXERCISE OF CERTAIN AUTHORITY
RESPECTING ELECTRONIC SURVEILLANCE

Ex. Ord. No. 12139, May 23, 1979, 44 F.R. 30311, as
amended by Ex. Ord. No. 13383, §1, July 15, 2005, 70 F.R.
41933, provided:

By the authority vested in me as President by Sec-
tions 102 and 104 of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1802 and 1804), in order to
provide as set forth in that Act [this chapter] for the
authorization of electronic surveillance for foreign in-
telligence purposes, it is hereby ordered as follows:

1-101. Pursuant to Section 102(a)(1) of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C. 1802(a)),
the Attorney General is authorized to approve elec-
tronic surveillance to acquire foreign intelligence in-
formation without a court order, but only if the Attor-
ney General makes the certifications required by that
Section.

1-102. Pursuant to Section 102(b) of the Foreign Intel-
ligence Act of 1978 (50 U.S.C. 1802(b)), the Attorney Gen-
eral is authorized to approve applications to the court
having jurisdiction under Section 103 of that Act [50
U.S.C. 1803] to obtain orders for electronic surveillance
for the purpose of obtaining foreign intelligence infor-
mation.

1-103. Pursuant to Section 104(a)(7) of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C. 1804(a)(7)),
the following officials, each of whom is employed in the
area of national security or defense, is designated to
make the certifications required by Section 104(a)(7) of
the Act in support of applications to conduct electronic
surveillance:

(a) Secretary of State.

(b) Secretary of Defense.

(c) Director of National Intelligence.

(d) Director of the Federal Bureau of Investigation.
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(e) Deputy Secretary of State.

(f) Deputy Secretary of Defense.

(g) Director of the Central Intelligence Agency.

(h) Principal Deputy Director of National Intel-

ligence.

None of the above officials, nor anyone officially acting
in that capacity, may exercise the authority to make
the above certifications, unless that official has been
appointed by the President with the advice and consent
of the Senate.

1-104. Section 2-202 of Executive Order No. 12036 [set
out under section 401 of this title] is amended by insert-
ing the following at the end of that section: ‘“‘Any elec-
tronic surveillance, as defined in the Foreign Intel-
ligence Surveillance Act of 1978, shall be conducted in
accordance with that Act as well as this Order.”.

1-105. Section 2-203 of Executive Order No. 12036 [set
out under section 401 of this title] is amended by insert-
ing the following at the end of that section: ‘““‘Any mon-
itoring which constitutes electronic surveillance as de-
fined in the Foreign Intelligence Surveillance Act of
1978 shall be conducted in accordance with that Act as
well as this Order.”.

§ 1803. Designation of judges

(a) Court to hear applications and grant orders;
record of denial; transmittal to court of re-
view

The Chief Justice of the United States shall
publicly designate 11 district court judges from
seven of the United States judicial circuits of

whom no fewer than 3 shall reside within 20

miles of the District of Columbia who shall con-

stitute a court which shall have jurisdiction to
hear applications for and grant orders approving
electronic surveillance anywhere within the

United States under the procedures set forth in

this chapter, except that no judge designated

under this subsection shall hear the same appli-
cation for electronic surveillance under this
chapter which has been denied previously by an-
other judge designated under this subsection. If
any judge so designated denies an application
for an order authorizing electronic surveillance

under this chapter, such judge shall provide im-

mediately for the record a written statement of

each reason of his decision and, on motion of the

United States, the record shall be transmitted,

under seal, to the court of review established in

subsection (b) of this section.

(b) Court of review; record, transmittal to Su-
preme Court

The Chief Justice shall publicly designate
three judges, one of whom shall be publicly des-
ignated as the presiding judge, from the United
States district courts or courts of appeals who
together shall comprise a court of review which
shall have jurisdiction to review the denial of
any application made under this chapter. If such
court determines that the application was prop-
erly denied, the court shall immediately provide
for the record a written statement of each rea-
son for its decision and, on petition of the
United States for a writ of certiorari, the record
shall be transmitted under seal to the Supreme
Court, which shall have jurisdiction to review
such decision.

(c) Expeditious conduct of proceedings; security
measures for maintenance of records

Proceedings under this chapter shall be con-

ducted as expeditiously as possible. The record
of proceedings under this chapter, including ap-
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plications made and orders granted, shall be
maintained under security measures established
by the Chief Justice in consultation with the At-
torney General and the Director of National In-
telligence.

(d) Tenure

Each judge designated under this section shall
so serve for a maximum of seven years and shall
not be eligible for redesignation, except that the
judges first designated under subsection (a) of
this section shall be designated for terms of
from one to seven years so that one term expires
each year, and that judges first designated under
subsection (b) of this section shall be designated
for terms of three, five, and seven years.

(Pub. L. 95-511, title I, §103, Oct. 25, 1978, 92 Stat.
1788; Pub. L. 107-56, title II, §208, Oct. 26, 2001, 115
Stat. 283; Pub. L. 108-458, title I, §1071(e), Dec.
17, 2004, 118 Stat. 3691.)

REFERENCES IN TEXT

This chapter, referred to in subsecs. (a), (b), and (c),
was in the original ‘‘this Act’’, meaning Pub. L. 95-511,
Oct. 25, 1978, 92 Stat. 1783, as amended, which is classi-
fied principally to this chapter. For complete classi-
fication of this Act to the Code, see Short Title note
set out under section 1801 of this title and Tables.

AMENDMENTS

2004—Subsec. (c). Pub. L. 108-458 substituted ‘‘Direc-
tor of National Intelligence’ for ‘‘Director of Central
Intelligence’’.

2001—Subsec. (a). Pub. L. 107-56 substituted 11 dis-
trict court judges” for ‘‘seven district court judges”
and inserted ‘‘of whom no fewer than 3 shall reside
within 20 miles of the District of Columbia’ after ‘‘ju-
dicial circuits”.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by
Pub. L. 108-458 take effect on Apr. 21, 2005, see Memo-
randum of President of the United States, Apr. 21, 2005,
70 F.R. 23925, set out as a note under section 401 of this
title.

Amendment by Pub. L. 108-458 effective not later
than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L.
108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 401 of this
title.

§1804. Applications for court orders

(a) Submission by Federal officer; approval of At-
torney General; contents

Each application for an order approving elec-
tronic surveillance under this subchapter shall
be made by a Federal officer in writing upon
oath or affirmation to a judge having jurisdic-
tion under section 1803 of this title. Each appli-
cation shall require the approval of the Attor-
ney General based upon his finding that it satis-
fies the criteria and requirements of such appli-
cation as set forth in this subchapter. It shall
include—

(1) the identity of the Federal officer making
the application;

(2) the authority conferred on the Attorney
General by the President of the United States
and the approval of the Attorney General to
make the application;

(3) the identity, if known, or a description of
the target of the electronic surveillance;
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(4) a statement of the facts and circum-
stances relied upon by the applicant to justify
his belief that—

(A) the target of the electronic surveil-
lance is a foreign power or an agent of a for-
eign power; and

(B) each of the facilities or places at which
the electronic surveillance is directed is
being used, or is about to be used, by a for-
eign power or an agent of a foreign power;

(5) a statement of the proposed minimization
procedures;

(6) a detailed description of the nature of the
information sought and the type of commu-
nications or activities to be subjected to the
surveillance;

(7) a certification or certifications by the
Assistant to the President for National Secu-
rity Affairs or an executive branch official or
officials designated by the President from
among those executive officers employed in
the area of national security or defense and
appointed by the President with the advice
and consent of the Senate—

(A) that the certifying official deems the
information sought to be foreign intel-
ligence information;

(B) that a significant purpose of the sur-
veillance is to obtain foreign intelligence in-
formation;

(C) that such information cannot reason-
ably be obtained by normal investigative
techniques;

(D) that designates the type of foreign in-
telligence information being sought accord-
ing to the categories described in section
1801(e) of this title; and

(E) including a statement of the basis for
the certification that—

(i) the information sought is the type of
foreign intelligence information des-
ignated; and

(ii) such information cannot reasonably
be obtained by normal investigative tech-
niques;

(8) a statement of the means by which the
surveillance will be effected and a statement
whether physical entry is required to effect
the surveillance;

(9) a statement of the facts concerning all
previous applications that have been made to
any judge under this subchapter involving any
of the persons, facilities, or places specified in
the application, and the action taken on each
previous application;

(10) a statement of the period of time for
which the electronic surveillance is required
to be maintained, and if the nature of the in-
telligence gathering is such that the approval
of the use of electronic surveillance under this
subchapter should not automatically termi-
nate when the described type of information
has first been obtained, a description of facts
supporting the belief that additional informa-
tion of the same type will be obtained there-
after; and

(11) whenever more than one electronic, me-
chanical or other surveillance device is to be
used with respect to a particular proposed
electronic surveillance, the coverage of the de-
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vices involved and what minimization proce-
dures apply to information acquired by each
device.

(b) Exclusion of certain information respecting
foreign power targets

Whenever the target of the electronic surveil-
lance is a foreign power, as defined in section
1801(a)(1), (2), or (3) of this title, and each of the
facilities or places at which the surveillance is
directed is owned, leased, or exclusively used by
that foreign power, the application need not
contain the information required by paragraphs
(6), (M(E), (8), and (11) of subsection (a) of this
section, but shall state whether physical entry
is required to effect the surveillance and shall
contain such information about the surveillance
techniques and communications or other infor-
mation concerning United States persons likely
to be obtained as may be necessary to assess the
proposed minimization procedures.

(c) Additional affidavits or certifications

The Attorney General may require any other
affidavit or certification from any other officer
in connection with the application.

(d) Additional information

The judge may require the applicant to fur-
nish such other information as may be necessary
to make the determinations required by section
1805 of this title.

(e) Personal review by Attorney General

(1)(A) Upon written request of the Director of
the Federal Bureau of Investigation, the Sec-
retary of Defense, the Secretary of State, or the
Director of National Intelligence, the Attorney
General shall personally review under sub-
section (a) of this section an application under
that subsection for a target described in section
1801(b)(2) of this title.

(B) Except when disabled or otherwise unavail-
able to make a request referred to in subpara-
graph (A), an official referred to in that subpara-
graph may not delegate the authority to make a
request referred to in that subparagraph.

(C) Each official referred to in subparagraph
(A) with authority to make a request under that
subparagraph shall take appropriate actions in
advance to ensure that delegation of such au-
thority is clearly established in the event such
official is disabled or otherwise unavailable to
make such request.

(2)(A) If as a result of a request under para-
graph (1) the Attorney General determines not
to approve an application under the second sen-
tence of subsection (a) of this section for pur-
poses of making the application under this sec-
tion, the Attorney General shall provide written
notice of the determination to the official mak-
ing the request for the review of the application
under that paragraph. Except when disabled or
otherwise unavailable to make a determination
under the preceding sentence, the Attorney Gen-
eral may not delegate the responsibility to
make a determination under that sentence. The
Attorney General shall take appropriate actions
in advance to ensure that delegation of such re-
sponsibility is clearly established in the event
the Attorney General is disabled or otherwise
unavailable to make such determination.
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(B) Notice with respect to an application
under subparagraph (A) shall set forth the modi-
fications, if any, of the application that are nec-
essary in order for the Attorney General to ap-
prove the application under the second sentence
of subsection (a) of this section for purposes of
making the application under this section.

(C) Upon review of any modifications of an ap-
plication set forth under subparagraph (B), the
official notified of the modifications under this
paragraph shall modify the application if such
official determines that such modification is
warranted. Such official shall supervise the
making of any modification under this subpara-
graph. Except when disabled or otherwise un-
available to supervise the making of any modi-
fication under the preceding sentence, such offi-
cial may not delegate the responsibility to su-
pervise the making of any modification under
that preceding sentence. Each such official shall
take appropriate actions in advance to ensure
that delegation of such responsibility is clearly
established in the event such official is disabled
or otherwise unavailable to supervise the mak-
ing of such modification.

(Pub. L. 95-511, title I, §104, Oct. 25, 1978, 92 Stat.
1788; Pub. L. 106-567, title VI, §602(a), Dec. 27,
2000, 114 Stat. 2851; Pub. L. 107-56, title II, §218,
Oct. 26, 2001, 115 Stat. 291; Pub. L. 108-458, title
I, §1071(e), Dec. 17, 2004, 118 Stat. 3691.)

AMENDMENT OF SECTION

For termination of amendment by Pub. L.
107-56, see Termination Date of 2001 Amend-
ment note below.

AMENDMENTS

2004—Subsec. (e)(1)(A). Pub. L. 108-458 substituted
‘“‘Director of National Intelligence’ for ‘‘Director of
Central Intelligence’’.

2001—Subsec. (a)(7T)(B). Pub. L. 107-56, §§218, 224, tem-
porarily substituted ‘‘a significant purpose’ for ‘‘the
purpose’. See Termination Date of 2001 Amendment
note below.

2000—Subsec. (e). Pub. L. 106-567 added subsec. (e).

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by
Pub. L. 108-458 take effect on Apr. 21, 2005, see Memo-
randum of President of the United States, Apr. 21, 2005,
70 F.R. 23925, set out as a note under section 401 of this
title.

Amendment by Pub. L. 108-458 effective not later
than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L.
108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 401 of this
title.

TERMINATION DATE OF 2001 AMENDMENT

Amendment by Pub. L. 107-56 to cease to have effect
Feb. 3, 2006, except amendment to continue in effect
with respect to any particular foreign intelligence in-
vestigation that began before Feb. 3, 2006, or with re-
spect to any particular offense or potential offense that
began or occurred before Feb. 3, 2006, see section 224 of
Pub. L. 107-56, set out as a note under section 2510 of
Title 18, Crimes and Criminal Procedure.

DESIGNATION OF CERTAIN OFFICIALS TO MAKE
CERTIFICATIONS

For designation of certain officials to make certifi-
cations required by subsec. (a)(7) of this section, see Ex.
Ord. No. 12139, May 23, 1979, 44 F.R. 30311, set out under
section 1802 of this title.
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§ 1805. Issuance of order
(a) Necessary findings

Upon an application made pursuant to section
1804 of this title, the judge shall enter an ex
parte order as requested or as modified approv-
ing the electronic surveillance if he finds that—

(1) the President has authorized the Attor-
ney General to approve applications for elec-
tronic surveillance for foreign intelligence in-
formation;

(2) the application has been made by a Fed-
eral officer and approved by the Attorney Gen-
eral;

(3) on the basis of the facts submitted by the
applicant there is probable cause to believe
that—

(A) the target of the electronic surveil-
lance is a foreign power or an agent of a for-
eign power: Provided, That no United States
person may be considered a foreign power or
an agent of a foreign power solely upon the
basis of activities protected by the first
amendment to the Constitution of the
United States; and

(B) each of the facilities or places at which
the electronic surveillance is directed is
being used, or is about to be used, by a for-
eign power or an agent of a foreign power;

(4) the proposed minimization procedures
meet the definition of minimization proce-
dures under section 1801(h) of this title; and

(5) the application which has been filed con-
tains all statements and certifications re-
quired by section 1804 of this title and, if the
target is a United States person, the certifi-
cation or certifications are not clearly erro-
neous on the basis of the statement made
under section 1804(a)(7)(E) of this title and any
other information furnished under section
1804(d) of this title.

(b) Determination of probable cause

In determining whether or not probable cause
exists for purposes of an order under subsection
(a)(3) of this section, a judge may consider past
activities of the target, as well as facts and cir-
cumstances relating to current or future activi-
ties of the target.

(c) Specifications and directions of orders

An order approving an electronic surveillance
under this section shall—
(1) specify—

(A) the identity, if known, or a description
of the target of the electronic surveillance;

(B) the nature and location of each of the
facilities or places at which the electronic
surveillance will be directed, if known;

(C) the type of information sought to be
acquired and the type of communications or
activities to be subjected to the surveil-
lance;

(D) the means by which the electronic sur-
veillance will be effected and whether phys-
ical entry will be used to effect the surveil-
lance;

(BE) the period of time during which the
electronic surveillance is approved; and

(F) whenever more than one electronic,
mechanical, or other surveillance device is
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to be used under the order, the authorized
coverage of the devices involved and what
minimization procedures shall apply to in-
formation subject to acquisition by each de-
vice; and

(2) direct—

(A) that the minimization procedures be
followed;

(B) that, upon the request of the applicant,
a specified communication or other common
carrier, landlord, custodian, or other speci-
fied person, or in circumstances where the
Court finds that the actions of the target of
the application may have the effect of
thwarting the identification of a specified
person, such other persons, furnish the appli-
cant forthwith all information, facilities, or
technical assistance necessary to accomplish
the electronic surveillance in such a manner
as will protect its secrecy and produce a
minimum of interference with the services
that such carrier, landlord, custodian, or
other person is providing that target of elec-
tronic surveillance;

(C) that such carrier, landlord, custodian,
or other person maintain under security pro-
cedures approved by the Attorney General
and the Director of National Intelligence
any records concerning the surveillance or
the aid furnished that such person wishes to
retain; and

(D) that the applicant compensate, at the
prevailing rate, such carrier, landlord, cus-
todian, or other person for furnishing such
aid.

(d) Exclusion of certain information respecting
foreign power targets

Whenever the target of the electronic surveil-
lance is a foreign power, as defined in section
1801(a)(1), (2), or (3) of this title, and each of the
facilities or places at which the surveillance is
directed is owned, leased, or exclusively used by
that foreign power, the order need not contain
the information required by subparagraphs (C),
(D), and (F) of subsection (c)(1) of this section,
but shall generally describe the information
sought, the communications or activities to be
subjected to the surveillance, and the type of
electronic surveillance involved, including
whether physical entry is required.

(e) Duration of order; extensions; review of cir-
cumstances under which information was ac-
quired, retained or disseminated

(1) An order issued under this section may ap-
prove an electronic surveillance for the period
necessary to achieve its purpose, or for ninety
days, whichever is less, except that (A) an order
under this section shall approve an electronic
surveillance targeted against a foreign power, as
defined in section 1801(a)(1), (2), or (3) of this
title, for the period specified in the application
or for one year, whichever is less, and (B) an
order under this chapter for a surveillance tar-
geted against an agent of a foreign power, as de-
fined in section 1801(b)(1)(A) of this title may be
for the period specified in the application or for
120 days, whichever is less.

(2) Extensions of an order issued under this
subchapter may be granted on the same basis as
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an original order upon an application for an ex-
tension and new findings made in the same man-
ner as required for an original order, except that
(A) an extension of an order under this chapter
for a surveillance targeted against a foreign
power, as defined in section 1801(a)(5) or (6) of
this title, or against a foreign power as defined
in section 1801(a)(4) of this title that is not a
United States person, may be for a period not to
exceed one year if the judge finds probable cause
to believe that no communication of any indi-
vidual United States person will be acquired
during the period, and (B) an extension of an
order under this chapter for a surveillance tar-
geted against an agent of a foreign power as de-
fined in section 1801(b)(1)(A) of this title may be
for a period not to exceed 1 year.

(3) At or before the end of the period of time
for which electronic surveillance is approved by
an order or an extension, the judge may assess
compliance with the minimization procedures
by reviewing the circumstances under which in-
formation concerning United States persons was
acquired, retained, or disseminated.

(f) Emergency orders

Notwithstanding any other provision of this
subchapter, when the Attorney General reason-
ably determines that—

(1) an emergency situation exists with re-
spect to the employment of electronic surveil-
lance to obtain foreign intelligence informa-
tion before an order authorizing such surveil-
lance can with due diligence be obtained; and

(2) the factual basis for issuance of an order
under this subchapter to approve such surveil-
lance exists;

he may authorize the emergency employment of
electronic surveillance if a judge having juris-
diction under section 1803 of this title is in-
formed by the Attorney General or his designee
at the time of such authorization that the deci-
sion has been made to employ emergency elec-
tronic surveillance and if an application in ac-
cordance with this subchapter is made to that
judge as soon as practicable, but not more than
72 hours after the Attorney General authorizes
such surveillance. If the Attorney General au-
thorizes such emergency employment of elec-
tronic surveillance, he shall require that the
minimization procedures required by this sub-
chapter for the issuance of a judicial order be
followed. In the absence of a judicial order ap-
proving such electronic surveillance, the sur-
veillance shall terminate when the information
sought is obtained, when the application for the
order is denied, or after the expiration of 72
hours from the time of authorization by the At-
torney General, whichever is earliest. In the
event that such application for approval is de-
nied, or in any other case where the electronic
surveillance is terminated and no order is issued
approving the surveillance, no information ob-
tained or evidence derived from such surveil-
lance shall be received in evidence or otherwise
disclosed in any trial, hearing, or other proceed-
ing in or before any court, grand jury, depart-
ment, office, agency, regulatory body, legisla-
tive committee, or other authority of the United
States, a State, or political subdivision thereof,
and no information concerning any United
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States person acquired from such surveillance
shall subsequently be used or disclosed in any
other manner by Federal officers or employees
without the consent of such person, except with
the approval of the Attorney General if the in-
formation indicates a threat of death or serious
bodily harm to any person. A denial of the appli-
cation made under this subsection may be re-
viewed as provided in section 1803 of this title.
(g) Testing of electronic equipment; discovering
unauthorized electronic surveillance; train-
ing of intelligence personnel

Notwithstanding any other provision of this
subchapter, officers, employees, or agents of the
United States are authorized in the normal
course of their official duties to conduct elec-
tronic surveillance not targeted against the
communications of any particular person or per-
sons, under procedures approved by the Attor-
ney General, solely to—

(1) test the capability of electronic equip-
ment, if—

(A) it is not reasonable to obtain the con-
sent of the persons incidentally subjected to
the surveillance;

(B) the test is limited in extent and dura-
tion to that necessary to determine the ca-
pability of the equipment;

(C) the contents of any communication ac-
quired are retained and used only for the
purpose of determining the capability of the
equipment, are disclosed only to test person-
nel, and are destroyed before or immediately
upon completion of the test; and:

(D) Provided, That the test may exceed
ninety days only with the prior approval of
the Attorney General;

(2) determine the existence and capability of
electronic surveillance equipment being used
by persons not authorized to conduct elec-
tronic surveillance, if—

(A) it is not reasonable to obtain the con-
sent of persons incidentally subjected to the
surveillance;

(B) such electronic surveillance is limited
in extent and duration to that necessary to
determine the existence and capability of
such equipment; and

(C) any information acquired by such sur-
veillance is used only to enforce chapter 119
of title 18, or section 605 of title 47, or to pro-
tect information from unauthorized surveil-
lance; or

(3) train intelligence personnel in the use of
electronic surveillance equipment, if—
(A) it is not reasonable to—

(i) obtain the consent of the persons inci-
dentally subjected to the surveillance;

(ii) train persons in the course of surveil-
lances otherwise authorized by this sub-
chapter; or

(iii) train persons in the use of such
equipment without engaging in electronic
surveillance;

(B) such electronic surveillance is limited
in extent and duration to that necessary to
train the personnel in the use of the equip-
ment; and

(C) no contents of any communication ac-
quired are retained or disseminated for any
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purpose, but are destroyed as soon as reason-
ably possible.

(h) Retention of certifications, applications and
orders

Certifications made by the Attorney General
pursuant to section 1802(a) of this title and ap-
plications made and orders granted under this
subchapter shall be retained for a period of at
least ten years from the date of the certification
or application.

(i) Bar to legal action

No cause of action shall lie in any court
against any provider of a wire or electronic com-
munication service, landlord, custodian, or
other person (including any officer, employee,
agent, or other specified person thereof) that
furnishes any information, facilities, or tech-
nical assistance in accordance with a court
order or request for emergency assistance under
this chapter for electronic surveillance or phys-
ical search.

(Pub. L. 95-511, title I, §105, Oct. 25, 1978, 92 Stat.
1790; Pub. L. 98-549, §6(b)(3), Oct. 30, 1984, 98 Stat.
2804; Pub. L. 106-567, title VI, §602(b), Dec. 27,
2000, 114 Stat. 2851; Pub. L. 107-56, title II, §§206,
207(a)(1), (b)(1), 225, Oct. 26, 2001, 115 Stat. 282,
295; Pub. L. 107-108, title III, §314(a)(2), (c)(1),
Dec. 28, 2001, 115 Stat. 1402, 1403; Pub. L. 107-273,
div. B, title IV, §4005(c), Nov. 2, 2002, 116 Stat.
1812; Pub. L. 108-458, title I, §1071(e), Dec. 17,
2004, 118 Stat. 3691.)

AMENDMENT OF SECTION

For termination of amendment by Pub. L.
107-56, see Effective and Termination Dates of
2001 Amendments note below.

CODIFICATION

As originally enacted, Pub. L. 107-56, §225, tempo-
rarily amended this section by adding subsec. (h) relat-
ing to bar of legal action after subsec. (g). The section
already contained a subsec. (h). Both Pub. L. 107-108,
§314(a)(2)(C), and Pub. L. 107-273, §4005(c), made amend-
ments retroactive to the date of enactment of Pub. L.
107-56 which had the effect of redesignating subsec. (h),
relating to bar of legal action, as subsec. (i) and trans-
ferring it to appear at the end of this section. See 2001
Amendment notes, Effective Date of 2002 Amendment
note, and Effective and Termination Dates of 2001
Amendments notes below.

AMENDMENTS

2004—Subsec. (¢)(2)(C). Pub. L. 108-458 substituted
“Director of National Intelligence’ for ‘‘Director of
Central Intelligence’.

2002—Subsec. (i). Pub. L. 107-273 amended Pub. L.
107-56, §225. See 2001 Amendment notes below.

2001—Subsec. (c)(1)(B). Pub. L. 107-108, §314(a)(2)(A),
inserted *‘, if known’’ before semicolon at end.

Subsec. (¢)(2)(B). Pub. L. 107-56, §§206, 224, tempo-
rarily inserted ¢, or in circumstances where the Court
finds that the actions of the target of the application
may have the effect of thwarting the identification of
a specified person, such other persons,” after ‘‘specified
person’’. See Effective and Termination Dates of 2001
Amendments note below.

Subsec. (e)(1). Pub. L. 107-56, §§207(a)(1), 224, tempo-
rarily inserted ‘‘(A)”’ after ‘‘except that’’ and ¢, and (B)
an order under this chapter for a surveillance targeted
against an agent of a foreign power, as defined in sec-
tion 1801(b)(1)(A) of this title may be for the period
specified in the application or for 120 days, whichever is
less” before period at end. See Effective and Termi-
nation Dates of 2001 Amendments note below.
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Subsec. (e)(2). Pub. L. 107-56, §§207(b)(1), 224, as
amended by Pub. L. 107-108, §314(c)(1), inserted “‘(A)”
after ‘“‘except that” and ‘‘, and (B) an extension of an
order under this chapter for a surveillance targeted
against an agent of a foreign power as defined in sec-
tion 1801(b)(1)(A) of this title may be for a period not to
exceed 1 year’ before period at end. See Effective and
Termination Dates of 2001 Amendments note below.

Subsec. (f). Pub. L. 107-108, §314(a)(2)(B), substituted
‘72 hours” for ‘‘twenty-four hours’” in two places in
concluding provisions.

Subsec. (h). Pub. L. 107-108, §314(a)(2)(C), transferred
subsec. (h) added by section 225 of Pub. L. 107-56 to ap-
pear after the subsec. (h) redesignated by section
602(b)(2) of Pub. L. 106-567, and redesignated the trans-
ferred subsec. (h) as subsec. (i). See Codification note
above.

Subsec. (i). Pub. L. 107-108, §314(a)(2)(D), inserted ‘‘for
electronic surveillance or physical search’ before pe-
riod at end.

Pub. L. 107-108, §314(a)(2)(C), transferred subsec. (h)
added by section 225 of Pub. L. 107-56 to appear after
the subsec. (h) redesignated by section 602(b)(2) of Pub.
L. 106-567, and redesignated the transferred subsec. (h)
as subsec. (i). See Codification note above.

Pub. L. 107-56, §§224, 225, as amended by Pub. L.
107-273, §4005(c), temporarily added subsec. (i) relating
to bar of legal action. See Effective and Termination
Dates of 2001 Amendments note below.

2000—Subsecs. (b), (¢). Pub. L. 106-567, §602(b)(1), (2),
added subsec. (b) and redesignated former subsec. (b) as
(c). Former subsec. (¢) redesignated (d).

Subsec. (d). Pub. L. 106-567, §602(b)(1), (3), redesig-
nated subsec. (¢) as (d) and substituted ‘‘subsection
(c)(1)” for ‘‘subsection (b)(1)”’. Former subsec. (d) redes-
ignated (e).

Subsecs. (e) to (h). Pub. L. 106-567, §602(b)(1), redesig-
nated subsecs. (d) to (g) as (e) to (h), respectively.

1984—Subsec. (£)(2)(C). Pub. L. 98-549 substituted ‘‘sec-
tion 705 for ‘‘section 605’ in the original to accommo-
date renumbering of sections in subchapter VI (section
601 et seq.) of chapter 5 of Title 47, Telegraphs, Tele-
phones, and Radiotelegraphs, by section 6(a) of Pub. L.
98-549. Because both sections translate as ‘‘section 605
of Title 47, the amendment by Pub. L. 98-549 resulted
in no change in text.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by
Pub. L. 108-458 take effect on Apr. 21, 2005, see Memo-
randum of President of the United States, Apr. 21, 2005,
70 F.R. 23925, set out as a note under section 401 of this
title.

Amendment by Pub. L. 108-458 effective not later
than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L.
108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 401 of this
title.

EFFECTIVE DATE OF 2002 AMENDMENT

Pub. L. 107-273, div. B, title IV, §4005(c), Nov. 2, 2002,
116 Stat. 1812, provided that the amendment made by
section 4005(c) is effective Oct. 26, 2001.

EFFECTIVE AND TERMINATION DATES OF 2001
AMENDMENTS

Pub. L. 107-108, title III, §314(c), Dec. 28, 2001, 115
Stat. 1402, provided in part that the amendment made
by section 314(c)(1) of Pub. L. 107-108 is effective as of
Oct. 26, 2001, and as if included in Pub. L. 107-56 as
originally enacted.

Amendment by Pub. L. 107-56 to cease to have effect
Feb. 3, 2006, except amendment to continue in effect
with respect to any particular foreign intelligence in-
vestigation that began before Feb. 3, 2006, or with re-
spect to any particular offense or potential offense that
began or occurred before Feb. 3, 2006, see section 224 of
Pub. L. 107-56, set out as a Termination of 2001 Amend-
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ment note under section 2510 of Title 18, Crimes and
Criminal Procedure.

EFFECTIVE DATE OF 1984 AMENDMENT

Amendment by Pub. L. 98-549 effective 60 days after
Oct. 30, 1984, except where otherwise expressly pro-
vided, see section 9(a) of Pub. L. 98-549, set out as a
note under section 521 of Title 47, Telegraphs, Tele-
phones, and Radiotelegraphs.

§ 1806. Use of information

(a) Compliance with minimization procedures;
privileged communications; lawful purposes

Information acquired from an electronic sur-
veillance conducted pursuant to this subchapter
concerning any United States person may be
used and disclosed by Federal officers and em-
ployees without the consent of the United
States person only in accordance with the mini-
mization procedures required by this sub-
chapter. No otherwise privileged communication
obtained in accordance with, or in violation of,
the provisions of this subchapter shall lose its
privileged character. No information acquired
from an electronic surveillance pursuant to this
subchapter may be used or disclosed by Federal
officers or employees except for lawful purposes.

(b) Statement for disclosure

No information acquired pursuant to this sub-
chapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied
by a statement that such information, or any in-
formation derived therefrom, may only be used
in a criminal proceeding with the advance au-
thorization of the Attorney General.

(¢) Notification by United States

Whenever the Government intends to enter
into evidence or otherwise use or disclose in any
trial, hearing, or other proceeding in or before
any court, department, officer, agency, regu-
latory body, or other authority of the United
States, against an aggrieved person, any infor-
mation obtained or derived from an electronic
surveillance of that aggrieved person pursuant
to the authority of this subchapter, the Govern-
ment shall, prior to the trial, hearing, or other
proceeding or at a reasonable time prior to an
effort to so disclose or so use that information
or submit it in evidence, notify the aggrieved
person and the court or other authority in which
the information is to be disclosed or used that
the Government intends to so disclose or so use
such information.

(d) Notification by States or political subdivi-
sions

Whenever any State or political subdivision
thereof intends to enter into evidence or other-
wise use or disclose in any trial, hearing, or
other proceeding in or before any court, depart-
ment, officer, agency, regulatory body, or other
authority of a State or a political subdivision
thereof, against an aggrieved person any infor-
mation obtained or derived from an electronic
surveillance of that aggrieved person pursuant
to the authority of this subchapter, the State or
political subdivision thereof shall notify the ag-
grieved person, the court or other authority in
which the information is to be disclosed or used,
and the Attorney General that the State or po-
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litical subdivision thereof intends to so disclose
or so use such information.

(e) Motion to suppress

Any person against whom evidence obtained
or derived from an electronic surveillance to
which he is an aggrieved person is to be, or has
been, introduced or otherwise used or disclosed
in any trial, hearing, or other proceeding in or
before any court, department, officer, agency,
regulatory body, or other authority of the
United States, a State, or a political subdivision
thereof, may move to suppress the evidence ob-
tained or derived from such electronic surveil-
lance on the grounds that—

(1) the information was unlawfully acquired;
or

(2) the surveillance was not made in con-
formity with an order of authorization or
approval.

Such a motion shall be made before the trial,

hearing, or other proceeding unless there was no

opportunity to make such a motion or the per-

son was not aware of the grounds of the motion.

(f) In camera and ex parte review by district
court

Whenever a court or other authority is noti-
fied pursuant to subsection (c) or (d) of this sec-
tion, or whenever a motion is made pursuant to
subsection (e) of this section, or whenever any
motion or request is made by an aggrieved per-
son pursuant to any other statute or rule of the
United States or any State before any court or
other authority of the United States or any
State to discover or obtain applications or or-
ders or other materials relating to electronic
surveillance or to discover, obtain, or suppress
evidence or information obtained or derived
from electronic surveillance under this chapter,
the United States district court or, where the
motion is made before another authority, the
United States district court in the same district
as the authority, shall, notwithstanding any
other law, if the Attorney General files an affi-
davit under oath that disclosure or an adversary
hearing would harm the national security of the
United States, review in camera and ex parte
the application, order, and such other materials
relating to the surveillance as may be necessary
to determine whether the surveillance of the ag-
grieved person was lawfully authorized and con-
ducted. In making this determination, the court
may disclose to the aggrieved person, under ap-
propriate security procedures and protective or-
ders, portions of the application, order, or other
materials relating to the surveillance only
where such disclosure is necessary to make an
accurate determination of the legality of the
surveillance.

(g) Suppression of evidence; denial of motion

If the United States district court pursuant to
subsection (f) of this section determines that the
surveillance was not lawfully authorized or con-
ducted, it shall, in accordance with the require-
ments of law, suppress the evidence which was
unlawfully obtained or derived from electronic
surveillance of the aggrieved person or other-
wise grant the motion of the aggrieved person. If
the court determines that the surveillance was
lawfully authorized and conducted, it shall deny
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the motion of the aggrieved person except to the
extent that due process requires discovery or
disclosure.

(h) Finality of orders

Orders granting motions or requests under
subsection (g) of this section, decisions under
this section that electronic surveillance was not
lawfully authorized or conducted, and orders of
the United States district court requiring re-
view or granting disclosure of applications, or-
ders, or other materials relating to a surveil-
lance shall be final orders and binding upon all
courts of the United States and the several
States except a United States court of appeals
and the Supreme Court.

(i) Destruction of unintentionally acquired infor-
mation

In circumstances involving the unintentional
acquisition by an electronic, mechanical, or
other surveillance device of the contents of any
radio communication, under circumstances in
which a person has a reasonable expectation of
privacy and a warrant would be required for law
enforcement purposes, and if both the sender
and all intended recipients are located within
the United States, such contents shall be de-
stroyed upon recognition, unless the Attorney
General determines that the contents indicate a
threat of death or serious bodily harm to any
person.

(j) Notification of emergency employment of elec-
tronic surveillance; contents; postponement,
suspension or elimination

If an emergency employment of electronic sur-
veillance is authorized under section 1805(e)! of
this title and a subsequent order approving the
surveillance is not obtained, the judge shall
cause to be served on any United States person
named in the application and on such other
United States persons subject to electronic sur-
veillance as the judge may determine in his dis-
cretion it is in the interest of justice to serve,
notice of—

(1) the fact of the application;

(2) the period of the surveillance; and

(3) the fact that during the period informa-
tion was or was not obtained.

On an ex parte showing of good cause to the
judge the serving of the notice required by this
subsection may be postponed or suspended for a
period not to exceed ninety days. Thereafter, on
a further ex parte showing of good cause, the
court shall forego ordering the serving of the no-
tice required under this subsection.

(k) Coordination with law enforcement on na-

tional security matters

(1) Federal officers who conduct electronic
surveillance to acquire foreign intelligence in-
formation under this subchapter may consult
with Federal law enforcement officers or law en-
forcement personnel of a State or political sub-
division of a State (including the chief executive
officer of that State or political subdivision who
has the authority to appoint or direct the chief
law enforcement officer of that State or politi-
cal subdivision) to coordinate efforts to inves-
tigate or protect against—

1See References in Text note below.
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(A) actual or potential attack or other grave
hostile acts of a foreign power or an agent of
a foreign power;

(B) sabotage or international terrorism by a
foreign power or an agent of a foreign power;
or

(C) clandestine intelligence activities by an
intelligence service or network of a foreign
power or by an agent of a foreign power.

(2) Coordination authorized under paragraph
(1) shall not preclude the certification required
by section 1804(a)(7)(B) of this title or the entry
of an order under section 1805 of this title.

(Pub. L. 95-511, title I, §106, Oct. 25, 1978, 92 Stat.
1793; Pub. L. 107-56, title V, §504(a), Oct. 26, 2001,
115 Stat. 364; Pub. L. 107-296, title VIII, §898,
Nov. 25, 2002, 116 Stat. 2258.)

REFERENCES IN TEXT

Section 1805(e) of this title, referred to in subsec. (j),
was redesignated section 1805(f) of this title by Pub. L.
106-567, title VI, §602(b)(1), Dec. 27, 2000, 114 Stat. 2851.

AMENDMENTS

2002—Subsec. (k)(1). Pub. L. 107-296, in introductory
provisions, inserted ‘‘or law enforcement personnel of a
State or political subdivision of a State (including the
chief executive officer of that State or political sub-
division who has the authority to appoint or direct the
chief law enforcement officer of that State or political
subdivision)’’ after ‘‘law enforcement officers’.

2001—Subsec. (k). Pub. L. 107-56 added subsec. (k).

EFFECTIVE DATE OF 2002 AMENDMENT

Amendment by Pub. L. 107-296 effective 60 days after
Nov. 25, 2002, see section 4 of Pub. L. 107-296, set out as
an Effective Date note under section 101 of Title 6, Do-
mestic Security.

REPORT ON MECHANISMS FOR DETERMINATIONS OF DIS-
CLOSURE OF INFORMATION FOR LAW ENFORCEMENT
PURPOSES

Pub. L. 106-567, title VI, §604(b), Dec. 27, 2000, 114 Stat.
2853, provided that:

‘(1) The Attorney General shall submit to the appro-
priate committees of Congress a report on the authori-
ties and procedures utilized by the Department of Jus-
tice for determining whether or not to disclose infor-
mation acquired under the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 1801 et seq.) for law en-
forcement purposes.

‘“(2) In this subsection, the term ‘appropriate com-
mittees of Congress’ means the following:

‘“(A) The Select Committee on Intelligence and the

Committee on the Judiciary of the Senate.

“(B) The Permanent Select Committee on Intel-
ligence and the Committee on the Judiciary of the

House of Representatives.”

§1807. Report to Administrative Office of the
United States Court and to Congress

In April of each year, the Attorney General
shall transmit to the Administrative Office of
the United States Court and to Congress a re-
port setting forth with respect to the preceding
calendar year—

(a) the total number of applications made
for orders and extensions of orders approving
electronic surveillance under this subchapter;
and

(b) the total number of such orders and ex-
tensions either granted, modified, or denied.

(Pub. L. 95-511, title I, §107, Oct. 25, 1978, 92 Stat.
1795.)
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§1808. Report of Attorney General to Congres-
sional committees; limitation on authority or
responsibility of information gathering ac-
tivities of Congressional committees; report
of Congressional committees to Congress

(a)(1) On a semiannual basis the Attorney Gen-
eral shall fully inform the House Permanent Se-
lect Committee on Intelligence and the Senate
Select Committee on Intelligence concerning all
electronic surveillance under this subchapter.
Nothing in this subchapter shall be deemed to
limit the authority and responsibility of the ap-
propriate committees of each House of Congress
to obtain such information as they may need to
carry out their respective functions and duties.

(2) Each report under the first sentence of
paragraph (1) shall include a description of—

(A) each criminal case in which information
acquired under this chapter has been passed
for law enforcement purposes during the pe-
riod covered by such report; and

(B) each criminal case in which information
acquired under this chapter has been author-
ized for use at trial during such reporting pe-
riod.

(b) On or before one year after October 25, 1978,
and on the same day each year for four years
thereafter, the Permanent Select Committee on
Intelligence and the Senate Select Committee
on Intelligence shall report respectively to the
House of Representatives and the Senate, con-
cerning the implementation of this chapter.
Said reports shall include but not be limited to
an analysis and recommendations concerning
whether this chapter should be (1) amended, (2)
repealed, or (3) permitted to continue in effect
without amendment.

(Pub. L. 95-511, title I, §108, Oct. 25, 1978, 92 Stat.
1795; Pub. L. 106-567, title VI, §604(a), Dec. 27,
2000, 114 Stat. 2853.)

AMENDMENTS

2000—Subsec. (a). Pub. L. 106-567 designated existing
provisions as par. (1) and added par. (2).

§ 1809. Criminal sanctions
(a) Prohibited activities

A person is guilty of an offense if he inten-
tionally—

(1) engages in electronic surveillance under
color of law except as authorized by statute;
or

(2) discloses or uses information obtained
under color of law by electronic surveillance,
knowing or having reason to know that the in-
formation was obtained through electronic
surveillance not authorized by statute.

(b) Defense

It is a defense to a prosecution under sub-
section (a) of this section that the defendant
was a law enforcement or investigative officer
engaged in the course of his official duties and
the electronic surveillance was authorized by
and conducted pursuant to a search warrant or
court order of a court of competent jurisdiction.
(c) Penalties

An offense described in this section is punish-
able by a fine of not more than $10,000 or impris-
onment for not more than five years, or both.
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(d) Federal jurisdiction

There is Federal jurisdiction over an offense
under this section if the person committing the
offense was an officer or employee of the United
States at the time the offense was committed.

(Pub. L. 95-511, title I, §109, Oct. 25, 1978, 92 Stat.
1796.)

§1810. Civil liability

An aggrieved person, other than a foreign
power or an agent of a foreign power, as defined
in section 1801(a) or (b)(1)(A) of this title, respec-
tively, who has been subjected to an electronic
surveillance or about whom information ob-
tained by electronic surveillance of such person
has been disclosed or used in violation of section
1809 of this title shall have a cause of action
against any person who committed such viola-
tion and shall be entitled to recover—

(a) actual damages, but not less than liq-
uidated damages of $1,000 or $100 per day for
each day of violation, whichever is greater;

(b) punitive damages; and

(c) reasonable attorney’s fees and other in-
vestigation and litigation costs reasonably in-
curred.

(Pub. L. 95-511, title I, §110, Oct. 25, 1978, 92 Stat.
1796.)

§ 1811. Authorization during time of war

Notwithstanding any other law, the President,
through the Attorney General, may authorize
electronic surveillance without a court order
under this subchapter to acquire foreign intel-
ligence information for a period not to exceed
fifteen calendar days following a declaration of
war by the Congress.

(Pub. L. 95-511, title I, §111, Oct. 25, 1978, 92 Stat.
1796.)

SUBCHAPTER II—PHYSICAL SEARCHES
§ 1821. Definitions

As used in this subchapter:

(1) The terms ‘‘foreign power’’, ‘“‘agent of a
foreign power’, ‘‘international terrorism”,
‘“‘sabotage’, ‘‘foreign intelligence informa-
tion”, ‘‘Attorney General”’, ‘“United States
person’, ‘“‘United States’, ‘‘person’, and
‘“State’” shall have the same meanings as in
section 1801 of this title, except as specifically
provided by this subchapter.

(2) ‘‘Aggrieved person’” means a person
whose premises, property, information, or ma-
terial is the target of physical search or any
other person whose premises, property, infor-
mation, or material was subject to physical
search.

(3) ‘“‘Foreign Intelligence Surveillance
Court’” means the court established by section
1803(a) of this title.

(4) “Minimization procedures’ with respect
to physical search, means—

(A) specific procedures, which shall be
adopted by the Attorney General, that are
reasonably designed in light of the purposes
and technique of the particular physical
search, to minimize the acquisition and re-
tention, and prohibit the dissemination, of
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nonpublicly available information concern-
ing unconsenting United States persons con-
sistent with the need of the United States to
obtain, produce, and disseminate foreign in-
telligence information;

(B) procedures that require that nonpub-
licly available information, which is not for-
eign intelligence information, as defined in
section 1801(e)(1) of this title, shall not be
disseminated in a manner that identifies any
United States person, without such person’s
consent, unless such person’s identity is nec-
essary to understand such foreign intel-
ligence information or assess its importance;

(C) notwithstanding subparagraphs (A) and
(B), procedures that allow for the retention
and dissemination of information that is evi-
dence of a crime which has been, is being, or
is about to be committed and that is to be
retained or disseminated for law enforce-
ment purposes; and

(D) notwithstanding subparagraphs (A),
(B), and (C), with respect to any physical
search approved pursuant to section 1822(a)
of this title, procedures that require that no
information, material, or property of a
United States person shall be disclosed, dis-
seminated, or used for any purpose or re-
tained for longer than 72 hours unless a
court order under section 1824 of this title is
obtained or unless the Attorney General de-
termines that the information indicates a
threat of death or serious bodily harm to
any person.

(5) ““Physical search’’ means any physical in-
trusion within the United States into premises
or property (including examination of the in-
terior of property by technical means) that is
intended to result in a seizure, reproduction,
inspection, or alteration of information, mate-
rial, or property, under circumstances in
which a person has a reasonable expectation of
privacy and a warrant would be required for
law enforcement purposes, but does not in-
clude (A) ‘“‘electronic surveillance’’, as defined
in section 1801(f) of this title, or (B) the acqui-
sition by the United States Government of for-
eign intelligence information from inter-
national or foreign communications, or for-
eign intelligence activities conducted in ac-
cordance with otherwise applicable Federal
law involving a foreign electronic communica-
tions system, utilizing a means other than
electronic surveillance as defined in section
1801(f) of this title.

(Pub. L. 95-511, title III, §301, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3443; amended Pub. L. 107-108, title III,
§314(a)(3), Dec. 28, 2001, 115 Stat. 1402.)

PRIOR PROVISIONS

A prior section 301 of Pub. L. 95-511 was renumbered
section 601 and is set out as a note under section 1801
of this title.

AMENDMENTS

2001—Par. (4)(D). Pub. L. 107-108 substituted 72
hours” for ‘24 hours’.

EFFECTIVE DATE

Section 807(c) of Pub. L. 103-359 provided that: ‘“The
amendments made by subsections (a) and (b) [enacting
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this subchapter and amending provisions set out as a
note under section 1801 of this title] shall take effect 90
days after the date of enactment of this Act [Oct. 14,
1994], except that any physical search approved by the
Attorney General of the United States to gather for-
eign intelligence information shall not be deemed un-
lawful for failure to follow the procedures of title III of
the Foreign Intelligence Surveillance Act of 1978 [this
subchapter] (as added by this Act), if that search is
conducted within 180 days after the date of enactment
of this Act pursuant to regulations issued by the Attor-
ney General, which were in the possession of the Select
Committee on Intelligence of the Senate and the Per-
manent Select Committee on Intelligence of the House
of Representatives before the date of enactment of this
Act.”

§ 1822. Authorization of physical searches for for-
eign intelligence purposes

(a) Presidential authorization

(1) Notwithstanding any other provision of
law, the President, acting through the Attorney
General, may authorize physical searches with-
out a court order under this subchapter to ac-
quire foreign intelligence information for peri-
ods of up to one year if—

(A) the Attorney General certifies in writing
under oath that—

(i) the physical search is solely directed at
premises, information, material, or property
used exclusively by, or under the open and
exclusive control of, a foreign power or pow-
ers (as defined in section 1801(a)(1), (2), or (3)
of this title);

(ii) there is no substantial likelihood that
the physical search will involve the prem-
ises, information, material, or property of a
United States person; and

(iii) the proposed minimization procedures
with respect to such physical search meet
the definition of minimization procedures
under paragraphs (1) through (4)! of section
1821(4) of this title; and

(B) the Attorney General reports such mini-
mization procedures and any changes thereto
to the Permanent Select Committee on Intel-
ligence of the House of Representatives and
the Select Committee on Intelligence of the
Senate at least 30 days before their effective
date, unless the Attorney General determines
that immediate action is required and notifies
the committees immediately of such mini-
mization procedures and the reason for their
becoming effective immediately.

(2) A physical search authorized by this sub-
section may be conducted only in accordance
with the certification and minimization proce-
dures adopted by the Attorney General. The At-
torney General shall assess compliance with
such procedures and shall report such assess-
ments to the Permanent Select Committee on
Intelligence of the House of Representatives and
the Select Committee on Intelligence of the
Senate under the provisions of section 1826 of
this title.

(3) The Attorney General shall immediately
transmit under seal to the Foreign Intelligence
Surveillance Court a copy of the certification.

Probably should be ‘‘subparagraphs (A)

through (D).
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Such certification shall be maintained under se-
curity measures established by the Chief Justice
of the United States with the concurrence of the
Attorney General, in consultation with the Di-
rector of National Intelligence, and shall remain
sealed unless—

(A) an application for a court order with re-
spect to the physical search is made under sec-
tion 1821(4) of this title and section 1823 of this
title; or

(B) the certification is necessary to deter-
mine the legality of the physical search under
section 1825(g) of this title.

(4)(A) With respect to physical searches au-
thorized by this subsection, the Attorney Gen-
eral may direct a specified landlord, custodian,
or other specified person to—

(i) furnish all information, facilities, or as-
sistance necessary to accomplish the physical
search in such a manner as will protect its se-
crecy and produce a minimum of interference
with the services that such landlord, custo-
dian, or other person is providing the target of
the physical search; and

(ii) maintain under security procedures ap-
proved by the Attorney General and the Direc-
tor of National Intelligence any records con-
cerning the search or the aid furnished that
such person wishes to retain.

(B) The Government shall compensate, at the
prevailing rate, such landlord, custodian, or
other person for furnishing such aid.

(b) Application for order; authorization

Applications for a court order under this sub-
chapter are authorized if the President has, by
written authorization, empowered the Attorney
General to approve applications to the Foreign
Intelligence Surveillance Court. Notwithstand-
ing any other provision of law, a judge of the
court to whom application is made may grant
an order in accordance with section 1824 of this
title approving a physical search in the United
States of the premises, property, information, or
material of a foreign power or an agent of a for-
eign power for the purpose of collecting foreign
intelligence information.

(¢) Jurisdiction of Foreign Intelligence Surveil-
lance Court

The Foreign Intelligence Surveillance Court
shall have jurisdiction to hear applications for
and grant orders approving a physical search for
the purpose of obtaining foreign intelligence in-
formation anywhere within the United States
under the procedures set forth in this sub-
chapter, except that no judge shall hear the
same application which has been denied pre-
viously by another judge designated under sec-
tion 1803(a) of this title. If any judge so des-
ignated denies an application for an order au-
thorizing a physical search under this sub-
chapter, such judge shall provide immediately
for the record a written statement of each rea-
son for such decision and, on motion of the
United States, the record shall be transmitted,
under seal, to the court of review established
under section 1803(b) of this title.

(d) Court of review; record; transmittal to Su-
preme Court

The court of review established under section
1803(b) of this title shall have jurisdiction to re-
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view the denial of any application made under
this subchapter. If such court determines that
the application was properly denied, the court
shall immediately provide for the record a writ-
ten statement of each reason for its decision
and, on petition of the United States for a writ
of certiorari, the record shall be transmitted
under seal to the Supreme Court, which shall
have jurisdiction to review such decision.

(e) Expeditious conduct of proceedings; security
measures for maintenance of records

Judicial proceedings under this subchapter
shall be concluded as expeditiously as possible.
The record of proceedings under this subchapter,
including applications made and orders granted,
shall be maintained under security measures es-
tablished by the Chief Justice of the United
States in consultation with the Attorney Gen-
eral and the Director of National Intelligence.

(Pub. L. 95-511, title III, §302, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3444; amended Pub. L. 108-458, title I,
§1071(e), Dec. 17, 2004, 118 Stat. 3691.)

AMENDMENTS

2004—Subsecs. (a)(3), (4)(A)({i), (e). Pub. L. 108-458 sub-
stituted ‘‘Director of National Intelligence’’ for ‘‘Direc-
tor of Central Intelligence’’.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by
Pub. L. 108-458 take effect on Apr. 21, 2005, see Memo-
randum of President of the United States, Apr. 21, 2005,
70 F.R. 23925, set out as a note under section 401 of this
title.

Amendment by Pub. L. 108-458 effective not later
than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L.
108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 401 of this
title.

EX. ORD. NO. 12949. FOREIGN INTELLIGENCE PHYSICAL
SEARCHES

Ex. Ord. No. 12949, Feb. 9, 1995, 60 F.R. 8169, as amend-
ed by Ex. Ord. No. 13383, §2, July 15, 2005, 70 F.R. 41933,
provided:

By the authority vested in me as President by the
Constitution and the laws of the United States, includ-
ing sections 302 and 303 of the Foreign Intelligence Sur-
veillance Act of 1978 (‘‘Act’) (60 U.S.C. 1801, et seq.), as
amended by Public Law 103-359 [650 U.S.C. 1822, 1823],
and in order to provide for the authorization of phys-
ical searches for foreign intelligence purposes as set
forth in the Act, it is hereby ordered as follows:

SECTION 1. Pursuant to section 302(a)(1) of the Act,
the Attorney General is authorized to approve physical
searches, without a court order, to acquire foreign in-
telligence information for periods of up to one year, if
the Attorney General makes the certifications required
by that section.

SEC. 2. Pursuant to section 302(b) of the Act, the At-
torney General is authorized to approve applications to
the Foreign Intelligence Surveillance Court under sec-
tion 303 of the Act to obtain orders for physical
searches for the purpose of collecting foreign intel-
ligence information.

SEC. 3. Pursuant to section 303(a)(7) of the Act, the
following officials, each of whom is employed in the
area of national security or defense, is designated to
make the certifications required by section 303(a)(7) of
the Act in support of applications to conduct physical
searches:

(a) Secretary of State;
(b) Secretary of Defense;
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[(c)] Director of National Intelligence;

(d) Director of the Federal Bureau of Investigation,

(e) Deputy Secretary of State;

(f) Deputy Secretary of Defense;

(g) Director of the Central Intelligence Agency; and

(h) Principal Deputy Director of National Intel-

ligence.

None of the above officials, nor anyone officially acting
in that capacity, may exercise the authority to make
the above certifications, unless that official has been
appointed by the President, by and with the advice and
consent of the Senate.

§ 1823. Application for order

(a) Submission by Federal officer; approval of At-
torney General; contents

Each application for an order approving a
physical search under this subchapter shall be
made by a Federal officer in writing upon oath
or affirmation to a judge of the Foreign Intel-
ligence Surveillance Court. Each application
shall require the approval of the Attorney Gen-
eral based upon the Attorney General’s finding
that it satisfies the criteria and requirements
for such application as set forth in this sub-
chapter. Each application shall include—

(1) the identity of the Federal officer making
the application;

(2) the authority conferred on the Attorney
General by the President and the approval of
the Attorney General to make the application;

(3) the identity, if known, or a description of
the target of the search, and a detailed de-
scription of the premises or property to be
searched and of the information, material, or
property to be seized, reproduced, or altered;

(4) a statement of the facts and circum-
stances relied upon by the applicant to justify
the applicant’s belief that—

(A) the target of the physical search is a
foreign power or an agent of a foreign power;

(B) the premises or property to be searched
contains foreign intelligence information;
and

(C) the premises or property to be searched
is owned, used, possessed by, or is in transit

to or from a foreign power or an agent of a

foreign power;

(5) a statement of the proposed minimization
procedures;

(6) a statement of the nature of the foreign
intelligence sought and the manner in which
the physical search is to be conducted;

(7) a certification or certifications by the
Assistant to the President for National Secu-
rity Affairs or an executive branch official or
officials designated by the President from
among those executive branch officers em-
ployed in the area of national security or de-
fense and appointed by the President, by and
with the advice and consent of the Senate—

(A) that the certifying official deems the
information sought to be foreign intel-
ligence information;

(B) that a significant purpose of the search
is to obtain foreign intelligence information;

(C) that such information cannot reason-
ably be obtained by normal investigative
techniques;

(D) that designates the type of foreign in-
telligence information being sought accord-
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ing to the categories described in section
1801(e) of this title; and

(E) includes a statement explaining the
basis for the certifications required by sub-
paragraphs (C) and (D);

(8) where the physical search involves a
search of the residence of a United States per-
son, the Attorney General shall state what in-
vestigative techniques have previously been
utilized to obtain the foreign intelligence in-
formation concerned and the degree to which
these techniques resulted in acquiring such in-
formation; and

(9) a statement of the facts concerning all
previous applications that have been made to
any judge under this subchapter involving any
of the persons, premises, or property specified
in the application, and the action taken on
each previous application.

(b) Additional affidavits or certifications

The Attorney General may require any other
affidavit or certification from any other officer
in connection with the application.

(c) Additional information

The judge may require the applicant to fur-
nish such other information as may be necessary
to make the determinations required by section
1824 of this title.

(d) Personal review by Attorney General

(1)(A) Upon written request of the Director of
the Federal Bureau of Investigation, the Sec-
retary of Defense, the Secretary of State, or the
Director of National Intelligence, the Attorney
General shall personally review under sub-
section (a) of this section an application under
that subsection for a target described in section
1801(b)(2) of this title.

(B) Except when disabled or otherwise unavail-
able to make a request referred to in subpara-
graph (A), an official referred to in that subpara-
graph may not delegate the authority to make a
request referred to in that subparagraph.

(C) Each official referred to in subparagraph
(A) with authority to make a request under that
subparagraph shall take appropriate actions in
advance to ensure that delegation of such au-
thority is clearly established in the event such
official is disabled or otherwise unavailable to
make such request.

(2)(A) If as a result of a request under para-
graph (1) the Attorney General determines not
to approve an application under the second sen-
tence of subsection (a) of this section for pur-
poses of making the application under this sec-
tion, the Attorney General shall provide written
notice of the determination to the official mak-
ing the request for the review of the application
under that paragraph. Except when disabled or
otherwise unavailable to make a determination
under the preceding sentence, the Attorney Gen-
eral may not delegate the responsibility to
make a determination under that sentence. The
Attorney General shall take appropriate actions
in advance to ensure that delegation of such re-
sponsibility is clearly established in the event
the Attorney General is disabled or otherwise
unavailable to make such determination.

(B) Notice with respect to an application
under subparagraph (A) shall set forth the modi-
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fications, if any, of the application that are nec-
essary in order for the Attorney General to ap-
prove the application under the second sentence
of subsection (a) of this section for purposes of
making the application under this section.

(C) Upon review of any modifications of an ap-
plication set forth under subparagraph (B), the
official notified of the modifications under this
paragraph shall modify the application if such
official determines that such modification is
warranted. Such official shall supervise the
making of any modification under this subpara-
graph. Except when disabled or otherwise un-
available to supervise the making of any modi-
fication under the preceding sentence, such offi-
cial may not delegate the responsibility to su-
pervise the making of any modification under
that preceding sentence. Each such official shall
take appropriate actions in advance to ensure
that delegation of such responsibility is clearly
established in the event such official is disabled
or otherwise unavailable to supervise the mak-
ing of such modification.

(Pub. L. 95-511, title III, §303, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3446; amended Pub. L. 106-567, title VI,
§603(a), Dec. 27, 2000, 114 Stat. 2852; Pub. L.
107-56, title II, §218, Oct. 26, 2001, 115 Stat. 291;
Pub. L. 108-458, title I, §1071(e), Dec. 17, 2004, 118
Stat. 3691.)

AMENDMENT OF SECTION

For termination of amendment by Pub. L.
107-56, see Termination Date of 2001 Amend-
ment note below.

AMENDMENTS

2004—Subsec. (d)(1)(A). Pub. L. 108-458 substituted
“Director of National Intelligence’ for ‘‘Director of
Central Intelligence’’.

2001—Subsec. (a)(7)(B). Pub. L. 107-56, §§218, 224, tem-
porarily substituted ‘‘a significant purpose’ for ‘‘the
purpose’. See Termination Date of 2001 Amendment
note below.

2000—Subsec. (d). Pub. L. 106-567 added subsec. (d).

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by
Pub. L. 108-458 take effect on Apr. 21, 2005, see Memo-
randum of President of the United States, Apr. 21, 2005,
70 F.R. 23925, set out as a note under section 401 of this
title.

Amendment by Pub. L. 108-458 effective not later
than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L.
108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 401 of this
title.

TERMINATION DATE OF 2001 AMENDMENT

Amendment by Pub. L. 107-56 to cease to have effect
Feb. 3, 2006, except amendment to continue in effect
with respect to any particular foreign intelligence in-
vestigation that began before Feb. 3, 2006, or with re-
spect to any particular offense or potential offense that
began or occurred before Feb. 3, 2006, see section 224 of
Pub. L. 107-56, set out as a note under section 2510 of
Title 18, Crimes and Criminal Procedure.

OFFICIALS DESIGNATED TO MAKE CERTIFICATIONS

For provisions listing officials designated by Presi-
dent to make certifications required by subsec. (a)(7) of
this section, see Ex. Ord. No. 12949, §3, Feb. 9, 1995, 60
F.R. 8169, set out as a note under section 1822 of this
title.
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§ 1824, Issuance of order
(a) Necessary findings

Upon an application made pursuant to section
1823 of this title, the judge shall enter an ex
parte order as requested or as modified approv-
ing the physical search if the judge finds that—

(1) the President has authorized the Attor-
ney General to approve applications for phys-
ical searches for foreign intelligence purposes;

(2) the application has been made by a Fed-
eral officer and approved by the Attorney Gen-
eral;

(3) on the basis of the facts submitted by the
applicant there is probable cause to believe
that—

(A) the target of the physical search is a
foreign power or an agent of a foreign power,
except that no United States person may be
considered an agent of a foreign power solely
upon the basis of activities protected by the
first amendment to the Constitution of the
United States; and

(B) the premises or property to be searched
is owned, used, possessed by, or is in transit
to or from an agent of a foreign power or a
foreign power;

(4) the proposed minimization procedures
meet the definition of minimization contained
in this subchapter; and

(5) the application which has been filed con-
tains all statements and certifications re-
quired by section 1823 of this title, and, if the
target is a United States person, the certifi-
cation or certifications are not clearly erro-
neous on the basis of the statement made
under section 1823(a)(7)(E) of this title and any
other information furnished under section
1823(c) of this title.

(b) Determination of probable cause

In determining whether or not probable cause
exists for purposes of an order under subsection
(a)(3) of this section, a judge may consider past
activities of the target, as well as facts and cir-
cumstances relating to current or future activi-
ties of the target.

(c) Specifications and directions of orders

An order approving a physical search under
this section shall—

(1) specify—

(A) the identity, if known, or a description
of the target of the physical search;

(B) the nature and location of each of the
premises or property to be searched;

(C) the type of information, material, or
property to be seized, altered, or reproduced;

(D) a statement of the manner in which
the physical search is to be conducted and,
whenever more than one physical search is
authorized under the order, the authorized
scope of each search and what minimization
procedures shall apply to the information
acquired by each search; and

(E) the period of time during which phys-
ical searches are approved; and

(2) direct—

(A) that the minimization procedures be
followed;

(B) that, upon the request of the applicant,
a specified landlord, custodian, or other



Page 377

specified person furnish the applicant forth-
with all information, facilities, or assistance
necessary to accomplish the physical search
in such a manner as will protect its secrecy
and produce a minimum of interference with
the services that such landlord, custodian,
or other person is providing the target of the
physical search;

(C) that such landlord, custodian, or other
person maintain under security procedures
approved by the Attorney General and the
Director of National Intelligence any
records concerning the search or the aid fur-
nished that such person wishes to retain;

(D) that the applicant compensate, at the
prevailing rate, such landlord, custodian, or
other person for furnishing such aid; and

(BE) that the Federal officer conducting the
physical search promptly report to the court
the circumstances and results of the phys-
ical search.

(d) Duration of order; extensions; assessment of
compliance

(1) An order issued under this section may ap-
prove a physical search for the period necessary
to achieve its purpose, or for 90 days, whichever
is less, except that (A) an order under this sec-
tion shall approve a physical search targeted
against a foreign power, as defined in paragraph
(1), (2), or (3) of section 1801(a) of this title, for
the period specified in the application or for one
year, whichever is less, and (B) an order under
this section for a physical search targeted
against an agent of a foreign power as defined in
section 1801(b)(1)(A) of this title may be for the
period specified in the application or for 120
days, whichever is less.

(2) Extensions of an order issued under this
subchapter may be granted on the same basis as
the original order upon an application for an ex-
tension and new findings made in the same man-
ner as required for the original order, except
that an extension of an order under this chapter
for a physical search targeted against a foreign
power, as defined in section 1801(a)(5) or (6) of
this title, or against a foreign power, as defined
in section 1801(a)(4) of this title, that is not a
United States person, or against an agent of a
foreign power as defined in section 1801(b)(1)(A)
of this title, may be for a period not to exceed
one year if the judge finds probable cause to be-
lieve that no property of any individual United
States person will be acquired during the period.

(3) At or before the end of the period of time
for which a physical search is approved by an
order or an extension, or at any time after a
physical search is carried out, the judge may as-
sess compliance with the minimization proce-
dures by reviewing the circumstances under
which information concerning United States
persons was acquired, retained, or disseminated.
(e) Emergency orders

(1)(A) Notwithstanding any other provision of
this subchapter, whenever the Attorney General
reasonably makes the determination specified in
subparagraph (B), the Attorney General may au-
thorize the execution of an emergency physical
search if—

(i) a judge having jurisdiction under section

1803 of this title is informed by the Attorney
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General or the Attorney General’s designee at
the time of such authorization that the deci-
sion has been made to execute an emergency
search, and

(ii) an application in accordance with this
subchapter is made to that judge as soon as
practicable but not more than 72 hours after
the Attorney General authorizes such search.

(B) The determination referred to in subpara-
graph (A) is a determination that—

(i) an emergency situation exists with re-
spect to the execution of a physical search to
obtain foreign intelligence information before
an order authorizing such search can with due
diligence be obtained, and

(ii) the factual basis for issuance of an order
under this subchapter to approve such a search
exists.

(2) If the Attorney General authorizes an
emergency search under paragraph (1), the At-
torney General shall require that the minimiza-
tion procedures required by this subchapter for
the issuance of a judicial order be followed.

(3) In the absence of a judicial order approving
such a physical search, the search shall termi-
nate the earlier of—

(A) the date on which the
sought is obtained;

(B) the date on which the application for the
order is denied; or

(C) the expiration of 72 hours from the time
of authorization by the Attorney General.

information

(4) In the event that such application for ap-
proval is denied, or in any other case where the
physical search is terminated and no order is is-
sued approving the search, no information ob-
tained or evidence derived from such search
shall be received in evidence or otherwise dis-
closed in any trial, hearing, or other proceeding
in or before any court, grand jury, department,
office, agency, regulatory body, legislative com-
mittee, or other authority of the United States,
a State, or political subdivision thereof, and no
information concerning any United States per-
son acquired from such search shall subse-
quently be used or disclosed in any other man-
ner by Federal officers or employees without the
consent of such person, except with the approval
of the Attorney General, if the information indi-
cates a threat of death or serious bodily harm to
any person. A denial of the application made
under this subsection may be reviewed as pro-
vided in section 1822 of this title.

(f) Retention of applications and orders

Applications made and orders granted under
this subchapter shall be retained for a period of
at least 10 years from the date of the applica-
tion.

(Pub. L. 95-511, title III, §304, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3447; amended Pub. L. 106-567, title VI,
§603(b), Dec. 27, 2000, 114 Stat. 2853; Pub. L.
107-56, title II, §207(a)(2), (b)(2), Oct. 26, 2001, 115
Stat. 282; Pub. L. 107-108, title III, §314(a)(4),
Dec. 28, 2001, 115 Stat. 1402; Pub. L. 108-458, title
I, §1071(e), Dec. 17, 2004, 118 Stat. 3691.)
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AMENDMENT OF SECTION

For termination of amendment by Pub. L.
107-56, see Termination Date of 2001 Amend-
ment note below.

REFERENCES IN TEXT

This chapter, referred to in subsec. (d)(2), was in the
original ‘‘this Act’, meaning Pub. L. 95-511, Oct. 25,
1978, 92 Stat. 1783, as amended, which is classified prin-
cipally to this chapter. For complete classification of
this Act to the Code, see Short Title note set out under
section 1801 of this title and Tables.

AMENDMENTS

2004—Subsec. (c)(2)(C). Pub. L. 108458 substituted
“Director of National Intelligence’ for ‘‘Director of
Central Intelligence’’.

2001—Subsec. (d)(1). Pub. L. 107-56, §§207(a)(2), 224,
temporarily substituted ‘90 days,” for ‘‘forty-five
days,” and temporarily inserted ‘‘(A)” after ‘‘except
that” and ¢, and (B) an order under this section for a
physical search targeted against an agent of a foreign
power as defined in section 1801(b)(1)(A) of this title
may be for the period specified in the application or for
120 days, whichever is less” before period at end. See
Termination Date of 2001 Amendment note below.

Subsec. (d)(2). Pub. L. 107-56, §§207(b)(2), 224, tempo-
rarily inserted ‘‘or against an agent of a foreign power
as defined in section 1801(b)(1)(A) of this title,” after
“not a United States person,’”’. See Termination Date of
2001 Amendment note below.

Subsec. (e)(1)(A)(ii), (3)(C). Pub. L. 107-108 substituted
72 hours” for ‘24 hours”.

2000—Subsecs. (b) to (f). Pub. L. 106-567 added subsec.
(b) and redesignated former subsecs. (b) to (e) as (¢) to
(f), respectively.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by
Pub. L. 108-458 take effect on Apr. 21, 2005, see Memo-
randum of President of the United States, Apr. 21, 2005,
70 F.R. 23925, set out as a note under section 401 of this
title.

Amendment by Pub. L. 108-458 effective not later
than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L.
108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 401 of this
title.

TERMINATION DATE OF 2001 AMENDMENT

Amendment by Pub. L. 107-56 to cease to have effect
Feb. 3, 2006, except amendment to continue in effect
with respect to any particular foreign intelligence in-
vestigation that began before Feb. 3, 2006, or with re-
spect to any particular offense or potential offense that
began or occurred before Feb. 3, 2006, see section 224 of
Pub. L. 107-56, set out as a note under section 2510 of
Title 18, Crimes and Criminal Procedure.

§1825. Use of information

(a) Compliance with minimization procedures;
lawful purposes

Information acquired from a physical search
conducted pursuant to this subchapter concern-
ing any United States person may be used and
disclosed by Federal officers and employees
without the consent of the United States person
only in accordance with the minimization proce-
dures required by this subchapter. No informa-
tion acquired from a physical search pursuant to
this subchapter may be used or disclosed by Fed-
eral officers or employees except for lawful pur-
poses.
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(b) Notice of search and identification of prop-
erty seized, altered, or reproduced

Where a physical search authorized and con-
ducted pursuant to section 1824 of this title in-
volves the residence of a United States person,
and, at any time after the search the Attorney
General determines there is no national security
interest in continuing to maintain the secrecy
of the search, the Attorney General shall pro-
vide notice to the United States person whose
residence was searched of the fact of the search
conducted pursuant to this chapter and shall
identify any property of such person seized, al-
tered, or reproduced during such search.

(c) Statement for disclosure

No information acquired pursuant to this sub-
chapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied
by a statement that such information, or any in-
formation derived therefrom, may only be used
in a criminal proceeding with the advance au-
thorization of the Attorney General.

(d) Notification by United States

Whenever the United States intends to enter
into evidence or otherwise use or disclose in any
trial, hearing, or other proceeding in or before
any court, department, officer, agency, regu-
latory body, or other authority of the United
States, against an aggrieved person, any infor-
mation obtained or derived from a physical
search pursuant to the authority of this sub-
chapter, the United States shall, prior to the
trial, hearing, or the other proceeding or at a
reasonable time prior to an effort to so disclose
or so use that information or submit it in evi-
dence, notify the aggrieved person and the court
or other authority in which the information is
to be disclosed or used that the United States
intends to so disclose or so use such informa-
tion.

(e) Notification by States or political subdivi-
sions

Whenever any State or political subdivision
thereof intends to enter into evidence or other-
wise use or disclose in any trial, hearing, or
other proceeding in or before any court, depart-
ment, officer, agency, regulatory body, or other
authority of a State or a political subdivision
thereof against an aggrieved person any infor-
mation obtained or derived from a physical
search pursuant to the authority of this sub-
chapter, the State or political subdivision there-
of shall notify the aggrieved person, the court or
other authority in which the information is to
be disclosed or used, and the Attorney General
that the State or political subdivision thereof
intends to so disclose or so use such informa-
tion.

(f) Motion to suppress

(1) Any person against whom evidence ob-
tained or derived from a physical search to
which he is an aggrieved person is to be, or has
been, introduced or otherwise used or disclosed
in any trial, hearing, or other proceeding in or
before any court, department, officer, agency,
regulatory body, or other authority of the
United States, a State, or a political subdivision
thereof, may move to suppress the evidence ob-
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tained or derived from such search on the
grounds that—
(A) the information was unlawfully ac-
quired; or
(B) the physical search was not made in con-
formity with an order of authorization or ap-
proval.

(2) Such a motion shall be made before the
trial, hearing, or other proceeding unless there
was no opportunity to make such a motion or
the person was not aware of the grounds of the
motion.

(g) In camera and ex parte review by district
court

Whenever a court or other authority is noti-
fied pursuant to subsection (d) or (e) of this sec-
tion, or whenever a motion is made pursuant to
subsection (f) of this section, or whenever any
motion or request is made by an aggrieved per-
son pursuant to any other statute or rule of the
United States or any State before any court or
other authority of the United States or any
State to discover or obtain applications or or-
ders or other materials relating to a physical
search authorized by this subchapter or to dis-
cover, obtain, or suppress evidence or informa-
tion obtained or derived from a physical search
authorized by this subchapter, the United States
district court or, where the motion is made be-
fore another authority, the United States dis-
trict court in the same district as the authority
shall, notwithstanding any other provision of
law, if the Attorney General files an affidavit
under oath that disclosure or any adversary
hearing would harm the national security of the
United States, review in camera and ex parte
the application, order, and such other materials
relating to the physical search as may be nec-
essary to determine whether the physical search
of the aggrieved person was lawfully authorized
and conducted. In making this determination,
the court may disclose to the aggrieved person,
under appropriate security procedures and pro-
tective orders, portions of the application,
order, or other materials relating to the phys-
ical search, or may require the Attorney Gen-
eral to provide to the aggrieved person a sum-
mary of such materials, only where such disclo-
sure is necessary to make an accurate deter-
mination of the legality of the physical search.
(h) Suppression of evidence; denial of motion

If the United States district court pursuant to
subsection (g) of this section determines that
the physical search was not lawfully authorized
or conducted, it shall, in accordance with the re-
quirements of law, suppress the evidence which
was unlawfully obtained or derived from the
physical search of the aggrieved person or other-
wise grant the motion of the aggrieved person. If
the court determines that the physical search
was lawfully authorized or conducted, it shall
deny the motion of the aggrieved person except
to the extent that due process requires discov-
ery or disclosure.

(i) Finality of orders

Orders granting motions or requests under
subsection (h) of this section, decisions under
this section that a physical search was not law-
fully authorized or conducted, and orders of the
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United States district court requiring review or
granting disclosure of applications, orders, or
other materials relating to the physical search
shall be final orders and binding upon all courts
of the United States and the several States ex-
cept a United States Court of Appeals or the Su-
preme Court.

(j) Notification of emergency execution of phys-
ical search; contents; postponement, suspen-
sion, or elimination

(1) If an emergency execution of a physical
search is authorized under section 1824(d)! of
this title and a subsequent order approving the
search is not obtained, the judge shall cause to
be served on any United States person named in
the application and on such other United States
persons subject to the search as the judge may
determine in his discretion it is in the interests
of justice to serve, notice of—

(A) the fact of the application;

(B) the period of the search; and

(C) the fact that during the period informa-
tion was or was not obtained.

(2) On an ex parte showing of good cause to the
judge, the serving of the notice required by this
subsection may be postponed or suspended for a
period not to exceed 90 days. Thereafter, on a
further ex parte showing of good cause, the
court shall forego ordering the serving of the no-
tice required under this subsection.

(k) Coordination with law enforcement on na-
tional security matters

(1) Federal officers who conduct physical
searches to acquire foreign intelligence informa-
tion under this subchapter may consult with
Federal law enforcement officers or law enforce-
ment personnel of a State or political subdivi-
sion of a State (including the chief executive of-
ficer of that State or political subdivision who
has the authority to appoint or direct the chief
law enforcement officer of that State or politi-
cal subdivision) to coordinate efforts to inves-
tigate or protect against—

(A) actual or potential attack or other grave
hostile acts of a foreign power or an agent of
a foreign power;

(B) sabotage or international terrorism by a
foreign power or an agent of a foreign power;
or

(C) clandestine intelligence activities by an
intelligence service or network of a foreign
power or by an agent of a foreign power.

(2) Coordination authorized under paragraph
(1) shall not preclude the certification required
by section 1823(a)(7) of this title or the entry of
an order under section 1824 of this title.

(Pub. L. 95-511, title III, §305, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3449; amended Pub. L. 107-56, title V,
§504(b), Oct. 26, 2001, 115 Stat. 364; Pub. L.
107-296, title VIII, §899, Nov. 25, 2002, 116 Stat.
2258.)

REFERENCES IN TEXT

Section 1824(d) of this title, referred to in subsec.
(G)(1), was redesignated section 1824(e) of this title by

1See References in Text note below.
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Pub. L. 106-567, title VI, §603(b)(1), Dec. 27, 2000, 114
Stat. 2853.

AMENDMENTS

2002—Subsec. (k)(1). Pub. L. 107-296, in introductory
provision, inserted ‘‘or law enforcement personnel of a
State or political subdivision of a State (including the
chief executive officer of that State or political sub-
division who has the authority to appoint or direct the
chief law enforcement officer of that State or political
subdivision)” after ‘‘law enforcement officers’.

2001—Subsec. (k). Pub. L. 107-56 added subsec. (k).

EFFECTIVE DATE OF 2002 AMENDMENT

Amendment by Pub. L. 107-296 effective 60 days after
Nov. 25, 2002, see section 4 of Pub. L. 107-296, set out as
an Effective Date note under section 101 of Title 6, Do-
mestic Security.

§1826. Congressional oversight

On a semiannual basis the Attorney General
shall fully inform the Permanent Select Com-
mittee on Intelligence of the House of Rep-
resentatives and the Select Committee on Intel-
ligence of the Senate concerning all physical
searches conducted pursuant to this subchapter.
On a semiannual basis the Attorney General
shall also provide to those committees and the
Committees on the Judiciary of the House of
Representatives and the Senate a report setting
forth with respect to the preceding six-month
period—

(1) the total number of applications made for
orders approving physical searches under this
subchapter;

(2) the total number of such orders either
granted, modified, or denied; and

(3) the number of physical searches which in-
volved searches of the residences, offices, or
personal property of United States persons,
and the number of occasions, if any, where the
Attorney General provided notice pursuant to
section 1825(b) of this title.

(Pub. L. 95-511, title III, §306, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3451.)

§ 1827. Penalties

(a) Prohibited activities

A person is guilty of an offense if he inten-
tionally—

(1) under color of law for the purpose of ob-
taining foreign intelligence information, exe-
cutes a physical search within the United
States except as authorized by statute; or

(2) discloses or uses information obtained
under color of law by physical search within
the United States, knowing or having reason
to know that the information was obtained
through physical search not authorized by
statute, for the purpose of obtaining intel-
ligence information.

(b) Defense

It is a defense to a prosecution under sub-
section (a) of this section that the defendant
was a law enforcement or investigative officer
engaged in the course of his official duties and
the physical search was authorized by and con-
ducted pursuant to a search warrant or court
order of a court of competent jurisdiction.
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(¢) Fine or imprisonment

An offense described in this section is punish-
able by a fine of not more than $10,000 or impris-
onment for not more than five years, or both.

(d) Federal jurisdiction

There is Federal jurisdiction over an offense
under this section if the person committing the
offense was an officer or employee of the United
States at the time the offense was committed.

(Pub. L. 95-511, title III, §307, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3452.)

§1828. Civil liability

An aggrieved person, other than a foreign
power or an agent of a foreign power, as defined
in section 1801(a) or (b)(1)(A), respectively, of
this title, whose premises, property, informa-
tion, or material has been subjected to a phys-
ical search within the United States or about
whom information obtained by such a physical
search has been disclosed or used in violation of
section 1827 of this title shall have a cause of ac-
tion against any person who committed such
violation and shall be entitled to recover—

(1) actual damages, but not less than liq-
uidated damages of $1,000 or $100 per day for
each day of violation, whichever is greater;

(2) punitive damages; and

(3) reasonable attorney’s fees and other in-
vestigative and litigation costs reasonably in-
curred.

(Pub. L. 95-511, title III, §308, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3452.)

§ 1829. Authorization during time of war

Notwithstanding any other provision of law,
the President, through the Attorney General,
may authorize physical searches without a court
order under this subchapter to acquire foreign
intelligence information for a period not to ex-
ceed 15 calendar days following a declaration of
war by the Congress.

(Pub. L. 95-511, title III, §309, as added Pub. L.
103-359, title VIII, §807(a)(3), Oct. 14, 1994, 108
Stat. 3452.)

SUBCHAPTER III—PEN REGISTERS AND
TRAP AND TRACE DEVICES FOR FOR-
EIGN INTELLIGENCE PURPOSES

§ 1841. Definitions

As used in this subchapter:

(1) The terms ‘‘foreign power’’, ‘‘agent of a
foreign power’’, ‘‘international terrorism’’,
“foreign intelligence information”, ‘‘Attorney
General”’, ‘““United States person’, ‘“‘United
States’, “person’’, and ‘‘State’ shall have the
same meanings as in section 1801 of this title.

(2) The terms ‘‘pen register’” and ‘‘trap and
trace device” have the meanings given such
terms in section 3127 of title 18.

(3) The term ‘‘aggrieved person’ means any
person—

(A) whose telephone line was subject to the
installation or use of a pen register or trap
and trace device authorized by this sub-
chapter; or



Page 381

(B) whose communication instrument or
device was subject to the use of a pen reg-
ister or trap and trace device authorized by
this subchapter to capture incoming elec-
tronic or other communications impulses.

(Pub. L. 95-511, title IV, §401, as added Pub. L.
105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2404.)

PRIOR PROVISIONS
A prior section 401 of Pub. L. 95-511 was renumbered

section 601 and is set out as a note under section 1801
of this title.

§1842. Pen registers and trap and trace devices
for foreign intelligence and international ter-
rorism investigations

(a) Application for authorization or approval

(1) Notwithstanding any other provision of
law, the Attorney General or a designated attor-
ney for the Government may make an applica-
tion for an order or an extension of an order au-
thorizing or approving the installation and use
of a pen register or trap and trace device for any
investigation to obtain foreign intelligence in-
formation not concerning a United States per-
son or to protect against international terror-
ism or clandestine intelligence activities, pro-
vided that such investigation of a United States
person is not conducted solely upon the basis of
activities protected by the first amendment to
the Constitution which is being conducted by
the Federal Bureau of Investigation under such
guidelines as the Attorney General approves
pursuant to Executive Order No. 12333, or a suc-
cessor order.

(2) The authority under paragraph (1) is in ad-
dition to the authority under subchapter I of
this chapter to conduct the electronic surveil-
lance referred to in that paragraph.

(b) Form of application; recipient

Each application under this section shall be in
writing under oath or affirmation to—
(1) a judge of the court established by sec-
tion 1803(a) of this title; or
(2) a United States Magistrate Judge under
chapter 43 of title 28 who is publicly des-
ignated by the Chief Justice of the United
States to have the power to hear applications
for and grant orders approving the installation
and use of a pen register or trap and trace de-
vice on behalf of a judge of that court.
(c) Executive approval; contents of application

Each application under this section shall re-
quire the approval of the Attorney General, or a
designated attorney for the Government, and
shall include—

(1) the identity of the Federal officer seeking
to use the pen register or trap and trace device
covered by the application; and

(2) a certification by the applicant that the
information likely to be obtained is foreign in-
telligence information not concerning a
United States person or is relevant to an on-
going investigation to protect against inter-
national terrorism or clandestine intelligence
activities, provided that such investigation of
a United States person is not conducted solely
upon the basis of activities protected by the
first amendment to the Constitution.
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(d) Ex parte judicial order of approval

(1) Upon an application made pursuant to this
section, the judge shall enter an ex parte order
as requested, or as modified, approving the in-
stallation and use of a pen register or trap and
trace device if the judge finds that the applica-
tion satisfies the requirements of this section.

(2) An order issued under this section—

(A) shall specify—

(i) the identity, if known, of the person
who is the subject of the investigation;

(ii) the identity, if known, of the person to
whom is leased or in whose name is listed
the telephone line or other facility to which
the pen register or trap and trace device is
to be attached or applied;

(iii) the attributes of the communications
to which the order applies, such as the num-
ber or other identifier, and, if known, the lo-
cation of the telephone line or other facility
to which the pen register or trap and trace
device is to be attached or applied and, in
the case of a trap and trace device, the geo-
graphic limits of the trap and trace order.!

(B) shall direct that—

(i) upon request of the applicant, the pro-
vider of a wire or electronic communication
service, landlord, custodian, or other person
shall furnish any information, facilities, or
technical assistance necessary to accomplish
the installation and operation of the pen
register or trap and trace device in such a
manner as will protect its secrecy and
produce a minimum amount of interference
with the services that such provider, land-
lord, custodian, or other person is providing
the person concerned;

(ii) such provider, landlord, custodian, or
other person—

(I) shall not disclose the existence of the
investigation or of the pen register or trap
and trace device to any person unless or
until ordered by the court; and

(IT) shall maintain, under security proce-
dures approved by the Attorney General
and the Director of National Intelligence
pursuant to section 1805(b)(2)(C)2 of this
title, any records concerning the pen reg-
ister or trap and trace device or the aid
furnished; and

(iii) the applicant shall compensate such
provider, landlord, custodian, or other per-
son for reasonable expenses incurred by such
provider, landlord, custodian, or other per-
son in providing such information, facilities,
or technical assistance.

(e) Time limitation

An order issued under this section shall au-
thorize the installation and use of a pen register
or trap and trace device for a period not to ex-
ceed 90 days. Extensions of such an order may be
granted, but only upon an application for an
order under this section and upon the judicial
finding required by subsection (d) of this sec-
tion. The period of extension shall be for a pe-
riod not to exceed 90 days.

180 in original. The period probably should be ‘‘; and’’.

2See References in Text note below.
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(f) Cause of action barred

No cause of action shall lie in any court
against any provider of a wire or electronic com-
munication service, landlord, custodian, or
other person (including any officer, employee,
agent, or other specified person thereof) that
furnishes any information, facilities, or tech-
nical assistance under subsection (d) of this sec-
tion in accordance with the terms of an order is-
sued under this section.

(g) Furnishing of results

Unless otherwise ordered by the judge, the re-
sults of a pen register or trap and trace device
shall be furnished at reasonable intervals during
regular business hours for the duration of the
order to the authorized Government official or
officials.

(Pub. L. 95-511, title IV, §402, as added Pub. L.
105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2405; amended Pub. L. 107-56, title II, §214(a),
Oct. 26, 2001, 115 Stat. 286; Pub. L. 107-108, title
II1, §314(a)(5), Dec. 28, 2001, 115 Stat. 1402; Pub. L.
108-458, title I, §1071(e), Dec. 17, 2004, 118 Stat.
3691.)

AMENDMENT OF SECTION

For termination of amendment by Pub. L.
107-56, see Termination Date of 2001 Amend-
ment note below.

REFERENCES IN TEXT

Executive Order No. 12333, referred to in subsec.
(a)(1), is set out as a note under section 401 of this title.

Section 1805(b)(2)(C) of this title, referred to in sub-
sec. (A)(2)(B)({i)(II), was redesignated section
1805(c)(2)(C) of this title by Pub. L. 106-567, title VI,
§602(b)(1), Dec. 27, 2000, 114 Stat. 2851.

The criminal laws of the United States, referred to in
subsec. (¢)(3), are classified generally to Title 18,
Crimes and Criminal Procedure.

AMENDMENTS

2004—Subsec. (A)(2)(B)(ii)(II). Pub. L. 108-458 sub-
stituted ‘‘Director of National Intelligence’ for ‘‘Direc-
tor of Central Intelligence’’.

2001—Subsec. (a)(1). Pub. L. 107-56, §§214(a)(1), 224,
temporarily substituted ‘‘for any investigation to ob-
tain foreign intelligence information not concerning a
United States person or to protect against inter-
national terrorism or clandestine intelligence activi-
ties, provided that such investigation of a United
States person is not conducted solely upon the basis of
activities protected by the first amendment to the Con-
stitution” for ‘‘for any investigation to gather foreign
intelligence information or information concerning
international terrorism’. See Termination Date of 2001
Amendment note below.

Subsec. (¢)(1). Pub. L. 107-108, §314(a)(5)(A), inserted
“and’” after semicolon at end.

Subsec. (c)(2). Pub. L. 107-56, §§214(a)(2), 224, tempo-
rarily amended par. (2) generally. Prior to amendment,
par. (2) read as follows: ‘‘a certification by the appli-
cant that the information likely to be obtained is rel-
evant to an ongoing foreign intelligence or inter-
national terrorism investigation being conducted by
the Federal Bureau of Investigation under guidelines
approved by the Attorney General; and’. See Termi-
nation Date of 2001 Amendment note below.

Subsec. (c)(3). Pub. L. 107-56, §§214(a)(3), 224, tempo-
rarily struck out par. (3) which read as follows:

¢(3) information which demonstrates that there is
reason to believe that the telephone line to which the
pen register or trap and trace device is to be attached,
or the communication instrument or device to be cov-
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ered by the pen register or trap and trace device, has
been or is about to be used in communication with—

““(A) an individual who is engaging or has engaged
in international terrorism or clandestine intelligence
activities that involve or may involve a violation of
the criminal laws of the United States; or

‘(B) a foreign power or agent of a foreign power
under circumstances giving reason to believe that the
communication concerns or concerned international
terrorism or clandestine intelligence activities that
involve or may involve a violation of the criminal
laws of the United States.”

See Termination Date of 2001 Amendment note below.
Subsec. (d)(2)(A). Pub. L. 107-56, §§214(a)(4), 224, tem-
porarily amended subpar. (A) generally. Prior to
amendment, subpar. (A) read as follows:
‘“(A) shall specify—

‘(1) the identity, if known, of the person who is the
subject of the foreign intelligence or international
terrorism investigation;

‘(i1) in the case of an application for the installa-
tion and use of a pen register or trap and trace device
with respect to a telephone line—

“(I) the identity, if known, of the person to whom
is leased or in whose name the telephone line is
listed; and

“(II) the number and, if known, physical location
of the telephone line; and
‘“(iii) in the case of an application for the use of a

pen register or trap and trace device with respect to
a communication instrument or device not covered
by clause (ii)—

“(I) the identity, if known, of the person who
owns or leases the instrument or device or in whose
name the instrument or device is listed; and

“(II) the number of the instrument or device;
and’’.

See Termination Date of 2001 Amendment note below.
Subsec. (f). Pub. L. 107-108, §314(a)(5)(B), substituted
“terms of an order issued’ for ‘‘terms of a court’.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by
Pub. L. 108-458 take effect on Apr. 21, 2005, see Memo-
randum of President of the United States, Apr. 21, 2005,
70 F.R. 23925, set out as a note under section 401 of this
title.

Amendment by Pub. L. 108-458 effective not later
than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L.
108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 401 of this
title.

TERMINATION DATE OF 2001 AMENDMENT

Amendment by Pub. L. 107-56 to cease to have effect
Feb. 3, 2006, except amendment to continue in effect
with respect to any particular foreign intelligence in-
vestigation that began before Feb. 3, 2006, or with re-
spect to any particular offense or potential offense that
began or occurred before Feb. 3, 2006, see section 224 of
Pub. L. 107-56, set out as a note under section 2510 of
Title 18, Crimes and Criminal Procedure.

§ 1843. Authorization during emergencies
(a) Requirements for authorization

Notwithstanding any other provision of this
subchapter, when the Attorney General makes a
determination described in subsection (b) of this
section, the Attorney General may authorize the
installation and use of a pen register or trap and
trace device on an emergency basis to gather
foreign intelligence information not concerning
a United States person or information to protect
against international terrorism or clandestine
intelligence activities, provided that such inves-
tigation of a United States person is not con-
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ducted solely upon the basis of activities pro-
tected by the first amendment to the Constitu-
tion if—

(1) a judge referred to in section 1842(b) of
this title is informed by the Attorney General
or his designee at the time of such authoriza-
tion that the decision has been made to install
and use the pen register or trap and trace de-
vice, as the case may be, on an emergency
basis; and

(2) an application in accordance with section
1842 of this title is made to such judge as soon
as practicable, but not more than 48 hours,
after the Attorney General authorizes the in-
stallation and use of the pen register or trap
and trace device, as the case may be, under
this section.

(b) Determination of emergency and factual
basis

A determination under this subsection is a
reasonable determination by the Attorney Gen-
eral that—

(1) an emergency requires the installation
and use of a pen register or trap and trace de-
vice to obtain foreign intelligence information
not concerning a United States person or in-
formation to protect against international
terrorism or clandestine intelligence activi-
ties, provided that such investigation of a
United States person is not conducted solely
upon the basis of activities protected by the
first amendment to the Constitution before an
order authorizing the installation and use of
the pen register or trap and trace device, as
the case may be, can with due diligence be ob-
tained under section 1842 of this title; and

(2) the factual basis for issuance of an order
under such section 1842 of this title to approve
the installation and use of the pen register or
trap and trace device, as the case may be, ex-
ists.

(c) Effect of absence of order

(1) In the absence of an order applied for under
subsection (a)(2) of this section approving the
installation and use of a pen register or trap and
trace device authorized under this section, the
installation and use of the pen register or trap
and trace device, as the case may be, shall ter-
minate at the earlier of—

(A) when the information sought is obtained;

(B) when the application for the order is de-
nied under section 1842 of this title; or

(C) 48 hours after the time of the authoriza-
tion by the Attorney General.

(2) In the event that an application for an
order applied for under subsection (a)(2) of this
section is denied, or in any other case where the
installation and use of a pen register or trap and
trace device under this section is terminated
and no order under section 1842 of this title is is-
sued approving the installation and use of the
pen register or trap and trace device, as the case
may be, no information obtained or evidence de-
rived from the use of the pen register or trap
and trace device, as the case may be, shall be re-
ceived in evidence or otherwise disclosed in any
trial, hearing, or other proceeding in or before
any court, grand jury, department, office, agen-
cy, regulatory body, legislative committee, or
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other authority of the United States, a State, or
political subdivision thereof, and no information
concerning any United States person acquired
from the use of the pen register or trap and
trace device, as the case may be, shall subse-
quently be used or disclosed in any other man-
ner by Federal officers or employees without the
consent of such person, except with the approval
of the Attorney General if the information indi-
cates a threat of death or serious bodily harm to
any person.

(Pub. L. 95-511, title IV, §403, as added Pub. L.
105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2407; amended Pub. L. 107-56, title II, §214(Db),
Oct. 26, 2001, 115 Stat. 287.)

AMENDMENT OF SECTION

For termination of amendment by Pub. L.
107-56, see Termination Date of 2001 Amend-
ment note below.

AMENDMENTS

2001—Subsec. (a). Pub. L. 107-56, §§214(b)(1), 224, tem-
porarily substituted ‘‘foreign intelligence information
not concerning a United States person or information
to protect against international terrorism or clandes-
tine intelligence activities, provided that such inves-
tigation of a United States person is not conducted
solely upon the basis of activities protected by the first
amendment to the Constitution’ for ‘‘foreign intel-
ligence information or information concerning inter-
national terrorism’ in introductory provisions. See
Termination Date of 2001 Amendment note below.

Subsec. (b)(1). Pub. L. 107-56, §§214(b)(2), 224, tempo-
rarily substituted ‘‘foreign intelligence information
not concerning a United States person or information
to protect against international terrorism or clandes-
tine intelligence activities, provided that such inves-
tigation of a United States person is not conducted
solely upon the basis of activities protected by the first
amendment to the Constitution” for ‘foreign intel-
ligence information or information concerning inter-
national terrorism’”. See Termination Date of 2001
Amendment note below.

TERMINATION DATE OF 2001 AMENDMENT

Amendment by Pub. L. 107-56 to cease to have effect
Feb. 3, 2006, except amendment to continue in effect
with respect to any particular foreign intelligence in-
vestigation that began before Feb. 3, 2006, or with re-
spect to any particular offense or potential offense that
began or occurred before Feb. 3, 2006, see section 224 of
Pub. L. 107-56, set out as a note under section 2510 of
Title 18, Crimes and Criminal Procedure.

§ 1844. Authorization during time of war

Notwithstanding any other provision of law,
the President, through the Attorney General,
may authorize the use of a pen register or trap
and trace device without a court order under
this subchapter to acquire foreign intelligence
information for a period not to exceed 15 cal-
endar days following a declaration of war by
Congress.

(Pub. L. 95-511, title IV, §404, as added Pub. L.
105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2408.)

§ 1845. Use of information

(a) In general

(1) Information acquired from the use of a pen
register or trap and trace device installed pursu-
ant to this subchapter concerning any United
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States person may be used and disclosed by Fed-
eral officers and employees without the consent
of the United States person only in accordance
with the provisions of this section.

(2) No information acquired from a pen reg-
ister or trap and trace device installed and used
pursuant to this subchapter may be used or dis-
closed by Federal officers or employees except
for lawful purposes.

(b) Disclosure for law enforcement purposes

No information acquired pursuant to this sub-
chapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied
by a statement that such information, or any in-
formation derived therefrom, may only be used
in a criminal proceeding with the advance au-
thorization of the Attorney General.

(¢) Notification of intended disclosure by United
States

Whenever the United States intends to enter
into evidence or otherwise use or disclose in any
trial, hearing, or other proceeding in or before
any court, department, officer, agency, regu-
latory body, or other authority of the United
States against an aggrieved person any informa-
tion obtained or derived from the use of a pen
register or trap and trace device pursuant to
this subchapter, the United States shall, before
the trial, hearing, or the other proceeding or at
a reasonable time before an effort to so disclose
or so use that information or submit it in evi-
dence, notify the aggrieved person and the court
or other authority in which the information is
to be disclosed or used that the United States
intends to so disclose or so use such informa-
tion.

(d) Notification of intended disclosure by State
or political subdivision

Whenever any State or political subdivision
thereof intends to enter into evidence or other-
wise use or disclose in any trial, hearing, or
other proceeding in or before any court, depart-
ment, officer, agency, regulatory body, or other
authority of the State or political subdivision
thereof against an aggrieved person any infor-
mation obtained or derived from the use of a pen
register or trap and trace device pursuant to
this subchapter, the State or political subdivi-
sion thereof shall notify the aggrieved person,
the court or other authority in which the infor-
mation is to be disclosed or used, and the Attor-
ney General that the State or political subdivi-
sion thereof intends to so disclose or so use such
information.

(e) Motion to suppress

(1) Any aggrieved person against whom evi-
dence obtained or derived from the use of a pen
register or trap and trace device is to be, or has
been, introduced or otherwise used or disclosed
in any trial, hearing, or other proceeding in or
before any court, department, officer, agency,
regulatory body, or other authority of the
United States, or a State or political subdivision
thereof, may move to suppress the evidence ob-
tained or derived from the use of the pen reg-
ister or trap and trace device, as the case may
be, on the grounds that—

(A) the information was unlawfully ac-
quired; or
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(B) the use of the pen register or trap and
trace device, as the case may be, was not made
in conformity with an order of authorization
or approval under this subchapter.

(2) A motion under paragraph (1) shall be made
before the trial, hearing, or other proceeding un-
less there was no opportunity to make such a
motion or the aggrieved person concerned was
not aware of the grounds of the motion.

(f) In camera and ex parte review

(1) Whenever a court or other authority is no-
tified pursuant to subsection (c) or (d) of this
section, whenever a motion is made pursuant to
subsection (e) of this section, or whenever any
motion or request is made by an aggrieved per-
son pursuant to any other statute or rule of the
United States or any State before any court or
other authority of the United States or any
State to discover or obtain applications or or-
ders or other materials relating to the use of a
pen register or trap and trace device authorized
by this subchapter or to discover, obtain, or sup-
press evidence or information obtained or de-
rived from the use of a pen register or trap and
trace device authorized by this subchapter, the
United States district court or, where the mo-
tion is made before another authority, the
United States district court in the same district
as the authority shall, notwithstanding any
other provision of law and if the Attorney Gen-
eral files an affidavit under oath that disclosure
or any adversary hearing would harm the na-
tional security of the United States, review in
camera and ex parte the application, order, and
such other materials relating to the use of the
pen register or trap and trace device, as the case
may be, as may be necessary to determine
whether the use of the pen register or trap and
trace device, as the case may be, was lawfully
authorized and conducted.

(2) In making a determination under para-
graph (1), the court may disclose to the ag-
grieved person, under appropriate security pro-
cedures and protective orders, portions of the
application, order, or other materials relating to
the use of the pen register or trap and trace de-
vice, as the case may be, or may require the At-
torney General to provide to the aggrieved per-
son a summary of such materials, only where
such disclosure is necessary to make an accu-
rate determination of the legality of the use of
the pen register or trap and trace device, as the
case may be.

(g) Effect of determination of lawfulness

(1) If the United States district court deter-
mines pursuant to subsection (f) of this section
that the use of a pen register or trap and trace
device was not lawfully authorized or conducted,
the court may, in accordance with the require-
ments of law, suppress the evidence which was
unlawfully obtained or derived from the use of
the pen register or trap and trace device, as the
case may be, or otherwise grant the motion of
the aggrieved person.

(2) If the court determines that the use of the
pen register or trap and trace device, as the case
may be, was lawfully authorized or conducted, it
may deny the motion of the aggrieved person ex-
cept to the extent that due process requires dis-
covery or disclosure.
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(h) Binding final orders

Orders granting motions or requests under
subsection (g) of this section, decisions under
this section that the use of a pen register or trap
and trace device was not lawfully authorized or
conducted, and orders of the United States dis-
trict court requiring review or granting disclo-
sure of applications, orders, or other materials
relating to the installation and use of a pen reg-
ister or trap and trace device shall be final or-
ders and binding upon all courts of the United
States and the several States except a United
States Court of Appeals or the Supreme Court.

(Pub. L. 95-511, title IV, §405, as added Pub. L.
105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2408.)

§ 1846. Congressional oversight

(a) On a semiannual basis, the Attorney Gen-
eral shall fully inform the Permanent Select
Committee on Intelligence of the House of Rep-
resentatives and the Select Committee on Intel-
ligence of the Senate concerning all uses of pen
registers and trap and trace devices pursuant to
this subchapter.

(b) On a semiannual basis, the Attorney Gen-
eral shall also provide to the committees re-
ferred to in subsection (a) of this section and to
the Committees on the Judiciary of the House of
Representatives and the Senate a report setting
forth with respect to the preceding 6-month pe-
riod—

(1) the total number of applications made for
orders approving the use of pen registers or
trap and trace devices under this subchapter;
and

(2) the total number of such orders either
granted, modified, or denied.

(Pub. L. 95-511, title IV, §406, as added Pub. L.
105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2410.)

SUBCHAPTER IV—ACCESS TO CERTAIN
BUSINESS RECORDS FOR FOREIGN IN-
TELLIGENCE PURPOSES

§1861. Access to certain business records for for-
eign intelligence and international terrorism
investigations

(a) Application for order; conduct of investiga-
tion generally

(1) The Director of the Federal Bureau of In-
vestigation or a designee of the Director (whose
rank shall be no lower than Assistant Special
Agent in Charge) may make an application for
an order requiring the production of any tan-
gible things (including books, records, papers,
documents, and other items) for an investiga-
tion to obtain foreign intelligence information
not concerning a United States person or to pro-
tect against international terrorism or clandes-
tine intelligence activities, provided that such
investigation of a United States person is not
conducted solely upon the basis of activities
protected by the first amendment to the Con-
stitution.

(2) An investigation conducted under this sec-
tion shall—

(A) be conducted under guidelines approved
by the Attorney General under Executive

Order 12333 (or a successor order); and
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(B) not be conducted of a United States per-
son solely upon the basis of activities pro-
tected by the first amendment to the Con-
stitution of the United States.

(b) Recipient and contents of application

Each application under this section—

(1) shall be made to—

(A) a judge of the court established by sec-
tion 1803(a) of this title; or

(B) a United States Magistrate Judge
under chapter 43 of title 28, who is publicly
designated by the Chief Justice of the
United States to have the power to hear ap-
plications and grant orders for the produc-
tion of tangible things under this section on
behalf of a judge of that court; and

(2) shall specify that the records concerned
are sought for an authorized investigation
conducted in accordance with subsection (a)(2)
of this section to obtain foreign intelligence
information not concerning a United States
person or to protect against international ter-
rorism or clandestine intelligence activities.

(c) Ex parte judicial order of approval

(1) Upon an application made pursuant to this
section, the judge shall enter an ex parte order
as requested, or as modified, approving the re-
lease of records if the judge finds that the appli-
cation meets the requirements of this section.

(2) An order under this subsection shall not
disclose that it is issued for purposes of an in-
vestigation described in subsection (a) of this
section.

(d) Nondisclosure

No person shall disclose to any other person
(other than those persons necessary to produce
the tangible things under this section) that the
Federal Bureau of Investigation has sought or
obtained tangible things under this section.

(e) Liability for good faith disclosure; waiver

A person who, in good faith, produces tangible
things under an order pursuant to this section
shall not be liable to any other person for such
production. Such production shall not be
deemed to constitute a waiver of any privilege
in any other proceeding or context.

(Pub. L. 95-511, title V, §501, as added Pub. L.
107-56, title II, §215, Oct. 26, 2001, 115 Stat. 287;
amended Pub. L. 107-108, title III, §314(a)(6), Dec.
28, 2001, 115 Stat. 1402.)

TERMINATION OF SECTION AND OF REPEAL OF
PRIOR SECTION

For termination of section and of repeal of
prior section 1861 by section 224 of Pub. L.
107-56, see Termination Date of 2001 Amend-
ment note set out under section 2510 of Title 18,
Crimes and Criminal Procedure.

REFERENCES IN TEXT

Executive Order No. 12333, referred to in subsec.
(a)(2)(A), is set out as a note under section 401 of this
title.

PRIOR PROVISIONS

A prior section 1861, Pub. L. 95-511, title V, §501, as
added Pub. L. 105-272, title VI, §602, Oct. 20, 1998, 112
Stat. 2410, defined terms used in this subchapter, prior
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to repeal by Pub. L. 107-56, title II, §215, Oct. 26, 2001,
115 Stat. 287.

AMENDMENTS

2001—Subsec. (a)(1). Pub. L. 107-108 inserted ‘‘to ob-
tain foreign intelligence information not concerning a
United States person or’ after ‘‘an investigation’.

§ 1862. Congressional oversight

(a) On a semiannual basis, the Attorney Gen-
eral shall fully inform the Permanent Select
Committee on Intelligence of the House of Rep-
resentatives and the Select Committee on Intel-
ligence of the Senate concerning all requests for
the production of tangible things under section
1861 of this title.

(b) On a semiannual basis, the Attorney Gen-
eral shall provide to the Committees on the Ju-
diciary of the House of Representatives and the
Senate a report setting forth with respect to the
preceding 6-month period—

(1) the total number of applications made for
orders approving requests for the production
of tangible things under section 1861 of this
title; and

(2) the total number of such orders either
granted, modified, or denied.

(Pub. L. 95-511, title V, §502, as added Pub. L.
107-56, title II, §215, Oct. 26, 2001, 115 Stat. 288;
amended Pub. L. 107-108, title III, §314(a)(7), Dec.
28, 2001, 115 Stat. 1402.)

TERMINATION OF SECTION AND OF REPEAL OF
PRIOR SECTION

For termination of section and of repeal of
prior section 1862 by section 224 of Pub. L.
107-56, see Termination Date of 2001 Amend-
ment note set out under section 2510 of Title 18,
Crimes and Criminal Procedure.

PRIOR PROVISIONS

A prior section 1862, Pub. L. 95-511, title V, §502, as
added Pub. L. 105-272, title VI, §602, Oct. 20, 1998, 112
Stat. 2411, related to access to certain business records
for foreign intelligence and international terrorism in-
vestigations, prior to repeal by Pub. L. 107-56, title II,
§215, Oct. 26, 2001, 115 Stat. 287. See section 1861 of this
title.

AMENDMENTS

2001—Subsecs. (a), (b)(1). Pub. L. 107-108 substituted
“‘section 1861 of this title” for ‘‘section 1842 of this
title”.

§1863. Repealed. Pub. L. 107-56, title II, §215,
Oct. 26, 2001, 115 Stat. 287

Section, Pub. L. 95-511, title V, §503, as added Pub. L.
105-272, title VI, §602, Oct. 20, 1998, 112 Stat. 2412, relat-
ed to congressional oversight. See section 1862 of this
title.

TERMINATION OF REPEAL

For termination of repeal by section 224 of
Pub. L. 107-56, see Termination Date of 2001
Amendment note under section 2510 of Title 18,
Crimes and Criminal Procedure.

TERMINATION DATE OF REPEAL

Repeal by Pub. L. 107-56 to cease to have effect Feb.
3, 2006, see section 224 of Pub. L. 107-56, set out as a Ter-
mination Date of 2001 Amendment note under section
2510 of Title 18, Crimes and Criminal Procedure.
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SUBCHAPTER V—REPORTING

REQUIREMENT
§1871. Semiannual report of the Attorney Gen-
eral
(a) Report

On a semiannual basis, the Attorney General
shall submit to the Permanent Select Commit-
tee on Intelligence of the House of Representa-
tives, the Select Committee on Intelligence of
the Senate, and the Committees on the Judici-
ary of the House of Representatives and the Sen-
ate, in a manner consistent with the protection
of the national security, a report setting forth
with respect to the preceding 6-month period—

(1) the aggregate number of persons targeted
for orders issued under this chapter, including

a breakdown of those targeted for—

(A) electronic surveillance under section
1805 of this title;

(B) physical searches under section 1824 of
this title;

(C) pen registers under section 1842 of this
title; and

(D) access to records under section 1861 of
this title;

(2) the number of individuals covered by an
order issued pursuant to section 1801(b)(1)(C)
of this title;

(3) the number of times that the Attorney
General has authorized that information ob-
tained under this chapter may be used in a
criminal proceeding or any information de-
rived therefrom may be used in a criminal pro-
ceeding;

(4) a summary of significant legal interpre-
tations of this chapter involving matters be-
fore the Foreign Intelligence Surveillance
Court or the Foreign Intelligence Surveillance
Court of Review, including interpretations
presented in applications or pleadings filed
with the Foreign Intelligence Surveillance
Court or the Foreign Intelligence Surveillance
Court of Review by the Department of Justice;
and

(5) copies of all decisions (not including or-
ders) or opinions of the Foreign Intelligence
Surveillance Court or Foreign Intelligence
Surveillance Court of Review that include sig-
nificant construction or interpretation of the
provisions of this chapter.

(b) Frequency

The first report under this section shall be
submitted not later than 6 months after Decem-
ber 17, 2004. Subsequent reports under this sec-
tion shall be submitted semi-annually there-
after.

(Pub. L. 95-511, title VI, §601, as added Pub. L.
108-458, title VI, §6002(a)(2), Dec. 17, 2004, 118
Stat. 3743.)

REFERENCES IN TEXT

This chapter, referred to in subsec. (a), was in the
original ‘‘this Act’’, meaning Pub. L. 95-511, Oct. 25,
1978, 92 Stat. 1783, as amended, which is classified prin-
cipally to this chapter. For complete classification of
this Act to the Code, see Short Title note set out under
section 1801 of this title and Tables.
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PRIOR PROVISIONS

A prior section 601 of Pub. L. 95-511 was renumbered
section 701 and is set out as a note under section 1801
of this title.

CHAPTER 37—NATIONAL SECURITY SCHOL-
ARSHIPS, FELLOWSHIPS, AND GRANTS

Sec.
1901. Short title, findings, and purposes.

(a) Short title.

(b) Findings.

(c) Purposes.

1902. Scholarship, fellowship, and grant program.

(a) Program required.

(b) Service agreement.

(c) Evaluation of progress in language
skills.

(d) Distribution of assistance.

(e) Merit review.

(f) Limitation on use of program partici-
pants.

(g) Determination of agencies and offices
of Federal Government having na-
tional security responsibilities.

(h) Use of awards to attend the Foreign
Language Center of the Defense
Language Institute.

(i) National Flagship Language Initia-
tive.

1903. National Security Education Board.

(a) Establishment.

(b) Composition.

(c) Term of appointees.

(d) Functions.

1904. National Security Education Trust Fund.

(a) Establishment of Fund.

(b) Availability of sums in Fund.

(c) Investment of Fund assets.

(d) Authority to sell obligations.

(e) Amounts credited to Fund.

1905. Regulations and administrative provisions.

(a) Regulations.

(b) Acceptance and use of gifts.

(c) Voluntary services.

(d) Necessary expenditures.

1906. Annual report.

(a) Annual report.

(b) Contents of report.

(c) Submission of initial report.

(d) Consultation.

1907. Government Accountability Office audits.
1908. Definitions.
1909. Fiscal year 1992 funding.
(a) Authorization of appropriations to
Fund.
(b) Authorization of obligations from
Fund.
1910. Funding.

(a) Fiscal years 1993 and 1994.

(b) Fiscal years 1995 and 1996.

(¢c) Funding from Intelligence Commu-
nity Management Account for fiscal
years beginning with fiscal year
2005.

1911. Additional annual authorization of appropria-
tions.

(a) In general.

(b) Funding from Intelligence Commu-
nity Management Account for fiscal
years beginning with fiscal year

2005.
(c) Availability of appropriated funds.
1912. Funding for scholarship program for ad-

vanced English language studies by herit-
age community citizens.
(a) Funding from Intelligence Commu-
nity Management Account.
(b) Availability of funds.

§ 1901. Short title, findings, and purposes
(a) Short title

This chapter may be cited as the ‘“‘David L.

Boren National Security Education Act of 1991”.
(b) Findings

The Congress makes the following findings:

(1) The security of the United States is and
will continue to depend on the ability of the
United States to exercise international leader-
ship.

(2) The ability of the United States to exer-
cise international leadership is, and will in-
creasingly continue to be, based on the politi-
cal and economic strength of the United
States, as well as on United States military
strength around the world.

(3) Recent changes in the world pose threats
of a new Kkind to international stability as
Cold War tensions continue to decline while
economic competition, regional conflicts, ter-
rorist activities, and weapon proliferations
have dramatically increased.

(4) The future national security and eco-
nomic well-being of the United States will de-
pend substantially on the ability of its citi-
zens to communicate and compete by knowing
the languages and cultures of other countries.

(5) The Federal Government has an interest
in ensuring that the employees of its depart-
ments and agencies with national security re-
sponsibilities are prepared to meet the chal-
lenges of this changing international environ-
ment.

(6) The Federal Government also has an in-
terest in taking actions to alleviate the prob-
lem of American undergraduate and graduate
students being inadequately prepared to meet
the challenges posed by increasing global
interaction among nations.

(7) American colleges and universities must
place a new emphasis on improving the teach-
ing of foreign languages, area studies, counter-
proliferation studies, and other international
fields to help meet those challenges.

(c) Purposes
The purposes of this chapter are as follows:

(1) To provide the necessary resources, ac-
countability, and flexibility to meet the na-
tional security education needs of the United
States, especially as such needs change over
time.

(2) To increase the quantity, diversity, and
quality of the teaching and learning of sub-
jects in the fields of foreign languages, area
studies, counterproliferation studies, and
other international fields that are critical to
the Nation’s interest.

(3) To produce an increased pool of appli-
cants for work in the departments and agen-
cies of the United States Government with na-
tional security responsibilities.

(4) To expand, in conjunction with other
Federal programs, the international experi-
ence, knowledge base, and perspectives on
which the United States citizenry, Govern-
ment employees, and leaders rely.

(5) To permit the Federal Government to ad-
vocate the cause of international education.

(Pub. L. 102-183, title VIII, §801, Dec. 4, 1991, 105
Stat. 1271; Pub. L. 102-496, title IV, §404(a), Oct.



