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SUBCHAPTER I—DISCLOSURE OF
NONPUBLIC PERSONAL INFORMATION
§ 6801. Protection of nonpublic personal information
(a) Privacy obligation policy
It is the policy of the Congress that each financial institution has an affirmative and continuing obligation to respect the privacy of its
customers and to protect the security and confidentiality of those customers’ nonpublic personal information.
(b) Financial institutions safeguards
In furtherance of the policy in subsection (a)
of this section, each agency or authority described in section 6805(a) of this title shall establish appropriate standards for the financial institutions subject to their jurisdiction relating
to administrative, technical, and physical safeguards—
(1) to insure the security and confidentiality
of customer records and information;
(2) to protect against any anticipated
threats or hazards to the security or integrity
of such records; and
(3) to protect against unauthorized access to
or use of such records or information which
could result in substantial harm or inconvenience to any customer.
(Pub. L. 106–102, title V, § 501, Nov. 12, 1999, 113
Stat. 1436.)
EFFECTIVE DATE
Pub. L. 106–102, title V, § 510, Nov. 12, 1999, 113 Stat.
1445, provided that: ‘‘This subtitle [subtitle A
(§§ 501–510) of title V of Pub. L. 106–102, enacting this
subchapter and amending section 1681s of this title]
shall take effect 6 months after the date on which rules
are required to be prescribed under section 504(a)(3) [15
U.S.C. 6804(a)(3)], except—
‘‘(1) to the extent that a later date is specified in
the rules prescribed under section 504; and
‘‘(2) that sections 504 [15 U.S.C. 6804] and 506 [enacting section 6806 of this title and amending section
1681s of this title] shall be effective upon enactment
[Nov. 12, 1999].’’

§ 6802. Obligations with respect to disclosures of
personal information
(a) Notice requirements
Except as otherwise provided in this subchapter, a financial institution may not, directly or through any affiliate, disclose to a
nonaffiliated third party any nonpublic personal
information, unless such financial institution
provides or has provided to the consumer a notice that complies with section 6803 of this title.
(b) Opt out
(1) In general
A financial institution may not disclose
nonpublic personal information to a nonaffiliated third party unless—
(A) such financial institution clearly and
conspicuously discloses to the consumer, in
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writing or in electronic form or other form
permitted by the regulations prescribed
under section 6804 of this title, that such information may be disclosed to such third
party;
(B) the consumer is given the opportunity,
before the time that such information is initially disclosed, to direct that such information not be disclosed to such third party; and
(C) the consumer is given an explanation
of how the consumer can exercise that nondisclosure option.
(2) Exception
This subsection shall not prevent a financial
institution from providing nonpublic personal
information to a nonaffiliated third party to
perform services for or functions on behalf of
the financial institution, including marketing
of the financial institution’s own products or
services, or financial products or services offered pursuant to joint agreements between
two or more financial institutions that comply with the requirements imposed by the regulations prescribed under section 6804 of this
title, if the financial institution fully discloses
the providing of such information and enters
into a contractual agreement with the third
party that requires the third party to maintain the confidentiality of such information.
(c) Limits on reuse of information
Except as otherwise provided in this subchapter, a nonaffiliated third party that receives from a financial institution nonpublic
personal information under this section shall
not, directly or through an affiliate of such receiving third party, disclose such information to
any other person that is a nonaffiliated third
party of both the financial institution and such
receiving third party, unless such disclosure
would be lawful if made directly to such other
person by the financial institution.
(d) Limitations on the sharing of account number information for marketing purposes
A financial institution shall not disclose,
other than to a consumer reporting agency, an
account number or similar form of access number or access code for a credit card account, deposit account, or transaction account of a consumer to any nonaffiliated third party for use in
telemarketing, direct mail marketing, or other
marketing through electronic mail to the consumer.
(e) General exceptions
Subsections (a) and (b) of this section shall
not prohibit the disclosure of nonpublic personal
information—
(1) as necessary to effect, administer, or enforce a transaction requested or authorized by
the consumer, or in connection with—
(A) servicing or processing a financial
product or service requested or authorized
by the consumer;
(B) maintaining or servicing the consumer’s account with the financial institution,
or with another entity as part of a private
label credit card program or other extension
of credit on behalf of such entity; or
(C) a proposed or actual securitization,
secondary market sale (including sales of

