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other means approved by the Secretary to deter 
to the maximum extent practicable a transpor-
tation security incident or a substantial threat 
of such a security incident. 

(7) The Secretary shall require each owner or 
operator of a vessel or facility located within or 
adjacent to waters subject to the jurisdiction of 
the United States to implement any necessary 
interim security measures, including cargo secu-
rity programs, to deter to the maximum extent 
practicable a transportation security incident 
until the security plan for that vessel or facility 
operator is approved. 

(8)(A) The Secretary shall require that the 
qualified individual having full authority to im-
plement security actions for a facility described 
in paragraph (2) shall be a citizen of the United 
States. 

(B) The Secretary may waive the requirement 
of subparagraph (A) with respect to an individ-
ual if the Secretary determines that it is appro-
priate to do so based on a complete background 
check of the individual and a review of all ter-
rorist watch lists to ensure that the individual 
is not identified on any such terrorist watch 
list. 

(d) NONDISCLOSURE OF INFORMATION.— 
(1) IN GENERAL.—Information developed 

under this section or sections 70102, 70104, and 
70108 is not required to be disclosed to the pub-
lic, including— 

(A) facility security plans, vessel security 
plans, and port vulnerability assessments; 
and 

(B) other information related to security 
plans, procedures, or programs for vessels or 
facilities authorized under this section or 
sections 70102, 70104, and 70108. 

(2) LIMITATIONS.—Nothing in paragraph (1) 
shall be construed to authorize the designa-
tion of information as sensitive security infor-
mation (as defined in section 1520.5 of title 49, 
Code of Federal Regulations)— 

(A) to conceal a violation of law, ineffi-
ciency, or administrative error; 

(B) to prevent embarrassment to a person, 
organization, or agency; 

(C) to restrain competition; or 
(D) to prevent or delay the release of infor-

mation that does not require protection in 
the interest of transportation security, in-
cluding basic scientific research information 
not clearly related to transportation secu-
rity. 

(Added Pub. L. 107–295, title I, § 102(a), Nov. 25, 
2002, 116 Stat. 2069; amended Pub. L. 108–458, title 
IV, § 4072(a), Dec. 17, 2004, 118 Stat. 3730; Pub. L. 
109–347, title I, §§ 101–103, 113(c), Oct. 13, 2006, 120 
Stat. 1887, 1888, 1896; Pub. L. 111–83, title V, 
§ 561(b), Oct. 28, 2009, 123 Stat. 2182.) 

AMENDMENTS 

2009—Subsec. (d). Pub. L. 111–83 amended subsec. (d) 

generally. Prior to amendment, text read as follows: 

‘‘Notwithstanding any other provision of law, informa-

tion developed under this chapter is not required to be 

disclosed to the public, including— 
‘‘(1) facility security plans, vessel security plans, 

and port vulnerability assessments; and 
‘‘(2) other information related to security plans, 

procedures, or programs for vessels or facilities au-

thorized under this chapter.’’ 

2006—Subsec. (b)(2)(F), (G). Pub. L. 109–347, § 101, 

added subpar. (F) and redesignated former subpar. (F) 

as (G). 
Subsec. (c)(3)(C)(ii). Pub. L. 109–347, § 102(1)(A), sub-

stituted ‘‘facility, including access by persons engaged 

in the surface transportation of intermodal containers 

in or out of a port facility’’ for ‘‘facility’’. 
Subsec. (c)(3)(F), (G). Pub. L. 109–347, § 113(c), added 

subpar. (F) and redesignated former subpar. (F) as (G). 

Former subpar. (G) redesignated (H). 
Subsec. (c)(3)(H). Pub. L. 109–347, § 113(c)(1), redesig-

nated subpar. (G) as (H). Former subpar. (H) redesig-

nated (I). 
Pub. L. 109–347, § 102(1)(B)–(D), added subpar. (H). 
Subsec. (c)(3)(I). Pub. L. 109–347, § 113(c)(1), redesig-

nated subpar. (H) as (I). 
Subsec. (c)(4)(D). Pub. L. 109–347, § 103, amended sub-

par. (D) generally. Prior to amendment, subpar. (D) 

read as follows: ‘‘review each plan periodically there-

after.’’ 
Subsec. (c)(8). Pub. L. 109–347, § 102(2), added par. (8). 
2004—Subsec. (a)(1). Pub. L. 108–458 substituted ‘‘Not 

later than April 1, 2005, the Secretary’’ for ‘‘The Sec-

retary’’. 

TRANSFER OF FUNCTIONS 

For transfer of authorities, functions, personnel, and 

assets of the Coast Guard, including the authorities 

and functions of the Secretary of Transportation relat-

ing thereto, to the Department of Homeland Security, 

and for treatment of related references, see sections 

468(b), 551(d), 552(d), and 557 of Title 6, Domestic Secu-

rity, and the Department of Homeland Security Reor-

ganization Plan of November 25, 2002, as modified, set 

out as a note under section 542 of Title 6. 

RISK ASSESSMENT TOOL 

Pub. L. 109–347, title I, § 111, Oct. 13, 2006, 120 Stat. 

1894, provided that: ‘‘In updating Area Maritime Secu-

rity Plans required under section 70103(b)(2)(F) [now 

section 70103(b)(2)(G)] of title 46, United States Code, 

and in applying for grants under section 70107 of such 

title, the Secretary of the Department in which the 

Coast Guard is operating shall make available, and 

Area Maritime Security Committees may use a risk as-

sessment tool that uses standardized risk criteria, such 

as the Maritime Security Risk Assessment Tool used 

by the Coast Guard.’’ 

REVISION OF PORT SECURITY PLANNING GUIDE 

Pub. L. 107–295, title I, § 113, Nov. 25, 2002, 116 Stat. 

2093, provided that: ‘‘The Secretary of Transportation, 

acting through the Maritime Administration and after 

consultation with the National Maritime Security Ad-

visory Committee and the Coast Guard, shall publish a 

revised version of the document entitled ‘Port Secu-

rity: A National Planning Guide’, incorporating the re-

quirements prescribed under chapter 701 of title 46, 

United States Code, as amended by this Act, within 3 

years after the date of enactment of this Act [Nov. 25, 

2002], and make that revised document available on the 

Internet.’’ 

§ 70104. Transportation security incident re-
sponse 

(a) FACILITY AND VESSEL RESPONSE PLANS.— 
The Secretary shall— 

(1) establish security incident response plans 
for vessels and facilities that may be involved 
in a transportation security incident; and 

(2) make those plans available to the Admin-
istrator of the Federal Emergency Manage-
ment Agency for inclusion in the Administra-
tor’s response plan for United States ports and 
waterways. 

(b) CONTENTS.—Response plans developed 
under subsection (a) shall provide a comprehen-
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sive response to an emergency, including notify-
ing and coordinating with local, State, and Fed-
eral authorities, including the Administrator of 
the Federal Emergency Management Agency, se-
curing the facility or vessel, and evacuating fa-
cility and vessel personnel. 

(c) INCLUSION IN SECURITY PLAN.—A response 
plan required under this subsection for a vessel 
or facility may be included in the security plan 
prepared under section 70103(c). 

(Added Pub. L. 107–295, title I, § 102(a), Nov. 25, 
2002, 116 Stat. 2072; amended Pub. L. 109–295, title 
VI, § 612(c), Oct. 4, 2006, 120 Stat. 1410.) 

CHANGE OF NAME 

‘‘Administrator of the Federal Emergency Manage-

ment Agency’’ and ‘‘Administrator’s’’ substituted for 

‘‘Director of the Federal Emergency Management 

Agency’’ and ‘‘Director’s’’, respectively, on authority 

of section 612(c) of Pub. L. 109–295, set out as a note 

under section 313 of Title 6, Domestic Security. Any 

reference to the Administrator of the Federal Emer-

gency Management Agency in title VI of Pub. L. 109–295 

or an amendment by title VI to be considered to refer 

and apply to the Director of the Federal Emergency 

Management Agency until Mar. 31, 2007, see section 

612(f)(2) of Pub. L. 109–295, set out as a note under sec-

tion 313 of Title 6. 

TRANSFER OF FUNCTIONS 

For transfer of all functions, personnel, assets, com-

ponents, authorities, grant programs, and liabilities of 

the Federal Emergency Management Agency, including 

the functions of the Under Secretary for Federal Emer-

gency Management relating thereto, to the Federal 

Emergency Management Agency, see section 315(a)(1) 

of Title 6, Domestic Security. 

For transfer of functions, personnel, assets, and li-

abilities of the Federal Emergency Management Agen-

cy, including the functions of the Director of the Fed-

eral Emergency Management Agency relating thereto, 

to the Secretary of Homeland Security, and for treat-

ment of related references, see former section 313(1) and 

sections 551(d), 552(d), and 557 of Title 6, Domestic Secu-

rity, and the Department of Homeland Security Reor-

ganization Plan of November 25, 2002, as modified, set 

out as a note under section 542 of Title 6. 

DEADLINE 

Pub. L. 107–295, title I, § 102(c), Nov. 25, 2002, 116 Stat. 

2084, provided that: ‘‘The Secretary shall establish the 

plans required under section 70104(a)(1) of title 46, 

United States Code, as enacted by this Act, before April 

1, 2003.’’ 

§ 70105. Transportation security cards 

(a) PROHIBITION.—(1) The Secretary shall pre-
scribe regulations to prevent an individual from 
entering an area of a vessel or facility that is 
designated as a secure area by the Secretary for 
purposes of a security plan for the vessel or fa-
cility that is approved by the Secretary under 
section 70103 of this title unless the individual— 

(A) holds a transportation security card is-
sued under this section and is authorized to be 
in the area in accordance with the plan; or 

(B) is accompanied by another individual 
who holds a transportation security card is-
sued under this section and is authorized to be 
in the area in accordance with the plan. 

(2) A person shall not admit an individual into 
such a secure area unless the entry of the indi-
vidual into the area is in compliance with para-
graph (1). 

(b) ISSUANCE OF CARDS.—(1) The Secretary 
shall issue a biometric transportation security 
card to an individual specified in paragraph (2), 
unless the Secretary determines under sub-
section (c) that the individual poses a security 
risk warranting denial of the card. 

(2) This subsection applies to— 
(A) an individual allowed unescorted access 

to a secure area designated in a vessel or facil-
ity security plan approved under section 70103 
of this title; 

(B) an individual issued a license, certificate 
of registry, or merchant mariners document 
under part E of subtitle II of this title; 

(C) a vessel pilot; 
(D) an individual engaged on a towing vessel 

that pushes, pulls, or hauls alongside a tank 
vessel; 

(E) an individual with access to security sen-
sitive information as determined by the Sec-
retary; 

(F) other individuals engaged in port secu-
rity activities as determined by the Secretary; 
and 

(G) other individuals as determined appro-
priate by the Secretary including individuals 
employed at a port not otherwise covered by 
this subsection. 

(c) DETERMINATION OF TERRORISM SECURITY 
RISK.— 

(1) DISQUALIFICATIONS.— 
(A) PERMANENT DISQUALIFYING CRIMINAL 

OFFENSES.—Except as provided under para-
graph (2), an individual is permanently dis-
qualified from being issued a biometric 
transportation security card under sub-
section (b) if the individual has been con-
victed, or found not guilty by reason of in-
sanity, in a civilian or military jurisdiction 
of any of the following felonies: 

(i) Espionage or conspiracy to commit 
espionage. 

(ii) Sedition or conspiracy to commit se-
dition. 

(iii) Treason or conspiracy to commit 
treason. 

(iv) A Federal crime of terrorism (as de-
fined in section 2332b(g) of title 18), a 
crime under a comparable State law, or 
conspiracy to commit such crime. 

(v) A crime involving a transportation 
security incident. 

(vi) Improper transportation of a hazard-
ous material in violation of section 5104(b) 
of title 49, or a comparable State law. 

(vii) Unlawful possession, use, sale, dis-
tribution, manufacture, purchase, receipt, 
transfer, shipment, transportation, deliv-
ery, import, export, or storage of, or deal-
ing in, an explosive or explosive device. In 
this clause, an explosive or explosive de-
vice includes— 

(I) an explosive (as defined in sections 
232(5) and 844(j) of title 18); 

(II) explosive materials (as defined in 
subsections (c) through (f) of section 841 
of title 18); and 

(III) a destructive device (as defined in 
921(a)(4) of title 18 or section 5845(f) of 
the Internal Revenue Code of 1986). 

(viii) Murder. 
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