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AMENDMENTS 

1997—Pub. L. 105–33 substituted ‘‘Exemptions for reli-
gious nonmedical health care institutions’’ for ‘‘Ex-
emptions of Christian Science sanatoriums’’ in section 
catchline and substituted ‘‘religious nonmedical health 
care institution (as defined in section 1395x(ss)(1) of 
this title)’’ for ‘‘Christian Science sanatorium oper-
ated, or listed and certified, by the First Church of 
Christ, Scientist, Boston, Massachusetts’’ in text. 

EFFECTIVE DATE OF 1997 AMENDMENT 

Amendment by Pub. L. 105–33 effective Aug. 5, 1997, 
and applicable to items and services furnished on or 
after such date, with provision that Secretary of 
Health and Human Services issue regulations to carry 
out such amendment by not later than July 1, 1998, see 
section 4454(d) of Pub. L. 105–33, set out as an Effective 
Date note under section 1395i–5 of this title. 

§ 1320c–12. Medical officers in American Samoa, 
the Northern Mariana Islands, and the Trust 
Territory of the Pacific Islands to be in-
cluded in the quality improvement program 

For purposes of applying this part to Amer-
ican Samoa, the Northern Mariana Islands, and 
the Trust Territory of the Pacific Islands, indi-
viduals licensed to practice medicine in those 
places shall be considered to be physicians and 
doctors of medicine. 

(Aug. 14, 1935, ch. 531, title XI, § 1163, as added 
Pub. L. 97–248, title I, § 143, Sept. 3, 1982, 96 Stat. 
393.) 

PRIOR PROVISIONS 

A prior section 1320c–12, act Aug. 14, 1935, ch. 531, title 
XI, § 1163, as added Oct. 30, 1972, Pub. L. 92–603, title II, 
§ 249F(b), 86 Stat. 1441; amended Oct. 25, 1977, Pub. L. 
95–142, § 5(f), (g), 91 Stat. 1189; Dec. 5, 1980, Pub. L. 
96–499, title IX, § 923(a)–(d), 94 Stat. 2628, related to es-
tablishment and membership of the National Profes-
sional Standards Review Council, prior to the general 
revision of this part by Pub. L. 97–248. 

TERMINATION OF TRUST TERRITORY OF THE PACIFIC 
ISLANDS 

For termination of Trust Territory of the Pacific Is-
lands, see note set out preceding section 1681 of Title 
48, Territories and Insular Possessions. 

§ 1320c–13. Repealed. Pub. L. 103–432, title I, 
§ 156(a)(1), Oct. 31, 1994, 108 Stat. 4440 

Section, act Aug. 14, 1935, ch. 531, title XI, § 1164, as 
added Apr. 7, 1986, Pub. L. 99–272, title IX, § 9401(b), 100 
Stat. 196; amended Oct. 22, 1986, Pub. L. 99–514, title 
XVIII, § 1895(b)(17), 100 Stat. 2934; Dec. 19, 1989, Pub. L. 
101–239, title VI, § 6003(g)(3)(D)(v), 103 Stat. 2153, related 
to 100 percent peer review for certain surgical proce-
dures. 

EFFECTIVE DATE OF REPEAL 

Repeal applicable to services provided on or after 
Oct. 31, 1994, see section 156(a)(3) of Pub. L. 103–432, set 
out as an Effective Date of 1994 Amendment note under 
section 1320c–3 of this title. 

§§ 1320c–14 to 1320c–19. Omitted 

CODIFICATION 

Sections 1320c–14 to 1320c–19 were omitted in the gen-
eral revision of this part by Pub. L. 97–248, title I, § 143, 
Sept. 3, 1982, 96 Stat. 382. 

Section 1320c–14, act Aug. 14, 1935, ch. 531, title XI, 
§ 1165, as added Oct. 30, 1972, Pub. L. 92–603, title II, 
§ 249F(b), 86 Stat. 1443, related to correlation of func-
tions between Professional Standards Review Organiza-
tions and administrative instrumentalities. 

Section 1320c–15, act Aug. 14, 1935, ch. 531, title XI, 
§ 1166, as added Oct. 30, 1972, Pub. L. 92–603, title II, 
§ 249F(b), 86 Stat. 1443; amended Oct. 25, 1977, Pub. L. 
95–142, § 5(h), 91 Stat. 1189, related to general prohibi-
tion against disclosure of data or information and ex-
ceptions to such prohibition. See section 1320c–9 of this 
title. 

Section 1320c–16, act Aug. 14, 1935, ch. 531, title XI, 
§ 1167, as added Oct. 30, 1972, Pub. L. 92–603, title II, 
§ 249F(b), 86 Stat. 1443; amended Oct. 25, 1977, Pub. L. 
95–142, § 5(i), (n), 91 Stat. 1190, 1191, related to limitation 
of liability of persons providing information to Profes-
sional Standards Review Organizations and Statewide 
Professional Standards Review Councils. See section 
1320c–6 of this title. 

Section 1320c–17, act Aug. 14, 1935, ch. 531, title XI, 
§ 1168, as added Oct. 30, 1972, Pub. L. 92–603, title II, 
§ 249F(b), 86 Stat. 1444; amended Dec. 31, 1975, Pub. L. 
94–182, title I, § 112(c), 89 Stat. 1055; Oct. 25, 1977, Pub. L. 
95–142, § 5(j), 91 Stat. 1190; Aug. 13, 1981, Pub. L. 97–35, 
title XXI, § 2113(j), 95 Stat. 795, related to authorization 
for use of funds for administering professional review 
program, transfer of moneys between funds, and pay-
ments for Professional Standards Review Organiza-
tions. See section 1320c–8 of this title. 

Section 1320c–18, act Aug. 14, 1935, ch. 531, title XI, 
§ 1169, as added Oct. 30, 1972, Pub. L. 92–603, title II, 
§ 249F(b), 86 Stat. 1444, related to technical assistance 
given to organizations desiring to be designated as Pro-
fessional Standards Review Organizations. 

Section 1320c–19, act Aug. 14, 1935, ch. 531, title XI, 
§ 1170, as added Oct. 30, 1972, Pub. L. 92–603, title II, 
§ 249F(b), 86 Stat. 1445, related to exemptions of Chris-
tian Science sanatoriums. See section 1320c–11 of this 
title. 

§ 1320c–20. Repealed. Pub. L. 97–35, title XXI, 
§ 2113(k), Aug. 13, 1981, 95 Stat. 795 

Section, act Aug. 14, 1935, ch. 531, title XI, § 1171, as 
added Oct. 25, 1977, Pub. L. 95–142, § 5(d)(2)(D), 91 Stat. 
1186, set forth provisions respecting Federal-State rela-
tions regarding memorandum of understanding be-
tween Organization and State agency. 

EFFECTIVE DATE OF REPEAL 

Repeal applicable to agreements with Professional 
Standards Review Organizations entered into on or 
after Oct. 1, 1981, see section 2113(o) of Pub. L. 97–35, set 
out as an Effective Date of 1981 Amendment note under 
section 1396a of this title. 

§§ 1320c–21, 1320c–22. Omitted 

CODIFICATION 

Sections 1320c–21 and 1320c–22 were omitted in the 
general revision of this part by Pub. L. 97–248, title I, 
§ 143, Sept. 3, 1982, 96 Stat. 382. 

Section 1320c–21, act Aug. 14, 1935, ch. 531, title XI, 
§ 1172, as added Oct. 25, 1977, Pub. L. 95–142, § 5(k), 91 
Stat. 1190; amended Aug. 13, 1981, Pub. L. 97–35, title 
XXI, §§ 2113(l), 2193(c)(7), 95 Stat. 795, 827, related to an-
nual reports submitted to Congress by Secretary. See 
section 1320c–10 of this title. 

Section 1320c–22, act Aug. 14, 1935, ch. 531, title XI, 
§ 1173, as added Oct. 25, 1977, Pub. L. 95–142, § 5(l)(1), 91 
Stat. 1191; amended Dec. 5, 1980, Pub. L. 96–499, title IX, 
§ 923(e), 94 Stat. 2628, provided that medical officers in 
American Samoa, the Northern Mariana Islands, and 
the Trust Territory of the Pacific Islands were includ-
able in program under former Part B. See section 
1320c–12 of this title. 

PART C—ADMINISTRATIVE SIMPLIFICATION 

§ 1320d. Definitions 

For purposes of this part: 

(1) Code set 

The term ‘‘code set’’ means any set of codes 
used for encoding data elements, such as 



Page 2233 TITLE 42—THE PUBLIC HEALTH AND WELFARE § 1320d 

1 So in original. Probably should be ‘‘Part’’. 

tables of terms, medical concepts, medical di-
agnostic codes, or medical procedure codes. 

(2) Health care clearinghouse 

The term ‘‘health care clearinghouse’’ 
means a public or private entity that proc-
esses or facilitates the processing of non-
standard data elements of health information 
into standard data elements. 

(3) Health care provider 

The term ‘‘health care provider’’ includes a 
provider of services (as defined in section 
1395x(u) of this title), a provider of medical or 
other health services (as defined in section 
1395x(s) of this title), and any other person fur-
nishing health care services or supplies. 

(4) Health information 

The term ‘‘health information’’ means any 
information, whether oral or recorded in any 
form or medium, that— 

(A) is created or received by a health care 
provider, health plan, public health author-
ity, employer, life insurer, school or univer-
sity, or health care clearinghouse; and 

(B) relates to the past, present, or future 
physical or mental health or condition of an 
individual, the provision of health care to an 
individual, or the past, present, or future 
payment for the provision of health care to 
an individual. 

(5) Health plan 

The term ‘‘health plan’’ means an individual 
or group plan that provides, or pays the cost 
of, medical care (as such term is defined in 
section 300gg–91 of this title). Such term in-
cludes the following, and any combination 
thereof: 

(A) A group health plan (as defined in sec-
tion 300gg–91(a) of this title), but only if the 
plan— 

(i) has 50 or more participants (as de-
fined in section 1002(7) of title 29); or 

(ii) is administered by an entity other 
than the employer who established and 
maintains the plan. 

(B) A health insurance issuer (as defined in 
section 300gg–91(b) of this title). 

(C) A health maintenance organization (as 
defined in section 300gg–91(b) of this title). 

(D) Parts 1 A, B, C, or D of the Medicare 
program under subchapter XVIII of this 
chapter. 

(E) The medicaid program under sub-
chapter XIX of this chapter. 

(F) A Medicare supplemental policy (as de-
fined in section 1395ss(g)(1) of this title). 

(G) A long-term care policy, including a 
nursing home fixed indemnity policy (unless 
the Secretary determines that such a policy 
does not provide sufficiently comprehensive 
coverage of a benefit so that the policy 
should be treated as a health plan). 

(H) An employee welfare benefit plan or 
any other arrangement which is established 
or maintained for the purpose of offering or 
providing health benefits to the employees 
of 2 or more employers. 

(I) The health care program for active 
military personnel under title 10. 

(J) The veterans health care program 
under chapter 17 of title 38. 

(K) The Civilian Health and Medical Pro-
gram of the Uniformed Services 
(CHAMPUS), as defined in section 1072(4) of 
title 10. 

(L) The Indian health service program 
under the Indian Health Care Improvement 
Act (25 U.S.C. 1601 et seq.). 

(M) The Federal Employees Health Benefit 
Plan under chapter 89 of title 5. 

(6) Individually identifiable health information 

The term ‘‘individually identifiable health 
information’’ means any information, includ-
ing demographic information collected from 
an individual, that— 

(A) is created or received by a health care 
provider, health plan, employer, or health 
care clearinghouse; and 

(B) relates to the past, present, or future 
physical or mental health or condition of an 
individual, the provision of health care to an 
individual, or the past, present, or future 
payment for the provision of health care to 
an individual, and— 

(i) identifies the individual; or 
(ii) with respect to which there is a rea-

sonable basis to believe that the informa-
tion can be used to identify the individual. 

(7) Standard 

The term ‘‘standard’’, when used with ref-
erence to a data element of health information 
or a transaction referred to in section 
1320d–2(a)(1) of this title, means any such data 
element or transaction that meets each of the 
standards and implementation specifications 
adopted or established by the Secretary with 
respect to the data element or transaction 
under sections 1320d–1 through 1320d–3 of this 
title. 

(8) Standard setting organization 

The term ‘‘standard setting organization’’ 
means a standard setting organization accred-
ited by the American National Standards In-
stitute, including the National Council for 
Prescription Drug Programs, that develops 
standards for information transactions, data 
elements, or any other standard that is nec-
essary to, or will facilitate, the implementa-
tion of this part. 

(9) Operating rules 

The term ‘‘operating rules’’ means the nec-
essary business rules and guidelines for the 
electronic exchange of information that are 
not defined by a standard or its implementa-
tion specifications as adopted for purposes of 
this part. 

(Aug. 14, 1935, ch. 531, title XI, § 1171, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2021; amended Pub. L. 107–105, § 4, Dec. 27, 
2001, 115 Stat. 1007; Pub. L. 111–5, div. A, title 
XIII, § 13102, Feb. 17, 2009, 123 Stat. 242; Pub. L. 
111–148, title I, § 1104(b)(1), Mar. 23, 2010, 124 Stat. 
146.) 

REFERENCES IN TEXT 

The Indian Health Care Improvement Act, referred to 
in par. (5)(L), is Pub. L. 94–437, Sept. 30, 1976, 90 Stat. 
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1400, which is classified principally to chapter 18 (§ 1601 
et seq.) of Title 25, Indians. For complete classification 
of this Act to the Code, see Short Title note set out 
under section 1601 of Title 25 and Tables. 

PRIOR PROVISIONS 

A prior section 1171 of act Aug. 14, 1935, was classified 
to section 1320c–20 of this title prior to repeal by Pub. 
L. 97–35. 

AMENDMENTS 

2010—Par. (9). Pub. L. 111–148 added par. (9). 
2009—Par. (5)(D). Pub. L. 111–5 substituted ‘‘C, or D’’ 

for ‘‘or C’’. 
2001—Par. (5)(D). Pub. L. 107–105 substituted ‘‘Parts A, 

B, or C’’ for ‘‘Part A or part B’’. 

EFFECTIVE DATE OF 2010 AMENDMENT 

Pub. L. 111–148, title I, § 1105, Mar. 23, 2010, 124 Stat. 
154, provided that: ‘‘This subtitle [subtitle B 
(§§ 1101–1105) of title I of Pub. L. 111–148, enacting sub-
chapter I of chapter 157 of this title, amending this sec-
tion and sections 1320d–2 and 1395y of this title, enact-
ing provisions set out as a note under section 1320d–2 of 
this title, and amending provisions set out as a note 
under this section] shall take effect on the date of en-
actment of this Act [Mar. 23, 2010].’’ 

PURPOSE 

Pub. L. 104–191, title II, § 261, Aug. 21, 1996, 110 Stat. 
2021, as amended by Pub. L. 111–148, title I, § 1104(a), 
Mar. 23, 2010, 124 Stat. 146, provided that: ‘‘It is the pur-
pose of this subtitle [subtitle F (§§ 261–264) of title II of 
Pub. L. 104–191, enacting this part, amending sections 
242k and 1395cc of this title, and enacting provisions set 
out as a note under section 1320d–2 of this title] to im-
prove the Medicare program under title XVIII of the 
Social Security Act [subchapter XVIII of this chapter], 
the medicaid program under title XIX of such Act [sub-
chapter XIX of this chapter], and the efficiency and ef-
fectiveness of the health care system, by encouraging 
the development of a health information system 
through the establishment of uniform standards and re-
quirements for the electronic transmission of certain 
health information and to reduce the clerical burden on 
patients, health care providers, and health plans.’’ 

§ 1320d–1. General requirements for adoption of 
standards 

(a) Applicability 

Any standard adopted under this part shall 
apply, in whole or in part, to the following per-
sons: 

(1) A health plan. 
(2) A health care clearinghouse. 
(3) A health care provider who transmits any 

health information in electronic form in con-
nection with a transaction referred to in sec-
tion 1320d–2(a)(1) of this title. 

(b) Reduction of costs 

Any standard adopted under this part shall be 
consistent with the objective of reducing the ad-
ministrative costs of providing and paying for 
health care. 

(c) Role of standard setting organizations 

(1) In general 

Except as provided in paragraph (2), any 
standard adopted under this part shall be a 
standard that has been developed, adopted, or 
modified by a standard setting organization. 

(2) Special rules 

(A) Different standards 

The Secretary may adopt a standard that 
is different from any standard developed, 

adopted, or modified by a standard setting 
organization, if— 

(i) the different standard will substan-
tially reduce administrative costs to 
health care providers and health plans 
compared to the alternatives; and 

(ii) the standard is promulgated in ac-
cordance with the rulemaking procedures 
of subchapter III of chapter 5 of title 5. 

(B) No standard by standard setting organi-
zation 

If no standard setting organization has de-
veloped, adopted, or modified any standard 
relating to a standard that the Secretary is 
authorized or required to adopt under this 
part— 

(i) paragraph (1) shall not apply; and 
(ii) subsection (f) of this section shall 

apply. 

(3) Consultation requirement 

(A) In general 

A standard may not be adopted under this 
part unless— 

(i) in the case of a standard that has 
been developed, adopted, or modified by a 
standard setting organization, the organi-
zation consulted with each of the organiza-
tions described in subparagraph (B) in the 
course of such development, adoption, or 
modification; and 

(ii) in the case of any other standard, the 
Secretary, in complying with the require-
ments of subsection (f) of this section, con-
sulted with each of the organizations de-
scribed in subparagraph (B) before adopt-
ing the standard. 

(B) Organizations described 

The organizations referred to in subpara-
graph (A) are the following: 

(i) The National Uniform Billing Com-
mittee. 

(ii) The National Uniform Claim Com-
mittee. 

(iii) The Workgroup for Electronic Data 
Interchange. 

(iv) The American Dental Association. 

(d) Implementation specifications 

The Secretary shall establish specifications 
for implementing each of the standards adopted 
under this part. 

(e) Protection of trade secrets 

Except as otherwise required by law, a stand-
ard adopted under this part shall not require dis-
closure of trade secrets or confidential commer-
cial information by a person required to comply 
with this part. 

(f) Assistance to Secretary 

In complying with the requirements of this 
part, the Secretary shall rely on the recom-
mendations of the National Committee on Vital 
and Health Statistics established under section 
242k(k) of this title, and shall consult with ap-
propriate Federal and State agencies and pri-
vate organizations. The Secretary shall publish 
in the Federal Register any recommendation of 
the National Committee on Vital and Health 
Statistics regarding the adoption of a standard 
under this part. 
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(g) Application to modifications of standards 

This section shall apply to a modification to a 
standard (including an addition to a standard) 
adopted under section 1320d–3(b) of this title in 
the same manner as it applies to an initial 
standard adopted under section 1320d–3(a) of this 
title. 

(Aug. 14, 1935, ch. 531, title XI, § 1172, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2023.) 

PRIOR PROVISIONS 

A prior section 1172 of act Aug. 14, 1935, was classified 
to section 1320c–21 of this title prior to the general 
amendment of part B of this subchapter by Pub. L. 
97–248. 

§ 1320d–2. Standards for information trans-
actions and data elements 

(a) Standards to enable electronic exchange 

(1) In general 

The Secretary shall adopt standards for 
transactions, and data elements for such 
transactions, to enable health information to 
be exchanged electronically, that are appro-
priate for— 

(A) the financial and administrative trans-
actions described in paragraph (2); and 

(B) other financial and administrative 
transactions determined appropriate by the 
Secretary, consistent with the goals of im-
proving the operation of the health care sys-
tem and reducing administrative costs, and 
subject to the requirements under paragraph 
(5). 

(2) Transactions 

The transactions referred to in paragraph 
(1)(A) are transactions with respect to the fol-
lowing: 

(A) Health claims or equivalent encounter 
information. 

(B) Health claims attachments. 
(C) Enrollment and disenrollment in a 

health plan. 
(D) Eligibility for a health plan. 
(E) Health care payment and remittance 

advice. 
(F) Health plan premium payments. 
(G) First report of injury. 
(H) Health claim status. 
(I) Referral certification and authoriza-

tion. 
(J) Electronic funds transfers. 

(3) Accommodation of specific providers 

The standards adopted by the Secretary 
under paragraph (1) shall accommodate the 
needs of different types of health care provid-
ers. 

(4) Requirements for financial and administra-
tive transactions 

(A) In general 

The standards and associated operating 
rules adopted by the Secretary shall— 

(i) to the extent feasible and appropriate, 
enable determination of an individual’s 
eligibility and financial responsibility for 
specific services prior to or at the point of 
care; 

(ii) be comprehensive, requiring minimal 
augmentation by paper or other commu-
nications; 

(iii) provide for timely acknowledgment, 
response, and status reporting that sup-
ports a transparent claims and denial 
management process (including adjudica-
tion and appeals); and 

(iv) describe all data elements (including 
reason and remark codes) in unambiguous 
terms, require that such data elements be 
required or conditioned upon set values in 
other fields, and prohibit additional condi-
tions (except where necessary to imple-
ment State or Federal law, or to protect 
against fraud and abuse). 

(B) Reduction of clerical burden 

In adopting standards and operating rules 
for the transactions referred to under para-
graph (1), the Secretary shall seek to reduce 
the number and complexity of forms (includ-
ing paper and electronic forms) and data 
entry required by patients and providers. 

(5) Consideration of standardization of activi-
ties and items 

(A) In general 

For purposes of carrying out paragraph 
(1)(B), the Secretary shall solicit, not later 
than January 1, 2012, and not less than every 
3 years thereafter, input from entities de-
scribed in subparagraph (B) on— 

(i) whether there could be greater uni-
formity in financial and administrative ac-
tivities and items, as determined appro-
priate by the Secretary; and 

(ii) whether such activities should be 
considered financial and administrative 
transactions (as described in paragraph 
(1)(B)) for which the adoption of standards 
and operating rules would improve the op-
eration of the health care system and re-
duce administrative costs. 

(B) Solicitation of input 

For purposes of subparagraph (A), the Sec-
retary shall seek input from— 

(i) the National Committee on Vital and 
Health Statistics, the Health Information 
Technology Policy Committee, and the 
Health Information Technology Standards 
Committee; and 

(ii) standard setting organizations and 
stakeholders, as determined appropriate 
by the Secretary. 

(b) Unique health identifiers 

(1) In general 

The Secretary shall adopt standards provid-
ing for a standard unique health identifier for 
each individual, employer, health plan, and 
health care provider for use in the health care 
system. In carrying out the preceding sen-
tence for each health plan and health care pro-
vider, the Secretary shall take into account 
multiple uses for identifiers and multiple loca-
tions and specialty classifications for health 
care providers. 

(2) Use of identifiers 

The standards adopted under paragraph (1) 
shall specify the purposes for which a unique 
health identifier may be used. 
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(c) Code sets 

(1) In general 

The Secretary shall adopt standards that— 
(A) select code sets for appropriate data 

elements for the transactions referred to in 
subsection (a)(1) of this section from among 
the code sets that have been developed by 
private and public entities; or 

(B) establish code sets for such data ele-
ments if no code sets for the data elements 
have been developed. 

(2) Distribution 

The Secretary shall establish efficient and 
low-cost procedures for distribution (including 
electronic distribution) of code sets and modi-
fications made to such code sets under section 
1320d–3(b) of this title. 

(d) Security standards for health information 

(1) Security standards 

The Secretary shall adopt security standards 
that— 

(A) take into account— 
(i) the technical capabilities of record 

systems used to maintain health informa-
tion; 

(ii) the costs of security measures; 
(iii) the need for training persons who 

have access to health information; 
(iv) the value of audit trails in comput-

erized record systems; and 
(v) the needs and capabilities of small 

health care providers and rural health care 
providers (as such providers are defined by 
the Secretary); and 

(B) ensure that a health care clearing-
house, if it is part of a larger organization, 
has policies and security procedures which 
isolate the activities of the health care 
clearinghouse with respect to processing in-
formation in a manner that prevents unau-
thorized access to such information by such 
larger organization. 

(2) Safeguards 

Each person described in section 1320d–1(a) 
of this title who maintains or transmits 
health information shall maintain reasonable 
and appropriate administrative, technical, and 
physical safeguards— 

(A) to ensure the integrity and confiden-
tiality of the information; 

(B) to protect against any reasonably an-
ticipated— 

(i) threats or hazards to the security or 
integrity of the information; and 

(ii) unauthorized uses or disclosures of 
the information; and 

(C) otherwise to ensure compliance with 
this part by the officers and employees of 
such person. 

(e) Electronic signature 

(1) Standards 

The Secretary, in coordination with the Sec-
retary of Commerce, shall adopt standards 
specifying procedures for the electronic trans-
mission and authentication of signatures with 
respect to the transactions referred to in sub-
section (a)(1) of this section. 

(2) Effect of compliance 

Compliance with the standards adopted 
under paragraph (1) shall be deemed to satisfy 
Federal and State statutory requirements for 
written signatures with respect to the trans-
actions referred to in subsection (a)(1) of this 
section. 

(f) Transfer of information among health plans 

The Secretary shall adopt standards for trans-
ferring among health plans appropriate standard 
data elements needed for the coordination of 
benefits, the sequential processing of claims, 
and other data elements for individuals who 
have more than one health plan. 

(g) Operating rules 

(1) In general 

The Secretary shall adopt a single set of op-
erating rules for each transaction referred to 
under subsection (a)(1) with the goal of creat-
ing as much uniformity in the implementation 
of the electronic standards as possible. Such 
operating rules shall be consensus-based and 
reflect the necessary business rules affecting 
health plans and health care providers and the 
manner in which they operate pursuant to 
standards issued under Health Insurance Port-
ability and Accountability Act of 1996. 

(2) Operating rules development 

In adopting operating rules under this sub-
section, the Secretary shall consider recom-
mendations for operating rules developed by a 
qualified nonprofit entity that meets the fol-
lowing requirements: 

(A) The entity focuses its mission on ad-
ministrative simplification. 

(B) The entity demonstrates a multi- 
stakeholder and consensus-based process for 
development of operating rules, including 
representation by or participation from 
health plans, health care providers, vendors, 
relevant Federal agencies, and other stand-
ard development organizations. 

(C) The entity has a public set of guiding 
principles that ensure the operating rules 
and process are open and transparent, and 
supports nondiscrimination and conflict of 
interest policies that demonstrate a com-
mitment to open, fair, and nondiscrim-
inatory practices. 

(D) The entity builds on the transaction 
standards issued under Health Insurance 
Portability and Accountability Act of 1996. 

(E) The entity allows for public review and 
updates of the operating rules. 

(3) Review and recommendations 

The National Committee on Vital and 
Health Statistics shall— 

(A) advise the Secretary as to whether a 
nonprofit entity meets the requirements 
under paragraph (2); 

(B) review the operating rules developed 
and recommended by such nonprofit entity; 

(C) determine whether such operating 
rules represent a consensus view of the 
health care stakeholders and are consistent 
with and do not conflict with other existing 
standards; 

(D) evaluate whether such operating rules 
are consistent with electronic standards 
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adopted for health information technology; 
and 

(E) submit to the Secretary a recom-
mendation as to whether the Secretary 
should adopt such operating rules. 

(4) Implementation 

(A) In general 

The Secretary shall adopt operating rules 
under this subsection, by regulation in ac-
cordance with subparagraph (C), following 
consideration of the operating rules devel-
oped by the non-profit entity described in 
paragraph (2) and the recommendation sub-
mitted by the National Committee on Vital 
and Health Statistics under paragraph (3)(E) 
and having ensured consultation with pro-
viders. 

(B) Adoption requirements; effective dates 

(i) Eligibility for a health plan and health 
claim status 

The set of operating rules for eligibility 
for a health plan and health claim status 
transactions shall be adopted not later 
than July 1, 2011, in a manner ensuring 
that such operating rules are effective not 
later than January 1, 2013, and may allow 
for the use of a machine readable identi-
fication card. 

(ii) Electronic funds transfers and health 
care payment and remittance advice 

The set of operating rules for electronic 
funds transfers and health care payment 
and remittance advice transactions shall— 

(I) allow for automated reconciliation 
of the electronic payment with the re-
mittance advice; and 

(II) be adopted not later than July 1, 
2012, in a manner ensuring that such op-
erating rules are effective not later than 
January 1, 2014. 

(iii) Health claims or equivalent encounter 
information, enrollment and dis-
enrollment in a health plan, health 
plan premium payments, referral cer-
tification and authorization 

The set of operating rules for health 
claims or equivalent encounter informa-
tion, enrollment and disenrollment in a 
health plan, health plan premium pay-
ments, and referral certification and au-
thorization transactions shall be adopted 
not later than July 1, 2014, in a manner en-
suring that such operating rules are effec-
tive not later than January 1, 2016. 

(C) Expedited rulemaking 

The Secretary shall promulgate an interim 
final rule applying any standard or operat-
ing rule recommended by the National Com-
mittee on Vital and Health Statistics pursu-
ant to paragraph (3). The Secretary shall ac-
cept and consider public comments on any 
interim final rule published under this sub-
paragraph for 60 days after the date of such 
publication. 

(h) Compliance 

(1) Health plan certification 

(A) Eligibility for a health plan, health claim 
status, electronic funds transfers, health 
care payment and remittance advice 

Not later than December 31, 2013, a health 
plan shall file a statement with the Sec-
retary, in such form as the Secretary may 
require, certifying that the data and infor-
mation systems for such plan are in compli-
ance with any applicable standards (as de-
scribed under paragraph (7) of section 1320d 
of this title) and associated operating rules 
(as described under paragraph (9) of such sec-
tion) for electronic funds transfers, eligi-
bility for a health plan, health claim status, 
and health care payment and remittance ad-
vice, respectively. 

(B) Health claims or equivalent encounter in-
formation, enrollment and disenrollment 
in a health plan, health plan premium 
payments, health claims attachments, re-
ferral certification and authorization 

Not later than December 31, 2015, a health 
plan shall file a statement with the Sec-
retary, in such form as the Secretary may 
require, certifying that the data and infor-
mation systems for such plan are in compli-
ance with any applicable standards and asso-
ciated operating rules for health claims or 
equivalent encounter information, enroll-
ment and disenrollment in a health plan, 
health plan premium payments, health 
claims attachments, and referral certifi-
cation and authorization, respectively. A 
health plan shall provide the same level of 
documentation to certify compliance with 
such transactions as is required to certify 
compliance with the transactions specified 
in subparagraph (A). 

(2) Documentation of compliance 

A health plan shall provide the Secretary, in 
such form as the Secretary may require, with 
adequate documentation of compliance with 
the standards and operating rules described 
under paragraph (1). A health plan shall not be 
considered to have provided adequate docu-
mentation and shall not be certified as being 
in compliance with such standards, unless the 
health plan— 

(A) demonstrates to the Secretary that the 
plan conducts the electronic transactions 
specified in paragraph (1) in a manner that 
fully complies with the regulations of the 
Secretary; and 

(B) provides documentation showing that 
the plan has completed end-to-end testing 
for such transactions with their partners, 
such as hospitals and physicians. 

(3) Service contracts 

A health plan shall be required to ensure 
that any entities that provide services pursu-
ant to a contract with such health plan shall 
comply with any applicable certification and 
compliance requirements (and provide the 
Secretary with adequate documentation of 
such compliance) under this subsection. 
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(4) Certification by outside entity 

The Secretary may designate independent, 
outside entities to certify that a health plan 
has complied with the requirements under this 
subsection, provided that the certification 
standards employed by such entities are in ac-
cordance with any standards or operating 
rules issued by the Secretary. 

(5) Compliance with revised standards and op-
erating rules 

(A) In general 

A health plan (including entities described 
under paragraph (3)) shall file a statement 
with the Secretary, in such form as the Sec-
retary may require, certifying that the data 
and information systems for such plan are in 
compliance with any applicable revised 
standards and associated operating rules 
under this subsection for any interim final 
rule promulgated by the Secretary under 
subsection (i) that— 

(i) amends any standard or operating 
rule described under paragraph (1) of this 
subsection; or 

(ii) establishes a standard (as described 
under subsection (a)(1)(B)) or associated 
operating rules (as described under sub-
section (i)(5)) for any other financial and 
administrative transactions. 

(B) Date of compliance 

A health plan shall comply with such re-
quirements not later than the effective date 
of the applicable standard or operating rule. 

(6) Audits of health plans 

The Secretary shall conduct periodic audits 
to ensure that health plans (including entities 
described under paragraph (3)) are in compli-
ance with any standards and operating rules 
that are described under paragraph (1) or sub-
section (i)(5). 

(i) Review and amendment of standards and op-
erating rules 

(1) Establishment 

Not later than January 1, 2014, the Secretary 
shall establish a review committee (as de-
scribed under paragraph (4)). 

(2) Evaluations and reports 

(A) Hearings 

Not later than April 1, 2014, and not less 
than biennially thereafter, the Secretary, 
acting through the review committee, shall 
conduct hearings to evaluate and review the 
adopted standards and operating rules estab-
lished under this section. 

(B) Report 

Not later than July 1, 2014, and not less 
than biennially thereafter, the review com-
mittee shall provide recommendations for 
updating and improving such standards and 
operating rules. The review committee shall 
recommend a single set of operating rules 
per transaction standard and maintain the 
goal of creating as much uniformity as pos-
sible in the implementation of the electronic 
standards. 

(3) Interim final rulemaking 

(A) In general 

Any recommendations to amend adopted 
standards and operating rules that have been 
approved by the review committee and re-
ported to the Secretary under paragraph 
(2)(B) shall be adopted by the Secretary 
through promulgation of an interim final 
rule not later than 90 days after receipt of 
the committee’s report. 

(B) Public comment 

(i) Public comment period 

The Secretary shall accept and consider 
public comments on any interim final rule 
published under this paragraph for 60 days 
after the date of such publication. 

(ii) Effective date 

The effective date of any amendment to 
existing standards or operating rules that 
is adopted through an interim final rule 
published under this paragraph shall be 25 
months following the close of such public 
comment period. 

(4) Review committee 

(A) Definition 

For the purposes of this subsection, the 
term ‘‘review committee’ means a commit-
tee chartered by or within the Department 
of Health and Human services that has been 
designated by the Secretary to carry out 
this subsection, including— 

(i) the National Committee on Vital and 
Health Statistics; or 

(ii) any appropriate committee as deter-
mined by the Secretary. 

(B) Coordination of HIT standards 

In developing recommendations under this 
subsection, the review committee shall en-
sure coordination, as appropriate, with the 
standards that support the certified elec-
tronic health record technology approved by 
the Office of the National Coordinator for 
Health Information Technology. 

(5) Operating rules for other standards adopt-
ed by the Secretary 

The Secretary shall adopt a single set of op-
erating rules (pursuant to the process de-
scribed under subsection (g)) for any trans-
action for which a standard had been adopted 
pursuant to subsection (a)(1)(B). 

(j) Penalties 

(1) Penalty fee 

(A) In general 

Not later than April 1, 2014, and annually 
thereafter, the Secretary shall assess a pen-
alty fee (as determined under subparagraph 
(B)) against a health plan that has failed to 
meet the requirements under subsection (h) 
with respect to certification and documenta-
tion of compliance with— 

(i) the standards and associated operat-
ing rules described under paragraph (1) of 
such subsection; and 

(ii) a standard (as described under sub-
section (a)(1)(B)) and associated operating 
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rules (as described under subsection (i)(5)) 
for any other financial and administrative 
transactions. 

(B) Fee amount 

Subject to subparagraphs (C), (D), and (E), 
the Secretary shall assess a penalty fee 
against a health plan in the amount of $1 per 
covered life until certification is complete. 
The penalty shall be assessed per person cov-
ered by the plan for which its data systems 
for major medical policies are not in compli-
ance and shall be imposed against the health 
plan for each day that the plan is not in 
compliance with the requirements under 
subsection (h). 

(C) Additional penalty for misrepresentation 

A health plan that knowingly provides in-
accurate or incomplete information in a 
statement of certification or documentation 
of compliance under subsection (h) shall be 
subject to a penalty fee that is double the 
amount that would otherwise be imposed 
under this subsection. 

(D) Annual fee increase 

The amount of the penalty fee imposed 
under this subsection shall be increased on 
an annual basis by the annual percentage in-
crease in total national health care expendi-
tures, as determined by the Secretary. 

(E) Penalty limit 

A penalty fee assessed against a health 
plan under this subsection shall not exceed, 
on an annual basis— 

(i) an amount equal to $20 per covered 
life under such plan; or 

(ii) an amount equal to $40 per covered 
life under the plan if such plan has know-
ingly provided inaccurate or incomplete 
information (as described under subpara-
graph (C)). 

(F) Determination of covered individuals 

The Secretary shall determine the number 
of covered lives under a health plan based 
upon the most recent statements and filings 
that have been submitted by such plan to 
the Securities and Exchange Commission. 

(2) Notice and dispute procedure 

The Secretary shall establish a procedure for 
assessment of penalty fees under this sub-
section that provides a health plan with rea-
sonable notice and a dispute resolution proce-
dure prior to provision of a notice of assess-
ment by the Secretary of the Treasury (as de-
scribed under paragraph (4)(B)). 

(3) Penalty fee report 

Not later than May 1, 2014, and annually 
thereafter, the Secretary shall provide the 
Secretary of the Treasury with a report iden-
tifying those health plans that have been as-
sessed a penalty fee under this subsection. 

(4) Collection of penalty fee 

(A) In general 

The Secretary of the Treasury, acting 
through the Financial Management Service, 
shall administer the collection of penalty 

fees from health plans that have been identi-
fied by the Secretary in the penalty fee re-
port provided under paragraph (3). 

(B) Notice 

Not later than August 1, 2014, and annually 
thereafter, the Secretary of the Treasury 
shall provide notice to each health plan that 
has been assessed a penalty fee by the Sec-
retary under this subsection. Such notice 
shall include the amount of the penalty fee 
assessed by the Secretary and the due date 
for payment of such fee to the Secretary of 
the Treasury (as described in subparagraph 
(C)). 

(C) Payment due date 

Payment by a health plan for a penalty fee 
assessed under this subsection shall be made 
to the Secretary of the Treasury not later 
than November 1, 2014, and annually there-
after. 

(D) Unpaid penalty fees 

Any amount of a penalty fee assessed 
against a health plan under this subsection 
for which payment has not been made by the 
due date provided under subparagraph (C) 
shall be— 

(i) increased by the interest accrued on 
such amount, as determined pursuant to 
the underpayment rate established under 
section 6621 of the Internal Revenue Code 
of 1986; and 

(ii) treated as a past-due, legally enforce-
able debt owed to a Federal agency for 
purposes of section 6402(d) of the Internal 
Revenue Code of 1986. 

(E) Administrative fees 

Any fee charged or allocated for collection 
activities conducted by the Financial Man-
agement Service will be passed on to a 
health plan on a pro-rata basis and added to 
any penalty fee collected from the plan. 

(Aug. 14, 1935, ch. 531, title XI, § 1173, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2024; amended Pub. L. 111–148, title I, 
§ 1104(b)(2), title X, § 10109(a), Mar. 23, 2010, 124 
Stat. 147, 915.) 

REFERENCES IN TEXT 

The Health Insurance Portability and Accountability 
Act of 1996, referred to in subsec. (g)(1), (2)(D), is Pub. 
L. 104–191, Aug. 21, 1996, 110 Stat. 1936. For complete 
classification of this Act to the Code, see Short Title of 
1996 Amendments note set out under section 201 of this 
title and Tables. 

The Internal Revenue Code of 1986, referred to in sub-
sec. (j)(4)(D)(i), (ii), is classified generally to Title 26, 
Internal Revenue Code. 

PRIOR PROVISIONS 

A prior section 1173 of act Aug. 14, 1935, was classified 
to section 1320c–22 of this title prior to the general 
amendment of part B of this subchapter by Pub. L. 
97–248. 

AMENDMENTS 

2010—Subsec. (a)(1)(B). Pub. L. 111–148, § 10109(a)(1)(A), 
inserted before period at end ‘‘, and subject to the re-
quirements under paragraph (5)’’. 

Subsec. (a)(2)(J). Pub. L. 111–148, § 1104(b)(2)(A), added 
subpar. (J). 
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Subsec. (a)(4). Pub. L. 111–148, § 1104(b)(2)(B), added 
par. (4). 

Subsec. (a)(5). Pub. L. 111–148, § 10109(a)(1)(B), added 
par. (5). 

Subsecs. (g) to (j). Pub. L. 111–148, § 1104(b)(2)(C), 
added subsecs. (g) to (j). 

PROMULGATION OF RULES 

Pub. L. 111–148, title I, § 1104(c), Mar. 23, 2010, 124 Stat. 
153, provided that: 

‘‘(1) UNIQUE HEALTH PLAN IDENTIFIER.—The Secretary 
[of Health and Human Services] shall promulgate a 
final rule to establish a unique health plan identifier 
(as described in section 1173(b) of the Social Security 
Act (42 U.S.C. 1320d–2(b))) based on the input of the Na-
tional Committee on Vital and Health Statistics. The 
Secretary may do so on an interim final basis and such 
rule shall be effective not later than October 1, 2012. 

‘‘(2) ELECTRONIC FUNDS TRANSFER.—The Secretary 
shall promulgate a final rule to establish a standard for 
electronic funds transfers (as described in section 
1173(a)(2)(J) of the Social Security Act, as added by sub-
section (b)(2)(A)). The Secretary may do so on an in-
terim final basis and shall adopt such standard not 
later than January 1, 2012, in a manner ensuring that 
such standard is effective not later than January 1, 
2014. 

‘‘(3) HEALTH CLAIMS ATTACHMENTS.—The Secretary 
shall promulgate a final rule to establish a transaction 
standard and a single set of associated operating rules 
for health claims attachments (as described in section 
1173(a)(2)(B) of the Social Security Act (42 U.S.C. 
1320d–2(a)(2)(B))) that is consistent with the X12 Ver-
sion 5010 transaction standards. The Secretary may do 
so on an interim final basis and shall adopt a trans-
action standard and a single set of associated operating 
rules not later than January 1, 2014, in a manner ensur-
ing that such standard is effective not later than Janu-
ary 1, 2016.’’ 

ACTIVITIES AND ITEMS FOR INITIAL CONSIDERATION; ICD 
CODING CROSSWALKS 

Pub. L. 111–148, title X, § 10109(b), (c), Mar. 23, 2010, 124 
Stat. 916, provided that: 

‘‘(b) ACTIVITIES AND ITEMS FOR INITIAL CONSIDER-
ATION.—For purposes of section 1173(a)(5) of the Social 
Security Act [42 U.S.C. 1320d–2(a)(5)], as added by sub-
section (a), the Secretary of Health and Human Serv-
ices (in this section referred to as the ‘Secretary’) 
shall, not later than January 1, 2012, seek input on ac-
tivities and items relating to the following areas: 

‘‘(1) Whether the application process, including the 
use of a uniform application form, for enrollment of 
health care providers by health plans could be made 
electronic and standardized. 

‘‘(2) Whether standards and operating rules de-
scribed in section 1173 of the Social Security Act 
should apply to the health care transactions of auto-
mobile insurance, worker’s compensation, and other 
programs or persons not described in section 1172(a) 
of such Act (42 U.S.C. 1320d–1(a)). 

‘‘(3) Whether standardized forms could apply to fi-
nancial audits required by health plans, Federal and 
State agencies (including State auditors, the Office of 
the Inspector General of the Department of Health 
and Human Services, and the Centers for Medicare & 
Medicaid Services), and other relevant entities as de-
termined appropriate by the Secretary. 

‘‘(4) Whether there could be greater transparency 
and consistency of methodologies and processes used 
to establish claim edits used by health plans (as de-
scribed in section 1171(5) of the Social Security Act 
(42 U.S.C. 1320d(5))). 

‘‘(5) Whether health plans should be required to 
publish their timeliness of payment rules. 
‘‘(c) ICD CODING CROSSWALKS.— 

‘‘(1) ICD–9 TO ICD–10 CROSSWALK.—The Secretary 
shall task the ICD–9–CM Coordination and Mainte-
nance Committee to convene a meeting, not later 

than January 1, 2011, to receive input from appro-
priate stakeholders (including health plans, health 
care providers, and clinicians) regarding the cross-
walk between the Ninth and Tenth Revisions of the 
International Classification of Diseases (ICD–9 and 
ICD–10, respectively) that is posted on the website of 
the Centers for Medicare & Medicaid Services, and 
make recommendations about appropriate revisions 
to such crosswalk. 

‘‘(2) REVISION OF CROSSWALK.—For purposes of the 
crosswalk described in paragraph (1), the Secretary 
shall make appropriate revisions and post any such 
revised crosswalk on the website of the Centers for 
Medicare & Medicaid Services. 

‘‘(3) USE OF REVISED CROSSWALK.—For purposes of 
paragraph (2), any revised crosswalk shall be treated 
as a code set for which a standard has been adopted 
by the Secretary for purposes of section 1173(c)(1)(B) 
of the Social Security Act (42 U.S.C. 1320d–2(c)(1)(B)). 

‘‘(4) SUBSEQUENT CROSSWALKS.—For subsequent re-
visions of the International Classification of Diseases 
that are adopted by the Secretary as a standard code 
set under section 1173(c) of the Social Security Act 
(42 U.S.C. 1320d–2(c)), the Secretary shall, after con-
sultation with the appropriate stakeholders, post on 
the website of the Centers for Medicare & Medicaid 
Services a crosswalk between the previous and subse-
quent version of the International Classification of 
Diseases not later than the date of implementation of 
such subsequent revision.’’ 

RECOMMENDATIONS WITH RESPECT TO PRIVACY OF 
CERTAIN HEALTH INFORMATION 

Pub. L. 104–191, title II, § 264, Aug. 21, 1996, 110 Stat. 
2033, provided that: 

‘‘(a) IN GENERAL.—Not later than the date that is 12 
months after the date of the enactment of this Act 
[Aug. 21, 1996], the Secretary of Health and Human 
Services shall submit to the Committee on Labor and 
Human Resources and the Committee on Finance of the 
Senate and the Committee on Commerce and the Com-
mittee on Ways and Means of the House of Representa-
tives detailed recommendations on standards with re-
spect to the privacy of individually identifiable health 
information. 

‘‘(b) SUBJECTS FOR RECOMMENDATIONS.—The recom-
mendations under subsection (a) shall address at least 
the following: 

‘‘(1) The rights that an individual who is a subject 
of individually identifiable health information should 
have. 

‘‘(2) The procedures that should be established for 
the exercise of such rights. 

‘‘(3) The uses and disclosures of such information 
that should be authorized or required. 
‘‘(c) REGULATIONS.— 

‘‘(1) IN GENERAL.—If legislation governing standards 
with respect to the privacy of individually identifi-
able health information transmitted in connection 
with the transactions described in section 1173(a) of 
the Social Security Act [subsec. (a) of this section] 
(as added by section 262) is not enacted by the date 
that is 36 months after the date of the enactment of 
this Act [Aug. 21, 1996], the Secretary of Health and 
Human Services shall promulgate final regulations 
containing such standards not later than the date 
that is 42 months after the date of the enactment of 
this Act. Such regulations shall address at least the 
subjects described in subsection (b). 

‘‘(2) PREEMPTION.—A regulation promulgated under 
paragraph (1) shall not supercede a contrary provi-
sion of State law, if the provision of State law im-
poses requirements, standards, or implementation 
specifications that are more stringent than the re-
quirements, standards, or implementation specifica-
tions imposed under the regulation. 
‘‘(d) CONSULTATION.—In carrying out this section, the 

Secretary of Health and Human Services shall consult 
with— 

‘‘(1) the National Committee on Vital and Health 
Statistics established under section 306(k) of the Pub-
lic Health Service Act (42 U.S.C. 242k(k)); and 
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‘‘(2) the Attorney General.’’ 

EX. ORD. NO. 13181. TO PROTECT THE PRIVACY OF PRO-
TECTED HEALTH INFORMATION IN OVERSIGHT INVESTIGA-
TIONS 

Ex. Ord. No. 13181, Dec. 20, 2000, 65 F.R. 81321, pro-
vided: 

By the authority vested in me as President of the 
United States by the Constitution and the laws of the 
United States of America, it is ordered as follows: 

SECTION 1. Policy. 
It shall be the policy of the Government of the United 

States that law enforcement may not use protected 
health information concerning an individual that is 
discovered during the course of health oversight activi-
ties for unrelated civil, administrative, or criminal in-
vestigations of a non-health oversight matter, except 
when the balance of relevant factors weighs clearly in 
favor of its use. That is, protected health information 
may not be so used unless the public interest and the 
need for disclosure clearly outweigh the potential for 
injury to the patient, to the physician-patient relation-
ship, and to the treatment services. Protecting the pri-
vacy of patients’ protected health information pro-
motes trust in the health care system. It improves the 
quality of health care by fostering an environment in 
which patients can feel more comfortable in providing 
health care professionals with accurate and detailed in-
formation about their personal health. In order to pro-
vide greater protections to patients’ privacy, the De-
partment of Health and Human Services is issuing final 
regulations concerning the confidentiality of individ-
ually identifiable health information under the Health 
Insurance Portability and Accountability Act of 1996 
[Pub. L. 104–191, see Tables for classification] (HIPAA). 
HIPAA applies only to ‘‘covered entities,’’ such as 
health care plans, providers, and clearinghouses. 
HIPAA regulations therefore do not apply to other or-
ganizations and individuals that gain access to pro-
tected health information, including Federal officials 
who gain access to health records during health over-
sight activities. 

Under the new HIPAA regulations, health oversight 
investigators will appropriately have ready access to 
medical records for oversight purposes. Health over-
sight investigators generally do not seek access to the 
medical records of a particular patient, but instead re-
view large numbers of records to determine whether a 
health care provider or organization is violating the 
law, such as through fraud against the Medicare sys-
tem. Access to many health records is often necessary 
in order to gain enough evidence to detect and bring 
enforcement actions against fraud in the health care 
system. Stricter rules apply under the HIPAA regula-
tions, however, when law enforcement officials seek 
protected health information in order to investigate 
criminal activity outside of the health oversight realm. 

In the course of their efforts to protect the health 
care system, health oversight investigators may also 
uncover evidence of wrongdoing unrelated to the health 
care system, such as evidence of criminal conduct by 
an individual who has sought health care. For records 
containing that evidence, the issue thus arises whether 
the information should be available for law enforce-
ment purposes under the less restrictive oversight rules 
or the more restrictive rules that apply to non-over-
sight criminal investigations. 

A similar issue has arisen in other circumstances. 
Under 18 U.S.C. 3486, an individual’s health records ob-
tained for health oversight purposes pursuant to an ad-
ministrative subpoena may not be used against that in-
dividual patient in an unrelated investigation by law 
enforcement unless a judicial officer finds good cause. 
Under that statute, a judicial officer determines wheth-
er there is good cause by weighing the public interest 
and the need for disclosure against the potential for in-
jury to the patient, to the physician-patient relation-
ship, and to the treatment services. It is appropriate to 
extend limitations on the use of health information to 
all situations in which the government obtains medical 

records for a health oversight purpose. In recognition 
of the increasing importance of protecting health infor-
mation as shown in the medical privacy rule, a higher 
standard than exists in 18 U.S.C. 3486 is necessary. It is, 
therefore, the policy of the Government of the United 
States that law enforcement may not use protected 
health information concerning an individual, discov-
ered during the course of health oversight activities for 
unrelated civil, administrative, or criminal investiga-
tions, against that individual except when the balance 
of relevant factors weighs clearly in favor of its use. 
That is, protected health information may not be so 
used unless the public interest and the need for disclo-
sure clearly outweigh the potential for injury to the 
patient, to the physician-patient relationship, and to 
the treatment services. 

SEC. 2. Definitions. 
(a) ‘‘Health oversight activities’’ shall include the 

oversight activities enumerated in the regulations con-
cerning the confidentiality of individually identifiable 
health information promulgated by the Secretary of 
Health and Human Services pursuant to the ‘‘Health 
Insurance Portability and Accountability Act of 1996,’’ 
as amended [Pub. L. 104–191, see Tables for classifica-
tion]. 

(b) ‘‘Protected health information’’ shall have the 
meaning ascribed to it in the regulations concerning 
the confidentiality of individually identifiable health 
information promulgated by the Secretary of Health 
and Human Services pursuant to the ‘‘Health Insurance 
Portability and Accountability Act of 1996,’’ as amend-
ed. 

(c) ‘‘Injury to the patient’’ includes injury to the pri-
vacy interests of the patient. 

SEC. 3. Implementation. 
(a) Protected health information concerning an indi-

vidual patient discovered during the course of health 
oversight activities shall not be used against that indi-
vidual patient in an unrelated civil, administrative, or 
criminal investigation of a non-health oversight mat-
ter unless the Deputy Attorney General of the U.S De-
partment of Justice, or insofar as the protected health 
information involves members of the Armed Forces, 
the General Counsel of the U.S. Department of Defense, 
has authorized such use. 

(b) In assessing whether protected health information 
should be used under subparagraph (a) of this section, 
the Deputy Attorney General shall permit such use 
upon concluding that the balance of relevant factors 
weighs clearly in favor of its use. That is, the Deputy 
Attorney General shall permit disclosure if the public 
interest and the need for disclosure clearly outweigh 
the potential for injury to the patient, to the physi-
cian-patient relationship, and to the treatment serv-
ices. 

(c) Upon the decision to use protected health infor-
mation under subparagraph (a) of this section, the Dep-
uty Attorney General, in determining the extent to 
which this information should be used, shall impose ap-
propriate safeguards against unauthorized use. 

(d) On an annual basis, the Department of Justice, in 
consultation with the Department of Health and 
Human Services, shall provide to the President of the 
United States a report that includes the following in-
formation: 

(i) the number of requests made to the Deputy Attor-
ney General for authorization to use protected health 
information discovered during health oversight activi-
ties in a non-health oversight, unrelated investigation; 

(ii) the number of requests that were granted as ap-
plied for, granted as modified, or denied; 

(iii) the agencies that made the applications, and the 
number of requests made by each agency; and 

(iv) the uses for which the protected health informa-
tion was authorized. 

(e) The General Counsel of the U.S. Department of 
Defense will comply with the requirements of subpara-
graphs (b), (c), and (d), above. The General Counsel also 
will prepare a report, consistent with the requirements 
of subparagraphs (d)(i) through (d)(iv), above, and will 
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forward it to the Department of Justice where it will be 
incorporated into the Department’s annual report to 
the President. 

SEC. 4. Exceptions. 

(a) Nothing in this Executive Order shall place a re-
striction on the derivative use of protected health in-
formation that was obtained by a law enforcement 
agency in a non-health oversight investigation. 

(b) Nothing in this Executive Order shall be inter-
preted to place a restriction on a duty imposed by stat-
ute. 

(c) Nothing in this Executive Order shall place any 
additional limitation on the derivative use of health in-
formation obtained by the Attorney General pursuant 
to the provisions of 18 U.S.C. 3486. 

(d) This order does not create any right or benefit, 
substantive or procedural, enforceable at law by a 
party against the United States, the officers and em-
ployees, or any other person. 

WILLIAM J. CLINTON. 

§ 1320d–3. Timetables for adoption of standards 

(a) Initial standards 

The Secretary shall carry out section 1320d–2 
of this title not later than 18 months after Au-
gust 21, 1996, except that standards relating to 
claims attachments shall be adopted not later 
than 30 months after August 21, 1996. 

(b) Additions and modifications to standards 

(1) In general 

Except as provided in paragraph (2), the Sec-
retary shall review the standards adopted 
under section 1320d–2 of this title, and shall 
adopt modifications to the standards (includ-
ing additions to the standards), as determined 
appropriate, but not more frequently than 
once every 12 months. Any addition or modi-
fication to a standard shall be completed in a 
manner which minimizes the disruption and 
cost of compliance. 

(2) Special rules 

(A) First 12-month period 

Except with respect to additions and modi-
fications to code sets under subparagraph 
(B), the Secretary may not adopt any modi-
fication to a standard adopted under this 
part during the 12-month period beginning 
on the date the standard is initially adopted, 
unless the Secretary determines that the 
modification is necessary in order to permit 
compliance with the standard. 

(B) Additions and modifications to code sets 

(i) In general 

The Secretary shall ensure that proce-
dures exist for the routine maintenance, 
testing, enhancement, and expansion of 
code sets. 

(ii) Additional rules 

If a code set is modified under this sub-
section, the modified code set shall include 
instructions on how data elements of 
health information that were encoded 
prior to the modification may be con-
verted or translated so as to preserve the 
informational value of the data elements 
that existed before the modification. Any 
modification to a code set under this sub-
section shall be implemented in a manner 
that minimizes the disruption and cost of 
complying with such modification. 

(Aug. 14, 1935, ch. 531, title XI, § 1174, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2026.) 

§ 1320d–4. Requirements 

(a) Conduct of transactions by plans 

(1) In general 

If a person desires to conduct a transaction 
referred to in section 1320d–2(a)(1) of this title 
with a health plan as a standard transaction— 

(A) the health plan may not refuse to con-
duct such transaction as a standard trans-
action; 

(B) the insurance plan may not delay such 
transaction, or otherwise adversely affect, 
or attempt to adversely affect, the person or 
the transaction on the ground that the 
transaction is a standard transaction; and 

(C) the information transmitted and re-
ceived in connection with the transaction 
shall be in the form of standard data ele-
ments of health information. 

(2) Satisfaction of requirements 

A health plan may satisfy the requirements 
under paragraph (1) by— 

(A) directly transmitting and receiving 
standard data elements of health informa-
tion; or 

(B) submitting nonstandard data elements 
to a health care clearinghouse for processing 
into standard data elements and trans-
mission by the health care clearinghouse, 
and receiving standard data elements 
through the health care clearinghouse. 

(3) Timetable for compliance 

Paragraph (1) shall not be construed to re-
quire a health plan to comply with any stand-
ard, implementation specification, or modi-
fication to a standard or specification adopted 
or established by the Secretary under sections 
1320d–1 through 1320d–3 of this title at any 
time prior to the date on which the plan is re-
quired to comply with the standard or speci-
fication under subsection (b) of this section. 

(b) Compliance with standards 

(1) Initial compliance 

(A) In general 

Not later than 24 months after the date on 
which an initial standard or implementation 
specification is adopted or established under 
sections 1320d–1 and 1320d–2 of this title, 
each person to whom the standard or imple-
mentation specification applies shall comply 
with the standard or specification. 

(B) Special rule for small health plans 

In the case of a small health plan, para-
graph (1) shall be applied by substituting ‘‘36 
months’’ for ‘‘24 months’’. For purposes of 
this subsection, the Secretary shall deter-
mine the plans that qualify as small health 
plans. 

(2) Compliance with modified standards 

If the Secretary adopts a modification to a 
standard or implementation specification 
under this part, each person to whom the 
standard or implementation specification ap-
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plies shall comply with the modified standard 
or implementation specification at such time 
as the Secretary determines appropriate, tak-
ing into account the time needed to comply 
due to the nature and extent of the modifica-
tion. The time determined appropriate under 
the preceding sentence may not be earlier 
than the last day of the 180-day period begin-
ning on the date such modification is adopted. 
The Secretary may extend the time for com-
pliance for small health plans, if the Secretary 
determines that such extension is appropriate. 

(3) Construction 

Nothing in this subsection shall be con-
strued to prohibit any person from complying 
with a standard or specification by— 

(A) submitting nonstandard data elements 
to a health care clearinghouse for processing 
into standard data elements and trans-
mission by the health care clearinghouse; or 

(B) receiving standard data elements 
through a health care clearinghouse. 

(Aug. 14, 1935, ch. 531, title XI, § 1175, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2027.) 

EXTENSION OF DEADLINE FOR COVERED ENTITIES 
SUBMITTING COMPLIANCE PLANS 

Pub. L. 107–105, § 2, Dec. 27, 2001, 115 Stat. 1003, pro-
vided that: 

‘‘(a) IN GENERAL.— 
‘‘(1) EXTENSION.—Subject to paragraph (2), notwith-

standing section 1175(b)(1)(A) of the Social Security 
Act (42 U.S.C. 1320d–4(b)(1)(A)) and section 162.900 of 
title 45, Code of Federal Regulations, a health care 
provider, health plan (other than a small health 
plan), or a health care clearinghouse shall not be con-
sidered to be in noncompliance with the applicable 
requirements of subparts I through R of part 162 of 
title 45, Code of Federal Regulations, before October 
16, 2003. 

‘‘(2) CONDITION.—Paragraph (1) shall apply to a per-
son described in such paragraph only if, before Octo-
ber 16, 2002, the person submits to the Secretary of 
Health and Human Services a plan of how the person 
will come into compliance with the requirements de-
scribed in such paragraph not later than October 16, 
2003. Such plan shall be a summary of the following: 

‘‘(A) An analysis reflecting the extent to which, 
and the reasons why, the person is not in compli-
ance. 

‘‘(B) A budget, schedule, work plan, and imple-
mentation strategy for achieving compliance. 

‘‘(C) Whether the person plans to use or might use 
a contractor or other vendor to assist the person in 
achieving compliance. 

‘‘(D) A timeframe for testing that begins not later 
than April 16, 2003. 
‘‘(3) ELECTRONIC SUBMISSION.—Plans described in 

paragraph (2) may be submitted electronically. 
‘‘(4) MODEL FORM.—Not later than March 31, 2002, 

the Secretary of Health and Human Services shall 
promulgate a model form that persons may use in 
drafting a plan described in paragraph (2). The pro-
mulgation of such form shall be made without regard 
to chapter 35 of title 44, United States Code (com-
monly known as the ‘Paperwork Reduction Act’). 

‘‘(5) ANALYSIS OF PLANS; REPORTS ON SOLUTIONS.— 
‘‘(A) ANALYSIS OF PLANS.— 

‘‘(i) FURNISHING OF PLANS.—Subject to subpara-
graph (D), the Secretary of Health and Human 
Services shall furnish the National Committee on 
Vital and Health Statistics with a sample of the 
plans submitted under paragraph (2) for analysis 
by such Committee. 

‘‘(ii) ANALYSIS.—The National Committee on 
Vital and Health Statistics shall analyze the sam-
ple of the plans furnished under clause (i). 
‘‘(B) REPORTS ON SOLUTIONS.—The National Com-

mittee on Vital and Health Statistics shall regu-
larly publish, and widely disseminate to the public, 
reports containing effective solutions to compli-
ance problems identified in the plans analyzed 
under subparagraph (A). Such reports shall not re-
late specifically to any one plan but shall be writ-
ten for the purpose of assisting the maximum num-
ber of persons to come into compliance by address-
ing the most common or challenging problems en-
countered by persons submitting such plans. 

‘‘(C) CONSULTATION.—In carrying out this para-
graph, the National Committee on Vital and Health 
Statistics shall consult with each organization— 

‘‘(i) described in section 1172(c)(3)(B) of the So-
cial Security Act (42 U.S.C. 1320d–1(c)(3)(B)); or 

‘‘(ii) designated by the Secretary of Health and 
Human Services under section 162.910(a) of title 
45, Code of Federal Regulations. 
‘‘(D) PROTECTION OF CONFIDENTIAL INFORMATION.— 

‘‘(i) IN GENERAL.—The Secretary of Health and 
Human Services shall ensure that any material 
provided under subparagraph (A) to the National 
Committee on Vital and Health Statistics or any 
organization described in subparagraph (C) is re-
dacted so as to prevent the disclosure of any— 

‘‘(I) trade secrets; 
‘‘(II) commercial or financial information 

that is privileged or confidential; and 
‘‘(III) other information the disclosure of 

which would constitute a clearly unwarranted 
invasion of personal privacy. 
‘‘(ii) CONSTRUCTION.—Nothing in clause (i) shall 

be construed to affect the application of section 
552 of title 5, United States Code (commonly 
known as the ‘Freedom of Information Act’), in-
cluding the exceptions from disclosure provided 
under subsection (b) of such section. 

‘‘(6) ENFORCEMENT THROUGH EXCLUSION FROM PAR-
TICIPATION IN MEDICARE.— 

‘‘(A) IN GENERAL.—In the case of a person de-
scribed in paragraph (1) who fails to submit a plan 
in accordance with paragraph (2), and who is not in 
compliance with the applicable requirements of 
subparts I through R of part 162 of title 45, Code of 
Federal Regulations, on or after October 16, 2002, 
the person may be excluded at the discretion of the 
Secretary of Health and Human Services from par-
ticipation (including under part C or as a contrac-
tor under sections 1816, 1842, and 1893) [42 U.S.C. 
1395h, 1395u, 1395ddd] in title XVIII of the Social Se-
curity Act (42 U.S.C. 1395 et seq.). 

‘‘(B) PROCEDURE.—The provisions of section 1128A 
of the Social Security Act (42 U.S.C. 1320a–7a) 
(other than the first and second sentences of sub-
section (a) and subsection (b)) shall apply to an ex-
clusion under this paragraph in the same manner as 
such provisions apply with respect to an exclusion 
or proceeding under section 1128A(a) of such Act. 

‘‘(C) CONSTRUCTION.—The availability of an exclu-
sion under this paragraph shall not be construed to 
affect the imposition of penalties under section 1176 
of the Social Security Act (42 U.S.C. 1320d–5). 

‘‘(D) NONAPPLICABILITY TO COMPLYING PERSONS.— 
The exclusion under subparagraph (A) shall not 
apply to a person who— 

‘‘(i) submits a plan in accordance with para-
graph (2); or 

‘‘(ii) who is in compliance with the applicable 
requirements of subparts I through R of part 162 
of title 45, Code of Federal Regulations, on or be-
fore October 16, 2002. 

‘‘(b) SPECIAL RULES.— 
‘‘(1) RULES OF CONSTRUCTION.—Nothing in this sec-

tion shall be construed— 
‘‘(A) as modifying the October 16, 2003, deadline 

for a small health plan to comply with the require-
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ments of subparts I through R of part 162 of title 45, 
Code of Federal Regulations; or 

‘‘(B) as modifying— 

‘‘(i) the April 14, 2003, deadline for a health care 
provider, a health plan (other than a small health 
plan), or a health care clearinghouse to comply 
with the requirements of subpart E of part 164 of 
title 45, Code of Federal Regulations; or 

‘‘(ii) the April 14, 2004, deadline for a small 
health plan to comply with the requirements of 
such subpart. 

‘‘(2) APPLICABILITY OF PRIVACY STANDARDS BEFORE 
COMPLIANCE DEADLINE FOR INFORMATION TRANSACTION 
STANDARDS.— 

‘‘(A) IN GENERAL.—Notwithstanding any other 
provision of law, during the period that begins on 
April 14, 2003, and ends on October 16, 2003, a health 
care provider or, subject to subparagraph (B), a 
health care clearinghouse, that transmits any 
health information in electronic form in connection 
with a transaction described in subparagraph (C) 
shall comply with the requirements of subpart E of 
part 164 of title 45, Code of Federal Regulations, 
without regard to whether the transmission meets 
the standards required by part 162 of such title. 

‘‘(B) APPLICATION TO HEALTH CARE CLEARING-
HOUSES.—For purposes of this paragraph, during the 
period described in subparagraph (A), an entity that 
processes or facilitates the processing of informa-
tion in connection with a transaction described in 
subparagraph (C) and that otherwise would be 
treated as a health care clearinghouse shall be 
treated as a health care clearinghouse without re-
gard to whether the processing or facilitation pro-
duces (or is required to produce) standard data ele-
ments or a standard transaction as required by part 
162 of title 45, Code of Federal Regulations. 

‘‘(C) TRANSACTIONS DESCRIBED.—The transactions 
described in this subparagraph are the following: 

‘‘(i) A health care claims or equivalent encoun-
ter information transaction. 

‘‘(ii) A health care payment and remittance ad-
vice transaction. 

‘‘(iii) A coordination of benefits transaction. 

‘‘(iv) A health care claim status transaction. 

‘‘(v) An enrollment and disenrollment in a 
health plan transaction. 

‘‘(vi) An eligibility for a health plan trans-
action. 

‘‘(vii) A health plan premium payments trans-
action. 

‘‘(viii) A referral certification and authoriza-
tion transaction. 

‘‘(c) DEFINITIONS.—In this section— 

‘‘(1) the terms ‘health care provider’, ‘health plan’, 
and ‘health care clearinghouse’ have the meaning 
given those terms in section 1171 of the Social Secu-
rity Act (42 U.S.C. 1320d) and section 160.103 of title 
45, Code of Federal Regulations; 

‘‘(2) the terms ‘small health plan’ and ‘transaction’ 
have the meaning given those terms in section 160.103 
of title 45, Code of Federal Regulations; and 

‘‘(3) the terms ‘health care claims or equivalent en-
counter information transaction’, ‘health care pay-
ment and remittance advice transaction’, ‘coordina-
tion of benefits transaction’, ‘health care claim 
status transaction’, ‘enrollment and disenrollment in 
a health plan transaction’, ‘eligibility for a health 
plan transaction’, ‘health plan premium payments 
transaction’, and ‘referral certification and author-
ization transaction’ have the meanings given those 
terms in sections 162.1101, 162.1601, 162.1801, 162.1401, 
162.1501, 162.1201, 162.1701, and 162.1301 of title 45, Code 
of Federal Regulations, respectively.’’ 

§ 1320d–5. General penalty for failure to comply 
with requirements and standards 

(a) General penalty 

(1) In general 

Except as provided in subsection (b) of this 
section, the Secretary shall impose on any 
person who violates a provision of this part— 

(A) in the case of a violation of such provi-
sion in which it is established that the per-
son did not know (and by exercising reason-
able diligence would not have known) that 
such person violated such provision, a pen-
alty for each such violation of an amount 
that is at least the amount described in 
paragraph (3)(A) but not to exceed the 
amount described in paragraph (3)(D); 

(B) in the case of a violation of such provi-
sion in which it is established that the viola-
tion was due to reasonable cause and not to 
willful neglect, a penalty for each such vio-
lation of an amount that is at least the 
amount described in paragraph (3)(B) but not 
to exceed the amount described in paragraph 
(3)(D); and 

(C) in the case of a violation of such provi-
sion in which it is established that the viola-
tion was due to willful neglect— 

(i) if the violation is corrected as de-
scribed in subsection (b)(3)(A),1 a penalty 
in an amount that is at least the amount 
described in paragraph (3)(C) but not to ex-
ceed the amount described in paragraph 
(3)(D); and 

(ii) if the violation is not corrected as 
described in such subsection, a penalty in 
an amount that is at least the amount de-
scribed in paragraph (3)(D). 

In determining the amount of a penalty 
under this section for a violation, the Sec-
retary shall base such determination on the 
nature and extent of the violation and the 
nature and extent of the harm resulting 
from such violation. 

(2) Procedures 

The provisions of section 1320a–7a of this 
title (other than subsections (a) and (b) and 
the second sentence of subsection (f)) shall 
apply to the imposition of a civil money pen-
alty under this subsection in the same manner 
as such provisions apply to the imposition of a 
penalty under such section 1320a–7a of this 
title. 

(3) Tiers of penalties described 

For purposes of paragraph (1), with respect 
to a violation by a person of a provision of this 
part— 

(A) the amount described in this subpara-
graph is $100 for each such violation, except 
that the total amount imposed on the person 
for all such violations of an identical re-
quirement or prohibition during a calendar 
year may not exceed $25,000; 

(B) the amount described in this subpara-
graph is $1,000 for each such violation, ex-
cept that the total amount imposed on the 
person for all such violations of an identical 
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requirement or prohibition during a cal-
endar year may not exceed $100,000; 

(C) the amount described in this subpara-
graph is $10,000 for each such violation, ex-
cept that the total amount imposed on the 
person for all such violations of an identical 
requirement or prohibition during a cal-
endar year may not exceed $250,000; and 

(D) the amount described in this subpara-
graph is $50,000 for each such violation, ex-
cept that the total amount imposed on the 
person for all such violations of an identical 
requirement or prohibition during a cal-
endar year may not exceed $1,500,000. 

(b) Limitations 

(1) Offenses otherwise punishable 

No penalty may be imposed under subsection 
(a) and no damages obtained under subsection 
(d) with respect to an act if a penalty has been 
imposed under section 1320d–6 of this title with 
respect to such act. 

(2) Failures due to reasonable cause 

(A) In general 

Except as provided in subparagraph (B) or 
subsection (a)(1)(C), no penalty may be im-
posed under subsection (a) and no damages 
obtained under subsection (d) if the failure 
to comply is corrected during the 30-day pe-
riod beginning on the first date the person 
liable for the penalty or damages knew, or 
by exercising reasonable diligence would 
have known, that the failure to comply oc-
curred. 

(B) Extension of period 

(i) No penalty 

With respect to the imposition of a pen-
alty by the Secretary under subsection (a), 
the period referred to in subparagraph (A) 
may be extended as determined appro-
priate by the Secretary based on the na-
ture and extent of the failure to comply. 

(ii) Assistance 

If the Secretary determines that a per-
son failed to comply because the person 
was unable to comply, the Secretary may 
provide technical assistance to the person 
during the period described in subpara-
graph (A). Such assistance shall be pro-
vided in any manner determined appro-
priate by the Secretary. 

(3) Reduction 

In the case of a failure to comply which is 
due to reasonable cause and not to willful ne-
glect, any penalty under subsection (a) and 
any damages under subsection (d) that is 2 not 
entirely waived under paragraph (3) 3 may be 
waived to the extent that the payment of such 
penalty 4 would be excessive relative to the 
compliance failure involved. 

(c) Noncompliance due to willful neglect 

(1) In general 

A violation of a provision of this part due to 
willful neglect is a violation for which the 

Secretary is required to impose a penalty 
under subsection (a)(1). 

(2) Required investigation 

For purposes of paragraph (1), the Secretary 
shall formally investigate any complaint of a 
violation of a provision of this part if a pre-
liminary investigation of the facts of the com-
plaint indicate such a possible violation due to 
willful neglect. 

(d) Enforcement by State attorneys general 

(1) Civil action 

Except as provided in subsection (b), in any 
case in which the attorney general of a State 
has reason to believe that an interest of one or 
more of the residents of that State has been or 
is threatened or adversely affected by any per-
son who violates a provision of this part, the 
attorney general of the State, as parens 
patriae, may bring a civil action on behalf of 
such residents of the State in a district court 
of the United States of appropriate jurisdic-
tion— 

(A) to enjoin further such violation by the 
defendant; or 

(B) to obtain damages on behalf of such 
residents of the State, in an amount equal to 
the amount determined under paragraph (2). 

(2) Statutory damages 

(A) In general 

For purposes of paragraph (1)(B), the 
amount determined under this paragraph is 
the amount calculated by multiplying the 
number of violations by up to $100. For pur-
poses of the preceding sentence, in the case 
of a continuing violation, the number of vio-
lations shall be determined consistent with 
the HIPAA privacy regulations (as defined in 
section 1320d–9(b)(3) of this title) for viola-
tions of subsection (a). 

(B) Limitation 

The total amount of damages imposed on 
the person for all violations of an identical 
requirement or prohibition during a cal-
endar year may not exceed $25,000. 

(C) Reduction of damages 

In assessing damages under subparagraph 
(A), the court may consider the factors the 
Secretary may consider in determining the 
amount of a civil money penalty under sub-
section (a) under the HIPAA privacy regula-
tions. 

(3) Attorney fees 

In the case of any successful action under 
paragraph (1), the court, in its discretion, may 
award the costs of the action and reasonable 
attorney fees to the State. 

(4) Notice to Secretary 

The State shall serve prior written notice of 
any action under paragraph (1) upon the Sec-
retary and provide the Secretary with a copy 
of its complaint, except in any case in which 
such prior notice is not feasible, in which case 
the State shall serve such notice immediately 
upon instituting such action. The Secretary 
shall have the right— 

(A) to intervene in the action; 
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(B) upon so intervening, to be heard on all 
matters arising therein; and 

(C) to file petitions for appeal. 

(5) Construction 

For purposes of bringing any civil action 
under paragraph (1), nothing in this section 
shall be construed to prevent an attorney gen-
eral of a State from exercising the powers con-
ferred on the attorney general by the laws of 
that State. 

(6) Venue; service of process 

(A) Venue 

Any action brought under paragraph (1) 
may be brought in the district court of the 
United States that meets applicable require-
ments relating to venue under section 1391 of 
title 28. 

(B) Service of process 

In an action brought under paragraph (1), 
process may be served in any district in 
which the defendant— 

(i) is an inhabitant; or 
(ii) maintains a physical place of busi-

ness. 

(7) Limitation on State action while Federal ac-
tion is pending 

If the Secretary has instituted an action 
against a person under subsection (a) with re-
spect to a specific violation of this part, no 
State attorney general may bring an action 
under this subsection against the person with 
respect to such violation during the pendency 
of that action. 

(8) Application of CMP statute of limitation 

A civil action may not be instituted with re-
spect to a violation of this part unless an ac-
tion to impose a civil money penalty may be 
instituted under subsection (a) with respect to 
such violation consistent with the second sen-
tence of section 1320a–7a(c)(1) of this title. 

(e) Allowing continued use of corrective action 

Nothing in this section shall be construed as 
preventing the Office for Civil Rights of the De-
partment of Health and Human Services from 
continuing, in its discretion, to use corrective 
action without a penalty in cases where the per-
son did not know (and by exercising reasonable 
diligence would not have known) of the viola-
tion involved. 

(Aug. 14, 1935, ch. 531, title XI, § 1176, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2028; amended Pub. L. 111–5, div. A, title 
XIII, § 13410(a)(1), (d)(1)–(3), (e)(1), (2), (f), Feb. 17, 
2009, 123 Stat. 271–276.) 

AMENDMENTS 

2009—Subsec. (a)(1). Pub. L. 111–5, § 13410(d)(1), sub-
stituted ‘‘who violates a provision of this part—’’ for 
‘‘who violates a provision of this part a penalty of not 
more than $100 for each such violation, except that the 
total amount imposed on the person for all violations 
of an identical requirement or prohibition during a cal-
endar year may not exceed $25,000.’’, added subpars. (A) 
to (C), and inserted concluding provisions. 

Subsec. (a)(3). Pub. L. 111–5, § 13410(d)(2), added par. 
(3). 

Subsec. (b)(1). Pub. L. 111–5, § 13410(e)(2)(A), sub-
stituted ‘‘No penalty may be imposed under subsection 

(a) and no damages obtained under subsection (d)’’ for 
‘‘A penalty may not be imposed under subsection (a)’’. 

Pub. L. 111–5, § 13410(a)(1)(A), substituted ‘‘a penalty 
has been imposed under section 1320d–6 of this title 
with respect to such act’’ for ‘‘the act constitutes an of-
fense punishable under section 1320d–6 of this title’’. 

Subsec. (b)(2). Pub. L. 111–5, § 13410(d)(3)(A), redesig-
nated par. (3) as (2) and struck out former par. (2). Prior 
to amendment, text of par. (2) read as follows: ‘‘A pen-
alty may not be imposed under subsection (a) of this 
section with respect to a provision of this part if it is 
established to the satisfaction of the Secretary that 
the person liable for the penalty did not know, and by 
exercising reasonable diligence would not have known, 
that such person violated the provision.’’ 

Subsec. (b)(2)(A). Pub. L. 111–5, § 13410(e)(2)(B)(ii), 
which directed amendment of cl. (ii) of subpar. (A) by 
inserting ‘‘or damages’’ after ‘‘the penalty’’, was exe-
cuted by making the insertion in subpar. (A) to reflect 
the probable intent of Congress and the intervening 
amendment by Pub. L. 111–5, § 13410(d)(3)(B)(i), which 
struck out the cl. (ii) designation. See below. 

Pub. L. 111–5, § 13410(e)(2)(B)(i), substituted ‘‘no pen-
alty may be imposed under subsection (a) and no dam-
ages obtained under subsection (d)’’ for ‘‘a penalty may 
not be imposed under subsection (a)’’. 

Pub. L. 111–5, § 13410(d)(3)(B)(i), substituted ‘‘in sub-
paragraph (B) or subsection (a)(1)(C), a penalty may not 
be imposed under subsection (a) if the failure to comply 
is corrected’’ for ‘‘in subparagraph (B), a penalty may 
not be imposed under subsection (a) of this section if— 

‘‘(i) the failure to comply was due to reasonable 
cause and not to willful neglect; and 

‘‘(ii) the failure to comply is corrected’’. 
Subsec. (b)(2)(B). Pub. L. 111–5, § 13410(d)(3)(B)(ii), sub-

stituted ‘‘(A)’’ for ‘‘(A)(ii)’’ in two places. 
Subsec. (b)(2)(B)(i). Pub. L. 111–5, § 13410(e)(2)(C), sub-

stituted ‘‘With respect to the imposition of a penalty 
by the Secretary under subsection (a), the period’’ for 
‘‘The period’’. 

Subsec. (b)(3). Pub. L. 111–5, § 13410(e)(2)(D), inserted 
‘‘and any damages under subsection (d)’’ after ‘‘any 
penalty under subsection (a)’’. 

Pub. L. 111–5, § 13410(d)(3)(A), redesignated par. (4) as 
(3). Former par. (3) redesignated (2). 

Subsec. (b)(4). Pub. L. 111–5, § 13410(d)(3)(A), redesig-
nated par. (4) as (3). 

Subsec. (c). Pub. L. 111–5, § 13410(a)(1)(B), added sub-
sec. (c). 

Subsec. (d). Pub. L. 111–5, § 13410(e)(1), added subsec. 
(d). 

Subsec. (e). Pub. L. 111–5, § 13410(f), added subsec. (e). 

EFFECTIVE DATE OF 2009 AMENDMENT 

Amendment by Pub. L. 111–5 effective 12 months after 
Feb. 17, 2009, except as otherwise specifically provided, 
see section 13423 of Pub. L. 111–5, set out as an Effective 
Date note under section 17931 of this title. 

Amendment by section 13410(a)(1) of Pub. L. 111–5 ap-
plicable to penalties imposed on or after the date that 
is 24 months after Feb. 17, 2009, see section 17939(b)(1) of 
this title. 

Amendment by section 13410(d)(1)–(3) of Pub. L. 111–5 
applicable to violations occurring after Feb. 17, 2009, 
see section 17939(d)(4) of this title. 

Amendment by section 13410(e)(1), (2) of Pub. L. 111–5 
applicable to violations occurring after Feb. 17, 2009, 
see section 17939(e)(3) of this title. 

§ 1320d–6. Wrongful disclosure of individually 
identifiable health information 

(a) Offense 

A person who knowingly and in violation of 
this part— 

(1) uses or causes to be used a unique health 
identifier; 

(2) obtains individually identifiable health 
information relating to an individual; or 
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(3) discloses individually identifiable health 
information to another person, 

shall be punished as provided in subsection (b) of 
this section. For purposes of the previous sen-
tence, a person (including an employee or other 
individual) shall be considered to have obtained 
or disclosed individually identifiable health in-
formation in violation of this part if the infor-
mation is maintained by a covered entity (as de-
fined in the HIPAA privacy regulation described 
in section 1320d–9(b)(3) of this title) and the indi-
vidual obtained or disclosed such information 
without authorization. 

(b) Penalties 

A person described in subsection (a) of this 
section shall— 

(1) be fined not more than $50,000, imprisoned 
not more than 1 year, or both; 

(2) if the offense is committed under false 
pretenses, be fined not more than $100,000, im-
prisoned not more than 5 years, or both; and 

(3) if the offense is committed with intent to 
sell, transfer, or use individually identifiable 
health information for commercial advantage, 
personal gain, or malicious harm, be fined not 
more than $250,000, imprisoned not more than 
10 years, or both. 

(Aug. 14, 1935, ch. 531, title XI, § 1177, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2029; amended Pub. L. 111–5, div. A, title 
XIII, § 13409, Feb. 17, 2009, 123 Stat. 271.) 

AMENDMENTS 

2009—Subsec. (a). Pub. L. 111–5 inserted at end ‘‘For 
purposes of the previous sentence, a person (including 
an employee or other individual) shall be considered to 
have obtained or disclosed individually identifiable 
health information in violation of this part if the infor-
mation is maintained by a covered entity (as defined in 
the HIPAA privacy regulation described in section 
1320d–9(b)(3) of this title) and the individual obtained or 
disclosed such information without authorization.’’ 

EFFECTIVE DATE OF 2009 AMENDMENT 

Amendment by Pub. L. 111–5 effective 12 months after 
Feb. 17, 2009, see section 13423 of Pub. L. 111–5, set out 
as an Effective Date note under section 17931 of this 
title. 

§ 1320d–7. Effect on State law 

(a) General effect 

(1) General rule 

Except as provided in paragraph (2), a provi-
sion or requirement under this part, or a 
standard or implementation specification 
adopted or established under sections 1320d–1 
through 1320d–3 of this title, shall supersede 
any contrary provision of State law, including 
a provision of State law that requires medical 
or health plan records (including billing infor-
mation) to be maintained or transmitted in 
written rather than electronic form. 

(2) Exceptions 

A provision or requirement under this part, 
or a standard or implementation specification 
adopted or established under sections 1320d–1 
through 1320d–3 of this title, shall not super-
sede a contrary provision of State law, if the 
provision of State law— 

(A) is a provision the Secretary deter-
mines— 

(i) is necessary— 
(I) to prevent fraud and abuse; 
(II) to ensure appropriate State regula-

tion of insurance and health plans; 
(III) for State reporting on health care 

delivery or costs; or 
(IV) for other purposes; or 

(ii) addresses controlled substances; or 

(B) subject to section 264(c)(2) of the 
Health Insurance Portability and Account-
ability Act of 1996, relates to the privacy of 
individually identifiable health information. 

(b) Public health 

Nothing in this part shall be construed to in-
validate or limit the authority, power, or proce-
dures established under any law providing for 
the reporting of disease or injury, child abuse, 
birth, or death, public health surveillance, or 
public health investigation or intervention. 

(c) State regulatory reporting 

Nothing in this part shall limit the ability of 
a State to require a health plan to report, or to 
provide access to, information for management 
audits, financial audits, program monitoring 
and evaluation, facility licensure or certifi-
cation, or individual licensure or certification. 

(Aug. 14, 1935, ch. 531, title XI, § 1178, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2029.) 

REFERENCES IN TEXT 

Section 264(c)(2) of the Health Insurance Portability 
and Accountability Act of 1996, referred to in subsec. 
(a)(2)(B), is section 264(c)(2) of Pub. L. 104–191, which is 
set out as a note under section 1320d–2 of this title. 

§ 1320d–8. Processing payment transactions by fi-
nancial institutions 

To the extent that an entity is engaged in ac-
tivities of a financial institution (as defined in 
section 3401 of title 12), or is engaged in author-
izing, processing, clearing, settling, billing, 
transferring, reconciling, or collecting pay-
ments, for a financial institution, this part, and 
any standard adopted under this part, shall not 
apply to the entity with respect to such activi-
ties, including the following: 

(1) The use or disclosure of information by 
the entity for authorizing, processing, clear-
ing, settling, billing, transferring, reconciling 
or collecting, a payment for, or related to, 
health plan premiums or health care, where 
such payment is made by any means, includ-
ing a credit, debit, or other payment card, an 
account, check, or electronic funds transfer. 

(2) The request for, or the use or disclosure 
of, information by the entity with respect to a 
payment described in paragraph (1)— 

(A) for transferring receivables; 
(B) for auditing; 
(C) in connection with— 

(i) a customer dispute; or 
(ii) an inquiry from, or to, a customer; 

(D) in a communication to a customer of 
the entity regarding the customer’s trans-
actions, payment card, account, check, or 
electronic funds transfer; 
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1 See References in Text note below. 

(E) for reporting to consumer reporting 
agencies; or 

(F) for complying with— 
(i) a civil or criminal subpoena; or 
(ii) a Federal or State law regulating the 

entity. 

(Aug. 14, 1935, ch. 531, title XI, § 1179, as added 
Pub. L. 104–191, title II, § 262(a), Aug. 21, 1996, 110 
Stat. 2030.) 

§ 1320d–9. Application of HIPAA regulations to 
genetic information 

(a) In general 

The Secretary shall revise the HIPAA privacy 
regulation (as defined in subsection (b)) so it is 
consistent with the following: 

(1) Genetic information shall be treated as 
health information described in section 
1320d(4)(B) of this title. 

(2) The use or disclosure by a covered entity 
that is a group health plan, health insurance 
issuer that issues health insurance coverage, 
or issuer of a medicare supplemental policy of 
protected health information that is genetic 
information about an individual for underwrit-
ing purposes under the group health plan, 
health insurance coverage, or medicare supple-
mental policy shall not be a permitted use or 
disclosure. 

(b) Definitions 

For purposes of this section: 

(1) Genetic information; genetic test; family 
member 

The terms ‘‘genetic information’’, ‘‘genetic 
test’’, and ‘‘family member’’ have the mean-
ings given such terms in section 300gg–91 of 
this title, as amended by the Genetic Informa-
tion Nondiscrimination Act of 2007.1 

(2) Group health plan; health insurance cov-
erage; medicare supplemental policy 

The terms ‘‘group health plan’’ and ‘‘health 
insurance coverage’’ have the meanings given 
such terms under section 300gg–91 of this title, 
and the term ‘‘medicare supplemental policy’’ 
has the meaning given such term in section 
1395ss(g) of this title. 

(3) HIPAA privacy regulation 

The term ‘‘HIPAA privacy regulation’’ 
means the regulations promulgated by the 
Secretary under this part and section 264 of 
the Health Insurance Portability and Account-
ability Act of 1996 (42 U.S.C. 1320d–2 note). 

(4) Underwriting purposes 

The term ‘‘underwriting purposes’’ means, 
with respect to a group health plan, health in-
surance coverage, or a medicare supplemental 
policy— 

(A) rules for, or determination of, eligi-
bility (including enrollment and continued 
eligibility) for, or determination of, benefits 
under the plan, coverage, or policy; 

(B) the computation of premium or con-
tribution amounts under the plan, coverage, 
or policy; 

(C) the application of any pre-existing con-
dition exclusion under the plan, coverage, or 
policy; and 

(D) other activities related to the creation, 
renewal, or replacement of a contract of 
health insurance or health benefits. 

(c) Procedure 

The revisions under subsection (a) shall be 
made by notice in the Federal Register pub-
lished not later than 60 days after May 21, 2008, 
and shall be effective upon publication, without 
opportunity for any prior public comment, but 
may be revised, consistent with this section, 
after opportunity for public comment. 

(d) Enforcement 

In addition to any other sanctions or remedies 
that may be available under law, a covered en-
tity that is a group health plan, health insur-
ance issuer, or issuer of a medicare supple-
mental policy and that violates the HIPAA pri-
vacy regulation (as revised under subsection (a) 
or otherwise) with respect to the use or disclo-
sure of genetic information shall be subject to 
the penalties described in sections 1320d–5 and 
1320d–6 of this title in the same manner and to 
the same extent that such penalties apply to 
violations of this part. 

(Aug. 14, 1935, ch. 531, title XI, § 1180, as added 
Pub. L. 110–233, title I, § 105(a), May 21, 2008, 122 
Stat. 903.) 

REFERENCES IN TEXT 

The Genetic Information Nondiscrimination Act of 
2007, referred to in subsec. (b)(1), probably means the 
Genetic Information Nondiscrimination Act of 2008, 
Pub. L. 110–233, May 21, 2008, 122 Stat. 881. For complete 
classification of this Act to the Code, see Short Title 
note set out under section 2000ff of this title and 
Tables. 

Section 264 of the Health Insurance Portability and 
Accountability Act of 1996, referred to in subsec. (b)(3), 
is section 264 of Pub. L. 104–191, which is set out as a 
note under section 1320d–2 of this title. 

EFFECTIVE DATE 

Pub. L. 110–233, title I, § 105(b)(2), May 21, 2008, 122 
Stat. 905, provided that: ‘‘The amendment made by sub-
section (a) [enacting this section] shall take effect on 
the date that is 1 year after the date of the enactment 
of this Act [May 21, 2008].’’ 

REGULATIONS 

Pub. L. 110–233, title I, § 105(b)(1), May 21, 2008, 122 
Stat. 905, provided that: ‘‘Not later than 12 months 
after the date of the enactment of this Act [May 21, 
2008], the Secretary of Health and Human Services shall 
issue final regulations to carry out the revision re-
quired by section 1180(a) of the Social Security Act [42 
U.S.C. 1320d–9(a)], as added by subsection (a). The Sec-
retary has the sole authority to promulgate such regu-
lations, but shall promulgate such regulations in con-
sultation with the Secretaries of Labor and the Treas-
ury.’’ 

PART D—COMPARATIVE CLINICAL EFFECTIVENESS 
RESEARCH 

§ 1320e. Comparative clinical effectiveness re-
search 

(a) Definitions 

In this section: 

(1) Board 

The term ‘‘Board’’ means the Board of Gov-
ernors established under subsection (f). 
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