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(4) the term ‘‘national security system’ has
the meaning given the term in section 11103 of
title 40.

(b) Intrusion assessment plan
(1) Requirement

The Secretary, in coordination with the Di-
rector of the Office of Management and Budg-
et, shall—

(A) develop and implement an intrusion
assessment plan to proactively detect, iden-
tify, and remove intruders in agency infor-
mation systems on a routine basis; and

(B) update such plan as necessary.

(2) Exception

The intrusion assessment plan required
under paragraph (1) shall not apply to the De-
partment of Defense, a national security sys-
tem, or an element of the intelligence commu-
nity.

(e) Cyber incident response plan

The Under Secretary appointed under section
113(a)(1)(H) of this title shall, in coordination
with appropriate Federal departments and agen-
cies, State and local governments, sector coordi-
nating councils, information sharing and analy-
sis organizations (as defined in section 131(5) of
this title), owners and operators of critical in-
frastructure, and other appropriate entities and
individuals, develop, regularly update, maintain,
and exercise adaptable cyber incident response
plans to address cybersecurity risks (as defined
in section 148 of this title) to critical infrastruc-
ture.

(d) National Response Framework

The Secretary, in coordination with the heads
of other appropriate Federal departments and
agencies, and in accordance with the National
Cybersecurity Incident Response Plan required
under subsection (c), shall regularly update,
maintain, and exercise the Cyber Incident
Annex to the National Response Framework of
the Department.

(Pub. L. 107-296, title II, §228, as added and
amended Pub. L. 114-113, div. N, title II, §§205,
223(a)(2), (4), (b), Dec. 18, 2015, 129 Stat. 2961, 2963,
2964.)

CODIFICATION

Former section 149 of this title, which was trans-
ferred and redesignated as subsec. (c¢) of this section by
Pub. L. 114-113, div. N, title II, §223(a)(2), Dec. 18, 2015,
129 Stat. 2963, was based on Pub. L. 107-296, title II,
§227, as added by Pub. L. 113-282, §7(a), Dec. 18, 2014, 128
Stat. 3070.

PRIOR PROVISIONS

A prior section 228 of Pub. L. 107-296 was renumbered
section 229 and is classified to section 150 of this title.

AMENDMENTS

2015—Subsec. (c). Pub. L. 114-113, §223(a)(5), made
technical amendment to reference in original act which
appears in text as reference to section 148 of this title.

Pub. L. 114-113, §223(a)(2), transferred former section
149 of this title to subsec. (¢) of this section. See Codi-
fication note above.

Subsec. (d). Pub. L. 114-113, §205, added subsec. (d).

RULE OF CONSTRUCTION

Pub. L. 113-282, §7(c), Dec. 18, 2014, 128 Stat. 3072, pro-
vided that: ‘“Nothing in the amendment made by sub-
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section (a) [enacting subsec. (¢) of this section and sec-
tion 150 of this title] or in subsection (b)(1) [formerly
classified as a note under section 3543 of Title 44, Public
Printing and Documents, see now section 2(d)(1) of Pub.
L. 113-283, set out as a note under section 3553 of Title
44] shall be construed to alter any authority of a Fed-
eral agency or department.”’

§ 150. Clearances

The Secretary shall make available the proc-
ess of application for security clearances under
Executive Order 13549 (75 Fed. Reg. 162;1 relating
to a classified national security information
program) or any successor Hxecutive Order to
appropriate representatives of sector coordi-
nating councils, sector information sharing and
analysis organizations (as defined in section
131(5) of this title), owners and operators of crit-
ical infrastructure, and any other person that
the Secretary determines appropriate.

(Pub. L. 107-296, title II, §229, formerly §228, as
added Pub. L. 113-282, §7(a), Dec. 18, 2014, 128
Stat. 3070; renumbered §229, Pub. L. 114-113, div.
N, title II, §223(a)(1), Dec. 18, 2015, 129 Stat. 2963.)

REFERENCES IN TEXT

Executive Order 13549, referred to in text, is set out
as a note under section 3161 of Title 50, War and Na-
tional Defense.

§151. Federal intrusion detection and prevention
system

(a) Definitions

In this section—

(1) the term ‘‘agency’ has the meaning given
the term in section 3502 of title 44;

(2) the term ‘“‘agency information’ means in-
formation collected or maintained by or on be-
half of an agency;

(3) the term ‘‘agency information system”
has the meaning given the term in section 149
of this title; and

(4) the terms ‘‘cybersecurity risk’” and ‘‘in-
formation system’ have the meanings given
those terms in section 148 of this title.

(b) Requirement
(1) In general

Not later than 1 year after December 18,
2015, the Secretary shall deploy, operate, and
maintain, to make available for use by any
agency, with or without reimbursement—

(A) a capability to detect cybersecurity
risks in network traffic transiting or travel-
ing to or from an agency information sys-
tem; and

(B) a capability to prevent network traffic
associated with such cybersecurity risks
from transiting or traveling to or from an
agency information system or modify such
network traffic to remove the cybersecurity
risk.

(2) Regular improvement

The Secretary shall regularly deploy new
technologies and modify existing technologies
to the intrusion detection and prevention ca-
pabilities described in paragraph (1) as appro-
priate to improve the intrusion detection and
prevention capabilities.

180 in original. Probably should be ‘‘51609;.
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(e) Activities

In carrying out subsection (b), the Secretary—

(1) may access, and the head of an agency
may disclose to the Secretary or a private en-
tity providing assistance to the Secretary
under paragraph (2), information transiting or
traveling to or from an agency information
system, regardless of the location from which
the Secretary or a private entity providing as-
sistance to the Secretary under paragraph (2)
accesses such information, notwithstanding
any other provision of law that would other-
wise restrict or prevent the head of an agency
from disclosing such information to the Sec-
retary or a private entity providing assistance
to the Secretary under paragraph (2);

(2) may enter into contracts or other agree-
ments with, or otherwise request and obtain
the assistance of, private entities to deploy,
operate, and maintain technologies in accord-
ance with subsection (b);

(3) may retain, use, and disclose information
obtained through the conduct of activities au-
thorized under this section only to protect in-
formation and information systems from
cybersecurity risks;

(4) shall regularly assess through oper-
ational test and evaluation in real world or
simulated environments available advanced
protective technologies to improve detection
and prevention capabilities, including com-
mercial and noncommercial technologies and
detection technologies beyond signature-based
detection, and acquire, test, and deploy such
technologies when appropriate;

(5) shall establish a pilot through which the
Secretary may acquire, test, and deploy, as
rapidly as possible, technologies described in
paragraph (4); and

(6) shall periodically update the privacy im-
pact assessment required under section 208(b)
of the E-Government Act of 2002 (44 U.S.C. 3501
note).

(d) Principles

In carrying out subsection (b), the Secretary
shall ensure that—

(1) activities carried out under this section
are reasonably necessary for the purpose of
protecting agency information and agency in-
formation systems from a cybersecurity risk;

(2) information accessed by the Secretary
will be retained no longer than reasonably
necessary for the purpose of protecting agency
information and agency information systems
from a cybersecurity risk;

(3) notice has been provided to users of an
agency information system concerning access
to communications of users of the agency in-
formation system for the purpose of protect-
ing agency information and the agency infor-
mation system; and

(4) the activities are implemented pursuant
to policies and procedures governing the oper-
ation of the intrusion detection and preven-
tion capabilities.

(e) Private entities
(1) Conditions

A private entity described in subsection
(¢)(2) may not—
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(A) disclose any network traffic transiting
or traveling to or from an agency informa-
tion system to any entity other than the De-
partment or the agency that disclosed the
information under subsection (c)(1), includ-
ing personal information of a specific indi-
vidual or information that identifies a spe-
cific individual not directly related to a
cybersecurity risk; or

(B) use any network traffic transiting or
traveling to or from an agency information
system to which the private entity gains ac-
cess in accordance with this section for any
purpose other than to protect agency infor-
mation and agency information systems
against cybersecurity risks or to administer
a contract or other agreement entered into
pursuant to subsection (c¢)(2) or as part of an-
other contract with the Secretary.

(2) Limitation on liability

No cause of action shall lie in any court
against a private entity for assistance pro-
vided to the Secretary in accordance with this
section and any contract or agreement entered
into pursuant to subsection (¢)(2).

(3) Rule of construction

Nothing in paragraph (2) shall be construed
to authorize an Internet service provider to
break a user agreement with a customer with-
out the consent of the customer.

(f) Privacy Officer review

Not later than 1 year after December 18, 2015,
the Privacy Officer appointed under section 142
of this title, in consultation with the Attorney
General, shall review the policies and guidelines
for the program carried out under this section to
ensure that the policies and guidelines are con-
sistent with applicable privacy laws, including
those governing the acquisition, interception,
retention, use, and disclosure of communica-
tions.

(Pub. L. 107-296, title II, §230, as added Pub. L.
114113, div. N, title II, §223(a)(6), Dec. 18, 2015,
129 Stat. 2964.)

REFERENCES IN TEXT

Section 208(b) of the E-Government Act of 2002, re-
ferred to in subsec. (c)(6), is section 208(b) of title II of
Pub. L. 107-347, which is set out in a note under section
3501 of Title 44, Public Printing and Documents.

AGENCY RESPONSIBILITIES

Pub. L. 114-113, div. N, title II, §223(b), Dec. 18, 2015,
129 Stat. 2966, provided that:

‘(1) IN GENERAL.—Except as provided in paragraph
(2)—

““(A) not later than 1 year after the date of enact-
ment of this Act [Dec. 18, 2015] or 2 months after the
date on which the Secretary makes available the in-
trusion detection and prevention capabilities under
section 230(b)(1) of the Homeland Security Act of 2002
[6 U.S.C. 151(b)(1)], as added by subsection (a), which-
ever is later, the head of each agency shall apply and
continue to utilize the capabilities to all information
traveling between an agency information system and
any information system other than an agency infor-
mation system; and

‘(B) not later than 6 months after the date on
which the Secretary makes available improvements
to the intrusion detection and prevention capabilities
pursuant to section 230(b)(2) of the Homeland Secu-
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rity Act of 2002 [6 U.S.C. 151(b)(2)], as added by sub-

section (a), the head of each agency shall apply and

continue to utilize the improved intrusion detection
and prevention capabilities.

‘(2) EXCEPTION.—The requirements under paragraph
(1) shall not apply to the Department of Defense, a na-
tional security system, or an element of the intel-
ligence community.

‘“(3) DEFINITION.—Notwithstanding section 222 [6
U.S.C. 15621], in this subsection, the term ‘agency infor-
mation system’ means an information system owned or
operated by an agency.

‘(4) RULE OF CONSTRUCTION.—Nothing in this sub-
section shall be construed to limit an agency from ap-
plying the intrusion detection and prevention capabili-
ties to an information system other than an agency in-
formation system under section 230(b)(1) of the Home-
land Security Act of 2002 [6 U.S.C. 1561(b)(1)], as added
by subsection (a), at the discretion of the head of the
agency or as provided in relevant policies, directives,
and guidelines.”’

PART D—OFFICE OF SCIENCE AND TECHNOLOGY

§161. Establishment of Office; Director

(a) Establishment
(1) In general

There is hereby established within the De-
partment of Justice an Office of Science and
Technology (hereinafter in this subchapter re-
ferred to as the ‘‘Office’’).

(2) Authority

The Office shall be under the general author-
ity of the Assistant Attorney General, Office
of Justice Programs, and shall be established
within the National Institute of Justice.

(b) Director

The Office shall be headed by a Director, who
shall be an individual appointed based on ap-
proval by the Office of Personnel Management of
the executive qualifications of the individual.

(Pub. L. 107-296, title II, §231, Nov. 25, 2002, 116
Stat. 2159.)

REFERENCES IN TEXT

This subchapter, referred to in subsec. (a)(1), was in
the original ‘‘this title’’, meaning title II of Pub. L.
107-296, Nov. 25, 2002, 116 Stat. 2145, which enacted this
subchapter, amended sections 1030, 2511, 2512, 2520, 2701
to 2703, and 3125 of Title 18, Crimes and Criminal Proce-
dure, sections 3712 and 3722 of Title 42, The Public
Health and Welfare, and section 40la of Title 50, War
and National Defense, and enacted provisions set out as
a note under section 101 of this title and listed in a Pro-
visions for Review, Promulgation, or Amendment of
Federal Sentencing Guidelines Relating to Specific Of-
fenses table set out under section 994 of Title 28, Judici-
ary and Judicial Procedure. For complete classification
of title II to the Code, see Tables.

§ 162. Mission of Office; duties
(a) Mission
The mission of the Office shall be—
(1) to serve as the national focal point for
work on law enforcement technology; and
(2) to carry out programs that, through the
provision of equipment, training, and tech-
nical assistance, improve the safety and effec-
tiveness of law enforcement technology and
improve access to such technology by Federal,
State, and local law enforcement agencies.
(b) Duties

In carrying out its mission, the Office shall
have the following duties:
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(1) To provide recommendations and advice
to the Attorney General.

(2) To establish and maintain advisory
groups (which shall be exempt from the provi-
sions of the Federal Advisory Committee Act
(6 U.S.C. App.)) to assess the law enforcement
technology needs of Federal, State, and local
law enforcement agencies.

(3) To establish and maintain performance
standards in accordance with the National
Technology Transfer and Advancement Act of
1995 (Public Law 104-113) for, and test and
evaluate law enforcement technologies that
may be used by, Federal, State, and local law
enforcement agencies.

(4) To establish and maintain a program to
certify, validate, and mark or otherwise recog-
nize law enforcement technology products
that conform to standards established and
maintained by the Office in accordance with
the National Technology Transfer and Ad-
vancement Act of 1995 (Public Law 104-113).
The program may, at the discretion of the Of-
fice, allow for supplier’s declaration of con-
formity with such standards.

(5) To work with other entities within the
Department of Justice, other Federal agen-
cies, and the executive office of the President
to establish a coordinated Federal approach on
issues related to law enforcement technology.

(6) To carry out research, development, test-
ing, evaluation, and cost-benefit analyses in
fields that would improve the safety, effective-
ness, and efficiency of law enforcement tech-
nologies used by Federal, State, and local law
enforcement agencies, including, but not lim-
ited to—

(A) weapons capable of preventing use by
unauthorized persons, including personalized
guns;

(B) protective apparel;

(C) bullet-resistant and explosion-resistant
glass;

(D) monitoring systems and alarm systems
capable of providing precise location infor-
mation;

(E) wire and wireless interoperable com-
munication technologies;

(F) tools and techniques that facilitate in-
vestigative and forensic work, including
computer forensics;

(G) equipment for particular use in
counterterrorism, including devices and
technologies to disable terrorist devices;

(H) guides to assist State and local law en-
forcement agencies;

(I) DNA identification technologies; and

(J) tools and techniques that facilitate in-
vestigations of computer crime.

(7) To administer a program of research, de-
velopment, testing, and demonstration to im-
prove the interoperability of voice and data
public safety communications.

(8) To serve on the Technical Support Work-
ing Group of the Department of Defense, and
on other relevant interagency panels, as re-
quested.

(9) To develop, and disseminate to State and
local law enforcement agencies, technical as-
sistance and training materials for law en-
forcement personnel, including prosecutors.
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