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(D) Any source in the private sector of the 
United States or a foreign country. 

(3) The Secretary may not accept a gift or do-
nation under this subsection if acceptance of the 
gift or donation would compromise or appear to 
compromise— 

(A) the ability of the Department of Defense, 
any employee of the Department, or any mem-
ber of the armed forces to carry out the re-
sponsibility or duty of the Department in a 
fair and objective manner; or 

(B) the integrity of any program of the De-
partment or of any person involved in such a 
program. 

(4) The Secretary shall provide written guid-
ance setting forth the criteria to be used in de-
termining the applicability of paragraph (3) to 
any proposed gift or donation under this sub-
section. 

(f) CREDITING OF FUNDS TRANSFERRED OR AC-
CEPTED.—Funds transferred to or accepted by 
the Secretary of Defense under this section shall 
be credited to appropriations available to the 
Department of Defense for the Center, and shall 
be available for the same purposes, and subject 
to the same conditions and limitations, as the 
appropriations with which merged. Any funds so 
transferred or accepted shall remain available 
until expended. 

(g) DEFINITIONS.—In this section: 
(1) The term ‘‘complex operation’’ means an 

operation as follows: 
(A) A stability operation. 
(B) A security operation. 
(C) A transition and reconstruction oper-

ation. 
(D) A counterinsurgency operation. 
(E) An operation consisting of irregular 

warfare. 

(2) The term ‘‘gift or donation’’ means any 
gift or donation of funds, materials (including 
research materials), real or personal property, 
or services (including lecture services and fac-
ulty services). 

(Added Pub. L. 110–417, [div. A], title X, § 1031(a), 
Oct. 14, 2008, 122 Stat. 4589.) 

[§ 410. Repealed. Pub. L. 104–106, div. A, title V, 
§ 571(a)(1), Feb. 10, 1996, 110 Stat. 353] 

Section, added Pub. L. 102–484, div. A, title X, 
§ 1081(b)(1), Oct. 23, 1992, 106 Stat. 2515, related to Civil- 
Military Cooperative Action Program. 

PILOT OUTREACH PROGRAM TO REDUCE DEMAND FOR 
ILLEGAL DRUGS 

Pub. L. 102–484, div. A, title X, § 1045, Oct. 23, 1992, 106 
Stat. 2494, required Secretary of Defense to conduct 
pilot outreach program to reduce demand for illegal 
drugs, required program to include outreach activities 
by active and reserve components of Armed Forces and 
focus primarily on youths in general and inner-city 
youths in particular, and related to payment of travel 
and living expenses, funding, duration of program, and 
reporting requirements, prior to repeal by Pub. L. 
104–106, div. A, title V, § 571(b), Feb. 10, 1996, 110 Stat. 
353. 

CONGRESSIONAL FINDINGS 

Pub. L. 102–484, div. A, title X, § 1081(a), Oct. 23, 1992, 
106 Stat. 2514, related to findings of Congress as to use 
of military resources to assist in addressing domestic 

needs, prior to repeal by Pub. L. 104–106, div. A, title V, 
§ 571(a)(2), Feb. 10, 1996, 110 Stat. 353. 

CHAPTER 21—DEPARTMENT OF DEFENSE 
INTELLIGENCE MATTERS 

Subchapter Sec. 

I. General Matters .................................... 421 
II. Intelligence Commercial Activities ...... 431 

AMENDMENTS 

1991—Pub. L. 102–88, title V, § 504(a)(1), Aug. 14, 1991, 
105 Stat. 437, added items for subchapters I and II. 

DEPARTMENT OF DEFENSE INTELLIGENCE PRIORITIES 

Pub. L. 113–66, div. A, title IX, § 922, Dec. 26, 2013, 127 
Stat. 828, provided that: ‘‘Not later than 180 days after 
the date of the enactment of this Act [Dec. 26, 2013], the 
Secretary of Defense shall— 

‘‘(1) establish a written policy governing the inter-
nal coordination and prioritization of intelligence 
priorities of the Office of the Secretary of Defense, 
the Joint Staff, the combatant commands, and the 
military departments to improve identification of the 
intelligence needs of the Department of Defense; 

‘‘(2) identify any significant intelligence gaps of the 
Office of the Secretary of Defense, the Joint Staff, 
the combatant commands, and the military depart-
ments; and 

‘‘(3) provide to the congressional defense commit-
tees [Committees on Armed Services and Appropria-
tions of the Senate and the House of Representa-
tives], the Permanent Select Committee on Intel-
ligence of the House of Representatives, and the Se-
lect Committee on Intelligence of the Senate a brief-
ing on the policy established under paragraph (1) and 
the gaps identified under paragraph (2).’’ 

DEFENSE CLANDESTINE SERVICE 

Pub. L. 113–66, div. A, title IX, § 923, Dec. 26, 2013, 127 
Stat. 828, provided that: 

‘‘(a) CERTIFICATION REQUIRED.—Not more than 50 per-
cent of the funds authorized to be appropriated by this 
Act [see Tables for classification] or otherwise avail-
able to the Department of Defense for the Defense Clan-
destine Service for fiscal year 2014 may be obligated or 
expended for the Defense Clandestine Service until 
such time as the Secretary of Defense certifies to the 
covered congressional committees that— 

‘‘(1) the Defense Clandestine Service is designed pri-
marily to— 

‘‘(A) fulfill priorities of the Department of De-
fense that are unique to the Department of Defense 
or otherwise unmet; and 

‘‘(B) provide unique capabilities to the intel-
ligence community (as defined in section 3(4) of the 
National Security Act of 1947 (50 U.S.C. 3003(4))); 
and 
‘‘(2) the Secretary of Defense has designed metrics 

that will be used to ensure that the Defense Clandes-
tine Service is employed as described in paragraph 
(1). 
‘‘(b) ANNUAL ASSESSMENTS.—Not later than 120 days 

after the date of the enactment of this Act [Dec. 26, 
2013], and annually thereafter for five years, the Sec-
retary of Defense shall submit to the covered congres-
sional committees a detailed assessment of Defense 
Clandestine Service employment and performance 
based on the metrics referred to in subsection (a)(2). 

‘‘(c) NOTIFICATION OF FUTURE CHANGES TO DESIGN.— 
Following the submittal of the certification referred to 
in subsection (a), in the event that any significant 
change is made to the Defense Clandestine Service, the 
Secretary shall promptly notify the covered congres-
sional committees of the nature of such change. 

‘‘(d) QUARTERLY BRIEFINGS.—The Secretary of De-
fense shall quarterly provide to the covered congres-
sional committees a briefing on the deployments and 
collection activities of personnel of the Defense Clan-
destine Service. 
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‘‘(e) COVERED CONGRESSIONAL COMMITTEES DEFINED.— 
In this section, the term ‘covered congressional com-
mittees’ means the congressional defense committees 
[Committees on Armed Services and Appropriations of 
the Senate and the House of Representatives], the Per-
manent Select Committee on Intelligence of the House 
of Representatives, and the Select Committee on Intel-
ligence of the Senate.’’ 

SUBCHAPTER I—GENERAL MATTERS 

Sec. 

421. Funds for foreign cryptologic support. 
422. Use of funds for certain incidental purposes. 
423. Authority to use proceeds from counter-

intelligence operations of the military de-
partments or the Defense Intelligence 
Agency. 

424. Disclosure of organizational and personnel in-
formation: exemption for specified intel-
ligence agencies. 

425. Prohibition of unauthorized use of name, ini-
tials, or seal: specified intelligence agen-
cies. 

426. Integration of Department of Defense intel-
ligence, surveillance, and reconnaissance 
capabilities. 

427. Conflict Records Research Center. 
428. Defense industrial security. 
429. Appropriations for Defense intelligence ele-

ments: accounts for transfers; transfer au-
thority. 

430. Tactical Exploitation of National Capabilities 
Executive Agent. 

430a. Executive agent for management and over-
sight of alternative compensatory control 
measures. 

430b. Executive agent for open-source intelligence 
tools. 

AMENDMENTS 

2015—Pub. L. 114–92, div. A, title X, §§ 1081(a)(5), 
1083(a)(2), title XVI, § 1631(b), Nov. 25, 2015, 129 Stat. 
1001, 1004, 1111, added items 430 to 430b. 

2013—Pub. L. 113–66, div. A, title X, § 1071(b), Dec. 26, 
2013, 127 Stat. 868, added item 427. 

2012—Pub. L. 112–87, title IV, § 433(b), Jan. 3, 2012, 125 
Stat. 1895, added item 429. 

2011—Pub. L. 112–81, div. A, title X, § 1061(4)(B), Dec. 
31, 2011, 125 Stat. 1583, struck out item 427 ‘‘Intelligence 
oversight activities of Department of Defense: annual 
reports’’. 

Pub. L. 111–383, div. A, title X, § 1075(d)(10), Jan. 7, 
2011, 124 Stat. 4373, made technical correction to direc-
tory language of Pub. L. 111–84, § 921(b)(2). See 2009 
Amendment note below. 

2009—Pub. L. 111–84, div. A, title X, § 1073(a)(5), Oct. 
28, 2009, 123 Stat. 2472, redesignated item 438 as 428. 

Pub. L. 111–84, div. A, title IX, § 921(b)(2), Oct. 28, 2009, 
123 Stat. 2432, as amended by Pub. L. 111–383, div. A, 
title X, § 1075(d)(10), Jan. 7, 2011, 124 Stat. 4373, added 
item 423 and struck out former item 423 ‘‘Authority to 
use proceeds from counterintelligence operations of the 
military departments’’. 

2008—Pub. L. 110–417, [div. A], title VIII, § 845(a)(2), 
Oct. 14, 2008, 122 Stat. 4542, added item 438. 

2006—Pub. L. 109–364, div. A, title IX, § 932(b), Oct. 17, 
2006, 120 Stat. 2363, added item 427. 

2003—Pub. L. 108–136, div. A, title IX, §§ 921(d)(5)(B)(ii), 
923(c)(2), Nov. 24, 2003, 117 Stat. 1569, 1576, substituted 
‘‘Disclosure of organizational and personnel informa-
tion: exemption for specified intelligence agencies’’ for 
‘‘Disclosure of organizational and personnel informa-
tion: exemption for Defense Intelligence Agency, Na-
tional Reconnaissance Office, and National Imagery 
and Mapping Agency’’ in item 424 and added item 426. 

2001—Pub. L. 107–108, title V, § 501(b)(3), Dec. 28, 2001, 
115 Stat. 1404, substituted ‘‘Use of funds for certain in-
cidental purposes’’ for ‘‘Counterintelligence official re-
ception and representation expenses’’ in item 422. 

1997—Pub. L. 105–107, title V, § 503(d)(2), Nov. 20, 1997, 
111 Stat. 2263, added items 424 and 425 and struck out 
former items 424 ‘‘Disclosure of organizational and per-
sonnel information: exemption for Defense Intelligence 
Agency’’ and 425 ‘‘Disclosure of personnel information: 
exemption for National Reconnaissance Office’’. 

1993—Pub. L. 103–178, title V, § 503(a)(2), Dec. 3, 1993, 
107 Stat. 2039, added item 425. 

1991—Pub. L. 102–88, title V, § 504(a)(1), Aug. 14, 1991, 
105 Stat. 437, added subchapter heading. 

1989—Pub. L. 101–189, div. A, title XVI, § 1622(c)(2), 
Nov. 29, 1989, 103 Stat. 1604, substituted ‘‘Funds for for-
eign cryptologic support’’ for ‘‘Funds for Foreign 
Cryptologic Support’’ in item 421. 

1988—Pub. L. 100–453, title VII, §§ 701(b), 703(b), Sept. 
29, 1988, 102 Stat. 1912, 1913, in item 421 substituted 
‘‘Funds for Foreign Cryptologic Support’’ for ‘‘Funds 
transfers for foreign cryptologic support’’ and added 
item 424. 

1987—Pub. L. 100–180, div. A, title XII, § 1231(3), Dec. 4, 
1987, 101 Stat. 1160, substituted ‘‘departments’’ for ‘‘de-
partment’’ in item 423. 

§ 421. Funds for foreign cryptologic support 

(a) The Secretary of Defense may use appro-
priated funds available to the Department of De-
fense for intelligence and communications pur-
poses to pay for the expenses of arrangements 
with foreign countries for cryptologic support. 

(b) The Secretary of Defense may use funds 
other than appropriated funds to pay for the ex-
penses of arrangements with foreign countries 
for cryptologic support without regard for the 
provisions of law relating to the expenditure of 
United States Government funds, except that— 

(1) no such funds may be expended, in whole 
or in part, by or for the benefit of the Depart-
ment of Defense for a purpose for which Con-
gress had previously denied funds; and 

(2) proceeds from the sale of cryptologic 
items may be used only to purchase replace-
ment items similar to the items that are sold; 
and 

(3) the authority provided by this subsection 
may not be used to acquire items or services 
for the principal benefit of the United States. 

(c) Any funds expended under the authority of 
subsection (a) shall be reported to the Select 
Committee on Intelligence of the Senate and the 
Permanent Select Committee on Intelligence of 
the House of Representatives pursuant to the 
provisions of title V of the National Security 
Act of 1947 (50 U.S.C. 3091 et seq.). Funds ex-
pended under the authority of subsection (b) 
shall be reported pursuant to procedures jointly 
agreed upon by such committees and the Sec-
retary of Defense. 

(Added Pub. L. 96–450, title IV, § 401(a), Oct. 14, 
1980, 94 Stat. 1977, § 140a; amended Pub. L. 97–258, 
§ 3(b)(2), Sept. 13, 1982, 96 Stat. 1063; renumbered 
§ 128 and amended Pub. L. 99–433, title I, 
§§ 101(a)(3), 110(d)(5), Oct. 1, 1986, 100 Stat. 994, 
1002; renumbered § 421, Pub. L. 100–26, § 9(a)(2), 
Apr. 21, 1987, 101 Stat. 287; Pub. L. 100–453, title 
VII, § 701(a), Sept. 29, 1988, 102 Stat. 1911; Pub. L. 
101–189, div. A, title XVI, § 1622(c)(3), Nov. 29, 
1989, 103 Stat. 1604; Pub. L. 113–291, div. A, title 
X, § 1071(c)(3), Dec. 19, 2014, 128 Stat. 3508.) 

REFERENCES IN TEXT 

The National Security Act of 1947, referred to in sub-
sec. (c), is act July 26, 1947, ch. 343, 61 Stat. 495. Title 
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V of the Act is classified generally to subchapter III 
(§ 3091 et seq.) of chapter 44 of Title 50, War and Na-
tional Defense. For complete classification of this Act 
to the Code, see Tables. 

AMENDMENTS 

2014—Subsec. (c). Pub. L. 113–291 substituted ‘‘(50 
U.S.C. 3091 et seq.)’’ for ‘‘(50 U.S.C. 413 et seq.)’’. 

1989—Subsec. (c). Pub. L. 101–189 substituted ‘‘House 
of Representatives pursuant to the provisions of title V 
of the National Security Act of 1947 (50 U.S.C. 413 et 
seq.). Funds’’ for ‘‘House pursuant to the provisions of 
title V of the National Security Act of 1947, as amend-
ed, and funds’’. 

1988—Pub. L. 100–453 struck out ‘‘transfers’’ after 
‘‘Funds’’ in section catchline and amended text gener-
ally. Prior to amendment, text read as follows: ‘‘The 
Secretary of Defense may use funds available to the De-
partment of Defense for intelligence and communica-
tions purposes to pay for the expenses of arrangements 
with foreign countries for cryptologic support.’’ 

1987—Pub. L. 100–26 renumbered section 128 of this 
title as this section. 

1986—Pub. L. 99–433 renumbered section 140a of this 
title as section 128 of this title and substituted 
‘‘Funds’’ for ‘‘Secretary of Defense: funds’’ in section 
catchline. 

1982—Pub. L. 97–258 struck out provision that pay-
ments under this section could be made without regard 
to section 3651 of the Revised Statutes of the United 
States (31 U.S.C. 543). 

COMPREHENSIVE INDEPENDENT STUDY OF NATIONAL 
CRYPTOGRAPHY POLICY 

Pub. L. 103–160, div. A, title II, § 267, Nov. 30, 1993, 107 
Stat. 1611, directed Secretary of Defense, not later than 
90 days after Nov. 30, 1993, to request National Research 
Council of National Academy of Sciences to conduct a 
comprehensive study to assess effect of cryptographic 
technologies on national security, law enforcement, 
commercial, and privacy interests, and effect of export 
controls on commercial interests, with cooperation of 
other agencies, and report findings and conclusions 
within 2 years after processing of security clearances to 
Secretary of Defense, and directed Secretary to submit 
a report in unclassified form to Committee on Armed 
Services, Committee on the Judiciary, and Select Com-
mittee on Intelligence of Senate and to Committee on 
Armed Services, Committee on the Judiciary, and Per-
manent Select Committee on Intelligence of House of 
Representatives, not later than 120 days after the re-
port is submitted to the Secretary. 

§ 422. Use of funds for certain incidental pur-
poses 

(a) COUNTERINTELLIGENCE OFFICIAL RECEPTION 
AND REPRESENTATION EXPENSES.—The Secretary 
of Defense may use funds available to the De-
partment of Defense for counterintelligence pro-
grams to pay the expenses of hosting foreign of-
ficials in the United States under the auspices of 
the Department of Defense for consultation on 
counterintelligence matters. 

(b) PROMOTIONAL ITEMS FOR RECRUITMENT PUR-
POSES.—The Secretary of Defense may use funds 
available for an intelligence element of the De-
partment of Defense to purchase promotional 
items of nominal value for use in the recruit-
ment of individuals for employment by that ele-
ment. 

(Added Pub. L. 99–569, title IV, § 401(c), Oct. 27, 
1986, 100 Stat. 3195, § 140a; renumbered § 422, Pub. 
L. 100–26, § 9(a)(3), Apr. 21, 1987, 101 Stat. 287; 
amended Pub. L. 107–108, title V, § 501(a)–(b)(2), 
Dec. 28, 2001, 115 Stat. 1404.) 

AMENDMENTS 

2001—Pub. L. 107–108 substituted ‘‘Use of funds for 
certain incidental purposes’’ for ‘‘Counterintelligence 
official reception and representation expenses’’ in sec-
tion catchline, designated existing provisions as sub-
sec. (a), inserted heading, and added subsec. (b). 

1987—Pub. L. 100–26 renumbered section 140a of this 
title as this section. 

§ 423. Authority to use proceeds from counter-
intelligence operations of the military de-
partments or the Defense Intelligence Agen-
cy 

(a) The Secretary of Defense may authorize, 
without regard to the provisions of section 3302 
of title 31, use of proceeds from counter-
intelligence operations conducted by compo-
nents of the military departments or the De-
fense Intelligence Agency to offset necessary 
and reasonable expenses, not otherwise prohib-
ited by law, incurred in such operations, and to 
make exceptional performance awards to per-
sonnel involved in such operations, if use of ap-
propriated funds to meet such expenses or to 
make such awards would not be practicable. 

(b) As soon as the net proceeds from such 
counterintelligence operations are no longer 
necessary for the conduct of those operations, 
such proceeds shall be deposited into the Treas-
ury as miscellaneous receipts. 

(c) The Secretary of Defense shall establish 
policies and procedures to govern acquisition, 
use, management, and disposition of proceeds 
from counterintelligence operations conducted 
by components of the military departments or 
the Defense Intelligence Agency, including ef-
fective internal systems of accounting and ad-
ministrative controls. 

(Added Pub. L. 99–569, title IV, § 403(a), Oct. 27, 
1986, 100 Stat. 3196, § 140b; renumbered § 423 and 
amended Pub. L. 100–26, § 9(a)(3), (b)(3), Apr. 21, 
1987, 101 Stat. 287; Pub. L. 111–84, div. A, title IX, 
§ 921(a), (b)(1), Oct. 28, 2009, 123 Stat. 2432.) 

AMENDMENTS 

2009—Pub. L. 111–84 inserted ‘‘or the Defense Intel-
ligence Agency’’ after ‘‘military departments’’ wher-
ever appearing. 

1987—Pub. L. 100–26 renumbered section 140b of this 
title as this section and struck out ‘‘United States 
Code,’’ after ‘‘section 3302 of title 31,’’ in subsec. (a). 

§ 424. Disclosure of organizational and personnel 
information: exemption for specified intel-
ligence agencies 

(a) EXEMPTION FROM DISCLOSURE.—Except as 
required by the President or as provided in sub-
section (c), no provision of law shall be con-
strued to require the disclosure of— 

(1) the organization or any function of an or-
ganization of the Department of Defense 
named in subsection (b); or 

(2) the number of persons employed by or as-
signed or detailed to any such organization or 
the name, official title, occupational series, 
grade, or salary of any such person. 

(b) COVERED ORGANIZATIONS.—This section ap-
plies to the following organizations of the De-
partment of Defense: 

(1) The Defense Intelligence Agency. 
(2) The National Reconnaissance Office. 
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(3) The National Geospatial-Intelligence 
Agency. 

(c) PROVISION OF INFORMATION TO CONGRESS.— 
Subsection (a) does not apply with respect to 
the provision of information to Congress. 

(Added Pub. L. 104–201, div. A, title XI, § 1112(d), 
Sept. 23, 1996, 110 Stat. 2683; amended Pub. L. 
108–136, div. A, title IX, § 921(d)(5)(A), (B)(i), Nov. 
24, 2003, 117 Stat. 1569.) 

PRIOR PROVISIONS 

A prior section 424, added Pub. L. 100–178, title VI, 
§ 603(a), Dec. 2, 1987, 101 Stat. 1016, § 1607; renumbered 
§ 424 and amended Pub. L. 100–453, title VII, § 703(a), 
Sept. 29, 1988, 102 Stat. 1912, related to disclosure of or-
ganizational and personnel information with respect to 
the Defense Intelligence Agency prior to repeal by Pub. 
L. 104–201, div. A, title XI, §§ 1112(d), 1124, Sept. 23, 1996, 
110 Stat. 2683, 2688, effective Oct. 1, 1996. 

AMENDMENTS 

2003—Pub. L. 108–136, § 921(d)(5)(B)(i), substituted 
‘‘Disclosure of organizational and personnel informa-
tion: exemption for specified intelligence agencies’’ for 
‘‘Disclosure of organizational and personnel informa-
tion: exemption for Defense Intelligence Agency, Na-
tional Reconnaissance Office, and National Imagery 
and Mapping Agency’’ in section catchline. 

Subsec. (b)(3). Pub. L. 108–136, § 921(d)(5)(A), sub-
stituted ‘‘National Geospatial-Intelligence Agency’’ for 
‘‘National Imagery and Mapping Agency’’. 

EFFECTIVE DATE 

Section effective Oct. 1, 1996, see section 1124 of Pub. 
L. 104–201, set out as an Effective Date of 1996 Amend-
ment note under section 193 of this title. 

DISCLOSURE OF GOVERNMENTAL AFFILIATION BY DE-
PARTMENT OF DEFENSE INTELLIGENCE PERSONNEL 
OUTSIDE OF UNITED STATES 

Pub. L. 103–359, title V, § 503, Oct. 14, 1994, 108 Stat. 
3430, provided that: 

‘‘(a) IN GENERAL.—Notwithstanding section 552a(e)(3) 
of title 5, United States Code, intelligence personnel of 
the Department of Defense who are authorized by the 
Secretary of Defense to collect intelligence from 
human sources shall not be required, when making an 
initial assessment contact outside the United States, 
to give notice of governmental affiliation to potential 
sources who are United States persons. 

‘‘(b) RECORDS.—Records concerning such contacts 
shall be maintained by the Department of Defense and 
made available upon request to the appropriate com-
mittees of the Congress in accordance with applicable 
security procedures. Such records shall include for each 
such contact an explanation of why notice of govern-
ment affiliation could not reasonably be provided, the 
nature of the information obtained from the United 
States person as a result of the contact, and whether 
additional contacts resulted with the person concerned. 

‘‘(c) DEFINITIONS.—For the purposes of this section— 
‘‘(1) the term ‘United States’ includes the Common-

wealth of Puerto Rico, the Commonwealth of the 
Northern Mariana Islands, and any territory or pos-
session of the United States; and 

‘‘(2) the term ‘United States person’ means any citi-
zen, national, or permanent resident alien of the 
United States.’’ 

EXEMPTION FOR NATIONAL RECONNAISSANCE OFFICE 
FROM ANY REQUIREMENT FOR DISCLOSURE OF PER-
SONNEL INFORMATION 

Pub. L. 102–496, title IV, § 406, Oct. 24, 1992, 106 Stat. 
3186, which provided that, except as required by Presi-
dent and except with respect to provision of informa-
tion to Congress, nothing in Pub. L. 102–496 or any 

other provision of law was to be construed to require 
disclosure of name, title, or salary of any person em-
ployed by, or assigned or detailed to, National Recon-
naissance Office or disclosure of number of such per-
sons, was repealed and restated in former section 425 of 
this title by Pub. L. 103–178, title V, § 503(a)(1), (b), Dec. 
3, 1993, 107 Stat. 2038, 2039. 

§ 425. Prohibition of unauthorized use of name, 
initials, or seal: specified intelligence agen-
cies 

(a) PROHIBITION.—Except with the written per-
mission of both the Secretary of Defense and the 
Director of National Intelligence, no person may 
knowingly use, in connection with any merchan-
dise, retail product, impersonation, solicitation, 
or commercial activity in a manner reasonably 
calculated to convey the impression that such 
use is approved, endorsed, or authorized by the 
Secretary and the Director, any of the following 
(or any colorable imitation thereof): 

(1) The words ‘‘Defense Intelligence Agen-
cy’’, the initials ‘‘DIA’’, or the seal of the De-
fense Intelligence Agency. 

(2) The words ‘‘National Reconnaissance Of-
fice’’, the initials ‘‘NRO’’, or the seal of the 
National Reconnaissance Office. 

(3) The words ‘‘National Imagery and Map-
ping Agency’’, the initials ‘‘NIMA’’, or the seal 
of the National Imagery and Mapping Agency. 

(4) The words ‘‘Defense Mapping Agency’’, 
the initials ‘‘DMA’’, or the seal of the Defense 
Mapping Agency. 

(5) The words ‘‘National Geospatial-Intel-
ligence Agency’’, the initials ‘‘NGA,’’ or the 
seal of the National Geospatial-Intelligence 
Agency. 

(b) AUTHORITY TO ENJOIN VIOLATIONS.—When-
ever it appears to the Attorney General that any 
person is engaged or is about to engage in an act 
or practice which constitutes or will constitute 
conduct prohibited by subsection (a), the Attor-
ney General may initiate a civil proceeding in a 
district court of the United States to enjoin 
such act or practice. Such court shall proceed as 
soon as practicable to the hearing and deter-
mination of such action and may, at any time 
before final determination, enter such restrain-
ing orders or prohibitions, or take such other ac-
tions as is warranted, to prevent injury to the 
United States or to any person or class of per-
sons for whose protection the action is brought. 

(Added and amended Pub. L. 105–107, title V, 
§ 503(a), (b), Nov. 20, 1997, 111 Stat. 2262; Pub. L. 
108–136, div. A, title IX, § 921(d)(6), Nov. 24, 2003, 
117 Stat. 1569; Pub. L. 110–181, div. A, title IX, 
§ 931(a)(6), Jan. 28, 2008, 122 Stat. 285; Pub. L. 
110–417, [div. A], title IX, § 932(a)(6), Oct. 14, 2008, 
122 Stat. 4576; Pub. L. 111–84, div. A, title X, 
§ 1073(c)(10), Oct. 28, 2009, 123 Stat. 2475.) 

CODIFICATION 

The text of section 202(b) of this title, which was 
transferred to this section by Pub. L. 105–107, § 503(b), 
was based on Pub. L. 97–269, title V, § 501(a), Sept. 27, 
1982, 96 Stat. 1145, § 191; renumbered § 201, Pub. L. 99–433, 
title III, § 301(a)(1), Oct. 1, 1986, 100 Stat. 1019; renum-
bered § 202, Pub. L. 102–190, div. A, title IX, § 922(a)(1), 
Dec. 5, 1991, 105 Stat. 1453. 

PRIOR PROVISIONS 

A prior section 425, added Pub. L. 103–178, title V, 
§ 503(a)(1), Dec. 3, 1993, 107 Stat. 2038, related to disclo-
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sure of information about personnel at National Recon-
naissance Office prior to repeal by Pub. L. 104–201, div. 
A, title XI, §§ 1112(d), 1124, Sept. 23, 1996, 110 Stat. 2683, 
2688, effective Oct. 1, 1996. See section 424 of this title. 

AMENDMENTS 

2009—Subsec. (a). Pub. L. 111–84 repealed Pub. L. 
110–417, § 932(a)(6). See 2008 Amendment note below. 

2008—Subsec. (a). Pub. L. 110–181 and Pub. L. 110–417, 
§ 932(a)(6), amended subsec. (a) identically, substituting 
‘‘Director of National Intelligence’’ for ‘‘Director of 
Central Intelligence’’ in introductory provisions. Pub. 
L. 110–417, § 932(a)(6), was repealed by Pub. L. 111–84. 

2003—Subsec. (a)(5). Pub. L. 108–136 added par. (5). 
1997—Subsec. (b). Pub. L. 105–107, § 503(b), renumbered 

section 202(b) of this title as subsec. (b) of this section 
and inserted heading. 

CHANGE OF NAME 

Reference to National Imagery and Mapping Agency 
considered to be reference to National Geospatial-Intel-
ligence Agency, see section 921(a) of Pub. L. 108–136, set 
out as a note under section 441 of this title. 

EFFECTIVE DATE OF 2009 AMENDMENT 

Pub. L. 111–84, div. A, title X, § 1073(c), Oct. 28, 2009, 
123 Stat. 2474, provided that the amendment made by 
section 1073(c)(10) is effective as of Oct. 14, 2008, and as 
if included in Pub. L. 110–417 as enacted. 

§ 426. Integration of Department of Defense intel-
ligence, surveillance, and reconnaissance ca-
pabilities 

(a) ISR INTEGRATION COUNCIL.—(1) The Under 
Secretary of Defense for Intelligence shall es-
tablish an Intelligence, Surveillance, and Recon-
naissance Integration Council— 

(A) to assist the Under Secretary with re-
spect to matters relating to the integration of 
intelligence, surveillance, and reconnaissance 
capabilities, and coordination of related devel-
opmental activities, of the military depart-
ments, intelligence agencies of the Depart-
ment of Defense, and relevant combatant com-
mands; and 

(B) otherwise to provide a means to facili-
tate the integration of such capabilities and 
the coordination of such developmental activi-
ties. 

(2) The Council shall be composed of— 
(A) the senior intelligence officers of the 

armed forces and the United States Special 
Operations Command; 

(B) the Director of Operations of the Joint 
Staff; and 

(C) the directors of the intelligence agencies 
of the Department of Defense. 

(3) The Under Secretary of Defense for Intel-
ligence shall invite the participation of the Di-
rector of National Intelligence (or that Direc-
tor’s representative) in the proceedings of the 
Council. 

(4) Each Secretary of a military department 
may designate an officer or employee of such 
military department to attend the proceedings 
of the Council as a representative of such mili-
tary department. 

(b) ISR INTEGRATION ROADMAP.—(1) The Under 
Secretary of Defense for Intelligence shall de-
velop a comprehensive plan, to be known as the 
‘‘Defense Intelligence, Surveillance, and Recon-
naissance Integration Roadmap’’, to guide the 

development and integration of the Department 
of Defense intelligence, surveillance, and recon-
naissance capabilities for the 15-year period of 
fiscal years 2004 through 2018. 

(2) The Under Secretary shall develop the De-
fense Intelligence, Surveillance, and Reconnais-
sance Integration Roadmap in consultation with 
the Intelligence, Surveillance, and Reconnais-
sance Integration Council and the Director of 
National Intelligence. 

(Added Pub. L. 108–136, div. A, title IX, § 923(c)(1), 
Nov. 24, 2003, 117 Stat. 1575; amended Pub. L. 
109–364, div. A, title X, § 1071(a)(3), Oct. 17, 2006, 
120 Stat. 2398; Pub. L. 110–181, div. A, title IX, 
§ 931(a)(7), (8), Jan. 28, 2008, 122 Stat. 285; Pub. L. 
111–383, div. A, title IX, § 922(b), Jan. 7, 2011, 124 
Stat. 4331.) 

AMENDMENTS 

2011—Subsec. (a)(4). Pub. L. 111–383 added par. (4). 
2008—Subsecs. (a)(3), (b)(2). Pub. L. 110–181 substituted 

‘‘Director of National Intelligence’’ for ‘‘Director of 
Central Intelligence’’. 

2006—Subsec. (a)(1)(B). Pub. L. 109–364 substituted 
‘‘coordination’’ for ‘‘coordiation’’. 

INTEGRATION OF DEFENSE INTELLIGENCE, 
SURVEILLANCE, AND RECONNAISSANCE CAPABILITIES 

Pub. L. 108–136, div. A, title IX, § 923(a), (b), Nov. 24, 
2003, 117 Stat. 1574, 1575, as amended by Pub. L. 111–383, 
div. A, title IX, § 922(a), Jan. 7, 2011, 124 Stat. 4330, pro-
vided that: 

‘‘(a) FINDINGS.—Congress makes the following find-
ings: 

‘‘(1) As part of transformation efforts within the 
Department of Defense, each of the Armed Forces is 
developing intelligence, surveillance, and reconnais-
sance capabilities that best support future war fight-
ing as envisioned by the leadership of the military de-
partment concerned. 

‘‘(2) Concurrently, intelligence agencies of the De-
partment of Defense outside the military depart-
ments are developing transformation roadmaps to 
best support the future decisionmaking and war 
fighting needs of their principal customers, but are 
not always closely coordinating those efforts with 
the intelligence, surveillance, and reconnaissance de-
velopment efforts of the military departments. 

‘‘(3) A senior official of each military department 
has been designated as the integrator of intelligence, 
surveillance, and reconnaissance for each of the 
Armed Forces in such military department, but there 
is not currently a well-defined forum through which 
the integrators of intelligence, surveillance, and re-
connaissance capabilities for each of the Armed 
Forces can routinely interact with each other and 
with senior representatives of Department of Defense 
intelligence agencies, as well as with other members 
of the intelligence community, to ensure unity of ef-
fort and to preclude unnecessary duplication of ef-
fort. 

‘‘(4) The current funding structure of a National In-
telligence Program (NIP) and a Military Intelligence 
Program (MIP) may not be the best approach for sup-
porting the development of an intelligence, surveil-
lance, and reconnaissance structure that is inte-
grated to meet the national security requirements of 
the United States in the 21st century. 

‘‘(5) The position of Under Secretary of Defense for 
Intelligence was established in 2002 by Public Law 
107–314 [see 10 U.S.C. 137] in order to facilitate resolu-
tion of the challenges to achieving an integrated in-
telligence, surveillance, and reconnaissance structure 
in the Department of Defense to meet such 21st cen-
tury requirements. 
‘‘(b) GOAL.—It shall be a goal of the Department of 

Defense to fully integrate the intelligence, surveil-
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lance, and reconnaissance capabilities and coordinate 
the developmental activities of the military depart-
ments, intelligence agencies of the Department of De-
fense, and relevant combatant commands as those de-
partments, agencies, and commands transform their in-
telligence, surveillance, and reconnaissance systems to 
meet current and future needs.’’ 

§ 427. Conflict Records Research Center 

(a) CENTER AUTHORIZED.—The Secretary of De-
fense may establish a center to be known as the 
‘‘Conflict Records Research Center’’ (in this sec-
tion referred to as the ‘‘Center’’). 

(b) PURPOSES.—The purposes of the Center 
shall be the following: 

(1) To establish a digital research database, 
including translations, and to facilitate re-
search and analysis of records captured from 
countries, organizations, and individuals, now 
or once hostile to the United States, with rigid 
adherence to academic freedom and integrity. 

(2) Consistent with the protection of na-
tional security information, personally identi-
fiable information, and intelligence sources 
and methods, to make a significant portion of 
these records available to researchers as 
quickly and responsibly as possible while tak-
ing into account the integrity of the academic 
process and risks to innocents or third parties. 

(3) To conduct and disseminate research and 
analysis to increase the understanding of fac-
tors related to international relations, 
counterterrorism, and conventional and un-
conventional warfare and, ultimately, enhance 
national security. 

(4) To collaborate with members of academic 
and broad national security communities, 
both domestic and international, on research, 
conferences, seminars, and other information 
exchanges to identify topics of importance for 
the leadership of the United States Govern-
ment and the scholarly community. 

(c) CONCURRENCE OF THE DIRECTOR OF NA-
TIONAL INTELLIGENCE.—The Secretary of Defense 
shall seek the concurrence of the Director of Na-
tional Intelligence to the extent the efforts and 
activities of the Center involve the entities re-
ferred to in subsection (b)(4). 

(d) SUPPORT FROM OTHER UNITED STATES GOV-
ERNMENT DEPARTMENTS OR AGENCIES.—The head 
of any non-Department of Defense department 
or agency of the United States Government 
may— 

(1) provide to the Secretary of Defense serv-
ices, including personnel support, to support 
the operations of the Center; and 

(2) transfer funds to the Secretary of Defense 
to support the operations of the Center. 

(e) ACCEPTANCE OF GIFTS AND DONATIONS.—(1) 
Subject to paragraph (3), the Secretary of De-
fense may accept from any source specified in 
paragraph (2) any gift or donation for purposes 
of defraying the costs or enhancing the oper-
ations of the Center. 

(2) The sources specified in this paragraph are 
the following: 

(A) The government of a State or a political 
subdivision of a State. 

(B) The government of a foreign country. 
(C) A foundation or other charitable organi-

zation, including a foundation or charitable 

organization that is organized or operates 
under the laws of a foreign country. 

(D) Any source in the private sector of the 
United States or a foreign country. 

(3) The Secretary may not accept a gift or do-
nation under this subsection if acceptance of the 
gift or donation would compromise or appear to 
compromise— 

(A) the ability of the Department of Defense, 
any employee of the Department, or any mem-
ber of the armed forces to carry out the re-
sponsibility or duty of the Department in a 
fair and objective manner; or 

(B) the integrity of any program of the De-
partment or of any person involved in such a 
program. 

(4) The Secretary shall provide written guid-
ance setting forth the criteria to be used in de-
termining the applicability of paragraph (3) to 
any proposed gift or donation under this sub-
section. 

(f) CREDITING OF FUNDS TRANSFERRED OR AC-
CEPTED.—Funds transferred to or accepted by 
the Secretary of Defense under this section shall 
be credited to appropriations available to the 
Department of Defense for the Center, and shall 
be available for the same purposes, and subject 
to the same conditions and limitations, as the 
appropriations with which merged. Any funds so 
transferred or accepted shall remain available 
until expended. 

(g) DEFINITIONS.—In this section: 
(1) The term ‘‘captured record’’ means a doc-

ument, audio file, video file, or other material 
captured during combat operations from coun-
tries, organizations, or individuals, now or 
once hostile to the United States. 

(2) The term ‘‘gift or donation’’ means any 
gift or donation of funds, materials (including 
research materials), real or personal property, 
or services (including lecture services and fac-
ulty services). 

(Added Pub. L. 113–66, div. A, title X, § 1071(a), 
Dec. 26, 2013, 127 Stat. 867.) 

PRIOR PROVISIONS 

A prior section 427, added Pub. L. 109–364, div. A, title 
IX, § 932(a), Oct. 17, 2006, 120 Stat. 2362, related to sub-
mission of an annual report on intelligence oversight 
activities of the Department of Defense, prior to repeal 
by Pub. L. 112–81, div. A, title X, § 1061(4)(A), Dec. 31, 
2011, 125 Stat. 1583. 

§ 428. Defense industrial security 

(a) RESPONSIBILITY FOR DEFENSE INDUSTRIAL 
SECURITY.—The Secretary of Defense shall be re-
sponsible for the protection of classified infor-
mation disclosed to contractors of the Depart-
ment of Defense. 

(b) CONSISTENCY WITH EXECUTIVE ORDERS AND 
DIRECTIVES.—The Secretary shall carry out the 
responsibility assigned under subsection (a) in a 
manner consistent with Executive Order 12829 
(or any successor order to such executive order) 
and consistent with policies relating to the Na-
tional Industrial Security Program (or any suc-
cessor to such program). 

(c) PERFORMANCE OF INDUSTRIAL SECURITY 
FUNCTIONS FOR OTHER AGENCIES.—The Secretary 
may perform industrial security functions for 



Page 296 TITLE 10—ARMED FORCES § 429 

other agencies of the Federal government upon 
request or upon designation of the Department 
of Defense as executive agent for the National 
Industrial Security Program (or any successor 
to such program). 

(d) REGULATIONS AND POLICY GUIDANCE.—The 
Secretary shall prescribe, and from time to time 
revise, such regulations and policy guidance as 
are necessary to ensure the protection of classi-
fied information disclosed to contractors of the 
Department of Defense. 

(e) DEDICATION OF RESOURCES.—The Secretary 
shall ensure that sufficient resources are pro-
vided to staff, train, and support such personnel 
as are necessary to fully protect classified infor-
mation disclosed to contractors of the Depart-
ment of Defense. 

(f) BIENNIAL REPORT.—The Secretary shall re-
port biennially to the congressional defense 
committees on expenditures and activities of 
the Department of Defense in carrying out the 
requirements of this section. The Secretary 
shall submit the report at or about the same 
time that the President’s budget is submitted 
pursuant to section 1105(a) of title 31 in odd 
numbered years. The report shall be in an un-
classified form (with a classified annex if nec-
essary) and shall cover the activities of the De-
partment of Defense in the preceding two fiscal 
years, including the following: 

(1) The workforce responsible for carrying 
out the requirements of this section, including 
the number and experience of such workforce; 
training in the performance of industrial secu-
rity functions; performance metrics; and re-
sulting assessment of overall quality. 

(2) A description of funds authorized, appro-
priated, or reprogrammed to carry out the re-
quirements of this section, the budget execu-
tion of such funds, and the adequacy of budg-
ets provided for performing such purpose. 

(3) Statistics on the number of contractors 
handling classified information of the Depart-
ment of Defense, and the percentage of such 
contractors who are subject to foreign owner-
ship, control, or influence. 

(4) Statistics on the number of violations 
identified, enforcement actions taken, and the 
percentage of such violations occurring at fa-
cilities of contractors subject to foreign own-
ership, control, or influence. 

(5) An assessment of whether major contrac-
tors implementing the program have adequate 
enforcement programs and have trained their 
employees adequately in the requirements of 
the program. 

(6) Trend data on attempts to compromise 
classified information disclosed to contractors 
of the Department of Defense to the extent 
that such data are available. 

(Added Pub. L. 110–417, [div. A], title VIII, 
§ 845(a)(1), Oct. 14, 2008, 122 Stat. 4541, § 438; re-
numbered § 428, Pub. L. 111–84, div. A, title X, 
§ 1073(a)(4), Oct. 28, 2009, 123 Stat. 2472; Pub. L. 
111–383, div. A, title X, § 1075(b)(11), Jan. 7, 2011, 
124 Stat. 4369.) 

REFERENCES IN TEXT 

Executive Order 12829, referred to in subsec. (b), is set 
out as a note under section 3161 of Title 50, War and Na-
tional Defense. 

AMENDMENTS 

2011—Subsec. (f). Pub. L. 111–383 struck out ‘‘, United 
States Code,’’ after ‘‘title 31’’. 

2009—Pub. L. 111–84 renumbered section 438 of this 
title as this section. 

REQUIREMENT FOR ENTITIES WITH FACILITY CLEAR-
ANCES THAT ARE NOT UNDER FOREIGN OWNERSHIP 
CONTROL OR INFLUENCE MITIGATION 

Pub. L. 111–383, div. A, title VIII, § 845, Jan. 7, 2011, 124 
Stat. 4285, provided that: 

‘‘(a) REQUIREMENT.—The Secretary of Defense shall 
develop a plan to ensure that covered entities employ 
and maintain policies and procedures that meet re-
quirements under the national industrial security pro-
gram. In developing the plan, the Secretary shall con-
sider whether or not covered entities, or any category 
of covered entities, should be required to establish gov-
ernment security committees similar to those required 
for companies that are subject to foreign ownership 
control or influence mitigation measures. 

‘‘(b) COVERED ENTITY.—A covered entity under this 
section is an entity— 

‘‘(1) to which the Department of Defense has grant-
ed a facility clearance; and 

‘‘(2) that is not subject to foreign ownership control 
or influence mitigation measures. 
‘‘(c) GUIDANCE.—The Secretary of Defense shall issue 

guidance, including appropriate compliance mecha-
nisms, to implement the requirement in subsection (a). 
To the extent determined appropriate by the Secretary, 
the guidance shall require covered entities, or any cat-
egory of covered entities, to establish government se-
curity committees similar to those required for compa-
nies that are subject to foreign ownership control or in-
fluence mitigation measures. 

‘‘(d) REPORT.—Not later than 270 days after the date 
of the enactment of this Act [Jan. 7, 2011], the Sec-
retary shall submit to the Committees on Armed Serv-
ices of the Senate and the House of Representatives a 
report on the plan developed pursuant to subsection (a) 
and the guidance issued pursuant to subsection (c). The 
report shall specifically address the rationale for the 
Secretary’s decision on whether or not to require cov-
ered entities, or any category of covered entities, to es-
tablish government security committees similar to 
those required for companies that are subject to foreign 
ownership control or influence mitigation measures.’’ 

SUBMISSION OF FIRST BIENNIAL REPORT 

Pub. L. 110–417, [div. A], title VIII, § 845(b), Oct. 14, 
2008, 122 Stat. 4542, provided that: ‘‘Notwithstanding 
the deadline in subsection (f) of section 438 [now 428] of 
title 10, United States Code, as added by this section, 
the first biennial report submitted after the date of the 
enactment of this Act [Oct. 14, 2008] pursuant to such 
subsection shall be submitted not later than September 
1, 2009, and shall address the period from the date of the 
enactment of this Act to the issuance of such report.’’ 

§ 429. Appropriations for Defense intelligence 
elements: accounts for transfers; transfer au-
thority 

(a) ACCOUNTS FOR APPROPRIATIONS FOR DE-
FENSE INTELLIGENCE ELEMENTS.—The Secretary 
of Defense may transfer appropriations of the 
Department of Defense which are available for 
the activities of Defense intelligence elements 
to an account or accounts established for receipt 
of such transfers. Each such account may also 
receive transfers from the Director of National 
Intelligence if made pursuant to section 102A of 
the National Security Act of 1947 (50 U.S.C. 3024) 
and transfers and reimbursements arising from 
transactions, as authorized by law, between a 
Defense intelligence element and another en-
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tity. Appropriation balances in each such ac-
count may be transferred back to the account or 
accounts from which such appropriations origi-
nated as appropriation refunds. 

(b) RECORDATION OF TRANSFERS.—Transfers 
made pursuant to subsection (a) shall be re-
corded as expenditure transfers. 

(c) AVAILABILITY OF FUNDS.—Funds transferred 
pursuant to subsection (a) shall remain avail-
able for the same time period and for the same 
purpose as the appropriation from which trans-
ferred, and shall remain subject to the same lim-
itations provided in the law making the appro-
priation. 

(d) OBLIGATION AND EXPENDITURE OF FUNDS.— 
Unless otherwise specifically authorized by law, 
funds transferred pursuant to subsection (a) 
shall only be obligated and expended in accord-
ance with chapter 15 of title 31 and all other ap-
plicable provisions of law. 

(e) DEFENSE INTELLIGENCE ELEMENT DEFINED.— 
In this section, the term ‘‘Defense intelligence 
element’’ means any of the Department of De-
fense agencies, offices, and elements included 
within the definition of ‘‘intelligence commu-
nity’’ under section 3(4) of the National Security 
Act of 1947 (50 U.S.C. 3003(4)). 

(Added Pub. L. 112–87, title IV, § 433(a), Jan. 3, 
2012, 125 Stat. 1894; amended Pub. L. 113–291, div. 
A, title X, § 1071(c)(5), (f)(6), Dec. 19, 2014, 128 
Stat. 3508, 3510.) 

AMENDMENTS 

2014—Subsec. (a). Pub. L. 113–291, § 1071(c)(5)(A), sub-
stituted ‘‘section 102A of the National Security Act of 
1947 (50 U.S.C. 3024)’’ for ‘‘Section 102A of the National 
Security Act of 1947 (50 U.S.C. 403–1)’’. 

Subsec. (c). Pub. L. 113–291, § 1071(f)(6), substituted 
‘‘law’’ for ‘‘act’’. 

Subsec. (e). Pub. L. 113–291, § 1071(c)(5)(B), substituted 
‘‘(50 U.S.C. 3003(4))’’ for ‘‘(50 U.S.C. 401a(4))’’. 

§ 430. Tactical Exploitation of National Capabili-
ties Executive Agent 

(a) DESIGNATION.—The Under Secretary of De-
fense for Intelligence shall designate a civilian 
employee of the Department or a member of the 
armed forces to serve as the Tactical Exploi-
tation of National Capabilities Executive Agent. 

(b) DUTIES.—The Executive Agent designated 
under subsection (a) shall— 

(1) report directly to the Under Secretary of 
Defense for Intelligence; 

(2) work with the combatant commands, 
military departments, and the intelligence 
community (as defined in section 3(4) of the 
National Security Act of 1947 (50 U.S.C. 3003(4)) 
to— 

(A) develop methods to increase warfighter 
effectiveness through the exploitation of na-
tional capabilities; and 

(B) promote cross-domain integration of 
such capabilities into military operations, 
training, intelligence, surveillance, and re-
connaissance activities. 

(Added Pub. L. 113–291, div. A, title XVI, 
§ 1621(a), Dec. 19, 2014, 128 Stat. 3631.) 

§ 430a. Executive agent for management and 
oversight of alternative compensatory con-
trol measures 

(a) EXECUTIVE AGENT.—The Secretary of De-
fense shall designate a senior official from 
among the personnel of the Department of De-
fense to act as the Department of Defense execu-
tive agent for the management and oversight of 
alternative compensatory control measures. 

(b) ROLES, RESPONSIBILITIES, AND AUTHORI-
TIES.—The Secretary shall prescribe the roles, 
responsibilities, and authorities of the executive 
agent designated under subsection (a). Such 
roles, responsibilities, and authorities shall in-
clude the development of an annual manage-
ment and oversight plan for Department-wide 
accountability and reporting to the congres-
sional defense committees. 

(Added Pub. L. 114–92, div. A, title X, § 1083(a)(1), 
Nov. 25, 2015, 129 Stat. 1003.) 

§ 430b. Executive agent for open-source intel-
ligence tools 

(a) DESIGNATION.—Not later than April 1, 2016, 
the Secretary of Defense shall designate a senior 
official of the Department of Defense to serve as 
the executive agent for the Department for 
open-source intelligence tools. 

(b) ROLES, RESPONSIBILITIES, AND AUTHORI-
TIES.— (1) Not later than July 1, 2016, in accord-
ance with Directive 5101.1, the Secretary shall 
prescribe the roles, responsibilities, and authori-
ties of the executive agent designated under sub-
section (a). 

(2) The roles and responsibilities of the execu-
tive agent designated under subsection (a) shall 
include the following: 

(A) Developing and maintaining a compre-
hensive list of open-source intelligence tools 
and technical standards. 

(B) Establishing priorities for the develop-
ment, acquisition, and integration of open- 
source intelligence tools into the intelligence 
enterprise, and other command and control 
systems as needed. 

(C) Certifying all open-source intelligence 
tools with respect to compliance with the 
standards required by the framework and guid-
ance for the Intelligence Community Informa-
tion Technology Enterprise, the Defense Intel-
ligence Information Enterprise, and the Joint 
Information Environment. 

(D) Assessing and making recommendations 
regarding the protection of privacy in the ac-
quisition, analysis, and dissemination of open- 
source information available around the 
world. 

(E) Performing such other assessments or 
analyses as the Secretary considers appro-
priate. 

(c) SUPPORT WITHIN DEPARTMENT OF DE-
FENSE.—In accordance with Directive 5101.1, the 
Secretary shall ensure that the military depart-
ments, the Defense Agencies, and other ele-
ments of the Department of Defense provide the 
executive agent designated under subsection (a) 
with the appropriate support and resources 
needed to perform the roles, responsibilities, and 
authorities of the executive agent. 
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(d) DEFINITIONS.—In this section: 
(1) The term ‘‘Directive 5101.1’’ means De-

partment of Defense Directive 5101.1, or any 
successor directive relating to the responsibil-
ities of an executive agent of the Department 
of Defense. 

(2) The term ‘‘executive agent’’ has the 
meaning given the term ‘‘DoD Executive 
Agent’’ in Directive 5101.1. 

(3) The term ‘‘open-source intelligence 
tools’’ means tools for the systematic collec-
tion, processing, and analysis of publicly 
available information for known or antici-
pated intelligence requirements. 

(Added Pub. L. 114–92, div. A, title XVI, § 1631(a), 
Nov. 25, 2015, 129 Stat. 1110.) 

SUBCHAPTER II—INTELLIGENCE 
COMMERCIAL ACTIVITIES 

Sec. 

431. Authority to engage in commercial activities 
as security for intelligence collection ac-
tivities. 

432. Use, disposition, and auditing of funds. 
433. Relationship with other Federal laws. 
434. Reservation of defenses and immunities. 
435. Limitations. 
436. Regulations. 
437. Congressional oversight. 

AMENDMENTS 

1992—Pub. L. 102–484, div. A, title X, § 1052(1), Oct. 23, 
1992, 106 Stat. 2499, inserted ‘‘Sec.’’ above item ‘‘431’’. 

1991—Pub. L. 102–88, title V, § 504(a)(2), Aug. 14, 1991, 
105 Stat. 437, added subchapter heading and analysis of 
sections. 

§ 431. Authority to engage in commercial activi-
ties as security for intelligence collection ac-
tivities 

(a) AUTHORITY.—The Secretary of Defense, 
subject to the provisions of this subchapter, may 
authorize the conduct of those commercial ac-
tivities necessary to provide security for author-
ized intelligence collection activities abroad 
undertaken by the Department of Defense. No 
commercial activity may be initiated pursuant 
to this subchapter after December 31, 2017. 

(b) INTERAGENCY COORDINATION AND SUPPORT.— 
Any such activity shall— 

(1) be coordinated with, and (where appro-
priate) be supported by, the Director of the 
Central Intelligence Agency; and 

(2) to the extent the activity takes place 
within the United States, be coordinated with, 
and (where appropriate) be supported by, the 
Director of the Federal Bureau of Investiga-
tion. 

(c) DEFINITIONS.—In this subchapter: 
(1) The term ‘‘commercial activities’’ means 

activities that are conducted in a manner con-
sistent with prevailing commercial practices 
and includes— 

(A) the acquisition, use, sale, storage and 
disposal of goods and services; 

(B) entering into employment contracts 
and leases and other agreements for real and 
personal property; 

(C) depositing funds into and withdrawing 
funds from domestic and foreign commercial 
business or financial institutions; 

(D) acquiring licenses, registrations, per-
mits, and insurance; and 

(E) establishing corporations, partner-
ships, and other legal entities. 

(2) The term ‘‘intelligence collection activi-
ties’’ means the collection of foreign intel-
ligence and counterintelligence information. 

(Added Pub. L. 102–88, title V, § 504(a)(2), Aug. 14, 
1991, 105 Stat. 437; amended Pub. L. 104–93, title 
V, § 503, Jan. 6, 1996, 109 Stat. 973; Pub. L. 105–272, 
title V, § 501, Oct. 20, 1998, 112 Stat. 2404; Pub. L. 
106–398, § 1 [[div. A], title X, § 1077], Oct. 30, 2000, 
114 Stat. 1654, 1654A–282; Pub. L. 107–314, div. A, 
title X, § 1053, Dec. 2, 2002, 116 Stat. 2649; Pub. L. 
108–375, div. A, title IX, § 921, Oct. 28, 2004, 118 
Stat. 2029; Pub. L. 109–364, div. A, title IX, § 931, 
Oct. 17, 2006, 120 Stat. 2362; Pub. L. 110–181, div. 
A, title IX, § 931(b)(1), Jan. 28, 2008, 122 Stat. 285; 
Pub. L. 110–417, [div. A], title IX, § 932(a)(7), Oct. 
14, 2008, 122 Stat. 4576; Pub. L. 111–84, div. A, title 
X, § 1073(c)(10), Oct. 28, 2009, 123 Stat. 2475; Pub. 
L. 111–383, div. A, title IX, § 921, Jan. 7, 2011, 124 
Stat. 4330; Pub. L. 113–291, div. A, title XVI, 
§ 1623, Dec. 19, 2014, 128 Stat. 3632.) 

AMENDMENTS 

2014—Subsec. (a). Pub. L. 113–291 substituted ‘‘Decem-
ber 31, 2017’’ for ‘‘December 31, 2015’’. 

2011—Subsec. (a). Pub. L. 111–383 substituted ‘‘Decem-
ber 31, 2015’’ for ‘‘December 31, 2010’’. 

2009—Subsec. (b)(1). Pub. L. 111–84 repealed Pub. L. 
110–417, § 932(a)(7). See 2008 Amendment note below. 

2008—Subsec. (b)(1). Pub. L. 110–417, § 932(a)(7), which 
directed the amendment of subsec. (b)(1) by substitut-
ing ‘‘Director of National Intelligence’’ for ‘‘Director of 
Central Intelligence’’, was repealed by Pub. L. 111–84. 

Pub. L. 110–181 substituted ‘‘Director of the Central 
Intelligence Agency’’ for ‘‘Director of Central Intel-
ligence’’. 

2006—Subsec. (a). Pub. L. 109–364 substituted ‘‘2010’’ 
for ‘‘2006’’. 

2004—Subsec. (a). Pub. L. 108–375 substituted ‘‘2006’’ 
for ‘‘2004’’. 

2002—Subsec. (a). Pub. L. 107–314 substituted ‘‘2004’’ 
for ‘‘2002’’. 

2000—Subsec. (a). Pub. L. 106–398 substituted ‘‘2002’’ 
for ‘‘2000’’. 

1998—Subsec. (a). Pub. L. 105–272 substituted ‘‘2000’’ 
for ‘‘1998’’. 

1996—Subsec. (a). Pub. L. 104–93 substituted ‘‘1998’’ for 
‘‘1995’’. 

EFFECTIVE DATE OF 2009 AMENDMENT 

Pub. L. 111–84, div. A, title X, § 1073(c), Oct. 28, 2009, 
123 Stat. 2474, provided that the amendment made by 
section 1073(c)(10) is effective as of Oct. 14, 2008, and as 
if included in Pub. L. 110–417 as enacted. 

EFFECTIVE DATE 

Pub. L. 102–88, title V, § 504(b), Aug. 14, 1991, 105 Stat. 
440, provided that: ‘‘The Secretary of Defense may not 
authorize any activity under section 431 of title 10, 
United States Code, as added by subsection (a), until 
the later of— 

‘‘(1) the end of the 90-day period beginning on the 
date of the enactment of this Act [Aug. 14, 1991]; or 

‘‘(2) the effective date of regulations first pre-
scribed under section 436 of such title, as added by 
subsection (a).’’ 

§ 432. Use, disposition, and auditing of funds 

(a) USE OF FUNDS.—Funds generated by a com-
mercial activity authorized pursuant to this 
subchapter may be used to offset necessary and 
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reasonable expenses arising from that activity. 
Use of such funds for that purpose shall be kept 
to the minimum necessary to conduct the activ-
ity concerned in a secure manner. Any funds 
generated by the activity in excess of those re-
quired for that purpose shall be deposited, as 
often as may be practicable, into the Treasury 
as miscellaneous receipts. 

(b) AUDITS.—(1) The Secretary of Defense shall 
assign an organization within the Department of 
Defense to have auditing responsibility with re-
spect to activities authorized under this sub-
chapter. 

(2) That organization shall audit the use and 
disposition of funds generated by any commer-
cial activity authorized under this subchapter 
not less often than annually. The results of all 
such audits shall be promptly reported to the 
congressional defense committees and the con-
gressional intelligence committees (as defined 
in section 437(c) of this title). 

(Added Pub. L. 102–88, title V, § 504(a)(2), Aug. 14, 
1991, 105 Stat. 438; amended Pub. L. 113–66, div. 
A, title IX, § 921(a), Dec. 26, 2013, 127 Stat. 827.) 

AMENDMENTS 

2013—Subsec. (b)(2). Pub. L. 113–66 substituted ‘‘the 
congressional defense committees and the congres-
sional intelligence committees (as defined in section 
437(c) of this title).’’ for ‘‘the intelligence committees 
(as defined in section 437(d) of this title).’’ 

§ 433. Relationship with other Federal laws 

(a) IN GENERAL.—Except as provided by sub-
section (b), a commercial activity conducted 
pursuant to this subchapter shall be carried out 
in accordance with applicable Federal law. 

(b) AUTHORIZATION OF WAIVERS WHEN NEC-
ESSARY TO MAINTAIN SECURITY.—(1) If the Sec-
retary of Defense determines, in connection 
with a commercial activity authorized pursuant 
to section 431 of this title, that compliance with 
certain Federal laws or regulations pertaining 
to the management and administration of Fed-
eral agencies would create an unacceptable risk 
of compromise of an authorized intelligence ac-
tivity, the Secretary may, to the extent nec-
essary to prevent such compromise, waive com-
pliance with such laws or regulations. 

(2) Any determination and waiver by the Sec-
retary under paragraph (1) shall be made in 
writing and shall include a specification of the 
laws and regulations for which compliance by 
the commercial activity concerned is not re-
quired consistent with this section. 

(3) The authority of the Secretary under para-
graph (1) may be delegated only to the Deputy 
Secretary of Defense, an Under Secretary of De-
fense, an Assistant Secretary of Defense, or a 
Secretary of a military department. 

(c) FEDERAL LAWS AND REGULATIONS.—For pur-
poses of this section, Federal laws and regula-
tions pertaining to the management and admin-
istration of Federal agencies are only those Fed-
eral laws and regulations pertaining to the fol-
lowing: 

(1) The receipt and use of appropriated and 
nonappropriated funds. 

(2) The acquisition or management of prop-
erty or services. 

(3) Information disclosure, retention, and 
management. 

(4) The employment of personnel. 
(5) Payments for travel and housing. 
(6) The establishment of legal entities or 

government instrumentalities. 
(7) Foreign trade or financial transaction re-

strictions that would reveal the commercial 
activity as an activity of the United States 
Government. 

(Added Pub. L. 102–88, title V, § 504(a)(2), Aug. 14, 
1991, 105 Stat. 438.) 

§ 434. Reservation of defenses and immunities 

The submission to judicial proceedings in a 
State or other legal jurisdiction, in connection 
with a commercial activity undertaken pursu-
ant to this subchapter, shall not constitute a 
waiver of the defenses and immunities of the 
United States. 

(Added Pub. L. 102–88, title V, § 504(a)(2), Aug. 14, 
1991, 105 Stat. 439.) 

§ 435. Limitations 

(a) LAWFUL ACTIVITIES.—Nothing in this sub-
chapter authorizes the conduct of any intel-
ligence activity that is not otherwise authorized 
by law or Executive order. 

(b) DOMESTIC ACTIVITIES.—Personnel conduct-
ing commercial activity authorized by this sub-
chapter may only engage in those activities in 
the United States to the extent necessary to 
support intelligence activities abroad. 

(c) PROVIDING GOODS AND SERVICES TO THE DE-
PARTMENT OF DEFENSE.—Commercial activity 
may not be undertaken within the United States 
for the purpose of providing goods and services 
to the Department of Defense, other than as 
may be necessary to provide security for the ac-
tivities subject to this subchapter. 

(d) NOTICE TO UNITED STATES PERSONS.—(1) In 
carrying out a commercial activity authorized 
under this subchapter, the Secretary of Defense 
may not permit an entity engaged in such activ-
ity to employ a United States person in an oper-
ational, managerial, or supervisory position, 
and may not assign or detail a United States 
person to perform operational, managerial, or 
supervisory duties for such an entity, unless 
that person is informed in advance of the intel-
ligence security purpose of that activity. 

(2) In this subsection, the term ‘‘United States 
person’’ means an individual who is a citizen of 
the United States or an alien lawfully admitted 
to the United States for permanent residence. 

(Added Pub. L. 102–88, title V, § 504(a)(2), Aug. 14, 
1991, 105 Stat. 439.) 

§ 436. Regulations 

The Secretary of Defense shall prescribe regu-
lations to implement the authority provided in 
this subchapter. Such regulations shall be con-
sistent with this subchapter and shall at a mini-
mum— 

(1) specify all elements of the Department of 
Defense who are authorized to engage in com-
mercial activities pursuant to this subchapter; 

(2) require the personal approval of the Sec-
retary or Deputy Secretary of Defense for all 
sensitive activities to be authorized pursuant 
to this subchapter; 
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(3) specify all officials who are authorized to 
grant waivers of laws or regulations pursuant 
to section 433(b) of this title, or to approve the 
establishment or conduct of commercial ac-
tivities pursuant to this subchapter; 

(4) designate a single office within the De-
partment of Defense to be responsible for the 
oversight of all activities authorized under 
this subchapter; 

(5) require that each commercial activity 
proposed to be authorized under this sub-
chapter be subject to appropriate legal review 
before the activity is authorized; and 

(6) provide for appropriate internal audit 
controls and oversight for such activities. 

(Added Pub. L. 102–88, title V, § 504(a)(2), Aug. 14, 
1991, 105 Stat. 439; amended Pub. L. 113–66, div. 
A, title IX, § 921(b), Dec. 26, 2013, 127 Stat. 827.) 

AMENDMENTS 

2013—Par. (4). Pub. L. 113–66 substituted ‘‘Department 
of Defense’’ for ‘‘Defense Intelligence Agency’’ and 
‘‘oversight’’ for ‘‘management and supervision’’. 

§ 437. Congressional oversight 

(a) PROPOSED REGULATIONS.—Copies of regula-
tions proposed to be prescribed under section 436 
of this title (including any proposed revision to 
such regulations) shall be submitted to congres-
sional defense committees and the congressional 
intelligence committees not less than 30 days 
before they take effect. 

(b) CURRENT INFORMATION.—The Secretary of 
Defense shall ensure that congressional defense 
committees and the congressional intelligence 
committees are kept fully and currently in-
formed of actions taken pursuant to this sub-
chapter, including any significant anticipated 
activity to be authorized pursuant to this sub-
chapter. 

(c) CONGRESSIONAL INTELLIGENCE COMMITTEES 
DEFINED.—In this section, the term ‘‘congres-
sional intelligence committees’’ has the mean-
ing given the term in section 3 of the National 
Security Act of 1947 (50 U.S.C. 3003). 

(Added Pub. L. 102–88, title V, § 504(a)(2), Aug. 14, 
1991, 105 Stat. 440; amended Pub. L. 107–306, title 
VIII, § 811(b)(4)(A), Nov. 27, 2002, 116 Stat. 2423; 
Pub. L. 108–136, div. A, title X, § 1031(a)(7), Nov. 
24, 2003, 117 Stat. 1596; Pub. L. 108–375, div. A, 
title X, § 1084(d)(3), Oct. 28, 2004, 118 Stat. 2061; 
Pub. L. 112–81, div. A, title X, § 1061(5), Dec. 31, 
2011, 125 Stat. 1583; Pub. L. 113–66, div. A, title 
IX, § 921(c), Dec. 26, 2013, 127 Stat. 827.) 

AMENDMENTS 

2013—Subsec. (a). Pub. L. 113–66, § 921(c)(1), sub-
stituted ‘‘congressional defense committees and the 
congressional intelligence committees’’ for ‘‘the intel-
ligence committees’’. 

Subsec. (b). Pub. L. 113–66, § 921(c)(2), substituted 
‘‘The Secretary’’ for ‘‘Consistent with title V of the Na-
tional Security Act of 1947 (50 U.S.C. 413 et seq.), the 
Secretary’’ and ‘‘congressional defense committees and 
the congressional intelligence committees’’ for ‘‘the in-
telligence committees’’. 

Subsec. (c). Pub. L. 113–66, § 921(c)(3), added subsec. 
(c). 

2011—Subsec. (c). Pub. L. 112–81 struck out subsec. (c) 
which related to submission of an annual report on cer-
tain authorized commercial activities. 

2004—Subsec. (c). Pub. L. 108–375 inserted ‘‘(50 U.S.C. 
415b)’’ after ‘‘National Security Act of 1947’’. 

2003—Subsec. (b). Pub. L. 108–136, § 1031(a)(7)(A), 
struck out at end ‘‘The Secretary shall promptly notify 
the appropriate committees of Congress whenever a 
corporation, partnership, or other legal entity is estab-
lished pursuant to this subchapter.’’ 

Subsec. (c). Pub. L. 108–136, § 1031(a)(7)(B), substituted 
‘‘report) the following:’’ for ‘‘report)—’’ in introductory 
provisions, ‘‘A’’ for ‘‘a’’ in pars. (1) to (3), a period for 
the semicolon at end of par. (1) and for ‘‘; and’’ at end 
of par. (2), and added par. (4). 

2002—Subsec. (c). Pub. L. 107–306, § 811(b)(4)(A)(i), in 
introductory provisions, substituted ‘‘Not later each 
year than the date provided in section 507 of the Na-
tional Security Act of 1947, the Secretary shall submit 
to the congressional intelligence committees (as de-
fined in section 3 of that Act (50 U.S.C. 401a))’’ for ‘‘Not 
later than January 15 of each year, the Secretary shall 
submit to the appropriate committees of Congress’’. 

Subsec. (d). Pub. L. 107–306, § 811(b)(4)(A)(ii), struck 
out heading and text of subsec. (d). Text read as fol-
lows: ‘‘In this section, the term ‘intelligence commit-
tees’ means the Select Committee on Intelligence of 
the Senate and the Permanent Select Committee on In-
telligence of the House of Representatives.’’ 

CHAPTER 22—NATIONAL GEOSPATIAL- 
INTELLIGENCE AGENCY 

Subchapter Sec. 

I. Missions and Authority ......................... 441 
II. Maps, Charts, and Geodetic Products .... 451 
III. Personnel Management ......................... 461 
IV. Definitions ............................................. 467 

PRIOR PROVISIONS 

A prior chapter 22 was renumbered chapter 23 of this 
title. 

AMENDMENTS 

2003—Pub. L. 108–136, div. A, title IX, § 921(d)(1), Nov. 
24, 2003, 117 Stat. 1568, substituted ‘‘NATIONAL GEO-
SPATIAL-INTELLIGENCE AGENCY’’ FOR ‘‘NA-
TIONAL IMAGERY AND MAPPING AGENCY’’ in chap-
ter heading. 

SUBCHAPTER I—MISSIONS AND 
AUTHORITY 

Sec. 

441. Establishment. 
442. Missions. 
443. Imagery intelligence and geospatial informa-

tion: support for foreign countries, regional 
organizations, and security alliances. 

444. Support from Central Intelligence Agency. 
[445. Repealed.] 

AMENDMENTS 

2013—Pub. L. 112–239, div. A, title IX, § 921(b)(2), Jan. 
2, 2013, 126 Stat. 1878, added item 443 and struck out 
former item 443 ‘‘Imagery intelligence and geospatial 
information: support for foreign countries’’. 

1997—Pub. L. 105–107, title V, § 503(d)(3), Nov. 20, 1997, 
111 Stat. 2263, struck out item 445 ‘‘Protection of agen-
cy identifications and organizational information’’. 

§ 441. Establishment 

(a) ESTABLISHMENT.—The National Geospatial- 
Intelligence Agency is a combat support agency 
of the Department of Defense and has signifi-
cant national missions. 

(b) DIRECTOR.—(1) The Director of the National 
Geospatial-Intelligence Agency is the head of 
the agency. 

(2) Upon a vacancy in the position of Director, 
the Secretary of Defense shall recommend to the 
President an individual for appointment to the 
position. 


		Superintendent of Documents
	2017-10-06T17:37:14-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




