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When you open a digitally signed file in Adobe Acrobat or
Reader 9.0, you will see a light blue bar along the top of the
page. The blue ribbon icon lets you know that the digital
signature is valid and that the document has not been modified
since GPO signed and certified it.
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Right-click on the GPO Seal of Authenticity and select “Show
Signature Properties...” from the menu that appears.



Signature Properties

ﬁ Docurment certification is valid, signed by Superintendent of Documents <plisupporti@gpo, gow =,

_;,Iiilncumei;ui: f -Signer IZ-)-a-I-:e,l'-Til-'ﬁe "I._ege-ll. [

The Signature
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ﬂ' The Document has not been modified since it was certified, Wl ” O pe n to th e
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signature. Click on
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Yalidate Signature l [ Close
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ﬁ The Document has nok been modified since it was certified.

Hash Algorithr:  [5HAL

Document Yersioning

Docurnent revision 1 of 1 Wiew Signed Yersion, ..

f-’f& This revision of the document has not been alkered
# Far inkegrity purposes, wvou should always verify what was signed by viewing the signed

version of the document, This is not necessary when vou are viewing the final version of a
document.

Modifications
a The certifier has specified that no changes are allowed to be made ko this document.
L@ Mo changes have been made to this docurmient since this signature was applied.

Modification Details:

There have been no changes made to this document since this signature was applied.

Yalidate Signature J [

Close

The Document tab
provides information
about the signed
document. Click on
“Signer.”
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iﬁ Click. Showe Certificate For more information about the signet's certificate and its validity details, ar
to change the krust settings For the certificate or an issuer certificate,

Validity Details

%‘3‘» The signet's certificate is directly trusted or has been issued by a certificate authority that
wou have trusted to issue certificates for the purpose of certifving PDF documents,

i—@ﬁ» The path From the signer's certificate to an issuer's certificate was successfully built,

%} The signet's certificate is walid and has not been revoked.

| Signer's Cantact Information:  [Superintendent of Documents

Validake Signature l [ Close

The Signer tab
provides
information about
identity of the
individual or
organization that
signed the
document. Click
on “Show
Certificate.”
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'@ The: signer's identity is walid,

Signed by; |Superintendent of Documents <pkisupport@gpo, goy = Show Certificate... J

ﬁi Click Show Certificate For more information about the signer's certificate and its validity details, or
ko change the trust setkings For the certificate or an issuer certificate,

Validity Details

%’g& The signer's certificate is directly trusted or has been issued by a certificate authority that
wou hawve krusted to issue certificates For the purpose of certifving PDF documents,

i-’é’} The path from the sigrer's certificate to an issuer's certificate was successFully built,

%} The signer's certificate is valid and has not been revaked.

Sigret's Contact Information:  |Superinkendent of Documents

Yalidate Signature] [ Close

The Signer tab provides
information about
identity of the individual
or organization that
signed the document.
Click on “Show
Certificate.”
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This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

The Certificate
Viewer provides

[ I5how all certification paths Found:

| @ Adobe Root Ca, | | Summary | Details | Revocation | Trust | Policies Legal Motice | .
!EI GEDTrust I:":" Fl:lr, ndl:lbe _— detalls On the
Superintendent of Cn | Superinkendent of Docurnents

= certificate used

IUnited States Government Prinking Office

Issued by:  GeoTrusk CA For Adobe tO S'gn the
GeoTrust Inc. document and
Valid From:  2009/02/03 16:20:23 -04'00" the certificate

Yalid ko 2010/02/17 16:20:23 -04'00"

path. Click on
Intended usage: Sign transaction, Sign document, Encrypt kews, o ”
acrobat Authentic Documents OK to CIOSe the

Certificate
Viewer. If the
Signature
Properties dialog

box is still open,
click “Close.”

[ ' Sl

a The selected certificate path is walid.

The path validation and revacation checks were done at 2009702017 22:34:05 -04'00°
Validation Madel: Shell
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You can also view Signature information by clicking “Signature
Panel.”
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Click the plus sign next to the blue ribbon in the Signature Panel
to see more information.
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Click the plus sign next to “Signed by Superintendent of
Documents.”
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Click the plus sign next to “Valid certified Document.”
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Click the minus sign next to “Valid certified Document,” click the
plus sign next to “Signature Details.”
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Click the arrow in the black Signatures bar at the top of the
Signature Panel to close the Signature panel.
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In Adobe Acrobat or Reader 9.0, signatures are validated when
the file is opened. If you would like to check the validity, click the
GPO Seal of Authenticity.
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y»  Document certification is walid, signed by Superinkendent of Docurments
«plisupporbi@gpo. gov =,
- The Document has not been modified since it was certified.
- The signer's identity is wvalid,

| Legal g::utice... | [ Signature Properties. ., ] [ Close

Adobe will run a validation check and you should get this Signature
Validation Status dialog box.

An alternate way to do this check is to right-click on the GPO Seal
of Authenticity shown in the previous slide and select “Validate
Signature” from the menu that appears. Adobe will run the
validation check and you should get the box shown above.

Note that you can click “Signature Properties” in the Signature
Validation Status dialog box to view the Signature Properties. This
will show the same Signature Properties dialog box that is shown
when you right-click on the GPO Seal of Authenticity as shown in
earlier slides.



