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1. Locate the User’s Entrust Profile

Open “Windows Explorer” and select “My Computer”.
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Select the “Search” button and select “All files and folders”.

File:

Edit Wiew Favaorites Tools Help

e Back ~ \3 L@ p search

[

- Folders

Address |-&p o}
Search Companion X

B 1386

(= ]
LJ Intel | M50Cache

= Documents and Settings

What do you want to search
for?

Pickures, music, or video

—~—
Documents {word ILJ Program Files Source
processing, spreadsheet,
etc.)
All files and folders (2= ( =
z | temp [ WINDOWS
Printers, computers, or
people
@) Information in Help and 0y EOOT_SaY.BOT = eula, 1028, kxt
Support Center BOT File = | TextDocument
1KB = 1B KB
¥ou may also want to. ..
g Search the Initarnet = eula, 1031 kxt = eula, 1033 kxt
==| TextDocument ==| TextDocument

. Change preferences 15 KB LOKE

eula. 1036, kxt = eula, 1040, k=t
= Text Docurnent = Text Documnent
= 13 KE L8 KB

eula, 1041 kxt eula, 1042 bt
Textk Document Texk Document

Next enter “*.epf” in the “All or part of the file name” box and then select “Search”

File:

Edit  Wiew Favortes Tools  Help

e Back ~ \) ng p Search

[L- Folders

Address |-v i
Search Companion x

4df4f31a6f 3278579150608, . dell
e e
e >
Ir Documents and Settings 's 1386
search by any or all of the
criteria below.
All or part of the file name: Irikel | M30Cache
*,pf| -
& word or phrase in the File: (==
Program Files B Source
Look in:
S GPO () ¥ temp L’J WINDOWS
When was it modified? ¥
i = BOOT_SAY.EOT (1 eula. 1028, bxt
What size is it? “ BT File ==| TextDocument
_ 1KE = 18 KE

More advanced options ¥

= eula. 1031 bxt = eula. 1033 .kxt

== | TextDocument = | TextDocument

= &ula, 1036 b=t = eula, 1040,kxt

== | TextDocument = | TextDocument

15 KB 15 KB

eula, 1041 bxt eula. 1042, bxt
Text Document Jext Document
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The search should locate all of the Entrust profiles stored on the drive,

B Search Results |‘:| |E| lZ|

ar

File Edit Wiew Favorites Tools  Help

eBack - \) L-"J ‘JI':) Search li_. Folders v

Address |d Search Results v | G0
Search Companion x Size | Date Modified In Folder
T — gl A 23KB 3/25/20105:25 AM C:\Documents and SettingsisasmithiMy Documents
There were 14 files found. EACF-JEFF-VZ.EDF 35KE  5/4/2010 2:45 PM CiiDocuments and SettingssasmithiDeskkoplJeff Thumb Drive
Did you find what you EJBFF (wZ) May 2010.epf 24KE 5/19/2010 1:46 PM C:\Documents and Settings\sasmith!Deskbop! Jeff Thumb Drive
wanted? EJEFF (w2} .epf 24 KB 7152010 3:07 PM CiiDocuments and SettingsisasmithiDeskkoplJeff Thumb Drive
‘es, finished searching EJEFF Export ¥2-1,epf SEKE 11/24/201012:29 PM  CiiDocuments and SettingsisasmithiDeskiopieff Thumb Drive
EJEFF Export ¥2,epf S6KE 9/29/2010 1:51 PM Cii\Documents and SettingsisasmithDeskkopl Jeff Thumb Drive
:::;c?;ts“;::f;”t”re 2t Steven Smith.epf 47KE 11/15/20106:19 M  C:\Documents and SettingsisasmithiMy Documents\SAS Entrust Profile
i_—:}Certificate-Expiry-Service.epf 17KB 3/24{2010 6:04 PM Ct\Documents and SettingsisasmithiDeskkopl Jeff Thumb Driveljun 25-csa
No, refine this search and... ;’ﬁ}UMS.epF 17KE  6/14/2010 2:49 PM CiiDocuments and SettingstsasmithiDeskkoplJeff Thumb DrivelJune-25-ums
Change file name or ﬂ»Certificate-Expiry-Service.epF 17 KB 3/24/2010 5:04 PM Certficate Expiry Service Profile
Loy 2 UMS. epf 17KB 6/14/20102:49FM  Program Files/Entrust{UMS-Profile
Look in more locations ECertificate-Expiry-Service.epF 17KB  3/24/20106:04 PM Program Files/Entrust/Certficate Expiry Service Profile
) Start a new search 2} OFR. SHAY tester epf 11KB 9/23/20102:21PM  OFR Certificates/SHa1
EOFR SHAZSE Tester.epf 11KB 9/23(2010 2:33 PM OFR Certificates/SHAZSE

Please make note of the location of the user’s Entrust profile as you may need to locate it later.

2. Remove the Old Client Software First

Select “Start” = “Control Panel”
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Select “Add Remove Programs”.

B Control Panel

Fie Edt View Favarkes Tools Help
(€) ) search || Folders
address |G Control Panel v[Be
Hame -~ Comments ~
Controlpanm &, Accessiblity Options Adiust your computer settings fFor vision, hearing, and mobilly.
% Add Hardware Installs and traublzshoots hardware
Switch to Category Yiew Instal of remove programs and Windaws companents.
4@ Administrative Tools Configure administr ative settings for your computer,
o R Automatic Updates Set up Windows ko automatically deliver important updates
See Also < Bluetooth Devices Configure and manage vour Bluetooth devices.
R Vidaws Updots Afjeetoath Local com Bluetooth Local COM Uity
“?Date and Time Set the date, time, and time zone for your computer,
Dkl e R Display Changs the appeatancs of your desktop, such as the backgraund. . ]
[iFolder Options Customize the display of files and folders, change file associations. . ]
(EhFants #dd, change, and manage Fonts on your computer.
T Game Controllers Add, remove, and configure game controller hardware such as jo..
Intel(R) G4 Driver For Mobile Contral the araphics hardware Features of this computer.
Internal NIC Configurtion Internal Network Card Settings
Configure your Inkernet display and connection settings.
Java(TH) Control Panel
Customize your keyboard settings, such as the cursor blink rate a...
Microsoft Office Outlook Profiles
)house Custamize yaur mouse settings, such as the buttan configuratian, .. =
& etwark Connectians Connects to other computers, networks, and the Internst.
1 Phone and Modem options Configure vaur telephane dislng rules and modsm settings,
3 Power Options Configure ensrgy-saving settings For your computer,
© APrinters and Faxes Shows installed printers and Fax printers and helps you add new o...
3 QuickTime Configures QuickTime software and hardware components.
@ Regional and Language Options  Custamize settings for the display of languages, numbers, times, ...
S Scanners and Cameras Add, remove, and configure scanners and cameras.
[scheduled Tasks scheduls computer tasks to run autamatically, v

Scroll down in the “Currently install programs” window until you locate the “Entrust Desktop

Solutions”

¥ Add or, Remove Programs

%

Currently installed programs:

| £ BOMA Discover Clisnt
| £ BOMA Insight Application Client
& BlackBerry Desktop Software 5.0.1

Set Program
Access and

Defaults

&3 BlackBerry® Media Syrc
ﬁ! Bluetooth HID Switch Service
?3 EBluetooth Stack For Windows by Toshiba

. EBroadcom Gigabit Integrated Controller

E?; Compatibilicy Pack For the 2007 Office system

5] Conexant HDA D110 MOC ¥,92 Modem

[ show updates

CE&HQE o Adobe Acrobat 9 Pro - English, Francais, Deutsch
Emove

Programs

o
Add New
Programs B ~dobe Flash Playsr 10 Activel
n Adobe Flash Player 10 Plugin
gl E Adobe Shockwave Player 11.5

AddfRemove

Windouis ﬁ Apple Software Update
Companents

f!j Check Point Endpoint Security - Full Disk Encryption

d on

Change/Remove

Size

Size

Size
Size
Size
Size
Size
Size
Size

Size

7i14fz2010

21.80MB

2.16ME

78.95MB
6.78ME
1.09ME
27.92MB
0.40ME
45.50ME
138.00ME

0.55ME

v

Highlight the program and select “Change/Remove”.
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2= Entrust Desktop Solutions

T change this prograrm or remowe it from your computer, click Change/Remave. Change/Remave

Follow the on screen instruction to remove the program.

3. Download the 9.1 Client Installation Package
Create a directory on a local or network drive to hold the content of the new ESP Client files.

Download the software from www.gpo.pki/projects/pki ESPclient.

Unzip [extract] the [GPO_PKI_EntrustESP9-1_verl1-2.zip] ESP Client into the directory you previously
created on the local or network drive.

=l
File Edit ‘iew Favorites  Tools  Help | ;'F
Qoack - &3 - F |)3 Search | Folders | -
Address IE} CiiInstall ESP\Packaged - GPO Entrust 91 Installakion j Go
Mame = | Sizel Tvpe
File and Folder Tasks #®  |C)GPOESP 91 32 Bit Installation File Folder
5 pake fold LGP0 ESP 91 64 Bit Installation File Folder
J i i ane-w ol |=1GPS OutLook Plugin Installation File Folder
%] E\'FI;!Sh this Falder to the [Elese 32 BIT Install.bat 1KE  Windows Eatch File
: [FlesP_64_BIT_Instal.bat 1KE  Windows Batch File
&2 share this Folder
|m£| : 1KE  Text Document

kol

Other Places

[5) Instal ESP

[JE.‘I My Documents

j My Compuber

\_-g Iy Metwork, Places

“

Details

1| | |

***Note*** A 32-bit and a 64-bit version of the ESP installation batch [.bat] file is available

From the directory that you unzipped the installation files and depending on the system Operating
System, execute either the ESP_32_BIT _Install.bat or the ESP_64 BIT_Install.bat file to initiate the
installation.

4. Run the Installation Batch File
***Note*** It can not be run from within the “ZIP” shell.

If you get an error saying it can't find a file, it is most likely that the downloaded zip file has not been
physically unpacked.

Page: 5



Address |_} C:\Install ESPYEPO Entrust 91 Installation j Go

A | Mame - | Size: | Type
File and Folder Tasks % [C31EP0 ESP 911 32 Bit Installation File: Folder
[CGP0 ESP 911 64 Bit Installation File: Folder
R this il -
E]B ename. '.5 18 [Z)GPO CutLook Plugin Installation File Falder
[y Move this file [Flesr 32 BIT Install.bat 1KEB  Windows Batch File

™ Copy this file [FESP 64 EIT Install hat 1KB  ‘Windows Batch File

Install ESPNGPO Entrust 91 Installation>Set CURDIR=C::\Install ESPNGFO Entrustu
Installation

Install ESP~GPO Entrust 91 Installation>msiexec ~i "C:xInstall ESPNGPO Entruy
91 Installation~GPO ESP 91 32 Bit Installation“eespwin32._msi" TRANSFORMS="C:%|
tall ESPGPO Entrust 91 Installation~GPO ESP 91 32 Bit Installation“eespuwin32
£

{& Entrust Entelligence Security Provider 9.1

Welcome to the Entrust
Entelligence Security Provider 9.1
for Windows Setup Wizard

The Setup Wizard will install Entrust Entelligence Security
Provider 9.1 for Windows on your computer, Click Mext to
continue or Cancel o exit the Setup Wizard,

After executing the appropriate installation bat file, a command window will open and the “Entrust
Entelligence Security Provider 9.1 for Windows” screen appears.

5. Follow the On Screen Dialogs

On the next screen accept the license, hit next and then select “Typical Installation” The rest of the
installation is automatic.

ﬁ% Entrust Entelligence Security Provider 9.1 fafm : = =] S
End-User License Agreement
Please read the Following license agreement carefully

ATTENTION: THIS IS A LICENSE, NOT A SALE. THIS SOFTWARE ﬂ
IS PROVIDED UNDER THE FOLLOWING LICENSE THAT DEFINES
WHAT YOU MAY DO WITH THE SOFTWARE AND CONTAINS
LIMITATIONS ON REPRESENTATIONS, WARRANTIES,

CONDITIONS, REMEDIES, AND LIABILITIES. IF YOU OBTAINED

THIS SOFTWARE IN THE UNITED STATES, “ENTRUST"” SHALL

MEAN ENTRUST, INC. IF YOU OBTAINED THIS SOFTWARE

OUTSIDE OF THE UNITED STATES, “ENTRUST” SHALL MEAN
ENTRUST LIMITED. “AFFILIATES™ OF ENTRUST SHALL MEAN

ALL CORPORATIONS CONTROLLED DIRECTLY OR INDIRECTLY BY ~|

|V I accept the kerms in the License Agreemanti Accept terms

Print Back, I Mext I Zancel |
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= Entrust Entelligence Security Provider 9.1 for Windows

Choose Setup Type

Choose the setup bype that best suits your nesds

Select Typical

-_| Entrust Entelligence Security Provider 9.1 for Windows

Install Entrust Entelligence Security Provider 9.1 for Windows
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i-!,% Entrust Entelligence Security Provider 9.1 for Windows = [

Installing Entrust Entelligence Security Provider 9.1 for Windows Q

Please wait while the Setup Wizard installs Entrust Enteligence Security Provider 9.1 For
Windows,

Status:

Back filet i Cancel

ji# Entrust Entelligence Security Provider 9.1 for Windows I o o] 54

Completed the Entrust Entelligence
Security Provider 9.1 for Windows
Setup Wizard

Click the Finish button ko exit the Setup \Wizard,

Back . Finish % Cancel
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i:-E‘ Entrust Entelligence Security Provider 3 El

] ‘fou musk restart your system For the configuration
\:!') changes made ko Enkrust Entelligence Security Provider
9.1 For Windows to kake effect. Click Yes to reskart now
ot Mo if wou plan ko manually restart later,

6. Check the Installed Software
You can display the installed software without logging in by left clicking on the little person with a key.

- Entrust Security Store Login

Move
¥ Close

Left Click

ng Digital Identities & Information

Alt+F4

About Entrust

Please log in to your Entrust security store, To log in,
select or bvpe vour Entrust security store name and
enter your password.

Marne:

Password:

Selecting “About Entrust” will display the installed software.

Title is set by OnlnitDialog function depending on product.

»
En"“s' Securing Digital Identities & Information

Installed products:

Product details:

Build: 9.1.10.2340
Patch 153919

[ additional InFormation

Legal notices:

This Product may be covered by the Following 1.3, Patents:
5,511,123, 5,699,431, and other patents pending.

Far mare information on Entrust please visit our web site
i entrusk, com =I0%8
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Selecting “Additional Information” will provide a detailed listing.

7. Logging Into the Entrust Client Software

]
En""s‘ Securing Digital Identities & Information

Qpkions. ..

Enraoll For Entrusk Digital IO, ..
Recover Entrust Digikal 1D,

Entrust Certificate Explarer
Email Certificates

Help

Log In...

Right-Click on the Entrust Client icon [little man with key and an “X"] in the system tray, and select “Log
In...”

The software should find you existing Entrust Profile which should be displayed in the “Name:” box. If
your profile is not displayed, use the “Browse...” to locate it.

Enter your existing password in the “Password:” box and select “OK”.

& Entrust Security Store Login

Flease log in to wour Entrust security store, To log in,
select or type wour Entrust security skore name and
enter your password,

Marme:
|&, Skeven Smith v| Browse. ..
Password:

] ’ Cancel l [ Help ]

rright 2004 - 2040, Entrust Limited. Al rights reserved.

If you entered the correct password, after a few seconds, the Entrust login dialog box will disappear from
the screen.

Right-Click on the Entrust Client icon in the system tray again and select “Entrust Certificate Explorer”
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»
En""s‘ Sacuring Digital ldentities & Information

Options. ..

Enrall For Entrust Digital IC. ..
Recover Entrust Digital ID...

Email Certificates

Help

Log Out

You should see a window that contains certificate information similar to the following.

& Entrust Certificate Explorer
File Edit View Help

,-) | v| [ Search ']
Personal Mame Email Issued by Expiration Date | Intended Purpose Friendly Marme
Trusted People GPO SCA
Other People
% Personal Encryption Groups || [ ith gpo.g 120 o _ I
rﬁ& Search Results Gsteven Smith sasmith@gpo.gov  GPO SCA fg/z2013 <Al Steven Smith's Encryption Certificate
< >
The Personal store contains 2 certificates,
Select “File” followed by “Exit”
8. Test Signing a File
To test sign a file you simply locate a file you want to sign.
& C:\Documents and Settings\sasmith\DesktopMew Folder
File Edit ‘View Favorites Tools Help
\_) Biack. -J LE p Search ll_ Folders v
Address |[C3) C:iDocuments and SettingsisasmithiDesktopiew Folder L | G0

. 2010 POAM Open Tiems
File and Folder Tasks | {64 _2010]_Meeting Summa...;
L | Microsoft Excel wiorkshe

19 Make 3 new folder
e Fublish this Falder ko the
ek

? Share this Folder

Other Places

(@ Desktop
ﬂ My Documents

a My Computer
!a My Mebwork Places

Details

New Folder

File Folder

Date Modified: Today, January
06, 2011, 7:17 AM
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Right-Click on the file and select “Digitally Sign File”

& C:\Documents and Settings\sasmith\Desktop\New Folder

File Edit ‘Wew Fawvorites Tools Help ?

) Back € & [ searth [{- Folders -
|7~ I EH

Address |23 C\Documents and SettingsisasmithiDeskkopiMew Folder ~ | Go

File and Folder Tasks

Open

W} Rename this file Mew

@ IMove this File: Print
D Copy this file Save As..
e Publish this file ko the T Conwert to Adobe PDF
web # Convert ta Adobe PDF and EMail

() E-mail this file
iz Print this file
¥ Delete this file

5 Combine supported Files in Acrobat. .

Enkrust Encrypt File with Password. ..

Ertrust Encrypt File...
Enkrust Digitally Sign File...

Other Places Erkrust Encrypt and Digitally Sign File. ..

(B Desktop Scan For viruses. ..

[E] My Documents Cpen With 4
- D | i »
& My Compuker @W‘HZID
.d My Nebwork Flaces Send To 3

Cut

Copy

Details

Create Shorkout
Delete
Rename

Properties

The Digitally Sign File Wizard will start. Select the file inside the “The files you are signing:” box and the
select “Next”

E Digitally Sign Files Wizard

Welcome to the Digitally Sign Files
Wizard

This wizard will guide you through the process of digitally signing
files.

The files pou are signing are;

- 1] Open |t

ararnary 10

< | >

To continue, click Mest.

< Back L Mext » J[ Cancel ]

Next the Digital Signature Options dialog box will appear and you should see your “Verification Certificate:
in the box to the right of “Your Signing Certificate:”
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| Digitally Sign Files Wizard

Digital Signature Options
Digitally zigned files are signed by yourself.

Your Signing Certificate; |5teven Smith's Wenfication Certificate | ’ Chooze. . ]

Hazh Algarithm: |

[ < Back “ MHext » ][ Cancel

Make sure that “SHA-256" is selected for the “Hash Algorithm:” and select “Next”

You should see a green progress bar flash on the screen follower by the “Completing the Digitally Sign
Files Wizard” dialog box.

EE Digitally Sign Files Wizard X

Completing the Digitally Sign Files
Wizard

“'ou have successfully signed the following files:
|j 2010 PO&AM Open ltems [04_2010]_Meeting Summary 10

<

|

[] Delete the original files on finish

< Back Cancel

Make sure that the “Delete the original files on finish” is unchecked.

Select “Finish”
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The signed file will appear in the same location as the original file, and it will be displayed as a “P7M” icon
with the same name, but it will have a “P7M” extension. The file will have a “lock” displayed.

& C:\Documents and Settings\sasmith\Desktop\New Folder X
File Edit ‘iew Favorites Tools  Help ﬁ.

'\_\)Back \_) l.@ pSearch H-_f Folders v

Address |23 C\Documents and Settings\sasmithDesktop|New Folder b | G

. - i 5 P7M 2010 POAM Open Items
File and Folder Tasks 1 q .. 16 (4 _2010)_Meeting Summa...

1010 Secure File
Iﬂ Rename this file
@ IMove this file
Copy this File

€3 Publish this file to the
Web

(Z) E-mail this File
iz Print this file
¥ Delete this file

Other Places

@ Desktop

[} My Documents
Q My Compuker
W My Network Places

Details

It is this file that you will attach to the email and send to the OFR.
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