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1.  INTRODUCTION 
This  Ce rt ificat e  Policy (CP)  de fine s  t he  ce rt ificat e  policy for use  by t he  
Gove rnment  Print ing  Office  Ce rt ificat ion Aut horit y (GPO-CA) t o  fac ilit a t e  
int e rope rabilit y be t ween ot he r PKI Domains  and CAs  Ext e rnal t o  t he  GPO-CA.  
This  policy repre sent s  Medium Assurance  and  Medium-Hardware  Assurance  
Leve ls  for public  key d ig it a l ce rt ificat e s .  In addit ion, t his  policy includes  
ce rt ificat e  t ypes  for Device  ce rt ificat e s , Aut hent icat ion ce rt ificat e s  and 
CardAut h ce rt ificat e s . The  word “assurance” used in t his  CP means  how we ll a  
Re lying  Part y can be  ce rt a in of t he  ident it y b inding  be t ween t he  public  key and 
t he  individual whose  subject  name  is  c it ed  in t he  ce rt ificat e .  In addit ion, it  a lso  
re flec t s  how we ll t he  Re lying  Part y can be  ce rt a in t hat  t he  individual whose  
subject  name  is  c it ed  in t he  ce rt ificat e  is  cont ro lling  t he  use  of t he  privat e  key 
t hat  corre sponds  t o  t he  public  key in t he  ce rt ificat e , and how secure ly t he  
sys t em which was  used t o  produce  t he  ce rt ificat e  and ( if appropria t e )  de live r 
t he  privat e  key t o  t he  subscribe r pe rforms  it s  t ask. 

This  GPO CP is  cons is t ent  wit h t he  Int e rne t  Enginee ring  Task Force  ( IETF) Public  
Key Infras t ruct ure  X.5 0 9  (IETF PKIX) RFC 3 6 4 7 , Ce rt ificat e  Policy and 
Ce rt ificat ion Pract ice s  St at ement  Framework. 

The  t e rms  and provis ions  of t his  GPO CP shall be  int e rpre t ed  unde r and 
gove rned by applicable  Fede ral law. 

 

1.1 OVERVIEW 

1.1.1 Certificate Policy (CP) 

GPO-CA ce rt ificat e s  cont ain a  reg is t e red  ce rt ificat e  policy object  ident ifie r 
(OID), which may be  used by a  Re lying  Part y t o  decide  whe t he r a  ce rt ificat e  is  
t rus t ed  for a  part icular purpose .  The  part y t hat  reg is t e rs  t he  OID ( in t his  case , 
t he  U.S. Gove rnment  GPO) also  publishe s  t he  CP, for examinat ion by Re lying  
Part ie s .  Each CA ce rt ificat e  is sued by t he  GPO-CA will, in t he  policy Mappings  
ext ens ion and in what eve r o t he r fashion is  de t e rmined by t he  GPO-CA t o  be  
necessary for int e rope rabilit y, re flec t  what  mappings  t he  GPO PKI Policy 
Aut horit y de t e rmines  shall exis t  be t ween t he  GPO CP and t he  Ent it y CP. 

1.1.2 Relationship Between the GPO CP and CPS 

The  GPO CP s t a t e s  what  as surance  can be  p laced in a  ce rt ificat e  is sued by t he  
GPO-CA.  The  GPO CPS s t a t e s  how t he  GPO-CA es t ablishe s  t hat  as surance . 

 
1.1.3	
   	
  Relationships	
  between	
  GPO	
  PKI	
  CP,	
  the	
  FBCA	
  and	
  Other	
  Entity	
  CPs	
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The Federal PKI Policy Authority (FPKIPA) maps levels of assurance between the FBCA and 
various Entity CAs to facilitate interoperability. Because GPO PKI is a Federal Legacy PKI, its CP is 
mapped against that of the FBCA. The GPO PKI CP is consistent with the FBCA CP and applicable 
portions of the X.509 Certificate Policy for the U.S. Federal PKI Common Policy Framework (a.k.a. 
Common Policy or COMMON) for all certificate policies that are either directly asserted or mapped 
to the Federal policies. 

1.1.4 Scope 

The  GPO-CA exis t s  t o  fac ilit a t e  t rus t ed  e lec t ronic  bus ine ss  t ransact ions  for t he  
GPO and fede ral organizat ions .  To fac ilit a t e  t he  miss ions  of t he  GPO and fede ral 
organizat ions , int e rope rabilit y is  offe red  t o  non-fede ral ent it ie s  in accordance  
wit h fede ral PKI requirement s , fede ral law and GPO bus ine ss  processe s .  The  
int e rope rabilit y informat ion in t his  CP applie s  equally t o  fede ral organizat ions  
and o t he r organizat ions  owning  or ope rat ing  PKI domains .  As  used in t his  CP, 
Ent it y PKI or Ent it y CA may re fe r t o  an organizat ion’s  PKI, a  PKI provided by a  
commercial s e rvice , or a  bridge  CA se rving  a  communit y of int e re s t . 

 

1.1.5 Interoperation with PKIs External to the Federal Government 

This  CP provides  for int e rope rabilit y wit h Ent it y CAs  (CAs  ext e rnal t o  t he  GPO, 
non-GPO-CAs)  t hrough cross  ce rt ificat ion.  Int e rope rabilit y will be  e s t ablished 
when direc t ed  by t he  GPO-PA and will require  a  Memorandum of Agreement  
(MOA), be t ween t he  GPO-CA and t he  Ent it y CA, and may require  changes  t o  t his  
CP t o  addre ss  is sue s  as sociat ed  wit h liabilit y and o t he r mat t e rs . In part icular, 
int e rope rat ion wit h t he  Fede ral PKI Common Policy Framework and t he  Fede ral 
Bridge  CA are  fac ilit a t ed  by t his  CP. The GPO PKI (CA) achieves interoperation with non-
Federal CAs that issue under different policies by policy mapping and cross certification through the 
FBCA, the FPKI, or directly with the organization in question. The GPO PKI (CA) will extend 
interoperability with non-Federal entities only when it is beneficial to the Federal Government and to 
the mission of the Department. 

 

1.2 DOCUMENT NAME AND IDENTIFICATION 
The  Medium Assurance  and Medium-Hardware  Assurance  leve ls  are  de fined in 
subsequent  sect ions  of t his  CP.  The  GPO Medium Assurance  and Medium-
Hardware  Assurance  leve ls , a long  wit h Aut hent icat ion, Device  and CardAut h 
ce rt ificat e s , have  corre sponding  Object  Ident ifie rs  (OIDs) , t o  be  as se rt ed  in 
ce rt ificat e s  is sued by t he  GPO-CA, which comply wit h t he  policy s t ipulat ions  
he re in.  The  OIDs  are  reg is t e red  unde r t he  id -infosec  arc  as  fo llows : 

csor-ce rt policy ::=  {2  1 6  8 4 0  1  1 0 1  3  2  1 } 
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id-gpo-polic ie s  ::=  {csor-ce rt policy 1 7 } 

 

id-gpo-ce rt pcy-
mediumAssurance  

::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  1 } 

id-gpo-ce rt pcy-
mediumHardware  

::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  2 } 

id-gpo-ce rt pcy-device s  ::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  3 } 

id-gpo-ce rt pcy-
aut hent icat ion 

::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  4 } 

id-gpo-ce rt pcy-cardAut h ::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  5 } 

 

1.3 PKI PARTICIPANTS 
The  fo llowing  are  ro le s  re levant  t o  t he  adminis t ra t ion and ope rat ion of t he  GPO-
CA. 

1.3.1 PKI Authorities 

1.3.1.1 GPO PKI Policy Authority 

The  GPO PKI Policy Aut horit y (PA) is  a  g roup of GPO pe rsonne l.  The  GPO-PKI-PA 
(or GPO-PA) is  re spons ib le  for: 

• The  Gove rnment  Print ing  Office  Ce rt ificat ion Aut horit y (GPO-CA) 
Ce rt ificat e  Policy (CP) 

• The  GPO-CA Cert ificat ion Pract ice s  St at ement  (CPS) 
• Accept ing  applicat ions  from ot he r PKI Domains  de s iring  t o  int e rope rat e  

wit h t he  GPO-CA 
• Det e rmining  t he  mappings  be t ween ce rt ificat e s  is sued by applicant  Ent it y 

CAs  and t he  leve ls  of as surance  se t  fort h in t he  GPO-CA-CP (which will 
inc lude  object ive  and subject ive  evaluat ion of t he  re spect ive  CP cont ent s  
and any ot he r fac t s  deemed re levant  by t he  GPO-PA) 

• Aft e r a  CA is  aut horized t o  int e rope rat e  wit h t he  GPO-CA, ensuring  
cont inued conformance  of t he  Ent it y PKI Domain wit h applicable  
requirement s  is  a  condit ion for a llowing  cont inued int e rope rabilit y wit h t he  
GPO-CA 
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The  GPO-PA will ent e r int o  an MOA wit h t he  applicant  Ent it y se t t ing  fort h t he  
re spect ive  re spons ibilit ie s  and obligat ions  of bot h part ie s , and t he  mappings  
be t ween t he  ce rt ificat e  leve ls  of as surance  cont ained in t his  CP and t hose  of t he  
Ent it y CP.  Thus , t he  t e rm “MOA” as  used in t his  CP shall a lways  re fe r t o  t he  
Memorandum of Agreement  c it ed  in t his  paragraph. 

1.3.1.2 GPO Operational Authority 

The  GPO Ope rat ional Aut horit y (OA) is  t he  organizat ion t hat  ope rat e s  t he  GPO-
CA, including  is suing  GPO-CA ce rt ificat e s  when direc t ed  by t he  GPO-PA, pos t ing  
t hose  ce rt ificat e s , Ce rt ificat e  Aut horit y Revocat ion Lis t s  (CARLs)  and Ce rt ificat e  
Revocat ion Lis t s  (CRLs)  int o  t he  GPO-CA repos it ory, ope rat ing  t he  OCSP 
sys t em, and ensuring  t he  cont inued availabilit y of t he  repos it ory t o  a ll use rs .  
The  GPO-CA Operat ional Aut horit y includes  but  is  not  limit ed  t o  t he  fo llowing  
ro le s : Ove rs ight  Adminis t ra t or, Office r, Sys t em Adminis t ra t or, and Backup 
Ope rat or, a ll de scribed in la t e r sec t ions  of t his  CP. 

1.3.1.3 GPO Operational Authority Oversight Administrator 

The  OA Ove rs ight  Adminis t ra t or (OAOA) is  t he  individual wit hin t he  GPO-OA 
who has  principal re spons ib ilit y for ove rsee ing  t he  prope r ope rat ion of t he  GPO-
CA including  t he  GPO-CA repos it ory, and who appoint s  individuals  t o  t he  
pos it ions  of GPO-CA Operat ional Aut horit y (OA). 

1.3.1.4 GPO Operational Authority Officers 

These  office rs  are  t he  individuals  wit hin t he  GPO-OA, se lec t ed  by t he  GPO-
OAOA, who ope rat e  t he  GPO-CA and it s  repos it ory inc luding  execut ing  GPO-PA 
direc t ion t o  is sue  CA ce rt ificat e s  t o  CAs  or t aking  o t he r ac t ion t o  e ffec t  
int e rope rabilit y be t ween t he  GPO-CA and Ent it y CAs . 

1.3.1.5 Entity Certification Authority 

An Ent it y wishing  t o  int e rope rat e  wit h t he  GPO may apply for int e rope rat ion.  
Int e rope rat ion require s  a  mapping  be t ween t he  Ent it y CP and t he  GPO CP mus t  
be  comple t ed  and an MOA mus t  be  in p lace .  The  Policy Mapping  and MOA are  
put  in p lace  t o  ensure  t he  leve l of securit y on t he  Ent it y CA is  comparable  t o  
t he  GPO-CA and specify any addit ional requirement s . 

1.3.1.6 GPO Certification Authority 

The  GPO-CA is  t he  ent it y ope rat ed  by t he  GPO-OA t hat  is  aut horized by t he  
GPO-PA t o  creat e , s ign, and is sue  public  key ce rt ificat e s  t o  Ent it y CAs .  The  
GPO-CA is  re spons ible  for a ll aspect s  of t he  is suance  and management  of a  
ce rt ificat e  inc luding: 

• Cont rol ove r t he  reg is t ra t ion process  
• The  ident ificat ion and aut hent icat ion process  
• The  ce rt ificat e  manufact uring  process  
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• Publicat ion of ce rt ificat e s  
• Revocat ion of ce rt ificat e s  
• Re-key of GPO-CA s igning  mat e ria l 
• Ensuring  t hat  a ll aspect s  of t he  GPO-CA se rvice s , ope rat ions  and 

infras t ruct ure  re la t ed  t o  ce rt ificat e s  is sued unde r t his  CP are  pe rformed in 
accordance  wit h t he  requirement s , repre sent at ions , and warrant ie s  of t his  
CP 

The  Principal CA (PCA) is  a  CA wit hin a  PKI t hat  has  been de s ignat ed  t o  
int e rope rat e  d irec t ly wit h Ent it y CAs , and which is sues , e it he r end-ent it y 
ce rt ificat e s , c ross -ce rt ificat e s , or o t he r means  of int e rope rat ion.  The  PCA is  t he  
Root  CA for t he  GPO PKI. Addit ionally, t his  CP may re fe r t o  CAs  t hat  are  
“subordinat e” t o  t he  PCA. The  GPO shall have  at  le as t  one  (1 )  Subordinat e  CA 
(SCA). The  use  of t his  t e rm shall encompass  any CA unde r t he  cont ro l of t he  
PCA t hat  has  a  ce rt ificat e  is sued t o  it  by t he  PCA or any CA subordinat e  t o  t he  
PCA, whe t he r or not  a  hie rarchical or o t he r PKI archit ec t ure  is  used . 

1.3.1.7 GPO Registration Authority 

The  GPO Regis t rat ion Aut horit y (RA) is  t he  ent it y t hat  colle c t s  and ve rifie s  e ach 
End Ent it y’s  ident it y and informat ion t o  be  ent e red  int o  his  or he r public  key 
ce rt ificat e .  The  GPO-RA pe rforms  it s  funct ion in accordance  wit h t he  GPO CPS 
approved by t he  GPO-PA.  The  requirement s  for GPO-RAs  are  se t  fort h in t he  
sect ions  be low. 

1.3.1.8 GPO Naming Authority 

The  GPO Naming  Aut horit y is  t he  ent it y t hat  is  re spons ib le  for managing  t he  
GPO name  space . 
1.3.1.9  GPO Certificate Status Servers  
The GPO PKI includes an authority that provides status information about certificates on behalf of 
the GPO CA through online transactions. In particular, the GPO PKI includes OCSP responders to 
provide online status information. The GPO Certificate Status Server (CSS) is the entity that provides 
status information about certificates on behalf of the GPO CA through online transactions. The GPO 
CSS performs its function in accordance with the GPO CPS and this CP.  

 

1.3.2 Related Authorities 

CAs ope rat ing  unde r t his  CP will require  t he  se rvice s  of o t he r securit y, 
communit y, and applicat ion aut horit ie s , such as  compliance  audit ors  and 
at t ribut e  aut horit ie s .  The  GPO CPS shall ident ify t he  part ie s  re spons ib le  for 
providing  such se rvice s , and t he  mechanisms  used t o  support  t he se  se rvice s . 
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1.3.3 Trusted Agents 

The  t rus t ed  agent  is  a  pe rson who sat is fie s  a ll t he  t rus t wort hine ss  crit e ria  of an 
RA and who pe rforms  ident it y proofing  as  a  proxy for t he  RA. The  t rus t ed  agent  
records  informat ion from and ve rifie s  b iome t rics  (e .g ., phot ographs , e t c .)  of 
credent ia ls  pre sent ed  by applicant s  who cannot  appear in pe rson at  an RA.  The  
CPS will ident ify t he  part ie s  t hat  are  aut horized t o  provide  such se rvice s  and t he  
mechanisms  for de t e rmining  t he ir t rus t wort hine ss .   

1.3.4 Subscribers 

A Subscribe r is  t he  ent it y whose  name  appears  as  t he  subject  in a  ce rt ificat e , 
who as se rt s  t hat  it  use s  it s  key and ce rt ificat e  in accordance  wit h t he  CP 
asse rt ed  in t he  ce rt ificat e , and who does  not  is sue  ce rt ificat e s .  Subscribe rs  
include  all organizat ional pe rsonne l and, when de t e rmined by t he  GPO-PA, o t he r 
individuals  and poss ib ly ce rt a in ne t work or hardware  device s  such as  firewalls  
and rout e rs  when needed for infras t ruct ure  prot ec t ion.  CAs  are  some t imes  
t e chnically cons ide red “subscribe rs” in a  PKI.  Howeve r, t he  t e rm “Subscribe r” 
as  used in t his  document  re fe rs  only t o  t hose  who reques t  ce rt ificat e s  for use s  
o t he r t han s igning  and is suing  ce rt ificat e s  or ce rt ificat e  s t a t us  informat ion. 

1.3.5 Relying Parties 

A Re lying  Part y is  t he  ent it y t hat  re lie s  on t he  valid it y of t he  b inding  of t he  
Subscribe r' s  name  t o  a  public  key.  The  Re lying  Part y is  re spons ible  for deciding  
whe t he r or how t o  check t he  valid it y of t he  ce rt ificat e  by checking  t he  
appropriat e  ce rt ificat e  s t a t us  informat ion.  The  Re lying  Part y can use  t he  
ce rt ificat e  t o  ve rify t he  int egrit y of a  d igit a lly s igned message , t o  ident ify t he  
creat or of a  message , or t o  e s t ablish confident ia l communicat ions  wit h t he  
holde r of t he  ce rt ificat e .  A Re lying  Part y may use  informat ion in t he  ce rt ificat e  
(such as  ce rt ificat e  policy ident ifie rs )  t o  de t e rmine  t he  suit abilit y of t he  
ce rt ificat e  for a  part icular use . 

1.3.6 Other Participants 

The  GPO-CA will require  t he  part ic ipat ion of compliance  audit ors  and asse ssors  
from t ime  t o  t ime  in accordance  wit h t his  CP, and may involve  part ic ipat ion 
from pe rsonne l in t he  informat ion securit y communit y in accordance  wit h t his  
CP. 

1.4 CERTIFICATE USAGE 
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1.4.1 Appropriate Certificate Uses 

Aut horized applicat ions  are  approved for t he  fo llowing  securit y se rvice s  
provided by t he  GPO PKI: 

• User Aut hent icat ion 
• Logical Access  Cont ro l 
• Secure  Communicat ion 
• Digit a l Signat ure / Non-repudiat ion 
• Card Aut hent icat ion (card/ t oken only; not  pre sent e r)  

The  GPO PA may ident ify addit ional aut horized applicat ions .  This  CP will be  
updat ed  as  new aut horized  applicat ions  are  ident ified . 
The level of assurance associated with a public key certificate describes the procedures and controls 
involved in validating a Subscriber’s identity and binding that identity to a public key. It is the 
responsibility of the Relying Party to assess that level of assurance and determine if it meets their 
security requirements for some particular use. The level of assurance depends on the proper 
generation and management of the certificate and associated private keys, in accordance with the 
stipulations of this policy. Personnel, physical, procedural, and technical security controls contribute 
to the assurance level of the certificates issued by a certificate management authority or system.  

The following table provides a brief description of the appropriate uses for certificates at each level 
of assurance defined in this CP. (NOTE: The Rudimentary, Basic and High Assurance Levels, as 
defined and described in the Federal PKI and Federal Bridge CA CP, are not used at this time by the 
GPO PKI and are therefore not in the table below.) These descriptions are guidance and are not 
binding 

 
Assurance Level  Appropriate Certificate Uses  
  
  
Medium  This level is relevant to environments where risks and 

consequences of data compromise are moderate. This 
may include transactions having substantial monetary 
value or risk of fraud, or involving access to private 
information where the likelihood of malicious access is 
substantial. This level of assurance includes the 
following certificate policies: Medium, Medium CBP, 
and Medium Device.  
The use of SHA-1 to create digital signatures is 
deprecated beginning January 1, 2011. As such, use of 
certificates associated with the id-fpki-SHA1-medium, 
id-fpki-SHA1-medium-CBP, and id-fpki-SHA1-
devices policy OIDs should be limited to applications 
for which the risks associated with the use of a 
deprecated cryptographic algorithm have been deemed 
acceptable.  
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1.4.2 Prohibited Certificate Uses 

Applicat ions  t hat  a t t empt  t o  use  t he se  ce rt ificat e s  for se rvice s  o t he r t han 
t hose  ident ified  are  prohibit ed . Ce rt ificat e s  t hat  as se rt  t he  id-fpki-common-
cardAut h OID shall only be  used t o  aut hent icat e  t he  hardware  t oken cont aining  
t he  as sociat ed  privat e  key, and shall not  be  int e rpre t ed  as  aut hent icat ing  t he  
pre sent e r of t he  t oken, or t he  holde r of t he  t oken. 

 

1.5 POLICY ADMINISTRATION 

 

1.5.1 Organization Administering the Document 

The  GPO-PA is  re spons ib le  for a ll aspect s  of t his  CP. 

1.5.2 Contact Person 

Ques t ions  regarding  t his  CP shall be  d irec t ed  t o  t he  Chair of t he  GPO-PA, whose  
cont act  informat ion and addre ss  can be  found at  t he  GPO PKI web s it e  
(ht t p :/ / www.gpo.gov/ projec t s / pki.ht m)., or t o  t he  de s ignee  of t he  Chair of t he  
GPO-PA, t he  GPO Chie f Informat ion Securit y Office r, who can be  reached by 
email a t : pkisupport @gpo.gov.  

 

1.5.3 Person Determining CPS Suitability for the Policy 

The  GPO-PA shall approve  t he  GPO CPS.  The  GPO-PA is  re spons ib le  for 
de t e rmining  whe t he r t he  GPO CPS conforms  t o  t he  GPO CP, and in part icular, 
prope rly adhe re s  t o  any policy mappings  approved by t he  GPO-PA be t ween t he  
GPO CP and an Ent it y CP. 

1.5.4 CPS Approval Procedures 

The  GPO-PA shall approve  t he  GPO CPS. The  GPO-PA shall review t he  CPS at  
le as t  once  eve ry year t o  de t e rmine  if changes  are  required .   
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1.6 DEFINITIONS AND ACRONYMS 
See  sect ions  1 1  and 1 2  of t his  CP. 
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2.  PUBLICATION OF CERTIFICATE INFORMATION 
 

2.1 REPOSITORIES 
The  publicat ion of dat a  t o  t he  repos it orie s  will be  appropriat e  t o  t he  ce rt ificat e  
us ing  communit y, and in accordance  wit h t he  local securit y requirement s .  This  
inc ludes  informat ion about  ce rt ificat e  owne rs  and organizat ions  polic ie s  in 
addit ion t o  t he  d irec t orie s  cont aining  t he  ce rt ificat e s  and CRLs . Publicat ion of 
ce rt ificat e s  t o  t he  d irec t orie s  will cons t it ut e  not ificat ion t o  a ll subscribe rs  of t he  
is suance  of ce rt ificat e s . To fac ilit a t e  t he  wides t  use  of ce rt ificat e s , GPO may 
use  an X.5 0 0  Direct ory Sys t em in addit ion t o  o t he r repos it orie s  as  deemed 
appropriat e .  The  GPO CPS shall specify t he  locat ion and cont ent s  of t he  
repos it orie s . The  GPO-CA and it s  Ope rat ional Aut horit y are  re spons ib le  for t he  
ope rat ion of a ll GPO-CA repos it orie s .  

 

2.2 PUBLICATION OF CERTIFICATE INFORMATION 
 

2.2.1 Publication of Certificates and Certificate Status 

The  GPO-CA shall ut ilize  a  se t  of redundant  d irec t ory sys t ems  and Online  
Ce rt ificat e  St at us  Prot ocol (OCSP) se rve rs  t o  achieve  high availabilit y and mee t  
t he  availabilit y requirement s  of t he  fede ral PKI Common Policy. This  is  achieved 
bot h by on-s it e  redundant  d irec t ory sys t ems  at  t he  primary GPO-CA s it e , as  we ll 
as  backup direc t ory sys t ems , inc luding  an always  online  OCSP se rve r, a t  t he  off-
s it e  backup locat ion for t he  GPO-CA. 

The  GPO-CA shall ensure  t hat  ce rt ificat e s  and CRLs  are  available  for re t rieval 2 4  
hours  pe r day, 7  days  pe r week, wit h a  minimum of 9 9 % availabilit y ove rall pe r 
year and scheduled  down-t ime  not  t o  exceed 0 .5 % annually. This  is  achieved via  
t he  use  of t he  redundant  d irec t ory sys t ems , and Change  Cont rol and ot he r GPO-
CA procedure s .  

 

2.2.2 Publication of CA Information 

The  GPO OA shall publish a  copy of t he  GPO CP and t he  US Fede ral PKI Common 
Policy via  t he  GPO PKI web s it e  (ht t p :/ / www.gpo.gov/ projec t s / pki.ht m). 
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2.2.3 Interoperability 

Cert ificat e s , CRL’s  and Ce rt ificat e  St at us  Se rve rs  of t he  GPO-SCA shall use  
s t andards  based prot ocols , dat a  s t ruct ure , and direc t ory schemas , t o  ensure  
t hat  int e rope rabilit y wit h t he  fede ral PKI infras t ruct ure  ( t he  fede ral Common 
Policy and Fede ral Bridge  CA) and re lying  part ie s  is  achieved.    

 

2.3 TIME OR FREQUENCY OF PUBLICATION 
This  CP and any approved changes  are  published wit hin 3 0  days  of approval by 
t he  GPO PA. 

Publicat ion requirement s  for CRLs  are  de scribed in sec t ions  4 .9 .7  and 4 .9 .1 2  of 
t his  CP. 

Ce rt ificat e s  are  published in t he  d irec t ory as  soon as  t hey are  is sued.  CRLs  and 
ARLs  are  published in t he  d irec t ory as  soon as  t hey are  is sued. 

The  aut omat ed replicat ion mechanism used int e rnal t o  t he  Direc t ory is  
configured t o  replicat e  any changes  t o  t he  ons it e  redundant  d irec t ory sys t ems  
as  soon t he  changes  occur. Replicat ion t o  t he  off-s it e  backup Direct ory sys t em 
shall pe riodically not  le s s  t han once  pe r day.  

 

2.4 ACCESS CONTROLS ON REPOSITORIES 
The  GPO-CA shall prot ect  any repos it ory informat ion not  int ended for public  
d is seminat ion or modificat ion.  Direc t ory sys t em access  cont rol mechanisms  
shall be  used for t his . Public  keys  and ce rt ificat e  s t a t us  informat ion in t he  GPO-
CA repos it ory shall be  public ly available  t hrough t he  Int e rne t , which shall a lso  
fac ilit a t e  availabilit y t o  Fede ral re lying  part ie s .   
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3.   IDENTIFICATION AND AUTHENTICATION 
 

3.1 NAMING 

3.1.1 Types of Names 

The  GPO-CA asse rt ing  t his  CP (and when required  t he  Ent it y CA) shall gene rat e , 
s ign and process  ce rt ificat e s  t hat  cont ain an X.5 0 0  Dis t inguished Name  (DN).  
Domain Component  e lement s  may be  used in addit ion t o  t he  DN.  Where  DNs  
are  required , subscribe rs  shall have  t hem ass igned t hrough t he ir organizat ions , 
in accordance  wit h a  naming  aut horit y.  If an X.5 0 0  Alt e rnat ive  Subject  Name  is  
used it  mus t  be  marked non-crit ical. All CA and RA ce rt ificat e s  shall have  a  non-
null DN. All certificates issued to end entities shall include a non-NULL subject DN. The  DN in 
all ce rt ificat e s  shall accurat e ly re flec t  organizat ional s t ruct ure , and ce rt ificat e s  
for ext e rnal agency DN’s  shall have  t he  name  of t he  agency involved in t he  DN. 
Certificates at all levels of assurance may include alternative name forms. 

3.1.2 Need for Names to be Meaningful 

The  ident it y ce rt ificat e s  is sued pursuant  t o  t his  CP are  meaningful only if t he  
names  t hat  appear in t he  ce rt ificat e s  can be  unde rs t ood and used by Re lying  
Part ie s .  Names  used in t he  ce rt ificat e s  mus t  ident ify t he  pe rson or objec t  t o  
which t hey are  as s igned in a  meaningful way. 

When DNs  are  used, it  is  pre fe rable  t hat  t he  common name  repre sent s  t he  
subscribe r in a  way t hat  is  e as ily unde rs t andable  for humans .  For people , t his  
will t ypically be  a  legal name .  For equipment , t his  may be  a  mode l name  and 
se ria l number, or an applicat ion process  (e .g ., Organizat ion X Mail Lis t  or 
Organizat ion Y Mult ifunct ion Int e rpre t e r) . 

The  GPO-CA shall use  DNs  in ce rt ificat e s  it  is sues .  In t he  case  whe re  a  root  CA 
ce rt ifie s  a  subordinat e  CA, t he  GPO-CA mus t  impose  re s t ric t ions  on t he  name  
space  aut horized in t he  subordinat e  CA, which are  a t  le as t  as  re s t ric t ive  as  it s  
own name  cons t raint s . 

Cross  ce rt ificat e s  is sued by t he  GPO-CA at  t he  Medium Assurance  leve l shall 
have  name  cons t raint s  excluding  t he  GPO name  space  ( i.e . ce rt ificat e s  is sued by 
non-GPO CAs  unde r t he  GPO name  space  are  not  t rus t ed)  specified  by t he  GPO 
Naming Aut horit y. 

When User Principal Names (UPN) are used, they must be unique and accurately reflect 
organizational structures. 
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3.1.3 Anonymity or Pseudo-anonymity of Subscribers 

The  GPO-CA shall not  is sue  anonymous  ce rt ificat e s . The  GPO-CA can is sue  
pseudonymous  ce rt ificat e s  t hat  ident ify subject s  by t he ir organizat ional ro le . 
The  GPO-CA shall not  is sue  any CA ce rt ificat e  t hat  is  anonymous  or 
pseudonymous .  

 

 

3.1.4 Rules for Interpreting Various Name Forms 

Rule s  for int e rpre t ing  name  forms  shall be  cont ained in t he  applicable  ce rt ificat e  
profile  and are  e s t ablished by t he  GPO-PA. Rules for interpreting distinguished name 
forms are specified in X.501. Rules for interpreting e-mail addresses are specified in [RFC 2822]. 

3.1.5 Uniqueness of Names 

Name  uniqueness  across  t he  GPO-CA mus t  be  enforced.  The  GPO CAs  and RAs  
shall enforce  name  uniqueness  wit hin t he  X.5 0 0  name  space  which t hey have  
been aut horized.  When ot he r name  forms  are  used, t hey t oo  mus t  be  a llocat ed  
such t hat  name  uniqueness  across  t he  GPO-CA is  ensured. 

The  GPO shall document  in it s  CPS: 

• What  name  forms  shall be  used 
• How t he  CAs  and RAs  will a llocat e  names  wit hin t he  Subscribe r communit y 

t o  guarant ee  name  uniqueness  among current  and pas t  Subscribe rs  

3.1.6 Recognition, Authentication and Role of Trademarks 

The GPO PA shall investigate and if necessary recommend the correction for any trademark name 
collisions brought to its attention. The GPO PA will communicate resolutions to all interested parties. 
Consistent with Federal Policy, the GPO PKI CAs will not knowingly use trademarks in names 
unless the subject has the rights to use that name.  

3.2 INITIAL IDENTITY VALIDATION 

3.2.1 Method to Prove Possession of Private Key 

In a ll case s  whe re  t he  part y named in a  ce rt ificat e  gene rat e s  it s  own keys , t hen 
t hat  part y shall be  required  t o  prove  posse ss ion of t he  privat e  key t hat  
corre sponds  t o  t he  public  key in t he  ce rt ificat e  reques t .  For s ignat ure  keys , t his  
may be  done  by t he  ent it y us ing  it s  privat e  key t o  s ign a  value  and providing  
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t hat  value  t o  t he  GPO-CA.  The  GPO-CA or Ent it y CA shall t hen validat e  t he  
s ignat ure  us ing  t he  part y’s  public  key.  The  GPO-PA may allow ot he r 
mechanisms  t hat  are  a t  le as t  as  secure  as  t hose  c it ed  he re .   

In t he  case  whe re  a  key is  gene rat ed  d irec t ly on t he  part y’s  t oken, or in a  key 
gene rat or t hat  benignly t rans fe rs  t he  key t o  t he  part y’s  t oken, t hen t he  part y is  
deemed t o  be  in posse ss ion of t he  privat e  key at  t he  t ime  of gene rat ion or 
t rans fe r.  If t he  part y is  not  in posse ss ion of t he  t oken when t he  key is  
gene rat ed , t hen t he  t oken shall be  de live red t o  t he  subject  via  an account able  
me t hod. 

When keyed hardware  t okens  are  de live red t o  ce rt ificat e  subjec t s , t he  de live ry 
shall be  accomplished in a  way t hat  ensure s  t hat  t he  correct  t okens  and 
ac t ivat ion dat a  are  provided t o  t he  correc t  subject s .  The  GPO mus t  maint ain a  
record  of validat ion for rece ipt  of t he  t oken by t he  subjec t .  When any 
mechanism t hat  inc ludes  a  shared secre t  is  use d, t he  mechanism shall ensure  
t hat  t he  applicant  and t he  GPO-CA are  t he  only rec ip ient s  of t his  shared  secre t . 

3.2.2 Authentication of Organization Identity 

Reques t s  for GPO-CA ce rt ificat e s  in t he  name  of an organizat ion shall inc lude  
t he  organizat ion name , addre ss , and document at ion of t he  exis t ence  of t he  
organizat ion. The  GPO-OA or GPO-RA shall ve rify t he  informat ion, in addit ion t o  
t he  aut hent ic it y of t he  reques t ing  repre sent at ive  and t he  repre sent at ive ’s  
aut horizat ion t o  ac t  in t he  name  of t he  organizat ion. 

3.2.3 Authentication of Individual Identity 

Ident it y shall be  aut hent icat ed , as  de scribed in t he  sub-sect ions  be low, 
depending  on t he  t ype  of Subscribe r involved. The re  are  d iffe rent  c las s ificat ions  
of Subscribe rs  and t he  init ia l reg is t ra t ion process  d iffe rs  accordingly; howeve r, 
a ll Subscribe rs  are  re spons ib le  for providing  ident it y-proofing  credent ia ls  as  part  
of t he  init ia l reg is t ra t ion process . A ce rt ificat e  shall be  is sued t o  a  s ing le  end 
ent it y.   

3.2.3.1 Authentication of Human Subscribers 

For Subscribe rs , t he  Office r ro le  (RAs  and Securit y Office rs )  for t he  GPO-CA 
shall ensure  t hat  t he  applicant ’s  ident it y informat ion is  ve rified  and checked in 
accordance  wit h t he  GPO CP and CPS.  The  GPO-RA shall ensure  t hat  t he  
applicant ’s  ident it y informat ion and public  key are  prope rly bound.  Addit ionally, 
t he  GPO-RA shall re cord  t he  process  t hat  was  fo llowed for is suance  of e ach 
ce rt ificat e .  The  process  document at ion and aut hent icat ion requirement s  shall 
inc lude  t he  fo llowing: 

• The  ident it y of t he  pe rson pe rforming  t he  ident ificat ion 
• A s igned declarat ion by t hat  pe rson, us ing  t he  format  se t  fort h a t  2 8  

U.S.C. 1 7 4 6  (declarat ion unde r penalt y of pe rjury) , t hat  he  or she  ve rified  



X.5 0 9  Ce rt ifica t e  Po licy, Ve rs ion 1 .4   May 3 0 , 2 0 1 6  
Gove rnm e nt  Print ing  Office    
 

 

FOR OFFICIAL USE ONLY    1 5  

t he  ident it y of t he  Subscribe r as  required  by t he  applicable  ce rt ificat e  
policy 

• A unique  ident ifying  number from t he  ID of t he  ve rifie r and, if in-pe rson 
ident it y proofing  is  done , from t he  ID of t he  applicant  

• The  dat e  and t ime  of t he  ve rificat ion 
• A declarat ion of ident it y s igned by t he  applicant  us ing  a  handwrit t en 

s ignat ure  and pe rformed in t he  pre sence  of t he  pe rson pe rforming  t he  
ident it y aut hent icat ion, us ing  t he  format  se t  fort h a t  2 8  U.S.C. 1 7 4 6  
(declarat ion unde r penalt y of pe rjury) .  

Ident it y for a ll human subscribe rs  is  e s t ablished by in-pe rson appearance  be fore  
t he  Regis t ra t ion Aut horit y, 

Credent ia ls  required  are  e it he r one  Fede ral Gove rnment -is sued Pic t ure  I.D., or 
t wo Non-Fede ral Gove rnment  I.D.s , one  of which shall be  a  phot o  I.D. 

If an Applicant  is  unable  t o  pe rform face -t o-face  reg is t ra t ion alone  (e .g ., a  
ne t work device ) , t he  applicant  shall be  repre sent ed  by a  human sponsor or 
t rus t ed  agent  a lready is sued a  d ig it a l ce rt ificat e  by t he  GPO-CA.  The  human 
sponsor or t rus t ed  agent  will pre sent  informat ion suffic ient  for reg is t ra t ion of 
t he  ce rt ificat e  be ing  reques t ed , for bot h himse lf/ he rse lf and t he  applicant  who 
t he  t rus t ed  pe rson is  repre sent ing . 
For the Medium Assurance Levels:  Identity shall be established no more than 30 days before 
initial certificate issuance. An entity certified by a State or Federal Entity as being authorized to 
confirm identities may perform in-person authentication on behalf of the RA. The certified entity 
forwards the information collected from the applicant directly to the RA in a secure manner. 
Packages secured in a tamper-evident manner by the certified entity satisfy this requirement; other 
secure methods are also acceptable. Such authentication does not relieve the RA of its responsibility 
to verify the presented data. 
 
The table below summarizes the identification requirements for each level of assurance 
 
Assurance Level  Identification Requirements  
Medium  
(all policies)  

Identity shall be established by in-person 
proofing before the Registration 
Authority, Trusted Agent or an entity 
certified by a State or Federal Entity as 
being authorized to confirm identities; 
information provided shall be verified to 
ensure legitimacy. A trust relationship 
between the Trusted Agent and the 
applicant which is based on an in-person 
antecedent may suffice as meeting the in-
person identity proofing requirement  

 

Identity shall be established by in-
person proofing before the Registration 
Authority, Trusted Agent or an entity 
certified by a State or Federal Entity as 
being authorized to confirm identities; 
information provided shall be verified 
to ensure legitimacy. A trust 
relationship between the Trusted Agent 
and the applicant which is based on an 
in-person antecedent may suffice as 
meeting the in-person identity proofing 
requirement. Credentials required are   
Federal Government-issued Picture 
I.D., one REAL ID Act compliant 
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picture ID1, or two Non-Federal 
Government I.D.s, one of which shall 
be a photo I.D. (e.g., Non-REAL ID 
Act compliant Drivers License). Any 
credentials presented must be 
unexpired.  
Clarification on the trust relationship 
between the Trusted Agent and the 
applicant, which is based on an in-
person antecedent identity proofing 
event, can be found in the FBCA 
Supplementary Antecedent, In-Person 
Definition document.  
For PIV-I, credentials required are two 
identity source documents in original 
form. The identity source documents 
must come from the list of acceptable 
documents included in Form I-9, OMB 
No. 1115-0136, Employment Eligibility 
Verification. At least one document 
shall be a valid State or Federal 
Government-issued picture 
identification (ID). For PIV-I, the use 
of an in-person antecedent is not 
applicable.  
 
 

 

3.2.3.1.1 Authentication for Role Based Certificates 

 
The re  is  a  subse t  of human subscribe rs  who may be  is sued ro le -based 
ce rt ificat e s . These  ce rt ificat e s  will ident ify a  specific  ro le  on behalf of which t he  
subscribe r is  aut horized t o  ac t  ra t he r t han t he  subscribe r’s  name  and are  is sued 
in t he  int e re s t  of support ing  accept ed  GPO and ext e rnal agency bus ine ss  
pract ice s . The  ro le -based ce rt ificat e  can be  used in s it uat ions  whe re  non-
repudiat ion is  de s ired . Normally, it  will be  is sued in addit ion t o  an individual 
subscribe r ce rt ificat e . A specific  ro le  may be  ident ified  in ce rt ificat e s  is sued t o  
mult ip le  subscribe rs , howeve r, t he  key pair will be  unique  t o  each individual ro le -
based ce rt ificat e . Role s  for which ro le -based ce rt ificat e s  may be  is sued are  
limit ed  t o  t hose  t hat  unique ly ident ify a  specific  individual wit hin an 
organizat ion. Role -based ce rt ificat e s  shall not  be  shared, but  shall be  is sued t o  
individual subscribe rs  and prot ect ed  in t he  same  manne r as  individual 
ce rt ificat e s . 

The  GPO-CA shall re cord  t he  informat ion ident ified  in Sect ion 3 .2 .3 .1  for a  
sponsor as sociat ed  wit h t he  ro le  be fore  is suing  a  ro le -based ce rt ificat e . The  
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sponsor mus t  hold  an individual ce rt ificat e  in his / he r own name  is sued by t he  
GPO-CA at  t he  same  or highe r as surance  leve l as  t he  ro le -based ce rt ificat e . 

The  procedure s  for is suing  ro le -based t okens  mus t  comply wit h all o t he r 
s t ipulat ions  of t his  GPO CP (e .g ., key gene rat ion, privat e  key prot ec t ion, and 
Subscribe r obligat ions ) . 

For pseudonymous  ce rt ificat e s  t hat  ident ify subjec t s  by t he ir organizat ional 
ro le s , t he  GPO-CA shall validat e  t hat  t he  individual e it he r holds  t hat  ro le  or has  
been de legat ed  t he  aut horit y t o  s ign on behalf of t he  ro le .  

 

3.2.3.2 Authentication of Devices 

Some  comput ing  and communicat ions  component s  ( rout e rs , firewalls , s e rve rs , 
e t c .)  will be  named as  ce rt ificat e  subject s .  In such case s , t he  component  mus t  
have  a  human sponsor.  The  Sponsor is  re spons ib le  for providing  t he  fo llowing  
reg is t ra t ion informat ion: 

• Equipment  ident ificat ion or se rvice  name  

i)  se ria l number ( for device s )  

ii)  DNS and/ or hos t  name  (for se rve rs  or component s )  

• Equipment  public  keys  
• Equipment  aut horizat ions  and at t ribut e s  ( if any are  t o  be  inc luded in t he  

ce rt ificat e )  
• Cont act  informat ion t o  enable  t he  CA or RA t o  communicat e  wit h t he  

sponsor when required 

The  reg is t ra t ion informat ion shall be  ve rified  t o  an as surance  leve l 
commensurat e  wit h t he  ce rt ificat e  as surance  leve l be ing  reques t ed .  Accept able  
me t hods  for pe rforming  t his  aut hent icat ion and int egrit y checking  include , but  
are  not  limit ed  t o : 

• Verificat ion of d ig it a lly s igned messages  sent  from t he  sponsor (us ing  
ce rt ificat e s  of equivalent  or g reat e r as surance  t han t hat  be ing  
reques t ed) . 

• In pe rson reg is t ra t ion by t he  sponsor, wit h t he  ident it y of t he  sponsor 
confirmed in accordance  wit h t he  requirement s  of Sect ion 3 .2 .3 .1 . 

Ident ificat ion and aut hent icat ion of t he  human sponsor fo llows  Sect ion 3 .2 .3 .1  
as  if t he  sponsor we re  applying  for a  ce rt ificat e  on t he ir own behalf.  In addit ion, 
t he  RA will ve rify t he  aut horit y of t he  sponsor t o  rece ive  ce rt ificat e s  for t hat  
component  (device )  or se rve r.  The  aut horit y of t he  sponsor t o  rece ive  device  
or se rve r ce rt ificat e s  is  de fined t o  be  t hose  pe rsonne l ident ified  for t his  purpose  
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in t he  agency’s  MOA wit h GPO, or by d ig it a lly s igned message  from t hose  
pe rsonne l in t he  MOA.3.2.3.3 Authentication of Human Subscribers For Group Certificates 
Normally, a certificate shall be issued to a single Subscriber. For cases where there are several 
entities acting in one capacity, and where non-repudiation for transactions is not desired, a certificate 
may be issued that corresponds to a private key that is shared by multiple Subscribers. The GPO RA 
shall record the information identified in Section 3.2.3.1 for a sponsor from the GPO IT Security 
office before issuing a group certificate.  
 
In addition to the authentication of the sponsor, the following procedures shall be performed for 
members of the group: 
  

• The GPO IT Security office shall be responsible for ensuring control of the private key, 
including maintaining a list of Subscribers who have access to use of the private key, and 
accounting for which Subscriber had control of the key at what time.  

• The subjectName DN must not imply that the subject is a single individual, e.g. by inclusion 
of a human name form;  

• The list of those holding the shared private key must be provided to, and retained by, the 
applicable CA or its designated representative; and  

• The procedures for issuing tokens for use in shared key applications must comply with all 
other stipulations of this CP (e.g., key generation, private key protection, and Subscriber 
obligations).  

 

3.2.4 Non-Verified Subscriber Information 

Only ve rified  informat ion (ve rified  by t he  RA or CA pe rsonne l)  shall be  included 
in ce rt ificat e s .  

 

3.2.5 Validation of Authority 

Before  is suing  a  ce rt ificat e  t hat  as se rt s  organizat ional ident it y, t he  GPO-CA shall 
validat e  t hat  t he  subscribe r (applicant )  has  t he  aut horit y t o  ac t  in t he  
reques t ed  capacit y.  For pseudonymous  ce rt ificat e s  t hat  ident ify subject s  by 
t he ir organizat ional ro le , t he  CA shall validat e  t hat  t he  individual holds  t his  ro le  
or has  been de legat ed  t he  aut horit y t o  ac t  or s ign on behalf of t hat  ro le .  

3.2.6 Criteria for Interoperation 

The GPO PA shall determine the criteria for cross certification with other Entities in accordance with 
Section 1.1.5 and the U.S. Government Public Key Infrastructure Cross Certification Methodology 
and Criteria (See http://www.idmanagement.gov/federal-public-key-infrastructure). 
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3.3 IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS 

3.3.1 Identification and Authentication for Routine Re-key  

The  GPO-CA Trus t ed  Role  and Subscribe r keys  shall be  aut omat ically updat ed  
prior t o  expirat ion of t he  current  key pairs . If more  t han nine  (9 )  years  have  
passed s ince  t he  subscribe r’s  ident it y was  ve rified  via  in-pe rson proofing  ( t he  
procedure s  of sec t ion 3 .2 .3 .1  above ) , t hen t he  ce rt ificat e  re -key shall require  
t he  same  use r ident ificat ion proofing  as  ce rt ificat e  is suance . 

In the event that GPO-CA re-key is required, the GPO-CA will seek to exchange new cross 
certificates with the FBCA. For any subordinate GPO PKI CA that requires a re-key, the GPO-CA 
will issue its new certificate. Before issuance, the subordinate CA shall identify itself through use of 
its current signature key or the initial registration process. If it has been more than three years since 
the subordinate CA identification, as required in Section 3.2, the GPO PKI subordinate CA shall re-
establish identity through the initial registration process. 

Subscribers must periodically obtain new keys and re-establish identity as defined in Section 3.2.  
A GPO PKI CA may re-key Subscribers based on electronically authenticated Subscriber requests. 
Subscribers must stop using private keys before the public key expires. Confidentiality private keys 
do not have a lifetime so Subscribers may use these keys at any time to decrypt information.  

For device certificates, identity may be established through the use of the device’s current signature 
key or the signature key of the device’s human sponsor, except that identity shall be established 
through the initial registration process at least once every nine years from the time of initial 
registration 

The  GPO-CA shall de t e rmine  when ce rt ificat e  re -key ope rat ions  will exceed t he  
nine  (9 )  year limit at ion and t he re fore  prevent  t he  aut omat ic  re -key and require  
t he  subscribe r t o  pre sent  t hemse lves  in pe rson for ident it y proofing  pe r sec t ion 
3 .2 .3 .1  above . The  CA pe rforms  a procedure  de scribed in de t ail in t he  CPS t o  
accomplish t his , which includes  t he  fo llowing  aspect s . 

a . A lis t ing  is  creat ed  pe riodically t hat  lis t s  a ll Subscribe rs  who will pass  t he  
9  year mark wit hin a  ce rt a in le ad  t ime  range . 

b . All Subscribe rs  on t his  lis t  are  sent  an email informing  t hem t hat  t hey 
mus t  pre sent  t hemse lves  for in-pe rson ident it y proofing  prior t o  t he  le ad  
t ime  expiring . 

c . The  lis t ing  also  shows  any Subscribe rs  t hat  are  ac t ive  t hat  have  passed 
t he  9  year mark, and t hus  in t heory could  have  an aut omat ic  re -key 
pe rformed. These  Subscribe rs  have  t he ir ce rt ificat e  revoked by t he  RA, 
and an email is  sent  t o  t he  use r informing  t hem t hat  t he ir ce rt ificat e  has  
been revoked and t hey mus t  pre sent  t hemse lves  for in-pe rson ident it y 
proofing  (pe r sec t ion 3 .2 .3 .1  above )  t o  obt ain anot he r ce rt ificat e  or t o  
have  key recove ry pe rformed.  
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Subscribers of GPO PKI (CA) shall identify themselves for the purpose of re-keying as required 
below: 

Assurance Level  Routine Re-key Identity Requirements for 
Subscriber Signature and Encryption 
Certificates  

Medium (all policies)  
 

Subscriber may establish identity through use of 
current signature key, except that the Subscriber 
shall re-establish identity through initial registration 
process at least once every nine years from the time 
of initial registration, or as required by renewal of 
PIV Card.  
 
For mediumDevice and mediumDeviceHardware 
certificates, identity may be established through the 
use of current signature key or using means 
commensurate with the strength of the certificate 
being requested, except that identity shall be 
established through initial registration process at 
least once every nine years from the time of initial 
registration.  
  

 

3.3.2 Identification and Authentication for Re-key after Revocation 

All GPO-CA Subscribe rs  or human sponsors  ( in t he  case  of device  ce rt ificat e s )  
mus t  repeat  t he  init ia l ce rt ificat e  reg is t ra t ion and reques t  process , and t he  
init ia l ident ify proofing  process , in accordance  wit h sect ion 3 .2  above , in orde r 
t o  obt ain a  new ce rt ificat e  aft e r a  revocat ion. 

3.4 IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUEST 
Revocat ion reques t s  mus t  be  aut hent icat ed .  Reques t s  t o  revoke  a  ce rt ificat e  
may be  aut hent icat ed  us ing  t hat  ce rt ificat e ' s  as sociat ed  privat e  key, regardle s s  
of whe t he r or not  t he  privat e  key has  been compromised. 
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4.  CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS 

4.1 CERTIFICATE APPLICATION 
The  fo llowing  s t eps  are  required  of a  subscribe r when applying  for a  GPO 
ce rt ificat e : 

• Es t ablish need for ce rt ificat e  
• Es t ablish ident it y of subscribe r 
• Obt ain public  and privat e  key pairs  for e ach ce rt ificat e  required 
• Prove  t o  t he  RA or CA t hat  t he  Public  key forms  a  funct ioning  key pair 

wit h t he  privat e  key t hat  is  he ld  by t he  subscribe r 
• Provide  a  point  of cont act  for ve rificat ion of any ro le s  or aut horizat ions  

reques t ed  

CAs  asse rt ing  t o  t his  CP shall ce rt ify Ent it y CAs  ( t o  inc lude  cross  ce rt ificat ion)  
only as  aut horized by t he  GPO-PA. 

 

4.1.1 Who Can Submit a Certificate Application 

 

4.1.1.1 CA Certificates 

 

 

For the GPO-CA, the GPO PA or OA shall submit the certificate application to the FPKIPA (for 
cross-certification to the FBCA). For subordinate GPO PKI CAs, the GPO PKI entity shall submit 
requests for subordinate GPO PKI CA certificates to the GPO PA. An applicat ion for a  CA 
ce rt ificat e  shall be  submit t ed  by an aut horized repre sent at ive  for t he  applicant  
CA. 

 

 

4.1.1.2 User Certificates 

 

An applicat ion for a  use r (subscribe r)  ce rt ificat e  shall be  submit t ed  by e it he r t he  
subcribe r t hemse lves , or by a  t rus t ed  agent . 
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4.1.1.3 Device Certificates 

 

An applicant  for a  device  ce rt ificat e  shall be  t he  human sponsor for t he  device . 

4.1.2 Enrollment Process and Responsibilities 

 

All communicat ions  be t ween PKI aut horit ie s  and ot he r part ic ipant s  shall be  
prot ect ed  from modificat ion and aut hent icat ed; e lec t ronic  communicat ion of 
shared secre t s  shall be  prot ect ed . Communicat ions  may be  e lec t ronic  or out -of-
band. Where  e lec t ronic  communicat ions  are  used, crypt ographic  mechanisms  
shall be  used t hat  are  equivalent  in s t rengt h t o  t he  public / privat e  key pair 
involved. Out -of-band mechanisms  shall prot ec t  t he  confident ia lit y and int egrit y 
of t he  informat ion. 

4.2 CERTIFICATE APPLICATION PROCESSING 
 

4.2.1 Performing Identification and Authentication Functions 

 

For the GPO-CA, the GPO PA and OA shall validate acceptance of applicant identification and 
authentication. 

For subordinate GPO PKI CAs, the identification and authentication of the Subscriber must meet the 
requirements specified for Subscriber authentication as specified in Sections 3.2 and 3.3. If databases 
or other sources are used to confirm Subscriber attributes, then these sources and associated 
information sent to a CA shall require:  
 

• When information is obtained through one or more information sources, an auditable chain 
of custody be in place.  

• All data received or exchanged with the attribute information source be protected and 
securely exchanged in a confidential and tamper evident manner, and protected from 
unauthorized access. 

The GPO OA and RA’s shall authenticate and protect from modification all communications 
supporting the certificate application and issuance process using mechanisms commensurate with the 
protection requirements of the data. The GPO OA and RA’s shall protect from unauthorized 
disclosure any electronic transmission of this data (i.e., encryption) commensurate with the 
protection requirements of the data. 
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4.2.2 Approval or Rejection of Certificate Applications 

Approval or re jec t ion of ce rt ificat e  applicat ions  is  a t  t he  d iscre t ion of t he  GPO 
PA or t he  PA’s  de s ignee . The GPO PKI PA, OA and RAs/LRAs may reject any Subscriber, 
group, or component application that is incomplete, or that contains information that they cannot 
verify as accurate in accordance with Section 4.2.1. The GPO OA and RA’s may afford Subscribers 
and Sponsors the opportunity to complete and/or augment application information. Failure to do so 
will result in rejection of the certificate application and denial of PKI certificate issuance. 

4.2.3 Time to Process Certificate Applications 

Cert ificat e  applicat ions  mus t  be  processed and a  ce rt ificat e  is sued wit hin 3 0  
days  of ident it y ve rificat ion. 

 

4.3 ISSUANCE 
Upon rece iving  a  reques t  for a  ce rt ificat e , t he  GPO CA or RA shall re spond in 
accordance  wit h  

 

4.3.1 CA Actions During Certificate Issuance 

 

Upon rece iving  a  valid  reques t , t he  CA/ RA shall: 

- Verify t he  ident it y of t he  reques t or 

- Verify t he  aut horit y of t he  reques t or and t he  int egrit y of t he  informat ion 
in t he  ce rt ificat e  reques t  

- Build  and s ign a  ce rt ificat e  if a ll ce rt ificat e  requirement s  have  been me t  

- Make  t he  ce rt ificat e  available  t o  t he  subscribe r upon ve rifying  t hat  t he  
subscribe r has  acknowledged t he ir obligat ions   

The  GPO-CA does  not  s ign t he  ce rt ificat e  unt il a ll ident ify ve rificat ion and 
aut hent icat ion procedure s  de scribed in t he  sect ion 3 .2  and 3 .3  above  in t he  
GPO-CA CP, and procedure s  de scribed in t he  GPO-CA CPS, are  comple t ed .  The  
re spons ibilit y for ve rifying  prospect ive  subscribe r informat ion shall be  de scribed 
in great e r de t ail in t he  GPO-CA CPS.  
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It is the responsibility of the GPO RA to verify that the certificate information is correct and 
accurate. The GPO OA and RA shall check all CA certificates to ensure that all fields and extensions 
are properly populated. The GPO CA shall not sign any certificate until the RA and/or LRA have 
completed all verifications and modifications, if any, to the GPO CA’s satisfaction, and the 
identification and authentication process set forth in the GPO CP and GPO CPS are complete.  
If an RA or LRA denies a certificate request, then the CA shall not sign the requested certificate.  

4.3.2 The GPO RA shall verify all authorization and other attribute information received 
from an applicant. Notification to Subscriber by the CA of Issuance of Certificate 

The  GPO-CA shall inform t he  Subscribe r (or subject  of t he  ce rt ificat e )  of t he  
creat ion of t he  ce rt ificat e  and shall make  t he  ce rt ificat e  available  t o  t he  
Subscribe r. For device  ce rt ificat e s , t he  human sponsor shall be  informed by t he  
GPO-CA. 

 

4.4 CERTIFICATE ACCEPTANCE 
A Subscribe r shall be  required  t o  s ign, us ing  a  handwrit t en s ignat ure , a  
document  cont aining  t he  requirement s  t he  Subscribe r shall mee t  re spect ing  
prot ect ion of t he  privat e  key and use  of t he  ce rt ificat e  be fore  be ing  is sued t he  
ce rt ificat e . The  document  shall cont ain t he  fo llowing  requirement s  a t  a  
minimum: 

 

• The  Subscribe r shall accurat e ly repre sent  t hemse lves  in a ll 
communicat ions  wit h t he  PKI aut horit ie s  and o t he r Subscribe rs . 

• The  Subscribe r shall not ify, in a  t ime ly manne r, t he  CA t hat  is sued t he ir 
ce rt ificat e s  of suspic ion t hat  t he ir privat e  keys  are  compromised or los t , 
in t he  event  t hat  occurs .  

 

4.4.1 Conduct Constituting Certificate Acceptance 

Failure to object to the certificate or its contents constitutes acceptance of the certificate.  

4.4.2 Publication of the Certificate by the CA 

The  GPO-CA shall publish Subscribe r ce rt ificat e s  int o  t he  GPO-CA Repos it ory pe r 
sect ion 2  of t his  CP, and also  in accordance  wit h sect ion 9 .4 .3 . The  GPO-CA 
ce rt ificat e  shall be  available  in t he  GPO-CA Repos it ory pe r sec t ion 2  of t his  CP.  
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4.4.3 Notification of Certificate Issuance by the CA to Other Entities 

The  Fede ral PKI Policy Aut horit y shall be  not ified  by t he  GPO PA wheneve r a  CA 
ce rt ificat e  is  is sued by t he  GPO-CA. 

4.5 KEY PAIR AND CERTIFICATE USAGE 

 

4.5.1 Subscriber Private Key and Certificate Usage 

 

Subscribers shall protect their private keys from access by other parties. Restrictions in t he  
int ended scope  of usage  for t he  privat e  key and as sociat ed  ce rt ificat e  shall be  
specified  t hrough t he  use  of ce rt ificat e  ext ens ion fie lds , inc luding  t he  key usage  
and ext ended key usage  ext ens ion cont ained in is sued ce rt ificat e s . 

4.5.2 Relying Party Public Key and Certificate Usage 

 

GPO-CA certificates issued to subordinate and cross certified CAs, shall specify restrictions on use 
through critical certificate extensions, including the key usage extensions. Basic constraints may also 
appear if set to critical in accordance with the FPKI-PROF. Ce rt ificat e s  is sued unde r t his  CP 
shall make  use  of ce rt a in crit ical ext ens ions , inc luding  key usage  and bas ic  
cons t raint s , which re lying  part ie s  are  recommended t o  process  and make  use  of 
in de t e rmining  appropria t e  re lying  part y use  of GPO-CA is sued ce rt ificat e s . In 
addit ion, t he  GPO-CA shall make  available  via  t he  CRL and CSS se rvice  t he  s t a t us  
of ce rt ificat e s  t o  re lying  part ie s , which re lying  part ie s  are  recommended t o  use  
in de t e rmining  how t o  make  use  of any GPO-CA is sued ce rt ificat e .  

 

4.6 CERTIFICATE RENEWAL 
Renewing  a  ce rt ificat e  means  creat ing  a  new ce rt ificat e  wit h t he  same  name , 
key, and ot he r informat ion as  t he  o ld  one , but  a  new, ext ended valid it y pe riod 
and a  new se ria l number.  Ce rt ificat e s  may be  renewed in orde r t o  reduce  t he  
s ize  of CRLs .  A ce rt ificat e  may be  renewed if t he  public  key has  not  reached 
t he  end of it s  valid it y pe riod , t he  as sociat ed  privat e  key has  not  been 
compromised, and t he  Subscribe r name  and at t ribut e s  are  unchanged.  In 
addit ion, t he  valid it y pe riod  of t he  renewed ce rt ificat e  mus t  mee t  t he  
requirement s  specified  in Sect ion 6 .3 .2 . 
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After certificate renewal, the old certificate may or may not be revoked, but must not be further re-
keyed, renewed, or modified. 

 

4.6.1 Circumstance for Certificate Renewal 

 

Subscribe r keys  shall not  be  renewed except  in s it uat ions  of recove ry from a CA 
key compromise  (which will ent ail a  CA re -key) .  Ce rt ificat e s  may also  be  
renewed when a  CA re -keys   

 

4.6.2 Who May Request Renewal 

 

For a ll subordinat e  CA’s  and OCSP Responde rs  ope rat ing  unde r t his  policy, t he  
GPO-CA Ope rat ing  Aut horit y may reques t  renewal of t he  GPO CA or OCSP 
ce rt ificat e . Aft e r ce rt ificat e  renewal, t he  o ld  ce rt ificat e  may or may not  be  
revoked, but  mus t  not  be  furt he r re -keyed, renewed, or modified . Additionally, a 
GPO PKI CA may perform renewal of its Subscriber certificates without a corresponding request 
when the CA re- keys. 

 

4.6.3 Processing Certificate Renewal Requests 

 

No s t ipulat ion s ince  t he  GPO-CA only support s  ce rt ificat e  renewal in case s  of CA 
re -key. 

4.6.4 Notification of New Certificate Issuance to Subscriber 

 

The  CA shall not ify t he  Subscribe r of ce rt ificat e  renewal a long  wit h t he  cont ent  
of t he  renewed ce rt ificat e . 

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate 

 

Failure to object to the certificate or its contents constitutes acceptance of the certificate.  
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4.6.6 Publication of the Renewal Certificate by the CA 

 

All CA ce rt ificat e s  shall be  published in a  GPO-CA repos it ory as  specified  in 
sect ion 2  above . 

4.6.7 Notification of Certificate Issuance by the CA to Other Entities 

 

 No s t ipulat ion.  

4.7 CERTIFICATE RE-KEY 
Re-keying  a  ce rt ificat e  means  t hat  a  new ce rt ificat e  is  creat ed  t hat  has  t he  
same  charact e ris t ics  and leve l as  t he  o ld  one , except  t hat  t he  new ce rt ificat e  
has  a  new, d iffe rent  public  key (corre sponding  t o  a  new, d iffe rent  privat e  key)  
and a  d iffe rent  se ria l number, and it  may be  as s igned a  d iffe rent  valid it y pe riod. 
Re-key of a certificate does not require a change to the subjectName and does not violate the 
requirement for name uniqueness. 

New ce rt ificat e s  will need t o  be  is sued t o  Ent it y CAs  by t he  GPO-CA when t he  
GPO-CA re -keys .  Upon re -key of t his  component , t he  GPO-CA shall ident ify and 
aut hent icat e  subscribe r e it he r by:  

(a)  Performing  t he  ident ificat ion process  de fined in Sect ion 3 .1 , or 

(b)  If it  has  been le s s  t han t hree  years  s ince  an Ent it y CA was  ident ified  as  
required  in Sect ion 3 .1 , us ing  t he  current ly valid  ce rt ificat e  is sued t o  
t he  subscribe r by t he  GPO-CA. 

Subscribe rs  of t he  GPO-CA shall ident ify t hemse lves  for t he  purpose  of re -
keying .  The  ident it y may be  e s t ablished t hrough use  of current  s ignat ure  key, 
except  t hat  ident it y shall be  e s t ablished t hrough init ia l reg is t ra t ion process  a t  
le as t  once  eve ry nine   (9 )  years  from t he  t ime  of init ia l reg is t ra t ion. 
Aft e r ce rt ificat e  rekey, t he  o ld  ce rt ificat e  may or may not  be  revoked, but  mus t  
not  be  furt he r re -keyed, renewed, or modified . 
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4.7.1 Circumstance for Certificate Re-key 

The  longe r and more  oft en a  key is  used, t he  more  suscept ib le  it  is  t o  los s  or 
d iscove ry.  The re fore , it  is  import ant  t hat  a  Subscribe r pe riodically obt ains  a  
new key. Example s  of c ircums t ances  t hat  require  re -key include  ce rt ificat e  
expirat ion, compromise  or los s , and is suance  of a  new hardware  t oken. 

4.7.2 Who May Request Certification of a New Public Key 

 

Subscribe rs  wit h a  current , valid  ce rt ificat e  may reques t  re -key via  a  d ig it a lly 
s igned message . CA’s  and RA’s  may reques t  ce rt ificat ion of a  new public  key on 
behalf of a  subscribe r. For device  ce rt ificat e s , t he  human sponsor may reques t  
ce rt ificat ion of a  new public  key for t he  device . Additionally, CAs and RAs may initiate 
re-key of a Subscriber’s certificates without a corresponding request (such as during a CA re-key). 

4.7.3 Processing Certificate Re-keying Requests 

 

Dig it a l s ignat ure s  shall be  validat ed  on e lec t ronic  re -key reques t s  from 
subscribe rs . Alt e rnat ive ly, re -key reques t s  may be  validat ed  us ing  t he  
procedure s  for subscribe r ident it y and aut hent icat ion for init ia l ce rt ificat e  
is suance  (sec t ion 3 .2  above )  or for re -key (sect ion 3 .3  above ) .  

Before performing re-keys on cross-certified or subordinate CAs, the GPO PKI OA and RA shall 
identify and authenticate Principal CAs by performing the identification processes defined in Section 
3.2 or 3.3 above. The validity period associated with the new certificate must not extend beyond the 
period of the MOA in the case of the cross-certified CA. 

4.7.4 Notification of New Certificate Issuance to Subscriber 

 

The GPO OA shall notify subordinate GPO PKI CAs and cross certified Entity Principal CAs, 
including the FPKI for the FBCA, upon issuance of new CA certificates. The  GPO-CA shall 
not ify t he  Subscribe r of ce rt ificat e  renewal a long  wit h t he  cont ent  of t he  
renewed ce rt ificat e . 

 

 

4.7.5 Conduct Constituting Acceptance of a Re-keyed Certificate 

 



X.5 0 9  Ce rt ifica t e  Po licy, Ve rs ion 1 .4   May 3 0 , 2 0 1 6  
Gove rnm e nt  Print ing  Office    
 

 

FOR OFFICIAL USE ONLY    2 9  

Failure to object to the certificate or its contents constitutes acceptance of the certificate.  

4.7.6 Publication of the Re-keyed Certificate by the CA 

 

CA ce rt ificat e s  shall be  published as  required  in sec t ion 2  of t his  CP. For 
subscribe r ce rt ificat e s , t he re  are  no s t ipulat ions  except  for sec t ion 9 .4 .3  of t his  
CP. 

 

4.7.7 Notification of Certificate Issuance by the CA to Other Entities 

 

 For the GPO-CA, the GPO PA or OA shall provide notification to all subordinate GPO PKI CA’s 
and cross certified entities, including the FPKIPA upon issuance of re-keyed inter-organizational CA 
cross certificates. 

 

4.8 CERTIFICATE MODIFICATION 
Updat ing  a  ce rt ificat e  means  creat ing  a  new ce rt ificat e  t hat  has  t he  same  or a  
d iffe rent  key and a  d iffe rent  se ria l number, and t hat  it  d iffe rs  in one  or more  
o t he r fie lds , from t he  o ld  ce rt ificat e .  For example , GPO-SCA may choose  t o  
updat e  a  ce rt ificat e  of a  Subscribe r whose  charact e ris t ics  have  changed (e .g ., 
name  change  due  t o  marriage ) . The  o ld  ce rt ificat e  shall a lways  be  revoked, and 
t he re fore  cannot  be   furt he r re -keyed, renewed, or updat ed . 

Furt he r, if an individual’s  name  changes  (e .g ., due  t o  marriage ) , t hen proof of 
t he  name  change  mus t  be  provided t o  t he  RA or o t he r de s ignat ed  agent  in 
orde r for an updat ed  ce rt ificat e  having  t he  new name  t o  be  is sued. The  new 
ce rt ificat e  shall have  a  new public  key for case s  in which an individual’s  name  
changes .  

 

4.8.1 Circumstance for Certificate Modification 

The  GPO-CA may modify a  GPO CA or OCSP ce rt ificat e  whose  charact e ris t ics  
have  changed, for ins t ance , t o  as se rt  a  new policy OID. The  new ce rt ificat e  may 
cont ain t he  same  public  key or a  new public  key.  
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The  GPO-CA may modify a  subscribe r’s  ce rt ificat e  due  t o  a  charact e ris t ic  
change  of t he  subscribe r (name  change  due  t o  marriage , for example ) . The  
modified  ce rt ificat e  shall cont ain a  d iffe rent  public  key.  

4.8.2 Who May Request Certificate Modification 

 

Subscribe rs  wit h a  current , valid  ce rt ificat e  may reques t  ce rt ificat e  modificat ion 
via  a  d ig it a lly s igned message . CA’s  and RA’s  may reques t  ce rt ificat e  
modificat ion on behalf of a  subscribe r. For device  ce rt ificat e s , t he  human 
sponsor may reques t  ce rt ificat e  modificat ion for t he  device . 

 

4.8.3 Processing Certificate Modification Requests 

 

If t he  subscribe r’s  name  has  changed (for example , due  t o  marriage ) , t hen t he  
subscribe r shall provide  proof of t he  name  change  t o  t he  RA or t rus t ed  agent  
be fore  t he  ce rt ificat e  modificat ion is  processed. 

Proof of a ll subject  informat ion changes  shall be  provided t o  t he  RA or t rus t ed  
agent  be fore  t he  modified  ce rt ificat e  can be  is sued. 
For the GPO-CA CA certificate, the GPO OA shall perform certificate modification in coordination 
with the GPO PA and also coordinate with the FPKI.  The validity period associated with the CA 
new certificate must not extend beyond the period of the MOA with the FPKI and FBCA, and the 
Security Officer must verify the information before the CA issues the modified certificate.  

 

4.8.4 Notification of New Certificate Issuance to Subscriber 

 

The GPO OA shall notify subordinate GPO PKI CAs and cross certified Entity Principal CAs 
(including the FPKI for the FBCA) upon issuance of new CA certificates. The  GPO-CA shall 
not ify t he  Subscribe r of ce rt ificat e  renewal a long  wit h t he  cont ent  of t he  
renewed ce rt ificat e . 

 

4.8.5 Conduct Constituting Acceptance of Modified Certificate 

 

Failure to object to the certificate or its contents constitutes acceptance of the certificate.  
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4.8.6 Publication of the Modified Certificate by the CA 

 

CA ce rt ificat e s  shall be  published as  required  in sec t ion 2  of t his  CP. For 
subscribe r ce rt ificat e s , t he re  are  no s t ipulat ions  except  for sec t ion 9 .4 .3  of t his  
CP. 

 

4.8.7 Notification of Certificate Issuance by the CA to Other Entities 

 

For the GPO-CA, the GPO PA or OA shall provide notification to all subordinate GPO PKI CA’s 
and cross certified entities, including the FPKIPA upon issuance of re-keyed inter-organizational CA 
cross certificates. 

 

4.9 CERTIFICATE SUSPENSION AND REVOCATION   
 

Revocation requests must be authenticated by the GPO OA or RA. Requests to revoke a certificate 
may be authenticated using that certificate's associated private key, regardless of whether or not the 
private key has been compromised. For Medium Hardware and Medium Assurance, all GPO PKI 
CAs shall publish CRLs. 

4.9.1 Circumstances for Revocation 
 
The GPO OA will revoke certificates issued by the GPO-CA under three circumstances:  
 
o The first circumstance is when the GPO PA requests revocation of a GPO-CA issued certificate. 
This will be the normal mechanism for revocation in cases where the GPO PA determines that a 
subordinate GPO PKI CA or a cross certified Entity PKI does not meet the GPO-CA CP 
requirements or certification of the Entity PKI is no longer in the best interests of the GPO.  
 
o The second circumstance is when the GPO OA receives an authenticated request from a 
previously designated official of the cross certified Entity responsible for that entity’s Principal CA.  
 
o The third circumstance is when the GPO PA or OA determines that an emergency has occurred 
that may affect the integrity of the certificates issued by a GPO PKI CA. Under such circumstances, 
the following individuals may authorize immediate certificate revocation:  
 
o GPO PA  
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o GPO OA  
 

A ce rt ificat e  shall be  revoked when t he  b inding  be t ween t he  subject  and t he  
subject ’s  public  key cont ained wit hin a  ce rt ificat e  is  no  longe r cons ide red valid .  
Example s  of c ircums t ances  t hat  invalidat e  t he  b inding  inc lude : 

• Ident ifying  informat ion in t he  ce rt ificat e  has  become  invalid  
• The  Subscribe r or CA can be  shown t o  have  vio lat ed , or is  suspect ed  of 

vio lat ing , t he  requirement s  of t he  GPO CP, or MOA 
• The  privat e  key has  been or is  suspect ed  of having  been compromised, or 

has  been los t , s t o len, or de s t royed in a  fashion whe re  t he re  is  pot ent ia l 
for compromise  or los s  of cont ro l ove r t he  use  of t he  privat e  key 

 
For Certificates that express an organizational affiliation, the GPO OA shall require that the 
organization must inform the GPO OA of any changes in the subscriber affiliation. If the affiliated 
organization no longer authorizes the affiliation of a Subscriber, the GPO OA shall revoke any 
certificates issued to that Subscriber containing the organizational affiliation. If an organization 
terminates its relationship with the GPO-CA such that it no longer provides affiliation information, 
the GPO OA shall revoke all certificates affiliated with that organization.  

Addit ionally, a  Subscribe r may always  reques t  t he  revocat ion of his  or he r 
ce rt ificat e  d irec t ly.  Wheneve r any of t he  above  c ircums t ances  occur, t he  
as sociat ed  ce rt ificat e  shall be  revoked and placed on t he  CRL.  Revoked 
ce rt ificat e s  shall be  inc luded on all new publicat ions  of t he  ce rt ificat e  s t a t us  
informat ion at  le as t  unt il t he  ce rt ificat e s  expire . 

4.9.2 Who Can Request Revocation 

A GPO-CA is sued ce rt ificat e  may be  revoked at  t he  d irec t ion of t he  GPO-PA, or 
an aut hent icat ed  reques t  by t he  RA, subscribe r, or a  de s ignat ed  offic ia l. ( t he  
de s ignat ed  offic ia l shall be  ident ified  and aut horized in t he  GPO CP, CPS, or MOA 
t o  make  such a  reques t ) . 

The  process  for reques t ing  revocat ion of a  Subscribe r ce rt ificat e  is sued by t he  
GPO-CA shall be  se t  fort h in de t ail in t he  GPO CPS.  Revocat ion normally will 
proceed once : 

• The  GPO-CA rece ive s  suffic ient  evidence  of compromise  or los s  of t he  
subscribe r’s  corre sponding  privat e  key 

• An aut hent icat ed  reques t  is  made  t o  t he  GPO-CA by t he  holde r of t he  
privat e  key ( t he  Subscribe r)  

• Someone  in his  or he r supe rvisory chain, or an offic ia lly de s ignat ed  
adminis t ra t ive  or informat ion securit y office r, makes  an aut hent icat ed  
reques t  for revocat ion 
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4.9.3 Procedure for Revocation Request 

A reques t  t o  revoke  a  ce rt ificat e  shall ident ify t he  ce rt ificat e  t o  be  revoked, 
explain t he  reason for revocat ion, and allow t he  reques t  t o  be  aut hent icat ed  
(e .g ., d ig it a lly or manually s igned) .  Only t he  GPO-PA may direc t  t he  GPO-OA t o  
revoke  ce rt ificat e s  is sued by t he  GPO-CA. 

Aut hent icat ion of ce rt ificat e  revocat ion reques t s  is  import ant  t o  prevent  
malic ious  revocat ion of ce rt ificat e s  by unaut horized part ie s .  In part icular, if t he  
revocat ion is  be ing  reques t ed  for reason of key compromise  or suspect ed  
fraudulent  use , t hen t he  Subscribe r' s  or t he  RA' s  revocat ion reques t  mus t  so  
indicat e .  If a  RA pe rforms  t his  on behalf of a  Subscribe r, a  formal, s igned 
message  format  known t o  t he  CA shall be  employed.  All reques t s  shall be  
aut hent icat ed; for s igned reques t s  from t he  ce rt ificat e  subject , or from an RA, 
ve rificat ion of t he  s ignat ure  is  suffic ient .  

Upon rece ip t  of a  revocat ion reques t  involving  a  GPO-CA is sued ce rt ificat e , t he  
GPO-OA shall aut hent icat e  t he  reques t  and apprise  t he  GPO-PA.  The  GPO-PA 
may, a t  it s  d iscre t ion, t ake  what eve r measure s  it  deems  appropriat e  t o  ve rify 
t he  need for revocat ion.  If t he  revocat ion reques t  appears  t o  be  valid , t he  GPO-
PA shall d irec t  t he  GPO-CA t o  revoke  t he  ce rt ificat e  by p lac ing  it s  se ria l number 
and o t he r ident ifying  informat ion on a  CARL/ CRL and t hen pos t  t he  CARL/ CRL 
in t he  GPO-CA repos it ory, in addit ion t o  any ot he r revocat ion mechanisms  used.  
The  GPO-PA at  it s  d iscre t ion may se t  fort h emergency procedure s  for t he  GPO-
CA t o  use  t o  e ffec t  immediat e  revocat ion of a  ce rt ificat e  is sued by t he  GPO-CA 
when appropriat e . 

For PKI implement at ions  us ing  hardware  t okens , a  Subscribe r ceas ing  it s  
re la t ionship  wit h an organizat ion t hat  sponsored t he  ce rt ificat e  shall, prior t o  
depart ure , surrende r t o  t he  organizat ion ( t hrough any account able  mechanism) 
all c rypt ographic  hardware  t okens  t hat  we re  is sued by or on behalf of t he  
sponsoring  organizat ion.  If a  Subscribe r le aves  an organizat ion all t he  
Subscribe r' s  ce rt ificat e s  shall be  immediat e ly revoked.  The  t oken shall be  
ze roized or de s t royed upon, surrende r and shall be  prot ec t ed  from malic ious  
use  be t ween surrende r and ze roizat ion or de s t ruct ion. 

 

4.9.4 Revocation Request Grace Period 

There  is  no  grace  pe riod for revocat ion reques t s . The  GPO-CA shall revoke  
ce rt ificat e s  upon reques t  as  quickly as  is  pract ical. Revocat ion reques t s  shall be  
processed and t he  CRL updat ed  as  quickly as  pract ical. GPO-CA and GPO PKI CA’s 
will revoke certificates as quickly as practical upon receipt of a proper revocation request, and shall 
always revoke certificates within the time constraints described in Section 4.9.5.  
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4.9.5 Time within which CA must Process the Revocation Request 

The  GPO-CA shall revoke  ce rt ificat e s  as  quickly as  pract ical aft e r a  valid  
revocat ion reques t  is  re ce ived. Revocat ion reques t s  shall be  processed be fore  
t he  next  CRL is  published, except ing  t hose  reques t s  which are  rece ived wit hin 
t wo (2 )  hours  of CRL publicat ion. Revocat ion reques t s  rece ived wit hin t wo (2 )  
hours  of CRL is suance  shall be  processed be fore  t he  fo llowing  CRL is  published. 
A request is considered received when a GPO PKI Trusted Role staff member authorized to revoke 
certificates, first accesses a valid request. 

 

4.9.6 Revocation Checking Requirements for Relying Parties 

 

This  CP makes  no s t ipulat ion upon Re lying  Part ie s . Use  of revoked ce rt ificat e s  
could  have  damaging  or cat as t rophic  consequences .  The  mat t e r of how oft en 
new revocat ion dat a  should  be  obt ained is  a  de t e rminat ion t o  be  made  by t he  
Re lying  Part y, cons ide ring  t he  risk, re spons ibilit y, and consequences  for us ing  a  
ce rt ificat e  whose  revocat ion s t a t us  cannot  be  guarant eed. 

 

4.9.7 CRL Issuance Frequency 

 

CRLs  shall be  is sued in accordance  wit h t he  fo llowing  frequency requirement s : 

 

• A GPO CA that only issue certificates to other CAs and that operate off-line (such as the 
GPO Principal CA, or PCA) must issue CRLs at least once every 31 days, and the 
nextUpdate time in the CRL may be no later than 32 days after issuance time (i.e., the 
thisUpdate time). 

• GPO CAs that issue certificates to subscribers or operate on-line (such as the GPO 
Subordinate CA, or SCA) must issue CRLs at least once every 18 hours, and the nextUpdate 
time in the CRL may be no later than 180 hours after issuance time (i.e., the thisUpdate 
time). 

 
CRLs shall be issued periodically, even if there are no changes to be made, to ensure timeliness of 
information.  
 

Ce rt ificat e  s t a t us  informat ion may be  is sued more  frequent ly t han t he  is suance  
frequency described above .  CRLs  shall be  is sued wit hin 1 8  hours  of not ificat ion 
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of los s  or compromise  of privat e  key.  The  GPO-CA shall ensure  t hat  supe rseded 
ce rt ificat e  s t a t us  informat ion is  removed from t he  repos it ory upon pos t ing  of 
t he  la t e s t  ce rt ificat e  s t a t us  informat ion. 

Ce rt ificat e  s t a t us  informat ion shall be  published not  la t e r t han t he  next  
scheduled updat e . This  will fac ilit a t e  t he  local caching  of ce rt ificat e  s t a t us  
informat ion for off-line  or remot e  ( lapt op)  ope rat ion.  The  GPO shall coordinat e  
wit h t he  repos it orie s  t o  which t hey pos t  ce rt ificat e  s t a t us  informat ion t o  reduce  
la t ency be t ween creat ion and availabilit y.   

Practice Note: Since many applications only check for a new CRL at nextUpdate, a longer 
nextUpdate time may result in applications continuing to rely on older CRLs even when a newer 
CRL is available. A longer nextUpdate time also increases the potential of a replay attack to validate 
a newly revoked certificate. Where the CRL nextUpdate exceeds 48 hours, Relying Parties should 
consider these risks and take appropriate measures to mitigate the risk. For high-risk, sensitive 
Relying Party applications suggested measures include configuring a preference for OCSP by 
applications, pre-fetching CRLs at least every 18 hours, and use of other compensating controls. 

4.9.8 Maximum Latency for CRLs 

 

CRL’s  shall be  published wit hin four (4 )  hours  of gene rat ion. Each CRL is  
published wit h t he  nextUpdate t ime  specified  in t he  previous  CRL for t he  same  
scope . 

4.9.9 On-line Revocation/Status Checking Availability 

The  GPO-CA shall support , in addit ion t o  CARL/ CRLs , on-line  s t a t us  checking  via  
t he  On-line  Ce rt ificat e  St at us  Prot ocol (OCSP). Client  soft ware  us ing  on-line  
s t a t us  checking  need not  obt ain or process  CARL/ CRLs .   

If a GPO CA supports on-line revocation/status checking, the latency of certificate status information 
distributed on-line by the GPO CA or its delegated status responders must meet or exceed the 
requirements for CRL issuance stated in Section 4.9.7. 

4.9.10 On-line Revocation Checking Requirements 

This  CP makes  no s t ipulat ion. The  GPO-CA provides  OCSP capabilit y for Re lying  
Part ie s  t o  check on ce rt ificat e  s t a t us . Relying Parties (clients) using online revocation 
checking need not obtain or process CRLs, at their own discretion. 
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4.9.11 Other Forms of Revocation Advertisements Available 

 

No s t ipulat ion. The re  are  no  o t he r forms  of revocat ion adve rt isement s  available  
from t he  GPO-CA (ot he r t han t he  CRL and OCSP me t hods  required  and 
de scribed above  in sect ion 4 .9 ) . 

4.9.12 Special Requirements Related To Key Compromise 

 

 

In the event of a GPO-CA private key compromise (confirmed or suspected) or loss, all issued cross 
certificates shall be revoked (including to the FPKI FBCA) and a CRL shall be published at the 
earliest feasible time by the GPO OA. 

In t he  event  of a  GPO-CA privat e  key compromise  (confirmed or suspect ed)  or 
los s , or Subscribe r ce rt ificat e  is  revoked because  of compromise  or suspect ed  
compromise , t he  GPO-CA shall publish a  CARL and CRL wit hin 1 8  hours  of 
not ificat ion t o  t he  GPO-CA.  

4.9.13 Circumstances for Suspension 

Suspens ion shall not  be  used by t he  GPO-CA. 

 

4.9.14 Who Can Request Suspension 

 

Suspens ion is  not  pe rmit t ed  by t he  GPO-CA, t he re fore  t he re  is  no  s t ipulat ion. 

 

4.9.15 Procedure for Suspension Request 

 

Suspens ion is  not  pe rmit t ed  by t he  GPO-CA, t he re fore  t he re  is  no  procedure  for 
suspens ion reques t . 
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4.9.16 Limits on Suspension Period 

 

Suspens ion is  not  pe rmit t ed  by t he  GPO-CA, t he re fore  t he re  is  no  s t ipulat ion. 

 

4.10 CERTIFICATE STATUS SERVICES 
 

4.10.1 Operational Characteristics 

The  GPO-CA shall provide  CSS se rvice  via  an online  OCSP Responde r in 
accordance  wit h fede ral PKI FBCA and Common Policy requirement s  and 
s t andard  prot ocols . 

 

4.10.2 Service Availability 

 

The  CSS for t he  GPO-CA shall be  available  online  and shall have  an off-s it e  
backup sys t em t hat  is  a lso  online  t o  provide  ope rat ional re s iliency and high 
availabilit y t o  mee t  a ll fede ral PKI requirement s . 

 

4.10.3 Optional Features 

 

No s t ipulat ion. 

 

4.11 END OF SUBSCRIPTION 
 

No s t ipulat ion. 
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4.12 KEY ESCROW AND RECOVERY 
 

4.12.1 Key Escrow and Recovery Policy and Practices 

 

CA keys  are  neve r e scrowed. 

 

Signat ure  keys , inc luding  any Subcribe r privat e  dual use  keys , are  neve r 
e scrowed. 

Subscribe r dual use  keys  shall neve r be  e scrowed. 

Subscribe r key management  keys  are  available  for key recove ry us ing  key 
e scrow and us ing  t he  pract ice s  of t he  GPO-CA CPS. The GPO-CA shall protect 
escrowed keys at no less than the level of security appropriate to the assurance level of the certificate. 

Under no circumstances will the GPO-CA or a third party hold a GPO-CA Subscriber signature key 
in trust. 

4.12.2 Session Key Encapsulation and Recovery Policy and Practices 

 

The  GPO-CA does  not  offe r or pe rform t his  se rvice / funct ion and t he re  are  no  
s t ipulat ions . 
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5.  FACILITY, MANAGEMENT AND OPERATIONAL CONTROLS  
 

5.1 PHYSICAL CONTROLS 
All GPO PKI CA equipment, including CA cryptographic modules, shall be protected from 
unauthorized access at all times. The  GPO-CA shall impose  phys ical securit y 
requirement s  t hat  provide  s imilar leve ls  of prot ec t ion as  t hose  specified  be low.  
All t he  phys ical cont ro l requirement s  apply equally t o  t he  GPO-CA and all 
subordinat e  CA’s . 

GPO-RA equipment  shall be  prot ect ed  from unaut horized access  while  t he  
crypt ographic  module  is  ins t a lled  and ac t ivat ed .  The  RA shall implement  
phys ical acce ss  cont ro ls  t o  reduce  t he  risk of equipment  t ampe ring  even when 
t he  crypt ographic  module  is  not  ins t a lled  and act ivat ed .  These  securit y 
mechanisms  shall be  commensurat e  wit h t he  leve l of t hreat  in t he  GPO-RA 
equipment  environment . 

The  GPO-CA equipment  shall be  in a  cont ro lled  fac ilit y t hat  is  monit ored  2 4  
hours  pe r day, 7  days  pe r week, 5 2  weeks  pe r year.  The  GPO-CA crypt ographic  
module s , bot h t hose  ac t ive  and ope rat ional, and t hose  s t ored  in securit y 
cont aine rs  for on-s it e  and off-s it e  backup, shall be  prot ect ed  agains t  t he ft , los s , 
and unaut horized  use  by t he  cont ro ls  specified  in sec t ion 5 .1 .2  be low. 

 

5.1.1 Site Location and Construction 

The  locat ion and cons t ruct ion of t he  fac ilit y hous ing  t he  GPO-CA equipment  
shall be  cons is t ent  wit h fac ilit ie s  used t o  house  high value , sens it ive  informat ion.  
The  s it e  locat ion and cons t ruct ion, when combined wit h o t he r phys ical securit y 
prot ect ion mechanisms  such as  guards  and int rus ion sensors , shall provide  
robus t  prot ec t ion agains t  unaut horized access  t o  t he  GPO-CA equipment  and 
records . 

5.1.2 Physical Access 

The  GPO-CA equipment  shall a lways  be  prot ect ed  from unaut horized access , 
and e specially while  t he  crypt ographic  module  is  ins t alled  and act ivat ed .  
Phys ical access  cont ro ls  shall be  implement ed  t o  reduce  t he  risk of equipment  
t ampe ring  even when t he  crypt ographic  module  is  not  ins t a lled  and act ivat ed . 
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5.1.2.1 Physical Access for CA Equipment 

The  CA equipment  is  locat ed  in a  secure  PKI fac ilit y (a t  bot h t he  primary s it e  
and off-s it e  backup locat ion)  which provides  ext ens ive  cont ro ls  ove r phys ical 
acce ss . 

 

Phys ical access  cont ro ls  and procedure s  shall be  implement ed  t o : 

• Ensure  no unaut horized acce ss  t o  t he  CA hardware  is  pe rmit t ed 
• Ensure  a ll removable  media  and pape r cont aining  sens it ive  p lain-t ext  

informat ion is  s t ored  in secure  cont aine rs  so  as  t o  ensure  a ll GPO-CA 
media is  prot ec t ed  from unaut horized phys ical acce ss  

• e lect ronically monit or for unaut horized  int rus ion at  a ll t imes  
• Ensure  an access  log  is  maint ained and inspect ed  pe riodically 
• Require  via  t e chnical enforcement  t wo-pe rson phys ical acce ss  cont ro l t o  

bot h t he  crypt ographic  module  and comput e r sys t em 

An int egrat ed  phys ical acce ss  cont ro l and int rus ion de t ect ion sys t em shall be  
ope rat ional t o  re s t ric t  acce ss  t o  aut horized pe rsonne l, t o  de t ec t  unaut horized 
acce ss , and t o  provide  for t he  audit  of a ll ent rie s  t o  and exit s  from t he  
cont ro lled  areas .  Sensors  shall be  ope rat ional t o  monit or exit  and ent rance  
doors . 

Removable  crypt ographic  module s  shall be  inact ivat ed  prior t o  s t orage . When 
not  in use , removable  crypt ographic  module s , ac t ivat ion informat ion used t o  
acce ss  or enable  crypt ographic  module s  and GPO-CA equipment  shall be  p laced 
in secure  cont aine rs .  Act ivat ion dat a  shall e it he r be  memorized, or recorded 
and s t ored  in a  manne r commensurat e  wit h t he  securit y afforded t he  
crypt ographic  module , and shall not  be  s t ored  wit h t he  crypt ographic  module . 

 

A securit y check of t he  fac ilit y hous ing  t he  GPO-CA equipment  shall occur if t he  
fac ilit y is  t o  be  le ft  unat t ended.  At  a  minimum, t he  check shall ve rify t he  
fo llowing: 

• The  equipment  is  in a  s t a t e  appropriat e  t o  t he  current  mode  of ope rat ion 
• Any securit y cont aine rs  are  prope rly secured 
• Phys ical securit y sys t ems  (e .g ., door locks , vent  cove rs )  are  funct ioning  

prope rly 
• The  area is  secured agains t  unaut horized access  

A pe rson or group of pe rsons  shall be  made  explic it ly re spons ib le  for making  
such checks .  When a  group of pe rsons  is  re spons ible , a  log  ident ifying  t he  
pe rson pe rforming  a  check at  e ach ins t ance  shall be  maint ained.  If t he  fac ilit y is  
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not  cont inuous ly a t t ended, bot h of t he  las t  t wo aut horized  pe rsonne l, t o  
depart , will pe rform t he  check t oge t he r, and bot h shall init ia l a  s ign-out  shee t  
t hat  indicat e s  t he  dat e  and t ime , and as se rt s  t hat  a ll nece ssary phys ical 
prot ec t ion mechanisms  are  in p lace  and act ivat ed . 

 

5.1.2.2 Physical Access for RA Equipment 

Regis t rat ion Aut horit y equipment  shall be  prot ect ed  from unaut horized access  
while  t he  crypt ographic  module  is  ins t a lled  via  t he  password required  for a ll RA 
t okens , which are  required  t o  be  FIPS 1 4 0  Leve l 2  compliant  hardware  t okens . 
Only t he  aut horized use r can access  t he  crypt ographic  module  for RA 
ope rat ions , and t he  RA shall ensure  t hat  no  o t he r part y use s  t he  RA equipment  
while  t he  RA is  logged in. The  RA use r shall ensure  t hat  t he  Leve l 2  hardware  
t oken is  cont ro lled  a t  a ll t imes , by having  t he  t oken in t he  RA’s  posse ss ion or in 
a  locked cabine t / de sk . 

 

5.1.2.3 Physical Access for CSS Equipment 

The  CSS equipment  shall be  locat ed  in t he  same  secure  PKI fac ilit y as  t he  CA 
equipment  (a t  bot h t he  primary and off-s it e  backup locat ion) , which shall 
provide  t he  same  cont ro ls  as  t o  t he  CA equipment .   

5.1.3 Power and Air Conditioning 

The  GPO-CA shall have  backup capabilit y suffic ient  t o  aut omat ically lockout  
input , finish any pending  act ions , and record  t he  s t a t e  of t he  equipment  be fore  
lack of power or a ir condit ioning  cause s  a  shut down. The  d irec t orie s  (cont aining  
CA is sued ce rt ificat e s  and CARLs)  shall be  provided wit h unint e rrupt ed  power 
suffic ient  for a  minimum of s ix (6 )  hours  of ope rat ion in t he  absence  of 
commercial power. 

5.1.4 Water Exposures 

The  GPO-CA and CSS equipment  shall be  ins t a lled  such t hat  it  is  not  in dange r of 
exposure  t o  wat e r.  This requirement excludes potential water damage from fire prevention and 
protection measures (e.g., sprinkler systems). 

 

5.1.5 Fire Prevention and Protection 

The  GPO-CA secure  fac ilit y is  fully wired  for fire  de t ec t ion, a larm and 
suppre ss ion.  Rout ine , frequent  inspect ions  of a ll sys t ems  shall be  made  t o  
as sure  adequat e  ope rat ion. 
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5.1.6 Media Storage 

GPO-CA media shall be  s t ored  so  as  t o  prot ect  it  from accident al damage  
(wat e r, fire , e lec t romagne t ic) .  Media  t hat  cont ains  audit , archive , or backup 
informat ion shall be  duplicat ed  and s t ored in a  locat ion separat e  from t he  GPO-
CA. 

5.1.7 Waste Disposal 

Pape r document s  shall be  shredded us ing  a  cross -cut  shredde r t hat  complie s  
wit h NSA/ CSS 0 2 -0 1 . Dig it a l informat ion on dig it a l media  t hat  is  t o  be  d isposed 
of is  firs t  s anit ized  us ing  COTS soft ware , which shall comply wit h DoD and FIPS 
s t andards  for informat ion c learing / sanit izat ion. Dig it a l media  t hat  is  t o  be  
de s t royed shall be  de s t royed in accordance  wit h DoD St andard  5 2 2 0 .2 2 - M.  
Hard  d isks  shall be  mechanically de s t royed aft e r a ll informat ion is  sanit ized .  
Magne t ic  t ape  shall be  de s t royed by firs t  cut t ing  t he  t ape  int o  at  le as t  4  p iece s  
and t hen running  at  le as t  2  of t he  p iece s  t hrough a  cross -cut  shredde r. 

 

5.1.8 Off-Site Backup 

The  GPO-CA require s  t hat  full sys t em backups , suffic ient  t o  recove r from 
sys t em failure , shall be  made  on a  pe riodic  schedule .  Backups  are  t o  be  
pe rformed and s t ored  off-s it e  not  le s s  t han once  pe r week.  At  le as t  one  full 
backup copy shall be  s t ored  at  an offs it e  locat ion (separat e  from t he  GPO-CA 
equipment ) .  Only t he  la t e s t  full backup need be  re t a ined.  The  backup shall be  
s t ored  at  a  s it e  wit h phys ical and procedural cont ro ls  commensurat e  t o  t hat  of 
t he  ope rat ional GPO-CA. 

 

5.2 PROCEDURAL CONTROLS 

5.2.1 Trusted Roles 

A t rus t ed  ro le  is  one  whose  incumbent  pe rforms  funct ions  t hat  can int roduce  
securit y problems  if not  carried  out  prope rly, whe t he r accident ally or 
malic ious ly.  The  people  se lec t ed  t o  fill t he se  ro le s  mus t  be  ext raordinarily 
re spons ible  or t he  int egrit y of t he  CA is  weakened.  The  funct ions  pe rformed in 
t he se  ro le s  form t he  bas is  of t rus t  for a ll use s  of t he  GPO-CA.  Two approaches  
are  t aken t o  increase  t he  like lihood t hat  t he se  ro le s  can be  success fully carried  
out .  The  firs t  ensure s  t hat  t he  pe rson filling  t he  ro le  is  t rus t wort hy and 
prope rly t ra ined.  The  second dis t ribut e s  t he  funct ions  among more  t han one  
pe rson, so  t hat  any malic ious  ac t ivit y would  require  collus ion. 
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At  a  minimum t he  fo llowing  ro le s  will be  used: 

1 . GPO-OA System Administrator (GPO-OASA) – aut horized  t o  ins t a ll, configure , and 
maint ain t he  CA; e s t ablish and maint ain use r account s ; and configure  audit  
parame t e rs  

2 . GPO-OA Officer – Master Users  – aut horized  t o  configure  ce rt ificat e  profile s ; and 
gene rat e  component  keys  

3 . GPO-OA Officer  – Security Officers – aut horized  t o  manage  ( including  is suance  
and revocat ion)  Cross  ce rt ificat e s , CA ce rt ificat e  and Trus t ed  Role  Subscribe r 
ce rt ificat e s  

4 . GPO-OA Officer– Registration Authority – aut horized  t o  reques t  or approve  
subscribe r ce rt ificat e s  or subscribe r ce rt ificat e  revocat ions  

5 . GPO-OA Officer – Directory Administrators – maint aining  t he  PKI ent rie s  in t he  
ce rt ificat e  repos it ory 

6 . GPO Security Compliance Auditor – aut horized  t o  view and maint ain audit  logs  

7 . GPO-OA Backup Operator (GPO-OABUO) – aut horized  t o  pe rform sys t em backup 
and recove ry 

5.2.1.1 GPO-OA System Administrator 

The  adminis t ra t or ro le  is  re spons ib le  for: 

• ins t a lla t ion, configurat ion, and maint enance  of t he  CA 
• es t ablishing  and maint aining  CA sys t em account s  
• configuring  audit  parame t e rs  

GPO-OASAs  do not  is sue  ce rt ificat e s  t o  subscribe rs . 

 

5.2.1.2 GPO OA Officer – Master Users 

The  OA Office r - Mas t e r Use rs  are  re spons ib le  for: 

• configuring  ce rt ificat e  profile s  or t emplat e s  
• gene rat ing  and backing  up CA keys  

5.2.1.2.1 GPO OA Officer – Security Officers 

The  OA Office r - Securit y Office rs  are  re spons ible  for: 

• reg is t e ring  new Trus t ed  Role  Subscribe rs  and reques t ing  t he  is suance  of 
ce rt ificat e s  
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• ve rifying  t he  ident it y of Trus t ed  Role  Subscribe rs  and accuracy of 
informat ion included in ce rt ificat e s  

• approving  and execut ing  t he  is suance  of Cross  ce rt ificat e s , CA 
ce rt ificat e s  and Trus t ed  Role  Subscribe r ce rt ificat e s  

• reques t ing , approving  and execut ing  t he  revocat ion of Cross  ce rt ificat e s , 
CA ce rt ificat e s  and Trus t ed  Role  Subscribe r ce rt ificat e s  

5.2.1.2.2 GPO OA Officer – Registration Authorities (RAs) 

The  OA Office r – Regis t ra t ion Aut horit y (RAs) Adminis t ra t ors  are  re spons ible  
for: 

• reg is t e ring  new subscribe rs  and reques t ing  t he  is suance  of ce rt ificat e s  
• ve rifying  t he  ident it y of subscribe rs  and accuracy of informat ion included 

in ce rt ificat e s  
• approving  and execut ing  t he  is suance  of subscribe r ce rt ificat e s  
• reques t ing , approving  and execut ing  t he  revocat ion of subscribe r 

ce rt ificat e s  

5.2.1.2.3 GPO OA Officer – Directory Administrators 

The  OA Office r - Direc t ory Adminis t ra t ors  are  re spons ible  for maint aining  t he  
PKI ent rie s  in t he  ce rt ificat e  repos it ory.  The  Direct ory Adminis t ra t or can be  an 
OA Office r – Securit y Office r or OA Office r – Adminis t ra t or, but  may not be  an 
OA Office r – Mas t e r Use r or a  Securit y Compliance  Audit or. 

5.2.1.3 GPO Security Compliance Auditor 

The  audit or ro le  is  re spons ib le  for: 

• reviewing , maint aining , and archiving  audit  logs  
• pe rforming  or ove rsee ing  int e rnal compliance  audit s  t o  ensure  t hat  t he  

GPO-CA is  ope rat ing  in accordance  wit h t his  CP and t he  CPS 
This  ro le  can have  no o t he r t rus t ed  ro le  in t he  GPO PKI. 

5.2.1.4 GPO Backup Operator 

The  ope rat or ro le  is  re spons ib le  for t he  CA equipment  sys t em backups  and 
recove ry or changing  recording  media . This  ro le  can be  pe rformed by t he  OA 
Office r-Adminis t ra t or. 

5.2.2 Number of Persons Required Per Task 

Mult i pe rson cont ro l is  implement ed t o  prevent  accident al or malic ious  ac t ions  
involving  t he  GPO-CA.  At  a  minimum t he  fo llowing  act ions  require  2  or more  
individuals  holding  Trus t ed  Role s  (mult i-part y cont ro l for log ical acce ss  
ope rat ions  cannot  inc lude  t he  Audit or Trus t ed  Role  and in addit ion, whe re  mult i-
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part y cont ro l for log ical acce ss  is  required , a t  le as t  one  of t he  part ie s  shall be  an 
Adminis t ra t or.) : 

• Gene rat ion of GPO-CA Signing  Keys  
• Act ivat ing  GPO-CA Signing  Keys  
• Using  GPO-CA Signing  Keys  
• Deact ivat ing  GPO-CA Signing  Keys  
• Backing  up or Duplicat ing  GPO-CA Privat e  Signing  Keys  
• Phys ical Cont ro l of Backups  of GPO-CA Signing  Keys  
• Phys ical Access  or Cont ro l of t he  Crypt ographic  Module  
• Phys ical Access  or Cont ro l of t he  GPO-CA 
• Phys ical Access  or Cont ro l of t he  Safe s  and/ or Secure  Cont aine rs  
• Phys ical Access  t o  t he  GPO-CA 
• Audit  Log  Review and Ove rs ight  
• Recove ry of a  subscribe rs  encrypt ion privat e  key for a  t hird  part y as  

d irec t ed  by t he  GPO-CA Policy Aut horit y or legal judgment  

5.2.3 Identification and Authentication for Each Role 

An individual shall ident ify and aut hent icat e  him/ he rse lf be fore  be ing  pe rmit t ed  
t o  pe rform any act ions  se t  fort h above  for t hat  ro le  or ident it y. 

5.2.4 Roles Requiring Separation of Duties 

Role  separat ion, when required  as  se t  fort h be low, may be  enforced e it he r by 
t he  CA equipment , or procedurally, or by bot h means .  The  separat ion provides  
a  se t  of checks  and balances  ove r t he  GPO-CA ope rat ion. 

CA pe rsonne l shall be  specifically de s ignat ed  t o  t he  ro le s  de fined in Sect ion 
5 .2 .1  above .  Individuals  may assume  more  t han one  ro le , howeve r, individuals  
who assume  a  Securit y Compliance  Audit or ro le  may not  hold  any o t he r t rus t ed  
ro le , individuals  who assume  an Office r ro le  may not  as sume  a  Sys t em 
Adminis t ra t or ro le  ( i.e . an Office r may also  be  a  Backup Ope rat or, a  Sys t em 
Adminis t ra t or may also  be  a  Backup Ope rat or) .  Individuals  may not  as sume  
more  t han one  of t he  fo llowing  ro le s : OA Office r – Mas t e r Use r, OA Office r – 
Securit y Office r, or OA Office r – Adminis t ra t or.  The  OA Office r – Direc t ory 
Adminis t ra t or may be  an OA Office r – Securit y Office r or OA Office r – 
Regis t ra t ion Aut horit y but  may not  be  an OA Office r – Mas t e r Use r.  The  CA 
sys t em shall ident ify and aut hent icat e  it s  use rs  and shall ensure  t hat  no  use r 
ident it y can as sume  a  Securit y Compliance  Audit or ro le  and any ot he r ro le , or 
bot h a  Sys t em Adminis t ra t or and an Office r ro le .  No individual shall be  as s igned 
more  t han one  ident it y. 
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5.3 PERSONNEL CONTROLS 
 

5.3.1 Qualifications, Experience, and Clearance Requirements 

All pe rsons  filling  t rus t ed  ro le s  shall be  se lec t ed  on t he  bas is  of loyalt y, 
t rus t wort hine ss , and int egrit y, and mus t  be  U.S. c it izens .  The  de t ail 
requirement s  gove rning  t he  qualificat ions , se lec t ion and ove rs ight  of individuals  
who ope rat e , manage , ove rsee , and audit  t he  CA shall be  se t  fort h in t he  GPO 
CPS. 

The re  are  no securit y c learance  requirement s  in t his  CP. The  GPO CPS will 
specify GPO-CA pe rsonne l securit y c learances  s t ipulat ions  t hat  may exceed 
t he se  requirement s . 

5.3.2 Background Check Procedures 

The  GPO-CA shall conduct  background checks  on pe rsonne l t hat  hold  Trus t ed  
Role s  t hat  inc ludes  checks  for t he  fo llowing: 

- Employment  

- educat ion 

- re fe rences  

- place  of re s idence  

- credit  checks  

- criminal re cord  checks  ( law enforcement )  

All pe rsonne l t hat  fill a  GPO-CA Trus t ed  Role  shall be  a  U.S. c it izen and shall have  
a  NAC-I background check conduct ed  t hat  is  suit ably adjudicat ed  in accordance  
wit h fede ral law. The  NAC-I check shall go  back at  le as t  five  (5 )  years . The  
highes t  leve l educat ional degree  obt ained shall be  ve rified . Place  of re s idence  
checks  shall go  back at  le as t  t hree  (3 )  years . The  GPO Pe rsonne l Securit y Office  
shall conduct  a ll background and NAC-I checks  in accordance  wit h fede ral law. 

An act ive , current  GPO securit y c learance  (Secre t , or Top Secre t  or above )  may 
be  used in lieu of t he  pe rsonne l screening  ident ified  above  t o  e s t ablish t hat  a  
NAC-I background check is  conduct ed  t hat  is  suit ably adjudicat ed in accordance  
wit h fede ral law, s ince  a  GPO securit y c learance  at  t he  Secre t , Top Secre t  or 
above  leve l require s  a  full s cope  SSBI background inves t igat ion t hat  mee t s  and 
exceeds  t he  NAC-I requirement s , and t o  keep a  GPO securit y c learance  ac t ive  
require s  t hat  it  be  renewed (and anot he r background check conduct ed)  a t  le as t  
eve ry five  (5  )  years . Thus , an ac t ive  GPO securit y c learance  at  t he  Secre t , Top 
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Secre t  or above  leve l mee t s  or exceeds  t he  NAC-I background check 
requirement s .  

. 

5.3.3 Training Requirements 

All pe rsonne l pe rforming  dut ie s  wit h re spect  t o  t he  ope rat ion of t he  GPO-CA 
shall re ce ive  comprehens ive  t ra ining .  Training  shall be  conduct ed  in t he  
fo llowing  areas : 

• CA/ RA securit y princip le s  and mechanisms  
• All PKI soft ware  ve rs ions  in use  on t he  GPO-CA sys t em 
• All PKI dut ie s  t hey are  expect ed  t o  pe rform 
• Disas t e r recove ry and bus ine ss  cont inuit y procedure s  
• Phys ical Securit y Procedure s  

5.3.4 Retraining Frequency and Requirements 

Individuals  re spons ib le  for GPO-CA role s  shall be  aware  of changes  in t he  GPO-
CA ope rat ion.  Any s ignificant  change  t o  t he  ope rat ions  shall have  a  t ra ining  
(awareness )  p lan, and t he  execut ion of such p lan shall be  document ed. 
Example s  of such changes  are  GPO-CA soft ware  or hardware  upgrade , changes  
in aut omat ed securit y sys t ems , and re locat ion of equipment . 

5.3.5 Job Rotation Frequency and Sequence 

No s t ipulat ion. 

5.3.6 Sanctions for Unauthorized Actions 

Any pe rson t hat  ope rat e s  in vio lat ion of t his  CP or t he  CPS or t he  pract ice s  and 
procedure s  s t a t ed  he re in, whe t he r t hrough negligence  or wit h malic ious  int ent , 
shall have  privileges  revoked and may be  subject  t o  adminis t ra t ive  and 
disc ip linary ac t ion. Violat ions  of t his  CP or t he  CPS t hat  are  de t e rmined by t he  
GPO Ope rat ional Aut horit y based on a  fac t  based inves t igat ion t o  be  due  t o  
malic ious  int ent , shall subject  t o  some  form of adminis t ra t ive  or d isc ip linary 
ac t ion, which shall be  document ed in writ ing  by t he  GPO OA. Repeat ed  or 
s ignificant  vio lat ion of t he  CP or CPS requirement s  shall re sult  in privilege  
revocat ion and disc ip linary ac t ion, which shall be  document ed in writ ing  by t he  
GPO OA. The  range  of d isc ip linary ac t ions  available  shall inc lude  t e rminat ion.  

5.3.7 Independent Contractor Requirements 

Cont ract or pe rsonne l employed t o  pe rform funct ions  pe rt a ining  t o  t he  GPO-CA 
shall mee t  applicable  requirement s  se t  fort h in t his  CP, including  sect ion 5 .3 .1  
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above . Vendors  who provide  se rvice s  t o  t he  GPO PKI shall e s t ablish procedure s  
t o  ensure  t hat  any subcont ract ors  who direc t ly provide  se rvice s  t o  t he  GPO PKI 
pe rform in accordance  wit h t he  requirement s  of t his  CP, including  sect ion 5 .3 .1  
above . 

5.3.8 Documentation Supplied to Personnel 

The  GPO-CA shall make  available  t o  it s  CA and RA pe rsonne l t he  ce rt ificat e  
polic ie s  it  support s , re levant  part s  of t he  GPO CPS, and any re levant  s t a t ut e s , 
polic ie s  or cont rac t s .  Document at ion shall be  maint ained ident ifying  all 
pe rsonne l who rece ived t ra ining  and t he  leve l of t ra ining  comple t ed . 

 

 

5.4 AUDIT LOGGING PROCEDURES 
Audit  log  file s  shall be  gene rat ed  for a ll event s  re la t ing  t o  t he  securit y of t he  
GPO-CA.  Where  poss ib le , t he  securit y audit  logs  shall be  aut omat ically 
colle c t ed .  Where  t his  is  not  poss ib le , a  logbook, pape r form, or o t he r phys ical 
mechanism shall be  used.  All s ecurit y audit  logs , bot h e lec t ronic  and  non-
e lec t ronic , shall be  re t ained and made  available  during  compliance  audit s .  The  
securit y audit  logs  for e ach audit able  event  de fined in t his  sec t ion shall be  
maint ained in accordance  wit h Sect ions  5 .4 .3  and 5 .5 .2  of t his  CP be low. 

5.4.1 Types of Events Recorded 

All securit y audit ing  capabilit ie s  of t he  GPO-CA ope rat ing  sys t em and PKI CA 
applicat ions  required  by t his  CP shall be  enabled .  As  a  re sult , mos t  of t he  
event s  ident ified  in t he  t able  shall be  aut omat ically recorded.  (Not e : t he  t able  
be low may be  re placed in fut ure  re lease s  of t his  CP wit h a  re fe rence  t o  t he  
Ce rt ificat e  Is suing  and Management  Component s  Prot ec t ion Profile  be ing  
deve loped by NIST.)   At  a  minimum, each audit  re cord  shall inc lude  t he  fo llowing  
(e it he r recorded aut omat ically or manually for e ach audit able  event ) : 

• Type  of event  
• Dat e  and t ime  t he  event  occurred 
• Success  or fa ilure  indicat or when execut ing  t he  GPO-CA s igning  process  
• Success  or fa ilure  indicat or when pe rforming  ce rt ificat e  revocat ion 
• Ident it y of t he  ent it y and/ or ope rat or (of t he  GPO-CA) t hat  caused t he  

event  
• Message  from any source  reques t ing  an ac t ion by t he  GPO-CA is  an 

audit able  event  (message  mus t  inc lude  message  dat e  and t ime , source , 
de s t inat ion and cont ent s )  
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Auditable Event 

SECURITY AUDIT 

Any changes  t o  t he  Audit  parame t e rs , e .g ., audit  frequency, t ype  of event  
audit ed  

Any at t empt  t o  de le t e  or modify t he  Audit  logs  
      Obtaining a third-party time-stamp  

 

IDENTIFICATION AND AUTHENTICATION 

Success ful and unsuccess ful a t t empt s  t o  as sume  a  ro le  

Change  in t he  value  of maximum aut hent icat ion at t empt s   

Maximum number of unsuccess ful aut hent icat ion at t empt s  during  use r log in 
exceeds the maximum authentication attempts value 

An Adminis t ra t or unlocks  an account  t hat  has  been locked as  a  re sult  of 
unsuccess ful aut hent icat ion at t empt s  

An Adminis t ra t or changes  t he  t ype  of aut hent icat or, e .g ., from password t o  
b iome t rics  

KEY GENERATION 

Wheneve r t he  GPO-CA gene rat e s  a  key. (Not  mandat ory for s ing le  se s s ion 
or one -t ime  use  symmet ric  keys )  

PRIVATE KEY LOAD AND STORAGE 

The  loading  of Component  privat e  keys  

All acce ss  t o  ce rt ificat e  subject  privat e  keys  re t a ined wit hin t he  GPO-CA for 
key recove ry purpose s  

TRUSTED PUBLIC KEY ENTRY, DELETION AND STORAGE 

All changes  t o  t he  t rus t ed  public  keys , inc luding  addit ions  and de le t ions  
SECRET KEY STORAGE 

         The manual entry of secret keys used for authentication  

PRIVATE AND SECRET KEY EXPORT 

The  export  of privat e  and secre t  keys  (keys  used for a  s ing le  se s s ion or 
message  are  excluded)  
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Auditable Event 

CERTIFICATE REGISTRATION 

All ce rt ificat e  reques t s  

CERTIFICATE REVOCATION 

All ce rt ificat e  revocat ion reques t s  

CERTIFICATE STATUS CHANGE APPROVAL 

The  approval or re jec t ion of a  ce rt ificat e  s t a t us  change  reques t  

GPO-CA CONFIGURATION 

Any securit y-re levant  changes  t o  t he  configurat ion of t he  GPO-CA 

ACCOUNT ADMINISTRATION 

Role s  and use rs  are  added or de le t ed 

The  access  cont ro l privileges  of a  use r account  or a  ro le  are  modified  

CERTIFICATE PROFILE MANAGEMENT 

All changes  t o  t he  ce rt ificat e  profile  

REVOCATION PROFILE MANAGEMENT  

All changes  t o  t he  revocat ion profile  

CERTIFICATE REVOCATION LIST PROFILE MANAGEMENT  

All changes  t o  t he  ce rt ificat e  revocat ion lis t  profile  

LOCAL DATA ENTRY 

All security-relevant data that is entered in the system 

REMOTE DATA ENTRY 

All security-relevant messages that are received by the system  

DATA EXPORT AND OUTPUT 

All successful and unsuccessful requests for confidential and security-relevant 
information 

MISCELLANEOUS 

Installation of the Operating System 
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Auditable Event 

Installation of the GPO-CA 

Installing hardware cryptographic modules 

Removing hardware cryptographic modules 

Destruction of cryptographic modules 

System Startup 

Logon Attempts to GPO-CA Apps 

Receipt of Hardware / Software 

Attempts to set passwords 

Attempts to modify passwords 

Backing up GPO-CA internal database 

Restoring GPO-CA internal database 

File manipulation (e.g., creation, renaming, moving) 

Posting of any material to a repository 

Access to GPO-CA internal database 

All certificate compromise notification requests 

Loading tokens with certificates 

Shipment of Tokens  

Zeroizing tokens 

Rekey of the GPO-CA 

Configuration changes to the CA server involving: 

    Hardware 

    Software 

   Operating System 

   Patches 

   Security Profiles 

Appointment of an individual to a trusted role 

Designation of personnel for multi-party control 

PHYSICAL ACCESS / SITE SECURITY 

Personnel Access to room housing GPO-CA 



X.5 0 9  Ce rt ifica t e  Po licy, Ve rs ion 1 .4   May 3 0 , 2 0 1 6  
Gove rnm e nt  Print ing  Office    
 

 

FOR OFFICIAL USE ONLY    5 2  

Auditable Event 

Access to the GPO-CA server 

Known or suspected violations of physical security 

ANOMALIES 

Software Error conditions 

Software check integrity failures 

Receipt of improper messages 

Misrouted messages 

Network attacks (suspected or confirmed) 

Equipment failure 

Electrical power outages 

Uninterruptible Power Supply (UPS) failure 

Obvious and significant network service or access failures 

Violations of Certificate Policy 

Violations of Certification Practice Statement 

Resetting Operating System clock 

 

5.4.2 Frequency of Processing Log 

Audit  logs  shall be  reviewed at  le as t  once  eve ry week.  All s ignificant  event s  
shall be  explained in an audit  log  summary.  Such reviews  involve  ve rifying  t hat  
t he  log  has  not  been t ampe red wit h, and t hen brie fly inspect ing  all log  ent rie s , 
wit h a  more  t horough inves t igat ion of any ale rt s  or irregularit ie s  in t he  logs .  
Act ions  t aken as  a  re sult  of t he se  reviews  shall be  document ed. 

A s t a t is t ically s ignificant  se t  of securit y audit  dat a  gene rat ed  by t he  GPO-CA, 
s ince  t he  las t  review, shall be  examined (whe re  t he  confidence  int e rvals  for e ach 
cat egory of securit y audit  dat a  are  de t e rmined by t he  securit y ramificat ions  of 
t he  cat egory and t he  availabilit y of t ools  t o  pe rform such a  review), as  we ll as  a  
reasonable  search for any evidence  of malic ious  ac t ivit y.  For t he  GPO-CA, at  
le as t  7 0 % of securit y audit  dat a  gene rat ed  by t he  GPO-CA s ince  t he  las t  review 
shall be  examined. 
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5.4.3 Retention Period for Audit Log 

Audit  logs  shall be  re t a ined ons it e  unt il t hey are  reviewed and for a t  le as t  t wo 
mont hs , as  we ll as  be ing  re t a ined in t he  manne r de scribed be low.  The  individual 
who removes  audit  logs  from t he  GPO-CA sys t em shall be  an offic ia l d iffe rent  
from t he  individuals  who, in combinat ion, command t he  GPO-CA s ignat ure  key. 

The  audit  log  dat a  is  kept  live  on t he  CA or RA hardware  and archived as  
specified  be low. 

5.4.4 Protection of Audit Log 

The  audit  process  shall not  be  done  by or unde r t he  cont ro l of t he  GPO-OA.  
GPO-CA sys t em configurat ion and procedure s  mus t  be  implement ed t oge t he r t o  
ensure  t hat : 

• only aut horized people  have  read access  t o  t he  logs  
• only aut horized people  may archive  audit  logs  
• audit  logs  are  not  modified  

The  ent it y pe rforming  audit  log  archive  need not  have  modify access , but  
procedure s  mus t  be  implement ed t o  prot ect  archived dat a  from des t ruct ion 
prior t o  t he  end of t he  audit  log  re t ent ion pe riod ( If a  sys t em ove r-writ e s  audit  
logs  aft e r a  g iven t ime , t he  audit  log  is  not  cons ide red  de le t ed  or de s t royed if 
t he  audit  log  has  been backed up and archived) .  The  off-s it e  s t orage  locat ion 
for audit  logs  shall be  a  safe , secure  s t orage  locat ion t hat  is  off-s it e  and 
separat e  from t he  primary locat ion GPO-CA equipment . 

5.4.5 Audit Log Backup Procedures 

Audit  logs  and audit  summarie s  shall be  backed up at  le as t  weekly.  A copy of 
t he  audit  log  shall be  sent  off-s it e  in accordance  wit h t he  GPO CPS on a  weekly 
bas is . 

5.4.6 Audit Collection System (Internal vs. External) 

The  audit  log  colle c t ion sys t em may or may not  be  ext e rnal t o  t he  GPO-CA.  
Audit  processe s  shall be  invoked at  sys t em s t art up , and cease  only at  sys t em 
shut down.  Should  it  become  apparent  t hat  an aut omat ed audit  sys t em has  
fa iled , and t he  int egrit y of t he  sys t em or confident ia lit y of t he  informat ion 
prot ect ed  by t he  sys t em is  a t  risk, t hen t he  GPO-OA shall de t e rmine  whe t he r t o  
suspend GPO-CA ope rat ion unt il t he  problem is  remedied. 

5.4.7 Notification to Event-Causing Subject 

This  CP imposes  no requirement  t o  provide  not ice  t hat  an event  was  audit ed  t o  
t he  individual, organizat ion, device , or applicat ion t hat  caused t he  event . 
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5.4.8 Vulnerability Assessments 

The  Ope rat ional Aut horit y will pe rform rout ine  se lf as se ssment s  of securit y 
cont ro ls  for evidence  of malic ious  ac t ivit y. 

 

5.5 RECORDS ARCHIVAL 

5.5.1 Types of Events Archived 

GPO-CA archive  records  shall be  suffic ient ly de t ailed  t o  e s t ablish t he  prope r 
ope rat ion of t he  GPO-CA, or t he  valid it y of any ce rt ificat e  ( inc luding  t hose  
revoked or expired)  is sued by t he  GPO-CA. 

At  a  minimum, t he  fo llowing  dat a  shall be  recorded for archive : 

Data To Be Archived 

CA accre d it a t ion ( if app licab le )  

Ce rt ifica t e  Po licy 

Ce rt ifica t ion Prac t ice  St a t e m e nt  

Cont rac t ua l ob liga t ions  

Ot he r ag re e m e nt s  conce rning  ope ra t ions  o f t he  CA 

Sys t e m  and  e quipm e nt  configura t ion 

Modifica t ions  and  updat e s  t o  s ys t e m  or configura t ion 

Ce rt ifica t e  re que s t s  

Re vocat ion re que s t s  

Subs cribe r ide nt it y Aut he nt ica t ion da t a  as  pe r Se c t ion 3 .2 .3  

Docum e nt a t ion o f re ce ip t  and  acce p t ance  o f ce rt ifica t e s  ( if app licab le )  

Subs cribe r Agre e m e nt s  

Docum e nt a t ion o f re ce ip t  o f t oke ns  

All ce rt ifica t e s  is s ue d  o r pub lis he d  

Re cord  o f CA Re -ke y 

All CRLs  is s ue d  and / o r pub lis he d  
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Data To Be Archived 

Ot he r da t a  o r app lica t ions  t o  ve rify a rchive  cont e nt s  

Com pliance  Audit o r re port s  

Any change s  t o  t he  Audit  param e t e rs , e .g ., aud it  fre que ncy, t ype  o f e ve nt  aud it e d  

Any a t t e m pt  t o  de le t e  o r m odify t he  Audit  logs  

Whe ne ve r t he  CA ge ne ra t e s  a  ke y (Not  m andat o ry fo r s ing le  s e s s ion o r one -t im e  us e  s ym m e t ric  
ke ys )  

All acce s s  t o  ce rt ifica t e  s ub je c t  p riva t e  ke ys  re t a ine d  wit hin t he  CA for ke y re cove ry purpos e s  

All changes to the trusted public keys, including additions and deletions 

The export of private and secret keys (keys used for a single session or message are excluded)  
The approval or rejection of a certificate status change request  
Appointment of an individual to a Trusted Role  
Destruction of cryptographic modules  
All certificate compromise notifications  
Remedial action taken as a result of violations of physical security  
Violations of Certificate Policy  
  

Violations of Certification Practice Statement  
 

 

 

5.5.2 Retention Period for Archive 

Archive  dat a  mus t  be  re t a ined for a  minimum of 1 0  years  and 6  mont hs .  
Execut ive  branch agencie s  mus t  fo llow e it he r t he  Gene ral Records  Schedule  
e s t ablished by t he  Nat ional Archives  and Records  Adminis t ra t ion or an 
agency-specific  schedule  as  applicable .  All o t he r ent it ie s  shall comply wit h t he ir 
re spect ive  records  re t ent ion polic ie s  in accordance  wit h what eve r laws  apply t o  
t hose  ent it ie s . 

This  minimum re t ent ion pe riod for t he se  records  is  int ended only t o  fac ilit a t e  
t he  ope rat ion of t he  GPO-CA. 

If t he  orig inal media  cannot  re t a in t he  dat a  for t he  required  pe riod , a  mechanism 
t o  pe riodically t rans fe r t he  archived dat a  t o  new media  shall be  de fined by t he  
archive  s it e .  Alt e rnat ive ly, an Ent it y may re t a in dat a  us ing  what eve r procedure s  
have  been approved by NARA for t hat  cat egory of document s .  Applicat ions  
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t hat  are  required  t o  process  t he  archive  dat a  shall a lso  be  maint ained for a  
pe riod de t e rmined by t he  GPO-PA for t he  GPO-CA. 

Prior t o  t he  end of t he  archive  re t ent ion pe riod , t he  GPO-CA shall provide  
archived dat a  and t he  applicat ions  necessary t o  read  t he  archive s  t o  a  GPO-PA 
approved archival fac ilit y, which shall re t a in t he  applicat ions  necessary t o  read  
t his  archived dat a . 

5.5.3 Protection of Archive 

No unaut horized  use r shall be  pe rmit t ed  t o  writ e  t o , modify, or de le t e  t he  
archive .  For t he  GPO-CA, archived records  may be  moved t o  anot he r medium 
when aut horized by t he  GPO-OA.  The  cont ent s  of t he  archive  shall not  be  
re leased  except  as  de t e rmined by t he  GPO-PA for t he  GPO-CA or as  required  by 
law.  Records  of individual t ransact ions  may be  re leased upon reques t  of any 
subscribe rs  involved in t he  t ransact ion or t he ir legally recognized agent s .  
Archive  media  shall be  s t ored  in a  safe , secure  s t orage  fac ilit y separat e  from t he  
GPO-CA. 
If the original media cannot retain the data for the required period, a mechanism to periodically 
transfer the archived data to new media shall be defined by the GPO-CA and approved by the GPO 
PA and OA. Alternatively, the GPO-CA may retain data using whatever procedures have been 
approved by NARA for that category of documents. Applications required to process the archive data 
shall also be maintained for a period determined by the GPO PA and OA. 

5.5.4 Archive Backup Procedures 

Archive  file s  shall be  backed up along  wit h t he  securit y audit  logs . 

Pape r archives  shall be  scanned dig it a lly t o  d ig it a l media , or o t he r long-t e rm 
s t orage  solut ion. The  GPO-CA CPS shall specify t he  de t ails  of which media  t ype  
is  used, t he  frequency and ot he r procedural de t ails . The  CPS shall a lso  specify 
how archive  backup file s  are  managed. 

5.5.5 Requirements for Time-Stamping of Records 

CA records  shall be  t ime  s t amped as  t hey are  creat ed .  Time-s t amping  of 
records  is  accomplished via  t he  GPO-CA sys t em, us ing  t he  GPO-CA sys t em 
clock. The  GPO-CA sys t em clock is  synchronized on a  pe riodic  bas is  wit h t he  
NIST offic ia l t ime  source , us ing  t he  IETF s t andard  Ne t work Time  Prot ocol (NTP), 
or equivalent  process / t ime  source , t o  ensure  t hat  t he  CA sys t em clock is  
accurat e . The  NTP se rvice  is  se t  for aut omat ic  se rvice  s t art up  on t he  CA sys t em 
t o  ensure  t hat  t he  NTP se rvice  is  a lways  s t art ed  wheneve r t he  CA sys t em mus t  
be  s t art ed . 
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5.5.6 Archive Collection System (Internal or External) 

The GPO-CA systems, or the GPO Trusted Role staff, may collect archive data in any expedient 
manner, provide the collection process does not modify or delete the archive records and protects the 
data as outlined in Section 5.5.3.  

5.5.7 Procedures to Obtain and Verify Archive Information 

Procedure s  de t ailing  how t o  creat e , ve rify, package , t ransmit , and s t ore  t he  
GPO-CA archive  informat ion shall be  published in t he  GPO CPS. 

The contents of the archive shall not be released except as determined by GPO PA or as required by 
law. Records of individual transactions may be released upon request of any subscribers involved in 
the transaction or their legally recognized agents. 

 

5.6 KEY CHANGEOVER 
To minimize  risk from compromise  of a  GPO-CA’s  privat e  s igning  key, t hat  key 
may be  changed; from t hat  t ime  on, only t he  new key will be  used for ce rt ificat e  
s igning  purposes .  The  o lde r, but  s t ill valid , GPO-CA ce rt ificat e  will be  available  
t o  ve rify o ld  s ignat ure s  unt il a ll of t he  ce rt ificat e s  s igned us ing  t he  as sociat ed  
privat e  key have  also  expired .  Following  GPO-CA key changeove r, only t he  new 
GPO-CA key will be  used t o  s ign CRLs  and ce rt ificat e s  going  forward . The  new 
CA key shall comply wit h t he  valid it y pe riod  requirement s  in sec t ion 6 .3 .2  of 
t his  CP.  The  GPO-CA use s  key ro llove r ce rt ificat e s  us ing  t he  fac ilit ie s  of t he  
Ent rus t  COTS PKI soft ware  (which is  FIPS ce rt ified)  and t he  Safene t  HSM (also  
FIPS ce rt ified)  t o  accomplish CA key changeove r. The  o ld  CA key is  he ld  and 
prot ect ed  us ing  t he  same  mechanisms  as  t he  new CA key, which shall ut ilize  t he  
Safene t  LunaSA HSM (which shall be  FIPS ce rt ified  t o  Leve l 3 )  and t he  Ent rus t  
COTS PKI soft ware .  

The  Subscribe r ce rt ificat e s  is sued by t he  GPO-CA shall be  capable  of aut omat ic  
key ro ll-ove r.  As  such, t he  encrypt ion and dig it a l s ignat ure  key pairs  of t he  
Subscribe r shall be  aut omat ically updat ed  prior t o  expiry. 

5.7 COMPROMISE AND DISASTER RECOVERY 
In any key compromise  s it uat ion, a  report  will be  filed  wit h t he  GPO PA 
indicat ing  t he  c ircums t ances  unde r which t he  compromise  occurred .  The  
Fede ral PKIPA shall be  not ified  by GPO PA in eve ry confirmed ins t ance  of a  key 
compromise .  

5.7.1 Incident and Compromise Handling Procedures 
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The GPO PA shall notify the members of the Federal PKI Policy Authority, cross certified Entity 
CAs, and all subordinate CAs, if any, of the following cases occur:  
 
o Suspected or detected compromise of GPO-CA systems;  
 
o Physical or electronic attempts to penetrate GPO-CA systems;  
 
o Denial of service attacks on GPO-CA components;  
 
o Any incident preventing the GPO-CA from issuing a CRL within 24 hours of the time specified in 
the next update field of its currently valid CRL.  
 

This will allow other entities to protect their interests as Relying Parties. 

The GPO OA shall reestablish operational capabilities as quickly as possible in accordance with 
procedures set forth in the GPO CPS. 

Notification to the FPKIPA will follow the requirements of the MOA between the GPO PKI and the 
FPKIPA (FBCA). 

The  GPO Comput e r Securit y Incident  Response  Team (CSIRT) Procedure s  shall 
be  used by t he  GPO PA and GPO OA when handling  incident s  or compromise  
event s . These  procedure s  are  included in t he  GPO PCA and SCA CPS by 
re fe rence . 

These  procedure s  include  t he  fo llowing  s t eps : 

- Report  and document  t he  incident  (by us ing  t he  GPO IT He lp  Desk 
t icke t ing  sys t em) (All s t eps  for re sponding  t o  t he  incident  in t he  fo llowing  
s t eps  will be  document ed also)  

- Ident ify t he  nat ure  and scope  of t he  incident  

- Not ificat ion of t he  inc ident  and it s  as sociat ed  pot ent ia l impact s  and 
affec t s  t o  s t akeholde rs  (Fede ral PKIPA, Subscribe rs , PA, OA, and Re lying  
Part ie s )  

- Prot ect ing  Evidence  and Logs   

- Cont ainment  of t he  re sult s  and e ffec t s  of t he  incident  t o  reduce  adve rse  
impact s  

- Eradicat ion of t he  cause s  and source s  of t he  inc ident  and any adve rse  
re sult s  

- Recove ry t o  re s t ore  t he  GPO-PCA and/ or SCA t o  e ffec t ive  and e ffic ient  
ope rat ions  
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- Follow-up t o  not ify s t akeholde rs  (Fede ral PKIPA, Subscribe rs , GPO PA, 
GPO OA and Re lying  part ie s )  of t he  re sult s  of t he  recove ry from t he  
incident  and GPO-SCA ope rat ional s t a t us  

- Pos t -incident  review t o  ensure  le ssons  le arned are  incorporat ed  int o  
fut ure  ope rat ions  and pract ice s  

5.7.2 Computing Resources, Software, and/or Data are Corrupted 

 
If GPO-CA computing resources, software, and/or data are corrupted, the GPO PA and OA shall 
respond as follows:  
 

• Before returning to operation, ensure that the system’s integrity has been restored  

• If the CA signature keys are not destroyed, CA operation shall be reestablished, giving 
priority to the ability to generate certificate status information within the CRL issuance 
schedule specified in 4.9.7.  

• If the CA signature keys are destroyed, CA operation shall be reestablished as quickly as 
possible, giving priority to the generation of a new CA key pair.  

 

The  int egrit y of t he  sys t em shall be  ensured at  a ll t imes  as  GPO-CA 
equipment / sys t ems  are  re s t ored  t o  ope rat ion. 
 

 

5.7.3 GPO-CA Private Key Compromise Procedures 

If t he  GPO-CA s ignat ure  keys  are  compromised or los t  (such t hat  compromise  is  
poss ib le  even t hough not  ce rt a in) : 

• The  GPO-PA and all of it s  member organizat ions  shall be  secure ly not ified  
as  soon as  pract ical (so  t hat  Ent it ie s  may is sue  CARLs / CRLs  revoking  any 
cross -ce rt ificat e s  is sued t o  t he  GPO-CA) 

• A new GPO-CA key pair shall be  gene rat ed  secure ly by t he  GPO-CA in 
accordance  wit h t he  requirement s  of t his  CP and t he  procedure s  se t  fort h 
in t he  GPO-CA CPS 

• New GPO-CA ce rt ificat e s  shall be  is sued in accordance  wit h t he  
requirement s  of t his  CP ( including  sect ion 6 .1 .4  for any se lf-s igned CA 
ce rt ificat e s )  and as  specified  in t he  GPO-CA CPS. 

The  GPO-CA Operat ional Aut horit y (OA) shall also  inves t igat e  and report  t o  t he  
GPO-PA what  caused t he  compromise  or los s , and what  measure s  have  been 
t aken t o  preclude  recurrence . 
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In t he  event  of t he  compromise  of t he  GPO-CA privat e  key, t he  fede ral PKI PA 
will be  informed via  secure  communicat ion from t he  OA.  The  CA ins t alla t ion 
shall be  ree s t ablished in accordance  wit h any ins t ruct ions  and direc t ion from t he  
GPO OA and t he  GPO PKI Policy Aut horit y.  In gene ral, t he  OA shall revoke  t he  
ce rt ificat e s  for t he  GPO-CA,ins t all a  new GPO-CA, gene rat e  a  new GPO-CA 
ce rt ificat e , and publish t he  new GPO-CA ce rt ificat e  t o  t he  d irec t ory. The  OA 
shall review all MOA’s  t hat  exis t  and make  de t e rminat ion of any ot he r CA’s  t hat  
may cross -ce rt ified , and t hen not ify each and eve ry one  of any CA’s  t hat  are  
cross -ce rt ified .  

The  OA shall not ify t he  Subscribe rs  of t he  GPO-CA of t he  key compromise  via  a  
secure  communicat ion.  The  Subscribe r ce rt ificat e s  shall be  renewed 
aut omat ically by t he  GPO-CA unde r t he  new CA key pair, us ing  t he  capabilit ie s  
of t he  CA soft ware . The  finge rprint  of t he  new GPO-CA key pair shall be  p laced 
ont o  t he  GPO PKI web s it e  (ht t p :/ / www.gpo.gov/ projec t s / pki.ht m) and all 
Subscribe rs  ins t ruct ed  by email from t he  GPO PKI se rvice  t hat  t his  finge rprint  
can be  validat ed  as  a  backup me t hod t o  ensure  t hat  t he  prope r new CA key is  
ins t a lled .   

 

5.7.3.1 GPO-CA Signature Keys are Revoked 

If t he  GPO-CA cannot  is sue  a  CARL/ CRL prior t o  t he  t ime  specified  in t he  next  
updat e  fie ld  of it s  current ly valid  CARL/ CRL, t hen t he  GPO-PA and all of it s  
members  shall be  secure ly not ified  as  soon as  pract ical.  The  GPO-CA shall 
re e s t ablish revocat ion capabilit ie s  as  quickly as  poss ib le  in accordance  wit h 
procedure s  se t  fort h in t he  GPO CPS.  The  GPO-CA shall, as  soon as  pract ical, 
s ecure ly advise  t he  GPO-PA and all of it s  member organizat ions  in t he  event  of a  
d isas t e r whe re  t he  GPO-CA ins t a lla t ion is  phys ically damaged and all copie s  of 
t he  GPO-CA s ignat ure  keys  are  de s t royed. 

 

5.7.4 Business Continuity Capabilities after a Disaster 

The GPO OA shall maintain a PKI Contingency (Disaster Recovery) Plan and shall operate an off-
site backup site, whose purpose is to ensure continuity of operations in the event of failure of the 
GPO-CA primary site. The GPO OA shall deploy the GPO-CA directory (Repository) system to 
provide 24 hour, 365 day per year availability, which is facilitated by the use of the off-site backup 
facility. The GPO OA shall implement features to provide high levels of directory reliability within 
the scope of its control. 

In the case of a disaster damaging or rendering all GPO-CA equipment inoperative, the GPO OA and 
Trusted Role staff team shall re-establish affected CA operations as quickly as possible, giving 
priority to the ability to revoke certificates, regardless of type or user. For the GPO-CA (PCA), this 
will require secure out-of-band distribution of the new certificate as well as issuance of new cross 
certificates, subordinate CA certificates, and Subscriber certificates.  
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Relying  Part ie s  may decide  of t he ir own volit ion whe t he r t o  cont inue  t o  use  
ce rt ificat e s  s igned wit h t he  de s t royed privat e  key pending  ree s t ablishment  of 
GPO-CA ope rat ion wit h new ce rt ificat e s . 
In the case of a disaster causing physical damage to a subordinate CA installation and resulting in 
destruction of all copies of the CA signature key, the subordinate CA shall request revocation of its 
certificates. The GPO OA and Trusted Role staff team will then completely rebuild the CA 
installation by reestablishing the CA equipment, generating new private and public keys, be re-
certified, and re- issue all cross certificates. Finally, all Subscriber certificates will be re-issued. 
Relying Parties may make a judgment to continue to use certificates signed with the destroyed 
private key in order to meet urgent operational requirements. In any event, the GPO PA and OA shall 
securely notify all appropriate authorities (e.g., the FPKIPA, FPKI Management Authority, cross 
certified CAs, etc.) of the situation at the earliest feasible time in accordance with applicable MOAs 
and any other contractual agreements.  

If a CA’s signature keys are compromised, lost, or destroyed—such that compromise is possible even 
though uncertain—the GPO OA shall initiate an investigation and report to the PA concerning the 
cause of the compromise or loss and what measures have been taken to prevent recurrence. The GPO 
PA, in turn, will notify the appropriate authorities in accordance with applicable MOAs (FPKIPA, 
etc.) and any other contractual agreements. 

 

5.8 CA OR RA TERMINATION 
In t he  event  of t e rminat ion of t he  GPO-CA ope rat ion, ce rt ificat e s  s igned by t he  
GPO-CA shall be  revoked and t he  GPO-PA shall advise  agencie s  t hat  have  
ent e red  int o  MOAs wit h t he  GPO-PA ( including  t he  FPKIPA and FBCA), prior t o  
t e rminat ion, t hat  GPO-CA plans  t o  t e rminat e  ope rat ion so  t hey may revoke  
ce rt ificat e s  t hey have  is sued t o  t he  GPO-CA.  All affilia t ed  ent it ie s  (FPKIPA, 
agencie s )  shall be  not ified  by t he  GPO-PA prior t o  t e rminat ion of t he  GPO-CA. 
Prior t o  GPO-CA t e rminat ion, t he  GPO-CA shall provide  archived dat a  t o  a  GPO-
PA approved archival fac ilit y. 

All affiliated entities (FPKIPA, any other cross-certified entities, etc.) will be given as much advance 
notice as circumstances permit, and attempts to provide alternative sources of interoperation will be 
sought in the event the GPO-CA were to be terminated. 

In t he  event  t hat  t he  GPO-CA t e rminat e s  ope rat ion, t he  GPO-CA shall ensure  
t hat  any ce rt ificat e s  is sued t o  t he  GPO-CA have  been revoked. 
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6.  TECHNICAL SECURITY CONTROLS 
 

6.1 KEY PAIR GENERATION AND INSTALLATION 

6.1.1 Key Pair Generation 

 

6.1.1.1 GPO-PKI and GPO-CA Key Pair Generation 

Crypt ographic  keying  mat e ria l for ce rt ificat e s  is sued by t he  GPO-CA shall be  
gene rat ed  in FIPS 1 4 0  validat ed  crypt ographic  module s .  For t he  GPO-CA, t he  
module s  shall mee t  or exceed Securit y Leve l 3 . 

Multiparty control is required for GPO-CA key pair generation, as specified in Section 5.2.2. 

The  GPO-CA and Ent it y CAs  mus t  document  t he ir key gene rat ion procedure  in 
t he ir CPSs , and gene rat e  audit able  evidence  t hat  t he  document ed procedure s  
we re  fo llowed.  The  document at ion of t he  procedure  mus t  be  de t ailed  enough 
t o  show t hat  appropria t e  ro le  separat ion was  used.  The  execut ion of t he  key 
gene rat ion process  shall be  validat ed  by an independent  t hird  part y, either by 
witnessing the key generation or by examining the signed and documented record of the key 
generation. 

6.1.1.2 Subscriber Key Pair Generation 
 
The Subscriber, RA, or CA may perform Subscriber key pair generation. If the CA or RA generates 
Subscriber key pairs, the procedure must meet the requirements for key pair delivery specified in 
Section 6.1.2. All key generation shall be performed using a FIPS approved method.  

For Medium Hardware assurance levels, the Subscriber, RA, or CA shall generate the Subscriber key 
pairs in hardware cryptographic modules validated to FIPS 140 Level 2 or above. For all other 
assurance levels, the Subscriber, RA, or CA shall use either validated software or hardware 
cryptographic modules for key generation. 

 

 

6.1.2 Private Key Delivery to the Subscriber 

If Subscribers generate their own key pairs, then there is no need to deliver private keys, and this 
section does not apply.  

If an Entity other than the Subscriber generates a private key, the GPO OA or RA shall deliver the 
key to the Subscriber electronically or in a hardware token from which the private key cannot be 
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extracted in unencrypted form. Any transmission of a private key over a network must use be 
encrypted. 

In all cases, the following requirements must be met:  
• Anyone who generates a private signing key for a Subscriber shall not retain any copy of the 

key after delivery of the private key to the Subscriber.  

• The private key must be protected from activation, compromise, or modification during the 
delivery process.  

• The Subscriber shall acknowledge receipt of the private key(s).  

• Delivery shall be accomplished in a way that ensures that the correct tokens and activation 
data are provided to the correct Subscribers.  

o For hardware modules, accountability for the location and state of the module must 
be maintained until the Subscriber accepts possession of it.  

o For electronic delivery of private keys, the key material shall be encrypted using a 
cryptographic algorithm and key size at least as strong as the private key (see below 
for more detail). Activation data shall be delivered using a separate secure channel.  

o For shared key applications, organizational identities, and network devices, see also 
Section 3.2.  

 

The  GPO-CA gene rat e s  it s  own key pair and t he re fore  does  not  need privat e  key 
de live ry. Privat e  decrypt ion keys  shall be  de live red  by t he  GPO-CA us ing  t he  
securit y prot ect ion provided by PKIX-CMP prot ocol in t he  COTS PKI soft ware , 
and shall use  crypt ographic  a lgorit hms  in t he  PKIX-CMP t hat  are  as  s t rong  or 
s t ronge r t han t he  2 0 4 8  bit  RSA public / privat e  key pairs . The  GPO Operat ional 
Aut horit y shall use  t he  COTS soft ware  capabilit ie s  for PKIX-CMP, or equivalent , 
which shall provide  s t rong  encrypt ion algorit hms  and key s ize s  t hat  are  as  
s t rong  or s t ronge r t han t he  2 0 4 8  bit  RSA public / privat e  key pairs  used by t he   
GPO-CA, t o  prot ect  t he se  RSA privat e  decrypt ion keys . 

For Subscribe rs  t hat  will have  Medium-Hardware  Assurance  ce rt ificat e s , t he  
privat e  decrypt ion keys  shall be  s t ored  in a  hardware  module  t hat  mee t s  FIPS 
1 4 0 -2  Leve l 2  requirement s .  

The GPO-CA shall maintain a record of the subscriber acknowledgement of receipt of the token. 

 

 

6.1.3 Public Key Delivery to Certificate Issuer 
 
For the GPO-CA, the following requirements apply:  
 

o Where key pairs are generated by the Subscriber or RA, the public key and the Subscriber’s 
identity must be delivered securely to the CA for certificate issuance.  
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o The delivery mechanism shall bind the Subscriber’s verified identity to the public key. If 
cryptography is used to achieve this binding, it must be at least as strong as the CA keys used 
to sign the certificate.  

The  GPO-CA CPS provides  furt he r de t ails  on t his . 

 

6.1.4 GPO-CA Public Key Delivery to Relying Parties 

 
When the GPO-CA updates its signature key pair, the GPO-CA shall distribute the new public key in 
a secure fashion using a key rollover certificate. 
The  GPO-CA shall pos t  t he  ce rt ificat e s  it  is sues  in t he  GPO-CA repos it ory.  For 
Ent it y CAs  t o  is sue  cross -ce rt ificat e s  t o  t he  GPO-CA, t he  GPO-CA shall t ransport  
it s  public  key t o  t he  Ent it y CA in a  secure , out -of-band fashion t o  e ffec t  
ce rt ificat e  is suance . 

When a  CA key ro llove r is  accomplished, t he  GPO-CA shall is sue  a  key ro llove r 
ce rt ificat e , which t he  COTS PKI soft ware  used by GPO-CA shall aut omat ically 
make  available  in t he  GPO borde r d irec t ory ( re spos it ory) . The CA shall sign the key 
rollover certificates with the CA’s current private key, so secure distribution is not required. CA 
Certificates are signed with the issuing CA’s current private key, so secure distribution is not 
required. 

The GPO-CA shall make its public keys available for creation and verification of certification trust 
paths, in the form of a self-signed public-key certificate. The CA shall deliver this self-signed 
certificate to Subscribers in a manner commensurate with the security offered by the public key in 
the certificate. CAs shall convey self-signed certificates to Relying Parties in a secure fashion to 
preclude substitution attacks. Such methods include, but are not limited to the following:  
 

o Loading a self-signed certificate onto tokens delivered to Relying Parties via secure 
mechanisms  

 
o Distribution of self-signed certificates through secure out-of-band mechanisms  

 
o Comparison of certificate hashes against trusted certificate hashes made available via 

authenticated out-of-band sources (note that hashes posted in-band along with the certificate 
are not acceptable as an authentication mechanism)  

 
o Downloading certificates from web sites secured with a currently valid certificate of equal or 

greater assurance level than the certificate downloaded  
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6.1.5 Key Sizes 

 
The GPO-CA and all GPO PKI CA’s shall use public keys that are at least 2048 bits for RSA. 
 
Any Public keys in all self-signed CA certificates used by the GPO-CA that are generated after 
12/31/2010 and that expire after 12/31/2030 shall be at least 3072 bits for RSA. 
 
As of 01/01/2011, all valid certificates shall be signed by the GPO-CA with keys of at least 2048 bits 
for RSA. All certificates, except self-signed certificates, that expire after 12/31/2030 shall be signed 
with keys of at least 3072 bits for RSA.  

The GPO-CA that generate certificates and CRLs under this CP shall use SHA-1, SHA-224, SHA-
256, SHA-384, or SHA-512 hash algorithm when generating digital signatures.  

For Medium Assurance, signatures on certificates and CRLs that are issued after 12/31/2010 shall be 
generated using, at a minimum, SHA-224, however, RSA signatures on CRLs that are issued before 
January 1, 2012, and that include status information for certificates that were generated using SHA-1 
may be generated using SHA-1. RSA signatures on CRLs that only provide status information for 
certificates that were generated using SHA-1 may continue to be generated using SHA-1. Signatures 
on certificates and CRLs that are issued after 12/31/2030 shall be generated using, at a minimum, 
SHA-256.  
 
For Medium assurance, signatures on certificates and CRLs asserting certificate policy OIDs that 
identify the use of SHA-1 may be generated using SHA-1. CAs that issue end entity certificates that 
assert non-SHA1 policies after December 31, 2010 must not also issue end entity certificates signed 
with SHA-1.  
 
Certificates issued to OCSP responders that only include SHA-1 certificates may be signed using 
SHA-1.  
Where implemented, CSSes shall sign responses using the same signature algorithm, key size, and 
hash algorithm used by the CA to sign CRLs. 
 
After December 31, 2010, GPO-CA OCSP responders that generate signatures on OCSP responses 
using SHA-1 shall only provide signed responses that are pre-produced (i.e., any signed response that 
is provided to an OCSP client shall have been signed before the OCSP responder received the request 
from the client).  
 
End-entity certificates shall contain public keys that are at least 1024 bit for RSA, DSA, or Diffie-
Hellman, or 160 bits for elliptic curve algorithms.  
 
The following special conditions also apply:  
· End-entity certificates that expire after 12/31/2030 shall contain public keys that are at least 3072 
bits for RSA or DSA, or 256 bits for elliptic curve algorithms.  

· End-entity certificates that include a keyUsage extension that only asserts the digitalSignature bit 
that expire on or after 12/31/2013 shall contain public keys that are at least 2048 bits for RSA or 
DSA, or 224 bits for elliptic curve algorithms.  
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· Beginning 01/01/2011, all valid end-entity certificates that include a keyUsage extension that 
asserts the nonRepudiation, keyEncipherment, dataEncipherment, or keyAgreement bit shall contain 
public keys that are at least 2048 bits for RSA, DSA, or Diffie-Hellman.  

· Beginning 01/01/2011, all valid end-entity certificates that do not include a keyUsage extension 
shall contain public keys that are at least 2048 bits for RSA, DSA, or Diffie-Hellman.  
 

Use of TLS or another protocol providing similar security to accomplish any of the requirements of 
this CP shall require at a minimum triple-DES or equivalent for the symmetric key, and at least 1024 
bit RSA or equivalent for the asymmetric keys through 12/31/2010. Use of TLS or another protocol 
providing similar security to accomplish any of the requirements of this CP shall require at a 
minimum AES (128 bits) or equivalent for the symmetric key, and at least 2048 bit RSA or 
equivalent for the asymmetric keys after 12/31/2010. Use of TLS or another protocol providing 
similar security to accomplish any of the requirements of this CP shall require at a minimum AES 
(128 bits) or equivalent for the symmetric key, and at least 3072 bit RSA or equivalent for the 
asymmetric keys after 12/31/2030. 

The  GPO-CA use  of Secure  Socke t  Laye r (SSL), or TLS, or anot he r prot ocol 
providing  s imilar securit y t o  accomplish any of t he  requirement s  of t his  CP, if 
any, shall require  a t  a  minimum Trip le -DES or equivalent  for t he  symmet ric  key, 
and at  le as t  1 0 2 4  bit  RSA or equivalent  for t he  asymmet ric  keys . When t he  
GPO-CA uses  SSL or TLS or any ot he r s imilar securit y prot ocol, Trip le  DES or 
s t ronge r shall be  used for t he  symmet ric  key, and at  le as t  1 0 2 4  bit  RSA or 
equivalent  for asymmet ric  keys .   Aft e r 1 2 / 3 1 / 0 8 , t he  GPO-CA shall use  AES 
(1 2 8  bit s )  or equivalent  for t he  symmet ric  key, and shall use  2 0 4 8  bit  RSA or 
equivalent  for t he  asymmet ric  keys .  

The  GPO-CA key modulus  shall be  a  minimum of 2 0 4 8  bit s  for RSA. 

The  GPO-CA CSS sys t em key modulus  shall be  a  minimum of 2 0 4 8  bit s  for RSA. 

Subscribe r’s  key modulus  shall be  2 0 4 8  bit s  for RSA. 

The  GPO-CA shall use  Trip le  DES or AES-2 5 6  for dat abase  encrypt ion. 

6.1.6 Public Key Parameters Generation and Quality Checking 

Public  key parame t e rs  pre scribed in t he  Dig it a l Signat ure  St andard  (DSS) shall 
be  gene rat ed  in accordance  wit h FIPS 1 8 6 . 

Parame t e r qualit y checking  ( inc luding  primarily t e s t ing  for prime  numbers )  shall 
be  pe rformed in accordance  wit h FIPS 1 8 6 .   The GPO-CA shall generate public key 
parameters in accordance with the standard that defines the cryptographic algorithm in which the 
parameters are used. 
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6.1.7 Key Usage Purposes (as Per X.509 v3 Key Usage Field) 

Keys  are  ce rt ified  for use  in s igning , non-repudiat ion or encrypt ing .  Public  keys  
t hat  are  bound t o  human subscribe rs  shall be  used only for s igning  or 
encrypt ing , but  not  bot h. Subscribe r ce rt ificat e s  used for d ig it a l s ignat ure s  
( inc luding  aut hent icat ion)  will s e t  t he  digitalSignature b it  and t he  nonRepudiation b it  
(except  for Device  ce rt ificat e s ) .  Device  ce rt ificat e s  is sued will not  have  t he  
nonRepudiation b it  s e t . Ce rt ificat e s  t o  be  used for key or dat a  encrypt ion shall s e t  
t he  keyEncipherment and/ or t he  dataEncipherment b it .  GPO-CA ce rt ificat e s  shall s e t  
t wo key usage  b it s : cRLSign and CertSign. Ce rt ificat e s  t o  be  used for key 
agreement , if used  by t he  GPO-CA, shall s e t  t he  keyAgreement bit . 

 
Where the CA certificate also signs OCSP responses, the certificate may also set the digitalSignature 
and/or nonRepudiation bits.  
 

Medium Assurance Level certificates may include a single key for use with encryption and signature 
in support of legacy applications. Such dual-use certificates shall be generated and managed in 
accordance with their respective signature certificate requirements, except where otherwise noted in 
this CP. Such dual-use certificates shall never assert the non-repudiation key usage bit, and shall not 
be used for authenticating data that will be verified on the basis of the dual-use certificate at a future 
time.  

6.2 PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING 
CONTROLS 

6.2.1 Cryptographic Module Standards and Controls 

The  re levant  s t andard  for crypt ographic  module s  is  Security Requirements for 
Cryptographic Modules, t he  la t e s t  ve rs ion of FIPS 1 4 0  se rie s .    Crypt ographic  
module s  shall be  validat ed  t o  t he  la t e s t  ve rs ion of t he  FIPS 1 4 0  se rie s  leve l 
ident ified  in t his  sec t ion.  The  minimum FIPS 1 4 0  requirement s  for 
crypt ographic  module s  are  as  fo llows : 

• Cert ificat ion Aut horit y (CA) - Leve l 3  Hardware  
• CSS – Leve l 2  Hardware  
• Subscribe r:  

• Leve l 1  Hardware  or Soft ware  for GPO Medium Assurance , GPO Device , 
fpki-common-device  and fpki-common ce rt ificat e s  

• Leve l 2  Hardware  for GPO Medium-Hardware  Assurance , fpki-common-
hardware , fpki-common-aut hent icat ion, fpki-common-cardAut h, GPO 
Aut hent icat ion and GPO CardAut h ce rt ificat e s  

• Regis t rat ion Aut horit y (RA) - Leve l 2  Hardware  
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Privat e  key s t orage  for GPO-CA Subscribe rs  t hat  as se rt  t he  GPO Medium 
Hardware  OID for id-gpo-medium-hardware  shall use  a  FIPS 1 4 0  Leve l 2  or 
highe r validat ed  crypt ographic  module  for a ll privat e  key ope rat ions . 

 

6.2.2 Private Key Multi-Person Control 

Use  of t he  GPO-CA privat e  s igning  key shall require  ac t ion by mult ip le  pe rsons  
as  se t  fort h in Sect ion 5 .  of t his  CP. 

6.2.3 Private Key Escrow 

6.2.3.1 Escrow of GPO-CA and GPO Subordinate CA Keys 

Under no  c ircums t ances  shall t he  GPO-CA or GPO Subordinat e  CA (SCA) 
s ignat ure  keys  used t o  s ign ce rt ificat e s  or CRLs  be  e scrowed by a  t hird-part y. 

 

6.2.3.2 Escrow of CA Encryption Keys 

The  GPO-CA shall not  pe rform any encrypt ion key recove ry funct ions  involving  
encrypt ion keys  is sued t o  Ent it y CAs . 

6.2.3.3 Escrow of Subscriber Private Signing Keys 
 
Subscriber private signature keys shall not be escrowed.  

If a device has a separate encryption key pair, the encryption private key may be escrowed. 

 

6.2.3.4 Escrow of Subscriber private encryption and dual use keys 

Subscriber private dual use keys shall not be escrowed. Subordinate CAs may escrow any encryption 
keys whose certificates do not also contain the digital Signature key usage bit for the purpose of data 
recovery. Subscriber key management keys may be escrowed to provide key recovery as described in 
section 4.12.1. Keys in escrow must be protected using cryptography validated to the same FIPS 
level as the CA. Recovery of keys in escrow must be protected using the same level of strength of 
technical controls present at the time of initial issuance, which are described in section 6.1.2. 

6.2.4 Private Key Backup 

6.2.4.1 Backup of GPO-CA Private Signature Key 

The  GPO-CA privat e  s ignat ure  keys  shall be  backed up unde r t he  same  mult i-
pe rson cont ro l as  t he  creat ion of t he  orig inal s ignat ure  ke y.  Such backup shall 
c reat e  only a  s ing le  copy of t he  s ignat ure  key at  t he  GPO-CA locat ion; a  second 
copy shall  be  kept  a t  t he  GPO-CA off-s it e  backup locat ion.  All copies of the CA 
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private signature key shall be accounted for and protected in the same manner as the original. 
Procedure s  for t his  shall be  inc luded in t he  GPO CPS. 

6.2.4.2 Backup of Subscriber Private Signature Key 

Subscribe r privat e  s ignat ure  keys  shall not  be  backed up, e scrowed, copied or 
archived. 
Subscriber private signature keys may be backed up or copied, but must be held in the Subscriber’s 
control.  

Backed up subscriber private signature keys shall not be stored in plain text form outside the 
cryptographic module. Storage must ensure security controls consistent with the protection provided 
by the subscriber’s cryptographic module. 

 

6.2.4.3 Backup of Subscriber Private Key Management Key 

Backed up Subscribe r privat e  key management  key shall not  be  s t ored  in 
p laint ext  out s ide  of t he  crypt ographic  module . Storage must ensure security controls 
consistent with the protection provided by the subscriber’s cryptographic module. 

 

6.2.4.4 Backup of CSS Private Key 

The  CSS Privat e  Key may be  backed up. The  backup process  shall be  secure  and 
ut ilize  t he  same  leve l of prot ec t ion as  for t he  orig inal CSS privat e  key.  

6.2.4.5 Backup of PIV-I Content Signing Key 

No s t ipulat ion at  t his  t ime , s ince  GPO does  not  is sue  PIV-I Cont ent  Signing  
ce rt ificat e s  a t  t his  t ime . 

 
6.2.4.6 Backup of Device Private Keys  
Device private keys may be backed up or copied, but must be held under the control of the device’s 
human sponsor or other authorized administrator. Backed up device private keys shall not be stored 
in plaintext form outside the cryptographic module. Storage must ensure security controls consistent 
with the protection provided by the device’s cryptographic module. 

6.2.5 Private Key Archival 
 
The GPO-CA shall not escrow or archive private signature keys as outlined in Section 6.2.3. The 
GPO-CA and GPO Subordinate CAs may escrow or archive private encryption keys (key 
management or key transport) as outlined in Section 6.2.3. 
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6.2.6 Private Key Transfer Into or From a Cryptographic Module 

GPO-CA privat e  keys  shall be  gene rat ed  by and remain wit hin a  crypt ographic  
module .  The  GPO-CA privat e  keys  may be  backed up in accordance  wit h Sect ion 
6 .2 .4 .1 . At no time shall the CA private key exist in plain text outside the cryptographic module. 
Subscriber private keys must be generated by and remain within a cryptographic module. In the event 
that the GPO OA transports a private key from one cryptographic module to another, the private key 
must be encrypted during transport. Private keys must never exist in plain text form outside the 
cryptographic module boundary.  

The system must protect private or symmetric keys used to encrypt other private keys for transport, 
from disclosure. The protection of these keys must be commensurate with that provided the data 
protected by the certificate associated with the private key. 

6.2.7 Private Key Storage on a Cryptographic Module 

FIPS 1 4 0  require ment s  and sect ion 6 .2 .1  above  of t his  CP de fine  t he  
requirement s . 

 

6.2.8 Method of Activating Private Keys 

The GPO-CA signing key activation requires multiparty control as specified in Section 5.2.2 of this 
CP. 

The  subscribe r mus t  be  aut hent icat ed  t o  t he  crypt ographic  module  be fore  t he  
ac t ivat ion of any privat e  key(s ) .  Accept able  means  of aut hent icat ion include  
but  are  not  limit ed  t o  pass -phrase s , PINs  or b iome t rics .  Ent ry of ac t ivat ion dat a  
shall be  prot ect ed  from disc losure  ( i.e ., t he  dat a  should  not  be  d isplayed while  it  
is  ent e red) . 

For certificates issued under the mediumDevice and mediumDeviceHardware policy OIDs, the 
device may be configured to activate its private key without requiring its human sponsor or 
authorized administrator to authenticate to the cryptographic token, 

6.2.9 Method of Deactivating Private Key  

Crypt ographic  module s  t hat  have  been ac t ivat ed  shall not  be  le ft  unat t ended or 
o t he rwise  be  available  t o  unaut horized  acce ss .  Aft e r use , t he  crypt ographic  
module  shall be  deact ivat ed , e .g ., via  a  manual logout  procedure , or 
aut omat ically aft e r a  pe riod  of inact ivit y as  de fined in t he  applicable  GPO CPS.  
Hardware  crypt ographic  module s  shall be  removed and s t ored  in a  secure  
cont aine r when not  in use  and not  in t he  posse ss ion of t he  privat e  key owne r. 
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6.2.10 Method of Destroying Private Key 

When t he  CA privat e  key is  t o  be  de s t royed, t his  shall only be  unde r t he  
condit ions  t hat  t he  key is  no  longe r needed and t he  ce rt ificat e s  which 
corre spond t o  it  are  expired  or revoked, t hen t his  shall be  pe rformed us ing  t he  
FIPS compliant  hardware  module ’s  ze roize  command in accordance  wit h t he  
hardware  module  vendor’s  document at ion. This  shall be  a  scrip t ed  event  wit h a  
writ t en scrip t , and only Trus t ed  Role  s t aff may pe rform t his  ope rat ion. The  
command shall be  repeat ed  at  le as t  one  (1 )  t ime  t o  ensure  t hat  t he  privat e  key 
is  de s t royed.  The  applicable  FIPS compliant  hardware  module  shall be  re t a ined 
in s t orage  at  t he  GPO PKI fac ilit y, s ecured in a  GSA compliant  securit y cont aine r, 
in t his  event . 

Individuals in trusted roles shall destroy RA and CSS status server (e.g., OCSP server) private 
signature keys when they are no longer needed. This will be performed using the hardware module’s 
zeroize command in accordance with the hardware modules documentation. 

6.2.11 Subscriber private signature keys shall be destroyed when they are no longer needed, or 
when the certificates to which they correspond expire or are revoked. For software 
cryptographic modules, this can be overwriting the data. For Subscriber private keys 
that are stored on a hardware token, the vendor supplied software command to re-
initialize and zeroize the token shall be used, following the documentation of the 
vendor. Physical destruction of hardware is not required.Cryptograhic Module 
Rating 

See  sect ion 6 .2 .1  for t his  informat ion. 

 

 

6.3 OTHER ASPECTS OF KEY-PAIR MANAGEMENT 
 

A single dual-use (digital signature and encryption) key pair is prohibited for Medium Hardware 
implementations, but may be issued on a case-by-case basis for Medium Assurance levels to support 
required legacy business application uses. Such dual-use key pairs shall be issued only in support of 
legacy applications as defined in Section 6.1.7. Human Subscribers shall typically have one key-pair 
for digital signature, and a separate key-pair for encryption. A Subscriber’s digital signature key-pair 
shall never be escrowed, archived, or backed-up, to maintain technical non-repudiation of 
transactions. For business continuity reasons, the CA may escrow, archive, or back-up encryption 
key-pairs. 

6.3.1 Public Key Archival 

The  public  key is  archived as  part  of t he  ce rt ificat e  archival. 
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6.3.2 Certificate Operational Periods and Key Usage Periods 

The GPO-CA, since it employs a self-signed certificate for use as a trust anchor, shall limit the use of 
the associated private key to a maximum of 20 years; the self-signed certificate shall have a lifetime 
not to exceed 37 years. For all other CAs under this CP, the CA shall limit the use of its private keys 
to a maximum of six (6)  years for subscriber certificates and ten (10) years for CRL signing and 
OCSP responder certificates. Code and content signers may use their private keys for three years; the 
lifetime of the associated public keys shall not exceed eight (8) years. Subscribers’ signature private 
keys and certificates have a maximum lifetime of three (3) years. Subscriber key management 
certificates have a maximum lifetime of three (3) years; use of subscriber key management private 
keys is unrestricted. 

The GPO-CA and GPO CAs shall not issue subscriber certificates that extend beyond the expiration 
date of their own certificates and public keys.  

The validity period of the subscriber certificate must not exceed the routine re-key Identity 
Requirements as specified in section 3.3.1. 

6.4 ACTIVATION DATA 

6.4.1 Activation Data Generation and Installation 

The  act ivat ion dat a  used t o  unlock GPO-CA or subscribe r privat e  keys , in 
conjunct ion wit h any o t he r acce ss  cont ro l, shall have  an appropriat e  leve l of 
s t rengt h for t he  keys  or dat a  t o  be  prot ect ed .  Act ivat ion dat a  may be  use r 
se lec t ed .    If t he  ac t ivat ion dat a  mus t  be  t ransmit t ed , it  shall be  via  an 
appropriat e ly prot ec t ed  channe l, and d is t inc t  in t ime  and place  from t he  
as sociat ed  crypt ographic  module . When CA re -key occurs , any passwords  used 
by t he  GPO-CA as  ac t ivat ion dat a  for t he  CA s igning  key shall be  changed. 

6.4.2 Activation Data Protection 

Dat a used t o  unlock privat e  keys  shall be  prot ec t ed  from disc losure  by a  
combinat ion of crypt ographic  and phys ical acce ss  cont ro l mechanisms .  
Act ivat ion dat a  should  e it he r be  b iome t ric  in nat ure  or memorized, not  writ t en 
down.  If writ t en down, it  shall be  secured at  t he  leve l of t he  dat a  t hat  t he  
as sociat ed  crypt ographic  module  is  used t o  prot ec t , and shall not  be  s t ored  
wit h t he  crypt ographic  module .  The  prot ec t ion mechanism shall inc lude  a  
fac ilit y t o  t emporarily lock t he  account , or t e rminat e  t he  applicat ion aft e r a  
prede t e rmined number of log in at t empt s  as  se t  fort h in t he  GPO-CA CPS. 

6.4.3 Other Aspects of Activation Data 

No s t ipulat ion at  t his  t ime , s ince  t he  GPO-CA does  not  is sue  PIV-I ce rt ificat e s  a t  
t his  t ime  
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6.5 COMPUTER SECURITY CONTROLS 

6.5.1 Specific Computer Security Technical Requirements 

The  fo llowing  comput e r securit y funct ions  may be  provided by t he  ope rat ing  
sys t em, or t hrough a  combinat ion of ope rat ing  sys t em, soft ware , and phys ical 
safeguards .  The  GPO-CA and it s  component s  shall inc lude  t he  fo llowing  
funct ionalit y: 

• Require  aut hent icat ed  log ins  
• Provide  Discre t ionary Access  Cont ro l 
• Provide  a  securit y audit  capabilit y 
• Res t ric t  acce ss  cont ro l t o  GPO-CA se rvice s  and PKI ro le s  
• Enforce  separat ion of dut ie s  for PKI ro le s  
• Require  ident ificat ion and aut hent icat ion of PKI ro le s  and as sociat ed  

ident it ie s  
• Prohibit  objec t  re -use  or require  separat ion for GPO-CA random access  

memory 
• Require  use  of crypt ography for se s s ion communicat ion and dat abase  

securit y 
• Archive  GPO-CA his t ory and audit  dat a  
• Require  se lf-t e s t  s ecurit y re la t ed  GPO-CA se rvice s  
• Require  a  t rus t ed  pat h for ident ificat ion of PKI ro le s  and as sociat ed  

ident it ie s  
• Require  a  recove ry mechanisms  for keys  and t he  GPO-CA sys t em 
• Enforce  domain int egrit y boundarie s  for securit y crit ical processe s  

When GPO-CA equipment  is  hos t ed  on evaluat ed  p lat forms  in support  of 
comput e r securit y as surance  requirement s  t hen t he  sys t em (hardware , 
soft ware , ope rat ing  sys t em) shall, when poss ib le , ope rat e  in an evaluat ed  
configurat ion. 
The GPO-CA and its ancillary parts shall also include the following functionality: 
  

o authenticate the identity of users before permitting access to the system or applications;  

o manage privileges of users to limit users to their assigned roles;  
 

o generate and archive audit records for all transactions; (see Section 5.4)  

o enforce domain integrity boundaries for security critical processes; and  

o support recovery from key or system failure.  

 
For Certificate Status Servers, the computer security functions listed below are required:  
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o authenticate the identity of users before permitting access to the system or applications;  

o manage privileges of users to limit users to their assigned roles;  

o enforce domain integrity boundaries for security critical processes; and  

o support recovery from key or system failure.  
 

For remote workstations used to administer the CAs, the computer security functions listed below are 
required:  
 

o authenticate the identity of users before permitting access to the system or applications;  

o manage privileges of users to limit users to their assigned roles;  

o generate and archive audit records for all transactions; (see section 5.4)  

o enforce domain integrity boundaries for security critical processes; and  

o support recovery from key or system failure.  
 

 
All communications between any PKI trusted role and the CA shall be authenticated and 
protected from modification. 

 

6.5.2 Computer Security Rating 

No St ipulat ion. 

 

6.6 LIFE-CYCLE TECHNICAL CONTROLS 

6.6.1 System Development Controls 

The  Sys t em Deve lopment  Cont ro ls  for t he  GPO-CA are  as  fo llows : 

• The  GPO-CA shall use  soft ware  t hat  has  been des igned and deve loped 
unde r a  deve lopment  me t hodology 

• The  GPO-CA shall use  COTS CA soft ware  t hat  mee t s  FIPS requirement s .   
• Hardware  and soft ware  procured t o  ope rat e  t he  GPO-CA shall be  

purchased in a  fashion t o  reduce  t he  like lihood t hat  any part icular 
component  was  t ampe red wit h 

• Hardware  and soft ware  deve loped specifically for t he  GPO-CA shall be  
deve loped in a  cont ro lled  environment , and t he  deve lopment  process  shall 
be  de fined and document ed ( t his  requirement  does  not  apply t o  
commercial off-t he -she lf hardware  or soft ware )  
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• All hardware  mus t  be  shipped or de live red  via  cont ro lled  me t hods  t hat  
provide  a  cont inuous  chain of account abilit y, from t he  purchase  locat ion 
t o  t he  GPO-CA phys ical locat ion 

• The  GPO-CA hardware  and soft ware  shall be  dedicat ed  t o  pe rforming  one  
t ask: t he  GPO-CA.  The re  shall be  no o t he r applicat ions , hardware  device s , 
ne t work connect ions , or component  soft ware , which are  not  part  of t he  
GPO-CA ope rat ion  

• Prope r care  shall be  t aken t o  prevent  malic ious  soft ware  from be ing  
loaded ont o  t he  GPO-CA equipment .  Only applicat ions  required  t o  
pe rform t he  ope rat ion of t he  GPO-CA shall be  obt ained, from source s  
aut horized  by local policy.  RA hardware  and soft ware  shall be  scanned for 
malic ious  code  on firs t  use  and pe riodically aft e rward  

• Hardware  and soft ware  updat e s  shall be  purchased or deve loped in t he  
same  manne r as  orig inal equipment , and be  ins t a lled  by t rus t ed  and 
t ra ined pe rsonne l in a  de fined manne r. 

6.6.2 Security Management Controls 

The  configurat ion of t he  GPO-CA sys t em as  we ll as  any modificat ions  and 
upgrades  shall be  document ed and cont ro lled .  The re  shall be  a  mechanism for 
de t ec t ing  unaut horized modificat ion t o  t he  GPO-CA soft ware  or configurat ion.  
A formal configurat ion management  me t hodology shall be  used for ins t a lla t ion 
and ongoing  maint enance  of t he  GPO-CA sys t em.  The  GPO-CA soft ware , when 
firs t  loaded, shall be  ve rified  as  be ing  t hat  supplied  from t he  vendor, wit h no 
modificat ions , and be  t he  ve rs ion int ended for use . 

6.6.3 Life Cycle Security Controls 

No s t ipulat ion. 

 

6.7 NETWORK SECURITY CONTROLS 
The  Principal ( root )  GPO-CA shall not  be  connect ed  t o  any ne t work.  The  
Subordinat e  GPO-CA shall be  connect ed  t o  a t  mos t  one  ne t work.  Use  of 
appropriat e  boundary cont ro ls  shall be  employed, such as  ne t work guards , 
firewalls  or filt e ring  rout e rs  t o  guard  agains t  denial of se rvice  and int rus ion 
at t acks .  Unused ne t work port s  and se rvice s  shall be  t urned off.  Any ne t work 
soft ware  pre sent  shall be  necessary t o  t he  funct ioning  of t he  GPO-CA. 

The  GPO-CA CPS shall de fine  t he  ne t work prot ocols  and mechanisms  required  
for t he  ope rat ion of t he  GPO-CA Borde r Direct ory.  Any boundary cont ro l 
device s  used t o  prot ect  t he  ne t work on which PKI equipment  is  hos t ed  shall 
deny all but  t he  necessary se rvice s  t o  t he  PKI equipment  even if t hose  se rvice s  
are  enabled  for o t he r device s  on t he  ne t work. 
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6.8 TIME-STAMPING 
Asse rt ed  t imes  shall be  accurat e  wit hin t hree  (3 )  minut e s . Use  of aut omat ed 
me t hods  via  a  NIST clock source  and t he  Ne t work Time  Prot ocol (NTP) se rvice  is  
a llowed as  are  manual me t hods . Clock adjus t ment s  are  an audit able  event  pe r 
sect ion 5 .4 .1  of t his  CP. 
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7.  CERTIFICATE, CRL AND OCSP PROFILES 
 

7.1 CERTIFICATE PROFILE 
The  GPO-CA shall is sue  X.5 0 9  Vers ion 3  ce rt ificat e s . 

The  CPS shall de fine  in de t ail t he  ac t ual format  of ce rt ificat e s  is sued by t he  
GPO-CA. 

Ce rt ificat e s  is sued by t he  GPO-CA shall conform t o  t he  Fede ral PKI (FPKI)  X.5 0 9  
Ce rt ificat e  and CRL Ext ens ions  Profile  (CCP-PROF). 

 

 

7.1.1 Version Number(s) 

The  GPO-CA shall is sue  X.5 0 9  v3  ce rt ificat e s  (populat e  ve rs ion fie ld  wit h int ege r 
"2 ") . 

7.1.2 Certificate Extensions 

For all CAs, use of standard certificate extensions shall comply with [RFC 3280]. 

Certificates issued by the GPO-CA shall comply with Federal Public Key Infrastructure X.509 
Certificate and CRL Extensions Profile [FPKI-Prof].  

CA certificates issued by the GPO-CA and GPO PKI CAs shall not include critical private extensions 

 

Crit ical privat e  ext ens ions  may only be  used in Subscribe r ce rt ificat e s , and if 
used , shall be  int e rope rable  ( t hat  is , not  impair int e rope rabilit y)  wit hin t he ir 
int ended communit y of use . 

7.1.3 Algorithm Object Identifiers 

Cert ificat e s  is sued unde r t his  CP shall use  t he  fo llowing  OIDs  for s ignat ure s : 

 

sha-
1 Wit hRSAEncrypt ion 

{iso(1 )  member-body(2 )  us (8 4 0 )  rsads i(1 1 3 5 4 9 )  pkcs (1 )  
pkcs -1 (1 )  5 } 
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sha-
2 5 6 Wit hRSAEncrypt ion 

{iso(1 )  member-body(2 )  us (8 4 0 )  rsads i(1 1 3 5 4 9 )  pkcs (1 )  
pkcs -1 (1 )  1 1 } 

 

Ce rt ificat e s  unde r t his  CP shall use  t he  fo llowing  OIDs  for ident ifying  t he  
a lgorit hm for which t he  subject  key was  gene rat ed: 

 

RsaEncrypt ion {iso(1 )  member-body(2 )  us (8 4 0 )  rsads i(1 1 3 5 4 9 )  pkcs (1 )  
pkcs -1 (1 )  1 } 

Dhpublicnumber {iso(1 )  member-body(2 )  us (8 4 0 )  ans i-x9 4 2 (1 0 0 4 6 )  
number-t ype (2 )  1 } 

 

7.1.4 Name Forms 

Where  required  as  se t  fort h above , t he  subjec t  and is sue r fie lds  of t he  base  
ce rt ificat e  shall be  populat ed  wit h an X.5 0 0  Dis t inguished Name , wit h t he  
a t t ribut e  t ype  as  furt he r cons t rained by RFC3 2 8 0 . 

7.1.5 Name Constraints 

The  GPO-CA shall as se rt  name  cons t raint s  in ce rt ificat e s  it  is sues . 

7.1.6 Certificate Policy Object Identifier 

Cert ificat e s  is sued unde r t his  CP shall as se rt  t he  OID appropriat e  t o  t he  leve l of 
as surance  wit h which it  was  is sued. 

7.1.7 Usage of Policy Constraints Extension 

The  GPO-CA may opt ionally as se rt  policy cons t raint s  in CA ce rt ificat e s . This  
shall be  document ed and specified  in de t ail in t he  CPS, if it  is  employed.  

7.1.8 Policy Qualifiers Syntax and Semantics 

Cert ificat e s  is sued unde r t his  CP shall not  cont ain policy qualifie rs . 

7.1.9 Processing Semantics for the Critical Certificate Policy Extension 

Process ing  semant ics  for t he  crit ical ce rt ificat e  policy ext ens ions  is sued t o  
Subscribe rs  t hat  are  used by t he  GPO-CA shall conform t o  t he   FPKI PROF.. 



X.5 0 9  Ce rt ifica t e  Po licy, Ve rs ion 1 .4   May 3 0 , 2 0 1 6  
Gove rnm e nt  Print ing  Office    
 

 

FOR OFFICIAL USE ONLY    7 9  

 

7.2 CRL PROFILE 

7.2.1 Version Number(s) 

The  GPO-CA shall is sue  X.5 0 9  ve rs ion t wo (2 )  CARLs / CRLs . The CRL shall always 
populate the nextUpdate field. 

7.2.2 CARL and CRL Entry Extensions 

 

Detailed CARL/CRL profiles covering the use of each extension are available in FPKI PROF. For 
the GPO-CA and all GPO subordinate CAs, CRL extensions shall conform to [FPKI-PROF]. 

. 

 

7.3 OCSP PROFILE 
Cert ificat e  St at us  Se rve rs  ope rat ing  unde r t his  CP shall s ign re sponses  us ing  
algorit hms  de s ignat ed   for CRL s igning .  

 

The  CSS shall be  able  t o  process  SHA-1  hash values  if t hey are  inc luded in t he  
Ce rt ID fie ld  and t he  KeyHash in t he  re sponde r ID fie ld , and t he  CSS for t he  GPO-
CA shall be  configured for t his . 

 

7.3.1 Version Number(s) 

The  GPO-CA shall is sue  Ve rs ion 1  OCSP. 

7.3.2 OCSP Extensions 

There  shall be  no crit ical OCSP ext ens ions  in t he  OCSP Profile  is sued by t he  GPO-
CA.  
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8.  COMPLIANCE AUDIT AND OTHER ASSESSMENTS 
CAs shall have  a  compliance  audit  mechanism in p lace  t o  ensure  t hat  t he  
requirement s  of t he  GPO CP (which is  compliant  wit h FBCA CP and Fede ral 
Common Policy Framework CP)  are  be ing  implement ed and enforced. 

8.1 FREQUENCY OR CIRCUMSTANCES OF ASSESSMENT 
The  GPO CAs  ( including  CSS component s )  and RAs  shall be  subject  t o  a  pe riodic  
compliance  audit / as se ssment  which is  no  le s s  frequent  t han once  pe r year. 

The  GPO-CA has  t he  right  t o  require  pe riodic  and ape riodic  compliance  audit s  or 
inspect ions  of CA or RA ope rat ions  t o  validat e  t hat  t he  ent it ie s  are  ope rat ing  in 
accordance  wit h t he  securit y pract ice s  and procedure s  de scribed in t he ir 
re spect ive  CPS.  Furt he r, t he  GPO-PA has  t he  right  t o  require  ape riodic  
compliance  audit s  of CAs .  The  GPO-PA shall s t a t e  t he  reason for any ape riodic  
compliance  audit . 

Asse ssment s  shall t ake  p lace  upon on t he  init ia l ac t ivat ion of a  new CA (a  brand 
new CA or new DN for a  CA) and once  eve ry 1 2  mont hs  t he reaft e r in 
accordance  wit h fede ral PKI Common Policy, FBCA CP and GPO CP requirement s . 

As an alternative to a full annual compliance audit against the entire CPS, the compliance audit of 
CAs and RAs may be carried out in accordance with the requirements as specified in the FPKI 
Triennial Audit Guidance document located at http://www.idmanagement.gov/fpkipa/. 

 

 

8.2 IDENTITY/QUALIFICATIONS OF ASSESSOR 
The  asse ssor or compliance  audit or mus t  pe rform PKI compliance  audit s  as  a  
regular ongoing  bus iness  ac t ivit y. The  audit or mus t  be  a  ce rt ified  informat ion 
sys t em audit or (CISA) or IT securit y specialis t  (such as  a  ce rt ified  informat ion 
sys t ems  securit y profe ss ional or CISSP), and a  PKI subject  mat t e r specialis t  who 
can offe r input  regarding  accept able  risks , mit igat ion s t ra t eg ie s , and indus t ry 
be s t  pract ice s . 

The  GPO PA will have  t he  re spons ibilit y t o  ve rify t hat  t he  as se ssor or compliance  
audit or se lec t ed , by t he  GPO-OA, t o  audit  t he  GPO PCA and any applicable  
pe rsonne l mee t  t he  requirement s  gove rning  t he  ident it y and qualificat ions  of 
t he  as se ssor/ compliance  audit or t hat  are  s t ipulat ed  in t his  CP. 
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8.3 ASSESSOR’S RELATIONSHIP TO ASSESSED ENTITY 
The compliance auditor shall be either a private firm, that is independent from the GPO-CA being 
audited (including all CAs and RAs), or it shall be sufficiently organizationally separated from the 
GPO-CA and GPO PKI to provide an unbiased, independent evaluation. An example of the latter 
situation may be the GPO Inspector General. To insure independence and objectivity, the compliance 
auditor may not have served the GPO-CA in developing or maintaining the entity’s CA Facility or 
certificate practices statement.  

8.4 TOPICS COVERED BY ASSESSMENT 
The  compliance  audit  ve rifie s  t hat  t he  ope rat ional and t e chnical cont ro ls  used 
by t he  GPO-CA ope rat ions  pe rsonne l, inc luding  all RA’s , sa t is fy a ll requirement s  
of t his  CP, t he  GPO CPS, t he  FBCA CP, and t he  Fede ral PKI Common Policy, as  
we ll as  any MOA’s  be t ween t he  GPO-CA and any ot he r PKI or ent it y. All aspects of 
the GPO-CA operation as specified in the GPO-CA CPS shall be subject to compliance audit 
inspections.  

•   

Components other than CAs may be audited fully or by using a representative sample. If the auditor 
uses statistical sampling, all GPO PKI components, GPO PKI component managers and all operators 
and RA’s shall be considered in the sample. The samples shall vary on an annual basis. 

A full compliance audit for the TRCA or subordinate CAs covers all aspects within the scope 
identified above. 

8.5 ACTIONS TAKEN AS A RESULT OF DEFICIENCY 
When t he  compliance  audit or finds  a  d iscrepancy be t ween how t he  GPO-CA is  
de s igned or is  ope rat ed  or maint ained, as  compared t o  t he  requirement s  of t he  
GPO CP and/ or Fede ral PKI CP, or wit h any MOA’s  or applicable  CPS, t he  
fo llowing  act ions  shall be  pe rformed: 

- t he  compliance  audit or shall document  t he  d iscrepancy 

- t he  compliance  audit or shall not ify t he  GPO PKI PA and Ope rat ional 
Aut horit y prompt ly 

- The  GPO PKI PA and OA shall prompt ly de t e rmine  what  furt he r ac t ions  are  
necessary t o  mee t  t he  requirement s  of t he  GPO CP, Fede ral PKI FBCA CP 
and Common Policy Framework, GPO-CA CPS, and any re levant  MOA’s . 
The  GPO PKI PA and OA shall make  any such required  not ificat ions  and 
t ake  such act ions  wit hout  de lay. The GPO PA may require a special compliance 
audit to confirm the implementation and effectiveness of the remedy.  

-  
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8.6 COMMUNICATION OF RESULT 
The  compliance  audit or will communicat e  re sult s  of a ll compliance  audit s  t o  t he  
GPO PA t hrough a  Compliance  Audit  Report  le t t e r. The letter shall be prepared to 
include the requirements in the “FPKI Compliance Audit Requirements” document and shall include 
an assertion by the GPO PA and OA that all GPO PKI components have been audited - including any 
components that may be separately managed and operated.  This  report  le t t e r shall 
document  t he  ve rs ions  of t he  CP and CPS used in t he  compliance  audit . A copy 
of t his  Compliance  Audit  Report  le t t e r shall be  communicat ed  by t he  GPO PA t o  
t he  fede ral PKI PA and t o  any o t he r appropriat e  part ie s  in accordance  wit h 
e s t ablished MOA’s  and cont ract ual obligat ions . Addit ionally, whe re  necessary, 
t he  re sult s  of t he  compliance  audit  shall be  communicat ed  by t he  GPO PA as  
de scribed in sect ion 8 .5  above .   

A special compliance  audit  shall be  conduct ed  if it  is  required  t o  confirm t he  
implement at ion and e ffec t iveness  of t he  remedy t o  any de fic iencie s  
document ed by t he  compliance  audit or. The  fede ral PKI Policy Aut horit y can 
de t e rmine  t hat  such a  special compliance  audit  is  required  t o  ve rify 
implement at ion and e ffec t iveness  of t he  remedy, and t he  GPO PA can do so  as  
we ll. 

 

 

9.  OTHER BUSINESS AND LEGAL MATTERS 
 

9.1 FEES 
 

9.1.1 Certificate Issuance or Renewal Fees 

GPO may charge  fee s  for ce rt ificat e  is suance  and renewal and t he se  fee s  shall 
be  se t  by GPO and document ed wit h Subscribe rs . 

 

9.1.2 Certificate Access Fees 

There  are  no  charges  for acce ss  t o  t he  GPO-CA ce rt ificat e  or t o  Subscribe r 
ce rt ificat e s . 
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9.1.3 Revocation or Status Information Access Fees 

There  are  no  charges  for acce ss  t o  Revocat ion, CRL or CSS St at us  informat ion. 

 

9.1.4 Fees for Other Services 

GPO re se rves  t he  right  t o  se t  fe e s  in accordance  wit h t his  CP and MOA’s  for 
o t he r se rvice s  provided by t he  GPO-CA. 

 

9.1.5 Refund Policy 

Refunds  are  subject  t o  a  case  by case  review by t he  GPO PA and t he  
Subscribe r’s  organizat ion. 

 

9.2 FINANCIAL RESPONSIBILITY 
Organizat ions  t hat  are  ac t ing  as  Re lying  Part ie s , shall de t e rmine  what  financial 
limit s , if any, t hey wish t o  impose  for ce rt ificat e s  used t o  consummat e  a  
t ransact ion.  Accept ance  of a  Medium Assurance  or Medium-Hardware  
Assurance  Leve l ce rt ificat e  is  ent ire ly a t  t he  d iscre t ion of t he  organizat ion 
ac t ing  as  a  Re lying  Part y and is  like ly t o  depend upon seve ral fac t ors  such as , 
t he  like lihood of fraud, o t he r procedural cont ro ls , organizat ion-specific  policy, or 
s t a t ut orily imposed cons t raint s . 

9.2.1 Insurance Coverage 

 

The re  shall be  no  insurance  cove rage  for any non-GPO ent it y or ext e rnal part y, 
or any Re lying  Part y.  

9.2.2 Other Assests 

 

No s t ipulat ion. 
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9.2.3 Insurance or Warranty Coverage for End-Entities 

There  is  no  insurance  cove rage  or warrant y cove rage  of any kind for end-
ent it ie s  or for re lying  part ie s  offe red  by t he  GPO-CA. 

 

9.3 CONFIDENTIALITY OF BUSINESS INFORMATION 
GPO-CA informat ion not  requiring  prot ect ion may be  made  public ly available , 
subject  t o  t he  s t ipulat ions  of t his  CP and t he  fede ral PKI FBCA CP and Common 
Policy, and any applicable  MOA. 

 

9.3.1 Scope of Confidential Information 

Each Subscribe r’s  privat e  s igning  key is  confident ia l t o  t hat  Subscribe r. The  CA 
and RA are  not  provided any acce ss  t o  t hose  keys . 

Informat ion he ld  in audit  logs  and t he  archive s  is  cons ide red  confident ia l t o  t he  
GPO-CA and is  not  re leased t o  ext e rnal part ie s  (wit h t he  except ion of t he  
Fede ral PKI Policy Aut horit y and approved/ aut horized  independent  Compliance  
Audit or pe r sec t ion 8  of t his  CP) , unle s s  required  by law. 

Pe rsonal informat ion he ld  by t he  RA, o t he r t han t hat  which is  explic it ly published 
as  part  of a  ce rt ificat e , CRL, t his  CP or t he  CPS, is  cons ide red confident ia l t o  t he  
GPO PKI and is  not  re leased unle s s  required  by law. 

Informat ion s t ored  on t he  RA works t at ion or GPO-CA se rve r is  prot ect ed  by 
password.  The  RA keeps  pape r informat ion (e .g ., reg is t ra t ion forms)  in a  locked 
cont aine r when t he  RA is  not  pre sent . 

 

9.3.2 Information not within the Scope of Confidential Information 

Informat ion included in ce rt ificat e s  and CRLs  is sued by t he  GPO-CA are  not  
cons ide red  confident ia l, wit h t he  except ion of t he  UUID or FASC-N value  in t he  
subject  a lt e rnat ive  name  ext ens ion in a ll GPO Aut hent icat ion ce rt ificat e s . 

 

9.3.3 Responsibility to Protect Confidential Information 
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The  GPO-CA PA and OA shall have  re spons ib ilit y t o  ensure  t hat  cont ro ls  exis t  t o  
prot ect  t he  confident ia l informat ion in sect ion 9 .3 .1 . 

 

9.4 PRIVACY OF PERSONAL INFORMATION 
 

9.4.1 Privacy Plan 

A Privacy Impact  Asse ssment  (PIA) for t he  GPO-CA shall be  produced by GPO 
and shall involve  t he  GPO Privacy Office r. The  PIA shall be  made  available  t o  t he  
compliance  audit or and t he  Fede ral PKI Policy Aut horit y. If deemed necessary by 
t he  GPO PA, a  Privacy Plan shall be  produced and implement ed in accordance  
wit h GPO polic ie s . 

 

9.4.2 Information Treated as Private 

Informat ion he ld  in t he  GPO-CA audit  logs  and t he  GPO-CA archive s  is  
cons ide red  privat e  and shall not  re leased t o  ext e rnal part ie s  (wit h t he  except ion 
of t he  Fede ral PKI Policy Aut horit y and approved/ aut horized  independent  
Compliance  Audit or pe r sec t ion 8  of t his  CP) , unle s s  required  by law. 

 

9.4.3 Information Not Deemed Private 

9.4.4 Information included in certificates and CRLs issued by the GPO-CA are not 
considered confidential, with the exception of the UUID or FASC-N value in the 
subject alternative name extension in all common-authentication (PIV 
Authentication) and GPO Authentication certificates. GPO-CA issued certificates 
that contain the UUID or FASC-N in the subject alternative name extension shall not be 
distributed via publicly accessible repositories (e.g., LDAP, HTTP).Responsibility to 
Protect Private Information 

The  GPO-CA PA and OA shall have  re spons ib ilit y t o  ensure  t hat  cont ro ls  are  in 
force  and ope rat ional t o  secure ly s t ore  and prot ect  t he  privat e  informat ion 
d iscussed in sect ion 9 .4 . 
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9.4.5 Notice and Consent to Use Private Information 

There  are  no  requirement s  for t he  GPO-CA t o  provide  not ice  or obt ain consent  
t o  use  t he  informat ion provided by Subscribe rs  and applicant s  for ce rt ificat e s . 

 

9.4.6 Disclosure Pursuant to Judicial or Administrative Process 

The  GPO PA is  t he  re spons ib le  part y t o  review all reques t s  for informat ion 
re lease  as  part  of c ivil d iscove ry and, working  wit h t he  GPO Policy Aut horit y, 
GPO Gene ral Counse l and Fede ral PKI Policy Aut horit y shall ensure  t hat  no  
privat e  informat ion or GPO-CA informat ion is  d isc losed unle ss  required  by US 
fede ral law or orde red by a  court  wit h valid  jurisd ic t ion.  

The  GPO PA keeps  copie s , e it he r pape r or e lec t ronic , of e ach reques t  for 
informat ion re lease  pursuant  t o  judic ia l or adminis t ra t ive  process , and t o  law 
enforcement  offic ia ls . 

 

9.4.7 Other Information Disclosure Circumstances 

None . 

 

9.5 INTELLECTUAL PROPERTY RIGHTS 
The  GPO PA and OA shall comply wit h int e lle c t ual prope rt y right s . 

All Ce rt ificat e s  and CRLs  is sued by t he  GPO-CA are  t he  prope rt y of t he  GPO-CA. 
This  CP is  t he  prope rt y of t he  GPO-CA. The  Dis t inguished Names  (DNs)  for GPO 
ent it ie s  wit hin t he  GPO-CA domain in t he  d irec t ory and in ce rt ificat e s  is sued t o  
GPO ent it ie s  wit hin t hat  domain are  t he  prope rt y of GPO. The  DNs  for non-GPO 
ent it ie s  are  subject  t o  t he  MOA be t ween t he  ent it y and GPO. 

Wit h re spect  t o  licensed applicat ions , t his  CP does  not  modify owne rship  of 
licensed applicat ions  or licens ing  agreement s  for such applicat ions . 

 

9.6 REPRESENTATIONS AND WARRANTIES 
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9.6.1 CA Representations and Warranties 

The  GPO-CA who is sues  ce rt ificat e s  t hat  as se rt  t his  policy shall comply wit h t he  
s t ipulat ions  of t he  US Fede ral PKI Common Policy and will comply wit h t he  
requirement s  se t  fort h in any MOAs t hat  may be  appropria t e ly execut ed. The  
GPO-CA shall make  GPO ce rt ificat e s  and CRLs  available  in a  repos it ory for 
subscribe rs , PKI adminis t ra t ors  and Re lying  Part ie s  use .  

 

The  GPO-CA does  not  d isc la im any re spons ibilit ie s  required  unde r t he  Fede ral PKI 
Common Policy Framework. 

 

The  GPO-CA may use  a  varie t y of mechanisms  for pos t ing  informat ion int o  a  
repos it ory as  required  by t he  US Fede ral PKI Common Policy and t his  CP.  These  
mechanisms  at  a  minimum shall inc lude : 

• All CA ce rt ificat e s  and CRL’s   shall be  p laced int o  a  X.5 0 0  Direct ory Se rve r 
Sys t em t hat  is  public ly acce ss ib le  t hrough t he  Light we ight  Direct ory 
Access  Prot ocol (LDAP) 

• All CA ce rt ificat e s  and CRL’s   shall a lso  be  available  and  public ly acce ss ib le  
via  t he  Hype r Text  Transport  Prot ocol (HTTP) 

• The  GPO-CA may opt ionally publish subscribe r ce rt ificat e s  int o  t he  
public ly acce ss ib le  X.5 0 0  Direct ory Se rve r Sys t em t hat  is  public ly 
acce ss ib le  t hrough LDAP prot ocol 

• Availabilit y of t he  informat ion as  required  by t he  ce rt ificat e  informat ion 
pos t ing  and re t rieval s t ipulat ions  of t he  US Fede ral PKI Common Policy 
and t he  GPO CP 

• Access  cont ro l mechanisms  when needed t o  prot ec t  repos it ory 
informat ion from unaut horized modificat ion or de le t ion (as  de scribed in 
la t e r sec t ions )  

• There  shall be  redundant  d irec t ory sys t ems  (a  t o t al of 3  d irec t ory 
sys t ems  for t rip le  redundancy)  a t  t he  primary ope rat ional s it e  and in 
addit ion, redundant  d irec t ory sys t ems  at  t he  off-s it e  backup ope rat ional 
s it e  (a  t o t a l of 3  d irec t ory sys t ems  for t rip le  redundancy at  t he  off-s it e  
backup locat ion)  so  t hat  t he  GPO-CA can achieve  t he  Common Policy 
d irec t ory availabilit y requirement s . 

• The  public ly acce ss ib le  d irec t ory sys t ems  and LDAP and HTTP access  
mechanisms  shall be  ope rat e d  and maint ained t o  comply wit h t he  Fede ral 
PKI Common Policy Framework requirement s  for ove rall availabilit y, and 
t he  scheduled downt ime  for t he se  sys t ems  will be  limit ed  t o  ensure  t hat  
Fede ral PKI Common Policy Framework requirement s  are  me t  a t  a ll t imes  
• The  schedule  downt ime  requirement s  in t he  Fede ral PKI Common Policy 

are  me t  by t racking  all s cheduled  downt ime  in GPO PKI Change  Cont ro l 



X.5 0 9  Ce rt ifica t e  Po licy, Ve rs ion 1 .4   May 3 0 , 2 0 1 6  
Gove rnm e nt  Print ing  Office    
 

 

FOR OFFICIAL USE ONLY    8 8  

Records  and ensuring  t hat  one  of t he  redundant  sys t ems  is  a lways  
p lanned t o  be  online  and act ive , t o  avoid  any downt im e  while  o t he r 
redundant  sys t ems  might  unde rgo scheduled maint enance  or problem 
re solut ion. 

 

9.6.2 RA Representations and Warranties 

 

The  RA will abide  by all obligat ions  and all s t ipulat ions  de fined in t he  US Fede ral 
PKI Common Policy for Common-Policy, Common-Aut hent icat ion, Common-
Hardware , Common-cardAut h, and Common-Device  ce rt ificat e s , for a ll GPO CP 
obligat ions , and shall a lso  abide  by t his  CP. The  RA shall ensure  t hat  t he  
crypt ographic  module  shall not  le ft  unat t ended once  t he  privat e  key is  
ac t ivat ed , in orde r t o  ensure  t hat  unaut horized access  t o  t he  privat e  key does  
not  occur. 

 

RA’s  shall conform t o  t he  s t ipulat ions  of t he  Fede ral PKI Common Policy and t his  
CP including: 

• Maint aining  RA ope rat ions  in conformance  wit h t his  CP 

• Including  only valid  and appropriat e  informat ion in ce rt ificat e  reques t s , 
and maint aining  evidence  t hat  due  d iligence  was  exe rc ised  in validat ing  
t he  informat ion cont ained in t he  ce rt ificat e  

• Ensuring  t hat  obligat ions  are  imposed on Subscribe rs  via  t he  Subscribe r 
Agreement , and t hat  Subscribe rs  are  informed of t he  consequences  of 
not  complying  wit h t he  obligat ions  cont ained in t he  Subscribe r Agreement  
and t his  CP (by informing  Subscribe rs  t hat  t he ir ce rt ificat e  can be  revoked 
for non-compliance  wit h t he  Subscribe r Agreement  and t his  CP) . 

 

RA’s  t hat  are  found t o  have  ac t ed  in a  manne r incons is t ent  wit h t he se  
obligat ions  in t his  CP or t he  Fede ral PKI Common Policy shall be  subject  t o  
revocat ion of RA re spons ibilit ie s . 

 

9.6.3 Subscriber Representations and Warranties 

Subscribe r obligat ions  are  specified  in t he  Subscribe r agreement , inc luding  
requirement s  for prot ec t ing  t he  privat e  key and use  of t he  ce rt ificat e ,t hat  e ach 
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Subscribe r applicant  mus t  s ign prior t o  t he  t ime  t hey rece ive  t he ir keys  and 
ce rt ificat e s . This  agreement  inc ludes  an obligat ion t hat  t he  crypt ographic  
module  shall not  be  le ft  unat t ended by t he  Subscribe r once  t he  privat e  key is  
ac t ivat ed . These  requirement s  apply t o  human sponsors  as sociat ed  wit h Device  
ce rt ificat e s  is sued unde r id-fpki-common-device s . 

 

9.6.4 Relying Parties Representations and Warranties 

 

This  CP (as  we ll as  t he  US fede ral Common Policy)  does  not  specify what  s t eps  
a  Re lying  Part y should  t ake  t o  de t e rmine  whe t he r t o  re ly upon a  ce rt ificat e . The  
Re lying  Part y decide s , pursuant  t o  it s  own polic ie s , what  s t eps  t o  t ake .  The  
GPO-CA provides  t he  t ools  needed t o  pe rform t he  t rus t  pat h creat ion, 
validat ion, and ce rt ificat e  policy mappings  which t he  Re lying  Part y may wish t o  
employ in it s  de t e rminat ion. The  GPO-CA shall make  GPO ce rt ificat e s  and CRL’s  
available  in a  repos it ory and shall a lso  make  ce rt ificat e  s t a t us  available  via  OCSP 
so  t hat  Re lying  Part ie s  may obt ain GPO ce rt ificat e s  and CRL’s  for Re lying  Part y 
use  (pursuant  t o  Re lying  Part y polic ie s ) . 

 

The  Re lying  Part y mus t  de t e rmine  if t he  ce rt ificat e s  is sued unde r t he  GPO-CA 
are  appropriat e  for t he ir applicat ion.  This  may be  de t e rmined by evaluat ing  
various  risk fac t ors  inc luding  t he  value  of t he  informat ion, t he  t hreat  
environment , and t he  exis t ing  prot ect ion of t he  informat ion environment .  
These  de t e rminat ions  are  made  by t he  Re lying  Part y and are  not  cont ro lled  by 
t he  GPO-PA or t he  GPO-OA. 

 

9.6.5 Representations and Warranties of Other Participants 

 

No s t ipulat ion. 

 

9.7 DISCLAIMERS OF WARRANTIES 
The  GPO-CA does  not  d isc laim any re spons ibilit ie s  required  by t he  fede ral PKI 
Common Policy or t he  GPO Cert ificat e  Policy. 
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9.8 LIMITATIONS OF LIABILITY 
The  GPO shall not  liable  t o  any part y wit h re spect  t o  t he  ope rat ions  of t he  GPO-
CA except  in accordance  wit h fede ral law, or t hrough a  valid  expre ss  writ t en 
cont rac t  be t ween GPO and anot he r part y. 

 

In no  event  will t he  GPO be  liable  for any losse s , inc luding  d irec t  or indirec t , 
inc ident al, consequent ia l, special, or punit ive  damages , aris ing  out  of or re la t ing  
t o  any ce rt ificat e  is sued by or revoked by, or not  revoked by, t he  GPO-CA.  

 

Ce rt ificat e s  are  is sued and revoked at  t he  sole  d iscre t ion of t he  GPO-PA.  When 
t he  GPO-CA is sues  a  cross -ce rt ificat e , it  does  so  for t he  convenience  of t he  GPO 
and in compliance  wit h t he  provis ions  of t he  US fede ral PKI Common Policy and 
t he  GPO CP. The  Ent it y mus t  de t e rmine  whe t he r t he  US Fede ral PKI Common 
Policy or t he  GPO CP mee t s  it s  legal and policy requirement s .  Review of an 
Ent it y’s  CP by t he  GPO is  not  a  subs t it ut e  for due  care  and mapping  of t he  CP 
by t he  Ent it y, inc luding  Re lying  Part ie s . 

9.9 INDEMNITIES 
 

No s t ipulat ion. 

 

9.10 TERM AND TERMINATION 
 

9.10.1 Term 

 

This  CP becomes  e ffec t ive  when approved by t he  GPO PA and OA. The re  is  no  
specified  t e rm for t his  CP. 

 

9.10.2 Termination 

Terminat ion of t his  CP is  a t  t he  d iscre t ion of t he  GPO PA. The  Fede ral PKI Policy 
Aut horit y shall be  not ified  by email and t e lephone  if t his  CP is  t e rminat ed . 
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9.10.3 Effect of Termination and Survival 

The  e ffec t s  of t his  CP apply unt il t he  end of t he  archive  pe riod of t he  las t  
ce rt ificat e  is sued by t he  GPO-CA. 

 

9.11 INDIVIDUAL NOTICES AND COMMUNICATION WITH PARTICIPANTS 
The  GPO PA shall not ify and communicat e  wit h part ic ipant s  via  ins t ruct ions  and 
me t hods  cont ained in MOA’s . 

 

9.12 AMENDMENTS 
 

9.12.1 Procedure for Amendment 

The  GPO PA shall review t his  CP at  le as t  annually. Correct ions  or changes  t o  t his  
CP shall be  made  available  t o  a ll Subscribe rs  and Part ic ipant s , via  publicat ion of 
t he  CP on t he  Int e rne t  a t  t he  GPO PKI web s it e  
(ht t p :/ / www.gpo.gov/ projec t s / pki.ht m). 

Sugges t ed  changes  t o  t his  CP may be  provided t o  t he  Cont act  Pe rson lis t ed  in 
sect ion 1 .5 .2  of t his  CP. Such sugges t ed  change  mus t  inc lude  a  de scrip t ion of 
t he  change , a  jus t ificat ion for why t he  change  should  be  implement ed and 
cont act  informat ion for t he  reques t or. 

 

9.12.2 Notification Mechanism and Period 

Changes  t o  t his  CP shall be  communicat ed  t o  t he  Fede ral PKI Policy Aut horit y 
(FPKIPA) in accordance  wit h t he  MOA be t ween t he  GPO and t he  FPKIPA. In 
addit ion, changes  t o  t his  CP shall be  communicat ed  t o  a ll non-GPO agencie s  t hat  
have  an MOA in e ffec t  wit h t he  GPO PA via  e lec t ronic  mail (email)  t o  t he  
cont act  pe rson lis t ed  in t he  MOA. 
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9.12.3 Circumstances under which OID must be Changed 

An OID will be  changed if t he  GPO PA or FPKIPA de t e rmine  t hat  t he  as surance  
leve l of t he  ce rt ificat e s  do  not  mee t  t he  applicable  GPO CP or Fede ral PKI 
Common Policy. 

 

9.13 DISPUTE RESOLUTION PROVISIONS 
The  GPO-PA shall re solve  any d isput e s  as sociat ed  wit h t he  use  of t he  GPO-CA or 
ce rt ificat e s  is sued by t he  GPO-CA. 

 

9.14 GOVERNING LAW 
The  t e rms  and provis ions  of t his  CP shall be  int e rpre t ed  unde r and gove rned by 
applicable  Fede ral law. 

 

9.15 COMPLIANCE WITH GOVERNING LAW 
 

The  GPO PKI, PA, OA and t his  CP shall comply wit h fede ral law. 

 

9.16 MISCELLANEOUS PROVISIONS 
 

9.16.1 Entire Agreement 

 

No s t ipulat ion. 

9.16.2 Assignment 

 

No s t ipulat ion. 
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9.16.3 Severability 

Should  it  be  de t e rmined t hat  any re levant  sec t ion of t his  Ce rt ificat e  Policy is  
incorrect  or invalid , a ll o t he r part s  of t he  CP shall remain in e ffec t  unt il such 
t ime  as  t he  CP can be  updat ed . The  process  for updat ing  t he  CP is  de scribed in 
sect ion of 9 .1 2  of t his  CP. 

 

9.16.4 Enforcement (Attorney’s Fees and Waiver of Rights) 

 

No s t ipulat ion. 

9.16.5 Force Majeure 

 

No s t ipulat ion. 

 

9.17 OTHER PROVISIONS 

 

No s t ipulat ion. 
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CCP-PROF 
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St at ement  for Ce rt ificat ion Aut horit ie s , rev C, November 1 9 9 9 . 

NSD4 2  Nat ional Policy for t he  Securit y of Nat ional Securit y Te lecom 
and Informat ion Sys t ems , 5  Jul 1 9 9 0 . 
ht t p :/ / snys ide .sunnys ide .com/ cps r/ privacy/ comput e r_ securit y
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NS4 0 0 5  NSTISSI 4 0 0 5 , Safeguarding  COMSEC Facilit ie s  and Mat e ria l, 
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NS4 0 0 9  NSTISSI 4 0 0 9 , Nat ional Informat ion Sys t ems  Securit y Glossary, 
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PKCS# 1 2  Pe rsonal Informat ion Exchange  Synt ax St andard , April 1 9 9 7 . 
ht t p :/ / www.rsa .com/ rsalabs / pubs / PKCS/ ht ml/ pkcs-1 2 .ht ml 

RFC 2 5 1 0  Ce rt ificat e  Management  Prot ocol, Adams  and Farre ll, March 
1 9 9 9 . 

RFC 2 5 2 7  Ce rt ificat e  Policy and Ce rt ificat e  Pract ice s  Framework, Chokhani 
and Ford , March 1 9 9 9 . 

 Securit y Requirement s  for Ce rt ificat e  Is suing  and Management  
Component s , 3  November 1 9 9 9 , Draft  

 Dig it a l Signat ure s , W. Ford 

 Unit ed  St at e s  Depart ment  of De fense  X.5 0 9  Ce rt ificat e  Policy, 
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11.  ACRONYMS AND ABBREVIATIONS 
 

CA Ce rt ificat ion Aut horit y 

CARL Cert ificat e  Aut horit y Revocat ion Lis t   

COMSEC Communicat ions  Securit y 

COTS 

CP 

Commercial Off-t he -She lf 

Ce rt ificat e  Policy  

CCP-PROF  
X.509 Certificate and Certificate Revocation List (CRL) Extensions Profile for 

the US Federal PKI Shared Service Providers (SSP) Program.  

 

CPS Ce rt ificat ion Pract ice s  St at ement  

CRL Ce rt ificat e  Revocat ion Lis t   

CSOR Comput e r Securit y Object  Regis t ry 

DN Dis t inguished Name  

DSA Digit a l Signat ure  Algorit hm 

DSS Digit a l Signat ure  St andard  

ERC Enhanced Re liabilit y Check 

FAR Fede ral Acquis it ion Regulat ions  

FBCA Fede ral Bridge  Ce rt ificat ion Aut horit y 

FBCA 
Operat ion
al 
Aut horit y 

Fede ral Bridge  Ce rt ificat ion Aut horit y Ope rat ional Aut horit y 

FED-STD Fede ral St andard  

FIPS PUB (US) Fede ral Informat ion Process ing  St andard  Publicat ion 

FPKI Fede ral Public  Key Infras t ruct ure  
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FPKISC Fede ral PKI St ee ring  Commit t ee  

FPKIPA Fede ral PKI Policy Aut horit y 

GPEA Gove rnment  Pape rwork Eliminat ion Act  of 1 9 9 8  

GPO-CA Gove rnment  Print ing  Office  Ce rt ificat ion Aut horit y 

GPO-CA 
Operat ion
al 
Aut horit y 

Gove rnment  Print ing  Office  Ce rt ificat ion Aut horit y Ope rat ional 
Aut horit y 

IETF Int e rne t  Enginee ring  Task Force  

ISO Int e rnat ional Organizat ion for St andardizat ion 

ISSO Informat ion Sys t ems  Securit y Office r 

ITU Int e rnat ional Te lecommunicat ions  Union 

ITU-T Int e rnat ional Te lecommunicat ions  Union – Te lecommunicat ions  
Sect or 

ITU-TSS Int e rnat ional Te lecommunicat ions  Union – Te lecommunicat ions  
Sys t em Sect or 

MOA Memorandum of Agreement  (as  used in t he  cont ext  of t his  CP, 
be t ween an Ent it y and t he  GPO-PA allowing  int e rope rat ion 
be t ween t he  GPO-CA and Ent it y CA) 

NIST  Nat ional Ins t it ut e  of St andards  and Technology 

NSA Nat ional Securit y Agency 

NSTISSI Nat ional Securit y Te lecommunicat ions  and Informat ion Sys t ems  
Securit y Ins t ruct ion 

OID Object  Ident ifie r  

PIN Pe rsonal Ident ificat ion Number 

PKCS Public  Key Ce rt ificat e  St andard  

PKI Public  Key Infras t ruct ure  

PKIX Public  Key Infras t ruct ure  X.5 0 9  
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RA Regis t rat ion Aut horit y 

RFC Reques t  For Comment s  

RSA Rives t -Shamir-Adleman (encrypt ion algorit hm) 

SHA-1  Secure  Hash Algorit hm, Ve rs ion 1  

S/ MIME Secure  Mult ipurpose  Int e rne t  Mail Ext ens ion 

SSL Secure  Socke t s  Laye r 

TSDM 

UPS 

Trus t ed  Soft ware  Deve lopment  Me t hodology 

Unint e rrupt ed  Power Supply 

URL  Uniform Resource  Locat or 

U.S.C. Unit ed  St at e s  Code  

WWW World  Wide  Web 
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12.  GLOSSARY 
 

Access  Abilit y t o  make  use  of any informat ion sys t em (IS)  
re source . [NS4 0 0 9 ]  

  

Access  Cont rol Process  of grant ing  access  t o  informat ion sys t em 
re source s  only t o  aut horized use rs , programs , processe s , 
or o t he r sys t ems . [NS4 0 0 9 ]  

  

Accredit a t ion Formal declarat ion by a  Des ignat ed  Approving  Aut horit y 
t hat  an Informat ion Sys t em is  approved t o  ope rat e  in a  
part icular securit y mode  us ing  a  pre scribed se t  of 
safeguards  a t  an accept able  leve l of risk. [NS4 0 0 9 ]  

  

Act ivat ion Dat a  Privat e  dat a , o t he r t han keys , t hat  are  required  t o  
acce ss  crypt ographic  module s  ( i.e ., unlock privat e  keys  
for s igning  or decrypt ion event s ) . 

  

Agency Any depart ment , subordinat e  e lement  of a  depart ment , 
or independent  organizat ional ent it y t hat  is  s t a t ut orily or 
cons t it ut ionally recognized as  be ing  part  of t he  
Execut ive  Branch of t he  Fede ral Gove rnment . 

  

Agency CA A CA t hat  ac t s  on behalf of an Agency, and is  unde r t he  
ope rat ional cont ro l of an Agency. 

  

Applicant  The  subscribe r is  some t imes  also  called  an "applicant " 
aft e r applying  t o  a  ce rt ificat ion aut horit y for a  
ce rt ificat e , but  be fore  t he  ce rt ificat e  is suance  procedure  
is  comple t ed . [ABADSG foot not e  3 2 ]  
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Archive  Long-t e rm, phys ically separat e  s t orage . 

  

At t ribut e  Aut horit y An ent it y, re cognized by t he  Fede ral PKI Policy Aut horit y 
or comparable  Agency body as  having  t he  aut horit y t o  
ve rify t he  as sociat ion of a t t ribut e s  t o  an ident it y. 

  

Audit  Independent  review and examinat ion of re cords  and 
ac t ivit ie s  t o  as se ss  t he  adequacy of sys t em cont ro ls , t o  
ensure  compliance  wit h e s t ablished polic ie s  and 
ope rat ional procedure s , and t o  recommend necessary 
changes  in cont ro ls , polic ie s , or procedure s . [NS4 0 0 9 ]  

  

Audit  Dat a  Chronological re cord  of sys t em act ivit ie s  t o  enable  t he  
recons t ruct ion and examinat ion of t he  sequence  of 
event s  and changes  in an event . [NS4 0 0 9 , "audit  t ra il"]  

  

Aut hent icat e  To confirm t he  ident it y of an ent it y when t hat  ident it y is  
pre sent ed . 

  

Aut hent icat ion Securit y measure  de s igned t o  e s t ablish t he  valid it y of a  
t ransmiss ion, message , or orig inat or, or a  means  of 
ve rifying  an individual' s  aut horizat ion t o  rece ive  specific  
cat egorie s  of informat ion. [NS4 0 0 9 ]  

  

Backup Copy of file s  and programs  made  t o  fac ilit a t e  re cove ry if 
necessary. [NS4 0 0 9 ]  

  

Binding  Process  of as sociat ing  t wo re la t ed  e lement s  of 
informat ion. [NS4 0 0 9 ]  

  

Biome t ric  A phys ical or behavioral charact e ris t ic  of a  human be ing . 
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Ce rt ificat e  A dig it a l repre sent at ion of informat ion which at  le as t  (1 )  
ident ifie s  t he  ce rt ificat ion aut horit y is suing  it , (2 )  names  
or ident ifie s  it s  subscribe r, (3 )  cont ains  t he  subscribe r' s  
public  key, (4 )  ident ifie s  it s  ope rat ional pe riod , and (5 )  is  
d ig it a lly s igned by t he  ce rt ificat ion aut horit y is suing  it . 
[ABADSG] .  As  used in t his  CP, t he  t e rm “Ce rt ificat e” 
re fe rs  t o  ce rt ificat e s  t hat  expre ss ly re fe rence  t he  OID of 
t his  CP in t he  “Ce rt ificat e  Polic ie s” fie ld  of an X.5 0 9  v.3  
ce rt ificat e . 

  

Ce rt ificat ion Aut horit y 
(CA) 

An aut horit y t rus t ed  by one  or more  use rs  t o  is sue  and 
manage  X.5 0 9  Public  Key Ce rt ificat e s  and CARLs  or 
CRLs . 

  

Ce rt ificat e  Aut horit y 
Revocat ion Lis t  (CARL) 

A s igned, t ime -s t amped lis t  of se ria l numbers  of CA 
public  key ce rt ificat e s , inc luding  cross -ce rt ificat e s , t hat  
have  been revoked. 

  

CA Facilit y The  colle c t ion of equipment , pe rsonne l, procedure s  and 
s t ruct ure s  t hat  are  used by a  Ce rt ificat ion Aut horit y t o  
pe rform ce rt ificat e  is suance  and revocat ion. 

  

Ce rt ificat e  A dig it a l repre sent at ion of informat ion which at  le as t  (1 )  
ident ifie s  t he  ce rt ificat ion aut horit y is suing  it , (2 )  names  
or ident ifie s  it ’s  Subscribe r, (3 )  cont ains  t he  Subscribe r’s  
public  key, (4 )  ident ifie s  it ’s  ope rat ional pe riod, and (5 )  
is  d ig it a lly s igned by t he  ce rt ificat ion aut horit y is suing  it . 
[ABADSG]  

  

Ce rt ificat e  
Management  Aut horit y 
(CMA) 

A Ce rt ificat ion Aut horit y or a  Regis t ra t ion Aut horit y. 

  

Ce rt ificat ion Aut horit y Key Management  and crypt ographic  soft ware  used t o  
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Soft ware  manage  ce rt ificat e s  is sued t o  subscribe rs . 

  

Ce rt ificat e  Policy (CP) A Ce rt ificat e  Policy is  a  specialized  form of 
adminis t ra t ive  policy t uned t o  e lec t ronic  t ransact ions  
pe rformed during  ce rt ificat e  management .  A Ce rt ificat e  
Policy addre sse s  a ll aspect s  as sociat ed  wit h t he  
gene rat ion, product ion, d is t ribut ion, account ing , 
compromise  recove ry and adminis t ra t ion of d ig it a l 
ce rt ificat e s . Indirec t ly, a  ce rt ificat e  policy can also  
gove rn t he  t ransact ions  conduct ed  us ing  a  
communicat ions  sys t em prot ect ed  by a  ce rt ificat e -based 
securit y sys t em.  By cont rolling  crit ical ce rt ificat e  
ext ens ions , such polic ie s  and as sociat ed  enforcement  
t e chnology can support  provis ion of t he  securit y 
se rvice s  required  by part icular applicat ions . 

  

Ce rt ificat ion Pract ice s  
St at ement  (CPS) 

A s t a t ement  of t he  pract ice s  t hat  a  CA employs  in 
is suing , suspending , revoking  and renewing  ce rt ificat e s  
and providing  acce ss  t o  t hem, in accordance  wit h 
specific  requirement s  ( i.e ., requirement s  specified  in t his  
CP, or requirement s  specified  in a  cont rac t  for se rvice s ) . 

  

Ce rt ificat e -Re lat ed  
Informat ion 

Informat ion, such as  a  subscribe r' s  pos t al addre ss , t hat  
is  not  inc luded in a  ce rt ificat e . May be  used by a  CA 
managing  ce rt ificat e s . 

  

Ce rt ificat e  Revocat ion 
Lis t  (CRL) 

A lis t  maint ained by a  Ce rt ificat ion Aut horit y of t he  
ce rt ificat e s  t hat  it  has  is sued and t hat  are  revoked prior 
t o  t he ir s t a t ed  expirat ion dat e . 

  

Ce rt ificat e  St at us  
Aut horit y 

A t rus t ed  ent it y t hat  provides  on-line  ve rificat ion t o  a  
Re lying  Part y of a  subject  ce rt ificat e ' s  t rus t wort hine ss , 
and may also  provide  addit ional a t t ribut e  informat ion for 
t he  subject  ce rt ificat e . 

  

Client  (applicat ion)  A sys t em ent it y, usually a  comput e r process  ac t ing  on 
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Commercial Off-t he -
She lf 

behalf of a  human use r, t hat  makes  use  of a  se rvice  
provided by a  se rve r. 

 

                                                                                                                   
A product , e it he r hardware  or soft ware  or bot h, t hat  is  a  
commercial product  support ed  by a  vendor in bus ine ss  
for t he  purpose  of se lling  and maint aining  t his  product  t o  
se rvice  marke t  commercial needs , inc luding  fede ral 
gove rnment  needs .  

  

Common Crit e ria  A se t  of int e rnat ionally accept ed  semant ic  t ools  and 
cons t ruct s  for de scrib ing  t he  securit y needs  of 
cus t omers  and t he  securit y a t t ribut e s  of product s . 

  

Component  Privat e  Key Privat e  key associat ed  wit h a  funct ion of t he  ce rt ificat e  
is suing  equipment , as  opposed t o  be ing  as sociat ed  as  
opposed t o  be ing  as sociat ed  wit h an ope rat or or 
adminis t ra t or. 

  

Compromise  Disc losure  of informat ion t o  unaut horized pe rsons , or a  
vio lat ion of t he  securit y policy of a  sys t em in which 
unaut horized  int ent ional or unint ent ional d isc losure , 
modificat ion, de s t ruct ion, or los s  of an object  may have  
occurred . [NS4 0 0 9 ]  

  

Comput e r Securit y 
Object s  Regis t ry 
(CSOR) 

Comput e r Securit y Object s  Regis t ry ope rat ed  by t he  
Nat ional Ins t it ut e  of St andards  and Technology. 

  

Confident ia lit y Assurance  t hat  informat ion is  not  d isc losed t o  
unaut horized  ent it ie s  or processe s . [NS4 0 0 9 ]  

  

Cross -Ce rt ificat e  A ce rt ificat e  used t o  e s t ablish a  t rus t  re la t ionship  
be t ween t wo Ce rt ificat ion Aut horit ie s . 
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Crypt ographic  Module  The  se t  of hardware , soft ware , firmware , or some  
combinat ion t he reof t hat  implement s  crypt ographic  log ic  
or processe s , inc luding  crypt ographic  a lgorit hms , and is  
cont ained wit hin t he  crypt ographic  boundary of t he  
module . [FIPS1 4 0 ]  

  

Crypt ope riod Time  span during  which each key se t t ing  remains  in 
e ffec t . [NS4 0 0 9 ]  

  

Dat a  Int egrit y Assurance  t hat  t he  dat a  are  unchanged from creat ion t o  
recept ion. 

  

Dig it a l Signat ure  The  re sult  of a  t rans format ion of a  message  by means  of 
a  crypt ographic  sys t em us ing  keys  such t hat  a  Re lying  
Part y can de t e rmine : (1 )  whe t he r t he  t rans format ion 
was  creat ed  us ing  t he  privat e  key t hat  corre sponds  t o  
t he  public  key in t he  s igne r’s  d ig it a l ce rt ificat e ; and (2 )  
whe t he r t he  message  has  been alt e red  s ince  t he  
t rans format ion was  made . 

  
Dual Use  Ce rt ificat e  A ce rt ificat e  t hat  is  int ended for use  wit h bot h d ig it a l 

s ignat ure  and dat a  encrypt ion se rvice s . 
  

Durat ion A fie ld  wit hin a  ce rt ificat e  t hat  is  composed of t wo 
subfie lds : “dat e  of is sue” and “dat e  of next  is sue”.  

  

E-commerce  The  use  of ne t work t e chnology (e specially t he  int e rne t )  
t o  buy or se ll goods  and se rvice s . 

  

Employee  Any pe rson employed by an organizat ion as  de fined 
above . 
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Encrypt ed Ne t work A ne t work t hat  is  prot ec t ed  from out s ide  acce ss  by NSA 
approved high-grade  (Type  I)  crypt ography.  Example s  
are  SIPRNET and TOP SECRET ne t works . 

  

Encrypt ion Ce rt ificat e  A ce rt ificat e  cont aining  a  public  key t hat  is  used t o  
encrypt  e lec t ronic  messages , file s , document s , or dat a  
t ransmiss ions , or t o  e s t ablish or exchange  a  se s s ion key 
for t he se  same  purpose s . 

  

End Ent it y Re lying  Part ie s  and Subscribe rs . 

  

Ent it y For purposes  of t his  CP, Ent it y is  any pe rson, 
organizat ion, corporat ion, or gove rnment  (s t a t e , local, 
fede ral, or fore ign)  ope rat ing , or d irec t ing  t he  ope rat ion 
of, one  or more  CAs . 

  

Ent it y CA A CA t hat  ac t s  on behalf of an Ent it y, and is  unde r t he  
ope rat ional cont ro l of an Ent it y. 

  

Fede ral Bridge  
Ce rt ificat ion Aut horit y 
(FBCA) 

The  Fede ral Bridge  Ce rt ificat ion Aut horit y cons is t s  of a  
colle c t ion of Public  Key Infras t ruct ure  component s  
(Ce rt ificat e  Aut horit ie s , Direc t orie s , Ce rt ificat e  Polic ie s  
and Ce rt ificat ion Pract ice s  St at ement s )  t hat  are  used t o  
provide  pee r-t o-pee r int e rope rabilit y among Agency 
Principal Ce rt ificat ion Aut horit ie s . 

 

  

Fede ral Bridge  
Ce rt ificat ion Aut horit y 
Membrane  

The  Fede ral Bridge  Ce rt ificat ion Aut horit y Membrane  
cons is t s  of a  colle c t ion of Public  Key Infras t ruct ure  
component s  inc luding  a  varie t y of Ce rt ificat ion Aut horit y 
PKI product s , Dat abase s , CA specific  Direc t orie s , Borde r 
Direc t ory, Firewalls , Rout e rs , Randomize rs , e t c .  
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FBCA Operat ional 
Aut horit y 

The  Fede ral Bridge  Ce rt ificat ion Aut horit y Ope rat ional 
Aut horit y is  t he  organizat ion se lec t ed  by t he  Fede ral 
Public  Key Infras t ruct ure  Policy Aut horit y t o  be  
re spons ible  for ope rat ing  t he  Fede ral Bridge  Ce rt ificat ion 
Aut horit y. 

  

Fede ral Public  Key 
Infras t ruct ure  Policy 
Aut horit y (FPKI PA) 

The  Fede ral PKI Policy Aut horit y is  a  fede ral gove rnment  
body re spons ible  for se t t ing , implement ing , and 
adminis t e ring  policy decis ions  regarding  int e ragency PKI 
int e rope rabilit y t hat  use s  t he  FBCA. 

  

Firewall Gat eway t hat  limit s  acce ss  be t ween ne t works  in 
accordance  wit h local securit y policy. [NS4 0 0 9 ]  

  

Gove rnment  Print ing  
Office  Ce rt ificat ion 
Aut horit y (GPO-CA) 

The  Gove rnment  Print ing  Office  Ce rt ificat ion Aut horit y 
cons is t s  of a  colle c t ion of Public  Key Infras t ruct ure  
component s  (Ce rt ificat e  Aut horit ie s , Direct orie s , 
Ce rt ificat e  Polic ie s  and Ce rt ificat ion Pract ice s  
St at ement s )  t hat  are  used t o  provide  pee r-t o-pee r 
int e rope rabilit y among Ot he r Ce rt ificat ion Aut horit ie s .  

  

GPO-CA Operat ional 
Aut horit y 

The  Gove rnment  Print ing  Office  Ce rt ificat ion Aut horit y 
Ope rat ional Aut horit y is  t he  organizat ion se lec t ed  by t he  
Gove rnment  Print ing  Office  Policy Aut horit y t o  be  
re spons ible  for ope rat ing  t he  Gove rnment  Print ing  Office  
Ce rt ificat ion Aut horit y. 

  

High Assurance  Guard  
(HAG) 

An enclave  boundary prot ec t ion device  t hat  cont rols  
acce ss  be t ween a  local area ne t work t hat  an ent e rprise  
sys t em has  a  requirement  t o  prot ect , and an ext e rnal 
ne t work t hat  is  out s ide  t he  cont ro l of t he  ent e rprise  
sys t em, wit h a  high degree  of as surance . 

  

Informat ion Sys t em 
Securit y Office r ( ISSO) 

Pe rson re spons ib le  t o  t he  de s ignat ed  approving  aut horit y 
for ensuring  t he  securit y of an informat ion sys t em 
t hroughout  it s  life cycle , from des ign t hrough disposal. 
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[NS4 0 0 9 ]  

  

Ins ide  t hreat  An ent it y wit h aut horized access  t hat  has  t he  pot ent ia l 
t o  harm an informat ion sys t em t hrough des t ruct ion, 
d isc losure , modificat ion of dat a , and/ or denial of se rvice . 

  

Int egrit y Prot ec t ion agains t  unaut horized  modificat ion or 
de s t ruct ion of informat ion. [NS4 0 0 9 ] . A s t a t e  in which 
informat ion has  remained unalt e red  from t he  point  it  was  
produced by a  source , during  t ransmiss ion, s t orage , and 
event ual re ce ip t  by t he  de s t inat ion. 

  

Int e lle c t ual Prope rt y Use ful art is t ic , t e chnical, and/ or indus t ria l informat ion, 
knowledge  or ideas  t hat  convey ownership  and cont ro l of 
t angible  or virt ual usage  and/ or repre sent at ion. 

  

Int e rmediat e  CA A CA t hat  is  subordinat e  t o  anot he r CA, and has  a  CA 
subordinat e  t o  it s e lf. 

  

Key Escrow A depos it  of t he  privat e  key of a  subscribe r and ot he r 
pe rt inent  informat ion pursuant  t o  an e scrow agreement  
or s imilar cont rac t  b inding  upon t he  subscribe r, t he  
t e rms  of which require  one  or more  agent s  t o  hold  t he  
subscribe r' s  privat e  key for t he  bene fit  of t he  subscribe r, 
an employe r, or o t he r part y, upon provis ions  se t  fort h in 
t he  agreement . [ adapt ed  from ABADSG, "Commercial 
key e scrow se rvice"]  

  

Key Exchange  The  process  of exchanging  public  keys  in orde r t o  
e s t ablish secure  communicat ions . 

  

Key Gene rat ion 
Mat e ria l 

Random numbers , pseudo-random numbers , and 
crypt ographic  parame t e rs  used in gene rat ing  
crypt ographic  keys . 
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Key Pair Two mat hemat ically re la t ed  keys  having  t he  prope rt ie s  
t hat  (1 )  one  key can be  used t o  encrypt  a  message  t hat  
can only be  decrypt ed  us ing  t he  o t he r key, and ( ii)  even 
knowing  one  key, it  is  comput at ionally infeas ib le  t o  
d iscove r t he  o t he r key. 

  

Local Regis t ra t ion 
Aut horit y (LRA) 

A Regis t ra t ion Aut horit y wit h re spons ib ilit y for a  local 
communit y. 

  

Memorandum of 
Agreement  (MOA) 

Agreement  be t ween t he  GPO PKI Policy Aut horit y and an 
Ent it y a llowing  int e rope rabilit y be t ween t he  Ent it y CA 
and t he  GPO-CA. 

  

Miss ion Support  
Informat ion 

Informat ion t hat  is  import ant  t o  t he  support  of deployed 
and cont ingency force s . 

  

Mut ual Aut hent icat ion Occurs  when part ie s  a t  bot h ends  of a  communicat ion 
ac t ivit y aut hent icat e  e ach o t he r (see  aut hent icat ion) . 

  

Naming Aut horit y An organizat ional ent it y re spons ib le  for as s igning  
dis t inguished names  (DNs)  and for as suring  t hat  e ach DN 
is  meaningful and unique  wit hin it s  domain. 

  

Nat ional Securit y 
Sys t em  

Any t e lecommunicat ions  or informat ion sys t em ope rat ed  
by t he  Unit ed  St at e s  Gove rnment , t he  funct ion, 
ope rat ion, or use  of which involves  int e lligence  ac t ivit ie s ; 
involves  crypt ologic  ac t ivit ie s  re la t ed  t o  nat ional 
securit y; involves  command and cont rol of milit ary 
force s ; involves  equipment  t hat  is  an int egral part  of a  
weapon or weapons  sys t em; or is  crit ical t o  t he  d irec t  
fulfillment  of milit ary or int e lligence  miss ions , but  does  
not  inc lude  a  sys t em t hat  is  t o  be  used for rout ine  
adminis t ra t ive  and bus ine ss  applicat ions  ( including  
payroll, finance , log is t ics , and pe rsonne l management  
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applicat ions ) . [ ITMRA] 

  

Non-Repudiat ion Assurance  t hat  t he  sende r is  provided wit h proof of 
de live ry and t hat  t he  rec ip ient  is  provided wit h proof of 
t he  sende r' s  ident it y so  t hat  ne it he r can la t e r deny 
having  processed t he  dat a . [NS4 0 0 9 ]   Technical non-
repudiat ion re fe rs  t o  t he  as surance  a  Re lying  Part y has  
t hat  if a  public  key is  used t o  validat e  a  d ig it a l s ignat ure , 
t hat  s ignat ure  had t o  have  been made  by t he  
corre sponding  privat e  s ignat ure  key.  Legal non-
repudiat ion re fe rs  t o  how we ll posse ss ion or cont rol of 
t he  privat e  s ignat ure  key can be  e s t ablished. 

  

Object  Ident ifie r (OID) A specialized  format t ed  number t hat  is  reg is t e red  wit h 
an int e rnat ionally recognized s t andards  organizat ion.  
The  unique  alphanumeric / numeric  ident ifie r reg is t e red  
unde r t he  ISO reg is t ra t ion s t andard  t o  re fe rence  a  
specific  object  or object  c las s .  In t he  fede ral 
gove rnment  PKI t hey are  used t o  unique ly ident ify each 
of t he  four polic ie s  and crypt ographic  a lgorit hms  
support ed . 

  

Out -of-Band Communicat ion be t ween part ie s  ut iliz ing  a  means  or 
me t hod t hat  d iffe rs  from t he  current  me t hod of 
communicat ion (e .g ., one  part y use s  U.S. Pos t al Se rvice  
mail t o  communicat e  wit h anot he r part y whe re  current  
communicat ion is  occurring  online ) . 

  

Out s ide  Threat  An unaut horized ent it y from out s ide  t he  domain 
pe rime t e r t hat  has  t he  pot ent ia l t o  harm an Informat ion 
Sys t em t hrough des t ruct ion, d isc losure , modificat ion of 
dat a , and/ or denial of se rvice . 

  

Phys ically Isolat ed  
Ne t work 

A ne t work t hat  is  not  connect ed  t o  ent it ie s  or sys t ems  
out s ide  a  phys ically cont ro lled  space . 
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PKI Sponsor Fills  t he  ro le  of a  Subscribe r for non-human sys t em 
component s  t hat  are  named as  public  key ce rt ificat e  
subject s , and is  re spons ible  for mee t ing  t he  obligat ions  
of Subscribe rs  as  de fined t hroughout  t his  CP. 

  

Policy Management  
Aut horit y (PMA) 

Body e s t ablished t o  ove rsee  t he  creat ion and updat e  of 
Ce rt ificat e  Polic ie s , review Ce rt ificat ion Pract ice s  
St at ement s , review t he  re sult s  of CA audit s  for policy 
compliance , evaluat e  non-domain polic ie s  for accept ance  
wit hin t he  domain, and gene rally ove rsee  and manage  
t he  PKI ce rt ificat e  polic ie s .  For t he  FBCA, t he  PMA is  t he  
Fede ral PKI Policy Aut horit y. 

  

Principal CA (PCA) The  Principal CA is  a  CA des ignat ed  by an Agency t o  
int e rope rat e  wit h t he  Ent it y CAs .  An Agency may 
des ignat e  mult ip le  Principal CAs  t o  int e rope rat e  wit h t he  
Ent it iy CAs . 

  

Privacy Res t ric t ing  access  t o  subscribe r or Re lying  Part y 
informat ion in accordance  wit h Fede ral law and 
Organizat ion policy. 

  

Privat e  Key (1 )  The  key of a  s ignat ure  key pair used  t o  creat e  a  
d ig it a l s ignat ure . (2 )  The  key of an encrypt ion key pair 
t hat  is  used t o  decrypt  confident ia l informat ion. In bot h 
case s , t his  key mus t  be  kept  secre t . 

  

Public  Key (1 )  The  key of a  s ignat ure  key pair used  t o  validat e  a  
d ig it a l s ignat ure .  (2 )  The  key of an encrypt ion key pair 
t hat  is  used t o  encrypt  confident ia l informat ion. In bot h 
case s , t his  key is  made  public ly available  normally in t he  
form of a  d ig it a l ce rt ificat e . 

  

Public  Key 
Infras t ruct ure  (PKI)  

A se t  of polic ie s , processe s , s e rve r p lat forms , soft ware  
and works t at ions  used for t he  purpose  of adminis t e ring  
ce rt ificat e s  and public-privat e  key pairs , inc luding  t he  



X.5 0 9  Ce rt ifica t e  Po licy, Ve rs ion 1 .4   May 3 0 , 2 0 1 6  
Gove rnm e nt  Print ing  Office    
 

 

FOR OFFICIAL USE ONLY    1 1 1  

abilit y t o  is sue , maint ain, and revoke  public  key 
ce rt ificat e s . 

  

Regis t ra t ion Aut horit y 
(RA) 

An ent it y t hat  is  re spons ib le  for ident ificat ion and 
aut hent icat ion of ce rt ificat e  subject s , but  t hat  does  not  
s ign or is sue  ce rt ificat e s  ( i.e ., a  Regis t ra t ion Aut horit y is  
de legat ed  ce rt a in t asks  on behalf of an aut horized CA). 

  

Re -key (a  ce rt ificat e )  To change  t he  value  of a  crypt ographic  key t hat  is  be ing  
used in a  crypt ographic  sys t em applicat ion; t his  normally 
ent ails  is suing  a  new ce rt ificat e  on t he  new public  key. 

  

Re lying  Part y A pe rson or Agency who has  rece ived informat ion t hat  
inc ludes  a  ce rt ificat e  and a  d ig it a l s ignat ure  ve rifiable  
wit h re fe rence  t o  a  public  key lis t ed  in t he  ce rt ificat e , 
and is  in a  pos it ion t o  re ly on t hem. 

  

Renew (a  ce rt ificat e )  The  ac t  or process  of ext ending  t he  valid it y of t he  dat a  
b inding  as se rt ed  by a  public  key ce rt ificat e  by is suing  a  
new ce rt ificat e . 

  

Repos it ory A dat abase  cont aining  informat ion and dat a  re la t ing  t o  
ce rt ificat e s  as  specified  in t his  CP; may also  be  re fe rred  
t o  as  a  d irect ory. 

  

Respons ible  Individual A t rus t wort hy pe rson de s ignat ed  by a  sponsoring  
organizat ion t o  aut hent icat e  individual applicant s  seeking  
ce rt ificat e s  on t he  bas is  of t he ir affilia t ion wit h t he  
sponsor. 

  

Revoke  a  Ce rt ificat e  To premat ure ly end t he  ope rat ional pe riod of a  
ce rt ificat e  e ffec t ive  at  a  specific  dat e  and t ime . 
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Risk An expect at ion of los s  expre ssed as  t he  probabilit y t hat  
a  part icular t hreat  will exploit  a  part icular vulne rabilit y 
wit h a  part icular harmful re sult . 

  

Risk Tole rance  The  leve l of risk an ent it y is  willing  t o  as sume  in orde r t o  
achieve  a  pot ent ia l de s ired  re sult . 

  

Root  CA In a  hie rarchical PKI, t he  CA whose  public  key se rves  as  
t he  mos t  t rus t ed  dat um ( i.e ., t he  beginning  of t rus t  
pat hs )  for a  securit y domain. 

  

Secre t  Key A “shared secre t ” used in symmet ric  crypt ography, 
whe re in use rs  are  aut hent icat ed  based on a  password, 
Pe rsonal Ident ificat ion Number (PIN), or o t he r 
informat ion shared be t ween t he  use r and t he  remot e  
hos t  or se rve r.  A s ing le  key is  shared  be t ween t wo 
part ie s : t he  sende r, t o  encrypt  a  t ransmiss ion, and t he  
rec ip ient , t o  decrypt  t he  t ransmiss ion, wit h t he  shared 
key be ing  gene rat ed  wit h an algorit hm agreed t o  
be forehand by t he  t ransact ing  part ie s . 

  

Se rve r A sys t em ent it y t hat  provides  a  se rvice  in re sponse  t o  
reques t s  from client s . 

  

Signat ure  Ce rt ificat e  A public  key ce rt ificat e  t hat  cont ains  a  public  key 
int ended for ve rifying  d ig it a l s ignat ure s  ra t he r t han 
encrypt ing  dat a  or pe rforming  any ot he r crypt ographic  
funct ions . 

  

Subordinat e  CA (SCA) In a  hie rarchical PKI, a  CA whose  ce rt ificat e  s ignat ure  key 
is  ce rt ified  by anot he r CA, and whose  ac t ivit ie s  are  
cons t rained by t hat  o t he r CA. (See  supe rior CA). 

Addit ionally, t his  CP may re fe r t o  CAs  t hat  are  
“subordinat e” t o  t he  PCA.  The  use  of t his  t e rm shall 
encompass  any CA unde r t he  cont ro l of t he  PCA t hat  has  
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a ce rt ificat e  is sued t o  it  by t he  PCA or any CA 
subordinat e  t o  t he  PCA, whe t he r or not  a  hie rarchical or 
o t he r PKI archit ec t ure  is  used. 

  

Subscribe r A Subscribe r is  an ent it y t hat  (1 )  is  t he  subject  named 
or ident ified  in a  ce rt ificat e  is sued t o  t hat  ent it y, (2 )  
holds  a  privat e  key t hat  corre sponds  t o  t he  public  key 
lis t ed  in t he  ce rt ificat e , and (3 )  does  not  it s e lf is sue  
ce rt ificat e s  t o  anot he r part y.  This  inc ludes , but  is  not  
limit ed  t o , an individual or ne t work device  

CAs  are  some t imes  t e chnically cons ide red  “subscribe rs” 
in a  PKI.  Howeve r, t he  t e rm “Subscribe r” as  used in t his  
document  re fe rs  only t o  t hose  who reques t  ce rt ificat e s  
for use s  o t he r t han s igning  and is suing  ce rt ificat e s  or 
ce rt ificat e  s t a t us  informat ion. 

  

Supe rior CA In a  hie rarchical PKI, a  CA who has  ce rt ified  t he  
ce rt ificat e  s ignat ure  key of anot he r CA, and who 
cons t rains  t he  ac t ivit ie s  of t hat  CA. (See  subordinat e  
CA). 

  

Sys t em Equipment  
Configurat ion 

A comprehens ive  account ing  of a ll sys t em hardware  and 
soft ware  t ypes  and se t t ings . 

  

Sys t em High The  highes t  securit y leve l support ed  by an informat ion 
sys t em. [NS4 0 0 9 ]  

  

Technical non-
repudiat ion 

The  cont ribut ion public  key mechanisms  t o  t he  provis ion 
of t e chnical evidence  support ing  a  non-repudiat ion 
securit y se rvice . 

  

Threat  Any c ircums t ance  or event  wit h t he  pot ent ia l t o  cause  
harm t o  an informat ion sys t em in t he  form of 
de s t ruct ion, d isc losure , adve rse  modificat ion of dat a , 
and/ or denial of se rvice . [NS4 0 0 9 ]  
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Token Hardware  or soft ware  t hat  cont ains  or can be  used t o  
gene rat e  crypt ographic  keys .  Example s  of hardware  
t okens  include  smart  cards  and memory cards .  Soft ware  
t okens  include  bot h soft ware  crypt ographic  module s  
t hat  s t ore  or gene rat e  keys  and s t orage  device s  or 
messages  t hat  cont ain keys  (e .g ., PKCS # 1 2  messages ) . 

  

Trus t  Lis t  Collec t ion of t rus t ed  ce rt ificat e s  used by Re lying  Part ie s  
t o  aut hent icat e  o t he r ce rt ificat e s . 

  

  

  

Trus t ed  Ce rt ificat e  A ce rt ificat e  t hat  is  t rus t ed  by t he  Re lying  Part y on t he  
bas is  of secure  and aut hent icat ed  de live ry.  The  public  
keys  included in t rus t ed  ce rt ificat e s  are  used t o  s t art  
ce rt ificat ion pat hs .  Also  known as  a  "t rus t  anchor". 

  

Trus t ed  Times t amp A dig it a lly s igned as se rt ion by a  t rus t ed  aut horit y t hat  a  
specific  d ig it a l object  exis t ed  at  a  part icular t ime . 

  

Trus t wort hy Sys t em Comput e r hardware , soft ware  and procedure s  t hat : (1 )  
are  reasonably secure  from int rus ion and misuse ; (2 )  
provide  a  reasonable  leve l of availabilit y, re liabilit y, and 
correc t  ope rat ion; (3 )  are  reasonably suit ed  t o  
pe rforming  t he ir int ended funct ions ; and (4 )  adhe re  t o  
gene rally accept ed  securit y procedure s . 

  

Two-Pe rson Cont ro l Cont inuous  surve illance  and cont ro l of pos it ive  cont ro l 
mat e ria l a t  a ll t imes  by a  minimum of t wo aut horized 
individuals , e ach capable  of de t ec t ing  incorrect  and/ or 
unaut horized  procedure s  wit h re spect  t o  t he  t ask be ing  
pe rformed, and each familiar wit h e s t ablished securit y 
and safe t y requirement s . [NS4 0 0 9 ]  
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Updat e  (a  ce rt ificat e )  The  ac t  or process  by which dat a  it ems  bound in an 
exis t ing  public  key ce rt ificat e , e specially aut horizat ions  
grant ed  t o  t he  subject , are  changed by is suing  a  new 
ce rt ificat e . 

  

Ze roize  A me t hod of e ras ing  e lec t ronically s t ored  dat a  by 
alt e ring  t he  cont ent s  of t he  dat a  s t orage  so  as  t o  
prevent  t he  recove ry of t he  dat a . [FIPS1 4 0 ]  
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