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1  

1.  INTRODUCTION 
The  Gove rnment  Print ing  Office  (GPO) has  implement ed  a  comprehens ive  Public  
Key Infras t ruct ure  (PKI)  t o  provide  t he  se rvice s  necessary t o  enable  t he  use  of 
aut hent icat ion, encrypt ion, and d ig it a l s ignat ure s  t o  secure  GPO sys t ems , 
communicat ions , applicat ions  and dat a , and t o  enable  t he  aut omat ion of 
ine ffic ient  and cos t ly pape r processe s . In addit ion, t he  GPO int ends  for t he  GPO 
PKI t o  provide  PKI Shared Se rvice s  Provide r (SSP)  se rvice s , in compliance  wit h all 
fede ral PKI requirement s , t o  o t he r agencie s  of t he  US fede ral gove rnment , as  
t hose  agencie s  and t he  GPO PKI ent e r int o  t he  appropria t e  agreement s  t o  do so . 
The  PKI will provide  ce rt ificat e s  a t  any of t he  fo llowing  leve ls  of as surance  as  
de fined in t he  fede ral PKI Common Policy or t he  GPO Cert ificat e  Policy (GPO CP), 
as  appropriat e : 
 

• Common (fede ral PKI Common Policy)  

• Common Aut hent icat ion ( fede ral PKI Common Policy) 

• Common Hardware  ( fede ral PKI Common Policy)  

• Common Device s  ( fede ral PKI Common Policy) 

• Common CardAut h ( fede ral PKI Common Policy)  

• GPO Medium Assurance  (GPO Cert ificat e  Policy)  

• GPO Medium-Hardware  Assurance  (GPO Cert ificat e  Policy)  

• GPO Medium Assurance  Device s  (GPO Cert ificat e  Policy)  

• GPO Aut hent icat ion (GPO Cert ificat e  Policy)  

• GPO CardAut h (GPO Cert ificat e  Policy)  
 
The  GPO PKI cons is t s  of product s  and se rvice s  t hat  provide  and manage  X.5 0 9  
ce rt ificat e s  for public  key crypt ography.  Part  of t his  PKI is  a  Ce rt ificat ion 
Aut horit y (CA) t hat  gene rat e s  and revokes  X.5 0 9  public  key ce rt ificat e s .  The  
CA binds  t he  Subscribe rs  t o  t he ir public / privat e  key pairs , t hrough t he  is suance  
of X.5 0 9  ce rt ificat e s . 
The  GPO PKI will cons is t  of a  Princip le  CA (GPO PCA), a  Subordinat e  CA (  (GPO 
SCA), and poss ib ly furt he r CA’s .  The  fede ral PKI Common Policy and t he  GPO 
Cert ificat e  Policy (GPO CP) de fine  t he  requirement s  for t he  creat ion and 
management  of Ve rs ion 3  X.5 0 9  public-key ce rt ificat e s  for t he  GPO PKI.  This  
Ce rt ificat ion Pract ice s  St at ement  (CPS)  de fine s  t he  pract ice s  unde r which t he  
GPO Principal CA (GPO-GPO-PCA) will ope rat e .  This  CPS is  applicable  t o  a ll 
Subscribe rs , Re lying  Part ie s , and Regis t ra t ion Aut horit ie s  of t he  GPO-PCA.  This  
CPS provides  t he se  ent it ie s  wit h a  c lear s t a t ement  of t he  pract ice s  and 
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2  

re spons ibilit ie s  of t he  GPO-PCA, as  we ll as  t he  re spons ib ilit ie s  of e ach ent it y in 
dealing  wit h t he  GPO-PCA. 
Securit y management  se rvice s  provided by t he  GPO-PCA include : 

• Key Gene rat ion/ St orage / Recove ry 
• Cert ificat e  and Ce rt ificat e  Revocat ion Lis t  (CRL) Gene rat ion and 

Dis t ribut ion 
• Cert ificat e  Updat e , Renewal, and Re-key 
• Cert ificat e  t oken init ia lizat ion/ programming/ management  
• Sys t em Management  Funct ions  (e .g ., s ecurit y audit , ce rt ificat e  t racking , 

archive , e t c .)  
The  securit y and t rus t wort hine ss  of t he  GPO-PCA depends  on t he  securit y of 
t he  equipment , soft ware , fac ilit ie s , pe rsonne l, and procedure s  used in t he  
ope rat ion of t he  GPO-PCA. 
This  CPS is  cons is t ent  wit h t he  Int e rne t  Enginee ring  Task Force  ( IETF) Public  Key 
Infras t ruct ure  X.5 0 9  (IETF PKIX) RFC 3 6 4 7 , Ce rt ificat e  Policy and Ce rt ificat ion 
Pract ice  St at ement  Framework. 
The  pract ice s  specified  in t his  CPS are  de scribed in more  de t ail in t he  GPO PKI 
Ope rat ing  Procedure s  document , which is  incorporat ed  by re fe rence  int o  t his  
CPS. 

1.1 OVERVIEW 
Cert ificat e s  from t he  GPO-PCA may be  is sued t o  GPO employees  and 
cont rac t ors , and t o  GPO sys t ems , device s  and applicat ion processe s , as  
required .  The  purpose  of t he  GPO PCA is  t o  provide  an off-line  Root  CA for a ll 
GPO is sued ce rt ificat e s  and t o  principally is sue  ce rt ificat e s  t o  subordinat e  CA’s , 
in full compliance  wit h a ll fede ral PKI Common Policy and PKI requirement s  and 
GPO CP requirement s .. Encrypt ion, aut hent icat ion, and dig it a l s ignat ure  in 
support  of non-repudiat ion key pairs  will be  support ed .  FIPS 1 4 0  ce rt ified  
soft ware  and hardware  crypt ographic  module s  will be  used. 
 

1.1.1 Certificate Policy 
The  pract ice s  de scribed in t his  CPS are  gove rned by and have  been deve loped 
t o  support  bot h t he  GPO Cert ificat e  Policy (GPO CP) and t he  fede ral PKI 
Common Policy. The  requirement s  in t his  CPS are  compliant  wit h a ll aspect s  of 
bot h t he  fede ral PKI Common Policy and t he  GPO CP.  In some  case s , t his  CPS 
adds  addit ional requirement s  t o  exceed t o  t hose  in t he  fede ral PKI Common 
Policy and/ or t he  GPO CP. .  The  fede ral PKI Common Policy  and t he  GPO CP are   
incorporat ed  int o  t his  document  by re fe rence . 
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1.1.2 Relationship Between the US Federal Common Policy  and this CPS 
This  CPS is  compliant  wit h bot h t he  GPO Cert ificat e  Policy (GPO CP) and t he  
fede ral PKI Common Policy in a ll re spect s . 
 

1.1.3 Scope 
 
This  CPS applie s  t o  ce rt ificat e s  is sued by t he  GPO-PCA for subordinat e  CA’s , and 
human subscribe rs  and device s  including  any aut horized affilia t e s  (such as  
cont rac t ed  pe rsonne l) . 
 

1.1.4 Interoperation with CA’s Issuing under Different Policies 
 
This  CPS provides  for int e rope rabilit y wit h Ent it y CAs  (CAs  ext e rnal t o  t he  GPO, 
non-GPO-CAs)  t hrough cross  ce rt ificat ion.  Int e rope rabilit y will be  e s t ablished 
when direc t ed  by t he  GPO-PA and will require  a  Memorandum of Agreement  
(MOA), be t ween t he  GPO-PCA and t he  Ent it y CA In part icular, t his  CPS facilit a t e s  
int e rope rat ion of t he  GPO-PCA wit h t he  Fede ral Bridge  CA and t he  Fede ral 
Common Policy Root  CA.  This  CPS shall re t a in compliance  wit h t he  fede ral PKI 
Common Policy and t he  GPO Cert ificat e  Policy (GPO CP) in a ll case s . 
 

1.2 DOCUMENT NAME AND IDENTIFICATION 
This  document  is  known as  t he  GPO Principal  Ce rt ificat ion Aut horit y (GPO-PCA) 
Ce rt ificat ion Pract ice s  St at ement . 
The  pract ice s  s t a t ed  he re in conform t o  t he  specificat ions  as  de fined bot h in t he  
fede ral PKI Common Policy and t he  GPO Cert ificat e  Policy (GPO CP) . 
 
The  GPO PCA will be  re spons ib le  for is suing  cross -ce rt ificat e s  and subordinat e  
CA ce rt ificat e s , when approved by t he  GPO Policy Aut horit y (PA) and d irec t ed  
by t he  GPO Ope rat ional Aut horit y (OA).  The re  will a lso  be  a  limit ed  number of 
Subscribe r ce rt ificat e s  is sued by t he  PCA.  These  Subscribe rs  will cons is t  of GPO 
and aut horized  GPO affilia t e  (cont rac t or)  individuals  required  t o  maint ain and 
ope rat e  t he  PCA.  Ce rt ificat e s  t hat  are  creat ed  us ing  t he se  pract ice s  will as se rt  
t he  fo llowing  policy Object  Ident ifie rs  (OID): 
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id-fpki-common-policy 
::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  3  

6 } 
 

id-fpki-common-hardware  -::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  3  
7 } 

id-fpki-common-device s  ::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  3  
8 } 

id-fpki-common-
aut hent icat ion 

::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  3  
1 3 } 

 

id-fpki-common-cardAut h 
::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  3  

1 7 } 
 

id-gpo-ce rt pcy-
mediumAssurance  

::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  1 } 

id-gpo-ce rt pcy-
mediumHardware  

::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  2 } 

id-gpo-ce rt pcy-device s  ::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  3 } 

id-gpo-ce rt pcy-
aut hent icat ion 

::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  4 } 

id-gpo-ce rt pcy-cardAut h ::=  {2  1 6  8 4 0  1  1 0 1  3  2  1  
1 7  5 } 

 
The  CA aut omat ically populat e s  t he  appropriat e  OID in ce rt ificat e  be ing  is sued in 
accordance  wit h t he  pract ice s  of t his  CPS and t he  GPO PKI Ope rat ing  
Procedure s .  
 
This  CPS complie s  wit h t he  requirement s  of t he  fede ral PKI Common Policy for 
t he  id-fpki-common-aut hent icat ion and id-fpki-common-cardAut h (and t he re fore  
wit h t he  FIPS 2 0 1  requirement s  when t hose  OID’s  are  involved in ce rt ificat e s  
is sued by t he  GPO-PCA). For ce rt ificat e s  is sued unde r t he  id-gpo-ce rt pcy-
aut hent icat ion and id-gpo-ce rt pcy-cardAut h OID’s , t he  background check 
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requirement s  of FIPS 2 0 1  do not  apply, howeve r, a ll o t he r ident it y proofing  
requirement s  of t he  fede ral Common Policy are  me t .  
 
End-ent it y ce rt ificat e s  is sued t o  device s  aft e r Oct obe r 1 , 2 0 1 6  shall as se rt  
polic ie s  mapped t o  t he  FBCA Medium Device , Medium Device  Hardware , or PIV-I 
Cont ent  Signing  polic ie s , t o  ensure  compliance  wit h FPKI FBCA CP policy 
requirement s . In gene ral, GPO PKI end-ent it y ce rt ificat e s  is sued t o  device s  have  
neve r been is sued us ing  polic ie s  re se rved for human (people )  subscribe rs . 
 

1.3 PKI PARTICIPANTS 

1.3.1 PKI Authorities 
1.3.1.1 GPO PKI Policy Authority (PA) 
The  GPO PKI Policy Aut horit y (PA) is  a  g roup of GPO pe rsonne l.  The  GPO-PKI-PA 
(or GPO-PA) is  re spons ib le  for: 

• The  GPO-PCA Cert ificat ion Pract ice s  St at ement  (CPS) 
• Accept ing  applicat ions  from ot he r PKI Domains  de s iring  t o  int e rope rat e  

wit h t he  GPO-CA 
• Det e rmining  t he  mappings  be t ween ce rt ificat e s  is sued by applicant  Ent it y 

CAs  and t he  leve ls  of as surance  se t  fort h in t he  fede ral PKI Common 
Policy  (which will inc lude  object ive  and subject ive  evaluat ion of t he  
re spect ive  CP cont ent s  and any ot he r fac t s  deemed re levant  by t he  GPO-
PA) 

• Aft e r a  CA is  aut horized t o  int e rope rat e  wit h t he  GPO-PCA, ensuring  
cont inued conformance  of t he  Ent it y PKI Domain wit h applicable  
requirement s  is  a  condit ion for a llowing  cont inued int e rope rabilit y wit h t he  
GPO-PCA 

The  GPO-PA will ent e r int o  an MOA wit h t he  applicant  Ent it y se t t ing  fort h t he  
re spect ive  re spons ibilit ie s  and obligat ions  of bot h part ie s , and t he  mappings  
be t ween t he  ce rt ificat e  leve ls  of as surance  cont ained in t his  CP and t hose  of t he  
Ent it y CP.  Thus , t he  t e rm “MOA” as  used in t his  CPS shall a lways  re fe r t o  t he  
Memorandum of Agreement  c it ed  in t his  paragraph. 
 
1.3.1.2 GPO Operational Authority (OA) 
The  GPO Ope rat ional Aut horit y (OA) is  t he  organizat ion t hat  ope rat e s  t he  GPO-
PCA, including  is suing  GPO-PCA ce rt ificat e s  when direc t ed  by t he  GPO-PA, 
pos t ing  t hose  ce rt ificat e s  and Ce rt ificat e  Revocat ion Lis t s  (CRLs)  int o  t he  GPO-
PCA repos it ory, and ensuring  t he  cont inued availabilit y of t he  repos it ory t o  a ll 
use rs .  The  GPO-PCA Operat ional Aut horit y includes  t he  fo llowing  ro le s : 
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Ove rs ight  Adminis t ra t or, Office r, Sys t em Adminis t ra t or, and Backup Ope rat or, 
a ll de scribed in la t e r sec t ions  of t his  CPS. 
 
1.3.1.3 GPO Operational Authority Oversight Administrator 
The  OA Ove rs ight  Adminis t ra t or (OAOA) is  t he  individual wit hin t he  GPO-OA 
who has  principal re spons ib ilit y for ove rsee ing  t he  prope r ope rat ion of t he  GPO-
PCA including  t he  GPO-PCA repos it ory, and who appoint s  individuals  t o  t he  
pos it ions  of GPO-PCA Operat ional Aut horit y (OA). 
 
1.3.1.4 GPO Operational Authority Officers 
These  office rs  are  t he  individuals  wit hin t he  GPO-OA, se lec t ed  by t he  GPO-
OAOA, who ope rat e  t he  GPO-PCA and it s  repos it ory inc luding  execut ing  GPO-PA 
direc t ion t o  is sue  CA ce rt ificat e s  t o  CAs  or t aking  o t he r ac t ion t o  e ffec t  
int e rope rabilit y be t ween t he  GPO-PCA and Ent it y CAs . 
 
1.3.1.5 Entity Certification Authority 
An Ent it y wishing  t o  int e rope rat e  wit h t he  GPO may apply for int e rope rat ion.  
Int e rope rat ion require s  t hat  a  mapping  be t ween t he  Ent it y CP and t he  US 
fede ral PKI Common Policy and t he  GPO Cert ificat e  Policy mus t  be  comple t ed , 
and t hat  a  Memorandum of Agreement  (MOA) mus t  be  in p lace .  The  Policy 
Mapping  and MOA are  put  in p lace  t o  ensure  t he  leve l of securit y on t he  Ent it y 
CA is  comparable  t o  t he  GPO-PCA and specify any addit ional requirement s . 
 
1.3.1.6 GPO Certification Authority 
 The  GPO-PCA is  t he  ent it y ope rat ed  by t he  GPO-OA t hat  is  aut horized by t he  
GPO-PA t o  creat e , s ign, and is sue  public  key ce rt ificat e s  t o  Ent it y CAs  and 
Subscribe rs .  The  GPO-PCA is  re spons ible  for a ll aspect s  of t he  is suance  and 
management  of a  ce rt ificat e  inc luding: 

• Cont rol ove r t he  reg is t ra t ion process  
• The  ident ificat ion and aut hent icat ion process  
• The  ce rt ificat e  manufact uring  process  
• Publicat ion of ce rt ificat e s  
• Revocat ion of ce rt ificat e s  
• Re-key of GPO-PCA s igning  mat e ria l 
• Ensuring  t hat  a ll aspect s  of t he  GPO-PCA se rvice s , ope rat ions  and 

infras t ruct ure  re la t ed  t o  ce rt ificat e s  is sued unde r t his  CPS are  pe rformed 
in accordance  wit h t he  requirement s , repre sent at ions , and warrant ie s  of 
t his  CPS 
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1.3.1.7 GPO Naming Authority 
The  GPO Naming  Aut horit y is  t he  ent it y t hat  is  re spons ib le  for managing  t he  
GPO name  space . 
 

1.3.2 GPO Registration Authority (RA) 
The  GPO Regis t ra t ion Aut horit y (RA) is  t he  ent it y t hat  colle c t s  and ve rifie s  e ach 
End Ent it y’s  ident it y and informat ion t o  be  ent e red  int o  t he  subordinat e  CA 
ce rt ificat e , or int o  t he  Subscribe r’s  public  key ce rt ificat e .  The  GPO-RA pe rforms  
it s  funct ion in accordance  wit h t he  GPO CPS approved by t he  GPO-PA.  The  
requirement s  for GPO-RAs  are  se t  fort h in t he  sect ions  be low. 
 

1.3.3 Trusted Agents 
1.3.3.1 Related Authorities 

1.3.3.1.1 Federal Bridge Certification Authority (FBCA) 
This  is  a  bridge  CA for various  legacy fede ral agency PKI sys t ems  unde r t he  
Fede ral PKI framework. 
 

1.3.3.1.2 Federal PKI Common Policy Root CA 
This  is  t he  t rus t  anchor ( root  CA ce rt ificat e )  for t he  fede ral PKI Shared Se rvice  
Provide r (SSP)  program and fede ral PKI. 

 
 
 

1.3.4 Subscribers 
A Subscribe r is  t he  ent it y whose  name  appears  as  t he  subject  in a  ce rt ificat e , 
who as se rt s  t hat  it  use s  it s  key and ce rt ificat e  in accordance  wit h t he  CP 
asse rt ed  in t he  ce rt ificat e , and who does  not  is sue  ce rt ificat e s .  Subscribe rs  
include  all organizat ional pe rsonne l and, when de t e rmined by t he  GPO-PA, o t he r 
individuals  and poss ib ly ce rt a in ne t work or hardware  device s  such as  firewalls  
and rout e rs  when needed for infras t ruct ure  prot ec t ion.  CAs  are  some t imes  
t e chnically cons ide red “subscribe rs” in a  PKI.  Howeve r, t he  t e rm “Subscribe r” 
as  used in t his  document  re fe rs  only t o  t hose  who reques t  ce rt ificat e s  for use s  
o t he r t han s igning  and is suing  ce rt ificat e s  or ce rt ificat e  s t a t us  informat ion. 
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1.3.5 Relying Parties 
A Re lying  Part y is  t he  ent it y t hat  re lie s  on t he  valid it y of t he  b inding  of t he  
Subscribe r' s  name  t o  a  public  key.  The  Re lying  Part y is  re spons ible  for decid ing  
whe t he r or how t o  check t he  valid it y of t he  ce rt ificat e  by checking  t he  
appropriat e  ce rt ificat e  s t a t us  informat ion.  The  Re lying  Part y can use  t he  
ce rt ificat e  t o  ve rify t he  int egrit y of a  d ig it a lly s igned message , t o  ident ify t he  
creat or of a  message , or t o  e s t ablish confident ia l communicat ions  wit h t he  
holde r of t he  ce rt ificat e .  A Re lying  Part y may use  informat ion in t he  ce rt ificat e  
(such as  ce rt ificat e  policy ident ifie rs )  t o  de t e rmine  t he  suit abilit y of t he  
ce rt ificat e  for a  part icular use . 
 

1.3.6 Other Participants 
 
The  GPO-PCA will require  t he  part ic ipat ion of compliance  audit ors  and as se ssors  
from t ime  t o  t ime  in accordance  wit h t his  CPS and t he  applicable  Ce rt ificat e  
Polic ie s , and may involve  part ic ipat ion from pe rsonne l in t he  informat ion 
securit y communit y in accordance  wit h t his  CPS. 

 
 
 
 
 

1.4 CERTIFICATE USAGE 
 

1.4.1 Appropriate Certificate Uses 
 
Aut horized applicat ions  are  approved for t he  fo llowing  securit y se rvice s  
provided by t he  GPO PKI: 

• User Aut hent icat ion 
• Logical Access  Cont ro l 
• Secure  Communicat ion 
• Digit a l Signat ure / Non-repudiat ion 
• Card Aut hent icat ion (card/ t oken only; not  pre sent e r)  

The  GPO PA may ident ify addit ional aut horized applicat ions .  This  CPS will be  
updat ed  as  new aut horized  applicat ions  are  ident ified . 
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1.4.2 Prohibited Certificate Uses 
 
Applicat ions  t hat  a t t empt  t o  use  t he se  ce rt ificat e s  for se rvice s  o t he r t han 
t hose  ident ified  are  prohibit ed . Ce rt ificat e s  t hat  as se rt  t he  id-fpki-common-
cardAut h OID shall only be  used t o  aut hent icat e  t he  hardware  t oken cont aining  
t he  as sociat ed  privat e  key, and shall not  be  int e rpre t ed  as  aut hent icat ing  t he  
pre sent e r of t he  t oken, or t he  holde r of t he  t oken. 
 

1.5.3 Person Determining CPS Suitability for the Policy 
The  GPO-PA shall approve  t he  GPO-PCA and it s  CPS.  The  GPO-PA is  re spons ib le  
for de t e rmining  whe t he r t he  GPO-PCA CPS conforms  t o  t he  US fede ral PKI 
Common Policy and GPO CP, and in part icular, prope rly adhe re s  t o  any policy 
mappings  approved by t he  GPO-PA. 

1.5 POLICY ADMINISTRATION 
Errors , updat e s , or sugges t ed  changes  t o  t his  CPS document  shall be  
communicat ed  t o  t he  GPO OA.  Such communicat ion mus t  inc lude  a  de scrip t ion 
of t he  sugges t ed  change , cont act  informat ion for t he  pe rson reques t ing  t he  
change , and an impact  as se ssment . 
Not ice  of a ll changes  t o  t his  CPS t hat  may mat e ria lly impact  use rs  of t his  CPS 
(o t he r t han edit oria l or t ypographical correc t ions )  will be  provided. 

1.5.1 Organization Administering the Document 
 

The  GPO PKI Ope rat ional Aut horit y (OA), which is  pe rformed and ove rseen by 
t he  GPO Informat ion Technology and Sys t ems  (IT&S) organizat ion, is  t he  
organizat ion which adminis t e rs  t his  CPS document .  

1.5.2 Contact Person 

The  cont act  pe rson for t his  CPS is  t he  GPO Chie f Informat ion Securit y 
Office r, who can be  reached by email a t : pkisupport @gpo.gov. 

 

1.5.3 Person Determining CPS Suitability for the Policy 
 

The  Chair of t he  GPO Policy Aut horit y (PA) and GPO Ope rat ional Aut horit y 
Ove rs ight  Adminis t ra t or are  bot h re spons ible  for de t e rmining  t he  suit abilit y 
of t he  CPS for t he  applicable  Ce rt ificat e  Policy, which is  t he  fede ral PKI 
Common Policy and GPO CP.  
Changes  t o  t his  document  will be  reviewed and approved by t he  PA. 
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The  GPO PA will make  t he  de t e rminat ion t hat  t his  CPS complie s  wit h t he  US 
fede ral PKI Common Policy and t he  GPO Cert ificat e  Policy (GPO CP) .  The  PA 
will a lso  de t e rmine  if a  change  t o  t his  CPS is  accept able  and t hat  t he  
changed CPS cont inues  t o  comply wit h t he  US fede ral PKI Common Policy. 
The  PA will provide  writ t en confirmat ion of CPS approval, which t he  PA will 
re t a in and make  available  for inspect ion during  asse ssment s  and compliance  
audit s . 
 
1.5.4 CPS Approval Procedures 

The  GPO PA shall approve  t he  CPS. The  OA will de live r it s  CPS t o  t he  GPO PA for 
approval. Changes  t o  t his  CPS shall a lso  be  coordinat ed  wit h t he  fede ral 
Common Policy Framework approval aut horit y, which is  t he  Fede ral PKI Policy 
Aut horit y.   

 

1.6 Definitions and Acronyms 
See  sect ions  1 1  and 1 2  of t his  CPS. 
 
 

2.  PUBLICATION AND REPOSITORY RESPONSIBILITIES 
 

2.1 RESPOSITORIES 
The  repos it ory for t he  GPO-PCA is  an X.5 0 0  Direct ory and is  acce ssed us ing  t he  
Light we ight  Direc t ory Access  Prot ocol (LDAP) ve rs ion 3 , as  specified  in Int e rne t  
RFC 1 7 7 7 , or via  Hype rt ext  Transport  Prot ocol (HTTP). The  GPO-PCA repos it ory 
implement s  acce ss  cont ro ls  and communicat ion mechanisms  ( in t he  form of IP 
addre ss  cont ro ls )  t o  prevent  unaut horized  modificat ion or de le t ion of 
informat ion. 
 
 

2.2 PUBLICATION OF CERTIFICATION INFORMATION 
 
The  GPO-PCA will publish t he  fo llowing  informat ion t o  t he  repos it ory: 

• All encrypt ion and s ignat ure  ce rt ificat e s  is sued by t he  GPO-PCA 
• All CRLs  is sued by t he  GPO-PCA 
• The  GPO-PCA CA ce rt ificat e  
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2.2.1 Publication of Certificates and Certificate Status 
 
The  GPO-PCA ut ilize s  a  se t  of redundant  d irec t ory sys t ems  and Online  
Ce rt ificat e  St at us  Prot ocol (OCSP) se rve rs  t o  achieve  high availabilit y and mee t  
t he  availabilit y requirement s  of t he  fede ral PKI Common Policy and GPO CP. This  
is  achieved bot h by on-s it e  redundant  d irec t ory sys t ems  at  t he  primary GPO-
PCA s it e , as  we ll as  backup direc t ory sys t ems , inc luding  an always  online  OCSP 
se rve r, a t  t he  off-s it e  backup locat ion for t he  GPO-PCA. 
 

2.2.2 Publication of CA Information 
The  GPO OA shall publish a  copy of t he  GPO CP and t he  US Fede ral PKI Common 
Policy via  t he  GPO PKI web s it e  (ht t p :/ / www.gpo.gov/ projec t s / pki.ht m). 
The  GPO-PCA shall publish t he  CA ce rt ificat e  t o  t he  Repos it ory. The  Mas t e r 
Direc t ory and t he  Shadow Direct orie s  re s ide  on t he  GPO int e rnal ne t work behind 
one  or more  GPO cont rolled  firewalls ; a ll GPO or o t he r aut horized use rs  shall 
have  read-only access  t o  t he  individual ent rie s  in t he  Shadow Direct orie s . 
The  GPO-PCA applicat ion gene rat e s  ce rt ificat e s  and CRLs  and has  read , writ e  
and de le t e  privileges  t o  t he  mas t e r d irec t ory for PKI at t ribut e s .  Direc t ory 
Adminis t ra t ors  and OA Office rs  have  read, writ e  and de le t e  acce ss  for PKI-
re la t ed  at t ribut e s  as sociat ed  wit h individual ent rie s  in t he  mas t e r d irec t ory.  The  
Mas t e r Direct ory informat ion is  aut omat ically replicat ed  t o  t he  shadow 
direc t orie s . Only t he  informat ion which is  de s igned t o  be  public ly acce ss ib le  is  
available  from t he  Mas t e r Direc t ory or t he  shadow direc t orie s , via  use  of 
Direc t ory sys t em access  cont rols . Direc t ory sys t em access  cont rols  are  used t o  
prot ect  a ll d irec t ory sys t em informat ion and ensure  t hat  public ly acce ss ib le  and 
all o t he r Direc t ory sys t em informat ion is  prot ec t ed  agains t  unaut horized 
modificat ion or d is seminat ion. 
 

2.2.3 Interoperability 
 
Ce rt ificat e s , CRL’s  and Ce rt ificat e  St at us  Se rve rs  of t he  GPO-PCA shall use  
s t andards  based prot ocols , dat a  s t ruct ure , and direc t ory schemas , t o  ensure  
t hat  int e rope rabilit y wit h t he  fede ral PKI infras t ruct ure  ( t he  fede ral Common 
Policy and Fede ral Bridge  CA) and re lying  part ie s  is  achieved.    

2.3 TIME OR FREQUENCY OF PUBLICATION 
 
This  CPS and any approved changes  are  published wit hin 3 0  days  of approval by 
t he  GPO PA. 
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Publicat ion requirement s  for CRLs  are  de scribed in sec t ions  4 .9 .7  and 4 .9 .1 2  of 
t his  CPS.  
 
Ce rt ificat e s  are  published in t he  d irec t ory as  soon as  t hey are  is sued.  CRLs  and 
ARLs  are  published in t he  d irec t ory as  soon as  t hey are  is sued. 
The  aut omat ed replicat ion mechanism used int e rnal t o  t he  Direct ory is  
configured t o  replicat e  any changes  t o  t he  ons it e  redundant  d irec t ory sys t ems  
as  soon t he  changes  occur. Replicat ion t o  t he  off-s it e  backup Direct ory sys t em 
shall occur a t  le as t  once  pe r day. 
 

2.4 ACCESS CONTROLS ON REPOSITORIES 
Direct  and/ or remot e  acce ss  t o  informat ion in t he  Direct ory sys t ems  (Mas t e r 
Direc t ory and shadow direc t orie s )  o t he r t han t he  public ly access ib le  informat ion 
shall be  cont ro lled  via  Direct ory sys t em access  cont ro ls  t o  ensure  t hat  acce ss  is  
cons is t ent  wit h and compliant  wit h t he  MOA t hat  a  cus t omer agency has  wit h 
t he  GPO-PCA. Only informat ion specified  in t he  agency MOA shall be  
aut omat ically available  via  t he  GPO-PCA direc t ory sys t ems , and t he  MOA shall 
de fine  t he  use r populat ion t hat  t his  applie s  t o . Access  t o  re s t ric t ed  informat ion 
in t he  Direct ory sys t ems  ( t hat  informat ion not  de s igned t o  be  aut omat ically 
available  via  t he  agency MOA) is  not  gene rally available , and shall be  d iscussed 
on a  case  by case  bas is  wit h t he  Agency cont act  point s  in t he  MOA and any 
acce ss  t hat  might  be  aut horized  mus t  comply wit h t he  Fede ral PKI Common 
Policy requirement s , t he  requirement s  of t his  CPS and t he  agency MOA, and 
shall be  document ed via  hardcopy s igned document s  or d ig it a lly s igned 
messages . 
 
These  acce ss  cont ro ls  will be  se t  wit h t he  nat ive  acce ss  cont ro l mechanisms  of 
t he  Direct ory. 
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3.  IDENTIFICATION AND AUTHENTICATION 
This  sec t ion cont ains  t he  pract ice s  t o  be  fo llowed in ident ifying  and 
aut hent icat ing  t he  pe rsonne l who are  re spons ible  for t he  ope rat ion and 
maint enance  of t he  GPO-PCA, and also  de fine s  t he  pract ice s  for  ident ificat ion 
and aut hent icat ion of t he  subscribe rs  and device s . 

3.1 NAMING 

3.1.1 Types of Names 
The  GPO-PCA use s  t he  X.5 0 0  Dis t inguished Names  (DN) for a ll Subscribe rs  
(which also  complie s  wit h X.5 0 1  sub-s t andard  of X.5 0 0 ) .  The  DN may cons is t  
of naming  e lement s  C, O, OU and CN.  The  Naming  Aut horit y approved DN 
s t ruct ure s  are  as  fo llows : 

• For human Subscribe rs  filling  Trus t ed  Role s  for t he  GPO PKI: 
CN =  [Subs cribe r firs t  and  las t  nam e , and  opt ionally , a  s e ria l num be r]  - The  va lue  o f t he  
s e ria l num be r can be  ge ne ra t e d  aut om at ica lly t o  e ns ure  unique ne s s  ac ros s  a ll 
com m onNam e s  wit hin a  g ive n d ire c t o ry pa t h. 
OU =  [Adm inis t ra t o rs ]  
OU =  [Gove rnm e nt  Print ing  Office ]  
O =  [U.S. Gove rnm e nt ]  
C =  [US]  
Exam ple : “cn=John Smith + serialNumber=A123456,  ou=Administrators, ou=Government Printing 
Office, o=U.S. Government, c=US” 
 

• For GPO human Subscribe rs : 
CN =  [Subs cribe r firs t  and  las t  nam e , and  opt ionally , a  s e ria l num be r]  - The  va lue  o f t he  
s e ria l num be r can be  ge ne ra t e d  aut om at ica lly t o  e ns ure  unique ne s s  ac ros s  a ll 
com m onNam e s  wit hin a  g ive n d ire c t o ry pa t h. 
OU =  [Us e rs ]  
OU =  [Gove rnm e nt  Print ing  Office ]  
O =  [U.S. Gove rnm e nt ]  
C =  [US]  
Exam ple : “cn=John Smith + serialNumber=A123456, ou=Users, ou=Government Printing Office, 
o=U.S. Government, c=US” 
NOTE: For fe de ra l cont rac t o rs  and  o t he r a ffilia t e d  pe rs ons  o f GPO, t he  s am e  s t ruc t ure  as  
above  s ha ll be  us e d  e xce p t  t ha t  t he  CN s ha ll be  cons t ruc t e d  as  fo llows : 
CN =  [  [Subs cribe r firs t  and  las t  nam e , and  opt ionally , a  s e ria l num be r]  (a ffilia t e )  ]   - The  
va lue  o f t he  s e ria l num be r can be  ge ne ra t e d  aut om at ica lly t o  e ns ure  unique ne s s  ac ros s  
a ll com m onNam e s  wit hin a  g ive n d ire c t o ry pa t h. 
 

• For GPO Device  Subscribe rs : 
CN =  [de vice  nam e  and  m ode l num be r and  t he  de vice  s e ria l num be r OR app lica t ion 
nam e , and  op t ionally, t he  app lica t ion m odule  num be r]  
OU =  [De vice s ]  
OU =  [Gove rnm e nt  Print ing  Office ]  
O =  [U.S. Gove rnm e nt ]  
C =  [US]  
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Exam ple : “cn=Cisco 12000 + serialNumber=12XMZ4532, ou=Devices, ou=Government Printing 
Office, o=U.S. Government, c=US” 
 

• For GPO Applicat ion Subscribe rs : 
CN =  [Applica t ion nam e , and  op t iona lly, t he  app lica t ion m odule  num be r]  
OU =  [Applica t ions ]  
OU =  [Gove rnm e nt  Print ing  Office ]  
O =  [U.S. Gove rnm e nt ]  
C =  [US]  
 
Exam ple : “cn=Web Server Application + serialNumber=Module 1, ou=Applications, 
ou=Government Printing Office, o=U.S. Government, c=US” 
 
 

• For Other Agencies: 
 
• For Ot he r Agency human Subscribe rs : 

CN =  [Subs cribe r firs t  and  las t  nam e , and  opt ionally , a  s e ria l num be r]  - The  va lue  o f t he  
s e ria l num be r can be  ge ne ra t e d  aut om at ica lly t o  e ns ure  unique ne s s  ac ros s  a ll 
com m onNam e s  wit hin a  g ive n d ire c t o ry pa t h. 
OU =  [Us e rs ]  
OU =  [OrgIde nt if ie r]  – The  va lue  o f t he  OrgIde nt if ie r is  go ing  t o  be  e qual t o  t he  Ot he r 
Age ncy nam e . 
O =  [U.S. Gove rnm e nt ]  
C =  [US]  
 
Exam ple : “cn=John Smith + serialNumber=A123456, ou=Users, ou=[Other AgencyNam]e, o=U.S. 
Government, c=US” 
 
NOTE: For fe de ra l cont rac t o rs  and  o t he r a ffilia t e d  pe rs ons  o f o t he r Age nc ie s , t he  s am e  
s t ruc t ure  as  above  s ha ll be  us e d  e xce p t  t ha t  t he  CN s hall be  cons t ruc t e d  as  fo llows : 
CN =  [  [Subs cribe r firs t  and  las t  nam e , and  opt ionally , a  s e ria l num be r]  (a ffilia t e )  ]   - The  
va lue  o f t he  s e ria l num be r can be  ge ne ra t e d  aut om at ica lly t o  e ns ure  unique ne s s  ac ros s  
a ll com m onNam e s  wit hin a  g ive n d ire c t ory pa t h. 
 
 

• For Device  Subscribe rs : 
CN =  [de vice  nam e  and  m ode l num be r and  t he  de vice  s e ria l num be r OR app lica t ion 
nam e , and  op t ionally, t he  app lica t ion m odule  num be r]  
OU =  [De vice s ]  
OU =  [OrgIde nt if ie r]  – The  va lue  o f t he  OrgIde nt if ie r is  go ing  t o  be  e qual t o  t he  Ot he r 
Age ncy nam e  
O =  [U.S. Gove rnm e nt ]  
C =  [US]  
 
Exam ple : “cn=Cisco 12000 + serialNumber=12XMZ4532, ou=Devices, ou=[Other Agency Name], 
o=U.S. Government, c=US” 
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• For Applicat ion Subscribe rs : 
CN =  [Applica t ion nam e , and  op t iona lly, t he  app lica t ion m odule  num be r]  
OU =  [Applica t ions ]  
OU =  [OrgIde nt if ie r]  – The  va lue  o f t he  OrgIde nt if ie r is  go ing  t o  be  e qual t o  t he  Ot he r 
Age ncy nam e  
O =  [U.S. Gove rnm e nt ]  
C =  [US]  
 
Exam ple : “cn=Web Server Application + serialNumber=Module 1, ou=Applications, ou=[Other 
Agency Name], o=U.S. Government, c=US” 
 
 

Ce rt ificat e s  for human subscribe rs  may cont ain a  subscribe r a lt e rnat e  name  
form in t he  subject Alt Name  fie ld .  The  subscribe r a lt e rnat e  name  will be  t he  
rfc8 2 2  e -mail addre ss .  For organizat ion, device  component  and s e rve r 
Subscribe r ce rt ificat e s , t he  subject Alt Name  fie ld  will be  populat ed  wit h t he  
rfc8 2 2  e -mail addre ss  of t he  human sponsor. 
CRL dis t ribut ion point s  are  named wit h t he  commonName  at t ribut e  wit h a  value  
gene rat ed  by t he  CA applicat ion and are  named subordinat e  t o  t he  GPO-PCA. 
 
For ce rt ificat e s  is sued wit h t he  id-fpki-common-cardAut h OID, shall inc lude  a  
subject  a lt e rnat e  name  ext ens ion t hat  inc ludes  t he  p ivFASC-N t ype  name  t ype . 
The  value  for t his  ext ens ion shall be  t he  FASC-N value  of t he  subject ’s  PIV card . 
In addit ion, t he  subject  name  for ce rt ificat e s  is sued wit h t he  id-fpki-common-
cardAut h OID will be  of t he  form: 
 

Se ria l Num be r =  [FASC-N]  
OU =  [Us e rs ]  
OU =  [OrgIde nt if ie r]  – The  va lue  o f t he  OrgIde nt if ie r is  go ing  t o  be  e qual t o  t he  Ot he r 
Age ncy nam e . 
O =  [U.S. Gove rnm e nt ]  
C =  [US]  
 
Exam ple : “SerialNumber=FASC-N, ou=Users, ou=[Other AgencyNam]e, o=U.S. Government, c=US” 

 
No ce rt ificat e  t hat  cont ains  t he  FASC-N in t he  subject  a lt e rnat ive  name  
ext ens ion or in t he  Se rial Number shall be  d is t ribut ed  via  public  d irec t orie s . 
  
PIV-I Card  Aut hent icat ion ce rt ificat e s  shall indicat e  whe t he r or not  t he  
Subscribe r is  as sociat ed  wit h an Affilia t ed  Organizat ion by t aking  one  of t he  
fo llowing  forms : 
 

For ce rt ificat e s  wit h an Affilia t ed  Organizat ion: 
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s e ria lNumber=UUID, ou=Affilia t ed  Organizat ion Name , {Base  DN} 
 

For ce rt ificat e s  wit h no Affilia t ed  Organizat ion: 
 

Se ria lNumber=UUID, ou=Unaffilia t ed , ou=Ent it y  CA’s  Nam e , {Base  DN} 
 

The  UUID shall be  encoded wit hin t he  se ria lNumber at t ribut e  us ing  t he  UUID 
s t ring  repre sent at ion de fined in sec t ion 3  of RFC 4 1 2 2  (e .g ., “f8 1 d4 fae -7 dec-
1 1 d0 -a7 6 5 -0 0 a0 c9 1 e6 bf6 ”) .  
 

3.1.2 Need for Names to be Meaningful 
The  value  of t he  commonName  at t ribut e  used in naming  a  GPO-PCA Subscribe r 
is  t he  Subscribe r’s  firs t  and las t  names . 
The  is sue r name  in CA ce rt ificat e s  shall de scribe  t he  GPO-PCA and shall be  
“cn=GPO-PCA”. 
The  subject  name  in CA ce rt ificat e s  mus t  mat ch t he  is sue r name  in ce rt ificat e s  
is sued by t he  subject , as  required  by RFC 3 2 8 0 , even if t he  subject ’s  name  is  
not  meaningful. 

3.1.3 Anonymous or Psuedonymity of Subscribers 
The  GPO PCA shall not  is sue  anonymous  ce rt ificat e s . The  GPO-PCA can is sue  
pseudonymous  ce rt ificat e s  t hat  ident ify subject s  by t he ir organizat ional ro le . 
The  GPO-PCA shall not  is sue  any CA ce rt ificat e  t hat  is  anonymous  or 
pseudonymous .  
 

3.1.4 Rules for Interpreting Various Name Forms 
Dis t inguished names  (DNs)  and t he ir component  Re lat ive  Dis t inguished Names  
(RDNs)  are  t o  be  int e rpre t ed  in accordance  wit h X.5 0 0  s t andards . 

3.1.5 Uniqueness of Names 
Names  are  unambiguous ly de fined.  The  d irec t ory will be  managed in such a  way 
as  t o  ensure  t hat  no  t wo individuals  are  as s igned t he  same  DN, and t he re fore  
t he  same  e lec t ronic  ident it y. Name  uniqueness  is  not  vio lat ed  when mult ip le  
ce rt ificat e s  are  is sued t o  t he  same  ent it y. 
3.1.5.1 Name Claim Dispute Resolution Procedure 
The  PA is  ult imat e ly re spons ib le  for re solut ion of any name  c laim disput e s  wit hin 
t he  GPO PKI.  Howeve r, because  t he  commonName  at t ribut e  is  cons ide red 
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unique  wit hin t he  GPO PKI repos it ory, such naming  conflic t s  are  expect ed  t o  be  
rare . 

3.1.6 Recognition, Authentication, and Role of Trademarks 
The  RA will not  knowingly as s ign names  t hat  cont ain t rademarks .  The  RA need 
not  seek evidence  of t rademark reg is t ra t ions  nor in any o t he r way enforce  
t rademark right s . 
 

3.2 INITIAL IDENTITY VALIDATION 
 

3.2.1 Method to Prove Possession of Private Key 
Public  key ce rt ificat e s  b ind a  public  key t o  t he  ident it y of t he  individual t o  
as sure  Re lying  Part ie s  t hat  s igning  pe rformed by t he  privat e  key was  done  by 
t he  individual whose  public  key appears  on t he  ce rt ificat e , and decrypt ion us ing  
t he  privat e  key can only be  pe rformed by t he  individual whose  public  key 
appears  on t he  ce rt ificat e .  This  require s  t hat  an individual safeguard  t he ir 
privat e  key and any act ivat ion dat a  used t o  acce ss  t hat  key. 
The  CA require s  proof of posse s s ion of t he  privat e  key be fore  creat ing  and 
s igning  a  ce rt ificat e  cont aining  t he  as sociat ed  public  key. Proof of posse ss ion of 
a  privat e  key is  handled  aut omat ically by CA t o  Subscribe r messages  prot ec t ed  
by PKIX-Cert ificat e  Management  Prot ocol (CMP). 
For t he  Subscribe r’s  s ignat ure  privat e  key, a  PKIX-CMP ope rat ion init ia t ed  by t he  
Subscribe r is  d ig it a lly s igned us ing  t he  s ignat ure  privat e  key it se lf. 
For t he  Subscribe r’s  decrypt ion privat e  key, t he  GPO-PCA gene rat e s  bot h public  
and privat e  keys  so  no proof of posse ss ion is  required . 

3.2.2 Authentication of Organization Identity 
The  ce rt ificat e s  is sued by t he  GPO-PCA t o  o t he r CA’s  (subordinat e  CA 
ce rt ificat e s )  will be  is sued according  t o  t he  requirement s  de fined in t he  US 
Fede ral PKI Common Policy, or t he  GPO CP,  and t his  CPS.  All ce rt ificat e  
reques t s  for subordinat e  CAs  will inc lude  ident it y informat ion of t he  reques t ing  
repre sent at ive  which will be  forwarded t o  t he  GPO PA and fede ral PKI Policy 
Aut horit y for approval. The  fede ral PKI Policy Aut horit y and GPO PA shall be  
not ified  wheneve r t he  GPO-PCA is sues  a  CA ce rt ificat e . All reques t s  for CA 
ce rt ificat e s  inc lude  ident it y informat ion of t he  reques t ing  repre sent at ive  which 
is  forwarded t o  t he  GPO PA for approval. For a  GPO subordinat e  CA, t he  reques t  
mus t  come  from t he  GPO OA and be  approved in writ ing  by t he  GPO PA. For an 
ext e rnal agency subordinat e  CA, t he  reques t  mus t  come  from an aut horized 
repre sent at ive  as  de scribed in t he  agency MOA wit h t he  GPO-PCA, and t he  GPO 
OA or PA shall ve rify t he  reques t  by cont act ing  t he  aut horized repre sent at ive s  
of t he  reques t ing  agency  via  t e lephone  or in-pe rson.  A record  of t he  aut horit y 
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ve rificat ion including  t he  me t hod used (phone  or in-pe rson) , t he  dat e , t ime , 
name  of t he  pe rson spoken wit h and s ignat ure  of t he  GPO PA or OA, is  kept  by 
t he  PA and t he  OA. 
 
A s igned MOA wit h t he  agency provides  t he  organizat ion ident it y aut hent icat ion 
informat ion. 

3.2.3 Authentication of Individual Identity 
There  are  d iffe rent  c las s ificat ions  of Subscribe rs  and t he  init ia l reg is t ra t ion 
process  d iffe rs  accordingly as  de scribed in t he  sub-sect ions  be low; howeve r, a ll 
Subscribe rs  are  re spons ible  for providing  ident it y-proofing  credent ia ls  as  part  of 
t he  init ia l reg is t ra t ion process .  In gene ral, t he  GPO PCA does  not  is sue  many 
ce rt ificat e s  t o  individual end use rs , and when it  does , in gene ral t his  is  only for 
t he  ope rat ion of t he  PCA and ot he r GPO PKI ope rat ional requirement s . A 
ce rt ificat e  shall be  is sued t o  a  s ing le  ent it y. Ce rt ificat e s  shall not  be  is sued t hat  
cont ain a  public  key for which t he  as sociat ed  privat e  key is  t o  be  shared .  The  
GPO-PCA is sues  ce rt ificat e s  in accordance  wit h t he  requirement s  of t he  US 
Fede ral PKI Common Policy for Common-Policy, Common-Hardware , Common-
cardAut h, Common-Aut hent icat ion, and Common-Device s  ce rt ificat e s  and 
require s  in-pe rson proofing  for a ll ce rt ificat e s  is sued unde r t hat  policy. In 
addit ion, t he  GPO_ PCA is sues  ce rt ificat e s  in accordance  wit h t he  GPO CP for 
Medium-Assurance , Medium-Hardware , GPO Aut hent icat ion and GPO CardAut h, 
as  appropriat e  based on t he  Subscribe r reques t  and procedure s  of t his  CPS.  
 
3.2.3.1 Authentication of Human Subscribers 
 
The  accept able  ident ificat ion document at ion required  by Subscribe rs  is  one  
Fede ral p ic t ure  ID or t wo Non-Fede ral IDs , one  of which mus t  be  a  Gove rnment  
is sued pic t ure  ID ( i.e . St at e  is sued Drive rs  License  or St at e  is sued Pic t ure  ID 
Card) . A St at e  is sued Drive rs  License  when pre sent ed  by a  Subscribe r is  
checked agains t  t he  U.S. Ident ificat ion Manual (produced by Drive rs  License  
Guide  Company)  t o  ensure  t he  ID has  t he  prope r format  and appearance  for t he  
St at e  involved. The  RA compare s  t he  phot ograph on t he  Fede ral agency ID and 
t he  o t he r form of gove rnment  is sued pic t ure  ID t o  t he  pe rson s t anding  in front  
of t he  RA and checks  for a  mat ch.  The  phot ographs  on t he  ID’s  are  used t o  
mat ch t o  t he  pe rson s t anding  in front  of t he  RA for in-pe rson ident it y proofing . 
The  RA also  checks  for any s igns  of t ampe ring  or fraud on all IDs  pre sent ed  by 
t he  Subscribe r.  If any s igns  of t ampe ring  or fraud are  de t ect ed for any ID 
pre sent ed, t he  Subscribe r is  not  reg is t e red  for a  ce rt ificat e  and t he  GPO PKI OA 
is  cont act ed  by t he  RA. In t his  event , t he  GPO PKI OA will s end email t o  one  of 
t he  cont act  point s  for t he  agency des ignat ed  in t hat  agency’s  MOA wit h t he  
GPO PKI. The  RA shall examine  Fede ral agency IDs  agains t  t he  FIPS 2 0 1  
s t andard , if t he  ID is  recent  enough (2 0 0 6  on)  t o  have  been is sued agains t  t hat  
s t andard , t o  ensure  t hat  t he  phot o  and placement  of t ext  and graphics  comply 
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wit h t he  FIPS 2 0 1  requirement s  as  way t o  de t ec t  fake  IDs . The  RA  
adminis t ra t ors  shall check t o  ensure  t hat  t he  ce rt ificat e  reg is t ra t ion informat ion 
supplied  by t he  subscribe r mat ches  t he  ident ificat ion credent ia ls  supplied  for in-
pe rson proofing , and t hat  no  e rrors  are  cont ained in t he  ce rt ificat e  reg is t ra t ion 
informat ion supplied  by t he  subscribe r. A biome t ric  (e it he r phot ograph or 
finge rprint )  of t he  applicant  (or human sponsor in t he  case  of Common-Device s )  
shall be  on file  us ing  offic ia l agency records  and ve rified  available  t o  t he  CA and 
RA, or shall be  capt ured at  t he  t ime  of enrollment  by t he  OA or RA. 
 
The  fo llowing  sect ions  de scribe  t he  init ia l reg is t ra t ion processe s  for e ach of t he  
c las s ificat ions  of Subscribe rs . 

3.2.3.1.1 Entrust Master Users 
All pe rsonne l holding  Trus t ed  Role s  mus t  comple t e  and s ign a  Trus t ed  Role  
Subscribe r Agreement  and a  Regis t rat ion Form and pre sent , in pe rson, t wo 
piece s  of ident ificat ion credent ia ls , a  GPO is sued GPO Employee  badge  or GPO 
is sued GPO Cont ract or badge  and anot he r gove rnment  is sued phot o  ID (such as  
a   valid  s t a t e  is sued Drive r’s  license ) .  The  aut hent icat ion is  document ed by a  
s igned declarat ion from t he  PA or OAA t hat  t hey pe rsonally ve rified  t he  ident it y 
of t he  Subscribe r in accordance  wit h t he  requirement s  of t his  CPS, including  t he  
form of ident ificat ion used, t he  ident ifying  number of t he  ID and t he  dat e  and 
t ime  of t he  ve rificat ion. A biome t ric  of t he  applicant  (e it he r phot ograph or 
finge rprint )  shall be  capt ured  by t he  OA at  t he  t ime  of enrollment . 

3.2.3.1.2 Entrust Officers 
All pe rsonne l holding  Trus t ed  Role s  mus t  comple t e  and s ign a  Trus t ed  Role  
Subscribe r Agreement  and a  Regis t ra t ion Form and pre sent , in pe rson, t wo 
piece s  of ident ificat ion credent ia ls , a  GPO is sued GPO Employee  badge  or GPO 
is sued GPO Cont ract or badge  and anot he r gove rnment  is sued phot o  ID (e .g . a  
Drive r’s  license ) .  The  aut hent icat ion is  document ed by a  s igned declarat ion 
from t wo exis t ing  t rus t ed  use rs , a  Mas t e r Use r and an exis t ing  Securit y Office r 
or t wo exis t ing  Securit y Office rs  t hat  t hey pe rsonally ve rified  t he  ident it y of t he  
Subscribe r in accordance  wit h t he  requirement s  of t his  CPS, inc luding  t he  form 
of ident ificat ion used, t he  ident ifying  number of t he  ID and t he  dat e  and t ime  of 
t he  ve rificat ion. A biome t ric  of t he  applicant  (e it he r a  phot ograph or finge rprint )  
shall be  capt ured by t he  OA at  t he  t ime  of enrollment . 
The  init ia l Securit y Office r account , known as  t he  Firs t  Office r, is  creat ed  during  
t he  init ia l CA configurat ion.  Two Mas t e r Use rs  are  re spons ible  for aut hent icat ing  
t he  Firs t  Office r and ve rifying  t hat  t he  individual filling  t he  ro le  of Firs t  Office r 
prope rly comple t e s  t he  Trus t ed  Role  Subscribe r Agreement  and Regis t ra t ion 
Form.  All subsequent  Securit y Office rs  require  aut hent icat ion from at  le as t  t wo 
exis t ing  Securit y Office rs , or one  Securit y Office r and one  Mas t e r Use r. 

3.2.3.1.3 Entrust Administrators 
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To obt ain t he ir init ia l ce rt ificat e s , Adminis t ra t ors  will enroll in pe rson wit h t wo 
Securit y Office rs .  Adminis t ra t ors  mus t  comple t e  and s ign a  Trus t ed  Role  
Subscribe r Agreement  and a  Regis t ra t ion Form and provide  t wo piece s  of 
ident ificat ion credent ia ls , a  GPO is sued GPO Employee  badge  or GPO is sued GPO 
Cont rac t or badge  and anot he r gove rnment  is sued phot o  ID (e .g . a  Drive r’s  
license ) .  A biome t ric  of t he  applicant  (e it he r a  phot ograph or a  finge rprint )  shall 
be  capt ured by t he  OA at  t he  t ime  of enrollment . The  aut hent icat ion is  
document ed by a  s igned declarat ion by t he  Securit y Office rs  t hat  t hey 
pe rsonally ve rified  t he  ident it y of t he  Subscribe r in accordance  wit h t he  
requirement s  of t his  CPS, inc luding  t he  form of ident ificat ion used, t he  
ident ifying  number of t he  ID and t he  dat e  and t ime  of t he  ve rificat ion. 

3.2.3.1.4 GPO Registration Authorities 
GPO RAs  can also  be  Ent rus t  Adminis t ra t ors  but  are  not  nece ssarily Ent rus t  
Adminis t ra t ors .  GPO RAs  will enroll in pe rson wit h an Ent rus t  Adminis t ra t or or 
GPO RA.  RAs  mus t  comple t e  and s ign a  Trus t ed  Role  Subscribe r Agreement  and 
a  Regis t ra t ion Form and provide  ident ificat ion credent ia ls , a  GPO Employee  
p ic t ure  ID. The  GPO RA’s  employment  by GPO shall be  ve rified  by t he  GPO 
Ent rus t  Adminis t ra t or or GPO RA, us ing  offic ia l GPO records  t o  accomplish t his  
ve rificat ion. The  aut hent icat ion is  document ed by a  s igned declarat ion by t he  
Ent rus t  Adminis t ra t or or GPO RA t hat  t hey pe rsonally ve rified  t he  ident it y of t he  
Subscribe r in accordance  wit h t he  requirement s  of t his  CPS, including t he  form 
of ident ificat ion used, t he  ident ifying  number of t he  ID and t he  dat e  and t ime  of 
t he  ve rificat ion. A biome t ric  of t he  GPO RA (e it he r a  phot ograph or a  
finge rprint )  shall be  on file  us ing  offic ia l GPO records  and available  a t  a ll t imes  t o  
t he  RA or CA, or be  capt ured and maint ained on file  by t he  RA or t he  CA. 

3.2.3.1.5 All Other Human Subscribers 
To obt ain t he ir init ia l d ig it a l ce rt ificat e s , Subscribe rs  will enroll in pe rson wit h an 
RA.  Subscribe rs  mus t  comple t e  and s ign a  Subscribe r Agreement  and a  
Regis t ra t ion Form s igned by t he  Subscribe r’s  supe rvisor and provide  
ident ificat ion credent ia ls , one  Fede ral p ic t ure  ID, or t wo ot he r forms  of ID, a t  
le as t  one  of which is  a  gove rnment  is sued phot o  ID (e .g . a  St at e  is sued Drive r’s  
license ) .  The  valid it y of t he  supe rvisor’s  aut horit y t o  s ign t he  Regis t ra t ion Form 
shall be  validat ed  agains t  offic ia l writ t en communicat ion (wit h pape r s ignat ure )  
from an offic ia l agency Point  of Cont act  (POC) as  lis t ed  in t he  agency’s  MOA 
wit h t he  GPO PKI which lis t s  aut horized supe rvisors  for t hat  agency for t his  
purpose .  A dig it a lly s igned message  from an offic ia l agency POC, us ing  a  
ce rt ificat e  is sued unde r t his  CPS, shall a lso  be  an accept able  me t hod of writ t en 
communicat ion from t he  agency POC for t he  purpose  of lis t ing  aut horized 
supe rvisors  for ce rt ificat e  reg is t ra t ion. In addit ion, aut hent icat ion of t he  
sponsoring  agency employee  (POC) wit h a  valid  employee  PIV-aut hent icat ion 
ce rt ificat e  is sued by t he  agency wit h valid  cross -ce rt ificat ion t o  t he  Fede ral PKI 
may be  accept ed  as  proof of bot h employment  and ident it y. The  MOA 
document s  are  d ig it a lly PCAnned by t he  GPO PKI OA int o  a  file share  t hat  is  
available  t o  t he  RA for t he  purpose  of ve rifying  t he  agency supe rvisor’s  valid it y. 
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In addit ion, any d ig it a lly s igned file s  re ce ived agency POC’s  are  s t ored  in t his  
file share  for RA use  for t his  purpose . Also , t he  offic ia l pape r copie s  of t he  MOA 
document s  can also  be  reviewed by t he  RA as  an accept able  me t hod of 
ve rificat ion.  The  Subscribe r’s  employment  by a  fede ral agency shall be  ve rified  
by t he  RA , us ing  offic ia l agency records  ( t he  Subscribe r’s  offic ia l agency 
employee  ID badge )  t o  accomplish t his  ve rificat ion.  The  aut hent icat ion is  
document ed by a  s igned declarat ion by t he  RA  t hat  t he  RA pe rsonally ve rified  
t he  ident it y of t he  Subscribe r in accordance  wit h t he  requirement s  of t his  CPS, 
including  t he  form of ident ificat ion used, t he  ident ifying  number of t he  ID, a  
declarat ion of ident it y s igned by t he  ce rt ificat e  applicant  us ing  pape r s ignat ure  
which is  pe rformed in t he  pre sence  of t he  RA ( in t he  format  se t  fort h a t  2 8  
U.S.C. 1 7 4 6 , which is  t he  declarat ion unde r penalt y of pe rjury) ,  and t he  dat e  
and t ime  of t he  ve rificat ion.  The  GPO PKI Ce rt ificat e  Regis t ra t ion form (which is  
re fe renced and de t ailed  in Appendix A3  of t his  CPS) is  t he  form t hat  mus t  be  
used by t he  RA t o  record  t his  informat ion and t he  pape r s ignat ure  of t he  
ce rt ificat e  applicant . A biome t ric  of t he  Subscribe r (e it he r a  phot ograph or a  
finge rprint )  shall be  capt ured  and maint ained on file  by t he  RA or t he  CA ( t his  
shall be  pe rformed for agency cont rac t ors  and o t he r affilia t ed  pe rsonne l) .  For 
agency cont rac t ors  and o t he r affilia t ed  pe rsonne l, t he  aut hent icat ion 
procedure s  shall require  a  d ig it a lly s igned message  from an agency employee  
us ing  a  GPO-PCA is sued ce rt ificat e , or shall require  t hat  aut horized sponsoring  
agency employee  also  at t ends  in-pe rson for ident it y proofing  and supplie s  t he  
required  ident it y document s . An aut horized sponsoring  agency employee  for 
agency cont rac t ors  or o t he r affilia t ed  pe rsonne l is  de fined t o  be  pe rsonne l 
ident ified  in t he  agency’s  MOA wit h GPO for t his  purpose , or by d ig it a lly s igned 
message  from t hose  pe rsonne l in t he  MOA.  

The  GPO-PCA does  not  is sue  ce rt ificat e s  t hat  cont ain aut horizat ion or a t t ribut e  
informat ion, t he re fore  t he re  is  no  ve rificat ion process  required  or implement ed 
associat ed  wit h aut horizat ion or a t t ribut e  informat ion for a  Subscribe r. 
Subscribe rs  will use  e it he r hardware  or soft ware  crypt ographic  module  validat ed  
t o  a t  le as t  FIPS 1 4 0  Leve l 1  for gene rat ing  and s t oring  t he ir crypt ographic  
credent ia ls . 
For ce rt ificat e s  t hat  as se rt  organizat ional aut horit y (such as  t he  Chie f 
Informat ion Office r, or CIO, for example )  t he  GPO-PCA shall validat e  t he  
individual’s  aut horit y t o  ac t  in t he  name  of t he  organizat ion for t his  ro le . This  
shall be  accomplished by examining  t he  MOA for ext e rnal (non-GPO) ent it ie s  and 
ve rifying  t hat  t he  MOA lis t s  t he  subscribe r as  having  t he  ro le  an organizat ional 
aut horit y t o  be  as se rt ed  in t he  ce rt ificat e , and for GPO, shall be  accomplished 
by ve rificat ion wit h t he  GPO Human Capit a l Office  and document ed via  d ig it a lly 
s igned message  from t he  GPO Human Capit a l Office  management  pe rsonne l or 
via  handwrit t en s ignat ure  from GPO Human Capit a l Office  management  
pe rsonne l. 
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3.2.3.2 Authentication of Devices  
Applicat ions  for a  device  (component , device  or  s e rve r ce rt ificat e )  are  made  by 
an aut horized  human sponsor t o  whom t he  component  or se rve r’s  s ignat ure  is  
a t t ribut able  for t he  purpose s  of account abilit y and re spons ib ilit y. 
The  human sponsor shall provide  t o  t he  RA t he  fo llowing  informat ion about  t he  
component  or device  or se rve r: 

i)  se ria l number ( for device s )  
ii)  DNS and/ or hos t  name  (for se rve rs  or component s )  
iii)  Equipment  public  key 
iv)  Cont act  informat ion for t he  human sponsor 

Ident ificat ion and aut hent icat ion of t he  human sponsor fo llows  Sect ion 3 .1 .9  as  
if t he  sponsor we re  applying  for a  ce rt ificat e  on t he ir own behalf.  In addit ion, 
t he  RA  will ve rify t he  aut horit y of t he  sponsor t o  rece ive  ce rt ificat e s  for t hat  
component  (device )  or se rve r.  The  aut horit y of t he  sponsor t o  rece ive  device  
or se rve r ce rt ificat e s  is  de fined t o  be  t hose  pe rsonne l ident ified  for t his  purpose  
in t he  agency’s  MOA wit h GPO, or by d ig it a lly s igned message  from t hose  
pe rsonne l in t he  MOA. 

3.2.4 Non-Verified Subscriber Information 
Only ve rified  informat ion (ve rified  by t he  RA or CA pe rsonne l)  shall be  inc luded 
in ce rt ificat e s . The  procedure s  specified  in t his  CPS support  t his  requirement .  
 

3.2.5 Validation of Authority 
 
Be fore  is suing  a  ce rt ificat e  t hat  as se rt s  organizat ional ident it y, t he  GPO-PCA 
shall validat e  t hat  t he  subscribe r (applicant )  has  t he  aut horit y t o  ac t  in t he  
reques t ed  capacit y. This  shall be  validat ed  by writ t en s t a t ement  of t he  
aut horit y from t he  organizat ion involved. If t his  is  a  GPO organizat ion, t hen a  
senior management  offic ia l of t he  GPO Human Capit a l Office  shall s ign off on t he  
aut horit y aut horizat ion. If t his  is  for a  non-GPO organizat ion, t hen an offic ia l 
specified  in t he  MOA wit h t he  ext e rnal agency shall s ign off. 

3.2.6 Criteria for Interoperation 
 
The  GPO-PCA shall fo llow t he  int e rope rabilit y crit e ria  se t  by t he  fede ral PKI 
Policy Aut horit y (FPKIPA) for t he  fede ral Common Policy Root  CA and Fede ral 
Bridge  CA. For int e rope rabilit y wit h GPO cus t omers  not  d irec t ly subject  t o  t he  
fede ral PKI infras t ruct ure , t he  GPO-PCA shall fo llow t he  crit e ria  se t  by t he  GPO 
PA and de fined in t he  MOA wit h t he  ext e rnal agency. 
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3.3 IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS 

 

3.3.1 Identification and Authentication for Routine Re-Key 
 
For CA re -key, t he  ident ificat ion and aut hent icat ion procedure s  shall be  t he  
same  as  for t he  init ia l process . 
For a ll o t he r ce rt ificat e s  is sued unde r t his  CPS, t he  Subscribe r or device  shall 
ident ify t hemse lves  for t he  purpose  of rout ine  re -key. The  use  of current , 
ope rat ional s ignat ure  key may be  used t o  e s t ablish ident it y and aut he nt icat ion 
for Subscribe rs  and device s , except  t hat  in-pe rson ident it y proofing  mus t  be  
accomplished aft e r nine  (9 )  years  have  e lapsed s ince  t he  las t  in-pe rson 
proofing . The  GPO-PCA shall have  aut omat ed checks  in t he  CA soft ware  ( t he  
Ent rus t  Commerical Off t he  She lf, COTS, CA soft ware )  t o  ensure  t hat  t his  nine  
(9 )  year requirement  for in-pe rson ident it y proofing  is  me t .  
The  use  of t he  current , ope rat ional s ignat ure  key is  used for ident ificat ion and 
aut hent icat ion via  t he  use  of t he  PKIX prot ocol, which provides  for mut ual 
aut hent icat ion and dat a  int egrit y, as  implement ed by t he  Ent rus t  COTS soft ware  
t hat  is  used by t he  GPO-PCA.  
Should  a  Subscribe r no  longe r be  e lig ib le  for a  GPO-PCA ce rt ificat e , t he  
Subscribe r’s  account  will be  deact ivat ed  and t he  Subscribe r’s  exis t ing  
ce rt ificat e s  will be  revoked. 
Once  a  rout ine  re -key has  been accomplished, t he  o ld  ce rt ificat e  (which was  
replaced during  t he  re -key shall not  be  furt he r re -keyed or modified . The  Enrus t  
COTS CA soft ware  is  used by t he  GPO-PCA t o  accomplish t his  cont ro l. 
 

3.3.2 Identification and Authentication for Re-Key After Revocation 
All GPO-PCA Subscribe rs  or human sponsors  ( in t he  case  of device  ce rt ificat e s )  
mus t  repeat  t he  init ia l ce rt ificat e  reg is t ra t ion and reques t  process , and t he  
init ia l ident ify proofing  process , in orde r t o  obt ain a  new ce rt ificat e  aft e r a  
revocat ion. 

3.4 IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUEST 
Revocat ion reques t s  can be  made  by a  Subscribe r or anot he r pe rson aut horized 
t o  ac t  on behalf of t he  Subscribe r (e .g ., supe rvisor, HR depart ment , e t c .) .  All 
ce rt ificat e  revocat ion reques t s  are  communicat ed  t o  an RA via  secure  means , 
e it he r e lec t ronically or in pe rson. 
An RA may process  a  revocat ion reques t  from a Subscribe r, based on an email 
revocat ion reques t  t hat  has  been dig it a lly s igned by t he  Subscribe r. 
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An RA may process  a  revocat ion reques t  based on a  d ig it a lly s igned email from 
an individual aut horized  t o  reques t  revocat ion on behalf of t he  Subscribe r (e .g . 
t he  Subscribe r’s  supe rvisor, HR repre sent at ive , e t c .) .  In t his  case , t he  RA will 
ve rify t he  aut horit y of t he  reques t or t o  submit  t he  revocat ion reques t  by 
validat ing  t he  d ig it a l s ignat ure  agains t  an aut horit a t ive  source . 
An RA may process  an in-pe rson revocat ion reques t  from a Subscribe r, fo llowing  
aut hent icat ion as  out lined in Sect ion 3 .1 .9 . 

 

3.4.1 Certificate Update 
The  GPO-PCA will support  ce rt ificat e  updat e  for name  change .  The  applicant  for 
ce rt ificat e  updat e  mus t  pre sent  himse lf or he rse lf in pe rson and provide  proof 
of name  change .  Aft e r proof of name  change  a  Dis t inguished Name  (DN) 
change  can be  pe rformed on t he  CA, t his  will is sue  a  new ce rt ificat e  wit h t he  
new name  for t he  applicant .
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4.  CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS 

4.1 CERTIFICATE APPLICATION 

4.1.1 Who Can Submit a Certificate  Application 
 
4.1.1.1 CA Certificates 
 
An applicant  for a  CA ce rt ificat e  mus t  be  an aut horized  repre sent at ive  of t he  
organizat ion reques t ing  t he  CA ce rt ificat e  and shall be  validat ed  by t he  GPO OA. 
In t he  case  of t he  GPO, t his  shall be  a  s igned memorandum from t he  GPO PA. 
For non-GPO organizat ions , t he  validat ion shall cons is t  of ensuring  t hat  a  s igned 
le t t e r on organizat ion le t t e rhead, s igned by an aut horized repre sent at ive  as  
de fined in t he  MOA be t ween GPO and t hat  agency, is  on file  and valid . 
 
4.1.1.2 User Certificates 
 
An applicat ion for a  use r ce rt ificat e  mus t  be  submit t ed  by t he  use r t hemse lves  
or by an aut horized  t rus t ed  agent , in accordance  wit h t he  procedure s  of t his  
CPS. 
 
Because  all PCA Subscribe rs  are  individuals  filling  Trus t ed  Role s , t he  GPO OA 
nominat e s  t he  individuals  t o  t he  GPO PA in a  s igned memorandum - e lec t ronic  
t ransmiss ion wit h d ig it a l s ignat ure  is  pe rmit t ed .  The  GPO PA aut horize s  (d ig it a l 
s ignat ure  on t he  memorandum is  pe rmit t ed)  t he  GPO OA t o  add t he  nominee  t o  
t he  appropria t e  Trus t ed  Role  in t he  d irec t ory and t o  approve  a  ce rt ificat e  for 
t hat  nominee . 
The  s igned ce rt ificat e  applicat ion is  forwarded t o  t he  OA, who keeps  a  copy of 
a ll Subscribe r ce rt ificat e  applicat ions . 
The  OA forwards  all comple t ed  reques t s  for PCA ce rt ificat e s  t o  t he  PA. 
 
4.1.1.3 Device Certificates 
 
The  applicat ion for a  device  ce rt ificat e  mus t  be  submit t ed  by t he  human 
sponsor for t he  device . In gene ral, t he  GPO PCA does  not  is sue  device  
ce rt ificat e s  s ince  t his  is  done  by subordinat e  CA’s . 

4.1.2 Enrollment Process and Responsibilities 
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The  enrollment  process  for t he  GPO-PCA uses  out -of-band communicat ion based 
upon t he  GPO PKI reg is t ra t ion forms  t hat  are  de live red  and validat ed  by t he  use r 
or human sponsor during  t he  in-pe rson ident it y proofing  process . The  form is  
pre sent ed  and/ or validat ed  by t he  use r or human sponsor in t he  pre sence  of t he  
Regis t ra t ion Aut horit y. 
 

4.2 CERTIFICATE APPLICATION PROCESSING 
 

4.2.1 Performing Identification and Authentication Functions 
 
The  RA shall pe rform t he  ident ificat ion and aut hent icat ion funct ion of ce rt ificat e  
applicant s  us ing  t he  pract ice s  of t his  CPS in sec t ion 3 . 
 

4.2.2 Approval or Rejection of Certificate Applications 
 
Approval or re jec t ion of ce rt ificat e  applicat ions  is  pe rformed by t he  RA, ac t ing  
unde r t he  pract ice s  of t his  CPS.  

4.2.3 Time to Process Certificate Applications 
 
A ce rt ificat e  applicat ion shall be  processed and if a ll c rit e ria  for is suance  in 
accordance  wit h t his  CPS are  me t , t he  ce rt ificat e  is sued wit hin 3 0  days  of t he  
ce rt ificat e  applicat ion be ing  submit t ed  and validat ed  t o  t he  RA (during  t he  in-
pe rson proofing  process ) . 
 

4.2.4 Delivery of Public Key for Certificate Issuance 
Subscribe r’s  encrypt ion public  keys  are  gene rat ed  by t he  GPO-PCA, and are  
de live red  t o  t he  Subscribe r us ing  t he  PKIX-CMP prot ocol t o  provide  bot h 
int egrit y and privacy. The  PKIX-CMP prot ocol be t ween t he  CA and t he  soft ware  
on t he  Subscribe r’s  comput e r require s  RSA 2 0 4 8  bit  public  key encrypt ion, AES-
2 5 6  symmet ric  key encrypt ion, and SHA-1  for hash algorit hm. SHA-2 5 6  for 
hash algorit hms  will be  required  and used s t art ing  on or be fore  January 1 , 2 0 0 8 . 
The  PKIX-CMP prot ocol prevent s  int e rcept ion or subs t it ut ion of dat a  passed 
be t ween t he  Subscribe r’s  comput e r and t he  CA. 
 
Subscribe r s ignat ure  ve rificat ion public  keys  are  gene rat ed  on t he  Subscribe r’s  
t oken, and de live red  t o  t he  GPO-PCA us ing  t he  Ent rus t  COTS PKI c lient  
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soft ware , which ut ilize s  t he  PKIX-CMP prot ocol t o  provide  bot h int egrit y and 
privacy of t he  communicat ion. 
 

4.3 CERTIFICATE ISSUANCE 
The  CA binds  t he  ident it y informat ion in t he  ce rt ificat e  applicat ion wit h t he  
public  keys  during  t he  ce rt ificat e  is suance  process . 
The  Subscribe r, us ing  Ent rus t  PKI COTS soft ware  provided by t he  RA at  
Subscribe r in pe rson reg is t ra t ion and ident it y proofing  (see  sect ion 3 .1 .9 .6  
above ) , init ia t e s  a  PKIX-CMP prot ocol se s s ion wit h t he  CA t o  s t art  t he  ce rt ificat e  
is suance  process . The  Ent rus t  PKI COTS soft ware  PKIX-CMP prot ocol 
crypt ographic  parame t e rs  are  used. SHA-2 5 6  is  t o  be  used wit h t he  Ent rus t  PKI 
COTS soft ware  PKIX-CMP prot ocol s t art ing  on January 1 , 2 0 0 8  and beyond. The  
PKIX-CMP prot ocol prevent s  int e rcept ion of c lear t ext  dat a  or subs t it ut ion of 
dat a  passed be t ween t he  Subscribe r’s  comput e r and t he  CA. The  Re fe rence  
Number and Aut horizat ion Code  is sued by t he  RA t o  t he  Subscribe r during  in-
pe rson ident it y proofing  are  ent e red  by t he  Subscribe r int o  t he  Ent rus t  PKI 
COTS soft ware  a t  t he  Subscribe r’s  PC, and t his  informat ion unique ly ident ifie s  
t he  Subscribe r t o  t he  GPO-PCA. The  Subscribe r’s  Ent rus t  PKI COTS soft ware  
crypt ographic  module  (which mee t s  FIPS 1 4 0  Securit y Leve l 1  requirement s )  
gene rat e s  t he  Subscribe r’s  public / privat e  ve rificat ion key pair, and submit s  t he  
public  key t o  t he  CA for ce rt ificat ion us ing  PKIX-CMP prot ocol. Upon rece ip t  of a  
valid  ce rt ificat e  reques t  from t he  Subscribe r ove r t he  PKIX-CMP se ss ion, t he  
GPO-PCA aut omat ically gene rat e s  an encrypt ion key pair and is sue s  a  s ignat ure  
ve rificat ion public  key ce rt ificat e  and an encrypt ion public  key ce rt ificat e  for 
t hat  Subscribe r, and t his  informat ion is  passed back t o  t he  Subscribe r via  t he  
PKIX-CMP se ss ion..  The  Subscribe r ce rt ificat e s  and t he  decrypt ion privat e  key, 
as  we ll as  t he  GPO-PCA’s  ve rificat ion ce rt ificat e  , are  provided t o  t he  Subscribe r 
by t he  GPO-PCA us ing  t he  PKIX-CMP prot ocol t o  provide  bot h int egrit y and 
privacy, which also  includes  a  specific  message  via  t he  use r int e rface  t o  t he  
Subscribe r indicat ing  success  or fa ilure  of ce rt ificat e  is suance .  
 
For ce rt ificat e s  is sued t o  subscribe rs  on hardware  t okens  (smart cards , for 
example ) , an aut horized PKI RA will is sue  t he  t oken t o  t he  subscribe r. The  t oken 
will be  used along  wit h t he  Ent rus t  PKI COTS soft ware , t o  int e rac t  wit h t he  CA 
us ing  t he  PKIX-CMP prot ocol.  The  crypt ographic  parame t e rs  of t he  Ent rus t  
COTS soft ware  PKIX-CMP prot ocol are  used. The  t oken is  creat ed  wit h t he  use r 
pre sent  by t he  RA, t hen t he  use r se t s  t he  password for t he  t oken, and t he  
Subscribe r t hen t akes  t he  t oken away at  t he  success ful conclus ion of t he  
ce rt ificat e  reg is t ra t ion and is suance  process . The  Ent rus t  PKI COTS soft ware , 
which int e rface s  t o  t he  smart card  via  s t andard  PCKS # 1 1  int e rface  and t o  t he  
CA via  t he  s t andard  Ent rus t  COTS PKIX-CMP prot ocol, is  used by t he  RA in orde r 
t o  accomplish t he  key gene rat ion and ce rt ificat e  is suance  process . The  
Subscribe r’s  ve rificat ion public / privat e  key pair is  gene rat ed  by t he  smart card  
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and t he  public  key is  submit t ed  t o  t he  CA, via  t he  PKIX-CMP se ss ion be t ween 
t he  Ent rus t  soft ware  on t he  RA works t at ion. Upon rece ip t  of a  valid  ce rt ificat e  
reques t  ove r t he  PKIX-CMP se ss ion, t he  GPO-PCA aut omat ically gene rat e s  an 
encrypt ion key pair and is sues  a  s ignat ure  ve rificat ion public  key ce rt ificat e  and 
an encrypt ion public  key ce rt ificat e  for t hat  Subscribe r, and t his  informat ion is  
passed back t o  t he  t oken via  t he  PKIX-CMP se ss ion. The  2  ce rt ificat e s  are  
loaded int o  t he  t oken, us ing  t he  Ent rus t  PKI COTS soft ware , and t he  t oken is  
ult imat e ly handed t o  t he  Subscribe r by t he  RA at  t he  success ful conclus ion of 
t he  ce rt ificat e  is suance  and reg is t ra t ion process .   The  OA s t aff, in t he  form of 
t he  RA,  shall s ecure ly maint ain t he  s t ock of hardware  t okens  prior t o  is suance . 
The  t oken se ria l number of any t oken is sued t o  a  subscribe r shall be  recorded 
on t he  ce rt ificat e  reg is t ra t ion pape rwork. Tokens  may be  re -used for o t he r 
subscribe rs  once  t he  key des t ruct ion process , us ing  t he  vendor supplied  
init ia lizat ion and key ze roizat ion soft ware , has  been implement ed  by an 
aut horized RA . Tokens  as sociat ed  wit h a  key compromise  event  are  not  t o  be  
re -used. The  Ce rt ificat e  Revocat ion Reques t   Form has  a  check box t o  indicat e  
t o  t he  RA t hat  t he  reason for Revocat ion is  Key Compromise  and also  has  t he  
Se rial Number of t he  t oken involved, if a  t oken applie s . In t he  event  of key 
compromise , t he  t oken (smart card)  is  firs t  ze riozed us ing  t he  vendor 
ze roizat ion soft ware  ut ilit y, and t hen t he  RA is  t o  phys ically de s t roy t he  t oken 
by cut t ing  it  int o  a t  le as t  3  d is t inct  p iece s . 

4.3.1 CA Actions During Certificate Issuance 
 
The  CA does  not  s ign t he  ce rt ificat e  unt il a ll ident ify ve rificat ion and 
aut hent icat ion procedure s  de scribed in t his  CPS are  comple t ed . This  is  ensured 
based on t he  procedure  t hat  is  required  by t his  CPS.  

4.3.2 Notification to Subscriber by the CA of Issuance of Certificate 
 
The  CA not ifie s  t he  Subscribe r of t he  is suance  of t he  ce rt ificat e  via  t he  
aut omat ed e lec t ronic  communicat ion t hat  occurs  be t ween t he  CA and t he  
Subscribe r’s  c lient  soft ware  (us ing  PKIX-CMP prot ocol as  implement ed by t he  
Ent rus t  COTS soft ware  t hat  t he  GPO-PCA use s ) . The  Subscribe r is  not ified  
explic it ly by t he  messages  d isplayed on t he  comput e r screen by t he  Subscribe r 
PKI c lient  soft ware  of t he  ce rt ificat e  is suance . 
 

4.3.3 GPO-PCA Subscribers Filling Trusted Roles 
The  Trus t ed  Role  Subscribe r use s  t he  RA works t at ion t o  ent e r t he  re fe rence  
number and aut horizat ion code  provided during  ce rt ificat e  applicat ion t o  
comple t e  t he  privat e  key gene rat ion and ce rt ificat e  is suance  process . 
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4.3.4 All Other Human Subscribers 
The  Subscribe r use s  t he  re fe rence  number and aut horizat ion code  t o  comple t e  
t he  ce rt ificat e  is suance . 

4.3.5 Component and Server Subscribers 
Upon t he  comple t ion of t he  ce rt ificat e  applicat ion, t he  human sponsor for t he  
component  or se rve r Subscribe r mus t  gene rat e  t he  ce rt ificat e  reques t  
according  t o  t he  component  or se rve r manufact ure r’s  d irec t ions . 
The  human sponsor t hen submit s  t he  ce rt ificat e  reques t  t o  t he  appropriat e  CA 
int e rface  ( i.e . Enrollment  Se rve r for VPN, Enrollment  Se rve r for Web, e t c .)  and 
aut hent icat e s  t he  reques t  wit h t he  re fe rence  number and aut horizat ion code  
provided during  ce rt ificat e  applicat ion. 
The  CA int e rface  t hen comple t e s  t he  ce rt ificat e  is suance  process . 
In some  case s , PKIX-CMP may be  supplement ed by t he  use  of o t he r procedure s  
such as  Public  Key Crypt o  St andard  1 0  (PKCS # 1 0 ) , or Cisco’s  Simple  
Ce rt ificat e  Enrollment  Prot ocol (SCEP). 

4.3.6 Delivery of Subscriber’s Private Key to Subscriber 
Subscribe rs  gene rat e  t he ir own privat e  s ignat ure  key, and as  such, t he re  is  no  
need for de live ry of t he  privat e  s ignat ure  key. The  Ent rus t  COTS PKI soft ware , 
which mee t s  FIPS 1 4 0  crypt ographic  module  requirement s , shall a lways  be  used 
by Subscribe rs  t hat  will have  soft ware  ce rt ificat e s . Subscribe rs  t hat  will have  
hardware  gene rat ed  and s t ored  privat e  s ignat ure  keys  shall a lways  use  a  FIPS 
1 4 0  Securit y Leve l 2  (or great e r)  hardware  t oken for t his . RA Adminis t ra t ors  
are  re spons ib le  for ensuing  t hat  t he  s t ock of hardware  t okens  for Subscribe rs  
are  locked up and cont ro lled  from unaut horized  acce ss  unt il t he  Subscribe r is  
is sued t he  t oken, during  in-pe rson ident it y proofing  and ce rt ificat e  is suance . 
Subscribe r’s  privat e  decrypt ion keys  shall a lways  be   de live red  t o  t he  Subscribe r 
from t he  GPO-PCA us ing  t he  t he  Ent rus t  COTS PKI CA and c lient  PKI soft ware , 
which always  use s  PKIX-CMP prot ocol t o  provide  bot h int egrit y and privacy for 
t he  de live ry process . The  PKIX-CMP prot ocol as  implement ed by t he  Ent rus t  
COTS CA  soft ware  provides  for symmet ric  and asymmet ric  keys  t hat  are  as  
s t rong  or s t onge r t han t he  Subscribe r’s  privat e  decrypt ion key t hat  is  be ing  
communicat ed .  

4.3.7 CA Public Key Delivery and Use 
The  GPO-PCA’s  ve rificat ion ce rt ificat e  is  provided t o  a ll Subscribe rs  a t  t he  t ime  
of in-pe rson ident it y proofing  (pe r sec t ion 3 .1 .9  above )  by t he  RA handing  t he  
Subscribe r t he  ce rt ificat e  on a  CD.  The  CA Public  Key finge rprint  value  is  a lso  
published on a  web s it e  cont ro lled  by t he  GPO PKI 
(ht t p :/ / www.gpo.gov/ projec t s / pki.ht m) as  a  me t hod for re lying  part ie s  t o  
ve rify t hey have  t he  prope r GPO-PCA public  key. 
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Re lying  Part ie s  mus t  a lso  be  grant ed  access  t o  t he  GPO-PCA’s  ve rificat ion 
ce rt ificat e ,  in orde r t o  e s t ablish and ve rify ce rt ificat ion t rus t  pat hs .  In orde r t o  
d is t ribut e  t he  GPO-PCA ve rificat ion ce rt ificat e , t he  GPO-PCA publishe s  it s  
ve rificat ion ce rt ificat e  in t he  GPO PKI Repos it ory. 

4.4 CERTIFICATE ACCEPTANCE 
All Subscribe rs  submit  a  s igned PKI Subscribe r Agreement , which includes  a  
Regis t ra t ion Form and t he  Subscribe r Obligat ions .  The  Subscribe r’s  s ignat ure  on 
t he  PKI Subscribe r Agreement  will be  deemed as  t he  accept ance  of t he  
ce rt ificat e  and accept ance  of t he  obligat ions  and re spons ib ilit ie s  as  de fined in 
t he  Subscribe r Agreement . 
The  success ful comple t ion of t he  Ce rt ificat e  Is suance  process  cons t it ut e s  t he  
t e chnical accept ance  of t he  ce rt ificat e s . 
 

4.4.1 Conducting Constituting Certificate Acceptance 
 
The  Subscribe r accept s  t he  ce rt ificat e  by cont inuing  wit h t he  ac t ions  us ing  t he  
Subscribe r c lient  PKI soft ware  (Ent rus t  COTS soft ware )  for ce rt ificat e  is suance . 
The  Subscribe r mus t  not ify t he  GPO-PCA in writ ing  (email is  accept able )  if t he  
Subscribe r does  not  accept  for some  reason t he  ce rt ificat e , and mus t  s t a t e  t he  
reason. 
 

4.4.2 Publication of the Certificate by the CA 
 
The  GPO-PCA publishe s  t he  ce rt ificat e  int o  t he  GPO-PCA Direct ory sys t em as  
soon as  t he  ce rt ificat e  is suance  is  comple t ed  in conce rt  wit h t he  Subscribe r. 
 

4.4.3 Notification of Certificate Issuance by the CA to Other Entities 
 
Publicat ion of t he  ce rt ificat e  int o  t he  GPO-PCA direc t ory and t he  availabilit y of 
t he  ce rt ificat e  in t hat  d irec t ory cons t it ut e s  not ificat ion t o  o t he r ent it ie s  t hat  
t he  Subscribe r’s  ce rt ificat e  exis t s  and has  been is sued. 
 

4.5 KEY PAIR AND CERTIFICATE USAGE 
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4.5.1 Subscriber Private Key and Certificate Usage 
 

The  int ended scope  of usage  for t he  privat e  key and as sociat ed  ce rt ificat e  
for ce rt ificat e s  is sued by t he  GPO-PCA is  specified  t hrough t he  use  of 
ce rt ificat e  ext ens ion fie lds , inc luding  t he  key usage  and ext ended key usage  
ext ens ion cont ained in is sued ce rt ificat e s . 
  

4.5.2 Relying Party Public Key and Certificate Usage 
 

Ce rt ificat e s  is sued by t he  GPO-PCA make  use  of ce rt a in crit ical ext ens ions , 
inc luding  key usage  and bas ic  cons t ra int s , in accordance  wit h fede ral PKI 
Common Policy and GPO CP requirement s , which re lying  part ie s  are  
recommended t o  process  and make  use  of in de t e rmining  appropria t e  re lying  
part y use  of GPO-PCA is sued ce rt ificat e s . In addit ion, t he  GPO-PCA shall 
make  available  via  t he  CRL and CSS se rvice  t he  s t a t us  of ce rt ificat e s  t o  
re lying  part ie s  (wit h t he  except ion of OCSP Se rve r ce rt ificat e s  which are  
pe rmit t ed  t o  use  t he  id-pkix-ocsp-nocheck ext ens ion) , which re lying  part ie s  
are  recommended t o  use  in de t e rmining  how t o  make  use  of any GPO-PCA 
is sued ce rt ificat e .  

 

4.6 CERTIFICATE RENEWAL 
The  GPO-PCA does  not  support  ce rt ificat e  renewal.  If a  Subscribe r require s  
ce rt ificat e  renewal for any reason, t he  Subscribe r will require  a  ce rt ificat e  re -
key. 
 

4.6.1 Circumstances for Certificate Renewal 
 
No s t ipulat ion, s ince  t he  GPO-PCA does  not  support  ce rt ificat e  renewal. 
 

4.6.2 Who May Request Renewal 
 
No s t ipulat ion, s ince  t he  GPO-PCA does  not  support  ce rt ificat e  renewal. 
 

4.6.3 Processing Certificate Renewal Requests 
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No s t ipulat ion, s ince  t he  GPO-PCA does  not  support  ce rt ificat e  renewal. 
 

4.6.4 Notification of New Certificate Issuance to Subscriber 
 
No s t ipulat ion, s ince  t he  GPO-PCA does  not  support  ce rt ificat e  renewal. 
 

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate 
 
No s t ipulat ion, s ince  t he  GPO-PCA does  not  support  ce rt ificat e  renewal. 
 

4.6.6 Publication of the Renewal Certificate by the CA 
 
No s t ipulat ion, s ince  t he  GPO-PCA does  not  support  ce rt ificat e  renewal. 
 

4.6.7 Notification of Certificate Issuance by the CA to Other Entities 
 
No s t ipulat ion, s ince  t he  GPO-PCA does  not  support  ce rt ificat e  renewal. 
 

4.7 CERTIFICATE RE-KEY 
The  GPO-PCA Subscribe r keys  are  se t up t o  be  aut omat ically re -keyed prior t o  
expirat ion of t he  current  key pair, based on posse ss ion of t he  non-expired  
privat e  key.  PKIX-CMP prot ec t ed  messages  invoked by t he  GPO-PCA applicat ion 
updat e  t he  Subscribe r’s  keys  t ransparent ly. 
Re -aut hent icat ion of t he  Subscribe r’s  ident it y via  in-pe rson ident ify proofing , as  
de fined in Sect ion 3 .2 .3  of t his  CPS will be  repeat ed  wit hin nine  (9 )  years  from 
t he  init ia l ident it y proofing , as  required  by t he  US Fede ral PKI Common Policy . 
Re -key of a  ce rt ificat e  does  not  require  a  change  t o  t he  subject Name  and does  
not  vio lat e  t he  requirement s  for name  uniqueness . 

GPO-PCA Trusted Role Certificate Re-Key 
The  GPO-PCA Trus t ed  Role  keys  are  aut omat ically updat ed  prior t o  expirat ion of 
t he  current  key pairs . If more  t han s ix (6 )  years  have  passed s ince  t he  
subscribe r’s  ident it y was  ve rified  via  in-pe rson proofing  ( t he  procedure s  of 
sec t ion 3 .2 .3  above ) , t hen t he  ce rt ificat e  re -key shall require  t he  same  use r 
ident ificat ion proofing  as  ce rt ificat e  is suance . 
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The  CA shall de t e rmine  when ce rt ificat e  re -key ope rat ions  will exceed t he  s ix (6 )  
year limit at ion and t he re fore  prevent  t he  aut omat ic  re -key and require  t he  
subscribe r t o  pre sent  t hemse lves  in pe rson for ident it y proofing  pe r sect ion 
3 .2 .3  above . The  CA pe rforms  t he  fo llowing  procedure  t o  accomplish t his : 

a . Once  pe r mont h, a  lis t ing  is  aut omat ically creat ed  t hat  lis t s  a ll Subscribe rs  
who will pass  t he  6  year mark wit hin t he  next  3  mont hs . 

b . All Subscribe rs  on t his  lis t  are  sent  an email informing  t hem t hat  t hey 
mus t  pre sent  t hemse lves  for in-pe rson ident it y proofing  prior t o  t he  next  
3  mont hs . 

c . The  lis t ing  also  shows  any Subscribe rs  t hat  are  ac t ive  t hat  have  passed 
t he  6  year mark, and t hus  in t heory could  have  an aut omat ic  re -key 
pe rformed. These  Subscribe rs  have  t he ir ce rt ificat e  revoked by t he  RA, 
and an email is  sent  t o  t he  use r informing  t hem t hat  t he ir ce rt ificat e  has  
been revoked and t hey mus t  pre sent  t hemse lves  for in-pe rson ident it y 
proofing  (pe r sec t ion 3 .1 .9  above )  t o  obt ain anot he r ce rt ificat e  or t o  
have  key recove ry pe rformed.  

 

CA Certificate Re-Key 
CA re -keys  are  manual processe s  and require  a  formal scrip t  t hat  de t ails  t he  
s t eps  t aken.  The  scrip t  mus t  show t hat  t he  required  separat ion of ro le s  was  
obse rved.  The  scrip t  will inc lude  a  not ificat ion process  for a ll CAs , RAs  and 
subscribe rs  t hat  re ly on t he  CA’s  ce rt ificat e  t hat  it  has  been changed.  The  
comple t ed  scrip t  is  re t a ined by t he  OA as  an audit  t ra il of t he  CA re -key 
ope rat ion.  All individuals  part ic ipat ing  during  a  CA re -key are  ident ified  in t he  
scrip t  and mus t  pre sent  a  valid  gove rnment  is sued pic t ure  ID for ve rificat ion of 
ident it y.  All CA re -keys  are  aut hent icat ed  during  t he  re -key process , us ing  t he  
informat ion in t he  ce rt ificat e  reques t  and a  t humbprint  (MD5  Hash)  rece ived 
us ing  a  secure  out -of-band me t hod; t he se  s t eps  are  part  of t he  formal scrip t . 
For cross -ce rt ificat ion re la t ionships , no  aut omat ic  key updat e  process  is  applied .  
If t he  GPO PA de t e rmines  t hat  a  cross -ce rt ificat ion agreement  is  t o  ext end 
beyond t he  orig inal pe riod, a  new cross -ce rt ificat e  is  is sued, prior t o  expirat ion 
of t he  current  one .  Is suance  of new ce rt ificat e  require s  t he  same  ident ificat ion 
and aut hent icat ion process  used for t he  init ia l c ross -ce rt ificat ion.  
 
 

4.7.1 Circumstance for Certificate Re-Key 
 
Example s  of s it uat ions  t hat  require  a  ce rt ificat e  re -key are  hardware  t oken 
failure , los s  or compromise , or is suance  of a  new hardware  t oken. 
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4.7.2 Who May Request Certification of a New Public Key 
 
The  RA may reques t  ce rt ificat ion of a  new public  key for subscribe rs . For device  
ce rt ificat e s , t he  human sponsor may reques t  ce rt ificat ion of a  new public  key. 
 

4.7.3 Processing Certificate Re-keying Requests 
 
When t he  exis t ing , valid  d ig it a l s ignat ure  key cannot  be  used for accomplishing  a  
ce rt ificat e  re -key via  t he  PKIX CMP compliant  process  t hat  t he  Ent rus t  COTS 
soft ware  provides , t hen t he  fo llowing  process ing  shall occur: 
 
4.7.3.1 Recovery of Security Officers 
When a  Securit y Office r (applicant )  needs  ce rt ificat e  recove ry, he / she  mus t  
comple t e  and s ign a  Ce rt ificat e  Recove ry Reques t  Form and pre sent  himse lf or 
he rse lf in pe rson t o  anot he r Securit y Office r.  The  Securit y Office r pe rforming  
t he  recove ry will: 

• Comple t e  ident ificat ion and aut hent icat ion, as  de fined in Sect ion 3 .2 .3  
• Se t up t he  applicant  for ce rt ificat e  recove ry 
• Provide  t he  shared  secre t  dat a  t o  t he  applicant  
• Have  t he  applicant  creat e  t he ir profile  
• Sign t he  Ce rt ificat e  Recove ry Reques t  Form indicat ing  t hat  t hey 

wit ne ssed t he  applicant  pe rforming  ce rt ificat e  recove ry 
The  Ce rt ificat e  Recove ry Reques t  Form will be  s t ored  by t he  OA and will be  
made  available  during  all compliance  audit s . 
 
4.7.3.2 Recovery of Administrators 
When an Ent rus t  Adminis t ra t or (applicant )  needs  ce rt ificat e  recove ry, he / she  
mus t  comple t e  and s ign a  Ce rt ificat e  Recove ry Reques t  Form and pre sent  
himse lf or he rse lf in pe rson t o  a  Securit y Office r or anot he r Adminis t ra t or for 
recove ry: 

• Comple t e  ident ificat ion and aut hent icat ion, as  de fined in Sect ion 3 .2 .3  
• Se t up t he  applicant  for ce rt ificat e  recove ry 
• Provide  t he  shared  secre t  dat a  t o  t he  applicant  
• Have  t he  applicant  creat e  t he ir profile  
• Sign t he  Ce rt ificat e  Recove ry Reques t  Form indicat ing  t hat  t hey 

wit ne ssed t he  applicant  pe rforming  ce rt ificat e  recove ry 
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The  Ce rt ificat e  Recove ry Reques t  Form will be  s t ored  by t he  OA and will be  
made  available  during  all compliance  audit s . 
 
4.7.3.3 Recovery of Registration Authorities 
An RA recove ry is  comple t ed  by: 

• Comple t e  a  Recove ry Reques t  
• Ident ify and Aut hent icat e  RA t o  be  recove red pe r requirement s  of sec t ion 

3 .2 .3  
• Se t up RA for recove ry 
• Gene rat e  re fe rence  number and aut horizat ion code  
• Have  t he  RA recove r t he ir profile  

Audit able  informat ion on all Ce rt ificat e  Recove ry Reques t s  will be  s t ored  by t he  
OA and will be  made  available  during  all compliance  audit s . 
 
4.7.3.4 Recovery of Subscribers 
A Subscribe r recove ry is  comple t ed  by: 

• Comple t e  a  Recove ry Reques t  
• Ident ify and Aut hent icat e  Subscribe r t o  be  recove red pe r requirement s  of 

sec t ion 3 .2 .3  
• Se t up Subscribe r for recove ry 
• Gene rat e  re fe rence  number and aut horizat ion code  
• Have  t he  Subscribe r recove r t he ir profile  

Audit able  informat ion on all Ce rt ificat e  Recove ry Reques t s  will be  s t ored  by t he  
OA and will be  made  available  during  all compliance  audit s . 

4.7.3.4.1 GPO-PCA Subscriber Certificate Re-Key 
The  GPO-PCA Subscribe r keys , inc luding  Device  ce rt ificat e s , are  aut omat ically 
updat ed  prior t o  expirat ion of t he  current  key pairs . If more  t han s ix (6 )  years  
have  passed s ince  t he  subscribe r’s  ident it y was  ve rified  via  in-pe rson proofing  
( t he  procedure s  of sec t ion 3 .2 .3  above ) , t hen t he  ce rt ificat e  re -key shall require  
t he  same  use r ident ificat ion proofing  as  ce rt ificat e  is suance . 
The  CA shall de t e rmine  when ce rt ificat e  re -key ope rat ions  will exceed t he  s ix (6 )  
year limit at ion and t he re fore  prevent  t he  aut omat ic  re -key and require  t he  
subscribe r t o  pre sent  t hemse lves  in pe rson for ident it y proofing  pe r sect ion 
3 .2 .3  above . The  CA pe rforms  t he  fo llowing  procedure  t o  accomplish t his : 

d . Once  pe r mont h, a  lis t ing  is  aut omat ically creat ed  t hat  lis t s  a ll Subscribe rs  
who will pass  t he  6  year mark wit hin t he  next  3  mont hs . 
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e . All Subscribe rs  (Sponsors  for Device  ce rt ificat e s )  on t his  lis t  are  sent  an 
email informing  t hem t hat  t hey mus t  pre sent  t hemse lves  for in-pe rson 
ident it y proofing  prior t o  t he  next  3  mont hs . 

The  lis t ing  also  shows  any Subscribe rs  t hat  are  ac t ive  t hat  have  passed t he  6  
year mark, and t hus  in t heory could  have  an aut omat ic  re -key pe rformed. These  
Subscribe rs  have  t he ir ce rt ificat e  revoked by t he  RA, and an email is  s ent  t o  t he  
use r ( t he  sponsor for a  Device  ce rt ificat e0  informing  t hem t hat  t he ir ce rt ificat e  
has  been revoked and t hey mus t  pre sent  t hemse lves  for in-pe rson ident it y 
proofing  (pe r sec t ion 3 .1 .9  above )  t o  obt ain anot he r ce rt ificat e  or t o  have  key 
recove ry pe rformed.  
 

4.7.4 Notification of New Certificate Issuance to Subscriber 
 
The  Subscribe r is  not ified  of t he  new ce rt ificat e  is suance  by t he  messages  
d isplayed t o  t he  Subscribe r while  t he  Subscribe r use s  t he  c lient  PKI soft ware  
(Ent rus t  COTS soft ware )  for ce rt ificat e  re -key. The  Subscribe r mus t  not ify t he  
GPO-PCA in writ ing  (email is  accept able )  if t he  Subscribe r does  not  accept  for 
some  reason t he  ce rt ificat e , and mus t  s t a t e  t he  reason. 
 

4.7.5 Conduct Constituting Acceptance of a Re-Keyed Certificate 
 
The  Subscribe r accept s  t he  ce rt ificat e  by cont inuing  wit h t he  ac t ions  us ing  t he  
Subscribe r c lient  PKI soft ware  (Ent rus t  COTS soft ware )  for ce rt ificat e  is suance . 
The  Subscribe r mus t  not ify t he  GPO-PCA in writ ing  (email is  accept able )  if t he  
Subscribe r does  not  accept  for some  reason t he  ce rt ificat e , and mus t  s t a t e  t he  
reason. 
 

4.7.6 Publication of the Re-keyed Certificate by the CA 
 
The  GPO-PCA publishe s  t he  ce rt ificat e  int o  t he  GPO-PCA Direct ory sys t em as  
soon as  t he  ce rt ificat e  re -key is  comple t ed  in conce rt  wit h t he  Subscribe r. 
 
 

4.7.7 Notification of Certificate Issuance by the CA to Other Entities 
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Publicat ion of t he  ce rt ificat e  int o  t he  GPO-PCA direc t ory and t he  availabilit y of 
t he  ce rt ificat e  in t hat  d irec t ory cons t it ut e s  not ificat ion t o  o t he r ent it ie s  t hat  
t he  Subscribe r’s  ce rt ificat e  has  been re -keyed. 
 
 

4.8 CERTIFICATE MODIFICATION 
 
Updat ing  a  ce rt ificat e  means  creat ing  a  new ce rt ificat e  t hat  has  t he  same  or a  
d iffe rent  key and a  d iffe rent  se ria l number, and t hat  it  d iffe rs  in one  or more  
o t he r fie lds , from t he  o ld  ce rt ificat e .  For example , GPO-PCA may choose  t o  
updat e  a  ce rt ificat e  of a  Subscribe r whose  charact e ris t ics  have  changed (e .g ., 
name  change  due  t o  marriage ) . The  o ld  ce rt ificat e  shall a lways  be   revoked, and 
t he re fore  cannot  be   furt he r re -keyed, renewed, or updat ed . 
Furt he r, if an individual’s  name  changes  (e .g ., due  t o  marriage ) , t hen proof of 
t he  name  change  mus t  be  provided t o  t he  RA or o t he r de s ignat ed  agent  in 
orde r for an updat ed  ce rt ificat e  having  t he  new name  t o  be  is sued. The  new 
ce rt ificat e  shall have  a  new public  key for case s  in which an individual’s  name  
changes .  
Finally, when t he  GPO-PCA updat e s  it s  privat e  s ignat ure  key and t hus  gene rat e s  
a  new public  key, t he  GPO-PCA shall not ify a ll t he  fede ral Common Policy CA, 
RAs , and subscribe rs  t hat  re ly on t he  GPO-PCA’s  ce rt ificat e  t hat  it  has  been 
changed.  The  GPO-PCA ce rt ificat e  is  provided t o  subscribe rs  during  init ia l 
subscribe r ce rt ificat e  is suance  by having  t he  RA dis t ribut e  t he  GPO-PCA 
ce rt ificat e  on a  CD. 
 

4.8.1 Circumstances for Certificate Modification 
 
The  GPO-PCA may pe rform a ce rt ificat e  modificat ion if t he  subscribe r’s  
charact e ris t ics  change  ( for example , name  change  due  t o  marriage ) .  
The  GPO-CA may modify a  GPO CA or CSS (OCSP) ce rt ificat e  whose  
charact e ris t ics  have  changed, for ins t ance , t o  as se rt  a  new policy OID. The  new 
ce rt ificat e  may cont ain t he  same  public  key or a  new public  key.  
 

4.8.2 Who May Request Certificate Modification 
 
Subscribe rs  wit h a  current ly valid  ce rt ificat e  may reques t  a  ce rt ificat e  
modificat ion, by sending  a  d ig it a lly s igned message . RA’s  may reques t  a  
ce rt ificat e  modificat ion on behalf of a  subscribe r, in t he  case  in which an offic ia l 
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agency record  indicat e s  t hat  a  name  change  or o t he r modificat ion event  
warrant s  t his . For device  ce rt ificat e s , t he  human sponsor of t he  device  may 
reques t  ce rt ificat e  modificat ion.  
 

4.8.3 Processing Certificate Modification Requests 
 
If t he  subscribe r’s  charact e ris t ics  have  changed (such as  a  name  change ) , t hen 
offic ia l proof of t he  name  change  shall be  ve rified  by t he  RA. This  can be  
accomplished via  checking  offic ia l agency records . 
 

4.8.4 Notification of New Certificate Issuance to Subscriber 
 
The  Subscribe r is  not ified  of t he  new ce rt ificat e  is suance  by t he  messages  
d isplayed t o  t he  Subscribe r while  t he  Subscribe r use s  t he  c lient  PKI soft ware  
(Ent rus t  COTS soft ware )  for ce rt ificat e  modificat ion. The  Subscribe r mus t  not ify 
t he  GPO-PCA in writ ing  (email is  accept able )  if t he  Subscribe r does  not  accept  
for some  reason t he  ce rt ificat e , and mus t  s t a t e  t he  reason 
 

4.8.5 Conduct Constituting Acceptance of Modified Certificate 
 
The  Subscribe r accept s  t he  modified  ce rt ificat e  by cont inuing  wit h t he  ac t ions  
us ing  t he  Subscribe r c lient  PKI soft ware  (Ent rus t  COTS soft ware )  for ce rt ificat e  
is suance . The  Subscribe r mus t  not ify t he  GPO-PCA in writ ing  (email is  
accept able )  if t he  Subscribe r does  not  accept  for some  reason t he  ce rt ificat e , 
and mus t  s t a t e  t he  reason. 
 

4.8.6 Publication of the Modified Certificate by the CA 
 
The  GPO-PCA shall publish a ll modified  ce rt ificat e s  int o  t he  GPO-PCA direc t ory 
as  specified  above  in sect ion 2 .2  of t his  CPS. 
 

4.8.7 Notification of Certificate Issuance by the CA to Other Entities 
 
Publicat ion of t he  modified  ce rt ificat e  in t he  online , public ly access ib le  GPO-PCA 
direc t ory shall cons t it ut e  not ificat ion of ce rt ificat e  is suance  t o  o t he r ent it ie s , 
such as  re lying  part ie s . 
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4.9 CERTIFICATE SUSPENSION AND REVOCATION 
The  GPO-PCA does  not  support  suspens ion, and as  such, t he  fo llowing  sub-
sect ions  pe rt a in s t ric t ly t o  ce rt ificat e  revocat ion.  

4.9.1 Circumstances for Revocation 
Cert ificat e s  will be  revoked when any of t he  fo llowing  c ircums t ances  occur: 

• Subscribe r’s  privat e  key is  los t , s t o len, suspect ed  of compromise , or 
compromised 

• Subscribe r is  suspect ed  of fraud or o t he r adve rse  behavior 
• Subscribe r le aves  or is  no  longe r affilia t ed  wit h GPO or t he  sponsoring  

Agency 
• Subscribe r’s  ident ifying  informat ion cont ained in t he  ce rt ificat e  is  no  

longe r valid  
• Subscribe r vio lat e s  t he  Subscribe r Agreement  
• Subscribe r or o t he r aut horized part y asks  for Subscribe r' s  ce rt ificat e  t o  

be  revoked 

4.9.2 Who Can Request Revocation 
The  GPO PA or GPO-PCA OA can reques t  revocat ion of any Subscribe r ce rt ificat e  
is sued by t he  GPO-PCA. A writ t en not ice  and brie f explanat ion shall 
subsequent ly be  provided t o  t he  affec t ed  Subscribe r. 
RAs  can reques t  revocat ion of a  Subscribe r’s  ce rt ificat e .  A Subscribe r can 
always  reques t  revocat ion of a  ce rt ificat e  in which t hey are  lis t ed  as  t he  
ce rt ificat e  subject . A Subscribe r’s  aut horized Agency management  offic ia l may 
reques t  revocat ion. 

4.9.3 Procedure for Revocation Request 
When any of t he  c ircums t ances  for ce rt ificat e  revocat ion occur, t he  OA rece ive s  
t he  revocat ion reques t  and mus t  process  t he  reques t  wit hin t he  pe riod specified  
in t he  US Fede ral PKI Common Policy. 
The  all revocat ion reques t s  will review t o  ensure  t hey are  leg it imat e  and will 
t hen revoke  t he  ce rt ificat e , as  fo llows : 

• Aut hent icat e  t he  pe rson reques t ing  revocat ion 
• Verify t he  pe rson reques t ing  revocat ion is  aut horized t o  reques t  

revocat ion of t he  ce rt ificat e  in ques t ion 
• Aut hent icat e  revocat ion reques t  
• Revoke  t he  ce rt ificat e , specifying  revocat ion reason 
• Ensure  t he  revocat ion reques t  is  kept  by t he  OA 
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For GPO-PCA Subscribe rs  us ing  hardware  t okens , t he  hardware  t oken will be  
surrende red t o  t he  GPO-PCA OA and t he  GPO-PCA OA will ze roize  t he  t oken 
us ing  t he  t oken vendor provided ut ilit y. 
4.9.3.1 Revocation 
Revocat ion reques t s  shall be  processed and t he  CRL updat ed  prior t o  t he  next  
CRL is suance , unle ss  t he  revocat ion reques t  is  re ce ived wit hin 2  hours  of t he  
next  regularly scheduled  CRL is suance . In t hat  event  ( t hat  t he  revocat ion 
reques t  is  re ce ived wit hin 2  hours  of t he  next  regularly scheduled  CRL is suance ) , 
t he  revocat ion shall be  processed by t he  fo llowing  CRL is suance . Ce rt ificat e  
revocat io in t akes  e ffec t  upon t he  publicat ion of t he  CRL ( ident ifying  t he  reason 
for t he  revocat ion, which may include  los s , compromise , or t e rminat ion of 
employment ) .  Informat ion about  a  revoked ce rt ificat e  shall remain on t he  CRL 
even aft e r t he  ce rt ificat e  expire s . 

4.9.4 Revocation Request Grace Period 
 The re  is  no  grace  pe riod. The  GPO-PCA shall revoke  ce rt ificat e s  upon reques t  as  
quickly as  is  pract ical. Revocat ion reques t s  shall be  processed and t he  CRL 
updat ed  prior t o  t he  next  CRL is suance , unle ss  t he  revocat ion reques t  is  
re ce ived wit hin 2  hours  of t he  next  regularly scheduled CRL is suance . In t hat  
event  ( t hat  t he  revocat ion reques t  is  re ce ived wit hin 2  hours  of t he  next  
regularly scheduled CRL is suance ) , t he  revocat ion shall be  processed by t he  
fo llowing  CRL is suance . 

4.9.5 Time within which CA must Process the Revocation Request 
Cert ificat e s  t hat  have  been revoked shall not be  removed from t he  CRL, t hey 
shall remain on t he  CRL even aft e r t he  ce rt ificat e  expire s . CRL’s  shall be  is sued 
by t he  GPO-PCA cove ring  all ce rt ificat e s  t hat  have  been revoked, wit h t he  only 
except ion be ing  for any OCSP Responde r ce rt ificat e s  is sued t hat  inc lude  t he  id-
pkix-ocsp-nocheck ext ens ion. 
 

4.9.6 Revocation Checking Requirements for Relying Parties 
 
Re lying  Part ie s  de t e rmine  what  t he ir revocat ion checking  requirement s  are , 
us ing  t he  applicat ion and bus ine ss  process  risk as  a  fac t or in t his  de t e rminat ion. 
 

4.9.7 Revocation List Issuance Frequency  
 
The  GPO-PCA se rve r shall is sue  CRLs  at  le as t  once  eve ry 2 0  days . CRL’s  are  
published t o  t he  repos it orie s  immediat e ly upon gene rat ion. The  next Updat e  t ime  
in t he  CRL shall be  no longe r t han 1 0  days . The  Ent rus t  COTS CA soft ware  
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a llows  t his  3 0  day maximum CRL life t ime  t o  be  enforced. Addit ional CRLs  will be  
is sued and published t o  t he  d irec t ory upon ce rt ificat e  revocat ion. 
 
 
4.9.7.1 CRL Checking Requirements 
Each ce rt ificat e  is sued by t he  GPO-PCA includes  t he  full DN of t he  CRL 
Dis t ribut ion Point  t o  be  checked during  t he  ve rificat ion of t he  ce rt ificat e .  
Re lying  part ie s , when working  in an online  mode , shall check t he  current  CRL, 
ident ified  by t he  DN in t he  ce rt ificat e ' s  cRLDis t ribut ionPoint s  ext ens ion fie ld , 
a long  wit h any o t he r CRLs  required  in ce rt ificat e  chain process ing  prior t o  
t rus t ing  t he  ce rt ificat e . Re lying  part ie s  t hat  use  dat ed  or out -of-dat e  CRL’s  
should  not  p lace  as  much t rus t  in t he  ce rt ificat e s  pre sent ed  as  when a  current , 
valid  CRL is  checked. In orde r t o  have  full t rus t  in t he  ce rt ificat e s  be ing  checked, 
a  current , valid  CRL should  be  checked.  If a  dat ed  (not  current )  or out -of-dat e  
CRL is  t he  only CRL checked, t hen t his  addit ional risk is  borne  by t he  Re lying  
Part y. 
When working  in an offline  mode , re lying  part ie s  may not  able  t o  pe rform full 
CRL checking .  When re lying  part ie s  do  not  pe rform CRL checking , t hey accept  
t he  ce rt ificat e s  a t  t he ir own risk. 

 

4.9.8 Maximum Latency for CRLs 
CRL’s  are  published as  soon as  t hey are  gene rat ed . The re  is  no  la t ency int ended 
be t ween CRL gene rat ion and publicat ion int o  t he  online  GPO-PCA Direct ory 
sys t em. Each CRL is  published wit h t he  next Updat e  t ime  specified  in t he  
previous  CRL for t he  same  scope . The  Ent rus t  COTS CA soft ware  allows  t his  
limit  t o  be  enforced. 

4.9.9 On-line Revocation/Status Checking Availability 
 
The  GPO-PCA support s  online  s t a t us  checking  via  OCSP in accordance  wit h t he  
IETF RFC 2 5 6 0  s t andard . This  is  made  available  t o  support  fede ral PKI Common 
Policy requirement s  for ce rt ificat e s  is sued wit h t he  id-fpki-common-
aut hent icat ion and id-fpki-common-cardAut h OID’s . St at us  informat ion is  made  
available  via  t his  OCSP mechanism wit hin 1 8  hours  of ce rt ificat e  revocat ion.  

4.9.10 On-Line Revocation Checking Requirements 
The  GPO-PCA does  support  on-line  revocat ion/ s t a t us  checking  us ing  t he  OCSP 
prot ocol. Ce rt ificat e  s t a t us  checking  via  t he  OCSP prot ocol can be  pe rformed 
for a ll OID t ypes  t hat  are  support ed  by t he  GPO-PCA..  
OCSP dat a  is  updat ed  eve ry 3 0  minut e s  by t he  CA. The  OCSP dat a  available  t o  
re lying  part ie s  is  synchronized wit h t he  CA CRL eve ry 3 0  minut e s . The re fore , 
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any ce rt ificat e  revocat ion is  available  t o  re lying  part ie s  wit hin 3 0  minut e s  of 
p lacement  on t he  CRL. 
A ve rificat ion (s igning)  key is sued by t he  GPO-PCA is  used for t he  purpose  of 
s igning  OCSP re sponse  messages . 
Error messages  in re sponse  t o  ce rt ificat e  s t a t us  reques t s  are  not  s igned, as  
provided for in t he  IETF OCSP s t andard , RFC 2 5 6 0 . 
 

4.9.11 Other Forms of Revocation Checking 
No alt e rnat e  me t hods  of revocat ion adve rt isement s  are  used. 
 

4.9.12 Special Requirements Related to Key Compromise 
CARLs  are  used t o  adve rt ise  CA privat e  key compromise  or los s . 
 

4.9.13 Circumstances for Suspension 
The  GPO-PCA does  not  pe rmit  suspens ion for any t ype  of ce rt ificat e , inc luding  
for CA ce rt ificat e s . 

4.9.14 Who Can Request Suspension 
 
The  GPO-PCA does  not  pe rmit  suspens ion, t he re fore  no  one  can reques t  it .. 
 

4.9.15 Procedure for Suspension Request 
 
The  GPO-PCA does  not  pe rmit  suspens ion, t he re fore  t his  is  no  procedure  for 
t his . 
 

4.9.16 Limits on Suspension Period 
 
No s t ipulat ion. 
 

4.10 CERTIFICATE STATUS SERVICES 
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4.10.1 Operational Characteristics 
 
The  GPO-PCA provides  CSS se rvice  via  an online  OCSP Responde r in accordance  
wit h fede ral PKI Common Policy requirement s  and s t andard  prot ocols . 

4.10.2 Service Availability 
 
The  CSS for t he  GPO-PCA is  available  online  and has  an off-s it e  backup sys t em 
t hat  is  a lso  online  t o  provide  ope rat ional re s iliency and high availabilit y t o  mee t  
a ll fede ral PKI requirement s . 

4.10.3 Optional Features 
 
No s t ipulat ion. 
 

4.11 END OF SUBSCRIPTION 
 
No s t ipulat ion. 
 

4.12 KEY ESCROW AND RECOVERY 
 
 

4.12.1 Key Escrow and Recovery Policy and Practices 
 
CA keys  are  neve r e scrowed. 
 
Signat ure  keys  are  neve r e scrowed. 
 
Subscribe r key management  keys  are  available  for key recove ry us ing  t he  
pract ice s  of t his  CPS.  
  

4.12.2 Session Key Encapsulation and Recovery Policy and Practices 
 
The  GPO-PCA does  not  offe r or pe rform t his  se rvice / funct ion. 
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5.  FACILITY, MANAGEMENT AND OPERATIONAL CONTROLS 

5.1 PHYSICAL CONTROLS  
The  GPO-PCA and Ce rt ificat e  St at us  Se rve r (CSS)  equipment  is  labe led  as  be ing  
for aut horized use  only.  The  GPO-PCA and CSS equipment  are  in a  cont ro lled  
fac ilit y t hat  is  monit ored  2 4  hours  pe r day, 7  days  pe r week, 5 2  weeks  pe r year.  
GPO-PCA and CSS crypt ographic  module s , bot h t hose  ac t ive  and ope rat ional, 
and t hose  s t ored  in securit y cont aine rs  for on-s it e  and off-s it e  backup, are  
prot ect ed  agains t  t he ft , los s , and unaut horized  use  by t he  cont ro ls  specified  in 
sect ion 5 .1 .2  be low. All t he  phys ical cont ro l requirement s  specified  be low apply 
t o  t he  GPO-PCA and any remot e  works t at ions  used t o  adminis t e r t he  CA’s  
except  whe re  specifically not ed  (see  sec t ion 5 .1 .2 .1  be low). 
 

5.1.1 Site Location and Construction 
GPO-PCA and Ce rt ificat e  St at us  Se rve r (CSS) equipment , as  we ll as  remot e  
works t at ions  used t o  adminis t e r t he  CA’s , are  locat ed  in fac ilit ie s  approved by 
GPO as  be ing  appropriat e  for s t oring  sens it ive  mat e ria l.  The  GPO-PCA OA keeps  
a  copy of document at ion approving  t he  GPO-PCA s it e  inc luding  any remot e  
works t at ions  used t o  adminis t e r t he  CA’s , and will provide  t he  document at ion 
for inspect ion during  compliance  audit s . 

5.1.2 Physical Access 
Phys ical access  cont ro ls  and procedure s  are  implement ed t o : 

• Ensure  no unaut horized access  t o  t he  hardware  is  pe rmit t ed  
• Ensure  a ll removable  media  and pape r cont aining  sens it ive  p lain-t ext  

informat ion is  s t ored  in secure  cont aine rs  
• e lect ronically monit or for unaut horized int rus ion at  a ll t imes  
• Ensure  an access  log  is  maint ained and inspect ed  pe riodically 
• Require  via  t e chnical enforcement  t wo-pe rson phys ical acce ss  cont ro l t o  

bot h t he  crypt ographic  module  and comput e r sys t ems  
An int egrat ed  phys ical acce ss  cont ro l and int rus ion de t ec t ion sys t em is  
ope rat ional t o  re s t ric t  acce ss  t o  aut horized pe rsonne l, t o  de t ec t  unaut horized 
acce ss , and t o  provide  for t he  audit  of a ll ent rie s  t o  and exit s  from t he  
cont ro lled  areas .  Sensors  monit or exit  and ent rance  doors . 
The  GPO Phys ical Access  Cont rols  sys t em (Johnson Cont rols  Incorporat ed , or 
JCI, Commercial Off-t he -She lf, COTS, soft ware )  cont ro ls  a ll pe rsonne l acce ss  t o  
t he  GPO PKI room, via  use  of door reade rs  which require s  a  valid  and aut horized 
GPO Employee  ID Badge  t o  be  pre sent ed . The  door reade r reads  t he  magne t ic  
s t ripe  on t he  GPO Employee  ID Badge  and ensure s  t hat  t his  badge  is  aut horized 
t o  ent e r t he  PKI room. Aut horized GPO PKI t rus t ed  ro le  pe rsonne l mus t  have  
t he ir GPO Employee  Badge  ent e red  int o  t he  GPO Phys ical Access  Cont rol Sys t em 
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(Johnson Cont ro ls  COTS soft ware ) , as  d irec t ed  in writ ing  via  pape r le t t e r from 
t he  GPO Ope rat ional Aut horit y t o  t he  Chie f, GPO Securit y Se rvice , by aut horized 
GPO Phys ical Securit y Se rvice s  s t aff.   
Aut horized GPO PKI t rus t ed  ro le  pe rsonne l are  required  t o  badge  int o  and out  of 
t he  PKI Room and t he  PKI cage . Each door require s  2  valid  and aut horized 
part ie s  for t he  door t o  open, bot h going  int o  or out  of t he  door. 
The  Securit y Zone  is  de s ignat ed  as  a  t wo-pe rson zone . The  GPO Phys ical 
Securit y Access  Cont rol Sys t em t echnically enforce s  t he  2  pe rson cont ro ls  for 
phys ical acce ss  t o  t he  PKI room. 
An access  cont ro l policy is  pos t ed  in t he  Ope rat ions  zone  and includes  s ign-in 
shee t s  for vis it ors .  The  policy require s  a ll pe rsons  t o  wear an approved build ing  
pass  and vis it ors  t o  be  e scort ed  at  a ll t imes  wit hin t he se  high securit y zones . 
Ent rance  t o , and exit  from, a ll cont ro lled  areas  is  monit ored by c losed c ircuit  
t e levis ion (CCTV) and a  sys t em is  used t o  record  images  or pe rsons  pass ing  
t hrough t he  area.  The re  is  a  CCTV camera out s ide  t he  PKI Room door 
monit oring  ent ry and exit  from t he  PKI Room. The re  are  t wo (2 )  CCTV cameras  
ins ide  t he  PKI Room, monit oring  t he  ent ry and exit  int o  out  of t he  PKI cage  
which furt he r prot ec t s  phys ical acce ss  t o  t he  PKI comput e r sys t ems , inc luding  
t he  CA sys t em. In addit ion, an appropriat e  camera and t ime -lapse  recorde r will 
re cord  ac t ivit y in t he  securit y zone .  The  camera is  p laced such t hat  pe rsons  in 
t he  room are  recorded, but  such t hat  keys t rokes  t yped on t he  sys t em console  
may not  be  recove red by image  enhancement .  Images / recordings  are  
maint ained for a  minimum of 4 0  days .   
CA and CSS facilit ie s  are  checked by t he  GPO Police  a t  le as t  once  pe r bus ine ss  
day t o  ensure  t hat  t he  phys ical prot ec t ion mechanisms  are  s t ill ope rat ing  and 
ensure  t hat  t he re  is  no  evidence  of any breach of t he  phys ical securit y 
cont ro ls ..  Records  of t he se  checks  ( inc luding  t he  names  of t he  GPO Police  
Office r making  t he  check, a long  wit h a  dat e  and t ime )  are  recorded by t he  GPO 
Phys ical Access  Cont ro l Sys t em (Johnson Cont ro ls  COTS soft ware )  and will be  
provided t o  t he  audit or during  eve ry compliance  audit . 
The  door t o  t he  PKI Room and t he  door t o  t he  PKI cage  are  bot h ins t rument ed 
t o  send an e lec t ronic  a larm s ignal t he  GPO Police  Command Cent e r, which is  
manned 2 4  hours  pe r day, 7  days  pe r week, 5 2  weeks  pe r year, in t he  event  
t hat  t he  door is  opened from e it he r t he  out s ide  or t he  ins ide  wit hout  2  valid  
Employee  ID badges  be ing  pre sent ed  for door opening . The  GPO Police  
inves t igat e  a ll a larms  t hat  occur t o  ensure  t hat  no  breach of phys ical securit iy 
t o  t he  PKI Room has  occurred . The  GPO Police  have  ins t ruct ions  t o  cont act  t he  
GPO PKI Ope rat ional Aut horit y (via  ce ll phone )  in t he  event  t hat  an alarm is  
gene rat ed  t o  init ia t e  and conduct  inves t igat ion of t he  cause  and re sponse  t o  
t he  alarm. 
 
Pe rsonne l are  required  t o  badge  bot h going  int o , and coming  out  of t he  PKI 
Room and t he  PKI cage . 2  aut horized badges  mus t  be  pre sent ed  at  t he  reade r 
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for t he  door t o  open, going  in e it he r d irec t ion ( int o  or out  of t he  cont ro lled  
space ) . The  logs  of t he  GPO Phys ical Access  cont ro l sys t em are  reviewed on a  
mont hly bas is  by t he  GPO Ope rat ional Aut horit y and reconciled  agains t  t he  
phys ical ent ry log  (pape r log)  of t he  PKI Room. A GPO PKI Phys ical Access  
Review Form is  filled  out  by t he  GPO Ope rat ional Aut horit y on a  mont hly bas is  
t o  document  t he  re sult s  of t he  review and reconcilement  process .  If any 
incons is t encie s  are  d iscove red in t he  reconcilement  process , t he  GPO 
Ope rat ional Aut horit y document s  t he  re sult s  of t he  inves t igat ion in writ ing . 
The re  are  2  securit y cont aine rs  (safe s  which mee t   GSA securit y cont aine r 
requirement s )  s t ored  ins ide  t he  PKI Room, t o  implement  split  knowledge  (2  
part y )  cont ro ls  in t he  secure  s t orage  of PKI mat e ria ls .  The  firs t  s afe  can be  
acce ssed ONLY by t hose  aut horized  pe rsonne l in t he  PKI Mas t e r Use r t rus t ed  
ro le . The  second safe  can be  accessed ONLY by t hose  aut horized pe rsonne l in 
t he  PKI Securit y Office r t rus t ed  ro le . Each safe  has  a  hard  copy log , which 
document s  a ll ent ry int o  t he  safe , and records  t he  reason t he  safe  was  opened, 
a long  wit h t he  dat e  and t ime  of opening  and t he  t ime  of c los ing  and t he  pe rson 
who opened t he  safe . The  log  is  s t ored  ins ide  of t he  safe . Each safe  a lso  
cont ains  an invent ory lis t  of t he  mat e ria ls  t hat  are  cont ained in t hat  s afe . These  
2  securit y cont aine rs  prot ec t  media  and sens it ive  pape r document s  from 
pot ent ia l damage  due  t o  accident  ( for example , wat e r damage , fire  or 
e lec t romagne t ic  damage ) , as  we ll as  providing  phys ical acce ss  cont ro ls  t o  
prevent  unaut horized access . 
 
Secure  cont aine r (safe )  logs  and invent ory lis t s  are  reviewed and reconciled  on a  
semi-annual bas is  (once  eve ry 6  mont hs ) . The  invent ory reconcilia t ion cons is t s  
of ve rifying  t hat  e ach it em on t he  invent ory lis t  is  account ed for and s t ored  in 
t he  safe . 
 
Only t rus t ed  PKI pe rsonne l are   g iven t he  keys , acce ss  cards , or t he  combinat ion 
numbers  required  t o  access  t he  CA equipment  rooms / zones  (as  not ed  above  
vis it ors  mus t  s ign in and will be  e scort ed  at  a ll t imes ) . 
The  cont ro ls  in t his  sec t ion of t he  CPS are  ope rat ional and provide  t he  cont ro ls  
for prot ec t ing  t he  CA equipment  from unaut horized access  while  t he  
crypt ographic  module  is  ins t a lled  and ac t ivat ed . 
 
5.1.2.1 Physical Access for CA Equipment 
 
The  CA equipment  is  locat ed  in a  secure  PKI fac ilit y (a t  bot h t he  primary s it e  
and off-s it e  backup locat ion)  which provides  ext ens ive  cont ro ls  ove r phys ical 
acce ss  as  de scribed in sec t ion 5 .1 .2 . The  remot e  works t at ions  used t o  
adminis t e r t he  GPO PCA are  a lso  prot ec t ed  via  an ext ens ive  se t  of phys ical 
cont ro ls  t hat  inc lude : a  locked room unde r t he  cont ro l only of t he  aut horized 
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GPO PCA adminis t ra t or pe rsonne l, s ecurit y checks  conduct ed  eve ry bus ine ss  
day by t he  aut horized GPO PCA adminis t ra t or pe rsonne l and dual cont ro l 
enforcement  for PCA access . Securit y checks  are  conduct ed  and logged us ing  
GPO log  books . The re  are  no  securit y cont aine rs  locat ed  out s ide  of t he  GPO PKI 
Room, and t he re fore  t he re  are  no  securit y cont aine rs  in t he  room wit h remot e  
works t at ions  used t o  adminis t e r t he  PCA.  
 
5.1.2.2 Physical Access for Registration Authority Equipment 
Regis t ra t ion Aut horit y equipment  is  prot ect ed  from unaut horized access  while  
t he  crypt ographic  module  is  ins t a lled  via  t he  password required  for a ll RA 
t okens , which are  required  t o  be  FIPS 1 4 0  Leve l 2  compliant  hardware  t okens . 
Only t he  aut horized use r can access  t he  crypt ographic  module  for RA 
ope rat ions , and t he  RA shall ensure  t hat  no  o t he r part y use s  t he  RA equipment  
while  t he  RA is  logged in. The  RA use r shall ensure  t hat  t he  Leve l 2  hardware  
t oken is  cont ro lled  a t  a ll t imes , by having  t he  t oken in t he  RA’s  posse ss ion or in 
a  locked cabine t / de sk. 
 
5.1.2.3 Physical Access for CSS Equipment 
 
The  CSS equipment  is  locat ed  in t he  secure  PKI fac ilit y (a t  bot h t he  primary and 
off-s it e  backup locat ion)  which provides  ext ens ive  cont ro ls  ove r phys ical acce ss  
as  de scribed in sect ion 5 .1 .2 .   
 

5.1.3 Power and Air Conditioning 
All cont ro lled  acce ss  areas  in t he  Securit y Zone  shall be  equipped wit h: 

• An appropriat e ly s ized  unint e rrupt ib le  power supply (UPS) suffic ient  t o  
a llow for t he  sys t ems  t o  comple t e  current  ac t ions  and shut down wit hout  
dat a  los s , and for s ix (6 )  hours  of unint e rrupt ib le  power for t he  d irec t ory 
se rve rs  
• The  UPS shall be  s ized  t o  pe rmit  t he  CA t o  lock out  input , finish any 

pending  act ions  and record  sys t em s t at e  aut omat ically 
•     Heat ing , vent ila t ion, and air condit ioning  appropria t e  for a  commercial 

dat a  process ing  fac ilit yEmergency light ing  
These  environment al cont ro ls  shall conform t o  local s t andards  and shall be  
appropriat e ly secured t o  prevent  unaut horized  acce ss  and/ or t ampe ring  wit h 
t he  equipment . 
No liquid , gas , exhaus t , e t c . p ipe s  shall t rave rse  t he  cont ro lled  space  o t he r t han 
t hose  d irec t ly required  for t he  area’s  HVAC sys t em. 
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5.1.4 Water Exposures 
The  GPO-PCA and CSS equipment  are  ins t a lled  such t hat  it  is  not  in dange r of 
exposure  t o  wat e r.  Sprinkle rs  used for fire  cont ro l have  a  cont ingency plan for 
recove ry should  t he  sprinkle rs  malfunct ion, or cause  wat e r damage  out s ide  of 
t he  fire  area . 

5.1.5 Fire Prevention and Protection 
The  GPO-PCA and CSS secure  fac ilit y is  fully wired  for fire  de t ect ion, a larm and 
suppre ss ion.  Rout ine , frequent  inspect ions  of a ll sys t ems  are  made  t o  as sure  
adequat e  ope rat ion. 

5.1.6 Media Storage 
All media  is  s t ored  away from source s  of heat , and away from obvious  source s  
of wat e r (e .g ., away from wat e r p ipe s )  or o t he r obvious  hazards .  
Elec t romagne t ic  media  ( t apes , d iske t t e s , e t c .)  are  s t ored  away from obvious  
source s  of s t rong  magne t ic  fie lds  (audio  speake rs , monit ors ) .  Archived mat e ria l 
is  s t ored  in a  room or build ing  separat e  from t he  GPO-PCA and CSS equipment  
unt il it  is  t rans fe rred  t o  t he  approve d archive  s t orage  fac ilit y. 

5.1.7 Waste Disposal 
Sens it ive  media  and document at ion t hat  are  no  longe r needed and are  t o  be  
de s t royed shall be  de s t royed in a  process  t hat  rende rs  t he  mat e ria l 
unrecove rable . Pape r document s  are  shredded us ing  a  cross -cut  shredde r t hat  
complie s  wit h NSA/ CSS 0 2 -0 1 . This  shredde r is  locat ed  in t he  GPO Informat ion 
Securit y office . Dig it a l informat ion on dig it a l media  t hat  is  t o  be  d isposed of is  
firs t  s anit ized  us ing  t he  Ent rus t  TrueDe le t e  COTS soft ware , which complie s  wit h 
DoD and FIPS s t andards  for informat ion c leaning/ sanit izat ion. Dig it a l media  t hat  
is  t o  be  de s t royed shall be  de s t royed in accordance  wit h DoD St andard  
5 2 2 0 .2 2 - M.  Hard  d isks  are  t o  be  mechanically de s t royed aft e r a ll informat ion 
is  sanit ized .  Magne t ic  t ape  is  de s t royed by firs t  cut t ing  t he  t ape  int o  at  le as t  4  
p iece s  and t hen running  at  le as t  2  of t he  p iece s  t hrough a  cross -cut  shredde r. 

5.1.8 Off-Site Backup 
Full sys t em backups , suffic ient  t o  recove r from sys t em failure , are  t o  be  
accomplished not  le s s  t han once  pe r week.  A full sys t em backup shall be  s t ored  
at  an off-s it e  locat ion (separat e  from t he  CA and CSS equipment ) , wit h phys ical 
cont ro ls  commensurat e  wit h t he  ope rat ional CA.  
The  off-s it e  backups  are  s t ored  in locked cont aine rs , t hat  have  2  separat e  
padlocks . The se  locked cont aine rs  are  s t ored  off-s it e  us ing  t he  Iron Mount ain 
se rvice . The  off-s it e  fac ilit y is  locat ed  sout h of Springfie ld , VA in a  fac ilit y t hat  
is  monit ored  by Iron Mount ain pe rsonne l on a  2 4  hour pe r day, 7  days  pe r week, 
5 2  weeks  pe r year bas is .  The  keys  t o  t he  padlocks  are  cont ro lled  by 2  separat e  
groups  of aut horized PKI t rus t ed  ro le  pe rsonne l only, as  fo llows ; 1 )  The  SABO 
has  posse ss ion of 1  key t o  1  of t he  padlocks ; and 2 )  t he  Securit y Office r ro le  
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has  posse ss ion of t he  key t o  t he  o t he r (second)  padlock for t he  off-s it e  backup 
media cont aine r. These  cont aine rs  a lso  have  t ampe r evident  seals  t o  indicat e  if 
t he  cont aine r has  been opened.  
The  SABO and t he  Securit y Office r shall report  any unaut horized break in t he  
t ampe r evident  seals  t o  t he  GPO Ope rat ional Aut horit y. In t his  event , t he  GPO 
Ope rat ional Aut horit y shall conduct  an inves t igat ion of t he  fac t s  surrounding  
t his  and shall document  t he  re sult s  in writ ing . The re  are  t wo opt ions  for 
document ing  t he  inves t igat ion and it s  re sult s : 1 )  An offic ia l Problem Report  
logged in t he  GPO He lp  Desk Problem Tracking  sys t em; or 2 )  a  writ t en 
memorandum s igned by t he  GPO Ope rat ional Aut horit y. 

5.2 PROCEDURAL CONTROLS  

5.2.1 Trusted Roles 
The  GPO-PCA has  t he  fo llowing  Trus t ed  Role s : 

• OA Sys t em Adminis t ra t or & Backup Operat or 
• OA Office r – Mas t e r Use r 
• OA Office r – Securit y Office r & Direct ory Adminis t ra t or 
• OA Office r – Adminis t ra t or 
• Securit y Compliance  Audit or 

The  fo llowing  t able  ident ifie s  t he  way in which t he  required  fede ral PKI Common 
Policy t rus t ed  ro le s  map t o  t he  GPO-PCA Trus t ed  Role s , and furt he r t o  t he  
Ent rus t  product  ro le s . As  t he  t able  be low shows , t he  GPO-PCA has  furt he r 
subdivided t he  fede ral PKI Office r t rus t ed  ro le  int o  3  d is t inct  GPO Trus t ed  Role s : 
1 )  Mas t e r Use r; 2 )  Securit y Office r & Direct ory Adminis t ra t o r; and 3 )  
Regis t ra t ion Aut horit y Adminis t ra t or.  
 

Common Policy Role GPO Role Entrust Role 

Adm inis t ra t o r OA Sys t e m  Adm inis t ra t o r & Backup  
Ope ra t o r (SABO) N/ A 

Office r OA Office r – Mas t e r Us e r Mas t e r Us e r 

 OA Office r – Se curit y Office r & 
Dire c t o ry Adm inis t ra t o r 

Se curit y Office rs  ( inc lude s  t he  Firs t  Office r)  
& Dire c t o ry Adm inis t ra t o r 

 OA Office r – Re g is t ra t ion Aut horit y 
Adm inis t ra t o r Adm inis t ra t o r 

Audit o r Se curit y Com pliance  Audit o r Audit o r 

 
Each GPO Trus t ed  Role  is  explained in fo llowing  sect ions . 
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5.2.1.1 GPO OA System Administrator & Backup Operator (SABO) 
The  OA Sys t em Adminis t ra t or & Backup Ope rat or (SABO)  ro le  is  re spons ible  
for: 

• ins t a lla t ion, configurat ion, and maint enance  of t he  CA and CSS 
• es t ablishing  and maint aining  CA and CSS sys t em account s  
• configuring  audit  parame t e rs  for t he  CA and CSS 
• configuring  CSS re sponse  profile s  
• support ing  gene rat ion and backup of CA and CSS keys  

The  OA SABO is  a lso  re spons ib le  for pe rforming  backups , duplicat ing  backups , 
secure  s t orage  of backups , and re s t oring  from backups . 

 
GPO-OA SABOs  do not  is sue  ce rt ificat e s  t o  subscribe rs . 
The  OA SABO is  re spons ible  for init ia lly ins t a lling  and configuring  t he  GPO-PCA 
ope rat ing  sys t em and for pe rforming  ongoing  sys t em adminis t ra t ion dut ie s  such 
as  account  management , acce ss  cont ro l management , sys t em configurat ion 
management , dat abase  maint enance , soft ware  upgrades , and compromise  
report ing . 
5.2.1.2 GPO OA Office r – Master User 
There  are  t hree  Ent rus t  Aut horit y Mas t e r Use rs . The ir Ent rus t  Aut horit y Mas t e r 
Use r passwords  are  document ed and s t ored in a  safe  approved by t he  OA.  The  
Mas t e r Use rs  have  aut horit y t o : 

• Configuring  ce rt ificat e  profile s  or t emplat e s  
• Gene rat ing  and backing  up CA keys  
• Maint ain Ent rus t  Aut horit y se rvice s  (cons is t ing  of Adminis t ra t ion Se rvice  

and Key Management  Se rvice )  p lus  t he  Ent rus t  Aut horit y dat abase  
• Recove r t he  Ent rus t  Adminis t ra t ion se rvice , in t he  event  it s  profile  

becomes  damaged 
• Backup, re -encrypt  and re s t ore  from backup as  necessary, t he  Ent rus t  

Manage r dat abase  
5.2.1.3 GPO OA Office r – Security Officer & Directory Administrator 
The  Ent rus t  Securit y Office r creat ed  during  t he  ins t alla t ion of t he  Ent rus t  
Aut horit y is  t he  Firs t  Of f ice r.  The  Firs t  Office r, drawing  from se lec t ed  GPO 
pe rsonne l, c reat e s  addit ional Ent rus t  Securit y Office rs . The  main ro le  of an 
Ent rus t  Securit y Office r is  t o  se t  and adminis t e r t he  GPO-PCA’s  securit y policy 
as  it  applie s  t o  a ll Subscribe rs .  Ent rus t  Securit y Office rs  have  t he  fo llowing  
privileges : 

• Verifying  t he  ident it y of Trus t ed  Role  Subscribe rs  and accuracy of 
informat ion included in ce rt ificat e s  

• Se t  t he  securit y policy for t he  GPO-PCA, and alt e r it  
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• Add, de le t e  and revoke  o t he r Ent rus t  Securit y Office rs , Ent rus t  
Adminis t ra t ors , and Direct ory Adminis t ra t ors  

• Aut horize  sens it ive  ope rat ions , such as  adding  and de le t ing  Securit y 
Office rs  and Adminis t ra t ors  

The  names  of t he  Securit y Office rs  will be  made  available  t o  t he  Compliance  
Audit or during  each compliance  audit . 
The  Securit y Office r & Direct ory Adminis t ra t or is  a lso  re spons ib le  for 
maint aining  t he  ce rt ificat e  repos it ory.   
5.2.1.4 GPO OA Office r – Registration Authority Administrator 
For t he  GPO-PCA, t he  Regis t ra t ion Aut horit y  Adminis t ra t ors  are  re spons ib le  for: 

• Verifying  t he  ident it y of GPO-PCA Subscribe rs  
• Secure ly communicat ing  reques t s  t o  and re sponses  from t he  CA 
• Execut ing  revocat ion reques t s  rece ived from aut horized source s  

The  names  of t he  Regis t ra t ion Aut horit ie s  will be  made  available  t o  t he  
Compliance  Audit or during  each compliance  audit . 
5.2.1.5 GPO Security Compliance Auditor 
The  Securit y Compliance  Audit or ro le  is  re spons ib le  for: 

• reviewing , maint aining , and archiving  audit  logs  
• pe rforming  or ove rsee ing  int e rnal compliance  audit s  t o  ensure  t hat  t he  

GPO SSP CA, as sociat ed  RA’s  and CSS is  ope rat ing  in accordance  wit h it s  
CPS 

 
The  Securit y Compliance  Audit or a lso  known as  t he  Securit y Compliance  Office r 
(SCO) is  re spons ible  for reviewing , but  not  modifying  audit  logs , various  report s , 
Securit y Policy and use r prope rt ie s .  The  Securit y Compliance  Audit or is  
re spons ible  for pe rforming  or ove rsee ing  int e rnal compliance  audit s  t o  ensure  
t hat  CA is  ope rat ing  in accordance  wit h it s  CPS 
The  names  of t he  Securit y Compliance  Audit or(s )  will be  made  available  t o  t he  
Compliance  Audit or during  each compliance  audit . 
 
5.2.1.6 Registration Authorities 
For t he  GPO-PCA, t he  Regis t ra t ion Aut horit ie s  are  re spons ib le  for: 

• Verifying  t he  ident it y of GPO-PCA Subscribe rs  
• Regis t e ring  new subscribe rs  and reques t ing  t he  is suance  of ce rt ificat e s  
• Secure ly communicat ing  reques t s  t o  and re sponses  from t he  CA and 

approving  t he  is suance  of ce rt ificat e s  
• Approving , reques t ing  when appropriat e  and execut ing  revocat ion 

reques t s  rece ived from aut horized source s  
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The  names  of t he  Regis t ra t ion Aut horit ie s  will be  made  available  t o  t he  
Compliance  Audit or during  each compliance  audit . 
A Local Regis t ra t ion Aut horit y (LRA) may ve rify t he  ident it y of Subscribe rs  
during  t he  reg is t ra t ion process .  LRAs  are  individuals  appoint ed  and/ or 
recognized by t he  OA.   
 

5.2.2 Number of Persons Required Per Task 
All Ent rus t  Securit y Office r ope rat ions  need at  le as t  one  Securit y Office r 
aut horizat ion.  Ce rt a in funct ions , such as  ac t ivat ion of t he  CA Privat e  Key, will 
be  prot ect ed  by mult i-pe rson cont ro ls .  The  fo llowing  ope rat ions  need t wo 
aut horizat ions : 

• Gene rat ion of GPO-PCA Signing  Keys  
• Act ivat ion of GPO-PCA Signing  Keys  
• Using  GPO-PCA Signing  Keys  
• Deact ivat ion of GPO-PCA Signing  Keys  
• Backing  up or Duplicat ing  of GPO-PCA Privat e  Signing  Key 
• Phys ical Cont ro l of Backups  of GPO-PCA Signing  Keys  
• Phys ical Access  or Cont ro l of t he  Crypt ographic  Module  
• Phys ical Access  or Cont ro l of t he  GPO-PCA 
• Phys ical Access  or Cont ro l of t he  GPO-PCA Safe s  and/ or Secure  

Cont aine rs  
• Phys ical Access  t o  t he  GPO-PCA Signing  Keys  
• Adding  and de le t ing  Securit y Office rs  
• Se t t ing  de fault  ce rt ificat e  life t imes  
• CA mas t e r key updat e s  
• Recove ry of Adminis t ra t or and Office r account s  
• CA hardware , OS, and applicat ion soft ware  maint enance  

 

5.2.3 Identification and Authentication for Each Role 
Sys t ems  Adminis t ra t ors  do  not  have  access  t o  t he  Securit y Manage r 
Adminis t ra t ion applicat ion. 
Since  GPO int ends  t o  have  t he  GPO-PCA is sue  ce rt ificat e s  as  a  se rvice  t o  o t he r 
Ent it ie s , and allow t hem t o  have  RAs , and LRAs  t hat  adminis t e r t he  ce rt ificat e s  
is sued t o  Ent it y Subscribe rs , t he  RA and LRA privileges  will be  de t e rmined based 
on t he  requirement s  of t his  CPS and t he  agreement  wit h t he  Ent it y. 
The  fo llowing  t able  ident ifie s  t he  GPO Trus t ed  Role s  and t he  privileges  as s igned 
t o  each ro le  wit hin t he  Ent rus t  CA: 
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Privilege Trusted Roles 

 OA Officer 
Master Users 

OA Officer 
Security Officer 

OA Officer 
Registration 

Authority 
Administrator 

Security 
Compliance 

Auditor/Officer 

Default User Policy certificate N/A Security Officer 
Policy 

Administrator Policy Administrator Policy 

Audit Logs     

View own logs  X X X 

View all logs  X X X 

Bulk & Report     

Process bulk files  X X  

Create reports  X X X 

Certificates     

Admin all categories  X X X 

Admin selected categories     

Admin all types  X X X 

Certification Authority     

Stop, Start and Maintain CA 
Services X    

Recover Admin Service X    

Backup and Restore CA 
databases     

View CA certificates  X X X 

Update CA signing keys  X   

Revoke CA keys  X   

View list of imported CAs  X  X 

Import/Export CA public keys  X   

CA Subordinate     

View  X  X 

Add subordinate CAs  X   
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Privilege Trusted Roles 

 OA Officer 
Master Users 

OA Officer 
Security Officer 

OA Officer 
Registration 

Authority 
Administrator 

Security 
Compliance 

Auditor/Officer 

Revoke  X   

Directory     

Bind to Directory  X X  

Change Directory password  X X  

View entries  X X X 

Create, Delete, Modify entries  X X  

User Groups     

View  X X X 

Rename  X   

Create  X   

Delete  X   

Admin all groups  X  X 

Admin any group to which they 
belong   X  

License Information     

View  X X  

Modify  X   

Policy OIDs     

Admin all OIDs  X X X 

Queued Requests     

View queued requests  X X X 

Modify queued requests  X X  

Create queued requests  X   

Delete queued requests  X   

Cancel queued requests  X   
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Privilege Trusted Roles 

 OA Officer 
Master Users 

OA Officer 
Security Officer 

OA Officer 
Registration 

Authority 
Administrator 

Security 
Compliance 

Auditor/Officer 

Cancel request authorization  X   

Approve request authorization  X X  

Roles     

View  X X X 

Modify  X   

Create  X   

Delete  X   

Admin all roles  X  X 

Admin selected roles   X1  

Searchbases     

View  X X X 

Modify  X   

Create  X   

Delete  X   

Admin all searchbases  X X X 

Security Policies     

View security policies  X X X 

Modify security policies  X   

Export certificate specs.  X X X 

Import certificate specs.  X   

Export user templates  X X X 

Import user templates  X   

                                                

1 End-User Roles 
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Privilege Trusted Roles 

 OA Officer 
Master Users 

OA Officer 
Security Officer 

OA Officer 
Registration 

Authority 
Administrator 

Security 
Compliance 

Auditor/Officer 

Force CRLs  X   

View CRLs  X X X 

View user policies  X X X 

Modify user policies  X   

Create user policies  X   

User Templates     

Admin all templates  X X X 

Users     

View  X X X 

Add  X X  

Re-activate  X X  

Deactivate/Remove  X X  

Change DN  X X  

Modify properties  X X  

Revoke certificates  X X  

Update key pairs  X X  

Set for key recovery  X X  

Cancel key recovery  X X  

Modify key update options  X   

View activation codes  X X  

Users – Advanced     

Modify OIDs  X   

Change user’s role  X   

Modify group membership  X X  

Import new users  X   
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Privilege Trusted Roles 

 OA Officer 
Master Users 

OA Officer 
Security Officer 

OA Officer 
Registration 

Authority 
Administrator 

Security 
Compliance 

Auditor/Officer 

Export to another CA  X   

Archive users  X   

View archived users  X  X 

Retrieve archived users  X   

Restore information to Directory  X X  

Perform PKIX requests  X X  

Create user profile  X   

Recover user profile X2 X   

Users – Other     

View attribute certificate  X X  

Modify attribute certificate  X X  

Create attribute certificate  X X X 

Delete attribute certificate  X X  

View registration password  X   

Modify registration password  X X  

Validate registration password  X   

Notify client  X X  

Modify Directory properties  X X  

 

5.2.4 Roles Requiring Separation of Duties 
 
The  GPO PA shall enforce  separat ion of ro le  for sens it ive  PKI funct ions  by 
ass igning  t he  dut ie s  of OA Office r – Mas t e r Use r, OA Office r – Securit y Office r & 
Direct ory Adminis t ra t or, OA Office r – Adminis t ra t or, Securit y Compliance  

                                                
2 Master Users can setup Security Officers for recovery 
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Audit or/ Office r and OA Sys t em Adminis t ra t or & Backup Ope rat or (SABO) t o  
separat e  individuals . No individual shall have  more  t han one  of t he se  ro le s . 
In addit ion, t he re  is  s eparat ion be t ween pe rsonne l t hat  creat e  polic ie s , 
implement  polic ie s , pe rform reg is t ra t ion, and pe rform audit s .  To ensure  t hat  no  
one  corrupt  individual may modify t he  ope rat ion of t he  CA, all s ecurit y sens it ive  
funct ions  shall require  aut horizat ion by more  t han one  individual. 
 

5.3 PERSONNEL CONTROLS 

5.3.1 Qualifications, Experience, and Clearance Requirements 
The  pe rsonne l holding  GPO-PCA Trus t ed  Role s  are  se lec t ed  based on loyalt y, 
t rus t wort hine ss , and int egrit y.  All individuals  filling  Trus t ed  Role s  for t he  GPO-
PCA mus t  be  U.S. c it izens . NAC-I background checks  are  conduct ed  t hat  are  
suit ably adjudicat ed  in accordance  wit h fede ral law.  Copie s  of document at ion 
proving  an individual’s  c it izenship  and securit y c learance  s t a t us  ( if applicable ) , 
for GPO-PCA Trus t ed  Role  pe rsonne l, will be  maint ained by t he  OA, and made  
available  during  compliance  audit s . 
In addit ion t o  t he  above , individuals  filling  Trus t ed  Role s  for t he  GPO-PCA will: 

• Have  not  knowingly been previous ly re lieved of t he ir PKI dut ie s  or 
re spons ibilit ie s  for reasons  of negligence  or non-pe rformance  of dut ie s  

• Are  appoint ed  in writ ing  by t he  PA or OA as  appropriat e  
• Have  not  knowingly been denied  a  securit y c learance , or had a  securit y 

c learance  revoked 
• Have  not  been convic t ed  of a  fe lony offense  
• That  c la imed educat ion is  accurat e  ( las t  s chool t hat  is  c la imed at t ended is  

checked)  
• Have  success fully comple t ed  an appropriat e  t ra ining  program 
• Have  demons t rat ed  t he  abilit y t o  pe rform t he ir dut ie s  
• Are  t rus t wort hy 

5.3.2 Background Check Procedures 
Prospect ive  employees  for t he se  Trus t ed  Role s  will be  informed t hat  pe rsonne l 
screening  (e .g ., re fe rences , c redit  checks , criminal re cord  checks , e t c .)  will be  
conduct ed  on any pe rson t hat  is  be ing  cons ide red  for such a  pos it ion. All 
pe rsonne l t hat  fill a  GPO-PCA Trus t ed  Role  shall have  a  NAC-I background check 
conduct ed  t hat  is  suit ably adjudicat ed  in accordance  wit h fede ral law. The  
NAC_ I check goes  back at  le as t  five  (5 )  years . The  background check shall be  
re fre shed eve ry t en (1 0 )  years . 
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An act ive , current  GPO securit y c learance  (Secre t , or Top Secre t  or above )  may 
be  used in lieu of t he  pe rsonne l screening  ident ified  above  t o  e s t ablish t hat  a  
NAC-I background check is  conduct ed  t hat  is  suit ably adjudicat ed  in accordance  
wit h fede ral law, s ince  a  GPO securit y c learance  at  t he  Secre t , Top Secre t  or 
above  leve l require s  a  full s cope  SSBI background inves t igat ion t hat  mee t s  and 
exceeds  t he  NAC-I requirement s , and t o  keep a  GPO securit y c learance  ac t ive  
require s  t hat  it  be  renewed (and anot he r background check conduct ed)  a t  le as t  
eve ry five  (5  )  years . Thus , an ac t ive  GPO securit y c learance  at  t he  Secre t , Top 
Secre t  or above  leve l mee t s  or exceeds  t he  NAC-I background check 
requirement s .  
 
An act ive , current  GPO securit y c learance  may be  used in lieu of t he  pe rsonne l 
screening  ident ified  above  t o  e s t ablish t hat  a  NAC-I background check is  
conduct ed  t hat  is  suit ably adjudicat ed  in accordance  wit h fede ral law. 
If t he  t rus t wort hine ss  of an individual who fills  a  GPO-PCA Trus t ed  Role  is  
ques t ioned while  he  or she  is  on t he  job , t hen t he  pe rson will be  removed from 
t he  sens it ive  pos it ion by t he  GPO Ope rat ional Aut horit y while  t he  problem is  
be ing  inves t igat ed . The  GPO OA shall provide  a  writ t en record  of t he  problem 
report ed  and t he  re sult s  of t he  inves t igat ion. 

5.3.3 Training Requirements 
Training  has  been e s t ablished for e ach individual filling  a  Trus t ed  Role  for t he  
GPO-PCA, including  bot h t he  requirement s  and ope rat ions  of t he  ro le  and t he  
PKI in gene ral.  An employee  t hat  has  been ass igned t o  a  Trus t ed  Role  shall not  
beg in working  in t hat  ro le  unt il t he  pe rson is  t ra ined for t hat  ro le . The  OA is  
re spons ible  for ensuring  t hat  t ra ining  is  accomplished for employees  t hat  se rve  
in Trus t ed  Role s . 
Training  shall inc lude  t he  fo llowing  areas : 

- CA and RA securit y princip le s  and mechanisms  
- PKI soft ware  in use  for t he  CA and RA 
- All PKI dut ie s  t he  pe rson shall pe rform for t he  ro le  t hey are  expect ed  t o  

pe rform 
- Disas t e r recove ry and bus ine ss  cont inuit y 
- Requirement s  of t he  Common Policy and t his  CPS 
 

Records  of t he  t ra ining  t hat  has  been provided shall be  maint ained on s it e  in 
pape r or e lec t ronic  media  (e .g ., a  t ext  document  or a  spreadshe e t )  and shall be  
made  available  t o  t he  audit ors  during  eve ry compliance  audit . 
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5.3.4 Retraining Frequency and Requirements 
Any s ignificant  change  t o  t his  CPS, PKI hardware  or soft ware  will require  
re t ra ining  of affec t ed  pe rsonne l.  The  OA will inform individuals  filling  Trus t ed  
Role s  for t he  GPO-PCA when re t ra ining  is  required , and will provide  any required  
re t ra ining . A writ t en record  of t he  re t ra ining  p lan shall be  creat ed  and 
maint ained by t he  Ope rat ional Aut horit y (OA). 

5.3.5 Job Rotation Frequency and Sequence 
No s t ipulat ion. 

5.3.6 Sanctions for Unauthorized Actions 
Any pe rson t hat  ope rat e s  in vio lat ion of t he  US fede ral PKI Common Policy or 
t he  GPO-PCA CPS or t he  pract ice s  and procedure s  s t a t ed  he re in, whe t he r 
t hrough negligence  or wit h malic ious  int ent , will  have  privileges  revoked and 
may be  subject  t o  adminis t ra t ive  and disc ip linary ac t ion. Violat ions  of t his  CPS 
t hat  are  de t e rmined by t he  GPO Ope rat ional Aut horit y based on a  fac t  based 
inves t igat ion t o  be  due  t o  malic ious  int ent , shall subject  t o  some  form of 
adminis t ra t ive  or d isc ip linary ac t ion, which shall be  document ed in writ ing  by t he  
GPO OA. Repeat ed  or s ignificant  vio lat ion of t his  CPS or t he  Common Policy 
requirement s  shall re sult   in privilege  revocat ion and d isc ip linary ac t ion, which 
shall be  document ed in writ ing  by t he  GPO OA. The  range  of d isc ip linary ac t ions  
available  will inc lude  t e rminat ion.  

5.3.7 Independent Contractor Requirements 
Cont ract or pe rsonne l employed t o  pe rform funct ions  pe rt a ining  t o  t he  GPO-PCA 
shall mee t  applicable  requirement s  se t  fort h in sect ion 5 .3 .1  above . Vendors  
who provide  se rvice s  t o  t he  GPO PKI shall e s t ablish procedure s  t o  ensure  t hat  
any subcont rac t ors  who direc t ly provide  se rvice s  t o  t he  GPO PKI pe rform in 
accordance  wit h t he  requirement s  of sec t ion 5 .3 .1  above . 
 

5.3.8 Documentation Supplied to Personnel 
All CA ope rat ors  are  provided appropriat e  sys t em, applicat ion and crypt ographic  
module  document s  which are  re t a ined at  t he  CA locat ion. 
At  a  minimum, t he  fo llowing  document at ion will be  supplied: 
 

Role Documentation Supplied 

Mas t e r Us e rs  

• Safe ne t  Luna  docum e nt a t ion ( from  ve ndor)  
• Ent rus t  Se curit y Manage r Ope ra t ions  Guide  
• FPKI Com m on Po licy (CP)  
• PA approve d  CPS 
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Sys t e m  Adm inis t ra t o r 

• Windows  2 0 0 0  on-line  docum e nt a t ion (he lp  file s )  
• Ent rus t  Se curit y Manage r Ope ra t ions  Guide  
• FPKI Com m on Po licy (CP)  
• PA approve d  CPS 

Se curit y Office r 

• Windows  2 0 0 0  on-line  docum e nt a t ion (he lp  file s )  
• Ent rus t  Se curit y Manage r Ope ra t ions  Guide  
• Ent rus t  Se curit y Manage r Adm inis t ra t ion Guide  
• Safe ne t  Luna  docum e nt a t ion ( from  ve ndor)  
• FPKI Com m on Po licy (CP)  
• PA approve d  CPS 

Re g is t ra t ion Aut horit y 
• Ent rus t  Se curit y Manage r Adm inis t ra t ion Guide  
• FPKI Com m on Po licy (CP)  
• PA approve d  CPS 

 
 
 

5.4 AUDIT LOGGING PROCEDURES 
All securit y event s  on t he  CA' s  sys t em are  aut omat ically recorded in audit  log  
file s .  Such file s  are  secure ly archived in accordance  wit h t he  requirement s  of 
t he  US fede ral PKI Common Policy and t his  CPS. 
As  specified  in t he  US fede ral PKI Common Policy, t he re  are  o t he r audit able  
event s  t hat  are  not  capt ured in e lec t ronic  audit  logs .  These  event s , such as  
phys ical acce ss  event s , are  manually recorded in pape r logs .  The  GPO-PCA OA 
is  re spons ible  for ensuring  t hat  a ll manual audit  log  event s , as  de fined by t he  
GPO PA and t he  compliance  audit or are  prope rly logged and t he  logs  maint ained 
as  required . 
 

5.4.1 Types of Events Recorded 
 
All s ecurit y audit ing  capabilit ie s  of t he  GPO-PCA ope rat ing  sys t em and CA 
applicat ions  required  by t he  GPO CP and Common Policy Framework shall be  
enabled .  As  a  re sult , mos t  of t he  event s  ident ified  in t he  t able  be low shall be  
aut omat ically recorded.  At  a  minimum, each audit  re cord  shall inc lude  t he  
fo llowing  (e it he r recorded aut omat ically or manually for e ach audit able  event ) : 

• Type  of event  
• Dat e  and t ime  t he  event  occurred 
• Success  or fa ilure  indicat or when execut ing  t he  GPO-CA s igning  process  
• Success  or fa ilure  indicat or when pe rforming  ce rt ificat e  revocat ion 
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• Ident it y of t he  ent it y and/ or ope rat or (of t he  GPO-CA) t hat  caused t he  
event  

• Message  from any source  reques t ing  an ac t ion by t he  GPO-CA is  an 
audit able  event  (message  mus t  inc lude  message  dat e  and t ime , source , 
de s t inat ion and cont ent s )  

 
The  fo llowing  t able  ident ifie s  addit ional audit  event s  t hat  are  recorded: 
 

Auditable Event Method Location 

SECURITY AUDIT 

Any change s  t o  t he  Audit  param e t e rs , e .g ., aud it  
fre que ncy, t ype  o f e ve nt  aud it e d  Manually CP or CPS 

change  cont ro l 

Any a t t e m pt  t o  de le t e  o r m odify t he  Audit  logs  Aut om at ica lly OS logs  

Obt a ining  a  t hird  part y t im e  s t am p Aut om at ica lly CA logs  

IDENTIFICATION AND AUTHENTICATION 

Succe s s ful and  uns ucce s s ful a t t e m pt s  t o  as s um e  a  ro le  Aut om at ica lly CA logs  

Change  in t he  va lue  o f m axim um  aut he nt ica t ion a t t e m pt s   Aut om at ica lly CA logs  

Maxim um  num be r o f uns ucce s s ful aut he nt ica t ion 
a t t e m pt s  during  us e r log in is  e xce e de d  Aut om at ica lly CA logs  

An Adm inis t ra t o r unlocks  an account  t ha t  has  be e n locke d  
as  a  re s ult  o f uns ucce s s ful aut he nt ica t ion a t t e m pt s  Aut om at ica lly CA logs  

An Adm inis t ra t o r change s  t he  t ype  o f aut he nt ica t o r, e .g ., 
from  pas s word  t o  b iom e t rics  Aut om at ica lly CA logs  

KEY GENERATION 

Whe ne ve r t he  CA ge ne ra t e s  a  ke y. (Not  m andat o ry fo r 
s ing le  s e s s ion o r one -t im e  us e  s ym m e t ric  ke ys )  Aut om at ica lly CA logs  

PRIVATE KEY LOAD AND STORAGE 

The  load ing  o f Com pone nt  p riva t e  ke ys  Aut om at ica lly CA logs  

All acce s s  t o  ce rt ifica t e  s ub je c t  p riva t e  ke ys  re t a ine d  
wit hin t he  CA for ke y re cove ry purpos e s  Aut om at ica lly CA logs  

TRUSTED PUBLIC KEY ENTRY, DELETION AND STORAGE 

All change s  t o  t he  t rus t e d  pub lic  ke ys , inc lud ing  add it ions  Aut om at ica lly CA, OS logs 3 

                                                
3 Auditing of changes to trusted public keys can take place in various locations.  These changes will be audited by the server OS 
or CA application (if performed through the CA). 
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Auditable Event Method Location 
and  de le t ions  

SECRET KEY STORAGE   

  
The manual entry of secret keys used for authentication Aut om at ica lly CA logs  

PRIVATE AND SECRET KEY EXPORT 

The  e xport  o f p riva t e  and  s e c re t  ke ys  (ke ys  us e d  fo r a  
s ing le  s e s s ion o r m e s s age  are  e xc lude d)  Aut om at ica lly CA logs  

CERTIFICATE REGISTRATION 

All ce rt ifica t e  re que s t s  Manually RA logs  

CERTIFICATE REVOCATION 

All ce rt ifica t e  re vocat ion re que s t s  Manually RA logs  

CERTIFICATE STATUS CHANGE APPROVAL 

The  approval o r re je c t ion o f a  ce rt ifica t e  s t a t us  change  
re que s t  Manually RA logs  

CA CONFIGURATION 

Any s e curit y-re le vant  change s  t o  t he  configura t ion o f t he  
CA Aut om at ica lly CA logs  

ACCOUNT ADMINISTRATION 

Role s  and  us e rs  a re  adde d  o r de le t e d  Aut om at ica lly CA logs  

The  acce s s  cont ro l p rivile ge s  o f a  us e r account  o r a  ro le  
a re  m odifie d  Aut om at ica lly CA logs  

CERTIFICATE PROFILE MANAGEMENT 

All change s  t o  t he  ce rt ifica t e  p ro file  Aut om at ica lly CA logs  

REVOCATION PROFILE MANAGEMENT  

All change s  t o  t he  re vocat ion p rofile  Aut om at ica lly CA logs  

CERTIFICATE REVOCATION LIST PROFILE MANAGEMENT  

All change s  t o  t he  ce rt ifica t e  re vocat ion lis t  p ro file  Aut om at ica lly CA logs  

LOCAL DATA ENTRY   

All security-relevant data that is entered in the system  Aut om at ica lly CA logs ; OS 
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Auditable Event Method Location 
logs  

REMOTE DATA ENTRY   

All security-relevant messages that are received by the system  Aut om at ica lly CA logs ; OS 
logs  

DATA EXPORT AND OUTPUT   

All successful and unsuccessful requests for confidential and 
security-relevant information Aut om at ica lly CA logs ; OS 

logs  

MISCELLANEOUS 

Ins t a lla t ion o f t he  Ope ra t ing  Sys t e m  Aut om at ica lly OS logs  

Ins t a lla t ion o f t he  CA Aut om at ica lly CA, OS logs  

Ins t a lling  hardware  c ryp t og raphic  m odule s  Aut om at ica lly CA logs  

Re m oving  hardware  c ryp t og raphic  m odule s  Aut om at ica lly CA logs  

De s t ruc t ion o f c ryp t og raphic  m odule s  Aut om at ica lly CA logs  

Sys t e m  St art up  Aut om at ica lly OS logs  

Logon At t e m pt s  t o  CA app lica t ions  Aut om at ica lly CA logs  

Re ce ip t  o f Hardware  /  Soft ware  Manually OA logs  

At t e m pt s  t o  s e t  pas s words  Aut om at ica lly OS logs  

At t e m pt s  t o  m odify pas s words  Aut om at ica lly OS logs  

Backing  up  CA int e rna l da t abas e  Aut om at ica lly CA logs  

Re s t o ring  CA int e rna l da t abas e  Aut om at ica lly CA logs  

File  m anipula t ion (e .g ., c re a t ion, re nam ing , m oving )  Aut om at ica lly OS logs  

Pos t ing  o f any m at e ria l t o  a  re pos it o ry Aut om at ica lly CA, OS and  Dir 
logs  

Acce s s  t o  CA int e rna l da t abas e  Aut om at ica lly CA logs  

All ce rt ifica t e  com prom is e  no t ifica t ion re que s t s  Manually RA logs  

Load ing  t oke ns  wit h ce rt ifica t e s  Aut om at ica lly CA logs  

Shipm e nt  o f Toke ns   Manually RA logs  

Ze ro iz ing  t oke ns  Manually RA logs  

Re -ke y o f t he  CA Aut om at ica lly CA logs  

Configura t ion change s  t o  t he  CA s e rve r invo lving : 

Hardw are  Manually OA logs  

Sof t w are  Manually OA logs  

Ope rat ing  Sy s t e m  Manually OA logs  

Pat che s  Manually OA logs  
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Auditable Event Method Location 

Se curit y  Pro f ile s  Manually OA logs  

Appointment of an individual to a trusted role  Manually OA logs  

Des ignat ion of pe rsonne l for mult ipart y cont ro l Manually OA logs  

PHYSICAL ACCESS /  SITE SECURITY 

Pe rs onne l Acce s s  t o  room  hous ing  CA Manually OA logs  

Acce s s  t o  t he  CA s e rve r Manually OA logs  

Known or s us pe c t e d  vio la t ions  o f phys ica l s e curit y Manually OA logs  

ANOMALIES 

Soft ware  Erro r cond it ions  Aut om at ica lly CA logs  

Soft ware  che ck int e g rit y fa ilure s  Aut om at ica lly CA logs  

Re ce ip t  o f im prope r m e s s age s  Aut om at ica lly CA, OS logs  

Mis rout e d  m e s s age s  Aut om at ica lly OS logs  

Ne t work a t t acks  ( s us pe c t e d  o r confirm e d)  Aut om at ica lly CA, OS logs  

Equipm e nt  fa ilure  Manually OA logs  

Ele c t rica l powe r out age s  Manually OA logs  

Unint e rrup t ib le  Powe r Supp ly (UPS)  fa ilure  Manually OA logs  

Obvious  and  s ignificant  ne t work s e rvice  o r acce s s  fa ilure s  Manually OA logs  

Vio la t ions  o f Ce rt ifica t e  Po licy Manually PA logs  

Vio la t ions  o f Ce rt ifica t ion Prac t ice  St a t e m e nt  Manually OA logs  

Re s e t t ing  Ope ra t ing  Sys t e m  c lock Aut om at ica lly OS logs  

 

5.4.2 Frequency of Processing Log 
Audit  logs  shall be  reviewed at  le as t  once  eve ry week.  All s ignificant  event s  
shall be  explained in an audit  log  summary.  Such reviews  involve  ve rifying  t hat  
t he  log  has  not  been t ampe red wit h, and t hen brie fly inspect ing  all log  ent rie s , 
wit h a  more  t horough inves t igat ion of any ale rt s  or irregularit ie s  in t he  logs .  
Act ions  t aken as  a  re sult  of t he se  reviews  shall be  document ed. 
A s t a t is t ically s ignificant  se t  of securit y audit  dat a  gene rat ed  by t he  GPO-PCA, 
s ince  t he  las t  review, shall be  examined (whe re  t he  confidence  int e rvals  for e ach 
cat egory of securit y audit  dat a  are  de t e rmined by t he  securit y ramificat ions  of 
t he  cat egory and t he  availabilit y of t ools  t o  pe rform such a  review), as  we ll as  a  
reasonable  search for any evidence  of malic ious  ac t ivit y.  For t he  GPO-PCA, at  
le as t  7 0 % of securit y audit  dat a  gene rat ed  by t he  GPO-PCA s ince  t he  las t  
review shall be  examined. 
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A Securit y Compliance  Office r manually reviews  t he  audit  logs  via  t he  Ent rus t  
Securit y Manage r Adminis t ra t ion applicat ion, for policy vio lat ions  or o t he r 
s ignificant  event s  a t  le as t  once  pe r mont h. 
The  audit  logs  are  made  available  during  any compliance  audit s . 

5.4.3 Retention Period for Audit Log 
Audit  logs  shall be  re t a ined ons it e  unt il reviewed, in addit ion t o  be ing  re t ained in 
t he  manne r de scribed be low and archived as  required  in sec t ion 5 .5 .  The  
individual who removes  audit  logs  from t he  GPO-PCA sys t em shall be  an offic ia l 
d iffe rent  from t he  individuals  who, in combinat ion, command t he  GPO-PCA 
s ignat ure  key. 
 
The  audit  log  dat a  is  kept  live  on t he  CA or RA hardware  and archived as  
specified  in t he  US fede ral PKI Common Policy. 
 
The  OA Sys t em Adminis t ra t or & Backup Ope rat or (SABO) is  t he  pe rsonne l ro le  
t hat  pe rforms  all funct ions  re la t ed  t o  t he  removal of audit  log  dat a  from t he  
sys t em for s t orage  on backup media . The  OA SABO has  no command aut horit y 
in any way, even as  part  of a  mult i-part y ope rat ion, of t he  GPO-PCA s ignat ure  
key. 

5.4.4 Protection of Audit Log 
Current  phys ical logs  (e .g ., vis it or s ign-in logs )  will be  kept  in t he  CA equipment  
locat ion rooms . Only aut horized pe rsonne l will have  access  t o  t he  phys ical log  
and only aut horized  pe rsonne l will make  ent rie s  in phys ical log  or o t he r pape r 
audit  re cords . 
The  CA audit  log  is  s t ored  in regular ope rat ing  sys t em fla t  file s .  Each audit  log  
file  cons is t s  of an audit  heade r, which cont ains  informat ion about  t he  audit s  in 
t he  file  and lis t  of event s .  A Message  Aut hent icat ion Code  (MAC) is  creat ed  for 
e ach of t he  audit  event s  and t he  audit  log  heade r.  Each audit  log  file  has  a  
d iffe rent  audit  key used t o  gene rat e  t he  MAC.  The  Ent rus t  mas t e r key for t he  
GPO-PCA is  used t o  encrypt  t he  audit  key; t he  encrypt ed  audit  key is  s t ored  in 
t he  audit  heade r. 
The  audit  log  can be  spread across  many file s . A new audit  log  file  is  creat ed  
when t he  current  audit  log  file  re aches  a  pre se t  s ize  of 1  Mbyt e s  or t he  Ent rus t  
mas t e r key is  updat ed . 
The  OA Sys t em Adminis t ra t or & Backup Ope rat or (SABO) is  t he  only pe rsonne l 
ro le  t hat  has  access  t o  remove  t he  securit y audit  log  dat a  from t he  sys t em by 
s t oring  t he  dat a  on backup media .  This  is  cont ro lled  via  t he  fo llowing: 

• Operat ing  sys t em cont rols  ensure  t hat  only t he  SABO can writ e  or de le t e  
or copy t he  audit  file s . 
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• The  SABO cannot  acce ss  t he  PKI fac ilit y wit hout  a  second aut horized 
part y (Securit y Office r, Mas t e r Use r or Regis t ra t ion Aut horit y)  

o The  SABO is  ALWAYS required  by t he  PKI fac ilit y phys ical acce ss  
cont ro l sys t em cont ro ls  t o  be  accompanied  by AT LEAST one  (1 )  
o t he r aut horized pe rson. 

o The  phys ical securit y acce ss  cont ro l sys t em ALWAYS enforce s  2  
pe rson cont ro ls  for t he  PKI room via  t he  use  of card  key (GPO 
Employee  ID badge )  cont rols . Any pe rson who is  aut horized  by t he  
GPO PKI Ope rat ional Aut horit y t o  pe rform any PKI t rus t ed  ro le  t hat  
is  a llowed t o  acce ss  t he  PKI Room has  t he ir GPO Employee  ID badge  
programmed int o  t he  GPO Phys ical Access  Securit y cont ro l sys t em 
(Johnson Cont ro ls  sys t em).  

! Before  any 2  people  can gain phys ical acce ss  t o  t he  room 
hous ing  t he  PKI sys t ems , e ach pe rson’s  badge  mus t  be  
swiped on t he  door reade r and mus t  exis t  as  an aut horized 
badge  t o  be  pe rmit t ed  ent ry t o  t he  PKI room. 

o 2  Part y cont rols  are  ALWAYS required  for any ope rat ion in which 
audit  dat a  is  removed from t he  CA t o  be  s t ored  on backup and/ or 
archive  media . 

• There  is  NO e lec t ronic  acce ss  for t he  SABO t o  t he  CA sys t em from 
out s ide  of t he  phys ical comput e r console  in t he  PKI Room which phys ically 
houses  t he  CA sys t em. 

 

5.4.5 Audit Log Backup Procedures 
The  securit y audit  dat a  backup is  archived by t he  OA Sys t em Adminis t ra t or & 
Backup Ope rat or (SABO) on a  weekly bas is .  All file s  inc luding  t he  la t e s t  audit  
log  file  are  copied  t o  t he  off-s it e  backup facilit y locat ion via  aut hent icat ed  
e lec t ronic  dat a  t rans fe r. The  audit  logs  backups  are  s t ored  on secure  s t orage  at  
t he  off-s it e  backup locat ion which has  phys ical securit y cont ro ls  in compliance  
wit h t his  CPS. . 
 
Pape r based records  and logs  are  PCAnned and d ig it ized  int o  PDF file s  and are  
backed up ont o  magne t ic  t ape  or d ig it a l media , and are  a lso  included in t he  
archive  records  s t ored  in t he  secure  archive  fac ilit y.  The  Securit y Office r and 
t he  SABO pe rform t he  PCAnning  of t he  pape r based records  and t he  s t orage  of 
t he  PDF dig it a l file s  ont o  t he  archive  media. Pape r based records  which are  
PCAnned and archived include : t he  PKI Room pape r phys ical access  logs , Audit  
summary logs  and Phys ical Access  Review Logs . 
 
The  secure  archive  fac ilit y is  off-s it e  from t he  fac ilit y in which t he  primary PKI 
sys t ems  are  locat ed  and ope rat e . The  GPO-PCA use s  t he  Iron Mount ain 



U.S. Gove rnm e nt  Print ing  Office  Princ ipa l Ce rt ifica t ion Aut horit y  May 30, 2016 
X.5 0 9  Ce rt ifica t ion Prac t ice s  St a t e m e nt  Ve rs ion 1 .7 .7  FINAL 
 
 

 

FOR OFFICIAL USE ONLY   FINAL 
 

6 9  

commercial fac ilit y for off-s it e  archive  s t orage . The  Iron Mount ain fac ilit y is  
guarded and monit ored  2 4  hours  pe r day, 7  days  pe r week, 5 2  weeks  pe r year 
for unaut horized access . 
 

5.4.6 Audit Log Collection System (Internal vs. External) 
The  CA audit  sys t em is  int e rnal t o  t he  Ent rus t  Aut horit y Securit y Manage r 
soft ware . The  CA audit  sys t em is  aut omat ically invoked at  CA sys t em s t art up , 
and cease  only at  CA sys t em shut down. If it  is  de t e rmined t hat  t he  aut omat ed 
CA audit  sys t em has  fa iled  and is  not  ope rat ional, CA ope rat ions  shall be  
suspended unt il t he  audit  sys t em failure  has  been re solved. The  GPO PA shall 
de t e rmine  whe t he r t o  re sume  ope rat ions  aft e r such an audit  sys t em failure . 
 
The  CA audit  sys t em is  configured such t hat  securit y audit  dat a  is  prot ec t ed  
agains t  los s . The  Ent rus t  COTS CA soft ware  is  configured by t he  GPO-PCA OA 
t o  provide  t his  prot ect ion. This  COTS soft ware  ensure s  t hat  a  new audit  log  file  
is  creat ed  t o  prevent  t he  poss ib ilit y of ove rwrit ing  or ove rflow of t he  aut omat ed 
CA log  file s . 
 

5.4.7 Notification to Event-Causing Subject 
The  US fede ral PKI Common Policy imposes  no requirement  t o  not ify a  Subject  
t hat  an event  was  audit ed  t he re fore  t his  CPS does  not  require  not ificat ion t o  a  
Subject  t hat  an event  was  audit ed . 

5.4.8 Vulnerability Assessments 
The  GPO-PCA OA and t he  Securit y Audit or t rus t ed  ro le  s t aff shall be  wat chful 
for anomalie s  and at t empt s  t o  vio lat e  t he  int egrit y of t he  sys t em, including  t he  
equipment , it s  phys ical locat ion, and it s  pe rsonne l.  The  OA will, as  part  of it s  
regular securit y audit  review, look for event s  such as  repeat ed  failed  ac t ions , 
reques t s  for privileged informat ion, a t t empt ed access  of sys t em file s , 
unaut hent icat ed  re sponses , and cont inuit y of securit y audit  dat a . 
Pe riodic  mont hly Vulne rabilit y as se ssment s  us ing  commercial off t he  she lf 
(COTS) soft ware , such as  McAfee  Founds t one  or ISS Int e rne t  PCAnne r or 
equivalent , shall be  execut ed  by t he  OA agains t  a ll GPO-PCA sys t ems , inc luding  
t he  Direct ory sys t ems  and CSS, t o  ensure  t hat  t he  int egrit y of t he  sys t ems  has  
not  been vio lat ed . In addit ion, weekly reviews  of t he  CA logs  (Ent rus t  COTS 
soft ware )  and Ope rat ing  Sys t em logs  are  conduct ed  by t he  PKI Securit y audit or.  
Suspic ious  ac t ivit y will be  report ed  t o  t he  GPO PA and t he  OA. 
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5.5 RECORDS ARCHIVAL 

5.5.1 Types of Events Archived 
The  fo llowing  t able  ident ifie s  t he  archive  records  t hat  are  re t a ined: 
 

Archive Records 

CA accredit a t ion ( if applicable )  

Ce rt ificat ion Pract ice  St at ement  

Cont rac t ual obligat ions  

Sys t em and equipment  configurat ion 

Modificat ions  and updat e s  t o  sys t em or configurat ion 

Ce rt ificat e  reques t s  

Revocat ion reques t s  

Subscribe r ident it y Aut hent icat ion dat a   

Document at ion of rece ipt  and accept ance  of ce rt ificat e s  

Document at ion of rece ipt  of t okens  

All ce rt ificat e s  is sued or published 

Record  of CA Re-key 

All informat ion on ARLs  and CRLs  is sued and/ or published 

All Audit  Logs  

Ot he r dat a  or applicat ions  t o  ve rify archive  cont ent s  

Ce rt ificat e  Policy 

Ot he r agreement s  conce rning  ope rat ions  of t he  CA 

Subscribe r agreement s  

Subscribe r encrypt ion-decrypt ion key pairs  
Docum e nt a t ion o f re ce ip t  o f t oke ns  
All ce rt ifica t e s  is s ue d  o r pub lis he d  
Re cord  o f CA Re -ke y 
All CRLs  is s ue d  and / o r pub lis he d  
Ot he r da t a  o r app lica t ions  t o  ve rify a rchive  cont e nt s  
Com pliance  Audit o r re port s  

Any change s  t o  t he  Audit  param e t e rs , e .g ., aud it  fre que ncy, t ype  o f e ve nt  aud it e d  
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Archive Records 

Any a t t e m pt  t o  de le t e  o r m odify t he  Audit  logs  

Whe ne ve r t he  CA ge ne ra t e s  a  ke y (Not  m andat o ry fo r s ing le  s e s s ion o r one -t im e  us e  
s ym m e t ric  ke ys )  

All acce s s  t o  ce rt ifica t e  s ub je c t  p riva t e  ke ys  re t a ine d  wit hin t he  CA for ke y re cove ry 
purpos e s  

All change s  t o  t he  t rus t e d  pub lic  ke ys , inc lud ing  add it ions  and  de le t ions  

The  approval o r re je c t ion o f a  ce rt ifica t e  s t a t us  change  re que s t  

The  e xport  o f p riva t e  and  s e c re t  ke ys  (ke ys  us e d  fo r s ing le  s e s s ion o r m e s s age  are  
e xc lude d)  

The  approval o r re je c t ion o f a  ce rt ifica t e  s t a t us  change  re que s t  

Appoint m e nt  o f an ind ividual t o  a  Trus t e d  Role  

De s t ruc t ion o f c ryp t og raphic  m odule s  

All ce rt ifica t e  com prom is e  no t ifica t ions  

Re m e dia l ac t ion t ake n as  a  re s ult  o f vio la t ions  o f phys ica l s e curit y 

Vio la t ions  o f Ce rt ifica t e  Po licy 

Vio la t ions  o f t he  Ce rt ifica t e  Prac t ice  St a t e m e nt  

5.5.2 Retention Period for Archive 
Archive  dat a  mus t  be  re t a ined for a  minimum of 1 0  years  and 6  mont hs .  
Archive  records  are  kept  as  specified  in t he  US fede ral PKI Common Policy.  
Applicat ions  required  t o  process  t he  archive  dat a  will a lso  be  maint ained for t he  
archive  re t ent ion pe riod .  The  GPO-PCA OA is  re spons ible  for knowing  whe re  t he  
archived mat e ria l is , and for ensuring  t hat  it  is  not  los t  during  reorganizat ions , 
phys ical organizat ion moves , and so  on. Media are  used t hat  can re liably s t ore  
t he  archive  dat a  for t he  required  minimum re t ent ion pe riod. These  media  are  
hard  drive s  and CD’s  t hat  re liably mee t  t he  required  re t ent ion pe riod.  
Archive  records  t hat  have  been kept  for 2 0  years  are  t rans fe rred  t o  a  GPO PA 
approved archive  fac ilit y for inde finit e  s t orage . 

5.5.3 Protection of Archive 
When poss ib le  t he  archive  dat a  will be  d ig it a lly s igned by t he  GPO-PCA.  This  will 
provide  an int egrit y check t hat  can be  used t o  ve rify t hat  t he  dat a  has  not  been 
modified . 
Long-t e rm archive  dat a  for t he  GPO-PCA will be  recorded on read-only media 
and s t ored  off-s it e  in a  fireproof safe / vault  wit h locks .  Short -t e rm media will be  
s t ored  in a  locat ion separat e  from t he  CA equipment .  The  archive  media  is  
prot ec t ed  by phys ical securit y in t hat  it  is  re t a ined in a  re s t ric t ed  access  
locat ion t o  which only t he  GPO PA and GPO-PCA OA have  access .  This  locat ion 
will adhe re  t o  t he  phys ical securit y pract ice s  de fined in t his  CPS. 
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The  archives  will be  labe led  wit h t he  CA DN and t he  dat e . 
A lis t  of aut horized individuals  t hat  have  t he  pe rmiss ions  necessary t o  acce ss  
and de le t e  t he  on-line  archive  file s  will be  maint ained at  t he  CA s it e , and all 
acce sse s  will be  recorded.  These  records  will be  made  available  t o  t he  audit ors  
during  compliance  audit s . 

5.5.4 Archive Backup Procedures 
Archive  file s  are  backed up along  wit h t he  securit y audit  logs . 
Pape r archives  may be  backed up t o  microfiche , or o t he r long-t e rm s t orage  
solut ion, as  d irec t ed  by t he  PA. 

5.5.5 Requirements for Time-Stamping of Records 
Time-s t amping  of records  is  accomplished via  t he  CA sys t em, us ing  t he  CA 
sys t em clock. The  CA sys t em clock is  synchronized on a  pe riodic  bas is  wit h t he  
NIST offic ia l t ime  source , us ing  t he  IETF s t andard  Ne t work Time  Prot ocol (NTP), 
t o  ensure  t hat  t he  CA sys t em clock is  accurat e . The  SABO and t he  Securit y 
Office r ensure  t hat  t he  NTP se rvice  is  ope rat ional on t he  CA sys t em. The  NTP 
se rvice  is  se t  for aut omat ic  se rvice  s t art up  on t he  CA sys t em t o  ensure  t hat  t he  
NTP se rvice  is  a lways  s t art ed  wheneve r t he  CA sysem mus t  be  s t art ed . 

5.5.6 Archive Collection System (Internal and External) 
GPO-PCA archive  dat a  will be  colle c t ed  as  part  of t he  rout ine  sys t em backup 
procedure s , a long  wit h d irec t ory shadowing , and explic it  file  copie s  of GPO-PCA 
file s  t hat  do  not  re s ide  in t he  unde rlying  GPO-PCA dat abase .  Pape r based CA 
records  t hat  are  required  for archive  will be  copied or d ig it a lly PCAnned, and 
packaged by t he  Ope rat ional Aut horit y for t ransmit t a l t o  t he  archive  s it e . The  
Ope rat ional Aut horit y shall ve rify t hat  a ll required  archive  records  are  cont ained 
in packages  t hat  are  t ransmit t ed  and moved t o  t he  archive  fac ilit y. 

5.5.7 Procedures to Obtain and Verify Archive Information 
The  archive  sys t em aut omat ically ve rifie s  t he  archive  media  immediat e ly aft e r 
archive  creat ion. 
The  OA is  re spons ib le  for ensuring  t hat  a ll reques t  for archive  informat ion come  
from an aut horized source .  The  archive  condit ion is  ve rified  during  eve ry 
compliance  audit . 

5.6 KEY CHANGEOVER 
The  Subscribe r ce rt ificat e s  is sued by t he  GPO-PCA are  se t  up  for aut omat ic  key 
ro ll-ove r.  As  such, t he  encrypt ion and dig it a l s ignat ure  key pairs  of t he  
Subscribe r are  aut omat ically updat ed  prior t o  expiry. Following  CA key 
changeove r, t he  new CA key will be  used t o  CRLs  and ce rt ificat e s  going  forward . 
Following  CA key changeove r, t he  new CA key only will be  used t o  s ign CRLs  and 
ce rt ificat e s  going  forward . The  new CA key shall comply wit h t he  valid it y pe riod  
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requirement s  in sec t ion 6 .3 .2  of t his  CPS, and t he  GPO CP and Fede ral PKI 
Common Policy CP.  The  GPO-PCA uses  key ro llove r ce rt ificat e s  us ing  t he  
fac ilit ie s  of t he  Ent rus t  COTS PKI soft ware  (which is  FIPS ce rt ified)  t o  
accomplish CA key changeove r. The  o ld  CA key is  he ld  and prot ect ed  us ing  t he  
same  mechanisms  as  t he  new CA key, which ut ilize  t he  Safene t  LunaSA HSM 
(which is  FIPS ce rt ified  t o  Leve l 3 )  and t he  Ent rus t  COTS PKI soft ware . The  GPO 
PKI and GPO-PCA shall cont inue  t o  int e rope rat e  wit h t he  Common Policy Root  
CA aft e r t he  Common Policy Root  CA pe rforms  a  key ro llove r, whe t he r or not  
t he  DN of t he  Common Policy Root  CA is  changed. The  Ent rus t  COTS PKI 
soft ware  a llows  t his  t o  be  accomplished. In t he  event  t hat  t he  Fede ral Bridge  CA 
(FBCA) pe rforms  a  CA key ro llove r, t he  GPO-SCA shall cont inue  t o  int e rope rat e  
wit h t he  FBCA aft e r t he  FBCA pe rforms  a  key ro llove r, whe t he r or not  t he  FBCA 
DN is  changed. 
 
The  GPO PKI and GPO-PCA shall cont inue  t o  int e rope rat e  wit h t he  Common 
Policy Root  CA aft e r t he  Common Policy Root  CA pe rforms  a  key ro llove r, 
whe t he r or not  t he  DN of t he  Common Policy Root  CA is  changed. The  Ent rus t  
COTS PKI soft ware  a llows  t his  t o  be  accomplished. 

5.7 COMPROMISE AND DISASTER RECOVERY 
The  PA and OA maint ain a  GPO PKI Cont ingency Plan, which is  updat ed  
pe riodically (a t  le as t  on an annual bas is )  or as  major sys t em changes  d ic t at e , t o  
de fine  how t he  PKI is  re s t ored  t o  se rvice  in a  reasonably t ime ly manne r and in 
accordance  wit h t his  CPS and CP requirement s  in t he  event  of a  fa ilure . The  GPO 
PKI Cont ingency Plan shall de fine  t he  accept able  sys t em out age  and recove ry 
t ime  pe riods . 
 
In any key compromise  s it uat ion, a  report  will be  filed  wit h t he  PA indicat ing  t he  
c ircums t ances  unde r which t he  compromise  occurred .  The  PA will de t e rmine  if a  
poss ib le  fo llow up inve s t igat ion and pot ent ia l ac t ion is  required . 
 

5.7.1 Incident and Compromise Handling Procedures 
The  GPO Comput e r Securit y Incident  Response  Team (CSIRT) Procedure s  shall 
be  used by t he  GPO PA and GPO OA when handling  incident s  or compromise  
event s . These  procedure s  are  included in t his  CPS by re fe rence . 
 
These  procedure s  include  t he  fo llowing  s t eps : 
 

- Report  and document  t he  incident  (by us ing  t he  GPO IT He lp  Desk 
t icke t ing  sys t em) (All s t eps  for re sponding  t o  t he  inc ident  in t he  fo llowing  
s t eps  will be  document ed also)  



U.S. Gove rnm e nt  Print ing  Office  Princ ipa l Ce rt ifica t ion Aut horit y  May 30, 2016 
X.5 0 9  Ce rt ifica t ion Prac t ice s  St a t e m e nt  Ve rs ion 1 .7 .7  FINAL 
 
 

 

FOR OFFICIAL USE ONLY   FINAL 
 

7 4  

- Ident ify t he  nat ure  and scope  of t he  incident  
- Not ificat ion of t he  inc ident  and it s  as sociat ed  pot ent ia l impact s  and 

affec t s  t o  s t akeholde rs  (Fede ral PKIPA, Subscribe rs , PA, OA, and Re lying  
Part ie s )  

- Prot ect ing  Evidence  and Logs   
- Cont ainment  of t he  re sult s  and affec t s  of t he  inc ident  t o  reduce  adve rse  

impact s  
- Eradicat ion of t he  cause s  and source s  of t he  inc ident  and any adve rse  

re sult s  
- Recove ry t o  re s t ore  t he  GPO-PCA t o  e ffec t ive  and e ffic ient  ope rat ions  
- Follow-up t o  not ify s t akeholde rs  (Fede ral PKIPA, Subscribe rs , GPO PA, 

GPO OA and Re lying  part ie s )  of t he  re sult s  of t he  recove ry from t he  
incident  and GPO-PCA ope rat ional s t a t us  

- Pos t -incident  review t o  ensure  le s sons  le arned are  incorporat ed  int o  
fut ure  ope rat ions  and pract ice s  

 

5.7.2 Computing Resources, Software, and /or Data are Corrupted 
In t he  event  of an inope rat ive  GPO-PCA due  t o  equipment  damage , soft ware  or 
Ope rat ing  Sys t em failure , or dat a  corrupt ion, whe re  a ll copie s  of t he  CA 
s ignat ure  keys  are  not de s t royed, t he  fo llowing  s t eps , a t  a  minimum, are  t aken 
t o  recove r a  secure  environment : 

• The  GPO-PCA infras t ruct ure  (hardware  and soft ware )  will be  re -built  
and/ or re s t ored  from backup as  nece ssary 

• The  GPO-PCA shall be  recons t it ut ed  wit hin 7 2  hours , in t he  event  of a  
cat as t rophic  fa ilure  

• The  direc t ory dat a , encrypt ion ce rt ificat e s  and CRLs / ARLs , are  re s t ored  if 
t he  d irec t ory becomes  unusable  and mus t  be  re s t ored  from backup or if 
t he  d irec t ory is  suspect ed  t o  be  corrupt . 

 

5.7.3 Entity (CA) Private Key Compromise Procedures 
In t he  event  of an inope rat ive  GPO-PCA, whe re  all copie s  of t he  GPO-PCA 
s ignat ure  keys  are  not de s t royed, t he  fo llowing  s t eps , a t  a  minimum, are  t aken 
t o  recove r a  secure  environment : 

• The  GPO-PCA infras t ruct ure  (hardware  and soft ware )  will be  re -built  
and/ or re s t ored  from backup as  nece ssary 

• The  direc t ory dat a , encrypt ion ce rt ificat e s  and CRLs / ARLs , are  re s t ored  if 
t he  d irec t ory becomes  unusable  and mus t  be  re s t ored  from backup or if 
t he  d irec t ory is  suspect ed  t o  be  corrupt  
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• The  GPO Policy Aut horit y and Fede ral PKI Policy Aut horit y shall be  
informedGPO-PCA in t he  event  t hat  t he  CA cannot  is sue  a  CRL wit hin 7 2  
hours  aft e r t he  t ime  specified  in t he  next  updat e  fie ld  of it s  current ly valid  
CRL 

 
5.7.3.1 CA Signature Keys are Compromised 
In t he  event  of t he  compromise  of t he  GPO-PCA privat e  key, t he  fede ral PKI PA 
will be  informed via  secure  communicat ion from t he  OA.  The  CA ins t alla t ion 
shall be  ree s t ablished in accordance  wit h any ins t ruct ions  and direc t ion from t he  
fede ral PKI PA. In gene ral, t he  OA  will revoke  t he  ce rt ificat e s  for t he  GPO-PCA,  
ins t a ll a  new GPO-PCA, work wit h t he  Fede ral PKI Policy Aut horit y t o  obt ain a   
new GPO-PCA ce rt ificat e , and publish t he  new GPO-PCA ce rt ificat e  t o  t he  
d irec t ory. The  OA shall review all MOA’s  t hat  exis t  and make  de t e rminat ion of 
any o t he r ent it ie s , Policy Aut horit ie s  or CA’s  t hat  need t o  be  not ified  and not ify 
a ll affec t ed  ent it ie s , Policy Aut horit ie s  or CA’s .  
The  OA will not ify t he  Subscribe rs  of t he  GPO-PCA of t he  key compromise  via  a  
secure  communicat ion.  The  Subscribe r ce rt ificat e s  will be  renewed 
aut omat ically by t he  GPO-PCA unde r t he  new CA key pair, us ing  t he  capabilit ie s  
of t he  CA soft ware . The  finge rprint  of t he  new GPO-PCA key pair will be  p laced 
ont o  t he  GPO PKI web s it e  (ht t p :/ / www.gpo.gov/ projec t s / pki.ht m) and all 
Subscribe rs  ins t ruct ed  by email from t he  GPO PKI se rvice  t hat  t his  finge rprint  
can be  validat ed  as  a  backup me t hod t o  ensure  t hat  t he  prope r new CA key is  
ins t a lled .   
 
5.7.3.2 Secure Facility Impaired After a Natural or Other Type of Disaster 
In t he  event  of a  d isas t e r of t he  GPO-PCA when t he  GPO-PCA privat e  key is  not  
compromised and is  available , t he  fo llowing  s t eps , as  a  minimum, are  t aken t o  
recove r a  secure  environment : 

• The  GPO-PCA infras t ruct ure  (hardware  and soft ware )  will be  re -built  a t  an 
alt e rnat e  fac ilit y 

• The  direc t ory dat a , encrypt ion ce rt ificat e s  and CRLs / ARLs , are  re s t ored  
t o  t he  d irec t ory 

• In t he  event  t hat  t he  d isas t e r re sult s  in a ll copie s  of t he  CA keys  be ing  
de s t royed, t he  GPO Policy Aut horit y (PA) shall be  not ified  at  t he  earlie s t  
fe as ib le  t ime , and t he  Fede ral PKI  PA shall be  not ified  as  we ll 

 
5.7.3.3 Notification Requirements for Disaster Recovery, Compromise and Incidents 
 
The  Fede ral PKI Policy Aut horit y and t he  GPO PA shall be  not ified  by t he  GPO-

PCA OA if t he  GPO-PCA expe riences  any of t he  fo llowing: 
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• Suspect ed  or de t ec t ed  compromise  of t he  GPO-PCA 
• Suspect ed  or de t ec t ed  compromise  of a  CSS (OCSP) se rve r 
• Phys ical or e lec t ronic  pene t rat ion of t he  GPO-PCA 
• Success ful denial of se rvice  at t acks  on GPO-PCA component s  
• Any incident  prevent ing  t he  CA from is suing  a  CRL wit hin 4 8  hours  of t he  

is suance  of t he  previous  CRL. 
 
The  GPO-PCA OA shall re e s t ablish ope rat ional capabilit ie s  of t he  GPO-PCA as  

quickly as  poss ib le , in accordance  wit h t he  procedure s  and requirement s  of 
t his  CPS. 

 

5.7.4 Business Continuity Capabilities after a Disaster 
 
The  GPO-PCA has  an off-s it e  backup locat ion so  t hat  t he  GPO-PCA shall be  

recove red and made  ope rat ional wit hin 2 4  hours  of a  fa ilure  of t he  primary 
GPO-PCA sys t em. 

5.8 CA OR RA TERMINATION 
In t he  event  t hat  t he  GPO-PCA cease s  ope rat ion or is  o t he rwise  t e rminat ed: 

• All Subscribe rs  and Re lying  Part ie s  mus t  be  prompt ly not ified  of t he  
ce ssat ion 

• All Subscribe rs  will be  not ified  of ce ssat ion us ing  email communicat ion, if 
email is  available  

• All ce rt ificat e s  is sued by t he  GPO-PCA shall be  revoked no la t e r t han t he  
t ime  of ce ssat ion (any CRL is sued mus t  be  valid  unt il 3 0  days  aft e r t he  
las t  ce rt ificat e  is sued by t he  GPO-PCA expire s )  

• All current  and archived GPO-PCA ident it y proofing , ce rt ificat e , validat ion, 
revocat ion/ suspens ion, renewal, policy and pract ice s , b illing , and audit  
dat a  shall be  sent  t o  t he  GPO PA archive  fac ilit y 
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6.  TECHNICAL SECURITY CONTROLS 

6.1 KEY PAIR GENERATION AND INSTALLATION 

6.1.1 Key Pair Generation 
 
6.1.1.1 CA Key Pair Generation 
Safene t  LunaSA hardware  t okens  (validat ed  for FIPS 1 4 0  Securit y Leve l 3 )  will 
be  used t o  gene rat e  and s t ore  t he  GPO-PCA CA keys . GPO-PCA key pair 
gene rat ion will be  pe rformed in accordance  wit h a  writ t en Key Gene rat ion scrip t  
(procedure )  which mus t  creat e  a  ve rifiable  audit  t ra il t hat  t he  securit y 
requirement s  for procedure s  we re  fo llowed.  The  audit  t ra il mus t  ident ify and 
document  any failure s  or anomalie s  in t he  key gene rat ion process , and any 
correc t ive  ac t ions  t aken.  The  document at ion of t he  procedure  mus t  be  de t ailed  
enough t o  show t hat  appropriat e  ro le  separat ion was  used. 
The  CA key pair gene rat ion will be  in compliance  wit h PKCS# 1 , inc luding  t he  
t e s t s  for primalit y.  The  privat e  key will neve r be  exposed out s ide  t he  module  in 
unencrypt ed  form. 
 
 
6.1.1.2 Subscriber Key Pair Generation 
Ent rus t  soft ware  will init ia t e  t he  process  of gene rat ing  t he  key pairs  for t he  
GPO-PCA Subscribe r.  Use  of Fede ral Informat ion Process ing  Sys t em (FIPS)  
approved crypt ographic  module s  precludes  exposure  of p laint ext  key out s ide  of 
t he  crypt ographic  module s .  The  GPO-PCA Subscribe r’s  s ignat ure  key pair will be  
gene rat ed  on a  FIPS 1 4 0  Leve l 1  or highe r ( t he  RA will be  gene rat ed  on a  Leve l 
2  hardware  t oken) , validat ed  crypt ographic  module  and t he  Subscribe r’s  public  
s ignat ure  key is  de live red t o  t he  CA at  t hat  t ime , and t he  Subscribe r’s  
encrypt ion key pair will be  gene rat ed  at  t he  CA machine  and t he  Subscribe r’s  
privat e  decrypt ion key will be  de live red  t o  t he  Subscribe r a t  t hat  t ime . For 
subscribe rs  t hat  have  keys  is sued on hardware  t okens , an aut horized GPO PKI 
Trus t ed  Role  s t aff member (Securit y Office r or Regis t rat ion Aut horit y)  shall 
is sue  t he  t oken t o  t he  subscribe r. 
Subscribe r’s  s ignat ure  keys  shall be  gene rat ed  by t he  Subscribe r ( t he  c lient  
soft ware  or hardware  be ing  used by t he  Subscribe r)  and t he  encrypt ion keys  
shall be  gene rat ed  by t he  CA.  Bot h soft ware  and hardware  may be  used, as  
specified  in Sect ion 6 .2 .1 .  Any pseudo-random numbers  used for key 
gene rat ion mat e ria l shall be  gene rat ed  by a  FIPS approved module . The  Ent rus t  
COTS client  soft ware  mee t s  a ll FIPS requirement s  and is  a  FIPS approved module  
a t  Leve l 1 . The  CA use s  t he  Ent rus t  COTS soft ware , which use s  a  FIPS approved 
module , and also  use s  t he  Safene t  LunaSA hardware  crypt ographic  module , 
which is  a lso  a  FIPS approved module .   
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6.1.1.3 Certificate Status Server (CSS) Key Pair Generation 
 
Safene t  LunaSA hardware  t oken (validat ed  for FIPS 1 4 0  Securit y Leve l 3 )  will be  
used t o  gene rat e  and s t ore  t he  crypt ographic  key for t he  CSS sys t em. 
 

6.1.2 Private Key Delivery to Subscriber 
Privat e  s ignat ure  keys  will be  gene rat ed  and remain wit hin t he  crypt o  boundary 
of t he  crypt ographic  module  of t he  key owne r, t hus  no de live ry is  required . 
Privat e  decrypt ion keys  will be  de live red  by t he  GPO-PCA us ing  t he  securit y 
prot ect ion provided by PKIX-CMP and shall use  a  crypt ographic  a lgorit hms  in t he  
PKIX-CMP t hat  are  as  s t rong  or s t ronge r t han t he  2 0 4 8  bit  RSA public / privat e  
key pairs . The  GPO Ope rat ional Aut horit y use s  t he  Ent rus t  COTS soft ware  
capabilit ie s  for PKIX-CMP, which provides  s t rong  encrypt ion algorit hms  and key 
s ize s  t hat  are  as  s t rong  or s t ronge r t han t he  2 0 4 8  bit  RSA public / privat e  key 
pairs  used by t he   GPO-PCA, t o  prot ec t  t he se  RSA privat e  decrypt ion keys . 

6.1.3 Public Key Delivery to Certificate Issuer 
Public  keys  are  de live red  t o  t he  ce rt ificat e  is sue r e lec t ronically in a  ce rt ificat e  
reques t  in accordance  wit h PKIX-CMP prot ocol. The  Ent rus t  COTS PKI soft ware  is  
used by t he  GPO-PCA for it s  Subscribe rs  t o  provide  appropriat e  encrypt ion and 
int egrit y crypt ographic  mechanisms  in compliance  wit h t he  PKIX-CMP prot ocol, 
which are  crypt ographically as  s t rong  or s t ronge r t han t he  2 0 4 8  bit  RSA public  
keys  t hat  are  reques t ed  for ce rt ificat ion. All GPO-PCA Subscribe rs  are  required  
t o  use  t he  Ent rus t  PKI COTS soft ware .  

6.1.4 CA Public Key Delivery to Relying Parties 
GPO-PCA ce rt ificat e s  shall be  pos t ed  in t he  borde r d irec t ory, so  Ent it y CAs  have  
acce ss . The  borde r d irec t ory shall implement  acce ss  cont ro ls  suffic ient  t o  
prevent  a  ce rt ificat e  subs t it ut ion at t ack. When a  CA key ro llove r is  
accomplished, t he  GPO-PCA shall is sue  a  key ro llove r ce rt ificat e , which t he  
Ent rus t  COTS PKI soft ware  shall aut omat ically make  available  in t he  GPO borde r 
d irec t ory. The  t rus t  anchor ce rt ificat e  is  provided t o  Subscribe rs  on a  CD at  t he  
t ime  of Subscribe r in-pe rson ident it y proofing . 

6.1.5 Key Sizes 
The  GPO-PCA use  of Secure  Socke t  Laye r (SSL), or TLS, or anot he r prot ocol 
providing  s imilar securit y t o  accomplish any of t he  requirement s  of t he  fede ral 
PKI Common Policy CP shall require  a t  a  minimum AES (1 2 b bit s )   or equivalent  
for t he  symmet ric  key, and at  le as t  2 0 4 8  bit  RSA or equivalent  for t he  
asymmet ric  keys .    Use  of SSL or TLS or anot he r prot ocol providing  s imilar 
securit y aft e r 1 2 / 3 1 / 2 0 3 0  shall require  a t  a  minimum AES (1 2 8  bit s )  or 



U.S. Gove rnm e nt  Print ing  Office  Princ ipa l Ce rt ifica t ion Aut horit y  May 30, 2016 
X.5 0 9  Ce rt ifica t ion Prac t ice s  St a t e m e nt  Ve rs ion 1 .7 .7  FINAL 
 
 

 

FOR OFFICIAL USE ONLY   FINAL 
 

7 9  

equivalent  for t he  symmet ric  key, and at  le as t  3 0 7 2  bit s  RSA or equivalent  for 
t he  asymmet ric  key. Public  keys  in a ll s e lf-s igned ce rt ificat e s  gene rat ed  aft e r 
1 2 / 3 1 / 2 0 1 0  t hat  expire  aft e r 1 2 / 3 1 / 2 0 3 0  shall be  a t  le as t  3 0 7 2  bit s  for RSA, 
or a t  le as t  2 5 6  bit s  for ECDSA. 
The  GPO-PCA key modulus  shall comply wit h t his  CPS. 
Subscribe r’s  key modulus  is  2 0 4 8  bit s  for RSA. 
The  GPO-PCA use s  AES-2 5 6  for dat abase  encrypt ion. 
Ce rt ificat e s  is sued unde r t his  CPS shall use  t he  fo llowing  OIDs  for s ignat ure s : 
 

sha-
2 5 6 Wit hRSAEncrypt ion 

{iso(1 )  member-body(2 )  us (8 4 0 )  rsads i(1 1 3 5 4 9 )  pkcs (1 )  
pkcs -1 (1 )  1 1 } 

 
Ce rt ificat e s  unde r t his  CPS will use  t he  fo llowing  OIDs  for ident ifying  t he  
a lgorit hm for which t he  subject  key was  gene rat ed: 
 

RsaEncrypt ion {iso(1 )  member-body(2 )  us (8 4 0 )  rsads i(1 1 3 5 4 9 )  pkcs (1 )  
pkcs -1 (1 )  1 } 

Dhpublicnumber {iso(1 )  member-body(2 )  us (8 4 0 )  ans i-x9 4 2 (1 0 0 4 6 )  
number-t ype (2 )  1 } 

id-
keyExchangeAlgorit h
m 

{joint -iso-ccit t (2 )  count ry(1 6 )  us (8 4 0 )  organizat ion(1 )  
gov(1 0 1 )  dod(2 )  infosec(1 )  a lgorit hms(1 )  2 2 } 

 

6.1.6 Public Key Parameters Generation and Quality Checking 
Public  key parame t e rs  shall a lways  be  gene rat ed  and checked in accordance  wit h 
t he  s t andard  t hat  de fine s  t he  crypt ographic  a lgorit hm in which t he  parame t e rs  
are  t o  be  used. Parame t e r qualit y checking  ( inc luding  primarily t e s t ing  for prime  
numbers )  shall be  pe rformed in accordance  wit h FIPS 1 8 6 -2 . 

 

6.1.7 Key Usage Purposes (as per X.509 Key Usage Field) 
Keys  are  ce rt ified  for use  in s igning , non-repudiat ion or encrypt ing .  Public  keys  
t hat  are  bound t o  human subscribe rs  shall be  used only for s igning  or 
encrypt ing , but  not  bot h. Subscribe r ce rt ificat e s  used for d ig it a l s ignat ure s  will 
s e t  t he  dig it alS ignat ure  b it  and t he  nonRepudiat ion  b it  (except  for Device  
ce rt ificat e s ) .  Device  ce rt ificat e s  is sued will not  have  t he  nonRepudiat ion  b it   
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se t . Ce rt ificat e s  t o  be  used for dat a  encrypt ion se t  t he  key Encipherm ent  b it .  
GPO-PCA ce rt ificat e s  shall s e t  t wo key usage  b it s : cRLSign  and Cert Sign . All 
ce rt ificat e s  is sued by t he  GPO-PCA shall have  a  crit ical key usage  ext ens ion, in 
accordance  wit h t he  Fede ral PKI Common Policy Framework. 

6.2 PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING 
CONTROLS 

6.2.1 Cryptographic Module Standards and Controls 
The  re levant  s t andard  for crypt ographic  module s  is  t he  la t e s t  ve rs ion of t he  
FIPS 1 4 0  se rie s , Securit y  Requirem ent s  for Cry pt ographic  Module s . 
 
In accordance  wit h FIPS 2 0 1 , t he  re levant  NIST Guide line  for PIV Card  Is sue rs  
(PCI)  is  NIST SP 8 0 0 -7 9 , Guide line s  for t he  Accredit at ion o f  Personal Ident it y  
Verif icat ion  Card Is suers , which ut ilize s  various  aspect s  of NIST SP 8 0 0 -3 7  and 
applie s  t hem t o  accredit ing  t he  re liabilit y of PCIs .     
 
 
The  CA shall use   a  hardware  crypt ographic  module  t hat  is  validat ed  t o  FIPS 1 4 0  
Securit y Leve l 3  (or highe r) . The  CA has  a  hardware  crypt ographic  module  for 
ope rat ions  t hat  mee t s  t his  requirement . 
The  RA’s  shall use   a  hardware  crypt ographic  module  t hat  is  validat ed  t o  FIPS 
1 4 0  Securit y Leve l 2  (or highe r) . RA’s  are  supplied  a  hardware  crypt ographic  
module  t hat  mee t s  t his  requirement  for use  wit h t he  CA and t his  CPS. The  
Safene t  t oken and as sociat ed  crypt ographic  module  used by t he  GPO-PCA for 
t his  funct ion mee t s  t his  requirement . 
PIV Cards  are  PKI t okens  t hat  have  privat e  keys  as sociat ed  wit h ce rt ificat e s  
as se rt ing  id-fpki-common-aut hent icat ion or id-fpki-common-cardAut h.  PIV 
Cards  shall only be  is sued us ing  card  s t ock t hat  has  been t e s t ed  and approved 
by t he  FIPS 2 0 1  Evaluat ion  Program and lis t ed  on t he  GSA Approved Product s  
Lis t  (APL).  On an annual bas is , for e ach PCI configurat ion used (as  de fined by 
t he  FIPS 2 0 1  Evaluat ion Program), one  populat ed , repre sent at ive  sample  PIV 
Card  shall be  submit t ed  t o  t he  FIPS 2 0 1  Evalut ion Program for t e s t ing . Hardware  
t okens  as sociat ed  wit h PIV cards  shall have  an expirat ion dat e  not  t o  exceed s ix 
(6 )  years  of is suance .  
PIV-I Cards  are  PKI t okens  t hat  have  privat e  keys  as sociat ed  wit h ce rt ificat e s  
as se rt ing  polic ie s  mapped t o  PIV-I hardware  or PIV-I-cardAut h.  PIV-I Cards  shall 
only be  is sued us ing  card  s t ock t hat  has  been t e s t ed  and approved by t he  FIPS 
2 0 1 Evaluat ion Program and lis t ed  on t he  GSA Approved Product s  Lis t  (APL).  
On an annual bas is , for e ach PCI configurat ion used (as  de fined by t he  FIPS 2 0 1  
Evaluat ion Program), one  populat ed , repre sent at ive  sample  PIV-I Card  shall be  
submit t ed  t o  t he  FIPS 2 0 1  Evaluat ion Program for t e s t ing . Hardware  t okens  
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as sociat ed  wit h PIV-I cards  shall have  an expirat ion dat e  not  t o  exceed s ix (6 )  
years  of is suance .   
 
 
The  GPO-PCA Subscribe rs  t hat  have  a  ce rt ificat e  t hat  as se rt s  any of t he  OIDs  
pe rmit t ed  by t his  CPS shall use   e it he r a  hardware  or soft ware  crypt ographic  
module  t hat  is  validat ed  t o  FIPS 1 4 0  Securit y Leve l 1  (or highe r) . The  Ent rus t  
COTS client  soft ware  used by t he  GPO-PCA mee t s  t his  requirement . 
GPO-PCA Subscribe rs  t hat  have  a  ce rt ificat e  t hat  as se rt s  t he  Fede ral PKI 
Common Policy OID for id-fpki-common-hardware , or t he  OID for fpki-common-
aut hent icat ion, or t he  OID for fpki-common-cardAut h, or GPO Medium-Hardware , 
GPO Aut hent icat ion, or GPO CardAut h shall use  a  crypt ographic  module  t hat  is  
validat ed  t o  FIPS 1 4 0  Securit y Leve l 2  (or highe r) . The  Safene t  t oken and it s  
as sociat ed  crypt ographic  module  used by t he  GPO-PCA for t his  purpose  mee t  
t his  requirement .  
All c rypt ographic  module s  pe rmit t ed  by t his  CPS shall ope rat e  such t hat  t he  
privat e  asymmet ric  crypt ographic  keys  are  neve r out put  in p laint ext  
(unencrypt ed) . The  Ent rus t  COTS soft ware  and Safene t  hardware  t okens  used 
by t he  GPO-PCA mee t  t his  requirement . 
 
The  Ce rt ificat e  St at us  Se rve r (OCSP sys t em) shall use  a  crypt ographic  module  
ce rt ified  t o  FIPS 1 4 0  Leve l 2  or highe r. The  Core s t ree t  CSS/ OCSP sys t em is  
used by t he  GPO-PCA in conjunct ion wit h t he  Safene t  hardware  crypt ographic  
module  t o  mee t  t his  requirement . 
 
6.2.1.1 Custodial Subscriber Key Stores 
 
Cus t odial Subscribe r Key St ore s  hold  keys  for a  number of Subscribe r 
ce rt ificat e s  in one  locat ion. When a  colle c t ion of privat e  keys  for Subscribe r 
ce rt ificat e s  are  he ld  in a  s ing le  locat ion t he re  is  a  highe r risk as sociat ed  wit h 
compromise  of t hat  crypt ographic  module  t han t hat  of a  s ing le  Subscribe r. 
Crypt ographic  module s  for Cus t odial Subscribe r Key St ore s  a t  t he  Rudiment ary 
Assurance  Leve l shall be  no le s s  t han FIPS 1 4 0  Leve l 1  (Hardware  or Soft ware ) . 
For a ll o t he r Assurance  leve ls , t he  crypt ographic  module  shall be  no le s s  t han 
FIPS 1 4 0  Leve l 2  Hardware . In addit ion, aut hent icat ion t o  t he  Crypt ographic  
Device  in orde r t o  ac t ivat e  t he  privat e  key as sociat ed  wit h a  g iven ce rt ificat e  
shall require  aut hent icat ion commensurat e  wit h t he  as surance  leve l of t he  
ce rt ificat e .  
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6.2.2 Private Key Multi-Person Control (n out of m control) 
Mult i-pe rson cont ro l require s  t hat  more  t han one  individual independent ly 
aut hent icat e  t hemse lves  t o  t he  sys t em t hat  will pe rform CA ope rat ions .  This  
mechanism prevent s  any s ing le  part y (CA or o t he rwise )  from gaining  access  t o  
t he  ce rt ificat e -s igning  key. 
The  CAs  privat e  s igning  key, and any backup copie s , are  gene rat ed  and s t ored  
on a  hardware  securit y module  (HSM).  The  HSM enforce s  mult i-pe rson access  
cont ro l for t he  CA. 

The  LunaSA PED Keys  are  used t o  init ia lize  and log in t o  t he  LunaSA hardware  
t okens , t o  creat e  c lones  and t o  enforce  mult i-pe rson (M-of-N)  cont ro ls .  The  
fo llowing  paragraphs  de scribe  t he  various  PED keys  and t he ir int ended use s : 

Gray PED Key - The  Gray PED Key is  t he  de fault  key used t o  init ia lize  and 
pot ent ia lly re -init ia lize  t he  LunaSA Token.  Any Gray PED Key can be  used t o  
init ia lize  or re -init ia lize  any Token.  The re  will be  a  t o t a l of 3  Gray PED Keys .  
Once  t he  key gene rat ion ce remony is  comple t e  t he  3  Gray PED Keys  will be  
secured wit h t ampe r-evident  seals  and secure ly s t ored  by t he  OA. 

Blue PED Key - The  Luna Securit y Office r (LSO) PED Key is  used t o  c lone  Tokens .  
The  LSO PED Key holds  t he  LSO PIN and is  used for creat ing  Token use rs  and 
changing  Token passwords .  The re  will be  a  t o t al of 3  Blue  PED Keys .  Once  t he  
key gene rat ion ce remony is  comple t e , t he  Blue  PED Keys  will be  secured wit h 
t ampe r-evident  seals  and secure ly s t ored  by t he  OA. 

Black PED Key - The  Black PED Key is  used t o  log in t o  t he  Luna Token when 
s t art ing  Ent rus t / Aut horit y.  The re  will be  3  Black PED Keys .  Once  t he  key 
gene rat ion ce remony is  comple t e , one  Black PED Key will be  he ld  in t he  
posse ss ion of t he  Luna Use r; t he  o t he r Black PED keys  will be  secured wit h 
t ampe r-evident  seals  and secure ly s t ored  by t he  OA. 

Red PED Key - The  Red Key, Cloning  PED Key, is  used t o  c lone  LunaSA t okens .  It  
carrie s  t he  domain ident ifie r for t he  Tokens .  It  is  c reat ed/ imprint ed  wit h t he  
firs t  Token and t hen carrie s  t he  domain t o  t he  o t he r Tokens  t hus  pe rmit t ing  
PED Key c loning  amongs t  only t hose  Tokens .  The re  will be  3  Red PED Keys .  
Once  t he  key gene rat ion ce remony is  comple t e , t he  3  Red PED Keys  will be  
secured wit h t ampe r-evident  seals  and secure ly s t ored  by t he  OA. 

Green PED Key - The  Green PED keys  are  used for M of N capabilit ie s .  M of N is  
an opt ional acce ss -re s t ric t ion funct ion t o  furt he r enhance  t he  securit y of 
LunaSA t oken ope rat ions .  M of N involves  an addit ional password or PIN, 
applied  t o  t he  t oken, which mus t  accompany t he  Use r or LSO login keys .  The  M 
of N password is  a  shared  secre t  t hat  is  d is t ribut ed  (or sp lit )  among seve ral 
Green PED keys .  M of N will be  1  of 3 .  The  shared secre t  will be  split  amongs t  
3  Green PED keys .  The re  will be  1  Green PED key required  at  e ach log in.  Any 
fut ure  log in t o  t he  t oken require s  t hat  1  of t he  3  green share  keys  be  provided, 
in addit ion t o  e it he r t he  b lue  LSO key or t he  b lack Luna Use r key.  Once  t he  key 
gene rat ion ce remony is  comple t e  2  se t s  of 3  Green PED Keys  will be  secured 
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wit h t ampe r-evident  seals  and secure ly s t ored  by t he  OA.  The  3  remaining  
Green PED keys  will be  d is t ribut ed  t o  t he  appropriat e  individuals . 
The  OA maint ains  a  lis t  of pe rsonne l t hat  have  been g iven access  t o  t he  PED 
keys .  The  lis t  will be  made  available  for inspect ion during  compliance  audit s . 

6.2.3 Private Key Escrow 
Under no c ircums t ances  are  s ignat ure  keys  used t o  support  non-repudiat ion or 
d ig it a l s ignat ure  se rvice s  e scrowed by a  t hird  part y. 
The  GPO-PCA escrows  all privat e  key management  encrypt ion keys . 
6.2.3.1 Escrow of CA Encryption Keys 
The  CA keys  shall not  be  e scrowed. 

6.2.4 Private Key Backup 
The  HSM cont aining  t he  GPO-PCA keys  will be  c loned in orde r t o  support  t he  
high availabilit y CA configurat ion and Disas t e r Recove ry.  Cloning  copie s  t he  
cont ent s  of one  secure  crypt ographic  t oken t o  anot he r wit hout  expos ing  t he  
keys  out s ide  of t he  HSM.  The  c loning  procedure  maint ains  hardware  secured 
backups  and ve rifiable  audit s  t hrough a  d irec t  hardware -t o-hardware  backup 
procedure .  To prevent  unaut horized use  of backup mat e ria ls , backup t okens  
maint ain t he  same  access  cont ro ls  as  t he  orig inal. 
The  t oken will be  c loned 2  t imes  t o  creat e  3  ident ical t okens  (1  product ion, 1  
product ion backup and 1  off-s it e  backup)  of t he  CA  keys .  The  init ia l c loning  
procedure  will be  pe rformed as  part  of t he  key gene rat ion ce remony. 
The  OA pe riodically t e s t s  a ll t okens , inc luding  t he  c lones , t o  ensure  t hat  t hey 
are  ope rat ional.  Tokens  t hat  have  failed  will be  immediat e ly replaced by new 
clones . 
6.2.4.1 Backup of GPO-PCA Private Signature Key 
The  GPO-PCA privat e  s ignat ure  keys  are  backed up unde r t he  same  mult i-pe rson 
cont ro l as  t he  creat ion of t he  orig inal s ignat ure  key.  This  backup/ c loning  
procedure  is  comple t ed  as  a  formal scrip t  t hat  specifie s  t he  de t ailed  s t ep-by-
s t ep  procedure .  The  scrip t  de fine s  t he  individuals  t hat  are  required  t o  comple t e  
t he  backup/ c loning  procedure  and mee t  t he  mult i-pe rson cont ro l requirement . 
A s ing le  copy of t he  s ignat ure  key is  secure ly s t ored  at  t he  GPO-PCA locat ion.  
A second copy will be  secure ly s t ored  at  an off-s it e  backup locat ion. Copie s  of 
t he  s ignat ure  key shall be  s t ored  on crypt ographic  t okens  and shall be  p laced in 
secure  cont aine rs , and t he  ac t ivat ion informat ion for t he  s ignat ure  key shall be  
p laced in a  separat e  securit y cont aine r, in t ampe r-evident  enve lopes , from t he  
crypt ographic  t okens . 
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6.2.4.2 Backup of Subscriber Private Signature Key 
Subscribe r privat e  s ignat ure  keys  for any Medium Hardware  as surance  
ce rt ificat e  is sued unde r t his  CPS, shall not   backed up, e scrowed, copied  or 
archived. 
 
For Medium Assurance  ce rt ificat e s , t he  Subscribe r privat e  s ignat ure  keys  may 
be  backed up or copied , but  mus t  be  he ld  in t he  Subscribe r’s  cont ro l. The  
Ent rus t  COTS soft ware  provides  t he  capabilit ie s  t o  mee t  t he se  requirement s . 
 
 
6.2.4.3 Backup of Subscriber Private Key Management Key 
 
Backed up Subscribe r privat e  key management  key shall not  be  s t ored  in 
p laint ext  out s ide  of t he  crypt ographic  module . The  Ent rus t  COTS and Safene t  
hardware  t okens  provide  t he  crypt ographic  module  capabilit ie s  t o  mee t  t he se  
requirement s . 
  
6.2.4.4 Backup of Certificate Status Server (CSS) Private Key 
The  CSS Privat e  key shall be  c loned us ing  t he  HSM in orde r t o  support  high 
availabilit y and support  t he  off-s it e  backup locat ion for d isas t e r re cove ry. The  
c loning  procedure  maint ains  hardware  secure  backup and ve rifiable  audit s  
t hrough a  d irec t  hardware -t o-hardware  backup procedure  us ing  t he  HSM. The  
c loning  t oken shall be  s t ored  in a  secure  cont aine r. To prevent  unaut horized use  
of t he  backup mat e ria ls , t he  c loning  t oken is  s t ored  in a  secure  cont aine r t hat  is  
locat ed  in t he  same  phys ical locat ion and has  t he  same  phys ical acce ss  cont ro ls  
as  t he  product ion HSM. 
 

6.2.5 Private Key Archival 
. The  CA privat e  s ignat ure  key shall not  be  archived. The  CA privat e  s ignat ure  
key is  s t ored  ins ide  t he  LunaSA hardware  t oken (FIPS 1 4 0  ce rt ified  at  Securit y 
Leve l 3 )  and no backup CA key s t orage  t okens  are  eve r sent  t o  t he  secure  
archive  fac ilit y.  This  is  accomplished by t he  procedure s  used for t he  archive , in 
t hat  a  specific  s t ep  in t his  procedure  s t a t e s  t hat  in no  case  is  a  GPO-PCA 
backup LunaSA key s t orage  t oken t o  be  archived.  
Subscribe r privat e  s ignat ure  keys  shall not  be  archived. 
CSS privat e  s ignat ure  keys  shall not  be  archived. 
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The  GPO-PCA use s  t he  Ent rus t  COTS CA soft ware  t o  e scrow key management  
keys  for Subscribe rs  t o  enable  key recove ry, and t he  prot ocols  and 
crypt ographic  me t hods  of t he  Ent rus t  COTS CA soft ware  are  used for t his  
purpose .  Ent rus t  COTS CA soft ware  use s  crypt ographic  parame t e rs , inc luding  
AES-2 5 6  symmet ric  key encrypt ion for CA dat abase  encrypt ion, which are  as  
s t rong  or s t ronge r t han t he  key management  keys  be ing  prot ect ed . 
 

6.2.6 Private Key Entry into or from a Cryptographic Module 
Privat e  keys  are  gene rat ed  wit hin t he  crypt ographic  module .  Use  of FIPS 1 4 0  
validat ed  crypt ographic  module s  prevent s  exposure  of unencrypt ed  key out s ide  
t he  crypt ographic  module s . 
 

6.2.7 Private Key Storage on a Cryptographic Module 
 
See  sect ion 6 .2 .1  for t his  informat ion. 
 

6.2.8 Method of Activating Private Key 
The  CA crypt ographic  module  re t rieves  and act ivat e s  t he  CA privat e  s igning  key 
only when needed.  The  GPO-PCA privat e  s igning  key is  neve r exposed out s ide  
of t he  crypt ographic  module .  Act ivat ion of t he  GPO-PCA privat e  s ignat ure  key 
require s  t he  Black or Blue  PED Key and t he  as sociat ed  PIN, in addit ion t o  one  
Green PED Key. 
The  Subscribe r is  aut hent icat ed  t o  t he  crypt ographic  module  be fore  t he  
ac t ivat ion of t he   privat e  key associat ed  wit h ce rt ificat e s  is sued by t his  CA 
unde r id-fpki-common-aut hent icat ion, id-fpki-common-policy, id-fpki-common-
hardware  and id-fpki-common-device s .  Me t hods  of aut hent icat ion include  but  
are  not  limit ed  t o  passphrase s , PINs  or b iome t rics . Ent ry of ac t ivat ion dat a  is  
prot ec t ed  from disc losure  ( i.e ., t he  dat a  is  not  d isplayed while  it  is  ent e red) . For 
ce rt ificat e s  is sued unde r id-fpki-common-cardAut h, Subscribe r ac t ivat ion is  not  
required  t o  use  t he  as sociat ed  privat e  key. 
Subscribe r privat e  keys  are  ac t ivat ed  when t he  Subscribe r logs  int o  ( i.e . 
aut hent icat e s  t o)  t he  ce rt ificat e  applicat ion.  
6.2.8.1 Access to Activated Cryptographic Modules and Private Key 
Crypt ographic  module s  and privat e  keys  t hat  have  been ac t ivat ed  shall not  be  
available  t o  unaut horized access . For t he  CA and CSS (OCSP) sys t ems , t his  is  
accomplished via  t he  phys ical securit y cont ro ls  de scribed above  in sec t ion 5 .1  
(and all it s  subsect ions )  of t his  CPS. For RA’s  t his  is  accomplished via  t he  RA 
obligat ions  de scribed above  in t his  CPS in sect ion 2 .1 .2 . The  RA is  required  t o  
ensure  t hat  t he  crypt ographic  module  is  not  le ft  unat t ended when t he  privat e  
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key has  been act ivat ed . In addit ion, t he  inact ivit y t ime r for t he  RA soft ware  and 
t oken ( t he  Ent rus t  COTS soft ware  and Safene t  t oken)  shall be  se t  t o  1 5  
minut e s  t o  provide  t e chnical prevent at ive  cont ro l t o  limit  t he  risks  of 
unaut horized  acce ss  t o  t he  ac t ivat ed  privat e  key. Subscribe rs  are  required  by 
t he  obligat ions  de scribed above  in t his  CPS in sect ion 2 .1 .3  t o  ensure  t hat  t he  
crypt ographic  module  is  not  le ft  unat t ended when t he  privat e  key has  been 
ac t ivat ed  and be fore  t he  privat e  key has  been deact ivat ed .  In addit ion, t he  
inact ivit y t ime r for t he  Subscribe r soft ware  configured in t he  Ent rus t  COTS 
soft ware  is  se t  t o  1 5  minut e s  t o  provide  a  t e chnical prevent at ive  cont ro l t o  
limit  t he  risks  of unaut horized access  t o  t he  ac t ivat ed  privat e  key.  
 
6.2.8.2 Access to CA Cryptographic Modules When Not in Use 
CA crypt ographic  module s  shall be  s t ored  in a  secure  cont aine r (safe )  when t he  
module  is  not  in ac t ive  use  wit h t he  CA applicat ion.  The  backup t okens  used for 
c loning  t he  CA keys  for d isas t e r re cove ry and high availabilit y purpose s  shall be  
s t ored  in a  secure  cont aine r (safe )  when not  in use  for purposes  of aut horized 
key recove ry or backup ope rat ions . The  GPO primary s it e  and t he  off-s it e  
backup locat ion have  securit y cont aine rs  for t his  purpose .  
 

 

6.2.9 Method of Deactivating Private Key 
The  privat e  keys  remain ac t ive  for t he  pe riod of log in.  The  log in pe riod is  ended 
e it he r by t he  Subscribe r logging  out  from t he  ce rt ificat e  applicat ion or 
aut omat ically as  de t e rmined by a  pre se t  t ime r.  For GPO-PCA Subscribe rs , t he  
id le -t ime r is  se t  t o  1 5  minut e s . 
For t hose  Subscribe rs  us ing  a  hardware  crypt ographic  t oken, t he  Subscribe r’s  
t oken will be  deact ivat ed  as  de scribed above  or by removing  t he  t oken from t he  
reade r. 

6.2.10 Method of Private Key Destruction 
 
Individuals  in t rus t ed  ro le s  shall de s t roy CA, RA and CSS (OCSP) privat e  
s ignat ure  keys  when t hey are  no longe r needed. The  me t hods  of privat e  key 
de s t ruct ion are  de scribed be low. 
 
When t he  CA privat e  key is  t o  be  de s t royed, which is  only unde r t he  condit ions  
t hat  t he  key is  no  longe r needed and t he  ce rt ificat e s  which corre spond t o  it  are  
expired  or revoked, t his  shall be  pe rformed us ing  t he  LunaSA t oken ze roize  
command in accordance  wit h t he  LunaSA document at ion. This  shall be  a  
scrip t ed  event  wit h a  writ t en scrip t . The  command shall be  repeat ed  t o  ensure  
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t hat  t he  privat e  key is  de s t royed.  The  LunaSA hardware  shall be  re t a ined in 
s t orage  in safe  # 2  in t he  PKI Room, in t his  event . 
 
When t he  CSS (OCSP) privat e  s ignat ure  key is  no  longe r needed and can be  
de s t royed, t he  vendor supplied  commands  shall be  used in conjunct ion wit h t he  
vendor hardware  t o  ze roize  t he  privat e  s ignat ure  key t hat  is  not  needed, us ing  
t he  Core s t ree t  document at ion. 
 
When an RA privat e  s ignat ure  key is  no  longe r needed and can be  de s t royed, 
t he  vendor supplied  command t o  ze roize  t hat  key shall be  used us ing  t he  
vendor supplied  document at ion from Safene t  or appropriat e  vendor t oken. 
 
Subscribe rs  shall e it he r surrende r t he ir crypt ographic  module  t o  aut horized CA 
or RA pe rsonne l for privat e  s ignat ure  key de s t ruct ion once  t hat  s ignat ure  key is  
no  longe r needed (when t he  ce rt ificat e  as sociat ed  wit h t he  privat e  key has  
expired  or has  been revoked) , or shall use  t he  vendor supplied  command (us ing  
t he  Ent rus t  COTS soft ware  for soft ware  s t ored  ce rt ificat e s  or t he  Safene t  t oken 
commands  for hardware  s t ored  keys )  t o  de s t roy t he  privat e  s ignat ure  key. For 
Subscribe r privat e  keys  t hat  are  s t ored  on a  hardware  t oken, t he  vendor 
supplied  soft ware  command t o  re -init ia lize  and ze roize  t he  t oken shall be  used, 
fo llowing  t he  document at ion of t he  vendor (Safene t )  

6.2.11 Cryptographic Module Rating 
 
The  GPO-PCA crypt ographic  module  is  ra t ed  at  FIPS 1 4 0  Securit y Leve l 3 . The  
rat ing  for t he  crypt ographic  module  used by t he  CSS is  FIPS 1 4 0  Securit y Leve l 
3 . The  rat ing  for t he  crypt ographic  module  used by RA and LRA pe rsonne l is  
FIPS 1 4 0  Securit y Leve l 2 . 

6.3 OTHER ASPECTS OF KEY PAIR MANAGEMENT 

6.3.1 Public Key Archival 
The  public  keys  are  archived as  part  of t he  ce rt ificat e  archival. 

6.3.2 Certificate Operational Periods and Key Usage Periods  
The  GPO-PCA key pairs  are  se t  up  for manual updat e .  The  GPO-PCA key valid it y 
pe riod is  as  fo llows : 
 

Key Type Key Validity Period Certificate Validity Period 

Signat ure  3  years    7  years  
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The  key valid it y pe riods  for t he  GPO SSP CSS (OCSP) key pair is  as  fo llows : 
 

Key Type Key Validity Period Certificate Validity Period 

Signat ure  3  years  3  years  

 
 
The  key valid it y pe riods  for GPO-PCA Subscribe rs  are  as  fo llows : 
 

Key Type 
Maximum Private Key 

Validity Period 
Maximum Certificate 

Validity Period 

Encrypt ion/ Key 
Management  Not  Applicable  2  years  

Signat ure  or Non-
Repudiat ion 

9 0 % Cert ificat e  
Life t ime  3  years  

Card  Aut hent icat ion  
(Common Policy and 
GPO Policy)  

3  years  3  years  

PIV Aut hent icat ion and 
GPO Aut hent icat ion 3  years  3  years  

Device  (GPO Policy and 
Common Policy)  3  years  3  years  

 
PIV and PIV-I subscribe r ce rt ificat e  expirat ion shall not  be  la t e r t han t he  
expirat ion dat e  of t he  PIV-I hardware  t oken on which t he  ce rt ificat e s  re s ide . 
 
Subscribe r public  keys  in ce rt ificat e s  t hat  as se rt  t he  id-fpki-p ivi-cont ent -s igning  
OID in t he  ext ended key usage  ext ens ion have  a  maximum usage  pe riod of 9  
years . The  privat e  keys  corre sponding  t o  t he  public  keys  in t he se  ce rt ficat e s  
have  a  maximum usage  pe riod  of t hree  (3 )  years . Expirat ion of t he  id-fpki-
ce rt pcy-pivi-cont ent Signing  ce rt ificat e  shall be  la t e r t han t he  expirat ion of t he  
id-fpki-ce rt pcy-pivi-hardware  and id-fpki-ce rt pcy-pivi-cardAut h ce rt ificat e s . 
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6.4 ACTIVATION DATA 

6.4.1 Activation Data Generation and Installation 
Act ivat ion dat a  (b iome t rics , password or PIN) will be  used t o  prot ec t  acce ss  t o  
use  of a  privat e  key.  Password-t ype  ac t ivat ion dat a  ( i.e . not  b iome t ric  or PIN) 
used by t he  RA’s  is  required  t o  mee t  t he  fo llowing  crit e ria : 

• At  leas t  e ight  charact e rs  
• At  leas t  one  numeric  charact e r 
• At  leas t  one  uppe rcase  charact e r 
• At  leas t  one  lowercase  charact e r 
• At  leas t  one  special charact e r 
• No repe t it ion of t he  previous  5  passwords  
• Maximum password age  of 9 0  days  

 
 

Password-t ype  ac t ivat ion dat a  ( i.e . not  b iome t ric  or PIN) used by t he  
Subscribe rs  is  required  t o  mee t  t he  fo llowing  crit e ria : 

 
• At  leas t  e ight  charact e rs  
• At  leas t  one  numeric  charact e r 
• At  leas t  one  uppe rcase  charact e r 
• At  leas t  one  lowercase  charact e r 
• No repe t it ion of t he  previous  3  passwords  
• Maximum password age  of 9 0  days  

 
 
Subscribe r and RA act ivat ion dat a  is  not  t ransmit t ed  e lec t ronically t o  t he  
subscribe r or t he  RA, re spect ive ly. 
PIN-t ype  ac t ivat ion dat a  is  required  t o  be  be t ween 4  and 8  d ig it s  in lengt h, 
inc lus ive . Maximum PIN age  is  required  t o  be  8  weeks . 
Biome t ric-t ype  ac t ivat ion dat a  is  dependent  on t he  manufact ure r and t ype  of 
b iome t ric  sys t em in use . 
CA act ivat ion dat a  shall not  be  t ransmit t ed  e lec t ronically ove r a  ne t work, and 
shall be  cont ro lled  in accordance  wit h CA Key Gene rat ion Ce remony 
document at ion, which is  maint ained by t he  Policy Aut horit y. 

6.4.2 Activation Data Protection 
Act ivat ion dat a  for RA’s  and Subscribe rs  is  not  t o  be  writ t en down.  Howeve r, if 
ac t ivat ion dat a  is  writ t en down, it  will be  s ecured at  t he  leve l of t he  dat a  t hat  
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t he  as sociat ed  crypt ographic  module  is  used t o  prot ect , and will not  be  s t ored  
wit h t he  crypt ographic  module . 
Act ivat ion dat a  will neve r be  shared. 

6.4.3 Other Aspects of Activation Data 
Procedure s  fo llowed t o  change  PED Key PINs  are  de scribed  in t he  LunaSA 
document at ion. 

6.5 COMPUTER SECURITY CONTROLS 
The  CA se rve r ins t ant ia t ion is  t ight ly cont ro lled  and audit ed  as  part  of t he  key 
gene rat ion ce remony.  All soft ware  loaded on t he  CA se rve r is  from orig inal 
manufact ure r d is t ribut ion media.   
The  GPO-PCA se rve r is  built  on Windows  2 0 0 8  Se rve r R2  ope rat ing  sys t em 
(wit h t he  current  Se rvice  Pack) .  The  Windows  2 0 0 8  Se rve r R2  ope rat ing  
sys t em will have  t he  fo llowing  securit y feat ure s  enabled: ident ificat ion and 
aut hent icat ion for a ll use rs , d iscre t ionary access  cont ro l, and securit y audit .  
The  Windows  2 0 0 8  Se rve r R2  ope rat ing  sys t em is  de s igned and configured t o  
provide  se lf-prot ect ion and process  iso lat ion. 
The  GPO-PCA se rve r ope rat e s  wit h t he  minimal number of local account s  
required .  No one  will be  able  t o  pe rform remot e  log in.  The  GPO-PCA will only 
run t he  ne t work se rvice s  required  t o  ope rat e  t he  CA. 

6.5.1 Specific Computer Security Technical Requirements 
The  ope rat ing  sys t em require s  aut hent icat ed  log ins , provides  d iscre t ionary 
acce ss  cont ro l, audit  capabilit y,  enforce s  domain int egrit y boundarie s , and 
support s  recove ry from key subsys t em or sys t em failure . 
The  CA Soft ware  is  validat ed  FIPS 1 4 0 -2  leve l 1  and t he  HSM is  validat ed  FIPS 
1 4 0 -2  leve l 3 , t hey provide  t he  fo llowing  securit y t echnical cont ro ls : 

• Require  aut hent icat ed  log ins  
• Provide  Discre t ionary Access  Cont ro l 
• Provide  a  securit y audit  capabilit y 
• Res t ric t  acce ss  cont ro l t o  GPO-PCA se rvice s  and PKI ro le s  
• Enforce  separat ion of dut ie s  for PKI ro le s  
• Require  ident ificat ion and aut hent icat ion of PKI ro le s  and as sociat ed  

ident it ie s  
• Prohibit  objec t  re -use  or require  separat ion for GPO-PCA random access  

memory 
• Require  use  of crypt ography for se s s ion communicat ion and dat abase  

securit y 
• Archive  GPO-PCA his t ory and audit  dat a  
• Require  se lf-t e s t  s ecurit y re la t ed  GPO-PCA se rvice s  
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• Require  a  t rus t ed  pat h for ident ificat ion of PKI ro le s  and as sociat ed  
ident it ie s  

• Require  a  recove ry mechanisms  for keys  and t he  GPO-PCA sys t em 
 

The  CSS (OCSP) sys t em provides  t he  fo llowing  securit y t e chnical cont ro ls : 

• Require  aut hent icat ed  log ins  be fore  pe rmit t ing  any acce ss  t o  t he  sys t em 
• Provide  a  securit y audit  capabilit y 
• Enforce s  separat ions  of ro le s  and manages  privileges  of use rs  t o  limit  

use rs  t o  t he ir as s igned ro le  
• Enforce  domain int egrit y boundarie s  for securit y crit ical processe s  
• Support  re cove ry from key or sys t em failure  
 

6.5.2 Computer Security Rating 
There  is  no  requirement  for a  comput e r securit y ra t ing . 

6.6 LIFE CYCLE TECHNICAL CONTROLS 
The  e ffec t iveness  and appropriat eness  of t he  securit y se t t ings  de scribed in t his  
CPS are  reviewed on a  yearly bas is .  A risk and t hreat  as se ssment  is  pe rformed 
t o  de t e rmine  if key lengt hs  need t o  be  increased or ope rat ional procedure s  
modified  t o  maint ain t he  required  leve l of sys t em securit y. 

6.6.1 System Development Controls 
The  CA se rve r hardware  was  purchased new and is  dedicat ed  for use  as  t he  
GPO-PCA wit hin t he  GPO PKI.  All hardware  was  kept  in t ampe r-evident  sealed  
cont aine rs , wit h acce ss  re s t ric t ed  t o  aut horized individuals .  All acce ss  t o  any of 
t he  PKI hardware , prior t o  ins t a lla t ion in t he  CA facilit y, was  manually recorded 
in a  pape r log  maint ained by t he  OA.  The  OA will make  t his  log  available  t o  t he  
Compliance  Audit ors  during  any compliance  audit . 
The  CA soft ware  is  dedicat ed  t o  providing  t he  GPO-PCA funct ions .  The  GPO-
PCA use s  Ent rus t  COTS CA soft ware . Only OA-approved soft ware  has  been 
loaded on t he  CA se rve rs . 
The  CA hardware  has  been ins t alled  in t he  CA facilit y in accordance  wit h t he  
phys ical securit y safeguards  as  de fined in t his  CPS.  These  phys ical safeguards  
se rve  t o  re s t ric t  acce ss  t o  t he  CA hardware  t o  a  limit ed  number of t rus t ed  
individuals .  These  phys ical safeguards  in combinat ion wit h t he  ne t work securit y 
cont ro ls  de fined in t his  CPS re s t ric t  t he  abilit y for malic ious  soft ware  t o  be  
ins t a lled  on t he  CA hardware . 
RA hardware  and soft ware  shall be  scanned for malic ious  code  on firs t  use  and 
pe riodically aft e rward . 
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6.6.2 Security Management Controls 
The  ins t alla t ion and configurat ion of t he  CA hardware  and soft ware  is  pe rformed 
unde r ve ry s t ric t , s crip t ed  guide line s  as  part  of t he  key gene rat ion ce remony 
wit h each s t ep  be ing  videot aped and audit ed  by t he  Compliance  Audit or 
ident ified  in t his  CPS. 
The  GPO follows  a  formal soft ware  implement at ion me t hodology whe reby all PKI 
soft ware  upgrades  and/ or modificat ions  t o  product ion sys t ems  are  firs t  
ins t a lled  and evaluat ed  in a  t e s t  environment .  All soft ware  modificat ions  and/ or 
upgrades  are  ins t a lled  in a  t e s t  environment  and evaluat ed  by t he  OA. 
At  t he  comple t ion of t he  evaluat ion pe riod, t he  GPO OA submit s  t o  t he  GPO PA 
a d ig it a lly s igned product ion soft ware  or hardware  modificat ion reques t  
indicat ing  t he  specific  hardware  device , soft ware  t it le  and ve rs ion number t o  be  
modified .  In addit ion, t he  report  indicat e s  t he  new hardware  device , soft ware  
t it le  and ve rs ion number, as  we ll as  a  lis t  of modificat ions  or enhancement s  t hat  
t he  new hardware  or soft ware  provides .  The  GPO PA is  re spons ible  for 
reviewing  and approving  t he  product ion soft ware  or hardware  modificat ion 
reques t .  If t he  GPO PA approves  t he  reques t , it  will be  re t urned t o  t he  GPO OA 
dig it a lly s igned by t he  GPO PA. 

6.6.3 Life Cycle Security Controls 
There  is  no  requirement  for life  cycle  securit y ra t ings . 

6.7 NETWORK SECURITY CONTROLS 
Remot e  access  t o  t he  GPO-PCA se rve r via  t he  RA int e rface  is  secured us ing  t he  
securit y feat ure s  of t he  PKIX-CMP prot ocol.  No ot he r remot e  acce ss  is  
pe rmit t ed  and feat ure s  including  inbound FTP are  d isabled . 
All unused ne t work port s  and se rvice s  on t he  CA sys t em are  d isabled . Ne t work 
soft ware  pre sent  and ope rat ional on t he  CA sys t em shall be  necessary for t he  
prope r funct ioning  of t he  CA sys t em. 
The  ne t work connect ion t o  t he  GPO-PCA se rve r is  prot ect ed  by a  firewall.  The  
firewall policy is  as  fo llows . 
Wit h re spect  t o  GPO-PCA applicat ion se rve r: 

• Wit h t he  except ion of se s s ions  init ia t ed  us ing  t he  PKIX-CMP and TLS 
prot ocols  d isallow all o t he r inbound init ia t ed  se s s ions  t o  t he  product ion 
CA se rve r 

• Wit h t he  except ion of se s s ions  init ia t ed  us ing  t he  LDAP prot ocol t o  t he  
LDAP Mas t e r Direc t ory se rve r,  s e s s ions  init ia t ed  us ing  t he  Microsoft  
approved prot ocol for Windows  ope rat ing  sys t em pat ch updat e s  and 
se ss ions  init ia t ed  us ing  t he  Symant ec  approved prot ocol for Symant ec  
Ant i-virus  sys t em updat e s , d isallow all o t he r out bound init ia t ed  se s s ions  
from t he  product ion CA se rve rs 	
  

Wit h re spect  t o  t he  GPO-PCA Mas t e r Direc t ory se rve r: 
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• Wit h t he  except ion of se s s ions  init ia t ed  us ing  t he  LDAP prot ocol from t he  
GPO-PCA se rve r, d isallow all o t he r inbound init ia t ed  se ss ions  t o  t he  LDAP 
Mas t e r Direct ory se rve r 

• Wit h t he  except ion of se s s ions  init ia t ed  us ing  direc t ory updat e  prot ocols  
t o  t he  product ion LDAP Slave  Direct ory se rve rs , d isallow all o t he r 
out bound init ia t ed  se s s ions  from t he  LDAP Mas t e r Direct ory se rve r 

6.8 TIME-STAMPING 
 
Asse rt ed  t imes  are  accurat e  via  use  of t he  NIST c lock source  and t he  Ne t work 
Time  Prot ocol (NTP) se rvice . Connect ions  t o  t he  NIST c lock is  monit ored  by t he  
GPO OA via  aut omat ed me t hods  based on t he  e -Healt h monit oring  soft ware  t o  
ensure  t hat  t imes  are  accurat e  t o  t he  fede ral PKI Common Policy requirement s . 
Clock adjus t ment s  are  an audit able  event  pe r sec t ion 5 .4 .1  of t his  CPS and are  
logged in t he  OS logs  of t he  GPO PCA. 
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7.  CERTIFICATE, CRL AND OCSP PROFILES 

7.1 CERTIFICATE PROFILE 
The  GPO-PCA is sues  X.5 0 9  Vers ion 3  ce rt ificat e s  and support s  t he  fo llowing  
fie lds : 

• Vers ion: Ve rs ion fie ld  is  se t  t o  v3  
• Signat ure : Ident ifie r for t he  a lgorit hm used by t he  GPO-PCA t o  s ign t he  

ce rt ificat e ; Algorit hm ident ifie r (RSA wit h SHA-1  (for ce rt ificat e s  t hat  
expire  on or be fore  December 3 1 , 2 0 1 0 )  or RSA wit h SHA-2 5 6  (for 
ce rt ificat e s  t hat  expire  on or aft e r January 1 , 2 0 1 1 )  

• Is sue r: Ce rt ificat e  is sue r (CA) Dis t inguished Name  
• Valid it y: Ce rt ificat e  valid it y pe riod - not Be fore  s t art  dat e  and not Aft e r 

end dat e  are  specified  
• Subject : Ce rt ificat e  subject  Dis t inguished Name  
• Subject  public  key informat ion:  

For t he  ac t ual format  of ce rt ificat e s  is sued by t he  GPO-PCA, see  Appendix A. 
Ce rt ificat e s  is sued by t he  GPO-PCA shall be  compliant  wit h t he  CCP-PROF 

profile .. 

7.1.1 Version Numbers 
Cert ificat e s  is sued by t his  CA are  is sued wit h t he  ve rs ion number se t  t o  v3 . 

7.1.2 Certificate Extensions 
Rule s  for t he  inc lus ion, as s ignment  of value , and process ing  of ext ens ions  are  
de fined in profile s .  These  profile s  are  writ t en t o  pre scribe  an appropriat e  
amount  of cont ro l ove r an infras t ruct ure , ye t  be  flexib le  enough t o  mee t  t he  
needs  of t he  various  CAs  and communit ie s .  Ce rt ificat e s  shall use  Federal PKI 
Vers ion 1  Technical Specif icat ions : Part  E – X.5 0 9  Cert if icat e  and CRL 
Ext ens ions  Prof ile  [FPKI-Prof] .  Wheneve r privat e  ext ens ions  are  used, t hey shall 
be  ident ified  in a  CPS.  Crit ical privat e  ext ens ions  shall be  int e rope rable  in t he ir 
int ended communit y of use . 
 

7.1.3 Algorithm Object Identifiers 
 Ce rt ificat e s  is sued unde r t his  CPS shall use  t he  fo llowing  OIDs  for s ignat ure s : 
 

sha-
1 Wit hRSAEncrypt ion 

{iso(1 )  member-body(2 )  us (8 4 0 )  rsads i(1 1 3 5 4 9 )  pkcs (1 )  
pkcs -1 (1 )  5 } 
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sha-
2 5 6 Wit hRSAEncrypt ion 

{iso(1 )  member-body(2 )  us (8 4 0 )  rsads i(1 1 3 5 4 9 )  pkcs (1 )  
pkcs -1 (1 )  1 1 } 

 
Ce rt ificat e s  unde r t his  CPS will use  t he  fo llowing  OIDs  for ident ifying  t he  
a lgorit hm for which t he  subject  key was  gene rat ed: 
 

RsaEncrypt ion {iso(1 )  member-body(2 )  us (8 4 0 )  rsads i(1 1 3 5 4 9 )  pkcs (1 )  
pkcs -1 (1 )  1 } 

Dhpublicnumber {iso(1 )  member-body(2 )  us (8 4 0 )  ans i-x9 4 2 (1 0 0 4 6 )  
number-t ype (2 )  1 } 

id-
keyExchangeAlgorit h
m 

{joint -iso-ccit t (2 )  count ry(1 6 )  us (8 4 0 )  organizat ion(1 )  
gov(1 0 1 )  dod(2 )  infosec(1 )  a lgorit hms(1 )  2 2 } 

 
 

7.1.4 Name Forms 
For ce rt ificat e s  is sued t hat  cont ain t he  id-fpki-common-policy, id-fpki-common-
hardware , or t he  id-fpki-common-device s  OID,  t he  subject  and is sue r fie lds  of 
t he  base  ce rt ificat e  shall be  populat ed  wit h an X.5 0 0 / X.5 0 1  compliant  
Dis t inguished Name , wit h t he  at t ribut e  t ype  as  furt he r cons t rained by RFC2 4 5 9 . 
Ce rt ificat e s  is sued unde r id-fpki-common-aut hent icat ion, t he  d is t inguished name  
shall be  populat ed  us ing  t he  rule s  for id-fpki-common-hardware  and shall 
conform t o  X.5 0 0 / X.5 0 1 . Ce rt ificat e s  is sued unde r id-fpki-common-
aut hent icat ion shall inc lude  a  subject  a lt e rnat ive  name  fie ld , as  specified  in t he  
Ce rt ificat e  Profile  for t he  PIV Aut hent icat ion Ce rt ificat e  de fined in Appendix 
A.1 .5  of t his  CPS. 

7.1.5 Name Constraints 
Name  cons t rains  are  is sued in CA and Cross  Ce rt ificat e s . The  GPO-PCA does  not  
is sue  CA or Cross  Ce rt ificat e s . 

7.1.6 Certificate Policy Object Identifier 
Cert ificat e s  is sued by t he  GPO-PCA shall as se rt  one  of t he  ce rt ificat e  policy OIDs  
specified  in sect ion 1 .2  of t his  CPS.  The  GPO-PCA and it s  adminis t ra t ors  (RA’s )  
use  t he  procedure s  in t he  Init ia l Regis t ra t ion sect ion of t his  CPS (sect ion 3 .1 )  
and t he  Ce rt ificat e  Regis t ra t ion Form t o  de t e rmine  which OID is  appropriat e  for 
t he  ce rt ificat e  be ing  is sued. For example , a  ce rt ificat e  t hat  will not  be  is sued on 
a  hardware  t oken, cannot  have  t he  OID for id-fpki-common-hardware .  
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7.1.7 Usage of Policy Constraints Extension 
The  GPO-PCA may asse rt  a  policy cons t raint  ext ens ion in it s  CA ce rt ificat e . 

7.1.8 Policy Qualifiers Syntax and Semantics 
Cert ificat e s  is sued unde r t his  CPS shall not  cont ain policy qualifie rs . 

7.1.9 Processing Semantics for the Critical Certificate Policy Extension 
Cert ificat e s  is sued unde r t his  CPS shall not  cont ain a  crit ical ce rt ificat e  policy 
ext ens ion. 
 

7.2 CRL PROFILE 
For t he  profile  of CRL and ARL is sued by t he  GPO-PCA, see  Appendix A.2 .  

7.2.1 Version Numbers 
The  GPO-PCA shall is sue  X.5 0 9  ve rs ion t wo (2 )  CARLs / CRLs . 
 

7.2.2 CRL Entry Extensions 
Det ailed  CRL profile s  addre ss ing  t he  use  of e ach ext ens ion shall conform t o  t he  
CCP-PROF profile . 

7.3 OCSP PROFILE 
 
For t he  profile  of OCSP Ce rt ificat e s  is sued by t he  GPO-PCA, see  Appendix A.7 .  
 
The  CSS shall be  able  t o  process  SHA-1  and SHA-2 5 6  hash values  if t hey are  
included in t he  Ce rt ID fie ld  and t he  KeyHash in t he  re sponde r ID fie ld , and t he  
CSS for t he  GPO-PCA is  configured for t his . 
 

7.3.1 Version Numbers 
The  GPO-PCA shall is sue  Ve rs ion 1  OCSP ce rt ificat e s , t hat  comply wit h fede ral 
PKI Common Policy Framework and GPO CP requirement s .  
 

7.3.2 OCSP Entry Extensions 
There  shall be  no crit ical OCSP ext ens ions  in t he  OCSP Profile  is sued by t he  GPO-
PCA. De t ailed  OCSP profile s  addre ss ing  t he  use  of e ach ext ens ion shall conform 
t o  t he  CCP-PROF profile . 
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8.  COMPLIANCE AUDIT AND OTHER ASSESSMENTS 

8.1 FREQUENCY OR CIRCUMSTANCES OF ASSESSMENT 
Int e rnal compliance  audit s  shall be  pe rformed according  t o  t he  fede ral PKI 
Common Policy and GPO CP requirement s . Asse ssment s  shall t ake  p lace  upon on 
t he  init ia l ac t ivat ion of a  new CA (a  brand new CA or new DN for a  CA) and once  
eve ry 1 2  mont hs  t he reaft e r for t he  CA and RA’s  in accordance  wit h fede ral PKI 
Common Policy and GPO CP requirement s . In accordance  wit h t he  CP for t he  
Fede ral PKI Common Policy Framework, as  an alt e rnat ive  t o  a  full annual 
compliance  audit  agains t  t he  ent ire  CPS, t he  compliance  audit  of t he  GPO-SCA 
and RA’s  may be  carried  out  in accordance  wit h t he  requirement s  as  specified  in 
t he  Triennial Audit  Guidance  document  locat ed  at : 
ht t p :/ / www.idmanagement .gov/ fpkipa. 
 

8.2 IDENTITY/QUALIFICATIONS OF ASSESSOR 
The  GPO PA will have  t he  re spons ib ilit y t o  ve rify t hat  t he  as se ssor or compliance  
audit or se lec t ed , by t he  GPO-OA, t o  audit  t he  GPO PCA and any applicable  
pe rsonne l mee t  t he  requirement s  gove rning  t he  ident it y and qualificat ions  of 
t he  as se ssor/ compliance  audit or t hat  are  s t ipulat ed  in t he  US fede ral PKI 
Common Policy and t he  GPO CP .The  asse ssor or compliance  audit or mus t  
pe rform PKI compliance  audit s  as  a  regular ongoing  bus ine ss  ac t ivit y. The  
audit or mus t  be  a  ce rt ified  informat ion sys t em audit or (CISA) or IT securit y 
specialis t  (such as  a  ce rt ified  informat ion sys t ems  securit y profe ss ional or 
CISSP) , and a  PKI subject  mat t e r specialis t  who can offe r input  regarding  
accept able  risks , mit igat ion s t ra t eg ie s , and indus t ry be s t  prac t ice s . 

8.3 ASSESSOR’S RELATIONSHIP TO ASSESSED ENTITY 
The  compliance  audit or or as se ssor is  a  firm in a  cont ract ual re la t ionship  wit h 
t he  GPO and has  no GPO PKI management  capabilit ie s  or re spons ibilit ie s . 

8.4 TOPICS COVERED BY ASSESSMENT 
The  compliance  audit  ve rifie s  t hat  t he  ope rat ional and t e chnical cont ro ls  used 
by t he  GPO PCA ope rat ions  pe rsonne l, inc luding  all RA’s , sa t is fy a ll requirement s  
of t he  fede ral PKI Common Policy Framework, t he  GPO CP, and t he  s t ipulat ions  
in t his  CPS, including  all t he  fo llowing  t opics : 

• Ident ificat ion & Aut hent icat ion (Sect ion 3 )  
Init ia l Regis t ra t ion 
Ce rt ificat e  Renewal, Updat e , and Rout ine  Re-key 
Re -key Aft e r Revocat ion 
Revocat ion Reques t  
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• Cert ificat e  Life -Cycle  Ope rat ional Requirement s  (Sect ion 4 )  
Applicat ion for a  Ce rt ificat e  
Ce rt ificat e  Is suance  
Ce rt ificat e  Accept ance  
Ce rt ificat e  Suspens ion and Revocat ion 
Securit y Audit  Procedure s  
Records  Archival 
Key Changeove r 
Compromise  and Disas t e r Recove ry 
CA Te rminat ion 

• Facilit y, Management , and Ope rat ional Cont rols  (Sect ion 5 )  
Phys ical Cont ro ls  
Procedural Cont ro ls  
Pe rsonne l Cont ro ls  

• Technical Securit y Cont rols  (Sect ion 6 )  
Key Pair Gene rat ion & Ins t alla t ion 
Privat e  Key Prot ec t ion 
Ot he r Aspect s  of Key Pair Management  
Act ivat ion Dat a  
Comput e r Securit y Cont ro ls  
Life -cycle  Technical Cont ro ls  
Ne t work Securit y Cont ro ls  
Crypt ographic  Module  Enginee ring  Cont ro ls  

• Cert ificat e , CRL and OCSP Profile s  (Sect ion 7 )  
Ce rt ificat e  Profile  
ARL/ CRL Profile  

• Specificat ion Adminis t ra t ion (Sect ion 8 )  
Specificat ion Change  Procedure s  
Publicat ion and Not ificat ion Procedure s  
CPS Approval Procedure s  

8.5 ACTIONS TAKEN AS A RESULT OF DEFICIENCY 
There  are  t hree  poss ib le  ac t ions  t o  t ake  when a  de fic iency has  been ident ified: 

• Cont inue  t o  ope rat e  as  usual 
• Cont inue  t o  ope rat e  but  a t  a  lower as surance  leve l 
• Suspend ope rat ion 

If a  de fic iency is  ident ified , t he  GPO PA will de t e rmine  which of t he  fo llowing  
ac t ions  t o  t ake . 

• If cont inuing  ope rat ion, as  usual or lower as surance  leve l, t he  GPO PA and 
OA are  re spons ible  for ensuring  t hat  correct ive  ac t ions  are  t aken wit hin 
3 0  days . At  t hat  t ime , or e arlie r if agreed by t he  GPO PA and Compliance  
Audit or, t he  compliance  audit  t e am will re -audit  t he  GPO PCA in t he  areas  
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of de fic iencie s .  If, upon re -audit , correc t ive  ac t ions  have  not  been t aken, 
t he  GPO PA will de t e rmine  if more  seve re  ac t ion is  required . 

• If ope rat ion is  suspended t he  GPO PA and OA are  re spons ib le  for report ing  
t he  s t a t us  of correct ive  ac t ion t o  t he  Compliance  Audit ors  on a  weekly 
bas is .  The  GPO PA and Compliance  Audit or t oge t he r will de t e rmine  when 
re -audit  is  t o  occur.  If t he  de fic iencie s  are  deemed t o  have  been 
correc t ed  upon re -audit , t he  GPO PCA will re sume  se rvice . 

8.6 COMMUNICATIONS OF RESULTS 
The  compliance  audit or will communicat e  re sult s  of a ll compliance  audit s  t o  t he  
PA t hrough a  Compliance  Audit  Report .  The  report  will cont ain a  summary t able  
of t opics  cove red, areas  in which t he  GPO PCA was  found t o  be  non-compliant  
and a  brie f de scrip t ion of t he  problems  for e ach area of non-compliance .  The  
report  will a lso  cont ain t he  de t ailed  re sult s  of t he  compliance  audit  for a ll t opics  
cove red, inc luding  t he  t opics  in which t he  GPO PCA passed and t he  t opics  in 
which t he  GPO PCA failed . The  GPO PCA Operat ional Aut horit y (OA) shall 
propose  remedie s  for any t opic  fa ilure , inc luding  expect ed  t ime  for comple t ion, 
t o  t he  fede ral PKI Policy Aut horit y and t he  GPO PA. 
Not ificat ion of compliance  audit  fa ilure , t he  t opics  of fa ilure  and, re asons  for 
fa ilure  will be  provided immediat e ly, upon t he  conclus ion of t he  compliance  
audit , in a  writ t en report  t o  t he  GPO PCA OA,  t he  GPO PA, and t he  fede ral PKI 
Policy Aut horit y. 
 
The  audit  compliance  report  shall be  provided t o  t he  GPO PA and OA, and t o  t he  
fede ral PKI Policy Aut horit y.  The  audit  report  and ident ificat ion of correct ive  
measure s  t o  t he  fede ral PKI Policy Aut horit y and t he  GPO PA wit hin 3 0  days  of 
comple t ion. A special compliance  audit  shall be  conduct ed  if it  is  required  t o  
confirm t he  implement at ion and e ffec t iveness  of t he  remedy. The  fede ral PKI 
Policy Aut horit y can de t e rmine  t hat  such a  special compliance  audit  is  required  
t o  ve rify implement at ion and e ffec t iveness  of t he  remedy, and t he  GPO PA can 
do so  as  we ll. 
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9.  OTHER BUSINESS AND LEGAL MATTERS 

9.1 FEES 
 

9.1.1 Certificate Issuance or Renewal Fees 
 
GPO fee s  for ce rt ificat e  is suance  and renewal are  se t  by GPO and document ed 
wit h Subscribe rs . 

9.1.2 Certificate Access Fees 
 
The re  are  no  charges  for acce ss  t o  t he  GPO-PCA ce rt ificat e  or t o  Subscribe r 
ce rt ificat e s . 

9.1.3 Revocation or Status Information Access Fees 
 
The re  are  no  charges  for acce ss  t o  Revocat ion, CRL or CSS St at us  informat ion. 

9.1.4 Fees for Other Services 
 
GPO re se rves  t he  right  t o  se t  fe e s  in accordance  wit h t his  CPS and MOA’s  for 
o t he r se rvice s  provided by t he  GPO-PCA. 

9.1.5 Refund Policy 
 
Re funds  are  subject  t o  a  case  by case  review by GPO and t he  Subscribe r’s  
organizat ion. 
 

9.2 FINANCIAL RESPONSIBILITY 
 

9.2.1 Insurance Coverage 
 
The re  is  no  insurance  cove rage  for any non-GPO or ext e rnal part y.  
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9.2.2 Other Assets 
 
No s t ipulat ions . 

9.2.3 Insurance or Warranty Coverage for End-Entities 
 
The re  is  no  insurance  cove rage  or warrant y cove rage  of any kind for end-
ent it ie s  or for re lying  part ie s  offe red  by t he  GPO-PCA. 

9.3 CONFIDENTIALITY OF BUSINESS INFORMATION 
GPO-PCA informat ion not  requiring  prot ect ion may be  made  public ly available , 
according  t o  t he  s t ipulat ions  of t his  CPS in t he  sub-sect ions  be low. 

9.3.1 Scope of Confidential Information 
Each Subscribe r’s  privat e  s igning  key is  confident ia l t o  t hat  Subscribe r. The  CA 
and RA are  not  provided any acce ss  t o  t hose  keys . 
Informat ion he ld  in audit  logs  and t he  archive s  is  cons ide red  confident ia l t o  t he  
GPO-PCA and is  not  re leased t o  ext e rnal part ie s , unle ss  required  by law. 
Pe rsonal informat ion he ld  by t he  RA, o t he r t han t hat  which is  explic it ly published 
as  part  of a  ce rt ificat e , CRL, CP or t his  CPS is  cons ide red  confident ia l t o  t he  GPO 
PKI and is  not  re leased unle ss  required  by law. 
Informat ion in t rans it  be t ween t he  RA and t he  GPO-PCA is  aut omat ically 
encrypt ed  by t he  GPO-PCA and RA component s  t o  provide  dat a  confident ia lit y.  
Informat ion s t ored  on t he  RA works t at ion or GPO-PCA se rve r is  prot ect ed  by 
password.  The  RA keeps  pape r informat ion (e .g ., reg is t ra t ion forms)  in a  locked 
cont aine r when t he  RA is  not  pre sent . 

9.3.2 Information Not Within Scope of Confidential Information 
Informat ion included in ce rt ificat e s  and CRLs  is sued by t he  GPO-PCA are  not  
cons ide red  confident ia l, wit h t he  except ion of t he  FASC-N value  in t he  subject  
a lt e rnat ive  name  ext ens ion in a ll common-aut hent icat ion (PIV Aut hent icat ion)  
and GPO Aut hent icat ion ce rt ificat e s . 
. 

9.3.3 Responsibility to Protect Confidential Information 
 
The  GPO-PCA PA and OA shall have  re spons ib ilit y t o  ensure  t hat  cont ro ls  exis t  
t o  prot ect  t he  confident ia l informat ion in sect ion 9 .3 .1 . 

9.4 PRIVACY OF PERSONAL INFORMATION 
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9.4.1 Privacy Plan 
 
A Privacy Impact  Asse ssment  (PIA) for t he  GPO-PCA shall be  produced by GPO 
and shall involve  t he  GPO Privacy Office r. The  PIA shall be  made  available  t o  t he  
compliance  audit or and t he  Fede ral PKI Policy Aut horit y. 
 

9.4.2 Information Treated as Private 
 
Informat ion he ld  in t he  GPO-PCA audit  logs  and t he  GPO-PCA archive s  is  
cons ide red  privat e  and shall not  re leased t o  ext e rnal part ie s  (wit h t he  except ion 
of t he  Fede ral PKI Policy Aut horit y) , unle s s  required  by law. 
 

9.4.3 Information not Deemed Private 
 
Informat ion included in ce rt ificat e s  and CRLs  is sued by t he  GPO-PCA are  not  
cons ide red  confident ia l, wit h t he  except ion of t he  FASC-N value  in t he  subject  
a lt e rnat ive  name  ext ens ion in a ll common-aut hent icat ion (PIV Aut hent icat ion)  
and GPO Aut hent icat ion ce rt ificat e s . 
 

9.4.4 Responsibility to Protect Private Information 
 
The  GPO-PCA PA and OA shall have  re spons ib ilit y t o  ensure  t hat  cont ro ls  are  in 
force  and ope rat ional t o  secure ly s t ore  and prot ect  t he  privat e  informat ion 
d iscussed in sect ion 9 .4 . 
 

9.4.5 Notice and Consent to Use Private Information 
 
The re  are  no  requirement s  for t he  GPO-PCA t o  provide  not ice  or obt ain consent  
t o  use  t he  informat ion provided by Subscribe rs  and applicant s  for ce rt ificat e s . 
 

9.4.6 Disclosure Pursuant to Judicial or Administrative Process 
 
The  GPO PA is  t he  re spons ib le  part y t o  review all reques t s  for informat ion 
re lease  as  part  of c ivil d iscove ry and, working  wit h t he  GPO Policy Aut horit y, 
GPO Gene ral Counse l and fede ral PKI Policy Aut horit y, shall ensure  t hat  no  
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privat e  informat ion or GPO-PCA informat ion is  d isc losed unle ss  required  by 
applicable  law or orde red  by a  court  wit h valid  jurisd ic t ion.  
The  GPO PA keeps  copie s , e it he r pape r or e lec t ronic , of e ach reques t  for 
informat ion re lease  pursuant  t o  judic ial or adminis t ra t ive  process , and  t o  law 
enforcement  offic ia ls . 
 

9.4.7 Other Information Disclosure Circumstances 
 
None . 

9.5 INTELLECTUAL PROPERTY RIGHTS 
 
The  GPO PA and OA shall comply wit h int e lle c t ual prope rt y right s . 
 
All Ce rt ificat e s  and CRLs  is sued by t he  GPO-PCA are  t he  prope rt y of t he  GPO-
PCA. This  CPS is  t he  prope rt y of t he  GPO-PCA. The  Dis t inguished Names  (DNs)  
for GPO ent it ie s  wit hin t he  GPO-PCA domain in t he  d irec t ory and in ce rt ificat e s  
is sued t o  GPO ent it ie s  wit hin t hat  domain are  t he  prope rt y of GPO. The  DNs  for 
non-GPO ent it ie s  are  subject  t o  t he  MOA be t ween t he  ent it y and GPO. 
Wit h re spect  t o  licensed applicat ions , t his  CPS does  not  modify owne rship  of 
licensed applicat ions  or licens ing  agreement s  for such applicat ions . 

9.6 REPRESENTATIONS AND WARRANTIES 
 

9.6.1 CA Representations and Warranties 
The  GPO-PCA who is sues  ce rt ificat e s  t hat  as se rt  t his  policy shall comply wit h 
t he  s t ipulat ions  of t he  US fede ral PKI Common Policy and will comply wit h t he  
requirement s  se t  fort h in any MOA’s  t hat  may be  appropria t e ly execut ed . The  
GPO-PCA shall make  GPO ce rt ificat e s  and CRL’s  available  in a  repos it ory for 
subscribe rs , PKI adminis t ra t ors  and Re lying  Part ie s  use .  
 
The  GPO-PCA does  not  d isc laim any re spons ibilit ie s  required  unde r t he  fede ral 
PKI Common Policy Framework. 
 
The  GPO-PCA may use  a  varie t y of mechanisms  for pos t ing  informat ion int o  a  
repos it ory as  required  by t he  US fede ral PKI Common Policy.  These  mechanisms  
at  a  minimum shall inc lude : 
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• All CA ce rt ificat e s  and CRL’s   shall be  p laced int o  a  X.5 0 0  Direct ory Se rve r 
Sys t em t hat  is  public ly acce ss ib le  t hrough t he  Light we ight  Direct ory 
Access  Prot ocol (LDAP) 

• All CA ce rt ificat e s  and CRL’s   shall a lso  be  available  and public ly acce ss ib le  
via  t he  Hype r Text  Transport  Prot ocol (HTTP) 

• The  GPO-PCA may opt ionally publish subscribe r ce rt ificat e s  int o  t he  
public ly acce ss ib le  X.5 0 0  Direct ory Se rve r Sys t em t hat  is  public ly 
acce ss ib le  t hrough LDAP prot ocol 

• Availabilit y of t he  informat ion as  required  by t he  ce rt ificat e  informat ion 
pos t ing  and re t rieval s t ipulat ions  of t he  US fede ral PKI Common Policy and 
t he  GPO CP 

• Access  cont ro l mechanisms  when needed t o  prot ec t  repos it ory 
informat ion from unaut horized modificat ion or de le t ion (as  de scribed in 
la t e r sec t ions )  

• There  shall be  redundant  d irec t ory sys t ems  (a  t o t al of 3  d irec t ory 
sys t ems  for t rip le  redundancy)  a t  t he  primary ope rat ional s it e  and in 
addit ion, redundant  d irec t ory sys t ems  at  t he  off-s it e  backup ope rat ional 
s it e  (a  t o t a l of 3  d irec t ory sys t ems  for t rip le  redundancy at  t he  off-s it e  
backup locat ion)  so  t hat  t he  GPO-PCA can achieve  t he  Common Policy 
d irec t ory availabilit y requirement s . 

• The  public ly acce ss ib le  d irec t ory sys t ems  and LDAP and HTTP access  
mechanisms  shall be  ope rat ed  and maint ained t o  comply wit h t he  Fede ral 
PKI Common Policy Framework requirement s  for ove rall availabilit y, and 
t he  scheduled downt ime  for t he se  sys t ems  will be  limit ed  t o  ensure  t hat  
Fede ral PKI Common Policy Framework requirement s  are  me t  a t  a ll t imes  
• The  schedule  downt ime  requirement s  in t he  fede ral PKI Common Policy 

are  me t  by t racking  all s cheduled  downt ime  in GPO PKI Change  Cont rol 
Records  and ensuring  t hat  one  of t he  redundant  sys t ems  is  a lways  
p lanned t o  be  online  and act ive , t o  avoid  any downt ime  while  o t he r 
redundant  sys t ems  might  unde rgo scheduled maint enance  or problem 
re solut ion. 

 
9.6.1.1 Certificate Issuance to Non-GPO Parties 
The  GPO-PCA may is sue  ce rt ificat e s  t o  non-GPO part ie s , as  e s t ablished by t he  
GPO-PA and in accordance  wit h t he  fede ral PKI Common Policy requirement s .  A 
Subscribe r Agreement  or s imilar ins t rument  will be  execut ed , and will cont ain  
provis ions  t hat  comply wit h t he  fede ral PKI Common Policy requirement s ..  All 
subscribe rs  will be  reg is t e red  as  de scribed be low in Sect ion 3 .1 , Init ia l 
Regis t ra t ion, inc luding  procedure s  as  specified  be low for device  ce rt ificat e s  for 
non-human subscribe rs . . 
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9.6.1.2 Certificate Status Server Representations and Warranties  
The  GPO-PCA shall provide  redundant  Ce rt ificat e  St at us  Se rve r (CSS) (a lso  
known as  OCSP se rve rs )  t o  achieve  t he  fede ral PKI Common Policy availabilit y 
requirement s . The re  shall be  a  backup OCSP se rve r a t  t he  off-s it e  backup 
locat ion, t o  provide  a  redundant  capabilit y, in orde r t o  provide  redundancy for 
t he  required  CSS capabilit y and achieve  t he  fede ral PKI Common Policy 
availabilit y requirement s . 
 
The  CSS shall be  ope rat ed  and maint ained t o  comply wit h t he  Fede ral PKI 
Common Policy Framework requirement s  for ove rall availabilit y, and t he  
scheduled downt ime  for t he se  redundant  sys t ems  will be  limit ed  t o  ensure  t hat  
Fede ral PKI Common Policy Framework requirement s  for limit ing  scheduled  
downt ime  is  me t  a t  a ll t imes . 
 
The  schedule  downt ime  requirement s  in t he  fede ral PKI Common Policy are  me t  
by t racking  all s cheduled  downt ime  for t he  CSS sysem in GPO PKI Change  
Cont ro l Records  and ensuring  t hat  one  of t he  redundant  sys t ems  is  a lways  
p lanned t o  be  online  and act ive , t o  avoid  any downt ime  while  t he  o t he r 
redundant  sys t em might  unde rgo scheduled maint enance  or problem re solut ion. 
 
 

9.6.2 RA Representations and Warranties 
The  RA will abide  by all obligat ions  and all s t ipulat ions  de fined in t he  US fede ral 
PKI Common Policy for Common-Policy, Common-Aut hent icat ion, Common-
Hardware , Common-cardAut h, and Common-Device  ce rt ificat e s , for a ll GPO CP 
obligat ions , and shall a lso  abide  by t his  CPS. The  RA shall ensure  t hat  t he  
crypt ographic  module  shall not  le ft  unat t ended once  t he  privat e  key is  
ac t ivat ed , in orde r t o  ensure  t hat  unaut horized  acce ss  t o  t he  privat e  key does  
not  occur. 
 
RA’s  shall conform t o  t he  s t ipulat ions  of t he  fede ral PKI Common Policy and t his  
CPS including: 

• Maint aining  RA ope rat ions  in conformance  wit h t his  CPS 

• Including  only valid  and appropriat e  informat ion in ce rt ificat e  reques t s , 
and maint aining  evidence  t hat  due  d iligence  was  exe rc ised  in validat ing  
t he  informat ion cont ained in t he  ce rt ificat e  

• Ensuring  t hat  obligat ions  are  imposed on Subscribe rs  via  t he  Subscribe r 
Agreement , and t hat  Subscribe rs  are  informed of t he  consequences  of 
not  complying  wit h t he  obligat ions  cont ained in t he  Subscribe r Agreement  



U.S. Gove rnm e nt  Print ing  Office  Princ ipa l Ce rt ifica t ion Aut horit y  May 30, 2016 
X.5 0 9  Ce rt ifica t ion Prac t ice s  St a t e m e nt  Ve rs ion 1 .7 .7  FINAL 
 
 

 

FOR OFFICIAL USE ONLY   FINAL 
 

1 0 8  

and t his  CPS (by informing  Subscribe rs  t hat  t he ir ce rt ificat e  can be  
revoked for non-compliance  wit h t he  Subscribe r Agreement  and t his  CPS) . 

 
RA’s  t hat  are  found t o  have  ac t ed  in a  manne r incons is t ent  wit h t he se  
obligat ions  in t his  CPS or t he  Fede ral PKI Common Policy shall be  subject  t o  
revocat ion of RA re spons ibilit ie s . 

9.6.3 Subscriber Representations and Warranties 
Subscribe r obligat ions  are  specified  in t he  Subscribe r agreement , inc luding  
requirement s  for prot ec t ing  t he  privat e  key and use  of t he  ce rt ificat e ,t hat  e ach 
Subscribe r applicant  mus t  s ign prior t o  t he  t ime  t hey rece ive  t he ir keys  and 
ce rt ificat e s . This  agreement  includes  an obligat ion t hat  t he  crypt ographic  
module  shall not  be  le ft  unat t ended by t he  Subscribe r once  t he  privat e  key is  
ac t ivat ed . These  requirement s  apply t o  human sponsors  as sociat ed  wit h Device  
ce rt ificat e s  is sued unde r id-fpki-common-device s . 
 

9.6.4 Relying Party Representations and Warranties 
The  US fede ral Common Policy does  not  specify what  s t eps  a  Re lying  Part y 
should  t ake  t o  de t e rmine  whe t he r t o  re ly upon a  ce rt ificat e . The  Re lying  Part y 
decide s , pursuant  t o  it s  own polic ie s , what  s t eps  t o  t ake .  The  GPO-PCA 
provides  t he  t ools  needed t o  pe rform t he  t rus t  pat h creat ion, validat ion, and 
ce rt ificat e  policy mappings  which t he  Re lying  Part y may wish t o  employ in it s  
de t e rminat ion. The  GPO-PCA shall make  GPO ce rt ificat e s  and CRL’s  available  in a  
repos it ory and shall a lso  make  ce rt ificat e  s t a t us  available  via  OCSP so  t hat  
Re lying  Part ie s  may obt ain GPO ce rt ificat e s  and CRL’s  for Re lying  Part y use  
(pursuant  t o  Re lying  Part y polic ie s ) . 
 
The  Re lying  Part y mus t  de t e rmine  if t he  ce rt ificat e s  is sued unde r t he  GPO-PCA 
are  appropriat e  for t he ir applicat ion.  This  may be  de t e rmined by evaluat ing  
various  risk fac t ors  inc luding  t he  value  of t he  informat ion, t he  t hreat  
environment , and t he  exis t ing  prot ect ion of t he  informat ion environment .  
These  de t e rminat ions  are  made  by t he  Re lying  Part y and are  not  cont ro lled  by 
t he  GPO-PA or t he  GPO-OA. 

 

9.6.5 Representations and Warranties of Other Participants 
 
No s t ipulat ion. 
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9.7 DISCLAIMERS OF WARRANTIES 
 
The  GPO-PCA does  not  d isc laim any re spons ibilit ie s  required  by t he  fede ral PKI 
Common Policy or t he  GPO Cert ificat e  Policy. 
 

9.8 LIMITATIONS OF LIABILITY 
 
The  GPO shall not  liable  t o  any part y wit h re spect  t o  t he  ope rat ions  of t he  GPO-
PCA except  in accordance  wit h fede ral law, or t hrough a  valid  expre ss  writ t en 
cont ract  be t ween GPO and anot he r part y. 
 
In no  event  will t he  GPO be  liable  for any losse s , inc luding  d irec t  or indirec t , 
inc ident al, consequent ia l, special, or punit ive  damages , aris ing  out  of or re la t ing  
t o  any ce rt ificat e  is sued by or revoked by, or not  re voked by, t he  GPO-PCA.  
 
Ce rt ificat e s  are  is sued and revoked at  t he  so le  d iscre t ion of t he  GPO-PA.  When 
t he  GPO-PCA is sues  a  cross -ce rt ificat e , it  does  so  for t he  convenience  of t he  
GPO and in compliance  wit h t he  provis ions  of t he  US fede ral PKI Common Policy 
and t he  GPO CP. The  Ent it y mus t  de t e rmine  whe t he r t he  US Fede ral PKI 
Common Policy or t he  GPO CP mee t s  it s  legal and policy requirement s .  Review 
of an Ent it y’s  CP by t he  GPO is  not  a  subs t it ut e  for due  care  and mapping  of t he  
CP by t he  Ent it y, inc luding  Re lying  Part ie s . 
 

9.9 INDEMNITIES 
 
No s t ipulat ion.  

9.10 TERM AND TERMINATION 
 

9.10.1 Term 
 
This  CPS becomes  e ffec t ive  when approved by t he  GPO PA and OA. The re  is  no  
specified  t e rm for t his  CPS. 
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9.10.2 Termination 
 
Te rminat ion of t his  CPS is  a t  t he  d iscre t ion of t he  GPO PA. The  Fede ral PKI 
Policy Aut horit y shall be  not ified  by email and t e lephone  if t his  CPS is  
t e rminat ed . 
 

9.10.3 Effect of Termination and Survival 
 
The  e ffec t s  of t his  CPS apply unt il t he  end of t he  archive  pe riod of t he  las t  
ce rt ificat e  is sued by t he  GPO-PCA. 

9.11 INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS 
 
The  GPO PA shall not ify and communicat e  wit h part ic ipant s  via  ins t ruct ions  and 
me t hods  cont ained in MOA’s . 
 

9.12 AMENDMENTS 
 

9.12.1 Procedure for Amendment 
 
The  GPO PA shall review t his  CPS at  le as t  annually. Correct ions  or changes  t o  
t his  CPS shall be  made  available  t o  a ll Subscribe rs  and Part ic ipant s , via  
publicat ion of t he  CPS on t he  Int e rne t  a t  t he  GPO PKI web s it e  
(ht t p :/ / www.gpo.gov/ projec t s / pki.ht m). 
 
Sugges t ed  changes  t o  t his  CPS may be  provided t o  t he  Cont act  Pe rson lis t ed  in 
sect ion 1 .5 .2  of t his  CPS. Such sugges t ed  change  mus t  inc lude  a  de scrip t ion of 
t he  change , a  jus t ificat ion for why t he  change  should  be  implement ed and 
cont act  informat ion for t he  reques t or. 
 

9.12.2 Notification Mechanism and Period 
 
Changes  t o  t his  CPS shall be  communicat ed  t o  t he  Fede ral PKI Policy Aut horit y 
(FPKIPA) in accordance  wit h t he  MOA be t ween t he  GPO and t he  FPKIPA. In 
addit ion, changes  t o  t his  CPS shall be  communicat ed  t o  a ll non-GPO agencie s  
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t hat  have  an MOA in e ffec t  wit h t he  GPO PA via  e lec t ronic  mail (email)  t o  t he  
cont act  pe rson lis t ed  in t he  MOA. 

9.12.3 Circumstances under which OID must be Changed 
 
An OID will be  changed if t he  GPO PA or FPKIPA de t e rmine  t hat  t he  as surance  
leve l of t he  ce rt ificat e s  do  not  mee t  t he  applicable  GPO CP or Fede ral PKI 
Common Policy. 
 

9.13 DISPUTE RESOLUTION PROVISIONS 
 
The  GPO PA re solve s  any disput e s  ove r t he  int e rpre t at ion or applicabilit y of t he  
CPS. 
 
 

9.14 GOVERNING LAW 
 
The  t e rms  and provis ions  of t his  CPS shall be  int e rpre t ed  unde r and gove rned by 
applicable  Fede ral law. 
 

9.15 COMPLIANCE WITH APPLICABLE LAW 
 
The  GPO-PCA shall comply wit h applicable  law. 
 

9.16 MISCELLANEOUS PROVISIONS 
 

9.16.1 Entire Agreement 
 
No s t ipulat ion. 
 

9.16.2 Assignment 
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No s t ipulat ion. 
 

9.16.3 Severability 
 
Should  it  be  de t e rmined t hat  any re levant  sec t ion of t he  Fede ral PKI Common 
Policy  or t he  GPO Cert ificat e  Policy is  incorrec t  or invalid , a ll part ie s  wit h 
ce rt ificat e s  is sued by t he  GPO-PCA will neve rt he le s s  abide  by t he  pract ice s  as  
de scribed in t his  CPS, unt il guidance  is  g iven for new policy and a  new CPS is  
published and communicat ed . Sect ion 9 .1 2  de scribe s  t he  process  for changing  
t his  CPS. 
 

9.16.4 Enforcement (Attorney’s Fees and Waiver of Rights) 
 
No s t ipulat ion. 
 

9.16.5 Force Majeure 
 
No s t ipulat ion. 
 

9.17 OTHER PROVISIONS 
 
No s t ipulat ion. 
 

10.  BIBLIOGRAPHY 
 
The  fo llowing  document s  we re  used in deve loping  t his  CPS: 
 
- Fede ral Common Policy Framework 
- GPO Cert ificat e  Policy 
- Fede ral PKI Ce rt ificat e  Profile  
- ITU X.5 0 9  Specificat ion 
- ITU X.5 0 0  Specificat ions  
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11.  ACRONYMS AND ABBREVIATIONS 
 
This  sec t ion cont ains  a  lis t  of acronyms  used in t his  document , which is  be low: 
 
ARL  Aut horit y Revocat ion Lis t  
CA  Ce rt ificat ion Aut horit y 

Ce rt ificat e  Aut horit y 
CP  Ce rt ificat e  Policy 
CPS  Ce rt ificat ion Pract ice s  St at ement  
CPWG  Ce rt ificat e  Policy Working  Group 
CARL  Ce rt ificat ion Aut horit y Revocat ion Lis t  
CRL  Ce rt ificat e  Revocat ion Lis t  
CSS  Ce rt ificat e  St at us  Se rve r 
FBCA  Fede ral Bridge  Ce rt ificat ion Aut horit y 
FPKI  Fede ral PKI 
FPKI PA Fede ral PKI Policy Aut horit y 
GPO  Gove rnment  Print ing  Office  
HSM  Hardware  Securit y Module  
LDAP  Light we ight  Direc t ory Access  Prot ocol 
OA  Ope rat ional Aut horit y 
OCSP  Online  Ce rt ificat e  St at us  Prot ocol 
PA  Policy Aut horit y 
PCA  Principal Ce rt ificat ion Aut horit y 
PKI  Public  Key Infras t ruct ure  
RA  Regis t ra t ion Aut horit y 
SCA  Subordinat e  Ce rt ificat ion Aut horit y 
SABO  Sys t em Adminis t ra t or and Backup Ope rat or 
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12.  GLOSSARY 
 

Access  Abilit y t o  make  use  of any informat ion sys t em (IS)  
re source . [NS4 0 0 9 ]  

  

Access  Cont rol Process  of grant ing  access  t o  informat ion sys t em 
re source s  only t o  aut horized use rs , programs , processe s , 
or o t he r sys t ems . [NS4 0 0 9 ]  

  

Accredit a t ion Formal declarat ion by a  Des ignat ed  Approving  Aut horit y 
t hat  an Informat ion Sys t em is  approved t o  ope rat e  in a  
part icular securit y mode  us ing  a  pre scribed se t  of 
safeguards  a t  an accept able  leve l of risk. [NS4 0 0 9 ]  

  

Act ivat ion Dat a  Privat e  dat a , o t he r t han keys , t hat  are  required  t o  
acce ss  crypt ographic  module s  ( i.e ., unlock privat e  keys  
for s igning  or decrypt ion event s ) . 

  

Agency Any depart ment , subordinat e  e lement  of a  depart ment , 
or independent  organizat ional ent it y t hat  is  s t a t ut orily or 
cons t it ut ionally recognized as  be ing  part  of t he  
Execut ive  Branch of t he  Fede ral Gove rnment . 

  

Agency CA A CA t hat  ac t s  on behalf of an Agency, and is  unde r t he  
ope rat ional cont ro l of an Agency. 

  

Applicant  The  subscribe r is  some t imes  also  called  an "applicant " 
aft e r applying  t o  a  ce rt ificat ion aut horit y for a  
ce rt ificat e , but  be fore  t he  ce rt ificat e  is suance  procedure  
is  comple t ed . [ABADSG foot not e  3 2 ]  

  

Archive  Long-t e rm, phys ically separat e  s t orage . 
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At t ribut e  Aut horit y An ent it y, re cognized by t he  Fede ral PKI Policy Aut horit y 
or comparable  Agency body as  having  t he  aut horit y t o  
ve rify t he  as sociat ion of a t t ribut e s  t o  an ident it y. 

  

Audit  Independent  review and examinat ion of records  and 
ac t ivit ie s  t o  as se ss  t he  adequacy of sys t em cont ro ls , t o  
ensure  compliance  wit h e s t ablished polic ie s  and 
ope rat ional procedure s , and t o  recommend necessary 
changes  in cont ro ls , polic ie s , or procedure s . [NS4 0 0 9 ]  

  

Audit  Dat a  Chronological record  of sys t em act ivit ie s  t o  enable  t he  
recons t ruct ion and examinat ion of t he  sequence  of 
event s  and changes  in an event . [NS4 0 0 9 , "audit  t ra il"]  

  

Aut hent icat e  To confirm t he  ident it y of an ent it y when t hat  ident it y is  
pre sent ed . 

  

Aut hent icat ion Securit y measure  de s igned t o  e s t ablish t he  valid it y of a  
t ransmiss ion, message , or orig inat or, or a  means  of 
ve rifying  an individual' s  aut horizat ion t o  rece ive  specific  
cat egorie s  of informat ion. [NS4 0 0 9 ]  

  

Backup Copy of file s  and programs  made  t o  fac ilit a t e  recove ry if 
necessary. [NS4 0 0 9 ]  

  

Binding  Process  of as sociat ing  t wo re la t ed  e lement s  of 
informat ion. [NS4 0 0 9 ]  

  

Biome t ric  A phys ical or behavioral charact e ris t ic  of a  human be ing . 

  

Ce rt ificat e  A dig it a l repre sent at ion of informat ion which at  le as t  (1 )  
ident ifie s  t he  ce rt ificat ion aut horit y is suing  it , (2 )  names  
or ident ifie s  it s  subscribe r, (3 )  cont ains  t he  subscribe r' s  
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public  key, (4 )  ident ifie s  it s  ope rat ional pe riod, and (5 )  is  
d ig it a lly s igned by t he  ce rt ificat ion aut horit y is suing  it . 
[ABADSG] .  As  used in t his  CP, t he  t e rm “Ce rt ificat e” 
re fe rs  t o  ce rt ificat e s  t hat  expre ss ly re fe rence  t he  OID of 
t his  CP in t he  “Ce rt ificat e  Polic ie s” fie ld  of an X.5 0 9  v.3  
ce rt ificat e . 

  

Ce rt ificat ion Aut horit y 
(CA) 

An aut horit y t rus t ed  by one  or more  use rs  t o  is sue  and 
manage  X.5 0 9  Public  Key Ce rt ificat e s  and CARLs  or 
CRLs . 

  

Ce rt ificat e  Aut horit y 
Revocat ion Lis t  (CARL) 

A s igned, t ime -s t amped lis t  of se ria l numbers  of CA 
public  key ce rt ificat e s , inc luding  cross -ce rt ificat e s , t hat  
have  been revoked. 

  

CA Facilit y The  colle c t ion of equipment , pe rsonne l, procedure s  and 
s t ruct ure s  t hat  are  used by a  Ce rt ificat ion Aut horit y t o  
pe rform ce rt ificat e  is suance  and revocat ion. 

  

Ce rt ificat e  A dig it a l repre sent at ion of informat ion which at  le as t  (1 )  
ident ifie s  t he  ce rt ificat ion aut horit y is suing  it , (2 )  names  
or ident ifie s  it ’s  Subscribe r, (3 )  cont ains  t he  Subscribe r’s  
public  key, (4 )  ident ifie s  it ’s  ope rat ional pe riod, and (5 )  
is  d ig it a lly s igned by t he  ce rt ificat ion aut horit y is suing  it . 
[ABADSG]  

  

Ce rt ificat e  
Management  Aut horit y 
(CMA) 

A Ce rt ificat ion Aut horit y or a  Regis t ra t ion Aut horit y. 

  

Ce rt ificat ion Aut horit y 
Soft ware  

Key Management  and crypt ographic  soft ware  used t o  
manage  ce rt ificat e s  is sued t o  subscribe rs . 

  

Ce rt ificat e  Policy (CP) A Ce rt ificat e  Policy is  a  specialized form of 
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adminis t ra t ive  policy t uned t o  e lec t ronic  t ransact ions  
pe rformed during  ce rt ificat e  management .  A Ce rt ificat e  
Policy addre sse s  a ll aspect s  as sociat ed  wit h t he  
gene rat ion, product ion, d is t ribut ion, account ing , 
compromise  recove ry and adminis t ra t ion of d ig it a l 
ce rt ificat e s . Indirec t ly, a  ce rt ificat e  policy can also  
gove rn t he  t ransact ions  conduct ed  us ing  a  
communicat ions  sys t em prot ec t ed  by a  ce rt ificat e -based 
securit y sys t em.  By cont rolling  crit ical ce rt ificat e  
ext ens ions , such polic ie s  and as sociat ed  enforcement  
t e chnology can support  provis ion of t he  securit y 
se rvice s  required  by part icular applicat ions . 

  

Ce rt ificat ion Pract ice s  
St at ement  (CPS) 

A s t a t ement  of t he  pract ice s  t hat  a  CA employs  in 
is suing , suspending , revoking  and renewing  ce rt ificat e s  
and providing  acce ss  t o  t hem, in accordance  wit h 
specific  requirement s  ( i.e ., requirement s  specified  in t his  
CP, or requirement s  specified  in a  cont rac t  for se rvice s ) . 

  

Ce rt ificat e -Re lat ed  
Informat ion 

Informat ion, such as  a  subscribe r' s  pos t al addre ss , t hat  
is  not  inc luded in a  ce rt ificat e . May be  used by a  CA 
managing  ce rt ificat e s . 

  

Ce rt ificat e  Revocat ion 
Lis t  (CRL) 

A lis t  maint ained by a  Ce rt ificat ion Aut horit y of t he  
ce rt ificat e s  t hat  it  has  is sued and t hat  are  revoked prior 
t o  t he ir s t a t ed  expirat ion dat e . 

  

Ce rt ificat e  St at us  
Aut horit y 

A t rus t ed  ent it y t hat  provides  on-line  ve rificat ion t o  a  
Re lying  Part y of a  subject  ce rt ificat e ' s  t rus t wort hine ss , 
and may also  provide  addit ional a t t ribut e  informat ion for 
t he  subject  ce rt ificat e . 

  

Client  (applicat ion)  A sys t em ent it y, usually a  comput e r process  ac t ing  on 
behalf of a  human use r, t hat  makes  use  of a  se rvice  
provided by a  se rve r. 
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Common Crit e ria  A se t  of int e rnat ionally accept ed  semant ic  t ools  and 
cons t ruct s  for de scrib ing  t he  securit y needs  of 
cus t omers  and t he  securit y a t t ribut e s  of product s . 

  

Component  Privat e  Key Privat e  key associat ed  wit h a  funct ion of t he  ce rt ificat e  
is suing  equipment , as  opposed t o  be ing  as sociat ed  as  
opposed t o  be ing  as sociat e d  wit h an ope rat or or 
adminis t ra t or. 

  

Compromise  Disc losure  of informat ion t o  unaut horized pe rsons , or a  
vio lat ion of t he  securit y policy of a  sys t em in which 
unaut horized  int ent ional or unint ent ional d isc losure , 
modificat ion, de s t ruct ion, or los s  of an object  may have  
occurred . [NS4 0 0 9 ]  

  

Comput e r Securit y 
Object s  Regis t ry 
(CSOR) 

Comput e r Securit y Object s  Regis t ry ope rat ed  by t he  
Nat ional Ins t it ut e  of St andards  and Technology. 

  

Confident ia lit y Assurance  t hat  informat ion is  not  d isc losed t o  
unaut horized ent it ie s  or processe s . [NS4 0 0 9 ]  

  

Cross -Ce rt ificat e  A ce rt ificat e  used t o  e s t ablish a  t rus t  re la t ionship  
be t ween t wo Ce rt ificat ion Aut horit ie s . 

  

Crypt ographic  Module  The  se t  of hardware , soft ware , firmware , or some  
combinat ion t he reof t hat  implement s  crypt ographic  log ic  
or processe s , inc luding  crypt ographic  a lgorit hms , and is  
cont ained wit hin t he  crypt ographic  boundary of t he  
module . [FIPS1 4 0 ]  

  

Crypt ope riod Time  span during  which each key se t t ing  remains  in 
e ffec t . [NS4 0 0 9 ]  
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Cus t odial Subscribe r 
Key St ore s  

Cus t odial Subscribe r Key St ore s  hold  keys  for a  number 
of Subscribe r ce rt ificat e s  in one  locat ion. 

Dat a  Int egrit y Assurance  t hat  t he  dat a  are  unchanged from creat ion t o  
recept ion. 

  

Dig it a l Signat ure  The  re sult  of a  t rans format ion of a  message  by means  of 
a  crypt ographic  sys t em us ing  keys  such t hat  a  Re lying  
Part y can de t e rmine : (1 )  whe t he r t he  t rans format ion 
was  creat ed  us ing  t he  privat e  key t hat  corre sponds  t o  
t he  public  key in t he  s igne r’s  d ig it a l ce rt ificat e ; and (2 )  
whe t he r t he  message  has  been alt e red  s ince  t he  
t rans format ion was  made . 

  
Dual Use  Ce rt ificat e  A ce rt ificat e  t hat  is  int ended for use  wit h bot h d ig it a l 

s ignat ure  and dat a  encrypt ion se rvice s . 
  

Durat ion A fie ld  wit hin a  ce rt ificat e  t hat  is  composed of t wo 
subfie lds : “dat e  of is sue” and “dat e  of next  is sue”.  

  

E-commerce  The  use  of ne t work t e chnology (e specially t he  int e rne t )  
t o  buy or se ll goods  and se rvice s . 

  

Employee  Any pe rson employed by an organizat ion as  de fined 
above . 

  

Encrypt ed Ne t work A ne t work t hat  is  prot ec t ed  from out s ide  acce ss  by NSA 
approved high-grade  (Type  I)  crypt ography.  Example s  
are  SIPRNET and TOP SECRET ne t works . 

  

Encrypt ion Ce rt ificat e  A ce rt ificat e  cont aining  a  public  key t hat  is  used t o  
encrypt  e lec t ronic  messages , file s , document s , or dat a  
t ransmiss ions , or t o  e s t ablish or exchange  a  se s s ion key 
for t he se  same  purpose s . 
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End Ent it y Re lying  Part ie s  and Subscribe rs . 

  

Ent it y For purpose s  of t his  CP, Ent it y is  any pe rson, 
organizat ion, corporat ion, or gove rnment  (s t a t e , local, 
fede ral, or fore ign)  ope rat ing , or d irec t ing  t he  ope rat ion 
of, one  or more  CAs . 

  

Ent it y CA A CA t hat  ac t s  on behalf of an Ent it y, and is  unde r t he  
ope rat ional cont ro l of an Ent it y. 

  

Fede ral Bridge  
Ce rt ificat ion Aut horit y 
(FBCA) 

The  Fede ral Bridge  Ce rt ificat ion Aut horit y cons is t s  of a  
colle c t ion of Public  Key Infras t ruct ure  component s  
(Ce rt ificat e  Aut horit ie s , Direc t orie s , Ce rt ificat e  Polic ie s  
and Ce rt ificat ion Pract ice s  St at ement s )  t hat  are  used t o  
provide  pee r-t o-pee r int e rope rabilit y among Agency 
Principal Ce rt ificat ion Aut horit ie s . 
 

  

Fede ral Bridge  
Ce rt ificat ion Aut horit y 
Membrane  

The  Fe de ra l Bridge  Ce rt ifica t ion Aut horit y Me m brane  cons is t s  o f a  
co lle c t ion o f Pub lic  Ke y Infras t ruc t ure  com pone nt s  inc lud ing  a  
varie t y o f Ce rt ifica t ion Aut horit y PKI p roduc t s , Dat abas e s , CA 
s pe c ific  Dire c t o rie s , Borde r Dire c t o ry, Fire walls , Rout e rs , 
Random ize rs , e t c .  

  

FBCA Ope rat ional 
Aut horit y 

The  Fede ral Bridge  Ce rt ificat ion Aut horit y Ope rat ional 
Aut horit y is  t he  organizat ion se lec t ed  by t he  Fede ral 
Public  Key Infras t ruct ure  Policy Aut horit y t o  be  
re spons ible  for ope rat ing  t he  Fede ral Bridge  Ce rt ificat ion 
Aut horit y. 

  

Fede ral Public  Key 
Infras t ruct ure  Policy 
Aut horit y (FPKI PA) 

The  Fede ral PKI Policy Aut horit y is  a  fede ral gove rnment  
body re spons ible  for se t t ing , implement ing , and 
adminis t e ring  policy decis ions  regarding  int e ragency PKI 



U.S. Gove rnm e nt  Print ing  Office  Princ ipa l Ce rt ifica t ion Aut horit y  May 30, 2016 
X.5 0 9  Ce rt ifica t ion Prac t ice s  St a t e m e nt  Ve rs ion 1 .7 .7  FINAL 
 
 

 

FOR OFFICIAL USE ONLY   FINAL 
 

1 2 1  

int e rope rabilit y t hat  use s  t he  FBCA. 

  

Firewall Gat eway t hat  limit s  acce ss  be t ween ne t works  in 
accordance  wit h local securit y policy. [NS4 0 0 9 ]  

  

Gove rnment  Print ing  
Office  Ce rt ificat ion 
Aut horit y (GPO-CA) 

The  Gove rnment  Print ing  Office  Ce rt ificat ion Aut horit y 
cons is t s  of a  colle c t ion of Public  Key Infras t ruct ure  
component s  (Ce rt ificat e  Aut horit ie s , Direc t orie s , 
Ce rt ificat e  Polic ie s  and Ce rt ificat ion Pract ice s  
St at ement s )  t hat  are  used t o  provide  pee r-t o-pee r 
int e rope rabilit y among Ot he r Ce rt ificat ion Aut horit ie s .  

  

GPO-CA Operat ional 
Aut horit y 

The  Gove rnment  Print ing  Office  Ce rt ificat ion Aut horit y 
Ope rat ional Aut horit y is  t he  organizat ion se lec t ed  by t he  
Gove rnment  Print ing  Office  Policy Aut horit y t o  be  
re spons ible  for ope rat ing  t he  Gove rnment  Print ing  Office  
Ce rt ificat ion Aut horit y. 

  

High Assurance  Guard  
(HAG) 

An enclave  boundary prot ect ion device  t hat  cont ro ls  
acce ss  be t ween a  local area ne t work t hat  an ent e rprise  
sys t em has  a  requirement  t o  prot ect , and an ext e rnal 
ne t work t hat  is  out s ide  t he  cont ro l of t he  ent e rprise  
sys t em, wit h a  high degree  of as surance . 

  

Informat ion Sys t em 
Securit y Office r ( ISSO) 

Pe rson re spons ib le  t o  t he  de s ignat ed  approving  aut horit y 
for ensuring  t he  securit y of an informat ion sys t em 
t hroughout  it s  life cycle , from des ign t hrough disposal. 
[NS4 0 0 9 ]  

  

Ins ide  t hreat  An ent it y wit h aut horized access  t hat  has  t he  pot ent ia l 
t o  harm an informat ion sys t em t hrough des t ruct ion, 
d isc losure , modificat ion of dat a , and/ or denial of se rvice . 

  

Int egrit y Prot ec t ion agains t  unaut horized  modificat ion or 
de s t ruct ion of informat ion. [NS4 0 0 9 ] . A s t a t e  in which 
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informat ion has  remained unalt e red  from t he  point  it  was  
produced by a  source , during  t ransmiss ion, s t orage , and  
event ual re ce ip t  by t he  de s t inat ion. 

  

Int e lle c t ual Prope rt y Use ful art is t ic , t e chnical, and/ or indus t ria l informat ion, 
knowledge  or ideas  t hat  convey owne rship  and cont ro l of 
t angible  or virt ual usage  and/ or repre sent at ion. 

  

Int e rmediat e  CA A CA t hat  is  subordinat e  t o  anot he r CA, and has  a  CA 
subordinat e  t o  it s e lf. 

  

Key Escrow A depos it  of t he  privat e  key of a  subscribe r and ot he r 
pe rt inent  informat ion pursuant  t o  an e scrow agreement  
or s imilar cont rac t  b inding  upon t he  subscribe r, t he  
t e rms  of which require  one  or more  agent s  t o  hold  t he  
subscribe r' s  privat e  key for t he  bene fit  of t he  subscribe r, 
an employe r, or o t he r part y, upon provis ions  se t  fort h in 
t he  agreement . [ adapt ed  from ABADSG, "Commercial 
key e scrow se rvice"]  

  

Key Exchange  The  process  of exchanging  public  keys  in orde r t o  
e s t ablish secure  communicat ions . 

  

Key Gene rat ion 
Mat e ria l 

Random numbers , pseudo-random numbers , and 
crypt ographic  parame t e rs  used in gene rat ing  
crypt ographic  keys . 

  

Key Pair Two mat hemat ically re la t ed  keys  having  t he  prope rt ie s  
t hat  (1 )  one  key can be  used t o  encrypt  a  message  t hat  
can only be  decrypt ed  us ing  t he  o t he r key, and ( ii)  even 
knowing  one  key, it  is  comput at ionally infeas ib le  t o  
d iscove r t he  o t he r key. 

  

Local Regis t ra t ion A Regis t ra t ion Aut horit y wit h re spons ibilit y for a  local 
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Aut horit y (LRA) communit y. 

  

Memorandum of 
Agreement  (MOA) 

Agreement  be t ween t he  GPO PKI Policy Aut horit y and an 
Ent it y a llowing  int e rope rabilit y be t ween t he  Ent it y CA 
and t he  GPO-CA. 

  

Miss ion Support  
Informat ion 

Informat ion t hat  is  import ant  t o  t he  support  of deployed 
and cont ingency force s . 

  

Mut ual Aut hent icat ion Occurs  when part ie s  a t  bot h ends  of a  communicat ion 
ac t ivit y aut hent icat e  e ach o t he r (see  aut hent icat ion) . 

  

Naming Aut horit y An organizat ional ent it y re spons ible  for as s igning  
dis t inguished names  (DNs)  and for as suring  t hat  e ach DN 
is  meaningful and unique  wit hin it s  domain. 

  

Nat ional Securit y 
Sys t em  

Any t e lecommunicat ions  or informat ion sys t em ope rat ed  
by t he  Unit ed  St at e s  Gove rnment , t he  funct ion, 
ope rat ion, or use  of which involves  int e lligence  ac t ivit ie s ; 
involves  crypt ologic  ac t ivit ie s  re la t ed  t o  nat ional 
securit y; involves  command and cont rol of milit ary 
force s ; involves  equipment  t hat  is  an int egral part  of a  
weapon or weapons  sys t em; or is  crit ical t o  t he  d irec t  
fulfillment  of milit ary or int e lligence  miss ions , but  does  
not  inc lude  a  sys t em t hat  is  t o  be  used for rout ine  
adminis t ra t ive  and bus ine ss  applicat ions  ( inc luding  
payroll, finance , log is t ics , and pe rsonne l management  
applicat ions ) . [ ITMRA] 

  

Non-Repudiat ion Assurance  t hat  t he  sende r is  provided wit h proof of 
de live ry and t hat  t he  rec ip ient  is  provided wit h proof of 
t he  sende r' s  ident it y so  t hat  ne it he r can la t e r deny 
having  processed t he  dat a . [NS4 0 0 9 ]   Technical non-
repudiat ion re fe rs  t o  t he  as surance  a  Re lying  Part y has  
t hat  if a  public  key is  used t o  validat e  a  d ig it a l s ignat ure , 
t hat  s ignat ure  had t o  have  been made  by t he  
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corre sponding  privat e  s ignat ure  key.  Legal non-
repudiat ion re fe rs  t o  how we ll posse ss ion or cont rol of 
t he  privat e  s ignat ure  key can be  e s t ablished. 

  

Object  Ident ifie r (OID) A specialized  format t ed  number t hat  is  reg is t e red  wit h 
an int e rnat ionally recognized s t andards  organizat ion.  
The  unique  alphanumeric / numeric  ident ifie r reg is t e red  
unde r t he  ISO reg is t ra t ion s t andard  t o  re fe rence  a  
specific  object  or object  c las s .  In t he  fede ral 
gove rnment  PKI t hey are  used t o  unique ly ident ify each 
of t he  four polic ie s  and crypt ographic  a lgorit hms  
support ed . 

  

Out -of-Band Communicat ion be t ween part ie s  ut iliz ing  a  means  or 
me t hod t hat  d iffe rs  from t he  current  me t hod of 
communicat ion (e .g ., one  part y use s  U.S. Pos t al Se rvice  
mail t o  communicat e  wit h anot he r part y whe re  current  
communicat ion is  occurring  online ) . 

  

Out s ide  Threat  An unaut horized ent it y from out s ide  t he  domain 
pe rime t e r t hat  has  t he  pot ent ia l t o  harm an Informat ion 
Sys t em t hrough des t ruct ion, d isc losure , modificat ion of 
dat a , and/ or denial of se rvice . 

  

Phys ically Iso lat ed  
Ne t work 

A ne t work t hat  is  not  connect ed  t o  ent it ie s  or sys t ems  
out s ide  a  phys ically cont ro lled  space . 

  

PKI Sponsor Fills  t he  ro le  of a  Subscribe r for non-human sys t em 
component s  t hat  are  named as  public  key ce rt ificat e  
subject s , and is  re spons ible  for mee t ing  t he  obligat ions  
of Subscribe rs  as  de fined t hroughout  t his  CP. 

  

Policy Management  
Aut horit y (PMA) 

Body e s t ablished t o  ove rsee  t he  creat ion and updat e  of 
Ce rt ificat e  Polic ie s , review Ce rt ificat ion Pract ice s  
St at ement s , review t he  re sult s  of CA audit s  for policy 
compliance , evaluat e  non-domain polic ie s  for accept ance  
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wit hin t he  domain, and gene rally ove rsee  and manage  
t he  PKI ce rt ificat e  polic ie s .  For t he  FBCA, t he  PMA is  t he  
Fede ral PKI Policy Aut horit y. 

  

Principal CA (PCA) The  Principal CA is  a  CA des ignat ed  by an Agency t o  
int e rope rat e  wit h t he  Ent it y CAs .  An Agency may 
des ignat e  mult ip le  Principal CAs  t o  int e rope rat e  wit h t he  
Ent it iy CAs . 

  

Privacy Res t ric t ing  access  t o  subscribe r or Re lying  Part y 
informat ion in accordance  wit h Fede ral law and 
Organizat ion policy. 

  

Privat e  Key (1 )  The  key of a  s ignat ure  key pair used  t o  creat e  a  
d ig it a l s ignat ure . (2 )  The  key of an encrypt ion key pair 
t hat  is  used t o  decrypt  confident ia l informat ion. In bot h 
case s , t his  key mus t  be  kept  secre t . 

  

Public  Key (1 )  The  key of a  s ignat ure  key pair used  t o  validat e  a  
d ig it a l s ignat ure .  (2 )  The  key of an encrypt ion key pair 
t hat  is  used t o  encrypt  confident ia l informat ion. In bot h 
case s , t his  key is  made  public ly available  normally in t he  
form of a  d ig it a l ce rt ificat e . 

  

Public  Key 
Infras t ruct ure  (PKI)  

A se t  of polic ie s , processe s , s e rve r p la t forms , soft ware  
and works t at ions  used for t he  purpose  of adminis t e ring  
ce rt ificat e s  and public-privat e  key pairs , inc luding  t he  
abilit y t o  is sue , maint ain, and revoke  public  key 
ce rt ificat e s . 

  

Regis t ra t ion Aut horit y 
(RA) 

An ent it y t hat  is  re spons ib le  for ident ificat ion and 
aut hent icat ion of ce rt ificat e  subject s , but  t hat  does  not  
s ign or is sue  ce rt ificat e s  ( i.e ., a  Regis t ra t ion Aut horit y is  
de legat ed  ce rt a in t asks  on behalf of an aut horized CA). 
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Re -key (a  ce rt ificat e )  To change  t he  value  of a  crypt ographic  key t hat  is  be ing  
used in a  crypt ographic  sys t em applicat ion; t his  normally 
ent ails  is suing  a  new ce rt ificat e  on t he  new public  key. 

  

Re lying  Part y A pe rson or Agency who has  rece ived informat ion t hat  
inc ludes  a  ce rt ificat e  and a  d ig it a l s ignat ure  ve rifiable  
wit h re fe rence  t o  a  public  key lis t ed  in t he  ce rt ificat e , 
and is  in a  pos it ion t o  re ly on t hem. 

  

Renew (a  ce rt ificat e )  The  ac t  or process  of ext ending  t he  valid it y of t he  dat a  
b inding  as se rt ed  by a  public  key ce rt ificat e  by is suing  a  
new ce rt ificat e . 

  

Repos it ory A dat abase  cont aining  informat ion and dat a  re la t ing  t o  
ce rt ificat e s  as  specified  in t his  CP; may also  be  re fe rred  
t o  as  a  d irec t ory. 

  

Respons ible  Individual A t rus t wort hy pe rson de s ignat ed  by a  sponsoring  
organizat ion t o  aut hent icat e  individual applicant s  seeking  
ce rt ificat e s  on t he  bas is  of t he ir affilia t ion wit h t he  
sponsor. 

  

Revoke  a  Ce rt ificat e  To premat ure ly end t he  ope rat ional pe riod  of a  
ce rt ificat e  e ffec t ive  at  a  specific  dat e  and t ime . 

  

Risk An expect at ion of los s  expre ssed as  t he  probabilit y t hat  
a  part icular t hreat  will exploit  a  part icular vulne rabilit y 
wit h a  part icular harmful re sult . 

  

Risk Tole rance  The  leve l of risk an ent it y is  willing  t o  as sume  in orde r t o  
achieve  a  pot ent ia l de s ired  re sult . 
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Root  CA In a  hie rarchical PKI, t he  CA whose  public  key se rves  as  
t he  mos t  t rus t ed  dat um ( i.e ., t he  beginning  of t rus t  
pat hs )  for a  securit y domain. 

  

Secre t  Key A “shared secre t ” used in symmet ric  crypt ography, 
whe re in use rs  are  aut hent icat ed  based on a  password, 
Pe rsonal Ident ificat ion Number (PIN), or o t he r 
informat ion shared be t ween t he  use r and t he  remot e  
hos t  or se rve r.  A s ing le  key is  shared  be t ween t wo 
part ie s : t he  sende r, t o  encrypt  a  t ransmiss ion, and t he  
rec ip ient , t o  decrypt  t he  t ransmiss ion, wit h t he  shared 
key be ing  gene rat ed  wit h an algorit hm agreed t o  
be forehand by t he  t ransact ing  part ie s . 

  

Se rve r A sys t em ent it y t hat  provides  a  se rvice  in re sponse  t o  
reques t s  from client s . 

  

Signat ure  Ce rt ificat e  A public  key ce rt ificat e  t hat  cont ains  a  public  key 
int ended for ve rifying  d ig it a l s ignat ure s  ra t he r t han 
encrypt ing  dat a  or pe rforming  any ot he r crypt ographic  
funct ions . 

  

Subordinat e  CA (SCA) In a  hie rarchical PKI, a  CA whose  ce rt ificat e  s ignat ure  key 
is  ce rt ified  by anot he r CA, and whose  ac t ivit ie s  are  
cons t rained by t hat  o t he r CA. (See  supe rior CA). 
Addit ionally, t his  CP may re fe r t o  CAs  t hat  are  
“subordinat e” t o  t he  PCA.  The  use  of t his  t e rm shall 
encompass  any CA unde r t he  cont ro l of t he  PCA t hat  has  
a  ce rt ificat e  is sued t o  it  by t he  PCA or any CA 
subordinat e  t o  t he  PCA, whe t he r or not  a  hie rarchical or 
o t he r PKI archit ec t ure  is  used. 

  

Subscribe r A Subscribe r is  an ent it y t hat  (1 )  is  t he  subject  named 
or ident ified  in a  ce rt ificat e  is sued t o  t hat  ent it y, (2 )  
holds  a  privat e  key t hat  corre sponds  t o  t he  public  key 
lis t ed  in t he  ce rt ificat e , and (3 )  does  not  it s e lf is sue  
ce rt ificat e s  t o  anot he r part y.  This  inc ludes , but  is  not  
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limit ed  t o , an individual or ne t work device  
CAs  are  some t imes  t e chnically cons ide red  “subscribe rs” 
in a  PKI.  Howeve r, t he  t e rm “Subscribe r” as  used in t his  
document  re fe rs  only t o  t hose  who reques t  ce rt ificat e s  
for use s  o t he r t han s igning  and is suing  ce rt ificat e s  or 
ce rt ificat e  s t a t us  informat ion. 

  

Supe rior CA In a  hie rarchical PKI, a  CA who has  ce rt ified  t he  
ce rt ificat e  s ignat ure  key of anot he r CA, and who 
cons t rains  t he  ac t ivit ie s  of t hat  CA. (See  subordinat e  
CA). 

  

Sys t em Equipment  
Configurat ion 

A comprehens ive  account ing  of a ll sys t em hardware  and 
soft ware  t ypes  and se t t ings . 

  

Sys t em High The  highes t  securit y leve l support ed  by an informat ion 
sys t em. [NS4 0 0 9 ]  

  

Technical non-
repudiat ion 

The  cont ribut ion public  key mechanisms  t o  t he  provis ion 
of t e chnical evidence  support ing  a  non-repudiat ion 
securit y se rvice . 

  

Threat  Any c ircums t ance  or event  wit h t he  pot ent ia l t o  cause  
harm t o  an informat ion sys t em in t he  form of 
de s t ruct ion, d isc losure , adve rse  modificat ion of dat a , 
and/ or denial of se rvice . [NS4 0 0 9 ]  

  

Token Hardware  or soft ware  t hat  cont ains  or can be  used t o  
gene rat e  crypt ographic  keys .  Example s  of hardware  
t okens  include  smart  cards  and memory cards .  Soft ware  
t okens  include  bot h soft ware  crypt ographic  module s  
t hat  s t ore  or gene rat e  keys  and s t orage  device s  or 
messages  t hat  cont ain keys  (e .g ., PKCS # 1 2  messages ) . 
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Trus t  Lis t  Collec t ion of t rus t ed  ce rt ificat e s  used by Re lying  Part ie s  
t o  aut hent icat e  o t he r ce rt ificat e s . 

  

Trus t ed  Agent  Ent it y aut horized t o  ac t  as  a  repre sent at ive  of an 
organizat ion in confirming  Subscribe r ident ificat ion 
during  t he  reg is t ra t ion process .  Trus t ed  Agent s  do  not  
have  aut omat ed int e rface s  wit h Ce rt ificat ion Aut horit ie s . 

  

Trus t ed  Ce rt ificat e  A ce rt ificat e  t hat  is  t rus t ed  by t he  Re lying  Part y on t he  
bas is  of secure  and aut hent icat ed  de live ry.  The  public  
keys  included in t rus t ed  ce rt ificat e s  are  used t o  s t art  
ce rt ificat ion pat hs .  Also  known as  a  "t rus t  anchor". 

  

Trus t ed  Times t amp A dig it a lly s igned as se rt ion by a  t rus t ed  aut horit y t hat  a  
specific  d ig it a l object  exis t ed  at  a  part icular t ime . 

  

Trus t wort hy Sys t em Comput e r hardware , soft ware  and procedure s  t hat : (1 )  
are  reasonably secure  from int rus ion and misuse ; (2 )  
provide  a  reasonable  leve l of availabilit y, re liabilit y, and 
correc t  ope rat ion; (3 )  are  reasonably suit ed  t o  
pe rforming  t he ir int ended funct ions ; and (4 )  adhe re  t o  
gene rally accept ed  securit y procedure s . 

  

Two-Pe rson Cont ro l Cont inuous  surve illance  and cont ro l of pos it ive  cont ro l 
mat e ria l a t  a ll t imes  by a  minimum of t wo aut horized 
individuals , e ach capable  of de t ec t ing  incorrect  and/ or 
unaut horized  procedure s  wit h re spect  t o  t he  t ask be ing  
pe rformed, and each familiar wit h e s t ablished securit y 
and safe t y requirement s . [NS4 0 0 9 ]  

  

Updat e  (a  ce rt ificat e )  The  ac t  or process  by which dat a  it ems  bound in an 
exis t ing  public  key ce rt ificat e , e specially aut horizat ions  
grant ed  t o  t he  subject , are  changed by is suing  a  new 
ce rt ificat e . 
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Ze roize  A me t hod of e ras ing  e lec t ronically s t ored  dat a  by 
alt e ring  t he  cont ent s  of t he  dat a  s t orage  so  as  t o  
prevent  t he  recove ry of t he  dat a . [FIPS1 4 0 ]  
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APPENDIX A: Certificate, CRL and OCSP Profiles 
This  appendix cont ains  t he  profile s  for t he  ce rt ificat e s , CRL’s  and OCSP 
re sponses  is sued by t he  GPO-PCA.   

A.1 PCA (ROOT CA) SELF-SIGNED CERTIFICATE FORMAT 
 

Field GPO Root CA Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Is sue r Signat ure  
Algorit hm 

 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 

Is sue r Dis t inguished 
Name  

ou=GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod 2 0  years  from dat e  of is sue  in Gene ralized Time  
format  

Subject  Dis t inguished 
Name  

ou=GPO Root  CA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Is sue r’s  Signat ure  
 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

subject  key ident ifie r 
Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

key usage  c=no; d ig it a lSignat ure , keyCert Sign, cRLSign 

Bas ic  Cons t raint s  c=no; cA=True ; no  pat h lengt h cons t raint  
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A.2 SUBORDINATE CA (SCA) CERTIFICATE FORMAT 

Field Subordinate CA Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Is sue r Signat ure  
Algorit hm sha-2 5 6 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 

Is sue r Dis t inguished 
Name  

ou=GPO Root  CA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod Depends  on t he  Assurance  leve l of t he  CA 

Subject  Dis t inguished 
Name  

ou=<CA Name>, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Is sue r’s  Signat ure  sha-2 5 6 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , keyCert Sign, cRLSign 
Ce rt ificat e  polic ie s  c=no; {2  1 6  8 4 0  1  1 0 1  3  2  1  1 7  1 } 

Bas ic  Cons t raint s  c=yes ; cA=True ; pat h lengt h cons t raint  =  0  
Policy Cons t raint s  Not  Pre sent  

Aut horit y Informat ion 
Access  C=no; opt ional; point e r t o  OCSP Responde r 

CRL Dis t ribut ion 
Point s 1 c  = no; a lways  pre sent  

 

                                                
1 The CRL distribution point extension shall only populate the distributionPoint field.  The field shall only contain the URI name 
form.  The reasons and cRLIssuer fields shall not be populated.  The CRL shall point to a full and complete CRL only (i.e., a 
CRL that does NOT contain the issuer distribution point extension). 
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A.3 EXTERNAL CA CERTIFICATE FORMAT 

Field Subordinate CA Value 

Ve rs ion V3  (2 )  

Se ria l Num be r Mus t  be  unique  

Is s ue r Signat ure  Algorit hm  s ha-2 5 6 Wit hRSAEncryp t ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 

Is s ue r Dis t inguis he d  Nam e  ou=GPO PCA, ou=Ce rt ifica t ion Aut horit ie s , ou=Gove rnm e nt  
Print ing  Office , o=U.S. Gove rnm e nt , c=US 

Valid it y Pe riod  De pe nds  on t he  as s urance  le ve l o f t he  CA 

Subje c t  Dis t inguis he d  
Nam e  As  de s ignat e d  by t he  GPO PA 

Subje c t  Pub lic  Ke y 
Info rm at ion 

2 0 4 8  b it  RSA ke y m odulus , rs aEncryp t ion {1  2  8 4 0  1 1 3 5 4 9  1  1  
1 } 

Is s ue r’s  Signat ure  s ha-2 5 6 Wit hRSAEncryp t ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 

Ext e ns ions   

Aut horit y ke y ide nt ifie r Oc t e t  St ring  (2 0  byt e  SHA-1  has h o f t he  b inary DER e ncod ing  o f 
t he  GPO Root  CA’s  pub lic  ke y info rm at ion)  

s ub je c t  ke y ide nt ifie r Oc t e t  St ring  (2 0  byt e  SHA-1  has h o f t he  b inary DER e ncod ing  o f 
t he  Sub je c t  CA’s  pub lic  ke y info rm at ion)  

ke y us age  c=ye s ; d ig it a lSignat ure , ke yCe rt Sign, cRLSign 

Ce rt ifica t e  po lic ie s  c=no ; {2  1 6  8 4 0  1  1 0 1  3  2  1  1 5  i} i =  1 , 2 , 3 , and / o r 4 1 

Po licy Mapping  Maps  e ach o f t he  po lic ie s  lis t e d  in t he  Ce rt ifica t e  Po lic ie s  
e xt e ns ion lis t e d  above  t o  s ub je c t  CA dom ain po licy 

Bas ic  Cons t ra int s  c=ye s ; cA=True ; pa t h le ng t h cons t ra int  abs e nt  

Nam e  Cons t ra int s  c=ye s ; pe rm it t e d  s ub t re e s : <TBD>; e xc lude d  s ub t re e s : 
ou=Gove rnm e nt  Print ing  Office , o=U.S. Gove rnm e nt , c=US 

Po licy Cons t ra int s  c=ye s ; inhib it  po licy m apping  s kipCe rt s  =  0 , 1 , 2 2; re quire  e xp lic it  
po licy, s kipCe rt s  =  0 /  

Aut horit y Info rm at ion 
Acce s s  C=no; op t ional; po int e r t o  OCSP Re s ponde r 

CRL Dis t ribut ion Po int s 3 c  =  no ; a lways  p re s e nt  

 

                                                
1 The field shall contain all certificate policies that are equal to or lower.  For example, for a medium assurance CA, there will be 
three OIDs in the field. 

2 Value of 0 for cross certificate to other domain, value of 1 for a Bridge CA, value of 2 for a Bridge CA with membrane and 
commitment to have proper skipCerts value. 

3 The CRL distribution point extension shall only populate the distributionPoint field.  The field shall only contain the URI name 
form.  The reasons and cRLIssuer fields shall not be populated.  The CRL shall point to a full and complete CRL only (i.e., a 
CRL that does NOT contain the issuer distribution point extension). 
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A.4 ROOT CA CRL PROFILE FORMAT 

Field Root CA CRL Value 

Vers ion V2  (1 )  

Is sue r Signat ure  
Algorit hm 

 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 

Is sue r Dis t inguished 
Name  

ou=GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

t hisUpdat e  UTCT 
next Updat e  UTCT; t hisUpdat e  + 2 8  days  

Revoked ce rt ificat e s  
lis t  

0  or more  2 -t uple  of ce rt ificat e  se ria l number and 
revocat ion dat e  ( in UTCT) 

CRL ext ens ions   
CRL Number Int ege r 

Aut horit y Key 
Ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

CRL ent ry ext ens ions   
Invalid it y Dat e  Opt ional 

Reason Code  Always  Pre sent ; Will not  inc lude  ce rt ificat eHold  

 
 

A.5 FEDERAL COMMON POLICY CERTIFICATE FORMAT 

Field Principal CA Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Is sue r Signat ure  
Algorit hm sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 }  

Is sue r Dis t inguished 
Name   

Valid it y Pe riod  
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Field Principal CA Value 

Subject  Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , keyCert Sign, cRLSign 
Ce rt ificat e  polic ie s  c=no; {2  1 6  8 4 0  1  1 0 1  3  2  1  3  6 } 

Bas ic  Cons t raint s   
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Subject  Informat ion 
Access   

 

A.5.1 FEDERAL COMMON-HARDWARE CERTIFICATE FORMAT 

Field Principal CA Value 

Vers ion V3  (2 )  

Se ria l Number Mus t  be  unique  
Is sue r Signat ure  
Algorit hm sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 }  

Is sue r Dis t inguished 
Name   

Valid it y Pe riod  

Subject  Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 
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Field Principal CA Value 

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , keyCert Sign, cRLSign 

Ce rt ificat e  polic ie s  c=no; {2  1 6  8 4 0  1  1 0 1  3  2  1  3  7 } 
Bas ic  Cons t raint s   

CRL Dis t ribut ion Point s   
Aut horit y Informat ion 
Access   

Subject  Informat ion 
Access   
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A.5.2  COMMON POLICY SIGNATURE CERTIFICATE PROFILE 

Field Value 

Vers ion V3  (2 )  

Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Algorit hm Ident ifie r  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod  

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , nonRepudiat ion 

Ce rt ificat e  polic ie s   
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Is sue r Alt  Name   

Subject  Alt  Name   
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A.5.3  COMMON POLICY KEY MANAGEMENT CERTIFICATE PROFILE 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod  

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; keyEnciphe rment  

Ce rt ificat e  polic ie s   
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Is sue r Alt  Name   

Subject  Alt  Name   
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A.5.4  COMMON POLICY DEVICE CERTIFICATE PROFILE 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

 ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US  

Valid it y Pe riod  

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , keyEnciphe rment  

Ce rt ificat e  polic ie s  id-fpki-common-device s  {2 .1 6 .8 4 0 .1 .1 0 1 .3 .2 .1 .3 .8 }  
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Is sue r Alt  Name   

Subject  Alt  Name   
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A.5.5  COMMON POLICY CARD AUTHENTICATION CERTIFICATE PROFILE 
 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US  

Valid it y Pe riod  

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure  

Ext ended key usage  Yes ; id-PIV-cardAut h {2 .1 6 .8 4 0 .1 .1 0 1 .3 .6 .8 } 

Ce rt ificat e  polic ie s  id-fpki-common-cardAut h 
{2 .1 6 .8 4 0 .1 .1 0 1 .3 .2 .1 .3 .1 7 } 

CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Is sue r Alt  Name   

Subject  Alt  Name  Piv-int e rim (Boolean) ; {2 .1 6 .8 4 0 .1 .1 0 1 .3 .6 .9 .1 } 
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A.5.6  COMMON POLICY PIV AUTHENTICATION CERTIFICATE PROFILE 
(NOTE: Ce rt ificat e s  wit h t his  Profile  shall not  be  d is t ribut ed  in public  repos it orie s  
(e .g ., via  LDAP or HTTP.)  
 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod   

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure  

Ce rt ificat e  polic ie s  id-fpki-common-aut hent icat ion 
{2 .1 6 .8 4 0 .1 .1 0 1 .3 .2 .1 .3 .1 3 } 

CRL Dis t ribut ion Point s   
Aut horit y Informat ion 
Access   

Is sue r Alt  Name   
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Field Value 

Subject  Alt  Name  

ot he rName  {FASC-N value} 
t ype -id  {2 .1 6 .8 4 0 .1 .1 0 1 .3 .6 .6 } 
o t he rName  {UPN Ot he rName  OID} 
t ype -id  {1 .3 .6 .1 .4 .1 .3 1 1 .2 0 .2 .3 } 
value=UTF8 St ring   

p iv-int e rim 
{2 .1 6 .8 4 0 .1 .1 0 1 .3 .6 .9 .1 } 
Int e rim_ indicat or (Boolean)  
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A.6.1 GPO MEDIUM ASSURANCE POLICY CERTIFICATE FORMAT 

Field Principal CA Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Is sue r Signat ure  
Algorit hm sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 }  

Is sue r Dis t inguished 
Name   

Valid it y Pe riod  

Subject  Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , keyCert Sign, cRLSign 
Ce rt ificat e  polic ie s  c=no; {2  1 6  8 4 0  1  1 0 1  3  2  1  1 7  1 } 

Bas ic  Cons t raint s   
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Subject  Informat ion 
Access   

 



U.S. Gove rnm e nt  Print ing  Office  Princ ipa l Ce rt ifica t ion Aut horit y  May 30, 2016 
X.5 0 9  Ce rt ifica t ion Prac t ice s  St a t e m e nt  Ve rs ion 1 .7 .7  FINAL 
 
 

 

FOR OFFICIAL USE ONLY   FINAL 
 

1 4 7  

 

A.6.2 GPO MEDIUM-HARDWARE POLICY CERTIFICATE FORMAT 

Field Principal CA Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Is sue r Signat ure  
Algorit hm sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 }  

Is sue r Dis t inguished 
Name   

Valid it y Pe riod  

Subject  Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , keyCert Sign, cRLSign 
Ce rt ificat e  polic ie s  c=no; {2  1 6  8 4 0  1  1 0 1  3  2  1  1 7  2 } 

Bas ic  Cons t raint s   
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Subject  Informat ion 
Access   
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A.6.3  GPO POLICY END ENTITY  SIGNATURE CERTIFICATE PROFILE 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Algorit hm Ident ifie r  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod  
Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , nonRepudiat ion 
Ce rt ificat e  polic ie s   

CRL Dis t ribut ion Point s   
Aut horit y Informat ion 
Access   

Is sue r Alt  Name   
Subject  Alt  Name   
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A.6.4  GPO POLICY KEY MANAGEMENT CERTIFICATE PROFILE 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod  

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; keyEnciphe rment  

Ce rt ificat e  polic ie s   
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Is sue r Alt  Name   

Subject  Alt  Name   
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A.6.5  GPO POLICY MEDIUM DEVICE CERTIFICATE PROFILE 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod  

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure , keyEnciphe rment  

Ce rt ificat e  polic ie s  id-gpo-ce rt pcy-device s   {2  1 6  8 4 0  1  1 0 1  3  2  1  1 7  3 } 
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Is sue r Alt  Name   

Subject  Alt  Name   
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A.6.6  GPO POLICY CARD AUTHENTICATION CERTIFICATE PROFILE 
 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod  

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure  

Ext ended key usage  Yes ; id-GPO-cardAut h {2 .1 6 .8 4 0 .1 .1 0 1 .3 .2 .1 .1 7 } 

Ce rt ificat e  polic ie s  id-gpo-ce rt pcy-cardAut h {2  1 6  8 4 0  1  1 0 1  3  2  1  1 7  
5 } 

CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Is sue r Alt  Name   

Subject  Alt  Name  GPO-int e rim (Boolean) ; {2 .1 6 .8 4 0 .1 .1 0 1 .3 .2 .1 .1 7 } 
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A.6.7  GPO POLICY AUTHENTICATION CERTIFICATE PROFILE 
(NOTE: Ce rt ificat e s  wit h t his  Profile  shall not  be  d is t ribut ed  in public  repos it orie s  
(e .g ., via  LDAP or HTTP.)  
 

Field Value 

Vers ion V3  (2 )  
Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 

sha-1 Wit hRSAEncrypt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  5 } 
( for ce rt ificat e s  t hat  expire  on or be fore   December 
3 1 , 2 0 1 0 ); or 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US 

Valid it y Pe riod  

Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure  

Ce rt ificat e  polic ie s  id-gpo-ce rt pcy-aut hent icat ion  {2  1 6  8 4 0  1  1 0 1  3  2  
1  1 7  4 } 

CRL Dis t ribut ion Point s   
Aut horit y Informat ion 
Access   

Is sue r Alt  Name   
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Field Value 

Subject  Alt  Name  

ot he rName  {FASC-N value} 
t ype -id  {2 .1 6 .8 4 0 .1 .1 0 1 .3 .6 .6 } 
o t he rName  {UPN Ot he rName  OID} 
t ype -id  {1 .3 .6 .1 .4 .1 .3 1 1 .2 0 .2 .3 } 
value=UTF8 St ring   

p iv-int e rim 
{2 .1 6 .8 4 0 .1 .1 0 1 .3 .6 .9 .1 } 
Int e rim_ indicat or (Boolean)  
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A.7 GPO-PCA OCSP PROFILE FORMAT 
 

Field Value 

Vers ion V1  (0 )  

Se ria l Number Mus t  be  unique  

Signat ure  Algorit hm 
sha-2 5 6 Wit hRSAEncryt ion {1  2  8 4 0  1 1 3 5 4 9  1  1  1 1 } 
( for ce rt ificat e s  t hat  expire  on or aft e r January 1 , 
2 0 1 1 )  

Is sue r Dis t inguished 
Name  

 ou= GPO PCA, ou=Cert ificat ion Aut horit ie s , 
ou=Gove rnment  Print ing  Office , o=U.S. Gove rnment , 
c=US  

Valid it y Pe riod  
Subject  Dis t inguished 
Name   

Subject  Public  Key 
Informat ion 

2 0 4 8  bit  RSA key modulus , rsaEncrypt ion {1  2  8 4 0  
1 1 3 5 4 9  1  1  1 } 

Ext ens ions   

Aut horit y key 
ident ifie r 

Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  GPO Root  CA’s  public  key 
informat ion)  

Subject  key ident ifie r Oct e t  St ring  (2 0  byt e  SHA-1  hash of t he  b inary DER 
encoding  of t he  Subject  CA’s  public  key informat ion)  

key usage  c=yes ; d ig it a lSignat ure  
Ext ended key usage  Yes ; id-kp-OCSPSigning  {1 .3 .6 .1 .5 .5 .7 .3 .9 } 

Ce rt ificat e  polic ie s  id-gpo-ce rt pcy-device s  {2 .1 6 .8 4 0 .1 .1 0 1 .3 .2 .1 .1 7 .3 } 
CRL Dis t ribut ion Point s   

Aut horit y Informat ion 
Access   

Is sue r Alt  Name   

Subject  Alt  Name  Piv-int e rim (Boolean) ; {2 .1 6 .8 4 0 .1 .1 0 1 .3 .6 .9 .1 } 
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A.8 GPO-PCA CERTIFICATE REGISTRATION DATA REQUIREMENTS 
 

The  GPO PKI Ce rt ificat e  Regis t ra t ion Form (depic t ed  be low) de fine s  t he  dat a  
required  t o  be  submit t ed  by subscribe rs  t o  t he  GPO-PCA for 

ce rt ificat e  is suance . 

GPO PKI Certificate Registration Form  
 

GPO PKI Registration Form                   SECTION 1  (This section to be completed by applicant prior to in-person Registration) 

 USER INFORMATION (Please print) 

First Name    Middle Name   Last Name   
Email Address      Telephone#   

User’s Agency Name (print):   

User’s Address:  

Fed. Gov’t-issued Picture ID ID#  Type  

Fed. Gov’t-issued Picture ID ID#   Type   

Non-Fed. Gov’t-issued Picture ID  ID#  Type  

Non-Fed. Gov’t-issued Picture ID or ID ID#  Type  

 Supervisor Signature:  

 I declare  unde r penalt y of pe rjury t hat  t he  foregoing  is  t rue  and correc t . 
 Execut ed on: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ (dat e )    Signat ure : 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

Supervisor Name (Printed): 

User Signature: 

 I declare  unde r penalt y of pe rjury t hat  t he  foregoing  is  t rue  and correct . 
 Execut ed on: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ (dat e )    Signat ure : 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

SECTION 2.    (This section to be completed by Registration Authority and User at time of Registration) 

RA INFORMATION (Please print) 
RA First Name    RA Last Name   

RA Telephone #   RA Email Address   
Date of Registration Request   Date:   

Fed. Gov’t-issued Picture ID verified     Yes           No          N/A    
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Non-Fed. Gov’t-issued Picture ID verified     Yes           No          N/A  
 

Non-Fed. Gov’t-issued ID verified     Yes           No          N/A 
 

PKI Credential Type (software or smartcard)    Soft ware  ( .epf file )           Smart card  
Smartcard Type (if smartcard credential): 
(vendor and model number) 

Smartcard Serial Number: 
(if smartcard credential)   

PKI Credential Issuance Completed       Yes           No          Date and Time:  

User Name (CN)  cn = ________________________________________________________________________________________________ 

User Name (print)  User’s Agency Name (print): 

User Signature 

I declare  unde r penalt y of pe rjury t hat  t he  foregoing  is  t rue  and correc t . 
Execut ed on: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ (dat e )   Signat ure : 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  
RA Signature 

I declare  unde r penalt y of pe rjury t hat  t he  foregoing  is  t rue  and correct . 
Execut ed on: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ (dat e )   Signat ure : 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

 
 

 
 


